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1. Introduction

1.1 About this Guide
Chapter 1. Introduction  – gives general information about F-Secure Content Scanner Server and 
F-Secure Anti-Virus Mail Server and Gateway products.

Chapter 2. Deployment – describes how to set up your network environment before you can install 
F-Secure Anti-Virus for Firewalls.

Chapter 3. Installing F-Secure Anti-Virus for Firewalls on Windows – describes how to install and set up 
F-Secure Anti-Virus for Firewalls.

Chapter 4. Administering F-Secure Anti-Virus for Firewalls in Centralized Administration Mode – 
describes how to administer F-Secure Content Scanner Server and F-Secure Anti-Virus for Firewalls. The 
chapter explains all the settings and statistics of the program.

Chapter 5. Administering F-Secure Anti-Virus for Firewalls in Stand-alone Mode – describes how to 
administer F-Secure Content Scanner Server and F-Secure Anti-Virus for Firewalls using the local user 
interface.

 NOTE: 
F-Secure Anti-Virus for Firewalls is part of F-Secure Anti-Virus Mail Server and Gateway product line that 
has a common backend – F-Secure Content Scanner Server. Therefore some chapters mention F-Secure 
Content Scanner Server, although this manual is Administrator’s Guide for F-Secure Anti-Virus for 
Firewalls.

NOTE:
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Overview Section 1.2

 

Chapter 6. Configuring Firewalls – describes how to set Firewalls to work with F-Secure Anti-Virus for 
Firewalls. This chapter includes sample settings for several firewalls.

Chapter 7. Updating Virus Databases – gives instructions how to update the virus definition database.

Chapter 8. Troubleshooting – solves some common problems.

Appendix A. Warning Messages – lists variables that can be included in virus warning messages.

Appendix B. Alerts – lists all error messages and appropriate actions to be taken.

See the F-Secure Policy Manager Administrator’s Guide for detailed information about installing and 
using the F-Secure Policy Manager components:

• F-Secure Policy Manager Console, the tool for administering F-Secure Anti-Virus for Firewalls.
• F-Secure Policy Manager Server, which enables communication between F-Secure Policy 

Manager Console and the managed systems.

1.2 Overview
Malicious code, such as computer viruses, is one of the main threats for companies today. In the past, 
these spread mainly via disks and the most common viruses were those that infected disk boot sectors. 
When users began to use office applications – such as Microsoft Office – with macro capabilities to write 
documents and distribute them via mail and groupware servers, macro viruses started spreading rapidly. 
Nowadays the virus problem has another new dimension: e-mail. Modern viruses can even use e-mail to 
spread themselves without any user intervention and that is why e-mail worm outbreaks, like Klez and 
BadTrans, have caused a lot of damage around the world.
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Chapter 1 Introduction

 

F-Secure Anti-Virus Mail Server and Gateway products are designed to protect your company's mail, 
groupware, database or document servers. The protection can be implemented on the firewall level to 
screen all incoming and outgoing e-mail (SMTP), web surfing (HTTP) or file transfer (FTP) traffic. It can 
also be implemented on the mail server level so that it does not only protect inbound and outbound traffic 
but also internal mail traffic and public sources, such as public folders on Microsoft Exchange server.

Providing the protection already on the gateway level has plenty of advantages. The protection is easy and 
fast to set up and install compared to rolling out anti-virus protection on hundreds or thousands of 
workstations. The protection is also totally invisible to the end users, thus ensuring that the system cannot 
be by-passed and it is easy to maintain. Of course, protecting the gateway level alone is not enough to 
provide a complete anti-virus solution; file server and workstation level protection is needed, also.
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How F-Secure Anti-Virus for Firewalls Works Section 1.3

 

1.3 How F-Secure Anti-Virus for Firewalls Works
F-Secure Anti-Virus for Firewalls is designed to detect and disinfect viruses and other malicious code from 
data transmissions through all CVP compliant firewalls. The scanning is done in real time as the data is 
transmitted through the firewall.

F-Secure Anti-Virus for Firewalls is based on agent and server technology. However, F-Secure Anti-Virus 
for Firewalls does not employ a separate F-Secure Anti-Virus Agent. The firewall itself acts as the CVP 
agent and sends data streams passing through it to inspection and F-Secure Anti-Virus for Firewalls acts 
as a CVP server. The data traffic that needs to be scanned can be redirected to the product from the rule 
base of the firewall itself.

If the data transmitted by the CVP agent contains malicious code, F-Secure Anti-Virus for Firewalls can be 
configured to disinfect or drop the content. If the data is disinfected, it is sent back to the firewall that sends 
it to the original recipient. Any malicious code found during the scan process can be placed in the 
quarantine, where it can be further examined. For example, an infected attachment in an e-mail message 
can be removed and replaced with a disinfected attachment. 

F-Secure Anti-Virus for Firewalls has extensive alerting functions: information, warning, and security alerts 
can be sent to the local log file, Windows NT application event log, F-Secure Policy Manager Console or to 
the administrator's e-mail address via SMTP. The administrator can also specify the recipient inside the 
company network to be notified about an infection found in the data content.

F-Secure Anti-Virus for Firewalls can be installed on a dedicated Windows NT, Windows 2000 or Linux 
server. Any additional software does not have to be installed on the firewall itself, so the firewall can be on 
any platform.
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