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(57) ABSTR ACT 

Typical conventional database security scheme mechanisms 
are integrated in either the application or database. Mainte­
mmce of the security scheme, there tore, such as changeo and 
modifications, impose changes to the application and/or data­
base. Configurations of the invention employ a security 'liter 
for intercepting database streams, such as data access trans­
actions, between an application and the a data repository, ;uch 
as a relational database. A security filter deployed between 
the application and database inspects the stream of trarosac­
tions between the application and. the database. The security 
filter, by nonintmsively interrogating the transactions, pro­
vides a content-aware capability for seamlessly and nonde­
structively enforcing data level security. A security pclicy, 
codifying security requirements for the users and table of the 
database, employs mles concerning restricted data items. 'The 
filter intercepts transactions and. determines if the transaction 
triggers nlles of the security policy. If the transactions contain 
restricted data items, the security filter modifies the transac­
tion to eliminate the restricted data items. 

42 Claims, 12 Drawing Sheets 
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100 
INTERCEPT, IN A NONINTRUSIVE MANNER, A DATA ACCESS 

TRANSACTION BETWEEN A USER APPLICATION AND A DATA 
REPOSITORY HAVING DATA ITEMS 

101 
NONINTRUSIVE MANNER IS UNDETECTABLE TO THE USER 

APPLICATION AND UNDETECTABLE TO THE DATA REPOSITORY 

,, 
102 

DETERMINE IF THE INTERCEPTED DATA ACCESS TRANSACTION 
CORRESPONDS TO A SECURITY POLICY, THE SECURITY POLICY 

INDICATIVE OF RESTRICTED DATA ITEMS IN THE DATA REPOSITORY TO 
WHICH THE USER APPLICATION IS PROHIBITED ACCESS 

,, 
103 

LIMIT, BASED ON THE SECURITY POLICY, THE DATA ACCESS 
TRANSACTION 

~r 

104 
MODIFY T HE DATA ACCESS TRANSACTION SUCH THAT DATA 

INDICATIONS IN THE DATA ACCESS TRANSACTION CORRESPONDING 
TO RESTRICTED DATA ITEMS, ACCORDING TO THE SECURITY POLICY, 
ARE ELIMINATED FROM THE RESULTING DATA ACCESS TRANSACTION 

Fig. 2 
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200 
INTERCEPT, IN A NONINTRUSIVE MANNER, A DATA ACCESS 

TRANSACTION BETWEEN A USER APPLICATION AND A DATA 
REPOSITORY HAVING DATA ITEMS 

202 
ESTABLISH A PROXY TO THE 

DATA REPOSITORY ON 
BEHALF OF THE USER 

203 
DETERMINE IF THE INTERCEPTED DATA ACCESS TRANSACTION 

CORRESPONDS TO A SECURITY POLICY, THE SECURITY POLICY INDICATIVE 
OF RESTRICTED DATA ITEMS IN THE DATA REPOSITORY TO WHICH THE USER 

APPLICATION IS PROHIBITED ACCESS 

204 
SECURITY POLICY HAS RULES, EACH OF THE RULES INCLUDING AN 

OBJECT, A SELECTION CRITERIA AND AN ACTION, THE ACTION 
INDICATIVE OF THE RESTRICTED DATA ITEMS 

206 
ALLOW 

207 
DENY 

ACCESS 
ALLOW 

ACCESS 

MODIFY 

+ 
208 

IDENTIFY OAT A ITEMS CORRESPONDING TO THE ATTRIBUTES, EACH OF 
THE ATTRIBUTES ASSOCIATED W ITH AN OPERATOR AND AN OPERAND 

+ 
209 

226 APPLYING AN OPERA TOR SPECIFIED FOR THE DATA ITEM 
TO THE OPERAND SPECIFIED FOR THE DATA ITEM 

+ 
Fig. 4 
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