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I am new to Microsoft Detours. I have installed it to trace the system calls a process makes. I run
the following commands which I got from the web

I get the log file. The problem is I don't fully understand what is happening here. How does
detours work? How does it trace the system calls? Also I don't know how to read the output in
log.txt. Here is one line in log.txt

Finally I want to get the stack trace of the process. How can I get that?
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Detours lets you intercept any function. It places a jmp in the address that you specify creating a
trampoline to your code. Finally, you call the old function if you want to do it. To use Detours you
have to inject your code in the process you want to intercept.

To simplify this process you can use Deviare API Hook which does all the injection staff and you
can use intercept applications from any programming language that supports COM technology,
including .NET, Delphi, C++, Python, etc.. After downloading the package you will find some
examples in it. There is a console named DeviareCSharpConsole that let you intercept any API of
any process showing full stack trace information.

This is the way Deviare API Hook works but is what you need to do if you want to create an

How does Microsoft Detours work and how do I use it to get a stack trace?

syelogd.exe /q C:\Users\xxx\Desktop\log.txt 
withdll.exe /d:traceapi.dll C:\Program Files\Google\Google Talk\googletalk.exe

20101221060413329 2912 50.60: traceapi: 001 GetCurrentThreadId()
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application that hooks another process:

An agent should be created in the target process to intercept the APIs you want. To intercept
these APIs you can use Detours but you have to code IPC staff that is not included in that library.

If you need to write code inside the target process using Deviare API Hook you can use Deviare
Custom Hooks. This feature lets you intercept APIs and handle processed parameters
asynchronously.

share improve this answer
edited Nov 23 '12 at 14:57 answered Dec 27 '10 at 15:27

17

Instead of detours (which is free for 32-bit only) or easyhook (which is, khm, a little bit messy
code) you may want to check out mhook 2.4 which is very neat code and BSD-licensed. Works on
x86 and x64, handles IP-relative code, etc.

There's also a thorough description on how it works at the site.

As for the stack backtrace, you can use CaptureStackBackTrace() from kernel32 , or if you want
to get fancy, use StackWalk64() from dbghelp .

share improve this answer
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First of all, I would HIGHLY advise, that if you want to perform API hooking, I would go with
easyhook: http://easyhook.codeplex.com/ (open source). It is a VERY good and easy api-hooking
framework.

About how to get the stack trace, I don't remember exactly how to do it, but check out
WinAPIOverride32: http://jacquelin.potier.free.fr/winapioverride32/ (open source). He's doing
exactly that, and it is open source. Besides, if you need the traces for research, WinAPIOverride32
is a great application to use in order to study how applications work.

EDIT: Just adding one more application. http://www.rohitab.com/ is like WinAPIOVerride32, but it
supports 64bit and it really improved since I wrote this answer. I must point out that it in some
cases it missed API calls that I found in WinAPIOverride32, but its still pretty good. Unfortunately
the source is not published.

About how api-hooking works, Well its a long explanation, I would point you to this article:
http://www.codeproject.com/KB/system/hooksys.aspx It gives a pretty good explanation of how it is
done under the hood (there are other methods besides what is written there, but still, it is a very
good article).

Hope it helps! :-)

share improve this answer
edited Aug 21 '12 at 14:35 answered Dec 25 '10 at 10:48

2

If you are allowed to use something other than Detours, you could install a debugger like WinDbg
and attach it to the process to get a callstack.

You could also try other tools like Process Monitor and Windows Performance Toolkit as explained
here.

share improve this answer
edited Dec 27 '10 at 13:10 answered Dec 26 '10 at 23:05

Your Answer

add a comment

add a comment

add a comment

SObject

Bash script that lowercases files

Does evolution cost increase?

Why does '() is ()' return True when '[] is []' and '{}
is {}' return False?

Tightening Stud Without Bolt Head

Apply Multiple Functions to Parts of a Nested List

Why don't cars have a barrels cylinder head?

Why class size increases when int64_t changes to
int32_t

How to perform a proper DDoS test in a safe and
controlled way?

Can I just fit a cassette with more gears with the
same derailleur?

What is the term for a 3x3 tile set used to create
larger areas?

I wrote the code based on a paper's methodology;
are there any legal problems with making it open
source?

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

http://stackoverflow.com/users/650492/johan
http://stackoverflow.com/users/213765/martona
http://stackoverflow.com/users/324827/tcs
http://stackoverflow.com/users/176769/karlphillip
http://stackoverflow.com/posts/4568607/revisions
http://stackoverflow.com/posts/4568607/revisions
http://easyhook.codeplex.com/
http://jacquelin.potier.free.fr/winapioverride32/
http://www.rohitab.com/
http://www.codeproject.com/KB/system/hooksys.aspx
http://stackoverflow.com/a/4530050
http://stackoverflow.com/posts/4530050/edit
http://stackoverflow.com/posts/4530050/revisions
http://stackoverflow.com/posts/4530050/revisions
http://stackoverflow.com/questions/574423/ie-hanging-using-100-of-the-cpu/574595#574595
http://stackoverflow.com/questions/574423/ie-hanging-using-100-of-the-cpu/574595#574595
http://stackoverflow.com/questions/864839/monitoring-certain-system-calls-done-by-a-process
http://stackoverflow.com/a/4535780
http://stackoverflow.com/posts/4535780/edit
http://stackoverflow.com/posts/4535780/revisions
http://stackoverflow.com/posts/4535780/revisions
http://stackoverflow.com/users/650492/johan
http://stackoverflow.com/users/213765/martona
http://stackoverflow.com/users/324827/tcs
http://stackoverflow.com/users/176769/karlphillip
http://salesforce.stackexchange.com/questions/131060/create-pageblocktable-with-two-types-of-sobject
http://codereview.stackexchange.com/questions/134684/bash-script-that-lowercases-files
http://gaming.stackexchange.com/questions/274077/does-evolution-cost-increase
http://stackoverflow.com/questions/38328857/why-does-is-return-true-when-is-and-is-return-false
http://stackoverflow.com/questions/38328857/why-does-is-return-true-when-is-and-is-return-false
http://mechanics.stackexchange.com/questions/32742/tightening-stud-without-bolt-head
http://mathematica.stackexchange.com/questions/120581/apply-multiple-functions-to-parts-of-a-nested-list
http://mechanics.stackexchange.com/questions/32756/why-dont-cars-have-a-barrels-cylinder-head
http://stackoverflow.com/questions/38335882/why-class-size-increases-when-int64-t-changes-to-int32-t
http://stackoverflow.com/questions/38335882/why-class-size-increases-when-int64-t-changes-to-int32-t
http://security.stackexchange.com/questions/129880/how-to-perform-a-proper-ddos-test-in-a-safe-and-controlled-way
http://security.stackexchange.com/questions/129880/how-to-perform-a-proper-ddos-test-in-a-safe-and-controlled-way
http://bicycles.stackexchange.com/questions/41198/can-i-just-fit-a-cassette-with-more-gears-with-the-same-derailleur
http://bicycles.stackexchange.com/questions/41198/can-i-just-fit-a-cassette-with-more-gears-with-the-same-derailleur
http://gamedev.stackexchange.com/questions/125284/what-is-the-term-for-a-3x3-tile-set-used-to-create-larger-areas
http://gamedev.stackexchange.com/questions/125284/what-is-the-term-for-a-3x3-tile-set-used-to-create-larger-areas
http://academia.stackexchange.com/questions/72615/i-wrote-the-code-based-on-a-papers-methodology-are-there-any-legal-problems-wi
http://academia.stackexchange.com/questions/72615/i-wrote-the-code-based-on-a-papers-methodology-are-there-any-legal-problems-wi
http://academia.stackexchange.com/questions/72615/i-wrote-the-code-based-on-a-papers-methodology-are-there-any-legal-problems-wi
https://www.docketalarm.com/


windows - How does Microsoft Detours work and how do I use it to get a stack trace? - Stack Overflow

http://stackoverflow.com/questions/4507581/how-does-microsoft-detours-work-and-how-do-i-use-it-to-get-a-stack-trace.[7/12/2016 4:26:14 PM]

 

By posting your answer, you agree to the privacy policy and terms of service.

Not the answer you're looking for? Browse other questions tagged   or ask your own
question.

question feed

about us  tour  help  blog  chat  data  legal  privacy policy  work here  advertising info  mobile  contact us  feedback

TECHNOLOGY LIFE / ARTS CULTURE /
RECREATION SCIENCE OTHER

Stack Overflow

Server Fault

Super User

Web Applications

Ask Ubuntu

Webmasters

Game Development

TeX - LaTeX

Programmers

Unix & Linux

Ask Different (Apple)

WordPress Development

Geographic Information
Systems

Electrical Engineering

Android Enthusiasts

Information Security

Database Administrators

Drupal Answers

SharePoint

User Experience

Mathematica

Salesforce

ExpressionEngine®
Answers

more (13)

Photography

Science Fiction &
Fantasy

Graphic Design

Movies & TV

Seasoned Advice
(cooking)

Home Improvement

Personal Finance &
Money

Academia

more (9)

English Language &
Usage

Skeptics

Mi Yodeya (Judaism)

Travel

Christianity

Arqade (gaming)

Bicycles

Role-playing Games

more (21)

Mathematics

Cross Validated (stats)

Theoretical Computer
Science

Physics

MathOverflow

Chemistry

Biology

more (5)

Stack Apps

Meta Stack Exchange

Area 51

Stack Overflow Careers

site design / logo © 2016 Stack Exchange Inc; user contributions licensed under cc by-sa 3.0 with attribution required

rev 2016.7.12.3751

Post as a guest

Name

Email

Sign up or log in

Sign up using Google

Sign up using Facebook

Sign up using Email and Password

windows detours

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

http://stackexchange.com/legal/privacy-policy
http://stackexchange.com/legal/terms-of-service
http://stackoverflow.com/questions/ask
http://stackoverflow.com/questions/ask
http://stackoverflow.com/feeds/question/4507581
http://stackoverflow.com/company/about
http://stackoverflow.com/tour
http://stackoverflow.com/help
http://blog.stackoverflow.com?blb=1/
http://chat.stackoverflow.com/
http://data.stackexchange.com/
http://stackexchange.com/legal
http://stackexchange.com/legal/privacy-policy
http://stackoverflow.com/company/work-here
http://stackexchange.com/mediakit
http://stackoverflow.com/contact
http://meta.stackoverflow.com/
http://stackoverflow.com/
http://serverfault.com/
http://superuser.com/
http://webapps.stackexchange.com/
http://askubuntu.com/
http://webmasters.stackexchange.com/
http://gamedev.stackexchange.com/
http://tex.stackexchange.com/
http://programmers.stackexchange.com/
http://unix.stackexchange.com/
http://apple.stackexchange.com/
http://wordpress.stackexchange.com/
http://gis.stackexchange.com/
http://gis.stackexchange.com/
http://electronics.stackexchange.com/
http://android.stackexchange.com/
http://security.stackexchange.com/
http://dba.stackexchange.com/
http://drupal.stackexchange.com/
http://sharepoint.stackexchange.com/
http://ux.stackexchange.com/
http://mathematica.stackexchange.com/
http://salesforce.stackexchange.com/
http://expressionengine.stackexchange.com/
http://expressionengine.stackexchange.com/
http://stackexchange.com/sites#technology
http://photo.stackexchange.com/
http://scifi.stackexchange.com/
http://scifi.stackexchange.com/
http://graphicdesign.stackexchange.com/
http://movies.stackexchange.com/
http://cooking.stackexchange.com/
http://cooking.stackexchange.com/
http://diy.stackexchange.com/
http://money.stackexchange.com/
http://money.stackexchange.com/
http://academia.stackexchange.com/
http://stackexchange.com/sites#lifearts
http://english.stackexchange.com/
http://english.stackexchange.com/
http://skeptics.stackexchange.com/
http://judaism.stackexchange.com/
http://travel.stackexchange.com/
http://christianity.stackexchange.com/
http://gaming.stackexchange.com/
http://bicycles.stackexchange.com/
http://rpg.stackexchange.com/
http://stackexchange.com/sites#culturerecreation
http://math.stackexchange.com/
http://stats.stackexchange.com/
http://cstheory.stackexchange.com/
http://cstheory.stackexchange.com/
http://physics.stackexchange.com/
http://mathoverflow.net/
http://chemistry.stackexchange.com/
http://biology.stackexchange.com/
http://stackexchange.com/sites#science
http://stackapps.com/
http://meta.stackexchange.com/
http://area51.stackexchange.com/
http://careers.stackoverflow.com/
https://creativecommons.org/licenses/by-sa/3.0/
http://blog.stackoverflow.com/2009/06/attribution-required/
http://stackoverflow.com/feeds/question/4507581
http://stackoverflow.com/users/login?ssrc=question_page&returnurl=http%3a%2f%2fstackoverflow.com%2fquestions%2f4507581%2fhow-does-microsoft-detours-work-and-how-do-i-use-it-to-get-a-stack-trace%23new-answer
http://stackoverflow.com/questions/tagged/windows
http://stackoverflow.com/questions/tagged/windows
http://stackoverflow.com/questions/tagged/detours
http://stackoverflow.com/questions/tagged/detours
https://www.docketalarm.com/

