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[57] ABSTRACT

The present invention comprises a method and apparatus for
authenticating data related to on-line transactions. The
invention utilizes a user-customized certification indicator
that informs a user as to the success or failure of one or more
authentication and/or security protocols implemented on a
user communications access device such as a personal
computer, a personal digital assistant (“PDA”), an enhanced
function telephone, etc. In one or more embodiments, one of
the components of the indicator is user defined, and locally
stored, reducing the likelihood of interception and counter-
feiting. In one or more embodiments, the indicator compo-
nents include a centrally provided graphic element and a
user defined text overlay. When a user initiates an electronic
transaction, a background validation process is initiated that
implements procedures for determining the authenticity of
data related to the transaction, such as the identity of a
transaction party. If the validation process determines that
the data is authentic, the validation process displays a
certification indicator comprising the graphic overlaid with
the user defined text-string. In another embodiment, the
certification indicator includes one or more multi-media
components, such as, for example, an audio component.

8 Claims, 10 Drawing Sheets
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HONEST JOE'S COMPUTERS

If you can't trust Honest Joe, who can you trust?

This Month's UNBELIEVABLE Specials: 120

D 250 Mhz Famous Make Computer, 32 MB Ram, 5GB
/ Hard Drive, Monitor, Printer, $2000 of software:

125 HONEST JOE'S UNBELIEVABLE PRICE: $499.00!

[] Doitin Laser Colorl Famous Make Color Laser Printer,
/ 16 MILLION colors; 25 pages per minute:

130 Elsewhere $5000,
HONEST JOE'S UNBELIEVABLE PRICE: $699.00!

135

To order, just dick the box next to the item you want, /
fill in your name address and credit card number, and
click the "Buy!" button, and your new computer product

will be on its way!
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