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[57] ABSTRACT 

A system comprises an inspector and a protection engine. 
The inspector includes a content inspection engine that uses 
a set of rules to generate a DoWnloadable security pro?le 
corresponding to a DoWnloadable, e.g., J avaTM applets, 
ActiveXTM controls, JavaScriptTM scripts, or Visual Basic 
scripts. The content inspection engine links the Download 
able security pro?le to the DoWnloadable. The set of rules 
may include a list of suspicious operations, or a list of 
suspicious code patterns. The ?rst content inspection engine 
may link to the DoWnloadable a certi?cate that identi?es the 
content inspection engine Which created the DoWnloadable 
security pro?le. Additional content inspection engines may 
generate and link additional DoWnloadable security pro?les 
to the DoWnloadable. Each additional DoWnloadable secu 
rity pro?le may also include a certi?cate that identi?es its 
creating content inspection engine. Each content inspection 
engine preferably creates a DoWnloadable ID that identi?es 
the DoWnloadable to Which the DoWnloadable security 
pro?le corresponds. The protection includes a Download 
able interceptor for receiving a DoWnloadable, a ?le reader 
coupled to the interceptor for determining Whether the 
DoWnloadable includes a DoWnloadable security pro?le, an 
engine coupled to the ?le reader for determining Whether to 
trust the DoWnloadable security pro?le, and a security 
policy analysis engine coupled to the veri?cation engine for 
comparing the DoWnloadable security pro?le against a secu 
rity policy if the engine determines that the DoWnloadable 
security pro?le is trustworthy. A DoWnloadable ID veri? 
cation engine retrieves the DoWnloadable ID that identi?es 
the DoWnloadable to Which the DoWnloadable security 
pro?le corresponds, generates the DoWnloadable ID for the 
DoWnloadable and compares the generated DoWnloadable 
to the linked DoWnloadable. The protection engine further 
includes a certi?cate authenticator for authenticating the 
certi?cate that identi?es a content inspection engine Which 
created the DoWnloadable security pro?le as from a trusted 
source. The certi?cate authenticator can also authenticate a 
certi?cate that identi?es a developer that created the DoWn 
loadable. 

44 Claims, 7 Drawing Sheets 
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