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DOROTHY E. DENNING

Abstract—A model of a real-time intrusion-detection expert system
capable of detecting break-ins, penetrations, and other forms of com-
- puter abuse is described. The model is based on the hypothesis that
security violations can be detected by monitoring a system’s audit fec-
ords for abnormal patterns of system usage. The mode] ipcludes pro-
files for representing the behavior of subjects with respect to objects
in terms of metrics and statistical models, and rules for acquiring
knowledge about this behavior from audit records and for detecting
anomalous behavior. The.model is independent of any particular sys-
tem, application environment, system vulnerability, or type of intru-
sion, thereby providing a framework for a general-purpose intrusion-
detection expert system. ’ '

Index Terms—Abnormal behavior, ‘auditing, intrusions, monitor-
ing, profiles, security, statistical measures.

I. INTRODUCTION

HIS paper describes a model for a real-time intrusion-
A detection. expert systém that aims to detect a wide

range of security violations ranging from attempted break- -

ins by outsiders to system penetrations and -abuses by in-
siders. The development of a real-time intrusion-detec-
tion system is motivated by four factors: 1) most existing
.Systems have security flaws that render them susceptible
to intrusions, penetrations, and other forms of abuse;
finding and fixing all these deficiencies is not feasibie for
technical and economic reasons; 2) existing systems with
known flaws are not easily replaced by systems that are
more secure—mainly because the systems have attractive
features that are missing in the more-secure- systems, or
else they cannot be replaced for economic reasons: 3) de-
~ veloping systems that are absolutely secure is extremely

difficult, if not generally impossible; and 4) even the most
secufe systems are vulnerable to abuses by insiders who
misuse their privileges. '

_The model is based on the hypothesis that exploitation
of a system’s vulnerabilities involves abnormal use of the
system; therefore, security violations could be detected
from abnormal patterns of system usage. The following
examples illustrate: . ]

¢ Attempted break-in: Someone attempting to break
into a system might generate an abnormally high rate of
password failures with respect to a single-account or the
system as a whole.

* Masquerading or successful break-in: Someone log-

. Manuscript received December 20, 1985; revised Auguét 1, 1986. This

work was supported by the Space and Naval Warfare Command (SPA-
WAR) under Contract 83F830100 and by the National Science Foundation
under Grant MCS-8313650. S :
" The author is with SRI International, Menlo Park, CA 94025.
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“increase in the frequency of executable files rewritten,
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n
ging into a system through an unauthorized account and
password might have a different login tirhe, location, or ¢
" 'connection type from that of the aCcount’s legitimate user. ~ §
In addition, the penetrator’s behavior may differ consid- § = ¢
erably from that of the legitimate user; in particular, he § = ¢
might spend most of his time browsing through directories §.
and executing system status commands, whereas the le- |} s
gitimate user might concentrate on editing or compiling | Cor
and linking programs. Many break-ins have been discov- - n

ered by security officers or other users on the system who
have noticed the alleged user behaving strangely.
® Penetration by legitimate user: A user attempting to
penetrate the security mechanisms in the operating system
might execute different programs or trigger more protec-
tion violations from attempts to access unauthorized files
or programs. If his attempt succeeds, he will have access
to commands and files not normally permitted to him.
® Leakage by legitimate user: A user trying to leak
sensitive documents might log into the system at unusual
times or route-data to remote printers not normally used.
‘¢ Inference by legitimate user: A user attempting to
obtain unauthorized data from a database through aggre-
gation and inference might retrieve more records than

* Trojan horse: The behavior of a Trojan horse planted

in or substituted for a program may differ from the legit-

imate program in terms of its CPU time or I/0 activity.
* Virus: A-virus planted in a system might cause an

storage used by executable files, or a particular program
being executed as the virus spreads. o

® Denial-of-Service: An intruder able to monopolize a
resource (e.g., network) might have abnormally high ac-
tivity with respect to the resource, while activity for all -
other users is abnormally low. ' :

Of course, the above forms of aberrant usage can also -
be linked with actions unrelated to security. They could :
be a sign of a user changing work tasks, acquiring new
skills, or making typing mistakes; software updates; or
changing workload on the system. An important objective
of our current research is to detérmine What activities and
statistical measures provide the best discriminating power;
that is, have a high rate of detection and a low rate of
false alarms. ' :

II. OVERVIEW OF MODEL

The model is independent of any paniculér system, ap-

plication environment, system vulnerability, or type of in-
trusion. therehv nravidine a framewnrl far 2 canaral anr.
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