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1. I am Nader Asghaxi—Kamrani, one of the inventors listed in US. patent

Application, which is the subject ofthe present proceeding (“Kamram"’).

2. I received a degree in computer science from Technical University of Vienna, in

Vienna, Austriain 1993. I have been working in the field oi‘ authentication over communication

networks since 2000. I am one of skill in the art of authentication and electxical transactions,

including PKI and digital signature, online credit card payment as well as banking transactions.

3. I am familiar with the specification and pending claims ofthe present Application.

4. Ihave reviewed U.S. Patent Publication No. 201010100724 Al byéKa.l1'sl:i, Jr.

(“KaIiskf, Jn”).

Nance Not Equivalent to Securecode

5. One of skill in the authentication on would understand that an identifier is non

secret information such as a name or label that identifies an entity. And in the world of

authentication an identifier is only used for identification ofan entity and not for authentication

ofthe entity.

6. One of skill in the authentication art would understand that in Kafiski. Jri, a nonce

is a session identifier. “The authentication server 730 returns the blinded result R to client '

715, along with a notice or other session identifier 772.” Kaliski, J'r., Ti [9111] (emphasis

supplied).

A an-prographic name is an atrbitxary number used to establish the uniqueness or

discreteness of an operation. That is, an operation such as a data request is accompanied by 8. __

nonce in order to demonstrate that the request is not a repeat or re-play of a previous request. 2

A session is a series ofinfonnation exchanges between two communicating narties,

usually involving an initiation protocol and more than one message in each direction.
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In Kaliski, Jr. a nonce is used for identification ofa uscr"5 session. In the

client/server worid, a session refers to all the requests that a single client makes to a server. A

session is specific to each user and for each user a new session is created to track all the

requests from that user. Every user has a separate session and separate session identifier is

associated with that session.

7. One of siciil in the authentication art would understand that the hone: in

Kulrirki, Jr. is not equivalent to the Securecode of the present application. A nonoe is a

' sessiori identifier associated with a user’s session, but a name is not used for authentication

ofa user, as is the Securecode recited in the claims oflfimrmnr.

3. One of skill in the authentication art would understand that the statement “the

home corresponds to the recited dynamic Sccurecode” is inaccurate. In Kalirki, Jr. the web

server receives the notice and hardened password iirom the client and authenticates-the user

based on successfiil decryption ofa digital signature associated with the hardened password.

Kalirid, Jr., Til [0105] and[01!2]. The nonoe is used by the web server to identify the user

and the hardened password used in the authentication process ofauthenticating the user. In

Kamrani, a dynamic code authenticatres :1 user whereas in Kalz’slc:', Jr. an honor: is a session

identifier. Therefore the argument that “the home corresponds to the recited dynamic codei’

is invalid.

No Authentication‘ Request Message

9. Doe ofskill in the authentication art would understand that in the system of

Kalisla‘, Jr. there is nothing equivalent to a Central Entity receiving an authentication request

message, as recited in the claims at issue. The Office Action equates the claimed

authentication request message to message 776 of Kalrlslo’, Jr. But, message 776 that the

authentication server in FIG 7 ofltfalislazj. Jr. receives is NOT an authentication request

message. Rather, message 776 indicates simply whether or not the authentication ofthe

-3-—
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client by the web server was successml. See Kalislu‘, Jr. fifil [0109] through [(3112]. This

message 776 is a one way acknowledgernent and expects no return], whereas the

authentication request message as recited in the claims at issue is a diflerent type ofmessage

than the cited eelmorwledgement as the claimed authentication request should generate a

response because it is at REQUEST as onposed to an acknowledgement. Thus, the message

in Kalisfi, Jr. cited by the Office Action at issue is not equivalent to the claimed

authentication request message in Kammni. Thus, one of skill in the authentication art would

understand that the argument in the Office Action equating the claimed authentication request

message to the acknowledgement message 776 in Kalisld, Jr. is not valid.

No Cenlrnl Entity Authentlottting User

l0. One of skill in the authentication art would understand that there is nothing in

Kalish‘, Jr. equivalent to a Central Entity authenticating the user as recited in the claims at

issue. The Ofiiee Action equates the Central Entity to the authentication server 730 in

Kaliski, Jr. But, the authentication server 730 in FIG 7 never authenticates the client.

Rather, the web server 710 authenticates the client based on successful decryption ofthe

client ‘s digital signature associated with the hardened password. See Iifaliskr; Jr. 111] folllil] Q

through [D112]. Moreover, the web server 710 ofKaltrki, Jr. does not generate anything

equivalent to the claimed Secure-Code, as recited in the claims at issue. Thus, neither the web

server 710 nor the authentication server 730 ofKaliski, Jr. performs the functions of the

Central Entity recited in the claims.

11. One ofskill in the authentication on would understand that in Kaliskl, Jr. a

user’s client application generates a hardened password (based on the blinded result R

received from the authentication server) and submits the generated hardened password to the

web server and not to the authentication server cited by the Office Action. In Koliski, Jr". the

.-3-
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client receives the blinded result it along with a notice fiom the authentication server and

generates the hardened password at the client side for authentication to the web server.

Kaliski, Jr-., 1 [(1111].

12. One of skill in the authéentimlzion on would understand that the argument in the

Office Action equating the claimed “authenticating by the Central-Entity the user during the

transaction, ifthe digital identity is valid” with the authentication protocol in Kaliski, Jr. is

not valid. The authenticafiori server 730 does not authenticate the client; it is the web server

that authenticates the client. And. the web server 710 ofItlaliski, Jr. also cannot be the

claimed Central Entity because the web server does not generate anything equivalent to the

claimed Seeumecode. Thus, there is no Central Entity authenticating the user in Kaltvki, Jr.

Authetication Process Different

13. The web server ofKalirki, Jnstores the user’s personal information as encryption

secrets (See Kaliski, Jr., '1] (01057) and the encrypted secrets are stored such that they can be

decrypted with an decryption ‘key/hardened password. In Kalislu‘, Jr. a blind function

evaluation protocol is used by the client to drive a decryption key/hardened password from a

blinded result R received fi'o'm the authentication server (See Kalisici, Jr., 11 [0111]), to _

decrypt the encrypted secrets. The web server authenticates the client ifthe hardened I

pmsword received from the client suecessfillly decrypt uscr’s information.

14. It is clear that in Kaifski, J:-., '_.n.._! - 

The use ofthis cryptographic approach allows authenticity ofa client to be checked by

creating a digital signature ofa user’s personal information using the encryption key, which

can be verified using hardened password as the decryption key received from the client

during the transaction.

15- One ofskill in the autlrentidztion on would understand that in the blind function

evaluation protocol used in Kaliski, Jr. (See, Kalislci. Jir. 1] {H0381}. the client has some secret

-1‘-4-—

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


