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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
1. Abstract

Thi s docunent specifies a protocol useful in deternining the current
status of a digital certificate without requiring CRLs. Additiona
mechani sms addr essi ng PKI X operational requirenents are specified in
separ ate docunents.

An overview of the protocol is provided in section 2. Functiona
requi renents are specified in section 4. Details of the protocol are
in section 5. W cover security issues with the protocol in section
6. Appendi x A defines OCSP over HITP, appendi x B accunul ates ASN. 1
syntactic elenents and appendi x C specifies the mnme types for the
nessages.

The key words "MJST", "MJIST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent (in uppercase, as shown) are to be interpreted as descri bed
in [ RFC2119].
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2. Protocol Overview

In lieu of or as a supplenent to checking against a periodic CRL, it
may be necessary to obtain timely information regarding the
revocation status of a certificate (cf. [RFC2459], Section 3.3).
Exanpl es i nclude high-value funds transfer or |arge stock trades.

The Online Certificate Status Protocol (OCSP) enabl es applications to
determine the (revocation) state of an identified certificate. OCSP
may be used to satisfy sone of the operational requirenents of
providing nore tinely revocation information than is possible with
CRLs and may al so be used to obtain additional status information. An
OCSP client issues a status request to an OCSP responder and suspends
acceptance of the certificate in question until the responder

provi des a response.

This protocol specifies the data that needs to be exchanged between
an application checking the status of a certificate and the server
provi ding that status.

2.1 Request
An OCSP request contains the follow ng data:
-- protocol version
-- service request
-- target certificate identifier
-- optional extensions which MAY be processed by the OCSP Responder
Upon recei pt of a request, an OCSP Responder deternines if:
1. the nessage is well forned
2. the responder is configured to provide the requested service and
3. the request contains the infornmation needed by the responder |If
any one of the prior conditions are not net, the OCSP responder
produces an error nessage; otherwise, it returns a definitive
response.

2.2 Response
OCSP responses can be of various types. An OCSP response consists of
a response type and the bytes of the actual response. There is one
basi ¢ type of OCSP response that MJST be supported by all OCSP

servers and clients. The rest of this section pertains only to this
basi ¢ response type.
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Al'l definitive response nessages SHALL be digitally signed. The key
used to sign the response MJST bel ong to one of the follow ng:

-- the CA who issued the certificate in question

-- a Trusted Responder whose public key is trusted by the requester

-- a CA Designated Responder (Authorized Responder) who holds a
specially marked certificate issued directly by the CA indicating
that the responder nay issue OCSP responses for that CA

A definitive response nessage i s conposed of:

-- version of the response syntax

-- nanme of the responder

-- responses for each of the certificates in a request
-- optional extensions

-- signature algorithmQD

-- signature computed across hash of the response

The response for each of the certificates in a request consists of

-- target certificate identifier
-- certificate status val ue

-- response validity interva

-- optional extensions

This specification defines the follow ng definitive response
indicators for use in the certificate status val ue:

-- good
-- revoked
-- unknown

The "good" state indicates a positive response to the status inquiry.
At a minimum this positive response indicates that the certificate
is not revoked, but does not necessarily nean that the certificate
was ever issued or that the tine at which the response was produced
is within the certificate's validity interval. Response extensions
may be used to convey additional information on assertions nade by
the responder regarding the status of the certificate such as
positive statenent about issuance, validity, etc.

The "revoked" state indicates that the certificate has been revoked
(either permanantly or tenporarily (on hold)).

The "unknown" state indicates that the responder doesn’'t know about
the certificate being requested.
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2.3 Exception Cases

In case of errors, the OCSP Responder may return an error nessage.
These nessages are not signed. Errors can be of the follow ng types:

-- mal f or nedRequest
-- internal Error

-- trylLater

-- sigRequired

-- unaut hori zed

A server produces the "nal fornedRequest” response if the request
recei ved does not conformto the OCSP synt ax.

The response "internal Error" indicates that the OCSP responder
reached an inconsistent internal state. The query should be retried,
potentially wi th another responder

In the event that the OCSP responder is operational, but unable to
return a status for the requested certificate, the "tryLater"
response can be used to indicate that the service exists, but is
tenporarily unable to respond.

The response "sigRequired" is returned in cases where the server
requires the client sign the request in order to construct a
response.

The response "unauthorized" is returned in cases where the client is
not authorized to make this query to this server

2.4 Semantics of thisUpdate, nextUpdate and producedAt

Responses can contain three tinmes in them- thisUpdate, nextUpdate
and producedAt. The senmantics of these fields are:

- thisUpdate: The tinme at which the status being indicated is known
to be correct

- nextUpdate: The tine at or before which newer information will be
avai |l abl e about the status of the certificate

- producedAt: The time at which the OCSP responder signed this
response.

If nextUpdate is not set, the responder is indicating that newer
revocation information is available all the tine.
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2.5 Response Pre-production

OCSP responders MAY pre-produce signed responses specifying the
status of certificates at a specified tine. The time at which the
status was known to be correct SHALL be reflected in the thisUpdate
field of the response. The tine at or before which newer infornmation
will be available is reflected in the nextUpdate field, while the
time at which the response was produced will appear in the producedAt
field of the response.

2.6 OCSP Signature Authority Del egation

The key that signs a certificate's status information need not be the
sanme key that signed the certificate. A certificate’s issuer
explicitly del egates OCSP signing authority by issuing a certificate
cont ai ni ng a uni que val ue for extendedKeyUsage in the OCSP signer’s
certificate. This certificate MJIST be issued directly to the
responder by the cogni zant CA.

2.7 CA Key Conprom se

If an OCSP responder knows that a particular CA s private key has
been conpromi sed, it MAY return the revoked state for al
certificates issued by that CA

3. Functional Requirenents
3.1 Certificate Content

In order to convey to OCSP clients a well-known point of information
access, CAs SHALL provide the capability to include the

Aut hori tyl nf oAccess extension (defined in [ RFC2459], section 4.2.2.1)
in certificates that can be checked using OCSP. Alternatively, the
accesslLocation for the OCSP provider may be configured locally at the
OCSP client.

CAs that support an OCSP service, either hosted locally or provided
by an Aut horized Responder, MJST provide for the inclusion of a value
for a uni formResourcelndicator (URI) accessLocation and the O D val ue
i d-ad-ocsp for the accessMethod in the AccessDescription SEQUENCE.

The val ue of the accesslLocation field in the subject certificate
defines the transport (e.g. HITP) used to access the OCSP responder
and may contain other transport dependent information (e.g. a URL).
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