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To exit ConfighMaker, click the File menu, and then click Exit.
ConfigMaker is a pretty cool piece of software. Use it to learn more
about the hardware and software configurations of the various

routers and devices that Cisco manufactures. It’s not bad at all for
free.

SEE ALSO

¥ For a review of connecting a PC console to the router; see page 115.

294






Using a TFTP Server for Router
Configuration Storage

What Is a TFTP Server?

Installing the Cisco TFTP Server
Software

Copying to the TFTP Server

Copying from the TFTP Server

“Loading a New I0S from the
TFTP Server




PART IV Advanced Configuration and Configuration Tools

CHAPTER 17 Using a TFTP Server for Router Configuration Storage

What Is a TFTP Server?

Saving router configurations to a location other than the router’s
own NVRAM is a way to protect the time and effort that you have
put in configuring a particular router. When all is said and done the
router configuration becomes the main factor in how the router
actually gets its job done. So being able to back up the configuration
file is a vital part of building some fault tolerance into your internet-
working. You already know that when you reconfigure a router you
must use the Copy command to move the new configuration para-
meters from the running configuration to the startup configuration
in NVRAM. There is also a way to copy a running configuration or
startup configuration to a computer that is on the network.

Trivial File Transfer Protocol (TFTP) is a TCP/IP transport protocol
that can be used to move files from the router to a PC running
TFTP server software. TFTP is actually very similar to the File
Transfer Protocol (FTP) that is used for uploading and downloading
files on the Internet (your Web browser supports FTP). FTP
requires a username and password when you log on to an FTP
server,

TFTP doesn’t require a username or password (hence the “trivial”
notation). All you need to know is the IP address of the computer
that is running the TFTP server software and you can copy your
configuration file to the server. You can also use TFTP servers to
copy a configuration file to your router or upgrade (or change) your
router IOS image by copying a new IOS file to the router’s flash
RAM. Because most routers don’t have disk drives, TFTP servers
provide you with an alternative location for backup files related to
the router (such as a copy of the configuration or alternative configu-
rations). Figure 17.1 depicts the different file manipulations that can
take place between a router and a TFTP server.

So, 2 TFTP server is a PC that is ranning TFTP server software and
is accessible on the network, Because neither login nor password is
required, all you need to know to connect to the TFTP server is its
IP address.

SEE ALSO
¥ For information on using the Copy conmmand witly configuration files, see pagers4.
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ptaining TFTP Software

Several different TFTP server software packages are available. Cisco
provides a free TFTP server application for registered Cisco product
users. The TFTP server software can be downloaded from the Cisco
site at www.cisco.com.

If you don’t have access to the Cisco TFTP server software or would
like to try other TFTP server software, you can find it on the Web.
Use your favorite search engine and search for the keywords TFTP
server. One shareware TFTP server is the SolarWinds TFTP server
available at http://www.solarwinds.net/. SolarWinds makes a number
of add-on tools for Cisco routers. You will find that most of the
TFTP server software packages work pretty much the same. You
start the server software and then execute the appropriate commands
on the router. The TFTP server is pretty passive throughout the
entire process but most TFTP server applications will have a win-
dow that shows you the status of a copy to or from the server.

If you want to use the Cisco TFTP server software, all you need to
do is log on to the Cisco site (www.cisco.com) using your customer
username and password (provided to you by the Cisco reseller that
sold you your router). Then click the Software Center link on the
Cisco Home Page.

On the Software Center page, click the link for Other Software.
You will be taken to the page that provides the link for downloading
the Cisco TFTP server (see Figure 17.2). Click the link and then
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choose an appropriate folder on your computer where the server
software can be placed during the download. After the download is
complete, you can install the Cisco TFTP server software as outlined
in the next section.

l]thef Software.

Installing the Cisco TFTP Server Software

(Hama | ers W] vy 1o By | Lo | agater | Foediack | Swareh | Blapfoip )

@ Other Softwnre Products
Cisce TELP Server for Windmys 95/Windows
98/NT 4.0 »twl
Cisgo TFIP Servesis an essy-to-use Windows 95/Windows
27T AD Trivial File Transfer (IFTP) eryes application for
\eansfening les fiom one system to anolber with TFTP client
software. Also, it can be uped to upgrade softwace on Cisco
products thut support TFTP cliant.
Special File Access
You must have besn given o special cods by a Cicco
seprosentative Lo retsievs flba in (hs asea.

@ Additional Information
Product Bullsting Product Calrlog
Dinaunentstion

You can install the Cisco TFTP server software on a Windows 95/98
workstation that is on the same network as the router (this means
that the router is the default gateway for the TFTP server). For
example if the router’s Ethernet 0 port is configured with the IP
number 10.16.0.1, this number should be entered as the workstation’s
default gateway. The IP address for the workstation also needs to be
in the same subnet range as the Ethernet 0 port. Because I've divided
a Class A network (you should be able to tell this by the first Octet of
the default gateway IP address, if not, go back and take another look
at Chapter 11) into 14 subnets, and used the first subnet on the
Ethernet network connected to the router’s EQ port, the range of IP
addresses available would be 10.16.0.1 to 10.32.255.254. Because my
workstation serves as the TFTP server, I made sure its IP address
was in this range. I chose 10.16.0.4 in the TCP/IP Properties dialog
box, as shown in Figure 17.3.
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i IP n'ijr‘nbierj‘

After you've got the IP addressing squared away, you can set up the
TFTP server software on the workstation. The installation process is
very straightforward.

Setting up the Cisco TFTP server software

1. Use the Windows Explorer to locate the folder where you
downloaded the Cisco TFTP server software.

2. Double-click the Cisco TFTP icon. The installation program
for the software will load.

3. Click Next after reading the opening Installation. You will be
asked to choose a location for the installation of the TFTP
server software or allow it to be installed to a default folder.

“and mr:l'ljally"al‘:s:ign 1
i "address in the TCP/IP- . :
properties box (see, -

4. Choose a different folder using the Browse button or go with Figure 17.3),

the default. Click Next to continue.

5. A Default Icons folder will be created for the TFTP program.
You can choose to have the icon placed in another folder by
selecting the folder list provided on this screen. Click Next to
continue,

6. The software will be installed. Click Finish to complete the

process.
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Now that the software is installed on the workstation that will serve
as the TFTP server, you are ready to copy files to and from the
router, The next section discusses copying a configuration file to the
TFTP server.

Copying to the TFTP Server

As you learned previously, you can copy startup configuration files
from NVRAM or the running configuration file from RAM to the
TFTP server. For example, let’s say that you have a solid startup
configuration saved in NVRAM and you want to save it to the
TFTP server before you make any changes to it. This would enable
you to restore the original startup configuration file to the router
from the TFTP server, if your configuration changes turn out to
affect network operatons negatively.

Copying the startup configuration to the TFTP server

1. Start the TFTP server software on the workstation: select the
Start menu, choose Programs, and then click Cisco TFTP
Server. The TFTP Server window will open. The window is
really just a gray, empty box that displays the IP address of the
TFTP server (the computer you are running the software on) on
the Title bar.

. On your router console, enter the Privileged mode using the
enable command and the enable password.

. At the router prompt, type copy startup-config tftp, and then
press Enter.

. You are asked to provide the IP address of the remote host.
Enter the IP address of the TFTP server (in this case my IP
address was 10.16.6.4). Then press the Enter key.

. You will be asked to supply the name of the file you would like
to write to the server. The default is the router’s name followed
by config (such as cisco2505-config). Press Enter to accept the
default or enter the name of the configuration file you want to
copy and then press Enter.

You will be asked to confirm the procedure (see Figure 17.4).
Press Enter to confirm (if you don’t want to confirm, type n for
no and you will be returned to the Privileged prompt).
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15c02505icopy_stavtup—config tftp
10.16.8.4

[emote host [I7 10
ane of configuration file to yrite [cisco25@5-confgl?
rite File cisca2505-vonfg on host 1B.16.B.47 [confirnll

The file will be written to the TFTP server. A prompt reading
Writing router name-config. Il [O0K] means that the COpy was a suc-
cess. If you return to the TFTP Server workstation and look at the
server window, you will find that a record of the copy job has been
recorded, as shown in Figure 17.5. The TFTP server window also
confirms that the copy job was a success.

You can also copy the running-config from RAM using the proce-
dure outlined. The only difference is that the command in step 3
would read copy running-config tftp.

Copying from the TFTP Server

The reverse operation—copying a file from the TFTP server to the
router—is as straightforward as the process outlined in the previous
section, You can copy a configuration file from the TFTP server into
the router’s NVRAM or you can copy the configuration from the
server directly into RAM as a new running-configuration. If you
copy the file into NVRAM it not only becomes the new running
configuration for the router but it also will be the startup configura-
tion when you reboot the router. Let’s take a look at how to copy the
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configuration file from the server into the NVRAM where it
becomes the new startup configuration for the router.

Copying the startup configuration to router

1. Start the TFTP server software on the server workstation.

2. On your router console, enter the Privileged mode using the
enable command and the enable password.

3. At the router prompt, type copy tftp startup-config, and then
press Enter.

4. You are asked to provide the IP address of the remote host.
Enter the TP address of the TFTP server (in this case my IP
address was 10.16.0.4). Then press the Enter key.

5. You are asked to provide the name of the configuration file on
the TFTP server you want to copy. Type the name at the
prompt (if you use the default name when you copied the file to
the server, you don’t need to enter a new name). Press Enter to

continue.

6. You will be asked to confirm the procedure (see Figure 17.6).
Press Enter to confirm.

. [ L'Ft}: onfig
i pddrees of renote host [255,255.255.25517 10.16.0.4

IMName of configuration file [eisco2585-confgl?
JlConfigure using cisco2585—confy fren 10.16.8.47 [confirnl

The file will be loaded to the router and will become the active con-
figuration (and will be saved in NVRAM). Again you will receive an
[0k] message on the router that the procedure was a success. You can
return to the TETP server where the process will also be confirmed
3 2 Success.
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Loading a New I0S from the TFTP Server

As you can see, copying to and from the TFTP server is a pretty easy
process (when you compare it to creating IP subnets or doing some
of the other configuration chores required by the router). You can
also use the TFTP server to copy various versions of the IOS to the
TFlash RAM on the router. This makes it very easy to update the
operating system on the router.

Cisco is constantly fine-tuning the IOS available for their routers. A
number of different release versions are available. At the time this
book was being written a new release, version 12, became available.
Of course, as with any new operating system, bugs are found and
fixes are programmed so a number of service releases are also made
available for new IOS versions. In Cisco’s case, upgrade versions of
even what would be considered an older IOS such as 11 are still
being fine-tuned, as well. You can view all the most recent I0S ver-
sions available on the Cisco Web site at www.cisco.com.

To download operating system images (files), you must have the
appropriate service agreement with the Gisco reseller who sold you
your router. A valid service contract number is required and you
must register on the Cisco site to download IOS files. Figure 17.7
shows the Web page that provides the links to the various I0S
images. This page also provides a convenient IOS planner that
enables you to choose new IOS versions by your router (for example,
I would click my Cisco 2505 router and only the IOS images appro-
priate for that model of router would appear on the Planner page.

To load a new 10S into a router’s Flash RAM, download an appro-
priate JOS image from the Cisco Web site (if you purchased an I0S
update from your Cisco reseller, you might also have the IOS files on
a CD). Place the 10S file in the TFTP server’s root folder. The
default for this folder is C:\Cisco Systems\Cisco TFTP Server and
you can use the Windows Explorer to copy or move the file to the
appropriate folder.

b At thie roiitéf console’: -
" prompt type ping ‘TP
<. Address, and then press -
- Enfer(where the IP- 7
© address is that of the *

server/workstation). If you
get a positive result, rein-
stall the TFTP software and
try the process again.
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Cisco 108 Planner-*

[ Fome _ [Wnive Hiw] liom 8oy |_oain | Froflle | Feedhack | Sesich | Meghialp ] -

 Viioins 15 the Mo Cisea TS Blanert! -~

Or new Cisco TOS Plakaer allows you more fiéxibility to browse for your praférred softwares, Mo longer dre you fmited to:*
seeing just one major refease at a time, or forced to make choices in a certain order. You can now view all major releases, all
platforms, and all software featires from a single interface: Choosing a platform; @ maintenasice release; or software featuce wil
automaticelly limit the other menu choices based sn your selection, until you arrive at your preferred software,

GCO Sofiware Ceater f;&n.

Now you are ready to copy the new IOS into the router’s Flash. Be
advised that this version of the IOS will replace the previous version.
You can choose to not have the Flash RAM erased during the copy
process, but that means you will have multiple copies of the IOS in
Flash; in the case of the 2505 router with only 8MB of Flash, there is
only enough room for one IOS image, anyhow.

After the IOS file is on the TFTP Server, you are ready to begin the
process that will move the IOS file onto the router.

Copying a New 108 to the Router’s Flash RAM
1. Start the TFTP server software on the server workstation.

2. On your router console, enter the Privileged mode using the
enable command and the enable password.

3. At the router prompt, type copy tftp flash, and then press
Enter.

4. You are notified that the router will proceed with the copy, but

that router functions will be stopped while the IOS image is
updated. To proceed, press Enter.
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You are asked to provide the IP address of the remote host.
Enter the IP address of the TFTP server (in this case my IP
address was 10.16.0.4). Then press the Enter key.

You are asked to provide the name of the IOS file on the TFTP
server you want to copy. Type the name at the prompt. Make
sure the file is an IOS Image; in your example I used
80114109.bin, which is the image for IOS 11.2. Press Enter to

continue.

You will then be asked for the destination filename. Go with the
default name of the IOS (as entered in step 6). Press Enter to
continue,

You will be asked to confirm that the flash RAM will be erased
before the new IOS is written to it. Press Enter to confirm.
Because Flash contains the current IOS, you will be asked to
confirm a second time, Press Enter to confirm.

You will be asked whether you want to save the modified system
configuration. Type yes, and then press Enter., Figure 17.8
shows my entries on the 2505 router for the upgrade of the IOS.

You will be asked for a final confirmation to proceed with the
Flash erase. Type yes and press Enter.

dace2505fcopy tftp Flash

{flaah load helper vi
Ms process uxll accspt the nuyy options and then terninata
he current asystepm image to use tha based image For ﬂi::mcnpy

woee NOTIGR  wwwx

utiny anctinnality uill not be available during that

£ you are logged in via telnet, this conpection ¢111 terminate.

zers with congole access can gee the reculte of the capy operatien.
S

Proceed? [confirnl

Bysten f£lash dir cctnly

Ie Length ne/status
5334792 ﬂﬂllnﬂm hin

[5334855 bytes nsud, 3053752 availahle, 838R6B8 totall

ddx os.- or nsna of xenute l\aut [255.255.256.25517 1A.16.0.4
e file nane? Bm.l 189 . hin

nsl;i.vmt Eilu nang [ﬂﬂli‘!iﬂ? hini?

cnosninq‘ Eil: 1801141089 .bin’ on 109.16

Loading 88114189 .hin hnm 10.16.8.4 (via ]iﬂbernbtﬂ) 1 LOK)

Evags flash device befove writing? [canfirnl
[Flash contains files. fre you swu'e you want to srvase? (confivml

Fyatan oonfiguration has beon nodified. Save? [yas/nol: Yool
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The current IOS image will be erased and replaced by the new I0S
image. A series of exclamation points appear on the router as the
process takes place. This process may take a couple of minutes
because the IOS images can be quite large (the 11.2 TIOS is over
6MB). If you take a peek at the Cisco TFTP server window, a series
of number symbols (#) repeat across the screen as the process takes

place.

The router will reboot after the new 10S file is copied. You can now
press Enter and enter the console password (if required) to place
yourself at the user prompt. To check your new IOS image, type show
flash at the prompt, and then press Enter. The new IOS image (the
filename you entered in step 6) should now reside in the router’s

Flash.

You can also copy the current IOS image to a TFTP server if you

. want. This gives you a backup if the Flash RAM on the router goes
bad or you just like having a copy of the IOS safely filed away in a
secondary location. The command at the Privileged prompt would
be copy flash tftp. You then provide the IP address of the server
and other information as requested in the steps already discussed.

TFTP servers make an excellent repository for alternative configura-
tion files and IOS updates. They supply you with the backup storage
space that the router itself doesn’t have.
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Troubleshooting Hardware Problems

Although the subject of troubleshooting your router connections and
configurations would certainly fill an entire book (or books), it prob-
ably makes sense to finish up a primer book on internetworking and
Cisco routers with a basic overview of troubleshooting techniques.
Hardware problems that you could face can include a failed router
interface controller, making an interface or interfaces inoperable, or
a router that has just rolled over and died completely.

Other problems on your internetwork will most likely boil down to

two categories such as physical connection problems and router con-
figuration problems. Some physical connection problems you have
control over such as a bad router serial cable or a hardware problem
with a hub or a stretch of network cabling. Other events such as an
out-of-control Jeep Cherokee crashing into the phone company’s
switching equipment is just a little beyond your control. Some hard-
ware problems you can fix; others you just have to sit and wait
(which is difficult when your users can’t access the resources that
they need to do their jobs).

As far as configuration problems go, some adjustments to a configu-
ration might be necessary if there are radical changes to the network
topology (such as a downed connection). In other cases, your original
Pl configuration might not be up snuff and you need to edit it to

' gl resolve issues that are affecting the internetwork negatively. You will
look at configuration issues and the troubleshooting of specific pro-
tocols later in this chapter.

Router Problems

Router hardware problems can revolve around interface controllers,
RAM modules, the router’s processor, and even the router’s fan. And
although it might sound silly, the first thing you should check on 2
router that is down is whether the router has been turned off or the
power cord has been kicked out of the wall socket.

You learned the basics of router interfaces in Chapter 6,
“Understanding Router Interfaces.” The various network and WAN
interfaces on the router are each connected to a controller. The

interface controller is either hardwired to the router’s motherboard
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‘(as is the case with the 2500 series) or contained on the interface
ard that you placed in one of the slots available on the router (as is
.the case with Cisco’s higher end routers like the 4500 series).

One way to check a particular interface on the router is using the
show interfaces command. If the interface is up and the line proto-
col is up (as shown in Figure 18.1), you don’t have a problem with
that interface. If the interface controller no longer functions, the
interface won’t register as an available interface when you use the
show interfaces command. If the interface is up and the line proto-
col is down, your problem is a configuration issue, not a hardware
problem.

i wp, lina protocel is up , using |
llavduare ic Lance. addvass iz 081D, 7b3n.50b3 (bin 8018.7b3a.50b3>
escription: conpected to Ktlm netl
nterpet address is 130.
IU 1568 hytes, NW 10688 ]ﬂlit, DLY 1809 usoc, rely 255,255, load 1,255
mm))sulatim\ ARPN, Joopback not sot, kc:palive set <10 secd
€ ARPA. GRP Tineout B4:88:08
act input nevers autput @8:89:88, output hang naver
ast clearing of ""lmu interFace™ counters neve
usuaing strategy: f
it qugue G730, B draps; input quous 8,75, B dvops
nute input rate @ bits/sec, @ packets/sae
nute output rate @ bits/sec, B packets/sec
packets dnput, @ hytes. 8 no buffer
Roceived B bumrlr:antn. 8 xunta, 9 ginntu, a theattles
put evrors, B CRC, @ frame, @ overrun, B ignuruﬂ. B abort
input packets with dribble condition detecte
7437 packets output. 2302872 hytes, @ undevaiins
output exrors, 8 collizions. 4 interface rosets
babbles, 8 lafe nnll)slnn @ deferrved
loat carrder, carrie
output buffer Fallurea, 8- nutput buffers swapped out
Berdal® ig \lpr Line protocl is w
s HD64570
—amniptmn cannected to olive
ntornat address do 130.16, 64 149
T 1580 bytes. BH 2080 Kbit. DLY 26880 usec, rely 255/255 load 17255
_,m:ap:ulat lon PPR. loopback not sot, keepalile set <18 secd

P O
pon: IPCP GDP. ﬂTRL](GP. IPNGP
ast input @ 3. output BA:BA:B1, output hang never
ast clear: ing nt "slww in terface! counters nev

queus: 8/75/8 (c)zn/nax/dx\ap >; Total outpm: dreopst @
Quuueing stlateyg weighted F.
Output queue: 4/0 (s:.u/tmashuld/rhnpn)
Conversations B/1 Cactlve/nax active
R ved Conversations 0/8 (allncated/max allecated)
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You can also check the controllers on your router. The show con-
trollers command provides statistics for interface controller cards.
Figure 18.2 shows the results of the show controller éthernet
command.

Another component on the router that is of vital importance is the
router’s fan (it’s one of the cheapest parts but also one of the most
important). If the fan doesn’t work, the router will overheat (just like
a PC with a broken fan). It will reboot. So, if you have a router that
seems to reboot after only being on for a short period of time, power
up the router and listen carefully to see if the fan is working.
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(Some of the high-end Cisco routers actually have complex cooling
systems and also enable you to monitor the temperature of the
device.)
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In cases where the router crashes, it can be tough to determine if the
problem was hardware- or software-related. You can use the show
stacks command to retrieve etrror messages that were saved by the
ROM monitor at the time of the crash. (Cisco technical support rep-
resentatives can use the show stacks information to pinpoint the soft-
ware or hardware problem that caused the crash).

Besides the physical fajlure of router components, you might also run
into situations where the router doesn’t have enough RAM (or
processor speed) to really handle all the traffic that you have flowing
through it. You might need to add additional routers to the internet-
work to lighten the load or upgrade existing router hardware compo-
nents (such as RAM). In some cases you might want to upgrade from
the existing router to a higher-end router.

One way that network administrators identify bottlenecks on their
networks (a bottleneck is a device that is slowing network traffic) is to
use some type of network management software package that allows
the monitoring of devices, protocols, and other aspects of the net-
work and enables you to view the current health of your internet-
work. CiscoWorks is an example of a network management software
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package that provides a number of tools for monitoring and trou-
bleshooting internetworks. On large internetworks some sort of net-
work management software is vital for keeping tabs on the network
and its various devices.

Ather Hardware Problems

Other hardware problems that will affect the job that your router is
doing relate to devices that are directly connected to the router.

On Ethernet networks, hubs are typically attached to an Ethernet
port on the router. If the hub goes down, the LAN’% connection to
the router also goes down, making node addresses on the LAN
unavailable to other nodes on the internetwork.

Hubs typically have a power on LED somewhere on the unit that
makes it easy for you to determine whether the hub is on or off. If
the hub is plugged in and turned on and still provides no indication

- aid tast it individially
¢+ you find the ¢ause of the’
problem. Changing a lot of- -

that the unit has powered up, replace the hub. i different parameters all at. v
. Cy e g . " once isn't goirig to fet ot - f
If you are having trouble with individual nodes on a LAN, hubs typi- identify the roct éause-of &- ;

cally have an LED that lights when a particular port on the hub is . particular problem. .
connected to a node via a twisted-pair cable. If the display light isn’t L |
on, you either have a bad cable (see the next section concerning
cabling and LAN connections) or the port on the hub is bad. ‘

The same types of problems can be associated with router connec-

tions to Token Ring networks. A Token Ring Multi-Station Access

Unit will be attached to the router providing the connection between -
the nodes on the LAN and the router. If the Access Unit goes down, |
the LAN's connection to the router will be disrupted.

WAN connectivity devices can also pose potential problems to the
internetwork. Routers are often connected to CSU/DSUs that pro-
vide connectivity to certain WAN technologies such as leased lines
and packet-switching network. If the CSU/DSU goes down, the
WAN connection between the router and the rest of the internet-
work also goes down,

If the hardware problem is related to your service provider’s switch-
ing equipment there is little that you can do to fix the problem your-
self. You have to sit and wait for the connection to come back up. In
many cases, network administrators will build fault tolerance into an
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internetwork by providing redundant connections (backup connec-
tions) between certain routers. For example, you might have a Frame
Relay connection between two routers. As a backup, you configure
the router so that it can also connect to the remote router using a
dial-up connection over a modem if necessary. The modem line
won'’t give you the speed that the Frame-Relay connection will, but if
you have to move time-sensitive data, you at least have a backup
route for the packets.

Cabling Problems

Connectivity problems on a LAN related to physical cabling on the
LAN can be due to shorts, breaks, and other problems. In cases
where physical connections (that you have control over) are suspect,
a variety of tools are available for checking cabling ranging from
voltmeters to time domain reflectometers (TDR).

A digital voltmeter is a simple device that can be connected to a cable
and test the cable for a break or a short. Basically, the voltmeter can
tell you if the cable is bad or not and whether you are looking at a
short or break. If the cable has a short, replace it. If there is a breal,
you must trace the cable (have fun standing on a ladder with your
head stuck up in the drop-ceiling) to find where the break has
occutred.

A TDR is a more sophisticated device that can diagnose shorts and
breaks in a cable but it can also provide you with information on
where the short or break exists on the cable. The TDR actually
emits short pulses down the cable and is able to use a timing mecha-
nism that estimates the distance that the pulse has traveled.

Network cabling is always suspect. People move furniture and dis-
rupt cable connections, a leaky roof allows cabling in the ceiling to
become soaked with water (sometimes leading to shorts)—all sorts of
weird things can happen to cables that sever the connection that they
were providing. Always check cables first. Then move on to some of
the other devices you've discussed.

SEEALSQ

» For a review of network cabling, see page 17.
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Final Word on Hardware

When troubleshooting hardware problems, don’t immediately
assume that the connection problem lies with the router’s hardware.
Make sure that you systematically check the other devices discussed
in this section and their connective media to the router. Because
routers usually live out their lives powered on (you aren’t constantly
turning them on and off), the hardware does seem to last forever (as
long at the fan doesn’t go down or you place it in a closed closet
where the temperature is about 100 degrees).

You can protect the router itself against power problems using a cou-
ple of different devices. Uninterruptible Power Supplies (UPS) will
supply power to the router using a battery if the electricity is cut.
You can protect the router against power surges using some sort of
surge suppressor. The router isn’t unlike a computer, so place it in an
environment that is favorable to a valuable electronic device.

Troubleshooting LAN Interfaces

Another aspect of troubleshooting the router’s connection to LANs
is becoming familiar with the output that appears on the router con-
sole when you use certain IOS commands to diagnose problems.
One of the most powerful diagnostic tools on the router is the show
command. You will take a look at the show command and how the
information that it provides is related to two popular LAN types:
Ethernet and Token Ring.

SEE ALSO

# For a review of Ethernet and Token Ring, see page 25.

Troubleshooting Ethernet with Show

Ethernet is a passive network architecture that uses Carrier Sense
Multiple Access with Collision Detection (CSMA/CD) as its strategy
for network access. Problems related to Ethernet can revolve around -
excess collisions on the network due to cable breaks, cable runs that
exceed the maximum length allowed, and malfanctioning network
cards that can cause excessive broadcast traffic.
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The show interfaces ethernet [interface number] command
enables you to view statistics related to a particular Ethernet inter-
face. Figure 18.3 shows the results of this command on an Ethernet
0 interface on a Cisco 2505 router.

ARP_type

Output

ruya”:l\au intexfacea ethernet 8
thernetd iz wp, line protocol 13 uaing

Hardvare ic Lance, addross ds Bﬂiﬂ 7h3a. 56}73 (hia 2919.7h3a.58b3)
Description: cunnsctad to Et)mxnubbnﬂ

Internet addeess dc 130 2.1/

HTU 15@9 bytes, BW 18086 l(lut DLY 1066 usec. vely 255/255 luad 1,258
Em:np;ulat:mn fAIRPA. loopbuck not set, keopalive set (18 =

Last input ncuer. output DB:6A:0Y. output hang never
Last cleaning of “shaw intewface” counters never
Queueing strategy fo

minute
§ Rinuce oubpue vato 0 bike/oes. o pacints/eee
packets dnput, B bytes, A no buffer
ﬂenﬂlv&ll B8 broadecasts, @ runts, B gilants. @ throttles
input ervora. @ CRC, 8 Frame, @ overrun, B ignored, B abowrt
@ input packets with deibble condition defecte
7651 packets output, 744702 bytes, B undersins
8 output srvoys, 8 Go olligdane; 4 incerface vessts
@ babbles
8 Tost carnlers B no cawnis
@ satpuc buffom Fallupes, @ output huffers suapped out
ipopeyellE

ARPA,. ARP Timeout 084:808:88

ueuo 0/48, @ dvops; dnput quoue 6,75, B draps
input rate ® bitc/aec, 8 packets/cec

B late collisdon, B deferred

Although the statistics provided might seem rather cryptic at first
examination, they actually provide a great deal of information that
can help you troubleshoot problems related to an Ethernet interface.
Some of these statistics also provide insight into the use of other
hardware resources on the router such as RAM. The list that follows
highlights some of the statistics found in response to the show
interfaces ethernet [interface number] command.

Ethernet 0 is Up, Line Protocol is Up—This lets you know that
the interface is active and that the Ethernet protocols believe
that the line is usable. If the interface is down, check the LAN
connection to the interface. You can also try to bring up the
interface in the Configuration mode (if the LAN connection is
okay). Enter the configuration-if mode for the interface and
“bounce” the interface. Use the shut command (to down the
interface), and then use the no shut command to up the inter-
face. This might bring the interface back up.

s Hardware Address—This is the hexadecimal MAC address for
the interface.
u Internet Address—This is the IP address and subnet mask

assigned to the interface (you will learn IP addressing in the
“Troubleshooting T'CP/IP” section).
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s MTU-This is the maximum transmission unit for the interface
in bytes.
s BW-—This is the bandwidth for the interface in kilobits/second.

a Rely—This is a measurement of the reliability of the line with
255/255 being 100 percent reliable. The lower the first number
in the reliability measurement, the less reliable the interface con-
nection (due to downed lines or other problems).

a Load—This measures the current load on the interface. The
measurement 255/255 would be a totally saturated interface
(meaning too much traffic, you might need to add another inter-
face or router to service the network).

Encapsuladon—This is the Ethernet frame type assigned to the
interface. ARPA is the default and is the 802.2 Ethernet frame
type. If the frame type doesn’t match the frame type used on
your network (such as an older NetWare network using 802.3
raw frames, you must reset the frame type. Use the arp com-
mand at the config-if prompt for the interface and assign the
correct Ethernet encapsulation type (such as arpa, or snap).

Collisions—This shows the number of collisions monitored by
the interface. A large number of collisions means that there
might be some physical problem on the network such as a break
in a cable or a malfunctioning network interface card that is gen-
erating a large amount of broadcast traffic. This could also mean
that cables are too long on the LAN.

As you can see, this one IOS command provides a lot of information
related to the health of a particular interface and the traffic that it is
experiencing. And as you also can see, problems with an Ethernet
interface might be core problems with the LAN that it is servicing
(such as excessive collisions).

toubleshooting Token Ring with Show

Token Ring uses token passing as its method of access to the LAN.
The device with the token can transmit. Other devices must wait
until they take possession of the token so that they can transmit. So
problems with Token Ring networks don’t revolve around packet
collision issues as Ethernet does.
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The command to view the statistics related to a ‘Token Ring interfyee
is show interfaces tokenring [interface number].And as with the
show interfaces command on Ethernet interfaces, this command
shows the status of the interface and information on the hardware
and protocol addresses of the interface as well as information on the

interface’s reliability. A number of the parameters shown in the s¢,.
tistics are the same as those shown for an Ethernet port (such as
Hardware Address, Internet Address, MTU, BW, and Rely). Other
settings have to do with Token Ring LAN functionality such as ring
speed.
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Token Ring is Up—This lets you know that the interface is cup-
rently active. If the interface is down, you can try to bounce the
interface in the configuration-if mode to get it back online,
Hardware Address—This is the hexadecimal MAC addtress for
the interface.

Internet Address—This is the IP address and subnet mask
assigned to the interface (you will learn IP addressing in the
“Troubleshooting "TCP/IP” section).

MTU—This is the maximum transmission unit for the interface
in bytes.
BW—This is the bandwidth for the interface in kilobits/second.

Rely—This is a measurement of the reliability of the line with
255/255 being 100 percent reliable. This measurement is aver-
aged for the interface over a period of five minutes.

Load—This measures the current load on the interface. The
measurement 255/255 would be a totally saturated interface and
again means that you might have too large of a Token Ring
LAN being serviced by the one interface on the router.

Ring Speed—This is setting for the speed of the Token Ring
LAN that the router is connected to. All devices on the Token
Ring network, including the router, must be using the same ring
speed (either 4Mbps or 16Mbps). Any mismatches will result in
an interruption in the flow of data. To check the ring speed set
on the router use the show running-config command, If you
need to reset the ring speed enter the config-if mode on the
router console for the interface. Then use the ring-speed com-
mand to reset the ring speed.
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Basic troubleshooting of WAN interfaces is very similar to trou-
bleshooting LAN interfaces. You can use the show interface serial
{interface number] to view the statistics related to a particular inter-
face. However, more precise troubleshooting of WAN interfaces is
much more complex than LAN interfaces because of the different
WAN protocols (such as PPP or Frame Relay) that you might be
using on your serial connection between routers. Also thrown into
this mix is the state of your service provider’s leased lines or packet

Troubleshooting WAN Interfaces CHAPTER 18

@ Restarts—On Token Ring Interfaces this value should always be
0. If it is other than 0, the interface has been restarted because of
some problem on the Token Ring LAN.

Troubleshooting Token Ring interfaces on routers requires a very
good understanding of how Token Ring LANs operate. Problems
such as congested rings, for example, require that you further seg-
ment the Token Ring LAN. And although this section provides some
primer information on Token Ring interface settings, you should
learn a lot more about Token Ring itself than can be provided in this
book. A very good source for Token Ring related information is

www. 1bm.com. They are the architects of Token Ring and provide a
number of white papers and other resources related to Token Ring

Let’s take a look at the show interface serial command and how some
of the statistics related to a serial interface can provide insight into
potential problems. Figure 18.4 shows the results of the show inter-
face serial @ command on a 2505 router.

a Serial 0 is Up—This lets you know that the interface is active. If
the interface is down, there might be a problem with the con-
nection from the router to the CSU/DSU. Check the cable. Or
there might be a problem with the telephone company line that
you are connected to (if the CSU/DSU is okay, call your service

provider to see if the line is down—first check the status of the
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router on the other end of the connection). You can also try to
bounce the interface to bring it back up (as discussed in the
Ethernet section).

[ Tera Teim - COM2Y

line p\ntuunl 1 up
liaxduaro 15 WDG4578

Dasoription: connacted to oliv
Tntornst addvass 1o 138.10:64-1¢19

Eucnvnu]nt

F Open
Dptn- IPCP. CDP ﬂl’nL](CP. IPHCP
Last dnput DB:6#
Last clearing af Vshow interface” counters nover

Queusing ..(:la!:agz woightod Fair
Olltgu!: queus : 4/8 (sizu/tht:shuld/drcg:r)
unuar:atinns 84 (nl:tiue/nax active

S ninute dnput rate @ S ARy packst:/nsn
S minute output rate @ hits/sec, B packeta/sec
17974 packsta input, 787978 hytes. B no buffer

ut errors, @ CRG,

1799 packets output, 7! slm  hites, 8 ynderruns
output errora, @ colliei § interface roset:

G SUETUE Surfos” Fasiures. 8 steput buifews svappad out

8 carrder_transitions

DCh-up DSfi-up DTH-up RIS=up CTS-up

4, output UB:00:08, output hang never

Input queus: B-75/8 (size/nax/dronx)- Total output drops:

allocated)

l!ucai“!d @ broadcasts. \unte_ 8 giants, B throttlas
rano, 8 ovarrun, @ dgnoved., @ aboré

e s
HIU 1508 hytes, BH 2008 Khit, “DLY 20080 usec, rely 255/255,
{nn PPP, loopback not set. keepalive set <18 s acs

a

load 1,255

= Line Protocol is Up—This lets you know that the WAN proto-

cols in use believe that the line is usable. If the line protocol is
down, your router might not be configured correctly (use the
show running-config command to check this). Or the router that
you are attempting to connect to isn’t configured with the
appropriate protocol (check it too). You might also be experienc-
ing a problem due to the service provider’s line or switching
equipment.

s Internet Address—This is the IP address and subnet mask

assigned to the interface (you will learn IP addressing in the
“Troubleshooting T'CP/IP” section).
s MTU—This is the maximum transmission unit for the interface
in bytes.
» BW—This is the bandwidth for the interface in kilobits/second.
This is set for the interface at the config-if prompt using the
bandwidth command. The bandwidth must be set to a value that
coincides with the speed of the line that the router’ serial intet-
face is connected to.
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s Rely—This is a measurement of the reliability of the line with ;
255/255 being 100 percent reliable. The lower the first number
in the reliability measurement the less reliable the interface con-
nection (due to downed lines or other problems).

» Load—This measures the current load on the interface. The
measurement 255/255 would be a totally saturated interface
(meaning too much traffic, you might need to add another inter-
face or router to service the LAN).

a Encapsulation—This is the WA protocol assigned to the inter- i
face. Tt must match the WAN protocol on the router that is at !
the other end of the connection. The WAN protocol must also
be set for the type of service you are being provided from your
service provider (don’t set it for PPP if you are connecting to a
Frame-Relay switch). ;

s CRC—This shows the number of cyclical redundancy checks
that have failed on incoming packets. This is usually an indica-
tion that the line provided by the phone company is experienc-
ing a great deal of noise or that your serial cable from the router
to the CSU/DSU is too long.

Again, this is only an overview of the information provided by the
show command for a serial interface on a router and how it relates to
potential problems. Troubleshooting WAN connection demands that
you have a great deal of experience configuring and working with
WAN connections on an internetwork. For example, troubleshooting
dial-up connections and ISDN connections are really a science unto
themselves. As with any discipline, the more time you spend working
with WAN issues on internetworks the better you become at diag-
nosing problems relating to them.

Troubleshooting TCP/IP

TCP/IP is a large routable protocol stack that can present a number xﬂiﬁfeffﬁzfggsﬁtgig v
of interesting problems to router administrators. You’ve already seen R
in Chapter 10 that subnetting IP networks can be a mathematical

nightmare in and of itself. And you will find that when you work

with TP networks, a number of the problems that you face have to do

with improper configurations on a router or node on the network.
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A duplicated IP address on a workstation will rake that workstation
offline and the workstation that also has been configured with the
duplicate IP address.

Let’s take a Jook at some of the common IP network-related prob-
lems first. Then you will look at the ping and trace commands and
how you can use them to help troubleshoot IP-related problems.
The list that follows provides some basic IP related problems and
how you would fix them:

e Default Gateway Improperly Configured—When you set up the
workstations and servers on a LAN that connects to a router, the
default gateway for the LAN (and all the computers on it) is the
IP address of the router interface directly connected to the
LAN. If a workstation cannot communicate with the network,
check the default gateway (or even more basic—check the TP

address).

u Routing Not Enabled On One of the Routers—Use the show ip
route command to see whether the router has been enabled for
routing. If the routing table doesn’t have any learned entries in
it, the router has not been enabled for routing.

= Routing Protocol Has Not Been Enabled—You must enable a
routing protocol, if you want the router to build a routing table.
Use the show running-config command to see whether a routing
protocol has been enabled (which should match the routing pro-
tocol you are using on the other routers on your network).

= No IP Address Configured on an Interface—You will have prob-
lems if the router interface has not been configured with an IP
address. Use the show ip interfaces command to make sure
your interfaces have been configured with an IP address (except
in the cases of serial connections which can be configared IP
unnumbered).

Using ping

A great tool for checking the physical network connection between

two routers on the internetwork (or any two nodes) is the ping com-
mand. ping sends an ICMP echo packet to the noted IP address and
if the address received the packet it echoes the packet back to the
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source. The time that the echo packet takes to go the roundtrip is
measured in milliseconds.

To use the ping command, type ping [ip addressl, where you supply
the TP address of the destination router interface or node on the net-
work. Figure 18.5 shows the results of a ping command between two

routers. .
i

popaysilp:

ype escape soguence to aboxt.
Bending 5, (B3 hyte ICHE Bohas to 138.18.96.4, timsout is 2 seconds:

t i
e o vate du 189 porosnt (S/5), round-trlp min/avg/max = 47478 as Lottt Mo el
papoyoll - gheck the connection < i
g oo 2 ;" bet a router and
other nodes on the inter-

network.

An extended ping command also exists that enables you to set the
protocol type for the echo packet (ping can be used with IPX and
AppleTalk), the size of the packet, and the timeout for the response.
"Type ping and then press Enter. Supply the information requested
by each step in the extended ping command, followed by Enter, (just
press Enter to accept the defaults). Figure 18.6 shows the results of :
an extended ping command.

= The extended ping”

"~ Gommarid ériables you to
set parameters such as
protocol type and time-

(133} .
I e vato is 108 porcont (S/8), raund-trip ninfavg/max = 4/4/8 no out for the ping packet,
peyal

T . i
g:“‘g“’wg@ wace 7 Using ping and trace
Another command that you can use to troubleshoot connectivity 5 E&Ei:ﬁﬁf}?ﬁsef
problems is the trace command. It enables you to see the route that * prompt or the privilaged
the packets take from source to destination. This enables you to prompt,

determine if routers that would normally participate in the path
between a particular router and node or router and router is cur-
rently down. To use the trace command, type trace [ip address}.
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The results of the trace command shown in Figure 18.7 show that
the route determined by trace consisted of one directly connected
router with the IP address of 130.10.64.2. The trace took four mil-
liseconds.

|itopeyetitrace 138.18.96.1

‘Jflype escape sequence to abort.
Jiflracing the route to 138.18.96.1

11 1 138.16.64.2 4 nswc * 4 mwoe
apeyeit

the internietwork:

Troubleshooting IPX

Networking with IPX poses some of the same problems that you
face when working with IP. Incorrectly entered IPX network num-
bers on router interfaces can cause problems just as incorrectly con-
figured IP addresses on interfaces do. Let’s take a look at some of the
basic troubleshooting issues you might face when working with TPX
networks:

e Incorrectly Configured Clients—Novell Networks are very
server-centric and so the hosts on the network must have their
client software configured to correctly communicate with the
NetWare server. It is the server that verifies the user to the net-
work, so make sure that you are using the appropriate version of
the client software for the version of server software that you are

using.

J m Too Many Clients—When you install a NetWare server you

. must provide a disk that shows the server how many licenses you
i have purchased for client machines. If you try to add more

i clients than you have licenses for, the server will not let the user
on the network. Use the Load Monitor command on the
NetWare server to check the number of client spots available on
the server.

= Problems with Ethernet Encapsulation—NetWare supports sev-
eral different Ethernet frame types—such as Ethernet 802.2 and
Ethernet 802.3 (raw Ethernet) If you inadvertently mismatch the
frame type on a router LAN interface with the frame type used

-
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by NetWare hosts and servers, the router is going to have prob-
lems routing packets. Check the frame type (encapsulation) of all
your router interfaces using the show ipx interface brief com-
mand (the results of this command on a 2505 router appear in
Figure 18.8).

lopeyelish ipx int brief
IP# Hetwork Encapsulatlon Status
FBYC2EGR AP up

763928F3  PPP up
unaasigned nat config’d doun

Obviously, one of the first things that you should do when you expe-
rience problems on a router is check your configuration and the set-
tings on the interfaces. Other troubleshooting issues revolve around
hardware and cabling issues. Because IPX is typically found on
LANSs, make sure that the LAN is working correctly before connect-
ing to the router. Then if you have problems you know that they are
on the router not the network.

SEE ALSO
¥ For a review of IPX addressing, see page 214.

Troubleshooting AppleTalk

AppleTalk LANS are typically small (when compared to corporate IP
or IPX networks); it is somewhat simpler to deal with physical
cabling problems and hardware problems (because you are typically
dealing with fewer computers). Dealing with configuration and soft-
ware problems is another issue.

When Apple Macintosh users looks for a particular service on the
AppleTalk network, they employ the Chooser on the Macintosh. If
the user can’t find a particular service or zone, you've got a problem,
And you will find that most of the problems with AppleTalk networks
typically revolve around cable ranges and zone names. If a router’s
configuration doesn’t agree with the cable ranges and zone names
used on the AppleTalk internetwork that it is connected to, routing
problems will occur and Mac clients won't find what they’re looking
for in the computer’s Chooser.
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Another thing to keep in mind, because the administrator assigns
cable ranges, is that you don’t want to inadvertently configure two
LAN segments with the same network number or cable range. This
will obviously cause routing problems.

Two router commands that are useful for troubleshooting in
AppleTalk environments are ping and the debug appletalk routing
command. ping, as you know, enables you to check the connection to
a particular node on the network or check whether or not a router
interface is up. The debug command enables you to view advertise-
ments of routes on the AppleTalk internetwork and reports of con-
flicting network numbers on the network.

To use the ping command for AppleTalk addresses, type ping
appletalk [network number.node address].For example, on my
router I want to ping the Ethernet 0 port on another router that has
been configured for AppleTalk. The command is ping appletalk
12.176 (you can also use the extended ping command for AppleTalk).
Figure 18.9 shows the result of this command.

*|ilopeyetiping appletalk 12.176

!type escape sequence to_ab

art.
:?}a;uimg 5, 18B-byte Npplelalk Echos to 12.176, timeout is 2 seconds:

" |{Buccess rate ds 190 percent <5/5), raund-trip min/avg/max = 8/8/12 ns
lopeyell

‘ v The debug command (a Privileged command) is simple to use, but it
S N requires a lot of the router’s resources, such as memory, so you don't
| want to leave it on forever (use no debug all, to quickly turn it off).

| The command is entered as debug apple routing. Figure 18.10 shows
some of the information that the command provides.

A Final Word on Troubleshooting

In this chapter you have taken a look at some of the basic trou-
bleshooting techniques for hardware, network architectures (such as
Ethernet), and network protocols (such as IP). One thing that I
haven’t talked about is a network map. Any network administrator
worth his salt will be sure to have an up-to-date map of the entire
network including the addressing scheme and the locaton of devices
such as routers, bridges, and servers.
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ze=16, 1 rte, RIHP pkt sent
outingTable (3 active nodes)
outingTable {3 active nodea)
8,1ign 8, dun

ize=16, 1 rte, RTHP pkt sent
outingTable <3 active nodes)

outingTable (3 autiun nodes)
o, gn 9, dun 9

. 1 vte, llmP pkt sent
outingTable €3 active nodec)
outingTable (3 active nodesd

NIMP from_11.45 {new B,0ld 1,bad B,

spa=Serialdzil.1b, dstefi-11; o
Route ager starting on Hain AT
Route agex Eininllnd on Main AT

RIHP fron 11.45 <new 9, uld 1,bad B, ign B, dun
sro=Seriald:il. 15, dst=1 ':11. size=16, 1 )‘te, RTNP pkt sent

Route ager starting on Hain AT
Route ager Finished on Hain N1

n_11.45 <ney @,0ld 1.bad O,

m‘n=5’cr:a10'11,15, dst=11-1i, =
Route ager starting on Hain AT

outingTable <3 active nodes)
outingTable S3gaetive nodez3
- 9“ 8, :})

2ciib, L rte, BIHP pkt seot
matingTable 49 actibs nodes)

Route agew Finished on Hain AT

outingTahle (3 active nodend

RIHP fron 11.45 (neu 9,01d 1,ba
src=Serial@:ii.1s, dstedi-1l] s
Route ager starting on Hain AT
Route ager Finished on Hain AT
RIHP fron 11.45 (new 0.01d 1, l:n
src=SerialB:ii.15, dse=11-11,

Routa ager atarting on Hain HT
Toute ager finished on Hain AT
RTHP Fron 11.45 <nou 8,01d 1.ha

L 6,390 @, dun 0)
e=16, 1 wte, RIHP pkt cent
outinaTable <3 active nodes)

RoutingTable (3 active nodes)

| 0,4gn 8. dun 0)

xte, RIMP pkt sent
et inaTabie G2 antibe nadns
outinaTable <3 active nodes>

8,ign B, dun 6

A map (or diagram if you want) of your internetwork can be used to
find node addresses when you need them for commands like Ping or
Telnet. The map also provides you with a complete overview of the
topology of the network. You really can’t run the network efficiendy
without a map.

And creating a network map is easy. Network diagramming tools
such as Visio Standard (from Visio Corporation) make it easy to
build simple and complex network diagrams. Other versions of Visio
such as the Enterprise version supply all the icons that you need for
just about every networking device manufactured, enabling you to

create diagrams that can be understood by any network adininistra- !
tor.

Even if you don’t use a network-diagramming tool, use some sort of ‘
graphics package and get a network map on to your computet, so, ‘
that you can upgrade it as the network topology changes or grows. :
You won'’t be sorry that you have it when trouble rears its ugly head.
Good luck! SN
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Cisco 10S Command Summary

This appendix provides a summary of the Cisco IOS commands coy-
ered in this book. The commands are broken down into tables; each
table contains a list of associated commands. Commands in each
table are listed alphabetically. For example, router examination com-
mands are contained in Table A.1. This resource is best used after
you have completed reading the entire book. You will then under-
stand the context of each command and its use.

Because some root commands overlap—for example, show is nsed as 2
general examination command and as a troubleshooting command—
you might find variations of the same command in more than one
table. The fact that commands are grouped by their typical usage,
however, should make the tables an easy way to reference a particular
group of related commands.

For example, you can go to a particular table category, such as IP-
related commands or AppleTalk-related commands, and find the spe-
cific IP or AppleTalk IOS command you are looking for. It is
understood that each command is executed by typing the command

at the appropriate prompt (noted in the results of the command) and
then pressing Enter.

Router Examination Commands

Router examination commands enable you to quickly check the sta-
tus of the router’s interfaces and other parameters. Table A.1 summa-
tizes these commands. These commands can be used at both the user
and privileged prompts unless otherwise noted.

Command ' Results

show CDP Neighbor Shows the routers that are directly connected to
your router by LAN or serial connections.

show clock Shows the time and date settings for the router.
show flash Shows the TOS file or files contained in the
router’s Flash RAM and the amount of total

Flash RAM and used Flash RAM.
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Results
show history Shows a list of your last 10 commands.
show hub Shows information on the status of the hub ports

of a 2505 router.

show interface ethernet Shows the current configuration of a specified
[interface number] Ethernet interface.

. show interface serial Shows the current configuration of a specified
: [interface number] serial interface.
show interfaces Lists all the interfaces on the router and statistics

related to the interface such as their current con--

figuration and encapsulation. Also tells you if the
interface is active.

show processes Shows CPU utilization information.

show ‘protocol Lists the routing protocols configured on the
router,

show version Shows the version of the IOS currently running
on the router.

Router Memory Commands

Router memory commands enable you to check information such as
the current running configuration or the startup-configuration
stored in NVRAM. These commands also enable you to copy or
erase configuration files from the router’s memory. Commands for
saving and retrieving router configurations or IOS files to and from
an FTP server are also included in this list. These commands can be
used at the user and privileged prompt unless otherwise noted (see

‘Table A.2).

Command Results

copy flash tftp Privileged command to copy an IOS
file from Flash to the TFTP server

copy running-config startup-config Copies the currently running
configuration to the router’s NVRAM,

continues...
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Command

copy startup-config tftp

copy tftp flash

A copy tftp startup-config

erase startup-config

show running-config

! .4[‘ show startup-config-

Resuits

Privileged command to copy the
startup configuration from NVRAM to
a TFTP server.

Privileged command to copy an IOS
file from a TFTP server to the router’s
Flash RAM.

Privileged command to copy a startup
configuration file from a TFTP server
to the router’s NVRAM. ’

Erases the startup-configuration from
the router’s NVRAM,

Privileged command that shows the
router configuration currently running
in RAM.

Privileged command that shows the
router configuration stored in the

router’s NVRAM. Loaded by the
router when the router is rebooted.

Password and Router Name Configuration Commands

Password and router name commands enable you to change the vari-
ous passwords on the router including the router login password and
the secret enable password for the Privileged mode (see Table A.3).
This list also contains the command for changing the router’s name.
Fach of these commands is used in the Configuration mode.

Command

enable secret password [password]

i : hostname [name}

Results

Global configuration command that
enables you to change the secret
Privileged mode password on the
router.

Global configuration command that
changes the name of the router.
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Results

ine console @ Enables you to enter the Line
Configuration mode to set the login
password for the router.

ine vty 0 4 Enables you to enter the virtual

1 terminal Configuratdon mode to set
the virtual terminal password for the
router.

assword [password} Used in the line console 0 .
Configuration mode to set the login
password for the router; also used in
the line vty 0 4 Configuration mode to
set the virtual terminal password for
the router.

SEE ALSO
> For help vecovering forgotten passwords, see page 137,

iterface Configuration Commands

Interface configuration commands relate to configuring interfaces on
the router (see Table A.4). The general configuration command, con-
tig (the Privileged command to enter the configuration mode), is
included among the commands. For interface configuration related
to a specific network or WAN protocol, see the appropriate table
(such as WAN-Related Commands). :

Results

config Privileged command that enables you to enter
the Global Configuration mode.

Cul+Z ‘While not an actual interface configuration com-
mand, it is the command used to end a router
configuration session.

enable cdp . Enables a particular interface (you must be in the
config-if Configuration mode) to show con-
nected neighbor routers (you can then use the
show cdp neighbor command on the router).

continues...
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Command

encapsulation

[encapsulation type]

interface ethernet
[interface number]

interface serial

[interface number]

APPENDIX A Basic Command Summary

Resuits

Interface-specific configuration command that
enables you to set the encapsulation type for a
LAN or serial interface on the router.

Global Configuration command that enables you
to configure parameters related to a particular
Ethernet interface.

Global configuration command that enables you
to configure parameters related to a particular
serial interface,

IP-Related Commands

TP commands are related to configuring IP addressing on interfaces
and enabling IP routing on the router (see Table A.5). Commands
related to RIP and IGRP are also included.

Command

access-list [list #] permit
or deny [ip address]

[wildcard mask]

debug ip igrp transaction

debug ip rip

333

Results

Global configuration command

for creating an IP Access list.

The network or node address that
will be permitted or denied must be
included and the wildcard mask must
be provided. Repeat this command
for each line that will appear in

the Access list. The 1ist # range
for IP lists is 1-99.

Privileged command that enables you to
view statistics related to IGRP update
messages on the router.

Privileged command that enables you to
view the RIP update messages sent and
received by the router.
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Command

ip access-group [list
number} out or in

ip address [ip address]
[subnet mask]

ip routing

ip unnumbered [interface or
logical interfacel]

network [major network
number]

no debug all

no ip routing

router igrp [autonomous
system number]

router rip

show access-list [list
number]

Cisco 10S Command Summary APPENDIX A

Results

Interface configuration command

where you group a particular IP Access
list to an interface, The out or in para-
meter is used to filter traffic going either
out or in the specified interface.

Used in the config-if mode to

assign an IP address to a router
interface. The ip address command
is followed by the ip address and
subnet you are assigning to the
interface.

Global configuration command that
enables IP routing on the router.

Config-if prompt cornmand enables
you to designate a serial interface
as not having its own IP address.
The interface or logical interface
parameter must designate a router
interface (such as an Ethernet

port) on the router that does have
an IP address.

Used with the router rip and router
igrp commands to specify the major
IP networks that the router is

directly connected to.

Turns off debugging (Privileged mode
command).

Global configuration command that dis-
ables IP routing on the router.

Global configuration command that
turns on IGRP routing. The
autonomous number is the AS number
for the routing domain that the

router belongs to (if an AS exists).

Global configuration command the turns
on RIP routing.

Enables you to view a particular
Access list. The list number is the
number you assigned to the list .
when you created it.

continues...
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Command

show ip interface [interface
type and number]

show ip protocol

show ip route

telnet [ip address]

Results

Command enables you to view the IP
related configuration settings for
a particular router interface.

Provides information related to the rout-
ing protocol updates sent and received by
the router (such as RIP broadcasts).

Shows the RIP or IGRP routing table for
the router.

A user and Privileged command that
enables you to log in to a router remotely.

IPX-Related Commands

"These commands are related to the configuration of IPX addressing
on interfaces and enabling IPX routing on the router (see Table A.6).
Commands related to IPX RIP also included.

Cemmand

access list [list #] permit
or deny [source network
address] [destination network
address].

access-list [list #] permit
or deny -1 -1 ’

debug ipx routing activity

ipx access-group [list #] in
or out
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Results

Access list creation command (2
Global Configuration command)
that enables you to create IPX
Access lists. The list numbers
available for IJPX are 800 to 899.

IPX Access list creation
statement that enables you to
permit or deny all networks and
nodes not specified in other
statements in the Access list.

Privileged command that enables you to
view the IPX routing updates coming in
and going out of the router.

Config-if configuration command

that enables you to group an IPX

access list to a router interface. in or out
the interface must be specified.
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x network ! ipx network
etwork number] encapsulation

rame type]

pX routing

5 debug ipx routing activity
ow access-list [1ist #]

how ipx interface

How ipx route

Results

Interface configuration command
(config-if prompt) that enables
you to set the IPX network
address for a router Ethernet
interface and set the Ethernet
frame type for the interface.

Global configuration command that
enables IPX routing on the router,

Turns off IPX debugging.
View an IPX or other type of Access list.

View the settings for IPX enabled
router interfaces (a User and Privileged
command).

View the IPX routing table on a router.

View statistics related to the IPX packets
sent and received.

leTalk-Related Commands

These commands are related to the configuration of AppleTalk and
the viewing of AppleTalk configuration settings (see Table A.7).

ess-list [list #] deny
permit zone [zone name)

ss-list [Ilist #] permit
deny cable-range [cable

etalk access-group [list #]

Results

Global configuration command
that enables you to build Access
list lines based on zone names.
AppleTalk Access lists can have

a list number range of 600 to 699.

Global configuration command
that enables you to build an
AppleTalk Access list.

Config-if command that groups an
AppleTalk Access list to a specified router
interface.

continues...
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Command Results
appletalk cable-range Interface configuration command
[cable-range number] where you set the AppleTalk
cable-range for a selected
interface.
appletalk routing Global configuration command that

enables AppleTalk routing.

appletalk zone [zone name] Interface configuration command that
enables you to set the AppleTalk zone
name for a partcular interface.

show appletalk global ’ Provides information on the number of
networks and zone available on the inter-
network and the time interval for ZIP
queries and RTMP updates.

show appletalk interface Provides more detailed information on
the router interfaces and their AppleTalk
configurations.

show appletalk interface brief Provides a short summary of all the inter-
faces on the router and their AppleTalk
configurations.

show appletalk interface e0 Enables you to view detailed AppleTalk
configuration information for a specified
router interface.

show appletalk zone Provides zone and network information
for the zone available on the internet-
work.

WAN-Related Commands

These commands are related to the configuration of WAN protocols
on router serial interfaces (see Table A.8). Command for configuring
Frame-Relay and X.25 on a router are included in this list.
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width [bandwidth]

“jock rate [clockrate]

“incapsulation [WAN protocol]

4 ame-relay interface-dleci

- {sdn switch type
basic- [switch identifier]

ips [bits]
ops [bits]
win [number of packets)

wout [number of packets]

Cisco 10S Command Summary APPENDIX A

Resuits

A config-if command for seting the
bandwidth of a serial interface.

config-if command used to set the
clock rate on a serial interface when the
router is used as a DCE device.

config-if command for setting the
WAN encapsulation type for a serial
interface (such as PPP, HDLC, and

SO on).

config-if command to set the DLCI
number for a Frame-Relay configured
interface, :

config-if command to set the LMI
type for a Frame-Relay configured

interface.

Global configuration command for
entering the unique SPID number for
each ISDN channel.

Global configuration command that
sets the ISDN switch type that your

router is connected to.

Shows invalid messages sent or received
via the router’s Frame-Relay connection.

Shows the DLCI mapping to the router’s
interfaces.

config-if command used to set the
data link address for X.25, when
X.25 is set as the encapsulation type.

config-if command used to set the
input packet size for an X.25 interface,

config-if command used to set the out-
put packet size for an X.25 interface.

config-if command to set the input
window size for an X.25 interface.

config-if command to set the output
window size for an X.25 interface.

|
c
!
i




PART V Appendixes

Command

ping [node address]

show controller

show interface
[interface typel
[interface number)

show stacks

trace {ip address]

APPENDIX A Basic Command Summary

Troubleshooting Commands

The commands in this table are related to troubleshooting the router
(see Table A.9). The ping and trace command are included in this
list.

Results

Used to check the connection between two dif-
ferent router’s (ping followed by the IP address
or AppleTalk node address) on the remote
router’s interface. This command can also be
used to check the connection between nodes on
the network.

Lets you take a look at the status of interface
controllers on the router.

An excellent command for viewing all the
parameters related to a specific interface
on the router.

Provides error messages related to the crashing
of a router when the router is restarted.

Shows the path between your router and another
router or node on the internetwork, This
command can also be used with AppleTalk
addresses.

Command

banner motd
[banner end character]

339

Miscellaneous Commands

‘This table contains some miscellaneous router commands such as the
banner creation command and the command for setting the time and
date on the router (see Table A.10).

Results

Global configuration command that
enables you to create a banner for the
router login screen. The banner end
character is any non-alphanumeric
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Results

character that tells the configuration

mode that you are signaling the end of

the banner text.

While not an actual interface configuration com-
mand it is the command used to end a router
configuration session.

Exits the Privileged mode and returns to the
User mode.

Fnter the Privileged mode. You must supply the
Privileged password to enter the Privileged
mode using this command.
User and Privileged command that enables you
to exit the router.

Privileged command that reboots the router.

Privileged command that enables you to set the
time and the date on the router.
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Router Selection

When planning any enterprisewide internetwork (or even a campus
network that is only a portion of the enterprise), the hardware that
will be implemented as part of the plan must be capable of perform-
ing its intended function and imparting some scalability and flexibilicy
to the network in case of future growth or the possible need for
topology changes. Scalability and flexibility have really become indus-
try buzzwords and in the final analysis really boil down to purchasing
hardware. In this case, routers must not only serve the current situa-
tion but also enable you to upgrade or reconfigure the equipment if
necessary without throwing everything out and starting over.

Cisco 7500 Routers

The Cisco 7500 routers are high-end routers that typically serve as
border routers (also called core routers) and provide the routing of
packets between routing domains. The 7513 router shown in Figure
B.1 serves as a border router between the corporate network and the
Internet (notice also that a firewall is installed between the internet-
work and the border router).

The 7513 comes with 11 slots that are hot-swappable (interface cards
can be swapped or inserted even while the router is running). The
7513 can provide several different interfaces including Ethernet,
Fast-Ethernet, ‘Token Ring, FDDI, T-1, Synchronous serial, and pri-
mary ISDN,

The 7513 router can also be configured with dual redundant power
supplies and dual route switch processors. Table B.1 summarizes the
hardware configuration for a basic 7513.

Power supplies 2

Flash RAM 16MB standard, expandable to 220MB
Standard RAM 32MB, expandable to 128MB
Interface slots 11

Processor slots and type 2 slots/MIPS RISC processor

75 pounds
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| Aemote LAN 1 I | Hemote LAN 2 I l Remote LAN 3 I | Remote LAN 4 I

The Internet

Clsco 1005 Router Clsco 1005 Roulav Clsco 1005 Ruu{er Clsco \005 Roular

/9/

Clsco 4500 Workstatlon Workstation

Flrewall

Clsco 7513

Large Ethernet LAN

sed as a sort of central distribution point for the remote offices
vhich are connected to the 4500 by access routers) and the main
AN (which is directly connected to the 4500 via a LAN interface).

e Cisco 4500 routers are modular, so their interface slots can be
ustomized with particular types of interface cards with varying num- | can be cairied under you
ers of ports, The Cisco 4500 router, although considered a - am m_(?? "f),te.tb)."i 8
edium-capacity router, has a broad range of interface cards avail- R
ble and can support Ethernet, Fast-Ethernet, Token—ng, FDDI,
erial, and ISDN to name a few.

he 4500 series does not support hot swappable interface cards (like
the 7000 series) nor do they have the capacity for redundant power
upplies. ‘Table B.2 shows the basic specifications for a 4500 router.
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h i’c;wer supplies
Flash RAM
Standard RAM
Interface slots
Processor slots and type

Weight

1 i;ltéf;)ai pow& supply
4MB standard expandable to 16
4MB standard expandable to 16

3 slots

1 slot 100-MHz IDT Orion RISC
14 pounds

Cisco 2500 Routers

The Cisco 2500 series routers are inexpensive routers and are con-
sidered access-level routers. Figure B.2 shows the 2505 router, and
Table B.3 explains the 2505 specifications. 2500 series routers pro-
vide more ports than other branch-office routers such as the 1000

series. They support

synchronous and asynchronous serial interfaces,

Ethernet interface, Token Ring interfaces, and ISDN interfaces.
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Power supplies ' 1 internal power supply
Flash RAM 8MB
Standard RAM 4MB expandable to 16

Interface slots

No slots/2 serial interfaces, 1 Ethernet interface in the

form of an 8-poxt hub

Processor slots and type 1

processor 20MHz 68030

Weight 10 pounds
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The Cisco 1000 series routers are small routers designed to connect
remote LANs to the overall WAN (or internetwork). In Figure B.1,
Cisco 1005 routers are used by remote sites to connect to the 4500
distribution router. The 1005 routers would be connected to the
4500 using a serial interface and a particular WAN technology.
Because the primary job of the 1000 series is accessing the internet-
work, these routers are often referred to as access-class routers.

The Cisco 1005 router only comes with one serial interface (with a
60-pin serial port, which is typical of Cisco routers—see Figure B.3).
This serial interface supports both synchronous and asynchronous
communication, so several different WAN protocols could be used to
connect to the 4500 router including PPP, Frame Relay, or HDLC.

Ethernet Console 1005 Cisco Router
: Serial

Because the Cisco 1005 is designed to support a remote site, it con-
tains only one Ethernet port, which can be hooked to the hub that
connects the Ethernet workstations to the network. Table B.4 details
some of the specifications of the 1005 router.

1 external power supply

None, PCMCIA slot provides option of a Flash card

8MB

No slots/2 interfaces

Processor slots and type 1 processor MC68360
6 pounds
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A Final Note

Probably the most amazing thing about all these routers is that,
although they differ a great deal in processor power and the number
- of interfaces they provide, each of these routers uses the same oper-
I ating system—the Cisco JOS. This makes it extremely easy for a net-
work administrator to configure several different router types
without really missing a beat. The fact that the command set is con-
sistent across the routers means you must learn only one operating
system to work with many different internetworking devices.

As a final word of advice, you should definitely make the time to
explore Cisco’s Web site at www. cisco.com. It not only provides speci-
fications for all of Cisco’s products, but it also provides white papers,
manuals, and even free software that you can download. Although
you might find the site somewhat difficult to navigate at first, you
will find that it provides a real wealth of knowledge related to
internetworking technologies.




AARP (AppleTalk Address
_Resolution Protocol) A Network
layer protocol that resolves AppleTalk
_network addresses to hardware
_addresses. AARP sends broadcasts to
all stations on the network to match
hardware addresses to logical destina-
tion addresses for packets.

AARP broadcast Broadcasts to all
stations on an AppleTalk network to
match hardware addresses to logical
destination addresses for packets.”

Access list A list of conditions
called pernit and deny statements that
help regulate traffic flow into and out
of a router.

agents  Software watchdogs used by
SNMP to keep an eye on network
processes. See also SNMP

nding A method used by the
uter in which it compares or “ands”
an IP address with its subnet mask to

determine the network address.

AppleTalk A routable networking
architecture developed by Apple that
Provides network services to Apple
Macintosh computers.

area A subset of an internetwork
containing several member routers.
When several areas are grouped into
a higher-level subset this organiza-
tional level is called a routing
domain,

ARP (Address Resolution
Protocol) A TCP/IP protocol used
to map IP addresses to node hard-
ware addresses,

asynchronous communication
Serial data transfer connections that
rely on start and stop bits to make
sure that the data is completely
received by the destination device.

ATM (Asynchronous Transfer
Mode) An advanced packet-switch-
ing protocol that uses fixed packet
sizes (53 bytes) called cells to increase
the throughput of the data transfer.
Typically run over high-speed fiber
optic networks. See also cells and
SONET

attenuation The degradation of
the data signal over the run of the
cable.
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autonomous system

autonomous system In cases
where link-state routing protocols are
used that require greater inemory
and processing capabilities from the
routers on the network, it isn’t
uncommon to divide the internet-
work into routing domains. In IP
networks, a routing domain is
referred to as an autonomous system.
See also border router

bandwidth The capacity of a

medium to conduct data.

banner A message that appears on
the login screen of a router on a
router console or virtual terminal.

baseband A transmission that uses
a single bit stream over the entire
bandwidth available.

beaconing A Token Ring fault tol-
erance strategy where nodes on the
ring can determine the state of the
network in cases where cable failure
has taken place or there is a problem
with a down stream neighbor on the
ring.

BGP (Border Gateway Protocol)
A commonly used routing protocol
for interdomain routing. It is the
standard EGP for the Internet. BGP
handles the routing between two or
more routers that serve as the border
routers for particular autonomous
systems.

border router A high-end router
used to connect autonomous systems.
Also known as core routers,
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bottleneck A device that is slowing
network traffic.

breakout box A device used to
determine whether you are getting a
signal from the CSU/DSU connected
to a router.

BRI See ISDN

bridges Internetworking devices
that operate at the Data Link layer of
the OSI model. Bridges are used to
segment networks that have grown to
a point where the amount of data
traffic on the network media is slow-
ing the overall transfer of informa-
tion,

broadcast storms A condition
caused when broadcast traffic from
devices on an Ethernet network over-
whelms it with messages bringing
down the network.

bus network A network topology
characterized by a main trunk or
backbone line with the networked
computers attached at intervals along

the line. :

cable range A network designation
for an AppleTalk network segment
assigned by the network administra-
tor. Cable ranges can consist of a sin-
gle number designating one network
on the network wire or it can be a
range of network numbers specifying
a number of networks on the same
wire.
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campus A portion of an internet-
work that is made up of several con-
nected LANGs as one Jocation. See
also mternetwork

CDP (Cisco Discovery Protocol)
A Cisco proprietary protocol that
provides you with the ability to access
information related to neighboring
routers. See also Neighbors

cells Packets of fixed size used by
Asynchronous Transfer Mode. See
also ATM

circuit switching A connectivity
strategy where a dedicated connec-
tion is established between the sender
and receiver on a switched network
(such as the Public Switched
Telephone Network). Data moves
from the source to the destination
along the circuit (the lines) that has
been established for the particular

session.

Class A Large IP networks that
supply over 16 million node
addresses for the network.

Class B Large- to medium-sized IP
networks that supply over 65,000
node addresses.

Class C  Small IP networks that
only provide 254 node addresses.

Class D A class of IP network
addresses used by multicast groups
receiving data on an internetwork
from a particular application or
server service. An example of a multi-
‘cast use of Class D addresses is
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CRC (Cyclical Redundancy Check)

Microsoft NetShow, which can
broadcast the same content to a
group of users at one time.

Class E 1P addresses that belong to
an experimental class and are unavail-
able for general use.

CLI (Command-Line Interface)
"The interface provided by the Cisco
IOS on a router console ot virtual
terminal that allows you to enter the
various I0S commands.

clients A computer on the network
that is logged in by and receives ser-
vices from (such as printing or file
access) a Server computer.

clock ticks A metric used by the
IPX Routing Information protocol, A
tick is 1/18 of a second. .

Configuration mode The router
mode that enables you to configure
the router configuration using global
commands and specific interface-
related commands.

convergence The tdme it takes for
all the routers on the network to be
up-to-date in terms of the changes
that have taken place in the network
topology. The longer it takes for all
the routers on the internetwork to
converge the greater the possibility
that packets will be routed to routes
that are no longer available on the
network.

CRC (Cyclical Redundancy
Check) The Data Link layer makes
sure that frames sent over the physi-

cal link are received error free.
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CRC {Cyclical Redundancy Check)

Protocols operating at this layer will
add a trailer on each frame called a
CRC check. Basically this is a mathe-
matical calculation that takes place on
the sending computer and then on
the receiving computer. If the two
CRCs match up then the frame was
received in total and its integrity was
maintained during transfer.

CSMA/CA. (Carrier Sense
Multiple Access with Collision
Avoidance) A network access strat-
egy used by AppleTalk. A device that
is ready to send data out onto the
network will notify the other network
nodes of its intentdon to place data on
the network.

CSMA/CD (Carrier Sense
Multiple Access with Collision
Detection) A network access strat-
egy used by Ethernet networks. If a
node sending data detects that there
has been a collision, it will wait to
resend the data until the line is deter-
mined to be free of other data.

CSU/DSU (Channel Service
Unit/Digital Service Unit) A
device that connects LAN equipment
such as a router to digital phone
lines.

data link broadcasts Broadcast
messages used by CDP to discover

neighboring Cisco routers that are
also running CDP. See also CDP

datagrams Grouping of informa-
tion in the data bit stream, datagrams
are also referred to as packets or
frames.
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DCE (Data Circuit Terminating
Equipment) Equipment that pro-
vides a connection between the net-
work and the switched network. The
DCE often provides clocking infor-
mation to synchronize the communi-
cation between the network
termination equipment (such as a
DTE) and the switched network. See
also DTE and PDN

DDP (Datagram Delivery
Protocol) An AppleTalk Network
layer protocol that provides a con-
nectionless datagram delivery system
(similar to UDP in the TCP/IP
stack),

DDS Digital Data Service Leased
digital lines used for data communi-
cations. DDS lines include the T-
Catrier system, which provides a
range of line types and data transfer
rates.

DECnet A network protocol stack
developed by the Digital Equipment
Corporation,

default gateway The address of
the router interface to which a partic-
ular LAN is connected. Every device
on the LAN uses that connected
router interface address as its default
gateway.

delay The amount of time it takes
to move a packet from the interface
to the intended destination. Delay is
measured in microseconds.




GLOSSARY

deny statements Statements in an

- Access list that deny traffic from cer-
ain networks or nodes to enter or
 exit a particular router interface.

dial-up connection The simplest
nd least expensive type of data trans-
er connection uses a2 modem to con-

‘nect two computers or other devices

_over a regular analog voice-grade
elephone line.

distance-vector routing algorithms

Routing algorithms that require the
router to pass their entire routing
able to their nearest router neigh-
ors (routers that they are directly
onnected to). This basically sets up
n update system that reacts to a
hange in the network like a line of
ominos falling.

LCI (Data Link Connection
dentifier) A reference or pointing
evice that makes sure that packets
ent over a switched network, such as
rame Relay, end up at the proper
lestination. This is done by mapping
he logical addresses (IP addresses,
or example) of the sending and
eiving routers to the DLCI of the
tual circuit that they use to com-
nicate, See also Frame Relay

OD model When TCP/IP was

eveloped, the Department of

efense (DOD) developed their own
ceptual model-—the DOD
del—(also known as the DARPA
del) for how the various protocols
the TCP/IP stack operate.

extended segment

DTE (Digital Terminal Device)
The termination device for a data
network and connects to DCE
device, which provides a connection
to a switched network. See also DCE
and PDN

dynamic algorithms Routing
tables that are built dynamically by a
routing protocol.

EGP (Exterior Gateway Protocol)
A routing protocol that provides the
mechanism for the routing-of data
between routing domains. Border
Gateway Protocol (BGP) is an exam-
ple of an EGP. See also BGP

encapsulation The packaging of
data in a particular protocol header.
For example Ethernet data is encap-
sulated in an Ethernet header before
being placed on the network.

Ethernet The most commonly
deployed network architecture; it
provides access to the network using
CSMA/CD (carrier sense multiple
access with collision detection).

Exec The Cisco IOS uses a com-
mand interpreter to execute your
commands (it interprets the com-
mand and then executes it). The User
mode and the Privileged mode are
considered different levels of the
Exec.

extended segment An AppleTalk
network segment that has been
assigned a range of network numbers,
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FDDI (Fiber Distributed Data Interface)

FDDI (Fiber Distributed Data
Interface) An architecture that
provides high-speed network back-
bones that can be used to connect a
number of different network types.
FDDI uses fiber-optic cable, wired in
a ring topology, using token passing
as its media access method, operating
at a data rate of at least 100Mbps and
allowing long cable distances.

Flash RAM A special kind of ROM
that you can erase and reprogram.
Flash is used to store the Cisco I0S
that runs on your router. You can also
store alternative versions of the Cisco
IOS on the Flash (such as an upgrade
of your current IOS), which makes it
very easy for you to upgrade the
router.

Frame Relay A packet-switching
WAN protocol that uses permanent
virtual circuits for communication
sessions between points on the
WAN. These virtual circuits are
identified by a DLCI (Data Link
connection identifier}—a value pro-
vided by the frame relay service
provider. See also DLCI

FTP (File Transfer Protocol)
TCP/IP Application protocol that
provides the ability to transfer files
between two computers.

gateways Used to connect net-
works that don’t embrace the same
network protocol and so protocol
translation is necessary between the
two disparate networks. For example,
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a gateway can be used as the connec-
tion between an IBM AS400
miniframe and 2 PC-based LAN.

global commands Self-contained,
one-line configuration commands
that affect the overall global configu-
ration of the router. Examples are
hostname and enable secret.

HDLC (High Level Data Link
Control) A synchronous Layer 2
WAN transport protocol. The
HDLC used on Cisco routers is a
Cisco proprietary version.

high-order bits The first four bits
in any octet of an IP address (on the

far left of the octet) are referred to as
the high-order bits.

hop count A metric used by RIP. A
hop is the movement of the packets
from one router to another router.
See also RIP

hub A centralized connectivity
device, especially in a star topology.
The computers on the network con-
nect to the hub.

hubs Devices operating at the
Physical layer of the OSI model that
provide the central connection point
for networks arranged in a star topol-
ogy-

ICMP (Internet Control Message
Protocol) A message service
provider and management protocol
used by routers to send messages to
host computers that are sending data
that must be routed.
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IGP (Interior Gateway Protocol)
A routing protocol that provides the
mechanisms for the routing of pack-
ets within the routing domain. IGPs
such as RIP or IGRP would be con-
figured on each of the routers in the
router domain. See also RIP, IGRP,
and OSPF

IGRP (Interior Gateway Routing
Protocol) A distance-vector rout-
ing protocol developed by Cisco in
the 1980s. IGRP uses a composite
metric that takes into account several
variables; it also overcomes certain
limitations of RIP, such as the hop
count metric and the inability of RIP
‘to route packets on networks that
‘require more than 15 hops.

Interface The physical connection
etween the router and a particular
etwork medium type; interfaces are
[so referred to as ports.

International Data Numbers See
(121

internetwork When several LANs
re connected. This is really a net-
work of networks (this type of net-
vork can also be referred to as a
dmpus).

tranet A corporate network that
internal to the enterprise (not con-
iiected to the global Internet) but

ertext Transport Protocol (the
ocol used by Web Browsers) to
¢ information among corporate
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IPX network number

IOS (Internetworking Operating
System) The Cisco proprietary
operating system software that pro-
vides the router hardware with the
ability to route packets on an inter-
network. The TOS provides the com-
mand sets and software functionality
that you use to monitor and config-
ure the router.

IP unnumbered Serial interfaces
on a router configured without IP
addresses (they will sdll route TP
packets even though they are desig-
nated as IP unnumbered).

IPX (Internet Package Exchange
Protocol) A connectionless ori-
ented transport protocol that pro-
vides the addressing system for the
IPX/SPX stack. Operating at the
Network and Transport layers of the
OSI model, IPX directs the move-
ment of packets on the internetwork
using information that it gains from
the TPX Routing Information
Protocol (RIP).

IPX network number The first
part of the IPX address, which can be
up to 16 hexadecimal characters in
length (this part of the network.node
address is 32-bits. The remaining 12
hexadecimal digits in the address
make up the node address (which
makes up the remaining 48 bits of the
address).
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IPX RIP (Routing Information Protocol)

IPX RIP (Routing Information
Protocol) A routing protocol that
uses two metrics: clock ticks (1/18 of
a second) and hop count—to route
packets through an IPX internet-
work.

IPX/SPX (Internetwork Packet
Exchange/Sequenced Packet
Exchange) The NetWare propri-
etary network protocol stack for
LAN connectivity. IPX is similar to
TCP/IP in that the protocols that
make up the IPX/SPX stack don’t
directly map to the layers of the OSI
model. IPX/SPX gained a strong
foothold in early local area network-
ing because IPX/SPX was strong on
performance and didn’t require the
overhead that is needed to run
TCP/P.

IRQ (Interrupt ReQuest) A
unique request line that allows a
device to alert the computer’s proces-
sor that the device connected to that
IRQ requires processing services.

ISDN (Integrated Services Digital
Network) Is digital connectivity
technology used over regular phone
lines. A device called an ISDN
modem is used to connect a device to
the telephone network. ISDN is
available in Basic Rate ISDN (BRI)
and primary Rate ISDN (PRI).

ISDN modem See terminal adapter
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ISO (International Standards
Organization) This global stan-
dard organization develops sets of
rules and models for everything from
technical standards for networking to
how companies do business in the
new global market. They are respon-
sible for the OSI conceptual model of
networking. See also OSI

keepalives Messages sent by net-
work devices to let other network
devices know that a link between
them exists

LAN (Local Area Network) A
server-based network of computers
that is limited to a fairly small geo-
graphical area, such as a particular
building.

LAN interface A router interface
providing a connection port for a
particular LAN architecture such as
Ethernet or Token Ring.

leading bits The first three bits in
an IP network address. Rules have
been established for the leading bits
in the first octet of each of the classes
(A, B, and C). Class A addresses must
have 0 as the first bit. In Class B
addresses the first bit of the first
octet is set to 1, and the second bit is
set to 0. In Class C addresses the first
two bits of the first octet are set to 1

"and the third bit is set to 0.

lease lines Dedicated phone pro-
viding a full-time connection
between two networks through the
PSTN or another service provider.
Leased lines are typically digital lines.




11.C (Logical Link Control) A
player of the Data Link layer that

establishes and maintains the link

petween the sending and receiving
mputer as data moves across the

vork’s physical media.

LMI (Local Management
[nterface) The signaling standard
sed between a router and a Frame
elay switch. Cisco routers support
three LMI types: Cisco, ANSI, and

¢933a.

Load The current amount of data

affic on a particular interface. Load
s measured dynamically and is repre-
ented as a fraction of 255, with
§5/255 showing the saturation

.f point.

LocalTalk The cabling system used

“to connect Macintosh computers (it

' uses shielded twisted-pair cables with

a special Macintosh adapter).

logical interface A software-only
interface that is created using the
. router’s I0S. Togical interfaces are
 also referred to as virtual interfaces.
See also loopback interface, null inter-
. face, and tunnel interface

loopback interface A software- -
only interface that emulates an actual
physical interface and can be used to
keep data traffic local that is intended
for a hardware interface that is non-
. functioning. See also logical interface

GLOSSARY
NADN {(Nearest Downstream Neighbor)

lowes-order bits  The first four
bits in any octet (counting from right
to left) are referred to as the lower-
order bits.

MAC (Addresses Media Access
Control) MAC addresses are
burned on to ROM chips on network
interface cards, giving each of them a
unique address.

MAU (Multistation Access Unit)
Token Ring networks are wired in a
star configuration with a MAU pro-
viding the central connection for the
nodes. The MAU itself also provides
the logical ring that the network
operates on.

mesh topology A network design
where devices use redundant connec-
tions as a fault tolerance strategy.

metric ‘The method routing algo-
rithms use to determine the suitabil-
ity of one path over another. The
metric can be a number of different
things such as the path length, the
actual cost of sending the packets
over a certain route, or the reliability
of a particular route between the
sending and receiving computers.

NADN (Nearest Downstream
Neighbor) On a Token Ring net-
work, 2a NADN would be the active
node directly downstream from a
particular node. See also NAUN
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T\JAUN (Nearest Upstream Neighbor)

NAUN (Nearest Upstream
Neighbor) In Token Ring network
a computer that passes the token to
the next computer on the logical ring
would be called the nearest active
upstream neighbor or NAUN.

NBP (Name Binding Protocol) A
Transport layer protocol that maps
lower-layer addresses to AppleTalk
names that identify a particular net-
work resource such as a printer server
that is accessible over the internet-
work.

NCP (Netware Core Protocol)
An IPX/SPX protocol that handles
network functions at the Application,
Presentation, and Session layers of
the OSI model.

neighbors Routers that are directly
connected to a particular router by
LAN or WAN connections.

NetBEUI (NetBIOS Extended
User Interface) A simple and fast
network protocol that was designed
to be used with Microsoft’s and IBM’s
NetBIOS (Network Basic Input
Output System) protocol in small
networks.

network A group of computers and
related hardware that are joined
together so that they can communi-

cate.

NIC (Network Interface Card) A
hardware device that provides the
connection between a computer and
the physical media of a network. The
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NIC provides the translation of data
into a bit; sometimes referred to as
an adapter.

NLSP (NetWare Link Services
Protocol) A Novell developed link-
state routing protocol that can be
used to replace RIP as the configured
routing protocol for IPX routing.

node Any device on the network
(such as a computer, router, or
server).

nonextended segment An
AppleTalk network segment that is
assigned only one network mumber.

NOS (Network Operating System)
Any number of server-based software
products, such as Windows N'T
Novell NetWare, and AppleTalk, that
provides the software functionality
for LAN connectivity,

NT domain A network managed
by an NT server called the Primary
Domain Controller.

null interface A software only
interface that drops all packets that it
receives. See also logical interface

NVRAM Nonvolatile RAM RAM
that can be used to store the startup
configuration file for the router.
NVRAM can be erased and you can
copy the running configuration on
the router to NVRAM. NVRAM
does not lose its contents when the
router is rebooted.
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octet  Eight bits of information; one
‘pbrtiOB of the four octet IP address
4sed on IP networks.

SI (Open Systems

terconnection Model) A con-
Eépmal model for networking devel-
oped in the late 1970s by the
Iaternational Standards Organization
(1S0). In 1984 the model became the
international standard for network
communications. It provides a con-
¢ ptual framework (based upon seven
layers called protocol stacks) that
helps explain how data gets from one
place to another on a network.

OSPF (Open Shortest Path First)
link state protocol developed by
the Internet Engineering Task Force
(IETF) as a replacement for RIP.
Basically, OSPF uses a shortest-path-
first algorithm that allows it to com-
pute the shortest path from source to
destination when it determines the
route for a specific group of packets.

Networking strategy where the bit
tream of data is divided into packets.
Each packet has its own control
information and is switched through
the network independently.

PDN (Public Data Network or
Private Data Network) A packet
witching network operated by a ser-
vice provider. PDNs provide WAN
onnectivity avenues for the connect-
ng of LANSs at remote sites.
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privileged mode

peer-to-peer network A local area
network that operates without a
server but allows connected comput-
ers to access shared resources such as
files and printers.

permit statements Statements in
an Access list that permit traffic from
certain networks or nodes to enter or
exit a particular router interface,

Ping (Packet InterNet Groper)
An IP protocol used to test the con-
nection between two or more nodes
on a network. These nodes can be
host computers, servers, or routers.

port commands A set of com-
mands that enable you to specify a
particular interface or controller for
configuration; these commands must
be followed by subcommands that
provide additional configuration
information. See also subcommands

Port  See interface

PPP (Point-to-Point Protocol) A
synchronous and asynchronous pro-
tocol that can provide WAN connec-
tions over a number of different
connection types.

PRI See ISDN

privileged mode A complete access
level to the router that enables you to
view, save and erase router configura-
tion parameters and enter the
Configuration mode for the router.
See also Configuration mode
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Protocols

Protocols The software-based
rules that define how networked
computers send and receive data.

PSTN (Public Switched
Telephone Network) The tele-
phone communication infrastructure
provided by the Baby Bells.

RAM (Random Access Memory)
Similar to the dynamic memory you
use on your PC, RAM provides the
temporary storage of information
(packets are held in RAM when their
addressing information is examined
by the router) and holds information
such as the current routing table.

reliability The ratio of expected-
to-received keepalives. See also
keepalives

repeaters Physical devices that take
the signal received from network
devices and regenerates the signal so
that it maintains its integrity along a
longer media run than is normally
possible. Repeaters are also referred
to as concentrators.

ring topology Networked comput-
ers connected one after the other on
the wire in a physical circle. Ring
topology moves information on the
wire in one direction with each net-
worked computer actually resending
the information it receives onto the
next computer in the ring.

RIP (Routing Information
Protocol) A distance-vector rout-
ing protocol that uses hop count as
its metric. RIP summarizes the infor-

mation in the routing table by IP
network numbers (also referred to as
major network numbers).

roll-over cable The cable used to
connect the console computer and
the router.

ROM (Read Only Memory)
Memory chips that contain burned-in
software instructions. Router ROM
contains the Power-on Self-Test
(POST) and the bootstrap program
for the router.

routable protocol A networking
protocol that provides the necessary
Layer 3 protocols for the routing of
packets.

router An internetworking device
used to connect LANSs via AN and
WAN connections. The router uses a
combination of software and hard-
ware to route packets between net-
works.

router console The computer
serving as the router’s dumb terminal.
Used to view and enter configuration
settings on the router.

routers Internetworking devices
that operate at the Network layer
(Layer 3) of the OSI model. Using a
combination of hardware and soft-
ware (Cisco Routers use the Cisco
I0S—Internetwork Operating
System), routers are used to connect
networks.
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ating protocol  Protocols that
pfoﬁdc the mechanism for a router
_'build a routing table and share the
uting information with other con-
Scted routers.

RTMP (Routing Table
Maintenance Protocol) A
fransport layer protocol that is

sponsible for establishing and
maintaining routing tables on routers
that have been enabled to route

rupning configuration The router
configuration currently running in
the router’s RAM.

SAP (Service Access Point) The
LLC sublayer provides these refer-
ence points so that a computer send-
ing data can refer to the SAPs when
communicating with the upper-layer
protocols of the OSI stack on a

SAP (Setvice Advertisement
 Protocol) A protocol that adver-

tises the availability of various

resources on the NetWare network,

serial adapters Adapters provided
vith the router used to connect the
. rollover cable to the COM port on a
' computer.

- serial interfaces A router interface

. providing a connection port for vari-

* ous WAN technologies. A router

. port would typically be attached to a
cable such as a V.35 cable that then
attaches to a WAN DCE device. See

_also DCE
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SONET (Synchronous Optical Network)

server The provider of data com-
munications resources to client
machines on the network.

server-based network A network
where client computers are authenti-
cated on the network by a server
computer. The server provides cen-
tralized file storage and other central-
ized services such as printing and
other resources.

session A transaction between net-
worked nodes.

share-level security Typically used
in Peer-to-Peer networks, each
shared resource requires a password
for access. See also peer-to-peer net-
work

SMTP (Simple Mail Transport
Protocol) TCP/IP Application
layer protocol that provides mail

delivery between two computers.

SNMP (Simple Network
Management Protocol) A
TCP/IP Application layer protocol
that can be used to monitor the
health of an internetwork. SNMP
uses software agents that report back
on a particular measured parameter
related to the network.

SONET (Synchronous Optical
Network) a Fiber Optic network
developed by Bell Communications
Research that provides voice, data,
and video at high speeds.
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SPID (Service Profile Identifier)

SPID (Service Profile Identifier)
A number used to authenticate an
ISDN channel to the switch that
connects the ISDN-enabled device
to the phone system. Each channel
must have a different SPID number.

SPX (Sequence Packet Exchange)
A connection—oriented transport pro-
tocol in the TPX/SPX stack that pro-
vides the upper layer protocols with a
direct connection between the send-
ing and receiving machines.

star topology A network design
where all the computers connect
together at a central hub, each with
its own cable.

static algorithms Internetwork
mapping information that a network
administrator enters into the router’s
routing table.

static routing Routing where the
routing tables have been entered and
updated manually by the network
administrator.

subcommands Commands that
provide specific configuration infor-
mation for the interface or controller
that you specify with a particular port
command. See also port commands

subnet mask A four-octet mask
that is used to determine which bits
in the IP address refer to the network
address, which bits in the IP address
refer to the subnet address, and
which bits in the IP address refer to
the node address.
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switches A Layer 2 internetwork-
ing device that can be used to pre-
serve the bandwidth on your network
using segmentation. Switches are
used to forward packets to a particu-
lar segment using MAC hardware
addressing (the same as bridges).
Because switches are hardware-based,
they can actually switch packets faster
than a bridge.

switching The routing of packets
on a router from an incoming inter-
face to an outgoing interface.

synchronous communication

Serial connections that use a clocking
device that provides the precise tim-
ing of the data as it moves from send-
ing to receiving computer across a
serial connection.

TCP (Transport Control Protocol)
A connection-oriented protocol that
provides a virtual circuit between
user applications on the sending and
receiving machines on a TCP/IP net-
work.

TCP/IP (Transmission Control
Protocol/Internet Protocol) A
routable protocol stack that can be
run on a number of different software
platforms (Windows, UNIX, and so
on) and is embraced by most network
operating systems as the default net-
work protocol.

TDR (Time Domain
Reflectometer) A device that can
diagnose shorts and breaks in a cable
and can also provide information on
where the short or break exists on the

cable.
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Telnet A terminal emulation pro-
toco} (part of the TCP/IP stack) that
enables you to connect a local com-
puter with a remote computer (or
other device such as a router).

terminal adapter Also known as an
ISDN modem, used to connect a
node configured for ISDN to the
phone system. See also ISDN

TFTP server A computer running
TFTP software that can be used for
the saving of router configuration
files. Files can be copied from the
router to the TFTP server, or from
the TFTP server to the router.

TFTP (Txivial File Transfer
Protocol) A stripped-down version
of FTP that provides a way to move
files without any type of authentica-
tion (meaning no username or pass-

Token Ring A network architec-

ture developed by IBM that is

arranged in a logical ring and uses 2
oken passing strategy for network
ccess. Token Ring can run at 4 or

[6Mbps. IBM developed and sup-
orts token-passing LANS,

fopology Networks have a physical
ayout or topology that will reflect,

or instance, the cable type used and
the actual architecture of the network
such as ring, bus, mesh, or star
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virtual terminal

tunnel interface A logical interface
that can be used to move packets of a
particular network architecture type
over a connection that doesn’t typi-
cally support these types of packets,
See also logical interface

UDP (User Datagram Protocol)

A connectionless-oriented TCP/IP
stack transport protocol that provides
a connection between application
layer protocols that don’t require the
acknowledgements and synchroniza-
tion provided by TCP. See also TCP

UPS (Uninterruptible Power
Supply) A device that will supply
power to a computer device such as a
router using a battery if the electric-
ity is cut,

User mode The basic access level
to the router, User mode commands
allow you to examine the router’s
configuration but don’t allow you to
change any configuration parameters.
See also Privileged mode and
Configuration mode

virtual circuit A defined route
established across a WAN cloud so
that all the data packets move to the
destination along the same route.
"The use of virtual circuits in packet
switching networks can improve the
overall performance of data transfers.

virtual interfaces See logical inter-
Jace

virtual terminal A computer or
router that uses Telnet to access
another router.
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VLMs (Virtual Loadable Modules Netware}

VLMs (Virtual Loadable Modules
Netware) Software modules that
establish and maintain network ses-

sions between the client and server
on an IPX/SPX network.

voltmeter A device that can be
connected to a cable to test the cable
for a break or a short.

WAN (Wide Area Network) A
group of connected campuses or
internetworks that span large geo-
graphical areas.

WAN interfaces Serial interfaces
or special interfaces such as ISDN
interfaces that are used for WAN
connectivity. See also serial interfaces

wildcard mask 32-bit mask used

with TP addresses to determine which

portion of the IP address should be

ignored in Access list deny and permit

statements.

X.121 A telephone standards
addressing scheme (also known as

International Data Numbers) used by

the X.25 WAN protocol that is com-
prised of one to 14 decimal digits.
"This number identifies the local
X.121 address for your serial inter-
face and must be configured on the
router that is being enabled for X.25.

XINS (Xerox Network Systems)
In the 1960s a bunch of geniuses at

the Xerox Palo Alto Research Center

developed the XNS (Xerox Network
Systems) network operating system.
NetWare is based heavily on this
early networking protocol stack.
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ZIP (Zone Information Protocol)
A Network and Transport layer pro-
tocol that is used to assign logical
network addresses to nodes on the
network.

Zone A logical grouping of differ-
ent AppleTalk physical network seg-
ments. Zones are logical groupings of
users (similar to the concept of work-
groups in Microsoft peer-to-peer net-
working).




AppleTalk Access lists,
256-258
uilding, 246-247, 252-253
eleting, 254

deny statements, 244247
rouping to an interface,
253-254

IP Access lists, 247-254, 314

JPX Access lists, 254-256

_operation of, 244-246
ermit statements, 244-247

wildcard masks, 248-252

rmit zone [zone name]
mmand, 331

ny -1 -1 command, 330
ess-list [list #] permit or
ny cable-range [cable
nge] command, 331
ess-list [list #] permit or
ny fip address] [wildcard
sk} command, 328
ss-list [list #] permit or
ny [source network
dress] [destination net-
k address] command,

ive hubs, 72

Address Resolution Protocol
(ARP), 47, 172
addresses

AppleTalk, 229-232

hardware addresses, 45

IP addresses, 47, 174
classes, 175-177
cost, 176
DHCP servers, 293
obtaining, 176
purpose of, 174-175
router interfaces, 196-201
subnet masks, 178-181
subnetting, 180-194
TFTP servers, 290
written forms, 174,

177-179

IPX addresses, 214-216

MAC addresses, 45
finding, 43
router LAN interfaces, 104
routing, 175

major network addresses,

192
network addresses, 192

administration of peer-to-
peer networks, 10

algorithms for routing, 87
distance vector, 88-90
dynamic, 88-89
link state, 88-89
metrics, 89-91
static, 87, 89

American Registry for

Internet Numbers, 176
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Apple Macintosh networks
AppleTalk, 30-31, 228
addressing, 229-232
as a voutable protocol, 85
configuring, 232-236
monitoring, 237-240
nerwork interface cards,
228
phases, 230, 318
protocols, 49-51, 228-229
resources, 232
troubleshooting, 317-319
zones, 232-233
LocalTalk, 30

AppleTalk, 30-31, 228

addressing, 229-232
as a routable protocol, 85
configuring, 232-235

LAN interfaces, 235-236

WAN interfaces, 236
monitoring, 237-240
network interface cards, 228
phases, 230, 318
protocols, 49-51, 228-229

AARE, 50, 228

AFE 50

AppleShare, 50

ATP, 50

DDF 51, 228

NBEB 50, 229

RTME 229

ZIP, 50, 228
resources, 232
troubleshooting, 317-319
zones, 232-233




INDEX
AppleTalik Access lists

AppleTalk Access lists ARP (Address Resolution building Access lists,
creating, 256-258 Protocol), 172 246-247,252-253
grouping, 257-258 Asynchronous Transfer bus topology (networks),
appletalk access-group [list Mode (ATM), 64-65 21-22
#] command, 331 asynchronous serial commu- : _‘
appletalk cable-range [cable- pications, 106 C S
range number] command, ATM (Asynchronous i
332 Transfer Mode), 64-65 cables
AppleTalk commands, category 5 twisted pair
331-332 B cable, 17, 19
coaxial cable, 17-19

appletalk routing command, copper cable, 17-19

332 bandwidth [bandwidth] com- DCE cables. 260-261
appletalk zone [zone name] mand, 333 D'TE cable SZ 960-261
command, 332 banner motd end character fiber-optic cable, 17-19
Application layer (OSI command, 162-163 guidelines for selecting, 18
model), 35, 38, 40 banner motd [banner end pin configurations, 122
application servers, 11 character] command, 334 roll-over cable, 116
APR (Address Resolution banners (routers), 161-163 'tf‘;?cnli;eiocible 17-19
Protocol), 47 baud rate (serial communica- Thipnet cable. ’1 8-19
architectures (networks), 25 tions), 119 troubleshootix;g, 306

AppleTalk, 30-31 BGP (Border Gateway
Ethernet, 26-27 Protocol), 95-96
advantages, 28

campus networks, 75

campuses, 11
boot sequence or routers,

disndvantages, 28 126-128 cards
FEast Ethernet, 28, 103 network cards, 41, 43
frame types, 27-28 Border Gateway Protocol NICs (network interface
Gigabir Ethernet, 28 (BGP), 95-96 : cards), 12-13
IEEE 802.3 specification, border routers, 96 addresses, 13
27 bridges AppleTulk, 228
implementations, 27 broadcast storms, 74 I/0 ports, 17
router interfaces, 103 internetworking, 68, 71-72 installing, 13-15
FDDJ, 29-30, 104 source-routing bridges, 73 IRQs, 15-16
IBM Token Ring, 28-29 transparent bridges, 73 network architectures, 14
beaconing, 29 roblems with, 14
IEEE $07.5 specification, broadeast storms, 12, 73-74 i
28 broadcasts VIP (Versatile Interface
router interfaces, 103-104 messages, 81 Processor) cards, 102
troubleshooting, 309-311 SAP announcements, category § twisted pair cable,
network interface cards 216-217 17, 19
(NICs), 14 ’
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Data Link broadcasts, 157

isabling, 160

- enabling, 157-160

. holdtime, 158

iplatform independence, 158

- viewing CDP neighbors,
159-160

hecking router meinory,

154-156, 158

ircuit switching WANS,

60-61

isco, 338
-800 number, 115

{TFTP server software,
291-294

" Web address, 104, 113, 273,
342

isco Certified

Internetworking Engineers,

126

isco ConfigMaker, 125,
272
Cisco IOS version require-
ments, 272
delivering configurations to

routers, 284-287
downloading, 272-273
exiting, 287
Help, 287

» installing, 273-274
internetwork diagrams,

274-276

adding devices, 276-279

connecting LANs to
routers, 278-281

conmnecting routers ro
routers, 281-284

deleting devices, 278

saving, 286

starting, 274
| system requirements, 273

windows
Connection window, 275
Devices window, 275
Network Diagram win-
dow, 275
Status bar, 276
Task list, 276
wizards
Address Network Wizard,
274
Deliver Configuration
Wizard, 274, 285
Ethernet Wizard, 280

Cisco Discovery Protocol
(CDP), 157
Data Link broadcasts, 157
disabling, 160
enabling, 157-160
holdtime, 158
platform independence, 158
viewing CDP neighbors,
159-160
Cisco I0S, 115, 142, 342
checking version, 272
command set, 142-144
abbreviating commuands,
153
configuration cormmands,
145-147
Exec conmands, 144-145
router examination con-
mands, 149, 151-153
command summary, 324
AppleTalk commands,
331-332
interface configuration
commiands, 327-328
1P commands, 328-330
IPX commands, 330-331
miscellaneouts commands,
334-335
password configuration
commands, 326-327

365

CiscoWorks

router examination com-
miands, 324-325
rotiter mentory commands,
325-326
rotuter name configuration
cornimands, 326-327
troubleshooting commands,
334
WAN commands, 332-333
Command-Line Interface
(CLD), 143, 151
ConfigMaker, 272
copying to Flash RAM,
298-300
Help system, 147-150
loading from TFTP server,
297-298

Cisco routers

assembling, 115
checking your purchase, 115
Cisco 1000 routers, 341
Cisco 2500 routers, 340
Cisco 2505 routers, 112
Cisco 4500 routers, 339-340
Cisco 7500 routers, 338
Cisco 108, 115, 342
console
connecting, 116-117
termminal emulation,
117-119
CPUs, 113
design, 113
installing, 116
interfaces, 113
memory, 113-114
networks connections,
119-122
ports, 112-113
roll-over cable, 116
selecting, 113, 338
serial adapters, 116
weight, 339

CiscoWorks, 125
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CLI

CLI (Command-Line
Interface), 143, 151

clock, 154

clock rate [clockrate] com-
mand, 333

clock set command, 154
coaxial cable, 17-19

command summary, 324

AppleTalk commands,
331-332

interface configuration
commands, 327-328

IP commands, 328-330

IPX commands, 330-331

miscellaneous commands,
334-335

password configuration
commands, 326-327

router examination com-
mands, 324-325

router memory commands,
325-326

router name configuration
commands, 326-327

troubleshooting commands,
334

WAN commands, 332-333

Command-Line Interface
(CLD), 143, 151

commands, 142-144
abbreviating, 153
access-list [list #] deny or
permit zone [zone name]
command, 331

access-list [list #] permit or
deny -1 -1 command, 330

access-list [list #] permit or
deny cable-range [cable
range] command, 331

access-list [list #] permit or
deny [ip address] [wildcard
mask] command, 328

366

access-list [list #] permit or
deny [source network
address) [destination net-
work address] command,
330
appletalk access-group [list
#] command, 331
appletalk cable-range
[cable-range number]
command, 332
AppleTalk commands,
331-332
appletalk routing command,
332
appletalk zone [zone name)]
command, 332
bandwidch [bandwidth]
command, 333
banner motd end character
command, 162-163
banner motd [banner end
character] command, 334
clock rate [clockrate] com-
mand, 333
clock set command, 154
config command, 136-137,
327
configuration commands,
145-146
ghobal commands, 146
port commmands, 147
subcornmands, 147
copy flash tftp command,
325
copy running-config
startup-config command,
325 .
copy startup-config tftp
command, 326
copy tftp flash command,
326
copy tftp startup-config
command, 326
Curl+Z command, 327, 335

debug appletalk routing com-
mand, 318-319

debug ip igrp events com-~
mand, 206-207

debug ip igrp transaction
command, 206-207, 328

debug ip rip command, 204,
328

debug ipx routing activity
command, 224-225, 330

disable command, 335

enable command, 335

enable cdp command, 327

enable secret password [pass-
word] command, 146, 326

encapsulation [encapsulation
type] command, 328

encapsulation [WAN proto-
col] command, 333

erase startup-config com-
mand, 128, 326

Exec commands, 144-145

frame-relay interface-dlci
[dlci #] command, 333

frame-relay Imi-type [LMI
type] command, 333

Help, 147-150

history, 156

hostmame [name] command,
146, 326

interface configuration com-
mands, 327-328

interface ethernet [interface
number] command, 328

interface serial [interface
number] command, 328

ip access-group [list number]
out or in command, 329

ip address [ip address] {subnet
mask] command, 329

1P commands, 328-330

ip ospf hello-interval com-
mand, 95

ip routing comiand, 202,

329
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{ibnet-zero command,

92 )
anumbered [interface ox
gical interface] com-

ot out command, 330
commands, 330-331

umber] command, 329
debug all command, 329
bug ip rip command,

debug ipx routing activ-
“command, 225, 331
routing command,
02,
vord configuration
mands, 326-327
vord [password] com-

router memory commands,
325-326

router name configuration
commands, 326-327

router rip command, 329

set clock command, 335

show command, 149-150,
153,238

show access-list [list #| com-
mand, 253, 329, 331

show appletalk commands,
238-240

show appletalk global com-
mand, 332

show appletalk interface
brief command, 332

show appletalk interface
command, 332

show appletalk interface e0
command, 332

show appletalk zone com-
mand, 332

show cdp interface com-
mand, 157

show cdp neighbor com-
mand, 159-160, 324

show cdp neighbor details
command, 160

show clock command,
153-154, 324

show controller command,
303-304, 334

show flash command, 156,
324

show frame-relay Imi com-
mand, 268, 333

show frame-relay map com-
mand, 268, 333

show history command,
153, 325

show hub command, 153,
325

367

commands

show interface command,
94-95, 101-102, 151-152,
303,325

show interface ethernet
[interface number] com-~
mand, 325

show interface serial 0 com-
mand, 311-313

show interface serial [inter-
face number] command,
260-261, 325

show interface [interface
type] [interface number]
command, 334

show interfaces ethernet
[interface number] com-
‘mand, 308-309

show interfaces tokenring
[interface number] com-
mand, 310-311

show ip interface [interface
type and number] com-
mand, 199, 314, 330

show ip protocol command,
204, 330

show ip route command,
203, 206, 314, 330

show ipx interface brief
command, 317

show ipx interface com-
mand, 222,331

show ipx route command,
223,225,331

show ipx traffic command,
224-225, 331

show processes command,
153,325

show protocol command,
153,325

show running-config com-
mand, 136, 155-156, 314,
326

show stacks command, 304,
334
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commands

show startup-config com-
mand, 326

show version command,
153,272, 325

telnet [ip address] com-
mand, 330

trace [ip address] command,
315-316, 334

troubleshooting commands,
334

‘WAN commands, 332-333

x25 address [data link
address] command, 333

%25 ips [bits] command, 333

x25 ops [bits] command,
333

x25 win [number of packets]
command, 333

%25 wout [number of pack-
ets] command, 333

communication (networks)
connection-oriented com-
munication, 39, 41
connectionless communica-
tion, 39, 41
OSI model, 34-35

Communication servers, 11

communications

serial communications
asynchronous, 106
baud rate, 119
data bits, 119
parity, 119
stop bits, 119
synchronous, 106
terminal emulation,

118-119

subnets
between subnets, 81
on the same subnet, 80-81

368

computers
mainframes
dumb terminals, 8
history of, 8
PGCs
history of, 8
IBM Personal Computer, 8
networking, 8-26
concentrators. See repeaters.

config command, 136-137,
327

ConfigMaker, 125, 272
Cisco IOS version require-
ments, 272
delivering configurations to
routers, 284-287
downloading, 272-273
exiting, 287
Help, 287
installing, 273-274
internetwork diagrams,
274-276
adding devices, 276-279
connecting LAN to
routers, 278-281
connecting routers fo
routers, 281-284
deleting devices, 278
saving, 286
starting, 274
system requirements, 273
windows
Connection window, 275
Devices window, 275
Nerwork Diagram win-
dow, 275
Status bar, 276
Task list, 276
wizards
Address Network Wizard,
274
Deliver Configuration
Wizard, 274, 285
Ethernet Wizard, 280

configuration commands,
145-146
global commands, 146
port commands, 147
subcommands, 147

Conﬁguraﬁon mode (routers),
134-135, 137-139, 144-147

configurations (routers)
copying, 294-296
saving, 290-291
viewing, 296
configuring
AppleTalk, 232-235
LAN interfaces, 235-236
WAN interfuces, 236
routable protocols, 87
router interfaces, 102
routers, 124
access, 134-139
boot sequence, 126-128
commands, 124
from nexwork management
workstation, 125
frome vouter console, 124,
126
Sfrom scratch, 128
from TFTP Server, 125
from virtual terminal, 124
importance of corvect config-
uration, 126
interfaces, 132-134
routed protocols, 131-132
routing protocols, 87,
131-132
Setup dialog, 128-134
System Configuration dialog,
127-128
virtual terminal, 124
with Cisco ConfigMaker,
125, 2§4-287
‘WAN protocols
Frame Relay, 265-269
HDLC, 261-262
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SDN, 268-270
.PPPB, 262-
- X.25, 263-265

jecting

10 console, 116-117
-~ 10 network, 119-122
Telnet, 209-210
FTP servers, 290
WANS, 55
" dedicated leased lines,
56-59
dial-up connections, 55
switched nerworks, 59-62
anection-oriented com-
munication, 39, 41

nnectionless communica-

nnections (networks), 12
‘cables
o copper cables, 17-19
fiber-optic cables, 17-19
guidelines for selecting, 18
hubs, 19-20
MAUs, 20
NICs (network interface
cards), 12-13
wddresses, 13
I/0 ports, 17
installing, 13-15
IRQs, 15-16
network architectures, 14
problems with, 14
shots, 13
repeaters, 20

checking, 314-316
troubleshooting, 303, 306

connecting, 116-117
terminal emulation,
117-119

copper cable, 17-19

copy flash tftp command,
325

copy running-config startup-
config command, 325

copy startup-config tftp
command, 326

copy tfep flash command,
326

copy tftp startup-config
command, 326

copying
10S to Flash RAM,
298-300
router configurations,
294-296
running configuration, 156

core routers, 96
CPUs, 113

CRC (Cyclical Redundancy
Check), 41

Ctrl+Z command, 327, 335

Cyclical Redundancy Check
(CRC), 41

D

DARPA (Defense Advanced
Research Projects Agency),
48

data bits (serial communica-
tions), 119

Data-Link layer (OSI
model), 41-43, 45

Logical Link Control
(LLC), 43-44
Media Access Control
(MAC), 43-44
date (routers), setting, 154
DDS lines, 56-58

369

dialogs

debug appletalk routing
command, 318-319

debug ip igrp events com-
mand, 206-207

debug ip igrp transaction
command, 206-207, 328

debug ip rip command, 204,
328

debug ipx routing activity
command, 224-225, 330

DECpet, 131

dedicated leased lines, 56
DDS lines, 56-58
T-carrier lines, 56-59

Defense Advanced Research
Projects Agency (DARPA),
48

deleting Access lists, 254

deny statements (Access
lists), 244-247
designing internetworks
with ConfigMaker, 274-284
with Visio Standard, 319
DHCP sexvers, 293
diagrams (internetworks),
274-276
adding devices, 276-279
as a troubleshooting tool,
318-319
connections
LANS to routers, 278-281
routers to routers, 281-284
deleting devices, 278
saving, 286
dial-up connections, 55
dialogs
Setup, 128-134

System Configuration,
127-128
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Digital Communication Equipment

Digital Communication
Equipment (DCE),
260-261

Digital Equipment
Corporation DECnet, 131

Digital Subscriber Line
(DSL), 61

Digital Terminal Equipment
(DTE), 260-261

disable command, 335
DOS and IRQs, 15

downloading ConfigMaker,
272-273

DSL (Digital Subscriber
Line), 61
dumb terminals, 8

E

EGPs (Exterior Gateway
Protocols), 93, 95-96

EIGRP (Enhanced Interior
Gateway Routing
Protaocol), 85, 94

email (gateways), 74

enable command, 335
enable cdp command, 327
enable secret password
[password] comimand, 146,
326
Enabled mode (routers). See
Privileged mode (routers).
encapsulation, 146, 260
encapsulation [encapsulation
type] command, 328
encapsulation [WAN proto-
col] command, 333

370

Enhanced Interior Gateway
Routing Protocol (EIGRP),

85, 94
erase startup-config com-
mand, 128, 326
Ethernet, 26-27
advantages, 28
disadvantages, 28
Fast Ethernet, 28, 103
frame types, 27-28
Gigabit Ethernet, 28
IEEE 802.3 specification,
27
implementations, 27
router interfaces, 103
woubleshooting, 307-309

Ethernet frame, 42
IEEE specifications, 45
internetworking, 71
segments, 42

Exec commands, 144-145
exiting ConfigMaker, 287

Exterior Gateway Protocols
(EGPs), 93, 95-96
extranets, 50

F

Fast Ethernet, 28, 103
FDDI, 29-30
router interfaces, 104
tatorial, 71

Fiber Distributed Data
Interface, See FDDL

fiber-optic cables, 17-19
file servers, 11
File Transfer Protocol

(FTP), 47, 170, 290

filtering packets with Access
lists, 244

AppleTalk Access lists,
256-258

building, 246-247, 252-253

deleting Access lists, 254

deny statements, 244-247

grouping to an interface,
253-254

TP Access lists, 247-254

IPX Access lists, 254-256

operation of, 244-246

permit statements, 244-247

wildcard masks, 248-252

finding IRQs, 15-16
Flash RAM, 156, 158, 298-300

Frame Relay, 64
configuring, 265-269
cost effectiveness of, 260
serial router interfaces, 107

frame-relay interface-dlci [dlci
#] command, 333

frame-relay Imi-type [LMI
type] command, 333

FTP (File Transfer Protocol),
47, 170, 290

G-H

gateways
email, 74
internetworking, 68-69,
74-75
Global Configuration mode
(routers), See Configuration
mode (routers).
grouping Access lists to inter-
faces, 253-254

hardware addresses, 45
hardware problems, 302-307
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5LC (High-Level Data

ink Control), 65

configuring, 261-262

serial router interfaces,

1 105-106
Help
Cisco 10S, 147-150
ConfigMaker, 287
.wlett Packard and HP
bpenView, 125
gh-Level Data Link

Control (HDLC), 65
configuring, 261-262
serial router interfaces,

105-106
tory of commands, 156

sthame [name] command,
46,326
OpenView, 125

hubs, 19-20
hybrid topologies (net-
“works), 26
Hyper-RFC Web site, 172
i{yperTerminal, 117

- Personal Computer, 8
Web address, 71, 311
IBM Token Ring, 28-29
. beaconing, 29
IEEE 802.5 specification,
28
. router interfaces, 103-104
troubleshooting, 309-311
CMP (Internet Control
' Message Protocol), 172

International Standards Organization

IEEE (Institute for Electrical
and Electronic Engineers),
45

802 specifications, 43-44, 47
Ethernet frame specifica-
tons, 45

IETF (Internet Engineering
Task Force), 95

IGPs (Interior Gateway
Protocols), 92-95

IGRP (Interior Gateway
Routing Protocol), 93-95,
204-207

installing

Cisco TFTP server soft-
ware, 292-294

ConfigMaker, 273-274

network interface cards
(NICs), 13-15

routers, 116

Institute for Electrical and
Electronic Engineers
(EEE), 45

802 specifications, 43-44, 47
Ethernet frame specifica-
tions, 45

Integrated Services Digital

Network ISDN), 60
basic rate ISDN, 61
configuring, 268-270
primary rate ISDN, 61
serial router interfaces,

107-108

interface configuration com-
mands, 327-328

interface ethernet [interface
number] command, 328

interface serial [interface
number] command, 328

371

interfaces
Command-Line Interface
({I05S), 143, 151
LAN interfaces, 102-105,
307-311
router interfaces, 100-101,
113
Hccess lists, 246-247,
253-254
configuration commands,
327-328
configuring, 102
IP gddyesses, 196-201
IPX routing, 219-223
LAN interfaces, 102-105
logical interfaces, 108-110
MAC addresses, 104
router configuration,
132-134
serial interfaces, 104-108
viewing, 101-102
serial interfaces, 260
encapsulation, 260
Frame Relay, 260,
265-269
HDLC, 261-262
ISDN, 268-270
PPB 262-263
X.25, 263-265
WAN interfaces, 260
tips for selecting, 260
troubleshooting, 311-313
Interior Gateway Protocols
AGPs), 92-95
Interior Gateway Routing
Protocol IGRP), 93-95,
204-207
International Standards
Organization (ISO)
1SO 9002, 34
ISO 9660, 34
Open Systems
Interconnection Reference

Model, 34
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Internet

Internet, 50, 68

Internet Control Message
Protocol (ICMP), 172

Internet Engineering Task
Force (IETF), 95

Internet Protocol (IP), 47,
172

Internetwork, 50

Internetwork Packet
Exchange Protocol (IPX),
49, 213, 316-317

Internetwork Packet
Exchange/Sequenced
Packet Exchange
(APX/SPX), 48-49

internetworking, 68-69
bridges, 68, 71-72
campus networks, 75
cost-saving tips, 55
Ethernet frame, 71
expansion, 68
gateways, 68-69, 74-75
Internet, 68
repeaters, 68-70, 72
routers, 68, 73-74
segmentation, 68
switches, 68, 73

Internetworking Operating
System (I0S), 142
command set, 142-144
abbreviating commands,
153
configuration commands,
145-147
Exec commands, 144-145
router examination coni-
mands, 149, 151-153
Command-Line Interface
(CLD), 143, 151
Help, 147-150

372

internetworks, 11
designing
with ConfigMaker,
274-284
with Visio Standard, 319
neighbors, 157-160
pinging, 160-161
viewing, 159-160
Interrupt ReQuests (IRQs),
15
finding, 15-16
settings, 16
intranets, 50
I0S, 142
checking version, 272
command set, 142-144
abbreviating commands,
153
configuration commands,
145-147
Exec commands, 144-145
router exarningtion com-
mands, 149, 151-153
command summary, 324
AppleTilk commands,
331-332
interface configuration
commands, 327-328
IP commands, 328-330
IPX commands, 330-331
miscellaneous cormmands,
334-335
password configuration
commands, 326-327
Foulter examination com-
wmands, 324-325
TOTLLEr THEDIOTY COTHINANAS,
325-326
router name configuration
commands, 326-327
troubleshooting commands,
334
WAN commands, 332-333

Command-Line Interface
(CLD), 143, 151

ConfigMaker, 272

copying to Flash RAM,
298-300

Help system, 147-150

loading from TFTP server,
297-298

IP (Internet Protocol), 47, 172

IP Access lists, 247-249, 314
creating, 252-253
deleting, 254
grouping to an interface,
253-254
wildcard masks, 249-252

ip access-group [list number]
out or in command, 329

ip address [ip address] [subnet
mask] command, 329

IP addresses, 47, 174
classes, 175-177
cost, 176
DHCP servers, 293
obtaining, 176
purpose of, 174-175
router interfaces, 196-198
LAN interfaces, 198-200
viewing, 199
WAN interfaces, 200-201
subnet masks, 178-181
subnetting, 180-181
binary and decimal conver-
sions, 181-182
calculating available node
addresses, 188
calculating IP subnet ranges,
186-188
Class A subnets, 182-188,
194
Class B subnets, 188-190,
194
Class C subnets, 190-193
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network subnet mask cre-
ation, 184-186
subnet creation, 182-184
subnet O, 192-193
TETP sexvers, 290
written forms, 174, 177-179

1P commands, 328-330

P datagrams, 171

p ospf hello-interval com-
fmand, 95
1P routing, 196-197
© configuring routing proto-
cols, 201-207
. disabling, 202
dynamic routing, 207-209
enabling, 202
LANSs, 198-200
static routing, 207-209
Telnet, 209-210
WANS, 200-201
p routing command, 202,
329
p subnet-zero command,
192
p unnumbered [interface or
logical interface] command,
329
IPX (Internetwork Packet
Exchange), 49, 213,
316-317
IPX Access lists
creating, 254-256
grouping, 255-256
px access-group [list #] in or
out command, 330
IPX addresses, 214-216

- IPX commands, 330-331

[network pumber] encap-
sulation [frame type] com-
mand, 331

IPX routing
configuring, 217-219
monitoring, 223-225
router interfaces, 219-223

ipx routing command, 218,
331

IPX/SPX, 212 .
as a routable protocol, 85
protocol stack, 48-49
protocols

IPX (Internerwork Packet
Exchange), 213

NetWare Core Protocol
(NCP), 213

NetWare VLMs (Vistual
Loadable Modules), 213

NLSP (NetWare Link
Services Protocol), 214

RIP (Routing Information
Protocol), 213

SAP (Service
Advertisement Protocol),
213-214, 216-217

SPX (Sequence Packet
Exchange), 213

IRQs, 15
finding, 15-16
settings, 16

ISDN (Integrated Services

Digital Network), 60
basic rate ISDN, 61
configuring, 268-270
primary rate ISDN, 61
serial router interfaces,

107-108

isdn spid [spid channel des-~

ignation] {SPID #] com-

mand, 333

isdn switch type basic-

[switch identifier] com-

mand, 333
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layers

ISO (International Standards
Organization)
IS0 9002, 34
1SO 9660, 34
Open Systems
Interconnection Reference
Model, 34

B K-L

LAN interfaces, 102-105
AppleTalk, 235-236
IP addresses, 198-200
troubleshooting, 307-311

LANs, 11

campuses, 11

internetworking, 68-69
bridges, 68, T1-72
Ethernet frame, 71
expansion, 68
gateways, 68-69, 14-75
repeaters, 68-70, 72
routers, 68, 713-74
segmentation, 68
switches, 68, 73

internetworks, 11

layers
NetBEUI, 45
OSI model, 34-35
Application layer; 35, 38,
40
data movement through,
36-39
Data-Link layer; 41-45
mnemonic, 36
Network lnyer; 40
numbering of, 36
Physical layer; 35, 43
Presentation layer; 38, 40
Session lnyer, 38-39, 41
Transport layer, 40
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layers

TCP/IP, 45-46, 49
ARP, 47
FTB 47
1B 47
IP addresses, 47
SMTP 47
TCE 47
UDR 47

layers. See also protocol
stack,

leased lines, 56

DDS lines, 56-58

T-carrier lines, 56-59
line console 0 command, 327
line vty 0 4 command, 327

loading Cisco IOS from a
TFTP server, 297-298

local area networks (LANS),
11

campuses, 11

internetworking, 68-69
bridges, 68, 71-72
Ethernet frame, 71
expansion, 68
gateways, 68-69, T4-75
repeaters, 68-70, 72
routers, 68, 73-74
segmentation, 68
switches, 68, 73

internetworks, 11

LocalTalk, 30

logical router interfaces, 108
Loopback intetface,
108-109
Null interface, 109
Tunnel interface, 109-110

Loopback logical router
interface, 108-109

M

MAC addresses, 45
finding, 43
router LAN interfaces, 104
routing, 175

Macintosh networks
AppleTalk, 30-31, 228
addyessing, 229-232
configuring, 232-236
monitoring, 237-240
network interface cards,
228
phases of; 230
protocols, 49-51, 228-229
resources, 232
zones, 232-233
LocalTalk, 30

mainframes
dumb terminals, 8
history of, 8

major network addresses,

192

maps (internetworks),
274-276
adding devices, 276-279
as a troubleshooting tool,
318-319

connections
LAN5 to routers, 278-281
youters to routers, 281-284

deleting devices, 278

saving, 286

MAUs, 20

Media Access Control
(MAC) addresses, 43, 45

memory, 113-114
checking, 154-156, 158
Flash RAM, 114, 156, 158
NVRAM, 114

RAM, 114

role of, 114

ROM, 114
router memory commands,
325-326

mesh topology (networks), 25

Microsoft Windows 3.11
IRQs, 15
peer-to-peer networking
capabilities, 9
Microsoft Windows 95/98
IRQs, 15
peer-to-peer networking
capabilities, 9
Microsoft Windows NT
Server, 11, 16

Microsoft Windows NT'
Workstation
IRQs, 16
peer-to-peer networking
capabilites, 90
model network (OSI), 34
layers, 34-45
network communication,
34-35
protocol stacks, 34-35
modems, 56

modes (routers), 134
Configuration mode,
134-135, 137-139,
144-147
Privileged mode, 134-137;
144, 153-154
ROM Monitor mode, 134
RXBoot mode, 134
User mode, 134-136, 144
monitoring
AppleTalk routing, 237-240
IPX routing, 223-225

multiport repeaters, 72

multistation access units

(MAUs), 20
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ming routers, 129

p (NetWare Core
otocol) (PX/SPX), 49,
3

ghbors, 1 57-160

pinging; 160-161

yiewing, 159-160

tBEUL
s a routable protocol, 85
protocol stack, 45

NetBIOS Extended User
terface. See NetBEUI.

NetWare (Novell), 212
Ethernet frame, 45
IPX/SPX, 48-49, 212

IPX, 49
NCP, 49
SAP, 49
SPX, 49

etWare Core Protocol
CP) (IPX/SPX), 49, 213

NetWare Link Services
‘Protocol (NLSP), 214
NetWare VLMs (Virtual
Loadable Modules), 213
yetwork addresses, 192
ietwork cards, 41, 43

hetwork communication
connection-oriented com-
munication, 39, 41

. connectionless communica-

tion, 39, 41
OSI model, 34-35

etwork interface cards
(NICs), 12-13
addresses, 13, 41, 43
AppleTalk, 228
/O ports, 17

installing, 13-15

IRQs, 15-16

network architectures, 14
problems with, 14

slots, 13

Network layer (OSI model),

40

network operating systems
(NOS), 11, 168

network protocols
AppleTalk, 85, 228-240
IPX/SPX, 85, 212-214,
216-217
NetBEUIL, 85
routing, 103
TCP/IP, 85

network [major network
number] command, 329

networks
architectures, 25
AppleTilk, 30-31
Ethernet, 26-28, 103
Fust Ethernet, 103
FDDI, 29-30, 104
IBM Token Ring, 28-29,
103-104
NICs (network interface
cards), 14
campus networks, 75
connections, 12
cables, 17-19
bubs, 19-20
/0 ports, 17
IRQs, 15-16
MAUs, 20
NICs (network interface
cards), 12-15
repeaters, 20
extranets, 50
Internet, 50
Internetwork, 50
intrapets, 50

networks

LANs, 11
campuses, 11
internetworking, 68-75
internetworks, 11
Macintosh networks, 49-51
PC networks, 9
benefits, 8
connections, 12-20
models, 8-12
topologies, 20-26
peer-to-peer networks, 8-9
administration, 10
drawbacks, 10
security, 10
protocol stacks, 34-35,
168-173
routers, 78
connecting, 119-122
interfaces, 100-110
network protocols, 103
routing data, 78
AppleTalk. See AppleTilk.
IP routing, 196-210
1PX routing, 217-225
packet switching, 8§1-82
packets, 78
path determination, 78-80
subnet communication,
80-81
subnets, 78-81
server-based networks, 9-11
drawbacks, 12
LANs, 11
server types, 11
WANs, 11
subnets, 78-81
topologies, 20-21
bus topology, 21-22
hybrid topologies, 26
mesh topology, 25
ring topology, 23-25
star topology, 22-23
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networks
‘WANSs, 11, 54 Open Systems p
connections, 55~62 Interconnection Reference
cost-saving tips, 55 Model, 34 Packet InterNet Groper
wireless technologies, 54 layers, 34-35 (Ping), 160-161
NICs (network interface Application layer; 35, 38, packet switching WANS,
cards), 12-13 40 61-62
addresses, 13, 41, 43 data movemnent through, ATM (Asynchronous Transfer
AppleTalk, 228 3639 Mode), 64-65
/O ports, 17 D”M‘L”.’k ayer, 41-45 frame relay, 64
installing, 13-15 mimemonic, 36 HDLC, 65
IRQS, 15-16 Net-worl? Ia_yer; 40 PPP, 65
network architectures, 14 nﬂml.lermg of, 36 X.25, 62-64
problems With, 14 Phyﬂtﬂl 1/1_)’87; 35, 43 Lets
slots. 13 Presentation layer, 38, 40 pac . ) .
s ' Session layer; 38-39, 41 filtering with Access. lists, 244
NLSP (NetWare Link Transport layer; 40 AppleTalle Access lists,
Services Protocol), 214 network comm m;icatio 0, .25 6‘—25 8
no debug all command, 329 34.35 building, 246-247, 252-253

no debug ip rip command,
204
no debug ipx routing activity
command, 225, 331
no ip routing command, 202,
329
NOS (network operating
systems), 11, 168
Novell NetWare, 11, 212
Ethernet frame, 45
IPX/SPX, 48-49, 212
Null logical router interface,
109

0

Ohio State RFC Repository
Web site, 172

Open Shortest Path First
(OSPF), 85, 95

376

protocol stacks, 34-35

OSI model, 34
layers, 34-35
Application layer, 35, 38,
40
data movement through,
36-39
Data-Link layer, 41-45
ninemtonic, 36
Nerwork layer, 40
numbering of, 36
Physical lnyer; 35, 43
Presentation lnyer, 38, 40
Session layer, 38-39, 41
Transport layer, 40
network communication,
34-35
protocol stacks, 34-35
TCP/IP, 168-169, 173

OSPF (Open Shortest Path
First), 85, 95

deleting Access lists, 254
deny statements, 244-247
grouping to an interface,
253-254
IP Access lists, 247-254
IPX Access lists, 254-256
operation, 244-246
permit statements, 244-247
wildcard masks, 248-252
routing, 78
path determingtion, 78-80
subnet comnunication,
80-81
switching, 78, 81-82
parity (serial communica-
tions), 119

password configuration com-
mands, 326-327

password [password] com-
mand, 327

passwords
configuration commands,
326-327
routers, 130
enable password, 138
login password, 138
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Jost passwords, 139
virtual terminal password,
139
history of, 8
IBM Personal Computer, 8
networking
benefits, §
connections, 12-20
wmodels, §-12
topologies, 20-26
peer-to-peer networks, 8-9
administration, 10
drawbacks, 10
security, 10
permit statements (Access
¢ list), 244-247
personal computers. See
: PCs.
Physical layer (OSI model),
35,43
ping command, 160-161,
314-315, 317-319, 334
Plain Old Telephone System
(POTS), 57

Point to Point Protocol
(PPP)
configuring, 262-263
serial router interfaces, 106
ports
/0 ports (NICs), 17
routers, 100-101, 112-113
configuring, 102
viewing, 101-102
POTS (Plain Old Telephone
System), 57
PPP (Point to Point
Protocol), 65
configuring, 262-263
serial router interfaces, 106
Presentation layer (OSI
model), 38, 40

Public Switched Telephone Network

print servers, 11

Privileged mode (routers),

134-137, 144, 153-154
ProComm Plus, 117

protocol stacks, 34-35, 44
AppleTalk, 49-50
AARE, 50
AFE, 50
AppleShare, 50
ATE, 50
DDE, 51
NBP, 50
ZIF, 50
ATM (Asynchronous
Transfer Mode), 64-65
frame relay, 64
HDLC, 65
IPX/SPX, 48-49
NetBEUI, 45
OSI protocol stack, 35
PPP, 65
TCP/IP, 45-46, 49
ARPB, 47
FTB 47
Internet, 50
1B 47
1P addresses, 47
SMTE, 47
TCE 47
UDE 47
X.25, 62-64
LAP/B, 63
PLF, 62-63
virtual circuits, 64
x.21bis, 63
See also layers.

protocols
network protocols
AppleTalk, 85, 228-240
IPX/SPX, §5, 212-214,
216-217
NetBEUIL 85

routing, 103
TCP/IP, 85, 168-173
routable protocols, 84-85
AppleTilk, 228-240
configuring, 87, 131-132
routing protocols, 84-85
algorithms, 87-91
areas, 91
Border Gateway Protocol
(BGP), 95-96
configuring, 87
EIGRP (Enbanced Interior
Gateway Routing
Protocod), 85, 94
bybrid routing protocols, 90
IGRP (Interior Gateway
Routing Protocol), 93-95
Interior Gateway Protocols
(IGPs), 92-95
1P youting, 201-207
operation of, §5-86
OSPF (Open Shortest Path
First), 85, 95
purpose of, 85, 87
RIP (Routing Information
Protocol), 85, 93
router configuration,
131-132
routing domain, 91-92
‘WAN protocols
configuring, 261-270
Frame Relay, 107, 260,
265-269
HDLC, 105-106,
261-262
ISDN, 107-108, 268-270
PPP, 106, 262-263
X.25, 106-107, 263-265

PSTN (Public Switched
Telephone Network), 57
Public Switched Telephone

Network. See PSTN.
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quit command

Q-R

quit command, 335

reload command, 128, 335

renaming routers, 138

repeaters, 20, 68-70, 72

ring topology (networks),
23-25

RIP (Routing Information
Protocol), 85, 93, 202-204,
213

ROM Monitor mode
(routers), 134

routable protocols, 84-85
AppleTalk, 228-240
configuring, 87, 131-132

router console, 124, 126

router examination com-
mands, 149, 151-153,
324-325

router igrp [autonomous
system number] command,
329

router interfaces, 75

router memory commands,
325-326

router name configuration
commands, 326-327

router rip command, 329

routers, 78
assembling, 115
banners, 161-163
boot sequence, 126-128
border routers, 96
broadecast storms, 73
Cisco routers
checking your purchase,
115
Cisco 1000 youters, 341

378

Cisco 2500 routers, 340
Cisco 2505 routers, 112
Cisco 4500 routers,
339-340
Cisco 7500 routers, 338
Cisco 10S, 115, 342
selecting, 338
weight, 339
clock, 154
configurations
copying, 294-296
saving, 290-291
viewing, 296
configuring, 124
gccess, 134-139
boot sequence, 126-128
commands, 124
from network managernent
workstation, 125
[from vouter console, 124,
126
from scratch, 128
from TFTP Server, 125
from virtual terminal, 124
iruportance of correct con-
figuration, 126
interfaces, 132-134
routed protocols, 131-132
routing protocols, 131-132
Setup dialog, 128-134
System Configuration dia-
log, 127-128
virtual terminal, 124
with Cisco ConfigMakes,
125, 284-287
connections, 116-122
checking, 314-316
Telnet, 209-210
terminal emulation,
117-119
convergence, 88
core routers, 96
CPUs, 113
date settings, 154

design, 113
Digital Communication
Equipment (DCE), 261
Digital Terminal Equipment
(DTE), 260-261
installing, 116
interfaces, 100-101, 113
Access lists, 246-247,
253-254
configuration commands,
327-328
configuring, 102
IP addresses, 196-201
IPX routing, 219-223
LAN interfaces, 102-105
logical interfuces, 108-110
MAC addresses, 104
router configuration,
132-134
serial interfaces, 104-108
viewing, 101-102
internetworking, 68, 73-74
memory, 113-114
checking, 154-156, 158
Flash RAM, 114, 156, 158
NVRAM, 114
RAM, 114
role of, 114
ROM, 114
modes, 134
Configuration mode,
134-135, 137-139,
144-147
Privileged mode, 134-137,
144, 153-154
ROM Monitor mode, 134
RXBoot mode, 134
User mode, 134-136, 144
naming, 129
neighbors, 157-160
pinging, 160-161
viewing, 159-160
network protocols, 103
networks connections,
119-122
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lsasswords, 130
.. enable password, 138
Jogin password, 138
Jost passwords, 139
virtual terminal password,
139
rts, 100-101, 112-113
configuring, 102
viewing, 101-102
aming, 138
foll-over cable, 116
routing tables, 82-84
tunning configuration
copying, 156
purpose of, 155
" saving, 200
testing, 157
viewing, 155
selecting, 113
serial adapters, 116
slots, 262
time settings, 154
traffic flow, 244-258
troubleshooting
AppleTalk, 317-319
cable problems, 306
connections, 303, 306
bardware problems,
- 302-307
IPX, 316-317
LAN interfaces, 307-311
network maps, 318-319
TCP/IF, 313-316
tips for approaching, 305
WAN interfaces, 311-313
VIP cards, 102
liting data, 78
AppleTalk. See AppleTalk.
1P routing, 196-197
configuring routing proto-
cols, 201-207
disabling, 202
dynamic routing, 207-209
enabling, 202

LANs, 198-200
static routing, 207-209
Telnet, 209-210
WANs, 200-201
IPX routing
confignring, 217-219
monitoring, 223-225
router interfaces, 219-223
switching, 81-82
MAC addresses, 175
path determination, 78-80
subnet communication,
80-81
subnets, 78-81

Routing Information
Protocol (RIP), 85, 93, 213

routing protocols, 84-85
algorithms, 87
distance vector; 88-90
dynamic, 88-89
link state, 8889
metrics, 89-91
static, 87, 89
areas, 91
Border Gateway Protocol
(BGP), 95-96
configuring, 87
EIGRP (Enhanced Interior
Gateway Routing
Protocol), 85, 94
Exterior Gateway Protocols
(EGPs), 93, 95-96
hybrid routing protocols, 90
IGRP (Interior Gateway
Routing Protacol), 93-95
Interior Gateway Protocols
(IGPs), 92-95
IP routing, 201-207
opération of, 85-86 :
OSPF (Open Shortest Path
First), 85, 95

serial communications

purpose of, 85, 87
RIP (Routing Information
Protocol), 85, 93
router configuration,
131-132
routing domain, 91-92
routing tables, 82-84

running configurations
copying, 156
purpose of, 155
saving, 200
testing, 157
viewing, 155

R¥Boot mode (routers), 134

S

SAP (Service Advertisement
Protocol) (IPX/SPX), 49.
213-214, 216-217

saving

internetwork diagrams, 286
router configurations,
290-291
running configurations, 200
security
networks, 10
share-level security, 10

Sequenced Packet Exchange
(SPX) (IPX/SPX), 49, 213
serial communications
asynchronous, 106
baud rate, 119
data bits, 119
parity, 119
stop bits, 119
synchronous, 106
terminal emulation, 119
terminal emulation soft-
ware, 118
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serial interfaces

serial interfaces, 104-108,
260
encapsulation, 260
Frame Relay, 260, 265-269
HDLC, 261-262
ISDN, 268-270
PPP, 262-263
X.25, 263-265

server-based networks, 9-11
drawbacks, 12
LANs, 11
server types, 11

WANS, 11

setvers
application servers, 11
Cominunication servers, 11
DHCEP servers, 293
file servers, 11
print servers, 11
TEFTP servers
connecting, 290
copying a new 108 to Flash
RAM, 298-300
copying router configura-
tions from, 295-296
copying router configura-
tions to, 294-295
IP addyesses, 290
loading a new 10S from,
297-298
locating on network, 297
router configuration, 125
saving router configira-
tions to, 290-291
software, 291-294
viewing router configura-
tions, 296
Service Advertisement
Protocol (SAP) (IPX/SPX),
49, 213-214, 216-217

Session layer (OSI model),
38-39,41

set clock command, 335
share-level security, 10

show command, 149-150,
153, 238

show access-list [list #] com-
mand, 253, 329, 331

show appletalk commands,
238-240

show appletalk global com-
mand, 332

show appletalk interface
brief command, 332

show appletalk interface
command, 332

show appletalk interface e0
command, 332

show appletalk zone com-
mand, 332

show cdp interface com-
mand, 157

show cdp peighbor com-
mand, 159-160, 324

show cdp neighbor details
command, 160

show clock command,
153-154, 324

show controller command,
303-304, 334

show flash command, 156,
324

show frame-relay Imi com-
mand, 268, 333

show frame-relay map com-
mand, 268, 333

show history command, 153,
325

show hub command, 153,
325

380

show interface command,
94-95, 101-102, 151-152,
303, 325

show interface ethernet
[interface number] com-
mand, 325

show interface serial 0 com-
mand, 311-313

show interface serial [interface
number] command, 260-261,
325

show interface [interface type]
[interface number] com-
mand, 334

show interfaces ethernet
[interface number] com-
mand, 308-309

show interfaces tokenring
[interface number] com-
mand, 310-311

show ip intetface [interface
type and number] command,
199, 314, 330

show ip pretocol command,
204, 330

show ip route comsmand, 203,
206, 314, 330

show ipx interface brief com-~
mand, 317

show ipx interface cominand,
222,331

show ipx route command, 223,
225,331

show ipx traffic command,
224225, 331

show processes command,
153,325

show protocol command, 153,
325




NMP (Simple Network
Management Protocol),

Hyper Terwninad, 117

ProComm Plus, 117

serial communications, 118

Tera Term Pro, 117-119
FTP servers

installing, 292-294

sottrees, 291-292

tWinds, 291

(Sequenced Packet
hange) (IPX/SPX), 49,

iﬂpology (networks),
23

ing ConfigMaker, 274

statements (Access lists)

deny statements, 244-247
permit statements, 244-247

stop bits (serial communica-

tions), 119

subnet masks (IP addresses),

178-181

subnets, 78-81
subnetting IP addresses,

180-181
binary and decimal conver-
sions, 181-182
calculations
available node addyesses,
188
1P subnet ranges, 186-188
Class A subnets, 182-188,
194
Class B subnets, 188-190,
194
Class C subnets, 190-193
network subnet mask cre-
ation, 184-186
subnet creation, 182-184
subnet O, 192-193

suites, See protocol stacks,

switched networks (WAN),

59-60
circuit switching, 60-61
packet switching, 61-65
cut-through switches, 73
internetworking, 68, 73

store-and-forward switches,

73

switching packets, 78, 81-82
synchronous serial conumu-

nications, 106

System Configuration dialog,

127-128
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T-1 lines, 56-59
T-carrier lines, 56-59

TCP (Transport Control
Protocol), 47, 171

TCP/IP, 168
Application layer, 170
FTP (File Transfer
Protocol), 47, 170
SMTP (Simple Mail
Transport Protocol), 47,
170
SNMP (Sirnple Network
Managenent Protoco)),
130, 170
Telnet, 170, 209-210
TFTP (Tiivial File
Transfer Protocol), 170
as a routable protocol, 85
DOD model, 168-169, 173
history, 48
Host-to-Host fayer, 171
TCP (Transport Control
Protocol), 47, 171
UDP (User Datagram
Protocol), 47, 171
Internet, 50
Internet layer, 171
ARP (Address Resolution
Protocol), 47, 172
ICMP (Internet Contyol
Message Protocol), 172
1P (Internet Protocol), 47,
172
Network Access layer,
172-173
OSI Model, 168-169, 173
protocol stack, 45-47, 49
RFC (Request for
Comments, 172
software platforms, 46
troubleshooting, 313-316
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Telnet

Telnet, 170, 209-210

telnet [ip address] command,
330

Tera Term Pro, 117-119

terminal emulation (serial
communications), 119

terminal emulation software,
116
HyperTerminal, 117
ProComm Plus, 117
serial communications, 118
Tera Term Pro, 117-119

testing
cables
time domain veflectoneter
(TDR), 306
voltmeter; 306
running configurations, 157

TFTP (Trivial File Transfer
Protocol), 170, 290

TFTP servers
connecting, 290
copying

4 new IOS to Flash RAM,
298-300
router configurations fromt,
295-296
router configuyations to,
294-295
IP addresses, 290
loading a new IOS from,
297-298
locating on network, 297
router configuration, 125
saving router configurations
to, 290-291
software
installing, 292-294
sources, 291-292
viewing copied router con-
figuratons, 296

‘ Thicknet cable, 17-19

Thinnet cable, 18-19

time, setting, 154

Token Ring, 28-29
beaconing, 29
IEEE 802.5 specification,

28

router interfaces, 103-104
troubleshooting, 309-311

topologies of networks,
20-21
bus topology, 21-22
hybrid topologies, 26
mesh topology, 25
ring topology, 23-25
star topology, 22-23
trace [ip address] command,
315-316, 334

traffic flow (Access lists), 244

AppleTalk Access lists,
256-258

building, 246-247, 252-253

deleting, 254

deny statements, 244-247

grouping to an interface,
253-254

IP Access lists, 247-254

IPX Access lists, 254-256

permit statements, 244-247

wild card masks, 248-252

Transmission Control
Protocol/Internet Protocol.
See TCP/IP.

Transport Control Protocol
(TCP), 47, 171

Transport layer (OSI model),
40

‘Trivial File Transfer
Protocol (TFTP), 170, 290

382

troubleshooting
AppleTalk, 317-319
cable problems, 306
commands, 334
connections, 303, 306
hardware problems, 302-307
1PX, 316-317
LAN interfaces, 307-311
network interface cards

INICs), 14

network maps, 318-319
TCP/IP, 313-316
tips for approaching, 305
WAN interfaces, 311-313

‘Tunnel logical router inter-
face, 109-110

U

UDP (User Datagram
Protocol), 47, 171

User Datagram Protocol. See
UDP. .

User mode (routers), 134-136,
144

v

Versatile Interface Processor
(VIP) cards, 102
viewing
neighbors, 159-160
router configuradons, 296
router interfaces, 101-102
running configuration, 155
VIP (Versatile Interface
Processor) cards, 102

Visio Standard, 319
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WAN commands, 332-333
WANS, 11, 54
' connections, 55
dedicated leased lines,
56-59
dial-up connections, 55
switched networks, 59-62
cost-saving tips, 55
interfaces, 260
AppleTilk, 236
IP addyesses, 200-201
tips for selecting, 260
troubleshooting, 311-313
protocols
Frame Relay, 107, 260,
265-269
HDLC, 105-106,
261-262
ISDN, 107-108, 268-270
PPP, 106, 262-263
X.25, 106-107, 263-265
wireless technologies, 54

Web sites
' American Registry for

Internet Numbers, 176

Cisco, 104, 113, 273, 342

FTP sites, 290

Hyper-RFC, 172

1BM, 71, 311

Ohio State RFC Repository,
172

SolarWinds, 291

Wide Area Networks. See
WANS.

wildcard masks (Access Lists),
249-252

Windows 3.11. See Microsoft
Windows 3.11.

Windows 95/98. See
Microsoft Windows 95/98.

Windows NT Server. See
Microsoft Windows NT
Server.

Windows N'T Workstation.
See Microsoft Windows
INT Workstation.

wireless technologies and
WANS, 54

workstation and router
configurations, 125

X-Y-Z

X225 v
configuring, 263-265
protocol stack, 62-64

LAP/B (Link Access
Procedure/Balanced
Protocol), 63

PLP (Packet Layer
Protocol), 62-63

virtual circuits, 64

X.21bis, 63

serial router interfaces,

106-107

x25 address [data link
address] command, 333

x25 ips [bits] command, 333
%25 ops [bits] command, 333

x25 win [number of packets]
command, 333 :

%25 wout [pumber of pack-
ets] command, 333

Xerox, 213

XNS (Xerox Network
Systems), 213
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