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to be controlled via a wireless communications network. K
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System for delivering data over the network. Messages \ |
are packaged at each gateway for delivery via the network ooafl s B
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mobile station. Likewise, customers may forward data 2 H 207
and commands to a particular gateway either from a

mobile station or by accessing a fixed terminal, such as
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through an Internet connection. Transporting messages or s WIRELESS DATA DATABASE COMMUNICATION
commands via the short messaging service of the GSM ——  oama & Sws = ikl
network or via the GPRS protocol avoids the prohibitive ViA TCh/1P SESSION 40

cost of setting up a call for each message and avoids the
significant capital costs needed to set up a separate communication network for data delivery.
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WO 99/49680 PCT/US99/06429
WIRELESS TELEMETRY METHODS AND SYSTEMS FOR
COMMUNICATING WITH OR CONTROLLING INTELLIGENT DEVICES

The present invention relates to methods and apparatus for remotely monitoring

and controlling via a wireless network various devices deployed in homes and businesses.

RELATED APPLICATIONS
This application claims priority under U.S. law to United States provisional patent
application 60/079,215, filed March 24, 1998, which application is hereby incorporated in

its entirety by this reference.

BACKGROUND OF THE INVENTION

Numerous systems exist for automated, remote monitoring of various appliances,
including electric utility meters and the like. For instance, systems exist that couple
utility meters to remotely located databases via the wired Public Switched Telephone
Network (“PSTN™) so that the meters can be more efficiently and cheaply read remotely.
Typically, such meter reading systems couple a database to a gateway that interfaces with
the meter and, in many cases, other devices in a particular facility or portion thereof.
These systems, however, are generally one way, sending data from the meter to the
central processor.

Moreover, even when the system provides for two-way or duplex data
communication that allows commands and other data to be down or up loaded to or from
the gateway, a complete call must be made between the central processor and the
gateway. Such calls are expensive, since they involve the full architecture of the PSTN in
delivering the data, even when the amount of data delivered is relatively small. Also. the
data or commands must be sent to or from a relatively intelligent central processor to
which few persons will have access. This means, for instance, that customers at whose
premises gateways are located cannot themselves send data (including commands for

devices within the premises) to the gateway via the PSTN.
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Systems exist that use short bursts of radio transmission to control and receive data
from remote power distribution control terminals. For instance, a company called ITRON
owns a U.S. Patent No. 5,475,867 to Blum on such a system, albeit a system that uses
supplemental controllers for expanding the fairly limited geographical range of the basic
system. This system, however, would be expensive to deploy and operate since an
essentially new architecture would need to be deployed.

Several companies, such as CellNet Data, Greenland and possibly ITRON, are
trialing meter reading systems that use two-way paging, which provides broader
geographic coverage. While such a system eliminates the trouble and expense of setting
up a separate call each time data must be up or downloaded, paging messages provide
limited payload for data, thereby limiting the potential for controlling and updating the
gateway. Also, it is unclear whether such systems will allow users to send data and
commands to or receive data from the gateway directly and without the need to go
through a central processor or control center, which limits the flexibility of the system for
users wishing to receive data about their facilities and remotely control various devices at

the facility.

SUMMARY OF THE INVENTION

The present invention overcomes the above problems by providing a system and
method for gathering and sending data over an existing wireless network remotely to
control and monitor various gateways and the devices coupled to those gateways. A
system according to the present invention uses multiple gateways that communicate over
a wireless communications network capable of carrying digital data. The wireless
communications network allows the gateway to send data and receive commands directly
from the customer, which could own or manage the facility in which the gateway is
located. The customer can send and receive such data via a mobile station or a fixed
terminal. Simultaneously or independently, data and commands may be up and down
loaded to or from a control center coupled to the wireless network. Thus, the present

invention provides a system and methods for providing customers a virtual direct
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connection for routing messages to a gateway from a mobile station or fixed terminal, or
vice versa.

The present invention uses multiple control and reporting gateways that are
deployed in homes, businesses and other facilities. These gateways are configured to
collect data, such as data describing use of electric power or other utilities by the
particular facility at which they are located or data describing the status of various sensors
after arming of a security system. Also, gateways may be coupled to various devices
within the facility in order to control the devices. For instance, gateways may control the
lights within a facility according to a pre-programmed pattern that the user may change by
communicating new commands via the present invention. Or, gateways may be
configured remotely to receive commands and data, which allows remote control over the
devices (e.g., home appliances or electronics) with which the gateway may communicate.

Each uniquely addressable gateway includes a transceiver capable of communicating
over a wireless network.

In one embodiment of the present invention, a monitoring and control system may
be provided that receives data from gateways on an essentially real time basis and can
send data (including commands) to such gateways at any time over a wireless network.
This allows for essentially real time monitoring of the facility at which the gateway is
located. Preferably, the wireless network will be a GSM (“Global System for Mobile”)
communications network capable of providing Short Messaging Services (“SMS”). SMS
messages allow users of the network and the gateways to send and receive packets of data
(about 160 characters) without setting up an actual call connection. Receiving terminals,
whether mobile stations, such as handsets or pagers, or fixed terminals, like computer
workstations, reassemble one or multiple related SMS message packets into readable
messages, such as an e-mail or page.

In another embodiment, the present invention provides a method for uploading a
large data file via the wireless network. For such larger files, an actual circuit-switched
call is made from the gateway to a central processor coupled to the wireless network’s

switch or MSC. The central processor includes a controller with a communications

3-

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




