PCT WELTORGANISATION FUR GEISTIGES EIGENTUM
Internationales Biiro .

INTERNATIONALE ANMELDUNG VEROFFENTLICHT NACH DEM VERTRAG ER DIE
INTERNATIONALE ZUSAMMENARBEIT AUF DEM GEBIET DES PATENTWESENS (PCT)

(51) Internationale Patentklassifikation 7 : (11) Internationale Verdffentlichungsnummer: WO 00/56016
HO4L 12728 4 Al
1 » HO4M 11/00 (43) Internationales
Veridffentlichungsdatum: 21. September 2000 (21.09.00)
(21) Internationales Aktenzeichen: PCT/AT99/00301 | (81) Bestimmungsstaaten: AU, CA, JP, NO, US, europsisches
Patent (AT, BE, CH, CY, DE, DX, ES, Fl, FR, GB, GR,
(22) Internationales Anmeldedatum: 6. Dezember 1999 (06.12.99) IE, IT, LU, MC, NL, PT, SE).
(30) Prioritiitsdaten: Veroffentlicht
A 457/99 15. Mirz 1999 (15.03.99) AT Mit internationalem Recherchenbericht,

(71) Anmelder (fiir alle Bestimmungsstaaten ausser US); SIEMENS
AG OSTERREICH [AT/AT]; Siemensstrasse 88-92,
A-1210 Wien (AT).

(72) Erfinder; und
(75) Erfinder/Anmelder (nur fiir US): ALBRECHT, Thomas
[AT/AT]; Sickenberggasse 7, A-1190 Wien (AT).

(74) Anwalt: MATSCHNIG, Franz; Siebensterngasse 54, A-1071
Wien (AT).

(54) Title: DEVICE FOR SWITCHING, CONTROLLING AND MONITORING APPLIANCES

(54) Bezeichnung: VORRICHTUNG ZUM SCHALTEN, STEUERN UND UBERWACHEN VON GERATEN

(57) Abstract TS

The inventi ) _— T St al ((d
invention relates to a device for switching, con- EHE TN \ \\ TEL

trolling and monitoring appliances, especially appliances TEL NET f

located in residential or commercial buildings, that is a1 BAS /s

comprised of a base station (BAS) which is provided with A }7/

at least one processor and one memory and which has 4 \\y /

one or more interfaces (SC1 =~ SC4) via which appliances O sa3 7 Mo1

(GE! — GE3, BG1 - BG3) can be electrically connected A ~—— / ;T :

to the base station (BAS). The inventive device is also MOT (( (

comprised of at least one terminal (TE1, TEZ) that is as- )

signed to the base station (BAS). The base station (BAS) BG1 e oz

serves to transmit control signals to appliances (GE1 — \l(

GE3, BG1 - BG3) as well as to receive information sig- :

BUS
A

nals from appliances (GE1 - GE3, BG1 - BG3). The ((’(
base station (BAS) also serves to freely configure sce-
narios which affect switching and controlling processes ) @
carried out on any of the appliances (GE1 - GE3, BGI M03
~ BG3). Scenarios can be activated by activation signals
transmitted to the base station (BAS), whereby, after a scenario has been activated, the relevant appliances (GE1 — GE3, BG1 - BG3) are
switched and/or controlled by control signals transmitted by the base station (BAS). The terminal (TE1, TE2) serves to transmit activation

signals to the base station (BAS) and to receive status signals from the base station (BAS).
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(57) Zusammenfassung

Eine Vorrichtung zum Schalten, Stevern und Uberwachen von Geriiten, insbesondere von Geriten in Wohn- oder Nutzbauten, besteht
aus einer Basisstation (BAS) mit zumindest einem Prozessor und einem Speicher, welche eine oder mehrere Schnittstellen (SC1 - SC4)
aufweist, liber welche Gerite (GE1 ~ GE3, BG! — BG3) mit der Basisstation (BAS) elektrisch verbindbar sind, und weiters aus zumindest
einem der Basisstation (BAS) zugeordneten Terminal (TE1, TE2). Die Basisstation (BAS) ist dazu eingerichtet, Steuersignale an Geriite
(GEl - GE3, BG! - BG3) zu iibermitteln, sowie Informationssignale von Gertiten (GE1 — GE3, BG1 - BG3) zu empfangen, weliters ist
die Basisstation (BAS) zur freien Konfigurierung von Szenarien eingerichtet, welche Schalt— und Steuervorgiinge an belicbigen Gerdten
(GE! - GE3, BG! — BG3) betreffen, Szenarien sind durch Aktivierungssignale an die Basisstation (BAS) aktivierbar, wobei nach giner
Aktivierung eines Szenarios die betreffenden Gerate (GE1 ~ GE3, BG1 - BG3) mittels Steuersignalen von der Basisstation (BAS) geschaltet
und/oder gesteuert werden, Das Terminal (TE1, TE2) ist dazu eingerichtet, Aktivierungssignale an die Basisstation (BAS) zu senden, sowie

Zustandssignale von der Basisstation (BAS) zu empfangen.

LEDIGLICH ZUR INFORMATION

Codes zur Identifizierung von PCT-Vertragsstaaten auf den Kopfbogen der Schriften, die internationale Anmeldungen geméss dem

PCT vertffentlichen.

AL Albanien ES Spanien LS Lesotho St Slowenien
AM Armenien FI Finnland LT Litaven SK Slowakei

AT Osterreich FR Frankreich LU Luxemburg SN Senegal

AU Australien GA Gabun Lv Lettland SZ Swasiland
AZ Aserbaidschan GB Vereinigtes Kdnigreich MC Monaco ™ Tschad

BA Bosnien-Herzegowina GE Georgien MD Republik Moldau TG Togo

BB Barbados GH Ghana MG Madagaskar T ‘Tadschikistan
BE Belgien GN Guinea MK Die ehemalige jugoslawische ™ Turkmenistan
BF Burkina Faso GR Griechenland Republik Mazedonien TR Tirkei

BG Bulgarien HU Ungam ML Mali T Trinidad und Tobago
BJ Benin IE Jrland MN Mongolei VA Ukraine

BR Brasilien IL Tsrael MR Mauretanien UG Uganda

BY Belarus s Tsland MW Malawi us Vereinigte Staaten von
CA Kanada IT Tealien MX Mexiko Amerika

CF Zentralafrikanische Republik Jp Japan NE Niger vz Usbekistan
cG Kongo KE Kenia NL Niederlande VN Vietnam

CH Schweiz KG Kirgisistan NO Norwegen YU Jugoslawien
CI Cave d'Ivoire KP Demokratische Volksrepublik NZ Neuseeland W Zimbabwe
CM Kamerun - Korea . . e .. .PL Polen _

CN China KR Republik Korea T Portugal

CuU Kuba KZ Kasachstan RO Ruminien

CZ Tschechische Republik LC St. Lucia RU Russische Foderation

DE Deutschland LI Liechtenstein sD Sudan

DK Dinemark LK Sri Lanka SE Schweden

EE Estland LR Liberia SG Singapur

Page 430 of 858




WO 00/56016 PCT/AT99/60301

VORRICHTUNG ZUM SCHALTEN, STEUERN UND UBERWACHEN VON GERATEN

Die Erfindung betrifft eine Vorrichtung zum Schalten, Steuern und Uberwachen von Geriten,
insbesondere von Geriten in Wohn- oder Nutzbauten, bestehend aus einer Basisstation mit
zumindest einem Prozessor und einem Speicher, welche ein oder mehrere Schnittstellen auf-
weist, iiber welche Geréte mit der Basisstation elektrisch verbindbar sind.

An die Elektroinstallationen in Gebiuden werden immer hohere Anforderungen gestellt.
Reichte frither oft das einfache Ein- oder Ausschalten von Geriten, so wurden im Laufe der
Zeit auch Funktionen zum Steuern und Melden sowie Energie- und Zeitmanagementfunktionen
in den Aufgabenbereich der Elektroinstallationen aufgenommen.

An dieser Stelle soll erwihnt werden, daB unter Geriten, im speziellen Haushaltsgeriten, hier
nicht nur herkémmliche Gerite wie Geschirrspiiler, Herd, Fernseher etc. zu verstehen sind,
sondern daB mit dem Begriff , Gerite” im folgenden auch Alarmanlagen, Bewegungsmelder,
Beleuchtungsanlagen, Heizungssteuerungen etc. bezeichnet werden. Weiters konnen die
folgenden Uberlegungen auch auf Birogerite wie Kopierer, Personal-Computer, Faxgerate,
Anrufbeantworter, etc. angewendet werden, wobei eine Unterscheidung zwischen Biirogeraten
und Geriten, die in Wohngebiuden oder -rdumen benutzt werden, zumeist weder eindeutig
noch in Hinblick auf die Erfindung notwendig ist.

Fiir die verschiedenen Anwendungen, wie beispielsweise Jalousie-, Fenster- oder Heizungs-
steuerungen, wurden bisiier zumeist einzelne, voneinander getrennte Systeme zur Steuerung
und Uberwachung installiert (,,Insellosungen). Da hier jedes zu steuernde oder zu schaltende
Gerit eine eigene Steuereinrichtung benétigt, ist dies mit einem hohen Verdrahtungsaufwand
und einer Fiille von Leitungen verbunden. Zusatzlich erfordern Nutzungsinderungen von
Gebauden oder Riumen ofimals die Neuverdrahtung verschiedener Gerate, was naturgemél
mit einem hohen Arbeitsaufwand verbunden ist.

Wiinschenswert ist, daB beispielsweise bei der Aktivierung einer Heizphase automatisch die
Fenster in den beheizten Raumen geschlossen werden, um unnotige Energieverluste zu vermei-
den. Das kann allerdings aufgrund der unabhangigen Steuerungen, wie oben beschrieben, nicht
realisiert werden, da die Heizungs- und die Fenstersteuerung im allgemeinen nicht dazu einge-
richtet sind, miteinander zu kommunizieren.

In den letzten Jahren konnten diese Nachteile zumindest teilweise dadurch behoben werden,
daB vermehrt aus dem Industriebereich stammende Bussysteme in den Bereich der geritesteu-
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ernden Elektroinstallationen vordringen. Im Gegensatz zu den Insellosungen der herkommili-

chen Elektroinstallation lassen sich die Gerdte iber eine gemeinsam genutzte Leitung, den
sogenannten Bus, schalten, steuern und Giberwachen. Spezielle Beispiele sind der | Instabus®
sowie der »Buropdische Installationsbus“ (EIB). Die an den Bus angeschlossenen Gerite sind
hier tiber zwei Leitungen miteinander verbunden, tiber die sie zum einen untereinander Nach-
richten austauschen konnen, und zum anderen die Spannungsversorgung beziehen.

Nachteilig an dieser Verwendung von Bussystemen ist, dafl ein Nachriisten von bestehenden
Installationen zeit- und arbeitsintensiv sowie ohne einen Fachmann zumeist nicht méglich ist,
falls nicht die Erweiterungsmoglichkeiten bereits in der urspriinglichen Planung des Systems
berticksichtigt wurden.

Als besonders nachteilig erweist es sich, daf3 mit steigender Anzahl der zu steuernden Gerite,
wobei die verschiedenen Schalt- und Steuervorgénge an verschiedenen Geriten oftmals zuein-
ander in Abhangigkeit stehen, die Komplexitit der Bedienung der Gerate stark steigt. Dies hat
zur Folge, daB haufig die Bedienung der verschiedenen Geridte nur mehr mit hohem Aufwand

zu bewaltigen ist, was einer allgemeinen Akzeptanz und somit einer Verbreitung dieser Syste-
me entgegensteht.

Zusitzlich bedingt die Komplexitat der Bedienung der Gerdte oftmals auch noch einen
»psychologischen” Unsicherheitsfaktor, da ein Uberwachen der Schalt- und Steuervorginge
mit zunehmender Anzahl der Geriite immer schwieriger wird. Das fithrt dazu, daB es fiir den
Benutzer nur noch schwer zu {ibersehen ist, ob die Schalt- oder Steuervorginge erfolgreich
getatigt wurden, was hiufig zu einer gewissen Verunsicherung fiihrt.

Es ist eine Aufgabe der Erfindung, Gerite, insbesondere in Haushalten oder in Nutzbauten ver-
wendete Gerate, zu einem Gesamtsystem zu integrieren, sodaf einerseits die Bedienung dieser
Gerite fir den Benutzer stark vereinfacht, und andererseits eine einfache und iibersichtliche
Uberwachung der Gerite moglich wird.

Diese Aufgabe wird von einer eingangs erwihnten Vorrichtung dadurch gelost, daf erfin-
dungsgemal

e die Basisstation dazu eingerichtet ist, Steuersignale an Gerite zu Gbermitteln sowie Infor-
mationssignale von Geriten zu empfangen,

e die Basisstation zur freien Konfigurierung von Szenarien eingerichtet ist, welche Schalt- und
Steuervorgédnge an beliebigen Geriten betreffen,
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e Szenarien durch Aktivierungssignale an die Basisstation aktivierbar sind, wobei nach einer

Aktivierung eines Szenarios die betreffenden Gerdte mittels Steuersignalen von der Basis-
station geschaltet und/oder gesteuert werden,

e und weiters der Basisstation zumindest ein Terminal zugeordnet ist, wobei das Terminal
dazu eingerichtet ist, Aktivierungssignale an die Basisstation zu senden, sowie Zustandssig-
nale von der Basisstation zu empfangen.

Die Erfindung schafft also eine Vorrichtung, welche eine einfache Bedienung von Geréten
dadurch ermoglicht, daB in der Basisstation Szenarien frei programmierbar sind, diese Szena-
rien mittels Aktivierungssignalen an die Basisstation auslsbar sind, und die Basisstation mittels
Steuersignalen die den Szenarien entsprechenden Steuer- und Schaltvorgdnge an den Geriten
auslost. Durch ein Zusammenfassen hiufig ablaufender, oftmals teilweise oder ganz voneinan-
der abhiingiger Steuer- und Schaltvorginge zu Szenarien kann damit der Bedienungsaufwand
von Geriten erheblich reduziert werden. Weiters ist der Basisstation zumindest ein Terminal
zugeordnet, mit dessen Hilfe die Basisstation komfortabel hinsichtlich der Konfigurierung und

Aktivierung der Szenarien sowie hinsichtlich der Uberwachung der Gerite bedient werden
kann.

ZweckmaBigerweise ist dabei das Terminal als von der Basisstation raumlich getrennte Einheit
ausgebildet und mit der Busisstation {iber eine Schnittstelle verbindbar. Damit wird es moglich,
sowoh! die Basisstation als auch ein oder mehrere Terminals an den dafiir am besten geeigne-
ten Orten unterzubringen, ohne dahingehend Kompromisse eingehen zu miissen, wie dies bei
der Ausbildung der Basisstation und des Terminals als ein Gerat notwendig ist.

Bei einer benutzerfreundlichen Ausfiihrungsform der Erfindung weist das Terminal eine Anzei-
ge auf, wobei es sich dabei vorteilhafterweise um eine bertthrungsempfindliche Anzeige han-
delt. Diese dient einerseits zur Zustandsanzeige der verschiedenen Gerate, andererseits kann
die beriihrungsempfindliche Anzeige auch zur Eingabe von Befehlen und Daten zur Aktivie-
rung bzw. Konfigurierung von Szenarien genutzt werden

Als besonders giinstig erweist es sich weiters, wenn das Terminal sprachgesteuert ist. Damit
wird die Bedienung der Basisstation hinsichtlich zumindest wesentlicher Funktionen durch
Spracheingabe moglich.

Bei einer zweckmiBigen Ausfiihrungsform der Erfindung ist vorgesehen, daBl Aktivierungssig-
nale fiir Szenarien mittels des Terminals auslosbar sind. Dabei wird ein an dem Terminal
eingegebener Befehl in Form von Aktivierungssignalen an die Basisstation tibermittelt, welche
dann die jeweiligen Geriite entsprechend dem gewihlten Szenario schaltet und/oder steuert.

-
-3 -
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Weiters kann es von Vorteil sein, wenn Aktivierungssignale fiir Szenarien automatisch, in

Abhingigkeit von physikalischen GroBen auslosbar sind. So kann beispielsweise bei einem
Unterschreiten einer bestimmten, voreingesteliten Temperatur in einem Raum ein Szenario
aktiviert werden, bei welchem die Fenster geschlossen und die Heizung aktiviert wird.

Um eine Uberwachung der Gerite zu ermoglichen, ist eine Ubermittlung von Informationssig-
nalen von geschalteten oder gesteuerten Geriten an die Basisstation entsprechend den jeweili-
gen Schalt- oder Steuervorgingen vorgesehen.

Dabei ist es zweckmiBig, wenn weiters eine Ubermittlung von Zustandssignalen von der
Basisstation an das Terminal entsprechend der Aktivierung von Szenarien vorgesehen ist. Die
Aktivierung eines Szenarios, unabhéngig davon, ob es automatisch oder von einem Terminal
aus durch Eingabe eines Aktivierungsbefehles ausgeldst wurde, hat zur Folge, daf} die Basis-
station die entsprechenden Gerite mit Steuersignalen schaltet oder steuert. Nach diesen Schalt-
und Steuervorgingen erfolgt einen Riickmeldung von den jeweiligen Geréten an die Steuerein-
richtung tiber den Erfolg dieser Steuer- und Schaltvorgénge. Diese Information wird schlief3-
lich an das Terminal weitergeleitet, wo sie fiir den Benutzer (ber die Anzeige oder {iber
Sprachausgabe zuganglich gemacht ist.

Bei einer zweckmiBigen Ausfithrungsform sind dabei die Gerite mittels Aktoren und Sensoren
geschaltet, gesteuert und iiberwacht sind. Die Aktoren dienen hauptsachlich dazu, um die
Steuersignale der Basisstation in entsprechende Schalt- oder Steuervorgéinge an den zugeord-

neten Geréten umzusetzen, die Sensoren dienen im wesentlichen zur Uberwachen des Zustan-
des der jeweiligen Gerite.

Weiters kann vorgesehen sein, daB die Basisstation iiber eine Schnittstelle mit einem Tele-
kommunikationsnetz verbindbar ist und Aktivierungssignale fir Szenarien iber ein Telekom-
munikationsnetz auslosbar sind. Uber diese Anbindung an ein Telekommunikationsnetz wird es
ermdglicht, einzelne Gerite oder Szenarien auch von der Ferne zu aktivieren bzw. den Zustand
der Gerite tiber das Telekommunikationsnetz abzufragen.

Besonders in Gebiuden, die uber keine Anbindung an ein Festnetz verfligen, kann es dabei
giinstig sein, wenn das Telekommunikationsnetz ein Mobilfunknetz ist, um auch hier einen Zu-
griff auf Gerite von der Ferne zu ermdglichen.

Als giinstig erweist es sich dabei, wenn die Basisstation iiber ein Telekommunikationsnetz mit
einem Terminal verbindbar ist. Damit wird eine einfache Konfigurierung und Aktivierung von

Szenarien sowie die Uberwachung der Gerite auf einfache Weise auch aus der Ferne gewihr-
leistet.
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Dabei kann erweist es sich als besonders giinstig sein, wenn ein Terminal zumindest hinsicht-

lich wesentlicher Funktionen durch ein Mobilfunkgerat emulierbar ist. Eine Aktivierung von
Szenarien sowie die Uberwachung des Zustandes der Gerite in einem Gebaude wird damit
nahezu unabhingig vom momentanen Aufenthaltsort. Weiters bedingt die Verwendung eines
Mobilﬁjnkgeréifes durch dessen Kompaktheit weitere Komfortgewinne, auflerdem ist eine
Information tber besondere Ereignisse in einem zu Uberwachenden Gebaude beispielsweise
iiber SMS (,,Short Message Service™) moglich.

Vorteilhaft ist es, wenn die Basisstation tiber eine der Schnittstellen mit einem gerétespezifi-
schen Bus verbindbar ist. Eine bereits bestehende Businstallation, iiber welche verschiedene
Gerite gesteuert werden, muf3 dann nicht zu Ungunsten der neuen, erfindungsgeméfien Vor-

richtung entfernt werden, sondern kann problemlos in das neue System eingebunden werden.

Von besonderem Vorteil ist es schlieBlich, wenn eine oder mehrere Schnittstellen als Funk-
schnittstellen ausgebildet sind. Ein nachtrégliches Hinzufiigen von Geraten zu einem bereits
bestehenden System wird dadurch auf einfache Weise moglich, da keine neuen Leitungen
verlegt werden miissen. Es reicht dann aus, neu hinzugefiigte Geréte mit einem entsprechenden
Funkmodul, iiber welches die Anbindung der Gerite an die Funkschnittstelle(n) der Basisstati-
on erfolgt, auszuriisten, sowie die verschiedenen Szenarien neu zu konfigurieren.

Im folgenden ist die Erfindung anhand der Zeichnung niher erléutert. In dieser zeigt die einzige

Figur schematisch eine erfindungsgeméfe Vorrichtung zum Schalten, Steuern und Uberwachen
von Geréten.

Wie man aus der Figur erkennen kann, besitzt die Vorrichtung eine Basisstation BAS, wobei
die Basisstation BAS zumindest einen Prozessor und einen Speicher aufweist. Diese Basissta-
tion BAS verfiigt in der skizzierten Ausfithrungsform iiber mehrere Schnittstellen SC1 - SC4,
waobei einige dieser Schnittstellen als Funkschnittstellen SC1, SC2, ausgebildet sind. Uber eine
dieser Schnittstellen SC2, welche dazu in der Regel als Multiplex-Schnittstelle ausgebildet ist,
steht die Basisstation BAS mit verschiedenen Geriten GE1 - GE3 in Verbindung. In der
Zeichnung sind nur drei Geriite dargestelit, bei einer praxisnahen Ausfihrung handelt es sich
aber zumeist um eine wesentlich groBere Anzahl von angeschlossenen Gerdten. So sind bei-
spielsweise an die Basisstation BAS Kiichengerite wie Elektroherd, Geschirrspiiler, Mikro-
welle, Kiihischrank, etc. angeschlossen, weiters konnen auch noch andere Gerite wie Fernse-
her, Stereoanlage usw. angeschlossen sein. Neben diesen Gerédten im herkdmmlichen Sinn sind
aber auch noch Beleuchtungsanlagen, Alarmanlagen, Heizung, Bewegungsmelder, Jalousie-
und Fenstersteuerung usw. an die Basisstation anschlief3bar.
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Die zu der Vorrichtung gehdrenden Gerite GE1 - GE3 weisen zur Anbindung an die Basissta-

tion BAS in der Regel ein Modul MO1 - MO3 bestehend jeweils aus einer Funkschnittstelle,
einem Aktor sowie einem Sensor auf. Uber die Funkschnittstelle SC2 sowie die Funkschnitt-
stelle des Moduls MOI - MO3 erfolgt die Kommunikation zwischen dem jeweiligen Gerit
GE1 - GE3 und der Basisstation BAS, die Aktoren dienen dazu, Steuersignale von der Basis-
station BAS in Steuer- oder Schaltvorginge an dem jeweiligen Gerat GE1 - GE3 umzusetzen.
Die Sensoren sind schlieBlich dazu vorgesehen, die Basisstation BAS tber den jeweiligen

Zustand des zugehorigen Gerites GE1 - GE3 , z. B. uber die Temperatur einer Herdplatte, zu
informieren.

Mittels der Moduie MO1 - MO3 wird eine Erweiterung der Vorrichtung auf einfache Weise
moglich, da Gerite, die an die Basisstation BAS angebunden werden sollen, einfach mit diesen
Modulen erweitert werden missen. Fiir die nahere Zukunft ist eine Normung dieser Module
geplant. Eine Verkabelung der neuen Geréte mit der Basisstation BAS kann entfallen.

Uber eine weitere Schnittstelle SC1 steht die Basisstation BAS mit einem Terminal TEl in
Verbindung, wobei das Terminal TE1 ebenfalls eine Funkschnittstelle TES aufweist. Voraus-
schickend sei hier erwihnt, daB prinzipiell die Schnittstellen SC1 und SC2 auch als Draht-
schnittstellen ausgebildet sein konnen, hinsichtlich der Modularitat und Erweiterbarkeit des
gesamten Systems aber die Verwendung von Funkschnittstellen vorzuziehen ist. Weiters ist es
auch realisierbar, daB sowoh! ein oder mehrere Terminals als auch verschiedene Geréte ber
nur eine Multiplex-Funkschnittstelle mit der Basisstation verbindbar sind.

Das Terminal TE1 weist zumindest eine Anzeige auf. Weiters ist zur Eingabe von Befehlen,
Daten etc. eine Tastatur und/oder eine berithrungsempfindliche Anzeige vorgesehen. Aulier-
dem ist noch vorgesehen, daB das Terminal TE1 Lautsprecher, Mikrofon sowie die notwendi-
gen, dem Fachmann bekannten elektronischen Einrichtungen aufweist, damit eine Spracheinga-
be sowie -ausgabe von Befehlen bzw. Informationen tiber das Terminal TE1 méglich ist.

Die Basisstation BAS ist zur freien Konfigurierung von Szenarien betreffend Schalt- und
Steuervorgingen an den Geriten GE1 - GE3 eingerichtet. Die zur Konfigurierung notwendi-
gen Eingaben von Daten und Befehlen erfolgen dabei zweckméBigerweise iiber das Terminal
TE1. Unterstiitzt wird die benutzerseitige Konfigurierung von Szenarien durch geeignete
Software, die bei der Konfigurierung von zweifelhaften Szenarien zumindest eine Warnung
ausgibt. Weiters konnen Szenarien auch bereits werkseitig definiert sein, oder es kann eine
Konfigurierung von gewiinschten Szenarien tiber ein Telekommunikationsnetz - siche dazu die
Beschreibung weiter unten - erfolgen. ...
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Einmal konfigurierte Szenarien konnen durch Eingabe eines entsprechenden Befehles ausgelost

werden. In der Regel wird dabei der jeweilige Befehl iiber das Terminal TEl, z. B. durch
Spracheingabe, aktiviert. Das Terminal TE1 sendet an die Basisstation BAS das entsprechende
Aktivierungssignal, und von der Basisstation BAS werden die dem jeweiligen Szenario zuge-
ordneten Gerite GE1 - GE3 iiber die Funkschnittstelle SC2 angesprochen. Die Aktoren der
Gerite GE1 - GE3 setzen die Steuersignale der Basisstation BAS in entsprechende Schalt- und
Steuervorginge der Gerdte GE1 - GE3 um.

Es kann auch vorgesehen sein, daB Szenarien automatisch ausgelost werden, z. B. in Abhan-
gigkeit von physikalischen Groflen. So ist es denkbar, daB bei einem Unterschreiten einer
voreingestellten, definierten Raumtemperatur ein Szenario aktiviert wird, in dessen Rahmen die
Fenster geschlossen und die Heizung eingeschaltet werden. Szenarien konnen aber auch
automatisch durch gewisse Ereignisse ausgelost werden. So konnte iber Bewegungsmelder
und andere Sensoren beispielsweise festgestellt werden, dafl sich in einer Wohnung keine
Personen mehr aufhalten. Dies wird von den Sensoren an die Basisstation BAS gemeldet,
wodurch ein Szenario ausgeldst wird, welches so konfiguriert ist, daB die gesamte Beleuchtung
abschaltet wird, eingehende Anrufe auf einen Anrufbeantworter geleitet werden, die Raum-
temperatur abgesenkt wird usw. .

Die Deaktivierung von Szenarien ist ebenfalls durch Befehlseingabe oder automatisch moglich,
ein Szenario kann auch von einer nachfolgenden Szenario abgeldst werden. Natirlich kann ein
Szenario einfach dadurch beendet werden, daf alle Gerdte wieder in ihren Ausgangszustand,
der vor der Aktivierung des Szenarios herrschte, zuriickkehren.

In jedem Falle werden von den gesteuerten oder geschalteten Geriten GE1 - GE3 Informati-
onssignale an die Basisstation BAS hinsichtlich der Schalt- und Steuervorginge iibermittelt. So
kann gemeinsam mit dem Terminal TE1 der Benutzer itber die ablaufenden Szenarien bzw.
iiber den Status der einzelnen Gerite GE1 - GE3 informiert werden. Als zweckmiBig erweist
es sich dabei, daB fir den Fall, daB ein Schalt- oder Steuervorgang nicht ausgefiihrt werden
konnte, eine separate Information an den Benutzer, beispielsweise iiber eine Sprachausgabe des
Terminal TE! erfolgt. Falls gewiinscht, kann natiirlich auch eine positive Aktivierung einzelner
Szenarien mittels Sprachausgabe noch zusatzlich bestétigt werden.

Wie man weiters aus der Figur erkennen kann, ist die Basisstation BAS iiber eine Schnittstelle
SC3 auch noch mit anderen Vorrichtungen zur Steuerung von Geréten verbindbar. Hier ist die
Basisstation BAS mit einem geritespezifischen Bus BUS, z. B. einem El-Bus (,,Europdischer
Installations-Bus®) verbunden, welcher _verschiedenen . Geriite. BG1. - BG3 steuert. Mittels
dieser Anbindungsmdoglichkeit wird ein Einbindung von bereits bestehenden Systemen zur
Geritesteuerung problemlos moglich, und die Geréte BG! - BG3 konnen ohne besonderen

-7-
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Aufwand in die Szenariengestaltung miteinbezogen werden. Entsprechend der Darstellung in

der Figur erfolgt dabei die Anbindung des geratespezifischen Busses BUS an die Basisstation
BAS iiber eine Drahtschnittstelle, eine solche Verbindung kann zweckmaBigerweise aber auch
tiber Funkschnittstellen hergestellt werden.

SchiieBlich ist die Basisstation BAS iiber eine Schnittstelle SC4 an ein Telekommunikations-
netz NET anbindbar. In der Regel handelt es sich dabei um ein Festnetz, die Anbindung erfolgt
dabei iber ein zweckmiBigerweise in die Basisstation BAS integriertes Modem. Die Bedie-
nung der Gerite sowie deren Uberwachung aus der Ferne kann dann durch Sprachein- und -
ausgabe tber ein herkémmliches Festnetztelefon TEL erfolgen. Benutzerfreundlicher ist es
allerdings, wenn die Basisstation BAS iiber das Telekommunikationsnetz NET an ein Terminal
TE2 angeschlossen ist. Hierzu erweist es sich als zweckmafig, wenn ein portables Terminal
TE2 vorgesehen ist. Uber ein Telekommunikationsnetz kann die Basisstation BAS aber auch
mit sogenannten Diensteanbietern in Verbindung stehen. Ein solcher Diensteanbieter kann z. B.
ein Energieversorgungsunternehmen sein, welches die Basisstation BAS uber einen giinstigen
Stromtarif informiert. Mittels dieser Information wird ein dementsprechendes Szenario, bei
dem beispielsweise besonders energieintensive Gerite, wie Geschirrspiiler oder Waschmaschi-
ne eingeschaltet werden, aktiviert. '

Zusitzlich kann die Basisstation BAS iiber ein Telekommunikationsnetz mit einem Wachdienst
oder der Polizei verbunden sein. Eine Alarmierung dieser Stellen bei unvorhergesehenen,
beispielsweise von Bewegungsmeldern festgestellten Ereignisse kann dann von der Basisstation
BAS iiber das Telekommunikationsnetz in die Wege geleitet werden.

Von besonderem Vorteil ist die Anbindungsmoglichkeit der Basisstation BAS iber ein Tele-
kommunikationsnetz NET an ein Mobilfunkgerdt MOT, beispielsweise an ein GSM-
Mobiltelefon (,,Global System for Mobile-Communication). Durch diese Anbindungsmoglich-
keit wird die Steuerung und Uberwachung von Geriten, die mit der Basisstation BAS in
Verbindung stehen, tiber Sprachein- und -ausgabe von nahezu jedem Ort aus moglich, ohne
daB eine zusitzliche Mitnahme eines Terminals notwendig ist. Mit zeitgeméBen Mobiltelefo-
nen, die beispielsweise den WAP-Standard (,Wireless Application Protocol”) unterstiitzen,
kann ein Terminal in der Regel hinsichtlich aller seiner Funktionen emuliert werden. Dadurch
wird der Bedienkomfort gegeniiber der Verwendung eines Festnetztelefones stark gesteigert.
Weiters kann bei unerwarteten Ereignissen oder Szenarien, die in Abwesenheit des oder der
Wohnungs- oder Hausbenutzer erfolgen, eine Meldung an das Mobilfunkgerat MOT abgesetzt
werden. Dies kann beispielsweise in Form einer SMS-Nachricht (,,Short Message Service®),
einer e-mail oder.durch eine Sprachmitteilung erfolgen.

-8 -
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Die Anbindung eines Mobilfunkgerites an die Basisstation BAS kann dabei tiber ein Festnetz

erfolgen, aber auch {iber ein Mobilfunknetz. Zum diesem Zweck kann die Basisstation BAS
beispielsweise mit einem GSM-Modul ausgeristet werden. Die Anbindungsmoglichkeit an ein
Mobilfunknetz ist besonders dann von Bedeutung, wenn die zu steuernden und iberwachenden
Gerite sich in einem Gebaude ohne Festnetzanschluf befinden.

Weiters ist auch noch eine Einbindung der Basisstation BAS in eine DECT-Umgebung
(,.Digital European standard for Cordless Telephones®) denkbar, wodurch eine Bedienung von
Geriten durch auf dem DECT-Standard basierende Mobilfunkgerate moglich wird.

Wie in den voranstehenden Absitzen erlautert, weist die erfindungsgemafe Vorrichtung zur
Schaltung, Steuerung und Uberwachung von Geriten eine Vielzahl von Vorteilen auf. So wird
durch die Moglichkeit zur Szenarienkonfigurierung die Bedienung von Geriten stark erleich-
tert. Haufig gebrauchte, regelmiBig auftretende Schalt- und Steuervorgange, die oftmals
zueinander in Abhéngigkeit stehen, konnen so durch einen einzelnen Befehl aktiviert werden.
Durch die automatische Aktivierung von Szenarien durch physikalische Groen oder durch das
Eintreten bestimmter, vordefinierter Ereignisse kann der Bedienaufwand zusitzlich noch
reduziert werden. Oftmals ist man sich beim Verlassen der Wohnung nach einiger Zeit nicht
mehr sicher, ob man den Herd oder das Biigeleisen abgeschaltet hat. Durch automatisches
Aktivieren eines entsprechenden Szenarios, welches beim Verlassen der Wohnung alle elektri-

schen Gerite abschaltet, kann das subjektive Sicherheitsgefuhl in dieser Hinsicht stark erhoht
werden.

Ein weiteres Beispiel zur Erhhung des Sicherheitsempfindens ist ein Szenario zur Anwesen-
heitssimulation, welches beispielsweise bei Abwesenheit, etwa wanrend des Urlaubs, aktiviert
wird. In diesem Szenario werden verschiedene Gerite, wie Beleuchtungsanlage, Fernsehgerit,
HiFi-Anlage, etc. so von der Basisstation gesteuert, dafl dadurch die Anwesenheit von Perso-
nen vorgetduscht wird. Ein solches Szenario kann sich bei der Abschreckung von Einbrechern
als zweckmiflig erweisen.

Weiters kann man tber ein Telekommunikationsnetz auf sein Ferienhaus zugreifen. Hier wire
ein , Willkommens“-Szenario denkbar, welches eine bestimmte Zeit vor dem geplanten Ein-
treffen zur Frischluftzufuhr im Ferienhaus die Fenster offnet, und anschliefend, nach dem
SchlieBen der Fenster die Heizung anschaltet, damit sich beim Eintreffen die Raumtemperatur
bereits auf einem angenehmen Wert befindet.

Auf eine detailliertere Beschreibung von Szenarien soll hier nicht weiter_eingegangen werden, ..

da die Moglichkeiten mannigfaltig sind und stark vom Benutzer abhingen.
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Informationen betreffend den Zustand der einzelnen Geriite konnen sténdig am Terminal oder

einem das Terminal emulierenden Mobilfunkgerat abgelesen werden. Meldungen Gber nicht
getitigte Schalt- oder Steuervorginge konnen auf unterschiedlichste Weisen ausgegeben
werden. Dadurch wird eine iibersichtliche Uberwachung der einzelnen Geréte ermoglicht.

Die Vorrichtung zeichnet sich weiters durch ihren modularen Aufbau aus, welcher den Zukauf
von neuen Geriten sowie deren Aufnahme in die Szenariengestaltung stark erleichtert. Bei
Bedarf kénnen Terminals in mehreren Ridumen installiert werden, auferdem ist es aufgrund der

Funkschnittstellen auch moglich, portable Terminals zu verwenden.

Eine bereits existierende Installation einer Vorrichtung zum Bedienen von Geriten, wie etwa
eines geratespezifischen Busses, muB nicht rickgingig gemacht werden, falls man die erfin-
dungsgemiBe Vorrichtung zum Einsatz bringen méchte, da eine Anbindung des Busses an die
Basisstation moglich ist. Der Bus mit den zugehorigen Busgeréten kann dann tber die Basis-
station gesteuert werden.

Die vorliegende erfindungsgemaBe Vorrichtung schafft zusammenfassend durch ihren modula-
ren Aufbau ein die Inselldsungen der herkommlichen Elektroinstallation integrierendes Ge-
samtsystem zur Schaltung, Steuerung und Uberwachung von Geréten. Mittels dieser Vor-
richtung kann durch die im wesentlichen freie Konfigurierung von Szenarien die Komplexitat
der Bedienung von Geriiten stark reduziert werden, wodurch ein Einsatz dieses Systems flir
nahezu alle Haushalte, Biiros etc. sowie fiir nahezu alle Personengruppen denkbar wird.
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PATENTANSPRUCHE

1. Vorrichtung zum Schalten, Steuern und Uberwachen von Geriten, insbesondere von
Geriten in Wohn- oder Nutzbauten, bestehend aus einer Basisstation (BAS) mit zumin-
dest einem Prozessor und einem Speicher, welche ein oder mehrere Schnittstellen (SC1 -
SC4) aufweist, iiber welche Gerdte (GE1 - GE3, BG1 - BG3) mit der Basisstation
(BAS) elektrisch verbindbar sind,

dadurch gekennzeichnet, daBl

. die Basisstation (BAS) dazu eingerichtet ist, Steuersignale an Gerate (GE1 - GE3,
BG1 - BG3) zu ibermitteln sowie Informationssignale von Geriten (GE1 - GE3,
BG1 - BG3) zu empfangen,

.« die Basisstation (BAS) zur freien Konfigurierung von Szenarien eingerichtet ist,
welche Schalt- und Steuervorginge an beliebigen Geréiten (GE1 - GE3, BG1 - BG3)
betreffen,

«  Szenarien durch Aktivierungssignale an die Basisstation (BAS) aktivierbar sind,
wobei nach einer Aktivierung eines Szenarios die betreffenden Gerate (GE1 - GE3,
BG1 - BG3) mittels Steuersignalen von der Basisstation (BAS) geschaltet und/oder
gesteuert werden,

+  und weiters der Basisstation (BAS) zumindest ein Terminal (TE1, TE2) zugeordnet
ist, wobei das Terminal (TE1, TE2) dazu eingerichtet ist, Aktivierungssignale an die
Basisstation (BAS) zu senden, sowie Zustandssignale von der Basisstation (BAS) zu
empfangen.

2. Vorrichtung nach Anspruch 1, dadurch gekennzeichnet, daB das Terminal (TE1) als
von der Basisstation (BAS) raumlich getrennte Einheit ausgebildet und mit der Basissta-
tion (BAS) iiber eine Schnittstelle (SC1) verbindbar ist.

L2

Vorrichtung nach Anspruch 1 oder 2, dadurch gekennzeichnet, dafl das Terminal
(TE1, TE2) eine Anzeige aufweist.

4. Vorrichtung nach einem der Anspriiche 1 bis 3, dadurch gekennzeichnet, dafi das
Terminal (TE1, TE2) eine berithrungsempfindliche Anzeige aufweist.

-
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5. Vorrichtung nach einem der Anspriiche 1 bis 4, dadurch gekennzeichnet, dall das

Terminal (TE1, TE2) sprachgesteuert ist.

6. Vorrichtung nach einem der Anspriiche 1 bis 5, dadurch gekennzeichnet, dafl Aktivie-
rungssignale fiir Szenarien mittels des Terminals (TE1, TE2) auslosbar sind.

7. Vorrichtung nach einem der Anspriiche 1 bis 6, dadurch gekennzeichnet, dafl Aktivie-

rungssignale fir Szenarien automatisch, in Abhdngigkeit von physikalischen GroBen
auslosbar sind.

8.  Vorrichtung nach einem der Anspriiche 1 bis 7, dadurch gekennzeichnet, dal} eine
Ubermittlung von Informationssignalen von geschalteten oder gesteuerten Geréten (GE1
- GE3, BG1 - BG3) an die Basisstation (BAS) entsprechend den jeweiligen Schalt- oder
Steuervorgingen vorgesehen ist.

9. Vorrichtung nach einem der Anspriiche 1 bis 8, dadurch gekennzeichnet, dafl eine
Ubermittlung von Zustandssignalen von der Basisstation (BAS) an das Terminal (TEI,
TE2) entsprechend der Aktivierung von Szenarien vorgesehen ist.

10. Vorrichtung nach einem der Anspriiche 1 bis 9, dadurch gekennzeichnet, dalt die
Gerite (GE1 - GE3, BG1 - BG3) mittels Aktoren und Sensoren geschaltet, gesteuert
und Giberwacht sind.

11.Vorrichtung nach einem der Anspriiche 1 bis 10, dadurch gekennzeichnet, daf die Basis-
station (BAS) iiber eine Schnittstelle (SC4) mit einem Telekommunikationsnetz (NET)

verbindbar ist und Aktivierungssignale fiir Szenarien tber ein Telekommunikationsnetz
(NET) auslosbar sind.

12. Vorrichtung nach Anspruch 11, dadurch gekennzeichnet, dall das Telekommunikati-
onsnetz (NET) ein Mobilfunknetz ist.

13.  Vorrichtung nach Anspruch 11 oder 12, dadurch gekennzeichnet, dafi die Basisstation
(BAS) iber ein Telekommunikationsnetz (NET) mit einem Terminal (TE2) verbindbar
ist.

14. Vorrichtung nach einem der Anspriiche 11 bis 13, dadurch gekennzeichnet, dafl ein

Terminal -zumindest hinsichtlich wesentlicher .Funktionen durch ein Mobilfunkgerdt
(MOT) emulierbar ist.

- 12 -

Page 442 of 858




WO 00/56016 PCT/AT99/00301

15.

16.
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Vorrichtung nach einem der Anspriiche 1 bis 14, dadurch gekennzeichnet, daf -die
Basisstation (BAS) iiber eine Schnittstellen (SC3) mit einem geritespezifischen Bus
(BUS) verbindbar ist.

Vorrichfung nach einem der Anspriiche 1 bis 15, dadurch gekennzeichnet, dal} eine
oder mehrere Schnittstellen (SC1 - SC4) als Funkschnittstellen ausgebildet sind.
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(57) Abstract

A medical device is configured to support two-way pager communication to remotely monitor the status and configuration of the
medical device. A two-way pager module is incorporated into the medical device. A remote monitoring service is configured to regularly
communicate with the medical device to initiate self-tests, obtain status information or provide reconfiguration information and software
updates. The medical device then sends a return message to the remote monitoring service using the two-way paging network, The return
message would include the requested information, self-test results, or acknowledgement that the reconfiguration or software update was
performed. The system can be expanded so that the remote monitoring service can monitor a large number of medical devices. This system
can be advantageously used to efficiently monitor a large number of portable or mobile medical devices at a low cost and in a manner that
is transparent to the users of the medical devices. In addition, no extra infrastructure needs to be added to implement the system,"In a
further refinement, the medical devices may include a GPS module so that the location of the medical devices may be monitored.
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METHOD AND APPARATUS FOR REMOTE WIRELESS
COMMUNICATION WITH A MEDICAL DEVICE
Field of the Invention

The present invention is related to communication systems for use with a

5  medical device and, more particularly, to remote wireless communication systems
for medical devices using a two-way paging system.
Background Information

Many medical devices such as, for exémple, defibrillators are monitored for
status and condition. One conventional method to monitor the medical devices
10  includes having a technician manually check and test the medical devices on a
regular basis. These devices generally are kept at the customer's site and, because
these devices tend to be complex, the customers or users are generally not trained to
perform this monitoring process. Consequently, some of these devices are
configured to communicate with an off-site monitoring service, which can remotely
15  obtain the status and condition information. In addition, the monitoring service can
remotely initiate self-tests and reconfiguration. These conventional systems tend to
use either wired connections (e.g., LAN or telephone service) or wireless systems

such as cellular telephone or specialized proprietary RF systems.
FIGURE 1 is a block diagram illustrative of a conventional medical device
20 communication system 10 having a medical device 11, a communication network 12,
and a remote monitoring service 13. As indicated by the dashed lines in FIGURE 1;
the medical device 11 can be located at the user's premises or at a field site (e.g.,
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when paramedics in responding to an emergency use a portable external
defibrillator). The communication network 12 may be a wired system such as, for
example, a normal telephone system 15 or a local area network (LAN)16.
Alternatively, the communication network 12 may be a wireless system such as, for
5 example, a cellular telephone system 17 or a private wireless communication
system 18 dedicated to monitoring medical devices. Some of these conventional
wireless systems require that a vehicle with receiving equipment drive by the
customer's premises in order to communicate with the medical device 11. The
medical device 11 includes an interface 19 for communicating with the remote
10  monitoring service 13 through the communication system 12.
The remote monitoring service 13 is configured to obtain status information
from the medical device 11. For example, in a system adapted for monitoring a
portable external defibrillator, the remote monitoring service 13 may be configured
to obtain information such as battery charge, battery age, self-test results,
15  configuration parameters, internal state (e.g., off, on, or charging), or even
physiological data measured from a patient during treatment. The remote monitoring
service 13 may also initiate self-tests or reconfigure the medical device 11.
These conventional systems have drawbacks such as having to be physically
connected to a telephone line in the case of wired systems or having added special
20  infrastructure that is relatively expensive to obtain and operate in the case of wireless
systems. With the market for some medical devices expanding into households,
there is a need for low cost, wireless remote communication system for medical
devices.
Summary
25 In accordance with the present invention, a medical device is configured to
support two-way pager communication is provided. In one aspect of the invention, a
two-way pager module supporting digital communication is incorporated into the
medical device. The two-way pager module allows a remote monitoring service to
regularly communicate with the medical device to initiate self-tests, obtain status
30 information and provide reconfiguration information. The two-way pager modules
are commercially available and relatively inexpensive to purchase and operate. No
additional infrastructure is needed (i.e., the paging service provider has the
infrastructure). Also, the system is self-contained in the medical device and the
operation is transparent to the user. The system can also be used with portable
35  medical devices without connecting and reconnecting the portable medical device to
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the communication network (i.e., as long as the medical device is within the service
area of the paging service). Accordingly, using a two-way paging communication
system advantageously avoids the physical constraints of wired systems at a lower
cost than relatively expensive cellular and private wireless system. Further, using a
two-way paging system avoids the need to provide a communication infrastructure or
to use "drive-by" techniques as is required in some conventional private wireless
systems.

In a further aspect of the present invention, the remote monitoring service is
configured to initiate pages addressed to the desired medical device that include, for
example, instructions (or codes representing instructions) for the medical device to
provide status, perform self-tests or change the medical device's configuration. In
one embodiment, the monitoring service initiates such pages by calling the "pager"
number previously assigned to the desired medical device, using a telephone/modem
connection. In one embodiment, the instructions are added to the page by providing
a number or code representing the desired instruction. The paging service then
generates a page with the desired instruction, addressed to the desired medical
device. The medical device receives the page and then extracts and performs the
instructions. The medical device may be instructed to transmit a message back to the
paging service containing self-test resuits, status data or condition data using the two-
way pager module.

In a preferred portable AED (automatic external defibrillator) embodiment,
the two-way pager module includes a transmitter, receiver, antenna and signal
processing circuitry. The medical device has a control unit with a processor that is
programmed to operate the two-way pager module to receive pages containing digital
data and to transmit return messages to the paging service (i.e., the paging switch).
Because an AED typically includes a processor, in a further aspect of the present
invention, the control task for the two-way pager module is simply added to AED's
existing software.

In a further refinement of the present invention, the medical device may
include a GPS module so that the location of the medical device may be monitored.

Brief Description of the Drawings

The foregoing aspects and many of the attendant advantages of this invention

will become more readily appreciated by reference to the following detailed

description, when taken in conjunction with the accompanying drawings listed -

below.
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FIGURE1 is a block diagram illustrative of some conventional
communication systems for medical devices.

FIGURE?2 is a block diagram illustrative of a remote wireless
communication system for use with medical devices, according to one embodiment

5  of the present invention.

FIGURE 3 is a flow diagram illustrative of the operation of the remote
wireless communication system of FIGURE 2, according to one embodiment of the
present invention.

FIGURE 4 is a block diagram illustrative of a defibrillator implementing the

10  medical device in FIGURE 2, according to one embodiment of the present invention.

FIGURE 5 is a block diagram illustrative of the remote monitoring unit in
FIGURE 2, according to one embodiment of the present invention. '

FIGURE 6 is a flow diagram illustrative of the operation of the remote
wireless communication system of FIGURE 2, according to another embodiment of

15  the present invention.

FIGURE 7 is a block diagram illustrative of a medical device configured to
provide information regarding the location of the medical device to a remote
monitoring service, according to one embodiment of the present invention.

FIGURE 8 is a block diagram illustrative of a remote wireless and data

20 network communication system for use with medical devices, according to one
embodiment of the present invention.

FIGURES 9A and 9B are block diagrams illustrative of two embodiments of
data network communication links between the remote monitoring service and the
two-way paging network depicted in FIGURE 8, according to the present invention.

25 FIGURE 10 is a block diagram illustrative of a remote wireless
communication system for use with medical devices, according to another
embodiment of the present invention.

FIGURE 11 is a block diagram illustrative of a remote wireless
communication system for use with smart subsystems of medical devices, according

30 to one embodiment of the present invention.
Detailed Description

FIGURE?2 is a simplified diagram illustrative of a remote wireless

communication system 20 for use with medical devices, according to one
" embodiment of the present invention. Communication system 20 includes a medical
35  device 21 with a two-way pager module 22, a two-way paging network 23 and a
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remote monitoring service 24. Although only one medical device is shown in
FIGURE 2, it will be appreciated that the remote monitoring service 24 can monitor
a relatively large number of medical devices (not shown) using the two-way paging
network 23 of the communication system 20. The medical device 22 communicates
5 with the remote monitoring service 24 through the two-way paging system 23. The
two-way paging module 23 is a standard commercially available two-way paging
module. In particular, the medical device 21 uses the two-way paging module 22 to
interface with the paging system 23 through a wireless channel, indicated by an
arrow 25. In addition, the two-way paging network 23 communicates with the
10  remote monitoring service 24 through a channel (wired or wireless), indicated by an
arrow 26. In one embodiment, the channel 26 is a standard telephone connection
with standard modem interfaces 27 and 28 in remote monitoring service 24 and two-
way paging network 23, respectively. As will be appreciated by those skilled in the
art in light of this disclosure, the channel 26 need not be a standard telephone

15 connection in other embodiments.

FIGURE 3 is a flow diagram illustrative of the operation of the remote
wireless communication system 20 (FIGURE 2), according to one embodiment of
the present invention. Referring to FIGS. 2 and 3, remote wireless communication
system 20 operates as follows. In a block 31, the remote monitoring service 24

20 initiates a page addressed to the desired medical device (i.e., the medical device 12 in
this example). The page includes, for example, instructions (or codes representing
instructions) for the medical device 21 to provide status, perform self-tests or change
the configuration (e.g., update the software) of the medical device 21. The remote
monitoring service 24 initiates the page by sending a page request to the two-way

25  paging network 23 with the desired page address and data. In general, any wired or
wireless data transmission network may be used to initiate the page. In one
embodiment, the monitoring service 24 initiates this page by calling a "pager"
number previously assigned to the medical device 21, using a standard telephone line
and modem connection. In other embodiments, other types of communication links

30 can be used between the remote monitoring service 24 and the two-way paging
network 23. The remote monitoring service 24 encodes instructions to be transferred
by the paging system. Further, error correction techniques are often used to ensure
correct reception of the encoded mstructxons in the presence of noise in the
transmission channel. The two-way paging network 23 includes a paging switch (not
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shown) that generates a page with the desired instruction, addressed to the desired
medical device 21.

In a next block 33, the medical device 21 receives the page via the paging

module 22 and then extracts the instructions from the page. The paging module 22

5 may be configured to send an acknowledgement page back to the two-way paging

network 23 to confirm receipt of the page. Then in a block 35, the medical device 21

performs the extracted instructions. In a next block 37, the medical device 21, in this

example, transmits a message back to the remote monitoring service 24 through the

two-way paging network 23. In accordance with one two-way paging protocol, this

10  "return page" is transmitted in a return channel that is different from the channel (i.e.,

frequency band) used to transmit the page initiated by the remote paging service 24

in block 31. This type of system can allow the medical device 2l to initiate

transmission of the return page without having to wait to be polled by the two-way

paging network 23. The return channel page or message contains self-test results,

15  status data, or condition data, depending on the nature of the instructions sent by the

remote monitoring service 24. A transmission from the medical device 21 can be

immediately provided by the two-way paging network 23 to the remote monitoring

service 24 via the same data transmission network that the remote monitoring

service 24 used to initiate the page. For example, two-way paging network 23 may

20 use a telephone/modem connection to transmit the data to the remote monitoring

service. Alternatively, the two-way paging network 23 and the remote monitoring

service 24 may be configured to store the return message in a "mail box" that the
monitoring service 24 can later retrieve and analyze.

In a next block 39, the remote monitoring service 24 then extracts the

25  information from the return page. This information can then be displayed for

analysis by a technician at the remote monitoring service 24. Alternatively, the

remote monitoring service 24 may be configured with a computer programmed to

analyze the information. The remote monitoring service 24 can then alert a

technician or even the customer when analysis of the information indicates a

30  problem. It will be appreciated that in light of the present disclosure, those skilled in

the art can implement without undue experimentation, a remote communication

system for medical devices in which several medical devices are monitored by the

remote monitoring service 24 using the two-way paging network 23. The remote

monitoring service 24 would be conﬁgured to "poll" each medical device ‘at least
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once per day up to several times a day, depending on the number of medical devices
and the capacity of the two-way paging network 23.
FIGURE 4 is a block diagram illustrative of medical device 21 (FIGURE 2)
being implemented with a defibrillator, according to one embodiment of the present
5 invention. Although a defibrillator is used in this embodiment, in light of this
disclosure, those skilled in the art will be able to implement other embodiments using
other types of medical equipment, without undue experimentation. In addition to the
two-way paging module 22, the defibrillator 21 includes a controller 40, a power
source 41, an energy storage device 42, an output circuit 43 and output electrodes 44
10  and 45. To facilitate understanding of the invention, the same reference number may
be used in several drawings to indicate elements having the same or similar structure
or function. In this embodiment, the two-way paging module 22 is implemented
with a CreataLink2™ two-way paging module, available from Motorola, Inc.
Schaumburg, Illinois. This embodiment uses the ReFLEX™ two-way paging
15 protocol. Of course, in other embodiments, other suitable OEM (original equipment
manufacturer) two-way paging modules and/or two-way paging protocols may be
used.
In addition, the controller 40 includes a microprocessor (not shown) such as,
for example, a model 68332 available from Motorola, along with a memory 46.
20 Preferably, the memory 46 includes random access memory such as a DRAM
(dynamic random access memory) or SRAM (static random access memory), and
non-volatile memory such as an EEPROM (electrically erasable programmable read
only memory). The EEPROM can be used to store software programs executed by
the processor (not shown). In addition, the EEPROM allows the stored software
25 programs to be remotely updated. The power source 41 is implemented with a
battery, such as a LP500 battery available from Medtronic Physio-Control
Manufacturing Corp., Redmond, Washington. The energy storage device 42 is
implemented with a capacitor with a capacitance of about 190-200 uF. The output
circuit 43 is implemented in an H-bridge configuration, which facilitates generating
30  biphasic output pulses. For example, the output circuit 43 can be implemented as
disclosed in U.S. Patent Application Serial No. 08/811,833 filed March 5, 1997,
entitled "H-Bridge Circuit For Generating A High-Energy Biphasic Waveform In An
External Defibrillator" by J.L. Sullivan et al. In one embodiment, the controller 40,
the power source 41, the energy storage device 42, the output circuit43 and the
35  electrodes 44 and 45 are the same as used in a LP500 AED available from Medtronic
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Physio-Control Manufacturing Corp. That is, the hardware aspect of medical
device 21 is basically equivalent to a LP500 AED with the addition of the two-way
pager module 22, along with suitable software programming stored in the
memory 46.

5 FIGURE 5 is a block diagram illustrative of the remote monitoring service 24
(FIGURE 2), according to one embodiment of the present invention. In this
embodiment, the remote monitoring service 24 includes a modem 51, a control
unit 52 and a user interface 53 having a display. The modem 51 is part of
interface 27 (FIGURE 2) and is implemented with a standard commercially available

10  modem. The control unit 52 is connected to the modem 51 and includes a standard
processor and associated memory (not shown). The control unit 52 is programmed
to initiate pages to be transmitted through the two-way paging network 23
(FIGURE 2), as described above in conjunction with FIGS. 2 and 3. For example,
the control unit 52 may be programmed to initiate "self-test" pages to be sent to the

15  medical device 21 (FIGURE 2) according to a programmed schedule. In particular,
the control unit 52 would send a page request to the two-way paging network 23
(FIGURE 2) through the modem 51 as previously described, which would then
broadcast the requested page to the medical device21. In addition, the control
unit 52 is programmed to process return pages transmitted by the medical device 21

20 (FIGURE 2).

In this embodiment, the control unit52 is also connected to the user
interface 53. This feature can be used to display the processed return channel page
so that a user (not shown) can view the information contained in the received return
page. The user can then analyze the displayed information and take appropriate

25  action. For example, the return channel page may contain the results of a self-test
initiated by the remote monitoring service 24. If the results of the self-test indicate
that the medical device 21 failed the self-test, the user can then contact the customer
(or the party responsible for the medical device 21) to take the medical device 21 to a
repair facility. The user may also use the user interface 53 to initiate pages to the

30 medical device 21. For example, this feature may be used to send a software update
or reconfiguration information to the medical device 21.

FIGURE 6 is a flow diagram illustrative of the operation of the remote
wireless communication system 20 (FIGURE 2), according to another embodiment
of the present invention. This embodiment utilizes the ability of some two-way

35  pager protocols to support independent transmission of a return channel page to send
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a message to the remote monitoring service 24. That is, the medical device 21 can
send a page to the remote monitoring service 24 without first having received a page
from the remote monitoring service 24. In a block 61, the medical device 21, in a
self-monitoring process, determines the status of the medical device21. For
5  example, the medical device 21 may be an AED having a control unit (e.g., the
controller 40 in FIGURE 4) that constantly monitors the voltage of its battery (e.g.,
the power source 41 in FIGURE 4) to detect if the battery voltage drops below a
predetermined threshold level. This self-monitoring process may monitor other
paramefers or initiate self-tests on a regular basis. For example, some medical
10 devices include an on-board controller and clock system. The medical device’s
controller can be programmed to periodically initiate self-tests. Alternatively, the
medical device 21 may initiate such self-monitoring and/or self-tests upon being
activated or after being used. For example, the medical device 21 may be
programmed to initiate notification pages indicating when the medical device 21 is

15  used or if the medical device 21 fails in an attempted use.

In a next block 63, the medical device 21 initiates a page through two-way
paging network 23 to provide the status or self-test results to the remote monitoring
service 24. Block 63 is performed in essentially the same manner as block 37
(FIGURE 3), except that in block 63, the return channel page is not in response to a

20  page sent by the remote monitoring service 24. That is, the status or self-test results
are generated by the medical device 21 and sent via return channel page to the
remote monitoring service 24 without prompting by the remote monitoring
service 24. This embodiment can be used to reduce the processing load on the
control unit 52 (FIGURE 5) of the remote monitoring service 24 when a large

25 number of medical devices are being monitored. Blocks 65 and 67 are then
performed by the remote monitoring service 24 in essentially the same manner as
blocks 37 and 39 (FIGURE 3), described above.

FIGURE 7 is a block diagram illustrative of a medical device 70 configured
to provide information regarding the location of the medical device 70 to the remote

30 monitoring service 24 (FIGURE 2), according to one embodiment of the present
invention. In this embodiment, the medical device 70 includes the two-way paging
module 22 (as described above in conjunction with FIGURE2), a GPS (giobal
positioning system) module 71 and a controller 73. In addition, the medical
device 70 includes the normal medical device circuitry 75 that the medical device 70 -

35  would have to perform its intended medical functions. For example, if the medical
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device 70 were an AED, the medical device circuitry 75 would typically include the

power source 41, the energy storage device42, the output circuit43 and the
electrodes 44 and 45 that an AED described above in conjunction with FIGURE 4.

In one embodiment, the controller 73 is the same as the controller 40

5 (FIGURE 4) with additional software programming to interact with the GPS

module 71. The GPS module 71 is implemented with a standard OEM GPS module

such as, for example, a suitable module of the SiRFstar VLX Product Family,

available from SiRF Technology, Inc., Santa Clara, California. The GPS module 71

is used to detect the location of the medical device 70 in the standard manner. In

10 particular, the controller 73 is programmed to query the GPS module 71 to provide

the current location of the medical device 70, which the controller 73 then causes to

be transmitted to the remote monitoring service 24 (FIGURE 2) using the two-way

paging module 22. The medical device 70 can provide its current location in

response to a request from the remote monitoring service 24 as described above in

15 - conjunction with FIGURE 3, or on its own as described above in conjunction with

FIGURE 6. This feature can be used to track the location of portable medical

devices such as AEDs.

FIGURE 8 is a block diagram illustrative of a remote wireless and data

network communication system 80 for use with medical devices, according to one

20  embodiment of the present invention. System 80 is similar to system 20 (FIGURE 2)

except that the two-way paging service 23 (FIGURE2) includes a data network

point-of-presence (POP) interface and the channel 26 (FIGURE 2) includes a data

network interface 81. For example, the data network and data network POP may be

implemented using the Internet and a website. In this embodiment, the remote

25  monitoring service 24 is configured to send page requests for pages to remote

medical devices (not shown) through the data network POP of the two-way paging

service 23, using the data network interface 81. The data network interface 81 is

configured to follow the procedures defined by the two-way paging service 23 for

sending pages using its data network POP. In response to data network POP-based

30  page requests from the remote monitoring service 24, the two-way paging service 23

sends out pages to the addressed remote medical devices in the standard manner.

The remote medical devices then send return pages as described above. The return

pages (and self-initiated pages) from the remote medical devices are processed by the

two-way paging service 23, which then provides the pages from the remote medical

35  devices to the remote monitoring service 24. As previously described, the two-way
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paging service 23 may provide the return page via a standard telephone connection as
previously described. Alternatively, the return page may be in the form of data
network email.
In an alternative embodiment, the two-way paging service 23 may also
5  support direct data network email page requests. This alternative embodiment is
similar to the embodiment of FIGURE 8, except that the remote monitoring
service 24 is configured to send page requests to the two-way paging service 23 by
internet email rather than through accessing the data network POP of the two-way
paging service 23.

10 FIGURE 9A illustrates the data network POP interface of the remote
monitoring service 24 (FIGURE 8), according to one embodiment of the present
invention. In this embodiment, the remote monitoring service 24 accesses the data
network through a data network access provider 90. The remote monitoring
service 24 includes an interface 91 for establishing a connection with the data

15 network access provider 90 over a line 92. The interface 91 can be a standard
modem and the line 92 can be a standard telephone network. Altemnatively, the
remote monitoring service can be connected to the data network access provider 90
using other types of communication technologies such as cable, integrated services
digital network (ISDN), asynchronous digital subscriber line (ADSL), etc.

20 FIGURE 9B illustrates the Internet interface of the remote monitoring
service 24 (FIGURE 8), according another embodiment of the present invention.
This embodiment is similar to the embodiment of FIGURE 9A, except that the
remote monitoring service uses a direct data network connection instead of a data
network access provider 90. In this embodiment, the remote monitoring service 24 is

25  connected to the data network by a server 93. The remote monitoring service 24 is
connected to the server 93 via a line 95. The line 95 can be any suitable connection
such as, for example, a direct cable connection, or an internal or Intranet network
connection such as an Ethernet connection. Such direct data network connections are
well known using commercially available equipment and software.

30 FIGURE 10 illustrates part of a remote wireless communication system 100
for use with medical devices, according to another embodiment of the present
invention. The system 100 includes a conventional medical device 101 and a
separate communication device 103. The rest of the system is as described in
conjuhction with FIGURE 2, with the medical device 101 and the communication

35  device 103 replacing the medical device 21. The communication device 103 and the
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medical device 101 include an interface 105 and an interface 107, respectively, for

supporting communication between the devices. In one embodiment, the
interfaces 105 and 107 form a RS-232-C bus connection.

The communication device 103 includes a paging module 22 as described

5 above in conjunction with FIGURE2. The communication device 103 has a

controller 109 similar to controller 73 (FIGURE 7) and is configured to receive pages

sent by the remote monitoring service 24 and pass instructions within the received

pages to the medical device 101. In addition, the communication device 103 is

configured to download data (e.g., self-test data) from the medical device 101 (either

10 in response to the page from the remote monitoring service 24 or self-initiated) and
send a page with the downloaded data to the remote monitoring service 24. The
communication device 103 may also include a GPS module 71 (FIGURE 7) for
tracking the location of medical device 101. This embodiment is advantageously
used to upgrade existing medical devices that have a communication port.

15 FIGURE 11 illustrates part of a remote wireless communication system 110
for use with medical devices, according to another embodiment of the present
invention. The system 110 includes a medical device 111 having a smart
subsystem 113. The rest of the system 110 is as described above in conjunction with
FIGURE 2, with the medical device 111 replacing medical device 21.

20 The smart subsystem 113 can be a smart battery similar to that disclosed in
U.S. Patent Application entitled “Smart Battery With Maintenance And Testing
Functions, Communications, And Display”, Serial No.09/237,193 filed on
January 26, 1999, which is assigned to the same assignee as the present invention,
except that the smart subsystem 113 includes paging module 22. The smart

25  subsystem 113 includes a controller 115 that is similar to the controller 73 described
above in conjunction with FIGURE 7, which allows the smart subsystem 113 to be
configured to inter-operate with the paging module 22 as previously described.

The embodiments of the remote wireless communication system described
above are illustrative of the principles of the present invention and are not intended

30  to limit the invention to the particular embodiments described. For example, in light
of the present disclosure, those skilled in the art can adapt the two-way paging
communication system to medical devices other than AEDs without undue
experimentation. In addition, those skilled in the art can adapt the two-way paging
communication system to use other wired or wireless public data network interfaces

35  or wireless telephone interfaces in other embodiments. Accordingly, while the
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preferred embodiment of the invention has been illustrated and described, it will be
appreciated that various changes can be made therein without departing from the

spirit and scope of the invention.
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I claim:

1. A communication system comprising:

a medical device having a two-way paging module;

a two-way paging network; and

a remote monitoring service,

wherein the remote monitoring service is configured to send a page to the
medical device using the two-way paging network, the page including a request for
information from the medical device, and wherein, in response to receiving the page,
the medical device is configured to obtain the requested information and send a
return message back to the remote monitoring service using the two-way paging

network, the return message including the requested information.

2. The system of Claim 1 wherein the medical device is a portable
defibrillator.
3. The system of Claim 1 wherein the page includes an instruction for

the medical device to perform a self-test, and wherein the medical device is
configured to perform the requested self-test in response to the instruction.

4. The system of Claim 1 wherein the page includes an instruction for
the medical device to send status information back to the remote monitoring service
and wherein the medical device is configured to obtain the status in response to the

instruction.

5. The system of Claim 1 wherein the page includes configuration
information to update the configuration of the medical device, and wherein the
medical device is configured to update its configuration in response to receiving the

configuration information.

6. The system of Claim 1 wherein the page includes software update
information to update software stored in the medical device, and wherein the medical
device is configured to update the software stored in the medical device in response
to receiving the software update information.

7. The system of Claim 1 wherein the medical device is further
configured to autonomously obtain medical device information and send a message
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to the remote monitoring service using the two-way paging network, the message
including the medical device information, the medical device information including
status, self-test, or configuration information.

8. The system of Claim 1 wherein the medical device comprises:

a controller with a memory;

a two-way paging module coupled to the controller,

wherein the controller and two-way paging module are configured to receive
and process pages sent to the medical device by the remote monitoring service over
the two-way paging network and further configured to send return messages to the
remote monitoring service over the two-way paging network..

9. The system of Claim 1 wherein the remote monitoring service
comprises: '

a control unit, wherein in the control unit is configured to selectively initiate a
page to the medical device using the two-way paging network;

an interface coupled to the control unit, wherein the interface is configured to
support communication between the control unit and the two-way paging network;
and

a user interface having a display coupled to the control unit, the user interface
being configured to support transfer of information between a user and the control
unit.

10.  The system of Claim 1 further comprising a global positioning system
(GPS) module coupled to the controller, wherein the controller and GPS module are
configured to provide the information indicative of the location of the medical device
to the remote monitoring service using the two-way paging network.

11.  The system of Claim 1 wherein the medical device comprises a smart
subsystem, the smart subsystem including the two-way paging module, and wherein
the requested information is related to the status of the smart subsystem.

12.  The system of Claim 11 wherein the smart subsystem comprises a
battery for providing power to the medical device.

13.  The system of Claim 1 wherein the remote monitorihg service is
configured to send a page to the medical device by communicating with the two-way
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paging network through a data network.
14.  The system of Claim 13 wherein the data network is an Internet.

15.  The system of Claim 14 wherein the remote monitoring service is
configured to use an Internet service provider to communicate over the Internet.

16. A method for a remote monitoring service to communicate with a
medical device using a two-way paging network, the method comprising:

initiating a page from the remote monitoring service to the medical device
using the two-way paging network, the page including a request by the remote
monitoring service for information from the medical device;

receiving the page in the medical device;

obtaining the requested information in response to receiving the page in the
medical device; and

sending a return message from the medical device to the remote monitoring
service using the two-way paging. network, the message including the requested
information.

17.  The method of Claim 16 wherein the page includes an instruction for
the medical device to perform a self-test, and wherein the medical device is
configured to perform the requested self-test in response to the instruction.

18.  The method of Claim 16 wherein the page includes an instruction for
the medical device to send status information back to the remote monitoring service
and wherein the medical device is configured to obtain the status in response to the

instruction.

19.  The method of Claim 16 wherein the page includes configuration
information to update the configuration of the medical device, and wherein the
medical device is configured to update its configuration in response to receiving the
configuration information.

70.  The method of Claim 16 wherein the page includes software update
information to update software stored in the medical device, and wherein the medical
device is configured to update the software stored in the medical device in response -
to receiving the software update information.
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21.  The method of Claim 16 wherein the medical device is further
configured to autonomously obtain medical device information and send a message
to the remote monitoring service using the two-way paging network, the message
including the medical device information, the medical device information including
status, self-test, or configuration information.

22.  The method of Claim 16 wherein the medical device is a portable
defibrillator.

23.  The method of Claim 16 further comprising determining a location of
the medical device using a global positioning system (GPS) module and providing
information indicative of the location of the medical device to the remote monitoring

service using the two-way paging network.

24.  The method of Claim 16 wherein the medical device comprises a
smart subsystem, the smart subsystem including the two-way paging module, and
wherein the requested information is related to the status of the smart subsystem.

25.  The method of Claim 24 wherein the smart subsystem comprises a
battery for providing power to the medical device.

26.  The method of Claim 16 wherein the remote monitoring service is
configured to send a page to the medical device by communicating with the two-way
paging network through a data network.

27, The method of Claim 26 wherein the data network is an Internet.

28.  The method of Claim 27 wherein the remote monitoring service is
configured to use an Internet service provider to communicate over the Internet.

29. A defibrillator comprising:

a pOwer source;

a charging circuit coupled to the power source;

an energy storage device coupled to the charging circuit;
an output circuit coupled to the energy storage device;

a pair of electrodes coupled to the output circuit;

a two-way paging module; and
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a controller having a memory coupled to the two-way paging module,
charging circuit and the output circuit, wherein the controller is configured to
selectively cause the charging circuit to transfer energy from the power source to the
energy storage device and to cause the output circuit to transfer energy from the
energy storage device to the electrodes, and

wherein the controller is further configured to operate the two-way paging
module to (i) receive a page from a remote monitoring service via a two-way paging
network, the page including a request for information from the medical device, and
(i) send a message to the remote monitoring service via the two-way paging
network, the message including the requested information.

30.  The defibrillator of Claim 29 wherein the page includes an instruction
for the defibrillator to perform a self-test, and wherein the defibrillator is configured
to perform the requested self-test in response to the instruction.

31.  The defibrillator of Claim29 wherein the page includes software
update information to update software stored in the defibrillator, and wherein the
defibrillator is configured to update the software stored in the defibrillator in
response to receiving the software update information.

32, The defibrillator of Claim 29 wherein the page includes an instruction
for the defibrillator to send status information back to the remote monitoring service
and wherein the defibrillator is configured to obtain the status in response to the
instruction.

33, The defibrillator of Claim 29 wherein the page includes configuration
information to update the configuration of the defibrillator, and wherein the
defibrillator is configured to update its configuration in response to receiving the
configuration information.

34.  The defibrillator of Claim29 wherein the defibrillator is further
configured to autonomously obtain defibrillator information and send a message to
the remote monitoring service using the two-way paging network, the message
including the defibrillator information, the defibrillator information including status,
self-test, or configuration information.

Page 470 of 858




WO 00/70889 PCT/US00/13020
-19-

35.  The defibrillator of Claim 29 further comprising a global positioning
system (GPS) module coupled to the controller, wherein the controller and GPS
module are configured to provide the information indicative of the location of the
defibrillator to the remote monitoring service using the two-way paging network.

36. A defibrillator comprising:

a power source;

a charging circuit coupled to the power source;

an energy storage device coupled to the charging circuit;

an output circuit coupled to the energy storage device;

a pair of electrodes coupled to the output circuit;

a two-way paging module;

defibrillator control means for selectively causing the charging circuit to
transfer energy from the power source to the energy storage device and to cause the
output circuit to transfer energy from the energy storage device to the electrodes; and

pager module control means, coupled to the two-way paging module, for
receiving and processing a page from a remote monitoring service via a two-way
paging network, the page including a request for information from the medical
device, and for sending a message to the remote monitoring service via the two-way
paging network, the message including the requested information,

37.  The defibrillator of Claim 36 wherein the page includes an instruction
for the defibrillator to perform a self-test, and wherein the defibrillator is configured
to perform the requested self-test in response to the instruction.

38.  The defibrillator of Claim 36 wherein the page includes software
update information to update software stored in the defibrillator, and wherein the
defibrillator is configured to update the software stored in the defibrillator in
response to receiving the software update information.

39.  The defibrillator of Claim 36 wherein the page includes an instruction
for the defibrillator to send status information back to the remote monitoring service
and wherein the defibrillator is configured to obtain the status in response to the
instruction.

40.  The defibrillator of Claim 36 wherein the page includes configuration
information to update the configuration of the defibrillator, and wherein the
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defibrillator is configured to update its configuration in response to receiving the
configuration information.

41.  The defibrillator of Claim 36 wherein the defibrillator is further
configured to autonomously obtain defibrillator information and send a message to
the remote monitoring service using the two-way paging network, the message
including the defibrillator information, the defibrillator information including status,
self-test, or configuration information.

42.  The defibrillator of Claim 36 further comprising a global positioning
system (GPS) module coupled to the controller, wherein the controller and GPS
module are configured to provide the information indicative of the location of the
defibrillator to the remote monitoring service using the two-way paging network.

43,  The defibrillator of Claim 36 wherein a processor and a memory are
used to implement the defibrillator control means and pager module control means.

44, A communication circuit for use in conjunction with a medical device,
a two-way paging network and a remote monitoring service, the communication
device comprising:

a controller; and

a two-way paging circuit coupled to the controller,

wherein in response to a page from the remote monitoring service using the
two-way paging network, the page including a request for information from the
medical device, the communication device is configured to obtain the requested
information from the medical device and send a return message back to the remote
monitoring service using the two-way paging network, the return message including
the requested information.

45, The communication circuit of Claim 44, wherein the communication
circuit is in a separate unit external to the medical device, the separate unit being
configured to be selectively coupled to the medical device.

46. The communication circuit of Claim 45 further comprising a GPS

module coupled to the controller.
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BACKGROUND OF THE INVENTION

Field of the Invention

The presgent invention relates to control of
5 remote devices, and in particular, control of
remotely located electrical equipment, including but

not limited to, lighting systems.

Problems in the Art

Large area lighting systems are well known in
10 the art. They can take many different forms. From
baseball diamonds to playgrounds, to parking lots,
to golf courses; large area lighting systems are all
around in today's society.
In some instances, the lighting system is
15 turned on and off automatically by timers, photo
detectors, or other devices. This works reasonably
well if the lights are used on a regular schedule or
according to regularly repeating occurrences. In
other cases, employees, staff members, or other
20 persons must be hired or have the obligation to turn
on and off the lights, particularly if the lights
are used or needed only sporadically. Most of the
time the person maintaining the lights will have.to

take care of several keys for several lights. These
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people usually travel back and forth between the
field and his/her home and even field to field
because the lighting is commonly used during non-
business hours. 1In the time it takes a staff member

to travel, the lights have been unnecessarily left

W

on. Such a problem is further compounded when the
staff member is not informed that the lights are no
longer needed for a certain event. When the lights
are not turned off, this results in a waste of

10 energy. This waste usually results in a waste of
taxpayer's money. The waste of taxpayer .money is
furthered by the presence of vandalism, which often
occurs to remote lighting systems.

An ancillary problem with manual control of

15 large area lighting systems is that the person in
charge normally must handle keys for the electrical
boxes or buildings in which the switches or breakers
are located to turn the lights on and off. Access
by the public at large to the switches is usually

20 Dblocked for safety, economic, and practical reasons.
Such keys must to carefully handles and be available
to control the lights. This can be cumbersome.

There has been some work done with computerized

control of electrical loads or systems. The

is computer'can have é databaée 6f'iﬁs£fuctidné”£hét”-m

could include turning a device on or cff. The
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computer could utilize its internal clock or other
criteria to issue commands. However, such systems
generally require a dedicated computer to control
each device or no more than several devices at a

5 location. Such systems also generally require
special interactive software developed for each
application. To change operation of the computer it
must be reprogrammed, or new software must be
installed. Either case requires significant time

10 and expense.

Some attempts at remote control have been made.

One example uses established paging systems as the
carrier of instructions to remotely located devices
which are to be controlled. Paging systems are

15 attractive because they have currently developed to
a point where they can carry a significant amount of
digital data instructions. However, they can be
somewhat costly, including commun;cation costs.

The paging system could include a central

20 repository of instructions. Control of remote
devices based on the central repository is
accomplished by sending out paging messages with
control instructions carried therein to a paging
receiver at the remote device. While this can

25 eiiminate‘many of the problems associated with other

methods of operating lighting systems, a major
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deficiency with paging systems presently exists. In
the United States, paging systems cover most densely
populated geographic areas. Most major-sized cities
have good coverage. However, coverage is lacking in

5 many other places. Of course, electrical devices,
including large area lighting systems, are not
limited to big cities. In fact, the need for remote
control of devices may be more urgent in less
densely populated areas. Thus, while paging systems

10 offer some promise, they simply will not work in
some areas because paging communications do not
reach those areas.

Furthermore, paging systems tend to be one-way
only, and therefore of limited capacity and options.

15 Two-way paging is presently only in development.
Digital paging systems are also in development, but
it is estimated that infrastructure for substantial
geographic coverage is several decades away.

Remote control of devices using DTIMF signaling

20 is in use. An example is remote control of the
functions of an answering machine by pressing
different telephone keys. This can be accomplished
over regular or cellular phones. However, because
it involves establishing a telephone connection with

25 the remote deviée, it mustvuée the voice channels.

This is not satisfactory. Voice channels are not
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always available. They can be unreliable. This
also involves the cost of using the voice channel
while communicating the instructions.
A wireless communications system with more

5 geographical coverage is the cellular telephone
system. It is attractive because of this broader
geographic coverage and its existent infra-
structure. Therefore, like the paging network,
capital costs of developing and installing a new

10 infrastructure could be avoided. It is also
attractive because it has a built-in confirmation
function. However, it is extremely limited in the
data that it can carry, especially out to remote
devices, without invoking its voice channels. For

15 example, because of inherent limitation in the
present cellular communications protocol in the USA
(Advanced Mobile Phone Service or AMPS), it may be
able to carry only three digits of instructions in
each call via the last four digits on each cellular

20 phone’s Mobile Identification Number (MIN), a ten
digit number in the form of a conventional telephone
number; i.e. abc-def-wxyz, where a,b,c,d,e,f,w,x,vy,
and z are a single digit including and between 0 and
9, and where abc is the area code (three digits),

25 def is the identification of the local central

switching office (CTO) for the land based telephone
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system (three digits), and wxyz is a four digit
identification for the phone (equivalent to the
vline” number in conventional phone systems). This
is well-known and widely documented.

5 Under Federal Communications Commission (FCC)
regulations, two cellular phone carriers for each
geographic area are each given 416 duplex voice
channels, and 21 control channels. Carrier 1l's
channels are called the A channels and carrier 2's

10 channels are called the B channels. Forward control
channels (FOCC’s) are from the cell base station to
a cell phone; reverse control channels (RECC'’s) are
from the phones to the base station. Under AMPS
protocol , up to three digits in the MIN can be

15 wused for carrying data on the forward control
channels.

An advantage of using the control channels of
AMPS is that the messages are cheap because they are
short and do not involve the voice channels. Also

20 the control channels are transmitted at higher power
than the voice channels, have better error
correction and better frequency use, and have less
traffic. Therefore, they are more reliable as a
communication link,.

25 Theréfore,-cﬁrrent céllular tele?hone-éystems

and protocols (e.g. Advanced Mobile Phone System
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(AMPS) in North America; other similar analog

systems are NAMPS and ENAMPS) are simply

unacceptable because of the limitation of

information that could be included as instructions
5 or control in cellular calls.

To have meaningful control of remote devices
usually requires communication of more than three
digits of instructions. AL a minimum, this
limitation would not allow an acceptable of level of

10 flexibility for many applications.

Also, the utilization of MINs to both serve to
instigate a cellular call and, with the same number,
effect an operation (e.g. turning lights on or off)
at a remote site is not indicated as a realistic use

15 of MINs or the cellular network.

One example of a cellular telephony based
remote control system is that of Cellemetry of
Atlanta, Georgia. It provides the means of sending
short, telemetry-like messages over the cellular

20 telephone system. Examples include reporting (a)
alarm panel status, (b) utility meter readings, {(c)
vehicle and trailer location, and (d) vending
machine status. It does utilize the overhead
control channels (FOCC’s and RECC’'s) of cellular

25 télephoné systems to—communiééte the ihfofmétion.

However, its primary uses involve transmitting data
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or information or status from remote locations to a
central location.

One specific example involves soft drink
vending machines. Reports can be communicated to a

5 central location regarding how much product has been
sold and/or how much money has been received and/or
how much change has been dispensed. Another example
involves turning off a machine or turning security
on at the machine. However, there is no known

10 ability with such systems to have individualized
schedules or control options at each remote device
that can be handled via the three digits of a
cellular control channel registration message sent
over the FOCC.

15 Such a system could use different MINs to set
and reset flags in a programmable logic controller
(pLC), for example, through a single input/output
port, but there is no known controlling of resistive
or inductive loads with MINs mapped in a PLC memory

20 to functions. There is no known instruction set
coded to MINs. The problem is one of availability
of MINs. If each remotely positioned PLC with a
cellular radio were given ten instructions to which
it would respond, the cellular carrier would have to

25 provide tén uniquevénd diétinct‘MINs for each such

radio. 1If there were only two radios, only 20 MINs

10
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would be needed. But one hundred radios would need
1000 MINs. One thousand radios would need ten
thousand MINs and so on. If there are any
meaningful number of remote devices to be controlled

5 (and remote radios), there would not be enough MINs
or the number of MINs per phone would have to be
restricted.

Essentially, cellular systems have widexr
coverage geographically than paging systems, but

10 much more restricted data capacity. Therefore,
cellular systems are not indicated to be viable
candidates for flexible remote control of devices.

There is no known existing system that remotely
controls resistive or inductive electrical loads

15 according to a centralized schedule through the
cellular system control channels.

The state of the art has not revealed a way of
solving the conflicting concerns of cost, capacity,
and coverage relative to centralized, automated

20 control of multiple remotely located electrical
devices. Therefore, there is a need for improvement

in the art.

11
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10

15

20

25

OBJECTS, FEATURES, AND ADVANTAGES OF THE

INVENTION

A principal object of the present invention is
therefore to provide an apparatus and method of
controlling remotely located devices, which improves
over or solves the problems and deficiencies in the
art.

Other objects, features, and advantages of the
present invention is to provide an apparatus and
method as above described which:

a) Is wireless.

b) Does not require specialized lighting control
software or the need for distributed software or
updates.

¢c) Facilitates low cost use of communications
networks (e.g. control channel of cellular,
Internet) .

d) Does not require a dedicated PC at each
remote location.

e) Does not require a telephone line for each
remote location and eliminates expensive
installation of phone lines.

f) Does not require additional phone lines or
hard wiring.

g) Reduces human time and the chance of human

erxor.

i2
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h) Is cost effective.

i) Reduces staff legwork and time traveling from
location to location, before or after events.

j) Eliminates human resources, time, and cost to

5 physically travel to location (s) and manually
operate the remote devices.

k) Saves energy by operating the remote devices
only when they are needed.

1) Uses existing communications infrastructures

10 (e.g. Internet, telephone networks, cellular
networks) .

m) Allows for centralized support services.

n) Provides for easy training of end users
(operators, customers, and interested persons) .

15 o) Optionally provides a confirmation sent for
each new schedule or change.

p) Is especially flexible for variable schedules
at multiple locations.

q) Saves time.

20 r) Saves money.

s) Can be predominately automated.

t) Allows for centralization of data vyet
distribution of individualized control at each
remote device.

25 | u) Réduces needrto distribute and traék multible

sets of keys.

13
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v) Is vandal resistant.

w) Has significant flexibility.

x) Is retrofittable.

y) Adapts to existing facilities, systems and
5 devices.

z) Is expandable and upgradeable.

aa) Is reliable.

bb) Does not tie up voice channels.

These and other objects, features, and
10 advantages of the present invention will become more

apparent with reference to the accompanying

specification and claims.

SUMMARY OF THE INVENTION

The present invention involves methods and
15 apparatus for controlling remote devices or systems.
The present invention details a way for a user to
control a plurality of functions at a remote device
or location by using the existent cellular telephone
system, a control center, and a remote equipment
20 controller at each remote device or system.

A control center is established, preferably
including a computer. An end user of a remote
device or system can contact the control center,
including via Intérnet, e-mail, phone, cell phone,

25 fax, or even mail, to request performance of

14
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operations by the remote device or system according
to a schedule. The control center stores the
schedule and assigns or codes the desired reguest to
one or more MINs (mobile identification numbers) of

5 a cellular telephone system. The MIN is a ten digit
number which correlates to a cellular phone number.
The control center is assigned a plurality of MIN's
assigned by a cellular carrier. The MIN's can be
designated with area codes that are not accessible

10 by common carriers. Therefore, a standard cellular
phone cannot be called using the MIN's assigned to
the central location.

The remote equipment controller includes a

processor with memory that is pre-programmed with

15 the authorized MINs and functions for the particular
remote device. The processor is operatively
connected to components that can effectuate a
function in the remote device upon appropriate
instruction from the processor. When the schedule

20 indicates an action should occur at the remote
device, the control center retrieves the MIN for the
function chosen by the user, and the MIN is sent to
the cellular provider. The cellular provider then
calls the MIN of the remote radio located on the

és remote or-systém. Once thé ra&idvreéeivés'tﬁé call

from the cellular provider, it passes all ten

15
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digits of the MIN to the processor (e.g. a PLC or
programmable logic controller). The processor uses
a memory lookup table to map the digits (e.g. the
last three digits of the MIN) to a specific pre-

5 programmed function. Once this function is located,
the processor then performs this function. Thus,
the remotely located device can be controlled, even
according to multiple instructions, by communication
through the very limited data headroom of the

10 control channel of a cellular telephone system.

Central control can utilize what is called a
gateway to the cellular network to communicate to
the remote cellular radios and to store both the
schedules and the coded MINs.

15 As used herein, the terms “central control” or
wecontrol central” refer sometimes to “central control”
alone and sometimes to “central control” and a dedicated
gateway to the cellular network. In other words, the
functions attributed to central control could be

20 performed with appropriate components completely at
central control, or some functions (e.g. storing of
database, use of database, interface with the cellular
network) could be delegated to another system, such as a

gateway system, as will be further discussed below.

16
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagrammatic overview of a system
according to a preferred embodiment of the
invention.

5 Figure 2 is a diagrammatic overview of how
instructions are communicated from a control center
(“Central Control”) to a plurality of remote
devices.

Figure 3 is a diagrammatic overview of how

10 persons communicate with Central Control.

Figure 4 is a diagrammatic depiction of voice
and control channels relative to a cellular
transceiver.

Figure 5 is a simplified diagram illustrating

15 area code geographic coverage for the United States
according to a preferred embodiment of the
invention.

Figure 6 is a simplified diagram illustrating
local central switching office geographic coverage

20 for an area code of Figure 5.

Figure 7 is a simplified diagram illustrating
mobile identification number geographic relationship
for local central switching office coverage of

Figure 6.

17
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Figure 8 is a diagrammatic depiction of the
system of Figure 1 with respect to a remotely
located lighting system for a ball field.

Figures 8B and 8C are an additional
diagrammatic depictions of the system of Figure 1.

Figures 9 and 9B is a diagrammatic view of a
Remote Equipment Controller of the lighting system
of Figure 8.

Figure 10 is a depiction of a lighting schedule
for the ball field of Figure 8.

Figure 11 is a depiction of a data table filled
out and placed in an REC or LCC to set forth which
contactors and relays control which zones of a
lighting system.

Figure 12 is a diagrammatic depiction of how
control instructions are sent and implemented at the
ball field.

Figures 13-15 are screen displays of a graphic user
interfaces for entering schedule information at a web
site, either of central control or a gateway. Figures 16-
21 are examples of forms used to collect data for
inclusion in the database used to control the remote
devices and to communicate with customers.

Figure 22 is a diagrammatical illustration of the
data struﬁture of a schedule according to an embodiment

of the invention.

18
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Figure 23 is a diagrammatic depiction of a
communication according to an embodiment of the

invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

5 To assist in a better understanding of the
invention, a detailed description of a preferred
embodiment will now then be set forth. It is to be
understood that this describes but one specific form
of the invention can take, and that others are

10 possible. Appended drawings will be referred to as
description.

A brief overview of the preferred embodiment in
the particular environment for this example of the
invention will be given. A specific description of

15 the structure or physical components of the
preferred embodiment will follow. Thereafter, a
discussion of how the structure functions in its
working environment will be set forth. Finally,
operational matters and features, as well as

70 alternative embodiments, will be discussed.

OVERVIEW

This embodiment will be discussed in the
context of remotely controlling lighting systems at

a number of remote locations. However, it is to be

25 understood that the invention can be applied in a

19
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variety of ways to a variety of remotely located
egquipment.

The general concept of a system according to
the preferred embodiment is illustrated in Figure 1.

5  What will be called Central Control 10 includes a
computer having a significant amount of memory and
processing power. A plurality of lighting systems
12, located remotely from Central Control 10, each
include what will be called a Remote Equipment

10 Controller (REC) 14 which includes components that
can turn lights 16 for each ballfield 18 on or off.
REC 14 further includes a cellular phone oOr radio
20.

As shown in Figures 1 and 8C, Central Control

15 10 is in communication with a dedicated gateway
system 22 (DGW), which in turn is in communication
with the Intersystem Signaled Network (ISN 1S5-41) 24
that interlinks all the cellular phone systems in
the U.S.

20 Central Control 10 and/or gateway system 22
includes a database of on-off schedules 11 for each
lighting system 12. At the appropriate times,
software and equipment at Central Control 10 (or
gateway 22) instigates a call to the appropriate

25 radio 20. As will be discussed in>mo£é detail

below, through this procedure REC 14 can be
20
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instructed to turn the corresponding lighting
systems 12 on or off, according to schedule. Thus,
control of all the remotely located lighting systems
can be accomplished from a central location, in a

5  wireless manner to wherever cellular communications
can reach (which is almost the entire U.8.), and in
an automated, labor-saving, cost-effective fashion.

As further illustrated in Figure 1, the system

could also allow input from what will be called

10 customers 26 and interested persons 28. Examples of
customers are municipal park and recreation
departments, school districts, and athletic
associations. Interested persons can be athletes,
parents, or fans of athletic teams using ball fields

15 18, and thus interested in game times and locations.

Customers/interested persons 26/28, through

conventional means such as personal computers, can
access Central Control 10 through Internet 30.
Schedules and other information regarding the games

20 or use of ballfields 18 would be available to
authorized persons. Additionally, authorized
persons could communicate changes to schedules 18,
post messages, or submit other information to
Central Control 10, so that schedules 18 or other

25 important information could be kept current.

21
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By referring briefly to Figure 8, a personal
computer 32, phone 34 or fax 36 could be used by
customers 26 to transfer information to Central
Control 10 which then instructs the REC’s 14

5 accordingly over the cellular network.

The personal computer, phone oOr fax (or other
communication method) transfers to Central Control
10 information concerning functions the customer
wishes to perform at the remote lighting system 12.

10 Central Control 10 matches the reqguest of the
customer with a cell phone 20 MIN and then sends it
to the REC 14. The REC 14 receives the MIN;
interprets this as a function and controls the
lights 16 of lighting system 12 in the desired way.

15 Such a system can be used for a variety of
different purposes. Examples are lights at baseball
fields, parks, golf courses, swimming pools, parks

and bike trails. Other examples are possible.

APPARATUS

20 Schedules

As explained above, customers 26 can utilize
input devices such as PC's 32 (e.g. e-mail),
telephones 34 or facsimile machines 36 to send in or

make changes to schedules 11. These are all

22
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conventional components widely available to the
public.

For example, Figures 16-21 illustrate examples
of forms that could be given to customers Or

5 interested persons. The filled-out forms would be
returned to Central Control 10.

The input from customers 26 could be
processed by employees at Central Control 10, and
then entered into a database of schedules 11.

10 For example, Figure 16 asks the customer for
identification information, security information
(section 1), how to contact them either by email or
fax (section 2), non-recurring lighting ON or OFF
for each lighting zone (section 3), and recurring

15 lighting ON and OFF functions for each zone,
including date (section 4). The customer fills this
in and faxes, emails, mails, or otherwise gets this
to Central Control 10.

Figure 17 provides a form so that information

20 about how the relays are wired can be compiled for
entry into the database.

Figure 18 provides a form so that information
regarding customers can be compiled and entered into
the database to keep track of end users of the

25 1lights and make monthly reports to the cu;tomeré

regarding light usage, etc.

23
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Figure 19 describes the facility itself as well
as the time zone and whether daylight savings time
applies. The database needs this because it 1is
keyed to Greenwich Mean Time.

5 Figure 20 compiles information about the
facility owner or authorized agent (s) so that only
authorized individuals can send scheduling
information to Control Central. It also allows
verification of a schedule or schedule change by

10 Control Central.

Figure 21 is an additional form to compile
information about the user of the lights or the
facility being lighted.

Figures 13-15 are examples of graphic user

15 interfaces or screen displays for accessing and
entering scheduling and other information into the
database. Figure 13 shows that access preferably is
password protected. Figure 14 shows that a variety
of options could exist relative to use of the

20 database, including entry of or changing of
schedules (see button labeled “Output Control”) .

Figure 15 shows a web site screen after
selecting “Output Control” on Figure 14. Central
Control would enter a MIN of a radio 20 in “Unit

25 Number".vrlf immediéte override (seerImmediate

Control”) of an existing schedule is required (e.g.

24
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if a customer has just called Central Contrcl and
asked to turn on lights currently to off according
to the existing schedule), Central Control could
override the existing schedule right then for any of

5 the relays/contactors 1-8 for that lighting system.

The “Schedule” section of Figure 15 allows

Central Control to enter the schedule for each
relay/contactor (Op 1 to OP 8) for that lighting
system, including which days of the week and which

10 months of the year. The “once” column is for
single, non-recurring events (from section 3 of
Figure 16). Otherwise, the gschedule will recur
(from section 4 of Figure 16). Changes can also be

made to the schedule.

15 Internet

Through standard e-mail, customers can send
schedule requests to Central Control 10 over the
Internet, and optionally get confirmations back the
same way. An advantage of use of Internet 30 is

20 increasing availability to the public, including at
their homes, and its availability almost anywhere
and anytime, but with no or limited communications
cost.

Internet 30 could also be used tc communicate

25 between Central Control 10 and gateway 22. The

25
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gateway provider could set up and maintain a web
site with appropriate user interface and security
for these purposes. There is no need for special
distributed software to customers 26 oY interested
5 persons 28, or the need for dedicated computers at

ballfields 18. See Figures 13-15.

Central Control

Central Control 10 (in this example via gateway

22) performs a variety of functions. The functions

10 can be as diverse and detailed as desired. For
example, control central sends messages over
cellular network 24 to the REC’s 14. It also can
send confirmations that scheduling information has
been entered, that a scheduling function has been

15 performed, that a schedule change has been made,
etc. to customers 26 via e-mail or fax.

Employees at Central Control 10 review and
properly format schedules and deal with scheduling
conflicts or other problems. Control central

20 includes a computer (e.g. Dell Computer Corporation
PowerEdge Server) with firmware and appropriate
software secure from users. A database 1is

maintained to store the scheduling information.

26
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Communications

To better understand the system of the
preferred embodiment, the communications between the
components of the system must be understood.

s Figures 2-7 illustrate the basic communications
concepts.

The system relies on the ability to reach a
variety of remote locations in a wireless manner by
relying on the cellular phone network. Figure 2

10 illustrates this in more detail. Control central 10
is located in State C, City 1. In this example,
there are seven lighting systems (numbered 12-1, 12-
2, 12-3, 12-4, 12-5, 12-6, and 12-7) to be remotely
controlled by control central 10. Lighting systems

15 12-1, 12-2, 12-3 are located in State A, City 1.
Lighting systems 12-4 and 12-5 are located in the
same State A, but in City 2. Lighting systems 12-6
and 12-7 are located in a different State C, and
City 1 in State C.

20 City 1 of State A has a cellular carrier Cl
that covers City 1 of State A with cells C1-1, Cl-2,
C1-3, and Cl-4. Cellular communications to those
cells is controlled by Mobile Telephone Switching
Office 495C1. Ca;rier C2 covers City 2 of State &

25 with cells C2-1 to C2-7, wﬁich are controlled by

MTSO 40-C2. Carrier C3 covers City 3 of State B

27
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with cells C3-1 to C3-3, which are controlled by

MTSO 40-C3.

Intersystem signaling network (15-41) =~
connects all Internet carriers

Central Control 10 is located in still a third

State, namely State C, in City 4. As is well-known
in the art, Central Control 10 (via gateway 22) can
communicate with any of the cells of cellular

10 systems C1, C2, or C3 by using conventional land-
line telephone gear and dialing up a cellular phone
in any of those geographic areas. A high speed
dedicated connection (8587) between Central Control
10/gateway 22 and the IS5-41 signaling network 24 can

15 be made. A backup dial-up modem connection can be
available. Cellular systems Cl, C2, and C3 are
hooked up by high speed dedicated connections to the
intersystem signaling network (IS-41) 24 that
connects all cellular carriers. Thus, even though

20 Central Control 10 or gateway 22 is in one City in a
first State and a lighting system 12 for a ballfield
18 in another City in anothexr State, communication
can be made if the ballfield City is covered by a

cellular system.

28
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Cellular carriers

As is further well-known in the art, each cell
of each cellular system has a base station 42 which
includes a transceiver 44 and an antenna 46 (see

5 Figure 4). The MTSO 40 associated with each
collection of cells communicates with any of the
base stations 42 in its system (via land-line or
wireless). The base stations then communicate in a
wireless fashion to the cell phones 20.

10 Mobile Telephone Switching Office (MTSO),
sometimes referred to as an MSC, is established by
each cellular carrier in each city or for each
collection of cells. It is like a CTO (central
telephone office) of conventional land-line phone

15 systems in that it coordinates calls to and from
phones in the area which is covers. The MTSO also
connects its cells to the conventional land line
telephone system and controls the base station in
each of its cells.

20 This wireless ability, along with the existing
infrastructure illustrated in Figure 2, allows
Central Control 10 (via gateway 22) to communicate
with remotely located REC's 14 without the huge
capital investment of creating a new infrastructure,

25 or laying dedicated land-lines to each REC.

29
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Conventional phone system

The conventional land-line telephone system 22
utilizes central telephone switching offices or
CTO's distributed around the country, one for each

5  area code. Communications can go into the
conventional telephone system at various times.

This is illustrated in Figure 3. If a customer
26 wishes to communicate with Central Control 10,
one way is via a land line call (either voice or

10 fax). Other ways are via a cell call (which could
in part involve land line telephone), or via e-mail
(again usually by Internet 30). It is even possible
for a customer to make a personal visit to Central

Control 10 to seek or convey information.

15 Cellular phone or radio

Cell phones 20, also referred to as radios 20,
are conventional cellular radios. An example is an
Ericsson TXR module AM10 AMPS cellular radio
(cellular receiver). Such components are relatively

20 small (roughly 2" W by 4" L by 1/2" D), are durable
(mostly solid-state), and relatively inexpensive.

The mechanism to send a part of the MIN from
radio 20 to PLC 50 is as follows. An AT modem
command (industry standard) emulates modem

25 communication protocol and allows radio 20 to talk
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to PLC 50 through a serial data port. The
communication is full handshake, full duplex and

approximately 2400 baud.

AMPS Communication Protocol

5 As previously discussed, a significant aspect
of AMPS cellular communication is the precise way in
which cellular calls are routed. It is important to
an understanding of the present invention, to
understand this.

10 Figure 4 illustrates one cellular radio 20 in
cell C1-1 of cellular system Cl. Base station 42 of
cell Cl-1 services radio 20 and is connected to MTSO
40-Cl of system Cl, which in turn is connected to
the IS-41 intersystem network 24.

15 MTSO 24, through base station 42, communicates
with radio 20 as follows. Forward control channel
FOCC and reverse control channel RECC allow the base
station 42 and the radio 20 respectively to
communicate call initiation information and perform

20 other functions. Forward voice channel FOVC and
reverse voice channel REVC carry the voice messages
{audio) té and from radios 20.

Conventionally, use of the FOCC and RECC are
for very short times and traffic over-these channels

25 is not as high as the voice channels, where the real
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voice communication occurs. Conventionally, FOCC
and RECC are primarily used to register radio 20 to
enable it to receive or make a call.

As described earlier, because FOCC and RECC are

5 primarily used in this manner, and because of the
AMPS protocols, the amount of data communicated over
these control channels is limited. specifically,
information on the FOCC when initiating a remote
call to radio 20 is limited to esgentially the MIN,

10 that is, ten digits in the abc-efg-wxyz format
described above. To reach radio 20, the first six
digits can not be altered. The first three (abc)
are the area code for the call, directing the call
to the general geographic area of the home cellular

15 system for the cellular radio 20. The next three
(efg) are the local CTO number, a further
geographical narrowing. The final four digits of
the MIN (wxyz) are an identification number for the
specific radio 20 so that the call knows which radio

20 it is supposed to be directed to.

If the MIN sent out by the caller matches with
the MIN of the called radio 20, the cellular system
assigns the frequencies for the voice channels FOVC
and REVC, the duplex communication can begin. Prior

25 to that assignment of a voice‘channei, all of the
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signaling is accomplished solely over the IS5-41's
FOCC and RECC.

Thus, in the instance of Figure 4, if cellular
radioc 20 has the MIN of 080-377-4000, a call from

5 Central Control 10 (via gateway 22) would involve
dialing that number. The MIN would be carried over
15-41 (reference numeral 24). As is well-known in
the art so that it will not be described in detail
here, the IS-41 network 24 is able to discern the

10 thome" cellular system for that MIN, but also can
discern where the radio 20 matching the MIN is
currently at geographically (because radio 20
periodically sends out its MIN and lets the
intracellular network know where its at).

15 Thus, the registration process that is used by
the cellular telephone system to prepare for a call
to a cellular phone is used here. What is gsometimes
actually referred to as a “page” is made through the
cellular network to the cellular phone being called.

20 The cell phone must tell the cellular system that it
is on and ready. The cellular network notifies the
entire USA of this (or more accurately, notifies all
geographic areas covered by the 15-41 intersystem
network). The cell phone scans for the strongest

25 FOCC to get to Aearest base station~and senas its

MID/ESN/and home system SID (all goes to the
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relevant MTSO). The cell phone is registered with
local cellular system if everything checks out.

If the home cellular system validates the MIN,
the call is registered and is ready to commence. In

5 this example, the radio having the MIN of 080-377-
4000 would receive its MIN over the FOCC. This
registration process, taking only hundreds of
milliseconds, is essentially a “page” which lets the
nationwide intra cellular network 26 know that

10 remote phone 20 has come on-line. It ig important
to note that over the FOCC, only the ten digit MIN
is sent to radio 20. In the forward direction (over
FOCC from base 42 to radio 20), only three digits of
the MIN are available to carry information.

15 Radio 20 sends the ten digit MIN as well as a
32 bit Electronic Security Number or ESN over the
"RECC, and therefore only from radio 20 back to base
station 42. Thus, the 32 bits are not available in
the forward direction for instructions to REC 14.

20 Other information may be sent over the forward or
reverse control channels (e.g. home system ID), but
such does not change the basic fact that the only
ndata" so to speak that might be carried over the
FOCC (base 42 to radio 20) in the MIN is the last

25 three diéiés of tﬁevMIﬁ. For reaéonsudicﬁated by

the AMPS protocol, only the last three digits are
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potentially utilizable for carrying data or
instructions.
Therefore, as discussed above, one would be
deterred from looking to the AMPS limitation of
5 three possible digits in the FOCC, if one were
looking for a way to send digital instructions.
However, it is in this very environment that the
preferred embodiment functions.
As shown in Figure 4, radio 20 according to the
10 preferred embodiment is given anywhere from one to a
substantial plurality of MIN's to which it will
respond. Taking again the example of a MIN in the
form of 080-377-4000, Figure 5 shows how the USA for
example, is divided up into a plurality of area
15 codes 080 through 087. A call from Central Control
10 to 080-377-4000 would route the call to the 080
area code, here illustrated to be in the Northwest
part of the United States.
Figure 6 illustrates that the geographic extent
20 of area code 080 is sub-divided into a plurality of
regions 370 to 377, each serviced by a CTO 38. Each
region is identified by the three digit number and
therefore in this example the call is routed to CTO
identified by "377".
25 Figure 7 illustrates’that CTC 37; would érovide

the MIN to the appropriate MTSO 40, which would
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track down the cell (here Cl-1) receiving the
strongest signal or vise versa relative to the radio
with the MIN 080-377-4000, and sends the MIN over
the FOCC at base station 42 in cell Cl-1, to that

5 radio 20. Thus, radio 20 , responding to this
called number or MIN, is found in msecs over the

cellular network control channels.

Gateway

In one embodiment of the invention, a third
10 party administrator (in cooperation with input from
Central Control 10) could be used to control the
calling to cellular radios 20. The third party
could also obtain proprietary area codes, CTO
numbers, and phone IDs unavailable to other persons
15 or companies. This would ensure that no accidental
or intentional but unauthorized caller could send
calls in the system of the invention.
The third party would effectively function like
an MTSO, but have a proprietary control office for
20 the cell phones in the system. BY appropriate
controls and software, the third party could
restrict any outgoing calls in case an MIN and/or
MIN/ESN is poached.
Furthermore; the third party could send

25 cancellation messages after a certain time for each
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paging to free up space and capacity over the
cellular control channels.
Information could be sent to the third party
from the Internet, any intranet, or land-line. This
s third party, called a "gateway" between Central
Control and the regular cellular system, would
essentially act as a "home” cellular system or MTSO
for all cellular phones associated with the
preferred embodiment. Therefore, all those cell
10 phones would essentially be roaming the cellular
intersystem network. The gateway would place a
neall® to a roamer cell phone via its special MTSO
programmed to accept the special MIN's.
An example of such a third party gateway is
15 Cellemetry of Atlanta, Georgia. In their system,
the MTSO can be programmed with up to ten MIN's per
cellular radio. Higher numbers of MIN's per phone
are possible.
Figures 13-15 show how the gateway system could
20 be accessed by Central Control, and how scheduling
and other relevant information can be provided form
Central Control 10 to gateway 22 via a private ,

secure location in the gateway website.
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Remote Equipment Controller or REC

In this embodiment, communications hardware,
software, and networks have been described which
allow Central Control to use the quick, low cost

5 control channels of the AMPS cellular telephone
protocol to contact a plurality of remote cell
phones using existing infrastructure. Use of this
communication to affect a function at a remote
lighting system 12 involves utilization of a remote

10 equipment controller or REC 14, which will now be
described in more detail.

By referring to Figures 8 and 9, the REC 14 can
be seen in one form. For lighting systems,
particularly outdoor systems, REC 14 can be

15 contained in a lighting contractor cabinet or an LCcC
48 (e.g. NEMA 4X enclosure-fiberglass (indoor) or
aluminum (outdoor), 16“ (H) x 14" (W) x 6.25" (D)),
fully assembled and factory tested. The LCC could
be separate.

20 Major components of REC 14, in addition to
cellular radio 20, include controller 50 (e.g. a
PLC), relay board 52 and power supply 56. The
contactors and fuses/breakers could be in the LCC.
Relevant characteristics of these components are set

25 forth below.

38

Page 520 of 858




10

15

20

25

WO 01/03414 PCT/US00/18242

Controller 50 can be a 87C52 from Intel
Corporation. It includes non-volatile memory into
which a database is pre-programmed. Authorized
MIN's for radio 20 are mapped to instructions in the
database. The instructions are then carried out by
PLC 50 by sending electrical instructions to other
component (s) of REC 14. When a call is made to REC
14 using a MIN to which REC 14 responds, controller
50 (via appropriate connection to radio 20) 1is given
the authorized MIN and thus can map the MIN to iﬁs
stored instruction set for that REC 14. Non-
volatile memory retains information even in power
outages or brown-outs.

Multiple (e.g. eight) output relays are used
on relay board 52 to control electrical loads such
as conventional lighting contactors

Multiple lighting contactors 54 (e.g. six
Siemans Sirius 3R series individual Form C contacts,
hermetically sealed maximum 7.5 amp at 120 VAC)) are
controlled by the relays of board 52. By this
method, the very high voltage/current needed by the
high-powered lights (e.g. 1500 Watt Metal Halide
lamps), can be turned off or on by much lower
voltages/currents.

Optionally, multiple (e.g. éight;‘threé-.

position selector switches (Off-On-Auto or 00A,
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Make-Before-Break or MBB) could be included in REC

14 or LCC or a separate enclosure for convenient

access. They could be door mounted, with one red

pilot light for each OOA switch. The function of
5 these switches will be discussed below.

Electrical power could be delivered through a
duplex receptacle - 120 VAC (for field service
tools). Primary and secondary fusing as well as
terminal blocks could be used for this incoming

10 power, load wiring and REC control. The input power
supply (e.g. 115 VAC (+/- 10%)) can have replaceable
fuse and transient protection. All internal devices
are widely available. Some could be DIN rail
mounted for easy replacement. Approvals and

15 standards include UL 9l6—energy management system
for the REC, and FCC part 15 for a Class A device.

REC 14 includes separate line voltage Off-On-
Auto switches (OOA) for each control circuit. New
installations are pre-engineered and factory

20 assembled which includes all necessary contactors,
00A switches and control transformer, fuse blocks ,
and terminal strips. REC 14 allows manual control
of high voltage 3 phase sports lighting or automatic

control from the REC.
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REC 14 could include a short mast, noise free,
high impact durable antenna (when unit is mounted
outside) or a standard whip antenna for inside.

Optionally an internal heater with regulating

5 thermostat could be factory installed (recommended
where outside temperature drops below 15 degrees
F.).

REC 14 can be pre-wired, fully tested wiring
harness between relays and lighting contactors.

10 Plug-in screw terminals accommodate up to No. 14 AWG
wire . It can have snap-in electronic circuit
boards with built in test buttons to verify
operation ability to test the unit with a direct
page or by a portable computer connected through a

15 serial communication port.

OPERATION

The present system first requires input from
the customer as to an on/off schedule for the
customer’s lights. As discussed previously, this

20 information can come into Central Control 10 in a
number of different ways and from almost anywhere.
Figure 10 illustrates a schedule for the
hypothetical Twin Peaks Park Digtrict of State A,
City 1. Five different lighting zones are to be

25 controlled, one being simply security lights. ON
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and OFF times are formatted by the customer or
Central Control 10 in a fashion that can be entered
into the Central Control database.

Figure 11 illustrates some of the additional

s information that would be pre-programmed into that
database. Details about the relays and contactors
in the REC 14 for the lights in each lighting zone
are pre-known and in the database. A default
schedule could optionally be entered.

10 Central Control’s computer therefore knows when
to turn each lighting zone on and off. The customer
sets the schedule.

Alternatively, the authorized customer can
enter or change on/off times. A template such as

15 Figure 10’or 11 could be used to enter a new ON/Off
schedule or to review or modify a current schedule.

As shown in Figure 8, the user of the system
can send information regarding instructions at a
remote lighting facility via the Internet, e-mail, a

20 cellular telephone call, or even a standard call.
When this information is received at the central
location, the user's request will be identified and
matched to instructions contained in the PLC at the

remote equipment controller. The instructions

55  contained in the remote equipment controller can be
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standard instructions or can be personalized through
each user.

The central location will have a plurality of

mobile identification numbers designated from a

5 cellular carrier. This cellular carrier will have
access to area codes outside of the common carrier
accessibility. Therefore, a standard cellular or
standard telephone could not be called using the
system. Figure 3 details an exemplary hypothetical

10 list of possible MIN numbers designated to the
central location for a specific user.

The cellular telephone system has been split up
into an "A" channel and a "B" channels. All
receivers can listen to only one channel, A or B, at

15 any given time. Also, a radio can respond to "even®
or "odd" MINs but not both. Therefoie, looking at
Figure 3 the representation of 080-377-4000 ("even"
MIN) would represent the same function as 080-377-
4001 ("odd" MIN). They are mapped to the same

20  function.

By referring to Figure 12, most MIN’'s are
assigned from a cellular provider a plurality of
mobile identification numbers to achieve a plurality
of func;ions. The cellular provider will have

25 access to area codes not accessible to common

carriers. These assigned mobile identification
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numbers can range from a plurality of last four
digits in an area code to a plurality of office
codes and available last four digits inside those
codes.

5 PLC 50 can be pre-programmed with desired
functions. PLC 50 contains the memory map where the
functions are stored. FEach memory location inside
the memory map directly maps to a respective MIN
number. By referring to Figure 12, a remote

10 equipment controller (REC 14) or wireless remote
lighting controller receives the MIN from the
cellular provider. REC 14 is normally collocated
with the 1lighting system.

Referring to Figure 8, Control Central receives

15 information via the Internet or telephone from the
customer location. This information is then
translated to a respective function or MIN number
and transferred to the cellular provider.

Central Control 10 places a call which goes to

20 that carrier’s computer (MTSO). It checks where the
remote radio 20 is (if in its “HOME” area, the
carrier’s computer knows because of registration
process). If radio 20 is in a “VISITING” area, the
intracellular network finds and then knows where it

25 is at. The carrier sends a MIN to the location of a
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nearby antenna, which broadcasts the MIN and rings
radio 20.

Once the mobile identification number for the
specific function chosen by the user has been

5  obtained, the number is then sent to the cellular
provider that has assigﬁed the MIN's to the central
location office. Referring to Figure 8, the
cellular provider then sends this information to
either a satellite (or an antenna, through broadcast

10 or hardwire), inside of the cell where the remote
equipment controller is located. The MIN is then
sent to the phone via the control channel of
standard cellular telephone usage.

A control channel only carries data. By using

15 the control channel there is no interference with
the voice channel.

Radio 20 essentially listens for its number and
acts according to logic at REC 14. REC 14 receives
and stores messages. It looks at the MIN received

20 at radio 20, in the form “abc-def-wxyz”, where abc =
area code (proprietary to gateway sO no one else can
interface with the functioning of these
communicationsg), def = CTO number, wXyz = w000 to
w999; givipg possibly up to 1000 instructions. It

25 automatically turns the lights on or off per user
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schedule. It is thus remotely controlled by a
cellular signal.

Referring to Figure 9, when the remote
equipment controller receives the MIN via cellular

5 radio 20, the remote equipment controller will
decode the last three digits of the MIN. The PLC
will then take these three digits and memory map
them to a location containing the function desired
to be performed at the remote lighting system. When

10 that function has been found, the PLC then sends
confirmation back to Central Control and the
function is performed.

Looking at Figures 12 and 13, there is a
possibility for a plurality of functions. In the

15 example of Figure 3 there could be hundreds of
functions. There may be more in the future.

Thus, by this method the schedule for each
lighting system is automatically accom@lished by
Central Control sending out pageé through the

20 control channels of the cellular phone network to
appropriate REC’'s at appropriate times.

The primary MIN “wakes up” radio 20, or in other
words, lets radio 20 know that an instruction will follow
shortly (within a pre-selected time—e.g. 60 seconds) .

25 The gageway cddés a plurality of whét will be'called

vsecondary MINs” to a plurality of functions to be
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carried out by REC 14, and stores those secondary MINs in
the gateway database. The gateway continuously scans
(e.g. every minute) the schedules in the database.
Whenever the schedule for a particular zone of lights

5 indicates that an action time approaches for that zone of
lights, the gateway encodes a MIN based on the current
state of the relays for the particular REC involved and
then fires off that secondary MIN into the IS5-41
signaling network [with appropriate routing so that it

10 will be transported to the appropriate radio 20.

Radio 20 receives the secondary MIN, and passes all
digits of the MIN to PLC 50. The pre-programmed map in
PLC 50 decodes the last three digits xyz and generates
the appropriate control signal to the appropriate

15 relay(s) to either turn that zone of lights ON or OFF,
depending on the schedule.

In practice, each relay is activated or deactivated
by relatively low voltage but controls whether the high
voltage needed by a bank of sports lights, for example,

20 is supplied to the lights to turn them ON and operate
them. Each individual relay or group of relays is
controlled by one or more MINs; one set of MINs to turn
the relay(s) ON; one set to turn the relay(s) OFF.
Therefore, if the schedule requires that substantial

25 sizéd area‘to be lit (i.e. which fequireé éeverai banks

or zones of lights to turn on), more than one relay must
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be controlled at the scheduled time. Multiple MINs can
not be sent to a single radio 20 in parallel; the gateway
must send a "primary" MIN first, to “wake up” or "alert™
radio 20 and then send a "secondary" MIN to perform a

5 control function. The gateway waits for a predetermined
time (e.g. approx. 60 seconds), and then sends another
“wake up” primary MIN followed by a secondary MIN to
perform other control or scheduling function, and so on
until all necessary scheduling functions have been

10 specified. The gateway must therefore initiate the whole
procedure far enough ahead of the scheduled time for use
of the field so that all lights are on at that time.

The gateway knows which radio 20 was just woken and

knows which instruction it needs to send to that radio

15 20. Therefore, the secondary MINs do not have to be
unique for each radio 20. This allows for many less
proprietary MINs to be obtained (MIN reuge). It can also
allow for a standard MIN set to be created regardless of
what radio 20 is involved. The gateway locks any other

20 message from going to a waken up radio 20 until either a
secondary MIN is received and a confirmation is sent back
or a set period of time expires (the radio “times out”).

The back end software at the gateway essentially

operates according to the following flow chart:

25 Scan database on request or évery set amount of time.

Look for schedules whose time is up for transmission.
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Encode secondary MIN based on an action to be performed
for each REC related to each schedule up for
transmission.
Send Primary MIN to relevant radio to wake 1t up.

5 Follow Primary MIN with the encoded secondary MIN to the
radios.

The gateway can use a UNIX or Windows NT based
computer. The Webserver (e.g. Microsoft Internet
ITnformation Server or Apache) can run on Windows NT or

10 Unix. The website of the gateway can be programmed in a
combination of Java, HTML, Microsoft SQL, Delphi, and
Perl languages. The database can be programmed in
Microsoft 8QL, Oracle, or Progress.

It is possible for feedback to be generated by the

15 REC and sent back to the gateway. As discussed above,
the reverse control channels have the advantage of
carrying the 32 bit ESN as well as the MIN. By
appropriate programming of radio 20 and PLC 50, the ESN
can be masked and replaced with data. In the present

20 embodiment, 8 bits are used to tell the gateway such
things as (a) instruction received and executed or (b)
instruction received but not understood. If radio 20
wakes up with the primary MIN but does not receive a
secondary MIN within a set period of time, PLC 50 can

25 execute a “time out” function on its own, and could
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indicate this over the 8 bit message masked over a part
of the ESN.

In any of the above cases, the gateway would receive
and decipher the 32-bit return message from the REC. The
s gateway could then send a communication in any of a
variety of forms to Central Control so that Central
Control knows what occurred. Central Control in turn
could communicate in any of a variety of ways with its
customers.
10 Because of the 32 bits in the ESN, a return
message to the gateway could include other
information. Examples are: what the gignal
strength was of the received instruction, how many
times radio 20 had to be paged before it sent a
15 confirm back to the gateway, the identity of the
switch that the antenna connected to, and status
codes, such as whether the function was completed or

not.

OPTIONS, ALTERNATIVES, FEATURES

20 The included preferred embodiment is given by
way of example only, and not by way of limitation to
the invention, which is solely described by the
claims herein. Variations obvious to one skilled in
the art will be included with the invention defined

25 by the claims.
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One option of the system is to confirm the
carrying out of the schedules to the customer. As
shown in Figure 3, a customer can be notified via
email or fax that the schedule has been entered into

5 Central Control and/or carried out at the customer’s
lighting systems.

Some other options are as follows. There may
be times were the lights need to be turned on or off
outside the established schedule in the database at

10 Central Control. For example, there may be a need
to turn lights ON early (for a pre-game test or
unscheduled event) or keep lights ON longer (if a
game is running later than planned) or turn lights
OFF early (game canceled or cut short, bad weather) .

15 One override method one is a telephone
override. It works in this manner: customer will
call a toll-free number and speak with a Control
Central staff person. That person will validate the
customer’s PIN against the central database and

20 enter the requested changes on the customer’s
behalf. In the case of trying to extend the ON
time, users need to call at least 15 minutes before
scheduled OFF time to ensure that the new messages
will be received by the REC 14 before the automatic

25 CfF time.‘ Another overridé meghod two.involves the

use of the Off/On/Auto (0OA) switches previously
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described. Each REC will have individual OOA
switches for each control zone. The REC will
operate automatically when the OOA is in the AUTO
position. In the ON position the lights will remain

s ON until the OOA switch is changed to OFF or back to
AUTO.

Another option is to assign more than one MIN
to a cell radio 20. One line (the first MIN) is
rung, then the calling phone hangs up. The PLC

10 could go into wait loop where stop and listen (the
PLC is alerted). If a call is received on any of
other nine lines (e.g. nine) within a period of
seconds (e.g. 30) then PLC 50 knows to do function
1; if line 2, function 2; ..; if line 9, .. , function

15 8.

During a power failure, relays go to their
default state (i.e. NO or NC). After normal power
returns, the REC unit will auto-restart and resume
normal operation. PLC 50 remembers the last state

20 and schedule of the relays prior to power loss and
restores them to the appropriate state upon
resumption of power.

The simplest use of the system according to the
preferred embodiment, is to simply initiate the

25 céliular pééé to rémote’radiévzo. The PLC

associated with that radio 20 reads the MIN that is
52

Page 534 of 858




WO 01/03414 PCT/US00/18242

attempted to be paged by Central Control 10, and in
particular, reads the last three digits of the MIN.
Once the page is decoded, the PLC simply turns the
lights on or off.

5 As is known in the art, if there is a need to
send data back to Central Control from the REC, one
might be able to use the 32 bit ESN in reverse
control channel communications from radio to control
central. This would allow up to 32 bits of

10 information to be sent back for remote monitoring
and status information. The ESN could be “masked
out” by the gateway company. It can also be
reprogrammed on the fly in the field.

Some examples of remote monitoring over the

15 reverse control channel, as opposed to remote
control over the forward control channel are as
follows:

a) Measurement
b) Poll information
20 c) Monitor, use thresholds, if exceeded, let us
know
d) Alarm monitoring
e) Security alarms
f) On-demand status
25 é)iocation/GPS

h) Track mobile equipment

53

Page 535 of 858




WO 01/03414 PCT/US00/18242

i) Motion detectors or sensors
j) Can override PLC if game too long.
k) Can function as security device/alarm if
notices activity during “off” hours
5 1) Rain sensors
m) Photo detectors
n) Measure lamp life
o) Detects malfunction or light is out
p) Data gather lamp life, field usage, energy

10 usage

Areas and facilities that can use this device are:

a) Park districts

b) Schools
i5 c) Ballfields
d) Sports complexes
e) Golf course
:f) Ski resorts
g) Racetracks
20 h) Sportglighting
i) Security
i) Parking lots
k) Door locks
25 5ne alternati?e embodiment to-this, is that

there would be a plurality cf books of functions
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inside the PLC. The first call to the remote
equipment controller would identify which book the
functions are located in and the next call would
identify what function to use inside that book.

5 And yet another embodiment splits the clock
inside the PLC into segments. Each segment would
have up to 1,000 (000-999) functions. See Figure
13. By using this method the central location can
greatly expand the amount of functions used in a

10 limited MIN number range. Therefore, each MIN
number would represent a different function
depending on what time it was. Thus if a central
location only had 500 MIN numbers, by splitting the
clock into five segments the central location would

15 have up to 2,500 functions available. In order to
achieve this operation the clock(s) at the central
location and the clock at the remote equipment
controller would have to be synchronized to avoid
error. Therefore, a command coming from the central

20 location would have to synchronize the clocks at a
time interval to stop the clocks from drifting.

Confirmation options. Multiple confirmations
could be sent to customers, €.9.:
a) Schedule request received (e.g. via e-mail to

25 end user from control central)
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b) Action transmitted to gateway company (e.g.
e-mail to end user)

c) Action was executed at REC.

The invention has been described in some detail

w

as to the requirements for each aspect of the
invention. Specific examples are now shown of a
data representation of the time schedule and a
command instruction set that could be used. The

10 creation of a data representation of a time schedule
and a command instruction can vary as is well known
in the art and the data representations shown are by
way of example and are in no way limiting.

Time Schedule

15 Figure 22 shows how the customer’s schedule can
be represented by a data structure or data format
that reduces the amount of memory needed and the
amount of data that needs to be communicated in a
complete one week long time schedule. One method of

20 doing so involves grouping the relays into groups.
For example, a group size of 8 relays can be
selected. A number of groups can be determined,
such as 10 groups. For each group, a number of
events can be assigned for a given time period

25 during which the events aré to occur. Turning on

the lights and turning off the lights are examples
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of events. In one embodiment, four events can occur
in a day. This would, for example, permit one or
more groups of relays to turn on and then off and
then on and then off in a single day. To decrease

5  the amount of storage required for a time slot while
still permitting small enough time divisions such
that lights can be efficiently controlled, 96 time
slots per day can be used. This permits 15 minute
wide time slots each day.

10 When only two types of events are used (i.e. ON
and OFF), these events can be represented by a
single bit. When 96 time slots are used these time
slots can be represented with 7 bits. Because 7
bits permits 128 different discrete values there

15 will be additional space. One use of this
additional space is to add time slots for sunrise
‘and sunset.

The table below also summarizes the space

allocation required for a one week long gchedule.

Space required

Event 8 bits (1 byte)
7 pbits for time slot

1 bit for ON/OFF

Day . . . . 4 bytes
4 events of 1 byte
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Group (1-8 relays per group) 28 bytes

7 days of 4 bytes
Schedule 280 bytes

10 groups of 28 bytes

Command set

Three digits are available for commands. Each
digit can be represented in a binary coded decimal

5 (BCD) notation. . A cellular radio can only hear
transmissions that have “even’ numbers O “odd”
numbers. One bit of this last digit (least
significant bit) indicates if the number is even
(bit=0) or odd (bit=1). Therefore, this bit can not

10 be used for command or data information, reducing
the number of possible commands by two. For
example, if a command to turn all groups on is
given, this command could be communicated to elither
of two cellular radios in any given area.

15 Therefore two 3-digit commands, differing by the
least significant bit of the least significant digit
are needed to ensure that the same command will be
issued regardless of which type of radio happens to
be as the recipient of that call. For example, in

20 one embodiment the three digit command of 500 could
be the command to turn off all lights for one

“cellular radio and then, correspondingly, the

command 501 (500 and 501 differ by the least
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significant bit) would be needed to have the same
effect to provide the same operation for a
different radio.
The following table summarizes the 3 digit

5 commands that are available in the forward channel
direction. Note that some commands require more
than a single page in order to implement. Where
multiple pages are necessary, the number 1is
specified. In addition, there is a corresponding

10 registration response from the REC. This
registration response can be one or more
registration messages. Each registration message
can be a verification of the information sent in the
forward channel direction, or else each registration

15 message can contain data. There may be multiple

verification messages or multiple data messages oOr

both.
3-Digit
No. of
Command Registration
Forward
No. Command Name v Response
Channel
(Decimal) No. + Type
Pages
Even, 0dd
0X0, 0X1 Turn Group X 1 1 - Verification
Off at Time in
‘Bin 1 : T
0X2, 0X3 Turn Group X 1 1 - Verification
59
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Off at Time in

Bin 2

Turn Group X
Qff at Time in

Bin 3

Verification

Turn Group X
Off at Time in

Bin 4

Verification

Turn Group X
Off at Time in

Bin 5

Verification

Turn Group X
Off at Time in

Bin 6

Verification

Turn Group X
Off at Time in

Bin 7

Verification

Turn Group X
Off at Time in

Bin 8

Verification

Turn Group X
Off at Time in

Bin ¢

Verification

Turn Group X
Off at Time in

Bin 10

vVerification

WO 01/03414
0X4, 0X5
0X6, 0X7
0Xx8, 0X¢9
1X0, 1X1
1X2, 1X3
1X4, 1X5
1Xe6, 1X7
1X8, 1X9

1 2X0, 2X1--

Turn Group X

Off at Time in

vVerification
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Bin 11

2X2,

2X3

Turn Group X
Off at Time in

Bin 12

Verification

2X4,

2X5

Turn Group X
Off at Time in

Bin 13

Verification

2X6,

2X7

Turn Group X
Off at Time in

Bin 14

Verification

2X8,

2X9

Turn Group X
Off at Time in

Bin 15

vVerification

3X0,

3X1

Turn Group X
Off at Time in

Bin 16

Verification

3X2,

3X3

Turn Group X
Off at Time in

Bin 17

verification

3X4,

3X5

Turn Group X
Off at Time in

Bin 18

Verification

3Xe6,

3X7

Turn Group X
Off at Time in

Bin 19

vVerification

3X8,

3X9

Turn Group X

"Off at Time in~-

Bin 20

Verification
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4X0, 4X1 Clear Schedules 1 - Verification
Group X

4X2, 4X3 Turn Group X ON 1 - Verification
Now

4X4, 4X5 Turn Group X 1 - Verification
Off Now

500, 501 Turn All Groups 1 - Verification
ON

502, 503 Turn All Groups 1 - Verification
OFF

504, 505 Set Day of 1 - Verification
Month for
Reporting

508, 509 Initiate Time 1 - Verification
Schedule

510, 511 Reset Alarms 1 - Verification

Data

512, 513 Reset none
Controller

520, 521 Read Real-time 2 — Verification
Clock Data

522, 523 Set Real-time 1 - Verification
Clock
(YY/MM/DD)

524, 525 Set Real-time 1 - Verification
Clock (Hours &

) | DST) -
526, 527 Set Real-time 1 - Verification
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Clock (Minutes)

530, 531 Read Astronomic 1 2 - Verification +
Data Data
532, 533 Set Astronomic 2 1 - Verification

Data {(Latitude)

534, 535 Set Astronomic 2 1 - Verification
Data
{Longitude)

536, 537 Set Astronomic 2 1 - Verification

Data (Sunset,

Sunrise, GMT)

540, 541 Get Radio 1 1 - Verification
Status

544, 545 Suspend Radio 1 1 - Verification
from Service

546, 547 Regtore Radio 1 1 -~ Verification
to Service

548, 549 Get Radio 1 1 - Verification
Registration + Data
Pass/Fail Count

550, 551 Get Switching 1 1 - Verification +
Status Data

552, 553 Get System Port |1 1 - Verification
Status + Data

554, 555 Run 1 1 - Verification
Diagnostic/Get -~ 1T+ Data

Status
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556, 557 Get DAU Current 1 1-3 - Verification
Mismatch + Data

558, 559 Get DAU 1-6 1 1-6 Verification
Alarm Status + Data

560, 561 Set Group 2 1 - Verification

Occupant Warn

Enable/Disable

562, 563 Test Occupant 2 1 - Verification

Warn Output

564, 565 Enable/Disable 2 1 - Verification

Motion Sensors

566, 567 Enable/Disable 2 1 - Verification
Miscellaneous
Flags

570, 571 Set Remote 2 1 - Verification

Switches 5-8 to

Group X

572, 573 Set Remote 2 1 - Verification
Switches 1-4 to

Group X

574, 575 Set Relays 5-8 2 1 - Verification

to Group X

576, 577 Set Relays 1-4 2 1 - Verification
to Group X
580, 581 Get Channel 1-8 1 4 - Verification
StartsTotalizat + Data
ion -
582, 583 Get Channel 1-8 1 8 -~ Verification
64
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Manual Mode + Data
Totalization

584, 585 Get Channel 1-8 1 8 - Verification
Auto Mode + Data
Totalization

586, 587 Get Relay 1-8 1 3 - Verification +
State + Reason Data
Code

580, 591 Get REC Alarm 1 2 - Verification
Status + Data

6XX, 7XX, Time Schedule 2 1 - Verification

8¥XX, 9XX Event Change

Message

Figure 23 shows a generic form of a command of
a FOCC address page, a FOCC data page, a second FOCC
data page and a registration response. A checksum
is included in the verification to provide for error
detection.

The checksum is the decimal sum of the last
three digits of the address page added to the last
three digits of the command page added to the last
three digits of data page represented as an eight
bit value. The result is then converted to a One's
Complement and kept as a single 8-bit value.

It is to be understooed that there may be one or

multiple data pages in the FOCC direction and that
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there may be one or multiple data pages in the
registration response. This use for communicating

data in the RECC direction is known in the art.
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What is claimed:
1.

An apparatus for controlling remote devices

comprising:

5 a central device including a database of events;

a remote device connected to a resistive or inductive
electrical load;

a communications link adapted to communicate data from
the central device to the remote device related to

10 an event.

2.
The apparatus of claim 1 wherein the database
comprises a schedule of events.
3.

15 The apparatus of claim 2 wherein the schedule of
events is related to operation of the resistive or
inductive electrical load.

4.
The apparatus of claim 1 wherein the central device

20 is a computer or network of computers.

5.
The apparatus of claim 1 wherein the remote device
comprises a digital controller.
6.
25 The apparatus of claim 1 wherein the resistive or

inductive electrical load comprises a lighting device.

67
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7.

The apparatus of claim 6 wherein the lighting device

comprises a wide-area lighting device.
8.

5 The apparatus of claim 7 wherein the wide-area
lighting device comprises sports lighting or security
lighting.

9.

The apparatus of claim 1 wherein the communications

10 link comprises a wide-area communications link.

10.

The apparatus of claim 9 wherein the communications

link comprises a wide-area network.
11.

15 The apparatus of claim 1 wherein at least a portion

of the communications link is wireless.
12.

The apparatus of claim 11 wherein said wireless
portion comprises cellular communication. |

20 13.

The apparatus of claim 12 wherein the remote device
includes a cellular receiver.

14.

The apparatus of claim 1 wherein said data comprises

25 instructions.

15.

The‘apparatus of claim 14 wherein said instructions
include one or more of the set comprising turn on, turn
off.

68
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16.
The apparatus of claim 15 wherein said instructions

corresponds to a schedule related to time and/or date.

17.

The apparatus of claim 1 wherein said communication
link is adapted to communicate data from the remote
device to the control device.

10 18.

The apparatus of claim 17 wherein said data from the
remote device to the control device comprises
information.

19.

15 The apparatus of claim 18 wherein said information
is related to one or more of the set comprising status
related to the resistive or electrical load, and status
related to a condition at the location of the resistive
or inductive electrical load.

20 20.

The apparatus of claim 1 further comprising a
plurality of remote devices, the communications link
adapted to communicate data from the central device to
the remote devices.

25 21.

The apparatus of claim 1 further comprising a

component to revise said database.
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22.
The apparatus of claim 21 wherein said component to
revise said database comprises a data entry device

connected to central device.

23.

The apparatus of claim 21 wherein component to
revise said database comprises a remote communications
device connected to said central device.

10 24.

The apparatus of claim 23 wherein said remote
communications device comprises a device which can
communicate data to the central device through a
communication link.

15 25.

The apparatus of claim 24 wherein the communication
link comprises one of the set comprising a wide-area
network, and a telephone network.

26.
20 A method for control of remote devices comprising:
storing in a first location information related to one or
more events related to a resistive or inductive
electrical load;
communicating data related to an event from said first
25 location to a second location related to said
resistive or inductive electrical load;
carrying out an action related to the resistive or
inductive electrical load at the second location in

response to said data.
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27.
The method of claim 26 further comprising a
plurality of resistive or inductive electrical loads

positioned at second and other locations.

5
28.
The method of claim 26 wherein said second location
is remote from said first location.
29.
10 The method of claim 26 wherein said stored

information comprises a schedule of events related to the
second location.
30.
The method of claim 26 wherein communication of said
15 data is accomplished over a wide-area communications
link.
31.
The method of claim 30 wherein the wide-area
communications link is at least partly wireless.
20 32.
The method of claim 30 wherein the wireless part is
cellular communication.
33.
The method of claim 32 wherein the data is
25 communicated over a control channel of the part of the

communication link that is cellular communication.
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34.

The method of claim 33 wherein the data is contained
within a part of a mobile identification number on the
control channel.

5 35.

The method of claim 34 wherein the data comprises an

instruction related to operation of the resistive or

inductive electrical load.

10 36.

The method of claim 35 further comprising a database
including an instruction set, the instruction set
including individual instructions each communicatable
over a unique mobile identification number to the second

15 location.
37.

The method of claim 36 wherein a cellular receiver
is positioned at the second location to receive the data
in the form of a mobile identification humber, said

20 cellular receiver configured to respond to one or more
mobile identification numbers.
38.

The method of claim 26 wherein the resistive or

inductive electrical load is a lighting device.
25 39.
The method of claim 38 wherein the lighting device

is a sports lighting device or security lighting device.
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40.

The method of claim 39 wherein the sports lighting
device comprises a plurality of sports lighting lights,
each comprising a resistive or inductive electrical load.

5 41.

The method of claim 40 wherein the plurality of
sports lights can be located at a second location or
multiple locations.

42.
10 The method of claim 26 further comprising revising
the stored information from time to time.
43,

The method of claim 26 further comprising

communicating data from the second location to the first
15 location.
44,

The method of claim 43 wherein the data from the
second location to the first location comprise
information regarding status of the resistive or

20 inductive electrical load, or a condition related to the
resistive or inductive electrical load or second
location.

45,

A system for control of remote electric devices

25 comprising:

a central control including a computer, a memory in
ope;ative communigation with the computer, and a

database stored in said memory;
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a set of remote controllers each operatively connected to
one or more resistive or inductive electrical loads;
a communications link adapted to communicate between said
central control and said remote controllers.
5 46.

The system of claim 45 wherein said database
comprises schedules related to operation of said
resistive or inductive electrical loads.

47.
10 The system of claim 45 wherein said resistive or
inductive electrical loads comprise lighting devices.

48.

The system of claim 45 wherein the lighting devices
are sports lights or security lighting.

15 49,
The system of claim 45 wherein said communications
link, at least in part, comprises a cellular network.
50.
The system of claim 49 wherein said communication
20 link carries data over a control channel of cellular
network.
51.

The system of claim 50 wherein said data relates to

instructions regarding the operation of the resistive or

25 inductive electrical loads.
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Remote Fquiprment Confroller (REC)

. Comrpletely assembled and tested
» Only 3 électronic assembies
+ Buit-in diagnodics and test tuttons

Anfenna
INEMA 4X EnCiO i - Shert mast(standard)
. Fiberglass (indoor) \ I/' « High Fmpact{optional)

« Aluminum{ outdoor) —
-
L}
Ll i
Rekay Cornfrol Modkiie o — X0 ®
«8 output relays [}
{Foum C contack)
»Hemetcaly sealed D . e B
« Plug-in temminal blodks L4-Contral Arocessor Moaule
« Microprocessor
D « Reattime clodk vwh attery
« Snap-n ybbon cables
Fower Supply Moalie——7 ) « industrial  xed components
<115 VAC
«Cwcuk beedcer
« Fuses, rarsjent protection Optional Heaker
« Mounted behind badkplate
« Thesmostat cortroled

Fl6
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SCHEDULE
STATE A, CITY 1

Location: Twin Peaks Park

Lighting Zone ON Time

Softball infield 18:00

Softball outfield 18:15

Soccer field 17:00

Security Lights 19:00
FIGURE 10
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OFF Time

22:30
22:15
21:00
6:00
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LRC WILNGE OA-TA

LOCATION (FIELD, BALLPARK):

REMOTE EQUIPMENT CONTROLLER:

o] o) b Wl O] e

FIGURE 11
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Login
) Application ID __lu S -
Password _ l e b

R
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Menu

iy Neekogi -]
., etvasteseui

o Deactivatetint: . - ..]

5, Subscrlseroatm, + -]

ir. ESN BataBegodiag, : |
Cis IgﬂwQP“@Q%ﬁgﬂ-ﬁ;nJ
. wewgghRegistatons: |
o peogeingint o ]
i*"ﬁa':.:ﬁﬁ“}li‘.i,tg’.pﬁml? '_l <
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Output Control

X o Duput  __ . 1.%..

¢ 0Of [State v

R
@A
<
<
<
3

Schedule: undefined undefined

o Mot Dsylonce FHou MinMOTU[WE [THFREARU[Op1/0p2/0p3 0p4/0p3 0p6 O 7 008
v Ll x BEV Y [xiEvie v le |l @17 |9
v T 11 BRI x {x [x px D [ b DX

Click cell image to toggle sctting, Click "Rec#" cell image to
delete record.
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%COControl-Link- Scheduler

Instructions: 1. Follow instructions 1-4 below,
2.Mmcomp&daduml&hbmb:dwdde@mmormbemfzgﬁé- ,
'nmmwmamwmmmasn%#y

Customer Nama:  CHy of Barfett

Customer Number: ¥y

Clty & State: Barlotf TN.

4. Fill In Ussrcods, Password, snd Facility.

Usercode: " JiRecuiced)
Password: |Required]
Facility: IRaquired]

Zuyouwoulduktyourconﬂnmﬂonmtmﬂym!ndlatndbcbw. please lat
us know how you would Hke your confirmation sent, {.s. phona, emall, o fax.
Send back confirmation of the scheduls to:

1. Establishuad Weskly Schedutes, (Thess occur weakdy by dafault) Bagins Week of:
Zors Monday Tuesday Wednesday Thursday Friday Seaturday Sundsy
| __Roquired On __Off On _ Of On__ Off On __Of On __ Off On of On___Off

4. Fill }o any Exception Scheduling nesds which we different than your Fixed Scheduts

Zone StertDate | 6tatTme | EndDate End Tima

mu&dmumdmﬂnﬁmmmymhmemﬂmdmsdm AF/

Copyright 1969 Musco Lighling inc.
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Musco Light Zone Information Form

Clty:

Tims Zone:

DayLight Savings Time Y/N: s

Facllity Name: g e R R NPT

UniYREC Number:
Relay 1 Description:

Relay 2 Description:

Relay 3 Description:

Relay 4 Description:

B>yt
RSN, i
+ .2" PEMEERRL A L

Relay 5 Description:

f’,?;i' _3;,:{1“".3}" ¥ 17&,;

Relay 6 Description: o,

Page 576 of 858




WO 01/03414 PCT/US00/18242
21 /26

Customer Information Form

Musco Control-Link Customer Information Form
Customer Information
Name:
Address 1:
Address 2:
City:
State:
Zip:
Phone:

Fax:

Main Contact Information

Main Contact Name:
Day Phone:
Night Phone:

Cell Phone:

Pager: - [ (f l g
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Faciitty information Form
Musco Control-Link Facllity Information Form
Customer Name;

Facility (Park) Name:
Address 1:

Address 2:

City:

State:

Zip:

Pﬁone:

Phone:

Time Information:

Time Zone:

Day Light Savings Time Y/N:

\’Y\
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Schaduter Information Form
M Control-Link Scheduler Inf tion F

Customer Name:

Scheduler Name:

Address 1:

Address 2:

Clty:

State:

Zip:

Phone:

Cell Phone:

Fax:

Email:

Pager:

UserCode:

Password:

Facllities (Parks) they are allowed to schedule:

¢
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User Information Form
Musco Control-Link User Information Form

Customer Name:

(Park) User Name:

Address 1:

Address 2:

City:

State:

Zip:

Phone:

Fax:

Email:

Main Contact Name:

Facilities (Parks) they are allowed to use:
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> Group No. 1

R
Day No. 1
Event Slot No. 1 [ By
}
Event Slot No. 2 { l j }
}——4 bytes
Event Slot No. 3 f— ] J }
}
Event Slot No. 4 [ ] J }
7bits~ 00 - 95 -Time slot mo.
96 - Sunrise
97 - Sunsct
98 - unprogrammed
99 - unused code
1 bit — 0 = OFF event
1 = ON event
L ]
-
L
DayNo. 7
Event Slot No. 1 U] I
}
Event Slot No. 2 [ [ }
}—ed bytes
Event Slot No. 3 1 1
}
Event Slot No. 4 | [ J }

§ Group No. 2

L 4

Gyt 1 FIG. 22
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Generic Form of a Command with Two FOCC and One RECC

1. FOCC Address Page
2. FOCC Data Page No. 1 (using Primary commands MiNs}

foJoJolo 0
ofojojo 0
olojolo] o

3. FOCC Data Page No. 2 {using Secondary command MINs)

[o]olo]oO 0
ojoflolo 0
olofojon] on

~ O
aa

4. Registration Response ~ Verification Only
| 5 5
[T TR YR XX X
Sequence number

No service delay
Solicited/unsolicited

Status bits ;

Unused

clelelelc]elelc

Py

; Checksum bits

Checksum is the decimal sum of the last three (3) digits of address page plus the last three (3)
f data page represented as an sight (8) bit value.
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BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to control of
5 remote devices, and in particular, control of
remotely located electrical equipment, including but

not limited to, lighting systems.

Problems in the Art

Large area lighting systems are well known in
10 the art. They can take many different forms. From
baseball diamonds to playgrounds, to parking lots,
to golf courses; large area lighting systems are all
around in today's society.
In some instances, the lighting system is
15 turned on and off automatically by timers, photo
detectors, or other devices. This works reasonably
well if the lights are used on a regular schedule or
according to regularly repeating occurrences. In
other cases, employees, staff members, or other
20 persons must be hired or have the obligation to turn
on and off the lights, particularly if the lights
are used or needed only sporadically. Most of the
time the person maintaining the lights will have to

take care of several keys for several lights. These
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people usually travel back and forth between the
field and his/her home and even field to field
because the lighting is commonly used during non-
business hours. In the time it takes a staff member

5 to travel, the lights have been unnecessarily left
on. Such a problem is further compounded when the
staff member is not informed that the lights are no
longer needed for a certain event. When the lights
are not turned off, this results in a waste of

10 energy. This waste usually results in a waste of
taxpayer's money. The waste of taxpayer money 1is
furthered by the presence of vandalism, which often
occurs to remote lighting systems.

An ancillary problem with wmanual control of

15 large area lighting systems is that the person in
charge normally must handle keys for the electrical
boxes or buildings in which the switches or breakers
are located to turn the lights on and off. Access
by the public at large to the switches is usually

20 Dblocked for safety, economic, and practical reasons.
Such keys must to carefully handles and be available
to control the lights. This can be cumbersome.

There has been some work done with computerized

control of electrical loads or systems. The

25 éomputer éan have a’databaée”bf instruttioﬁé>ﬁhaé'

could include turning a device on or off. The
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computer could utilize its internal clock or other
criteria to issue commands. However, such systems
generally require a dedicated computer to control
each device or no more than several devices at a

5 location. Such systems also generally reguire
special interactive software developed for each
application. To change operation of the computer it
must be reprogrammed, or new software must be
installed. Either case requires significant time

10 and expense.

Some attempts at remote control have been made.

One example uses established paging systems as the
carrier of instructions to remotely located devices
which are to be controlled. Paging systems are

15 attractive because they have currently developed to
a point where they can carry a significant amount of
digital data instructions. However, they can be
somewhat costly, including communication costs.

fhe paging system could include a central

20 repository of instructions. Control of remote
devices based on the central repository is
accomplished by sending out paging messages with
control instructions carried therein to a paging
receiver at the remote device. While this can

25 eliminate many of the problems associated with other

methods of operating lighting systems, a major
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deficiency with paging systems presently exists. In
the United States, paging systems cover most densely
populated geographic areas. Most major-sized cities
have good coverage. However, coverage is lacking in
5 many other places. Of course, electrical devices,
including large area lighting systems, are not
limited to big cities. In fact, the need for remote
control of devices may be more urgent in less
densely populated areas. Thus, while paging systems
10 offer some promise, they simply will not work in
some areas because paging communications do not
reach those areas.
Furthermore, paging systems tend to be one-way
only, and therefore of limited capacity and options.
15 Two-way paging is presently only in development.
Digital paging systems are also in development, but
it is estimated that infrastructure for substantial
geographic coverage is several decades away.
Remote control of devices using DTMF signaling
20 is in use. An example is remote control of the
functions of an answering machine by pressing
different telephone keys. This can be accomplished
over regular or cellular phones. However, because
it involves establishing a telephone connection with
25 the'remoﬁe device, it mﬁét use the voice chanﬁels.

This is not satisfactory. Voice channels are not
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always available. They can be unreliable. This
also involves the cost of using the voice channel
while communicating the instructions.
A wireless communications system with more

5 geographical coverage is the cellular telephone
system. It is attractive because of this broader
geographic coverage and its existent infra-
structure. Therefore, like the paging network,
capital costs of developing and installing a new

10 infrastructure could be avoided. It is also
attractive because it has a built-in confirmation
function. However, it is extremely limited in the
data that it can carry, especially out to remote
devices, without invoking its voice channels. For

15 example, because of inherent limitation in the
present cellular communications protocol in the USA
(Advanced Mobile Phone Service or AMPS), it may be
able to carry only three digits of instructions in
each call via the last four digits on each cellular

20 phone’s Mobile Identification Number (MIN), a ten
digit number in the form of a conventional telephone
number; i.e. abc-def-wxyz, where a,b,c,d,e, L, w,Xx,vy,
and z are a single digit including and between 0 and
9, and where abc is the area code (three digits),

25 def is the identification of the local central

switching office (CTO) for the land based telephone
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system (three digits), and wxyz is a four digit
identification for the phone (equivalent to the
“line” number in conventional phone systems). This
ig well-known and widely documented.

5 Under Federal Communications Commission (FCC)
regulations, two cellular phone carriers for each-
geographic area are each given 416 duplex voice
channels, and 21 control channels. Carrier 1’'s
channels are called the A channels and carrier 2°'s

10 channels are called the B channels. Forward control
channels (FOCC’'s) are from the cell base station to
a cell phone; reverse control channels (RECC’'s) are
from the phones to the base station. Under AMPS
protocol , up to three digits in the MIN can be

15 used for carrying data on the forward control
channels.

An advantage of using the control channels of

AMPS is that the messages are cheap because they are
short and do not involve the voice channels. Also

20 the control channels are transmitted at higher power
than the voice channels, have better error
correction and better frequency use, and have less
traffic. Therefore, they are more reliable as a
communication link.

25 ‘ Therefore, current cellular telephone syeteme'

and protocols (e.g. Advanced Mobile Phone System
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{AMPS) in North America; other similar analog

systems are NAMPS and ENAMPS) are simply

unacceptable because of the limitation of

information that could be included as instructions
5 or control in cellular calls.

To have meaningful control of remote devices
usually requires communication of more than three
digits of instructions. At a minimum, this
limitation would ncot allow an acceptable of level of

10 flexibility for many applications.

Also, the utilization of MINs to both serve to
instigate a cellular call and, with the same number,
effect an operation (e.g. turning lights on or off)
at a remote site is not indicated as a realistic use

15 of MINs or the cellular network.

One example of a cellular telephony based
remote control system is that of Cellemetry of
Atlanta, Georgia. It provides the means of sending
short, telemetry-like messages over the cellular

20 telephone system. Examples include reporting (a)
alarm panel status, (b) utility meter readings, (c)
vehicle and trailer location, and (d) vending
machine status. It does utilize the overhead
control channels (FOCC’s and RECC's) of cellular

25 telephone systems to communicate the information.

However, its primary uses involve transmitting data
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or information or status from remote locations to a
central location.

One specific example involves soft drink
vending machines. Reports can be communicated to a

5 central location regarding how much product has been
sold and/or how much money has been received and/or
how much change has been dispensed. Another example
involves turning off a machine or turning security
on at the machine. However, there is no known

10 ability with such systems to have individualized
schedules or control options at each remote device
that can be handled via the three digits of a
cellular control channel registration message sent
over the FOCC.

15 Such a system could use different MINs to set
and reset flags in a programmable logic controller
(PLC), for example, through a single input/output
port, but there is no known controlling of resistive
or inductive loads with MINs mapped in a PLC memory

20 to functions. There is no known instruction set
coded to MINs. The problem is one of availability
of MINs. If each remotely positioned PLC with a
cellular radio were given ten instructions to which
it would respond, the cellular carrier would have to

° 25 provide ten unique and distinct MINs for each such

radio. If there were only two radios, only 20 MINs

10
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would be needed. But one hundred radios would need
1000 MINs. One thousand radios would need ten
thousand MINs and so on. If there are any
meaningful number of remote devices to be controlled

5 (and remote radios), there would not be enough MINs
or the number of MINs per phone would have to be
restricted.

Essentially, cellular systems have wider
coverage geographically than paging systems, but

10 much more restricted data capacity. Therefore,
cellular systems are not indicated to be viable
candidates for flexible remote contreol of devices.

There is no known existing system that remotely
controls resistive or inductive electrical loads

15 according to a centralized schedule through the
cellular system control channels.

The state of the art has not revealed a way of
solving the conflicting concerns of cost, capacity,
and coverage relative to centralized, autcmated

20 control of multiple remotely located electrical
devices. Therefore, there is a need for improvement

in the art.

11
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OBJECTS, FEATURES, AND ADVANTAGES OF THE

INVENTION

A principal object of the present invention is
therefore to provide an apparatus and method of
controlling remotely located devices, which improves
over or solves the problems and deficiencies in the
art.

Other objects, features, and advantages of the
present invention is to provide an apparatus and
method as above described which:

a) Is wireless.

b) Does not require specialized lighting control
software or the need for distributed software or
updates.

c) Facilitates low cost use of communications
networks (e.g. control channel of cellular,
Internet) .

d) Does not require a dedicated PC at each
remote location.

e) Does not require a telephone line for each
remote location and eliminates expensive
installation of phone lines.

f) Does not require additional phone lines or
hard wiring.

g) Reduces human time and the chance of human

exrror.

12
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h) Is cost effective.

i) Reduces staff legwork and time traveling from
location to location, before or after events.

j) Eliminates human resources, time, and cost to

5 physically travel to location(s) and manually
operate the remote devices.

k) Saves energy by operating the remote devices
only when they are needed.

1) Uses existing communications infrastructures

10 (e.g. Internet, telephone networks, cellular
networks) .

m) Allows for centralized support services.

n) Provides for easy training of end users
(operators, customers, and interested persons).

15 o) Optionally provides a confirmation sent for
each new schedule or change.

p) Is especially flexible for variable schedules
at multiple locations.

g) Saves time.

20 r) Saves money.

s) Can be predominately automated.

t) Allows for centralization of data yet
distribution of individualized control at each
remote device.

25 u) Reduces need to distribute and track'multiple

sets of keys.

13
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v) Is vandal resistant.

w) Has significant flexibility.

x) Is retrofittable.

v) Adapts to existing facilities, systems and
5 devices.

z) Is expandable and upgradeable.

aa) Is reliable.

bb) Does not tie up voice channels.

These and other objects, features, and
10 advantages of the present invention will become more

apparent with reference to the accompanying

specification and claims.

SUMMARY OF THE INVENTION

The present invention involves methods and
15 apparatus for controlling remote devices or systems.
The present invention details a way for a user to
control a plurality of functions at a remote device
or location by using the existent cellular telephone
system, a control center, and a remote equipment
20 controller at each remote device or system.

A control center is established, preferably
including a computer. An end user of a remote
device or system can contact the control center,
including via Internet, e-mail, phone, cell phone,

25 fax, or even mail, to request performance of

14
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operations by the remote device or system according
to a schedule. The control center stores the
schedule and assigns or codes the desired regquest to
one or more MINs (mobile identification numbers) of

5 a cellular telephone system. The MIN is a ten digit
number which correlates to a cellular phone number.
The control center is assigned a plurality of MIN's
assigned by a cellular carrier. The MIN's can be
designated with area codes that are not accessible

10 by common carriers. Therefore, a standard cellular
phone cannot be called using the MIN's assigned to
the central location.

The remote equipment controller includes a

processor with memory that is pre-programmed with

15 the authorized MINs and functions for the particular
remote device. The processor is operatively
connected to components that can effectuate a
function in the remote device upon appropriate
instruction from the processor. When the schedule

20 indicates an action should occur at the remote
device, the control center retrieves the MIN for the
function chosen by the user, and the MIN is sent to
the cellular provider. The cellular provider then
calls the MIN of the remote radio located on the

25 remote or system. Once the radio receives the call

from the cellular provider, it passes all ten

15
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digits of the MIN to the processor (e.g. a PLC or
programmable logic controller). The processor uses
a memory lookup table to map the digits (e.g. the
last three digits of the MIN) to a specific pre-

5 programmed function. Once this function is located,
the processor then performs this function. Thus,
the remotely located device can be contrcolled, even
according to multiple instructions, by communication
through the very limited data headroom of the

10 control channel of a cellular telephone system.

Central control can utilize what is called a
gateway to the cellular network to communicate to
the remote cellular radios and to store both the
schedules and the coded MINs.

15 As used herein, the terms “central control” or
“control central” refer sometimes to “central control”
alone and sometimes to “central control” and a dedicated
gateway to the cellular network. In other words, the
functions attributed to central control could be

20 performed with appropriate components completely at
central control, or some functions (e.g. storing of
database, use of database, interface with the cellular
network) could be delegated to another system, such as a

gateway system, as will be further discussed below.

16
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagrammatic overview of a system
according to a preferred embodiment of the
invention.

5 Figure 2 is a diagrammatic overview of how
instructions are communicated from a control center
{(“Central Control”) to a plurality of remote
devices.

Figure 3 is a diagrammatic overview of how

10 persons communicate with Central Control.

Figure 4 is a diagrammatic depiction of voice
and control channels relative to a cellular
transceiver.

Figure 5 is a simplified diagram illustrating

15 area code geographic coverage for the United States
according to a preferred embodiment of the
invention.

Figure 6 is a simplified diagram illustrating
local central switching office geographic coverage

200 for an area code of Figure 5.

Figure 7 is a simplified diagram illustrating
mobile identification number geographic relationship
for local central switching office coverage of

Figure 6.

17
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Figure 8 is a diagrammatic depiction of the
system of Figure 1 with respect to a remotely
located lighting system for a ball field.

Figures 8B and 8C are an additional
diagrammatic depictions of the system of Figure 1.

Figures 9 and 9B is a diagrammatic view of a
Remote Equipment Controller of the lighting system
cf Figure 8.

Figure 10 is a depiction of a lighting schedule
for the ball field of Figure 8.

Figure 11 is a depiction of a data table filled
out and placed in an REC or LCC to set forth which
contactors and relays control which zones of a
lighting system.

Figure 12 is a diagrammatic depiction of how
control instructions are sent and implemented at the
ball field.

Figures 13-15 are screen displays of a graphic user
interfaces for entering schedule information at a web
site, either of central control or a gateway. Figures 16-
21 are examples of forms used to collect data for
inclusion in the database used to cdntrol the remote
devices and to communicate with customers.

Figure 22 is a diagrammatical illustration of the
data structure of a schedule according to an embodiment

of the invention.

18

Page 604 of 858




WO 01/03414 PCT/US00/18242

Figure 23 is a diagrammatic depiction of a
communication according to an embodiment of the

invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

5 To assist in a better understanding of the
invention, a detailed description of a preferred
embodiment will now then be set forth. It is to be
understood that this describes but one specific form
of the invention can take, and that others are

10 possible. Appended drawings will be referred to as
description.

A brief overview of the preferred embodiment in
the particular environment for this example of the
invention will be given. A specific description of

15 the structure or physical components of the
preferred embodiment will follow. Thereafter, a
discussion of how the structure functions in its
working environment will be set forth. Finally,
operational matters and features, as well as

20 alternative embodiments, will be discussed.

OVERVIEW

This embodiment will be discussed in the
context of remotely controlling lighting systems at

a number of remote locations. However, it is to be

25 understood that the invention can be applied in a

19
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variety of ways to a variety of remotely located
eguipment.

The general concept of a system according to
the preferred embodiment is illustrated in Figure 1.

5 What will be called Central Control 10 includes a
computer having a significant amount of memory and
processing power. A plurality of lighting systems
12, located remotely from Central Control 10, each
include what will be called a Remote Equipment

10 Controller (REC) 14 which includes components that
can turn lights 16 for each ballfield 18 on or off.
REC 14 further includes a cellular phone or radio
20.

As shown in Figures 1 and 8C, Central Control

15 10 is in communication with a dedicated gateway
system 22 (DGW), which in turn is in communication
with the Intersystem Signaled Network (ISN IS-41) 24
that interlinks all the cellular phone systems in
the U.S.

20 Central Control 10 and/or gateway system 22
includes a database of on-off schedules 11 for each
lighting system 12. At the appropriate times,
software and equipment at Central Control 10 (or
gateway 22) instigates a call to the appropriate

25 radio 20. As will be discussed in more detail

below, through this procedure REC 14 can be

20
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instructed to turn the corresponding lighting
systems 12 on or off, according to schedule. Thus,
control of all the remotely located lighting systems
can be accomplished from a central location, in a

5 wireless manner to wherever cellular communications
can reach (which is almost the entire U.S.), and in
an automated, labor-saving, cost-effective fashion.

As further illustrated in Figure 1, the system

could also allow input from what will be called

10 customers 26 and interested persons 28. Examples of
customers are municipal park and recreation
departments, school districts, and athletic
associations. Interested persons can be athletes,
parents, or fans of athletic teams using ball fields

15 18, and thus interested in game times and locations.

Customers/interested persons 26/28, through

‘conventional means such as personal computers, can
access Central Control 10 through Internet 30.
Schedules and other information regarding the games

20 or use of ballfields 18 would be available to
authorized persons. Additionally, authorized
persons could communicate changes to schedules 18,
post messages, or submit other information to
Central Control 10, so that schedules 18 or other

25 important information could be kept'curréﬁt.
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By referring briefly to Figure 8, a personal
computer 32, phone 34 or fax 36 could be used by
customers 26 to transfer information to Central
Control 10 which then instructs the REC’'s 14

5 accordingly over the cellular network.

The personal computer, phone or fax (or other
communication method) transfers to Central Control
10 information concerning functions the customer
wishes to perform at the remote lighting system 12.

10 Central Control 10 matches the request of the
customer with a cell phone 20 MIN and then sends it
to the REC 14. The REC 14 receives the MIN;
interprets this as a function and controls the
lights 16 of lighting system 12 in the desired way.

15 Such a system can be used for a variety of
different purposes. Examples are lights at baseball
fields, parks, golf courses, swimming pools, parks

and bike trails. Other examples are possible.

APPARATUS

20 Schedules

As explained above, customers 26 can utillize
input devices such as PC's 32 (e.g. e-mail),
telephones 34 or facgimile machines 36 to send in or

make changes to schedules 11. These are ail
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conventional components widely available to the

public.

For example, Figures 16-21 illustrate examples
of forms that could be given to customers or
interested persons. The filled-out forms would be
returned to Central Control 10.

The input from customers 26 could be
processed by employees at Central Control 10, and
then entered into a database of schedules 11.

For example, Figure 16 asks the customer for
identification information, security information
(section 1), how to contact them either by email or
fax {(section 2), non-recurring lighting ON or OFF
for each lighting zone (section 3), and recurring
lighting ON and OFF functions for each zone,
including date (section 4). The customer fills this
in and faxes, emails, mails, or otherwise gets this
to Central Control 10.

Figure 17 provides a form so that information
about how the relays are wired can be compiled for
entry into the database.

Figure 18 provides a form so that information
regarding customers can be compiled and entered into
the database to keep track of end users of the
lights and make monthly reports to the customers

regarding light usage, etc.
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Figure 19 describes the facility itself as well
as the time zone and whether daylight savings time
applies. The database needs this because it is
keyed to Greenwich Mean Time.

5 Figure 20 compiles information about the
facility owner or authorized agent (s) so that only
authorized individuals can send scheduling
information to Control Central. It also allows
verification of a schedule or schedule change by

10 Control Central.

Figure 21 is an additional form to compile
information about the user of the lights or the
facility being lighted.

Figures 13-15 are examples of graphic user

15 interfaces or screen displays for accessing and
entering scheduling and other information into the
database. Figure 13 shows that access preferably is
password protected. Figure 14 shows that a variety
of options could exist relative to use of the

20 database, including entry of or changing of
schedules (see button labeled “Output Control”).

Figure 15 shows a web site screen after
selecting “Output Control” on Figure 14. Central
Control would enter a MIN of a radio 20 in "“Unit

25 Number”. If immediate override (see “Immediate

Control”) of an existing schedule is required (e.g.

24

Page 610 of 858




WO 01/03414 PCT/US00/18242
if a customer has just called Central Control and
asked to turn on lights currently to off according
to the existing schedule), Central Control could
override the existing schedule right then for any of

5 the relays/contactors 1-8 for that lighting system.

The “Schedule” section of Figure 15 allows

Central Control tc enter the schedule for each
relay/contactor (Op 1 to OP 8) for that lighting
system, including which days of the week and which

10 months of the year. The “once” column is for
single, non-recurring events (from section 3 of
Figure 16). Otherwise, the schedule will recur
(from section 4 of Figure 16). Changes can also be

made to the schedule.

15 Internet

Through standard e-mail, customers can send
schedule requests to Central Control 10 over the
Internet, and optionally get confirmations back the
same way. An advantage of use of Internet 30 is

20 increasing availability to the public, including at
their homes, and its availability almost anywhere
and anytime, but with no or limited communications
cost.

Internet .30 could also be used to communicate

25 between Central Control 10 and gateway 22. The

25
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gateway provider could set up and maintain a web
site with appropriate user interface and security
for these purposes. There is no need for special
distributed software to customers 26 or interested
5 persons 28, or the need for dedicated computers at

ballfields 18. See Figures 13-15.

Central Control

Central Control 10 (in this example via gateway

22) performs a variety of functions. The functions

10 can be as diverse and detailed as desired. For
example, control central sends messages over
cellular network 24 to the REC’'s 14. It also can
send confirmations that scheduling information has
been entered, that a scheduling function has been

15 performed, that a schedule change has been made,
etc. to customers 26 via e-mail or fax.

Employees at Central Control 10 review and
properly format schedules and deal with scheduling
conflicts or other problems. Control central

20 includes a computer (e.g. Dell Computer Corporation
PowerEdge Server) with firmware and appropriate
software secure from users. A database is

maintained to store the scheduling information.
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Communications

To better understand the system of the
preferred embodiment, the communications between the
components of the system must be understood.

5 Figures 2-7 illustrate the basic communications
concepts.

The system relies on the ability to reach a
variety of remote locations in a wireless manner by
relying on the cellular phone network. Figure 2

10 illustrates this in more detail. Control central 10
is located in State C, City 1. 1In this example,
there are seven lighting systems (numbered 12-1, 12-
2, 12-3, 12-4, 12-5, 12-6, and 12-7) to be remotely
controlled by control central 10. Lighting systems

15 12-1, 12-2, 12-3 are located in State A, City 1.
Lighting systems 12-4 and 12-5 are located in the
same State A, but in City 2. Lighting systems 12-6
and 12-7 are located in a different State C, and
City 1 in State C.

20 City 1 of State A has a cellular carrier Cl
that covers City 1 of State A with cells C1-1, Cl1-2,
C1-3, and Cl1-4. Cellular communications to those
cells is controlled by Mobile Telephone Switching
Office 40-Cl. Carrier C2 covers City 2 of State A

25 with cells C2~l éd C2~7; thch are controlled>by

MTSO 40-C2. Carrier C3 covers City 3 of State B

27
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with cells C3-1 to C3-3, which are controlled by

MTSO 40-C3.

Intersystem signaling network (IS-41) -
connects all Internet carriers

Central Control 10 is located in still a third

State, namely State C, in City 4. As is well-known
in the art, Central Control 10 (via gateway 22) can
communicate with any of the cells of cellular

10 systems Cl, C2, or C3 by using conventional land-
line telephone gear and dialing up a cellular phone
in any of those geographic areas. A high speed
dedicated connection (8S7) between Central Control
10/gateway 22 and the IS-41 signaling network 24 can

15 be made. A backup dial-up modem connection can be
available. Cellular systems Cl, C2, and C3 are
hooked up by high speed dedicated connections to the
intersystem signaling network (IS-41) 24 that
connects all cellular carriers. Thus, even though

20 Central Control 10 or gateway 22 is in one City in a
first State and a lighting system 12 for a ballfield
18 in another City in another State, communication
can be made if the ballfield City is covered by a

cellular system.
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Cellular carriers

As is further well-known in the art, each cell
of each cellular system has a base station 42 which
includes a transceiver 44 and an antenna 46 (see

5 Figure 4). The MTSO 40 associated with each
collection of cells communicates with any of the
base stations 42 in its system (via land-line or
wireless). The base stations then communicate in a
wireless fashion to the cell phones 20.

10 Mobile Telephone Switching Office (MTSO),
sometimes referred to as an MSC, is established by
each cellular carrier in each city or for each
collection of cells. It is like a CTO (central
telephone office) of conventional land-line phone

15 systems in that it coordinates calls to and from
phones in the area which is covers. The MISO also
connects its cells to the conventional land line
telephone system and controls the base station in
each of its cells.

20 This wireless ability, along with the existing
infrastructure illustrated in Figure 2, allows
Central Control 10 (via gateway 22) to communicate
with remotely located REC's 14 without the huge
capital investment of creating a new infrastructure,

25 or laying dedicated land-lines to each RBC.
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Conventional phone system

The conventional land-line telephone system 22
utilizes central telephone switching offices or
CTO's distributed around the country, one for each

5 area code. Communications can go into the
conventional telephone system at various times.

This is illustrated in Figure 3. If a customer
26 wishes to communicate with Central Control 10,
one way is via a land line call (either voice or

10 fax). Other ways are via a cell call (which could
in part involve land line telephone), or via e-mail
(again usually by Internet 30). It is even possible
for a customer to make a personal visit to Central

Control 10 to seek or convey information.

15 Cellular phone or radio

Cell phones 20, also referred to as radios 20,
are conventional cellular radios. An example is an
Ericsson TXR module AM10 AMPS cellular radio
(cellular receiver). Such components are relatively
20 small (roughly 2" W by 4" L by 1/2" D), are durable
(mostly solid-state), and relatively inexpensive.
The mechanism to send a part of the MIN from
radio 20 to PLC 50 is as follows. An AT modem
- - - command (industry standard) emulates modem

25 communication protocol and allows radio 20 to talk
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to PLC 50 through a serial data port. The
communication is full handshake, full duplex and

approximately 2400 baud.

AMPS Communication Protocol

5 As previously discussed, a significant aspect
of AMPS cellular communication is the precise way in
which cellular calls are routed. It 1is important to
an understanding of the present invention, to
understand this.

10 Figure 4 illustrates one cellular radio 20 in
cell Cl-1 of cellular system Cl. Base station 42 of
cell C1-1 services radio 20 and is connected to MTSO
40-Cl1 of system Cl, which in turn is connected to
the IS-41 intersystem network 24.

15 MTSO 24, through base station 42, communicates
with radio 20 as follows. Forward control channel
FOCC and reverse control channel RECC allow the base
station 42 and the radio 20 respectively to
communicate call initiation information and perform

20 other functions. Forward voice channel FOVC and
reverse voice channel REVC carry the voice messages
{audio) tb and from radios 20.

Conventionally, use of the FOCC and RECC are
for very short times and traffic over these channels

25 is not as high as the voice channels, where the real
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voice communication occurs. Conventionally, FOCC
and RECC are primarily used to register radio 20 to
enable it to receive or make a call.

As described earlier, because FOCC and RECC are

5 primarily used in this manner, and because of the
AMPS protocols, the amount of data communicated over
these control channels is limited. Specifically,
information on the FOCC when initiating a remote
call to radio 20 is limited to essentially the MIN,

10 that is, ten digits in the abc-efg-wxyz format
described above. To reach radio 20, the first six
digits can not be altered. The first three (abc)
are the area code for the call, directing the call
to the general geographic area of the home cellular

15 system for the cellular radio 20. The next three
(efg) are the local CTO number, a further
geographical narrowing. The final four digits of
the MIN (wxyz) are an identification number for the
specific radio 20 so that the call knows which radio

200 it is supposed to be directed to.

If the MIN sent out by the caller matches with
the MIN of the called radio 20, the cellular system
assigns the freguencies for the voice channels FOVC
and REVC, the duplex communication can begin. Prior

25 to that assignment of a voice channel, all of the
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signaling is accomplished solely over the IS-41's
POCC and RECC.

Thus, in the instance of Figure 4, if cellular
radio 20 has the MIN of 080-377-4000, a call from

S Central Control 10 (via gateway 22) would involve
dialing that number. The MIN would be carried over
I1S-41 (reference numeral 24). As is well-known in
the art so that it will not be described in detail
here, the IS-41 network 24 is able to discern the

10 *home" cellular system for that MIN, but also can
discern where the radio 20 matching the MIN is
currently at geographically (because radio 20
periodically sends out its MIN and lets the
intracellular network know where its at).

15 Thus, the registration process that is used by
the cellular telephone system to prepare for a call
to a cellular phone is used here. What is sometimes
actually referred to as a “page” is made through the
cellular network to the cellular phone being called.

20 The cell phone must tell the cellular system that it
is on and ready. The cellular network notifies the
entire USA of this (or more accurately, notifies all
geographic areas covered by the IS-41 intersystem
network). The cell phone scans for the strongest

25 FOCC to gét to nearest base station and sends its

MID/ESN/and home system SID (all goes to the
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relevant MTSO). The cell phone is registered with
local cellular system if everything checks out.

If the home cellular system validates the MIN,
the call is registered and is ready to commence. In

5 this example, the radio having the MIN of 080-377-
4000 would receive its MIN over the FOCC. This
registration process, taking only hundreds of
milliseconds, is essentially a “page” which lets the
nationwide intra cellular network 26 know that

10 remote phone 20 has come on-line. It is important
to note that over the FOCC, only the ten digit MIN
is sent to radio 20. In the forward direction (over
FOCC from base 42 to radio 20), only three digits of
the MIN are available to carry information.

15 Radio 20 sends the ten digit MIN as well as a
32 bit Electronic Security Number or ESN over the
"RECC, and therefore only from radio 20 back to base
station 42. Thus, the 32 bits are not available in
the forward direction for instructions to REC 14.

20 Other information may be sent over the forward or
reverse control channels (e.g. home system ID), but
such does not change the basic fact that the only
"data" so to speak that might be carried over the
FOCC (base 42 to radio 20) in the MIN is the last

' 25 three digits of the MIN. For reasons dictated by

the AMPS protocol, only the last three digits are
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potentially utilizable for carrying data or
instructions.
Therefore, as discussed above, one would be
deterred from looking to the AMPS limitation of
5 three possible digits in the FOCC, if one were
looking for a way to send digital instructions.
However, it is in this very environment that the
preferred embodiment functions.
As shown in Figure 4, radio 20 according to the
10 preferred embodiment is given anywhere from one to a
substantial plurality of MIN's to which it will
respond. Taking again the example of a MIN in the
form of 080-377-4000, Figure 5 shows how the USA for
example, is divided up into a plurality of area
15 codes 080 through 087. A call from Central Control
10 to 080-377-4000 would route the call to the 080
area code, here illustrated to be in the Northwest
part of the United States.
Figure 6 illustrates that the geographic extent
20 of area code 080 is sub-divided into a plurality of
regions 370 to 377, each serviced by a CTO 38. Each
region is identified by the three digit number and
therefore in this example the call is routed to CTO
identified by "377".
25 Figufé 7 illustrates that CTO 377 would provide

the MIN to the appropriate MTSO 40, which would
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track down the cell (here Cl-1) receiving the
strongest signal or vise versa relative to the radio
with the MIN 080-377-4000, and sends the MIN over
the FOCC at base station 42 in cell Cl-1, to‘that

5 radio 20. Thus, radio 20 , responding to this
called number or MIN, is found in msecs over the

cellular network control channels.

Gateway

In one embodiment of the invention, a third
10  party administrator (in cooperation with input from
Central Control 10) could be used to control the
calling to cellular radios 20. The third party
could also obtain proprietary area codes, CTO
numbers, and phone IDs unavailable to other persons
1S  or companies. This would ensure that no accidental
or intentional but unauthorized caller could send
calls in the system of the invention.
The third party would effectively function like
an MTSO, but have a proprietary control office for
20 the cell phones in the system. By appropriate
controls and software, the third party could
restrict any outgoing calls in case an MIN and/or
MIN/ESN is poached.
Furthermore, the third party could send

25 cancellation messages after a certain time for each
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paging to free up space and capacity over the
cellular control channels.
Information could be sent to the third party
from the Internet, any intranet, or land-line. This
5 third party, called a "gateway" between Central
Control and the regular cellular system, would
essentially act as a "home" cellular system or MTSO
for all cellular phones associated with the
preferred embodiment. Therefore, all those cell
10 phones would essentially be roaming the cellular
intersystem network. The gateway would place a
"call" to a roamer cell phone via its special MTSO
programmed to accept the special MIN's.
An example of such a third party gateway is
15 Cellemetry of Atlanta, Georgia. 1In their system,
the MTSO can be programmed with up to ten MIN's per
cellular radio. Higher numbers of MIN's per phone
are possible.
Figures 13-15 show how the gateway system could
20 be accessed by Central Control, and how scheduling
and other relevant information can be provided form
Central Control 10 to gateway 22 via a private ,

secure location in the gateway website.
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Remote Equipment Controller or REC

In this embodiment, communications hardware,
software, and networks have been described which
allow Central Control to use the quick, low cost

5 control channels of the AMPS cellular telephone
protocol to contact a plurality of remote cell
phones using existing infrastructure. Use of this
communication to affect a function at a remote
lighting system 12 involves utilization of a remote

10 equipment controller or REC 14, which will now be
described in more detail.

By referring to Figures 8 and 9, the REC 14 can
be seen in one form. For lighting systems,
particularly outdoor systems, REC 14 can be

15 contained in a lighting contractor cabinet or an LCC
48 (e.g. NEMA 4X enclosure-fiberglass (indoor) or
aluminum (outdoor), 167 (H) x 14" (W) x 6.257 (D)),
fully assembled and factory tested. The LCC could
be separate.

20 Major components of REC 14, in addition to
cellular radio 20, include controller 50 (e.g. a
PLC), relay board 52 and power supply 56. The
contactors and fuses/breakers could be in the LCC.
Relevant characteristics of these components are set

25 forth below.

38

Page 624 of 858




WO 01/03414 PCT/USD0/18242

Controller 50 can be a 87C52 from Intel
Corporation. It includes non-volatile memory into
which a database is pre-programmed. Authorized
MIN's for radio 20 are mapped to instructions in the

5 database. The instructions are then carried out by
PLC 50 by sending electrical instructions to other
component (s) of REC 14. When a call is made to REC
14 using a MIN to which REC 14 responds, controller
50 (via appropriate connection to radio 20) is given

10 the authorized MIN and thus can map the MIN to its
stored instruction set for that REC 14. Non-
volatile memory retains information even in power
outages or brown-outs.

Multiple (e.g. eight) output relays are used

15 on relay board 52 to control electrical loads such
as conventional lighting contactors

Multiple lighting contactors 54 (e.g. six
Siemans Sirius 3R series individual Form C contacts,
hermetically sealed maximum 7.5 amp at 120 VAC)) are

20 controlled by the relays of board 52. By this
method, the very high voltage/current needed by the
high-powered lights (e.g. 1500 Watt Metal Halide
lamps), can be turned off or on by much lower
voltages/currents.

25 Optibnaliy, multiple (e.g. eight) three-

position selector switches (Off-On-Autc or OOA,

39

Page 625 of 858




WO 01/063414 PCT/US00/18242

Make-Before-Break or MBB) could be included in REC

14 or LCC or a separate enclosure for convenient

access. They could be door mounted, with one red

pilot light for each OOA switch. The function of
5 these switches will be discussed below.

Electrical power could be delivered through a
duplex receptacle - 120 VAC (for field service
tools). Primary and secondary fusing as well as
terminal blocks could be used for this incoming

10 power, load wiring and REC control. The input power
supply (e.g. 115 VAC (+/- 10%)) can have replaceable
fuse and transient protection. All internal devices
are widely available. Some could be DIN rail
mounted for easy replacement. Approvals and

15 standards include UL 9lé—energy management system
for the REC, and FCC part 15 for a Class A device.

REC 14 includes separate line voltage Off-On-
Auto switches (OOA) for each control circuit. New
installations are pre-engineered and factory

20 assembled which includes all necessary contactors,
O0A switches and control transformer, fuse blocks ,
and terminal strips. REC 14 allows manual control
of high voltage 3 phase sports lighting or automatic

control from the REC.

40

Page 626 of 858




WO 01/03414 PCT/US00/18242

REC 14 could include a short mast, noise free,
high impact durable antenna (when unit is mounted
outside) or a standard whip antenna for inside.

Optionally an internal heater with regulating

5 thermostat could be factory installed (recommended
where outside temperature drops below 15 degrees
F.).

REC 14 can be pre-wired, fully tested wiring
harness between relays and lighting contactors.

10 Plug-in screw terminals accommodate up to No. 14 AWG
wire . It can have snap-in electronic circuit
boards with built in test buttons to verify
operation ability to test the unit with a direct
page or by a portable computer connected through a

15 serial communication port.

OPERATION

The present system first regquires input from
the customer as to an on/off schedule for the
customer’s lights. As discussed previously, this

20 information can come into Central Control 10 in a
number of different ways and from almost anywhere.
Figure 10 illustrates a schedule for the
hypothetical Twin Peaks Park District of State A,
City 1. -Five different lighting zones are to be

25 controlled, one being simply security lights. ON
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and OFF times are formatted by the customer or
Central Control 10 in a fashion that can be entered
into the Central Control database.

Figure 11 illustrates some of the additional

5 information that would be pre-programmed into that
database. Details about the relays and contactors
in the REC 14 for the lights in each lighting zone
are pre-known and in the database. A default
schedule could optionally be entered.

10 Central Control’s computer therefore knows when
to turn each lighting zone on and off. The customer
sets the schedule.

Alternatively, the authorized customer can
enter or change on/off times. A template such as

15 Figure 10 or 11 could be used to enter a new ON/OfE
schedule or to review or modify a current schedule.

As shown in Figure 8, the user of the system
can send information regarding instructions at a
remote lighting facility via the Internet, e-mail, a

20 cellular telephone call, or even a standard call.
When this information is received at the central
location, the user's request will be identified and
matched to instructions contained in the PLC at the
remote equipment controller. The instructions

25 contained in the remote equipment controller can be
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standard instructions or can be personalized through
each user.

The central location will have a plurality of
mobile identification numbers designated from a

5 cellular carrier. This cellular carrier will have
access to area codes outside of the common carrier
accessibility. Therefore, a standard cellular or
standard telephone could not be called using the
system. Figure 3 details an exemplary hypothetical

10 list of possible MIN numbers designated to the
central location for a specific user.

The cellular telephone system has been split up
into an "A" channel and a "B" channels. All
receivers can listen to only one channel, A or B, at

15 any given time. Also, a radio can respond to "even'
or "odd" MINs but not both. Therefore, looking at
Figure 3 the representation of 080-377-4000 ("even"
MIN) would represent the same function as 080-377-
4001 ("odd" MIN). They are mapped to the same

20 function.

By referring to Figure 12, most MIN’'s are
assigned from a cellular provider a plurality of
mobile identification numbers to achieve a plurality
of functions. The cellular provider will have

25 accessvto>;¥éa cbdeé not accessible to éoﬁmon

carriers. These assigned mobile identification
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numbers can range from a plurality of last four
digits in an area code to a plurality of office
codes and available last four digits inside those
codes.

5 PLC 50 can be pre-programmed with desired
functions. PLC 50 contains the memory map where the
functions are stored. Each memory location inside
the memory map directly maps to a respective MIN
number. By referring to Figure 12, a remote

10 equipment controller (REC 14) or wireless remote
lighting controller receives the MIN from the
cellular provider. REC 14 is normally collocated
with the lighting system.

Referring to Figure 8, Control Central receives

15 information via the Internet or telephone from the
customer location. This information is then
translated to a respective function or MIN number
and transferred to the cellular provider.

Central Control 10 places a call which goes to
20 that carrier’s computer (MTSO). It checks where the
remote radio 20 is (if in its “HOME” area, the
carrier’s computer knows because of registration
process). If radio 20 is in a “WISITING” area, the
intracellular network finds and then knows where it

25 is at. The carrier sends a MIN to the location of a
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nearby antenna, which broadcasts the MIN and rings
radio 20.

Once the mobile identification number for the
specific function chosen by the user has been

5 obtained, the number is then sent to the cellular
provider that has assigned the MIN's to the central
location office. Referring to Figure 8, the
cellular provider then sends this information to
either a satellite (or an antenna, through broadcast

10 or hardwire), inside of the cell where the remote
equipment controller is located. The MIN is then
sent to the phone via the control channel of
standard cellular telephone usage.

A control channel only carries data. By using

15 the control channel there is no interference with
the voice channel.

Radio 20 essentially listens for its number and
acts according to logic at REC 14. REC 14 receives
and stores messages. It looks at the MIN received

20 at radio 20, in the form “abc-def-wxyz”, where abc =
area code (proprietary to gateway so no one else can
interface with the functioning of these
communications), def = CTO number, wxyz = w000 to
w999; giving possibly up to 1000 instructions. It

25 automatically turns the lights on or off per user
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schedule. It is thus remotely controlled by a
cellular signal.

Referring to Figure 9, when the remote
equipment controller receives the MIN via cellular

5 radio 20, the remote equipment controller will
decode the last three digits of the MIN. - The PLC
will then take these three digits and memory map
them to a location containing the function desired
to be performed at the remote lighting system. When

10 that function has been found, the PLC then sends
confirmation back to Central Control and the
function is performed.

Looking at Figures 12 and 13, there is a
possibility for a plurality of functions. In the

15 example of Figure 3 there could be hundreds of
functions. There may be more in the future.

Thus, by this method the schedule for each
lighting system is automatically accomplished by
Central Control sending out pages through the

20 control channels of the cellular phone network to
appropriate REC’s at appropriate times.

The primary MIN “wakes up” radio 20, or in other
words, lets radio 20 know that an instruction will follow
shortly (within a pre-selected time—e.g. 60 seconds).

25 The gateway éodes a plurality ofvwﬁét will be called

“secondary MINs” to a plurality of functions to be
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carried out by REC 14, and stores those gsecondary MINs in
the gateway database. The gateway continuously scans
(e.g. every minute) the schedules in the database.
Whenever the schedule for a particular zone of lights

5 indicates that an action time approaches for that zone of
lights, the gateway encodes a MIN based on the current
state of the relays for the particular REC involved and
then fires off that secondary MIN into the IS-41
signaling network [with appropriate routing so that it

10 will be transported to the appropriate radio 20.

Radio 20 receives the secondary MIN, and passes all
digits of the MIN to PLC 50. The pre-programmed map in
PLC 50 decodes the last three digits xyz and generates
the appropriate control signal to the appropriate

15 relay(s) to either turn that zone of lights ON or OFF,
depending on the schedule.

In practice, each relay is activated or deactivated
by relatively low voltage but controls whether the high
voltage needed by a bank of sports lights, for example,

20 is supplied to the lights to turn them ON and operate
them. Each individual relay or group of relays is
controlled by one or more MINs; one set of MINs to turn
the relay(s) ON; one set to turn the relay(s) OFF.
Therefore, if the schedule reguires that substantial

25 sized aréa to be iit (i.e. which requiresrsevéral banks

or zones of lights to turn on), more than one relay must
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be controlled at the scheduled time. Multiple MINs can
not be sent to a single radio 20 in parallel; the gateway
must send a "primary" MIN first, to “wake up” or "alert"
radio 20 and then send a "secondary" MIN to perform a

5 control function. The gateway waits for a predetermined
time (e.g. approx. 60 seconds), and then sends another
“wake up” primary MIN followed by a secondary MIN to
perform other control or scheduling function, and so on
until all necessary scheduling functions have been

10 specified. The gateway must therefore initiate the whole
procedure far enough ahead of the scheduled time for use
of the field so that all lights are on at that time.

The gateway knows which radio 20 was just woken and

knows which instruction it needs to send to that radio

15 20. Therefore, the secondary MINs do not have to be
unigque for each radio 20. This allows for many less
proprietary MINs to be obtained (MIN reuse). It can also
allow for a standard MIN set to be created regardless of
what radio 20 is involved. The gateway locks any other

20 message from going to a waken up radio 20 until either a
secondary MIN is received and a confirmation is sent back
or a set period of time expires (the radio “times out”).

The back end software at the gateway essentially

operates according to the following flow chart:

25 Scan détabése on requést or evefy set amount of time.

Look for schedules whose time is up for transmission.

48

Page 634 of 858




WO 01/03414 PCT/US00/18242

Encode secondary MIN based on an action to be performed
for each REC related to each schedule up for
transmission.

Send Primary MIN to relevant radio to wake it up.

Follow Primary MIN with the encoded secondary MIN to the

w

radios.

The gateway can use a UNIX or Windows NT based
computer. The Webserver (e.g. Microsoft Internet
Information Server or Apache) can run on Windows NT or

10 Unix. The website of the gateway can be programmed in a
combination of Java, HTML, Microsoft SQL, Delphi, and
Perl languages. The database can be programmed in
Microsoft 8QL, Oracle, or Progress.

It is possible for feedback to be generated by the

15 REC and sent back to the gateway. As discussed above,
the reverse control channels have the advantage of
carrying the 22 bit ESN as well as the MIN. By
appropriate programming of radio 20 and PLC 50, the ESN
can be masked and replaced with data. In the present

20 embodiment, 8 bits are used to tell the gateway such
things as (a) instruction received and executed or (b)
instruction received but not understood. If radio 20
wakes up with the primary MIN but does not receive a
secondary MIN within a set period of time, PLC 50 can

25 execute a “time out” function on its own, and could
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indicate this over the 8 bit message masked over a part
of the ESN.

In any of the above cases, the gateway would receive
and decipher the 32-bit return message from the REC. The
5 gateway could then send a communication in any of a
variety of forms to Central Control so that Central
Control knows what occurred. Central Control in turn
could communicate in any of a variety of ways with its
customers.
10 Because of the 32 bits in the ESN, a return
message to the gateway could include other
information. Examples are: what the signal
strength was of the received instruction, how many
times radioc 20 had to be paged before it sent a
15 confirm back to the gateway, the identity of the
switch that the antenna connected to, and status
codes, such as whether the function was completed or

not.

OPTIONS, ALTERNATIVES, FEATURES

20 The included preferred embodiment is given by
way of example only, and not by way of limitation to
the invention, which is solely described by the
claims herein. Variations obvious to one skilled in
the art will be included with the. invention defined

25 by the claims.
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One option of the system is to confirm the
carrying out of the schedules to the customer. As
shown in Figure 3, a customer can be notified via
email or fax that the schedule has been entered into

5 Central Control and/or carried out at the customer’s
lighting systems.

Some other options are as follows. There may
be times were the lights need to be turned on or off
outside the established schedule in the database at

10 Central Control. For example, there may be a need
to turn lights ON early (for a pre-game test or
unscheduled event) or keep lights ON longer (if a
game is running later than planned) or turn lights
OFF early {(game canceled or cut short, bad weather).

15 One override method one is a telephone
override. It works in this manner: customer will
call a toll-free number and speak with a Control
Central staff person. That person will validate the
customer’s PIN against the central database and

20 enter the requested changes on the customer’s
behalf. 1In the case of trying to extend the ON
time, users need to call at least 15 minutes before
scheduled OFF time to ensure that the new messages
will be received by the REC 14 before the automatic

25  OFF timejv Anbtﬁef override ﬁéthdd twé involves the

use of the Off/On/Autoc (00A) switches previously
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described. Each REC will have individual OOA
switches for each control zone. The REC will
operate automatically when the OOA is in the AUTO
position. In the ON position the lights will remain

5 ON until the OOA switch is changed to OFF or back to
AUTO.

Another option is to assign more than one MIN
to a cell radio 20. One line (the first MIN) is
rung, then the calling phone hangs up. The PLC

10 could go into wait loop where stop and listen (the
PLC is alerted). 1If a call is received on any of
other nine lines (e.g. nine) within a period of
seconds (e.g. 30) then PLC 50 knows to do function
1; if line 2, function 2; ..; if line 9, ... , function

15 8.

During a power failure, relays go to their
default state {(i.e. NO or NC). After normal power
returns, the REC unit will auto-restart and resume
normal operagion. PLC 50 remembers the last state

20 and schedule of the relays prior to power loss and
regtores them to the appropriate state upon
resumption of power.

The simplest use of the system according to the
preferred embodiment, is to simply initiate the

25 celiular page ﬁo remote radio‘zo..‘The PLd

associated with that radio 20 reads the MIN that is
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attempted to be paged by Central Control 10, and in
particular, reads the last three digits of the MIN.
Once the page is decoded, the PLC simply turns the
lights on or off.

5 As 1s known in the art, if there is a need to
send data back to Central Control from the REC, one
might be able to use the 32 bit ESN in reverse
control channel communications from radio to control
central. This would allow up to 32 bits of

10  information to be sent back for remote monitoring
and status information. The ESN could be “masked

out” by the gateway company. It can also be

reprogrammed on the fly in the field.

Some examples of remote monitoring over the

15 reverse control channel, as opposed to remote
control over the forward control channel are as
follows:

a) Measurement
b) Poll information
20 ¢) Monitor, wuse thresholds, i1f exceeded, let us
know
d) Alarm monitoring
e) Security alarms
f) On-demand status
25 ' ~g)Lobai:ion/GPS

h) Track mobile equipment
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i) Motion detectors or sensors
j) Can override PLC if game too long.
k) Can function as security device/alarm if
notices activity during “off” hours
5 1) Rain sensors
m) Photo detectors
n) Measure lamp life
o) Detects malfunction or light is out
p) Data gather lamp life, field usage, energy

10 usage

Areas and facilities that can use this device are:
a) Park districts

b) Schools

15 c) Rallfields
d) Sports complexes
e) Golf course
£) Ski resorts
g) Racetracks

20 h) Sportslighting
i) Security

i) Parking lots

k) Door locks

25 One'alternative embodiment to thié, is that

there would be a plurality of books of functions
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inside the PLC. The first call to the remote
equipment controller would identify which bock the
functions are located in and the next call would
identify what function to use insgside that book.

5 And yet another embodiment splits the clock
inside the PLC into segments. Each segment would
have up to 1,000 {(000-999) functions. See Figure
13. By using this method the central location can
greatly expand the amount of functions used in a

10 limited MIN number range. Therefore, each MIN
number would represent a different function
depending on what time it was. Thus 1f a central
location only had 500 MIN numbers, by splitting the
clock into five segments the central location would

15  have up to 2,500 functions available. 1In order to
achieve this operation the clock(s) at the central
location and the clock at the remote eguipment
controller would have to be synchronized to avoid
erroxr. Therefore, a command coming from the central

20 location would have to synchronize the clocks at a
time interval to stop the clocks from drifting.

Confirmation options. Multiple confirmations
could be sent to customers, e.g.:
a) Schedule reguest received (e.g. via e-mail to

25 end user from control central)
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b) Action transmitted to gateway company (e.g.
e-mail to end user)

c) Action was executed at REC.

The invention has been described in some detail

W

as to the reguirements for each aspect of the
invention. Specific examples are now shown of a
data representation of the time schedule and a
command instruction set that could be used. The

10 creation of a data representation of a time schedule
and a command instruction can vary as is well known
in the art and the data representations shown are by
way of example and are in no way limiting.

Time Schedule

15 Figure 22 shows how the customer’s schedule can
be represented by a data structure or data format
that reduces the amount of memory needed and the
amount of data that needs to be communicated in a
complete one week long time schedule. One method of

20 doing so involves grouping the relays into groups.
For example, a group size of 8 relays can be
selected. A number of groups can be determined,
such as 10 groups. For each group, a number of
events can be assigned for a given time period

25 during which the events are to occur. Turning on

the lights and turning off the lights are examples
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of events. In one embodiment, four events can occur
in a day. This would, for example, permit one or
more groups of relays to turn on and then off and
then on and then off in a single day. To decrease

5 the amount of storage required for a time slot while
still permitting small enough time divisions such
that lights can be efficiently controlled, 96 time
slots per day can be used. This permits 15 minute
wide time slots each day.

10 When only two types of events are used (i.e. ON
and OFF), these events can be represented by a
single bit. When 96 time slots are used these time
slots can be represented with 7 bits. Because 7
bits permits 128 different discrete values there

15 will be additional space. One use of this
additional space is to add time slots for sunrise
‘and sunset.

The table below also summarizes the space

allocation required for a one week long schedule.

Space reguired

Event 8 bits (1 byte)
7 bits for time slot

1 bit for ON/OFF

Day 4 bytes
' - ‘ a 4 events of 1 byte
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Group (1-8 relays per group) 28 bytes
7 days of 4 bytes

Schedule 280 bytes
10 groups of 28 bytes

Command set

Three digits are available for commands. Each
digit can be represented in a binary coded decimal

5 (BCD) notation. . A cellular radio can only hear
transmissions that have “even” numbers or “odd”
numbers. One bit of this last digit (least
significant bit) indicateg if the number is even
(bit=0) or odd (bit=1). Therefore, this bit can not

10 Dbe used for command or data information, reducing
the number of possible commands by two. For
example, i1f a command to turn all groups on is
given, this command could be communicated to either
of two cellular radios in any given area.

15 Therefore two 3-digit commands, differing by the
least significant bit of the least significant digit
are needed to ensure that the same command will be
issued regardless of which type of radio happens to
be as the recipient of that call. For example, in

20 one embodiment the three digit command of 500 could
be the command to turn off all lights for one
cellular radio and then, correspondingly, the

command 501 (500 and 501 differ by the least
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significant bit) would be needed to have the same
effect to provide the same operation for a
different radio.

The following table summarizes the 3 digit

commands that are available in the forward channel

wn

direction. Note that some commands require more
than a single page in order to implement. Where
multiple pages are necessary, the number is
specified. 1In addition, there is a corresponding

10 registration response from the REC. This
registration response can be one or more
registration messages. Each registration message
can be a verification of the information sent in the
forward channel direction, or else each registration

15 message can contain data. There may be multiple

verification messages or multiple data messages or

both.
3-Digit
No. of
Command Registration
Forward
No. Command Name Response
Channel
(Decimal) No. + Type
Pages
Even, 0Odd
0X0, 0X1 Turn Group X 1 1 - Verification
Off at Time in
Bin 1
0X2, 0X3 Turn Group X 1 1 - Verification
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Off at Time in

Bin 2

0X4,

0X5

Turn Group X
Off at Time in

Bin 3

Verification

0X6,

0X7

Turn Group X
Off at Time in

Bin 4

Verification

0Xx8,

0X9%

Turn Group X
Off at Time in

Bin 5

Verification

1X0,

1X1

Turn Group X
Off at Time in

Bin 6

Verification

1X2,

1X3

Turn Group X
Off at Time in

Bin 7

Verification

1X4,

1X5

Turn Group X
Off at Time in

Bin 8

Verification

1X6,

1X7

Turn Group X
Off at Time in

Bin 9

Verification

1X8,

1Xs

Turn Group X
Cff at Time in

Bin 10

Verification

2X0,

2X1

Turn Group X

Off at Time in

Verification
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Bin 11

Turn Group X
Off at Time in

Bin 12

Verification

Turn Group X
Off at Time in

Bin 13

Verification

Turn Group X
Off at Time in

Bin 14

Verification

Turn Group X
Off at Time in

Bin 15

Verification

Turn Group X
Off at Time in

Bin 16

Verification

Turn Group X
Off at Time in

Bin 17

Verification

Turn Group X
Off at Time in

Bin 18

Verification

Turn Group X
Off at Time in

Bin 19

Verification

WO 01/03414
2X2, 2X3
2X4, 2X5
2X6, 2X7
2X8, 2X9%
3X0, 3X1
3X2, 3X3
3X4, 3X5
3X6, 3X7
3X8, 3X9

Turn Group X

Off at Time .in .

Bin 20

Verification
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4X0, 4X1 Clear Schedules 1 - Verification
Group X

4X2, 4X3 Turn Group X ON 1 - Verification
Now

4X4, 4X5 Turn Group X 1 - Verification
Off Now

500, 501 Turn All Groups 1 - Verification
ON

502, 503 Turn All Groups 1 - Verification
OFF

504, 505 Set Day of 1 - Verification
Month for
Reporting

508, 509 Initiate Time 1 - Verification
Schedule

510, 511 Reset Alarms 1 — Verification

Data

512, 513 Reset none
Controller

520, 521 Read Real-time 2 - Verification
Clock Data

522, 523 Set Real-time 1 - Verification
Clock
(YY/MM/DD)

524, 525 Set Real-time 1 - Verification
Clock {(Hours &
DST) .

526, 527 Set Real-time 1 - Verification
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Clock {(Minutes)

530, 531 Read Astronomic 1 2 - Verification +
Data Data
532, 533 Set Astronomic 2 1 - Verification

Data (Latitude)

534, 535 Set Astronomic 2 1 - Verification
Data
(Longitude)

536, 537 Set Astronomic 2 1 - Verification

Data (Sunset,

Sunrise, GMT)

540, 541 Get Radio 1 1 - Verification
Status
544, 545 Suspend Radio 1 1 - Verification

from Service

546, 547 Restore Radio 1 1 - Verification

to Service

548, 549 Get Radio 1 1 - Verification
Registration + Data

Pass/Fail Count

550, 551 Get Switching 1 1 - Verification +
Status Data

552, 553 Get System Port |1 1 - Verification
Status + Data

554, 555 Run 1 1 - Verification

- -~ - Diagnostic/Get - +-Data
Status
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556, 557 Get DAU Current 1-3 - Verification
Mismatch + Data

558, 559 Get DAU 1-6 1-6 Verification
Alarm Status + Data

560, 561 Set Group 1 - Verification
Occupant Warn
Enable/Disable

562, 563 Test Occupant 1 - Verification
Warn Output

564, 565 Enable/Disable 1 - Verification
Motion Sensors

566, 567 Enable/Disable 1 - Verification
Miscellaneous
Flags

570, 571 Set Remote 1 - Verification
Switches 5-8 to
Group X

572, 573 Set Remote 1 - Verification
Switches 1-4 to
Group X

574, 575 Set Relays 5-8 1 - Verification
to Group X

576, 577 Set Relays 1-4 1 - Verification
to Group X

580, 581 Get Channel 1-8 4 - Verification
StartsTotalizat + Data
ion

582, 583 Get Channel 1-8 8 - Verification
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Manual Mode + Data
Totalization

584, 585 Get Channel 1-8 |1 8 - Verification
Auto Mode + Data
Totalization

586, 587 Get Relay 1-8 1 3 - Verification +
State + Reason Data
Code

590, 591 Get REC Alarm 1 2 - Verification
Status + Data

6XX, TXX, Time Schedule 2 1 - Verification

8XX, 9XX Event Change

Message

Figure 23 shows a generic form of a command of
a FOCC address page, a FOCC data page, a second FOCC
5 data bage and a registration response. A checksum
is included in the verification to provide for error
detection.
The checksum is the decimal sum of the last
three digits of the address page added to the last
10 three digits of the command page added to the last
three digits of data page represented as an eight
bit value. The result is then converted to a One's
Complement and kept as a single 8-bit value.
It is to be understood. that there may be one or

15 multiple data pages in the FOCC direction and that

65

Page 651 of 858




WO 01/03414 PCT/US00/18242

there may be one or multiple data pages in the
registration response. This use for communicating

data in the RECC directicn is known in the art.
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What 1is claimed:
1.

An apparatus for controlling remote devices

comprising:

5 a central device including a database of events;

a remote device connected to a resistive or inductive
electrical load;

a communications link adapted to communicate data from
the central device to the remote device related to

10 an event.

2.
The apparatus of claim 1 wherein the database
comprises a schedule of events.
3.

15 The apparatus of claim 2 wherein the schedule of
events 1is related to operation of the resistive or
inductive electrical lcad.

4.
The apparatus of claim 1 wherein the central device

200 1s a computer or network of computers.

5.
The apparatus of claim 1 wherein the remote device
comprises a digital controller.
6.
25 The apparatus of claim 1 wherein the resistive or

~inductive electrical load comprigses a lighting device. .
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7.
The apparatus of claim 6 wherein the lighting device
comprises a wide-area lighting device.
8.

5 The apparatus of claim 7 wherein the wide-area
lighting device comprises sports lighting or security
lighting.

9.
The apparatus of claim 1 wherein the communications

10 link comprises a wide-area communications link.

10.
The apparatus of claim 9 wherein the communications
link comprises a wide-area network.
11.
15 The apparatus of claim 1 wherein at least a portion
of the communications link is wireless.
12.
The apparatus of claim 11 wherein said wireless
portion comprises cellular communication.
20 13.
The apparatus of claim 12 wherein the remote device
includes a cellular receiver.
14.
The apparatus of claim 1 wherein said data comprises
25 instructions.
15.
The apparatus of claim 14 wherein said instructions

Ainclude éne or more of tﬁe seL comprising turn on, turﬁ

off.
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16.
The apparatus of claim 15 wherein said instructions

corresponds to a schedule related to time and/or date.

17.

The apparatus of claim 1 wherein said communication
link is adapted to communicate data from the remote
device to the control device.

10 18.

The apparatus of claim 17 wherein said data from the
remote device to the control device comprises
information.

19.

15 The apparatus of claim 18 wherein said information
is related to one or more of the set comprising status
related to the resistive or electrical load, and status
related to a condition at the location of the resistive
or inductive électrical load.

20 20.

The apparatus of claim 1 further comprising a
plurality of remote devices, the communications link
adapted to communicate data from the central device to
the remote devices.

25 21.

The apparatus of claim 1 further comprising a

component to revise said database.
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22.
The apparatus of claim 21 wherein said compcnent to
revise said database comprises a data entry device

connected to central device.

23.

The apparatus of claim 21 wherein component to
revise said database comprises a remote communications
device connected to said central device.

10 24,

The apparatus of claim 23 wherein said remote
communications device comprises a device which can
communicate data to the central device through a
communication link.

15 25.

The apparatus of claim 24 wherein the communication
link comprises one of the set comprising a wide-area
network, and a telephone network.

' 26.
20 A method for control of remote devices comprising:
storing in a first location information related to one or
more events related to a resistive or inductive
electrical load;
communicating data related to an event from said first
25 location to a second location related to said
resistive or inductive electrical load;
carrying out an action related to the resistive or
inductive electrical ioad at fhe second locatioﬁ in

response to said data.
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27.
The method of claim 26 further comprising a
plurality of resistive or inductive electrical loads

positioned at second and other locations.

5
28.
The method of claim 26 wherein said second location
is remote from said first location.
29.
10 The method of claim 26 wherein said stored

information comprises a schedule of events related to the
second location.
30.
The method of claim 26 wherein communication of said
15 data is accomplished over a wide-area communications
link.
31.
The method of claim 30 wherein the wide-area
communications link is at least partly wireless.
20 32.
The method of claim 30 wherein the wireless part is
cellular communication.
33.
The method of claim 32 wherein the data is
25 communicated over a control channel of the part of the

communication link that is cellular communication.
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34.

The method of claim 33 wherein the data is contained
within a part of a mobile identification number on the
control channel.

5 35.

The method of claim 34 wherein the data comprises an

instruction related to operation of the resistive or

inductive electrical load.

10 36.

The method of claim 35 further comprising a database
including an instruction set, the instruction set
including individual instructions each communicatable
over a unique mobile identification number to the second

15 location.
37.

The method of claim 36 wherein a cellular receiver
is positioned at the second location to receive the data
in the form of a mobile identification humber, said

20 cellular receiver configured to respond to one or more
mobile identification numbers.
38.

The method of claim 26 wherein the resistive or

inductive electrical load is a lighting device.
25 39.
The method of claim 38 wherein the lighting device

is a sports lighting device or security lighting device.
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40.

The method of claim 39 wherein the sports lighting
device comprises a plurality of sports lighting lights,
each comprising a resistive or inductive electrical load.

S 41.

The method of claim 40 wherein the plurality of

sports lights can be located at a second location or

multiple locations.
42.
10 The method of claim 26 further comprising revising
the stored information from time to time.
43.

The method of claim 26 further comprising

communicating data from the second location to the first
15 location.
44 .

The method of claim 43 wherein the data from the
second location to the first location comprise
information regarding status of the resistive or

20  inductive electrical load, or a condition related to the
resistive or inductive electrical load or second
location.

45,

A system for control of remote electric devices

25 comprising:

a central control including a computer, a memory in
operative communication with the computer, and a

database stored in said memory;
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a set of remote controllers each operatively connected to
one or more resistive or inductive electrical loads;
a communications link adapted to communicate between said
central control and said remote controllers.
5 46.

The system of claim 45 wherein said database
comprises schedules related to operation of said
resistive or inductive electrical loads.

47 .
10 The system of claim 45 wherein said resistive or
inductive electrical loads comprise lighting devices.

48.

The system of claim 45 wherein the lighting devices
are sports lights or security lighting.

15 49 .
The system of claim 45 wherein said communications
link, at least in part, comprises a cellular network.
50.
The system of claim 49 wherein said communication
20 link carries data over a control channel of cellular
network.
51.

The system of claim 50 wherein said data relates to

instructions regarding the operation of the resistive or

25 inductive electrical loads.
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SCHEDULE
STATE A, CITY 1

LOCATION: TWIN PEAK PARK

LIGHTING ZONE ON TiIME OFF TIME

SOFTBALL INFIELD 18:00 22:30

SOFTBALL OUTFIELD 18:15 22:15

SOCCER FIELD 17:00 6:00

SECURITY LIGHTS 19:00 19:00
Fig.10
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00CO
MUSCO CONTROL-LINK SCHEDULER

INSTRUCTIONS: 1: FOLLOW INSTRUCTIONS 1-4 BELOW.
2. WHEN COMPLETED EMAIL THIS FORM TO SCHEDULE @
MUSCO OR FAX TO 800-XXX-YYYY
*IF YOU HAVE ANY QUESTIONS OR PROBLEMS CALL
CONTROL-LINK CENTRAL DIRECTLY AT 877-XXX-YYYY
CUSTOMER NAME: CITY OF BARTLETT
CUSTOMER NUMBER: XYZ
CITY & STATE: BARTLETT TN.
1. FILL IN USERCODE, PASSWORD AND FACILITY.
UNSERCODE:
PASSWORD:
FACILITY:
2. IF YOU WOULD LIKE YOUR CONFORMATION SENT DIFFERENTLY THAN
INDICATED BELOW, PLEASE LET US KNOW HOW YOU WOULD LIKE YOUR
CONFIRMATION SENT, LE., PHONE, EMAIL OR FAX,
SEND BACK CONFIRMATION OF THE SCHEDULE TO:
3: ESTABLISHED WEEKLY SCHEDULES. (THESE OCCUR WEEKLY BY DEFAULT)
BEGINS WEEK OF:
ZONE | MON. | TUES. WED. | THURS. | FRL. SAT. | SUN.
REQ'D. |ON OFFION OFF| ON OFF |ON OFF|ON OFF|ON OFFION OFF

4. FILL ANY EXCEPTION SCHEDULING NEEDS WHICH ARE DIFFERENT THAN
YOUR OWN FIXED SCHEDULE.

ZONE START DATE | START TIME| END DATE | END TIME

NOTE: LACK OF REQUIRED INFORMATION WILL DELAY THE IMPLEMENTATION
OF YOUR SCHEDULE.

Fig.16
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MUSCO LIGHT ZONE INFORMATION FORM

CITy: I STATE: I

TIME ZONE: ]
DAYLIGHT SAVINGS TIME Y/N:

FACILITY NAME:
UNIT/REC NUMBER:
RELAY 1 DESCRIPTION:
RELAY 2 DESCRIPTION:
RELAY 3 DESCRIPTION:
RELAY 4 DESCRIPTION:
RELAY 5 DESCRIPTION:

Il

RELAY 6 DESCRIPTION:

CUSTOMER LIGHT ZONES:
DESCRIPTION RELAYS

SCHEDULE INFORMATION:

Fig.17
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MUSCO CONTROL-LINK CUSTOMER INFORMATION FORM

CUSTOMER INFORMATION

NAME:

- ADDRESS 1:
ADDRESS 2:
CITY:
STATE:

ZIP:
PHONE:
FAX:

MAIN CONTACT INFORMATION

MAIN CONTACT NAME:
DAY PHONE:

NIGHT PHONE:

CELL PHONE:

PAGER:

Fig.18
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MUSCO CONTROL-LINK FACILITY INFORMATION FORM

CUSTOMER NAME:
(PARK) USER NAME:
ADDRESS 1:
ADDRESS 2:

cIry:

STATE:

ZIP:

PHONE:

EMERGENCY CONTACT INFORMATION
EMRGENCY CONTACT NAME:

PHONE:

TIME INFORMATION:
TIME ZONE:

DAY LIGHT SAVINGS TIME Y/N:

Fig.19
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MUSCO CONTROL-LINK SCHEDULER INFORMATION FORM

CUSTOMER NAME:
(PARK) USER NAME:
ADDRESS 1:
ADDRESS 2:
cIry:

STATE:

ZIP:

PHONE:

CELL PHONE

FAX:

EMAIL:

PAGER:
USERCODE:
PASSWORD:

FACILITIES (PARKS) THEY ARE ALLOWED TO SCHEDULE:

Fig.20
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MUSCO CONTROL-LINK USER INFORMATION FORM

CUSTOMER NAME:
(PARK) USER NAME:
ADDRESS 1:
ADDRESS 2:

CITY:

STATE:

ZIP:

PHONE:

FAX:

EMAIL:

MAIN CONTACT NAME:
FACILITIES (PARKS) THEY ARE ALLOWED TO SCHEDULE:

Fig.21
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GROUP NO. 1
DAY NO. 1
EVENT SLOTNO. 1 [_1 1
EVENT SLOT NO. 2 [__1 ]
——4 BYTES
EVENT SLOT NO. 3 [ ]
EVENT SLOT NO. 4 [_1 ]
7 BITS- 00-95 - TIME SLOT NO
96 - SUNRISE
97 - SUNSET
98 - UNPROGRAMMED
UNUSED CODE
|1 BIT- 0=0FF EVENT
1=0N EVENT
DAY NO. 1
EVENT DLOT NO. 1 [ 1
EVENT SLOT NO. 2 [ ]
——4 BYTES
EVENT SLOT NO. 3 [__| ]
EVENT SLOT NO. 4 [__] 1
GROUP NO. 2
GROUP'NO. 10
Fig.22
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GENERIC FORM OF A COMMAND WITH A TWO FOC AND ONE RECC

1. FOCC ADDRESS PAGE
2. FOCC DATA PAGE NO. 1 (USING PRIMARY COMMANDS MINS)

(0]ololo 0
olololo 0
olololo/ o/1

3. FOCC DATA PAGE NO. 2 (USING SECONDARY COMMAND MINS)

lolo]ojo 0
olololo 0
olololo/] o/1

4. REGISTRATION RESPONSE - VERIFICATION ONLY

3 2 1 0 0
1 3 5 7 0
[T T T XXX xxxdx clclclclclclele
SEQUENCE NUM.
NO SERVICE DELAY
SOLICITED/UNSOLICITED _]

STATUS BITS

UNUSED

CHECKSUM BITS

CHECKSUM IS THE DECIMAL SUM OF THE LAST THREE (3) DIGITS OF
ADDRESS PLUS THE LAST THREE (3) DIGITS OF COMMAND PAGE PLUS LAST
THREE (3) DIGITS OF DATA PAGE REPRESENTED AS AN EIGHT (8) BIT VALUE.
THE RESULT IS THEN CONVERTED TO A ONE'S COMPLEMENTAND KEPT AS A
SINGLE 8-BIT VALUE.

EXAMPLE:

FOCC ADDRESS PAGE: 0061014027

FOCC COMMAND PAGE: ppppppp505

FOCC DATA PAGE: sssssss151

3 2 1 0 0
1 7 0

3 5
recisTRATION: (OI0ToPHAPPRPPPPPPPEE Y|

CHECKSUM: 0+2+7+5+0+5+1+5+1 =26 = 00011010
ONE'S COMPLEMENT: 11100101

Fig.23
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Application No. Applicant(s)

11/329,212 VAN SWAAY, EVELINE WESBY
Office Action Summary Examiner ArtUnit

Nam V. Nguyen 2612

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no evenl, however, may a ieply be tlimely fited

after SIX (6) MONTHS from the mailing date of this communication.
- U NO period for reply is specified above, the maximum statutory period will apply and will expire S1X (6) MONTHS from the mailing date of this communication,
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1 Responsive to communication(s) filed on 10 January 2006.
2a)[] This action is FINAL. 2b){X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)[X) Claim(s) 1-20 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X Claim(s) 1-19 is/are rejected.
7)J Claim(s) 20 is/are objected to.
8)[J Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[C] The specification is objected to by the Examiner.
10)(X] The drawing(s) filed on 10 January 2006 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[JAll  b)[]some * ¢)[J None of:
1.[]] Certified copies of the priority documents have been received.
2.0 certified copies of the priority documents have been received in Application No. _____
3.0 cCopies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s) /
1) @ Notice of References Cited (PTO-892) 4) [:] Interview Summary (PTQ-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (j-gaa) Paper No(s)/Mail Date. ___
3) X Information Disclosure Statement (s) (PTO/SB/08) 5) [J Notice of Informal Patent Application
Paper No(s)/Mail Date 3 1T/CE. 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070719
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. Application/Control Number: 11/329,212 Page 2
* Art Unit: 2612

DETAILED ACTION

The application of Van Swaay for a “programmable communicator” filed January 10,
2006 has been examined.

This application claims foreign priority based on the application 20001239 filed May 23,
2000 in Finland. Receipt is acknowledged of papers submitted under 35 U.S.C 119(a) - (d),
which papers have been placed of record in the file.

This application is a CON of 10/296,571filed January 21, 2003 which is abandoned

which is a 371 of PCT/EP01/05738 filed May 18, 2001.
Claims 1-20 are pending.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claims 1-5 and 11-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Borgstahl et al. (US# 6,424,623) in view of Anderson (US# 5,995,603).
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Referring to claims 1 and 11, Borgstahl et al. disclose a method and a programmable
communicator device (20) (i.e. a peer) (column 3 lines 26 to 30; see Figures 1 and 2), the device
(éO) comprising: a wireiess communications circuit (38), including an antenna (36), configured
to receive a transmission (26);

an identity module (42) (i.e. a memory) having a unique identifier (68) (i.e. an
authorization key) (column 5 lines 7 to 18; column 6 lines 44 to 55; see Figures 2 and 7);

a processing module (40) including program code (50) configured to determine if the
transmission is from an authenticatéd caller by determining whether a received transmission
contains the unique identifier (column 5 lines 10 to 22; column 7 line 58 to column 8 line 9, see
Figures 2 and 6).

However, Borgstahl et al. did not explicitly disclose memory configured to store
telephone numbers or IP addresses received in transmissions from an authenticated caller.

In the same field of endeavor of programming an incoming telephone call, Anderson
teaches that memory (52) configured to store telephone numbers received in transmissions from
an authenticated caller (column 3 lines 50 to 67; see Figures 1 and 3) in order to control the
operation of the system and input information into the system.

At the time of the invention, it would have been obvious to a person of ordinary skill in
the art to recognize using memory to store tele;;hone number received from authorized caller
taught by Anderson in a two way wireless link of peer device of Borgstahl et al. because having
memory to store telephone numbers received in transmissions from authorized caller would
improve operation of the peer devibe after establishing the two-way personal communication

network.
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Referring to Claims 2 and 12, Borgstahl et al. in view of Anderson disclose the
programmable communicator device according to Claims 1 and 11, Anderson discloses wherein
the processing module is further configured to terminate calls from numbers not stored in

memory (column 6 lines 46 to 53; see Figure 6).

Referring to Claims 3 and 13, Borgstahl et al. in view of Anderson disclose the
programmable communicator device according to Claims | and 11, Anderson discloses wherein
the wireless communication circuit further comprises an auto answer module configured to

automatically answer incoming calls (column 6 lines 39 to 45; see Figure 6).

Referring to Claims 4-5 and 14, Borgstahl et al. in view of Anderson disclose the
programmable communicator device according to Claims 2 and 12, Anderson discloses wherein
the wireless communication circuit further comprises a ringing tone generator and wherein the

‘ processing module is further configured to allow the ringing tone generator to ring for incoming

calls from numbers stored in memory (column 4 lines 59 to column 5 line 13).
Claims 6 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Borgstahl et al. (US# 6,424,623) in view of Anderson (US# 5,995,603) as applied to Claims 1

and 11, and further in view of Hegeman (US# 5,884,161).
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Referring to Claims 6 and 15, Borgstahl et al. in view of Anderson disclose the
programmable commuﬁicator device according to Claims | and 11, however, Borgstahl et al. in
view of Anderson did not explicitly disclose an associated monitoring device linked to the
programmable communicator device to permit relaying of data from the linked monitoring
device to one or more of the telephone numbers or IP addresses stored in the memory.

In the same field of endeavor of programming an incoming telephone call, Hegeman
teaches an associated monitoring device (17) linked to the programmable communicator device
(19) to permit relaying of data from the linked monitoring device (17) to one or more of the
telephone numbers stored in the memory (45) (column 11 lines 3 to 37) in order to transmit code
signal to the terminal using links associated with a signaling network.

At the time of the invention, it would have been obvious to a person of ordinary skill in
the art to recognize having a terminal linked to the receiving device to permit data cxchange to
one of the telephone number in the memory of the receiving device taught by Hegeman in a two
way wireless link of peer device of Borgstahl et al. in view of Anderson because havingé
terminal linked to the-receiving device to permit data exchange to one of the telephone number in
the memory of the receiving device would improve operation of the peer device after

establishing the two-way personal communication network.
Claims 7 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Borgstahl et al. (US# 6,424,623) in view of Anderson (US# 5,995,603) and Hegeman (US#

5,884,161) as applied to Claims 6 and 15, and further in view of Murray et al. (US# 5,831,545).
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Referrir;g to lClaims 7 and 16, Borgstahl et al. in view of Anderson aﬁd Hegeman disclose
the programmable communicator device according to Claims 6 and 15, however, Borgstahl et al.
in view of Anderson and Hegeman did not explicitly disclose a locating system configured to
monitor the location of the monitoring device.and store the location information in the memory.

In the same field of endeavor of programming in a mobile device, Murray et al. teach a
locating system (12) configured to monitor the location of the monitoring device (10) and store
the location information in the memory (20) (column 6 lines 3 to 28; see Figure 2) in order to
determine the best transmis.'sion strategy for reducing the unacceptable level of error.

At the time of the invention, it would have been obvious to a person of ordinary skill in
the art to recognize having a memory to store the location of the selective call radio using the
GPS system taught by Murray in a two way wireless link of peer device of Borgstah! et al. in
view of Anderson and Hegeman because having a GPS system to determine the location of the
selective call radio and stored the location in memory would improve operation of the peer
device after establishing the two-way personal communication network by reducing the level of

error.
Claims 8-9 and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Borgstahl et al. (US# 6,424,623) in view of Anderson (US# 5,995,603) and Hegeman (US#

5,884,161) as applied to Claims 6 and 15, and further in view of Swanson et al. (US# 5,689,442).

Referring to Claims 8-9 and 17-18, Borgstahl et al. in view of Anderson and Hegeman

disclose the programmable communicator device according to Claims 6 and 15, however,
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Borgstahl et al. in view of Anderson and Hegeman did not explicitly disclose a sensor configured
to monitor a condition of the monitoring device and prompt the programmable communicator to
repeatedly call at least one of the stored telephone numbers or 1P addresses when a threshold is
reached.

In the same field of endeavor of programming in a mobile device, Swanson et al. teach a
an environment sensor (16) configured to monitor a condition of the monitoring device (100) and
prompt the programmable communicator (100) to dial to a remote locations to report the
occurrence of detected events of interest automatically (column 9 line 59 to column 10 line 8) in
order to improve functionality of the surveillance system.

At the time of the invention, it would have been obvious to a person of ordinary skill in
the art to recognize using a sensor to detect environment of interest to send to a remote location
automatically taught by Swanson in a two way wireless link of peer device of Borgstahl et al. in
view of Anderson and Hegeman because having a sensor to detect environmental sensing event

call the remote location would improve operation of the peer device.

Claims 10 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Borgstahl et al. (US# 6,424,623) in view of Anderson (US# 5,995,603) and Hegeman (US#

5,884,161) as applied to Claims 6 and 15, and further in view of Akiyama et al. (US# 5,745,049).
Referring to Claims 10 and 19, Borgstahl et al. in view of Anderson and Hegeman

disclose the programmable communicator device according to Claims 6 and 15, however,

Borgstahl et al. in view of Anderson and Hegeman did not explicitly disclose wherein
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the wireless communication circuit is further configured to receive at least one digital command;
and the monitoring device is further configured to read the at least one digital command, execute
a task in response to said digital command, measure physical or process status data, and store
measurcd data into the memory.

In the same field of endeavor of wireless communication device, Akiyama et al. teach
wherein the wireless communication circuit (20) is further configured to receive at least one
digital command; and the monitoring device (201) is further configured to read the at least one
digital command, execute a task in response to said digital command, measure physical or
process status data, and store measured data into the memory (23) (column 3 line 54 to column 4
line 15; column 7 lines 45 to 67, see Figure 2) in order to diagnosed each equipment by perform
measurement precisely and accurately.

At the time of the invention, it would have been obvious to a person of ordinary skill in
the art to recognize execute the measurement from the received command to stored in the
memory taught by Akiyama et al. in a two way wireless link of peer device of Borgstahl et al. in
view of Anderson and Hegeman because executing the received command to take a
measurement from sensor to store in the memory of the wireless device would improve operation

of the peer device.

Allowable Subject Mutter
Claim 20 is objected to as being dependent upon a rejected base claim, but would be
allowable if rewritten in independent form including all of the limitations of the base claim and

any intervening claims.
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Referring to claim 20, the following is a statement of reasons for the indication of
allowable subject matter: the prior art fail to suggest limitations that the method further
comprising analyzing the measured data and reprogramming the programmable communicator in

order to re-nitiate the monitoring device based on the data analysis.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

Stair et al. (US# 5,381,138) disclose an intelligent over-the-air programming.

Anderson (US# 5,995,603) discloses a telephone call screening device.

Foladare et al. (US# 6,108,521) disclose a éommunication system and method using two-
way paging to provide call control.

Roberts et al. (US# 6,208,854) disclose a system and method for routing a call to a called

party’s landline or wireless communication unit.

Page 704 of 858



Application/Control Number: 11/329,212 Page 10
Art Unit: 2612

Bushnell (US# 6,289,084) discloses an apparatus, method and system for personal
telecommunication call screening and alerting.
Becker et al. (US# 6,606,508) disclose a method for handling phone numbers in mobile

station and mobile station.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Nam V Nguyen whose telephone number is 571-272-3061. The
examiner can normally be reached on Mon-Fri, 8:30AM - 5:00PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s acting
supervisor, Brian Zimmerman can be reached on 571- 272-3059. The fax phone numbers for the
organization where this application or proceeding is assigned are 571-273-8300 for regular
communications.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Nam Nguyen
July 27, 2007

|
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SECTION 2. FORMS PTO/SB/08A and 08B (formerly Form PTQ-1449)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

1503/105

Art Group Unit; 2635 26i2_
Examiner Name: N/& NAM UW%EU

igants:  Eveline Wesby Van Swaay  Attorney Docket:

gl No: 11/329,212
Date Filed:  January 10, 2006

Invention: Programmable Communicator

LIST OF PATENTS AND PUBLICATIONS FOR APPLICANT'S
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

U.S. PATENT DOCUMENTS
Examine | Reference Document Issue Date Inventor Class/Subclass
r Initialy | Number Number
W AQ US 4,908,853 03-13-1990 Matsumoto 379/355.09 -
. AR US 5,293,418 03-08-1994 Fakawa 455/566
AS US 5,548,271 08-1996 Tsuchiyama et al 340/7.61
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FOREIGN PATENT DOCUMENTS
Examiner | Reference | Country | Document Publication | Patentec or | Class/Subclass
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M/' - BA JP 07087211 A | 03-31-1995 | Fuji Facon | H04M01100
i 4 // Corp'
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Examiner Signature:

Date Considered:
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EXAMINER: Initial if reference considered, whether or not citation is in conformance with
MPEP 609; draw line through citation if nof in conformance and not considered. Include copy
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INFORMATION DISCLOSURE CITATION

(Use several sheets if necessary)

£
ATTY DOCKET NO. APPLICATION NO. 11/37,7, 2t

077441/02CON
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FILING GROUP ART & {2-
. . April 14,2006 Nat Yet Assgined
U.S. PATENT DOCUMENTS
"EXAMINER DOCUMENT NUMBER DATE NAME CLASS SuUBCLASS | FILING DATE
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U.S. PATENT APPLICATION PUBLICATIONS
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DATE
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with next communication to applicant.

Form PTO-A820
(also form PT0-1449)

Page 707 of 858

POIC/REVD4 Patent and Trademark Office * U.S. DEPARTMENT OF COMMERCE

PAGE 2 OF 2



Notice of References Cited

Application/Contro! No.
11/329,212

Applicani(s)/Patent Under
Reexamination
VAN SWAAY, EVELINE WESBY

Examiner

Nam V. Nguyen

Art Unit

2612 Page 1 of 1

U.S. PATENT DOCUMENTS

* Document Number Date N N
Country Code-Number-Kind Code | MM-YYYY ame Classification

* 1 A | US-5381,138 01-1995 Stair et al. 340/7.41
* B | US-5689,442 11-1997 Swanson et al. 380/241
* | ¢ | US-5745,049 04-1998 Akiyama et al. 340/870.17
* | p | US-5831,545 11-1988 Murray et al. 340/7.27
* £ | US-5,884,161 03-1999 Hegeman, Johannes 455/445
* F | US-5,995603 11-1999 Anderson, W. Thomas 379/142.05
* | g | US-6,108,521 08-2000 Foladare et al. 340/825.49
* |y | US-6,208,854 03-2001 Roberts et al. 455/417
* | | US-6,289,084 09-2001 Bushnell, Witliam J. 379/167.1
* | J | US-6,424,623 07-2002 Borgstah! et al. 370/230
* | k | US-6,606,508 08-2003 Becker et al. 455/567

L | US-

M | US-

FOREIGN PATENT DOCUMENTS

* Coums%cozzi?:m'iz:‘z% Code MMEE?\E(:YY Country Name Classification

N

o}

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U

\"

W

X

“A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Page 708 of 858

Notice of References Cited

Part of Paper No. 20070719




3 UNITED StaTES PATENT AND TRADEMARK OFFICE

Page 1 of 1

(TR

Bib Data Sheet

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Bux 1450

Aleicandsin, Vigos 22313-1450

WM'W.USPK),L{‘)V'

CONFIRMATION NO. 6667

Eveline Wesby Van Swaay, Tiddington, UNITED KINGDOM;

s CONTINUING DATA RARKRKRAR KR RARARARK Kk kkkk ‘\/.69

Lid FOREIGN APPLICATIONS KAk hkkhhAkkkk khkhkkid W
FINLAND 20001239 05/23/2000 .
Yes

IF REQUIRED, FOREIGN FILING LICENSE GRANTED
“* 02/28/2006

FILING OR 371(c)
SERIAL NUMBER DATE CLASS GROUP ARTUNIT |~ ATTORNEY
01/10/2006 DOCKET NO.
11/329,212 340 2612
1503/105
RULE
IAPPLICANTS !

This application is a CON of 10/296,571 01/21/2003 ABN Ws a 371 of PCT/EP01/05738 05/18/2001

** SMALL ENTITY **

Foreign Priority claimed d ¢ I STATE OR
35 USC 119 (a-d) conditions 2s = no & Met ater COUNTRY
met e UNITED
Verified and /] M KINGDOM
cknlede _ 3 Initials

SHEETS TOTAL |INDEPENDENT]
DRAWING CLAIMS CLAIMS
3 20 2

IADDRESS
2101

TITLE

Programmable communicator

FILING FEE [FEES: Authority has been given in Paper
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT
500 No. for following: :

m
.| All Fees

U 1.16 Fees (Filing )

U 1,17 Fees ( Processing Ext. of
time )

U 1.18 Fees (Issue)
| Other
U credit

Pagén-ﬂ‘)/glgf Sé)gg/PrexServlet/PrexAction

117/07



Application/Control No. Applicant(s)/Patent under
Index of Claims Reexamination
11/329,212 VAN SWAAY, EVELINE
WESBY
Examiner Art Unit
Nam V. Nguyen 2612
. rough numera
v | Rejected ~| (b Cagr’\r::ellerge " n| Non-Elected Appeal
=| Allowed + Restricted | Interference Objected
Claim Date Claim Date Claim Date
T|E|g 5| E | &
c o | O c o c o
| c Y ic | = [ 'z
o |~ O @]
1)V 51 101
2 | Y 52 102
3 Y 53 103
4 IV 54 104
5 |V 55 105
6 {V 56 106
7 4 57 107
8 |V 58 108
9 |V 59 109
10 | ¥ 60 110
11|V 61 111
12 |V 62 12
13|V 63 113
14 | ¥ 64 114
15 | ¥ 65 115
16 | V 66 116
17 | ¥ 67 117
18 |V 68 118
19 | V 69 119
20 {0 70 120
21 71 121
22 72 122
23 73 123
24 74 124
25 75 125
26 76 126
27 77 127
28 78 128
29 79 129
30 80 130
31 81 131
32 82 132
33 83 133
34 84 134
35 85 135
36 86 136
37 87 137
38 88 138
33 89 139
40 90 140
41 91 141
42 92 142
43 93 143
44 94 144
45 a5 145
46 96 146
47 97 147
48 98 148
49 99 149
S0 100 150

U.S. Patent and Trademark Office

Page 710 of 858

Part of Paper No. 20070719




Application/Control No. Applicant(s)/Patent under
Search Notes Reexamination
11/329,212 VAN SWAAY, EVELINE
WESBY
Examiner Art Unit
Nam V. Nguyen 2612

SEARCHED
Class Subclass Date Examiner
340 825.49 7/26/2007 NN
340 825.44 7/26/2007 NN
340 3111 712612007 NN
455 550.1 7/26/2007 NN
455 5521 7/26/2007 NN
455 414 712612007 NN
455 458 7126/2007 NN
455 560 7126/2007 NN
379 353-355 7/26/2007 NN
379 266.01 7126/2007 NN
379 88.19 7/26/2007 NN
379 230 712612007 NN
INTERFERENCE SEARCHED
Class Subclass Date Examiner

SEARCH NOTES
(INCLUDING SEARCH STRATEGY)

DATE EXMR

Search EAST: USPAT,; US-PUB;

EPO; JPO and Derwent. 712612007 NN

Search Terms programmed telephone
number with calier list; address book; 7126/2007 NN
saving telephone into database.

U.S. Patent and Trademark Office

Page 711 of 858
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EAST Search History

Ref Hits | Search Query DBs Default Plurals | Time Stamp
# Operator
L1 16 | (US-20060119468-% or US-PGPUB; | AND OFF 2007/07/27 10:35
US-20040046637-%).did. or USPAT
(US-5884161-% or US-6108521-4%
or US-6289084-% or US-6606508-%
or US-5978451-¢ or US-6583720-$
or US-6208854-$ or US-5995603-$
or US-5724411-$ or US-5963864-%
or US-5946106-$ or US-5883942-$
or US-6625457-$ or
US-5831545-$).did.
L2 4 | 11 and sensor$2 US-PGPUB; | AND OFF 2007/07/27 13:09
USPAT
L3 5707 | sensor$2 same (mobile adj2 US-PGPUB; | AND OFF 2007/07/27 10:40
phones$2 or pager$2 or cellular USPAT
adj2 phone)
L4 471 | sensor$2 same (mobile adj2 US-PGPUB; | AND OFF 2007/07/27 10:40
phone$2 or pager$2 or cellular USPAT
adj2 phone) same (called or
dial$4)
L5 96 | 14 and "340"/$.ccls. US-PGPUB; | AND OFF 2007/07/27 13:12
USPAT
L6 6 | 11 and measure$4 US-PGPUB; | AND OFF 2007/07/27 13:11
USPAT
L7 3257 | command$4 same measure$4 US-PGPUB; | AND OFF 2007/07/27 13:12
same (store$4 same memory) USPAT
L8 193 | 17 and "340"/$.ccls. US-PGPUB; | AND OFF 2007/07/27 13:12
USPAT
S1 2 | "20060119468" US-PGPUB; | AND OFF 2007/07/18 10:59
USPAT;
EPO; JPO;
DERWENT
S2 301 | 340/5.1.ccls. US-PGPUB; | AND OFF 2007/07/18 10:59
USPAT;
EPO; JPO;
DERWENT
S3 12 | S2 and (store$4 same telephone US-PGPUB; | AND OFF 2007/07/18 11:10
adj2 number) USPAT;
EPO; JPO;
DERWENT
54 2 | "20040046637" US-PGPUB; | AND OFF 2007/07/18 11:12
USPAT;
EPO; JPO;
DERWENT

7/27/07 3:09:39 PM
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EAST Search History

S5 2
S6 17
S7 3
S8 1
SS 25
S10 46
S11 5
S12 1
S13 5
S14 12
S15 5
S16 1
517 2
S18 53

"20060119468"

program$4 same telephone adj2
number$4 same (caller adj2 list$2)

("5347574" | "5351289" |
"5602908").PN.

program$4 same telephone adj2
number$4 same (prefer$4 adj2
caller$4)

program$4 same telephone adj2
number$4 and (prefer$4 adj2
caller$4)

store$4 same telephone adj2
number$4 and (prefer$4 adj2
caller$4)

("20020013163" | "20040198427"
| "20050020286" | "6052451" |
"6449475").PN.

("6052451").URPN.

("20020013163" | "20040198427"
| "20050020286" | "6052451" |
"6449475").PN.

("5040208" | "5185782" |
"5311574" | "5440615" |
"5841852" | "6038292" |
"6301354" | "6351279" |
"6400804" | "6529586" |
"6678365" | "6842767").PN,

("20020013163" | "20040198427"
| "20050020286" | "6052451" |
"6449475").PN.

("4582956" | "5235433" |
"5289530" | "5388150" |
"5394445" | "5428462" |
"5448626" | "5521974" |
"5541984" | "5552901" |
"5563932").PN.

("5946106").URPN.
caller adj2 id ADJ2 LIST$2

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB;
USPAT;

'EPO; JPO;

DERWENT

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB;
USPAT;
USOCR

USPAT

US-PGPUB;
USPAT;,
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT,;
USOCR

USPAT
USPAT

AND

AND

AND

AND

AND

AND

AND

AND
AND

AND

AND

AND

AND
AND

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF
OFF

OFF

OFF

OFF

OFF
OFF

2007/07/18 15:58

2007/07/18 16:02

2007/07/18 16:01

2007/07/18 16:03

2007/07/18 16:05

2007/07/18 16:05

2007/07/18 16:08

2007/07/18 16:30
2007/07/18 16:31

2007/07/18 16:34

2007/07/19 10:26

2007/07/19 10:29

2007/07/19 10:33
2007/07/19 10:33

7/27/07 3:09:39 PM
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EAST Search History

S19 5
S20 29
S21 8
522 10
S23 76
S24 76
525 8
526 2
S27 3
S28 13
S29 10

("5742669" | "6751485" |
"6882714" | "6882828" |
"7035674").PN.

("20020052195" | "20020147818"
| "20030081752" | "4166929" |
"4582956" | "4959855" |
"5155761" | "5438568" |
"5511111" | "5572583" |
"5758281" | "5841854" |
"5898917" | "5943409" |
"5978672" | "5991364" |
"6014377" | "6018737" |
"6035031" | "6075783" |
"6104786" | "6178240" |
"6212268" | "6317594" |
"6408062" | "6477374" |
"6542733" | "6658106" |
"6716101").PN.

("20010041600" | "20020009184"
| "5329578" | "5479476" |
"5724411" | "5768349" |
"5978451" | "6289084").PN.

("5742669").URPN.
("5883942").URPN.
("5883942").URPN.

("20010041600" | "20020009184"
| "5329578" | "5479476" |
"5724411" | "5768349" |
"5978451" | "6289084").PN.

"20010041600"

"6606508"

("5020091" | "5220599" |
"5371781" | "5437053" |
"5448622" | "5655015" |
"5715308" | "5764730" |
"6018654" | "6041103" |
"6208854" | "6222921" |
"6606508").PN.

("4908853" | "5303288" |
"5349629" | "5371788" |
"5483591" | "5592546" |
"5724410" | "5901217" |
"6041325" | "6047054").PN.

US-PGPUB;
USPAT,
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT,;
USOCR

USPAT
USPAT
USPAT

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB,;
USPAT;

EPO; JPO;
DERWENT

US-PGPUB;
USPAT,;
USOCR

US-PGPUB;
USPAT;
USOCR

AND

AND

AND

AND
AND
AND
AND

AND

AND

AND

AND

OFF

OFF

OFF

OFF
OFF
OFF
OFF

OFF

OFF

OFF

OFF

2007/07/19 10:33

2007/07/19 10:34

2007/07/19 10:38

2007/07/19 13:04
2007/07/19 13:28
2007/07/19 13:36
2007/07/19 13:41

2007/07/19 13:46

2007/07/19 13:46

2007/07/19 13:47

2007/07/19 13:48

7/27/07 3:09:39 PM
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EAST Search History

S30

S31
532

S33

S34

S35

S36

S37

S38

539

540

14
18

11

18

322

253

33

11

10

("5347574" | "5351289" |
"5602908").PN.

("5995603").URPN.

("20030198325" | "20040121759"
| "20040204119" | "4953202" |
"5200995" | "5280521" |
"5467388" | "5546448" |
"5655013" | "5692033" |
"5802157" | "5809126" |
"5864613" | "5884193" |
"5995603" | "6246756" |
"6741872" | "6768792").PN.

("4995075" | "5073922" |
"5203014" | "5210753" |
"5442692" | "5448622" |
"5559860" | "5696817" |
"5870683" | "5907604" |
"5946636").PN.

("20030198325" | "20040121759"
| "20040204119" | "4953202" |
"5200995" | "5280521" |
"5467388" | "5546448" |
"5655013" | "5692033" |
"5802157" | "5809126" |
"5864613" | "5884193" |
"5995603" | "6246756" |
"6741872" | "6768792").PN.

authenticate$4 adj caller$2 same
(mobile adj2 phone)

authenticate$4 adj caller$2

S36 and (mobile or wireless)

"6069896"

(US-20060119468-% or
US-20040046637-%).did. or
(US-7046782-$ or US-6606508-%
or US-6289084-$ or US-6208854-%
or US-5995603-% or US-5978451-%
or US-5946106-$ or US-5883942-%
or US-5724411-%).did.

S39 and tone$2

US-PGPUB;
USPAT,;
USOCR

USPAT

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT,;
USOCR

US-PGPUB;
USPAT,
USOCR

US-PGPUB;
USPAT,;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT

US-PGPUB;
USPAT

AND

AND
AND

AND

AND

AND

AND

AND

AND

AND

AND

OFF

OFF
OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

2007/07/19 14:50

2007/07/19 14:51
2007/07/19 14:52

2007/07/19 15:27

2007/07/19 15:51

2007/07/19 15:52

2007/07/19 15:52

2007/07/19 15:57

2007/07/19 15:57

2007/07/21 13:12

2007/07/21 13:12

7/27/07 3:09:39 PM
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EAST Search History

541 1
542 6
543 491
544 66
545 2
546 13
547 6121
548 875
549 544
550 61
S51 821
S52 129
S53 27
S54 44
S55 587

S39 and (ring adj2 tone$2)
S39 and link$4

hotlink$2

543 and sensor$2

hotlink$2 adj2 communicator$2

Short adj2 Message adj2 Service
same {(gSM adj2
telecommunications )

Short adj2 Message adj2 Service
and (Link$4 or hotlink$2)

Short adj2 Message adj2 Service
and (Link$4 or hotlink$2) and
(sensor$2)

S48 and (gsm)

S48 and (gsm) and (location adj2
system)

Short adj2 Message adj2 Service
and (Link$4 or hotlink$2) and
(sensor$2) and wireless

S51 and "340"/$.ccls.

("5206901" | "5325419" |
"5329578" | "5353331" |
"5408528" | "5454032" |
"5457736" | "5469496" |
"5504804" | "5506887" |
"5526403" | "5537467" |
"5541976" | "5579375" |
"5579379" | "5583564" |
"5600704" | "5610969" |
"5610972" | "5654958" |
"5664005" | "5673308" |
"5715296" | "5729599" |
"5901359" | "5903845" |
"5963864").PN.

Short adj2 Message adj2 Service
and (call$2 adj2 forward$4) and
(sensor$2) and wireless

(call$2 adj2 forward$4) and
(sensor$2) and wireless

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT

US-PGPUB;
USPAT,;
USOCR

US-PGPUB;
USPAT

US-PGPUB;
USPAT

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

AND

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

2007/07/21 13:33

2007/07/21 13:55

2007/07/21 14:18

2007/07/21 13:56

2007/07/21 14:19

2007/07/21 14:26

2007/07/21 14:26

2007/07/23 09:46

2007/07/21 14:27

2007/07/21 14:27

2007/07/23 15:17

2007/07/23 17:41

2007/07/23 14:47

2007/07/23 17:41

2007/07/23 17:41

7/27/07 3:09:39 PM
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EAST Search History

S56 84 | S55 and "340"/$.ccls. US-PGPUB; | AND OFF 2007/07/23 17:41
USPAT
S57 18 | ("6583720").URPN. USPAT AND OFF 2007/07/23 17:58
S58 2 | ("6070054").URPN. USPAT AND OFF 2007/Q7/25 11:12
559 1| "7113070".pn. : USPAT AND OFF 2007/07/25 11:13
S60 22 | ("4658416" | "4661972" | US-PGPUB; | AND OFF 2007/07/25 14:02
"4680785" | "4852148" | USPAT;
"4868865" | "4951043" | USOCR

"4951044" | "4994797" |
"5045850" | "5109220" |
"5140626" | "5151930" |
"5202912" | "5243645" |
"5307399" | "5311570" |
"5327486" | "5371781" |
"5375162" | "5414750" |
"5481590" | "5884161").PN.

S61 6 | ("5884161").URPN. USPAT AND OFF 2007/07/25 14:18
562 15 | (US-20060119468-$ or US-PGPUB; | AND OFF 2007/07/25 16:09
US-20040046637-$).did. or USPAT

(US-5995603-% or US-7046782-%
or US-6606508-$% or US-6289084-%
or US-6208854-$ or US-5724411-%
or US-5978451-% or US-5946106-$
or US-5883942-% or US-5963864-%
or US-6583720-$ or US-6108521-%
or US-5884161-%).did.

S63 11 | S62 and location US-PGPUB; | AND OFF 2007/07/26 09:39
USPAT

S64 19973 | gps and location and (store$2 US-PGPUB; | AND OFF 2007/07/26 09:39
same memory) USPAT

S65 0 | S64 and ("340"/$.ccls) US-PGPUB; | AND OFF 2007/07/26 09:39
USPAT

S66 3813 | S64 and ("340"/$.ccls.) US-PGPUB; | AND OFF 2007/07/26 09:40
USPAT

S67 1479 | S66 and (mobile adj2 device or US-PGPUB: | AND OFF 2007/07/26 09:40
pager or cell$4 adj2 phone) USPAT

Se8 239 | S67 and "455"/$.ccls. US-PGPUB; | AND OFF 2007/07/26 09:41
USPAT

S69 9 | ("5559520" | "5625668" | US-PGPUB; | AND OFF 2007/07/26 09:48
"5748899" | "5790974" | USPAT;
"5809494" | "5938721" | USOCR

"6091956" | "6282426" |
"6385465").PN.

7/27/07 3:09:39 PM Page 6
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EAST Search History

570 16

S71 4

(US-20060119468-$ or
US-20040046637-%).did. or
(US-5884161-$ or US-6108521-¢
or US-6289084-$% or US-6606508-%
or US-5978451-% or US-6583720-%
or US-6208854-$ or US-5995603-%
or US-5724411-$ or US-5963864-%
or US-5946106-% or US-5883942-%
or US-6625457-% or
US-5831545-%).did.

S70 and sensor

US-PGPUB;
USPAT

US-PGPUB;
USPAT

AND

AND

OFF

OFF

2007/07/26 10:12

2007/07/26 10:12

7/27/07 3:09:39 PM

Page 7
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° E Pééistitioner's Docket No.  1503/105 PATENT

Eveline Wesby Van Swaay
11/329,212 Group No.: 2635
January 10, 2006 Examiner: N/A

Programmable Communicator

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

TRANSMITTAL OF SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
WITHIN THREE MONTHS OF FILING OR
BEFORE MAILING OF FIRST OFFICE ACTION (37 C.F.R. § 1.97(b))

IDENTIFICATION OF TIME OF FILING THE ACCOMPANYING
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

The information disclosure statement submitted herewith is being filed within three months of the
filing date of the application or date of entry into the national stage of an international application or
before the mailing date of a first Office action on the merits, whichever event occurs last. 37 C.F.R. §
1.97(b).

CERTIFICATION UNDER 37 C.F.R. Sections 1.8(a) and 1.10*
(When using Express Mail, the Express Mail label number is mandatory;
Express Mail certification is optional.)

1 hereby certify that, on the date shown below, this correspondence is being;

MAILING
{x] deposited with the United States Postal Service in an envelope addressed to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450. .
37 C.F.R. § 1.8(a) 37 C.F.R.§ 1.10*
[x] with sufficient postage as first class mail. { ] as "Express Mail Post Office to Addressee"”
- Mailing Label No. (mandatory)

TRANSMISSION
{ ] facsimile transmitted to the Patent and Trademark Office, (703) / ﬂ %

ture

Date: April 14, 2006
obert M. Asher

(type or print name of person certifying)

* Only the date of filing (§ 1.6) will be the date used in a patent term adjustment calculation, although the date on any certificate of mailing or
transmission under § 1.8 continues to be taken into account in determining timeliness. See § 1.703(f). Consider “Express Mail Post Qffice to
Addressee” (§1.10) or facsimile transmission (§ 1.6(d)) for the reply to be accorded the earliest possible fi Img date for patent term adjustment
calculations.

Transmittal of Information Disclosure Statement Within Three Months of Filing or Before Mailing of First Office Action--page 1 of 2
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DATE: April 14, 2006 W M/

Robert M. Asher

BROMBERG & SUNSTEIN LLP
Customer Number 02101

125 Summer Street

Boston, MA 02110-1618

US

01503/00105 482219.1

Transmittal of Information Disclosure Statement Within Three Months of Filing or Before Mailing of First Office Action--page 2 of 2
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.
z

ctitioner’s Docket No. 1503/105 PATENT

e application of: Eveline Wesby Van Swaay

Application No.:  11/329,212 Group No.: 2635
Filed: January 10, 2006 Examiner: N/A
For: Programmable Communicator

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

NOTE: "An information disclosure statement shall be considered by the Office if filed by the
applicant:
(1) Within three months of the filing date of a national application;
(2) Within three months of the date of entry of the national stage as set forth in section

(Supplemental Information Disclosure Statement--page 1of 7)

CERTIFICATION UNDER 37 C.F.R. SECTIONS 1.8(a) and 1.10*
(When using Express Mail, the Express Mail label number is mandatory;
Express Mail certification is optional.)
I hereby certify that, on the date shown below, this correspondence is being:

MAILING

[x] deposited with the United States Postal Service in an envelope addressed to Commissioner for Patents, P.O. Box 1450, Alexandria, VA

22313-1450
37 C.F.R. SECTION 1.8(a) 37 C.F.R.SECTION 1.10*
[ 1as "Express Mail Post Office to Addressee”
[x ] with sufficient postage as first class mail. Mailing Label No. (mandatory)
TRANSMISSION

[ ] transmitted by facsimile to the Patent and Trademark Office.

Date: April 14, 2006 / - ‘

Rd¥ert M. Asher

*WARNING: Each paper or fee filed by "Express Mail" must have the number of the "Express Mail" mailing label placed
thereon prior to mailing. 37 C.F.R. section 1.10(b).
“Since the filing of correspondence under section 1.10 without the Express Mail mailing label thereon is an
oversight that can be avoided by the exercise of reasonable care, requests for waiver of this requirement will
not be granted on petition." Notice of Oct. 24, 1996, 60 Fed. Reg. 56,439, at 56,442.
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1.491 in an international application; or
(3) Before the mailing date of a first Office action on the merits, whichever event occurs
last." 37 C.F.R. section 1.97(b).

NOTE: "Each individual associated with the filing and prosecution of a patent application has a
duty of candor and good faith in dealing with the Office, which includes a duty to disclose
to the Office all information known to that individual to be material to patentability as
defined in this section.” 37 C.F.R. section 1.56(a).

"Individuals associated with the filing or prosecution of a patent application within the
meaning of this section are:

(1) each inventor named in the application;

(2) each attorney or agent who prepares or prosecutes the application; and

(3) every other person who is substantively involved in the preparation or prosecution of

the application and who is associated with the inventor, with the assignee or with anyone

to whom there is an obligation to assign the application.” 37 C.F.R. section 1.56(c).

NOTE: The "duty as described in section 1.56 will be met so long as the information in question
was cited by the Office or submitted to the Office in the manner prescribed by sections
1.97(b) - (d) and 1.98 before issuance of the patent." Notice of January 9, 1992, 1135
0G 13-25at17.

WARNING: "No information disclosure statement may be filed in a provisional application." 37
C.F.R. section 1.51(b).

List of Sections Forming Part of This Information Disclosure Statement
The following sections are being submitted for this Information Disclosure Statement:

(check sections forming a part of this statement: discard unused sections and number pages

consecutively)
1.  [x]Preliminary Statements
2. [x]Forms PTO/SB/08A and 08B (substitute for Form PTO-1449)
3. [ ]Statement as to Information Not Found in Patents or Publications
4, [ ]dentification of Prior Application in Which Listed Information Was Already Cited and

for Which No Copies Are Submitted or Need Be Submitted
[ JCumulative Patents or Publications
[x]Copies of Listed Information Items Accompanying This Statement
7. [ ]JConcise Explanation of Non-English Language Listed Information Items
7A. [ ]JEPO Search Report
7B. [ ]English Language Version of EPO Search Report
8. [ ]Translation(s) of Non-English Language Documents
. [ ]Concise Explanation of English Language Listed Information Items (Optional)
10. [x]ldentification of Person(s) Making This Information Disclosure Statement

oW

(Supplemental Information Disclosure Statement--page 2 of 7)
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(complete the following, if appropriate)
Sections , respectively, have been continued on ADDED PAGE(S).
NOTE :"Once the minimum requirements are mel, the examiner has an obligation to
consider the information.” Notice of April 20, 1992 (1138 O.G. 37-41, 37).

(Supplemental Information Disclosure Statement--page 3 of 7)
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Section 1. Preliminary statements

Applicants submit herewith patents, publications or other information, of which they are aware
that they believe may be material to the examination of this application, and in respect of which,
there may be a duty to disclose.

The filing of this information disclosure statement shall not be construed as a representation
that a search has been made (37 C.F.R. section 1.97(g)), an admission that the information cited is,
or is considered to be, material to patentability, or that no other material information exists.

The filing of this information disclosure statement shall not be construed as an admission
against interest in any manner. Notice of January 9, 1992, 1135 O.G. 13-25, at 25.

(Supplemental Information Disclosure Statement--page 4 of 7)
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SECTION 2. FORMS PTO/SB/08A and 08B (formerly Form PTO-1449)

gants:  Eveline Wesby Van Swaay

Date Filed:

Invention:

11/329,212
January 10, 2006

Programmable Communicator

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Attorney Docket:  1503/105
Art Group Unit: 2635
Examiner Name: N/A

LIST OF PATENTS AND PUBLICATIONS FOR APPLICANT’S
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

U.S. PATENT DOCUMENTS
Examine | Reference Document Issue Date Inventor Class/Subclass
r Initials | Number Number
AQ US 4,908,853 03-13-1990 Matsumoto 379/355.09
AR US 5,293,418 03-08-1994 Fakawa 455/566
AS US 5,548,271 08-1996 Tsuchiyama et al 340/7.61
AT US 5,581,599 12-1996 Tsuji et al 455/415
AU US 5,623,533 04-22-1997 Kikuchi et al 455/572
- AV US 5,742,666 04-21-1998 Alpert 455/404.2
AW US 5,903,634 05-11-1999 Wakabayashi et al 379/354
AX US 5,946,636 08-1999 Uyeno et al 455.566
AY US 6,041,229 03-21-2000 Turner 455/420
AZ -US 6,125,273 09-2000 Yamagishi, Harumi | 455/411
FOREIGN PATENT DOCUMENTS
Examiner | Reference | Country | Document Publication | Patentee or | Class/Subclass
Initials Number Code Number Date Applicant
BA JP 07087211 A | 03-31-1995 | Fuji Facon | H04M01100
Corp.
BB WO 97/23104 06-26-1997 | Valentine H04Q 7/22

Examiner Signature:

Date Considered:

EXAMINER: Initial if reference considered, whether or not citation is in conformance with
MPEP 609; draw line through citation if not in conformance and not considered. Include copy
of this form with next communication to applicant.
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Section 6. Copies of Listed Information Items Accompanying This Statement

NOTE: 37 C.F.R. section 1.98(a)(2) requires that any information disclosure statement filed
under section 1.97 shall include: "A legible copy of: (1) Each U.S. and foreign patent,
(ii) Each publication or that portion which caused it to be listed; and (iii) All other
information or that portion which caused it to be listed, except that no copy of a U.S.

patent application need be included . . ."

NOTE: The wording in section 1.98(a)(2)(iii) makes it clear that the requirement to submit a copy
of each item of information listed in an information disclosure statement does not apply to
the citation of a U.S. patent application. Notice of January 9, 1992, 1135 O.G. 13-25, at

14.

Legible copies of all items listed in Forms PTO/SB/08A and 08B (substitute for Form PTO-
1449) accompany this information statement.

(complete the following, if applicable)

[x JException(s) to above:

- U.S. patent citations are not included pursuant to the United State Patent and Trademarks
Office’s September 21, 2004 waiver of the copy requirement in 37 CFR 1.98 for cited
pending U.S. patent citations when the patent citations are available in the USPTO’s IFW

system.

[x Jitems in prior application, from which an earlier filing date is claimed for this
application, as identified in Section 4.

[ ]JCumulative patents or publications identified in Section 5.
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Section 10. Identification of Person(s) Making This Information Disclosure Statement

The person making this certification is
(check each applicable item)

(a) [ ]the inventor(s) who signs below

SIGNATURE OF INVENTOR

(type name of inventor who is signing)

(b) [ Jan individual associated with the filing and prosecution of this application (37 C.F.R. section
1.56(c))

SIGNATURE OF INVENTOR

(type name of inventor who is signing)
(¢) [x] the practitioner who signs below on the basis of the information:
(check each applicable item)
[ ] supplied by the inventor(s).

[ 1 supplied by an individual associated with the filing and prosecution of this
application. (37 C.F.R. section 1.56(c)).

1 T0A_

SIGKATURE OF PRACTITIONER

[X] in the practitioner’s file.

Reg. No.: 30,445

Robert M. Asher

(type or print name of practitioner)
Tel. No.: (617) 443-9292 Bromberg & Sunstein, LLP

125 Summer Street, 11" Floor

P.O. Address

Customer No.: 002101
Boston, MA 02110-1618

01503700105 482107.1
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MicroPatent's Patent Index Database , - Pagelofl

m PATENTY/EB _ [TRADEMARKWEE YYHAT'S NEVY PEODUCTS & SERWICES{ABOUT MICROPATENT ' —

NEIRIRIBID

Search List First Prev Next Last

MicroPatent's Patent Index Database: Record 2 of 2 [Individual Record of JP7087211A]

.Order This:Patent. ] (1. Famiily Member(s)

JP7087211A 19950331 FullText
Title: (ENG) INCOMING CALL SWITCHING DISPLAY DEVICE
Abstract: (ENG)

PURPOSE: To easily recognize a state of incoming call switching of an incoming call switching device
(consisting of an on- line switch) provided between a telephone line and plural telephone sets and which
selects each telephone set by a recognition code after receiving a temporal incoming call.

CONSTITUTION: The on-line switch 4 is combined with an incoming call switching display device consisting of
a switching state display control part 7 and a display part 7a, etc. The display control part 7 displays the
telephone set 2(therefore, an incoming call receiver can be displayed) that is an incoming call switching
target on the display part 7a in respective color or tone color via a cable 21 for display. The tone and the
tone color can be combined variably, and also, the display part 7 can be provided on the wall plane of

- residence space in a form of panel, or on the surface of the telephone set 2 in a form of LED or speaker.

Application Number: JP 23063693 A

Application (Filing) Date: 19930917

Priority Data: JP 23063693 19930917 A X;

Inventor(s): NAKAGAWA KAZUMI

Assignee/Applicant/Grantee: FUJI FACOM CORP

Original IPC (1-7): H04M01100

Other Abstracts for Family Members: DERABS G95-181808

Other Abstracts for This Document: DERG95-181808

Legal Status: There is no Legal Status information available for this patent

Q [z (14] | 4] | D N
Search List First Prey Next Last

Copyrnght © 2002, MicroPatent, LLC. The contents of this page are the property of MicroPatent LLC mcludmg without
limitation all text, html, asp, javascript and xml. All rights herein are reserved to the owner and this page cannot be
reproduced without the express permission of the owner.

http://www.micropat.com/cgi-bin/docdb/list.pl 3/31/2006
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RADIO TRANSCEIVER MEMORY DEVICE AND METHOD
FOR FACILITATING EMERGENCY COMMUNICATIONS

TECHNICAL FIELD OF THE INVENTION

The present invention relates generally to the
communication of data by way of a radio transceiver to an
emergency dispatch center. More particularly, the present
invention relates to a device and method for automatically
transmitting information to the emergency dispatch center
when a call is placed at the radio transceiver to the

emergency dispatch center.

BACKGROUND OF THE INVENTION

In recent years, telephonic communication effectuated
by way of a cellular, or other wireless, communication
network has become increasingly popular. In such a
system, communication signals are transmitted between two
communication stations by way of transmission of radio
frequency signals upon radio frequency channels. Because
a wireline connection is not required to effectuate the
telephonic communication with a remotely-positioned
communication station, telephonic communication by way of
the cellular, or other wireless, communication network is
possible in situations in which a wireline connection
connecting the communication stations is impractical.

Initiation of telephonic communication links_in a
cellular communication system is typically accompliéhed
in a manner analogous to the initiation of telephonic
communication links in a conventiomal, 'wireline,

telephonic system. A calling @party initiates
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identification number, i.e., the telephone number, of the
party to whom telephonic communication 1is to be
effectuated. Network switching apparatus interprets the
telephone number and provides the necessary connections
to effectuate the telephonic communication. Calls can be
placed by way of, e.g., a radio telephone forming the
remotely-positioned, communication station to any other
station coupled to the telephonic network by entering and
transmitting the telephone number of the called party.
In some sections of the United States, telephonic
networks provide emergency “911” service. Other countries
provide analogous service. 1In areas of the country which
provide for “911” service, a caller requiring emergency
assistance dials, or enters, the digits 9-1-1. When the
telephonic network detects entry of such digits,
connection of the calling party to an emergency dispatch
center is immediately effectuated. In other countries,
other sequences of digits are entered by a caller,
similarly to be connected to an emergency dispatch center.
An emergency call can be placed by a subscriber of
a radio telephone in a manner similar to the manner by
which a caller located at a wireline station can place an
emergency call. However, in a conventional telephonic
network in which ®911” emergency service 1is provided,
dispatch personnel of the emergency dispatch center are
provided with the position from which the request for
emergency assistance is initiated. The personnel of the
emergency dispatch center utilize such positional
information to facilitate the dispatch of emergency

personnel to the scene of the emergency.
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While the positional information can be readily
prbvided to the dispatch personnel of the emergency
dispatch center when the calling party is located at a
conventional, wireline, calling station, if the calling
party utilizes a radio telephone, or other wireless
communication device, to request the emergency assistance,
the position of the calling party cannot be automatically

provided to the dispatch personnel of the emergency

‘dispatch center. In the event that the calling party is
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30

unable otherwise to provide the dispatch personnel with
the 1location at which the emergency assistance is
required, the appropriate emergency assistance might not
be -able to be provided.

If the calling party is not able to provide the
dispatch personnel with the required positional
information, the calling party might well be the one
necessitating the emergency assistance. The nature of the
emergency as well as information relating to the calling
party might well similarly not be able to be communicated
by the calling party to the dispatch personnel.

In order to permit communication by way of, or with,
a radio telephone operable in a conventional, cellular,
or other wireless, communication network, certain control
information wmust be communicated between the radio
telephone and the fixed, network portion of the cellular
communication network. For instance, an electronic serial
number which uniquely identifies a radio telephone in the
cellular communication system must be transmitted by the
radio telephone to the fixed, cellular network portion

during call set-up procedures. The electronic serial
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telephone. Other data is similarly stored at the radio
telephone.

Several existing and planned wireless networks
provide for the utilization of radio telephones which make
use of removable memory elements, sometimes referred to
as “SIM” cards. The removable memory elements contain
data including the aforementioned electronic serial
number. The Group Special Mobile (GSM) cellular,
communication system provides for the utilization of radio
telephones having removable memory elements. In the GSM
gsystem, the removable memory elements are disposed on or
in a card member. The radio telephone includes an
éssemblage, referred to as a card reader assembly, for

receiving a card member. A card reader assembly

typically comprises structure forming a receiving platform

and electrodes positioned in proximity to the receiving
platform. The electrodes are also coupled to other
structure of the radio telephone and permit an electrical
connection to be formed with corresponding electrodes of
a removable memory element.

The electrodes of the removable memory element are
disposed upon a face surface of the card member. When the
card member is suitably positioned at the receiving
platform of the card reader assembly, the electrodes of
the card member and the card reader assembly become
aligned with one another and electrical connections are
formed therebetween. Once suitably aligned and connected,
the information stored withih the memory element may be
transferred to the circuitxry of the radio telephone.

Radio telephones which permit the utilization of

removable memory elements are advantageocus, at least in
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part, for the reason that a user of more than one radio
telephone may altermately operate the two or more radio
telephones while requiring only a single billing account.
Calls placed by either of the radio telephones, when the
memory element is suitably positioned therein, are, e.qg.,
billed to a single billing account.

At least two configurations of SIM card member
dimensions have been standardized. A first standardized
configuration of card member, sometimes referred to as a
C-Net-sized card member (as specified in the International
Standard, ISO 7816, Parts 1-3) defines the dimensions of
the card member to correspond generally to the physical
dimensions of a conventional credit card. A second,
standardized configuration of card member, ~sometimes
referred to as a D-Net-sized card member. (as also
specified in the International Standard, ISO 7816, Parts
1-3) defines dimensions of the card member to bé of
smaller dimensions than those of the C-Net-sized card
member .

Either of such card members, as well as other memory
elements, include user-defined memory element portions.
User-defined memory element portions permit the storage
of user-defined data therein. Such user-defined data is
in addition to the electronic serial number and other data
also stored in the memory element. Such user-defined
memory element portions have been utilized, for example,
to store speed-dialing, calling lists. Speed-dialing
calling lists facilitate the entry of calling codes by a
subscriber of services in the communication system.

Other data in such user-defined memory element
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memory element would additionally facilitate the dispatch
of emergency assistance in the event that a request for
emergency assistance is made by a subscriber to a
cellular, or other wireless, communication system.

It is in light of this background information related
to removable memory elements utilized in wireless
communication systems that the significant improvements

of the present invention have evolved.

SUMMARY OF THE INVENTION

The present invention advantageously provides a
device and method for a radio telephone oéerable in a
cellular, or other wireless, communication system which
facilitates the communication of informational data to an
emergency dispatch center. The informational data is
communicated to the emergency dispatch center
automatically when a call to the emergency dispatch center
is placed at the radio telephone. Because the information
is transmitted automatically, information is provided to
the emergency dispatch center even if the subscriber of
the radio telephone is unable otherwise to communicate
with personnel of the emergency dispatch center.

By storing the informational data at the removable
memory element which also contains identification data,
the informational data is portablized in the same manner
in which the identification data is portablized upon the
memory element. Any radio telephone in which the memory
element is inserted for conventional reasbns, i.e., for
billing and operational reasons, is automatically provided

with the informational data associated with the

subscriber. In the event that an emergency call is placed
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with the radio telephone, such informational data is
automatically provided to an emergency dispatch center.

When the radio telephone is positioned together with
a global positioning receiver, positional data generated
by the global positioning receiver is also provided
automatically to the dispatch personnel of the emergency
dispatch center. The position, which might otherwise be
indeterminate, of the subscriber placing the emergency
call can thereby be provided to the emergency dispatch
center to facilitate the dispatch of appropriate emergency
personnel.

In accordance  with one aspect of the present
invention, therefore, a devicé, and an associated method,
provides informational data associated with a subscriber
of a radib communication system to an emergency dispatch
center. The radio communication system is permitting of
telephonic communication by way of a mobile subscriber

unit and is operable at least to communicate

‘telephonically with the emergency dispatch center

responsive to entry of a request entered by way of a
mobile subscriber unit traﬁsducer. A memory element is
removably connectable to the mobile subscriber unit.
Informational data associated with the subscriber is
stored in the memory element. ° An emergency request
controller detects times in which the request to
communicate telephonically with the emergency dispatch
center is entered by way of the mobile unit. Resp&nsive
thereto, the informational data stored at the memory

element is transmitted to the emergency dispatch center.

A more complete appreciation of the present invention
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accompanying drawings which are briefly summarized below,
the following detailed description of ‘the presently-
preferred embodiments of the invention, and the appended

claims.

BRIEF DESCRIPTION OF-THE DRAWINGS

Figure 1 is a functional block diagram of é
communication system which incorporates an embodiment of
the present invention as a portion thereof.

Figure 2 is a perspective view of a card member
containing a memory element of an embodiment of the
present invention which stores informational data therein.

Figure 3 is an  hierarchical block diagram
illustrating the hieraréhical arrangement of data stored
in the memory element shown in Figure 2.

Figure 4 is a logical flow diagram illustrating the
method of operation of an embodiment of the present
invention.

Figure 5 is a diagram illustrating the format of an
emergency message transmitted during operation of an
embodiment of the present invention. |

Figure 6 is a functional block diagram illustrating
fixed-station equipment of an embodiment of the present
invention and the connection thereof to an emergency
dispatch center.

Figure 7 is a functional block diagram of another

embodiment of the present invention.

DETAILED DESCRIPTION

Referring first to Figure 1, a communication system,

shown generally at 10 is shown. An embodiment of the
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present invention forms a portion of the communication
system 10. The communication system 10 forms a wireless
communication system, here a cellular communication
system. The teachings of the present invention may
analogously be utilized in other types of wireless
communication systems and the following description of
operation of embodiments of the present invention in a
cellular communication system is exemplary in nature.

The system 10 includes a radio telephone 12 which
generates and transmits radio frequency signals upon a
radio frequency channel to a fixed-site base station 16.
The base station 16 is coupled to a mobile switching
center (MSC) 17. The mobile switching center, in turn,
is coupled to a public service telephonic network (PSTN)
18.

The PSTN 18, in conventional manner, is coupled to
numerous wireline locations, such as the emergency
dispatch center 22. While not shown in the figure, a
conventional cellulér communication system typically
includes a plurality of base stations positioned at
spaced-apart locations throughout a geographical area.
The base station 16 illustrated in Figure 1 is exemplary

of one of such base stations. The radio telephone 12,

‘base station 16, and MSC 17 together form a public land

mobile network (PLMN) 20.

The radio telephone 12 is illustrated in the figure
to include transceiver circuitry 24 having transmitter and
receiver portions for transmitting and receiving signals
by way of an antenna element 26. Operation of the radio

telephone 12 is controlled by control circuitry 28 which
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32. An operator of the radio telephone 12 inputs control.
commands and data to effectuate operation of the radio
telephone by way of an input keypad 34 which is coupled
to the control circuitry 28 by way of lines 36. In one
embodiment of the present invention, the keypad includes
a dedicated key for requesting emergency assistance.
Actuation of the dedicated key permits a request for
emergency assistance to be made merely by actuation of the
dedicated key.

A portable memory element 38 is releasably
connectable to the control circuitry 28 by way of lines
42. In one embodiment of the present invention, the

portable memory element 38 is disposed upon a C- or D-Net-

sized card member, as described above. When suitably

positioned at, and coupled to, the control circuitry 28,
the portable memory element 38 forms a portion of the
radio telephone 12. When released out of engagement with'
the lines 42 extending to the control circuitry 28, the
memory element 38 can be removed out of the radio
telephone 12, all in conventional fashion.

As described above, a portable memory element is
received at a card reader assembly, thereby to be
connected to the control circuitry 28. The 1lines 42
extend to electrodes forming portions of the card reader
assembly to permit the electrical connections to be formed
with the memory element 38.

A subscriber of the radio telephone 12 can
communicate telephonically with any communication station
connected to, or coupled to, the PSTN 18. Telephonic

communication can be initiated at the radio telephone 12

by way of appropriate input entered by way of theinput
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keypad 34. Alternately, telephonic communication can be
initiated at another communication station connected to
the PSTN 18 in conventional manner.

In the event of an emergency situation, a subscriber
operating the radio telephone 12 can request emergency
assistance by placement of a call to emergency personnel
to request assistance. In areas which provide for ®»911~
emergency calls, appropriate entry of the digits ®9-1-1~
by way of the input keypad 34 initiates communication
between the subscriber positioned together with the radio
telephone 12 and emergency personnel located at an
emergency dispapch center, here emergency dispatch center
22. Once telephonic commmnication is effectuated between
the radio telephone 12 and the emergency dispatch center'
22, dispatch personnel at the emergency dispatch center
22 can dispatch appropriate emergency personnel to provide
assistance to alleviate the emergency.

As noted above, when 9l1l-emergency assistance is
requested by way of a wireline device, positional
information related to the position of the wireline device
is automatically communicated to the emergency dispatch
center. Becéuse a wireless device, such as the radio
transceiver 12 is not connected to the PSTN 18 by way of
a wireline connection, the precise location of the radio
telephone 12 can not be automatically communicated to
dispatch personnel at the emergency dispatch center. Only
the location of the base station 16 at which radio
frequency signals 14 transmitted by the radio telephone
12 are received can be automatically transmitted to the

emergency dispatch center. Such location can provide

dispatch_personnel_of_the_emergency dispatch_center—with
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the general area at which the radio telephone 12 is
positioned, but the precise 1location of the radio
telephone can not be determined without the communication
of additional information provided by the subscriber at
the radio telephone 12.

The subscriber initiating the emergency request by
way of the radio telephone 12 might be unable to provide
to the dispatch personnel information pertaining to the
subscriber's position. If the subscriber is unable to
provide the positional information, the subscriber might
well be the party in need of emergency assistance, and the
subs;riber might well be unable to communicate to the
digpatch .personnel other identification information
related to the subscriber, such as the subscriber's
medical history and physical characteristics.

In an embodiment of the preéent invention,'
identification data is stored at the portable memory
element 38. The identification data includes, inter alia,
data pertaining to the medical history of the subscriber
and the physical characteristics of the subscriber. 1In
the event that the subscriber initiates a call to an
emergency dispatch center, such as the center 22, the
control circuitry 28 detects .such initiation and
automatically transmits the identification data stored at
the portable memory element 38 whereat detection of such
transmitted information can thereafter be provided to.the
dispatch personnel of the emergency dispatch center.

The identification data stored at the portable memory
element 38 can be retfieved and thereafter modulated by

the transmitter portion of the transceiver circuitry 24

Ina “manner —analogous to the manner by which the
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electronic serial number and other data conventionally
stored at the portable memory element is retrieved
therefrom and modulated by the transceiver circuitry 24.
Once modulated, the data is transmitted upon a radio
frequency channel.

Appropriate software or hardware logic of the control
circuitry 28 can detect entry of a selected sequence of
digits by way of the input keypad A34 such as the
aforementioned 9-1-1 sequence. Alternately, actuation
of a particular key of the keypad 34 dedicated for
emergency communications can be detected by logic of the
control circuitry. Upon detection of entry of a
particular sequence of digits, or actuation of the
dedicated key, the control circuitry 28 accesses memory
locations of the portable memory element 38, retrieves the
data stored therein, and provides such data to the
transceiver circuitry 24 to be modulated thereat. While
separate lines 42 and 32 are illustrated in the figure,
the data retrieved from the portable memory elements may
be transmitted by way of an internmal bus of the radio
telephone 12 to the transceiver circuitry 24.

In one embodiment of the present invention, the
identification data transmitted by the radio telephone 12
is received by the base station 16 and thereafter stored
in a storage location which is accessible by personnel of
the emergency dispatch center. When the telephonic
communication is effectuated with the dispatch center 22,
the personnel of the dispatch center are provided with an
indication that the identification data has been received

at the base station 16 and stored in appropriate storage
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dispatch center can thereafter retrieve such storage data
if necessary.

The portable memory element 38 is again shown in

.Figure 2. In the embodiment illustrated in Figure 2, the

10
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memory element forms a C-Net-sized card member of physical
dimensions corresponding roughly to the dimensions of a
conventional-sized credit card. The memory element 38 is
of dimensions specified for a C-Net-sized SIM card and
includes a read only memory (ROM) portion, a random access
memory (RAM) memory portion and an electrically erasable
programmable read only memory (EEPROM) memory portion.

An integrated circuit 42 mounted upon a plastic frame
44 forms the various memory element portions in which
information is stored. A series of electrodes 46 are
formed upon a face surface of the memory element 38 to
permit connection with corresponding electrodes of a
conventional, card reader assembly of a radio telephone.
The memory element can be carried by a subscriber to a
cellular, or other wireless, communication system and
inserted into any radio telephone constructed to receive
such a memory element.

If a subscriber to a cellular, or other wireless,
communication system possesses two or more radio
telephones, each operative to receive a portable memory
element, such as the portable memory element 38, the
subscriber can alternately use a selected one of the radio

telephones by inserting the portable memory element 38

" therein. Once inserted, data stored in the memory

30

locations of the memory element, such as the electronic

serial number, can be accessed. The subscriber thereby
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being permitted to utilize, alternately, any of many radio
telephones to communicate by way of the cellular, or other
wireless, communication system. A card member of another
size, such as a D-Net-sized card member, is similar in
function with the C-Net-sized card member and can be
similarly illustrated.

Figure 3 illustrates functionally the information
stored in the memory locatibns of the memory element 38
according to an embodiment of the present invention. The
memory element 38 includes a directory 48 which is first
accessed, in conventional manner, when data stored in the
memory locations of the memory element 38 is to be
accessed or reﬁfieved. Selected memory locations of the
memory element 38 are accessed by first addressing the
directory 48.

In the embodiment of the mwmemory element 38
illustrated in the figure, the memory element further
includes a security subdirectory 52 which is further
accessed when security-related information is accessed.
An encryption key 54 is exemplary of security data stored
in the memory element 38. The encryption key 54 is used
to encrypt data prior to transmission at the radio
telephone and to decrypt data transmitted to the radio
telephone.

A listing of authorized operators 56 is also stored
in the programmable memory element 38. A. list of
authorized operators indicate the carriers whose systems
are authorized to be accéssed dufing operation of the
radio telephone. The memory locations addressed by way

of the security directory and the listing of authorized
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the memory element upon activation of the subscriber's
service with a cellular communication system.

Personal security data 58 and an abbreviated dialing
list, i.e., a speed-calling list, 62 are also stored in
the memory locations of the memory element 38. In an
embodiment of the present invention, identification data
64, identifying the subscriber with the subscriber's

personal identification information, such as physical

‘characteristics and wmedical information, is also stored

in memory locations of the memory element 38.

The personal security data 58, the abbreviated
dialing list 62, and the identification data 64 can be
stored, for inétance, in EEPROM memory portions of the
memory element 38 to permit updating of the information.
stored therein, when appropriate.

In one embodiment of the present invention, the data
58, the dialing list 62, and the identification data 64

is stored in the memory locations at the same time in

which the other data is stored in other memory locations

of the memory element 38. In another embodiment of the
present invention, the data 58, dialing list 62, and
identification data 64 are stored in the memory locations
by the subscriber by way of appropriate interaction with,
for example, the input keypad of a radio telephone. 1In
this embodiment, the subscriber is able to update such
user-defined data, whenever desired. Once stored in the
memory locations, the data stored therein can be addressed
and retrieved by accessing the directory 48.

During operation of an embodiment of the present

invention, when a request for emergency assistance is

requested by the subscriber, the identification data 64
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stored in the memory element 38 is automatically accessed
and transmitted automatically to provide emergency
dispatch personnel with such identification data. Because
the identification data is automatically transmitted,
emergency personnel are provided with the identification
data even if the subscriber is unable to communicate
properly such information to the emergency dispatch
personnel.

Figure 4 illustrates a method, shown generally at 72,
of operétion of an embodiment of the present invention.
The method 72 retrieves informatijonal data of a subscriber
when a request for emergency assistance is requested by
the subscriber. The request is made by way of a radio
telephone, such as the radio teiephone 12 shown in Figure
1, and a programmable memory element, such as the mémory
element 38, is coupled to the radio telephone to form a
portion thereof.

FPirst, and as indicated by the decision block 74, a
determination is made as to whether a request, e.g., entry
of the digits “9-1-1", for emergency assistance has been
entered. If not, a no branch is taken to program exit 76.
If a request for emergency assistance has been entered,
the yes branch is taken to decision block 76.

At the decision block 78, a determination is méde:as
to whether positional informatiop pertaining to the
position of the subscriber when the request for emergency
assistance is entered is available. If so, the yes b;anch
is taken to block 80 whereat-the format, by way of type
of positional information, is identified. Thereafter, and

as indicated by the block 82, a location field is
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information is not available, a no branch is taken from
the decision block 78 to block 84 where the format and
location field is populated with null values.

A determination is thereafter made, as indicated by
the logic block 86, as to whether a user-defined memory-
element portion of the programmable memory element
includes medical information of the subscriber. If so,
a yes branch is taken to block 88 and a medical
information parameter is set to a “true” logical value.
Then, and as indicated by block 92, a field is populated
with medical information retrieved f£from the memory
element. If, conversely, the no branch is taken from the
logic block 86, the medical information parameter and
medical information field is populated with null values,
as indicated by the block 94.

Thereafter, and as indicated by the decision block
96, a determination is made as to whether the user-defined
memory-element portion includes physical information of
the subscriber. If so, a yes branch is taken to the block
98 and a physical information parameter is set to a “true”
logical value. Then, and as indicated by the block 102,
a physical information is populated with physical
information retrieved from the memory element. If the no
branch is taken from the decision block 96, the physical
information parameter and physical information field is

populated with null values, as indicated by the block 104.

Thereafter, an emergency information data message is
transmitted by the radio telephone, as indicated by the
block 106.
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The operation of the method 72 automatically
retrieves data from a portable memory element and causes

transmission of such retrieved data merely upon detection

of entry of an emergency request. The subscriber of the

radio telephone is able to provide emergency personnel

with the information stored in the memory element without
further action on the subscriber's part. If the
subscriber is unable otherwise to communicate to emergency
personnel such information, the emergency personnel are
still able to obtain the emergency information stored in

the programmable memory element of the subscriber, and the

" emergency personnel are better able to facilitate a

response to the emergency request. Figure 5
illustrates a message format, shown generally at 112,
which is formed during operation of an embodiment of the

present invention.- The information generated during

'operation of the method 72, shown in Figure 4, forms a

portion of the information formatted according to the
hessage format 112. The message format is the general
format defined for a personal communications system (PCS)
1900, wireless communication system.

The PCS 1900 system defines an emergency setup which
defines a call message structure for a mobile-originated
emergency call placed by a radio telephone operable in a
PCS 1900 communication system. Other communication
systems define other message formats and structures and
the message format illustrated in Figure 5 is exemplary
in nature.

The wmessage format 112 includes a protocol

discriminator 114, a transaction identifier 116, a
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and an extension ‘information block 124. The data
contained in the elements or blocks 114-122 are all
defined in the aforementioned PCS 1900 systems. The
extension information 124 is populated with the data
generated during operation of the method 72, shown in
Figure 4.

According to the protocol of operation of a radio
telephone operable in the PCS 1900 system, a message
formatted according to the message format 112 shown in
Figure 5 is generated and transmitted responsive to entry
of a request, such as entry of the digits *“9-1-1”, for
emergency assistance. The informational data contained
in the portable memory element can thereby be provided

automatically, merely by entry of the request for the

emergency assistance by the subscriber.

Figure 6 illustrates a portion of fiked—site
equipment of a cellular communication system and thev"
connection of such equipment to an emergency dispatch
center 22, shown previously in Figure 1. A base station
16 which receives signals generated by a radio telephone
is again shown in the figure. The base station 16 is here
shown to be connected to the public service telephonic
network 18 by way of a mobile switching center 128. The
mobile switching center is coupled to an operation and
maintenance center (OMC) 132 in conventional manner. The
base station 16, mobile switching center 128, and OMC 132
form portions of a public land mobile network 20.

An emergency setup message transmitted according to,
for example, the message format 112, is received by the

base station 16 and supplied to the MSC 128.. The

extension—information—124—formed-of—the—informational—data—
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is provided to the OMC 132 where, for example, the
information can be displayed. The incoming call is
routed, in normal fashion, to the emergency dispatch
center 22. The emergency dispatch center is able to
determine the MSC 128 of the cellular communication system
from which the call has originated. The emergency
dispatch center is also provided with an indication that
the MSC 128 supports the reception of the extension
information 124. Dispatch personnel of the emergency
dispatch center are able to inquire of the OMC 132 if
additional informational data regarding the request for
emergency assistance has been received. Responsive
thereto, the OMC provides access to the dispatch personnel
with the received informational data. Use of the
informational data facilitates the dispatch of appropriate
emergency personnel responsive to the request. An SS7
communication system, conventional in the art, encompasses
the portion of the fixed-site equipment shown in Figure
6 according to one embodiment of the present invention.
As an SS7 communication system supports aﬁ Integrated
Service Digital Network (ISDN) User Part (ISUP), the
extension information can be supplied directly to the
emergency dispatch center 22 rather than to the OMC 132
by appropriate protocol support added to the ISUP. For
instance, by extension of the 1ISUP, the extension
information can be added as part of a calling party
information field, amalogous, e.g., to extensions to DTAP.
The extension information can be, e.g., explicitly stated
in the ISUP message, such as in the initial address

message . In other embodiments, the switches
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the dispatch center can further store indications as ﬁo
whether the network supports the transmission of the
extension information in such manner. Such an embodiment
obviates the need by the emergency personnel to separately
access the OMC 132.

Figure 7 illustrates a radio telephone, shown
generally at 212, of which another embodiment of the
present invention forms a portion. Analogous to the radio
telephone 12 shown in Figure 1, the radio telephone 212
generates and transmits radio frequency signals upon a
radio frequency channel to a fixed-site base station (not
shown in the figure). .

The radio telephone 212 is illustrated in the figure
to include transceiver circuitry 224 having transmitter
and receiver portions for transmitting and receiving
signals by way of an antenna element 226. Operation of
the radio telephone is controlled by control circuitry 228
which is coupled to the transceiver circuitry by way of
lines 232. An operator of the radio telephone 212 inputs
control commands and data to effectuate operation of the
radio telephone by way of an input keypad 234 which is
coupled to the control circuitry 228 by way of lines 236.

A portable . memory element 238 is releasably
connectable to the control circuitry 228 by way of lines
242. The portable memory element 238 is similar in
structure and function with the portable memory element
38 shown in preceding figures.

The radio telephone 212 further includes a global
positioning receiver 244, operative in conventional manner

in a global positioning system to determine the

Tatitudinal—and—7longitudinal;—or—other—positional;
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coordinates of the global positioning receiver 244. The
global positioning receiver 244 is coupled to the control
circuitry 228 by way of the lines 246.

The radio telephone 212 is operable in manners
analogous to operation of the radio telephone 12 shown in
Figure 1 to fetrieve informational data stored at the
portable memory element 238 responsive to entry of a
request for emergency assistance by a subscriber. 1In this
embodiment, the positional coordinates determined by the -
global positioning receiver 244 are also retrieved by the
control circuitry 228.

Both the positional information and the informational
data are provided to the transceivef circuitry 224 in a
desired message format.and transmitted automatically by
the radio telephone 212. In this manner, emergency
dispatch personnel are provided not only  with
informational data pertaining to the subscriber, but also
with positional data identifying the physical location at
which the request for emergency assistance has been
initiated.

Operation of embodiments of the present invention
facilitate the communication of at least informational
data to an emergency dispatch center when a call to the
emergency dispatch center is placed at the radio
telephone. Because the information is transmitted
automatically, information is provided to the emergency
dispatch center even if the subscriber is unable otherwise
to communicate with personnel of the emergency dispatch
center.

Any radio telephone in which a memory element, such

as—the—memory—element—238;—isinsertedis—automatically
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provided with the informational data associated with the

subscriber. In the event that an emergency call is placed

with the radio telephone, such informational data is

automatically provided to an emergency dispatch center.

5 If the radio telephone further includes a giobal

positioning receiver, précise, positional data is also
provided to the emergency dispatch personnel.

Presently-preferred embodiments of the present

invention have been described with a degree of

10 particularity. The previous descriptions are of preferred

examples for implementing the invention, and the scope of

the invention should not necessarily be limited by this -

description. The scope of the present invention is

defined by the following claims.
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WHAT IS CLAIMED IS:

1. A device for providing informational data
associated with a subscriber of a radio communication
system to an emergency dispatch center by way of a mobile
subscriber unit, the mobile subscriber unit operable at
least to communicate telephonically with the emergency
dispatch center responsive to a request entered by way of
a mobile unit input element, said device comprising:

a memory element removably connectable to the
mobile subscriber unit, said memory element for storing
therein the informational data associated with the
subscriber; and

an emergency request controller for detecting
times in which the request to communicate telephonically

with the emergency dispatch center is entered by way of

"the mobile subscriber unit, and responsive thereto, for

20

25

30

transmitting the informational data stored at said memory

element to the emergency dispatch center.

2. The device of claim 1 further comprising a
global positioning receiver positioned together with the
mobile subscriber unit, said global positioning receiver
for generating positional data indicative of positioning
of the mobile subscriber unit, and wherein said emergency
request controller is further for transmitting the
positional data generated by said global positioning

receiver to the emergency dispatch center.

3. The device of claim 2 wherein said emergency

request controller transmits the positional data generated
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detection of the request to communicate with the emergency
dispatch center automatically without additional action

by the subscriber.

4. The device of claim 1 wherein said memory

element forms a portion of a SIM card.

5. The device of claim 4 wherein the informational
data is stored at memory locations formatted to be user-

defined memoxry locations of said SIM card.

6. The device of claim 4 wherein the informational
data is stored at said SIM card prior to positioning of

the SIM card at the mobile subscriber unit.

7. The device of claim 4 wherein the informational
data is stored at said SIM card subsequent to positioning

of the SIM card at the mobile subscriber unit.

8. The device of claim 1 wherein the informational
data comprises medical information related to medical

characteristics of the subscriber.

9. The device of claim 1 wherein the informational
data comprises physical information related to physical

characteristics of the subscriber.

10. The device of claim 1 wherein said emergency
request controller transmits the informational data stored

at said memory element responsive to detection of the
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request to communicate with the emergency dispatch center

automatically without additional action by the subscriber.

11. The device of claim 1 wherein said memory
element comprises a programmable memory element and
wherein the informational data is entered for. storage in
said programmable memory element by way of the mobile

subscriber unit transducer.

12. The device of claim 1 wherein said emergency
request controller further converts the informational data
into a selected format, said selected format identifying

the informational data by data type and data amount.

13. A method for providing informational data
associated with a subscriber of a radio communication
system to an emergency dispatch center by way of a mobile
subscriber unit, the mobile subscriber unit operable at
least to communicate telephonically with the dispatch
center responsive to a request entered by way of a mobile
unit input element, said method comprising the steps of:

storing the informational data associated with
the subscriber in a memory element removably connectable
to the mobile subscriber unit;

detecting times in which the request to
communicate telephonically with the emergency dispatch
center is entered by way of the mobile; and

transmitting the informational data stored at
the memory element during said step of storing to the

emexrgency dispatch center responsive to detection during

said__step_of detecting of entry of the request—to
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communicate telephonically with the emergency dispatch

center.

14. The method of claim 13 wherein the informational
data stored in the memory element during said step of
storing is stored prior to connecting the memory element

to the mobile subscriber unit.

15. The method of claim 13 wherein the informational
data stored in the memory element during said step of
storing is stored subsequent to connecting the memory

element to the mobile subscriber unit.

16. The method of claim 13 wherein the mobile
subscriber unit comprises an input keypad and wherein said
step of detecting compriseé‘detecting times in which a
selected sequence of digits is entered by way of the input

keypad.

17. The method of claim 13 wherein the mobile
subscriber unit comprises an input keypad having an
actuation key dedicated to requesting emergency assistance
and wherein said step of detecting cémprises detecting

times 17 which the actuation key is actuated.

18. In a radio telephone hkaving a SIM card
releasably connectable therein, an improvement of a device
for providing informational data associated with a
subscriber of a radio communication system to an emergency

dispatch center by way of a mobile subscriber unit

operable at least to communicate telephonically with the
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emergency dispatch center responsive to a request entered
by way of the mobile unit input element, said device
comprising:

selected memory locations of the SIM card for
storing therein the informational data associated with the
subscriber; and

an emergency request controller for detecting
times in which the request to communicate telephonically
with the emergency dispatch center is entered by way of
the mobile subscriber unit, and responsive thereto, for
transmitting the informational data stored at said memory

element to the emergency dispatch center.

19. A SIM card for a radio telephone operable in a
wireless communication network, said SIM card comprising:
an operational data memory location for storing
operational data utilized during operation of the radio
telephone to access the wireless communication network;
and
a personal data memory location for storing
personal data pertaining to a subscriber of telephonic
service in the wireless communication network, the
personal data retrievable when a request for emergency

assistance is made by way of the radio telephone.
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Art Unit
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METHOD OF PAYMENT (check all that apply)

Check I:] Credit Card DMoney Order I:] None DOther (please identify):

Deposit Account Deposit Account Number: 19-4972 Deposit Account Name: Bromberg & Sunstein LLP

For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)
DCharge fee(s) indicated below

Charge any additional fee(s) or underpayments of fee(s) Credit any overpayments
under 37 CFR 1.16 and 1.17 [ credit any overpay

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card
information and authorization on PTO-2038.

D Charge fee(s) indicated below, except for the filing fee

FEE CALCULATION
1. BASIC FILING, SEARCH, AND EXAMINATION FEES
FILING FEES ] SEARCH FEES . EXAMINATION FEES
Application Type Fee ($) Sm#—jgltltx Fee ($) % Fee ($) %E(;)tity Fees Paid ($)
Utility 300 150 500 250 200 100 500.00
Design 200 100 100 50 130 65 '
Plant 200 100 300 150 160 80
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sheets or fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

Total Sheets Extra Sheets Number of each additional 50 or fraction thereof Fee ($) Fee Paid ($)
28 -100= 272 /50= ______ (rounduptoawhole number) x 125.00 = 0.00
4. OTHER FEE(S) Fees Paid ($)
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LName (Print/T vpﬁffl/Robert M. Asher

Date  January 10,2006 |

This collection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete

including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any commenis

on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
I

icer, U.S.
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Practitioner's Docket No. 1503/105 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Eveline Wesby Van Swaay
Application No.: Not yet assigned Group No.: Not yet assigned
Filed: Herewith Examiner: Not yet assigned

For: Programmable Communicator
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
‘EXPRESS MAIL CERTIFICATE

"Express Mail" label number EV 504303249 US
Date of Deposit 01/10/2006

I hereby state that the following attached paper or fee
Utility patent application
is being deposited with the United States Postal Service "Express Mail Post Office to Addressee" service
~under 37 C.F.R. § 1.10, on the date indicated above and is addressed to the Commissioner for Patents,

P.O. Box 1450, Alexandria, VA 22313-1450.

Robe her
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01503/00001 458523.1 ignature of person mailing paper or fee

Express Mail Certificate-- page | of 1
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Practitioner's Docket No. 1503/104 ' PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: Eveline Wesby Van Swaay

Application No.: 10/296,571 Group No.: 2635
Filed: January 21, 2003 Examiner: Nguyen, Nam V.
For: Programmable Communicator

Mail Stop Ammendment
Commissioner for Patents

P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT, PETITION AND FEE FOR EXTENSION OF E
TO MAINTAIN PARENT CASE THAT IS TO BE ABANDONED
WHEN FILING NEW APPLICATION CLAIMING ITS BENEFIT

I. The amendment in this case is a bona fide attempt by applicant to respond and to advance this
application to final action. It comprises a separately filed continuation application.

A copy of this amendment and petition is being filed with the papers constituting the filing of the
separately filed application.

2. This is a petition under 37 C.F.R. section 1.136(a) for an extension of time to respond to the Office
Action mailed July 11, 2005.

CERTIFICATION UNDER 37 C.F.R. §§ 1.8(a) and 1.10*
(When using Express Mail, the Express Mail label number is mandatory;
Express Mail certification is optional.)

I hereby certify that, on the date shown below, this correspondence is being:

MAILING
B deposited with the United States Postal Service in an envelope addressed to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.
37C.F.R §18(a) 37C.F.R. § 1.10*
W with sufficient postage as first class mail. O as "Express Mail Post Office to Addressee"
Mailing Label No. (mandatory)

TRANSMISSION
O facsimile transmitted to the Patent and Trademark Office, (703) - . ) g
[ 74

Sfgnature

Robert M. Asher
(type or print name of person certifying)

Date: January 10, 2006

* Only the date of filing (§ 1.6) will be the date used ina patent term adjusiment calculation, although the date on any certificate of mailing or
transmission under § 1.8 continues 1o be taken into account in determining timeliness. See §1.703(f). Consider ~Express Mail Post QOffice 10
Addressee” (§1.1 0) or facsimile transmission ($ 1.6(d)) for the reply to be accorded the earliest possible filing date for patent term adjustment

Amendment, Petition and Fee for Extension of Time to Maintain Parent Case That Is to Be Abandoned When
Filing Applicant Claiming the Benefit--page 1 of 2
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3. Please abandon this application conditioned upon the granting of the petition and the granting of a
filing date to the continuing application, so as to make the continuing application copending with
this application. (Notice of May 13, 1983, 1031 O.G. 11-12).

4. Applicant is a small entity.

The statement has already been filed in the parent application. This status is still proper and its
benefit under 37 C.F.R. section 1.28(a) is hereby claimed.

5. Extension requested

The proceedings herein are for a patent application and the provisions of 37 C.F.R. section 1.136
apply. :

Applicant petitions for an extension of three months time under 37 C.F.R. section 1.136(a) (fees: 37
C.F.R. section 1.17(a)(1)-(4)) for three months:

Fee: $510.00

If an additional extension .of time is required, please consider this a petition therefor.
6.  Fee Payment

Attached is a check in the sum of $510.00.
7. Fee Déﬁciency

The Office is hereby authorized to charge Deposit Account No. 19-4972 any additional fees that
may be required by this paper. '

Date: January 10, 2006 %

Robert M. Asher

Registration No. 30,445
BROMBERG & SUNSTEIN LLP
125 Summer Street

Boston, MA 02110-1618

usS

617-443-9292

Customer No. 002101

01503/00104 458490.1

Amendment, Petition and Fee for Extension of Time to Maintain Parent Case That Is to Be Abandoned When
Filing Applicant Claiming the Benefit--page 2 of 2
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(when there is an assignee)

Attorney
11. ] English Translation Document (if applicable)
12. Infc:%?tion Disclosure Statement (PTO/SB/08 or PTO-1449)
Copies of foreign patent documents,
publications, & other information
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17. D Other:
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_11/B29p12 |\

D Divisional
Nguyen, Nam V.

Continuation

Prior application information. Examiner
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complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individuat case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Iif you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Attorney Docket No. | 1503/106
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Check I:] Credit Card DMoney Order I:] None DOther (please identify):

Deposit Account Deposit Account Number: 19-4972 Deposit Account Name: Bromberg & Sunstein LLP

For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)
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Charge any additional fee(s) or underpayments of fee(s) Credit any overpayments
under 37 CFR 1.16 and 1.17 [ credit any overpay

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card
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on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
I

icer, U.S.
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
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Practitioner's Docket No. 1503/105 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Eveline Wesby Van Swaay
Application No.: Not yet assigned Group No.: Not yet assigned
Filed: Herewith Examiner: Not yet assigned

For: Programmable Communicator
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
‘EXPRESS MAIL CERTIFICATE

"Express Mail" label number EV 504303249 US
Date of Deposit 01/10/2006

I hereby state that the following attached paper or fee
Utility patent application
is being deposited with the United States Postal Service "Express Mail Post Office to Addressee" service
~under 37 C.F.R. § 1.10, on the date indicated above and is addressed to the Commissioner for Patents,

P.O. Box 1450, Alexandria, VA 22313-1450.

Robe her
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01503/00001 458523.1 ignature of person mailing paper or fee

Express Mail Certificate-- page | of 1

Page 786 of 858



Practitioner's Docket No. 1503/104 ' PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: Eveline Wesby Van Swaay

Application No.: 10/296,571 Group No.: 2635
Filed: January 21, 2003 Examiner: Nguyen, Nam V.
For: Programmable Communicator

Mail Stop Ammendment
Commissioner for Patents

P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT, PETITION AND FEE FOR EXTENSION OF E
TO MAINTAIN PARENT CASE THAT IS TO BE ABANDONED
WHEN FILING NEW APPLICATION CLAIMING ITS BENEFIT

I. The amendment in this case is a bona fide attempt by applicant to respond and to advance this
application to final action. It comprises a separately filed continuation application.

A copy of this amendment and petition is being filed with the papers constituting the filing of the
separately filed application.

2. This is a petition under 37 C.F.R. section 1.136(a) for an extension of time to respond to the Office
Action mailed July 11, 2005.

CERTIFICATION UNDER 37 C.F.R. §§ 1.8(a) and 1.10*
(When using Express Mail, the Express Mail label number is mandatory;
Express Mail certification is optional.)

I hereby certify that, on the date shown below, this correspondence is being:

MAILING
B deposited with the United States Postal Service in an envelope addressed to the Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.
37C.F.R §18(a) 37C.F.R. § 1.10*
W with sufficient postage as first class mail. O as "Express Mail Post Office to Addressee"
Mailing Label No. (mandatory)

TRANSMISSION
O facsimile transmitted to the Patent and Trademark Office, (703) - . ) g
[ 74

Sfgnature

Robert M. Asher
(type or print name of person certifying)

Date: January 10, 2006

* Only the date of filing (§ 1.6) will be the date used ina patent term adjusiment calculation, although the date on any certificate of mailing or
transmission under § 1.8 continues 1o be taken into account in determining timeliness. See §1.703(f). Consider ~Express Mail Post QOffice 10
Addressee” (§1.1 0) or facsimile transmission ($ 1.6(d)) for the reply to be accorded the earliest possible filing date for patent term adjustment

Amendment, Petition and Fee for Extension of Time to Maintain Parent Case That Is to Be Abandoned When
Filing Applicant Claiming the Benefit--page 1 of 2
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3. Please abandon this application conditioned upon the granting of the petition and the granting of a
filing date to the continuing application, so as to make the continuing application copending with
this application. (Notice of May 13, 1983, 1031 O.G. 11-12).

4. Applicant is a small entity.

The statement has already been filed in the parent application. This status is still proper and its
benefit under 37 C.F.R. section 1.28(a) is hereby claimed.

5. Extension requested

The proceedings herein are for a patent application and the provisions of 37 C.F.R. section 1.136
apply. :

Applicant petitions for an extension of three months time under 37 C.F.R. section 1.136(a) (fees: 37
C.F.R. section 1.17(a)(1)-(4)) for three months:

Fee: $510.00

If an additional extension .of time is required, please consider this a petition therefor.
6.  Fee Payment

Attached is a check in the sum of $510.00.
7. Fee Déﬁciency

The Office is hereby authorized to charge Deposit Account No. 19-4972 any additional fees that
may be required by this paper. '

Date: January 10, 2006 %

Robert M. Asher

Registration No. 30,445
BROMBERG & SUNSTEIN LLP
125 Summer Street

Boston, MA 02110-1618

usS

617-443-9292

Customer No. 002101

01503/00104 458490.1

Amendment, Petition and Fee for Extension of Time to Maintain Parent Case That Is to Be Abandoned When
Filing Applicant Claiming the Benefit--page 2 of 2
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FOR

PROGRAMMABLE COMMUNICATOR
Inventor(s):

Eveline Wesby Van Swaay
Camden House

School Lane

Tiddington
Stratford-upon-Avon

CB37 7A]

United Kingdom

Attorney Docket: 01503/00105
(01503/00105 458414.1)

Attorneys:
BROMBERG & SUNSTEIN LLP
125 Summer Street
Boston, MA 02110
(617) 443-9292
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Camden House

School Lane

Tiddington
Stratford-upon-Avon

CB37 7A]
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Attorneys:
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125 Summer Street
Boston, MA 02110
(617) 443-9292

Page 790 of 858



01503/00105

Attorney Docket: 01503/00105

Programmable Communicator

Cross Reference to Related Applications

This is a continuation application of U.S. Patent Application No. 10/296,571 that has
an official filing date of January 21, 2003, and which is a National Phase filing of and claims
priority to PCT/EP01/05738 filed on May 18, 2001, which further claims priority from
Finland Application 20001239, filed May 23, 2000, all of which are hereby incorporated by

reference herein in their entirety.

Background of the Invention

The invention relates to a programmable wireless communications apparatus. More
particularly, it relates to a programmable wireless communications apparatus, which can
provide an improved means of communication between children and their parents, between
elderly persons and caring relatives, and between mentally less-able individuals and
supervising adults. In addition, the invention provides a solution for smart clothes
applications, which may comprise a telecommunications means within the lining of a jacket
or other article of clothing, as well as a solution for user-programmable data tags which
convey information from remotely located devices such as vending machines. The invention
relates to and significantly improves upon a previously filed patent application claiming
Finnish priority of Sep. 9, 1997 entitled a Portable Hotlink Communicator published as
international patent application PCT/GB98/02715.

In this previously filed application, is taught the invention of using a mobile phone
comprising a programmable identity module such as a SIM card, in the context of the GSM
telecommunications standard, to program the number of any mobile or fixed telephone to
which the Hotlink communicator, comprising a similar type of programmable identity
module, is to be linked. Existing and known methods of communication between the mobile
phone and Hotlink communicator for the purpose of programming comprise the obvious

choice of data calls such as the Short Message Service in the GSM telecommunications
1
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standard. Alternatively a PDA type communicator might call up a web page to instruct a
network element to program the programmable identity module of the Hotlink with the

number of any fixed or mobile telephone to which the Hotlink communicator is to be linked.

This use of a separate mobile phone to program the number to which the Hotlink may call is
particularly useful and convenient should a parent wish to change the number if the parent
must leave shortly and want that the Hotlink is connected immediately to the mobile phone

or fixed line of another parent or supervising neighbour.

The current invention builds upon the teaching of this earlier application and extends the
concept significantly that it has more general and suitable application to both the child
Hotlink communicator and also to the field of programmable wireless data communication
tags for the purpose of providing information about the status of a vending machine or other
piece of technical equipment such as a home appliance or a device to monitor whether a door

is open or closed.

In addition to this, the current invention relates directly to programmable wireless data

communication tags, which comprise the means to be interfaced directly with other technical
equipment such that each tag can be programmed remotely by any means to be linked to any
fixed or mobile telephone to enable data to be sent to or from the device and to allow a |

person to make a voice call connection to the linked telephone.

Today parents are concerned whether to provide a young child with a mobile phone or not.
The concern relates to the cost of the mobile phone should it be lost or stolen and also to the
cost of the use of the mobile phone. Clearly there is a need to provide a means to limit the
cost of calling and also to provide a means to prevent the child dialling overseas numbers for

extensive periods of time.
In the context of mobile phone operators, there exists a need to provide a simple and

effective communication device, which can provide the means for family tariffing such that

subscriptions for children can be related to the subscriptions of their parents' mobile phones.
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An improved child Hotlink communicator, which restricts the usage of the mobile phone and
thereby does not generate high charges through uncontrolled calling, is clearly a solution to

the family tariffing challenge.

Parents are often concerned about the whereabouts of their children and new positioning
technologies are being developed for locating mobile phones. These solutions include self-
positioning solutions and remote positioning solutions. One example of a self-positioning
solution includes the satellite-based Global Positioning System technology in which the
mobile phone comprising a GPS signal processing circuit is able to determine the coordinates
of its own position by processing signals received from satellites and communicate these
coordinates to a location centre associated with the network. One example of a remote
positioning solution is the method taught in U.S. Pat. No. 5,051,741 claiming priority of Mar.
27, 1990 in which the mobile phone is paged and caused to transmit a response which is
processed by communication stations such as time-of-arrival measurement units associated

with the network of master stations or base stations.

This remote positioning method has the advantage that the position of the mobile phone can
be determined by making use of existing signalling between the mobile phone and the
network without requiring any changes to the mobile phone, which would increase its cost.
The generic network-based, remote-positioning architecture method of U.S. Pat. No.
5,051,741 may make use of time of arrival methods or phase difference calculations to

increase the resolution of the area or sector within which the mobile phone is located.

While the location of the mobile phone itself is a good indication of the present location of
the person carrying the mobile phone, an improvement would be a means to lock the mobile
phone to the child, such that use of the mobile phone positioning technologies would then

determine the position of the child.
In addition to these concerns about the failures of existing mobile communications

technology to provide an improved and more secure method of instant communication

between a parent and a young child, and the means to determine the position of the child,
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there is additional concern that the battery of the communicator may drain its power without
the parent knowing, or may be removed, which would prevent the communicator from
receiving calls or dialling to the programmed fixed or mobile number to which the

communicator is linked.

In addition to these specific communication problem needs, there is a growing yet
unsubstantiated concern about the potentially harmful effect of electromagnetic radiation
from mobile phones upon the developing brains of young children. Within this context, there
is an opportunity to design a communication device for children, which positions the
radiating electromagnetic field of a communication device away from the close proximity of
the brain. In this regard, parents who maintain the belief that mobile telephones present a
health risk due to the radiating antenna may rest secure in the knowledge that this risk can be

significantly reduced.

In a separate context, there exists a growing need for a mobile telephone solution, which is
cost effective to manufacture, but which is versatile such that it can form the basis for a smart
clothes tag or communications application platform. In this context the requirement is for an
embedded mobile phone platform comprising no keypad or display, which may be sewn into
the lining of a jacket, or other article of clothing, having only the call button protruding and a
simple pin connection to recharge the battery. The problem with prior art solutions is that
unless the smart clothes tag can be user-programmable to call any fixed or mobile number by
making use of an acceptable method such as via an SMS data call or via a BlueTooth radio
transmission from a mobile phone or intelligent PDA, the solution is impractical to

implement.

In security applications where emergency service personnel carry hand-held primary
communications devices such as conventional mobile phones, a back-up communications
device such as a smart clothes embedded tag can be of great value in the instance that the

primary communications device is lost or broken.

In sports areas such as on lakes where there may be people using canoes, a smart clothes
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communications tag embedded in a life vest may serve to alert a central control point that a

person is in difficulty and also to alert other persons in the area to go to their rescue.

In an additional application area, skiers in difficulty would benefit from a smart clothes user-
programmable communications tag attached to their clothing, which is pre-programmed to be
linked with a fixed or mobile telephone and need only have its protruding button pressed to

make communication with a central alarm point.

In an additional application area there exists the need for a user-programmable remote
wireless communications data tag, which can be used to relay information about the status of
a remote piece of technical equipment such as a vending machine. Home networks could be
simplified by making use of the existing mobile network infrastructure to relay data about the
status of a home appliance or to indicate whether a door is open or closed. Packet switched
technologies such as GPRS may be used as the radio access technology to communicate the

status of the technical equipment.

In an additional application area there exists the need for a versatile communications
platform, which can be combined with remote health monitoring technology to assist doctors

with remote diagnosis of patients.

In an additional application there is the need for a versatile communications which is able to
work effectively when the network is temporarily overloaded such that it has the means to
store a sound message as a sound byte or convert it using voice recognition software such

that it can be forwarded as soon as the network capacity becomes less loaded.

Further to these limitations of existing technologies, and so far as is known, no portable
communication apparatus is presently available which serves to offer an improved
programmable communicator which is directed towards the specific needs of this problem

area as outlined.
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Objects of the Invention

Accordingly, it is an object of the present invention to provide an improved programmable
communications apparatus, which can be remotely programmed by any mobile phone or IP

device such that it can be linked to any particular fixed or mobile phone or IP device.

It is a further object of the present invention to provide a programmable communications
apparatus, which may be programmed at close range using infrared light or a BlueTooth
radio connection, or via a terminal-to-terminal network based data call such as the GSM

SMS short message service or via a GPRS packet data communication.

It is a further object of the present invention to provide a programmable communications
apparatus, which may be programmed by a mobile or fixed device which is able to call up an
Internet web page and which comprises the means to instruct the network to reprogram the
communications apparatus with the mobile or fixed number to which the programmable

communications device is to be linked.

It is a further object of the present invention to provide a programmable communications
apparatus, which may be programmed via the Internet such that the network communicates
with a device in the vicinity of the programmable communications apparatus which itself
causes the said apparatus to be programmed using any means such as wireless

communication, infrared light or a BlueTooth radio link.

It is a further object of the present invention to provide a plurality of programmable
communications apparatuses, which may be simultaneously programmed by a mobile or
fixed device which is able to call up an Internet web page and select one or more apparatuses
of the said plurality and cause each of the selected number of apparatuses to be linked to the

identical mobile or fixed telephone.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a processing means to process coded transmissions and permit

only transmissions comprising a coded number, which determines the authenticity of the

6

Page 796 of 858



01503/00105

message, to be allowed to program the number to which the said apparatus be linked.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a wrist strap, or an attachment such as in the case of the smart
clothes application, and a first alarm means which can be programmed such that it can cause
a message to be sent to the fixed or mobile number to which the said apparatus is linked in
the case that the wrist strap be broken or undone or in the case that the said attachment be

broken or displaced from an initial position of equilibrium.

It is a further object of the present invention to provide a programmable communications
apparatus, which may have a separate pressure sensitive means or displaceable means which
becomes activated in the pressed position or displaced position respectively such that it is
able to generate an alarm or data message when pressure is removed or when the
displacement returns to the non-displaced position. Such a feature serves, by way of
example, to replace the need for the wrist strap feature of the previous object such that when
the wrist worn communicator is removed from the wrist the pressure sensitive means or

displaceable means can provide the required alarm message.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a heat sensor, which can detect that the communicator is
adjacent to a heat source such as the skin of a child and the means to generate an alarm

message if the heat source is removed.

It is a further object of the present invention to provide a programmable communications
apparatus, which has the means to detect any other detectable physical characteristic of the
human skin, which may be used to trigger an alarm if the means is moved away from the

skin.
It is a further object of the present invention to provide a programmable communications

apparatus for a security application, which comprises an infrared heat detector and which is

able to generate an alarm message if a change in the level of infrared radiation is detected.
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It is a further object of the present invention to provide a programmable communications
apparatus, which may form part of a home network of devices, which is used to monitor a
domestic appliance such as a washing machine or a device to monitor whether a door or
window is open or closed and to react to a change in status of said appliance or device by
sending an alarm message or data message to a linked fixed or mobile telephone or internet
IP address to indicate a current status of said appliance or device. In addition the said
apparatus may be incorporated in a bicycle frame or attached to a bicycle for monitoring

movement of the bicycle.

It is a further object of the present invention to provide a programmable communications
apparatus, which has a memory means to store sound as a sound byte for a certain period of
time such as the voice of the child wearing the programmable communicator and the means

to send this sound to the telephone number to which the said apparatus is linked.

It is a further object of the present invention to provide a programmable communications

apparatus, which has a means to store and transmit a sound byte in response to receiving a
sound above a predetermined threshold such that a person who is in distress may shout out
and the distress call is processed by the programméble communicator and forwarded to the

fixed or mobile telephone or IP address to which the said communicator is linked.

It is a further object of the present invention to provide a programmable communications
apparatus, which is able to make a call to a linked fixed or mobile telephone or IP address
and which if it detects that the telephone number is engaged or does not answer or that the IP
address is invalid, the said apparatus has the means to select any other telephone number or
IP address in the permitted callers list such that it can be connected to said other telephone or

IP device.
It is a further object of the present invention to provide a programmable communications

apparatus, which is able to store a sound byte or store a data record and send the sound byte

or data record to any other telephone number or IP address in the permitted callers list after a
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certain interval of time in the instance that the primary number or IP address is engaged or
connection is not able to be made at that time due to the network capacity not being
sufficient at that time. The feature may also include a continuous retry feature such that the
attempt to send the sound byte or data record is continued until the sound byte or data record

is successfully sent.

It is a further object of the present invention to provide a programmable communications
apparatus, which has the means to convert a voice message into text and send this as a data

message to a fixed or mobile telephone or IP address to which the said apparatus is linked.

It is a further object of the present invention to provide a programmable communications
apparatus, which is able to receive data from a plurality of data monitoring devices, which
may be connected by any wired or wireless means, and that each of said devices has an
associated status condition, such that the programmable communications apparatus can
transmit data from said devices on request or periodically to a fixed or mobile telephone or
IP address to which the said apparatus is linked.

It is a further object of the present invention to provide a programmable communications
apparatus, in which the said first alarm means may communicate directly with a central

communications point in the network.

It is a further object of the present invention to provide a programmable communications
apparatus, in which the said first alarm means may communicate directly with a web page

and write information to that page or cause an E-mail to be sent to a specific address.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a second alarm means, which can be programmed to cause a
message to be sent to the fixed or mobile number to which the said apparatus is linked in the
case that the battery is low in power or in the case that the battery is removed or in the case

that the communicator be switched off.
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It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a second alarm means, which can be programmed to send a
message periodically comprising any status message such as the current power status of the

battery.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a battery charger adapter-pin such that the apparatus can make

use of suitable battery chargers of other mobile phones.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises the means to be interrogated remotely by another fixed or mobile
telephone or network connected device, such that different codes are used to obtain different
data from the said apparatus. In the context of remote health monitoring, by way of example,
a doctor could send different codes from her mobile terminal and obtain different data on
blood pressure and the heart rate of the person wearing the apparatus associated with a'health
monitoring system. The said apparatus may make use of physical monitoring means
associated with said apparatus for providing information about the skin temperature and

blood pressure and other characteristics of the human body.

It is a further object of the present invention to provide a programmable communications
apparatus, which has application to smart clothes such that it provides a secondary

communications means for emergency service personnel.

It is a further object of the present invention to provide a programmable communications
apparatus, which is suitable for attachment to a life vest. A further object of this application
includes a water-enabled communications apparatus, which may be used to communicate

with a portable central communications unit.

It is a further object of the present invention to provide a programmable communications
apparatus, which comprises a GPS signal processing circuit and the means to respond to an

authenticated request to determine its own position and send data relating to its position to

10
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the linked fixed or mobile telephone or to a location determination centre or to a specified

web page.

It is a further object of the present invention to provide a programmable communications
apparatus, which may be securely attached to a device such as a bicycle, which may be used

for communication and for determining the position of the bicycle.

It is a further object of the present invention to provide a programmable communications
apparatus, which is suitable for young children such that it comprises an auto-answer facility
to connect the caller immediately with an associated microphone and loudspeaker to avoid
the neéd that the child must press a button to answer the call. This application also includes
the feature, which returns the programmable communicator automatically to idle state as
soon as the caller to the child terminates the call remotely. This avoids the need that the child

must terminate the call. It also prevents the child from terminating the call by accident.

It is a further object of the present invention to provide a programmable communications
apparatus, which can be used with mobile location based services such that it is possible for
an authenticated person to access a web page, either on a hand-held terminal or fixed device,
which shows the position of the programmable communications apparatus as an icon on a
map after its position has been determined by its own GPS signal processing circuitry or

remotely by the network.

Other objects and advantages of this invention will become apparent from the description to

follow when read in conjunction with the accompanying drawings.

Summary of the Invention

Certain of the foregoing and related objects are readily-attained according to the present
invention by the provision of a novel portable programmable communicator, which serves to
address the diverse communication requirements of children and elderly persons and for the
purposes of remote data monitoring applications such as for monitoring the status of remote

technical devices.
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The programmable communicator preferably comprises a basic mobile telephone circuit
having no keypad or display and a rechargeable battery and antenna and a basic two-way
microphone device and remotely pre-programmable identity module linking it to a single
mobile or fixed telephone. Where appropriate, in alternative embodiments, the
programmable communicator comprises an alarm means to indicate certain conditions of the
communicator such as the charge level of its battery or if the battery is removed. Similar
alarm messages are generated according to the particular embodiment of the programmable
communicator application which include the generation of messages when an associated
wrist strap or attachment of the communicator in the case of a smart clothes application is
undone or displaced or when the communicator is switched on or off or when the
communicator is set to monitor the status condition of an associated device and the status
changes beyond a preset threshold level. The invention also includes the generation of
periodic messages to indicate that the communicator is working and that any associated
status condition thresholds remain unchanged. This last set of messages, which includes
periodic reassurances messages includes the facility that the user may set the duration of the

period according to the application.

The programmable communicator has direct and effective application to home networks for
the purpose of transmitting information about the status condition of domestic appliances
such as the pressure of water pipes and whether a door or window is opened or closed. The
wireless programmable communicator can be attached to an associated monitoring device
and programmed with the number of a mobile or fixed telephone to which it is to be linked or
to an Internet web page which can be made accessible to authenticated users or to security

monitoring personnel.

Other objects and features of the present invention will become apparent from the following
detailed description considered in connection with the accompanying drawings, which
disclose one embodiment of the invention. It is to be understood, however, that the drawings
are designed for the purpose of illustration only and that the particular description of the

portable hot link communicating apparatus is given by way of example only and does not
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limit the scope of the invention.

Brief Description of the Drawings

The foregoing features of the invention will be more readily understood by reference
to the following detailed description, taken with reference to the accompanying drawings, in

which:

FIG. 1 illustrates the schematic of the programmable communicator according to one

embodiment of the invention.

PIG. 2 illustrates a schema showing the actions performed by the programmable

communicator in response to an incoming call or message according to the present invention.

FIG. 3 illustrates a schema showing actions done by the programmable communicator and

the outgoing calls or messages, which are generated as a consequence of said actions.

Description of a Preferred Embodiment

Referring now in detail to the drawings and in particular FIG. 1 thereof, therein illustrated is
a programmable communicating apparatus according to one embodiment of the present

invention.

The following description makes reference to the detailed features as outlined in the objects

of the invention.

In FIG. 1 is shown a telephone circuit 10, which comprises an antenna 20 and a battery 30.
To the telephone circuit, which may similarly comprise a communicating PDA device
circuit, is shown an optional BlueTooth module 40 for communication with a nearby data
communication or programming device having a similar BlueTooth radio module. The

telephone circuit 10 has a ringing tone generator and an auto answer module 50 which may

13
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be used to cause the programmable communicator to generate one of a number of ringing

tones or to auto answer upon receipt of an authenticated permitted caller.

For the purposes of programming the IP address or telephone number of the fixed or mobile
telephone to which the communicator is linked is provided an SMS processing means 60.
This communicates with an authentication means 90, which in turn is able to store numbers
into a permitted callers list 110. For the purposes of security, a sound byte capture means and
threshold detector means 100 is provided to generate an alarm message or to send a sound
byte to one of the numbers on the permitted callers list. Additional voice recognition
software may be used to convert the sound byte into text and send this to the destination

telephone number or IP address.

An SMS alarm generation means 70 is provided to work together with a battery charge
monitor 35 and a sensor means 80 and an alarm message list 120 and a programmable
interface means 140 to generate alarm messages in response to changes in status conditions.
Said programmable interface means may be attached to all manner of sensor devices for the
purpose of relaying data from external devices and sensors either automatically or in

response to a request for information from a remote device.

The periodic status report means 130 may be programmed to provide data on the current
status of the programmable communicator as well as data from one or more devices, which

may be connected to the communicator via the BlueTooth module 40.

In the case that the programmable communicator is unable to make an immediate connection
with the linked telephone or IP address, a reselection means 150 provides one or more

connection numbers from the permitted callers list.

This device comprises a novel combination of existing technologies and features, which
make possible the existence of a new and improved communicating apparatus to address the
communication needs of children and elderly persons and for programmable data tags for

monitoring the status of associated technical equipment.
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The use of the programmable communicator involves two phases, a pre-programming phase
and an active phase. In the pre-programming phase, the communicator is programmed with
the number it can call which comprises a unique code. By way of example only, the
invention is now described in the context of the GSM mobile telecommunications standard
using the Short Message Service or SMS circuit-switched data call. The invention relates to
all telephone standards including, and not limited to CDMA and US-TDMA, and 1s
effectively used also in a packet switching mode such as the GSM GPRS packet switching
mode. Furthermore the invention is suitably applicable to IP devices, which comprise IP

addresses rather than telephone numbers.

According to the invention, it is wished to allow only authenticated callers to change the
telephone number or IP address of a fixed or mobile telephone or network device to which
the programmable communicator is to be linked. This may be done in GSM using an SMS
message, which includes data as well as a unique code such as the unique code of the
Subscriber Identity Module or SIM card, often referred to as the PUK code. The PUK code is
a unique identifier, which is different for every SIM card. The choice of the PUK is made by
way of example only and any similar unique coding may be used for the purpose of the

invention

It is a straightforward procedure to communicate with the programmable communicator by
SMS. The remote transmitting device includes the PUK code of the receiving programmable
communicator in its SMS transmission as well as a telephone number to which the

programmable communicator is to be linked.

The programmable communicator includes a processing means to determine that the PUK
code is correct and the means to store the transmitted number. The PUK code may also be
used to program the list of permitted callers. An SMS comprising the PUK code may contain
a plurality of telephone numbers each of which designates a permitted caller's number. Only
numbers, which are stored as designated permitted callers, will cause the programmable

communicator to generate a ringing tone.

Page 805 of 858



01503/00105

Alternatively, the programmable communicator may include circuitry to terminate the calls
of non-permitted callers automatically. In the same way that the telephone number of an

incoming call can be shown on the screen of a mobile phone before the phone is answered,
this information may be used to enable the programmable communicator to receive the call

or to reject it.

Additional codes may be used by authenticated callers to interrogate the status condition of
the programmable communicator, or to interrogate the status of data monitoring devices to

which the communicator is wired or wirelessly attached.

In this way, in the application for an improved child communicator, only persons knowing
the secret PUK code would be able to change the calling number. This provides the essential
security for the parents. Furthermore, the feature, which causes the communicator to reject
all calls but those from telephone numbers on the permitted callers list serves to shield the

child from unwelcome contact.

The following example demonstrates how five SMS messages might program the permitted
callers list A-E '

SMS 1. PUK code A:040 111 1111
SMS 2. PUK code B:040 222 2222
SMS 3. PUK code C:040 333 3333
SMS 4. PUK code D:040 444 4444
SMS 5. PUK code E:040 555 5555

The letters A to E in the five messages or any equivalent coding may be used to designate the
priority of the telephone numbers of the permitted callers such that letter A designates the

number to which the programmable communicator is linked at this moment.

16

Page 806 of 858



01503/00105

In a simple use scenario, a child may be playing in the garden or near to the house wearing a
programmable communicator programmed to the mother's telephone phone number, 040 111
1111. In the next moment, the father comes home and sends an SMS to the child's
programmable communicator using his phone having telephone number 040 222 2222. In
this example, the message comprises PUK code A:040 222 2222 which cause the calling
number of the programmable communicator to be now reprogrammed to call the father's

number if its call button is pressed by the child.

An additional security feature comprises software, which will cause an SMS emergency
message to be sent automatically to the pre-programmed number if the wrist strap is broken
or undone, or the communicator is switched off. An additional sensor may be used instead of
a means to generate an SMS message if the wrist strap is broken or undone whereby said
sensor can sense the heat of the skin, which will cause an SMS message to be sent if the

communicator is moved away from the skin.

Additional software features may generate messages to indicate the charge of the battery or if

‘the battery drains completely or is removed.

To avoid a total failure condition, the programmable communicator may comprise a separate
back-up power supply in addition to the battery, which is sufficient to generate an alarm
message or number of alarm messages, in the instance that a power connection is lost from

an associated device or if its own battery supply drains completely.

In this way, the telephone number to which the programmable communicator is linked
receives messages about the status of the battery and an indication of whether the

communicator has been removed from the child.

In a separate embodiment, is included the feature that certain alarm messages are sent to one
or more of the telephone numbers, or IP addresses in the IP network application of this
invention, which are on the permitted callers list. This feature would enable at least one other

person to receive an alarm message in case the primary linked telephone is busy or the
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associated user of the linked telephone is unable to read the message immediately.

The programmable communicator comprises a processing module, which can receive
information about its wrist strap or associated attachment. In the embodiment of a smart
clothes tag, the said associated attachment may comprise a fibre or wire, which, if
mechanically pulled, causes the generation of an alarm message. Clearly, in the case of a
wrist worn communicator, the opening or closing of the wrist strap may be used to activate
an electronic circuit to generate a status condition of the wrist strap. It is anticipated that the
receiver of the alarm message may then call the child directly, if possible, to check if there is
a problem. Additionally, location based services may be used to locate the position of the

communicator relative to the network infrastructure.

In a separate embodiment, the programmable communicator comprises a feature, which
enables a user to cause it to transmit a status message periodically, according to a periodic
duration as set by the user, which will provide reassurance that the communicator is
functioning correctly, and for example, that the wrist strap is ciosed, and that the battery has

sufficient power.

The types of data that the communicator can provide periodically, or on request, are
determined directly by the application of the invention according to different remote
monitoring embodiments. In each application the programmable communicator has the
appropriate means to receive the data from the monitoring device and the means to process

the data.

The programmable communicator has further direct application to the field of remote data
monitoring such as in the home network environment. Today, domestic appliances such as
washing machines and sauna heaters remain separate from one another and only a few have

the capability to be integrated into remote monitoring applications.

The programmable communicator may be used to generate data messages, which describe

the status or change in status beyond a threshold condition, of a household appliance and
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communicate this data directly to a linked telephone number or IP address of a linked device

or Internet web page.

The use of GSM GPRS packet switching technology in this context is ideal since the
application does not require a continuous circuit switched connection to the network. The
remote monitoring application comprises the use of a programmable communicator, which
reacts to a status condition and then initiates a packet data transmission to the network.
Consequently, the programmable communicator comprises a separate back-up power supply
in addition to the battery, which is sufficient to generate an alarm message or number of
alarm messages, in the instance that a power connection is lost from an associated device or

if its own battery supply drains completely.

In a separate home-network application, the programmable communicator may be used to
gather data from a number of associated monitoring devices and to communicate this to the
linked telephone or IP device or Internet web page. The monitoring devices may be directly
linked to the programmable communicator by wire or wirelessly connected by, for example,
the BlueTooth radio technology in which case the programmable communicator comprises

the necessary additional BlueTooth communications module.

In a sports or safety application, the programmable communicator may comprise a smart
clothes tag and be sewn into the lining of a life vest such that a person paddling a canoe may

use it for urgent communication.

Other applications for the programmable communicator include theme parks and other sports

events or places where children may become lost in the crowds.

In addition, the invention may be utilised as a voice and data communicator for bicycles. In
this application, data from the bicycle such as speed could be used in sports training as a
means to enhance the performance of a cyclist. In a more general application, a
programmable communicator can be used to inform the owner of a bicycle that his parked

bicycle is being moved and to determine its location, if needed, by making use of the
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location-based services functionality of the telecommunications network.

While only one embodiment of the present invention: the programmable communicator
within the context of the digital GSM telephone system in particular, has been shown and
described in detail, it will be obvious to those persons of ordinary skill in the art, that many
changes and modifications may be made thereunto without departing from the spirit of the
invention. For example, the hot link communicator may make use of any telephone
technology such as CDMA, and US-TDMA. Moreover, the inventive features of the
programmable communicator may be incorporated into a monitoring device and integrated
with it such that the device comprises the capability of the programmable communicator. The
invention is not limited to the application of the programmable communicator as a separate
device, which separately communicates with data monitoring devices but also includes the
application of the functionality of the invention as an integrated part of the monitoring

device.

It is further to be understood that the invention may make use of all coding schemes for
storing numbers to the programmable apparatus and the use of the PUK code was by way of
example only. The programmable communicator may comprise the means to accept all
manner of clip on covers so that the same base model may carry one of a number of different

covers to suit the tastes and the age groups of different wearers.

20

Page 810 of 858



01503/00105

What is claimed is:

1. A programmable communicator device, the device comprising:

a wireless communications circuit, including an antenna, configured to receive a
transmission;

an identity module having a unique identifier;

a processing module including program code configured to determine if the
transmission is from an authenticated caller by determining whether a received transmission
contains the unique identifier; and

memory configured to store telephone numbers or IP addresses received in

transmissions from an authenticated caller.

2. The programmable communicator device according to Claim 1, wherein the processing
module is further configured to terminate calls from numbers or IP addresses not stored in

memory.

3. The programmable communicator device according to Claim 2, wherein the wireless
communication circuit further comprises an auto answer module configured to automatically

answer incoming calls.

4. The programmable communicator device according to Claim 2, wherein the wireless

communication circuit further comprises a ringing tone generator.

5. The programmable communicator device according to Claim 4, wherein the processing
module is further configured to allow the ringing tone generator to ring for incoming calls

from numbers or IP addresses stored in memory.

6. The programmable communicator device according to Claim 1, further comprising an
associated monitoring device linked to the programmable communicator device to permit
relaying of data from the linked monitoring device to one or more of the telephone numbers

or IP addresses stored in the memory.
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7. The programmable communicator device according to Claim 6, further comprising a
locating system configured to monitor the location of the monitoring device and store the

location information in the memory.

8. The programmable communicator device according to Claim 6, further comprising a
sensor configured to monitor a condition of the monitoring device and prompt the
programmable communicator to repeatedly call at least one of the stored telephone numbers

or IP addresses when a threshold is reached.

9. The programmable communicator device according to Claim 6, the programmable
communicator device further comprising a sensor configured to monitor a condition of the
monitoring device, prompt the programmable communicator device with a digital signal
when a threshold is reached, store the digital signal in memory, and send the digital signal in

the form of a data message to at least one of the stored I[P addresses.

10. The programmable communicator device according to Claim 6, wherein

the wireless communication circuit is further configured to receive at least one digital
command; and

the monitoring device is further configured to read the at least one digital command,.
execute a task in response to said digital command, measure physical or process status data,

and store measured data into the memory.

11. A method of programming a programmable communicator device, the method
comprising:

receiving a transmission in the programmable communicator device;

authenticating a caller by determining if the received transmission contains a unique
identifier;

storing telephone numbers or IP addresses received in the transmissions from an

authenticated caller into memory.
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12. The method of programming a programmable communicator device according to Claim
11, the method further comprising terminating a call from a number or IP address not stored

in memory.

13. The method of programming a programmable communicator device according to Claim

12, the method further comprising automatically answering incoming calls.

14. The method of programming a programmable communicator device according to Claim
12, the method further comprising generating a ringing tone for incoming calls from numbers

or IP addresses stored in memory.

15. The method of programming a programmable communicator device according to Claim
11, the method further comprising relaying data from a linked monitoring device to one or

more of the telephone numbers or IP addresses stored in memory.

16. The method of programming a programmable communicator device according to Claim
15, the method further comprising:
monitoring the location of the monitoring device; and

storing the monitored location information in memory.

17. The method of programming a programmable communicator device according to Claim
15, the method further comprising:

monitoring a condition of the monitoring device;

prompting the programmable device to repeatedly call at least one of the stored
telephone numbers when a threshold is reached; and

repeatedly calling the at least one of the stored telephone numbers when a threshold is

reached.

18. The method of programming a programmable communicator device according to Claim
15, the method further comprising:

monitoring a condition of the monitoring device;
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prompting the programmable device with a digital signal when a threshold is reached;
storing the digital signal in memory; and

sending the digital signal in the form of a data message to at least one of the stored IP

addresses.

19. The method of programming a programmable communicator device according to Claim
15, the method further comprising:

receiving at least one digital command;

reading the at least one digital command,;

initiating the monitoring device to execute a task in response to the at least one digital
command;

measuring physical or process status information; and

storing the measured data into memory.

20. The method of programming a programmable communicator device according to Claim
19, the method further comprising:

anélyzing the measured data; and

reprogramming the programmable communicator in order to re-initiate the

monitoring device based on the data analysis.
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Attorney Docket: [01503/00105]

[Programmable Communicator]

Abstract

A programmable communicator device is disclosed having a wireless communications
circuit, including an antenna, configured to receive a transmission, and an identity module
having a unique identifier. The programmable communicator further includes a processing
module including program code configured to determine if the transmission is from an
authenticated caller by determining whether a received transmission contains the unique
identifier, and memory configured to store telephone numbers or IP addresses received in

transmissions from an authenticated caller.
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1

Beschreibung

Die Erfindung betrifft ein Mobiltelefon mit einem Ge-
hduse, cinem Sender, mindestens cinem Emplanger, cinem
Rufnummernspeicher und it am Gehduse angeordnelen
Tasten, wobei am Gehduse mindestens eine, bei Betdtigung
die Wahl einer im Rufnummernspeicher gespeicherien Not-
rufnummer veranlassende in Gr68e und/oder Farbe hervor-
gehobene Notruftaste angeordnet ist.

Ein Mobiltelefon der eingangs genannten Art ist bereits
aus der EP 0 679 041 A2 bekannt. Bei dem bekannten Mo-
biltelefon wird nach dem Betitigen der Notruftaste selbstii-
lig iiber ein an sich bekannies Mobilfunksystem eine Ver-
bindung zu einer Zentralstelle hergestellt. In einem Speicher
des Mobiltelefons gespeicherter Text wird nach dem Her-
stellen der Verbindung zur Zentralstelle iibertragen. Die
Zentralstelle iibermittelt selbsttitig die Position des Mobil-
telefons entweder durch Ortung mittels der Basisstationen
des Mobilfunksystems oder mittels der von dem Mobiltele-
fon cmpfangencr Positionsdaten, wenn letzieres mit ciner
eigenen Ortungseinheit versehen ist. Durch das bekannte
Mobiltelefon ist es zwar moglich, den jeweiligen Patienten
zu orten, Dies reicht jedoch bei Patienten mit Herz-Kreis-
lauf-Erkrankungen regelmaBig nicht aus. Iier sind regelmi-
Big sofortige Hilfsmanahmen erforderlich.

Erkrankungen des Herz-Kreislauf-Systems stehen an der
Spitze des gesamten Krankheitsgeschehens in Deutschland.
Die koronare Herzerkrankung ist in den westlichen Indu-
strienationen die hidufigste Todesursache. In Deutschland
sind beispielsweise etwa 300 000 Menschen jahrlich von ei-
nen Herzinfarkt betroffen. Bei einem solchen Herzinfarkt
sind die hiufigsten Komplikationen mit meist tddlichem
Ausgang Rhythmusstrung und Herzinsuffizienz. Dabei er-
leiden in Deutschland 60000 Menschen jihrlich einen
plotzlichen Herztod. Diecser Herztod ist gekennzeichnet
durch einen plotzlichen Herzstillstand, der ohne sofortige
MaBnahmen der kardiopulmonalen Reanimation oder Wie-
derbelebung regelmiBig todlich endet. Ursachen fiir den
plotzlichen Herztod sind zu 80-90% das sogenannte Kam-
merflattern oder Kammerflimmern (tachykarde Herzrhyth-
musstorungen), zu 10-15% ein akuter Myokardinfarkt und
2u 5% bradykarde Rhythmusstorungen. Die Uberlcbensrate
der Patienten, die einen plétzlichen Herztod erleiden, liegt
zwischen 5 und 20%. Fiir die Hohe der Uberlebensrate ist
ganz entscheidend mafgeblich, wie schnell geeignete Hilfs-
maBnahmen ergriffen werden kdnnen.

Eine Vielzahl der Personen, die ein hohes Herzinfarktri-
siko haben, sind sich nach entsprechenden Untersuchungen
ihres Risikos bewu8t und sind bestrebt, dieses Risiko zu mi-
nimieren, indem sic sich moglichst nicht in Situationen be-
geben, in denen dic Ergreifung sofortiger HilfsmaBnahmen
nicht moglich ist. So vermeiden es die betrotfenen Personen
beispielsweise, sich ohne Begleitpersonen an Orte zu bege-
ben, an denen die Wahrscheinlichkeit im Falle eines Herzin-
farkies sofort aufgefunden zu werden gering ist, da sie in
diesen Fillen damit rechnen miissen, daB ihre Uberleben-
schancen beim Eintritt eines plotzlichen Herztodes nahczu
gleich null sind.

Aus der EP 0 097 741 ist bereits eine bioelektrische Ein-
heit fiir Patienten mit Herz-Kreislauf-Erkrankungen be-
kannt. Die Einheit hat die Form eines Telefonhorers eines
stationdren Telefongerits. Im Bereich der Ohr- und der
Sprechmuschel befinden sich jeweils Aufnahmeelektroden
fiir bioelektrische Signale, die in Audiosignale iiber einen
Umwandler umgewandelt werden. Die bekannte Einheit
kann ohne weiteres dazu verwendet werden, Herzsignale zu
einer Aufnahmestation zur Analyse zu senden und dann ent-
sprechende Instruktionen und Anweisungen von der Auf-
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nahmestation empfangen, um die geeigneten HilfsmaBnah-
men einzuleiten.

Aufgabe der vorliegenden Erfindung ist es, ein Mobiltele-
fon der cingangs genannien Art derart auszugestalien und
weilerzubilden, daB bei Patienten mit Herz-Kreislauf-Fr-
krankungen die Ergreifung sofortiger Hilfsma8nahmen um-
gehend moglich ist.

ErfindungsgemiB ist die zuvor genannte Aufgabe da-
durch gelost, daB mindestens zwei — vorzugsweise vier — mit
dem Gehiduse verbundene, die Aufnahme von Elektrokar-
diogramm- (EKG) Signalen erméglichende Elektroden vor-
geschen sind und ein die EKG-Signale auswertender, sende-
fahig transformierender und an den Sender iibermittelnder
EKG-Signalwandler vorgesehen ist. Bei einem derart ausge-
stalteten Mobiltelefon legt der Patient selbst oder eine Be-
gleitperson die Elektroden auf die entkleidete Brust des Pa-
tienten, woraufhin ein EKG abgeleitet wird, das automatisch
an die Uberwachungszentrale iibermittelt wird. Diese Aus-
gestaltung erméglicht die Differenzialdiagnose eines akuten
Herzinfarkies (§T-Streckenhebung) oder ciner zugrundelic-
genden Herzrhythmussiorung (Tachykardie, Bradykardie)
bzw. eines elektrischen Herzstillstands (Asystolie). Die
EKG-Erfassung und Ubermittlung erméglicht die Einschal-
zung der vitalen Bedrohung des Patienten und die Finlei-
tung entsprechend geeigneter NotfallmaBnahmen. Auf
Grundlage des iibermittelten EKG ist auch eine Laien-Re-
animation durch eine Begleitperson oder eine zufillig in der
Nihe befindliche Person iiber das Mobiltelefon beeinfiuBbar
und steuerbar.

Dabei ist weiterhin bei einer ersten Alternative vorgese-
hen, daB die EKG-Elektroden auf der den Tasten abgewand-
ten Riickseite des Gehiuses angeordnet sind. In diesem Fall
wird ein EGX einfach dadurch aufgenommen, daf3 das Mo-
bilielefon mit seiner Riickseite auf die entkleidete Brust des
Paticnten gelegt wird. Eine entsprechende Handhabung ist
hierbei denkbar einfach.

Alternativ zu der Anordnung der EKG-Elektroden auf der
Riickseite des Gehiuses ist vorgesehen, daf die EKG-Elek-
troden auf einem im Ruhezustand mit dem Gehduse unmit-
telbar verbundenen und im abgenommenen Zustand iiber.
ein Kabel mit dem Gehduse verbundenen Triger angeordnet
sind. Bei einer derartigen Ausgestaltung ist das Anlegen des
Triigers an dic entkleidete Brust des Patienten aufgrund ei-
ner vorzugsweise entsprechend angepaBten Form nochmals
optimiert und es wird gleichzeitig die Moglichkeit gegeben,
ein EKG beispielsweise auch wihrend einer Laien-Reani-
mation aufzunehmen, wobei gleichzeitig eine Begleitperson
in Sprechverbindung mit der Uberwachungszentrale zur
Steuerung der Laien-Reanimation steht.

Eine erste vortcilhafte Ausgestaltung erfahrt dic Erfin-
dung dadurch, daB cinc dic UJbermittlung von cinc Identifi-
kation ermoglichenden Daten bei der Betétigung der Notruf-
taste bewirkende Identifikationseinrichiung vorgesehen ist,
Durch eine solche Identifikation ist gewihrleistet, daf8 die
(Uberwachungszentirale sofort iiber dic beispielsweise in ei-
nem EDV-Sysiem gespeicherten Patientendaten auch fir
den Fall, daB der Paticat bewuBtlos ist, geziclte NotfallmaB-
nahmen einleiten kann. Mit der genannien MaBnahme ist
beispielsweise auch eine Patientenidentifikation moglich,
wenn der bewuftlose Patient von einer unbeteiligten Person
aufgefunden und der Notruf von dieser Person abgesetzt
worden ist. Eine solche Identifikation ist beispielsweise iiber
die Rufnummer des Mobiltelefons moglich, die bei einigen
Mobilfunknetzen bei der Herstellung einer Verbindung stan-
dardmiBig libertragen wird.

Ist weiter eine die Freigabe von Positionsdaten bei der
Betitigung der Notruftaste bewirkende Freigabeeinrichtung
vorgesehen, so ist gewihrleistet, dal3 die Position des Patien-
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ten auch fiir den Fall festgestellt werden kann, in dem der
Patient lediglich sozusagen mit letzter Kraft die Notruftaste
betitigt hat. Eine derartige Ausgestaltung ermoglicht es
auch in einer solchen Situation den Patienten aufzufinden
und SoforthilfemaBnahmen einzuleiten. Einige Mobilfunk-
netze ermdglichen technisch eine solche Positionsbestim-
mung allein aufgrund der Tatsache, daB diese Mobilfunk-
netze in sogenannte Zellen aufgeteilt sind, und festgestellt
werden kann, aus welcher Zelle des Mobilfunknetzes der
Notruf getdtigt wurde. In diesem Fall bedarf es keiner ge-
sonderten Einrichtung zur Positionsbestimmung.

Einc schr genaue Positionsbestimmung wird dadurch cr-
moglicht, daBl cin externe Positionssignale emplangender
und auswertender Positionsempfinger und ein die Signale
des Positionsemptingers sendefahig transformierender und
an den Sender tibermitielnder Positionssignalwandler vor-
gesehen ist. Mit Hilfe eines solchen Positionsempféngers ist
es beispielsweise moglich, aufgrund der Signale des Global-
Positioning-Systems (GPS) die Position des Patienten auf
wenige Meter genau zu bestimmen. Diese Signale werden
dann iiber den Positionssignalwandler dem Sender zuge-
fiihrt, der sie wiederum an die Uberwachungszentrale iiber-
mittelt, so daB entsprechend in der Uberwachungszentrale
hochprizise Angaben iiber die Position des Patienten vorlie-
gen.

SchlieBlich erfahrt das erfindungsgemiBe Mobiltelefon
eine weilere vorteilhafte Ausgestaltung dadurch, daB ein das
Verlassen des Empfangs-/Sende-Bereiches des Mobilfunk-
netzes detektierender und die Ausgabe eines Warnsignals
veranlassender Empfangsstarkensensor vorgesehen ist.
Hierdurch ist gewihrleistet, dal der Patient stets dariiber in-
formiert ist, ob im Augenblick tatséchlich eine Verbindung
zur Uberwachungszentrale im Falle eines Notrufes méglich
isL.

Im cinzelnen gibt es also verschiedene Moglichkeiten,
das erfindungsgemiBe Mobiltelefon auszugestalten und
weiterzubilden. Dazu wird verwiesen einerseits auf die dem
Patentanspruch 1 nachgeordneten Patentanspriiche, anderer-
seits auf die Beschreibung eines bevorzugten Ausfilhrungs-
beispiels in Verbindung mit der Zeichnung. In der Zeich-
nung zeigt

Fig. 1 cin Ausfihrungsbeispicl cines erfindungsgemifen
Mobilielefons in ciner Frontansichi und )

Fig. 2 das Ausfithrungsbeispiel eines erfindungsgemiBen
Mobiltelefons in einer Riickansicht.

Das in Fig. 1 in einer Frontansicht dargestellie Ausfiih-
rungsbeispiel eines erfindungsgeméBen Mobiltelefons weist
auf ein Gehduse 1, nicht dargestellt und im Gehéuse ange-
ordnet einen Sender, mindestens einen Empfianger und einen
Rufnummernspeicher und am Gehduse 1 angeordnete Ta-
sten 2. Dariiber hinaus weist das Mobiltelefon cin LCD-Dis-
play 3 und eine Antenne 4 auf. ErfindungsgemaB ist am Ge-
hiuse 1 eine, bei Betdtigung die Wahl einer im Rufnum-

mernspeicher gespeicherten Notrufnummer veranlassende,

in GroBe und Farbe hervorgehobene Notruftaste 5 angeord-
net. In dem dargestellten Ausfithrungsbeispiel ist die Not-
ruftaste 5 deutlich groBer als dic iiblichen Tasten 2. Zur wei-
teren Kenntlichmachung ihrer Funktion ist die Notruftaste 5
herzformig ausgestaltet und im Ausfiihrungsbeispiel rot ab-
gesetzt hervorgehoben.

Die gemiB verschiedenen Ausgestaltungen des erfin-
dungsgemiBen Mobiltelefons vorgesehenen Identifikations-
und Freigabe-Einrichtungen, Positionsempfinger, Positi-
onssignalwandler, EKG-Signalwandler und Empflangsstir-
kensensor sind als elektronische Baueinheiten ausgefithrt
und, in der Zeichnung nicht dargestellt, im Gehause 1 ange-
ordnet.

In Fig. 2 der Zeichnung ist schlieBlich das Ausfiihrungs-
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beispiel eines erfindungsgemiBBen Mobilielefons in einer
Riickansicht dargestellt. In der Riickansicht ist deutlich zu
erkennen, daB auf der den Tasten abgewandten Riickseite
des Gehduses 1 vier EKG-Elektroden 6, 7, 8, 9 angeordnet
sind, die es bei dem mit der Riickseite auf die entkleidete
Brust eines Patienten gelegten Mobiltelefon ermdglichen,
ein EKG abzuleiten.

Weitere denkbare Ausgestaltungen des erfindungsgemi-
Ben Mobiltelefons sind beispielsweise eine zuséizliche Be-
schrifiung der Notruftasie § etwa mit dem Wort "Nouruf"
und/oder die Anbringung von Befestigungsmoglichkeiten
am Cehiuse 1, die ther cin Umhingeband das Tragen des
crfindungsgemifen Mobiliclefons aul der Brust ermégli-
chen.

Patentanspriiche

1. Mobiltelefon mit einem Gehiuse (1), einem Sender,
mindestens einem Empfinger, einem Rufnummern-
speicher und mit am Gehiduse (1) angeordneten Tasten
(2), wobei am Gehduse (1) mindestens eine, bei Betiti-
gung die Wahl einer im Rufnummernspeicher gespei-
cherten Notrufnummer veranlassende in GréBe und/
oder Farbe hervorgehobene Notruftaste (5) angeordnet
ist, dadurch gekennzeichnet, daB mindestens zwei —
vorzugsweise vier — mit dem Gehéuse (1) verbundene,
die Aufnahme von EKG-Signalen ermoglichende
Elektroden (6, 7, 8, 9) vorgesehen sind und ein die
EKG-Signale auswertender, sendeféhig transformie-
render und an den Sender iibermittelnder EKG-Signal-
wandler vorgesehen ist, und dafi die EKG-Elektroden
(6,7, 8, 9) auf der den Tasten (2) abgewandten Riick-
seite des Gehduses (1) angeordnet sind oder daf} die
EKG-Elektroden (6, 7, 8, 9) auf ¢inem im Ruhestand
mit dem Gehéuse (1) unmitielbar verbundenen, im ab-
genommenen Zustand iiber ein Kabel mit dem (Gehéuse
(1) verbundenen Triger angeordnet sind.

2. Mobilielefon nach Anspruch 1, dadurch gekenn-
zeichnet, daB eine die Ubermittlung von eine Identifi--
kation ermdglichenden Daten bei der Betdtigung der
Notruftaste (5) bewirkende Identifikationseinrichtung
vorgeschen ist,

3. Mobilielefon nach Anspruch 1 oder 2, dadurch ge- -
kennzeichnet, daB eine die Freigabe von Positionsdaten™. -
bei der Betatigung der Notruftaste (5) bewirkende Frei-
gabeeinrichtung vorgesehen ist.

4. Mobiltelefon nach Anspruch 3, dadurch gekenn-
zeichnet, daB ein externe Positionssignale empfangen-
der und auswertender Positionsempfinger und ein die
Signale des Positionsempfangers sendefihig transfor-
micrender und an den Sender Gbermittelnder Positions-
signalwandler vorgesehen ist.

5. Mobiltelefon nach einem der Anspriiche 1 bis 4, da-
durch gekennzeichnet, daB ein das Verlassen des Emp- -
fangs-/Sende-Bereiches des Mobilfunknetzes detektie-
render und die Ausgabe eines Warnsignals veranlas-
sender Empfangsstéarkensensor vorgeschen ist.

Hierzu 1 Seite(n) Zeichnungen
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Description

[0001] L'invention concerne un procédé destiné a
permettre la mise a jour a distance du logiciel d'un ter-
minal radiotéléphonique de réseau cellulaire et plus par-
ticulierement d'un terminal radiotéléphonique mobile de
type GSM.

[0002] De tels terminaux téléphoniques sont classi-
quement fournis a leurs utilisateurs avec une program-
mation déterminée qui est fonction des besoins de ces
utilisateurs et des choix faits tant par eux que pour eux.
[0003] Pour diverses raisons, il faut pouvoir modifier
les programmations aprés livraison des terminaux a
leurs utilisateurs, par exemple a des fins d'amélioration
du service rendu, de mise a jour d'éléments logiciels
soumis a évolution ou de mise en service d'options nou-
velles ou nouvellement requises.

[0004] A cet effet, il a été initialement prévu de de-
mander aux utilisateurs d'apporter les terminaux radio-
téléphoniques dont ils disposent en un lieu ot une mise
a jour peut étre effectuée, toutefois c'est une solution
que 'on s'efforce actuellement d'éviter.

[0005] Une autre solution est fournie dans le docu-
ment EP-A-478231 qui décrit un procédé pour program-
mer un terminal radiotéléphonique par des signaux
transmis par voie radio, depuis un centre serveur de mi-
se a jour, suite & la mise du terminal dans un mode de
programmation par I'utilisateur. Cette solution est no-
tamment utilisée pour permettre a des utilisateurs d'ob-
tenir des codes d'autorisation pour des services de mo-
bile spécifiques. Elle convient bien lorsque la demande
de mise a jour est effectuée ala demande de I'utilisateur,
mais elle n'est pas satisfaisante lorsque cette demande
ne provient pas de lui et doit étre réalisée le plus tét pos-
sible.

[0006] Encore une autre solution est présentée dans
la demande de brevet EP-A-562890 qui décrit un pro-
cédé de mise a jour d'informations contenues dans une
carte SIM d'un terminal mobile de type GSM en utilisant
les canaux de signalisation, c'est-a-dire la fonction SMS
(Short Message Service).

[0007] Néanmoins, cette solution présente l'inconvé-
nient majeur de ne pas étre sécurisé. Autrement dit, la
carte SiM d'un terminal peut étre mise a jour, de fagon
erronée, soit par erreur, soit par malveillance.

[0008] Un procédé sécurisé permettant une mise a
jour d'un terminal, sans gu'il soit nécessaire de faire in-
tervenir l'utilisateur et sans qu'il soit nécessaire que soit
établie une connexion d'appel, serait avantageux.
[0009] L'invention propose donc un procédé pour la
mise & jour du logiciel d'un terminal radiotéléphonique,
de type GSM ou équivalent, par l'intermédiaire d'une
station de base, radiotéléphonique, auprés duquel le
terminal est radiotéléphoniquement localisé, et a partir
d'une plate-forme de programmation intervenant au ni-
veau d'un centre serveur auquel la station de base est
reliée dans le cadre d'un réseau fixe de télécommuni-
cations.
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[0010]) Selon une caractéristique du procédé selon
l'invention, les données de mise a jour de terminal sont
transférées par un échange transparent de messages
radiotéléphoniques courts, de type SMS ou équivalent,
a linitiative de la plate-forme de programmation et en
coopération avec le centre serveur, aprés authentifica-
tions réciproques du terminal cible et de la plate-forme.
[0011] Selon une caractéristique d'une forme préfé-
rée de mise en oeuvre du procédé selon l'invention, un
échange pour mise a jour avec un terminal comporte les
opérations suivantes :

- envoi d'un message court d'éveil d'agent, de type
MT, & destination du terminal, ce message compor-
tant un en-téte caractéristique de mise a jour et des
données pour le rappel radiotéléphonique de la pla-
te-forme par le terminat;

- envoi d'un accusé de réception par message court,
de type MO, a destination de la plate-forme par le
terminal, suite a la réception d'un message d'éveil,
cet accusé de réception contenant le numéro d'ap-
pel radiotéléphonique du terminal et une définition
synthétique de la présente configuration matérielle
et/ou logicielle du terminal,

- envoid'un ou de plusieurs messages successifs, de
type MT, au terminal pour la mise & jour, cet envoi
contenant notamment les données de mise a jour,
précédées par I'en-téte de mise a jour et par la nou-
velle définition synthétique de configuration résul-
tant de la mise a jour.

[0012] L'invention, ses caractéristiques et ses avan-
tages sont précisés dans la description qui suit en
liaison avec les figures évoquées ci-dessous.

[0013] Lafigure 1 estun schéma synoptique relatif au
dispositif permettant de transmettre des messages
courts par radio a des terminaux radiotéléphoniques a
partir d'un centre serveur dans un systéme radiotélé-
phonique.

[0014] La figure 2 présente schématiquement les éta-
pes essentielles pour un échange de mise a jour du lo-
giciel d'un terminal selon f'invention par l'intermédiaire
d'un centre serveur et a l'initiative d'une plate-forme de
programmation.

[0015]) Le systéme radiotéléphonique 1, schématisé
en figure 1, est congu pour assurer I'établissement de
communications, dans le cadre d'un réseau radiotélé-
phonique, entre des terminaux radiotéléphoniques, tel
que le terminal mobile 2. Le procédé selon l'invention
est ici décrit dans le cadre d'un réseau radiotéléphoni-
que cellulaire par exemple un réseau GSM, DCS ou
PCS. .

[0016] Le systéme 1 est supposé permetire la gestion
d'un réseau de terminaux radiotéléphoniques 2, et en
particulier des communications entre terminaux, il peut
aussi permettre la mise en communication des termi-
naux du réseau avec d'autres terminaux de communi-
cation, desservis par d'autres systémes qui sont reliés



3 EP 0 996 302 A1 4

de maniére appropriée au réseau radiotéléphonique
que gére le systéme 1.

[0017] Les terminaux radiotéléphoniques 2 gérés par
un méme systéme 1 dans le cadre d'un réseau radioté-
léphonique constituent un ensemble 3 relevant classi-
quement d'un prestataire de service délerminé qui ex-
ploite le systéme 1 pour les opérations relatives aux
communications radiotéléphoniques concernant les ter-
minaux 2.

[0018] Chaque terminal radiotéléphonique 2 compor-
te, comme connu et non illustré ici, un émetteur-récep-
teur radio de signaux numériques ou numérisés incluant
une interface d'émission-réception de signaux voix-
données, une interface de commande manuelle hom-
me-terminal et un ensemble de commande incorporant
au moins un processeur et diverses mémoires, mortes
et/ou vives. Le sous-ensemble constitué par ces mé-
moires stocke une partie des programmes nécessaires
au fonctionnement du terminal, une autre partie est clas-
siquement stockée dans un sous-ensemble mémoire
comporté par un module d'identification d'abonné 4
amovible que I'utilisateur doit ajouter au terminal pour
pouvoir I'exploiter. Un tel module d'identification est par
exemple constitué par une carte SIM exploitable en
liaison avec I'ensemble de commande du terminal, une
fois mise en place.

[0019] Dans le cadre de l'invention, il est prévu que
les caractéristiques logicielles et matérielles d'un termi-
nal & un instant déterminé soient traduites sous forme
d'informations numérisées qui sont mises en mémoire
au niveau de ce terminal, c'est-a-dire dans le terminal
lui-méme et/ou dans le module d'identification qui lui est
associé, suivant les cas. Les logiciels des terminaux 2
et des modules d'identification 4 sont réalisés de ma-
niére a permettre une transmission radiotéléphonique
par un terminal d'informations relatives aux caractéris-
tiques, matérielles et/ou logicielles, présentes de confi-
guration de ce terminal. Ces informations sont combi-
nées pour constituer une définition synthétique de con-
figuration, dite SYNTHER, susceptible d'étre émise par
le terminal, sous le contrdle de 'ensemble de comman-
de du terminal, suite & une demande émanant du sys-
teme 1 par voie radiotéléphonique. Dans la forme de
réalisation envisagée ici, cette définition de configura-
tion SYNTHER est supposée traduire ces informations
sous une forme standardisée qui regroupe les caracté-
ristiques matérielles et logicielles essentielles d'un ter-
minal 2. Elle est supposée transmise dans le cadre de
procédures d'échange radiotéléphonique de messages
courts qui ne sont pas développées ici dans la mesure
ou, normalisées, elles ont fait I'objet de diverses publi-
cations.

[0020] Comme connu, les communications radiotélé-
phoniques impliquant un terminal 2, dans le cadre du
réseau GSM auquel il appartient, s'effectuent par l'inter-
médiaire d'une station radiotéléphonique de base 5 du
systéme 1 auprés de laquelle ce terminal s'est localisé
et a portée radio de laquelle il est situé. Tels seront donc
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les échanges réalisés aux fins de mise & jour logicielle
avec un terminal 2 dans le cadre du procédé selon I'in-
vention.

[0021] Pour ces communications, la station de base
5, dite BTS, fait partie d'un des sous-systémes radio, dit
BSS, du systéme 1. Elle comporte un ou plusieurs équi-
pements émetteurs-récepteurs radio d'interface avec
les terminaux 2 et elle est supervisée par un controleur
de gestion de ressource radio, dit BSC, qui assure aussi
un premier niveau de conceniration de circuits de com-
munication vers un des centres de commutation de ser-
vices mobiles 6, dit MSC, d'un sous-réseau fixe de com-
munication, non représenté, du systéme 1.

[0022] Dans le cas du terminal 2 considéré et de la
procédure de mise & jour, le centre de commutation 6
concerné est celui qui supervise la station de base 5
auprés de laquelle le terminal 2 est radiotéléphonique-
ment localisé et sous la responsabilité duguel ce termi-
nal 2 se trouve a ce moment. Une base de données 7,
dite VLR, est associée a chaque centre de commutation
6 pour stocker des données, relatives aux terminaux dits
présents dans la mesure ou ils sont alors radiotélépho-
niquement localisés auprés d'une des stations de base
supervisées par le centre 6. Comme il est connu, les
différents abonnés d'un réseau de type GSM sont aussi
répertoriés au niveau d'un enregistreur de localisation
nominal! 8, dit HLR. Cet enregistreur 8 mémorise les ca-
ractéristiques de chaque abonné du réseau et notam-
ment son numéro d'identité international IMSI, son nu-
méro d'annuaire et son profil d'abonnement, et il com-
munique avec les différentes bases 7 du systéme, dans
le cadre des procédures de localisation des différents
terminaux par rapport aux stations de base fixes du ré-
seau.

[0023] Les centres de commutation 6 du systéme 1
sont aussi reliés a un centre de commutation 9 ayant
une fonction passerelle exploitée pour un service bidi-
rectionnel de messages courts, dits SMS, a destination
des terminaux a partir d'un serveur 10, dit SC.

[0024] Ce serveur 10 comporte des moyens de com-
munication par lequel il est notamment relié au centre
de commutation 9, un ensemble de commande et des
moyens de stockage de données en particulier pour la
mémoarisation des messages courts destinés aux termi-
naux, de maniére a permettre leur conservation jus-
qu'au moment ol ces terminaux sont a méme de les
recevoir. Cette conservation a notamment lieu lorsqu'un
terminal est hors d'atteinte, par exemple lorsqu'il est
hors tension ou hors couverture. La communication s'ef-
fectue alors dés que le terminal se manifeste d'une ma-
niére ou d'une autre au niveau du réseau.

{0025] Les messages courts destinés aux terminaux
du réseau radiotéléphonique sont susceplibles d'étre
fournis par différentes sources. lis comportent classi-
quement une partie d'en-téte ou est notamment identifié
le destinataire, une partie prévue pour un volume déter-
miné de données de commande et une partie prévue
pour des données d'affichage destinées & apparaitre
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sur I'écran que comporte classiquement un terminal.
[0026] Dans le cas de messages courls de mise a jour
de logiciel, il est prévu une intervention d'une source
constituée par une plate-forme de programmation 11 qui
produit les données correspondant aux informations de
mise a jour, par exemple sous forme usuelle d'un lot de
données prévu pour au moins un terminal ou plus gé-
néralement plusieurs terminaux similairement configu-
rés.

[0027] Cetie plate-forme 11, qui est apte & communi-
quer avec le serveur 10, peut étre incluse dans le sys-
téme 1 ou encore lui étre extérieure comme schématisé
surla figure 1. Elle estdonc agencée pour pouvoir entrer
en communication avec I'ensemble de commande et
avec les moyens de stockage du serveur 10, soit direc-
tement si elle est intégrée dans ce serveur soit via les
moyens de communication dont ce serveur dispose.
[0028] Selon l'invention et comme déja indiqué, il est
prévu que la mise a jour d'un terminal s'effectue suite a
un échange de données, sous forme de messages
courts entre la plate-forme de programmation 11 et le
terminal 2 par l'intermédiaire du serveur 10, sans impo-
ser une d'intervention de !'utilisateur au niveau du ter-
minal.

[0029] Une opération d'identification du ou des termi-
naux destinés a faire l'objet d'une mise a jour est donc
nécessaire. Elle implique donc que soient répertoriés
les éléments constitutifs matériels et/ou logiciels, pro-
pres aux terminaux du réseau qui sont concernés par
une mise a jour, pour que soient déterminés ceux de
ces terminaux qui comportent ces éléments et qui sont
donc concernés par la mise a jour.

[0030] Les opérations nécessaires pour de telles
identifications ne sont pas développées ici dans la me-
sure ou elles n'ont qu'un rapport indirect avec I'objet de
I'invention. Il suffit de savoir qu'un lien d'identification in-
dividuel est défini au niveau du systéme 1 en tenant
compte des données individuelles d'identification et de
localisation stockées aux niveaux des bases de don-
nées 7 etde I'enregistreur 8 et des données de définition
des caractéristiques logicielles et matérielles pour cha-
que terminal. En effet, il est usuel que ces données de
définition relatives aux terminaux ne soient pas ou pas
toutes stockées au niveau du systéme 1, si ce n'est au
niveau des terminaux eux-mémes.

[0031] Le procédé de mise a jour selon l'invention im-
plique donc un échange transparent qui est initié€ pour
un terminal dont les caractéristiques logicielles et ma-
térielles présentes ont été obtenues de celui ou de ceux
qui les détiennent, afin de pouvoir réaliser une vérifica-
tion de conformité en liaison avec le terminal ou ces ca-
ractéristiques sont aussi stockées.

[0032] Selon linvention, une procédure de transfert
de données de mise a jour vers un terminal commence
par I'envoi d'un message court, dit d'éveil d'agent au ter-
minal destinataire visé, a l'initiative de la plate-forme de
programmation 11 et par l'intermédiaire du serveur de
messages courts 10. Ce message d'éveil est de type
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MT (module terminated), par exemple SMS-MT, il com-
porte un en-téte caractéristique signalant qu'il s'agit
d'une opération de mise a jour. Ce message contient
éventuellement des données d'affichage permettant de
fournir une information sur I'écran du terminal relative-
ment a la mise & jour.

[0033] Le message d'éveil contient aussi des don-
nées destinées a permettre au terminal de répondre par
message court de type MO (mobile originated), par
exemple SMS-MO. Ces données fournissent au termi-
nal des indications relatives a |'origine du message qu'il
aregu, dans I'exemple proposé ces données correspon-
dent au numéro du centre serveur de messages courts
10 et celui du service de ce centre qui identifie la plate-
forme de programmation 11.

[0034] Une opération d'authentification de fa plate-
forme par le terminal est réalisée.

[0035] Un message court d'accusé de réception est
fransmis en retour vers le centre serveur par le terminal,
si le message court d'éveil a été transféré avec succés
au terminal destinataire depuis le centre serveur et via
la station de base auprés de laquelle ce terminal est lo-
calisé. Le procédé est temporairement interrompu par
le centre serveur dans les conditions habituelles pré-
vues lorsqu'un terminal est hors d'atteinte ou si le trans-
fert n'a pas été réalisé de maniére satisfaisante. Il est
notamment interrompu, si l'opération d'authentification
de la plate-forme de programmation par le terminal a
échoué.

[0036] Le message d'accusé de réception produit par
un terminal contient le numéro d'appel radiotéléphoni-
que du terminal et la définition synthétique SYNTHER
spécifiant ses présentes caractéristiques de configura-
tion, matérielles et logicielles, essentielles. Il peut alter-
nativement étre envisagé de ne transmettre qu'une par-
tie de ces caractéristiques, si cela s'avere suffisant.
[0037] Ce message d'accusé de réception est trans-
féré par le terminal vers le centre serveur 10, via la sta-
tion de base 5 auprés de laquelle il est alors radiotélé-
phoniquement localisé. Ce transfert s'effectue de ma-
niére transparente, sans que l'utilisation du terminal par
un utilisateur ne soit affectée.

[0038] L'envoi d'un ou de plusieurs messages conte-
nant les données de mise a jour peut étre effectué par
I'intermédiaire du centre serveur, a réception du messa-
ge d'accusé de réception et aprés authentification du
terminal cible par vérification de la conformité de la dé-
finition de configuration SYNTHER regue du terminal
avec celle prise en compte pour ce terminal a I'occasion
du lancement de la procédure de transfert. L'en-téte ca-
ractéristique de signalisation de la mise a jour est a nou-
veau transmis vers le terminal 2 dans le cadre du pre-
mier message de type MT de transmission des données
de mise a jour qu'émet le centre serveur vers ce termi-
nal. Cet en-téte précéde des données correspondant a
tout ou partie de I'ensemble formé par les données de
mise a jour suivant la taille de cet ensemble.

[0039] Une autre mise en oeuvre consiste a ne pas



7 EP 0 996 302 A1 8

procéder a des vérifications de la configuration SYN-
THER, mais a décider en fonction de celle-ci de |'oppor-
tunité d'une mise a jour. Ainsi, la plate-forme de pro-
grammation peut n'avoir aucune connaissance (ou une
connaissance partielle) de la configuration d'un parc de
terminaux mobiles. Souhaitant en faire une mise a ni-
veau des différentes versions d'un module logiciel (par
exemple), on envoi sur le réseau un message d'éveil
d'agent comme décrit précédemment. Les terminaux ré-
pondent en fournissant leurs configurations SYNTHER.
En fonction de ces configurations, la plate-forme peut
décider quels terminaux mobiles nécessitent une mise
a jour, parmi I'ensemble des terminaux mobiles du parc
cible.

{0040) Les données de mise a jour sont accompa-
gnées par des données correspondant a la nouvelle dé-
finition de configuration SYNTHER établie pour le ter-
minal & partir de la définition jusqu'ici en cours et de la
ou des modifications entrainée(s) par la mise a jour,
pour enregistrement au niveau du terminal.

[0041] Dansl'exemple illustré sur la figure 2, des don-
nées supplémentaires sont jointes pour permettre au
terminal de vérifier qu'il est bien le destinataire prévu du
ou des messages de mise a jour. Ces données supplé-
mentaires de contrdle sont par exemple celles de la dé-
finition de configuration SYNTHER telle que préalable-
ment envoyée par le terminal au centre serveur a récep-
tion du message d'éveil. Elles sont prises en compte et
traitées par I'ensemble de commande du terminal éven-
tuellement en relation avec 'ensemble de commande a
processeur et mémoires que comporte le module
d'identification alors associé a ce terminal. Les données
de mise a jour, regues dans une mémoire du terminal,
sont enregistrées, pour mise en exploitation, en mémoi-
re permanente du terminal et/ou du module d'identifica-
tion alors associé a ce terminal, lorsque les vérifications
effectuées sont satisfaisantes.

[0042] Dansune forme de réalisation égalementillus-
trée sur la figure 2, un message court d'accusé de bonne
réception de mise a jour est transmis par le terminal vers
le centre serveur 10, suite a la réussite de la vérification
effectuée par ce terminal. Ce message, de type MO,
comporte ici des données correspondant au numéro
d'appel propre a ce terminal et la nouvelle définition de
configuration SYNTHER qui vient d'étre regue du centre
serveur par le terminal.

[0043] Si l'une des étapes de transmission prévues
dans le procédé de mise a jour selon l'invention n'est
pas réalisée de maniére satisfaisante et risque de con-
duire a une erreur soit au niveau du terminal, du module
d'identification associé a ce terminal ou au niveau du
centre serveur et/ou de la plate-forme de programma-
tion concernée, les modifications envisagées ne sont
pas effectuées et les données correspondant a la situa-
tion précédant la tentative de mise a jour sont conser-
vées jusqu'a réussite d'une nouvelle tentative de mise
ajour.

[0044] |l est prévu que la réalisation effective d'une
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opération de mise a jour pour un terminal déterminé soit
signalée a l'utilisateur par affichage d'une information
appropriée sur I'écran du terminal, si besoin est.
[0045] L'exploitation du procédé de mise a jour au
profit de terminaux radiotéléphoniques d'un réseau
n'implique généralement qu'une programmation addi-
tionnelle au niveau des moyens logiciels respective-
ment prévus dans ces terminaux, pour assurer |'exploi-
tation de la procédure de transmission par messages
courts au cours des différentes étapes de déroulement
du procédé. De ce fait la structure matérielle d'un termi-
nal 2 n'est pas développée ici dans la mesure ou elle
est susceptible d'étre tout a fait classique et donc bien
connue de 'homme de métier.

[0046] i est notamment prévu au moins un agent au
niveau du terminal pour repérer le code caractéristique
d'un en-téle de mise & jour au niveau d'un message
court et pour piloter les opérations réalisées par le ter-
minal pour permettre le déroulement des étapes du pro-
cédé de mise a jour.

Revendications

1. Procédé pour la mise a jour du logiciel d'un terminal
radiotéléphonique (2), notamment de type GSM,
par l'intermédiaire d'une station de base (5), radio-
téléphonique, auprés de laquelle ledit terminal est

' radiotéléphoniquementlocalisé, et a partir des don-
nées fournies par une plate-forme de programma-
tion (11) intervenant au niveau d'un centre serveur
(10) auquel! la station de base est reliée dans le ca-
dre d'un réseau de télecommunications, les don-
nées de mise a jour du terminal étant transférées
par un échange de messages courts, de type SMS
ou équivalent, a l'initiative de la plate-forme de pro-
grammation et en coopération avec le centre ser-
veur, ce procédé étant caractérisé en ce que ledit
échange de messages courts comporte des mes-
sages préalables pour l'authentification réciproque
dudit terminal cible et de ladite plate-forme de pro-
grammation.

2. Procédeé selon la revendication 1, dans lequel ledit
échange de messages courts comporte les opéra-
tions suivantes :

- envoid'unmessage court d'éveil d'agent, de ty-
pe MT, a destination du terminal, ce message
comportant un en-téte caractéristique de mise
a jour et des données pour le rappel radiotélé-
phonique de la plate-forme par le terminal;

- envoi d'un accusé de réception par message
court, de type MO, a destination de la plate-for-
me par le terminal, suite a la réception d'un
message d'éveil, cet accusé de réception con-
tenant préférablement le numéro d'appel radio-
téléphonique du terminal et une définition syn-
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thétique (SYNTHER) de la présente configura-
tion matérielle et/ou logicielle du terminal;

- envoi d'un ou de plusieurs messages succes-
sifs, de type MT, au terminal pour la transmis-
sion de l'information de mise a jour, cet envoi 5
contenant notamment les données de mise a
jour, précédées par I'en-téte de mise a jour et
par la nouvelle définition synthétique de confi-
guration résultant de la mise a jour.

3. Procédé, selon la revendication 2, dans lequel I'en-
voi de données effectué par la plate-forme au ter-
minal pour une mise a jour contient aussi la défini-
tion synthétique de configuration regue du terminal.

4. Procédé, selon f'une des revendications 1 & 3, dans
lequel il est prévu un envoi par le terminal d'un mes-
sage d'accusé de réception de mise a jour, de type
MO, suite a la mise a jour, ce message comportant
préférablement le numéro d'appel radiotéléphoni- 20
que du terminal accompagné de la nouvelle défini-
tion synthétique de configuration regue dans le ca-
dre de la mise a jour.

5. Terminal radiotéléphonique, de type GSM ou équi- 25
valent, caractérisé en ce qu'il comporte des moyens
logiciels pour la mise en oeuvre du procédé selon
l'une des revendications précédentes 1 a 4.
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BIEE A E VRIREBHES WD 2 —FRIREEN, EL%(E



T HREBERDOESAZ GRS & D IBREICRE
ERZEo vy /a—-VRIRTELE, BERET IHIES
BRACEHEHIBRYT S L 5 ICBRMICRETERY 4V
Nay 7 a—FRIRIEE - 2 85,

o —FEIR 0 75 658, ZE LEHREBICRE
LT, ZHEBLUBHA Y0 v s a—FTRIRIEBLEE
THILICENTWAE, VAT L,

[#kE1 8] EHRE1 2EROVAFTLTHL T,
BIEE~wAF—ay bo—a=y bR,

FEEERE T BRBB RO 2RAET 52 —FHRIR
H8 %2 BROICAHT D 2 FHETRANER L.
a—FHIEFEANEE» D AN Eh D2 —F RIS
ZRZEL, Ba—VREREBLACEPRRIETAES
BREBRA~NEETIAvE—VRVEZ—E, 28T,
S AT by,

[#:RE19) FRE1ISEHBOVATALATHST,
B —FHEFTRANKEN, T4 A2ATLA, AE
YV, ara—FOBERHETI -V ASLEE. B
SPa2—FERREBEBR 27 5%FT5arEa—%
eI, VAT A,

[FRE20] VAV LRABEEVATAEATIH
BRO AT Y AITEHE N a—FRIRIEE % BEHIC
EEFTAHETH-T,

(a) a—VRIFFEL FLEPERERIES L2 SET
BARAT v,

(b) ZELA-ZPEERIESANO2—FRRFHRIC
HoTAEYAD—FRIEBEBBICEET DA
TyvTE, ERAULFE,

[#:RE21)] HRE20RBMOFETH- T, WL
AEYRICBHEN 2 —FRIRE@S, SNV—TEE
HEREB I CEREEEREHEESR, AT v
(b) 28, ZELa—FERERHELT, IA—
FTEEEEHBRPB LU/ b LERBEESSE®REE
B EETHRAT v 2 g8, Fik

[F#RE22] #HRE2 1THROFETH- T, HIE
AEY OBREREEN, S N—TEFESHELHBMW
THEDIZBOYTHN, AT v7 (b)) 2, gLl
—HFEHESICNE LT, BIEA ) OBRI W CEE
BB ERETAAT vy 728, Fik
[F-RE23] HWRE2O0BHWOKFETH- T, HIE
AEVACBRMHEN 2 —FERIEENS. FERETS
AMEBBROERAZHIRT 5 & O ICBIRAICERETRER
Zguysa—FRRERE . FERETIEERE
DEAZHIRT 2 & 5 ICBRNCRENERS A PAD
v a—FRREB/EEEHR, 2T o7 (b) », 2fE
Lea—FRESISEL TR En y /8L UBY M F
noy sa-YRERBEEABNICEET AT v 7%
g0, Fik

[FRE2 4] MEXZETIBHAOENZERN
I+ 5 HETH-> T, WERBBE R —FERER
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EBRMTDEIAEVEERL,

v AZ—arvhio—pia=y MIWT, BEESET
HBRBBBOEN L AET HER2—FRREHE S
LEPERERETERXETEIRAT v S,
FIRBRBBRICEV T, BR-FRRFEREELE
BENLEPEREBESERETHIAT v 7L,
ZAE L= i sUE SN OBR 2 — FRIUFHRICT
2T, BIRAEVAO2—FRIRIER 2 EBICEET
BART 9T E. BELFE,

[READEA2 ]

fooo1]

(RADBRT A EWHF] ERARBBBEEROTS o/
I I mt b, FICEE—VHERICE 2BBE
DFaTI I LTV A,

[0002]

($EkDEH] BBROFa 2T I Zn/keh L<Hm
LhTW3, BEIR (&, A T7—EEE) 2H
AL, a—FR—RNICBERE AT n/3S
¥ (Cellular One, U. S. Cellul
ar, % ~FLAALTENREHIES, 2N
BaE®Rt s L. —R7uf Fiia—FOHEEHE
ENAM (BEBHYUTEYa—V) HRIZLD 0 rT
LALT, =R S FIZLVBHFINDI VAT A
NTHEBT AL DICEEREMRT 5, BIEhd &,
B2 S L RFEINSMEEN L
FEMLEOBE . HHVRBEIZMA L TW ks i
BMAHELEWVES, 2a—FHREBBRZ—E RS
/34 F~FEHAA THIE SN E 850D EBICH
ML EZLHBRLARITIhIZRG 2R,
[0003]) /., —MIC. BEIRBIKIIR—Da ta
(77— F—4%) bT A= MEBEN LTEPE
# (over the air) CEYNAMFEREZS
By BEHRD D, —BHUIINAMBERIZIEZEEE 2L
NAREHEENR, EX 2 YT A EOMOBANGEPRE
WL VBBR~RECEIORRE -HFHRET TH
5, EHEHIC LS NAMBBOGEL L-WIEKE
B, XONBENAMBHROBED Y A 7IEHFET 5,
AELAEL i, NAMESIRRER LW TIS—1
36 VAT LAEOTOPTERMT LA —BREVRAT
LAEBBEAREDOLICALFTI LTI/ EATED
— Az T 5,

[0004] #lxX, RU¥—oBEE (BXX &
N —EER) AT —FHHBEIO - DITEFER
PH—vrRFasXf% (Cellular One,
U. S. Cellular, %) ~mBEANKHELAET
ICHSOBEEBR BB GV ENHD, —ERTS
QS DY —E RV 3 v IR2—FNEHBICET
FrY, 2a—VILHFERL B LAATHRBSEDLOD
ARV EDS B, 2a—FIIEALLENLT—BE
BUAOBEBICL VBB - AT afFLary



JRLT, Z2VvPy b A—FEERHXTH—ERA T
RA F BRGNS A B XS T
ERTE R, BENIIBANICY—-ERAT 0L IHED
VAFARTA E5 2 b HEEREMRTSINAM
FREZEPEBICLY Y- FT32E006R5,
Fhizk o, a—FREMBICY AT 0 ¥0
=P A gy F~PEOICREESTEINOGRN
3, ¥yra— RERENAMBEROWVW L 52 ERIC
FETRZENTED, LOLAMNG, BIELZL S
2, ETONAMBEBZZEPERIZIVZEETDH LR
TERZ,

{0005) HETHE ) ~DICSHMNERBICEALT—
BEFEBOL > LBBHRLEIRE. SHIIEXBENBD
RBEFDOR—LVATFANLRLHET, $bb, v—
I LTVARICREANRBED LS RENT 0%
BiRW\WIEAHD, HBHVIK, EEANETOF—LY
AF ADOBHRBLFLHL TV AR, EEEMNRE
SEELIRBEDL LKEZELRNI L 2B I LN
3, BE, ZOFO2—VFHERERIEA == —BBISh
379, SHBRERICAS L TBBRETOY—E X
va y FHEBICELAA TERR SR ITELS
2V, FRREHBLICERBOREROAEHICLE T
HEERETH D,

[0006] RALAESEIRENHEA., TbL, F
HEOT-DIBHREWBATIEBUC b OET L, B
NIERFIIWTO00#FEH L, REEREFHL., $217
HZLELVARHORAZEERT 2 FHOF™BIE. =
NODEEEFRVRAERGEIT BT —E AT a1 T
LS AR ST S ULhFEREy, BRIZES
THRDERBER~OT 7 EARRVEEFRIZEBN
THBBHRIIEFRRIISD, AEITEFIEL HHRE
ETBILICIIEREL, BYOTHENITHIEFEOE
EFHAVIAZBRITH LRI EMNDH B,

{06007]
[FBARERLL S &+ HBE] RREIIATE LB
ML OUEEFTRRT S Z Lt TN 3,
[o008])
[BEEZBET D HOFE] EHEMIL VBEES
PEZETHIBHRARER I L, BRI —TER
(preference) HREBWHTIAEY, 22—
FHERESZ SUEPERERESEZMETHILOICE
NEZER. BLUZEEPERERESAO— TR
BRI - TAT Y NOL—FRIREREEETS &
S ENEBBRAND—FRIR T2 7T LEEATH
%o

[0009] —HRicBWT, ZfEWIR—datab
FUAR— bRy b= 2N L TENGERIERIES %
ZETHLIIZENTVS,

[0010]) &5 120FRICBNT, ATV NICEH
Eh3z2—VPERFBRR NV —7EEESHRB L UE
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WHESSHRYSH, 2 —FRRI v 775 ARE=
—FHEEBICEE LT/ V- THEERRREEEL
POEMBEEEHREEETAIL ICEh TS,
[0011] BIOEXTH., ATIVRNIBEMEINE I
—7EEEEHRI N —TERETBICE N T
HEEZSIIEETATATVr=a— A ) v 7 BRITF2E
ATINB,

[0012] &5 120X THR, FV—TEFERN
BRXELEEIN—TEEEFTIIHT 2 —bZXE X
—TATF BRIV —ABEAX—TNVT T TEE
X, O—AZEARX—TNT TV IERETEIN—TE
FEENLDOBERICKIT BEOZE FBIRAICA X —
INSF a4 RAm—=T VL, B—ABEAR—TINT ST
SBT3 VNV — T BEEF~OBHR/IZHBIT 5O
B BRCA R—TN/F 4 A—TNT B,

(001 3] BIOER TR, AT VARKBHINDIEN
EEESHRIEREEE R R LUV EBEFEES Y
BTA7N0T77=a—2) v/ BFEEATHD,
[0014] L5 120BATR, 2—VRRTvs7
ARFRE2—FEREBCSE LTV —TERES L
AEVICBMB LUHIBRT 5L 2 shTnd,
[0015] &6ILLH 1 SOEKXTH, FHREZH
FEOAEYRIN-TEFESHBREBRMNT DI
B YUTHh, 2—FRRI0 /7 537NV TBEE
BEZEMLAEZREL-FRAEFCGELTRVETS

NABESNEBOAEY EHATHLICEATY

%o

[0016] 26icH D 1 DOHBATH. AFYHRICKE
MEND 2 —FRIRERIZ. FEEZETIBHROMRE
HEHBRTH L) KBRHICRETRLZZEny 72—
FRREPR L, FERIETIBHROENEZHRT S X
SIBRBICBRETRER YA ooy 7 2 —FRRIEH
LEaH, a—PERT Y5 AL RE2-FERRE
BICIGE LT, BEEn v/ BEUBFAI Yo oy o=
BREGEEETAHL O EATVS,

[0017]) £/, BRIBDEFII L/ b L IXERF
S ZBROHET 2 AT LB SN, FRITR
RBBRORBFEB LT b L REEEHNERET 22
Fo—FRABFHREZESOCEPEREBRESEXETI L
SICBIRIIC B iR R v A ¥ —ay bn—la=y }
FEATND, vAF—arybp—ra=y b bHER
DBBRIZEO2—FERFHREBMTEAETY, <A
g—avirp—pazy " hLOEPGRIFRES LR
ET2L5IC&NTZER, BLTvAS—a bu—
naz=y b bOERERBRIESNICEESNIER
a—FEARERIZHE-> TAE Y NO2—~FRIREBEE
FT 3L dhica—FRIRu /7 A% 8ATH
Do

[0018) — AT, vRAF—arybu—jla=y
MIZEPERERESE4R—data PV AR— X



v bI—2 N LTEHEET S,

[0019]) &9 1HoOFXTIE., 2—FRRFRITS
N—TEEBEHES L ENEEESHEREER, =
—FRIR7o 77 ARZERRESIIRELTAEIA
DIN—FBEEERRB I CEREFEESHHLER
FHEHILIhATVS,

[0020] &6ty 9 1 2OER TR, SNV —TEE
BEEHBIIEOIRE N —TEFEB N TI0—- 4%
BAR—TNITZITBEITRO—LBEAR—TNT ST
BEH, u— AEREBEAFI—TNT T SIFEHTE I N—
TREEEEHOCOBBRICEIT ZRFEOZE L BIRMIZA
X—IN/TF 4 A= N, a—ILBELX—TNT
7 78T 3 SN — T EERE S ~OBBRIZKIT 5
DEEELBROICA X—TN /T4 A —TNT B,
[0021]) &E6IZHH 1 2OERTIE. AEVRITK
MEN 32— FERFBIIBBRBOFFEZER L HIR
THEHIBROICRETRALRE D v 7 2—FRRE
@, BLUBBHRONERERENELHIRT S L S IGBERY
ICREARER YA Yo v 7 2a—FRRIEBEER, =
—FRR70 7F sid, ZEFRESCHELT, %E
BI®FAvrny s a—PRERIEFBEEETDILSIC
EhTn3,

[0022] b5 1HOWATIX, vA¥—a bn—
Nazy MIERBBRORBELS LT/ b LL XX FE
HERET 52— FERIEBEBROCAST 228
STHIBA SR, BT —FaHEALEB»DASN
2—FRFFHREZEL, 2—TFERERL S0, &P
GEHRNHER 2 BRBBR~RETIA v E—TR S
—&EBATWV3E,

[0023])] &6IZH 5 1 2OERTI, 22—V aHE
ADEBIITFT A ATLA, AFVEBLIRILEa—2D
BEZ BT 22— FANER, BLUParEa—FA
THET 52— FRIREBR T /5 56T5aEa
— 2 EEALTND,

[0024] BERHDL 5 1 2DT A7 MZBWT,
2—-FRIRFREBHTIAETY 2L UM Y LVRBE
YRATFLATERTABERIC. (a) 2—FRRERY
SUEPEREREBERETHIAT 7L, (b)) %
FEDERIERESROL—FRRERICHE->TAEY
NO2—FRRBEZ2EPNCEETEIAT v S L2 S
te, AEVARIBMESH 2 —VFRREEE ABMICE
B4 s HEsNRHtEND,

[0025]) —ERTIR, AFYNIBRINDE2—Y
BRERIIIN—TEEE SRR L CEREERE SN
BEEH, AT v 7 (b) BEE2—FHBEBSIEE
LTI/N—7BHEESHRBLV/ b L IEMEER
S ABMNCEETIRAT vy TEEATNS,
[0026] b5 1200HRTIE, AEVRIEHENL
BIN—TEEREHBIIN—TEEER, &NV —
TREESICHTIu—LREBAR—TNTFTTEE

Page 845 of 858

K, O—AZEALX—TNT T IIIEETIIIN—TE
EEEIOOBBHRICE T 2ROZE 2 BROIZA X —
IN/F 4 AZ—=TNL, SHIEZEIN—TEBEEZIZ
T BO—LBEARX—TNT ST eEH. v—LERE
AFR=TNT T 78T BN —TBEES~OBD
BICBITAROREBEBROIA X—TNV/T 4 Ax—
% R

[0027] &5 1 >OBKTIX, EBREEESHRIT
EREEESEEATVD,

[0028) &bIkb H 1 DOERTIR, FN—TEE
ESHAZBMTILOOBERD AT Y BFVHETHL
he A7 v 7 (b) REF[2—FHBESIIEELTR
EREDOAE) ZHBNICEETHAT vy 7TEEATY
B

[0029] &HiITYH D 1DDERTIX, AE)ALKE
MEN D 2 —FRREBIIBERDOBEFEZERES % H)IR
TAHEHIGBIROICREARRZME T v 72— PRI
B, BLUBBRAOEREENZHRT S L 5 ICBRE
IKREARR YA Y0y 7 2a—FRAFHEEHR, X
Fv7 (b) i, ZE2—FERESISELT, RE
oy Z7BLOZA¥Yrny s a—FREEEY BBIMNC
BETHRAT v TEEATNS,

{00 30] BBROBIEE L URIFES & BRIRENIH
B3 5B LRHENS, ZOFERBREBFOREF
BLG/ b L IZNENERET BN —FERE
HEELEPEIRFRESE~RAY—a bo— oz
v MTBWTEETAERAT v 7E, BRa—-FRIRER
PEURELHCRERES L ERBPR/ICENTRE
THAT v 7 e, RELPERFRIEENOBR—F
ﬁﬁﬁﬁr%orf%)W@z-vﬁﬂmw%a&mu
EETHERT v 7L, %BATVD,
100311@ﬁﬁ@&%éhtﬁﬁ%@%%ﬁ#b_
LBAFBHOBWTH B,

[003 2] BiIEENEOBBR/OMAICLDEMALR
RAORFIETERXH5KRTAZLLERBANCEN TS
%,

[003 3] FREENEOBBHRZREN>EHICHER
WERTEB3X5RTHIENEREBRADOL D 1 >ORMT
b5,

[0034) BRASNHATHIBHREOREAICLDTL
MEFFENESICHRTCED L LT D LAKRENH
DEHLIZHL D 1 DOBMTH D,

[0035] RAEVFAETIBRDRICKHETSaX b
EENBIIMZADZENABANDEIHIZL D 12D HM
THh b,

[0036])

[REBOERBEOHE] ”1izoWT, ERAZXFFTE
ABPEVATF AE—BEIZ1 0ITRT, BEIAL1 2, 1
4, 16RBHXTH|ED MSC) 18%ALTEWVKE
sz edcEs, FEL BBEH12, 14, 16



EMSC18LEDMICERY 7 2L THEBR/BL
VEHRH2Y Fo—F 3@ 1 »64rhTW3, BEHRE
12, 14, 16RARTHEFYE (PSTN) 22%
HALTELERB20LEETI L TED,
[0037) ZA—7BEHLY— (GCS) 24HM
SC18LEBK{ENTVS, GCS 2 4 HAEMILSH
HHLYY vy VTHYBIEVAT AL ORNDELDOMS
Cl8HIEHEY V—AETHENTESD,
(0038) GCS24ILVBHE. BLEREE

B, SO IEnRBRARTIV-TEERFHLE

fTHENTED, ZNV—7EFERE LIIAEMIC LR
EHLIADMAZFEHOESBHFIHL TH D, I A—TI
B LERE. BER, BIU/ b LRSS YAAEE
R10OKIEEZ2A LA T —BBLUF/ LLLHEPST
NERLTT 7 AWERERD YA 7OHEEEBL S
PENTED, GCS24BBI/INV—TREESRE
CRE SN —TAOLBREOEMNOEBEES Y A b
B I N—TBETF—FR—A (@FEP) gHFELTWH
B,

[0039) HEI/N—THBHEL2, 14, 16,
BELEERE2 0BLUCRIERN2 62 FOBEEL LTS
LLOETS, BIE/2 6 3EMR BRET) 2L
TMSC1 8 LEBENZERHF/., LLIEPSTN
(B7ET) 2L TMS C1 8 &LE S/ be LER
ReTrZLNTES, BRIERL 6NIN—TEFEES
BHAXNTHZEICLD IN—TERUHTE, I
—7BEESMMSC18~%bNh3, GCS 24iIM
SC18MbIN—TEBREBEE2XELTENT—4~
—ARD TN —TDIFXELBFERHIL, MSC1
BEMLTEIN—TEBRE~NL ODEELBET D, K
I, MSC1 8ig&iiKk=2=—v b (terminal
unit) ., T4Rbb BERH12, 14, 16B8IV
FRLEIRE 2 0~B4 DOFFH LEX D, FliK==> b
~DIEH LR EhD L, GCS 24 3FFFHLY
Uy P~DEFBRESLCLIZRS,

[0040] B2 IEABBIZLZ2BER%E 2 8157,
BBMRB2 8Ty T 344 LTHEEES3 2 2%%
BT3Lr50v—R30, 2—ViCX2FHLEMKT
BEAL =T —5 36, PORRLEE TCEINERE
TARRE 0 /5538, BESa 553 8INEL
THREORENEIESND Z L2 —FIZHbE DL
AT —540, BHB28ICLY YOREELZET
EANEREETEIZERIaST5642, ERTaST A
421 B LTRBR2 8 XHIEREEZITIARLND
Y5437 787744, BIUTI2E€7Y 44108
BELTERR2AETAL L 2a—FILAMLEIEA D)
—F 4 6FEATVS, RIRLEZEROMEN T ok
vH4 BIZLVEIHENS,

[0041) 7=, BEIR28RZTIE2EAT VA LA
RICHATERL 5T D Py 2 b—2 (PTT) K
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F50b80TEMNTED, FlXE, PTTHRZ 5
0T+ 2 LEENTOh, BBFH28D~v /7
* v (BRET) oFXR#EHLITAY— (KR
T) OFRB\HOLIh, 2~ FRIEFHFEEEEDENT
2, PTTREZUVS50%BETHE, ~f oz
DERFO LR TAEC—HOEINMD O —F &R
EHEESL2MC ZEMTE B,

[0042]) BBHR2 81XV FukyH48iITLD
HEEND ATV 52HFATVS, AEY 521 ka2—
PHEBEEEBLCERIBEETITAV Ty =a— A
P ET (FA7r87) WA &%) 27ar7
ATBIENTEAEEERE LTRAShIEE) 7
Thd, FELLIX. A2V 521380/ 280D 37—
To7RBIBRAT—FY CRABHBREAETY TH
Do

[0043) ®3icA®Y 520D EE =T, #FV5
2R AEVNERNESEEMRTIELIOYT 54 %
EATND, B2 YT 56 REEESLHERT D,
H3FRT Iz, 1025 A UME, Thbb,
IN—TAE)VTYT S 8NIN—TBEERICHY
ToHNTRY, BYOA®YHME (26~130) »HH

 ROBBEESICHAShS A, ARBIMOFE THK

EHEATHIILLTED, B30TV 7 6 01 XBEER
BWREETATAZ 7 2 T EBNT D, TAT7 75 71X
BEDEFZEELASHIRMIT B D —BOIc2—Y
WEOREENDTAV T 7 =a—RA Y v 7 XFEDOREES
ThHd, BA4DTY)T6 2R{FIN—TBEBEICHT
Bu—LREAFX—T N7 55 (ROEF) &t

%, ROEF{IZ2o0RE “0” 8L “1” 2T 5
2Ly bETHILENTESD, ROEFBRE “17
Thhd, v —ABERS F—TVENBHFH2 813
— IV LRRBEORED I N—TBEER~DI IV
—7FRHLETO>Z LN TED, ROEFHRIE “0”
THNI, BER28u—I T LB LXORED
IN—TEBEEBR~DIN—THHLEITH> LB TE

RN,

[0044) AEV S 2HNDBESDVT 6 4i3&F TNV
—7BEBBEHMT A —LREARX-TLTFS (R
REF) #¥%#75, RREFL2-ODRME “0” B&
1" 8FT328y b &dBZLEAhTESD, RR
EFMRIE “1” ThHhE, v—LZE{ERA R-TLE
NBBHE28R3u—~I VI LARGEOREDI NV—T
BEFI»LON—TFEHLEZTANRD I ENTE
%, RREFMRIE “0” Thhid, o—ALBENT 1
AE—TNENBHR28 R —I T L2R6ET0OR
EOIN—TBEBEENLDINV—THEHLERETS
ZENRTERY, bbHA, ROEFBIURREF®
AX—TNVBLUT 4 A== VRIBIZC T Z 28
TE 5,

[0045] AEVS5 2 F (¥l 6 6 BLUR



fBoy /76 8bBMTHLNTES, ¥1YL66E
TUZE68ny /RBRR2 SOERAE I LICHET
HIDIIBREOICBET D ENTE S,

[0046) 1 ¥y 6 6HMEEZRBE. LR
FAXNT U b, THBHRH2 8O®RNEHRTS, B
BMRAZ8DILYLuy 26 6ickARELHIRTS
OIS EXERBRELBBIEZ 2 ENMTE, HMIX
LRV, TRIRETREOLONEEND,

(a) 2TEHUTSE (PARBETHLYA YNV TE
3) . (b) Z2TEHMRTD (WHIRBZBESHLAY
NMNTERY) . (¢) ™WHR+800# (LEMNoT,

o—IVIHEHLEHRTS) . (d) AEVODH,
(e) TWAR+800#+ATYDHR, (f) EERE
HLZHRT S, (g) 900#FFHLAHIRTS.
(h) ARLv—ZFHLEHIRTS, (i) Ir—

70#% (ROEF=107A—72)x Y758 [E
3O 1—25) o ULMEEBETEALV)
[0047) ZEuy 6 8IXHMEZETHIBER?2
SOREAEHET S, BEIF2 8 NBROIZHDIFELH,
ZETERVEIRTEHEDERERY 7 6 8R2BNT
SESERBRPEBHIE D Z LN TE, HMITLRND
N, TNERTROLONRFEND,

(a) £TEHVTS

(b) 2TE2HIETS, (c) AFVOH (R—V
YAV RNOREEERR I DANTAIDOAEY
IBICEHINEBEES L -T2 LATITARD
nuy) o (d)  IT—T0H (R T A ytr—
CHOBEERRR I DARREF=1%2/1570—7
WHEBEF L —BTAHFRLMZTT ARG |
[0048)] BEEER | DIFRITENT —HEH#—
P L < kb EEREFER - —FIIR L THRELRIEL
TRIFEERIDT ¥ v F AL NEBEATENE 5> H
BT AERNOKETHD, EXNAT bR 2 —Fi
REEDEHEES. bLLRBEOINV—TRITFEHL
DBERIN—TBEEE, 28HFFEOR-T Ayt
—CADED b —F~EONIRPEERRID T
L=V RENLTEREBEEDTAT VT AT 1 —%5
%,

[0049) ROEFXLURRE FiIBBE2 8 M
— IV TRETHAFLMEA LW I BB TH
AH, u—IVIREEMICBER2 8NEDF— ALY
AT LDRNBICHDZ L EE®RT D, o— I VOBS
X 4 (27T,

[0050] M4RBN&DUAVYLAEREAT A, T
bbb, EAMF—VRFAHTO0, 72, 74, 7T6%7F
T, HEYATFALTO, 72, 74, T6RRRHBEAY
TYTEY—EAL, LENR-T, B3B8 R%
BATWD, BEIRBKHEDEE Y AT LOHBER
RICH BB, FOBEDER VAT LEFEALTED
FREERET 2.
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[0051) POLHicu—I IRELEMETRTR
DIz, BBR2 8RRFOF—LVATFLELTYARAT A
708615, THhbb, BBIR2 80ax—HiEEY
AFLTOERBILTVWD LD ET D, BEAFR2 81V
AT AT O0DHBHSIROAILBEIT HFE, n—3
YHLTWDERREND, ThbhL, BER2 813
BA~BMTAEVAT AT 2ZNEZO—I VT LTE
D, MBEB~ABBTALVATATAREY—IVTL
TRy, R, NEC~BBHTHLIVAT AT 6%
a—I LTV,

[0052] HI2ICE- T, BBE2 8iAINAM (FEH
B TEY a—/) HHEBRRTHLDONAMEET
V77 8%&EATNS, NAMIERIISRE, +2bb8
BE, 2Xy U= FRbbV AT ANTHERNT D X
HICHERT D, NAMWRIIBENR 2 8 a—HFo ¥
=72 A REMLTEDL D IERIT IR L7
(AN

[0053] BEE2 8ICIINAMBBRABET5E#
NGz AL EZBIENTEDPR—DatabF A
HB—bRxy b= %A LTNAMBRZZPERICK
DZETIRNIND D, ERPERILIEBEEESHDINA
MEBA vy E—VIREREZ0AA (EREMAE) £ v
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