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[57] ABSTRACT

Communication of information including data between a
remote computer and a vehicle is managed and facilitated
using an apparatus compatible with standardized network
communication links. In one embodiment, the standardized
network communication links include the Internet and a
controller area network used in vehicles. The apparatus
preferably includes a controller contained in the vehicle. The
controller is comprised of a number of hardware and soft-
ware elements including a processor. A TCP/IP stack is part
of the controller for providing the necessary control in
checking for communicating information, such as requests
and data, over the Internet. A web server communicates with
the TCP/IP stack for servicing information related requests
in http format including obtaining or sending information in
operative communication with the TCP/IP stack. A CGI-bin
(common gateway interface-binary) communicates with the
web server and acts as a link to executable software stored
in program memory that is responsive to user requests. A
data memory is also available for storing data in html that is
accessible by the web server. A real time operating system
(RTOS) is involved in task and memory management as part
of the responding to requests for information. The controller
is able to receive requests using a wireless device when it is
in the vehicle and through a communications port when the
wireless device is not in the vehicle. In another embodiment,
each of the plurality of vehicle devices has an Internet
address or designation associated with it.

21 Claims, 4 Drawing Sheets

10a 60 g4 78 80 82 84
A ) 68 - - 4 [
COMPUTER REMOTE VEHICLE
) M ey s ) B g Bl B -
E P INTERFACE
BROWSER | N MODEM MODEM
72—
124
30 poMcia | ~ 148 —50a
i e UNIT / T VEHICLE
CONTROLLER/NETWORK PROTOCOL CONVERTER T DEVICE 1
114 94 ;
M p— N v ' CAN | CAN INTERFAGE
BUS 3
r;‘né)son;\(m MEMORY 122 | CONTROLLER [ 50p
‘ PROCESSOR [~ | _fomy iy A VEHICLE
210 # * 'Y verwork | 128 DEVICE 2
) 108 »| CONTROL st | coy NTERFACE
CalBN TCPIP DEVICE UNIT
(smek DRIVERS I
%8 l 102L 128 : W
[ wesserver L —144 M VEHICLE
{hitp} - e—sn- DIRECT DEVICEn
COMMUNICATIONS CAN INTERFACE
PORT
L 4

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

5,732,074

Sheet 1 of 4

Mar. 24, 1998

U.S. Patent

uos q 4 _.lvmv q . 124 J
U 301A30 FTOIHIA P
: : et 1NN
_|snd i 70HINOD
G085 y B I TVOTE T
2 30IA30 F1DIHIA a3ZI04VANYLS UNOILYLS
B0S ~ ¥ . F10IHIA 310W3Y
o¥
| 301A30 ITDIHIA woL ;"
el 1HOd .
D -+—  SNOILYOINNIWIWOD W3CAOW
v 1034ia 10001084 : | ZNOILYLS
4. <1 H434SNYHL AHOMLAN 310N3H
| Y 3 | INITHIY (3ZI4YANVLS L 7
3. J > | J10N3Y m;o_)_mm qol
L v N H | NOLLYLS
N'{ E3TIOHINGO | | 2| waaow MW 9y —" EIGTED
T T |3 | emowa J
| y 20|
W)y o 5 | nuw | soinaa
—| HILH3IANOD | | F10HIA [SSITIHIM
gz | 1000104d > . @_
HHOMLIN 2 o02- g | B4

Find authenticated court documents without watermarks at docketalarm.com.

R M

A

OCKET

D
A



https://www.docketalarm.com/

5,732,074

Sheet 2 of 4

Mar. 24, 1998

U.S. Patent

1H0d e Eee e LE e E LR e r e _
| ORI SNOLLYOINAHOO : T |
TERTEN 1030 —> E#mm_ gam |
J10HIA . vyl — 201 - i
uog — M 82l 86
m SHIAILA MOVLS . M
LINN m 39 didoL L NIg-92 m
JOV4HILNI NV |  JOHINOD  fe——— \ :
......................... i 901 » 0 m
230130 ggt| Moy )y 06 Okt M
J10H3A W m (lwyy) | HOSSIO0Hd ;
— BATIOHNOD | 221 i | juonan |a ] 053008 | ronan |
Qom _ 5Snd K m viva 7 SOLY WvH90Hd m
| JOVAHEININVD | NvO ” V6 pp
1 30IA30 m H3LHIANOD T0D0LOHd HHOMLINHITIOHLNOD w
J10IH3A LINN stk Shih bbb bbbt _
- ¢l

WO NIQOW eL ™ m,_ HISMOHE
0V4HAINI | NHOMIIN |  3NOHd Sy ] HOMEN [T T S fe

3INOHd ada) BT [ Pisihales ™ aqdao o e

J0IHIA 310W3H & H3LNWO)

L K \\ . @ «\ 89 (| N .

8 28 08 S DI 9L ¥ 9o T \eQL

Find authenticated court documents without watermarks at docketalarm.com.


https://www.docketalarm.com/

5,732,074

Sheet 3 of 4

Mar. 24, 1998

U.S. Patent

06 ~
| H0SS300Hd |,
S0 14
6" !
sng AHOW3W | Nig | 1S3nO3d
PP z%,_ xs YHDOHd | 199 | TYNINESL (dny)
s301A3a [ 1531938 | 1541 Noo (juy) oINS AN
JT0IHIA NVO [ yrvg L AYONIW viva _
— > i, oz A IOWLS 0L
9€Z 207 822 [
o1z | HINFOSNVAL
HYINTI3D
|
\ MHOMLAN
cle adao
|
$S300V
e
80c LANHALN]
_
[ NowvziiLn ¥3smoud
. | 02 _
‘B TVNINE3L 3LON3Y
& b NOUREON! | 011 3o
00z —

JOVSSIN
TYNINHSL

Find authenticated court documents without watermarks at docketalarm.com.

T
R M

DOCKE
AL A



https://www.docketalarm.com/

U.S. Patent = Mar. 24, 1998 Sheet 4 of 4 5,732,074

Fig. 4
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