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CONTROL APPARATUS AND M ETHOD FOR 
VEHICLES AND/OR FOR PREMISES 

RELATED APPLICATIONS 

This is a continuation application of U.S. patent applica
tion Ser. No. 08/683,828, filed Jull8, 1996, now U.S. Pat. 
No. 5,917,405, which is a continuation-in-part application of 
U.S. patent application Ser. No. 08/587,628, tiled Jan. 17, 
1996, abandoned, which is a continuation application of 
U.S. patent application Ser. No. 08/489,238, filed Jun. 12, 
1995, now U.S. Pat. No. 5,513,244, which Ls a continuation 
appljcation of U.S. patent application Ser. No. 08/073,755, 
filed Jun. 8, 1993, abandoned, and which U.S. patent appli 
cation Ser. No. 08/683,828, filed Jul. 18, 1996, now U.S. Pat. 
No. 5,917,405, is also a continuation-in-part applica tion of 
U.S . patent application Ser. No. 08/622,749, filed Mar. 27, 
1996, abandoned. 

FIELD OF THE INVENTION 

The present invention pertains to a remote-controlled 
control, monitoring and/or security apparatus and method 
for vehicles, motor vehicles, marine vessels and vehicles, 
aircraft, recreational vehicles, residential premises and/or 
commercial prem ises and, in part icu lar, to a remote
controlled control, monitoring ancVor security apparatus and 
method for exercising and/or providing remote-controlled 
immediate, as well as deferred, control, moni toring, security, 
anti-theft and/or theft deterren t functions for vehicles, motor 
vehicles, marine vessels and vehicles, aircraft, recreational 
vehicles, resident ial premises and/or commercial premises. 

BACKGROUND OF THE INVENTION 

Anti-theft devices for vehicles and premises are known in 
the prior art for preventing and/or thwarting the theft of a 
vehicle and/or of a premises. Vehicle recovery devices or 
systems are also known for recovering a motor vehicle. 
These known anti-theft and/or vehicle recovery devices may 
be of the active or passive variety and are typically available 
in many forms (i.e. steering wheel locks, hood locks, igni
tion system cut-off dev.ices, alarms, vehicle homing devices 
with as.sociatcd receiving devices, etc.). In some cases, these 
devices may be of a very simple design, whlle in other cases, 
they may be of a more sophisticated design. However, as is 
well known, these known anti -tbefl and/or vehicle recovery 
devices or systems may be easily defeated by thieves, and 
especially, by professional thieves and/or have other disad
vantages associated with their use. Experience has shown 
that even the most sophisticated of anti-theft devices may be 
defeated by an experienced, and determined, th ief, and tha t 
vehicle recovery systems also have drawbacks a5SOciated 
witb their usc. 

In the case of some vehicle recovery devices, their use 
may be limited by the availabi lity, or lack thereof, o[ tbe 
corresponcling tracker or receiver device(s) in the particular 
local ity, or the lack of same by the law enforcement depart
ment in a particular area. 

In recent times, an even more disturbing criminal practice, 
involving the theft of motor vehicles, bas rendered most 
anti-theft devices virtually tLseless. This criminal practice, 
known as car-jacking, bas gained widespread al\ention. 
Car-jacking usually occurs when a thief or th ieves confront 
a motorist or motor vehicle operator, when the motor vehicle 
engjne is runni ng, or when the car thief obtains easy access 
to the motor vehicle ignition keys and to the motor vehicle, 
either by force or by the threat of force, thereby bypassing, 

2 
and rendering useless, any of the w idely known anti- theft 
and/or theft-deterrent devices, thereby gaining control and/ 
or possession of the motor vehicle. In these instances, the 
motorist or motor vehicle operator is well advised to sur-

5 render the motor vehicle. However, once surrendered, the 
motor vehicle is virtuaiJy lost to the car th ief. 

Anti-theft and/or theft-deterrent devices which attempt to 
defeat the ultimate vehicle theft, such as caused by car
jacking, by disabling the motor vehicle during the 

10 "getaway", sucb as by shutt ing off power to tbc motor 
vehicle engine, have major disadvantages and drawbacks in 
that they cou ld shut-off the vehicle engine at an inopportune 
instant in time, thereby causing a dangerous condition to 
exist wbicb could lead to an accident and resulting injuries 

15 to ind ividuals as well as damage to property. These accidents 
may arise when the motor vehicle power is suddenly shut-off 
while the vehicle is in motion, which cond ition could cause 
the vehicle to suddenly, or even gradually, lose power on a 
roadway or highway, while traveling a t a moderate or at a 

20 high rate of speed and/or when a power steering and/or a 
power braking system, which derives its power from tbe 
vehicle engine, suddenly loses power upon the Joss of tbe 
engine power. As noted above, accidents such as these may 
result in injuries to people, both inside and outside the 

25 vehicle, as well as property damage caused by, and to, the 
vehicle. 

The above described disadvantages and drawbacks of the 
prior art devices may also pose accident liabili ty concerns to 
those manufacturers and/or sellers of these devices, as well 

30 as to the owner or operator of tbe motor vehicle, as these 
entities and/or individuals may be held liable for the injuries 
and/or the damages sustained as a result of the above 
described accidents. 

Vehicle recovery systems are known which include a 
35 vehicle homing device, which is activated aod wbicb emits 

homing signals which are used to home in on, or to locate, 
the vehicle. These vehicle recovery systems usually require 
that the Jaw enforcement agency have corresponding hom
ing signal receivers and/or equipment aod that they be kep t 

40 in operating condi tion, in order to effectively home in on, or 
locate, the vehicle. Unless the local police or law enforce
ment au thori ties have such equipment, the homing signal 
recovery device serves li tt le purpose in recovering the 
vehicle in that locale. Other vehicle recovery systems 

45 require that a police report be made prior to an activation of 
the homing and/or recovery equipment, which practice 
could result in the loss of valuable time in the vehicle 
recovery process. The above problems concerning vehicle 
security are equally applicable to and present an equal or 

so even greater problem in providing security for marine ves
sels and vebicles, aircra(\ and/or recreational vehicles. 

Providing security for residential premises and/or com
mercial premises is also of great concern, especially when 
such premises arc left vacaOL for hours and/or days at a time. 

ss These concerns may arise while resideotial premises are left 
unoccupied during the working day, when second homes 
and/or vacation homes are left u.noccupied for days, weeks 
and montbs at a time, and in commercial premises which 
may also be left unoccupied for long periods of time such as 

60 after working hours or during weekends or other prolonged 
periods of time when tbese prem~ses may be closed and/or 
unoccupied. While ao ti-theft and/or security systems exist 
for residential aod/or commercial premises, such systems 
fail to enable the owner or occupant and/or other authorized 

65 individual to conveniently and effectively e xercise and/or 
perform control, moni toring and/or secu rity funct ions with 
regards to these premises. The ability to conveniently aod 
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effectively enable one to exercise and/or to perfom1 contro l, 
monitoring and/or securi ty functions would prove to be 
invaluable in a llowing owners, occupants and/or other 
authorized individuals to exercise and/or to provide contro l, 
monitoring and/or security f1.1nctions over these premises, 5 
from a remote location and at any time. 

SUMMARY OF THE INVENTION 

The present invention provides an appara tus and a method 
for overcoming the disadvantages and drawbacks which are 

10 
associated w ith the known prior art an ti-theft and/or theft 
deterrent systems and, in part icular, ant i-the(! and/or theft
deterrent systems for vehicles, marine vessels and vehicles, 
a ircraft and recreational vehicles as wel l as for residen tial 
premises and/or for commercial premises. 

15 
The apparatus of the preseot invention comprises a trans

mitter system for transmitting an electrical, an electronic, an 
e lectromagnetic or o ther suitable signal, transmittable over 
a communica tion system and/or medium, upon an activation 
by the owner or au thorized user or operator of the vehicle, 

20 
motor vehicle, marine vessel, ai rcraft, recreational vehicle, 
and/or the owner, occupant and/or authorized individual of 
and for the residential premises and/or the commercial 
premises. The transmitter should also consist of a user 
interface device and a transmitting device. The transmi tter 

25 
should also have a receiver associated therewi th for receiv
ing signals. In this regard, the transmitter/receiver combi
nation may be replaced and/or implemented with and/or by 
a transceiver. The transmitter transmits a s igna l, in response 
to an authorized user or operator accessing and/or act ivating 

30 
the apparatus. 

The transmitter system is a remote system, which may or 
may not be physically connected to the remainder of the 
apparatus. Further, the transmitter system is not located in 
the vehicle, motor vehicle, marine vessel or vehicle, aircraft, 35 
recreational vehicle, residential premises and/or commercial 
premises, but rather, is located external from, and/or sepa
rate and apart (rom, tbe vehicle. 

The apparatus also comprises a receiver for receiving the 
signals which are transmitted by the transmi tter or trans- 40 
ceiver system. The receiver receives the signal(s) which is 
transmitted by the transmitter or transceiver and provides an 
indication, in the form of a signal transmission, back to the 
transmitter or transceiver and, in particu lar, the transmitter 
receiver, which signifies that a signal bas been received by 45 
the apparatus. The receiver also generates data which is 
indicative of the s ignal, or a portion thereof, which bas been 
received. Tbe receiver should also be provided with its own 
transmiHer. In this regard, th is receiver/transmiller combi
nation may a lso be replaced aod/or implemented wi th and/or 50 
by a transceiver. 

4 
T he apparatus also comprises a controller o r a central 

processing unit (CPU), which is electrically connected wi th 
the receiver and whicb receives, or reads, whichever the case 
may be, the signal or signals, or portions thereof, which are 
generated by the receiver. The CPU also bas associated 
therewith a read only memory device(s) and random access 
memory device(s). The data which is received by the 
receiver is processed by tbe apparatus. 

T he CPU may also have a transmiHer associa ted therewith 
for transmitting s ignals to the transmitter receiver o r trans
ceiver. In th is manner, the CPU of the apparatus may 
respond to a user data transmission, command, or inquiry 
with a transmitted signal. 

In the case of vehicles, motor vehicles, marine vessels and 
vehicles, aircraft aod recreational vehicles (hereinafter 
referred to collectively as "vehicles"), the CPU is electri
cally connected and/o r linked to the vehicle ignition system, 
which is located externally (rom the apparatus. Tbe CPU 
may or may not be connected with a nd/or linked to the 
vehicle ignition system through an ignition system interface. 
The CPU may transmit signals to, as well as receive signals 
from, the vehicle ignition system. ln tlnis manner, the CPU 
and the vehicle ignition system may exchange information 
between each other. 

The CPU, upon receiving an appropriate signal from the 
receiver, and upon the completion of a data processing 
routine, may issue a sui table signal, to the vehicle ignition 
system. This signal may be one which will disable, re-enable 
and/or reset the vehicle ignition system. The CPU may also 
interrogate the ignition system and/or receive data from the 
ignition system which is indicative of ignition system status. 

Tbe CPU may a lso be electrically connected and/or linked 
to the vehicle fuel system which is also located externally 
from the apparatus. The CPU may or may not be connected 
wi tb and/or li.nked to the vehicle fuel system th rough a fuel 
system interface. The CPU is capable of issu.ing a s ignal, to 
disable, re-enable and/or reset tbe vehicle fuel system. The 
CPU may also interrogate and/or receive da ta from the fuel 
system which is indicative of fuel sysrem s tatus. The C PU 
may a lso provide control over the vehicle exhaust system in 
a similar fashion or in an ana logous manner. 

Tbe CPU may also be electrically connected and/or linked 
to at least ooe or more of a variety of vehicle equipment 
systems. Tbe vehicle equipment system or systems are 
located externally from the appara tus and may or may not be 
connected and/or linked to the CPU via a respective and/or 
associated vehicle equipment system or systems in te rface. 
Tbe vehicle equipment system or systems, which varies for 
each type of vehicle (i.e., vehicle, motor vehicle, marine 
vessel or vehicle, aircraft aod/or recreation vehicle) may 
include, but is not Limited to, ao exterior and/or an interior 
s iren or alarm, a horn, a vehicle exter ior light system(s), a 
power door lock or other locking system or device, a hood 
locking system, a video recording device and/or a camera, 
and/or an audio recording device, fo r providing surveillance 
of the vehicle interior and/or exterior, an intercom system, 
for providing communications between vehicle users and/or 
occupants and the owne r, operator and/or au thorized 

The transmitter/ receiver combination should provide for 
the transmission and for the reception of a mul titude of 
remote e lectrical, electronic, elect romagnetic, and/or other 
suitable signals, over long distances and/or in a mobile 55 

and/or a wireless communications environment. 1elephone 
s ignals and telephone communicat ion devices can be uti
Lized in the present invention as well as personal computers 
wbicb can be utilized w ith telecommunica tions and/or other 
suitable communication systems and/or mediums. 60 individual, cel lular or mobile phones and/o r any one o r more 

of the widely known vehicle anti-tlleft systems, alarm sys
tems and/or stolen vehicle and/or other type of vehicle 
recovery systems and/or devices. 

Upon receiving the signal, the receiver generates a distinct 
signal wbicb is indicative of the signal transmiHed from the 
transmitter. A t least a portion of the transmitted signal may 
include a valid access code, w hich accesses tbe receiver and 
the apparatus. The access code serves to provide for security 65 

measures w hich may be taken in conjunction with Lhe use of 
the apparatus. 

Each of the vehicle equipment systems, iC utilized in 
conjunc tion w ith the apparatus, may be activa ted, 
de-activated, reset or in some o ther way controlled and/or 
monitored by tbe apparatus of tbe prese ot ioventioo. The use 
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of any one or more of the vehicle equipment system or 
systems is optional. 

1l1e vehicle equipment system or systems receives signals 
from the CPU, which signals serve to activate, de-activate, 
or vice versa, whichever the case may be, the respective 
vehicle equipment system(s). 

The apparatus may also comprise a vehicle position and 
locating device which can be utilized in order to determine 
the position and/or the location of the vehicle. The vehicle 
position and locating device can be utilized so as to deter
mine the position of the vehicle anywhere in the world and 
provide for the transmission of vehicle position and/or 
location data, via an associa ted transmiller, to an appropriate 
system receiver so that vehicle position would be available 
to the owner, user and/or authorized individual and/or so that 
the vehicle may be located and/or tracked and recovered. 

The apparatus may also comprise a vehicle position and 
locating system receiver, which is employed for receiving 
and/or processing the data which is transmillcd from the 
vehicle position and locating device. 

The vehicle position and locating device may comprise a 
positioning system computer and a global positioning device 
with associated global positioning system receiver. The 
vehicle position and locating device may also comprise a 
position data transmitter for transmilling tbe vehicle position 
and/or location data to the vehicle position system receiver. 
Tbe vehicle position and locating device may also comprise 
a data base which contains digital and/or d ig itized map data, 
wbich can be utilized in order to determine the geograph.ical 
posit ion of tbc vebiclc from tbc calculated " raw'' position 
data obtained from the global positioning device. In this 
manner, vehicle position and/or location on a map may be 
obtained. 

Vehicle position and/or location data can be transmiued to 
the vehicle position system receiver which may be located 
at, or accessible to, tbe authorized user or operator and/or 
authorized individual at any location and/or at the location 
of an authorized office or agency, such as at a central security 
office or agency or local or regional law enforcement office 
or agency, which is duly authorized to receive the vehicle 
position and/or location data for the vehicle. 

The vehicle posi tion and locating device may also per
form updated global positioning calculations so as to pro
vide for a tracking of a vehicle movement. 1l:Je appara tus 
may also ascertain vehicle movement by monitoring and/or 
tracking vehicle position data as it is updated. 

The vehicle position system receiver may be equipped 
with an appropriate computer system and a receiver for 
receiving the da ta transmilled by the transmitter of the 
vehicle position and locating device. 

6 
A home and/or personal computer, a nd/or other personal 

communications device and/or apparatus may also be uti
lized for performing tbe funct ions of the transmi ller and the 
vehicle position and locating system receiver. The apparatus 

5 may also be utilized in conjunction witb a computer network 
such as an on-Line service and/or on, or over, the internet 
and/or the World Wide Web, by employing an appropriate 
server computer and/or an associa ted Web Site and/or Web 
Site technology in conjunction with an appropriate commu-

10 nicat ion medium. 
Upon the occurrence, or the discovery thereof, of the theft 

of a vehicle, or simply in order to morni tor vehicle status or 
location, the authorized user or operator may activate the 
apparatus by entering an access code ioto the transmitter or 

15 transceiver interface. Entry of a valid access code will 
activate a signal transmission from the transmi ller or trans
ceiver to acces.c; the apparatus. 

The authorized user or operator can then transmit a 
command code from the transmitter or transceiver to the 

20 receiver of the apparatus. In a case w hen the vehicle bas 
been stolen, the command code may be a vehicle disable 
command code. It should also be noted that a vehicle 
re-enable or reset command code, or any other suitable 
command code, monitoring code, etc., which would repre-

25 sent a function or operation to be performed by the 
apparatus, may also be entered. The co mmand code is then 
transmitted to, and received by, the receiver. 

The command code data is then transmitted to, or read by, 
tbe CPU for command code identification and for further 

30 processing, if necessary. Io this manner, ao authorized user 
or operator, upon learning of the theft of tbe vehicle, or 
simply attempting to ascertain the status and/or location of 
the vehicle, may easily access and/or activate the apparatus 

35 
by simply '"ca lling up" or transm itting a s ignal to the 
apparatus. 

In the case where the motor vehicle bas been stolen, and 
the authorized user or operator wants to prevent and/or 
thwart the theft of the vehicle and recover the vehicle, the 

40 command code which may be entered may be a vehicle 
disable command code (disable code) w hich v.-ill disable the 
vehicle and activate the vehicle position and/or locating 
device. If the authori7..cd user or operator desires to rc-enable 
the vehicle, such as when the motor vehicle has been found 

45 or recovered, so as to render the vehicle re-enablcd or 
operational, the command code to be entered may be a 
vehicle re-enable or reset command code. 

If a valid disable code is transmitted to the apparatus, Lbe 
vehicle position and locating device is activated and various 

50 vcbicle systems, including the vehicle ignition system, fuel 
or fuel pump system and/or exhaust system, and/or at least 
one or more of a variety of utilized vehicle equipment 
systcm(s), may either be activated, de-activated, or reset 

The vehicle position system receiver may comprise a 
CPU for controlling the operation of the system receiver 
which CPU is connected and/or linked to the receiver for 
receiving and/or for reading the vehicle position and/or ss 
location data. The system receiver may also comprise a user 
interface device, a display device, an output device and a 
database containing digi tal map data for use in determining 
geographical position of a vehicle. The system receiver may 
also comprise a transmiller for sending data and/or signals to 60 
the vehicle position aod locating device and/or for transmit
ting signals to the CPU and/or to the transmitter receiver. 

depending upon the circumstances. 
Tbe operation of the vehicle position and locating device 

may proceed and continue simultaneously and/or concur
rently with the operation of the apparatus and the CPU. Any 
one or more of a vehicle equipment systems, including a 
vehicle alarm and/or homing device may also be activated. 

Upon the vehicle being found or recovered, such as in a 
manner resu lting from utilizing the vcbiclc position and 
locating device, the authorized user or operator may once 
again access the apparatus by entering a valid access code 
and by then entering a valid re-enable or reset command 

The system receiver may also be utilized in conjunction 
with a borne and/or a personal computer and/or other 
personal communications device and/or apparatus which 
may be util ized with an associated receiver or equivalent 
peripheral device(s). 

65 code. 
The CPU may then issue a control signal to re-enable or 

reset the vehicle ignition system, vehicle fuel or fuel pump 
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system and/or exhaust system and/or de-activate or 
re-activate, any one or more of the various vehicle equip
ment systems which arc utilized. The vehicle position and/or 
locating device may also be de-activated. 

8 
command code, may detemJine the operating status of the 
vehicle, Lbe apparatus, and/or any one or more of the various 
vebicle systems so as to determine jf, for example, the 
ignition system or fuel or fuel pump system is activated or 

Safeg11ards may be employed in order to prevent a wrong 
or a mis-d ialed number or unauthorized transro.ission(s) 
from accidently accessing and activating the apparatus, and 
further, may serve to prevent an unau thorized or an 
unwanted disabling or re-enabling or seuing or rescuing of 
Lbe vehicle ignition system, the vehicle fuel or f11el pump 
system and/or the vehicle exhaust system and/or the 
activation, de-activation, or reselling of any one or more of 
tbe various vehicle equipment systems which may be u ti
lized. 

5 on, thereby alerting the authorized user or operator tha t 
someone is operating the vehicle. An authorized user or 
operator may also access the apparatus so as to determine 
vehicle position and/or location data or information and/or 
tbe geographic loca tion of the vehicle. In this manner, the 

10 authorized user or operator can determine tbe status and/or 
tbe location of his or ber vehicle at any time and for any 
reason. In this regard, a safe and ao etiective anti- theft 
and/or vehicle recovery apparatus and method is provided 

As noted above, a disable command code may cause the 
15 apparatus to activa te a vehicle position and loca ting device 

which may operate simultaneously and/or concurrently with, 
and independently of, the operation of the apparatus and the 
CPU. Once activated, the vehicle position and locating 
device may activate the global posit ioning device which 
calculates vehicle position data by using well known global 20 

positioning calculation methods and/or techniques. 
Once the vehicle position da ta bas been calculated, the 

position data can then be transmitted to the vehicle position 
system receiver which is loca ted at the location of the 
authorized user or operator, or at the authorize·d office, 25 

agency or other entity. Geographic position and/or location 
da ta (i.e. street locat·ion, locat ion on a map, e tc.) for !be 
vehicle may also be obtained by proccs.sing the position 
and/or location data in conjunction with digita l map and/or 

30 other suitable data. Tbe transmission of position data may be 
repeated for a predetermined time interval, after wbicb Lbe 
global positioning device may calculate updated position 
data. The vehicle position data which is received by Lbe 
vehicle position system receiver may tben be employed to 

35 
find and/or to recover the vehicle. Vehicle position data may 
be updated, continuously and/or in some other suitable 
manner, by repeating the global positioning calculations. 

Vehicle position data, along with upda ted vehicle position 
data, may also be utilized in order to track and/or to monitor 40 
vehicle movement. Vehicle position da ta may also be dis
played and/or output for use io finding and/or recovering tbe 
vehicle. 

by the present invention. 

The apparatus of the present invention may be utilized in 
conjunction \vitb a multitude and/or a variety of valid 
command codes, wherein each different command code may 
selectively disable or re-enable or reset any one or any 
combination of the vehicle systems, such as the vehicle 
ignition system, the vehicle fuel or fuel pump system, the 
vehicle exhaust system and/or any one or more of the 
various vehicle equipment systems which may be utilized. 
In this manner, Lbe authorized user or operator may utilize 
the present invention to selectively disable, re-enable, 
de-activate or re-activate any one or more of the vehicle 
systems, or a combination thereof, at his or her discre tion, at 
any time, and from any location. 

As noted above, an au thorized user or operator may also 
utilize command codes for determining status of the appa
ratus or of tbe vehicle, or of any one or more of the vehicle 
systems. A command code may also be employed to simply 
determine vehicle position. 

The apparatus may also be programmable by the user or 
operator via Lbe transmitter or transceiver, or at the vehicle, 
so that certain parameters, such as the timing, and/or the 
degree of disabling or re-enabling, o[ the various vehicle 
systems may be programmed. 

By utilizing a multitude of command codes, including 
disable codes and/or re-enable or reset codes, which codes 
affect different vehicle systems, or combinations thereof, it 
is also possible to selectively control the vehicle systems 
from a remote location. The apparatus may also be pro
grammed for automatic activation aod/or self-activation The authorized user or operator may discontinue opera

tion of and/or de-activa te the global positioning device 
and/or the vehicle position system receiver, such as when the 
vehicle bas been found or recovered and/or at any other 
time. 

The global positioning device may be utilized to locate 
and/or to track vehicle movement anywhere in the world. In 
th is manner, the apparatus of the present invention may be 
utilized to disable or de-activate vital vehicle systems and/or 

45 and/or automatic antVor programmed operation via a com
mand code(s), so that the apparatus may become activated 
upon a certain occurrence, or lack thereof, and thereafter, 
provide for Lbe disabling and/or Lbe re-enabling of any one 
or more of the vehicle systems along w ith activating the 

to fi nd and/or recover a stolen vehicle and/or to moni tor 
vehicle opera tion and/or vehicle location and/or movement. 

Further, the present invention provides for an apparatus 
and a method for disabling and/or re-enabling various sys
tems of the vehicle, when the vehicle is not in use, simply 
by "calling up" the apparatus so as to disable the vehicle and, 
thereby, provide added securi ty agai nst vehicle theft and/or 
to prevent damage to the vehicle and/or to any components 
thereof. In this manner, an authorized user or operator may 
disable the vehicle ignition system, fuel or f11el pump 
system, exhaust system and/or any one or more of a variety 
of the vehicle equipment systems, of a vehicle which may be 
parked and/or in use, from any location and/or at any time. 

An authorized user or operator may also access the 
apparatus a t any time and, with the use of an appropriate 

50 vebicle position and/or locating device. Tbe apparatus may 
also provide information pertaining to vehicle tbeft, sta tus 
and/or position. The apparatus may also be designed and/or 
programmed to detect its unauthorized use and/or its use by 
an unauthorized individual. In this regard, the vehicle is 

55 capable of reporting itself as being stolen. 
In an alterna te embodiment of the present invention, an 

arming device and an activation device may be utilized in 
conjunction with tbe apparatus in place of tbe transmitter/ 
receiver combination so as to provide for an automatic 

60 monitoring and/or activat ion o( tbe apparatus. In such an 
embodiment, the command code(s) may be a default code 
and/or be user selected and/or programmable. Automatic 
activation may also be programmed by the user or opera tor 
via a command code(s) with apparatus operation activated 

65 upon the occurrence, or lack thereof, of a specified event. 

In this manner, the arming device/activa tion device com
bination may be utilized so as to activate tbe appara tus 
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and/or any one or more of the vehicle systems, including the 
ignition system, the fuel or fuel pump system, the exhaust 
system and/or any one or more of the various vehicle 
equipment systems which are utilized in conjunction with 
the apparatus. The vehicle position and locating device may 5 

also be activated via the automatic activation of the appa
ratus. 

apparatus and the vehicle may be accessed and controlled 
via an access and command code(s) which are transmitted 
by and from the central security office apparatus. Transmitter 
devices may also be located ia the vehicle so as or to allow 
a vehicle occupant(s) to transmit signals directly to the 
central security office and/or agency and/or central 
equipment, (i.e., satellite, cellular communications site etc.) 
such as in instances where help may be required and/or in 
emergency situations. 

In yet another alternate embodiment of the present 
invention, the vehicle posi tion and locating device may 
comprise a plural ity of global positioning devices which 10 
may be s trategically located at various points and/or loca
tions in or on the vehicle. Each of the global positioning 
devices may be placed at different points and/or locations in, 

In ye t another embodiment, the access code may only be 
transmitted to, and received at, tbe vebicle. In this 
embodiment, the apparatus which is located in the vehicle 
may thea transmit data to the apparatus located at the central 
security office thereby alerting !he central securi ty office or or on, the vehicle, with the distances between each of the 

respective devices being recorded and stored. Upon the 
activation of the g lobal positioning devices and the calcu
lation of each position or location of each device, any 
change in clistance between any two or more of the respec
tive devices could be utilized in order to determine if the 
vehicle, or any portion thereof, bas been dismantled or 
structurally altered, at least in part, or possibly to a greater 
extent. 

15 agency of the vehicle theft or status inquiry. The apparatus 
at the central security office may thereafter exercise and/or 
provide control over and/or monitor nhe functions of, the 
vehicle apparatus for a plurality of vehicles. Further, the 
central security office apparatus may also provide tbe means 

20 by which to allow a cent ral security office or local or 
regional law enforcement office or agency to provide secu
rity monitoring over the vehicle(s) which arc registered 
therewith. The apparatus and the method of the present invention 

may also be utilized in conjunction with a central security 
office or agency, such as a private security service and/or by 25 

a local or regional law enforcement ollice or agency, in order 

In the case were the apparatus rn.ay be automatically 
activated, the vehicle apparatus may transmit a signal, 
indicative of vehicle theft and/or an unauthorized use or 
operation of the vehicle, to the central securi ty office appa
ra tus thereby reporting the unauthorized use or operation, or 
theft, of the vehicle before the authorized user or operator is 

to provide a prompt means by which to report a vehicle theft, 
provide for a manner in which to disable and/or re-enable a 
vehicle or vehicle system, and to determine vehicle position 
and/or location so as to facilitate the locating and the 30 

recovery of the vehicle. In this regard, the present invention 
may be utilized so as to allow control, monitoring and/or 
security functions to be exercised and/or performed by an 
authorized third party. The present invention may also be 
utilized so as to provide for a prompt law enforcement theft 35 

reporting, law enforcement response to the theft report and 
recovery of the vehicle. 

able to discover same. 
The central security office apparatus may also be utilized 

so as to verify and/or monitor appara tus accessing and/or 
activation by the authorized user or operator. The authorized 
user or operator may al'SO "call" the central security office 
from any location, via any communication means and/or 
device in order to determine the status and/or the where-
abouts or location of his or her vehicle. Both the vehicle 
apparatus and the central security office apparatus can exer-An authorized user or operator may register their vehicle 

and apparatus with a central security office or agency such 
as by registering vehicle identification information along 
with vehicle access and command code data and any otber 
pertinent intormation. Upon the occurrence of a vehicle 
theft, or the discovery thereof, the au thorized user or opera
tor can access the apparatus so as to exercise and/or to 
perform control, monitoring and/or security functions over 
same while, at the same time, allowing fo r a contro l, 
monitoring and/or a security function to be exercised and/or 
performed by the central security office or other entity. The 
apparatus, which is utilized at the central security office 
and/or other entity, may have the same control capabilities 
over the vehicle as that of the appara tus utilized in the 
vehicle. In this regard, status of the apparatus, the vehicle, 
any one or more of the various vehicle systems, and/or the 
vehicle position and/or location data may be obtained by the 
apparatus located at the central security office and/or other 
entity. 

The apparatus which is utilized at the central security 
office may also be utilized in connection \vi th an on-line 
service and/or on, or over, the Internet and/or the World 
Wide Web so as to provide for a means by which tbe 
authorized user or operator may utilize the apparatus in 
conjunction with a home and/or a personal computer and/or 
a commercial or industrial computer system (i .e., an internet 
server computer) and/or any other appropriate device. 

In another embodiment, an access code may be only 
transmitted to, and received by, the central security office 

40 cise and/or perform the same control, monitoring and/or 
security functions over the vehicle. 

Tn still another embodiment, the present invention may be 
utilized in conjunction wilb a residential premises, residen
tial building and/or a home and/or a household control, 

45 monitoring and/or security system. 
In the case where tbe present invention is utilized in 

conjunction with a residen tia l premises, residential building 
and/or a home and/or a household contro l, monitoring and 
security system, the CPU may be electrically connected 

so and/or linked to the home and/or household electrical 
system, which is located externally from the apparatus. The 
CPU may or may not be connected witb and/or linked to the 
borne electrical system tb rougb an e lectrical system in ter
face. Tbe CPU may transmit signals to, as well as receive 

ss signals from, the home electrical system. Ia this manner, the 
CPU and the home electrical system, may exchange infor
mation between each otber. 

The CPU, upon receiving an appropriate signal from the 
receiver, and upon the complet ion of the requisite data 

60 processing rou tine may issue an electrical, an electronic, 
and/or aoy other suitable signal, including a digital com
mand signal, to the home electrical system. This electrical, 
electronic and/or other suitable signal or digital command 
signal may be one which will disable, re-enable or reset the 

65 bome electrical system. The CPU may also interrogate the 
electrical system and/or receive data from the elect rical 
system whicb is indicative of electrical system status (i.e., 
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whether the electrical system is on or off and/or to what 
extent certain ponions thereof may be on or oft). 

The CPU may alw be electrically connected and/or linked 
to the home heating system wbicb is also located externally 
from the apparatus. The CPU may or may not be connected 
with and 'or linked to the home beating system tbrougb a 
heating system interface. The CPU is capable of issuing an 
electrical, electronic and/or other suitable signal, including a 
digital signal, to disable or to re-enable the home heating 
system. The CPU may also interrogate and/or receive data 
from the home heating system which is indicative of borne 
heating system status (i.e., whether the heating system is on 
or off and/or to what extent certain portions thereof may be 
on or oO). 

111e CPU may also be electrically connected and/or linked 
to the borne air conditioning system wbicb is also located 
externally from the apparatus. The CPU may or may not be 
connected wi th and/or linked to the borne air conditioning 
system through an air conditioning system interface. The 
CPU is capable of is.<>uing an electrical, electronic and/or 
other suitable signal, including a digital signal, to disable or 
to re-cnable the home air conditioning system. Tbe CPU 
may also interrogate and/or receive data from tbe borne air 
conditioning system which is indicative of borne air condi
tioning system status (i.e., whether the air conditioning 
system is on or on· and/or to what extent certain portions 
thereof may be on or oO). 

'lne CPU may also be electrically connected and/or Linked 
to the home water system wbicb is also located externally 
from the apparatus. The CPU may or may not be connected 
and/or linked to the home water system tbrougb a borne 
water system interface (i.e., electrical sbut-off valve). The 
CPU is capable of issuing an electrical, electronic and/or 
other suitable signal, including a digital signal, to disable or 
to re-cnable the home water system. The CPU may alw 
interrogate and/or receive data from the home water system 
which is indicative of the water system status (i.e., wbetber 
the home water system or any portion thereof is on or oO). 

1l1e CPU may also be electrically connected and/or linked 
to the home thermostat or environmental control system so 

12 
individual room water valves, home fire detector equipment 
and home lire extinguishment equipmem, jacuzzis, bot tubs, 
pet feeders and/or any other electrical and/or electronic 
devices and/or appliances and/or those devices and 'or appli
ances which may be electrically and/or electronically con
trollable. Home equipment systems may door and window 
closing, opening and locking devices. 

The home equipment systems may also include any and 
all home appliances such a<> televisions, telephones, tele-

tO phone answering machines, VCRs, stoves, ovens, micro
wave ovens, door bells, individuallighrs or lamps, blenders, 
toasters, irons, computers, word processors, stereos, radios, 
and any ot her home appliance and/or devices whicb may be 
electrically and/or electronically activated and/or control-

15 lable. 
The home equipment systems may also include video 

recording equipment, which may include video recording 
device(s) and/or a camera(s), such as those utilized in 
conjunction with personal computers, televisions, digi tal 

20 
televisions, interactive televisions, surveillance systems, 
display telephones and/or other communication devices, 
including personal communication devices. 

The video recording device(s) and/or camera(s) may be 
digital re<.-ording devices or cameras or other suitable video 

25 recording aocllor photography equipmelll. The video record
ing device(s) andlor camera(s) may be located at any loca
tion on and in the interior and/or at the exterior of the home 
or premises and may have as.wciated therewith transmining 
devices for transmilling the recorded video or pbotograpb(s) 

30 to the owner or occupant andlor other authorized individual 
so as to provide surveillance and/or monitoring capabilities 
for the home and 'or premises. 

The borne equipment system may also include audio 
recording equipment, which may include microphones and/ 

35 or tape recorders, such as those utilized in conjunction with 
personal computers, televisions, digital televisions, interac
tive televisions, display telephones and/or other communi
cation devices, including personal communication devices. 

The audio recording device(s) may have a transceiver or 
40 transmitter/receiver system associated therewith for trans

milling audio information to the owner or occupant and/or 
authorized individua l so as to provide for the monitoring 
and/or the surveillance of the interior aod/or the exterior of 

as to control and monitor interior temperature. In this 
manner, the home thermostat system may then be adjusted 
and/or controlled by the user or operator via the apparatus. 
Tbe borne thermostat system may be connected to Lbe home 45 
beating system and/or to the borne air conditioning system 

the horne. 
The bome equipment systems may also include an inter-

com system or device or telephone. cellular, digital or 
otberwisc, for providing a means by wbicb to allow the user 
or operator, or other authori.-.ed individual, to communicate 
with the persons present in, or occupants of, the borne or the 

so as to activate, se t and/or control the operation of these 
systems so as to achieve the desired temperature and/or 
environmental conditions in the home. 

The CPU may also be electrically connected and/or 
linked, via interfaces if needed, to any one or more of a 
variety of home equipmcm systems which may include a 
home anti-theft and/or burglary alarm system, an interior 
and/or exterior siren or alarm, interior and/or exterior light
ing systems, electrical and/or electronically controlled lock
ing devices for doors and/or windows, including electrical 
and/or electronic dead bolt locks and/or other types of 
locking devices, electrical systems and devices for control
ling electrical circuits or systems room-by-room, device-by
device, and/or appliance-by-appliance. 

The home equipment system may also include devices for 
controlling any one or more of the electrical circuitry, such 
as circuits controlled by fuses, circuit breakers or equivalent 
devices, devices for controlling and/or monitoring bot water 
beater(s), garage door opener(s), lawn sprinkler system(s), 
electric fences and/or fencing, in-ground or above-ground 
pool equipment, fi lters and/or beaters, borne water valves, 

so premL..es. The home equipment systems may also include 
monitoring device(s) for reading and/or monitoring tbe 
home fuel supply, gas meter and/or gas usage, water supply, 
water meter and/or water usage, electrical generator and/or 
alternator operation, electricity meter and/or electricity 

ss usage, heat and 'or air conditioning usage, gas and'or oil or 
other fuel supply and/or usage, telephone usage, appliance 
usage, etc., a home control system and 'or any other home 
operation and 'or system function. The monitoring devicc(s) 
may have associated therewith a transceiver or transminer/ 

60 receiver system for transmitting data aod/or information 
recorded and/or read by the monitoring device (s) to the user 
or operator and for receiving signals sucb as, for example, 
control signals, by which the user or operator may exercise 
control over the monitoring device(s) The monitoring 

65 devices and the corresponding devices which tbey monitor 
may be linked via wireless devices and/or over a wireless 
medium. 
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picture camera(s). The video recording device(s) or camera 
(s) may be digital recording devices or cameras or other 
suitable devices or cameras, including lypical video record
ing devices or cameras for providing video recording and/or 

s surveillance. 

When used in conjunction with a residential premises, 
residential builcling and/or home or household system, the 
apparatus and method of the present invention may be 
uti lized and/or operates in tbe same or in a similar and/or 
ana logous manner as it is utilized and/or operates in coo
junction with vehicles so as to provide control, monitoring 
and/or security functions for and over a home and/or resi
dential premises. In this manner, a homeowner or occupant 
may access a home system at any time, and from any 
location, and thereby exercise and/or provide control, moni
toring and/or security functions over any home system, 
equipment, device and/or appliance. The owner or occupant 
may also monitor the status, state, or operation of any borne 
system, equipment, device and/or appliance. Lastly, lbe 
owner or occupant may exercise and/or perform security 

15 
related functions or operations on, and over, the home 
system, equipment, device and/or appliance. 

Tbe video recording device(s) or camera(s) may bave a 
transceiver or transmitter/receiver system associated there
with for transmitting video images and/or photographs, 
recorded by the video recording device(s) or camera(s), to 

10 lbe owner or occupant and/or authorized inclividual so as to 
provide for the monitoring and/or the surveillance of the 
in terior and/or the exterior of the commercial office and/or 
premises. 

In still another embodiment, the apparatus and method of 
the present invention may be utilized in conjunction with a 
commercial building, commercial office and/or commercial 20 
premises control, monitoring and/or security system. In the 
case where tbe present invention is uti lized io conjunction 
with a commercial building, commercia l office and/or com
mercial premises control, monitoring and/or security 
system, the CPU may be electrically connected and/or 25 
linked to the commercial office and/or premises electrical 
system, heating system, air-conditioning system, water 
system, thermostat system, and/or to at least any one or more 
of a variety of commercial oflke and/or premises equipment 
systems, wbicb may include an anti -theft and/or burglary 30 
alarm system, an interior and/or exterior siren or alarm, 
interior and/or exterior lighting and/or lighting system(s), 
electrical and/or elect ronically controlled locking devices 

Tbe commercial office and/or premises equipment system 
may also include audio recording equipment, which may 
include microphones and/or tape recorders, such as those 
utilized in conjunction wilb personal computers, televisions, 
digital televisions, interactive televisions, display telephones 
and/or other communication devices. including personal 
communication devices. 

Tbe audio recording device(s) may have a transceiver or 
transmitter/receiver system associated therewith for trans
mitting audio information to the owner or occupant and/or 
au thorized individual so as to provide for the monitoring 
and/or lbe surveillance of the interior and/or the exterior of 
the commercial otl'ice and/or premises. 

The commercial office and/or premises equipment system 
may also include an intercom system or device or telephone, 
cellular, digi tal or otherwise, (or providing a means by 
which to allow tbe owner or occupant, or otber authorized 
individual, to communicate with the persons present in, or 
occupants of, the commercial office and/or premises. The 
commercial office and/or premises equipment system may 
also include monitoring device(s) for reading and/or mooi-for doors and/or windows, including electrical and/or elec

tronic dead-bolt locks and/or locking devices. 
lbe CPU may also be connected and/or linked to com

mercial office and/or premises equipment systems which 
include electrical systems for controlling electrical circuits 

35 loring the commercial office and/or premises fuel supply, 
fuel usage, water supply, water usage, electricity meter, 
electricity usage, electrical generator and/or alternator 
operation, beat and/or air conditioning usage, gas and/or oil 

or systems room-by-room, device-by-device, and/or 
appliance-by-appliance, devices for controlling any one or 40 
more of the electrical circuitry, such as circuits controlled by 
fuses, circuit breakers or equivalent devices, devices for 
controlling and/or monitoring hot water beaters, garage door 
openers, lawn sprinkler systems, electric fences and/or 
fencing, in-ground or above-ground pool and/or fountain 45 
equipment, filters and/or beaters, fire detector equipment, 
fire extinguishment equipment, and office equipment , power 
door and/or window closing, opening and locking equip
ment and any other electrical and/or electronic device or 
item or any device and/or item wbicb is electrically or 50 
electronically cont rollable. 

The commercial office and/or premises equipment sys
tems may also include any and all commercial office and/or 
premises appliances such as televisions, telephones, tele
phone answering machines, aJa rm systems, VCRs, stoves, 55 

ovens, microwave ovens, door bells, individual lights or 
lamps, office equipment and appliances, computer and asso
ciated peripherals, word processors, stereos, radios, manu
facturing equ ipment and any other commercial office and/or 
premises equipment. 60 

The commercial office and/or premises equipment system 
may also include a video recording equipment, which may 
include video recording device(s) and/or a camera(s), sucb 
as those utilized in conjunction with personal computers, 
televis ions, digital televisions, interactive televisions, dis- 65 

play telephones and/or o ther communication devices, 
including personal communication devices, and/or a still 

or other fuel usage, telephone usage, commercial office 
and/or premises equipment and/or appliance usage, etc., 
and/or commercial office and/or premises control system 
and/or any other commercial office and/or premises opera
tion and/or system function. 

The mon itoring device(s) may bave associa ted therewith 
a transceiver or transmitter/receiver system for transmitting 
data and/or information recorded and/o r read by the moni
toring device (s) to the user or operator and for receiving 
signals such as, (or example, control signals, by which the 
user or operator may exercise control over the monitoring 
device(s) . Tbe monitoring devices and tbe corresponding 
equipment and/or devices to be monitored may be linked via 
wireless devices and/or over wireless communication sys
tems. 

The commercial office and/or premises equipment system 
or systems receives signals Erom the CPU, which signals 
serve to activate or de-activate, or vice versa, whichever the 
case may be, the respective commercial office and/or pre
mises equipment system(s) which are utilized in conjunction 
witb the appara tus. 

Wbeo utilized in conjunction with a commercial office 
and/or premises, the apparatus and method of the present 
invention is utilized and/or operates in the same, or in a 
similar and/or analogous, manner as it is utilized and/or 
operates in conjunction wi lb vehicles aod/or with residential 
premises, etc., so as to aiJow control, monitoring and/or 
security functions to be exercised and/or performed on, and 
over, a commercial office aod/or premises. 
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ln this manner, an owner, occupant and/or authorized 
individual may access a commerc ial office and/or premises 
system at any time and from any location and thereby 
exercise and/or perform <..'Ontrol, moni toring and/or security 
functions over any commercial office and/or premises 5 

system, equipment, device and/or appliance. The owner, 
occupant or authorized individual may also monitor the 
status, state or operation of any commercial office and/or 
premises system, equipment, device ancVor appliance. 

16 
system, water system, air conditioning system, them1ostat 
system and/or any one or more of the various systems, 
equipment systems, devices and/or appliances, etc., of, and 
for, residential premises and/or commercial premises. 

It is another object of the present invention to provide a 
remote-coot rolled control, monitoring and/or security appa
ratus and method which is utilized in conjunction with a 
global positioning system or other positioning system and 
which provides for a determination o£ the position and/or 

In any of ibe above described embodiments, the present 
invemion may be utilized in conjunction wi th any sui table 
communication devicc(s) and/or communication system(s). 

10 location of, and for, vehicles, motor vehicles, marine vessels 
and vehicles, aircraft, recreational veh icles, resident ial pre
mises and/or commercial premises. 

In this manner, the present invention may be utilized in 
conjunction wi th a telephone, a touch tone telephone, a 
cordless telephone and/or a cellular or mobile telephone, a 
home and/or a personal computer having associated tele
communication devices or other suitable peripheral device 
(s) such as a modem and/or a fax/modem, personal com
munication devices wb.ich can operate over an appropriate 
telecommunications system, and/or other suitable commu
nications systems and/or mediums, including radio signal, 
optical, satellite and/or other communications systems and/ 
or mediums. Any suitable communication system and/or 
medium may be utilized. 

Personal communication service (PCS) systems and 
devices, including stationary, portable and/or hand-held 
devices, may also be utilized. Digital signal communications 
devices and systems may also be uti lized. Interactive and/or 
digital televL<>ions, personal communication devices, per
sonal communication services (PCS) devices, personal digi
tal assistants, cellular telephones, display telephones, dis
play cellular telephones and electronically equipped watches 
and/or other devices and/or effects may also be ulilized fo r 
performing user interactive control, monitoring and/or secu
rity functions io conjunction with the present invention. 

The interface devices utilized in any of the various 
embodiment of the present invention may be wireless 
devices or modules which need not be direclly connected to 
the CPU or to its respective equipment system in a hard
wired manner. In this regard, hard-wired electrical connec
tions may be unnecessary. ln the case of wireless interface 
devices or modules, corresponding wireless technology and/ 

It is anotber object of the present invention to provide a 
remote-controlled control, monitoring and/or security appa-

t5 ratus and method which provides programming, information 
gathering, and monitoring capabilities fo r, and regarding, the 
status of and/or the operating state(s) of various systems of, 
and for, vehicles, motor vehicles, marine vessels and 
vehicles, aircrafi, recreational vehicles, residential premises 

20 and/or commercial premises. 
It is st ill another object of the present invention to provide 

a remote-controlled control, monitoring and/or security 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, aircraft, recreatiol!lal vehicles, residen-

25 tial premises and/or commercial premises which is utilized 
in conjunction with a borne and/or a personal computer, a 
telephone, a display telephone, a cellular telephone, a 
television, an interactive television, a digital. television, a 
personal d igital assistant and/or a personal communications 

30 services device and/or other personal communications 
devices. 

li is yet another object of the present invention to provide 
a remote-controlled control, monitoring and/or security 

35 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, aircraft, recrea tiol!lal vehicles, residen
tial premi<>es and/or commercial preooises which may be 
utilized, operated and/or cootrolled via, over, or with, an 
on-line service, and/or on, or over, the Internet and/or the 

40 World Wide Web. 

or systems should be utilized in order to provide for the 
wireless control and/or operation of the respective 

45 
equiprnent(s). 

It is st ill another object of the presem invention to provide 
a remote-controlled control, monitoring and/or security 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, aircraft, recrea tional vehicles, residen
tial prerni">es and/or commercial premises which provides 
for an automatic activation, self-activation and/or pro-

Accordingly, it is an object of the present invention to 
provide a remote-controlled control, monitoring and/or 
security apparatus and method for exercising and/or for 
performing remote controlled control, monitoring and/or 50 
security functions for vehicles, motor vehicles, marine ves
sels and vehicles, aircraft, recreational vehicles, residential 
premises and/or commercial premises. 

It is another object of the present invention to provide a 
remote-controlled comrol, monitoring and/or security appa- 55 

ratus and method which provides for the selective control, 
activat ion and/or de-activation and/or for the programmed 
control of any one or more of an ignition system, a fuel 
system, an exhaust system and/or any one or more of various 
equipment systems of, and for, vehicles, motor vehicles, 60 

marine vessels and vehicles, aircraft and/or recreational 
vehicles. 

grammed activation of the apparatus. 
It is yet another object of the present invention to provide 

a remote-controlled control, monitoring and/or security 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, aircraft, recrea tional vehicles, residen-
tial premises and/or commercial premises which is utilized 
in conjunction with wireless devices and/or systems and/or 
with wireless communication technology. 

It is st il l another object of the presem invention to provide 
a remote-controlled control, monitoring and/or security 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, ai rcraf1, recreatiol!lal vehicles, residen
tial premises and/or commercial premises which Ls util ized 
in conjunction with a central security office and/or agency. 

It ~'>yet another object of the present invention to provide 
a remote-contro lled control, monitoring and/or security 
apparatus and method for vehicles, motor vehicles, marine 
vessels and vehicles, aircraf1, recreatio11.1al vehicles, residen-

It is another object of the present invention to provide a 
remote-controlled control, monitoring and/or security appa
ratus and method which provides for the selective contro l, 
activation and/or deactivation and/or for the programmed 
control of any one or more of an electrical system, heating 

65 tial premises and/or commercial premises wbich is uti lized 
in conjtiOCtion with a central secu.rity office aod/or agency 
aod/or with, or over, an on-line service and/or on, or over, 
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tbe lntemet and/or the World Wide Web and/or other infor
mation structure, infra-structure, system and/or communi
cation system or medium. 

It is yet another object of the present invention to provide 

18 
FIG. 12 illustrates an alternate embodiment of the present 

invention, wherein the apparatus and method is utilized in 
conjunction with boat; 

a remote-contro Lled control, monitoring and/or securi ty 5 

apparat11s and method which is programmable and which 
may be programmed for self-activation and/or progTammed 
operation. 

FIG. 13 illustrates an alternate embodiment of the present 
invention, wherein the apparatus and method is util ized in 
conjunction with an airplane; 

FIG. 14 illustrates an alternate embodiment of the present 
invention wherein the appara tus is utilized in conjunction 
wi th a snowmobile; Other objects and advantages of the present invention will 

be apparent to those individuals skilled in the art upon a 10 

review o f the Description Of The Preferred Embodiment 
taken in conjunction with the Drawings wbicb follow. 

FIG. l5 illustrates an alternate embodiment of the present 
invention wherein the apparatus and method is uti lized in 
conjunction with a horne or residentia l premises control 
system; and 

BRIEF DESCRIPTION OF Ti lE DRAWINGS 

In the Drawings: 

FIG. 1 illustrates a block diagram of the apparatus which 
is the subject of the present invention; 

FIG. 2 illustrates the vehicle position and locating device 

15 
FIG. 16 illustrates an alternate embodiment of the present 

invention wherein the apparatus and method is utilized in 
conjunction with a commercial office and/or premises con
trol system. 

of FIG. l il lustrating the main components thereof in block 20 
diagram form; 

OESCRWnON OF THE PREFERRED 
EMBODIMENT 

FIG. 1 illust rates a block diagram of the apparatus which 
is the subject of the present invention and which is denoted 
generally by the reference numeral ! . As illustrated in FIG. 
1, the apparatus 1 comprises a transmitter system 2, for 
transmitting an electrical, an electronic, an electromagnetic 
or other suitable signal, upon an activation by a motor 

FIG. 3 illustrates the vehicle position and locating system 
receiver of FIG. 1 illustrating the components thereof in 
block diagram form; 

FIG. 4 illustrates a block diagram of a computer system 
25 

which is utilized in an alternate embodiment of FIG. 1 for 
performing the functions of, and for, the transmitter and the 
vehicle position and locating system receiver of the appa
ratus of the present invention; 

FIG. SA illustrates the apparatus of FIG. 1 wherein lbe 
computer of FIG. 4 is utilized in an alternate embodiment in 
order to replace and to perform the functions of the trans
miner and the vehicle position and locating system receiver 
of the apparatus of the present invention. 

FIG. SB illustrates an alterna te embodiment of the appa
ratus of the present invention wherein the apparatus is 
utilized in conjunction with an on-line service and/or on, or 
over, the Internet and/or the World Wide Web; 

FIGS. 6A and 6B illustrate flow diagrams illustrating the 
preferred embodiment operational steps and/or sequences of 
operation of the apparatus and the method of the present 
invention; 

FIG. 7 illustrates the preferred embodiment operation, in 
flow diagram form, of the vehicle position and locat ing 
device which is utilized in the apparatus of the present 
invent ion; 

FIGS. SA and 8B illustrate the preferred embodiment 
operat ion, in flow diagram form, of the vehicle position 
system receiver which is utilized in the apparatus of the 
present invention; 

FIG. 9 illustrates an alternate embodiment of tbe present 
invention wherein an arming device and an activa tion device 
are utilized in conjunction with, and for, an automatic 
activation of the apparatus of the present invention; 

FIG. HI illustrates an alternate embodiment of the vebicle 
position and locating device which comprises a plurality of 
g lobal positioning devices and corresponding global posi
tioning receivers; 

FIG. llA iLl ustrates another alternate embodiment of the 
present invention wherein the apparatus is utilized in con
junction with a central security office or agency; 

30 

vehicle owner or authorized user or operator, hereinafter 
referred to collectively as the "authorized user or operator". 

Whi le the fo regoing description of tlhe preferred embodi-
ment is directed to a motor vehicle and, in particular, to an 
au tomobile, tbe term "motor vehicle" includes, but is not 
limited to, automobiles, trucks, buses, tractor trailers, con
stnJction equipment, farm equipment, commercial vehicles, 

35 recreational vehicles, motorcycles, recreational vehicles, 
motor and/or mobile homes, etc. Any of the above noted 
vehicles may be manned and/or unmanned and may also 
include law enforcement and/or military vehicles and/or 
equipment. The present invention may also be utilized in 

40 marine vehicles and/or vessels, boats, ships, aircraft, 
airplanes, jets, submersible and/or underwater vehicles and/ 
or vessels, space vehicles and/or vessels and sa tellites, all of 
which may be manned and/or unmanned. The present inven
tion may also be employed in conjunction with gasoline, 

45 diesel, alternate fuel and/or electrically powered and/or 
propelled vehicles. 

In the preferred embodiment, the transmitter system 2 
cons ists of a user interface device 2A and a transmitting 
device or transmitter 2B. The transmitter 2 also bas a 

so receiver 2C for receiving signals as will be described below. 
Io this regard, the transm iller/receiver combination may also 
be implemented by utilizing a transceiver. The user interface 
device 2A provides the me;tns by which the authorized user 
or operator may access or activate the apparatus 1, as well 

ss as the means by which the authorized user or operator may 
enter access ancVor command codes into the transmitte r 
system 2 . The transmitter 2B transmits a signal, in response 
to the authorized user or operator accessing or activating the 
apparatus 1. The user interface device 2A also comprises a 

60 device (not shown) for providing an audio and/or a video 
indication of system operation and/or status as well as 
providing information indicative of d ata received by the 
receiver 2C. 

FIG. liB illustrates yet another alternate embodiment of 
the present invention wherein the apparatus of FIG. l lA is 65 

utilized in conjunction wi th an on-line service and/or oo, or 
over, the Internet and/or the World Wide Web. 

The transmitter system 2 is a remote system, which is not 
phys ically connected to the remainder of the apparatus 1 . 
Further, the transmitter system 2 , in the prefe rred 
embodiment, is not located in the motor vehicle, but rather, 
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is located external from, and separate and apart from, lhe 
motor vehicle. In the preferred embodiment, the transmiuer 
system 2 or transceiver, is designed to be capable of trans
milling signals over long distances, i.e. tens, hundreds, 
and/or thousands of miles or farther. The transmi11er system 5 
2 or transceiver, in the preferred embodiment, is also capable 
of transmitting a multitude of signals. As will be described 
below, this capability to transmit a multitude of signals 
allows fo r the transmission of a variety of command codes, 
and of multiple command codes, to the apparatus 1, which 

10 
in turo, provides for an apparatus which may provide for a 
multitude of responses in the cont rol and opera tion thereof. 

In the preferred embodiment, the transm illcr system 2 or 
transceiver is a touch lone telephone which may be a 
line-connected telephone, a cordless telephone and/or a 
cellular or mobile telephone. As described hereinafter, the 15 

transmiller system 2 may also be a home and/or a personal 
computer, having associa ted telecommunication devices or 
other suitable peripheral device(s) such as a modem and/or 
a fax/modem, or other personal communication device, 
which can operate over an appropriate telecommunications 20 
system, and/or other suitable commun·ications systems, 
including radio signal, optical, satellite and/or other com
munications systems. The communications system utilized 
may operate anywhere in the electromagnetic and/or radio 
spectrum. In this regard, personal communication service 25 
(PCS) systems and devices, including stationary, portable 
and/or band-held devices, may also be utilized. Digital 
signal communications devices and systems may also be 
uti lized. Interactive and/or digi tal televisions, personal com
munica tion devices, personal communicat ion services 30 
(PCS) devices, personal digital assistants, cellular 
telephones, display telephones, video telephones, display 
cellular telephones and electronically equipped watches 
and/or other devices and/or effects or accessories may also 
be utilized for user interaciive and/or display or output 35 
applications and/or functions . 

Applicant hereby incorporates by reference herein the 
subject maller of U.S. Pat. No. 5,081,667 which teaches a 
system for in tegrating a cellular telephone with a vehicle 
security system. Applicant also hereby incorporates by ref- 40 
erence herein the subject maHer of U.S. Pat. No. 5,276,728 
which teaches a remotely act ivated automobile disabling 
system. Applicant further hereby incorporates by reference 
herein tbe subject matter of U.S. Pat. No. 5,113,427 which 
teaches a radio signal responsive vehicle device control 45 
system, and further, use of a personal paging unit in a paging 
system for receiving a radio signal. Applicant also hereby 
incorporales by reference herein the subject maHer o( U.S. 
Pat. No. 4,882,746, which teaches a cordless telephone 
system. Applicant further hereby incorporates by reference 50 
herein the subject matter of U.S. Pat. No. 5,138,649 which 
teaches a portable telephone handset with remote control. 
Applicant fu rther hereby incorporates by reference herein 
tbe subject maller of U.S. Pat. No. 5,195,126 which teaches 
an emergency alert and security apparatus and method. 

Referring once again to FIG. 1, the apparatus 1 also 
comprises a receiver 3, for receiving the s ignals which are 
transmilled by the transmiller system 2. The receiver 3 may 

55 

be any receiver which is capable of receiving the remote 
electrical, electronic, electromagnetic, and/or other signals, 60 
which may be transmilled by tbe transmiuer system 2. In the 
preferred embodiment, the receiver 3 is also capable of 
receiving any of a wide variety of signals, and/or multitude 

20 
a telephone/telephone beeper or pager system which systems 
and related techniques are well known in the telecommuni
cations art. In such a telephone/telephone beeper or pager 
system, tbe transmitter 2 can be any touch-tone te lephone 
which provides a user in terface, in tbc form of the touch
tone keypad or bullons, or the like, for entering a data code 
or sequence, and which may provide a means by which to 
transmit a signal, in response to the entered da ta, to an 
appropriate receiver device which is typically a telephone 
beeper or pager which may be serviced by an appropriate 
communicat-ions system or service. 

The receiver 3 or beeper or pager, o:r the communication 
system which services same, in turn, provides an indication, 
in the form of a signal transmission, back to the transmiller 
2 and, in particular, to the transmitter receiver 2C, which 
signifies that a signal has been received by the apparatus 1. 
The receiver 3 also generates data which is indicative of the 
signal, or a portion thereof, which has been received. In this 
regard, in the preferred embodiment, the receiver 3 is 
provided with its own transmi llcr 3A, or the communication 
system or service which services the receiver 3 may provide 
a transmiller (not sbown) as may be the case witb certain 
pager systems, such as and including two-way pager 
systems, for transmiuing signals back to the transmiuer 
system 2. It is important to note that the receiver 
3/transmiuer 3A combination, in appropriate cases, may be 
replaced with and/or implemented by a transceiver. The 
receiver 3 and/or receiver 3/ traosmillc.r 3A combination or 
transceiver may also be a cellular and/or mobile telephone 
which cao receive and transmit signals at and from a mobile 
location. 

II should be noted that the telephone/telephone beeper or 
pager system, including two-way pager systems, may be 
replaced with aoy other type of transmiller/receiver 
combination, electronic or otherwise, which provides for the 
transmission and reception of a mult itude of remote 
electrical, electronic, electromagnetic, and/or other sui table 
signals, over long distances and/or in a mobi le and/or a 
wireless communications environment. As noted above, a 
personal computer system which may be adapted to such 
operation, or a personal communication device(s) or per
sonal communication services (PCS) dcvicc(s) may also be 
utilized for, or in, any of the transmitter/ receiver system 
combinations described hereinabove and hereinbelow. Two 
way pagers may also be utilized for any, or in any, of the 
transmitter/receiver system combinations described herein
above or hereinbelow. 

In the preferred embodiment, upon receiving the signal, 
the receiver 3, generales a distinct signal which may be a 
d igital, an electrica l, an electronic and/or an electromagnetic 
or other suitable signal, which signal is indicative of the 
signal transmitted from the traosmiuer 2B of the transmitter 
system 2 and received by the receiver 3 . 

At least a ponion of the signal transmined (rom the 
transmiller system 2 to the receiver 3 may include a valid 
access code, which accesses the receiver 3, and the appara
tus L, which access code serves to p rovide for securi ty 
measures which may be taken in conjunction with the usc of 
the apparatus 1. 

The apparatus 1 also comprises a controller or a central 
processing unit CPU 4, which is electrically connected with 
the receiver 3 and transmiller 3A and whieb receives, or 
reads, whichever lhe case may be, the digi tal signal or of signals, which may be lransmined by the transmitter 

system 2 . 
The traosmiuer system 2/receiver 3 combination, o( the 

apparatus 1 is implemented, in the preferred embodiment, by 

65 signals, or portions thereof, which are received by the 
receiver 3 and/or generated by the receiver 3 in response to 
tbc received signal. The CPU 4 may be any type of digital 
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processing device. In the preferred embodimenL, the CPU 4 
is implemented by a microprocessor. The CPU 4 also has 
as.sociatcd therewith a read only memory device (ROM) 5 
and a random access memory device (RAM) 6 for storing 
data which is utilited by tbe apparatus 1. The data which is 5 
received by the receiver 3 is processed by tbe apparatus 1 in 
the manner described below. 

1he usc of a microprocessor as the CPU 4 provides for 
versatility in apparatus programmability, as well as facili
tates an apparatus which can be made as small io size as 10 
pos.<;ible. It is important to note that the CPU 4 may also be 
implemented by a micro-computer, a mini-computer, or any 
other d ig ital computer device or system, along with the 
requisite associated memory devices and other necessary 
and/or selected peripheral devices. Tbe functions of tbe CPU 15 
4 may al<;o be performed by appropria tely integrating the 
apparatus L with the e lectronic command computer of the 
vehicle. 

It should be noted tha t the provision of an apparatus l , 
which is as small in s i7..e as possible, allows fo r an apparams 20 
wh ich may be more easily ins talled and concealed in the 
vehicle, so as to prevent its being located and defeated by a 
car thief. It is also envisioned that tbe apparatus 1 may be 
installed in the motor vehicle during the vehicle's manufac
ture and/or as.<;cmbly process so as to insure that it will not 25 
be easily detectable or accessible by a car thief. The more 
concealable tbe apparatus, the less likelihood that it could be 
located and defeated. It is envisioned that the apparatus 1 
and any associated circuitry and/or wiring, may be designed 
into the motor vehicle so as to be inaccessible to a thief. 30 

1ne CPU 4 also bas a traosmiuer 4Aassociated therewith 

22 
In the preferred embodiment, the CPU 4 is also e lectri

cally connected and 'or linked to the motor vehicle fuel pump 
system 9 which is also located externally from tbe apparatus 
l. 111c CPU 4 may or may not be connected with the vehicle 
fuel pump system 9 through a fuel pump system interface 10 
which is also shown in FIG. 1. In the case of an electrical or 
an electronic fuel pump system, the CPU 4 may provide an 
~lectrical, an electronic, andfor other suitable signal, includ-
mg a digital signal, which will disable, re-enable, o r reset the 
vehic le fuel pump system 9. 

In the case of a mechanical fuel pump system, tbe CPU 4 
may provide an electrical, e lectronic, and/or o ther suitable 
s igna l, including a digital signal, which wil l disable o r 
re-enablc an e lectrical valve system, which may be used to 
contro l the operation of tbe mechanical fue l pump system. 
Whichever the case may be, the CPU 4 will be capable of 
issuing an e lectrical, e lectron ic and/or o ther sujtable signal, 
including a d ig ital s ignal, to disab le, to re-enable, or to rese t 
the vehicle fu e l pump system 9. The CPU 4 may also 
in te rrogate unci/or receive data from the fuel pump system 9 
which is indica tive of fuel pump system status (i.e., whether 
the fuel pump system 9 is on or off) . l11e CPU 4 may also 
be electrically connected and/or linked to an appropriate 
device (not shown) for controlling tbe operation of a vehicle 
exhaust system device. The vehicle exhaust system device 
may be a device for blocking the flow of exhaust gases 
through the exhaust system. 

The CPU 4, in the preferred embodiment, is also electri
cally connected and 'or linked to at least one or more of a 
vehicle equipment system or systems 11. The vehicle equip
ment system or systems 11 are located externally from the 
apparatus 1 and may or may not be connected and/or linked 
to the CPU 4, via a vehicle equipment system or systems 
interface 12 which may or may not be required for eacb ooe 
of the variety or mu hi tude of tbe vehicle equipment systems 
which may be utili7..Cd in conjunction with the apparatus. 

The vehicle equipment system or systems 11 may include 
a loud s iren o r a larm, which may be located in the passenger 
compartment of the motor vehic le and, which may produce 
a loud pie rc ing sound so as to make it unbearable for an 
intruder to remain ins ide the motor vehicle passenger com
partment. The vehicle equipment system 11 may also 
include an external s iren or alarm, which may produce a 

for transmitting signals to tbe transmitter system 2 or 
transceiver. lo this manner, the CPU 4 of the apparatus 1 
may respond to a user data transmission, command, or 
inquiry with a transmitted signal which may include digital 35 

as well as other data and may also include electronically 
synthesized voice data which is generated by a voice syn
thesizer 4D wbicb is connected to the CPU 4 and the 
transmitter 4A as shown in fiG. 1. Tbe transmitte r 4A and 
optional voice synthesi7..er 4B may be utilized so as to 4o 
provide informal ion to an authorized user or opera tor which 
may include, but no t be limited to, apparatus s tatus, vehicle 
operation swtus, and tbe s tatus of each vehicle system, 
equipment and/or device which is utilized io conjunct ion 
with the appara tus as weU as vehicle position data. 

·n,c CPU 4 is e lectrically connected and/or linked to the 
motor vehicle ignition system 7, which is located externally 
from the apparatus l. The CPU 4 may or may not be 
connected and/or linked with the vehicle ignition system 7 
through an ignition system interface 8 which is also shown 50 

in FIG. L. The CPU 4 may transmit signals to, as well as 
receive signals from, the vehicle ignition system 7. In this 
manner, the CPU 4 and the vehicle ignition system 7, may 
exchange information between each other. In this manner, 

45 loud piercing sound, which may be utilized to draw attention 
to the motor vehicle. 'Jbc vehicle equipment system 11 may 
also include a horn , which may blare continuously o r 
in te rmittently, so as to also draw attention to the motor 
vehicle. The vehic le equipment system(s) 11 may also 

the CPU 4, upon receiving an appropriate signal from the 55 

receiver 3, and upon the completion of the requisite data 
processing routine, which will be described below, may 
issue an electrical, an electronic, and/or any other suitable 
signal, including a digital command signal, to tbe vehicle 
ignition system 7. "Jbis electrical, e lectronic and/or other 60 
suitable signal or digital command signal may be one which 
will disable the vehicle ignition system 7 o r one which will 
re-cnablc o r reset tbe vehicle ignition system 7. The CPU 4 
may also interrogate the ignition system 7 and/or receive 
data from the ignition system 7 which is indicative of 65 
ignition system s tatus (i .e., whether the ignition sys tem 7 is 
on or on). 

include the vehicle ex1ernal light systems(s), which may 
include the vehicle head lights, taillights or flashers, which 
may be constantly illuminated or which may blink on and off 
repeatedly so as to draw attention to the motor vehicle. 

' Inc vehicle equipment system(s) 11 may also include a 
power door lock system, for securing the vehicle passenger 
companment so as to prevent an entry thereunto or an exit 
therefrom. In addition, the vehicle equipment system(s) ll 
may include a hood locking system, such as a mechanical 
hood locking system, for locking the vehicle hood so as to 
prevent an unautborited access into the vehicle engine 
compartment so as to prevent any tampering with the 
apparatus I or with other systems and/or components of the 
motor vehicle. 

The vehicle equ ipment system(s) 11 may also include any 
one or more of the widely known vehicle anti-theft systems 
and may a lso include a vehic le recovery system or device, 
inc luding a homing and/or a tracking device or system, each 
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of which system(s) may be activated and/or controlled by 
the apparatus 1 of the present invention. 

The vehicle equipment system(s) ll may also include 
video recording and 'or photographing equipment, which 
may include video recording devicc(s) aocl/or a camera(s), s 
such as those utilized in conjunction with personal 
computers, televisions, digital televisions, interactive 
televisions, display telephones, video telephones, and/or 
other communication devices, including personal commu
nication devices, or a still picture camera(s). The video 10 
recording device(s) or camera(s) may be digital recording 
devices or cameras or other suitable devices or cameras, 
including typical video recording devices or cameras. The 
video recording device(s) or camera(s), in a preferred 
embodiment, has associated therewith a transceiver or 
transmiuer/ recciver system for transmitting video images 15 
recorded by the video recording device(s) or camera(s) to 

24 
The vehicle equipment system(s) 11 may also include an 

intercom system or device or telephone, cellular, digital or 
otherwise, for providing a means by wbich to allow the user 
or operator, or other authorized operator, to communicate 
with the operator and'or occupants of the vehicle over a 
designated communication line. 

The vehicle equipment system(s) 11 may also include 
monitoring device (s) for reading and/or monitoring the 
vehicle fuel supply, water and/or coolant supply, electrical 
generator andlor alternator operation, battery charge level, 
and/or engine temperature level and/or any other vehicle 
operation and/or system function. The monitoring device(s), 
in a preferred embodiment, has associa ted therewith a trans-
ceiver or transmitter/ receiver system for transmitting data 
and/or information recorded aod/or read by the monitoring 
device(s) to the user or operator and for receiving signals 
such as, for example, contro l signals, lby which the user or 
operator may exercise control over the monitoring device(s). 

the user or operator and for receiving signals such as, for 
example, control signals, by which the user or operator may 
exerc~'>e control over the video recording device(s) or 
camera(s). 

'llle video recording device(s) or camera(s) may be 
located at any location on the interior of the vehicle such as, 
for example, in the dashboard of the vehicle so that the user 
or operator, or any other authorized individual, may observe 
and/or photograph the driver of the vehicle, or the occupants 25 
and/or cargo of the vehicle. The video recordiog(s) or 
camera(s) may also be located on the vehicle exterior. The 
video recording device(s) or camera(s) may have wide 
angles for maximum angular viewing and may also be 
pivotable and 'or movable. The video recording devicc(s) or 30 
camera(s) may record and/or transmit the recorded video 
and/or the picture(s) in real time andlor live. The video 
recording device(s) or camera(s) may also be equipped \vith 

Tile vehicle equipment system(s) 11 may also include 
20 communication devices, such as two-way radios, radios, 

televisions, navigational devices and/or equipment, fire 
extinguishing equipment, radar devices and equipment, 
emergency and/or distress signal equipment, and any 

a storage medium, for storing the recorded video and/or 
picture(s), and a transmitter or transceiver for transmitting 35 
the stored video and/or picture(s) to the user or operator at 
a later time. In this manner, real-time, as well as deferred, 
video and/or picture(s) transmissions may be provided. 

electrical, electronic and/or otherwise activated appliances 
and/or equipment wbicb may be utilized in a vehicle. 
Appliances m ay include household appliances such as 
refrigerators, stoves, air conditioners, ovens, microwave 
ovens, lighting systems, etc. The vehicle equipment system 
(s) 11 may also include electrical and/or electronically 
controlled dead bolt locking devices for usc on doors, 
windows, hood, trunk and/or in conjunction with any other 
opening components and/or components for gaining access 
to various locations on and/or in t be vehicle. 

The vehicle equipment system(s) ll may also include a 
wheel and/or brake locking device <>r mechanism. The 
vehicle equipment systems may also include hydraulic and! 
or pneumatic equipment aod/or other equipment, including 
winches, etc, which may be remotely activated as described 
herein. The vehicle equipment system(s) 11 may also 
inc lude vehicle communication devices including, but not 
lim ited to radios, te levisions and entertainment devices, 
two-way radios, cellular telephones and equipment , etc. T he 
vehicle equipment system(s) 11 may also include systems 
for detecting fail ures in any of the above, or any other, 
equipment systems aod report such failure(s) to the user or 
operator whether he or she is operating the vehicle or is no t 
in the vehicle and/or for reporting sucb failures to a central 
office. 

In the case of commercial and/or farm and/or construction 
equipment, the vehicle equipment system(s) 11 may also 
include loading and/or unloading mechanisms, cutting 
mechanisms, bailing mechanisms, winches and any and all 
of the various systems and devices utilized in conjunction 

1he vehicle equipment system(s) ll may also include 
audio recording equipment, which may include audio 4o 
recording device(s) such as microphones and/or tape 
recorders, such as those ut ilized in conjunction with per
sonal computers, te levisions, digita l televisions, interactive 
te lev isions, telephones, cellula r telephones, display 
telephones, video telephones, and/or other communication 45 
devices, inc luding personal communication devices. The 
audio recording device(s) may be digital audio recording 
devices or other suitable audio devices including typical 
audio recording devices. The audio recording device(s), io a 
preferred embodiment, has associated therewith a trans- so 
ceiver or transmitter/receiver system for transmitting the 
recorded audio to the user or operator and for receiving 
signals such as, for example, control signals, by which the 
user or operator may exercise control over the audio record
ing device(s). 55 with these vehicles and/or equipment. 

'lhe audio recording device (s) may be located at any 
location on the interior and/or exterior of the vehicle so that 
the user or operator, or any other authorized individual, may 
hear what is transpiring, and/or what has transpired, inside 
and/or outside the vehicle. The audio recording device(s) 60 
may also be pi votable and/or movable. The audio recording 
devicc(s) may record and/or transmit the recorded audio in 
rea l time and/or live. The audio recording device(s) may also 
be equipped with a storage medium, for storing the recorded 
audio, and a transmitter or transceiver for transmitting the 65 
St<lred audio at a later time. In this manner, rea l-time as well 
as deferred audio transmissions may be provided. 

A'> noted above, the use of any one or more of the vehicle 
equipment system or systems ll, and their associated inter
face devices 12, may be optional and may further include 
any other systems and/or devices which may, or are, utilized 
in and/or in conjunction with any of the above noted or 
envisioned vehicles. The vehicle equipment system(s) 11, 
especially when tbe apparatus is utilized in conjunction with 
law enforcement and/or military vehicles, may also include 
guns and/or weapon systems and/or self defense systems and 
e lectronic warfare systems. 

The vehicle equipment system or systems ll receives 
signals from the CPU 4, which signals serve to activa te or 
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de-activate, or vice versa, whichever the case may be, lhe 
respective vehicle equipment system(s) 11 which are utilized 
in conjunction with the apparatus 1. The vehicle equipment 
system(s) 11 may also include any other suitable vehicle 
system or equipment, device or feature which may be 5 
utilized to draw attention to the motor vehicle and/or in some 
other way impede the vehicle theft . It should be noted tha t 
any of the interface devices 8, 10 and 12 may include any of 
the requisite interfacing circuitry which may be necessary to 
facilitate CPU 4 control over the respective systems which 
may be ut ilized. lO 

1b e apparatus 1 also comprises a vehicle position and 
locating device 13 which may be utilized in order to deter
mine the position and/or the location of the vehicle. The 
vehicle position and locating device 13 can be utilized so as 

15 to determine the position of the vehicle anywhere in lhe 
world and provide for the transmission of vehicle position 
and/or location data to any appropriate system receiver so 
that the vehicle may be located and/or tracked and recov
ered. In the preferred embodiment, the vehicle position and 

20 locating device 13 comprises and utilizes a global posi tion-
ing device and an associated transmitter for transmitt ing 
position and/or location data to the authorized user or 
operator and/or to an au thorized office or agency authorized 
to receive and/or to monitor such data transmissions. 

The apparatus 1 also comprises a vehicle posi tion and 
25 

locating system receiver 14, which may be employed by the 
au thorized user or operator and/or by the au thorized office or 
agency, for receiving and/or processing the data which is 
transmitted from the vehicle position and locating device 13 

30 
as wi ll be descr ibed in more detail hereinbelow. The appa
ratus 1 may also comprise a corresponding user in terface 
device (not shown) for use in conjllnction with the vehicle 
position locating system. 

26 
posit ion and locating device 13, including the operation of 
the global positioning device 22. The global positioning 
system receiver 23 receives the necessary signals from the 
global positioning satellites and/or satelli te system(s) which 
arc located in orbit above and around the earth. The signals 
which are received by the receiver 23 are processed by the 
global positioning device 22, in a manner which is well
known to those skilled in the global positioning art. Once the 
vehicle position data or " raw" data is calculated, the data is 
transmitted to, or read by, the positioning system computer 
21. 

Vehicle position and/or location da ta can then be trans
mitted to the vehicle position system receiver 14 which may 
be located at, or accessible to, the authorized user or operator 
and/or at the location of an authorized office or agency, such 
as at a cemral security office or agency or local or regional 
law enforcement office or agency, which is duly authorized 
to receive the vehicle position and/or location data for the 
vehicle. 

Vehicle position and/or location data is transmilled by the 
transmitter 24 which, in the preferred embodiment, is a radio 
sigoal transmiller or a broadcast transmiller. The transmiller 
24 may also be a cellular or mobile telephone or wireless or 
other communication device which is programmed to call 
and transmit the data to the vehicle position system receiver 
14. The transmitter 24 may also be a digi tal signal trans
miller or any other suitable transmiuer the global positioning 
data could also be obtained by the user or operator by 
directly "calling" the system receiver .11.4 and/or the CPU 4 
of the apparatus 1. 

In the preferred embodiment, the transmitter 24 comprises 
a radio signal transmitter for transmi tling vehicle position 
and/or location data to the vehicle position system receiver 
14, which may be at a location of the au thorized user or 
operator and/or at a central security office or agency or at a 
local or regional law enforcement office or agency as will be 
described in more detail hereinbelow. lo this regard, the 
vehicle position system receiver 14 comprises a raclio signal 
receiver wuich is tuned to receive th.e signals which are 
transmitted by the transmiller 24. If the transmitter 24 is a 
cellular or mobile telephone or other personal communica
tion device, the system receiver 14 could be equipped with 
an associated cellular or mobile telephone or personal com-

While the preferred embodiment, as illustrated in FIG. 1, 35 
describes certain connections between various components 
and/or devices of the apparatus as being made by a direct 
and/or a wired electrical connection, it is noted that any 
direct and/or wired electrical coonectioo(s) between any of 
the components and/or devices described herein, may be 40 
replaced with wireless devices, wireless communication 
devices, equipment, links and/or Iiok'llps, along with their 
respective and associa ted technologies and/or devices, 
which wireless devices and technologies are known and tbe 
teachings of which are incorporated by reference herein. 45 muoicatioo device or other sui table device, which can be 

used in conjunction with the cellul ar or mobile telephone 
transmitter. Digi tal communication transmitter/receiver 
combinations and/or transceivers may also be utilized. 

FIG. 2 illustrates the vehicle position and locating device 
13 of FIG. 1 illustrating the main components thereof in 
block diagram form. The vehicle position and locating 
device 13, in the preferred embodiment, comprises a posi
tioning system computer 21 and a globa l positioning device 50 
22 with associated g lobal posi tioning system receiver 23. 
The posi tioning system computer 21 comprises a central 
processing unit (CPU) (not shown) and associated read only 
memory (ROM) device (not shown) and random access 
memory (RAM) device (not shown). 

The vehicle position and locating device 13 may also have 
its operation programmed so as to perform updated global 
positioning calculations, cont inuously, intermittent ly, at 
regular intervals and/or in any other suitable manocr, so as 
to provide for a tracking of a vehicle movement. The vehicle 
posi tioning system computer 21, in the p referred 

The vehicle position and locating device 13 also com
prises a position data transmitter 24, for transmitting tbe 
vehicle position and/or location da ta to the vehicle position 
system receiver 14. The vehicle posiLion and locating device 

s5 embodiment, contains d igital and/or digitized map data 
stored in da tabase 25 for ascertainiog the geographical 
posit ion of the vehicle [rom tbe calculated global positioning 
data (" raw" data) which is calculated by the global posi-

13 also comprises a data base 25 which contains digital 60 
and/or digitized map data, which can be utilized to deter
mine the geographical position of the vehicle from the 
calculated "raw" position data obtained from the global 
positioning device 22 . In this regard, vehicle location on a 
map and/or street location may be obtained. 65 

As will be described in more detail below, the positioning 
system computer 21 controls the operation of the vehicle 

tioning device 22. In this manner, tbe calculated global 
positioning data, and/or processed geographical position 
data, can be provided for ascertaining vehicle position 
and/or location and, if appropriate, for ascertaining vehicle 
movement such as by monitoring and/or tracking vehicle 
position as it is upda ted. 

The vehicle posi tion system receiver 14 may be equipped 
with an appropriate compllter system which also comprises 
a digital aod/or digitized map database for determining 
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geographical location (i.e. map location, street location, or 
any olher data which may be correlated and/or processed 
with the positioning data, etc.), from the received global 
positioning data, at the location of the receiver 14. 1l1e 
system receiver 14 may also be equipped with an alphanu- 5 
meric pager device which can s imply receive the position 
data and/or the geographical posi tion data from an appro
priately designed transmitter 24. 

FIG. 3 illustrates the vehicle position and locating system 
receiver 14 of FIG. 1 illustrating the components thereof in 10 
block diagram form. In FIG. 3, the system receiver 14 
comprises a receiver 30 for receiving tbe data transmitted by 
the transmitter 24 of the vebicle posi tion and locating device 
13. In the preferred embodiment, Lbe receiver 30 may be a 
radio signal receiver, a telephone, telecommunication and/or 15 
other system receiver, depending upon the type of transmit-
ter which util ized for the transmitter 24. II is also important 
to note that the receiver 30 may be a personal communica
tion system or personal communication services (PCS) 
receiver or device. Tbe receiver 30 may also be a satellite 20 
dish receiver or a digita l signal receiver. 

The vehicle position and locating system receiver 14 also 
comprises a computer 31 for controlling the operation of the 
system receiver 14. The positioning system receiver com
puter 31 comprises a central processing unit (CPU) (not 25 
shown) and associated read only memory (ROM) device(s) 
(not shown) and random access memory (RAM) device(s) 
(not shown). The computer 31 is connected to the receiver 
30 for receiving ancVor for reading the vehicle position 
and/or location data which is transmitted by tbe transmitler 30 
24 and received by tbe receiver 30. Tbe system receiver 14 
also comprises a user interface device 32, whicb may 
include a keyboard or a pointing device such as a mouse, a 
display device 33 sucb as a display monitor, an output device 
34 such as a printer and a database 35 such as a data base 35 
containing di~:,>it al and/or digitized map data for use in 
determining geographical position of a vehicle from tbe 
"raw" posi tion data. The system receiver 14 may also 
comprise a transmitter 36 for sending data and/or signals to 
the vehicle position and locating device 13 and/or for 40 
transmitting signals to the CPU 4 and/or to the transrnille r 
receiver 2C. 

It is important to note, at this point, that the system 
receiver 14 may also be implemented by utiJizing a borne 
and/or a personal computer which may be utilized with an 45 
associated receiver 30 or equ ivalent peripheral device(s). In 
the case of a horne and/or a personal computer, the data 
received from the vebicle position and locating device 13 
may be input in to the computer, from tbe receiver 30, by any 
one of the well known met bods and techniques for inputting 50 

data into a horne and/or a personal computer from such an 
appropriate peripheral device(s). In cases wherein a tele
phone signal and/or a personal communication device or 
personal communication services (PCS) devices are utilized, 
a fax/modern or other suitable device may be utilized to 55 

send, and/or to receive, data to, and from, the vehicle 
position and locating device 13. A television, appropriately 
equipped to receive and/or to transmi t signals may also be 
uti lized. It is also envisioned that digita l televisions, inter
active televisions, personal communications devices, per- 60 

sonal communications services (PCS) devices, personal 
digital assistants, display te lephones, electronically 
equipped watches, celluJar telephones and/or display cellu-
lar telephones may also be utilized. 

It is also important to note tha t the transmiuer system 2 or 65 

transceiver and the vehicle position and locating system 
receiver 14 may be implemented by utilizing, and therefore 

28 
replaced by, a home and/or a personal computer having the 
configuration illustrated in FIG. 4. FIG. 4 illustrates a block 
diagram of a computer system which provides all of the 
functions of, and/or for, the transmiller 2 or transceiver and 
the vehicle position and locating system receiver 14. In FIG. 
4, tbe borne and/or personal computer, wbicb is denoted by 
the reference numeral 150 comprises a CPU 151 with 
associated read only memory (ROM) device 161 and ran
dom access memory (RAM) device 162, a user interactive or 
interface device 152 which includes a keyboard and/or a 
pointing device, a disp lay device 153 which may be a 
display moni tor, an output device 154 which may be a 
printer, aod a database 155 wbicb may conta in access code 
and command code data as well as digi tal and/or d igitized 
map data. 

The computer 150 also comprises a transrniuer 156 fo r 
transmitting da ta to the receiver 3 anclior tbe CPU 4 and a 
receiver 157 for receiving data from the receiver transmiller 
3A and/or the CPU 4. The computer 150 also comprises a 
receiver 158 for receiving data from the vehicle position and 
locating device 13 and a traosmiller 159 for traosrnining 
data to the vehicle position and locating device l 3. In the 
embodiment of FIG. 4, data may be transrniued to and 
received from the computer 150 by using any of tbe con
ventionally known communication systems such as by uti
lizing radio signal communication devices, telecommunica
tion devices, optic al communication devices, satellite 
communication devices, and/or personal communication 
devices and/or personal communication services ( PCS) 
devices, or any other sui table communications devices, 
including any of the types of devices described above. In the 
case of telecommunication devices, a .ffax/modem for send
ing and receiving data may be utilized in the computer 150. 
Digital communication devices may also be utilized. 

FIG. SA illustrates the apparatus of FIG. 1 wherein tbe 
computer 150 of FIG. 4 is ut ilized as a subst itute device for, 
and for performing the functions of, tbe transmitter 2 or 
transceiver and the vehicle position and locating system 
receiver 14. 

It is also envisioned that the apparatus 1 may be util ized 
in conjunction with a computer so that the authorized user or 
operator can ut"ilize the apparatus over ao on-line service 
and/or on, or over, tbe Internet and/or the World Wide Web 
and/or other suitable communication network or medium. 

FIG. SB illustrates an alternate embodiment wherein the 
apparatus 1 is utilized in conjunction with an on-line service 
and/or on, or over, the Interne t and/or the World Wide Web 
and/or other sui table communication network or medium. In 
FIG. SB, the various transmillers of the apparatus 1, includ
ing tbe receiver transmiller 3A, the CPU transmiller 4A and 
the vehicle position and locating device transm itter 24, 
transmit their respective data transmissions to a receiver 500 
associated with an on-line service or internet computer 
system or computer server 510 (hereinafter ''server") wbicb 
is specifically dedicated to tbe task of providing control over 
and/or monitoring tbe vehicle, the apparatus 1 and/or any 
one or more of tbe vehicle systems which are controlled 
and/or monitored by the apparatus 1. The server 510 can also 
perform vehicle monito ring, tracking and/or recovery func
tions. Tbe server 510 also bas associated therewith, and 
connected aod/or linked thereto, a receiver 511 and a trans
miller 512, for receiving and transrnilling, respectively, all of 
tbe respective signals utilized for tbe complete and effective 
operation of the apparatus 1. The server 510 may be utilized 
in conjunction with an associated Web Site 520. 

In the embodiment of FIG. SB, the authorized user or 
operator may transmit data directly to tbe apparatus 1 via tbe 
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home and/or personal computer 150. The authorized user or 
operator may also transmit data directly to the server 510 
over an appropriate comrnunicalion network or medium. 

By using the com pUler 150 in conjunction with an appro
priate communicalion medium, the authorized user or opera- 5 

tor may then access !he dedica1ed server 510 such as on-line 
and/or via !be Web Site 520 and thereby receive any and all 

30 
Upon receiving the transmilled signal, the receiver 3, or 

beeper or pager, or the communication system servicing the 
beeper or pager, wi ll typically generale, via transmitter 3A or 
by another appropriate device, which may or may not be an 
integral part of the receiver 3, a signal, electrical or 
olherwise, which is indicative of the receiver 3 having 
received the signal from the transmitter 2 and which further 
indicates that the receiver 3 has been accessed. In the case 
of a communication system or service which services 1be 

of the above-described da1a from !be server 510 over the 
on-line service and/or on, or over, the ln!emet and/or the 
World Wide Web and/or other sui lable communication net
work or medium. The aU!ilo rized user or opera lor may also 
enter command codes and other da la so as to provide control 
over !be apparatus 1 via the server 510. The dedicated server 
510 may be accessed via the associaled Web Sile 520. The 
dedicated server 510 may aLso process the data obtained by 
the apparatus 1 in any appropriate manner, if desired. T he 
authorized user or operator may also access and provide 
control over the apparatus 1 via the server 510. 

10 beeper or pager, the lransmiller 3A may be located externally 
from lbe apparatus 1 and may be linked to !he receiver 3 via 
lbe communicalion Link wbicb services !he receiver 3 (i.e., 
the beeper or pager communications service system). 

The received access signal is also sent to, or read by, the 
15 CPU 4 so as to alert the CPU 4 !bat tbe receiver 3, and the 

apparatus 1 have been accessed. The receiver 3, or the 
commuoicalion system servicing the receiver (beeper or 
pager), will then transmit a signal, via i ts transmitter 3 A, to 

Applicanl also hereby incorporales by reference herein all 
of the methods and/or techniques for providing information 20 

and/or data over on-Line services and/or on, or over, the 
Internet and/or the World Wide Web or other suitable 
communication network or medium, along with client/server 
and/or Web Site technology and methods and/or techniques 
tHilized in conjunction therewith, which are known as of the 25 

filing date of this appl icalion. In th is regard, the authorized 
user or operator may utilize the apparalus 10 its fullest 
capabi lities over an on-line service and/or on, or over, !be 
Internet and/or the World Wide Web or other suitable 
communication network or medium. In Ibis manner, the 30 

embodiment of FIG. 5B may allow the authorized user or 
operator to utilize the apparatus and/or to monitor the 
opera! ion of the apparatus over the on-line service and/or on, 
or over, the Internet and/or 1be World Wide Web from any 
suitable computer and/or from any location. 35 

Tbe operation of the apparatus 1 of the present invention 
is described below with reference to 1he flow diagrams 
illustrated in FIGS. 6A and 6B, which flow d iagrams illus
trate a preferred embodiment method for ut ilizalion of the 40 
apparatus l. The method of the presenl invention may be 
implemented as a computer program or soflware program 
which is utilized in conjunction wilh !he CPU 4. ll1e 
computer program or software program may be program
mable so as to provide fo r the modificalion of same, if 45 
desired. 

Upon the occurrence, or the discovery thereof, of the theft 

the transmitter receiver 2C which is indicative of the fact 
that the receiver 3, and the apparatus 1, have been accessed. 
This signal which is transmitted to the transmiller receiver 
2C usua lly lakes I be form of an audible tone atlhe te lephone 
headset which typically occurs when it is desired to com
municate with a beeper or pager device. 

The above sequence is analogous to the operation of a 
telephone/te lephone beeper or pager system wherein, when 
the beeper or pager, or the communication system servicing 
the beeper or pager, has answered I be call, tbe beeper awaits 
entry of a lelepbooe number or code by the caller. The signal 
indicalion by !he receiver 3 wil llhen be foUowed by a period 
of silence during which period, the authorized user or 
operator may enter the desired command code data or 
command code, which may include a vehicle d isable com
mand code, a vehicle re-enable or reset command code, a 
cancel code, or any other suitable command code by which 
!he authorized user or operator may exercise control over the 
apparatus 1. 1be authorized user or operator may then enler 
the code or number sequence into the transmiller interface 
2A or, in this case, the telephone keypad. 

In a case when the motor vehicle has been stolen, the 
command code may be a vehicle disable command code. 11 
should also be noled thai a vehicle re-enable or reset 
command code, or any olher suitable command code, which 
would represent a funct ion or operation to be performed by 
the apparatus 1, may also be entered, as the circumstances 
may require, at this time. The command code is then 
transmiued from !he transmiuing device 2B of the transmit
ler sys1em 2 and is received by the receiver 3 or beeper or 

of a motor vehicle, or s imply 10 monitor vehicle status or 
location, the au1horized user or operator of the vehicle may 
aclivate the apparatus 1 by enlering an access code into the 
transmiller imerface 2A which, as noted above, may be a 
touch tone telephone keypad. The entry of a valid access 
code will activale a signal !Cansmis.sion from the transmi t
ling device 2B in a manner similar to that of making a 
telephone call. In the preferred embodiment, the above 
sequence of events may occltr by the au thorized user or 
operator simply utilizing a touch-tone telephone, which may 

50 
pager. In !he preferred embodiment, a command code 
received signal is tben transmitted back to lbc lransmitter 
system 2, via the receiver 3 , or communication system, 
transmillcr 3A, which provides an indication, to the autho
rized user or operator, that the command code has been 

55 
received by the apparatus 1. 

be a public pay telephone, a priva1e telephone, a line 
telephone, a cordless or wireless telephone, or a cellular or 
mobile telephone, and by entering in !he predetermined 60 
access code which is assigned to the part icular apparatus 1. 

In the case of a touch-tone telephone/telephone beeper or 
pager system, wherein the beeper or pager is the receiver 3 
in the apparatus 1, this access code would typically be a code 
which would comprise a given lelephone area code and 65 

telephone number assigned to, or programmed for, the 
beeper or pager (receiver 3). 

The command code data is then transmitted to, or read by, 
the CPU 4 for command code identification and for further 
processing, if necessary. In this manner, an authorized user 
or operator, upon learning o( the theft o( the vehicle, or 
s imply attempting to ascertain !he status and/or localion of 
the vehicle, may easily access or activate the apparatus 1 by 
simply utilizing the nearest touch-tone telephone and by 
"calling up" the apparatus 1. 

II is important to note that the telephone/telephone beeper 
system, described above, may be replaced with any remole 
transmitter/receiver system, such as by a remote transmitter, 
i.e., a television-type remote control un·it, which coolrol unit 
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vehicle position and locating device 13 may be actuated so 
as to determine vehicle position and/or location data, which 
data may then be transmitted to the user or operator via 
transminer 24. The CPU transmitter 4A may also transmit 

would require a user interface feature and which has lhe 
capability to remotely transmit a mul titude of signals over 
long distances to ao associa ted receiver. A two-way pager, or 
other appropriate two-way communication device may also 
be utilized. A home and/or personal computer, with requisite 
peripheral devices, a personal commun ication device and/or 
a personal commllnication services (PCS) device may also 
be utilized. Digi tal communications devices, interactive 
te levisions and/or digital televisions may also be util il\ed. It 
is also envisioned that digita l televisions, interactive 
televisions, personal commu.nications devices, personal 
communications services (PCS) devices, personal digital 
as.sistants, disp lay telephones, video te lephones, electroni
cally equipped watches and/or other eiTects or accessories, 
cellular telephones, display cellular telephones may also be 
utilized. 

5 vehicle portion data as the CPU 4 may also have access to 
said da ta. In this manner, the user or operator may exercise 
control over the vehicle and/or monitor the operational 
status and/or stale of the vehicle and/or of any of the vehicle 
systems and/or components. The user o r operator may also 

10 
monitor the position and/or movement of the vehicle. 

FIGS. 6A and 6B illustrate flow diagrams of a preferred 
embodiment o f the operational steps and/or sequence of 
operation of the apparatus and method of the present inven
tion. With reference to FIGS. 6A and 6B, the receiver 3, 
upon receipt of the acces.'> code, will generate an interrupt in 

15 the CPU 4 which will activa te an operational program or an 
interrupt service routine, at step 60, or the flow diagram. At 
step 61, the command code data is receiwd by tbe apparatus 
L Upon receipt of the command code by the receiver 3, the 
command code is then transmitted to, or read by, the CPU 4 

By ut ilizing a telephone/ telephone beeper or pager 
system, in tbe preferred embodiment, a long range, remote
contro lled system may be achieved which systems are 
usua lly very well maintained by telecommunication com
panies or carriers and arc also very reliable. By using a 
telephone/telephone beeper or pager system, tbe authorized 
user or operator does not have to keep track of a separate 
remote control unit. In this manner, a reliable and efficient 
apparatus communication system is achieved. The apparatus 25 
1 may also be equipped with an alternate and/or an auxilia ry 
transmitter device(s), such as a remote control Lmit or horne 
and/or personal computer system, which could be employed 

20 at step 62. 11Je CPU 4 will then, at step 62A, perform a 
processing routine in order to identify the command code 
which has been entered. 

in addition to a telephone. In this manner, if the authorized 
user or operator sbouJd leave the remote control uojt in the 30 
vebicle, or sbould lose it, the apparatus 1 may still be 
accessed by the autborized user or operator. Still furtber, 
some telephone/telephone beeper or pager systems may 
bave effective distance ranges on lhe order of hllDdreds or 
thousands of miles which may be economical and reliable 35 
for long range signal transmission. 

In the case where the motor vehicle has been stolen, and 
Lbe authorized user or operator wants to prevent or thwart the 
theft of the vehicle and recover the vehicle, the command 
code which is to be entered is a vehicle disable command 40 
code (disable code) which will disable the vehicle in the 
manner described below. Similarly, if tbe authorized user or 
operator desires tore-enable or reset the apparatus 1, such as 
when the motor vehicle has been recovered or found, so as 
to render the vehicle re-enabled or operational, the command 45 
code to be entered will be a vehkle re-enable or reset 
command code (re-enable or reset code). 

Once the command code has been entered, tbe receiver 3, 
via its transmiller 3A, may provide a signal indication to the 
transmitter system 2, which may take the form of audible so 
tones to a headset, such as is known in beeper or pager 
systems, which serve to confirm receipt of the command 
code by the receiver 3 and the apparatus 1. The data entered 
into, and transmiued from, the transmiller system 2, and 
received by the receiver 3, wi ll then be transmiued to, or ss 
read by, tbe CPU 4 for command code identification and for 
subsequent processing, if necessary. 

If the au thorized user or operator merely wants to deter
mine the status of the vehicle and/or of any of the vebicle 
equipment systems (i.e., is the ignition system on, is lhe 60 

engine running, is a burglar alarm system armed, etc.), a 
status code may be entered and the CPU 4, after monitoring 
the vehicle systems, may report back to lhe authorized user 
or operator via the receiver transmitter 3A or the CPU 
transmitter 4A. If the authorized user or operator wants to 65 

determine the location of the vehicle and/or if it is in motion, 
a location request code may be entered whereupon the 

In the preferred embodiment, the command code should 
be of a pre-determined length and should be chosen to be 
one of a variety of codes which may be chosen so as to 
provide [or tbe controlling of the appara tus lto perform any 
number of functions and/or to control tbe vehicle and/or any 
of the vehicle systems utilized in conjunction with the 
apparatus 1. The command code may be a valid disable 
code, a valid re-eoable or reset code, a cancel code, a vehicle 
status code, a vehicle position and locating code, or any 
other sujtable code wbicb may be recognized by the CPU 4 
so as to provide control over and/or monitoring of the 
apparatus 1. A command code may be utilized to indicate a 
cancel operation, or to identify a previous transmission as a 
false alarm. An incomplete code, an invalid code, or the 
absence of a command code after the apparatus 1 has been 
accessed, may be deemed to be a fa lse alarm. 

Tbe cancel and false alarm categories are uti lized in order 
to enable an authorized user or operator to cancel access tO 
and/or activation of the apparatus .1!, or to prevem an 
unauthorized access or unauthorized attempt to enter a 
command code into the apparatus L Such an identification 
processing routine may be performed in a very simple 
manner, such as by testing the command code or code data 
against pre-determined or pre-defined .codes and/or against 
any other code data which may be stored in apparatus 
program memory. Such testing may be performed by any 
one of the widely known software testi.ng and identification 
routines and/or techniques. 

At step 63, the CPU 4 will determine if the code is a valid 
code. If the code is valid, then the processing will proceed 
to step 64. If lhe code is invalid, the CPU 4 will retu.ro to step 
76 thereby exiting the operational program or interrupt 
service routine and the apparatus 1 will await a next access 
code and command code transmission. Once a valid com-
mand code has been entered, the CPU 4, at step 64, will 
determine if a valid disable code bas been entered, which 
disable code signifies that the car bas been stolen and/or is 
under the control of an unauthorized user or operator or 
simply that the au thorized user or operator wishes to render 
the vehicle inoperative. Once the co=and code, if entered, 
is identified, tbe CPU 4, llnder the control of the apparatus 
operational program or interrupt service routine, will per
form the appropria te apparatus controL fllnctions. 

If a val id disable code is identified as having been 
transmitted, at step 64 (wbicb may designa te tbatthe vehicle 
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bas been stolen), the CPU 4 wiJI initiate and/or actuate lhe 
operation of the vehicle position and locating device 13 at 
step 65. The vehicle position and locating device 13 will 
then begin to, and continue to, perform the necessary 
routines in order to determine vehicle position and/or loca- 5 

tioo as will be described below. The operation of the vehicle 
position and locating device 13 will proceed and continue 
simultaneously and/or concurrently with the operation of the 
apparatus 1 and the CPU 4 as described below. 

The CPU 4, which is connected to the vehicle igni tion 10 
system 7, so as to send aod receive data to and from the 
vehicle ignition system 7, will perform a software test, at 
step 66, in order to determine whether the vehicle ignition 
system 7 is activated or is on (i.e. the vehicle is operating or 
is in motion). This will require a monitoring of lhe vehicle 15 

ign ition system 7 by the CPU 4. 

34 
It should be noted that any number of methods may be 

used, in conjunction with the apparatus 1, for disabling the 
vebicle ignition system 7. The CPU 4 can be uti lized to 
provide control signals, to disable or re-eoable, the vehicle 
ignition system 7 just as any microprocessor-based digital 
system provides control over lhe operation of the compo-
nents and/or peripheral devices utilized in conjunction there
wi th. "lne techniques utilized, in order to provide such 
control over the vehicle ignition system 7 may be deter
mined on a vehicle-by-vehicle basis. 

Once the vehicle igni tion system 7 bas been d isabled, only 
the issuance of a valid re-enable or reset command code, to 
the appara tus 1, may be utilized to rc-enable or reset the 
vehicle ignition system 7. ln this manner, a carefully coo
cealed and installed placement of the apparatus 1, within the 
vehicle, will provide for a completely disabled vehicle until 
such time as a valid access code, followed by a valid 
re-enable or reset command code, is entered by the autho
rized user or operator in a manner consistent with the 

A<> noted above, a vehicle ignition system interface 8 is 
optional and may or may not be employed in order to 
facilitate this function of monitoring and controlling the 
vehicle ignition system 7 by the CPU 4. 20 operation of the apparatus 1. As can be readily appreciated, 

a carehtlly concealed apparatus 1, along with a strategically 
placed igni tion cut-off circuitry or system, would render it 
most difficult, if not impossible, for the thief or thieves to 

If the vehicle ignition system 7 is determined to be 
activated or on, the CPU 4 will enter into a delay loop, at 
step 67. The purpose of the delay loop, at step 67, is to 
prevent the vehicle ignition system 7 from being 
de-activated or shut-down while the vehicle engine is still on 25 

or running. Such a test and delay loop routine serves to 
prevent accidents and resulting personal injury and property 
damage, such as may be caused when a vehicle suddenly 
looses power while in motion and/or is travelling at a 
moderate, or at a high, rate of speed or when such a loss of 30 

engine power may result in the failure of lhe vehicle power 
steering and/or power brake systems. In this manner, the 
CPU 4 will continue to interrogate the vehicle ignition 
system 7 after a pre-determined delay period, and will 
continue to do so unt il the vehicle ignition system 7 is 35 

determined to be shut-off and/or is non-operational. 
While any delay period may be employed, at s tep 67, and 

may be programmed into the program software of the 
apparatus L, it is important to choose a delay period which 40 
can detect even the shortest duration of a vehicle igni tion 
system shut-down. In the preferred embodiment, a delay 
period of one (1) second is utilized. 

This delay period, of course, may be changed in the 
program software, as desi red, by utilizing known system 45 
programming methods and/or techniques. 

After lhe delay period bas elapsed, at step 67, the CPU 4 
wi ll again interrogate the ignition system 7, at step 66, and 
will continue to do so in the above described delay loop 
routine until the ignition system 7 is determined to be 50 

shut-off and/or is non-operational. Once it has been deter
mined that the vehicle ignition system 7 is shut-off and/or is 
non-operational, lhe CPU 4, at step 68, will issue a disable 
signal to the vehicle ignition system 7 . 

The disable signal which is issued by lhe CPU 4, at step 55 

68, will disable the vehicle ignition system 7, thereby 
preventing a restarting of the vehicle engine. The disabli ng 
function may be performed by the CPU 4 by issuing a data 
signal, which causes the vehicle ignition system circui try to 
be shut-off or be "opened", such as by opening a switching 60 

device and/or a series of switching devices (i.e. a switch or 
relay (not shown)), which is or are located in, or designed 
into, lhe ignition system circui try, the starter motor, or at any 
other location in the ignition system 7, or by issuing a 
disabling signal to the digita l or logic devices, which may be 65 

utilized in connection with the vehicle electronic command 
computer and/or other electrical components or systems. 

practically defeat tbe apparatus 1. 

Wi th reference once again to FIGS. 6A and 6B, the CPU 
4, at step 69, wi ll then issue a disabling signal to the vehicle 
fuel pump system 9 thereby de-act ivating the vehicle fuel 
pump system 9 and prohibiting the supply of fuel to the 
vehicle engine. The disabling signal Erom the CPU 4 can 
disable tbe vehicle fuel pump system 9 by any one of the 
well known methods for disabling a fuel pump system. In 
the case of electric fuel pump systems, said systems may be 
disabled by any one of the known methods fo r sbuuing-oli 
or ''opening" an electrical circuit which provides power to, 
or control over, the fuel pump system 9, such as by a cut-off 
switch or relay, which methods and/or techniques may be 
similar to and/or analogous to those methods and/or tech
niques utilized in connection with disabling the vehicle 
ignition system 7. 

In the case where electronic compornents are utilized, the 
dig ital components or logic gates in tbe control circui try 
may also be disabled. In the case wbere a mechanical fuel 
pump is utilized, an electric valve assembly, which may 
provide a fuel pump operation cut-olf or disconnect, may 
also be utilized thereby allowing any appropriate method for 
disabling an electrical fuel pump system to be util ized in 
order to disable the electric valve assembly, and ultimately, 
to shut-off or disable the mechanical fuel pump system. The 
vehicle fuel pump system interface 10 may be utili7..cd, if 
necessary, in order to facilitate the above described disabling 
technique(s). 

Tbe CPU 4 can be utilized in order to provide control 
signals to disable or re-eoable lhe vehicle fuel pump system 
9 just a<; any microprocessor-based digita l system provides 
control over the operation of compooents and peripheral 
devices util ized in conjunction therewi!b. It should be noted 
thattbe techniques utilized in order to provide control over 
(disable or re-enable) the vehicle fuel purop system 9 may be 
determ ined on a vehicle-by-vehicle o r fuel pump-by-fuel 
pump basis. 

Upon the disabling of the vehicle ignition system 7, at 
step 68, and/or the vehicle fuel pump system 9, at step 69, 
the CPU 4, at step 70, if so commanded, will then issue a 
contro l signal(s) to activate or de-activate, whichever the 
case may be, any one or more of the various vehicle 
equipment systems 11 which are utilized in conjunction with 
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such as switches or re lays, which may be chosen so as to 
remain in their state unless altered or activated in a pre
defined fashion, electrically, electronicaiiy or otberwise, or 
under the power of an electrical signal or stimulus which is 

the apparatus l. As noted above, the vehicle equipment 
system(s) 11, i£ employed, may include an alarm or siren, 
which bas a piercing sound and which is placed in the 
ioterior of the passenger comparLment. Tbe alarm or siren 
would serve to make it unbearable for the thief or thieves to 
remain ioside the vehicle. External alarms or sirens may also 
be utilized in order to draw attention to the vehicle. A born 
or horns, which could blare continuously or intermittently, 
could also be utilized to draw attention 10 the vehicle. 

5 controllable only by an authorized user or operator. Further, 
even if the vehicle power is completely drained, these above 
mentioned devices, which may be chosen so as to require a 
predefined application of electrical or electronic power in 
order to change their state, or their operating mode or 

10 operation, would have their re-activation prevented, and 
tbus, the vehicle ignition system 7, the vehicle fuel pump 
system 9, and/or any of the vehicle equipment system(s) 11, 
will remain in a disabled state. 

A vehicle light system, i.e. bead lights, tail lights, parking 
lights, etc. may also be activated so as to illuminate con
tinuously or intermittently, such as by blinking, in order to 
draw attention to the vehicle. Other vehicle equipment 
systems, such as a power door lockiog system, may be 
activated, immediately or after a delay, for securing the 15 

vehicle passenger compartment so as to prevent ao entry 
thereunto or an exit therefrom. It is also envisioned that there 
may be a delay between the disabling of the vehicle ignition 
system 7 and the activation of the power door Jock system 
so as to allow the thief or thieves to get out of the car before 20 
the locking operation takes place. 

It is also envisioned that a mechanical hood lockiog 
system may be utilized and activa ted so as to lock the hood 
and prevent an twauthorized access into the vehicle engioe 
compartment. Such a vehicle hood lockiog feature could 25 

prevent tampering with the apparatus 1 or wi th other sys
tems and/or components of the vehicle. A vehicle alarm 
system or aoti-theft system(s), such as any one or more of 
the well known types of anti-theft and/or theft deterrent 
systems or devices may also be activated, and/or 30 

de-activated, when and if desired, by the CPU 4. The CPU 
4 may also activate a vehicle homing and/or trackiog or 
recovery device system such as a LoJack® Stolen Vehicle 
Recovery System and/or any other type of vehic le recovery 
system. 35 

It is also envisioned that back-up and/or supplemental 
power supplies, such as batteries, etc., (not shown) may also 
be utilized in conjunction with the apparatus 1 so as to 
prolong the continued activation or de-activation of tbe 
vehicle ignition, fuel pump and/or any of the vehicle equip
ment system(s) 11 which are utilized. Supplemental power 
systems are optional and may also be employed with the 
apparatus 1 so as to provide power for any unusual power 
requirements which may be required by tbe vehicle in which 
the apparatus 1 may be installed. The back-up and/or supple
mental power supplies may also be solar powered and/or be 
constantly chargeable by a vehicle recharging and/or alter
nator system. 

Upon the completion of apparatus 1 operation, at step 70, 
tbe CPU 4 wi ll then exit the operational program or interrupt 
service routine at step 76. This signifies the completion of 
the operational program or interrupt service routine in the 
case of receiving a disable command code. The CPU 4 will 
tben await the next accessing and/or activation of the 
apparatus 1 by the authorized user or operator, via entry of 
a valid access code into the transmitter system 2 as described 
above. Unless a valid access code, followed by a valid 
re-enable or reset command code, is emtered into the trans-
mitter interface 2A, the vehicle ignition system 7, and tbe 
vehicle fuel pump system 9, will remain disabled and/or any 
of the utilized vehicle equipment system(s) 11, will remain 
in their activated or de-activated states. 

Upon the veh.icle being found or recovered, such as io a 
manner resu lting from utilizing the vehic le position and 
locating device 13, in U1e manner described hereinbelow, the 

Any one or more of the above-described vehicle equip
ment system(s) 11 which may include a power door lock 
system, including electronic and/or electrical dead bolt lock
ing devices, for securing t he vehicle passenger 40 
compartment, hood or trunk, so as to prevent an unautho
rized entry thereunto, video recording equipment, for 
recording and supplying video intormation, and/or audio 
recording equipment, for recordiog and supplying audio 
information, may also be activa ted or deactivated. 

The CPU 4 can be utilized in order to provide control 
signals to activate and/or to de-activate any one or more of 
the vehicle equipment systems 11 just as a microprocessor
based digital system provides control over components 
and/or over peripheral devices utilized in conjunction there- 50 
with. Such methods and/or techniques may be s imilar to 
those methods and/or techniques utilized to provide control 

45 authorized user or operator may once again acces.s the 
apparatus 1 by entering the valid access code into the 
transmitter interface 2A and then by entering the valid 
re-enabling or reset command code. As described above, a 
valid access code will once again ·initiate the operation of the 
operational program or interrupt service routine, at step 60, 
which is described above and illustrated in FIGS. 6A and 6B. 

by the CPU 4 over tbe vehicle ignition system 7 and the 
vehicle fuel pump system 9. It should be noted that the 
techniques utilized, in order to provide control over any of 55 
the vehicle equipment system(s) 11, may be determined on 

The valid re-enable or reset command code will then be 
received by the receiver 3, io the manner described above at 
step 61. 

The command code data wi ll then be transmitted to, or 
read by, the CPU 4, at s tep 62 and processed and identified 
at step 62A. The CPU 4, at step 63, will then determine 
whether the re-enable or rese t command code, which was 
entered, is a valid code. The CPU 4, at step 64, will then 

a vehicle-by-vehicle and/or system-by-system basis. It is 
also envisioned that a vehicle exhaust system may be 
de-activated and/or sim ilarly controlled by the apparatus 1. 

Once disabled, the vehicle ignition system 7, and the 
vehicle fuel pump system 9, will remain disabled even if the 
vehicle power supply should be draioed. This is due to the 
fact that the digital circuitry, which is utilized in the appa
ratus 1, io the vehicle ignition system 7, tn the vehicle fuel 
pump system 9, and/or in any of the vehicle equipment 
system(s) 11, may include digi tal "memory" devices such as 
logic gates, flip-flops, etc. and/or electromagnetic devices, 

60 determine if the command code is a valid disable code. Since 
a valid re-enable or reset code bas been entered, the CPU 4 
will deterrnioe that the command code is not a disable code. 
1be CPU 4 willtheo proceed to step 71 and will determine 
whether the command code is a valid re-enable or reset 

65 command code. 
If lhe command code is nol a vali.d re-enable or reset 

command code, the CPU 4 will exit the operational program 

Petitioner Nissan North America, Inc. - Exhibit 1001 - Page 40



US 6,549,130 Bl 
37 

or interrupt service routine, at step 76, and will await enlry 
of the next valid access code and command code. It shollld 

38 
accessing and activation of the apparattts 1, or by an 
llnauthorized person allempting to gain unauthorized access 
to tbe apparatus 1, the CPU 4, upon identifying the code as 
an invalid command code, will ignore the command code 

be noted that, as an added secllrity mcasllre, the apparatus 1 
may be programmed so that, upon the receipt of one or more 
invalid access and/or command codes, the apparatus 1 may 
require that the allthorized user or operator re-program a 
new access code for the apparatus 1 through a central office 

s transmission, and will exit tbe operational program or inter
rupt service routine, at step 76. The CPU 4 will then awai t 
tbe next valid accessing and!or activation of the apparatus 1. 

Any subsequent accessing oft be apparatus 1 will reset the 
apparatus 1 thereby preventing the apparatllS 1 from being 

or agency or maintenance service which provides service 
and/or maintenance for the apparalllS 1. In any event, the 
apparatus l may be accessed by a valid access code wi th 
such accessing resetting the apparatus 1 and initiating tbe 
operation of the appara tus 1. 

If, however, the entered command code is identified as a 
valid re-enable or reset code, at step 71, the CPU 4, 
subsequent to such determination, but prior to actually 
re-enabling or reselling the vehicle ignition system 7, 
re-enabling the vehicle fuel pump system 9, and 
de-activating or re-activating, whichever the case may be, 
any one or more of the various vehicle equipment systems 

10 left in a stale of " limbo". In this manner, the apparatllS 1 
serves to prevent an unauthorized accessing and/or an 
unwanted disabling or re-enabling or resetting of the vehicle 
ignition system 7 and/or tbe vehicle fuel pump system 9 
along witb the activation or the de-activation of any of the 

15 various vehicle equipment systems 11 whicb may be 
utilized, unless and ILDtil all valid codes are utilized. 

11 which are util ized, wi ll perform a test, at step 72, in order 20 
to verify that the vehicle ignition system 7 is, in fact, still 
disabled. If, at step 72, the vehicle igni tion system is still 
enabled or on, the CPU 4 will exit the operational program 
or interrupt service routine and will await entry of the next 
valid access code and command code. This test, at step 72, 25 

is a safety feature which serves to ensure that no re-enabling 
or resell ing signal will be issued by the apparatus l if the 
vehicle ignition system 7 is not disabled. In this manner, the 
operation of the vehicle ignition system 7 will not be 
interrupted or affected, which interruption may be unsafe if 30 

tbe vehicle is already in operation or in motion. 
It should be noted that neither the vehicle fuel pump 

system 9 nor any of the various vehicle equipment systems 
11 which may be uti lized, should have their status of 
operation altered as any interruption of the status quo of each 35 

of the respective systems, during normal vehicle operation, 
may also be llasafe. 

If the vehicle ignition system 7 is determined to be 
disabled, at step 72, tbe CPU 4 will, at step 73, issue a 40 
contro l signal which will re-enable or reset the vehicle 
ignition system 7. This may be accomplished by any method 
and/or technique which wowd re-enable or re-activate the 
vehicle ignition system circuitry. Tbe CPU 4, at step 74, will 
then issue a control signal to re-enable or rese t tbe vehicle 45 
fuel pump system 9, if so desired, which may also be 
accomplished by re-enabling or re-activating the vehicle fuel 
pump system circuitry. 

The CPU 4 will then, at step 75, issue cont rol signals to 
each of the various vehicle equipment systems 11 whicb are so 
utilized, so as to de-activate or re-activate the respective 
system(s) wbicb bad been activated or de-activated, 
respectively, earlier at step 70 or otherwise. Upon the 
completion of tbe above-described events, tbe vehicle will 
then be ready for operation, barring any need for service ss 
and/or for repairs. The CPU 4, upon the completion of step 
75, wi ll then ex;t the operational program or in terrupt 
service routine, at step 76, and will await the next valid 
acces.sing and/or activation of the apparatus 1. 

The above safeguards will also prevent a wrong or 
mis-dialed number from accidently accessing and activating 
the apparatus 1 w hich may result in ar~ unwanted disabling 
or re-enab l.i ng, or the activation or de-act ivation, of the 
respective vehicle systems. These safeguards may be pro-
vided at tbe access code level of transmission and/or at the 
command code level of transmission. Sucb safeguards also 
prevent the apparatus 1 from being accessed and left in a 
state of ·' limbo" which may compromise the ability of an 
au thorized user or operator to access and utilize the appa-
ratus 1. It is important to note tbat tbe entry o( an invalid 
acces.s code wi ll simply fai l to access the apparatus 1. 

In this manner, the apparatus 1 serves to prevent an 
unauthorized or an unwanted disabling or re-enabling or 
setting or resetting of lbe vehicle ignition system 7 and/or 
the vehicle fuel pump system 9 along with the activation or 
the de-activation of any of tbe various vehicle equipment 
systems 11 which may be utilized. 

As noted above, with reference to FIGS. 6A and 6B, once 
a valid disable code bas been recognized by tbe CPU 4, at 
step 64, the apparatus 1 will, at step 65, activate tbe vehicle 
position and locating device 13. The operation of tbe vehicle 
position and locating device 13 wi ll then be initiated, at step 
65, and will operate simwtaneously and/or concurremly 
with, and independently of, the appara lllS 1 and the CPU 4 
in the performance of the operational steps 66-76 and 71- 76 
as described above. In this manner, the vehicle position and 
locating device 13 is utilized to calculate, determine and 
transmit vehicle position data in a manner independently of 
apparatus conlrol over the vehicle ignition system 7, fuel 
pllOJp system 9, and/or any of the vehicle equipment system 
(s) 11. 

FIG. 7 illustra tes the operation, in Bow diagram form, of 
the vehicle position and locating device 13. As noted above, 
the operation of the vehicle position and locating device 13 
commences at step 65 as shown in FIGS. 6A and 6B and 
thereafter operates simul taneously and/or concurrently with, 
and independently o(, lbe operation of the apparatus 1 and 
tbe CPU 4. With reference to FIG. 7, the operation of the 
vehicle posit ion and locating device 13 is initiated at step 
200 of FIG. 7. At step 201, tbe computer 21 of the vehicle 
position and locating device 13 activates the global posi-

As noted above, if the re-enable or reset command code 
is not a valid code, the CPU 4 will ignore the received data, 
will exit the operational program or interrupt service routine, 

60 tioning device 22, which is any one of the widely known 
global posi tioning devices. Once activated, the global posi
tioning device 22 calculates vehicle position data at step 202 
by using well known global positioning calculation methods at step 76, and will await the next valid accessing and/or 

activation of the apparatllS 1. In this regard, if an invalid 
command code showd be entered into the transmitter inter- 65 

face 2A, such as by an authorized user or operator who has 
made a mistaken entry, or who is trying to cancel the 

and/or techniques. 
Once the vehicle position data has been calculated at step 

202, a test is performed at step 203 in order to determine if 
tbe geographical posi tion data (i.e., specific vehicle location 
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identified on a map, location on identified roadway, e tc.) has 
been requested. lf geographical position or location data bas 
been requested, the computer 21 will, at step 204, calculate 
the geographical position or location data of the vehicle in 
conjuncrion with the digital and/or digitized map data which 5 

is stored in the database 25. The calculated geographical 
position da ta of the vehicle will then be transmitted, at s tep 
205, by the transmitter 24, of the vehicle position and 
locating device 13, to the vehicle position system receiver 14 
which is located a t the location of the authorized user or 10 
operator, or a t the authorized office, agency or other entity. 

40 
display the position data on the display 33. If geographic 
position data bas not been received, the computer 31, at step 
256, will genera te an inquiry on tbe display 33 to determine 
if geographic position data is desired. Tbe system will then 
await operator response via tbe user interface 32. If the user 
selects to receive geographic position data, the computer 31 
will proceed to step 257 and calculate geographic position 
data from the received ·' raw" posit ion data. 

The computer 31 will then, a t s tep 254, s tore the data for 
the vehicle position and will, at step 255, display the vehicle 
position data on the display 33. If, at s tep 256, the user does 
not want to obtain geographic posi tion data, the computer 3.1 
will, at step 254, store the "raw'' position data and display it 
on the display 33 in a latitude and/or longitude format, 

If, at s tep 203, geographic position data has not been 
requested, then the posi tion data which is calculated by the 
global positioning system 22 is transmilled, at step 205, to 
the vehicle position system receiver 14. In the preferred 
embodiment, the calculated vehicle position data is trans
milled repeatedly for a predefined time interval which time 
interval is faci litated by utilizing the time de lay at step 206. 

15 and/or in any o ther suitable and/or conventional forma t 
and/or manner which is ut ilized i n conjunction with the 
global positioning device 22 or global positioning technol
ogy. 

In the preferred embodiment, the posi tion data is trans
milled repeatedly for a time period of five (5) minutes, 
which time period is monitored by utilizing the time delay 
funct ion at step 206. Once the pre-defined time delay period 
has elapsed, the computer 21 will, at step 207, determine 
whether the vehicle position and location device 13 bas been 
de-activated, such as would occur once the vehicle bas been 
found and/or recovered and/or if the apparatus 1 has been 
reset. If the vehicle position and location device 13 has not 
been de-activa ted, operation of the vehicle position and 
locating device 13 will return to step 202 and will once again 
calculate vehicle position data. In this manner, vehicle 
position and/or location data may be upda ted. If the vehicle 
position device 13 bas been de-activated, the computer 21 
will, at step 208, exit the operational routine or interrupt 
service routine and will await its next re-activation. 

At s tep 258, the computer 31 will determine if more than 
20 one vehicle position da ta point has been s tored. If only one 

vehicle position data point bas been stored, tbe computer 31 
will instruct the receiver 30 to receive the next vehicle 
position da ta transmission at step 252. lf, at step 258, more 
than one vehicle position data point bas been stored, the 

25 computer 31 will, at s tep 259, calculate the track of vehicle 
movement and display the vehicle movement track on the 
display 33 at step 260. The computer 31, a t step 261, will 
tben determine if the au thorized user or opera tor desires to 
continue operation of the vehicle position system receiver 

30 14. 

FIGS. 8A and 8B illustrate the operation, in How diagram 
form, of the vehicle position system receiver 14 which, as 
noted above, is loca ted at the location of the authorized user 

35 

lf the user or operator desires operation of the vehicle 
receiver system receiver 14 to continue, such as is the case 
when the vehicle bas not yet been found or recovered, the 
computer 31 will return to operation, at step 252, and tbe 
receiver 30 wil l receive tbe next vehicle posit ion data 
tr ansmission and operation of the vellicle position system 
receiver 14 will continue. lf, however, it is determined, a t 
step 261, that the user or operator desires to discontinue 
operation of the vehicle position system receiver 14, such as 
is the case when the vehicle has been found or recovered, the 
vehicle position system receiver 14 will be de-activa ted and 
its operation will cease at step 262. Thereafter, the vehicle 
position system receiver 14 will await its next activation. 

It is important to note that the above described operation 
of the vehicle position and locating device 13 and the vehicle 
position system receiver 14 will continue to operate, and 
continuously update vehicle posit ion data un til the vehicle is 
found and/or recovered, at which point nhese systems may be 

or operator or at an office, agency or other ent ity which is 
au thorized to rece ive the vehicle position and/or location 

40 
data. The vehicle position system receiver 14 receives the 
vehicle position data which is transmilled by the vehicle 
position transmi ller 24 of the vehicle position and locating 
device 13. In the preferred embodiment, the operation of the 
vehicle position system receiver 14 is act ivated upon receipt 

45 
of a valid access code transmi tted by the transmitter 3A In 
this regard, the above-described access code, which is 
transmitted by the transmiuer 3A, is also received by the 
receiver 30 o r the vehicle position system receiver 14 
thereby activa ting same. 

50 de-activated. It is envisioned that the apparatus 1 of the 
present invention may track and/or locate the vehicle any
where in the world. I t is also important to note lhat vehicle 
position data , which is received at the vehicle position 
system receiver 14, may be output via a printer, via the 

In this regard, the access code is also ut ilized to activate 
the vehicle position system receiver 14. The vehicle position 
system receiver 14 may also be manually and/or in some 
other way activated by the authorized user or operator or by 
the authorized agency, office or entity. 55 computer display monitor and/or via a voice synthesized 

audio output via a speaker (not shown) which is connected 
to the vehicle posi tion receiver system 14. 

Operation of the vehicle position system receiver 14 is 
initiated at step 250. The computer 31 wi ll, upon receipt of 
the activate signal, activate the receiver 30, at s tep 251, 
which will. await transmission of the vehicle position or 
location da ta, (rom the vehicle position and locating device 60 

13. Upon transmission of the vehicle position data from tbe 
vehicle position and locating device 13, the receiver 30 will, 
at step 252, receive the vehicle position data. 

1be computer 31 will then, at step 253, determine if the 
received data is geographic position data. If geogTapbic 65 

position da ta is obtained, the computer 31 \vill, at s tep 254, 
store the position data in memory and will, at s tep 255, 

In this manner, the apparatus 1 of the preseot invention 
may be utilized to find and/or recover a stolen vehicle and/or 
to monitor vehicle operation and/or vehicle location and/or 
movement. 

ln the above described manner, tbe present invention 
provides for ao apparatus and a method for al lowing an 
authorized user or operator of a vehicle to prevent vehicle 
theft, to faci li tate stolen vehicle recovery, and/or to safely 
surrender the vehicle under force, or threat of force, while 
affording the authorized user or operator the opportunity to 
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and/or the respective interface devices associated therewith 
or corresponding thereto, may also be programmable by the 
user or operator via the transmitter 2, and/or at the vehicle 
in an appropriate manner and by an appropriately secured 

prevent or seriously thwart the vehicle theft from a safe 
location or vantage point and faci litate vehicle recovery. The 
present invemion may also be utilized to thwart, or prevent 
a vehicle theft even if the vehicle theft was discovered at a 
later time or from a location remote from the vehicle. 

Further, tbe present invention provides for an apparatus 
and a method for disabling and/or re-enab!ing various sys
tems of the vehicle, when the vehicle is not in usc, simply 
by "calling up" the apparatus 1, so as to disable the vehicle 
and provide added securi ty against theft. In this manner, an 
authorized user or operator may disable the vehicle ignition 
system 7, fuel pump system 9 and/or any of a varie ty of the 
vehicle equipment systems 11, of a vehicle which may be 
1>arked or in use, from any location and/or at any time. 

5 device, so that certain parameters, such as the timing, and/or 
the degree of disabling or re-enabling, of the various vehicle 
systems may be programmed and/or controlled. Any of the 
above-described systems ancVor devices may be program
mable for timed enabling and/or disabling, for timed 

10 activation, and/or for deferred activa tion, e tc. By utilizing a 
multitude of command codes, including disable codes and/or 
re-enable or reset codes, which codes aiiect different vellicle 
systems, or combinations thereof, it is possible to selectively 
control the vehicle systems from a remote location. This 

An au thorized user or operator may also access the 
apparatus 1 at any time and, with the use of an appropriate 
command code, may determine the operating status of the 
vehicle and/or any one or more of the various vehicle 
systems so as to determine if, for example, the ignition 
system 7 or fuel pump system 9 is activated or on, thereby 
alert ing the authorized user or operator that someone is 20 
operating the vehicle. An authorized user or operator may 
also access the apparatus 1 so as to determine vehicle 
position and/or location and/or the geographic location of 
the vehicle. In this manner, the authorized user or operator 
can provide monitoring and/or control over the vehicle 25 

and/or any of the vehicle equipment systems and/or devices, 
determine the status of the vehicle and/or of any of the 
vehicle equipment systems or devices, and/or determine 
and/or monitor the location of his or her vehicle at any time 
and for any reason. lo this regard, a safe and ao effective 30 
anti-theft and/or vehicle recovery apparatus and method is 
provided by the present invention. 

15 feature provides for greater versatility in the utilization of 
the apparatus 1. 

While, in the above description, the operation of the 
present invention bas been described and illustrated in 
conjuncrioo with the use of a valid disable command code 35 
and a valid re-enable or reset command code, it is also 
envisioned that any number of valid disable command codes 
and/or any number of valid re-enable or reset command 
codes may be utilized, wherein each diJierent disable code 
or re-enable or reset code rnay selectively disable or 40 
re-enable or reset any one or any combination of the vehicle 
systems, such as the vehicle ignition system 7, the vehicle 
fuel pump system 9, and/or any one or more of the various 
vehicle auxiliary equipment systems U which may be 
utilized. In this manner, the authorized user or operator may 45 
utilize the present invention to selectively disable, re-enable, 
de-activate or re-activate any one or more of the vehicle 
systems, or a combination thereof, at his or her discretion, at 
any time, wherever he or she may be. It is important to note 
that the opera tional program and/or interrupt service routine 50 
may be altered, modified and/or supplemented in order to 
service the multitude of possible command codes which may 
be utilized in conjunction with the apparams 1. 

By providing the capability for utilizing different disable 
codes and/or re-enable or reset codes, the authorized user or 
operator may utilize the apparatus 1 of t he present invention 
so as to disable or re-enable or reset the vehicle ignition 
system 7 and the vehicle fuel pump system 9, at any time, 
so as to disable the vehicle without activating or 
de-activating any of the vehicle equ ipment systems 11, and 
therefore, without drawing auentioo to the vehicle. 

This feature would enable an authorized user or operator 
to disable, re-enable, or reset the vehicle ignition system 7, 
the vehicle fuel pump system 9, and/or activate or 
de-activate any one or more of the various vehicle equip-
ment systems U , so as to disable the vehicle at any time and 
from any location. To this manner, the authorized user or 
operator may disable the vehicle, and/or any of the vehicle 
systems, daily and/or nightly, while at work, before going to 
sleep at night, or at any other time, simply by accessing and 
activating the apparatus 1 by using the transmitter 2 or 
transceiver which may simply be a touch-tone telephone. 

Since the vehicle ignition system 7 is usually off at these 
times, the disabling, and the subseque01 re-enabling of other 
vehicle systems will occur as described above with regards 
to FTGS. 6A and 68. In tbis manner, the present invention 
may provide for an e ffective device by which to "lock-up" 
a vehicle, at any tlme, evco when the vehicle is in the rightfuJ 
possessiou, or under the control, of the vehicle owner and/or 
authorized operator. 

FIG. 9 illustrates an alternate embodiment of the present 
invention, wherein an arming device 15 and an activation 
device 16 are utilized in conjunction with !be components of 
the apparatus 1 of FIG. 1. In FIG. 9, the arming device 15 
is uti lized to arm, activate, or access !he apparatus 1 and 
provides a means by which to access the apparatus 1 
separate and apart from the transmiller 2/receiver 3 combi-
nation. 

The arming device 15 may be a remote transmitter such 
as those utilized in conjunction with anti-theft devices or 
systems and/or alarm systems. The arming device 15 may 
also be a switch, a card reader, including stripe card readers, 
proximity card readers, tumsli le card readers, insertion card 
readers, key and key insertion devices and readers, magnetic 
card readers and/or optical cards and/or card readers. The 
arming device 15 may also be a key switch, a key pad, a 
keyless activation device with associated key, and/or any 
other suitable device. 1be arming device may also be, or 
include, a voice recognition device(s) or reader(s), voice 
signature device(s) or reader(s), fingerprint recoguition 

As noted above, an authorized user or operator may also 
utilize command codes for determining status of the appa- 55 

ratus 1, or of the vehicle, or any one or more of the vehicle 
systems. A command code may also be employed to simply 
determine vehicle position data. In any of the above cases, 
however, the operational program or interrupt service rou
tine would have to be modified so as to identify and service 60 
eacb of the possible command codes. Tbe operational pro
gram or interrupt service routine would also have to be 
modified so as to identify each of the possible valid com
mand codes so as to provide for the appropria te CPU 4 and 
apparatus 1 response thereto. 65 device(s) or reader(s), handprint recognition device(s) or 

reader(s), hand scanners and/or hand geometry readers. As 
with any of tbe above devices and/or components, the 

The apparatus 1, the CPU 4, and/or any of the vehicle 
systems and/or devices and/or vehicle equipment systems, 
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arming device(s) may be di rectly connected to the CPU 4 or 
may be linked to the CPU 4 via a wireless communication 
Link or medium. 

It is also envisioned tha t, with a suitable arming device 15, 
such as a keypad or other device for da ta input, the autho
rized user or operator may arm the apparatus 1 with a desired 
command code. In this manner, a programmable arming 
device may be utilized wherein apparatus operation, under 
the command of any of the variety of possible command 
codes, can be made automatic and/or programmable. II is 
important to no te that an automatic activation may also be 
performed by an appropriate code being transmilled to the 
apparatus 1 via the transmillcr 2 or transceiver. 

The activation device 16 is chosen to correspond with the 
arming device 15. ln this regard, the activation device 16 
may be a switch, a key switch, a keypad, a suitable card 
reader, including st ripe card readers, proximity card readers, 
turnstile card readers, insertion card readers, key and key 
insertion devices and readers, magnetic card readers, optical 
card readers, insertion card readers, optical readers as well 
as a keyless security device. The activation device 16 is 
connected directly to the CPU 4 as shown in FIG. 9 or it may 
be connected to the CPU 4 via a wireless communication 
Link or medium. 

It is important to note that, in certain circumstances, such 
as when a keypad, key switch and/or any of the various cards 
and card readers are employed, the arming device 15 and the 
activat ion device 16 may be one and ihe same device and/or 
comprise one and the same combination of devices. 

lbe embodiment of FIG. 9 provides a mechanism by 
which an authorized user or operator may arm, activate, 
and/or access the apparatus 1. Upon the arming, activa tion 

44 
It is also important to note that the arming device 

15/activation device 16 may be utilized to activate the 
apparatus 1 and/or any one or more of I be vehicle systems, 
including the ignit ion system 7, the fue l pump system 9, any 

5 one or more of the various vehicle equipment systems 11 
which are ut ilized in conjunction with the apparatus 1, 
and/or the vehicle position and locating device 13 . lo this 
regard, the arming device 15 and the activation device 16 
provide a mechanism by which to automatically activate the 

10 
apparatus 1 along with any other aoti-theft system utilized in 
tbe vehicle which may be controUed by the apparatus 1. The 
vehicle position a.nd locating device 13 may also be ac ti
va ted by an automatic activation of the apparatus 1. 

It is important to note that it is also possible to program 

15 
the apparatus 1 with a command code so that the apparatus 
will be programmed to become activated, or de-activated, 
automatically, such as upon the occurrence, or lack thereof, 
of a pre-defined event or occurrence and/or at any desired 
time. If the apparatus 1 has been programmed to become 

20 
activated a11tomatically, the transmiller 4A of the CPU 4 can 
transmit data rela ting to vehicle status, apparatus status, the 
status of each of the vehicle systems uti lized, as well as 
vehicle position data, to a respective receiver which is 
utilized by the authorized user or operator and/or at the 

25 
receiver located at a central security office. ln this regard, the 
present invention provides an apparatus and method by 
which a vehicle and/or a premises can report a theft situation 
and/or occurrence by itself. The apparatus can transmit a 
signal via transmitter 4A, or any other sui table appara tus 

30 
transmitter, to a user, operator, owner, occupant or au tho
rized office or individual of, and for, a respective vehicle or 
premises. 

The apparatus may also be designed or programmed to 
notify the user, operator, owner, occupant, authorized central 

35 office or individual with, or by, multiple communication 
devices, methods and/or efforts. The apparatus may be 
designed or programmed to telephone, telephone at an 
alternate phone and/or at a business p hone, beep or page, 
send a facsimile (fax) message transmission to, send a voice 

or accessing of the apparatus 1, the CPU 4 will, upon the 
activation of the vehicle ignition system 7, monitor the 
activat ion device 16. After a selected and predetermined 
time interval, chosen in the preferred embodiment to be teo 
(10) seconds, bas elapsed, if the user or operator of the 
vehicle bas failed to successfully activate the activation 
device 16, either by act iva ting the switch, by using the 
associated key, by inpulling a predetermined code (i.e. 
password or pass code) into the keypad, or by utilizing the 
appropriate card or key or other device corresponding to the 
utilized card reader or other associated device, the CPU 4 
will issue an appropriate disabling and/or command signal to 45 
activate the appara tus 1 automatically so as to thereby 
disable the vehicle as described above and so as to also 
activate the vehicle position and locating device 13. 

40 message transmission to, send an e lectronic mail message 
transmission to, and/or send a message to an answering 
service for, a user, operator, owner, occupant, authorized 
central office or individual of, and for, the respective vehicle 
or premises. 

ln this regard, the apparatus may be designed or pro
grammed to telephone an owner, user, o perator, occupant, or 
other authorized central office individual or other authorized 
individual, at a primary phone number, at an alternate or 
forwarding phone number and/or at a business phone 
number, scad a beeper or pager message to tbc individual or 
central office and/or send a facsimi le, an electronic mail 

The command code may be pre-programmed as a default 
code and/or may be operator selected and programmed in so 
any manner described above for user or operator entry o( 
such a code. ln tbis regard, if an unauthorized user or 
operator fa ils to properly activate the activation device 16, 
within tbe predetermined time period, the CPU 4 will 
recognize such failure as that which results from an uoau- ss 
thorized use or operation of the vehicle. 

In the above-described manner, the embodiment of FIG. 
9 provides a mechanism by which the apparatus 1, may be 
activated au tomatically or self-act iva ted. By util izing the 
embodiment or FIG. 9, the au thorized user or operator, after 60 

arming tbe apparatus 1, need not perform a transmission of 
an access code and a command code to the apparatus 1, as 
a default code, which is previously chosen and/or pro
grammed into the apparatus 1 will provide a command 
signal to the CPU 4. As noted above, with an appropriate 65 

arming device 15, the command code may be user selected 
and/or programmable. 

message, a voice mail message and/or an answering service 
mes.o;age to, or for, the individual or central office. In this 
manner, the-apparatus may report a theft and/or a malfunc
tion situation to the in terested individual(s) by utilizing 
mul tiple notification and/or reporting avenues so as to 
provide and ensure that the interested individual(s) are in 
fact notified as soon as possible. 

Tbe user, operator, owocr or occupant of the respcctjve 
vehicle or premises may also activate tbe apparatus from the 
vehicle or premises and transmi t a signal to the receiver 955 
of the apparatus 950 at the central office and/or to the 
receiver 2C, if necessary, so as to communicate with indi
viduals at these receiver locaiioos and/or to report an 
emergency, a breakdown and/or some other occurrence. 

In this regard, the apparatus 1, when in the automatic 
activation mode, or simply when being monitored and/or 
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during a status check, may transmi t data to the appropriate 
and respective devices. Further, in this regard, the apparatus 
1 of the present invention may be utilized to exercise and/or 
perform control, monitoring and/or security functions, to 
report and/or to prevent a vehicle theft and/or determine 
vehicle position and/or location, in instances when tbe 
authorized user or operator is unaware of the theft and/or 
does not have access to Lhe apparatus or vehicle. 

The apparatus and method of the present invention may 
also be programmable for programmed and/or automatic 
activation, self-activation, programmed and/or automatic 
operation and/or self-operatio n. The apparatus and method 
of the present invention may provide for ao immediate, as 
well as for a deferred, control, monitoring and/or security 
function, and/or response thereto, so as to provide for lbe 
immediate and/o r the deferred control, ac tivation, 
de-activation, programming, monitoring an<Vor security, 
etc., of any one or more of the respective vehicle systems, 
equipment, devices, appliances, etc., which may be utilized 

46 
posit ion and/or location so as to facilitate the recovery of the 
vehicle. I a such an embodiment, vehicle owners will register 
tbe ir vehicles and any and all necessary information per
taining thereto, inclucling access and command codes, with 

s tbc central security office. 

Tbe present invention may also be utilized so as to 
provide for a prompt law enforcement theft reporting, 
response to the theft report and recovery of the vehicle. FIG. 
llA illustrates another alterna te embodiment of the present 

10 invention wherein the apparatus 1 is ut ll ized in conjunction 
witb a central security office or agency, such as a private 
security service, or by a local or regional law enforcement 
office or agency. In FIG. llA, the apparatus 1 is ut ilized in 
conjunction with an associated apparatus 950 which, in the 

15 preferred embodiment, is located at tbe central security 
office. 

The apparatus 950 comprises a receiver 955 which may, 

in the above described embodiments as wel l any of the 20 
embodiments described hereinbelow. 

but need no t, be identical to the receiver 3 which is utilized 
in the appara tus 1. The receiver 955 should be capable of 
receiving the various codes which can be transmitted by the 
transmitter 2 or transceiver (i .e. access code(s) and com-

In yet another alternate embodiment of the present 
invention, the vehicle position and locating device 13 com
prises a plurali ty of global positioning devices wrucb are 
strategically located at various points and/or locations in, or 
on, the vehicle. FIG. 10 illustrates an alternate embodiment 
of the vehicle position and locating device which is denoted 

mand code(s)) for any one or for any number of vehicles 
which may be registered with the central security office. The 
receiver 955 shouJd be capable of receiving the access 

25 code(s) and command code(s) for each registered apparatus. 
In the embodiment of FIG. l lA, the appara tus 950 also 

comprises a computer 970, which is connected to the 
receiver 955. The apparatus 950 also comprises a vehicle by the reterence numeral 1.30 . In FIG. 10, the vehicle 

position and/or locating device 130 comprises five (5) global 
positioning devices 22A, 22B, 22C, 220 and 22E with 
corresponding global positioning receivers 23A, 23B, 23C, 
230 and 23E, respectively, associated therewith. The vehicle 
position and/or locating device 130 also comprises position 
data transmiller 24 and a digital map da tabase 25. 

30 
position system receiver 960 for receiving position data 
which is transmi tted from the vehicle posi tion and locating 
device 13. The position data system receiver 960 is also 
connected to the computer 970. The computer 970 also 
comprises the requisite memory ROM a.od RAM devices 

Each of the global positioning devices 22A- 22E is placed 
at a different point and/or location in, or on, the verucle. The 
distances between each of the global positioning devices is 
recorded and stored in the computer 21. Upon the act ivation 

35 
(not shown). The apparatus 950 also comprises a display 
device 980, an user interface device 975 aod an output 
device 985 which can be a prin ter, all of which devices are 
connected to the computer 970 and are utilized in conjunc
tion therewith. 

of the global positioning devices 22A- 22E and the calcu- 40 
lat ion of each position or location of each device, Lbe 
posit ion da ta is transmitted to, or read by, the computer 21, 
and a determ ination is made as to whether the initially stored 
distances between the devices have changed. 

Any change in distance between any two or more of the 45 
respective global positioning devices 22A-22E would rep
resent that the vehicle, or at least a port ion thereof, has been 
dismantled, at least in part, and possibly to a greater extent, 
depending upon the resulting disparity in the respective 
distances. This information may thea be transmitted via 50 
transmitter 24 to the vehicle posi tion system receiver 14 and 

The apparatus 950 also comprises a transmitter 965 which 
is connected to the computer 970. The transmitter 965 serves 
to transm it data to the apparatus 1. T he transmitter 965 may 
also be uti Lized to transmit data to the transmitter 2, to the 
vehicle position system receiver 14 and/or to the home 
and/or personal computer 150, if utilized. Such data wruch 
is transmitted from the transmitter 9·65 may include the 
various access and command codes and/or other codes, such 
as those codes for ascertaining the status of the vehicle, the 
apparatus 1, or any one or more of the vehicle systems which 
are controlled, monitored, and/or secured or used in con
junction with the apparatus 1. 

It is important to note that, in the preferred embodiment, 
the receiver 955, the vehicle posi tion system receiver 960, 
and tbe transmitter 965 are the same types of devices as 
those utilized in the apparatus of FIG. 1. In this regard, the 
receivers 955 and 960, and the transmitter 965, are devices 
for receiving, and transmitting, respectively, radio signals, 
satellite communication signals, telecommunications 
signals, optical communication signals and/or ot her signals 

the authorized user or operator can be notified of trus 
condition. In this manner, it can be ascertained if a vehicle 
bas been dismantled, "chopped", or stripped, which infor
mation may be vita l in the recovery process, and in the 55 
insurance claims process. The embodiment of FIG. 10 can 
also be uti lized in order to ascertain if the vehicle has been 
compacted or ' 'boxed." In this manner, the present invention 
may also be utilized in order to determine if the vehicle has 
been structurally altered in any manner. 60 and/or those signals, including digitaJ signals, which are 

utilized in conjunction with personal communication 
devices and/or personal communication services (PCS) 
devices. The devices utilized should, however, be of the 
same type and/or operate compatibly with the corresponding 

The apparatus and tbe method of the present invention 
may also be utilized in conjunction with a central security 
office or agency, such as a private security service, or by 
local or regional law enforcement offices or agencies, in 
order to provide a prompt means by which to report a vehicle 
theft, provide for a manner in which to d isable and/or 
re-cnable a vehicle system, and/or to determine vehicle 

65 transmitters and receivers of tbe apparatus 1. 

It is envisioned that the authori7..ed user or operator will 
register bis or her vehicle with the apparatus 950 such as by 

Petitioner Nissan North America, Inc. - Exhibit 1001 - Page 45



US 6,549,130 Bl 
47 

registering vehicle identification information along with 
vehicle access and command code data along with any other 
pertinent information described hereinabove or hereinbelow. 
Further, the receiver 955 is programmed to receive any and 
all of the signals transmitted from each one of the respective 5 
registered transmitters 2 of the respectively registered 
vehicles. 

The vehicle position system receiver 960 is programmed 
to receive the vehicle position data which is transmitted by 
each one of the respectively registered vehicle position and 10 
locating devices 13 of each of the respectively registered 
vehicles. 

11Jc apparatus 950 is utilized in conjunction with tbe 
apparatus 1 in the (allowing manner. As noted above, tbe 
computer 970 is capable of recognizing all of tbc possible 

15 
access code(s) and command code(s) which are recognized 
by the apparatus 1 for a particular vebicle. The apparatus 950 
is capable of storing vehicle identification information as 
well as access code and command code da ta for a plura lity 

48 
In this regard, the vehicle position data can be proces.sed 

by, and at, the apparatus 950. Vehicle posit ion data can then 
be diSJ)Iaycd to authorized personnel at the central security 
office on the display device 980 or output via the output 
device 985 which may be a printer. While operation of the 
apparatus 950 may be automatic, authorized personnel may 
enter commands so as to provide control over, or operate, the 
apparatus 950 via the user interface 975, if desired. 

In this manner, vehicle location or movement may be 
displayed, and/or tracked, on the display device 980 or 
output via the output device 985 at the central security office. 
In th is regard, authorized personnel an the centra l securi ty 
office or agency could locate or track the vehicle and alert 
the proper authorities. 

of registered vehicles. 
Upon the occurrence of a vehicle theft, or the discovery 

thereof, the authorized user or operator can access the 
apparatus 1 in the manner described above. In a first 
embodiment, the access code is transmiued to and received 
at, the receiver 3 of apparatus 1 and at the receiver 955 of 
apparatus 950. Upon receipt of the access code by both the 
receiver 3 and the receiver 950, both the apparatus 1 and the 
apparatus 950, respectively, wiJ I be acccs.sed. 

In yet another embodiment, the access code may be only 
transmilled to, and received by, the receiver 955 of the 
apparatus 950. The apparatus 1 may then be accessed and 
controlled via access and command codes which are trans
mitted by the transmincr 965 of the apparatus 950 which 

20 access and command codes are received by the receiver 3 of 
tbc respective vehicle. In this embodiment, the authorized 
personnel may provide control over the apparatus 1 by 
in pulling data and commands in to the user interface 975. Jn 
this embodiment, the vehicle position da ta and any data 

25 transmitted by tbe CPU 4 of the apparatus 1, is transmitted 
to, and received by, the vehicle position receiver system 960 
and/or at the vehicle position system receiver 14, respec
tively. Applicant bcreby incorporates by reference herein tbe 

subject maHer of U.S. Pat. No. 4,882,579 wl1icb teaches a 30 
code division multiplexed acknowledge back (ack-back) 
paging system wbicb includes a central station wbicb trans
mits a group of message signals to a group of ack-back 
pagers which are addressed as a group. 

The signal received at tbe receiver 955 is transmillcd to, 35 

or read from, the computer 970 of the apparatus 950. Tbe 
computer 970 will then identify the vehicle which is stolen 
and/or which bas been accessed. When the authorized user 
or operator transmits the command code, the command code 
is received at the receiver 955 of the apparatus 950 as well 40 

as at the receiver 3 of tbe apparatus 1. In th is regard, when 
tbe apparatus 1 is proces.sing the command code and per
forming the functions corresponding thereto, tbe computer 
970 of the apparatus 950 is simu ltaneously and/or concur
rently processing the command code data so that the au tho- 45 
rized personnel monitoring tbe apparatus 950 will be aware 
of which command code has been transmi tted by the autho
rized user or operator and which operations are being 
exercised and/or performed, or are to be performed, on the 
vehicle (i.e., vehicle ignition system and/or fuel pump so 
system disabled, etc.). The authorized personnel monitoring 
the apparatus 950 will also be aware of wbicb operations 
and/or systems, equipment, devices and/or appliances, are 
being controlled, monitored and/or secured. The apparatus 
950, in tbe preferred embodiment, may also be ut ilized to ss 
exercise and/or perform control, monitoring and/or security 
functions on, or over, the vehic le and/or any of the vehicle 
systems, equipment, devices and/or appliances. 

Upon the transmis.sion of the vehicle posi tion data from 
the vehicle position and locating device 13, the vehicle 60 

position data will be transmitted to, and received by, the 
vehicle position system receiver 960 of tbe apparatus 950 as 
well as by the vehicle position system receiver 14 of the 
apparatus 1. The computer 970 of the appara tus 950 will 
proces.s the received vehicle position data simultaneously 65 

and/or concurrently with the processing of said posit ion da ta 
by the CPU 4 of the apparatus 1. 

In yet another embodiment, the access code may be 
transmined and received only at the receiver 3 thereby 
accessing the apparatus 1. The vehicle transmitter 3A tben 
transmits a data signal to tbe receiver '955 of the apparatus 
950 thereby alerting tbe apparatus 950 that the vehicle bas 
been stolen. Command code da ta as well as otber data may 
then be transmined to tbc apparatus 1 via the transmitter 965 
of tile apparatus 950. The apparatus 950 may be designed to 
operate and/or perform any and all of the described func
tions automatically and without operator intervention. 
Vehicle position data may then be received by the vehicle 
position receiver system 960 and/or at the vehicle position 
system receiver 14, respectively. Tbc vebic.Ic position data 
may then be processed at the computer 970 of the apparatus 
950 and/or at the computer 31 of the vehicle position system 
receiver 14. 

In this manner, the apparatus 950 can serve to provide 
control over, and monitor the functions of, the apparatus 1 
for a vehicle or for a plural ity of vehicles, and further, the 
apparatus 950 provides the means by which to allow a 
central security office or loca l or regional law enforcement 
ollice or agency to exercise and/or per form control, moni-
toring and/or securi ty functions over tbe vehicles which arc 
registered therewith. The apparatus and method of the 
present invention may also be ut ilized co monitor the opera
tional status, operation and/or state or status of a one or more 
of the various vehicle systems, components and/or devices. 
In the case where the appara tus 1 is automatically activated, 
as described above, tbe apparatus 1 can transm it a signal, 
ind icative o[ vcb iclc theft aod/or an unauthorized use or 
operation of the vehicle, to tbe apparatus 950 thereby 
reporting the unauthorized use or operation, or tbef1, before 
the authorized user or operator is able to discover same. 

The apparatus 950 may also be utilized so as to verify and 
monitor apparatus accessing and/or activation by the au tho
rized user or operator. The authorized user or operator may 
"call" the central security oflice simply to determine tbe 
status and/or tbe whereabouts or location of bis or her 
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vehicle. It is impon ant to note that both the apparatus 1 and 
the apparatus 950 can provide the same functions and 
exercise the same control, monitoring, and/or security func
tions over the vehicle. 

50 
conjunction with an appropriate communications medium, 
the authorized user or operator may access the server 952 via 
tbe on- line service and/or via the associated Web si te 954, or 
in any other appropriate manner, so as to provide control 

The above-described alternate embodiment, wherein the 
present invention is utilized in conjunction with a central 
security office, such as a private security agency, or a local 

5 over, and/or obtain any and all of the above-described data 
and/or information regarding, bis or ber vehicle over the 
on-line service and/or on, or over, tbe In ternet and/or tbe 
World Wide Web or other suitable communication network 
or medium. 

or regional law enforcement office, agency and/or authority, 
provides for and faci litates a prompt and an immecliate 
reporting of a vehicle theft or unau thorized use, ancVor tO 
provides for ascertaining the status and/or the location of 
and/or the moni toring of the vehicle. This embodiment also 
allows the authorized user or operator to take any of the 
possible steps by which to report and/or to thwart the vehicle 
theft and activa te a vehicle recovery system. Law enforce- 15 

ment effons could be greatly assisted and enhanced as 
information which identifies the vehicle could then be 
immediate ly avai lable to the central security office ancVor to 
the local or regional law enforcement authorities. Such an 
embodiment cou ld also great ly assist in proces.sing insur- 20 
ance claims relating to stolen vehicles. 

The apparatus 950 may also be uti lized in connection wi th 
an on-line service and/or on, or over, the Internet and/or the 
World Wide Web, or other sui table communication network 
or medium, in a manner analogous to that described above 25 

in connection with the utiliza tion of a horne and/or a 
personal computer 150. 

FIG. liB illustrates yet another alternate embocliment of 
tbe present invention wherein the apparatus of FIG. llA is 
utilized in conjunction with an on-line service and/or on, or 30 

over, the loteroet and/or tbe World Wide Web or other 
suitable communication network or medium. In FIG. liB, 
the borne and/or personal computer 150 of FIG. SA is 
uti lized in place of tbe transmillcr 2 or transceiver and the 
vehicle position system receiver 14. The apparatus 950 bas 35 

associated therewith an on-line service and/or an Internet 
computer system or server 952 with an associated server 
receiver 953 and transmitter 957 fo r receiving and 
transmitting, respectively, any and all data utilized in coo
junction with the operation of the server 952, the apparatus 

40 

1 and the apparat11s 950. 
l11e transmitter 957 transmits any and all appropriate 

signals to the appropriate and respective devices of the 
arrangement of FIG. llB during apparatus operation. In this 45 
regard, the server 952 can exercise and/or perform control, 
monitoring ancVor security functions on, or over, the appa
ratus 1 and the apparatus 950 and also provide for an 
apparatus which can be util i:z.ed, in its ent irety, over an 
on-line service and/or on, or over, the Internet and/or the 

50 
World Wide Web or other suitable communication network 
or medium. In FIG. llB, a Web Site 954 is associated wi th 
tbe server 952. 

The authorized user or operator may also access and 
provide contro l over or exercise and/or perform control, 
monitoring and/or security functions o n, or over, the appa
ratus 1 , the apparatus 950 and/or tbe server 952 via tbe 
on-line service and/or via tbe Web Site 954. In this regard, 
the present invention enables an authorized user or operator 
to provide control over vehicle systems ancVor moni tor the 
vehicle system status and/or position and/or movement of 
the vehicle over an on-line service and/or on, or over, the 
In ternet and/or the World Wide Web or other suitable 
communication network or medium. li is important to note 
that the apparat11s transmillers, of the transmitter 2, the 
receiver 3, tbe CPU 4, and the vehicle position and locating 
device 13, once the apparatus 1 bas been activated, may also 
transmit data directly to the receiver 953 of the server 952 
and/or to the Web Site 954. In this manner, all of the data 
transmitted by the apparatus 1 and/or by the apparatus 950 
can be supplied to the server 952 of the on-line service 
and/or the Internet and/or the Web Site 954 of the World 
Wide Web. 

Data access and command code da ta, as well as other data, 
may also be transmitted by the authorized user or operator, 
via the respective apparatus transmi tters to tbe receiver 953 
of the server 952 and/or to the Web Site 954. 

Tbe server 952 can perform complete control, monitoring 
and/or security functions on, or over, the apparatus 1, the 
apparatus 950, the vehicle, and/or each of the vehicle 
systems. The apparatus and method of the present invention 
may be equipped with software and hardware for providing 
a systematic check of any and aU of tbe apparatus and 
vehicle systems, including the status or state of the vehicle 
equipment systems, equipment, devices and/or appliances 
and provide data relating thereto to tbe user or operator 
and/or to the authorized individual(s) an tbe above-described 
central security office. The server transm itter 957 can trans
mit control signals ancVor otber data, imcluding information 
to the authorized user or operator and to the apparatus 1 
and/or to the apparatus 950. It is also envisioned that the 
server 952 and the computer 970 may be combined into a 
single central computer system. 

In tbe above manner, tbe apparatus and method of the 
present invention provides a remote-controlled control, 
monitoring and/or security system, or vehicle anti-theft 
and/or vehicle recovery apparatus and metbod, for use in Any and aU data received by the receiver 955 is also 

received by the server receiver 953. Data wbicb is transmit
ted by the home ancVor personal computer 150, the CPU 
transmitter 4A, the receiver transmiiter 3A and the vehicle 
position and locating device transmi tter 24 are received by 

55 conjunction wi th an on-line service and/or on, or over, the 
In ternet and/or the World Wide Web or other suitable 

the server receiver 953 as well as by the receivers 955 and 
960, respectively. 

The server 952 will process tbe data received by the server 
receiver 953 and perform the same processing functions 
and/or computing f-unctions as the computer 970, the CPU 4, 
and/or the computer 150. 

communication network or medium. In this manner, the 
apparatus and method of the present invention also provides 
for a remote-controlled control, monitoring and/or security 

60 system which provides visual, video, graphical, audio and/or 
audible information to the user. Use over the Internet and/or 
tbe World Wide Web and/or other related communication 
systems and/or mediums ancVor over on-line services pro-

The user may transmit data, via tbe home and/or personal 65 

computer 150, directly to the apparatus 1, to the apparatus 
950 and/or to the server 952. By using tbe computer 150 in 

vides for global coverage, contro l, mon itoring and/or secu
rity for the vehicle. 

In yet another alternate embodiment, the present inven
tion is utilized in conjunction w itb a marine vessel or 

Petitioner Nissan North America, Inc. - Exhibit 1001 - Page 47



US 6,549,130 Bl 
51 

vehicle. FIG. 12 illustrates an alterna te embodiment of the 
present invention, wherein the apparatus and method is 
uti lized in conjunct ion wi th a boat. In FIG. 12, the apparatus 
is denoted generally by the reference numeral 1200. While 
the boat described below is a motor-powered boat, it is 
important to note tbal any type of boat, including, but no t 
limited to sa.ilboats, may also be utilized in conjunction with 
tbe present invention. 

In FIG. 12, tbe components of the apparatus 1200 which 
are common to the apparatus 1 of FIG. 1 are designated by 
the same reference numerals. In FIG. 12, the CPU 4 is 
electrically connected and/or linked to the boat ignition 
system 1207, which is located externally from tbc apparatus 
1200. The CPU 4 may or may not be connected and/or 
Linked witb tbe boat ignition system 1207 through an igni
tion system interface 1208 wbicb is also shown in FIG. 12. 
The CPU 4 may transmit signals to, as well as receive 
signals from, the boat ignition system 1207. In tbis manner, 

52 
passenger compartment of the boat and, which may produce 
a loud piercing sound so as to make it unbearable for an 
intruder to remain inside the boat cabin and/or passenger 
compartment. The boat equipment system 1211 may also 

5 include an external siren or alarm, vibicb may produce a 
loud piercing sound, wbicb may be utilized to draw attention 
to the boat. The boat equipment system 1211 may also 
include a born, wbicb may blare continuously or 
intermillenlly, so as to abo draw allention to the boat. 

10 The boat external light system(s), which may include the 
boat head lights, tail lights or fl ashers, which may be 
constantly illuminated or which may blink on and off 
repeatedly so as to draw allen tion to tbe boat, may also be 
utilized as a boat equipment system 12U. The boat equip-

15 ment system 1211 may also include a power door or batch 
locking system, including electronic and/or electrical dead 
bolt locking devices, for securing the boat cabin, cockpit or 
passenger compartment so as to prevemt an entry thereunto 
or an exit therefrom. In addi tion, the boat equipment system 

the CPU 4 and the boat ignition system 1207, may exchange 
information between each other. In tbis manner, the CPU 4, 
upon receiving an appropriate signal from tbc receiver 3, and 
upon the completion of the requisite data processing routine 
(s), may issue an electrical, an electronic, ancVor any other 
suitable signal, including a digital command signal, to the 
boat ignition system 1207. This electrical, electronic ancVor 
other sujtable signal, or digital command signal, may be one 
which will disable the boat ignition system 1207 or one 
which will re-enable or reset tbe boat ignition system 1207. 
The CPU 4 may also interrogate the boat ignition system 
1207 and/or receive data from the boat ignition system 1207 
wh ich ~s indicative of boat ignition system status (i.e., 

30 
whether the boat igni tion system 1207 is on or oft). 

20 (s) L211 may include an engine compartment locking 
device, such as an electrical and/or mechanical locking 
device, for preventing unauthorized acces.s into the boat 
engine compartment, so as to prevent aoy tampering wi th the 
apparatus 1 or witb other systems and/or components of the 

25 boat. 
Tbe boat equipment system(s) 1211 may also include any 

one or more of tbe wide! y known boat anti-theft systems and 
may also include a boat recovery system or device, including 
a homing and/or a tracking system, eacb of wbicb system(s) 
may be activated by tbe apparatus 1200 of the present 
invention. Tbe boat equipment system(s) 1211, may also 

In tbe preferred embodiment, tbe CPU 4 is also electri
cally connected and/or linked to tbe boat fuel pump system 
1209 which is also located externally from tbe apparatus 1. 
Tbe CPU 4 may or may not be connected ancVor linked with 35 
the boat fuel pump system 1209 through a l'uel pump system 
interface 1210 wbicb is also shown in FIG. 12. In tbe case 

include communication devices, sucb as two-way radios, 
radios, televisions, navigational devices and/or equipment, 
lire extinguishing equipment, pumping devices for pumping 
water out of tbe boat, radar devices amd equipment, emer
gency and/or distress signal equipment, sonar devices and/or 
equipment, and any electrical, electronic and/or otherwise 
activated appliances and/or equipment which may be uti 
lized on a boat. Appliances may inclllde household appli-

o[ an electrical or an elect ronic fuel pump system, the CPU 
4 may provide an electrical, an electronic, and/or other 
suitable signal, including a digital signal, which wil l disable 
or re-enable tbe boat fuel pump system 1209. 

Tn the case of a mechanical (uel pump system, the CPU 4 
may provide an electrical, electronic, ancVor other suitable 
signal, including a digital signal, which wil l disable or 
re-enable an electrical valve system, which may be used to 
cootrol tbe operation of tbe mechanical fuel pump system. 
Wbicbever the case may be, the CPU 4 will be capable of 
issuing an electrica l, electronic and/or other suitable signal, 
including a digital signal, to disable or to re-enable the boat 
fue l pump system 1209. The CPU 4 may also interrogate 
and/or receive data from the boat fuel pump system 1209 
which is indicative of boat fuel pump system status (i.e., 
whether the boat fuel pump system 1209 is on or oft). T he 
CPU 4 may also be electrically connected ancVor linked to 
an appropriate device (not shown) for controlling the opera
tion of a boat exhaust system. 

The CPU 4, in the preferred embodiment, is also electri
cally connected and/or linked to at least one or more of a 
boat equipment system(s) 12ll. The boat equipment system 
(s) 12ll are located externally from tbe apparatus 1 and may 
or may not be connected and/or linked to the CPU 4, via a 
boat equipment system(s) interface device(s) 1212 which 
may or may not be required for eacb one of tbe variety or 
multitude o[ the boat equipment systems which may be 
utilized in conjunction witb tbe apparatus. 

The boat equipment system(s) 1211 may include a loud 
siren or alarm, wbicb may be located in tbe cabin or 

40 ances such as refrigerators, stoves, ai r conditioners, ovens, 
microwave ovens, lighting systems, etc_ The boat equipment 
system(s) 1211 may also include systems for detecting 
failures in any of tbe above or any other equipment systems 
aod report sucb failures to tbe user or operator whether he or 

45 sbe is operating tbe boat or is not onboa1d the boat and/or for 
reporting sucb failures to a central office. 

The boat equipment system(s) 1211 may also include 
video recording and/or photographing equipment, which 
may include video recording device(s) and/or a camera(s), 

so sucb as those utilized in conjunc1ioo with personal 
computers, televisions, digital televis ions, interactive 
televisions, display telephones, video telephones, and/or 
other communication devices, including personal commu
nication devices, or a still picture camera(s). Tbe video 

ss recording device(s) or camera(s) may be digita l record ing 
devices or cameras or other suitable devices or cameras, 
including typical video recording devices or cameras. -ll1e 
video recording device(s) or camera(s), in a preferred 
embodiment, has associated therewi th a transceiver or 

60 transmiller/receiver system for transmitting video images 
recorded by tbe video recording device(s) o r camera(s) to 
the user or operator and for receiving signals sucb as, for 
example, control signals, by wbicb the user or operator may 
exercise control over tbe video recording device(s) or 

65 camera(s). 
The video recording device(s) or camera(s) may be 

located at any location on the interior of the boat sucb as, for 
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example, in the cabin, cockpit, and/or passenger compart
ment of the boat so that the user or operator, or any other 
authorized individual, may observe and/or photograph the 
operator of the boat, or the occupants and/or cargo of the 
boat. The video recording(s) or camera(s) may also be 5 
located on the boat exterior. The video recording device(s) 
or camera(s) may have wide angles for maximum angular 
viewing and may also be pivotable and/or movable. The 
video recording device(s) or camera(s) may record and/or 
transmit the recorded video and/or the picture(s) in rea l time 10 
and/or live. The v ideo recording device(s) or camera(s) may 
also be equipped with a storage medium, for storing the 
recorded video and/or picture(s), and a transmitter or trans
ceiver for transmitting the stored video and/or picture(s) to 
the user or operator at a later time. In this manner, rea l-time, 

15 
as well as deferred, video and/or picture(s) transmissions 
may be provided. 

The boat equipment system(s) 1211 may also include 
audio recording equipment, which may include audio 
recording device(s) such as microphones and/or tape 20 
recorders, such as those ut ilized in conjunction with per
sonal computers, te levisions, digita l televisions, interactive 
televisions, telephones, cellu la r telephones, display 
telephones, video telephones, and/or other communication 
devices, including personal communication devices. The 25 
audio recording device(s) may be d igital audio recording 
devices or other suitable audio devices including typical 
audio recording devices. The audio recording device(s), in a 
preferred embodiment, bas associa ted therewith a trans
ceiver or transmitter/receiver system for transmi tting tbe 30 
recorded audio to the user or operator and for receiving 
signals such as, for example, control signals, by which tbe 
user or operator may exercise control over the audio record
ing device(s). 

The audio recording device (s) may be located at any 35 
location on tbe interior and/or exterior of the boat so tha t lbe 
user or operator, or any other authorized individual, may 
hear what is transpiring, and/or what has transpired, inside 
and/or outside the boat. The audio recording device(s) may 
also be pivotable and/or movable. The audio recording 40 
device(s) may record and/or transmit the recorded audio in 
real time and/or live. The audio recording dcvice(s) may also 
be equipped with a storage medium, for storing the recorded 
audio, and a transmitter or transceiver for transmitting the 
stored audio at a later time. ln this manner, real-time as well 45 
as deferred audio transmissions may be provided. 

"!be boat equipment system(s) 1211 may also include an 
intercom system or device or telephone, ce!Jular, digita l or 
otherwise for providing a means by which to allow the user 
or operator, or other authorized operator, to communicate so 
with the operator and/or occupants of the boat. The boat 
equipment systcm(s) 1211 may also include monitoring 
device(s) for reading and/or moni toring the boat fuel supply, 
water and/or coolant supply, electrical generator and/or 
alternator operation, bauery charge level, and/or engine or 55 

motor temperature level, marine control system and/or any 
other boat operation and/or system function. The monitoring 
device(s), in a preferred embodiment, bas associa ted there
with a transceiver or transmillcr/receivcr system for trans
milling data and/or information recorded and/or read by tbc 60 
monitoring dcvice(s) to the user or operator and for receiv
ing signals such as, for example, control signals, by which 
the user or operator may exercise control over the monitor
ing device(s) . 

As noted above, the use of any one or more of the boat 65 

equipment system(s) 12 11, and their associated interface 
devices 1212, may be optional. Further, wireless devices 

54 
may be utilized for any of the devices util ized in conjunction 
with the apparatus 1200. 

The boat equipment system(s) 1211 rreceives signals from 
the CPU 4, which signals serve to activa te or de-activate, or 
vice versa, whichever the case may be, the respective boat 
equipment systcm(s) which are utilized in conjunction with 
the apparatus 1200. The boat equ.ipmenl system(s) 121l may 
also include any other suitable boat system or equipment 
feature which may be util ized to draw allention to the boat 
and/or in some other way to impede boat theft. It should be 
noted that any of the interface devices 1208, 1210 and 1212 
may include any of the requisite interfaci ng circuitry which 
may be necessary to facilitate CPU 4 control over the 
respective systems which may be utilized. 

The apparatus 1200 also comprises a position and locating 
device 13 which can be utilized in order to determine the 
position and/or the location of the boat. The position and 
locating device 13 can be utilized so as to determine the 
posit ion of the boat anywhere in the world and provide for 
the transmission of boat position and/or location data to any 
appropriate system receiver so that the boat may be located 
and/or tracked and recovered. ln the pre ferred embodiment, 
the posit ion and locating device 13 comprises and utilizes a 
global posi tioning device and an associated transmitter fo r 
transmiuing position and/or location data to the authorized 
user or operator and/or to an authorized office or agency 
authorized to receive and/or to monitor such data transmis
sions. 

The apparatus 1200 of FIG. 12 also comprises a position 
and locat ing system receiver 14, which may be employed by 
the authorized user or operator and/or by the au thorized 
office o r agency, for receiving and/or processing the data 
which is transmitted from the position and locating device 
13 as described above. The apparatus of may also comprise 
a user interface device (not shown). 

The apparatus and method of the alterna te embodiment of 
FIG. U may be utilized and/or operates in the same or in a 
similar and/or analogous manner as described above wilb 
regards to the embodiments of FIGS. 1- llB and/or consis
tent with the description of the various embodiments and 
features of the present invention as described herein. The 
apparatus and method of the present invention may also 
provide for the immediate, and/or for the deferred, control, 
activation, deactivation, programming, monitoring and/or 
security of any one or more of the boat and/or marine vessel 
or vehicle systems, equipment, devices, appliances, etc., in 
lbe same, similar and/or analogous manner as described 
above with its use in conjunction with vehicles and/or motor 
vcbicles. 

Although the present invention bas been hereinabove 
described as being utilized in conjunct ion with a boat, it is 
noted that tbe present invention may be utiJjzed in conjunc
tion with a ship, cruise ship, or any olher boat, manned or 
unmanned, regardless of size, shape or form, private, com
mercial and/or military. The boat equipment systems may 
also include guns and/or weapon systems and/or self
defense systems and/or electronic warfare systems. The 
present invention may also be utilized in conjunction with 
submersible vehicles such as submari r11es. 

In yet another alternate embodiment, the present inven
tion is utilized in conjunction wilb an aircraft, airplane, jet 
or helicopter. FIG. 13 illustrates an alternate embodiment of 
the present invention, wherein the apparatus and method is 
utilized in conjunction with an ai rplane. Tbe apparatus of 
FIG. 13 is denoted generally by the reference numeral l300. 
In FIG. 13, the components of the apparatus which are 
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common to the apparatus 1 of FIG. 1 are designated by the 
same reference numerals. In FIG. 13, the CPU 4 is electri
cally connected and/or linked to the airplane ignition system 
1307, which is located externally from the apparatus 1300. 
The CPU 4 may or may not be connected and/or linked with 
the airplane ignition system 1307 through an ignition system 
interface 1308 which is also shown in FIG. 13. 

The CPU 4 may transmit signals to, as well as receive 
signals fTo m, the airplane igni tion system 1307. In th is 
manner, the CPU 4 and the airplane ignition system 1307, 
may exchange information between each other. In this 
manner, the CPU 4, upon receiving an appropriate signal 
from the receiver 3, and upon the completion of the requisite 
data processing routine, may issue an electrical, an 
electronic, and/or any other suitable signal, including a 
digital command signal, to the airplane ignition system 
1307. This electrical, electronic and/or other suitable signal, 
or digital command signal, may be one which wi ll disable 
the airplane ignition system 1307 or one which will 
re-enable or reset the airplane ignition system 7 . The CPU 4 
may also interrogate the airplane ignition system 1307 
and/or receive da ta from the airplane ignition system 1307 
which is indicative of ignition system status (i.e., whether 
the airplane ignition system 1307 is on or oft). 

ln the preferred embodiment, the CPU 4 is also electri
cally connected and/or linked to the airplane fuel pump or 
supply system 1309 which is also located externally from 
the apparatus 1300. The CPU 4 may or may not be con
nected and/or linked with the airplane fuel pump system 
1309 through a fuel pump system interface 1310 which is 
also shown in FIG. 13. ln the case of an electrical or an 
e lectronic fuel pump system, the CPU 4 may provide an 
electrical, an electronic, and/or other suitable s ignal, includ
ing a digital sigoal, which will disable or re-enable the 
airplane fuel pump or supply system 1309. 

ln the case of a mechanical fuel pump system, the CPU 4 
may provide an electrical, electronic, and/or other suitable 
signal, including a digital signal, which will disable or 
re-enable an electrical valve system, which may be used to 
contro l the operation of the mechanical fue l pump system. 
Whichever the case may be, the CPU 4 will be capable of 
issuing an electrica l, electronic and/or other suitable signal, 
including a digital signal, to disable or to rc-enable the 
airplane fuel pump system 1309. The CPU 4 may also 
interrogate and/or receive data from the airplane fuel pump 
or supply system 1309 which is indicative of airplane fuel 
pump system status (i.e., whether the airplane fuel pump 
system 1309 is on or oft). The CPU 4 may also be electri
cally connected and/or linked to an appropriate device (not 
shown) for controlling the operat ion of a airplane exhaust 
system. 

The CPU 4, in the preferred embodiment, is also electri
cally connected to at least one or more of an airplane 
equipment system(s) 1311. The airplane equipment system 
(s) 13ll are located exteroa.lly from the apparatus 1300 and 
may or may not be connected to the CPU 4, via an airplane 
equipment system(s) interface device(s) 1312 which may or 
may not be required for each one of the variety or multitude 
of the airplane equipment systems which may be uti lized in 
conjunction with the apparatus 1300. 

'The airplane equipment system(s) 1311 may include a 
loud siren or alarm, which may be located in tbe cabin, 
passenger compartment and/or cockpit of the airplane and, 
which may produce a loud piercing sound so as to make it 
ttnbearable for an intruder to remain inside the ai rplane 
cabin, passenger compartment and/or cockpit. The airplane 

56 
equipment system(s) 1311 may also include an external siren 
or alarm, which may p rodttce a loud piercing sound, which 
may be utilized to draw attention to the airplane. The 
airplane equipment system(s) 1311 may also include a horn, 

5 which may blare continuously or intermittently, so as to also 
draw attention to tbc airplane. 

The airplane external light system(s), which may include 
the airplane bead lights, ta illights or flashers, which may be 
constantly illuminated or which may blink on and off 

10 repeatedly so as to draw attention to the airplane, may also 
be util ized as a airplane equipment system 1311 . The air
plane equipment system(s) 1311 may also include a power 
door or hatch locking system or device, for securing the 
airplane cabin, passenger compartment and/or cockpit so as 

15 to prevent an unauthorized entry thereunto or an exit there
from. ln addition, the airplane equipment system(s) 13ll 
may inclttde a locking system, such as a mechanical locking 
system, for preventing an unauthorized access into the 
airplane engine compartment so as to prevent tampering 

20 with the apparatus 1300 or w ith other systems and/or 
components of the airplane . 

The airplane equipment system(s) 1311 may also include 
any one or more of the widely known airplane anti-theft 
systems and may also include an airplane recovery system or 

25 device, including a homing and/or a tracking system, each of 
which system(s) may be activated by the apparatus 1300 of 
the present invention. The airplane equipment system(s) 
1311 may also include landing gear, communication 
devices, such as two-way radios, radios, televisions, navi-

30 gational devices and/or equipment, fire extinguishing 
equipment, radar devices and equipment, emergency and/or 
distress signal equipment, sonar devices and/or equipment, 
and any electrica l, electronic and/or otherwise activa ted 
appliances and/or equipment which may be utilized on an 

35 airplane. Appliances may include household appliances such 
as refrigerators, stoves, air conditioners, ovens, microwave 
ovens, lighting systems, etc. The airplane equipment system 
(s) 131l may also include systems for detecting failures in 
any of the above or any other equipment systems and report 

40 such fai lures to the user or operator whether he or she is 
operating the ai rplane or is no t onboard the ai rplane and/or 
for reporting sucb failures to a central office. 

The airplane equipment system(s) 13ll may also include 
video recording and/or photographing equipmeot, which 

45 may include video recording device(s) and/or a camcra(s), 
such as those utilized in conjunction with personal 
computers, televisions, digital televisions, in te ractive 
televisions, display te lephones, video telephones, and/or 
other commun.ication devices, including personal commu-

50 nicat ion devices, or a still picture camera(s). The video 
recording device(s) or camera(s) may be d ig ital recording 
devices or cameras or other suitable devices or cameras, 
including typical video recording devices or cameras. The 
video recording dcvice(s) or camera(s), in a preferred 

ss embodiment, has associated therewi th a transceiver or 
transmitter/receiver system for transmitting video images 
recorded by the video recording device(s) or camera(s) to 
the user or operator and for receiving signals such as, fo r 
example, control s ignals, by which the user or operator may 

60 exercise control over the video recording device(s) or 
camera(s). 

The video recording device(s) or camera(s) may be 
located at any location on the interior of the airplane such as, 
for example, in the dashboard, cabin, cockpit, and/or pas-

65 senger compartment of the airplane so that the user or 
operator, or any other authorized individual, may observe 
and/or photograph tbe operator of the airplane, or the 
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occupants and/or cargo of the airplane. The video recording 
(s) or camera(s) may also be located on the airplane exterior. 
TI1e video recording device(s) or camera(s) may have wide 
angles for maximum angular viewing and may also be 
pivotable and/or movable. The video recording devicc(s) or 
camera(s) may record and/or transmi t the recorded video 
and/or the picture(s) io real time and/or live. The video 
recording device(s) or camera(s) may also be equipped with 
a storage medium, tor storing the recorded video and/or 
picture (s), and a transmiller or transceiver for transmitting 
the stored video and/or picture(s) to tbe user or operator at 
a later ri me. In this manner, real-time, as well as deferred, 
video and/or picturc(s) transmissions may be provided. 

58 
de-activate, or vice versa, whichever the case may be, the 
respective airplane equipment system(s) which are utilized 
in conjunction with the apparatus 1300. The airplane equip
ment system(s) 1311 may also inc lude any other suitable 

5 airplane system or equipment feature which may be utilized 
to draw auention to the airplane ancVor in some other way to 
impede the airplane theft. lt should be noted that any of the 
interface devices 1308, 1310 and 13U may include <toy of 
the requisite interfacing circuitry which may be necessary to 
facilitate CPU 4 control over the respective systems which 

10 
may be utilized. 

The airplane equipment system(s) 1311 may also include 
audio recording equipment, which may include audio 
recording device(s) such as microphones and/or tape 
recorders, such as those utilized in conjunction with per
sonal computers, te levisions, digita l televisions, interactive 
tele visions, telephones, cellu la r telephones, display 
telephones, video telephones, and/or other communication 
devices, including personal communication devices. The 
audio recording dcvicc(s) may be digita l audio recording 
devices or other suitable audio devices including typical 
audio recording devices. The audio recording device(s), in a 
preferred embodiment, bas associa ted therewith a trans- 25 

ceiver or transrniller/receiver system for transmitting the 
recorded audio to the user or operator and for receiving 
signals such as, for example, control signals, by which the 
user or operator may exercise control over the audio record
ing dcvice(s). 

The apparatus 1300 also comprises a position and locating 
device 13 which can be utilized in order to determine the 
posit ion and/or the location of the airplane. The position and 
location device 13 can be utilized so as to determine the 

15 positio~ of the airplane anywhere in the world and provide 
for the transmission of airplane position and/or location data 
to any appropriate system receiver so that the airplane may 
be located and/or tracked and recovered. In the preferred 
embodiment, the posi tion and locating device 13 comprises 

20 and utilizes a global position ing device and an associated 
transmitter for transmitting posit ion and/or location data to 
the authorized user or operator and/or to an authorized office 
or agency autborizcd to receive and/or to monitor such data 
transmissions. 

The apparatus 1300 also comprises a position and locating 
system receiver 14, which may be employed by the au tho
rized user or operator and/or by the aut horizcd office or 
agency, for receiving and/or proces.siog the data which is 
transmitted from the posi tion and locating device 13 as will 

30 be described above. The apparatus 1 may also comprise a 
user interface device (not shown). 

The audio recording device (s) may be located at any 
location on the interior and/or exterior of the airplane so tha t 
the user or operator, or any other authorized individual, may 
hear what is transpiring, and/or what has transpired, inside 
and/or outside the airplane. The audio recording device(s) 
may also be pivotable and/or movable. The audio recording 
device(s) may record and/or transmit the recorded audio in 
real time and/or live. The audio recording device(s) may also 
be equipped wi th a storage medium, for s toring the recorded 
audio, and a transmi tter or transceiver for transmitting tbe 
stored audio at a later time. In this manner, real-time as well 
as deferred audio transmissions may be provided. 

The airplane equipment system(s) 1311 may also include 
an intercom system or device or telephone, cellular, digita l, 
or otherwise for providing a means by which to allow the 
user or operator, or other authorized operator, to communi
cate with the operator and/or occupants of the airplane. The 
airplane equipment system(s) 1311 may also include moni
toring device(s) for reading and/or monitoring the airplane 
fuel supply, water and/or coolant supply, electrical genera tor 
and/or alternator operarion, ballery charge level, and/or 
engine or motor temperature level, airplane flight control 
systems and/or any other airplane operation and/or system 
function. The monitoring device(s), in a preferred 
embodiment, bas associated therewith a transceiver or 
transmitter/receiver system for transmitting da ta and/or 
informa tion recorded and/or read by the monitoring device 
(s) to the user or operator and for receiving signals such as, 
(or example, control signals, by whicb the user or operator 
may exercise control over the monitoring device(s). 

As noted above, the use of any one or more of the airplane 
equipment system(s) 1311, and their associated in terface 
devices 1312, may be optional. Further, as described above, 
wireless devices may be utilized. 

The airplane equipment system(s) 1311 receives signals 
from the CPU 4, which signals serve to activate or 

The apparatus and method of the alternate embodiment of 
FIG. 13 may be utilized and/or operates in the same or in a 
similar and/or analogous manner as described above with 

35 regards to the embodiments of FIGS. 1- 12 and/or consistent 
wi tb the description of the various embodiments and fea
tures of the present invention as described herein. 

The apparatus and method of the present invention may 
also provide tor the immediate, and/or fo r the deferred, 

40 control, activation, deactivation, programming, monitoring 
and/or security of any one or more of the airplane systems, 
equipment, devices, appliances, e tc., jn the same, similar 
and/or analogous manner as described herein. 

AJthougb the present invention bas been hereinabove 
45 described as being utilized in conjunction with an airplane, 

it is noted that the present invention may be uti lized in 
conjunction wi th any aircraft, including airplanes, jets, 
gliders, spacecraft, space shuttles, satell ites, manned or 
unmanned, regardless of size, shape or form, private, com-

50 mercia! and/or military. Tbe airplane equipment systems 
may also include guns and/or weapon systems and/or self
defense systems and/or electronic warfare systems. 

ln yet another alternate embodiment, the present inven
tion is utilized in conjunction with a snowmobile, jetski or 

55 recreational vehicle. FIG. 14 illust rates an alternate embodi
ment of Lbe present invention wherein the apparatus is 
utilized in conjunction with a snowmobile. The apparatus of 
FIG. 14 is denoted generally by the reference numeral l400. 
In FIG. l4, the components of t he appara tus 1400 which are 

60 common to the apparatus 1 of FIG. 1 a re designated by the 
same reference numerals. In FIG. 14, the CPU 4 is electri 
cally connected and/or linked to the snowmobile ignition 
system 1407, which is located externally from the apparatus 
1. The CPU 4 may or may not be connected and/or linked 

65 with the snowmobile ignition system 1407 through an 
ignition system interface 1408 which is also shown in FIG. 
14. 
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The CPU 4 may transmit signals to, as well as receive 
signals from, the snowmobile igni tion system 1407. In this 
manner, the CPU 4 and the snowmobile ignition system 
1407, may exchange information between each other. In this 
manner, the CPU 4, upon receiving an appropriate signal 
from the receiver 3, and upon the completion of the requisite 
da ta processing routine, may issue an electrical, an 
electronic, and/or any other suitable signal, including a 
digita l command signal, to the snowmobile ignition system 
1407. This electrical, electronic and/or other suitable signal, 
or digital command signal, may be one which wi ll disable 
the snowmobile igni tion system 1407 or one whicb will 
re-enable or reset the snowmobile ignition system 1407. The 
CPU 4 rna y also interrogate tbe snowmobile ignition system 
1407 and/or receive data from the snowmobile ignition 
system 1407 which is indicauve of ignition system status 
(i.e., wbether the snowmobile ignition system 1407 is on or 
of!). 

In the preferred embodiment, the CPU 4 is also electri
cally connected and/or linked to the snowmobile fuel pump 
or supply system 1409 which is also located externally from 
the appara tus 1400. The CPU 4 may or may not be con
nected and/or linked with the snowmobile fwl pump system 
1409 through a fuel pump system interface 1410 which is 
also shown in FIG. 14. In the case of an elect rical or an 
e lectronic fuel pump system, the CPU 4 may provide an 
electrical, an electronic, and/or other suitable s ignal, includ
ing a digita l signal, which will disable or re-enable the 
snowmobile fuel pump system 1409. 

In the case of a mechanical fuel pump system, the CPU 4 
may provide an electrical, electronic, and/or other suitable 
signal, including a digital signal, whicb will disable or 
re-enable an electrical valve system, which may be used to 
control the operation of the mechanical fuel pump system. 
Whichever the case may be, the CPU 4 will be capable of 
issuing an electrical, electronic and/or other suitable signal, 
including a digita l signal, to disable or to re-enable the 
snowmobile fuel pump system 1409. The CPU 4 may also 
interrogate and/or receive data from the snowmobile fuel 
pump system 1409 which is inclicative of snowmobile fuel 
pump system status (i.e., whether the snowmobile fuel pump 
system 1409 is on or of!). The CPU 4 may also be electri
cally connected and/or linked to an appropriate device (not 
shown) for controlling the operation of a snowmobile 
exhaust system. 

The CPU 4, in the preferred embodiment, is also electri
cally connected and/or linked to at least one or more of a 
snowmobile equipment system or system(s) 1411. The 
snowmobile equipment system(s) 1411 are located exter
nal ly from tbe apparatus 1400 and may or may not be 
connected to the CPU 4, via a snowmobile equipment 
system in terface 1412 which may or may not be required for 
each one of the variety or mul titude of the snowmobile 
equipment systems which may be utilized in conjunction 
with the appara tus. 

'The snowmobile equipment system(s) 1411 may include 
a loud siren or alarrn, which may be located in, or on, the 
passenger compartment of the snowmobile and, which may 
produce a loud piercing sound so as to make it unbearable 
Cor an intruder to remain inside or on the snowmobile. The 
snowmobile equipment system(s) 1411 may also include an 
external siren or alarm, which may produce a loud piercing 
sound, which may be utilized to draw auention to the 
snowmobile. The snowmobile equipment system(s) 1411 
may also include a horn, which may blare continuously or 
intermittently, so as to also draw alten lion to the snowmo
bile. 

60 
The snowmobile light system(s), which may include the 

snowmobile head lights, tail lights or flashers, which may be 
constantly illuminated or which may blink on and off 
repeatedly so as to draw auention to the snowmobile, may 

5 also be utilized as a snowmobile equ:ipment system 1411. 
The snowmobile equipment system(s) 1411 may also 
include a power locking systems and/or devices as appro
priate as well as s teering mechanism locking devices, lock
ing devices for preventing unauthorized access into or ooto 

10 the snowmobile, snowmobi le track locking devices for 
preventing movement of the snowmobile and/or locking 
devices for preventing unauthorized access to the snowmo
bile engine, so as to prevent any tampering with the appa
ratus or witb otber systems and/or components of the 

15 snowmobile. 

The snowmobile equipment systern(s) 1411 may also 
include any one or more of the known snowmobile anti-theft 
systems and may also include a s nowmobile recovery sys
tem or device, including a homing and( or a tracking system, 

20 each of which system(s) may be activated by the apparatus 
of the present invention. The snowmobile equipment system 
(s) 1411 may include any other equipment systems, includ
ing any and all of the above-noted equipment systems 
described herein for use in conjunction with vehicles, boats 

25 and airplanes, including video and/or audio recording equjp
ment and/or intercom equipment and/or any of the herein
described communications systems and/or devices. 

The snowmobile equipment system(s) 1411 may also 
include monitoring device(s) for reading and/or moni toring 

30 the snowmobile fuel supply, water and/or coolant supply, 
elect rical generator and/or alternator operation, ballery 
charge level, and/or engine or motor temperature level, 
snowmobile control system and/or any other snowmobile 
operation and/or system function. The moni toring device(s), 

35 in a preferred embodiment, bas associa ted therewith a trans
ceiver or transmille r/ receiver system for transmilling data 
and/or information recorded and/or read by the monitoring 
device (s) to the user or operator and for receiving signals 
such as, for example, control signals, lby which the user or 

40 operator may exercise control over the monitoring device(s). 

As noted above, the use of any one or more of the 
snowmobile equipment system(s) 1411, and their associated 
interface devices 1412, may be optional. Further, as 

45 described above, wire less devices may also be uti lized. 

Tbe snowmobi le equipment system(s) 1411 receives sig
nals from the CPU 4, which signals serve to activate or 
de-activate, or vice versa, whichever the case may be, the 
respective snowmobile equipment system(s) which are uti-

50 lizcd in conjunction with the apparatus 1400. The snowmo
bile equipment system(s) 1411 may also include aoy other 
suitable snowmobile system or equipment feature which 
may be utilized to draw auention to the snowmobile and/or 
in some other way impede the snowmobile theft. It should 

55 be noted that any of the interface devices 1408, 1410 and 
1412 may include any of the requisi te interfacing circu itry 
which may be necessary to faci lita te CPU 4 control over the 
respec6ve systems wbich may be uti lized. 

The apparatus 1400 also comprises a position and locating 
60 device 13 whicb can be utilized in order to determine the 

position and/or the location of t be snowmobile. The position 
and locating device 13 can be utilized so as to determine the 
position of the snowmobile anywhere Ln the world and 
provide for the transmission or position and/or location data 

65 to any appropria te system receiver so tha t the snowmobile 
may be located and/or tracked and recovered. In the pre
ferred embodiment, the position and locating device 13 
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comprises and utilizes a global positioning device and an 
associated transmitter for transmitting position and/or loca
tion data to the authorized use r or operator and/or to an 
authorized office or agency authorized to receive and/or to 
monitor such data transmissions. 

The apparatus 1400 of FIG. 14 also comprises a position 
and locating system receiver 14, which may be employed by 
the authorized user or operator and/or by the authorized 
office or agency, for receiving and/or processing the da ta 
which is transmi tted from the s nowmobile position and 
locat ing device 13 as described above. The apparatus 1 may 
also comprise a user interface device (not shown). 

The appara tus and method of the alternate embodiment of 
FIG. 14 may be utilized and/or operates in the same or in a 
similar and/or analogous manner as described herein and/or 
consistent with the description of the various embodiments 
and features of the present invention. 

The apparatus and method of the present invention may 
also provide for the immediate, and/or for the deferred 
control, activation, deactivation, programming, monitoring 
and/or security of any one or more of the snowmobile aocl/or 
recreational vehicle systems, equipment, devices, 
appliances, e tc., in the same, similar and/or analogous 
manner as described above in conjunction with the various 
embodiments of the present invention. 

Although the present invention bas been hereinabove 
described as being utilized in conjunction w ith a 
snowmobile, it is noted that the present invention may also 

62 
1507, may exchange inforn1ation between each other. In tbis 
manner, the CPU 4, upon receiving a.n appropria te signal 
from the receiver 3, and upon the completion of the requi<;ite 
da ta processing routine, may issue an e lectrical, an 

5 electronic, and/or any other suitable signal, including a 
digital command signal, to the home centra l electrical sys
tem 1507. This electrical, electronic and/or other suitable 
signal, or digital command signal, may be one which will 
disable the home central electrical system 1507 or one which 

10 
will re-enable or reset the borne central electrical system 
1507. The CPU 4 may also interrogate the central electrical 
system 1507 and/or receive data from the central electrical 
system 1507 which i'> indicative of central e lectrical system 
status (i.e., whether the central electrical system 1507, or 

15 
any portion thereof, is on or oft). 

In the preferred embodiment, the CPU 4 is also electri
cal ly connected and/or linked to the home central heating 
system 1509 which is also located externally from the 
apparatus 1500. The CPU 4 may or may not be connected 

20 and/or linked with the home central beating system 1509 
through a cent ral heating system interface 1510 which is 
also shown in FIG. 15. 1l1e CPU 4 is capable of issuing an 
electrical, electronic and/or other suitable signal, including a 
digital signal, to disable or to re-enable the borne central 

25 beating system 1509. The CPU 4 may also interrogate and/or 
receive data from the home central beating system 1509 
which is indicative of home central heating system status 
(i.e., whether the central beati ng system 1509, or any portion 
thereof, is on or oft). 

In the preferred embodiment , the CPU 4 is also electri-
cally connected and/or linked to the home central air con
ditioning system 1511 which is also located externally from 
the apparatus 1500. The CPU 4 may or may not be con
nected and/or linked with the borne central air conditioning 

be utilized in conjunction with any type of recreational 
30 

vehicle, including jetskis, scooters, motorcycles, minibikes, 
go-carts, mopeds, etc, manned or unmanned, regardless of 
size, shape or form, private, commercial and/or military. The 
recreational vehicle equipment systems may also include 
guns and/or weapon systems and/or self-defense systems 
and/ or electronic warfare systems, if desired, and especially 
when used in law enforcement and/or military applications. 

35 system 1511 through a central air conditioning system 
interface 15U which is also shown in FlG. 15. The CPU 4 
is capable of issuing an electrical , electronic and/or other 
suitable signal, including a digital signal, to disable or to 
re-enable the home central air conditioning system 1511. 

It is important to note that the present invention can be 
utilized in conj unction with a motor home, a mobile home 
and/or a camper as the present invention may be uti lized to 
provide control, monitoring and/or security functions per
taining to motor vehicle equipment and home systems, 
equipment and appliances. 

40 The CPU 4 may also interrogate and/or receive da ta from the 
home centra l air conditioning system 1511 which is indica
tive of home centra l air conditioning system status (i.e., 
whether the central air conditioning system 1511, or any 

ln stil l another alterna te embodiment, the present inven
tion can be utilized in conjunction with a residential 45 
premises, residential building and/or a borne or a household 
control system. FIG. 15 illustrates an alternate embodiment 

portion thereof, is on or oft). 
Tbe CPU 4 may also be electrically connected and/or 

linked to the home water system 1513 which is also located 
externally from the apparatus 1500. The CPU 4 may or may 
not be connected and/or linked with the home water system 
1513 through a home water system inte rface 1514 which is 

of the present invention wherein the apparatus and method 
is ut ilized in conjunction with a horne control system. T he 
apparatus of FIG. 15 is denoted generally by the reference 
numeral 1500. It is understood that, while the embodiment 
of FIG. l 5 is illustrated and described in conjunction with a 
home or a household system, the apparatus 1500 may be 
utilized in any residential premises and/or any residen tial 
building. 

In FIG. 15, the components of the apparatus 1500 which 
are common to the apparatus 1 of FIG. 1 are designated by 
the same reference numerals. In FIG. 15, the CPU 4 is 
electrica lly connected and/or linked to the home and/or 
household central electrical system 1507, which is located 
externally from the apparatus 1500. The CPU 4 may or may 
not be connected and/or linked with the home central 
electrical system 1507 through a central electrical system 
interface 1508 which is also shown in FIG. 15. 

50 also shown io FIG. 15. The borne water system interface 
1514, in the preferred embodiment, is an e lectrically con
trolled water shut-off valve(s) or similar device(s). The CPU 
4 is capable of issuing an electrical, electronic and/or other 
suitable signal, including a digital signal, to disable or to 

55 re-enable the home water system 1513. The CPU 4 may also 
interrogate and/or receive data from the borne water system 
1513 which is indicative of the state of the home water 
system 1513 (i.e. whether the home water system 1513 , or 
any portion thereof, is oo or oft). The home water system 

60 1513 may then be controlled (i.e. turned on or oft) and/or 
adjusted by the user or operator. 

Tbe CPU 4 may also be electrically connected and/or 

The CPU 4 may transmit signals to, as well as receive 65 

signals from, the borne central electrical system 1507. In th is 
manner, the CPU 4 and the home central electrical system 

Linked to the home thermostat or environmental control 
system 1517 so as to control and/or monitor borne interior 
temperature. The CPU 4 may or may not be connected 
and/or linked with the home thermostat system 1517 through 
a home thermostat system interface 1518 which is also 
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shown in FIG. 15. The CPU 4 is capable of issuing an 
electrical, electronic and/or other suitable signal, including a 
digital signal, to disable or to rc-cnablc the home thermostat 
system 1517. The CPU 4 may also interrogate and/or receive 
data from the borne thermostat system 1517 which is indka
tivc of the state of the borne thermostat system 1517 (i.e. 
borne interior temperature and/or whether the temperature of 
the borne interior, or any portion thereof, is too bot, too cold, 
or acceptable). 'lne home thermostat system 1517 may then 
be controlled and/or adjusted by the user or operator. In this 
manner, the home thermostat system 1517 may then be 
adjusted and/or controlled by the user or operator via the 
apparatus 1500. The borne thermostat system 1517 may be 
connected and/or linked to the borne central beating system 
1509 and/or to the home central air conditioning system 
1511 so as to activate, de-activate, set and/or control the 
operation of these systems, as necessary, in order to, and so 
as to, achieve the desired temperature and/or environmental 
conditions in the home. 

The CPU 4, in the preferred embodiment, is also electri
cally connected and/or linked to at least ooe or more of a 
home equipment system(s) 1515. The home equipment 
system(s) 1515 are located externally from the apparatus 
1500 and may or may not be connected and/or linked to tbe 
CPU 4, via a home system equipment system or systems 
interface 1516 which may or may not be required for each 
one of the variety or multitude of the home equipment 
system(s) 1515 which may be utilized in conjunction with 
the apparatus 15(H). 

The borne equipment system(s) 1515 may include a borne 
anti-theft and/or burglary alarm system, a loud siren or 
alarm, wbicb may be located in the interior of the borne, 
which may produce a loud piercing sound so as to make it 
unbearable for an intruder to remain inside the home, an 
exterior siren or alarm, which may produce a loud piercing 
sound, wbicb may be utilized to draw aueotion to the borne 
and exterior lighting system(s) and interior lighting systems, 
which lighting systems may be turned on or turned off at the 
user or operator's discretion and wb.icb may be controlled to 
blink on and off to draw auention to the borne. 

The home equipment system(s) 1515 may also include a 
electrical and/or electronically controlled locking devices 
(or doors and/or windows, including electrical and/or elec
tronic deadbolt locking systems and devices, electrical sys
tems for controlling electrical circuits or systems room-by
room, device-by-device, and/or appliance-by-appliance. The 
borne equipment system(s) 1515 may also include devices 
for controlling any one or more of the electrical circuits, 
such as circui ts controlled by fuses, circuit breakers or 
equivalent devices. 1l1e home equipment system(s) 1515 
may also include devices for controlling and/or monitoring 
hot water heaters, garage door openers, lawn sprinkler 
systems, electric fences and/or fencing, in-ground or above
ground pool equipment, filters and/or heaters, borne central 
water valve, individual room water valve, home fire detector 
equipment and home fire extinguishment equipment. Home 
equipment system(s) 1515 may also include power door and 
window closing, locking and opening equipment. 

64 
may include video recording device(s) and/or a camera(s), 
such as those utilized in conjunction with personal 
computers, televisions, digita l televisions, in teractive 
televisions, display telephones, video telephones, and/or 

5 other communication devices, including personal commu
nication devices, or a still picture camcra(s). The video 
recording device(s) or camera(s) may be digital recording 
devices or cameras or other suitable devices or cameras, 
including typical video recording devices or cameras. The 

10 
video recording device(s) or camera(s), in a preferred 
embodiment, has associated therewith a transceiver or 
transmitter/receiver system for transmiuing video images 
recorded by tbe video recording device(s) or camera(s) to 
the owner or occupant and for receiving signals such as, for 

15 
example, control signals, by which the owner or occupant 
may exercise control over the video recording device(s) or 
camera(s). 

The video recording device(s) or camera(s) may be 
located at any location on the interior of the home such as, 

20 for example, in any room or rooms of the borne so that the 
owner or occupant, or any other authorized individual, may 
observe and/or photograph aoy portions and/or rooms in the 
interior of the borne, or the occupants and/or anything wbicb 
may be located and/or stored in tbe borne. The video 

25 recording device(s) or camera(s) may also be located on the 
exterior of the home so that the owner or occupant, or any 
other authorized individual, may observe and/or photograph 
the exterior of the home or residential premises, or portion 
thereof, or the individuals or objects and/or anything which 

30 may be present, located and/or stored on the premises of 
borne and/or residential premises. 

The video recording device(s) or camera(s) may have 
wide angles for maximum angular viewing and may also be 
pivotable and/or movable. 'The video recording device(s) or 

35 camera(s) may record and/or transmiu the recorded video 
and/or the picture(s) in real time and/or live. The video 
recording device(s) or camera(s) may also be equipped with 
a storage medium, for storing the recorded video and/or 
picture(s), and a transmitter or transceiver for transmitting 

40 the s tored video and/or picture(s) to the owner or occupant 
at a later time. In Ibis manner, real-time, as well as deferred, 
video and/or picture(s) transmis.<>ions may be provided. 

The borne equipment system(s) may aL'>o [nclude audio 
recording equipment, whicb may include audio recording 

45 device(s) such as microphones and/or tape recorders, such as 
those utilized in conjunction with personal computers, 
televisions, digital te levisions, interactive televisions, 
telephones, cellular telephones, display telephones, video 
telephones, and/or other communication devices, including 

so personal communication devices. The audio recording 
device(s) may be digital audio recording devices or other 
suitable audio devices including typical audio recording 
devices. Tbe audio recording device(s), in a preferred 
embodiment, bas associated therewi th a transceiver or 

ss transmitter/receiver system for transmitting the recorded 
aud[o to tbe owner or occupant and for receiving signals 
such as, for example, control s ignals, by which the owner or 
occupant may exercise control over the audio recording The home equipment system(s) 1515 may also include 

any aod all of a wide variety of borne appliances such as 
televisions, telephones, telephone answering machines, 60 

alarm systems, VCRs, stoves, ovens, microwave ovens, door 
bells, individual lights or lamps, blenders, toasters, personal 
computers, word processors, stereos, radios, and any other 
home appliance and/or device which is electrically and/or 
electronically activated and/or controllable. 

dcvice(s). 
The audio recording device (s) may be located at any 

location oo tbe interior and/or exterior of the borne and/or 
residential premises so that the owner or occupant, or any 
other authorized individual, may bear what is transpiring, 
and/or what bas transpired, inside and/or outs ide the borne 

65 and/or residential premises. The audio recording device(s) 
may also be pivotable and/or movable. The audio recording 
dcvice(s) may record aod/or transmit the recorded audio in 

The borne equipment system(s) 1515 may also include 
video recording aod/or photographing equipment, which 
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real time and/or live. The audio recording device(s) may also 
66 

to facilitate CPU 4 control over tbe respective systems 
which may be utilized. It is u.nderstood that, while the 
embodiment of FIG. 15 is illustrated and described in 
conjunction with a borne or a household system, the embodi-

be equipped with a storage medium, for s toring the recorded 
audio, and a transmiller or transceiver for transmilling the 
stored audio at a later time. In tills manner, real-time as well 
as deferred audio transmissions may be provided. 

The home equipment system(s) 1515 may also include an 
intercom system or device or a telephone, cellular, digital or 
otherwise for providing a means by which to allow the user 

5 mcnt may also be utilized in any residential premises aocl/or 
any residential building. 

or operator, or other au thorized operator, to communicate 
with the persons present in, or occupants of, the home. T he 10 
home equipment systcm(s) 1515 may also include monitor
ing device(s) for reading and/or monitoring the home fuel 
supply, water supply, electrical generator and/or alternator 
operation, water usage, beat and/or air conditioning usage, 
electricity usage, gas and/or oil or other fuel usage, tele- 15 

phone usage and charges, appliance usage, etc, a home 
control system and/or any other home operation and/or 
system (unction. The monitoring device(s), in a preferred 
embodiment, may have associated therewith a transceiver or 
transmitter/receiver system for transmilling data and/or 20 
information recorded and/or read by the monitoring device 
(s) to the user or operator and for receiving signals such as, 
for example, control signals, by wrucb the user or operator 
may exercise control over the monitoring device(s). 

Ac; noted above, the use of any one or more of the home 25 

equipment system(s) 1515 and/or appliances or devices and 
their associated interface devices 1516, may be optional. 
The interface devices 1516 my be wireles.c; devices or 
modules which need not be directly connected to the CPU 4 
or to its respective equipment system. In this regard, hard- 30 

wired connections are not necessary. ln the case of wireless 
interface devices or modules 1516, corresponding wireless 
technology and/or systems may be utilized to provide for the 
wireless control and operation of the respective equipment 

35 (s). 
In the case of a mobile home, the apparatus 1500 may also 

comprise a position and locating device 13 which can be 
utilized in order to determine the position and/or the location 
of the mobile home. 1l1e mobi le borne position and locating 40 
device 13 can be utilized so as to determine the position of 
tbc mobile borne anywhere in tbc world and provide fo r the 
transmission of posi tion and/or location data to any appro
priate system receiver so that the mobile borne may be 
located and/or tracked and recovered. In a preferred 45 
embodiment, the mobile home position and locating device 

The apparatus and method of the alternate embodiment of 
FIG. 15 may be utilized ancVor operates in the same or in a 
s imilar and/or analogous manner as described in conjunction 
with the embodiments described above, and/or consistent 
witb tl1e description of the various embodiments and fea-
tures of I he present invention as descr-ibed herein, so as to 
provide control, monitoring and/or security functions for, 
and over, a home and/or residential premises. 

The apparatus and metbod of FIG. 15 can provide for an 
immedjate, as well as for a deferred, control, activation, 
de-activation, programming, monitoring and/or security 
function and/or response thereto of, and for, any one or more 
of the home and/or residentia l premises systems, equipment, 
devices, appliances, etc., in the same, similar and/or analo
gous manner as described above in conjunction with its 
utilization in the embodiments described herein. 

As described above in conjunction with usc of the appa
ratus and method of the present invention with vehicles, the 
present invention may, if desired, perform a test in order to 
deternrine the state or status of any particular system, 
equipment, device and/or appliance before exercising and/or 
performing a given control, monitoring and/or securi ty 
function. Depending upon tbc outcome of the test, the 
apparatus and method of the present invention may execute, 
alter and/or defer the performance and/or execution of the 
control, monitoring and/or security function. For example, a 
command to shut-off a home central electrical system may 
be deferred until after tbe operation of a borne security 
system, which security system may be deemed to have 
priority in perfornring a monitoring aod shut-down proce-
dure for the entire home, bas been successfully completed. 

In this manner a homeowner or occupant may access a 
home system at any time and from any location and thereby 
exercise and/or perform control, moni toring and/or security 
!'unctions on, or over, any home systclill, equipment and/or 
appliance. The owner or occupant may also monitor the 
status, state or operation of any home system, equipment, 
device and/or appliance. Lastly, the owner or occupant may 
perform security related functions or operations on, and 
over, the home system, equipment, device and/or appliance. 
As noted above, the present invention may be utili'l.ed in 
conjLmction with a telephone, either analog or digita l, a 

13 comprises and utilizes a global positioning device and an 
associated transmitter for transmilling position and/or loca
tion data to the authorized user, operator and/or authorized 
individual. 

50 touch tone telephone, a cordlcs.c; telephone and/or a cellular 
or mobile telephone, a home and/or a personal computer, 
having associated tclecomrnl•nication devices or other suit
able peripheral device(s) such as a modem aod/or a fax/ 

The apparatus 1500 may also comprise a mobile home 
position and locating system receiver 14, wruch may be 
employed by tbc authorized user, operator and/or authorized 
individual, fo r receiving and/or processing the data wruch is 
transmilled from the position and locating device 13 as 55 
described in the alternate embodiments above. The appara-
tus 1 may also comprise a user interface device (not shown). 

The home equipment systcm(s) receives signals from the 
CPU 4, which signals serve to activate or de-activate, or vice 
versa, whichever tbe case may be, the respective home 60 

equipment system(s) which are utilized in conjunction with 
the apparatus 1500. The home equipment system(s) 1515 
may also include any other suitable home system or equip
ment feature wruch may be utili7..ed to draw attention to the 
home and/or in some otber way impede borne theft. It should 65 

be noted that any of the interface devices may include any 
of the requisite interfacing circuitry wbicb may be necessary 

modem, or other personal communication devices, wrucb 
may operate over an appropriate telecommunications 
system, and/or other s11itable communications systems, 
including radio signal, optical, s.atcll ile and/or other com
munications systems. 

In still anotber alternate embodiment, the apparatus of the 
present invention is utilized in conjunction with a commer
cia l building, commercial office and/or commercial premises 
control system. FIG. 16 illustrates an allemate embodiment 
of the present invention wherein the apparatus and method 
is utilized in conjunction with an commercial office and/or 
premises control system. Tt is understood that, while the 
embolliment of FIG. 16 is i.llustrated and described in 
conjunction witb an commercial office and/or premises 
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control system, the embodiment may also be utilized in any 
commercial building and/or any commercial premises and/ 
or any type of building or premises. ·n1c apparatus of riG. 
16 is denoted generally by the reference numeral 1600. In 
FIG. 16, the components of the apparatus which are com- 5 
moo to the apparatus o f FIG. L arc designated by the same 
reference numerals. 

ln FIG. 16, the CPU 4 is electrically connected and/or 
linked to the commercial office and/or premises central 
electrical system 1607, which is located externally from the 

10 
apparatus 1600. The CPU 4 may or may not be connected 
and/or linked with the central electrical system 1607 through 
a central electrical system interface 1608 which is also 
shown in FIG. 16. The CPU 4 may transmit signals to, as 
well as receive signals from, the central electrical system 15 
1607. 1n this manner, the CPU 4 and the central e lectrical 
system 1607, may exchange informat ion between each 
other. In this manner, the CPU 4, upon receiving an appro
priate s ignal from the receiver 3, and upon the completion of 
the requisite data processing routine, may issue an electrica l, 

20 
an electronic, and/or any other suitable signal, including a 
digital command signal, to the central electrical system 
1607. Tltis electrical, electronic and/or other suitable signal, 
or digital command signal, may be one which will disable 
the central electrical system 1607 or one which will 

25 
re-enable or reset the central electrical system 1607. The 
CPU 4 may also interrogate the central electrical system 
1607 and/or receive data from the central elect rical system 
1607 which is indicative of central electrica l system s tatus 
(i.e., whether the central electrical system 1607, o r any 30 
portion thereof, is on or oil). 

In the preferred embodiment, the CPU 4 is also e lectri 
cally connected and/or linked to the commercial office 
and/or premises central heating system 1609 which is also 
located externally from the apparatus 1600. The CPU 4 may 35 
or may not be connected and 'or linked with the central 
beating system 1609 through a central beating system inter
face L610 which is also shown in FIG. 16. The CPU 4 is 
capable of issuing an electrical, electronic and/or other 
suitable signal, including a digita l s ignal , to disable or to 40 
re-enable the central heating system 1609. The CPU 4 may 
also interrogate and/or receive data from the central hea ting 
system 1609 which is indicative of central beating system 
status (i.e., whether the central beating system 1609, or any 
portion thereof, is on or oil). 45 

In the preferred embodiment, the CPU 4 is also e lectri 
cally connected and/or linked to the commercial office 
and/or premises central air conditioning system 1611 which 
is also located externally from the apparatus 1600. lne CPU 

68 
the preferred embodiment, is an electrically controlled water 
shut-off valve(s) and/or device(s). lbe CPU 4 is capable of 
issuing an electrical, electronic and/or o ther sui table signal, 
including a digital signal, to disable or tore-enable the water 
system 1613. The CPU 4 may also interrogate and/or receive 
da ta from the water system 1613 which is indicative of the 
state of the water system (i.e. whether the water system, or 
any portion thereof, is on or oil). The commercial office 
and/or premises water system 1613 may then be adjusted 
and/or controlled (i.e. turned on or oil) by the user or 
operator. 

The CPU 4 may also be electrically connected and/or 
linked to the commercial oOice and/or premises thermostat 
system 1617 wnich is also located externally from the 
apparatus 1600. The CPU 4 may or may not be connected 
and/or Linked with the them1ostat system 1617 through a 
commercial office and/or premises thermostat system inter
face 1618 which is also s hown in FIG. 16. The CPU 4 is 
capable of issuing an electrical, electronic and/or other 
suitable s ig nal , including a digital signal, to disable or to 
re-enable the thermostat system 1617. The CPU 4 may also 
interrogate and/or receive data from the thermostat system 
1617 which is indicative of the temperature of the commer
cial office and/or premises interior (i.e .. the interior tem
perature and/or whether interior temperature, or any portion 
thereof, is too hot, too cold, or a<.:ceptable). The thermostat 
system 1617 may then be adjusted and/or controlled by the 
user or operator. The thermostat system 1617 may be 
connected and/or linked to the central heating system 1609 
and to the central air conditioning system 1611 so as to 
activate and/or control the operation of these systems in 
order to, and so as to, achieve the desired temperature in the 
commercial office and/or premises. 

The CPU 4, in the preferred embodiment, is also electri
cally connected and/or linked to at least one or more of a 
commercial office and 'or premises equipment system(s) 
1615. The commercial office and/or premises equipment 
system(s) 1615 are located externally from the apparatus 
1600 and may or may not be connected and/or linked to the 
CPU 4, via a commercial office and/or premises system 
equ ipment system(s) interface 1616 which may or may not 
be required for each o ne of the vttriety or multitude of the 
commercial ot'Eice and/or premises equipment systems 
which may be utilized in conjunction with the apparatus. 

The commercial office and/or premises equipment system 
(s) 1615 may include a commercial office and/or premises 
anti-theft and/or burglary alarm system, loud siren or alarm, 
which may be located in the interior of the commercial office 
and 'or premises, which may produce a loud piercing sound 
so as to make it unbearable for an intruder to remain inside 
the commercial office andlor premises, an exterior siren or 
alarm, which may produce a loud piercing sound, which 
may be utilized to draw atten tion to the commercial office 
and/or premises and exterior lighting system(s) and/or inte
rior lighting system(s), which lighting systems may be 
turned on or 11imed off at the user's or operator's discretion 
and which may be controlled to bl ink on and off to draw 
attention to the commercial office ancVor premises. 

The commercial office and/or premises equipment system 

4 may or may not be connected and/or linked with the so 
central air conditioning system 1611 through a central air 
conditioning system interface 1612 which is also shown in 
FIG. 16. The CPU 4 is capable of issuing an electrical, 
electronic and/or other suitable signal, including a digital 
signal, to disable or to re-enable the central air conditioning ss 
system 1611. The CPU 4 may also interrogate and/or receive 
data from the central air conditioning system 1611 which is 
indicative of central air conditioning system status (i.e., 
whether the central air condit ioning system 1611, or any 
portion thereof, is on or oil). 

The CPU 4 may also be electrically connected and/or 
linked to the commercial office and or premises water sys
tem 1613 which is also located externally from the apparatus 
1600. The CPU 4 may or may not be connected and/or 
linked with the water system 1613 throug h a commercial os 
oflice and/or premises water system interface 1614 which is 
also shown in FIG. 16. The water system interface 1614, in 

(>() (s) 1615 may also include electrical and/or electronically 
controlled locking devices for doors and/or windows, 
including electric or electronic dead-bolt locking devices or 
systems, electrical systems for controlling electrical circuits 
or systems room-by-room, device-by-device, and /or 
appliance-by-appliance. 

The commercial olllce and/or premises equipment system 
(s) 1615 may also include devices for controlling any one or 
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more of Lhe electrical circuits, such as circuits controlled by 
fuses, circuit breakers or equivalent devices. The commer
cial ofrice and/or premises equipment systcm(s) 1615 may 
also include devices for controll ing and/or monitoring hot 
water beaters, garage door openers, lawn sprinkler systems, 5 
electric fences and/or fencing, in-ground or above-ground 
pool equipment, foun tain equipment, filters and/or beaters, 
commercial office and/or premises fire detector equipment 
and commercial office and/or premises li re extinguishment 
equipment. Commercial office and/or premi<;es equipment 

10 
systcm(s) 1615 may also include power door and window 
closing, locking and opening equipment. 

ll1e commercial office and/or premises equipment system 
(s) 1615 may also include any and aU office equipment 
and/or premises appliances sucb as televisions, telephones, 15 
telephone answering machines, alarm systems, VCRs, 
stoves, ovens, microwave ovens, door bells, individual 
lights or lamps, blenders, toasters, computers and associated 
peripherals, word processors, stereos, radios, manufacturing 
equipment and any other commercial office and/or premises 20 
appliances and/or devices which are e lectrically and/or 
e lectronically activated and/or controllable. 

Tbe commercial office and/or premises equipment system 
(s) 1615 may also include video recording and/or photo
graphing equipment, wbicb may include video recording 25 
device(s) and/or a camera(s), such as those utiliz.ed in 
conjunction with personal computers, televisions, digital 
televisions, interactive televisions, display telephones, video 
telephones, and/or other communication devices, including 
personal communication devices, or a sti ll picture camera(s). 30 
The video recording device(s) or camera(s) may be digital 
recording devices or cameras or other suitable devices or 
cameras, including typical video recording devices or cam
eras. The video recording device(s) or camera(s), in a 
preferred embodiment, bas associated therewith a trans- 35 
ceiver or transmitter/receiver system for transmi tt ing video 
images recorded by the video recording device(s) or camera 
(s) to the owner or occupant and for receiving signals such 
as, for example, control signals, by which the owner or 
occupant may exercise control over the video recording 40 
device(s) or camera(s). 

The v ideo recording device(s) or camera(s) may be 
located at any location on the in terior of the commercial 
office and/or premises such as, for example, in any room or 
rooms of the commercial office and/or premises so that the 45 
owner or occupant, or any other authorized individual, may 
observe and/or photograph any portions and/or rooms in the 
interior of the commercial office and/or premises, or the 
occupants and/or anything which may be located and/or 
stored in the commercial office and/or premises. The video 50 

recording device(s) or camera(s) may also be located on the 
exterior of the commercial office and/or premises so that the 
owner or occupant, or any other authorized individual, may 
observe and/or photograph the exterior of the commercial 
office and/or premises, or portion thereof, or the individuals 55 

or objects and/or anything which may be present, located 
and/or stored on the premises of commercial office and/or 
premises. 

The video recording device(s) or camera(s) may bave 
wide angles for maximum angular viewing and may also be 60 

pivotable and/or movable. The video recording dcvice(s) or 
camcra(s) may record and/or transmit the recorded video 
and/or the picturc(s) in real time and/or live. Tbe video 
recording device(s) or camera(s) may also be equipped with 
a storage medium, for storing the recorded video and/or 65 

picture(s), and a transmi tter or transceiver for transmit ting 
the stored video and/or picture(s) to tbe owner or occupant 

70 
at a later time. In this manner, real-time, as well as deferred, 
video and/or picture(s) transmissions may be provided. 

The commercial office and/or premises equipment system 
(s) 1615 may also include audio recording equipment, which 
may include audio recording device(s) :such as microphones 
and/or tape recorders, such as those utilized in conjunction 
wi th personal computers, televisions. d igital televisions, 
interactive televisions, telephones, cellular telephones, dis
play te lephones, video te lephones, and/or other communi
cation devices, including personal communication devices. 
The audio recording devicc(s) may be digital audio record
ing devices or other suitable audio devices including typical 
audio recording devices. The audio recording device(s), in a 
preferred embodiment, has associated therewith a trans
ceiver or transmitter/receiver system for transmitting the 
recorded audio to the owner or occupant and for receiving 
signals such as, for example, control signals, by which the 
owner or occupant may exercise control over the audio 
recording device( s). 

The audio recording device (s) may be located at any 
location on the interior and/or exterior of tbe commercial 
office and/or premises so that the owner or occupant, or any 
other authorized individual, may bear what is transpiring, 
and/or what bas transpi red, inside and/or outside the com
mercial office and/or premises. 

The audio recording device(s) may also be pivotable 
and/or movable. The audio recording device(s) may record 
and/or transmit the recorded audio in real time and/or live. 
The audio recording device(s) may also be equipped with a 
storage medium, for storing the rec<Jrcled audio, and a 
transmitter or transceiver for transmitting the s tored audio at 
a later time. In this manner, real-time as well as deferred 
audio transmissions may be provided. 

Tbe commercial office and/or premises equipment system 
(s) 1615 may also include an intercom system or device or 
telephone, cellular, digital or otherwise, for providing a 
means by wbich to allow the user or operator, or other 
authorized individual, to communicate with the persons 
present in the, or occupants of the, commercial office and/or 
premises. 

The commercial office and/or prem is.es equipment system 
(s) 1615 may also include monitoring device(s) for reading 
and/or monitoring the commercial office and/or premises 
fuel supply, water supply, electrical generator ancVor alter
nator operation, water usage, beat and/or air conditioning 
usage, electricity usage, gas and/or oil or other fuel usage, 
telephone usage and charges, commercial office and/or pre
mises eqllipment and/or appl.iance usage, etc, a commercial 
office and/or premises control system and/or any other 
commercial o!Uce and/or premises operation and/or system 
function. The monitoring device(s), in a preferred 
embodiment, has associated therewi th a transceiver or 
transmitter/receiver system for transmitting data and/or 
information recorded and/or read by tbe monitoring device 
(s) to the user or operator and for receiving signals such as, 
for example, control signals, by which the user or operator 
may exercise control, moni toring and/or secur ity over the 
monitoring dcvice(s). 

A<; noted above, the use of any one or more of the 
commercial office and/or premises equ ipmeot systems and/ 
or appliances or devices 1615 and their associated interface 
devices 1616, may be optional. 1ne in terface devices 1616 
my be wireless devices or modules which need not be 
directly connected to the CPU 4 or to its respective eqllip
ment system. In this regard, wired connections are no t 
necessary. In the case of wireless in terface devices or 
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modules 1616, corresponding wireless technology and/or 
systems must be utilized to provide for the wireless control 
and operation of the respective equ.ipmcnt(s). 

The commercial office and/or premises equipment system 

72 
with the description of the various embodiments and fea
tu res of tbe present invention as described herein, so as to 
provide control, monitoring and/or security functions for, 
and over, a commercial office and/or premises. 

or systcm(s) 1615 receives signals from the CPU 4, which 5 

signals serve to activate or de-activate, or vice versa, which
ever the case may be, the respective commercial office 
and/or premises equipment system(s) which are utilized in 
conjunction with the apparatus 1600. The commercial office 
and/or premises equ.ipment system(s) 1615 may also include 10 
any other sui table commercial otlke and/or premises system 

To this manner, an owner, occupant , and/or authorized 
individual, may access a commercial o.ffice and/or premises 
system at any time and from any location and thereby 
exercise and/or perform control, monitoring and/or security 
functions over any commercial office and/or premises 
system, equipment, device and/or appliance. The owner, 
occupant, and/or autborized individual, may also monitor 

or equipment feature which may be uti lir.ed to draw atten
tion to the commercial office and/or premises and/or in some 
other way impede commercial office and/or premises theft. 

the stat11s, state or operation of any commercial office and/or 
premises system, equipmen t, device and/or appliance. 

It should be noted that any of the interface devices may 15 

include any of the requisite interfacing circuitry which may 

Lastly, tbe owner or au thorized individual may perform 
security related functions or operations on and over tbe 
commercial office and/or premises system, equipment, 

be necessary to facilitate CPU 4 control over the respective 
systems, equipment, devices and/or appliances which may 
be utilized. 

The apparatus and method of the alternate embodiment of 
FIG. 16 is utilized and operates in the manner described 
above in conjunction with the vehicle and/or the home 
embodiments so as to provide for a system for controlling, 
monitoring and/or providing security functions for and over 
a commercial office and/or premises. The apparatus and 
method of the alternate embodiment of FIG. 16 may be 
utilized and/or operates in the same or in a sin1ilar and/or 
analogous manner consistent wi th the description of tbe 
various embodiments and features of the present invention 
as described herein so as to provide control, monitoring 
and/or security f11nctions over and with respect to the 
commercial office and/or premises with which the apparatus 
is utilized in conjunction with. 

In the case of mobile commercial office and/or premises, 
the apparatus 1600 may also comprise a commercial office 
and/or premises position and locating device 13 which can 

device and/or appliance. 

The apparatus and method of FIG. 16 can provide for an 
immediate, as well as for a deterred, cont rol, activation, 

20 de-activation, programming, monitoring and/or security 
functions and/or responses thereto, of, and for, any one or 
more of tbe commercial office and/or premises systems, 
equipment, devices, appliances, etc., in the same, similar 
and/or analogous manner as described above with in con-

25 junction with tbe various embodiments. 

As described above in conjunction with use of tbe appa
ra tus and met bod of the present invention with vehicles and 
residential premises, the present invention may, if desired, 

30 
perform a test in order to determine tbe state or status of any 
particular system, equipment, device aod/or appliance 
before exerci<;ing and/or performing a given control, moni
tor ing and/or security f1LDction. Depending upon the out
come of the test, tbe apparatus and method of tbe present 

35 
invention may execute, alter, and/or defer, tbe performance 
and/or the execution of tbc control, monitoring and/or secu
rity fllnction. For ex<tmple, a command to sbut-oli a central 
electrical system may be deferred until after tbe operation of 
a security system, which security system may be deemed to 

be utilized in order to determine tbe position and/or tbe 
locat ion of the commercial office and/or premises. The 
position and locating device 13 can be utilized so as to 
determine the position of the commercial office and/or 
premises anywbcre in tbe world and provide for the trans
miss ion of position and/or location data to any appropriate 
system receiver so that the commercial office and/or pre
mises may be located and/or tracked and recovered. In tbe 45 
preferred embodiment, the position and locating device 13 
comprises and utilizes a global positioning device and an 
associated transmiller for transmilling position and/or loca
tion da ta to tbe authorized user, operator, and/or authorized 
individual. 

40 bave priori ty in performing a monitoring and shut-down 
procedure for tbe entire commercial office and/or premises, 
bas been successfully completed. 

As noted above, the present invention, in any of the herein 
described embodiments, as well as modifications, variations 
and/or alternate embodiments thereof, may be utilized in 
conjunction wi th a telephone, including analog and digital 
telephones, a touch-tone telephone, a cordless te lephone 
and/or a cellular or mobile te lephone, a home and/or a 
personal computer having associated telecommunication 

50 devices or other suitable peripheral device(s) such as a 
modem and/or a fax/modem, or other personal communica
tion devices, wbicb can operate over an appropriate tele
communications system, and/or other suitable communica
tions systems, including radio signal, optical, satellite and/or 

The apparatus 1600 also comprises a commercial offices 
and/or premises position and locating system receiver 14, 
which may be employed by tbe authorized user, operator, 
and/or authorized individual, for receiving and/or processing 
the data which is transmitted from the position and locating 
device 13 as described above. 'Joe apparatus 1 may also 
comprise a user interface device (not shown). 

The apparatus and method of tbc alterna te embodiment of 
FIG. 16 is utilized and operates in tbe manner described 
above in conjunction with the vehicle and/or the borne 
premises embodiments so as to provide for a system for 
controlling, monitoring and/or providing security functions 
for, and over, a commercial office and/or premises. Tbe 
apparatus and method of the alternate embodiment of FIG. 
16 may be uti lized and/or operates in the same or in a similar 
and/or analogous manner as described in conjunction wi th 
the various embodiments described herein and/or consistent 

s5 other communications systems. 
The communications system(s) utilized in any of the 

embodiments described herein may operate anywhere in the 
electromagnetic and/or the radio spec1rum. In this regard, 
personal communication service (PCS) systems and devices, 

60 including stationary, portable and/or band-held devices, may 
also be utilized. Digital signal communicatioos devices 
and/or systems, including digital satellite systems, may also 
be utilized. Interactive aod/or digital televisions, personal 
communication devices, personal communications services 

65 (PCS) devices, telephones, including te lephones which ut i
lit.e analog or digi tal technology, personal digital assistants, 
cellular telephones, display telephones, video telephones, 
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display cellular telephones and electronically equipped 
watches, beepers, pagers or paging systems, and/or other 
devices and/or personal effects and/or accessories may also 
be utilized for interactive u....e and/or for the display or output 
applications and/or functions. In this regard, tbc apparatus 
and met bod of tbc present invention may be utilized on, or 
over, tbe In ternet and/or the World Wide Web, or other 
suitable communication network or medium, in order to 
contro l, monitor and/or provide security fu nctions on, or for, 
any of the herein described vehicles, marine vessels or 
vehicles, aircraft, recrea tional vehicles, residential premises 
and/or commercial premises. 

!I is also envisioned that the apparatus and method of tbe 
present invention may find applications in areas other than 
those described and illustrated above. The present invention 
may find applica tion in any type of control, monitoring 
and/or security system or the like, wherein a long-range 
remote-controlled and/or in teractive system may be utilized 
in order to provide an immediate, or a deferred, response to 
a contro l, monitoring and/or security function, or response 
thereto, and/or to exercise and/or provide control, monitor
ing or security over desired items and/or devices from a 
remote location. The present invention may also be utilized 
to monitor and/or track the whereabouts or location of 
various objects and/or systems. In this regard, the apparatus 
and method of the present invention may be uti lized so as to 
monitor the whereabouts and/or location o[ individuals and 
to provide for a means by wbicb to communicate with them. 

The apparatus and method o( the present invention may 
be utilized in conjunction with appropriate security devices 
for preventing access by unauthorized individuals. In this 
regard, the apparatus and method of the present invention 
may be utilized in conjunction with appropriate security 
access devices, secured and/or encrypted communication 
signals, liok'Ups and mediums. Security mcas,Jres may 
include utilization and processing of access codes, encrypted 
codes, personal identification codes and/or data, software
based security measures and/or devices, hardware-based 
security measures and/or devices, and/or any combination of 
software-based and hardware-based measures and/or 
devices. The security measures and/or methods utilized may 
also include the usc of signal scramblers and associa ted 
de-scramblers, and/or any one or more of tbe widely known 
devices and/or methods for providing a secured communi
cation system and/or link. 

74 
self-mon ito ring func tions, automatic contro l and/o r 
responses to occurrences, providing automatic notice of an 
occurrence and/or a situation to an owoer, user and/or 
authorized individual. In this regard, any and all of the 

5 embodiments described above may comprise a monitoring 
device, a triggering device and/or any other suitable device 
for detecting an occurrence and/or a s ituation which may 
warrant providing notice to an owner, user and/or authorized 
operator. In this regard, the apparatus may provide a trans-

tO miss ion of any appropriate signal from a transmitter and, if 
desired, from a voice synthesizer to the owner, user and/or 
authorized individual, or to the location of the individual. 
The signal utilized could be in the form of a communication 
transmission, depending upon the, communication medium 

15 
utilized, a telephone call, a voice message, a beeper and/or 
pager message, an Electronic mail message, a fax 
transmission, and/or any otber mode of communication 
which may be utilized with any of the apparatuses, devices 
and/or components described herein. 

20 
1\ny of the above-described embodiments may be util ized 

in conjunction with a central security office and/or agency 
for providing use in conjunction with sucb a central office 
and/or ageocy as described hereinabove. In this manner, 
each and every embodiment of the present invention may be 

25 
utilized with a central security of ice and/or agency. The 
present invent ion may also provide a means for occupanl5 of 
the vehicle, motor vehicle, marine vessel, ai rcraft, recre
ational vehicle, residential premises and/or commercial pre
mises to contact a central security office and/or agency 

30 
and/or any other individual having corresponding commu
nication equipment and/or who is au thorized and/or 
equipped to receive such transmissions. 

The present invention enables an owner, user and/or 
authorized individual, to exercise and/or perform convenient 

35 control, monitoring and/or security functions, as and/or 
operations, over any of the above described or similar 
objects, vehicles, vessels and/or premises, from a remote 
location. For example, an individual may conveniently pro
vide comrol over and monitor, the state and/or status of a 

40 vehicle parked at a location distant from his present location, 
and provide control over and monitor, a boat, an airplane, a 
vacation home which may be located in another locale, 
and/or to provide control over and monitor, a busines.s office 
after hours or while absent therefrom. 

45 
The present invemion provides for an apparatus and 

method for exercising and/or performing remote-controlled 
control, moni toring and/or security functions and/or opera
tions for any type and variety of vehicles, motor vehicles, 
marine vessels and vehicles, aircraft, recreational vehicles, 50 
residential premises and/or commercial premises. 

The present invention, in any of the embodiments 
described herein, may be designed to be user-friendly. ln this 
regard, the present invention may be menu-driven, and/or its 
operation may be menu-selected, from audio menus, visual 
menus, or both audio and visual menu.s. 

While the present invention bas b een described and 
il lustrated in various preferred and alternate embodiments, 
such descriptions are merely illustrative of the present 
invention and are not to be construed to be limitations 
thereof. In this regard, the present invention encompasses 

The appara tus and method of the present invention may 
also be programmable for programmed and/or automatic 
activation, self-activation, programmed and/or automatic 
operat ion and/or self-operation. The apparatus and method ss any and all modifications, varia tions and/or alternate 

embodiments with the scope of the present invention being 
limited only by the claims which follow. 

of the present invention may provide for an immediate, as 
well as for a deferred, control, monitoring and/or securi ty 
(u,nction, and/or response thereto, so as to provide fo r tbe 
immediate and/or for the deferred contro l, activation, 
de-activation, programming, monitoring and/or security, 60 

etc., of any one or more of the respect ive systems, 
equipment, devices, appliances, etc., which may be utilized 
in any of the above described embodiments and/or in any 
modifica tions, varia tions and/or alternate embod iments 
thereof. 

The present invention may also be equipped with, and be 
utilized with, hardware and software necessary for providing 

65 

What is claimed is: 
1. A control apparatus, compris ing: 
a first control device, wherein the first control device at 

least one of genera tes and transmits a first signal for at 
least one of activating, de-activating, disabling, and 
rc-enabling, at least one of a premises system, a pre
mises device, a premi5es equipment, a premi'>es equip
meat system, and a premises appljance, of a premises, 
wherein the first control device is located at the 
premises, 
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wherein the first control device is responsive to a second 
signal, wherein the second signal is at least one of 
generated by and transmitted from a second control 
device, wherein the second control device is located at 
a location wbicb is remote from tbe premises, wherein 5 

the second signal is transmitted from the second control 
device to the first control device, and further wherein 
the second signal is automatically received by the first 
control device, 

wherein the second cont rol device is responsive to a third 10 
signal, whereLn tbe th~ird signal is at least one of 
generated by and transmi tled from a th ird cont rol 
device, wherein lhe tbird control device is located at a 
location which is remote from the premises and remote 
from the second control device, wherein the third signal 15 

is transmitted from the third control device to the 
second control device, and further wherein the third 
signal is automatically received by the second control 
device. 

2. The apparatus of claim 1, wherein the at least one of a 20 
premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appliance, is 
at least one of a central electrical system, a central heatrng 
system, a central air conditioning system, a water system, a 
thermostat or environmental control system, an an ti- theft 25 

system, a burglary alarm system, a siren, an alarm, an 
exterior lighting system, an interior lighting system, an 
electrical or electronically controlled locking device for at 
least one of a door and a window, an electrical or an 
electronic dead-bolt locking system or device, an electrical 30 

system for controlling an electrical circuit or system at least 
one of room-by-room, device-by-device, and appliance-by
appliance, a device [or at least one of controlling and 
monitoring at least one of a bot water beater, a garage door 
opener, a lawn sprinkler system, an electric fence or fencing, 35 

an Ln-ground or above-ground pool at least one of 
equipment, a fil ter, and a beater, a borne central water valve, 
an individual room water valve, a borne fire detector 
equipment, a home fire extinguishment equipment, power at 
least one of door and window at least one of closing, 40 

locking, and opening, equipment, a television, a telephone, 
a telephone answering machine, an alarm system, a VCR, a 
stove, an oven, a microwave oven, a door bell, a light, a 
lamp, a blender, a toaster, a personal computer, a word 
processor, a stereo, a radio, video recordrng equipment, 45 
photographing equipment, a video recording device, a 
camera, a still picture camera, audio recording equipment, 
an audio recording device, a microphone, a tape recorder, an 
intercom system, a monitoring device fo r at least one of 
reading and monitoring at least one of a home fue l supply, 50 

a water supply, an electrical generator or alterna tor 
operation, a water usage, at least one of a beat usage and an 
air conditioning usage, an electrici ty usage, at least one of a 
gas usage, an oil usage, and a fuel usage, at least one of a 
telephone usage and charges, an appliance usage, and a 55 

borne control system, and wherein lhe premises is at least 
one of a residential premises, a residential building, and a 
home. 

3. The apparatus of claim 1, wherein the at least one of a 
premises system, a premises device, a prernL'>es equipment, 60 

a premises equipment system, and a premises appliance, is 
a device for controlling an electrical circujt controlled by at 
least one of a fuse and a circuit breaker. 

4. The apparatus of claim 1, wherein lhe at least one of a 
premises system, a premises device, a premises equipment, 65 

a premises equipment system, and a premises appliance, is 
at least one of a central electrical system, a central beating 

76 
system, a central air condi tioning system, a water system, a 
thermostat system, an ant i-theft system, a burglary alarm 
system, a siren, an alarm, an exterior lightrng system, an 
inter ior lighting system, an electrical or an electronically 
controlled locking device for at least one of a door and a 
wrndow, an electric or an electronic dead-bolt locking device 
or system, an electrical system for controlling an electrical 
circuit at least one of room-by-room, device-by-device, and 
appliance-by-appliance, a device for at least one of comrol
ling and monitoring at least one of a bot water heater, a 
garage door opener, a lawn sprinkler system, an electric 
fence or fencing, an in-ground or above-ground pool at last 
one of equipment, foun tain equipment, a filter, and a hea ter, 
fire detector equipment, fire extinguishment equipment, a 
power at least one of door and wrndow at least one of 
closing, locking, and opening, equipment, a television, a 
telephone, a telephone answering machine, an ala rm system, 
a VCR, a stove, an oven, a microwave oven, a door bell, a 
light, a lamp, a blender, a toaster, a computer, a peripheral, 
a word p rocessor, a stereo, a radio, manufacturing 
equipment, video recording equ ipment, pho tographing 
equipment, a video recordrng device, a camera, a stlll picture 
camera, audio recording equipment, an audio recording 
device, a microphone, a tape recorder, an intercom system, 
a monitorrng device for at least one of reading and moni
toring a premises fuel supply, a water supply, an elect rical 
generator or alternator operation, a water usage, at least one 
of a heat usage and an air conditioning usage, an electricity 
usage, at least one of a gas usage, an oil usage, and a fuel 
usage, at least one of a telephone usage and charges, a 
commercial premises equipment usage, a commercial pre
mises appliance usage, and a commercia l office or commer
cial premises control system, and wherein the premises is at 
least one of a commercial premises, a commercial office, and 
a commercial building. 

5. The apparatus of claLm 1, wherein tbe premises is at 
least one of a mobile home and a mobile premises, and 
further wherein the apparatus further comprises: 

a positioning device, wherein the posi tioning device 
determines a position or location of the premises, and 
further wherein the positioning device is activated by 
the first control device. 

6. The appara tus of claLrn 1, wherern tbe first control 
device disables or re-enables the premises. 

7. Tbe apparatus of clalm 1, wherein tbe first control 
device at least one of controls an opera tion of, monitors an 
operation of, and determines an opera tiog status of, lhe at 
least one of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance. 

8 . Tbe apparatus of claim 1, wherein the first signal is 
traosmitted from the first control device to the at least one of 
premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appliance, via 
a wireless device. 

9. The apparatus of claim 1, wherein tbe apparatus pro
vides information regarding at least one of apparatus s tatus 
and status of the at least one of a premises system, a 
premises device, a premises equipment, a premises equip
ment system, and a premises appliance. 

10. The apparatus of claim 1, whereio the at least one of 
a premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appliance, is 
at least one o[ a video recording device and a camera fo r 
obtaining video information at the premises. 

11. The apparatus or claim 1, wherein the at least one o[ 
a premises system, a premises device, a premises equipment, 
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a premises equipment system, and a premises appliance, is 
at least one of an audio recording device, a microphone, and 
a tape recorder, for obtaining audio information at the 
premises. 

12. The apparatliS of claim 1, wherein the at least one of 5 
a premises system, a premises device, a premises equipment, 
a premises equipmeot system, and a premises appliance, is 
a monitoring device for at least one of reading and moni
toring at least one of a home fuel supply, a commercial 
premises fue l supply, a water supply, an electrical generator 

10 
or alternator operation, a water usage, a beat usage, an air 
condit ioning usage, an electrici ty usage, a gas usage, an oil 
usage, a fue l usage, at least one of a telephone usage and 
charges, an appliance usage, a commercial premises equip
ment usage, a commercial premises appliance usage, a borne 
control system, and a commercial office or a commercial 15 
premises control system, wherein the apparatus provides 
information regarding at least one of data and information at 
least one of recorded by and read by the monitoring device. 

78 
the second contro l device is locate.d at a location which 
is remote from the fi rst control device and remote from 
the premises, wherein the second signal is transmiued 
from the second control device to the first control 
device, and fu rtber wherein the second signal is au to
matically received by the first control device, 

wherein the first signal is traosmilled from the first control 
device to a third control device, wherein the third 
control device is located at the premises, and further 
wherein the first signal is automatically received by the 
th ird control device, wherein the tbi rd control device at 
least one of generates and transmits a third signal for at 
least one of activating, de-act ivating, disabling, and 
re-enabling, the at least one of a premises system, a 
premises device, a premises equipment, a premises 
equipment system, and a premises appliance, in 
response to the first signal. 

19. The apparatus of claim 18, wherein the fi rst control 
device is at least one of a server computer, a computer, and 13. The apparatus o( clain1 1, wherein the third control 

device at least one of activates, de-activa tes, disables, 
re-enables, cont rols the operation of, and monitors tbe 
operation of, the at least one of a premises system, a 
premises device, a premises equipment, a premises equip
ment system, and a premises appliance, via the second 
control device and the first control device on or over at least 
one of tbe Internet and the World Wide Web. 

20 
a network computer, wherein the second control device is at 
least one of a stationary device, a portable device, a band
held device, a mobile device, a telephone, a cordless 
telephone, a cellular telephone, a home computer, a personal 
computer, a personal digital assistant, a television, an inter-

14. The apparatus of claim 1, wherein the apparatus 
performs a systematic c heck of at least one of a status and 

25 active television, a digital television, a personal communi
cations device, a personal communications services device, 
a display telephone, a video telephone, a watch, and a 
two-way pager, and wherein the apparatus is utilized on or 
over at least one of the Internet and the World Wiele Web. a state of the at least one of a premises system, a premises 

devi.ce, a premises equipment, a premises equipment system, 30 
and a premises appliance, and f11rther wherein the apparatus 
provides information relating to the at least one of a status 
and a state of the at least one of a premises system, a 
premises device, a premises equipment, a premises equip
ment system, and a premises appliance. 

15. The apparatus of claim 1, further comprising: 
35 

a monitoring device for detecting an occurrence warrant
ing providing notice to at least one of an owner, a user, 
and an authorized operator, and further wherein the 
apparatus provides information regarding the occur- 40 
renee in at least one of a telephone call, a voice 
mes.sage, a pager mes.sage, an electronic mai l message, 
and a fax transmission. 

16. The apparatlls of cla im 1, wherein the apparat11s defers 
at least one of a control function, a monitoring ftmction, and 45 
a security function, until after an operation of at least one of 
the at least one of a premises system, a premises device, a 
premises equipment, a premises equipment system, and a 
premises appl.iance, is completed. 

17. The apparatus of claim 1, wherein the first control 50 
device generates ai least one of a confirmation signal and a 
notification signal for providing information regarding that 
at least one of a control, a monitoring, a securing, a 
disabling, and a re-enabliog, function bas been carried ou 1 

and is successful or unsuccessful 
18. A control apparatus, comprising: 

55 

a first control device, wherein the first control device at 
least one of generates and transmits a first signal for at 
least one of activating, de-activating, disab ling, and 
re-enabliog, at least one of a premises system, a pre- 60 

mises device, a premises equipment, a premises equip
ment system, and a premises appliance, of a premises, 
wherein the first control device is located at a location 
remote from the premises, and further wherein the fi rs t 
control device is responsive to a second signal, 65 

wherein the second signal is at least one of generated by 
and transmilled from a second control device, wherein 

20. A control apparatus, comprising.: 
a first control device, wherein the first control device is 

capable of at least one of activating, de-activating, 
disabling, andre-enabling, one or more of a p lurality of 
at least one of a vehicle system, a vehicle component, 
a vehicle device, a vehicle equipment, a vehicle equip
ment system, and a vehicle appliance, of a vehicle, 
wherein the first control device at least one of generates 
and transmits a flrst signal for at least one of activating, 
de-activating, disabling, and re-enabliog, Lbe at least 
one of a vehicle system, a vehicle component, a vehicle 
device, a vehicle equ.ipment, a vehicle equipment 
system, and a vehicle appliance, wherein the first 
control device is located at the vehicle, and further 
wherein the first control device is responsive to a 
second signal, wherein the second si~:,'llal is at least one 
of generated by and transmitted from a second control 
device, 

wherein the second control device is located at a loca tion 
which is remote from the vehicle, and wherein the 
second signal is transmitted from the second control 
device to the first control device, and further wherein 
the second signal is automatically received by the first 
control device, 

wherein the second control device is responsive to a third 
signal, wherein the third signal is at least one of 
generated by and transmitted from a third control 
device, wherein the third control device is located at a 
location which is remote from the vehicle and remote 
Erom the second control device, wherein the third signal 
is traosmiued from the third control device to the 
second control device, and further wherein the third 
signal is automatically received by the second control 
device, 

wherein the vehicle is at least one of a boat, a marine 
vessel, a marine vehicle, a motor boat, a sailboat, a 
ship, a cruise ship, a commercial boat, a military boat, 
and an unmanned boat, 
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and further wherein the at least one of a vehicle system, 
a vehicle component, a vehicle device, a vehicle 
equ ipment, a vehicle equipment system, and a vehicle 
appliance, is at least one of a siren, a horn, a light 
system, bead Ugbts, tail Ugbts, flashers, a power door or 5 
hatch locking system, ao electronic or electrica l dead 
bolt locking device, ao engine compartment locking 
device, ao electrical or mechanical locking device, a 
navigational device, naviga tional equipment, fire extin
guishing equipment, a pumping device for pumping 

10 
water, a radar device, radar equipment, emergency or 
distress signal equipment, a sonar device, sonar 
equipment, a Ughtiog system, a video record ing device, 
a camera, a guo, a weapon system, a self-defense 
system, an electronic warfare system, and a monitoring 
device for at least one of reading and monitoring at 15 

least one of a fuel supply, a marine control system, and 
a boat operation. 

21. A method for providing control, comprising: 
transmitting a flrst signal from a first control device to a 

second contro l device, wherein the first control device 20 

is located at a location remote from a premises and 
remote from the second control device, wherein the 
second control device is located at a location remote 
from the premises, and f11rther wherein the first signal 
is automatically received by the second comrol device; 25 

transmitting a second signal from the second control 
device to a third control device in response to the first 
signal, wberein tbe third control device is located at the 
premises, and wherein the second signal is automati-
cally received by the third control device; 30 

generating a !bird signal with the !bird control device in 
response to the second signal; and 

at least one of activating, de-activating, disabUng, and 
re-enabling, at least one o[ a premises system, a pre-

35 
mises device, a premises equipment, a premises equip
ment system, and a premises appliance. 

22. The method of claim 21, further comprising: 
at least one of controlling an operation of, monitoring an 

operation of, and determining an operating status of, 40 
the at least one o( a premises system, a premises device, 
a premises equipment, a premises equipment system, 
and a premises appliance. 

23. Tbe metbod of claim 21, further comprising: 
at least one of obtaining video information at the premises 45 

and obtaining audio information at the premises. 
24. The method of c laim 21, f'llrtber comprising: 

80 
26. A contro l apparaltL<;, comprising : 
a first control device, wherein the fi rst control device at 

least one of generates and rransmits a first signal for at 
least one of activating, de-activating, disabling, and 
re-enabUng, at least one of a vebicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appUance, of 
a vehicle, wherein the first contro] device is located at 
the vehicle, wherein the first control device is respon
sive to a second signal, wherein the second s ignal is at 
least one of generated by and trans milled (rom a second 
control device, wherein tbe second control device is 
located at a location which is remote from the vehicle, 
wherein t be second signal is transmitted from the 
second control device to the first control device, and 
further wherein the second signal is automatically 
received by the fi rst control device, 

wberein tbe second control device is responsive to a third 
signal, wherein the third signal is at least one of 
generated by and transmilled from a th ird control 
device, wherein tbe !bird control device is located at a 
location which is remote from tbe vehicle and remote 
from the second control device, wherein the third signal 
is transmilled from tbe tbird colllrol device to the 
second control device, and further wherein the third 
signal is automatically received by the second control 
device, 

wherein the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance, is at 
least one of a vehicle ignition system, a vehicle fuel 
pump system, a vehicle alarm system, a vehicle door 
locking device, a vehicle hood locking device, a vehicle 
trunk locking device, a wheel locking device, a brake 
locking device, a horn, a vehicle ljgbt, a vehicle light
ing system, a refrigerator, an air conditioner, an oven, 
a vebicle window locking device, a video recording 
device, an audio recording device, a camera, an inter
com device, a microphone, a locking device, a moni
toring device for monitoring at least one of fuel supply, 
water or coolant supply, generator operation, alternator 
operation, battery charge level, and engine temperature, 
fire ex1inguishing equipment, radar equipment, hydrau
lic equipment, pneumatic equipment, a winch, a self
defense system, a weapon system, a guo, an electronic 
warfare system, a pumping device, sonar equipment, a 
locking device for preventing unautborized access to a 
vehicle compartment, and landing gear. 

27. The apparatus of claim 26, wherein the vehicle is at 
at least one of reading and monitoring at least one of a 

borne fue l supply, a commercial premises fue l supply, 
a water supply, an electrica l generator or alterna tor 
operation, a water usage, a heat usage, an air condi
tioning usage, an electricity usage, a gas usage, an oil 
usage, a fuel usage, at least one of a telephone tLsage 
and charges, an appliance usage, a commercial pre
mises equipment usage, a commercial premises appli
ance usage, a borne control system, and a commercial 
office or commercial premises control system, with a 
monitoring device; and 

so least one of a motor vehicle, an automobile, a truck, a bus, 
a tractor trailer, construction equipment, farm equipment, a 
commercial vehicle, a recreational vebkle, a motorcycle, an 
unmanned vehicle, a Jaw enforcement vehicle, a military 
vehicle, a boat, a marine vessel, a marine vehicle, a motor 

providing informa tion regarding at least one of data and 
information at least one of recorded by and read by the 
monitoring device. 

25. The method of claim 21, fllrtber comprising: 
generating at least one of a confirmation signal and a 

notification signal fo r providing information regarding 
that at least one of a control, a monitoring, a securing, 
a disabling, and are-enabling, function has been carried 
out and is successful or unsuccessful. 

ss boat, a sailboat, a sbip, a cruise ship, a commercial boat, a 
military boat, an unmanned boat, a submarine, an aircraft, an 
airplane, a jet, a belicopler, a glider, a spacecraft, a space 
shuttle, a satel lite, an unmanned air<:raft, a commercial 
aircraft, a mi litary aircraft, a snowmobi le, a jetski, a scooter, 

60 a minibike, a go-cart, and a moped. 
28. Tbe apparatus of claim 26, wberein tbe first control 

device disables or re-enables tbe vehicle. 
29. Tbe apparatus of claim 26, wherein the apparatus 

provides at least one o[ an immediate and a deferred control 
65 of Lhe at least one of a vehicle system, a vehicle component, 

a vehicle device, a vebicle equipment, a vehicle equipment 
system, and a vehicle appUaoce. 
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30. The apparatus of claim 26, wherein the first control 
device at least one of controls, monitors, and determines an 
operating status of, the at least one of a vehicle system, a 
vehicle component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance. 

31. The apparatus of claim 26, wherein the first signal is 
transmitted from the first control device to the at least one of 

5 

82 
38. The apparatus of claim 26, further comprising: 
a monitoring device for detecting an occurrence warrant

ing providing notice to at least one of an owner, a user, 
and an authorized operator, and further wherein tbe 
apparatus provides informa tion regarding the occur
rence in at least one of a telephone call, a voice 
message, a pager message, an electronic mail message, 
and a fax transmission. 

39. The apparatus of claim 26 wherein the apparatus 

a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, via at least one of a wi reless device, 
wireless communication equipment, wireless equipment, 
and a wireless liolc 

32. T he apparatus of claim 26, further comprising: 

10 defers at least one of a control f11nction, a monitoring 
function, and a securi ty function, unti l after an operation of 
at least one of the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a vehicle 

an interface device for providing an interface between tbe 
first control device and the at least one of a vehicle 15 
system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance. 

33. T he apparatus of claim 26, wherein the second control 
device is at least one of a server computer, a computer, and 20 
a network computer, and further wberein the third cont rol 
device is at least one of a stationary device, a portable 
device, a band-held device, a mobile device, a telephone, a 
cordless telephone, a cellular telephone, a home computer, a 
personal computer, a personal digital assistant, a television, 25 

an interact ive television, a digital television, a personal 
communicatioos device, a personal communications ser
vices device, a display te lephone, a video telephone, a 
watch, and a two-way pager. 

34. The apparatus of claim 26, wberein the first control 30 

device at least ooe of activates aod cootrols at least one of 
tbe video recording device for obtaining video information 
at the vehicle, the camera for obtaining video information at 
the vehicle, the audio recording device for obtaining audio 
information at the vebicle, and the micropbooe for obtaining 35 

audio information at the vehicle. 
35. The apparatus of claim 26, wherein the first control 

device at least one of activa tes and controls the monitoring 
device for at least one of reading and monitoring at least one 
of a fue l supply, a water or coolant supply, an electrical 40 

generator or alternator operation, a battery charge level, an 
engine temperature level, a vehicle operation, a marine 
control system, a boat operation, an airplane flight control 
system, an airplane operation, a snowmobile control system, 
and a snowmobile operation. 45 

36. The apparatus of claim 26, further comprising: 
a system for detecting a failure in the at least one of a 

vehicle system, a vehicle component, a vehicle device, 
a vehicle equipment, a vehicle equipment system, and 
a vehicle appliance, wherein the system provides infor- so 
mation regarding the failure, and further wherein tbe 
detecting system is at least one of activated, 
deactiva ted, disabled, re-enabled, and controlled, by 
the first control device. 

37. The apparatus of claim 26, wherein the apparatus is ss 
programmed to become activated or de-activated automati
cally upon an occurrence or lack of an occurrence of a 
pre-defined event, wherein the pre-defined event is at least 
one of a thef1 of the vehicle and a malfunction, and further 
wherein the apparatus is programmed to transmit a message 60 

containing information regarding tbe at least one of a theft 
of tbe vehicle and a malf11nction to a communication device 
associated with the vehicle at least one of user, operator, 
owner, occupant, and authorized individual, and furtber 
wberein the message is at least one of a pager mes.sage, a 65 

facsimile message, a voice message, a voice mail message, 
an electronic message, and an answering service message. 

equipment system, and a vehicle appliance, is completed. 
40. A control apparatus, comprising.: 
a first contro l device, wherein the first control device at 

least one of generates and transmits a first s ignal for at 
least one of activating, de-activating, disabling, and 
re-enabling, at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance, of 
a vehicle, wberein the first control device is located at 
a location remote from the vehicle, and further wherein 
the first control device is responsive to a second signal, 

wherein the second s ignal is at least one of generated by 
and transmiued from a second cootrol device, wherein 
the second control device is located at a location which 
is remote from the first control device and remote from 
the vehicle, wherein tbe second signal is transmitted 
from the second control device to the first control 
device, and further wherein the second signal is au to
matically received by the first control device, 

wherein the first signal is transmitted from the first control 
device to a third control device, wberein the third 
control device is located at tbe vehicle, and further 
wherein the first signal is automatically received by the 
third control device, wherein the tlni rd control device at 
least one of generates and transmits a third signal for at 
least one of activating, de-activating, disabling, and 
re-enabling, the at least one of a vehicle system, a 
vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance, in response to 1 be first signal, 

wherein the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance, is at 
least one of a vehicle ignition system, a vehicle fuel 
pump system, a vehicle alarm system, a vehicle door 
locking device, a vehicle hood locking device, a vehicle 
trunk locking device, a wheel locking device, a brake 
locking device, a horn, a vehicle ligbt, a vehicle light
ing system, a refrigerator, an air conditioner, ao oven, 
a vehicle window locking device, a video recording 
device, an audio recording device, a camera, an in ter
com device, a microphone, a locking device, a moni-
toring device for monitoring at least one of fuel supply, 
water or coolant supply, generator operation, alternator 
operation, battery charge level, and engine temperature, 
fire extinguishing equipment, radar equipment, hydrau
lic equipment, pneumatic equipment, a winch, a self-
defense system, a weapon system, a gun, an electronic 
warfare system, a pumping device, sonar equipment, a 
locking device for preventing unauthorized access to a 
vehicle compartment, and landing gear. 

41. The appara tus of claim 40, wherein ihe first control 
device is at least one of a server computer, a computer, and 
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a network computer, and further wherein the second control 
device is at least one of a stationary device, a portable 
device, a band-held device, a mobile device, a telephone, a 
cordless telephone, a cellular telephone, a home computer, a 
personal computer, a personal digita l as.sistant, a television, 5 

an in teractive television, a digital television, a personal 
communications device, a personal communications ser
vices device, a display telephone, a video telephone, a 
watch, and a two-way pager. 

42. A method for providing control, comprising: 10 

transmilling a first signal from a first control device to a 
second control device, wherein the frrst control device 
is located at a location remote from a vehicle and 
remote from the second control device, and further 
wherein the first signal is automatically received by the 15 

second control device; 
transmilling a second signal from the second control 

device to a thi rd control device, wherein the third 
control device is located at the vehicle, and further 
wherein the second control device is located at a 20 

location remote from the vehicle, wherein the second 
signal is automatically received by the third cont rol 
devices; 

generating a third signal with the third control device in 
response to the second signal; and 25 

at least one of activating, de-activating, disabling, and 
re-enabling, at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle eqwpment, a 
vehicle equipment system, and a vehicle appliance, io 

30 
response to the third signal , 

wherein the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance, is at 
least one of a vehicle ignition system, a vehicle fuel 35 
pump system, a vehicle alarm system, a vehicle door 
locking device, a vehicle hood locking device, a vehicle 
trunk locking device, a wheel locking device, a brake 
locking device, a born, a vehicle light, a vehicle light
ing system, a refrigerator, an ai.r conditioner, an oven, 40 
a vehicle window locking device, a video recording 
device, an audio recording device, a camera, an inter
com device, a microphone, a locking device, a moni
toring device for monitoring at least one of fuel supply, 
water or coolant supply, generator operation, alternator 45 
operation, battery charge level, and engine temperature, 
fire extingwshing equipment, radar eqwpment, hydrau-
lic equipment, pneumatic eqwpment, a winch, a self
defense system, a weapon system, a gun, an electronic 
warfare system, a pumping device, sonar equipment, a 50 
locking device for preventing unauthorized access to a 
vehicle compartment, and landing gear. 

43. The method of claim 42, further comprising: 
at least one of controlling, monitoring, and determining ao 

operating status of, the at least one of a vehicle system, 55 
a vehicle component, a vehicle device, a vehicle 
equipment, a vehicle eqwpment system, and a vehicle 
appliance. 

44. The method of claim 42 further comprising: 
at least one of obtaining video irtformation at the vehicle 60 

and obtaining audio information at tbe vehicle. 
45. The method of claim 42, f11.rtber comprising: 
at least one of reading and monitoring at least one of a fuel 

supply, a water or coolant supply, an electrical genera-
tor or alternator operation, a battery cbarge level, an 65 

engine temperature level, a vehicle operation, a marine 
control system, a boat operation, an airplane fligh t 

84 
control system, an airplane operation, a snowmobile 
control system, and a snowmobile operation, with a 
monitoring device; and 

providing information regarding at £cast one of data and 
information at least one of recorded by and read by the 
monitoring device. 

46. The method of claim 42 further comprising: 

detecting a failure in the at least one of a vehicle system, 
a vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance; and 

providing irtformation regarding the failure. 
47. A control apparattLs, comprising: 
a first control device, wherein the first control device is 

capable of at least one of activa ting, de-activating, 
disabling, and re-enabling, one or more of a plurality of 
at least one of a vehicle system, a vehicle component, 
a vehicle device, a vehicle equipment, a vehicle eqwp
meni system, and a vehicle appliance, of a vehicle, 
wherein the rirst control device at least one of generates 
and transmits a first signal for at least one of activating, 
de-activating, disabling, and re-enabling, the at least 
one of a vehicle system, a vehicle component, a vehicle 
device, a vehicle eqwprnent, a vehicle eqwpment 
system, and a vehicle appliance, wherein the first 
control device is located at the vehicle, and furthe r 
wherein the first cont ro l device is responsive to a 
second signal, wberein the second signal is at least one 
of generated by and transmitted from a second control 
device, 

wherein the second control device is located at a location 
which is remote from the vehicle, and wherein the 
second signal is transmitted from the second control 
device to the first control device, and further wherein 
the second signal is automatically received by tbe first 
control device, 

wherein the second control device is responsive to a third 
signal, wherein the third signal is at least ooc of 
generated by and transmitted from a th ird control 
dcv.icc, wherein tbc third control device is located at a 
location wbicb is remote from the vehicle and remote 
from the second control device, wherein the third signal 
is transmitted from the third control device to tbe 
second control device, and f11rthcr wherein the third 
signal is automatically received by the second control 
device, 

wherein the vehicle is at least one of an aircraft, an 
airplane, a jet, a helicopter, a glider, a commercial 
aircraft, a military ai rcraf1, and an unmanned aircraft, 

and further wherein the at least one of a vehicle system, 
a vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance, is at least one of a siren, a born, a light 
system, head lights, taillights, flashers, a power door or 
batch locking system or device, a locking system, a 
mechanical locking system, landing gear, a naviga
tional device, navigational eqwpment, fire extinguish
ing equipment, a radar device, radar equipment, emer
gency or distress signal equipment, a sonar device, 
sonar equipment, a lighting system, a video recording 
device, a camera, a guo, a weapon system, a self
defense system, an electronic warfare system, and a 
monitoring device for at least one of reading and 
monitoring at least one of a fue] supply, an airplane 
flight control system, and an airplane operation. 

Petitioner Nissan North America, Inc. - Exhibit 1001 - Page 64



US 6,549,130 Bl 
85 

48. A control apparatus, comprising: 
a first control device, wherein the first control device is 

capable of at least one of activa ting, de-activating, 
disabl ing, and re-eoabling, one or more of a plural ity of 
at least one of a vehicle system, a vehicle component, 5 

a vchicl.e device, a vehicle equipment, a vehicle equip
ment system, and a vehicle appliance, o[ a vehicle, 
wherein the first control device at least one of generates 
and transmits a first signal for at least one of activating, 
de-activating, disabling, and re-enabliog, the at least 10 
one of a vehicle system, a vehicle component, a vehicle 
device, a vehicle equipment, a vehicle equipment 
system, and a vehicle appliance, wherein the first 
control device is located at the vehicle, and further 
wherein the first control device is responsive to a 
second signal, wherein the second signal is at least one 15 

of generated by and transmilled from a second control 
device, 

wherein the second control device is located at a location 
which is remote from the vehicle, and wherein the 
second signal is transmitled from the second control 20 
device to the r:irst control device, and further wherein 
the second signal is automatically received by the first 
control device, 

wherein the second control device is responsive to a third 
signal, wherein the thi rd signal is at least one of 25 

generated by and traosmiUed from a third control 
device, wherein the third control device is located at a 
location which is remote from the vehicle and remote 
from the second control device, wbcrcin the third signal 
is transmilled (rom the third control device to the 30 

second control device, and further wherein the third 
signal is automatically received by the second control 
device. 

49. The apparatus of claim 48, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 35 

vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of a siren, an alam1, a born, 
a light system, bead lights, taillights, flashers, a power door 
lock system, a hood locking system, a mechanical hood 
locking system, an ami- theft system, a vehicle recovery 40 

system or device, a homing device or system, a tracJ.::ing 
device or system, video recording equipment, photograph
ing equipment, a video recording device, a camera, a s till 
picture camera, audio recording equipment, an audio record
ing device, a microphone, a tape recorder, an totercom 45 
system or device, a two-way radio, a radio, a television, a 
navigational device, navigational equipment, fire extin
guishing equipment, a radar device, radar equipment, emer
gency or distress signal equipment, a refrigerator, a stove, an 
air conditioner, an oven, a microwave oven, a lighting 50 

system, an electrical or electronically controlled dead bolt 
locking device for usc on at least one of a door, a window, 
a hood, and a trunk, a wbeel lock:ing device or mechanism, 
a brake locking device or mechanism, hydraulic equipment, 
pneumatic equipment, a winch, a loading mechanism, and 55 

unloading mechanism, a cuuing mechanism, a bailing 
mechanism, a guo, a weapon system, a self-defense system, 
ao electronic warfare system, and a monitoring device for at 
least one of reading and monitoring at least one of a fuel 
supply, a water or coolant supply, an electrical generator or 60 

alternator operation, a battery charge level, an engine tem
perature level, and a vehicle operation. 

50. The apparatus of claim 49, wherein the vehicle is at 
least one of a motor vehicle, an automobile, a truck, a bus, 
a tractor trailer, construction equipment, fa rm equipment , a 65 

commercial vehicle, a motorcycle, an unmanned vehicle, a 
law enforcement vehicle, and a military vehicle. 

86 
51. The apparatus of Claim 48, wherein the at least one of 

a vehicle system, a vehicle componenn, a vehicle device, a 
vebicle equipment, a vehicle equipment system, and a 
vebicle appliance, is at least one of an ignition system and 
a fuel pump system. 

52. The apparatus o( claim 48, wherein the at least one of 
a vehicle system, a vehicle compooenn, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of a si.lreo, an alarm, a born, 
a light system, bead lightS, tail lightS, flashers, a power door 
or batch locking system, an electronic or e lectrical dead bolt 
locking device, an eng ine compartment locking device, ao 
electrical or mechanical locking device, an anti-theft system, 
a recovery system or device, a boming system, a tracking 
system, a two-way radio, a radio, a television, a navigational 
device, navigational equipment, fire extinguishing 
equipment, a pumptng device for pumping water, a radar 
device, radar equipment, emergency or d istress signal 
equipment, a sonar device, sonar equipment, a refrigerator, 
a stove, ao air conditioner, an oven, a microwave oven, a 
lighting system, video recording equipment, photographing 
equipment, a video recording device, a camera, a still picture 
camera, audio recordiog equipment, ao audio record ing 
device, a microphone, a tape recorder, a guo, a weapon 
system, a self-defense system, an electronic warfare system, 
and a monitoring device for at least one of reading and 
monitoring at least one of a fuel supply, a water or coolant 
supply, an electrica l generator or alternator operation, a 
battery charge level, an engine or motor temperature level, 
a marine control system, and a boat operation. 

53. The apparatus of claim 52, wherein the vehicle is at 
least one o[ a boat, a marine vessel, a marine vehicle, a 
motor boat, a sailboat, a ship, a cruise ship, a commercial 
boat, a military boat, an unmanned boat, and a submarine. 

54. The apparatus of claim 48, wherein the at least one of 
a vehicle system, a vehicle compooenn, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vebtcle appliance, is at least one of a si.lren, an ala rm, a born, 
a light system, head lights, tail lights, flashers, a power door 
or batch locking system or device, a locking system, a 
mecbankal lockiog system, an ao ti-tbcft system, a recovery 
system or device, a homing system, a tracking system, 
landing gear, a two-way radio, a radio, a television, a 
navigational device, navigational equipment, fire extin
guishing equipment, a radar device, radar equipment, emer
gency or distress signal equipment, a sonar device, sonar 
equipment, a refrigerator, a stove, an air conditioner, an 
oven, a microwave oven, a lighting system, video recording 
equipment, photographing equipment, a video recording 
device, a camera, a still picture camera, audio recording 
equipment, an audio recording device, .a microphone, a tape 
recorder, an intercom system or device, a guo, a weapon 
system, a self-defense system, an electronic warfare system, 
and a monitoring device for at least one of reading and 
monitoring at least one of a fuel supply, a water or coolan t 
supply, an electrical generator or alternator operation, a 
battery charge level, an engine or motor temperature level, 
an airplane fiight control system, and an airplane operation. 

55. The apparatus of claim 54, wherein the vehicle is at 
least one of an ai rcraft, an airplane, a jet, a helicopter, a 
glider, a spacecraft, a space shutt le, a satellite, an unmanned 
aircraft, a commercial aircraft, and a mili tary aircraft. 

56. Tbe apparatus of claim 48, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, aod a 
vehicle appliance, is at least one of a siren, an alarm, a hom, 
a light system, bead lights, tail lightS, flashers, a power 
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locking system or device, a steering mechanism locking 
device, a locking device, a snowmobile track locking device, 

88 
67. The apparatus of claim 48, wherein the fi rst control 

device determines an operating status of at least one of the 
vehicle and the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a vehicle 

an anti-theft system, a snowmobile recovery system or 
device, a homing system, a tracking system, video recording 
equipment, audio recording equipmen t, intercom 
equipment, a gun, a weapon system, a self-defense system, 

5 equipment system, and a vehicle appliance. 

an electronic warfare system, and a monitoring device for at 
least one of reading and monitoring at least one of a 
snowmobile fuel supply, a water or coolant supply, an 
electrical generator or alternator operation, a battery charge 

10 
level, an eng ine or motor temperature level, a snowmobile 
control system, and snowmobile operation. 

57. The apparatus of claim 56, wherein the vehicle Ls at 
least one of a snowmobile, a jetski, a scooter, a motorcycle, 
a minibike, a go-cart, a moped, an unmanned vehicle, a 
commercial vehicle, and a military vehicle. 15 

58. The apparatus of claim 48, wherein the ftrst cont rol 
device disables or re-enables the vehicle. 

68. The apparatus of claim 48, furtber comprising: 
an in terface device for providing an interface between the 

first control device and the at least one of a vehicle 
system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appl iance. 

69. The apparatus o( claim 48, wherein the first signal is 
transmitted from the first control device to the at least one of 
a vehicle system, a vehicle componenn, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, via at least one of a wireless device, 
wireless communication equipment, wireless equipment, 
and a wireless link. 

59. The apparatus of claim 48, wherein the second control 
signal contains at least one of an access code, a command 
code, a disable code, a re-enable code, and a status code. 

60. The appara tus of claim 48, further comprising: 
a positioning device, wherein the positioning device 

determines a position or location of the vehicle, and 
further wherein the positioning device further com
prises: 

70. The apparatus of claim 48, wherein the apparatus 
provides at least one of an immediate and a deferred control 

20 of the at least one of a vehicle system, a vehicle component, 
a vehicle device, a vebicle equipment, a vehicle equipment 
system, and a vehicle appliance. 

71. The apparatus of claim 48, wherein tbe apparatus is at 
least one of programmed, automaticaUy activated, and self-

25 activated. 
a global posi tioning device; and 
a database containing at least one of digital map data and 

d igitized map data, 
wherein the positioning device is activated by the first 

control device, and further wherein the positioning 30 

device determines the position or location of the 
vehicle in conjunction with the at least one of digital 
map data and digitized map da ta. 

72. The apparatus of claim 48, furtber comprising: 
an arm ing device (or at least one of arming, activating, 

and accessing, the apparatus, wherein the arming 
device is located at the vehicle. 

73. 1l1e appara tus of claim 48, wherein the third control 
device is at least one of a sta tionary device, a portable 
device, a hand-held device, a mobile device, a telephone, a 
cordless telephone, a ceUuJar telephone, a home computer, a 
personal computer, a personal digita l assistant, a television, 61. The apparatus of claim 60, wherein the positioning 

device comprises: 
a plurality of global positioning devices, wherein the 

positioning device determines a change in distance 
between any two or more of the plurality of global 
positioning devices. 

35 an interactive television, a digital te levision, a personal 
communications device, a personal communications ser
vices device, a display telephone, a video telephone, a 
watch, and a two-way pager. 

62. The apparatus of claim 60, wherein the positioning 40 

device performs global posi tioning calculations at least one 
of continuously, intermittently, and at regula r intervals. 

63. The apparatus of claim 48, wherein the third control 
device at least one of activates, de-activates, disables, 
re-enables, controls the operation of, and monitors the 45 
operation of, the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a vehicle 
equipment system, and a vehicle appliance, via the second 
control device and the fi rst control device. 

64. The appara tus of claim 48, wherein the third control 50 
device at least one of activates, de-activa tes, disables, 
re-enablcs, controls the operation of, and monitors tbe 
operation of, the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a vehicle 
equipment system, and a vehicle appliance, via the second 55 
control device and the first control device on or over at least 
one of lhe Internet and the World Wide Web. 

65. The apparatus of claim 48, wherein the first control 
device controls an operation of the at least one of a vebicle 
system, a vehicle component, a vehicle device, a vehicle 60 

equipment, a vehicle equipment system, and a vehicle 
appliance. 

66. The apparatus of claim 48, wherein the first control 
device monitors an operation of the at least one of a vehicle 
system, a vehicle component, a vehicle device, a vehicle 65 

equipment, a vehicle equipment system, and a vehicle 
appliance. 

74. The apparatus of claim 48, umber comprising: 
a voice symhesizer for providing voice information 

regarding at least one of apparatus status, vehicle 
operation status, and status of the at least one of a 
vehicle system, a vehicle component, a vehicle device, 
a vehicle equipment, a veh icle equ ipment system, and 
a vehicle appliance, wherein the voice synthesizer is 
connected to the first control device. 

75. The apparatus of claim 48, wlilerein the apparatus 
provides infom1ation regarding at least one of apparatus 
status, vehicle operation status, and status of the at least one 
of a vehicle system, a vehicle component, a vehicle device, 
a vehicle equipment, a vehicle equipment system, and a 
vehicle appliance. 

76. The apparatus of claim 48, wherein the at least one of 
a vehicle system, a vehicle componenn, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of a video recording device 
and a camera, wherein the at least one o f a video recording 
devi<:e and a camera obtains video information at the 
vehicle. 

77. The apparatus of claim 76, wherein the at least one of 
a video recording device and a camera further comprises: 

a storage medium for storing at least one of recorded 
video and a picture. 

78. The apparatus of claim 77, wherein the at least one of 
an audio recording device, a microphone, and a tape 
recorder, is located at least one of on the interior of the 
vehicle and on the exterior of tbe vehicle. 
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79. The apparatus of claim 76, wherein the at least one of 
a video recording device and a camera, is located at least one 
of on the interior of the vehicle and on the exterior of the 
vehicle. 

80. The apparatus of claim 48, wherein the at least one of 5 

a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of an audio recording 
device, a microphone, and a tape recorder, wherein the at 
least one of an audio recording device, a microphone, and a 10 
tape recorder, obtains audio information at the vehicle. 

81. The apparatus of claim 80, wherein the at least ooe of 
an audio recordiog device, a microphone, and a tape 
recorder, further comprises: 

a storage medium for storing recorded audio ioformatioo. 15 

82. The apparatus of claim 48, wherein the at least ooe of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of a video recording device, 
a camera, an audio recording device, a microphone, and a 20 
tape recorder, wherein the at least one of a video recording 
device, a camera, an audio recording device, a microphone, 
and a tape recorder, is at least one of pivotable and move
abl;;:. 

83 . The apparatus of claim 48, wherein the at least one of 25 

a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is a monitoring device for at least one of 
reading and moni toring at least one of a fuel supply, a water 
or coolant supply, an electrical genera tor or alternator 30 

operation, a battery charge level, an engine temperature 
level, a vehicle operation, a marine control system, a boat 
operation, an airplane flight control system, an airplane 
operation, a snowmobile control system, and a snowmobile 
operation, wherein the apparatus provides informaiion 35 

regarding at least one of data and information at least one of 
recorded by and read by tbe monitoring device. 

84. The apparatus of claim 48, wherein tbe at least one of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 40 

vehicle appliance, is a system for detecting a failure in the 
at least one of a vehicle system, a vehicle component, a 
veh icle device, a vehicle equipment, a vehicle equipment 
system, and a vehicle appliance, wherein the detecting 
system provides information regardiog the failure. 45 

85. The apparatus of claim 48, wherein the apparatus is 
utilized on or over at least one of the lnteroet and the World 
Wide Web. 

86. The apparatus of claim 48, wherein the apparatus is 
programmed to become activated or de-activated automati- 50 

cally upon an occurrence or lack of an occurrence of a 
pre-defined event, wherein the pre-defined event Ls at least 
one of a theft of the vehicle and a malf11nction, and further 
whereio the apparatus is programmed to transmit a message 
containing information regarding the at least one of a theft 55 

of the vehicle and a malfunction to a commurucation device 
associated with the vehicle at least one of user, operator, 
owner, occupant, and authorized individual, and further 
wherein the message is at least one of a pager message, a 
facsimile message, a voice message, a voice mail message, 60 

an electronic message, and an answering service message. 
87. The apparatus of claim 48, wherein the apparatus 

performs a systematic check of at least one of a status and 
a state of the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vebicle equipment , a vehicle 65 

equipment system, and a vehicle appliance, and further 
wherein the appara tus provides information relating to the at 

90 
least one of a status and a state of the at least one of a vehicle 
system, a vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance. 

88. The apparatus of c laim 48, furtber comprising: 
a monitoring device for detecting ao occurrence warraot

iog providing notice to at least one of an owner, a user, 
and an authorized operator, and further wherein the 
apparatus provides information regarding the occur
rence in at least one of a telephone call, a voice 
message, a pager message, an electronic mail message, 
and a fax transmission. 

89. The apparatus of claim 48, wlnerein the apparatus 
defers at least one of a control function, a monitoring 
furJction, and a security function, until after an operation of 
at least one of the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a vehicle 
equipment system, and a vehicle appl iance, is completed. 

90. The apparatus of claim 48, wherein the first control 
device generates at least one of a confim1ation signal and a 
notification signal for providing information regarding tha t 
at least one of a control, a monitoring, a securing, a 
disabllog, and a re-enabling, function bas been carried out 
and is successfttl or unsuccessfuL 

91. A control apparatus, comprising: 
a first control device, wherein the f1 rst control device at 

least one of generates and transmits a first signal for at 
least one of activating, de-activating, disabling, and 
re-enabling, at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance, of 
a vehicle, wherein the first control device is located at 
a location remote from the vehicle, and f11rther wherein 
the first control device is responsive to a second signal, 

wherein the second signal Ls at least one of generated by 
and transrni lled from a second cootrol device, wherein 
tbe second control device is located at a location which 
is remote from the first control device and remote from 
the vehicle, whereio the second signal is transmilled 
from the second control device to the fi rst control 
device, and further wherein the second s ignal Ls auto
matically received by the first control device, 

wherein the first signal is transm illed from the first control 
device to a third control device, whereio the third 
control device is capable of at least one of activating, 
de-activating, disabling, and re-eoabling, one or more 
of a plural ity of the at least one of a vehicle system, a 
vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance, and wherein the third control device is 
located at the vehicle, and l'urtber wherein the first 
signal is automat icaiJy received by tbe third control 
device, whereio the third control device at least one of 
generates and transmits a third signal for at least one of 
activating, de-activating, disabling, and re-enabling, 
the at least one of a vehicle system, a vehicle 
component, a vehicle device, a vehicle equipment, a 
vehicle equipment system, and a vehicle appliance. 

92. The apparatus of c laim 91, wherein the first control 
device is at least one of a server computer, a computer, and 
a network computer, and wherein the second control device 
is at least one of a stationary device, a portable device, a 
hand-beld device, a mobile device, a telephone, a cordless 
telephone, a cellul ar telephone, a home computer, a personal 
computer, a personal digita l assistant, a television, an ioter
active television, a digi taJ televis ion, a personal communi
cations device, a personal communications services device, 
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a display telephone, a video telephone, a watch, and a 
two-way pager, and wherein the apparatus is utilized on or 
over at least one of the Internet and the World Wide Web. 

93. The apparatus of claim 91, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 5 

vehicle equipment, a vehicle equipment system, and a 
vehicle appliance, is at least one of a siren, an alarm, a bora, 
a Light system, bead Lights, tail lights, tlasbers, a power door 
lock system, a hood locking system, a mechanical hood 
locking system, an anti- theft system, a vehicle recovery 10 
system or device, a homing device or system, a tracking 
device or system, video recording equipment, photograph
ing equipment, a video recording device, a camera, a s till 
picture camera, audio recording equipment, an audio record
ing device, a microphone, a tape recorder, an intercom 15 

system or device, a two-way radio, a radio, a television, a 
navigational device, navigational equipment, fire extin
guishing equipment, a radar device, radar equipment, emer
gency or distress signal equipment, a refrigerator, a stove, an 
air conditioner, an oven, a microwave oven, a Lighting 20 
system, an e lectrical or e lectronically controlled dead bolt 
locking device for use on at least one of a door, a window, 
a hood, and a trunk, a wheel locking device or mechanism, 
a brake locking device or mechanism, hydraulic equipment, 
pneumatic equipment, a winch, a loading mechanism, and 25 

unloading mechanism, a culling mechanism, a bailing 
mechanism, a gun, a weapon system, a self-defense system, 
an electronic warfare system, and a moni toring device for at 
least one of reading and monitoring at least one of a fuel 
supply, a water or coolant supply, an electrical generator or 30 

alternator operation, a battery charge level, an engine tem
perature level, and a vehicle operation, and fu rther wherein 
the vehicle is at least one of a motor vehicle, an au tomobile, 
a truck, a bus, a tractor trailer, construction equipment, farm 
equipment, a commercial vehicle, a recreational vehicle, a 35 

motorcycle, an unmanned vehicle, a law enforcement 
vehicle, and a military vehicle. 

94. The apparatus of claim 91, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 40 

vehicle appliance, is at least one of an ignition system and 
a fue l pump system. 

95. l11e apparatus of claim 91, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 45 
vehicle appliance, is at least one of a siren, an alarm, a born, 
a light system, bead lights, tail lights, flashers, a power door 
or ha tch locking system, an electronic or e lectrical dead bolt 
locking device, an engine compartment locking device, an 
electrical or mechanical locking device, an anti -theft system, 50 

a recovery system or device, a homing system, a tracking 
system, a two-way radio, a radio, a television, a navigational 
device, navigational equipment, fire ex tinguishing 
equipment, a pumping device for pumping water, a radar 
device, radar equipment, an emergency or distress signal 55 

equipment, a sonar device, sonar equipment, a refrigerator, 
a stove, an air conditioner, an oven, a microwave oven, a 
lighting system, video recording equipment, photographing 
equipment, a video recording device, a camera, a s t:i U picture 
camera, audio recording equipment, an audio recording 60 

device, a microphone, a tape recorder, a guo, a weapon 
system, a self-defense system, an electronic warfare system, 
and a monitoring device for at least one of reading and 
monitoring at least one of a fuel supply, a water or coolant 
supply, an electrical generator or alternator operation, a 65 

battery charge level, an engine or motor temperature level, 
a marine control system, and a boat operation, and furtber 
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wberein the vehic le is at least one of a boat, a marine vessel, 
a marine vebicle, a motor boat, a sailboat, a ship, a cruise 
ship, a commercial boat, a mil itary boa1, an unmanned boat, 
and a submarine. 

96. The apparatus of claim 91, wherein the at least one of 
a vehicle system, a vehicle componenn, a vehicle device, a 
vehicle equipment, a vehicle equipment system, and a 
vebicle appliance, is at least one of a siren, ao alarm, a born, 
a light system, bead lights, taillights, fl.ashers, a power door 
or hatch locking system or device, a locking system, a 
mechanical locking system, ao an ti-tbeft system, a recovery 
system or device, a homing system, a tracking system, 
landing gear, a two-way radio, a radio, a television, a 
navigational device, navigational equ ipment, fire extin
guishing equipment, a radar device, radar equipment, emer
gency or distress signal equipment, a sonar device, sonar 
equipment, a refrigerator, a stove, an air conditioner, an 
oven, a microwave oven, a lighting system, video recording 
equipment, photographing equipment, a video recording 
device, a camera, a still picture camera, audio recording 
equipment, an audio recording device, .a microphone, a tape 
recorder, an intercom system or device, a guo, a weapon 
system, a self-defense system, an electronic warfare system, 
and a monitoring device for at least one of reading and 
monitoring at least one of a fuel supply, a water or coolan t 
supply, an electrica l generator or alternator operation, a 
battery charge level, an engine or moto r temperature level, 
an airplane flight control system, and an airplane operation, 
and fu rther wherein the vehicle is at least one of an aircraft, 
an airplane, a jet, a he licopter, a glider, a spacecraft, a s pace 
shutt le, a satellite, an unmanned aircraft, a commercial 
aircraft, and a military aircraft. 

97. The apparatus of claim 91, wherein the at least one of 
a vehicle system, a vehicle component, a vehicle device, a 
vehicle equipment, a vehicle equipment system, aod a 
vehicle appliance, is at least one of a siren, an alarm, a born, 
a ligbl system, bead lights, tail lights, flashers, a power 
locking system or device, a steering mechanism locking 
device, a locking device, a snowmobile track locking device, 
an anti-theft system, a snowmobile recovery system or 
device, a homing system, a tracking system, video recording 
equipment, audio record ing eq u ipment, i ntercom 
equipment, a gun, a weapon system, a self-defense system, 
an e]ectronic warfare system, and a monitoring device for at 
least one of reading and monitoring at least one of a 
snowmobile fuel supply, a water or C(JOlan t supply, an 
electrical generator or alternator operation, a battery charge 
level, an engine or motor temperature level, a snowmobile 
control system, and snowmobile operation, and further 
wberein the vehicle is at least one of a snowmobile, a jetski, 
a scooter, a motorcycle, a minibike, a go-cart, a moped, an 
unmanned vehicle, a commercial vehicle, and a military 
vehicle. 

98. A control apparatus, comprising; 
a first control device, wherein tbe first control device is 

capable of at least one of activa ting, deactivating, 
disab ling, andre-enabling, one or more of a plura lity of 
at least one of a premises system, a premises device, a 
premises equipment, a premises equipment system, and 
a premises appliance, of a premises, wherein tbe first 
control device at least one of generates and transmi ts a 
first signal for at least one of activa ting, de-activating, 
disabling, and re-enabling, the a~ least one of a pre
mises system, a premises device, a premises 
equipment, a premises equipment system, and a pre
mises appliance, wherein the first control device is 
located at the premises, 
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wherein the first control device is responsive to a second 
signal, wherein the second signal is at least one of 
generated by and transmitted from a second control 
device, wherein the second control device is located at 
a location which is remote from the premises, wherein 5 

the second signal is transmitted from the second control 
device to the first control device, and further wherein 
the second signal is automatically received by the first 
control device, 

wherein the second cont rol device is responsive to a third 10 
signal, whereLn the th~ird signal is at least one of 
generated by and transmi tled from a th ird cont rol 
device, wherein lhe tbird control device is located at a 
location which is remote from the premises and remote 
from the second control device, wherein the third signal 15 

is transmitted from the third control device to the 
second control device, and further wherein the third 
signal is automatically received by the second control 
device. 

99. The apparatus of claim 98, wherein the at least one of 20 
a premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appliance, is 
at least one of a central electrical system, a central heatrng 
system, a central air conditioning system, a water system, a 
thermostat or environmental control system, an an ti- theft 25 

system, a burglary alarm system, a siren, an alarm, an 
exterior lighting system, an interior lighting system, an 
electrical or electronically controlled locking device for at 
least one of a door and a window, an electrical or an 
electronic dead-bolt locking system or device, an electrical 30 

system for controlling an electrical circuit or system at least 
one of room-by-room, device-by-device, and appliance-by
appliance, a device [or at least one of controlling and 
monitoring at least one of a bot water beater, a garage door 
opener, a lawn sprinkler system, an electric fence or fencing, 35 

an Ln-ground or above-ground pool at least one of 
equipment, a fil ter, and a beater, a borne central water valve, 
an individual room water valve, a borne fire detector 
equipment, a home fire extinguishment equipment, power at 
least one of door and window at least one of closing, 40 

locking, and opening, equipment, a television, a telephone, 
a telephone answering machine, an alarm system, a VCR, a 
stove, an oven, a microwave oven, a door bell, a light, a 
lamp, a blender, a toaster, a personal computer, a word 
processor, a stereo, a radio, video recordrng equipment, 45 
photographing equipment, a video recording device, a 
camera, a still picture camera, audio recording equipment, 
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central beating system, a central ai r condi tioning system, a 
water system, a thermosta t system, an anti-thefl system, a 
burglary alarm system, a siren, an alarm, ao exterior lighting 
system, an interior lighting system, an electrical or an 
electronically controlled locking device for at least one of a 
door and a window, an electric or an electronic dead-bolt 
locking device or system, an electrical system for control
ling ao electrica l circuit at least one of room-by-room, 
device-by-device, and appliance-by-appliance, a device for 
at least one of controlling and monitoring at least one o[ a 
hot water beater, a garage door opener, a lawn sprinkler 
system, an electric fence or fencing, an in-ground or above
ground pool at least one of equipment, fountarn equipment, 
a filter, and a beater, fire detector equipment, fire extinguish-
ment equipment, a power at least one of door and window 
at least one of closrng, locking, and opening, equipment, a 
television, a telephone, a telephone answering machine, an 
alarm system, a VCR, a stove, ao oven, a microwave oven, 
a door bell, a light, a lamp, a blender, a toaster, a computer, 
a peripheral, a word processor, a stereo, a radio, manufac
turing equipment , video recording equ ipment, photograph
ing equipment, a video recording device, a camera, a still 
p icture camera, audio recording equipment, an audio record
Lag device, a microphone, a tape recorder, an mtercom 
system, a monitoring device for at least one of readrng and 
monitoring at least one of a premises fuel supply, a water 
supply, an electrical generator or alternator operation, a 
water usage, at least one of a beat usage and an air condi
tioning usage, an electricity usage, at least o ne of a gas 
usage, an oil usage, and a fuel usage, at least one of a 
telephone usage and charges, a commercial premises equip
ment usage, a commercial premises appliance usage, and a 
commercial office or commercial premises control system. 

103. The apparatus of claim 102, wherein the premises is 
at least one of a commercial premises, a commercial office, 
and a commercial buildrng. 

104. The apparatus of claim 98, wherein tbe premises is 
at least one of a mobile borne and a mobile premises. 

105. l be appara tus of claim 104, ftutber comprisrng: 
a positioning device, wberern the positioning device 

determines a position or location of the prem ises, and 
further wherein the posit ioning device is activated by 
the ftrst control device. 

106. The apparatus of claLrn 98, wberein the first control 
device d isables or re-enables the premises. 

107. 'The apparatus of claim 98, wherein tbe second 
control s ignal contains at least one of an access code, a 
command code, a disable code, a re-enable code, and a status 
code. 

108. The apparatus of claim 98, wherein the first control 
device controls an operation of tbe at least one of a premises 
system, a premises device, a premises equipment, a premises 
equipment system, and a premises appliance. 

an audio recording device, a microphone, a tape recorder, an 
intercom system, a monitoring device fo r at least one of 
reading and monitoring at least one of a home fue l supply, so 
a water supply, an electrical generator or alterna tor 
operation, a water usage, a beat usage, an air conditioning 
usage, ao electricity usage, a gas usage, an oil usage, and a 
fuel usage, at least one of a telephone usage and charges, an 
appliance usage, and a borne control system. 

109. The apparatus of claim 98, wherein the first control 
device monitors an operation of the at least one of a premises 

55 system, a premises device, a premises equipment, a premises 
equipment system, and a premises appliance. 100. The apparatus of claim 98, wherern the premises is 

at least one of a residential premises, a residential building, 
and a home. 

101. The apparatus of claim 98, wherein the at least one 
of a premises system, a premises device, a premises 60 

equipment, a premises equipment system, and a premises 
appliance, is a device for controlling an electrical circuit 
controlled by at least one of a fuse and a circuit breaker. 

102. The apparatus of claim 98, wberern the at least one 
of a premises system, a premises device, a premises 65 

equipment, a premises equipment system, and a premises 
appliance, is at least one of a central electrical system, a 

110. The apparatus of claim 98, wherein the first control 
device determines an operating status of the at least one of 
a premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appliance. 

Ill. 1be appara tus of claim 98, furtber comprising: 
an rn terface device for providing an interface between the 

first control device and the at least one of a premises 
system, a premises device, a premises equipment, a 
premises equipment system, and a premises appliance. 

112. The apparatus of claim 98, wherein the fi rst signal is 
transmitted from the first control device to the at least one of 
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premises system, a premises device, a premises equipment, 
a premises equipment system, and a premises appl iance, via 
a wireless device. 

U3. The apparatus of claim 98, wherein the apparatus 
provides at least one of an immediate and a deferred control 
of the at least one of a premises system, a premises device, 
a premises equipment, a premises equipment system, and a 
premises appliance. 

U4. The apparatus of claim 98, wherein the apparatus is 

96 
125. The apparatus of claim 98, wherein the at least one 

of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance, is at least one of a video recording device, a 

5 camera, an audio recording device, a micropbone, and a tape 
recorder, wherein tbe at least one of a video recording 
device, a camera, an audio recording device, a microphone, 
and a tape recorder, is at least one of p ivotable and move-
able. 

at least one of programmed, automaticaUy activated, and 
10 

self-activated. 
126. The apparatus of claim 98, wherein the at least one 

of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance, is a monitoring device for a~ least one of reading 
and monitoring at least one of a home fuel supply, a 

liS. The apparatus of claim 98, further comprising: 
an arming device fo r at least one of arming, activating and 

accessing, the apparatus, wherein the arming device is 
located at the premises. 

l16. The apparatus of claim 98, wherein the second 
control device is at least one of a server computer, a 
computer, and a network computer, wherein the third control 
device is at least one of a stationary device, a portable 
device, a band-held device, a mobile device, a telephone, a 
cordless telephone, a cellular telephone, a borne computer, a 
personal computer, a personal digita l as.sistant, a te levision, 
an interactive television, a digita l television, a personal 
communications device, a personal communications ser
vices device, a display telephone, a video telephone, a 
watch, and a two-way pager, and further wherein the appa
ratus is utilized on or over at least one of the Internet and the 
World Wide Web. 

U7. The apparatus of claim 98, further comprising: 
a voice synthesizer for providing voice information 

regarding at least one of apparatus status and status of 
tbe at least one of a premises system, a premises device, 
a premises equipment, a premises equipment system, 
and a premises appliance, wberein tbe voice syntbe
sizcr is connected to the first control device. 

ll8. The apparatus of claim 98, wherein the apparat11s 
provides information regarding at least one of apparatus 
status and status of the at least one of a premises system, a 
premises device, a premises equipment, a premises equip
ment system, and a premises appl iance. 

119. The apparatus of claim 98, wherein the at least one 
of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance, is at least one of a video recording device and a 
camera for obtaining video information at the premises. 

UO . The apparatus of claim ll9, wherein the at least one 
of a video recording device and a camera is located at least 
one of on the in terior of the premises and on the exterior of 
the premises. 

15 commercial premises fuel supply, a water supply, an elec
trical generator or alternator operation, a water usage, at 
least one of a beat usage and an ai r conditioning usage, an 
electricity usage, at least one of a gas usage, an oil usage, 
and a fuel usage, at least one of a telephone usage and 

20 charges, an appliance usage, a commercial premises equip
ment usage, a commercial premises appliance usage, and a 
commercial office or a commercia l premises control system, 
wherein the apparatus provides information regarding at 
least one of data and information at least one of recorded by 

25 and read by the monitoring device. 
127. The apparatus of claim 98, wherein the third control 

device at least one of activates, de-activa tes, disables, 
re-enables, controls the operation o[, and monitors the 
operation of, the at least one of a premises system, a 

30 premises device, a premises equipment, a premises equip
ment system, and a premises appliance, via tbc second 
control device and the first control device. 

U8. The apparatus of claim 98, wherein the apparatus 
performs a systematic cbeck of at leas t one of a status and 

35 a state of the at least one of a premises system, a premises 
device, a premises equipment, a premises equipment system, 
and a premises appliance, and further wherein tbe apparatus 
provides information rela ting to tbe at least one of a status 
aod a state of the at least one of a premises system, a 

40 premises device, a premises equipment, a premises equip
ment system, and a prem ises appliance. 

45 

129. The appara tus of claim 98, fu.rther comprising: 
a monitoring device for detecting an occurrence warrant

ing providing notice to at least one of an owner, a user, 
and an authorized operator, and further wberein tbe 
apparatus provides informa tion regarding the occur-
rence in at least one of a telephone call, a voice 
message, a pager mes.sage, an electronic mail message, 
and a fax transmission. 

130. TI1e apparatus of claim 98, wherein the apparatus 
defers at least one of a control function, a monitoring 
function, and a security funct ion, until after an operation of 
at least one of the at least one of a premises system, a 
premises device, a premises equipment, a premises equip-

Ul. The apparatus of claim 98, wherein the at least one 50 
of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance, is at least one of an audio recording device, a 
micropbone, and a tape recorder, for obtaining audio infor
mation at the premises. 55 men! system, and a premises appliance, is completed. 

U2. The apparatus of claim Ul, wherein the at least one 
of an audio recording device, a microphone, and a tape 
recorder, further comprises: 

a storage medium for storing recorded audio information. 
U 3. Tbe apparatus of claim Ul, wherein tbc at least one 

of an audio recording device, a microphone, and a tape 
recorder, is located at least one of on the interior of the 
premises and on tbe exterior of the premises. 

U4. The apparatus of claim U9, wherein the at least one 
of a video recording device and a camera further comprises: 

a s torage medium for storing at least one of recorded 
video and a picture. 

131. Tbe apparatus of claim 98, wberein the third control 
device at least one of activates, de-activa tes, disables, 
rc-cnables, controls tbc operation of, and monitors the 
operation of, the at least one of a premises system, a 

60 premises device, a premises equipment, a premises equip
ment system, and a premises appliance, via the second 
control device and the first control device on or over at least 
one of the Internet and tbc World Wide Web. 

132. 1be apparatus of claim 98, wherein tbe first control 
65 device generates at least one of a conti.rmation signal and a 

notificat ion s ignal for providing information regard.ing that 
at least one of a control, a monitoring, a securing, a 
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disabling, and a re-enabling, function has been carried out 
and is successful or unsuccessful. 

133. A control apparatus, comprising: 

98 
equipment, a home fire extinguishment equipment, power at 
least one of door and window at least one of closing, 
locking, and opening, equ ipment, a television, a telephone, 

a first control device, wherein the first control device at 
least one of genera tes and transmits a first signal [or at s 
least one of activating, de-activating, disabling, and 
re-enabling, at least one of a premises system, a pre
mises device, a premises equipment, a premises equip
ment system, and a premises app)jance, of a premises, 
wherein the first control device is located at a location tO 
remote from the premises, and further wherein the first 
control device is responsive to a second signal, 

a te lephone answering machine, an alarm system, a VCR, a 
stove, an oven, a microwave oven, a door bell, a light, a 
lamp, a blender, a toaster, a personrul computer, a word 
processor, a stereo, a radio, video recording equipment, 
photographing equipment, a video recording device, a 
camera, a still picture camera, audio recording equipment, 
an audio recording device, a microphone, a tape recorder, an 
intercom system, a monitoring device for at least one of 
reading and monitoring at least one of a home fuel supply, 
a water supply, an electrical generator or alternator 
operation, a water usage, at least one of a beat usage and an wherein the second signaJ is at least one of generated by 

and transmitted from a second control device, wherein 
the second control device is located at a location which 15 
is remote from the first control device and remote from 

air conditioning usage, an electricity usage, at least one of a 
gas usage, an oil usage, and a fuel usage, at least one of a 
te lephone usage and charges, an ap!)liance usage, and a 
home control system, and furt her wherein the premises is at 
least one of a res idential premises, a residential building, and 
a borne. 

the premises, wherein the second signal is transmilled 
from tbe second control device to the first control 
device, and further wherein the second signal is auto
matically received by the first control device, 

wherein the first signal is transmitted from the first control 
device to a third control device, wherein the third 
control device is capable of at least one of activating, 
de-activating, disabling, and re-enabHng, one or more 
of a plurality of the at least one of a premises system, 
a premises device, a premises equipment, a premises 
equipment system, and a premises appliance, and 
wherein the third control device is located at the 
premises, and further wherein the first signal is auto
matically received by the third control device, wherein 
the third control device at least one of generates and 
transmits a third signal for at least one of activating, 
de-activating, disabling, and re-enabling, the at least 
one of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a pre
mises appliance, in response to the first signaL 

134. "Ibe apparatus of claim 133, wherein the first control 
device is at least one of a server computer, a computer, and 
a network computer, wherein the second control device Ls at 
least one of a stationary device, a portable device, a hand
held device, a mobile device, a te lephone, a cordless 
telephone, acellular telephone, a home computer, a personal 
computer, a persona l digital assistant, a television, an inter
active television, a digita l television, a personal communi
cations device, a personal communications services device, 
a display telephone, a video telephone, a watch, and a 
two-way pager, wherein the apparatus is utilized on or over 
at least one of the Internet and the World Wiele Web. 

135. The apparatus of claim 133, wherein the at least one 
of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 
appliance, is at least one of a central electrical system, a 
centraJ heating system, a central air conditioning system, a 
water system, a thermostat or environmental control system, 
an anti-theft system, a burglary alarm system, a siren, an 
alarm, an exterior lighting system, an interior lighting 
system, an electrical or electronically controlled locking 
device for at least one of a door and a window, an electrical 

20 136. The apparatus of claim 135, wherein the premises is 
at least one of a mobile home and a mobile premises. 

137. The apparatus of claim J33, wherein the at least one 
of a premises system, a premises device, a premises 
equipment, a premises equipment system, and a premises 

2s appliance, is at least one of a ceotraJ electrical system, a 
centraJ beating system, a central air conditioning system, a 
water system, a thermostat system, an anti-theft system, a 
burglary aJarm system, a siren, an alarm, an exterior lighting 
system, an interior lighting system, an electrica l. or an 

30 electronically controlled locking device for at least ooe or a 
door and a window, an electric or an electronic dead-bolt 
locking device or system, an e lectrical system for control
liog an electrical circuit at least one of room-by-room, 
device-by-device, and appliance-by-appliance, a device for 

J5 at least one of controlling and monitoring at least one of a 
bot water beater, a garage door opener, a lawn sprinkler 
system, an electric fence or fencing, an in-ground or above
ground pool at last one of equipment, fountain equipment, a 
filter, and a beater, fire detector equipment, fire extinguish-

40 ment equipment, a power at least one of door and window 
at least one of closing, locking, and opening, equipment, a 
televis ion, a telephone, a telephone answering machine, an 
alarm system, a VCR, a stove, an oveo, a microwave oven, 
a door bell, a light, a lamp, a blender, a toaster, a computer, 

45 a peripheral, a word processor, a stereo, a radio, manufac
turing equipmem, video recording equipment, photograph
ing equipment, a video recording device, a camera, a still 
picture camera, audio recording equipment, an audio record
ing device, a microphone, a tape recorder, an intercom 

so system, a monitoring device for at least one of reading and 
monitoring at least one of a premises fuel supply, a water 
supply, an electrical generator or alternator operation, a 
water usage, at least one of a heat usage and an air condi
tioning usage, an electricity usage, at least one of a gas 

ss usage, an oil usage, and a fuel usage, at least one or a 
telephone usage and charges, 11 commercial premises equip
ment usage, a commercial premises a!)pliance usage, and a 
commercial office or commercial premises control system, 
and f11nher the premises is at least one of a commercial or an electronic dead-bolt locking system or device, an 

electrical system for controlling an electrical circuit or 
system at least one of room-by-room, device-by-device, and 
appliance-by-appliance, a device for at least one of control
ling and monitoring at least one of a bot water beater, a 
garage door opener, a lawn sprinkler system, an electric 
fence or fencing, an in-ground or above-ground pool at least oS 

one of equipment, a filter, and a beater, a home central water 
valve, an individual room water valve, a home fire detector 

(>() premises, a commercial office, and a commercial building. 
l38. A method for providing control, comprising: 
transmitting a first signal from a first control device to a 

second control device, wherein the first control device 
is located at a location remote from a vehicle and 
remote from the second control device, and further 
wherein the first signal is au tomatically received by the 
second control device; 
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transmitting a second signal from the second control 
device to a third control device, wherein the third 
control device is located et the vehicle, and funher 
wherein the second control device is located at a 
location remote from the vehicle, wherein the second 
signal is automatically received by the third control 
device, and f11nher wherein the third control device is 
capable of at least one of activating, deactivating, 
disabling, andre-enabling, one or more of a plurality of 
at least one of a vehicle system, a vehicle component, tO 
a vehicle device, a vehicle equipment, a vehicle equip
ment system, and a vehicle appliance; 

generating a third signal with the third control device in 
response to the second signal; and 

at least one of activa ting, de-activating, djsabliog, and 
re-enabling, the at least one of a vehicle system, a 
vehicle component, a vehicle device, a vehicle 
equipment, a vehicle equipment system, and a vehicle 
appliance. 

139. The method of claim 138, further comprising: 

determining the position or location of tbe vehicle. 
140. The method of claim 138, further comprjsing: 

15 

20 

at least one of controlling an operation of, monitoring an 
operation of, an determining an operating status of, the 25 

at least one of a vehicle system, a vehicle component, 
a vehicle device, a vehicle equipment, a vehicle equip
ment system, and a vehicle appliance. 

141. The method of claim 138, further comprising: 

at least one of obtaining video information at the vehicle 30 
and obtaining audio information at the vehicle. 

142. The method of claim 138, further comprising: 

at least one of reading and monitoring at least one of a fuel 
supply, a water or coolant supply, an electrical genera-
tor or alternator operation, a ba11ery charge level, an 35 

engine temperature level, a vehicle operation, a marine 
control system, a boat operation, an airplane flight 
control system, an airplane operation, a snowmobile 
control system, and a snowmobile operation, with a 
monitoring device; and 40 

providing information regarding at least one of data and 
information at least one of recorded and read by the 
monitoring device. 

143. The method of claim 138, further comprising: 

detecting a failure in the at least one a vehicle system, a 
vehicle component, a vehicle device, a vehic le 
equipment, a vehicle equipment system, ancl a vehicle 
appliance; and 

providing information regarding the failure. 
144. TI1e method of claim 138, further comprising: 

generating at least one of a coolirmation signal and a 
notification signal for providing information regarding 
that at least one of a control, a monitoring, a securing, 

45 

50 

a disabling, and are-enabling, function has been carried ss 
out and is successful or unsuccessful. 

100 
145. 1\ method for providing control, comprising: 

transmitting a flrst signal from a first control device to a 
second control device, wherein the first control device 
is located at a location remote from a premises and 
remote from the second control device, and further 
wherein the first signal is automatically received by tbe 
second control device; 

transmitting a second signal from the second control 
device to a third control device, wherein the third 
control device is located at the premises, and further 
wherein the second control device is located at a 
location remote from the premises, wherein tbe second 
sigr1a l is au tomat ically received by the third control 
device, and furt her wherein the tllird control device is 
capable of at least one of act ivating, de-activating, 
disabling, ancl re-enabling, one or more of a plurality of 
at least one of a premises system, a premises device, a 
premises equipment, a premises equipment system, and 
a premises appliance; 

generating a third signal wi th the third control device in 
response to the second signal; and 

at least one of activating, de-activating, disabling, and 
rc-enabling, the at least one of a premises system, a 
premises device, a premises equipment, a premises 
equipment system, and a premises appliance, in 
response to the third signal. 

146. The method of claim 145, further comprising: 

determining the position or location of the premises. 
147. ·1be method of claim 145, further comprising: 

at least one of controlling an operation of, monitoring an 
operation of, and determining an operating staiUs of, 
the at least one of a premises system, a premises device, 
a premises equipment, a premises equipmeot system, 
and a premises appliance. 

148. ·n1e method of claim 145, funher comprising: 
at least one of obtaining video information at tbe premjses 

aocl obtaining audio information at the premises. 
149. ' I11e method of claim 145, further comprising: 

at least one of reading and moni toring at least one of a 
home fuel supply, a commercial premises fuel supply, 
a water supply, an electrical generator or alterna tor 
operation, a water usage, a heat usage, an air condi
tioning usage, an electricity usage, a gas usage, an oil 
usage, a fuel usage, at least one of a telephone usage 
and charges, an appliance usage, a commercial pre
mises equipment usage, a commercial premises appli
ance usage, a home control system, and a commercial 
office or commercial premises control system, with a 
monitoring device, and 

providing information regarding at least one of data and 
information at least one of recorded by and read by tbe 
monitoring device. 

• • • • • 
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