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Please type a plus sign (+) inside this box -—) P-rO,sB/01 (1297)
Approved for use through 9/30/00. OMB 0651-U032

Patent and Trademark Office; US. DEPARTMENT OF COMMERCE

Under the Papenivork Reduction Act of 1995, no persons are required to respond to a collection of information unless it containsa valid OMB control number.

Attorney Docket Number RJ3'l 5

DECLARATIBESFIEE UTILITY OR First Named Inventor
COMPLETE IF KNOWN

PATENT APPLICATION

(37 CFR 1-63)
APRIL 17, 2000

3 Declaration El Declaration
Submitted OR Submitted afterlnitial
with initial Filling (surcharge

Filing l(_:7uCi3r:l§ 1-15 (9)) Examiner Name T . EDWARDSI

As a below named inventor, I hereby declare that:

My residence, post offioe address, and citizenship are as stated below next to my name.

I believe I am the original, first and sole inventor (if only one name is listed below) or an original. first and joint inventor (if plural
names are listed below of the sub‘ect matter which is claimed and for which a atent is sou hi on the invention entitled:

CONTROL, MONITORING AND/OR SECURITY APPARATUS AND
METHOD

the specification of which (7-me of the ,m,e,,f,-on)

fl is attached heretoOR

D was filed on (MM/DD/YYYY) |as United States Application Number or PCT International

Application Number | | and was amended on (MMIDDIYYYY) l:::l (if applicable)-
I hereby state that l have reviewed and understand the contents of the above identified specification, including the claims, as
amended by any amendment specifically referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1456.

I hereby claim foreign priority benefits under 35 U.S.C. 119(a)—(d) or 365(b) of any foreign application(s) for patent or inventor’scation which designated at least one country other than the United States ofcertificate, or 365(a) of any PCT international appli
America. listed below and have also identified below, by checking the box, any foreign application for patent or inventor’s certificate.
or of any PCT international application having a filing date before that of the application on which priority is claimed.

Prior Foreign Application Foreign Filing Date Certified COPY A“3°hed7Number 5 MMIDDIYYYY Not Claimed YES No

El El
Cl El
El El
El El

l:l Additional foreign application numbers are listed on a suplemental priority data sheet PTO/SB/02B attached hereto:
l hereb claim the benefit under 35 U.S.C. 119 e of an United States rovisional a lication s listed below.

Application Number(s)

5 0 /1 37 I 7 3 5 0 3 / 0 8 / 20 0 0 E} Additional provisional applicationnumbers are listed on a

60/190’ 379 03/17/2000 supplemental prioritydata sheetPTO/SB/02B attached hereto.

[Page 1 of 2]
Burden Hour Statement: This form is estimated to take 0.4 hours to complete. Time will vary depending upon the needs of the
individual case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information
Officer, Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THISADDRESS. SEND TO Assistant Commissioner for Patents, Washington, DC 20231.
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vi

+

PTO/SB/01 (12-97)

Please type a plus sign (+) inside this box ‘i Approved for use through 9/30/00. OMB 0651-0032Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papenivork Reduction Act of 1995, no persons are required to respond to a collection of information unless it containsa valid OMB control number.

DECLARATION —- Ut lit or Desi n Patent A Iication
PCT international application designating the

I hereby claim the benefit under 35 U.S.<3. 120 of any United States appIication(s), or 365(0) of any
United States of America, listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT International application in the manner provided by the first paragraph of 35 USC. 112, I acknowledge the duty to disclose
information which is material to patentatiility as defined in 37 CFR 1.56 which became available between the filing date of the prior applicationand the national or PCT international filing date of this application‘

Parent Patent Number

(if applicable)
U.S. Parent Application or PCT Parent

5,917,405

Parent Filing Date
MM/DDIYYYY

03/29/1999
07/18/1996

08/622,749 03/27/1996
08/587,628 01/17/1996

0} Additional US or PCT international application numbers are listed on a supplemental priority data sheet PTO/SB/02B attached hereto..:..:._:..?..j._

As a named inventor. I hereby appoint the following registered practitioner(s to rosecutae this a licatlon and to transact all business in the Paten
and Trademark Office connected therewith: D custome, Number 2:’ Place Customer

OR Number Bar Code
M Registered practitioner(s) name/registration number listed below - ' ‘ ' “‘

Registration R99i51Y3“°|1_eNumber

35 , 907

Number

09/277,935
08/683,828

Name

RAYMOND A. JOAO

-7 Additional registered practitionerisz named on su Iemental Reistered Practitioner lnforrnation sheet PTO/SB/02C attached hereto.
Direct all correspondence to: E] lcustomer Number | OR E Correspondence address below
1

or Bar Code Label

RAYMOND A. JOAO, ESQ.

122 BELLEVUE PLACE

YONKERS @
U-S-A E

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of theapplication or any patent issued thereon.

Country

Name of sole or First invent“; 1:] A petition has been filed for this unsigned inventor

Given Name first and middle if an

RAYMOND A HONY
I i ’ / /“ , ’

Y0 " RS "7"! Citizenshi” "  1

-122 BELLEVUE PLACEPost Office Address

IPost Offce Address

YONKER
E|Additional inventors are being named on the supplemental Additional lnventor(s) sheet s PTOISB/02A attached heret

[Page 2 of 2]
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Approved for use through 9/30/98. OMB 0651-0032
_ Patent and Trademark Office; U._S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains avalid OMB control number.

DECLARATION —— Supplemental Priority Data Sheet

Please type a plus sign (+) inside this box --> PTO/SB/02B (3-97) H

Additional foreign applications:

Prior Foreign Application Foreign Filing Date Priority certified Cow Attached?
Number(s) (MMIDDIYYYY) Not Claimed YES NO

Additional rovisional a Iications:

Application Number Filing Date (MMIDD/YYYY)

Additional U.S. applications:

U.S. Parent Application pc-; parent parent Firing Date Parent Patent Number
Number _ A , . r MWDD/yyyy (if applicable)

08/489,238 06/12/1995 5,513 244
08/073,755 06/O8/1993

Burden Hour Statement’ This form is estimated to take 0.4 hours to complete. Time will vary depending upon the needs of the individual case. Any
comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office.
Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents,Washington, DC 20231.

+

El|]ElElE|El|:ll]E|ElE|E|l]|:lE| EIEJDIIIIIIEIEIEIDEIIJIJDEIIII ElEl|3|]l3|IlElElEllI|EllIl|IlDlZl
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L/»;27—»a"7

“Express Mail" NO.: EK356632576US Date: April 17, 2000

I hereby certify that this correspondence is being

deposited with the United States Postal Service "Express
Mail Post Office to Addressee" service under 37 CFR 1.10 on

the date indicated above and is addressed to the Assistant

Commissioner for Patents, Box Patent Application,

Washington, D.C. 20231.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT : RAYMOND A. JOAO

SERIAL NO.: PLEASE ASSIGN

FILED 2 CONCURRENTLY HEREWITH

FOR : CONTROL, MONITORING AND/OR SECURITY APPARATUS
AND METHOD

EXAMINER : T. EDWARDS GROUP : 2736

Assistant Commissioner for Patents

Box Patent Application

Washington, D.C. 20231

TRANSMITTAL LETTER

Please find enclosed herewith the following papers for

filing as a Patent Application:

Utility Patent Application Transmittal Sheet;

Fee Transmittal Sheet (in duplicate);
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O 9
Declaration (3 pages);

Small Entity Status Form;

Application, including Specification, Claims and

Abstract of the Disclosure (336 pages), and

Drawings (20 sheets);

Check in the amount of $345.00 for the filing fee;

and

Return receipt postcard.

Respectfully Submitted,

fl

April 17, 2000

122 Bellevue Place

Yonkers, New York 10703

(914) 969-2992
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on/Iiliu IlillilllllllllIIIIIIIIIIIIIIIIIIII Old's'nLLLaL

.3»-
' Proisa/as was)Approved for use through 09/30/2000. OMB 065!-0032Please type a plus sign (v) inside this but —> Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

resond to a collection oi lnfonnation unless It dlsla : valid OMB control number.Under the Paerwork Reduction Act of 1995 no ersons are r ulred to

u11|_rry RJ 31 5 7
PATENT APPLICATION RAYMOND A- JOAO

ooa-non. norm-onnro mo/on ezctmmi APPARATUS
rum icrraon

‘Only for new nonprgvisional applications under 37 C. F. Fl. 5 1.553(1))

Assistant Commissioner for Patents
ADDRESS 70.’ Box Patent Application

' Fee Transmittal Form (e.g., PTO/S8/I7)
(Submit an original and a duplicate for tea processing)

Specification [Tara/Pages ](preferred arrangement set lortli below)
- Descriptive title of the invention
- Cross References to Related Applications
- Statement Regarding Fed sponsored R & D
- Reference to Microfiche Appendix
- Background oi the Invention
- Brief Summary of the invention
- Brief Description of the Drawings (iffiled)
- Detailed Description

- Claim(s) _
- Abstract of the Disclosure

_ 3. Drawing(s) (35u.s.c. 713) [Tole/Sheets1

[ Total Pages ]

5. D Microfiche Computer Program (Appendix) E
6. Nucleotide andlor Amino Acid Sequence Submission .-

(ifapplicable, all necessary)

a. D Computer Readable Copy

b. :1 Paper Copy (identical to computeicopy|:§ '
c. El Statement verifying identity of above

1.

2. tr:

:1

éfiilias

ACCOMPANYING APPLICATION PARTS ‘

7. El Assignment Papers (cover sheet & document(s))

D 37 C.F.R.§3.73(b) Statement Power of5' (when there is an assignee) Attorney

QD English Translation Document (/Tapp/icable)

‘O D lnfonnation Disclosure Copies of IDS' Statement (IDS)/PTO-1449 Citations

la Preliminary Amendment
Return Receipt Postcard (MPEP 503)

12' (Should be specifically iter_nized)
' Small Entity . ' . . .
Statemenms) Statement filed in pnor application,

«I:
15.

4. Oath or Declaration

a. Newly executed (original or copy)

no :1
i.

Copy from a prior application (37 C.F.R. § 1.63(d))(for continuation/divisional with Box 16‘ completed)

inventor(s) named in the prior application.
see 37 C.F.R. §§ 1.63(d)(2) and 1.33(b).

' .' IN OHDEN 70 BE ENNTLED TD PA YSMALL ENT
FEES, A SMALL ENTTTYSTA TEMENTIS REQUIRED (J7 i.'.‘.F.R. 5 1.27), EXCEPT. , . . . , . . .. A

(Pm/SB/09_ ,2) Status still proper and desired
Certified Copy of Priority Document(s)
(if /oreiyn priority is claimed)
Other:

Signed statement attached deleting

1 6. if a CO NTI NU I NG APPLI CATION. check appropriate box. and supply the requisite irilarmatiori below and i'n a prefirriirrary arnendinent:

El Continuation D Divisional Continuation-in-part (CIP) oi prior application No: 0 9 I 2 7 7 4 9 3 5
Pn'or application lnfonnation.‘ Eramirier T ‘- EDWARD 5 Group /Art Unit: 2 7 3 6

Vl NAL P : The entire disclosure oi the prior application. from which an oath or declaration is supplied
under Box 4b, is considered a part of the disclosure oi the accompanying continuation or divisional application and is hereby hcorporated by
reference. The Incorporation can gniy be relied upon when a portion has been lnadvenently omitted from the submitted application parts.

17. CORRESPONDENCE ADD ' ESS

O! E COIIBSDODUBDGG address belowi:] Customer Number or Bar Code Label 5
-t.£’£’§§!I.9H§!?(!!§£/§!S?:.9££15359’!.9é(.SE?!'!€.i§i€!€l.f!€fE?2.§

RAYMOND A. JOAO, ESQ.

Mm 
122 BELLEVUE PLACE

Address

10703
914-969-2992 914-969-2992

RAYMOND A- JOAO 35r9°7 _

Burden Hour Statement: This form ‘estimated to take 0. urs to complete. Time will vary depending upon the needs oi the individual case. Any
comments on the amount of time y are required to co - -tete this form should be sent to the Chief Information Officer, Patent and Trademark Office.Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents.
Box Patent Application, Washington, DC 20231. ,

EK356632576US

APPLICATION ELEMENTS
_ Sea MPEP chapter 600‘concerning utility patent application contents.
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‘ '. PTOISBI17 (12/99)
Approved for use through 09/30/2000. OMB 0651-0032

Patent and Trademark Oifice: U.S. DEPARTMENT OF COMMERCE
Under the Paerwork Reduction Act of 1995 no ersons are r - uired to rs ond to a collectin i inirrnation unless i disla .. : . ' I number.

FEE TRANSMITTAL °°“"’°‘°"""°""A lication Number

FilingDate APRIL 17, 2000
Patent fees are subject to annual revision. First Named inventor RAYMOND A . JOA0

Small Entity payments _n1.§_; be supported by a small entity statement, _
otherwise large entity fees must be paid. See Forms PTO/SB/09-12. Examlnef Name T ' EDWARDS

See 37 C.F.R. §§ 1.27 and 1.28. Gmup /An Unit 273 6 _
TOTAL AMOUNT OF PAYMENT ($) 3 4 5'. O O Am).-ney Docket No_ RJE31 5

METHOD OF PAYMENT(check one) _ FEE CALCULATION (continued)

1 D The Commissioner is hereby authorized to charge 3_ AD|j|‘|'|oNAL FEESindicated tees and credit any overpayments to: Large Entity sma" gm,-tyFee Fee Fee Fee

Number ~ 105 130 205 65 Surcharge — late filing fee or oath

Deposit 127 so 227 25 ' Surcharge - late provisional filing fee or

Name Non-English specificationI39 139 130

S::;9’93'7\l’(i:YFF;{<!gi§li:013(l;l’a: F1?'°1¢-tyuifed 147 1520 For filing a request for reexamination112 920- Requesting publication of SIR prior to

2 3 Payment EncIosed- Exa'"i"era°"°"M 113 1340- Requesting publication oi SIR alter
E check Ci Orodneery i:i owe’ Examiner action

FEE CALCULATION 215 55 Extension for reply within first month _216 190 Extension for reply within second month

1- BASIC FILING FEE Extension for reply within third month
Large Entity Small Entity 217 435pee Fee Fee Fee Feenesc.-gpuon 215 650 Extensionforreplywithinfourthmonth

°°“° W 9°“ (5) . F” Paid 223 925 Extension ior reply within fifth month
101 690 201 345 Utilityfilingiee I 219 150 N°uce°fAppea1

220 150 Filing a briei in support at an appeal
106 310 206 155 Designfilingfee

480 207 240 Plantfilinglee

690 208 345 Re'Ssuemmgfee ‘ 1381510 Petitiontoinstituteapublicuseproceeding
150 214 75 Provisionalfilingiee 2 '240 55 Petition to revive - unavoidable

SUBTOTAL (1) ($) 3 4 5 , O O 241 505 Petition to revive - unintentional

2. EXTRA CLAIM FEES 242 605 Utility issue fee (or l9i§3U5)
243 215 Design issue fee

xt Cli s Fee Pald _
Total Claims E40“ ‘ 244 290 Plant issue tee- X

ggierigesndeni - 3" =|j ); 122 130 Petitions to the Commissioner
M”'”P'E D°P°“d°'“ 123 5° Petitions related to provisional applications
"or number previously paid, if greater; For Reissues, see below 126 240 submission of lngormauon Disclosure sum

Large Entity Small Entity
Fee Fee Fee Fee Fee Description 40 581 40 Recording each patent assignment per
Code (5) Code (5) property (times number of properties)

103 18 203 9 Claimsinexcessotzo 59° 245 345 Filin asubmissionatterfinal rejection
102 78 202 39 lndependentclaimsinexcessoi3 (37 FR§1‘129(a))690 249 345 -- - »

104 260 204 130 Multiple dependent claim, it not paid §;’;,$,,a,°;‘,,*}‘§,‘;";§’;‘,§'g‘:fi";§'g;;’ be109 78 209 39 "Reissueindependentclaims
over original patent Other fee (specify)

110 18 210 " Reissue claims in excess of 20 '
and over original patent Olhel’ '82 (SPECW)

SUBTOTAL (2) (5) 0 - 0 0 'Reduced by Basic Filing Fee Paid SUBTOTAL (3)

RAYND A. JOAO §f,;g;;f;a,§gnfj°- 35, 907 914-969-2992
7'7A/I 

lntormation on this form may become public. Credit card information should not be
included on this form. Provide credit card information and authorization on PTO-2038.

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on
the amount of time you are required to complete this lorm should be sent to the Chief Information Oificer, Patent and Trademark Oifice. Washington. DC 20231.
00 NOT SEND FEES OR COMPLETED FORMS To THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231.

221 130 Requestiororal hearing



Page 28 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

<m:_o_.m_uom_:oz>zu_.on>:zmm<mam_s_~mom_<m_~

<m_.__o_.m_uom_:oz>zu_.oo>:zom<m4m:Emsom.

_mz_:ozm<m4m_s_=u<m:_n_.m_OZ_._._OZm<m4m_<_
/,m_..mr_m.§$:,..¢fizfim

<o_nmm<z4:mm_~mm_ncm_._u_.=<=um<m4m_<_=_n<m:_o_.m ._ucm_._uC_<=um<m4m_<_

<m:_n_.mmocismzqm<m4m_<_@<m:_ormmoc__u_smza%m<m4m2:m.
/

.2



Page 29 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

3mm.mm.‘mm:3E,”w_...w_Mflmm...anmmmm.3N..U_n_mm>_mommmu_>mns_mFm>mwz_zoEwo._._<mo._wmo_>mos_m»m>moz_zoEmo._._<mo._wmm.Es_mz<Em_m._.Dn=>_OUmm<m<»<o<53_>_m»m>mn_<_>_zoEmo._0z_ZO_.:mOn_.._<:w_o



Page 30 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

3anJ?my§E.3Em..U_..._

mo_>mo

mo<u_mm:.z_mmE_>_wz<E
mum:

~_m._.Dn=>_OUmm>_momms_mFm>woz_zoEmo._

mm>_momm<..<n_ZO_._._mOn_

mm<m<.p<nmm

mo_>mam_o_>ma._.:n_.rDO><._._m_nmm



Page 31 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

EnmmEs_mz<Emm>_mumm50¢“:mm>_mommmo_>mnmo<"_mmFz_mum:

3mm...”..a..:EE§..m¢.0_n_8mm>_mom_mobmmC_s_mz<Emm<m<»<n_
mm.

\\
mu_>mE._.Dn_._.DOmo_>mo><._._m_n_.9mo_>m_a.oz:<o3oz<ZO_._._mOn_obmmt_s_mz<Emm_>_mumm<.EoZO_._._mOn_

any



Page 32 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m.s_mFm>mpzmsasomm._o_:m>6::.m.s_m5>mpzmsasomm._u_:m>

s_m»m>m.__2:m.._m:n_m._o__._m>u_=s_m:w>mn__>_Dn_._m_.EmmN_mm:»z>mmu_o>

m

:3an.m.:3mmmy4%....EE§_§,..N

s_m»m>mZO_.:Z0_m._o_:m>

m_o_>men=_s_mFm>ms_m:m>moz:<oo._zoEzo_oz<
ZO_._._wOn_m._o__._m>..w_.m>_momm

mmE__2mz<E<m

mm5n_s_ou4<zommmn_K0524.ms_o:



Page 33 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m._2mFm>w.rzms_n__:amm._u_:m>

s_mFm>mn=>_D...._._m:n_m._o_:m>s_m5>mpzmsisomn=>_Dn_._m_D..._
m._u_:m>

mm~_mm:»z>mmo_o>

SQan-3QEQMm.“mmmyawEN
s_mhu.>mzO_.:ZG_m._o__._m>...._=s_m:m>mzO_.:20_

m_o_>mes_m_»m>moz:<oo._az<zoEmon_m._o_:m>

Smm._._mmm>>moEz<AL..._._.mJ.vm>ommm.S._s_oo.._<zommmEmoEz<ms_o:
mm>_momm

_._.m

mm5._s_oomm>mmm



Page 34 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

PRLNT or omwmc:

AS 0RIQ_[1N’A1.LY rr

START

(APPARATUS
ACCESSED)

RECEIVE

COMMAND.

CODE

PROCESS AND
IDENTIFY

COMMAND CODE

IS

THE CODE

A DISABLE

CODE?
IS

THE CODE

A RE-ENABLE

OR RESET

CODE?



Page 35 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

PRLNT 05 I)RAwI.~<;:'-

AS ORIQEIVA1.LY I-T

ACTIVATE

VEHICLE

POSITIONING

DEVICE

VEHICLE

IGNITION

SYSTEM

DISABLE

VEHICLE

IGNITION

SYSTEM

DISABLE

VEHICLE
FUEL PUMP

SYSTEM

ACTIVATE oR

DE—ACT|VATE

VEHICLE

EQUIPMENT

SYSTEM(S)

RETURN 75

ON?

FIG. 6

(CONTINUED)

IS

VEHICLE

IGNITION

SYSTEM

DISABLED?

RE-ENABLE

OR RESET

VEHICLE

IGNITION

' SYSTEM .

RE-ENABLE

OR RESET

VEHICLE

FUEL PUMP

SYSTEM

DE-ACTIVATE

OR

RE-ACTIVATE

VEHICLE

EQUIPMENT

SYSTEM(S)



Page 36 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.iiizéffn€33 O-5
CALCULATE

GEOGRAPHICAL

‘POSITION OR

LOCATION

ACTIVATE

GLOBAL

POSITIONING

SYSTEM DEVICE I

CALCULATE

VEHICLE

POSITION

DATA

- IS

GEOGRAPHICAL

POSITION OR LOCATION

REQUESTED?

TRANS_M|T
VEHICLE

POSITION

DATA

IS

TRANSMISSION

TIME UP?

IS THE

VEHICLE POSITION AND

' LOCATING DEVICE

I E-ACTIVATED?



Page 37 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

PRLNT OF DRAWLNC5
AS ORIGINALLY F7‘-'-—-¢' -3}.

25°

ACTIVATE

RECEIVER

RECEIVE

DATA

IS DATA
IN

GEOGRAPHIC

LOCATION?

CALCULATE

GEOGRAPHIC

LOCATION



Page 38 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

PRLNT or nmwmcs

AS OR1Q_%LLY 1-'u.r

IS .

MORE THAN

ONE LOCATION
POINT

STORED?

CALCULATE

_ TRACK or=
VEHICLE

MOVEMENT

DISPLAY

MOVEMENT

TRACK

CONTINUE

SYSTEM 14

OPERATION?

262

DE-ACTIVATE

SYSTEM 14 FIG. 8

“”° RETURN (CONTINUED) _



Page 39 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m§_m»m>m»zms_n__:amm:o_:m>.m§m:m>mm._o__._m>

s_m:.m>mn:2Dn_._m:u_m._o__._m>u:_s_mB>mm_>_Dn_#5”.mm_N_mm_.:z>wmo_o>

EQhan3myQMm...Mm.mm.
_2m:w>mzO_.:Z0_m._o__._m>n=_s_m:m>mzoEzw_mmt_s_mz<E

~.

m_o_>mes_m:m>moz:<oo._oz<zoEmo._m._u_:m>mm>_momm
"'1

mo_>mozo=<>_.S<+rwz_s_m<
mm>_mummsmFm>moz:<oo._oz<zO_._._wOn_m._o__._m>



Page 40 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

mmm>_mommmo_>mos_m»m>mwz_zoEmo._._<mo._ommo_>mos_m:m>w0Z_zO_._._wO..._‘._<mo._o

Dmm>_m_ommmo_>mos_m5>moz_zoEmon_._<mo._0Dmo_>mos_m5>moz_zoEmon_._<mO._0

2..U_u_own0mm>_mommmo_>m_os_m»m>moz_zoEmon_._<mo._oUmo_>mns_mFm>mwz_zoEmo._._<mo._o SE...m..wm...,...g5..amyx.....,._mmmm5.3
mmm>_mommm_o_>mos_mB>mwz_zoEmo¢._<mo._ommu_>mns_m:w>m0Z_ZO_._..mOn_._<mO._0

<mm>_mommmo_>mos_m:m>w0Z_zO_._._mOn_._<mo._o<mo_>mns_m»m>moz_zoEmon_._<mo._o

mm:.:s_mz<Emm.S._s_oomm<m<»<n<._.<n_mo_>mEs_m»m>m_n_<_>_zoEmo._oz_zoEmo._._<._._0_Q



Page 41 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

;mJ

s_m»m>m._2___.%

H.“mymm.3,.<1‘F.011—.
ZO_._._z0_m._o_:m>

m_o_>mesm:m>mwz:<o3oz<zoEmo¢m._o_:m>

E.s_m5>mu=_s_m:m>m$23....._m:u_zo_._._z0_

mm>_momms_m:.m>mwz:<uo._az<zoEmo..m._o_:m>

mmN_mm_.:.z>mmo_o>

mm>_momms_m»m>.o.<55zoEmo.__

mo_>momo<u_mmFz_mum:newmU_u_u_Ot._m:omm._<Ezmo



Page 42 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m.s_m5>m %fig._,_»_w_w»m§..mm—.r.0.u_hzmsasomm._o__._m>zO_.:ZO_m._o__._m>
m_o_>mes_m..m>m

“=_s_m:m>m"5s_m:m>moz:<oo._oz<n__2:n_._m:u_zo:._zw_
zO_._._mOn_m_._o_:m>

mm._.Dn__>_OU._<zommmn_moEz<ms_o:

mmN_mm_¢z>mmo_o>

mm>_momm_>_m_._.m>m<._.<n_zoEmo._

mm5._s_oo

mo_>momm>mmw
mo<uEm»z_

Eammm:mmmmEmwz_mmmoomn_mU_u_u_O>._._w_DUmm._<w_._.zmU.Ezmm»z_N_OEZ<mo_>mmmmz__._-zo



Page 43 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

i.3an..M__...m.Em...fl.E__w_“E.
82

B2

$.s_m:.m>ms_m»w>ms_m:m>m»zms_n__:om._s_:._._m5u_zoEzo_Eon._.<Om

"5_2m_5>m%§_>m:.m>ms_m.6>ms_m_»m>moz:<oo._mm>_m_ommpzmsasamn=>_:n_._m:n_zoEzo_oz<zO_._._mOn_sm:.m>m
oz_.Eoo._n_z<ZO_._._mO..._

~_m~_mm_.Fz>mmo_o>



Page 44 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m.s_m5>m..zms_.__:ommz<._.E_<$E_mB>m»zmsE_:cm

82

s_mFm>mn=>_Dm._m:”_mz<._%..__<n=_sm:m>mn=>_Dn_._m5"_mmN_wm_.:z>mmo_o>

SQ...m‘mm7.3S..flmymy«mu.3s_m»m>mZO_._._z0_mz<._._m_<s_mpm>mz0_._._Z0_
S2

s_m5>m02:53nz<zoEmon_

mm>_mumms_mEw>mwz_»<uo._oz<zoEmo._



Page 45 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

.m§m:m>m»zms_.__:cm%m.__mos=sozm.m._2m:m>m»zms_.__:om_

83
s_m»m>mn=>_Dn_._m:n_m.__mos_>>ozms_m:m>mn=>_Dn_._m:u_m_mN_mm:..z>mmo_o>

_2mFm>wzoEzo_m.__mos=sozms_m.5>mzoEzo_ gym3anfluQ3“myam“...ammmmNE.SSS

m_u_>mesm:m>mwz:<o3oz<zoEmo._

mm>_m_omms_m»m>m0z_._.<UO4oz<zoEmo._



Page 46 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

QE..fiawmm:mmmmmm.mmE.E
2222:2

82
s_m»m>m.mE_m»m>ws_m»m>ms_mFm>ms_mFm>mE5Ems.oz_zoEs_m»m>m._<o-os_mm_.:..__:om~m_ms+%.+>_..ézoom_<oz:<m:._Eom._m_._<Ezmo._<Ezm_o._<Ezmo

...=_s_m:m>m.m§_m»m>m

m_o_>m_e

...=_E.s_m:.m>mn=__>_m_.rm>w_>_m.rm>ms_m:m>moz_zoEs_m:m>m25%Ems.mm:<>>.ozoom_<ozF<m:._<ooz:<oo._-osEm_¢dsam-_m.5m._m_n_z<E20:use:use:._<Ezmo._<Ezmu._<EzmozoEmon_
mm>_momms_m»m>.....wz:<oo._n_z<zO_.:wOn_

mm~_mm:»z>mmo_o>



Page 47 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

3QanM..3ah...”Q“N.._w.m.“.9.3—.E_.

So—.
s_m»m>m.w§_m.5>ms_m:m>msm:m>mE5Ems.oz_zoEs_m5>m._<o.o_zmm:»isam-ozoom_<oz:<m_:-_m5m._mmU_n_u_Omorzomo_n_n_o._<Ezmo._<Ezm_o._<Ezmo

m_o_>me

u=_...=_s_mFm>mu=_s_m5>mwz_zoEs_m»m>m_>_m»m>ms_m:m>m-._<0wzF<oo._mm.F<>>D200m_<wzF<m:-_M._.Um:_mD2<._<EzmoZO_._._wOn_

s_m»m>m.m§_m»m>w25T Ems..os_mm__.:isam

_mo_n_u_O._<Ezmo._<Ezmo
mm>_momms_mFm>moz:<oo._nz<zoEmo._



Page 48 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

CONTROL, MONITORING AN'D[OR SECURITY APPARATUS AND METHOD

..a

5:
;='_==

illlitiiliimil7:35



Page 49 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

RELATED APPLICATIONS

application s a continuation—in—part

ation of U.S. Patent pplication Serial No. 09/277,935,

filed March 29, 1999, whic is a continuation application of

U.S. Patent Application erial No. 08/683,828, filed July

18, 1996, now U.S Patent No. 5,917,405, a continuation—in—

part application of U.S. Patent Application Serial No.

08/622,749, filed Marc 27, 1996, abandoned, and a

continuation—in—part appl cation of U.S. Patent Application

Serial No. 08/587,628, iled January 17, 1996, abandoned,

which in turn is a cont nuation application of U.S. Patent

Application Serial No. 0 /489,238, filed June 12, 1995, now

U.S. Patent No. 5,513,244, which in turn is a continuation

application of U.S. Patent Application Serial No.

08/073,755, filed June 8 1993, abandoned. This application

also claims the benefi of priority" of U.S. Provisional

Patent Application Serial No. 60/187,735, filed. March 8,

2000, and. U.S. Provisi nal Patent Application Serial No.

60/190,379, filed March 17, 2000.



Page 50 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

FIELD OF THE INVENTION

The present invention pertains to a control,

monitoring and/or security apparatus and method and, in

particular, to a control, monitoring, and/or security,

apparatus and method for exercising and/or providing

control, monitoring and/or security, vehicles, motor

vehicles, marine vessels and vehicles, aircraft,

recreational vehicles, residential premises, commercial

premises, structures and/or equipment, in a network

environment.“iii?”
BACKGROUND OF THE INVENTION

2"’;
x._§ 1
5~-.»= 2
.=

1I

Anti—theft devices for vehicles and premises are

imfifififfii known in the prior art for preventing and/or thwarting the

theft of a vehicle and/or of a premises. Vehicle recovery

devices or systems are also known for recovering a motor

vehicle. These known anti~theft and/or vehicle recovery

devices may be of the active or passive variety and are

typically available in many forms (i e. steering wheel

locks, hood locks, ignition system cut—off devices, alarms,

vehicle homing devices with associated receiving devices,

etc.). In some cases, these devices may be of a very simple
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design, while in other cases, they may be of a more

sophisticated design. However, as is well known, these

known anti—theft and/or vehicle recovery devices or systems

may be easily defeated by thieves, and especially, by

professional thieves and/or have other disadvantages

associated with their use. Experience has shown that even

the most sophisticated of anti—theft devices may be defeated

by an experienced, and determined, thief, and that vehicle

recovery systems also have drawbacks associated with their

‘ USE.

In the case of some vehicle recovery devices,

their use may be limited by the availability, or lack

thereof, of the corresponding tracker or receiver device(s)

in the particular locality, or the lack of same by the law

enforcement department in a particular area.

In recent times, an even more disturbing criminal

practice, involving the theft of motor vehicles, has

rendered most anti—theft devices virtually useless. This

criminal practice, known as car—jacking, has gained

widespread attention. Car-jacking usually occurs when a

thief or thieves confront a motorist or motor vehicle

operator, when the motor vehicle engine is running, or when



Page 52 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

£fi§3.£flH

1

3.;,__
--5==3.—.=

is
“=7;=£
F

the car thief obtains easy accggs to the,motor vehicle

ignition keys and to the motor vehicle, either by force or

by the threat of force, thereby bypassing, and rendering

useless, any of the widely known anti—theft and/or theft—

deterrent devices, thereby gaining control and/or possession

of the motor vehicle. In these instances, the motorist or

motor Vehicle operator is well advised to surrender the

motor vehicle. However, once surrendered, the motor vehicle

is virtually lost to the car thief.

Anti—theft and/or theft—deterrent devices which

attempt to defeat the ultimate vehicle theft, such as caused

by car—jacking, by disabling the motor vehicle during the

"getaway", such as by shutting off power to the motor

vehicle engine, have major disadvantages and drawbacks in

that they could shut—off the vehicle engine at an“

inopportune instant in time, thereby causing a dangerous

condition to exist which could lead to an accident and

resulting injuries to individuals as well as damage to

property. These accidents may arise when the motor vehicle

power is suddenly shut—off while the vehicle is in motion,

which\condition could cause the vehicle to suddenly, or even

lose power on a roadway or highway, whilegradually,

traveling at a moderate or at a high rate of speed and/or
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when a power steering and/or a power braking system, which

derives its power from the vehicle engine, suddenly loses

power upon the loss of the engine power. As noted above,

accidents such as these may result in injuries to people,

both inside and outside the vehicle, as well as property

damage caused by, and to, the vehicle.

The above described disadvantages and drawbacks of

the prior art devices may also pose accident liability

concerns to those manufacturers and/or sellers of these

devices, as well as to the owner or operator of the motor

vehicle, as these entities and/or individuals may be held

liable for the injuries and/or the damages sustained as a

result of the above described accidents.

Vehicle recovery systems are known which include a

vehicle homing device, which is activated and which emits

homing signals which are used to home in on, or to locate,

the vehicle. These vehicle recovery systems usually require

that the law enforcement agency have corresponding homing

signal receivers and/or equipment and that they be kept in

operating condition, in order to effectively home in on, or

locate, the vehicle. Unless the local police or law

enforcement authorities have such equipment, the homing
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signal recovery device serves little purpose in recovering

the vehicle in that locale.

Other vehicle recovery systems require that a

police report be made prior to an activation of the homing

and/or recovery equipment, which practice could result in

the loss of valuable time in the vehicle recovery process.

The above problems concerning vehicle security are equally

applicable to and present an equal or even greater problem

in providing security for marine vessels and vehicles,

aircraft and/or recreational vehicles.

Providing security for residential premises,

commercial premises, structures, and/or equipment, is also

of great concern, especially when such premises, structures

and/or equipment are left vacant for hours and/or days at a

time. These concerns may arise while residential premises

are left unoccupied during the working day, when second

homes and/or vacation homes are left unoccupied for days,

weeks and months at a time, and in commercial premises which

may also be left unoccupied for long periods of time such as

after working hours or during weekends or other prolonged

periods of time when these premises may be closed and/or

unoccupied.
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While anti—theft and/or security systems exist for

residential and/or commercial premises, such systems fail to

enable the owner or occupant and/or other authorized

individual to conveniently and effectively exercise and/or

perform control, monitoring and/or security functions with

regards to these premises. The same holds true for other

types or structures and/or equipment. The ability to

conveniently and effectively enable one to exercise and/or

to perform control, monitoring and/or security functions

would prove to be invaluable in allowing owners, occupants

and/or other authorized individuals to exercise and/or to

provide control, monitoring and/or security functions over

these premises, from a remote location and at any time.

SUMMARY OF THE INVENTION

The present invention provides an apparatus and a

method for overcoming the disadvantages and drawbacks which

are associated with the known prior art control, monitoring

and/or security systems and provides a control, monitoring

and/or security apparatus and method and, in particular, to

a control, monitoring, and/or security, apparatus and method

for exercising and/or providing control, monitoring and/or
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security, vehicles, motor vehicles, marine vessels and

vehicles, aircraft, recreational vehicles, residential

premises, commercial premises, structures and/or equipment,

in a network environment.

The present invention also provides an apparatus

and a method which also overcomes the shortcomings of prior

art anti-theft and/or theft deterrent systems and, in

particular, anti—theft and/or theft—deterrent systems for

vehicles, marine vessels and vehicles, aircraft and

recreational vehicles as well as for residential premises

and/or for commercial premises.

The apparatus of the present invention includes a

transmitter system for transmitting an electrical, an

electronic, an electromagnetic or other suitable signal,

transmittable over a communication system and/or medium,

upon an activation by the owner or authorized user or

operator of the vehicle, motor Vehicle, marine vessel,

aircraft, recreational vehicle, and/or the owner, occupant

and/or authorized individual of and for the residential

premises and/or the commercial premises.

The transmitter should also consist of a user
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interface device and a transmitting device. The transmitter

should also have a receiver associated therewith for

receiving signals. In this regard, the transmitter/receiver

combination may be replaced and/or implemented with and/or

by a transceiver. The transmitter transmits a signal, in

response to an authorized user or operator accessing and/or

activating the apparatus.

The transmitter system is a remote system, which

may or may not be physically connected to the remainder of

the apparatus. Further, the transmitter system is not

located in the vehicle, motor vehicle, marine vessel or

vehicle, aircraft, recreational vehicle, residential

premises and/or commercial premises, but rather, is located

external from, and/or separate and apart from, the vehicle.

The apparatus also includes a receiver for

receiving the signals which are transmitted by the

transmitter or transceiver system. The receiver receives

the signal(s) which is transmitted by the transmitter or

transceiver and provides an indication, in the form of a

signal transmission, back to the transmitter or transceiver

and, in particular, the transmitter receiver, which

signifies that a signal has been received by the apparatus.
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The receiver also generates data which is indicative of the

signal, or a portion thereof, which has been received. The

receiver should also be provided with its own transmitter.

In this regard, this receiver/transmitter combination may

also be replaced and/or implemented with and/or by a

transceiver.

The transmitter/receiver combination should

provide for the transmission and for the reception of a

ifi multitude of remote electrical, electronic, electromagnetic,

dfifim and/or other suitable signals, over long distances and/or in..I‘.
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a mobile and/or a wireless communications environment.

Telephone signals and telephone communication devices can be

utilized in the present invention as well as personalTWH“
computers which can be utilized with telecommunications

and/or other suitable communication systems and/or mediums.ififlkfiflb
Upon receiving the signal, the receiver generates

a distinct signal which is indicative of the signal

transmitted from the transmitter. At least a portion of the

transmitted signal may include a valid access code, which

accesses the receiver and the apparatus. The access code

serves to provide for security measures which may be taken

in conjunction with the use of the apparatus.
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The apparatus also includes a controller or a CPU

4 (CPU), which is electrically connected with the receiver

and which receives, or reads, whichever the case may be, the

signal or signals, or portions thereof, which are generated

by the receiver. The CPU also has associated therewith a

read only memory device(s) and random access memory

device(s). The data which is received by the receiver is

processed by the apparatus.

The CPU may also have a transmitter associated

therewith for transmitting signals to the transmitter

receiver or transceiver. In this manner, the CPU of the

apparatus may respond to a user data transmission, command,

or inquiry with a transmitted signal.

In the case of Vehicles, motor vehicles, marine

vessels and vehicles, aircraft and recreational vehicles

(hereinafter referred to collectively as "vehicles"), the

CPU is electrically connected and/or linked to the vehicle

ignition system, which is located externally from the

apparatus. The CPU may or may not be connected with and/or

linked to the vehicle ignition system through an ignition

system interface. The CPU may transmit signals to, as well
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as receive signals from, the vehicle ignition system. In

this manner, the CPU and the vehicle ignition system may

exchange information between each other.

The CPU, upon receiving an appropriate signal from

the receiver, and upon the completion of a data processing

routine, may issue a suitable signal, to the vehicle

ignition system. This signal may be one which will disable,

re—enable and/or reset the vehicle ignition system. The CPU

may also interrogate the ignition system and/or receive dataK

from the ignition system which is indicative of ignition
5....Mun.....i!.....u

system status.
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The CPU may also be electrically connected and/or

linked to the vehicle fuel system which is also located

externally from the apparatus. The CPU may or may not beVflmfilfifim
connected with and/or linked to the vehicle fuel system

through a fuel system interface. The CPU is capable of

issuing a signal, to disable, re—enable and/or reset the

vehicle fuel system. The CPU may also interrogate and/or

receive data from the fuel system which is indicative of

fuel system status. The CPU may also provide control over

the vehicle exhaust system in a similar fashion or in an

analogous manner.
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The CPU may also be electrically connected and/or

linked to at least one or more of a variety of vehicle

equipment systems. The vehicle equipment system or systems

are located externally from the apparatus and may or may not

be connected and/or linked to the CPU via a respective

and/or associated vehicle equipment system or systems

interface. The vehicle equipment system or systems, which

varies for each type of vehicle (i.e., vehicle, motor

vehicle, marine vessel or vehicle, aircraft and/or

recreation vehicle) may include, but is not limited to, an

exterior and/or an interior siren or alarm, a horn, a

vehicle exterior light system(s), a power door lock or other

locking system or device, a hood locking system, a video

recording device and/or a camera, and/or an audio recording

device, for providing surveillance of the vehicle interior

and/or exterior, an intercom system, for providing

communications between vehicle users and/or occupants and

the owner, operator and/or authorized individual, cellular

or mobile phones and/or any one or more of the widely known

vehicle anti—theft systems, alarm systems and/or stolen

vehicle and/or other type of vehicle recovery systems and/or

devices.
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Each of the vehicle equipment systems, if utilized

in conjunction with the apparatus, may be activated, de-

activated, reset or in some other way controlled and/or

monitored by the apparatus of the present invention. The

use of any one or more of the vehicle equipment system or

systems is optional.

The vehicle equipment system or systems receives

signals from the CPU, which signals serve to activate, de-

activate, or vice versa, whichever the case may be, the

respective vehicle equipment system(s).

The apparatus may also comprise a vehicle position

and locating device which can be utilized in order to

determine the position and/or the location of the vehicle.

The vehicle position and locating device can be utilized so

as to determine the position of the vehicle anywhere in the

world and provide for the transmission of vehicle position

and/or location data, via an associated transmitter, to an

appropriate system receiver so that vehicle position would

be available to the owner, user and/or authorized individual

and/or so that the vehicle may be located and/or tracked and

recovered.
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The apparatus may also comprise a vehicle position

and locating system receiver, which is employed for

receiving and/or processing the data which is transmitted

from the vehicle position and locating device.

The vehicle position and locating device may

comprise a positioning system computer and a global

positioning device with associated global positioning system

receiver. The vehicle position and locating device may also

comprise a position data transmitter for transmitting the

vehicle position and/or location data to the vehicle

position system receiver. The vehicle position and locating

device may also comprise a data base which contains digital

and/or digitized map data, which can be utilized in order to

determine the geographical position of the vehicle from the

calculated "raw" position data obtained from the global

In this manner, vehicle position and/orpositioning device.

location on a map may be obtained.

Vehicle position and/or location data can be

transmitted to the vehicle position system receiver which

may be located at, or accessible to, the authorized user or

operator and/or authorized individual at any location and/or

at the location of an authorized office or agency, such as
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at a central security office or agency or local or regional

law enforcement office or agency, which is duly authorized

to receive the vehicle position and/or location data for the

vehicle.

The vehicle position and locating device may also

perform updated global positioning calculations so as to

provide for a tracking of a vehicle movement. The apparatus

may also ascertain vehicle movement by monitoring and/or

tracking vehicle position data as it is updated.

The vehicle position system receiver may be

equipped with an appropriate computer system and a receiver

for receiving the data transmitted by the transmitter of the

vehicle position and locating device.

.r"a=5'1..=‘ “.51ll...“:62...
The vehicle position system receiver may comprise

a CPU for controlling the operation of the system receiver

which CPU is connected and/or linked to the receiver for

receiving and/or for reading the vehicle position and/or

location data. The system receiver may also comprise a user

interface device, a display device, an output device and a

database containing digital map data for use in determining

geographical position of a vehicle. The system receiver may
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also comprise a transmitter for sending data and/or signals

to the vehicle position and locating device and/or for

transmitting signals to the CPU and/or to the transmitter

receiver.

The system receiver may also be utilized in

conjunction with a home and/or a personal computer and/or

other personal communications device and/or apparatus which

may be utilized with an associated receiver or equivalent

peripheral device(s).

A home and/or personal computer, and/or other

personal communications device and/or apparatus may also be

utilized for performing the functions of the transmitter and

the vehicle position and locating system receiver. The

apparatus may also be utilized in conjunction with a

computer network such as an on-line service and/or on, or

over, the Internet and/or the World Wide Web, by employing

an appropriate server computer and/or an associated Web Site

and/or Web Site technology in conjunction with an

appropriate communication medium.

Upon the occurrence, or the discovery thereof, of

the theft of a vehicle, or simply in order to monitor
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vehicle status or location, the authorized user or operator

may activate the apparatus by entering an access code into

the transmitter or transceiver interface. Entry of a valid

access code will activate a signal transmission from the

transmitter or transceiver to access the apparatus.

The authorized user or operator can then transmit

a command code from the transmitter or transceiver to the

receiver of the apparatus. In a case when the vehicle has
.(

been stolen, the command code may be a vehicle disable

.iiiifin{Ci command code. It should also be noted that a vehicle re-

;¢qt
enable or reset command code, or any other suitable command

code, monitoring code, etc., which would represent a

function or operation to be performed by the apparatus, may

also be entered. The command code is then transmitted to,

and received by, the receiver.

The command code data is then transmitted to, or

read by, the CPU for command code identification and for

further processing, if necessary. In this manner, an

authorized user or operator, upon learning of the theft of

the vehicle, or simply attempting to ascertain the status

and/or location of the vehicle, may easily access and/or

activate the apparatus by simply "calling up" or
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transmitting a signal to the apparatus.

In the case where the motor vehicle has been

stolen, and the authorized user or operator wants to prevent

and/or thwart the theft of the vehicle and recover the

vehicle, the command code which may be entered may be a

vehicle disable command code (disable code) which will

disable the vehicle and activate the vehicle position and/or

locating device. If the authorized user or operator desires

to re—enable the vehicle, such as when the motor vehicle has

been found or recovered, so as to render the vehicle re-

enabled or operational, the command code to be entered may

be a vehicle re—enable or reset command code.

If a valid disable code is transmitted to the

apparatus, the vehicle position and locating device is

activated and various vehicle systems, including the vehicle

ignition system, fuel or fuel pump system and/or exhaust

system, and/or at least one or more of a variety of utilized

vehicle equipment system(s), may either be activated, de-

activated, or reset depending upon the circumstances.

The operation of the Vehicle position and locating

device may proceed and continue simultaneously and/or
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concurrently with the operation of the apparatus and the

CPU. Any one or more of a vehicle equipment systems,

including a vehicle alarm and/or homing device may also be

activated.

Upon the vehicle being found or recovered, such as

in a manner resulting from utilizing the vehicle position

and locating device, the authorized user or operator may

once again access the apparatus by entering a valid access

code and by then entering a valid re—enable or reset command

code.

The CPU may then issue a control signal to re-

enable or reset the vehicle ignition system, vehicle fuel or

fuel pump system and/or exhaust system and/or de—activate or

re—activate, any one or more of the various vehicle

equipment systems which are utilized. The vehicle position

and/or locating device may also be de—activated.

Safeguards may be employed in order to prevent a

wrong or a mis—dialed number or unauthorized transmission(s)

from accidentally accessing and activating the apparatus,

and further, may serve to prevent an unauthorized or an

unwanted disabling or re—enabling or setting or resetting of
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the vehicle ignition system, the vehicle fuel or fuel pump

system and/or the vehicle exhaust system and/or the

activation, de—activation, or resetting of any one or more

of the various vehicle equipment systems which may be

utilized.

As noted above, a disable command code may cause

the apparatus to activate a vehicle position and locating

device which may operate simultaneously and/or concurrently

with, and independently of, the operation of the apparatus

and the CPU. Once activated, the vehicle position and

locating device may activate the global positioning device

which calculates vehicle position data by using well known

global positioning calculation methods and/or techniques.

Once the vehicle position data has been

calculated, the position data can then be transmitted to the

vehicle position system receiver which is located at the

location of the authorized user or operator, or at the

authorized office, agency or other entity. Geographic

position and/or location data (i.e. street location,

location on a map, etc.) for the vehicle may also be

obtained by processing the position and/or location data in

conjunction with digital map and/or other suitable data.
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The transmission of position data may be repeated for a

predetermined time interval, after which the global

positioning device may calculate updated position data.

The vehicle position data which is received by the

vehicle position system receiver may then be employed to

find and/or to recover the vehicle. Vehicle position data

may be updated, continuously and/or in some other suitable

manner, by repeating the global positioning calculations.

Vehicle position data, along with updated vehicle

position data, may also be utilized in order to track and/or

to monitor vehicle movement. Vehicle position data may also

be displayed and/or output for use in finding and/or

recovering the vehicle.

The authorized user or operator may discontinue

operation of and/or de—activate the global positioning

device and/or the vehicle position system receiver, such as

when the vehicle has been found or recovered and/or at any

other time.

The global positioning device may be utilized to

locate and/or to track vehicle movement anywhere in the
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world. In this manner, the apparatus of the present

invention may be utilized to disable or de-activate vital

vehicle systems and/or to find and/or recover a stolen

vehicle and/or to monitor vehicle operation and/or vehicle

location and/or movement.

Further, the present invention provides for an

apparatus and a method for disabling and/or re-enabling

various systems of the vehicle, when the vehicle is not in

use, simply by "calling up" the apparatus so as to disable

the vehicle and, thereby, provide added security against

vehicle theft and/or to prevent damage to the vehicle and/or

to any components thereof. In this manner, an authorized

user or operator may disable the vehicle ignition system,

fuel or fuel pump system, exhaust system and/or any one or

more of a variety of the vehicle equipment systems, of a

vehicle which may be parked and/or in use, from any location

and/or at any time.

An authorized user or operator may also access the

apparatus at any time and, with the use of an appropriate

command code, may determine the operating status of the

vehicle, the apparatus, and/or any one or more of the

various vehicle systems so as to determine if, for example,
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the ignition system or fuel or fuel pump system is activated

or on, thereby alerting the authorized user or operator that

someone is operating the vehicle. An authorized user or

operator may also access the apparatus so as to determine

vehicle position and/or location data or information and/or

the geographic location of the vehicle. In this manner, the

authorized user or operator can determine the status and/or

the location of his or her vehicle at any time and for any

reason. In this regard, a safe and an effective anti-theft

and/or vehicle recovery apparatus and method is provided by

the present invention.

The apparatus of the present invention may be

utilized in conjunction with a multitude and/or a variety of

valid command codes, wherein each different command code may

selectively disable or re—enable or reset any one or any

combination of the vehicle systems, such as the vehicle

ignition system, the vehicle fuel or fuel pump system, the

Vehicle exhaust system and/or any one or more of the various

vehicle equipment systems which may be utilized. In this

manner, the authorized user or operator may utilize the

present invention to selectively disable, re—enable, de-

activate or re—activate any one or more of the vehicle

systems, or a combination thereof, at his or her discretion,
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at any time, and from any location.

As noted above, an authorized user or operator may

also utilize command codes for determining status of the

apparatus or of the vehicle, or of any one or more of the

vehicle systems. A command code may also be employed to

simply determine Vehicle position.

The apparatus may also be programmable by the user

or operator via the transmitter or transceiver, or at the

vehicle, so that certain parameters, such as the timing,

and/or the degree of disabling or re—enabling, of the

various vehicle systems may be programmed.

By utilizing a multitude of command codes,

including disable codes and/or re—enable or reset codes,

which codes affect different vehicle systems, or

combinations thereof, it is also possible to selectively

control the vehicle systems from a remote location. The

apparatus may also be programmed for automatic activation

and/or self-activation and/or automatic and/or programmed

operation Via a command code(5), so that the apparatus may

become activated upon a certain occurrence, or lack thereof,

and thereafter, provide for the disabling and/or the re-
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enabling of any one or more of the vehicle systems along

with activating the vehicle position and/or locating device.

The apparatus may also provide information pertaining to

vehicle theft, status and/or position.

The apparatus may also be designed and/or

programmed to detect its unauthorized use and/or its use by

an unauthorized individual. In this regard, the vehicle is

capable of reporting itself as being stolen.

In another preferred embodiment of the present

invention, an arming device and an activation device may be

utilized in conjunction with the apparatus in place of the

transmitter/ receiver combination so as to provide for an

automatic monitoring and/or activation of the apparatus. In

such an embodiment, the command code(s) may be a default

code and/or be user selected and/or programmable. Automatic

activation may also be programmed by the user or operator

via a command code(s) with apparatus operation activated

upon the occurrence, or lack thereof, of a specified event.

In this manner, the arming device/activation

device combination may be utilized so as to activate the

apparatus and/or any one or more of the vehicle systems,
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including the ignition system, the fuel or fuel pump system,

the exhaust system and/or any one or more of the various

vehicle equipment systems which are utilized in conjunction

with the apparatus. The vehicle position and locating

device may also be activated via the automatic activation of

the apparatus.

In yet another preferred embodiment of the present

invention, the vehicle position and locating device may

comprise a plurality of global positioning devices which may

be strategically located at various points and/or locations

in or on the vehicle. Each of the global positioning

devices may be placed at different points and/or locations

in, or on, the vehicle, with the distances between each of

the respective devices being recorded and stored. Upon the

activation of the global positioning devices and the

calculation of each position or location of each device, any

change in distance between any two or more of the respective

devices could be utilized in order to determine if the

vehicle, or any portion thereof, has been dismantled or

structurally altered, at least in part, or possibly to a

greater extent.

The apparatus and the method of the present
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invention may also be utilized in conjunction with a central

security office or agency, such as a private security

service and/or by a local or regional law enforcement office

or agency, in order to provide a prompt means by which to

report a vehicle theft, provide for a manner in which to

disable and/or re—enable a vehicle or vehicle system, and to

determine vehicle position and/or location so as to

facilitate the locating and the recovery of the vehicle. In

this regard, the present invention may be utilized so as to

allow control, monitoring and/or security functions to be

exercised and/or performed by an authorized third party.

The present invention may also be utilized so as to provide

for a prompt law enforcement theft reporting, law

enforcement response to the theft_report and recovery of the

vehicle.

An authorized user or operator may register their

vehicle and apparatus with a central security office or

agency such as by registering vehicle identification

information along with vehicle access and command code data

and any other pertinent information. Upon the occurrence of

a vehicle theft, or the discovery thereof, the authorized

user or operator can access the apparatus so as to exercise

and/or to perform control, monitoring and/or security
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functions over same while, at the same time, allowing for a

control, monitoring and/or a security function to be

exercised and/or performed by the central security office or

other entity.

The apparatus, which is utilized at the central

security office and/or other entity, may have the same

control capabilities over the vehicle as that of the

apparatus utilized in the vehicle. In this regard, status

of the apparatus, the Vehicle, any one or more of the

various vehicle systems, and/or the vehicle position and/or

location data may be obtained by the apparatus located at

the central security office and/or other entity.

The apparatus which is utilized at the central

security office may also be utilized in connection with anififllmf“
on—line service and/or on, or over, the Internet and/or the

World Wide Web so as to provide for a means by which the

authorized user or operator may utilize the apparatus in

conjunction with a home and/or a personal computer and/or a

commercial or industrial computer system (i e., an internet

server computer) and/or any other appropriate device.

In another embodiment, an access code may be only
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transmitted to, and received by, the central security office

apparatus and the vehicle may be accessed and controlled via

an access and command code(5) which are transmitted by and

from the central security office apparatus. Transmitter

devices may also be located in the vehicle so as or to allow

a vehicle occupant(s) to transmit signals directly to the

central security office and/or agency and/or central

equipment, (i.e , satellite, cellular communications site

etc.) such as in instances where help may be required and/or

in emergency situations.

In yet another embodiment, the access code may

only be transmitted to, and received at, the vehicle. In

this embodiment, the apparatus which is located in the

vehicle may then transmit data to the apparatus located at

the central security office thereby alerting the central

security office or agency of the vehicle theft or status

inquiry. The apparatus at the central security office may

thereafter exercise and/or provide control over and/or

monitor the functions of, the vehicle apparatus for a

plurality of vehicles. Further, the central security office

apparatus may also provide the means by which to allow a

central security office or local or regional law enforcement

office or agency to provide security monitoring over the
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vehicle(s) which are registered therewith.

In the case were the apparatus may be

automatically activated, the Vehicle apparatus may transmit

a signal, indicative of vehicle theft and/or an unauthorized

use or operation of the vehicle, to the central security

office apparatus thereby reporting the unauthorized use or

operation, or theft, of the vehicle before the authorized

user or operator is able to discover same.

The central security office apparatus may also be

utilized so as to verify and/or monitor apparatus accessing

and/or activation by the authorized user or operator. The

authorized user or operator may also "call" the central

22:,
security office from any location, via any communication

means and/or device in order to determine the status and/orfifiilfiffi
the whereabouts or location of his or her vehicle. Both the

vehicle apparatus and the central security office apparatus

can exercise and/or perform the same control, monitoring

and/or security functions over the vehicle.

The present invention can also be utilized, in a

similar and/or analogous manner, to provide control,

monitoring and/or security for boats, marine vessels,
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airplanes and aircraft, and/or recreational vehicles of any

kind or type.

In still another embodiment, the present invention

may be utilized in conjunction with a residential premises,

residential building and/or a home and/or a household

control, monitoring and/or security system.

In the case where the present invention is

utilized in conjunction with a residential premises,

residential building and/or a home and/or a householdwfiflmm
control, monitoring and security system, the CPU may be

electrically connected and/or linked to the home and/or§§%Mh
household electrical system, which is located externally

"K%MW“ from the apparatus. The CPU may or may not be connected
:

with and/or linked to the home electrical system through anKfifihfi
electrical system interface. The CPU may transmit signals

to, as well as receive signals from, the home electrical

system. In this manner, the CPU and the home electrical

system, may exchange information between each other.

The CPU, upon receiving an appropriate signal from

the receiver, and upon the completion of the requisite data

processing routine may issue an electrical, an electronic,
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and/or any other suitable signal, including a digital

command signal, to the home electrical system. This

electrical, electronic and/or other suitable signal or

digital command signal may be one which will disable, re-

enable or reset the home electrical system. The CPU may

also interrogate the electrical system and/or receive data

from the electrical system which is indicative of electrical

system status (i.e., whether the electrical system is on or

off and/or to what extent certain portions thereof may be on

or off).

The CPU may also be electrically connected and/or

linked to the home heating system which is also located

externally from the apparatus. The CPU may or may not be

connected with and/or linked to the home heating system

through a heating system interface. The CPU is capable of

issuing an electrical, electronic and/or other suitable

signal, including a digital signal, to disable or to re-

enable the home heating system. The CPU may also

interrogate and/or receive data from the home heating system

which is indicative of home heating system status (i.e.,

whether the heating system is on or off and/or to what

extent certain portions thereof may be on or off).
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The CPU may also be electrically connected and/or

linked to the home air conditioning system which is also

located externally from the apparatus. The CPU may or may

not be connected with and/or linked to the home air

conditioning system through an air conditioning system

interface. The CPU is capable of issuing an electrical,

electronic and/or other suitable signal, including a digital

signal, to disable or to re—enable the home air conditioning

system. The CPU may also interrogate and/or receive data

from the home air conditioning system which is indicative of

home air conditioning system status (i.e., whether the air

conditioning system is on or off and/or to what extent

certain portions thereof may be on or off).

The CPU may also be electrically connected and/or

linked to the home water system which is also located

The CPU may or may not bedexternally from the apparatus.

connected and/or linked to the home water system through a

home water system interface (i.e., electrical shut—off

valve). The CPU is capable of issuing an electrical,

electronic and/or other suitable signal, including a digital

signal, to disable or to re—enable the home water system.

The CPU may also interrogate and/or receive data from the

home water system which is indicative of the water system
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status (i.e., whether the home water system or any portion

thereof is on or Off).

__ «The CPU may also be electrically connected and/or\

linked to the home thermostat or environmental control

system so as to control and monitor interior temperature.

In this manner, the home thermostat system may then be

adjusted and/or controlled by the user or operator via the

appagatus. The home thermostat system may be connected toI"

vthe7home heating system and/or to the home air conditioning

system so asjto activate, set and/or control the operation2
/

of these systems so as to achieve the desired temperature

and/or environmental conditions in the home.

The CPU may also be electrically connected and/or

linked, via interfaces if needed, to any one or more of a

variety of home equipment systems which may include a home

anti—theft and/or burglary alarm system, an interior and/or

exterior siren or alarm, interior and/or exterior lighting

systems, electrical and/or electronically controlled locking

devices for doors and/or windows, including electrical

and/or electronic dead bolt locks and/or other types of

locking devices, electrical systems and devices for

controlling electrical circuits or systems room-by—room,
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device—by—device, and/or appliance—by—appliance.

The home equipment system may also include devices

for controlling any one or more of the electrical circuitry,

such as circuits controlled by fuses, circuit breakers or

equivalent devices, devices for controlling and/or

monitoring hot water heater(s), garage door opener(s), lawn

sprinkler system(s), electric fences and/or fencing, in-

ground or above—ground pool equipment, filters and/or

heaters, home water valves, individual room water valves,

home fire detector equipment and home fire extinguishment

equipment, jacuzzis, hot tubs, pet feeders and/or any other

electrical and/or electronic devices and/or appliances

and/or those devices and/or appliances which may be

electrically and/or electronically controllable. Home

equipment systems may door and window closing, opening and

locking devices.

The home equipment systems may also include any

and all home appliances such as televisions, telephones,

telephone answering machines, VCRs, stoves, ovens, microwave

ovens, door bells, individual lights or lamps, blenders,

toasters, irons, computers, word processors, stereos,

radios, and any other home appliance and/or devices which
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may be electrically and/or electronically activated and/or

controllable.

The home equipment systems may also include video

recording equipment, which may include video recording

device(s) and/or a camera(s), such as those utilized in

conjunction with personal computers, televisions, digital

televisions, interactive televisions, surveillance systems,

display telephones and/or other communication devices,

including personal communication devices.

The video recording device(s) and/or camera(s) may

be digital recording devices or cameras or other suitable

video recording and/or photography equipment. The video

recording device(s) and/or camera(s) may be located at any

location on and in the interior and/or at the exterior of

the home or premises and may have associated therewith

transmitting devices for transmitting the recorded video or

photograph(s) to the owner or occupant and/or other

authorized individual so as to provide surveillance and/or

monitoring capabilities for the home and/or premises.

The home equipment system may also include audio

recording equipment, which may include microphones and/or
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tape recorders, such as those utilized in conjunction with

personal computers, televisions, digital televisions,

interactive televisions, display telephones and/or other

communication devices, including personal communication

devices.

The audio recording device(s) may have a

transceiver or transmitter/receiver system associated

therewith for transmitting audio information to the owner or

occupant and/or authorized individual so as to provide for

the monitoring and/or the surveillance of the interior

and/or the exterior of the home.

The home equipment systems may also include an

intercom system or device or telephone, cellular, digital or

otherwise, for providing a means by which to allow the user

or operator, or other authorized individual, to communicate

with the persons present in, or occupants of, the home or

the premises. The home equipment systems may also include

monitoring device(s) for reading and/or monitoring the home

fuel supply, gas meter and/or gas usage, water supply, water

meter and/or water usage, electrical generator and/or

alternator operation, electricity meter and/or electricity

usage, heat and/or air conditioning usage, gas and/or oil or
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other fuel supply and/or usage, telephone usage, appliance

usage, etc., a home control system and/or any other home

operation and/or system function.

The monitoring device(s) may have associated

therewith a transceiver or transmitter/receiver system for

transmitting data and/or information recorded and/or read by

the monitoring device(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

monitoring device(s). The monitoring devices and the

corresponding devices which they monitor may be linked via

wireless devices and/or over a wireless medium.

When used in conjunction with a residential

premises, residential building and/or home or household

system, the apparatus and method of the present invention

may be utilized and/or operates in the same or in a similar

and/or analogous manner as it is utilized and/or operates in

conjunction with vehicles so as to provide control,

monitoring and/or security functions for and over

a home and/or residential premises. In this manner, a

homeowner or occupant may access a home system at any time,

and from any location, and thereby exercise and/or provide



Page 88 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

Wfifififi
gzg
W5”!

3:,i';"'''

mmrrmm

control, monitoring and/or security functions over any home

system, equipment, device and/or appliance. The owner or

occupant may also monitor the status, state, or operation of

any home system, equipment, device and/or appliance.

Lastly, the owner or occupant may exercise and/or perform

security related functions or operations on, and over, the

home system, equipment, device and/or appliance.

In still another embodiment, the apparatus and

method of the present invention may be utilized in

conjunction with a commercial building, commercial office

and/or commercial premises control, monitoring and/or

security system. In the case where the present invention is

utilized in conjunction with a commercial building,

commercial office and/or commercial premises control,

monitoring and/or security system, the CPU may be

electrically connected and/or linked to the commercial

office and/or premises electrical system, heating system,

air—conditioning system, water system, thermostat system,

and/or to at least any one or more of a variety of

commercial office and/or premises equipment systems, which

may include an anti-theft and/or burglary alarm system, an

interior and/or exterior siren or alarm, interior and/or

exterior lighting and/or lighting system(s), electrical
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and/or electronically controlled locking devices for doors

and/or windows, including electrical and/or electronic dead-

bolt locks and/or locking devices.

The CPU may also be connected and/or linked to

commercial office and/or premises equipment systems which

include electrical systems for controlling electrical

circuits or systems room—by-room, device—by-device, and/or

appliance—by—appliance, devices for controlling any one or

more of the electrical circuitry, such as circuits

controlled by fuses, circuit breakers or equivalent devices,

devices for controlling and/or monitoring hot water heaters,

garage door openers, lawn sprinkler systems, electric fences

and/or fencing, in—ground or above—ground pool and/or

fountain equipment, filters and/or heaters, fire detector

equipment, fire extinguishment equipment, and office

equipment, power door and/or window closing, opening and

locking equipment and any other electrical and/or electronic

device or item or any device and/or item which is

electrically or electronically controllable.

The commercial office and/or premises equipment

systems may also include any and all commercial office

and/or premises appliances such as televisions, telephones,
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telephone answering machines, alarm systems, VCRs, stoves,

ovens, microwave ovens, door bells, individual lights or

lamps, office equipment and appliances, computer and

associated peripherals, word processors, stereos, radios,

manufacturing equipment and any other commercial office

and/or premises equipment.

The commercial office and/or premises equipment

system may also include a video recording equipment, which

may include video recording device(s) and/or a camera(s),

such as those utilized in conjunction with personal

computers, televisions, digital televisions, interactive

televisions, display telephones and/or other communication

devices, including personal communication devices, and/or a

still picture camera(s). The video recording device(s) or

camera(s) may be digital recording devices or cameras or

other suitable devices or cameras, including typical video

recording devices or cameras for providing video recording

and/or surveillance.

The video recording device(s) or camera(s) may

have a transceiver or transmitter/receiver system associated

therewith for transmitting video images and/or photographs,

recorded by the video recording device(s) or camera(s), to
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the owner or occupant and/or authorized individual so as to

provide for the monitoring and/or the surveillance of the

interior and/or the exterior of the commercial office and/or

premises.

The commercial office and/or premises equipment

‘system may also include audio recording equipment, which may

include microphones and/or tape recorders, such as those

utilized in conjunction with personal computers,

televisions, digital televisions, interactive televisions,

display telephones and/or other communication devices,

including personal communication devices.

The audio recording device(s) may have a

transceiver or transmitter/receiver system associated

therewith for transmitting audio information to the owner or

occupant and/or authorized individual so as to provide for

the monitoring and/or the surveillance of the interior

and/or the exterior of the commercial office and/or

premises.

The commercial office and/or premises equipment

system may also include an intercom system or device or

telephone, cellular, digital or otherwise, for providing a
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means by which to allow the owner or occupant, or other

authorized individual, to communicate with the persons

present in, or occupants of, the commercial office and/or

premises. The commercial office and/or premises equipment

system may also include monitoring device(s) for reading

and/or monitoring the commercial office and/or premises fuel

supply, fuel usage, water supply, water usage, electricity

meter, electricity usage, electrical generator and/or

alternator operation, heat and/or air conditioning usage,

gas and/or oil or other fuel usage, telephone usage,

commercial office and/or premises equipment and/or appliance

usage, etc., and/or commercial office and/or premises

control system and/or any other commercial office and/or

premises operation and/or system function.

The monitoring device(s) may have associated

therewith a transceiver or transmitter/receiver system for

transmitting data and/or information recorded and/or read by

the monitoring device(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

monitoring device(s). The monitoring devices and the

corresponding equipment and/or devices to be monitored may

be linked via wireless devices and/or over wireless
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communication systems.

The commercial office and/or premises equipment

system or systems receives signals from the CPU, which

signals serve to activate or de—activate, or vice versa,

whichever the case may be, the respective commercial office

and/or premises equipment system(s) which are utilized in

conjunction with the apparatus.

When utilized in conjunction with a commercial

office and/or premises, the apparatus and method of the

present invention is utilized and/or operates in the same,

or in a similar and/or analogous, manner as it is utilized

and/or operates in conjunction with vehicles and/or with

residential premises, etc., so as to allow control,

monitoring and/or security functions to be exercised and/or

performed on, and over, a commercial office and/or premises.

In this manner, an owner, occupant and/or

authorized individual may access a commercial office and/or

premises system at any time and from any location and

thereby exercise and/or perform control, monitoring and/or

security functions over any commercial office and/or

premises system, equipment, device and/or appliance. The
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owner, occupant or authorized individual may also monitor

the status, state or operation of any commercial office

and/or premises system, equipment, device and/or appliance.

In any of the above described embodiments, the

present invention may be utilized in conjunction with any

suitable communication device(s) and/or communication

system(s). In this manner, the present invention may be

utilized in conjunction with a telephone, a touch tone

telephone, a cordless telephone and/or a cellular or mobile

telephone, a home and/or a personal computer having

associated telecommunication devices or other suitable

peripheral device(s) such as a modem and/or a fax/modem,

personal communication devices which can operate over an

appropriate telecommunications system, and/or other suitable

communications systems and/or mediums, including radio

signal, optical, satellite and/or other communications

systems and/or mediums. Any suitable communication system

and/or medium may be utilized.

Personal communication service (PCS) systems and

devices, including stationary, portable and/or hand-held

devices, may also be utilized. Digital signal

communications devices and systems may also be utilized.
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Interactive and/or digital televisions, personal

communication devices, personal communication services (PCS)

devices, personal digital assistants, cellular telephones,

display telephones, display cellular telephones and

electronically equipped watches and/or other devices and/or

effects may also be utilized for performing user interactive

control, monitoring and/or security functions in conjunction

with the present invention.

The interface devices utilized in any of the

various embodiment of the present invention may be wireless

devices or modules which need not be directly connected to

the CPU or to its respective equipment system in a hard-

wired manner. In this regard, hard—wired electrical

connections may be unnecessary. In the case of wireless

interface devices or modules, corresponding wireless

technology and/or systems should be utilized in order to

provide for the wireless control and/or operation of the

respective equipment(s).

The present invention can be utilized to access,

monitor, and/or record or store, operation data and/or

information for any of the herein-described vehicles, motor

vehicles, boats, marine vessels, airplanes, aircraft, and/or
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recreational vehicles, at a location remote from the

respective vehicles, motor vehicles, boats, marine vessels,

airplanes, aircraft, and/or recreational vehicles. The

present invention can be utilized to access, monitor, and/or

record or store, operation data and/or information for any

of the herein—described residential premises and/or

commercial premises. Any of the respective operation data

and/or information can be obtained at, and/or stored at, any

of the transmitters, home and/or personal computers,

computers, and/or server computers, described herein.

Accordingly, it is an object of the present

invention to provide a control, monitoring and/or security,

apparatus and method.

It is another object of the present invention to

provide a control, monitoring and/or security, apparatus and

method for any one or more of vehicles, motor vehicles,

marine vessels and vehicles, aircraft, recreational

vehicles, residential premises and/or commercial premises.

It is still another object of the present

invention to provide a control, monitoring and/or security,

apparatus and method for any one or more of vehicles, motor
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vehicles, marine vessels and vehicles, aircraft,

recreational vehicles, residential premises and/or

commercial premises, which can provide for the remote

control, monitoring and/or accessing, of the respective

vehicles, motor vehicles, marine vessels and vehicles,

aircraft, recreational vehicles, residential premises and/or

commercial premises.

It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method which provides for the selective control,

activation and/or de—activation and/or for the programmed

control of any one or more of an ignition system, a fuel

system, an exhaust system and/or any one or more of various

equipment systems of, and for, vehicles, motor vehicles,

marine vessels and vehicles, aircraft and/or recreational

vehicles.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which provides for the selective control, activation

and/or deactivation and/or for the programmed control of any

one or more of an electrical system, heating system, water

system, air conditioning system, thermostat system and/or
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any one or more of the various systems, equipment systems,

devices and/or appliances, etc., of, and for, residential

premises and/or commercial premises.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which is utilized in conjunction with a global

positioning system or other positioning system and which

provides for a determination of the position and/or location

of, and for, vehicles, motor vehicles, marine vessels and

vehicles, aircraft, recreational vehicles, residential

premises and/or commercial premises.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which provides programming, information gathering,

and monitoring capabilities for, and regarding, the status

of and/or the operating state(s) of various systems of, and

for, vehicles, motor vehicles, marine vessels and vehicles,

aircraft, recreational vehicles, residential premises and/or

commercial premises.

It is still another object of the present

invention to provide a control, monitoring and/or security
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apparatus and method for vehicles, motor vehicles, marine

vessels and vehicles, aircraft, recreational vehicles,

residential premises and/or commercial premises which is

utilized in conjunction with a home and/or a personal

computer, a telephone, a display telephone, a cellular

telephone, a television, an interactive television, a

digital television, a personal digital assistant and/or a

personal communications services device and/or other

personal communications devices.

It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method for vehicles, motor vehicles, marine vessels and

vehicles, aircraft, recreational vehicles, residential

premises and/or commercial premises which may be utilized,

operated and/or controlled via, over, or with, an on-line

service, and/or on, or over, the Internet and/or the World

Wide Web.

It is still another object of the present

invention to provide a control, monitoring and/or security

apparatus and method for vehicles, motor vehicles, marine

vessels and vehicles, aircraft, recreational vehicles,

residential premises and/or commercial premises which
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provides for an automatic activation, self—activation and/or

programmed activation of the apparatus.

It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method for vehicles, motor vehicles, marine vessels and

vehicles, aircraft, recreational vehicles, residential

premises and/or commercial premises which is utilized in

conjunction with wireless devices and/or systems and/or with

wireless communication technology.

It is still another object of the present

invention to provide a control, monitoring and/or security

apparatus and method for vehicles, motor vehicles, marine

vessels and vehicles, aircraft, recreational vehicles,

residential premises and/or commercial premises which is

utilized in conjunction with a central security office

and/or agency.

It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method for vehicles, motor vehicles, marine vessels and

vehicles, aircraft, recreational vehicles, residential

premises and/or commercial premises which is utilized in
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conjunction with a central security office and/or agency

and/or with, or over, an on—line service and/or on, or over,

the Internet and/or the World Wide Web and/or other

information structure, infra—structure, system and/or

communication system or medium.

It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method which is programmable and which may be programmed

for self—activation and/or programmed operation.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which provides Video conferencing with individuals

and/or occupants of any of the vehicles, boats, marine

vessels, airplanes, residential premises, and/or commercial

premises described herein.

It is still another object of the present

invention to provide a control, monitoring and/or security

apparatus and method which can control and/or monitor fuel

cells, fuel cell operation, fuels cell electrical power

output, fuel cell fuel supply level, or fuel cell by-product-

output.
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It is yet another object of the present invention

to provide a control, monitoring and/or security apparatus

and method which can facilitate the monitoring of the

status, operating status, and/or condition, of any of the

vehicles and/or premises described herein and/or any of the

systems, components, and/or devices of any of the respective

vehicles and/or premises described herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the transmitting of data and/or

information recorded and/or read by the monitoring device(s)

to the user or operator of the respective vehicle and/or

premises.

11.4:I}:dig: It is still another object of the present

invention to provide a control, monitoring and/or security

apparatus and method which facilitates the receiving of

signals and/or control signals by which the user or

operator may exercise control over the respective vehicle,

premises, and/or monitoring device(s) associated therewith.

It is still another object of the present

invention to provide a control, monitoring and/or security
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apparatus and method which facilitates the detection of

failures in any of the vehicles and/or premises, and/or any

of the respective equipment systems described herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the reporting of a failure(s) of

any of the systems, equipment systems, devices, components,

and/or appliances utilized in conjunction with the vehicles

and/or premises described herein, to an individual, a

central processing computer, and/or a centralized office.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the utilization of a command

computer in conjunction with controlling, monitoring, and/or

providing diagnostics for, any of the systems, equipment

systems, devices, components, and/or appliances utilized in

conjunction with the vehicles and/or premises described

herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the use of a command computer for
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controlling and/or monitoring the operating status and/or

condition of a respective system, equipment system,

device, and/or appliance, of any ofsubsystem, component,

the vehicles and/or premises described herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which provides diagnostic information for any of the

of and/or associatedand/or devices,systems, components,

with any of the vehicles and/or premises described herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the monitoring of wear and/or usage

of any of the herein—described electronic, electrical,

devices,and/or electro—mechanical, systems,mechanical,

and/or components of and/or associated with any of the

vehicles and/or premises described herein.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the controlling and/or the

monitoring vehicle systems and/or premises systems and/or

any systems, devices, and/or components of and/or associated
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with the respective vehicles and/or premises.

It is another object of the present invention to

provide a control, monitoring and/or security apparatus and

method which facilitates the control of the movement, the

motion or the operation of any of the vehicles and/or

premises and/or any of the systems, devices and/or

components of and/or associated with the respective vehicles

and/or premises.

It is another object of the present invention to

provide a control, monitoring, and/or security, apparatus

and method which provides for the remote accessing of

operation data for any one or more of the herein—described

vehicles, motor vehicles, boats, marine vessels, airplanes,

aircraft, and/or recreational vehicles.

It is still another object of the present

invention to provide a control, monitoring, and/or security,

apparatus and method which provides for the remote

accessing, obtaining, or storage, of operation data for any

one or more of the herein—described vehicles, motor

vehicles, boats, marine vessels, airplanes, aircraft, and/or

recreational vehicles.
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It is yet another object of the present invention

to provide a control, monitoring, and/or security, apparatus

and method which provides for the remote accessing of

operation data for any one or more of the herein—described

vehicles, motor vehicles, boats, marine vessels, airplanes,

aircraft, and/or recreational vehicles, by any appropriate

computer and/or communication device, in a network

environment.

It is another object of the present invention to

provide a control, monitoring, and/or security, apparatus

and method which provides for the remote accessing,

obtaining, or storage, of operation data for any one or more

of the herein—described vehicles, motor vehicles, boats,

marine vessels, airplanes, aircraft, and/or recreational

vehicles, by any appropriate computer and/or communication

device, in a network environment.

It is another object of the present invention to

provide a control, monitoring, and/or security, apparatus

and method which provides for the remote accessing,

obtaining, or storage, of operation data for any one or more
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of the herein-described residential premises and/or

commercial premises.

Other objects and advantages of the present

invention will be apparent to those individuals skilled in

the art upon a review of the Description Of The Preferred

Embodiment taken in conjunction with the Drawings which

follow.

BRIEF DESCRIPTION OF THE DRAWINGS

In the Drawings:

Figur 1 illustrates a block diagram of the

apparatus which is the subject of the present invention;

:;
.r‘'

I.-

Figure Jflillustrates the vehicle position and1I

locating device of Figure 1 illustrating the main components

thereof in block dia ram form;

g”illustrates the vehicle position and
_ z, .

locating system receiver of Figure 1 illustrating the

components thereof in block diagram form;_
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Figure illustrates a block diagram of a computer

system which is tilized in another preferred embodiment of

Figure 1 for performing the functions of, and for, the

transmitter and the Vehicle position and locating system

receiver of the apparatus of the present invention;

Figure SA illustrates the apparatus of Figure 1

wherein the computer of Figure 4 is utilized in another

preferred embodiment in order to replace and to perform the

functions of the transmitter and the Vehicle position and

locating system receiver of the apparatus of the present

invention.

Figure 5B illustrates another preferred embodiment

of the apparatus of the present invention wherein the

apparatus is utilized in conjunction with an on-line service

and/or on, or over, the Internet and/or the World Wide Web;

e preferred embodiment O0-.. 'o . s eps and/or sequences

of ope -—'on of the apparatus and the method of the present

Figure i lustrates the preferred embodiment
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operation, in flow diagram form, of the vehicle position and

locating device which is utilized in the apparatus of the

present invention;

operation, in flow diagram form

system receiver

Figure § illustrates another preferred embodiment

. i . . . .

of the present ifirention wherein an arming device and an
activation device are utilized in conjunction with, and for,

an automatic activation of the apparatus of the present

invention;

Figure 10 illustrates another preferred embodiment

of the vehicle Rgsition and locating device which includes a

plurality of global positioning devices and corresponding

global positioning receivers;

,7’
/

Figure 1A illustrates another preferred7

i

embodiment of the present invention wherein the apparatus is

utilized in conjunction with a central security office or

agency;
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Figure 1-B illustrates yet another preferred

embodiment of the present invention wherein the apparatus of

Figure 11A is utilized in conjunction with an on-line

service and/or on, or over, the Internet and/or the World

Wide Web. ////
Figure illustrates another preferred embodiment

the present i ve tion, wherein the apparatus and'method

utilized in conj:;;fiion with a boat;
FigureJ73 illustrates another preferred embodimentvéntion, wherein the apparatus and methodthe present i

utilized in conjunction with an airplane;3

/
Figure-54 illustrates another preferred embodiment

of the present invention wherein the apparatus is utilized

in conjunction with a snowmobile;

Figure illustrates another preferred embodiment

of the present invention wherein the apparatus and method is

utilized in conjunction with a home or residential premises

control system; and
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Figure 6 illustrates another preferred embodiment

of the present i ention wherein the apparatus and method is

utilized in conjunction with a Commercial office and/or

premises control system.

DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention pertains to a control,

monitoring, and/or security, apparatus and method and,

particular, to a control, monitoring and/or security

apparatus and method for exercising and/or providing

control, monitoring and/or security, vehicles, motor

vehicles, marine vessels and vehicles, aircraft,

recreational vehicles, residential premises, commercial

premises, structures and/or equipment, in a network

environment.

The terms "individual", "owner", "user",

"operator", "occupant", and/or the plural of same, refer to

any individual, individuals, owner, owners, user, users,

operator, operators, occupant, and/or occupants, of any of

the herein—described vehicle, boats, marine vessels,

airplanes, aircraft, residential premises, commercial

premises, and/or any of the systems, subsystems, devices,
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components thereof, as well as refer to any of the

individuals, entities, parties, and/or users, of the

apparatus and/or method of the present invention and/or any

of the computers, processing devices, and/or communication

devices, described herein as being utilized in conjunction

with the preset invention and/or which form a component of

the present invention. Further, any of the terms

"individual", "owner", "user", "operator", "occupant",

and/or the plural of same, can be used interchangeably.

Applicant hereby incorporates by reference herein

the subject matter and teachings of U.S. Provisional Patent

Application Serial No. 60/187,735. Applicant also hereby

incorporates by reference herein the subject matter and

teachings of U.S. Provisional Patent Application Serial No.

60/190,379. Applicant hereby incorporates by reference

herein the subject matter and teachings of U.S. Patent No.

5,917,405. Applicant also incorporates by reference herein

the subject matter and teachings of U.S. Patent No.

5,513,244.

Figure 1 illustrates a block diagram of the

apparatus which is the subject of the present invention and

which is denoted generally by the reference numeral 1. As



Page 113 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

O Q

illustrated in Figure 1, the apparatus 1 includes a

transmitter system 2, for transmitting an electrical, an

electronic, an electromagnetic or other suitable signal,

upon an activation by a motor vehicle owner or authorized

user or operator, hereinafter referred to collectively as

the "authorized user or operator”.

While the foregoing description of the preferred

embodiment is directed to a motor vehicle and, in

particular, to an automobile, the term "motor vehicle"

includes, but is not limited to, automobiles, trucks, buses,

school buses, trains, subway trains, mass transportation

vehicles, tractor trailers, construction equipment,

equipment, mobile structures, mobile and/or moveable

industrial and/or commercial and/or equipment, structures

and/or work platforms, mining equipment, drilling equipment,

drilling platforms, farm equipment, commercial vehicles,

recreational vehicles, motorcycles, recreational vehicles,

motor and/or mobile homes, etc. Any of the above noted

vehicles may be manned and/or unmanned and may also include

law enforcement and/or military vehicles and/or equipment.

The present invention may also be utilized in marine

vehicles and/or vessels, boats, ships, aircraft, airplanes,

jets, submersible and/or underwater vehicles and/or vessels,
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space vehicles and/or vessels and satellites, all of which

may be manned and/or unmanned. The present invention may

also be employed in conjunction with gasoline, diesel,

alternate fuel and/or electrically powered and/or propelled

vehicles.

In the preferred embodiment, the transmitter

system 2 consists of a user interface device 2A and a

transmitting device or transmitter 2B. The transmitter 2

also has a receiver 2C for receiving signals as will be

described below. In this regard, the transmitter/receiver

combination may also be implemented by utilizing a

transceiver. The user interface device 2A provides the

means by which the authorized user or operator may access or

activate the apparatus 1, as well as the means by which the

authorized user or operator may enter access and/or command

filltil}:
codes into the transmitter system 2. The transmitter 2B

transmits a signal, in response to the authorized user or

operator accessing or activating the apparatus 1. The user

interface device 2A also includes a device (not shown) for

providing an audio and/or a video indication of system

operation and/or status as well as providing information

indicative of data received by the receiver 2C.
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The transmitter system 2 is a remote system, which

is not physically connected to the remainder of the

apparatus 1. Further, the transmitter system 2, in the

preferred embodiment, is not located in the motor Vehicle,

but rather, is located external from, and separate and apart

from, the motor vehicle. In the preferred embodiment, the

transmitter system 2 or transceiver, is designed to be

capable of transmitting signals over long distances, i.e.

tens, hundreds, and/or thousands of miles or farther. The

transmitter system 2 or transceiver, in the preferred

embodiment, is also capable of transmitting a multitude of

signals. As will be described below, this capability to

transmit a multitude of signals allows for the transmission

of a Variety of command codes, and of multiple command

codes, to the apparatus 1, which in turn, provides for an

apparatus which may provide for a multitude of responses in

the control and operation thereof.

In the preferred embodiment, the transmitter

system 2 or transceiver is a touch tone telephone which may

be a line-connected telephone, a cordless telephone and/or a

cellular or mobile telephone. As described hereinafter, the

transmitter system 2 may also be a home and/or a personal

computer, having associated telecommunication devices or
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other suitable peripheral device(s) such as a modem and/or a

fax/modem, or other personal communication device, which can

operate over an appropriate telecommunications system,

and/or other suitable communications systems, including

radio signal, optical, satellite and/or other communications

systems. The communications system utilized may operate

anywhere in the electromagnetic and/or radio spectrum. In

this regard, personal communication service (PCS) systems

and devices, including stationary, portable and/or hand—held

devices, may also be utilized. Digital signal

communications devices and systems may also be utilized.

Interactive and/or digital televisions, personal

communication devices, personal communication services (PCS)

devices, personal digital assistants, cellular telephones,

display telephones, video telephones, display cellular»

telephones and electronically equipped watches and/or other

devices and/or effects or accessories may also be utilized

for user interactive and/or display or output applications

and/or functions.

Applicant hereby incorporates by reference herein

the subject matter of U.S. Patent No. 5,081,667 which

teaches a system for integrating a cellular telephone with a

vehicle security system. Applicant also hereby incorporates
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by reference herein the subject matter of U.S. Patent No.

5,276,728 which teaches a remotely activated automobile

disabling system. Applicant further hereby incorporates by

reference herein the subject matter of U.S. Patent No.

5,113,427 which teaches a radio signal responsive Vehicle

device control system, and further, use of a personal

paging unit in a paging system for receiving a radio signal.

Applicant also hereby incorporates by reference herein the

subject matter of U.S. Patent No. 4,882,746, which teaches a

cordless telephone system. Applicant further hereby

incorporates by reference herein the subject matter of U.S.

Patent No. 5,138,649 which teaches a portable telephone

handset with remote control. Applicant further hereby

incorporates by reference herein the subject matter of U.S.

Patent No. 5,195,126 which teaches an emergency alert and

security apparatus and method.

Referring once again to Figure 1, the apparatus 1

also includes a receiver 3, for receiving the signals which

are transmitted by the transmitter system 2. The receiver 3

may be any receiver which is capable of receiving the remote

electrical, electronic, electromagnetic, and/or other

signals, which may be transmitted by the transmitter system

2. In the preferred embodiment, the receiver 3 is also
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capable of receiving any of a wide variety of signals,

and/or multitude of signals, which may be transmitted by the

transmitter system 2.

The transmitter system 2/receiver 3 combination,

of the apparatus 1 is implemented, in the preferred

embodiment, by a telephone/telephone beeper or pager system

which systems and related techniques are well known in the

telecommunications art. In such a telephone/telephone

beeper or pager system, the transmitter 2 can be any touch-

tone telephone which provides a user interface, in the form

of the touch—tone keypad or buttons, or the like, for

entering a data code or sequence, and which may provide a

means by which to transmit a signal, in response to the

entered data, to an appropriate receiver device which is

typically a telephone beeper or pager which may be serviced

by an appropriate communications system or service.

The receiver 3 or beeper or pager, or the

communication system which services same, in turn, provides

an indication, in the form of a signal transmission, back to

the transmitter 2 and, in particular, to the transmitter

receiver 2C, which signifies that a signal has been received

by the apparatus 1. The receiver 3 also generates data
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which is indicative of the signal, or a portion thereof,

which has been received. In this regard, in the preferred

embodiment, the receiver 3 is provided with its own

transmitter 3A, or the communication system or service which

services the receiver 3 may provide a transmitter (not

shown) as may be the case with certain pager systems, such

as and including two—way pager systems, for transmitting

signals back to the transmitter system 2. The receiver

3/transmitter 3A combination, in appropriate cases, may be

replaced with and/or implemented by a transceiver. The

receiver 3 and/or receiver 3/transmitter 3A combination or

transceiver may also be a cellular and/or mobile telephone

which can receive and transmit signals at and from a mobile

location.

It should be noted that the telephone/telephone

beeper or pager system, including two¥way pager systems, may

be replaced with any other type of transmitter/receiver

combination, electronic or otherwise, which provides for the

transmission and reception of a multitude of remote

electrical, electronic, electromagnetic, and/or other

suitable signals, over long distances and/or in a mobile

and/or a wireless communications environment. As noted‘

above, a personal computer system which may be adapted to
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such operation, or a personal communication device(s) or

personal communication services (PCS) device(s) may also be

utilized for, or in, any of the transmitter/receiver system

combinations described herein. Two way pagers may also be

utilized for any, or in any, of the transmitter/receiver

system combinations described herein.

In the preferred embodiment, upon receiving the

signal, the receiver 3, generates a distinct signal which

may be a digital, an electrical, an electronic and/or an

electromagnetic or other suitable signal, which signal is

indicative of the signal transmitted from the transmitter 2B

of the transmitter system 2 and received by the receiver 3.

At least a portion of the signal transmitted from

the transmitter system 2 to the receiver 3 may include a

valid access code, which accesses the receiver 3, and the

apparatus 1, which access code serves to provide for

security measures which may be taken in conjunction with the

use of the apparatus 1.

The apparatus 1 also includes a controller or a

CPU 4 (CPU) 4, which is electrically connected with the

receiver 3 and transmitter 3A and which receives, or reads,
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whichever the case may be, the digital signal or signals, or

portions thereof, which are received by the receiver 3

and/or generated by the receiver 3 in response to the

received signal. The CPU 4 may be any type of digital

processing device. In the preferred embodiment, the CPU 4

is implemented by a microprocessor. The CPU 4 also has

associated therewith a read only memory device (ROM) 5 and a

random access memory device (RAM) 6 for storing data which

is utilized by the apparatus 1. The data which is received

by the receiver 3 is processed by the apparatus 1 in the

manner described below.

The use of a microprocessor as the CPU 4 provides

for versatility in apparatus programmability, as well as

facilitates an apparatus which can be made as small in size

as possible. The CPU 4 may also be implemented by a micro-

computer, a mini-computer, or any other digital computer

device or system, along with the requisite associated memory

devices and other necessary and/or selected peripheral

devices. The functions of the CPU 4 may also be performed

by appropriately integrating the apparatus 1 with the

electronic command computer of the vehicle.

It should be noted that the provision of an
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apparatus 1, which is as small in size as possible, allows

for an apparatus which may be more easily installed and

concealed in the vehicle, so as to prevent its being located

and defeated by a car thief. It is also envisioned that the

apparatus 1 may be installed in the motor vehicle during the

vehicle's manufacture and/or assembly process so as to

insure that it will not be easily detectable or accessible

by a car thief. The more cancelable the apparatus, the less

likelihood that it could be located and defeated, It is

envisioned that the apparatus 1 and any associated circuitry

and/or wiring, may be designed into the motor vehicle so as

to be inaccessible to a thief.

The CPU 4 also has a transmitter 4A associated

therewith for transmitting signals to the transmitter system

2 or transceiver. In this manner, the CPU 4 of the

apparatus 1 may respond to a user data transmission,

command, or inquiry with a transmitted signal which may

include digital as well as other data and may also include

electronically synthesized voice data which is generated by

a Voice synthesizer 4B which is connected to the CPU 4 and

the transmitter 4A as shown in Figure 1. The transmitter 4A

and optional voice synthesizer 4B may be utilized so as to

provide information to an authorized user or operator which
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may include, but not be limited to, apparatus status,

vehicle operation status, and the status of each vehicle

system, equipment and/or device which is utilized in

conjunction with the apparatus as well as vehicle position

data.

The CPU 4 is electrically connected and/or linked

to the motor vehicle ignition system 7, which is located

externally from the apparatus 1. The CPU 4 may or may not

be connected and/or linked with the vehicle ignition system

7 through an ignition system interface 8 which is also shown

in Figure 1. The CPU 4 may transmit signals to, as well as

receive signals from, the vehicle ignition system 7. In

this manner, the CPU 4 and the vehicle ignition system 7,

may exchange information between each other. In this

manner, the CPU 4, upon receiving an appropriate signal from

the receiver 3, and upon the completion of the requisite

data processing routine, which will be described below, may

issue an electrical, an electronic, and/or any other

suitable signal, including a digital command signal, to the

vehicle ignition system 7. This electrical, electronic

and/or other suitable signal or digital command signal may

be one which will disable the vehicle ignition system 7 or

one which will re—enable or reset the vehicle ignition
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system 7. The CPU 4 may also interrogate the ignition

system 7 and/or receive data from the ignition system 7

which is indicative of ignition system status (i.e., whether

the ignition system 7 is on or off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the motor vehicle

fuel pump system 9 which is also located externally from the

apparatus 1. The CPU 4 may or may not be connected with the

vehicle fuel pump system 9 through a fuel pump system

interface 10 which is also shown in Figure 1. In the case

of an electrical or an electronic fuel pump system, the CPU

4 may provide an electrical, an electronic, and/or other

suitable signal, including a digital signal, which will

disable, re—enable, or reset the vehicle fuel pump system 9.

In the case of a mechanical fuel pump system, the

CPU 4 may provide an electrical, electronic, and/or other

suitable signal, including a digital signal, which will

disable or re—enable an electrical valve system, which may

be used to control the operation of the mechanical fuel pump

system. Whichever the case may be, the CPU 4 will be

capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable, to
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re—enable, or to reset the vehicle fuel pump system 9. The

CPU 4 may also interrogate and/or receive data from the fuel

pump system 9 which is indicative of fuel pump system status

(i.e., whether the fuel pump system 9 is on or off). The CPU

4 may also be electrically connected and/or linked to an

appropriate device (not shown) for controlling the operation

of a vehicle exhaust system device. The vehicle exhaust

system device may be a device for blocking the flow of

exhaust gases through the exhaust system.

The CPU 4, in the preferred embodiment, is also

electrically connected and/or linked to at least one or more
in1'

.(

of a vehicle equipment system or systems 11. The vehicle

equipment system or systems 11 are located externally from

the apparatus 1 and may or may not be connected and/or

linked to the CPU 4, via a vehicle equipment system or

systems interface 12 which may or may'not be required for

each one of the variety or multitude of the vehicle

equipment systems which may be utilized in conjunction with

the apparatus.

The vehicle equipment system or systems 11 may

include a loud siren or alarm, which may be located in the

passenger compartment of the motor vehicle and, which may
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produce a loud piercing sound so as to make it unbearable

for an intruder to remain inside the motor vehicle passenger

compartment. The vehicle equipment system 11 may also

include an external siren or alarm, which may produce a loud

piercing sound, which may be utilized to draw attention to

the motor vehicle. The vehicle equipment system 11 may also

include a horn, which may blare continuously or

intermittently, so as to also draw attention to the motor

vehicle. The vehicle equipment system(s) 11 may also

include the vehicle external light systems(s), which may

include the vehicle head lights, tail lights or flashers,

which may be constantly illuminated or which may blink on

and off repeatedly so as to draw attention to the motor

vehicle.

The vehicle equipment system(s) 11 may also

include a power door lock system, for securing the vehicle

passenger compartment so as to prevent an entry thereunto or

an exit therefrom. In addition, the vehicle equipment

system(s) 11 may include a hood locking system, such as a

mechanical hood locking system, for locking the vehicle hood

so as to prevent an unauthorized access into the vehicle

engine compartment so as to prevent any tampering with the

apparatus 1 or with other systems and/or components of the
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motor vehicle. The vehicle equipment system(s) 11 can also

include "smart" windows which turn opaque and/or darker

depending upon interior lighting.

The vehicle equipment system(s) 11 may also

include any one or more of the widely known vehicle anti-

theft systems and may also include a vehicle recovery system

or device, including a homing and/or a tracking device or

system, each of which system(s) may be activated and/or

controlled by the apparatus 1 of the present invention.

The vehicle equipment system(s) 11 may also

include video recording and/or photographing equipment,

which may include video recording device(s) and/or a

camera(s), such as those utilized in conjunction with

personal computers, televisions, digital televisions,

interactive televisions, display telephones, video

telephones, and/or other communication devices, including

personal communication devices, or a still picture

camera(s). The video recording device(s) or camera(s) may

be digital recording devices or cameras or other suitable

devices or cameras, including typical video recording

devices or cameras. The video recording device(s) or

camera(s), in a preferred embodiment, has associated
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therewith a transceiver or transmitter/receiver system for

transmitting video images recorded by the video recording

device(s) or camera(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

video recording device(s) or camera(s).

The Video recording device(s) or camera(s) may be

located at any location on the interior of the vehicle such

as, for example, in the dashboard of the vehicle so that the

user or operator, or any other authorized individual, may

observe and/or photograph the driver of the vehicle, or the

occupants and/or cargo of the vehicle. The video

recording(s) or camera(s) may also be located on the vehicle

exterior. The video recording device(s) or camera(s) may

have wide angles for maximum angular viewing and may also be

pivotable and/or movable. The video device(s) or camera(s)

can be moveable along a track or other guiding device or

element so that the respective video recording device or

camera can be moved along the vehicle interior or exterior.

The video recording device(s) or camera(s) may record and/or

transmit the recorded video and/or the picture(s) in real

time and/or live. The video recording device(s) or

camera(s) may also be equipped with a storage medium, for
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storing the recorded video and/or picture(s), and a

transmitter or transceiver for transmitting the stored video

and/or picture(s) to the user or operator at a later time.

In this manner, real-time, as well as deferred, video and/or

picture(s) transmissions may be provided.

The vehicle equipment system(s) 11 may also

include audio recording equipment, which may include audio

recording device(s) such as microphones and/or tape

recorders, such as those utilized in conjunction with

personal computers, televisions, digital televisions,

interactive televisions, telephones, cellular telephones,

display telephones, video telephones, and/or other

communication devices, including personal communication

devices. The audio recording device(s) may be digital audio

recording devices or other suitable audio devices including

typical audio recording devices. The audio recording

device(s), in a preferred embodiment, has associated

therewith a transceiver or transmitter/receiver system for

transmitting the recorded audio to the user or operator and

for receiving signals such as, for example, control signals,

by which the user or operator may exercise control over the

audio recording device(s).
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The audio recording device(s) may be located at

any location on the interior and/or exterior of the vehicle

so that the user or operator, or any other authorized

individual, may hear what is transpiring, and/or what has

transpired, inside and/or outside the vehicle. The audio

recording device(s) may also be pivotable and/or movable.

The audio recording device(s) microphone(s) can be moveable

along a track or other guiding device or element so that the

respective audio recording device or microphone can be moved

along the vehicle interior or exterior. The audio recording

device(s) may record and/or transmit the recorded audio in

real time and/or live. The audio recording device(s) may

also be equipped with a storage medium, for storing the

recorded audio, and a transmitter or transceiver for

transmitting the stored audio at a later time. In this"

manner, real—time as well as deferred audio transmissions

may be provided.

The vehicle equipment system(s) 11 may also

include an intercom system or device or telephone, cellular,

digital or otherwise, for providing a means by which to

allow the user or operator, or other authorized operator, to

communicate with the operator and/or occupants of the

vehicle over a designated communication line. The vehicle
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equipment system 11 can also include video conferencing

devices and/or equipment for enabling the vehicle occupants

and/or individuals inside the vehicle, outside the vehicle,

and/or in the vicinity of the vehicle, to engage in and/or

partake in video conferences and/or video conferencing with

others via a communication network.

The vehicle equipment system(s) 11 can also

include the vehicle battery or batteries, vehicle fuel cell

or fuel cells, battery monitoring equipment, battery charge

level, fuel cell output, fuel cell fuel supply, fuel cell

temperature measuring device, fuel cell by-product (i.e.

water or other by—product, heat, etc.) measuring device,

fuel cell output measuring device (i.e. voltmeter, ammeter,

current measure, power meter, etc.), an air bag deployment

device, an air bag deployment detection device, a vehicle

dashboard display device, a gyroscope for measuring vehicle

pitch, roll, yaw, or attitude, a gyrocompass for measuring

direction of travel, a vehicle data recorder and/or a

vehicle operation data recorder, a navigation system, a

navigation control and/or monitoring system, an automatic

pilot, a radar system, a vehicle voice recorder, a vehicle

voice recorder control and/or monitoring device, an

emergency oxygen control and/or monitoring device, an
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emergency oxygen deployment detection device, an air bag

deployment device, an air bag deployment detection device,

and/or a vehicle control console display device.

The vehicle equipment system(s) 11 may also

include monitoring device(s) for reading and/or monitoring

the status and/or condition of any of the vehicle fuel

supply, water and/or coolant supply, electrical generator

and/or alternator operation, battery charge level, fuel cell

electrical power output, fuel cell fuel supply level, fuel

cell operating temperature, fuel cell by-product output

level, and/or engine temperature level and/or any other

vehicle operation and/or system function and/or vehicle

equipment system(s) operating status and/or condition. The

monitoring device(s), in a preferred embodiment, has

associated therewith a transceiver or transmitter/receiver

system for transmitting data and/or information recorded

and/or read by the monitoring device(s) to the user or

operator and for receiving signals such as, for example,

control signals, by which the user or operator may exercise

control over the monitoring device(s).

The vehicle equipment system(s) 11 may also

include communication devices, such as two-way radios,
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radios, televisions, navigational devices and/or equipment,

fire extinguishing equipment, radar devices and equipment,

emergency and/or distress signal equipment, and any

electrical, electronic and/or otherwise activated appliances

and/or equipment which may be utilized in a vehicle.

Appliances may include household appliances such as

refrigerators, stoves, air conditioners, ovens, microwave

ovens, lighting systems, etc. The vehicle equipment

system(s) 11 may also include electrical and/or

electronically controlled dead bolt locking devices for use

on doors, windows, hood, trunk and/or in conjunction with

any other opening components and/or components for gaining

access to various locations on and/or in, and/or any

systems, devices, and/or components of, the vehicle.

The vehicle equipment system(s) 11 may also

include a wheel and/or brake locking device or mechanism.

The vehicle equipment systems may also include hydraulic

and/or pneumatic equipment and/or other equipment, including

winches, etc, which may be remotely activated as described

herein. The vehicle equipment system(s) 11 may also include

vehicle communication devices including, but not limited to

radios, televisions and entertainment devices, two—way

radios, cellular telephones and equipment, etc. The vehicle
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equipment system(s) 11 may also include systems for

detecting failures in any of the above, or any other,

equipment systems and report such failure(s) to the user or

operator whether he or she is operating the vehicle or is

not in the vehicle and/or for reporting such failures to a

central office.

The vehicle equipment system(s) 11 can also

include the vehicle command computer which is utilized to

control and/or to the various electronic, electrical,

mechanical, and/or electromechanical systems, components,

devices, of the vehicle. The command computer can control

and monitor any of the systems, components, and/or devices,

of the vehicle, including, but not limited to, the ignition

system, the fuel system, fuel injection system, electrical

systems for ignition, lights, horn, door locks, exhaust

system, windows, fuel pump, oil pump, engine timing device,

battery, fuel cells, fuel supply device, video recording

equipment, audio recording equipment, vehicle integrated

positioning device, tire pressure indicator, and/or any

other system, device, or component which can be controlled

and/or monitored by the command computer.

The command computer can transmit control signals
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and/or status request signals to any of the herein-described

vehicle systems, components and/or devices so as t

respectively control and/or monitor the operating status

and/or condition of the respective system, component and/or

device. The command computer can also receive signals from

the respective systems, devices and/or components, with said

signals containing data and/or information concerning the

operating status, operating state, and/or condition, of the

respective systems, devices and/or components. The command

computer can be utilized so as to control, monitor, and/or

provide diagnostic information for any of the Vehicle

systems, components, and/or devices, which are controlled

and/or monitored with the command computer.

The vehicle equipment system(s) 11 can also

include wear and/or usage indicators and/or detection

devices which can be connected with either the command

computer and/or the central processing computer and which

can be utilized so as to monitor the wear and/or usage of

any of the herein—described electronic, electrical,

mechanical, and/or electro—mechanical, systems, devices,

and/or components.

The vehicle equipment system(s) 11 can also
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include automatic control devices for controlling and/or

monitoring vehicle systems and/or devices for vehicle

movement and/or motion, such as, but not limited to, vehicle

transmission system for controlling vehicle forward and/or

reverse direction of movement, vehicle acceleration system

for controlling speed of movement, vehicle braking system

for controlling vehicle braking, vehicle steering system for

steering the vehicle, and/or any other system and/or

component for controlling and/or for effecting remote-

control over the movement and/or the motion of the vehicle.

In the case of commercial, industrial, and/or farm

and/or construction equipment, drilling equipment, mining

equipment, excavating equipment, and/or other commercial

equipment, the vehicle equipment system(s) 11 may also

include loading and/or unloading mechanisms, cutting

mechanisms, bailing mechanisms, winches and any and all of

the various systems and devices utilized in conjunction with

these vehicles and/or equipment.

In any and/or all of the embodiments described

herein, the systems, equipment systems, subsystems, devices,

components, and/or appliances, of and/or utilized in any of

the respective vehicles, motor vehicles, boats, marine
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vessels, airplanes, aircraft, and/or recreational vehicles,

can include and/or can utilize the teachings and/or the

subject matter of the following U.S. Patents, the subject

’ matter and teachings of which are hereby incorporated by

reference herein and form a part of the disclosure of this

patent application: U.S. Patent No. 6,009,356 which teaches

and discloses a wireless transducer data capture and

retrieval system for aircraft; U.S. Patent No. 6,002,972

which teaches and discloses a method and apparatus for

measuring forces based upon differential pressure between

surfaces of an aircraft; U.S. Patent No. 5,974,349 which

teaches and discloses remote, aircraft, global, paperless

maintenance; U.S. Patent No. 5,969,953 which teaches and

discloses a stacked memory for flight recorders; U.S. Patent

No. 5,890,079 which teaches and discloses a remote aircraft

flight recorder and advisory system; U.S. Patent No.

5,845,240 which teaches and discloses selective recall and

preservation of continuously recorder data; U.S. Patent No.

5,841,638 which teaches and discloses a stacked memory for

flight recorders; U.S. Patent No. 5,826,827 which teaches

and discloses and air—chute safety system; U.S. Patent No.

5,796,612, which teaches and discloses a method for flight

parameter monitoring and control; U.S. Patent No. 5,761,625

which teaches and discloses reconfigurable algorithmic
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networks for aircraft data management; U.S. Patent No.

5,756,934 which teaches and discloses 5,737,222 which

teaches and discloses an apparatus for measuring lift forces

based upon differential pressure between surfaces of an

aircraft; U.S. Patent No. 5,627,753 which teaches and

disclose a method and apparatus for recording data on

cockpit Voice recorder, U.S. Patent No. 5,457,630 which

teaches and disclose a system for onboard lift analysis and

apparatus therefor; U.S. Patent no. 5,331,577 which teaches

and discloses an aircraft wing position indicator; U.S.

Patent No. 5,283,643 which teaches and discloses a flight

information recording method and device for aircraft; U.S.

Patent No. 5,260,874 which teaches and discloses an aircraft

flight emulation test system; U.S. Patent No. 5,239,468

which teaches and discloses automated helicopter maintenance

monitoring; U.S. Patent No. 4,729,102 which teaches and

discloses an aircraft data acquisition and recording system;

U.S. Patent No. 4,682,292 which teaches and discloses a

fault tolerant flight data recorder; U.S. Patent No.

4,660,145 which teaches and discloses a system for

compressing aircraft flight data utilizing a multilevel time

format; U.S. Patent No. 4,660,145 which teaches and

discloses a system for compressing aircraft flight data

utilizing a multilevel time format; U.S. Patent No.
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4,656,585 which teaches and discloses an aircraft flight

data recorder data acquisition system; U.S. Patent No.

4,644,494 which teaches and discloses a solid state memory

for aircraft flight data recorder systems; U.S. Patent No.

4,604,711 which teaches and disclose an aircraft fight data

display system; U.S. Patent No. 4,470,116 which teaches and

‘discloses a digital flight data recording system; U.S.

Patent No. 4,409,670 which teaches and disclose a solid-

state digital flight data recorder; U.S. Patent No.

4,378,574 which teaches and discloses a digital data

recorder and method; U.S. Patent No. 5,719,771 which teaches

and discloses a system for mapping occurrences in a

transport route; U.S. Patent No. 4,785,404 which teaches and

discloses beating and passage time optimization computer

navigation system for sailing vessels; U.S. Patent No.

4,775,028 which teaches and discloses a method and system

for depth sounding; U.S. Patent No. 4,454,583 which teaches

and discloses a navigation system; U.S. Patent No. 4,138,567

which teaches and discloses a shipboard apparatus for

measuring ocean currents; U.S. Patent No. 4,050,301 which

teaches and discloses an electromagnetic water current meter

with synthetic direction field; U.S. Patent No. 5,988,645

which teaches and discloses a moving object monitoring

system; U.S. Patent No. 5,982,048 which teaches and
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discloses a procedure for connecting a status detection

device of a passive safety system for motor vehicles to a

control unit; U.S. Patent No. 5,974,349 which teaches and

discloses a remote, aircraft, global, paperless maintenance

system; U.S. Patent No. 5,948,026 which teaches and

discloses an automotive data recorder; U.S. Patent No.

5,917,434 which teaches and discloses an integrated

taximeter/GPS position tracking system; U.S. Patent No.

5,897,602 which teaches and discloses a car navigation

system; U.S. Patent No. 5,895,440 which teaches and

discloses a battery monitor and cycle status indicator; U.S.

Patent No. 5,892,437 which teaches and discloses an on—board

brake warning device for air brake equipped vehicles; U.S.

Patent No. 5,890,079 which teaches and discloses a remote

aircraft flight recorder and advisory system; U.S. Patent

No. 5,877,707 which teaches and discloses a GPS based seat

belt monitoring system & method for using same; U.S. Patent

No. 5,862,500 which teaches and discloses an apparatus and

method for recording motor vehicle travel information; U.S.

Patent No. 5,815,093 which teaches and discloses a

computerized vehicle log; U.S. Patent No. 5,896,020 which

teaches and discloses a laser based speed and accident

reconstruction measuring apparatus and method; U.S. Patent

No. 5,798,647 which teaches and discloses a diagnostic test
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controller apparatus; U.S. Patent No. 5,796,612 which

teaches and discloses a method for flight parameter

monitoring and control; U.S. Patent No. 5,791,441 which

teaches and discloses a brake failure monitoring system;

U.S. Patent No. 5,547,149 which teaches and discloses an

aircraft airbag protection apparatus and method; U.S. Patent

No. 5,526,269 which teaches and discloses a digital

operation recorder; U.S. Patent No. 5,497,419 which teaches

and discloses a method and apparatus for recording sensor

data; U.S. Patent No. 5,446,659 which teaches and discloses

a traffic accident data recorder and traffic accident

reproduction system; U.S. Patent No. 5,313,201 which teaches

and discloses a vehicular display system; U.S. Patent No.

5,239,674 which teaches and discloses a method for

transferring private data transmissions from a trucking

communication system to a cellular communication; U.S.

Patent No. 5,224,211 which teaches and discloses a method

and apparatus for non-contact extraction of on—board vehicle

trip recorders; U.S. Patent No. 5,128,874 which teaches and

discloses am inertial navigation sensor integrated obstacle

detection system; U.S. Patent No. 5,115,678 which teaches

and discloses a method of checking the function of a driving

wheel slip control system; U.S. Patent No. 5,068,656 which

teaches and discloses a system and method for monitoring and
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reporting out—of-route mileage for long haul trucks; U.S.

Patent No. 5,065,321 which teaches a solid state event

recorder; U.S. Patent No. 5,058,423 which teaches and

discloses a method of checking the functioning of a driving

wheel slip control system; U.S. Patent No. 5,058,423 which

teaches and discloses a method of checking the functioning

of a driving wheel slip control system; U.S. patent No.

5,056,056 which teaches and discloses a data recorder

including a recirculating non—volatile memory; U.S. Patent

No. 4,958,454 which teaches and discloses a data recorder;

U.S. Patent No. 4,931,793 which teaches and discloses a

system for providing a warning when vehicles approach a

common collision point; U.S. Patent No. 4,853,850 which

teaches and discloses a vehicle computer diagnostic

interface apparatus; U.S. Patent No. 4,835,546 which teaches

and discloses an electronic data recorder apparatus and

method; U.S. Patent No. 4,775,028 which teaches and

discloses a method and system for depth sounding; U.S.

Patent No. 4,677,429 which teaches and discloses a vehicle

information on-board computer; U.S. Patent No. 4,673,937

which teaches and discloses an automotive collision

avoidance and/or air bag deployment radar; U.S. Patent No.

4,638,289 which teaches and discloses an accident data

recorder; U.S. Patent No. 4,602,127 which teaches and
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discloses a diagnostic data recorder; U.S. Patent No.

4,454,583 which teaches and discloses a navigation system;

U.S. Patent No. 4,337,651 which teaches and discloses an

apparatus for measuring and indicating braking vehicle

speeds; U.S. Patent No. 4,263,945 which teaches and

discloses an automatic fuel dispensing control system; U.S.

Patent No. 4,258,421 which teaches and discloses a vehicle

monitoring and recording system; U.S. Patent No. 4,236,215

which teaches and discloses a vehicular data handling and

control system; U.S. Patent No. 4,201,908 which teaches a

measurement and recording apparatus and system; U.S. Patent

No. 4,156,286 which teaches and discloses a solid state data

recorder; and U.S. Patent No. 4,137,553 which teaches and

discloses a method and apparatus for magnetically recording

vehicle running conditions.

As noted above, the use of any one or more of the

vehicle equipment system or systems 11, and their associated

interface devices 12, may be optional and may further

include any other systems and/or devices which may, or are,

utilized in and/or in conjunction with any of the above

noted or envisioned vehicles. The vehicle equipment

system(s) 11, especially when the apparatus is utilized in

conjunction with law enforcement and/or military vehicles,
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may also include guns and/or weapon systems and/or self

defense systems and electronic warfare systems.

The vehicle equipment system or systems 11

receives signals from the CPU 4, which signals serve to

activate or de-activate, or vice versa, whichever the case

may be, the respective vehicle equipment system(s) 11 which

are utilized in conjunction with the apparatus 1. The

vehicle equipment system(s) 11 may also include any other

suitable vehicle system or equipment, device or feature

which may be utilized to draw attention to the motor vehicle

and/or in some other way impede the vehicle theft. It

should be noted that any of the interface devices 8, 10 and

12 may include any of the requisite interfacing circuitry

which may be necessary to facilitate CPU 4 control over the

respective systems which may be utilized.

The apparatus 1 also includes a vehicle position

and locating device 13 which may be utilized in order to

determine the position and/or the location of the vehicle.

The vehicle position and locating device 13 can be utilized

so as to determine the position of the vehicle anywhere in

the world and provide for the transmission of vehicle

position and/or location data to any appropriate system
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receiver so that the vehicle may be located and/or tracked

and recovered. In the preferred embodiment, the vehicle

position and locating device 13 includes and utilizes a

global positioning device and an associated transmitter for

transmitting position and/or location data to the authorized

user or operator and/or to an authorized office or agency

authorized to receive and/or to monitor such data

transmissions. Applicant hereby incorporates by reference

herein the subject matter and teachings of U.S. Patent No.

5,959,577 which discloses a method and structure for

distribution of travel information using network.

The apparatus 1 also includes a vehicle position

and locating system receiver 14, which may be employed by

the authorized user or operator and/or by the authorized

office or agency, for receiving and/or processing the data

which is transmitted from the vehicle position and locating

device 13 as will be described in more detail hereinbelow.

The apparatus 1 may also comprise a corresponding user

interface device (not shown) for use in conjunction with the

vehicle position locating system.

While the preferred embodiment, as illustrated in

Figure 1, describes certain connections between various
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components and/or devices of the apparatus as being made by

a direct and/or a wired electrical connection, it is noted

that any direct and/or wired electrical connection(s)

between any of the components and/or devices described

herein, may be replaced with wireless devices, wireless

communication devices, equipment, links and/or linkups,

along with their respective and associated technologies

and/or devices, which wireless devices and technologies are

known and the teachings of which are incorporated by

reference herein.

Figure 2 illustrates the vehicle position and

locating device 13 of Figure 1 illustrating the main

components thereof in block diagram form. The vehicle

position and locating device 13, in the preferred

embodiment, includes a positioning system computer 21 and a

global positioning device 22 with associated global

positioning system receiver 23. The positioning system

computer 21 includes a CPU 4 (CPU) (not shown) and

associated read only memory (ROM) device (not shown) and

random access memory (RAM) device (not shown).

The vehicle position and locating device 13 also

includes a position data transmitter 24, for transmitting
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the vehicle position and/or location data to the vehicle

position system receiver 14. The vehicle position and

locating device 13 also includes a data base 25 which

contains digital and/or digitized map data, which can be

utilized to determine the geographical position of the

vehicle from the calculated "raw" position data obtained

from the global positioning device 22. In this regard,

vehicle location on a map and/or street location may be

obtained.

As will be described in more detail below, the

positioning system computer 21 controls the operation of the

vehicle position and locating device 13, including the

operation of the global positioning device 22. The global

positioning system receiver 23 receives the necessary

signals from the global positioning satellites and/or

satellite system(s) which are located in orbit above and

around the earth. The signals which are received by the

receiver 23 are processed by the global positioning device

22, in a manner which is well-known to those skilled in the

global positioning art. Once the vehicle position data or

"raw" data is calculated, the data is transmitted to, or

read by, the positioning system computer 21.
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Vehicle position and/or location data can then be

transmitted to the vehicle position system receiver 14 which

may be located at, or accessible to, the authorized user or

operator and/or at the location of an authorized office or

agency, such as at a central security office or agency or

local or regional law enforcement office or agency, which is

duly authorized to receive the vehicle position and/or

location data for the vehicle.

Vehicle position and/or location data is

transmitted by the transmitter 24 which, in the preferred

embodiment, is a radio signal transmitter or a broadcast

transmitter. The transmitter 24 may also be a cellular or

mobile telephone or wireless or other communication device

which is programmed to call and transmit the data to the

vehicle position system receiver 14. The transmitter 24 may

also be a digital signal transmitter or any other suitable

transmitter. The global positioning data could also be

obtained by the user or operator by directly "calling" the

system receiver 14 and/or the CPU 4 of the apparatus 1.

In the preferred embodiment, the transmitter 24

includes a radio signal transmitter for transmitting vehicle

position and/or location data to the vehicle position system
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receiver 14, which may be at a location of the authorized

user or operator and/or at a central security office or

agency or at a local or regional law enforcement office or

agency as will be described in more detail hereinbelow. In

this regard, the vehicle position system receiver 14

includes a radio signal receiver which is tuned to receive

the signals which are transmitted by the transmitter 24. If

the transmitter 24 is a cellular or mobile telephone or

other personal communication device, the system receiver 14

could be equipped with an associated cellular or mobile

telephone or personal communication device or other suitable

device, which can be used in conjunction with the cellular

or mobile telephone transmitter. Digital communication

transmitter/receiver combinations and/or transceivers may

also be utilized.

The vehicle position and locating device 13 may

also have its operation programmed so as to perform updated

global positioning calculations, continuously,

intermittently, at regular intervals and/or in any other

suitable manner, so as to provide for a tracking of a

vehicle movement. The vehicle positioning system computer

21, in the preferred embodiment, contains digital and/or

digitized map data stored in database 25 for ascertaining
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the geographical position of the vehicle from the calculated

global positioning data ("raw" data) which is calculated by

the global positioning device 22. In this manner, the

calculated global positioning data, and/or processed

geographical position data, can be provided for ascertaining

vehicle position and/or location and, if appropriate, for

ascertaining vehicle movement such as by monitoring and/or

tracking vehicle position as it is updated.

The vehicle position system receiver 14 may be

.iiiii:if. equipped with an appropriate computer system which also
"''3“

includes a digital and/or digitized map database for

determining geographical location (i.e. map location, street

location, or any other data which may be correlated and/or

processed with the positioning data, etc ), from the

received global positioning data, at the location of the

receiver 14. The system receiver 14 may also be equipped

with an alphanumeric pager device which can simply receive

the position data and/or the geographical position data from

an appropriately designed transmitter 24.

Figure 3 illustrates the vehicle position and

locating system receiver 14 of Figure 1 illustrating the

components thereof in block diagram form. In Figure 3, the
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system receiver 14 includes a receiver 30 for receiving the

data transmitted by the transmitter 24 of the vehicle

position and locating device 13. In the preferred

embodiment, the receiver 30 may be a radio signal receiver,

a telephone, telecommunication and/or other system receiver,

depending upon the type of transmitter which utilized for

the transmitter 24. It is also important to note that the

receiver 30 may be a personal communication system or

personal communication services (PCS) receiver or device.

The receiver 30 may also be a satellite dish receiver or a

digital signal receiver.

The vehicle position and locating system receiver

14 also includes a computer 31 for controlling the operation

of the system receiver 14. The positioning system receiver

computer 31 includes a CPU 4 (CPU) (not shown) and

associated read only memory (ROM) device(s) (not shown) and

random access memory (RAM) device(s) (not shown). The

computer 31 is connected to the receiver 30 for receiving

and/or for reading the vehicle position and/or location data

which is transmitted by the transmitter 24 and received by

the receiver 30.

The system receiver 14 also includes a user
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interface device 32, which may include a keyboard or a

pointing device such as a mouse, a display device 33 such as

a display monitor, an output device 34 such as a printer and

a database 35 such as a data base containing digital and/or

digitized map data for use in determining geographical

position of a vehicle from the "raw" position data. The

vsystem receiver 14 may also comprise a transmitter 36 for

sending data and/or signals to the vehicle position and

locating device 13 and/or for transmitting signals to the

CPU 4 and/or to the transmitter receiver 2C.

The system receiver 14 may also be implemented by

utilizing a home and/or a personal computer which may be

utilized with an associated receiver 30 or equivalent

peripheral device(s). In the case of a home and/or a

personal computer, the data received from the vehicle

position and locating device 13 may be input into the

computer, from the receiver 30, by any one of the well known

methods and techniques for inputting data into a home and/or

a personal computer from such an appropriate peripheral

device(s). In cases wherein a telephone signal and/or a

personal communication device or personal communication

services (PCS) devices are utilized, a fax/modem or other

suitable device may be utilized to send, and/or to receive,
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data to, and from, the vehicle position and locating device

13. A television, appropriately equipped to receive and/or

to transmit signals may also be utilized. It is also

envisioned that digital televisions, interactive

televisions, personal communications devices, personal

communications services (PCS) devices, personal digital

assistants, display telephones, electronically equipped

watches, cellular telephones and/or display cellular

telephones may also be utilized.

It is also important to note that the transmitter

system 2 or transceiver and the vehicle position and

locating system receiver 14 may be implemented by utilizing,

and therefore replaced by, a home and/or a personal.computer

having the configuration illustrated in Figure 4. Figure 4

illustrates a block diagram of a computer system which

provides all of the functions of, and/or for, the

transmitter 2 or transceiver and the vehicle position and

locating system receiver 14. In Figure 4, the home and/or

personal computer, which is denoted by the reference numeral

150 includes a CPU 151 with associated read only memory

(ROM) device 161 and random access memory (RAM) device 162,

a user interactive or interface device 152 which includes a

keyboard and/or a pointing device, a display device 153
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which may be a display monitor, an output device 154 which

may be a printer, and a database 155 which may contain

access code and command code data as well as digital and/or

digitized map data.

The computer 150 also includes a transmitter 156

for transmitting data to the receiver 3 and/or the CPU 4 and

a receiver 157 for receiving data from the receiver

transmitter 3A and/or the CPU 4. The computer 150 also

includes a receiver 158 for receiving data from the vehicle

position and locating device 13 and a transmitter 159 for

transmitting data to the vehicle position and locating

device 13. In the embodiment of Figure 4, data may be

transmitted to and received from the computer 150 by using

any of the conventionally known communication systems such

as by utilizing radio signal communication devices,

telecommunication devices, optical communication devices,

satellite communication devices, and/or personal

communication devices and/or personal communication services

(PCS) devices, or any other suitable communications devices,

including any of the types of devices described above. In

the case of telecommunication devices, a fax/modem for

sending and receiving data may be utilized in the computer

150. Digital communication devices may also be utilized.
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Figure 5A illustrates the apparatus of Figure 1

wherein the computer 150 of Figure 4 is utilized as a

substitute device for, and for performing the functions of,

the transmitter 2 or transceiver and the vehicle position

and locating system receiver 14.

In another preferred embodiment, the apparatus 1

can be utilized in conjunction with a computer so that the

authorized user or operator can utilize the apparatus over

an on—line service and/or on, or over, the Internet and/or

the World Wide Web and/or other suitable communication

.NHfi;w” network or medium.
E
E

i;:L?

Figure 5B illustrates another preferred embodiment.1iiilii
wherein the apparatus 1 is utilized in conjunction with an

on—line service and/or on, or over, the Internet and/or the

World Wide Web and/or other suitable communication network

or medium. In Figure 5B, the various transmitters of the

apparatus 1, including the receiver transmitter 3A, the CPU

transmitter 4A and the vehicle position and locating device

transmitter 24, transmit their respective data transmissions

to a receiver 500 associated with an on—line service or

internet computer system or computer server 510 (hereinafter
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"server") which is specifically dedicated to the task of

providing control over and/or monitoring the vehicle, the

apparatus 1 and/or any one or more of the vehicle systems

which are controlled and/or monitored by the apparatus 1.

The server 510 can also perform vehicle monitoring, tracking

and/or recovery functions. The server 510 also has

associated therewith, and connected and/or linked thereto, a

receiver 511 and a transmitter 512, for receiving and
\

transmitting, respectively, all of the respective signals

utilized for the complete and effective operation of the

apparatus 1. The server 510 may be utilized in conjunction

with an associated Web Site 520.

In the embodiment of Figure 5B, the authorized

user or operator may transmit data directly to the apparatus

1 via the home and/or personal computer 150. The authorized

user or operator may also transmit data directly to the

server 510 over an appropriate communication network or

medium.

By using the computer 150 in conjunction with an

appropriate communication medium, the authorized user or

operator may then access the dedicated server 510 such as

on—line and/or via the Web Site 520 and thereby receive any
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and all of the above—described data from the server 510 over

the on—line service and/or on, or over, the Internet and/or

the World Wide Web and/or other suitable communication

network or medium. The authorized user or operator may also

enter command codes and other data so as to provide control

over the apparatus 1 via the server 510. The dedicated

server 510 may be accessed via the associated Web Site 520.

The dedicated server 510 may also process the data obtained

by the apparatus 1 in any appropriate manner, if desired.

The authorized user or operator may also access and provide

control over the apparatus 1 via the server 510.

Applicant also hereby incorporates by reference

herein all of the methods and/or techniques for providing

information and/or data over on—line services and/or on, or

over, the Internet and/or the World Wide Web or other

suitable communication network or medium, along with

client/server and/or Web Site technology and methods and/or

techniques utilized in conjunction therewith, which are

known as of the filing date of this application. Any and/or

all data and/or information can be transmitted utilizing

TCP/IP protocols and/or other communication protocols.

Applicant hereby incorporates by reference herein the

subject matter and teachings of Business Data
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Communications, Raymond R. Panko, Prentice Hall, 1997. In

this regard, the authorized user or operator may utilize the

apparatus to its fullest capabilities over an on-line

service and/or on, or over, the Internet and/or the World

wide Web or other suitable communication network or medium.

In this manner, the embodiment of Figure 5B may allow the

authorized user or operator to utilize the apparatus and/or

to monitor the operation of the apparatus over the on-line

service and/or on, or over, the Internet and/or the World

Wide Web from any suitable computer and/or from any

location.

diagram illustrated in Figure 6, which flow oiagram

illustrates a preferred embodiment n~ hod for utilization of

the apparatus 1. The metuca of the present invention may be

implemented as a o puter program or software program which

is utiliz:a in conjunction with the CPU 4. The computer

pro-.am or software program may be programmable so as to
r

00

Upon the occurrence, or the discovery thereof, of

the theft of a motor vehicle, or simply to monitor vehicle
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status or location, the authorized user or operator of the

vehicle may activate the apparatus 1 by entering an access

code into the transmitter interface 2A which, as noted

above, may be a touch tone telephone keypad. The entry of a

Valid access code will activate a signal transmission from

the transmitting device 2B in a manner similar to that of

making a telephone call. In the preferred embodiment, the

above sequence of events may occur by the authorized user or

operator simply utilizing a touch—tone telephone, which may

be a public pay telephone, a private telephone, a line

telephone, a cordless or wireless telephone, or a cellular

or mobile telephone, and by entering in the pre—determined

access code which is assigned to the particular apparatus 1.

In the case of a touch—tone telephone/telephone

beeper or pager system, wherein the beeper or pager is the

receiver 3 in the apparatus 1, this access code would

typically be a code which would comprise a given telephone

area code and telephone number assigned to, or programmed

for, the beeper or pager (receiver 3).

Upon receiving the transmitted signal, the

receiver 3, or beeper or pager, or the communication system

servicing the beeper or pager, will typically generate, via
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transmitter 3A or by another appropriate device, which may

or may not be an integral part of the receiver 3, a signal,

electrical or otherwise, which is indicative of the receiver

3 having received the signal from the transmitter 2 and

which further indicates that the receiver 3 has been

accessed. In the case of a communication system or service

which services the beeper or pager, the transmitter 3A may

be located externally from the apparatus 1 and may be linked

to the receiver 3 via the communication link which services

the receiver 3 (i e., the beeper or pager communications

service system).

The received access signal is also sent to, or

read by, the CPU 4 so as to alert the CPU 4 that the

receiver 3, and the apparatus 1 have been accessed. The

receiver 3, or the communication system servicing the

receiver (beeper or pager), will then transmit a signal, via

its transmitter 3A, to the transmitter receiver 2C which is

indicative of the fact that the receiver 3, and the

apparatus 1, have been accessed. This signal which is

transmitted to the transmitter receiver 2C usually takes the

form of an audible tone at the telephone headset which

typically occurs when it is desired to communicate with a

beeper or pager device.
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The above sequence is analogous to the operation

of a telephone/telephone beeper or pager system wherein,

when the beeper or pager, or the communication system

servicing the beeper or pager, has answered the call, the

beeper awaits entry of a telephone number or code by the

caller. The signal indication by the receiver 3 will then

be followed by a period of silence during which period, the

authorized user or operator may enter the desired command

code data or command code, which may include a vehicle

disable command code, a vehicle re—enable or reset command

code, a cancel code, or any other suitable command code by

u:33|6121..
which the authorized user or operator may exercise control....:2..

.

.

as

i-.3

over the apparatus 1. The authorized user or operator may

then enter the code or number sequence into the transmitter

interface 2A or, in this case, the telephone keypad.

In a case when the motor vehicle has been stolen,

the command code may be a vehicle disable command code. It

should also be noted that a vehicle re—enable or reset

command code, or any other suitable command code, which

would represent a function or operation to be performed by

the apparatus 1, may also be entered, as the circumstances

may require, at this time. The command code is then
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transmitted from the transmitting device 2B of the

transmitter system 2 and is received by the receiver 3 or

beeper or pager. In the preferred embodiment, a command

code received signal is then transmitted back to the

transmitter system 2, via the receiver 3, or communication

system, transmitter 3A, which provides an indication, to the

authorized user or operator, that the command code has been

received by the apparatus 1.

The command code data is then transmitted to, or

read by, the CPU 4 for command code identification and for

further processing, if necessary. In this manner, an

authorized user or operator, upon learning of the theft of

the vehicle, or simply attempting to ascertain the status

and/or location of the vehicle, may easily access or

activate the apparatus 1 by simply utilizing the nearest
I

touch—tone telephone and by "calling up" the apparatus 1.

I

The telephone/telephone beeper system, described

above, may be replaced with any remote transmitter/receiver

system, such as by a remote transmitter, i.e., a television-

type remote control unit, which control unit would require a

user interface feature and which has the capability to

remotely transmit a multitude,of signals over long distances
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to an associated receiver. A two-way pager, or other

appropriate two—way communication device may also be

utilized. A home and/or personal computer, with requisite

peripheral devices, a personal communication device and/or a

personal communication services (PCS) device may also be

utilized. Digital communications devices, interactive

televisions and/or digital televisions may also be utilized.

It is also envisioned that digital televisions, interactive

televisions, personal communications devices, personal

communications services (PCS) devices, personal digital

assistants, display telephones, video telephones,

electronically equipped watches and/or other effects or

accessories, cellular telephones, display cellular

telephones may also be utilized.

MIll}?.n:’.’;Mil: By utilizing a telephone/telephone beeper or pager

“"3:1'
system, or a wireless telephone and/or wireless

communication device, in the preferred embodiment, a long

range, remote—controlled system may be achieved which

systems are usually very well maintained by

telecommunication companies or carriers and are also Very

reliable. By using a telephone/telephone beeper or pager

system, or wireless telephone and/or wireless communication

device, the authorized user or operator does not have to
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keep track of a separate remote control unit. In this

manner, a reliable and efficient apparatus communication

system is achieved. The apparatus 1 may also be equipped

with an alternate and/or an auxiliary transmitter device(s),

such as a remote control unit or home and/or personal

computer system, which could be employed in addition to a

telephone. In this manner, if the authorized user or

operator should leave the remote control unit in the

vehicle, or should lose it, the apparatus 1 may still be

accessed by the authorized user or operator. Still further,

some telephone/telephone beeper or pager systems, wireless

telephones, and/or wireless communication devices, may have

effective distance ranges on the order of hundreds or

thousands of miles which may be economical and reliable for

long range signal transmission.

In the case where the motor vehicle has been

stolen, and the authorized user or operator wants to prevent

or thwart the theft of the vehicle and recover the vehicle,

the command code which is to be entered is a vehicle disable

command code (disable code) which will disable the vehicle

in the manner described below. Similarly, if the authorized

user or operator desires to re—enable or reset the apparatus

1, such as when the motor vehicle has been recovered or
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found, so as to render the vehicle re-enabled or

operational, the command code to be entered will be a

vehicle re—enable or reset command code (re—enable or reset

code).

Once the command code has been entered, the

receiver 3, via its transmitter 3A, may provide a signal

indication to the transmitter system 2, which may take the

form of audible tones to a headset, such as is known in

beeper or pager systems, which serve to confirm receipt of

the command code by the receiver 3 and the apparatus 1. The

data entered into, and transmitted from, the transmitter

system 2, and received by the receiver 3, will then be

transmitted to, or read by, the CPU 4 for command code

identification and for subsequent processing, if necessary.

If the authorized user or operator merely wants to

determine the status of the vehicle and/or of any of the

vehicle equipment systems (i.e., is the ignition system on,

is the engine running, is a burglar alarm system armed,

etc ), a status code may be entered and the CPU 4, after

monitoring the vehicle systems, may report back to the

authorized user or operator via the receiver transmitter 3A

or the CPU transmitter 4A. If the authorized user or
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operator wants to determine the location of the vehicle

and/or if it is in motion, a location request code may be

entered whereupon the vehicle position and locating device

13 may be actuated so as to determine vehicle position

and/or location data, which data may then be transmitted to

the user or operator via transmitter 24. The CPU

transmitter 4A may also transmit vehicle portion data as the

CPU 4 may also have access to said data. In this manner,

the user or operator may exercise control over the vehicle

and/or monitor the operational status and/or state of the

vehicle and/or of any of the vehicle systems and/or

components. The user or operator may also monitor the

position and/or movement of the vehicle.

operation of the apparatus and method of the pr-:-nt

invention. With reference to Figure 6, e receiver 3, upon

receipt of the access code, will 9' erate an interrupt in

the CPU 4 which will activ- - an operational program or an

interrupt service ro '1ne, at step 60, of the flow diagram.

At step 61, t-- command code data is received by the

appar- s 1. Upon receipt of the command code by the
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perform a o o e_;’ o routine in order to identify the

In the preferred embodiment, the command code

should be of a pre—determined length and should be chosen to

be one of a variety of codes which may be chosen so as to

provide for the controlling of the apparatus 1 to perform

any number of functions and/or to control the vehicle and/or

any of the vehicle systems utilized in conjunction with the

apparatus 1. The command code may be a valid disable code,

a valid re—enable or reset code, a cancel code, a vehicle

status code, a vehicle position and locating code, or any

other suitable code which may be recognized by the CPU 4 so

as to provide control over and/or monitoring of the

apparatus 1. A command code may be utilized to indicate a

cancel operation, or to identify a previous transmission as

a false alarm. An incomplete code, an invalid code, or the

absence of a command code after the apparatus 1 has been

accessed, may be deemed to be a false alarm.

The cancel and false alarm categories are utilized

in order to enable an authorized user or operator to cancel

access to and/or activation of the apparatus 1, or to
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prevent an unauthorized access or unauthorized attempt to

enter a command code into the apparatus 1. Such an

identification processing routine may be performed in a very

simple manner, such as by testing the command code or code

data against pre—determined or pre-defined codes and/or

against any other code data which may be stored in apparatus

program memory. Such testing may be performed by any one of

the widely known software testing and identification

routines and/or techniques.

At step 63, the CPU 4 will determine if the code

is a valid code. If the code is valid, then the processing

will proceed to step 64. If the code is invalid, the CPU 4

will return to step 76 thereby exiting the operational

program or interrupt service routine and the apparatus 1

will await a next access code and command code transmission.

Once a valid command code has been entered, the CPU 4, at

step 64, will determine if a valid disable code has been

entered, which disable code signifies that the car has been

stolen and/or is under the control of an unauthorized user

or operator or simply that the authorized user or operator

wishes to render the vehicle inoperative. Once the command

code, if entered, is identified, the CPU 4, under the

control of the apparatus operational program or interrupt
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apparatus 1, it is important to choose a delay period which

can detect even the shortest duration of a vehicle ignition

system shut—down. In the preferred embodiment, a delay

period of one (1) second is utilized. This delay period, of

course, may be changed in the program software, as desired,

by utilizing known system programming methods and/or

techniques.

After the delay period has elapsed, at step 67,

the CPU 4 will again interrogate the ignition system 7, at

step 66, and will continue to do so in the above described

delay loop routine until the ignition system 7 is determined

to be shut—off and/or is non—operational. Once it has been

determined that the vehicle ignition system 7 is shut—off

and/or is non—operational, the CPU 4, at step 68, will issue

a disable signal to the vehicle ignition system 7.

The disable signal which is issued by the CPU 4,

at step 68, will disable the vehicle ignition system 7,

thereby preventing a restarting of the vehicle engine. The

disabling function may be performed by the CPU 4 by issuing

a data signal, which causes the vehicle ignition system

circuitry to be shut-off or be "opened", such as by opening

a switching device and/or a series of switching devices
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control functions.

If a valid disable code is identified as having

been transmitted, at step 64 (which may designate that the

vehicle has been stolen), the CPU 4 will initiate and/or

actuate the operation of the vehicle position and locating

device 13 at step 65. The vehicle position and locating

device 13 will then begin to, and continue to, perform the

necessary routines in order to determine vehicle position

and/or location as will be described below. The operation

of the vehicle position and locating device 13 will proceed

and continue simultaneously and/or concurrently with the

operation of the apparatus 1 and the CPU 4 as described

below.

The CPU 4, which is Connected to the vehicle

ignition system 7, so as to send and receive data to and

from the vehicle ignition system 7, will perform a software

test, at step 66, in order to determine whether the vehicle

ignition system 7 is activated or is on (i e. the vehicle is

operating or is in motion). This will require a monitoring

of the vehicle ignition system 7 by the CPU 4.
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As noted above, a vehicle ignition system

interface 8 is optional and may or may not be employed in

order to facilitate this function of monitoring and

controlling the vehicle ignition system 7 by the CPU 4.

If the vehicle ignition system 7 is determined to

be activated or on, the CPU 4 will enter into a delay loop,

at step 67. The purpose of the delay loop, at step 67, is

to prevent the vehicle ignition system 7 from being de-

activated or shut-down while the vehicle engine is still on

or running. Such a test and delay loop routine serves to

prevent accidents and resulting personal injury and property

damage, such as may be caused when a vehicle suddenly looses

power while in motion and/or is travelling at a moderate, or

at a high, rate of speed or when such a loss of engine power

may result in the failure of the vehicle power steering

and/or power brake systems. In this manner, the CPU 4 will

continue to interrogate the vehicle ignition system 7 after

a pre—determined delay period, and will continue to do so

until the vehicle ignition system 7 is determined to be

shut—off and/or is non-operational.

While any delay period may be employed, at step

67, and may be programmed into the program software of the
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(i.e. a switch or relay (not shown)), which is or are

located in, or designed into, the ignition system circuitry,

the starter motor, or at any other location in the ignition

system 7, or by issuing a disabling signal to the digital or

logic devices, which may be utilized in connection with the

vehicle electronic command computer and/or other electrical

components or systems.

It should be noted that any number of methods may

be used, in conjunction with the apparatus 1, for disabling

the vehicle ignition system 7. The CPU 4 can be utilized to

provide control signals, to disable or re-enable, the

vehicle ignition system 7 just as any microprocessor—based

digital system provides control over the operation of the

components and/or peripheral devices utilized in conjunction

therewith. The techniques utilized, in order to provide

such control over the vehicle ignition system 7 may be

determined on a vehicle—by—vehicle basis.

Once the vehicle ignition system 7 has been

disabled, only the issuance of a valid re-enable or reset

command code, to the apparatus 1, may be utilized to re-

enable or reset the vehicle ignition system 7. In this

manner, a carefully concealed and installed placement of the
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apparatus 1, within the vehicle, will provide for a

completely disabled vehicle until such time as a valid

access code, followed by a valid re—enable or reset command

code, is entered by the authorized user or operator in a

manner consistent with the operation of the apparatus 1. As

can be readily appreciated, a carefully concealed apparatus

1, along with a strategically placed ignition cut—off

circuitry or system, would render it most difficult, if not

impossible, for the thief or thieves to practically defeat

the apparatus 1.

i”””§g»§EE§’E;j‘;l11 then issue a disabling signal to the
vehicle fuel pump system 9 thereby de—activating t - vehicle

fuel pump system 9 and prohibiting the suppl of fuel to the

vehicle engine. The disabling signal f cm the CPU 4 can

disable the vehicle fuel pump sys ~m 9 by any one of the

well known methods for disab 'ng a fuel pump system. In the

case of electric fuel a. p systems, said systems may be

disabled by any o»- of the known methods for shutting—off or

"opening" -- electrical circuit which provides power to, or

contra over, the fuel pump system 9, such as by a cut—off

: itch or relay, which methods and/or techniques may be
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In the case where electronic components are

utilized, the digital components or logic gates in the

control circuitry may also be disabled. In the case where a

mechanical fuel pump is utilized, an electric valve

assembly, which may provide a fuel pump operation cut-off or

disconnect, may also be utilized thereby allowing any

appropriate method for disabling an electrical fuel pump

system to be utilized in order to disable the electric valve

assembly, and ultimately, to shut—off or disable the

mechanical fuel pump system. The vehicle fuel pump system

interface 10 may be utilized, if necessary, in order to

facilitate the above described disabling technique(s).

The CPU 4 can be utilized in order to provide

control signals to disable or re—enable the vehicle fuel

pump system 9 just as any microprocessor—based digital

system provides control over the operation of components and

peripheral devices utilized in conjunction therewith. It

should be noted that the techniques utilized in order to

provide control over (disable or re—enable) the vehicle fuel

pump system 9 may be determined on a vehicle-by-vehicle or
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fuel pump—by—fuel pump basis.

Upon the disabling of the vehicle ignition system

7, at step 68, and/or the vehicle fuel pump system 9, at

step 69, the CPU 4, at step 70, if so commanded, will then

issue a Control signa1(s) to activate or de—activate,

whichever the case may be, any one or more of the various

vehicle equipment systems 11 which are utilized in

conjunction with the apparatus 1. As noted above, the

vehicle equipment system(s) 11, if employed, may include an

alarm or siren, which has a piercing sound and which is

placed in the interior of the passenger compartment. The

alarm or siren would serve to make it unbearable for the

thief or thieves to remain inside the vehicle. External

alarms or sirens may also be utilized in order to draw

attention to the vehicle. A horn or horns, which could

blare continuously or intermittently, could also be utilized

to draw attention to the vehicle.

A vehicle light system, i.e. head lights, tail

lights, parking lights, etc. may also be activated so as to

illuminate continuously or intermittently, such as by

blinking, in order to draw attention to the vehicle. other

vehicle equipment systems, such as a power door locking
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system, may be activated, immediately or after a delay, for

securing the vehicle passenger compartment so as to prevent

an entry thereunto or an exit therefrom. It is also

envisioned that there may be a delay between the disabling

of the vehicle ignition system 7 and the activation of the

power door lock system so as to allow the thief or thieves

to get out of the car before the locking operation takes

place.

It is also envisioned that a mechanical hood

locking system may be utilized and activated so as to lock

the hood and prevent an unauthorized access into the vehicle

engine compartment. Such a vehicle hood locking feature

could prevent tampering with the apparatus 1 or with other

systems and/or components of the vehicle. A Vehicle alarm

system or anti-theft system(s), such as any one or more of

the well known types of anti-theft and/or theft deterrent

systems or devices may also be activated, and/or de-

activated, when and if desired, by the CPU 4. The CPU 4 may

also activate a vehicle homing and/or tracking or recovery

device system such as a LoJack® Stolen Vehicle Recovery

System and/or any other type of vehicle recovery system.

Any one or more of the above-described vehicle
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equipment system(s) 11 which may include a power door lock

system, including electronic and/or electrical dead bolt

locking devices, for securing the vehicle passenger

compartment, hood or trunk, so as to prevent an unauthorized

entry thereunto, video recording equipment, for recording

and supplying video information, and/or audio recording

equipment, for recording and supplying audio information,

may also be activated or deactivated.

The CPU 4 can be utilized in order to provide

control signals to activate and/or to de—activate any one or

more of the vehicle equipment systems 11 just as a

microprocessor—based digital system provides control over

components and/or over peripheral devices utilized in

conjunction therewith. Such methods and/or techniques may

be similar to those methods and/or techniques utilized to

provide control by the CPU 4 over the vehicle ignition

system 7 and the vehicle fuel pump system 9. It should be

noted that the techniques utilized, in order to provide

control over any of the vehicle equipment system(s) 11, may

be determined on a vehicle—by—vehicle and/or system—by—

system basis. It is also envisioned that a vehicle exhaust

system may be de-activated and/or similarly controlled by

the apparatus 1.
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Once disabled, the vehicle ignition system 7, and

the vehicle fuel pump system 9, will remain disabled even if

the Vehicle power supply should be drained. This is due to

the fact that the digital circuitry, which is utilized in

the apparatus 1, in the vehicle ignition system 7, in the

vehicle fuel pump system 9, and/or in any of the vehicle

equipment system(s) 11, may include digital "memory" devices

such as logic gates, flip—flops, etc. and/or electro-

magnetic devices, such as switches or relays, which may be

chosen so as to remain in their state unless altered or

activated in a predefined fashion, electrically,

electronically or otherwise, or under the power of an

electrical signal or stimulus which is controllable only by

an authorized user or operator. Further, even if the

vehicle power is completely drained, these above mentioned

devices, which may be chosen so as to require a predefined

application of electrical or electronic power in order to

change their state, or their operating mode or operation,

would have their re—activation prevented, and thus, the

vehicle ignition system 7, the vehicle fuel pump system 9,

and/or any of the vehicle equipment system(s) 11, will

remain in a disabled state.
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It is also envisioned that back—up and/or

supplemental power supplies, such as batteries, fuel cells,

etc., (not shown) may also be utilized in conjunction with

the apparatus 1 so as to prolong the continued activation or

de—activation of the vehicle ignition, fuel pump and/or any

of the vehicle equipment system(s) 11 which are utilized.

Supplemental power systems are optional and may also be

employed with the apparatus 1 so as to provide power for any

unusual power requirements which may be required by the

vehicle in which the apparatus 1 may be installed. The

back—up and/or supplemental power supplies may also be solar

powered and/or be constantly chargeable by a vehicle

recharging and/or alternator system.

Upon the completion of apparatus 1 operation, at

step 70, the CPU 4 will then exit the operational program or

interrupt service routine at step 76. This signifies the

completion of the operational program or interrupt service

routine in the case of receiving a disable command code.

The CPU 4 will then await the next accessing and/or

activation of the apparatus 1 by the authorized user or

operator, via entry of a valid access code into the

transmitter system 2 as described above. Unless a valid

access code, followed by a valid re-enable or reset command
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code, is entered into the transmitter interface 2A, the

vehicle ignition system 7, and the vehicle fuel pump system

9, will remain disabled and/or any of the utilized vehicle

equipment system(s) 11, will remain in their activated or

de—activated states.

a manner resulting from utilizing the Vehicle positio

and locating device 13, in the manner described heref

the authorized user or operator may once again »ccess the

apparatus 1 by entering the valid access coie into the

transmitter interface 2A and then by - tering the valid re-

enabling or reset command code. *s described above, a valid

access code will once again 'nitiate the operation of the

operational program or 'nterrupt service routine, at step

60, which is des ibed above and illustrated in Figure 6.

The valid A—enable or reset command code will then be

‘ d by the receiver 3, in the manner described above at

The command code data will then be transmitted to,

or read by, the CPU 4, at step 62 and processed and

identified at step 62A. The CPU 4, at step 63, will then

determine whether the re—enable or reset command code, which
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was entered, is a valid code. The CPU 4, at step 64, will

then determine if the command code is a valid disable code.

Since a valid re—enable or reset code has been entered, the

CPU 4 will determine that the command code is not a disable

code. The CPU 4 will then proceed to step 71 and will

determine whether the command code is a valid re—enable or

reset command code.

If the command code is not a valid re—enable or

reset command code, the CPU 4 will exit the operational

program or interrupt service routine, at step 76, and will

await entry of the next valid access code and command code.

It should be noted that, as an added security measure, the

apparatus 1 may be programmed so that, upon the receipt of

one or more invalid access and/or command codes, the

apparatus 1 may require that the authorized user or operator

re—program a new access code for the apparatus 1 through a

central office or agency or maintenance service which

provides service and/or maintenance for the apparatus 1. In

any event, the apparatus 1 may be accessed by a valid access

code with such accessing resetting the apparatus 1 and

initiating the operation of the apparatus 1.

If, however, the entered command code is
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identified as a valid re—enable or reset code, at step 71,

the CPU 4, subsequent to such determination, but prior to

actually re—enabling or resetting the vehicle ignition

system 7, re-enabling the vehicle fuel pump system 9, and

de—activating or re-activating, whichever the case may be,

any one or more of the various Vehicle equipment systems 11

which are utilized, will perform a test, at step 72, in

order to verify that the vehicle ignition system 7 is, in

fact, still disabled. If, at step 72, the vehicle ignition

system is still enabled or on, the CPU 4 will exit the

operational program or interrupt service routine and will

await entry of the next valid access code and command code.

This test, at step 72, is a safety feature which serves to

ensure that no re-enabling or resetting signal will be

issued by the apparatus 1 if the vehicle ignition system 7

is not disabled. In this manner, the operation of the

vehicle ignition system 7 will not be interrupted or

affected, which interruption may be unsafe if the Vehicle is

already in operation or in motion.

It should be noted that neither the vehicle fuel

pump system 9 nor any of the Various vehicle equipment

systems 11 which may be utilized, should have their status

of operation altered as any interruption of the status quo
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of each of the respective systems, during normal vehicle

operation, may also be unsafe.

If the vehicle ignition system 7 is determined to

be disabled, at step 72, the CPU 4 will, at step 73, issue a

control signal which will re—enable or reset the vehicle

ignition system 7. This may be accomplished by any method

and/or technique which would re—enable or re—activate the

vehicle ignition system circuitry. The CPU 4, at step 74,

will then issue a control signal to re—enable or reset the

vehicle fuel pump system 9, if so desired, which may also be

accomplished by re—enabling or re—actiVating the vehicle

fuel pump system circuitry.

The CPU 4 will then, at step 75, issue control

signals to each of the various vehicle equipment systems 11

which are utilized, so as to de—activate or re—activate the

respective system(s) which had been activated or de-

activated, respectively, earlier at step 70 or otherwise.

Upon the completion of the above—described events, the

vehicle will then be ready for operation, barring any need

for service and/or for repairs. The CPU 4, upon the

completion of step 75, will then exit the operational

program or interrupt service routine, at step 76, and will
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await the next valid accessing and/or activation of the

apparatus 1.

As noted above, if the re-enable or reset command

code is not a valid code, the CPU 4 will ignore the received

data, will exit the operational program or interrupt service

routine, at step 76, and will await the next valid accessing

and/or activation of the apparatus 1. In this regard, if an

invalid command code should be entered into the transmitter

interface 2A, such as by an authorized user or operator who

has made a mistaken entry, or who is trying to cancel the

accessing and activation of the apparatus 1, or by an

unauthorized person attempting to gain unauthorized access

to the apparatus 1, the CPU 4, upon identifying the code as

an invalid command code, will ignore the command code

transmission, and will exit the operational program or

interrupt service routine, at step 76. The CPU 4 will then

await the next valid accessing and/or activation of the

apparatus 1.

Any subsequent accessing of the apparatus 1 will

reset the apparatus 1 thereby preventing the apparatus 1

from being left in a state of "limbo". In this manner, the

apparatus 1 serves to prevent an unauthorized accessing
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and/or an unwanted disabling or re—enabling or resetting of

the vehicle ignition system 7 and/or the vehicle fuel pump

system 9 along with the activation or the de-activation of

any of the various vehicle equipment systems 11 which may be

utilized, unless and until all valid codes are utilized.

The above safeguards will also prevent a wrong or

mis—dialed number from accidentally accessing and activating

the apparatus 1 which may result in an unwanted disabling or

re—enabling, or the activation or de-activation, of the

respective vehicle systems. These safeguards may be

provided at the access code level of transmission and/or at

the command code level of transmission. Such safeguards

also prevent the apparatus 1 from being accessed and left in

a state of "limbo" which may compromise the ability of an

authorized user or operator to access and utilize the

apparatus 1. The entry of an invalid access code will

simply fail to access the apparatus 1.

In this manner, the apparatus 1 serves to prevent

an unauthorized or an unwanted disabling or re—enabling or

setting or resetting of the vehicle ignition system 7 and/or

the vehicle fuel pump system 9 along with the activation or

the de-activation of any of the various vehicle equipment
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- id disable code has been recognized by the CPU 4, at . ep

64, the apparatus 1 will, at step 65, activate the vehicle

position and locating device 13. The operat'on of the

Vehicle position and locating device 1 will then be

initiated, at step 65, and will oo-rate simultaneously

and/or concurrently with, ano independently of, the

apparatus 1 and the CPU 1 in the performance of the

operational steps 6a—76 and 71-76 as described above. In

this manner, t'e vehicle position and locating device 13 is

utilized a calculate, determine and transmit vehicle

posit'on data in a manner independently of apparatus control

ov= the vehicle ignition system 7, fuel pump system 9,

qld or - he’V€hicle—equipment—system+s+—é4~___

13. As noted above, the operation of the‘yehicle position

and locating device 13 commences/at/§tep’o5 as shown in
Figure 6 and therea operates simultaneously and/or

ntly with, and independently of, the operation of
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is initiated at step 200 of Figure 7. At step 201,

ing device 13

which is any one

Once

Once the Vehicle position data has been calculated

at step 202, a test is performed at step 203 in order to

determine if the geographical position data (i.e., specific

vehicle location identified on a map, location on identified

roadway, etc.) has been requested. If geographical position

or location data has been requested, the computer 21 will,

at step 204, calculate the geographical position or location

data of the vehicle in conjunction with the digital and/or

digitized map data which is stored in the database 25. The

calculated geographical position data of the vehicle will

then be transmitted, at step 205, by the transmitter 24, of

the vehicle position and locating device 13, to the vehicle

position system receiver 14 which is located at the location

of the authorized user or operator, or at the authorized

office, agency or other entity.
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If, at step 203, geographic position data has not

been requested, then the position data which is calculated

by the global positioning system 22 is transmitted, at step

205, to the vehicle position system receiver 14. In the

preferred embodiment, the calculated vehicle position data

is transmitted repeatedly for a predefined time interval

which time interval is facilitated by utilizing the time

delay at step 206.

In the preferred embodiment, the position data is

transmitted repeatedly for a time period of five (5)

minutes, which time period is monitored by utilizing the

time delay function at step 206. Once the pre—defined time

delay period has elapsed, the computer 21 will, at step 207,

determine whether the Vehicle position and location device

13 has been de—activated, such as would occur once the

vehicle has been found and/or recovered and/or if the

apparatus 1 has been reset. If the vehicle position and

location device 13 has not been de—activated, operation of

the vehicle position and locating device 13 will return to

step 202 and will once again calculate vehicle position

data. In this manner, vehicle position and/or location data

may be updated. If the vehicle position device 13 has been
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de—activated, the computer 21 will, at step 208, exit the

operational routine or interrupt service routine and will

await its next re—actiVation.

which, as noted

authorized user or operator or at an office, agency or other

entity which is authorized to receive t vehicle position

and/or location data. The vehicle sition system receiver

14 receives the vehicle positio data which is transmitted

by the vehicle position tra mitter 24 of the vehicle

position and locating vice 13. In the preferred

embodiment, the o ration of the vehicle position system

receiver 14 i activated upon receipt of a valid access

code tra itted by the transmitter 3A. In this regard, the

above described access code, which is transmitted by the

nsmitter 3A, is also received by the receiver 30 of the

le ositio ' eb

In this regard, the access code is also utilized

to activate the vehicle position system receiver 14. The

vehicle position system receiver 14 may also be manually

and/or in some other way activated by the authorized user orI
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operator or by the authorized agency, office or entity.

Operation of the vehicle position system receiver

14 is initiated at step 250. The computer 31 will, upon

receipt of the activate signal, activate the receiver 30, at

step 251, which will await transmission of the vehicle

position or location data, from the vehicle position and

locating device 13. Upon transmission of the vehicle

position data from the vehicle position and locating device

13, the receiver 30 will, at step 252, receive the vehicle

position data.

The computer 31 will then, at step 253, determine

if the received data is geographic position data. If

geographic position data is obtained, the computer 31 will,

at step 254, store the position data in memory and will, at

step 255, display the position data on the display 33. If

geographic position data has not been received, the computer

31, at step 256, will generate an inquiry on the display 33

to determine if geographic position data is desired. The

system will then await operator response via the user

interface 32. If the user selects to receive geographic

position data, the computer 31 will proceed to step 257 and

calculate geographic position data from the received “raw”
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The computer 31 will then, at step 254, store the

data for the vehicle position and will, at step 255, display

the vehicle position data on the display 33. If, at step

256, the user does not want to obtain geographic position

data, the computer 31 will, at step 254, store the "raw"

position data and display it on the display 33 in a latitude

and/or longitude format, and/or in any other suitable and/or

conventional format and/or manner which is utilized in

conjunction with the global positioning device 22 or global

positioning technology.

At step 258, the computer 31 will determine if

more than one vehicle position data point has been stored.

If only one vehicle position data point has been stored, the

computer 31 will instruct the receiver 30 to receive the

next vehicle position data transmission at step 252. If, at

step 258, more than one vehicle position data point has been

stored, the computer 31 will, at step 259, calculate the

track of vehicle movement and display the vehicle movement

track on the display 33 at step 260. The computer 31, at

step 261, will then determine if the authorized user or

operator desires to continue operation of the vehicle
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position system receiver 14.

If the user or operator desires operation of the

vehicle receiver system receiver 14 to continue, such as is

the case when the vehicle has not yet been found or

recovered, the computer 31 will return to operation, at step

252, and the receiver 30 will receive the next vehicle

position data transmission and operation of the vehicle

position system receiver 14 will continue. If, however, it

is determined, at step 261, that the user or operator

iiiifffiniilji desires to discontinue operation of the vehicle position

system receiver 14, such as is the case when the vehicle has
in

been found or recovered, the vehicle position system

receiver 14 will be de-activated and its operation will

cease at step 262. Thereafter, the vehicle position system

receiver 14 will await its next activation.

The above described operation of the vehicle

position and locating device 13 and the vehicle position

system receiver 14 will continue to operate, and

continuously update vehicle position data until the vehicle

is found and/or recovered, at which point these systems may

be de—activated. It is envisioned that the apparatus 1 of

the present invention may track and/or locate the vehicle
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anywhere in the world. It is also important to note that

vehicle position data, which is received at the Vehicle

position system receiver 14, may be output via a printer,

via the computer display monitor and/or via a voice

synthesized audio output via a speaker (not shown) which is

connected to the vehicle position receiver system 14.

In this manner, the apparatus 1 of the present

invention may be utilized to find and/or recover a stolen

vehicle and/or to monitor vehicle operation and/or vehicle

location and/or movement.

In the above described manner, the present

invention provides for an apparatus and a method for

allowing an authorized user or operator of a vehicle to

prevent vehicle theft, to facilitate stolen vehicle

recovery, and/or to safely surrender the vehicle under

force, or threat of force, while affording the authorized

user or operator the opportunity to prevent or seriously

thwart the vehicle theft from a safe location or vantage

point and facilitate vehicle recovery. The present

invention may also be utilized to thwart, or prevent a

vehicle theft even if the vehicle theft was discovered at a

later time or from a location remote from the vehicle.
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Further, the present invention provides for an

apparatus and a method for disabling and/or re—enabling

various systems of the vehicle, when the vehicle is not in

use, simply by "calling up" the apparatus 1, so as to

disable the Vehicle and provide added security against

theft. In this manner, an authorized user or operator may

disable the vehicle ignition system 7, fuel pump system 9

and/or any of a variety of the Vehicle equipment systems 11,

of a vehicle which may be parked or in use, from any

location and/or at any time.

An authorized user or operator may also access the

apparatus 1 at any time and, with the use of an appropriate

command code, may determine the operating status of the

vehicle and/or any one or more of the various vehicle

systems so as to determine if, for example, the ignition

system 7 or fuel pump system 9 is activated or on, thereby

alerting the authorized user or operator that someone is

operating the vehicle. An authorized user or operator may

also access the apparatus 1 so as to determine vehicle

position and/or location and/or the geographic location of

the Vehicle. In this manner, the authorized user or

operator can provide monitoring and/or control over the
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vehicle and/or any of the vehicle equipment systems and/or

devices, determine the status of the vehicle and/or of any

of the vehicle equipment systems or devices, and/or

determine and/or monitor the location of his or her vehicle

at any time and for any reason. In this regard, a safe and

an effective anti-theft and/or vehicle recovery apparatus

and method is provided by the present invention.

While, in the above description, the operation of

the present invention has been described and illustrated in

conjunction with the use of a valid disable command code and

a valid re-enable or reset command code, it is also

envisioned that any number of valid disable command codes

and/or any number of valid re-enable or reset command codes

may be utilized, wherein each different disable code or re-

enable or reset code may selectively disable or re-enable or

reset any one or any combination of the vehicle systems,

such as the vehicle ignition system 7, the vehicle fuel pump

system 9, and/or any one or more of the various vehicle_

auxiliary equipment systems 11 which may be utilized. In

this manner, the authorized user or operator may utilize the

present invention to selectively disable, re-enable, de-

activate or re-activate any one or more of the vehicle

systems, or a combination thereof, at his or her discretion,
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at any time, wherever he or she may be. The operational

program and/or interrupt service routine may be altered,

modified and/or supplemented in order to service the

multitude of possible command codes which may be utilized in

conjunction with the apparatus 1.

As noted above, an authorized user or operator may

also utilize command codes for determining status of the

apparatus 1, or of the vehicle, or any one or more of the

vehicle systems. A command code may also be employed to

simply determine vehicle position data. In any of the above

cases, however, the operational program or interrupt service

routine would have to be modified so as to identify and

service each of the possible command codes. The operational

program or interrupt service routine would also have to be

modified so as to identify each of the possible valid

command codes so as to provide for the appropriate CPU 4 and

apparatus 1 response thereto.

The apparatus 1, the CPU 4, and/or any of the

vehicle systems and/or devices and/or vehicle equipment

systems, and/or the respective interface devices associated

therewith or corresponding thereto, may also be programmable

by the user or operator via the transmitter 2, and/or at the
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vehicle in an appropriate manner and by an appropriately

secured device, so that certain parameters, such as the

timing, and/or the degree of disabling or re—enabling, of

the various vehicle systems may be programmed and/or

controlled. Any of the above—described systems and/or

devices may be programmable for timed enabling and/or

disabling, for timed activation, and/or for deferred

activation, etc. By utilizing a multitude of command codes,

including disable codes and/or re—enable or reset codes,

j
which codes affect different vehicle systems, or

13*‘ combinations thereof, it is possible to selectively controlmmmffil
ii.

the Vehicle systems from a remote location. This feature
$5

provides for greater versatility in the utilization of theiii1§""!:;.mLmu
apparatus 1.

§Jlfi£fEfimfi§ By providing the capability for utilizing

different disable codes and/or re—enable or reset codes, the

authorized user or operator may utilize the apparatus 1 of

the present invention so as to disable or re—enable or reset

the vehicle ignition system 7 and the vehicle fuel pump

system 9, at any time, so as to disable the vehicle without

activating or de—activating any of the vehicle equipment

systems 11, and therefore, without drawing attention to the

vehicle.
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This feature would enable an authorized user or

operator to disable, re-enable, or reset the vehicle

ignition system 7, the vehicle fuel pump system 9, and/or

activate or de-activate any one or more of the various

vehicle equipment systems 11, so as to disable the vehicle

at any time and from any location. In this manner, the

authorized user or operator may disable the vehicle, and/or

any of the vehicle systems, daily and/or nightly, while at

work, before going to sleep at night, or at any other time,

simply by accessing and activating the apparatus 1 by using

the transmitter 2 or transceiver which may simply be a

touch—tone telephone.

ese times, the disabling, and the subsequent re-

enabling of other vehicle systems will o - as described

above with regards to Figure . n this manner, the present

invention may provio» or an effective device by which to

"lock—up" — re icle, at any time, even when the vehicle is

in th= rightful possession, or under the control, of the

In any and/or all of the embodiments described
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herein, the present invention can be utilized in order to

provide control over and/or to monitor, the vehicle, any of

the vehicle systems, devices, and/or components, vehicle

operating status, the operating status of the vehicle's

systems, devices, and/or components, video and/or audio

inside the vehicle, video and/or audio outside the vehicle,

video and/or audio in the vicinity of the vehicle, to

provide video conferencing with individuals inside, outside,

and/or in the vicinity of the vehicle, to provide

notification to a vehicle owner and/or operator of a an

operational status and/or state of disrepair of the vehicle

and/or a vehicle system, device, and/or component, to

provide for remote vehicle diagnostic and/or repair

functions, to provide notification from the vehicle CPU 4

regarding vehicle operation, operational status of the

vehicle and/or any of the vehicle systems, devices, and/or

components.

The present invention can also be utilized in

order to provide video and/or audio confirmation and/or

verification of and/or for any control, monitoring, and/or

security, operation and/or activity which can be effected

and/or facilitated via the apparatus of the present

invention. In this manner, a user of the present invention
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who may, for example, effect a control or monitoring

function involving the vehicle (i.e. starting the engine,

turning on the lights, activating the alarm, turning off the

engine, turning the vehicle, and so on, etc.) can obtain a

video and/or audio confirmation at and/or from the vehicle

that the operation has been effected.

In any and/or all of the embodiments described

herein, the respective vehicle equipment system(s) and/or

the command computer can ascertain a state of disrepair in

any vehicle system, device, and/or component, and can

provide notification to the CPU 4. The CPU 4 can then

generate and/or transmit an appropriate notification signal

to the central processing computer servicing the vehicle.

The central processing computer can thereafter generate

and/or transmit an appropriate signal and/or message to the

computer and/or communication device associated with the

vehicle owner or operator.

In any and/or all of the embodiments described

herein, the apparatus of the present invention can be

utilized in order to notify the manufacturer, dealer, and/or

repair center of a state of disrepair, thereby allowing the

respective manufacturer, dealer, and/or repair center, to
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monitor the repairs of the respective vehicles, maintain

satisfactory inventories, and/or in other ways utilize this

information to better service their respective clients

and/or customers.

In any and/or all of the embodiments described

herein, the present invention can be utilized in order to

provide remote diagnostic services regarding the vehicle.

The respective vehicle service individuals and/or entities

can access the vehicle via the computer and/or communication

device associated with the service individual and/or entity

and Via the central processing computer. Vehicle, vehicle

system, vehicle device and/or vehicle component, diagnostic

data and/or information can be obtained at and/or from the

vehicle and can be transmitted back to the computer and/or

communication device of the service individual and/or

entity, via the central processing computer and/or directly.

Thereafter, the diagnostic data and/or information can be

presented to and/or diagnosed at and/or by the computer

and/or communication device associated with the service

individual and/or entity. In this manner, the present

invention can be utilized in order to provide remote vehicle

repair diagnostics. In instances wherein a repair can be

effected by reprogramming a respective vehicle system,
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device, and/or component, the service individual and/or

entity can then transmit an appropriate repair signal to the

vehicle from the computer and/or communication device

associated with service individual and/or entity, either

directly and/or via the central processing computer, to the

CPU 4 located at the vehicle. Thereafter, the CPU 4 can

effect the reprogramming of the respective vehicle system,

device, and/or component. In this manner, the apparatus and

method of the present invention can be utilized in order to

effect remote diagnostics and repair of, for, and regarding

and/or all of the vehicles, motor vehicles, boats, marine

vessels, aircraft, equipment, structures, and/or premises

described herein.

In any and/or all of the embodiments described

herein, the apparatus and method of the present invention

can be utilized in conjunction with "smart" vehicle

components and/or devices. These "smart" components and/or

devices can detect wear, state of disrepair, and/or any

other defined condition and/or state, of the respective

component and/or device. Upon the detection of a condition

or state for which an individual owner or operator may

desire and/or should be notified, the respective "smart"

component and/or device can generate and/or transmit an
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appropriate signal to the CPU 4 which can then generate and

transmit a signal to the central processing computer. The

central processing computer can thereafter generate and/or

transmit an appropriate signal to the computer and/or

communication device associated with the owner or operator

of the vehicle. In a reverse fashion, a vehicle owner or

operator and/or an agent thereof can access the "smart"

component, Via the apparatus and method of the present

invention can determine the condition and/or state of the

"smart" component.

Figure 9 illustrates another preferred embodiment

of the present invention, wherein an arming device 15 and an

activation device 16 are utilized in conjunction with the

components of the apparatus 1 of Figure 1. In Figure 9, the

arming device 15 is utilized to arm, activate, or access the

apparatus 1 and provides a means by which to access the

apparatus 1 separate and apart from the transmitter

2/receiver 3 combination.

The arming device 15 may be a remote_transmitter

such as those utilized in conjunction with anti—theft

devices or systems and/or alarm systems. The arming device

15 may also be a switch, a card reader, including stripe
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card readers, proximity card readers, turnstile card

readers, insertion card readers, key and key insertion

devices and readers, magnetic card readers and/or optical

cards and/or card readers. The arming device 15 may also be

a key switch, a key pad, a keyless activation device with

associated key, and/or any other suitable device. The

arming device may also be, or include, a voice recognition

device(s) or reader(s), voice signature device(s) or

reader(s), fingerprint recognition device(s) or reader(s),

handprint recognition device(s) or reader(s), hand scanners

and/or hand geometry readers. As with any of the above

devices and/or components, the arming device(s) may be

directly connected to the CPU 4 or may be linked to the CPU

4 via a wireless communication link or medium.

It is also envisioned that, with a suitable arming

device 15, such as a keypad or other device for data input,

the authorized user or operator may arm the apparatus 1 with

a desired command code. In this manner, a programmable

arming device may be utilized wherein apparatus operation,

under the command of any of the variety of possible command

codes, can be made automatic and/or programmable. An

automatic activation may also be performed by an appropriate

code being transmitted to the apparatus 1 via the
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transmitter 2 or transceiver.

The activation device 16 is chosen to correspond

with the arming device 15. In this regard, the activation

device 16 may be a switch, a key switch, a keypad, a

suitable card reader, including stripe card readers,

proximity card readers, turnstile card readers, insertion

card readers, key and key insertion devices and readers,

magnetic card readers, optical card readers, insertion card

readers, optical readers as well as a keyless security

device. The activation device 16 is connected directly to

the CPU 4 as shown in Figure 9 or it may be connected to the

CPU 4 via a wireless communication link or medium.

In certain circumstances, such as when a keypad,

,1
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are employed, the arming device 15 and the activation device

16 may be one and the same device and/or comprise one and

the same combination of devices.

The embodiment of Figure 9 provides a mechanism by

which an authorized user or operator may arm, activate,

and/or access the apparatus 1. Upon the arming, activation

or accessing of the apparatus 1, the CPU 4 will, upon the
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activation of the vehicle ignition system 7, monitor the

activation device 16. After a selected and predetermined

time interval, chosen in the preferred embodiment to be ten

(10) seconds, has elapsed, if the user or operator of the

vehicle has failed to successfully activate the activation

device 16, either by activating the switch, by using the

associated key, by inputting a predetermined code (i.e.

password or pass code) into the keypad, or by utilizing the

appropriate card or key or other device corresponding to the

utilized card reader or other associated device, the CPU 4

will issue an appropriate disabling and/or command signal to

activate the apparatus 1 automatically so as to thereby

disable the vehicle as described above and so as to also

activate the vehicle position and locating device 13.

The command code may be pre-programmed as a

default code and/or may be operator selected and programmed

in any manner described above for user or operator entry of

such a code. In this regard, if an unauthorized user or

operator fails to properly activate the activation device

16, within the predetermined time period, the CPU 4 will

recognize such failure as that which results from an

unauthorized use or operation of the vehicle.
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In the above-described manner, the embodiment of

Figure 9 provides a mechanism by which the apparatus 1, may

be activated automatically or self—activated. By utilizing

the embodiment of Figure 9, the authorized user or operator,

after arming the apparatus 1, need not perform a

transmission of an access code and a command code to the

apparatus 1, as a default code, which is previously chosen

and/or programmed into the apparatus 1 will provide a

command signal to the CPU 4. As noted above, with an

appropriate arming device 15, the command code may be user

selected and/or programmable.

It is also important to note that the arming

device 15/ activation device 16 may be utilized to activate

the apparatus 1 and/or any one or more of the vehicle

systems, including the ignition system 7, the fuel pump

system 9, any one or more of the various vehicle equipment

systems 11 which are utilized in conjunction with the

apparatus 1, and/or the vehicle position and locating device

13. In this regard, the arming device 15 and the activation

device 16 provide a mechanism by which to automatically

activate the apparatus 1 along with any other anti—theft

system utilized in the vehicle which may be controlled by

the apparatus 1. The vehicle position and locating device
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13 may also be activated by an automatic activation of the

apparatus 1.

It is also possible to program the apparatus 1

with a command code so that the apparatus will be programmed

to become activated, or de—actiVated, automatically, such as

upon the occurrence, or lack thereof, of a pre-defined event

or occurrence and/or at any desired time. If the apparatus

1 has been programmed to become activated automatically, the

transmitter 4A of the CPU 4 can transmit data relating to

Vehicle status, apparatus status, the status of each of the

vehicle systems utilized, as well as vehicle position data,

to a respective receiver which is utilized by the authorized

user or operator and/or at the receiver located at a central

security office. In this regard, the present invention

provides an apparatus and method by which a vehicle and/or a

premises can report a theft situation and/or occurrence by

itself. The apparatus can transmit a signal via transmitter

4A, or any other suitable apparatus transmitter, to a user,

operator, owner, occupant or authorized office or individual

of, and for, a respective vehicle or premises.

The apparatus may also be designed or programmed

to notify the user, operator, owner, occupant, authorized
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central office or individual with, or by, multiple

communication devices, methods and/or efforts. The

apparatus may be designed or programmed to telephone,

telephone at an alternate phone and/or at a business phone,

beep or page, send a facsimile (fax) message transmission

to, send a voice message transmission to, send an electronic

mail message transmission to, and/or send a message to an

answering service for, a user, operator, owner, occupant,

authorized central office or individual of, and for, the

respective vehicle or premises.

In this regard, the apparatus may be designed or

programmed to telephone an owner, user, operator, occupant,

or other authorized central office individual or other

authorized individual, at a primary phone number, at an

alternate or forwarding phone number and/or at a business

phone number, send a beeper or pager message to the

individual or central office and/or send a facsimile, an

electronic mail message, a voice mail message and/or an

answering service message to, or for, the individual or

central office. In this manner, the apparatus may report a

theft and/or a malfunction situation to the interested

individual(s) by utilizing multiple notification and/or

reporting avenues so as to provide and ensure that the



Page 210 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

O 0

interested individua1(s) are in fact notified as soon as

possible.

The user, operator, owner or occupant of the

respective vehicle or premises may also activate the

apparatus from the vehicle or premises and transmit a signal

to the receiver 955 of the apparatus 950 at the central

office and/or to the receiver 2C, if necessary, so as to

communicate with individuals at these receiver locations

and/or to report an emergency, a breakdown and/or some other

occurrence .

In this regard, the apparatus 1, when in the

automatic activation mode, or simply when being monitored

and/or during a status check, may transmit data to the

appropriate and respective devices. Further, in this

regard, the apparatus 1 of the present invention may be

utilized to exercise and/or perform control, monitoring

and/or security functions, to report and/or to prevent a

vehicle theft and/or determine vehicle position and/or

location, in instances when the authorized user or operator

is unaware of the theft and/or does not have access to the

apparatus or vehicle.
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The apparatus and method of the present invention

may also be programmable for programmed and/or automatic

activation, self-activation, programmed and/or automatic

operation and/or self— operation. The apparatus and method

of the present invention may provide for an immediate, as

well as for a deferred, control, monitoring and/or security

function, and/or response thereto, so as to provide for the

immediate and/or the deferred control, activation, de-

activation, programming, monitoring and/or security, etc.,

of any one or more of the respective vehicle systems,

equipment, devices, appliances, etc., which may be utilized

in the above described embodiments as well any of the

embodiments described hereinbelow.

In yet another preferred embodiment of the present

invention, the vehicle position and locating device 13

includes a plurality of global positioning devices which are

strategically located at various points and/or locations in,

or on, the vehicle. Figure 10 illustrates another preferred

embodiment of the vehicle position and locating device which

is denoted by the reference numeral 130. In Figure 10, the

vehicle position and/or locating device 130 includes five

(5) global positioning devices 22A, 22B, 22C, 22D and 22E

with corresponding global positioning receivers 23A, 23B,
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23C, 23D and 23E, respectively, associated therewith. The

vehicle position and/or locating device 130 also includes

position data transmitter 24 and a digital map database 25.

Each of the global positioning devices 22A-22E is

placed at a different point and/or location in, or on, the

vehicle. The distances between each of the global

positioning devices is recorded and stored in the computer

21. Upon the activation of the global positioning devices

22A-22E and the calculation of each position or location of

each device, the position data is transmitted to, or read

by, the computer 21, and a determination is made as to

whether the initially stored distances between the devices

have changed.

Any change in distance between any two or more of

the respective global positioning devices 22A-22E would

represent that the vehicle, or at least a portion thereof,

has been dismantled, at least in part, and possibly to a

greater extent, depending upon the resulting disparity in

the respective distances. This information may then be

transmitted via transmitter 24 to the vehicle position

system receiver 14 and the authorized user or operator can

be notified of this condition. In this manner, it can be
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ascertained if a vehicle has been dismantled, "chopped", or

stripped, which information may be vital in the recovery

process, and in the insurance claims process. The

embodiment of Figure 10 can also be utilized in order to

ascertain if the vehicle has been compacted or "boxed." In

this manner, the present invention may also be utilized in

order to determine if the vehicle has been structurally

altered in any manner.

The apparatus and the method of the present

invention may also be utilized in conjunction with a central

security office or agency, such as a private security

service, or by local or regional law enforcement offices or

agencies, in order to provide a prompt means by which to

report a vehicle theft, provide for a manner in which to

disable and/or re—enable a vehicle system, and/or to

determine vehicle position and/or location so as to

facilitate the recovery of the vehicle. In such an

embodiment, vehicle owners will register their vehicles and

any and all necessary information pertaining thereto,

including access and command codes, with the central

security office.

The present invention may also be utilized so as
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to provide for a centralized control and/or monitoring of

and/or for any of the vehicle and/or premises described

herein, and/or for prompt law enforcement theft reporting,

response to the theft report and/or recovery of the

respective vehicles described herein. Figure 11A

illustrates another preferred embodiment of the present

invention wherein the apparatus 1 is utilized in conjunction

with a central processing computer which can be located at a

central security office or agency, such as a private

security service, or by a local or regional law enforcement

office or agency. In Figure 11A, the apparatus 1 is

utilized in conjunction with an associated apparatus 950

which, in the preferred embodiment, is located at the

central security office.

The apparatus 950 includes a receiver 955 which

may, but need not, be identical to the receiver 3 which is

utilized in the apparatus 1. The receiver 955 should be

capable of receiving the various codes which can be

transmitted by the transmitter 2 or transceiver (i.e. access

code(s) and command code(s)) for any one or for any number

of vehicles which may be registered with the central

security office. The receiver 955 should be capable of

receiving the access code(8) and command code(s) for each
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registered apparatus.

In the embodiment of Figure 11A, the apparatus 950

also includes a central processing computer 970, which is

connected to the receiver 955. The apparatus 950 also

includes a vehicle position system receiver 960 for

receiving position data which is transmitted from the

Vehicle position and locating device 13. The position data

system receiver 960 is also connected to the central

processing computer 970. The central processing computer

970 also includes the requisite memory ROM and RAM devices

(not shown). The apparatus 950 also includes a display

device 980, an user interface device 975 and an output

device 985 which can be a printer, all of which devices are

connected to the central processing computer 970 and are

utilized in conjunction therewith.

The apparatus 950 also includes a transmitter 965

which is connected to the central processing computer 970.

The transmitter 965 serves to transmit data to the apparatus

1. The transmitter 965 may also be utilized to transmitI

data to the transmitter 2, to the vehicle position system

receiver 14 and/or to the home and/or personal computer 150,

if utilized. Such data which is transmitted from the
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transmitter 965 may include the various access and command

codes and/or other codes, such as those codes for

ascertaining the status of the vehicle, the apparatus 1, or

any one or more of the vehicle systems which are controlled,

monitored, and/or secured or used in conjunction with the

apparatus 1.

In the preferred embodiment, the receiver 955, the

vehicle position system receiver 960, and the transmitter

965 are the same types of devices as those utilized in the

apparatus of Figure 1. In this regard, the receivers 955

and 960, and the transmitter 965, are devices for receiving,

and transmitting, respectively, radio signals, satellite

communication signals, telecommunications signals, optical

communication signals and/or other signals and/or those

signals, including digital signals, which are utilized in

conjunction with personal communication devices and/or

personal communication services (PCS) devices. The devices

utilized should, however, be of the same type and/or operate

compatibly with the corresponding transmitters and receivers

of the apparatus 1.

It is envisioned that the authorized user or

operator will register his or her vehicle with the apparatus
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950 such as by registering vehicle identification

information along with vehicle access and command code data

along with any other pertinent information described herein.

Further, the receiver 955 is programmed to receive any and

all of the signals transmitted from each one of the

respective registered transmitters 2 of the respectively

registered vehicles.

The vehicle position system receiver 960 is

programmed to receive the vehicle position data which is

transmitted by each one of the respectively registered

vehicle position and locating devices 13 of each of the

respectively registered vehicles.

The apparatus 950 is utilized in conjunction with

the apparatus 1 in the following manner. As noted above,

the central processing computer 970 is capable of

recognizing all of the possible access code(s) and command

code(s) which are recognized by the apparatus 1 for a

particular vehicle. The apparatus 950 is capable of storing

vehicle identification information as well as access code

and command code data for a plurality of registered

vehicles.
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Upon the occurrence of a vehicle theft, or the

discovery thereof, the authorized user or operator can

access the apparatus 1 in the manner described above. In a

first embodiment, the access code is transmitted to and

received at, the receiver 3 of apparatus 1 and at the

receiver 955 of apparatus 950. Upon receipt of the access

code by both the receiver 3 and the receiver 950, both the

apparatus 1 and the apparatus 950, respectively, will be

accessed.

Applicant hereby incorporates by reference herein

the subject matter of U.S. Patent No. 4,882,579 which

teaches a code division multiplexed acknowledge back (ack-

back) paging system which includes a central station which

transmits a group of message signals to a group of ack—back

pagers which are addressed as a group.

The signal received at the receiver 955 is

transmitted to, or read from, the central processing

computer 970 of the apparatus 950. The central processing

computer 970 will then identify the vehicle which is stolen

and/or which has been accessed. When the authorized user or

operator transmits the command code, the command code is

received at the receiver 955 of the apparatus 950 as well as
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at the receiver 3 of the apparatus 1. In this regard, when

the apparatus 1 is processing the command code and

performing the functions corresponding thereto, the central

processing computer 970 of the apparatus 950 is

simultaneously and/or concurrently processing the command

code data so that the authorized personnel monitoring the

apparatus 950 will be aware of which command code has been

transmitted by the authorized user or operator and which

operations are being exercised and/or performed, or are to

be performed, on the vehicle (i.e., vehicle ignition system

and/or fuel pump system disabled, etc.). The authorized

personnel monitoring the apparatus 950 will also be aware of

which operations and/or systems, equipment, devices and/or

appliances, are being controlled, monitored and/or secured.

The apparatus 950, in the preferred embodiment, may also be

utilized to exercise and/or perform control, monitoring

and/or security functions on, or over, the vehicle and/or

any of the vehicle systems, equipment, devices and/or

appliances.

Upon the transmission of the vehicle position data

from the vehicle position and locating device 13, the

vehicle position data will be transmitted to, and received

by, the vehicle position system receiver 960 of the
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apparatus 950 as well as by the vehicle position system

receiver 14 of the apparatus 1. The central processing

computer 970 of the apparatus 950 will process the received

vehicle position data simultaneously and/or concurrently

with the processing of said position data by the CPU 4 of

the apparatus 1.

In this regard, the vehicle position data can be

Vehicle positionand at, the apparatus 950.processed by,

data can then be displayed to authorized personnel at the

central security office on the display device 980 or output

via the output device 985 which may be a printer. While

operation of the apparatus 950 may be automatic, authorized

personnel may enter commands so as to provide control over,

or operate, the apparatus 950 via the user interface 975, if

desired.

In this manner, vehicle location or movement may

be displayed, and/or tracked, on the display device 980 or

output via the output device 985 at the central security

office. In this regard, authorized personnel at the central

security office or agency could locate or track the vehicle

and alert the proper authorities.
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In yet another embodiment, the access code may be

only transmitted to, and received by, the receiver 955 of

the apparatus 950. The apparatus 1 may then be accessed and

controlled via access and command codes which are

transmitted by the transmitter 965 of the apparatus 950

which access and command codes are received by the receiver

3 of the respective vehicle. In this embodiment, the

authorized personnel may provide control over the apparatus

1 by inputting data and commands into the user interface

975.V In this embodiment, the vehicle position data and any

data transmitted by the CPU 4 of the apparatus 1, is

transmitted to, and received by, the vehicle position

receiver system 960 and/or at the vehicle position system

receiver 14, respectively.

In yet another embodiment, the access code may be

transmitted and received only at the receiver 3 thereby

accessing the apparatus 1. The vehicle transmitter 3A then

transmits a data signal to the receiver 955 of the apparatus

950 thereby alerting the apparatus 950 that the vehicle has

been stolen. Command code data as well as other data may

then be transmitted to the apparatus 1 via the transmitter

965 of the apparatus 950. The apparatus 950 may be designed

to operate and/or perform any and all of the described
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functions automatically and without operator intervention.

Vehicle position data may then be received by the vehicle

position receiver system 960 and/or at the vehicle position

system receiver 14, respectively. The vehicle position data

may then be processed at the central processing computer 970

of the apparatus 950 and/or at the computer 31 of the

vehicle position system receiver 14.

In this manner, the apparatus 950 can serve to

provide control over, and monitor the functions of, the

apparatus 1 for a vehicle or for a plurality of vehicles,

and further, the apparatus 950 provides the means by which

to allow a central security office or local or regional law

enforcement office or agency to exercise and/or perform

control, monitoring and/or security functions over the

vehicles which are registered therewith. The apparatus and

method of the present invention may also be utilized to

monitor the operational status, operation and/or state or

status of a one or more of the various vehicle systems,

components and/or devices. In the case where the apparatus

1 is automatically activated, as described above, the

apparatus 1 can transmit a signal, indicative of vehicle

theft and/or an unauthorized use or operation of the

vehicle, to the apparatus 950 thereby reporting the
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unauthorized use or operation, or theft, before the

authorized user or operator is able to discover same.

The apparatus 950 may also be utilized so as to

verify and monitor apparatus accessing and/or activation by

the authorized user or operator. The authorized user or

operator may "call" the central security office simply to

determine the status and/or the whereabouts or location of

his or her vehicle. Both the apparatus 1 and the apparatus

950 can provide the same functions and exercise the same

control, monitoring, and/or security functions over the

vehicle.

The above—described preferred embodiment, wherein

the present invention is utilized in conjunction with a

central security office, such as a private security agency,

or a local or regional law enforcement office, agency and/or

authority, provides for and facilitates a prompt and an

immediate reporting of a vehicle theft or unauthorized use,

and/or provides for ascertaining the status and/or the

location of and/or the monitoring of the vehicle. This

embodiment also allows the authorized user or operator to

take any of the possible steps by which to report and/or to

thwart the vehicle theft and activate a vehicle recovery
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system. Law enforcement efforts could be greatly assisted

and enhanced as information which identifies the vehicle

could then be immediately available to the central security

office and/or to the local or regional law enforcement

authorities. Such an embodiment could also greatly assist

in processing insurance claims relating to stolen vehicles.

The apparatus 950 may also be utilized in

connection with an on-line service and/or on, or over, the

Internet and/or the World Wide Web, or other suitable

communication network or medium, in a manner analogous to

that described above in connection with the utilization of

home and/or a personal computer 150.

Figure 11B illustrates yet another preferred

embodiment of the present invention wherein the apparatus of

Figure 11A is utilized in conjunction with an on-line

service and/or on, or over, the Internet and/or the World

Wide Web or other suitable communication network or medium.

In Figure 11B, the home and/or personal computer 150 of

Figure 5A is utilized in place of the transmitter 2 or

transceiver and the vehicle position system receiver 14.

The apparatus 950 has associated therewith an on-line

service and/or an Internet computer system or server 952
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with an associated server receiver 953 and transmitter 957

for receiving and transmitting, respectively, any and all

data utilized in conjunction with the operation of the

server 952, the apparatus 1 and the apparatus 950.

The transmitter 957 transmits any and all

appropriate signals to the appropriate and respective

devices of the arrangement of Figure llB during apparatus

operation. In this regard, the server 952 can exercise

and/or perform control, monitoring and/or security functionsii

on, or over, the apparatus 1 and the apparatus 950 and also

’”"§T§Ei§%i§ provide for an apparatus which can be utilized, in its

.231.£152.
entirety, over an on—line service and/or on, or over, the
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Internet and/or the World Wide Web or other suitable

communication network or medium. In Figure 11B, a Web Site

954 is associated with the server 952.

Any and all data received by the receiver 955 is

also received by the server receiver 953. Data which is

transmitted by the home and/or personal computer 150, the

CPU transmitter 4A, the receiver transmitter 3A and the

vehicle position and locating device transmitter 24 are

received by the server receiver 953 as well as by the

receivers 955 and 960, respectively.
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The server 952 will process the data received by

the server receiver 953 and perform the same processing

functions and/or computing functions as the central

processing computer 970, the CPU 4, and/or the computer 150.

The user may transmit data, via the home and/or

personal computer 150, directly to the apparatus 1, to the

apparatus 950 and/or to the server 952. By using the

computer 150 in conjunction with an appropriate

communications medium, the authorized user or operator may

access the server 952 via the on-line service and/or via the

associated Web site 954, or in any other appropriate manner,

so as to provide control over, and/or obtain any and all of

the above—described data and/or information regarding, his

or her vehicle over the on—line service and/or on, or over,

the Internet and/or the World Wide Web or other suitable

communication network or medium.

The authorized user or operator may also access

and provide control over or exercise and/or perform control,

monitoring and/or security functions on, or over, the

apparatus 1, the apparatus 950 and/or the server 952 via the

on-line service and/or via the Web Site 954. In this
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regard, the present invention enables an authorized user or

operator to provide control over vehicle systems and/or

monitor the vehicle system status and/or position and/or

movement of the vehicle over an on-line service and/or on,

or over, the Internet and/or the World Wide Web or other

suitable communication network or medium. The apparatus

transmitters, of the transmitter 2, the receiver 3, the CPU

4, and the vehicle position and locating device 13, once the

apparatus 1 has been activated, may also transmit data

directly to the receiver 953 of the server 952 and/or to the

Web Site 954. In this manner, all of the data transmitted

by the apparatus 1 and/or by the apparatus 950 can be

supplied to the server 952 of the on-line service and/or the

Internet and/or the Web Site 954 of the World Wide Web.

Data access and command code data, as well as

other data, may also be transmitted by the authorized user

or operator, via the respective apparatus transmitters to

the receiver 953 of the server 952 and/or to the Web Site

954.

The server 952 can perform complete control,

monitoring and/or security functions on, or over, the

apparatus 1, the apparatus 950, the vehicle, and/or each of
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the vehicle systems. The apparatus and method of the

present invention may be equipped with software and hardware

for providing a systematic check of any and all of the

apparatus and vehicle systems, including the status or state

of the vehicle equipment systems, equipment, devices and/or

appliances and provide data relating thereto to the user or

operator and/or to the authorized individua1(s) at the

above—described central security office. The server

transmitter 957 can transmit control signals and/or other

data, including information to the authorized user or

operator and to the apparatus 1 and/or to the apparatus 950.

It is also envisioned that the server 952 and the central

processing computer 970 may be combined into a single

central computer system.

In the above manner, the apparatus and method of

the present invention provides a remote—controlled control,

monitoring and/or security system, or vehicle anti-theft

and/or vehicle recovery apparatus and method, for use in

conjunction with an on-line service and/or on, or over, the

Internet and/or the World Wide Web or other suitable

communication network or medium. In this manner, the

apparatus and method of the present invention also provides

for a remote—controlled control, monitoring and/or security
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system which provides visual, video, graphical, audio and/or

audible information to the user. Use over the Internet

and/or the World Wide Web and/or other related communication

systems and/or mediums and/or over on-line services provides

for global coverage, control, monitoring and/or security for

the vehicle.

In any and/or all of the embodiments described

herein, the present invention can be utilized in order to

provide control over and/or to monitor, the vehicle, any of

the vehicle systems, devices, and/or components, vehicle

operating status, the operating status of the vehicle's

systems, devices, and/or components, video and/or audio

inside the vehicle, video and/or audio outside the vehicle,

video and/or audio in the vicinity of the vehicle, to

provide video conferencing with individuals inside, outside,

and/or in the vicinity of the vehicle, to provide

notification to a vehicle owner and/or operator of a an

operational status and/or state of disrepair of the vehicle.

and/or a vehicle system, device, and/or component, to

provide for remote vehicle diagnostic and/or repair

functions, to provide notification from the vehicle CPU 4

regarding vehicle operation, operational status of the

vehicle and/or any of the vehicle systems, devices, and/or
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components.

The present invention can also be utilized in

order to provide video and/or audio confirmation and/or

verification of and/or for any control, monitoring, and/or

security, operation and/or activity which can be effected

and/or facilitated via the apparatus of the present

invention. In this manner, a user of the present invention

who may, for example, effect a control or monitoring

function involving the vehicle (i.e. starting the engine,

turning on the lights, activating the alarm, turning off the

engine, turning the vehicle, and so on, etc.) can obtain a

video and/or audio confirmation at and/or from the vehicle

that the operation has been effected.

In any and/or all of the embodiments described

herein, the respective vehicle equipment system(s) and/or

the command computer can ascertain a state of disrepair in

any vehicle system, device, and/or component, and can

provide notification to the CPU 4. The CPU 4 can then

generate and/or transmit an appropriate notification signal

to the central processing computer servicing the vehicle.

The central processing computer can thereafter generate

and/or transmit an appropriate signal and/or message to the
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computer and/or communication device associated with the

vehicle owner or operator.

In any and/or all of the embodiments described

herein, the apparatus of the present invention can be

utilized in order to notify the manufacturer, dealer, and/or

repair center of a state of disrepair, thereby allowing the

respective manufacturer, dealer, and/or repair center, to

monitor the repairs of the respective vehicles, maintain

satisfactory inventories, and/or in other ways utilize this

information to better service their respective clients

and/or customers.

In any and/or all of the embodiments described

herein, the present invention can be utilized in order to

provide remote diagnostic services regarding the vehicle.

The respective vehicle service individuals and/or entities

can access the vehicle via the computer and/or communication

device associated with the service individual and/or entity

and via the central processing computer.

I

Vehicle, vehicle system, vehicle device and/or

vehicle component, diagnostic data and/or information can be

obtained at and/or from the vehicle and can be transmitted
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back to the computer and/or communication device of the

service individual and/or entity, via the central processing

computer and/or directly. Thereafter, the diagnostic data

and/or information can be presented to and/or diagnosed at

and/or by the computer and/or communication device

associated with the service individual and/or entity. In

this manner, the present invention can be utilized in order

to provide remote vehicle repair diagnostics.

In instances wherein a repair can be effected by

reprogramming a respective vehicle system, device, and/or

component, the service individual and/or entity can then

transmit an appropriate repair signal to the vehicle from

the computer and/or communication device associated with

service individual and/or entity, either directly and/or via

the central processing computer, to the CPU 4 located at the

vehicle. Thereafter, the CPU 4 can effect the reprogramming

of the respective vehicle system, device, and/or component.

In this manner, the apparatus and method of the present

invention can be utilized in order to effect remote

diagnostics and repair of, for, and regarding and/or all of

the vehicles, motor vehicles, boats, marine vessels,

aircraft, equipment, structures, and/or premises described

herein.
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In any and/or all of the embodiments described

herein, the apparatus and method of the present invention

can be utilized in conjunction with "smart" vehicle

components and/or devices. These "smart" components and/or

devices can detect wear, state of disrepair, and/or any

other defined condition and/or state, of the respective

component and/or device. Upon the detection of a condition

or state for which an individual owner or operator may

desire and/or should be notified, the respective "smart"

component and/or device can generate and/or transmit an

appropriate signal to the CPU 4 which can then generate and

transmit a signal to the central processing computer. The

central processing computer can thereafter generate and/or

transmit an appropriate signal to the computer and/or

communication device associated with the owner or operator

of the vehicle. In a reverse fashion, a vehicle owner or

operator and/or an agent thereof can access the "smart"

component, via the apparatus and method of the present

invention can determine the condition and/or state of the

"smart" component.

In another preferred embodiment, the vehicle

equipment system(s) 11 can also include a vehicle operation
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data monitoring device which monitors vehicle operation such

as vehicle speed, the status of any of the vehicle systems

(i.e. ignition system, fuel pump system, positioning

system), and/or any of the vehicle equipment systems

described herein, direction of travel, attitude of travel,

video inside, outside, and/or at, the vehicle, audio inside,

outside, and/or at, the vehicle, activity inside, outside,

and/or at, the vehicle, and/or any other electrical,

mechanical, electro—mechanical, hydraulic, and/or other

system, equipment system, device, component, and/or

appliance.

The vehicle operation data monitoring device can

be connected to, and/or linked with, any of the herein-

described systems, equipment systems, subsystems, devices,

components, and/or appliances, including, but not limited

to, speedometer, cruise control device, gyroscope,

gyrocompass, directional light device(s), light system(s),

door lock system(s), attitude measuring device(s), ignition

system, braking system, electronic system(s), hydraulic

system(s), video recording device(s) or camera(s), audio

recording device(s) or microphone(s), and/or any other

systems, equipment systems, devices, components, and/or

appliances, described herein and/or otherwise, for
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controlling and/or monitoring the operation of same and/or

for monitoring activity at the vehicle.

The vehicle operation data monitoring device can

operate and/or function in a manner similar to, and/or

analogous to, an aircraft flight data recorder in monitoring

and/or recording operation data. In addition, the vehicle

operation data monitoring device can receive any and/or all

of the data monitored and transmit same to the any of the

herein-described transmitters 2, home and/or personal

computers 150, and/or any of the server Computers 510,

computers 970, and/or server computers 952, and/or any other

computers and/or communication devices, which can be

utilized to receive this data and/or information. In this

manner, the vehicle operation and/or movement can be

monitored by, and/or at, any of the herein—described

transmitters, home and/or personal computers, computers,

and/or server computers.

The vehicle operation data monitoring device can

transmit any and/or all vehicle operation data to a

respective transmitter(s), home and/or personal computer(s),

computer(s), and/or server computer(s), in real—time, live,

in"a time—delayed manner, and/or in any other appropriate
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manner. The vehicle operation data monitoring device can

also record and/or store any of the operation data monitored

thereby.

Any data and/or information which is received

from the vehicle operation data monitoring device can be

stored at any of the herein—described transmitters 2, home

and/or personal computers 150, and/or any of the server

computers 510, computers 970, and/or server computers 952,

and/or any other computers and/or communication devices,

which can be utilized to receive this data. The data and/or

information which is received from the vehicle operation

data monitoring device can be stored in any suitable manner

which can typically involve storing same digitally, storing

same digitally in an overwriting manner, so that, for

example, the data can be stored and/or overwritten for a

given time period and overwriting same, storing same in a

looping and/or re-circulating storage medium or tape,

storing same in a manner utilized in conjunction with,

and/or similar to, the manner in which data and/or

information is stored in aircraft flight data recorders

and/or aircraft cockpit voice recorders.

The vehicle operation data monitoring device can
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be accessed by any of the herein-described transmitters,

home and/or personal computers, computers, and/or server

computers, and/or the individuals utilizing same, in order

to monitor and/or ascertain vehicle operation, and/or video

and/or audio activity inside, outside, and/or at, the

vehicle, at any time and/or to retrieve and/or to access

operating data regarding vehicle operation and/or movement,

and/or video and/or audio activity inside, outside, and/or

at, the vehicle, which has been recorded and/or stored by

the vehicle operation data monitoring device. For example,

vehicle operating data and/or information, along with video

and/or audio information inside, outside, and/or at the

vehicle, can be accesses and/or obtained.

The vehicle operation data monitoring device can

be utilized to monitor vehicle operation, to investigate a

malfunction, to diagnosis a malfunction or other problem, to

investigate a cause of an accident, and/or can be utilized

for any other purpose.

In a preferred embodiment, the vehicle operation

data monitoring device can be programmed to monitor vehicle

operation data and/or to transmit same to any respective

transmitter, home and/or personal computer, computer,
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central computer, and/or server computer, continuously, at

certain times, and/or under certain conditions, such as a

detection by the CPU 4 and/or by the vehicle operation data

monitor.

The vehicle operation data monitoring device can

also be activated remotely by any individual via any

respective transmitter, home and/or personal computer,

computer, central computer, and/or server computer, and/or

user of same. The vehicle operation data monitoring device

can also be activated by a vehicle operator and/or occupant

and/or via any other individual.

The data and/or information obtained from the

“fififim
vehicle operation data monitoring device can be stored at

..="ar- rI!'....13-
any of the respective transmitters, home and/or personal

ilifi
computers, computers, central computers, and/or server

computers, for accessing at any time. The data and/or

information can be stored at the vehicle operation data

monitoring device, and/or at any of the herein-described

and respective transmitters, home and/or personal computers,

computers, central computers, and/or server computers, in a

"loop tape" manner and/or digitally in a looping and/or data
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overwriting manner so that, for example, only a most recent

time period is recorded.

The vehicle operation data monitoring device can

be utilized in conjunction with the present invention so as

to obtain, to record, and/or access, and/or analyze, vehicle

operation data at the vehicle and/or from a location remote

from the vehicle, in a network environment, thereby

facilitating the monitoring and/or the analysis of vehicle

operation data.

In yet another preferred embodiment, the present

invention is utilized in conjunction with a marine vessel or

vehicle. Figure 12 illustrates an another preferred

embodiment of the present invention, wherein the apparatus

and method is utilized in conjunction with a boat. In

Figure 12, the apparatus is denoted generally by the

reference numeral 1200. While the boat described below is a

motor—powered boat, any type of boat, including, but not

limited to sailboats, may also be utilized in conjunction

with the present invention.

In Figure 12, the components of the apparatus 1200

which are common to the apparatus 1 of Figure 1 are
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designated by the same reference numerals. In Figure 12,

the CPU 4 is electrically connected and/or linked to the

boat ignition system 1207, which is located externally from

the apparatus 1200. The CPU 4 may or may not be connected

and/or linked with the boat ignition system 1207 through an

ignition system interface 1208 which is also shown in Figure

12. The CPU 4 may transmit signals to, as well as receive

signals from, the boat ignition system 1207. In this

manner, the CPU 4 and the boat ignition system 1207, may

exchange information between each other. In this manner,

the CPU 4, upon receiving an appropriate signal from the

receiver 3, and upon the completion of the requisite data

processing routine(s), may issue an electrical, an

electronic, and/or any other suitable signal, including a

digital command signal, to the boat ignition system 1207.

This electrical, electronic and/or other suitable signal, or

digital command signal, may be one which will disable the

boat ignition system 1207 or one which will re-enable or

reset the boat ignition system 1207. The CPU 4 may also

interrogate the boat ignition system 1207 and/or receive

data from the boat ignition system 1207 which is indicative

of boat ignition system status (i e., whether the boat

ignition system 1207 is on or off).
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In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the boat fuel pump

system 1209 which is also located externally from the

apparatus 1. The CPU 4 may or may not be connected and/or

linked with the boat fuel pump system 1209 through a fuel

pump system interface 1210 which is also shown in Figure 12.

In the case of an electrical or an electronic fuel pump

system, the CPU 4 may provide an electrical, an electronic,

and/or other suitable signal, including a digital signal,

which will disable or re—enable the boat fuel pump system

1209.

In the case of a mechanical fuel pump system, the

CPU 4 may provide an electrical, electronic, and/or other

suitable signal, including a digital signal, which will

disable or re—enable an electrical valve system, which may

be used to control the operation of the mechanical fuel pump

system. Whichever the case may be, the CPU 4 will be

capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable or

to re—enable the boat fuel pump system 1209. The CPU 4 may

also interrogate and/or receive data from the boat fuel pump

system 1209 which is indicative of boat fuel pump system

status (i.e., whether the boat fuel pump system 1209 is on
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or off). The CPU 4 may also be electrically connected

and/or linked to an appropriate device (not shown) for

controlling the operation of a boat exhaust system.

The CPU 4, in the preferred embodiment, is also

electrically connected and/or linked to at least one or more

of a boat equipment system(s) 1211. The boat equipment

system(s) 1211 are located externally from the apparatus 1

and may or may not be connected and/or linked to the CPU 4,

Via a boat equipment system(s) interface device(s) 1212

which may or may not be required for each one of the variety

or multitude of the boat equipment systems which may be

utilized in conjunction with the apparatus.

The boat equipment system(s) 1211 may include a

loud siren or alarm, which may be located in the cabin or

1
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passenger compartment of the boat and, which may produce a

loud piercing sound so as to make it unbearable for an

intruder to remain inside the boat cabin and/or passenger

compartment. The boat equipment system 1211 may also

include an external siren or alarm, which may produce a loud

piercing sound, which may be utilized to draw attention to

the boat. The boat equipment system 1211 may also include a

horn, which may blare continuously or intermittently, so as
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to also draw attention to the boat. The boat equipment

system(s) 1211 can also include "smart" windows which turn

opaque and/or darker depending upon interior lighting.

The boat external light system(s), which may

include the boat head lights, tail lights or flashers, which

may be constantly illuminated or which may blink on and off

repeatedly so as to draw attention to the boat, may also be

utilized as a boat equipment system 1211. The boat

equipment system 1211 may also include a power door or hatch

locking system, including electronic and/or electrical dead

bolt locking devices, for securing the boat cabin, cockpit

or passenger compartment so as to prevent an entry thereunto

or an exit therefrom. In addition, the boat equipment

system(s) 1211 may include an engine compartment locking

device, such as an electrical and/or mechanical locking

device, for preventing unauthorized access into the boat

engine compartment, so as to prevent any tampering with the

apparatus 1 or with other systems and/or components of the

boat.

‘i;;;:;\\\\“‘The boat equipment system(s) 1211 may also include
- any/632/;;’;;:: of the widel known boat anti-theft systems

and may also include a boat recovery system or device,
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including a homing and/or a t acking system, each of which

system(s) may be activated b the apparatus 1200 of the

present invention. The boa equipment system(s) 1211 may

also include communication devices, such as two—way radios,

radios, televisions, navi ational devices and/or equipment,

fire extinguishing equip ent, pumping devices for pumping

water out of the boat, r dar devices and equipment,

emergency and/or distre s signal equipment, sonar devices

and/or equipment, and ny electrical, electronic and/or

otherwise activated a liances and/ or equipment which may

be utilized on a boat. Appliances may include household

appliances such as r frigerators, stoves, air conditioners,

ovens, microwave ove s, lighting systems, etc. The boat

equipment system(s) 11 may also include systems for

detecting failures in any of the above or any other

equipment systems nd report such failures to the user or

operator whether e or she is operating the boat or is not

onboard the boat nd/or for reporting such failures to a

central office.

The boat equipment system(s) 1211 may also include

video recording and/or photographing equipment, which may

include video recording device(s) and/or a camera(s), such

as those utilized in conjunction with personal computers,
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televisions, digital televisions, interactive televisions,

display telephones, video telephones, and/or other

communication devices, including personal communication

devices, or a still picture camera(s). The video recording

device(s) or camera(s) may be digital recording devices or

cameras or other suitable devices or cameras, including

typical video recording devices or cameras. The video

recording device(s) or camera(s), in a preferred embodiment,

has associated therewith a transceiver or

transmitter/receiver system for transmitting video images

recorded by the video recording device(s) or camera(s) to

the user or operator and for receiving signals such as, for

example, control signals, by which the user or operator may

exercise control over the video recording device(s) or

camera(s).

EEFr‘:
:$
is:

mi2223":
The video recording device(s) or camera(s) may be

located at any location on the interior of the boat such as,

for example, in the cabin, cockpit, and/or passenger

compartment of the boat so that the user or operator, or any

other authorized individual, may observe and/or photograph

the operator of the boat, or the occupants and/or cargo of

the boat. The video recording(s) or camera(s) may also be

located on the boat exterior. The video recording device(s)
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or camera(s) may have wide angles for maximum angular

viewing and may also be pivotable and/or movable. The video

device(s) or camera(s) can be moveable along a track or

other guiding device or element so that the respective video

recording device or camera can be moved along the boat

interior or exterior. The video recording device(s) or

camera(s) may record and/or transmit the recorded video

and/or the picture(s) in real time and/or live. The video

recording device(s) or camera(s) may also be equipped with a

storage medium, for storing the recorded video and/or

picture(s), and a transmitter or transceiver for

transmitting the stored video and/or picture(s) to the user

or operator at a later time. In this manner, real—time, as

well as deferred, video and/or picture(s) transmissions may

be provided.

The boat equipment system(s) 1211 may also include

‘audio recording equipment, which may include audio recording

device(s) such as microphones and/or tape recorders, such as

those utilized in conjunction with personal computers,

televisions, digital televisions, interactive televisions,

telephones, cellular telephones, display telephones, video

telephones, and/or other communication devices, including

personal communication devices. The audio recording
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device(s) may be digital audio recording devices or other

suitable audio devices including typical audio recording

devices. The audio recording device(s), in a preferred

embodiment, has associated therewith a transceiver or

transmitter/receiver system for transmitting the recorded

audio to the user or operator and for receiving signals such

as, for example, control signals, by which the user or

operator may exercise control over the audio recording

device(s).

The audio recording device(s) may be located at

any location on the interior and/or exterior of the boat so

that the user or operator, or any other authorized

individual, may hear what is transpiring, and/or what has

transpired, inside and/or outside the boat. The audio

recording device(s) may also be pivotable and/or movable.

The audio device(s) or microphone(s) can be moveable along a

track or other guiding device or element so that the

respective audio recording device or microphone can be moved

along the boat interior or exterior. The audio recording

device(s) may record and/or transmit the recorded audio in

real time and/or live. The audio recording device(s) may

also be equipped with a storage medium, for storing the

recorded audio, and a transmitter or transceiver for
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transmitting the stored audio at a later time. In this

manner, real—time as well as deferred audio transmissions

may be provided.

The boat equipment s stem(s) 1211 may also include

om system or device r telephone, cellular, digital

or otherwise for providing a eans by which to allow the

user or operator, or other a thorized operator, to

communicate with the operato and/or occupants of the boat.

The boat equipment system 1 can also include video

conferencing devices and/or equipment for enabling the boat

occupants and/or individua s inside the boat, outside the

boat, and/or in the vicini y of the boat, to engage in

and/or partake in video c ferences and/or video

conferencing with others ia a communication network.

The boat equipment system(s) 1211 can also include

the boat battery or batteries, boat fuel cell or fuel cells,

battery monitoring equipment, battery charge level, fuel

cell output, fuel cell fuel supply, fuel cell temperature

measuring device, fuel cell by—product (i.e. water or other

by—product, heat, etc.) measuring device, fuel cell output

measuring device (i e. voltmeter, ammeter, current measure,

power meter, etc.), a boat rudder, a rudder control and/or
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monitoring device, a depth sounding device and/or depth

sounding control and/or monitoring device, a navigation

system, a navigation control and/or monitoring system, an

automatic pilot, a radar system, a sonar system, boat data

recorder, a boat data recorder control and/or monitoring

device, a boat cockpit voice recorder, a boat cockpit voice

recorder control and/or monitoring device, an emergency

oxygen control and/or monitoring device, an emergency oxygen

deployment detection device, an air bag deployment device,

an air bag deployment detection device, a boat dashboard or

control console display device, a gyroscope for measuring

boat pitch, roll, yaw, or attitude, a gyrocompass for

measuring direction of travel, a boat data recorder and/or a

boat operation data recorder.

The boat equipment system(s) 1211 may also include

monitoring device(s) for reading and/or monitoring the

status and/or condition of any of the boat fuel supply,

water and/or coolant supply, electrical generator and/or

alternator operation, battery charge level, fuel cell

electrical power output, fuel cell fuel supply level, fuel

cell operating temperature, fuel cell by-product output

level, and/or engine or motor temperature level, marine

control system and/or any other boat operation and/or system
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function and/or boat equipment system(s) operating status

and/or condition. The monitoring device(s), in a preferred

embodiment, has associated therewith a transceiver or

transmitter/receiver system for transmitting data and/or

information recorded and/or read by the monitoring device(s)

to the user or operator and for receiving signals such as,

for example, control signals, by which the user or operator

may exercise control over the monitoring device(s).

The boat equipment system(s) 1211 may also include

communication devices, such as two—way radios, radios,

televisions, navigational devices and/or equipment, fire

extinguishing equipment, radar devices and equipment,

emergency and/or distress signal equipment, and any

electrical, electronic and/or otherwise activated appliances

and/or equipment which may be utilized in a boat or marine

vessel. Appliances may include household appliances such as

refrigerators, stoves, air conditioners, ovens, microwave

ovens, lighting systems, etc. The boat equipment system(s)

1211 may also include electrical and/or electronically

controlled dead bolt locking devices for use on doors,.

windows, and/or in conjunction with any other opening

components and/or components for gaining access to various

locations and/or in, and/or any systems, devices, and/or



Page 251 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

components of, the boat.

The boat equipment s stem(s) 1211 may also include

for preventing use and/ r access to various locations,

systems, devices, and/or comp nents of the boat. The boat

equipment systems may also i clude hydraulic and/or

pneumatic equipment and/or ther equipment, including

winches, etc, which may be emotely activated as described

herein. The boat equipmen system(s) 11 may also include

boat communication device including, but not limited to

radios, televisions and e tertainment devices, two—way

iLiL§E§§ radios, cellular telepho es and equipment, etc. The boat1...-....... I

ffiifi equipment system(s) 121 may also include systems for

detecting failures in a y of the above, or any other,

%L%mil“
equipment systems and eport such failure(s) to the user or

i'L..i§EL?!4233:M operator whether he o she is operating the boat or is not

in the boat and/or f r reporting such failures to a central

office.

The boat equipment system(s) 1211 can also include

the boat command computer which is utilized to control

and/or to the various electronic, electrical, mechanical,

and/or electromechanical systems, components, devices, of

the boat. The command computer can control and monitor any
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of the systems, components, and/or devices, of the boat,

including, but not limited to, the ignition system, the fuel

system, fuel injection system, electrical systems for

ignition, lights, horn, door locks, exhaust system, windows,

fuel pump, oil pump, engine timing device, battery, fuel

cells, fuel supply device, video recording equipment, audio

recording equipment, boat integrated positioning device,

and/or any other system, device, or component which can be

controlled and/or monitored by the command computer.

The command computer can transmit control signals

and/or status request signals to any of the herein-described

boat systems, components and/or devices so as to

respectively control and/or monitor the operating status

and/or condition of the respective system, component and/or

device. The command computer can also receive signals from

the respective systems, devices and/or components, with said

signals containing data and/or information concerning the

operating status, operating state, and/or condition, of the

respective systems, devices and/or components; The command

computer can be utilized so as to control, monitor, and/or

provide diagnostic information for any of the boat systems,

components, and/or devices, which are controlled and/or

monitored with the command computer.
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The boat equipment system(s) 1211 can also include

wear and/or usage indicators and/or detection devices which

can be connected with either the command computer and/or the

central processing computer and which can be utilized so as

to monitor the wear and/or usage of any of the herein-

described electronic, electrical, mechanical, and/or

electro-mechanical, systems, devices, and/or components.

“T kl;§&g;:>\\\‘\The boat equipment sy tem(s) 11 can also include
a

atic control devices for ontrolling and/or monitoring

boat systems and/or devices f r boat movement and/or motion,

such as, but not limited to, boat motor and/or transmission

system for controlling boat orward and/or reverse direction

of movement, boat accelerat'on system for controlling speed

of movement, boat rudder s stem and/or boat steering system,

boat pump system, and/or a y other system and/or component

for controlling and/or fo effecting remote-control over the

movement, motion and/or peration of the boat.

In the case of commercial equipment, industrial

equipment, drilling equipment, mining equipment, excavating

equipment, and/or other commercial equipment, the boat

equipment system(s) 1211 may also include loading and/or
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unloading mechanisms, cutting mechanisms, bailing

mechanisms, winches and any and all of the various systems

and devices utilized in conjunction with these boats and/or

equipment.

»*£ET\\\‘\\fi:§§:::ted above, the se of any one or more of the
quipment system or s stems 11, and their associated

interface devices 12, may be ptional and may further

include any other systems and or devices which may, or are,

utilized in and/or in conjun tion with any of the above

noted or envisioned vehicles The vehicle equipment

system(s) 11, especially wheL the apparatus is utilized in
conjunction with law enforc ent and/or military vehicles,

may also include guns and/o weapon systems and/or self

defense systems and electr nic warfare systems.

As noted above, the use of any one or more of the

boat equipment system(s) 1211, and their associated

interface devices 1212, may be optional. Further, wireless

devices may be utilized for any of the devices utilized in

conjunction with the apparatus 1200.

The boat equipment system(s) 1211 receives signals

from the CPU 4, which signals serve to activate or de-



Page 255 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

{lfmfimfimmi

activate, or vice versa, whichever the case may be, the

respective boat equipment system(s) which are utilized in

conjunction with the apparatus 1200. The boat equipment

system(s) 1211 may also include any other suitable boat

system or equipment feature which may be utilized to draw

attention to the boat and/or in some other way to impede

boat theft. It should be noted that any of the interface

devices 1208, 1210 and 1212 may include any of the requisite

interfacing circuitry which may be necessary to facilitate

CPU 4 control over the respective systems which may be

utilized.

In another preferred embodiment, the boat

equipment system(s) 1211 can also include a boat operation

data monitoring device which monitors boat operation such as

boat speed, the status of any of the boat systems (i.e.

ignition system, fuel pump system, positioning system),

and/or any of the boat equipment systems described herein,

direction of travel, attitude of travel, video inside,

outside, and/or at, the boat, audio inside, outside, and/or

at, the boat, activity inside, outside, and/or at, the boat,

and/or any other electrical, mechanical, electro—mechanical,

hydraulic, and/or other system, equipment system, device,

component, and/or appliance.
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The boat operation data monitoring device can be

connected to, and/or linked with, any of the herein-

described systems, equipment systems, subsystems, devices,

components, and/or appliances, including, but not limited

to, speedometer, cruise control device, rudder, gyroscope,

gyrocompass, directional light device(s), light system(s),

door lock system(s), depth sounding measurement devices,

attitude measuring device(s), ignition system, braking

system, electronic system(s), hydraulic system(s), video

recording device(s) or camera(s), audio recording device(s)

or microphone(s), and/or any other systems, equipment

systems, devices, components, and/or appliances, described

herein and/or otherwise, for controlling and/or monitoring

the operation of same and/or for monitoring activity at the

boat.

The boat operation data monitoring device can

operate and/or function in a manner similar to, and/or

analogous to, an aircraft flight data recorder in monitoring

and/or recording operation data. In addition, the boat

operation data monitoring device can receive any and/or all

of the data monitored and transmit same to the any of thea

herein—described transmitters 2, home and/or personal
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computers 150, and/or any of the server computers 510,

computers 970, and/or server computers 952, and/or any other

computers and/or communication devices, which can be

utilized to receive this data and/or information. In this

manner, the boat operation and/or movement can be monitored

by, and/or at, any of the herein-described transmitters,

home and/or personal computers, computers, and/or server

computers.

The boat operation data monitoring device can

transmit any and/or all boat operation data to a respective

transmitter(s), home and/or personal computer(s),

computer(s), and/or server computer(s), in real—time, live,

in a time—delayed manner, and/or in any other appropriate

manner. The boat operation data monitoring device can also

record and/or store any of the operation data monitored

thereby.

Any data and/or information which is received

from the boat operation data monitoring device can be stored

at any of the herein—described transmitters 2, and/or home

and/or personal computers 150, and/or any of the server

computers 510, computers 970, and/or server computers 952,

and/or any other computers and/or communication devices,
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which can be utilized to receive this data. The data and/or

information which is received from the boat operation data

monitoring device can be stored in any suitable manner which

can typically involve storing same digitally, storing same

digitally in an overwriting manner, so that, for example,

the data can be stored and/or overwritten for a given time

period and overwriting same, storing same in a looping

and/or re—circulating storage medium or tape, storing same

in a manner utilized in conjunction with, and/or similar to,

the manner in which data and/or information is stored in

aircraft flight data recorders and/or aircraft cockpit voice

recorders.

The boat operation data monitoring device can

be accessed by any of the herein-described transmitters,

home and/or personal computers, computers, and/or server

computers, and/or the individuals utilizing same, in order

to monitor and/or ascertain boat operation, and/or video

and/or audio activity inside, outside, and/or at, the boat,

at any time and/or to retrieve and/or to access operating

data regarding boat operation and/or movement, and/or video

and/or audio activity inside, outside, and/or at, the boat,

which has been recorded and/or stored by the boat operation

data monitoring device. For example, boat operating data
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and/or information, along with video and/or audio

information inside, outside, and/or at the boat, can be

accesses and/or obtained.

The boat operation data monitoring device can be

utilized to monitor boat operation, to investigate a

malfunction, to diagnosis a malfunction or other problem, to

investigate a cause of an accident, and/or can be utilized

for any other purpose.

In a preferred embodiment, the boat operation data

monitoring device can be programmed to monitor boat

operation data and/or to transmit same to any respective

transmitter, home and/or personal computer, computer,

central computer, and/or server computer, continuously, at

certain times, and/or under certain conditions, such as a

detection by the CPU 4 and/or by the boat operation data

monitor.

The boat operation data monitoring device can

also be activated remotely by any individual via any

respective transmitter, home and/or personal computer,

computer, central computer, and/or server computer, and/or

user of same. The boat operation data monitoring device can
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also be activated by a boat operator and/or occupant and/or

via any other individual.

The data and/or information obtained from the boat

operation data monitoring device can be stored at any of the

respective transmitters, home and/or personal computers,

computers, central computers, and/or server computers, for

accessing at any time. The data and/or information can be

stored at the boat operation data monitoring device, and/or

at any of the herein—described and respective transmitters,

home and/or personal computers, computers, central

computers, and/or server computers, in a "loop tape" manner

and/or digitally in a looping and/or data overwriting manner

so that, for example, only a most recent time period is

recorded.

fiWR¢§T7"
The boat operation data monitoring device can be

utilized in conjunction with the present invention so as to

obtain, to record, and/or access, and/or analyze, boat

operation data at the boat and/or from a location remote

from the boat, in a network environment, thereby

facilitating the monitoring and/or the analysis of boat

operation data.
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The apparatus 1200 also includes a position and

locating device 13 which can be utilized in order to

determine the position and/or the location of the boat. The

position and locating device 13 can be utilized so as to

determine the position of the boat anywhere in the world and

provide for the transmission of boat position and/or

location data to any appropriate system receiver so that the

boat may be located and/or tracked and recovered. In the

preferred embodiment, the position and locating device 13

includes and utilizes a global positioning device and an

associated transmitter for transmitting position and/or

location data to the authorized user or operator and/or to

an authorized office or agency authorized to receive and/or

to monitor such data transmissions.

The apparatus 1200 of Figure 12 also includes a

position and locating system receiver 14, which may be

employed by the authorized user or operator and/or by the

authorized office or agency, for receiving and/or processing

the data which is transmitted from the position and locating

device 13 as described above. The apparatus of may also

comprise a user interface device (not shown).

The apparatus and method of the preferred
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embodiment of Figure 12 may be utilized and/or operates in

the same or in a similar and/or analogous manner as

described above with regards to the embodiments of Figures

1—11B and/or consistent with the description of the various

embodiments and features of the present invention as

described herein. The apparatus and method of the present

invention may also provide for the immediate, and/or for the

deferred, control, activation, deactivation, programming,

monitoring and/or security of any one or more of the boat

and/or marine vessel or vehicle systems, equipment, devices,

appliances, etc., in the same, similar and/or analogous

manner as described above with its use in conjunction with

vehicles and/or motor vehicles.

Although the present invention has been

hereinabove described as being utilized in conjunction with

a boat, it is noted that the present invention may be

utilized in conjunction with a ship, cruise ship, or any

other boat, manned or unmanned, regardless of size, shape or

form, private, commercial and/or military. The boat

equipment systems may also include guns and/or weapon

systems and/or self—defense systems and/or electronic

warfare systems. The present invention may also be utilized

in conjunction with submersible vehicles such as submarines.
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In yet another preferred embodiment, the present

invention is utilized in conjunction with an aircraft,

airplane, jet, or helicopter. Figure 13 illustrates an

another preferred embodiment of the present invention,

wherein the apparatus and method is utilized in conjunction

with an airplane. The apparatus of Figure 13 is denoted

generally by the reference numeral 1300. In Figure 13, the

components of the apparatus which are common to the

apparatus 1 of Figure 1 are designated by the same reference

numerals. In Figure 13, the CPU 4 is electrically connected

and/or linked to the airplane ignition system 1307, which is

located externally from the apparatus 1300. The CPU 4 may

or may not be connected and/or linked with the airplane

ignition system 1307 through an ignition system interface

1308 which is also shown in Figure 13.

The CPU 4 may transmit signals to, as well as

receive signals from, the airplane ignition system 1307. In

this manner, the CPU 4 and the airplane ignition system

1307, may exchange information between each other. In this

manner, the CPU 4, upon receiving an appropriate signal from

the receiver 3, and upon the completion of the requisite

data processing routine, may issue an electrical, an
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electronic, and/or any other suitable signal, including a

digital command signal, to the airplane ignition system

1307. This electrical, electronic and/or other suitable

signal, or digital command signal, may be one which will

disable the airplane ignition system 1307 or one which will

re—enable or reset the airplane ignition system 7. The CPU

4 may also interrogate the airplane ignition system 1307A

and/or receive data from the airplane ignition system 1307

which is indicative of ignition system status (i.e., whether

the airplane ignition system 1307 is on or off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the airplane fuel

pump or supply system 1309 which is also located externally

from the apparatus 1300. The CPU 4 may or may not be

connected and/or linked with the airplane fuel pump system

1309 through a fuel pump system interface 1310 which is also

shown in Figure 13. In the case of an electrical or an

electronic fuel pump system, the CPU 4 may provide an

electrical, an electronic, and/or other suitable signal,

including a digital signal, which will disable or re—enable

the airplane fuel pump or supply system 1309.

In the case of a mechanical fuel pump system, the
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CPU 4 may provide an electrical, electronic, and/or other

suitable signal, including a digital signal, which will

disable or re-enable an electrical valve system, which may

be used to control the operation of the mechanical fuel pump

system. Whichever the case may be, the CPU 4 will be

capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable or

to re-enable the airplane fuel pump system 1309. The CPU 4

may also interrogate and/or receive data from the airplane

fuel pump or supply system 1309 which is indicative of

airplane fuel pump system status (i.e., whether the airplane

fuel pump system 1309 is on or off). The CPU 4 may also be

electrically connected and/or linked to an appropriate

device (not shown) for controlling the operation of a

airplane exhaust system.

The CPU 4, in the preferred embodiment, is also

electrically connected to at least one or more of an

airplane equipment system(s) 1311. The airplane equipment

system(s) 1311 are located externally from the apparatus

1300 and may or may not be connected to the CPU 4, via an

airplane equipment system(s) interface device(s) 1312 which

may or may not be required for each one of the variety or

multitude of the airplane equipment systems which may be
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utilized in conjunction with the apparatus 1300.

The airplane equipment system(s) 1311 may include

a loud siren or alarm, which may be located in the cabin,

passenger compartment and/or cockpit of the airplane and,

which may produce a loud piercing sound so as to make it

unbearable for an intruder to remain inside the airplane

cabin, passenger compartment and/or cockpit. The airplane

equipment system(s) 1311 may also include an external siren

:mfiMj
or alarm, which may produce a loud piercing sound, which may

if.... u
be utilized to draw attention to the airplane. The airplane

wfififi equipment system(s) 1311 may also include a horn, which may, . 5‘::E

éfi
1, = blare continuously or intermittently, so as to also draw

attention to the airplane. The airplane equipment system(s)NW3“
1311 can also include "smart" windows which turn opaque

E

and/or darker depending upon interior lighting.

The airplane external light system(s), which may

include the airplane head lights, tail lights or flashers,

which may be constantly illuminated or which may blink on

and off repeatedly so as to draw attention to the airplane,

may also be utilized as a airplane equipment system 1311.

The airplane equipment system(s) 1311 may also include a

power door or hatch locking system or device, for securing
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the airplane cabin, passenger compartment and/or cockpit so

as to prevent an unauthorized entry thereunto or an exit

therefrom. In addition, the airplane equipment system(s)

1311 may include a locking system, such as a mechanical

locking system, for preventing an unauthorized access into

the airplane engine compartment so as to prevent tampering

with the apparatus 1300 or with other systems and/or

components of the airplane.

The airplane equipment §4stem(s) 11 may also

one or more of the wi ely known airplane anti-

heft systems and may also inclu e a airplane recovery

system or device, including a h ing and/or a tracking

system, each of which system(s) may be activated by the

apparatus 1300 of the present ' vention. The airplane

equipment system(s) 1311 may a so include landing gear,

cabin and/or interior pressur'zation systems, devices,

and/or cabin pressurization c ntrol and/or monitoring

systems and/or devices, comm nication devices, such as two-

way radios, radios, televisions, navigational devices and/or

equipment, fire extinguishi g equipment, radar devices and

equipment, emergency and/o distress signal equipment, sonar

devices and/or equipment, and any electrical, electronic

and/or otherwise activate appliances and/or equipment which
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may be utilized on an airplane. Appliances may include

household appliances such s refrigerators, stoves, air

conditioners, ovens, micr wave ovens, lighting systems, etc.

The airplane equipment s stem(s) 1311 may also include

systems for detecting failures in any of the above or any

other equipment systems and report such failures to the user

or operator whether he or she is operating the airplane or

is not onboard the airplane and/or for reporting such

failures to a centra office.

The airplane equipment system(s) 1311 may also

include video recording and/or photographing equipment,

which may include video recording device(s) and/or a

camera(s), such as those utilized in conjunction with

personal computers, televisions, digital televisions,

interactive televisions, display telephones, video

telephones, and/or other communication devices, including

personal communication devices, or a still picture

camera(s). The video recording device(s) or camera(s) may

be digital recording devices or cameras or other suitable

devices or cameras, including typical video recording

devices or cameras. The video recording device(s) or

camera(s), in a preferred embodiment, has associated

therewith a transceiver or transmitter/receiver system for
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transmitting video images recorded by the video recording

device(s) or camera(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

video recording device(s) or camera(s).

The video recording device(s) or camera(s) may be

located at any location on the interior of the airplane such

as, for example, in the dashboard, cabin, cockpit, and/or

passenger compartment of the airplane so that the user or

operator, or any other authorized individual, may observe

and/or photograph the operator of the airplane, or the

occupants and/or cargo of the airplane. The video

recording(s) or camera(s) may also be located on the

airplane exterior. The video recording device(s) or

camera(s) may have wide angles for maximum angular viewing

and may also be pivotable and/or movable. The video

device(s) or camera(s) can be moveable along a track or

other guiding device or element so that the respective video

recording device or camera can be moved along the airplane

interior or exterior. The video recording device(s) or

camera(s) may record and/or transmit the recorded video

and/or the picture(s) in real time and/or live. The video

recording device(s) or camera(s) may also be equipped with a
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storage medium, for storing the recorded video and/or

picture(s), and a transmitter or transceiver for

transmitting the stored video and/or picture(s) to the user

or operator at a later time. In this manner, real—time, as

well as deferred, video and/or picture(s) transmissions may

be provided.

e airplane equipment sy tem(s) 1211 may also

inclu e/afid:%:::cording equipment, which may include audio
recording device(s) such as micro hones and/or tape

recorders, such as those utilizedlin conjunction with

personal computers, televisions, digital televisions,

display telephones, video tele ones, and/or other
interactive televisions, telep:Enes, cellular telephones,
communication devices, including personal communication

devices. The audio recording device(s) may be digital audio

recording devices or other suitable audio devices including

typical audio recording devi es. The audio recording

device(s), in a preferred eJ:odiment, has associated
therewith a transceiver or transmitter/receiver system for

transmitting the recordedxaudio to the user or operator and
for receiving signals suc7 as, for example, control signals,

ator may exercise control over theby which the user or oper

audio recording device(s).
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The audio recording device(s) may be located at

any location on the interior and/or exterior of the airplane

so that the user or operator, or any other authorized

individual, may hear what is transpiring, and/or what has

transpired, inside and/or outside the airplane. The audio

recording device(s) may also be pivotable and/or movable.

The audio device(s) or microphone(s) can be moveable along a

track or other guiding device or element so that the

respective audio recording device or microphone can be moved

along the airplane interior or exterior. The audio

recording device(s) may record and/or transmit the recorded

audio in real time and/or live. The audio recording

device(s) may also be equipped with a storage medium, for

storing the recorded audio, and a transmitter or transceiver

for transmitting the stored audio at a later time. In this

manner, real-time as well as deferred audio transmissions

may be provided.

The airplane equipment system(s) 1311 may also

include an intercom system or device or telephone, cellular,

digital, or otherwise for providing a means by which to

allow the user or operator, or other authorized operator, to

communicate with the operator and/or occupants of the
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airplane. The airplane equipment system 1311 can also

include video conferencing devices and/or equipment for

enabling the airplane occupants and/or individuals inside

the airplane, outside the airplane, and/or in the vicinity

of the airplane, to engage in and/or partake in video

conferences and/or video conferencing with others via a

communication network.

The airplane equipment system(s) 1311 can also

include the airplane battery or batteries, airplane fuel

cell or fuel cells, battery monitoring equipment, battery

charge level, fuel cell output, fuel cell fuel supply, fuel

cell temperature measuring device, fuel cell by—product

(i.e. water or other by-product, heat, etc.) measuring

device, fuel cell output measuring device (i.e. voltmeter,

ammeter, current measure, power meter, etc.), an airplane

aileron control and/or monitoring device, a rudder control

and/or monitoring device, an horizontal stabilizer control

and/or monitoring device, a vertical stabilizer control

and/or monitoring device, an altimeter, an emergency landing

parachute control and/or monitoring device, an emergency

parachute deployment control and/or deployment detection

device, a navigation system, a navigation control and/or

monitoring system, an automatic pilot, a radar system, a
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flight data recorder, a flight data recorder control and/or

monitoring device, a cockpit voice recorder, a cockpit voice

recorder control and/or monitoring device, a wing flap

control and/or monitoring device, an emergency oxygen

control and/or monitoring device, an emergency oxygen

deployment detection device, an air bag deployment device,

an air bag deployment detection device, an airplane cockpit

or control console display device, a gyroscope for measuring

airplane pitch, roll, yaw, or attitude, a gyrocompass for

measuring direction of travel, an airplane data recorder

and/or an airplane operation data recorder.

The airplane equipment system(s) 1311 may also

include monitoring device(s) for reading and/or monitoring

the airplane fuel supply, water and/or coolant supply,

electrical generator and/or alternator operation, battery

charge level, fuel cell electrical power output, fuel cell

fuel supply level, fuel cell operating temperature, fuel

cell by—product output level, and/or engine or motor

temperature level, airplane flight control systems and/or

any other airplane operation and/or system function and/or

airplane equipment system(s) operating status and/or

condition. The monitoring device(s), in a preferred

embodiment, has associated therewith a transceiver or
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transmitter/receiver system for transmitting data and/or

information recorded and/or read by the monitoring device(s)

to the user or operator and for receiving signals such as,

for example, control signals, by which the user or operator

may exercise control over the monitoring device(s).

The airplane equipment system(s) 1311 may also

include communication devices, such as two-way radios,

radios, televisions, navigational devices and/or equipment,

fire extinguishing equipment, radar devices and equipment,

emergency and/or distress signal equipment, and any

electrical, electronic and/or otherwise activated appliances

and/or equipment which may be utilized in an airplane or

aircraft. Appliances may include household appliances such

as refrigerators, stoves, air conditioners, ovens, microwave

‘ovens, lighting systems, etc. The airplane equipment

system(s) 1311 may also include electrical and/or

electronically controlled dead bolt locking devices for use

on doors, windows, and/or in conjunction with any other

opening components and/or components for gaining access to

various locations on and/or in, and/or any systems, devices,

and/or components of, the airplane.

The airplane equipment system(s) 1311 may also
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include locks for preventing use and/or access to various

locations, systems, devices, and/or components of the

airplane. The airplane equipment systems may also include

hydraulic and/or pneumatic equipment and/or other equipment,

including hydraulic control devices and/or control systems,

winches, etc, which may be remotely activated as described

herein. The airplane equipment system(s) 1311 may also

include airplane communication devices including, but not

limited to radios, televisions and entertainment devices,

two-way radios, cellular telephones and equipment, etc. The

equipment system(s) 1311 may also include systems for

detecting failures in any of the above, or any other,

equipment systems and report such failure(s) to the user or

operator whether he or she is operating the airplane or is

not in the airplane and/or for reporting such failures to a

central office.

The airplane equipment system(s) 1311 can also

include the airplane command computer which is utilized to

control and/or to the various electronic, electrical,

mechanical, and/or electromechanical systems, components,

devices, of the airplane. The command computer can control

and monitor any of the systems, components, and/or devices,

of the airplane, including, but not limited to, the
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automatic pilot system, radar system, lift control system,

control surface system, the ignition system, engine and/or

thrusting system, braking system, the fuel system, fuel

injection system, landing gear, fuel dumping system,

electrical systems for ignition, lights, horn, door locks,

exhaust system, windows, fuel pump, oil pump, engine timing

device, battery, fuel cells, fuel supply device, video

recording equipment, audio recording equipment, airplane

integrated positioning device, and/or any other system,

device, or component which can be controlled and/or

monitored by the command computer.

The command computer can transmit control signals

and/or status request signals to any of the herein—described

airplane systems, components and/or devices so as to

respectively control and/or monitor the operating status

and/or condition of the respective system, component and/or

device. The command computer can also receive signals from

the respective systems, devices and/or components, with said

signals containing data and/or information concerning the

operating status, operating state, and/or condition, of the

respective systems, devices and/or components. The command

computer can be utilized so as to control, monitor, and/or

provide diagnostic information for any of the airplane
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systems, components, and/or devices, which are controlled

and/or monitored with the command computer.

The airplane equipment system(s) 1311 can also

include wear and/or usage indicators and/or detection

devices which can be connected with either the command

computer and/or the central processing computer and which

can be utilized so as to monitor the wear and/or usage of

any of the herein—described electronic, electrical,

mechanical, and/or electro—mechanical, systems, devices,

and/or components.

The airplane equipment system(s) 1311 can also

include automatic control devices for controlling and/or

monitoring airplane systems and/or devices for airplane

take-off, flight, normal cruising, automatic pilot cruising,

landing, airplane movement and/or motion, such as, but not

limited to, airplane takeoff, thrust, engine or propeller

system, forward thrust system for controlling airplane

forward direction movement, airplane acceleration system for

controlling speed of movement, airplane tail, wings, rudder,

and/or other control surface systems and/or devices,

airplane steering system, airplane braking system, airplane

reverse thrust system, landing gear, airplane pump system,
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airplane turning and/or banking systems, and/or any other

system and/or component for controlling and/or for effecting

remote-control over the movement, motion and/or operation of

the airplane.

cjzkés X;§;\\\\\\‘ the case of commlgcial equipment, industrial
/////egu- ment, the airplane equi ment system(s) 1311 may also

include loading and/or unlo ding mechanisms, winches, etc.

and any and/or all of the v rious systems and devices

utilized in conjunction wi h these boats and/or equipment.

In another preferred embodiment, the airplane

equipment system(s) 1311 can also include a airplane

operation data monitoring device which monitors airplane

operation such as airplane speed, the status of any of the

airplane systems (i e. ignition system, fuel pump system,

positioning system), and/or any of the airplane equipment

systems described herein, direction of travel, attitude of

travel, video inside, outside, and/or at, the airplane,

audio inside, outside, and/or at, the airplane, activity

inside, outside, and/or at, the airplane, and/or any other

electrical, mechanical, electro—mechanical, hydraulic,

and/or other system, equipment system, device, component,

and/or appliance.
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The airplane operation data monitoring device can

be connected to, and/or linked with, any of the herein-

described systems, equipment systems, subsystems, devices,

components, and/or appliances, including, but not limited

to, speedometer, cruise control device, auto pilot, control

surfaces, horizontal stabilizer, vertical stabilizer, cabin

pressure control, landing gear, ailerons, altimeter,

navigation system, emergency parachute, emergency landing

equipment, emergency evacuation equipment, data display,

braking system, wing flaps, rudder, gyroscope, gyrocompass,

directional light device(s), light system(s), door lock

system(s), depth sounding measurement devices, attitude

measuring device(s), ignition system, braking system,

electronic system(s), hydraulic system(s), video recording

device(s) or camera(s), audio recording device(s) or

microphone(s), and/or any other systems, equipment systems,

devices, components, and/or appliances, described herein

and/or otherwise, for controlling and/or monitoring the

operation of same and/or for monitoring activity at the

airplane.

The airplane operation data monitoring device can
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operate and/or function in a manner similar to, and/or

analogous to, an aircraft flight data recorder in monitoring

and/or recording operation data. In addition, the airplane

operation data monitoring device can receive any and/or all

of the data monitored and transmit same to the any of the

herein-described transmitters 2, home and/or personal

computers 150, and/or any of the server computers 510,

computers 970, and/or server computers 952, and/or any other

computers and/or communication devices, which can be

utilized to receive this data and/or information. In this

manner, the airplane operation and/or movement can be

monitored by, and/or at, any of the herein-described

transmitters, home and/or personal computers, computers,

and/or server computers.

The airplane operation data monitoring device can

transmit any and/or all airplane operation data to a

respective transmitter(s), home and/or personal computer(s),

computer(s), and/or server computer(s), in real-time, live,

in a time-delayed manner, and/or in any other appropriate

manner. The airplane operation data monitoring device can

also record and/or store any of the operation data monitored

thereby.



Page 281 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

Any data and/or information which is received

from the airplane operation data monitoring device can be

stored at any of the herein—described transmitters 2, home

and/or personal computers 150, and/or any of the server

computers 510, computers 970, and/or server computers 952,

and/or any other computers and/or communication devices,

which can be utilized to receive this data. The data and/or

information which is received from the airplane operation

data monitoring device can be stored in any suitable manner

which can typically involve storing same digitally, storing

same digitally in an overwriting manner, so that, for

example, the data can be stored and/or overwritten for a

given time period and overwriting same, storing same in a

looping and/or re—circulating storage medium or tape,

storing same in a manner utilized in conjunction with,

and/or similar to, the manner in which data and/or

information is stored in aircraft flight data recorders

and/or aircraft cockpit voice recorders.

The airplane operation data monitoring device can

be accessed by any of the herein—described transmitters,

home and/or personal computers, computers, and/or server

computers, and/or the individuals utilizing same, in order

to monitor and/or ascertain airplane operation, and/or video
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and/or audio activity inside, outside, and/or at, the

airplane, at any time and/or to retrieve and/or to access

operating data regarding airplane operation and/or movement,

and/or video and/or audio activity inside, outside, and/or

at, the airplane, which has been recorded and/or stored by

the airplane operation data monitoring device. For example,

airplane operating data and/or information, along with video

and/or audio information inside, outside, and/or at the

airplane, can be accesses and/or obtained.

The airplane operation data monitoring device can

be utilized to monitor airplane operation, to investigate a

malfunction, to diagnosis a malfunction or other problem, to

investigate a cause of an accident, and/or can be utilized

for any other purpose.

In a preferred embodiment, the airplane operation

data monitoring device can be programmed to monitor airplane

operation data and/or to transmit same to any respective

transmitter, home and/or personal computer, computer,

central computer, and/or server computer, continuously, at

certain times, and/or under certain conditions, such as a

detection by the CPU 4 and/or by the airplane operation data

monitor.
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The airplane operation data monitoring device can

also be activated remotely by any individual via any

respective transmitter, home and/or personal computer,

computer, central computer, and/or server computer, and/or

user of same. The airplane operation data monitoring device

can also be activated by a airplane operator and/or occupant

and/or via any other individual.

The data and/or information obtained from the

airplane operation data monitoring device can be stored at

any of the respective transmitters, home and/or personal

computers, computers, central computers, and/or server

computers for accessing at any time. The data and/or

information can be stored at the airplane operation data

monitoring device, and/or at any of the herein—described

and respective transmitters, home and/or personal computers,

computers, central computers, and/or server computers, in a

"loop tape" manner and/or digitally in a looping and/or data

overwriting manner so that, for example, only a most recent

time period is recorded.

The airplane operation data monitoring device can

be utilized in conjunction with the present invention so as
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to obtain, to record, and/or access, and/or analyze,

airplane operation data at the airplane and/or from a

location remote from the airplane, in a network environment,

thereby facilitating the monitoring and/or the analysis of

airplane operation data.

As noted above, the use of any one or more of the

airplane equipment system(s) 1311, and their associated

interface devices 1312, may be optional. Further, as

described above, wireless devices may be utilized.

The airplane equipment system(s) 1311 receives

signals from the CPU 4, which signals serve to activate or

de—activate, or vice versa, whichever the case may be, the

respective airplane equipment system(s) which are utilized

in conjunction with the apparatus 1300. The airplane

equipment system(s) 1311 may also include any other suitable

airplane system or equipment feature which may be utilized

to draw attention to the airplane and/or in some other way

to impede the airplane theft. It should be noted that any

of the interface devices 1308, 1310 and 1312 may include any

of the requisite interfacing circuitry which may be

necessary to facilitate CPU 4 control over the respective

systems which may be utilized.
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The apparatus 1300 also includes a position and

locating device 13 which can be utilized in order to

determine the position and/or the location of the airplane.

The position and locating device 13 can be utilized so as to

determine the position of the airplane anywhere in the world

and provide for the transmission of airplane position and/or

location data to any appropriate system receiver so that the

airplane may be located and/or tracked and recovered. In

the preferred embodiment, the position and locating device

13 includes and utilizes a global positioning device and an

associated transmitter for transmitting position and/or

location data to the authorized user or operator and/or to

an authorized office or agency authorized to receive and/or

to monitor such data transmissions.

The apparatus 1300 also includes a position and

locating system receiver 14, which may be employed by the

authorized user or operator and/or by the authorized office

or agency, for receiving and/or processing the data which is

transmitted from the position and locating device 13 as will

be described above. The apparatus 1 may also comprise a

user interface device (not shown).



Page 286 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

uuof“:I.2...:I«L32.1251;

O?’ I
The apparatus and method of the preferred

embodiment of Figure 13 may be utilized and/or operates in

the same or in a similar and/or analogous manner as

described above with regards to the embodiments of Figures

1-12 and/or consistent with the description of the various

embodiments and features of the present invention as

described herein.

The apparatus and method of the present invention

may also provide for the immediate, and/or for the deferred,

control, activation, deactivation, programming, monitoring

and/or security of any one or more of the airplane systems,

equipment, devices, appliances, etc , in the same, similar

and/or analogous manner as described herein.

Although the present invention has been described

herein as being utilized in conjunction with an airplane, it

is noted that the present invention may be utilized in

conjunction with any aircraft, including airplanes, jets,

gliders, spacecraft, space shuttles, satellites, manned or

unmanned, regardless of size, shape or form, private,

commercial and/or military. The airplane equipment systems

may also include guns and/or weapon systems and/or self-

defense systems and/or electronic warfare systems.
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In yet another preferred embodiment, the present

invention is utilized in conjunction with a snowmobile,

jetski or recreational vehicle. Figure 14 illustrates an

another preferred embodiment of the present invention

wherein the apparatus is utilized in conjunction with a

snowmobile. The apparatus of Figure 14 is denoted generally

by the reference numeral 1400. In Figure 14, the components

of the apparatus 1400 which are common to the apparatus 1 of

Figure 1 are designated by the same reference numerals. In

Figure 14, the CPU 4 is electrically connected and/or linked

to the snowmobile ignition system 1407, which is located

externally from the apparatus 1. The CPU 4 may or may not

be connected and/or linked with the snowmobile ignition

system 1407 through an ignition system interface 1408 which’

is also shown in Figure 14.

The CPU 4 may transmit signals to, as well as

receive signals from, the snowmobile ignition system 1407.

In this manner, the CPU 4 and the snowmobile ignition system

1407, may exchange information between each other. In this

manner, the CPU 4, upon receiving an appropriate signal from

the receiver 3, and upon the completion of the requisite

data processing routine, may issue an electrical, an
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electronic, and/or any other suitable signal, including a

digital command signal, to the snowmobile ignition system

1407. This electrical, electronic and/or other suitable

signal, or digital command signal, may be one which will

disable the snowmobile ignition system 1407 or one which

will re-enable or reset the snowmobile ignition system 1407.

The CPU 4 may also interrogate the snowmobile ignition

system 1407 and/or receive data from the snowmobile ignition

system 1407 which is indicative of ignition system status

(i.e , whether the snowmobile ignition system 1407 is on or

off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the snowmobile fuel

pump or supply system 1409 which is also located externally

from the apparatus 1400. The CPU 4 may or may not be

connected and/or linked with the snowmobile fuel pump system

1409 through a fuel pump system interface 1410 which is also

shown in Figure 14. In the case of an electrical or an

electronic fuel pump system, the CPU 4 may provide an

electrical, an electronic, and/or other suitable signal,

including a digital signal, which will disable or re-enable

the snowmobile fuel pump system 1409.
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In the case of a mechanical fuel pump system, the

CPU 4 may provide an electrical, electronic, and/or other

suitable signal, including a digital signal, which will

disable or re-enable an electrical valve system, which may

be used to control the operation of the mechanical fuel pump

system. Whichever the case may be, the CPU 4 will be

capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable or

to re-enable the snowmobile fuel pump system 1409. The CPU

4 may also interrogate and/or receive data from the

snowmobile fuel pump system 1409 which is indicative of

snowmobile fuel pump system status (i.e., whether the

snowmobile fuel pump system 1409 is on or off). The CPU 4

may also be electrically connected and/or linked to an

appropriate device (not shown) for controlling the operation

of a snowmobile exhaust system.

The CPU 4, in the preferred embodiment, is also

electrically connected and/or linked to at least one or more

of a snowmobile equipment system or system(s) 1411. The

snowmobile equipment system(s) 1411 are located externally

from the apparatus 1400 and may or may not be connected to

the CPU 4, via a snowmobile equipment system interface 1412

which may or may not be required for each one of the variety
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or multitude of the snowmobile equipment systems which may

be utilized in conjunction with the apparatus.

The snowmobile equipment system(s) 1411 may

include a loud siren or alarm, which may be located in, or

on, the passenger compartment of the snowmobile and, which

may produce a loud piercing sound so as to make it

unbearable for an intruder to remain inside or on the

snowmobile. The snowmobile equipment system(s) 1411 may./

also include an external siren or alarm, which may produce a

loud piercing sound, which may be utilized to draw attention

to the snowmobile. The snowmobile equipment system(s) 1411

may also include a horn, which may blare continuously or

intermittently, so as to also draw attention to the

snowmobile. The snowmobile equipment system(s) 1411 can

also include "smart" windows which turn opaque and/or darker

depending upon interior lighting.

The snowmobile light system(s), which may include

the snowmobile head lights, tail lights or flashers, which

may be constantly illuminated or which may blink on and off

repeatedly so as to draw attention to the snowmobile, may

also be utilized as a snowmobile equipment system 1411. The

snowmobile equipment system(s) 1411 may also include a power
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locking systems and/or devices as appropriate as well as

steering mechanism locking devices, locking devices for

preventing unauthorized access into or onto the snowmobile,

snowmobile track locking devices for preventing movement of

the snowmobile and/or locking devices for preventing

unauthorized access to the snowmobile engine, so as to

prevent any tampering with the apparatus or with other

systems and/or components of the snowmobile.

The snowmobile equipment system(s) 1411 may also

include any one or more of the known snowmobile anti-theft

systems and may also include a snowmobile recovery system or

device, including a homing and/or a tracking system, each of

which system(s) may be activated by the apparatus of the

present invention. The snowmobile equipment system(s) 1411

may include any other equipment systems, including any and

all of the above—noted equipment systems described herein

for use in conjunction with vehicles, boats and airplanes,

including video and/or audio recording equipment and/or

intercom equipment and/or any of the herein—described

communications systems and/or devices.

The snowmobile equipment system(s) 1411 may

include video recording and/or photographing equipment,
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which may include video recording device(s) and/or a

camera(s), such as those utilized in conjunction with

personal computers, televisions, digital televisions,

interactive televisions, display telephones, video

telephones, and/or other communication devices, including

personal communication devices, or a still picture

camera(s). The video recording device(s) or camera(s) may

be digital recording devices or cameras or other suitable

devices or cameras, including typical video recording

devices or cameras. The video recording device(s) or

camera(s), in a preferred embodiment, has associated

therewith a transceiver or transmitter/receiver system for

transmitting video images recorded by the video recording

device(s) or camera(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

video recording device(s) or camera(s).

The video recording device(s) or camera(s) may be

located at any location on the interior of the snowmobile

such as, for example, in the dashboard, cabin, cockpit,

and/or passenger compartment of the snowmobile so that the

user or operator, or any other authorized individual, may

observe and/or photograph the operator of the snowmobile, or



Page 293 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

I 0
the occupants and/or cargo of the snowmobile. The video

recording(s) or camera(s) may also be located on the

snowmobile exterior. The video recording device(s) or

camera(s) may have wide angles for maximum angular viewing

and may also be pivotable and/or movable. The video

device(s) or camera(s) can be moveable along a track or

other guiding device or element so that the respective video

recording device or camera can be moved along the snowmobile

interior or exterior. The video recording device(s) or

camera(s) may record and/or transmit the recorded video

and/or the picture(s) in real time and/or live. The video

recording device(s) or camera(s) may also be equipped with a

storage medium, for storing the recorded video and/or

picture(s), and a transmitter or transceiver for

transmitting the stored video and/or picture(s) to the user

or operator at a later time. In this manner, real—time, as

well as deferred, video and/or picture(s) transmissions may

be provided.

The snowmobile equipment system(s) 1411 may also

include audio recording equipment, which may include audio

recording device(s) such as microphones and/or tape

recorders, such as those utilized in conjunction with

personal computers, televisions, digital televisions,
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interactive televisions, telephones, cellular telephones,.

display telephones, video telephones, and/or other

communication devices, including personal communication

devices. The audio recording device(s) may be digital audio

recording devices or other suitable audio devices including

typical audio recording devices. The audio recording

device(s), in a preferred embodiment, has associated

therewith a transceiver or transmitter/receiver system for

transmitting the recorded audio to the user or operator and

for receiving signals such as, for example, control signals,

ifimfim by which the user or operator may exercise control over the1

audio recording device(s).1..1%
?a

The audio recording device(s) may be located at

any location on the interior and/or exterior of the

snowmobile so that the user or operator, or any other

authorized individual, may hear what is transpiring, and/or

what has transpired, inside and/or outside the snowmobile.

The audio recording device(s) may also be pivotable and/or

movable. The audio device(s) or microphone(s) can be

moveable along a track or other guiding device or element so

that the respective audio recording device or microphone can

be moved along the snowmobile interior or exterior. The

audio recording device(s) may record and/or transmit the
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recorded audio in real time and/or live. The audio

recording device(s) may also be equipped with a storage

medium, for storing the recorded audio, and a transmitter or

transceiver for transmitting the stored audio at a later

time. In this manner, real—time as well as deferred audio

transmissions may be provided.

The snowmobile equipment system 1311 can also

include video conferencing devices and/or equipment for

enabling the snowmobile occupants and/or users, individuals

on the snowmobile, inside or outside the snowmobile, and/or

in the vicinity of the snowmobile, to engage in and/or

partake in video conferences and/or video conferencing with

others via a communication network.

The snowmobile equipment system(s) 1411 can also

include the snowmobile battery or batteries, snowmobile fuel

cell or fuel cells, battery monitoring equipment, battery

charge level, fuel cell output, fuel cell fuel supply, fuel

cell temperature measuring device, fuel cell by—product

(i.e. water or other by—product, heat, etc.) measuring

device, fuel cell output measuring device (i.e. voltmeter,

ammeter, current measure, power meter, etc.), an air bag

deployment device, an air bag deployment detection device, a
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dashboard display device, a gyroscope for measuring

snowmobile pitch, roll, yaw, or attitude, a gyrocompass for

measuring direction of travel, a data recorder and/or an

operation data recorder, a navigation system, a navigation

control and/or monitoring system, an automatic pilot, a

voice recorder, a voice recorder control and/or monitoring

device, and/or a control console display device. The

equipment system 1411 can also include any of the devices

and/or systems described herein as being utilized with

vehicles, boats, and/or airplanes.

The snowmobile equipment system(s) 1411 may also

include monitoring device(s) for reading and/or monitoring

the snowmobile fuel supply, water and/or coolant supply,

electrical generator and/or alternator operation, battery

charge level, fuel cell electrical power output, fuel cell

fuel supply level, fuel cell operating temperature, fuel

cell by—product output level, and/or engine or motor

temperature level, snowmobile control system and/or any

other snowmobile operation and/or system function and/or

snowmobile equipment system(s) operating status and/or

condition. The monitoring device(s), in a preferred

embodiment, has associated therewith a transceiver or

transmitter/receiver system for transmitting data and/or
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information recorded and/or read by the monitoring device(s)

to the user or operator and for receiving signals such as,

for example, control signals, by which the user or operator

may exercise control over the monitoring device(s).

The snowmobile equipment system(s) 1411 may also

include communication devices, such as two—way radios,

radios, televisions, navigational devices and/or equipment,

fire extinguishing equipment, radar devices and equipment,

emergency and/or distress signal equipment, and any

electrical, electronic and/or otherwise activated appliances

and/or equipment which may be utilized in a snowmobile.

Appliances may include household appliances such as

refrigerators, stoves, air conditioners, ovens, microwave

ovens, lighting systems, etc. 'The snowmobile equipment

system(s) 1411 may also include electrical and/or

electronically controlled dead bolt locking devices for use

on doors, windows, hood, trunk and/or in conjunction with

any other opening components and/or components for gaining

access to various locations on and/or in, and/or any

systems, devices, and/or components of, the snowmobile.

The snowmobile equipment system(s) 1411 may also

include a wheel and/or brake locking device or mechanism.
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The snowmobile equipment systems may also include hydraulic

and/or pneumatic equipment and/or other equipment, including

winches, etc, which may be remotely activated as described

herein. The snowmobile equipment system(s) 1411 may also

include snowmobile communication devices including, but not

limited to radios, televisions and entertainment devices,

two—way radios, cellular telephones and equipment, etc. The

snowmobile equipment system(s) 1411 may also include systems

for detecting failures in any of the above, or any other,

equipment systems and report such failure(s) to the user or

operator whether he or she is operating the snowmobile or is

not in the snowmobile and/or for reporting such failures to

a central office.

The snowmobile equipment system(s) 1411 can also

include the snowmobile command computer which is utilized to

control and/or to the various electronic, electrical,

mechanical, and/or electromechanical systems, components,

devices, of the snowmobile. The command computer can

control and monitor any of the systems, components, and/or

devices, of the snowmobile, including, but not limited to,

the ignition system, the fuel system, fuel injection system,

electrical systems for ignition, lights, horn, door locks,

exhaust system, windows, fuel pump, oil pump, engine timing
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device, battery, fuel cells, fuel supply device, video

recording equipment, audio recording equipment, snowmobile

integrated positioning device, tire pressure indicator,

and/or any other system, device, or component which can be

controlled and/or monitored by the command computer.

The command computer can transmit control signals

and/or status request signals to any of the hereinedescribed

snowmobile systems, components and/or devices so as t

respectively control and/or monitor the operating status

and/or condition of the respective system, component and/or

device. The command computer can also receive signals from

the respective systems, devices and/or components, with saidl

signals containing data and/or information concerning the

operating status, operating state, and/or condition, of the

respective systems, devices and/or components. The command

computer can be utilized so as to control, monitor, and/or

provide diagnostic information for any of the snowmobile

systems, components, and/or devices, which are controlled

and/or monitored with the command computer.

The snowmobile equipment system(s) 1411 can also

include wear and/or usage indicators and/or detection

devices which can be connected with either the command
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computer and/or the central processing computer and which

can be utilized so as to monitor the wear and/or usage of

any of the herein—described electronic, electrical,

mechanical, and/or electro-mechanical, systems, devices,

and/or components.

The snowmobile equipment system(s) 1411 can also

include automatic control devices for controlling and/or

monitoring snowmobile systems and/or devices for snowmobile

movement and/or motion, such as, but not limited to,

snowmobile transmission system for controlling snowmobile

forward and/or reverse direction of movement, snowmobile

acceleration system for controlling speed of movement,

snowmobile braking system for controlling snowmobile

braking, snowmobile steering system for steering the

snowmobile, and/or any other system and/or component for

controlling and/or for effecting remote-control over the

movement and/or the motion of the snowmobile.

In another preferred embodiment, the snowmobile

equipment system(s) 1411 can also include a snowmobile

operation data monitoring device which monitors snowmobile

operation such as snowmobile speed, the status of any of the

snowmobile systems (i e. ignition system, fuel pump system,



Page 301 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

Lhfififl

flfi£EWH‘fl%flW%

O S

positioning system), and/or any of the snowmobile equipment

systems described herein, direction of travel, attitude of

travel, video inside, outside, and/or at, the snowmobile,

audio inside, outside, and/or at, the snowmobile, activity

inside, outside, and/or at, the snowmobile, and/or any other

electrical, mechanical, electro-mechanical, hydraulic,

and/or other system, equipment system, device, component,

and/or appliance.

The snowmobile operation data monitoring device

can be connected to, and/or linked with, any of the herein-

described systems, equipment systems, subsystems, devices,

components, and/or appliances, including, but not limited

to, speedometer, cruise control device, gyroscope,

gyrocompass, directional light device(s), light system(s),

door lock system(s), attitude measuring device(s), ignition

system, braking system, electronic system(s), hydraulic

system(s), video recording device(s) or camera(s), audio

recording device(s) or microphone(s), and/or any other

systems, equipment systems, devices, components, and/or

appliances, described herein and/or otherwise, for

controlling and/or monitoring the operation of same and/or

for monitoring activity at the snowmobile.
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The snowmobile operation data monitoring device

Can operate and/or function in a manner similar to, and/or

analogous to, an aircraft flight data recorder in monitoring

and/or recording operation data. In addition, the

snowmobile operation data monitoring device can receive any

and/or all of the data monitored and transmit same to the

any of the herein-described transmitters 2, home and/or

personal computers 150, and/or any of the server computers

510, computers 970, and/or server computers 952, and/or any

other computers and/or communication devices, which can be

utilized to receive this data and/or information. In this

manner, the snowmobile operation and/or movement can be

monitored by, and/or at, any of the herein-described

transmitters, home and/or personal computers, computers,

and/or server computers.

The snowmobile operation data monitoring device

can transmit any and/or all snowmobile operation data to a

respective transmitter(s), home and/or personal computer(s),

computer(s), and/or server computer(s), in real—time, live,

in a time—delayed manner, and/or in any other appropriate

manner. The snowmobile operation data monitoring device can

also record and/or store any of the operation data monitored

thereby.
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to monitor and/or ascertain snowmobile operation, and/or

video and/or audio activity inside, outside, and/or at, the

snowmobile, at any time and/or to retrieve and/or to access

operating data regarding snowmobile operation and/or

movement, and/or video and/or audio activity inside,

outside, and/or at, the snowmobile, which has been recorded

and/or stored by the snowmobile operation data monitoring

device. For example, snowmobile operating data and/or

information, along with video and/or audio information

inside, outside, and/or at the snowmobile, can be accesses

and/or obtained.

The snowmobile operation data monitoring device

can be utilized to monitor snowmobile operation, to

investigate a malfunction, to diagnosis a malfunction or

other problem, to investigate a cause of an accident, and/or

can be utilized for any other purpose.

In a preferred embodiment, the snowmobile

operation data monitoring device can be programmed to

monitor snowmobile operation data and/or to transmit same to

any respective transmitter, home and/or personal computer,

computer, central computer, and/or server computer,

continuously, at certain times, and/or under certain
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conditions, such as a detection by the CPU 4 and/or by the

snowmobile operation data monitor.

The snowmobile operation data monitoring device

can also be activated remotely by any individual via any

respective transmitter, home and/or personal computer,

computer, central computer, and/or server computer, and/or

user of same. The snowmobile operation data monitoring

device can also be activated by a snowmobile operator and/or

occupant and/or via any other individual.

The data and/or information obtained from the

snowmobile operation data monitoring device can be stored.at

any of the respective transmitters, home and/or personal

computers, computers, central computers, and/or server

computers, for accessing at any time. The data and/or

information can be stored at the snowmobile operation data

monitoring device, and/or at any of the herein—described

and respective transmitters, home and/or personal computers,

computers, central computers, and/or server computers, in a

"loop tape" manner and/or digitally in a looping and/or data

overwriting manner so that, for example, only a most recent

time period is recorded.
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The snowmobile operation data monitoring device

can be utilized in conjunction with the present invention so

as to obtain, to record, and/or access, and/or analyze,

snowmobile operation data at the snowmobile and/or from a

location remote from the snowmobile, in a network

environment, thereby facilitating the monitoring and/or the

_analysis of snowmobile operation data.

In any and/or all of the embodiments described

herein, the present invention can facilitate the

transmission of data and/or information regarding the

operation of any of the herein described vehicles, motor

vehicles, boats, marine vessels, airplanes, aircraft, and/or

recreational vehicles, and/or any of.the respective systems,

equipment systems, subsystems, devices, components, and/or

appliances thereof, thereby dispensing with the need to

obtain this data and/or information from data recorders

located in, at, or on, the respective vehicles, motor

vehicles, boats, marine vessels, airplanes, aircraft, and/or

recreational vehicles. In this manner, for example, data

and/or information normally recorded and/or store on a

flight data recorder and/or a cockpit voice recorder can be

obtained and/or stored on, or at, any of the herein-

described transmitters 2, home and/or personal computers
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150, and/or any of the server computers 510, computers 970,

and/or server computers 952, described herein. In this

manner, the need to recover a respective data recorder from

the respective vehicle, motor vehicle, boat, marine vessel,

airplane, aircraft, and/or recreational vehicle, can be

rendered unnecessary and/or can be dispensed with entirely.

As noted above, the use of any one or more of the

snowmobile equipment system(s) 1411, and their associated

interface devices 1412, may be optional. Further, as

described above, wireless devices may also be utilized.

The snowmobile equipment system(s) 1411 receives

signals from the CPU 4, which signals serve to activate.or

de—activate, or vice versa, whichever the case may be, the

respective snowmobile equipment system(s) which are utilized

in conjunction with the apparatus 1400. The snowmobile

equipment system(s) 1411 may also include any other suitableI

snowmobile system or equipment feature which may be utilized

to draw attention to the snowmobile and/or in some other way

impede the snowmobile theft. It should be noted that any of

the interface devices 1408, 1410 and 1412 may include any of

the requisite interfacing circuitry which may be necessary

to facilitate CPU 4 control over the respective systems
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which may be utilized.

The apparatus 1400 also includes a position and

locating device 13 which can be utilized in order to

determine the position and/or the location of the

snowmobile. The position and locating device 13 can be

utilized so as to determine the position of the snowmobile

anywhere in the world and provide for the transmission of

position and/or location data to any appropriate system

receiver so that the snowmobile may be located and/or

tracked and recovered. In the preferred embodiment, the

position and locating device 13 includes and utilizes a

global positioning device and an associated transmitter for

transmitting position and/or location data to the authorized

user or operator and/or to an authorized office or agency

authorized to receive and/or to monitor such data

transmissions.

The apparatus 1400 of Figure 14 also includes a

position and locating system receiver 14, which may be

employed by the authorized user or operator and/or by the

authorized office or agency, for receiving and/or processing

the data which is transmitted from the snowmobile position

and locating device 13 as described above. The apparatus 1
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may also comprise a user interface device (not shown).

The apparatus and method of the preferred

embodiment of Figure 14 may be utilized and/or operates in

the same or in a similar and/or analogous manner as

described herein and/or consistent with the description of

the various embodiments and features of the present

invention.

The apparatus and method of the present invention

may also provide for the immediate, and/or for the deferred

control, activation, deactivation, programming, monitoring

and/or security of any one or more of the snowmobile and/or

recreational vehicle systems, equipment, devices,

appliances, etc., in the same, similar and/or analogous

manner as described above in conjunction with the various

embodiments of the present invention.

Although the present invention has been described

herein as being utilized in conjunction with a snowmobile,

it is noted that the present invention may also be utilized

in conjunction with any type of recreational vehicle,

including jetskis, scooters, motorcycles, minibikes, hot—air

balloons, go-carts, mopeds, etc, manned or unmanned,
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regardless of size, shape or form, private, commercial

and/or military. The recreational vehicle equipment systems

may also include guns and/or weapon systems and/or self-

defense systems and/or electronic warfare systems, if

desired, and especially when used in law enforcement and/or

military applications.

The present invention can be utilized in

conjunction with a motor home, a mobile home and/or a camper

as the present invention may be utilized to provide control,

monitoring and/or security functions pertaining to motor

vehicle equipment and home systems, equipment and

appliances.

In still another preferred embodiment, the present

invention can be utilized in conjunction with a residential

premises, residential building and/or a home or a household

control system. Figure 15 illustrates an another preferred

embodiment of the present invention wherein the apparatus

and method is utilized in conjunction with a home control

system. The apparatus of Figure 15 is denoted generally by

the reference numeral 1500. It is understood that, while

the embodiment of Figure 15 is illustrated and described in

conjunction with a home or a household system, the apparatus
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1500 may be utilized in any residential premises and/or any

residential building.

In Figure 15, the components of the apparatus 1500

which are common to the apparatus 1 of Figure 1 are

designated by the same reference numerals. In Figure 15,

the CPU 4 is electrically connected and/or linked to the

home and/or household central electrical system 1507, which

is located externally from the apparatus 1500. The CPU 4

may or may not be connected and/or linked with the home

central electrical system 1507 through a central electrical

system interface 1508 which is also shown in Figure 15.

The CPU 4 may transmit signals to, as well as

receive signals from, the home central electrical system

1507. In this manner, the CPU 4.and the home central

electrical system 1507, may exchange information between

each other. In this manner, the CPU 4, upon receiving an

appropriate signal from the receiver 3, and upon the

completion of the requisite data processing routine, may

issue an electrical, an electronic, and/or any other

suitable signal, including a digital command signal, to the

home central electrical system 1507. This electrical,

electronic and/or other suitable signal, or digital command
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signal, may be one which will disable the home central

electrical system 1507 or one which will re—enable or reset

the home central electrical system 1507. The CPU 4 may also

interrogate the central electrical system 1507 and/or

receive data from the central electrical system 1507 which

is indicative of central electrical system status (i.e.,

whether the central electrical system 1507, or any portion

thereof, is on or off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the home central

heating system 1509 which is also located externally from

the apparatus 1500. The CPU 4 may or may not be connected

and/or linked with the home central heating system 1509

through a central heating system interface 1510 which is

also shown in Figure 15. The CPU 4 is capable of issuing an

electrical, electronic and/or other suitable signal,

including a digital signal, to disable or to re—enable the

home central heating system 1509. The CPU 4 may also

interrogate and/or receive data from the home central

heating system 1509 which is indicative of home central

heating system status (i.e., whether the central heating

system 1509, or any portion thereof, is on or off).
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In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the home central air

conditioning system 1511 which is also located externally

from the apparatus 1500. The CPU 4 may or may not be

connected and/or linked with the home central air

conditioning system 1511 through a central air conditioning

system interface 1512 which is also shown in Figure 15. The

CPU 4 is capable of issuing an electrical, electronic and/or

other suitable signal, including a digital signal, to

disable or to re—enable the home central air conditioning

system 1511. The CPU 4 may also interrogate and/or receive

data from the home central air conditioning system 1511

which is indicative of home central air conditioning system

status (i.e., whether the central air conditioning system

1511, or any portion thereof, is on or off).

The CPU 4 may also be electrically connected

and/or linked to the home water system 1513 which is also

located externally from the apparatus 1500. The CPU 4 may

or may not be connected and/or linked with the home water_

system 1513 through a home water system interface 1514 which

'is also shown in Figure 15. The home water system interface

1514, in the preferred embodiment, is an electrically

controlled water shut—off valve(s) or similar device(s).
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The CPU 4 is capable of issuing an electrical, electronic

and/or other suitable signal, including a digital signal, to

disable or to re—enable the home water system 1513. The CPU

4 may also interrogate and/or receive data from the home

water system 1513 which is indicative of the state of the

home water system 1513 (i.e. whether the home water system

1513 , or any portion thereof, is on or off). The home

water system 1513 may then be controlled (i.e. turned on or

off) and/or adjusted by the user or operator.

The CPU 4 may also be electrically connected

and/or linked to the home thermostat or environmental

control system 1517 so as to control and/or monitor home

interior temperature. The CPU 4 may or may not be connected

and/or linked with the home thermostat system 1517 through a

home thermostat system interface 1518 which is also shown in

Figure 15. The CPU 4 is capable of issuing an electrical,

electronic and/or other suitable signal, including a digital

signal, to disable or to re—enable the home thermostat

system 1517.

The CPU 4 may also interrogate and/or receive data

from the home thermostat system 1517 which is indicative of

the state of the home thermostat system 1517 (i.e. home
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interior temperature and/or whether the temperature of the

home interior, or any portion thereof, is too hot, too cold,

or acceptable). The home thermostat system 1517 may then be

controlled and/or adjusted by the user or operator. In this

manner, the home thermostat system 1517 may then be adjusted

and/or controlled by the user or operator via the apparatus

1500. The home thermostat system 1517 may be connected

and/or linked to the home central heating system 1509 and/or

to the home central air conditioning system 1511 so as to

activate, de—activate, set and/or control the operation of

these systems, as necessary, in order to, and so as to,

achieve the desired temperature and/or environmental

conditions in the home.

The CPU 4, in the preferred embodiment, is also

electrically connected and/or linked to at least one or more

of a home equipment system(s) 1515. The home equipment

system(s) 1515 are located externally from the apparatus

1500 and may or may not be connected and/or linked to the

CPU 4, via a home system equipment system or systems

interface 1516 which may or may not be required for each one

of the variety or multitude of the home equipment system(s)

1515 which may be utilized in conjunction with the apparatus

1500.
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The home equipment system(s) 1515 may include a

home anti—theft and/or burglary alarm system, a loud siren

or alarm, which may be located in the interior of the home,

which may produce a loud piercing sound so as to make it

unbearable for an intruder to remain inside the home, an

exterior siren or alarm, which may produce a loud piercing

sound, which may be utilized to draw attention to the home,

and exterior lighting system(s) and interior lighting

systems, which lighting systems may be turned on or turned

off at the user or operator's discretion and which may be

controlled to blink on and off to draw attention to the

home. The home equipment system(s) 1515 can also include

"smart" windows which turn opaque and/or darker depending

upon interior lighting.

The home equipment system(s) 1515 may also include

a electrical and/or electronically controlled locking

devices for doors and/or windows, including electrical

and/or electronic dead- bolt locking systems and devices,

electrical systems for controlling electrical circuits or

systems room-by—room, device-by—device, and/or appliance-by-

appliance. The home equipment system(s) 1515 may also

include devices for controlling any one or more of the



Page 316 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

electrical circuits, such as circuits controlled by fuses,

circuit breakers or equivalent devices. The home equipment

system(s) 1515 may also include devices for controlling

and/or monitoring hot water heaters, garage door openers,

lawn sprinkler systems, electric fences and/or fencing, in-

ground or above—ground pool equipment, filters and/or

heaters, home central water valve, individual room water

valve, home fire detector equipment and home fire

extinguishment equipment. The home equipment system(s) 1515

may also include power door and window closing, locking and

opening equipment. The home equipment system(s) 1515 can

also include "smart" windows and/or "smart" glass which can

turn opaque depending upon the amount and/or intensity of

interior lighting.

The home equipment system(s) 1515 may also include

any and all of a wide variety of home appliances such as

televisions, telephones, telephone answering machines, alarm

systems, VCRs, stoves, ovens, microwave ovens, door bells,

individual lights or lamps, blenders, toasters, personal

computers, word processors, stereos, radios, and any other

home appliance and/or device which is electrically and/or

electronically activated and/or controllable.
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The home equipment system(s) 1515 may also include

video recording and/or photographing equipment, which may

include video recording device(s) and/or a camera(s), such

as those utilized in conjunction with personal computers,

televisions, digital televisions, interactive televisions,

display telephones, video telephones, and/or other

communication devices, including personal communication

devices, or a still picture camera(s). The video recording

device(s) or camera(s) may be digital recording devices or

cameras or other suitable devices or cameras, including

typical video recording devices or cameras. The video

recording device(s) or camera(s), in a preferred embodiment,

has associated therewith a transceiver or

transmitter/receiver system for transmitting video images

recorded by the video recording device(s) or camera(s) to

the owner or occupant and for receiving signals such as, for

example, control signals, by which the owner or occupant may

exercise control over the video recording device(s) or

camera(s).

The video recording device(s) or camera(s) may be

located at any location on the interior of the home such as,

for example, in any room or rooms of the home so that the

owner or occupant, or any other authorized individual, may
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observe and/or photograph any portions and/or rooms in the

interior of the home, or the occupants and/or anything which

may be located and/or stored in the home. The video

recording device(s) or camera(s) may also be located on the

exterior of the home so that the owner or occupant, or any

other authorized individual, may observe and/or photograph

the exterior of the home or residential premises, or portion

thereof, or the individuals or objects and/or anything which

may be present, located and/or stored on the premises of

home and/or residential premises.

The video recording device(s) or camera(s) may

have wide angles for maximum angular viewing and may also be

pivotable and/or movable. The video device(s) or camera(s)

can be moveable along a track or other guiding device or

element so that the respective video recording device or

camera can be moved along the premises interior or exterior.

The video recording device(s) or camera(s) may record and/or

transmit the recorded video and/or the picture(s) in real

time and/or live. The video recording device(s) or

camera(s) may also be equipped with a storage medium, for

storing the recorded video and/or picture(s), and a

transmitter or transceiver for transmitting the stored Video

and/or picture(s) to the owner or occupant at a later time.
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In this manner, real—time, as well as deferred, video and/or

picture(s) transmissions may be provided.

The home equipment system(s) 1515 may also include

audio recording equipment, which may include audio recording

device(s) such as microphones and/or tape recorders, such as

those utilized in conjunction with personal computers,

televisions, digital televisions, interactive televisions,

telephones, cellular telephones, display telephones, video

telephones, and/or other communication devices, including

personal communication devices. The audio recording

device(s) may be digital audio recording devices or other

suitable audio devices including typical audio recording

devices. The audio recording device(s), in a preferred

embodiment, has associated therewith a transceiver or

transmitter/receiver system for transmitting the recorded

audio to the owner or occupant and for receiving signals

such as, for example, control signals, by which the owner or

occupant may exercise control over the audio recording

device(s).

The audio recording device(s) may be located at

any location on the interior and/or exterior of the home

and/or residential premises so that the owner or occupant,
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or any other authorized individual, may hear what is

transpiring, and/or what has transpired, inside and/or

outside the home and/or residential premises. The audio

recording device(s) may also be pivotable and/or movable.

The audio recording device(s) microphone(s) can be moveable

along a track or other guiding device or element so that the

respective audio recording device or microphone can be moved

along the premises interior or exterior. The audio

recording device(s) may record and/or transmit the recorded

audio in real time and/or live. The audio recording

device(s) may also be equipped with a storage medium, for

storing the recorded audio, and a transmitter or transceiver

for transmitting the stored audio at a later time. In this

manner, real—time as well as deferred audio transmissions

may be provided.

The home equipment system(s) 1515 may also include

an intercom system or device or a telephone, cellular,

digital or otherwise for providing a means by which to allow

the user or operator, or other-authorized operator, to

communicate with the persons present in, or occupants of,

the home. The home equipment system(s) 1515 can also

include video conferencing devices and/or equipment for

enabling the vehicle occupants and/or individuals inside the
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vehicle, outside the vehicle, and/or in the vicinity of the

vehicle, to engage in and/or partake in video conferences

and/or video conferencing with others via a communication

network.

The home equipment system 1515 can also include

the premises battery or batteries, premises fuel cell or

fuel cells, battery monitoring equipment, battery charge

level, fuel cell output, fuel cell fuel supply, fuel cell

temperature measuring device, fuel cell by-product (i.e.

water or other by-product, heat, etc.) measuring device,

fuel cell output measuring device (i.e. voltmeter, ammeter,

current measure, power meter, etc.).

The home equipment system(s) 1515 may also include

monitoring device(s) for reading and/or monitoring the

status and/or condition of any of the home fuel supply,

water supply, electrical generator and/or alternator

operation, water usage, heat and/or air conditioning usage,

electricity usage, gas and/or oil or other fuel usage,

battery charge level, electrical system charge level, fuel

cell electrical power output, fuel cell fuel supply level,

fuel cell operating temperature, fuel cell by—product output

level, telephone usage and charges, appliance usage, etc, a
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home control system and/or any other home operation and/or

system function and/or home equipment system(s) operating

status and/or condition. The monitoring device(s), in a

preferred embodiment, may have associated therewith a

transceiver or transmitter/receiver system for transmitting

data and/or information recorded and/or read by the

monitoring device(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control over the

monitoring device(s).

.The home equipment system(s) 1515 may also include

communication devices, such as two-way radios, radios,

televisions, fire extinguishing equipment, emergency and/or

distress signal equipment, and any electrical, electronic

and/or otherwise activated appliances and/or equipment which

may be utilized in a home. Appliances may include household

appliances such as refrigerators, stoves, air conditioners,

ovens, microwave ovens, lighting systems, etc. The home

equipment system(s) 1515 may also include electrical and/or

electronically controlled dead bolt locking devices for use

on doors, windows, and/or in conjunction with any other

opening components and/or components for gaining access to

various locations on and/or in, and/or any systems, devices,
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and/or components of, the home and/or residential premises.

The home equipment system(s) 1515 may also include

hydraulic and/or pneumatic equipment and/or other equipment,

including winches, etc, which may be remotely activated as

described herein. The home equipment system(s) 1515 may

also include home communication devices including, but not

limited to radios, televisions and entertainment devices,

two—way radios, cellular telephones and equipment, etc. The

home equipment system(s) 1515 may also include systems for

detecting failures in any of the herein—described equipment

systems and report such failure(s) to the user or operator

whether he or she is in the home or not in the home and/or

for reporting such failures to a central office.

The home equipment system(s) 1515 can also include

the home and/or residential premises command computer which

is utilized to control and/or to the various electronic,

electrical, mechanical, and/or electromechanical systems,

components, devices, of the home and/or residential

premises. The command computer can control and monitor any

of the herein—described systems, components, and/or devices,

of the home and/or residential premises which can be

controlled and/or monitored by the command computer.
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The command computer can transmit control signals

and/or status request signals to any of the herein-described

home and/or residential premises systems, components, and/or

devices, so as to respectively control and/or monitor the

operating status and/or condition of the respective system,

component, and/or device. The command computer can also

receive signals from the respective systems, devices, and/or

components, with said signals containing data and/or

information concerning the operating status, operating

state, and/or condition, of the respective systems, devices,

and/or components. The command computer can be utilized so

as to control, monitor, and/or provide diagnostic

information for any of the home and/or residential premises

systems, components, and/or devices, which are controlled

and/or monitored with the command computer.

The home equipment system(s) 1515 can also include

wear and/or usage indicators and/or detection devices which

can be connected with either the command computer and/or the

central processing computer and which can be utilized so as

to monitor the wear and/or usage of any of the herein-

described electronic, electrical, mechanical, and/or

electro—mechanical, systems, devices, and/or components.
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The home equipment system(s) 1515 can also include

automatic control devices for controlling and/or monitoring

home and/or residential premises systems, devices, and/or

components, for home or residential premises maintenance

and/or upkeep.

In the case of commercial, industrial, and/or farm

and/or construction equipment, drilling equipment, mining

equipment, excavating equipment, and/or other commercial_

equipment, the home equipment system(s) 1515 may also

include loading and/or unloading mechanisms, cutting

mechanisms, bailing mechanisms, winches and any and all of

the various systems and devices utilized in conjunction with

these premises and/or equipment.

As noted above, the use of any one or more of the

home equipment system(s) 1515 and/or appliances or devices

and their associated interface devices 1516, may be

optional. The interface devices 1516 may be wireless

devices or modules which need not be directly connected to

the CPU 4 or to its respective equipment system. In this

regard, hard-wired connections are not necessary. In the

case of wireless interface devices or modules 1516,
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corresponding wireless technology and/or systems may be

utilized to provide for the wireless control and operation

of the respective equipment(s).

In the case of a mobile home, the apparatus 1500

may also comprise a position and locating device 13 which

can be utilized in order to determine the position and/or

the location of the mobile home. The mobile home position

and locating device 13 can be utilized so as to determine

the position of the mobile home anywhere in the world and

provide for the transmission of position and/or location

data to any appropriate system receiver so that the mobile

home may be located and/or tracked and recovered. In a

preferred embodiment, the mobile home position and locating

device 13 includes and utilizes a global positioning device

and an associated transmitter for transmitting position

and/or location data to the authorized user, operator and/or

authorized individual.

The apparatus 1500 may also comprise a mobile home

position and locating system receiver 14, which may be

employed by the authorized user, operator and/or authorized

individual, for receiving and/or processing the data which

is transmitted from the position and locating device 13 as
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described in the preferred embodiments above. The apparatus

1 may also comprise a user interface device (not shown).

The home equipment system(s) receives signals from

the CPU 4, which signals serve to activate or de—activate,

or vice versa, whichever the case may be, the respective

home equipment system(s) which are utilized in conjunction

with the apparatus 1500. The home equipment system(s) 1515

may also include any other suitable home system or equipment

feature which may be utilized to draw attention to the home

and/or in some other way impede home theft. It should_be

noted that any of the interface devices may include any of

the requisite interfacing circuitry which may be necessary

to facilitate CPU 4 control over the respective systems

which may be utilized. It is understood that, while the

embodiment of Figure 15 is illustrated and described in

conjunction with a home or a household system, the

embodiment may also be utilized in any residential premises

and/or any residential building.

The apparatus and method of the preferred

embodiment of Figure 15 may be utilized and/or operates in

the same or in a similar and/or analogous manner as

described in conjunction with the embodiments described
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above, and/or consistent with the description of the various

embodiments and features of the present invention as

described herein, so as to provide control, monitoring

and/or security functions for, and over, a home and/or

residential premises.

The apparatus and method of Figure 15 can provide

for an immediate, as well as for a deferred, control,

activation, de—activation, programming, monitoring and/or

security function and/or response thereto of, and for, any

one or more of the home and/or residential premises systems,

equipment, devices, appliances, etc., in the same, similar

and/or analogous manner as described above in conjunction

with its utilization in the embodiments described herein.

As described above in conjunction with use of the

apparatus and method of the present invention with vehicles,

the present invention may, if desired, perform a test in

order to determine the state or status of any particular

system, equipment, device and/or appliance before exercising

and/or performing a given control, monitoring and/or

security function. Depending upon the outcome of the test,

the apparatus and method of the present invention may

execute, alter and/or defer the performance and/or execution
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of the control, monitoring and/or security function. For

example, a command to.shut-off a home central electrical

system may be deferred until after the operation of a home

security system, which security system may be deemed to have

priority in performing a monitoring and shut-down procedure

for the entire home, has been successfully completed.

In this manner a homeowner or occupant may access

a home system at any time and from any location and thereby

exercise and/or perform control, monitoring and/or security

functions on, or over, any home system, equipment and/or

appliance. The owner or occupant may also monitor the

status, state or operation of any home system, equipment,

device and/or appliance. Lastly, the owner or occupant may

perform security related functions or operations on, and

over, the home system, equipment, device and/or appliance.

As noted above, the present invention may be utilized in

conjunction with a telephone, either analog or digital, a

touch tone telephone, a cordless telephone and/or a cellular

or mobile telephone, a home and/or a personal computer,

having associated telecommunication devices or other

suitable peripheral device(s) such as a modem and/or a

fax/modem, or other personal communication devices, which

may operate over an appropriate telecommunications system,
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and/or other suitable communications systems, including

radio signal, optical, satellite and/or other communications

systems.

In still another preferred embodiment, the

apparatus of the present invention is utilized in

conjunction with a commercial premises, commercial building,

commercial office, industrial facility, commercial

structure, industrial structure, manufacturing facility,

manufacturing equipment, manufacturing machine, drilling

platform, drilling rig, oil drilling platform, off-shore

drilling platform, off-shore drilling rig, excavation

equipment, construction equipment, mining platform, mining

equipment, assembly facility, assembly line facility and/or

equipment, assembly equipment, industrial robotic equipment,

mass production facility, production facility, assembly

line, and/or any other industrial structure, building,

edifice, equipment, system, device, component thereof and/or

control system thereof and/or therefore (hereinafter

referred to as “commercial premises”). Figure 16

illustrates an another preferred embodiment of the present

invention wherein the apparatus and method is utilized in

conjunction with a commercial premises and/or commercial

premises control system. It is understood that, while the
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embodiment of Figure 16 is illustrated and described in

conjunction with an commercial office and/or premises

control system, the embodiment may also be utilized in any

commercial building and/or any commercial premises and/or

any type of building, structure, equipment, and/or premises.

The apparatus of Figure 16 is denoted generally by the

reference numeral 1600. In Figure 16, the components of the

apparatus which are common to the apparatus of Figure 1 are

designated by the same reference numerals.

In Figure 16, the CPU 4 is electrically connected

and/or linked to the commercial office and/or premises

central electrical system 1607, which is located externally

from the apparatus 1600. The CPU 4 may or may not be

connected and/or linked with the central electrical system

1607 through a central electrical system interface 1608

which is also shown in Figure 16. The CPU 4 may transmit

signals to, as well as receive signals from, the central

electrical system 1607. In this manner, the CPU 4 and the

central electrical system 1607, may exchange information

between each other. In this manner, the CPU 4, upon

receiving an appropriate signal from the receiver 3, and

upon the completion of the requisite data processing

routine, may issue an electrical, an electronic, and/or any
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other suitable signal, including a digital command signal,

to the central electrical system 1607. This electrical,

electronic and/or other suitable signal, or digital command

signal, may be one which will disable the central electrical

system 1607 or one which will re—enable or reset the central

electrical system 1607.

The CPU 4 may also interrogate the central

electrical system 1607 and/or receive data from the central

electrical system 1607 which is indicative of central

electrical system status (i.e., whether the central

electrical system 1607, or any portion thereof, is on or

off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the commercial

office and/or premises central heating system 1609 which is

also located externally from the apparatus 1600. The CPU 4

may or may not be connected and/or linked with the central

heating system 1609 through a central heating system

interface 1610 which is also shown in Figure 16. The CPU 4

is capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable or

to re—enable the central heating system 1609. The CPU 4 may
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also interrogate and/or receive data from the central

heating system 1609 which is indicative of central heating

system status (i.e., whether the central heating system

1609, or any portion thereof, is on or off).

In the preferred embodiment, the CPU 4 is also

electrically connected and/or linked to the commercial

office and/or premises central air conditioning system 1611

which is also located externally from the apparatus 1600.

The CPU 4 may or may not be connected and/or linked with the

central air conditioning system 1611 through a central air

conditioning system interface 1612 which is also shown in

Figure 16. The CPU 4 is capable of issuing an electrical,

electronic and/or other suitable signal, including a digital

signal, to disable or to re—enable the central air

conditioning system 1611. The CPU 4 may also interrogate

and/or receive data from the central air conditioning system

1611 which is indicative of central air conditioning system

status (i.e., whether the central air conditioning system

1611, or any portion thereof, is on or off).

The CPU 4 may also be electrically connected

and/or linked to the commercial office and/or premises water

system 1613 which is also located externally from the
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apparatus 1600. The CPU 4 may or may not be connected and/or

linked with the water system 1613 through a commercial

office and/or premises water system interface 1614 which is

also shown in Figure 16. The water system interface 1614,

in the preferred embodiment, is an electrically controlled

water shut-off valve(s) and/or device(s). The CPU 4 is

capable of issuing an electrical, electronic and/or other

suitable signal, including a digital signal, to disable or

to re—enab1e the water system 1613. The CPU 4 may also

interrogate and/or receive data from the water system 1613

which is indicative of the state of the water system (i.e.

whether the water system, or any portion thereof, is on or

off). VThe commercial office and/or premises water system

1613 may then be adjusted and/or controlled (i.e. turned on

or off) by the user or operator.

The CPU 4 may also be electrically connected

and/or linked to the commercial office and/or premises

thermostat system 1617 which is also located externally from

the apparatus 1600. The CPU 4 may or may not be connected

and/or linked with the thermostat system 1617 through a

commercial office and/or premises thermostat system

interface 1618 which is also shown in Figure 16. The CPU 4

is capable of issuing an electrical, electronic and/or other



Page 335 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

O 6
suitable signal, including a digital signal, to disable or

to re-enable the thermostat system 1617. The CPU 4 may also

interrogate and/or receive data from the thermostat system

1617 which is indicative of the temperature of the

commercial office and/or premises interior (i.e., the

interior temperature and/or whether interior temperature, or

any portion thereof, is too hot, too cold, or acceptable).

The thermostat system 1617 may then be adjusted and/or

controlled by the user or operator. The thermostat system

1617 may be connected and/or linked to the central heating

system 1609 and to the central air conditioning system 1611

so as to activate and/or control the operation of these‘

systems in order to, and so as to, achieve the desired

temperature in the commercial office and/or premises.

The CPU 4, in the preferred embodiment, is also

electrically connected and/or linked to at least one or more

of a commercial office and/or premises equipment system(s)

1615. The commercial office and/or premises equipment

system(s) 1615 are located externally from the apparatus

1600 and may or may not be connected and/or linked to the

CPU 4, via a commercial office and/or premises system

equipment system(s) interface 1616 which may or may not be

required for each one of the variety or multitude of the
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commercial office and/or premises equipment systems which

may be utilized in conjunction with the apparatus.

The commercial office and/or premises equipment

system(s) 1615 may include a commercial office and/or

premises anti—theft and/or burglary alarm system, loud siren

or alarm, which may be located in the interior of the home,

which may produce a loud piercing sound so as to make it

unbearable for an intruder to remain inside the home, an

exterior siren or alarm, which may produce a loud piercing

sound, which may be utilized to draw attention to the

commercial office and/or premises and exterior lighting

system(s) and/or the interior lighting system(s), which

lighting systems may be turned on or turned off at the

user's or operator's discretion and which may be controlled

to blink on and off to draw attention to the commercial

office and/or premises. The premises equipment system(s)

1615 can also include "smart" windows which turn opaque

and/or darker depending upon interior lighting.

The commercial office and/or premises equipment

system(s) 1615 may also include electrical and/or

electronically controlled locking devices for doors and/or

windows, including electric or electronic dead—bolt locking
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devices or systems, electrical systems for controlling

electrical circuits or systems room—by—room, device-by-

device, and/or appliance—by— appliance.

The commercial office and/or premises equipment

system(s) 1615 may also include devices for controlling any

one or more of the electrical circuits, such as circuits

controlled by fuses, circuit breakers or equivalent devices.

The commercial office and/or premises equipment system(s)

1615 may also include devices for controlling and/or

monitoring hot water heaters, garage door openers, lawn

sprinkler systems, electric fences and/or fencing, in—ground

or above—ground pool equipment, fountain equipment, filters

and/or heaters, commercial office and/or premises fire

detector equipment and commercial office and/or premises

fire extinguishment equipment. Commercial office and/or

premises equipment system(s) 1615 may also include power

door and window closing, locking and opening equipment.

The commercial office and/or premises equipment

system(s) 1615 may also include any and all office equipment

and/or premises appliances such as televisions, telephones,

telephone answering machines, alarm systems, VCRs, stoves,

ovens, microwave ovens, door bells, individual lights or
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lamps, blenders, toasters, computers and associated

peripherals, word processors, stereos, radios, manufacturing

equipment and any other commercial office and/or premises

appliances and/or devices which are electrically and/or

electronically activated and/or controllable.

The commercial office and/or premises equipment

system(s) 1615 may also include video recording and/or

photographing equipment, which may include video recording

device(s) and/or a camera(s), such as those utilized in

conjunction with personal computers, televisions, digital

televisions, interactive televisions, display telephones,

video telephones, and/or other communication devices,

including personal communication devices, or a still picture

camera(s). The video recording device(s) or camera(s) may

be digital recording devices or cameras or other suitable

devices or cameras, including typical video recording

devices or cameras. The video recording device(s) or

camera(s), in a preferred embodiment, has associated

therewith a transceiver or transmitter/receiver system for

transmitting video images recorded by the video recording

device(s) or camera(s) to the owner or occupant and for

receiving signals such as, for example, control signals, by

which the owner or occupant may exercise control over the
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video recording device(s) or camera(s).

The video recording device(s) or camera(s) may be

located at any location on the interior of the commercial

office and/or premises such as, for example, in any room or

rooms of the commercial office and/or premises so that the

owner or occupant, or any other authorized individual, may

observe and/or photograph any portions and/or rooms in the

interior of the commercial office and/or premises, or the

occupants and/or anything which may be located and/or stored

in the commercial office and/or premises. The video

recording device(s) or camera(s) may also be located on the

exterior of the commercial office and/or premises so that

the owner or occupant, or any other authorized individual,

may observe and/or photograph the exterior of the commercial

office and/or premises, or portion thereof, or the

individuals or objects and/or anything which may be present,

located and/or stored on the premises of commercial office

and/or premises.

The video recording device(s) or camera(s) may

have wide angles for maximum angular viewing and may also be

pivotable and/or movable. The video device(s) or camera(s)

can be moveable along a track or other guiding device or
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element so that the respective video recording device or

camera can be moved along the commercial premises interior

or exterior. The video recording device(s) or camera(s) may

record and/or transmit the recorded video and/or the

picture(s) in real time and/or live. The video recording

device(s) or camera(s) may also be equipped with a storage

medium, for storing the recorded video and/or picture(s),

and a transmitter or transceiver for transmitting the stored

video and/or picture(s) to the owner or occupant at a later

time. In this manner, real-time, as well as deferred, video

and/or picture(s) transmissions may be provided.

The commercial office and/or premises equipment

system(s) 1615 may also include audio recording equipment,

which may include audio recording device(s) such as

microphones and/or tape recorders, such as those utilized in

conjunction with personal computers, televisions, digital

televisions, interactive televisions, telephones, cellular

telephones, display telephones, video telephones, and/or

other communication devices, including personal

communication devices. The audio recording device(s) may be

digital audio recording devices or other suitable audio

devices including typical audio recording devices. The

audio recording device(s), in a preferred embodiment, has
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associated therewith a transceiver or transmitter/receiver

system for transmitting the recorded audio to the owner or

occupant and for receiving signals such as, for example,

control signals, by which the owner or occupant may exercise

control over the audio recording device(s).

The audio recording device(s) may be located at

any location on the interior and/or exterior of the

commercial office and/or premises so that the owner or

occupant, or any other authorized individual, may hear what

is transpiring, and/or what has transpired, inside and/or

outside the commercial office and/or premises.

The audio recording device(s) may also be

pivotable and/or movable. The audio device(s) or camera(s)

can be moveable along a track or other guiding device or

element so that the respective video recording device or

camera can be moved along the commercial premises interior

or exterior. The audio recording device(s) may record

and/or transmit the recorded audio in real time and/or live.

The audio recording device(s) may also be equipped with a

storage medium, for storing the recorded audio, and a

transmitter or transceiver for transmitting the stored audio

at a later time. In this manner, real—time as well as
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deferred audio transmissions may be provided.

The commercial office and/or premises equipment

system(s) 1615 may also include an intercom system or device

or telephone, cellular, digital or otherwise, for providing

a means by which to allow the user or operator, or other

authorized individual, to communicate with the persons

present in the, or occupants of the, commercial office

and/or premises. The vehicle equipment system 1615 can also

include video conferencing devices and/or equipment for

enabling the vehicle occupants and/or individuals inside the

vehicle, outside the vehicle, and/or in the vicinity of the

vehicle, to engage in and/or partake in video conferences

and/or video conferencing with others via a communication .

network.

The premises equipment system(s) 1615 can also

include the premises battery or batteries, premises fuel

cell or fuel cells, battery monitoring equipment, battery

’ charge level, fuel cell output, fuel cell fuel supply, fuel
,.

cell temperature measuring device, fuel cell by-product

(i.e. water or other by—product, heat, etc.) measuring

device, fuel cell output measuring device (i.e. voltmeter,

ammeter, current measure, power meter, etc.) .
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The commercial office and/or premises equipment

system(s) 1615 may also include monitoring device(s) for

reading and/or monitoring the status and/or condition of any

of the commercial office and/or premises fuel supply, water

supply, electrical generator and/or alternator operation,

water usage, heat and/or air conditioning usage, electricity

usage, gas and/or oil or other fuel usage, battery charge

level, electrical system charge level, fuel cell electrical

power output, fuel cell fuel supply level, fuel cell

operating temperature, fuel cell by—product output level,

telephone usage and charges, commercial office and/or

premises equipment and/or appliance usage, etc, a commercial

office and/or premises control system and/or any other

commercial office and/or premises operation and/or system

function and/or commercial premises equipment system(s)

operating status and/or condition. The monitoring

device(s), in a preferred embodiment, may have associated

therewith a transceiver or transmitter/receiver system for

transmitting data and/or information recorded and/or read by

the monitoring device(s) to the user or operator and for

receiving signals such as, for example, control signals, by

which the user or operator may exercise control, monitoring

and/or security over the monitoring device(s).



Page 344 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

I I

The commercial premises equipment system(s) 1615

may also include communication devices, such as two-way

radios, radios, televisions, fire extinguishing equipment,

emergency and/or distress signal equipment, and any

electrical, electronic and/or otherwise activated appliances

and/or equipment which may be utilized in a commercial.

Appliances may include household appliances such as

refrigerators, stoves, air conditioners, ovens, microwave

ovens, lighting systems, etc. The commercial premises

equipment system(s) 1615 may also include electrical and/or

electronically controlled dead bolt locking devices for use

on doors, windows, and/or in conjunction with any other

opening components and/or components for gaining access to

various locations on and/or in, and/or any systems, devices,

and/or components of, the commercial premises.

The commercial premises equipment system(s) 1615

may also include hydraulic and/or pneumatic equipment and/or

other equipment, assembly equipment, drilling equipment,

mining equipment, construction equipment, excavation

equipment, robotic equipment, electrical equipment of any

kind, mechanical equipment of any kind, electro—mechanical

equipment of any kind, including winches, etc, which may be
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remotely activated as described herein. The premises

equipment system(s) 1615 may also include premises

communication devices including, but not limited to radios,

televisions and entertainment devices, two-way radios,

cellular telephones and equipment, etc. The premises

equipment system(s) 1615 may also include systems for

detecting failures in any of the herein-described equipment

systems and report such failure(s) to the user or operator

whether he or she is in the premises or not in the premises

and/or for reporting such failures to a central office.

The commercial premises equipment system(s) 1615

can also include the commercial premises command computer

which is utilized to control and/or to the various

electronic, electrical, mechanical, and/or electromechanical

systems, components, devices, of the commercial premises.

The command computer can control and monitor any of the

herein-described systems, components, and/or devices, of the

commercial premises which can be controlled and/or monitored

by the command computer.

The command computer can transmit control signals

and/or status request signals to any of the herein-described

commercial premises systems, components, and/or devices, so
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as to respectively control and/or monitor the operating

status and/or condition of the respective system, component,

and/or device. The command computer can also receive

signals from the respective systems, devices, and/or

components, with said signals containing data and/or

information concerning the operating status, operating

state, and/or condition, of the respective systems, devices,

and/or components. The command computer can be utilized so

as to control, monitor, and/or provide diagnostic

information for any of the commercial premises systems,

components, and/or devices, which are controlled and/or

monitored with the command computer.

The premises equipment system(s) 1615 can also

include wear and/or usage indicators and/or detection

devices which can be connected with either the command

computer and/or the central processing computer and which

can be utilized so as to monitor the wear and/or usage of

any of the herein—described electronic, electrical,

mechanical, and/or electro—mechanical, systems, devices,r

and/or components.

The commercial premises equipment system(s) 1615

can also include automatic control devices for controlling
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and/or monitoring commercial premises systems, devices,

and/or components, for commercial premises maintenance

and/or upkeep.

In the case of commercial, industrial, and/or farm

and/or construction equipment, drilling equipment, mining

equipment, excavating equipment, and/or other commercial

equipment, the premises equipment system(s) 1615 may also

include loading and/or unloading mechanisms, cutting

mechanisms, bailing mechanisms, winches and any and all of

the various systems and devices utilized in conjunction with

these premises and/or equipment.

As noted above, the use of any one or more of the

commercial office and/or premises equipment systems and/or.

appliances or devices 1615 and their associated interface

devices 1616, may be optional. The interface devices 1616

my be wireless devices or modules which need not be directly

connected to the CPU 4 or to its respective equipment

system. In this regard, wired connections are not

necessary. In the case of wireless interface devices or

modules 1616, corresponding wireless technology and/or

systems must be utilized to provide for the wireless control

and operation of the respective equipment( ).
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The commercial office and/or premises equipment

system or system(s) 1615 receives signals from the CPU 4,

which signals serve to activate or de—activate, or vice

versa, whichever the case may be, the respective commercial

office and/or premises equipment system(s) which are

utilized in conjunction with the apparatus 1600. The

commercial office and/or premises equipment system(s) 1615

may also include any other suitable commercial office and/or

premises system or equipment feature which may be utilized

to draw attention to the commercial office and/or premises

and/or in some other way impede commercial office and/or

premises theft. It should be noted that any of the

interface devices may include any of the requisite

interfacing circuitry which may be necessary to facilitate

CPU 4 control over the respective systems, equipment,

devices and/or appliances which may be utilized.

The apparatus and method of the preferred

embodiment of Figure 16 is utilized and operates in the

manner described above in conjunction with the vehicle

and/or the home embodiments so as to provide for a system

for controlling, monitoring and/or providing security

functions for and over a commercial office and/or premises.



Page 349 of 397 (Vol. 3 of 3) PETITIONERS' EXHIBIT 1004

I I

The apparatus and method of the preferred embodiment of

Figure 16 may be utilized and/or operates in the same or in

a similar and/or analogous manner consistent with the

description of the various embodiments and features of the

present invention as described herein so as to provide

control, monitoring and/or security functions over and with

respect to the commercial office and/or premises with which

the apparatus is utilized in conjunction with.

In the case of mobile commercial office and/or

11tfi;;ii.ii‘.-ii
premises, the apparatus 1600 may also comprise a commercial-'g;-.:: ....

office and/or premises position and locating device 13 which

can be utilized in order to determine the position and/or

E

;.2.:

5??

the location of the commercial office and/or premises. The

position and locating device 13 can be utilized so as to

determine the position of the commercial office and/or

fifiifin
premises anywhere in the world and provide for the

transmission of position and/or location data to any

appropriate system receiver so that the commercial office

and/or premises may be located and/or tracked and recovered.

In the preferred embodiment, the position and locating

device 13 includes and utilizes a global positioning device

and an associated transmitter for transmitting position

and/or location data to the authorized user, operator,
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and/or authorized individual.

The apparatus 1600 also includes a commercial

offices and/or premises position and locating system

receiver 14, which may be employed by the authorized user,

operator, and/or authorized individual, for receiving and/or

processing the data which is transmitted from the position

and locating device 13 as described above. The apparatus 1

may also comprise a user interface device (not shown).

The apparatus and method of the preferred

embodiment of Figure 16 is utilized and operates in the

manner described above in conjunction with the vehicle

and/or the home premises embodiments so as to provide for a

system for controlling, monitoring and/or providing security

functions for, and over, a commercial office and/or

premises. The apparatus and method of the preferred

embodiment of Figure 16 may be utilized and/or operates in

the same or in a similar and/or analogous manner as

described in conjunction with the various embodiments

described herein and/or consistent with the description of

the various embodiments and features of the present

invention as described herein, so as to provide control,

monitoring and/or security functions for, and over, a
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commercial office and/or premises.

In this manner, an owner, occupant, and/or

authorized individual, may access a commercial office and/or

premises system at any time and from any location and

thereby exercise and/or perform control, monitoring and/or

security functions over any commercial office and/or

premises system, equipment, device and/or appliance. The

owner, occupant, and/or authorized individual, may also

monitor the status, state or operation of any commercial

office and/or premises system, equipment, device and/or

appliance. Lastly, the owner or authorized individual may

perform security related functions or operations on and over

the commercial office and/or premises system, equipment,

device and/or appliance.

The apparatus and method of Figure 16 can provide

for an immediate, as well as for a deferred, control,

activation, de—activation, programming, monitoring and/or

security functions and/or responses thereto, of, and for,

any one or more of the commercial office and/or premises

systems, equipment, devices, appliances, etc , in the same,

similar and/or analogous manner as described above with in

conjunction with the various embodiments.
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