APPENDIX A

118116495 _1

1 SAMSUNG 1013



Confidential — March 27, 2015

IXI’s Claim Chart regarding Samsung’s Infringement of U.S. Patent No. 7,039,033

Claim 1
A system for providing Although the preamble to Claim 1 does not limit the scope of the claim, Samsung provides systems and/or
access to the Internet, components of systems for providing access to the Internet. Accused systems include Internet Devices,” Samsung
comprising: Relevant Devices,’ and WLAN Devices.*

Samsung Relevan: Devices provide WLAN Devices with access to the Internet via wireless short range radio
signals (e.g., 802.11, Bluetooth) and cellular radio signals. WLAN Devices connect to Samsung Relevant Devices
via short distance radio waves using the 802.11 and/or Bluetooth protocols and use the Samsung Relevant Device

! IXI provides these infringement cc ions for Defendants Samsung Electronics CO., LTD, Samsung Electronics America, Inc., and Samsung
Telecommunications America, LLC (collectively, “Samsung™). These contentions contain diagrams, screenshots, and other documentary evidence by way of
example and not by way of limitation. These contentions are based on publically available information and in the absence of complete discovery do not represent
any claim construction position. IXI reserves the right to amend these contentions as discovery progresses, in response to Samsung's defenses, and in response to
any claim construction rulings.

? “Internet Devices” are computers or other devices that function as internet or application servers, including those owned or operated by Samsung or third
parties.

* “Samsung Relevant Devices” include every Samsung smartphone, tablet, laptop or other device that includes a Wireless Hotspot Feature, including but not
limited to every Samsung smartphone, Wi-Fi + cellular tablet, and Wi-Fi + cellular laptop that utilizes Windows Phone 7 or above (e.g., ATIV SE, ATIV S Neo,
and ATIV Odyssey), every Samsung smartphone, Wi-Fi + cellular tablet, and Wi-Fi + cellular laptop that utilizes Android Version 2.2 Froyo and above (e.g.,
Charge, Epic 4G, Fascinate, Focus S, Galaxy Ace 3, Galaxy Alpha, Galaxy Appeal, Galaxy Avant, Galaxy Axiom, Galaxy S, Galaxy SII, Galaxy SIII, Galaxy
SII Mini, Galaxy S4, Galaxy S4 Active, Galaxy S4 Mini, Galaxy S5, Galaxy S5 Active, Galaxy S5 Sport, Galaxy 85 Mini, Galaxy S Showcase, Galaxy Gem,
Galaxy Legend, Galaxy Exhilarate, Galaxy Exhibit 4G, Galaxy Express, Galaxy Fresh, Galaxy Light, Galaxy Note, Galaxy Note 2, Galaxy Note 3, Galaxy Note
4, Galaxy Note Edge, Galaxy Mega, Galaxy Mega 2, Galaxy Tab (Wi-Fi + Cellular), Galaxy Tab 2 (Wi-Fi + Cellular), Galaxy Tab 3 (Wi-Fi + Cellular), Galaxy
Tab 4 (Wi-Fi + Cellular), Galaxy Tab Pro (Wi-Fi + Cellular), Galaxy Tab S (Wi-Fi + Cellular), Galaxy Rugby Pro, Galaxy Metrix 4G, Galaxy Stratosphere 11
Gravity SMART T589, Galaxy S Aviator, Galaxy S Blaze 4G, Galaxy S Relay 4G, Galaxy Stellar, Galaxy Victory 45 LTE, Indulge, Infuse 4G, Intercept,
Galaxy Nexus, Nexus S, Nexus 10, Rugby Smart, Transform, Vibrant), the LTE Mobile Hotspot PRO and SCH-LC11 4G Mobile Hotspot, and devices
reasonably similar in the operation of Wireless Hotspot Features.

“Wireless Hotspot Features™ includes the “Portable Wi-Fi Hotspot,” “Muobile Hotspot,” “Internet Sharing,” “Bluetooth Tethering,” and/or reasonably similar
features that allows a Samsung Relevant Device to wirelessly share (e.g., via Wi-Fi or Bluetooth) its cellular connection with another device.

' “WLAN Devices” include laptops (e.g., Samsung ATIV Book 9 Plus), tablets (e.g., Galaxy Note Tablet, Galaxy Tab, Galaxy Tab 2, Galaxy Tab 3, Galaxy Tab
4, Galaxy Tab, Galaxy Tab, Galaxy Note Tablet), headsets, smart watches (e.g., Galaxy Gear, Gear 2, Gear 2 Neo, Gear Live, Gear 8, and Gear Fit), smart TVs,
printers, and other devices (including both Samsung and third party devices) that connect to Samsung Relevant Devices via short range radio signals (e.g., Wi-Fi,
Bluetooth).
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to access cellular networks and the Internet.

For example, all Samsung Relevant Devices include Wireless Hotspot Features. With the exception of the LTE
Mobile Hotspot PRO and the SCH-LC11 4G Mobile Hotspot, all Samsung Relevant Devices include the Android
Operating System version 2.2 or greater or the Windows Phone Operating System version 7 or greater. These
operating system versions each include Wireless Hotspot Features. (See Wired Webpage, “Android 2.2 ‘Froyo’
Features USB, Wi-Fi Tethering”™'; Windows Phone Webpage, “Share my Connection™")

The Samsung Galaxy S4°, for example, includes the “Portable Wi-Fi hotspot” feature, which allows WLAN
Devices to connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection. (See Samsung Galaxy S4
User Manual at 121)

Similarly, the Samsung ATIV S Neo® includes the “Internet Sharing” feature, which allows WLAN Devices to
connect to the Samsung ATIV Neo via Wi-Fi and use its cellular connection. (See Samsung ATIV S Neo User
Manual (Sprint) at 61)

The LTE Mobile Hotspot PRO and the SCH-LC11 4G Mobile Hotspot are each themselves mobile hotspots with
the primary purpose of providing Wireless Hotspot Features and providing WLAN Devices with access to the
Internet.

a first wireless device, in
a short distance wireless
network, having a
software component to
access information from
the Internet by
communicating with a
cellular network in
response (o a first short-
range radio signal,

Each Samsung Relevant Device is a first wireless device in a short distance network. The Samsung Relevant
Devices each have a software component (e.g., Wireless Hotspot Features software and Android or Windows
operating system software) used to access information from the Internet by communicating with a cellular network
in response to a first short-range Wi-Fi and/or Bluetooth radio frequency signal received from a WLAN Device.

For example, the Wireless Hotspot Features of each Samsung Relevant Device provide WLAN Devices with
access to Internet Devices. The Samsung Relevant Devices receive wireless short range radio signals (e.g., 80211,
Bluetooth) from WLAN Devices and in response to these signals retrieve information from the Internet (e.g.,
website data) via cellular radio signals (e.g., GSM, CDMA, LTE) for relay to the WLAN Devices.

* The Galaxy $4 contains similar components and features as other Samsung Relevant Devices and is representative of the hardware components of these

devices,

® The ATIV S Neo contains the Windows Operating System and is representative of the software features on Samsung Relevant Devices utilizing this operating

system.
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wherein the first wireless
device communicates
with the cellular network
and receives the first
short-range radio signal;
and,

In addition, other Network Services provided by WLAN Devices to Samsung Relevant Devices utilize the sofiware
components of Samsung Relevant Devices to access information from the Internet Devices, such as account
authentication, user preferences, cloud-based data (e.g., synchronization, email, calendar, messages, media, etc.),
information requested by the Galaxy Gear Watches, and other information when they are connected to Samsung
Relevant Devices via Wireless Hotspot Features, Wi-Fi Direct (P2P), Bluetooth, or reasonably similar protocols.”

a second wireless device,
in the short distance
wireless network, to
provide the first short-
range radio signal,

Each WLAN Device is the claimed second wireless device in a short distance wireless network (e.g., Wi-Fi 802.11
and/or Bluetooth network) that provides the first short-range radio signal to a Samsung Relevant Device. WLAN
Devices connect to Samsung Relevant Devices via short distance radio waves using the 802.11 and/or Bluetooth
protocol and use the Samsung Relevant Device to access cellular networks and the Internet when using Wireless
Hotspot Features or providing other Network Services via Wi-Fi Direct (P2P), Bluetooth, or reasonably similar
protocols.

wherein the software
component includes a
network address
translator software
component to translate
between a first Internet
Protocol (“IP™) address
provided to the first
wireless device from the
cellular network and a
second address for the
second wireless

device provided by the
first wireless device,

Samsung Relevant Devices include network address translator software components for translating between a first
IP addresses provided from the Internet Device over the cellular network and a second IP address for the WLAN
Device provided aver a Wi-Fi and/or Bluetooth network. See Samsung’s Answers to IXI’s First Set of Requests
for Admission, No. 30 (* Samsung admits that Samsung devices with Wi-Fi or Bluetooth hotspot features support
Network Address Translation and are compatible with RFC 1631.7).

For example, when the Samsung Galaxy S4 is connected to the Internet, it receives an IP address from the cellular
network connected to the Internet. When the Samsung Galaxy S4 is in the Portable Hotspot mode, the Samsung
Galaxy S4 creates a Wi-Fi network. A local area Wi-Fi network includes a plurality of private addresses; each is
provided to a device connected to the Wi-Fi network.

One of the most popular methods to implement Wireless Hotspot Features is via Network Address Translation (or
NAT), for example for an IP network. Software components in the Samsung Relevant Devices include a network
address translator sofiware component to implement the NAT functionality.

7 “Network Services” include services such as Wireless Hotspot Features, security, DHCP server functions, DNS server funetions, pairing management, virtual
private networks, firewalls, monitoring and statistics, health monitoring, gaming (e.g., Group Play), messaging, printing, media-sharing (e.g., via Nearby
Devices, AllShare Play, Link, Google Play, Plex, Google+, Facebook), Accessory services Galaxy Gear services, file sharing (e.g., sharing files via Samba, File
Explorer, FTP servers, secure shell servers, Dropbox), IANA services, or other services provided to Samsung Relevant Devices from WLAN Devices or vice
versa over short distance radio signals, such as those compliant with the Accessory Framework, Chord Framework, AllShare Framework, Media Control
Framework, Universal Plug and Play (UPnP). and/or Digital Living Network Alliance (DLNA).

118116495_1
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NAT, or more specifically Network Address and Port Translation (NAPT), involves translating a private IP address
to a public IP address and vice versa. More specifically, NAPT involves translating between a public IP address
and a plurality of private IP addresses connected to the wireless local area network.

wherein the sofiware
component includes a
service repository
software component to
identify a service
provided by the second
wireless device.

Samsung Relevant Devices include service repository software components for identifying one or more Network
Services provided by the WLAN Device(s). The Wireless Hotspot Features on all Samsung Relevant Devices
identify the SSID, IP address, and MAC address of a connected WLAN Device, for example, as shown below.

Laptop

In addition or alternatively, the operating system sofiware on Samsung Relevant Devices includes a service
repository software component for identifying Network Services provided by WLAN Devices. For example, all
Samsung Relevan: Devices with Android versions 4.1 or later include the Network Service Discovery API, which
allows end-users and Network Service applications on Samsung Relevant Devices “to identify other devices on the
local network that support the services your app requests.” (See Android Developer Webpage, “Using Network
Service Discovery™)"; (See Android Developer Webpage, “Android 4.1 APIs™)"
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Using Network Service Discovery

Adding Network Service Discovery (NSD) to your app allows

your users to identify other devices on the local network that < PREVIH
support the services your app requests. This is useful for a

variety of peei-to-peer applications such as file sharing or multi-

player gaming. Andiaid's NSD APIs simplify the effort required THISLESSO
for you to implement such features. "

1. Register
This lesson shows you how to build an application that can 2. Discover
broadcast its name and connection information to the local 3. Connect
network anq scan fn_l information from other applications doing 4. Unregist
the same. Finally, this lesson show's you how to connect to the Close

same application running on another device.
(See Android Developer Webpage, “Using Network Service Discovery”)"

Discover Services on the Network

The netwoik is teeming with life, fiom the beastly netwoik printeis to the docile network webcams, to the
biutal, fiery battles of nearby tic-tac-toe players. The key to letting yow application see this vibiant ecosystem
of functionality is service discovery. Your application needs to listen to service bioadcasts on the network to
see what services are available, and filter out anything the application can't work with.

Service discovery, like sesvice registiation, has two steps: setting up a discovery listener with the relevant
callbacks, and making a single asynchionous API call to discoverServices()

First, iate an anony class that
shows a simple example:

P NsdHanager.Discoverylistener. The following snippet

(See Android Developer Webpage, “Discover Services on the Network™)"

As another example, all Samsung Relevant Devices with Android versions 4.3 or later include the MediaRouter
and MediaRouteProvider framework and APIs, which allows compliant Network Service applications (e.g., media-
sharing applications) on Samsung Relevant Devices to identify Network Services, such as displaying and other
playback services, on WLAN Devices (e.g., Google Cast Devices and Wireless Displays, below).
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Media Router Framework

Si—i—

(See Android’s Developer Webpage, “Media Route Provider™)*"

LiediaRouter diows applacanons i th ing of medha 43 2l ttieams fiom The curent device 3o external speakiers and destination Sevices.

A MediaRoutes is retrieved tNOUGh Comteet get Syntmtervt el ) OF B Comtant SE004_BOUTFS_ SERVTCE
The medus 1aater AP is not thread sale; all intecactions with i must be done from the main thiead of the process.

(See Android’s Developer Webpage, “MediaRouter”)"
Users want o play media content from their Andioid devices bigger
brighter, and louder on connected playback devices such as
televisions, steieos, and home theater equipment. As a
manufactuier of these devices, allowing Andioid useis to instantly
show a picture, play a song, ot share a video for friends and family
using your product can make it much more compelling and
engaging.

The Andioid media routes fi ok allows facturers to
enable playback on theil devices thiough a standaidized interface
called a MediakouteProvider, A oute provider defines a common
interface for playing media on a receiver device, making it possible
to play media on your equipment from any Android application that
supports media routes.

This guide discusses how lo creale a media roule provider for a
receiver device and make it available 1o other media playback
applications that run on Android,

(See Android’s Developer Webpage, “Media Route Provider”)™
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Creating a Provider Service

The media router liamework must be able 1o discover and connect 1o your media 1oute provider to allow other
applications to use your route. In order to do this, the media router framework looks ‘o apps that declare a
media 1oute provider intent action. When another app wants to connect to your provider, the framework must
be able to invoke and connect to it, so your provider must be enc lated in @ service.

(See Android’s Developer Webpage, “Media Route Provider”)*

Medua 1 o4t are uzed to publizh foa use within an L prowaders may al a3 0 service
routes wwmmmm m‘m\

“:wwdﬂnﬂhlwlrum|llomm-wull‘ulumlyliwonuwml’!dhﬂﬂwnm» ai
- with mformation about each 1oute by callng . - (Medi aloutaPray LderDessr

.unnmmumwummrqunm

St § 48 it e

od i shanit s bder .

The provides should watch for changes 1o the discovery request by implementing shChange

ulw-\qwﬁm |IMMWIMMINIMBMCSM(WUHI - tr

Mot 4wttt v Edwr tulentre] loe fof @ particulas ioute.

A provides mary be fy with wmdnlmwknmpmlwcm-u a 1o add it 10 the Bocal fed | s®ot o, A media route

ovices may also be made avaitable globally 1o sl applscations by IEQIEUENNG & med i %ot o — ] Mpvr.mdﬂ 's manifest When the media route provider is registered s &

sevvice, all spplcations that use the media outer mnﬂumm&mmmu—pmummummmamuu s

(See Android’s Developer Webpage, “Media Route Provider”)™

As another example, all Samsung Relevant Devices with Android 4.0 or later include the Wi-Fi Peer-to-Peer (P2P)
Service Discovery API that allows compliant applications “to discover [i.e., identify] the services of nearby devices
directly.” (See Android Developer Webpage, “Using Wi-Fi P2P for Service Discovery™)™; (See Android

Developer Webpage, “Ice Cream Sandwich™)*™

vhe WM'M‘I‘QN‘!MIWHIMIH
\wmwmnmq reatebatetantrul lar{ Sring) 10 RIS

Using Wi-Fi P2P for Service Discovery

The first lesson in this class, Using Network Service Discovery,
showed you how to discover services that are connectedto a < PREVIOUS NEXT »
local network. However, using Wi-Fi Peer-to-Peer (P2P) Service
Discovery allows you to discover the services of nearby devices
directly, without being connected to a network. You can also
advertise the services runnmg on your device. These

pabilities help you apps, even when
ne local network or hotspot is available,

THIS LESSON TEACHES YOU TO

1. Set Up the Manifest
2. Add a Local Service

3. Discover Nearby Services
While this set of APIs is similar in purpose to the Network
Service Di y APIs outlined in a previous lesson,
implementing them in code is very different. This lesson shows
you how to discover services available from other devices, using Wi-Fi P2P. The lesson assumes that you're
already familiar with the Wi-Fi P2P API.

(See Android Developer Webpage, “Using Wi-Fi P2P for Service Discovery”)

XV
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All Samsung Relevant Devices with Bluetooth capability include Bluetooth APIs that allows compliant
applications to “connect to other devices through service discovery.” (See Android Developer Webpage,
“Bluetooth™)™ As shown below, the Android Bluetooth APIs, including at least BluetoothClass,
createRFcommSocketToServiceRecord (UUID), and listenUsingRFcommWithServiceRecord(String, UUID),
identify services by class and automatically perform service discovery protocal (SDP) requests to identify WLAN
Device Network Services. See Samsung’s Answers to IXI's First Set of Requests for Admission, No. 30
(“Samsung admits that Samsung devices with Bluetooth capability support Bluetooth SDP.”).

Class Overview

Repiesents a Bluetooth class, which describes general charactesistics and capabilities of a device. For example, a Bluetooth class will specify the general device type such as a phone,
a computer, o headset. and whether it's capable ol seivices such as audio of telephony

Every lass is comps i 2610 o moie service classes, and exactly one device class. The device class is further bioken down into major and minol device class
COmponents
ot is useful as a hint 1o 1oughly desciibe a device (for example to show an icon in the UT), but does not refiably describe which Bluetooth profiles or services are actually
ampol\td I:ya dt-nce ACCUTale SETVCe thﬂr s done :h.ouya sDP rrques‘.'. which are maﬁmncaliy perfoimed when cieating an RFCOMM socket with
- and | —

Use getbluetoothle to retiieve the class for a remole device

(See Android Developer Webpage, “Bluetooth Class™)™"

All Samsung Relevant Devices with the Windows Phone & operating system or later include the
Windows.Networking. Proximity namespace, which includes the PeerFinder and PeerWatcher API for identifying
Network Services within wireless range.

Proximity for Windows Phone 8

Applies to: Windows Phone § and Windows Phone Silveriight 8.1 only

s Runtime that supg

Proximity refers to a set of classes in the Wi

between devices that are

within close range of each other. By APL your app can e e by

ac through a tap

g your app—peer apps—within wireless range. For example, one of
these apps might be a multiplayer game in which two users tap thew phones together to establish a shared game
session. Or, an app might give users the ability o tap a computer and recesve a fink to a location where they can
get more information or make a purchase, Windows Phone 8 supports Pramimity comm tion using Near Field
Communication (NFC). This topic provides an oveniew of the Proxamity APT for Windows Fhone.

(See Microsoft Dev Center Webpage. “Proximity for Windows Phone 8”)

browsing for other devices

are rur

xvii
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PeerFinder class
10

Enables you to discover other instances of your app on nearby devices and create a socket connection between
the peer apps by using a tap gesture or by browsing, For creating Bluetooth socket connections on Windows 8.1
and later, use Windows.Devices.Bluetooth.Rfcomm instead.

(See Microsoft Dev Center Webpage, “PeerFinder class™)™"

Remarks

You can use the FindAllPeersAsync method to get a list of all peers within range. However, the

FindAllPeersAsync method scans for peers once and then completes, Alternatively, you can use the

PeerWatcher class to scan for peers and get updates as they are found and incremental y update your list of

avallable peer apps. The PeerWatcher continuously scans for new peer apps within range and removes stale peer

apps. You can update your list of peer apps by handling the Added event. which occurs when a new peer app is

found, and the Removed event which occurs when a stale peer app is remaved. The PeerWatcher continues to

scan until you call the Stop method, or the PeerFinder.FindAllPeersAsyne or PeerFinder.ConnectAsync

methods.,

Xix

(See Microsoft Dev Center Webpage, “PeerWatch class™)

As another example, Samsung Relevant Devices with Windows Phone 8.1 or later include the Wi-Fi Direct API,
which identifies Network Services provide by WLAN Devices.
Remarks

You can use the WiFiDirectDevice class to establish a socket connection with other devices that have a Wi-Fi
Direct (WFD) capable device. You can call the GetDeviceSelector method to get the device identifier for a Wi-Fi
Direct device. Once you have a reference to a WIF on your computer. you can call the
GetConnectionEndpointPairs method to get an EndpointPair object and blish a secket connection using the
Windows. Networking.Sockets APL

You can add a handler for the ConnectionStatusChanged event to be notified when the connection has been
established or disconnected.

Only one app can be connected to a Wi-Fi Direct device at a time.

You must enable the Proximity capability to communicate with Wi-Fi Direct devices.

(See Microsoft Dev Center, “WiFiDirectDevice class™)™

118116495_1
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In addition, as shown below, Samsung Relevant Devices with Windows Phone 8 or later include Bluetooth APIs,
which identify Network Services provided by WLAN Devices. See Samsung’s Answers to IXI's First Set of
Requests for Admission, No. 30 (“Samsung admits that Samsung devices with Bluetooth capability support
Bluetooth SDP.”).

4 Peer discovery

Disco
which yo

15 the process of finding a Bluetooth device or app that advertises a service with
u want to interact. In an app-to-device scenano, you can only discover devices that
are already paired with the phone on which the app is running. Pairing is the process of using
the Bluetooth control panel on your phone to find Bluetooth devices and then connect to
them. Pairing typically involves sharing a PIN, or both sides agreeing to cannect. In the case of
app-to-app Bluetooth connection. one app is looking for another instance of itself on another
phone, These phones do not need to be paired for discovery to occur.

(See Microsoft Dev Center, “Bluetooth for Windows Phone 87)™
Further, Samsung Relevant Devices installed with Samsung’s AllShare Framework and/or Media Control
Framework also include service repository software components for identifying Network Services provided by
WLAN Devices.” As shown below, the Media Control API and AllShare work on higher levels than the Android
Framework / APL

® According to Samsung’s webpage, the AllShare Framework was i

on the Galaxy 54, S Galaxy S3, Samsung Note 10.1, Samsung Note

2, and was be installed by default on later released Samsung smart phones.

118116495_1
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The following figure shows the Media Control architecture.

Figure 1: Media Control architecture

(See Samsung’s Media Control Programming Guide Version 1.0.1 at 11)

As shown below, Samsung’s Media Control Framework include a mechanism (e.g., SmcDeviceFinder) for
discovering WLAN Devices, identifying Network Services provided by WLAN Devices, and listing the
discovered device names and device types.

118116495_1
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To discover devices that are part of the Media Control Framework:

1. Create an SmcDeviceFinder instance to retrieve SmcDevice instances fram the Media Control

Framework service. The SmcDeviceFinder class offers the following methods.

Methad [ Description
getDevice(int deviceType, | Return the device with the specified device ID and device type.
string id)
getDeviceList(int I Return the list of discovered devices with the specified device type.
deviceType)
getDeviceList(int | Return the list of discovered devices with the specified device type
deviceType, String within the fied network t
networkInterface)

2. Create a SmcDeviceFinder.DevicelListener listener and register it with your SmcDeviceFinder
instance to receive device availability events. The onDeviceAdded() or onDeviceRemoved()
methods are called when a device is added or removed in the Media Contral network.

You can use the rescan() method to refresh the existing device list. Media Control sends a broadcast
message in the network and the result is reported through the SmcDeviceFinder.Devicelistener
listener.

(See Samsung’s Media Control Programming Guide Version 1.0.1 at 11)

As shown below, the Media Control Framework also identifies whether the WLAN Device provides a Network
Service, such as a remote audio and video player service, a remote image viewer service, and/or a remote content
provider Network Service.

Media Control provides several Media Control device types. After getting an SmcDevice instance,

you can type cast it by device type.

Class | Device Type Enum Description
| SmcAvPlayer | TYPE_AVPLAYER | Remote Audio and Video Player Device
[ SmcimageViewer | TYPE_IMAGEVIEWER | Remote Image Viewer Device

| SmcProvider | TYPE_PROVIDER | Remote Content Provider Device

(See Samsung’s Media Control Programming Guide Version 1.0.1 at 11)

118116495_1
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(S_ee Samsung’s Media Contrﬁl Programming_Guide Version 1.0.1 at 12)

Method Description Return Value
getDevicedomain() Return the Cevice relwork GOmain, nt
Lapmoie:
DEVICE_DOMAIN_LOCAL_
NETWORK
getdeviceType() | Return the cevice Troe [
Bampie.
DEVICE_TYPE_IMAGEVIEW
| "=
| getIconura(} | Return the representative icon URI of the | Example:
cevice. | “ip./r128.202.198.8727
E7E/Devicekon™
| geticonList() | Raturn the ist of ait ions of the oevice. | &t of Smekcon
| ger1d(} " Return the cevice unigue ID. [ string
Gaprpia:
“wwie 08f0a180-0002-
1000-2833-0024545 000"
| getmodelnane() | Return the cevice mocel name [ Eaampie:
“Samiung Smat TV
| getNane() | Retorn the wier ipectec device name. | Bample:
“[TVisman TV
| EETNRTMOrKINTErface() | Raturn Ihe networs nterace 10 which T | Network  Mdiler  name |
| cevice s connectes. siring
| getipaddress() | Return the cevice IP sccress. | esampie:

“Hinne

118116495_1
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You can use Media Control to:

- Play media files saved on your device on anather device
- Search for media files on a DLNA media server and play them on another device

- Play media files saved on a web server on another device

Playing Media Files on Another Device

Media Control allows you to play files saved on your device on another device,

(See Samsung’s Developer Webpage, “What is Media Control”)™"
Q. What devices can be discovered with the Media Control package?

A. Practically any device that supports the DLNA Digital Media Renderer feature :
« Samsung Smart TVs from 2009 or later.
* Windows Media Player version 11 or later.
= Any DLNA certified product that has the Digital Media Renderer feature,

For a list of certified products, see
http://www.dina.org/dIna-for-industry/digital-living/product-search &

xxiii

(See Samsung’s Developer Webpage, “What is Media Control™)

Similarly, Samsung’s AllShare Framework, as shown below, includes a mechanism (e.g., DeviceFinder) for
discovering WLAN Devices and identifying Network Services provided by such WLAN Devices.

118116495_1
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This section defines AllShare AP|s that would be used to develop convergence services such as media sharing and control sharing. The AllShare APis provides the
below features applcable to any type of devices including mobile, smart tv, pc, stc:

« Media Sharing
- discover DLNA devices in a network.

- share media contents{picture, audio, video, etc) to other DLNA devices in a network.
- browse and search the media contents shared by DLNA devices in a network,

- playback media contents on a DLNA device in a network.
= Control Sharing
- discover Smart TV in a network.

- control TV and TV web browser remotely like a remote controller, mouse and keyboard did.

= conftral TV viewer in detail as an extension of Image'iewer (DMR).

For example, as shown below, the AllShare Framework identifies whether the WLAN Device provides a Network
Service, such as a media provider service, an AV player service, an image viewer service, and/or a TV Browser

service.

To discover AliShare devices in the local network, the application should get a DeviceFinder instance by calling
getDeviceFinder(). In the AllShare Framework, an AliShare device in the local network is represented as an
instance of Device class, and there are several device types which have different functionalities: Media Provider,

AV Player, Image Viewer, and TV Browser.

private vold showDeviceList()
{
If (mServiceProvider == null)

return;

(See Samsung’s Web API Guide)™"

istener(DeviceType.DEVICE_AVPLAYER, mDeviceDiscoveryListener);

Dok DeviceList = mDeviceFind

LOCAL_NETWORK,

mrm;mmmﬁm:

If (mDeviceList 1= null)
for (int | = 0; | < mDeviceList size(); i++) {

getli).

mText.append|™AVPlayer: * +
found™ + “\\n");
|
|

As shown below, the AllShare Framework provides information including the device type, name, and model name.

(See AllShare Framework: Developer’s Guide, Version 2.0)

118116495_1
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Get Device Information
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(See Samsung’s Web API Guide, “Get Device Information™)™"

The device type is a value defined in Device Type Enumeration and identifies Network Services provided by
WLAN Devices, such as Audio and video player, image viewer, media provider, media receiver, and TV controller
services. The DeviceFinder API identifies services provided by WLAN Devices.

[E— by D A Pt
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AVFLATER AU B e Py ar dece
BAGEENER e oenar e
FLERECENER Fi rwcaenn e ein
MEDFROVOER e preeder dreie
MEDURECERER Abin rncarn devica
TVCONTROLLER TV comyster device

(See Samsung’s Web API Guide, “Get Device Information”)™"!

Samsung’s Web API (shown below) also identifies WLAN Devices and Network Services that they provide.
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Samsung Web API

Samsung Web AP allows developing web applications which are
capable of contralling device features of Samsung devices
Samsung Web APls and standard web technologies provide
specialized features for creating highly qualified convergence web
applications, It helps your app ication connect easily to various
Samsung devices such as smart TV and mobile devices

Download (Windows 7 325} Download tWindows | edbit)

Samsung Web APl Gude Getting Started

xxvii

(See Samsung’s Developer Webpage)

Samsung Chord, which is supported by Samsung Relevant Devices with Android 4.0 or later, also includes service
repository sofiware components for identifying Network Services provided by WLAN Devices. (See Samsung’s
Developer Webpage, “Samsung Chord”)™"" As shown below, the Chord architecture includes a discovery
protocol.

3" Party
Apps
Chord APls

Discovery
Protocol

T T K

(See Chord Programming Guide Version 1.5)

Samsung Chord identifies, as shown below, Network Services provided by WLAN Devices, such as multiplayer
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games, content-sharing, messaging, etc.

The Samsung Chord is a brilliant and fun way to share content and user events in real-time between devices. The Samsung
Chord (Chord) SDK allows application developers to develop local information-sharing applications without a detailed
knowledge of networking

Chord enables simple real-time sharing without the cloud!
» Easy discovery and connection with nearby devices
+ Real-time experiences between multiple devices
- Fast peer-to-peer connection, without the need of a server
* Decentralized networks where peers can come and go at any time

Chord quickly connects nearby devices so you can create shared, real-time experiences like collaborative interaction, multi-
player games and media sharing. Without using the cloud or server, it instantly supports sharing 1-to-1, 1-to-many or many-
to-many.

Devices running Chord-based applications discover each other using a UDP broadcast based discovery, and then use a TCP-
based protocol stack to create a reliable, peer-to-peer local communication network. This network can be used to share data,
including text, binary messages and files, with selected members of the network.

Chord SOK helps you create a group with multi-devices in real-time, automatically, requiring no manual processing of devices
which join or leave the group.

(See Samsung’s Developer Webpage, “Samsung Chord™)™™
Samsung’s Accessory Service Framework, which is installed on Samsung Relevant Devices with Android 4.3 or
later, also includes service repository software components for identifying Network Services provided by WLAN
Devices.” (See Samsung’s Developer Webpage, “Restrictions’)™

As shown below, Accessory allows Samsung Relevant Devices (e.g., Smart Device) and WLAN Devices (e.g., Car
head unit, gaming console, wireless speakers, printing devices, health care devices) to identify and share various
Network Services.

? Samsung’s webpage states that the only WLAN Devices that presently support Accessory are the Galaxy Gear, Gear 2, and Gear S (from January 2014
version).

18
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What Is Accessory?

Actessory allows you 10 CoNNeCt accessory devices 10 Samsung smart devices. With Accessory, you can defing a new service between the
accessory and smart device, and then use the various smart device functions from the sccessory device. The sénice i3 compatible with
various connectivity environments, and it makes accessory development efficient and convenient.

Accessory adds new lunctions 1o the service a3 Samsung smart devices smprove. Future updates will enable the accessory and smart device
to enchange more ind suppart more g

Car Head Unit ~ I ' Wireless Speakers

- @ N LS

Health Care Device Smart Device Printing Devices

Fiqure 1: Samsung Smart Device and Accessories

(See Samsung’s Developer Webpage, “What is Accessory?”)"™

19
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The following figure shows the roles in the Accessory eco-system.

Samsung Accessory Protocol

Wi-Fi, USB, Bluetooth, etc

Figure 1: Accessory eco-system

Samsung Smart Devices can support one or more Accessory Services using a manager application with the
Samsung Accessory Service Framework, for example, Samsung GEAR Manager. The Smart Devices and

Accessory Devices described in this document have the Samsung Ac ¥ Service Fr k preloaded

(See Accessory Programming Guide, Version 2.1.11)

Accessory also includes, as shown below, a mechanism to identify services and establish service connections.

The Samsung Accessory Protocol supports mudtiple connectivity methods, such as Wi-Fi, Bluetooth classic,
Bluetooth Low Energy fv4.0), and USB, while freeing you from connectivity-specific details. The Samsung
Accessory Service Framework supparts the discovery of features {services) and enables the establishment
of Service Connections between ALEs for data exchange.

(See Accessory Programming Guide, Version 2.1.11)

As shown below, Samsung Relevant Devices and WLAN Devices can identify and exchange Network Services
using the Accessory Framework.

The following figure shows the functional Mlow In the $ 2 Ac ¥ Service F kb a
Service Consumer and a Service Provider. Peer Device 1 and 2 are either Samsung Smart Devices or
Accessory Devices with applications acting as Service Providers or Service Consumers.

118116495_1
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Peer Device 1 Peer Device 2

Service Provider Service Consumer

Figure 3: Functional flow between Service Provider and Service Consumer
(See Accessory Programming Guide, Version 2.1.11)

Accessory includes the Accessory Peer Agent, which identifies the available Network Services between peer
devices.

1.5. Supported Features

Samsung works with domain experts within and outside Samsung to define Accessory Service Profiles. The
Accessory Service Profiles define the application-level state machine and application-level protocol to
implement domain-specific functionality. For example, the Notification Accessory Service Profile defines an
application-level protocol to convey phone notifications to connected Accessory Devices.

Accessory supports the following features:

* Accessory Peer Agent:
o Getting the list of Accessory Peer Devices.
o Getting the list of services offered by the Accessory Peer Devices.
o Identifying the available services between Peer Devices,
(See Accessory Programming Guide, Version 2.1.11)

21
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Samsung Relevan: Devices also include Bluetooth APIs for discovering Network Services. See Samsung’s
Answers to IXI's First Set of Requests for Admission, No. 30 (“Samsung admits that Samsung devices with
Bluetooth capability support Bluetooth SDP.”). For example, Samsung Relevant Devices include the Service
Discovery Application and Profile as shown below.

Service Discovery Application and Profile: This profile defines the features and

procedures for an application in a Bluetooth device to discover services registered in

other Bluetooth devices, and retrieves information related to the services.

(See Samsung API Guide JSR 82- Bluetooth, Version .9 at 6)
Samsung Relevant Devices also include, for example, the discoverDevices API as shown below.

discoverDevices
Discovers nearby Bluetooth devices if any, that s, devices within proximity to the local device.

SoNATUR:
vald 41 Do 1lback successCallback, opticmal ErrorCallback? errorCallback);
This metnod initiates the device process. D g on the progress of this process the following metnods are invoked:
-aliback - when a y process stars y
. DiscoverDy alBack i = whien any device is found in the process and this method Is invoked with the device
information. If no device is found. this method will never be invoked.
. DiscoverD “ailback. app - when & device goes out of proximity and this method Is invoked with the address of
the device.
. i Callback : -whena y process is

u) NN

(See Samsung’s Web API Guide, “discoverDevices

The Bluetooth APIs allow Samsung Relevant Devices to identify and use Network Services provided by WLAN
Devices and vice versa, for example as shown below.
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1 Use Cases

Heart Rate Profile(HRP) Proximity Profile(PXP) Alert Notification Profile(ANP)

Profiles are high level definitions that define how services can be used to enable an application or use case. For further
information on these profiles, visit : https://www.bluetooth.org/Technical/Specifications/adopted.htm 5

(See Samsung’s Developer Webpage, “Samsung BLE SDK”)y*i

Operating systems of Samsung Relevant Devices may also include other service repository software components,
such as APIs or Frameworks relating to Wi-Fi Direct (P2P), Universal Plug and Play (UPnP), Digital Living
Network Alliance (DLNA), and/or reasonably similar protocols, which also provide mechanisms to identify
Network Services provided by WLAN Devices.

As shown below, DLNA uses the UPnP Device Architecture for service discovery and identification.
Tabie 1 - Key Technology Ingredients

Functional Components. Technology Ingredients

Ethernet. 802 11 (inCluding VWA-Fi Diract), MoCA,

ELEELG HO-PLC, HomePiug-AY, HPNA and Biuetooth
Networking P4 Sute
Device Discovery and Conrol UPRP" Device Architecturns

UPniP AV, EnergyManagement,

Medtia Management ana Control ol T

Media Formats Required and Optional Format Profiles

" Transport HTTP {Mandatory) . HTTP Adaptive Delvery

118116495_1

{DASH) and RTP
Remote User Intertaces CEA-Z014-A  HTMLS
Device Profiles CVP-NA-1, CVP-EU-1, CVF2
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u)xxxw

(See DLNA webpage. “Architectures and Protocols

The UPnP Device architecture provides a mechanism to identify services provided by WLAN Devices and
establish service connections, as shown below.

1 Discovery

Discovery is Step 1in UPnP™ network ing. Discovery comes aller addressing (Step 0) where
devices gol & nefwork address. Thiough discovery, conlrol painis fnd inferesfing device(s)
Discovery enables descrplion (Step ) where conlrol poinis Jesm sboul dewcs capabifies
control (Step J) where & conlmd paind Sends commands (o device(s). evenling [Step 4) where
control points bsten 1o state changes in devcefs). and presenistion (Step 5) where control
points dispisy & user interface for device(s).

B the Il slep in UPAP netwoding. When & device i added 10 The nelwon, Ihe
UPAP gscovery profocel Sllows thal device 1o adverlise 23 services 1o conlrol points on Ihe
netlwom . Similady, when & COMOl pOIN & added L0 Ihe Aelwos, the UPAP discovery proloca
sllows that control point 1o search for devices of inferest on the networ. The fundamentsl
eachange in both cases i & dacovery message containing & few, sssentisl specifics about
the device or one Mll aenices, a.g., its type, unlversally unique identiler, a painter to more
delalled Ihal idenilly Lhe curtent slale of the device

(See UPnP Device Architecture 2.0, Sept 1, 2014 at 18)

Figure 1-1: — Discovery architecture

‘--'
=
o poues T '__,_ E
Fcinciadll
“l)_
T
¥ e,
= [ =]
S
= [swe—s|
<G
|
|
umicast -

(See UPnP Device Architecture 2.0, Sept 1, 2014 at 19)
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When & device knows it is Newly added 10 the netwom, it shall multicast & number of
discovery messages advertising Reell, s embedded dewices, and B3 services (initial
announce) Mq ma-ﬂ-d conlrol poind can lmlen 1o Ihe standard mullicas! sddress lor
et afe A mulli-homed device shal mullicas! (he
discovery mm on #l UPP-enatied inlerisces. A mulli-homed control poind i allowed 1o
laten to the ad on oe. s0me of all of its UPnP -enabledintefaces.

wm.mmmmnmwm-mwﬁ & i sicwed 1o muticast & Sscowly

g lor g devices, sefvices. of bolh All devices shal lislen Lo lhe
mu:um—um—-mmwm«-mummmum
embadded devces of serices malches Lhe seach chlens in he dscovery message In
BB, & COMDI PO s MIowed 10 UL B BRCOVTy Metsage [0 & SpeCiTic 1P addiess on
port 1900 or on the port specified by the optional SEARCHPORT. UPNP ORO header field
[which supsmedes pont 1800 for this wie), searching fod & UPAWP devcs OF serice af that
apecific IP address. This action presumes (he control point siready knows the dewce o this 1P
address in 8 UPnP device (which listerm on ihe appropdate port) The control point can uie
unicasl search for 8 number of applicelions. A unicast search can quichly conlirm & specific
device and provide the 2 ¥ {e.g. UUID. UML) of thn device.

(UPnP Device Architecture 2.0, Sept 1, 2014 at 19)

be different). The field value of the NEXTBOOTID.UPNP.ORG header field indicates the field
value of the BOOTID.UPNP.ORG header field that a multi-homed device intends to use in
future announcemenis after adding a new UPnP-enabled inteiface The field value of the
CONFIGID.UPNP.ORG header field identifies the current set of device and service
descriptions. control points can parse this header field to detect whether they need to send
new descrption query messages The field value of the SEARCHPORT UPNP ORG header
field identifies the port at which the device listens to unicast M-SEARCH messages, control
points can parse this header field to know to which port unicast M-SEARCH messages shall
be sent. These header fields are explained in detail below

(UPnP Device Architecture 2.0, Sept 1, 2014 at 21)

1.22  Device available - NOTIFY with ssdp:alive

When a device is added to the rk, it shall L di to advertise its
root device, any embedded devices, and any services. Each dtawwr\r muune shall contain
four major components:

a) A notification type (e.g.. device type), sentinan NT (Notification Type) header field.

b) A posite i ifier for the . sent in a USN (Unique Sendce Name) header
field

c} A URL for more information about the device (or enclosing device in the case of a service),
sentina LOCATION header field.

d} A duration for which the advertisement is valid, sentin a CACHE-CONTROL header field.

To advertise its ies. a device a number of di ¥ Y.

a root device shall mnl!icnll.
(See UPnP Device Architecture 2.0, Sept 1, 2014 at 24)
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Table 1-3 — Service discovery messages

NT [T
[} L=y wehd Sevice UL urn actemuiegngs
ey e — :uwwu.

Ay v 1T e T

3 ote thet B fedd valus of this NT Rasder fid shall mach P value of (he VDN slemant n ife device
Sescrphon.

I a fool device has & embedded devices and £ embedded serices but only k cisting senice
Types. his works out 10 3+20+k requests. If & paricular device o embedded dewce contiing

multiple instances of & panicular service type, It i only necessary 1o adveriime the senice
type once (rather Ihan once for each inslance) Note that if two embedded devces contain &
service of he same servce lype, these serdces shall atll be separately anncunced. This
advertises the full extent of the Jevice’s capabliSes 10 interested contrdl soints. These
messages AhMI be senl oul 8 @ Senes WiIh foughly comparable expiralion Lmes, order i

but s 3

Updated UPAP device and senice types are required 1o be fully backwadd compatible with
previous versions of the same type. Devices shall advertine the highes! suppofied version of
wach supporied type. For example, if & device suppons version 2 of the “Aucio” senice, it
would advertise only version 2 even though it also supponts version 1. I shall NOT adwriine
soditionsl suppofed wesions. Conlral points Thal suppod & given wversion of & devce of
aervce are abie 10 8o interact with higher versions because of Ihis backward compatibiiy
requirement. bul only weing the functionallly thal was defined in the lower wersion For
example, i & conlral poinl suppods only version *1° of Ihe "Audic™ senice, and & device
advertises that i suppons version *2° of the "Audio” senice, the control painl shall recognize
he device and be able 10 use il

Choosing an duration for i & balance belween minimizing
Netwon raffic and masimizing Weshness of devce status. Relatively shon durstions close 1o
the minimum of 1800 seconds will ensure thal control points have currenl device status ot the
expense of sddlional nelwork Lrafic, longer duralions, say on the onder of & diy. Compromine
freshness of devwice Slalus bul can signitcantly reduce nelwors Tafic. Generally, cevice
wvendors should chocse a walue that corretponds 10 mpected dewce wage 4hof duations
h’mnll\.“ﬂﬂelﬂmumﬂﬂlnlmhlmmﬂm“

longer devices 1o be of the nelwork.
Dnl:nll\lMh:mlnwmlhmﬁmhmh-mmm-l
ahould e & shoder duration 3o that conlrel paints have & more sccurale view of Their
avnilability. Adwertisements in & sl (Doth inlial and subsequent) should hawe comparable
durations. Adverlisements in the indisl sef 1hould be senl as quickly s cousible. Subsequent

of the are allowed 1o be spread over Ume rather tFan baing sent
o8 8 group.
5 of over lime rathe: than being senl as & group
impdoves !m.r in case thefe aie network Qches: without increasing the tolal netwon
load it of sending from devices 1o conisd painis. The

|mmwlmlumnmumummmcwmnu

(See UPnP Device Architecture 2.0, Sept 1, 2014 at 25)

In addition or alternatively, applications (including Samsung or third party applications provided with Samsung
Relevant Devices and/or downloaded onto Samsung Relevant Devices) include service repository software
components. For example, applications compliant with the Android MediaRouter and MediaRouteProvider
framework and APIs identify Network Services such as displaying and playback services provided by WLAN

Devices as shown below.
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Media route selector
ast button, the media router ramework looks for available media icutes and
the user. o shown in figuie 3

When & uses pre:
peesents a list of ch

Figure 3
XXXV

(See Android’s Developer Webpage, “MediaRouter)

Figure 2. 2

XXXV1

(See Android’s Developer Webpage, “MediaRouter)

As another example, the Samsung Link application (formerly known as AllShare Play) includes DLNA
functionality that allows for service discovery including, for example, by identifying whether the WLAN Device
includes a Photo sharing service, a music sharing service, a video sharing service, and/or a document sharing
service (as shown below).

118116495 _1
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fad

)xx.“'ii

(See Samsung’s Webpage, “Samsung Link”

Share & play content | =
across smart devices 1
anywhere anytime

Enjoy sasy sccess 1o

all your content
anywhere anytime

with Samsung Link

]x.u\'iii

(See Samsung’s Webpage, “Samsung Link”
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SAMSUNG LINK

Cove | ey

Wb storage Wl storage
"-". -
a =
o e -
Hemetyne 80-HDO Galary

In addition, as shown below, Samsung Link identifies when displaying services, such as the use of a large TV
screen, are available.

Change player to large TV screen

Content on your mobile device o PC can be viewsd from a large TV screen connected te the same
nEtwork.

Mabile

118116495_1

30




Confidential — March 27, 2015

)KKKIK

(See Samsung’s Webpage, “Samsung Link™

Larger and clearer viewing with Samsung
SMART TV

of cabies.

Samsung Link is the single sclution 1o all your needs

(See Samsung’s Webpage, “Samsung Link™)"

In addition, AliShare Play identifies screen and media sharing network services l.hfll are

Share it on the
big screen

provided by WLAN Devices.

Sew the photos on your Smart Phone come 1o e on
fhe big screen Wit instant Play. you can push
sung mobibe devices right fo

1 TV™ Share your fvore videos, photos
and music: with frisnds and tamily

xli

(See Samsung‘s Webpage, “allshare play Share & Play Together™)

As another example, Samsung Relevant Devices include the “Nearby Devices™ feature, which uses DLNA to
identify Network Services provided by WLAN Devices via Wi-Fi, Wi-Fi Direct, or Mobile Hotspot.

118116495_1
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% Blu

B Data

Once Nearby Devices (or a reasonably similar feature) is activated, Samsung Relevant Devices identify available
Network Services provided by WLAN Devices, for example, as shown below.

31
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Play music on DLNA-enabled
devices.

SAMSUNG

Set the file as your favourite
song.

Turn on shuffle.

Hide the music player screen, —=8 % Open the playlist.

Restart the ¢ ly-playing Skip to the next song. Tap and

song or skip to the previous hold to move forwards quickly
song. Tap and hold to move
backwards quickly. Pause and resume playback.

(See Samsung Galaxy S4 User Manual at 75)

Playing videos

Select a video to play.
Scan DLNA-enabled 4 B o Adjust the volume.
devices.
Move forwards or 3 Skip to the next
backwards by 11 video. Tap and hold
dragging the bar. ;, to move forwards
. quickly.
Change screen ratio, Sags— Reduce the size of
] the video screen.
Restart the current Pause and resume
video or skip to the playback.
previous video, Tap
and hold to move
backwards quickly.

(See Samsung Galaxy S4 User Manual at 75)
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The Samsung Group Play application also includes a service repository compcnent that identifies when gaming or
other Network Services are provided by WLAN Devices. As shown below, Group Play uses Mobile Hotspot
connections to create a WLAN.

Host your own games with Group Play

h Group Play. Once

Hosting games for your friends is

—, '__'_;, {

-

xlit

(See Samsung’s Webpage, “Group Play™)

Samsung Relevan: Devices may also include other applications with service repository sofiware components that
identify Network Services provided by WLAN Devices as described in various protocols and APIs such as
Network Service Discovery (NSD), Bluetooth Service Discovery Protocol, AllShare Framework, Media Control
Frame Work, Chord Framework, Accessory Service Framework, Universal Plug and Play (UPnP), DLNA, and/or
reasonably similar protocol or framework.

In addition, as shown below, the LTE Mobile Hotspot PRO includes DLNA functionality, which identifies
services provided by WLAN via DLNA/UPnP service discovery.

DLNA Tab

This tab provides you with the ability to designate your

HotSpot or a DLNA-compliant device that can share stored

information with other compliant devices.

This feature works by sharing data stored within an internally

installed microSD memory card, For more information, refer

to “Installing the Optional microSD Memory Card™ on page

9.

(See Samsung LTE Mobile Hotspot PRO User Manual at 32)

118116495_1

33

34




Confidential — March 27, 2015

Claim 4

The system of claim 1,
wherein the service
repository software
component identifies
whether the service is
available at a particular
time.

The content corresponding to Claim 1 is hereby incorporated by reference. As explained in the “service repository
software component” of Claim 1, Samsung Relevant Devices identify Network Services as they become available.

Claim 5

The system of claim 1,
wherein the software
component includes a
domain naming service
(*DNS”) sofiware
component to translate
between a human
readable name and a
second Internet Protocol
(“IP”) address.

The content corresponding to Claim 1 is hereby incorporated by reference. The Samsung Relevant Devices each
have a software component (e.g., Wireless Hotspot Features and Android or Windows operating system software)
that includes a DNS component to translate between a human readable name and a second IP address. For
example, as shown below, the LTE Mobile Hotspot PRO includes a DNS setting.
Mote: DNS (Domain Name Server) should always be enabled

when using Port Filtering. Without DNS, it is not possible

to convert a Domain name (for example, www.msn.com)

to an IP address. DNS is used by E-mail, FTP, and many

other protocols as well as by Web browsers.

(See Samsung LTE Mobile Hotspot PRO User Manual at 32)

Android APIs also include InetAddress, getHostname, and C Library which translate between a human readable
hostname and an IP address.

DNS caching

In Anchoid 4 D (lce Cream Sandwich) and earlier, DNS cactung was paformed both by InetAddiess and by $e C library, which meant that DNS TTLs could not be honored cesrectly. In
lates releases, caching is done solely by the C library 3nd DNS TTLs me honored

(See Android Daveloper Webpage, “InetAddress™)™""

Claim 6

The system of claim 1,
wherein the software
component includes a
security software
component to control
access between the
cellular network and the

The content corresponding to Claim 1 is hereby incorporated by reference. Samsung Relevant Devices include
security sofiware components that allow the Samsung Relevant Devices to control access between the cellular
network and the first wireless device. For example, Samsung Relevant Devices include sofiware that utilizes MAC
filtering, port filtering, VPNs (Virtual Private Networks), Bluetooth PINs, and/or adheres to security protocols such
as Wi-Fi Protected Access (WPA) and/or WPA II. (Samsung Galaxy S4 User Manual at 121)
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first wireless device.

Claim 7

The system of claim 1,
wherein the second
wireless device is a thin
terminal.

The content corresponding to Claim 1 is hereby incorporated by reference. A WLAN Device is the claimed second
wireless device. A WLAN Device may be a thin terminal such as a printer or camera. For example, Samsung
Relevant Devices can communicate wirelessly with printers via applications such as the Samsung Print Service
Plugin. (Samsung Galaxy S4 User Manual at 99) Samsung Relevant Devices can also communicate wirelessly
with smart cameras via applications and features such as the Samsung Smart Camera App, AllShare Play, Remote
Viewfinder, and MobileLink.

e
Remote Viewfinder
Ramosely control your Gaman fom & smarghons

(See Samsung’s Webpage, “Remote Viewfinder”)™"
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E:jrﬁﬁ't.-ttétr-p,

xlv

(See Samsung Smart Camera YouTube Advertisement)

Claim 12

The system of claim 1,
wherein the software
component includes a
plug and play software
component to load and
execule software for the
second wireless device.

The content corresponding to Claim 1 is hereby incorporated by reference. Samsung Relevant Devices” software
components include plug and play software components. For example, Samsung Relevant Devices include UPnP
and/or DLNA APIs or reasonably similar APIs that may be used to load and execute software for WLAN Devices
that are compatiblz with DLNA and/or UPnP. In addition, Samsung Relevant Devices and WLAN Devices include
AllShare Play/Link, Samsung Print Services, and/or Samsung PC Share Manager software components that are
DLNA or UPnP certified and offer plug and play functionality.

Claim 13

The system of claim 1,
wherein the software
component includes a
PIN number management
software component to
obtain and provide PIN
numbers.

The content corresponding to Claim 1 is hereby incorporated by reference. Samsung Relevant Devices sofiware
components include PIN number management software to obtain and provide PIN numbers. For example,
Bluetooth Tethering requires a pairing PIN Code.

Pairing with other Bluetooth devices

On the Applications screen, tap Settings — Connections — Bluetooth — Scan, and
detected devices are listed. Select the device you want to pair with, and then accept the auto-
generated passkey on both devices to confirm.
(See Samsung Galaxy S4 User Manual at 68)

Claim 14

The system of claim 1,
wherein the second

The content corresponding to Claim 1 is hereby incorporated by reference. As described for the “service repository
software component” of Claim 1, a WLAN Device is the claimed second wireless device and includes Network
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wireless device includes
an application software
component that registers
an availability of the
service with the service
repository software
component.

Service applications or sofiware that are identified by the service repository software component on Samsung
Relevant Devices.

Network Service software registers availability of Network Services with software components of Samsung
Relevant Devices, such as operating system software (e.g., Android or Windows), Wireless Hotspot Feature
software, and/or other Network Service software, for example, via the various APIs, frameworks, and protocols
discussed in relation to the “service repository software component” of Claim 1.

For example, the availability of Network Services is registered with the service repository software component via
the Android NSD APIs, as shown below.

To register your service on the local network, first create a Hauserviloetinto object, This object provides the
nformation that other devices on the network use when they're deciding whether 1o connect Lo your service.

public void registerService(int port) {
// Create the NsdServicelnfo object, and populate it.
NsdServiceInfo servicelnfo = new NsdServicelInfo();

// The name is subject to change based on conflicts
// with other services advertised on the same network.
serviceInfo.setServiceName( "NsdChat™);
servicelnfo.setServiceType("_http._tcp.");
servicelnfo.setPort(port);

This code snippet sets the service name to "NsdChat”. The name is visible to any device on the network that is
using NSD to look for local services. Keep in mind that the name must be unique for any service on the network
and Android automatically handles conflict resolution. If two devices on the network both have the NsdChat
application installed, one of them changes the service name automatically, to something like "NsdChat (1)".

The second parameter sets the service type, specifies which protocol and transport layer the application uses.
The syntax is "_<protocol>._<transportlayer>". In the code snippet, the service uses HTTP protocol running over
TCP. An application offering a printer service (for instance, a network printer) would set the service type to
"_ipp._tcp”.

118116495_1

37

38




Confidential - March 27, 2015

When setting the port for your service, avoid hardcoding it as this conflicts with other applications. For
i ing that your application always uses port 1337 puts it in potential conflict with other installed

applications that use the same port. Instead, use the device's next available port. B this i is
provided to other apps by a service broadcast, there's no need for the port your application uses to be known by
other applications at pile-time. d, the applications can get this infs ion from your service

broad right before « ing to your service.

If you're working with sockets, here's how you can initialize a socket to any available port simply by setting it to
0.

public void initializeServerSocket() {
// Initialize a server socket on the next available port.
mServerSocket = new ServerSocket(2);

// Store the chosen port.
mLocalPort = mServerSocket.getLocalPort();

Now that you've defined the NsdserviceInfo object, you need to implement the RegistrationListener
interface. This interface contains callbacks used by Android to alert your application of the success or failure
of service regi ion and unregi 1

Now you have all the pieces to register your service. Call the method registerservice().

(See Android Developer Webpage, “Using Network Service Discovery

)‘}KI\'i

Similarly, availability of Network Services is registered with the service repository software via the Android
MediaRouter and MediaRouteProvider frameworks and APIs, for example, as shown below.

Creating a Provider Service

The media router flamework must be able 1o discover and connect to your media route provider to allow other
applications to use your route. In order 1o do this, the media router framework looks “or apps that declaie a
media route provider intent action. When another app wants to 1 to your provider, the fia k must
be able to invoke and connect ta it, 5o your provider must be p din a service.

(See Android’s Developer Webpage, “Media Router Provider)

xlvii
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Wedsa route providers are used to publish ac l med: for use within an apph [ [roviders may also be declaed as a serice 1o publish additional media
toutes to alf applcations in the system.
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caryRague st nd publish 8
motify the curnently registered

fied by the cun
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(See Android’s Developer Webpage, “MediaRouteProvider)*"

Similarly, availability of Network Services is registered with the service repository software via the Android Wi-Fi
P2P APIs, as shown below. ]
Add a Local Service

If youm providing a Incal Service, yuu need to register it for service discovery. Once your local service is
the fi p to service discovery requests from peers.

To create a local service:

1. Create aWifiP2pServicelnfo object.
2 Populate it with information about your service.
3 Call addLocalservice() to register the local service for service discovery.
u)xlix

(See Android Developer Webpage, “Using Wi-Fi P2P for Service Discovery
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The Wit irapanagar CIA%S PrOVIOEs METNoAs 10 allow you 10 INTeract vith The Wi-F1 haldware on your device 10
do things like discover and connect to peers. The following actions are available:

Table 1.Wi-Fi PZP Methods

Reg; the application with the Wi-Fi k. This must be called before
calling any other Wi-Fi PZP method.
connect() Starts a peer-to-peer connection with a device with the specified configuration.
cancelConnect() Cancels any ongoing peer-lo-peer group negotiation.
requestConnectInfol)  Requests a device's connection information.
erasteGroup() Creates a peer-to-peer group with the cunent device as the group owner.
removeGroup( ) Removes the cuiment peer-lo-peer group.

GroupInfol) Requests peer-to-peer group information.
discoverPears() Initiates peer discovery

requestPeers() Requests the cunent list of discovered pesrs.

wifirzpManager methods let you pass in a listener, so that the Wi-Fi P2P framework can notify your activity of
the status of a call. The available listener interfaces and the conesponding wi © i 2pManager method calls that
use the i are desciibed in the following table:

(See Android Developer Webpage, “Wi-Fi Peer-to-peer”)'

As another example, availability of Network Service applications (Service Provide and Service Consumer
applications below) is registered with the Samsung Accessory Service Framework service respository software
component.

118116495_1

40

41




Confidential - March 27, 2015

The Service Provider and Service Consumer register their serv with the
Samsung Accessory Service Framework. The Samsung Accessory Service Framework advertises and
the ities of th Service and Service C

(See Accessory Programming Guide, Version 2.1.11 at 6)

Availability of Network Services is also registered with the service repository software via the Bluetooth APIs, for
example as shown below.

Service Discovery Application and Profile: This profile defines the features and

procedures for an application in a Bluetooth device to discover services registered in

other Bluetooth devices, and retrieves information related to the services.

(See Samsung API Guide JSR 82- Bluetooth, Version .9 at 6)

BlustoothHealthCallback
An abstiact class that you use to implement 81uetoothiealth callbacks. You must extend this class and
impl the callback hods to receive upd, about changes in the application’s regi ion state
and Bluetooth channel state.

BlustoothMealthipplonfiguration
Rep an applicati fi ion that the Bl h Health third-party application 1egisters to
communicate with a remote Bluetooth health device.

(See Android Developer Webpage, “Bluetooth Class™)"
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In using the Bluetooth Health AP, it's helpful to understand these key HDP concepts:

Source A role defined in HDP. A source is a health device that transmits medical data (weight
scale, glucose meter, thermometer, etc.) to a smart device such as an Andioid phone or
tablet.

Sink A role defined in HDP. In HDP, a sink is the smart device that receives the medical data. In
an Android HDP application, the sink is rep ibya
BluetoothHealthAppConfiguration Object.

Registration  Refers to registering a sink for a particular health device.

Connection Refers to opening a channel between a health device and a smait device such as an

Andioid phone or tablet.
(See Android Developer Webpage, “Bluetooth Class™)™
To create a profile all you need to do is get the proxy object using getProfileProwy{Context,

BluetoothProfile. ServiceListener, int) using a BluetoothGattAdapter and then call the register
app method once the service is connected. For example:

Kﬂummnt \
1F (sbtadapter == mull) {

if (eStaAdapter == null) return;

istener, L - GATT);

private BluetoothProfile.Servicelistensr sProfileServicelistener =
new BlustoothProfile.Servicelistener() {

public vold onSer int profile, le
proxy) {
if (profile == BluetoothGattAdapter.GATT) {
\ : it /
- 1hacki)s
Once the app is regl , you can get a iiback allback

based on the prowy obtained and proceed from there on.

(See Guide and Hints for Samsung BLE API at 8)

Claim 15

The system of claim 1,
furthering comprising: a

The content corresponding to Claim 1 is hereby incorporated by reference. Android’s Wireless Hotspot Feature,
for example, allows up to 10 WLAN Devices to connect at one time to a single Samsung Relevant Device.
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third wireless device, in
the short distance
wireless network, having
an application sofiware
component to obtain the
service from the second
wireless device.

A WLAN Device is the claimed second wireless device. A second WLAN Device is the claimed third wireless
device in the short distance network. The second WLAN Device includes Network Service sofiware components
so that it can obtain a Network Service from the first WLAN Device directly via short range radio signals (e.g.,
Bluetooth, Wi-Fi) or indirectly via a Samsung Relevant Device.

For example, as shown in “service repository software component” for Claim 1, a second WLAN Device can
obtain Network Services from a first WLAN Device as described in various protocols and APIs. For example,
Samsung Link (formerly known as AllShare Play) includes DLNA functionalily that allows a second WLAN
Device (e.g.. a Galaxy Note tablet) to obtain Network Services from a first WLAN Device (e.g., an Office PC) such
as a Photo sharing service, a music sharing service, a video sharing service, and/or a document sharing service (as
shown below).

ad

(See Samsung’s Webpage, “Share and Play Content across smart devices anywhere anytime”)"™
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Claim 16

The system of claim 15,
wherein the first wireless
device includes a service
logical driver
corresponding to the
service, and wherein the
application sofiware
component uses the
service logical driver to
obtain the service from
the second wireless
device.

The content corresponding to Claim 15 is hereby incorporated by reference. Samsung Relevant Devices include
service logical drivers that correspond to Network Services and that are usad by application software to obtain
Network Services [rom WLAN Devices. A Samsung Relevant Device is the claimed first wireless device. A first
WLAN Device is the claimed second wireless device, and a second WLAN Device is the claimed third wireless
device. For example, as shown below, Samsung Relevant Devices include the Samsung Chord API which includes
a service logical driver corresponding to a Network Service. Application software components use the service
logical driver to obtain the Chord Network Service from WLAN Devices.

Chord allows you

asily develop loca rmation-sharing applications, Dev
nd then use a

se this

s running Chord-based applications locate

each other using
to-peer ¢
messages and files, with
protocol stack to transfer tim

ck to create a reliable, local, pe
0 share data. including text messag
ord version 2.0 and above also allows you to use UDP-based
ive data, including video, audio or game.

tion:

binary

You can use Chord to:
* Discover devices (nodes)

Join and leaws ate channels.

= Share information by sending and receiving data and files,

(See Samsung’s Developer Webpage, “Chord — Programming Guide™)™
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Claim 22

The system of claim 1,
wherein the service
repository software
component identifies a
class, attribute and
instance of the service,

The content corresponding to Claim 1 is hereby incorporated by reference. The service repository sofiware
identifies a class, attribute and instance of the service. For example, the Android Network Service Discovery API
informs application when instances of services are found, the service name, and the service type or class.

The NSD API uses the methods in this interface to inform your application when discovery is started, when it
fails, and when services are found and lost (lost means "is no longer available”). Notice that this snippet does
several checks when a service is found.

1. The service name of the found service is compared to the service name of the local service to determine if
the device just picked up its own broadcast (which is valid).

2. The service type is checked, to verify it's a type of service your application can connect to.
3. The service name is checked to verify ion to the correct application

Checking the service name isn't always necessary, and is only relevant if you want to connect to a specific
application. For instance, the application might only want to connect to instances af itself running on other
devices. However, if the application wants to connect 1o a network printer, it's enough to see that the service
type is "_ipp._tcp”.

After setting up the listener, call discoverservices( ), passing in the service type your application should look
far, the discovery protocol to use, and the listener you just created.

(See Android Developer Webpage, “Using Network Service Discovery”)"
This code snippet sets the service name to "NsdChat”. The name is visible to any device on the network that is
using NSD to look for local services. Keep in mind that the name must be unique for any service on the network,
and Android automatically handles conflict resolution. If two devices on the network both have the NsdChat
aoplication i lled, one of them changes the service name automatically, to something like "NsdChat (1),

The second parameter sets the service type, specifies which protocol and transport layer the application uses.
The syntax is "_<protocol>._<transportlayer>". In the code snippet, the service uses HTTP protocol running over
TCP. An application offering a printer service (for instance, a network printer) would set the service type to
"ipp._tcp”,

Note: The International Assigned Numbers Autharity (IANA) a lized, authoritative list of

service types used by service discovery protocols such as NSD and Bonjour. You can download the list from
the LANA list of service names and port numbers. If you intend to use a new service type, you should reserve
it by filling out the IANA Ports and Service registration form.

(See Android Developer Webpage, “Using Network Service Discovery”)"™

Android also includes Bluetooth APIs that allows compliant applications to “connect to other devices through
service discovery.” (See Android Developer Webpage, “Bluetooth”)*® As shown below, the Android Bluetooth

APIs identify services by class.
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Class Overview

inss, which general and ies of a device. For example, a Bluetooth class will specify the general device type such as a phone,
a computer, of headset, and whether it's capable of services such as audio or telephony.

[Every Bluetooth class is composed of zero or more sevvice classes, and exactly one device class. The device class is further broken down into major and minor device class

components

Blustootht Lass is useful as a hint to 1oughly describe a device (for example 1o show an icon in the L), but does not reliably describe which profiles or services are actually
supported by a device. Accunate service discovery is done thiowgh SDP requests, which are automatically pesfoimed when creating an RFCOMM socket with

creatatfcommSocket ToserviceRecord {LUI0) 8N 1istentsinghfcomstithSeryicetecord(String, WID

Use getBlustoathelass( ) 10 retrieve the class for a remote device.

(See Android Developer Webpage, “Bluetooth Class”)""

In addition, DLNA and UPnP allow compliant applications to identify services by type, attribute, and instance, for
example, as shown below.
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Table 1:3 — Service discovery messages
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(See UPnP Device Architecture 2.0, Sept 1, 2014 at 25)

Claim 23

The system of claim 1,
wherein the first wireless
device further includes a
virtual private network
(*“VPN") sofiware
component.

The content corresponding to Claim 1 is hereby incorporated by reference. A Samsung Relevant Device is the
claimed first wireless device. Samsung Relevant Devices include VPN software components. For example, the
Samsung Galaxy S4 includes a VPN sofiware component.

VPN

Set up and connect to virtual private networks (VPNs).
(See Samsung Galaxy S4 User Manual at 121)
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Claim 24

The system of claim 1,
wherein the first wireless
device further includes a
firewall software
component.

The content corresponding to Claim 1 is hereby incorporated by reference. A Samsung Relevant Device is the
claimed first wireless device. Samsung Relevant Devices include firewall software components. For example, the

Samsung LTE Mabile HotSpot Pro includes a firewall software component as shown below.
Port Forwarding Panel
Port Forwarding allows incoming traffic (from the Internet) to
be forwarded to a particular PC or device on your local
WLAN. Normally, incoming traffic from the internet is blocked
by the Firewall.
You need to use Port Forwarding to allow Intemet users to
ACCEsS running services such as a Web server, FTP server,
E-mail server, etc...
For some online applications {such as games), Port
Forwarding must be used in order for the game to function
correctly.
(See Samsung LTE Mobile Hotspot PRO User Manual at 35)

In addition, the Linux kernel within Android includes the netfilter and/or iptables firewall.

Claim 25

A system for providing
access to information on
a cellular network,
comprising;

Although the preamble to Claim 25 does not limit the scope of the claim, Samsung provides systems and/or
components of systems for groviding access to information on a cellular network. Accused systems include
Cellular Network Devices,'” Samsung Relevant Devices, and WLAN Devices.

The Samsung Relevant Devices provide WLAN Devices with access to information on a cellular network (i.e., on
Cellular Network Devices) via wireless radio signals (e.g., 802.11, Bluetooth) and cellular radio signals. WLAN
Devices connect to Samsung Relevant Devices via short distance radio waves using the 802.11 and/or Bluetooth
protocol and use the Samsung Relevant Device to access Cellular Network Devices.

For example, all Samsung Relevant Devices include Wireless Hotspol Features. With the exception of the LTE
Mobile Hotspot PRO and the SCH-LC11 4G Mobile Hotspot, all Samsung Relevant Devices include the Android
Operating System version 2.2 or greater or the Windows Phone Operating System version 7 or greater. These
operating system versions each include Wireless Hotspot Features. (See Wired Webpage, “Android 2.2 ‘Froyo’
Features USB, Wi-Fi Tethering”™; Windows Phone Webpage, “Share my Connection™™)

1" “Cellular Network Devices™ are computers or other devices that function as application (c.g., Link server) or other cellular network servers, including those
owned or operated by Samsung or third parties.
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The Samsung Galaxy S4, for example, includes “Portable Wi-Fi hotspot™ feature, which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection. (See Samsung Galaxy S4 User
Manual at 121)

Similarly, the Samsung ATIV S Neo includes an “Internet Sharing” feature, which allows WLAN Devices to
connect to the Samsung ATIV S Neo via Wi-Fi and use its cellular connection. (See Samsung ATIV S Neo User
Manual (Sprint) at 61)

The LTE Mobile Hotspot PRO and the SCH-LC11 4G Mobile Hotspot are each themselves mobile hotspots with
the primary purpose of providing Wireless Hotspot Features.

a first wireless device, in
a short distance wireless
network, to provide a
first short-range radio
signal; and,

A WLAN Device is the claimed first wireless device in a short distance wireless network (e.g., Wi-Fi 802.11
and/or Bluetooth network) that provides the first short-range radio signal to a Samsung Relevant Device. WLAN
Devices connect to Samsung Relevant Devices via short distance radio waves using the 802.11 and/or Bluetooth
protocol and use the Samsung Relevant Device to access Cellular Network Devices when using Wireless Hotspot
Features or providing other Network Services via Wi-Fi Direct (P2P), Bluetooth, or reasonably similar protocols.

a second wireless device,
in the short distance
wireless network and the
cellular network, to
selectively transfer
information, including
Internet Protocol (“IP”)
data packets, between the
first wireless device and
the cellular network in
response o a security
software component,

A Samsung Relevant Device is the claimed second wireless device in a short distance network and the cellular
network. For example, when the Galaxy S4 is in Wireless Hotspot Mode it creates a short distance Bluetooth or
Wi-Fi network and is also in a cellular (e.g., GSM, CDMA, or LTE) network. As another example, when the
Galaxy S4 connects with a WLAN Device via Wi-Fi Direct or Bluetooth PAN, it is in both a short distance
network and a cellular network.

Samsung Relevan: Devices include security sofiware components that allow the Samsung Relevant Devices to
selectively transfer information, including Internet Protocol (“IP™) data packets, between the WLAN Device and
the Cellular Network Device in response to the security sofiware receiving preper authorization. For example,
Samsung Relevan: Devices may include software (e.g., Wireless Hotspot Feature, Android, Microsoft Windows, or
other Network Service applications) that utilizes port filtering, MAC filtering, VPNs (Virtual Private Networks),
Bluetooth PINs, and/or adheres to security protocols such as Wi-Fi Protected Access (WPA) and/or WPA II.
Wireless Hotspot Features also have an “allowed devices” feature that can be used to limit devices allowed to
utilize the hotspot feature by MAC address. For example, as shown below, the Wireless Hotspot Features of the
Samsung Galaxy S4 utilize WPA2 PSK.

118116495 _1

49

50




Confidential — March 27, 2015

Configure Hotspot

Samsung Relevant Devices also include other security software that selectively transfers information based on
proper authorization, for example, application or Network Service passwords such as a Samsung Link password.

IP data packets are not transmitted from the Samsung Relevant Device to the Cellular Network Device unless the
proper password is entered authorizing the WLAN Device to use the Wireless Hotspot Feature and/or other
Network Service.

wherein the second
wireless device includes
a service repository
software component that
identifies a plurality of
services, in the short
distance wireless
network, associated with
a plurality of wireless
devices, and

Samsung Relevant Devices include service repository software components for identifying a plurality of Network
Services in the plurality of services provided by the WLAN Devices. The Network Services may be utilized by
compatible Network Service application software stored in WLAN Devices.

As explained for the Claim 1 “service repository software component,” which explanation is hereby incorporated
by reference, Samsung Relevant Devices include a service repository software component for identifying a
plurality of Netwark Services in the short distance network (e.g., Wi-Fi or Bluetooth network) associated with a
plurality of WLAN Devices.

wherein the service
repository software
component

searches for a service, in
the plurality of services,
to be used by an
application software
component stored in

118116495 _1

The service repository sofiware component also searches for a Network Service in the plurality of services to be
used by a compatible Network Service application software component stored on a WLAN Device, for example, as
described in the various APIs, frameworks, and protocols discussed in the “service repository software component™
for Claim 1, which description is hereby incorporated by reference.

For example, as shown below, Android NSD APIs provide a mechanism for searching for Network Services to be
used by application software on a WLAN Device.
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the first wireless device.

118116495_1

Discover Services on the Network

The network is teeming with life, from the beastly network printers to the docile network webcams, to the
brutal, fiery battles of nearby tic-tac-toe players. The key to letting your application see “his vibrant ecosystem
of functionality is service di Your application needs to listen to service broadcasts on the network to
see what services are available, and filter out amything the application can’t work with.

Service discovery, like service registration, has two steps: selting up a discovery listener with the relevant
callbacks, and making a single asynchronous API call to discoverservices().

First, i iate an ¥ class that impl MsdManager. Discoveryl istener. The following snippet
shows a simple example:

(See Android Developer Webpage, “Using Network Service Discovery™)™
Connect to Services on the Network
When youw application finds a service on the network to connect to, it mus? fisst detesmine the connection

information for that sevvice, using the rewolve «( ) method. Implement & nsdManager . Resolvel istener 10
pass into this method, and use it to get a fo g the i i 3

public void initializeResolvelistener() {
mhesolvelistener = new NidMamager.Resolvelistener() {

#overeide

public void onResolveFailed(NsdServiceinfo servicelnfo, int errorCode) {
// Called when the resolve fails. Use the error code to debug.
Log.#(TAG, "Resolve failed” + srrorlode);

i

Boverride
public void on$ i NudServicelnfo icelnf {

Log.e(TAG, "Resolve Succeeded. * + servicelnfo);

if (servicelnfo.getServicelams() . squals(mSarviceNans)) {
Log.d(TAG, “Same IP.%);
return;

|
mService = servicelnfo;

Once the service is 1esolved, your application 1eceives detailed service information including an IP addiess and
port number, This is everything you need to create your own network connection 1o the service.

(See Android Developer Webpage, “Using Network Service Discovery™)™

As another example, as shown below, Android MediaRouter and MediaRouteProvider framework and APIs provide a
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mechanism for searching for Network Services to be used by application sofiware on a WLAN Device.

Creating a Provider Service

The media router fiamework must be able 1o discover and connect 1o your media 1oute provides to allow other
applications o use your ioute. In order to do this, the media router framework looks ‘o apps that declaie a
media route provider intent action. When another app wants to to your provider, the fia k must
be able to invoke and 10 il, 50 your provider must be P inaservice

(See Android’s Developer Webpage, “Media Router Provider)™

Medsa roan used to publsh o5 fos use providers may also be declaed a3 8 sernce 1o publreh addional media
1outes 10 all apphcations in the Sysiem.
Ih-wpmeolammurpmnmﬁmmnomnthnnnalyummtaumnmn'num.mu._. out sl omaryRagus vt 80d publish &
k st Wilh INONALON bOut each 10Ul by COMMNG +o8 (s o 1t e (Medi afot alroy Ldreescr dpter | 1 motily the cutrently iegistered
P8
The provider shoukl watch for changes 1o Th y by T - O3 coverybumwarh } outes that it is
to di 1 should skso handl rwsMuMﬂmu « by implementing trlog | 10 Tetun &
it wFray bdve Rt el omtre] Lo f0f 3 particulas route.
A provides mary be n.u-.lkmdumwumnmlw(mu— aMouter sk ros dder 10 300 1 10 the I0CH Red L s¥imit or, A media toute
pronder may also be made avaidable globally 10 sl applcatsons by 1egislenng & metarout m!iwp:mdﬂlmrnkﬂ \'Mhmrmrymurmﬂ{dnl

sevvice, all apphcations that use the medsa 1outer AP will be able 1o discover cndlm\i\hr Pm :-uu\u wathout having to install anything else

(See Android’s Developer Webpage, “Mec:liaRouteF’rovidt.er]l"iv

As another example, as shown below, Wi-Fi P2P APIs provide a mechanism for searching for Network Services to
be used by application sofiware on a WLAN Device.
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The wifirlpManager Class plovi 10 allow you 1o interact with the Wi-Fi hatcware on your device 10
do things like discover and connect to peers. The following actions are available:

Table 1.WiFi P2P Methods

Method Desciiption

initialize() Registers the application with the Wi-Fi flamework. This must be called before
calling any othes Wi-Fi PZP method.

connect() Staits a peer-lo-peer connection with a device with the specified configuiation.

cancelConnect () Cancels any ongoing peei-to-peer group negotiation.

requestConnectinfol)  Requests a device's connection information.

createGroup() Creates a pees-1o-peer group with the curnrent device as the group owner.

resaveGroup( ) Removes the cuirent pees-to-peer group.

” G Infa() peer-to-peer group information.

discoverPeers() Initiates peer discovery

requestPescs() Requests the cunent list of discovered peers.

wWifiPzpmanager methods let you pass in a listener, so that the Wi-Fi P2P framework can notify your activity of
the status of a call. The avail listenes interf; and the WifiP2pManager method calls that

use the i ae ibed in the ing table: )
(See Android Developer Webpage, “Wi-Fi Peer-to-Peer”)™
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Discovering peers

To discover peers that are available to connect to, call discoverPeers () 1o detect available peers that are in
range. The call to ths function is asynchronous and a success or fadure is communicated to your application
with oaSuccess( ) and onfallure( ) if you created a wif1P2pManager . Act lonl L stener. The antuccess () method
only notifies you that the discovery process succeeded and does nol provide any information about the actual
peers that it discovered, if any:

mManager.discoverPeers{channel, new WifiPIpManager. Actionlistener() {
Boverride
public vold onSuccessi) |

}

#override
public void onFailure(int reasonCode) {

}
i

I the discovery process succeeds and detects peers. the system broadcasts the

WIFI_PIP_PEERS_CHANGED_ACTION intent. which you can listen for in a broadcast receiver to obtain a list of
peers. When your application receives the WIFI_P29_PEERS_CHANGED_ACTION intent. you can request a list of the
discovered peers with requestPesrs | ). The following code shows how 1o set this up:

PeerListilstener myPeerListlistener;
1f (WifiP2phanager WIFI_P2P_PEERS_CHANGED ACTION.equals{action))

£ request avallable peers from the wifl plp manager. This is an
/1 asynchronous call and the calling activity is notified with a
£/ callback on PeerListListener.onPeersAvailable()
1f (eManager 1= null) {

mManager. requestPeers (aChannel, myPeerListlistener);
}

The requestPeers| ) method is also asynchronous and can notify your activity when a list of peers is available
with onPeersavallable( ), which is defined in the i IpManager. PeerListL istener interface. The

onPeersAvallable( ) method provides you with an 2pDevicel 15t, which you can iterate through to find
the peer that you want to connect 1o,

(See Android Developer Webpage, “Wi-Fi Peer-to-Peer”)™"

As another example, as shown below, Bluetooth APIs provide a mechanism for searching for Network Services to
be used by application software on a WLAN Device.

118116495_1
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Finding Devices

Using the Blustoothadapter, you can find remote Bluetooth devices either through device discovery or by
querying the list of paired (bonded) devices.

Device d yisa ing dure that hes the local area for Bluetooth enabled devices and then
requesting some information about each one (this is sometimes referred to as “discovering,” “inquiring” or
f ).k a Bl th device within the local area will respond to a discovery request only if it is

I bled to be di ble. If a device is it will respond to the di y request by

sharing some information, such as the device name, class, and its unique MAC addi Using this infi
the device performing discovery can then choose to initiate a connection to the discovered device,

(See Android Developer Webpage, “Bluetooth™)™#

*  Service discovery:

Ongce the local device has discovered at least one remote device, it can begin to search for
available services - Bluetooth applications can use to accomplish useful tasks. Because
service discovery is much like device discovery, DiscoveryAgent also provides methods
to discover services on a Bluetooth server device, and to initiate service-discovery
transactions, Note that the API provides mechanisms to search for services on remote
devices, but not for services on the local device.

The servicesDiscovered() and serviceSearchCompleted() methods of DiscoveryAgent
must be implemented. They will handle the events occurring when services are found
or when the service discovery completes.

(See Samsung API Guide JSR 82- Bluetooth, Version .9 at 13-14)

As another example, as shown below, DLNA and UPnP provide a mechanism for searching for Network Services
to be used by application sofiware on a WLAN Device.
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Figure 1-1: — Discovary srchitecture
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(See UPnP Device Architecture 2.0, Sept 1, 2014 at 19)

As another example, as shown below, the AllShare Framework and Media Control Framework provide a
mechanism for searching for Network Services to be used by application software on a WLAN Device.
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This section defines AliShare AP|s that would be used to develop convergence sarvices such as media sharing and control sharing. The AllShare APls provides the

Samsung Web API: Provider

2 2013 Samsung Electronics Co., Ltd All rights reserved

Introduction
This API allows developers to share media contents between DLNA devices.
It provides the operations as follows:

« Browse or search contents which are provided from all available digital media servers (DMS)
= Download a content from ancther DMS to my local device.

(See Samsung’s AllShare Web API, “Provider”)™

4.4. Browsing and Sharing Media Contents from a Media
Control Framework Device

To get a content list from a media content provider:

1. Call the browse and search asynchronous methods of the SmcProvider class,

#« The browse methed returns a list of content items according to the directory structure in the
Media Control Framework device.

# The search method returns contents matching the specified search conditions.

(See Samsung Media Control Programming Guide Version 1.0.1 at 18-20)

below features applicable to any type of devices including mobile, smart tv, pe. etc:

Media Sharing
- discover DLMA devices in a network.

- share media contents{picture. audio, vides, etc) to other DLNA devices in a network

- browse and search the media contents shared by DLMNA devices in a network

- playbach media contents on a DLNA device In a network.

- control TV and TV web browser remotely ke a remote controller, mouse and keyboard did,
- control TV viewer in detail as an extension of Image\iewer (DMR).

(See Samsung’s AllShare Web API, “Provider“)"‘i"
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Developers can DLNA devices through APls provided by the DeviceFinder module. A DLNA device can be a digital media server (DMS) or a digital media
render (DMR). DMS devices, represenied by the Provider module. share media conient located on the devices to other DLNA devices. DMR devices. represented by
the AVPlayer module of image'viewer module. mmwwmmwmwwsm Detailed in‘ormation on DLNA is available on
wve.ling.org.

Developers can browse and search shared media content through APls provided by the Provider module. The media content can be image files of audio (video) files
located on the DMS device that shares the flles. The media content is represented by the ltem module. In order to playback the files, a proper type of media player is

required as the media type. Developers must use the APls provided by the Image\/iewer module for the Image type and the APIs provided by the A\VPlayer module
for the audio or video type

Media Sharing APIs
Feature Subfeature Module Description
Provig This interface provides interfaces 1o browse and search media content shared by DLNA devices and 1o
Content Discovery dawnlond content from a remote DMS.
Media Sharing fam This AP provides 0 retrieve about media content.
This interface interfaces 1o Budio (or video) tontent on & DLNA device.
P AvPlayer provides play [ )

Image\fiewer This interface provides interfaces 1o play Image content on a DLNA device
(See Samsung’s AllShare Web API, “Introduction”)™

2.2, Browsing and sharing media contents from a AllShare device

To get a content list from a media content provider, you can use browse() and search|] asynchronous methods of the
Provider class. browse() method provides a list of :u-m items according to directory structure in the AllShare device.
search{) method allows to search with sper

Below Is sample code the use of method.

Provider selectedProvider = [Provider jroviderList get[.);

** enter roat falder as Input for the first browse on a provider */
0, 10}

browse() requires parentFolderitem, stortindex and requestCount as input parameters. AllShare Framework returns
the requested number of items from the content list via When you
requestCount, you should be careful because it affects browse response speed.

a listener in the followi
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Possible values of the MediaType Item are listed below.

item Type Enum Description

ITEM_FOLDER Folder item, that may contain any other item
ITEM_AUDIO Representation of the em is an audio file
ITEM_IMAGE Representation of the item ks an image file
ITEM_VIDED Representation of the fem is a video file
ITEM_UNKNOWN | Unknown item

SearchCriteria. Bullder buslder = new SearchCriteria Bullder{);
Luilder.additemType(MediaType.TEM_AUDIO);

builder. 1

SearchCriteria criteria = builder build();

searchi) requires searchCriterio, stortindex and requestCount as input parameters, AllShare Framework returns the
requested number items from the content list via WProviderSearchlesponselistener. The list starts with the index specified
by the searchCriteria condition.

(See AllShare Framework: Developer’s Guide Version 2.0 at 13-14)

As another example, as shown below, Samsung’s Chord Framework provides a mechanism for searching for
Network Services to be used by application software on a WLAN Device.
4.1.1. Discovering Chord Peers

Each Chord node transmits a UDP broadcast periodically, and parses broadcast messages from other nodes
to discover all the nodes on the same subnet.
Devices running Chord-based applications join the public channel automatically.

A node cannot receive a UDP broadcast if it is in LCD-off status, Set the node status to LCD-on to enable the
node to discover other nodes while the application is running. To do this, use the mormal methods enabled
by android.os.PowerManager . WakeLock.

(See Chord Programming Guide, Version 2.0.1 at 14)

As another example, as shown below, Samsung’s Accessory Framework provides a mechanism for searching for
Network Services to be used by application software on a WLAN Device.
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The Service Consumer looks for P of interest, and g th g ¥ Service
Framework, which in turn queries the Devices.

The Service Consumer attempts to establish a Service Connection with the Service Provider.
A Service Provider can alwo try to establish Service Connections with Service Consumers.

The Service Provider decides to accept o reject the Service request. Il the Service
attempted to establish a connection, the Service Consumer decides to accept of reject the Service
Connection request.

The Service Connection is established, creating all the Service Channeks defined by the associated
Accessory Service Profile. The Service Consumer and Service Provider use the established Service
c read and write data following th Service Profil

Sarvirs Channals

(See Accessory Programming Guide, Version 2.1.11 at 6)
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4.3, Finding a Matching Accessory Peer Agent and Initiating a
Service Connection

Your Service Provider or Service Consumer application can search for matching Accessory Peer Agents by
calling the SAAgent.findPeeragents() method. Matching Accessory Peer Agents have the same
Accessory Service Profile, L.e., Notification Service or Weather Service, and have a comrplementary provider
or consumer relationship with the calling Accessory Peer Agent. Accessory Peer Zgents with different
Accessory Service Profiles for Service Providers or Service Consumers do not "match” and cannot be
connected with each other. If two Accessory Peer Agents have the same Accessory Service Profile with
different versions, however, they are still considered to "match®. For example, Notification Service
< that impl the ion Service Profile version 2.0 and a Notification Service Provider
that implements the Notification Service Profile version 1.0, "match” .

If a matching Accessory Peer Agent is found, the calling Accessory Peer Agent is notified with the
onFindPeerAgentResponse() callback method. If multiple matching Accessory Peer Agents are found, the
callback occurs multiple times, one for each matching Accessory Peer Agent. If no Accessory Peer Agent is
found, the calling Accessory Peer Agent is notified with the same callback method, but the peerAgent
parameter is null and the result parameter includes the reason why there is no match found.

(See Accessory Programming Guide, Version 2.1.11 at 25)

Claim 26

The system of claim 25,
wherein the first wireless
device provides
execution space for
executable sofiware from
the second wireless
device.

The content corresponding to Claim 25 is hereby incorporated by reference. A WLAN Device is the claimed first
wireless device. WLAN Devices include memory that provides execution space for executable software provided
from Samsung Relevant Devices. This memory may be, for example, random-access memory (RAM), dynamic
random-access memory (DRAM), nonvolatile random-access memory (NVRAM), synchronous dynamic random-
access memory (SDRAM), double data rate synchronous dynamic random access memory (DDR SDRAM), MLC
NAND flash memory, SLC NAND flash memory, NAND flash memory, NOR flash memory, flash memory, read-
only memory (ROM), programmable read-only memory (PROM), Mask ROM (MROM), and/or electronically
erasable programmable read-only memory (EEPROM).

For example, as shown below, the Samsung Galaxy Tab includes SanDisk SDIN4C2-16G NAND Flash memory
and 1 Gb of OneDram and 3 Gb of mobile DDR, which includes execution space.

118116495_1
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Ixxi

(See iFixit, “Galaxy Tab Teardown™)

Claim 27

The system of claim 25,
wherein the security
sofiware component is a
firewall software
component to control
access to the cellular
network.

The content corresponding to Claim 25 is hereby incorporated by reference. Samsung Relevant Devices include
one or more firewall software components to control access to the cellular. For example, the Samsung LTE Mobile
HotSpot Pro has a firewall software component as shown below.
Port Forwarding Panel

Port Forwarding allows incoming traffic (from the Internet) to

be forwarded to a particular PC or device on your local

WLAN. Normally, incoming traffic from the Intemnet is blocked

by the Firewall.

You need to use Port Forwarding to allow Intermet users to

access running services such as a Web server, FTP server,

E-mail server, etc...

For some online applications (such as games), Port

Forwarding must be used in order for the game to function

correctly,

(See Samsung LTE Mobile Hotspot PRO User Manual at 35)

Claim 28

The system of claim 25,
wherein the security
software component is a
virtual private network
(*VPN") to control
access to the cellular
network.

The content corresponding to Claim 25 is hereby incorporated by reference. Samsung Relevant Devices include
one or more VPN software components. For example, the Samsung Galaxy S4 includes a VPN sofiware
component.

VPN

Set up and connect to virtual private networks (VPNs).
(See Samsung Galaxy S4 User Manual at 121)
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Claim 30

The system of claim 25,
wherein the first short-
range radio signal is
selected from a group
consisting of a HomeRF
signal, an 802,11 signal
and Bluetooth™.

The content corresponding to Claim 25 is hereby incorporated by reference. As described above, the first short-
range radio signal is selected from a group consisting of a HomeRF signal, an 802.11 signal, and Bluetooth. For
example, as described above, WLAN Devices communicate with Samsung Relevant Devices utilizing Wireless
Hotspot Features via Wi-Fi 802.11 and/or Bluetooth.

Claim 34

A handheld device for
providing a short
distance wireless
network, comprising:

Although the preamble to Claim 34 does not limit the scope of the claim, Samsung provides Samsung Relevant
Devices that are handheld devices for providing a short distance wireless network.

The Wireless Hotspot Features of Samsung Relevant Devices provides WLAN Devices with a short distance
wireless network (e.g., 802.11 and/or Bluetooth networks). WLAN Devices connect to Samsung Relevant Devices
via short distance radio waves using the 802.11 and/or Bluetooth protocols and use the Samsung Relevant Device
as a wireless access point to cellular networks.

For example, the Samsung Galaxy S4 includes “Portable Wi-Fi hotspot” feature, which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection. (See Samsung Galaxy S4 User Manual
at 121)

Similarly, the Samsung ATIV S Neo includes an “Internet Sharing” feature, which allows WLAN Devices to
connect to the Samsung ATIV Neo via Wi-Fi and use its cellular connection. (See Samsung ATIV S Neo User
Manual (Sprint) at 61)

Samsung Relevant Devices also provides short distance networks to WLAN Devices via Wi-Fi Direct (P2P),
Bluetooth, and/or reasonably similar protocols.

a storage device;

Samsung Relevant Devices include memory, which is the claimed storage device. This memory may be, for
example, random-access memory (RAM), dynamic random-access memory (DRAM), nonvolatile random-access
memory (NVRAM), synchronous dynamic random-access memory (SDRAM, double data rate synchronous
dynamic random access memory (DDR SDRAM), MLC NAND flash memory, SLC NAND flash memory, NAND
flash memory, NOR flash memory, flash memory, read-only memory (ROM), programmable read-only memory
(PROM), Mask ROM (MROM), and/or electronically erasable programmable read-only memory (EEPROM).

118116495_1
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As shown below, the Samsung Galaxy S4, for example, includes Samsung K3QF2F200C-XGCE DDR3 DRAM
(LPDDR3), Samsung KMV3W000LM-B3 10 Multichip memory — 64 MB Mobile DDR SDRAM, 16 GB MLC
NAND Flash, and Atmel UC128L5-U 32 bit Microcontroller with 128 kb Flash memory.

Samsung Galaxy S4 comseso e o

TECHINSIGHTS
(See Techinsights Webpage, “Samsung Galaxy S4 Teardown™)"™"

a processor, coupled to
the storage device; and,
the storage device to
store a software
component; and, the
processor operative with
the sofiware component
to:

Samsung Relevant Devices each include one or more processors, such as application and baseband processors. For
example, the Samsung Galaxy S4 includes the Exynos 5410 Eight-Core Processor, the Intel PMB9820 baseband
processor, and the Broadcom BCM4335 Wi-Fi 802.11, dual-band, DLNA, Wi-Fi Direct, Wi-Fi Hot Spot all-in-one
processor as shown below. These processors, as shown below, are coupled to the memory that is describe above.

Samsung Galaxy S4 s s e

TECHINSIGHTS
(See Techinsights Webpage, “Samsung Galaxy S4 Teardown™)™
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These processors operate with the operating system software (e.g., Android or Windows), Wireless Hotspot Feature
software, and/or other Network Service application software that are stored on the memory of the Samsung
Relevant Devices to perform the claim elements described below.

provide an Internet
Protocol (“IP”) data
packet from the
handheld device to a
terminal using short-
range radio signals,

WLAN Devices are the claimed terminals. When WLAN Devices use the Wireless Hotspot Features of Samsung
Relevant Devices to access the Internet, the processors of Samsung Relevant Devices together with operating
system software (e.g., Android or Windows), Wireless Hotspot Feature software, and/or other Network Service
software provide IP data packets to one or more WLAN Devices via short range RF signals transmitted by Wi-Fi
and/or Bluetooth transceivers pursuant to IEEE, Bluetooth, IPv4, and/or IPv6 standards.

For example, in the Samsung Galaxy S4, the Broadcom BCM4335 Wi-Fi 802.11, dual-band, DLNA, Wi-Fi Direct,
Wi-Fi Hot Spot all-in-one processor processes IP data packets onto Wi-Fi short-range RF signals.

Samsung Galaxy S4 s s mo

TECHINSIGHTS
Iexiv

(See Techinsights Webpage, “Samsung Galaxy S4 Teardown™)

In addition, other Network Services provided to WLAN Devices from Samsung Relevant Devices provide IP data
packets to WLAN Devices, such as account authentication, user preferences, cloud-based data (e.g., email,
calendar, messages, media, etc.), and other information when they are connected to Samsung Relevant Devices via
Wireless Hotspot Features, Wi-Fi Direct (P2P), Bluetooth, or reasonably similar protocols.

control access between
the short distance

The processors together with operating system software (e.g., Android or Windows) and/or Wireless Hotspot
Feature software control access between the short distance wireless network and a cellular network. WLAN

118116495_1
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wireless network and a
cellular network,

Devices operate on the short distance wireless network created by the Samsung Relevant Device. WLAN Devices
can access the cellular network via the Samsung Relevant Devices only if the communication is authorized by the
Samsung Relevant Device.

For example, Samsung Relevant Devices include software that utilizes MAC filtering, port filtering, VPNs (Virtual
Private Networks), Bluetooth pairing, and/or adheres to security protocols such as Wi-Fi Protected Access (WPA)
and/or WPA II. Samsung Relevant Devices also include Network Service passwords, such as a Samsung Link
password, which control access between the cellular network and the Samsung Relevant Device.

translate between a first
IP address provided to
the handheld device and
a second IP address for
the terminal provided by
the handheld device in
the short distance
wireless network,

The processors together with operating system software (e.g., Android or Windows) and/or Wireless Hotspot
Feature software translate between a first IP addresses provided from the cellular network and a second IP address
for the WLAN Device provided over a Wi-Fi and/or Bluetooth network.

This portion of the claim is further discussed in relation to the “network address translator sofiware component™ of
Claim 1, which discussion is hereby incorporated by reference.

enumerate a list of
services available from
the handheld device and
the terminal, wherein the
handheld device and
terminal register services
available on the list, and

The processors together with operating system software (e.g., Android or Windows), Wireless Hotspot Feature
software, and/or other Network Service application software enumerate a list of Network Services available from
and registered by a Samsung Relevant Device and one or more WLAN Devices.

As discussed for the “service repository software component” of Claim 1, which discussion is hereby incorporated
by reference, Samsung Relevant Devices include service repository software components that identify (enumerate)
Network Services available from WLAN Devices and Samsung Relevant Devices. These Network Services are
registered by the WLAN Devices and Samsung Relevant Devices pursuant to the various APIs, Frameworks,
and/or protocols discussed in connection with Claim 14, which discussion is hereby incorporated by reference.

search the list of services
for a service to be used
by an application
software component
stored on the terminal.

The processors together with operating system software, Wireless Hotspot Feature software, and/or Network
Service application software search the list of services to be used by a software application component stored on
one or more WLAN Device.

As discussed in connection with the phrase “wherein the service repository software searches for a service” for
Claim 25, which discussion is hereby incorporated by reference, the processors together with operating system
software (e.g., Android or Windows), Wireless Hotspot Feature software, and/or Network Service software search
the list of services to be used by a Network Service application component stored on one or more WLAN Device.

118116495 _1

66

67




Confidential — March 27, 2015

Claim 39

The device of claim 34,
wherein the search
includes searching the
list of services by class,
attribute or instance.

The content corresponding to Claim 34 is hereby incorporated by reference. As discussed in connection with
Claim 22, which discussion is hereby incorporated by reference, Samsung Relevant Devices search the list of
services by class, attribute and instance of the service.

Claim 40

The device of claim 34,
wherein the software
component includes a
plug and play sofiware
component to identify the
terminal in the short
distance wireless network
and obtain the

application sofiware
component for the
terminal.

The content corresponding to Claim 34 is hereby incorporated by reference. Samsung Relevant Devices include
software components with plug and play software components that identify WLAN Devices in short distance
wireless networks and obtain Network Service application software for the WLAN Devices. For example,
Samsung Relevant Devices include UPnP and/or DLNA APIs or reasonably similar APIs that may be used to load
and execute software for WLAN Devices that are compatible with DLNA and/or UPnP. In addition, Samsung
Relevant Devices and WLAN Devices include AllShare/Link, Samsung Print Services, and/or Samsung PC Share
Manager software components that are DLNA or UPnP certified and offer plug and play functionality. As another
example, Samsung Relevant Devices include software such as Wireless Hoispot Feature software that identifies
WLAN Devices and provides DHCP software components to the identified WLAN Devices.

Claim 41

The device of claim 34,
wherein the software
component includes a
PIN number management
software component to
provide a PIN number
used in pairing the
handheld device to the
terminal in the short
distance wireless
network.

The content corresponding to Claim 34 is hereby incorporated by reference.

The software components include PIN number management software to provide PIN numbers used in pairing the
Samsung Relevant Device and the WLAN Device. For example, Bluetooth Tethering requires a pairing PIN Code.
Pairing with other Bluetooth devices
On the Applications screen, tap Settings — Connections — Bluetooth — Scan, and
detected devices are listed. Select the device you want to pair with, and then accept the auto-
generated passkey on both devices to confirm.

(See Samsung Galaxy S4 User Manual at 68)

Claim 42

A first wireless handheld
device, comprising:

Although the preamble to Claim 42 does not limit the scope of the claim, Samsung provides Samsung Relevant
Devices that are first handheld devices.
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a storage device;

As described for the “storage device” of Claim 34, which description is hereby incorporated by reference, Samsung
Relevant Devices include memory, which is the claimed storage device.

a processor, coupled to
the storage device; and,
the storage device to
store a software
component; and, the
processor operative with
the software component
to:

As described for the “processor, coupled to the storage device™ of Claim 34, which description is hereby
incorporated by reference, Samsung Relevant Devices each include one or more processors that are coupled to the
memory. These processors operate with the operating system software (e.g., Android or Windows), Wireless
Hotspot Feature software, and/or other Network Service software that are stored on the memory of the Samsung
Relevant Devices to perform the claim elements described below.

access the Internet
through a cellular
network,

The processors together with operating system software (e.g.. Android or Windows) and/or Wireless Hotspot
Feature software provide WLAN Devices with access to Internet Devices via wireless local area radio signals (e.g..
802.11 and/or Bluetooth) and cellular networks.

As shown below, the Samsung Galaxy S4 can use mobile data to access the internet via cellular networks.
Mobile networks

+ Mobile data: Use to allow packet switching data netwarks for network services.
(See Samsung Galaxy S4 User Manual at 121)

In addition, the Samsung Galaxy S4 includes “Portable Wi-Fi hotspot™ feature, which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection tc access the Internet. (See Samsung
Galaxy S4 User Manual at 121)

Similarly, the Samsung ATIV S Neo includes an “Internet Sharing” feature, which allows WLAN Devices to
connect to the Samsung ATIV Neo via Wi-Fi and use its cellular connection to access the Internet. (See Samsung
ATIV S Neo User Manual (Sprint) at 61)

provide a first short-
range radio signal to a
second wireless handheld
device and a second
short-range radio

signal to a third wireless

The processors together with operating system software (e.g., Android or Windows) and/or Wireless Hotspot
Feature software of the Samsung Relevant Devices provide a first short-range radio frequency signal pursuant to
802.11 and/or Bluetooth standards to a second wireless handheld device (a first WLAN Device) and a second
short-range radio Irequency signal pursuant to 802.11 and/or Bluetooth standards to a third wireless handheld
device (a second WLAN Device). Android’s Wireless Hotspot Feature, for example, allows up to 10 WLAN
Devices to connect at one time to a single Samsung Relevant Device.
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handheld device,

In addition, Samsung Relevant Devices provide a first and second short-range radio signals to a first and second
WLAN Device when providing or receiving Network Services from the WLAN Devices via the Bluetooth PAN
Profile, Wi-Fi Direct (P2P), or reasonably similar protocol.

control access between
the Internet and the first,
second and third wireless
handheld devices,

The processors together with operating system software (e.g., Android or Windows) and/or Wireless Hotspot
Feature software control access between the Internet Devices and the first and second WLAN Devices. WLAN
Devices can access the Internet via the Samsung Relevant Devices only if the communication is authorized by the
Samsung Relevan: Device.

For example, Samsung Relevant Devices include sofiware that utilizes MAC filtering, port filtering, VPNs (Virtual
Private Networks), Bluetooth pairing, and/or adheres to security protocols such as Wi-Fi Protected Access (WPA)
and/or WPA II. Samsung Relevant Devices also include Network Service passwords, such as a Samsung Link
password, which control access between the cellular network and the Samsung Relevant Device.

translate between a first
Internet Protocol (“[P™)
address provided to the
first wireless handheld
device from the

cellular network and a
second address for the
second wireless handheld
device provided by the
first wireless handheld
device, and a third
address for the third
wireless handheld device
provided by the first
wireless device,

The processors together with operating system software (e.g., Android or Windows) and/or Wireless Hotspot
Feature software translate a first IP address received from an Internet Device and/or the cellular network to a
second IP address that is then provided to the first WLAN Device and to a third IP address that is then provided to
a second WLAN Device.

This portion of the claim is further discussed in connection with the “network address translator software
component” of Claim 1, which discussion is hereby incorporated by reference.

enumerate a list of
services available from
the first,second and third
wireless handheld
devices, wherein the first,

The processors together with operating system software (e.g., Android or Windows), Wireless Hotspot Feature
software, and/or application software enumerate a list of services available from and registered by a Samsung
Relevant Device and the first and second WLAN Devices.

As discussed for the “service repository software component” of Claim 1, which discussion is hereby incorporated
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second and third wireless
handheld devices

register services available
on the list, and

by reference, Samsung Relevant Devices include service repository sofiware components that identify (enumerate)
Network Services available from WLAN Devices and Samsung Relevant Devices. These Network Services are
registered by the WLAN Devices and Samsung Relevant Devices pursuant to the various APIs, Frameworks,
and/or protocols discussed in connection with Claim 14, which discussion is hereby incorporated by reference.

search the list of services
for a class of service to
be used by an application
software component at a
particular time, the
application software
component stored on the
second wireless handheld
device.

As discussed in connection with the phrase “wherein the service repository software searches for a service” of
Claim 25, which discussion is hereby incorporated by reference, the processors together with operating system
software (e.g., Android or Windows), Wireless Hotspot Feature software, and/or Network Service software search
the list of services for a class of service to be used by an application stored on the first WLAN Device at a
particular time.

Claim 43

The first wireless
handheld device of claim
42 wherein the first
wireless handheld device
includes a service logical
driver corresponding to a
service available from
the third wireless device,
and the application
software component uses
the service logical driver
to obtain the service from
the third wireless device.

The content corresponding to Claim 42 is hereby incorporated by reference. A Samsung Relevant Device is the
claimed first wireless handheld device. Samsung Relevant Devices include service logical drivers that correspond
1o services available from a second WLAN Device (a third wireless handheld device) and the application software
component of the Samsung Relevant Devices uses the logical drivers to obtain services from the second WLAN
Device.

For example, as discussed in connection with the “service repository software component” of Claim 1, which
discussion is hereby incorporated by reference, a Samsung Relevant Device can obtain Network Services from a
second WLAN Device as described in various protocols and APIs. Also, as discussed in connection with Claim
15, which discussion is also incorporated by reference, Network Services applications may also use connect-to-
service or connect-by-name APIs to use a Network Service provided by the second WLAN Device.

Claim 46

The first wireless
handheld device of claim
42 wherein the second
wireless handheld device
is a thin terminal.

The content corresponding to Claim 42 is hereby incorporated by reference.

A WLAN Device is the claimed second wireless device. A WLAN Device may be a thin terminal such as a printer
or camera. For example, Samsung Relevant Devices can communicate wirelessly with printers via applications
such as the Samsung Print Service Plugin. (See Samsung Galaxy $4 User Manual at 99)
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Samsung Relevant Devices can also communicate wirelessly with smart cameras via applications such as remote
viewfinder.

(See Samsung’s Webpage, “Remote Viewfinder”)™"

xvi

(See Samsung Smart Camera YouTube Advertisement)™
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