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IXI’s Claim Chart regarding Samsung’s Infringement of U.S. Patent No. 7,039,033
Claim 1

A system for providing Although the preamble to Claim 1 does not limit the scope of the claim, Samsung provides systems and/or

access to the Internet, components of systems for providing access to the Internet. Accused systems include Internet Devices} Samsung
comprising: Relevant Devices,’ and WLAN Devices.‘

Sarnsung Relevant Devices provide WLAN Devices with access to the Internet via wireless short range radio
signals (e.g., 802.11, Bluetooth} and cellular radio signals. WLAN Devices connect to Samsung Relevant Devices
via short distance radio waves using the 802. l I andfor Bluetooth protocols and use the Samsung Relevant Device

 
' IXI provides these iiifringctncttt contentions lizr Defendants Samsung Electronics ('30., l.'I‘l), Samstmg lilectronies America, [ne., and Sanisung
'|'elccummunieations mmcrica. l.l..C (collectively. “San1sung"}. These contentions contain diagrams. screcnsltots. and other documentary evidence by way of
example and not by way of limitation. These contentions are based on publically available infonnation and in the absence ofcomplete discovery do not represent
any claim construction position. IXI reserves the right to amend these contentions as discovery progresses. in response to Samsung‘s defenses. and in response to
any claim construction rulings.
1 "lntemet Devices“ are computers or other devices that function as intemet or application servers. including those ovumed or operated by Samsung or third
parties.
3 “Santsung Relevant Devices“ include every Santsung smartpbone, tablct. laptop or other device that includes a Wireless Hot-spot Feature. including but not
limited to every Stunsung stnarlphone. Wi—Fi + cellular tablet. and Wi—l"i + cellular laptop Ihal ulilizcs Windows Phone II‘ or above (e.g.. A'l']\-' Sl-L. i"\'|'lV S Nco.
and A'|‘lV Odyssey}. every Samsung snzartphonc. Wi-l-‘i + cellular tablet. and Wi-|"i + cellular laptop that utilizes Androinl Version 2.2 l-‘royo and above (c.g..
Charge, I-Zpie 4G, Fascinate, Focus 5. Galaxy flee 3, Galaxy Alpha, Galaxy Appeal, Galaxy Avant, Galaxy Axiom, Galaxy 3, Galaxy Sll, Galaxy Slll. Galaxy
Slll Mini, Galaxy S4, Galaxy S4 Active, Galaxy 54 Mini, Galaxy SS, Galaxy 55 Active, Galaxy 35 Sport, Galaxy S5 Mini, Galaxy 8 Showcase, Galaxy Gem,
Galaxy Legend, Galaxy Exhilaratc, Galaxy l-Ixhihlt 4G, Galaxy |-2xprcs- Galaxy Fresh, Galaxy Light, Galaxy Note, Galaxy Note 2, Galaxy Note 3, Galaxy Note
4. Galaxy Note Edge. Galaxy Mega. Galaxy Mega 2. Galaxy Tab (Wi—l-"i + Cellular]. Galaxy Tab 2 (Wi—l-"i + Cellular). Galaxy Tab 3 (Wi—Fi + Cellular), Galaxy
Tab 4 [Wi~Fi + Cellular}, Galaxy Tab Pro tWi-l-‘i + Cellular]. Galaxy Tab 8 (Wi-I-‘i + Cellular}, Galaxy Rugby Pro. Galaxy Metrix 4G, Galaxy Stratospltere II.
Gravity SM;-’\RT T589. Galaxy 3 Aviator, Galaxy S Blaze 4G. Galaxy S Relay 4G, Galaxy Stellar. Galaxy Victory 4G L'I'l;'. Indulge. Inlitse 4«G, Intercept.
Galaxy Nexus. Nexus S, Nexus 10, Rugby Stuart. Transfonn. Vibrant). the LTE Mobile Hotspot PRO and SCH—L(."1l 4G Mobile Hotspot, and devices
reasonably similar in the operation ofwireless Ilotspot Features.
“Wireless Hotspot l-‘catures“ includes the “Portable \\-’i—l-"i Holspot.“ “Mobile l-lotspol," “Internet Sharing." “Bluetoolh 'l'ethering," andfor reasonably similar
features that allows a Samsung Relevant Device to vvirclcssly sl1at\:(t:.g., via Wi-I-‘i or Bluctooth) its cellular connection with another device.
" “WLAN Devices“ incltlde laptops [e.g.. Samsung iI’\'l'I\-I Book 9 Plus). tablets (e.g.. Galaxy Note Tablet. Galaxy Tab. Galaxy Tab 2, Galaxy Tab 3. Galaxy Tab
4. Galaxy Tab. Galaxy Tab. Galaxy Note Tablet). headsets. smart watches {e.g.. Galaxy Gear. Gear 2. Gear 2 Neo. Gear Live. Gear S. and Gear Fit}. smart 'l'\-'5.
printers. and other devices {including hoth Samsung and thin] party devices) that connect to Samsung ltclevant llcviccs via short range radio signals (c.g.. Wi-l-‘i.
l3ltlt':l(l0ll1).
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to access cellular networks and the Internet.

For example, all Samsung Relevant Devices include Wireless Hotspot Features. With the exception of the LTE
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Mobile Hotspot PRO and the SCH—LCl l 4G Mobile Hotspot. all Samsung Relevant Devices include the Android
Operating System version 2.2 or greater or the Windows Phone Operating System version 7 or greater. These
operating system versions each include Wireless Hotspot Features. {See Wired Webpage, “Android 2.2 ‘Froyo‘

User Manual at I21)

Manual (Sprint) at 61)

Internet. 

Features USB, Wi—Fi TeLhering“'; Windows Phone Webpage, “Share my Connection”)

The Samsung Galaxy S45, for example, includes the “Portable Wi—Fi hotspot“ feature. which allows WLAN
Devices to connect to the Samsung Galaxy S4 via Wi—Fi and use its cellular connection. (See Samsung Galaxy S4

Similarly. the Samsung ATIV S Neofi includes the “lntemet Sharing” feature, which allows WLAN Devices to
connect to the Sarnsung ATIV Neo via Wi—Fi and use its cellular connection. (See Sarnsung ATIV S Neo User

The LTE Mobile Hotspot PRO and the SCH—LC l 1 4G Mobile I-lotspot are each themselves mobile hotspots with
the primary purpose of providing Wireless Hotspot Features and providing WLAN Devices with access to the

Each Sarnsung Relevant Device is a first wireless device in a short distance network, The Samsung Relevant
Devices each have a software component {e.g., Wireless Hotspot Features software and Android or Windows
operating system software) used to access infonnation from the Internet by communicating with a cellular network
in response to a first short—range Wi—Fi andfor Bluetooth radio frequency signal received from a WLAN Device.

For example, the Wireless Hotspot Features of each Samsung Relevant Device provide WLAN Devices with
access to Internet Devices. The Samsung Relevant Devices receive wireless short range radio signals (e.g.. 802.1 I,
Bluetooth) from WLAN Devices and in response to these signals retrieve information from the Internet (e.g.,
website data) via cellular radio signals (e.g., GSM, CDMA, LTE) for relay to the WLAN Devices.

5 The Galaxy S4 contains similar components and tenttlres as other Samsung Relevant Devices and is representative of" the hardware components of‘ thesedevices.

" 'I‘lie r\'l'lV S Neu contains the Windows ()pc-rating Systein and is representative of the snltwarc Features on Samsung ltulcvzmt Ilcviu.-es utiliring this operating
system.

llXll(14‘)57l
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wherein the first wireless In addition, other Network Services provided by WLAN Devices to Samsung Relevant Devices utilize the software
device communicates components of Samsung Relevant Devices to access information from the Internet Devices, such as account
with the cellular network authentication, user preferences, cloud-based data (eg., synchronization, email, calendar, messages, media, etc,),
and receives the first infonrtation requested by the Galaxy Gear Watches, and other infommtion when they are connected to Samsung
short-range radio signal; Relevant Devices via Wireless Hotspot Features, Wi-Fi Direct (P2P), Bluetoolli, or reasonably similar protocols?
and,
a second wireless device, Each WLAN Device is the claimed second wireless device in a short distance wireless network (e,g., Wt-Fi 802.1 I

 
in the short distance andior Bluetooth network) that provides the first slion-range radio signal to a Samsung Relevant Device. WLAN
wireless network, to Devices connect to Samsung Relevant Devices via shun distance radio waves using the 802.1 I andfor Bluetooth
provide the first short- protocol and use the Samsung Relevant Device to access cellular networks and the Internet when using Wireless
range radio signal, Hotspot Features or providing other Network Services via Wi—Fi Direct (P2P), Bluetooth, or reasonably similar

_protocols.
wherein the software Samsung Relevant Devices include network address translator software components for translating between a first
component includes :1 IP addresses provided from the Internet Device over the cellular network and a second IP address for the WLAN
network address Device provided over a Wi-Fi andfor Bluetooth network. See Sarnsung’s Answers to lXI‘s First Set of Requests
translator software for Admission, No. 30 (“ Samsung admits that Samsung devices with Wi-Fi or Bluetooth hotspot features support
component to translate Network Address Translation and are compatible with RFC 1631.”).
between a first Internet

Protocol (“IP”) address For example, when the Samsung Galaxy S4 is connected to the Internet, it receives an IF’ address from the cellular
provided to the first network connected to the Internet. When the Samsung Galaxy S4 is in the Portable Hotspot mode, the Samsung
wireless device from the Galaxy S4 creates a Wi-Fi network. A local area Wi-Fi network includes a plurality ofprivate addresses; each is
cellular network and :1 provided to a device connected to the Wi-Fi network.
second address for the

second wireless One of the most popular methods to implement Wireless Hotspot Features is via Network Address Translation {or
device provided by the NAT), for example for an IP network. Software components in the Samsung Relevant Devices include a network
first wireless device, address translator software component to implement the NAT functionality.

? “Network Service include services such as Wireless Hutspot Features, security. |)I{t..‘|’ server Iilnctiuns, DNS server functions. pairing intuiageinent. virtual
 

private iielxvnrks. lirt:\val|s.. monitoring and statistics. health monitoring, gaining [e.g.. Group Play], niessugiiig, printing. media-sllaring (cg, via Nearby
Devices. Al1Share Play. Link. Googli: l’|a_v. Plex. Googluri-. Facehookl. Accessory services Gzllzlxy Gear services, file sharing (e.g.. sharing lites via Saruba. File
Explorer. l-'l'P servers, secure shell sewers. Drupbux). [ANA services. or other services provided to Sarnsting Relevaril Devices from WLAN Devices or vice
vi-rsa over sl'tut‘1 distance radio signals, such as Ihust.‘ compliant with the Accessory I-'ramcwuri<, Chtard Fraincwnrk. H'tllShan: I-‘rarncwork, Media Control
Framework. Universal Plug and Play (UPnP}. i1Il|.l.'lUf Digital Living Network Alliance (DLNA).

3
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NAT. or more specifically Network Address and Pon Translation (NA PT], involves translating a private IP address
to a public IP address and vice versa_ More specifically, NAPT involves translating between a public IP address
and :1 plurality ofprivate IP addresses connected to the wireless local area network.
Satnsung Relevant. Devices include service repository software components for idetttifying one or more Network
Services provided by the WLAN Device(s). The Wireless Hotspot Features on all Samsung Relevant Devices
identify the SSID, IP address. and MAC address of a connected WLAN Device, for example, as shown below.

In addition or alternatively, the operating system software on Samsung Relevant Devices includes a service
repository so [ivvare component For identifying Network Services provided by WLAN Devices. For example, all
Samsung Relevant Devices with Android versions 4.] or latter include the Network Service Discovery API, which
allows end—users and Network Service applications on Samsung Relevant Devices "to identify other devices on the
local network that support the services your app requests.” (See Android Developer Webpage. “Using Network
Service Discovery”}'": (See Android Developer Webpage, “Android 4,1 APls")“'

llX1‘l(n4‘)57l
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Using Network Service Discovery

Adding Network Service Discovery (N50) to your app allows
yourueerstoldei1Ilf|rolherdevioes'on.tl1e|otat network that < PHEVH
sqapofl the services your app requests. This is useful for a
variety of peer-to-peel applications such as file sharing or mul1i- _ _ _
player gan1ir-r.g_Midioid's NSD APIs simpliiy the effort required “'5 *5”

for you toirriplenierit such features. I Reamer
Yhis lesson shows you I1-ow to build an application that can Discover
broadcast its name and connection into: motion to the local , Connect

network and scan for information from other applications doing I Umegm
the same. Finally. this iesson shows you how to connect to the mos?
same application running on another device.

{See Android Developer Wehpage, “Using Network Service Discovery"]"

Discover Services on the Network

The netmikisteem'11g vIiIl1Iii‘e.irom the be-only netwaiit pimters toihedocite network webcsms. to the
banal. fray bsules of neuby lit:-lac-toe players. The hey to letting your application see this vibiam ecosystem
offtinctionalily is sesvioe discovery. Your qiplicafion needs to listen tosewioe hiosdcastson lhenelwoflt to
see what services aueavailatsle. and fillet out anythhgthe application can‘: work with.

Sen-rice discover y. like service regrstlalion. has Iwo steps: setting up a discovery listener with the relevant
callbacks, and making a single asynchronous API call to In K U...-5..-mutt

Fir st. instantiate an anonymous class that implements u.-.r+au.gu- o. i.i:-Jvoryl aslerer. The tollowing snippet
shows a simple example.

(See Android Developer Webpage, “Discover Services on the Network’')“

As another example, all Samsung Relevant Devices with Android versions 4.3 or later include the Mediakouter
and MediaRouteProvider framework and APIs, which allows compliant Network Service applications (e.g., media-
sharing applications] on Samsung Relevant Devices to identify Network Services. such as displaying and other
playback services, on WLAN Devices (c.g., Google Cast Devices and Wireless Displays, below).
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[ '.\'.1§'.f!.i§ .fi9UI§[fF_3|'0£!'€9!E.. _
_J"L’ -HI

w-- [~-
{See Android‘s Developer Wehpage, “Media Route Provider")"“

I-Iedusfltula illuu-uouuzalions ioconuoi lhllbxfllflgol mm tflmlldl udiiieallxs from'I'Ie-c:.oIeM dance no annual snealtm and do-mmucn emcee

AMEGIBWDIIIII Itreflflwdlhimiljhi Vlill‘ g.-1,.-um.-....‘ -ola..-i..i -q(.1a_v-1u-in_c:n:.;¢
Themndinioula .K9HSlIOQll1l'llfl>Sli¢‘. .IIlllIi!IIl:1lfl'iSWIIi‘I Il..'lI.Ifl bemneliom Ilse sruirnlsudolllxepiooess

{See Android’s Developer Webpage, “MediaRouter”)‘“Useiswnrit to play Iuedia oorllent|'Iom13ieiI Andioid devinesbiggel.
biightei. and Ioudei on connected playbad-s devices such as
1e|evtsion5.s1eIeDs. and home theatei eqmpment. As a
rnanuiaetuiei of these devices. allowing Android used: to instantly
show a pii:.1ue. play 3 song. or share a video foi fiiends and family
using you: pioduct can make it much n-ioie oompellinq and
engaging.

The Andioid media Ioutei fiamewolit allows lll8I'II.|fI.CllJIElS to
enable playback on mail devices mtough e stendaidized inteulsce
called a mm . JIM!-il e9.-.... .4". A ioute piovidet defines a common
inleiface for playing rnedia on a receiver dewoe. melting it possible
in play media on you equipment horn any Android application that
euppoiis media Ioutea.

This guide discusses how to cieale a media mute piovidei for a
receive: device and make it available to olhei media plavhaclt
applications that run on N'id|Oid.

[See Android’s Developer Webpage, “Media Route Provider”)i"
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Creating a Provider Service
Themeolaiouter liamewoukmuarheattlelodisoomzr andconnecttoyoul medlaioetepiavidu Ioalowodter
apptlcaiiom rouse your wine. In mom to domls. the media miner ria-newuk looks to: apps that dedarea
media mute provider intent action when another app wants to connect to you provide. one tramewuls mus:
beahletoinvokeandcot'nec1toiLsoyou provide mvstbecrrcaosulaiedina «mm.

(See Android’s Developer Wehpage, “Media Route Provider"]"
rmauunepu-isauuaunediupmuu-our-dneumunuhuunmmnqpnauuwka-unmmmannupnuaaeaau-eauueunugamumuudnunu
Iulntodjautalllltefiurln
III: any-oat-ol amnhu uourrlovrikr nu rothmwr irvidu-rulrnhur umlyllreuumia not-urud in on own»: »...na...:m.........-.‘...« mogiunlu
-...........ns.,..m.-.... 1 (K1... with mlurnelnn about ouiruuxrbvuhq min“-..:..a.-i.....u...:.u~e.. .4uu...up.. .u-.1 lullfi nu-qarurmnirguanru-an.-....m~m. sin 4 .m.-.-.

mrtuv-no-nshoiuwamitudmqnwmedacovur-Ntmroymvir-mtrm-u-.i.. -I--I\II'«-“|"l"l""\I-IlM4-tIiIn--.--rul-a:---I1U|IT\D¢IlIfl§‘I|QN‘lfl|fl|lflll‘|flII|
ulrrmtnqlod-scam IIu-oudnunnut¢::¢u¢can-oIrrrn.Ira=IMn:lIoamMI-eduuI-wu—--- =---H: -->--MWmotor?-erimq.-.n..m.u.-n---«::-rrum-q\torus.-no
a-us-4.1-nu.-.—..;.iu n....u.'m>.-nun iwngsurucnl.-route
Arneaoraute pioneer may beineapmetehfwirrlltitelcopeol I Iirqle qaphllnn pooeu nycalnq -—r..c...-... ..i-;vm.:.i--Io.|dtlrtlotbeIoc3-1-ui.r...i-. .lrI$ruu
IvriorImIra|nbnud:Iralflwi=bIDi-wndIook.lhrIIhv-nfl"%risgn~:..- I.-:...=--hueprnaaanrmiestnhuoenudirvauauridairrroiamaednl
uvieedqpIr.:nunuu¢IuuednnunnAnulbed*tIiIwvaudtIeH!pvfl0a‘I Msliilourhmirzlaimiuulriiuau _

(See Android’s Developer Webpage, “Media Route Provider”)"‘
As another example, all Samsung Relevant Devices with Android 4.0 or later include the Wi—Fi Peer-to-Peer (P2?)
Service Discovery AP! that allows compliant applications “to discover [i.e., identify] the services of nearby devices
directly.” (See Android Developer Webpage, ffUsi1:tg Wi~Fi P2P for Service Discovery")""; (See Android
Developer We-bpage, “Ice Cream Sandwich”}""‘

Using Wi—Fi P2P for Service Discovery

1112 first lesson in this class. Using Nelworlt Service Discovery,
showed you how to discover services that are connec1ed lo a < pnevious
local network However. using Wi—Fi Peer-to-Peer (P2P] Service
Discovery allows you to discover the services of nearby devices
direclllt. wifllout being conneclied to a network. \I"o1.I can also
advertise the services running on your device. These
capabilities heip you communicate lietweerl apps. even when
no local network or l‘tO‘Isp0l is available.

'-HIS LEEON :'E.-III IESYOU T0

1. Set up on Marifeal
2. And I Load Scvice
'3. Discover Nearby Services

\N'l'Ii|e1|1ia set of APIS is similar in purpose to Ihe Network
Service Discovery APIS outlined in a previous lesson.
implementing them in code is very different. This lesson shows
you how to discover services available from other devices. using Wi—Fi P2P. The Eesson assumes that vou‘re
already familiar with the Wi—Fi P'2P API.

[See Android Develo er Web : e, “Usin Wi—Fi P2P for Service Discove

llXll(i4‘)57l
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All Samsung Relevant Devices with Bluetooth capability include Bluetooth APIs that allows compliant
applications to “connect to other devices through service discovery.“ (See Android Developer Webpage,
“Bluetooth”)"" As shown below, the Android Bluetooth APIS, including at least BluetoothClass,
createRFcommSocketToServiceRecord (UUID), and listenUsingRFcornmWithServiceRecord(String, UUID),
identify services by class and automatically perform service discovery protocol (SDP) requests to identify WLAN
Device Network Services. See Sarnsung‘s Answers to 1XI's First Set of Requests for Admission, No. 30
{“Samsung admits that Samsung devices with Bluetooth capability support Blltetooth SDP.”).

Class Overview
fieptrumsamxlocthclissvalticlidnclhnguml clutlclcmtiesIflcn&Mhdnoeme.F¢alInk.|fltMmmmnwfiIfld|ynnqa'usddn-berrprwmuaflum
aow¢atnn.uheuutItaM1ntntrocfi|fleuIsm1oesnu|nndhanie9hu'ty
fiery Siut-loath class Is composed ol Jen: In more senate classes, and elaclly one deuce D1159 II! dl'\u'|CX' than I: In the: bmlu-n dcmn HID mayor and mnot III.-vI:e class
cwvnnents

o;......-.-...—. t.-.. rsusefthsuruntlorowi-Ihyoe1cI-beads-utcettcu uuwleloslww-arr-can-«Ilse LIJ.btndoe1notrrMbPy¢ewtbeMudI9|t.nleorrt;Iotale1u services aeoctualgr
sunpoutedbyadc-wee Pcnaneulvtoedtoouelyudotlelluutadlfi)PIeqnttxnh:huemsmIntdg-pulunndfluutuutiatgmifitfixrfialochnmfit......a«.....-. ..-= ':or-\ ..r... ~.r-- ."-altflh\—.......-1-<--.4:-;v<-\.r.. r.<r'.~.r¢, --'_'.-

uu».—vz~:..-....._....-rwmuevefiteclnslauniullumlemue _)L\'I
(See Android Developer Webpage, “Bluetooth Class")

All Samsung Relevant Devices with the Windows Phone 8 operating system or later include the
Wirtdows.Networking_Proximity namespace, which includes the PeerFinder and Peerwatcher API for identifying
Network Services within wireless range.

Proximity for Windows Phone 8

lppliu tn: \’rr.'l:i:r.-A F‘r.ont' and \'.'rrIt1i‘J-'t«\F'i'1.'.‘.".w Silt-n:.g".r 6 J. only
Draumth rel:-s n) e ;e: or \5JH(‘$ ~I'I'.|14\WIr>:iu-at-5 nuY'.l\I“¢ ‘JIM 1,u:mc-rt usr-n-_-at--.-n-. u-.'-v-en or--<1-s rm: 4-:
t-.=:h--t :'.c:e r.a.-tge or each other By using um AP1 your app can uubrash a connect-on though a up or by
browsing for other devices that are running your an-D—D¢eI lpDfi—wItIun wireless range For e-«tmrrle one c-f
these a|:I5s "right he .3 nI.;'v|-:.‘la-,-er game -rr \+|1'C‘\i\'.'Q usrrs 1.1:: the-r air‘.-‘.1-‘I91 together 1-: eilablash a shared ga-'-.e
!€'SS.c.n Or an app might give user: the ability to tar: 2 ccrncru-as aria rs-ca.--.-9 3 =r.-it to .1 5:1.-atr.:.n tint-re trtey can
get more nfclrvrah-3-t or ntaie .3 purchase t.V.nat\-r-5 Pnor-t B at.-D[I0tt1 DH)-Ifl\I".)' t'o'\wn.H'r(.a!-on us-<1-_3 Near F-eta
ca-u-nu--.-ca:-cn rN=cr Tn.-, rout; IJIC\"§95 ..|r~.rJ\-en--1-it. oi I:-is FIf_‘hI"I-l','I19iFU"|‘\‘l|"EiC\-‘(L PN:ne

(See Microsoft Dev Center Web at e, “Proximit for Windows Phone 8”]"“"'
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PeerFinder class

|:.|E|
Enables you ti:i discover Dlher irislanres DI your app nn nearby devices and create a sotket connection between
the peer apps by using a tap gesture or by browsing. For Clfiflllng Bluetocitri socket connections on Windows 3.‘;
and Later. use lilillndiain-tDoviccs.Bt1.ioloottLR|coinm inslea-cl.

(See Microsoft Dev Center Webpage, “PeerFinder class”)’“"“

Remarks

You can use the F'liidifl.IlPeeI'sAsy1'iii: method In get a list 0! all p-EE{5 within range. Hciwever. the
Findhllflunlsyrm method scans for peers once arid then completes. Alternatively. you can use the
Purwatdlu class to tun for peas and get updates as may are Found and rl'l(!Elll{|'ItaIIy update you: list of
available peer apps. The Pllfwltdblr conlinuously scans fur new peet apps within any arid temcii-es stale peer
apps. You can update your list 0! peer apps by handling the Added event. wh»i:h occurs when a new peer app is
fnund. and the Removed everii which occurs when .3 stale peer app is re:-icii.-ed. The Pnnflauliur canirinues to
scan until you call the Stan method. or the Pot-rF|ndIr.Find.l\IlPursi\s3iric or PeaiFIndei'.(onm-(utsyrx
methods.

xix
(See Microsoft Dev Center Webpage, “Peerwatch class”)

As another example, Samsung Relevant Devices with Windows Phone 8.1 or later include the Wi~Fi Direct API,
which identifies Network Services provide by WLAN Devices.Remarks

Tau (an use me W1FIDlrIcIDeii'|co class to establish a sodiet connection with cther devices that have a WIIFI
Duran (WFO: capable novice You can can the Gnocvkes-bani method to at): the novice iduntifiei tor a W:-ri
Direct cluiii-"ice. Once you have a reference to a Wlflfliruclnovloe on your camouter, you can call the
GelCecitie(tlori£IudpoiIIt‘Palts method to get an £ndpointPalt obiect and establish a socket connection using the
WI-ndoi-i-L Nniiuotldrigsockeu API.

You can add a handler for ihe Eonnertlnnstatiischaiigsit event to be notified when the connection has beenestablished or disconnected.

Duly cine am: can be connected lo a Wi-Fi Direct device at a time.

You must enatile the Pralilllhy capatiilily tci ccimmunicate with Wi-Fi Direct devices.

(See Microsoft Dev Center, “WiFiDirectDevice class”)""

1181164957]
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In addition, as shown below, Sarnsung Relevant Devices with Windows Phone 8 or later include Bluetootii APIS,
which identify Network Services provided by WLAN Devices. See Samsung’s Answers to IXI‘s First Set of
Requests for Admission, Na. 30 (“Samstmg admits that Samsung devices with Blueiooth capability suppon
Blueiooth SDP.").

4 Peer discovery

Discovery is the process at‘ finding a Sluetootri device or app that advertises a service with
which you want to interact In an app-tolctevire scenario. you can only dis:-J-«er devices that
are already Dane-d with The phone on which the app is running Pairing IS the process of using
lhe Bluetotith Control pare! on your phone to Find Blue-luoth devices .1I'Id:l'Ie-ri connect to
iriem. Paiiirig typlltiiliy Il'|\«'0i'.'E5 sharing a PIN. 0: both sides agreeing to ccniieci. In the case of
app-to-app Eluelooin connectioii oisa app is Ioo'r.>i-ig [or another instance of itself on another
phone These phones do not need to be paired for disco\.-ery to occur.

[See Microsofl Dev Center, “Bluetooth for Windows Phone 8“)“'

Further, Samsung Relevant Devices installed with Samsung‘s Allshare Framework anditor Media Control
Frztmework aiso include service repository software components for identifyiriig Network Services provided by

WLAN Devices} As shown below, the Media Control API and Allshare work on higher levels than the AndroidFramework I API.

 
3 Acciirding lo Sainsung’s wchpagc. the .i'\|lShari: Framework was installed on the Samsung Galaxy S4. Sanisung Gataxy S3. Saiiisiing Niitc 1|}. I. Samsung Note
2. and was be installed by default on later released Samsting smart phones.
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The tolhwlnatlzlm show: Ilse Mula Control mhiu-cluro.

 
FUN! 1: QIIEHI COIIIIII lllllfifllll!

(See Sam5ung‘s Media Control Progranirning Guide Version I.D.l at ll}

As shown below, Samsung‘s Media Control Framework include a mechanism [e,g., SrI1cDeviceFinder) for
discovering WLAN Devices, identifying Network Services provided by WLAN Devices, and listing the
discovered device names and device types.

11
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‘Jo discover device; that are part of the Media Cornnll Framework:

1. Create an Srn:Devi1:eFin-dot inltance to retrieve Srncllevice instances from the Media Control
From eworl 1-ervke. The Slrlcbltvicefiilrder class offer: the following rrr-etliods.

Method ' buerlptlnn
getbl uricel Int devtcetype. ' Return the device with we Ioicrlied den-lee ID Ind durlce ND!-
String {(1)
getllle vicel. ist( in: I lhlum the Ilst el alumna devices with the Ipedfled duller type.devicenrpll
|,etDevi.cIl.ist( int: ' lletulri the In all discovered Gluten wltir the Inedfied device twoon-iceTypI. String MINII thospedfled uuwrlt lnurteoe eonlr-eller.
neltuorklnt create)

2. Create I slcoeviceflnder .Dev1ceL1stener listener and reghter it with your 5IntDe\riceFinder
instance to receive device avaitebilltv events. The onoevloendtledll or onoeu-ioellemovedfl
methods are coiled when 0 device is added or removed In the Media control network.

Von can use the restanfl method to relresh the existinl deviee kt. Media Conant sends a broadcast
message in the network and the result is reported through the Sncoeu-iceF:in-den". Deu'1I:et.1.steoer
listener.

(See Sarnsung’s Media Control Programming Guide Version 1.0.1 at ll)

As shown below, Lhe Media Control Framework also identifies whether the WLAN Device provides a Network
Service, such as a remote audio and video player service, a remote image viewer service, andfor a remote content
provider Network Service.

Media Control provides several Media Control device types. After getting an 5n1I:Devlce instance,
you can type cast it by device type.

Class Device type Enurn 'ne.~.c'ripélo&u ' '
Smcnwiaver TVPEJWPLAYER Remote Male and Vldeo Player Devlce

' smclmagevaewer ' T\'PE_lMAGE\I'lEWER ' ' Remote fitllewer £le—vice

' SmcProvider ‘ TYPE_Pl10\u|'IDER ' name: content Provider Device

(See San1sung’s Media Control Programming Guide Version 1.0.1 at ll)

12
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II0flV'0=
nwnpnnunntrwuu.

“mm"""6-Tum"_ ifhuman:
nmq_nn_o.Iumnrat

011*]"lnuvnv-orIsvIsu~=r:>un'4:u~mautn-u?"Inu<noie:‘I-mo-.rrI.um11sur:u§1I.DI-Iilhb'|'

' u'é:I:coo].IIi(} lluumuaci-uénicuuofmouvu. Initials-clean
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‘s Media Central Pro mmin _Guide Version 1.0.1 at I2
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\"i_iir (.\||I use Mfdlxl Conllul to:

- Play Il1f:{llr1 lilies -uivecl on will device (l.‘I iInlJ[1l£‘| device
-Se.:'c|i lo: riiediu lIl'_’§ on I‘ DLNA media server and plciv :i'ieiii on aixolhcv device
- Play IlIE'\'JliJ lrles save-cl ciri is well] wrvl-.=r uri .irii:[lln_r tlP\i'lCE

Playing Media Files on Another Device
Mc-din (oiitro! aliryws you to play tiles saved on your dr'."\«!r1? mi a!i(I1l‘|4’|' dew‘-ce.

xxii
(See Samsi.ing’s Developer Webpage, “What is Media Control”)

G- What devices can be discovered with the Media Control package?

A Practically any device that supports the DLNA Digital Media Renderer feature:
- Sarnsung Smart TVs rrom 2009 or later.
-Windows Media Player version 11 or later.
- Any DLNA certified product that has the Digital Media Renderer feature.

For a list of certified products. see
httprfi'www.dIna.org.-'6lna—for-1ndustry.-‘digital-living.-“product-search 5 ='

xxiii
(See Samsung’s Developer Webpage, “What is Media Control”)

Similarly, Samsung’s AllShare Framework, as shown below, includes a mechanism (e.g., DeviceFinder) for
discoverin WLAN Devices and ideniif in Network Services rovided b such WLAN Devices.

14
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‘ml: action define: Alshare AFR Ihalti-would be used we dovniup cunvugoru sonrlcos such as media uharlng and comic! sI1arIng.TMA.||SharII AFI: provides the
blimv lhaluas mpllcabde In any type nidnwcns lncludng mobile smarl tv. pc. arc:

- share media uxnlanlalnlclura. iili-video. wt} in other DLNA devices In -B netwonc.- shared by DLNA devices In a rlvtwmi.
-playhadimoalaoomemsma DLNAuw;ooIn aneqwam

° 
- eonlrol Tvam Tvweb browserlraanmaly like a remake corilmliar. mouse aridlmybonru aid.- control TV via-war In clean as an extension ofIrmge\-'1owar{DMR}.

(See Samsung’s Web API Guide)""""

For example, as shown below, the AllShare Framework identifies whether the WLAN Device provides 3. Newark
Service, such as a media provider service, an AV player service, an image viewer service, andfor a TV Browser
service.

Teflmmnr.EhIIuvhshduimiIumnmfluIm&:fl¢niuflulaDe|hrFhda'-Iuanmhqaliu
 hmA3!mfiuwwi.m&flmamhm|ximIw¢bIweuwum
hnmudbeuudimlidfllutueuuutidtflulrpuuildahcndflumnhtflwmfleflnfiwflu.
Avllnyu-.Inn¢¢VI¢uu-,nndl'V8ou\wu'.

nlnnunlcshuuoeviaetmfl

llmsemum-u-lieu--mull
mun,-

nuunnaumanna-mu . Insuvicuvivu-v|dor.¢|IDmdcl-flrflcrfli;
mauiuruiau.sunnku=nmutemiamurtons:nryp¢.n£vxr_awuran. ;
knvllnsncdua moumun - mnnimmmpnxummmuwsuuxmurrmm

D¢ei:nT*pv1..D£VlCl'_A|iPM!'E.R‘|:

I'|ll|D¢-Iilcltlfil-IIIIH
In-(I-u-o;I¢nun«u¢|.u.tIua:(|:iooJI
mYmfinMPlWmn'o Wmfl0'Ft M¢mGv']k

+ounu-o‘\r\--"3:
1

I

(See Allshare Framework: Developer’s Guide, Version 2.0)

As shown below, the Allshare Framework provides information including the device type, name, and model name.

15
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GE! Device Inlonnatlon
nu¢uugna..aunnoaunmmpununununum.-u..:mg:u.n nu.usuuImu.mum-anun.mgn.mnnn-an

auunu :>-mun: emrlvulut
hflV‘§IIu¢IIVIUflll|0II\InIIDo‘IIIi|-Hp! huIJWII'|n|II1|Ul<dflU\|fl-' Ii wolflfllllfl-ml-lDDDvIII¥flaliulfllnfll
an-Haven-nunucnbuuubusuia-an-mlu Dc-:-Dvunubuuumvi-unlu
Aunumowm-Donuimuuunul nlunonwnuvpfinuluuol
uan-uuuunuum unnunuuuom
Annumnwunnnumncnmsu u ll?lllilH'nwluonmuunsn-n-tlulnc-nu-uncut-esa-in-uni-u an-moumuanurouwnn-u-omuairnr-nu-05:» uumunuou no--you Ir:Iu:‘.|4I LamM-Ivunu-a-rauoumIIu1I:o<IuII«u-nun-n
anus:-axuounuoununa-naaun-u u -In-unununvv
Anvuvuuuaounnuuuuwu sq ffvlivuilv
;nwnnuwnwuMu-c-mum-A-ucunnuu «u-when-n uwwuuwlivnu-can

(See Samsung’s Web API Guide, “Get Device Information“)"""

The device type is a value defined in Device Type Enumeration and identifies Network Services provided by
WLAN Devices, such as Audio and video player, image viewer, media provider, media receiver, and TV controller
services. The Dew.-iceFinder API identifies services provided by WLAN Devices.

Inuui-slain» uutudfi‘
no-«°oI€--o-guwcoluuonn-nu Dc-mu. nunuo-Innauunuanoo-mouuluu-noun
DldIoIN'IIFI3I1ImllI‘lDIi||‘l'1WUl|I'l(1'9¢' WIlflI'IlII‘Ifl&wjfiI$IICIII1IClEUT
or-can-rv pormuauuuuimocmrmuouunrwu on--ea-new-m Ibuunnuuueo-«nu:-mun-meiuoneuuo-cuovnuenn-n-aunuu
I'|lu¢(IN'IrihaOOl|l-1&.<D|viI(IY|lBIflIiI(.I51W“3On‘§I‘IlIC. FflfiI'IlIfl(&3IflIIflI—I'II1IIII|ICI'|UI$IIl$III&I|'.I&IIIll|KIl

rnwrlnonx-vnwnnmoncnnana-nu-mnI=anm<orwu.wn«u-uunumnui qwwwotoun:-n-unq-II-uuonuuu
01.» um I nu--um

am-uvzl
III-fl\-IVWJ!
IIEIQCKPICR
|EDIlPIO\vI3fJ|
Kmnciwtn
hvtflfllmlll

(See Samsung‘s Web API Guide, “Get Device I.nformalion"}’°“'i

San1sung’s Web API (shown below) also identifies WLAN Devices and Network Services that they provide.

16
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Samstlng Web API
Sm-nsung Wu): Apr allclwv. ds\.'I:‘|D_umg web npulucnliails which all:
can pabllu cu! cnnlrul mg demo Pmturus of Samrunt} dnv-.:u;
Sam sung Web F-xPLs and standard web rec hnolu-gues pfD'\|ldE
spec-.a!u:edfea1ures for (rear-Pg h-gh:y quahhed convergence web
app--cal-on; It helps your app cat-on connect ea5-|',- to vanaus
Sarnsung dev-ces such as smart ‘W and moi:-Ie devices

S.:n-.:u'-q '.‘.'Et: AF: 5:; de C:e:'. ng ‘iwteo
xxvii

(See Samsung’s Developer Webpage)

Samsung Chord, which is supported by Samsurig Relevant Devices with Android 4.0 or later, also includes service
repository software components for identifying Network Services provided by WLAN Devices. (See Sarnsung’s
Developer Webpage, “Samsung Chord")’°“'“' As shown below, the Chord architecture includes a discovery
protocol.

Tlaalulmiulkureslioinsflntliorrlarnlitecture.

(See Chord Programming Guide Version L5}

Samsun _ Chord identifies, as shown below, Network Services rovided b WLAN Devices, such as multi u la er

llXll(14‘)57l
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games, content-sharing, messaging, etc.

lhr Snmsung Chord is .1 hrilliant and fun way to share content and user events in real -time between devices. The Samsung
(hard liihardi SDK allows application developers to develop local inlormation-sharing dpplltallolls without a detailed
knowledfije 0| rtctworking

Chord enables simple re.I'|-‘lime sharing without the cloud!
1 Easy discovery and connection with nearby devices
1 Real-time 0>tperiEfl(.l1'S between multiple devices
- inst peer -to -pee: connectirm without the need of a server

1 Decentralized networks where |)D(-Hi can come and go at any time

Chord quickly connects nearby devices so you can create shared, real-tirnc exp-ericnceslil-(:1 collaborative irtteraction. multi-
playor ganies and rnodia sharing. Witliuut using the cloud or SQIVIJL it instaittly supports sharing 1-to-1, 1-to-many or many-
to-In-my.

Devices running Chord-based applications discover each other using a UDP broadcast based discovery, and then use a TCP-
based protocol stack to create a reliable. peer-to-peer local communication newt-ork. This network can be used to share data.
including text, binary messages and fries, with selected members at the network

(lion! SOK helps: you create a group with multi-(lE’|."i{("S in real-lime, autonialically, requiring no rnarrual pro(essing of I:levi(94'.
which join or leave the group. xxix

(See Samsung’s Developer Webpage, “Samsung Chor ”}

San1sung’s Accessory Service Framework, which is installed on Samsung Relevant Devices with Android 4.3 or
later, also includes service repository sofiware components for identifying Network Services provided by WLAN
Devices.” (See SamsI.tng‘s Developer Webpage, “Restrictions”)"’”‘

As shown below, Accessory allows Samsung Relevant Devices {e.g., Smart Device) and WLAN Devices (e.g., Car
head unit, gaming console, wireless speakers, printing devices, health care devices} to identify and share various
Network Services.

’ Samsung’s wchpagc states that the only Wl.r\N l)e\rir:cstba1 presently suppon Accessory arc the Galaxy Gear. Gear 2. and Gear S (from January 2014
version}.

18
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What Is Accessnty?
Mcrfiinry xsov.-s yW10<nnM:IaI<Qtwqrd9vi<¢H0 samuuns; mun an-an w.m A.:<moqr. you can mm: a MM some um-on Ma
i<(I‘)$O|'y B15 I-|l'\J|'l1$fl1€Q lfld UIIII uh I“! VIHOUI Imlfl fl(V|Cl1U||¢lIfl|'4:FIot'l\ |’|§&((OI1flI"'1]I'\'>(O T5! SIPWCQ I) (fimpltbal WIN!u-mus cunnonwlty a-n-um-rm-m. ard <1 mam acbnsurg flI\‘IfOpl'llflII1f(-fllilfld curmr-m.
Auessory «Ia: new I\.nn.onnu1h¢ um-(us Somsung won do-me; swvron fume uneam mu on-we (re uassonr mu Invuel dome
lo nxchungc more miurm-.mn and supw-I man mznmun-ng.

'5

Health C-we Device smanowgm

Ficlure 1-. Sarnsuna Smart Device and Accessories

See Samsnn -_
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The following figure shows the roles In the Accessory eco-system.

Fun 1: lannswry mo-syanm

Sarnsung Smart Devices can support one or more accessory Services using a manager application with the
Sansurlg fleoessonr Service Framework, for example, Sarnsung GEAR Manager. The Smart Devices and
Accessory Devices described in this document have the Samson; flocesmry Service Framework preloaded.

(See Accessory Programming Guide, Version 2.1.1 1)

Accessory also includes, as shown below, a mechanism Io identify services and establish service conneciions.

1heSumu'uAncumnfiuwcdunpommr.flhkmuudwnymnhodgmmnWHi.Bluemmhdaut.
BI-can-ih Low Energy Mn}, and 06!. Mile freehl Wu frown onnaewtrllwpndfir details. the Sufism;
kuessuqservsu rauuwnrksunowueeeaac-vuydlenuesisentorsluuenaususeennaiishuum
olsenioecolvleclloruhmunealllltlfudltaedlalige.

(See Accessory Programming Guide, Version 2.1.1 1]

As shown below, Samsung Relevant Devices and WLAN Devices can identify and exchange Network Services
using the Accessory Framework.

lhe {allowing figure show: line filnzfiofiil flaw In the Samsuns Awesebouv S-entire lramework between a
5-t-Moe Consurner and a Service Provider. Peer Device 1 and 2 are either Samsung Smart Oevloes or
hcaonsoqr fin-ioesanh appllauoru ariing as Sennoe Providers or Service (onsurnars.

20
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Peotnevicel

FUllI3:F|lIdhIIflIuIIbUUlUISII'v|IIPlvlHII'lId8u'U|nICoufinII'

(See Accessory Programming Guide, Version 2.1.1 1)

Accessory includes the Accessory Peer Agent, which identifies the available Network Services between peer
devices.

1.5. Supported Features

S-amsune works with domain experts within and outside Samsmg to define Accessory Service fireflies. The
Nztessorv Service Profiles define the apsdlcation-level sune machine and application-level protocol to
umlemem dourlain-specific functionality. For enmpie, the Notification .N'.CESSOI|f Senrioe Profile defines an
awllution-level protocol to convey phone notifications to connected Aceenulv Devices.

Accessory supports the followlrq features:

on Amemory Peer Agent:
0 Gettingthe list of Accessory Peer Devices.

0 Getlingdaeflstufsewicesofferedhvtheaccesa-uryPeetDevioes.

o Idelltllylngtileavallolie senflces bemoan Peer Devices.

(See Accessory Programming Guide, Version 2.1.1 1}

21
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Samsung Relevant Devices also include Bluetoolli APls for discovering Network Services. See Samsung’s
Answers to IXI’s First Set ofllequesls for Admission, No. 30 (“Sanisurig admits that Samsung devices with
Bluetooih capability support Bluetooth SDP."). For example, Samsung Relevant Devices include the Service
Discovery Application and Profile as shown below.

Service Discov;er_\' Application and Profile: This profile defines the features and
procedures for an application in a Biuetooth device to discover services registered in
other Bluetooth devices, and retrieves information related to the services.

(See Samsung API Guide JSR 82- Bluelooth. Version .9 at 6)

Samsung Relevant Devices also include, for example, the discoverDevices API as shown below.
dflaonrfloviau

Dlsoevun neatly Bbuahoom devices ifany. Em Ls. daulees wllhln pmulrnltyha [no local am.-loo.

Saouluns

vale AtnrnwvbgmuiII-in-aumlqruuw-utr1:u¢..:<ns«a1Iu-tl cusuntalla-<L. eerie-u-1 Irn‘avfAllIa:|rP DI-I‘B'Cl11hI!kJ_

Trusmotnenmamaunaewceulsouvatv process. DOD0fldhgonm9DN\JfI§sMflBDrDo05!fl‘\0lDlhwi\gmotIo¢!urD|nvokhfl:
- Bruwoomfl-'scevUrDowcIs5oeousCaNoark.msramdr} - when I ulscewry process starts suzclaltuly.
- srm:ooJn£|u'soemrDowcocSocoos:CaNmcn|s.onaon'oolbono4'J - Mun any OWE! IS round kl In! process and ITIIS method I8 Iwflfld with In! ewlooirrIoI1'nwon.I1 no duties is found. Inl: -marrow will novorbo I.I1volIou.
- 5N:NDO.P|DfSa3vWDOviCl5SuCfls5CINDl€fl.ofld0n'OIfll‘6lppOIfIG!§ - M‘lOl'| I OOUIOI Q00! 01.! D1‘ proximity and ml: mcmod Is lllvcliild with In! IOGIIS 0|’the Quiet.
. sruaanqmDu'scamrD¢weaasn:eosacaNbock.annm's::edil - when a ulseuwry process to mnplabed.

(See Samsung‘s Web API Guide, “discoverDevices|i) xxxii

The Bluetooth Al-"Is allow Samsung Relevant Devices to identify and use Network Services provided by WLAN
Devices and vice versa, for exam u le as shown below.

22
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I Use Cases

Heart Rate Pl'l:IflIe(HIlP]
Profizas are high level definitions that define haw services can be used to enable an application or use case. For further
inI'orm.:tiorI on these profiles. visit: hnt‘.|s..-".-‘av.-ww.|J|uerooth.org_-WechnicaIxspeoficalionsfadopiedhtm .-'

(See SnrnsI.mg’s Developer Webpage, “Samsung BLE SDK”)”“lfi

Operating systems ofSamsung Relevant Devices may also include other service repository software components,
such as APIS or Frameworks relating to Wi-Fi Direct (P2P), Universal Plug and Play (UPnP), Digital Living
Network Alliance (DLNA], andfor reasonably similar protocols, which also provide mechanisms to identify
Network Services provided by WLAN Devices.

As shown below. DLNA uses the UPnP Device Architecture for service discovery and identification.
l'|I|I 1 -“T Yflllflhfll NIUODIWI

‘lbonnouogy uimunms

anarneum Iuunnuqva-F1 nu-.m Hoax
l¢)FlC.. lflN'9IJfi-Av Iflhlflidfliltiuflll

IPV1 file

IJIPDIIBTIII

u|=nPAV Elurcgglauiawlrlnil.

R¢Q|fl¢fl¥\¢0D‘3:l|lFDfIIIaTl'I'oM§

Hl'Tf-‘llululaltanvl . H119 Minna Denver}lu\91'| I00 RT’?

CE}-2014.! . H'I'Ml5

[VF-NA-l. CV9-EU-l CVF-'4‘

lllllllllIll
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(See DLNA webpage, “Architectures and ProtocoEs”)"’°""

The UPnP Device architecture provides a mechanism to identify services provided by WLAN Devices and
establish service connections, as shown below.

I nlnunfl
Dmvnr)-H 9In1muPnP'-sdqmngnuo-cayeunu Id!»-wnnn-Nutslunjmuu
-UOIIEHEIIRGIIIPI Oflilll. !'Ira|nfl1UIIIl7.€¢l'N|'DflllIInflNII4#NQflOI|r0fl}Dlitovifrflluflvb DUNN‘ BIO Hfilcflonfléflflflfllhflll-flfldlllkvtflflllfi.
calloltfitllhfiuooeovmnlnmu-«flea-Ina-at¢otvIrvN.vvunlIIn(S-IIDJJINN
cwllnlpnnllhlultonldocnmgnklflouelflj, uldpruolltauglm 3 mm emmi
guaondlnllyanumadanlunneuaj.
Duo-my In In Iunlwun l.l'nP nc-um¢_wIuruu-uianlnoooouolnnnoluuh. uh
urarucowrnvaoeuclonumoruoclounnuunuucuboumuaunuu-uh
nolwulmsatluly. unaaeunvunllluuuoatnlh-nctuuI.In¢trnrauo-urravuo-acallouulhnwulupouutsouuuuhton-euouvun-uantruoncuom fhnluuuunoml
o-eunoltomu-can uaaoconnr nuugocolulunpolw. uuuullannnelnu new
uudnuoroualIuuI¢In.:;.IaItrn.uIuvnAIyuIq\-iloalllu.niuuulonon
odaloauwnnnumo-idoouondlynnuuunlnutoullylucurunulouuvtooodco

(See UPnP Device Architecture 2.0, Sept 1, 20M at 18)
ilgnuu M: - Uouurl Ilultluaun

(See UPnP Device Architecture 2.0. Set 1, 20!-4 at 19)
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  iWllflllfllflotlidflllljliflhdfll .IIlflll1fl1l||$I0fd
neeessiyneuq-.nos¢IIna|df.heflteeleeCnfl.I.eIIIhneMen¢atuIunnneel .IayIlIilflfleuIrd|HI¢UIfluIIeIlbdIun¢en&fl fimu
nulunem MI nlicfljfl IN let A
fiseoauIeueouevllluid-euuIeIeovbcee.AmilI-eaeedeelllvedethlb-eeleIetenoetlenauduenidlleenuoruemameueeudldnotlnlaueleeucotveeot

E33i2§

  anus-cant:-undo-nlerlnnuin-ngnaneuflaneu-elnnpetihuuieueuc-.
elUI¢0ld¢Id¢neIIeI'ldInI.dl\-Ifiieeetcnelhnelntlblleflujetneefle In
neeueqauninleuuhlle-whemueuinenanrguinuguinuomncvuaunen
pen 1% or on Illa you shake up In: $iInI !iAII3OOR'I’.I.lFDlI.W hence! III
neiuluueevueupm Ilflietuuulu nnuuimgnao-uflnveu-deeereerunueu
lDKlk|PI¢OP$.?lDflI9flI|'fl|ll%l!lO6¢Ifl|IWllflIIflIbOflIII¢I'hI||hF
OIGIIHIILPIW OO'tlOIIIfl|IU|IIlllI1l|l3lOOOIlIOlIODII11"||IcflIJ¢D¢|l¢l\|fl0in-teal nemhIateeuneue¢uIlc0eII.MnIenI|euen¢MmiulteeneoeieIee¢Ie
filtfloflflfltiflelhteoflflfinnflflg flflflik I|hIiI|IIol|It.§II.Ifl.I.Hl.Id'|‘leIdIItl¢e.

(UPnP Device Architecture 2.0, Sept 1, 2014 at 19)

  be different]. The field value I)! the NEKYBOOTID UPNQDRG header field indicslee lhe field
nine or the B00110 UPNP ORG header field that as mum-named device intends 1o uee Ill
Inhale ennouneemerea arler adding I new UPnP-armored interface The fidfl uelue of MeCDNFIGID LIPNP ORG header Ield tdelniliee Ihe current eel of dew"-ce and service
deeclifllens. cenlrd perms can purse Iris header field In delecl. whether flier need In send
new deac.-tprien query messages The Hell! nine of tile SE.nRCHPOR'I' IJPHP ans I-inner
field identifies the Dell 81 which line device listens to «nicest M-SEARCH meeunee, conlrel
neinis cert nurse lllis header field In knew to which veil unieesl |iIv3EJ|RI.".H rrleeuuee shall
he sent These header fields are explained in detail eeiaw

(UPnP Device Architecture 2.0, Sept 1, 2014 at 2!)

 
1 .12 Dqvlce |YI"jhIQ - NOTIFY vlltll esdplellire
When e device in edded In the new-eds. It eheli inulticeet discovery nleeeeseee to eduerliee ile
tee! device. erw embedded devices. Ind Ill!‘ Iervicee Etch dieceverv rrteseeile shel cenleill
reur major zempene-nls.

 

a: A non‘! at:'on:ype{e.g..eei-icelypel. sentin In NY tnolificalien Tyeeilrnderrield.
III .I cempesiie iaeniiler for the aeuertiurnerit. nut in a List! (unique Serial Name) linearrule
In A URL hit more information about! the device (er enclosing device in the cue ol e service).

sertl m e Lflcnflflfl header field.
in A duration for which line advertisement is valid. sent in e CACHE -CONTROL header Iieid.
‘ro auwnigg iu cgggbililies. I device inultlceele s nunberel discovery messages Seecflicelly.a real device shall rnulticlsl:

(See UPnP Device Architecture 2.0, S t 1, 20M at 24}
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I |flhTIIHII|fllUII*|X"1|'Ilj&IIIlflRU%I3jOIIIC||$Cfiflfil
l|'Imflfl'II¢l|$OflIOOlO0Cfi\OoQ0«ICf$IIOfiIIIlI'\fi¢HbIlI|I|1Ifllltfllonlflfl
HfllillhlwflllullOID3¢'IflQIflI.I'lDU'flIlldh|flII0I'lI|DIIdOOdfl'\I0IO0lIIlI
Imflaahumoualnauiauuncucalyntuom-nnnuylouunuuluuuucc
DrholntmtlmlhuuollnluucnlulonutNuolliulllwarnbcolooomlcnowutlo
uuccoliha can uauoolvpnlhuu no-non nu-II ltlhtll-oorflulgr Mnouncoo I'MOdhllllfl Ill NI hill! U Iii CHI-I’! ¢Q$$fl I-0 Ililfflid CUIIU nbdlit. Thoto
munch nnuluuniounnnonnuinmuuuaomounu-Hmanu»n;ornrn
uuuhmvinolmunnuisculopucnaneatbvgmaaudnalnunogculnvnonlatran.
Ibcuaotlirvanamauuucolyunuuuquhcneuuunenuuuumnnhhun
prifiununluudflwunlfignboieallnflldnvwlolbnflflfinimpnludunhnd
I|eiu|pp¢Ih¢lypq.Iu'oun||q.Itloo¢£0IIfllflIvuIhnlatIM‘£uflo‘IUu¢1lIn1fiI|¢uflIoIIynrflInZIn«Inoufl|IIhcun9pIIhnnhnl.IIhIlIfl3Ta0uIIl|
|¢flI¢nflq|ipoudII\uiun.G¢NlUpu¢InIIIIvHO9Ilnflhnu|vI|Dfifl|IdlnIu
gaunt II alto II: III Illoffi Ifihhglur unluu bcmiuotllh Ifiuu-leuII%II¢
nqxdruuonhluigulngmehuuluulyuusundthulnlmb-orwluhn rm
onrlfltuucuwlvwllunnnnit!-nr|I|n'I‘nI'lM'nu¢o'urIco.uIIou-ulco
o¢v1nIunIhnRuDoIIIwrIIoI\'!'dIIIo'IuI¢‘uu\IcoIMooIIInI9IIIIahlloooonlabolflldttfllihflhfiltlotlllfl.

aaoounpulowrwnlcoirncniuuuournuiounoduueubntuunniununnu
Iflhfillikfldllfilflllflitollbllollltltflltfltfl. lloflfllfli-OOIOIMIIOlh0lWIl\IflIOI1EO£U$UHlMIlIlhII¢¢ifflONIiIhIfleIlIUlOrI¢IUI.lIIIhl
lI«&fIOU'£IU|IIflflwOFl!l5¢;VIO¢|fl¢&lUI%.IfiG|§Ifl&¢OlIIfi.GU||D¢flII¢
Ufilfil OI CONGO OIfl|I §1I ii IUGIX 1&0! ll“. Gilflfmk CIQCU
Qtflfltllbuldehehllfllillhflivlflflfifllodlfitdlrfltlulgi tlluflfilrfllolh
%IC%IIIBIIIfl@ElfllIXflIKNKKIhIlH&H\NlXfi16‘IIIX.IlH
utouleuttplmpurnuuuamhuaug-numalnbncngduunuqubuunluunuouttkmnlhlhfinuficmmfllonuhnnlhtflimkmhhnuflomu-IuInu|
lhoddincllhoflnlulflnvllolllleullilflflmshiunlnnnnztlluhnclltllit
nunal9,«.h¢avuucuvuInnon|b¢unnum¢mhaqua¢IumldAnueunouu|oo
auunun. Murinunun In um IUIII an mu-II in nor! - mint; .- path. -Ilnnnqnu
nkuhnuualllnndirflluuhunflvnuihbllortnnnntflnooflnuiruabdlqllflIIIFUID.

nu-umonuocmmn-um-uouruaummuun uunonnunraw
tall!-onrnlohlylocucttororonn-ulylohttuflhulfllencunglmloiltm-InIQCHIMMCHIMKWIUWTWHKW-|$fl€OfiCHI'Uflfl#flW£°fl$;L'M
'i0'¢\'ChO|XI|UU"UUI9¢lDI|II‘§“|UHC'I.'fINU¢0U|flI‘HBD'OO¢lfiI|H

(See UPIIP Device Architecture 2,0, Sept 1, 20 I4 at 25)

In addition or altematively, applications (including Sarnsung or third party applications provided with Samsung
Relevant Devices andfor downloaded onto Samsung Relevant Devices) include service repository software
components. For example, applications compliant with the Android MediaRouler and MediaRouteProvider
framework and APIS identify Network Services such as displaying and playback services provided by WLAN
Devices as shown below.
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l.‘.e<'|ia route selector
'.'.|‘\'na'J'.{‘ pt‘ x.-. |')Jl'.:n Ir-r.1'4'c ::t:u!eI n.u~..--v.:. nc.-.-t: kt .r.'.l-I.II:|c I‘w:Il.I -c..:.--. gnur-nor". .1 ::'.I c- -m-t.:o. a:.sI-.-,..r..aI.r_-....- ;

:<xx\'

(See Android's Developer Webpage. "MediaRc-uter)

.‘i.‘{X\ I
(See Android's Developer Webpage, “Mecli:1Rouler)

As another example. the Sarnsung Link application {fonnerly known as A||Share Play) includes DLNA
functionality that allows for service discovery including_, for example. by identifying whether the WLAN Device
includes a Photo sharing service. a music sharing service. El video sharing, service. anclfor £1 document sharing
service (as shown below).

2}‘
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xxx\'ii
(See Samsung’s Webpage, “Samsung Link”)

Share & play content
across smart devices

anywhere anytime
L.-u_-cu c.1¢\v -Icr.eI:s1nII‘: IUUI 0Ufll£’II
Inywhele n'Ip| ml:

min Ransunq um

k"""'!$;.

e, “Samsun Li11k“]““"“
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saMSuNG 1-ms

(SQ
wan-mow wa-ma-no

fin —

I ..—-‘.~.. .~.r<....1 ""“'fiI"°"'

i""L urns _!n:-...x,... In mm C-I'm

 

screen, are available.

change player to law: TV screen
Ennllnl an \ruul moan: flluscc or PC can In n-nu-an l'rnnI a I: mi N u-_rnn connncm-.1 to me mmnurwnn.

Mobdie
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(See Samsung‘s Webpage, “Samsung Link”)"’°""

Largur and claamr viewing vlrith SalnaungSMART TV

 

 

SEJE ' IWI.
‘:.m-.u-mg L ri .- uh.

{See Samsung’s Webpage, “Samsung Link")"'

In addition, Allsharc Play identifies screen and media sharing network services Lh_al are provided by WLAN Devices,

Share it on the

big screen
1'1-9 ll»: :1-:..1cs \1l5'l'U Sr‘-3| P?r)II\' Lu’!-9. !L-|I‘V¢":u
7» ring v.m~«- '.'rm .'i'.|.v\f*'-‘Jr .r:. ran r-.-.r-
-. rrr “.'l'.I ,..~..i .-.ur*.'.-nag ll'\fihi|I' n-wt H. r-)£il l.\

'.-aw 5:-an r‘-"- 5|‘-he vcu flwun: -.-chm |\l\(.’I.".
:v-d nun wm in.-rm .Il‘d'¥I|f|

 

(SeeS:iinsung‘s We.-bpage, “ailshare play Share & Play Toge1her”)““

As another example, Samsurig Relevant Devices include {he “Nearby Devices" feature, which uses DLNA to
identify Network Services provided by WLAN Devices via Wi-Fi, Wi-Fi Direct, or Mobile Hotspol.

30
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Once Nearby Devices [or a reasonably similar feature] is activated. Samsung Relevant Devices identify available
Network Services rovided b WLAN Devices, For exam le, as shown below.
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Setthefileasyuuriavwrite
W19-

‘mm on shuffia.

Hide the music play»! screen.

fieszanumecunmdrptaymg
songot skipto the pm-lous
songlap andholdln rmw

baclzwards quickly.

Playing videos
Selectawdeom play.

San |'.‘l.N.A-enabled

Mm-efouwardsor
beckwalds by

draggingthe bar.

Changescreen ram

Heslanthe currem
védzo arsktpm the
pan-iu.Isv|.deaLTap
andhdd to move

bachuuds auicldv.
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Operllhephn-list.

Skiptmherum song.Tap an-cl
holdtomuvvefon-:ardsqm'c|:Iy 
 Pauseandlesumeplayhxlc

(See Samsung Galaxy S4 User Manual at 75]   
 
 

 

 

adjust I11! volume.

Sklptc Ihe neat
wide:-Jan and hold  

 no more larwanis
numb’-
Heducethe size of
thevideoscmn.

 
 

 
 Pausearvdrntme

playback  

 
 

(See Samsung Galaxy S4 User Manual at 75)
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The Samsung Group Play application also includes a service repository component that identifies when gaming or
other Network Services are provided by WLAN Devices. As shown below, Group Play uses Mobile Hotspot
connections to create a WLAN.

Host your own games with Group Play

Hosting games Ior your friends is easy with Group Play Once
you launch the app_ players can t1Il'\E( create a group or 161'! an
existing one You don‘: even need an unit-rrvei connection Io
emoy Group Pub; Group Play use-9 Mobile Hotspols so Inst

3

EVEIYUIE SUI CDl1|'|E|.'l. EVEIT WIlhOUl'-i|'| |fllE"'EI CDI'|flEClID|'l \ 
xlii

(See Samsung’s Webpage, “Group Play")

Samsung Relevant Devices may also include other applications with service repository software components that
identify Network Services provided by WLAN Devices as described in various protocols and APIs such as
Network Service Discovery (NSD), Bluetoozh Service Discovery Protocol. Allshare Framework, Media C onlrol
Frame Work, Chord Framework, Accessory Service Framework, Universal Plug and Play (UPnP), DLNA, andfor
reasonably similar protocol or framework.

In addition, as shown below, the LTE Mobile Hotspot PRO includes DLNA functionality, which identifies
services provided by WLAN via DLNAfUPnP service discovery.

DLNA Tab

This In]: provides you with the ability In designate your
Hnlspol or a DLNA-compliant device that am share stored
inturrnaiion with other compliant devices.
‘nlisfeature worirsby sharing data stored wllhin an intemair-r
installed miurostl memory card. For more information. reler
to ’lrtrlaflr'ngrrie0pubnaImrl:ro5DMamoryCartI' dnpaue
9.

(See Samsung LTE Mobile Hotspot PRO User Manual at 32)

llXll(14‘)57l

33

34



35

Confidential - March 2?, 2015

  
Claim 4

The system of claim 1,
wherein the service

repository software
component identifies
whether the service is

available at a particular
time.

  

  

  
 

  

  
  

The system of claim 1,
wherein the software

component includes a
domain naming service
{“DNS”) software
component to translate
between a human
readable name and a
second Internet Protocol

{“IP"} address.

The system of claim 1,
wherein the software

component includes a
security software
component to control
access between the
cellular network and the

llXll(14‘)57l

The content corresponding to Claim 1 is hereby incorporated by reference. As explained in the “service repository
software component" of Claim 1, Samsung Relevant Devices identify Network Services as they become available.

The content corresponding to Claim I is hereby incorporated by reference. The Samsung Relevant Devices each
have a software component (e_g_, Wireless Hotspot Features and Android or Windows operating system software)
that includes a DNS component to translate between a human readable name and a second IP address. For
example, as shown below, the LTE Mobile I-lotspot PRO includes a DNS setting.

Nate: MS (Berni! than Senior] should always be enabled
when using Port filIerit'tg.Wi1IIoutDNS, ilis nal possible
to conved a Domain name {for exarnple. wwu\r.n1m.t‘.tJI11'I
to an IP address. DNS is used by E-rnatl. F|'P. and main-
amt: protocols as well as by Web browsers.

(See Samsung LTE Mobile l-lotspot PRO User Manual at 32)

Android APIs also include lnetAddres5, getHostrtame, and C Library which translate between a human readable
hostname and an IP address.
DNS caching
In Andtotd -1 EJ (ICU fi’.'d'Il Slim-ttIL‘l'1] and Hill?! DN5 clfitnq IIIS pillnrlrld ham by lrlvlkflilfss and bf he C lblily. which rr\¢arIIt'hi+1DllS I'll 5 could not be honored Lcttectly. In
lain relvapetst caclnnq I: dare Sold} by rm C ltht an.‘ and HHS TTLI. an mooted

(See Android Develoer Weba e, “InetAddress”)’dm

 
Claim 6

The content corresponding, to Claim ] is hereby incorporated by reference. Sarnsung Relevant Devices include
security sollware components that allow the Samsung Relevant Devices to control access between the cellular
network and the first wireless device. For example, Samsung Relevant Devices include sollware that utilizes MAC
filtering, port filtering, VPNs (Virtual Private Networks), Bluetooth PINs, ancltor adheres to security protocols such
as Wi-Fi Protected Access (WPA) and/or WPA 11. (Samsung Galaxy S4 User Manual at 121)
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first wireless device.

The system ofclaim 1,
wherein the second
wireless device is a thin
terminal.

Claim 7

The content corresponding to Claim l is hereby incorporated by reference. A WLAN Device is the claimed second
wireless device, A WLAN Device may be a thin terminal such as a printer or camera. For example, Samsung
Relevant Devices can communicate wirelessiy with printers via applications such as the Samsung Print Service
Plugin. (Sarnsung Galaxy 54 User Manual at 99) Samsung Relevant Devices can also communicate wirelessly
with smart cameras via applications and features such as the Samsung Smart Camera App, Allshare Play, Remote
Viewfinder, and i\-'lobileLink.

ult-
Remote ‘.'-e.-ifmde:|l|m:rVl'.\ ::~-t-:e ,cu- Lvruu wen n-«rare»

 
(See Samsungfs Webpage, “Remote View[inder”]”'“'

llXl‘l(14‘)57l
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The system of claim 1,
wherein the software

component includes a
plug and play software
component to load and
execute software for the
second wireless device.

 

: r - l"I.':-l:II|l"fll|".Q1"-":‘l
  
 

  

(See Samsun I Smart Camera YonTube Advertisement)“

The content corresponding to Claim 1 is hereby incorporated by reference. Samsung Relevant Devices’ software
components include plug and play software components. For example, Samsung Relevant Devices include UPnP
andtor DLNA APls or reasonably similar APls that may be used to load and execute software for WLAN Devices
that are compatible with DLNA andfor UPnP, In addition, Samsung Relevant Devices and WLAN Devices include
AllSliare PlayfL,irtk, Samsung Print Services. andlor Satnsung PC Share Manager software components that are
DLNA or UPnP certified and offer plug and play functionality.

The system of claim 1,
wherein the software

component includes a
PIN number management
software component to
obtain and provide PIN
numbers.

 
The system of claim 1,
wherein the second

118116495 1

Claim 13

The content corresponding to Claim 1 is hereby incorporated by reference. Sa msnng Relevant Devices software
components include PIN number management software to obtain and provide PIN numbers. For example.
Bluetooth Tethering requires a pairing PIN Code.

Pairing with other Bluetooth devices
On the Applications screen, lap Settings —- Connections —~ Blueinoth —- Scan. and
detected devices are listed. Select the device you want to pair with. and then accept the auto-
generated passkey on both devices to confirm.

( See Sarnsung Galaxy S4 User Manual at 68)
Claim 14

The content corresponding to Claim I is hereby incorporated by reference. As described for the “service repository
software component" of Claim I, a WLAN Device is the claimed second wireless device and includes Network
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wireless device includes

an application software
Component that registers
an availability of the
service with the service

repository software
component.

Service applications or software that are identified by the service repository software component on Samsung
Relevant Devices.

Network Service software registers availability of Network Services with software components of Samsung
Relevant Devices, such as operating system soflware (e_g., Android or Windows), Wireless Hotspot Feature
software, andfor other Network Service software, for example, via the various APIs, frameworks, and protocols
discussed in relation to the “service repository software component” of Claim 1.

For example, the availability ofNetwork Services is registered with the service repository sofiware component via
the Android NSD APIs, as shown below.

To register your service on the local network. first create a iii..i-i..r ii-1».-Iiih.ol'.IjeCI This obieet provides the
information that other devices on the network use when theyre deciding whether to connect to your service.

public void reglstersiei-vicetlnt port! I
H Create the Nsdservicelnfo object. and populate it.
Nsdservtcelnfo servicelnfo - new llsdservlceinfotl;

H The name 15 subject to change based on conflicts
H with other services advertised on the same network.
servicelnfo. setsei-v1ceNa|tie( "Nsdr.hat" J;
seriricelrtfo.setsenrlcelypet'_ht:tp._tcp.'};
servlcelnfo.setPor‘t(por't};

This code snippet sets the service name to "NsdChat". The name is visible to any device on the network that is
using NSD to look for local services. Keep in mind that the name must be unique for any service on the network
and Android automatically handles conflict resolution. If two devices on the network both have the Nsdchat
application installed. one of them changes the service name automatically, to something like 'NsdChat (l)'.

The second parameter sets the service type. specifies which protocol and transpon layer the application uses.
The syntax is "_-cprotoools._<transporllayer>". In the code snippet, the service uses HTTP protocol running over
TCP. An application offering a printer service (for instance. a network printer) would set the service type to
'_ipp._tcp'.

llXll(14‘)57l
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when setting the port for your service. avoid hardcoding it as this conllicts with other applications. For
instance. assuming that your application always uses port 133? puts it in potential corifiict with other installed
applications that use the same part. Instead, use the device's next available port. Because this inlonnation is
provided to other apps by a service broadcast. there's no need {or the port your appiealion uses to be known by
other applications at cornpilelime. Instead. the applications can get this information lrom your service
broadcast.ngl1t before connecting to your service.

If you're working with sockets. here's how you can initialize a socket to any available port simply by setting it to
0.

public void intttallzeserrversoclcettj [
H Initialize a server socket on the l'l£lt available port.
eserrvea-Scxlret - new Se:-versctketfiejr;

H Store the chosen port.
nLocalPcrt - aiserversocket .getLo:alPort[ );

Now that you've deiirled the usdsewicernfo object. you need to inrplenierrt the neglstratinntisten er-
interface. This interface contains callbacks used hymdroid to alert your application of the success or failure
oi service registration and unregistratiorr.
Now you have all the pieces to register your service. call the rnetiaod regi sterse l'v1l!e[ ).

(See Android Developer Webpage, “Using Network Service Discovery"}""'i

Similarly, availability of Network Services is registered with the service repository software via the Android
MediaRou1er and MediaRouteProvider frameworks and API5, for example, as shown below.

Creating a Provider Service
Themedlaioutcr liaarievuuukrrirmheolrleto discover and oonnecltoyoui medlaroure provider roslowariser
qaplloarrmrrtomeyotaror.ne.Ir1oidertodothla.rI-remedtarouter l'ta'rleworklooka‘orappstlIatdedarea
media route provider lntenl action. lllmerr another app wants to corrnecttoyou provider. the ftameworlr nus:
beol:ietoirwtri<ear'rdcor'IIe¢ltoiLaoyou provider I'|'Il6!ll3¢!|'K'-3F|1.ll1£dllIl<-2--utce.

(See Android’s Develo r Weba 03, “Media Router P1'ovider)"M
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ikbiflllpuifiuueuled Iupfilldfliuflllufllulflluuaefliilllfifiniil |:hflIIu|:IrpuI1k||Iu]I.&b¢drdlal HIHI\I:QIDflmmWfl|IW‘l
Iulnhfleulilfllqllnn
‘IN! Brena--0| u-nah run-wwuikl I: lath-noun Iruadunxlnmui unuyllu-uurem Inruhod In El: nmenl -...n.a-....m:.......,.n...._.r cndpuihha
An.I:J:..lolN'n._aowIai|- u.m..- -ml: nlc-mun! In-uul rad:-osrbrtnl-q ..-n..W...-....u-.....-.......-«.......u...« .;.».. . In with nrqancvutg u-gnu-a'I~.n—m1-:.-—....m : din..."

H3!‘ ptmdu timid mm: In dtuqlitollu-drmwnylfllleli by I1whIIImlI\q.m:-.n----->»n4.-.---u-a-uwmuua-.--ann--.w--nun-I! -dqiouunqlhr I‘! all lulu Ital I In
Mlmwlnglndlnulivl Ilalulddllwluliflllmlcootmdrtqnstiuulllsvulnloduulqfiu-n. -M-u: ur--n.byndfiimww-Innuawur--I>u::-vrsl-i-1!lurmnunu-«unwiu-».-u.:1.y I-wtrtrntrollu Intlnltbcllimuf-I'
Anmanlmaependnnurbeuscdplmlthmflwllhetcupcullanflcqmhfllwl piwrsx bvc«IIr|g-Mn.-o..eu u-1In..4-1.: Ioa¢¢IIlo!?Ir|o:«fl-Ivan!-u\«..lnlfioul.e
|lw'wnIIIhnhlnI¢euaIIil¢abIl;'hn|!UflIeIiuuuyrc9iIte:#Ino~=.- -.m-r.--I:--cm.--llonpoviammufln Mnutllenuoflnenunvdunilreghuutdul
wnufinpkuhufluuuchmfinlunawlulualuwmoneummflupounernnonuniuunnhulltglniiuilugtwnuelu

(See Android’s Developer Webpage, “MediaRouteProvider)"I‘""“

Similarly, availability of Network Services is registered with the service repository sofiware via the Android Wi-Fi

P2P APIS, as shown beiow. _
Add a Local Service

Ifyudrtprbvidinga |n¢:aIurviee.youneedtnxugisteriIfotservie£discover3r. Drnayuwlncalurvkzeis
registered. the iramzwudc autamnflcally responds to service discovery requests {ram peers.
To create a local service:

‘J. cream a HiflPlpSer'vi.r¢IrrFo object
2 Populate it wilh inI'ori11ation about your service.
3 call addLu:a15ervi.l.e(} to ragistanhe local amine for amino discovery.

(See Android Develo - -
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an-iP:pn.-mum assprov mel sloa \ml.It0I'|CllGClW| I WII eonyour evloelo
slolhingslflnediscoveusndcomecl Iopeeus Thefolbwing aclions aleavailnble.
Tobin 1.‘-r-.ri 92:1 Method:

inltiatiul} Iiegimesdnapplicnimvfimunnfififlumvutnismmbecdiedhefue
cfling any olher M-Fi PIP method.

mm-ant! Slartupccivtopcct Inorlneclion Mlhl device wilhlhe m1::if>edconfAgwa1'Ion.
uncaiconnui-U Cancels enyongoinq pet.-I-Io-peer group negotialion.
nau..u:onmu..r.a1 .1 Requests a de1nice‘scomec1'Ion IMEIIBSUOH.
.ru(-r-:.v-wet} Gealesa DEE!-ID-BEES qwup wilh lhecr.Ire1‘I dl.-vicesslheqouu ownel.
rocuounnirvl-ID“ fiumves Ihe cuucm peelvlopccn goup.
1-I-luenfirouninlnll Requests peer-Iopeer qnoup Nmrmlion
.m.omvuu:i Iniliales peer dnscoveuy
rgq-wttfin-rvlfh Requests 'I:hewII:I1l Ist uldiscovaled peels.

vi fifiinnmupr rnelhods in you pass in a listener. so Ihar the Wu-Fi P2P name-work can notify you acfruily of
the status or a call nreavaileble Hslenen inleulaces and me oouesporvdng emu-.u..n..« rruelhoci calls that
use Ilseiisl-enema are desoriaed in Ihe lolkmingtable:

{See Android Developer Webpage, “Wi-Fi Peer-to-peer”)'

As another example, avaiiabilily of Network Service applications (Service Provide and Service Consumer
applications below} is registered with the Samsung Accessory Service Framework service respository software
component.
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i
IX

fiuikflnmuflhnbfluluiaiuhnflotuiiullaflmumc
flnsuflufiulflerlflsirflwfiuunurlvflwblulidsseruniurfluuonhlfluflmfln
Sultsujl-oonaory SIIvlo:Fral\auott.l1IISIn|waAooII|orv5Irtdca Fr|IImIorkIluII1lasIII¢
afllluumeuuhlfludflnridfluwsufimfiwlfluudhrtmefilunum

(See Accessory Programming Guide, Version 2. 1 _t I at 6)

Availability ofNetwork Services is also registered with the service repository software via the Bluetooth APIs, for
example as shown beiow.

Service Discovery Application and Profile: This profile defines the iealums and
procedures for an application in a Bluetooth device to discover services registered in
other Biuetooih devices. and retrieves information neiatt-d to the services.

(See Sarnsung API Guide JSR 82- Bluetooth, Version .9 at 6]

Iiluotoolltflraifllfllibark
An abstract class that you use to irnplement tn... rnatlwiu 1 ti: calbeclts. You must extend this class and
implement the callback methods to receive updates about changes in the .|pplloa1ion'aie9‘st:a1ion stateand Bluetooth channel state.

BIuetootIIl9ea1\P|-I'«CI|>C imfiiuratt inr-
flepi esents an application configmauon that the Bluetooth Healm third-patty appicatian Ieglsiels to
corrmurticate with a remote Bluetooth health device.

(See Android Developer Webpage, “Bluetooth Class”)“
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Inmhg1InBhmxmHeflmAPLirshspMmmdnsmid1MnekeyH[Penmq)1sc

Dl.'.'$CI|pI|u'.H'|
Mole de1'lnedh1HDP.Asauu:eis aIIeatrhdevioeI3Iatuas'I.u1iIsrI\edi:a|dctatweij'I1
nca|e.ghcoseme1ei.II'ie|morne1e1.etc.)loesanandeuicesud1as mkidueidplinoeactablet
Aloledefined!nHDP.mHDP.as5nkisflIee11wIdevice1?It11eceiveaIhe medical am In
anandmid HDPa;)|)|5(3»l50lL|i‘|¢8il'IilisIe|:IlE$¢nfl{ihyI
5'IIll'ioDl'InHclllI\App€DlIfi|I-raiiun cbjeu.

i.fl'Ihite't0fiI'lIh¢l'iIdole|§§1_til'8:-lujllhflithc.
Hefustonpetirngadwmelbememalnahhdevieeandawnmdaieeeandusan
Mdmidphoneal tflalet.

(See Android Developer Webpage, “Bluetooth Class”)“i

Tnuimauniflnllvnlmcdwdoisutduwwnlobjnurnluglaflnfilfiuwltwwltfl.
&mwdWdhkfiuI.ww.hflmUI lflmmdWIe¢Wr
IppnIeJ|IdunenIl'IcnvvieniieoIIIIcnn1.Fa|IuuInp||:

uulnnnppbuuunulirennloltnnonnflllsnlnzlnawnnnaanafirnrsuuunltua
unamuupnpunnuauueuaetuiniuno.

See Guide and Hints for Samsun
'Clain'1' 15

The system of claim I, The content corresponding to Claim 1 is hereby incorporated by reference. Android’s Wireless Hotspot Feature,
fimherin com risin: for exam ‘ ‘ ‘ . . Relevant Device.
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43



44

third wireless device, in
the short distance

wireless network, having,
an application software
component to obtain the
service from the second
wireless device.
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A WLAN Device is the claimed second wireless device. A second WLAN Device is the claimed third wireless

device in the short distance network. The second WLAN Device includes Network Service software components
so that it can obtain :1 Network Service from the lirst WLAN Device directly via short range radio signals [e.g..
Bluetooth, Wi—Fi] or indirectly via a Samsung Relevant Device.

For example, as shown in “service repository software component“ for Claim l , a second WLAN Device can
obtain Network Services from a first WLAN Device as described in various protocols and APIs. For example,
Santsttng Link (formerly known as AllShare Play] includes DLNA functionality that allows a second WLAN
Device (e._g., a Galaxy Note tablet) to obtain Network Services from a first WLAN Device [e.g., an Office PC) such
as a Photo sharing service. a music sharing service. a video sharing service, andfor a document sharing service (as
shown below).

(See Samsungfs Webpage. “Share and Play Content across smart devices anywhere any1ime“)““

43
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5:-MSUNG LINK

WK: iiuwiie web up-pot

j -

;' .;. xi PC =.-..-is ium

“-4 It— I':_-:- ____
HD1959-M 3D.HDD Gal-K)‘Lanna

——-. -- -
(,3 iii

The system of claim 15,
wherein the first wireless
device includes a service

logical driver
corresponding to the
service, and wherein the

application software
component uses the
service logical driver to
obtain the service from
the second wireless
device.

llXll(14‘)57l

Claim 16

The content corresponding to Claim 15 is hereby incorporated by reference. Samsung Relevant Devices include
service logical drivers that correspond to Network Services and that are used by application software to obtain
Network Services from WLAN Devices. A Samsung Relevant Device is the ciaimed [irst wireless device. A first
WLAN Device is the claimed second wireiess device, and a second WLAN Device is the claimed third wireless
device. For example, as shown below, Sarnsung Relevant Devices include the Samsung Chord API which includes
a service logical driver corresponding to a Network Service. Application software components use the service
logical driver to obtain the Chord Network Service from WLAN Devices.Ct-we d.‘|-:|~‘\"S \«'L"|.' ::- t'.:is-Iv cl-.-w.»IJLi local :i—..’r.ir.-uitio-i-sr-..:iiing oD|,'i.csliOrI', flex-ices iunni-ig -!Ir.on:-cased .:|[)plIiIal.-DI‘-5 rotate

e.I(h f.‘l|Ir'.'| us:-i:_i ‘JD-P-Liir.-Jixi: r-Lust-<1 tiisco-.-eij.-_ .3-id ‘.r'.eii use .i T'.. ‘IF -i.i.i-',ea |_>-otoi:oI :'.t.trk '.c rrr.-ate .i Ic-Iiaule Ict'.\I r>r_-e-.-
10- or-_-r -.'i_ii~imui~i-:3!--_\ris r '-i sfnoirt-base--:1 5oo!ic.t'.ii:-ns use ['1 -4 .0 share (Lit-J ||l{'L'G'|"§ :er: inessngi-s. :Jii‘-oi_\-
-"'-ussa:_1t=s and lite‘: with 5-iletteu .-nernb-_-is or Il\L‘ iieawoik Eli-Jid 'u"_'f';|L"l- . \J ant! a|)i_\':e .5i3|2‘ J"E‘\'l 5 you ‘.0 use L."'JF'-based
:Jri:itoci.':| stat! to transit.-r t--'*e-5A_=:-isitiv-2 data iii-:-'uc:ini;i video E-JUIO or game

   

‘U'\|I'_»J|| U>E Chr)'LHo'

- Bisccvsr dr—i.-.:es i|‘OriE5l
- .n~r- at-.rl .-eeve "}i~|r.-HF rri.1nr~i=.s
' :l"..:iIe ir"oi.«—-at~oI'i b‘, :eii:.i.r'.g ant: reizsr.--i-.9 do!-.1 arid tiles.

(See Sarnsung‘s Developer We-bpnge, “Chord — Programming Guide"]""
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The system of claim 1,
wherein the service

repository software
component identifies a
class. attribute and
instance of the service.

 

1181164957]

The content corresponding to Claim t is hereby incorporated by reference. The service repository software
identifies a class, attribute and instance of the service. For example, the Android Network Service Discovery API
informs application when instances of services are found, the service name, and the service type or class.

The NSD API uses the methods in this interface to inlcnn your application when discovery is started. when it
fails. and when services are found and lost [lost means ‘is no longer available‘). Notice that this snippet does
several checks when a service is lound.

 T. The service name of the lound service is compared to the service name of the local service to determine if
the device just picked up its own broadcast [which is valid}.

2 The service type is cttectoedt tc verity it‘s a type of service your application can connect to.
3. The service name is checked to verily connection to the correct application

checking the service name isn't always necessary. and is only relevant if you want no connect to a specific

 
 
 

application. For instance. the application might only want to connect to instances of itself running on other
devices. However. it the application wants to connect to a network printer. 'it‘s enough to see that the service
type its '_ipp._tc;i'.

After setting up the listener, call dl5cotiIl|I"nrv1(II( i, passing In the service type your application should look
for. the discovery protocol to use. and the listener you just created.

 
(See Android Developer Webpage. “Using Network Service Discovery“}"'

This code snippet sets the service name to ‘N sdCi1at"_ The name is visible to any device on the network that is
using NSD to look for local services. Keep in mind that the name must be unique for any service on the network.
and Android automatically handles conflict resolution. If two devices on the network both have the Nsdchat
asplication installed. one of them changes the service name automatically. to something like "NsdChat (1 J‘.

The second parameter sets the service type. specifies which protocol and transport layer the application uses.
The syntax is '_cproto-ooI:__ctransportlayer:'. In the code snippet. the service uses I-TTP protocol running over
TSP. An application offering a printer service (tor instance. a network printer] would set the service type to
'_ipP-.169‘.

Nole: The International Assigned Numbers Authority {IRMA} manages a centralized. authoritative list ol
service types used by service discovery protocols such as NSD and Bonjour. You can download the list from
the IANA list oi service names and port numbers. If you intend to use a new service type. you should reserve
it by tilting out the IANA Ports and Service registration form.

(See Android Developer Webpage. “Using Network Service Discovery

Android also includes Bluetooth APIS that allows compliant applications to “connect to other devices through
service discovery." (See Android Developer Webpnge, “B1uetooth“)“"‘ As shown below, the Android Bluetooth
APIs identif services In class.

45

46

 

 
 

>>}i1-‘i

 
 

 
 

 

 
 

  

 
 
 
  

 
 
  

 

 
   



47

Confidential - March 2?, 2015

Glass Overview
fieuemuusiuuuwlldnu.Ididldeuuheuqe-Ie:IldIuauaimcIIsde|puaiiu¢solndeuIce.Fuurnplaualnnoolhdluwilqncwuugzluiundcerypeuuiuapturr.
aom1:ua.uhe|¢utlIdudunmh'|cm|H¢a!uIvioumdI|smdinutdapluny.
Ems Bhnlooth thusnaolilboseaolzaoolmotesmlcedasstaanduncttyandewoedass Theda-Iioeclus-3 Iutlheu hrwendaunnnlomngouutdlmu dhnoedtsstunmnenls

Ii...n.m1-c 1.“ in usefjas a hint Ioloufltlydesclile a detllcetfu ezmpla lo show an nncmn I11! LII], but does nalleilahlydeifllsenhdl Bluetouth pufllnu sennces uemltfliy
swpulrdhy adn-Ice kccuate ulna tiscwny I! done rhrmltii SOD Inquest: Mudi ale mnmiahcafly peufurnqd Mwnclanlnqnn RFCflMM sachet wilh
. --.t.IIro¢.m4u|.n Ins". "Halo: a- nun-:|:I\ I'|d1Inu-«Univ '1!:'oIdniIh$ar-ulz-!Iconl[5I-In‘, L1-:I:-3
Uitgulriwvt-m11.£|nu 3 totrtlutvetheciassfotaleninreutvtc-e

(See Android Developer Webpage, “Bluelooth C1ass”)"“‘"

In addition, DLNA and UPIIP allow compliant applications to identify services by type, attribute, and instance, for
example, as shown below.
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Int: I-l — Inna Inn:-Ivy -nnngu

IIlvfluuIuPIIl!-In
' lohnull-olflnhnl l|‘|I$lll‘IlII$IOQIIInI‘lfIflIlQlfiOOlIIl«mun
IIIKIIfiI1IO}IIOITf$fiII3&*IC'IOCXI‘|'I“$IGH$
U'IIl.bjIlIII.‘I’dUUPHj Ilmfllifilflilfifllfiflfllifii%£.2al'np$nInIIIIflQ|'pD\lflxmh|.ljhnnIIhott|souIoI
~'I'§OOI'|‘IIlnQ1I$IfiU|H%'ITll'|Ilfl\IUIlW$lC.IIOGI.I'IIIIIumeoolllhuniouruutypntliouuuieul nu Illlouonriu;-.5-nounuc lhh
IIflIIII«fl|lIIflQIIIIflllDIIfllO\6$§}IflUlD&Ifl£¢I!UXlCI. “III
uunqnuhltbowlnudunnbfinilhnotvli-¢aIIuIiauo|Il.hQ!lnn.ovnuIuI4Ionnutk.nint¢hohIIou':utei|IoItIH¢infllw|IIINnDlDbIflfl!o.
tuamuwnrauuuuuunornuunnunoulonuynunnuunonua-uhruuuwuumdchuvulrubvuen-hdluuunhclbflohonuwmltuulonu
uunuuoouw¢Nu.h-c-uannaauuonuvuhu-uuu!uHhu'nnmc'IUU¢nI-wicnumlnouy-uumzmnomngnlmalinuiuurohal Inhdflotduutnvannual-Ineoon-¢nmou.:uwII|¢IInmnI-nocnafllrhn-vuulnfonrucou
no-neculunowalullluu -unugmuu-ruulu ununnnoluluul-a-uutunolnlq
IIQ|l|ounII.hltIIlf|llI3lIo|ldIUIIlylIIn|1flflI|IhlIIInuvInIIhI\ ru-nnnamitneunonnenunouhantgnrmn't'uI:u'.nmn'uu-nnuuaanuan-onnuunnlIwo¢IIvo¢Ion'rnI'Inn'Auuo'nuu¢a.fl\ooonnIo¢uaIuIIb¢oovIIaouuuornun-Iuoucluuolt
a|%l0IU|.”'Wl|IO‘\UCU5“FO¢\‘||IO0C'IIUD5IUCIbUIDOfl.“lll'W
Mlnonlnletnone-nnnanolvunuualaouconlau unlit-I1-non -ulalu-leluclollnnutllulnultfluoeulcmlusnnothncairllllllhIuusnrirloneollluonlltl
tI|UIodIldIu|dI|duu|N£:.|ofiudurIIUI.Iqa|IIuUQdalq.ooI|IIUIhI
onmunuaouiccnuntnnanupnnn.-sauna-cums: Gutuipamnn
w-Iuuolholdclhuscouinlhltiuwwlnlfituulowotiilvcounagv unusua-uuordeulnnuuaoluluuonooluovlnoauuonhlnlannllnualtunnnic
uyvlsullg-Ionvdwlorl hiunauuuunanunnlloboanng-1-ncnnusouubovoofllh-until-cumUIDOIOIRI".DQ4‘~OIfllfIOU\¢HCflINIlUlIU|“‘llI&D$IIIIl‘QiOCI€CI
I|flIIIlOlIl@lOffllflfiIIIll|I¢r¢lIlU§\.lbHI%O&|ll'IIIIIflIIIICI'
oimahIIp.AAun.unuIo-mtnnodthllulloodwloownnflluuodnnoalouofltflIUIUh.‘0hflIOl|0lHl|I5OUI|I|IIHO0|C§O|CHflCUa-UHBGX-'§'VUWI
i*OOIlKiHfllIOIl¥¢TIOO0lHUUH0IO¢I0IOID¢IIC9\OfIIOiUDClHI0DU0II0ll
nlflioto.
'0'!I“‘I’I.Q|W@H‘OOIUlUIl|Q|§III|‘|lIfH'IH'U‘N§I|‘UOOlIflO'00D
IfiHUflI {KI}! iflf-llillllififllfiflwflfi IBNII. fllflfil Ififlfifillllfll flilflfill
loolnllvunonulltolimnvap-nl'nuIlfi unnntodnulniounu-uuuhaulnfiyulin Ilsa
I-olpp-tdounho-It-nmoutv-nuunmurulunlurulngonduihornn-aging

(See UPnP Device Architecture 2.0, Sept 1, 2014 at 25}
Claim 23

The system of claim 1, The content corresponding to Claim 1 is hereby incorporated by reference. A Samsung Relevant Device is the
wherein the first wireless claimed first wireless device. Samsung Relevant Devices include VPN soflware components. For example, the
device further includes a Samsung Galaxy S4 includes a VPN software component.
virtual private network VPN
(“VPN”) software

componem Set up and connect to virtual private networks WPNS}.
{See Samsung Galaxy S4 User Manual at I21}

llXll(i4‘)57l
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Claim 24

The system of claim 1,
wherein the first wireless
device further includes a
firewall software

component.

The content corresponding to Claim I is hereby incorporated by reference. A Sarnsung Relevant Device is the
claimed first wireless device. Samsung Relevant Devices include firewall software components. For example, the
Samsung LTE Mobile HotSpot Pro includes a firewall software component as shown below.

For! Fonnrartling Panel
Port Forwarding allows "morning tralltc [from Ihe Internet} In
beIorwardedwananieu1nrPCuH|ev-oemvotiiocal
ttl|1.I.N.lIorrrie1ry.moomi1i;tratficfrommeIne1ietishIoclwed
by the firewall.
‘mneen Inusefiarl Forwarninglnallow Irmerneluserste
aooessnlziir-qstuvioessLich=sa\htet:sarver.FI'Pserver.
E-mat server. etc...
For some on!-ne appiieatms tsuch as games}. Port
Fumtadkig must he used In order for the game In runclicra
oerretray.

  
  
  

  
  
  

  

  
 (See Samsung LTE Mobile Hotspot PRO User Manual at 35]
 

  
In addition, the Linux kernel within Android includes the netfilter andfor itables firewall.

Claim 25

A system for providing
access to information on

a cellular network,

comprising:

   

Although the preamble to Claim 25 does not limit the scope ofthe claim, Samsung provides systems nndfor

components of systems for providing access to information on a cellular network. Accused systems include
Ceilular Network Devices} Samsung Reievant Devices. and WLAN Devices.

 
 
 The Samsung Relevant Devices provide WLAN Devices with access to information on a cellular network {i.e., on

Cellular Network Devices) via wireless radio signals (e.g., 802.] I, Bluetooth) and cellular radio signais. WLAN
Devices connect to Samsung Relevant Devices via short distance radio waves using the 802.1 I andfor Bluetooth
protocol and use the Samsung Relevant Device to access Cellular Network Devices.

 
 
 

 
  For example, all Samsung Relevant Devices include Wireless Hotspot Features. With the exception of the LTE

Mobile Hotspot PRO and the SC}-I-LCI I 40 Mobile Hotspot, all Samsung Relevant Devices include the Android
Operating System version 2.2 or greater or the Windows Phone Operating System version 7 or greater. These
operating system versions each include Wireless Hotspot Features. {See Wired Webpa e, “Android 2.2 ‘Froyo‘
Features USB, Wi—Fi Tetherin“"": Windows Phone Webae, “Share in Connection“ )

 
 

 

'° “Cellular Network l)cviccs" arc coinputcrs or other ttuvicu.-s that I‘unction as application (cg. Link server) or other cellular network servers. including those
owned or operated by Sainsung or third parties.

llXl‘l(14‘)57l
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The Samsung Galaxy S4, for example, includes “Portable Wi-Fi hotspot" feature, which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection. (See Samsung Galaxy S4 User
Manual at 121}

Similarly, the Samsung ATIV S Neo includes an “Internet Sharing“ feature, which allows WLAN Devices to
connect to the Samsung ATIV S Neo via Wi-Fi and use its cellular connection. (See Samsung ATIV S Neo User
Manual (Sprint) at 6!)

The LTE Mobile Hotspot PRO and the SCH-LC] 1 4G Mobile Hotspot are each themselves mobile hotspots with

the primary purpose ofproviding Wireless Hotspot Features.
a first wireless device, in
a short distance wireless

network, to provide a
first short-range radio
signal; and.

A WLAN Device is the claimed first wireless device in a short distance wireless network {e.g., Wi-Fi 802.1 I
andfor Blue.-tooth network) that provides the first short-range radio signal to a Samsung Relevant Device. WLAN
Devices connect to Samsung Relevant Devices via short distance radio waves using the 802.11 andtor Bluetooth
protocol and use the Samsung Relevant Device to access Cellular Network Devices when using Wireless Hotspot
Features or providing, other Network Services via Wi-Fi Direct (PZP), Bluetooth, or reasonably similar protocols,

a second wireless device,
in the short distance
wireless network and the

cellular network, to

selectively transfer
information, including
lntemet Protocol (“[P")
data packets, between the
Iirst wireless device and
the cellular network in

response to a security
software component.

A Samsung Relevant Device is the claimed second wireless device in a short distance network and the cellular
network. For example. when the Galaxy S4 is in Wireless Hotspot Mode it creates a short distance Bluetooth or
Wi-Fi network and is also in a cellular (e.g., GSM, CDMA, or LTE) network. As another example, when the
Galaxy S4 connects with a WLAN Device via Wi-Fi Direct or Bluetooth PAN, it is in both a short distance
network and a cellular network.

Samsung Relevant Devices include security software components that allow the Samsung Relevant Devices to
selectively transfer information, including Internet Protocol (“IP”) data packets, between the WLAN Device and
the Cellular Network Device in response to the security soltware receiving proper authorization, For example,
Sairtsung Relevant Devices may include software (e.g., Wireless Hotspot Feature, Android, Microsoft Windows, or
other Network Service applications) that utilizes port filtering, MAC filtering, VPNs (Vinua| Private Networks),
Bluetooth PINs, andfor adheres to security protocols such as Wi-Fi Protected Access (WPA) andfor WPA II,
Wireless Hotspot Features also have an “allowed devices" feature that can be used to limit devices allowed to
utilize the hotspot feature by MAC address. For example, as shown below, the Wireless Hotspot Features oftlte
Samsung Galaxy S4 utilize WPA2 PSK.

llXll(14‘)57l
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wherein the second
wireless device includes

a service repository
software component that
identifies a plurality of
services, in the short
distance wireless

network, associated with

a plurality ofvvireless
devices. and
wherein the service

repository software
component
searches for a service, in
the plurality of services,
to be used by an
application software
comonent stored in
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Samsung Relevant Devices also include other security software that selectively transfers information based on
proper authorization, for example, application or Network Service passwords such as a Samsung Link password.

IP data packets are not transmitted from the Samsung Relevant Device to the Cellular Network Device unless the
proper password is entered authori/.ing the WLAN Device to use the Wireless Hotspot Feature andfor other
Network Service.

Samsung Relevant Devices include service repository software components for identifying a plurality of Network
Services in the plurality of services provided by the WLAN Devices. The Network Services may be utilized by
compatible Network Service application software stored in WLAN Devices.

As explained for the Claim 1 “service repository software component,” which explanation is hereby incorporated
by reference, Samsung Relevant Devices include a service repository software component for identifying a
plurality of Network Services in the short distance network (e.g,. Wi-Fi or Bluetooth network) associated with a
plurality of WLAN Devices.

The service repository software component also searches for a Network Service in the plurality of services to be
used by a compatible Network Service application software component stored on a WLAN Device, for example, as
described in the various APIs, frameworks. and protocols discussed in the “service repository software component”
For Claim 1, which description is hereby incorporated by reference.

For example, as shown below. Android NSD APIs provide a mechanism for searching for Network Services to be
used by application software on a WLAN Device.

50
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the first wireless device. Discover Services on the Network
The network is leerning with life. from the beastly I'lllWI>lI< primers lo the docile network webcams. to the
brulal. fiery battles al nearby tic-lac-toe players. The key to Iemng your application see '.hIs vibrant ecosystem
ollunclionalily is service discovery. Yourannllcaiion needs In listen to service broadcaels on Ihe nelwcllt lo
see what services are available. and Iilter out anything the application can't work wilh.

iIueu:vieereginra1ion.hauI1ruute|:s:eeuinuupadiaouvery Iialenuwiihtherelevant
oaIbed¢o.andmaldnquain9Ieeeyrselro1'n:uaAPluItn arm-.w..—».m.im(;_
Fiat. instantiate an anonymous class that irnplemenls II-.69-agr-r—.rIm-on-er\«I lareni-r The iolluwing s1'I'p1:e1
shows a nimble euuamule‘.

(_See Android Developer Webpage, “Using Network Service Discovery”]"“Connect to Services on the Network
Mnnywapubimfiunusueemne-emukmwueauhmmfmdaanfiuuuoomecthu
irIl'oI11Iau'nIIlanl|a1 aeI\IiI:e.In'I|gIl|e-.w:..»':m,-..\-:1 Inelllnd.lrmlenentaun.;uu.,..-.x—m1..Lm--wrw
pea:huothiesnallndlsduaaitlogeterraaserumlnrnnulnaiiaigIlieouualectlarihlurnaliull.

wilt: raid lllitialitcleyalxi-elletaucrll l
u-luulvouuo-ui-r - new Iluvlur-eavlr-I-nelvutlito-u--il l

flborrllh
pdtlit vulfl wikesolveiallldlfltfliervicelnfn u-I-vln-Infu. int error-Cudrl {

rt tilled arm: the ruolu rain. ms nu» ovvof min to «bug.
ie¢.o(m'.. 'lIIu}vu «.41.-r . ..-we-(ea-:I-.

J

pour-«inc
public voill oIISIr'|Il(aIoIulIIOI1[N|dS-Il'Ia'(IIIND aura-icclnfol [

l9e.oET.I6. ‘lhnelve some:-cod. " 4 nrvleqlnfah

it luv-viutnfn_pe5orviui|.ino{}.oqu1i[-s.u-«-icon;-:11 {
Lng.d:tan‘-. ‘Sn-0 !b_‘.'I:
rlhu'II'.

1
litre let I an-vi «Info;
in: I - -somco. Pant

'r

flneflewfiahlud-e¢yulqmEuIbnIeodmdn&kd&m1eeW¢n'uhI1hfl.flimmPd&eurfl
putmnheI.Thhhnu1nIr|gywMedmuemeyulmnImtwukouIndh|Ilaunamioe.

(See Android Developer Webpage, “Using Network Service Discovery“)”‘“

As another example, as shown below, Android MediaRouter and MediaRo1ueProvider framework and APIs provide a 
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mechanism for searching for Network Services to be used by application sofiware on a WLAN Device.

Creating a Provider Service
Themedlanuuieu Ilaiiizwukmuuheahlelo uisixwu andconneeuoynu rrndiauloulepumrldutoalowouteu
appllcailonn to me your mule. In order to do this. ihe media miter namewurlt looks ‘-oi apps that declares
rnedmoute OIOVIGQI intern aetion.Whenano'd'nr eppwnnte 1ocorrnec1 toyouu pvovideI.lhe rrarnewollumst
beaHetoirwnhurdconI1eclloiI.aoyou piofidu miutbearvcapatiialedinuunu.

(See Ar1dIoid’s Developer Webpage, “Media Router Provider)“
Iniefionoinenivdons-uinodsoniliullldminullnudillntuulumrmiihmqplcfimhmlouunepouunanlyinhaednmuaaevwewnhtfllnwiuflmdl
mnuwalqnolnliuisullilnywun
"fifllfilfifd lN|lfil|O|llFD'flHlllflfl$¢UVH llflfllllfliflfllhll Elilbljlllttlllllil Ifirclhfflbpflflltlllntl >nn..I;nI..a1J|.-...-.-.ra..,.-.> fliflgifllnlll
-....—‘.\..........-u... .......-um rmmuua nun emuuancaq ...u..............«..........-.... -.....u.......... -In rum |I|ecuI¢n‘lI|u I.-qmaaaihoaidauldrgvxdnv lallnmu

fluspimtdadnidwlkfiiiudilngnvoiludticauuyleqineuuylnukcmmng gm....y..n.-an-.»...~.u-air...
Iilelipinqlualnmu Iinlnddlholuafieimlrcetuolreepesisuulllswhnnciwlqesuuai. .-;----.i 1..
--elaln-um.»-1--.J.. .I--uh-tr-:-eu.. for I|1lIIlI|IlII'I.lIn!

 -<-...-:w».n.;u.-- udmdnwqlmmallulumuln
.. byIrw|arIi1I;ing.-.r-uuI.....v.:1—n-.::--nap...‘-lareluna 

Alnfloluunzpronoun«I1beLru'¢ptmleI1'wILhnDI¢sonp!ol|IrI¢¢q)pkaIIorIpioonIb1I(&rIq«-ru.uweu .-nv-.nm-.- ho.|di'lIllo|hcmIl-I..1uI--..1¢- Mllnhaulz
gun-nanuquuununmuucgueuugwutappuniw-uyuuunuhgoma.a-........~......-:......iuuupuuuiarhnuamr.wauau-cnneamanupuonanmcgpuuaeaua
-usaounouimanmmnunnumanumumantuwumuu-uuuaaiuuma-'n-mu-Iuunnmqmmaaqumm

(See Android’s Developer Webpage, “MediaRouteProvider)l"i"

As another example, as shown below, Wi-Fi P2P APIs provide a mechanism for searching for Network Services to
be used by application soflware on a WLAN Device.

52

llXll(14‘)57l

53



54

Confidential — March 2?, 2015

11|eumnnu.«....— uiassptovidnrneuwduoaumvywio ‘mime: wilh 1hewi~r-1 hmimaeonynu at-rinelo
daI9inqsIi1t.edsuuwII1duoIIIeultopuIs»Thelo|Io-«mg acfnom ac avillblez
Tflh 'I.Wi-Fi WP hirthofl!

frH?II‘|Od Descnpn-an
1..m.m.n fi¢gis1eI:Ihe.mplica1hnvi1hIheW'rFIfiamrwn1kfiismJs1be:akdbefoIe

calfrtgallyotheu W54-'lP2Pmethod.
ca-..mu Slu1sapeq-topeetcomectianvdlhndevicewiththeaatetifiedcnnflqsumion
cunulcou-uni) Carndsllymgni-ugpceldu-pan g1o1.pr|egot'hau'on.
I1-qunltalianctlnfall nequescsadexricfs
c-nut.-aorta Oea1e:ape¢I-to-peeloiwpuflthlhecmlelminéouslheglwpownel.
ruin-id’-rDIIII(] Remains Ih! culenl peel-to-pee: gloup.
r-.quuu'.-uq-,m.Ia{J W“!-IE-'-lipnl-Iu~pee| guu.|pu|lu|m|u'oI1.
uiiimuvflinrsfi
--q..mv..«--I) Remluullleulluiliuldcinomeredpeus.

I'J.liP2INana;1|- melhodslet youpass in alisIeneI.soIha11he Mfi P2P Iuamewouk can no1'rfyyou activ-Ry of
lhe slams all all. The avilahlelislelntl htuiaceslnd lhamtlespulndnng unlnzan-unagur mdfndcallsthat

use Ihelislmss aledescuibedinlhe lollauivnlahle: A ‘ Ix
(See Androad Developer Webpage, “Wi-F1 Peer-Lo-Peer”) "
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Discoveving peers
Tudisewupeuillutleirflnbkwauuaenlmelluuxaurvursij lndnaeclivilnhlepeerullulloil
rmgnfmcdvauisnneumhumdnmomuunnnennufainbcenwufimledwpwimiuuan
winu-sum“:randnu-.u1..m[Jifyuuuulnlia-nan:-rm-u.«.nuua—n.:——r.11unc-mum-urpnneumd
uiynmiflloymlluludinwvuwuouumuafldudauiwtuwiolwiflumlfiuuhunuuumflmmilimndiuoomtflilrp

vlinaget-.dluwe1'I'fir§[(huIMI. MI! h‘lF|F)D|uIu¢II-.lnleIIl19IMIII'(l 1
pawn-In
public and nnhccusfl I

P
fin--In
vhbllc and nu!-1I1uI'l{lIIt I-Inulllndol 1

I
H:

II unenmmry muss suoccealuudmdn neflaflw mm: Incueula me
um I v:v_v(rIs _nunaD_u uuulvelvnwll-cil ya-nun Inlen Inc In unwew momervooolama IISI of
men. when 1-nuvendiuariun luoeivn III -x:n_n2o_auns_(-uuuo_n( rlfltiwuvlyulzan rupesl a Isl ul up
dancer.-and pun mm r-mmwo-«I 1. The lollnmq and: mum Imu-to snthi: up:

Pu-rrLhIllalI0or -you-u-r|.1nunom-r-:

1! lIIflP2DHl|.Ig!I‘.I1Fl_P!P_Pllfi_(PII$lI'l_A(Y]l!4.tqu.I1!(l€ll§1l)I| 1

H rfllnlut Ivallablo ours Ina the u-H1 F1! -uuur. 'l||l\ Is In
H nylsdrw-mus call and III: nlllng nil:-J1; In mulled -uh a
H tailback on PnrlJst||tIouor.o1IPnr9-Iualahltil
1!:-tun.“-n. .-am I

m-n.q_pr.ruquutPeqr:(u(Iu.rno¢-1. -ybnrlllulslunri;
I

The HQ-uIu'PQQr9l I method I: also Itfiltllcndlulld can nolnfin-our Il:1i\'il)' when | [-31 olnnrsia wallahlc
uithush-n-:4»-a1Iahhll.\IiIich isdtfimd inthnnllllpunap-r.Pnr:1nIl lslfilrr I'lII!HiCI!. ‘H1!
on-uh:-maul Iahlu-I] mllhofl |Jl'IW|I‘|!fl yallnilhul I|lID‘!flh-ulna: 1u,MIi::h ynmall iwetalrlhunugh he find
nhopaorlhnly-ouvmnlooonnaclln _

{See Android Developer Webpage, “Wi-Fi Peer-4.0-Peer”}'”'"

As another example, as shown below, Bluetooth APIs provide a mechanism for searching for Network Services to
be used by application software on a WLAN Device.
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Finding Devices
Using the alum-toarhmapt-er. you can find remote Bluerocith devices euher through device discovery or by
query-Lng the list or paired {bonded} Iievioes.

Device discovery is a trawling procedure that selrolrea the local area for Bluetoorh enabled devices and then
requesting some lnformotiorl about each one (this is sometimes referred to u"dleoo-rering.‘ ‘inquiring’ or
'scarI1ing']. However. a Bluetonlh deuce w'rtl1In the local area will respond to n drsioovery reques1 only if it Is
cunemly enabled to he discoverable. If a device Is drsooirerallle. it will respond to the discovery request by
shanng some infarrnatian. such as the device name. class. and its unique MAC address. using this inlormaliorl.
the devioe perforrring discovery can then choose to aoonnectiorl to the discovered device.

(See Android Developer Webpage, “Blue1.ootl1")'““
0 Service discovery:

Once the local device-has discovered at leulone remote device. it can begin tosearch [or
available services - Bluetooth apptications can use to accomplish useful tasks. Because
servicediscovery is much like device discovery, Disc-ovrryAgm: also provides methods
to discover services on 21 Bluetooth server device, and to initiaae service-discovery
transactions. Note that the API provides mechanisms to search for services on remote
devices, but not for services on the local device.

The scrr=iccsDisrot»er1-dr J and sm'icc5¢;:rcl|['oInplctéxll’J methods of Drsrotrer-yglgml
must be implemented. They will handle the events occurring when services are found
or when the service disoovenr completes.

{See Samsung AP] Guide JSR 82» Bluetooth, Version .9 at 13-14)

As another example, as shown below, DLNA and UPIIP provide a mechanism for searching for Network Services
to be used by application software on a WLAN Device.

55

llX11(14‘)57l

56



57

Confidential - March 2?, 2015

FIIIM K-I: — MIMI-til‘ Ifllllltflifl
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us-tom oernnv awn: aI|e-«now-rauuouee-ow muloolo non:-nevi-uaauu-IWI 1.00 P 6" III 00'' “$500 BI‘ "50 OIQOU 5‘-IKCNDDNY Iflf UK: M IU§    
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(See UPnP Device Architecture 2.0, Sept 1, 20i4 at 19)

  

  
 
  As another example, as shown below, the A11Share Framework and Media Control Framework provide a

mechanism for searching for Network Services to be used by application software on a WLAN Device.
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This section domes Aisnau .|.PIsmerwouio be ind in develop oonnrgence union such as media sharing and control srienrig. The Alsnere APR provides the

Samsung Web API: Provider
6 2013 Slmsung Elecllnulcs CD _ Lld All riylls reserved

Introduction

It provides the operations as follows:

To set a oonvtenl list from I media content provider:

e

o

This API allows deveiopers to share media oontents between DLNA devices.

- Browse or search oorltenis which are provided from all available digitd media servers {OMS}
- Download a content from another DMS to my local device.

(See Samsung’s Allshare Web API, “Provider")b“"“

4.4. Browsing and Sharing Media Contents from a Media
Control Framework Device

1. Call the browse and search asylnnhranous rnethodsafthe SnI:Pmvider class.
The brain-5e method returns a list oioontenl items according to the directory structure in the
Media Control Frirnewori: device.

The semi: method returns onnrems matching the specified search condition;

(See Samsung Media Control Programming Guide Version 1.0.1 at 18-20)

mow matures qnpllcenlo In any type olaauicea Irmludlng monies. mmtv. pc. etc:

more media mnIenIs[p|o:1:neli shared lay DLNA devioeslluanelwork.
-pieyber:iiniedIaux-mu1Isu1aDLN.e:ie\IIoeInaI1er-vruk.C
' -OOHUOITVUMTVWIDDFUHQOFTOMOMHRII |'ImMIfilflU|OI'.fl10|lI.IlHkI)'DOCflUfl.

- control w viewer in «run as an ummion olIrrIege\-'1ewer[DMRi.
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{See Samsung’s Allshare Web API, “Provider“)"‘i"
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DwlnpuserlfluentBl.NAdMuulIuwlIAPlspuflnnbyHIDuiaFImuIInuh.Am.NAuv|awIboI¢nIinu¢|wwlDH81uIflUhlm¢|
rII\\|Ir(DMR',|.DHSdIvu'.u.Iwr|uiIuwmHumvIIm|u.mmnmwuMwnumnuvbuwwuDLMdrdm.DMRhuus.npmrudw
mawloyumauulnlaunflovvulrnonunuhhpnyflunuunouuuuuneuyflhlsunusDIIIII¢IiuIIIauu'IonDUIAIsI¢aIauIInII
aw-_v'.flI.flll

bnmpuunuwmIuolluuliunuuulauuununulniuuwnnwaufiulumnuflnllufllmlumcclullummsuufloldowhlu
|uuhdonflnDM5w'daflIIduutwlhI.fiInu¢Iuufl'lhnpIImmdhyDuIIInnuuh. iIuIhrhaB|IrhIdIDIIIII.lDI'wOIlypco1'IIIId-Ifllirilh

DIuInpIIIIIInuuII1IAF||pIn\n¢|dwmlmmvhunnfiiohhmpwnudhmsmwudwhnvfiqrlrmfl
or .

|III'lhllIIrIng.i.PIs

TNII|hIflalflDfldflI&‘PfllODbQvnfllflMld!mId.l¢fl&flflIl!dhyDLNAfl\|bfiIflbon-uwnammncnunanmonms.
fllhlfiflbfldflflilflfiwlflbflkflotflfllmfimllllfilcfltlfl.
Tlulluuaumpvmsdnluflouauplnynniniulniol :arlI¢InIuDI.HA¢mIn|.

Illflsmnl Yliihhiumpvmunlunnuugllyilungucnvvwnmnmnlomricn

(See Samsung’s Allshare Web API, “Introduc1ion")""‘

2.2. Browsing and 3 ' 3 media contents ham 3 AI Shine device
Tallnwlwul Inlrnnl Inefiwnum IIwidII.wuan|uIbIunIl1IIn¢uuc!Il}IIvIIdIuI|wuI||\i|Ihol\iI

auiarehnhufiaammsmumnalnatmmmhnnamnuugmauauymmmmhmunhronun
swlfllnudlodnllmslnuuulaoauutunlllntclloduaaflions.

melhod.

munovlonfhmt - guvluwmuanpqouunnmu:mm.Imnmue-«woman rd|«1o|III\dat4|IDunnH!DlII¢(l\'D!.II2VlCE,MI2lvI!il|:
In-uvlnmuui-and?-uvldnv - ID-nvlrlnrbnudnusufli-I:
.I"‘ Hun mat ialnn n man! far my hm mum: on a nruvnn ‘.'
i|ktbe¢hnvi¢u.Hun5eIIdIflIflNaul$'.pIlaotldflIil.|l. wk

hwsdJMw&uwunlFa|tImm.uMuuauflmwnCaMruhuflouuuuuM|9ImrrunuommurM
wmwuwmwdImskmm:mmhw .mmmmmm
I!mnn£«nlI.vB\I5lInIldhuar2IuIbeaus¢fliflecBhowseIun\lue!l!ed.
Vauull blwul llkinnulnflne

 -$ l
l flfidrrltll
n$uI mm¢mDMmfl 

inIINIu1t0ouvI.umIINIuIw|foIlnrlIIn.
&I\lI\IIIIII1l.IK‘H'l'I
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Puu.3HIv:|hnufllII.M|trMflTfDf|llIIIIII|klIdIrdmu.

urmjoaoen raw in-mt!-n mmwanungou-«mm
:m.u_aunm Beptnnnulhnollhelltvn nun ms nu.
ITlM_|MuIGI Ilflflillllllbtldlhflhlflllilfllmfll Nil
rflM_\flD(0 Raptuwlllbnollhclhmkatddoo NI
lTl.M_|.|NlWI7NN Lhlnolnfl Mm

om:.erImeromun1nda- - nruinrmuidergnnevtnriudnil;
Nrnumneoices aumomrsr rt1¢\doeFIoner.geInov|o¢9[D|fireT\mI.D£V1cE_PIlN'I)ilI:Pimtdnselenedfimtdut I lfiiovidotlllfwlrlcrllstliil--}:
$¢rI|IcrI:III|.luHd¢rbulon - um-suuhcmma.auIoen1
huttonudcnumrgputuudurg-pu.I'rLM_.aiJoto:;
wHa I:
Seauhcfiluin anmu - uunoer.uund!'.

ulerre¢PHov4aK.nmhi‘!ouO£riIe¢II toorllusrrlu. Int maladies, In reqiznrzoutll-,

seartflil mqirlmaonuthcl-Itrrlai. IlII\rlIhdnII\IInqr.|I£¢Ca|uI( nlnrnll oarumurs. Alslrue Frunnorl: mumnht
raqnemedanlrtlnr&m!mnIMmmmEw .WflnIuflm%ir&:wxfim
Irflllasenrchfiflrliloonditlnll.

(See Allshare Framework: Developer's Guide Version 2.0 at 13-14)

As another exarnpie, as shown below, Sa.rnsung’s Chord Framework provides a mechanism for searching for
Network Services to be used by application software on a WLAN Device.

4.1.1. Discovering chord Peers

Each Chord node transnnits a U0? broadcast periodically. -and parses broadcast messages from other nodes
to discover all the nodes on the same subnet.

Devices runnlrg Chorclvbaserl appllcitlnns join the pllnllc channel autarnaticafly.

Ano¢eeannotrecetveauDPhroadcastIf1tis In Lmoflsmus. seam nodestatus to LCD-on toe-nabtethe
Irodelodisonveroihernodaswhlelhe applicmion is running. 1'ududIis.usathe Iormalmathudserlabled
Iwanitr-nid.os.Pt:n-m-II.nnagar.tIakeLucI:.

(See Chord Programming Guide, Version 2.0.1 at 14)

As another exampie, as shown below, Samsung’s Accessory Framework provides a mechanism for searching for
Network Services to be used by application software on a WLAN Device.
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&lI:I‘.li£n¢&U||trunEfloHUflu'.$i|&unlur
'I1\QS¢!IIoefiuIIflu'llId Hlflnaflarlnllleflflllcflhll l$mII'I]!|uBuIJer.Ip&fliI§ Ulhlhe
Slnuwjlmruaeysmmnfirunlurlflnsulmuqlmzfiflviflurnffllnurladuidssld
cnutllfluwcmfifludflllidnlflwkiuukmfllnsuldfltvuccoumnms
Thl5uu1uCmnnuhnhl¢tS¢MunvIIdunfhnuu.IIdgunnlIoSunnII| knuanrsuuiu
nuuwmunahnnq-rummusuhuuymuuuaanuumuuu.
1tlSIII|mCnmnxflIInwItuIIHbISIrmICni|I¢rhn|IB:|in5u'fiIWH&'.
ASII&II£¢.D&I\vIbIfl£i|SflVIlI|3fl|\OI:IhiluIhSflvK¢&&lfl'I.
Ihsetuunraovlverdedfinloaeniotovflhutthiuuioo Culnwuwmnnldnsuflunufifler
nmluudnmlflunnu-mwamfiwsuvucuuumflmuuxuflurmnhhnm
finnuniwunlilnn.
H!I$rIh'C¢lIflfl|hIfllhiI'D¢.UiI15I3Uh5lIV|wO|lIIhII'ilflBrUflfl£0dfltO
l&fifl'I'$l|'UEI'VI‘0‘W.1'IO§II'VbI'CnI|flII\II‘UI 5i'IIiI"l0Il$I'IuQ|lI'$.fliIhlU§II\lfi
rntlunflinnraflldmwodiuhlvuljnunuauneduusnryserwxflifilpaflcmanmfln§IndrII'I|:IIl|Ik

(See Accessory Programming Guide, Version 2.1.! I at 6}
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4. . Fm mg a Mat: ng Accessory Peer Agent an Initiating a
Service Connection

Your Service Provider or Service constuner appllcltlon can search ior matching Accessory Peer egerns by
calling the SNlgeIIt.t.lna'oerAgerItst) riled-ind. Matching Acoessorv Peer Agents have the same
Acccswrv Service Profile. l.e.. Notification Service or Weather Service. and have a con-plcmcnlanr nlouidcr
ctr cumumer relationship with the calling Ancessnry Peer Agent. Ameisanr Peer Agents with different
Accessorv Service Profile: [or Service Providers or Service Consumers do not "match" and cannot be
connected with each other. H’ mo Accessory Peer Agents have the same Accessory Service Profile with
drrlerervt versions. however, their are slill considered to ‘match’, For example. Notification Service
tonsumcr that ilnolerltcntt the Notification Service Profile version 2.0 and a notification Sent-Ice Provider
that implements lne Notification Service Profile UEFSIIIFI 1.0, ‘match’ .

If a matching Accessory Peer Agent is found, the calling Accessory Peer Merit is notified with the
ant irldwerngenlieseonseil callback method. If multiple mulching Accessory Peer Agents are found. the
callback occurs multiple times. one for each matching Accessory Peer .ugen1.IIno Accessory Peer agent is
found, the calllrig Accessory Peer agent ls notified with lhvl? same callback rnclhod, but the oeemgent
parameter I: null and the result parameter includes the reason why IJ‘lEl'E is no match bond.

(See Accessory Programming Guide, Version 2.1.1 1 at 25]
Claim 26

The system of claim 25,
wherein the Iirst wireless

device provides
execution space for
executable software from
the second wireless
device.

1181164957]

The content corresponding to Claim 25 is hereby incorporated by reference. A WLAN Device is the claimed first
wireless device. WLAN Devices include memory that provides execution space for executable software provided
from Samsung Relevant Devices. This memory may be, For example, random-access memory (RAM), dynamic
random—access memory (DRAM), nonvolatile random—access memory (NVRAM), synchronous dynamic random-
access memory (SDRAM), double data rate synchronous dynamic random access memory (DDR SDRAM), MDC
NAND flash memory, SLC NAND flash memory, NAND flash memory, NOR flash memory, flash memory, read-
only memory (ROM), programmable read-only memory (PROM). Mask ROM (MROM), anclfor electronically
erasable programmable read-only memory {EEPROM).

For example, as shown below, the Samsung Galaxy Tab includes SanDisk SDIN4C2-l6Ci NAND Flash memory
and 1 Gb of Onelllram and 3 Gb of mobile DDR, which includes execution sace.
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The system of claim 25,
wherein the security
software component is a
firewall software

component to control
access to the cellular
network.

The system of claim 25,
wherein the security
software component is a
vinual private network
{“VPN”) to control
access to the cellular
network.

llXll(14‘)57l
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(See iFixit, “Galax Tab Teardow1i“)'“'

The content corresponding to Claim 25 is hereby incorporated by reference. Samsung Relevant Devices include
one or more firewall soflware components to control access to the cellular. For example, the Samsung LTE Mobile
HotSpot Pro has a firewall software component as shown below.

Port Forwarding Panel
Port Forwartdirq allows incoming name [from me Imemetj to
beI'on-raroott Ina particular Pcaroevioemyomoeal
wtAN.numaItg.rmrnngearticnomuetrearrerisnIoehao
by the firewall.
You need to use Port Fonnardirtg to allow Internet users to
eocess runnmg sennooe such as: Websenrer.Ft1?sanra'.
E-mail server. etc...
For some ontine aepN'cati0I'|$ lsllch as garnnsl. Purl
Fontvatllng must be useo in order tor the game to |'uI'II:‘tlon
correctly.

(See Samsun ; LTE Mobile Hots - ot PRO User Manual at 35)

The content corresponding to Claim 25 is hereby incorporated by reference. Samsung Relevant Devices include
one or more VP.\l software components. For example, the Samsung Galaxy S4 includes a VPN soflware
component.

VPN

Set up and connect to virtual private networks tVPNs).

[See Samsung Galaxy S4 User Manual at 121)
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Claim 3|}

The system of claim 25,
wherein the Iirst short-

range radio signal is
selected from a group
consisting ofa HomeRF
signal, an 8tl2_,_ll signal
and Bluetoothl M.

 

 A handheid device for

providing a short
distance wireless

network, comprising:

a storage device:

llXll(14‘)57l

Claim 34

The content corresponding to Claim 25 is hereby incorporated by reference. As described above, the first short-
range radio signal is selected from a group consisting of a HomeRF signal, an 802.1 I signal, and Bluetooth_ For
example, as described above, WLAN Devices communicate with Samsung Relevant Devices utilizing Wireless
Hotspot Features via Wi—Fi 802.1] andtor Bluetooth.

  
  
   

 
Although the preamble to Claim 34 does not limit the scope ofthe claim, Samsung provides Samsung Relevant
Devices that are handheld devices for providing a short distance wireless network.

The Wireless Hotspot Features of Samsung Relevant Devices provides WLAN Devices with a short distance
wireless network [e.g., 802.} l andfor Bluetooth networks). WLAN Devices connect to Samsung Relevant Devices
via short distance radio waves using the 802.11 andfor Bluetooth protocols and use the Samsung Relevant Device
as a wireless access point to cellular networks.

For example, the Samsung Galaxy S4 includes “Portable Wi-Fi hotspot” feature, which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection. (See Samsung Galaxy S4 User Manual
at l21]

Similarly, the Samsung ATIV S Neo includes an “Intemet Sharing“ feature. which aliows WLAN Devices to
connect to the Samsung ATIV Neo via Wi-Fi and use its cellular connection. [See Sarnsung ATIV S Neo User
Manual (Sprint) al 61)

Samsung Relevant Devices also provides short distance networks to WLAN Devices via Wi-Fi Direct (P2P),
Bluetooth, andfor reasonabl similar rotocols.
Samsung Relevant Devices include memory, which is the claimed storage device. This memory may be, for
example, randorn—access memory (RAM), dynamic random—access memory (DRAM), nonvolatile random—access
memory (NVRAM), synchronous dynamic random-access memory (SDRAML double data rate synchronous
dynamic random access memory (DDR SDRAM), MLC NAND flash memory, SLC NAND flash memory, NAND
[lash memory, NOR flash memory, [lash memory, read-only memory (ROM), programmable read-only memory
(PROM), Mask ROM (MROM), andfor electronicall erasable - rorammable read-onl memor (EEPROM).
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a processor, coupled to
the storage device: and,
the storage device to
store rt software

component; and, the
processor operative with
the software component
I02
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As shown below, the Samsung Galaxy S4, for example, includes Sarnsung K3QF2F2{ltJC-XGCE DDR3 DRAM
(LPDDR3), Samsuug KMV3W000LM-B310 Multichip memory — 64 MB Mobile DDR SDRAM, 16 GB MLC
NAND Flash, and Atmel UC l28L5-U 32 bit Microcontroller with 128 kb Flash memory.

Samsung Galaxy S4=-—-—-W»: ---

 
TEGlllN8|[illl5

 
[See Techinsights Webpage, “Samsung Galaxy S4 Tearciown”)""‘l'

Samsung Relevant Devices each include one or more processors, such as application and basebaud processors. For
example, the Samsung Galaxy S4 includes the Exynos 5410 Eight-Core Processor, the Intel PMB982U baseband
processor, and the Broadcom BCM433S Wi—Fi 802.1 I, dual—band, DLNA, Wi—F i Direct, Wi—Fi Hot Spot all—in—one
processor as shown below. These processors, as shown below, are coupled to the memory that is describe above.

.uu1u-nu- 
Samsung Galaxy 84

T[8HINS|liIlTS

 
(See Techinsights Webpage, “Samsung Galaxy '54 Teardo\2tn1”)l*"“l
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These processors operate with the operating system software (e.g.. Android or Windows),Wireless Hotspot Feature
software, anclfor other Network Service appiication software that are stored on the memory ofthe Samsung
Relevant Devices to perform the claim elements described below.

provide an lntemet
Protocol (“IP”) data

packet from the
handheld device to a

terminal using short-
range radio signals,

WLAN Devices are the claimed terminals. When WLAN Devices use the Wireless Hotspot Features of Samsung
Relevant Devices to access the Internet, the processors of Santsurtg Relevant Devices together with operating
system software (e. g., Android or Windows), Wireless Hotspot Feature software, andfor other Network Service
software provide IP data packets to one or more WLAN Devices via short range RF signals transmitted by Wi—Fi
andfor Bluetooth transceivers pursuant to IEEE, Bluetooth, IPv4, andlor IPv6 standards.

For example, in the Samsung Galaxy S4, the Broadcom BCM4335 Wi-Fi 802.] I, dual-band, DLNA, Wi-Fi Direct,
Wi-Fi Hot Spot al I-in-one processor processes IP data packets onto Wi-Fi short-range RF signals.

Samsung Galaxy S4==-»««-~-u~w»«=-~a~=_s_-«_s,.3g_Eflou s-no
sn_v m!!tJ0f1K§0E,.Il'A5CE

n'_5Ml.']NG!O_uJ.!3t0
Srwnq saw-st-

TEBHINSIGIIIS ].-t_x't\-
(See Techinsights Webpage. “Samsung Galaxy S4 Teardown”)

In addition. other Network Services provided to WLAN Devices from Samsung Relevant Devices provide IP data
packets to WLAN Devices. such as account authentication, user preferences, cloud-based data {e.g., email,
calendar, messages, media, etc.), and other information when they are connected to Samsung Relevant Devices via
Wireless Hotspot Features, Wi—Fi Direct (P2P), Bluetooth, or reasonably similar protocols.

control access between
the short distance

llXl‘l(14‘)57l

The processors together with operating system software (e.g., Android or Windows) andfor Wireless Hotspot
Feature software control access between the short distance wireless network and a cellular network. WLAN
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wireless network and a

cellular network,
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Devices operate on the shon distance wireless network created by the Samsung Relevant Device. WLAN Devices
can access the cellular network via the Samsung Relevant Devices only if the communication is authorized by the
Samsung Relevant Device. 
For example, Samsung Relevant Devices include software that utilizes MAC filtering, port filtering, VPNs (Virtual
Private Networks), Bluetooth pairing, andfor adheres to security protocols such as Wi-Fi Protected Access (WPA)
andtor WPA ll. Samsung Relevant Devices also include Network Service passwords, such as a Samsung Link

_password, which control access between the cellular network and the Samsung Relevant Device.
translate between a first

IP address provided to
the handheld device and
a second IP address for

the terminal provided by
the handheld device in
the short distance

wireless network,

The processors together with operating system software (e.g,, Android or Windows) andfor Wireless Hotspot
Feature software translate between a first IP addresses provided from the cellular network and a second IP address
for the WLAN Device provided over a Wi—Fi andfor Bluetooth network.

This portion of the claim is further discussed in relation to the “network address translator software component“ of
Claim l, which discussion is hereby incorporated by reference.

enumerate a list of
services available from
the handheld device and

the terminal, wherein the
handheld device and

terminal register services
available on the list. and

The processors together with operating system software (e.g_, Android or Windows), Wiretess Hotspot Feature
software. andfor other Network Service appiication software enumerate a list of Network Services available from
and registered by a Samsung Relevant Device and one or more WLAN Devices.

As discussed for the “service repository software component“ of Claim I. which discussion is hereby incorporated
by reference. Samsung Relevant Devices include service repository software oolnponents that identify (enumerate)
Network Services available from WLAN Devices and Samsung Relevant Devices. These Network Services are
registered by the WLAN Devices and Samsung Relevant Devices pursuant to the various APls. Frameworks.

andfor protocols discussed in connection with Claim 14, which discussion is hereby incorporated by reference.
search the list of services
for a service to be used

by an application
software component
stored on the terminal.

The processors together with operating system software. Wireless Hotspot Feature software, andfor Network
Service application software search the list of services to be used by a software application component stored on
one or more WLAN Device.

As discussed in connection with the phrase “wherein the service repository software searches for a service” for
Claim 25, which discussion is hereby incorporated by reference, the processors together with operating system
software (e.g., Android or Windows), Wireless Hotspot Feature software. andfor Network Service software search
the list of services to be used by a Network Service application component stored on one or more WLAN Device.

llXll(14‘)57l
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Claim 39

The device of claim 34,
wherein the search

includes searching the
fist ofservices by class,
attribute or instance.

The content corresponding to Claim 34 is hereby incorporated by reference. As discussed in connection with
Claim 22, which discussion is hereby incorporated by reference, Samsung Relevant Devices search the list of
services by class, attribute and instance of the service.

 
 
 

   
  Claim 40

The device ofclaim 34,
wherein the sofiware

component includes a
plug and play software
component to identify the
terminal in the short
distance wireless network
and obtain the

application software
component for the
terminal.

 

The content corresponding to Claim 34 is hereby incorporated by reference, Samsung Relevant Devices include
software components with plug and piay software components that identify WLAN Devices in short distance
wireless networks and obtain Network Service application sollware for the WLAN Devices. For example,
Samsung Relevant Devices include UPnP andfor DLNA APIs or reasonably similar APIs that may be used to load
and execute software for WLAN Devices that are compatibie with DLNA andfor UPnP. In addition, Samsung
Reievant Devices and WLAN Devices include AllSharet'Link, Sarnsung Print Services, andfor Samsung PC Share
Manager software components that are DLNA or UPnP cenified and offer plug and play functionality. As another
example, Samsung Relevant Devices include software such as Wireless Hotspot Feature software that identifies
WLAN Devices and provides DHCP software components to the identified WLAN Devices.

 
 

 
 
 

 
 

Claim 41
 

The device of claim 34,
wherein the software

component includes a
PIN number management
soflware component to
provide a PIN number
used in pairing the
handheld device to the
terminal in the short
distance wireless
network.

The content corresponding to Claim 34 is hereby incorporated by reference.  
 

The sofiware components include PIN number management software to provide PIN numbers used in pairing the
Samsung Relevant Device and the WLAN Device. For example, Bluetooth Tethering requires a pairing PIN Code.

Pairing with other Bluetooth devices
On the Applications screen, Lap Settings —- Connections —- Bluetooth —- Scan. and
detected devices are listed. Select the deviceyou want to pair with. and then accept the auto-
generated passkey on both devices to confirm.

 

 
 
 (See Samsung Galaxy S4 User Manual at 68)
 

 
Claim 42

 A first wireless handheld

device, comprising:
Although the preamble to Claim 42 does not limit the scope of the claim, Samsung provides Samsung Relevant
Devices that are [lrst handheld devices.  

 

llXll(14‘)57l
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a storage device:

a processor, coupled to
the storage device; and,
the storage device to
store a soflware

component: and, the
processor operative with
the software component
to:
access the [ntemet

through a cellular
network,

provide a first shon-
range radio signal to a
second wireless handheld
device and a second

short—range radio

signal to a third wireless

llXll(14‘)57l
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As described for the “storage device“ ofClaim 34, which description is hereby incorporated by reference, Samsung

Relevant Devices include memory, which is the claimed storage device.
As described for the “processor, coupled to the storage device" ofClaim 34, which description is hereby
incorporated by reference, Samsung Relevant Devices each include one or more processors that are coupled to the
memory. These processors operate with the operating system software {e.g., Android or Windows),Wire|ess
Hotspot Feature sofiware, andfor other Network Service sofiware that are stored on the memory of the Samsung
Reievant Devices to perfonn the claim elements described below.

The processors together with operating system software (e.g., Android or Windows) andfor Wireiess Hotspot
Feature software provide WLAN Devices with access to Internet Devices via wireless local area radio signals (e.g.,
802.] l andfor Bluetooth) and cellular networks.

As shown below, the Samsung Galaxy S4 can use mobile data to access the internet via cellular networks.
Mobile networks

- Mobile data: Use to allow packet switching data networks for network services.

(See Samsung Galaxy S4 User Manual at 12 I)

In addition, the Samsung Galaxy S4 includes “Portable Wi—Fi hotspot" feature. which allows WLAN Devices to
connect to the Samsung Galaxy S4 via Wi-Fi and use its cellular connection to access the lnte-met. (See Sarnsung
Galaxy 84 User Manual at [2] )

Similarly, the Samsung ATIV S Neo includes an “Intemet Sharing“ feature, which allows WLAN Devices to
connect to the Samsung ATIV Neo via Wi—Fi and use its cellular connection to access the Intemet. (See Samsung

ATJV S Neo User Manual (Sprint) at 61)
The processors together with operating system software (e.g., Android or Windows) andfor Wireless Hotspot
Feature software of the Samsung Reievant Devices provide a first short—range radio frequency signal pursuant to
802.] l andfor Bluetooth standards to a second wireless handheld device (a Iirst WLAN Device) and a second
short-range radio frequency signal pursuant to 802.] l andfor Bluetooth standards to a third wireless handheld
device (a second WLAN Device). Android‘-3 Wireless Hotspot Feature, for example, allows up to 10 WLAN

Devices to connect at one time to a single Samsung Relevant Device.
68
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handheld device,
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In addition, Samsung Relevant Devices provide a first and second short-range radio signals to a first and second
WLAN Device when providing or receiving Network Services from the WLAN Devices via the Bluetooth PAN
Profile, Wi—Fi Direct (P2P), or reasonably similar protocol.

control access between

the Internet and the first,
second and third wireless

handheld devices,

The processors together with operating system software (e.g., Android or Windows) andfor Wireless Hotspot
Feature software control access between the Internet Devices and the first and second WLAN Devices. WLAN

Devices can access the lntemet via the Samsung Relevant Devices only if the communication is authorized by the
Samsung Relevant Device.

For example, Sam.-sung Relevant Devices include software that utilizes MAC filtering, pon filtering, VPNS (Virtual
Private Networks}, Bluetooth pairing, andfor adheres to security protocols such as Wi—Fi Protected Access (WPA)
andtor WPA ll. Samsung Relevant Devices also include Network Service passwords, such as a Samsung Link

_password, which control access between the cellular network and the Samsung Relevant Device.
translate between a first

Internet Protocol (“[P“)
address provided to the
first wireless handheld
device from the
cellular network and a
second address for the
second wireless handheld

device provided by the
first wireless handheld

device, and a third
address for the third
wireless handheld device

provided by the first
wireless device,
enumerate a list of
services available from

the first.second and third
wireless handheld
devices. wherein the first,

The processors together with operating system software (e.g., Android or Windows) andfor Wireless Hotspot
Feature software translate a first IP address received from an Internet Device andior the cellular network to a

second IP address that is then provided to the first WLAN Device and to a third IP address that is then provided to
a second WLAN Device.

This portion of the claim is further discussed in connection with the “network address translator software
component" ofClaim 1, which discussion is hereby incorporated by reference.

 

The processors together with operating system soliware (e.g., Android or Windows), Wireless Hotspot Feature
software. andfor application software enumerate a list of services available from and registered by a Samsung
Relevant Device and the first and second WLAN Devices.

As discussed for the “service repository software component“ of Claim 1, which discussion is hereby incorporated

llXl‘l(14‘)57l
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second and third wireless
handheld devices

register services available
on the list, and
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by reference, Samsung Relevant Devices include service repository software components that identify (enumerate)
Network Services availabie from WLAN Devices and Samsung Relevant Devices. These Network Services are
registered by the WLAN Devices and Samsung Relevant Devices pursuant to the various APls, Frameworks.
andior protocols discussed in connection with Claim I4, which discussion is hereby incorporated by reference.

search the list of services
for a class of service to

be used by an application
software component at a
particular time, the
application software
component stored on the
second wireless handheld
device.

As discussed in connection with the phrase “wherein the service repository software searches for a service" of
Claim 25, which discussion is hereby incorporated by reference, the processors together with operating system
software (e.g., Android or Windows), Wireless Hotspot Feature sofiware, andfor Network Service sofiware search
the list of services for a class of service to be used by an application stored on the first WLAN Device at a
particular time,

Claim 43
The first wireless
handheld device of claim
42 .wherein the first
wireless handheld device

includes a service logical
driver corresponding to a
service available from

the third wireless device,
and the application
software component uses
the service logical driver
to obtain the service from
the third wireiess device.

The first wireless
handheld device of claim
42.wherein the second
wireless handheld device
is a thin terminal.

llXll(14‘)57l

The content corresponding to Claim 42 is hereby incorporated by reference. A Samsung Relevant Device is the
claimed first wireless handheld device. Samsung Relevant Devices include service logical drivers that correspond
to services available frotn a second WLAN Device (a third wireless handheld device) and the application software
component of the Samsung Relevant Devices uses the logical drivers to obtain services from the second WLAN
Device.

For example, as discussed in connection with the “service repository software component" of Claim 1, which
discussion is hereby incorporated by reference. a Samsung Relevant Device can obtain Network Services from a
second WLAN Device as described in various protocols and APls. Also, as discussed in connection with Claim
15. which discussion is also incorporated by reference, Network Services applications may also use connect-to-
service or connect-by-name APIs to use a Network Service provided by the second WLAN Device.

The content corresponding to Claim 42 is hereby incorporated by reference.

A WLAN Device is the claimed second wireless device. A WLAN Device may be a thin terminal such as a printer
or camera. For example, Samsung Relevant Devices can communicate wirelessly with printers via applications
such as the Samsun Print Service Plu in. (See Samsung Galaxy S4 User Manual at 99)
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Samsung Relevant Devices can also communicate wirelessly with smart cameras via applications such as remote
viewfinder,

use
Rernote 't-zen.-runde:=u«em,wws;a::mamna:-vufiwum

 
(See San1sung’s Webpage, “Remote Viewf'mder”)1""

 
(See Samsung Smart Camera YouTube Advenisement)“

‘.

x\i
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