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SYSTEM, DEVICE AND COMPUTER
READABLE MEDIUM FOR PROVIDING A
MANAGED WIRELESS NETWORK USING

SHORT—RANGE RADIO SIGNALS

FIELD OF THE INVENTION

This invention relates generally to wireless devices in a
wireless network using short-range radio signals.

BACKGROUND OF THE INVENTION

A user has numerous wireless devices for accessing and
processing information. For example, a user may have a
cellular telephone for communicating with others, a personal
digital assistant (“PDA”) for storing contact infonnation, a
laptop computer for storing and processing files, a digital
camera for obtaining images and a pager for being con-
tacted. llach one of these devices also may access remote
information 011 a private or public network, such as the
Internet. However, this system suffers from several disad-
vantages.

First, typically only a single device originates and can
access the Internet at a time.

Second, Internet protocol (“IP”) addresses are held while
connected to the Internet. This can be expensive and use
scarce IP address resources.

Third, each device requires its own security management,
such as a Virtual Private Network (“VPN”) and firewall
software component.

l’ourth, there is no ability to share, add to or manage the
services of the numerous wireless devices. In particular,
there is no communication between wireless devices. If a

user obtains a wireless device having an additional service,
such as extra persistence storage, other wireless devices
typically are not capable of using the extra persistence
storage.

BluetoothTM technology (wwwbluetooth.com) provides
wireless connnunications between devices. Yet, BluetoothTM
technology also stillers from many disadvantages. Blue-
tooth1M technology does not allow for a “plug and play”
capability at a wireless device application level. In other
words, a wireless device cannot merely be turned on and
BluetoothTM technology recognizes it and establishes a
communication protocol. If a user desires a wireless device
to communicate with a Bluetooth'1M technology device, the
added Wireless device must have software drivers and appli-
cations loaded to operate. Otherwise, the BluetoothTM tech-
nology device is not able to commlmicate with the newly
added wireless device. This makes it difficult to add new

functionality or types of wireless devices. BluetoothTM tech-
nology does not provide an open environment for software
programmers to provide application software components
for wireless devices. Further, BluetoothTM technology does
not allow devices to share information and resources at an

application level.

Therefore, it is desirable to provide a system of wireless
devices which can effectively communicate with each other
and access infonnation on the Internet. The system of
wireless devices should efiiciently use IP resources and
security management. The wireless devices should effec-
tively share and manage services and allow for seamless
plug and play capability. The system should allow for new
functionality and types of wireless devices.
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2
SUMMARY OF THE INVENTION

A system, coupled to a cellular network, provides access
to the Internet according to an embodiment of the present
invention. The system comprises a wireless gateway device,
coupled to the cellular network, having a network manager
software component for accessing information from the
Internet responsive to a first short-range radio signal. A first
wireless device is coupled to the wireless gateway device.
The first Wireless device provides the first short-range radio
signal.

According to an embodiment of the present invention, the
first wireless device is selected from a group consisting ol‘a
desktop computer, a laptop computer, a personal digital
assistant, a headset, a printer, a pager, a watch, digital
camera and an equivalent thereof.

According to an embodiment of the present invention, the
wireless gateway device is a cellular telephone using a
Global System for Mobile communications (“GSM”) pro-
toeol.

According to an embodiment of the present invention, the
wireless gateway device is a cellular telephone using a Code
Division Multiple Access (“CDMA”) protocol.

According to an embodiment of the present invention, the
wireless gateway device is a cellular telephone using a Time
Division Multiple Access (“TDMA”) protocol.

According to an embodiment of the present invention, the
first wireless device is a thin temiinal.

According to an embodiment of the present invention, the
first wireless device includes a BluetoothTM processor hav-
ing a 2.4 GHZ transmitter.

According to an embodiment of the present invention, the
wireless gateway device includes a Bluetooth'1M processor
having a 2.4 GHZ transmitter.

According to an embodiment of the present invention, the
network manager software component includes a plug and
play software component for loading and executing software
for the first wireless device.

According to an embodiment of the present invention, the
network mar ager software component includes a PIN num-
ber management software component for obtaining and
supplying PIN numbers.

According to embodiment of the present invention, the
network manager software component includes a service
repository software component for obtaining and providing
an availability of a service from the first wireless device.

According to an embodiment of the present invention, the
first wireless device includes an application software com-
ponent, for providing a service. The network manager soft-
ware component includes a management software compo-
nent for accessing the service.

According to an embodiment of the present invention, the
system further comprises a second wireless device coupled
to the wireless gateway device. The second wireless device
provides a short-range signal. The first wireless device
communicates with the second wireless device through the
wireless gateway device.

According to an embodiment of the present invention, the
system further comprises a second wireless device coupled
to the wireless gateway device. The wireless gateway device
provides access to the Internet for the first and second
wireless devices.

According to an embodiment of the present invention, the
network manager software component operates with an
operating system software component.
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According to an embodiment of the present invention, the
operating system component is a Linux, EPOC or a Pock-
etPC operating system.

According to an embodiment of the present invention. the
wireless gateway device includes 1) an application software
component for providing a service, and 2) an application
server software component coupled to the network manage-
ment software component.

According to an embodiment of the present invention, the
wireless gateway device further includes a firewall software
component.

According to an embodiment of the present invention, the
wireless gateway device includes a VPN software compo-
nent.

According to an embodiment of the present invention, a
hand-held device for providing a personal area network is
provided. The hand-held device comprises a storage device
coupled to a processor. The storage device stores a software
component for controlling the processor. The processor
operates with the component to provide a short -range radio
Internet protocol communication between the first hand-held
wireless device and a second hand-held wireless device.

According to an embodiment of the present invention, a
BluetoothTM transmitter is coupled to the processor.

According to an embodiment of the present invention, a
GSM transmitter is coupled to the processor.

According to an embodiment of the present invention, a
wireless hand-held device accesses a router in a personal
network. The wireless hand-held device comprises a storage
device coupled to a processor. The storage device stores a
software component for controlling the processor. The pro-
cessor operates with the component to provide a first short-
range radio signal to the router for accessing the Internet and
a second short-range radio signal to the router for accessing
another wireless hand-held device.

According to an embodiment of the present invention, an
article of manufacture, including a computer readable
medium is provided. The article of manufacture comprises
an application software component for providing a service.
An application server software component provides the
application software component. The article of manufacture
also includes an [nternet protocol network manager software
component and an operating system software component.
Also, a short-range radio software component for providing
a short-range radio signal and a cellular software component
for providing a comnnmications signal to a cellular network
is included with the article of manufacture.

Other aspects and advantages of the present invention can
be seen upon review of the figures, the detailed description,
and the claims that follow.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates a system according to an embodiment of
the present invention.

MG. 2 illustrates tl1in terminals and a wireless gateway
device according to an embodiment of the present invention.

FIGS. 3a b are hardware block diagrams of a wireless
gateway device and wireless hand held device according to
an embodiment of the present invention.

FIGS. 4 and Sail) are software block diagrams for a
wireless gateway device according to an embodiment of the
present invention.

FIG. 6 illustrates network management software inter-
faces according to an embodiment ol‘ the present invention.

FIG. 7 illustrates network management software compo-
nents according to an embodiment of the present invention.
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FIGS. Sail) illustrate multiple wireless devices coupled to
a wireless gateway device according to an embodiment of
the present invention.

DETAILED DESCRIPTION

I. System Overview
The following description and claims relate to a system

that accesses information from a wide area network

(“\VAN”), such as the Internet, and local wireless devices in
response to short-range radio signals. The network may also
be an IP based public or private network, such as a corporate
secured network using VPN.

FIG. 1 illustrates system 100 according to an embodiment
of the present invention. System 100 includes terminals 107
coupled to wireless gateway device 106. In an embodiment
of the present invention, gateway device 106 and one or
more terminals 107 communicate to form a personal area
network (“PAN”). [n an embodiment of the present inven-
tion, temiinals 107 are coupled to gateway device 106 by
short-range radio signals 110. In an embodiment of the
present invention, terminals 107 are a desktop computer, a
laptop computer, a personal digital assistant, a headset, a
pager, a printer, a watch, thin terminal, digital camera or an
equivalent thereof. In an embodiment of the present inven-
tion, terminals 107 include a BluetoothTM 2.4 GHz trans-
mitter/receiver. Likewise, gateway device 106 includes a
BluetoothTM 2.4 GHZ transmitter/receiver. In an alternate

embodiment of the present invention, a BluetoothTM 5.7
GHZ. transmitter/receiver is used. Gateway device 106 and
temiinals 107 hardware are illustrated in FIGS. 3a7b.

In alternate embodiments of the present invention. other
local wireless technologies such as 802.11 or HomeRF
signals are used to communicate between gateway device
106 and terminals 107.

In an embodiment of the present invention, gateway
device 106 is coupled to cellular network 105 by cellular
signals 111 using a protocol, such as a Global and System for
Mobile communications (“GSM”) protocol. In alternate
embodiments, a (‘ode Division Multiple Access (“CDMA”),
CDMA 2000 or Time Division Multiple Access (“TDMA”),
or General Packet Radio Service (“GPRS”) protocol is used.

In an altemate embodiment of the present invention,
gateway device 106 is coupled to a landline network by an
Ethemet, Digital Subscriber Line (“DSL”), or cable modem
connection, singly or in combination.

In an embodiment of the present invention, gateway
device 106 is a cellular telephone.

Cellular network 105 is coupled to a wireless carrier
internal network or carrier backbone 1 04. In an embodiment

of the present invention, server 102 is coupled to carrier
backbone 104. In an alternate embodiment of the present
invention, carrier backbone 104 is coupled to Internet 103.
Server 101 is coupled to Internet 103. In an embodiment of
the present invention, servers 101 and 102 provide infor-
mation, such as web pages or application software compo-
nents to terminals 107 by way of gateway device 106. In an
embodiment of the present invention, terminals 107 share
services and communicate by way of gateway device 106.

II. Gateway/Handheld Device Hardware
FIG. 2 illustrates terminals 107. In an embodiment of the

present invention, there are two types of terminals: 1) Smart
terminals and 2,) Thin terminals. Smart terminals have a
relatively powerful central processor, operating system and
applications. Their main needs from a PAN are access to a
WAN through TCP/IP and other network services such as
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storage and execution. For example, a computer notebook
and PDA are smart terminals. Thin terminals have a rela-

tively low power central processor and operating system.
They are mainly used as peripherals to an Application server
in a PAN and their main task is user interaction, rendering
output for a user and providing an Application server with a
user’s input For example, a watch or a messaging terminal
are thin terminals.

FIG. 2 illustrates thin terminals. Voice terminal 204

includes a display 204!) and a retractable keypad 204a.
Messaging Terminal 203 is illustrated in a closed position
with a hinge 203a used to open and close terminal 203.
Terminal 203 also includes a miniature QWERTY keyboard
and display when opened. Gateway device 201 includes clip
202 for a belt.

In an embodiment, PMG device 201 is also illustrated in
FIG. 2.

FIG. 3a illustrates a hardware block diagram of gateway
device 106 in an embodiment of the present invention.
Gateway device 106 includes boLh internal and removable
memory. In particular, gateway device 106 includes internal
FLASH (or Electrically Erasable Programmable Read-Only
Memory (“EEPROM”) and static Random Access Memory
(“SRAM”) memory 302 and 303, respectively. Removable
FLASH memory 304 is also used in an embodiment of the
present invention. Memories 302, 303 and 304 are coupled
to bus 305. In an embodiment of the present invention, bus
305 is an address and data bus. Application processor 30] is
likewise coupled to bus 305. In an embodiment of the
present invention, processor 301 is a 32 bit processor.

BluetoothTM processor 307 is also coupled to bus 305.
BluetoothTM RF circuit 309 is coupled to BluetoothTM pro-
cessor 307 and antenna 313. Processor 307, RF circuit 309
and antenna 313 transmit and receive short-range radio
signals to and from terminals 107 illustrated in FIG. 1, or
device 350 illustrated in FIG. 3b.

Cellular, such as GSM, signals are transmitted and
received using digital circuit 306, analog circuit 308, trans-
mitter 310, receiver 311 and antenna 312. Digital circuit 306
is coupled to bus 305. In alternate embodiments, gateway
device 106 includes a display, a speaker, a microphone, a
keypad and a touchscreen, singly or in combination thereof.

MG. 31‘) illustrates device 350 that is a hand-held device

in an embodiment of the present invention. Device 350, in
an embodiment of the present invention, is one of the
terminals 107 illustrated in FIG. 1. Similar to gateway
device 106, device 350 includes SRAM and FLASH
memory 35'] and 352, respectively. Memories 351 and 352
are coupled to bus 357. In an embodiment of the present
invention, bus 357 is an address and data bus. Keypad 353
is also coupled to bus 357. Short-range radio signals are
transmitted and received using BluetoothTM processor 354
and BluetoothTM RF circuit 355. Antenna 356 is coupled to
BluetoothTM RF circuit 355. In an embodiment of the present
invention, antenna 356 transmits and receives short-range
radio signals from gateway device 300. In alternate embodi-
ments, device 350 includes a display, a speaker. a micro-
phone, a keypad and a touchscreen. singly or in combination
thereof.

III. Gateway Software
FIG. 4 illustrates a software architecture 400 for gateway

device 106 illustrated in l’IG. 3a according to an embodi-
ment of the present invention. Gateway software 400 is
stored in FLASII 302. In an embodiment of the present
invention, software components referenced in FIGS. 477
represent a software program, a software object, a software
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function, a software subroutine, a software method, a soft-
ware instance, a code fragment, singly or in combination. In
an alternate embodiment, functions performed by software
components illustrated in FIGS. 477 are carried out com-
pletely or partially by hardware.

[11 an embodiment of the present invention, gateway
software 400, or components of gateway software 400, is
stored in an article of manufacture, such as a computer
readable medium. For example, gateway software 400 is
stored in a magnetic hard disk, an optical disk, a floppy disk,
CD-ROM (Compact Disk ReadOnly Memory), RAM [Ran-
dom Access Memory), ROM (Read-Only Memory), or other
readable or writeable data storage technologies, singly or in
combination. In yet another embodiment, gateway software
400, or components thereof, is downloaded from server 101
illustrated in FIG. 1.

Gateway software 400 includes telecommunication soft-
ware or physical layer protocol stacks, in particular cellular
conununieations software 401 and short-range radio com-
munications software 402. In an embodiment, communica-

tion software 40] is a GPRS baseband software component
used with processor 306 to transmit and receive cellular
signals. In an embodiment, communication software 402 is
a BluetoothTM baseband software component used with
processor 307 to transmit and receive short-range radio
signals.

In an embodiment of the present invention, operating
system 403 is used to communicate with telecommunica-
tions software 401 and 402. In an embodiment of the present
invention, operating system 403 is a Linux operating system,
EPOC operating system available from Symbian software of
London, United Kingdom or a PocketPC or a Stinger
operating system available from Microsoft of Redmond,
Wash. Operating system 403 manages hardware and enables
execution space for gateway device software components.

Network Management software 404- is used to provide a
number of functions according to embodiments of the
present invention: 1) routing, 2) device plug and play, 3) PIN
number management, 4) network device management, and
5) service repository. In an embodiment of the present
invention, network management software 404 is pro-
grammed in (?++ software language.

Smart phone application software 405 communicates with
operating system 403 and is used in a cellular telephone
embodiment of the present invention.

1st and 2nd software application components 406 com-
municate with management software 404 and provide addi-
tional services to a user. For example, application compo-
nents 406 may include: 1) a stock quote application for
providing stock quotes, 2) a personal infonnation manager
application including calendars, to do lists, emails, or c011-
tacts, 3) a synchronization software application for synchro-
nizing databases, 4) a telephony application for providing
telephone services, or 5) a location application for providing
a current location of a gateway device.

Furthermore, Graphics User Interface (“GUI”) 407 is
provided to allow a user-friendly interface.

FIG. 50 illustrates detailed gateway software architecture
500. In an embodiment of the present invention, network
management software 404 illustrated in FIG. 4 includes
three software components as illustrated in FIG. 5a: 1) PAN
router 404C, 2) PAN server 40419; and 3) Application server
404a. GPRS baseband 503 and BIuettmth‘M baseband 502

are software components used to generate communication
signals to a cellular network 105 and terminals I07 as
illustrated in FIG. 1. In an alternate embodiment, other
baseband software components 501 are used to generate
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communication signals. Media abstraction layer 504 allows
operating system 403 to communicate with basebands 503,
502, and 501, respectively. Media abstraction layer 504 and
other abstraction layers, described herein, translate a par-
ticular communication protocol, such as GPRS, into a stari-
dard command set used by a gateway device and/or terminal.
The purpose of an abstraction layer is to isolate the physical
stacks from the rest of the gateway device software com-
ponents. This enables future usage of different physical
stacks without changing any ofthe upper layer software and
allows the gateway device software to work with any
communication protocol.

PAN router 4040 establishes a PAN network, implement-
ing communication primitives, IP networking, IP services
and similar tasks.

PAN server 404]) is responsible for implementing PAN
oriented services such as plug and play, terminal enumera-
tion, application loading, storage space and other services.
In an embodiment, PAN server 404!) communicates directly
with applications 406 using application drivers.

PAN application server 4040 is responsible for imple-
menting user and terminal oriented services and enables thin
terminals. In an embodiment of the present invention, PAN
application server 404a implements such applications as a
GUI 407, a remote terminal driver application, a location
application, a telephony application or an equivalent thereof.

FIG. So, like FIG. 4, illustrates lst and 2nd software

component applications 406 and GUI 407.

A. PAN Router

PAN router 4040 enables a fully meshed IP based net-
work. In an embodiment of the present invention, each
terminal can leverage the existing IP protocol, exchange data
with other terminals and gain access to a WAN through PAN
router 4040.

FIG. 5b illustrates software components of PAN router
404C. In an embodiment of the present invention, routing
component 550, BluetoothTM LAN access Profile compo-
nent 551, Dynamic Host Configuration Protocol/Point-to-
Point Protocol (“DHCP/PPP") component 552 and Network
Address Translator (“NAT”) component 553 are used in
PAN router 4046. In an alternate embodiment, Domain
Naming Service (“DNS”) component 554, Tunneling and
Optimization component 555 and Security component 556,
singly or in combination are used in PAN router 404C.

1. Routing Component

Routing component 550 is implemented in Router 404C in
order to realize a fully meshed IP network with access to a
WAN. A routing component is responsible for imitating a
fully meshed network based on a Master/Slave network.

Routing component 550 enables exchange of IP packets
between two terminals, broadcasting of IP packets between
all terminals 011 a PAN and routing of IP packets to and from
a WAN.

2. BluetoothTM LAN Access Profile (“LAP”)
Component

A BluetoothTM LAN Access Profile (“LAP”) component
SSI is used in order to enable terminals to seamlessly Lise IP
base networking. l,AP component 55] enables terminals to
exchange IP packets between themselves and PAN router
404C. LAP component 551 is implemented over a PPP serial
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BluetoothTM connection. In an embodiment of the present
invention, terminals, such as Smart terminals, include LAP
chipsets.

3. 1)] [(TP/PPP Component

DHCP and PPP components 552 are used in order to
enable an IP network. PPP realizes an IP network layered
over LAP component 551.

DHCP component manages a PAN’s IP address space and
IP services, enabling terminals to get IP networking prop-
erties, such as an IP address for a terminal, an address of a
DNS and an address of a default gateway device.

4. NAT Component

NAT component 553 translates a private IP address to and
from a real IP address. Since mobile networks are typically
capable of only providing a single IP address, the terminals
will have to use private IP addresses supplied by NAT
component 553.

5. DNS Component

DNS component 554 translates services between human
readable names and IP addresses. DNS component 554
enables a terminal to query another terminal’s address based
on the other terminal’s name and to query for the IP address
of a named service on a WAN.

6. Tunneling and Optimization Component

Tunneling and Optimization component 555 allows ter-
minals to use standard protocols. For example, accessing a
WAN through a cellular GPRS/CDIVIA network using TCP/
IP yields poor results because TCP/IP does not behave well
over a bandwidth limited, high latency and high packet loss
network, such as GPRS/CDMA.

Tunneling and Optimization component 555 is used to
enable practical usage of II’ in such networks. When using
cellular, the tunnel will be between a mobile device having
a PAN router and a landline operator’s network. The tun-
neling and optimization network translates IP packets to
more efficient transport methods for the specific access
technology, and vice versa in a fully transparent fashion.

7. Security Component

Accessing a WAN can typically be done in two ways:
unsecured when accessing a public network, such as the
Internet, or secured when accessing a private network, such
as an Enterprise network, file system or Exchange server.

Security component 556 is a centralized managed way for
controlling access to a secured private WAN. In order to
avoid each one of the terminals from implementing its own
security scheme and methods, a centralized security coni-
ponent, 556 is used. In an embodiment of the present
invention, security component 556 is a firewall 556a, VPN
55619 or URL filter 556C, singly or in combination.

8. Usage Scenario

[n this scenario, a user is a traveling professional, who has
a P] )A and needs to synchronize the Pl )A against a corporate
Exchange server while on the road. This synchronization
needs to be done securely as the only way to enter the
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corporate network is via a certified and an information
technology (“IT”) manager approved VPN.

The user has a gateway device enabled handset with an
embedded PAN router 404(.‘ and VPN client, which the IT

manager installed.
As the user turns on the PDA. which is a BluetoothTM

equipped PDA with a LAP component 551, the PDA con-
nects to a gateway device handset via the LAP. The PDA
receives a local PAN IP address.

The user loads the PDA synchronization software, which
is conligured to synchronize against the corporate Exchange
server. When hitting the “Synchronize" button. the PI )A
opens a 'I'CP connection to the IP address

The IP packets travel across the BluetoothTM air interface
to the handset using a PPP protocol. At the handset, the
packets go through a NAT component and a local IP address
is translated to a real Internet IP address. The real IP address

goes to the VPN, which identifies the destination as the
corporate LAN. The VPN packages the packet over its
Internet tunnel, encrypts and signs it. The packet is then sent
through the cellular air interface to the operator and the
Internet, reaching the corporate VPN and Exchange servers.
The PDA is totally unaware of this process.

B. PAN Server

PAN server 4041‘) allows code to be downloaded to a PAN

and executed in a central way. Similarly, PAN server 404!)
shares and stores data in a centralized manner.

1. PAN Server Interfaces

I’IG. 6 illustrates software interfaces for PAN server

404bshown in HS. 5a. PAN server 404/) provides applica-
tion program interfaces (“API”) to applications 406. Appli-
cations 406 also queries PAN server 404b for specific
services and/or terminal attributes in a PAN. Applications
406 provide at least three types of information to PAN server
4041'). Applications 406 provide a Personal Identification
Number (“PIN") number, network configuration infonna-
tion, service registration and unregistration information.
PAN server 4041: provides services and devices enumeration
information to applications 406. In an embodiment of the
present invention, a PIN number is an authorization code to
enable a terminal to connect to a PAN.

PAN server 4042: uses media abstraction layer 504 in
order to communicate with terminals 107. PAN server 4041)
transfers services and devices enumerations to PAN router

41I4(.';While, a terminal 11) number is provided to PAN server
40415 from PAN router 4046. A terminal ID is a unique code
for identifying a particular terminal. Finally, a PIN number
is transferred from PAN server 4042) to PAN router 4046.

In an embodiment of the present invention, PAN server
404b loads an executable application software component to
a selected terminal. Application server 404a retrieves the
application software component locally from gateway
device 106 memory or from either server 102 or 103 as
illustrated in FIG. 1.

Backend middleware 485 provides a PIN number to
router 4040. In an embodiment of the present invention,
backend middleware 485 is stored on a server coupled to
cellular network I05 shown in I"IG. '1. In an embodiment of

the present invention. backend middleware 485 is a software
component for supplying PIN numbers and accessing appli-
cation components for a particular terminal.
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2. PAN Server Components

FIG. 7 illustrates software components of PAN server
404a according to an embodiment of the present invention:
I) plug and play software component 70], 2,) PIN number
management software component 702, 3) management soft-
ware component 703, 4) service repository software com-
ponent 704, and 5) application loader 705. In alternate
embodiments, more or less components are used.

a. Plug and Play Component

When a new terminal is introduced to a PAN, the software

to support this terminal needs to be located, downloaded and
executed. The Plug and Play component is responsible for
identifying the introduction of the new terminal and decid-
ing on the software needed to be downloaded.

An example of the Plug and Play usage is when a new thin
terminal, like a messaging tenninal, is introduced to a PAN.
The terminal itself, being thin, has no embedded application
code or data. The appropriate software package (messaging
software in this case) needs to be found, downloaded and
executed. The Plug and Play component will identify the
messaging terminal and resolve the needed software to
support it.

I’IG. 7 illustrates the operation of Plug 8;. Play component
70']. In response to a terminal II) from PAN router 404a,
Plug and Play component 701 will access the software
package for a selected terminal from backend middleware
485 or locally from gateway device 106 memory. If the
selected package is not locally available in gateway device
106 memory, a URL- is provided from backend middleware
485 for accessing the package remotely. In an embodiment
of the present invention, the selected package will install and
run on dilferent modules (typically but not necessarily a
shell. service/tenninal drivers and applications that can run
on the terminal).

b. Application Loader Component

Adding new capabilities to a PAN involves the loading of
executable code to a PAN execution environment. Applica-
tion loading can be a result of many events: plug and play
component 701 can generate an application loading for
supporting a new terminal on a PAN, a user can decide to
actively load an application to a PAN or an operator on a
cellular network can decide to load an application to a PAN.
Application loader 705 is responsible for application soft-
ware code transfer and execution.

c. PIN Number Management Component

Whenever gateway device 106 and a terminal become
aware of each other, a pairing process takes place between
them. For example, gateway device 801 and terminal 802
are paired as illustrated in FIG. 80. When this pairing takes
place for a first time (or when the link key that they were
sharing has been lost. in one or both sides for any reason), a
claimant side (for example, gateway device 801) must know
a PIN number of temrinal 802 in order to carry out a
successful pairing. PAN server 404bwill supply PIN number
information to PAN router 404C for that purpose. A PIN
number is used to generate an initialization key that is used
as an encryption key for the exchange of initial parameters
between a gateway device and terminals. In an embodiment
of the present invention, PAN server 4043) must be able to
supply PIN number information according to different cri-
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teria. For example, PAN server 4041;: supplies PIN numbers
for only those terminals that are associated with a certain
terminal class or ID number.

PAN server 404b will supply a PIN number upon an
explicit request of another component, such as PAN router
4046‘. In an alternate embodiment, Application server 404/)
will supply PIN number information for terminals in order
for them to establish a BluetoothTM channel with other

terminals without a gateway device 107 as a mediator.

In an embodiment of the present invention, PIN numbers
are available from backend middleware 485. In alternate

embodiments of the present invention, applications 406
provide a PIN number. For example, an application may
allow a user to enter a PIN number or an application may
cause backend rniddleware 485 to generate a PIN number. In
an embodiment of the present invention, an application that
supplies a PIN number states its origin.

There are two methods for obtaining PIN numbers. First,
a push method occurs when the source of the PIN munber
translers the PIN number when it becomes available. Sec-

ond, a query method occurs when router 404C queries the
source of the PIN number for a PIN number according to a
certain criteria. A push method is preferred because it
enables an immediate response to a request for a PIN
number. However, if the PIN number is not available when
a request arrives at the source of the PIN number. PAN
server 404/7 attempts to obtain the PIN number using the
query method. When the push method is used, the stimulus
comes from the PIN number information source.

PIN number management software component 702 main-
tains a local database of PIN numbers with some attributes.

An attribute may include a terminal class or temiinal ID.
PIN number management software component 702 adds,
deletes and retrieves PIN numbers from the database. PIN

number software component 702 also may retrieve all PIN
numbers associated with a screen terminal class. In an

embodiment, PIN number management software component
702 will have a persistent database. In an alternate embodi-
ment, PIN number management software component 702
will not have a persistent database.

In alternate embodiments of the present invention, PIN
number mar agement 702 is a central storage location for
PAN databases and/'or caching. The storage component
supports implementation of a file system that can be
accessed by a terminal. Also, a storage component may have
automatic backup to a backend server or transparent storage.

(1. Network Management Component

Management software component 703 provides functions
to configure a PAN.

First, management software component 703 provides a
disconnect service ftuiction that forces specific applications
to disconnect from a specific service.

Second, management software component 703 provides a
disconnect terminal function that forces specific applications
to disconnect from all services of a specific terminal.

Third, management software component 703 provides a
disable service function that halts any usage of a specific
terminal’s service.

Fourth, management software component 703 provides a
disable terminal function that halts any usage of all services
ofa specific terminal.

The disconnecting fiinctions described above allow a high
priority application to obtain a service from an application
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using the service. The disabling fmetions allow for high
priority applications to create personal area network restric-
tions.

Service repository software component 704 is used to
cease offering services. PIN Number management 702 is
used to delete a PIN ntunber and abstraction layer I/O is used
to halt service’ 5 data trafiic.

e. Enumeration or Service Repository Component

Service repository software component 704 allows appli-
cations 406, which run on a gateway device 106 or terminals
107, to discover what services are olfered by a PAN. and to
determine the characteristics of the available services. The

service could be offered by remote terminal, such as an
application in terminal 806 illustrated in FIG. 819. For
example, terminal 806 could be a printer having a printing
service. Also, the service could be offered by an application
stored on gateway device 106, such as the application] in
gateway device 80l illustrated in 1" 16. 8a. l’or example,
gateway device 801 is a cellular telephone having a tele-
phony service provided by a cellular telephone application.
Remote services are oifered with the assistance of service

logical drivers (SL-Ds) that are stored on gateway device
106. Whenever an application is interested in using a ter-
minal service, the terminal interoperates with the corre-
sponding gateway device SLD. For example, an application
on terminal 809, shown in FIG. 8b, accesses a driver in
gateway device 805 for a service provided by an application
on terminal 806. Therefore, from an application’s point of
View, the SLD of the remote service acts the same way as a
local application.

Service repository software component 704 offers a plu-
rality of functions.

First, service repository software component 704 provides
sendce registration of a service olfered by application, or a
hardware capability offered by terminal driver.

Second, service repository software component 704 pro-
vides service unregistration that cancels a registered service.

Third, service repository software component 704 pro-
vides registered services that suit a specific class.

llourtb, service repository software component 704 also
provides searching of services. This function describes
whether listed terminals support listed services. This func-
tion enables an application to quickly locate a specific
service. A search of a general class of service, such as a
search for a printers may be performed. Likewise, a search
for specific attributes associated with that service, for
example laser or color, is provided. Further, a search for
specific instance of a service, for example a HP LaserJet
model GTI, is also provided.

Fifth, service repository software component 704 pro-
vides the capability of describing the participating temiinals
in a personal area network. The existence of these temlinals
is derived from a service registration function.

Sixth. service repository software component 704 pro-
vides a disabling function that ceases offering an unfriendly
sendce.

Seventh, service repository software component 704 also
provides an enabling function that cancels service disabling.

Eighth, service repository software component 704 pro-
vides a terminal disabling function that ceases offering all
the services associated with an unfriendly terminal.

Ninth, service repository software component 704 pro-
vides a terminal enabling function that cancels terminal
disabling.
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In an embodiment, an application does not have to dis-
cover a service in order to connect with a terminal. If an

application has previous knowledge of a terminal’s service,
the application needs to only search for the specific terminal.

In an embodiment of the present invention, service reposi-
tory component 704 describes the terminals and the services
that are available at a particular time, but service repository
software component 704 does not describe the current status
ofthe services. A service might be available in a PAN but not
necessarily accessible since another application is exclu-
sively using the service.

Since service repository software component 704 oper-
ates with local and remote applications, a uniform interface
is used. In an embodiment of the present invention, remote
applications use a BluetoothTM Service Discovery Protocol
(“SDP”) to discover what services gateway device 106
offers. Similarly, local applications use SDP in an embodi-
ment of the present invention.

C . Application Server

Application Server component 404a illustrated in FIG. 5a
allows for removing redundant capabilities from terminals
and consolidating them in a centralized application server.
This allows significant added value in minimizing the cost
and complexity of the terminals in 3 PAN, as well as making
their design intuitive and easy to use.

In an embodiment of the present invention, application
server component 404a includes two components: 1] an
execution environment and 2) services for being able to
successfully execute software on a multi-terminal PAN, such
as a file system.

Thin terminals, being optimized for low cost will not
include an IP capability in most cases. Instead, they will use
the native protocols offered by the PAN‘s physical layer.
This does not conllict with the PAN router 4046 since thin

terminals are an extended remote I/O for applications run-
ning on a PAN application server 40411. All the logic,
protocols and standard compatibility is implemented in the
application server, in which standard protocols like IP are
implemented and used.

I . Usage Scenario

In an embodiment of the present invention, a thin mes-
saging terminal includes a color Liquid Crystal Display
(“LCD”), QWERTY keypad, BluetoothTM chipset and a
small software stack for displaying graphical screens
received over the liluetoothTM air interface and transmit

keypad actions back over the BluetoothTM air interface.
When a tenninal is tumed on for the first time, a Plug and

Play component 701 in the gateway device 106 identifies
that this is a new terminal. Gateway device 106 communi-
cates with Plug and Play component 701 in order to retrieve
the needed software package to be executed on an applica-
tion server 404a. In an embodiment of the present invention,
a Plug and Play component 701 contains a URL for a
chatting application package.

Application loader 705 gets the URL and loads the new
package to PAN application server 404a in a gateway device
106 and executes the chatting software application. The
chatting application software identifies the messaging
device by enumerating a PAN for terminals and capabilities,
and attaches itself to the right remote graphical driver and
the remote keypad driver.

Now, all user interactions for the chatting application is
displayed on the messaging tem‘rinal, and the keypad entries
on the terminal are sent to the chatting application.
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In this embodiment of the present invention, the terminal
is used only for I/O and user interaction. The actual chatting
logic is executed in application server 404a, which is located
in gateway device 106.

IV. Gateway Device/"Terminal Operations

A. Terminal Joins Personal Area Network

First, PAN router 4046 requests a PIN number from PIN
number management component 702. Second, if a PIN
number is a vailablc, PIN number management 702 transfers
the PIN number to PAN router 404a. Otherwise, PIN number

management 702 attempts to obtain the PIN number from
other sources, such as applications 406 or backend middle-
ware 485, and transfers the PIN number to PAN router 404C.
Third, PAN router 404C notifies plug and play 701 that a
pairing has ended and delivers a terminal ID to plug and play
70']. I-‘ourth, plug and play 70'] resolves the terminal pack-
age URL with backend middlewarc 485 if a package is not
locally available; otherwise, the package is loaded and
executed. Finally, ill the package contains drivers, the driv-
er’s services are offered to service repository 704.

B. Pin Number Received

Backend middlewarc 485 or an application acquires a PIN
number. Second, the acquired PIN ntunber is offered to PIN
number management 702 by either backend middlewarc 485
or applications 406. In an alternate embodiment of the
present invention, a PIN number is offered with additional
characteristics of the associated terminal. PIN number infor-

mation is then accepted and stored with the attributes in a
database of PIN number management 702.

(3. Gateway Device Application Queries for a
Specific Service

There are two methods for a gateway device 106 appli-
cation to inquire for a specific service. The first temn'nal
method includes the application asking service repository
704 to describe the temiinals in the current personal area
network and to describe whether any of these terminals
provide the requested service. In an embodiment of the
present invention, an application sorts the available temii-
nals in order of preference. The application then queries
abstraction layer I/O whether the most preferred temiinal’s
service is available.

The second service method includes an application que-
rying service repository 704 to provide the registered ser-
vices that suit a requested service class. The application then
searches the registered services to detemrine which capa-
bilities are provided by the registered services. In an
embodiment of the present invention, an application sorts
the available services in order of preference. The application
then queries abstract layer [/0 whether the most preferred
service is available.

D. Terminal Application Queries for a Gateway
Device Service

Media abstraction layer 504 obtains an SDP of a remote
terminal application. Media abstraction layer 504 passes the
SDP call to service repository 704. Service repository 704
answers media abstraction layer 504, using SDP, according
to services that are registered. The abstraction layer 504 then
sends the answers to an application on remote terminal.
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In an alternate embodiment, service repository 704 pushes
new services to a BluetoothTM stack SDP database. The

BluetoothTM stack replies automatically and generates an
SDP request.

E. High Priority Application Prevents Terminal
Usage

In response to a network configuration signal from a high
priority application in applications 406, management com-
ponent 703 generates a delete PIN number signal to PIN
number management component 702 which deletes the PIN
number associated with the selected. terminal. Management
component 703 generates a disable signal to service reposi-
tory component 704 to cease offering all the services asso-
ciated with the selected terminal. Management component
703 generates a disable service signal to abstraction layer
NO in order to halt all the transport to and from the selected
terminal’s services.

Abstraction layer [/0 sends halt notifications to the appli-
cations that are currently using the selected tenninal’s
services. Abstraction layer I/O then stops any data transport
to and from the selected terminal’s services.

V. Conclusion

The foregoing description of the preferred embodiments
of the present invention has been provided for the purposes
of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms
disclosed. Obviously. many modifications and variations
will be apparent to practitioners skilled in the art. The
embodiments were chosen and described in order to best

explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to
understand the invention for various embodiments and with

the various modifications as are suited to the particular use
contemplated. It is intended that the scope of the invention
be defined by the following claims and their equivalents.

What is claimed is:

1. A system for providing access to the Internet, compris-
ing:

a first wireless device, in a short distance wireless net-
work, having a software component to access inform. -
tion from the Internet by connnunicating with a cellular
network in response to a first short-range radio signal,
wherein the first wireless device communicates with

the cellular network and receives the first short-range
radio signal; and.

a second wireless device, in the short distance wireless

network, to provide the first short-range radio signal,
wherein the software component includes a network

address translator software component to translate
between a first Internet Protocol (“IP”) address pro-
vided to the first wireless device from the cellular
network and a second address for the second wireless

device provided by the first wireless device,
wherein the software component includes a service

repository sofiware component to identify a service
provided by the second wireless device.

2. The system of claim 1, wherein the second wireless
device is selected from a group consisting of a desktop
computer, a laptop computer, a personal digital assistant, a
headset, a pager, a printer, a watch, and a digital camera.

3. 'lhe system of claim 'I , wherein the first wireless device
is a cellular telephone using a protocol selected from a group
consisting of a Global System for Mobile Communications
(“GSM”) protocol, a Code Division Multiple Access
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(“CDMA”) protocol, a cellular telephone using a CDMA
2000 protocol, and a Time Division Multiple Access
(“TDMA”) protocol.

4. The system of claim 1, wherein the service repository
software component identifies whether the service is avail-
able at a particular time.

5. The system ofclaim 1, wherein the software component
includes a domain naming service (“DNS”) software com-
ponent to translate between a human readable name and a
second Internet Protocol (“IP”) address.

6. The system ofclaim 1, wherein the software component
includes a security software component to control access
between the cellular network and the first wireless device.

7. The system of claim 1, wherein the second wireless
device is a thin terminal.

8. The system of claim 1, wherein the second wireless
device includes a BluetoothTM processor and a 2.4 GHZ
transmitter.

9. The system ofclaim 1, wherein the first wireless device
includes a BluetoothTM processor and a 2.4 GHZ transmitter.

'10. The system of claim I, wherein the second wireless
device includes a BluetoothTM processor and a 5.7 GHZ
transmitter.

11. The system of claim 1, wherein the first wireless
device includes a BluetoothTM processor and a 5.7 GHZ
transmitter.

'12. The system of claim 'I, wherein the software compo-
nent includes a plug and play software component to load
and execute software for the second wireless device.

13. The system of claim 1, wherein the software compo-
nent includes a PIN number management software compo-
nent to obtain and provide PIN numbers.

14. The system of claim 1, wherein the second wireless
device includes an application software component that
registers an availability of the service with the service
repository software component.

15. The system of claim 1, furthering comprising:
a third wireless device, in the short distance wireless

network, having an application software component to
obtain the service from the second wireless device.

16. The system of claim 15, wherein the first wireless
device includes a service logical driver corresponding to the
service, and wherein the application software component
uses the service logical driver to obtain the service from the
second wireless device.

17. The system of claim 1, wherein the software compo-
nent operates with an operating system software component.

18. The system of claim 17, wherein the operating system
software component is a Stinger operating system.

19. The system of claim 17, wherein the operating system
software component is a Linux operating system.

20. The system of claim 17, wherein the operating system
software component is a EPOC operating system.

21. The system of claim 17, wherein the operating system
software component is a PocketPCoperating system.

22. The system ofclaim 1, wherein the service repository
software component identifies a class. attribute and instance
of the service.

23. The system of claim 1, wherein the first wireless
device fithher includes a virtual private network (“VPN”)
software component.

24. The system of claim 1, wherein the first wireless
device further includes a firewall software component.

25. A system for providing access to information on a
cellular network, comprising:

a first wireless device, in a short distance wireless net-
work, to provide a first short—range radio signal; and,
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a second wireless device, in the short distance wireless
network and the cellular network, to selectively transfer
information, including Internet Protocol (“IP”) data
packets, between the first wireless device and the
cellular network in response to a security software
component,

wherein the second wireless device includes a service

repository software component that identifies a plural-
ity of services, in the short distance wireless network,
associated with a plurality of wireless devices, and
wherein the service repository software component
searches for a service, in the plurality of services, to be
used by an application software component stored in
the first wireless device.

26. The system of claim 25, wherein the first wireless
device provides execution space for executable software
from the second wireless device.

27. The system of claim 25, wherein the security software
component is a firewall software component to control
access to the cellular network.

28. The system of claim 25, wherein the security software
component is a virtual private network (“VPN”) to control
access to the cellular network.

29. The system of claim 25, wherein the security software
component is a uniform resource locator (“URL”) filter to
control access to the cellular network.

30. The system of claim 25, wherein the first short-range
radio signal is selected from a group consisting of a Hom-
eRF signal, an 802.11 signal and BluetoothTM.

31. The system of claim 25, wherein the information is
provided in the form of data packets.

32. The system of claim 25, wherein the second wireless
device is coupled to the cellular network by a landline
network.

33. 'lhe system of claim 25, wherein the second wireless
device is coupled to the cellular network by either an
Ethemet connection, DSL connection or a cable modem.

34. A handheld device for providing a short distance
wireless network, comprising:

a storage device;
a processor, coupled to the storage device; and,
the storage device to store a software component; and, the

processor operative with the software component to:
provide an Internet Protocol (“IP”) data packet from the

handheld device to a terminal using short-range radio
signals,

control access between the short distance wireless net-

work and a cellular network,
translate between a first IP address provided to the hand-

held device and a second [P address for the terminal

provided by the handheld device in the short distance
wireless network,

enumerate a list of services available from the handheld

device and the terminal, wherein the handheld device

and tenninal register services available on the list, and
search the list of services for a service to be used by an

application software component stored on the terminal.
35. The device of claim 34, wherein the software com-

ponent includes a management software component.
36. The device of claim 34, wherein the application

software component uses a service logical driver stored in
the storage device to obtain a service available on the
handheld device.

37. The device of claim 34, fiirther comprising: a Blue-
toothTM transmitter, coupled to the processor, to generate the
short-range radio signals.
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38. The device of claim 34, further comprising: a GSM
transmitter, coupled to the processor.

39. The device of claim 34, wherein the search includes
searching the list of services by class, attribute or instance.

40. The device of claim 34, wherein the software com-
ponent includes a plug and play software component to
identify the terminal in the short distance wireless network
and obtain the application software component for the
terminal.

41. The device of claim 34, wherein the software com-
ponent includes a PIN number management software com-
ponent to provide a PIN number used in pairing the handheld
device to the terminal in the short distance wireless network.

42. A first wireless handheld device, comprising:
a storage device;
a processor, coupled to the storage device; and,
the storage device to store a software component; and, the

processor operative with the software component to:
access the Intemet through a cellular network,
provide a first short-range radio signal to a second wire-

less handheld device and a second short-range radio
signal to a third wireless handheld device,

control access between the Internet and the first, second
and third wireless handheld devices,

translate between a first Internet Protocol (“IP”) address
provided to the first wireless handheld device from the
cellular network and a second address for the second

wireless handheld device provided by the first wireless
handheld device, and a third address for the third
wireless handheld device provided by the first wireless
device,

enumerate a list of services available from the first,
second and third wireless handheld devices, wherein
the lirst, second. and third wireless handheld devices

register services available on the list, and
search the list of services for a class of service to be used

by an application software component at a particular
time, the application software component stored on the
second wireless handheld device,

43. The first wireless handheld device of claim 42,
wherein the first wireless handheld device includes a service

logical driver corresponding to a service available from the
third wireless device, and the application software compo-
nent uses the service logical driver to obtain the service from
the third wireless device.

44. The first wireless handheld device of claim 42,
wherein the first wireless handheld device includes a 5.7

GHZ transmitter coupled to the processor.
45. The first wireless handheld device of claim 42,

wherein the second wireless handheld device is selected

from a group consisting of a desktop computer, a laptop
computer, a personal digital assistant, a headset, a pager, a
watch, and a thin terminal a digital camera.

46. The first wireless handheld device of claim 42,
wherein the second wireless handheld device is a thin
terminal.

47. 'lhe first wireless handheld device of claim 42,
wherein the first wireless handheld device includes a 2.4

GHZ transmitter coupled to the processor.
48. An article of manufacture, including a computer

readable medium, comprising:
a short-range radio software component to communicate

with a device in a short distance wireless network by
using a short-range radio signal;

a cellular software component to communicate with a
cellular network by using a cellular signal;
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a network software component to selectively transfer an
Internet Protocol (“IP”) data packet between the device
and the cellular network;

a service repository software component to identify a
plurality of available services from a plurality of
devices in the short distance wireless network, the

service repository software component having a uni-
form interface so that both a local application software
component and a remote application software compo-
nent identifies the plurality of available services; and

a plurality of service logical drivers corresponding to the
plurality of available services that are used to obtain the
plurality of services, the plurality of service logical
drivers are used in obtaining the plurality of services.

49. The article of manufacture of claim 48, wherein the
cellular software component is a GSM component.

50. The article of manufacture of claim 48, wherein the
short-range radio software component is a BluetoothTM
component.

51. The article of nmnul'acture of claim 48, further com-

prising security software component to control access
between the short distance wireless network and the cellular
network.

52. The article of manufacture of claim 48, further com-
prising a network address translator software component to
translate between a first Internet Protocol (“IP”) address and
a second IP address.
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53‘ The article of manufacture of claim 48 further com-

prising a domain naming service (“DNS”) software compo-
nent to translate between a human readable name and an

Internet Protocol (“IP”) address.
S4. The article of manufacture of claim 48, further com-

prising a plug and play software component to identify the
terminal in the short distance wireless network and obtain an

application software component for the temiinal.
55. The article of manufacture of claim 48, wherein the

article of manufacture is a memory storage device in a
cellular telephone.

56. A handheld device for providing a short distance
wireless network, comprising:

a storage device;
means for identifying an availability of a plurality of

services to a plurality of application software compo-
nents in the short distance wireless network;

means for selectively providing the plurality of services to
the plurality ol‘application software components in the
short distance wireless network: and

means for selectively transferring an Internet Protocol
(“IP”) data packet between a cellular network and a
selected application software component in the plural-
ity of application software components in the short
distance wireless network.


