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Introduction

Welcome to the Microsoft Windows NT Resource Kit Volume 2: Windows Ni"

Networking Guide.

The Windows NT Resource Kit also includes the following volumes:

. Volume 1: Windows NT Resource Guide, which provides information to
help administrator‘s better understand how to install. manage, and integrate
Windows N l M in a network or multiuser' environment.

. Volume 3.‘IWindows NT Messages, which provides information on local and

remote debugging and on interpreting error messages.

- Volume 4: Optimizing Windows NT, which provides a step-by-step approach to

understanding all the basic performance management techniques.

The Windows NT Networking Guide is designed for people who are, or who want

to become, expert users of Mierosofto Windows NT Workstation and Microsoft

Windows NT Server networking features. The Windows NT Networking Guide

presents detailed, easy-to—read technical information to help you better manage how

Windows NT is used at your site It contains specific networking information for

system administrators who are responsible for installing, managing, and integrating

Windows NT in both small and large networks.

The Windows NT Nelworking Guide is a technical Sitpplementto the documentation

included as part of the Windows NT product and does not replace that information

as the source for learning how to use Windows NT networking features and
utilities.

You should also use it in conjunction with the Windo ws NT Resource Guide since

there are multiple cross—references between the two books. in addition, the tools

for both books are contained on a single compact disc (CD) and in a single set of

3.5—inch floppy disks. (The CD is bound into the back cover of the Windows NT

Resource Guide, and the floppy disks are available upon request from MS-Press.)
See the “introduction” section of the Windows NT Resource Guide fora partial list

of the available tools. A complete list is available on the CD in the README.WR[
file with instructions on how to use them in the RKTOOLSHLP file.

This introduction includes two kinds of information you can use to get started:

The first section outlines the contents of this book, so that you can quickly

find technical details about specific elements oi'Wirrdows N’l‘ netw0rkingi

. Tire second section describes the conventions used to present information in
this book
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About the Networking Guide
This guide includes the following chapters. Additional tables of contents are

included in each part to help you quickly find the information you want.

Part I, About Windows NT Networking

Chapter 1, “Windows NT Networking Architecture,” contains information

for the support professional who may not have a local area network background.

This chapter provides a technical discussion of networking concepts and
discusses the networking components included with Windows NT.

Chapter 2, “Network In ten-Operability,” describes how Windows NT works

together with your existing Novello netw0rks, IBM» mainframe systems, and

UN [Xe systems.

Chapter .5, “"WindoWs NT User Environments,” explains the use of home

directories and logon scripts in customizing the environment of individual users

or related groups of users.

Chapter 4, “Network Security and Administration,” describes how Security

is implemented for workgroups and domains under Windows NT, including

local logon and pass—through validation for trusted domains and network

browsing

Chapter 5, “Windows NT Browser,” explains how members of a
Windows NT netwodc can browse the resources of the network.

Part ll, Using Windows NT Networking

Chapter 6, “Using NBF with Windows NT,” describes NetBBUI Frame, the

implementation of the NelBIOS Extended User Interface protocol under

Windows NT. including how network traffic and sessions are managed.

Chapter 7, “Using DLC with Windows NT,” presents details abOut the Data

Link Control (DLC) protocol device driver in Windows NT that prevides

connectivity to IBM mainframes and to local area network pr; ntcr; attached

directly to the network.

Chapter 8, “Client-Server Connectivity on Windows NT,” discusses how
MS-DOSo, Windowso, Windows NT, and 08/29 client workstations

communicate with Windows NT databases, focusing on Microsoft SQL Server

as an example of a distributed application.

Chapter 9, “Using Remote Access Service,” exPlains the technical details
of Windows NT RAS including security, interoperability, and scripting
capabilities.
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Part in, TCP/IP
Chapter 10, “Overview of Microsoft TCP/IP for Windows NT,” describes
the elements that make up Microsoft TCWIP and provides an overview of how

you can use Microsoft TCP/fP to support various networking solutions.

Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP,”

describes the process for installing and configuring Microsoft TCP/IP, SNMP,

and Remote Access Service (RAS) with TCP/lP on a computer running
Windows NT.

Chapter 12, “Networking Concepts for TCP/I P,” presents key TCP/TP

networking concepts for networking administrators interested in a technical

discussion of the elements that makeup TCP/IP.

Chapter 13, “Installing and Configuring DHCP Servers,” presents the
procedures and strategies for setting up servers to support the Dynamic Host

Configuration Protocol for Windows networks. .

Chapter 14, “Installing and Configuring WINS Servers,” presents the

procedures and strategies for setting up Windows Internet Name Service
servers.

Chapter 15, “Setting Up LMHOSTS,” provides guidelines and tips for using
LMHOSTS files for name resolution on networks.

Chapter 16, “Using the Microsoft FTP Server Service,” describes how to

install, configure. and administer the Microsoft FTP Server service.

Chapter 17, “Using Performance Monitor with TCP/D’ Services,”

describes how to use the performance counters for TCP/IP, FTP Server service,

DHCP servers, and WINS servers.

Ch npter 18, “Internetwork Printing and TCP/IP,” describes how to install

’I‘CP/[P printing and create TCP/IP printers on Windows NT computers with
Microsoft PCP/IF.

Chapter 19, “Troubleshooting TCP/IP,” describes how to troubleshoot l'P

connections and use the diagnostic utilities to get information that will help solve

networking problems.
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Part it], Windows NT and the Internet

Chapter 20, “Using Windows NT on the Internet,” describes typical

Scenarios for connecting a Window NT computer or network to die Internet and

the logistical details involved in doing that.

Chapter 21, “Setting Up Internet Servers and Clients on Windows NT

Computers,” describes how to set up Intemet sewers and clients on a

Windows NT computer.

Chapter 22, “Remote Access Service and the Internet,” provides technical

details about using RAS for Internet connections, including as an Internet

Gateway Server and as a router to the Internet for small networks.

Part V, Appendixes

Appendix A, “TCP/IP Utilities Reference,” describes the TCP/IP utilities and

provides syntax and notes.

Appendix B, “MIB Object Types for Windows NT,” describes the LAN

Manager MIB II objects provided when you install SNMP with Windows NT.

Appendix C, “Windows Sockets Application,” lists nine-party vendors who

have created software based on the Windows Sockets standard to provide

utilities and applications that run in heterogeneous networks using T‘CP/IP. This

appendix also lists Internet sources for pub] ic-dornain software based on
Windows Sockets.
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Conventions in This Manual

This document assumes that you have read the Windows NT documentation set

and that you are familiar with using menus, dialog boxes, and other features of

the Windows operating system family of products. It also assumes that you have

installed Windows NT on your system and that you are using a InOuse. For

keyboard equivalents to menu and mouse actions, see the Microsoft Windows NT

onlinc Help.

This document uses several conventions to help you identify infomialion.

The following table describes the typographical conventions used in the

Windows NT Networking Guide.

Convention Used for

bold MS-DOS—stytc command and utility names such as copy or ping

and switches such as I? or ~11. Also used for Registry value names,

such as IniFileMapping and 08/2 application programming
interfaces (APIs).

italic Parameters for which you can supply specific values. For example,
the Windows NT root directory appears in a path name as
systemroodSYSTEMBZ. where systemroor can be C:\W[NNT35 or
some other value.

ALL CAPITALS Directory names: filenkames, and acronyms For example, DLC
stands for Data Link Control; C:\PAGEFILESYS is a file in the
boot sector.

it onos pa ce Sample text from batch and .INl' tiles, Registry paths, and screen text
in non-Windows—based applications.

Other conventions in this document include the following:

- “MS-DOS” refers to Microsoft MS-DOS version 3.3 or later.

”Windows—based application“ is used as a shorthand term to refer to an

application that is designed to run with 16-bit Windows and does not run

without Windows. All 16-bit and 32-bit Windows applications follow similar

conventions for the arrangement of menus. dialog box styles, and keyboard and
mouse use.
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- “MS-DOS—based application" is used as ‘11 shorthand term to refer to an

application that is designed to run with MS—DOS but not Specifically with

Windows or Windows NT and is not able to take full advantage of their
graphical 01' memory management features.

. “Command prompt"1efets to the command line where you type MS-DOS—style

commands. ’l‘ypieally, you see characters such as C:\> to Show the location of

the command 9101an on your screen. In Windows NT, you can double—click the

MS—DOS Prompt icon in Program Manager to use the command piompt.

. An instruction to “type” any information means to press 2t key or a sequence of

keys, and then press the ENTER key.

- Mouse instructions in this document. such as “Click the OK button” or “Drag an

icon in File Manager,” use the same meanings as the descriptions of mouse
actions in the Windows NT System Guide and the Windows online tutorial.
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Windows NT Networking
Architecture  

Windows NT is a complete operating system with fully integrated networking
capabilities. These capabilities differentiate Windows NT from other operating

systems such as MS-DOS 03/2 and UNIX for which network capabilities are
installed separately from the core operating system

Integrated networking support means that WindOWS NT offers these features:

- Support for both peer—to-peer and client-server networking. All Windows NT

computers can act as both network clients and servers, sharing files and printers

with other computers and exchanging messages over the network Windows NT
Server also includes features needed for full-scale servers, such as domain

management tools.

. The ability to easily add networking software and hardware. The networking -

software integrated into Windows NT lets you easily add protocol drivers,
network card drivers. and other network sofiware. Windows NT includes

four transport protocols—lPX/SPX (NWLink), TCP/IP, NBF (Windows NT
NetBEUl). and DLC.

Interoperability with existing networks. Windows NT systems can communicate
using a van'ety of u‘anSport protocols and network adapters. It can also
communicate over a variety of different vendors’ networks.

Support for distributed applications. Windows NT provides a transparent

Remote Procedure Call (RFC) facility. It also supports NetBlOS, Sockets,

and the Windows Network (WNet) APIs and named pipes and mailslots, for

backward compatibility with LAN Manager installations and applications.

. Remote access to networks. Windows NT Remote Access Service (RAS) clients

can dial into any PPP or SLIP server. Windows NT RAS servers support any

remote clients using IPX, TCP/IP, or NetBEUI using PPP. For additional

information about RAS‘ see Chapter 9, “Using Remote Access Service.“

- Print and File sharing, and AppleTalko routing for Macintosho clients.
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This chapter describes the Windows NT networking architecture and how

it achieves each ofihese goals. For perspective the next section provides a

brief explanation of two industry—standard models for networking—the Open

Systcm Interconnection (OSI) reference model and the Institute of Electrical and

Electronic Engineers (11311313) 802 project model. The remainder of the chapter

describes the Windows NT networking components as they relate to the OSI

and IEEE models and as they relate to the overall Windows NT architecture.

Overview of Networking
in the early years of networking, several large companies, including IBM,

Honeywell, and Digital Equipment Corporation (DEC’“), each had its own standard

for how computers could be connected together. These standards described the

mechanisms necessary to move data from one computer to another. These early

standards, however, were not entirely compatible. Networks adhering to IBM
Systems Network Architecture (SNA) could not communicate directly with

networks using DBC Digital Network Architecture (DNA), for example.

in later years, standards organizations, including the International Standards

Organization (ISO) and the Institute of Electrical and Electronic Engineers (lEEE),

developed models that became globally recognized and accepted as the standards

for designing any computer network. Both models describe nonworking in terms of

functional layers.
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OSl Reference Model

ISO developed a ntodel ca]1ed the Open Systems Interconnecrion (OSI) reference

model. It is used to describe the flow of data between the physical connection to the

network and the end—user application This model is the best knowrr and most

widely used model to describe networking environments.

7. Application layer B;

6. Presentation layer
2 “WWW .-.--. ~ ,_.,--.,._i-';

5. Session layer~-~-mmm w .w-c "w _... w—

4‘ Transport layeWk’cmm' ,i pV“ -I

3. Network layer

 
l

.a t roman-em:...-n
2. Data Link layer

unmrmsWnW-mm{
tr Physical layer

«a. m... .&.\41fll..§5)-12J-i w." osmiwat-m' "1...:-

 
Loire:

Figure 11 Open Systems Interconnection (081) Reference Model

As shown in Figure 1.1. the OSI layers Are numbered from bottom to top The most

basic functions, such as putting data bits onto the network cable, are on the bottom,

while functions attending to the details of applications are at the top.

In the 081 model, the purpose of each layer is to provide services to the next higher

layer, shielding the higher layer from the details of how the services are actually

implemented. The layers are abstracted in such a way that each layer believes it is
communicating with the same layer on the other computer. In reality, each layer

communicates only with adjacent layers on one computer. That is. for information

to pass from Layer 5 on Computer A to Layer 5 on Computer B, it actually follows
the route illustrated by Figure 12.
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Network cable

Figure 1.2 Cmmnunimtion Between 051 Layers

The following list describes the purpose of each of the seven layers of the 051

model and identifies services that they provide to adjacent layers

1. The Physical Layer addresses the transmission of the unstructured raw bit

stream over a physical medium (that is, the networking cable). The Physical

Layer relates the electrical/optical, mechanical, and functional interfaces to the

cable. The Physical Layer also carries the signals that transmit data generated

by all the higher layeis.

This layer defines how the cable is attached to the network adapter card For

example, it defines how many pins the connector has and what each pin is used

for. It describes the topology used to connect computers together (Token Ring,
Ethernet. or some other). It also defines which transmission technique will be
used to send data over the network cable.
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2. The Data Link Layer packages raw bits from the Physical Layer into data

flames, which are logical, structured packets in which data can be placed. The

exact format of the frame used by the network depends on the topology. That is,
a Token Ring network data frame is laid out differently than an Ethernet frame.

The Data Link Layer is responsible {or providing the error-free transfer of these

frames from one computer to another through the Physical Layer. This allows

the Network Layer to assume virtually error-tree transmission over the network

connection. Frames contain source and destination addresses so that the sending

and receiving computers can recognize and retrieve their own frames on the
network.

3. The Network Layer is responsible for addressing messages and translating

logical addresses and names into physical addresses. This layer also determines

the route from the source to the destination computer. It determines which path

the data should take based on network conditions. priority of service, and other

factors. It also manages traffic problems on the network, such as switching,

routing, and controlling the congestion of data packets.

The Network Layer bundles small data frames together for transmission across

the network. It also restructures large frames into smaller packets. On die

receiving end, the Network Layer reassembles the data packets into their

original frame structure.

4. The Transport Layer takes care of error recognition and recovery, It also ensures

reliable delivery of host messages originating at the Application Le.‘ er. Similar

to how the Network Layer handles data frames, this layer repackages messages

—dividing long messages into several packets and collecting small messages

together in one packet—to provide for their efficient transmission over the

network. At the receiving end, the Transport Layer unpacks the messages,

reassembles the original messages, and sends an acknowledgment of receipt.

5. The Session Layer allows two applications on different computers to

establish, use, and end a connection called a session. This layer performs

name recognition and the functions needed to allow two applications to

communicate over the network, such as security functions.

The Session Layer provides synchronization between user tasks by placing

checkpoints in the data stream. This way. if the network fails, only the data after

the lastcheckpointhas to be retransmitted This layer also implements dialog

control between oomrnumcahn g processes, regulating which side transmits

when, for how long, and so on.
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6. The Presentation Layer determines the form used to exchange data between

networked computers. It can he called the iietuvork’s translator. At the

sending computer, this layer Lrtuislates data from a format received from the

Application Layer into a commonly recognized, intermediary format, At the

receiving end, this layer translates the intermediary format into a format useful

to that computer’s Application Layer.

The Presentation Layer also manages network security issues by providing
services such as data encryption. It also provides rules for data transfer and

provides data compression to reduce the number of bits that need to be
transmitted.

7. The Application Layer serves as the window for application processes to access
network services. This layer represents the services that directly

support the user applications such as software for file transfers, database access,
and electronic mail.

IEEE 802 Model

Another networking model developed by the IEEE further defines sublayers of the

Data Link Layer. The IEEE 802 project (named for the year and month it began——

February 1980) defines the Media Access Control (MAC) and the Logical Link

Control (LLC) sublaycrs. '

As Figure 1.3 shows, the Media Access Control sublayer is the lower of the

two sublayers, providing shared access for the computers’ network adapter cards to

the Physical Layerr The MAC Layer communicates directly with the network

adapter card and is responsible for delivering error-free data between two

computers on the network. -

The Logical Link Control sublayer, the upper sublayer, manages data link

conunumcatjon and defines the use of logical interface points [called Service

Access Points (SAPs)l that other cornpumrs can reference and use to transfer

information from the LLC suhlnycr to the upper OSI layers. Two protocols running
on the same computer would use separate SAPs.

{ 2. Data Link layer .<
i . Physical layer

Figure L3 Logical Link Control and Media Access Control Sublnyers

 
 

Logical Link Conlrol (LLC)

3 Media Access Control (MAC)    
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Ptojeet 802 resulted in a number of documents, including three key standards

for network topologies:

. 802.3 defines standards for bus networks, such as Ethernet, that use a

mechanism called Carrier Sense Multiple Access with Collision Detection

(CSMA/CD).

802.4 defines standards for token-passing bus networks. (The ArcNeto

architecture is similar to this standard in many ways.)

- 802.5 defines standards for Tokcn—Ring networks.

IEEB defined functionality for the LLC Layer in standard 802.2 and defined

functionality for the MAC and Physical Layers in standards 802.3‘ 802.4, and
802.5.

3021 OSI Model and Network Management  

LLC layer 802. 2 Logical Link Control

MAC lay" 302.3 1102. 4 are“5Token Token

CSM NOD bus ring

Figure 1.4 Project 802 Standards as Related to LLC and MAC Layers

    
 

This Chapter describes the layered components of the Windows NT networking

architecture, beginning with an overall description of that architecture.
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Windows NT Networking Modei

Page 35 of530

As with other architecture components of Windows NT, the networking architecture

is built of layers. This helps provide expandability by allowing other functions and

services to be added‘ Figure 1.5 shows all of the components that make up the
Windows NT networking model. 

 

 
l I Providers J

7. Application User mode
6. Presentation Kernel mode____________________________________________________________________________________

____________________________________________________________________________________
 

  
 

 

"~‘(‘,}|)‘_ -;.t-t 1 ~ _'
.. itAlexei-h 

  
; 4.Transporl .

a. Network Transport protocols — :

   
 
  

Figure 1.5 Windows NT Networking Model

Each of the Windows NT networking layers performs these functions.

The Windows NT networking model begins at the MAC sublayer where

network adapter card drivers reside, These drivers link Windows NT to the.

network via corresponding network adapter cards. Windows NT includes RAS to

allow network access to computers for people who work at home or on the road. For
more information, see “Remote Access for Windows NT Clients,” later in this

chapter.

The network model includes two important interfaces—the NDIS 3.0 Interface and

the Transport Driver Interface (TDD These interfaces isolate one layer from the

next by allowing an adjacent component to be written to a single standard rather

than many. For example, a network adapter card driver (below the NDIS interface)

does not need to include blocks of code specifically written for each transport

protocol it uses. Instead, the driver is written to the NDlS interface, which solicits

services from the appropriate NDIS—conformant transport pmtocol(s). These

interfaces are included in the Windows NT networking model to allow for portable,

interchangeable modules.
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Between the two interfaces are transport protocols, which act as data organizers

for the network. A transpori protocol defines how data should he presented to

the next receiving layer and packages the data accordingly. It passes data to the

network adapter card driver through the NDlS Interface and to the redireclor

through U36 TDI.

Above the TDI are redirectors. which “redirect" local requests for network
resources to the network.

For interconnectivity with other vendors‘ networks. Windows NT allows

multiple redirectors. For each redirector, the Windows NT computer must
also have a corresponding provider DLL (supplied by the network vendor). A

Multiple Provider Router determines the appropriate provider and then routes the

application request via the provider to the corresponding redirector.

The rest of this chapter describes these Windows NT networking components
in detail,

NDlS-Compatible Network Adapter Card Drivers
Until the late 19805, many of the implementations of transport protocols were

tied to a proprietary implementalion of a MAC—Layer interface defi ning how the
protocol would converse with the network adapter card. This made it difficult for

network adapter card vendors to support the different network operating systems

available on the market. Each network adapter card vendor had to create

proprietary interface drivers to support a variety of protocol implementations for

use with several network operating system environments

In 1989, Microsoft and 3Comjointly developed a standard defining an interface for

communication between the MAC Layer and protocol drivers higher in the 081

model. This standard is known as the Network Device Interface Specification

(NDIS). NDIS allows for a flexible environment of data exchange. It defines the

software interface—called the N DIS interface—used by transport protocols to
communicate with the net work adapter card driven

The flexibility of NDIS comes from the standardized implementation used by the

network industry. Any NDIS-eonformant protocol can pass data to any NDIS-

conformant network adapter card driver, and vice versa. A process called binding is

used to establish the initial communication channel hetwoen the protocol driver and
the network adapter card driver,

Windows NT currently supports device drivers and transport protocols written to
NDlS version 3.0.
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NDIS allows multiple network adapter cards on a single computer. Each

network adapter card can suppon multiple transport protocols. The advantage of

supporting multiple protocol drivers on a single network card is that Windows NT
computers can have simultaneous access to different types of networlt Servers. each

using a different transport protocol. For ex ample, a computer can have access to

both a Windows NT Server using NBF (UK-5 Windows NT implementation of

NetBEUI) and a UNIX sewer via TCP/IP simultaneously.

Unlike preVious NDIS implementations, Windows NT does not need a protocol

manager module to link the various components at each layer together. Instead,

Windows NT uses the information in the Registry (described in Chapter 10,
“Overview of the Windows NT Registry" of the Windows NT Resource Guide) and

a small piece of code called the NDIS wrapper that surrounds the network adapter
card driver.

Transport Protocols
Sandwiched between the NDlS interface and the TDI are transport protocol device

drivers. These drivers communicate with a network adapter card via

a NDIS-compl‘tant device driver.

 

 
 
 

NWLinlt TCPIlP

‘l-

  
2. Data Link

Figure 1-6 Transport Protocols

Windows NT includes these transports:
‘Vfih ‘ . \(..h1‘717 ..__J __-u.

. t‘tDr 15 a Ltattsrwr‘t pru‘tucui derived from nunuut zmu ptuvifiés compatibility

with existing LAN Manager, LAN Server, and MS-Net installations. (For more

information, see Chapter 6. “Using NBF with Windows NT”)

. TCP/IP is a popular routable protocol for wide—area networks.

- NWLink is an NDIS—compliant version of Inter-network Packet Exchange

(lPX/SPX) compatible protocol. It can be used to establish connections between

Windows NT computers and either MS-DOS, 03/2, Windows, or other

Windows NT computers via RPC, Sockets. or Novell NeIBIOS.

. Microsoft Data Link Control (DLC) provides an interface for access to

mainframes and netWOrk attached printers, (For more information, see

Chapter 7, "Using DLC with Windows NT”)
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- AppleTalk supports Services for Macintosh in Windows NT Server. Developers

using Windows NT Workstation can also inscall the AppleTalk protocol, as

needed, when developing AppleTalk-compliant programs.

Transport Protocols and Streams
Windows NT supports Streams-compliant protocols provided by third panies.

These protocols use Streams as an intermediary between the protocol and next

interface layer (NDIS on the bottom and TDI on top). Calls to the transport ptotocol

driver must first go through the upper layer of the Streams device driver to the

protocol, then back through the lower layer of Streams to the NDIS device driver:

Using Streams makes it easier for developers to port other protocol stacks to
Windows NT. It also encourages protocol stacks [0 be organized in a modular,

Stackable Style, which is in keeping with the original 081 model.

Transport Driver Interface
The Windows NT networking model was designed to provide a platform on which

other vendors can develop distributed applications. The NDIS boundary helps to do

this by providing a unified interface at a significant break point in the model. At
another significant breakpoint, namely the Session Layer of the 081 model,

Windows NT includes another boundary layer. The TDI provides a common

interface for networking 00m ponents that conununicate at the Session Layer. These

boundaries allow software components above and below a level to be mixed and

matched without reprogramming.
  

5‘ 5‘55”“ Hedirector l | Servers
 

 4. Transport
 

Tran on rotooale '—
3.Nelwork 5p P   
Figure 1.7 A The Transport Driver Interface

The TDI is not a single program but a protocol specification to which the upper
bounds of transport protocol device drivers are written. (Windows NT also

includes a TDI driver that handles lRQ packet traffic from multiple TDl providers.)

At this layer, networking software provides a virtual connection between the
local redirector and each local or remote destination with which the redirector

communicates Similar connections are made between the server and the sources

of the requests it receives
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Windows NT Workstations and Servers

Above all, the goal of a network is to share nesources in one location on the network

and to use them from another location on the network. On a network, computers can

be organized in one of two ways:

- On networks using a classic client-server model, dedicated servers share
resources and client workstations can access those resources.

On networks using the peer-to—peer networking model (also called workgroup

computing), each computer can act as both client workstation and server.

Computers running

Windows NT allows you to configure your network using either or both of these

models. Windows NT Workstation can use the peer-to-peer model with as many as

ten users simultaneously connected to each workstation.

In the Windows NT architecture, two Software components—called the sewer

and the rediiectorwprovide server and workstation functionality. Both of these

components reside above the TDI and are implemented as file system drivers.

Being implemented as file system drivers has several benefits. Applications can call

a single API (namely, Windows NT l/O functions) to access files on local and

remote computers. From the 1/0 Manager’s perspective, there is no difference

between accessing files stored on a remote networked computer and accessing

those stored locally on a hard disk. The redirector and server can directly call other

drivers and other kernel—mode components such as the Cache Manager, thus

Optimizing performance. Each can be loaded and unloaded dynamically. In addition,
the Windows NT redirector can coexist with other redirectors (discussed more fully

in the section called ”Interoperating with Other Networks,” laterin this chapter).

Windows NT Redirector

The nedircctor is the component through which one computer gains access to

another computer. The Windows NT redirector allows cOnnection to other

Windows NT computers as well as to LAN Manager, LAN Server, and MS-Net

servers This redircetor communicates to the protocol stacks to which it is bound via

the TDL Because network connections are not entirely reliable, it is up to the
redirector to reestablish connections when they go down.
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As illustrated by Figure 1.8, when a process on a Windows NT workstation

tries to open a file on a remote computer, these steps occur:

1. The process calls the I/O Manager, asking for the File to be opened.

2. The U0 Manager recognizes that the request is for a file on a remote computer,

so it passes it to the redireclor file system driver.

3. The redirector passes the request to tower-level network drivers, which transmit

it to the remote server for processing.

 
Windows NT IIO

system service
User mode 

1 Kemel mode

 

 
   
 

Network adapter card drivers

 

Figure 1.8 Client-Side Processing Using the Redirector
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Windows NT Server

The server component entertains the connections requested by client-side

rcdirccl'ots and provides them with access to the resources they request. When a
Windows NT server receives a request from a remote workstation to read a file

on the server, these SleS occur (as shown in Figure 1.9):

l.

9999‘!”
The low-level network drivers receive the request and pass it to the sewer
driver.

The server passes a filerroad request to the appropriate local file system driver.

The local file system driver calls a lower-level disk driver to access the file.

The data is passed back to the locai file System driver.

The local file system driver passes the data back to the server.

The server passes the data to the lower-level network dn'Vers for transmission

back to the client computer.

I/O Manager ' ___ 2

Server “W? Local file"File[immems'+L‘,__l syslem driver5

4| 13

 

 
 

   Transport ' Disk
drivers driver .

1 :5
Network Disk drive 

Figure 1.9 Server-Side Processing Using the Server

Interoperating with Other Networks
As mentioned before, the Windows NT rcdirector allows connections to LAN

Manager, LAN Server, and MS—Net servers. It can also coexist with redirectors for

other networks, such as Novell NetWaneo and Banyano VLNESo.

While Windows NT includes integrated networking, its open design provides

for transparent access to other networks. For example, a Windows NT user can

concurrently access files stored on Windows NT and thWare SCI’VCIS.

For details about interoperating with other networks, see Chapter 2, “Network

Interoperability.”
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Providers and the Provider Interface Layer
For each additional type of network (NetWare, VINES, or some other), you must

install a component called a provider. The provider is the component that allows a
Windows NT computer to communicate with the network. Windows NT includes a

provider for the Windows NT network. it also includes the Client Service for

NetWare with Windows NT Workstation‘and the Gateway Service for NetWare

with Windows NT Server, with which a Windows NT computer can connect as a

client to a NetWare network. Other provider DLLs are supplied by the appropriate
network vendors.

From the application viewpoint, there are two sets of commands that can cause

network traffic—uniform naming convention (UNC) commands and Wth
commands.

UNC is a method of identifying a shared resource 011 a network. UNC names

start with two backslashes followed by the server name. All other fields in the name

are separated by a single backslash. Although it‘s enough to simply specify the
servername to list a server’s shared resources, a full UNC name is in this form:

\\server\share\subdirectory\fiiename

WNet is part of the Win32® API and is specifically designed to allow applications

on Windows NT workstations to connect to multiple networks, browse the
resources of computers on those networks, and transfer data between computers

of various networks. File Manager, for example, uses the Wet interface to provide
its network browsing and connection facilities.

As shown in Figure 1.10. the provider layer spans the line between kernel and user

modes to manage commands that may cause network traffic. The provider layer

also includes two components to route UNC and Wet requests to the appropriate
provider: '

- The Multiple UNC Provider (MUP) receives UNC commands and locates Ihe
rcdirector that can make a connection to the UNC name.

- The Multiple Provider Router (MFR) receives WNet commands and passes the

request to each redirector in turn until one is found that can satisfy the request.
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Usemnode
process  
 

Multiple Provider Router
 
 

   LANManWorkstatlon ’NWCWorkstation 0"“providers

User mode
Kernel mode     Windows NT Netwam Other

redirector redirects: rodiroelion

Figure L10 Provider Interface Components
  

Note 1/0 calls, such as Open, can contain both an UNC name and WNet calls. 

Multiple UNC Provider
The MUP is a kernel-mode component whose job is to locate- UNC names. When an

application sends a command containing UNC names, MUP routes each UNC name

to one of the registered UNC providers, including LanmanWorkstation and any

others that may be installed. When a provider indicates that it can communicate

with the server, MUP sends the remainder of the command to the provider.

When applications make I/O calls that contain UNC names, the MUP directs them

to the appropriate redirector file system driver. The call is routed to its t‘edircctor
based on the handle on the 110 call.

Multiple Provider Router

Through me MPR, Windows NT provides an Open interface that enables consistent

access to third-party network file syswms. The key to the MFR is that all fiie

systems, regardless of type and physical location, are accessible through the same

set of file system APIs.

Applications, including File Manager, make file system requests through the

Windows NT Win32 API. The MFR ensures that requests are directed to the

proper file system. Local file requests are sent to the local disk, remote requests to

Windows-based servers are sent to the proper server by the Windows rcdirector,

t'eques ts to NetWare—based servers are handled by the NetWare Client for
Windows NT and sent to the NetWare server, and so on.

Because applications access all types of files through a single set of APIs, any

application can access any kind of server without affecting the user.
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Distributed Applications and Windows NT
Any application you run on Windows N'l‘ can/take advantage of networking

resources because networking components are built into Windows NT. In addition,

Windows NT includes several mechanisms that support and benefit distributed

applications

A distributed application is one that has two pans—a front—end to run on the client

computer and a back—end to run on the server. In distributed computing, the goal is

to divide the computing task into two sections. The front—end requires minimal

resources and runs on the client’s workstation The back-end requires large amounts

of data. number crunching, or specialized hardware and runs on the server. A

connection between the client and the server at a process—to—process level allows
data to flow in both directions between the client and server.

Microsoft Mail, Microsoft Schedule+, SQL Server, and SNA Sewer are examples

of disuibuted applications. .

As described in the next section, Windows NT includes thBIOS' and Windows

Sockets interfaces for building distributed applications In addition, Windows NT

supports peer-to-peer named pipes, mailslots. and remote procedure calls (RFC).
On Windows NT, for example, an electronic mail product could include a

messaging service using named pipes and asynchronous communication that

runs with any transport protocol or network card.

Of named pipes, mailslots, and RFC, RPC is the most portable mechanism. RPCS

use other interprocess communication (IPC) mechanisms—including named pipes
and the NetBIOS and Windows Sockets interfaces—to transfer functions and data

between client and server computers.

Named pipes and mailslots are implemented to provide backward compatibility

with existing LAN Manager installations and applications.

For more information about using distributed applications with Windows NT,
see Chapter 8. “Client—Server Connectivity en Windows NT.”

NetBlOS and Windows Sockets

Besides redirectors, Windows NT includes two other components that provide

links to remote computersuNetBIOS and Windows Sockets. Windows NT

includes NetBIOS and Windows Sockets interfaces for building distributed

applications. (Windows NT also includes three other interprocess communication

mechanisms—named pipes. mailslots, and remote ptocedu re calls—for use by

distributed applications. These are described later in this chapter.)
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The NetBIOS and Windows Sockets APls are supplied by separate DLLs. These

DLLs communicate with corresponding drivers in the Windows NT Executive. As

shown by Figure 1.] l, the NetBIOS and Windows Sockets drivers then bypass the

Windows NT redirector and communicate with protocol drivers directly using the

   
     
 

TDI.

/ Application _ '''''
process ‘ .. 1"

liO Manager .,_ ' —

LAN NMBIOS Windows
Manager ' “' SooKels
redirect!" NelEitOS Over TOPIIP     
  

NBF DLC NWLink TCPIIP    
Network 

Figure 1.11 NetBIOS and Windows Sockets Support

NetBlOS

NetBIOS is the Network Basic Input/Output System—a session—level interface

used by applications to communicate with NetBIOS—compliant transports such as

NetBBUI Frame (NBF). The network red irector is an example of a NetB [OS

application, The NetBlOS interface is responsible for establishing logical names on

the network, establishing sessions between two logical names on the network, and

supporting reliable data transfer between computers that have established a session

This Session-Layer interface was originally developed by Sytek, Inc, for IBM’s

broadband computer network. At that time, NetBIOS was included on a ROM chip

0n the network adapter card. Sytek also developed a NetBlOS for IBM’s Token—

Ring network, this time implemented as a device driver. Several other vendors have
since produced versions of this interface.
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In order to support the emerging network industry standard, Microsoft developed

the NetBlOS interface for MS—Net and LAN Manager products and also included

this interface with the Windows for Workgroups product.

NetBlOS uses a unique logical name to identify a workstation for handling

communications between nodes. A NetBlOS name is a unique alphanumeric name

consisting of one to J5 characters. To carry on two-way communication between

computers, thBlOS establishes a logical con nection, or session, between them.

Once a logical connection is established, computers can then exchange data in the

form of NetBIOS requests or in the form of a Server Message Block (SMB).

Server Message Blocks
The SMB protocol (developed jointly by Microsoft, Intel, and IBM) defines a series

of commands used to pass information betWeen networked computers and can be

broken into four message types~—session control, file. printer, and message. Session
control consists of commands that start and end a redirector connection to a shared

resource at U16 server. The file SMB messages are used by the redirector to gain

access to files at the servert The printer SMB messages are used by the redirector to

send data to a print queue at a server and to get status information about the print

queue. The message SMB type allows an application to send messages to or receive

messages from another workstation.

The redirector packages network control block (NCB) requests meant for remote

computers in a structure known as a system message block (SMB). SMBs can be
sent over the network to a remote device. The t‘cdit'eCtOr also uses SMBs to make

requests to the protocol Stack of the local computer, sueh as “Create a session with
the file server.”

The provider DLL listens for SMB messages destined for it and removes the data

portion of the SMB request so that it can be processed by a local device.

SMBs provide interoperability between different versions of the Microsoft family

of networking products and other networks that use SMBS, including these:

MS 05/2 LAN Manager DEC PATI-IWORKS“‘

Microsoft Windows for Workgmups Micnosoft LAN Manager for UN 1X

IBM LAN Server 3Com® 3+Openo

MS—DOS LAN Manager MS—th
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Windows Sockets

Windows Sockets is a Windows implementation of the widely used UC Berkeley

Sockets APL Microsoft 'DCP/lP, N W'Link, and AppleTaik protocols use this
interface.

A socket provides an endpoint to a connection; two sockets form a complete path. A

socket works as a bidirectional pipe for incoming and outgoing data between

networked computers. The Windows Sockets APi is a networking API tailored for

use by progratmncrs using the Microsoft Windows family of products. Windows

Sockets is a public specification based on Berkeley UNIX Sockem and aims to do

the following:

Provide a familiar networking API to programmers using Windows or UNIX

- Offer binary compatibility between heterogeneous Windows-based TCP/IP
stack and utilities vendors

. Support both con motion-oriented and connectionless protocols

Most users will use programs that comply with Windows Sockets, such as FTP

or Telnet. (l-Iowever, developers who are interested in developing a Windows

Sockets application can find specifications for Windows Sockets on the internet.)

Named Pipes and Mailslots
Named pipes and majlslots are actually written as file systems, unlike other IPC

mechanisms. Thus, the Registry lists entri cs for the Named Pipes File System
(NPFS) and the Mailslot File System (MSFS). As file systems they share common

functionality, such as caching, with the other-file systems. Additionally, processes

on the local computer can use named pipes and mailslots to communicate with one

another without going through networking components. Remote access to named

pipes and mailslots, as with all of the file systems, is provided through the
redirector.

Named pipes are based on 08/2 API calls, but in Windows NT they include

additional asynchronous support and increased security.

Another new feature added to named pipes is impersonation, which allows a server

to change its security identifier so that it matches the client’s. For example, suppose

a database server system uses named pipes to receive read and Write requests from

clients. When a request comes in, the database server program can impersonate the

client before attempting to perform the request. So even if the server program does

have authority to perform the function, the client may not, and the request would be

denied. (For more infomtation on impersonation, see Chapter 2, “Windows NT

Security Model" of the Windows NT Resource Guide.)

Cisco -- Exhibit 1008

Page 47 of530



Cisco -- Exhibit 1008

Chapter 1 WindowsNTNetworking Architecture 23

Mailslot M15 in Win dOWs NT are a subset of those in Microsoft 08/2 LAN

Managerr Windows NT implements only second—class mailslots, not first—class

mailslors. Second-class mailslots provide comzectionless messaging for broadcast

messages and so on. Delivery of the message is not guaranteed, although the

delivery rate on most networks is very high. Second-class mailleIs are most useful

for identifying other computers or services on a network and for wide-scale
notification of a service.

Remote Procedure Calls

Much of the original design work for an RFC facility was started by Sun

Microsysternso. This work was continued by the Open Software Foundation (OSF)

as part of their overall Data Communications Exchange (DCB) standard. The

Microsoft RFC facility is compatible with the OSF/DCE—standat‘d RFC. It is

important to note that it is compatible and not compliant. Compliance in this case

means starting with the OSF source code and building on it The Microsoft RPC I
facility15 completely interoperable with other DCE-based RPC systems such as the
ones for I-[Po and IBM AIXo systems.

The RPC mechanism is unique because it uses the other IPC mechanisms to
establish Communications between the client and the server. RPC can use named

pipes, NetBtOS, or Windows Sockets to communicate with remote systems. If

the client and server are on the same computer, it can use the Local Procedure Call

(LPC) facility to transfer information between processes and subsystems. This
makes RPC the most flexible and portable of the Windows NT lPC mechanisms.

RPC is based on the concepts used for creating structured programs, which can

be viewed as having a “béckbone" to which a series of “ribs" can be attached The

backbone is the mainstream logic of the program, which should rarely change. The

ribs are the procedures the backbone calls on to do work or perform functions.

In traditional programs, these ribs are statically linked. By using DLLs, structured

programs can dynamically link the ribs With DLLs, the procedure code and the

backbone code are in different modules. The DLL can thus be modified or updated

without changes to the backbone. RPC means that the backbone and the ribs can

exist on different computers, as shown in Figure 1.12.
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Figure 1.12 Remote Procedure Call Facility

In this figune, the client application was developed with a Specially compiled stub

library. The client application thinks it is calling its own subroutines. In reality,
these stubs n'ansfcr the am and the function down to e i. odule called the RFC

Runtime. This module is responsible for finding the server that can satisfy the RPC
command. Once found, the function and data are sent to the server, where it is

picked up by the RFC Runtimc module on me server. The server piece then loads

the needed libi'zuy for the function, builds the appropriate data structure, and calls

the i’unctiOn. The function thinks it is being called by the client application. When

the funcljon is completed, any return values are collected. formatted, and sent back
to the client via the RPC Runtime modules. When the function reiums to the client

application it has the appropriate returned data, or it has an indicmion that the
function failed in stream.

Remote Access Service

Windows NT 3.5 Remote Access Service (RAS) connects remote or mobile

workers to corporate networks Optimized for Clientnservcr computing, RAS is

implemented primfln'ly as a software solution, and is available on all of Microsoft’s

operating systems.
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To understand the RAS architecture, it is important to make the distinction between

RAS and remote control solutions, such as Cubix and pcANYWHEREo. RAS is a

software-based multi-protocol router; remote control solutions work by sharing

screen, keyboard and mouse control over a WAN connection. In a remote control

solution, users share a CPU or multiple Cl’U’s on the server. in contrast, a

Windows NT RAS server‘s CPU is dedicated to communications, not to running

applications.

Point-to-Point Protocol (PPP)
Windows NT supports the Point—to—Point Protocol (PPP) in RAS. PPP is a set of

industry standard framing and authentication protocols. PPP negotiates

configuration parameters for multiple layers of the 08! model.

PPP support in Windows NT 3.5 (and Windows 95) means that computers running

Windows can dial into remote networks through any server that complies with the

PPP standard. PPP compliance also enables a Windows NT Server to receive calls

from, and provide network access to, other vendors‘ remote access softiNare.

The PPP architecture also enables clients to load any combination of IPX, TCP/IP,

and NetBEUI. Applications written to the Windows Sockets, NetBIOS, or lPX
intetface can now be run on a remote Windows NT Workstation. The following

' illustrates the PPP architecture of RAS.
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Figure 1.13 PPP Architecture of RAS

RAS Connection Sequence

Page 50 of530

Understanding the RAS connection sequence will help you understand the PPP

protocol.

Upon connecting to a remote computer, PPP negotiation begins.
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Firm, framing rules are established bet Ween the remote computer and server. This
allows continued conununication (frame transfer) to occur.

Next the RAS server authenticates the remote user using the PPP authentication

protocols (PAP, Cl-IAP, SPA P) The protocols invoked depend on the security

configuratious of the remote client and sewer.

Once authenticated, the Network Control Protocols (NCPs) are used to enable and

configure the server for the LAN protocol that will be used on the remote client.

When the. PPP connection sequence has completed successfully, the remote client

and RAS server can begin to transfer data using any supported protocol, such as
Windows Sockets, RFC. or NetBIOS. The following illustrates where the PPP

protocol are on-the 031 model
 

Remote Computing Applications

Wln32 HAS AP! L WinSockels. NelBtOS

JPControl Protojfls_________

PAP lE SPAP

IPCP l iPXCPl NBFOP
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Figure 1.14 Location of the PPP Protocol on the 081 Model

If your remote client is configured to use the NetBlOS gateway or SLIP, this

sequence is invalid.
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NetBlOS Gateway
Windows NT continues to support NetBIOS gateways, the architecture used in

previous version of Windows NT and LAN Manager. Remote users connect using

NetBEUI, and the RAS server translates packets, if necessary, to IPX or ’I‘CP/IP,

This enables users to share net work resources in a rnttlti-protoool LAN, but

prevents them from running applications which rely on IPX or TCP/IP on the client.

The NetB [OS gateway is used by default when remote clients are using NelBEUI.

The following illustrates the NetBlOS gateway architecture of RAS.

 

 

  

  
  

   

 

 

 

Remote Client | RAS Server
‘ Applications | I NetBIOS gateway

NelBIOS

' TGP/lP rpx.
NetBEur

: :l:  
 

LAN driver
   WAN driver '

 
Figure 1.15 NetBIOS Gateway Architectu re of RAS

An example of the NetBIOS gateway capability is remote network access for

Louise Noteso users. While Lorus Notes does offer dial up connectivity, dial up is

limited to the Notes application only. RAS complements this connectivity by

providing a iOW'COSL, high-performance remote network connection for Notes®

users which not only connects Notes, but offers file and print services, and access to

other network resources.

Serial Line Internet Protocol (SLIP)
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Serial Line Internet Protocol (SLIP), is an older communications standard found in

UNIX environments. SLIP does not provide the automatic negotiation of network

configuration and encrypted authentication that PPP can pt'OVidc. SLIP requires

user intervention. Windows NT 3.5 RAS can be configured as a SLIP client,

enabling Windows NT users to dial into an existing SLIP server. RAS does not

provide a SLIP server in Windows NT Server.

See the RASPHONEl‘lLP online Help file on the Windows NT distribution disks

(or, if RAS has been installed, \S’ystemmoASYSTEMSZ) for more information
about RAS,
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Services for Macintosh

Through Windows NT Services for Macintosh, Macintosh users can connect to

a Windows NT server the same way they would connect to an AppleShare server.

Windows NT Services for Macintosh will support an unlimited number of
simultaneous AFPT“ connections to a Windows NT server, and Macintosh sessions

will be integrated with Windows NT sessions. The per-session memory overhead is

approximately 15K.

Existing versions of LAN Manager Services for the Macintosh can be easily

upgraded to Windows NT Services for Macintosh. OS/Q-based volumes that

already exist are convened with permissions intact. In addition, graphical

installation. administration, and configuration utilities are integrated with existing

Windows NT administration tools. Windows NT Services for Macintosh requires

System 6.0.7 or higher and is APP 2.1-e0mpliant; however, APP 2.0 clients are

supported. APP 2.1 compliance provides support for logon messages and server
messages.

Support for Macintosh networking is built into the core operating system for
Windows NT Server. Windows NT Services for Macintosh includes a full APP 2.0

file server All Macintosh file system attributes, such as resource data forks, 32—bit

directory IDs, and so on, are supported. As a file server, all tilenames, icons, and

access permissions are intelligently managed for different networks. For example, a

Word for Windows file will appear on the Macintosh with the correct Word for

Macintosh icons. These applications can also be launched from the File Server as

Macintosh applications. When files are deleted, there will be no orphaned resource

forks left to be cleaned up.

WiridOws NT Services for Macintosh fully supports and complies with

Windows NT security. It presents the APP security model to Macintosh users
and allows them to access files on volumes that reside on CD—ROM or other read—

only media. The APP server also supports both cleartext and encrypted passwords

at lngnn time. The administrator has the option to configure the. server not to accept
cleartext passwords.

Services for Macintosh can be administered from Control Panel and can be

started transparently if the administrator has configured the server to use this
facility.

Macintosh-accessible volumes can be men ted from File Manager. Services for

Macmrosh automatically creates a Public Files volume at installation time.

Windows NT file and directory permissions are automatically translated into

corresponding Macintosh permissions.
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WindOWS NT Services for Macintosh has the same functionality as the LAN

Manager Services for Macintosh 1.0 MacPtint. In addition, administration and

configuration are easier. There is a user interface for publishing a print queue on

AppleTalk and a user interface for choosing an AppleTaik primer as a destination

device. The Windows NT print subsyscem handles ApplcTttlk despooling errors

gracefully, and uses the built—in printer support in Windows NT. (The PPD file
scheme of Macintosh Services 1.0 is not used.) Services for Macintosh also has

a PostScript-compatible engine that allows Macintoshes to print to any

Windows NT printer as if they were printing to a LaserW titer.

Additional Reading
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For additional information on topics related to networking and the Windows NT

networking model, see the following resources:

ANSI/IEEE standard 802.2 - 1985 (ISO/DIS 8802/2): JEEE Standards for Local
Area Networks—Logical Link Control Standard.

ANSI/[BEE standard 802.3 — 1985 (ISO/DIS 8802/3): [BEE StandardsforLocal

Area Nonvorks—Can'ier Sense Multiple Access with Collision Detection

(CSMA/CD) Access Method and Physical layer Specifications; American

National Standards Institute; January 12, 1989.

ANSMEEE standard 802.4 — 1985 (ISO/DIS 8802/4): IEEE Srandardsfor Local

. Area Newarkr~Token-Passirtg Bus Access Method and Physical Layer
Specifications; American National Standards Institute; December 17, 1984.

ANSI/IEEE standard 8025 — 1985 (lSO/DIS 8802/5): IEEE Standardsfor Local

Area NeMorkeroken-Ring Access Method and Physical Layer Specifications;
American National Standards Institute; June 2, 1989.

Beatty, Dana. "Programming to the OS/2IIEEE 802.2 API." 0.30 Notebook. Ed.
Dick Conklin. Redmond, WA: Microsoft Press, 1990.

Haugdahl, J. Scott. Inside NetBIOS. Minneapolis: Architecture Technology

Corporation, 1990.

Haugdahl, J. Scott. Inside Ale/BIOS (2nd Edition). Minneapolis, Minn:

Architecture Technology Corporation, 1988.
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I-laugdahl, J. Scott. Inside Token-Ring (3rd Edition). Minneapolis, Minn:

Architecture Technology Corporation, 1990.

[BM Token 42ng Network Architecture Reference (6165877). November 1985.

IBM Token—Ring Network PC Adapter Technical Reference (69X7830).

International Business Machines. Local Area Network: Technical Reference

(SC30—3383—2). New York: 1988.

Imemational Standard 7498: Information processing systems—Open Systems

Intercortnectiotz_Basic Reference Model (First edition); American National
Standards Institute. November 15, 1984. The OSI model.

Martin. James. Local Areas Networkx.‘ Architecture and limitemenrations.

Englewood Cliffs, NJ: Prentice Hall: 1939»

Microsoft Corporation, 3Com Corporation. SMB Specification. This may be

obtained from the files library in the Microsoft Client Server Computing forum
on CompuServe (GO MSNETWORK).

Microsoft Corporation. Microsoft LAN Manager Resource Kit. Microsoft

Corporation, 1992.

Microsoft. Computer Dictionary. Redmond, WA: Microsoft Pmss, 1991.

Microsoft. Microsoft LAN Manager MS—DLC Protocol Driver. Redmond, WA:
Microsoft Press, 1991.

Microsoft. Microsoft/3Com LAN Manager Network Driver Interface

Specification. Redmond, WA: Microsoft Press, 1990.

Miller, Mark. LAN Protocol Handbook. Redv'vood City, CA: M & T Books, 1990.

Miller, Mark. LAN Troubleshooting Handbook. Redwood City, CA: M & T
Books, 1990.

iiiiahbifim, Aileen. 'ca'htptttér transform Edition). Bhgiewobzicntrs, NJ}
Pren Lice Hall, 1988

The Ethernet. A Local Area Network. (Data Link Layer and Physical Layer

Specifications); version 2.0, November 1982. Also known as the “Etl'ternel Blue
Book.”
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CHAPTER 2

Network Interoperability  
In addition to Windows-based networking, Windows NT supports network

interoperability with computers running a wide range of operating systems and

network protocols. This support makes it easy to incorporate computers running

Windows NT into existing networks so you can take advantage of the advanced
features of Windows NT without disrupting your enterprise.

The networking architecture of Windows NT is protocol—independent, providing

standard interfaces for applications-wsuch as Windows Sockets, remote procedure

calls (RFC), and NetBlOS—nnd device drivers. Besides making it easier to

implement a particular protocol stack for Windows NT, this architecture also

enables a Windows NT computer to run multiple protocols on a single network

adapter card. As a result, a Windows NT computer can simultaneously
communicate with a number of different network systems.

Of particular interest to most network administrators is how to provide access by

and to computers running Windows NT Workstation and Windows NT Server in
the following environments:

Novell NetWare networks

UNIX networks

- SNA networks for IBM mainframe and midrange computers

This chapter provides an overview of some of the issues and benefits involved in

using Windows NT computers in these environments.
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Using Windows NT with NetWare
Windows NT computers can easily be integrated into a predominantly thWnre

environment, making the benefits of an advanced operating system available to an
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existing network

A network administrator contemplating a mixed network environment is naturally

concemed about how the various components will be able to communicate with

each other. in the case of 21 mixed Windows—based networking and NetWare
environment, the network administrator wants to ensure that Windows NT

Workstation computers added to the network are able to use file and print resources

on existing Nethtne servers. and that existing NetWare clients can access client—

server applications running on Windows NT Servers. The following

how the various components of the network relate to each other.
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The following sections discuss how Windows NT computers can effectively

function either as a client of NetWare servers or as an application server for
NetWare clients.

Windows NT Servers on a NetWare Network

Many organizations that use NetWare are seeking solutions for downsizing or

reengincering exisdng applications that run on rninicornputers or mainframes.

NetWare servers are designed to function primarily as file and print servers, so they

do not support such business-critical applications well. NetWare servers do not

feature preemptive multitasking or protected virtual memory, essential features for

client~server applications. On the other hand, Windows NT Server makes an ideal

platform for such demanding applications because of its scalability, fault tolerance,

32—bit architecture, and threaded, preemptive multitasking with full memory

protection. '

NetWare administrators can take advantage of the advanced features of

Windows NT Servers or: an existing NetWare network without interfering with

client systems’ access to file and printer resources on NetWare servers. For
example, a NetWare administrator can add Windows NT Server computers running

SQL Server to the network so client workstations can take advantage of a

distributed high-performance relational database system while still being able to

use files and printers shared by their usual NetWare servers. Such a solution

requires no additional hardware or software to provide the necessary connectivity.

To function as an application server for NetWarc clients, a computer running

Windows NT Server must be running the built—in NWLink fPWSPX-compatibie
protocol stack (NWLinlt). Connections over NWLink can be made via Remote

Procedure Calls (RFC). Windows Sockets, Novel! NetBIOS, or the NWLink

NetBIOS installed with NWLink. Because NWLink is NDIS—compliant, the

Windows NT computer can simultaneously run other protocol stacks, such as

NetBEUI Frame (NBF) or TCP/lP, through which it can communicate with non-

NetWare computers.

Windows NT Clients on a NetWare Network

Windows NT was designed from the start with integrated network support in

mind. Because the network support built into WindOWs NT is independent of the

underlying network system, the same user interface and tools work with all

networks that run on Windows NT. For ex ample, with File Manager the user

can browse and connect to any NetWare or Windows-networking server on the
network.
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I

With the Client Service for NetWare, a Windows NT Workstation computer can

access file and print resources on NetWare servers as easily as it accesses resources

on Windows—based networking servers With the Gateway Service for thWare, a

Windows NT Server computer can not only access NetWare file and print

resources, but also share theso resources with Windows-based networking clients

that have no NetWat’e connectivity software. To the Microsoft networking clients,

the NetWare resource looks like any other shared resounce on the Windows NT

Server computer.

The Windows NT architecture includes an open interface called the multiple

provider router (MPR) that enables consistent access to third-party network file

systems. The MPR makes all file systems, regardless of type and physical location,

accessible through the same set of file-system application programming interfaces

(AF’ls). Applications (and components of the Windows NT shell) make file-sysreni

requests through the Windows NT Win32 APL The MFR ensures that requests are

directed to the proper file system: local file requests are sent to the local disk,

remote requests to Windows-based servers are sent to the proper server by the
Windows NT redirector, and requests to NetWare servers are sent to the

appropriate server by the Client or Gatevuay Service for NetWare.

For more information about NWLink and the Client and Gateway Services for
NetWare, see the Windows NT Installation Guide or Windows NT Server Services

for NetWare Networks:

Windows NT

Server computer 

 

NetWare
sewer

\\

V . Windows NT clients can access
Windows 3.1 Noveli serversusing Misti/yore
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Figure 2.2 WindOWS N’l‘ Cemputers as NetVVare Clients or Application Servers
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Additional Considerations Regarding Mixed Networking
Environments

Before adding computers running Windows NT (or other non—NetWare operating

systems) to a NetWare network, a Nethtre administrator should anticipate some of

the potential problems that might arise.

One source of possible difficulty for NetWare administrator‘s is that Windows NT

NetWare clients do not run NelWare logon scripts. However, Windows NT can run

its own logon scripts, and the ability of Windows NT lo maintain persistent

connections through logon scripts and user profiles provides much the same

functionality as NetWare logon scripts in many instances.

Another area of difficulty is backing up Windows NT NetWare clients. Novel!

servers do not provide tape backup services {or their Windows NT clients without

third—party software. A Windows NT computer equipped with a supported tape

drive can back up other Windows NT computers, as well as thWare servers and

computers running Windows networking software.

Finally, Windows NT can act as a client only fora NetWare server running

NetWare version 3.x and earlier. Windows NT can access servers running

NetWare 4.x through the server’s Bindery Emuln Lion Mode that emulates
version 3.x.

Integrating Windows NT and UNIX Systems
With its advanced configuration management tools, Windows NT is especially

suited for integrating with most of the UNIX variants that are likely to be found on

many networks. Among the Windows NT features that make it easy to interoperate

with UNIX systems are:

Built-in TCP/LP protocol and utilities.

Support for characrer and graphics terminal emulation.

- Advanced file transfer and data sharing capabilities.

- Distributed processing support.

- Application portability.

The foilowing sections provide further information about these features. With
DHCP and WINS, combined with the DNS server and other TCP/IP tools provided

in this resource kit, integrating WindOWs NT and UNIX systems is easier than ever.
For full details on TCP/IP in the Windows NT environment. see Part III, “TCP/EP,”
and Part IV. "Windows NT and the Internet.”
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TCP/tP Protocol

At the protocol level, Windows NT includes a fast, robust implementation of the
Transport Control Protocol/Internet Protocol (TCP/IP) protocol stack, the most

commonly used protocol among UNIX systems. Using TCP/lP, Windows NT

computers can communicate with UNIX systems without additional networking

software. ('TCP/IP also provides efficient communication on wide-area networks,

even when no UNIX systems are involved.) The TCP/IP protocol stack for

Windows NT is NDl'S-compliant and so can be used in conjunction with NetBEUI

Frame (NBF) and other NDIS-cornphant protocols. It includes an internet protocol

(1?) router, serial line internet protocol (SLIP), and point-to-point protocol (PPP)
support.

in addition to the TCP/[P protocol itself, Windows NT also includes more than a

dozen TCP/IP utilities that make it easier for experienced UNIX users to access

UNIX systems from Windows NT and to administer the TCP/lP networking on

their own computer. Additional tools are included on the CDvROM accompanying
this l‘C-SOLIDCB kit.

Windows NT also provides facilities for integrating computers running

Windows NT into networks managed through Simple Network Management

Pmtocol (SNMP), which is commonly used to manage TCP/lP networks. Through

its SNMP service, a Windows NT computer can report its current status LO an

SNMP management system on a TCP/IP network, either in response to a request

from a management system or automatically when a significant event occurs on the

Windows NT commuter.

For more information, see Pnrt Ill, “TCP/IP.“

Character and Graphics Terminal Support
The TCP/lP Telnet utility is built into the Windows Terminal accessory to 1 take

it easy for a Windows NT computer to have character-oriented tenninal access

fo‘UNiiX "systems'vtaTantrr’rTe’nrerpro-vittés haste trimmer-emulation offer-‘1'-

(scrolling), as well as emulaticm ofDEC VT— lOO (ANSI) and VT—52 terminals.
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Even in the traditionally character-oriented UNIX environment, many applications

are moving to graphical user interfaces. X Windows is a commonly used standard

for graphical interfaces in networked UNIX environments. A number of third—party
companies are also developing X Servers to enable Windows NT users to access

and run X-based applications on UNIX systems. (In X Windows terminology, an X

Server runs on a client workstation to provide graphics output on behalf of an X

Client program running on an applications server.) Several third—patty vendors are

also developing X Client libraries for Windows NT as well; this eventually will

enable UN[X (or other systems with X Server capabilities) to access client—server

applications running on a Windows NT computer. Companies developing X Sewers
and X Client libraries for Windows NT include Hummingbird, Congruent, and

Digital Equipment Corporation.

File Transfer and Data Sharing
One of the fundamental reasons for connecting computers on a network is to enable

them to exchange files and data. Windows NT supports standard facilities for

transiem' rig files and sharing data between Windows NT and UNIX systems.

Included with Windows NT itself are both client and server versions of File

Transfer Protocol (FTP). FTP makes it possible for Windows NT computers

to exchange files with diverse systems, particularly UNIX systems.

Where more advanced data sharing capabilities are required, computers running
' Windows NT can access data on UNIX systems (including data on remotely

mountable file systems, such as NFS, RPS, and AFS) through Microsoft LAN

Manager for UNIX (LMU). an implementation of Microsoft Windows networking

for servers running UNIX variants. LMU is based on server message blocks

(SMBs), a set of protocols developed by Microsoft that are now part of the X/Open
standard. -

Finally, a number of third—party companies (including NetManage, Beame and

Whitestde, lntergraph, and Process Software) have developed versions of Sun's

Network File System (NFS) for Windows NT. NFS is a widely used tool for

sharing files among various UNIX systems.
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Distributed Processing Support
As more and more enterprises adopt the client—server paradigm for their networks.

standatds-based distributed processing becomes a key factor in the success of that

effort. Windows NT provides direct support for several types of industry—standard

distributed processing.

The Remote Procedure Call (RFC) facility of Windows NT is wire-compatible

with the Open Software Foundation’s Distti buted Computing Environment (DCE)

RPC. Using this RPC, developers can create applications that include not only

Windows NT computers, but all systems that support DCEncompatible RPCs,

such as systems from Hewlett Packardo and Digital Equipment Corporation.

In addition. to FEES, Windows, NT supports Windows Sockets. Windows Sockets

provides an API that is compatible with Berkeley—style sockets. a mechanism that is

widely used by different UNIX versions for distributed computing.

For more information about RFC and Windows Sockets, see Chapter 1,

“Windows NT Networking Architecture.”

Perhaps most importantly, Windows Open Services Architecture (WOS A), whose

development is being led by Microsoft, specifies an open set of APIs for integrating

Windows—based computers with back-end services on a broad range of vendors’

systems. WOSA consists of an extensible set of APIs that enable Windows-based

desktop applications to access available infomnation without having to know

anything about the type of network in USe, the types of compurers in the enterprise,

or the types of back—end services available. As aresutt. should the network,

computers, or services change, desktop applications built using WOSA won‘t

require rewriting. The first two WOSA components address database and electronic

messaging: Open Database Connectivity (ODBC) and Messaging API (MAPI).

Work is underway for additional standards, including directory, security and

software licensing services.

' onininon application Support"-
For most users, the key measure of interoperability is the ability to run the same
applications on multiple platforms Three key factors are furthering this type of

interoperability between UNIX and WindOWs NT computers.
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One factor is the relative ease with which many UNIX independent software

vendors (ISVS) are able to port their high~end busruess and technical applications to

the Win32 API of Windows NT. Aiding this process is the fact that most UND(

applications are written in standard C and so are readily adapted to other operating
systems (such as Windows NT) for which standard C libraries have been

developed. A wide variety of third-party porting aids (including items as diverse

aleibs, GNU tools, and X Client libraries) are available through commercial

sources and from Internet. Because application developers are finding it so easy to

port their traditionally UNIX-based applications to Windows NT, increasing

numbers of such applications will be available for both UNIX platforms and for

computers running Windows NT.

Another factor is that Windows NT fully supports programs that conform to the
IEEE 10011-1990 standard commonly known as POSIXJ (derived from Portable

Operating System Interface). This standard defines a basic set of operating-system

services available to character-based applications. Programs that adhere to the

POSIX standard can be easily ported from one operating system to anomer. See

Chapter 17, ”POSIX Compatibility," of the Windows NT Resource Guide for more
information.

Another factor is that third-1>at1y products from vendors such as Bristol

Technologies are available that enable UNIX to run Windows-based applications.

Additionally, there are third—party products, such as Consensys Portage, that enable

Windows NT to run UNIX-based applications.

Connecting Windows NT and IBM SNA Hosts
A growing trend in many types of enterprises is downsizing mainframe-based

applications to run on personal computer client—server networks. Many of these

downsized applications will still require access to data and applications residing on

IBM System Network Architecture (SNA) hosts, mainframes and midrange

computers. Companies have invested large amounts of money, time, and effort in
their host systems and so want to be able to make the best use of that investment

even as they move toward distributed client-server computing. This section

discusses how Windows NT computers can be connected to LBM SNA hosts to

leverage the high capacity of SNA hosts in a distributed environment.
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Basic Connectivity Using the Built-in DLC Protocol
A computer running Windows NT can communicate with IBM SNA hosts (as well

as other network devices) across an Ethernet or token ring LAN through the Data

Link Control (DLC) protocol that is built into Windows NT. The DLC protocol

device dtiver enables a basic level of connectivity with other computers running the

DLC protocol stack. For example, a Windows NT computer can connect to and

communicate with an IBM mainframe through its 37x5 Front-end processor (PEP)

using a 3270 terminal emulator and the DLC protocol. See Chapter 7, “Using DLC
with Windows NT," for more information.

SNA Server for Windows NT

Although such simple oneAto-one connections can suffice for many basic operations,

most enterprises require more flexible. connectivity between IBM host computers

and local area networks (LAN 5). To meet this need, Microsoft SNA Server exploits

client-server architecture to link desktop personal computers to IBM mainframe and
midi‘ange computers that are accessible using the Systems Network Architecture

(SNA) protocols. The client personal computers can run Windows NT, Windows,

MS-DOS, 03/2. or the Macintosh operating system and can use standard LAN

protocols to connect to the server; only the computer running SNA Server must tun

the SNA protocol. Each personal computer user can have multiple 3270 and 5250
sessions for concurrent terminal and printer emulation. including file—transfer and

Emulator High-Level Language API (EHLLAPI) applications. SNA Server for

Windows NT also provides support for the following APIS for distiibuted SNA

applications:

- Advanced ngram-to-Program Communications (APPC) for applications that

communicate peer—to—peer with other APPC applications using the LU 6.2

protocol

- Comn'wn Programming Interface for Communications (CPLC) for applications

that communicate peer-to-peer with IBM Systems Application Architecture

- ('SrAA)--a-pplicutions using the 'l-yU‘-6.2='pr_ohaeol

Common Service Verbs (CSV) for applications that communicate with NetView
and enable fixing of API calls

- Logical Unit APIs (LUA) for applications (using LUA/Request Unit Interface or
LUA/Sesslon Level Interface APls) that need direct access to LU 0, I, 2, and 3
data streams
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The client-server architecture of SNA Server makes it possible to off-load

commumcations processing from client systems, permitting them to use their system

resources more efficiently. Client personal computers do not have to run one

protocol to access the LAN and another to access the SNA host. Instead, each

personal computer can run Microsoft-based networking (named pipes), TCP/lPx

IPX/SPX, AppleTalko, or Banyano VlNESo, within a single—protocol or mixed
network, to access the SNA server. The SNA server routes the connection to the

appropriate host computer via the SNA protocol. The SNA server automatically

balances the user load across multiple host connections and servers to provide

optimal throughput.

The client—sewer architecture also provides Windows NT—based applications with

the ability to access information on IBM mainframes and trudmnge computers For

example, using SNA Server, mail servers can access PROPS, and Microsoft SQL
Server can access DB2 information.

   
Remote Access
Service

Windows NT
Workstation 05/2

figure 2.3 SNA Server Connecting LANs to [BM H05t Computers
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DSPU Support
In addition to standard personal computer connections SNA Server supports

Downstream Physical Units (DSPUs). any SNA device or personal computer

running a full PU 2.0 (SNA cluster controller) protocol stack. These systems

use the SNA server as a concentrator gateway for connecting to IBM hosts.

Examples of some of the DSPU clients that SNA Server supports are IBM 03/2
Communications Manager/2 clients and IBM 3174 cluster cmttrollers. The DSPU

protocols that SNA Server supports are DLC over token ring or Ethernet,

Synchronous Data Link Control (SDLC), and OSI—standard X.25/QLLC (Qualified

Logical Link Con trol).

NetView Support
SNA Server provides API support for bidirectional communications with NetView,

1B M’s mainframe-centered network management system. SNA Server can send

application— or system-defined Windows NT event-tog messages to NetView and
can enable Windows NT commands to be executed from the NetView console. For

example, if an SNA Server database is stopped on the LAN, an aieri can be sent to
the 'NetView console. A data center operator can then send a command from the

NetView console to the Windows NT computer to restart the server.

SNA Server also supports ResponseTime Monitor (RTM) and user-defined alerts

for third-party 3270 emulators,

Centralized Management
Network adminisoators can administer all SNA servers from a centralized location,

such as from a LAN workstation or a NetView console. For example, a company
with offices in several cities could have one or more SNA Servers at each site. The

M15 department at corporate headquarters can manage all of these SNA servers,
performing all administrative functions remotely.
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Integration with Windows NT
SNA Server is supported on all the hardware platforms supported by Windows NT.
SNA Server relies on the built-in secun'ty of Windows NT. so administrators need

to manage only a single set of user accounts. SNA Server also is fully integrated

with Windows NT system monitoring and management services, and provides
automatic server and connection fault tolerance. SNA Server for Windows NT is

completely 32—bit and multithreacied for maximum performance, scalability, and

reliabiiity.

SNA Server is fully compliant with Micmsoft’s Windows Open Services

Architecture (WOSA), providing a consistent interface to enterprise computing

environments and hiding the complexities of connectivity from applications.

Server Capabilities

SNA Server provides for as many as 250 simultaneous host connections by each

server and up to 2,000 users and 10,000 sessions per server.
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Each user on a Windows NT network works in a unique environment. The user

environment is composed of such things as the file and print resources that are

available, the configuration of Program Manager icons, screen wallpaper or

background, automatic network connections, and applications that run on startup

One important element of the user environment is a directory assigned to a user or

to a defined user group on either a workstation or a server where the user can store

files. This directory is called a home direcmry.

A user’s environment is determined primarily by a user profile, which you can

create and maintain on a Windows NT Server computer using the User Profile
Editor administrative tool. For information on the User Profile Editor, see the

Windows NT Server System Guide. Some elements of the user environment are

more easily controlled by creating a script that is executed whenever the user logs

on to a Windows NT Workstation computer or a Windows NT Server computer.

Such a script is called a logon script.

This chapter explains how to create home directories and logon scripts. It also

describes Special parameters you can use in logon scripts so the same script runs in

different user environments with the expected result for each individual user.
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Home Directories

Ahornc directory is a private storage space assigned to a user or group of users.
USers typically store their private data in their home directory, and they can

normally restrict or grant access to other users. When a user Opens a Command

Prompt window, the default directory is the user's home directory. The home

directory can also be specified as the default working directory for applications.

If hard disk space on your network’s client workstations is limited, you might want

to assign each user a home directory on a Windows NT Server computer Or, if you

want to limit a user‘s access to the files and directories on a workstation, you can

create a home directory on the workstation and give the user only List permission
on all other directories.

Assigning a Home Directory
On a Windows NT Workstation computer, home directories are assigned in User
Manner On a Windows NT Server corn-ml"r l1omc ciLrecM-‘ieQ 5% Meim‘cd in“fin--. -..L;»w~..l A. -\4.Auv .. .w...uu

User Manager for Domains, The home directory that is used depends on whether

the User logs on to the workstation account or the domain account.

The home directory can be specified by a local path name, such as

C:\USERS\BILL. or by a universal naming convention (UNC) name, such as

\\MYSERV ER\USERS\BILL. The UNC name is the better option for large

networks, because the system administrator can more easily see where users’
home directories are located. '

By default, the home directory is the \USERSWEFAULT directory that is created

during installation of Windows NT. The most common way to assign a borne

directory is to specify it using the following syntax:

\USERSVrccomrr‘name

TOT—

\USERSwroupname

where accountnamc is the usemamc given to the account or where groupname is

the name of a local or global group whose members all share the same home

directory.
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i5 To assign a home directory

1. From the Administrative Tools group in Program Manager, double—click the

User Manager or User Manager for Domains icon, depending on whether you

are using a Windows NT Workstation compuler or Windows NT Server

computer.

2. Double-click the name of the user or group whose home directory you want to

assign

The User Properties dialog b0x appears.

3. Choose the Profile button to display the User Environment Profile dialog box.

4. Enter the full path specification of the home directory in the Local Path box of

the Home Directory group box.

If you are specifying a remote home directory, specify a disk drive letter and

provide the full path (not just the sharename) to the directory. For instance, if

the home directory is \JEFFHO on share \\SERVER1\USERS, enter the path
\\SERVER1\USERS\JEFFHO.

 

Note If you want the User to control access to the home directory, give the user Full

Control permission for the directory. You will probably also give members of the

Administrator or Domain Admins group Full Control permission and give all other
users No Access or List permission only. For information on setting directory

permissions, see Chapter 4, “File Manager," of the Windows NT System Guide. 

lfyou specify a nonexistent directory when you define or modify a user account,

Windows NT automatically creates the directory.

When a user logs on to a domain, Windows NT automatically tries to connect to the

home directory defined in the user’s domain account using the following rules.

- If the computer where the home directory resides is not available, the user‘s

home directory on the local computer is used (if there is one).

. If the home directory Specified does not exist or the user does not have a home

directory, then the user is connected to the \USERS\DEFAULT directory of the

computer that. processes the logon.

- I If the \USERSDEFAULT directory does not exist, then the user is connected to
the \USERS directory

Note Windows NT Server connects the user to the home directory specified in the

domain user account only when the logon is from a Windows NT or Windows for

Workgroups 3.1] client. LAN Manager 2.x clients can connect to the home

directory by typing the following command at the command prompt:

net use (drive>: /home
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Specifying the Home Directory in a. Logan. Script or Batch File
Windows NT provides three environment parameters you can use in a logon script

or other batch file to specify the location of the home directory, or in Program

Manager to specify the working directory of an application. legon scripts are

described later in this chapter. If a home directory has not been defined for the

user, the default values are used as shown in the following table.

Table 3.1 Environment Parameters for Logan Scripts and Batch Files   

 Param eter name Definitiu n Default value

%hom cdrive% Drive where the home Drive where the Windows NT

directory is located system files are installed

%llomevv_ aflt‘?’5 Pathnameof the Lorne USERSEDEY-‘tULT
directory

%hom eshnre% UNC name of the shared No default value

directory containing the home
directory. or a local or
redirected drive letter  

If the \USERSDEFAULT directory does not exist on the drive specified by the

%homedrive% parameter, the value of the %honiepath% parameter is set by

default to the \US ERS directory on that drive. If the \USERS directory does not

exist, the %liomepath% parameter is set to the root directory specified by the

%hornedrive% parameter,

When the user opens a Command Prompt window, the default directory is the

equivalent of %liornedrive% % h omepath%. If a user’ 3 home directory is

specified on a remote computer and that compo her is not available, the default
directory of the Command Prompt on a Window NT Workstation computer is

the user’s home directory on the local Workstation.

Younuggtualso_w_aIntIItIoIspecrfy the workuigdirectoryof_ea_e_h_application _aus
%homcdtivc% %l-ro1ncpath%. That way. all File Open and Save As dialog
boxes default to the user 5 home directory.

Logon Scripts
A logon script is a .BAT, ACMD. or .EXE file that is run automatically when a user

logs on at a Windows NT network client running either Windows NT Workstatiorr

or MS DOS. A logon script can automa‘icaliy confign.e the user '3 environment to

perform such tasks as making network connections running applications, and

setting environment variables upon slartup.
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User profiles can do everything that logon scripts can do, and more. However, there

are several reasons to use logon scripts instead oi", or in addition to, user profiles:

- You have users that use MS~DOS workstations. User profiles work only on
Windows NT workstations.

You want to manage part of the user” 5 environment, such as network
connections, without managing or dictating the entire environment.

- You use only personal profiles, and you want to create common network
connections for multiple users.

- You already have LAN Manager 2.): running on your network, and you want to

continue to use the logon scripts you created for that system.

- Logon scripts are easier to create and maintain than user profiles.

You can assign a different logon script to each user or create logou scripts for use

by multiple users. Whenever that user logs on, the logon script is downloaded and

run. To assign a user a logon script, you designate the name of the logon script file
in the user environment profile defined in User Manager on a Windows NT

Workstation computer, or User Manager for Domains on a Windows NT Server

computer. Specify only the filename, not the full pathname.

The default file extension for logon scripts is .CMD for client workstations running-

OS/2 2.1 and .BAT for all other client computers. You can define a different file

type as the logon script by specifying the file extension. If the same logon script
must run at both Intel—based and RISC’based workstations, it must be a .BAT

file that runs the appropriate .EXE file or files on the workstation. Use the

%processor% parameter in the logon script to run the appropriate .BXE file no

matter which processor is being used.

You specify the path to the logon script using the Server option of Control

Panel. For detailed information, see online Help. By default, Windows NT

looks for logon scripts on the primary domain controller in the directory

systemroodsYSTEM32\REPL\IMPORT\SCRIPTS, where systemroot is the

disk drive and directory in which Windows NT Server was installed.

If you use logon scripts in a domain with more than one domain controller, you

should replicate the logon scripts to all the backup domain controllers. All servers

in a domain can authorize logon requests, and the logon script for a user must be

located on the server that approves the user‘s logon request. By replicating logon

scripts, you ensure that logon scripts are always available to users, yet you still

need to maintain only one copy ofeach script.

Page 74 of 530 Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

50 Part I About Windows NT Networking

The filename for each user’s logon script is defined with other user account

information in User Malmger for Domains. if you change the path to the logon

scripts, this change is not replicated to the client workstations. The path must be

updated manually in the Server option of Control Panel for each client computer.

To simplify the replication of logon scripts, Windows NT Server creates a

\SCRIPTS subdirectory under both the default import and export directories

used for replication. If you replicate logon scripts, you must be sure to use the

Sewer option of Centrol panel or Server Manager to change the logon script

path to .rystemroo[\SYSTEM32\REPL\IMPORT\SCRIPTS or

systemrooASYSTEM32\RBPL\EXPOR'['\ SCRIPTS, as appropriate. For more

information, see the Sewer Manager chapter of the Windows NT Server System
Guide. '

When you use replicated logon scripts. you identify one of the domain controllers as

the expon‘. server and all the others as import servers. rThe export server for the

logon scripts is normally, but does not have to be, the primary domain controller
(PDC).

Logon Scripts and LAN Manager 2.x
When a user at a workstation running LAN Manager 2.x logs on to a Windows NT

Server computer, LAN Manager tries to run the user‘s logon script. LAN Manager

2.x does not, howaver, recognize the logon script parameters described earlier in

this chapter. Logon scripts for LAN Manager 2.x workstations should in stead use

the NethstaGetInfo or NetUserGetInfo parameter to obtain the necessary
values.

Logan Scripts and Windows for Workgroups
By default, Windows for Workgroups does not run a logon script when a user logs

on to a Windows NT Server computer. To run a logon script from Windows for

Wsrkgrssrsxsy assessors Windows for measures 198 on to the
Windows—N'f'doinaih on startup.

i» To log on to the Windows NT domain on startup from a Windows fer-

Workgroups computer

i. From Control Panel, double—click the Network option.

2. In the Microsoft Windows Network dialog box, choose the Startup button to

display the Stanup Settings dialog box.

’3. in the Options for Enterprise Networking box, select the Log On To
Windows NT or LAN Manager Domain cheekbox.
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4. In the Domain box, type the name of the Windows NT domain you want to log
on to.

5. In the Startup Settings dialog box, choose the OK button.

6. In the Microsoft Windows Network dialog box, choose the OK button.

Windows for Workgr‘oups does not recognize logon script parameters, and

application programming interface (API) calls made from a logon script return an
error.

Troubleshooting Logon Scripts
Use this list to troubleshoot the most common problems with logon scripts:

- Make sure the logon script is in the directory specified in the Server option of

Control Panel. When Windows NT is installed, the logon script directory is as
follows:

systemrooflsys tem32\repl \import\seripts

The only valid path option is a subdi rectory of the default logon script directory.

If the path is any other directory or it uses the environment variable

%lromepath%, the logon script fails.

- If the logon script is on an NTFS partition, make sure the user has Read

permission for the logon script directory. If no permissions have been explicitly

assigned1 the logon script might fail without providing an error message.

- Make sure the logon script has a filename extension of either .CMD or .BAT.

The Jim extension is also supported, but only for genuine executable

programs. If you use a nondcfaulr file extension for your processor, be sure to

specify it with the filename of the logon script.

Attempting to use the £303 extension for a script file results in the following
error message:

NTVDM CPU has encountered an illegal instruction.

If this error message appears, close the window in which the logon script is

mnning.

- If the logon script is to run on a Windows for Workgroups computer, make sure

the Windows NT domain name is specified as a starttrp option in the Network

option of Control Panel

Make sure any new or modified logon scripts have been replicated to all domain

controllers. Replication of logon scripts happens periodically, not immediately.

To manually force replication, use Server Manager. See the Sewer Manager

chapter 01' the Windows NT Server System Guide for detailed infon‘nation.
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Environment Parameters for Logon Scripts
If you want to use the same logon script for various users, you can use the

cnvuonment parameters shown in the following table to rcducc development and
maintenance time.

 

 Parameter Description

%llomcdir% Redirected drive letter on user's computer that refers to
the share point for the user‘s home directory

%liomed riVC% Local or redirected drive where the home directory is
located

%iumtcphiii =79 Path name of the home direcrory

%homeshare% UNC name of the shared directory containing the
, home directory, or a local or redirected drive letter

% 05% The operating system of the user's work's Laden

%processor_architecture% The processor architecture (such as Intel) of the user’s
workstation

%processor_lev 31% The type of processor (such as 486) of the user‘s
workstation

%userd omnin % The domain containing the user’s account

%uscrnamc% The user name of the user
 

Environment Variables for Logen Scripts
The environment variables shown in the following table can be set by the logon
script.

Table 3.3 Environment Variables for Logan Scripts 

  'v'iti'ra'iiie' 'ii'ésér'ipii‘oa

ComSpec Directory for CMDEXE
Lianth Duectories to search for dynamic link libraries (BLLs)

OSZLibPath Directories to search for dynamic link libraries (DLLs) under OS/‘2
subsystem

Path Directories to search for executable program files

WinDir Directory in which Windows NT is installed 
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' Each domain and computer in a workgroup maintains its own user accounts
infonnation. Even on a multidomain network if account information for an

individual user is coordinated across all pans of the network, the user can access

any server or domain with a single logon. If the user’s accounts are allowed to

become unsynchronized. the following problems can occur:

- The user can’t browse a domain or server for which he or she has ermissions.p

- The user can’t access a shared resource.

- The user must type a password each time he or she bl‘OWSCS or tries to access a
resource. "

This chapter provides tips for helping you avoid problems related to network logon.

It describes how user accounts and other security information are maintained within

workgroups and domains and how seem-fly information can be shared by trusted
domains.

Before reading this chapter, be sure to read the Windows NT Server Concepts and

Planning Guide for a thorough discussion of domain organization strategies and

user environment management techniques.
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Windows NT User Accounts

Windows NT needs only a single logon. even for a heterogeneous networking

environment, in part because security in Windows NT is assigned by user rather

than by resource Resource~based security models require a separate password for
each resource a user wants to access.

in Windows NT, the network administrator creates an account for each user

wanting to use network rcsuurces. As described in Chapter 2. “Windows NT

Secun'ty Model,” of the Windows NT Resource Guide, Windows NT maintains a

user account containing a unique security ID within the user accounts database.

Windows NT also keeps track of permissions and user rights for the user. When a

person logs on, the Security Accounts Manager (SAM) checks the user’s logon

information against data in its user accounts database to authenticate the iogon.

Then, when access is granted, the Local Security Authority (LSA) creates a

security access token for that user.

 
  

 
 

  

 
   

S ecurily account
manager

Logan
process    

User ac counts
database

Security policy

Local security
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User mode

Kernel mode

Security
Reference

Monitor  

Figure 4.1 Windows NT Security Model
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Note A user who forgets his or her password might assume that he or she can gain
access to a resource via the Guest account; this is not the case. Because

Windows NT recognizes the uscrnamc, it compares the user’s logon infommtion

only with the account information for that username, if the passwmd does not

match, no access is granted.

By default, the Guest account on Windows NT Server is disabled so that Only those

users with recognized accounts can access the system. As described in the

Windows NT Server Concepts and Planning Guide, WindOWS NT uses the Guest

account for people with an unrecognized user account, including users logging on
from untrusted domains. Domains and trust relations are explained later in this

chapter.  

Depending on the way your corporation’s network is organized, a given user might,

in fact, have more than one account; perhaps one granting access to the loeai

computer or workgroup and another for domains on the network. The user account

database used to authenticate a logon doesn‘t necessarily reside on the user’s local

computer. Its location depends on whether the computer is part of a workgroup or 3 Ir

domain and whether the user is logging on to the local computer, to the home
domain, or to another domain.

In the Windows NT security model, there are two types of user accounts:

' - A global user accountis a normal user account that fits into the Windows NT

model described in this chapter. User accounts on Windows NT Workstation

computers and on Windows NT Server computers that are not domain

controllers are global accounts. Global users are authenticated by the primary

domain controller (PDC) or backup domain controller (BDC) on a domain, or

through trust relationships.

- A local user account is a user accmnt that fully participates in a domain but is

available only by remote logon and is authenticated only by user information

available locally on the machine that is processing the Iogon. For example, a

local user might be a member of a Windows for Workgroups, LAN Manager
2.x, or Novel] network. Local user accounts are available only within their

domain; they cannot be authenticated through trust relationships.
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Workgroups and Do'mains
A wm'kgroup is simply an organizational unit, a way to group computers that don‘t

belong to a domain. In a workgroup, each computer keeps track of its own user and

group account information and does not share this information with other

computers. Each Windows NT computer that participates in a workgroup maintains
its own security policy and security account databases.

Users on a workgroup are considered global users, as explained in the previous

section. Logons to another computer are authenticated on the remote computer only

by valid usemzunc and password.

Security policy database
User aeoou nt database

 
Workgroup

Figure 4.2 Computers Participating in a Workgroup

A workgroup is a good network configuration for a small group of computers with

not many user aceounts, where network administration is not an issue, or in an
environment with a mix of Microsoft networks that does not include Windows NT

Server computers.

A domain is a group of servers that share common security policy and user account

databases. One Windows NT Server computer acts as the primary domain

controller (PDC), which maintains the centralized security databases for the

domain. Other Windows NT Server computers in the domain function as backup

domain controllers and can authenticate logon requests. Domains can also contain
Windows NT Server computers that do not act as domain controllers, Windows NT

Workstation computers, LAN Manager 2.x servers, and other workstations such as

those running Windows for Workgroups and MS—DOS. Users of a Windows NT

Server domain are authenticated by the primary domain controller or by a backup

domain controller. Logan credentials include the usernzune, password. and domain
name.
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With Windows NT, administrators have full centralized control over security. To

eliminate any single point of failure on a Windows NT Server domain, the user

account database, including the logon scripts (which are discussed in Chapter 3,

“Windows NT User Environments") is automatically replicated to the backup
domain eontroflers.

 
 

Security policy database
. User account database

Domain

Figure 4.3 Computers Participating in a Domain

Domains and workgroups can interoperate and are identical in terms of browsing. If

a Windows NT computer is not participating in a domain, it is by default part of a

woraroup (even if the workgroup is only one computer) and can be browsed as

part; of that workgroup. For more information, see Chapter 5, “Windows NT
Browser.”

LAN Manager 2.x Domains
A Windows NT computer can connect to standalone LAN Manager 2.x servers and

LAN Manager 2.x servers participating in a LAN Manager 2.x domain. LAN

Manager 2.x and Windows NT computers interoperate because they both use

server message blocks (SMBs) to communicate between the t‘cdjrector and server

software The NetBEUI Frame (NBF) and TCP/IP protocols used by Windows NT

are also interoperable with NetBEUI and 'I‘CP/IP protocols written for LAN

Manager 2.x. '
 

Note LAN Manager 2.x servers can act as backup domain controllers in a _

Windows NT Server domain. Both local and global user accounts are replicated to
LAN Manager 2.x servers acting as BDCSA Because LAN Manager 2.x does not

support trust Relationships or local groups. a LAN Manager 2.x server can never be
a primary domain controller. 
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Avoiding Multiple PDCS
A common configuration problem is having multiple PDCs on a domain. This type

of configuration problem is described in the. following scenario.

A system adim‘nistrator installs a Windows NT Server computer called

\\MAIN_UNIT. which is designated during installation as the PDC of a domain

called MyDomain. Later, the system administrator shuts down and turns off the

PDC, \\MAIN_UNIT, Then the system administrator instalis another server, called
\\SECOND_UNIT, which is also installed as the PD C. Because \\MAIN_UNI'I‘ is

not currently on the network, MyDomain has no PDC, and the installation of

\\S ECOND_UNIT proceeds without error.

Now the system administrator turns \MAINJJNIT back on, When the Neilogon

service (described later in this chapter) discovers another PDC on the network, it

fails, and \\MAIl\LUNIT can no longer participate in the domain.

The system administrator now has a serious problem. his not possible to simply
demote \\MAIN_UNlT‘ from a PDC to a. BDC and continue. The Security ID (310)

for \\MAIN_UNIT will not be recognized by the current PDC, \\SECOND_UNIT.

In fact, \\MALN_UNIT cannot join MyDomain in any capacity This happens

because when it PDC is created, a unique domain SID is also created. All BDCs

and user accounts within the domain share diis domain SID as a prefix to their own

SIDS. When \\SECOND_UNIT is installed as 2 PDC, its SlD prefix is different

frOm that of \\MAIN_UNIT, and the two computers can never participate in the
same domain

In addition, the system administrator cannot change the name of \\MAlN_UNIT and

rejoin MyDomain, because the SID is fixed once Lhe Windows NT Server is
installed lf\\MAIN_UNIT is to be the PDC of MyDomain‘ the system

administrator musr shut down both \\MAIN_UNIT and \\SECOND_UNIT, start up
\WlAINHUNIT, and then reinstall Windows NT Server on \\SECOND__UNIT,

designating it a BDC during setup.

Toavoid-thiszproblein,«V‘iS'Eé? SlslBJUI‘iI-‘li-shm‘ldhe instsiied as a' Mishap-domain

centi'oller while \\MAIN_UNIT is running If \\MAIN‘UNIT is taken offline at this

point, \\SECOND_UNIT can be promoted to PDC. (In general, it should not be

necessary to designate a new PDC unless the original PDC is going to be down for

along time) When \\MALN_UNIT is ready to go online again, \\SECOND_UNIT

can be demoted to a BDC. The SID for \\MA[N_UNIT is recognized by
\\SECOND_UNIT, and When \NAIN.UNIT is restarted, it becomes the PDC

again.
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Interdomain Trust Relationships
With Windows NT Server, the user accounts and global groups from one domain

can be used in another domain. When a domain is configured to allow accounts

from another domain to have access to its resou roes, it effectively trust: the other
domain. The trusted domain has made its accounts available to be used in the

trusting domain. These trusted accounts are available on Windows NT Server

computers and Windows NT Workstation computers panicipaling in the trusting
domain.

Hint By using trust relationships in your multidomain network, you reduce the need

for duplicate user account information and reduce the risk of problems caused by

unsynehronized account information.   

The trust relationship is the link between two domains that enables a user with an

account in one domain to have access to resources on another domain. The tmsring

domain is allowing the trusted domain to return to the trusting domain a list of

global groups and other information about users who are authenticated in the trusted

domain. There is an implicit ttust relationship between a Windows NT Workstation

participating in a domain and its PDC. '

The following figure illustrates a trust relationship between two domains, where the

London domain trusts the Topeka domain.

 
 
 
 
 
 

 

Because the London domain trusts the

Topeka domaln, users item the Topeka domaln
can be granted permissions and rights in the
London domain [even though they don't
have accounts in London).

Accounts
Policy

Figure 4.4 Trusted Domain
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In this example, the following statements are true because the London domain trusts

the Topeka domain:

. Users defined in the Topeka domain can access resources in the London domain

without creating an account within that domain.

- Topeka appears in the From box at the initial logon screen of Windows NT

computers in the London domain. Thus, a user from the Topeka domain can

log on at a computer in the London domain.

When trust relationships are defined, user accounts and global groups can be given

rights and permissions in domains other than the domain where these accounts are
located. Administration is then much easier, because you need to create each user

account only once on your entire network, and then the user account can be given

access to any computer on your network (provided you set up domains and trust
relationships to allow it).
 

Note Trust relationships can be coniigured only between two Windows NT Sewer

domains. Workgnoups and LAN Manager 2.x domains cannot be configured to use

trust relationships.  

Changes to Computers in the Trusting and Trusted Domains
When one domain is permitted to trust another, User Manager for Domains creates

an intcrdomain trust account in the Security Accounts Manager (SAM) of the

trusted domain. This account is like any other global user account, except that the
USER_LN’l‘ERDOMAlNVTRUSlLACCOUNT bit in the control field for the

account is set. The interdomain trust account is used only by the primary domain

controller and is invisible in User Manager for Domains. The password is randomly

generated and is maintained by User Manager for Domains.

When this trust relationship is established the Nedogon service on the trusting

domain attempts discovery on the trusted domain, as described later in_ this chapter.
andthe idiérdorn'ain'tmst account is authenticated by a domain controller on the
uusred domain.

When one domain trusts another, a trusted domain object is created in the LSA of

the trusting domain, and a Secret object is created in the LSA of the trusting
domain.
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Access to Files in a Trusting Domain
Users from the trusted domain can be given rights and permissions to objects in the

trusting domain using File Manager, just as if they were members of the trusting

domain Subject to account privilege, users in the trusted domain can browse

resources in the trusting domain,

For example, suppose the London domain tmsts the Topeka domain. Uscr EnrilyP,

who is a member of the T0peka domain, wants to access MYFILETXT, which is a

file located on a Windows NT Server computer in the London domain. When

EmilylD attempts to log on to the server in London, her user account information is
not transferred to the London domain’s user database. Because London trusts

Topeka, the London domain has access to user information in the Topeka domain‘s

user account database. - uthcnticating a user logon in this manner is called pass

through authentication, a concept that is discussed in greater detail later in this

ch aptet'.

One-way Trust Relationships
Trust relationships are defined in only one direction. in the previous example, just

because the London domain trusts the Topeka domain does not mean that the

Topeka domain trusts the London domain. Fora two-way trust relationship, each

domain must be configured to trust the other.

Trust relationships are not transitive. For example, if the London domain trusts the

Topeka domain and the Topeka domain trusts the Melbourne domain, that does not
mean that the London domain trusts the Melbourne domain. For the London domain

to trust the Melbourne domain, a trust relationship must be explicitly established.

Users and computers from the trusting domain have no special status on the trusted

domain. The names of trusting domains do not appear in the From box of the Logon

dialog box, nor do users from the trusting domain appear in the File Manager of

computers in the trusted domain.

Setting Up Domains
The way you configure your network into domains depends on your administrative

resources and the size of your network. This section describes the most common
domain models:

- Single domain

- Master domain

Multiple master domain

- Multiple trust
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Single Domain
In the single domain model, there is only one domain. Because there are no other

domains, there are no trust relationships to administer. This model is the best

implementation for organizations with fewer than 10,000 users in which trust

among depanments is not an issue. This model offers centralized management of all

user accounts, and local groups have to be defined only once. In an organization
with multiple domains where there is no need to share information among domains,

the best configuration is often multiple single domains.

If, however, you anticipate significant growth in your organization, you might want

to consider a more flexible model, such as the multiple master domain model

described later in this section. If your organization grows beyond l0,000 users, the .

single domain model can no longer support all your users, and there might be a

great deal of administrative werk involved in reconfiguring your user database.

Master Domain

In an organization with fewer that! 10,000 users in whidn trust among depemncnts

is an issue, the master domain model is a Suitable option. In this model, one domain,

the master domain, is trusted by all other domains, but does not trust any of them.

Trust relationships among the other domains can be defined and administered as
necessary.

The master domain model offers the benefits of both central administration and

multiple domains. In an organization with a number of departments, each

department can administer its own resources, but user accounts and global groups

still need to be defined only once, in the master domain.

As with the single domain model, however, the user population is limited to 10,000,

because all user accounts are maintained in one place, the master domain. Further,

local groups must be defined for each domain, which can require significantly more

administration if you use local groups extensively.

il’flii‘l'fiipleilllé‘fitef‘fiomat'‘"""'"r'i
For large organizations, or those which anticipate substantial growth, the multiple
master domain model might be the best solution. In this model, there is more than

one master domain. each of which trusts all the other master domains, and all of

which are trusted by all the other domains. None of the master domains trusts any
ofthe suhdomains,
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This model Works best when computer resources are grouped in some logical

fashion, such as by department or by location. Because a multiple master domain

model can support as many as [0,000 users per master domain, it works well for

large organizations. And because all the master domains ttust each other, only one

copy of each user account is needed

The administrative requirements for a multiple master domain model can be

considerably greater than for a single domain or master domain model. Local and

global groups might have to be defined several times. there are more trust

relationships to manage, and not all user accounts reside in the same domain.

Multiple Trust
In the multiple trust model. all domains trust all other domains. This model is the

simplest to understand, but if many domains are involved it is the most complex to
administer.

Like the multiple master domain model, the multiple trust model is scalable as the
organization grows: it can support as many as 10,000 users for each domain (not

for each master domain. as in the multiple master domain model). Because each
domain has full control over its own user accounts. the multiple trust model can

work well for a company without a centralized management information services

(MIS) department. If, however, the organization has many domains, there can be a

very large number of trust relationships to manage. And because domain

administration is decentralized, it is harder to assure the integrity of global groups

that other domains might use.

Local and Global Groups
You can place a set of users with the same administrative requirements into user

groups. User groups make system administration much simpler, because you can

assign all members of a group the same logon scfipt, file rights and permissions,

and user profile. If some aspect of the group’s administrative requirements changes,

you cart make the change in just one place for all the users in the group,

User groups can be local or global. The terms local group and global group refer

not to the contents of the group, but to the scope of the group’s availability. A local

group is available only on the domain controllers within the domain in which it is

created, while a global group is available within its own domain and in any trusting

domain. A trusting domain can, therefore, use a global group to control rights and

permissions given members of a trusted domain.
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Global Groups

A global group contains only individual user accounts (no groups) from the domain

in which it is created. Once created, at global group can be assigned permissions and

rights, either in its own domain or in any trusting domain. A global group is a good

way to export a group of users as a single unit to another domain. For example, in a

trusting domain you can grant identical permissions to a particular file to a global

group, which then pertain to all individual members of that group.

Global groups are available only on Windows NT Server domains. When

Windows NT Server is installed on a computer, i] is configured with two predefined
global groups:

- Domain Admins

- Domain Users

Local Grou p5
A local group is a good way to import a group of users and global groups from

other domains into a single unit for use in the local domain. A local group can

centain user accounts or global grourns from one or more domains. The group can be

assigned privileges and rights only within its own domain. Local groups created on

a Windows NT Workstation computer or a Windows NT Server computer in a

workgroup are available only on that computer.

The following predefined local groups are available on Windows NT Workstation
and Windows NT Server compurers:

- Administrators

. Users

- Guests

- Backup operators

Replicator

The following additional predefl nod local groups are available only on
Windows NT Sewer computers acting as primary or backup domain controllers:

- Account operators

Print operators

- Server operators

Another predefined local group, Power Users, is available only on Windows NT

Workstation computers or on Windows NT Server computers that are not acting as
domain controllers.
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Logons and Authentication
When you log on to a workgroup computer, your logon information is compared

with the local user accounts database. When you log on to a computer that

participates in a domain, you choose whether to log on locally, or to the domain. (If

your domain trusts another domain, you can alternately choose to log on there.)
 

Note Windows NT Server computers store only domain accounts. To log on to a

Windows NT Server computer, you must use a domain accounL 

For example, suppose AnnM has an account on a domain (MyDomain), as well as

an account on a Windows NT workstation (Mkasta) belonging to that domain.

When AnnM logs onto her workstation account, the local authentication software
uses the information stored in the workstation user accounts database to

aumenticate the logon. If AnnM logs onto the domain from that workstation, the

local authentication softwanc sends the logOn request to the domain for

authentication. Although they share the same uscrnamc, each account has a unique

security ID.

 
Mkasta
(AnnM‘s Workstation)

Figure 4.5 Logging On Locally Versus Logging On to the Domain

As described in Chapter 2, “Windows NT Security Mode ,” of the Windows NT
Resource Guide, the Local Security Authority (LSA) creates a security access

token for each user accessing the system. This happens when the user logs on and is

authenticated (that is, during interactive logon). The LSA also creates a security

access token when a user establishes a connection from a remote computer. This

procedure is called a remote logon.

Cisco -- Exhibit 1008

Page 90 of530



Cisco -- Exhibit 1008

66 Partl About Windows NT Networking

For example, suppose AnnM logs on and is aurhenticated by her local computer and
then wants to access a printer controlled by a Windows NT Server computer in

domain MyDomain. When she tries to connect to the printer (assuming she hasn‘t

already connected to some other resource in the domain). she is actually performing

a remote logon. One of the servers in MyDornain checks the domain's central user
accounts database for information to authenticate her account for the domain and

then creates a security access token for AnnM, and allows AnnM access.
 

Note This type of scenario becomes complex when AnnM uses different passwords

for different accounts, For example, if her local password doesn’t match the

password for her domain account, when she tries to browse the domain or connect

to a resource in the domain, a message like the following is displayed on the screen:
System error a has Deco
Access is den1ed

CG

While tools such as File Manager prompt for a valid password, the command-line

interface and some applications simply deny access. It is always a better idea to

have one set of credentials that apply everywhere in a trusted enterprise.  

From an administrative viewpoint, it is important to understand where the user

account information is stored. A user’s account is either in a private local user

accounts database or in a domain user accounts database shared by all the
Window NT Server computers in the domain.

The Netlogon Service
The Netlogon service provides users logging on with a single access point to a

domain’s primary domain controller and all backup domain controllers. The

Netlogon service replicates any changes to the security database to all domain

controllers in the domain, including the SAM, Buiitln, and LSA databases

described in Chapter 2, ”Windows NT Security Model,” of the Windows NT

Ramarcs Guide.—Ihe._SAM..da_tehase_islintited.--nu_ty,baithe.._.n._utn_ber...0f.Registtiy

entries permitted and by the performance limits of the computer hardware. The

maximum number of accounts of all types the SAM database supports is 10,000.

The Netlogon service on a Windows NT Server computer fully synchronizes its
user database when the domain controller is first installed, or when the domain

controller is brought back online after being offline, and the PDC’s change log is
full when the server returns online.

The Netlogon service accepts iogon requests from any client and provides complete

authentication information from the SAM database. It can authenticate logon

requests as a member of a trusting or trusted domain.
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The Netlogon service runs on any Windows NT computer that is a member of a

domain. It requires the Workstation service and the “Access This Computer from

Network” right, which is set in User Manager on Windows NT Workstation

computers or servers, or User Manager for Domains on domain controllers. A

domain controller also requires that the Server service be runnj ng.

User Authentication

On a Windows NT Workstation computer or a Windows NT Server computer that

is not a domain controller, the Netlogon service processes logon requests for the

local computer and passes through logon requests to a domain server.

The Nerlogon service processes authenticates a logon request in three steps:

1. Discovery

2. Secure channel setup

3. Pass-through authenticatirrn (where necessary)

Discovery
When a user logs on to a domain from a Windows NT Workstation computer or a

Windows NT Server computer that is not a domain controller, the computer must

determine the location of a domain controller in its domain. If the computer is part

of a workgroup, not a domain, the Netlogon service terminates. (If the workstation
is not connected to a network: Windows NT treats it like a member of a workgroup

consisting of one member.)

When a Windows NT Workstation computer or a Windows NT Server computer

that is not a domain controller starts up, it attempts to locate a Windows NT Server

computer in each trusted domain. (There is an imphcit trust between the client and
domain controllers in its own domain.) In either case, the server located can be

either a primary domain controller (PDC) or a backup domain controller (BBC).

The act of locating a domain controller to connect to is called discovery. Once a

domain controller has been discovered, it is used for subsequent user authentication.

When a domain controller is started up, the Netlogon service attempts discovery

with all trusted domains. (Discovery is not necessary on the domain controller’s
own domain, because it has access to its own SAM database.) Each domain is

called three times in intervals of five seconds before discovery fails. If a trusted

domain does not respond to a discovery attempt, the domain controller attempts

another discovery every 15 minutes until it locates a domain controller on the

tnrsred domain. If the domain controller receives an authorization request for the

trusted domain for which discovery has not yet been successful, it attempts another
discovery irmnediately, no matter when the last discovery was attempted.
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Secure Communication Channel

Before a connection between two Windows NT computers is allowed, each

computer‘s Netlogon service must be satisfied that the computer at the other end of

the connection is identifying itself correctly. To do this, each computer‘s thlogon

service issues and verifies challenge and challenge response information. When this

information is successfully completed, a secure channel is established and a

communication session set up between the two computers‘ Netlogon services. The

session can be ended without terminating the secure channel. The secure channel is

used to pass subsequent network API calls between the two compntcm. The secure

communication channel is used to pass the username and encrypted password

during pass—through authentication Pass-through authentication is discussed in
detail later in this chapter.

The Netlogon service maintains security on these communication channels by using

user—level security to create the channel, The following special internal user
accounts are created:

. Workstation trust accounts, which allow a dermis workstation to petfenn pass—

through authentication for a Windows NT Server computer in the domain, as

described later in this chapter

- Server trust accounts, which allow Windows NT Server computers to get copies
of the master domain database from the domain controller

. Inlerdamain trust accounts, which allow a Windows NT Server computer to

perform pass—through authentication to another domain

The Netlogon service attempts to set up a secure channel when it is started, as soon

as discovery is completed. Failing that, Netlogon retries every 15 minutes or

whenever an action requiring pass—through authentication occurs. To reduce

network overhead among trusted domains, the thlogon service on a domain

controller creates a secure channel only when it is needed.
 

elate- LEflEGISEQ-tlt‘c channel can-not be created at--legen4£oeexernple, because-the

domain controllers are offline), the Netlogon service starts anyway. If the user’s

interactive logon uses the same domain name and usemame, the user’s interactive

logon is successfully completed using cached credentials.

A Windows NT computer stores the infonnation used to authenticate the last

several (ten. by default) users who logged on interactiVely. That way, if all the
domain controllers are down at the same time, the last several users who connected

to the computer can still log on. Addition ally, the credentials of all users who have

logged on from the local computer are stored in the local SAM database.
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Pass-through Authentication
Pass—through authentication occurs when a user account must be authenticated, but

the local computer can't authenticate the account itself. In this case. the uscrn ante

and password are feiwarded to a Windows NT Server computer that can

authenticate the user: and the user’s information is returned to the requesting

computer.

Pass‘through authentication occurs in the following instances:

- At interactive logon when a user at a Windows NT Workstation computer or a

Windows NT Server computer that is not a domain controller is logging onto a
domain or trusted domain

- At remote logon when the domain specified is a trusted domain

Figure 4.6 illustrates pass-through authentication. In this example, AnnM wants to

access a computer in the London domain. Because the London domain trusts

AnnM's home domain (Topeka), it asks the Topeka domain to authenticate AnnM’s
account infonnau‘on.

 
 
 

  
   
 

Security Policy database
User Accounls database

 
Access:
username=AnnM

passwonL-specialK AnnM
home domain=TopeHa (home account)

Figu re 4.6 Pam-Through Au thentication
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The Netlogon service provides this pass-through authentication Each Windows NT

computer participating in the domain must be running the Netlogon and

Workstation services. (Netlogon is dependent on the Workstation service.) The

Netlogon service communicates with the Netlogon service on the remote computer,

as illustrated in Figure 4.7.

Local Computer

Security
account — - Netlogon
manager DormmEANA')quvl I

 

 

   
  

Secure
Communications
Channel

User accounts
database .

Secunty

manager

Domain Controller
 

User accounts

”altiiii/

Figure 4.7 Netiogun Requirements for Domain Logons

If the user account is in a trusted domain, the request must first be passed frOm the

computer in the trusting domain to a domain controller in its demain. The domain

controller then passes the request to a domain controller in the trusted domain,

which authenticatcsthe user augment information and then. tetulttls the lug
information By the reverse route. I ' K H ' H '

Interactive Logon
The interactive [ogon can occur in any user accounts database where a user has an

account. Depending on the type of Windows NT computer and how it has been

configured, the From box (in the Logon dialog box) lists the local computer and/or
domains where user accounts can be authenticated.
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Summary of Interactive Logon Authentication
The following table shows the logon options for someone using a Windows NT

computer in a workgroup, a domain, and a domain with a trust relationship. The

unique identifier used by Windows NT after logon depends on the location of

the database used to log on the user. The third column in this table describes the

unique identifier used in each case. Any network connection requests sent
elsewhere on the network include this unique identifier.

Table 4.1 Summary of Interactive Logon Authentication 

 Computcr is in User can logon at Unique identifier

Workgroup Local database Computerntune and username

Domain Local database Computername and usemame
Domain database Domain name and username

Domain Local database Computemame and username
with a trust Horne domain database Domain name and usemame

relationship Trusted domain database Trusted domain name and usemame

Domain without a Local database Computername and usemame

(rust relationship Untrusting domain name and
' username
 

Remote Logon
A security access token created at interactive logon is assigned to the initial process

created for the user. When the user tries to access a resource on another computer,

the security access token is placed in a table in the remote server process. The

server process creates a security ID for the user and maps it to the user‘s security
access token. This security ID is sent back to the client r'edirector and is used in all

further server message block (SMB) communication between the server and client.

Whenever a resource request comes in from the client, the security ID identifies the

user to die server process. The security access token that maps to the user ID
identifies the user to the remote security Subsystem.
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Security policy database
User accounls dalabase

 
 

 
 

Windows NT
workstation

  
 

Table of remole user IDS
UsenDt
UsertDQ '

Windows NT ,
workstation

Figure 4.8 Remote Lngon

The following list shows the steps in a successful remote Iogon at a Windows NT

Workstation computer or Windows NT Server computer:

1. The useroame, password, and domain name (the data entered in the Welcome

dialog box) of the logged on user are sent from the user’s computer to the remote
Windows NT Server.

2. The authenticating computer’s SAM compares the logon username and

password with information in the user accounts database.

3. if the access is authorized. the authenticating computer‘s LS‘A conscruets a

security access token and passes it to me server process, which creates a

user ID referencing the security access token.

4. The user ID is then returned to the client computer for use in all subsequent

requests to the server.

After the session has been created, the client computer sends requests marked

with the user ID it received during session setup. The server matches the user ID

with the proper access token kept in an internal table. This security access token

at the remote computer is used for access authentication at the remote computer

by that user.

Remote Logon at a LAN Manager 2.x Server
Remote logon at a LAN Manager 21 Server is basically the same as remote logon

to a Windows NT computer. However, instead of comparing the user’s logon

infomtation against a centralized user accounts database, the LAN Manager 2x

server compares the information with its local user accounts database. This

database may be the server’s own standalone database or a domain database shared

by a group of servers. LAN Manager 2.): servers cannot use pass—through
authentication.
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Accessing resources on a LAN Manager 2.x server is similar to accessing resources

on a Windows NT computer, except that the LAN Manager 2.x server does not use

a security access token to identify l‘CSOU rce requests. instead, the security ID maps

to the uscmame. which is used to process resource requests.

If the LAN Manager 2.1 server is in the same domain as a Windows NT Server

computer, the server logon is identical to that used when accessing another

Windows NT Server computer (except that the LAN Manager 2.x server does not

generate or use security access tokens).

If the LAN Manager 2.x server is in another domain, the server logon is identical to

logon for a Windows NT Workstation computer that is a member of a workgroup.

This is true even for a trUSted domain, since LAN Manager 2.); servers don’t

support trust relationships. An account must exist either in the LAN Manager 2.x
server’s domain or at the standalone server itself.

Summary of Remote Logon Authentication
This section summarizes the various remote logon scenarios.

to Workgroup computer connecting to a Windows NT computer in a domain

lnteractiVe logon for the user at the workgroup computer (the client) is performed

by the local user accounts database.

The client’s usemame and a function of the password are passed to the specific

server in the domain to which the client is trying to COnnect. This server checks the

usemame and password with information in its local user accounts database. If
there is a match, access to this server is allowed.

> Domain computer connecting to a Windows NT computer in the same domain

Interactive logon for the user at the client computer was performed by the domain’s
user accouuts database.

The client’s domain name, usemame, and a function of the password are passed to

the computer being accessed, which passes them to a Windows NT Server computer
in the domain.

The Windows NT Server computer verifies that die domain name for the client
matches this domain.

Next the Windows NT Server computer check the usemame and password against
the domain’s user accounts database. If there is a match, access is allowcd.
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r; Domain client in a trusted domain connecting to a Windows NT computer

interactive logon for the user at the client computer is performed by the domain’s
user accounts database.

The client’s domain name, usemame, and a function of the password are passed to

the computer being accessed. That computer passes the. logon information to a
Windows NT Server in the domain.

The Windows NT Server computer verifies that the client’s domain is a trusted

domain and then passes the client‘s identification information to a Windows NT

Server computer in that trusted domain.

A Windows NT Server computer in the trusted domain (that is, the same domain as

the client computer) checks the username and password against the domain’s user
accounts database. If there is a match, access is allowed.

Common Logon Scenarios
The following examples describe various logon scenarios in a Windows NT
environment ,

Example 1: Logging On to a Member of a Workgroup
For a computer running Windows NT and participating in a workgroup, the

logon information is compared with the local user accounts database. When a user

logs on, the From box lists only the name of the local computer. The user cannot

specify another workgroup or domain for togon. There is no discovery, because the

Netlogon service is not running. If the user attempts access to another Windows NT

computer, authentication proceeds as discussed in “Example 4: Logging On to an

Untrusted Domain,” later in this chapter.

 
Figure. 4.9 Initial Logon and Local Databases for a Windows NT Workstation

After successful authentication, the username and password are cached by the

computer‘ s rcdircctor for use whcn connecting to remote resources.
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Example 2: Logging On to the Home Domain
From a Windows NT computer participating in a domain, a user can choosa
to have his or her logon information authenticated by the local computer or by a
domain controller in its domain, If the user account is a domain account, a domain

controller‘s SAM for the home domain or a trusted domain authenticates the logon.
The workstation itself connects to a domain with a workstation must account.

The From box lists the name of the local computer, the name of the home domain in

which the computer participates, and the names of any trusted domains.

 
 

-~-’ Security poiiey database
User accounts database

MyDomaln
controller

TrustedDamaln
controller

Figure 4.10 Logging On from a Domain Workstation

The security access token generated in an interactive logon is maintained on

the computer where the user is logged on.

Example 3: Logging On to a Trusted Domain
When a user at a Windows NT Workstation computer in at domain, or a

Windows NT Server computer that is participating in a domain but not as a domain

controller, attempts to log on to a trusted domain, the user’s credentials are not

authenticated on the local computer. The logon nequcst is passed to a domain
controller on the trusted domain and is authenticated there.
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1f the use-mama is not valid and the Guest account of the computer on the computer

the user is logging on to is enabled, the user is logged Oil to the trusted domain as a

guest. 1f the Guest account is disabled, or if the username is valid but the password

is not, the logori attempt fails with access denied. The Guest account is used only

for remote logons.

The not use command prompts for a password if there is no corresponding user
account in the trusted dornain, or if there is a corresponding user account but the

password does match the one supplied by the trusting domain. in situations where

the net use command would require a password. the not view command simply
fails with access denied.

The Prom box lists the domain and trusted domains for this computer.
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Figure 4.11 Authentication by a Trusted Doninin Controller

Example 4: Logging On to an Untrusted Domain
If a client workstation or server connects by remote logon to a Windows NT

computer and the domain name specified is not unsted by the domain the client

workstation or server that the user is logged on to, the client computer checks its

own user account for the usernamc and password supplied. If the credentials are

valid, the client logs the user on. if the username is not valid and the client’s Guest

accormt is enabled, the computer logs the user on as a guest and passes the
credentials to the untrustcd domain.
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Example 5: Logging on Without Specifying a Domain
Name

For workstations running Windows for Workgroups 3.1 or LAN Manager 2.0, the

domain of the Windows NT computer being connected to might not be specified.

For a user connecting to an individual or workgroup workstation, user credentials

are authenticated only on the local computer. If the username is not valid and a

Guest account is enabled, the user is logged on as a guest.

If the client is connecting to a domain of which the workstation is a member, user

credentials are authenticated first by the workstation itself, and then by a domain
controller. It the usemame is not valid for the domain and the domain con troller‘s

Guest account is enabled, the user is logged to the Guest account of the machine

being connected to. If the username is valid but the password is not, or if the Guest

account is disabled, the user is again prompted for a password, and then the logon

attempt fails with access denied.

For a user logging onto a trusted domain from a domain workstation, it is not
obvious where the user’s domain account is defined. User credentials are

authenticated in die following order until the user is successfully logged on: first by

the workstation itself, then by the local domain server, and finally by the trusted

domain. If all these logon attempts fail, the user is connected, if possible, to the
local workstation’s Guest account,

Troubleshooting Logon Problems
This section discusses the two categories of typical problems users might face that
relate to logons:

- Problems when trying to view a server's shared resources

- Problems when trying to access one of those resources

Viewing a Server’s Shared Resources
Suppose AnnM logs on to a Windows NT domain with the password Yippee. She
wants to view the shared resources on a server named “PRODUCTS, but her

password there is Yahoo. Because of this situation, Ann sees the following message

displayed on the screen:

Error 5: Access has been denied.
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AnnM asks the administrator of “PRODUCTS to change her password, but the

administrator leaves the User Must Change Password At Next Logon chcckbox
checked. When AnnM tries to view the server’s shared resources this time, she sees

the following message displayed on the screen: I

Error 2242: The password of this user has expired.

When the administrator of “PRODUCTS clears the User Must Change Password

At Next Logon checkhox, AnnM is finally able to see the server's shared resources.

Accessing a Server’s Shared Resources
Suppose AnnM is logged on to a Windows NT domain with the password Yippee

but wants to connect to a shared directory on “PRODUCTS, where her password is

Yahoo. Even though \\PRODUCTS has a Guest account because there is an

account for AnnM, she is not allowed to gain access via the Guest account. Instead,

Windows NT prompts AnnM for the valid password On \\PRODUCTS.

0:: the other hand. JeffH wants to access the same shared directory and has no
account on \\PRODUCTS. He is allowed access to this resource via the Guest

account for \\PRODUCTS and is assigned the pennissions associated with that
account.

WAN Environments

ln 5 WAN enVironn‘tent, timeout parameters are automatically tuned by both

Windows NT Workstation and Windows NT Server. Session setup times out after
45 seconds.

Using the LMHOSTS file, a directed inailslot can be sent directly to a computer’s

internet protocol (I?) address to establish a trust relationship. For information on

the LMHOSTS file, see Chapter 15, “Setting Up LMBOSTS.”
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Users on a Windows NT network often need to know what domains and computers

are accessible from their local computer. Viewing all the network resources

available is known as browsing. The Windows NT Browser system maintains a list,
called the browse list, of all the domains and servers available. For instance, when

a user attempts to connect to a network drive using File Manager, the list of servers

that is displayed in the Shared Directories box of the Connect Network Drive dialog

box is the browse list, and it is provided by a browser in the local computer’s '
domain.
  

Note For the purposes of this discussion, the term server refers to any computer

that can provide resources to the rest of the network. A Windows NT Workstation

computer, forinstance. is a server in the context of the Browser system if it can

share file or print resources with other computers on the network The computer

does not have to be actually sharing resources to be considered a server. In this

chapter, specific references to Windows NT Server computers are always made

explicitly.

The Windows NT browser system consists of a master browser, backup browsers,

and client systems. The master browser maintains the browse list and periodically

sends copies to the backup browsers When a browser client needs information. it

obtains the current browse list by remotely sending a NetServerEnumZ application

programming interface (API) call to either the master browser or a backup browser.

(A NetServerEnum API call is also supported for compatibility with Microsoft

LAN Manager networks.)

The centralized browser architecture reduces the number of broadcast damgrums.

A datagram is a network packet that is sent to a mailslot on a specified computer

(a directed daragram) or to a mailslot on any number of computers (a broadens!

doing ram). The centralized browser architecture also reduces the demands on the

client's CPU and mommy.
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Specifying a Browser Computer
Whether a computer running Windows NT Workstation computer or a

Windows NT Server computer can becornc a browser is determined in the

Registry by the MaintainServerList entry under the HKEY_LOCAL_MACHINE

\SYSTEIVRCUrrentControlSet\S crvices\Br0wser\Parameters key. The possible

values for the MaintainSer-verList entry are shown in the following table:

Table 5.1 Values for the MnintainServerList Entry  

  Value Meaning

No This computer will never be a browser.

Yes This computer will become a browser. At startnp, the server tries to contact
tire master browser to get a cunent browse list. if the master browser

cannot be found, this computer forces a browser elecrion, and can become
the master browser. For more in formation on browser elections, see

“Determining Browser Roles." inter in this chapter.

This is the default vahie for Windows NT Server computers.

Auto This computer is a potential browser. Whether it becomes a browser

depends on the number of existing browsers. This computer is notified by
the master browser if it should become a backup browser.

This is the default value for Windows NT Workstau‘on computers. 

On any computer with a value of Yes or Auto for the MaintainServerList,

Windows NT Setup configures the Browser service to start automatically when the

computer starts.

Another setting in the

HKEY__LOCAL_MACHINE\SYSTEM\CurrentControlSet\Serviees\Browser\Para

meters key in the registry has a bearing on which servers become master browsers

and backup browsers. Setting the lsDomainMasterBrowser entry to True or Yes on

a computermalges that computer a_ pxqfiglflz’._d..p_14§ler._l'i__i’(_)..H{se_2§. A preferred master

browser computer has an advantage over other computers in master browser

elections. Also, whenever a preferred master browser computer is started, it foroes'
a browser electiont For more information on browwr elections. see “Determining '

Browser Roles,” later in this chapter.
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Number of Browsers in Domains and Workgroups
In a Windows NT Server domain, every Windows NT Server computer is a

browser. One Windows NT Server computer in the domain, the primary domain
controller if there is one, is the master browser, and the other Windows NT Server

computers are backup browsers. If there is more than one Windows NT Server

computer in the domain, no Windows NT Workstation computer will ever be a
master brOWSer in the domain.

In a workgroup containing Windows NT Workstation computers, there is always

one master browser. If there are at least two Windows NT Workstation computers

in the workgroup, there is also one backup browser. For every 32 Windows NT

Workstation computers in the workgroup, there is another backup browser.

Determining Browser Roles
At certain times in each domain or workgroup, it is necessary to force an election of
the master browser. This section explains how the election works.

When a Windows NT computer needs to force a master browser election, it notifies

the other browsers on the system by broadcasting an election datagrom. The

election dalagram contains the sending browser’s election version and election

criteria, as explained later in this section. The election version is a constant value

that identifies the version of the browser election protocol.

When a browser receives an election datagram. the receiving brOWSer examines the

datagram and first compares the election version with its own. If the receiving

browser has a higher election version than any other browser, it wins the election

regardless of the election criteria. If the election versions are identical for both '

computers, the election criteria are compared.

The election criteria is a 4-byte hexadecimal value. If there is a tie on the basis of

election version, the tie is broken by the value of the election criteria.

- If the browser has a higher election criteria than the issuer of the election

datagram, the browser issues its ow 11 election datagram and enters the ”election

in progress" state.

- If the browser does not have a higher election criteria than the issuer of the

election datagram, the browser attempts to determine which system is the new
master browser.
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Specific groups of bytes are masked and their values set according to the following
list:

Operating System Type: axFFeflfibflb
Windows NT Server: BXZQGGGOQD
Windows NT Workstation: axlaeaaaao

Windows for Norkgroups: oxalaoaaaa

Election Version: GXOBFFFFde
Per Version Criteria: @xdfibbDOFF

Primary Domain Controller: 8x80000080
NINS client: _ 0x00090020
Preferred Master browser exeoaoaaas

Running Master browser: 6x00603004

MaintainSeruerList—yes 6x63666632
Running Backup Browser oxoaoooaol

If there is still a tie, the browser that has been running longest is the winner. If there

is still a tie, the browser that has a lexically lower name is the winner. For example,
a server with a name of A becomes master browser instead of a server with a name
of B.

When a browser receives an election datagram indicating that it wins the election,

the browser enters the running election state In the running election state, the

browser sends an election request after'a delay based on the browser’s current
browser role:

Master browsers delay for 2001115.

Backup browsers delay for 400ms

All other browsers delay for 800ms.

The browser broadcasts up to four election datagrams. If, after four election

datagrams, no other browser has responded with an election criteria that would win

__ dinettfeeientthqbrowser bemmes thwaster b£0W5_61‘- If tttthowser reqeivcs an

election datafir'arn indicating that ai'iother‘syst'em would win—the election, the '

browser demotes itself to backup browser. To avoid unnecessary network traffic, a

browser that has lost an election does not broadcast any unsent ClCCthEl datag-rams,

Browsers

The master browser and backup brOWSors in each domain have certain duties to
maintain the browse list.
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Role of Master Browsers
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The master browser maintains the browse list, the list of all servers in the master

browser's domain or workgroup, and the list of all domains on the network. For a

domain that spans more than one subnetwork,_ the master browser maintains the
browse list for the portion of the domain on its subnctwork.

Individual servers announce their presence to the master browser by sending a

directed datagram called a server announcement to the domain or workgroup’s

master browser. Computers running Windows NT Server, Windows NT

Workstation, Windows for Workgroups, and LAN Manager servers send server
announcements. When the master browser receives a sewer announcement from a

computer, it adds that computer to the browse list.

The master browser also returns lists of backup browsers (in the local subnetwork

of a TCP/IP—based network, if the domain spans more than one suhnetwork) to

computers running Windows NT Server, Windows NT Workstation, and Windows

for Workgroups. If a TCP/iP subnetwork comprises more than one domain, each
domain has its own master browser and backup browsers. On networks using the

NetBBUI Frame (NBF) or NWLink lPX/SPX—compatible network protocol, name

queries are sent across routers, so there is always only one master browser for each
domain.

When a computer starts and the computer’s MaintainServerList registry entry is set

to Auto, the master browser must tell that computer whether or not to become a

backup browser.

When a computer first becomes a master browser, it can force all servers to register

with it if its browse list is empty. The master browse computer does this by

broadcasting a RequcsrAnnouncement datagram. All computers that receive a

RequestAnnouncement datagram must respond by sending a server announcement
at a random time within the next 30 seconds. The randomized delay ensures that the

network and the master browser itself are not overwhelmed with responses.

When a master browser receives a server announcement from another computer that

claims to be the master browser, the receiving master browser demotes itself and

forces an election. This action ensures that there is always only one master brOWSer

in each domain or workgron p.
 

Note The list of servers that the master browser maintains is limited to 64K of

data. This limits the number of computers that can be in a browse list in a single

workgroup or domain to 2000-3000 computers. 
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Role of Domain Master Browsers

The primary domain controller (PDC) of a domain is given a bias in browser

elections to ensure that it becomes the master browser. The browser service running

On a domain’s primary domain controller has the special additional role of being the
dUl7la£H master bI'OM’SBI'.

For a domain that uses TCP/IP and spans more than one subnetwork, each

subnetwork functions as an independent browsing entity, with its own master
browser and backup browsers. To browse across the WAN to other subnetwork‘s, at

least One browser running Windows NT Server is required on the domain for each

subnetwork. On the subuetwork with the PDC, this Windows NT Server computer

is typically the PDC, which functions as the domain master browser.

When a domain spans multiple subnetworks, the master browsers for each
subnetwork announces itself as the master browsers to the domain master browser

using a directed Master-B rowserAnnouncement datagram. The domain master
browser then sends a remote NetServer-Enum API call to each master browser to

collect each su'onetwork= s iisr of servers. The domain master browser merges the
server list from each subnetwork master browser with its own server list to form the

browse liSt for the domain. This process is repeated every 15 minutes to ensure that

the domain master browser has a complete browse list of all the servers in the
domains

The master browser on each subnetwork also sends a remote Nets ervel‘Enum API

call to the domain master browser to obtain the complete browae list for the domain.
This browse list is thus available to browser clients on the subnetwork.
 

Note Windows NT workgroups cannot span multiple subnetworks. Any

Windows NT workgroup that spans subnetworks actually functions as two separate

workgroups, with identical names. 

hate tat-'Baeken‘Bro-Wse-rs "
Backup browsers call the master browser every i5 minutes to get the latest copy of

the browse list, as well as a list of domains. Each backup browser caches these lists

and returns the list of sewers to any elients that send a remote. NetServerEnum

API call to the backup browser. [I the backup browser cannot find the master
browser, it forces an election.
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How Computers Announce Themselves
When a computer is started, it announces itself by sending a server announcement

to the domain or workgroup’s master browser every minute. As the computer

continues running, the time between server announcements is increased until it

eventually becomes once every 12 minutes. '

[f the master browser has not received a server announcement from a computer for

three announcement periods, the computer is removed from the browse list.

Note There might be up to a 36-minute delay between the time a server goes down
and the time it is removed from the browse list.

   

 
4

Domain Announcements

Client computers sometimes need to retrieve lists of domains, as well as lists of
servers in those domains. The Windows NT N'etServerEnum API has a level 01'
information to allow this.

When a browser becomes a master brOWSer, it broadcasts a DomainAnnouncement

datagram every minute for the first five minutes, and then broadcasts once every 15
minutes after that. Master browsers on other domains receive these

DomainAnnouncement datagrams and add the specified domain to the browse list.

DomainAnnozmcemem datagrams contain the name of the domain, the name of the

domain master browser, and whether the master browser is running Windows NT

Server or Windows NT Workstation. lfthe master browser if running Windows NT

Server, the datagram also specifies whether that browser is the domain’s PDC.

If a domain has not announced itself for three consecutive announcement: periods,
the domain is removed from the browse list.
 

Note A domain might be dowu for as long as 45 minutes before it is removed from
the browse list. 

The domain master browser augments this list of domains with the list of domains

that have registered a domain NetBIOS address with the Windows Internet Name

Service (WINS). Checking against WlNS ensures that the browser maintains a
complete list of domain names in an environment with subnetworks. For

infonnation on special NetBIOS names, see “Managing Special Names" in

Chapter [4. “Installing and Configuring WINS Servers.”
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How Clients Receive Browser Information

When an application running on a client issues a NetServerEnunr API call, the
client sends the API call to a browser.

If this is the first time a NetScrverEnunr API call has been issued by an

application running 011 the client, the client must first determine which computers

are the browsers in its workgroup or domain. The client does this by sending a

Quer‘yBrowserServers directed datagram. This request is processed by the master
browser for the domain and subnetwork on which the client is located. The master

browser then returns a list of browsers active in the wor'kgroup or domain being

queried The client selects the names of three browsers from the list, and then stores
these names for future use, For future NetServer-Enum API calls, a browser is4..."-.. ,l,.»-l-. Alan“ .Lr- ..r. .. L____ --_ _A___._.r 1L..- .-... _......1 t... at. "1.5....
urine-tr ‘r’afiuurrrg “Um. rrtt. uri'Cc: uruw’MJr rrarrluu umt wu‘r‘e San/CAL uy urfl wrrurrt.

If the client cannot find the master browser after three attempts, the client issues a

Farce/Election broadcast to the domain being queried. A ForceElection broadcast
forces the election of it new master browser in the domain. To indicate that the

mascot browser could not be found, the client then returns an error

(ERROR_B AD_NETPATH) to the application. For more information on browser

elections, see “Deterrtrinin g Browser Roles,” earlier in this chapter.

Browser Failures

When a server fails, it stops announcing itself. When the master browser does not
receive a sewer announcement for three of the server’s current announcement

periods, the master browser removes the non-browser from the browse list. It might

take up to an additional 15 minutes for the backup browsers to retrieve the updated
browse list from the master browser, so it could take as long as 51 minutes from the
time a server fails to when it is removed from all browse lists.

Because a backup browser announces itself in the same way as a server, the

procedure when abaekup browser fails is the same as that for: a server, lftlre name

of this backup browser has been given to any clients, attempts made by those Clients

to contact this backup browser fail. The Client then retries the NetServe rErrurn

API call on another backup browser on the client‘s list of browsers. If all_the

backup browsers that a client knows have failed, the client attempts to get a new list

of backup browsers from the master browser. if the client is unable to contact the
master browser, it forces a browser election.
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When a master browser fails, the backup browsers detect the failure within 15

minutes. After a master browser failure is detected, the first backup browser to
detect the failure forces an election to select a new master browser. In addition, it is

possible that between the time the master browser fails and the election of a new

master browser happens, the domain will disappear from the list of domains in the

browse list. If a client performs its first thServerEnutn API call after the old

master browser has failed but before a backup browser detects the failure, the client

forces an election. If a master browser foils and there are no backup browsers,

browsing in the workgroup or domain will not function correctly.

When a domain master bI'OWSCl' fails, other master browsers see only servers on the

some local subnetwork. Eventually, all servers that are not on the local subnctwork
are removed from the browse list.

Browser Components
The Browser system consists of two components:

- Browser service

. Datagrarn Receiver

The Browser service is the user-mode portion that is responsible for

maintaining the browse list, remotely making API cans, and managing the
various roles a browser can have. 11 resides within the LaninanServer

service (\systemroot\S YSTEM32\SERVICES.EXE) and is supported by

\systemroOASYS'l‘Eh/lfiwROWSERDLL. The browser‘s registry entries are
under the HKEY_LOCAL_MACHINE\S YSTENRC‘tu'rentControlSet

\Services\BrOWSer key.

The damgrani receiver is the kernel-mode portion of the browser, and is simply a

datagram and mailslot receiver. It receives directed and broadcast datagrams of

interest to the workstation and server services. It provides kernel—level support fer
the Net'ServerEnuin APL as well as support for remote mailslot reception (second-

class datagrnrn-based mailslot messages) and the request announcement services.

The datagram receiver file is \syrtemroot\SYSTEM32\B ROWSERSYS. The

datagram receiver’s registry entries are in the HKEY_LOCA L_MACH1NE

\SYSTEM\CiJiTentControlSer\Services\DGRcvr key.
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Mailslot Names

All browser datagrams destined for LAN Manager, Windows for Workgroups,

Windows NT Workstation, or Windows NT Server computers are sent to the
mailslot name \MAlLSLOTlANMAN

Browser datagrams that are destined only for Windows NT Workstatiori or
Windows NT Server computers are sent to the mailslot name
\MAILSLOTWIS BROWSE.

LAN Manager Interoperability
In. order for Windows NT browsers and LAN Manager browsers to work together,

you might have to perfonn some configuration tasks.

Making Windows NT Servers Visible to LAN Manager Clients
To make a Windows NT server visible to LAN Manager clients. you must

configure the Windows NT server to announce itself to LAN Manager 2.x servers.

You can do this by using the Networks option in Control Panel or by changing the

Lit/[announce entry in the Registry.

a- To make a Windows NT server visible to LAN Manager clients using the
Control Panel

1. On the Windows NT computer, double-click the Network option in Control

Panel to display the Network Settings dialog box.

2. Select Sever from the Installed Network Software box, and then choose the

Configure button to display the Server dialog box.

3. Select Make Browser Broadcasts to LAN Manager 2.x Clients check box, and
then choose the OK button.

as To'ma'ite a Windows NT"‘bt"owser visihie'iO'LAI‘i Manager 'ciienrs using the

Windows NT Registry

1. Run the REGEDTBZEXE file from File Manager or Program Manager to slart'

the Registry Editor.

2. Locate the following key:

HKEY_LOCAL_MACHINE\SYSTEl\/I\CurrentCon trolSct\Services\l_anmanSe
rver\Parameters

3. Change the value of the LMflnnounoe entry to 1.

For more information about the Windows NT Registry. see Chapters 10 through l4
in the Windows NT Resource Guide.
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Making LAN Manager Domains Visible to Windows NT Browsers
You can make up to four LAN Manager—only domains visible to a Windows NT

Browser. You can do this by using the Control Panel or configuring the Registry of
die Windows NT browser. The LAN Manager domains you add to the

Windows NT browse list this way will be visible to all members of the
Windows NT browser’s domain.
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To make LAN Manager domains visible to a Windows NT browser using the
Control Panel

1.

4.

On the Windows NT computer, double—click the Networks option in Control

Panel to display the Network Settings dialog box.

Select Computer Browser from the Installed Netwotk Software box, and then
choose the Configure button to display the Browser Configuration dialog box.

For each LAN Manager domain you want to add, type the LAN Manager
domain name in the box on the left, and then choose the Add button.

When finished adding up to four domains, choose the OK button.

To make LAN Manager domains visible to a Windows NT browser using the

Windows NT Registry

l .
Run the REGEDT32.EXE file from File Manager 0r Program Manager of the

Windows NT browser to start the Registry Editor.

locate the following key:

HKEY_LOCAL_MACHINB\SYSTEM\CurrentControlSet\Services\LanmanSe
wer\Parameters

In the OrherDomains entry, add the names of the LAN Manager domains that

you want to be made visible to the Windows NT browser.

For more information about the Windows NT Registry, see chapters 10 through 14
in the Windows NT Resource Guide.
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CHAPTER 6

Using NBF with Windows NT  
NetBEUI Frame (NBF) is the implementation of the NetBIOS Extended User

Interface (NetBEUI) protocol driver used in Windows NT. This protocol provides

compatibility with existing LANs that use the NetBEUl protocol.

This chapter describes how NBF handles connection—oriented and connectionfless

network traffic, and it also describes NBF’S unique method for handling resources

to create a virtually infinite number of connections. The topics include the
following:

- Overview of NetBEUI and NBF

NBF and network traffic

- NBF and sessions

- Session limits
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averview ot NetBEUt and NBF
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The NetBEUl protocol, first inu'oduccd by IBM in 1985, was written to the

NclBIOS interface and designed as a small, efficient protocol for use on

department—sized LANs of 20 to 200 workstations. This original design assumed

that, broader connectiVity services could he added by including gateways as the

network grew. (As described later in this chapter, NBF breaks the session limit that

restricted NetB EUI’s reach.)

The NetBEUl protocol provides powerful flow control and tuning parameters plus

robust error detection. Microsoft has supported the thBEUI protocol in all of its

networking products since Microsoft‘s first networking product, MS-th, was
introduced in the mid-19803.

thBEUl is the precursor to the NetBEUI Frame (NBF) protocol included with

Windows NT. NBF provides compatibility with existing LAN Manager and
MS-Ncr installations, and with IBM LAN Server installations. On Windows NT,

the NetBlOS interface is supported under MS-DOS, 16—bit Windows. and Win32

subsystem environments.

NSF and Network Traffic

The NBF protocol, like NetBBUI, provides for both connectionles-s or connection—
oriertted traffic. Connectionless communications can be either unreliable or reliable.

NBF and NetBEUI provide only unreliable connectionless. not reliable
connectionless communications.

Unreliable communication is similar to sending a letter in the mail. No response is

generated by the receiver of the letter to ensure the sender that the letter made it to

its destination. In comparison, reliable connectionless communications is like a
registered letter whose Sender is notified that the letter arrived. '

Connection—oriented communications provide- reliable communications between two

computers in a way that is analogous to a phone call, whole two callels connect, a

conversation occurs, and then the connection is dropped when the conversation

ends. A reliable connection requires more overhead than connection less
communications do.

NBF communicates via the NDIS interface at the Logical Link Control (LLC)

sublayer. A connection at the LLC sublayer is called a link, which is uniquely

defined by the adapter's address and the destination service access point (DSAP). A

service access point (SAP) can be thought of as the address ofa port to a layer as

defined by the 081 model. Because NBF is a NelBIOS implementation, it uses the

NetBIOS SAP (OXFO). While the 802.2 protocol govems the overall flow of data,

the primitives are responsible for paSSing the data from one layer to the next. The

primitives are passed through the SAPS between layers.

Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

Chapter 6 Using NBF with Windows NT 95

7. Ap pllcauen

B. Presenlalion

5.Se$§on

 4. Transport

 3. Nelwont
NBF

2. Data Link LLO
MAC F

  

  
Network adapter card driver(MAC)
 

1. Physical

  
Network adapteroani

Figure 6.1 NBF Communicates via the NDIS Interface at the LLC Sublayer

Connectioniess Traffic

For connectionless traffic that requires a response from a remote computer, NBF
sends out a ce11ain number of frames, depending on the command. The total number

is based on retry Registry value entries, such as NameQueryRetries. The time

between sending each frame is determined by timeout Registry entries, such as

NameanryTimeont.

Three types ofNetBIOS commands generate connectionless traffic: name claim and .

resolution, datagrams, and miscellaneous commands. These commands are sent as
UT (Unnumbered Information) frames at the LLC sublayer.

To see how Windows NT uses retry and timeout values from thc‘chistry, consider
what happens when Windows NT registers computernames via NBF using the
NetBIOS Add.Name command. When NBF receives the AddName command, it

broadcasts ADD_NAME_QUERY frames 3 total of AddNnmeQueryRctries

times and sends these broadcasts at a time interval of AddNameQueryTimeout.

This allows computem on the network enough time to inform the sending computer

whether the name is already registered as a unique name on another computer or a

group name on the network.
 

Note All Registry values discussed in this chapter are found under the following
Registry path:

HKEY_LOCAL_HACHINE\SYSTEM\CurrentCon LI‘O] Set\Serv i ces\Nbl"
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Connection-Oriented Traffic

The not use command is an example of a connection—oriented Communication, as

illustrated in Figure 6.2.

Redireclor I  
Figure 6.2 Connection-oriented Network Traffic

When a user types net use at the command line to connect to a shared resource,

NBF must first locate the sewer by sending UI—frames. and then initialize the link.

This is handled by the nedirector when it makes a connection to the NBF drivers via.

the Transport Driver Interface (TDI) boundary. NBF begins the sequence by

generating a NeLBlOS Find Name frame. Once the server is found, a session is set

up with UC Class—ii frames following the standard 802.2 protocol (802.2 governs

the overall flow of data).

The client computer sends an SABMB (Set Asynchronous Balance Mode Extended)

frame, and the server returns a UA (Unnumbered Acknowledgment) frame. Then
the client sends an RR (Receive Ready) frame. notifying the server that it is ready

to receive I-frarnes whOSe sequence number is currently 0. The server

acknowledges this frame.

Once the LLC-level session is established, additional NetBEUI—level information is

exchanged. The client sends-a Session Initialize frame. and then the server responds
with a Session Confirm frame. At this point, the NetBEUI-level session is ready to

handle application—level frames (Server Message Blocks. or SMBs).

Reliable transfer is achieved with link—oriented frames by numbering die I—frames.

This allows the receiving computer to determine whether the frames were lost and

in what order they were received.

NBF uses two techniques to improve performance for connection—oriented traffic:

use of adaptive sliding windows and use of link timers These techniques are
described in the next two sections.
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Adaptive Sliding Window Protocol
NBF uses an adaptive slitting window algorithm to improve performance while

reducing network congestion and providing flow control. A sliding window

algorithm allows a sender to dynamically tune the number of LLC frames sent

before an acknowledgment is requested. Figure 6.3 shows frames traveling through

a two-way pipe.

Client

 
  

 
Figure 63 Adaptive Sliding Window

If the sender could feed only one frame into the pipe and then had to wait for an
acknowledgment (ACK), the sender’s pipe would be underused. If

the sender can send multiple frames before an ACK is returned, the sender can keep

the pipe full, thereby using the full bandwidth of the pipe. The frames would travel
forward, and then ACKS for the received frames would travel back. The number of
frames that the sender is allowed to send before it must wait for an ACK is referred

to as the send window. In general, NBF has no receive window, unless it detects

that the remote is a version of IBM LAN Server, which never polls; in this case,

NBF uses a receive window based on the value of MaximumIncominglhames in
the Registry.

The adaptive sliding window protocol tries to determine the best sizes for the

send window for the current network conditions. Ideally, the windows should be big

enough so that maximum throughput can be realized. However, if the window gets

too big, the receiver could get overloaded and drop frames. For big windows,

dropped frames cause significant network traffic because more frames have to be
retransmitted. Lost frames might be a problem on slow links or when frames have

to pass over multiple hops to find the receiving station. Lost frames coupled with
large send windows generate multiple retransmissions. This traffic overhead might

make an already congested network worse. By limiting the send window size,

traffic is throttled, and congestion control is exercised.
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Link Timers

NBF uses three timers: the rCSponse timer (T1), the acknowledgment timer (T2),

and the inactivity timer (Ti). These timers help regulate network traffic and are
GOTHIOUAA Lu Ilno unlunn nFtkp nn‘an-It'Tq T;‘“A4\II" Defallll'm'rirrpeout’ andLuau U) Luv vuluya u; gnu ”LAIAIJAK u LLAlIlIrVIJu‘ IAIIA~AIII

Default’l‘iTimccut Registry entries, respectively.

The response timer is used to determine how long the sender should wait before
it assumes the l’l‘rame ts lost. After Tl milliseconds, NBF sends an RR frame that

has not been acknowledged and doubles the value for T1. If the RR frame is not

acknowledged after the number of retries defined by the value of LLCRelries, the
link is dropped,

Where the return traffic does not allow the receiver to send an I-fmme within a

legitimate time period, the acknowledgment timer begins, and then the ACK is sent,

The value for this timer is set by the T2 variable, with a default value of MO
milliseconds. If the sender has to wait until the T2 timer stairs in order to receive

a response, the link might be underused while the sender waits For the ACK. This
rare situation can occur over slow links. On the other hand, if the timer value is too

low, the timer starts and sends unnecessary ACKs, generating excess traffic. NBF

is optimized so that the last frame the sender wants to send is sent with the POLL

bit turned on. This forces the receiver to send an ACK immediately.

The inactivity timer, Ti, is used to detect whether the link has gone dowu. The

default value for Ti is 30 seconds. If Ti milliseconds pass without activity on

the link, NBF sends an I—frame for polling. This is then ACKed, and the link is
maintained.
  

Mole Remember that T2 <= T1 <= Ti. 

NBF and Sessions

Each process within Windows NT that uses NetBIOS can communicate with up to

254 different computers. The implementation of NetBIOS under Windows NT

requires the application to do a few more things than have traditionally been done

on other platforms, but the capacity for doing up to 254 sessions from within each

process is well worth the price. Prior implementations of NetBIOS had the 254-

session limit for the entire computer, including the workstation and server

components.

Note that the 254—session limit does not apply to the default workstation or server

components. The workstation and server services avoid the problem by writing

directly to the TDI rather than calling NetBIOS directly. This is a handle-based

(32-bit) interface.
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NBF also has a unique method of handling resources to create a virtually infinite

(memory permitting) number of connections, as described in the next section.

Session Limits
The 254-session limit is based on a key variable in the NetBIOS architecture called

the Local Session Number (LSN). This is a one—byte number (0 to 255) with

several numbers reserved for system use. When two computers escablish

a session via NBF, there is an exchange of LSNs.

The LSNs on the two computers might be different. They do not have

to match, but a computer always uses the same LSN for a given session. This

number is assigned when a program issues 21 CALL NCB (Network Control Block).

The number is actually shared between the two computers in the initial frame sent

from the calling computer to the listening computer: Figure 6.4

shows this sessio n-creation frame exchange.

NOB CALL 2. SouroeAddress=023600-t2903n
(Name=FlEMDTE) NameDuery Response

1. SoumeAddtesswzeSDtt-t 1 F784 NOB LlSTEN

NameQuetyaSNa'i.NamezFlEMOTE) (Nama:FtEMOTE)

Figure 6.4 Bmadcast of NameQuery

  
 

The initial frame is a NameQuery frame. In previous implementations of NBF, this

frame was broadeas: onto the network. All computers read the frame and check to

see if they have the name in their name space and if there is 3 LISTEN NCB

pending on the na me. If there is 21 LISTEN NCB pending, the computer assigns a
new LSN for itself, and then adds it to the response frame and satisfies the LISTEN

NCB, which now contains ju3t the LSN used on that computer. Even though both

computers know the LSN of the other, the information is not used. The more

important information for the two communicating partners is the network addresses

that are part of the frames. As the frames are exchanged, each partner picks up the
address of the other in the source address component

of the frame received. The NBF protocol keeps the network address of the remote

partner so that subsequent frames can be addressed directly.  

Note This process applies for NBF connections. NetBIOS connections established

via TCP/IP and RFClOOi/lOOZ or NBP are handled differently. 
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Windows N']‘ has to use the same NameQuery frame to establish connections

with remote computers via NBF; otherwise, it would not be able to talk to existing

workstations and serveis. The NameQuei‘y frame transmitted must contain the

l—byte—w'tde LSN to be used.

Breaking the 254-Session Limit

Page 125 of 530

NBF breaks the 254-session barrier by using a combination of two matrices, one

maintained by NBF, and one maintained by NetBlOS.

The NBF system maintains a two-dimensional inatiix, as shown in Figure 6.5.

Along the side of this matrix are the LSN numbers 1 to 254. Across the top are the

network addresses for the different computers that it has sessions with. In the cell

defined by the LSN and network address is the TDI handle. which relates back to

the process that established the connection (either the CALL or LISTEN).

 
— TDI Handle

    
Figure 6.5 NBF and Its LSN Matrix
 

Note The matrix concept and its contents are for illustration purposes only. The

physical storage algorithm and exact contents are beyond the scope of this chapter. 

The NameQuery frame from Windows NT contains the LSN number associated
with the TDI handle that satisfies either the NCB CALL or the LISTEN. In the case

of 21 CALL, it is not broadcast but is addressed directly to the recipient.

The remaining mystery is how NBF gets the network address of the recipient to add

to its matrix when doing the CALL. (It’s easy on the LISTEN side because the

address is in the NameQuet‘y frame received.)

Cisco -- Exhibit 1008



Cisco -- Exhibit 1008
Page 126 of 530

ChaPl-elrl6‘_Using NBF with Windows NT 101
 

As shown in Figure 6.6, NBF uses two Nachuery frames.
 

2. SourceAddre55:028600-129030

NCB CALL NameQuery Response
lName=REMOTEl

4. SourceAddress=0286D0129630

NameQuery Response

1. SourceAddress=D235D0-1IF784
_ _ NCB LISTEN

NamefluerfiLStLO.Name—REMOTE) (NamezFlEMOTE)

   

 
 

a. SouroeAddt 955:0256D0-1 1F784

NameQuerytLSst, Name=REMOTE)

Figure 6.6 Two NameQuery Frames in Windows'NT NBF

For the numbered items in Figure 6.6:

1. The first frame is the FindNarnc format of the NameQuery.

However, an LSN of 0 is special; it indicates that it is a FindName. The

FindName is broadcast; when the remote computer responds to the
frame, NBF has the network address it needs to add an entry to the table.

2. The second NameQuety is then sent directly to the remote station, with the LSN
filled in as 3 CALL command. The FindName will be successfully returned by

the remote computer, even if no LISTEN NCB is posted against the name.

3. If no LISTEN NCB is posted against the name, frame (3) is sent.

4 The same frame is responded to by frame (4).

NBF must also address another problem—the LSN from the NBF table cannot be

the one returned to the process issuing the CALL or LISTEN commands. NBF may

have established connections with multiple ternote computers with LSNRS, for

example Windows NT must retttm each process an LSN number that uniquely
definesllS session.

As stated earlier, NBF uses the TDI handle to know which LSN and network

address to send frames to, and each process has its own set of LSNS available to it.

Therefore there must be a component between the originating process and the TDI

interface of NBF that translates a process ID and an LEN into a TD! handle. The

component in the middlets called NETBIOS.SYS.

This concept is illustrated in Figure 6.7, although the table maintained by

NBTBIOSSYS is actually 254 LSNS per LANA number per process. (In

Windows NT, each binding path is represented by a LANA number). In reality,

each process can have up to 254 sessions per LANA number, notjust a total of 254
sessions.
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Figure 6.7 NETBIOSSYS Matrix

NBTBIOS .SYS builds a second matrix that has LSNS down the side, process [Ds

along the Lop, and TD1 handles in the cells. It is the LSN from this table that is

passed back to the originating process.

Figure 6.8 presents a top-down view of the alchitcclure.

Process ID :- 122

 

 

User mode

 
 

 

 

Kemal mode 
Process ID 

l LSN«- —— T01 Handle

 

NETBIOS. SYS   

LSN

— TD1 Handle   

Figure 6.8 Another View of the NetBIOS Amhitccture
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For example. suppose a process needs to establish a session with a remote

compurer. Before the process can issue the CALL NCB. it must issue a RESET

NCB. This conunand signals NE'I‘BIOSSYS to allocate space in its TDI handle

table, among other things. Once the RESET is satisfied, the process issues 3 CALL

NCB to make a connection with a specific remote computer. This NCB is directed

down to the NETBIOSSYS device driver. The driver opens a new TDI handle to
NBF and sends the command to NBF.

NBP issues the first NAME_QUERY with LSNzO to find the remote computer.
When the remote computer responds, the network address is extracted from the

frame, and a column in the NBF table is created. The second NAME_QUERY with

an LSN is sent directly to the remote computer. When that frame is returned

successfully, NBF returns from the TDI call to the NETBIOSSYS driver with a
successful status code.

NETBIOSSYS then fills in the LSN from its table into the NCB and satisfies it

back to the calling process.
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CHAPTER 7

Using DLC with Windows NT  
A Data Link Control (DLC) protocol interface device driver is included in

Windows NT Workstation and Windows NT Server. The DLC protocol
is traditionally used to provide connectivity to TBM mainframes. It is also used to

provide connectivity to local area network printers that are directly attached to the

network. instead of to a specific computer.

This chapter provides details about the DLC protocol device driver for
Windows NT.
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Overview

The Data Link Control (DLC) protocol driver provided with Windows NT allows

the computer to communicate with other computers running the DLC protocol stack

(for example, an IBM mainframe) and other network peripherals (for example.

printers such as a Hewlett—Packard HP 4Si that use a network adapter card to

connect directly to the network). '

Windows NT DLC contains an 802.2 Logical Link Control (LLC) Finire State

Machine, which is used when transmitting and receiving type 2 connection-oriented

frames. DLC can also transmit and receive type t connectioniess flames, such as
Unnumbered information (UD frames. Type 1 and 2 frames can be transmitted and

received simultaneously.

Windows NT DLC works with either token ring or Ethernet MAC drivers and can

transmit and receive Digital .Intel.Xerox (DIX) format frames when bound to an
Ethernet MAC.

The DLC interface can be accessed from 32-bit Windows NT—based programs and

from 16-bit MS—DOS—based and 16~bit Windows-based programs. The 32—bit

interface conforms largely to the CCB2 interface, the segmented 16-bit pointers

being replaced with flat 32-bit pointers. The 16-bit interface con forms to the CCBI
interface.
 

Note For definitions of the CCB interfaces, see the IBM Local Area Network

Technical Reference.   

Loading the DLC Driver on Windows NT
The DLC driver can be loaded when the system is first installed, or any

time thereafter, using the Network option in Control Panel.

The order of the bindings section is significant to DLC because an adapter

is specified at the DLC interface as a number—typically 0 or 1 (although

Windows NT DLC can support up to 16 physical adapters). The number

corresponds to the index of the adapter in the DLC bindings section. If you

have only one network adapter card installed, DLC applications use a value of 0 to

infer to this adapter, and you need not make any changes to the bindings.

If you have more than one adapter card, you might want to modify the bindings.
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To change the order of the bindings

I. From the Network Control Panel, choose Bindings.

2. From the Show Bindings For box, choose DLC Protocol.

You will see a list of bindings, such as the following:

DLC Protocol -> ARC Built-in Ethernet Adapter Driver —>

[@1] ARC Built—in Ethernet Adapter

DLC Rrotocol —> IBM Token Ring Adapter Driver —>
[02] IBM Token Ring Adapter

The numbers in brackets refer to the order in which the adapters were installed.

1.11 ms example, DLC currently refers to the Ethernet adapter as adapter #0 and

the Token Ring adapter as adapter #1.

If you have software (such as a 3270 emulator program) that allows you to

specify an adapter number at run time, you might decide to keep the current

setup and change the adapter number when you run the software. Typically,
however, the software uses adapter #0, expecting an IBM Token Ring card

to be the primary adapter, [11 this case, you will need to change the order of

the bindings list.

. To change the order of an item iii the list, highlight the item, and then use
the up- and down~arrow buttons to reposition it in the list.

For example, suppose you wanted 10 change the above bindings so that the IBM

Token Ring adapter corresponds to adapter #0 and the ARC Ethernet adapter

corresponds to adapter #1. Highlight the line containing IBM Token Ring

Adapter Driver, and click once on the up-arrow button. The bindings are now

correctly ordered for your application software, and you do not need to modify

the program configuration.

4. Choose OK to keep the modified bindings list.
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DLC Driver Parameters in the Registry
Unlike other Windows NT protocol drivers, DLC does not bind to 21 MAC driver

until an adapter open command is issued. When an adapter is opened for the first

time, the DLC protocol driver writes some default values into the Regisu'y for

that adapter. These values control the various timers that DLC uses, whether DIX
frames should be used over an Ethernet link: and whether bits in a destination

address should be swapped (used when going over a bridge that swaps destination
addresses).

The timer entries in he Registry are sup.t,lier‘ because preg:2m-supptied timer

vaiucs might not be sufficient. There are three timers used by DLC link
communication:

. Tl is the response timer.

. T2 is the acknowledgment delay timer.

. Ti is the inactivity timer.

Each timer is split into two groups—'I'x’l‘ickOne and TxTickTwo, where x is
1, 2, or i.

Typically, these timer values are set when a program opens an adapter and/or
creates a Service Access Point (SAP).

The Registry contains entries used to modify timer values. Registry entries fo1‘Dl..C

are found in the following location:

HKEY_LOCAL_NACHINE\SYSTEM\CurrentControlSet\Services\DLC\Parameters

\<Adapter Name)

When you edit a timer entry value, the change takes effect the next time the adapter

is Opened (for example, by remnning the application). For more information,
including the ranges and default values for the ti mers, see “DLC System Driver

Entries” in Chapter 14, “Registry Value Entries."

Communicating with SNA Hosts Using DLC and SNA
One of the majoi uses of the DLC protocol today'is connecting personal computers

to SNA hosts that[8 IBM mainframe or midrange computers such as the AS/4OO

With the increased popularity of local area networks in the mid—19805, IBM

introduced two new con necrivity options for its hosts. With the Token Ring

interface Connection (TIC), any SNA host can communicate with a token ring

network. With the LAN Interface Connection (LIC), an ASMOO computer can
communicate with an Ethernet network.
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Figure 7.] Mainframe Connectivity Path Using Token Ring

The SNA hosts already possessed a rich protocol stack in Systems Network

Architecture (SNA). SNA provides equivalent functionality to the OSI Network,

Transport, Session, and Presentation levels (although functionality might differ at

each level) Because the DLC layer and the 051 Data Link layer are almost

identical in functionality, a programming interface was developed for the DLC

layer and exposed to programmers wanting to use this level of interface. The
interface is described in the IEEE. 8022 standard.

SNA Model 03! Model

Function Manager 7. Application layer

Data Flow Control 6. Presentation layer i

 

 

   
  

   Transmission Control 5. Session layer

I Path Control \ ' 4. Transport layer
i Data Link Control 3. Network layer  

2. Data Link layer 

1. Physical layer

  
Figure 7.2 Comparison of SNA and 081 Models

SNA Server uses the DLC protocol device diiver when communicating to

mainframes via the token ring interface. Detailed configuration and installation

infonnaliorl is provided in the Microsoft SNA Server Installation Guide and the

Microsoft SNA Senior Administration Guide.
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Using DLC to Connect to HP Printers
DLC is used to provide connectivity to local area network printers that are directly

attached to the network, not to a specific computer.

Printing via the DLC protocol device driver starts by creating a printer that uses the

HPMONDLL printer driver. All commands are perfomred in the Print Manager
utility.

i> To connect to a printer that is directly attached to the network

1. Fr0m the Printer menu in Print Manager, choose Create Printer.

2. 1n the Print To box, select Other.

3. in the Print Destinations dialog box, select l—lewlert—Packard Network Port.

4. in the Add Hewlett—Packard Network Peripheral-Port dialog box, select die

network adapter card that will communicate with the printer.

Prom the Add i-leWIeu-Pacirard Network Peripheral Port-dialog box. you can cause

Windows NT to automatically search for printers connected to your network. You

can also adjust the DLC Timers for this application. DLC timers are described in

"DLC Driver Parameters in the Registry," earlier iii this chapter.

For more specific information, see the onlinc Help associated with the Add

Hewlett-Packard Network Peripheral Port dialog box.

Changing the Locally Administered Address
There mi ghf be times when you want to change or override the network address

of the network adapter card when running the DLC protocol. You might want to

do this, for example, when communicating directly to a mainframe. Certain

configurations of mainframe software require the network address of the devices

connecting to it to follow a set format, so it might be necessary to change the card’s

network address. You can do this through the Registry Editor.
 

Note The following example is for an iBM Token Ring adapter. This parameter is

supported on other network adapters as well, but not necessarily all.

The following instructions do not apply when connecting to a mainframe via SNA

Server. The modifications needed to the network address are handled during the

installation process.
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To change the address of an adapter card

1. From the File menu of Program Manager. choose the Run coirunand.

2. In the Command Line box of the Run dialog box, type REGEDT32.13XE, and
then choose the OK button,

3. When the Registry Editor starts, select the following key:

HKEY_LOCAL_MACHINE\SY5TEH\CUrr‘enLCOnLrOl Set\Services\1me0KHC@l

4. From the Edit menu, choose Add Value. For Value, type NetworkAddress, and
select REG_SZ for data. Choose OK.

5. Type the 12digit Locally Administered Address (LAA) that you need to

communicate to the mainframe. If you don’t know this address, see your network

administrator or operations group.

6. Exit the Registry Editor and restart your computer.

(You must restart the computer for the modification to take effect.)

7. From the command prompt, run the following command to report the active
MAC address:

net conflg rdr

If the MAC address is the one you entered in the Registry Editor, the LAA has
taken effect.

For more information about using Registry Editor, See Chapter ll, "Registry Editor

and Registry Administration,” of the Windows NT Resource Guide. For

information about specific DLC—relatecl Registry Entries, see Chapter 14, “Registry
Value Entries,” of the Windows NT Resource Guide.
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Client-Server Connectivity on

Windows NT  
Client-server computing systems must be able to access data that resides on

different hardware platforms, different operating systems, different network

operating systems, and different database management systems (DBMSs). This

chapter discusses specifically how client workstations communicate with databases

stored on Windows NT computers. Primarily, this chapter covers details about
MS-DOS, Windows, Windows NT Workstation, and 08/2 client workstations.

This chapter explains client-sewer connectivity on Windows NT using Microsoft
SQL Server as an example. For information on other client-server databases

developed for Windows NT, see the appropriate vendor documentation.
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SQL Server

Microsoft SQL Sewer 4.21 has been completely reengineered for Windows NT.

SQL Server includes the following enhancements and performance improvements

that were not part of previous Versions of SQL Server:

. A new Symmetric Server architecture allows SQL Server to scale from

notebook computers to symmetric multiprocessor servers, with support for Intel—
based and RISC-based computers. This architecnrre dynamically balances the

processor load across multiple CPUs and provides a preemptive inniti threaded

design for improved performance and reliability.

- Windows NT provides preemptive scheduling, vimial paged memory

management, symmetric multiprocessing, and asynchronous DO, the foundation

of a mission—critical database server platform. Integration with the Windows NT

operating system improves operational control and case of use. Administrators

can manage multiple SQL Servers across distributed networks using graphical

tools for configuration, security, database administration. performance

monitoring, event notification, and unattended backup.

- Unified logon security with Windows NT security means that authorized

users do not have to maintain separate SQL Server logon passwords and can

bypass a separate logon process for SQL Server. Additionally, SQL Server

applications can take advantage of Windows NT security features, which

include encrypted passwords, password aging, domain-wide user accounts,
and Windows—based user administration.

Windows NT provides an ideal platform for building powerful 32-bit client-

server applications for Microsoft SQL Server. The Microsoft SQL Server
Programmer’s Toolkit centains a 33bit WinSZ-based version of the Microsoft

DB-LibraryW application programming interface,

.‘ Microsoft SQL Server is fully interoperable with Microsoft SQL Server for

03/2. as well as with SYBASE SQL Server for the UNIX and VMS operating- ‘ ‘ ' ‘ ‘ - :n It» CH1 C ..
systems. Existing applications Will work unchanged. erosou we. serve

operates across all corporate network environments, including Novell NetWare
and TCP/IP—based LAN3.
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The key to enterprise interoperability is network independence. Microsoft SQL

Server can support clients communicating over rnultipie heterogeneous networks

simultaneously, with no need for additional integration products. SQL_Scrver

communicates on named pipes (over either thBEUI or TCP/XP network protocols)

with Windows, Windows NT, MS-DOS, and 08/2 clients in addition, SQL Server

can simultaneously support ’l‘CP/lP Sockets for communication with Macintosh,
UNIX, or VMS clicnrs and SPX Sockets for communications in a Novell NetWarc

environment it also support; DECnet'“ Sockets, AppleTalk, and Banyan VINES.

Microsoft SQL Server leverages the power, case of use, and scalability offered by

the Windows NT Operating system to manage large databases for mission-critical

applications.

Data Access Mechanisms

Figure 8.] illustrates the key interfaces used to access data in a Micmsoft

SQL Server client-server environment. These include application programming

interfaces (APls), data stream protocols, interproccss communication (IPC)

mechanisms, network protocols, and the Tabular Data System (TDS) protocol.
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Figure 8.1 levels and Interfaces Within the Microsoft SQL Server Architecture

 

The following sections describe each of these interfaces to SQL Server.
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Application Programming interfaces
Each hack-end database typically has its own application programming interface

(API) through which it communicates with clients. A client application needing to

access multiple back-end databases must be able to transform requests and data

transfers into each of the corresponding APIs. Client—server applications

communicate wilh Microsoft SQL Server through two APls—Open Database

Connectivity (ODBC) and DB-Lihraty.

ODBC is an API for generic database connectivity for Windows and Windows NT

platforms. It is designed to be a general-purpose call-level interface (CLI) for any

database, including nonrelational DBMSs. The ODBC interface provides the

needed functionality for applications that must access multiple DBMSs from

different vendors. Application developers can develop, compile, and ship an

application without targeting a specific DBMS, provided that DBMS~specific

features are not used. ODBC ensures interoperability by forcing all clients to

adhere to a standard interface. The ODBC driver automatically interprets a

command fora Specific data source.

DB—Library is a set of API calls designed specifically so multiplatf'omi client

applications can interact with Microsoft SQL Server. DB Library provides the

needed functionality for applications requiring client support for MS-DOS and

03/2, as well as for Microsoft Windows and Windows NT. It is also equivalent to

the SYBASE Open Client interface on UNIX, VMS. and Macintosh systems.

Data Stream Protocols

Every DBMS uses a logical data stream protocol that enables the transfer of

requests, data, status, error messages, and so on. between the DBMS and its clients.

The AP! uses interprocess communication (l'PC) mechanisms supported by the

operating system and network to package and lranslport this logical protocol.

The data stream protocol for Microsoft SQL Sewer is called Tabular Data Stream

('J‘US). ‘l'Db‘ is also used by Open Data Services and SYBASlio software to

transfer requests and responses between the client and the server. Because TDS is a

logical data stream protocol. it requires physical network IPC mechanisms to

transmit the data. The Net-Library architecture described later in this chapter

provides a method of sending TDS across a physical network connection.

Data stream protocols are typically proprietary, developed and Optimized to work

exclusively with a particular DBMS. An application accessing multiple databases

must, therefore, be able to use multiple data stream protocols. Using ODBC helps

resolve this problem for application developers.
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With ODBC implementations the data stream protocol differences are resolved

at the driver level. Each driver erni ts the data stream using the protocol established
by the server. The SQL Server ODBC driver emits TDS directly; it does nor

translate or otherwise encapsulate DB-Libraiy function calls.

lnterprocess Communication Mechanisms
The choice of IPC mechanism is constrained by the operating system and network

being used. For example Microsoft SQL Server for 05/2 uses named pipes as its

IPC mechanismt SYB ASE SQL, Server on UNIX uses TCP/lP sockets. and

SYBASE on VMS uses DECnet Sockets, In a heterogeneous environment, multiple

IPC mechanisms might be used on a single Computer.

SQL Server for Windows NT can communicate over multiple IPC mechanisms.

SQL Server communicates on named pipes (over either NetBEUI or TCP/[P

network protocols) with Windowe, Windows NT, MS—DOS‘ and 08/2 clients it

can also simultaneously support TCP/TP Sockets for communication with
Macintosh, UNIX, or VMS clients and SPX sockets for communications in a

Novell NetWare enviromnent. SQL Server also supports Banyan VLNES, DECnet

Sockets, and AppleTallc

_ 'Network Protocols
A network protocol is used to transport the data stream protocol over a network.

It can be considered as the plumbing that supports the IPC mechanisms used by the

data stream protocol, as well as supporting basic network operations such as file

transfers and print sharing.

Back—end databases can reside on a local area network (LAN) that connects it with

the client application. or it can reside at a remote site, connected via a wide area

network (WAN) and/or gateway. In both cases, it is possible that the network

protocols or physical network supported by the various back—end databases are

different from those supported by the client or each other. In these cases, a client

application must use different network protocols to communicate with various back-
end databases.

The network transport protocols supported within SQL Server include NetBEUI,

TCP/IP, SPX/JPX using NWLink. DECnet, AppleTalk, and VINES 1?.
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NetaLihrary Architecture
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Microsoft SQL Server Net—Library arcliitectuIe for client—server applications is

based on the Net-Library concept that abstracts the client and server applications

from the underlying network protocols being used. Figure 8.2 shows how

SQL Server and related products can be accessed from practically any network
environment.

 

    
 

   

"Wmda—wéiii’_mw
SQL ODS SQL
Server applications Bridge

Server‘side NetLittrary
lPC

_ J Sewers
Clients

wag""""_ IPC  

  
DB-L ibrary

(SYBASE) Maclntosh, UNIX, VMS CfiEII‘I'A'uiue I43: Library

Clienl API (DB-Library/ODBC) |
Windows, MS-903, OS‘2

   
Figure 8.2 Net-Library Architecture

The Net-Library architecture provides a method of sending TDS (used by Microsoft

' SQL Server, Open Data Services, and SYBASE) via an LPC across a physical
network connection. The Net-Library architecture also provides a transparent

interface to the DB Library APIs and the SQL Server driver for ODBC.

Net~Libraries are linked dynamically at run time. With the Microsoft Windows NT,

Windows, and 08/2 operating systems, Net-Libraries are implemented as DLLS,

and multiple Net—Libraries can be loaded simultaneously With MS—DOS Net—
T .11.") Inn :nm .mn,nu\\avn'/=A m hum: "an:,nn/l,30-)"._Fnl."lirlnnt {'I‘QD\ nmnIdnlso 1;ankxukl-KAJLVU um;“1"uuAuutuu uu wllllAAl—Av‘w ‘4- AU u) uuLuuuL \ wA x) I)“bLu-L- Au, NAs-

only one can be loaded at n time.

The Net-Library architecture can be divided into two components—server-side
Net-Libraries and client-side Net~Libra1ies.

Server-Side Net-Library Architecture
Microsoft SQL Server uses the server—side Net—Library architecture that was first

introduced with Microsoft SQL Bridge. It can accept client requests across multiple

network protocols at the same time.
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Figure 8.3 illustrates the integration of server—side Net-Libraries with the various

SQL Server—based products on the Windows NT platform
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Sower-side Net-Libraries   
IPC Mechanisms (Named pipes, TC PI P sockets, SPX) 

Figure 8.3 Server-Side Net-Library Ardritecturc on the Windows NT Platform

The default Net-Library is named pipes.

When a server—side Net—Library is loaded by an application such as SQL Server,

the Net—Library implements a network—specific way of establishing communication

with clients and, in some cases, registers its preacrice on the' network. SQL Server

looks at the Windows NT Registry to determine which Net-Library to load on

startup and which parameters to pass to it. The SQL Server Monitor process also

uses a server-side Net~Library to communicate with clients and {0 search the

following Registry key for network—specific parameters:

HKEY_LOCAL_MACHINE\SOFTttARE\MicrosoFt\$OLServer\Server

At startup, SQL Server specifies a value for the serverfiname palameter in

the SRV_CONF[G structure of Open Data Services. This value identifies

which Registry key SQL Server will search for values of the ListenOn and

comractiomsrring Registry entries. (B y default, SQL Server looks in

HKEY_LOCAL_MACHINESOFI‘WAREAMicrosomsQLServeflSer-ver.)

Each connection_.rtring Registry value is read and passed on to the associated Net-

Library (for example, named pipes) that is listed in the ListenOn field in the Sen/er

subkey. Each Net—Library acts upon the c0m2ecrion_rtring differently.

If there is no con.nectian_string associated with the Net~Library, SQL Server docs

One of the following:

- If the Registry entry is under the SQUiServenServer subkey. no connection

string is passed as the default.

- If the Registry entry is not under SQL#Server\Server. .t‘erver_mmte is passed as
the default.
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If the .rerver_rzam.e subkey and the SQL#Server\Server subtree do not exist, or

the Registry cannot be accessed, SQL Server assumes that the named pipes DLL

(for the default Net—Library) is loaded, and no parameter is passed; (N amed pipes

access can he ttmred off by using the Registry Editor to explicitly delete the named

pipes entry from the SQLitServaerver subkey‘)

Remote stored-procedure calls and the Microsoft SQL Administrator tool also use

the DB Library/Nei—Library architecture under Windows NT.

Client-Side Net-Library Architecture
When a call is made to open a connection to SQL Server. the API involved

(DB-Library or the SQL Server driver for ODBC) determines which client-side

Net-Library should be loaded to communicate with SQL Server or Open Data

Services. (This process is described in more detail later in this chap ter‘)

Figure 8.4 shows client-side Net-Libraries used to communicate with SQL Server
on the server side.

Application
__i

Event Handlers  

 

 

 
   
 

 

 
 

  DB-Library i

Windows NT I
‘ . z ' . V ' . 5 , 9 \‘v'v’orkstatb-‘r 9

Figure 8.4 Client-Side Net—Library Architecture
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Win32 DB-Library Architecture
Internally, a separate operating system thread is spawned for each connection that

DB —Library makes with SQL Server. Each in stance of the DB Library DLL that is

loaded by a calling process gets a private data area, while sharing code.

The Win32 DIS—Library architecture differs from the implementation with Windows

3.x. In Windows 3.x, the DB-Library DLL has a single data segment

that is shared among all calling processes. W3DBLIBDLL maintains DB-Library

connections as a linked list of connections in a single data segment. This architecture

is required, because in Windows 3.x DLLs have a single data segment that is shared
among all calling processes This necessitates the initialization and clean up of the

DB-Library DLL data structures through calls to the dbinit and dbwinexit
functions.

The DB-Libtary functions for Win32 are located in NTWDBLIBDLL, and the
named pipe Net—Library is located in. DBNMPNTWDLL. (Be sure to set the PATH

environment variable to include the directory where the DLLs reside.)

Another file, NTWDBLIB LIB, contains import definitions that your applications

for the Win32 API use. Set the LIB environment variable to include the directory
where NTWDBLIBJJB resides

DB—Library tesolves server names differently depending on the client platform.

Resolving Server Names for Clients Based on Windows,

WIS-DOS, 08/2, and Windows NT

When dbopelt (the DB-Libt‘ary function that initiates a client conversation with

SQL Server) is called with the name of a SQL Server to connect to, DB -Libt'ary

uses configuration information to determine which client—side Net—Library to load.

The cl icnt-side Net-Library configuration is stored in the following locations:

  Client Net-Library configuration is stored in

Windows ix WINJNI ““““““

MS—DOS Environment variable

08/2 OSEINI

Windows NT Windows NT Registry
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DB-Library scans the [SQLSERVER] section of WINJNl, OSZJNI. or the

\SQLServeflClient\ConnectTo subtree of the Windows NT Registry looking

for a logical name that matches the servernamc parameter specified in the call to

dbopen. All items in the [SQLSERVER] section of the .lNl file or in the Registry
subtrce have this format:

logical ~name=NetALib'DLL-name[,network-speci t'ic- parameters]

 

Note Although some NetHIAbrarics need values for m3twork—specific-pammeters,

this is optional for others that instead use defaults or determine the network~specifie

information required themselves.

  

DB—Library uses the following logic to determine which Net—Library to load:

If a matching iogical name is found in the .lNl file or in the Windows NT

Registry, DB-Library loads the specified Net—Library DLL. If network—specific

parameters are presentin the INI entry or the Windows NT Registry, these are

passed unmodified by DB—Library to the Net—Library DLL.

. If no matching logical name is found in the .iNl file or in the Windows NT

Registry, the DLL name (and optionally, the network-specific parameters) of the

may named DSQUERY will be used to load the required N cat-Library. So, if

you dOn’t have a specific server name but do have a DSQUBRY entry, that
entry will be used as the default.

a [f there is neither a specific logical name nor a DSQUERY entry in the tINI file

or in the Windows NT Registry, DB-Library loads the named pipes N eL-Library

(for example, DBNMPP3DLL for the Windows operating system) and passes it

the sewemame parameter from dbopen. With Microsoft SQL Server using

named pipes, you typically never need to make a .INI entry. If you use any other

Net-Library, you must make at least one entry.

The following examples illustrate this logic:

. forecast:dbn m[)3

The Windows named pipe Net-Library is used. and it connects to SQL Server

“Forecast using the standard named pipe, \pipe\sql\query.
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sales=dbnn1p3,\\server1\pip e\sql2\query

The Windows named pipe Net-Library is used, and it connects to \\server1,

when: SQL Server has been started using an alternate named pipe,

\pipe\sq12\que1y.
 

Note SQL Server can be directed to use an alternate pipe by adding

an entry to the ListcnOn field in the Registry under the following tree:

HKEY_LOCAL_MACHIN[\SDFTUARE\MiCt‘OSOft\SQLServer\$erver
 

(lsquery=dbmsspx3

The SPX Net Library is used, and the servemame parameter from dbopen is

used. This Net—Library requires no specific network connection information

because it queries the NetWaIe Bindery to determine the location of the server

rutuiing the Network Manager service specified in the sewername pammeter.

- unixsrwsybtcpw,l31,]07.005.21,3180

The SYB ASE TCW“? Net-Library is used, and DB—Library passes the IP

address and port number contained in the initialization string to the Net—Library.
 

Note The SQL Server ODBC driver uses the same Net-Libraries as

DB-Library to communicate with SQL Server, Open Data Services,

Resolving Server Names for MS-DOS—Based Clients
With'MS—DOS, only one Net-Library TSR can be loaded. so.there is no .lNl
configuration. Instead, MS-DOS environment variables are used to specify any
network-specific connection information. Environment variables have the following
format:

logical mane-network speci f1 c-parameters'

The Net-Library used is the currently loaded TSR. If the servemame

parameter passed to dbopen corresponds to a currently set environment variable,

DB Library passes the information contained in the environment string to the

currently loaded Net—Library. in turn, Net-Library uses this information to

determine sewer location and network-specific information parameters, if present.

if no environment variable matches the servemame passed to dbopen, DB-Library

passes the servemame parameter from dbopen to the currently loaded Net-Libraty.
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New DB-Lihrary Function identities SQL Servers
DB Library version 4.20.20 and later includes a new function (dbserverenum)

that enables applications to identify SQL Servers available on the network,

regardless of which network operating system is being used. For details on the
dbselverenum Function, see the Microsoft SQL Server Programmer’s Reference

for C.

Configuration of the Net——Library
The NetLibrary ii leg and lPCs for each network protocol supported by Microsoft

SQL Sewer are listedIn the following table. These files are installed automatically '
using the SQL Server Setup utility on the server side and the SQL Client

Configuration Utility on the Windows, Windows NT, MS-DOS, and 08/2 Client

side. The AUTOEXEC‘B AT file is used to load the MS-DOS client Net-Library.

The server—side Net~Library is used by SQL Server and ODS applications. If SQL

Server and ODS are on the same computer, ODS uses an alternate pipe.

Table 8.1 shows which files you need when installing SQL Server on various

network operating systems with various network protocols. Use the following table

to determine exactly which files need to be in place for servers and clients.

You can also use this table for troubleshooting, should there be difficulty in

connecting a client workstation to Microsoft SQL Server.

Table 8.1 Server-Side and Client-Side Net-Library Files 

 
Network Network Network clients Clieutnsidc Server-side

interface protocol supported Net-Library Net-Library Comments

Named NeiBEUl or LAN Manager, DBNMPIPEIEXE SSNMPNTWDLL This network

Pipes ’I‘CP/IP Windows for (MS-DOS). setup provides

Workgronps, DBN MPBIDLL SQL Server
and Wind0ws NT (Windows). integrated

clients DBNMPPDLL Security with the
(OS/2), Windows NT
DBNMPNTWIDLL User Account

(Windows NT) Database.

NWLiILk Windows NT DBNMPNTWDLL' SSNMPNTWDLL

clienls (Windows NT)

Windows TCP/iP UNIX and MAC Part of SYBASE SSMSSOCNIDLL This

Sockets clients Open Client configuration
provides multiple
vendor

integration,
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Nelwork

interface

Windows

Sockets

VINES

Sockets
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Server-Side and Client-Side Net-Library Files (conrinued)

Network

NWLink

(IPXJSPX)

VINES‘ IP

Nelwo rk clien L9

PC Clients: FTP

PC/TCP, HP

ARPA Services,

Wollongong
PatimWay, Novell
LAN WorkPlace,
AT&T@

8 lathoup, Sun
PC-NFS. DEC
PATHWORKS

(DECnet),
Microsoft TCP/IP

for LAN

Manager, and
so on

Novell NelWare

3.lO+ (MS—DOS

and Windows)
and 08/2

Requestor,
NSD004 (OS/2)
clients

NWLi nk

Bnn'yan VINES,
4‘11 (tev.5)+ and
Windows NT

clients

Client-side

Net-Library

DBMSSOCNDLL

(Windows NT),
DBMSSOC3.DLL

(Windows).
DBMSSOCEXE

(MS—DOS)

D BMSSPXAEXE

(DOS)
DBMSSPXBDLL

(W 'tndows),
D BMSSPXPDLL

(OS/2)

DBMSSPXNDLL

(WindowsNT)

DBMSVINEEXE

(DOSL
DBMSVINBDLL

(Window's),
DBMSVINPDLL

(OS/2).
DBMSVlNNDLL

(WindOWS NT)

Servcnside

Net-Library

SSMSSOCNDLL

Novel]:
SSMSSPXNDLL

Banyan VINES:
SSMSVINNDLL

Cmnmenls

The

conesponding
Net-Libraries are

avail able from
SYBASEi

The scrvername

is registered

with the Novel!
bindery sewice.

Registers to
StrceLTalk as the

given service.
Banyan VINES

will automatically
handle lookups of

paitial names or
ni cknaines.

 

Notes NWLink is a Microsoft implementation of Ihe iPX/SPX protocol.

Alteniative software available through Novell is fully expected sometime in the
near future.
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Using NetBEUi as the network protocol, the client workstation always uses a

broadcast to locate the SQL Server(s) on the network. Also, with TCP/IP the client

workstation always uses a broadcast to locate the SQL Sen/cits), pt‘Ovided that the
servername and IP address are not located in the LMHOST file on the workstations.

Novel! Connectivity
As shown by Table 8.i, in a Move” NetWare environment. SQL Server requires

NWLink (installed through Network Control Panel) and the SSMSSPXNDLL.

This DLL is automatically installed on the server side with the appropriate

Registry ei‘tr.es, when you use SQL Server Set'p and e oose Change Network

Support, then NWLith [PX/89X.

The following is a sample of what is added to the Registry for Microsoft SQL
Server on a Novell Network:

HKEY_LOCAL‘MACHINE\SOFTWARE\M1crosoft\SQLSeruer\Server

ListenOn: REG_MULT1_SZ; SSNMPNth \\.\pipe\5ql\query
SSMSSPXN. CORAL (computername)

Windows and 08/2 client workstations require the Novell NetWare 3.10 or higher

levei of [PX The SQL Client Configuration Utility that ships with SQL Server is

used to specify the default network that the Windows and 08/2 clients will use. By

choosing Novell IPX/SPX, the required DBMSSPX3.DLL is automatically
installed on the Windows client side,'and DBMSSPXPDLL is installed on the

05/2 client side, This adds the appropriate entries in the WINJNI file 01' the
-OS/2.INI file, respectively.

The followingis a sample of what'is added to the WIN.INI for Windows clients

eonununicating with Microsott SQL Server on a Novell Network

[SQLSERUER]
osoueav=oansspx3
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MS-DOS clients require the same level of [PX that the Windows workstations do.

DBMSSPXEXE must be installed on the MS-DOS computer: This TSR can be

loaded either manually or from AUOTEXECBAT.

Windows NT client workstations use NWLink, which is installed through Network

Control Panel. After installation, use the Client Configuration Utility to specify that

the default network is Novel] lt’X/SPX. This, in turn, installs the required
DBMSSPXNDLL on the Windows NT client side.

The following is a sample Registry entry for Windows NT client's communicating
with Microsoft SQL Server on a Novell Network:

HKEY__LOCAL_MACHINE\SOFTNARE\Hicrosoft\50LServer\C11ent\ConnectT0
DSQUERY: REG_SZ: DBMSSPXI’Q
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CHAPTER 9

Using Remote Access Service  
Windows NT 3.5 Remote Access Service (RAS) connects remote or mobile

workers to corporaie networks. Optimized for client-server computing. Remote

Access Service (RAS) is implemented primarily as a software solution, and is

included in all of Microsoft’s operating systems.

The goals in designing RAS were to make it:

- Secure

- Interoperable

- Economical

- Scalable

- High performance

- Easy to use

' Extensible _

Cisco -- Exhibit 1008

Page 154 of 530



Cisco -- Exhibit 1008

_13_0 Part II U5i.W_S,Wi"‘i°.‘Y§ NT Networking____

RAS Capabilities and Functionality
RAS provides transparent network access for computer running Windows NT,

Windows for Workgroups, MS—DOS version 3.] or lftLCl' (RAS versiori Ha), and
MS OS/2 version 3.] (RAS Version til).

Users run the RAS graphical phone book on a remote computer, and then initiate a

connection to the RAS server using it local modemt X25, er [SDN card. The RAS

server, running on a Windows NT Sewer~based computer connected to the

corporate network, authenticates the users and services the sessions until terminated

by the user or network administrator. All services th at are typically available to a

LAN-connected user (including file- and print—shining, database access and
messaging) are enabled via the RAS canneetioni The following figure depicts the
RAS architecture:

ou@
Printing File sharing Host access Database Email

i Scheduling I

  
 

Remote Access Server

(Win date NT Server) Telephone,
X15. tSDN

Remote Client
(MSDOS, Windows.
windows NT)

Figure 9.1 RAS Architecture

Note that the remote clients use standard tools to access resources. For example, the

Windows File Manager is used to make drive connections, and Print Manager is

uSed to connect printers. Connections made while LAN-connected via these tools

are persistent, so users don’t need to re—councci to network resources during their
remote sessions. Since drive letters and UNC (Univelsal Naming Convention)

names are fully supported via RAS, most commercial and custom applications work

without any modification
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Connectivity is achieved in one of three ways: via a standard modem, ISDN card,

or X25. Tire asynchronous modem is the most popular means of connecting, with

ISDN emerging as a high-speed alternative. X15 is a standard for many companies

doing business internationally.

Remote Access Versus Remote Control

in understanding the RAS architecture, it is important to make the distinction

between RAS and remote control solutions. such as Cubix and pcANYWHERE.

RAS-is a software-based mu [ti—protocol router; remote control solutions work by

sharing screen, keyboard and mouse over the wire. In a remote control solution,

user's share a CPU or multiple CPU‘s on the server. The RAS server’s CPU is

dedicated to communications, not to running applications.

This architectural difference has significant implications in two areas: scalability

And software applications architecture. '

In the area of scalability, consider the difl’ering approach to increasing the capacity

or pcr‘for‘rnancc of a remote-control server. For best performance, an additional or

upgraded CPU or computer would need to be purchased for every port to be added

or upgraded. With RAS, additional ports can be added without upgrading the server

computer. When it does require an upgrade, the MS Server Would generally

get additional RAM, a less cosrly approach than with remote—control. With
Windows NT, 21 single server can scale to support hundreds of remote users,

rising far fewer hardware resources than a remote control solution.

In software applications architecture, the RAS client normally executes applications
from the remote workstation. Contrast this with the remote control client, which

runs applications from the host-side CPU. The RAS arrangement is better suited to

graphical, client-server—based applications, and because network traffic is

reduced. the user achieves higher performance. Remote control, howaver, can be
useful in non-clie nt-server environments

Cisco -- Exhibit 1008

Page 156 of 530



Cisco -- Exhibit 1008

tit. . Bert It Using distortssterlintki"9.

HAS Features in Windows NT 3.5

Microsoft’s Remote Access Server first shipped with LAN Manager 2.] in 199 t.

It was included with the Windows NT 3.1 operating system, and has now been

significantly enhanced for Windows NT 3.5. RAS features the following

capabilities:

- Multiprotocol routing via PPP support

. Internet SUpport

- Improved integration with NetWare® networks

Increased number of simultaneous connections

. Software data compression

- Data encryption

. Availability of the RAS APIS

Multi-protocol Routing via PPP Support
The underlying RAS architecture allows clients to run any combination of the

network protocols NerBEUL ”PCP/1P, or IPX during a RAS session. This means

that Windows Sockets and NetWare/aware, as well as NetBIOS applications,

can be run remotely. The Point—to—Point Protocol (PPP) is used as the framing

mechanism on the wire. Using PPP enables a high degree of interOperability with

existing remote access services.

lnternet Support
RAS enables Windows NT and the next versiOn of Windows, Windows95: to

provide complete services to the Internet. A Windows NT Server 3.5-based

computer can be configured as an Internet service provider, offering dial-up Internet

connections to a client workstation mnning Windows NT 3.5 or Windows%. A

computer running Windows NT Workstation 3.5 can dial into an Internet—connected .

computer running Windows NT Server 3.5, or to any one 01' a variety of industry-
standar‘cl PPP or SLIP-based Internet servers.

Improved integration with NetWare Networks
Windows NT 3.5 and [(A8 fully integrate into a NetWare network. The RAS

clients are running TPX and/or NetBIOS, so all applications that typically work

when directly connected to the network, continue to work when remotely connected

The RAS server now supports IPX routing, enabling remote clients to gain access to
all NetWare resources via the RAS server.
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Increased Number of Simultaneous Connections

Windows NT Server 3.5 supports up to 256 simultaneous connections. The

Windows NT WorkSLation provides a single RAS connection, primarily for

personal use or for very small networks.

Software Data Compression

Software data compression in RAS allows users to boost their effective throughput.

Data is compressed by the RAS client, sent over the wire in a compressed format,

and then decornpressed by the server. In typical use, RAS software compression

doubles effective throughput-

Data Encryption
Remote Access Service provides data encryptiOn, in addition to password

encryption, to provide privacy for sensitive data. While most RAS users do not

need encryption, government agencies, law enforcement organizations. financial
institutions, and others benefit from it. Microsoft RAS uses the RC4 encryption

algorithm of RSA Data Security inc.

RAS APls

In April 1994, Microsoft published the 16-bit and 32-bit RAS APIS, which allow

corporate developers and solution providers to create custom, remote—enabled

applications that can establish a remote connection, use network resources, and re-

connect in the event of a communications link failure. Applications developed using

these tools will be compatible with Windows95, Windows NT Workstation and

Server 3.5, and Windows for Workgroups 3.11.

Security
Microsoft’ s RAS provides security at the operating system. file system, and

network layers, as weil as data encryption and event auditing. Some of the security

features are inherited from the Windows NT operating system, while others are

specific to RAS itself. Every stage of the process—such as user authentication,

data transmission, resource access, logoff and auditing—«can be secured. The next

section describes RAS security in detail. ' ‘
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Windows NT Security
Windows NT, the host for MS, is a secure operating envirOnment. Windows NT

was designed to meet the requirements forC-21eve£(U,S. Department of Defense)
securio ,meaning that access to system resources can be discretely controlled, and

all access to the system can be recorded and audited. A Windows NT Server-based

computer, provided it is secured physically, can be locked-down using software.
Any access to the system requires a password and leaves an audit trait.

Windows NT Server provides for enterprise—wide security using a trusted

domain, single-network logon model. A domain is simply a collection of servers

that are administered together. Trusred domains establish relationships whereby the

users and groups of one domain can be granted access to resources in a trusting

domain. This eliminates the need for duplicate entry of user accounts across a multi—

server network. Finally, under the single-network-logon model, once a user is

authenticated, the user carries access credentials. Anytime the user attempts to gain

access to a resource anywhere on the network, Windows NT automatically presents
the user’s credentials. If trusted domains are used, the user may never have to

present a password after initial logon, chn though his account exists on one server

in one dornain only.

The single-network logon model extends to RAS users. RAS access is granted from

the pool of all Windows NT user accounts. An administrator grants a single user,

group of users, or all users the right to dial into the network. Then, users use their

domain login to connect via RAS. Once the user has been authenticated by RAS,

they can use resources throughout the domain and in any trusted domains.

Finally, Windows NT provides the Event Viewer for auditing. All system,

application, and security events are recorded to a central secure database which,

with proper privileges, can be viewed from anywhere on the network. Any attempts

to violate system security, start or stop services without authorization, or gain

access to protected resources, is recorded in the Event Log and can be viewed by
the administrator.

Authentication '

Authentication is an important concern for many corporations. This section answers

some of the most frequently—asked questions, such as:

. How can our system insure the privacy of passwords?

- Can our system include a security mechanism in addition to that provided by
RAS and Windows NT?

. Is the call-back feature supported?
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Authentication Protocols

The Challenge Handshake Authentication Protocol (CHAP) is used by the Remote
Access Server to negotiate the most secure Form of encrypted authentication

supported by both server and client. CI‘LAP uses a challenge-response mechanism

with one-way encryption on the response. CHAP allows the RAS server to

negotiate downward from the most—secure to the least—secure encryption

mechanism, and protects passwords transmitted in the process.

Table 91 Security Levels and RAS Encryption I’mtocols  

 Level of security Type of encryption RAS encryption protocol

High One-way CHAP. MDS

Medium Two-way SPAP

Low Clear—text PAP

CHAP allows different types of encryptiori algorithms to be used. Specifically, RAS

uses DES and RSA Security Inefs MDS. Microsoft RAS uses DES encryption

when both the client and the server are using RASt DES encryption, the US.

govomment standard, was designed to protect against password discovery and

playback Windows NT 3.5, Windows for Workgroups, and Windows95 will

always negotiate DES-encrypted authentication when communicating with each

other. When connecting to third-party remote access servers or client software,

RAS can negotiate SPAP or clear—text authentication if the third party product does

not support encrypted authentication.

MUS , an encryption scheme used by various PIPP vendors for encrypted
authentication can be negotiated by the Microsoft RAS client when connecting to
other vendors’ remote access servers. MD5 is not available in the RAS server.

SPAP, the Shiva Password Authentication Protocol. is a two-way (reversible)

encryption mechanism employed by Shiva. Windows NT Workstation 3.5, when

connecting to a Shiva LAN Rover, uses SPAP; as does a Shiva client connecting to
a Wlm’lOWS NT Server 3.5. This form of authentication is more secure than clear

texL but less secure than CI—IAP.

PAP uses clear-text passwords and is the least sophis ticatcd authentication

protocol. It is typically negotiated if the remote workstation and server cannot

negotiate a more secure fonn of validation

The Microsoft RAS server has an optiOn that prevents clear- text passwords from

being negotiated. This option enables system administrators to enforce a high level

of security.
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Third~party Security Hosts

RAS supports third-patty security hosts. The security host sits between the remote
user and the RAS Server.

The security host generally provides an exrra layer of security by requiring a

hardware key of some sort in order to provide authentication. Verification that the

remote user is in physical possession of the key takes place before they are given

access to the RAS Sewer. This open architecture allows customers to choose from a

variety of security hosts to augment the security in RAS.

As an additional measure of security, RAS offers call-back. Call—hack security

enables administrators to require remote users to dial from a specific predetermined

location (eg. telephone number at home) or to call back a user from any location, in
order to use low~cost communications lines. In the case of secured call back. the

user initiates a call, and connects with the RAS Server. The RAS Server then drops

the call, and calls back a moment later to the pro-assigned call-hack number. This

security method will generally thwart most impersonators.

Network Access Restrictions

Remote access to the network under RAS is controlled by the system administrator.

In addition to the tools provided with Windows NT Server (authentication, trusted

domains. event auditing, C2 security design, etc), the RAS Admin tool gives an

administrator the ability to grant or revoke remote access privileges on a user—by—

uscr basis. This means that even though RAS is running on a Windows NT Server-

based computer, access to the network must be explicitly granted for each user who
is to be authorized to enter the network via RAS.

This process ensures that remote access must be explicitly granted, and provides a

couvenient means for setting call back restrictions.

Microsoft’s RAS provides an additional measure of security. The RAS

Administrator provides a switch that allows access to be granted to all resources

that the RAS hosl' UOIllpU'ter can see, UI’JuSl. lesuuruuo local to the cottipuiér'. This

allows a customer to tightly control what information is available to remote users,

and to limit their exposure in the event of a security breach.
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Data Encryption
Data encryption protects data and ensures secure dial-up communications. This is

especially important for financial institutions. law-enforcement and government

agencies, and corporations that require secure data transfer. For installations where

total security is required, the RAS administrator can set the RAS server to force
encrypted communications. Users connecting to that server automatically encrypt
all data sent

Interoperability
Because LAN‘3 are evolving quickly from islands of information to fully-cormected

networks of diverse operating systems. protocols: and file systems, Microsoft has

defined interoperability as a key feature in WindOWS NT and RAS and has

concentrated on the following areas to ensure smooth integration into the

heterogeneous netWorks of today and tomorrow:

Flexible hardware options

- PPP, an underlying protocol for interoperability

- A ramp to the Internet

Seamless integration with NetWare networks

- Interoperability with other third-party remote access vendors

Flexible Hardware Options
Microsoft's Remote Access Service offers the broadest hardware support of any

remote access vendor. Currently, over 1,700 computers, 300 modems, and 11 multi—

port serial adapters are supported. By selecting a remote access solution with very

broad hardware support; customers can gain flexibility in their system design. A

complete listing of the hardware devices supported by RAS can be found in the

Windows NT Hardware Compatibility List (HCL). The HCL ships with
Windows NT, and eanalso be found on the Microsoft Download Service

(206-936-MSDL) or on CompuServe (GO WINNT).
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Point-to-Polnt Protocol: The Enabling Technology
Previous versions of RAS functioned as NetBIOS gateways. Users would make

their connections using thBEUI/ NetBIOS, and then inherit other protocols from
the server. This method enabled users to share network resources in a multi—vendor

LAN environment, but limited them from running applications which relied on the

presence of a protocol other than NetBEUl on the client—side. The enhanced
architecture is as follows:
 

Remote Client HAS Server
I . . I

Applications
 
 
 

HAS APl 

 
 

 
IF RouterllPX Rouler

  WAN driver
 

Figure 9.2 PPI’ Architecture

While this arChitecmrc continues to support the NetBIOS gateway, it also offers

some exciting new possibilities. This architecture enables clients to load any

combination of NetBEUL IPX. and TCP/IP. Applications written to the Windows
Sockets, NetBIOS, or IPX interface can now be run on a Windows NT
Workstation. This architecture will be the basis for the RAS client in WindostS
as well.

x11. own» I.. ' we .. (-‘
lll'ulu‘lJAUlUCCu {Go-LingiSj‘tmL Cuc 01. {113 banefitg 0f I‘JL‘C'OSCfl-o ‘hOVC 1:9 [htPoint-

to-Point Protocol (PPP)1n RAS The Point—to—Point Pretocolis a set of industry

standard protocols that enable remote access solutions to interopemte in a multi-

veudor network. PPP support in Windows NT 3.5 and Windows95 means that

workstations running Windows can dial into remote networks through any industry—
standard PPP server. It also enables a WindOWs NT Server to receive calls from,

and‘provide network access to, other vendors” remote access workstation software.
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And while multi-protocol support is an important new feature of Microsoft’s RAS,

NelBlOS gateway support continues to be an important part ofits feature set.
  

Remote Client HAS Server

NelBIOS galeway

 
TCP/IP th.

NatBi-ZU!

 
  

Figure 9.3 NcLBIOS Gateway Architecture

An example of the NetBlOS gateway capability is remote network access for Lotus

Notes users. While Lotus Notes does offer dial—up connectivity, dial up is limited to

the Notes application only. RAS complements this connectivity by providing a low—

cost. high—performance remote network connection for Noteso users‘ which not only

connects Notes, but offers [the and print services, and access to other network
resources.

Many customers who are interested in PPP interoperability, are also concerned with
SLIP. SLIP, the Serial Linc Internet Protocol, is an older communications standard

found in UNIX environments SLIP does not provide automatic negotiation of

network configuration; it requires user intervention. It also does not support

encrypted authentication. Microsoft supports SLIP on the client side, so that the

clients running Windows NT 3.5 may dial into an existing SLIP server. RAS does

not provide a SLIP server in Windows NT version 3.5.

Using Terminal and Script Settings for Remote Logons
When you use HAS to connect to a remote computer, the remote computer will

probably require a specific series of commands and responses to successfully log

you on to the remote system. The sequence is identical each time you log on to the
remote system.
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if both the remote server and client are Windows NT 35 computers. connecuon and

logon can be completely automated using Windows NT built-in seemiry. If you log

on to the Windows NT RAS client using a username and password that is valid on

the remote network, and select the Authenticate Using Current User Namc and

Password check box in the Edit Phone Book Entry dialog box, Windows NT RAS

will automatically cenncct to the remote Windows NT 3.5 RAS server:

if the remote computer you are logging on to is not a Windows NT 3.5 computer,

you must configure the Security settings for each RAS entry to handle the log on

requirements for the remote device you are connecting to. The remote logon will be

either manual using a Terminal screen that allows you to interact with the remote

computer, or you can automate the remote log on using scripts that are stored in

SWITCHINF or PAD.lNF (for X.25 networks).

This section explains how to use the RAS Terminal screen and also describes how

to create and use automatic scripts for logon to remote computers.

Using RAS Terminal for Remote Logons
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If a remote computer you dial in to requires a log on procedure, you must configure

the Security settings for that RAS entry to use a RAS Terminal log on as described

in the procedure below After RAS connects to the remote system. a character‘—

based window will appear and display the log on sequence from the remote

computer. You use this screen to interact with the remote computer for logging on.

Alternatively, you can automate the manual 10g on through RAS Terminal as
described in the nexr section, “Automating Remote Log 0115 Using SWITCHINP

Seripts.” -

To configure a Windows NT 3.5 HAS entry to use Terminal after dialing

i. In Remote Access, select the entry you want to connect to.

2 Choose the Edit button.

3. If the Security button .3 not visible, cheese the Admnced button.

4. Choose the Security button. (in Windows NT 3.1 and Windows for Worltgroups
3.1 1, this button is labeled Switch).

5. In the After Dialing box, select Terminal. (In Windows NT 3.1 and Windows

for Workgroups 3‘11, this box is labeled Post-Connect).

6. Choose the OK button until you return to the main Remote Access Screen.

A fter you dial and connect to this cnuy, the After Dial Terminal screen will appear

and you will see prompts from the remote comp uter, You then log on to the remote

computer using the After Dial Terminal dialog box. After you have completed all

interaction with the remote computer, choose the Done button to close the After

Dial Terminal dialog box.
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Automating Remote Log Ons Using SWITCHJNF Scripts
You can use the SWITCHINF file (or PADINF on X25 networks) to automate

the log on process instead of using the manual RAS Terminal describe in the

previous section, “Using RAS Terminal for Remote Log Ons."

Creating Scripts for RAS
SWITCHJNF is like a set of small batch files (scripts) contained in one file. A

SWITCHJNF script has four elements: a section header, commands, responses, and
Comments.

Section headers divide SWITCHJNF into individual scripts. A section header starts
a script.

Each line in a script is a command or a response. A command comes from the local

RAS client. The commands you can issue from a Windows NT computer are listed
below.

A response is from the remote device or computer. To write an automatic script, you

must know the required responses fora specific device. The commands and

responses must be in the exact order the remote device expects them. Branching

statements, such as GOTO or IF, are not supported. The required sequence of

commands and responses for a specific intermediary device should be in the

documentation for the device, or if you are connecting to a commercial service,

from the support staff of that service.

The SWITCHINF file can contain scripts for each intermediary devices or online

service that the RAS user will call. The scripts are activatedby configuring Remote

Access phoncbook entries as described below in the section “Activating

SWITCHJNF Scripts.”
 

Note RAS permits you to embed your uscrn amc and password only in clear text in

the SWITCHINF file. The ability to use macros that obtain your usemame and

password from your own RAS phone book file (usemamePBK) will be included in

an upcoming, interim release of Windows NT. This functionality may be available

by the time you are leading this. Check the RA SPHONEHLP file on your current

system for the availability of these macros and for more information about creating

scripts with SWITCHJNF.   
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Section Headers

A section header marks the beginning of a script for a certain intermediary device

and must not exceed 31 characters. The section header is enclosed in square

brackets. For example:

[Route 66 Login]

Comment Lines

Comment lines must have a semicolon (;) in column one and can appear anywhere
in the file. Comment lines can contain information for those who maintain the

SWITCHINF file. For example:

; This script was created by MariaG on September 29. 1995

Commands

A command comes from the local computer. A response comes from the remote

device or computer.

You use the COMMAND: smtement to send commands to the intermediary

device. The COMMAND: statement can be used three ways, as described below:

COMMAND:

COMMAND: by itself causes a 2—second delay, depending on CPU speed and

whether or not caching software like SMARTDRVDRV is running. Using

COMMAND: as a delay is important because the intermediary device may not

be able [0 process all commands if they are send at once.

COMMANchustom string

This sends custom stringout will also cause a sh t delay of several hundred

milJiseconds (depending on CPU speed and caching software installed) to give

the intermediary device time to process custom string and prepare for the next
command

I'lnllfl'fllfi KT“__ -. ,,4_. __ .1..- 4,.
\JUIVI lYan‘U—LLLQIUNI- JIIEILS \l:l-/

This causes custom string to be sent instantaneously because of the carriage

return (<cr>) at the end of the line.

You must consult die documentation from the remote device to determine the

required strings to be send with the COMMAND: command.
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Response Related Keywords

Each command line is followed by one or more response lines. You must consult

the documentation from the remote device to determine the possible response

strings.

In addition to the response strings you obtain for the remote device (or online

service), response lines can contain one of the following keywords:

OK=cuslom response string <macro>

The script continues to the next line.

CONNECTzcusfom response string <macro>

Used at the end of a successful script.

ERROR=custom response string <macr0>

Causes RAS to display a generic error message.

ERROR_DIAGNOSTI CS=custom response string (diagnostiub

Causes RAS to display the specific cause for an error returned by the device.

Not all devices report specific errors. Use ERROR: if you device does not

return specific errors.

NoRcsponse

Used when no response will come from the remote device.

These commands are usually combined. CONNECT: is usually the last line

executed unless an ERROR line follows it and the intermediary device reports an
error. '

RAS on the local computer always expects a response [tom the remote device and

will wait until a response is received unless a NoResponse statement follows the

COMMAND: line. If there is no statement for a response following a

COMMAND: line, the COMMAND: line will execute and stop.

Reserved Macro Words

Reserved macro keyword are enclosed in angle brackets

<cr>

Inserts a carriage return.

<lf>

Inserts a line feed.
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<matclt>

Reports a match if the suing enclosed in quotation marks is found in the

device response. For example, <match> "Smith“ matches Jane Smith and John
Smith ill.

<?> , _

Inserts a wildcard character, for example, CO<?><?>2 matches COOL2 01‘
COA'T2, but not COOL3.

<11XX> (XX are hexadecimal digits)

Allows any hexadecimal character to appear in a string including the zero

byte, <h00>.

<ignor‘c>

Ignores the rest of a response from the macro on. For example,

<cr><lf>CONNECTV—(ignore> reads the following responses as the same:
“crlfCONNEC’l'V-il" and “crlfCONNECTV—23.“

<diagnostics>

Passes specific error information from a device to RAS. This enables RAS to

display the specific error to RAS users. Otherwise, a nonspecific en'or

message will appear.

Activating SWITCHJNF Scripts
You can configure a RAS entry to execute a SWITCHINF script before dialing,

after dialing, or both. For example, to automate a remote log on to a remote host,

you would first create the script in SWl’i‘Cl—llNF, and then configure the RAS entry

to use the created script after dialing. '

2+ To activate a script in Windows NT 3.5

i. In Remote Access, select the entry you want to connect to.

2. Choose the Edit button.

3. 1f the Security button is not visible, choose the Advanced buttons

Choose the Security button. (In Windows NT 3.1 and Windows lor Wdrkgroups
3.1 i, this button is labeled Switch),

in the After Dialing box, select the name of the script. The section header in

SWITCHJNF is what will appear as the name of the script. (In Windows NT

3.1 and Windows for Workgroups 3.l1, this box is labeled Post-Connect).

4. Choose the OK button until you return to the main Remote Access Screen.

When you dial this entry, the selected script will execute after RAS dials and
connects to the remote host.
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Troubleshooting Scripts Using DEVICELOG
Windows NT 3.1 and 3.5 (and Windows for Workgroups 3. ll) allow you to log all

information passed between RAS, the modem, and the intermediate device,

including errors reported by the intermediate device. This can allow you to find

errors that prevent your scripts from Working.

The DEVICELOG file is created by turning logging on in the registry. The

DEVICELOG file is in the SYSTBM32\RAS subdirectory of your Windows NT

directory.

To create DEVICELOG

1. Hang up any connections, and then exit from Remote Access.

2. Start the Registry Editor by running the REGEDT32EXE program.

3. Go to HKEY_LOCAL_MACHINE, and then access the following key:
\S YSTEM\Cur1'entConU‘olSet\Services\RnsMaiiWarameters

Change the value of the Logging parameter to 1. When changed, me parameter
should look like this:

Logging:REG_DWORD:Oxl

Logging begins when you restart Remote Access or start the Remote Access Server

service (if your computer is receiving calls), You do not need to shutdown and
restart Windows NT.

If an error is encountered during script execution, execution halts. You must
determine the problem by looking in DEVICELOG, make the necessary
corrections to the script, and then restart RAS.

To turn logging on in Windows for Workgroups 3.11, edit the SYSTEMINI file
and in the [Remote Access} section add the line LOGGlNGzi. The text file

DEVICELOG will be created automatically in the Windows direct01y when RAS
is started.

Using Scripts with Other Microsoft RAS Clients
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Microsoft RAS version 10 does not have the capability to invoke RAS Terminal or

use scripts in .INF files,

Microsoft RAS version 1.] supports PADINF only. Note that the syntax used in

the PADJNF file differs slightly different from subsequent versions of Microsoft
RAS.

Microsoft RAS [or Windows for Workgroups version 3.1}, Windows NT

version 3.1 and version 3.5 sopport RAS ’I‘erininai and scripts in SWI'I‘CHJNF
and PADlNF.
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Resource Directory
This resource directory provides contact information on many of the vendors that

provide RAS -related equipment and support. It is not intended as an all —inclu sive
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list of RAS—related products.

Digiboand

6400 Flying Cloud Drive
Eden Prairie, MN 55344

(612) 943—9020

Multi-port Serial Adapters,

[SDN Adapters

Eieon Technology Corp.

2196 - 32nd Avenue (Lachine)

Montreal, Quebec HBT 3H7
Canada

(514) 631-2592

X25 Adapters

NetManage, Inc.
20823 Stevens Creek Blvd,

Cupeiiino, CA 95014
Phone: (408) 97347171

Fax: (408) 257-6405

Terminal Emulation, File Transfer,
X Windows, E-mail, NFS, TN3270,

BIND, SNMP

Security Dynamics
One Alewife Center —

Cambridge, MA 02140 USA

Phone (617) 547—7820

Fax (617) 354 8336

Advanced network security

and authorization producls

Digital Pathways Inc
201 Ravendale Drive

Mountain View, CA 94043-521

Phone (415) 964 0707

Fax (415) 961 7487

Advanced network security

and authorization products

Racal

480 Spring Park Place
Suite 9 0

Herndon, Virginia 22070

Phone (703) 437 9333

Fax (703) 4 71 0892

Advanced network security

and authorization products

SpartaCezn. Inc.

10, avenue du Quebec
1331. F4
B.P. 537

E91946 Courtaboeuf Cedex

France

Phone (33—1) 69.071780

Fax(33-1) 69129.09. 19
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CHAPTER 10

Overview of Microsoft TCP/IP

for Windows NT  
Transmission Control Promcol/Internct Protocol (TCP/IP) is a networking protocol

that provides communication across interconnected networks made up of computers

with diverse hardware architectures and various operating systems. TCP/IP can be

used to communicate with Windows NT systems, with devices that use other

Microsoft networking products, and with non-Microsoft systems, such as UNIX
systems.

This chapter introduces Microsoft TCP/IP for Windows NT. The topics in this

chapter include the following:

- Advantages of adding TCP/IP to a Windows NT configu ration

- Microsoft TCP/IP core technology and third-party add-ens

- Windows NT solutions in TCP/IP internetworks

For more detailed information on TCP/IP and its integration with Microsoft

Windows NT and other networking products, see Chapter 12, “Networking

Concepts for TCP/IP.” .
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Advantages of Adding TCP/iP to a Windows itI

Configuration

Page 177 of 530

The TCP/IP protocol family is a standard set of networking protocols, or rules, that

govern how data is passed between computers on a network. TCP/IP is used to

connect the Internet, the worldwide internetwork connecting over two million
universities, research labs, us. defense installations, and corporations. These same

protocols can be used in private intemetworks that connect several local area
networks.

Miemsoft TCP/IP for Windows NT enables enterpiise networking and connectivity

on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers

the Following advantages:

A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern operating systems offer TCP/lP

support, and most large networks rely en TCP/IP for much of their network
traffic.

- A technology for connecting dissimilar systems. Many standard connectivity

utilities are available to access and transfer data between dissimilar systems.

including File Transfer Protocol (FTP) and Terminal Emulation Protocol

(Telnet). Several of these standard utilities are included with WindOWS NT.

- A robust, scalable, cross-platform client-server framework Microsoft TCP/IP

supports the Windows Sockets 1.1 interface, which is ideal for developing

client-server applications that can run with Windows Sockets-compliant stacks

from other vendors. Many public—domain Internet tools are also written to the

Windows Sockets stai'idaid. Windows Sockets applications canalso take

advantage of other networking protocols such as Microsoft NWLink, the

Microsoft implementation of the lPX/SPX protocols used in Novello NetWares
networks

- ‘1 ........ KYT p. a ~I
- i in; enablingtechnology necessary (.0 COi‘ii'nECt rv’im‘iuwo u LT‘Lu the Blot/{Ii

Intemet.TCP/1P Point to Point Protocol (PPP), and Windows Sockets 1. ]

provide the foundation needed to connect and use Internet services.
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Microsoft TCP/IP Core Technology

and Third-Party Add-Ons
Microsoft TCP/IP provides all the elements necessary to implement these protocols

for networking. Microsoft TCP/IP includes the following:

Core TCP/IP protocols, including the Transmission Control Protocol (TCP),

lntemct Protocol (IF), User Datagram Protocol (UDP), Address Resolution

Protocol (AR P), and Intemet Control Message Protocol (ICMP). This suite of

Internet protocols provides a set of standards for how computers communicate

and how networks are interconnected. Support is also provided for PPP and

Serial—Linc IP (S LIP), which are protocols used for dial -up access to TCP/IP
networks, including the Internet.

- Support for application interfaces, including Windows Sockets 1.1 for network
programming, remote procedure call (RPC) for communicating between

systems, NelBIOS for establishing logical names and sessions on the network,

and network dynamic data exchange (Network DDE) for sharing information
embedded in documents acmss the network.

Basic TCP/JP connectivity utilities, including finger, ftp, lpr, rep, rexeo, I‘Sll,

telnet, and tin». These Utilities allow Windows NT users to interact with and
use resources on non-Microsoft hosts, such as UNIX workstations

- TCP/IP diagnostic tools, including arp, hostname, ipconfig, lpq, nbtsta t,

netstat, ping, route, and tracert. These utilities can be used to detect and

resolve TCP/TP networking problems.

- Services and related administrative tools, including the PTP Server service for

transferring files between remote computers, Windows Internet Name Service

(WINS) for dynamically registering and querying computer names on an

inter-network, Dynamic Host Configuration Protocol (DHCP) service for

automatically configLn-ing TCP/IP on Windows NT computers, and TCP/IP

plinting for accessing printers connected to a UNIX computer or connected

directly to the network via 'I'CP/lP.

- Simple Network Management Protocol (SNMP) agent. This component allows a

Windows NT computer to be administered remote] y using management tools

such as SunNet Manager or HP Open View. SNMP can also be used to monitor
Dl-lCP servers and to monitor and configure WINS servers

Cisco -- Exhibit 1008

Page 178 of 530



Cisco -- Exhibit 1008

t54

Page 179 of 530

P39. 'l‘. _ TOW... _

- The client software for simple network protocols, including Character

Generator, Daytime, Discard, Echo, and Quote of the Days These protocols

allow a Windows NT computer to respond to requests from other systems that

support these protocols. When these protocols are installed, a sample QUOTES

files is also installed in the \syxlemrootkS YSTEM32\DRIVERS\H’IC directory.

- Path MTU Discovery, which provides the ability to determine the datagram size

for all routers between Windows NT computers and any other systems on the

WAN. Microsoft TCP/TP also supports the Internet Gateway Multicast Protocol

(IGMP), which is used by new workgroup software products.

The following figure shows the elements of Microsoft 'l‘CP/lP alongside the Variety

of additional applications and connectivity utilities provided by Microsoft and other
third-party vendors.

Gopher, WAlS

      
 

   

 
 

  

 

  
  

 

   
  

:lildt'Ianeertseniit-ies: - Essie connectivity _
IGPIIP pdmtngtfl' ' "f‘, telnet) -_ .

.. Autontattc.“ _‘ Network DDlijFlPC; Development tools
-,__c0nt_igurst_ion Windows {Sockets (XLib, ONO/RFC)

' Enhanced connectivity
applications

 

 

E] integrated with Windows NT

D Developed by third parties or the research community

[figure 10.1 Microsoft TCP/II’ Core Technology and Third-party Add-ens
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TCP/lP standards are defined in Requestsfor Comments (RFCs), which are

published by the Internet Engineering Task Force ([EI'F‘) and other working groups.

The relevant RFCs supported in this version of Microsoft TCP/lP (and for

Microsoft Remote Access Service) are described in the following table.

Table 10.1 Requests for Comments (RFCs) Supported by Microsoft TOP/1P
  

 RFC Title

768 User Datagram Protocol (UDP)

783 Tri vial File Transfer Protocol (TFTP)

791 Internet Protocol (IP)

792 Internet Control Message Protocol (lCMP)

793 Transmission Centrot Protocol (TCP)

826 Address Resolution Protocol (ARP)

854 Telnet Protocol (TBLNET)

862 Echo Protocol (ECHO)

863 Discord Protocol (DISCARD)

864 Character Generator Protocol (CHARGBN)

865 Quote of the Day Protocol (QUOTE)

867 Daytime Protocol (DAYTIME)

894 1P over Ethernet

9191 922 IP Broadbast Datagrnms (broadcasting with subnets)

959 File Transfer Protocol (FTP)

1001. 1002 NetBIOS Service Protocols

1034, [035 Domain Name System (DOMAIN)

1042 IP over Token Ring

1055 Transmission of 11’ over Serial Lines (IF—SLIP)

l 1 12 Internet Gateway Mu [ticast Protocol (IGMP)

1122, 1123 Host Requirements (communications and applications)

1 134 Point to Point Protocol (PPP)

1144 Compressing TCP/IP Headers for Low-Speed Serial Links

l 157 Simple Network Management Protocol (SNMP)  
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Table 10.1 Key Requests for Comments (RFCs) Supported by Microsoft TCP/IP
(continued) 

 iii-5c Title

1 1:9 ‘ Linc Printer Daemon Pt :ocol
1188 lP over POD]

1 191 Path MTU Discovery

1201 [P over ARCNET

123.1 HERB 802.5 Token Ring MIB (MIBJI)

1332 PP? tntcmet Protocol Control Protocol (IPCP)

i334 l’PP Authentication Protocols

15 33 DHCP Options and BOOTP Vendor Extensions

1534 Interoperation Between DHCP and BOOT?

154 1 Dynamic Host Configuration Protocol (DHCP)

1542 Clarifications and Extensions for the Bootstrap Protocol

1547 Requirements for Point to Point Protocol (PPP)

1548 Point to Point Protocol (PPP)

1549 PPP in High-level Data Link Control (HDLC) Framing

1552 PPP Internctwork Packet Exchange Control Protocol (IPXCP)

1553 IPX Header Compression

1570 Link Contro1 Protocol (LCP) Extensions

Draft RFCs NetBIOS Frame Control Protocol (NBFCP); PPP over ISDN; PPP over

X25; Compression Control Protocol 

All RFCs can be found on the Internet via ds.intemic.net.

In this version of Windows NT, Microsoft TCP/IP does not include a complete suite

of TCF/IP connectivity utilities, Network File System (HE'S) support, or some .

’I‘CP/IP server services (daemons) such as routed and telnetdl Many such

applications and utilities that are available in the public domain or from third-party
vendors are compatible with Microsoft TCP/lP.
 

Tip For Windows for Workgroups computers and MS—DOS—based computers on a

Microsoft network, you can install the new version of Microsoft TCP/1P—-32 for

Windows for Workgroups and the Microsoft Network Client version 2.0 for

MS-DOS from the Windows NT Server 3.5 compact disc. This software includes
the DHCP and WINS clients and other elements 01’ the new Microsolt TCP/IP

software For information about installing these clients, see Chapter 9, “Network

Client Adirtinistrator,“ in the Windows NT Server lnsmltation Guido 
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Windows NT Solutions in TCP/IP lnternetworks

When TCP/IP is used as a transport protocol with Windows NT, Windows NT

computers can communicate with other kinds of systems without additional

networking software. Microsoft TCP/lP in combination with other parts of

Windows NT provides 21 scalable solution for enterprise netw0rks that include a

mix of system types and software on many platforms.

This section summarizes how TCP/TP works with Windows NT to provide

enterprise networking solutions. For information about how the elements discussed
in this section fit widiin the networking architecture, see “TCP/iP and Windows NT

Networking” in Chapter 12, “Networking Concepts for ’IlCP/IPi"

Using TCP/lP for Scalability in Windows Networks
TCP/IP delivers a scalatfle internetworking technology widely supported by
hardware and software vendors.

When TCP/IP is used as the enterprise—networking protocol, the Windows-based

networking solutions from Microsoft can be used on an existing internetwork to

provide client and server support for TCP/[P and connectivity utilities. These
solutions include:

- Microsoft Windows NT Workstation 315, with enhancements to support wide

area networks (WAN). TCP/lP printing, extended LMI-IOSTS file. Windows
Sockets 1.1, FTP Server service software, and DHCP and WINS client
software.

. Microsoft Windows NT Server 3.5, with the same enhancements as

Windows NT, plus DHCP server and WINS server software to support the

implementation of these new protocols.

Microsoft TCP/IP-32 for Windows for Workgroups 3.1 l, with Windows

Sockets support, can be used to provide access for Windows for Workgroups

computers to Windows NT, LAN Manager, and other TCP/IP systems.
Microsoft TCP/IP»32 includes DHCP and WINS client software.

Microsoft LAN Manager, including both client and server support for Windows

Sockets. and MS—DOS—based connectivity utilities. The Microsoft Network

Client 2.0 software on the Windows NT Server compact disc includes new

Microsoft TCP/IP support with DHCP and WLNS clients.
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The current version of ”PCP/1P for Windows NT also supports IP routing in systems

with multiple network adapters attached to separate physical networks (multi horned
systems).

  

  
 

IP router

Network C

Figure 10.2 TCPHP for Windows NT Supports !P Routing -er Multihomed Systems

Using TCP/IP for Connectivity to the Internet
Microsoft TCP/IP provides Windows-based networking with a set of
intemctworking protocols based on open standards.

Microsoft TCP/[P for WindOWS NT'includes many common Connectivity

applications such as ftp, rsh, and telnet that support file transfer, remote process
execution, and terminal emulation for communication on the Internet and between

non—Microsoft network systems.
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TCP/IP applications created by researchers and other users, such as Gopher and

NCSA Mosaic, are in the public domain or are available through other vendors as

both 16—bit and 32—bit Windows—based applications. Any ofthcse applications that

follow the Windows Sockets 1.] standard are compatible with Windows NT. Such

applications allow a Windows NT computer to act as a powerful Internet client

using the extensive intemctworking components with publiodomajn viewers and
applications to access Internet resounces

 
 

Tlp Public-domain Windows-based utilities such as LPR and Gupher can be

obtained on the Internet via ftpcicaindianaedu in the lpub/win3/nt or

fpub/win3/Winsock directory, or via the same directories on ftp.cdrom00m.
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TCP/tP tor Heterogeneous Networking
Because most modem operating systems (in addition to Windows NT) support

"PCP/1P protocols, an intetnetwork with mixed system types can share information

using, simpie networking applications and utilities. With ”PCP/1P as a connectivity

protocol, Windows NT can communicate with many non~Microsoft systems,

including:

Internet hosts

. Applee Macintoshe systems

=- IBM mainframes

- UNIX systems

- Open VMSIM systems

- Pl‘j nters with netwo1k adapters connected directly to the network

' LAN Mana er

w'"d°ws NT Microsoft Temp ’6UNlX “gm(including HAS} \fl/

Window for i UNIX h stWorkgroups K;

Figure 10.3 Microsoft TCP/IP Connectivity

 
  

Microsoft TCP/IP provides a framework for interoperable heterogeneous

networking. The modular architecture of Windows NT netwodring with its

transport-independent services contributes to the strength of this framework. F0r

example, Windows NT supports these transport protocols, among many others:

. lPX/SPX for use in NetWare envirOnincnts using the Mieiosoft NWLink

transport. Besides prwiding interoperability with NetWate networks. iPX/SPX

is a fastLAN transport [01 Windows-based networking as well

- TCP/IP for ilfl'CI‘IJCEWOl'kS based on IP technologies. TCP/IP is the preferred

transport for internetworks and provides interoperability with UNIX and other
TCPIl'P-bnscd networks.
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NetBEUI as the protocol for local area networking on smaller networks and

compatibility with existing LAN Manager and IBM LAN Server networks.

Apple'l‘alk for connecting to and sharing resources with Macintosh systems.

Other transport protocols provided by third-party vendors, such as DECnct and
OSI, can also be used by Windows NT networking services.

Windows NT provides standard network programming interfaces through the

Windows Sockets, RFC, and NetBIOS interfaces. Developers can take advantage

of this heterogeneous cl lent-server platform to create custom applications that will

run on any system in the enterprise. An example of such a service is Microsoft SQL

Server, which uses Windows Sockets 1.1 to provide access to NetWare,
MS—DOS—based, Windows NT, and UNIX clients.

Using TCP/tP with Third-Party Software

Page 186 of 530

TCP/IP is a common denominator for heterogeneous networking, and Windows

Sockets is a standard used by application developers. Together they provide a

framework for cross—platform client—server development. TCP/IP—a ware

applications from vendors that comply with the Windows Sockets standards can run

over virtually any ’l‘CP/lP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP

utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NFS,

electronic mail packages, and more. Because Windows NT offers compatibility

with l6-bit Windows Sockets, applications created for Windows 3.x Windows

Sockets tun over Windows NT without modification or recompilation.

For example, third-party applications for X Window provide strong connectivity

solutions by means of X Window servers, database servers, and terminal emulation.

With such applications, a Windows NT computer can work as an X Window server

platform while retaining compatibility with applications created for Windows NT,

Windows 3.l, and MS—DOS on the same system. Other third-party software

includes X Window client libraries for Windows NT. which allow developers to

write X Window client applications on Windows NT that can be run and displayed

remotely on X Window server systems.

The Windows Sockets API is a networking API used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.

Windows Sockets is an open standard that is part of the Microsoft Windows Open

System Architecture (WOSA) initiati vc. It is a public specification based on

Berkeley UNLX sockets, which means that UNIX applications can he quickly

ported to Microsoft Windows and Windows NT. Windows Sockets provides a

single standard programming interface supported by all the major vendors

implementing TCP/lP for Windows systems.
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The Windows NT 'l‘CP/IP utilities use Windows Sockets. as do 32—bit ”PCP/[P

applications developed by third parties. Windows NT also uses the Windows

Sockets interface to suppon Services for Macintosh and IPX/SPX in NWLink.

Under Windows NT, 16-bit Windows-based applications created under the

Windows Sockets standard will run without modification or rccompilation. Most

TCP/IP users will use programs that comply with the Windows Sockets standard,

Such 215111) or telnet or third-party applications.

TthVindows Sockets standard allows a developer to create an application with

a single common interface and a single executable that can run over many of the

"PCP/1Pimplementations proficied by Vendors. The goals for Windows Sockets are

the following:

Piovide a familiar networking AP] to programmers using Windows NT,

Windows for Workgroups, or UNIX

- Offer binary compatibility between vendors for heterogeneous Windows-based
TCP/IP stacks and utilities

. Support both connection-oriented and connectiontess protocols

Typical Windows Sockets applications include graphic connectivity utilities,

terminal emulation software, Simple Mail Transfer Protocol (SMTP) and electronic

mail clients, network printing utilities, SQL client applications, and corporate '
client—server applications.

If you are interested in developing a Windows Sockets application, specifications
for Windows Sockets are available on the Internet front ftp.mierosochorn, on

CompuServeo in the MSL library, and in the Microsoft Win32 Software
Developers K_it

To get a copy of the Windows Sockets specification via anonymous FTP

I. Make sure you have write permission in your current working directory.

2, At Lite Uuttuituttd prompt, stall. ftp, and that connect to fipjiiifi osoi‘ifibiii
(or 198.105.2321).

Log on as anonymous.

Type your electronic mail address for the password.

Type cd \advsys\winsock\spec11, and then press ENTER.99.4»?
Use the dir command to see the list of available file types. If you want binary

data such as in the Microsoft Word version, type bill, and then press ENTER.

7. Determine the file with the format you want [for example, ASCII (.TXT),

PostScripto (.PS), or Microsoft Word (rDOC)], and then type get winsoekext

where ext is the format that you want, such as winsock.tloc for the Microsoft
Word version.
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19' To get a copy of the Windows Sockets specification from CompuServe

]. At the command prompt, type go 11151, and then press ENTER.

2. Browse using the keywords windows sockets.

3‘ Choose the file with the format you want [ASCII (.TXT), PostSoripL (PS), or

Microsoft Word for Windows (.DOC)}, and then type get winsoclmxt.

There is also an electronic mailing list designed for discussion of Windows Sockets

programming

» To subscribe to the Windows Sockets mailing list

0 Send electronic mail to list‘serv@sunsite.unc.edu with a message body that
contains subscribe winsock user‘s—email-addresr

You can use the same procedure to subscribe to two mailing lists called
winsock-haekers and winsock-users.
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CHAPTER ll

Installing and Configuring
Microsoft TCPIIP and SNMP  

This chapter explains how to install Microsoft TCP/IP and the SNMP service for

Windows NT and how to configure the protocols on your computer.

The TCP/lP protocol family can be installed as part of Custom Setup when you
install Windows NT, following the steps described in this chapter: Also, if you

upgrade to a new version of Windows NT, Setup automatically installs the new

TCP/lP protocol and preserves your previous TCP/JP settings. This chapter assumes

that Windows NT has been successfully installed on your computer but TCP/IP has

not been installed.

The following topics appear in this chapter:

Before installing Microsoft TCP/IP

Installing TCP/lP

Configuring TCP/IP .

Configuring TCP/IP to use DNS

- K Configuring advanced TCP/IP options

- Configuring SNMP

Removing TCP/lP components

Configuring Remote Access Service (RAS) for use with TCP/IP

You must be logged on as a member of the Administrators group to install and

configure all elements of TCP/IP.
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Before installing Microsoft TCPIIP
important The values that you use for manually configuring TCP/IP and SNMP
must be supplied by the network administt’atoi.

  

 

Check with your network administrator to find out the following information

bcfone you install Microsoft TCP/IP on a Windows NT computer:

- Whether you can use Dynamic Host ConfiguratiOn Protocol (DHCP) to

configtu‘c TSP/1P. You can choose this option if a DHCP server is insta led on

your intemet'work. You cannot choose this’option if this computer will be

a DHCP server. For information, see “Using Dynamic Host Configuration

Protocol” later in this chapter.

- Whether this computer will be a DHCP server. This option is available only for

Windows NT Server. For information, see Chapter 13, “Installing and

Configuring DHCP Servers.”

. Whether this computer will be a Windows Internet Name Service (WINS)

server. This option is available only for Windows NT Server. For information,

see Chapter 14, “Installing and Configuring WINS Servers."

- Whether this computer will be a WINS proxy agent. For information, see
“Windows Internet Name Service and Broadcast Name Resolution” in

Chapter 12, “Networking Concepts for TCP/lP.”

If you cannot use DHCP for automatic configuratiort, you need to obtain the

following values from the network administrator so you can configure TCP/IP

manually:

. The IP address and subnet mask for each network adapter card installed on the

computer. For information, see “IP Addressing” in Chapter 12, ”Networking

Concepts for TCP/IP."

- The 1'? address for the default local gateways (lP routers).

- Whether your computer will use Domain Name System (DNS) and, if so, the JP
addresses and DNS domain name of the DNS servers on the internetwork. For

information, see “Domain Name System Addressing” in Chapter 12

“Networking Concepts for TCP/IP.”

The IP addresses for WINS servers, if WINS servers are available on your
network. .
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You need to know the following information before you install the Simple

Network Management Protocol (SNMP) service on your computer, as described in

“Configuring SNMP" later in this chapter:

- Community names in your network

Trap destination for each community

- IP addresses or computer names for SNMP management hosts

Although the Windows NT SNMP management agent supports management

consoles over both IPX and UDP protocols, SNMP must be installed in conjunction
with the other TCP/IP services. Once SNMP is installed. no additional

configuration is needed to manage over iPX. [f IPX is installed‘ SNMP

automatically runs with it.

Installing TCP/IP
You must be logged on as a member of the Administrators group for the local

computer to install and configure TCP/IP.

b To install Microsoft TCP/IP on a Windows NT computer

1. Double—click the Network icon in Control Panel to display the Network Settings

dialog box.

2. Choose the Add Software button to display the Add Network SOftWare dialog
box.

3. Select TCP/IP Protocol And Related Components from the Network Software
box, and then choose the Continue button.

4. 1n the Windows NT 'DCP/IP Installation Options dialog box, select the options

for the TCP/JP components you want to install, as described in the table that

follows this procedure. If any TCP/IP elements have been installed previously,

they ate dimmed and not available. When you have selected the options you ,
want, choose the Continue button.

While you are installing or configuring TCP/IP, you can read the hint bar at the

bottom of each ”PCP/1P dialog box for information about a selected item, or

choose the Help button to get detailed online information.

Windows NT Setup displays a message prompting for the full path to the
Windows NT distribution tiles.
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5. in the Windows NT Setup dialog box, enter the full path to the Windows NT
distribution files, and then choose the Continue button.

You can specify a drive letter for floppy disks, a CD-ROM drive, or a shared

network directory, or you can specify the Universal Naming Convention (UNC)

path name for a netwark resource, such as \WTSETUPWIASTER.

All necessary files are copied to your hard disk.

Note If you are installing from floppy disks, WindOWS NT Setup might request
disks more than once. This behavior is normal and not an error condition. 

6. If you selected the options for installing the SN MP and FTP Server services, you

are automatically requested to configure these services.

Follow the directions provided in the online Help for these dialog boxes. For

additional details, see “Configuring SNMP" later in this chapter, and see also

Chapter 16, “Using the Microsoft FTP Server Service.”

7. In the Network Settings dialog box, choosa the OK button

if you selected the Enable Automatic DHCP Configuration Option and a DHCP

server is-available on your network, all configuration settings for TCP/lP are

completed automatically, as described in “Using Dynamic Host Configuration

Protocol” later in this chapter.

It you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/TP

Manually" later in this chapter. TCP/IP must be configured in order to operate.

[f you checked the DHCP Server Service or WINS Server Service options, you

must complete the configuration steps described in Chapter 13, “installing and

Configuring DI-ICP Servers,” and Chapter 14, “Installing and Configuring
WINS Servers."
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Table 11.1 Windows NT TCP/[P Installation Options

Option Usage .

TCP/IP Inter-networking Includes the TCP/IP protocol, NetBIOS over 'I‘CP/lP and

Page 194 of 530

WindOWs Sockets interfaces, and the TCP/IP diagnostic
utilities. These elements are installed automatically.

Connectivity Utilities Installs the TCP/JP utilities. Select this option to install the

connectivity utilities described in Appendix A. "T‘CI’IIP
Utilities Reference."

SNMP Service Installs the SNMP service Select this Option to allow this
computer to be administered remotely using management

tools such as Sun Net Manager or HP Open View This
option also allows you to monitor statistics for the 'ICP/lP

services and WINS servers using Performance Monitor, as
described in Chapter [7, “Using Performance Monitor with
TCP/IP Services.”

TCP/IP Network Printing Enables this computer to print directly over the network

Support using TCP/IP. Select this Option if you went to print to
UNIX print queues or 't‘CP/IP printers that are connected

directly to the network, as described in Chapter 18,
“Internetwork Printing with TCP/IP."

This option must be installed if you want to use the
Lpdsvr service so that UNIX computers can print to
Windows NT printers.

FTP Server Service Enables files on this computer to be shared over the

network with remote computers that support FTP and
TCP/IP (especially non-Microsoft network computers).

Select this option if you want to use TCP/IP to share files
with other computers, as described in Chapter 16, “Using
the Microsoft FTP Server Service.”

Simple TCP/IP Services Provides the client software for the Character Generator,
Daytime, Discard. Echo. and Quote of the Day services.

Select this option to allow this computer to respond to
requests from other systems that support these protocols.
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Table 11.1 Windows NT 1‘Cl’/IP tnstallalimt Options (continued) 

Option Usage

DHCP Sewer Service Installs the server software to support automatic
crittflgtttatioz! and addressing for computers using TCP/IP

on your inter-network. This option is available only for
Windows NT Server. Select this option if this computer is
to bc a DHCP Server, as described in Chapter 13,
“installing and Configuring DHCP Servers."

If you select this option, you must manually configure the
IP address, subnet mask, and default gateway for this
computer.

WlNS Server Service Installs the server software to so pport WINS, a dynamic
name resolution service for computers on a Wi tlLlOWS

intemetwork. This option is available only for

Windows NT Server. Select this option if this computer is
to be installed as a primary or secondary WINS server, as
described in Chapter 14, “installing and Configuring
WINS Servers.”

Do not select this option if this computer will be anNS
proxy agent.

Enable Automatic Dl—lCP Turns on automatic configuration of TCP/IP parameters for
Configuration this computer. Select this option if there is a DHCP server

on your internetwork to support dynamic host
configuration. This option is the preferred method for

configuring ‘l'CP/IP on most Windows NT computers.

This option is not available if the DHCP Server Service or

WlNS Server Service option is selected. 

if you have ttoubic installing Microsoft TCP/IP on your computer, follow the

suggestions in the error messages displayed on the screen. You can also use

diagnostic utilities such as ping to isolate network hardware problems and
'nnnmnnfilxln Anni-‘inmwt-inng Fm inf/\imatinn ms;- r‘hantpr l9 “Trrurhlpcl‘lnnhr‘loLuge/“At“Lu“; VULLLLbV¢MIAIJu , 9-- c.-."1...... A A .H_H.V-..H-___U
TCP/lP. ”

After TCP/IP is installed, the \systemroaAS YSTBMSZDRIV ERS\ETC directory

contains several files, including default HOSTS, NETWORKS, PROTOCOLS,

QUOTES, 21nd SERVICES files plus a sample LMHOSTSSAM file that describes
the format for this tile.
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Configuring TCP/IP
For TCP/IP to work on your computer, it must be configured with the IP addresses,

subnet mask, and default gateway for each netw0rk adapter on the computer.

Microsoft TCP/lP can be configured using two different methods:

 

- if there is a DHCP server on your intemetwork, it can automatically configure

TCP/IP for your computer using DHCP.

- If there is no DHCP server, or if you are configuring a Windows NT Server

computer to be a DHCP server, you must manually configure all TCP/IP
settings.

These configuration methods are described in the following sections.

Using DHCP
The best method for ensuring easy and accurate installation of TCP/IP is to use

automatic DHCP configuration, which uses DHCP to configure your local computer

with the correct IP address, subnet mask and default gateway.

You can take advantage of this method for configuring TCP/IP if there is a DHCP

server installed on your network. The network administrator can tell you if this

option is available. You cannot use DHCP configuration fora server that you are

installing as a DHCP server or a WINS server. You must configure TCP/IP settings
manually for DHCP servers, as described in “Configuring TCP/IP Manually” later

in this chapter.

2' To configure TCP/IP using DHCP

1. Make sure the Enable Automatic DHCP Configuration option is checked in

either the Windows NT TCP/IP Installation Options dialog box or the TCP/IP

Configuration dialog box.

2. When you restart the computer after completing "t‘CP/[P installation, the DHCP

server automatically provides the correct configuration information for your
computer.

If you subsequently attempt to configure TCP/lP in the Network Settings dialog

box, the system warns you that any manual settings will override the automatic

settings provided by DHCP. As a general rule, you should not change the automatic

Settings unless you specifically want to override a setting provided by DHCP. For

detailed information about DHCP, see “Dynamic Host Configuration Protocol" in

Chapter 12, “Networking Concepts for TCP/lP."
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Configuring TCP/EP Manually
After the Microsoft TCP/IP protocol software is installed on your computer, you

must manually provide valid addressing information if you are installing TCP/lP on
a Di-iCP server or a WiNS Server or if you cannot use automatic unCr'

configuration.

For a WINS server computer that has more than one network adapter card, WINS
always binds to the first adapter in the list of adapters bound by TCP/IP. Make sure

that this adapter address is not set to 0, and that the binding order of IP addresses iswuuuvau~

You must be logged on as a member of the Adinmistrato5 group for the local

computer to configure TCP/fl’.

Caution Be sure”touse the values for IP addresses and siibnet masks that are
supplied by your network administrator to avoid duplicate add1esses. If duplicate
addresses do occur, this can cause some computers on the network to function

11npredictably.For more informatioru see "lP Addressing” in Chapter 12,

“Networking Concepts for TCP/IP”

  

To manually configure the TCP/IP protocol
\9'

1. Complete one of the following tasks:

If you are installing TCP/IP, perform the following stepsr

- Complete all options in the Windows NT TCP/IP Installation Options dialog

box, and then choose OK to display the Network Settings dialog box.

Choose the OK button to display the Microsoft TCP/IP Configuration dialog
box.

—Or—

if you are reconfiguring TCFITP, perform the following steps.

- Double—click the Network option in Control Panel to display the Network

Settings dialog box.
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- In the Installed Network Software box, select TCP/IP Protocol, and then

choose the Configure button to display the TCP/l]3 Configuration dialog box

 
 

Cl Enable Automatic DllL‘l’ Configuration

LP Address: ‘ll .lUZl 4‘1 .l2

SgbnelMaxk: 3255 255 255 .0

gelaullfialeway: 11 A03 Al .12

Elimarv WINS Sewer: . . .

fiecundaw WINS Sewer: . . .

 
. W».

.3. t .
t . 

2. In the Adapter box, select the network adapter for which you want to set IP
addresses.

The Adapter list contains all network adapters to which W is bound on this

computeri This list includes all adapters installed on this computer.

You must set specific IP addressing information for each bound adapter with

correct values provided by the network administrator. The bindings for a

network adapter determine how network protocols and other layers of network
software work together.

3. For each bound network adapter, type values in the IP Address and Subnet Mask
boxes.

. The value in the IP Address box identifies the IP address for your local

computer or, if more than one network card is installed in the computer, for

the network adapter card selected in the Adapter box,
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4.

The value in the Subnet Mask box identifies the. network membership for the

selected network adapter and its host ID. This album the computer to
separate the IP address into host and network IDS. The subnct mask defaults

to an appropriate value, as shown in the l'"ollOwing table:

Table 11.2 Subnet Mask Defaults 

 Address class Range of first octet in [It-address Subnet mask

Class A t—126 H ' 2550.00

Class 13 128—191 255255.00

Class C l92—223 255.255.2550 

For each network adapter on the computer, type the correct IP address value in

the Default Gateway box, as provided by the network administrator.

This value specifies the IP address of the default gateway (or IP router) used to

forward packets to other networks or subnets. This value should be the IP

address of your local gateway.

This parameter is required only for systems on internetwmks. If this parameter

is not provided, 1P functionality is limited to the local subnet unless a roure is

specified with the ’PCP/IP route utility, as described in Appendix A, “TCP/IP
U tilitics Reference.”

If your computer has multiple network cards, additional default gateways can be

added using the Advanced Microsoft TCP/[P Configuration dialog box, as

described later in this chapter.

If there are WINS servers installed on your network and you want to use WINS

in combination with broadcast name queries to resolve computer names, type IP

addresses in the boxes for the primary and, optionally, the secondary WIN-S
servers. '

The network administrator should provide the correct values for these

parameters. These are global values for the computer, not just individual

adapters.

If an address for a WINS server is not specified, this computer uses name query
broadcasts (the b-node mode for NetBIOS over TCP/IP) plus the local

LMHOSTS file to resolve computer names to IP addresses. Broadcast resolution
is limited to the local network
 

Note WINS name resolution is enabled and configured automatically for a

computer that is configured with DHCP.

On a WINS server, NetBlOS ovcr’l‘CP/ll> (NETBTSYS) uses WINS on the

local computer as the primary name server, regardless of how name resolution

might be configured. Also, NerBlOS over TCP/IP binds to the first IP address

on a network adapter and ignores any additional addresses, 
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For overview information about name resolution options. see “Name Resolution
for Windows Networking” in Chapter 12 “Networking Concepts for ”PCP/ll?”

For detailed information about installing and configuring WINS servers, see

Chapter 14, “Inszalling and Configuring WINS Servers.”

6. If you want to configure the advanced TCP/IP options for multiple gateways and
other items, choose the Advanced button, and then continue with the

configuration procedure, as described in “Configuring Advanced TCP/IP

Options” later in this chapterl

7 . If you want to use DNS for host name resolution, choose the DNS button, and

then continue with the configuration procedure, as descnbed in the next section.

8. If you do not want to configure DNS or advanced options, or if you have

completed the other configuration procedures, choose the OK button When the

Network Settings dialog box is displayed again, choose the OK button.

Microsoft TCP/IP has been configured. If you are installing TCP/IP for the first
time, you must restart the computer for the configuration to take effect. If you

are changing your existing configuration, you do not have to restart your
computer.

AchrTCP/IP is inStalled, the \systemrooASYSTEM32\DRIVERS\ETC directory

contains a default HOSTS file and a sample LMHOSTSSAM file. The network

administrator might require that replacement HOSTS and LMl-[OSTS files be used
instead of these default files. '

Configuring TCP/IP to Use DNS
Although 'IlCP/IP uses IP addresses to identify and teach computers, users typically

prefer to use computer names. DNS is a naming service generally used in the UNIX
networking community to provide standard naming conventions for IP workstations.

Windows Sockets applications and TCP/lP utilities, such as ftp and telnet, can also

use DNS in addition to the HOSTS file to find systems when connecting to foreign

hosts or systems on your network.

Contact the network administrator to find out whether you should configure your

computer to use DNS. Usually, you can use DNS if you are using TCP/IP to

communicate OVCI’ the Internet or if your private internetwork uses DNS to

distribute host information. For information, see “Domain Name System

Addressing" in Chapter 12, “Networking Concepts for TCP/IP."

Microsoft TCP/l'P includes DNS client software for resolving internet or UNIX

system names. Microsoft Windows networking provides dynamic name resolution

for NetB 10$ computer names via WINS servers and NetBlOS over TCP/lPl

DNS configuration is global for all network adapters installed on a computer.
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To configure TCP/IP DNS connectivity

] . Double-click the Network option in Control Panel to display the Netw0rk
Settings dialog box.

[‘3 . In the 111313.“ d NCWJOrk Sofiu/nm: knv valiant 'T'f‘D/TD Dunn-Anninva Luv UVA, ouxvui A u) llJ. I. IULUUUJ) and 1155?; C110086

the Configure button to display the TCP/IP Configuration dialog box.

3. Choose the DNS button to display the DNS Configuration dialog box.
 we“ t _ T.“~xu"n"‘ ...-,t-..~ x v-«w-o

s \x-ishmi ”‘1- as;

\ .. .. J
  

 . . was: ‘i-Ler' *
., A ~‘. @Mmrhfim ‘:

. l l

a” llosluamez aAanntopz Domagn Name: I:] i

[‘Dumain Name Service IONS} Search Order

  
 

  
  

  
 

Names are displayed in the Hos: Name box and Domain Name box.

4. Complete one or both of the following optional tasks:

- Type anew name in the Host Name box (usually your computer name).

The host name can. be any combination of A—7 letters 0—9 numerals and the

hyphen (~) Character. — -..

Note Some characters mat can be used in Windows NT computer names,

particularly the underscore, cannot be used in host names.

By default, dais value is the Windows NT computer name‘ but the network

administrator can assign another host name without affecting the computer

name. The host name is used to identify the local computer by name for

authentication by some utilities. Other TCP/lP-hased utilities, such as rexec,

can use this value to learn the name of the local computer. Host names are

Stored on DNS servers in a table that maps names to IP addresses for use by
DNS.
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- Type a new name in the Domain Name box.

The DNS Domain Name can be any combination of A—Z letters, 0—9

numerals, and the hyphen (—) plus the period (.) character used as a separator.

The DNS Domain Name is usually an organization name followed by a

period and an extension that indicates the type of organization, such as
mierosofteom. The DNS Domain Name is used with the host name to create

a fully qualified domain name (FQDN) for the computer. The FQDN is the

host name followed by a period (.) followed by the domain name. For

example, this could be cor'p01.research.trey.eom, where eorp01 is the host

name and researchdreyxom is the domain name. During DNS queries, the

local domain name is appended to short names. 

N—ofe A DNS domain is not the same—as a Windows NT or LAN Manager
domain.  

, 5. In the Domain Name System (DNS) Search Order box, type the lP address of

the DNS server that will provide name resolution, and then choose the Add

button to move the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

You can add up to three TP addresses for DNS servers. The servers running

DNS will be queried in the order listed. To change the order of the IP addresses,

select an IP address to move, and then use the up- and down-arrow buttons. To
remove an IP address, select the IP address, and then choose the Remove button.

6. in the Domain Suffix Search Order box, type the domain suffixes to add to your
domain suffix search list, and then choose the Add button

This List Specifies the DNS domain suffixes to be appended to host names during

name resolution. You can add up to six domain suffixes. To change the search

order of the domain suffixes, select a domain name to move, and then use the up-
and down—arrow buttons. To remove a domain name, select the domain name.
and then Choose the Remove button.

7. When you are done setting DNS options, choose the OK button.

8. When the TCP/iP Configuration dialog hex reappears, choose the OK button.

When the Network Settings dialog box reappeais, choose the OK button.

The settings take effect after you restart the computer.
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Configuring Advanced TCWEP Options
11' your computer has mthiple network adapters connected to different networks

using TCP/IP, you can choose the Advanced button in the TCP/IP Configuration

dialog box to configure Options for the adapter-S or to configure alternate default

gatewaysr

> To configure or neconiigure advanced TCP/IP options

1. Double-click the Network option in Control Panel to display the Netwark

Settings dialog box.

2. in the Installed Network Software box, select TCP/IP Protocol. and then choose

the Configure button to display the TCP/IP Configuration dialog box
. ”A, _ . m“. __..i . , _. . A.» __, A "'3‘" ,_ ,1I r r I '...~.,» r~ 5 l- \_ ~‘ IV;~%I: "'b'l’ ‘1'

'=-' E) \5' £0.35 1‘ t"'*’\\‘13Nk‘ t lr’ifial‘iflmm‘fl ‘45,: u w. 3,.y:m\‘?i§i‘x§i\:3\w<“ &

‘Adapjer 1|] ego emalwunxs rmbp Adanttn E;
IP Addleu' [P Addiesma
_—__.__1 W x 1%0‘1411‘1‘2‘“,
filibMtMuk:

:3

 
  
_ _ 1.1 4112
llqauu Galena,» 1 03. 
 

 

 
3 Choose the Advanced button to display the Advanced Microsoft TCP/IP

Configuration dialog box.

4. In the Adaptor box, select the network adapter for which you want to specify

advanced configuration values.

The IP address and default gateway settings in this dialog box are defined only

for the selected network adapter.
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5. in the 11’ Address and SubneLMask boxes, type an additional IP address and

subnet mask for the selected adapter, and then choose the Add button to move

the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat tliis process

for each additional 11’ address. You can specify up to five additional IP

addresses and subnet masks for identifying the selected network adapter. This

can be useful for a computer connected to one physical network that contains

multiple logical 1? networks.

6. In the Default Gateway box. type the IP address for an additional gateway that
the selected adapter can use, and men choose the Add button to move the IP

address to the list on the right.

Repeat this process for each additional gateway. The network administrator

should provide the correct values for this parameter.

This list specifies up to five additional default gateways for the selected network

adapter.

To change the priority order for the gateways, select an address to move and use

the up- or down-arrow buttons. To remove a gateway, select it, and then choose
the Remove button.

7. If y0u want to use DNS for DNS name resolution on Windows networks, select

the Enable DNS For Windows Name Resolution option.

If this option is selected, the system finds the DNS server by using the 1P
address specified in the DNS Configuration dialog box, as described earlier in

this chapter. Selecting this option enables DNS name resolution for use by

Windows networking applications.

8. If you want to use the LMHOSTS file for thBIOS name resolution on

Windows networks, select the Enable LMHOSTS Looku p option.

If you alieady have a configured LMI-lOSTS file, choose the Import LMHOSTS

button and specify the directory path for the LMHOSTS file you want to use. By
default, Windows NT uses the LMHOSTS file found in

\systemmodSYSTEM32\DRIVERS\ETC.

For any method of name resolution used in a Windows NT network, the

LMHOSTS file is consulted last after querying WINS or using broadcasts. but
before DNS is consulted.
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9. tn the Scope 11') box, type the computer‘s scope identifier. if required on an
internetwork that us es NetBIOS Over TCP/IP.

To communicate with each other, all computers on a TCP/lP internetwork must

have the same scope ID. Usually, this value is left blank. A scope 1D might be

assigned to a group of computers that will communicate only with each other

and no other systems. Such computers can find each other it their scope le are

identical. Scope IDs are used only for communication based on NetBIOS over
TCP/ll’.

A computer can have only one scope ID, even if it has more than one adapter

card with access to more than one network. if such a mullihomed computer is a

DHCP client, with DHCP servers on each network, the scope ID of the two

networks should be identical. If they are noc identical, the last adapter card to be

configured will write its scope 1D to the Registry, which could result in

unexpected behavior and a loss of connectivity to one of the networks. it is best

in this case to set the scope ID manually. Any manually configured value

overrides values provided by the DHCP server.

The network administrator should provide the correct value, if required.

10. To turn on static IP routing, check the Enable 1? Routing option.

This option allows this computer to participate with other static routers e. a

network. You should check this option if you have two or more network cards

and your network uses static routing, which also requires the addition of static

routing tables. For information about creating static routing tables, see the route

utility in Appendix A, “TCP/IP Utilities Reference.”

This option is not available if your computer has only one network adapter and

one IP address. Also, this option does not support routers running the Routing
hri'ormation Protocol (8113,.

l 1. If you want this computer to be used to resolve names based on the WLNS

database, select the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote computers,
so other corrrpu‘rers configured for broadcast name resolution can boner“it from

the name resolutiOn services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server

in the TCP/lP Centiguration dialog box. as described in ”Configuring TCPflP”

earlier in this chapter. However, the proxy agent cannot be run on a computer
that is also a WINS server.

Consult with the network administrator to determine whether your computer

should be configured as a WINS proxy agent, as only a few computers on each

subnetwork should be configured for this feature.
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12. When you are done setting advanced options, choose the OK button. When the

TCP/TP Configuration dialog box reappears, choose the OK button. When the

Network Settings dialog box reappears, choose the OK button to complete
advanced TCP/lP configuration.

You must restart the computer for the changes to take effect.

Configuring SNMP
The SNMP service is installed when you select the SNMP Service option in the

Windows NT TCP/lP Installation Options dialog box. After the SNMP service

software is installed on your computer, you must configure it with valid information

for SNMP to operate.

You must be logged on as a member of the Administrators group for the local

computer to configure SNMP.

The SNMP configuration information identifies communities and trap destinations

- A canmzunity is a group of hosts to which a Windows NT computer running the

SNMP service belongs. You can specify one or more communities to which the

Windows NT computer using SNMP will send traps. The community name is

placed in the SNMP packet when the trap is sent.

When the SNMP service receives a request for information that does not corttain

the correct community name and does not match an accepted host name for the

service, the SNMP service can send a trap to the trap destination(s), indicating

that the request failed authentication.

- Trap destinations are the names or 1P addresses of hosts to which you want the

SNMP service to send traps with the selected community name.

You might want to use SNMP for statistics, but might not care about identifying

communities or traps. In diis case. you can specify the “public” community name

when you configure the SNMP service.

s To configure the SNMP service

1. Double-click the Network option in Control Panel to display the Network

Settings dialog box.
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2. In the Installed Network Software box, select SNMP Serum, and then choose

the Configure button to display the SNMP Service Configuration dialog box.

 

bl):
 

 

l_P HaxUAddtes: or
"“54 Address    
 

. To identify each community to which you want this computer to Send traps, type

the name in the Community Names box. After typing each name, choose the

Add button to move the name to the Send Traps With Community Names list on
the left.

Typically, all hosts belong to public, which is the standard name for the common

community of all hosts. To delete an entry in the list, select it, and then choose
the Remove button.
 

Note Community names are case sensitive. 

. To Specify hosts for each community you send traps to, after you have added the

community and while it is still highlighted, type the hosts in the 1P Host/Address
Oi' lPX Address box. Then choose the Add button to move the host name or IP

address to the Trap Destination for the selected community list on the left.

You can enter a host name, its IP address, or its 1.9x address.

To delete an entry in the list, select it, and then choose the Remove button.

. To enable additional security for the SNMP service, choose the Security button.

Continue with the configuration procedure, as described in the next section,

“Configuring SNMP Security." -

. To specify Agent information (comments about the user, location, and services),

choose the Agent button, and then continue with the configuration procedure. as

described in “Configuring SNMP Agent Information” later in this chapter.

. When you have completed all procedures, choose the OK button. When the

Network Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service has been configured and is ready to start. It. is not

necessary to reboot the computer.
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Configuring SNMP Security
SNMP security allows you to specify the communities and hosts a computer will

accept requests from, and to specify whether to send an authentication trap when an

LlnauthOL‘iZCd community or host requests information.

, To configure SNMP security

1. Double-click the Network option in Control Panel to display the Network

Settings dialog box.

2. In the Installed Network Software list box, select SNMP Service, and then

choose the Configure button. .

3. In the SNMP Sen/ice Configuration dialog box, choose the Security button.

50nd Authentication hat:-

Aene pted Co mmunilp flame:

 

0 Accept SNMP Puckett: ham Any Hm
iny Accept SNMP Packet: [tom these Heals:

1P Hon/Address at
l PX Address:

 

 
4, If you want to send a trap for failed authentications select the Send

Authentication Trap check box in the SNMP Security Configuration dialog box.

5. 1n the Community Name box, type the community names in which you will

accept requests. Choose the Add butIOn after typing Cild'l name to move the

name to the Accepted Community Names list on the left.

A host must belong to a community that appears on this list for the SNMP

service to accept requests from that host. Typically all hosts belong to public,

which is the standard name for the common community of all hosts. To delete an

entry in the list, select it, and then choose the Remove button.
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6. Select an option to specify whether to accept SNMP packets from any host or

from only specified hosts.

. If the Accept SNMP Packets From Any Host option is selected, no SNMP

packets are rejected on the basis of source host 1D. The list of hosts under

Only Accept SNMP Packets From These Hosts has no effect.

- If the Only Accept SN'MP Packets From These Hosts option is selected,

SNMP packets will be accepted only from the hosts listed. In the IP

Host/Address Or IPX Address box, type the host names, IF addresses, or

IPX addresses of the hosts from which you will accept requests. Then choose
the Add button to move the host name or IP address to the list box on the left.

To delete an entry in the list. select it, and then choose the Remove button.

7. Choose the OK button.

The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services),

choose the Agent button. Continue with the configuration procedure, as
described in the next section.

8. After you complete all procedures, choose the OK button. When the Network

Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are

ready to start. You do not need to reboot the computer.

Configuring SNMP Agent Information
SNMP agent information allows you to Specify comments about the user and the

physical location of the computer and to indicate the types of service to report. The
types of service that can be reported are based on the computer’s configuration.

s To configure SNMP agent information '

1. Double-click the Network option in Control Panel to display the Networic

Settings dialog box.

2. In the InstaJ led Network Software list box, select SNMP Service, and then

choose the Configure button to display the SNMP Service Configuration dialog
box.
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3. Choose the Agent button to display the SNMP Agent dialog box.
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4. In the Contact box and Location box, type the computer user’s name and the

computer’s physical location.

These comean are used as text only. They cannot include embedded control
characters.

5. In the Service group box, select all options that indicate network capabilities

provided by your Windows NT computer.

SNMP must have this information to manage the enabled services.

If you have installed additional 'I‘CP/iP services, such as a bridge or router, you
should consult RFC 1213 for additional information.

Table 11.3 SNMP Service Options

Option Description  

Physical Select this option if this Windows NT computer manages any
physical ‘TCP/IP device, such as a nepeater.

Datalink/Subnetwork Select this option if this Windows NT oomputer manages a
TCP/IP subnetwork or datalink, such as a bridge.

Internet Select this option if this Windows NT computer acts as an IP
gateway.

End-to-Bnd Select this option if this Windows NT computer acts as an IP
host. This option should be selected for all Windows NT
installations.

Applications Select this option if this Windows NT computer includes any
applications that use TCP/IP. such as electronic mail. This

option should be selected for all Windows NT installations. 
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6. Choose the OK button.

7. When the SNMP Service Configuration dialog box reappears, choose the OK

button. When the Network Settings dialog box reappears, choOSe the OK button,

SNMP is now ready to one-rote. Von do riol need to rest =12! the computer.
run. — Vu vv - u A Ly“...

Removing TCP/iP Components
If you want to remove the TCP/lP protocol or any of the services installed 011a

computer, use the Network option in Control Panel to remove it.

When you remove network software. Windows NT warns you that the action

permanently removes that component, You cannot reinstall a component that has

been removed until after you restart the computer.

F To remove any TCP/IP component

1. Double—click the Network option in Control Panel to display the Network

Settings dialog box.

2. In the Installed Network Software list, select the component that you want. to
remove.

3. Choose the Remove button to permanently remove the component.

Configuring HAS for Use with TSP/tsp
Windows NT users who install Remote Access Service (RAS) for remote

networking maintain all the benefits of TCP/IP networking. including access to the

WINS and DNS capabilities of Microsoft TCP/IP. RAS clients can be configured

to use Point to Point Protocol (PPP) or Serial Line Internet Protocol (SLIP) to allow

TCP/IP dial-up support for existing TCP/1P internetworks and the intornet. When

PPP is configured on a Windows NT Remote Access server, it can function as a

router for RAS ciients. SLIP client software is provided to support older

implementatiOns; it does not support multiple protocols.

As with all network services, you install RAS by using the Network option in

Control Panel. During RAS installation and configuration, you can specify the

network protocol settings to use for RAS connections, which also enables you to

specify TCP/lP configuration settings When the network administrator installs a
Microsoft RAS server, IP addresses are reserved for use by RAS clients.
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Users with RAS client computers can use the Remote Access program to enter

and maintain names and telephone numbers of remote networks. RAS clients can

connect to and disconnect from these networks through the Remote Access

program. You can also use the Remote Access Phone Book application to select the

network protocols to use for a specific Phone Book entry. If TCP/lP is insmlled, the

Phone Book automatically selects TCP/IP over PPP as the protocol.

If a RAS client computer has a serial COM port, you can use the Remote Access

Phone Book application to configure SLIP for use with a selected Phone Book

entry. If you configure a RAS client computer to use the SLIP option, when you dial

in for a connection to the selected Phone Book entry, the Terminal screen appears,

and you can begin an interactive session with a SLIP server. When you use SLIP,

Remote Access Phone Book bypasses user authentication. You will not be asked for

a usemarne and password.

For complete information about setting up RAS servers and clients and using RAS

with Windows NT, see Windows NT Setver Remote Access Service.
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Networking Concepts for TCP/IP

 
This chapter describes how TCP/IP fits in the Windows NT network architecture

and explains the various components of the Internet Protocol suite and IP

addressing. As part of the discussion on name resolution in Windows-based

networking, this chapter also describes NetBIOS over TCP/IP (NET) and Domain

Name System (DNS). For additional information about these topics, see the books
listed in the “Welcome” section of this manual.

This chapter also provides conceptual information about two key features for

Microsoft ’PCP/IP: Dynamic Host Configuration Protocol (DHCP) and Windows '
Internet Name Service (WINS).

The following topics appear in this chapter:

- TCP/IP and Windows NT networking

- Internet proroeol suite

- IP addressing

- Name resolution for Windows-based networking

SNMIP
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TCP/lP and Windows NT Networking

Page 215 of 530

The architecture of the Microsoft Windows NT operating system with integrated

networking is protocol-independent. This architecuue, illustrated in the following

figure, provides Windows NT file, print, and other services over any network

protocol that uses exports from the TDl interface. The protocols package network

requests for applications in their respective formats and then send the requests to

the appropriate network adapter via the network device interface speczfi‘carion

(N DIS) interface. The NDIS specification allows multiple network protocols to

reside Over a wide variety of network adapters and media types.

SNMP N HPC______l 

Mndows

NetBIOS Applications

Windows Sockets

Applications 

Transport Device
lnterlace

Standard

TCP/IP

Modules [ A:

NetBlOS Interface

  Windows Sockets
Interface  
 

 
 

Network Driver
Interlaoe

 
NDIS Drivers, SLIP, PPP

 

 
 
 

Physical Network Layer

Figure 12.1 Architectural Model of Windows NT with TCP/lP

Under the Windows NT transport—independent architecture, TCP/IP is a protocol

family that can be used to offer Windows—based networking capabilities The

TCP/IP protocol gives Windows NT, Windows for Workgroups, and LAN

Manager computers transparent access to each other and 2110st communication

with uon—Microwft systems in the enterprise network.
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Internet Protocol Suite

TCP/IP refers to the Internet suite of protocols. It includes a set of standards

that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the connections.

The interact protocols are a result of a Defense Advanced Research Projects

Agency (DARPA) research project on network interconnection in the late 19705. It

was mandated on all United States defense long-haul netWorks in 1983 but was not

widely accepted until it was integrated with 4.2 Berkeley Software Distribution

(BSD) UNlX. The popularity of TCP/IP is based on the following features:

- Robust client—serverframework. TCP/IP is an excellent client-server

application platfoan especially in wide area network (WAN) environments.

- Information sharing. Thousands of academic, military, scien tific, and

commercial organizations share data, electronic mail, and services on the

Internet using ‘I‘CP/IP.

- General availability. Implementations of TCP/IP are available on nearly every

popular computer operating system. Serrrce code is widely available for many

implementations. Vendors for bridges, routers, and network analyzers all offer

support for the TCP/IP protocol suite within their products.

The following discussion introduces the components of the IP protocol suite. Some

knowledge of the architecture and interaction between TCP/IP components is useful
for both administrators and users, but most of the details discussed here are

transparent when you are actually using TCPflP.

Transmission Control Protocol and Internet Protocol

Transmission Control Protocol (TCP) and Internet Protocol (11") are only two

members of the IP protocol suite. IP is a protocol that provides packet delivery for

all other protocols within the TCP/IP family. I? provides a best-effort,

connectionless delivery system for computer data. That is, IP packets are not

guaranteed to arrive at their destination, nor are they guaranteed to be received in

the sequence in which they were sent. The protocol’s checksum feature confirms

only the IP header"s integrity. Thus, responsibility for the data contained within the

IP packet (and the sequencing) is assured only by using higher— level protocols.
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Perhaps the most common higher—level IP protocol is TCP. TCP supplies a reliable,

connection—based protocol over (or encapsulated within) 1?. TCP guarantees the

delivery of packets, ensures proper sequencing of the data, and provides a checksurn

feature that validates both the packet header and its data for accuracy. In the event

that the network either con-upts or loses a "PCP/1P packet during transmission. ’I‘Ct’

is responsible fOr retransmitting the faulty packet. This reliability makes 'l‘CP/IP the

protocol of choice for session-based data transmission. cl icnt—scrver applications,

and critical services, such as electronic mail.

This reliability has a price. "PCP headers require the use of additional hits to provide

proper sequencing of information, as well as a mandatory checksum to ensure

reliability of both the TCP header and the packet data. To guarantee successful data

delivery, the protocol also requires the recipient to acknowledge successful receipt
of data.

Such acknowledgments (or ACKs) generate additional network traffic, diminishing

the level of data throughput in favor of reliability. To reduce the impact on

performance, most hosts send an acknowledgment For every other segment or when

an ACK timeout expires.

User Datagram Protocoi
Ifreliability is not essential, User Datagram Protocol (UDP), a TCP complement,

offers a connectionless datagrarrt service that guarantees neither delivery nor

c01rect sequencing of delivered packets (much like IF). Higher~1evel protocols or

applications might provide reliability mechanisms in addition to UDP/II’. UDP' data

checksums are optional, providing a way to exchange data over highly reliable

networks without unnecessarily consuming network resources or processing time.

When UDP checksums are used, they validate the integrity of both the header and

data. ACKs are also not enforced by the UDP protocol; this is left to higher—level
protecols.

UDP also offers oncrto-many service capabilities, because it can be either
broadcast or multicast.
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Address Resolution Protocol and Internet Control Message
Protocol

Two other protocols in the 1? suite perform important functions, although these are

not directly related to the transport of data: Address Resolution Protocol (ARP) and

Internet Control Message Protocol (ICMP). ARP and [CMP are maintenance

protocols that support the IP framework and are usually invisible to users and

applications.

IP packets contain both source and destination lP addresses, but the hardware

address of the destination computer system must also be known. 1P acquires a

system’s hardware address by broadcasting a special inquiry packet (on ARP

request packer) containing the [P address of the system with which it is attempting
to communicate All of the ARP—enabled nodes on die local IP network detect these

broadcasts, and the system that owns the IP address in question replies by sending
its hardware address to the requesting computer system in an ARP reply packet.

The hardware/1P address mapping is then stored in the requesting system’s ARP

cache for subsequent use. Because the ARP reply can also be broadcast to the

network. it is likely that other nodes on the network can use this information to

update their own ARP caches. (You can use the arp utility to view the AR? tables.)

ICMP allows two nodes on an IP network to share [P status and error information.

This information can be used by higher-level protocols to recover from transmission

problems or by network administrators to detect network trouble. Although ICMP

packets are encapsulated within IP packets, they are not considered to be a higher-

lcvel protocol (ICMP is required in every TCP/IP implementation). Tire ping utility

makes use of the ICMP echo request and echo reply packets to determine whether

a particu1ar IP node (computer system) on a network is functional. For this reason,

the ping utility is useful for diagnosing IP network or gateway failures.

IP Addressing
A [10.91 is any device attached to the network that uses TCP/JP. To receive and

deliver packets successfully between hosts, TCP/lP relies on three values, that the

user provides: IP address, subnet mask, and default gateway.

The network administrator provides each of these values for con figuring TCP/lP on

a computer. Windows NT users on networks with Dl-TCP servers can take

advantage of automatic system configuration and do not need to manually configure

TCP/lP parameters. This section provides details about IP addresws, su bnet masks,

and IP gateways.
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tP Addresses

Every host interface, or node, on a TCP/iP network is identified by a unique ]P

address. This address is used to identify a host on a network; it also specifies

routing information in an internerwork. The 17‘ address identifies a computer as a

32—bit address that is unique across a TCP/IP network. An address is usually

represented in dotted-decimal notation, which depicts each octet (eight bits, or one

byte) of an IP address as its decimal value and separates each octet with a period.
An IP address looks like this:

tQ?i54.94.97

 

host on the inter-network must be assigned a unique IP address, valid for its

particular network. 

Network ID and Host ID

Although an IP address is a single value, it contains two pieces of information: the

network 1]) and the host (or system) [D for your computer.

. The nerwork ID identifies a group of computers and other devices that are all

located on the same logical network, which are separated or interconnected by
routers. In unemetworks (networks formed by a collection of local area

netWorks), there is a unique netWork 1D for each network.

The host ID identifies your computer within a particular network ID. (A host is
any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public Internet must obtain an official network ID

from the In tci‘NIC to guarantee IP network ID uniqueness. The luterNIC can be

contacted Via electronic mail at info@intemic.net (for the United States}

t—ROO—AA 4—41-3115 9:. for Canada and oversea, 619—455—4600). Internet

registration requests can be sent to hostmastei'@irtternic.net. You can also use FTP

to connect to isinternicnet, then log in as anonymous, and then change to the
IINFOSOURCE/FAQ directory.
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After receiving a network ID, the local network administrator must assign unique

host IDs for computers within the local network. Although private networks not

connected to the Internet can choose to use their own network identifier, obtaining a

valid network ID from InterNIC allows a private netw0rk to connect to thelntemet

in the future without reassigning addresses.

The Internet Community has defined address classes to accommodate networks of

varying sizes. Each network class can be discerned from the first octet of its LP

address. The following table summarizes the relationship between the first octet of

a given address and its network 1D and host ID fields. It also identifies the total

number of network IDs and host IDs for each address class that participates in the

Internet addressing scheme. This sample uses w.x.y.2 to designate the bytes of the
IP address.

Table 12.1 1.? Address Classes 

Available Availa ble

  Class W Vflluesll Network ID Host 1]) networks has is per not

A l~126 w x.y.7. 126 16,777,214

B 128—191 w.x y.z 16,384 65.534

C 192-223 w.x.y Z 2,097,151 254 

l Inclusive range for the first octet in the IP address.

2 The address 127 is reserved for loopback testing and interpmeess communication on the local
computer; it is not a valid network address. Addresses 224 and above are reserved for special
protocols (lGMP mulrieast and others). and cannot be used as host addresses.

A network host uses the network 1D and host ID to determine which packets it

should receive or ignore and to determine the scope of its transmissions (only nodes

with the same network ID accept each other’s IPvlevel broadcasts).

Because the sender‘s IP address is included in every outgoing IP packet, it is useful

for the receiving computer system to derive the originating network ID and host ID

from the IP address field. This task is done by using subnet masks, as described in

the foilowing section. -
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Subnei Masks

Subnet masks are 32—bit values that allow the recipient of 11’ packets to distinguish

the network ID portion of the IP address from the host 1D. Like an 1P address, the

value of a suhnct mask is frequently represented in dotted—decimal notation. Subner

masks are determined by assigning 1‘s to bits that belong to the network ID and Us

to the bits that belong to the host 1D. Once the bits are in place, the 32—bit value is

converted to dotted-decimal notation, as shown in the following table.

Table 12.2 Default Subnet Masks for Standard IP Address Classes 

 Address class Bits for sub net mask Subnel mask

Ciass-A 11111111 00000000 00000000 00000000 255000

Class B 11111111 11111111 00000000 00000000 25525500

ClassC 11111111111111111111111100000000 255.255.2550 

The result enables TCP/IP to determine the host and network IDs of the local

computer. For example, when the IP address is 102.54.94.97 and the subnot mask is
255255.00, the network 1D is l02.54 and the host ID is 94.97.

Although configuring a host with a subnct mask might seem redundant after

examining the previous tables (since the class of a host is easily determined), subnct

masks are also used to further segment an assigned network 1D among several local
networks.

For example, suppose a network is assigned the Class-B network address 144.1001

This is one of over 16,000 Class-B addresses capable of serving more than 65,000

nodes. However, the worldwide corporate network to which this ID is assigned is

composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for 11 more network IDs, it is better to use subnctting to make more effectiVe use of

the assigned ID 144.100. The third octet of the IP address can be used as a snbnet

ID, to define the subnet mask 255.255.2550. This arrangement splits the Class-B

address into 254 subnets: 144.1001 through 144.100.2511, each of which can have

254 nodes. (Host IDS O and 255 should not be assigned to a computer; they are used

as broadcast addresses, which are typically recognized by all computers.) Any 12

of these network addresses could be assigned to the hitemational LANS in this

example. Within each LAN, each computer is assigned a Unique host ID, and they
all have the subnct mask 255.255.2550. x
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The preceding example demonstrates a simple (and common) subnct scheme for

Class—B addresses. Sometimes it is necessary to segment only portions of an octet,

using only a few bits to Specify subnet IDs (such as when subnets exceed 256

nodes). Each user should check with the local network administrator to determine

the network's subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network 10.

Important Alt computers on a logical network must use the same subnet mask and

network 1D; otherwise, addressing and routing problems can occur. 

Routing and IP Gateways

Page 222 of 530

TCP/IP networks are connected by gateways (or routers), which have knowledge of

the networks connected in the inter-network. Although each IP host can maintain

static routes for specific destinations, usually the default gateway is used to find

[cmote destinations. (The default gateway is needed only for computers dlat are

part of an internetwork.)

When lP prepares to send a packet, it inserts the local (source) IP address and the

destination address of the packet in the 1P header and checks whether the network

ID of the destination matches the network ID of the source. [f they match, the

packet is sent directly to the destination computer on the local network. If the

network IDs do not match, the routing table is examined for static routes. If none

are found, the packet is forwarded to the default gateway for delivery.

The default gateway is a computer connected to the local subnet and other networks

that has knowledge of the network IDs for other networks in the internetwork and

how to reach them. Because the default gateway knows the network IDs of the other

networks in the internetwork, it can forward the packet to other gateways until the

packet is eventually delivered to a gateway connected to the specified destination.

This process is known as routing.
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Figure 12.2 Internetwork Routing Through Gateways

On networks that are not part of an intcinctwork, IP gateways are not required. If a

network is part of an internetwork and a system does not specify a default gateway

(or if the gateway computer is not operating property), only communication beyond

the local subnet is impaired. Users can add static routes by using the route utility to

specify a route for a particular system. Static routes always override the use of

default gateways.

If the default gateway becomes unavailable the computer cannot communicate

outside its own subnet. Multiple default gateways can be assigned to pIBVertt

such a problem. When a computer is configured with multiple default gateways,

retransmission problems result in the system trying the other routers in the

Configuration to cnsute internetworidng communications capabilities To configure

multiple default gateways in Windows NT, you must provide an I? address for each

gateway in the Advanced Microsoft TCP/IP Configuration dialog box, as described

in Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP."

Dynamic Host Configuration'Protocol
Assigning and maintaining IP address information can be an administrative burden
for network administrators responsible for internetwork connections. Contributing

to this burden is the problem that many users do not have the knowledge necessary

to configure their own computers for internctworking and must therefore rely on
their administrators.
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The Dynamic Host Configuration Protocol (Dl—lCP) was established to relieve this

administrative burden DHCP provides safe, reliable, and simple TCP/IP network

configuration. ensures that address conflicts do not occur, and helps conserve the
use of IP addresses through centralized management of address alloealion. DHCP

offers dynamic configuration of IP addresses for computers. The system

administrator controls how IP addresses are assigned by specifying lease durations,

which specify how long a computer can use an assigned YP address before having to
renew the lease with the DHCP server.

As an example of how maintenance tasks are made easy with Dl-ICP, the IP address
is released automatically for a DHCP client computer that is removed from a

subnet, and a new address for the new su boot is automatically assigned when that

computer reeonneets on another subnet. Neither the user nor the network

administrator needs to intervene to supply new configuration information This is a

most significant feature for mobile computer users with portabies that are docked at

different computers, or for computers that are moved to different offices frequently

The DHCP client and server services for Windows NT are implemented under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

The following illustration shows an example of a DHCP server providing

configuration information on two subnetsi If, for example, ClientC is moved to

Subnet 1, the DHCP server automatically supplies new TCPflP configuration
information the next time that ClientC is started.

DHCP servert

 
 

Router

(with BOOTP forwarding enabled)

 
. l 'DHCP clients

\1’
DHCP client]

Figure 12.3 DHCP Clients and Servers on a Routcd Network
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DHCP uses a client—server model and is based on leases for IP addresses. During

system startup (the initializing state), a DHCP client computer sends a discover

message that is broadcast to the local network and might be relayed to all DHCP

servers on the private internetwork. Each DHCP server that receives the discover

message responds with an afier message containing an IP address and valid

configuration information for the client that sent the request.

The DHCP client collects the configuration offerings from the servers and enters

a selecting state. When the client enters the requesting state, it chooses one of the

configurations and sends a request message that identifies the DHCP server for the

selected configuration.

The selected 'DHCF server sends 3 DHCP acknowledgment message that contains
the address first sent during the discovery stage, plus a valid lease for the address
and the TOP/1P network configuration parameters for the client. After the client

receiVes the acknowledgment, it enters a bound state and can now participate on the

TCP/IP network and complete its system startup. Client computers that have local

storage save the received address for use during Subsequent system startup. As the

lease approaches its expiration date, it attempts to renew its lease with the DHCP

server, and is assigned a new address if the current [P address lease cannot be
renewed.

 discover Lease expires

 

  

   

 

-. .3 Lease approaches
1 expiration (87.5%) acknowledgment 

Hi Lease approaches
expiration {50%)

 
  

 

Figure 12.4 DHCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define

local policies for address allocation, leases, and other options. For information

about using this tool, see Chapter 13, “Installing and Configuring DHCP Servers."

For information about the steps for setting up ’l‘CP/IP using DHCP, see .

“Configuring TCP/lP” in Chapter ] 1, “Installing and Configuring Microsoft

TCP/lP and SNMP.“ For information about setting up DHCP relaying, see the

decumentation for your router.
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Name Resolution for Windows-Based Networking
Configuring Windows NT with TCP/IP requires the IP address and computer name,

which are unique identifiers for the computer on the network. The LP address, as

described earlier in this chapter, is the unique address by which all other 'I‘CP/IP

devices on the intemctwork recognize that computer. For TCP/IP and the Internet,

the computer name is the globally known system name plus a DNS domain name.

(On the local network, the computer name is the NetBIOS name that was defined

during Windows NT Setup.)

Computers use IP addresses to identify each other, but users usually find it eaSicr to

work with computer names. A mechanism must be available on a TCP/lP network

to resolve computer names to 1P addresses. To ensure that both computer name and

address are unique, the Windows NT computer using TCP/IP registers its name and

IP address on the network during system staItup. A Windows NT computer can use

one or more of the following methods to ensure accurate name resolution in TCP/IP
in temetworks:

. Windows Internet Name Service

Windows NT computers can use WINS if one or more WLNS servers are

available that contain a dynamic database mapping computer names to [P

addresses. WINS can be used in conjunction with broadcast name resolution

for an internetwork where other name resolution methods are inadequate As

described in the following seetion, WINS is a NetBIOS over TCP/IP (NBT)

mode of operation defined in RFC 1001/1002 as p-node.

- Broadcast name resolution

Windows NT computers can also use broadcast name resolution. which is a

NetB [OS over TCP/IP mode of operation defined in RFC 1001/1002 as b—node.

This method relies on a computer making lP—level broadcasts to register its

name by announcing it on the network. Each computer in the broadcast area is

responsible for challenging attempts to register a duplicate name and for

responding to name queries for its registered name.

- DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when connecting a computer to foreign hosts using NetBIOS over TCP/IP or

Windows Sockets applications, such as FTP. DNS is a distributed database

designed to relieve the traffic problems that arose with the exploding growth of

the Internet in the early 19805.
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a An LMl—IOSTS tile to specify the NetBlOS computer name and TP address

mappings, or a HOSTS file to specify the DNS name and IP address

On a local computer, the HOSTS file (used by Windows Sookets applications to

find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP to

find Microsoft networking computer names) can he used to list known IP

addresses mapped with corresponding computer names. The LMI-IOSTS file is
still used for name resolution in Windows NT for Small‘seate networks or

remote snbnets when: WlNS is not available.

This section pmvides details about name resolution in Windows NT after first,

presenting some background information about the modes of NetBlOS over TCP/iP
that can be used in Microsoft networks.

NetBtOS over TOP/t? and Name Resolution

NetBIOS over TCP/IP (NET) is the session—layer network service that performs

namevto-IP address mapping for name resolution. This section describes the modes

of NET, as defined in RFCs 1001 and 1002 to specify how NetBIOS should be

implemented over TCP/IP. A '

r[‘he modes of NBT define how network resources are identified and accessed. The

two most important aspects of the related naming activities are registration and

resolution. Registration is the process used to acquire a unique name for each node

(computer system) on the network. A computer typically registers itself when it

starts. Resolution is the process used to determine the specific address fora
computer name.

The NET modes include the following:

. b-node, which uses broadcasts to resolve names

- p—node, which Uses point—to—point communications with a name server to resolve
names

- m-node, which uses b-node first (broadcasts), and then p-node (name queries) if
the broadcast fails to resolve a name

hwzode, which uses p—node first for name queries, and then b-node if the name
service is unavailable or if the name is not registered in the WINS database

if WINS servers are specified by either a DHCP server or the TCP/IP configuration

specified in the Network option of Control PaneL Windows NT 3.5 defaults to

h-node. ()d‘terwise, the default node type is b-node, unless another node type has

been set as an option by the DI—ICP server.
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For DHCP users on a Windows NT network, the node type is assigned by the

DHCP server. A Di—lCP client computer can have only one NetB [OS node type, no

matter how many adapter cards it has. On a multihomcd computer with access to

more than One network, the node type must be the same on both network's. When

WtNS servers are in place on the network. NBT resolves names on a client

computer by communicating with the WINS server. If you want to configure a

multihomed computer with some network adapter cards using bnnode and some

using h-node, configure WINS server addresses for the adapter cards that are to run

in h-rnode. The presence of a WINS address on an adapter card effectively

overrides the b—nodc setting.

When WINS servers are not in place, NBT uses b-node broadcasts to resolve
names. NB’l‘ in Windows NT can also use LMHOSTS files and DNS for name

resolution, depending on how TCP/IP is configured on a particular computes In

Windows NT 3.5, the NETBTSYS module provides the NET funcdonality that

supports name registration and resolution modes.

Windows NT version 3.5 supports all of the NET modes described in the following

sections NET is also used with the LAN Manager 2.); Server message protocol.

B-Node

The b—node mode uses broadcasts for name registration and resolution. That is, if

NT__PC1 wants to communicate with NT_PC2, it broadcasts to all maehines that it

is_looking for NT_PC2, and then it waits a specified time for NT_PC2 to respond.

B-node has two major problems:

In a large environment, it loads the network with broadcasts.

Routers do not forward broadcasts, so computers that are on opposite sides of a

router never hear the requests. '

P-Node

The p~node mode addresses the issues that b-node does not solve. In a p—node

environment, computers neither create nor respond to broadcasts. Ail computers

register themselves with the WlNS server. which is a NetBIOS Name Server

(NB NS) with enhancements. The WINS server is responsible for knowing

computer names and addresses and for ensuring no duplicate names exist on the
network. All computers must be configured to know the address of the WINS
server.

In this environment, when NT_PC.‘I wants to communicate with NT_PC2, it queries

the WINS server for the address of NT_PC2. When N'I‘_PC1 gets the appropriate

address from the WINS server, it goes directly to NTHPCZ without broadcasting.

Because the name queries go directly to the WINS server, p—node avoids loading
the network with broadcasts Because broadcasts are not used and because the

address is received directly, computers can span routers.
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The most significant problems with p—node are the following;

- All computers must be configured to know the address of the WINS server

(although this is typically configured via DHCP)

- if for any reason the WiNS server is down, compurcrs that rely on the WlNS

server to resolve addresses cannot get to any other systems on the network, even

if they are on the local network

M-Node

The [ti-node mode was created primarily to solve the problems associated with

b-node and p-node. This mode uses a combination of b-node and p-node. In an

m—node environment, a. computer first attempts registration and resolution using

b—node. If that is successful, it then SWitches to the p—node. Because this uses

b-node first, it does not solve the problem of generating broadcast traFfic on the

network, However, m-node can cross routers. Also, because b-node is always tried

first, computers on the same side of a router continue to operate as usual if U1e
WINS server is down.

M—node uses broadcasts for performance optimization, because in most

environments local resources are used more frequently than remote resources. Also,

in a Windows NT network, m—node can cause problems with NetLogon in routed
environments.

H-Node

The h-node mode, which is currently in RFC draft form, is also a combination of

b—node and p—node that uses broadcasts as a last effort. Because p—node is used first,

no broadcasts are generated if the WINS sewer is running, and computers can span

routers. If the WINS server is down, b-node is used, so computers on the same side

of a router continue to operate as usual.

The h-node mode does more than change the order for using b-node and p—node. IfLL;- \1fIKl'C‘ —AA~I,~A‘ ;—. AA.-.“ ,__ LLALIA..-I L—u-A Af—L IL AJAN .a... A.‘ -..‘ Ll.
Lub n uh) our ver 1.3 uuwu ou mat lucal Utun mots tu-fluuw IllLLSL 06 used, “16

computer continues to poll the WINS server. As soon as the WINS server can be

reached again, the system switches back to p-nodc. Also, optionally on a Windows

network, h-node can be configured to use the LMHOSTS file after broadcast name
resolution fails.

The h—node mode solves the most significant problems associated with broadcasts
and operating in a routed environment. For Microsofl TCP/IP users who configure

TCP/IP manually, h—node is used by default, unless the user does not Specify

addresses for WINS servers when configuring TCP/IP.
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B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to Span routers without a

WINS server and p—node mode. in this mode, b- node uses a list of computers and

addresses Stored in an LMHOSTS file. if a b-node attempt fails, the system looks in
LMHOSTS to find a name and then uses the associated address to cross the router.

However, each computer must have this list, which creates an administrative burden

in maintaining and distributing the list. Both Windows for Workgroups 3.1 l and

LAN Manager 2.): used such a modified b—node system. Windows NT uses this
method if WlNS sewers are not used on the network. In Windows NT, some

extensions have been added to this file to make it easier to manage (as described in
Chapter 15, “Setting Up LMHOSTS”), but modified b-node is not an ideal solution.

Some sites might need to use both b—node and p—node modes at the same site.

Although this configuration can work, administrators must exercise extreme

caution in doing so, using it only for transition situations. Because p-node hosts

disregard broadcasts and b-node hosts rely on broadcasts for name resolution, the

two hosts can potentially be configured with the same NetBIOS name, leading to

unpredictable results. Notice that if a computer configured to use b—node has a static

mapping in the WINS database, a computer configured to use p-node cannot use the
same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the

transition to using WINS. For more details, see the next section.

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic

computer name—to—IP address mappings in a routed network environment. If you are

administering a routed network, WINS is your best first choice [or name resolution,

because it is designed to solve the problems that occur with name resolution in
complex intemetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to

easily locate systems on remote networks. Fmthcrmore, when dynamic addressing

through DHCP results in new IP addresses for computers that move between

subnets, the changes are automatically updated in the WINS database. Neither the
user nor the network administrator needs to make manual accommodations for name

resolution in such a case.
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The WINS protocol is based on and is compatible with the protocols defined for

NBNS in RFCs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overvierv of how WINS and name quet ' broadcasts

provide name resolution on Windows networks. For information about setting up

WINS servers, see Chapter 14, “Installing and Configuring WINS Servers.”

WINS in a Rented Environment

WINS COIISISIS of two components: the WINS server, which handles name queries

and registrations, and the client software, which queries for computer name
resolution.

Windows-based networking clients (WINS—enabled Windows NT or Windows for

Workgroups 311 computers) can use WINS directlyi Non-WINS computers on the

intentctwork that are b—nodc compatible as described in RFCs [DUI and 1002 can

access WINS thicuglt proxies, which are WINS-enabled computers dint listen to

name query broadcasts and then respond for names that are not on the local subnet

or are p-node computers.
' . ‘T‘

On a Windows NT network, users can browse transparently across toe rs. to
allow browsing without WINS, the network administrator must ensure that the

users" pn' mary domain has Windows NT Server or Windows NT WorkstatiOn

computers on both sides of the router to act as master browsers. These computers

need correctly configured LMI-IOSTS files with entries for the domain controllers
across the subnet.

With WINS, such strategies are not necessary because the WINS servers and

proxies transparently provide the support necessary for browsing across routers
where domains span the routers. '

The following figure shows a small inter-network, with three local area networks

connected by a router: Two of the subnets include WINS name servets, WhiCll can

be used by clients on both subnets. WINScnabled computers, including proxies,

access the WINS server directly, and the computers using broadcasts access the

WINS server through proxies. Proxies only pass name query packets and verify

that registrations do nor duplicate existing systems in the WINS database. Proxies,

however, do not register b-node systems in the WINS database.

Page 231 of 530 Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

Chapter 12 Nettivorking Concepts for TCF/IP 207
  

 
WINS server

 
  
 

Non-WINS enabled

WlNS proxy 3

Figure 12.5 Example of fll'l [nternetwork with WINS Servers

The proxy communicates with the WINS server to resolve names (rather than

maintaining its own database) and then caches the names for a certain time. The

proxy serves as an intermediary, by either communicating with the WINS server or

supplying a name-to-IP address mapping from its cache. The following illustration

shows the relationships among WINS Servers and clients, including proxies for non—

WINS computers and the replication between WINS servers.

WINS serveti

 

 
CtientA (WINS)
Query WtNS. then broadwst query

WINS database
‘ {Epmal'or‘ WINS server2l‘\ \

\ \ x \
A

 
ClientB (non-WINS)
Broadcast

Figure 12.6 Example of Clients and Servers Using WINS
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In the above figure. Client/X can resolve names by first querying the WlNS server

and, if that fails, then using broadcast name queries. ClientB, which is not WINS-

cnabled, can only resolve names using broadcast name queries, but when ClientC

receives the broadcast, it forwards the request to the WINS server and returns the
address to ClientB.

However, a complex enviromncnt presents additional problems. For example, an

intcmetworlc might consist of two snbnets, with all the computers belonging to

DomainA attached to Subnetl, all the computers in DomainB attached to Subnet2,

and computers from DomainC attached to either of die subnets. In this case, without

WlNS, DomainA computers can browse Subneti, DomajnB computers can browse

Subnetz, and DomainC computers can browse both subnets as long as the primary
domain controller for DomainC is available. With WINS, computers from all
domains can browse all subnets if their WINS servers share databases.

If the Windows NT client computer is also DHCP-enabled and the administrator

specifies WINS server information as part of the DHCP options, the computer

usually will be automatically configured with WINS server information. You can

manually configure WINS settings, as described in Chapter I l, “Installing and

Configuring Microsoft TCP/[P and SNMP":

- To enable WLNS name resolution for a computer that does not use DHCP.

specify WINS server addresses in the TCP/TP Configuration dialog box.

To designate a proxy, check the Enable WINS Proxy Agent option in the

Advanced Microsoft TCP/IP Configuration dialog box.

With WINS servers in place on the intemetwork, names are resolved using two

basic methods, depending on whether WINS resolution is available and enabled on

the particular computer: Whatever name resolution method is used, the process is

transparent to the User after the system is configured.

If WINS is not enabled The computer registers its name by broadcasting name

registration request packets to the local subnet via UDP datagrams. To find a

particular c0mpu1er,the non—WINS computer broadcasts name query request

packets on the local snbnet, although this broadcast cannot be passed on through D?
routers. If local name resolution fails, the local LMl-IOSTS file is consulted. These

processes are followed whether the computer is a network server, a workstation, or
other device.
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it MM is enabled The computer first queries the WINS server, and if that does not

succeed, it broadcasts its name registration and query requests via UDP datag'riuns

(Ir—node), in the following series of steps:

1.
During TCP/[P configuration, the computer’s name is registered with the W1NS
sewer, and then the IP address of the WINS server is stored locally so the
WINS server can be found on the internetwork. The WINS database is

replicated among all WJNS servers on the inter-network.

WINS server

 

 

WINS database

Figure 12.7 Name Registratlon in the WINS Database

A name query request is sent first to the WINS server, including. requests from

remote clients (hat are routed through an IP router. This request is a UDP

datagram. If the name is found in the WINS database, the client can establish a

session based on the address mapping received from WIN S.

WINS server WINS database

Figure 12.8 Processing :1 Name Query Request
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3. If querying the WINS server does not succeed and if the client computer is

configured as an h—nodc, the computer broadcasts name query request packets

in the same manner as a non-WINS-enabled computer.

4. Finally, if other methods fail, the local LMHOSTS file is checked. This also

includes a Search of any centralized LMHOSTS files referred to in #lNCLUDE

statements, as described in Chapter 15, “Setting Up LMI-IOSTS.”

WINS servers accept and respond to UDP name queries. Any narne—to—IP address

mapping registered with a WINS server can be provided reliably as 21 [031301186 to a

name query. Howover, a mapping in the database does not ensure that the related

device is currently running, only that a computer claimed the particular I? address
and it is a currently valid mapping.

WINS Name Registration
Name registration ensures that the computer’s name and LP address are unique for
each device.

if WINS is enabled The name registration request is sent directly to the WINS

server to be added to the database. A WINS server accepts or rejects a computer

name registration depending on the current contents of its atabase. I the database

contains a different address for that name, WINS challenges the current entry to

determine whether that device still claims the name. If another device is using that

name, WTNS rejects the new name registration request. Otherwise, WINS accepts

the entry and adds it to its local database together with a timestarnp, an incremental

unique version number, and other information.

if WINS is not enabled For a non—WINS computer to register its name, a name

registration request packet is broadcast to the iocal network, stating its computer

name and IP address. Any device on the network that previously claimed that name

challenges the name registratioa with a negative name registration response,

resulting in an error. If the registration request is not contested within a specific

time period, the computer adopts that name, and wages;

Once a non—WINS computer has claimed a name, it must challenge duplicate name

registration attempts and respond positively to name queries issued on its registered

name by sending a positive name query response. This response contains the IP

address of the computer so that the two systems can establish a session.
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WINS Name Release

When a computer finishes with a particular name (such as when the Workstation

service or Server service is stopped). it no longer challenges other registration

requests for the name, This is referred to as releasing a name.

It WINS is enabled Whenever a computer is slrul down properly, it releases its
name to the WINS server, which marks the related database entry as released. If

the entry remains released for a certain period of time, the WLNS server marks it as

extinct, and the version number is updated so that the database changes will be

propagated among the WINS servers. Extinct entries remain in the database for a

designated period of time to enable the change to be propagated to all WINS
SPA—VETS.

If a name is marked released at a WINS server and a new registration arrives using

that name but a different address, the WINS server can immediately give that name

to the requesting client because it knows that the old client is no longer using that

name. (This might happen, for example, when a DHCP-ertabled laptop changes

subncts.) If that computer released its name during an orderly shutdown, the WINS

server does not challenge the name. If the computer restarts because of a system

reset, the name registration with a new address causes the WINS server to

challenge the registration, but the challenge fails and the registration will succeed,

because the computer no longer has the old address.

If WINS is not enabled When a non—WINS computer releases a name, a broadcast

is made to allow any systems on the network that might have cached the name to

remove it. Upon receiving name query packets specifying the deleted name. the

computer simply ignores the request, allowing other computers on the netWork to

acquire the name that it has released.

For non—WINS computers to be accessible from other subncts, their names must be
added as static entries to me WINS database or in the LMHOSTS filc(s) on the

remote system(s), because they will only respond to name queries that originate on
their local subneL
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WINS Name Renewal

A renewal is a timed reregistration of a computer’s name with the WINS server.

The Limestamp for an entry indicates the entry’s expiration date and time. If the

entry is owned by the local WINS server, the name is released at the time specified

unless the client has :61ng stered. An entry defined as static never expires. If the

entry is owned by another WINS server, the entry is revalidated at the time

specified. If it (Ices not exist in the database of the. WINS server that owns the

entry, it is removed from the local WINS database. A request for name renewal is

treated the same as a new name registration

Renewal provides registration reliability through periodic reregistering of names
with the WINS servers. The default renewal interval for entries in the W'JNS

database is four days. WINS clients register and refresh every two days. Because

this setting reduces network traffic and allows WINS to serve many more nodes

than before, you should not lower it. The primary and backup WINS sewers should
have the same renewal in terval.

iP Addressing fer RAS
Remote Access Service (RAS) provides remote networking for telecommuters,

mobile workers, and system administrators who monitor and manage servers at

multiple branch offices. Users with RAS on a Windows NT computer can dial in to

remotely access their networks for services such as file and printer sharing,

electronic mail, scheduling, and SQL database access.

Windows NT RAS works with IP routing for RAS servers so that RAS clients can

use TCP/IP networks. (RAS can also work with [PX routing for clients that use

NetWare networks.) Windows NT also uses the industry-standard Point to Point

Protocol (PPP) and Serial Line IP (SLIP) standards. These standards ensure that

Windows NT is interoperable with third-parry remote-access server and client
software. RAS clients can use DNS and WINS for name resolution services, and it

can create TCP sessions with systems on the local network.
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Windows NT NetBEUl host

(or LAN Manager)

 

 
 

 

 

 

Windows NT running IPX
(or NetWare)

‘ Windows NT running TCP/IP
(or UNIX. VMS. and others)

Windows NT Remote Access Server

(or third party)
 

  NetBEUt over PPP
TOP/1P over PPP
IPX over PPP

Wt NT . .
HAnsdgitisnt Earller versnons of Microsoft HAS
(or third party with (Windows NT 3.1, LAN Manager 2.x)
PPP or SLIP)

NelBEUl over PPP
TCPIIP over PPP
IPX over PPP
SLIP

Figure 12.9 Network Access with RAS in Windows NT

The RAS server provides a pool of IP addresses that are reserved for static

configuration during RAS installation. The IP addresses are automatically assigned

to RAS clients using PPP when they dial in. [f the administrator sets up the RAS

server to use a static pool of addresses, all clients dialing into a panicular RAS

server are assigned the same netvvork ID as the RAS server plus unique host IDs.

'(Of course, the network administrator must also reserve that range of static

addiesses on the DHCP server, if present, to make sure that those addresses are not
assigned.)

RAS clients can connect to multiple TCP/lP networks that are logically joined (but

physically separate) networks sharing the same address space. When using multiple
connections, the RAS client can still use DNS and WINS for name resolution.

For complete details about RAS, see the Windows NT Server Remote Access
Service manual.

Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

2l4 Part Ill TCPIIP

Name Resolution with Host Files

For computers located on remote subnets where WINS is not used, the HOSTS and

LMHOSTS files provide mappings for names to W addresses. This is the name

resolution method used on internelworks before DNS and WINS were developed.

The HOSTS file can be used as a local DNS equivalent. The LMHOSTS file can

be used as a local WINS equivalent. Each of these files is also known as a host

table. Sample versions of LM HOSTS and HOSTS files are added to the

\systemroodSYSTEh/B2\DRIVERS\ETC directory when you install Microsoft

TCP/IP: These files can be edited using any ASCII editor, such as Notepad or Edit,
which are part of Windows NT.

Microsoft TCP/lP can be configured to search HOSTS, the local host table file, for

mappings of remote host names to IP addresses. The HOSTS file format is the same

as the format for host tables in the 43 Berkeley Software Distribution (BSD)

UNIX /efC/h()StS file. For example, the entry for a computer with an address of

392.102.7313 and a host name of trey-researchicom looks like this:

[92.102.73.15 trey-research.c0m

If you want a Windows NT Server to join a domain and perform domain operations,

such as browsing or acting as a backup domain controller, when the primary

domain controller (PDC) is on the other side of a router, you must add the

Windows NT computer and domain names to the DNS server or the local HOSTS

file, with the IP address of the PDC as the domain address. Here is a sample

HOSTS file entry:

11.11.211.45 controller controllerrdoma‘ln controller.domain.company
11.11.11.45 domain

Where controller is the Windows NT computer name of the PDC and domain is the

name of the Windows NT domain (not the DNS domain).

Edit the sample HOSTS file that is created when you install TOP/[P to include.

remote host names and their IP addresses for each computer with which you will

communicate. This sample file also explains the syntax of the HOSTS file.

The LMHOSTS file is a local text file that maps IP addresses to NeIBlOS computer

names for Windows-networking computers that you will communicate with outside

of the local subnet. For example, the LMHOSTS table file entry for a computer

with an address of 19245365 and a computer name of Fiuaneel looks like this:

192.45.363 finance]
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The LMHOSTS file is read When WINS or broadcast name resolution fails, and

resolved entries are stored in a system cache for later access

When the computer uses the rcplicator service and does not use WINS, LMHOSTS

entries are required on import and export servers for any computers on different

subnets participating in the replication. The LMHOSTS file is also used for small‘
scale tretWorks that do not have servers For more information about the

LMI-IOSTS tile,-see Chapter 15, ”Setting Up LMHOSTS.”

Domain Name System Addressing
The Domain Name System (DNS) is a distributed database providing a hierarchical

naming system for identifying hosts on the Internet. DNS was developed to solve

the problems that arose when the number of hosts on the Internet grew dramatically
in “16 early 19805. The specifications for DNS are defined in RFCs 1034 and 1035.

Although DNS might seem similar to WINS, there is a major difference: DNS

requires static configuration for computer name-ro-IP address mapping, while

WINS is fully dynamic and requires far less administration.

The UNS database is a tree structure called the domain name space, where each

domain (node in the tree structure) is named and can contain subdomains. The

domain name identifies the domain’s position in the database in relation to its

parent domain, with a period (.) separating each part of the names for the network
nodes of the DNS domain.

The root of the DNS database is managed by the Internet Network Information

Center. The top-level domains were assigned organizationally and by country.
These domain names follow the international standard 130 3166. Two-letter and

three-letter abbreviations are used for countries, and various abbreviations are

reserved for use by organizations. as shown in the following example.

Table 12.3 Abbreviations Used in DNS Domain Names 

DNS domain name abbreviation Type of organization 

com ' Commercial '(for example, microsoftcom)

edu Educational (for example. mitedu for Massachusetts
Institute of Technology)

gov Government (for example, nsf.gov for the National
Science Foundation)

org Noncommercial organizations (for example,
l’rdonet. org for Fidoth)

net Networking organizations (for example nslinet for
NSFNET) 
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Each DNS domain is administered by different organizations Which. usually break

their domains into subdomains and assign administration of the subdomains to other

organizations. Each domain has a unique name, and each of the subdomains have

unique names within their domains The label for each network domain is a name of

up to‘3 Characters. The fully qualified domain name (FQDN), which includes the

names of all network domains leading back to the root, is unique for each host on

the Intemet. A particular DNS name could be similar to the following, for a
commercial host:

accountingrtrey.com

DNS uses a client-server model. where the DNS servers contain information about

a portion of the DNS database and make this information available to clients, called

resolvers, that query the name server across the network. DNS name servers are

programs that store information about parts of the domain name space called zones.

The administrator for a domain sets up name servers that contain the database files

with all the resource records describing all hosts in their zones. DNS tesolvct's are
clients that are trying to use name servers to gain information about the domain
name space.

Windows NT includes the DNS resolver functionality used by NetBIOS over

PCP/1F and by Windowssockets connectivity applications such as ftp and telnet to

query the name server and interpret the responses

The key task for DNS is to present friendly names for users and then resolve those

names to IP addresses, as required by the internetwork. Name resolution is provided

through DNS by the name servers, Which interpret the information in a FQDN to

find its Specific address If a local name server doesn’t contain the data requested in

a query, it sends back names and addresses of other name servers that could contain

the information. The resolver then queries the other name servers Until it finds the

specific name and address it needs. This process is made faster because name

servers continuously cache the information learned about the domain name space as

the result of queries.

All the resolver software necessary for using DNS on the Internet is installed with

Microsoft TOP/1P. To use DNS for TCP/IP name resolution, you specify optiOns in

the DNS Configuration dialog box. For more information, see Chapter I l,

“Instal ling and Configuring Microsoft TCP/IP and SNMP."

On computets with Windows NT Server 3.5, Windows NT Workstation 3.5, or

Windows for Workgroups 3.1 l with Microsoft TCP/IP-32 insralled. Windows

Socket applications can use either DNS or NetBIOS over TCP/IP for name
resolution.
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The following table compares DNS versus WINS name resolution.
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Table 124 WINS Versus DNS Name Resolution

 

 

 

Name provider capabilities WINS DNS

Provides scalable naming authority for large Yes Yes
mtemetworks

Provides a dynamic, distributed naming authority Yes Not dynamic
for TCP/IP network names

Supports MX records for electronic mail No Yes

Supports recursion and referral for name resolution No Yes

Provides hierarchical naming and resolution No Yes
scheme

Includes DNS name server No Yes

Includes DNS name resolution client Yes Yes

Provides static name resolution Y 65 (optional) Yes (only)

Queries DNS servers Yes! Yes

Provides name server in operating system Yes No

Resolves NetBIOS‘eompau’ble names Yes No

Provides a name resolution solution for large peer— Yes No
based TCP/IP networks (50.000+ systems)

Supports automatic name registration For WINS No
clients only

Supports dynamic NetBIOS name registration and Yes No
resolution '

Supports managing hosts configured via DHCP Yes No

Supports easy administration. including browsing Yes No
and managing dynamic and static registrations

Centralizes management of the name database Yes No

Defines server replication partners and policies Yes No
Alleviates LMHOSTS management requirements Yes No

Reduces IP broadcast traffic in Windows—based Yes No
internetworks  

| Queries DNS servers via WindOWS Sockets applications or. for Windows-based networking
applications, via NetBIOS over 'FCP/IP (after using WINS firsl)
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SNMP

Simple Network Management Protocol (S NM P) is used by adminiStmtors to

monitor and control remote hosts and gateways on an internetwork. The

Windows NT SNMP service allows a Windows NT computer to be monitOred

remotely but does not include an application to monitor other SNMP systems on The
network.
  

Note You must install the SNMP service to use the TCP/IP performance counters

in Performance Monitor, as described in Chapter 17, “Using Performance Monitor
with 'l‘CP/ll" Services.”

SNMP is a network management protocol widely used in TCP/IP networks. These

kinds of protocols are used to communicate between a management program run by

an administrator and the network management agent running on a host or gateway.

These protocols define the form and meaning of the messages exchanged, the

representation of names and values in the messages. and administrative

relationships amon hosts being managed. SNMP defines a set of variables that the

host must keep and specifies that all operations on the gateway are side effects of

getting. putting. or setting the data variables. Because different network-

management services are used for different types of devices or for different

network-management protocols, each service has its own set of objects. The entire

set of objects that any seivice or protocol uses is refined to as its managemen/

information base (MIB).

The Windows NT SNMP service includes MIB 11 (based on RFC 1213) and

LAN Manager MIB II plus MlBs for DHCP and WINS servers, as described in

Appendix A, “MJB Object Types for Windows NT.“ The SNMP service a lows

SNMP-based managers to perfonn standard SNMP commands, such as reatfing the
counters in the standard MlBs included with the service. Windows NT SNMP has

an extensible architecture, so it can be used to create custom functionality on a

Windows NT computer, such as Slfll'illlg and stopping specific services or shutting

down the system.
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The SNMP service works with any computer running Windows NT and the TCl’flP

protocol. With the SNMP service, a. Windows NT computer can repon its current

status to an SNMP management system on a TCP/IP network. The service sends

status information to a host in the following two cases:

- When a management system requests such information

When a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts. and it can also

report network—management information to one or more hosts, in discrete blocks of

data called traps.

The SN MP service uses the unique host names and IP addresses of devices to

recognize the host(s) to which it reports information and from which it receives

requests.

When a network nmnager requests information about a device on the network,

SNMP management software can be used to determine object values that represent

network status. MlB objects represent various types of information about the

deVice. For example, the management station might request an object called

SvStatOpen, which would be the total number of files open on the Windows NT
computer. -

The SNMP service for Windows NT supports multiple M1135 through an agent

Application Programming Interface (API) extension interface. At SNMP service

stanup time, the SNMP service loads all of the extension-agent dynamic link

librariw (DLLs) that are defined in the Windows NT Registry. Two extension-

agent DLLs come with Windows NT; others might be developed and added by
users. .
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CHAPTER 13

Installing and Configuring DHCP
Servers  

A Dynamic Host Configuration Pmtocol (DHCP) server is a Windows NT Server

computer running Microsoft TCPflP and lite DHCP-compatible server software.

DHCP is defined in Requests for Comments (RFCs) 1533, l534, and 1541.

This chapter describes how to install and manage servers to support DHCP in

Windows NT and also presents strategies for implementing DHCP. The following

topics are included in this chapter:

- Overview of the DHCP client-server model

Installing DHCP servers and using DHCP Manager

. Defining DHCP scopes

- Configuring DHCP options

Administering DHCP clients

- Managing me DHCP database files

- Troubleshooting DHCP

. Advanced configuration parameters for DHCP

Guidelines for setting local policies

- Planning a strategy for DHCP

Important If you want to use a DHCP server to support subnetworks that span

multiple routers, you might need a firmware upgrade for your routers. Your routers

must support RFCs 1532. 1533, and 1541.

To find out about DHCP-relay agent support, contact your router vendor. For mom

information refer to RFC1541.TXT available via anonymous FTP from

ftp.inte1‘nic.nel:/rfc. 
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Overview of DHCP Clients and Servers

Configuring DHCP servers for a network provides these benefits:

The administrator can centrally define global and subnet "PCP/1P pararreters for

the entire intemctwork and define parameters for reserved clients.

Client computers do not require manual TCP/IP configuration. When a client

computer moves between suhnets, it is reconfigured for TCP/lP automatically at

system startup time.

DHCP uses a client—server model The network administrator establishes one or

more DI‘ICP servers that maintain TCP/IP configuration informatiOn to be provided

to clients that make requests.

The DHCP server database includes the following items:

Valid configuration parameters for all clients on the intemetwork.

- Valid 1? addresses maintained in a pool for assignment to clients, plus reserved

addresses for manual assignment)

. DuratiOn of leases and other configuration parameters offered by the server. The

lease defines the length of time for which the assigned IP address can be used.

A Window/S NT computer becomes a DHCP client if the Enable Automatic DHCP

Configuration option is checked in the Windows NT TCP/IP Installation Options
dialog box. When a DHCP client computer is started. it communicates with a

DHCP server to receive the required TCP/IP configuration information This

configuration information includes at least an IP address and submask plus the lease

associated with the configuration.
  

Note DHCP client software is part of the Microsoft TCP/IP-32 for Windows for

Worlcgnoups software and the Microsoft Network Client 2.0 software that are

included on fire Windows NT Sewer compact disc. For information about installing
this software, see the Windows NT Server Installation Guide.  

For an overview of how DI'ICP works, see “Dynamic Host Configuration Protocol“

in Chapter 1'2, ”Networking Concepts for TCP/iP.”
  

Note DHCP can be monitored using SNMP. For a list of Dl-ICP MIB object types,

see Appendix A. ”MlB Object Types for Windows NT.” 
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You install a DHCP server as part of the process of installing Microsoft TCP/IP.

These instructions assume you have already installed the WindOWs NT Server

operating system on the computer.

Caution Before installing a new l')_l:lCP_s—erver:-check for Other DHCP servers on
the network to avoid interfering with them.  

You must be a member of the Administrators group for the computer you are

installing or administering as a DHCP server.

To install a DHCP server

I. Double~c1ick the Neiw0rk icon in Control Panel to display the Network Settings

dialog box, and then choose the Add Software button to display the Add
Network Software dialog box.

2. In the Network Software box, select 'DCP/IP Protocol And Related Components,
and then choose the Continue button.

3. In the Windows NT TCP/lP Installation Options dialog box, select the

appropriate options to be installed, including at least DHCP Server Service.

Also select the SNMP Service option if you want to use Performance Monitor or

SNMP to monitor DHCP.

4. Choose the OK button. When Windows NT Setup prompts you for the full path

to the Windows NT Server distribution tiles, provide the appropriate location,
and then choose the Continue button

All necessary files are copied to your hard disk.

After you finish configuring TCP/lP and the Network Settings dialog box is
displayed, choose die OK buttOn.

5. Complete all the required procedures for manually configuring TCP/lP as
described in “Configuring TCPflP” in Chapter 11, “Installing and Configuring
Microsoft TCP/lP and SNMP.”

If this DHCP server is—multihomed (has multiple network adapters), you must

use the Advanced Microsoft TCP/IP Configuration dialog box to specify 1P

addresses and other in formation for each network adapter.

Also, 'if any adapter on the DHCP server is connected to a subnet diat you do not

want this server to support, then you must disable H16 bindings to that subnet for

the particular adapter. To do this, double-click the Network icon in Control

Panel, choose the Bindings button in the Network Settings dialog box, and then

disable the related binding. 

Note You cannot use DHCP to automatically configure a new DHCP sen/en

because a computer cannot be a DHCP client and server simultaneously. 
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All the appropriate TCl’IIP and DHCP software is ready for use after you reboot
the computer.

The DHCP Client service is a Windows NT service running on a Windows NT

computer. The supporting Dl-lCP client software is automatically installed for

computers running Windows NT Server or Windows NT Workstation when you

install the basic operating system software.

The Microsoft Dl—ICP Server service starts automatically during system startup if

you have installed this service. You will probably want to pause the service while

you are configuring scopes for the first time.

a To pause the DHCP Server service at any Windows NT computer

1. Double-click the Services icon in Control Panel.

—Or—

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Microsoft DHCP Server service.

3. Choose the Pause button, and then choose the Close button.

You can also start, stop. pause, and continue the DHCP service at the command

prompt using the following commands: not start dhcpserver, net stop

dhepserVer, net pause dhcpserver, and not continue dllcpserver.

Using DHCP Manager
The DHCP Manager icon is added to the Network Administration Tools group in

Program Manager when you set up a Windows NT Server computer to be a DHCP

server. You must use DHCP Manager to perform the following basic tasks:

- Create one or more DHCP scopes to begin providing DHCP services
hai:.u\ ‘ t .. .L ._ :..,.\...::.‘.. AI_-!-__ J.-.,- 1.,. .....J 1n _‘_l _l_._

- uvuuu propcmcs 101 me SCOPE, LllL-lUIJLuE uic 151156 uuratlutt mm 11' flUULCbb

ranges to be distributed to potential DI-ICP clients in the scope

- Define default values for options such as the default gateway, DNS server, or

WINS server to be assigned together with an IP address. or add any custom

options

The procedures for completing these tasks are described in the following sections.
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a» To start DHCP Manager

® 0 From Program Manager. double—click the DHCP Manager icon in the Network
A Administration group.

—01'~

At the command prompt. type the start dhepadmn command, and then press
ENTER.

DHCP Manager window shows the local computer the first time you start DHCP

Manager. Subsequently. the window shows a list of the DHCP servers to which

DHCP Manager has connected, plus their scopes. The status barIeports the cunent

DHCP Manager activities.

Select a server or soope name This list shows the DHCP options for the
to expand or contract the list of sewers. selected scope. and the icon shows

whether it Is a global or scope option.  

Domain Name -- miclomfl corn
Default Time-to'liva --- 0x10
WINS/NBNS Sewers —-— 11.105.57.93. 0.0.0.!
NemtDS ave: TCPIIP NBDD ... 0.0.01] 

The icon shows whether Drag the split bar to size the panes.
a scope is activated.

 

Important When you are working with DHCP Manager, all computer names are

DNS host names only. The full path specification might be used, such as

accounting. trey.com, or a name might be specified relative to the local domain In

the previous example, other computers in the trey.com DNS domain can refer

simply to accounting. The DNS host name is not necessarily the same as the

thBIOS computet name usedin Windows-based networking.- 
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P To connect to a DHCP server

I. From the Sewer menu, choose the Add command to display the Add DHCP

Server To KnOWn Server List dialog box.

7 Enter the address at the DHCP server to add to
the list of sewers:

 DHCP Sewer: 11.l01_5.43 _ 
2. In the DHCP Server box, type the DNS short name or IP address for the DHCP

server in which you want to connect and then choose the OK button.

For example, type an address such as 111.26.30 or type a DNS name, such as

corpOl. trey.com in this box.

> To disconnect from a selected DHCP server

0 From the Server menu, choose Remove.

- Or_

Press DEL.

Defining DHCP Scopes
A DHCP scope is an administrative grouping of computers running the DHCP
Client service. You create a scope for each subnei on the network to define

parameters for that subnet.

Each scope has the following properties:

- A uniane mil-met mask used [0 determine; the nuhnet [glare-r1 to; given1P94113323

- A scope name assigned by the administrator when the scope is created

- Lease duration values to be assigned 10 DHCP clients with dynamic addresses

Each subnet can have only one scope with a single continuous range of IP

addresses; those addresses must be valid for the subnet. To implement several

address ranges in a subnet, create a continuous range that encompasses them all,

and then exclude the addresses between the intended ranges. The range can be

expanded later if you need more addresses.
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Creating Scopes
You must use DHCP Manager to create. manage, or remove scopes.

> To create a new DHCP scope

1. In the DHCP Servers list in the DHCP Manager window, select the server [or

which you want to create a scope.

2. From the Scape menu, choose Create.

  

51ml Addie“:

EndAddleu: 11 $101.51] 255'

Suhnelflask: 255 2E1! .0 I
Enctuaion Flange:

Start Mdreaz: _.._ N A: ‘

 
 

Lease D uralion

0 Unlimited

® Liars—led To: EEDyM- Hoglts} Hinges

Bldg J-Adtnin

 
 

  
 

3. To define the available range of IP addresses for this scope, type the beginning

and ending lP addresses for the range in the Start Address and End Address
boxes.

The IP address range includes the Start and End values. This range should not

include addresses of existing statically configured machines. Either thcsc static

addresses should be outside the range for the scope or they shOuld be

immediately excluded from the range. Because the DHCP server itself is

statically configured, be sure that its IP address is Outside of, or excluded {rem1

the range of the scope. 

Note You must supply this information before this scepe can be activated. 

4. In the Subnct Mask box, DHCP Manager proposes a subnct mask, based on the

IP address of the Start and End addresses. Accept the proposed value, unless you

know that a different value is required.
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5. To define excluded addresses within the IP address pool range, use the

Exclusion Range c0ntrols, as follows:

. Type the first IP address that is part of the excluded range in the Start

Address box, and then type the last number in the End Address box. Then

choose the Add button. Continue to define any other excluded ranges in the
same way.

. To exclude a single [P address, type the number in the Start Address box.

Leave the End Address box empty, and then choose the Add button.

To remove an IP address or range frOm the excluded range, select it in the
Excluded Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually
to other DHCP servers, non-DHCP clients, disldess workstations, or RAS and
PPP clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To.
Then type values defining the number of days, hours, and seconds for the length
of the address lease.

If you do not want IP address leases in this scope to expire, select the Unlimited

option. As noted in “Guidelines for Lease Options” later in this chapter, infinite

leases should be used with great caution.

7. in the Name box, type a scope name.

The scope name is any name you want to use to describe this subnet. The name

can include any combination of letters, numbers, and hyphens Blank spaces and
underscore characters are also allowed.
  

Note You cannot use Unicode characters. 

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK button.

 

Note When you finish creating a scope, a message prompts you that the scope has

not been activated, and then allows you to choose Yes to activate the scope

immediately. However, you should not activate a new scope until you have defined

the DHCP options to be configured for this scope.  

Now you can continue with the procedures described in "Configuring Dl-ICP

Option Types" and “Administering DHCP Clients” later in this chapter. After you

have configured the options for this scope, you must activate it so that DHCP client
computers on the related subnet can begin using DHCP for dynamic TCP/IP

configuration.
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:7 To activate a DHCP scope

- From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected SCOpe is

currently active

Changing Scope Properties
The suhnet identifiers and address pool make up the properties of scopes. You can

chart go the properties of an existing scope.

You cannot exclude a range of addresses that includes an active lease. You must

first delete the active lease, as described in “Managing Client Leases” later in this
chapter, and then retry the exclusiOn.

a To change the properties of a DHCP scope

I. In the DHCP Servers list in the DHCP Manager window, select the scope for

which you want to change properties, and then choose Properties from the Scope
menu.

_ or-

In the DHCP Servers list, doub]erclick the scope you want to change.

2. In the Scope Properties dialog box, change any values for the IP address pool,

lease duration, or name and comment as described earlier in “Creating Scopes”

or in online Help. You can extend the address range of the scope, but you cannot

reduce it. You can, however, exclude any unwanted addresses from the range.

3. Choose the OK button.

Removing a Scape ,
When a subnet is no longer in use, or any other time you want to remove an existing

scope, you can remove it using DHCP Manager. if any 1? address in the scope is

still leased or in use, you must first deactivate the scepe until all client leases expire

or all client lease extension requests are denied.

When a scope is deactivated, it does not acknowledge lease or renewal requests, so

existing clients lose their leases at renewal time and reconfigure with another

available DHCP server. To assure that all clients migrate smoothly to a new scope.
you should deactivate the old scope for at least half of the lease time, or until all

clients have been moved off the scope manually. To move a client manually, from

the Command Prompt of the client computer use the ipconfig/rcuew command, and

then restart the computer if necessary.
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v To remove a scope

1. In the DHCP Servers list in the DHCP Manager window, select the scope you
want to remove.

2. From the Scope menu, choose Deactivate. (This command name changes to

Activate when the scope is not active.)

The SCOpC must remain deactivated until you are sure the scope is not in use.

3. From the Scope menu, choose Delete.

The Delete command is not available for an active scope.

Configuring DHCP Options
The configuration parameters that a DHCP server asSigns to a client are defined as

DHCP options using DHCP Manager. Most of the options that yen will want to

specify are predefined, based on standard parameters defined in RFC 1541.

When you configure a DHCP scope, you can assign DHCP options to govern all

configuration parameters. You can also define, edit, or delete DHCP options. These
tasks are descn‘bed in the following sections.

Assigning DHCP Configuration Options
Besides the 1P addressing information, other DHCP configuration options to be

, passed to DHCP clients must be configured for each scope. Options can be defined

globally for all scopes on the current server, specifically for a selected scope, or for
individual DHCP clients with reserved addresses.

a Active global options always apply unless overridden by scope options or

DHCP client settings.

- Active options for a scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The Microsoft DHCP network packet allocates 312 bytes for DHCP options. That

is more than enough space for most option configurations. With some DHCP
servers and clients, you can allocate unused space in the DHCP packet to additional

options. This feature, called option overlay, is not supported by Microsoft DHCP

Server. If you attempt to use more than 312 bytes, some options settings will be

lost. In that case, you should delete any unused or low—priority options.
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If you are using a third-party DHCP server, be aware that Microsoft DHCP clients

do noc support option overlays, either. If your option set is larger than 312 bytes, be

sure that the settings used by Microsoft DHCP clients are included at the beginning

of the option list. Settings beyond the first 312 bytes are not read by Microsoft
DHCP clients.

The built—in options are described in “Predefined DHCP Client Configuration

Options” later in this chapter.
 

Note Lease duration and subnet mask ate defined for the scope in the Create Scope

dialog box. You cannot configure them directly as options

> To assign DHCP configuration options

1. ln die DHCP Servers list in the DHCP Manager window, select the scope you

want to configure.

2. From the DHCP Options menu. choose the Global or Scope command,

depending on whether you want to define option settings for all scopes on the

currently selected server or the scope currently selected in the DHCP Manager
window.

‘ Dp‘tionalut. Sotver 11.101195131

" Qnused Options:
002 Time Dflsel . . »

004 Time Sowet g i' ~ . I. .: 005 Name ServersODE OHS Server: V- .' -. i ' 009 LPR Server:
007 Log Solver: .

. 008 Cookie Serve”
' Oil] Impress Sewers -

1111 Resource Location Se - _. _;
 --—-  

3. In the Unused Options list in the DHCP Options dialog box, select the name of

the DHCP option that you want to apply, and then choose the Add button to

move the name to the Active Options list.

This listshows both predefined options and any custom options that you added.

For example, if you want to speeily DNS servers for computers, select the

option named DNS Servers in the Unused Options list and choose the Add
button

if you want to remove an active DHCP option, select its name in the Active

Options box, and then choose the Remove button.
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4. To define the value for an active option, select its name in the Active OptiOns
box, and then choose the Values button. Choose the Edit button, and then edit

the information in the Current Value box, depending on the data type for the

option, as follows:

. For an IP address, type the assigned address for the selected option

Fora number, type an appropriate decimal or hexadecimal value for the

opdon

. For a string, type an appropriate ASC'ii string containing letters and numbers

for the option

For example, to specify the DNS name servers to be used by DHCP clients,
select DNS Servers in the Active Options list. Then choose the Edit button and

type a list of IP addresses for DNS servers. The list should be in the order of

preference.

For details about the Edit Array and Edit Address dialog boxes, see the online

Help.

5. When you have completed all your changes, choose the OK button.

Tip If you are using DHCP to configure WINS clients, he sure to set options #44

WINS Servers and #46 Node Type. These options will allow DHCP-configured

computers to find and use the WINS server automatically.

 

 

Creating New DHCP Options
You can add custom parameters to be included with Dl-lCP client configuration

information, You can also change values or other elements of the predefined DHCP

options. The option you add appears in the list of available DHCP options in the

DHCP Options dialog boxes for defining Options globally, per scope, and per
individual reserved DI—ICP client,

n» To add new DHCP options

I. From the DHCP Options menu, choose Defaults.

2. In the Optiou Class list in the DHCP Options: Default Values dialog box, select

the class for which you want to add new DHCP options, and then choose the
New button.

The option class can include the DHCP stand ard options or any custom options

that you add.
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3. [n the Name box of the Add Option Type dialog box. type a new option name.

4. From the Data Type list, select the data type for this Option as described in the

following list. If this data type represents an array, select the Array box.

 
Data type Meaning

Binary Value expressed as an array of bytes ______
Byte An 8—bit, unsigned integer

Encapsulated An array of unsigned bytes

IP address An IP address of the form w.x.y.z

Long A 32-bit, signed integer

Long integer A 32-bit, unsigned integer

String An ASCII text string

Word A 16—bit1 unsigned integer

If you select the wrong data type, an error message appears or the value is

truncated or converted to the required type.

S. In the Identifier box, type a unique code number to be associated with this

DHCP option. This must be a number between 0 and 255.

6. In the Comment box, type a description of the DHCP option, and then choose
the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the

Edit button, and then type the value to be configured by default for this DHCP

option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP

options.
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E» To delete a custom DHCP option

1. From the DHCP Options menu, choose Defaults.

2. in the DHCP Options: Default Values dialog box, select the related class in the

Option Class list.

3. 1n the Option Name list, select the option you want to delete, and then choose
the Delete button.

Changing DHCP Option Default Values
You can change the default values for the predefined and custom DHCP options for

configuring clients. For example, you could change the default values for these
built-in options:

3 = Router, to specify the IP addresses for the routers on the subnet

6 = DNS Servers, to specify the IP addreSSes of the DNS name servers used at
your site

- 15 = Domain Name, to specify the DNS domain names to be used for host name
resolution

Options that take an away of IP addresses have a default value of 0.0.0.0. You

should reset the default value of any such options you intend to use or be sure to Set

a different value when y0u assign the option either globally or for a selected scope.

as described in “Assigning DHCP Configuration Options" earlier in this chapter.

!~ To change a DHCP option value

1. From the DHCP Options menu, choose Defaults.

 
. D ptlon Class: 

3 p23: .‘1 arc: 

_ Comment; Array of lime salvo: addresses, by platelet-Ice 
Value

[P Addtcn 11.10l.9.108
111015.158
11.101J2‘14

  
  
 

 
go

In the Option Class list in the DHCP Options: Default Values dialog box, select

the option class for which you want to change values
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3. If you want to change the default value for an option, select the option you want

to change in the Option Name list, choose the Edit button, and then type a new
value in the Value box.

Choosing the Edit button displays a special dialog box for editing Strings. arrays

of IP addiess, or binary values. For information about using the special editing

dialog boxes, see the online Help for DHCP Manager.

4. If you want to change basic elements of a custom option, select it in the Option
Name list, and then choose the Change button.

You can change the name, data type, identifier, and comment for a DHCP

option, following the procedures described earlier in “Creating New DHCP

Options.”

5. When you complete all the changes you want to make, choose the OK button.

Defining Options for Reservations
You can assign DI-ICP options and specify custom values for DHCP clients that use
reserved lP addresses.

For information about how to mserve 1P configuration information for DHCP

clients, see ‘Managing Client Reservations” later in this chapter.

v To change DI-ICP options for reservations .

t. From the Scope menu, choose Active Leases.

2. In the IP Address list of the Active Leases dialog box, select the reserved

address whose optiOns you want to change, and then choose the Options button.

The Options button is only available for reserved addresses; it is not available
for Dl-ICP clients with dynamic addresses.

' Options lcu: 11 .1054537

'- unusedflplions:
' 002 lime Offset __ 003_Flnuler _

004 Time Sewer ‘ A» ‘ ,' li‘i’e‘téi “2‘: "-
‘ 005 Name Sewers - . .., _ 003 LPFt Sewers
‘ 007 Log Selveta 012 Has“! Name

- 008 Cookie Sewers '
D] I] lmptexs Saws“

1 011 Hesuuree Location Sew-fl:- 
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3. in the DHCP Options: Reservation dialog box, select an option name in the
Unused Options list, and then choose the Add button to move the name to the

Active Options list.

If you want to remove a DHCP Option that has been assigned to the scope, select

its name in the Active Options box, and then choose the Remove button.

4. To change a value for an option selected in the Active Options list, choose the
Value button, choose the Edit button, and then enter a new value in the Current
Value box.

Predefined DnCP Client Configuration Options
The tables in this section describe the predefined options available for configuration

of DH CP clients. These options are defined in RFC 1533.

You can use Microsoft DHCP Server to set any of the options described in this

section. Microsoft DHCP clients however, support only the options whose code and

option name are listed in bold type. If you have third—party DHCP clients, you can

set any option listed that is supported by the thirdwparty client software.

Table 13.1 Basic Options  

Mean ing Code Option name

0 Pat?

255 End

1 Subnet mask

2 Time offset

3 Router

4 Time server

5 Name servers

6 DNS servers

Page 261 of 530

Causes subsequent fields to align on word boundaries

Indicates end of options in the DHCP packet.

Speoi fies the subnet mask of the client subnet. This

option is defined in the Create Scope or Scope Properties
dialog box. it cannot be set directly in an Option dialog
box.

Specifies the Universal Coordinated Time (UCT) offset
in seconds.

Specifies a list of IP addresses for routers on the client‘sr‘Iknhl Iuuu tx'vu -

Specifies a list of IP addnesses for time servers available
to the client.l

Specifies a list of IP addresses for name servers
available to the clienLI

Specifies a list of IP addresses for DNS name servers
available to the clienhl Multihomed computers can have

only one list per computer, not one per adapter and
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Table 1.3.1 Basic Options (continued)

Code

7

[0

ll

12

l3

[4

15

16

17

18

 

Option name

Log sen-as

Cookie servers

LPR servers

Impress servers

Resource location
servers

Host name

Boot file size

Merit dump file

Domain name

Swap server

Root path

Extensions path

Meaning

Specifies a list of [P addresses for MIT_LCS User
Datagram Protocol (UDP) log sewers available to the
client.1

Specifies a list. of IP addresses for RFC 865 cookie
servers available to the client.1

Specifies a list of LP addresses for RFC t 179 lineprinter
servers available to the client

Specifies a list of IP addresses for [magen [mpress
servers available to the chonl.‘

Specifies a list of RFC 88? Resource Location servers
available to the clientl

Specifies the host name of up to 63 characters for the
client. The name must start with a letter, end with a

letter 01' digit, and have as interior characters only

letters, numbers, and hyphens. The name can be
qualified with the local DNS domain name.

Specifies the size of the default boot image file for the
client, in 512-octet blocks.

Specifies the ASCII path name of a file where the
client’s core image is dumped if a crash occurs.

Specifies the DNS domain name the client should use
for DNS host name resolution.

Specifies the IP addmss of the client‘s swap server.

Specifies the ASCII path name for the client‘s rootdisk.

Specifies a file retrievable via TFTP containing

information interpreted the same as the vendor-extension
field in the BOOTP response, except the tile length is

unconstrained and references to Tag 18 in the file are
ignored. 

1 List is specified in orderof preference.

Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

233 Pan m TCPNP‘

The following table lists lP layer parameters on a per-host basis.

Table 13.2 1? Layer Parameters per Host

  Code Option name Meaning

19 IP layer forwarding Enables or disables forwarding of 11) packet for this

client. 1 enables forwarding; O disables iii

20 Nonlocztl source Enables 0r disables forwarding of datagrams with non-
routing local source routes. 1 enables Forwarding; 0 disables it.

21 Policy filter masks Specifies policy filters that consist of it list of pairs of IP
addresses and masks Specifying destination/mask pairs
for filtering uoulocnl souuce routes. Any source routed
dal'agram whose next-hop address does not match a
filter will be discarded by the client.

'22 Max DG Specifies the maximum size datagram that the client can

reassembly size reassemble. The minimum value is 576.

23 Default time-to- Specifies the default time—to-live (TTL) that the client

livc ' uses on outgoing dutagrains. The value for the octet is a
number between I and 255.

M Path MTU aging Specifies the timeout in seconds for aging Path
timeout Maximum Transmission Un1t(M'TU) values (discovered

by the mechanism defined in RFC 119] ).

’25 Path MTU plateau Specifies a table of MTU sizes to use when performing
table Path MTU Discovered as defined in RFC “9 [i The

table is sorted by size. from smallest to largest. The
minimum MTU value is 68. 
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The following table lists [P parameters on a per-interface basis. These options

affect the operation of the IP layer on a per-interface basis. A client can issue

multiple requests. one per interface, to configure interfaces with their specific
parameters.

Table 13.3 11’ Parameters per Interface

  Code Option name Meaning

26 MTU option Specifies the MTU discovery size for this interface. The
minimum MTU value is 68.

27 All subnets are Specifies whether the client assumes that all subnets of
local the client‘s intemetwork use the same MTU as the local

Snbnet where the client is connected. 1 indicates that all

suhnets share the same MTU; 0 indicates that the client

should assume some subnets might have smaller MTUs.

28 Broadcast address Specifies the broadcast address used on the client‘s
subnet.

29 Perform mask Specifies whether the client should use Internet Control
discovery Message Protocol (ICMP) for subttet mask diseovery.

1 indicates the client should perform mask discovery;
. 0 indicates the client should not.

30 Mask supplier Specifies whether the client should respond to subnet
mask requests using ICMP. 1 indicates the client should

. respond; 0 indicates the client should not respond.

3] Perform router Specifies whether the client should solicit routers using
discovery the router discovery method in RFC 1256. 1 indicates

that the client should perform neuter discovery; 0
indicates that the client should not use it.

32 Router solicitation Specifies the IP address to which the client submits
address router solicitation requests.

33 Static route Specifies a list of IP address pairs that indicate the static
routes the client should install in its routing cache. Any
multiple routes to the same destination are listed in
descending order or priority. lite routes are

destination/router address pairs. (The default route of
0.0.0.0 is an illegal destination for a static route.) 
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The following table lists link layer parameters per interface. These options affect

the operation of the data link layer on a per—interface basis.

Table 13A Link Layer Parametets per Interface 

 Code Option name Meaning

34 Trailcr Specifies whether the client should negotiate usa of
encapsulation trailers (RFC 983) when using the ARP protocol. l

indicates the client should attempt to use trailer; 0
indicates the client should not use trailers.

35 ARP cache timeout Specifies the timeout in seconds for ARP cache entries

36 Ethernet Specifies whether the client should use Ethernet v. 2

encapsulation (RFC 894) or IEEE 802.3 (RFC 1042,) encapsulation if
' the interface is Ethernet. 1 indicates that the client

should use RFC [042 encapsulation; 0 indicates the
client should use RFC 894 encapsulation. 

The following table shows TCP parameters. These options affect the operation of

the TCP layer on a per-interface basis.

Table 13.5 TC‘P Parameters 

  Code Option name Meaning

37 Default time-to— Specifies the default TI'L the client should Use when

livc sending TCP segments. The minimum value of the octet
is l.

38 Keepalive interval Specifies the interval in seconds the client TCP should
wait before sending a keepalive message on a TCP
connection. A value of 0 indicates that the client should

not send keepalive messages on connections unless

Specificaily requested by an application.

39 Kcepalive garbage Specifies whether the client should send TCP keepalive
messages wiLh an octet of garbage data for compatibility
with older implementations. 1 indicates that a garbage
octet should be sent; 0 indicates that it should not be
sent.
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The following table shows- application layer parameters. These miscellaneous

options are used to configure applications and services.

Table 13.6 Application Layer Parameters  

 Code Option name Meaning

40 MS demain name Specifies the name of the Network lnfonnation Service
(NIS) domain as an ASCII string.

41 N18 sewers Specifies a list of IP addresses for N15 servers available
to the client.l

42 NIP servers Specifies a list of IP addresses for Network Time
PrOtoaol (NTP) servers available to the client.1 

1 List is specified in order of preference.

The following options are for VeltdOY'SpBCifiC information.

Table 13.7 Vendor-Specific Information

 Code Option name Meaning

43 Vendor specific Binary information used by clients and servers to
info exchange vendor-specific information. Servers not

equipped to interpret the information ignoreit. Clients
that don’ t receive the information attempt no operate
without it.—-—J

Table 13.8 NeLBIOS Over TOP/1P 

  Code Option name Meaning

44 WINS/NBNS Specifies a list of IP addresses for NetBIOS name
servers servers (NBNSM

45 NetBIOS over Specifies a list of IP addresses for NetBlOS datagram
TCP/[P NBDD distribution servers (NBDD).1

46 WINS/NBT node Allows configurable NetBlOS overTCPflP clients to
type be configured as described in RFC ION/1002, where

l=b-node, 2=p-node, Alain-node, and 8=h~node. On

multihomed computes; the node type is assigned to the
entire computer. not to individual adapter cards.
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Table 1.3.8 NetBIOS Over TCP/IP (continued) 

  Code Option name Meaning

47 thBlOS scope Specifies as a string that is the NetBlOS over TCP/IP
ID Scope ID for the client. as specified in RFC [001/ [0021

On multil'iomed computers, the scope ID is assigned to
the entire computer, not to individual adapter cards.

43 X Window system Specifies a list of IP addiesses for X Window font
font servers available to the c1 ientl

49 X Window system Specifies a list of IP addresses for X Window System
display Display Managsr servers available to the clients! 

1 List is specified in order of preference.

Table 13.9 DHCP Extensions

Code Option name Meaning

 

  

51 lease time Specifies the time in sec0nds from address assignment
until the client's lease on the address expires. Lease

time is Specified in the Create Scope or Scope

Properties dialog box. It cannot be Set directly in a
DHCP Options dialog box.

58 Renewal (T1) Specifies the time in seconds from address assignment
time value until the client enters the renewing state. Renewal time

is. a function of the lease time option, which is specified
in the Create Scope or Scope Properties dialog box. It
Cannot be set directly in a Dl-l'CP Options dialog box.

59 Rebinding (T2) Specifies the time in seconds from address assignment
time value until the client enters the rebinding state. Rebinding

time is a function of the lease time option, which is
Specified in the Create Scope or Scope Properties
dialog box. it cannot be set directly in a DHCP Options
dialog box. 
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Administering DHCP Clients
After you have established the scope and defined the range of available and

excluded 1P addresses, DHCP-enabled clients can begin using the service for

automatic TCPILP configuration.

You can use DHCP Manager to manage individual client leases, including creating
and managing reservations for clients.
 

Tip You can use the ipconfig utility to troubleshoot the 1P configuration on

computers that use DHCP, as described in Appendix A, “TCP/IP Utilities
Reference.“ You can also use ipconfig on 'l‘CP/IP-BZ clients on Windows for

Workgroups 3.11 computers and on computers running Microsoft Network Client
version 2.0 for MS —DOS. 

Managing Client Leases
The lease for the 1? address assigned by a DHCP server has an expiration date,

which the client must renew it it is going to continue to use that address. You can

view the lease duration and other information for specific DHCP clients, and then

you can add options and change settings for reserved DHCP clients.

Information about active leases in the currently selected scope is shown in the

Active Leases dialog box. In addition to information on individual leases and
reservations, the Active Leases dialog box also shows the total number of addresses

in the scope, the number and percentage of addresses that are currently unavailable

because they are actiVe or excluded, and the number and percentage of addresses

that are cunentl y available

Because the Count of active leases and excluded addresses is an aggregate, it cannot

tell you want you want to know about only the active leases. The Aetive/Excluded

count when a scope is deactivated reflects only excluded addresses. To determine

the number of active leases and reservations, compare the Active/Excluded count

before and after the scope is activated.

Leases are retained in the DHCP server database approxitnately'one day after

expiration This grace period protects a client’s lease in case of client and server are

in different time zones, the two computers‘ clocks are not synchronized. or the

client computer was off the network when the lease expired. These expired leases

are included in the aggregate Active/Excluded count, as well as in the list of active

clients in the Active Leases dialog box. They are distinguished by a dimmed iconr
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To view client lease information

1. In the DHCP Servers list in the DHCP Manager window, select the scope for

which y0u want to view or change client informan'on.

2. From the Scope menu, choose Active Leases.

 
Talal Ad dresser in Scope: 20.670

Active]Excluded. “5 [02]

Available: 23,654 [99*] 
Client

[#160,014350

J

iit
a

.53 1511.111 6. 35 [l
5, thl.fl.14.37llANJIl-2] _ . , --

51mm» ' ’ ‘

 
   .' ' H #51358; ,

“I; 1503.14.50 (TEOh-Ll-HPS]
 '§\_A"A.r' wgrxz-r;

opgill. _ 1".”
Start Urdu

    

. l ..

C) San learns by H: Human l:l gm“ l'lcscnmlwm Only
0 Soil lease: by flame

 

3. In the Active Leases dialog box, select the computer whose lease you want to

view in the IP Address list, and then choose the Properties button.

If you want to View only clients that use reserved IP addresses, check the Show

Reservations Only box.

4. In the Client Properties dialog box, you can view the unique identifier and other

client infonnation, including the lease expiration date.

Clicnl flame: EHNIEPZ

' Cliunl Qammenl: ian admin machine
. Lune Expires: toauoanc 20:53

  
  

Note You can only edit the name, unique ID, and comment, or choose the

Options button in the Client Properties dialog box for clients with reserved IP
addresses.  
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For information about the Options button in this dialog box, see “Defining Options

for Reservations" earlier in this chapter.

You can delete the lease of any DHCP client in the scope. The main reason for

doing so is to remove a lease that conflicts with an [P address exclusion or a client

reservation that you want to add. Deleting a lease has the same effect as if the

client’s lease expircdwthe next time that client computer starts, it must enter the

initialization state and obtain new TCP/IP configuration information from a DHCP

server. There is nothing, however, to prevent the client from obtaining a new lease

for the same IP address: you must make the address unavailable before the client

requests another lease.
 

Important Delete only entries for clients that are no longer using the assigned

DHCP lease or that are to be moved immediately to a new address. Deleting an

active client could result in duplicate [P addresses on the network, because deleted

addresses will be assigned to new active clients.

After you delete a client’s lease and then set a reservation or exclusion, you should

always type the ipconfig Irelease command at the command prompt for a DHCP

client computer to force the client to free its IP address.

5» To delete a client’s lease

1 In the IP Client list of the Active Leases dialog box select the client lease you
want to cancel and then choose the Delete button.

2. Make a reservation with the IP address or exclude'it from the range.

3. Force the client with the existing lease to give it up.

From the Command Prompt on the client computer, use the ipconftg/release
command.

5. If you want. give this client a new LP address.

From the Command Prompt on the client computer, use the ipconli g/rcnew
command.

Cisco -- Exhibit 1008

Page 270 of 530



Cisco -- Exhibit 1008

245 Part [ll TCPIIP

Managing Client Reservations
You can reserve a specific TP address for a client. Typically, you need to reserve

addresses in the following cases:

. For domain controllers if the network also uses LMHOSTS files that define 1P

addresses for domain comrollcrs

- For clients that use IP addresses assigned using another method for TCP/IP

configuration

. For assignment by RAS servers to non-DHCP clients

For DNS servers

If multiple DHCP servers are distributing addresses in the same scope, the client

reservations on each DHCP server should be identical. Otherwise, the DHCP

reserved client receives different Ii? addresses, depending on the responding server.
  

Important The IP address and static name specified in WINS take precedence over

the IP address assigned by the DHCF server. For such clients, create client
reservations with the lP address that is defined in the WINS database.
 

h To add a reservation for a client

1. From the Scope menu. choose Add Reservations.

‘ 1P Addleta: In .105 41 .25

;_ uniquerdenririm; lusoozbzhaaos .

.- Client flame: IHIKEHASI
 
 

 
 

  
2. In the Add Reserved Clients dialog box, type information to identify the first

reserved client:

IP Address specifies an address from the reserved address pool. You can

specify any reserved, unused IP address. DHCP Manager checks and warns

you it a duplicate or nonreserved address is entered.
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Unique Identifier usually specifies the media access control (MAC) address

for the client computer's network adapter card. You can determine this

address by typing the net config wksta command at the command prompt on

the client computer.

- Client Name specifies the computer name for this client. This is used for

identification purposes only and does not affect the actual computer name for
the client. This is not available for MS-DOS-based clients. in this case, only

the Unique Identifier appears.

- Client Comment is any optional text that you enter to describe this client.

3. Choose the Add button to add the reservation to the DHCP database.

You can continue to add reservations without closing dais dialog box.

4. When you have added all reservations, choose the Close button.

After the IP address is reserved in Dl-ICP Manager, the client computer must be
restarted to be configured with the new IP address.

If you want to change a reserved IP address for a client, you have to remove the old

reserved address, and then add a new reservation. You can change any other

information about a reserved client while keeping the reserved I? address.

Reserving an address does not automatically force a client who is currently using

the address to move elsewhere. If you are reserving a new address for a client or an

address that is different from the client‘s current one, you should verify that the
address has not already been leased by the DHCP server. If the address is already

in use. the client that is using it must release the address by issuing a release

request. To make this happen, at the Command Prompt of the client computer, use

the ipconfig /release command. Clients using MS-DOS, and possibly clients using

third—party operating systems, 'will have to restart their compu lets for the change to
take effect. Because the client’s current address is now reserved, the client is moved
to a different address.

Reserving an address also does not force the client for whom the reservation is

made to move to the reserved address. In this case, too. the client must issue a
renewal request. At the Conunand Prompt of the client computer, use the ipconfig

/renew command, and then restart the computer if necessary. The DHCP server
will note that the client has a reserved address. and will move the client.
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» To change the reserved IP address

1. Make sure the reserved client is not using the old lP address by shutting down

the client computer immediately after issuing the ip config/release command on

that client computer.

2. In the Active Leases dialog box, select the resolved IP address in the Client fish
and then choose the Delete button and the OK button.

3. From the Scope menu. choose Add Reservations, and then enter information for
:1 new reservation as described earlier in this section.

5 To change basic information for 2 reserved client

1. From the Scope menu. choose Active Leases.

2. In the Client list of the Active Leases dialog box, select the address of the

reserved client that you want to change, and then choose the Properties button.

3‘ In the Client Properties dialog box, change the unique identifier, ctient name, or
comment, and then choose the OK button.
 

Note You can only change values in the Client Properties dialog box for
reserved clients.   

You can also view and change the options types that define configuration

parameters for selected reserved clients by choosing the Options button in the

Client Propeth‘es dialog box. Changing options for a reserved client follows the

same procedure as use to originally defme options, as described in “Defining

Options for Reservations” earlier in this chapter.

Managing the DHCP Database Files
The following files are stored in the \rystemroonSYSTBMSNDHCP directory that

is created when you set up a DHCP server:

- Dl-l CP.MDB is the DHCP database file.

- DHCRTMP is a temporaiy file that DHCP creates for temporary database
information.
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JETLOG and the JET*.1.0G files contain logs of all hansaetions done with the

database. These files are used by DHCP to recover data if necessary.

. SYSTEM.MDB is used by DHCP for holding information about the structure of
its database.

 

  

The DHCP database and related Registry entries ave backed up automalically at a

specific interval (15 minutes by default), based on the value of Registry parameters

(as described later in this chapter).

After DHCP has. been running for a while, the database might need to be compacted

to improve performance. You should compact the DHCP database whenever it

approaches 10 MB.

To compact the DHCP data base

1. At the DHCP server; stop the Dynamic Host Configuration Protocol using the

Control Panel Services option.

"01'...

At the command prompt, type the net stop dhcpserver command. ‘

2. Run the JETPA CKEXE program (which is found in the

\vyszenu‘oohs YSTEM32 directory) from File Manager or Progmm Manager.

3. Restart the Dynamic Host Configuration Protocol on the DHCP server.
 

Caution Do not compact the SYSTEMMDB database.  
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Troubleshooting DHCP
The following error conditions can appear to indicate potential problems with the
DHCP server:

- The administrator can’t connect for a DHCP server using DHCP Manager. The

message that appears might be “The RPC server is unavailable."

. DHCP clients cannot renew the leases for their [P addresses. The message that

appears on the client computer is “The DHCP client could not renew the I?
address lease.”

- The EC? Client service or Micmsot‘t DHLE Server service might be down
and cannot be restarted.

The first task is to make sure the DHCP services are running.

In To ensure the DHCP services are running

1. Use the Services option in Control Panel to verify that the DHCP services are

running.

In the Services dialog box for the client computer, Started should appear in the
Status column for the DHCP Client service. For the D‘HCP server itself, the

Started should appear in the Status column for the Microsoft Dl‘lCP Server
service.

2. If a necessary service is not started on either computer, strut the service.

In rare circumstances, the DHCP server cannot boot Or 21 STOP error might occur.

If the DHCP server is down, complete the following procedure to restart it.

e To restart a DHCP server that is down

1. Turn off the power to the server, and then wait abOut one minute.

2. Turn on the power. start Windows NT Server, and then log on under an account

with Administrator right-tr

3. At the command prompt. type the net start dhcpserver command, and then

press ENTER

 

Note Use Event Viewer to find the possible source of problems with DHCP
services. 

Cisco -- Exhibit 1008

Page 275 of 530



Cisco -- Exhibit 1008

Chapter 13 Installing and Configuring DHCP Servers 251 

Restoring the DHCP Database
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If you ascertain that the DHCP services are running on both the client and server

computers but the error conditions described earlier persist, their the DHCP

database is not available or has become conupred. Li a DHCP server/fails for any

reason. you can restore the database from the automatic backup files.

To restore a DHCP database

- Restart the DHCP server using the procedure described earlier in this chapter.

If the DHCP database has become corrupted, it is automatically restored from

the DHCP backup directory specified in the Registry, as described later in this

chapter.

To force the restoration of a DHCP database

0 Set the value of RestoreFlag in the Registry to 1, and then restart the computer.

For information about this parameter, see “Registry Parameters for DHCP

Servers” later in this chapter. '

To manually restore a DHCP database

- If the two restore methods described earlier in this chapter do not work>

manually copy all DHCP database files from the backup directory to the \Dl-lCP

working directory. Then restart the Microsoft DHCP Server service.

If the backup databaseis also corrupted and you have an additional backup

stored elsewhere, cepy the most recent usable backup to the \DI-lCP working

directory. and then restart the DHCP Server service.

Once you have restored the DHCP database using any of these methods, you need

to reconcile the database to add entries for any leased addresses that are not in the
restored database.

To reconcile the DHCP database

I. From the Scope menu, choose the Active Leases command.

2. In the Active Leases dialog box, choose the Reconcile button.
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Backing up the DHCP Database onto Another Computer
The DHCP database is backed up at regular intervals, whenever the DHCP service

is stopped, and whenever Windows NT is shut down. When the DHCP service

restarts. if it detects a corrupt database it. restores the database from the backup

copy stored in the \DHCP\BACKUP\IET directory. There is no guarantee,

however, that database corruption will be detected during backup; it is a good idea

to periodically back up the database to another computer.

.A To back up a DHCP database to another computer

= Use the Replicator service to copy the contents of the DHCP backup directory to

the new computer.

If the DHCP sewer fails to restart because of a database problem, save the existing

database to a different location, and then try restoring the database with the copy

you saved to another computer. Recent new leases are noted in the Registry but not

in the DHCP database; these addresses might be permanently lost from the address
range.

Creating a New DHCP Database
If the database has been corrupted and you do not have a workable backup copy,

you have to delete the database, and then create a new one.

h To create a new database

1. Move the file \systemmoASYS'lEM32\DHCP.MDB to another location.

2. Delete all files in the \5ystemmot\SYSTBl\/132\DHCP directory.

3. Delete all files in the \syslemroot\SYSTEM32\DI-ICP\B ACKUPUBT directory.

4 . Copy the file SYSTEMMDB from the Windows NT Server CD-ROM or

floppy disks to the \ryrremrooASYSTEM32\DHCP directory.

5. Restart the DHCP server.

When you check DHCP-Manager, the scope still exists because' the Registry holds

the information on the address range of the scope, including a bitmap of the
addresses in use. You need to reconcile the DHCP database to add database entries

for the existing leases in the address bitn‘task. As clients renew, they are matched

with these leases. and eventually the database is once again complete.
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5. To reconcile the DHCP database

1. From the Scope menu, choose the Active Leases command.

2. In the Active Leases dialog box, choose the Reconcile button.

Although it is not required, you can force clients to renew their leases in order to

update the DHCP databaSe as quickly as possible. From the Command Prompt of
the client computer, type the ipconfig/renew command.

Advanced Configuration Parameters for DHCP
This section presents configuration parameters that affect the behavior of DHCP

servers and clients, and thatcan be modified only through Registry Editor. For the

changes to take effect after you modify any of these value entries, you must restart

the Microsoft DHCP Server service for server parameters or the Dl—ICP Client

service for client parameters.
  

Caution You can impair or disable Windows NT if you make incorrect changes in

the Registry while using Registry Editor. Whenever possible, use DHCP Manager
to make configuration changes, rather than using Registry Editor. If you make

eirors while changing values with Registry Editor, you will not be warned, because

Registry Editor does not recognize semantic errors. 

9 To make changes to the DHCP server or client configuration using Registry
Editor

1. Start the Registry Editor by running the REGEDTBQBXE program from File

Manager or Program Manager.

_Or_

At the command prompt, type the start regedt’lz command, and then press
ENTER.

When the Registry Editor window appears, you can press Fl to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, select the window titled HKEY_LOCAL_MACHINE on

Local Machine, and then click the icons for the SYSTEM subtrce until you

reach the subkey for the specific parameter, as described in the following
sections.

The following sections describe the value entries for parameters for DHCP servers

and clients that can be set only by adding an entry Or changing their values in

Registry Editor.
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Registry Parameters for DHCP Servers
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When you change any of these parameters except RestoreFlag, you must restart

the computer for the changes to take effect For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service.

The Registry parameters for DHCP servers are specified under the following key:

.rSYSTEH\current\currentcontroiset\ser\'ices\DHCPServer\Parameters

APIProtocolSupport

Data type = RECLDWORD

Range : Ox] . 0x2. 0x4, 0x5, 0x7
Default = Oxl

Specifies the supported protocols for the DHCP server: You can change this
value to ensure that different computers running different protocols can access

the DHCP server. The values for this parameter can be the following:

0x1 For RPC over TCPlP protocols

0x2 For RPC over named pipes protocols

0x4 For RPC over local procedure call (LPC) protocols
0x5 For RPC over TCPIP and RFC over LPC

OX7 For RPC over all three protecols (TCP/IP, named pipes. and LPC)

BackupDatabasePath

Data type = Ranjxpmujz

Range =filename

Default : %SystemRoot%\system32\dhcp\backup

Specifies the location of the backup database file where the database is backed

up periodically. The best ioeation for the backup file is on another hard drive, so

that the databaSe can be recovered in case of a system drive crash Do not

specify a network drive, because DilCP Manager cannot access a network drive
for database backup and recovery.

BackupIn terval

Data type = REGJDWORD

Range 2 no Ijnnit
Default 2 15 minutes

Specifies the interval for backing up the database.
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DatabaseCleanupIntet-val

Data type = RECLDWORD

Range : No limit
Default: 0x15180 (864,000 minutes -- 24 hours)

Specifies the interval for cleaning up expired client records from the DHCP
database, freeing up those IP addresses for reuse.

DambaseLoggingFlag

Data type = REG_DWORD

Range : 0 or 1

Default = l (hue—that is, database logging is enabled)

Specifies whether to record the database changes in the JETLOG file. This log

file is used after a system crash to recover changes that have not been made to
the database file defined by DatabaseName. Database logging affects system

performance, so DatabaseLogging can be turned off it you believe the system
is highly stable and if logging is adversely affecting system performance.

DatabaseName

Data type : 1356432

Range =filenamc

Default = dhepmdb

Specifies the name of the database file to be used for the DHCP client
information databage.

DatabasePath

Data type = RBG_EXPAND_SZ

Range :pathname

Default = %SystemRoot%\System32\dhcp

Specifies the location of the database files that have been created and opened.

Resto teFlag

Data type = RBG_I)WORD

Range = 0 or 1

Default = O (false—that is, do not restore)

Specifies whether to restore the database from the backup directory. This flag is
reset automatically after the successful restoration of the database.
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Registry Parameters for DHCP Clients
The Registry parameters for DHCP clients are specified under the following key:

..SYSTEMCUrrent\eurrenteontrol set\serv1‘ ces\DHCP\Parameter\<on ti onll)

The Optic/n? keys are a list of DHCP options that the client can request from the

DHCP serverr For each of the default options, the following values are defineC:

RegLocation

Data type =1uao_sz

Default = Depends on the Registry location for the specific option

Specifies the location in the Registry where the option value is written when it is

obtained from the DHCP server. The “9” character expands to the adapter name

for which this option value is obtained.

KeyType

Data type : REG_DWOILD
Default = 0x7

Specifies the type of Registry key for the option.

Guidelines for Setting Local Policies

Gnidelinesf
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This section provides some suggestions for setting lease options, dividing the free

address pool among DHCP servers, and avoiding DNS naming problems.

or Managing DHCP Addressing Policy
Allocation of LP addresses for distribution by DHCP servers can be done

dynamically or manually. These methods use the same DHCP clientrserver

protocol, but the network administrator manages them differently at the DHCP
server.

Dynamic Allocation of IP Addresses
Dynamic allocation enables a client to be assigned an LP address from the free

address pool. The lease for the address has a lease duration (expiration date), before

which the client must renew the lease to continue using that address. Depending on

the local lease policies defined by the administrator, dynamically allocated

addresses can be returned to the free address pool if the client computer is not being

used. if it is moved to another subnet, or if its lease expires. Any IP addresses that

are returned to the free address pool can be reused by the DHCP sewer when

allocating an 1P address to anew Client. Usually, the local policy ensures that the

same IP address is assigned to a chcnteach time that system starts and that
addresses returned to the pool are reassigned.
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After the renewal time of the lease time has passed, the DHCP client enters the

renewing state (as described in Chapter 12, “Networking Concepts for TCP/IP").

The client sends a rcqu est message to the DHCP server that provided its con-

figuration information. If the request for a lease extension fits the local lease policy,

the DHCP server sends an acknowledgment that contains the new lease and

configuration paiameters. The client then updates its configuration values and
returns to the bound state. -

When the DHCP client is in the renewing state, it must release its address

immediately in the rare event that the DHCP server sends a negative acknow-

ledgment. The DHCP server sends this message to inform a client that it has

incorrect configuration information, forcing it to release its current address and

acquire new information.

If the DHCP client cannot successfully renew its lease, the client enters a rebinding

state. At this stage, the client sends a request message to all DHCP servers in its
range, attempting to renew its lease. Any server that can extend the lease sends an

acknowledgment containing the extended lease and updated configuration

information. If the lease expires or if a DHCP server responds with a negative

acknowledgment, the client must release its current configuration, and then return to

the initializing state. (This happens automatically, for example, for a computer that
is moved from one subnet to another.)

If the DHCP client uses more than one network adapter to connect to multiple

networks, this protocol is followed for each adapter that the user wants to configune

for TCP/lP. Windows NT allows mulu‘homed systems to selectively configure any

combination of the system’s interfaces. You can use the ipconfig utility to View the

local 1? configuration for a client computer.

When a DHCP-enabled computer is restarted, it sends a message to the DHCP

server with its' current configuration information. The DHCP server either confirms

this configuration or sends a negative reply so that the client must begin the

initializing stage again. System startup might. therefore, result in a new iP address

for a client computer, but neither the user nor the network administrator has to take

any action in the configuration process.

Before loading TCP/IP with an address acquired ftorn the DHCP server, DHCP

clients check for an 113 address conflict by sending an Address Resolution Protocol

(ARP) request containing the address. If a conflict is fou nd, TCP/IP does not start,

and then the user receives an error message. The conflicting address should he
removed from the list of active leases or it should be excluded until the conflict is

identified and resolved.
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Guidelines for Lease Options
To define appmpriatc values for lease duration, you should consider tlte frequency

of the following events for your network:

Changes to DHCP options and default values

- Network interface failures

- Computer removals for any purpose

Subnet changes by users because of office moves, laptop computers docked at
different workstations, and so on

All of these types of events cause IP addresses to be released by the client or cause

the leases to expire at the DHCP server. Consequently, the IP addresses is returned
to the free address pool to be reused.

If many changes occur on your internetwork, you should assign short lease times,

such as two weeks. This way, the addresses assigned to systems that leave the

eubnet can be reassigned quickly to new DHCP client computers requesting "PCP/1P

configuration information.

Another important factor is the ratio between connected computers and available IP

addresses. For example, the demand for reusing addresses is low in a network
where 40 systems share a class C address (with 254 available addresses). A long

lease time, such as two months, would be appropriate in such a situation. However,

if 230 computer‘s share the same address pool, demand for available addresses is

much greater, so a lease time of a few days or weeks is more appropriate.

Notice, however, that slim-t lease durations require that the DHCP server be
available when the client seeks to renew the lease. Backup servers are especially

important when short lease duratiOns are specified.

Although infinite leases are allowed, they should be used with great caution. Even

in a rel an vety stable environment, there is a. certain amount of turnover among

clients. At a minimum, portable computers might be added and removed, desktop

computers might be moved from One office to another, and network adapter cards

might be replaced. If a client with an infinite leaSe is removed from the network, the
DI-lCP server is not notified, and then the IP address cannot be reused. A better

option is a very long lease duration, such as six mondts. A long lease duration
ensures that addresses are ultimately recovered.
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Guidelines for Partitioning the Address Pool
You will probably decide to install more than one DHCP server, so the failure of
any individual server will not prevent DHCP clients from starting. However, DHCP

does not provide a way for DHCP servers to cooperate in ensuring that assigned

addresses are unique. Therefore. you mtrst divide the available address pool among

the Dl-ICP servers to prevent duplicate address assignment

A typical scenario is a local DHCP server that maintains TCP/IF configuration
information for two subnets. For each DI-ICP sewer, the network administrator

allocates 70 percent of the IP address pool for local clients and 30 percent for

clients from the remote subnet, and then configures a relay agent to deliver requests
between the subnets. '

This scenario allows the local DHCP server to respond to requests from local

DHCP clients most of the time. The remote DHCP server will assign addresses to

clients on the other subnet only when the local Server is not available or is out of

addresses. This same method of partitioning among subnets can be used in a

multiple subnet scenario to ensure the availability of a responding server when 3.
DHCP client requests configuration information.

Guidelines for Avoiding DNS Naming Conflicts
DNS can be used to provide names for network resources. as described in.

Chapter 12, “Networking Concepts for TCP/IP.” However. DNS configuration is
static. With DHCP. a host can easily have a different IP address if its lease expires

or for other reasons, but there is no standard for updating DNS servers dynamically

when IP address information changes. Therefore, DNS naming conflicts can occur

if you are using DHCP for dynamic allocation of IP addresses.

This problem primarily affects systems that extend internetworking services to local

netwwlc users. For-example, a server acting as an anonymous FTP server or as an

electronic mail gateway might require users to contact it using DNS names. In such
cases, such clients should have reserved leases with an unlimited duration.

For workstations in environments that do not require the computers to register in the

DNS name space, DHCP dynamic allocation can be used without problems.
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Using DHCP with BOGTP
BOOTP is the Bootstrap Protocol used to configure systems across in telnetworks.

DHCP is an extension of BOOTP. Although Microsoft DHCP Server does not

support BOOTP, it has no problem interoperaring with an existing BOGTP

installation. The DHCP server smtply ignores BOOTP packets that it receives.

You can continue to manage BOOTP clients with your existing BOOTP server

as you manage other clients on the same subnet using DHCP. Ifyou want your

BOOTP clients to migrate to DHCP, you can take as much time as you need to do
so.

You must make sure, however, that the BOOTP server and the DHCP server do not

manage leases for the same IP addresses. The best way to ensure that there is no

overlap in managed addresses is to define the scope of the DHCP server as the

entire address range that is managed by both the DHCP server and the BOOTP

server, and then exclude the address range that is managed by the BOOTP server.

As BOOTP clients are dropped or upgraded to DHCP; the exclusion range can be

adjusted accordingly '

For information on defining address and exclusion ranges, see “Defining DHCP

Scopes" earlier in this chapter.

Planning a Strategy for DHCP
This sectiou describes how to develop strategies for placing DHCP servers

on small-scale and large—scale installations. Most network administrators

implementing DHCP will also be planning a strategy for implementing WINS

servers. The planning tasks described here also apply for WINS sewers. In fact, the

administrator will probably want to plan DHCP and WINS implementation in

tandem. The following procedure describes the general planning tasks for planning

DHCP and WINS implementation.

5' To plan for DHCP and WINS implementation

1. Compile a list of requirements including the following types of requirements:

Client support (numbers and kinds of systems to be supported)

- Interoperability with existing systems (including your requirements for

nu'ssion-critical accounting, personnel, and similar information systems)

Hardware support and rel ated software compatibility (including routers,
switches, and servers)

Network monitoring software (including SNMP requirements and other
tools)
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2. Isolate the areas of the network where processes must continue uninterrupted,
and then target these areas for the last stages of implementation

3. Review the geographic and physical structure of the network to determine the

best plan for defining logical subncts as segments of the internetwork.

4. Define the components in the new system that require testing. and then develop a

phase plan for testing and adding components.

For example, the plan cortld define units of the organization to be phased into

using DHCP and the order tor types of computeis to be phased in (including
Windows NT servers and workstau'ons, Microsoft RAS servers and clients,

Windows for Workguoups computers and MS—DOS clients).

5. Create a pilot project for esting.

Be sure that the pilot project addresses all the requirements identified in step I.

6. Create a second test phase, including tuning the DHCP (and WINS) server—

client configuration for efficiency.

This task can include determining strategies for backup servers and for
partitioning the address pool at each server to be provided to local versus remote
clients. \_

7, Document all architecture and administration issues for network administrators

8r Implement a final phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the servers in the physical

network need not be a major planning issue. DHCP servers (and WINS servers) do

not participate in the Windows NT Server domain model; domain membership is

not, therefore, an issue in planning for server placemenL Because most routers can

forward DHCP configuration requests, Dl—ICP servers are not required on every
subnet in the intemetwork. Also, because these servers can be administered

remotely from any Windows NT Server computer that is DHCP— or WINS—enabled,

location is not a major issue in planning for server placement.
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Planning a Small-scale Strategy for DHCP Servers
Fora small LAN that does not include routers and subnctting, the server needs for

the network can probably be provided with a single DHCP scrvcri

In this case. planning includes determining the following types of information:

- The hardware and storage requirements for the DHCP server

. Which computers can immediately become DHCP Clients for dynamic

addressing and which computers should keep their static addressas

a The DHCP option types and their values to be predefined for the DHCP Ciiéi’is

DHCP server

  
IP addms
database

 
  

DHCP clients

Figure 13.1 A Single Local Network Using Automatic TCP/IP Configuration with
DHCP
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Planning a Large-scale Strategy for DHCP Servers
The network administrator can use relay agents implementing RFC 1541 (usually
IP routers) so that DHCP servers located on one node of the intemetworlc can

respond to TCP/IP configuration requests from remote nodes. The relay agent

forwards requests from local DHCP clients to the DHCP server and subsequently

relays responses back to the clients. '

 HCP primary server

 
Figure 13.2 An Internetwork Using Automatic TCP/IP Configuration with DHCP

The additional planning-issues for a large enterprise network includes:

Compatibility of hardware and software routers with DHCP, as described at the
beginning of this chapter.

- Planning the physical subnetting of the network and relative placement of DHCP

servers. This includes planning for placement of DHCP (and WINS servers)

ameng subnets in a way that reduces b—node broadcasts across routers.

. Specifying the DHCP option types and their values to be predefined per scope

for the DHCP clients. This might include planning for scopes based on the needs

of particular groups of users. For example.A for a marketing group that uses

portable computers (locked at different stations. or for a unit that frequently

moves computers to different locations shorter lease durations can be defined

for the related scopes. This way, frequently changed IP addresses can be freed
for reuse.
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As one example, the segmenting of the WAN into logical subnets could match the

physical structure of the intemetwork. Then one IP subnet can serve as the

backbOne, and off this backbone each physical subnet would maintain a separate IP
subnct address.

In this case, for each subuet a single computer running WindOWS NT Server could

be cenfigured as both the DHCP and WINS server. Each sewer would administer a

defined number of [P addresses with a specific subnet mask, and would also be

defined as the default gateway. Because the server is also acting as the WINS

server, it can respond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can in turn be backup servers for each other. The

administrator can partition the address pool for each server to provide addresses to
remote clients.

There is no limit to the maximum number of clients that can be served by a single

DHCP server. However, your network can have practical constraints based on the

IP address class and server configuration issues such as disk capacity and CPU

speed.
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Installing and Configuring WINS
Servers  

A WINS server is a Windows NT Server computer running the Microsoft TCP/IP

protocol and the Windows Internet Name Service (WINS) server software. WINS

servers maintain a database that maps computer names to IP addresses, allowing

users to easily communicate with other computers while gaining all of the benefits
of using TCP/IP.

This chapter describes how to install WINS servers and how to use WINS Manager

to manage these sewers. The following topics are included in this chapter:

WINS benefits

- Insralling and administering WlNS servers

- Configuring WINS servers and replication partners

- Managing static mappings

Setting preferences for WINS Manager

Managing the WINS database

. Troubleshooting WINS

- Advanced configuration parameters for WINS

- Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and

Broadcast Name Resolution” in Chapter 12, “Networking Concepts for TCP/IP."
  

Note WINS can also be configured and monitored using SN MP. All configu ration

parameters can be set using SNMP, including configuration parameters that can

otherwise only be set by editing the Registry. For a list of WINS MIB object types,

see Appendix A, “MIB Object Types for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as
described in Chapter 17, ”Using Performance Monitor with TCP/IP Services.” 
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Benefits of Using WINS
WINS servers offer the following benefits for your intemetWork:

- Dynamic database maintenance to support computer name registration and name

resolution. Although WINS provides dynamic name services, it offers a

NetBIOS namespace, melting it much more flexible than the Domain Name

System (DNS) for name resolution.

Centralized management of the computer name database and the database

replication policies alleviating the need for managing LMHOSTS files.

- Dramatic reduction of IP broadcast traffic in Microsoft internetworks, while

allowing client corriputei's to easily locate remote systems across local or wide
area networks.

The ability for clients on a Windows NT Server network (including

Windows NT, Windows for Workgroups, and LAN Manager 2.x) to browse

domains on the far side of a router without a local domain controller being

present on the other side of the router.

- A scalable design, making it a good choice for name resolution for medium to

very large internetworks.
 

Noie WINS client software is part of the Microsoft TCP/LP~32 for Windows for

Workgmups and the Microsoft Network Client 2.0 software that is included on the

Windows NT Server compact disc. For information about installing these clients, '
see the Windows NT Server Installation Guide. 

installing WINS Servers
You install a WINS server as pan of the process of installing Microsoft ‘l‘CP/IP in

Windows NT Server. The following instructions assume you have already installed
the Windows N’l' Server operating system on the computer.

You must be logged on as a member of the Administrators group to install a WINS
Server.

r> To install a WINS server

1. Don bio—click the Network option in Control Panel to display the Network

Settings dialog box.

2. Choose the Add Software button to display the Add Network Software dialog
box.
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3. 1n the Network SoftWare box, select TCP/IP Protocol And Related Components.

and then choose the Continue button to display the Windows NT TCP/l P

Installation Options dialog box.

4. Check the appropriate options to install, including at least one of the following

options:

- WINS Server Service

- SNMP Service (for configuring and monitoring WINS using SNMP or
Performance Monitor)

5. ChOOSe the OK button

Windows NT Setup prompts you for the full path to the Windows NT Server
distribution files.

6. Type the full path to the Windows NT Server distribution files, and then choose
the Continue button.

All necessary files are copied to your hard disk.

7. Complete all the required procedures for manually configuring TCP/IP as

described in Chapter I 1, “Installing and Configuring TCP/IP and SNMP."

The Network Settings dialog box is displayed again after you finish configuring
TCP/IP.

8. Choose the Close button, and then reboot the computer.

The 'I‘CP/IP and WINS server software is now ready for use.

The Windows Internet Name Service is a Windows NT service running on a

Windows NT computer. The supporfiitg WINS client softwaie is automatically

installed [or Windows NT Server and for Windows NT computers when the basic

operating system is installed.

,, To start, stop, pause, or continue the WINS service on any Windows NT
computer

I. In Control Panel, double-click the Services option.

-Or_

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Windows Internet Name Service, and then

choose the Start, Stop, Pause, or Continue button. Then, choose the Close
button

You can start, stop, pause, or continue the WINS sew ice at the command prompt

using the commands not start wins, net stop wins, net pause wins, or net
continue wins.
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Administering WINS Servers
When you install a WINS server, an icon for WINS Manager is added to the

Network Administration group in Program Manager. You can use this tool to view

and change parameters for any WINS server on the intemetwork. To administer a

WINS server remotely, you can run WINS Manager on a Windows NT Server

computer that is not a WINS server.

You can also administer a WINS server remotely using SNMP. When you do so, if

some WINS queries from SNMP work and others time out, you should increase the

timeout on the SNMP tool you are using.

You must be logged on as a member of the Administrators group for a WINS sewer

to configure that server.

> To start WINS. Wnager

1. Double-click the WINS Manager icon in Program Manager.

‘01-“

At the command prompt, type the start winsadmn command, and then press
ENTER.

You can include a WINS server name or IP address with the command, fOr
example, start winsadmn 11.103.41.12 or start winsadmn myservcr.

 

2. If the Windows Internet Name Service is running on the local computer, that

WlNS server is opened automatically for administration. If the Windows

Internet Name Service is not running when you start WINS, the Add WINS

Server dialog box appears, as described in the following procedure.
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Settings in Ihe Preierences dialog box determine whether the

IP address or compuler name appears firsi in the list. 

@Eaim‘wr‘th I“
x . my

I Serve: Slml Time:
‘ V Dalabasclniliaiimd:

3 Slalisiies Clea-ed:

Lat! Replication Timex:
Peliadic:

Admin Triggai:
Net Update:

Total Queries Received:
5 u onenful:
Failed:

l’ulal Releases:
Successful:
Failed:

Total Regisiralionx:hi

”Sum x
5/19/94 1:30:45 PM

34569
34001

438

345
321

 

 
Drag Ihe splil bar to size the panes.

  

Note If you specify an IP address when connecting to a WINS server, the

connection is made using the. TCPIIP protocol. If you specify a computer name, the
connection is made over NeiBIOS. The list that appears in the WINS Server

window shows the IP address first if you connected usin g TCP/IP, or the computer
name first, if the connection was made over NeiBIOSr

> To connect to a WINS server for administration

0 In the WINS Manager window, select a server in the WINS Servers list.

This list contains all WINS servers LhaL you previously connected to or that have

been reported by partners of this WLNS server.
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i.» To connect to a server to which you have not previously been connected

1. Choose the Add WINS Server command from the Server menu to display the

Add WINS Server dialog box.

 

 
 

Enter the computer name at the IP address
of the WINS tower to be added:

WINS Server: \Va-iimp‘l

 
2. In the WINS Server box, type the 1P addtcss or computer name of the WINS

server you want to work with, and then cheese the OK button. 

Note You do not have to include double backsl ashes (\\) before the name. WINS

Manager adds these for you.   

The title bar in the WINS Manager window shows the IP address or computer name

for the currently selected sewer, depending on whether you used the address or

name to connect to the sewer. WINS Manager also shows some basic statistics for

the selected server, as described in the following table, Additional statistics can be

displayed by choosing the Detailed Information command from the Server menu.

Table 14.] Statistics in WINS Manager.4. .ww.,c...._._w-..._..~..~.._—.....

 Statistic Description

Database Initializcd The last lime static mappings were imported into the WINS
database.

Statistics Cleared The time when statistics for the WINS server were last
cleared with the Clear Statistics command from the View
menu.

Last Replication Times The times at which the WINS database was last replicated.

Periodic The last time the WINS database was replicated based on

the replication interval specified in the Preferences dialog
box.

Admin Trigger The last time the WINS database was replicated because the
administrator chose the Replicate Now button in the

Replication Partners dialog box.
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Table 14.1 Statistics in WINS Manager (continued) 

Statistic Deseription 

Net Update The last time the WINS database was replicated as a. result
of a network request, which is a push notification message
that requests propagation.

Total Queries Received The number of name query request messages received by
this WINS server. Successful indicates how many names
were successfully matched in the database, and Failed

indicates how many names this WINS sewer could not
resolve.

'l‘otztl Releases The number of messages received that indicate a NetBIOS

application has shut itself down. Successful indicates how
many names were successfully released, and Failed indicates
how many names this WINS server could not' release.

Total Registrations The number of messages received that indicate name
registrations for clients.  

To refresh the statistical display in WINS Manager

0 From the View menu, choose the Refresh Statistics conunand (or press F5).

__ol'_

From the View menu, choose the Clear Statistics command to reset all statistical
counters.

_or_

Use automatic screen refreshing, based on the interval you specify in the

Preferences dialog box, as described in “Setting Preferences for WINS

Manager" later in this chapter.
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a» To see information about the current WINS server

i. From the Server menu, choose the Detailed Information command.

 
WINS Servel Addiees

 ; Computer Name: \XA‘ANNlEPZ
3' IP Addicse: 11.103.4li12

Connected Via: TCPIIP  
Connected Since: 5128/34 4: ”:09 PM
Last Addtoss Change: ~ ‘-a...“

Last Scat/angina limct:  -mmwrww—anmwmwWEAUQVII'E!mwrr/r'Periodic: SIZE/94 4-9313 PM
Admin Tiiggetz —- --
Extinction: 5120/36 3:33:43 PM
Vindication: 5/20/94 10:09:11.8 AM

{ Unique Registrations: 27935
Cnnllicla: 0
Renewals: 27896

f Group Regislxalianr 459
' cannon: 1

Renee-alt: I155

 

The Detailed information dialog box shows information about the seiecred
WINS server, as described in the table below.

2. To close the Detail Information dialog box, choose the Close button.

Table 14.2 Detailed Information Statistics for WINS Manager 

 Statistic Meaning

Last Address Change Indicates the time at which the last WINS database mange
was replicated.

Last Scavenging Times Indicates the last times that the database was cleaned for

specific types of entries. (For information about database
scavenging, see ”Managing the WINS Database“ later in this
chapter.

Periodic Indicates when the database was cleaned based on the

renewal interval specified in the WINS Server Configuration

dialog box

Admin Trigger Indicates when the database was last cleaned because the
administrator chose the Initiate Scavenging command.

Extinction Indicates when the database was last cleaned based on the

Extinction interval specified in the WINS Server
Configuration dialog box.

Page 297 of 530 Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

Chapter 14 Installing and Configuring WlNS Sewers 273
 

Table 14.2 Detailed Information Statistics for WINS Manager (continued)

Statistic Meaning

 

Indicates when the database was last cleaned based on the
Verification . . . . . - -

Verify interval spectficd in the WINS Server Configuration
dialog box.

Unique Registrations Indicates the number of name registration requests that
have been accepted by this WINS server.

Unique Conflicts The number of conflicts encountered during registration of
unique names owned by this WINS server.

Unique Renewals The number of renewals received for unique names.

Group Registrations The number of registration requests for groups that have
been accepted by this WINS server. For information about
groups, see “Managing Special Names" later in this chapter.

Group Conflicts - The number of conflicts encountered during registration of
gtorrp names.

Group Renewals The number of renewals received for group names. 

For descriptions of the related intervals, see “Configuring WINS Servers” later in
this chapter.

Configuring WINS Servers and Replication Partners
You will want to cm figure multiple WINS servers to increase the availability—and

balance the load among servers. Each WINS server must be configured with at
least one other WINS server as its replication partner.

Configuring a WINS server includes specifying information about when database

cntn‘es are replicated between partners. A pull partner is a WINS server that pulls

in replicas of database entries from its partner by requesting and then accepting

replicas. A push partner is a WINS server that sends update notification messages

to its partner when its WINS database has changed. When its partner responds to

the notification with a replication request, the push partner sends a copy of its
current WINS database to the partner. For the databases on the primary and backup

WINS servers to remain consistent, they must be both push and pull partners with

each other. It is always a good idea for replication partners to be both push and pull

partners of each other

For information about configuring preferences, see “Setting Piefercnces for WINS

Manager” later in this chapter.

Cisco -- Exhibit 1008

Page 298 of 530



Cisco -- Exhibit 1008

274 Pad ill
TCP/tp_

Configuring WINS Servers
For each WINS server, you must configure threshold imcrszls for triggering

database rcplicalion, based on a Specific time, a time period or a certain number of

new moor-(ls. If you designate a specific iimc for replicaion this occurs ons time

only. If a time period is specified, replication is repeated at that interval.

D To configure a WINS server

Page 299 of 530

i. From the Server menu, choose the Configuration cormnand.

This command is availablc only if you are logged on as a member of the
Administrators group for the. WINS server you want to configure.

2‘ To View all the options in this dialog box, choose the Advanced button.

 
 

 

 
 

 
WI N 3 Sonny Configuraliun

fleneual Interval [hunts]: :-:-

Elaincfiun Interval [mam]: :-:fi

Ezlinckion Timeout [I’Izm'ht ---:

[only lnlerval Ihzmzs): @:--:

 
  

   
 

 ' Pull Paramelentfi Push Paramelcn

[nilihl Replication E Iniligl Replicalian

H8!” Count: I3 E D Henficale an Addie“ Change 

Ad vanca‘l W1 N5 5 eNcI Ca nfiguralion'—M"""""""

ET": filarljng Venice Counl [heat]:I:
I Lng__Delailad Event: Dmahaxe Backup FaHt

E Repjicole Only With PaIlncI:

g flackup Dn TeIminalinn

El manila [In/D"

 

 

 

 

Cisco -- Exhibit 1008



Cisco -- Exhibit 1008

Chapter 14 Installing and Configuring WINS Servers 275 

3. For the configuration options in the WINS Server Configuration dialog box.

Specify time intervals as described in the following list

Configuration option Description  

Renewal Interval Specifies how often a client reregrsters its name. The default
is five hours.

Extinction Interval Specifies the interval between when an entry is marked as
released and when it is marked as extinct The default is

dependent on the renewal interval and, if the WINS server has
replication partners, on the maximum replication time
interval. maximum allowable value is four days.

Extinctiorr Timeout Specifies the interval between when an entry'is marked
extinct and when the entry is finally scavenged from the

database. The default is dependent on the renewal interval
and, if the WINS server has replication partners, on the
maximum replication time interval. minimum allowable value
is one day.

Verify Interval Specifies the interval after which the WINS sewer must verify
that old names it does not owu are still acrive. The default is

dependent on the cxtincrion interval. i The maximum
allowable value is 24 days.

The replication interval for this WINS server’s pull partner is defined in the

Preferences dialog, boar, as described in “Setting Preferences for WINS

Manager“ later in this chapter. The extinction interval, extinction timeout, and

verify interval are derived from the renewal interval and the replication interval

specified. The WINS server adjusts the values specified by the administrator to

keep the inconsistency between a WINS server and its partners as small as

possible.

4. If you want this WINS server to pull replicas of new WINS database entries

from its partners when the system is initialized or when a replication-related

parameter changes, select the Initial Replication in the Pull Parameters
checkbox, and then type a value for Retry Count.

The retry count is the number of times the server should attempt to connect (in

case of failure) with a partner for pulling replicas. Retries arc attempted at the

replication interval specified in the Preferences dialog box. If all rctries are

unsuccessful, WINS waits fora period before starting replication again. For

information about setting the start time and replication interval for pull and push

partners, see “Setting Preferences for WINS Manager” later in this chapter.

5. To inform partners of the database status when the system is initialized, select

the initial Replication chccltbox in the Push Parameters gmup. To inform

partners of the database status when an address changes in a mapping record.

select the Replicate On Address Change checkbox.
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6. Set any Advanced WINS Server Configuration options, as described in the

following table.

Table 143 Advanced WINS Server Configuration Options
 

Configuration option Description
 

Logging Enabled

Log Detailed Events

Replicate Only With
Partners

Backup On
Termination

Migrate On/Oii

Starting Version
Count

Database Backup
Path

Specifies whether logging of database changes to JETrLOG
should be turned on.

Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if

you are tuning for perfonnanee.)

Specifies that replication will he done only with. WINS pull
or push partners. If this option is not checked. an
administrator can ask a WINS server to pull or push from or
to a non-listed WINS server partner. By default, this option
is checked.

Specifies that the database will be backed up automatically

when WINS Manager is stopped, except when the system is
being shut down.

Specifies that static unique and multihorned records in the
database are treated as dynamic when they conflict with a

new registration or replica. This means that if they are no
longer valid, they will be overwritten by the new
registration or replica. Check this option if you are

upgrading non-Windows NT systems to WindDWS NT. By
default, this Option is not checked.

Specifies the highest version ID number for the database.
Usually, you will not need to change this value unless the
database becomes Corrupted and needs to start fresh. In
such a case. set this value to a number higher than appears
as the version number counter for this WINS server on all

the remote partners that earlier replicated the local WINS
server's records. WINS may adjust the value you specify to
a higher one to ensure that database records are quickly
replicated to other WINS servers. The maximum allowable
value is 231 - I .This value can be seen in the View

Database dialog box in WINS Manager.

Specifies the directory where the WINS database backups
will be stored. If you specify a backup path, WINS

autonralically perfomrs a full backup of its database to this
directory every 24 hours. WlNS uses this directory to
perform an automatic restoration of the database in the
event that the database is found to be corrupted when WINS

is started, Do not specify a network directory. ' 
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7. When you have completed all changes in the WINS Server Configuration dialog
box, choose the OK button.

Configuring Replication Partners
WINS servers communicate among themselves to fully replicate their databases,

ensuring that a name registered with one WINS sewer is eventually replicated to all

other WLNS servers within the internetwork. All mapping changes converge within

the replication period for the entire WINS system, which is the maximum time for

prepagating changes to all WLNS servers. All released names are propagated to all

WINS servers after they become extinct, based on the interval specified in WINS
Manager.

Replication is carried out among replication partners, rather than each server

replicating to all other servers. In the following illustration, Serverl has only

Server2 as a partner, but ServerQ has three partners. So, for example, Serverl gets

all replicated information from Server2, but SerVeIQ gets information from Serverl,
Server3, and Server4.

 Server1

Figure 14.1 Replication Configuration Example for WINS Servers
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Ultimately, all replications are pulled from the other WINS servers on an

internetworlt, but triggers are sent by WINS servers to indicate when a replicatiori

should be pulled. To achieve replication, each WINS server is a push partner or pull

partner with at least one other WINS server. A pull partner is a WINS server that

pulls in database mplieas from its push partner by requesting and then accepting

replicas of new database entries in order to synchronize its own database. A push

partner is a WINS server that sends notification of changes and then sends replicas

to its pull partner upon receiving a request. When the server’s pull partner

replicates the information, it pulls replicas by asking for all records with a higher

version number than the last record stored from the last replication with the server
or number partner.

Choosing whether to configure another WINS server as a push partner or pull

partner depends on several considerations. including the Specific configuration of

servers at your site, whether the partner is across a wide area network (WAN), and

how important it is to propagate the changes.

- If ServerZ, for example, needs to perform pull replications with ServerB, make

sure it is a push partner of Server3.

. If Server2 needs to push replications to Server3, it should be a pull partner of
WINS ServerB.

Replication is triggered when a WINS server polls another server to get a replica.

This can begin at system startup and can then repeat at the time interval specified

for periodic replication. Replication is also triggered when a WINS server reaches a

threshold set by the administrator, which is an update count for registrations and

changes. In this case, the server notifies its pull partners that it has reached this

threshold, and the other servers may then decide to pull replicas. Additionally, the

administrator can cause a replication immediately or at a specified time. Replication
at a specified time is a one-time only event. If the time specified has already passed.
replication does not occur.

Ts add a replication partner for a "JINS server
V

i. From the Sewer menu, choose the Replication Partners command to display the

Replication Partners dialog box.

This command is available only if you are logged on as a member of the

Administrators group for the local server.
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2 Choose the Add button to display the Add WINS Server dialog box.

3. Type the name or IP address of the WINS server that you want to add to the list,
and then choose the OK button.

If WINS Manager can find this server, it adds it to the WINS Server list in the

Replication Partnets dialog box.

4. From the WINS Server list in the Replication Partners dialog box. select the
server you want to configure, and then complete the actions described in

“Configuring Replication Partner Properties" later in this chapter.

5. If you want to limit which WINS servers are disPIayed in the Replication

Partners dialog box, check or clear the options as follows:

Check Push Partners to display push partners for the current WINS server.

- Check Pull Partners to display pull partners for the current WINS server.

. Cheek Other to display the WINS servers that are neither push partners nor

pull partners for the current WINS server.

6. To specify replication triggem for the partners you add. follow the procedures

described in “Triggering Replication Between Partners” later in this chapter.

7. When you finish adding replication partners, choose the OK button
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To delete replication partners

1. From the Server menu, choose the Replication Partners command to display the

Replication Partners dialog box.

’2. Select one or more servers in the WINS Sewer list, and then choose the Delete

button, or press DEL.

WINS Manager asks you to confirm the deletion if you checked the related

confirmation option in the Preference dialog box. as described in “Setting

Preferences for ‘Wilis Manager" later in this chapter.

Configuring Replication Partner Properties
When you designate replication partners, you need to specify parameters for when

replication will begin.

To configure replication partners fora WINS server

1. In the W [NS Server list of the Replication Partners dialog box, select the server

you want to configure.

2. Check either Posh Pan her or Pull Partner or both to indicate the replication

partnership you want, and then choose the related Configure button.

3. Complete the entries in the appropriate Properties dialog box, as described in the

following procedures.

To define pull partner properties

1. In the Start Time box of the Pul] Partner Properties dialog box, type a time to

indicate when replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or

PM, for example, only if these designators are part of your time setting, as

defined using the International option in Control Panel.

l Full Partner: 11.103.11.12
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2‘ in the Replication Interval box, type a time in hours, minutes. and seconds to

indicate how often replications will occur, or use the spin buttons to set the time
you want.

If y0u want to return to the values specified in the Preferences dialog box.
choose the Set Default Values button.

3. Choose the OK button to return to the Replication Partners dialog box.

, To define push partner properties

1. In the Update Count box of the Push Partner Properties dialog box, type a

number for how many additions and updates made to records in the database

in result in changes that need i-eplicatiOn.

Replications that have been pulled in from partners do not count as insertions or

updates in this context.

The minimum value for UpdateCount is 5‘
-w:étfi'hW“ --.t \\ WWW‘ "\U‘TS

entitfiie‘tvatbfitt’toeum

t
I
l .r.
A 
If you want to return to the value specified inthe Preferences dialog box, choose
the Set Default Values button

2. Choose the OK button to return to the Replication Partners dialog box.

Triggering Replication Between Partners
You can also replicate the database between the partners immediately, rather than

waiting for the start time or replication interval specified in the Preference dialog

box, as deseribed iu “Setting Preferences for WINS Manager“ later in this chapter.

You probably want to begin replication immediately after you make a series of

changes, such as entering a range of static address mappings.
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b To send a replication trigger

9 Complete one of the following tasks using the Replication Partners dialog box,

. Select the WINS servers to which you want to send a replication trigger, and

then choose the Push or Full batten. depending on whether you want to send

the trigger to push partners or pull partners.

_ O[_

- lt‘ yeti want the selected WINS server to propagate the trigger to all its pull

partners, select the Push With Propagation checkbox.

If the Push Widl Propagation checkbox is not selected= the selected WINS

server does not propagate the nigger to its other partners.

If the Push With Propagation checkbox is selected. the selected WINS server

sends a propagate push trigger to its pull partners after it has pulled in the

latest'iuformation from the source WINS sewer. If it does not need to pull in

any replicas because it has the same or more up-to-datc replicas than the

source WINS server, it does not propagate the trigger to its pull panners.

> To start replication immediately

0 In the ReplicaLiOn Partners dialog box, choose the Replicate Now button.

Managing Static Mappings
Static mappings BIC permanent lists of computer name—to-lP address mappings that

cannot be challenged or removed, except when the administrator removes the

Specific mapping. You use the Static Mappings corrunand in WINS Manager to add,

edit, import, or delete static mappings F0r clients ontl-ie network that are not WINS
enabled.
 

Important If DHCP is also used on the network, a reserved (or static) IP address

will override any WINS server Settings. Static mappings should not be assigned to

WINS-enabled Computers.  

It To view static mappings

l . From the Mappings menu, choose the StaticMappings command to dis play the
Static Mappings dialog box.
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Caution All changes made to the WINSdatabaseusing“the Static Mappings
dialog box take effect immediately. For this reason, you cannot cancel changes

made to the WINS databaSe while working in the Static Mappings dialog box.
You must manually delete any entries that are added in error or manually add

back. any entries Lhat you mistakenly delete.  

2. In the Sort Order group box, indicate whether you want to 5011 static mappings
by IP address or computer name.

This selection determines the order in which entries appear in the list of static

mappings.

3. Complete any of the following tasks:

- To edit or add a mapping, follow the procedures described in ”Adding Static

Mappings” and “Editing Static Mappings” later in this chapter.

- To remove existing static mappingsP select the mappings you want to delete

from the list, and then choose the Delete Mapping button.

To limit the range of mappings displayed in the list of static mappings,

cheese the Set Filter button, and then follow the procedure in “Filten'ng the

Range of Mappings” later in this chapter.

- To turn off filtering, choose the Clear Filter button.

4. When you have finished viewing or changing the static mappings, choose the
Close button.
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Adding Static Mappings
You can add static mappings to the WINS database for specific IP addresses using
two methods:

- Type static mappings in adialog box

- Import files that contain static mappings

.L To add static mappings to the WINS database by typing entries

I, in the Static Mappings dialog box, choose the Add Mappings button to display

the Add Static Mappings dialog box.

. \\a-apear§1
LPAddten:
11 3103.41 .121

 

  
2A in the Name box, type the computer name of the syStem for which you are

adding a static mapping.

You do not need to type two backslashes (\\) when entering the computer name,

because WINS Manager adds these for you.

LL) In the IP Address box, type the address for the-computer.

If Internet Group or Multihomed is selected in the Type group box, the dialog

box shows additional controls for adding multiple addresses. Use the clown-

anow button to move the address you type into the list of addresses for the

group. Use the up-tnrow button to change the order 01' a selected address in the
liSt.

4‘ Select an option in the Type group box to indicate whether this entry is a unique

name or a kind of group with a special name, as described in the following table.
 Type option Description

Unique Unique name in the database, with one address pet name.

Group Nonnal group, where addresses of individual members are
not stored The client broadcasts name packets to normal
groups.
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Type option Description
  

Internet group Groups with NetBlOS names that have 011C as the 16th
byte. An internet group Stores up to 25 addresses for
members. The maximum number of addresses is 25. For

registrations after the 25th address, WINS overwrites a
replica address or. if none is present, it overwrites the oldest
registration.

Multihomed Unique name that can have more than one address
(multihomed computers). The maximum number of

addresses is 25. For registrations after the 25th address.

WINS overwrites a replica address or, if none is present, it
overWrites the oldest registration 

Important For internet group names defined in this dialog box (that is, added

statically). make sure that me primary domain controller (PDC) for that domain

is defined in the group if the PDC is running Windows NT Advanced Server
version 3.1. 

For more information, see “Managing Special Names” later in this chapter.

5. Choose the Add button.

The mapping is immediately added to the database f0r that entry, and then the

checkboxes are cleared so that you can add another entry.

6‘ Repeat this process for each static mapping you want to add to the database, and
then choose the Close button.
 

Important Because each static mapping is added to the database when you

choose the Add button, you cannot cancel work in this dialog box. If you make a

mistake in entering a name or address for a mapping, you must return to the

Static Mappings dialog box and delete the mapping there. 

You can also import entries for static mappings for unique and special group names

from any file that has the same format as the LMHOSTS file (as described in

Chapter 15, “Setting Up LMHOSTS”). Scope names and keywords other than

#DOM are ignored. However, normal group and multihomed names can be added

only by typing enoies in the Add Static Mappings dialog box.
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e To import a file containing static mapping entries

1. In the Static Mappings dialog box, choose the Import Mappings button to

display the Select Static Mapping File dialog box.

2. Specify a filename. for a. static mappings file by typing its name in the box.

_Q;_

Select one or more fiienames in the list, and then ChoOse the OK button to

impozt the file.

The specified file is read, and then a static mapping is created for each computer
name and addiess. If the #DOM keyword is included for any record, an internet

group is created (if it is not already present), and the address is added to that group.

Editing Static Mappings
YOu can change the IP addresses in static mappings owned by the WINS server you

are currently administering.

b To edit a static mapping entry

1. In the Static Mappings difilog box, select the mapping you want to change, and

then choose the Edit Mapping button, or double-click the mapping entry in the
list.

The Edit Static Mapping dialog box is displayed.

> (Summer Name: “ClingFiee

3 Mapping Type: Unique

3 LP Address: 551 
 

Note You can view, but not edit, the Computer Name and Mapping Type option

fOr the mapping in the Edit Static Mappings dialog box. 

2. In the IP Address box, type a new address for the computer, and then choose the
OK button. -

The change is made in the WINS database immediately.
 

Note If you want to change the computer name or gmup type related to aspecitic

IP address, you must delete the entry and redefine it using the Add Static Mappings

dialOg box.
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Filtering the Range of Mappings

i’

Page 312 of 530

You might want to limit the range of 1P addresses or computer names displayed in

the Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering

the list ofmappings.

To filter mappings by address or name

1. In the dialog box for Static Mappings or Show Database, choose the Set Filter

button to display the Set Filter dialog box.

Ctiletia  

 
Compute! flame: 

 1P Address: ‘  
2. In the Computer Name or IP Address boxes> type portions of the computer

name, IP address. or both.

You can use the asterisk (*) wildcard for portions of the name or address or

both. For example, you could type \\acet* to filter all computers with names that

begin with acct. However, for the address, a wildcard can be used only for a

complete octet. That is, yOu can type 11.101.*.*, but you cannot enter 11t1*.1.1
in these boxes.

3. Choose the OK button.

The selected range is displayed in the Static Mappings or Show Database dialog
box. The filtered range remains until you clear the filter.

If no mappings are found to match the range you specified, an informatiOn

message is displayed and the list of mappings will be empty.

If a filter is in effect for the range of mappings, the Clear Filter buttOn is available

for restoring the entire list.

To clear the filtered range of mappings

. 1n the Static Mappings or Show Database dialog box, choose the Clear Filter
button.

The list now shows all mappings found in the database.
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Managing Special Names
WINS recognizes special names for groups, multihonied devices, and internet

groups. This section describes these special names and presents some background

details to help you understand how WINS manages these groups.

Normal Group Names
A group name does not have an address associated with it. it can be valid on any

subnet and can be registered with more than one WINS server. A group’s

timestamp shows the last time for any change received for the group. If the WINS

server receives a query for the group name, it returns FPFFFFFF (the limited

broadcast address). The client then broadcasts on the subnet. The group name is

renewed when any member of the group renews the grOup name.

Multihomed Names

A multihOtned name is a single. unique name storing multiple addresses. A

multihOrned device is a computer with multiple network cards and/or multiple I'P

addresses bound to NetBIOS over TCP/IP. A multihorned device with multiple IP

addresses can register one or more addresses by sending one addicss at a time in a

special name registration packet. A multihomed name in a WINS database can have

one or more addresses. The timestamp for the record reflects any changes made for

any members of the name.

Each multihomed group name can contain a maximum of 25 IP addresses.

When you configure "PCP/1'? manually on a Windows NT computer, you use the

Advanced Microsoft 'PCP/JP dialog box to specify the IP address and other

information for each adapter on a multihomed computer.

If WINS is running On a multihomed computer, the IP address of the WINS service

is that of the first adapter to which Netbt is bound. When you configure clients’

WINS addresses, you must speeify this address, and not another one, such as that of

an adapter that might be on the same subnet as the client. In some cases, the client

needs to determine when WINS sends a message, and all WINS messages originate

from the first adapter to which Netbt is bound.

A multihomed computer thatruns on more than One network should not be used as a

WINS server. Because a multihomed computer running WINS server always

registers its names locally and a computer can run only one instance of WINS, the

computer cannot register its name with two networks. Additionally,

MS—DOS—based clients always use the first IP address supplied by the WINS

server. When a client attempts a connection, the WINS server could give it the IP
address for the other network as the first address. in that case, the client‘s

connection attempt would fail.
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A multihomed WINS client on more than one network can be configured to register

with a different WINS server for each adapter card. The computers on each
network Would use the WINS server on their network to resolve names.

Internet Group Names
The internet group name is read as configuration data. When dynamic name

registrations for intenlet groups are meeived, the actual address (rather than the
subnet broadcast address) is stored in the group with a timestamp and the owner ID,

which indicates the WINS server registering that address.

The internet group name (which has a l6th byte ending in OXIC reserved for

domain names, as described in the following section) can contain a maximum of 25

IP addresses for primary and backup domain controllers in a domain. Dynamically

registered names are added if the list is not static and has fewer than 25 members. If

k the list has 25 members, WINS removes areplica member (that is, a member

'1 registered by another WINS server) and then adds the new member. If all members
are owned by this WINS server, the oldest member is replaced by the new one.

WINS gives precedence over remote members to members in an internet group

name that registered with it. This preference means that the group name always

contains the geographically closest Windows NT Server computers. To establish

the preference of mem hers of intemet groups registered with other WINS servers

under the \Pattners\Pull key in the Registry. a precedence is assigned for each

WINS partner as a value of the MemberPrec Registry parameter. Preference should

be given to WLNS servers near the WINS server you are canfiguri ng. For more

information about the value of this parameter, see its entry in “Advanced

Configuration Parameters for WINS” later in this chapter.

The internet group name is handled specially by WINS, which returns the 24

closest Windows NT Server computers in the domain, plus the domain controller.

The name ending in 1C is also used to discover a Windows NT Server computer in
a domain when :1 computer running Windows NT Workstation or Windows NT

Server needs a server for pass—through authentication.

If your network still has domain controllers running Windows NT Advanced Server

version 3.1 to be incl ttded in the internet group name, you must add these to the

group manually using WINS Manager. When you manually add such a computer to

thcinternet group name, the list becomes static and no longer accepts dynamic

updates from WINS-enabled computers.

For information about related issues in LMl-IOSTS for #DOM entries, See

“Designating Domain Controllers Using #DOM” in Chapter 15, “Setting Up
I.JMI'-IOS'I‘S."
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How WINS Handles Special Names
Special names are indicated by a 16th byte appended to the computer name or

domain name. The following table shows some special names that can be defined

for static entries in the Add Static Mappings dialog box.

Table 14.4 Special Names for Static Mappings
 

Name ending

OxlB

OxlD

0x 1C

Usage

A normal group. B rowsers
broadcast to this name and
listen on it to elect a master

browser. The broadcast is done
on the local Subiret and should
not cross routers.

Clients resolve this name to

access the master browser fet-
server lists. There is one
master browser on a subneL

The inlemet group name,
which contains a list of the

specific addresses of systems

that have registered the name.
The domain controller registers
this name.

How WINS handles querim

WINS always returns the iimited
broadcast address (PPFPFFFF).

WINS always returns a negative

response. If the node is h—node or
m—nodet the client broadcasts a name

query to resolve the name. For
registrations, WINS returns a positive
response even though the names are
not put into the database.

WINS treats this as an internet group,
where each member of the group must

renew its name individually or be
released, The intemet group is limited
to 25 names. (Note. however, that
there is no limit for #DOM entries in

LMHOSTS.)

WINS netums a positive response rur
a dynamic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is

replicated that clashes with a dynamic
lC name on another WINS server, a

union of the members is added, and
the record is marked as static. If the

record is static, members of the group
do not have to renew their LP

addresses.
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The following example-illustrates a sample NeLBIOS name table for a Windows NT

Server domain controller. such as the list that appears if you type nbtstat -n at the

command prompt. This example shows the 16th byte for special names, plus the

type (unique or group).

NetBlOS Local Name Table

Name Type Status

«(2298703) Unique Reg1stcred

ANNIEPS (20> UNIQUE Registered
ANNIEPS <00) UNIQUE Registered
ANNIEPDOM (00> GROUP Registered
ANNIEPDOM <1C> GROUP Registered
ANNIEPDOH (15> UNIQUE Registered
ANNIEPE (03> UNIQUE Registered
ANNIEPS (IE) GROUP Registered

ANNIEPS (1D) UNIQUE Registered
.._MSBRONSE_. <01) GROUP Registered

As shown in this example, several special names are identified for both the

computer and the domain. These special names include the following:

0x0 (shown as <OO> in the example), the redirector name, which is used with
net view.

- 0x3, the Messenger service name for sending messages

. 0x20, the LA N Manager server name.

MSBROWSE_. the name master browsers broadcast to on the local subnet to

announce their domains to other master browsers. WINS handles this name by

returning the broadcast address FFFFPFFF.

- OxlB, the domain masrer browser name, which clients and browsers use to

contact the domain master browser. A domain master browser gets the names of
all domain master browsers. When WINS is queried for the domain master

browser name, it handles the query like any other name query and returns its
address.

WINS assumes that the computer that registers a domain name with the 113

character is the primary domain controller (PDC). This name is registered by the

browser running on the PDC. This ensures that the PDC is in the internet group

name list that is returned when at 1C name is queried, for which WINS always

returns the address of the 1B name along with the members of at 1C name.

If the PDC is not a Windows NT Sewer 3.5 computer. you should statically
initialize WINS with the 0x13 name of the PDC. The address should be the IP

address of the primary domain controller. Using 0x113 in this situation is not

required, but clients will find the PDC much more quickly and with less network
traffic
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Setting Preferences for WlNS Manager
You can eonflgum several options for administration of WINS servers. The
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commands for controlling p references are on the Options menu.

To display the status bar for help on commands

6‘ From the Options menu, choose the Status Bar command.

When this command is active. its name is checked on the menu, and the status

bar at the bottom of the WINS Manager window displays descriptions of

commands as they are highlighted in the menu bar.

To set preferences for WINS Manager

1. From the Options menu, choose the Preferences command to display the
Preferences dialog box.  

Tip To see all the available preferences: choose the Partnens button. 

 
 

 

F
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update Count:
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2. Specify settings for the options in which you want to change, and then choose
the OK button.
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The following list describes the various preferences in which you can set using this

dialog box:

Address Display group box

Select an option to indicate how you want address information to be displayed
throughout WlNS Managua—as computer name. I? address, or an ordered
combination of both.
 

Note Remember that the kind of address display affects h0w a connection is
made to the WINS server —- for IP addresses, the connection is made via

TCP/IP; for computer names, the connection is made via named pipes. 

Server Statistics group box

If you want the statistics in the WINS Manager window to be refreshed

automatically, select the Auto Refresh checkbox, and then enter annmber in the

Interval box to specify the number of seconds between refresh actions WINS

Manager also refreshes the statistical display automatically each time an action

is initiated while you are working in WINS Manager.

Computer Names

Select the LAN Manager—Compatible cheekbox if you want computer names to
adhere to the LAN Manager naming convention.

LAN Manager computer names are limited to 15 characters, as opposed to 16-

character NetBIOS names used by some Other sources, such as Lotus Noteso. In

LAN Manager names, the 16th byte is used to indicate whether the device is a

server, workstation, messenger, and so on. When this option is selected, WINS

adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows-based networking, including Windows NT, follows the LAN

Manager convention. This checkbox should, therefore, be selected unless your

network accepts NetBIOS name from other sources.

Miscellaneous group box

If you want the system to query the list of servers each time the system starts to

find out if each server is available, select the Validate Cache Of Known WINS

Servers At Startup Time checkbox. If you want a warning message to appear

each time you delete a static mapping or the cached name of a WlNS server,

select the Confirm DeletiOn Of Static Mappings And Cached WINS Servers
Checkbox.

New Pull Partner Default Configuration group box

In the Start Time box, type a time to specify the default for replication start time

for new pull partners, and then specify values in the Replication Interval box to

indicate how often data replicas will be exchanged between the partners.

The Replication Interval should be the same as, or less than, the lowest refresh

time interval that is set on any of the replicating WlNS servers. The minimum

value for the Replication Interval is 40 minutes.
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New Push Partner Default Configuration

In the Update Count box, type a number to specify a default for how many

registrations and changes can occur locally before a replication trigger is sent by

this sewer when it is a push partner: The minimum value is 20.

Managing the WINS Database
The following files are stored in the \tystemreot‘tSYSTEIABflWlNS directory that

is created when you set up a WINS server:

IETLOG is a log of all transactions done with the database. This file is used by

WINS to recover data if necessary.

SYSTBMJVIDB is used by WINS for holding information about the structure of
its database.

a WINSMDB is the WINS database file.

- WINSTMP.MDB is a temporary file that WINS creates. This file may remain
in the \WINS directory after a crash.

You should back up these files when you back up other files on the WINS seWer.
 ..Lm... .._.-- ...._..____.__..__...._.....-1..

Pauhon The JETLOG, SYSTEMMDB, WINSMDBtiiidWINSTMP.MDB"

files should not be removed or tampered with.inmany manner

 

 

Like any database, the WINS database of address mappings needs to be

periodically cleaned and backed up. WINS Manager provides the tools you

need for maintaining the database. This section describes how to scavenge (clean),

view, and back up the database. For information on restoring and

moving the WINS database, see ‘Troubleshooting WINS“ later in this chapter.

Scavenging the Database
The local WINS database should periodically be cleaned of released entries and old

entries that were registered at another WINS server but did not get removed from

this WINS database for some reason. This process, called scavenging. is done

automatically over intervals defined by the relationship between the Renewal and

Extinct intervals defined in the Configuration dialog box. You can also clean the

database manually.

For example, if you want to verify old replicas immediately instead of waiting the

time interval specified for verification. you can manually scavenge the database.
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i» To scavenge the WINS database

0 Front the Mappings menu, choose the Initiate Scavenging command.

The database is cleaned, with the msults as shown in the following table.

State before scavenging State after scavenging  

Owned active names for which Marked relented

the Renewal interval has expired

Owned released name for which Marked extinct

the Extinct interval has expired

Owned extinct: names for which Deleted

the Extinct timeout has expired

Replicas of extinct names for which Deleted
the Extinct timeout has expired

Replicas of active names for which Revalidatcd

the Verify interval has expired

Replicas of extinct or deleted names Deleted

For information about the intervals and timeouts that govern database scavenging,

see "Configuring WINS Servers” earlier in this chapter.

After WlNS has been running for a while, the database might need to be compacted
to improve WINS pet'fonnance. You should compact the WINS database whenever

it approaches 30 MB.

> To compact the WINS database

I. At the WINS server, stop the Windows Internet Name Service using the Control

Panel Services Option or by typing net stop wins at the command prompt.

2. Run the JETPACKEXE program (which is found in the

\systemroOAS YSTEM 3’2 directory).

3. Restart the Windows Internet Name Service on the WINS server.

  

Caution Do not compact the SYSTEMMDB database 
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Viewing the WlNS Database
You can View the actual active and static rmppings stored in the WINS database,
based on the WINS server that owns the enLries.

b To view the WINS database

1. From the Mappings menu, choose the Show Database command to display the

Show Database dialog box.
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2. To View the mappings in the database fora specific WINS server, select Show

Only Mappings From Specific Owner, and then from the oeleet Owner list,

select the WINS server whose database you want to view.

By default, the Show Database dialog box shows all mappings for the WINS
database on the currently selected WINS server.

3. Select 3 Sort Order option to sort by IP address, computer name, limestamp for

the mapping, version 1D, or type. (For information about types, see “Adding

Static Mappings" earlier in this chapter.)
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4. If you want to View on];l a range of mappings: choose the Set Filter button, and

then follow the procedures described in “Filtering the Range of Mappings”

earlier in this chapter. 

Tip To turn off filtering, choose the Clear Filter button.  

5. Use the scroll bars in the Mappings box to view entries in the database. Then

choose the Close button when you are finished viewing.

As shown in the Mappings list, each registration record in the WLNS database
includes these elements:

 Item D escrip tion

Q, Unique

Q Group, inter-net group, or multihomed

Computer name The NetBIOS computer name

IP address The assigned Internet Protocol address

A or S Indicates whether the mapping is actiVe (dynamic) or static

Timestamp Indicates when the record is set to expire.

Version ID A unique hexadecimal number assigned by the WlNS server during
name registration. which is used by the server‘s pull partner during
replication to find new records

You can also use the Show Database dialog box to remove all references to a

specific WINS server in the databaSe, including all database entries owned by the
WINS server.

9 To delete a specific WINS server’s entries in the database

0 In the Show Database dialog box, select a WINS sewer in the Select Owner list,
and then choose the Delete Owner button.
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Backing Up the Database
WINS Manager provides backup tools so that you can back up the WINS database.

After you specify a backup djrectory for the database, WINS performs complete

database backups every 24 hours, using the specified directory.

it To backup in WINS database

1. From the Mappings menu, choose the Backup Database command to display the

Select Backup Directory dialog box.

    
2. Specify the location for saving the backup files.

Windows NT proposes a subdirectory of the \WINS directory. You can accept '

this proposed directory. The most secure location is to back up the database on

another hard disk. Do not back up to a network drive, because WINS Manager
cannot restore from a network source.

3. If you want to back up only the newest version numbers in the database (that is,

changes that have occurred since the last backup). select the Perform

Incremental Backup checkbox. 

Note You must have performed a complete backup before this option can be

used successfully. 

4. Choose the OK button.

You should also periodically back up the Registry entries for the WINS server.
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to To back up the WINS Registry entries

1. Run the RBGEDT32EXE program from File Manager or Program Manager to
start the Registry Editor.

2. 1n Registry Editor; select the HKEY_‘LOCAL_MACHINE window, and then

select the following key:

..SVSTEM\CurrentControlSet\Serv1ces\NlNS

3. From the Registry menu, choose the Save Key command to display the Save

Key dialog box.

4‘ Specify the path where you store backup versions of the WINS database files.

For infometion about restoring the WINS database, see the following section,
‘Troubleshooting WINS.“

Troubleshooting WINS
This section describes some basic troubleshooting steps for common problems and
also desoribes how to restore or rebuild the WINS database.

Basic WINS Troubleshooting
The following error conditions can indicate potential problems with the WINS
server: '

. The administrator can‘t connect to a WINS server using WINS Manager. The

message that appears might be, “The RPC Server is unavailable.”

- The WINS Client service or Windows Internet Name Service might be down
and cannot be restarted.

The first troubleshooting task is to make sure the appropriate services are running.

> To ensure the WINS services are running

1‘ Use the Services Option in Control Panel to verify that the WINS services are
running.

In the Services dialog box for the client computer. Started should appear in the
Status column for the WINS Client service. For the WINS server itself, Started

should appear in the Status column for the Windows Internet Name Service.

2. 11‘ a necessary service is not started on either computer, start the service.

The following describes solutions to common WINS problems.
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a: To locate the source of “duplicate name” error messages

9 Check the WINS database for the name. If there is a static record, remove it

from the database ol‘the primary WINS server.

—Ol'-

Set the value of MigrateOn in the Registry to I, so the static reeortls in the

database can be updated by dynamic registrations (after WINS successfully

challenges the old address).

a- To locate the source of “network path not found” error messages on a WINS

0 Check the WINS database for the name. It the name is not present in the

database, check whether the computer uses b—node name resolution. If so add a

static mapping for it in the WINS database.

If the computer is configured as a p-node, m-node, or h-node and if its IP
address is different from the one in the WINS databaSe, then it may be that its

address changed recently and the new address has not yet replicated to the local

WINS server. To get the latest records, as ' the WINS server that registered the

address to perform a push replication with propagation to the local WINS
server.

r. To discover why a WINS server cannot pull or push replications to another
WINS server

1. Confirm that the muter is working

2. Ensure that each server is correctly configured as either a pull or push partner.

- If ServcrA needs to perform pull replications with ServerB, make sure it is a

push partner of ServerB.

.. If ServerA needs to push replications to ServerB, it should be a pull partner
of WINS ServerB.

To determine the configuration of a replication pattnen check the values under

the \Pull and \Push keys in the Registry, as described in “Advanced

Configuration Parameters for WINS" later in this chapter.

5 To determine why WINS backup is failing consistently

6 Make sure the path for the WINS backup directory is on a local disk on the
WINS server.

WINS cannot back up its database files to a remote dn've.
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Restoring or Moving the WINS Database
This section describes how to restore, rebuild, or move the WINS database.

Restoring a WINS Database

If you have determined that the Windows Internet Name Service is running on the

WINS server, but you cannot connect to the server using WINS Manager, then the

WINS database is not available or has becomes corrupted. If a WINS sewer fails

for any reason, you can restore the database from a backup copy.

You can use the menu commands to restore the WINS database or restore it

manually.

v To restore a WINS database using menu commands

I. From the Mappings menu, choose the Restore Database command to display the

Select Directory to Restore From dialog box.

2. Select the location where the backup files are stored, and then choose the OK
button.

v To restore a WINS database manually

I. In the \systenzrooASYSTEM32\WINS directoty, delete the JETLOG.
JET‘SLOG, WINSTMP, and SYSTEM.MDB files.

2. From the Windows NT Server installation source, copy SYSTEMMDB to the

\rystemroonSYSTEMB2\WINS directory on the WINS server.

The installation source can be the WindOWS NT Server compact disc, the

installation floppy disks. or a network directory that contains the master files for
Windows NT Server.

3. Copy an unconupted backup version of WINSMDB to the

\rystemr00t\SYSTEM32\WlNS directory.

4. Restart the Windows Internet Name Service on the WINS servetx

Restarting and Rebuilding a Down WINS Server
In rare circumstances, the WINS server may not boot or 3 STOP error might occur.

If the WINS server is down, use the following pmcedure to restart it. ‘
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To restart a WINS server that is down

l. Turn off the power to the server and wait one minute.

2. Turn on the power. start Windows NT Server, and then logon Under an account

with Administrator rights.

3. At the command prompt, type the net start wins command, and then press
ENTER.

If the hardware for the WINS server is malfunctioning or other problems prevent

you from running Windows NT, you will have to rebuild the WINS database on

another cosnputer.

To rebuild a WINS server

I. If you can start the original WINS server using MS-DOS, use MS-DOS to make
backup copies of the files in the \ryrremroo[\SYSTEM32\WINS directory. If

you cannot start the computer with MS-DOS , you will have to use the last
backup version of the WINS database files.

2. Install Windows NT Server and Microsoft TCP/lP to create a new WINS server

using me same hard drive location and \syszemroot directory. That is. if the

original server stored the WI NS filer: on C:\W [NNT35\SYSTEM32\.WINS, then

the new WINS server should use this same path to the WINS files.

3. Make sure the WINS services on the new server are stopped. and then use

Registry Editor to restore the WINS keys from backup files.

4. Copy the WINS backup files to the \systemmot’xSYS'l‘BM32\WINS directory.

5. Restart the new, rebuilt WINS server.

Moving the WW?» Database
' You may find a situation where you need to move a WINS database to another
computer. To do this, use the following procedure.

To move a WINS database

1. Stop the Windows Internet Name Service on the current computer.

2. Copy the \SYSTEM32\WLNS directory to the new computer that has been

configured as a WINS sewer.

Make sure die new directory is under exact] y the same drive letter and path as

on the old computer.

if you must copy the files to adifferent directory, copy WINSMDB, but not
SYSTEMMDB. Use the version of SYSTEMMDB created for that new

computer.

3. Strut the Windows lnternetName Service on the new computer, WINS will

automatically use the .MDB and .LOG files copied from the old computer.
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Advanced Configuration Parameters for WINS
This section presents configuration parameters that affect the behavior of WINS

and that can be modified only through Registry Editor. For some parameters, WINS
can detect Registry changes immediately. For other parameters, you must restart the

Windows Internet Name Service for the changes to take effect.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. All but a few of the configuration

parameters that can be set by editing the Registry can also be set using WINS

Manager 01 SNMP. Whenever pessible, use WINS Manager or SNMP to make

configuration changes, rather than using Registry Editor. If you make errors while
changing values with Registry Editor, you will not be warned. because Registry

Editor does not recognize semantic errors.  

> To make changes to WINS configuration using Registry Editor

1. Start the Registry Editor by running the REGEDTBZEXE file from File

Manager or Program Manager.

-012.

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how

to make changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On

Local Machine, and then click the icons for the SYSTEM subtree until you

reach the apprOpt-iate subkey, as described later in this section.

The following describes the value entries for WINS parameters that can only be set

by adding an entry or changing values in Registry Editor.

Registry Parameters for WINS Servers
The Registry parameters for WINS servers are specified under the following key:

.. \SYSTEMCur‘rentContt‘ol Set\3erv1cesznsWarameters

This subkey lists all the nonreplicationnrelated parameters needed to configure a

WINS server. It also contains a \Datafiles subkey, which lists all the files that

should be read by WINS to initialize or reinitialize its local database.
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DbFi lcNm

Data type = REG_SZ or REG_EXPAND_SZ

Range = par/2 mum;

Default : %Sy3tenflloot%\system32\wins\wins.mdb

Specifies the full path name Ior the WINS database file.

DOStaticDamInit

Data type = REG_DWORD

Range = O or 1

Default = 0 (false—that is, the WINS server does not initialize its database)

If this parameter is set to a non-zero value, the WINS server will initialize its
database with records listed in one or more files listed under the \Datafiles

subkey. The initialization is done at process invocation and whenever a change

is made to one or more values of the \Pairmneters or \Datafiles keys (unless the

change is to change the value of DoStatieDataI nit to 0).

ItLit'I‘imePauso

Data type = REG_DWORD

Range = 0 or 1

Default : 0 (no initial pause,

If set to 1, WINS starts in the paused state—~tlmt is, WINS does not accept any

name registrations, releases, or quen'esmuntil it has replicated with its partners,

or failed in the attempt, at least once. If InitTimePause is set to 1, the

\WINS\Pat1.ners\Pull\InltTimeReplication pnmmeter Should be either set to 1

or removed from the Registry.

LogFilePath

Data type = REG_SZ Ol‘ REG_EXPAND_SZ

Default = %Sys'temRoot%\system32\wins

This parameter specifies the directory location 01' the log files created by WINS.

These files are used for recovery in case of a soft Failure of WINS.

McastIntvl

Data type = REG_DWORD
Default 2 2400 (seconds)

This parameter specifies the time interval at which the WINS server sends a

multicast to announce its presence to other WINS servets. The value is

expressed in seconds. The minimum allowable value is 2400 seconds (40‘
minutes).
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McastTtl

Data type = REGJDWORD

Range = _1 to 32 »
Default = 6

This parameter specifies the number of times a WINS inullicast announcement
can cross a router to another network.

NoOferThds

Data type = REG_DWORD

Range 2 1 to 40

Default = Number of processors on the computer

This parameter specifies the number of worker threads. It can be changed

without restarting the WINS computer.

PriorityClassHigh

Data type = REG_DWORD

Range : 0 or 1

Default: 0 (false—that is, the priority class is normal)

If the parameter is set to a non-zero value, WINS runs in high priority class.

This setting is useful to ensure that other processes, such as electronic mail or

other applications, do not preempt WINS.

UseSeIt'FndPnrs

Data type 2 RBG_DWORD

Range = 0 or 1
Default 2 0

If the parameter is set to 1 and network routers support multicasting, WINS

Server automatically finds other WINS servers on the network and configures

them as push and pull partners. If the para meter is set to 1 and network routers

do not support multicasting, WINS finds other WINS servers only on its subncr.

By default, partnership data created in this way is maintained automatically.

When a WINS server is discovered through multicast, it is automatically

removed as a replication partner when it shuts down gracefully. If the Registry

information about this partnership is changed manually using WINS Manager,

WINS Server no longer maintains the partnership information when there is a

change.
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The following parameters in this subkey can be set using the options available in

the WINS Server C011figuration dialog box:

LogDetailchventsY ..__IT:I‘“ 4

mug, 1‘ tier Eti‘l

LoggingOn
RefreshInterval

Tombstonelnterval (extinction interval)

Tombstone’l‘imeout (extinction timeout)

Verifylnterval '

Also, the \Wins\Parameters\Datafiles key lists one or more files that the WINS
server should read to initialize or reinitialize its local database with static. records.

If the full path of the file is not listed, the directory of execution for the WINS

server is assumed to contain the data file. The parameters can have any names (for

example, DF] or DF2). Their data types must be REG_SZ or REG_EXPAND_SZ.
  

Important The \WinsWerformance key commins values used for WINS

performance counters that can be viewed in Performance Monitor. These values

should be maintained by the system, so do not. change these values. 

Registry Parameters for Replication Partners
Properties of WINS replication partners are specified under the \Wins\Partners key.

PersonaNonGr-ata

Data type = REG_MUL't‘i_SZ
Default = None

This parameter specifies the Internet Protocol (IP) addresses of WINS servers

whose records are not to be inserted into the local database during replication. If
there ate incorrect records in the databases of one or more WINS servers on

your network, you can prevent those records from being replicated to your

Wle Server database by specifying the IP addresses of the WINS servers that

own them under the PersonaNonGrsta parameter.

The \Wins\Partners key has two subkeys, \Pull and \Push, under which are subkeys

for the IP addresses of all push and pull partners, respectively, of the WINS sewer.
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Parameters for Push Partners

A push partner, listed under the \PartnersWull key, is one from which n WINS
server pulls replicas and from which it can expect update notification messages. The

following parameter appears under the IP address for a specific push partner. This

parameter can be set cfiily by changing the value in Registry Editor:

MemberPrec

Data type = REG,_DWORD

Range = O or I
Default = O

Specifies the order of precedence of addresses in an intemet group, those for

which the sixteenth byte is OXIC. Addresses in the OxlC names pulled from a

WINS partner are given the precedence assigned to the W [NS server. 0

indicates low precedence, and 1 indicates high precedence. Locally registered

names always have high precedence. Set this value to 1 if this WINS server is
serving a geographic location that is nearby.

The following parameters appear under this subkey and can be set in the WINS

Server Configuration dialog box:

..\SYSTEH\CurnentControISet\5ervices\w1ns\Partners\Pul1

tnitTimechI ication

CommRetryCount

The following parameters appear under this subkey and can be set using the

Preferences dialog box:

..\SYSTEM\CurrentControlSet\Services\W1ns\Partners\Pu11\<lp Address)

SpTime (Start Time for pull partner default configuration)
Timclnterval (Replication Interval)

For Sp’l‘imc, WINS replicates at the set time if it is in the future for that day. After

that, it replicates every number of seconds specified by TimeIntervaL If SpTime

is in the past for that day, WINS replicates every number of seconds specified by

Timelnterval, starting from the current time (if InitTimeReplication is set to 1).
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Parameters for Pull Partners

A pull partner of a. WINS server, listed under the \Partners\Push key, is one from

which it can expcu pull requests to pull replicas and to which it sends update

notification messages.

OnlyDynRecs

Data type = RBG_DWORD

Range : O er 1
Default = 0

If set to it only dynamically registered records are replicated to a pull pauner. If set

to 0, the default, all receids, both dynamic and static, are replicated

The following parameters appear under this subkey and can be set using the options

available in the WINS Server Configuration dialog box:

..\SYSTEH\Curren tContnol Set\Servi cesWi ns\Pa rtners\Push

lnit’l‘imeReplieation

RplOnAddressChg

The following parameter appears under this subkey and can be set using the options

available in the Pi‘efereiiees dialog box:

..\SYSTEH\Curren tControl Set\SerV1‘ tesWi ns\Partners\Push\< lp Address)

UpdateCount

Planning a Strategy for WINS Servers
The planning issues for implementing WLNS servers are similar to those for

implementing DHCP Sewers, as described in Chapter 13. “Installing and

Configuring DHCP Se: vet‘s.“ Most uetwurk adminiszmtors will be installing both

kinds of servets, so the planning and implementation tasks will be undertaken

jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers.
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Planning for Server Performance
A WINS server can typically service 1500 name registrations per minute and about

760 queries per minute. There is no built- in limit to the number of records that a

WlNS server can replicate or store.

Based on these numbers, and planning for large-scale power outage where many

computers will come on line simultaneously, the conservative recommendation is

that you plan to include one WINS server and a backup server for every 10,000
computers on the network.

Two factors can particularly enhance WINS server performance. WINS

performance increases almost 25 percent on a computer with two processors. Also,

using NTFS as the file system also improves performance.

After you establish WINS servers in the interneiwork, you can adjust the Renewal

intervaL Setting this interval. to reduce the numbers of registrations can help tune

server response time. (The Renewal interval is specified in the WINS Server

Configuration dialog box.)

Planning Replication Partners and Proxies
In one possible configuration one WINS server can be designated as the central

Server, and all other WINS servers can be configu red as both push partner and pull

partner of this central server. Such a configuration ensures that the WINS database

on each server contains addresses for every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the

push partner and pull partner with a nearby WINS server. In such a configuration,

rho two servers at the ends of the chain would also be push and pull partners with

each other. Other replication partner configurations can be established for your
site’s needs

Only a limited number of WINS proxies should be designated on each domain. so

that a limited number of computers are using resources to respond to broadcast
name requests.
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Planning Replication Frequency Between Hubs
A major tuning issue for WINS servers is replication frequency. You want

replication to occur frequently enough that any server being down will not interfere

with the reliability of name query responses. Howavei; For longer Wide aiea

network (WAN) lengths, you do not want replication to interfere with network

thmughput.

For multiple network hubs interconnected by WAN 1i nks. replication frequency can

be configured to be low competed to the replication frequency of multiple WINS

servers at a single hub. For long WAN links. infrequent replication ensures that the

links are available to (:3in client traffic without WINS affecting throughput.

For example, the WAN servers at a central site might be configured to replicate

every 15 minutes. Replication ban/ecu WAN hubs of a greater distance might be

scheduled for every 30 minutes. Replication between servers on different continents

might replicate twice a day.-

North America _

12 hour/ 5; 15 minutes 
Australia_ ;

30minutes \ I

Figure 14.2 Example of an Enterprise-Wide Configuration for WINS Replica tion
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The LMHOSTS file is commonly used on Microsoft networks to locate remote

computers for network file, print, and remote procedure services and for demain

services such as logons, browsing, replication, and so on.

Use the LMHOSTS file for smaller networks or to find hosts on remore networks

that are not part of the WINS database (since name query requests are not
broadcast beyond the local subnet). If WINS servers are in place on an

in‘remetworlc1 users do not have to rely on broadcast queries for name resolution,

since WINS is the preferred method for name resolution. With WINS servers in

place, thereforts the LMHOSTS file might not be necessary.

This chapter presenLfi the following topics:

- Editing the LMHOSTS file

- Using LMHOSTS with dynamic name resolutiOn
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Editing the LMHOSTS File
The LMHOSTS file used by Windows NT contains mappings of IP addresses to

Wind0ws NT computer names (which are NetBlOS names). This file is compatible

with Microsoft LAN Manager 2.1: "PCP/[P L AHOSTS files.

You can use Notepad or any other text editor to edit the sample LMHOSTS filc that

is autortmtically installed in the \syszemroot\SYSTEM32\DRIVERS\ETC directory.

This section provides Some basic rules and guidelines for LMHOSTS.

Rules for Ll‘leOS'l'S

Use the following rules for entries in LMHOSTS:

. Each entry should be placed on a separate line.

- The IP address should begin in the first colum followed by the corresponding
computer name.

. The address and the computer name should be separated by at least one space or
tab.

. Nei'B‘iOS names can contain uppercase and lowercase characters and special

characters. If a name is placed between double quotation marks, it is used

exactl y as entered. For example, “AceountingPDC” is a tnixed~case name, and

"HumanRscSr \0x03" generates a name with a Special character. 

Note With Microsoft networks, a NeLBIOS computer name displayed within

straight quotation marks that is less than 16 characters long is padded with
spaces. if you do not want this behavior, make sure the quoted string is 16

characters long.  

- The pound sign (it) character is usually used to mark the start of a comment.

However, it can also designate special keywords, as described in this section.
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The keywords listed in the following table can be used in LMHOSTS under

Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBlOS over

”PCP/1P name resolution, treats these keywords as comments.)

Table 15.1 LMHOSTS Keywords 

Kc'ytvord Description 

#PRE Added after an entry to cause that entry to be preloaded

into the name cache. By default, entries are not preloaded
into the name cache but are parsed only after WINS and

name query broadcasts fail to resolve a name. The #PRE
keyword must be appended for enuies thin also appear in

#INCLUDE statements; otherwise, the entry in
#INCLUDE is ignored.

4tDOM;<d0main> Added after an entry to associate that entry with the
domain specifi ed by <domairt>l This keyword affects how

the Browser and Logon services behave in routed ’ICP/IP
environments. To preload a #DOM entry. you must also

add the #PRE keyword to the line.

#INCLUDE <fllenam€> Forces the system to seek the specified <fllennme> and
parse it as if it were local. Specifying a Uniform Naming
Convention (UNC) <fllcmme> allows you to use a
centralized LMHOSTS file on a server. If the server is

located outside of the local broadcast area. you must add a

mapping for the server before its entry in the #INCLUDE
section and also append the #PRB keyword to ensure that
it preloaded;

#BEGEN_ALTERNATE Used to group 'multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group to
succeed. .

#END_ALTERNATE Used to mark the end of an #INCLUDE statement

grouping.

\Oxmz Support for nonprinting characters in NetBlOS names.

Enclose the NetBIOS name in double quotation marks
and use \0xmz notation to specify a hexadecimal value for

the character. This allows custom applications that use
special names to function properly in routed topologies.
However; LAN Manager TCP/IP does not recognize the
hexadecimal format“ so you surrender backward

compatibility it' you use this feature.

Note that the hexadecimal notation applies only to one
charactctin the name. The name should be padded with
blanks so the special character is last in the string
(character 16)
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The following example shows how all of these keywords are used:

102.54.94.98 localsrv #PRE

102.54.94i97 trey #PRE #DOM:networking #net group's PDC
1@2.54.94.102 "appname \t'ixM" #special app server
162.54.94.123 uupuiar fiPRE #source server

#BEGINJLTERNATE

#INCLUDE \\'loealsrv\pubiic\lmhosts lladds LMHOSTS from this server
#INCLUDE \\trey\pubiic\lmhosts #adds LMHOSTS from this server
JIEND,ALTERNATE

In the above example:

The servers named localsrv and trey are specified so they can be used later in

an #lNCLUDE statement in a centrally maintained LMHOSTS file.

. The server named "appuamc \0x14” contains a special character after the
15 characters in its name (induding the blanks), so its name is enclosed in

double quotation marks.

- The server named popular is preloaded, based on the #PRE keyword.

Guidelines for LMHOSTS
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When you use a host table file, be sure to keep it up to date and organized. Use the

following guidelines:

- Update the LMHOSTS fiie whenever a computer is changed or temoved from
the network.

- Because LMHOSTS tiles are searched one line at a time from the beginning, list

remote computers in priority order, with the ones used most often at the top of

the file, followed by remote systems listed in #INCLUDE statements. Finally,

the #PRE keyword entries should be left for the end of the file, because these are

preloaded into the cache at system startup time and are not accessed later. This

increases the speed of searches for the entries used most often. Because each

line is processed individually, any comment lines that you add increase the

parsing time.

’- Use #PRE statements to preload popuiar entries and sewers listed in

#INCLUDE statements into the local cornputcr’s name cache.
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Using LMHOSTS with Dynamic Name Resolution
On networks that do not use WINS. the broadcast name resolution method used by

Windows NT computers provides a simple, dynamic mechanism for locating
resources by name on a TCP/IP network.

Because broadcast name resolution relies on IP—level broadcasts to locate resources.

unwanted effects can occur in routed IP topologies. In particular, resources located

on remote Subtlets do not receive name query requests, because routers do not pass

l'P—level broadcasts. For this reason, Windows NT allows you to manually provide

computer name and IP address mappings for remote resources via LMHOSTS.

This section describes how the LMHOSTS file can be used to enhance

Windows NT in touted environments. This section includes the following topics:

- Specifying remote sewers in LMHOSTS

. Designating primary domain controllers using the #DOM keyword

- Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS
Computer names can be resolved outside the local broadcast area if compu tcr name

and IP address mappings are specified in the LMI—lOSTS file. For example, suppose

the computer named ClientA wants to connect to the computer named ServerB,

which is outside of its IP broadcast area. Both Windows NT computers are

configured with Microsoft TCP/IP.

Under a strict b-node broadcast protocol, as defined in RFCs 100] and 1002,

ClientA‘s name query request for ServerB would fail (by timing out), because

ServerB is located on a remote subnet and does not respond to ClientA’s broadcast

requests. So an alternate method is provided for name resolution. Windows NT

maintains a limited cache of computer name and IP address mappings, which'is

initialized at system srartup. When a workstation needs to resolve a name, the cache
is examined first and, if there is no match in the cache, Windows NT uses b-node

broadcast name resolution. If this fails, the LMHOSTS file is used. If this last

method fails, the name is unresolved. and an error message appears.
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This strategy allows the LMHOSTS file to contain a large number of mappings

without requiting a large chunk of static memory to maintain an infrequently used

cache. At system startup, the name cache is preloaded only with entries from

LifoOSTS tagged with the #PRE keywmd. For example, the LMHOS’I‘S file could
contain the following information:

102.54.94.91 accounting #accounting Server

102.54i94i94 payroll #payro'l'l server
102.54.94ig7 stockquote #PRE #stock quote server

102.511.94.102 printqueue #print server in Bldg 10

In this example, the server named stockquotc is preloaded into the name cache.

because it is tagged with the #PRE keyword. Entries in the LMHOSTS file can

represent Windows NT W'orlmtation computers, Windows NT Server computers,

LAN Manager servers, or Windows for Workgroups 3.11 computers running

Microsoft TCP/IP. There is no need to distinguish between different platforms in
LMl-IOSTS.

Note The Windows NT tag #PRE allows backward compatibility with LAN

Manager 2.x LMHOSTS files and offers added flexibility in Windows NT, Under

LAN Manager, the pound sign (it) character identifies a comment. so all characters

thereafter are ignored. But #PRB is a valid tag for Windows NT,  

in the above example, U16 servers named accounting, payroll, and printqueue

would be resolved only after the cache entries failed to match and after broadcast

queries failed to locate them. After nonprcloadcd entries are resolved, their

nmppings are cached for a period of time for reuse.

Windows NT limits the preload name cache to 100 entries by default, This limit

only affects entries marked with the #PRE keyword. If you specin more than 100

entries, Only the first 100 #PRE eutties are preloaded. Any additional #PRE entries

are ignored at startup but are resolved when the system parses the LMHOSTS file
afler dynamic resolution fails

Finally, you can mprime the name cache by using the ubtstat -R command to purge
and reload the name cache, reread the LMHOSTS file, and then insert entries

tagged with the #PRE keyword, Use die nbtstat command to remove or correct

preloaded entries that might have been mistyped or any names cached by successful
broadcast resolution.
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Designating Domain Controllers Using #DOM
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The most common use of LMHOSTS is for locating remote servers for file and

print services. But for Windows NT, LMHOSTS can also be used to find domain

controllers running TCP/lP in routed environments. Windows NT primary domain

controllers (PDCs) and backup domain controllers (BDCs) maintain the user

account, security database and manage other network—related services. Because

large Windows NT domains can span multiple IP subnets, it is possible that routers

could separate die domain controllers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish a Windows NT

domain controller from a Windows NT Workstation computer, a LAN Manager

server, or a Windows for Workgioups computer. To use the #DOM tag, follow the

name and IP address mapping in LMHOSTS with the #DOM keyword, a colon, and

the domain in which the domain controller participates. For example:

102.54.94.97 treydc #DOM:treycorp #The treycorp PDC

Using the #DOM keyword to designate domain controllers adds entries to a special

interns! group name cache that is used to limit internetw0rl< distribution of

requests intended for the local domain controller. When domain controller activity

such as a logon request occurs. the request is sent on the special internet group

name. In the local lP-broadcast area. the request is sent only once and picked up by

any local domain controllers However, if you use the #DOM keyword to specify

domain controllers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also
forward the request to domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses

(used for account database synchronization), logon authentication. password

changes, master browser list synchroni'uation, and other domain management
activities.
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For domains that span subnets, LM HOSTS files can be used to map important

members of the domain using the #DOM keyword. The following list contains

guidelines for doing this task

. For each local LMHOSTS tile on a Windows NT computer that is a membet‘in
a domain, there should be #DOM entries for all domain controllers in the

domain that are located 0n remote subnets. This ensures that logon

authentication, password changes, browsing, and so on all work prOperly for the

local domain. These are the minimum entries necessary to allow a Windows NT

system to participate in a Windows networking intemetwork.

For local LMHOS'I‘S files on all servers that can be backup domain controllers,

there should he mappings for the primary domain controller's name and IP

address, plus mappings for all other backup domain controllers. This ensures

that promoting a backup to primary domain controller status does not affect the

ability to offer all services to members of the domain

- Ll trust relationships exist between domains, all domain controllers for all busted
domains should also be listed in the local LMHOSTS file.

. For domains that you want to browse from your local domain, the local

LMl—IOSTS files should contain at least the name and IP address mapping for

the primary domain controller in the remote domain. Again, backup domain

controllers should also be included so that promotion to primary domain

controller does not impair the ability to browse remote domains

For small to medium sized networks with fewer than 20 domains, at single common

LMHGSTS file usually satisfies all workstations and servers on the intemetwork.

To achieve this, systems should use the Windows NT replicator service to maintain
Synchronized local copies of the global LMHOSTS file or use centralized

LMHOSTS files, as described in the following section.
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Names that appear with the #DOM keyword in LMHOSTS are placed in a special

domain name list in NetBIOS over TCP/IP. When a datagram is sent to this domain

using the DOMAlN<lC> name. the name is resolved first via WINS or broadcasL

The datagram is then sent to all the addresses contained in the list from LMHOSTS,
and there is also a broadcast on the local subnet.
 

Important To browse across domains, for Windows NT Advanced Server 3.1 and
Windows NT 3.1, each computer must have an entry in its LMHOSTS file for the

primary domain controller in each domain. This remains true for Windows NT

version 3.5 clients, unless the Windows NT Server computer is also version 3.5

and. optionally, offers WINS name registration.

However. you cannot add an LMHOSTS entry for a Window NT Server that is a

DHCP client, because the IP address changes dynamically To avoid problems, any
domain controllers whose names are entered in LMHOSTS files should have their

IP addresses reserved as static addresses in the DHCP database rather than running
as Dl-lCP clients.

Also, all Windows NT Advanced Server 3.] computers in a domain and its trusted

domains should be upgraded to version 3.5, so that browsing across domains is

possible without LMl-IOSTS.

Using Centralized LMHOSTS Files
With Microsoft TCP/IP, you can include other LMHOSTS files from local

and remote computers. The primary LMI-lOSTS file is always located in the

\sys’temroot\SYSTEM32\DRIVERS\ETC directory on the local computers.

Most networks will also have an LMHOSTS file maintained by the network

administrator, so administrators Should maintain one or more global LMHOSTS

files that users can rely on. This is done using #lNCLUDE statements rather than

copying the global file locally. Then use the replicator service to distribute multiple

copies of the global file(s) to multiple servers for reliable access. I
  

Note If network clients access a computer‘s LMHOSTS file, that computer’s

Regisu'y para meter NullSessionShares must include the share where the

LM HOSTS file is located. The NullSessionShares parameter is in the Registry key
HKEY_LOCAL_MACHINE\SyStem\CurrentControlSet\Services\LanManServer\P

arameters. For detailed information on Registry parameters, see Chapter 14,

"Registry Value Entries," in the Windows NT Resource Guide. 
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To provide a redundant list of servers maintaining copies of the same LMHOSTS
file, use the #BBGleALTERNATE and #END_ALTERNATE keywords. This is

known as a block inclusion. which allows multiple servers to be searched for a

valid copy of a specific file. The following example shows thc use of the
#INCLUDE and #‘ALTERNAT'E keywords to include a locui LMHOSTS file (in

the C:\PRIVATE directory):

102.54.94.97 treydc #PRE #DOM:treycorp #primary DC
102.54.94.99 treybde #PRE #DOM:treycorp #heckup DC in domain
102.54.94.98 iocaisvr {lPRE #00M:treycorp

#INCLUDE c:\private\lmhosts #i’nclude a local 'lmhosfs

#BEGIN_ALTERNATE

#INCLUDE \\treydc\public\‘lmhosts #source for global file

#INELUDE \\treybdc\pubite\lmhosts #backup source

#INCLUDE \\localsvr\nubit'c\1tnhosts ilbackup source
#END_ALTERNATE

 

Important This feature should never be used to include a remote file from a

redirected drive, because the LMHOSTS file is shared between local users who

have different profiles and different logon scripts, and even on single-user system-9.

redirected drive mappings can change between logon sessions. 

' tn the above example, the servers treydc and treyhdc are located on remote

subners from the computer that owns the file. The local llSGI‘ has decided to include

a list of preferred servers in a local LMHOSTS file located in the C:\PRIVATE

directory. During name resolution, the Windows NT system first includes this

private file, then gets the gio bal LMt-tOSTS file from one of three locations:
treyde, treybde, or localsw. All names of servers in the #INCLUDE statements

must have their addresses preloaded using the WEB keyword; otherwise, the

#INCLLHDE statement is ignored.

The block inclusion is satisfied if one of the three sources for the global LMHOSTS
is available and none of the other servers are used. If no server is available, or for

some reason the LMHOSTS file or path is incorrect, an event is added to the event

log to indicate that the block inclusion failed.
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CHAPTER 16

Using the Microsoft
FTP Server Service  

When a Windows NT Server computer is running the F1“P Server service, other

computers using the FTP utility can connect to the server and transfer files. The

FTP Server service supports all Windows NT ftp client commands. Non-Microsoft

versions of FTP clients might contain commands that are not supported. The FTP

Server service is implemented as a multithreaded Win32 service that complies with

the requirements defined in Requests for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model. Users

connecting to the FTP Server service are authenticated based on theirWindows NT

user accounts and receive access based on their user profiles. Fer this 1‘63301'1, it is
recommended that the FTP Server service be installed on an NTFS partition so that
the files and directories made available via FTP can be secured.

Caution The FTP Server protocol relies on the ability to pass user passWOrds over
the network without data encryption A user with physical access to the network

could examine user passwords during the FTP validation process.

 

  

The following topics are included in this chapter:

- Installing the FTP Server service

Cohfiguring the FTP Server service

- Administering the FTP Server serviCe

- Advanced configuration parameters for FTP Server service

For information about using performance cou nters to monitor FTP Server traffic.

see Chapter 17, “Using Performance Monitor with TCP/IP Services.”
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installing the FTP Server Service
It is assumed that you have inscalled any necessary devices and device drivers

befOre trying to install the FTP Server service.

You must be logged on as a member of the Administrators group for the local

computer to install and configure the FTP Server service.

> To install the FTP Server Service

1. Double-click the Network option in Control Panel to display the Network

Settings dialog box.

2. Choose the Add Software button to display the Add Network Software dialog
box.

3. In the Network Software box, select "PCP/[P Protocol And Related Components,

and then choose the Continue button to display the Windows NT TCP/IP

installation Options dialog box.

4. Select the FTP Server Service option: and then choose the Continue button.

5. When prompted to confirm whether you are familiar with FTP security. choose
the Yes button to continue With the FTP Server service installation.

The File Tranrter Protocol relies on the ability lo pas: user 3
passwords over the network whlwut data encryption. A ‘
user with physical access to the network. may be able to
examine uieia‘ fiaaswordfi during FTP validation. Are you
xure you want In oorrlinue? 

6. When prompted for the full path to the Windows NT distribution files, provide

the appropriate location, and then choose t. 0 Continue button.

After the necessary files are copied to your computer, the FTP Service dialog

box appears so that you can continue with the configuration procedure as

described in the next section. The FTP Server service must be configured in

order to operate.
 

Note For disk partitions that do not use the Windows NT file system (NTFS),

you can apply simple read/write security by using the FTP Server 1:001 in the

Control Panel as described in the following section. 

Cisco -- Exhibit 1008
Page 347 of 530



Cisco -- Exhibit 1008

 

Configuring the FTP Server Service
After the FTP Server service software is installed on your computer, you must

configure it to operate. When you configure the FTP Server service, your settings
result in one of the following situations:

- No anonymous FTP connection ali0wed. In this case, each user must provide a

valid Windows NT usernarne and password To configure the FTP Server

service for this, make sure the Allow Anonymous Connection box is cleared in

the FTP Service dialog box.

- Allow both anonymous and Windows NT users to connect In this case, a user

can choose to use either an anonymous connection or a Windows NT usemame

and password‘ To configure the FTP Server service for this, make sure only the

Allow Anonymous Connection box is selected in the FTP Service dialog box.

- Allow only anonymous FFP connections. In this case. a user cannot connect

using a Windows NT usemame and password To configure the FTP Server
service for this make sure both the Allow Anonymous Connections and the

Allow Anonymous Connections Only boxes are selected in the FTP Service

dialog box,

If anonymous connections are allowed, you must supply the Windows NT username

and password to be used for anonymous FTP. When an anonymous FTP transfer

takes place, Windows NT checks the username assigned in this dialog box to
determine whether access is allowed to the files.
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b To configure or reconfigure the FTP Server service

1. The FTP Service dialog box appears automatically after the FTP Server service

software is installed on your computer:

_O[-_

If you are recon figuring the FTP Server service, double-click the Network

option in Control Panel to diSplay the Network Settings dialog box, In the
Installed Network Software box, select FTP Server, and then choose the

Configure button to display the FTP Service dialog box.

 
 

 

W
11,33an 1:: 19mm

Eben-yard: nun-u nut.  
  
  

The FTP Service dialog box displays the following options:

Item Description 

Maximum Connections Specifies the maximum number of FTP users who can

connect to the system simultaneously. The default value is
20: the maximum is 50. A value of 0 means no maximum,
that is, an unlimited number of simultaneous users

When the specified number of COILCUL'L'Ulli. users are logged

onto the FTP server, any subsequent attempts to connect
will receive messages defined by the administratori For
information about defining custom messages, see
“Advanced Configuration Parameters for FTP Server

Service" later in this chapter.

idle Ti meoui Specifies how many minutes an inactive user can remain
connected [0 the FTP Server service The default value is

10 minutes; the maximum is 60 minutes. If the value is 0,

users are never automatically disconnected.
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Description 

Home Directory

Allow Anonymous
Connections

Usernatne

Password

Allow Only Anonymous
Connections

Specifies the initial directory for users.

Enables users to connect to the FTP Server using the user
name anonymous (or ftp, which is a synonym for
anonymous). A password is not necessary, but the user is

prompted to supply a mail address as the password. By
default, anonymous connections are not allowed. Notice
that you cannot use a Windows NT user account with the
name anonymous with the FTP Server. The anonymous

user name is reserved in the FTP Server for the anonymous

logon function Users logging on with the username
anonymous receive permissions based on the FTP Server

configuration for anonymous logons.

Specifies which local user account to use for FTP Server

users who log on under anonymous. Access permissions

for the anonymous FTP user rue the same as the specified
local user account. The default is the standard Guest

system account. If you change this, you must also change
the pass word.

Specifies the password for the user account specified in the
Username box.

Allows only the user name anonymous to be accepted.
This option is useful if you do not want users to log on

using their ovm user names and passwords because FTP
passwords are unencrypted. HOWever. all users will have
the same access privilege, defined by the anonymous

account. By default. this option is not enabled.

2. Default values are provided for Maximum Connections, Idle Timeout, and

Home Directory. Accept the default values, or change values for each field as
necessary,

3. Choose the OK button to close the FTP Sen/ice dialog box and return to the

Network Settings dialog box.

4. To complete initial FTP Server service installation and configuration, choose the
OK button.

A message reminds you that you must restan ”‘16 computer so that the changes

you made can take effect. 

Note When you first install the FTP Server service, you must also complete the

security configuration as described in the followmg procedure for users to access

volumes On your computer. 
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i» To configure FTP Server security

l. After the FTP Sewer has been installed and you have restarted Control Panel,

double—click the FTP Server option in Control Panel.

Windows NT Server users can also use the FTP menu in Server Manager.
’\

it stores := '-e, {sets
Quinn ac ted U ml 3

_.§I_itfl!1|.i$t'é.l§:t_....... WW..14_2._-l...2£:.l.§.4 _....._..._..._.0_-'Q3_=_25_.. l
g anesla 142124.171 0:00.42

   
2. tn the FTP User Sessions dialog box, choose the Security button to display the

. FTP Server Security dialog box.

Security Access

Ballih'un: Allow flead

“t 9”“ W: m mu 
3. In the Partition box, select the drive letter on which you want to set security, and

then select the Allow Read or Allow Write check box, or both check boxes.

depending on the security you want for the selected partition.

Repeat this step for each partition..4--- -tt

Setting these paliillSmutm meets all files across the entire partition on file

allocation table (FAT) and high-perfonnance file system (HPFSU partitions On

NTFS partitions. this feature can be used to remove Dead or write access (or

both) on the entire partition.

Any lestrictions set in this dialog box are enforced in addition to any security

that might be pan of the file system. That is, an administrator can use this dialog

box to remove permissions on Specific volumes but cannot use it to grant
permissions beyond those maintained by the file system. Porexnmple, if a

partition is marked as read-only, no one can write to the partition via FTP

regardless of any permissions set in this dialog box.
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