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Configuring WINS Servers and Replication
Partners
Configuring Replication Partners

WINS servers communicate among themselves to fully replicate their databases, ensuring that a
name registered with one WINS server is eventually replicated to ali other WINS servers within the
intemetwark. All mapping changes converge within the replication period for the entire WINS
system, which is the maximum time for propagating changes to all WINS servers All released
names are propagated to all WINS servers after they become extinct, based on the interval
spedified in WINS Manager.

Replication s carried out among replication partners, rather than each server replicating to all
other servers. In the following illustration, Server? has only Server2 as a parner, but Server2 has
three pariners. So, for example, Server1 geis all replicated information from Server2, but Server2
gets information from Server1, Server3, and Serverd.

Replication Configuration Example for WINS Servers

Ultimately, all replications are pulled from the other WINS servers on an intemetwork, but triggers
are sent by WINS servers to indicate when a replication should be pulled. To achieve replication,
each WINS server is a push partner or pull partner with at least one other WINS server. A pull
partner is a WINS server that pulls in database replicas from its push partner by requesting and
then accepling replicas of new database entries in order to synchronize its own database. A push
partner is a WINS server that sends notlfication of changes and then sends replicas to its pull
partner upon receiving a requesl. When the server's pull partner replicales the information. it pulls
replicas by asking for all recorgds with a higher verslon number than the last record stored from the
last replication for that server.

Choaosing whether to configure another WINS server as a push partner or pul! partner depends on
several considerations, including the specific configuration of servers at your site, whether the
partner is across a wide area network (WAN), and how important it is to propagate the changes.

N If Server2, for example, needs to perform pult replications with ServerB, make sure it is a push
partner of Server3.

¥ If Server2 needs to push replications to Server3, it should be 2 pult pariner of WINS ServerB.

Replication is triggered when a WINS server polls another server to get a replica. This can begin at
system startup and can also be at a specific time, and it can then repeat at the time interval
specified for periodic replication. Replication is also triggered when a WINS server reaches a
threshold set by the administrator, which is an update count for registrations and changes. In ithis
case, the server notlfies its pull partners that it has reached this threshold, and the other servers
may then decide to pull replicas.
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B Toadda replication partner for a WINS server
1. [From the Server menu, choose the Replication Pariners command.

This command is available only if you are logged on as a member of the Adminisirators group
for the local server.

Replicate Now

2. In the Replication Parlners dialog box, choose the Add bullon.

3. In the Agd WINS Server dialog box, type the name or IP address of the WINS server that you
wani to add to the list, and then choose the OK button. {f WINS Manager can find this seyver,
it will add it to the WINS Server list in the Replication Partners dialog box.

4. From the WINS Server list in the Replicalion Partners dialog box, select the server you want
to configure, and then complete the actions described in "Configuring Replication Partner
Properties” later in this chapter.

5. Ifyou want to fimit which WINS servers are dispiayed in the Replication Pariners dialog box,
check or clear the oplions as follows:
B Check Push Partners to display push partners for the current WINS senver.
B Check Pull Partners to dispfay pull pariners for the current WINS server,
B Check Other to display the WINS servers that are neither push pariners nor pull pariners
for the current WINS server.

6. To specify replication triggers for the pariners you add, follow the procedures described in
"Triggering Replication Between Partners” laler in this chapter.

7. When you fimish adding replication pariners, choose the OK button.
B Todelete replication partners
1. From the Server menu, choose the Replication Pariners command.

2. In the Replication Pariners dialog box, select one or more sarvers in the WINS Server list, and
then choose the Delete button, or press DEL,

WINS Manager asks you to confirm the deletion if you checked the related confirmation option
in the Preference diglog box, as described in "Setting Preferences for WINS Manager” later in
this chapter.
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Configuring Replication Partner Properties

When you designate replication partners, you need to specify parameters for when replication will
begin.

B 1o configure replication partners for a WINS server

1. inthe WINS Server list of the Replication Partners dialog box, select the server you want to
configure.

2. Check either Push Pariner or Pull Partner or both to indicate the replication parinership you
want, and then choose the related Configure button.

3. Complele the entries in the appropriate Properiies dialog box, as described in the following
procedures.

B To define pull partner properties

1. Inthe Start Time box of the Puil Partner Properties dialog box, type a time {0 Indicate when
replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or PM, for
example, only if these designators are part of your time sefting, as defined using the
Infernational oplion in Control Panel,

Set Default Yalues

2. In lha Replication Interval box, type a time in hours, minutes, and seconds to indicate how
often replicaticns will occur, or use the spin buttors 1o set the time you want,

If you want to return to the values specified in the Preferences dialog box, choose the Set
Default Values button,

3. Choose the OK button to return to the Repficaticn Pactners dialog box.
B 1o define push partner properties

1. Inthe Update Count box of the Push Pariner Properties dialog box, type 2 number for how
many additions and updaies made 1o records in the database will resuit in changes that need
replication. (Replicaticns that have been pulled in from partners do not count as insertions or
updates in this context.)

The minimum value for Update Count is 5.

Set Default Value
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If you want to retum to the value specified in the Preferences dialog box, choose the Set
Default Values button.

2. Choose the OK bution 1o return to the Replication Partners dialog box.

Triggering Replication Between Partners
You can also replicate the database between the partners immediately, rather than waiting for the

start time or replication interval specified in the Preference dialog box, as described in "Setting
Preferences for WINS Manager" later in this chapter.

You will probably want to begin replication immediately after you make a series of changes such
as entering a range of static address mappings.

B Tosenda replication trigger

B In the Replication Partners dialog box, select the WINS servers to which you want 1o send a
replication trigger, and then choose the Push or Pull button, depending on whether you want
to send the Irigger to push partners or pull partners.

Optionally, you can check the Push With Propagation box if you want the selected WINS
server (o propagate the trigger to all its pull pariners.

B If Push With Propagation is not checked, the selected WINS server will not propagate the
Irigger to its other partiners.

B If Push With Propagation is checked, the selected WINS server sends a propagate push
trigger to its pull partners after it has pulled in the latest information from the source WINS
server, If it does not need to pull in any replicas because it has the same or more
up-to-date replicas than the source WINS server, it does not propagate the trigger to its
pull partners.

B To start replication immediately

B In the Replication Partners dialog box, choose the Replicate Now bution.
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Managing Static Mappings

Static mappings are permanent lists of computer name-to-IP address mappings that cannot be
challkenged or rermoved, except when the administralor removes the specific mapping. You use the
Static Mappings commangd in WINS Manager to add, edit, import, or delete static mappings for
clients on the network that are not WINS enabled.

Important
tf DHCP is also used on the network, a reserved (or static) IP address will override any WINS
server seftings. Static mappings should not be assigned to WINS-enabled computers.

B 1o view static mappings

1. From the Mappings menu, choocse the Stafic Mappings command.

Set Filter. ..

LClear Filter

Add Mappings._.

| & Y Import Mappings. ..

Caution

You cannot cancel changes made to the WINS database whife working in the Static
Mappings dialog box. You must manually delete any entries that are added in error or
manuzlly add back any entries that you mislakenly delete_ This is because all changes to the
WINS database made in this dialog box take effect immediately.

2. Inthe Static Mappings dialog box, select a Sort Order option, either by IP address or by
computer nama. This selection determines the order in which entries appear in the list of
static mappings.

3. Toedit or add a mapping. follow the procedures described in "Adding Static Mappings” and
"Editing Static Mappings” later in this chapter.

4. Toremove existing static mappings, select the mappings you want to delete from the list, and
then choose the Delete Mapping bution.
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5. Tolimit the range of mappings displayed in the list of static mappings, choose the Set Filter
bufton and follow the procedure in "Fiitering the Range of Mappings" later in this chapter. To
turn off filtering, choose the Clear Fllter button.

6. When you finish viewing or changing the static mappings, choose the Close button.
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Managing Static Mappings
Adding Static Mappings

You can add static mappings to the WINS database for specific |P addresses using two methods:
m  Type static mappings in a dialog box
N Import files that contain static mappings

B 7o add static mappings to the WINS database by typing entries

1. In the Stalic Mappings dialog box, choose the Add Mappings button.

B ETEE I

2. In the Name box of the Adgd Static Mappings dialog box, type the computer name of the
system for which youw are adding a static mepping. (If you want, you do not need fo type two
backslashes, because WINS Manager will add these for you.}

3. Inthe IP Address box, lype the address for the compulter.

If Internet Group or Multinomed is selected as the Type option, the dialog box shows
additional controls for adding multiple addresses. Use the down-arrow bution tc move the
address you type into the list of addresses for the group. Use the up-arrow buiton to change
the order of a selected address in the list.

4. Select a Type option to indicate whether this entry is a unique name or a kind of group with a
special name, as descrlbed in the following list.

Type option Meaning

Unique Unique name in the database, with one address per
name.

Group Normal group, where addresses of individual members

are not stored. The dlient broadcasts name packets to
narmal groups.

Internet group Groups with NetBIOS names that have 0x1C as the
16th byte. An internet group stores up to 25 addresses
for members. The maximum number of addresses is
25, For registrations afier the 25th address, WINS
overwrites a replica address or, if none is present, it
overwrites the oldest registration.
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Multihorned Unigue name that can have mere than one address
(multhomed computers). The maximum number of
addresses is 25. For registrations after the 25th
address, WINS overwrites a replica address or, if none
is present, it overwrites the oldest registration.

Important

For internet group names defined in this dialag box (that is, added statically), make sure that
the primary domain controller (PDC) for that domain is defined in the group if the PDC is
running Windows NT Advanced Server versicn 3.1.

For more information, see "Managing Special Names" later in this chapter.
5. Choose the Add bulton.

The mapping is immediately added to the database for that eniry, and then the boxes are
cleared so that you can add another entry.

6. Repeal this process for sach static mapping you want 10 add to the database, and then
choose the Close button,

Important

Because each static mapping is added to the database when you choose the Add bulton, you
cannot cancel work in this dialog box. If you make a mistake in entering a name or address
for a mapping, you must return to the Static Mappings dialog box and delete the mapping
there.

You can also import entries far stalic mappings for unique and special group names from any file
that has the same format as the LMHOSTS file (as described in Chapter 8, "Setting Up
LMHOSTS"). Scope names and keywords other than #DOM are ignored. However, normal group
and multihnormned names ¢an be added only by lyping entries in the Add Static Mappings dialog
box.

I import a flle containing static mapping entries
1. In the Static Mappings dialag box, choose the Import Mappings button.

2. Inthe Select Static Mapping File dialog box, which is similar {o the standard Windows NT
Open dialog box, specify a filename for a static mappings file by typing its name in the box, or
select one or more filenames in the list, and then choose the OK bution to import the file.

The specified file is read, and a static mapping is created for each computer name and address If
the #ODOM keyword 15 included for any record, an mtermnet group is created (if it is not already
present), and {he address is added to that group.
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Managing Static Mappings
Editing Static Mappings

You can change the IP addresses in static mappings owned by the WINS server you are currently
administering.

B 1o edit a static mapping entry

1. 1n the Static Mappings dialog box, select the mapping you want to change and choose the
Zdit Mapping button, or double-click the mapping entry in the list.

You can view, but not edit, the Computer Name and Mapping Type option for the mapping in
the Edil Static Mappings dialog box.

2. Inthe IP Address box, type a new address for the computer, and then choose the OK button.

The change ts made in the WINS database immediaiely.

Note
If you want to change the computer name or group type related fo 2 specific IP address, you must
delete the entry and redefine it in the Add Stalic Mappings dialog box.
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Managing Static Mappings
Filtering the Range of Mappings

You may want to limit the range of 1P addresses or computer names displayed in the Static
Maippings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering the list of
mappings.

B o fiter mappings by address or name

1. In the dislog lbox for Static Mappings or Show Database, choose the Set Filter button.

2. In the Set Filter dialog box, type portions of the computer name, address, or both in the
Computer Narme or IP Address boxes.

You can use the asterisk (") wildcard for poriions of the name or address or both. For
example, you could type \\acct” to filter ail computers with names that begin with acct.
However, for the address, a wildcard can be used only for @ complete octet. That is, you can
type 11.101.,*.*, but you cannot enter 11.1*.1.1 in these boxes.

3. Choose the OK button

The selecled range is displayed in the Static Mappings or Show Database dialog box. The
filtered range will remain until you clear the fiiter.

A message will tell you if no mappings are found to match the range you specified, and the
list of mappings will be empty.

If a filter is In effact for the range of mappings, the Clear Filler bullon is available for restorning the
entire list.

B 7o clear the flitered range of mappings
M Inthe Static Mappings or Show Database dialog box, choose the Clear Filter button.

The list now shows all mappings found in the database.
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Managing Special Names
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WINS recognizes special names for several types of groups, including a normal group,
multihomed, and internet group. This section describes these groups ang presents some
background details to help you understand how WINS manages these groups.

Normal Group Names

A group name does not have an address associated with it. It can be valid on any subnet and can
be registered with more than one WINS server. A group's timestamp shows the last time for any
change received for the group. If the WINS server receives a query for the group name, it returns
FFFFFFFF (the limited broadcast address). The client then broadcasts on the subnet. The group
name is renewed when any member of the group renews the group name.

Multihomed Names

A multihomed name is a single, unique name storing multiple addresses. A multihomed device is
a computer with mulliple network cards and/or multiple IP addresses bound to NetBIOS over
TCP/IP. A multihomed device with multiple IP addresses can register one or more addresses by
sending one address at a time in a special name registration packet, A multihomed name in a
WINS database can have one or more addresses. The timestamp for the record reflects any
changes made for any members of the name.

Each multihomed group name can ¢ontain a maximum of 25 IP addresses.

When you configure TCP/IP manually on a Windows NT computer, you use the Advanced
Microsoft TCP/IP dialog box to specify the IP address and other information for each adapter on a
multihomed computer.

Internet Group Names

The internet group name is read as configuration data, When dynamic name registrations for
internet groups are received, the actual address (rather than the subnet breadcast address) is
stored in the group with a timestamp and the owner ID, which indicates the WINS server
registering that address,

The internet group name (which has a 16th byte ending In 0x1C reserved for domain names, as
described 1n the following section) can contain @ maximum of 25 IP addresses for primary and
backup domain controllers in a domain Dynamically registered names are added if the list is not
static and has fewer than 25 members. If the list has 25 members, WINS removes a replica
member (thal Is, a member registered by another WINS server) and adds the new member. (f all
members are owned by this WINS server, the oldest member s replaced by the new one.

WINS gives precedence over remcte members (o members in an intemet group name that
registered with it. This preference means that the group name always contains the geographically
closest Windows NT Server computers. To establish the preference of members of internet groups
registered with other WINS servers under the \Pariners\Pull key in the Registry, a precedence is
assigned for each WINS pariner as a vaiue of the MemberPrec Registry parameter. Preference
should be given to WINS servers near the WINS server you are configuring. For more information
about the value of this parameter, see its entry in "Advanced Configuration Parameters for WINS"
Jater in this chapter.

The internet group name is handled specially by WINS, which returns the 24 closest Windows NT
Server computers in the domain. plus the domain controller. The name ending in 1C is also vsed
to discover a Windows NT Server computer in a domain when a computer running Windows NT
Workstation or Windows NT Server nesds a server for pass-through authenlication.
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if your network still has domain controliers running Windows NT Advanced Server version 3.1 o be
included in the internet group name, you must add these t¢ the group manually using WINS
Manager. When you manually add such a computer to the internet group name, the list becomes
static and no longer accepls dynamic updates from WINS-enabled cornputers.

For information about related issues in LMHOSTS fer #DOM entries, see "Designating Domain
Controllers Using #DOM" in Chapter 8, “Setting Up LMHOSTS."

How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or domain name.
The following table shows some special names that can be defined for static enlries in the Add
Static Mappings dialog hox.

Special Names for Static Mappings

Name
ending

Ox1&

Usage

A normal group. Browsers
broadcast o this name and
listen on it to elect a master
browser. The broadcast is
done on the local subnet and
should not cross routers.
Clients resolve this name to
acecess the master browser
for server lists. There 18 one
master browser on a subnet.

ox1D

0x1C The internet group name,
which containg a list of the
specific addresses of
systems that have registered

the name. The domain

controller registers this name.

How WINS handles queries

WINS always returns the (imited
broadcast address (FFFFFFFF)

WINS always returns a negative
response. If the node is h-node or
m-node, the client broadcasts a
name query to resolve the name.
For registrations. WINS returns a
positive response even though the
names are not put into the
database.

WINS treats this as an internet
group, where each member of the
group must renew its name
Individually or be released, The
internet group is limited to 25
names (Note, however. that there
is no limit for HDOM entries in
LMHOSTS)

WINS refurns a positive response
for a dynamic registration of a static
1C name, but the address 1s not
added to the list. When a static 1C
name is replicated that clashes
with a dynamic 1C name on
ancther WINS server, a union of the
members is added, and the record
is marked as static.

The following illusirates a sample NetBIOS name table for a Windows NT Server domain controller,
such as the list that appears if you type nbtstat -n at the command prompt. This table shows the
16th byte for speclal names, plus the type (unique or group).

NetBIOS Local Name Table
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Nzame Type Status

<OC29870B> UNIQUE Registered
ANNIEPS <20> UNIQUE Registered
ANNIEP3 <Q0> UNIQUE Registered
ANNTEPDOM  <00> GROUP Registered
ANNIEPDOM <1C> GROUP Registered
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ANNIEPDOM <1B>
ANNIEPS <03>
ANNIEPS <lBE>
ANNIEPS <(D>
._MSBROWEE<0I>

UNIQUE
UNIQUE
GROUP
UNIQUE
GROUP

Reyistered
Regisiered
Registered
Registered
Registered

Example NetBIOS Name Table for a Windows NT Domain Controller

As shown In this example, several special names are identified for both the computer and the
domain. These special names include the foliowing:

0x0 (shown as <00> in the example), the redirector name, which is used with net view.

0x3, the Messenger service name for sending messages.

_MSBROWSE_, the name master browsers broadcast to on the local subnet to announce
their domains to other master browsers. WINS handles this name by retumning the broadcast

address FFFFFFFF,

0x1B, the domain master browser name, which clients and browsers use to contact the
domain master browser. A domain master browser gets the names of all domain master
browsers. Winen WINS is queried for the domain master browser name, it handles the query
like any other name query and returns its address.

WINS assumes that the computer that registers a domain name with the 18 character is the
domain controller. This name is registered by the browser running on the domain controller.
This ensures that the domain controller is in the internet group name list that is retumed when
a 1C name is queried, for which WINS always retuns the address of the 18 name atong with
the members of a 1C name.
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Setting Preferences for WINS Manager

You can configure severat options for administration of WINS servers. The commands for
controliing preferences are on the Options menu.

B To display the status bar for help on commands
B From the Options menu, choose the Status Bar command.

When this command is aclive, its name is checked on the menu, and the status bar at the
bottom of the WINS Manager window displays descriptions of commands as they are
highlighted in the menu bar.

N 1oset preferences for WINS Manager
1. From the Options menu, choose the Preferences command.

2. Tosee all the available preferences, choose the Pariners button in the Preferences dialog box.

S Parnors>> Il Help

3. Select an Address Display option to indicate how you want address information to be
dispiayed throughout WINS Manager-as computer name, IP address, or an orderad
combination of both.

Note

Remember lhat the kingd of address display affects how a connection is made to the WINS
server - for IP addresses, the connectian is made via TCPAP; for computer names, the
connection is made via named pipes.

4. Check Aulo Refresh if you want the statislics in the WINS Manager window to be refreshed
automalically. Then enter a number in the interval box to specify the number of seconds
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between refresh actions.

WINS Manager also refreshes the slatistical display avtomatically each time an action is
initiated while you are working in WINS Manager.

5. Check the LAN Manager-Compatible check box if you want computer names to adhere to the
LAN Manager naming convention,

LAN Manager computer names are fimited to 15 characters, as opposed to 18-character
NetBIOS names used by some other sources, such as Lotus Notese. In LAN Manager
names, the 16th byte is used to indicate whether the device is a server, workstation,
messenger, and so on. When this option is checked, WINS adds and imports static
mappings with 0, 0x03. and 0x20 as the 16th byte.

All Windows networking, including Windows NT, foflows the LAN Manager convention. So this
box should be checked unless your network accepts NetBIOS name from other sources,

6. Check Vaiidate Cache Of Known WINS Servers At Staniup Time if you want the system to
query the list of servers each time the system staris to find out if each server is available.

7. If you want a warning message to appear each time you delete a static mapping or the
cached name of a WINS server, check the Confirm Deletion Of Static Mappings And Cached
WINS Servers option.

8. Inthe Stant Time box, type a time to specify the default for replication start time for new pull
partners. Then specify values for the Replication Interval to indicate how often data replicas will
be exchanged between the partners.

The minimum value for the Replicalion Interval is 40 minules,

8. In the Update Count box, type a number to specify a default for how many registrations and
changes can occur locally before a replication trigger is sent by this server when it is a push
partner. The minimum value is 5.

10. When all options are set for your preferences, choose the OK button.
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Managing the WINS Database

The following files are stored in the \systemmo\SYSTEM32\WINS directory that is created when
you set up a WINS server:

B JETLOG s 2 log of all transactions done with the database. This file is used by WINS to
recover data if necessary.

B SYSTEM.MDB is used by WINS for holding information about the structure of its database.
WINS.MDB is the WINS database file.

WINSTMP.MDB is a temporary file that WINS creates. This flle may remaln in the \WINS
directory after & crash.

You should back up (hese files when you back up other files on the WINS server.

Caution
The JET.LOG, SYSTEM.MDB, WINS MDB, and WINSTMP.MDB fligs should not be remaoved or
tampered with in any manner.

Like any database, the WINS database of address mappings needs to be cleaned and backed up
periodically WINS Manager provides the tools you need for maintaining the database. This
section describes how {o scavenge (clean), view, and back up the database. For information on
restoring and maoving the WINS database, see "Troubleshooting WINS" later in this chapter.
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Managing the WINS Database

Scavenging the Database

The local WINS database should periodically be cleared of released entries and old entries that
were registered at another WINS server but did not get removed from this WINS database for
some reason. This process, called scavenging, is done automatically over intervals defined by the
relationship between the Renewal and Extinct intervals defined in the Configuration dialog box.
You can also clean the database manually.

For example, if you want to verify old replicas immediately instead of waiting the time interval
specified for verification, you can manually scavenge the database.

i 1o scavenge the WINS database
B From the Mappings menu, choose the Initiate Scavenging command.

The database is cleaned. with the results as shown in the following table

State before scavenging State after scavenging
Owned active names for which Marked released

the Renewal interval has expired

Owned released name for which Marked extinct

the Extinct interval has expired

Owned extinet names for which Deleted

the Extinct timeout has expired

Replicas of extingt names for which  Deleted
the Extinct timeout has expired

Replicas of active names for which  Revalidated
the Verify interval has expired

Replicas of exlinct or deleted names Deleted

For information about the intervals and timeouts that govern database scavenging, see
*Configuring WINS Servers” earlier in this chapter.

After WINS has been running for a while, the database may need 1o be compacted to improve
WINS performance.

l To compact the WINS database

1. Atthe WINS server, stop the Windows Iniernet Name Service using the Control Panel
Services option or by typing net stop wins at the command prompt.

2. Run COMPACT .EXE (which is found in the \sysfemroot\SYSTEMS32 directory).

3. Restan the Windows Internet Name Service on the WINS server.
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Managing the WINS Database
Viewing the WINS Database

You can view the actual active and slatic mappings stored in the WINS dalasbase, based on the
WINS server thal owns the entries.

B To view the WINS database

1. From the Mappings menu, choose the Show Database command.

Set Filter. ..
Clear Filter

Refiesh

Delete Owner

2. Inthe Show Database dialog box, 1o view the mappings in the database for a specific WINS
server, select Show Only Mappings From Specific Owner, and then from the Sefect Owner
list, select the WINS sarvar whose database you want to view.

By default, the Show Database dialog box shows all mappings for the WINS database on the
curently selected WINS server.

3. Select a Sort Order option to sort by IP address, computer name, timestamp for the mapping,
version 10, or type. (For informalion about types, see "Adding Static Mappings” earlier in this
chapter.)

4. If you want lo view only a range of mappings, choosée the Set Filter button and follow the
procedures described in "Filtering the Range of Mappings” earlier in this chapter. To turn off
filtering, choose the Clegr Filter button.

5. Use the scroll bars in the Mappings box to view enlries in the database. Then choose the
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Close bution when you are finished viewing.
As shown In the Mappings list, each registration record in the WINS database incluges these

elements:
Iltem Meaning
= Unique
1 Group, intemet group, or multihomed
Computer name The NetBIOS computer name.
(P address The assigned (nternet Protocol address.
AorS Whether the mapping is active (dynamic) or static.
Timestamp Shows when the record was registered or updated. When a

replica is stored in the database, its timestamp is set to the
current time on the receiving WINS server.

Version ID A unigue hexadecimal number assigned by the WINS server
during name regisiration, which is used by the server's pul!
partner dunng replication to find new records.

You can also use the Show Database dialcg box to remove all references {0 a specific WINS
server in the database, including all database entries owned by the WINS server,

l To delete a specific WINS server's entries in the database

B Inthe Show Database dislog box, select 3 WINS server in the Select Owner list, and then
choose the Delete Owner button.
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Managing the WINS Database
Backing Up the Database

WINS Manager provides backup fools so that you can back up the WINS database. After you
specify a backup directory for the database, WINS performs complele database backups every 24
hours, using {he specified directory.

B Toiback up a WINS database

1. From the Mappings menu, choose the Backup Database command.

2. Inthe Select Backup Direclory dialog box, specify the location for saving the backup files.

Windows NT proposes a subdireciory of the \WINS directory. You ¢an accept lhis proposed
directory. The most secure locafion is to back up the database on another hard disk. Do not
back up to a nefwork drive. because WINS Manager cannct rastore from a network source.

3. If you want to back up only {he newest version numbers in the database (that is, changes that
have ocourred since the last backup), check Perform Incrermental Backup.

Mote
You must have performed a complete backup before this option can be used successiully.

4, {hoose the OK button.
You should also periogically back up the Registry entries for the WINS server,

B Tolback up the WINS Reglstry entries
1. Run REGEDT32.EXE.

2. In Registry Editor, select the HKEY_LOCAL_MACHINE window, and then selec! this key:
..SYSTEM\CurremContsolSe(\Services\WINS
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3. From the Regisiry menuy, choose Save Key.

4. Inthe Save Key dialog box, specify the path whare you store backup versions of ihe WINS
database files.

For information aboul reslering the WINS database, see the following section, "Treubleshooling

WINS.”
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Troubleshooting WINS

This seclion describes some basic troubleshooting steps for common problems and also
describes how to restore or rebuild the WINS database.
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Troubleshooting WINS
Basic WINS Troubleshooting

These error conditions can indicate potential problems with the WINS server:

19 of 27

B The administrator can't connect to a WINS server using WINS Manager. The message that
appears might be, "The RPC server is unavailable.”

B The WINS Clieni service or Windows Intemet Name Service may be down and cannot be
restarted.

The first troubleshooting fask 1s 1o make sure the appropnate services are running.
B To ensure the WINS services are running
1. Use the Services option m Control Panel to verify \hat the WINS services are running.

In the Services dizalog box for the client computer, Started should appear in the Status column
for the WINS Client service. For the WINS server itself, Started should appear in the Status
column for the Windows internet Name Service.

2. 1l a necessary service is not slarted on either computer, start the service.

The following describes solutions to common WINS problems.

H v1o locate the source of "duplicate name" error messages
B Check the WINS database for the name. f there is a static record, remove it from the
dalabase of ihe primary WINS server.
Or

Set the value of MigrateOn in the Registry to 1, so the static records in the database can be
updated by dynamic registrations (after WINS successfully chaltenges the old address).
B Tolocate the source of "network path not found” error messages on a WINS client

B Check the WINS database for the name. If the name is not present in the database, check
whether the computer uses b-node name resolution. If 5o, add a static mapping for it in the
WINS database.

If the computer is configured as a p-node, m-riode, or h-node and if its [P address is different
from the one in the WINS database, then it may be that its address changed recently and the
new address has not yet ceplicated to the local WINS server. To get the latest records, ask
the WINS server that registered the address to perform a push replication with propagation to
the local WINS server.

B Todiscover why a WINS server cannot pull or push replications to another WINS server
1. Confirm that the router is working.

Ensure that each server is correctly configured as either a pull or push partner.

If ServerA needs to perform pull replications with ServerB, make sure it is a push partner of
ServerB.

B If ServerA needs to push replications to ServerB, it should be a pull partner of WINS ServerB.

To determine the configuration of a replication partner, check the values under the \Pull and
\Push keys in the Registry, as described in "Advanced Configuration Parameters for WINS"
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later In this chapter.

B Todetermine why WINS backup is failing consistently
B Make sure the path for the WINS backup directory is on a local disk on the WINS server.

WINS cannot back up its database files to a remote drive.
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Troubleshooting WINS
Restoring or Moving the WINS Database

This section describes how to restore, rebuild, or move the WINS database.

Restoring a WINS Database

If you have determined that the Windows Internet Name Service is running on the WINS server, but
you cannot connect to the server using WINS Manager, then fhe WINS database is not available
or has becomes corrupted. If a WINS server fails for any reason, you can restore the database
from a backup copy.

You can use the menu commands lo restore the WINS database or restore it manually.
B Torestore a WINS database using menu commands
1. From the Mappings menu, choose the Restore Database command.

2. Inthe Select Directory To Restore From dialog box, select the location where the backup files
are stored, and then cheoose the OK button

B 1o restore a WINS data base manually

1. In the \systemroo\SYSTEM32\WINS directory, delete the JET.LOG, JET* LOG. WINS.TMP,
and SYSTEM.MDB files.

2. From the Windows NT Server inslallation source, copy SYSTEM.MDB on the WINS server.
The installation source can be the Windows NT Server compact disc, the instzllation floppy
disks, or a network direciory that contains lhe master files jor Windows NT Server.

3. Copy an uncorrupled backup version of WINS.MDB to the \systemrooASYSTEM32\WINS
directory.

4. Restart the Windows Internet Name Service on the WINS server.

Restarting and Rebuilding a Down WINS Server

In rare circumslances, the WINS server may not bool or a STOP error may oceur. If the WINS
server is down, follow these sieps to reslart.

N Torestart a WINS server that is down
1. Turn off the power to the server and wait one minute.

2. Turn on the power, start Windows NT Server, and togon under an account with Adminisirator
rights.
3. Atthe command prompt, type nel start wins and press Enter.

(f the hardware for the WINS server is malfunctioning or other problems prevent you from running
Windows NT, you will have to rebuild the WINS database on another computer.

i 10 rebulld a WINS server

1. if you can start the onginal WINS server using MS-DOS, use MS-DOS to make backup
copies of the files in the \systernrooNSYSTEMI2AWINS directory. If you cannot stan the
computer with MS-DOS, you will have to use the last backup version of the WINS database
files.
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2. Install Windows NT Server and Microsoft TCP/IP o create a new WINS server using the same
hard drive location and \systemrool directory. That is, if the original server stored the WINS
files on CAWINNTIS\SYSTEM32\WINS, then the new WINS server should use this same path
to the WINS files,

3. Make sure the WINS services on the new server are stopped, and then use Registry Editor to
restore the WINS keys from backup files.

4. Copy the WINS backup files to the \systemooN\SYSTEM32\WINS directory.

5. Restart the new, rebuilt WINS server.

Moving the WINS Database

You may find 2 situation where you need to move a WINS database 1o another computer. To do
this, follow these steps

. To mave a WINS database
1. Stop the Windows intemnet Name Service on the current computer,

2. Copy the \SYSTEM32\WINS directory lo the new computer that has been configured as 3
WINS server.

Make sure (he new direclory is under exactly the same drive letler and path as on he old
compuler.

If you must copy the files to a different directory, copy WINS.MDB, but not SYSTEM.MDSB.
Use the version of SYSTEM.MDB crealed for that new compuler.

3. Start the Windows Internet Name Service on the new computer. WINS will automatically use
the .MDB and .LOG files copled from the old computer.
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Advanced Configuration Parameters for WINS

This section presents configuration parameters that affect the behavior of WINS and that can be

modified only through Registry Editor. For some parameters, WINS can detect Registry changes
immediately. For other parameters, you must restart the Windows Inlernet Name Service for the

changes to take effect.

Caution

You ¢an impair or disable Windows NT if you make incorrect changes in the Registry while using
Registry Editor. Whenever possible, use WINS Manager to make configuration changes, rether
than using Registry Editor. If you make errors while changing values with Registry Editor, you will
not be warned, because Registry Editor does not recognize semantic errors.

B 1o make changes to WINS configuration using Registry Editor

1. Run REGEDT32.EXE from File Manager or Program Manager, or at a command prompt, type
start regedt32 and press ENTER.

When the Registry Editor window appears, you ¢an press F1 to get Help on how to make
changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On Local Machine, and
then click the icons for the SYSTEM subiree until you reach the appropriate subkey, as
described later in this section

The following describes the value entries for WINS parameters that can only be set by adding an
entry or ¢changing values in Registry Editor.
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Advanced Configuration Parameters for WINS
Registry Parameters for WINS Servers

The Registry parameters for WINS servers are specified under the following key:
ASYSTEM\CutrentControlSe\Services\Wins\Paramceters

This subkey lists all the nonreplication-related parameters needed to configure a WINS server. It
also contains a \Datafiles subkey, which lists all the files that should be read by WINS to initialize
or reinitialize its [ocal database.

DbFileNm
Data lype = REG_EXPAND_SZ
Range = path name
Default = %SystemRoo1%\system32\wins\wins.mdb

Specifies the full path name for the WINS database file.

DoStaticDatalnit
Data type = REG_DWORD
Range =0or 1
Default = 0 (false-that is, the WINS server does not initialize its database)

If this parameter is set to a non-zero value, the WINS server will initialize its database with
records listed in one or more files listed under the \Datsfiles subkey. The initialization is done
at process invocation and whenever a change is made to one or more values of the
\Parameters or \Datafiles keys (unless the change is to change the value of DoStaticDatalnit
to 0).

The following parameters in this subkey can be set using the options available in the WINS Server
Configuration dialog box:

LogDetailedEvents

LogFilePath

LoggingOn

Refreshinterval

RplOnlyWCnfPnrs

Tombstonelnterval (extinction interval)
TombstoneTimeout {extinction timeout)
Verifylnterval

Also, the \Wins\Parameters\Dalafiles key lists one or more files that the WINS server should read
to initiatize or reinitialize its local database with static records. If the full path of the file is not
listed, the directory of execution for the WINS server is assumed to contain the data file The
parameters can have any names (for example, DF1 or DF2). Their data types must be REG_SZ or
REG_EXPAND_SZ.

Important

The Wins\Performance key conlains values used for WINS performance counters that can be
viewed In Performance Monitor. These values should be maintained by the system, so de not
change these values.
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Advanced Configuration Parameters for WINS
Registry Parameters for Replication Partners

The \Wins\Partners key has two subkeys, \Pull and \Push, under which are subkeys for the (P
addresses of all push and pull pariners, respectively, of the WINS server.

Parameters for Push Partners

A push partner, listed under the \Partners\Pull key, is one from which a2 WINS server pulls repiicas
and from which it can expect update notification messages. The following parameter appears
under the IP address for a specific push pariner. This parameter can be set only by changing the
value in Registry Editor:

MemberPrec
Data type = REG_DWORD
Range =0 or 1

Default = None

Specifies the order of precedence for this WINS partner. 0 indicates low precedence, and 1
ingicates high precedence. Notice that dynamically registered names are always high
precedence, When 3 1C name is pulied from this WINS pariner, the addresses oontained in it
are given this precedence level. The value can be 0 (low) or 1 (high). Set this value tc 1 if this
WINS server is serving a geographic location that is nearby.

The follawing paramelers appear under this subkey and can be set in the WINS Server
Configuration dialog box:

ASYS FTEM\CurrentControlSet\Services\Wins\ParinersiPul)

InitTimeReplication CommRetryCount

The following parameters appear under this subkey and can be set using the Preferences dialog
box:

ASYSTEM\CuwrrentControlSet\Services\Wins\Pariners\Pul i <Ip Address>

SpTime (Start Time for pull partner default configuration) Timelnterval (Replication Interval)

For SpTime, WINS replicates at the set time if it is in the future for that 8ay, After that, it
replicates every number of seconds specified by Timelntarval . [f SpTime I1s in the past for that
day, WINS replicates every number of seconds specified by Timelnterval, starting from the
cumrent time (if InitTimeReplicatlon is set to 1).

Parameters for Pull Partners

A pull partner of 2 WINS server, listed under the \Partners\Push key, is one from which it can
expect pull requests to pull replicas and to which it sends update nofification messages. The
following parameters appear under this subkey and can be set using the options available in the
WINS Server Configuration dialog box:

ANSYSTEM\CurrentControlSen\Services\Wins\Partners\Push

InitTimeReplicationRplOnAddressChg

The following parameter appears vnder this subkey and can be set using the options avaifable in
the Preferences dialog box:

ASY STEM\CurrentControlSet\Services\Wins\Pariners\Push\<Ip Address>

UpdateCount
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Planning a Strategy for WINS Servers

The planning issues for implementing WINS servers are similar to those for implementing DHCP
servers, as described in Chapter 4, “Installing and Configuring DHCP Servers * Most network
administrators will be installing both kinds of servers, so the planning and implementation fasks
will be underiaken jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers.
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Planning a Strategy for WINS Servers

Planning for Server Performance

A WINS server can typically service 1500 name registrations per minute and about 760 queries
per minute. There is no built-in limit to the number of records that a WINS server can replicats or

store,
Based on these numbers, and planning for large-scale power outage where many computers will

come on line simullangously, the conservative recommendation is that you plan to include one
WINS server and a backup server for every 10,000 computers on the network.

Two factors can particularly enhance WINS server performance. WINS performance increases
almost 25 percent on a computer with two processors. Also, using NTFS as the file system also
improves performance.

After you establish WINS servers in the intemetwork, you can adjust the Renewal interval. Setting
this interval to reduce the numbers of registrations can help tune server response time. (The
Renewal interval is specified in the WINS Server Configuration dialog box,)
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Planning a Strategy for WINS Servers

Planning Replication Partners and Proxies

In one possible configuration, one WINS server can be designated as the central server, and all
other WINS servers can be configured as both push partner and pull partner of this ¢éntral server
Such a configuration ensures that the WINS database on each server contains addresses for
every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the push partner
and pull pariner with a nearby WINS server. In such a configuration, the two servers at the ends of
the ¢hain would also be push and pull partners with ach other. Other replication partner
configurations can be established for your site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so that a limited
number of computers are using resources to respond to broadcast name requests.
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Planning a Strategy for WINS Servers

Planning Replication Frequency Between Hubs

A major tuning 1ssue for WINS servers is replication frequency. You want replication to occur
frequently enough that any server being down will not Interfere with the reliability of name query
responses. However, for tonger wide area network (WAN) lengths, you do not wani replication to
interfere with network throughput.

For multiple network hubs interconnected by WAN links, replication frequency can be configured
to be low compared to the replication frequency of multiple WINS servers al a single hub. For long
WAINN links, infrequent replication ensures that the links are available to carry client traffic without
WINS affecting throughput.

For example, the WAN servers at a central site might be configured to replicate every 15 minules.
Replication between WAN hubs of a greater distance might be scheduled for every 30 minutes.
Replication between servers on different continents might replicate twice a day.

Example of an Enterprise-Wide Configuration far WINS Replication
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Setting Up LMHOSTS

The LMBOSTS file is commonty used on Microsoft networks to (ocate remote computers for
network file, print, and remote procedure services and for domain services such as logons,
browsing, replication, and so on.

You will want to use LMHOSTS for smaller networks or to find hosts on remote networks that are
not part of the WINS database (since name query requests are not broadcast beyond the local
subnet). If WINS servers are in place on an internetwork, users do not have to rely on broadcast
queries for name resolution, since WINS is (he preferred method for name resolution. With WINS
servers in place, therefore, LMHOSTS may not be necessary.

This chapter presents the following topics:
B Edfing the LMHOSTS file
B Using LMHOSTS with dynamic name resolution
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Editing the LMHOSTS File

The LMHOSTS fite used by Windows NT contains mappings of IP addresses to Windows NT
computer names (which are NetBIOS names). This file is compatible with Microsoft LAN Manager
2 x TCP/IP LMHOSTS files.

You can use Notepad or any other text editor to edit the sample LMHOSTS file that is
automatically installed in the \sysfemroonSYSTEMI2\DRIVERSI\ETC directory.

This seclion provides some basic rules and guidelines for LMHOSTS.
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Editing the LMHOSTS File

Rules for LMHOSTS

The following rules apply for entries in LMHOSTS:

B Each entry should be placed on a separate line.

B The IP address should begin in the first column, followed by the corresponding computer
name.

B The address and the camputer name should be separated by at least one space or tab.

B NetBIOS names can contain uppercase and lowercase characters and special characters. If 8
name is placed between double quotation marks, it will be used exactly as entered. For
example, "AccountingPDC" is a mixed-case name, and "HumanRscSr  \0x03" generates a

name with a special character.

Note

In Microsoft networks, & NetBIOS computer name in quotes that is less than 16 characters 1s
padded with spaces. If you do not want this behavior, make sure the quoted string is 16
characters long.

B The & character is usually used to mark the start of a comment. However, it can also
designate special keywords, as described in this section.

The keywords listed in the following table can be used in LMHOSTS under Windows NT. (LAN

Manager 2.x, which also uses LMHOSTS for NetBIOS over TCP/IP name resolution, treats these

keywords as comments.)

LMHOSTS Keywords
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Keyword
#PRE

#DOM:<domain>

#INCLUDE <filename>

#BEGIN_ALTERNATE

#END_ALTERNATE

Meaning

Added after an entry 1o cause that entry {0 be
preloaded into the name cache. By default, entries
are not preloaded into the name cache but are
parsed only after WINS and name query broadcasts
fail to resolve 3 name. #PRE must be appended for
entries that also appear in #INCLUDE statements;
otherwise, the entry in 2INCLUDE is ignored.

Added after an entry {o associate that entry with the
domain specified by <domain>. This keyword affects
how the Browser and Logon services behave in
routed TCP/IP environments. To preload a #DOM
entry, you must also add the #PRE keyword to the
line.

Forces the system to seek the specified <flename>
and parse it as if it were local. Specifying a2 Uniform
Naming Convention (UNC) <filename> allows you to
use a centralized LMHOSTS fils on a server. If the
server is located outside of the local broadcast area,
you must add a mapping for the server before its
entry in the #INCLUDE section and also append
#PRE to ensure that it preloaded

Used to group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group o
succeed.

Used to mark the end of an #INCLUDE grouping.
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\Oxnn Support for nonprinting characters in NetBIOS
names. Enclose the NetBIOS name in double
guotation marks and use \Oxnn notation to specify a
hexadecimal value for the character. This allows
custom applications that use special names to
function properly in routed topologies. However, LAN
Manager TCP/IP does nol recognize the hexadecimal
format, so you surrender backward compatibility if
you use this feature.

Note that the hexadecimal notation applies only to
one character in the name. The name should be
padded with blanks so the special character is last in
the slring (character 18).

The following example shows how all of these keywords are used:

102.5494 98 localsrv #PRE

102.54.94.97 trey HPRE  #DOM:nctworking et group's PDC

102.54.94.102  "appname  \Ox14 Hspecial app server
102.54.94.123  popular #PRE #source
server

4BEGIN_ALTERNATE
H#INCLUDE \localsrv\public\imhosts #adds LMHOSTS from this servec
#INCLUDE \\rey\public\Imbosts #adds LMHOSTS from this server

#END_ALTERNATE

In the above example:

B The servers named localsrv ang trey are specified $o they can be used later in an #INCLUDE
statement in a centrally maintained LMHOSTS file,

B The server named "appname \0x14" contains a special character after the 15
characiers in ils name (including the blanks), so ifs name is enclosed in double quotation
marks.

B The server named popular is preloaded, based on the #PRE keyword.
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Editing the LMHOSTS File
Guidelines for LMHOSTS

When you use a host table file, be sure to keep it up to date and organized. Follow these

guidelines:

B Update the LMHOSTS file whenever a2 compulteris changed or removed from the network.

B Because LMHOSTS files are searched one ling at a time from the beginning, list remote
computers in priority order, with the ones used most oflen at the top of the file, followed by
remote systems listed in #INCLUDE statements. Finally, the #PRE entries should be left for
the end of the file, because these are prelvaded into the cache at system startup time and are
not accessed later. This increases the speed of searches for the entries used most often.
Also, any comment lines add to the parsing time, because each fine is processed individually.

B Use #PRE statements to preload popular entries ang servers listed in #INCLUDE slatements
into the local computer's name cache.,
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Name Resolution

On networks that do not use WINS, the broadcast name resolution method used by Windows NT
computers provides a simple, dynamic mechanism for locating resources by name on a TCP/IP
network.

Because broadcast hame resolution relies on IP-level broadcasts to Iocate resources, unwanted
effects can occur in routed IP topologies. In particular, resources located on remote subnets de
not receive name query requests, because routers do not! pass IP-level broadcasts. For this
reason, Windows NT allows you to manually provide computer name and 1P address mappings for
remote resources vis LMHOSTS.

This section describes how the LMHOSTS file can be used to enhance Windows NT in routed
envirenments. This section includes the following topics:

B Specifying remote servers in LMHOSTS

B Designating primary domain controllers using #DOM
B Using centralized LMHOSTS files
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Using LMHOSTS with Dynamic Name Resolution
Specifying Remote Servers in LMHOSTS

Computer names can be resolved ouiside the local broadcast area if computer name and IP
address mappings are specified in the LMHOSTS file. For example, suppose the computer named
ClisntA wants to connect o the computer named Server8, which is aulside of its |P broadeast
area. Both Windows NT computers are configured with Microsoft TCP/(P.

Under a strict b-node broadcast protocol, as defined in RFCs 1001 and 1002, ClientA's name
query request for ServerB would fail (by timing out), because ServerB is located on a remaote
subnet and does not respond to ClientA's broadcast requests. So an alternate method is provided
for name resolution. Windows NT maintains a limited cache of computer name and IP address
mappings, which is initialized at system startup. When a workstation needs to resolve a name,
the cache is examined first and, if there is no match in the cache, Windows NT uses b-node
broadcast name resolution. If this fails, the LMHOSTS file is used. If this last method fails, the
name i3 unresolved. and an error message appears.

This strategy allows the LMHOSTS file to contain a large number of mappings without requiring a
large chunk of static memory to maintain an infrequently used cache. At system stariup, the
name cache is prelozaded only with entries from LMHCSTS tagged with the #PRE keyword. For
example, the LMHOSTS file could contain the following:

102.54.94.91 accounting Haccounting scrver

102.54.94.94 payroll #payroll server

102.54.9497  stockquote HPRE  #sfock quote server
102.54.94.102  printqueue #pnnt server in Bldg 10

In this example, the server named stockquote is preloaded info the name cache, because it is
tagged with the #PRE keyword. Entries in the LMBOSTS file can represent Windows NT
Workstation computers, Windows NT Server computers, LAN Manager servers, or Windows for
Workgroups 3.11 computers running Microsoft TCP/IP. There is no need to distinguish between
different platforms in LMHOSTS.

Note

The Windows NT tag #PRE allows backward compatibility with LAN Manager 2.x LMHOSTS files
angd offers added flexibility in Windows NT. Under LAN Manager, the # character identifies a
comment, so all characters thereafter are ignored, But #PRE is a valid tag for Windows NT,

In the above example, the servers named accounting, payroll, and printqueue would be
resolved only after the cache entries failed to match and afier broadcast queries failed to locate
them. After nonpretoaded entries are resolved, their mappings are cached for z period of time for
reuse.

Windows NT [imits the preload name cache t6 100 entries by default. This limit only affects entries
marked with #PRE. If you specify more than 100 entries, only the first 100 #PRE entries will be
preloaded. Any additionzl #PRE entries will be igriored at startup but will be resolved when the
system parses the LMHOSTS file after dynamic resolution fails.

Finally, you can reprime the name cache by using the nbtstat -R command {o purge and reload
the name cache, reread the LMBOSTS file, and insert entries tagged with the #PRE keyword. Use
nbtstat o remove or correct preloaded entries thal may have been mistyped or any names cached
by successful broadcast resolution.
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Using LMHOSTS with Dynamic Name Resolution
Designating Domain Controllers Using #DOM

The most commoen use of LMHOSTS is for locating remote servers for file and print services. But
for Windows NT, LMHOSTS can also be used to find domain controllers running TCP/IP in rouled
environments, Windows NT primary domain controllers (PDCs) and backup domain controllers
(BDCs) maintain the user account security database and manage other network-related services
Because large Windows NT domains can span multiple 1P subnets, it is possible that routers
could separate the domain confrollers from one another or separate other computers in the domain
from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish a Windows NT domain
controfter from a Windows NT Workstation computer, 2 LAN Manager server, or a Windows for
Workgroups computer. To use the #DOM tag, follow the name and IP address mapping in
LMHOSTS with the #DOM keyword, a colon, and the domain in which the domain controller
padicipates. For example:

102.54.9497 treydc  #DOM:weycorp  #The treycorp PDC

Using the #DOM keyword to designate dornain controllers adds entries to a special inlernet group
name cache that is used to limit intemetwork distribution of requests intended for the local domain
controller. When domain controller activity such as a logon request occurs, the request is sent on
the special internet group name. In the local IP-broadcast area, the request is sent only once and
picked up by any local domain controllers. Bowever, if you vse ¥#DOM to specify domain
controllers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also forward the request to
domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses (used for account
database synchronization), logon authentication, password changes, master browser list
synchronization, and other domain management activities.

For domains that span subnets, LMHOSTS files can be used to map important members of the
domain using #DOM. The following lists some guidelines for doing this.

B For each local LMHOSTS file on a Windows NT computer that is a member in 2 domain, there
should be #DOM entries for all Jomain controllers in the domain that are located on remote
subnets. This ensures that logon authentication, password changes, browsing, and so on all
work properly for the local domain. These are the minimum entries necessary to allow a
Windows NT system to participate in a Windows networking intemetwork.

B Forlocal LMHOSTS files on 2ll servers that can be backup domain controllers, there shouid
be mappings for the primary domain controller's name and IP address, plus mappings for all
other backup domain controllers. This ensures that promoting a backup to primary domain
controller status does not affect the ability to offer all services to members of the domain.

B [ftrust relationships exist between domains, all domain controllers for all trusted domains
should also be listed in the local LMHOSTS file.

B For domains that you want to browse from your local domain, the local LMHOSTS files should
contain at least the name and IP address mapping for the primary domain controller in the
remote domain. Again, backup domain controllers should also be included so that promotion
to primary domain controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common LMHOSTS file
usually satisfies all workstations and servers on the intemetwork. To achieve this, systems should
use the Windows NT replicator service to maintain synchronized local copies of the global
LMHOSTS or use centralized LMHOSTS files, as described in the following section.

Names that appear with #DOM in LMHOSTS are placed in a special Somain name list in NetBIOS
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over TCP/IP. When a datagram is sent to this domain using the DOMAIN<1C> name, the name is
resolved first via WINS or broadcast. The gatagram is then sent to all the addresses on the list
from LMHOSTS, and there is also a broadcast on the local subnet.

Important

To browse across domains, for Windows NT Advanced Server 3.1 ang Windows NT 3.1, each
computer must have an entry in its LMHOSTS file for the primary domain controller in each
gomain. This remains true for Windows NT version 3.5 clients, uniess the Windows NT Server
compuler is also version 3.5 and, optionally, offers WINS name registration

However, you cannot add an LMHOSTS entry for a Window NT Server that is a DHCP client,
because the 1P address changes dynamically. To avoid problems, any domain controllers whose
names are erlered in. LMHOSTS files should have their IP addresses reserved as slatic addresses
in the DHCP database rather than running as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusted domains should
be upgraded to version 3.5, so that browsing across domains is possible without LMHOSTS.
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Using LMHOSTS with Dynamic Name Resolution
Using Centralized LMHOSTS Files

With Microsoft TCP/IP, you can include other LMHOSTS files from local and remote computers,
The primary LMHOSTS file is always lccated in the \systemooA\SYSTEMI2ADRIVERS\ETC
directory on the local computers. Most networks will also have an LMHOSTS file maintained by
the network administrator, so administrators should maintain one or more global LMHOSTS files
that users can rely on. This is done using #INCLUDE statements rather than copying the global
file locally. Then use the replicator service to distribule muttiple copies of the global file(s) to
multiple servers for reliable access.

To provide a redundant list of servers maintaining copies of the same LMHOSTS file, use the
#BEGIN_ALTERNATE and #END_ALTERNATE keywords. This is known as a block inclusion,
which allows multiple servers fo be searched for a valid copy of a specific file. The following
exampie shows the use of the £INCLUDE and #_ALTERNATE keywords to include a local
LMHOSTS fite (in the C\PRIVATE directory):

102.54.9497 treyde #PRE #DOM:treycorp Eprimary DC

102.54.84.99 Lreybdc #PRE #DOM:treycorp #backup DC in dorain
102.54.9498  localsvr #PRE #DOM:treycorp

HINCLUDE  ¢i\private\lmhosts #hnclude a local Imhosts
HBEGIN_ALTERNATE

HINCLUDE Wreydc\public\imhosts #source for global file
#INCLUDE  \\treybdc\public\lmhosts #backup source

#INCLUDE  \ocaisvrpublictimhosts #backup source

#END_ALTERNATE

Important

This feature should never be used to in¢clude a remote file from a redirected drive, because the
LMHOSTS file is shared between local users who have different profiles and different logon scnipis,
and even on single-user systems, redirected drive mappings can change between logon sessions.

In the above example, the servers treydc and treybdc are located on remote subnets from the
computer that owns the file. The local user has decided 1o include a list of preferred servers in a
local LMHOSTS file located in the CAPRIVATE directory. During name resolution, the

Windows NT system first includes this private file, then gets the global LMHOSTS file from one of
three locations: treyde, trayhdc, or localsvr All names of servers in the INCLUDE statements
must have their addresses preloaded using the #PRE keyword; otherwise, the #INCLUDE
statement will be ignored.

The block inclusion is satisfied if one of the three sources for the global LMROSTS is available and
none of the other servers are used. If no server is available, or for some reason the LMHOSTS file
or path is incorrect, an event is added to the event log to indicate that the block inclusion failed.
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Chapter 7 1 0f 12
Using the Microsoft FTP Server
Service

The Microsoft FTP Server service allows other computers using the FTP utilily to connect (o this
computer and transfer files. The FTP Server service supports all Windows NT ftp client
commands. Non-Microsoft versions of FTP clients may contain cormmands that are not supported.
The FTP Sarver service is implemented as a muitithreaded Win 32 service thatl comphes with the
regquirements defined in Requesls for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model. Users connecting to
the FTP Server service are authenticated based on their Windows NT user accounts and receive
access based on their user proflies. For this reason, it is recommended that the FTP Server
service be instalted on an NTFS partition so that the files and directones made available via FTP
can be secured.

Caution

The FTP Server protocol relies on the ability 1o pass user passwords over the network without data
encryplion. A user with physical access to the network could examine user passwerds during the
FTP validation process.

The following topics are included in this chapter:

B Instaling the FTP Server service

B Configuring the FTP Server service

B Admistering the FTP Server service

B Advanced configuration parameters for FTP Sarver service

Forinformation about using performance counters to monitor FTP Server fraffic, see Chapter 8,
‘Using Performance Monitor with TCP/IP Services.”
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Installing the FTP Server Service

These procedures assume tha! you have installed any necessary devices and device drivers.

You must be logged on as a member of the Administrators group for the local computer to install
and configure the FTP Server service.

B Toinstall the FTP Server service
1. Cheose the Network option in Control Panel.

2. In ihe Nelwork Settings dialog box, choose the Add Software butlon to display the Add
Network Software dialog box

3. In the Network Software box, select TCP/IP Protocol And Related Components, and then
chogse the Continue button. When the Windows NT TCP/AP installation Options dialog box
appears, check the FTP Server Service option, and then choose the OK button.

4. When the message prompis you to confirn that you are familiar with FTP securily, choose
the Yes button to continue with FTP Server senvice installation.

5. When prompted for the fuil path to the Windows NT distribution files, provide the appropriate
location, and then choose the Continue button.

6. After the necessary files are copied to your computer, the FTP Service dialog box appears so
that you can continue with the configuration procedure as described in the next section. The
FTP Server service must be configured in order to operate.

Note

For disk partitions that do not use the Windows NT file system (NTFS), you ¢an apply simple
readiwrite securlty by using the FTP Server tool in the Control Panel as described in the
following section.
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Configuring the FTP Server Service

After the FTP Server service software is installed on your computer, you must configure it to
operate. When you configure the FTP Server service, your settings resuit in one of the following:

B No anonymous FTP connection allowed. In this case, each user must provide a valid Windows
NT usemame and password. To configure the FTP Server service for this, make sure the Allow
Anonymous Connection box is cleared in the FTP Service dialog box.

B Allow bolh anonymous and Windaws NT usérs 10 connecl. In this case, a user can choose to
use either an anonymous conneclion or a Windows NT username and passward. To configure
the FTP Server service for this, make sure only the Allow Anonymous Connection box is
checkedin the FTP Service dialog box.

B Allow only anonymous FTP connections. In this case, a user ¢annot connect using a
Windows NT username and password. Ta configure the FTP Server service for this, make sure
both the Allow Anonymous Connections and the Allow Anonymous Connections Only boxes
are checked in the FTP Service dialog box.

If anonymous conneclions are ailowed, you must supply the Windows NT username and

password to be used for anonymous FTP, When an anonymous FTP transfer takes place,

Windows NT will check the usemame assigned in this dialog box to determine whether access (s

allowed to the files.

B 1o configure or reconfigure the FTP Server service

1. The FTP Service dielog box appears automatically after the FTP Server service software is
instailed on your compulter.

Or

If you are reconfiguring the FTP Server service, choose the Network oplion in Control Panel. In
the Installes Network Sofiware box, select FTP Server, and then choose the Conligure button.

0K Concel [ Help |

The FTP Secvice dialog box displays the following options:
Item Description
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Maximum Specifies the maximum number of FTP users who

Conneclions can connect to the system simultaneously. The
default value is 20; the maximum is 50. A value of O
means no maximum, thal is, an unlimited number of
simultaneous users.

When the specifies number of concurrent users are
Iogged onto the FTP server, any subsequent
attempts 10 connect will receive messages defined
by the adminisirator. For informalion about defining
custorn messages, see "Advanced Configuration
Parameters for FTP Server Service" fater in this
chapter.

Idle Timeout Specifies how many minules an inaclive user can
remain connecled 1o tha FTP Server servics. The
defauli value is 10 minutes; the maximum is 60
minutes. If (he value is 0, users are never
aulomatlically disconnecied.

Horne Direclory Specifies the initial directory for users.
Allow Anonymous  Engbles users to connecl to the FTP Server using
Connedtions the user name anonymous (or ftp, which is a

synonym for anonymous). A password is not
necessary, but the user will be prompied to supply a
mail addrass as the password. By default,
anonymaous conneclions are not allowed. Notice that
you cannot use a Windows NT user account with the
name anonymous wilh the FTP Server. The
2nonymous user name Is reserved in the FTP Secver
for the anonymous logon function. Users logging on
wilh the usemame anonymous receive permissions
based on the £FTP Server configuralion for
anonymous logons.

Usemame Specifies which iocal user account to use for FTP
Server users who log on under anonymous. Access
permissians for the anonymous FTP user will be the
same as the specified local user account. The defauit
is the slandard Guest syslem account. If you change
this, you musl also change the password.

Password Specifies the password for the user account specified
in the Username box.

Allow Only Allows only the user name anonymous to be

Anonymous accepted This aption is usefu! if you do not want

Connections users to log on using their own user names ang

passwords because FTP passwords are
unencrypted. However, all users will have the same
access prvilege, defined by the anonymous accounl.
By default, this option is not enabled.

2. Defauit values are provided for Maximum Connections, Idle Timeout, and Home Directory.
Accept the default values, or change values for each field as necessary,

3. Choose the OK button to close the FTP Service dialog box and return to the Network Settings
dialog box.

4. Tocomplete inilial FTP Server service installation and configuration, choose the OK button.

A message reminds you that you must restast the computer so that the changes you made
will 1ake effect.

Note
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When you first install the FTP Server service, you must also complete the securily configuration
as described in the following procedure for users 1o access volumes on your computer.

LI conflgure FTP Server security

1. After the FTP Server has been installed and you have restarted Confrol Panel, start the FTP
Server option in Control Panel. Windows NT Server users can also use the FTP menu in
Server Manager.

Close

| Help

Disconnect Al

2. Inthe FTP User Sessions dialog box, choose the Security button.

3. In the Parlition box of the FTP Server Securily dialog box, select the drive letter you want to
set security on, and then check lhe Allow Read or Atllow Write check box, or both check
boxes, depending on the security you want for the selected partition.

Repeat this step for each panition.

Setting these permissions will affect all files across the entire partition on file allocation iable
(FAT) and high-performance fila syslem (HPFS) pariitions. On NTFS partitions, this feature
can be used (0 remove read or write access (or both) on the entire partition.

Any restrictions set in this dialog box are enfor¢ed in addilion to any security that might be
part of the file system. Thal is, an administrator can use this dialog box to remove
permissions on specific volumes but cannot use it to grant permmissions beyond those
maintained by the file systemn. For example, if a partition is marked as read-only, no one can
write to the partition via FTP regardless of any permissions set in this dialog box.

4. Choose the OK bution when you are finished setting security access on partitions.

The changes take effect immedialely. The FTP Server service is now ready to oparate.
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Administering the FTP Server Service

After initial installation is complete, the FTP Server service is automatically slarted in the
background each time the computer is started. Rermote computers can initials an FTP session
while the FTP Server senvice is running on your Windows NT computer. 8oth computers must be
running the TCP/P protocol.

You must be logged on as a member of the Administrators group 1o administer the FTP Server.

Remole users can connect to the FTP Server using their account on the FTP Server, an account
on Ihe FTP Server's domain or trusted domains (Windows NT Server only), or using the
anonymous account if the FTP Server service is configured to allow anonymous logons.

When making any configuration changes to the FTP Server (with the exception of security
conflguration), you must restari the FTP Server by either restarting the computer or manuglly
slopping and restarting the server, using the net command or Services icon in Contro) Parel.

B To start or stop the FTP Server service

B Use the Services option in Control Panel, or at the command prompt use the commands net
stop ftpsve followed by net start ftpsve.

Restanling the service in this way disconnects any users presently connected to the FTP Sarver
without warning-so Use the FTP Server oplion in Control Panel to determine if any users are
connected. Pausing the FTP Server (by using the Services option in Conlrol Panel or the net
pause command) prevents any more users from connecling to the FTP Server but does not
disconnect the currently logged on users, This feature is useful when the administrator wants to
restan the server without disconnecting the current users. After the users disconnect on their own,
the administrator can safely shut gown the server withoul worrying that users will lose work. When
aftempting to connect to a2 Windows NT FTP Server thal has been paused, clients receive the
massage "421 - Service not available, closing control connection "
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Administering the FTP Server Service
Using FTP Commands at the Command Prompt

When you install the FTP service, a set of fip commands are aulomatically inslalled that you can
use al the command prompt. For a summary list of these commands, see the ftp entry in
Chapter 11, “Ulilites Reference

1o get help on ftp commands
1. Double-click the Windows NT Help icon in the Program Manager group.
2. In the Windows NT help window, click the Command Reference Help button.

3. Click the ftp commands name in the Commands window.

4. Click an ftp command name in the Command Reference window to see a description of the
command, plus its syntax and parameter definitions.
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Administering the FTP Server Service
Managing Users

Use the FTP Server optlion in Control Panel {6 manage users connected (o the FTP Server and to
set security for each volume on the FTP Server. For convenience on Windows NT Server
computers, the same dialog box can be reached from Server Manager by ¢hoosing the FTP menu
command.

In the FTP User Sessions dialog box. the Connected Users box displays the names of connected
users, their system's IP addresses, and how long they have been connected. For users who
logged on using the anonymous user name, the display shows the passwords used when they
logged on as their user names. If the user name contained a mail host name (for example,
ernesta@trey-research.com) only the usemame (ernesta) appears. Anonymous users also have a
question mark (7) over their user icons. Users who have been authenticated by Windows NT
securily have no question mark,

The FTP Server allows you to disconnect one or all vsers with the disconnect buttons. Users are
not warned if you disconnect them.

The FTP Server displays users' names as they connect but does not update the display when
users disconnect or when their connect time elapses. The Refresh button 2llows you to update the
display to show only users who are cumrently connected.

Choosing the Security button displays the FTP Service Secunty dialog box, where you can set
Read and Write permissions for each partition on the FTP Server, as descnbed earlier in this
chapter. You must set the permissions for each partiticn you want FTP users 1o have access 0. If
you do not set partition parameters, no users will be able to access files. If the partition uses a
secure fila systemn, such as NTFS, fila system restrictions are also in effect.

In addition to FTP Server partition security, if a user logs on using a Windows NT account, access
permissions for that account are in effect.
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Administering the FTP Server Service
Controlling the FTP Server and User Access

A network administrator can control several of the FTP Server configuration vatiables, One such
variable, Maximum Connections, can be set by using the Network option in Control Pane! to define
a value between 0 and 50. Any value from 1 to 50 restiicts concurrent FTP sessions (o the value
specified. A value of 0 allows unlimited connections to be established to the FTP Server until the
system exhausts the available memory.

You can specify a custom message to be displayed when the maximum number of concurrent
connections is reached. To do this, enter a new value for MaxClientsMessage in the Registry, as
described in "Advanced Configuration Parameters for FTP Server Service” lzater in this chapter
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Administering the FTP Server Service
Annotating Directories

You can add directory descripticns to inform FTP users of the contents of a particular directory cn
the server by creating a fite called ~FTPSVC~.CKM in the directory that you want {o annolate.
Usually you want 10 make this & hidden file so directory listings do not gisplay this file, To do this,
use File Manager or type the command attrib +h ~ftpsve~.ckm at the command prompt.

Directory annotation can be toggled by FTP users on a user-by-user basis with a built-in,
site-specific command called ckm On most FTP client implementations (including the
Windows NT FTP client), users type a command at the command prompt similar to quote site
ckm to get this effect.

You can set the defaulf behavior for directory annofation by setting a value for
AnnotateDirectories In the Regisiry, as described In "Advanced Configuration Parameters for
FTP Server Service" later in this chapter.
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Administering the FTP Server Service
Changing Directory Listing Format

Somme FTP client sofrware makes assumptions based on the formatting of directory list
information. The Windows NT FTP Server provides some flexibility for client software that reguires
girectory listing similar to UNIX systemns. Users can use the command dirstyle to toggle directory
listing format between MS-DOSstyle (the default) and UNIX-style listings. On most FTP client
implementations (including the Windows NT FTP client), users type a command at the command
prompt similar to quote site dirstyle to get this effect.

You can set the default style for directory listing format by setting a value for MsDosDirOutput in
the Registry, as described in “Advanced Configuration Parameters for FTP Server Service” later In
this chapter.
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Administering the FTP Server Service
Customizing Greeting and Exit Messages

You can create customized greeting and exit messages by setting values for GreetingMessage
and ExitMessage n the Registry, as described in “Advanced Configuration Parameters for FTP
Server Service” later in this chapter. By default, these value entries are not in the Registry, so you
must add them to customize the message text.

Greeting and exit messages are sent to users when they connect or disconnect from the FTP
Server. When you create cusiom messages, you can add multiline messages of your choice.,
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Administering the FTP Server Service
Logging FTP Connections

You can log incoming FTP connections in the System event log by sefling values for
LogAnonymous and LogNonAnonymous in the Regisiry, as described in "Advanced
Configuration Parameters for FTP Server Service” later in this chapler. By default, these value
entries are nol in the Regisiry, 50 you must add them to log incoming connections.

You can specify whether event log entries are made for both anonymols and nonanonymous
users connecting to the FTP Server. You can view such enlries in the Syslem event log by using
Event Viewer.
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Advanced Configuration Parameters for
FTP Server Service

This section presents configuration parameters that affect the behavior of the FTP Server service
and that can be modified only through Registry Editor. After you modify any of these value entries,
you must restart the FTP Server service for the changes to take efiect.

Caution

You can impair or disable Windows NT if you make incorrect changes in the Registry while using
Registry Editor. Whenever possible, use administrative tools such as Control Panel to make
configuration changes, rather than using Registry Editor, If you make errors while changing values
with Registry Editor, you will not be warned, because Registry Editor does not recognize semantic
errors.

B Tomake changes to the FTP Server service configuration using Registry Editor

1. Run REGEDT32.EXE frormn File Manager or Program Manager, or at a cornmand prompt, type
start regedt32 and press ENTER.

When the Registry Editor window appears, you ¢an press F1 to get Help on how to make
changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On Local Machine, and
then click the icons for the SYSTEM subtree until you reach this subkey:

ASYSTEM\CurrentConurolSet\Services\frpsvc\Parameters
All of the parameters descnbed here are located under this Registry subkey

The following describes the vaiue entries for FTP Server service parameters that can only be set
by adding an entry or changing their values in Registry Editor. These value entries do not appear
by default in the Registry, so you must add an entry if you want 1o change its default value.

AnnotateDirectories
Data type = REG_DWORD
Range =0or 1
Default = 0 (false-that is, directory annotation is off)

This value entry defines the default behavior of directory annotation for newly connected users.
Directory descriptions are used to informn FTP users of the contents of a directory on the
server. The directory description is saved in a file named ~FTPSVG~.CKM, which is vsually a
hidden file. When this value is 1, directory annotation is on.

ExitMessage
Data type = REG_SZ
Range = String

Default = “Goodbye."

This value entry defines a signoff message that will be sent to FTP clients upon receipt of a
gult command.

GreetingMessage
Data type = REC_MULTI_SZ
Range = Siring
Default = None (no special greeting message)

This value entry defines the message to be sent to new clients afier their accounts have been
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validated. In accordance with Internet behavior, if the chent logs on as anonymous and
specifies an identity that starts with 2 minus sign (), this greeting message is not sent.

LogAnonymous
Data type = REG_DWORD
Range=0or1
Default = 0 (false-thal is, do nol log suceessful anonymous logons)

This value entry enables or disables logging of anonymous logons in the System event log.

LogNonAnonymous
Data lype = REG_DWORD
Range=0or 1
Default = 0 {false-that is, do not log successful nonanonymous logons)

This value entry enables or disables logging of nonanonymous logons in the System event log.

LogFileAccess
Data type = REG_DWORD
Range=0or1
Default = 0 (do not log fite accesses to FTPSVC.LOG)

(f this value is non-zero, all file accesses are logged to the file FTPSVC.LOG in the service's
current directory (typicatly \systemoo(\SYSTEM32). For each file opened by the FTP Server,
FTPSVC.LOG will centain 2 single ling entry in the following format:

IPAddress username action path date_time

B /jp_address is the client computer's IP address
B usemame is the user's name (or password for anonymous logons)

action is either "opened,” "created,” or "appended”

L]
B path is the fully quaiified path of the file acted upon
M Jate_time is the date and time the action took place

Entries are also wriften to the log whenever the FTP Server starts or stops. For example:

ook ook FTP SERVER SERVICE STARTING Fri Apr 29 10:28:49 1994
11101.189.173 daveo opened d:\trnpltst.bat Fri Apr 29 10:29:42 1994
(1.101.199.173 daveo created d:\ump\new txt Fri Apr 29 10:30:25 1994
11.101.199.173 daveo appended d-\tmip\new.txt Fri Apr 28 10:33:04 1994
ook FTP SERVER SERVICE STOPPING Fri Apr29 10:33:08 1594

LowercaseFiles
Data type = REG_DWORD
Range = 0 or
1Default = 0 (do not map filenames to lowercase)

I Ihis value is nonzero, all filenames returned by the list and nist commands will be mapped
to lowercase for noncase-preserving file systems. This mapping only occurs when a directory
listing 1s requested on a noncase-preserving file system. If this value is 0, case in all flenames
will be unaltered. Currently, FAT is the only noncase-preserving file system supported under
Windows NT, so this flag has no effect when retrieving listings on HPFS or NTF S paditions.

MaxClientsMessage
Data type = REG_SZ
Range = String
Default = “Maximum clients reached, service unavailable

This value entry specifies the message to be sent (o an FTP client if the maximum number of
clienls has been reached or exceeded. This message indicates that the server is refusing
additional clients because it is currently servicing the maximum number of connections (as
specified in the FTP Service dialog box or the MaxConnections value in the Registry).
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MsdosDirOutput
Data type = REG_DWORD
Range =0 or 1
Defaull = 1 (lrue-thal is, diraclory listings will look like MS-DOS)

This valus entry specifiss the default behavior for whather the outpul of the list command will
look like the output of the MS-DOS dir command or the ouiput of the UNIX Is command. This
value also controls the direction of slashes in paths sent by the pwd command.

When this value is 1, directory listings will look like MS-DOS listings, and the path will contain
backward slashes (\). If this value is 0, listings will laak fike UNIX listings, ang the path wlll
comtain forward slashes (/).

The following Registry parameters can be set using the optlons avallable when configuring the FTP
Server service in the Network Seltings dialog box:

AllowAnonymous
AnonymouaOnly
AnonymousUsername
ConnectionTimeout
HomeDireclory
MaxConnections

The following Registry paramelers can be set using the aplions available when you select the FTP
Server (con in Control Panel and then choose lhe Security button:

ReadAccessMask
WriteAccessMask

The ranges of values \hat can be entered for these parameters in Registry Editor are the same as
those described in the related diatog boxes earier in this chapter. You should use only the FTP
Server service dialog boxes to sel these values.
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Using Performance Monitor with
TCP/IP Services

This chapter describes the performance counters that can be charted in Pedformance Monitor so
you can track performance of the IP protocols, FTP Server service fraffic, and WINS servers.

The performance counters are descnbed in the following topics in this chapter:
B Using Performance Monitor with TCP/IP

B Monitoring TCP/IP performance

B Monitoring FTP Server service traffic

B Monitonng WINS server performance

Important
To use the TCP/IP performance counters in Performance Monitor. you must install the SNMP
service, as described in Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP
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Using Performance Monitor with TCP/IP

Afer elements of Microsoft TCP/IP are installed, you can use Performance Monitor to track
performance.

B To use Performance Monitor with TCPAP
1. In the Administrative Tools group in Program Manager, double-click Performance Moritor.

2. From the Edit menu, dhoose Add To Chart.

E
|

3. In the Computer fist in the Add To Chart dialog box, select the computer you want to monitor.

4. Inthe Object list, select the TCP/IP-related process you want to monitar: FTP Server, ICMP,
IP, Network Interface, TCP, UDP, or WINS Server.

5. In the Counter list, select the counters you want to monitor for each process, ang then choose
the Add button.

For information about each counter, choese the Explain bution, or see the definition tables
later in this chapter.

6. When you have selected all the counters you want for a particular chart, choose the Done
button. '

For more information about using Performance Monitor, see Chapter 18, "Performance Monitor," in
the Windows NT Server Systsm Guide. '
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Monitoring TCP/IP Performance

Each of 1he different elements that make up the TCP/IP protocol suite can be monitored
separately in Pedormance Monitor if SNMP services are installed on the computer

Bl 1o view counters specific to TCP/IP processes

B in the Add To Charl dialog box in Performance Monitor, select ICMP, IP, Netwoerk Interface,
TCP, or UDP in the Object list.

The counters for each of these object types are described in the following sections.
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4 0f10

Monitoring TCP/IP Performance

ICMP Performance Counters

The ICMP Object Type includes those counters that describe the rates that Internet Control
Message Protocol (ICMP) messages are recelved and sent by a certain entity using the ICMP
protocol. It also describes various error counts for the ICMP protocol.

ICMP performance
counter

Messages Outbound Errors

Messages Received Errors

Messages
Received/Second

Messages Sent/Second
Messages/Second

Received Address Mask

Received Address Mask
Reply

Received Destination
Unreachable

Received Echo
Reply/Second

Received Echo/Second

Received Parameter
Problem

Received Redirect/Second
Received Source Quench

Received Time Exceeded
Received Timestamp

Reply/Second

Received
Timestamp/Second
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Meaning

The number of [CMP messages that this entity did
not send because of problems discovered within
ICMP, such as lack of buffers. This value should
not include errors discovered outside the ICMP
layer, such as the inability of IP to route the
resultant datagram. in some implementations,
there may be no types of efror that contribute to
this counter's value.

The number of ICMP messages that the entity
received, but determined as having ermors (bad
ICMP checksums, bad length, and so on).

The rate at which ICMP messages are ceceived by
the entity. The rate includes those messages
received in error.

The rate at which ICMP messages are attempted
to be sent by the entity. The rate includes those
messages sent in efror.

The total rate at which ICMP messages are
received and sent by the entily, The rate includes
those messages received or sent in error.

The number of ICMP Address Mask Request
messages received.

The number of ICMP Address Mask Reply
messages received

The number of ICMP Destination Unreachable
messages received.

The rate of (CMP Echo Reply messages received.

The rate of ICMP Echo messages received.

The number of ICMP Parameter Problem
messages received.

The rate of ICMP Redirect messages received

The number of ICMP Source Quench messages
receved.

The number of ICMP Time Exceeded messages
received.

The rate of ICMP Timestarmp Reply messages
received,

The rate of ICMP Timestamp (request) messages
received.
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Sent Address Mask
Sent Address Mask Reply

Sent Destination
Unreschable

Sent Echo Reply/Second
Sent Echo/Second
Sent Parameter Problem

Sent Redirect/Second
Sent Source Quench

Sent Time Exceeded
Sent Timestamp

Reply/Second
Sent Timestamp/Second

The number of ICMP Adgdress Mask Request
messages sent.

The number of ICMP Address Mask Reply
messages sent.

The number of ICMP Destination Unreachable
messages sent.

The rate of ICMP Echo Reply messages sent.
The rate of ICMP Echo messages sent.

The number of ICMP Parameter Problem
messages sent.

The rate of ICMP Redirect messages sent.

The number of ICMP Source Quench messages
sent.

The number of ICMP Time Exceeded messages
sent,

The rate of ICMP Timestamp Réeply messages sént.

The rate of ICMP Timestamp (request) messages
sent,
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Monitoring TCP/IP Performance

IP Performance Counters

The IP Object Type includes those counters that describe the rates that Internet Protocol (IP)
datagrams are recelved and sent by a cectain computer using the (P protocol. It also describes
vatious error counts for the IP protocol.

IP performance counter Meaning
Datagrams The rate of input datagrams for which this entity was
Forwarded/Second not their final (P destination that resulted in an

attempt to find a route to forward them to that final
destination. In entities that do not act as IP
Gateways, this rate will include only those packets
that were Source-Routed via this entity, when the
Source-Route oplion processing was successful.

Datagrams Outbound The number of output IP datagrams for which rno

Discarded problems were encountered to prevent their
transmission to their destination, but which were
discarded (for example, for lack of buffer space.) This
counter would include datagrams counted in
Datagrams Forwarded if any such packets met this
(discretionary) discard criterion.

Datagrams Outbound No The number of IP datagrams discarded because no

Route route could be found to transmit them to their
destination. This counter includes any packets
counted in Datagrams Forwarded that meet this "no
route” criterion.

Datagrams Received The number of input datagrams discarded because

Address Emrors the P address in their IP header’s destination field
was not a valid address to be received at this entity.
This count includes invalid addresses (for example,
0.0.0.0) and addresses of unsupported Classes (for
example, Class E). For entities that are not 1P
gateways and therefore do not forward datagrams,
this counter includes datagrams discarded because
the destination address was not a local address.

Datagrams Received The rate at which input datagrams are successfully
Delivered/Secongd delivered to IP user protocols (including ICMP).
Datagrams Received The number of inpuf IP datagrams fer which no
Discarded problems were encountered to prevent their continued

processing, but which were discarded (for example,
for lack of buffer space). This counter does not
include any datagrams discarded while awaiting

reassembly.
Datagrams Received The number of input datagrams discarded because of
Header Errors errors in their IP headers, including bad checksurms,

version number mismatch, other format errors,
lime-to-hve exceeded, errors discovered in processing
their IP oplions, and so on
Datagrams Received The number of locally addressed datagrams received
Unknown Protocol successfully but discarded because of an unknown or
unsupported protocol.
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Datagrams The rate at which IP datagrams are received from the
Received/Second interfaces, including those in error.

Datagrams Sent/Second The rate at which |IP datagrams are supplied to 1P for
transmission by local IP user protocols (including
ICMP). This counter does not include any datagrams
counted in Datagrams Forwarded.

Datagrams/Second The rate at which P datagrams are recelved from or
sent {o the interfaces, including those in error. Any
forwarded datagrams are not included in this rate.

Fragment Re-assembly The number of failures detected by the IP reassembly

Failures algorithm (for whatever reasan: timed out, errors, and
so on). This is not necessarily a count of discarged 1P
fragments, because some algorithms (notably RFC
815) can lose track of the number of fragments by
combining them as they are recelved.

Fragmentation Failures The number of IP datagrams that have been discarded
because they needed to be fragmented at this entity
but could not be, for example, because their "Don't
Fragment” flag was set.

Fragmented The rate at which datagrams are successfully

Datagrams/Second fragmented at this entity.

Fragments Created/Second  The rate at which IP datagram fragments have been
generated as a result of fragmentation at this entity.

Fragments The rate at which IP fragments are successfully
Re-assembled/Second reassembled.

Fragments The rale at which IP fragments that need to be
Received/Second reassembiled at this entity are received.
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Monitoring TCP/IP Performance -

Network Interface Performance Counters for TCP/IP

The Network Interface Object Type includes those counters that describe the rates at which bytes
and packets are received and sent over 2 neftwork TCP/IP conneclion. It aiso describes vanous
error counts for the same connection

Network Interface
counter

Byles Received/Second
Bytes Sent/Second
Bytes Total/Second

Current Bandwidth

Output Queue Length

Packets Outbound
Discarded

Packets Outbound Errors

Packets Received
Discarded

Packets Received Errors

Packets Received
Non-Unicast/Second

Packets Received
Unicast/Second

Packets Received
Unknown

Packets Received/Second
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Meaning

The rate at which byles are received on the interface,
including framing characters.

The rate at which bytes are sent on the interface,
including framing characters.

The rate at which bytes are sent and received on the
interface, including framing characters.

An estimate of the interface's current bandwidth in
bits per second (bps). For interfaces that do not vary
in bandwidth or for those where no accurate
estimation can be made, this value is the nominal
bandwidth

The length of the output packet queue (in packets ) If
this is longer than 2, delays are being experienced
and the boftleneck should be found and etiminated if
possible. Since the requests are queued by NOIS in
this implementation, this will always be 0.

The number of outbound packets that were chosen 10
be discarded even though no errors had been
detected to prevent their being transmitted. One
possible reason for discarding such a packet could be
to free up buffer space.

The number of outbound packets that could not be
transmitied because of errors.

The number of inbound packets that were chosen to
be discarded even though no errers had been
detecled to prevent their being deliverable to a
higher-layer protacol One possible reason for
discarding such a packet could be to free up buffer
space.

The number of inbound packets that contained errors
preventing them from being deliverable to a
higher-layer protocol.

The rate at which non-unicast (that is, subnet
broadcast or subnet multicast) packets are delivered
to a higher-layer protocol.

The rate at which (subnet) unicast packets are
delivered to a higher-layer protocol.

The number of packets received via the interface that
were discarded because of an unknown or
unsupported protocol.

The rate al which packels are receved on the network
interface .
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Packets Sent The rate at which packets are requested to be

Non-Unicast/Second transmitted to non-unicast (that is, subnet broadcast
or subnet multicast) addresses by higher-level
protocols. The rate includes the packets that were
discarded or not sent.

Packets Sent The rate at which packets are requested to be

Unicast/Second transmitted to subnet-unicast addresses by
higher-level protocols. The rate includes the packets
that were discarded or not sent.

Packets Sent/Second The rate at which packets are sent on the network
interface.
Packets/Second The rate at which packets are sent and received on

the network interiace.
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Monitoring TCP/IP Performance

TCP Performance Counters

7 of 10

The TCP Object Type includes thase counters that describe the rates that Transmission Control
Protocol (TCP) segments are received and sent by a certain entity using the TCP protocol. In
addition, it describes the number of TCP connections that are in each of the possibie TCP
connection states.

TCP performance counter Meaning

Connection Failures

Connections Active

Cornections Established

Conneclions Passive

Connections Resst

Segmenls
Received/Second

Segments
Retransmitted/Second

Segmentis Sent/Second

Segments/Second

The number of times TCP connections have made a
direct transition to the CLOSED state from the
SYN-SENT state or the SYN-RCVD state, plus the
number of times TCP connections have made a direct
transition to the LISTEN state from the SYN-RCVD
slate

The number of times TCP connections have made a
direct transition to the SYN-SENT state from the
CLOSED state.

The number of TCP connections for which the current
state is either ESTABLISHED or CLOSE-WAIT,

The number of imes TGP connections have made 2
direct transition to the SYN-RCVD state from the
LISTEN state.

The number of times TCP cenneclions have made a
direct transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

The rate at which segments are received, including
those received in error. This count incluges segments
received on curently established connections.

The rate at which segments are retransmitied, that is,
segments transmitted containing one or more
previously transmitted bytes.

The rate at which segments are sent, including those
on current connections, but excluding those
containing only retransmitted bytes.

The rate at which TCP segmenis are sent or received
using the TCP protocol.
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Monitoring TCP/IP Performance

UDP Performance Counters

The UDP Object Type includes those counters that describe the rates that User Datagram
Protocol (UDP) datagrams are received and sent by a certain entity using the UDP protocol. It
also describes various emror counts for the UDP protocol.

UDP performance Meaning

counter

Datagrams No Port/Second  The rate of received UDP datagrams for which there
was no application at the destination port.

Datagrams Received Errors  The number of received UDP datagrams that could
not be delivered for reasons other than the lack of an
application at the destination port

Datagrams The rate al which UDP datagrams are delivered to

Received/Second UDP users.

Datagrams Sent/Second The rate at which UDP datagrams are sent from the
entity.

Datagrams/Second The rate at which UDP datagrams are sent or

received by the entity.
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Monitoring FTP Server Traffic

When you install the FTP Server services, the necessary software 1s also Installed so that you
can monitor and graph various FTP Server statistics using Performance Monitor. Using
Performance Monitor to view activity on remote Windows NT systems makes FTP Server
administration more convenient when you are administering multiple Windows NT FTP Servers.

B To view counters spacific to the FTP Server service
B In the Performance Monitor window, select FTP Server in the Object (ist.

The FTP Server performance countérs are cleared each time you start and stop the FTP Server
service.

FTP performance counter
Bytes Received/Second

Bytes Sent/Second

Bytes Total/Second

Connection Attempts
Current Anonymous Users

Current Connections

Cumrent NonAnonymous
Users

Files Received
Files Sent
Files Total

Logon Attempts

Maximum Anonymous
Users

Maximum Connections
Maximum NonAnonymaous
Users

Total Anonymous Users

Total NonAnonymous Users
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Meaning

The rate at which data bytes are received by the FTP
Server.

The rate at which data bytes are sent by the FTP
Server.

The sum of Byles Sent/Second and Bytes
Received/Second. This is the total rate of bytes
transferred by the FTP Server.

The number of connection attempts that have been
made to the FTP Server.

The nurmber of anonymous users currently connected
o the FTP Server.

The current number of connections to the FTP Server.

The number of nonanonymous users currently
connecled to the FTP Server.

The total number of files received by the FTP Server.
The total number of files sent by the FTP Server.
The sum of Files Sent and Files Received. This is the
total number of files transferred by the FTP Server.
The number of logon attempts that have been made
to the FTP Server.

The maximum number of anonymaous vsers
simuttaneously connected to the FTP Server.

The maximum number of simultaneous connections
to the FTP Server,

The maximum number of nonanonymous users
simultaneously connected to the FTP Server.

The total number of anonymacus users that have ever
connected to the FTP Server.

The total number of nonanonymous users that have
ever connected to the FTP Server.
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E Using Performance Monitor with TCP/IP Services
Monitoring WINS Server Performance

When you install 2a WINS senver and SNMP services, counters are automatically installed so that
you can use Performance Moniter to view WINS Sefver safvice performance.

B To view counters s$pecific to the WINS Server service

WINS performance
counter

Failed Queries/Second
Failed Releases/Second
Group Conlflicts/Second

Group
Registrations/Second
Group Renewals/Second

Queres/Second

Releases/Second

Successful Quernes/Second

Sucecessful
Releases/Second

Total Number of
Conflicts/Second

Total Number of
Reqistrations/Second

Total Number of
Renewals/Second

Unique Conflicts/Second

Unique
Registrations/Second

Unigue Renewals/Second
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Meaning

The total number of failed queries per second.

The total number of failed releases per second.

The rate at which group registeations received by the
WINS server resulted in conflicls with records in the
dalabase.

The rate at which group registrations are received by
the WINS server.

The rate at which group renewals are recelved by
the WINS server.

The total number of queries per second, which is the
rate at which queries are received by the WINS
server,

The lotal number of releases per second, whichis
the rate 21 which refeases are received by the WINS
Server.

The lolal number of successiul queries per second.
The tolal number of successful releasas per secand.

The sum of the Unique and Group conflicls per
second, which is the total rate at which conflicts
were seen by the WINS server.

The sum of the Unique and Group registralions per
second. This is the total rate at which regisirations
are received by the WINS server.

The sum of the Unique and Group registrations per
second, which is the total rate at which renewals
are recewved by the WINS servet.

The rate at which upigue registralions and renewals
received by the WINS server resulted in conflicts
with records in the dalabase.

The rate at which unique regislrations are received
by the WINS server.

The rate al which unique renewals are received by
the WINS server.
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Chapter 9

Internetwork Printing with TCP/IP

Users on any Microsoft networking computer can print to direct-connect TCP/IP printers or to
printers that are physically attached to UNIX computers 1 ai least one Windows NT computer has
Microsoft TCP/IP printing installed.

Microsoft TCP/AP printing conforms with Request for Comment (RFC) 1179,
This chapter describes how to create a TCP/IP printer when TCP/IP is installed on a2 Windows NT

computer and how to print t6 a Windows NT print server from a UNIX computer,

The topics in this chapter include:

Overview of TCP/IP printing

Seitting up Windows NT for TCPAP printing
Creating a printer for TCP/IP printing
Printing to Windows NT trom UNIX clients

For complete information about working with printers, see Chapter 6, "Print Manager,” in the
Windows NT Syslem Guide.
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Overview of TCP/IP Printing

In a Windows NT internetwork with muttiple kinds of computers and operating systems, users can
take advantage of Microsoft TCP/\P fo easily print to computers that are connected through a UNIX
computer or that are connected girectly to the network (vis a built-in network adapter card or
through a serial/parallel ethemet print server).

Such an internetwork might include computers running Windows NT Workstation and Windows NT
Server, plus computers with only Microsefl Windows for Workgroups 3.11 or MS-DOS with LAN
Manager networking software.

To take advantage of the printing capabilities of Microsoft TCP/IP, only the single Windows NT
computer that defines a TCP/IP printer needs to have TCP/IP installed. The other client compulters
do not need to have TCP/IP installed. All ofher computers can print to the TCP/P printers over any
proloco! they share with the Windows NT TCP/IP print server. That is, the computer acting as the
Windows NT TCP/IP print server must be configured with all protocols used by any clients that will
be printing to the TCP/IP printer,

Any Windows NT computer with TCP/IP printing installed can print girectly 10 these kinds of
printers and can function as a gateway for other network users.

In the following sample configuration of a Microsoft network, all computers can connect fo printers
named Wnt\p1 and \ntip2 on the network. The Windows NT computer with Microscft TCP/IP
installed created these TCP/IP printers, which consist of a direct-connect printer and a printer
connected o 2 UNIX computer. The Windows NT computer with TCPAP is named nt in this
exarple, and the printers are named p1 and p2, respectively.

Primting to TCP/IP or UNIX Printers Using Microsoft TCP/AP
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Setting Up Windows NT for TCP/IP Printing

Any Wingows NT computer can be used to create a TCP/IP printer if Microsoft TCP/IR is installed
with TCP/IP printing support.

LI configure a Windows NT computer far TCP/IP printing

1. Btart the Network opfion in Control Panel. When the Network Settings dialog box appears,
choose the Add Software button to display the Add Network Sofiware dialog box.

2. Select TCP/IP Protocot And Related Components in the Network Software list box, and then
choose the Continue button.

3. Inthe Windows NT TCP/IP Installation Options dialog box, check the TCP/IP Network Printing
Support option.

[f Microsoft TCP/IP is not already installed on this computer, check the other options you
want, as described in Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP."

4. Choose the OK button, Windows NT Selup displays a message asking for the full path to the
Windows NT distribution files. Provide the appropriate location, and choose the Continue
bulton.

All necessary files are copied to your hard disk,

5. If the Enable Automatic DHCP Configuration option is not checked in the Wingows NT TCP/P
Installation Options dialog box, you must complete all the required procedures for manually
configuring TCP/IP as described in "Configuring TCP/IP" in Chapter 2,

When the Network Settings gialog box reappears after you finish configuring TCP/IP, choose
the Close button, and then restart your computer for the changes to take effect.

You can now create a TCP/IP printer on this Windows NT computer.
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Creating a Printer for TCP/IP Printing

You can vse Print Manager to create a TCP/IP printer in the same way thal you create any printer
o be used on a Windows NT netwark. You need the following information to create a TCP/IP
printer:

B  The IP identifier of the host where the printer is connected. This ¢an be the DNS name or the
P address. A direct-connect printer has its own IP identifier For 2 printer connected to a UNIX
computer, this is the computer's IP identifier.

B The printer name as itis jdentified .on the host. This is the name defined on the UNIX compuler
or the name defined by the manufacturer for \he direct-connect printer.

The computer where you create the TCP/IP printer must have TCPAP installed and configured with
the TCP/IP Network Printing Support option, as described in Chapter 2.

B Tocreate aTCPIP printer

1. From ithe Printer menu in Print Manager, choose Create Printer.

Cancel

Setup...

Details. ..

Seltings...
Help

2. Inthe Printer Name box of the Create Printer dialog box, type a name of up to 32 characlers
This name appears in the title bar of the printer window, and Windows NT users see this name
when connecting to this printer if it is shared.

This name can be the same as the printer name as it is identified on the printer's UNIX host,
but it does not have to be.

For a direcl-connect printer, see the hardware documentation to find the name by which the
network printer identifies the print queue.

3. Inthe Drives lisl, select the appropniate driver and, optionally, type text to inform network users
about the printer in the Description box.

4. [nthe Print To box, select Other to display the Print Destinations dialog box.
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S. In the Available Print Destinations list, select LPR Pnint Monitor, and then choose OK.

6. [nthe Name Or Address Of Host Providing LPD box of the Add LPR Compatible Printer dialeg
box, type the DNS name or IP address of the host for the printer you are adding.

This can be the DNS name or IP address of the direct-connect TCP/IP printer or of the UNIX
computer to which the printer is connected. The DNS name can be the name specified for the
host in the HOSTS file.

LPR stands for Line Printing utility, and LPD stands for Line Printing Daemon, which is how
these elements are known on UNIX.

7. In the Name Of Printer On That Machine box, type the name of the printer as it is identified by
the host, which is either the direct-connect printer itself or the UNIX computer.

For example, you might have a UNIX computer running the print server component (Ipd ) with
which the TCP/IP printer you are creating will interact. If Ipd recognizes a printer attached to
the UNIX computer by the name Crisp, the name you should type in this box is Crisp.

For a direct-connect printer, this is whatever name was used to create the printer while
running Ipd.

8. When the Create Printer dialog box reappears, check the Share This Printer On The Network
option if this definition is being crealed on a Windows NT computer that will serve as a print
server for other users to access this printer.
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9. By default, in the Share Name box, Printer Manager creates a shared resource name that is
compalible with MS4DOSbased computers. You can edit this name, which vsers will see
when browsing to find this printer on the network.

10. Optionally, in the Location box, you can type infoermation about where this printer is located.
Users can see this location information when they connect to the printer.

11 Complete any other configuration information in the Creale Printer diaiog box, as described in
Chapter 6 of the Windows NT Systern Guide, and then choose the OK button.

In Print Manager, the printer name you specified in the Create Printer dialog box appears in the
title bar of the printar's window. For client computers configured with Microsoft Network Chent
version 2.0 for MS-DOS, users will see anfy the shared name, not the printer name. Users who
connect to (his TCP/IP printer ¢an select it and print to it from applications like any other printer.
Users and administrators can use Print Manager to secure and audit the use of the printer ang
change its propertles.

|SUNOS_LF’R | |Ready Documents \,

Tip
You can use the Ipr connectivity utility at the command prompt to print a file to a hosi running an
LPD server. You can atso use the Ipg diagnostic utility to obtain the status of a print queue on a
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host running the LPD server. For information, see the entrles for Ipr and Ipg in Chapter 11,
"Ulilitas Reference."
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Printing to Windows NT from UNIX Clients

The Lpdsve service is the server side of TCP/IP printing for UNIX clients. If any UNIX clients on the
network want to print to a prinler connecled to a Windows NT computer, this service needs to be
running on the Windows NT computer so it can aceept requests from the UNIX clients. The Lpdsve
service supports any print format, including plain-text. It does not perform any additional
processing.

[ To start or stop the Lpdsvc service
B At the command prompt, type net start 