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Welcome

Welcome to Microsofie TCP/IP for Windows NT™.

Transmission Control Protocol/internet Protocol (TCPAP) is 2 nefworking protocol

thae merarirdos mmm“\nwv\h/\n arraee interrAanre Mo nnh!lﬁrlr: ’Fhm mnnuqi
Hial PIVY i VOHETRIGH RGN0 dUilUog SLLILVITWIAS Tivds Uiha. 1 s fHan

Microsoft Windows NT Server TCP/IP, describes how fo install, configure, and
troubleshoot Micresoft TCP/IP on a compuler running the Microsoft Windows NT
Workstation or Windows NT Server operating system. 1t also provides a reference
for the TCP/IP utilities and information about how to install and use the other
TCP/IP services such as the File Transfer Protocol (FTP) Server service, TCP/IP

nnnf!no and Qamnb Netwnrk Mamopmpm Proincal I’QNMP\ nlm the snftware to

Gaiva Wil AR 5L 2Rt

wpport new dynarmc configuration and name resolution services,

This manval assumes thai you are familiar with the Microsoft Windows NT
operating system. }f you are not familiar with this product, sefer to your
Microsoft Windows NT documentation set.

This introduction provides the foliowing basic information:

s What's new in this release
s How to use this manual
= Document conventions

v Finding more information
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What’s New in This Release?

In this new version of Windows NT, TCP/IP capabilities have been expanded to
include automatic TCP/IP configuration and powerful name resolution capabilities
through the addition of new protocols and supporting administrative tools. New
TCP/IP utilities plus the addition of performance counters for TCP/IP and related
services will also help make administrative tasks easier. New elements include the
following:

Enhanced speed and performance
Dynamic Host Configuration Protocol (DHCP)

Microsoft TCP/IP supports automatic TCP/IP configuration through the new
DHCP service. When DHCP servers are installed on the network, users can take
advantage of dynamic [P address allocation and management.

Windows Internet Name Service (WINS)

Microsoft TCP/IP provides a powerful, new name resolution service for easy,
centralized management of computer name-to-1P address resolution in medium
and large internetworks.

New TCP/IP utilities and commands

This version includes a new Windows-based Telnet accessory for connecting to
remote systems. The utilities provided with Microsoft TCP/IP have been
expanded to include ipeonfig for displaying current TCP/IP network
configuration values, tracert for determining the route taken to a destination,
Ipq for showing print queue status for TCP/IP printing, and Ipr for printing a
file in TCP/IP-printing.

Performance counters

You can use Performance Monitor to track performance of the IP protocols, FTP
Server service traffic, and WINS servers. You can also use SNMP to monitor
and manage WINS and DHCP servers.

Multiple default gateways

You can configure multiple default gateways for Windows NT computers. This
ensures maximum reliability in networks that offer redundant routes.

TCP/IP printing

With TCP/IP printing instalied on a single Windows NT computer on the
network, other Windows networking computers can print to a direct-connect
TCP/IP printer or a UNIXe-connected printer, without any special client
software,

Page 13 0f 290 Cisco
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How to Use This Manual

This manuai contains the {oflowing chapiers and appeadix:

Chapter 1, “Overview of Microsoft TCPAAP for Windows NT”
Describes the elements that make up Microsoft TCP/IP and provides an
overview of how you can use Microsoft TCP/IP to support various networking
solutions.

Chagter 2, “Installing and Configuring Microsoft TCP/IP and SNMP”
Describes the process for installing and configuring Microsoft TCP/IP, SNMP,
and Remote Access Service (RAS) with TCP/IP on a computer ruaning
Windows NT.

Chapter 3, “Networking Concepls for TCP/IP”
Presents key TCPAIP networking concepts for nerwork administrators interested
in a technical discussion of the elements that make up Microsoft TCP/IP.

Chapter 4, “Installing and Configuring DHCP Servers”
Presents the procedures and strategies for setting up servers to support the
Dynamic Host Configuration Pratocol for Windows networks.

P VR S YL SO T LR I o W - SURILIE | 1) 1% 7o 3 QPRI "
\,Hdplcf I3 Ulblduulg and \.IUHUBUHH_E) ¥ UND STIYOEDS

Presents the procedures and strategies for setting up Windows Internet Name
Service servers.

Chapter 6, “Setting Up LMHOSTS”
Provides guidelines and tips for using LMHOSTS files for name resolution on
networks,

Chapter 7, “Using the Microsoft FTP Server Service”
Describes hiow 1o install, configure, and administer the Microsoft FTP Server
Service.

Chapier 8, “Using Periormance Monitor with TCP/P Services”
Describes how 10 use the performance counters for TCP/IP, FTP Server service,
DHCP servers, and WINS servers.

Chapter 9, “Internetwork Printing and TCP/IP"
Describes how to install TCP/IP printing and create TCP/IP printers on
Windows NT computers with Microsoft TCP/IP.

Chapter 10, “Troubleshooting TCP/TP”
Describes how 1o troubleshoot IP connections and use the diagnostic utilities to
get information that will help solve networking problems.
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Chapter 11, “Ulilities Reference”
Describes the TCP/IP utilities and provides syntax and notes.

Appendix A, “LAN Manager MIB [I for Windows NT Objects”
Describes the LAN Manager MIB 11 objects provided when you instal] SNMP
with Windows NT.

Appendix B, “Windows Sockets Application Vendors”
Lists third-party vendors who have created software based on the Windows
Sockets standard to provide utilities and applications that run in heterogeneous
networks that use TCP/IP. This appendix also lists Internet sources for public-
domain software based on Windows Sockets.

The Glossary provides definitions of TCP/IP and networking lechnical terms used
in this manual.

You can get online Help by pressing F1 in all dialog boxes for installing and
configuring TCP/IP and related components. You can also get online Help about the
Microsoft TCP/IP networking solutions and for the TCP/IP utilities.

To get help on Microsoft TCP/IP networking solutions

o In File Manager, double-click TCPIP.HLP in \systemrootSYSTEM32 (this
could be CAWINNT3ISNSYSTEM32, or wherever you instatled the Windows
NT sysiem files).

P To get help on TCP/IP utilities

o At the command prompt, type a TCP/IP command name followed by the -?
switch. For example, type ping -2 and press ENTER {o get help on the ping
command.

—Or-
[. In the Program Manager Maia group, double-click the Windows NT Help icon.
2. In the Windows NT Help window, click the Command Reference Help bution.
3. In the Commands window, click a command name.

~O1~

In the Command Reference window, choose the Search button, and then type a
command pame in the box of select a command name from the list.
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Documentation Conventions

This manual uses several type styles and special characters, described in the

following list:

Convention

Use

boid

italic

ALL UPPERCASE

SMALL CAPITALS
[brackets]

..{ellipsis)
| 4
Windows NT

\WINNT or
\systemroot

Represents commands, command options, and file entries. Type
bold words exactly as they appear (for example, net use).

Introduces new terms and represents variables. For example, the
variable computer name indicates that you type the name of a
woikstation or a server.

Represents filenames and paths. (You can, however, type such
entries in uppercase or lowercase letters, or 2 combination of the
two.)

Represents keyboard names (for example, CTRL, ENTER, and F2).

Encloses optional items in syntax statements. For example,
{password] indicates that you can choose 1o type a password with
the command. Type only the information within the brackets, not
the brackets themselves.

Indicates a command element may be repeated.
Indicates a procedure.

Refers to operating system and networking functionality that is
available in both Windows NT Server and Windows NT
Workstation.

Refers to the Windows NT system tree. This can be \WINNT,
\WINNT35, \WINDOWS, or whatever other directory name you
specified when installing Windows NT.

Finding More Information

In addition to the standard ways for receiving technical support from Microsoft (as
described in the Windows NT Server Installation Guide), you can get support for
Windows NT via the Internet.

Note Your computer must be connected to the Intemnet to take advantage of this

service.

» To get Windows NT support via the Internet

 Start fip and connect to fip.microsoft.com

This support service uses anonymous FTP under Windows NT to provide
documentation, utilities, updated drivers, and other information for many
Microsoft systems products.
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For a more techmical discussion of the topics mentioned in this manual, refer to the
following texts and articles:

Allard, J. “DHCP—TCP/IP Network Configuration Made Easy,” ConneXions,
Vohime 7, No. 8, Avgust 1993,

Allard, 1., K. Moore, and D. Treadwell. “Plug into Serious Network Programming
with the Windows Sockets APL” Microsoft Systems Journal, luly: 35-40, 1993.

Comer, D. Internetworking with TCP/IP Volume [: Principles, Protocols, and
Architecture. Second edition. Englewood Cliffs, NI: Prentice Hall, 1991.

Comer, D. and D. Stevens. Internetworking with TCP/IP Volume I1: Design,
Implementation, and Internals. Englewood Cliffs, NJ: Prentice Hall, 1991,

Comer, D. and D. Stevens. Internetworking with TCP/P Volume HI: ClientServer
Programming and Applications. Englewood Cliffs, NJ: Prentice Hall, 1991.

Hall, M., et al. Windows Sockets: An Open Interface for Network Programming
Under Microsoft Windows, Version 1.1, Revision A, 1993.

Krol, B The Whole Internet User’s Guide and Catalog. Sebastopol, CA: O'Reilly
and Associates, 1592,

Rose, M.T. The Simple Book. Englewood Cliffs, NJ: Prentice Hall, 1951.
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CHAPTER |

Overview of Microsoft TCP/IP
for Windows NT

Transmission Controt Protocol/Internet Protocol (TCP/IP) is a networking protocol
that provides communication across interconnected networks made up of computers
with diverse hardware architectures and various operating systems. TCP/IP can be
used 10 communicate with Windows NT systems, with devices that use other
Microsoft networking products, and with non-Microsoft systems, such as UNIX.

This chapter introduces Microsoft TCP/IP for Windows NT, The topics in this
chapier inciude the following:

«  What is TCP/IP for Windows NT?

= What does Microsoft TCPAP include?

e Windows NT solutions in TCP/IP intemetworks

For more detailed information on TCP/IP and its inlegration with Microsofi

Windows NT and other networking products, see Chapter 3, “Networking Concepts
for TCP/IP.”
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What Is TCP/IP for Windows NT?

The TCP/IP protocol family s a standard set of networking protocols, or rules, that
govern how data is passed between computers on a network. TCP/IP is used to
connect the Internet, the woridwide internetwork connecting over two million
universities, research labs, U.S. defense installations, and corporations. (By
convention, “Internet” is capitalized when referring to the worldwide intermetwork.)
These same protocols can be used in private internetworks that connect several
local area networks.

Microsoft TCP/IP for Windows NT enables enterprise networking and connectivity
on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers
the following advantages:

v A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern operating systems offer TCP/IP
support, and mosi large networks rely on TCPAP for much of their network
traffic.

» A technology for connecting dissimilar systems. Many standard conpectivity
urilities are available 10 access and transfer data between dissimilar systems,
including File Transfer Protocol (FTP) and Terminal Emulation Protocol
(Telnet). Several of these standard utilities are included with Windows NT.

1 A robust, scalable, cross-platform client-server framework. Microsoft TCP/IP
supports the Windows Sockets 1.1 interface, which is ideal for developing
client-server applications that can run with Windows Sockets-compliant stacks
from other vendors. Many public-domain Intemet tools are zlso writter to the
Windows Sockets standard. Wiadows Sockels applications can also take
advantage of other networking protocols such as Microsoft NWLink, the
Microsoft implementation of the IPX/SPX protocols used in Novelle NetWares
networks,

» The enabling technology necessary to connect Windows NT to the global
intemet. TCP/IP, Point to Point Protocol (PPP), and Windows Sockets 1.1
provide the foundation needed to connect and use Intermet services.
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Chapter 1 Qverview of Microsoft TCPAP for Windows NT 3

What Does Microsoft TCP/IP Include?

Microsoft TCP/IP provides all the elements necessary to implement these protocols
for networking. Microsoft TCP/IP includes the following:

Page 20 of 290

Core TCP/IP protocols, including the Transmission Control Protocol (TCP),
Internet Protocol (IP), User Datagram Protocol (UDP), Address Resolution
Protocol (ARP), and Internet Control Message Protocol (ICMP). This suite of
Internet protocols provides a set of standards for how computers communicate
and how networks are interconnected. Support is also provided for PPP and
Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP
networks, including the Internet.

Support for application interfaces, including Windows Sockets 1.1 for network
programming, remote procedure call (RPC) for communicating between
systems, NetBIQS for establishing logical names and sessions on the network,
and network dynamic data exchange (Network DDE) for sharing information

embedded in documents across the network.

Basic TCP/IP connectivity utilities, including finger, ftp, lpr, rep, rexec, rsh,
telnet, and tftp. These utilities allow Windows NT users to interact with and

an IT x el b bt onon s
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TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat,
netstat, ping, route, and tracert. These utilities can be used to detect and
resolve TCP/IP networking problems.

Services and related administrative tools, including the FTP Server service for
transferring files between remote computers, Windows Internet Name Service
(WINS) for dynamically registering and querying computer names on an
internetwork, Dynamic Host Configuration Protocol (DHCP} service for
automatically configuring TCP/IP on Windows NT computers, and TCP/IP
printing for accessing printers connected to a UNIX computer or connected
directly to the network via TCP/IP.

Simple Network Management Protocol (SNMP) agent. This component allows a

Windows NT computer to be administered remotely using management tools
such as Sune Net Manager or HPe Open View. SNMP can also be use to
monitor and manage DHCP servers and WINS servers.

The client software for simple network protocols, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols
allow a Windows NT computer to respond to requests from other systems that
support these protocols. When these protocols are installed, a sample QUOTES
files is also installed in the \systemroofASYSTEM32\DRIVERS\ETC directory.

Path MTU Discovery, which provides the ability to determine the datagram size
for all routers between Windows NT computers and any other systems on the
WAN. Microsoft TCP/IP also supports the Internet Gateway Multicast Protocol
(IGMP), which is used by new workgroup software products.
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The following diagram shiows the elements of Microsoft TCP/IP alongside the

variety of additional applications and connectivity utilities provided by Microsoft

and other developers,

Integrated with Windows NT
D Developed by third parties or the research community

Gopher, WAIS

XWindow| | | NFS

o

z
|
|

p

i
| Development loois

| {XLib, ONC/RPC)

Enhanced connectivity
applications

MicrosoRt TCP/IP: Core Technology and Third-Party Add-ons
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Chapter 1 Overview of Microsolt TCPAP for Windows NT 5

TCP/P standards are defined in Requests for Comments (RFCs), which are
published by the Internet Engineering Task Force (IETF) and other working groups.
The relevant RFCs supported in this version of Microsoft TCP/IP (and for

Microsoft Remote Access Service) are described in the following table,

Requests for Comments (RFCs) Supported by Microseft TCP/IP

RFC Title

768 User Datagram Protocol (UDP)

783 Trivial File Transfer Protoco! (TFTP)

791 Intemet Protocol (IP)

792 Internet Control Message Protocol (ICMP)
793 Transmission Control Protocol (TCP)

826 Address Resolution Protocol (ARP)

854 Telnet Protocol {TELNET)

862 Echo Protocol (ECHO)

863 Discard Protocol (DISCARD)

864 Character Generator Protocol (CHARGEN)
865 Quote of the Day Protocol (QUOTE)

367 Daytime Protocol (DAYTIME)

894 IP over Ethemet

919,922 IP Broadcast Datagrams (broadcasting with subnets)
95% File Transfer Protocol (FTF)

1001, 1002 NetBIOS Service Protocols
1034, 1035 Domain Name System (DOMAIN)

1042 IP over Token Ring

1055 Transmission of IP over Serial Lines (IP-SLIP)

1112 Internet Gateway Multicast Protocol (JGMP)

1122, 1123 Host Requirements (communications and applications)
1134 Point to Point Protocol (PPP)

1144 Compressing TCP/IP Headers for Low-Speed Serial Links
1157 Simple Network Management Protocol (SNMP)

Page 22 of 290

Cisco -- Exhibit 1003



) TCPAP

Key Requests for Comments (RFCs) Supported by Microsoft TCPAP (Conimued)

RFC Title

1179 Line Printer Daemon Protocol

1188 1P over FDDI

1191 Path MTU Discovery

120 1P over ARCNET

1231 {EEE 802.5 Token Ring MIB (MIB-1I)

1332 PPP Iniernet Protocol Control Protocot (IPCP)

1334 PPP Authentication Protocols

1533 DHCP Options and BOOTP Vendor Extensions

1534 Interoperation Berween DHCP and BOOTP

1541 Dynamic Host Configuration Protoco! (DHCP)

1542 Clarifications and Extessions for the Bootsirap Protocol
1547 Requirements for Point 1o Point Protocol {PPP)

1548 Point to Point Protoco! {PPP)

1549 PPP in High-level Data Link Control (HDLC) Framing
1552 PPP Internetwork Packet Exchange Control Protocol (IPXCP)
1553 IPX Header Compression

1576 Link Control Protocol (LCP) Extensions

Draft RFCs NetBIOS Frame Control Protocol (NBFCPY, PPP over ISDN; PPP aver
X.25; Compression Control Protocol

All RFCs can be found on the intemet via ds.aternic.net.

In this vession of Windows NT, Microsoft TCP/IP does not include a complete suite
of TCPAP connectivity utilities, Network File System {NFS) support, or some
TCP/IP server services (daemons) such as routed and telnetd. Many such
applications and utilities that are available m the public domain or from third-party
vendors work with Microsoft TCPAP.

Tip For Windows for Workgroups computers and MS-DOS-based computers on 2
Microsoft network, you can install the new version of Microsoft TCP/IP—32 for
Windows for Workgroups and the Microsoft Network Clieat version 2.0 for MS-
DOS from the Windows NT Server 3.5 compact disc. This software includes the
DHCP and WINS clients and other elements of the new Microsoft TCP/TP
software, For information about installing these clients, see Chapter 9. *Network
(lient Administrator,” in the Windows NT Server Installation Guide.
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Windows NT Solutions in TCP/IP Internetworks

n oy

When TCP/IP is used as 2 transport protocol with Windows NT, Windows NT
compulers can communicate with other kinds of systems without additional
networking software. Microsoft TCP/IP in combination with other parts of
Windows NT provides a scalable solution for enterprise networks that include a
mix of system types and software on many platforms.

This section summarizes how TCPAP works with Windows NT 10 provide
eterprise networking solutions. For information about how the elements discussed
in this section fit within the networking architecture, see “TCP/IP and Windows NT

Networking” in Chapter 3, “Nerwaorking Coneepts for TCP/IP.”

Using TCP/IP for Scalability in Windows Networks
TCP/IP delivers a scalable internetworking technology widely supported by
hardware and software vendors,

When TCPAP is used as the enterprise nerworking protocol, the Windows
networking solutions from Microsoft can be used on an existing internetwork to
provide client and server support for TCP/IP and connectivity wilities. These
solutions include:

» Microsoft Windows NT Workstation 3.5, with enhancements to support wide
area networks (WAN), TCP/IP priniing, extended LMHOSTS, Windows
Sockets 1.1, FTP Server service software, and DHCP and WINS client
software.

s Microsoft Windows NT Server 3.5, with the same enhancements as Windows
NT, plus DHCP server and WINS server software to support the implementation
of these mew protocols.

& Microsoft TCP/IP-32 for Windows {or Workgroups 3.11, with Windows
Sockets support, can be used to provide access for Windows for Workgroups
computers to Windows NT, LAN Manager, and other TCPAP systems,
Macrosoft TCP/IP-32 includes DHCP and WINS client software.

v Microsoft LAN Manager, including both client and server support for Windows
Sockets, and MS-DOSe—based connectivity utilities. The Microsoft Network
Client 2.0 software on the Windows NT Server compact disc inchudes new
Microsoft TCPAP support with DHCP and WINS clients.
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The curent version of TCP/IP for Windows NT also supports [P routing in systems
with multiple network adapters attached to separate physical networks {multihomed
systems).

Using TCP/IP for Connectivity to the Internet

Microsoft TCP/IP provides Windows networking with a set of internerworking
protocols based on open standards.

Microsoft TCP/IP for Windows NT includes reany common eonnectivity
applications such as ftp, rsh, and telnet that support file transfer, remote process
execution, and terminal emulation for communication on the Internet and between
non-Microsoft network systems.

Cisco -- Exhibit 1003
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Chapter 1 Overview of Microsoft TCPAP for Windows NT 9

TCP/IP applications created by researchess and other users. such as Gopher and
NCSA Mosaic, are in the public domain or are available through other vendors as
both 16-bit and 32-bit Windows-based applications. Asy of these applications that
follow the Windows Sockeis 1.1 standard are compatible with Windows NT. Such
upplications allow a Windows NT computer {0 act as a powerful Internet client
using the extensive intemetworking componeats with public-domain viewers and
applications to access Internet resources,

Mlh.ﬂﬂ "Misullanenus Internet Aesoitces onthe . S. Congressha B
Susnes preten ri guﬁ"?ﬁﬁﬁ‘i‘v gpions DHookmarks Help
Ressmrchire [ Presious b { Lakeaide Schos, Sesfte, westingion .
i okl Dewd, cmm Cominitias Aasipnments for 1Ek g Conress
) Bacti i Mo Addresses fox Members of Congrass I
L YR Jeffery, Governmen! Menuak | sgiststive Branch (USich) a
| Oftur Pro {(}, Lis ofFreta fo 163 Conpress (k) .
Wewafroot Te :
§ e i~ e v
| mmm:«mmmﬁwmmmmm
remetinbi behavier ond ripreadet o of the jstiinigy in thr fisid of Cheen. The equaions.
; daacbe the 2D flow of Giad in & megls rectingulor e which'is heated slrog the botoe. This
| nevple model way mended Yo ookt medinen-scalt stmospheric comvectio. - é

Tip Public-domain Windows-based utilities such as LPR and Gopher can be
obtained on the Internet via fip.cica.indiana.edu in the /pabjwin3/nt or
Jpub/win3fwinsock directory, or via the same directories on ftp.cdrom.com.
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TCP/IP for Heterogeneous Networking

Because most modern operating systems (in addition to Windows NT) support
TCP/IP protocols, an internetwork with mixed systern types can share information
using simple networking applications and utilities. With TCP/TP as a connectivity
protocol, Windows NT can communicate with many non-Microsoft systems,
including:

r Internet hosts

s Apples Macintoshe systems

[BMe mainframes

UNIX systems

Open VMSe systems

Printers with network adapters connected directly 10 the network

G
=

Vindows NT LAN Manager
(Inchsding RAS) Microsaft TCP/P for UNIX hast
's
Windows foe X

Workgroups /_,_L\\ UNIX host /)

T Pattworks Jor VMS ) T

Microsoft TCP/IP Connectivity

Microsoft TCP/IP provides a framework for interoperable heterogeneous
networking. The modular aschitecture of Windows NT networking with its
transport-independent services contributes to the strength of this framework. For
example, Windows NT supports these transpori protocols, among many others:

» [PX/SPX for use in NetWare environments, using the Microsoft NWLink
transport. Besides providing interoperability with NetWare networks, IPX/SPX
is a fast LAN transport for Windows networking as well.

e TCP/IP for internetworks based on IP technologies. TCP/IP is the preferred
transport for internetworks and provides interoperability with UNIX and other
TCP/IP-based networks.
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o NetBEUI as the protocol for local area networking on smaller networks and
compatibility with existing LAN Manager and Lan Server networks.

s AppleTalke for connecting to and sharing resources with Macintosh sysiers.

Other transport protocols provided by third-party vendors, such as DECnet™ and
OS], can also be used by Windows NT networking services.

Windows NT provides standard network programming interfaces through the
Windows Sockets, RPC, and NeiBIOS interfaces. Developers can take advantape
of this heterogeneous client-server platform to create custom applications that wilk
run oe any system in the enterprise. An example of such a service is Microsoft SQL
Server, which uses Windows Sockets 11 o nrg\m‘lp accass to NetWare,

ORI LN

MS-DOS-based. Windows NT, and UNIX cixcn

Using TCP/IP with Third-Party Software

JCPAP is a common denominator for heterogencous networking, and Windows
Sockets is 4 standard used by application developers. Together they provide a
framework for cross-platform chient-server development. TCP/IP-aware

s lanilang feamm vomdnes that namnbe with tha Windawie Cankate ctandnrde rnn nin
alpyllwuvua 1101 YOOGOD inat wqu(] WG 18 ¥y inGOWS SOTKCHES 51anGaras £ah run

over virtually any TCPAP implementabion.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP
utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NES,
electronic mail packages, and more. Because Windows NT offers compatibility
with 16-bit Windows Sockets, applications created for Windows 3.x Windows
Sackets will run over Windows NT without modification or recompilation.

For example, third-party applications for X Window provide strong connectivity
solutions by means of X Window servers, database servers, and terminal emulation.
With such applications, a Windows NT cornputer can work as an X Window segver
platform while retaining compatibility with apphcations created for Windows NT,
Windows 3.1, and MS-DOS on the same system. Other third-party software
includes X Window client libraries for Windows NT, which allow developers 1o
write X Window client applications on Windows NT that can be run and displayed

remolely on X Window server systems.

The Windows Sockets API is a networking AP used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.
Windows Sockets is an open standard that is part of the Microsoft Windows Open
System Architecture (WOSA) initiative. It is a public specification based on
Berkeley UNIX sockets, which means that UNIX applications can be quickly
poried to Microsoft Windows and Windows NT. Windows Sockets provides 3
single standard programiming interface supported by all the major vendors
implementing TCP/IP for Windows systems.
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The Windows NT TCP/IP utilities use Windows Sockets, as do 32-bit TCP/IP
applications developed by third parties. Windows NT aisc uses the Windows
Sockets interface to suppon Services for Macintosh and IPX/SPX in NWLink.
Under Windows NT, 16-bit Windows-based applications created under the
Windows Sockets standard will run without modification or recompilation. Most
TCP/AP users will use programs that comply with the Windows Sockels standard,
such as ftp or telpet or third-party applications.

The Windows Sockets standard allows a developer 1o create an application with

a single common interface and a single executable that can run over many of the
TCP/IP implementations provided by vendors. The goals for Windows Sockets are
the following;

= Provide a familiar networking API 10 programmers using Windows NT,
Windows for Workgroups, or UNIX

»  Offer binary compatibility between vendors for heterogeneous Windows-based
TCP/IP stacks and utilities

= Support both connection-oriented and connectionless protocols

Typical Windows Sockets applications include graphic connectivity utilities,
terminal emulation software, Simple Mail Transfer Protocol (SMTP) and electronic
mail clients, network printing utilities, SQL client applications, and corporate
client-server applications.

If you are interested in developing 2 Windows Sockets application, specifications
for Windows Sockets are available on the Internet from fip.microsoft.com, on
CorapuServes in the MSL library, and in the Microsofi Win32s Software
Developers Kit.

» To get a copy of the Windows Sockets specification via anonymous FTP
. Make sure you have write permission in your current working directory.
. Start fip and connect 10 ftp.microsoft.com (or 198.105.232.1).
. Log on as apoaymous.

1
2
3
4. Type your electronic mail address for the password.
5. Type cd \advsys\winsock\specl] and press ENTER.
6

. Use the dir command to see the list of available file types. If you want binary
data such as in the Microsoft Word version, type bin and press ENTER.

6. Determine the file with the format you want [for example, ASCH (TXT),
PostScripte (.PS), or Microsoft Word ((DOC)], and then type get winsock.ext
where ex¢ 18 the format that you want, such as winsock.doce for the Microsoft
Word version.
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» To get a copy of the Windows Sockets specification from CompuServe
1. Type go msl and press ENTER,

(S5

. Browse using the keywords windows sockets.

3. Choose the file with the format you want [ASCH { TXT), PostScript (.PS), or
Microsoft Word for Windows (.DOC), and then type get winsock ext.

There is also an electronic mailing list designed for discussion of Windows Sockets
programming.

»  To subscribe to the Windows Sockets mailing list

¢ Send elect

-~y
(o)
=
2.
5
&
=
1z
?f
3
P
=
05
.
=3
L':)

You can use the same procedure {o subscribe 1o two mailing lists called
winsock-hackers and winsock-users.
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CHAPTER 2

Installing and Configuring
Microsoft TCP/IP and SNMP

This chapter explains how (o install TCP/IP and the SNMP service for
Wiadows NT and how 1o configure the protocols on your computer.

The TCP/AP protocol family can be installed as part of Custom Setup when you
install Windows NT, following the steps described in this chapter. Alse, if you
upgrade to a new version of Windows NT, Setup automatically installs the new

TCP/P protocol and preserves your previous TCF/IP settings. This chap er assumes

short Wi dmonce AFT bunn hane ssmmaoabialle; tumtailad am e Anen 4 TODAD bng
ihal vWiRGOWS IN: Nas oiln au\..,\,x,amuu) nBauco On yuul wm})um) but LTI fiad

not been installed.
The following topics appear in this chapter:

= Before installing Microsoft TCP/iP

= [nsialling TCP/IP

= Configuring TCP/IP

= Configuring TCP/IP to use DNS

= Configuring advanced TCP/IP options

»  Configuring SNMP

= Removing TCP/IP components

» Configuring Remote Access Service (RAS) for use with TCP/IP

You must be logged on as a member of the Administrators group 1o 1nstall and
configure all elements of TCP/P.
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Before Installing Microsoft TCP/IP

Important The values that you will use for manually configuring TCP/IP and
SNMP must be supplied by the network administrator.

Check with your network administrator to find out the following information
before you install Microsoft TCP/IP on a Windows NT computer:

» Whether you can use Dynamic Host Configuration Protocol (DHCP) to
configure TCP/IP. You can choose this option if a DHCP server is installed on
your internetwork. You cannot choose this option if this computer will be
a DHCP server. For information, see “Using Dynamic Host Configuration
Protocol” fater in this chapter.

»  Whether this computer will be a DHCP server. This option is available only for
Windows NT Server. For information, see Chapter 4, “Installing and
Configuring DHCP Servers.”

»  Whether this computer will be a Windows Internet Name Service (WINS)
server. This option is available only for Windows NT Server. For information,
see Chapter 5, “Installing and Configuring WINS Servers.”

»  Whether this computer will be a WINS proxy agent. For information, sce
“Windows Internet Name Service and Broadcast Name Resolution” in
Chapter 3, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuration, you need to obtain these
values from the network administrator so you can configure TCP/IP manually:

» The IP address and subnet mask for each network adapter card installed on the
computer. For information, see “IP Addressing” in Chapter 3.
s The IP address for the default local gateways (IP routers).

»  Whether your computer will use Domain Name System (DNS) and, if so, the [P
addresses and DNS domain name of the DNS servers on the internetwork, For
information, see “Domain Name System Addressing” in Chapter 3.

»  The IP addresses for WINS servers, if WINS servers are available on your
network,
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You need to know the following information before you instali the Simpie
Network Management Protocol (SNMP) service on yoer computer, as described in
"CGﬁﬁsmmg SNMP” later in this chapter:

Community pamies in your network
Trap destination for each community

IP addresses or computer names for SNMP management hosts

Installing TCP/IP

(¥

o

&= You must be logged on as & member of the Adminisirators group for the local
computer o install and configure TCP/1P.

B To install Microsoft TCP/IP on 2 Windows NT computer

1.

2.

3.

Page 34 of 290

Stan the Network option in Control Panel.
{n the Network Settings dialog box, choose the Add Software buiton.
In the Add Network Software dia]og box, setect TCP/IP Protocol And Related

PRSI PPy sds pom P N SPRNPRPIPY NP o SRS

\,UHIFUHCHD Vi l“C lVClVV'UIR o\)uwdw lIbL‘ dllU UlC)l CHUONO lllC WI]UHUU
button.

In the Windows NT TCP/IP Instailation Options dialog box, check the options
for the TCP/IP components you want to install, a3 described in the table that
follows this procedure, and then choose the Continue button.

if any TCP/IP ¢lements have been installed previously, these are dimmed and
not available in the Windows NT TCP/IP Instailation Options dialog box.

You can read the hint bar al the bottom of each TCP/IP dialog box for
informanon about 2 selected item, or choose the Help button to get detailed
oniine informaiion while you are nstatiing or configuring TCF/IP.
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TCPP

5. Windows NT Setup displays a message asking for the full path 1o the

Windows NT distribution files. Provide the appropriate location, and choose the

Continue button.
You can specify a drive letter for floppy disks, a CD-ROM drive, or a shared

network directory, or you can specify the Universal Naming Convention (UNC)

path name for a network resource, such as \NTSETUPMASTER
All necessary files are copied 16 your hard disk.

Note If you are installing from floppy disks, Windows NT Setup may request
disks more than once. This is normal and is not an error condition.

6. 1f you selected the options for installing the SNMP and FTP Server services, you

are automatically asked to configure these services. Follow the directions
provided in the online Help for these dialog boxes. For additional details, see
“Configuring SNMP” later in this chapter, and see also Chapter 7, “Using the
Microsoft FTP Server Service.”

7. Inthe Network Senings dialog box, choose OK.

If you checked the Enable Automatic DHCP Configuration option and a DHCP
server is available on your network, all configuration settings for TCP/IP are
completed automatically, as described in “Using Dynamic Host Configuration
Protocol™ later in this chapter.

If you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/P
Manually™ later in this chapter. TCP/IP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you
must complete the configuration steps described in Chapters 4 and S,

Windows NT TCP/IP Installation Options

Option Usage

TCP/IP Internetworking Includes the TCP/IP protocol, NetBIOS over TCP/IP and
Windows Sockets interfaces, and the TCP/IP diagnostic
utilities. These clements are instalied aptomatically.

Connectivity Utilities fnstalls the TCP/IP utilities. Select 1his option to install the
connectivity utidities described in Chapter {1, “Utilities
Refetence.”

SNMP Service Tastalls the SNMP service. Select this option to allow this

compuier to be admigistered remotely usiog management
wols such as Sun Net Manager or HP Open View. This
option also allows you to monilor statistics for the TCP/IP
services and WINS servers using Performance Monitor, as
described in Chapter 8, “Using Performance Monitos with
TCP/IP Services.”
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Windows NT TCP/IP Installation Options {coninued)

Option

Usage

TCPAP Network Printing
Support

FTP Server Service

Simple TCPAP Services

DHCP Server Service

Enable Avtornatic DHCP
Configuration

Allows ilis computer 1o print directly over the nerwork
using TCPAP. Select this option if you want to print to
UNEX print queues or TCP/IP printers that are connected
directly to the network, as described in Chapter 9,
“Intemetwork Printing with TCP/IP.”

This option must be installed i you want to use the Lpdsvr
service so that UNIX computers can print to Windows NT
printess.

Allows files on this computer to be shased over the network
with remote computers that suppont FTP and TCP/TP
{especially non-Microsoft network compuiers). Select this
option if you want to nse TCP/IP to share files with other
computers, as described in Chapter 7, “Using the Microsoft
FTP Server Service.”

Provides the client software for the Characier Generator,
Daytime, Discard, Echo, and Quote of the Day services.
Select this option to allow this computer 1o respond fo

aats Reawn asbiaa s pers tha srmmmet thans vuont

fEQUESS roie OinNet systerms that SUppont ukse p)uwCCna.

Installs the server software (o suppor automatic
configuration and addressing for computers using TCP/IP
on your internetwork. This opuon is available only for
Windows NT Server. Select this option if this r;omputer is
{o be a DHCP Server, as described in Chapier 4, “Installing
and Configuring DHCP Servers.”

if you select this aption, you must manually configure the
1P address. subnet mask, and default gateway for this
compuler.

i ok - s A UANCS o e
Installs the server software io SUPPOTT v rNO. @ uyucuuls,

name resolution service for computers on 2 Windows
internetwork. This opuon is avaitable only for Windows
NT Server. Select this option if this computer 15 1o be
installed as a primary or secondary WINS server, as
described in Chapier 5, “Installing and Configuring WINS
Servers.”

Do not select this option if this computer will be a WINS
proxy agent.

Tums on avtomanc contiguration of TCP/IP parameters for
this computer. Select this option if these is a DHCP server
on your intemetwork (o support dynamic host
coafiguration. This is the preferred method for configunng
TCPAP on most Windows NT computers.

This option is not available if the DHCP Server Service or
WINS Server Service option is selecied.
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» To configure TCP/IP using DHCP

I. Make sure the Enable Automatic DHCP Configuration option is checked in
cither the Windows NT TCP/IP [nsiallation Options dialog box or the TCPAP
Configuration dialog bos.

2. When you restart the computer after completing TCP/IP instalfation, the DHCP
server automatically provides the correct configuralion information for your
computer,

1f you subsequently attempt to configure TCP/IP in the Network Seltings dialog
box, the system will warn you that any manual settings will override the auromalic
setiings provided by DHCP. As a general rule, you should not change the automulic
settings unless you specifically want to overnide u setting provided by DHCP. For
detailed information about DHCP, see “Dynamic Host Contiguration Protocol” in
Chapter 3, “Netwarking Concepts for TCP/IP.”

Configuring TCP/IP Manually

=

After the Microsoft TCP/IP protocol software is installed on your computer, you
must manvally provide valid addressing information if you are installing TCP/IP on
s DHCP server or if you cannot use automatic DHCP configuration.

You must be logged on as a member of the Administralors group {os the local
computer to configure TCP/IP. '

Caution Be sure to use the values for [P addresses and subnet masks that are
supplied by your network administrator to avoid duplicate addresses. If duplicale
addresses do occur, this can cause some compulers on the network to function
unpredictably. For more information, see “1P Addressing” in Chapter 3,
“Networking Concepts for TCP/IP."
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»  To manually configure the TCP/IP protocol
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When you are installing TCP/IP, the Microsoft TCP/IP Configuration dialog
box appears automatically when you choose the OK button in the Network
Sentings dialog box after completing all options in the Windows NT TCP/IP
Installation Options dialog box.

01—
If you are recoafiguring TCP/IP, start the Network option in Control Panel o

display the Network Settings dialog box. In the Installed Nerwork Software list
box, select TCP/IP Protocol, and choose the Configure button.

Enable Automatic DHCF Configuiation

{
prawen [E ]
Subned Maxk: B % B0 |

|

Dedmd Gadermmsy o3 4 a2 l
Pramary WINS Server .

S |

Secondary WINS Server ‘_____“_____“__‘

. In the Adapter list of the TCP/IP Configuration dialog box, select the network

adapter for which you want 1o set [P addresses.

The Adapter list contains all network adapters to which P is bound on this
computer. This list includes all adapters installed on this computer,

You must set specific [P addressing nformation for each bound adapter with
correct values provided by the network administrator. The bindings for a
network adapter determine how network protocols and other layers of petwork
software work together.
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3. For cach bound network adapter, type values in the 1P Address and Subnet Mask
hoxes,

» The value in the TP Address box identifies the IP address for vour local
computer or, if more than ane network card is installed 1 the computer. for
the network adapter card selected in the Adapter box.

= The value in the Subnet Mask box identifies the network membership for the
selected network adapier and its host 1D. This allows the computer to
separate the [P address into host and network 1Ds. The subnel mask detaulis
to an appropriate vahue, as shown in the following list:

Address class Range of first octet in [P address Suhnet mask
Class A I-126 255000
Class B 12819 253.235.00
Class € 192-223 RARSRARIRARR]

. For cach network adapler on the computer. lype the correct [P address value in
the Default Gateway box. as provided by the network administrator.

NEN

This value specifies the 1P address of the default gateway {or [P router) used 1v
forward packets 1o other networks of subnets. Ttis value should be the 1P
address of your local galeway.

This parameter is required only for Systems on internefworks, 1f this parameter
is not provided, 1P functionality will be limited to the local subnet unless a rouie
is specified with the TCP/IP route utility, as described in Chupier 11, Utilities
Reference.”

If your computer has multiple network cards, additional default galeways cun he
added using the Advanced Microsoft TCP/AP Configuration dialog box, as
described laler n this chapter.
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5. If there are WINS servers installed on your network and you want to use WINS
in combination with broadeast name queries to resolve computer names, type (P
addresses in the boxes for the primary and, optionaily, the secondary WINS
servers. The network administrator should provide the correct values for these
parameters. These are global values for the computer, not just individual
adapters.

If an address for a WINS server is not specified, this computer will use name
quesy broadeasts {the b-node mode for NetBIOS over TCP/IP) plus the loca)
LMHOSTS filie to resolve computer names to 1P addresses. Broadeast resoiution
is limited {o the local network,

Note WINS name resolution is enabled and configured automatically for a
computer that 1s configured with DHCP.

On 2 WINS server, NetBIOS over TCPAAP (NETBT.SYS) uses WINS on the
local computer as the primary name server, regardless of how name resolution
may be configured. Also, NetBIOS over TCP/P binds to the first IP address on
anetwork adapier and ignores any additional addresses.

Frr nverview infnrmation shont name racalutinn nntinone eee “Name Reenlutinn
TOr overvitw misrmalion a0oul name rge0iuhion oplons, see - Name Ressiuhon

for Windows Networking” in Chapter 3. For detailed information about
installing and configuring WINS servers, see Chapter .

6. If you want to configure the advanced TCP/IP options for multiple gateways and
other iterns, choose the Advanced button, and continue with the configuration
procedure, as described in “Configuring Advanced TCP/IP Options” later in this
chapter.

7. 1f you want 10 use DNS for host name resolution, choose the DNS button, and
continue with the configuration procedure, as deseribed in the next section.

. ) :
If you do not want to configure DNS or advanced options, or if you have

completed the other configuration procedures, choose the OK button. When the
Network Setiings dialog box reappears, choose the OK button.

Microsoft TCP/IP has been configured. If you are installing TCPAP for the first
time, you must restart the computer for the configuration 1o take effect. If vou
are changing your existing configuration, you do not have 10 restart your
computer,

o

Afier TCP/IP is installed, the \systemrooASYSTEM32ADRIVERS\ETC directory
contains a default HOSTS file and 2 sample LMHOSTS.SAM file. The network
administrator may require that replacement HOSTS and LMHOSTS files be used
instead of these default files.
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Configuring TCP/IP to Use DNS

Although TCP/IP uses [P addresses to ideatify and reach compulers, users typically
prefer o use computer names. NS is o numing service generally used in the UNIX
actworking community to provide standard naming conventions for 1P workstations.
Windows Sockets applications and TCP/IP wilities, such as ftp und telnet, can also
ise DNS in additjon Lo the HOSTS file to find systems when conaecting to foreign
BOSS 07 syalems on your network.

Contact the actwork administrator 1o find out whether you should configure your
computer to use DNS. Usually you will use DNS if you are using TCPAP 10
communicate over the Internet or if your private infernetwork uses DNS to
dhisiribute host information. For information, see “Domain Name System
Addressing™ in Chapter 3.

Micrasolt TCP/IP includes DNS client sofhware for resolving Intzrnet or UNIX
svstem mames. Microsoft Windows netwarking provides dynamic name resolution
for NetB3IOS computer names via WINS servers and NetBIOS over TCP/P.

DNS configurstion is global for all network adapters installed on a computer.

> To confipure TCP/IP DNS connectivity
£ Start the Netwark option in Control Pancl to display the Network Seitings dialog

boy iy the Tnstabied Network Software list box, select TCP/AP Protocol, and
Hien choose 1he Configure bution.

> e TCPAR Conliguration dialog box. chouse the DNS button,

Hont Name: 5;;;1;3;;2 Domaun Mame: r z

‘Domain Mame Service [DNS] Search Order
Oi1des

gy

S
<§M

i Bomain Switer Seaich Order 7

Teopdt ey
| Add . mﬂ
] .

Add->
- ]

2
{ Thee bt speches, 1 prosty ader, the doman suffees Lo be applied o hostaames durg
hastnarme 12s0hbon

|

AT e AL e Sk 2 NS NAN  ia s o iva tas
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3. In the DNS Configuration dialog box, you can, optionally, type a name in the
Host Name box (usually your computer name).

The name can be any combination of A-Z letters, 0~9 numerals, and the hyphen
{-) plus the period {.) character used as 2 separator. By default, this value is the
Windows NT computer name, but the network administrator can assign another
host name without affecting the computer name.

Note Some characters that can be used in Windows NT computer names,
particutarly the underscore, cannot be used in host names.

The host name is used to identify the local computer by name for authentication
by sore utitities. Other TCP/IP-based utilities, such as rexec, can use this value
to learn the name of the local computer, Host names are stored on DNS servers
in 2 1able that maps names to [P addresses for use by DNS.

4. Optionally, type a name in the Domain Name box. This 1s usually an
organization same followed by a period and an extension that indicates the type
of organization, such as microsoft.com.

The name can be any combination of A-Z lesters, (-9 numerals, and the hyphen

PR P PR Py

{-) plus the period {.) Characier used a3 a Separator.

This DNS Domain Name is used with the host name to create a fully qualified
domain name (FQDN) for the computer. The FQDN is the host name followed
by a period {.) followed by the domain name. For example, this could be
corpli.research.trey.com, where corpli is the host name and
research.trey.com is the domain name, During DNS queries, the local domain
name is appended to short narmes.

Note A DNS domain is not the same as a Windows NT or LAN Manager
domatn.

5. In the Domain Name Systera (DNS) Search Order box, type the P address of
the DNS server that will provide narme resolution. Then choose the Add bution
1o move the IP address 1o the list on the right. The network administrator should
provide the correct values for this parameter.

You can add up to three 1P addresses for DNS servers. The servers running
DNS will be queried in the order listed, To change the order of the [P addresses,
select an [P address to move, and then use the up- and down-arrow buttons. To
remove an [P address, select it and choose the Remove bution.
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o, hethe Doman Sutlix Scarch Order box. type the doman sullixes To add o vour
demtin sulfix search st and then choose the Add button.

Fhis s speetdies the NS domain suffises 1o be appended 1o host names daring
name resolution. You can add up to six domain sulixes. To clumge the search
otdder of the domain suflixes, seleet & domain nanie 0 move. and use the up- and
down-arrow buttons. To remove s domain naine. selectit and chioose the
Remove button,

Wihien v are done seiting DNS options. choose the OK hatlon.
S When the TCPAP Contiguration dinfog box reappears. choose the OK bution.
When the Network Scttings dialog box reappears. choose the OR button.

he settings ke cltect alter vou resart the computer.

Configuring Advanced TCP/IP Options

1 your computec has nindtiple nctwork adapters connected to different networks
wing TCPAP. vou can choose the Advaneed button i the TCPAP Contiguration
dialag box 10 confrgure options for the adapiers or to configore wliernate defauh
galeways.

» To configure or reconfigure advanced TCP/IP options

L Start the Network option in Control Panel o display the Network Seuings dialug
hox. [ the Instalfed Network Software st hox, seleet TCPAP Protocol and
choose the Conligure button.

2 Inthe TCPAP Configuradon dizlog box, choose the Advanced button.
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3. In the Adapter box of the Advanced Microsoft TCP/IP Configuration dialog
box, select the network adapter for which you want to specify advanced
configuration values. The IP address and default gateway settings in this dialog
box are defined only for the selected network adapter.

4. In the IP Address and SubnetMask boxes, type an additional [P address and
subnet mask for the selected adapter. Then choose the Add button to move the IP

address to the list on the right. The network administrator should provide the
correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process
for each additional IP address. You can specify up to five additional IP
addresses and subnet masks for identifying the selected network adapter. This

can be useful for a computer connected {0 one physical network that contains
muttiple logical IP networks.

5. In the Default Gateway box, type the [P address for an additional gateway that
the selected adapter can use. Then choose the Add button to move the IP address
to the list on the right. Repeat this process for each additional gateway. The
network administrator should provide the correct values for this parameter.

This list specifies up to five additional default gateways for the selected network
adapter.

To change the priority order for the gateways, select an address to move and use
the up- or down-arrow buttons. To remove a gateway, select it and choose the
Remove button.

6. If you want to use DNS for DNS name resolution on Windows networks, check
the Enable DNS For Windows Name Resolution option.

If this option is checked, the system finds the DNS server by using the [P
address specified in the DNS Configuration dialog box, as described earlier in
this chapter. Checking this option enables DNS name resolution for use by
Windows networking applications.

7. 1f you want to use the LMHOSTS file for NetBIOS name resolution on
Windows networks, check the Enable LMHOSTS Lookup option. If you already
have a configured LMHOSTS file, choose the Import LMHOSTS button and
specify the directory path for the LMHOSTS file you want to use. By default,
Windows NT uses the LMHOSTS file found in
isystemroof\SYSTEM32\DRIVERS\ETC.

For any method of name resolution used in a Windows NT network. the
LMHOSTS file is consulted last after querying WINS or using broadcasts, but
before DNS is consulted.
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8. In the Scope 1D box, type the computer's scope identifier, if required on an
internetwork that uses NetBIOS over TCP/IP.

To communicate with each other, all computers on a TCP/IP internetwork must
have the same scope ID. Usually this value is left blank. A scope ID may be
assigned to a group of computers that will communicate only with each other
and no other systems. Such computers can find each other if their scope [Ds are
identical. Scope I1Ds are used only for communication based on NetBIOS over
TCP/IP.

The network administrator should provide the correct value, if required.
9. To turn on static [P routing, check the Enable [P Routing option.

This option allows this computer to participate with other static routers on
network. You should check this option if you have two or more nietwork cards
and your network uses static routing, which also requires the addition of static
routing tables. Fo information about creating static routing tables, see the route
utility in Chapter 11, “Utilities Reference.”

This option is not available if your computer has only one network adapter and
one [P address. Also, this option does not support routers running the Routing
Information Protocol {RIP).

10. 1f you want this computer fo be used to resolve names bused on the WINS
database, check the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote compuers.
so other computers configured for broadcast name resolution can benefit from
the name resolution services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server
in the TCP/IP Configuration dialog box, as described in “Configuring TCP/IP”
earhiet in this chapter. However, the proxy ageat cannot be run on a computer
that is also a WINS server.

Consult with the network administrator to determine whether your computer
should be configured as a WINS proxy agent, as only a few computers on each
subnenwark showld be configured for this feature.

[ 1. When you are done setting advanced options, choose the OK button. When the
TCP/IP Configuration diatog box reappears, choose the OK button. When the
Network Settings dialog box reappears, choose the OK button to complete
advanced TCP/IP configuration.

You must restart the computer for the changes to take effect.
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Configuring SNMP

The SNMP service is installed when you check the SNMP Service option in the
Windows NT TCPAIP installation Options dialog box. Alter the SNMP service
software is instatled on your computer, you must configure it with valid information
for SNMP 1o operate.

You must be logged on 48 2 member of the Administrators group for the local
compuier 10 configure SNMP.

The SNMP configusation information identifies communities and trap destinations.

= A community is 3 group of hosis to which 2 Windows NT con puter running the
SNMP service belongs. Yoo can spmfy one O mote communities (o which the
| RS PR N s AP Y I AD ) anmd fnna Lo ....._.._f Bor cmrem s Do
‘?HIU\JWD i'ﬁ A wmpmm USiilg Ji'ﬂvif Wikl &ENd Lid}i 1 COmmnI )’ LT 1o

placed in the SNMP packet whea the trap is sent.

When the SNMP service receives a request for information that does not contain
the correct community name and does not maich an accepted host name tor the
service, the SNMP service can send a trap to the trap destination(s), indicaling
that the request failed authentication.

e Trap destinations are the names or 1P addresses of hosts to which you want the
SNMP service to send traps with the selected community name.

You might want to use SNMP for statistics, bul may not care about identifying
communities of traps. I this case, you can specify the “public” community name
when you cordigure ihe SINMP service.

b To configure the SNMP service

. Start the Network option in Control Panel to display the Network Settings dialog

- aatal Jampnrl Coafiarnns Vet hoe oals Amiion o
boz. In the Installed Network Software list box, select SNMP Service, ang

choose the Configure button. The SNMP Service Configuration dialog box

appears.

" SNMP Service Canfigurain

(Send Trap wath Commenty Names

&g r——! Community ¥ames
[ —

{ Liap Destmation (o engereermg
T 1P Host/Addiess of
- Lo Add IPX Addeett

. ] e

W
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To identify each cormunity 10 which you want this computer to send traps, type
the name in the Community Names box, After typing each name, choose the
Add button 10 move the name {o the Send Traps With Community Names list on
the lefi.

Typically, all hosts belong to public, which is the standard name for the common
community of all hosts. To delete an entry in the list, select i and choose the
Remove bylton.

Note Communily names are case sensitive.

To specify hosts for each community you send traps to, after you have added the
community and while it is still highlighted, type the hosts in the IP Host/Address
Or IPX Address box. Then choose the Add button to move the host name or 1P
address 10 the Trap Destination for the selected community list on the lefi.

You can enter a host name, its IP address, or its IPX address.
To delete an entry in the list, select it and choose the Remove button.

To enable additional security for the SNMP service, choose the Security bution.
Continue with the configuration procedure, as descnibed in the next section,
*Configuring SNMP Security.”

To specify Agent information (comments about the user, location, and services),
choose the Agent button. Continue with the configuration procedure, as
described in “Configuring SNMP Agemt Information” later in this chapter.

. When you have completed all procedures, choose the OK button. When the

Network Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service has been configured and is ready to start. It is not
necessary to reboot the computer.
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Configuring SNMP Security

SNMP security aflows you to specify the communities and hasts a computer will
accept requests from, and to specify whether to send an authentication trap when an
unauthorized community or host requests information.

» To configure SNMP security

1. Start the Network option in Control Panc! to display the Network Seitings dialog
box. In the Installed Network Software fist box, select SNMP Service and
choose the Configure button.

2. Inthe SNMP Service Configuration dialog box, choose the Security button.

O Agcept SHIP Packeds from Ang Bost
—® (ot Accepl SRMP Packets hom Thess Hesix
1P Host)Addsets o
P 1 ey
IRY: IR

3. 1f you want 1o send a trap for failed authentications, select the Sead
uthentication Trap check box in the SNMP Security Configuration dialog box.
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In the Commupity Name box, type the community names you will accepl
requests from. Choose the Add button after typing each name (0 move (he name
10 the Accepted Community Names list on the lefi.

A host must befong 1o a communily that appears on this list for the SNMP
service 1o accept requests from that host. Typically, all hosts belong to public,
which 15 the standard name for the common community of all hosts. To delele an
entry in the list, sefect it and choose the Remove bullon.

Select an option to specify whether (o accept SNMP packets from any host o1
from only specified hosis.

» {fthe Accept SNMP Packets From Any Host option is selected, no SNMP
packels are rejected on the busis of source host ID. The list of hosts under
Only Accept SNMP Packeis From These Hosts has no effect.

» [fthe Only Accept SNMP Packets From These Hosts option 18 sefecled,
SNMP packets will be accepted only from the hosts listed. In the [P
Host/Address Or 1PX Address box, type the host names, 1P addresses, or
[PX addresses of the hosts from which you will sccept requests. Then choose

the Add button (o move the host name ot [P address to the list boy on the left.

To delete an entry in the list, select it and choose the Remove button.

. Chaose the OK button. The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services),
¢choose the Agent button. Continue with the configuration procedure, as
described in the next section.

. After you complele alf procedures, choose the OK button. When the Network

Settings dialog box reappears, choose the OK buiton.

The Microsoft SNMP service and SNMP security have been conhigured and are
rcady 10 Slart. ‘You do not need 10 (eboOL the computer.
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Configuring SNMP Agent Information

SNMP agent information allows you to specify commeats about the user and the

physical focation of the computer and to indicate the types of service to report. The
types of service thai can be reporied are based on the computer’s configuration.

b To configure SNMP agent information

1. Start the Nerwork option in Control Panel to Jisplay the Network Settings dialog
box. In the Insialled Metwark Software list boy, select SNMP Service and
choose the Configure bufion.

jad

in the SNMP Service Configuration dialog box, choose the Agent button.

Contsct | Einest Aydeintle |

Locationc kaxL 1. 1oom 823 f

o]

[ Dotaink / Suduystemork

5 EndHctng

3. In the SNMP Agent dialog box, type the computer user’s name in the Contact
box and the computer’s physical location in the Location box. These are
comments that will be used as text and cannot include embedded contro!
characters.

4. Select the services to report in the Service box. Check all boxes that indicate
network capabilities provided by your Windows NT computer. SNMP must
have this information to manage the enabled services.

If you have installed additional TCP/IP services, such as a bridge of touer, you
should consult RFC 1213 for additional information.

Option Meaning

Physical Select this option « 1his Windows NT compuler manages any
physical TCB/IP device, such us a repeater.

Datalink/Subsictwork  Select this option if this Windows NT computer manages a
TCP/IP subnetwork or datalink, such as a bridge,
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Option Meaning

Intemet Select this option if this Windows NT compuler acis as an [P
gateway.

End-to-End Select this option if this Windows NT computer acts as an 1P
host. This option should be selecied for all Windows NT
instaliations.

Applications Select this option if this Windows NT computer includes any

applications that use TCP/AP, such as electronic mail. This
option should be selected for all Windows NT instalfations
3. Choose the OK button.

6. When the SNMP Service Configuration dialog box reappears, choose the OK
button. When the Network Settings dialog box reappears, choose the OK button.

SNMP is now ready to operate without rebooting the computer.

Removing TCP/P Components

If you want to remove the TCP/IP protocols or any of the services installed on a
computer, use the Network option in Control Papel to remove it.

When you remove any network software, Windows NT warns you that the action
permanently removes that component. You cannot reinsiall a component that has
been removed until after you restart the computer.

P To remove any TCP/IP component
{. In Control Panel, choose the Network option.

. In the Tnstalled Network Software list in the Network Settings dialog box, select
the componeni that you want (0 remove.

~J

3. Choose the Remove button.
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Configuring RAS for Use with TCP/IP

Windows INT users who install Remole Access Service (RAS) for remote
networking maintain alf the benefits of TCP/IP networking, including access (o the
WINS and DNS capabilities of Microsoft TCP/IP. RAS clients can be configured
10 use Point to Point Protocol (PPP) or Senal Line Internet Protocol (SLIPY (o aliow
TCPAP dial-up support for existing TCP/IP internetworks und the Internet. When
PPP is configured on a Windows NT Remote Access server, it can function as &
router for RAS clients. SLIP client software is grovided 10 support older
nmplementations: it does not support multiple protocols.

As with ull network services, you instalt RAS by using the Network option in
Conuol Panel. During RAS installation and configuration, you can specify the

network prolocol settings to use for RAS connections. which 2lso allows von to

specify TCP/IP configuration settings. When the network administrator mstalls a
Microsoft RAS server, 1P addresses are reserved for use by RAS clients.

Users with RAS client compuiers can use the Remote Access program 1o enter and
maintain names and telephone numbers of remole networks. RAS clients can
connect to and disconnect from these networks through the Remote Access
program. You can also use the Remote Acocess Phone Book apptication 1o select the
network protocols to use for a specific Phone Book entry. If TCP/IP is installed, the
Phone Book automatically selects TCP/IP over PPP as the protocot.

1f a RAS client computer has a serial COM port, you can use the Remote Access
Phone Book application to configure SLIP for use with a selected Phone Book
entry. If you configure a RAS client computer to use the SLIP option, when you dial
in for a connection io the selected Phone Book entry, the Terminal screen appears,
and you can begin an inleractive session with a SLIP server. When you use SLIP,
Remote Access Phone Book bypasses user authentication. You will not be asked for
a username and password.

For complete information about setting up RAS servers and clients and vsing RAS
with Windows NT, see Windows NT Server Remote Access Service,
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Networking Concepts for TCP/IP

3

This chapter describes how TCP/IP fits in the Windows NT nerwork architecture
and explains the various components of the Internet Protocol suite and IP
addressing. As part of the discussion on name resolution in Windows networking,
this chapter also describes NetBIOS over TCP/IP and Domain Name Sysiem
(DNS). For additional information about these topics, see the books listed in
“Finding More Information” in “Welcome.”

This chapter also provides conceptual information about two key features for
Microsoft TCP/IP: Dynamic Hos! Configuration Protocol (DHCP) and Windows
Internet Narne Service (WINS).

The following topics appear in this chapler:
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TCP/IP and Windows NT networking
Internet protocol suite

1P addressing

Name resolution for Windows networking
SNMP
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TCP/IP and Windows NT Networking

The architecture of the Microsoft Windows NT operating system with integrated
nerworking is protocol-independent. This architecture, Hlustrated in the following
figure, provides Windows NT file, print, and other services over any network
protocol that uses exports from the TDI interface. The protacols package network
requests for applications in their respective formats and send the requests to the
appropriate network adapter via the network device interface specification (NDIS)
interface. The NDIS specification allows multiple network protocols to reside over
a wide variety of network adapters and media types.

SNMP ! RPC
|
Windowa Windows Sockets
NetBIOS Applcations Applications |
el
Windows Sockets
NetBIOS Interface p
ity NetBIOS over TCPP - --mmmmmmmmm e e -
Transport Device —
Interface o
Standard —— —_—
TCPIP S P
Motules —
Network Daver
Physical Nefwork Layer

Architectural Mode!l of Windows NT with TCP/IP

Under the Windows NT transport-independent architecture, TCP/IP is a protocol
family that can be used to offer Windows networking capabilities. The TCP/AP
protocol gives Windows NT, Windows for Workgroups, and LAN Manager
computers transparent access to each other and allows communication with non-
Microsoft systems in the enterprise network,
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Internet Protocol Suite

TCP/IP refers {o the Internet suite of protocols. It includes a set of standards
that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the connections.

The Internet protocols are a result of a Defense Advanced Research Projects
Agency (DARPA) research praject on network interconnection in the Jate 1970s. I
was mandated on all United States defense fong-haul networks in 1983 but was not
widely accepted until it was integzated with 4.2 Berkeley Software Distnibution
{BSD) UNIX. The popularity of TCPAIP is based on:

= Robust client-server framework. TCP/IP is an excellent chient-server application
platform, especially in wide-area network (WAN) environments.

» Information sharing. Thousands of academic, military, scienfific, and
commercial organizations share data, electronic mail, and services on the
Internet using TCP/1P,

e Ceneral availability. Implementations of TCP/IP are available on nearly every
poputar compuler operating system. Source code is widely available for many
implementations. Vendors for bridges, routers, and network analyzers all offer
support for the TCP/P protocol suite within their products.

The following discussion introduces the componerts of the [P protocol suite. Some
knowledge of the architecture and intesaction berween TCP/IP components is useful
for both administrators and users, but most of the details discussed here are
iransparent when you are actually using TCP/IP.

Transmission Conirol Protocol and internet Proiocol

Transmission Control Protocol (TCP) and Internet Protocot (1P) are only two
members of the IP protocol suite. IP is a protocol that provides packet delivery for
all other protocols within the TCP/IP family. IP provides a best-effor,
connectionless delivery system for computer data. That is, IP packets are not
guaranteed to arrive af their destination, nor are they guaranteed o be received in
the sequence in which they were sent, The prolocol’s checksum feature confirms
only the IP header's integrity. Thus, responsibility for the data contained within the
{P packet {and the sequencing) is assured only by using higher-level protocols.

Perhaps the most common higher-tevel [P protocol is TCP. TCP supplies a reliable,
connection-based protocol over (or encapsulated within) IP. TCP guaraniees the
delivery of packets, ensures proper sequencing of the data, and provides a checksum
feature that validales both the packet header and its data for accuracy. In the event
that the network either corrupts or loses a TCP/IP packet during transmission, TCP
is responsible for retransmitting the fauity packet. This retiability makes TCP/IP the
pratocol of choice for session-based data transmission. client-server applications,
and critical services such as electronic mail.
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This reliability has a price, TCP headers require the use of additional biis to provide
prapes sequencing of infarmation, as well as a mandatory checksum 1o ensure
reliability of both the TCP header and the packet data. To guarantee successful data
defivery, the protocol also requires the recipient to acknowledge successful receipt
of data.

Such acknowledgments (or ACKs) gencraie udditional network traffic, diminishing
the fevef of data throughpuot in favor of seligbility. To reduce the impact on
performance, most hosts send an acknowledgment for every other segment or when
an ACK timeout expires.

User Datagram Protocol
1f rediability is not essential, User Datagram Protocol {LIDPY a TCP complement,
offers a connectionless datagram service that guarantees neither delivery nor correct
sequeacing of delivered packets (much like 1P}, Higher-level protocols of
applications may provide reliability mechanisms in addition to UDP/IP. UDP data
checksums are optional, providing a way o exchange data over highly reliable
networks without unnecessarily consuming network resources or processing time.
When UDP checksums are used, they validate both header and data. ACKSs are also
not caforeed by the UDP protocol; this is left to higher-level protocols.

UDP also offers one-to-many service capabiiities, because it can be either
broadcast or multicast.

Address Resolution Protocol and
Internet Control Message Protocol

Two other protocals in the [P suite perform important functions, although these are
not directly relaied 1o the transport of daia: Address Resoluiion Protocol {ARPY and
Internet Control Message Protocol (ICMP). ARP and ICMP are maintenance
protocols that support the IP framework and are usually invisible (o users and

applications.

IP packets contain both source and destination [P addresses, but the hardware
address of the destination computer system must also be known, [P acquires a
system’s hardware address by broadcasting a special inquiry packet (an ARP
request packef) containing the IP address of the system with which it is attempting
to communicate. All of the ARP-gnabled nodes on the local TP network detect these
broadcasts, and the system that owns the IP address in question replies by sending
its hardware address 10 the requesting computer system in an ARP reply packet.
The hardware/TP address mapping is then stored in the requesting system’s ARP
cache for subsequent use. Because the ARP seply can also be broadeast to the
netwaork, it is fikely that other nodes on the network can use this information to
update their own ARP caches. {You can use the arp utility (o view the ARP tables.)
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ICMP allows two nodes on an [P network to share [P status and crror information.
This information can be used by higher-level protocols to recover from transmission
problems o by network administrators to detect network trouble. Although ICMP
packets ase encapsulated within 1P packets, they are not considered (o be a higher-
level protocol (ICMP is required in every TCP/AP implementation). The ping utility
makes use of the ICMP echo request and echo reply packets to determine whether
a particular P node {computer system) on a network is functional. This is useful for
diagnosing [P network or gateway failures,

IP Addressing

A host is uny device attached 10 the network that uses TCP/IP. To receive and
deliver packets successfully between hosts, TCP/IP relies on three pieces of
information that the user provides: [P address, subnet mask, and default gateway.

The network administrator provides each of these pieces of information for
configuring TCP/IP on a computer. Windows NT users on networks with DHCP
servers can take advantage of automatic system configuration and do not need to
manually configure TCP/IP parameters. This section provides details about [P
addresses, subnet masks, and [P gateways.

IP Addresses

Every host interface, or node, on a TCP/IP network is identified by a unique [P
address, This address is used 10 identify a host on a network; it also specifies
routing information in an internetwork. The /P address ideatifies a compuler as a
32-bit address that is unique across 2 TCP/IP network. An address is vsvally
represented in dotted decimal notation, which depicts each octet (eight bits, or one
byte) of an 1P address as its decimal value and separates each octet with a penod.
An [P address [ooks like this:

182.54.94.97

Important Because 1P addresses identify nodes on an interconnected network, each
host on the internetwork must be assigned a unique 1P address, valid for its
particular network.
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Network ID and Host ID

Although an IP address is a single value, i contains two pieces of information: the
network [D and the host (or system) 1D for your computer.

= The network 1D dentifies a group of computers and other devices that are all
located on the same logical network, which are separated or interconnected by
routers. In internetworks (networks formed by a collection of local area
networks), there is a umque network 1D for each network.

s The host 1D identifies your compuler within a particular network D, (A host is
any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public [nternet must obtain an official network 1D
from the InterNIC to guaraniee [P network 1D uniqueness, The InterNIC can be
contacted via electronic mail at nfo@internic.net (for the United Siaies,

| -800-444-4345 or, for Canada and overseas, 619-455-4600). internet
regisiration requests can be sent to hostmasten@internic.net. You can also use FTP
to connect to 8.andernic.act, then log in as anonymeus, and change (o the
/INFOSOURCE/FAQ directory.

Alter receiving a network |D, the focal network administrator musi assign unique
host 1Ds for computers within the local network. Although private networks not
connected to the Intemnet can choose to use their own network identifier, obiaining 2
valid network 1D from IntertNIC allows a privaie network o connect to the Intemet
in the future without reassigning addresses.

The Inlemnet community has defined address ciasses to accommodaie networks of
varying sizes. Each network class can be discerned from the first octet of its P
address. The following table summarizes the relationship between the first octet of

a given address and its network [D and host 1D fields. Tt also identifies the total
number of nerwork 1Ds and host IDs for each address class that participates in the

LJoand : LiE Qv SSe b AN A BRAG

Intemet addressing scheme. This sample uses w.x.y.z to designate the bytes of the
1P address.
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IP Address Classes

Available  Available
Class wvaluest2  NetworkID Host ID networks  hosts per net
A 1-126 w XYy.Z 126 16,777,214
B 128-191 W.X yz 16,384 65,534
C 192-223 WXy z 2,097,151 254

! Inclusive range for the tirst octet in the IP address.

2 The address 127 is reserved for loopback testing and interprocess communication on the local
compater; it is not a valid network address. Addresses 224 and above are reserved for special
protocols (IGMP multicast and others), and cannot be used as host addresses.

A network host uses the network ID and host ID to determine which packets it
should receive or ignore and to determine the scope of its transmissions {only nodes
with the same network 1D accept each other’s IP-level broadcasts).

Because the sender’s IP address is included in every outgoing [P packet, it is useful
for the receiving computer system to derive the originating network 1D and host ID
from the [P address field. This is done by using subnet masks, as described in the
following section.

Subnet Masks

Subnet masks are 32-bit values that allow the recipient of IP packets to distinguish
the network 1D portion of the IP address from the host ID. Like an IP address, the
value of a subnet mask is frequently represented in dotted decimal notation. Subnet
masks are determined by assigning 1’s to bits that belong to the network 1D and 0’s
to the bits that belong to the host ID. Once the bits are in place, the 32-bit value is
converted to dotted decimal notation, as shown in the following table.

Default Subnet Masks for Standard IP Address Classes

Address class  Bits for subnet mask Subnet mask
Class A 11111111 00000000 00000000 00000000 255.0.0.0
Class B TTIT111T 11111111 00000000 00000000 255.255.0.0
Class C TI111111 L111LLLT 1111111 60000000 255.255.255.0

The result allows TCP/IP to determine the host and network IDs of the local
computer. For example, when the 1P address is 102.54.94.97 and the subnet mask is
255.255.0.0, the network ID is 102.54 and the host [D is 94.97.
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Although configuring a host with a subnet mask might seem redundant after
cxamining the previous tables (since the class of a host is easily determined), subnet
masks are also used to further segment an assigned network 1D among several local
networks.

For example, suppose a network is assigned the Class-B network address 144.100.
This is one of over 16,000 Class-B addresses capable of serving more than 65,000
nodes. However, the worldwide corporate network to which this 1D is assigned is
composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for 11 more network IDs, it is better to use subnetting to make more effective use of
the assigned ID 144.100. The third octet of the IP address can be used as a subnet
ID, to define the subnet mask 255.255.255.0. This splits the Class-B address into
254 subnets: 144.100.1 through 144.100.254, cach of which can have 254 nodes.
(Host IDs 0 and 255 should not be assigned to a computer; they are used as
broadcast addresses, which are typically recognized by all computers.) Any 12 of
these network addresses could be assigned to the international LANs in this
example. Within each LAN, each computer is assigned a unique host ID, and they
all have the subnet mask 255.255.255.0.

The preceding example demonstrates a simple (and common) subnet scheme for
Class-B addresses. Sometimes it is necessary to segment only portions of an octet,
using only a few bits to specify subnet 1Ds (such as when subnets exceed 256
nodes). Each user should check with the local network administrator to determine
the network’s subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network ID.

Important All computers on a logical network must use the same subnet mask and
network ID; otherwise, addressing and routing problems can occur.

Routing and IP Gateways

TCP/IP networks are connected by gateways (or routers), which have knowledge of
the networks connected in the internetwork. Although each [P host can maintain
static routes for specific destinations, usually the default gateway is used to find
remote destinations. (The default gateway is needed only for computers that are
part of an internetwork. )
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When IP prepares to send a packet, it inserts the local (source) [P address and the
destination address of the packet in the P header and checks whether the network
1D of the destination maiches the network 1D of the source. I they match, the
packet is sent directly 10 the destination computer on the local netwark_ If the
network [Ds do not match, the routing table is examined for static routes. If none
are found, the packet is forwarded to the default gateway for delivery.

The defaull gateway is a computes connected to the focal subnet and vther networks
that has knowledge of the network 1Ds for other networks in the internetwork and
how to reach them, Because the default gateway knows the network [Ds of the other
networks in the intemetwork, it can forward the packet to other gateways until the
packet is eventually delivered to a gateway connected to the specified destination.
This process is known as routing.

Network B

Other )
, fistworks |
\\v“"‘/

{nternetwork Routing Through Gatewsays

On netwarks that are not part of an intemetwork, [P gateways are not required. If 2
network is part of an internetwork and a system does not specify a default gateway
{or if the gateway computer is not operating properly), only communication beyond
the local subnet is impaired. Users can add static routes by using the route utility to
specify a route for a particular system. Static routes always overnide the use of
default gateways.
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If the default gateway becomes unavailable, the computer cannot communicate
outside 1ts own subnel, MLlnnlp default gateways can he dSSIOﬂCd 10 prevent suc cha
problem. When a computer is conﬂgured with multiple defauli gateways,
retransmission problems resutt in the system trying the other routers in the
configuration to ensure internetworking communications capabilities. To configure
multiple default gateways in Windows NT, you must provide an [P address for each
galeway in the Advanced Microsoft TCP/IP Configuration dialog box, as described

in Chapler 2, “Installing and Configuring Microsoft TCP/IP und SNMP.?

Dynamic Host Configuration Protocol

Aenge im T

piminimim N an administiaiis
nial ’amms iP adux [P\ lm()unauuu can be an administrative burden
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dministralors wsmnszb}ﬂ for internetwork connections. Contributin
io this burden 15 ihe probiem that many users do not have (he knowiedge necessary
to canfigure ther own computers for intemetworking and mus! therefore rely on

their administrators.

farnetwork o

LY

The Dynamic Host Configuration Protocol (DHCP) was established to relieve this
administrative burden. DHCP provides safe. reliable, and simple TCP/IP network
configuration, ensures that address conflicts do not occur, and helps conserve the
use of IP addresses through centralized management of address atlocation, DHCP
offers dynamic configuration of IP addresses for computers. The system
administrator cantrols how [P addresses are assigned by specifving lease durations,
which specify how ong a computer can use an assigned 1P address before having 0
renew the lease with the DHCP server.

As an example of how maintenance tasks are made easy with DHCP, the [P address
is released automatically for a DHCP client computer that is removed from a
subnet, and a new address for the new subnet is automnatically assigned when that
computer reconnects on another subnet. Neither the user nor the network
administrator needs to intervene 1o supply new configuration information. This is a
most significant feature for mobile computer vsers with portables that are docked at
different computers, or for computers that are moved (o different offices frequently.

The DHCP client and server services for Windows NT are implemenied under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542,
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The following illustration shows an example of a DHCP server providing
configuration information on two subnets. If, for example, ClientC is moved to
Subnet 1, the DHCP server will automatically supply new TCP/IP configuration
information the next time that ClientC is started.

Router
{with BOOTP torwarding enabled)

DHCP clientA

DHCP ciientC

DHCP Clients and Servers on a Routed Network

DHCP uses a client-server model and is based on leases for [P addresses. During
system startup (the initializing state), s DHCP chient computer sends a discover
imessage that is broadcast to the local network and may be relayed to all DHCP
servers on the private internetwork. Each DHCP server that receives the discover
message responds with an offer message containing an 1P address and valid
configuration information for the client that sent the request,

The DHCP client collects the configuration offerings from the servers and enters

a sefecting state. When the client enters the reguesting state, it chooses one of the
configurations and sends a request message that identifies the DHCP server for the
selected configuration.
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The setected DHCP server sends a DHCP acknowledgment message that consaing
the address first sent during the discovery stage, plus a valid lease for the address
and the TCP/IP neiwork configuraiion parameiers for the clienl. Afier the client
receives the acknowledgment, it enters a bound state and can now pasticipate on the
TCP/IP nerwork and complete its system startup. Client computers that have local
storage save the received address for use during subsequent system startup. As the
lease approaches its expiration date, it attempis to renew s lease with the DHCP
server, and is assigned a new address if the current 1P address lease cannot be

renewed,
dcovet ﬁ nifializing |~ Lease expires
-~ N |
ofte u Seletting I Repinding |
- i - : Lease approaches
& . y expiration (87.5%)
Requesting Renowing T | ackoovergren
i " Lease approaches
J expiration (50%)
acknowledgmant Bound /

DBCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define
local policies for address allocation, eases, and other options. For information
about using this tool, see Chapter 4, “Installing and Configuring DHCP Servers.”
For information about the steps for setting up TCP/IP using DHCP, see
“Configuring TCP/IP” in Chapter 2, “Installing and Configuring Microsoft TCP/1P
and SNMP.” For information about setting up DHCP relaying, see the
documentation for your router.

Name Resolution for Windows Networking

Configuring Windows NT with TCP/IP requires the IP address and computer name,
which are unique identifiers for the computer on the network. The 1P address, as
described earlier in this chapter, is the unique address by which all other TCP/1P
devices on the internetwork recognize that computer. For TCP/IP and the Intemel,
the computer name is the globally known system name plus 2 DNS domain name.
(On the local network, the computer name 1s the NetBIOS name that was defined
during Windows NT Setup.)
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Computers use TP addresses 1o ideatify each other, but vsers usuaily find it easier 10
work with computer names. A mechanism must be available on a TCP/IP network
to resolve names to [P addresses. To ensure that both name and address are unique,
the Windows NT computer using TCP/IP registers its name and [P address on the
network during System startup. A Windows NT computer can use one or more of
the following methods lo ensure acrurate name resolution in TCP/IP internetworks:

= Windows Internet Name Service

Windows NT computers can use WINS if one or more WINS servers are
available that contain a dynamic database mapping computer names to [P
addresses. WINS can be used in conjunction with broadcast name resolution for
an internetwork where other name resolution methods are inadequate. As
described in the following section, WINS is a NetBIOS over TCP/P mode of
operation defined in RFC 1001/1002 as p-node.

s Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a
NetBIOS over TCP/IP mode of operation defined in RFC 1001/1002 as b-node.
This method relies on a computer making [P-level broadcasts to register its
name by announcing it on the network. Each computer in the broadcast area is
responsible for challenging attempts to register a duplicate name and for
responding to name queries for its regisiered name.

= DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when connecting a computer 1o foreign hosts using NetBIOS over TCP/IP or
Windows Sockets applications such as FTP. DNS is a distributed database
designed to relieve the traffic problems that arose with the exploding growth of
ihe Internet in the early 1980s.

» An LMHOSTS file to specify the NetBIOS computer name and [P address
mappings, or a HOSTS file to specify the DNS name and [P address

On a local computer, the HOSTS file (used by Windows Sockets applications to
find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP 1o
find Micrasoft networking computer names) can be used to list known [P
addresses mapped with corresponding computer names. LMHOSTS is still used
for name resolution in Windows NT for small-scale networks or semote subnets
where WINS is not available.

This section provides details about name resolution in Windows NT after first

presenting some background information about the modes of NetBIOS over TCP/IP
that ean be used in Microsoft networks.
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NetBIOS over TCP/IP and Name Resolution

NetBIOS over TCP/IP is the session-layer network service that performs name-to-
IP address mapping for name resolution. This section describes the modes of
NetBIOS over TCP/IP, as defined in RFCs 1001 and 1007 to specify how NetBIOS
should be implemented over TCPAP.

The modes of NetBIOS over TCP/IP define how network resources are identified
and accessed, The two most important aspects of the related naming activities are
registration and resolution. Registration is the process used to acquire a unique
name for each node (computer system) on the network. A computer typically
registers itself when it starts. Resolution is the process used 1o determine the
specific address for a computer name.

The NetBIOS over TCP/IP modes include the following:

®  b-pode, which uses broadcasts 1o resolve names

¥ p-node, which uses point-to-point communications with a name server 10 resolve
names

*  m-node, which uses b-node first {broadcasts), then p-node (name gueries) if the
broadeast fails 1o resolve a name

= h-node, which vses p-node first for name queries, then b-node if the name
service is unavailable or if the name is not registered in the WINS database

For DHCP users on a Windows NT network, the node type is assigned by the
DHCP server. When WINS servers are in place on the network, NetBIOS over
TCP/IP resolves names on a chent computer by communicating with the WINS
server. When WINS servers are not 1n place, NetBIOS over TCP/IP uses b-node
broadcasts to resolve names. NetBI1OS over TCP/IP in Windows NT can also use
LMHOSTS files and DNS for name resolution, depending on row TCPAP is
configured o a particular computer. In Windows NT 3.5, the NETBT.SYS module
provides the NetBIOS over TCP/IP functionality that supports name registration
and resolution modes.

Windows NT version 3.5 supports all of the NetBIOS over TCP/IP modes
described in the following sections. NetBIOS over TCP/IP is also used with the
LAN Manager 2.x Server message protocol.
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B-Node

The b-node mode uses broadeasts for name registration and resolution. That is, if
NT_PCt wants to communicate with NT_PC2 it will broadcast to all machines that
it is looking for NT_PC2 and then wait a specified time for NT_PC2 1o respond,
B-node has two major problems:

= In 4 large environment, it loads the network with broadeasts,

v Routers do not forward broadcasts, so computers that ure on opposite sides of a
router will never hear the requests.

P-Node

The p-node mode addresses the issues that b-node does not solve. In a p-node
cnvironment, computers neither create nor respond to broadcasts, All computers
reguster themselves with the WINS server, which is a NetBIOS Name Server
{NBNS) with enhancements. The WINS server is responsible for knowing
computer names and addresses and for ensuring no duplicate names exist on the
network. All compulers must be configured to know the address of the WINS
server.

In this environment, when NT_PC1 wants to communicate with NT_PCZ, it queries
the WINS server for the address of NT_PC2, When NT_PC1 pets the appropriate
address from the WINS server, it goes directly to NT_PC2 without broadcasting,
Because the name queries go directly to the WINS server, p-node avoids loading
the network with broadcasts. Because broadcasts are not used and because the
address is received directly, computers can span routers.

The most significant problems with p-node are the following:

= All computers must be configured to know the address of the WINS server
(although this is typically configured via DHCP)

s 1 for any reason the WINS server is down, computers that rely on the WINS
server 10 resolve addresses cannot get to any other systems on the network, even
if they are on the local network
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M-Node

The m-node mode was created primarily 10 solve the problems associated with
b-nede and p-node, This mode uses a combination of b-node and p-node. In an
m-node environment, a computer first attempts registration and resolulion using
b-node. If that 15 successful, it then switches 1o the p-node. Because this uses
b-node first, it does not solve the problem of generating broadcast traffic on the
network. However, m-node can cross routers. Also, because b-nodle is always tried
first, computess on the same side of a souter confinue 10 operate as usual if the
WINS server is down.

M-node uses broadeasts for performance optimization, because in most
cnvironments local resources are used more frequently than remote resources, Also,
in 2 Windows NT network, m-node can cause problems with NeiLogon in routed
EnvIronments.

H-Node

The h-node mode, which is currently in RFC draft form, is also a combination of
b-node and p-node that uses broadcasts as a last effont. Because p-node is used first,
no broadcasts are generated If the WINS server is running, and computers can span
routers. If the WINS server is down, b-node is used, so computers on the same side

of a router continue 10 operate as usual.

The h-node mode docs more than change the order for using b-node and p-node. If
the WINS server is down so that local broadcasts (b-node) must be used, the
computer will continue 1o poll the WINS server. As soon as the WINS server can
be reached again, the system switches back to p-node. Also, optionally on a
Windows network, h-node can be configured to use UMHOSTS after broadeast
name resolution fails

The h-node mode solves the most significant problems associated with broadcasts
and operating in a routed environment. For Microsoft TCP/IP users who configure
TCP/IP manually, h-node is used by default, unless the user does not specify
addresses for WINS servers when configuring TCP/IP.

B-Node with LMHOSTS and Combinations

Another variation 1s also used in Microsoft networks 1o span routers without a
WINS server and p-node mode. In this mode, b-node uses a list of compulers and
addresses stored in an LMHOSTS file. If a b-node attempt fails, the system looks in
LMHOSTS to find a name and then uses the associaled address (o cross the router,
However, each computer must have this list, which creates an admiasstrative horden
in maintaining and distributing the list. Both Windows for Workgroups 3.11 and
LAN Manager 2.1 used such a modified b-node system. Windows NT uses this
method if WINS servers are nol used on the network. In Windows NT, some
extensions have been added to this file to make it easier to manage (as described in
Chapter 6, “Setting Up LMHOSTS™), but modified b-node is not an ideal solution.
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Some sites may need to use both b-node and p-node modes at the same site.
Although this configuration can work, administrators must exercise extreme caution
in doing $0, using it only for transition siuations. Because p-node hosts disregard
broadcasts and b-node hosts rely on broadeasts for name resolution. the two hosts
can potentially be configured with the same NetBIOS name, leading to
unpredictable results, Notice that if a computer configured 1o use b-node has a static
mapping in the WINS datubase, 3 computer configured W use p-node cannot use the
same compater name.

Windows NT compuiers can also be configured as WINS proxy agents to help the
transition to using WINS. For more details, see the nexi section.

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic
computer name-to-1P address mappings in a routed network environment. If you are
adminislering a routed network, WINS is your best {irst choice for name resolution,
because it is designed to solve the problems thal occur with name resolution in
complex internerworks.

WINS reduces the use of local broadeasts for name resolution and allows users to
easily locate systems on remote networks. Furthermore, when dynamic addressing
through DHCP results in new [P addresses for computers that move between
subnels, the changes are anlomatically updated in the WINS database. Neither the
user not the network admimistrator needs 1o make manual accammodations for nume
resolution in such a case.

The WINS protocol is based on and is compatible with the protocols defined for
NBNS in RFCs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overview of how WINS and name query broadcasts
provide name resolution on Windows networks. For information about setting up
WINS servers, see Chapter S, “Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components: the WINS server, which handles name queries
and registrations, and the clieat software, which queries for computer name
resolution.

Windows neeworking clients { WINS-enabled Windows NT or Windows for
Warkgroups 3.1 1 computers) can use WINS dircctly. Non-WINS compulers on the
interneswork that are b-node compatible as described in RFCs 1001 and 10X)2 can
access WINS through proxies. which are WINS-enabled computess that listen to
name query broadcasts and then respond for names that are not on the local subnet
or are p-node compulers.
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On a Windows NT network, users can browse transparently across routers. To
allow browsing without WINS, the aetwork administrator must ensure that the
users’ primary domain has Windows NT Server or Windows NT Workstation
computers on both sides of the router to act as master brawsers. These computers
need correctly configured LMHOSTS files with entries for the domain controllers
4c70ss the subnet.

With WINS, such strategies are not necessary because the WINS servers and
proxies lransparently provide the suppon necessary for browsing across routers
where domains Span the routers.

The following illustration shows a small internetwork, with three local area
networks connected by a router. Two of the subnets include WINS name servers,
which can be used by clients on both subnets. WINS-enabled computers, including
proxies, access the WINS server directly, and the computers using broadcasts
access the WINS server through proxies. Proxies only pass name query packets and
verify that registrations do not duplicate existing systems in the WINS database.
Proxies, however, do not register b-niode systems in the WINS database.

Non-WINS enabled

NN
S

WINS enablad

Example of an Internetwork with WINS Servers
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The proxy communicates with the WINS server to resolve names (rather than
maintaining its own database) and then caches the names for a certain time. The
proxy serves zs an intermediary, by either communicating with the WINS server or
supplying a name-to-1P address mapping from its cache. The following tlustration
shows the relationships among WINS servers and clients, including proxies {or non-
WINS computers and the replication hetween WINS servers.

WINS sarvert
ClientA [WINS)
Query WINS, than broadcast query

WINS database
- fapicanon WINS server2

ClientC (WINS proxy)

Client8 (nor-WINS)
Sroggcast

Exampie of Clients and Servers Using WINS

[n the above illustration, ClientA can resolve names by first querying the WINS
server and. if that fails, then using broadcast name queties. ClientB, which is not
WINS-¢enabled, can only resolve names using broadcast name queries. but when
ClientC receives the broadeast, it forwards the request to the WINS server and
returns the address 1o ClieniB.

However, a complex environment presents additional problems. For example, an
internetwork might consist of two subnets, with all the computers belonging to
DomainA attached to Subnet(, all the computess in DomainB attached to Subne(2,
and computers from DomainC attached 10 eithes of the subnets. In 1his case, without
WINS, DomainA computers can browse Subnetl, DomainB computers can browse
Subnet2, and DomainC computers can browse both subnets as long as the primary
domain controller for Domam( is available. With WINS, computess from all
domains can browse all subnets {f their WINS servers share databases.
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If the Windows NT client computer is also DHCP-enabled and the administrator
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usually be automatically configured with WINS server information. You can
manually configure WINS settings, as described in Chapter 2, “Installing and
Configuring Microsoft TCP/AP and SNMP™;

= To enable WINS name resolution for a computer that does not use DHCP,
specify WINS server addresses in the TCP/IP Configuration dialog box

» To designate a proxy, check the Enable WINS Proxy Agent option in the
Advanced Microsoft TCP/IP Configuration dialog box

With WINS servers in place on the internetwork, names are resolved using two
basic methods, depending on whether WINS resolution is available and enabled on
the particuiar computer. Whatever name resolution method is used, the process is
transparent 1o the user afier the sysiem is configured.

HWINS Is not enabled The computer registers its name by broadcasting name
registration request packets to the local subnet via UDP datagrams, To find a
particular computer, the non-WINS computer broadcasts name query request
packets on the local subnet, although this hroadeast cannot be passed on through 1P
routers. If focal name resolution fails, the local LMHOSTS file is consulted. These
processes are followed whether the computer is a network server, a workstation, or

other device.

H WINS ls enabled The computer first queries the WINS server, and if that does not
sucoeed, it broadcasts its name registration and query requests via UDP datagrams
{h-node), in the following series of steps:

1. During TCP/IP configuration, the computer’s name is registered with the WINS
server, and the [P address of the WINS server is stored locally so the WINS
server can be found op the internetwork. The WINS database is replicated
among 2l WINS servers on the internerwork,

YWANS server WINS dztabase
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2.

L

A nume guery reguest is sent first o the WINS server, including requests from
remote clients that are rouled through an P router. This request is a UDP
datagram. [f the name is found in the WINS database, the client can estabfish a
session based on the address mapping receved from WINS.

WINS server WINS database

i1 3.8 5 Corpdt
12.3.0.5 Payrodt

If querying the WINS server does not succeed and if the client computer is
configured as an h-node, the computer broadcasts name query request packets
in the same manner as 2 pon-WINS-enabled computer.

. Finally, if other methods fail, the local LMHOSTS file is checked. This also

includes a search of any centralized LMHOSTS files referred to in §INCLUDE
statements, as described in Chapter 6, “Setting Up LMHOSTS.”

WINS servers accept and respond to UDP name queries. Any rame-to-IP address
mapping registered with a WINS server can be provided reliably as a response i0 2
name query. However, a mapping in the database does not ensure that the related
device is currently running, only that a computer claimed the particular IP address
and it is a currently valid mapping.
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WINS Name Registration

Name registration ensures that the computer's name and [P address are unigue for
cach device.

[ WINS is enabled The name regisiration request is sent directly to the WINS
server (o be added to the database. A WINS server accepts or rejects a computer
name registration depending on the current contents of its database. If the database
contains a different address for that name, WINS challenges the current entry to
determine whether that device still claims the name, If another device is using that
name, WINS rejects the new name regisiration request. Otherwise, WINS accepts
the entry and adds it 10 its local database together with a fimestamp, an incremental
unique version number, and other information.

HUBIR In mmé mmablnd TTa- o —a- AIC mmcmmrribon dm ma nlabam ha s A
1 ¥F N2 50 R UMW U G LU Y‘ l]‘\) wlllpu&CI W ‘CBIDLCJ ”-ﬁ Hlile, a Rame

registration request packet is broadcast to the Jocal network, stating its computer
name and IP address, Any device on the network that previously claimed that name
challenges the name registration with a negative name regisiration response,
resulting in an eror. I[f the registration request is pat contested within a specific
time period, the computer adopts that name and address,

Once 2 non-WINS computer has claimed a name, it must challenge duplicate name
regisiration attempts and respond positively 0 name gueries issued on iis registered
name by sending a positive name query response. This response contains the [P
address of the computer so that the two Systems can establish a session.

WINS Name Helease

When a computer finishes with a particular name (such as when the Workstation
service of Server service is stopped), it no longer challenges other registration
requests for the name. This is referred to as releasing a name.

Page 74 of 250

Cisco -- Exhibit 1003



Chapter 3 Networking Concepts for TCPAP 59

If WINS I8 enabled Whenever a computer is shut down properly, it releases its
name to the WINS server, which marks the related database entry as released. If
the entry remains released for a certain period of time, the WINS server marks it as
extinet, and the version mumber is updated so that the database changes will be
propagated among the WINS servers. Extinct entries remain in the database fora
designated period of time to enable the change to be propagated 1o all WINS
Servers.

[f a name is marked released at a WINS server and a new registration arnives using
that name but a different address, the WINS server can immediately give that name
to the requesting client because it knows that the old client is no longer using that
name. (This might happen, for example, when a DHCP-enabled laptop changes
subnets.) If that compuler released its name during an orderdy shutdown, the WINS
server will not challenge the name. [f the computer restarts because of a system
reset, (he name registration with a new address will canse the WINS scrver 10
chaifenge the registration, but the challenge will fail and the registration will
succeed, because the computer no longer has the old address.

H WINS is not enabled When a non-WINS computer releases a name, a broadcast
is made to allow any systems on the network that might have cached the name (0
remove it. Upon teceiving name query packets specifying the deleted name, the
computer simply ignores the request, allowing other computers on the network (o
acquire the name that it has released.

For non-WINS computers to be accessibie from other subnets. their names must be
added as static entries to the WINS database or in the LMHOSTS file(s) on the
remole system(s), because they will anly respand to name queries that originate on
their local subnet.

WINS Name Renewal

A renewal 18 a timed rerepistration of a computer’s name with the WINS server.
When the WINS serves registers a name, it retumns a renewal interval for the name,
and the client must reregister within that time; otherwise. the WINS server will
mark the name as released and available for use. A request for name renewal 13
ircated the same as a new pame registration.

Renewai provides registration reliability through periodic reregistering of names
with the WINS servers,
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IP Addressing for RAS

Remote Access Service (RAS) provides remote networking for lelecommuters,
mobile workers, and system administralors who monitor and manage servers at
multiple branch offices. Users with RAS on a Windows NT compuler can dial in o
remolely access their networks for services such as file and printer sharing,
electronic matl, scheduling, and SQL database access.

Windows NT RAS works with [P routing for RAS servers so that RAS clients can
use TCP/IP networks. (RAS can also work with 1PX routing for clients that use
NetWare networks.) Windows NT also uses the indostry-standard Point to Point
Protocol (PPP) and Serial Line [P (SLIP) standards. These standards ensure that
Windows NT is interoperable with third-party remote-access server and client
software. RAS clients can use DNS and WINS for name resolution services, and it
can create TCP sessions with systerms on the local network.

Windows NT HetBEU! host
{or LAN Managen

{or NefWare)

ML@ Vidor T rving Y
QY

Windows NT running TCPAP
{or UNIX, VMS, and others)

Windows NT Remote Access Server

{or third panty)
Q NaIBEUL over PPP
. TCPAP over PPP
A Windows NT {FX over PPP
RAS client Earlier versions of Microsolt RAS
{or third party with (Windows NT 3.1, LAN Manager 2.x)
PEP of SUP)
NetBEU! over PPP
TCPAP over PPP
IPX over PPP
SUP

Network Access with RAS in Windows NT
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The RAS server provides a pool of IP addresses that are reserved for static
configuration during RAS installation. The [P addresses are automatically assigned
to RAS clients using PPP when they dial in. If the administrator sets up the RAS
server 1o use 2 static pool of addresses, all clients dialing into a particular RAS
server are assigned the same network 1D as the RAS server plus unique host 1Ds.
(Of course, the network administrator must also reserve that range of static
addresses on the DHCP server, if present, to make sure that those addresses are not
assigned.)

RAS clients can connect to multiple TCP/IP networks that are logically joined (but
physically separate) networks sharing the same address space. When using multiple
connections, the RAS client can stilt use DNS and WINS for name resolution.

For complete details aboul RAS, see the Windows NT Server Remote Access
Service manual, '

Name Resolution with Host Files

For computers located on remote subnets where WINS is not used, the HOSTS and
LMHOSTS files provide mappings for names to |P addresses. This is the name
resolution method used on internetworks before DNS and WINS were developed.
The HOSTS file can be used as a local DNS ¢quivaleat. The LMHOSTS file can
be used as a local WINS equivalent. Each of these files is also known as a host
rable. Sample versions of LMHOSTS and HOSTS files are added to the
\systemroonSYSTEM32\DRIVERS\ETC directory when you install Microsoft
TCPAIP. These files can be edited using any ASCHI editor, such as Notepad or Edit,
which are part of Windows NT.

Microsoft TCPAP can be configured to search HOSTS, th
mappings of remote host names to [P addresses. The HOSTS file format is the same
as the format for host tables in the 4.3 Berkeley Software Distribution {BSD)
UNIX Jetc/hosts file. For example, the entry for a computer with an address of

192.102.73.6 and a host name of trey-research.com looks like this:

brmnl i tnkia £
ocal host table file

£,
¢ 0Ca jeiod (oAt terd

192.182.73.6 trey-research, com

Edit the sample HOSTS file that is created when you nstall TCPAP 10 include
remote host names and their IP addresses for each computer with which you will
communicate. This sample file also explains the syntax of the HOSTS file.

The LMHOSTS file is a local text file that maps [P addresses to NetBIOS computer
names for Windows-networking computers that you will communicate with outside
of the local subnet. For example. the LMHOSTS table file entry for a computer
with an address of 192.45.36.5 and a computer name of Finance ! looks like this:

192.45.36.5 financel
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The LMHOSTS file 1s read when WINS or broadcast name resolution fais, and

resolved entries are stored in 2 system cache for tater access.

When the computer uses the tephicator service and does not use WINS, LMHOSTS
cniries are required on import and export servers for any computers on different
subnets participating in the replication, LMHOSTS is also used for small-scale
networks that do not have servers. For more information about the LMHOSTS file,
see Chapter 6, “Setting Up LMHOSTS.”

Domain Name System Addressing

The Domain Name System {DNS) is 2 distributed database providing a higrarchical

naming system for identifying hosts on the Intemet. DNS was developed to solve

the r\rz\!ﬂpmc that nmgce when the aumhar of hoste an the Intemet orow dramatically
TR Pivu\\al AR L UON FY EIRIR wiv W U] U ORI U REEG KAt i b"-" ul(’lliu‘lwli}

in the early 1980s. The specifications for DNS are defined in RFCs (034 and 1035
Although DNS may seem similar to WINS, there is a major difference: DNS
requires static configuration for computer name-to-1P address mapping, while
WINS is fully dynamic and requires far fess administration.

The DNS database is a tree structure called the domain name space, where each
domain (node in the tree structure) is naamed ang can contain subdomaing. The
domain name identifies the domain’s pOSJ{iOF in the database in reiation 1o is
parent domain, with a period () separating each part of the names for the network
nodes of the DNS domain.

The 100t of the DNS database is managed by the Internet Network Information
Center. The top-level domains were assigned organizationally and by country.
These domaia names follow the intemational standard ISO 3166. Two-letier and
three-letter abbreviations are used for countries, and various abbreviations are
reserved for use by organizations, as shown in the following example.

DNS domain pame abbreviation  Type of orgacization

com Commercial (for example, microsofi.com)

edu Educational (for example, mitedu for Massachusetts
Institute of Technology)

2oV Government (for example, nsf.gov for Lhe National
Science Foundation)

org Noncommercial organizations (for example,
{idonet.org for FidoNet)

et Networking organizations (for example nsf.net for
NSFNET)
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Each DNS domain is administered by different organizations, which usually break
thest domains nlo subdomains and assign administration of the sutxlomains Lo other
organizations. Each domain has a unique name, and each of the subdomains have
umigue names within their domains. The label for each network domaim is « same of
up to 63 characters. The fully qualified domain name (FQDN), which includes the
numes of all network domatns leading back to the root, is unique for each host va
the Taternet. A particutar DNS name could he similar to the following, for a
commercial fiosk:

accovnting. trey.com

DNS uses a client-server model, where the DNS servers contain information about
3 portion of the DNS database and make this information available 10 clienis, called
resolvers, that query the name server across the network. DNS name servers are
programs that store information about parts of the domain name space called zones.
The administrator for 3 domain sets up name servers that contain the database files
with all the resource records describing all hosts in their zones. DNS resolvers are
clients that are Irying to use name servers to gain information about the domain
name space.

Windows NT includes ihe DNS resolver functionality used by NetBIOS over
TCPAP and by Windows Sockets connectivity applications such as ftp and telnet 1o
guery the name server and interprel the responses.

The key task for DNS is to present friendly names {or users and then tesolve those
names to [P addresses, as required by the internetwork. Name resolution is provided
through DNS by the name servers, which interpret the information ina FODN 1o
find its specyfic address. If a local name server doesn’t contain the data requested in
1 query, 1t sends back names and addsesses of other name servers that could contain
the information. The resolver then quenies the other name servers until i finds the
specific name and address it needs. This process is made faster because name
servers continuously cache the information leamed about the domain name space as
the resuh of quertes.

Al the resolver software niecessary for using DNS on the Internet is installed with
Microsoft TCP/IP. To use DNS for TCPAP name resolution, you specify options in
the DNS Configuration dialog box. For more information, see Chapter 2,
“Installing and Configuring Microsoft TCP/IP and SNMP.”

On computers with Windows NT Server 3.5, Windows NT Workstation 3.5, or
Windows for Workgroups 3.11 with Microsoft TCP/IP-32 installed, Windows
Socket applications can use either DNS or NetBIOS over TCP/IP for name
resolution.
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The following table compares DNS versus WINS name resolution.

WINS Versus DNS Name Resolution

Name provider capabilities WINS DNS

Provides scalable naming authority for large Yes Yes

internetworks

Provides a dynamic, distributed naming authority Yes Not dynamic

for TCP/IP network names

Suppons MX records for electronic mail No Yes

Supports recursion and refemal for name resolution  No Yes

Provides hierarchical naming and resolution No Yes

scheme

Includes DNS name server No Yes

Tncludes DNS name resolution client Yes Yes

Provides static name resolution Yes {opticnal)  Yes {only)

Queries DNS servers Yesl Yes

Provides name server in operaiing system Yes Na

Resolves NetBIOS-compatible names Yes No

Provides a name resolution solution for large peer-  Yes No

based TCP/IP networks (50,000+ systems)

Supports aviomatic name registration For WINS No
clients only

Supponts dynamic NetBIOS name registration and =~ VYes No

resolution

Supports managing hosts configured via DHCP Yes No

Supports easy agministration, including browsing  Yes No

and managing dynamic and static registrations

Centralizes management of the name database Yes No

Defines server replication partners and policies Yes No

Aldleviates LMHOSTS management requirements  Yes No

Reduces IP broadenst iraffic in Windows-based Yes No

internetworks

! Quenes DNS servers vis Windows Sockets applications o1, for Wiadows networking applications,

vig NetBIOS over TCP/IP (afier using WINS first)
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SNMP

Simple Network Management Protocol (SNMP) is used by administrators (o
monitor and control remote hosts and gateways on an internetwork. The

Windows NT SNMP service allows a Windows NT computer to be monitored
remotely but does not include an application to monitor other SNMP sysiems on the
network.

Note You must instal] the SNMP service 1o use the TCP/IP performance counters
in Performance Monitor, as described in Chapter 8, "Using Performance Monitor
with TCPAP Services.”

SNMP is a network management protocol widely vsed in TCPAP nerworks. These
kinds of protocols are used to communicate between a management program run by
an administrator and (he network management agent ruaning on a host or galeway.
These protocols define the form and meaning of the messages exchanged, the
representation of names and vajves in the messages, and administrative
relationships among hosts being managed. SNMP defines a set of variables that the
host must keep and specifies that all operations on the gateway are side effects of
getting, putting, or setting the data variables. Because different network-
management services are used for different types of devices or for different
network-management protocols, each service has its awn set of objects. The entire
set of objects that any service or protocol uses is referred to as its management
information base (MIB}.

The Windows NT SNMP service includes MIB I {based on RFC 1213} and LAN
Manager MIB 11 plus MIBs for DHCP and WINS servers, as described in
Appendix A, “MIB Object Types for Windows NT.” The SNMP service allows
SNMP-based managers to perform standard SNMP commands, such as reading the
counters in the standard M1Bs included with the service. Windows NT SNMP has
an extensible architecture, so it can be used to create custom functionality on a
Windows NT computer, such as starting and stopping specific services or shutting
down the system.
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The SNMP service works with any computer running Wiadows NT and the TCP/IP
protocol. With the SNMP service, a Windows NT computer can repon its current
status to an SNMP management system on a TCP/IP network, The service sends
status information 1o a host in two cases:

= When a management system requests such information

= Whea a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts, and it can also
report network-management information to one or more hosts, in discrete blocks of
data called raps.

The SNMP service uses the unique host names and [P addresses of devices to
recognize the hosi(s) to which it reports information and from which it receives
requests.

When a network manager requests information about a device on the network,
SNMP management software can be used to determine object values that represent
network status. MIB objects represent various types of information about the
device. For example, the management station might request an object called
SvStatOpen, which wouid be the total number of files open on the Windows NT
computer,

The SNMP service for Windows NT supports multiple MIBs through an agent
Application Programming Interface (API) extension interface. At SNMP service
startup time, the SNMP service Joads all of the extension-agent dynamic link
libraries {DLLs) that are defined in the Windows NT Registry. Two extension-
agent DLLs come with Windows NT; others may be developed and added by users,
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Installing and Configuring DHCP

Servers

A Dynamic Host Configuration Protocol (DHCP) server is a Windows NT Server
computer runaing Microsoft TCP/IP and the DHCP-compatible server software.
DHCP is defined in Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

This chapter describes how (o install and roanage servers to support DHCP in
Windows NT and also presents strategies for implementing DHCP. The following
topics are included in this chapter:

»  Overview of the DHCP client-server model

» Installing DHCP servers and using DHCP Manager

» Defining DHCP scopes

= Configuring DHCP options

»  Administering DHCP clients

= Managing the DHCP database files

« Troubleshooting DHCF

» Advanced configuration parameters for DHCP

= Guidelines for setting local policies

e Planging a strategy for DHCP

Important If you want to use a DHCP server to support subnetworks that span
multiple routers, you may need  firmware upgrade for your routers. Your routers
must support RFCs 1533, 1534, 1541, and 1542,

To find out about DHCP-relay agent support, contact your router vendor. For more
information, refer to REC1542.TXT available via anooymous FTP from
fip.internic.net:/ric.
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Overview of DHCP Clients and Servers

Configuring DRCP servers for a network provides these benefits:

= The administrator can centrally define global and subnet TCP/IP parameters for
the entire internetwork and define parameiers for reserved clients,

= Client computers do not require manual TCP/IP configuration. When a clieat
computer moves between subnets, it is reconfigured for TCP/IP automatically at
system starfup time.

DHCP uses a client-server model. The network administrator establishes one or
more DHCP servers that maintain TCP/IP configuration information to be provided
to clients that make requests.

The DHCP server database includes the following:

= Valid configuration paramelers for all clients on the internetwork.

¢ Valid IP addresses maintained in a pool for assignment to clients, plus reserved
addresses for manual assignment.

= Duraiion of Jeases and other configuration parameters offered by the server. The
tease defines the leagth of time for which ihe assigned 1P address can be used.

A Windows NT computer becomes a DHCP clieat if the Enable Automatic DHCP
Configuration option is checked in the Windows NT TCP/IP Installation Options
dialog box. When a DHCP client computer is starfed, it communicates with a
DHCP server to receive the required TCP/IP configuration information. This
configuration information ncludes at least an P address and submask plus the lease
associated with the configuration.

Note DHCP clieat software is part of the Microsoft TCP/IP-32 for Windows for
Workgroups software and the Microsoft Network Client 2.0 software that are
included on the Windows NT Server compact disc. For information about installing
this software, see the Windows NT Server Insialiation Guide.

For an overview of how DHCP works, see “Dynamic Host Configuration Protocol”
in Chapter 3, “Networking Coneepis for TCP/IP.”

Note DHCP can be monitored using SNMP, For a list of DHCP MIB object 1ypes,v
see Appendix A, “MIB Object Types for Windows NT.”
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Installing DHCP Servers

You install a DHCP server as part of the process of installing Microsoft TCP/IP.
These instructions assume you have already installed the Windows NT Server
operating system on the computer.

Caution Before installing a new DHCP server, check for other DHCP servers on
the network {o avoid interfering with them.

You must be 3 member of the Administrators group for the computer you are
installing or administering as a DHCP server,

» Toinstall a DHCP server

1. Start the Network option in Control Panel. When he Network Settings dialog
box appears, choose the Add Software button to display the Add Network
Software dialog box.

2. In the Network Software list box, select TCP/IP Protocol And Related
Componeats, and then choose the Continue button.

3. In the Windows NT TCP/IP [nstallation Options dialog box, check the
appropniate options 1o be ipstalled, including at least DHCP Server Service.
Also check SNMP Service if you want to use Performance Monitor or SNMP {0
monitor DHCP.

4. Choose the OK button. Windows NT Setup displays a message asking for the
full path to the Windows NT Server distribution files. Provide the appropriate
location, and choose the Continue bution.

All pecessary files are copied to your hard disk. When the Network Setlings
dialog box reappears after you finishing configuring TCP/IP, choose the OK
button.

5. Complete all the required procedures for manually configuring TCP/IP as
described in “Configuning TCP/IP” in Chapter 2, “Installiog and Configuring
Microsoft TCP/IP and SNMP.”

f this DHCP server is multthomed (has multiple network adapters), you must
use the Advanced Microsoft TCPAP Configuration dialog box to specify P
addresses and other information for each network adapier.

Also, if any adapter on the DHCP server is connected to a subnet that you do pot
want this server to support, thep you must disable the bindings to that subset for
the particular adapter. To do this, choose the Network option in Control Panel,
then choose the Bindings button in the Network Settings dialog box and disable
the related binding,

Note You cannot use DHCP to automatically configure a new DHCP server,
because a computer cannot be a DHCP client and server simultapeously,
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All the appropriate TCP/IP and DHCP software is ready for use after you reboot
the computer.

The DHCP Client service is a Windows NT service running on a Windows NT
computer. The supporting DHCP client software is aotomatically instalied for
computers ruaning Windows NT Server or Windows NT Workstation when you
install the basic aperating system software.

The Microsoft DHCP Server service starts automatically during system startup if
you have inslalled this service. You will probably want o pause the service while
you are configuring scopes for the first time.

D

» To pause the DHCP Server service at any Windows NT computer
1. In Control Panel, choose the Services icon.
01~
In Server Manager, choose Services from the Computer menu.
2. In the Services dialog box, select the Microsoft DHCP Server service.
3, Choose the Panse button, and then choose the Close bution.

You can also start, stop, and pavse the DHCP service af the command prompt using
the commands net start dhepserver or net stop dhepserver or net pause
dhcpserver.

Using DHCP Manager

The DHCP Manager icon is added to the Network Administration Tools group in
Program Manager when you set up a Windows NT Server computer 1o be a DHCP
server. You must use DHCP Manager to perform these basic tasks:

= (Create one or more DHCP scopes fo begin providing DHCP services

x Define properties for the scope, including the lease duration and IP address
ranges to be distributed to potential DHCF clients in the scope

= Define default values for options such as the default galeway, DNS server, or
WINS server lo be assigned together with an [P address, or add any custom
options

The procedures for completing these tasks are described in the following sections.
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» Tostart DHCP Manager

@ ¢ Double-click the DHCP Manager icon in the Network Administration group ia
Program Manager.

-Or-
Al the command prompt, type start dhcpadmn and press ENTER.
DHCP Manager window shows the local computer the first time you start DHCP

Manager. Subsequently, the window shows a list of the DHCP servers to which
DHCP Manager has connected, plus their scopes. The status bar reports the current

DHCP Manager activities.
Select a server or scope name This fist shows the DHGP oplions for the
o expand or contract the fist of servers. selected scope, and the ican shows

whether it is a global or scope option.

vt Y e " g e

DHCP Manager- 120601

The icon shows whether Drag the split bar t2 size the panss.
a scope is activaled.

important When you are working with DHCP Manager, all computer nares are
DNS host names only, such as accounting.trey.com, The NetBIOS computer
nayses used in Windows networking are not allowed.
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P To connect to a DHCP server

1. From the Server menu, choose the Add command.

F Add DHCP Sesver to Server List

! Cntem the addeess of the OHOP server o add o
the &st of servesy

DHCP Server: |11.101.5.43

2. Inthe Add DHCP Server To Known Server List dialog box, type the DNS short

namie or [P address for the DHCP server you want {o connect to, and then

chnnna tha N hifan
LUUGOC b WA UUUIE,

For example, type an address such as 11.1.26.3¢ or type 2 DNS name such as
eorpl1.trey.com ia this box.

b To disconsect from a selected DHCP server

D DYy I‘»}':WA Dbmh!lﬂ ~
Wl ¥ 111Vl WIRAJSL (LIDUY S, O

Defining DHCP Scopes

A DHCP scope is an administrative grouping of corapuiers running the DHCP
Client service. You will create a scope for each subnet on the network to define
parameters for that subnet.

Each scope has the foltowing properties:

= A unique subnet mask used to determine the subpet related to a given IF address
= A scope name assigned by the adminisirator when the scope is created
e Lease duration values to be assigned to DHCP clients with dynamic addresses
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Creating Scopes

You must use DHCP Manager to create, manage, Or TEmOVE SCOPES.

P Tocreate a new DHCP scope

1. In the DHCP Servers list in the DHCP Manager window, select the server for
which you want to create a scope.

2. From the Scope meny, choose Create.

& Create Stope - 127.0.0:1 l
" IP Address Pool

Stat Adcress: 11018 1| Eycluded Addesser
Abher 11101025

End Addere [1T 101 50 25 01.50
Subnet Mask: [255 255 0 O

Exchiion Dange:

Start Address: [ . ]
tnd Address: S &
[Leaxe Duration
O Unsmited

@® Limited To: Dgy[:} Hourls] Minales

3. To define the available range of IP addresses for this scope, type the begianing
and ending TP addresses for the range in the Start Address and End Address
boxes.

The IP address range will include the Start and End values.

Note You must supply this information before this scope can be activated.

4, In the Subnet Mask box, DHCP Manager proposes a subaet mask, based on the
IP address of the Start and Eod addresses. Accept the proposed value, unless you
know that a different value is required.
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5. To define excluded addresses within the IP address pool range, use the
Exclusion Range controls, as follows:

= Type the first IP address that is part of the excluded range in the Start
Address box, and type the last number in the End Address box. Then choose
the Add button. Continue to define any other excluded ranges in the same
way.

» To exclude a single IP address, type the number in the Start Address box.
Leave the End Address box empty and choose the Add button.

» To remove an IP address or range from the excluded range, select it in the
Excluded Addresses box, and then choose the Remove button.

'The excluded ranges should include aii IP addresses that you assigned manuaily
to other DHCP servers, non-DHCP clients, diskless workstations, or RAS and

PPP clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To.
Then type values defining the number of days, hours, and seconds for the length
of the address lease.

If you do not want IP address leases in this scope to expire, select the Unlimited

LEiEIE N

~1
e s

In the Name hox_ tvne 2 scone name
. In the Name box, type 2 scope name.
This is any name you want to use to describe this subnet. The name can include
any combination of letters, numbers, and hyphens. Blank spaces and underscore

characters are also allowed. You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK button.

Note When you finish creating a scope, a message reminds you that the scope has
not been activated and allows you to choose Yes to activate the scope immediately.
However, you should not activate a new scope until you have defined the DHCP
options to be configured for this scope.

Now you can continue with the procedures described in “Configuring DHCP
Option Types” and “Administering DHCP Clients” later in this chapter. After you
have configured the options for this scope, you must activate it so that DHCP client
computers on the refated subnet can begin using DHCP for dynamic TCP/IP
configuration.

b To activate a DHCP scope
e From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is
currently active.
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Changing Scope Properties

The subnet identifiers and address pool make up the properies of scopes. You can
change the properties of an existing scope.

» To change the properties of a DHCP scope

1. In the DHCP Servers list in the DHCP Manager window, select the scope for
which you want to change properties, and then from the Scope menu, choose
Propesties.

—Or-
In the DHCP Servess list, double-click the scope you want to change.

2. In the Scope Properties dialog box, change any values for the IP address pool,
lease duration, or name and comment as described earlier in “Creating Scopes”
or in online Help.

3. Choose the GK button.

Removing a Scope

When a subnet is no longer in use, or any other time you want to remove an existing
scope, you can remove it using DHCP Manager. If any TP address in the scope is
still leased or in use, you must first deactivate the scope until all client leases expire
or all client lease exiension requests are denied.

b To remove a scope

1. In the DHCP Servers list in the DHCP Manager window, select the scope you
want {o remove.

2. From the Scope menu, choose Deactivate. (This command name changes 10
Activate whex the scope is not active.)

The scope must remain deactivated until you are sure the scope is not in use.
3. From the Scope meny, choose Delete.
The Delete command is not available for an active scope.

Configuring DHCP Options

The coufiguration parameters that a DHCP server assigns to a client are defined as
DHCP options using DHCP Manager. Most options you will want to specify are
predefined, based on standard parameters defined in RFC 1542.

Whes you configure a DHCP scope, you can assign DHCP options to govem all
configuration parameters. You can also define, edit, or delete DHCP options. These
tasks are described in the following sections.
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Assigning DHCP Configuration Options
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Bestdes the IP addressing information, other DHCP configuration options to be
passed to DHCP clients must be configured for each scope. Options ¢an be defined
globally for all scopes on the current server, specifically for a selected scope, of for
individual DHCP clients with reserved addresses.

= Active global options always apply unless overndden by scope options or
DHCP chent setlings.

s Active options for a scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The bult-in options are described in “Predefined DHCP Client Configuration
3

Dintinne” lates 1 thic
\JFALVH\) AR ERE UALLD

rhantar
Lrigpivg.

Note Lease duration is defined for the scope in the Create Scope dialog box.

To assign DHCP configuration options

TNITAT O

1. In the DHCP Servers list in ihe
want o configure.

TAEYN ) S

DHCY Manager window, select ihe scope you

2. From the DHCP Options menu, choose the Global or Scope command,
depending on whether you wan 1o define option settings for all scopes on the
currently selected server or the scope cumently selected in the DHCP Manager
window.

DHCP Options: Giobal

Opbions for: Serves 11.101.198.181

Uruzed O poonx:
(02 Twme Difzat
B804 Time Sesver
005 ONS Sesvaus
007 Log Servess
898 Cookie Servers
010 Imprest Servery ;
011 Retowres Losstion Servel#]

Comment Anay of 10uter addretses ordered by pieleence
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3. Inthe Unused Optiogs list in the DHCP Options dialog box, select the name of
the DHCP option that you want to apply, and then choose the Add button to
move the name to the Active Options List.

This list shows both predefined options and any custom options that you added.

For example, if you want 10 specify DNS servers for coruputers, select the
option named DNS Servers in the Unused Options list and choose the Add
button,

If you want to remove an active DHCP option, select its name in the Active
Options box, and then choose the Remove button.

4. To define the value for an active option, setect its name in the Active Options
box, and choose the Values button. Then choose the Edit button, and edit the
information in the Current Value box, depending on the data type for the option,
as follows:

= For an IP address, type the assigned address for the selected option

v For a number, type an appropriate decimal or hexadecimal value for the
option

» For a string, type an appropriate ASCII string containing letters and numbers
for the option

For example, to specify the DNS name servers to be used by DHCP clients,
select DNS Servers in the Active Options list. Then choose the Edit button and
type a List of IP addresses for DNS servers. The list should be in the order of
preference.

For details about the Edit Array and Edit Address dialog boxes, see the online
Help.

S. When you have completed all vour changes, choose the OK button,

Tip 1f you are using DHCP 1o configure WINS clients, be sure to set options #44
WINS Servers and #46 Node Type. These options will allow DHCP-configured
computers 1o find and use the WINS server automatically.
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Creating New DHCP Options

You can add custom parameters to be included with DHCP client configuration
informpation. You can also change values or other ¢lements of the predefined DHCP
options. The option you add will appear in the list of available DHCP options in the
DHCP Options dialog boxes for defining options globally, per scope, and per
individual reserved DHCP client.

» To add new DHCP options
1. From the DHCP Options menu, choose Defaults.

2. In the Option Class list in the DHCP Options: Default Values dialog box, select
the class for which you want to add new DHCP oplions, and then choose the
New button.

The option class can include the DHCP standard options or any custom options
that you add.

3. ln the Name box of the Add Option Type dialog box, type a new option name.
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4. From the Data Type list, select the data type for this option as described in the
following list. If this data type represents an array, check the Array box.

Data type Meaning

Binary Value expressed as an array of bytes
Byte An 8-bit, unsigned integer
Encapsulated An array of unsigned bytes

IP address An IP address of the form w.x.y.z
Long A 32-bit, signed integer

Long integer A 32-bit, unsigned integer

String An ASCII text string

Word A 16-bit, unsigned intcger

If you select the wrong data type, an error message will appear or the value will
* be truncated or converted to the required type.

5. In the Identifier box, type a unique code number to be associated with this
DHCP option. This must be a number between 0 and 255.

6. In the Comment box, type a description of the DHCP option, and then choose
the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the
Edit button, and type the value to be configured by default for this DHCP
option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP
options.

» To delete a custom DHCP option
1. From the DHCP Options menu, choose Defaults.

2. In thc DHCP Options: Default Valucs dialog box, sclect the related class in the
Option Class list.

3. In the Option Name list, select the option you want to delete, and then choose
the Delete button.
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Changing DHCP Option Values

You can change the values for the predefined and custom DHCP options for
configuring clients. For example, you could change the default values for these
built-in options:

v 3 = Rouler, to specify the [P addresses for the routers on the subnet

= 6= DNS Servers, to specify the [P addresses of the DNS name servers used at
your site

= 15 = Domain Name, to specify the DNS domain names to be used for host name
resolunon

P Tochange a DHCP option vaiue
1. From the DHCP Options meny, choose Defaults,

(ption Cjase: lDHCP Standard Opbon

Bption Name: [005 Name Sarvary

Comment:  Array of time server addreszes, by pezderence
Vakoe

IF Address  [11.101.8.165
11.101.5.158
L 111011214

2. In the Optiop Class hist in the DHCP Options: Default Values dialog bax, select
the option class for which you want to change values.

3. If you want to change the default value for an option, select the option you want
to change i the Option Name List, choose the Edit button, and then type a new
value in the Valve box.

Choosing the Edit button displays a special dialog box for editing strings, arrays
of IP address, or binary values. For information about using the special editing
dialog boxes, see the online Help for DHCP Manager.

4. If you want to change basic elements of a custom option, select it in the Option
Name list, and then choose the Change bution.

You can change the name, data type, 1dentifier, and comment for 2 DHCP
optiog, following the procedures described earlier in “Creating New DHCP
Options.”

5. When you complete 2li the changes you want to make, choose the OXK bufion.
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Defining Options for Reservations

You can assign DHCP options and specify custom values for DHCP clients that use

reserved IP addresses.

For information about how to reserve P configuration information for DHCP
clients, see “Managing Client Reservations” lates in this chapter.

» To change DHCP options for reservations

1. From the Scope menu, choase Active Leases.

2. In the [P Address list of the Active Leases dialog box, select the reserved
address whose options you wan! to change, and then choose the Options button.

The Options button is only available for reserved addresses; it is not available

for DHCP clients with dynamic addresses.

Dptions tor: 11.105.45.67
Uoured Dptions:

Comment: Amay of DNS servess, by prefasence

002 Twme Giizet 003 Router Iw; ' S
004 Time Server (05 BNS Sevazs E

05 Hame Serears g 003 LPA Serven: U | e
007 Log Servers D12 Host Nome 1B G
008 Cookie Servers

010 tpeets Servors

011 Resowrce Locabon Sarvgi¥

DHCP Oplions: Heservalion

Active Opbont:

P Address

11.104.67.54

3. ln the DHCP Options: Reservation dialog box, select an option name in the

Unused Options list, and then choose the Add button to move the name to the

Active Options list.

1f you want to remove 2 DHCP option that has been assigned to the scope, select
its name in the Active Options box, and then choose the Remove butten.

4. To change a value for an option selected in the Active Options List, choose the

Value button. Then choose the Edit button and enter 2 new value in the Current

Value box.
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Predefined DHCP Client Configuration Options

The tables in this section describe the predefined options available for configuration
of DHCP clients. These options are defined in RFC 1533,

Basic Options

Cede Option name Meaning

0 Pad Causes subsequent fields o align on word boopdaries.

PAN End Indicates ead of options in the DHCP packet,

2 Time offset Specifies the Universal Coordinaied Time (UCT) offset
in secoads.

3 Router Specifies a list of 1P addresses for routers on the client’s
subnet.!

4 Time server Specifies a list of IP addresses for time servers available
to the client.!

§ Name servers Specities a fist of [P addresses for name servers
available to the client)

6 DN servers Specifies a list of [P addresses for DNS pame servers
availabie (o the client i

7 Log scrvers Specifies a list of [P addresses for MIT_LCS User
Dalagram Protocol (UDP} log servers available to lhe
client.

8 Cookie servers Specifies a list of IP addresses for RFC 865 cookie
servers available to the client!

9 LPR servers Specifies a fist of IP addresses for RIFC 1179 hine-printer
servers available to the client.t

10 Impress servers Specifies a list of TP addresses for Imagen Impress
servers available o the client!

i Resource location  Specifies a list of RFC 887 Resource Location servers

servers available to the clientd
12 Host name Specifies the host name of up to 63 characters for the

client. The name most start with a letter, end with 3
Jetter or digit, and have as interior characers only
letters, numbers, and hypbens. The name can be
qualified with the locatl DNS domain name.

13 Boot fle size Specifies the size of the defaull boot image e for Lhe
client, in 512-octet blocks.

I List is specified in order of preference.
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Basic Options (continued)

Code Option name Meaning

14 Merit dump fite Specifies the ASCH path name of a file where the
client’s core image is Jumped if a crash occurs.

15 Domain narme Specifies the DNS domain name the client should use
for DNS host nare resolulion.

16 Swap server Specifies the [P address of the client’s swap server.

17 Root path Specifies the ASCII path name for the chient’s root disk.

18 Exicnsions path Specifics a file retrievable via TFTP containing

information interpreted the same as the vendor-extension
field in the BOOTP response, excepi the file length is
unconstrained and references to Tag 18 in the file are
ignored.

1 List is specified in order of preference.,

The following table lists TP Jayer parameters on a per-host basis.

IP* Layer Parameiers per Host
Code Option name " Meaning
19 [P fayer forwarding  Enables or disables forwarding of [P packet for this
client. 1 enables forwarding; 0 disables it.
20 Nonlocal source Enables or disables forwarding of dalagrams wilh non-
: roufing local source routes. 1 cnables forwarding; O disables it.
21 Policy filter masks  Specifies policy filters thal constst of a list of pairs of [P
arddresses and masks specifying destination/mask pairs
for fillering nonlocal source routes. Any source routed
datagram whose next-hop address does not match a
filter will be discarded by the client.
22 Max DG Specifies the maximum size dalagram that the client can
reassembly size reassemble. The minirpum value is 576.
23 Default time-1o- Specifies the default time-lo-five (TTL) that the client
five uses on outgoing datagrams. The value for the octet is a
number between 1 and 255.
24 Path MTU aging Specifies the timeoul in seconds for aging Path
timeoul Maxirnem Transmission Unit (MTU) values (discovered
by the rmechanism defined in RFC 1191).
25 Path MTU platcau  Specifies a table of MTU sizes to use when performing
table Path MTU Discovered as defined in RFC 1191, The

table is sorted by size from smallest to fargest. The
minimum MTU valve is 68.
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The foliowing table lists IP parameters on a per-interface basis. These options
affect the operation of the IP layer on a per-interface basis. A client can issue
multiple requests, one per interface, to configure interfaces with their specific

parameters.

IP Parameters per interface

Code Option name Meaning

26 MTU option Specifies the MTU discovery size for this interface, The
minimum MTU value is 68,

27 Al subnels are Specifies whether the client assumes that all subnets of

28

29

36

31

2

focal

Broadcast address

Perform mask
discovery

Mask supplier

Perform router
discovery

Router solicilation
address

Static route

the client’s mternetwork use the same MTU as the local
subpet where the client is connecied. 1 indicates that all
subnets share the same MTU; 0 indicates that the client
should assume some Subnels may have smaller MTUs.

Speifies the broadcast address used on the client’s
subgel.

Specifies whether the client should use Internet Control
Message Protocol (ICMP) for subnet mask discovery.

1 indicates the client should perform mask discovery;
@ indicates the ¢lient should not.

Specifies whether the client should respond to subnet
mask requests using ICMP. 1 indicates the clieat should
respond; ( indicates the client should not respond.

Specifies whether the client should solicit rowters using
{he router discovery method in RFC 1256. 1 indicales
that the chient should perform router discovery; 0
indicates that the client should not use it.

Specifics the TP address o which the client submits

Specifies 2 tist of [P address pairs that indicate the static
routes the clienl shoutd install in its routing cache. Any
multiple routes lo the same destination are listed in
descending order or priority. The routes are
destination/ronter address pairs. (The default route of
0.0.0.0 is an illegal destination for a static route.)
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The following table lists link layer parameters per interface. These options affect
the operation of the data link layer on a per-interface basis,

Ligk Layer Parameters per Interface

Code Option name

Meaning

34 Trailer
encapsulation

35 ARP cache timeout

36 Ethernet

encapstlation

Specifies whether the client should negotiate use of
trailers (REC 983) when using the ARP protocol. 1
indicates the client should atlempt to use trailer; 0
indicates the client should not use trailers.

Specifies the timeout in seconds for ARP cache entries.

Specifies whether the client should use Ethernet v. 2
(RFC 894) or TEEE 802.3 (RFC 1042) encapsulation if
the interface ts Ethemet. 1 indicates that the client
should use RFC 1042 encapsulation; 0 indicates the
client should use RFC 894 encapsufation.

The following table shows TCP parameters. These options affect the operation of -
the TCP layer on a per-interface basis.

TCP Parameters

Code Option name

Meanlog

37 Default time-to-
live

38 Keepalive interval

39 Keepalive parbage

Specifies the default TTL the client showld use when
seading TCP sepments. The minimum value of the octet
is1.

Specifies the interval in seconds the client TCP should
wait before seoding 2 keepalive message ona TCP
connection. A value of 0 indicates that the client should
oot send keepalive messages on connections unless
specifically requested by an application.

Specifies whether the client should send TCP keepalive
messages with an octel of garbage data for comapatibility
with older implementations. 1 indicates that a parbage
octet should be sent; ( indicates that it should pot be
senl.
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The following table shows application layer parametess. These miscellaneous
options are used to configure applications and services.

Application Layer Parameters per

Code Option name Meaning

40 NIS domain name  Specifies the name of the Network Information Service
(NIS) domain as an ASCH string.

41 NIS servers Specifies a list of 1P addresses for NIS servers available
1o the client.!

42 NTP servers Specifies 2 list of IP addresses for Network Time

Protocal (NTP) servers available to the client.!

b List is specified in order of preference.

The following options are for vendor-specific information.

Yendor-Specific Information

Code Option name Meaning
43 Vendor specific Binary information used by clienis and servers 10
info exchange vendor-specific information. Servers nol

equipped to interpret the information ignore it, Clients
that don’t receive the information altempt fo operate

without it.

NetBIOS over TCP/IP

Code Option name Meaning

44 WINS/NBNS Specifies a list of 1P addresses for NetBIOS pame
servers servers (NBNS)!

45 NetBIOS over Specifies 2 list of [P addresses for NetBIOS datagram
TCP/iP NBDD distribution servers (NBDDY.I

46 WINS/NBT node  Allows configurable NetBIOS over TCP/P dlients io
type be configured as described in REC 1001/1002, where

1=b-node, 2=p-node, 4=m-node, and B=h-node.
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NetBIOS over TCP/IP {continued)

Code Option name Meaning
47 NetBIOS scope [D Specifics as a string that is the NetBIOS over TCP/IP
Scope ID for the ctient, as specified in RFC 1001/1002.
48 X Window system  Specifies 3 list of IP addresses for X Window font
fonl servers available 1o the clieat.s
49 X Window system  Specifies g list of IP addresses for X Window System
display Display Manager servers available to the client.t

¥ List is specified in order of preference.

DHCP Extensions

Code QOption name Meaning

58 Renewal (Tf)time  Specifics the time in seconds from address assignment
valug until the client enters the renewing state.

59 Rebinding (T2) Specifies the time in seconds from address assignment
time value untii the client enters the rebinding state.

Administering DHCP Clients

After you have esiablished the scope and defined the range of available and
excluded IP addresses, DHCP-enabled clients can begin using the service for
autornatic TCP/IP configuration.

You can use DHCP Manager to manage individual client leases, including creating
and managing reservations for dieiis.

Tip You can use the ipconfig utility to troubleshoot the [P configuration on
computers that use DHCP, as described in Chapter 11, “Utilities Reference.” You
can also use tpconfig on TCP/IP-32 clients on Windows for Workgroups 3.11
computers and on computers runaing Microsoft Network Client version 2.0 for
MS-DOS.
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Managing Client Leases

The lease for the [P address assigned by a DHCP server has an expiration date,
which the client must renew if it is going 10 continue {0 use that address. You can
view the lease duration and other information for specific DHCP clients, and you
can add options and change settings for reserved DHCP clients.

» To view clien{ lease information

L. Inthe DHCP Servers list in the DHCP Manager window, select the scope for
which you want to vicw or change client information.

2. From the Scope meny, choose Active Leases.

cive Lesses 1120100 |

CEent
[ 11200 0.1 (ANNIER2) - Hereivation
gn.zm.azzm HamP3] - Reservation

[ Sord Qedet
@® Sort laassy by [P Addeess

O Sost leases by Name

{7 Show Reservabons Dndy

3. o the Active Leases dialog box, sclect the compuler whose lease you want to
view in the IP Address list, and then choose the Properties button.

If you want to view only clients that use reserved IP addresses, check the Show
Reservations Only box.

4. In the Client Propenties dialog box, you can view the unique identifier and other
client information, including the lease expiration date.

. tﬁent%eﬂies -

1P Address: amoe a ]

Ursque tdentifier: | 24085742 |
Cheot Nome:  WANMIEP? ]

Chord Commmmt:  {Hel 2diman mactone
Leaze Eprsr 1894/09715 2853

Note You can only edit the name, unique ID, and comment, or choose the
Options bufton i the Client Properties dialog box for clients with reserved [P
addresses.
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For information about the Options button in this dialog box, see “Defining Options
for Reservations” earlier in this chapter.

You can cance] the DHCP configuration information for a DHCP client that 1s no

longer using an IP addsess or for all clients in the scope. This has the same effect as
if the client’s lease expired—the next time that client computer starts, it must enter
the rebinding state and obtain new TCP/IP configuration information from a DHCP

server.

important Delete only entries for clients that are no longer using the assigned
DHCP configuration, Deleting an active client could result in duplicate IP addresses
on the network, because deleted addresses will be assigned to new active clients.

You can usc ipconfig /release at the command prompt for a DHCP client computer
to delete an active client entry and safely free its 1P address for reuse.

B To cancel a client’s DHCP configuration
1. Make sure the chient is not using the assigned IP address.

2. Inthe IP Client list of the Active Leases dialog box, select the client you want to
cancel, and then choose the Delete button.

Managing Client Reservations

You can reserve a specific IP address for a client. Typically, you will need to
reserve addresses in the following cases:

s For domain controllers if the network also uses LMHOSTS files that define IP
addresses for domain controllers

= For clients that use [P addresses assigned using another method for TCP/IP
configuration

= For assignment by RAS servers to non-DHCP clients

= For DNGS servers

1f multiple DHCP servers are distributing addresses in the same scope, the client

- reservations on each DHCP server should be identical. Otherwise, the DHCP
reserved client will receive different [P addresses, depending on the responding
server.

Important The [P address and static name specified in WINS take precedence over
the IP address assigned by the DHCP server. For such clients, create client
reservations with the IP address that is defined in the WINS database.
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» Toadd a reservation for a client
1. From the Scope menu, choose Add Reservations.

4,

4dd Reserved Clients

LR R

{P Addraax:

Unitwe |dentifier, | 080626263308 |

Chent Namer (mmum I

Client Comment: ’

In the Add Reserved Clienis dialog box, type information {o identify the first
reserved client: '

[P Address specifies an address from the reserved address pool. You can
specify any reserved, unused IP address. DHCP Manager checks and warns
you i 2 duplicate or nonreserved address is entered.

Unique Identifier nsually specifies the media access control (MAC) address
for the client computer’s network adapter card. You can deterraine this
address by typing net config wista af the command prompt on the client
computer.

Client Name specifies the computer name for this clien). This is used for
identification purposes only and does not affect the actual computer name for
the client. This is nof available for MS-DOS—based chients; in this case, only
the Unique Identifier appears.

Client Comuoent is any optional text that you enter io describe this client.

Choose the Add button to add the reservation to the DHCP database. You can
continue fo add reservaiions without dismissing this dialog box.

When you have added all reservations, choose the Close button,

After the [P address is reserved in DHCP Manager, the client computer aust be
restarted to be configured with the new IP address.

If you want to change a reserved IP address for a client, you have fo remove the old
reserved address and add a new reservation. You can change any other inforraation
about a reserved client while keeping the reserved IP address.
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» To change the reserved IP address

1. Make sure the reserved client is not using the old IP address. To do this, shut
down the client computer immediately after issuing the ip config/release
command on that client computer.

2. Inthe Active Leases dialog box, select the reserved IP address in the Client list,
and choose the Delete button. Then choose the OK button.

3. From the Scope menu, choose Add Reservations, and then enter information for
a new reservation as described earlier in this section.

» To change basic information for a reserved client
1. From the Scope menu, choose Active Leases.

2. In the Client list of the Active Leases dialog box, select the address of the
reserved client that you want to change, and then choose the Properties button.

3. In the Client Properties dialog box, change the unique identifier, client name, or
comment, and then choose the OK button.

Note You can only change values in the Client Properties dialog box for
reserved clients.

You can also view and change the options types that define configuration
parameters for selected reserved clients by choosing the Options button in the
Client Properties dialog box. Changing options for a reserved client follows the
same procedure as use to originally define options, as described in “Defining
Options for Reservations” earlier in this chapter.

Managing the DHCP Database Files

The following files are stored in the \systemroot\SYSTEM32\DHCP directory that
is created when you set up a DHCP server:

s DHCP.MDB is the DHCP database file.

= DHCP.TMP is a temporary file that DHCP creates for temporary database
information.
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& JET.LOG and the JET*.LOG files contain logs of all transactions done with the
database. These files are used by DHCP to recover data if necessary.

» SYSTEM.MDB ts used by DHCP for holding information about the structuze of
its database.

Caution The DHCP.TMP, DHCP.MDB, JET.LOG, and SYSTEM.MDB files
should rot be removed or tampered with.

The DHCP database and related Registry entries are backed up automatically at a
specific interval (15 minutes by defanlt), based on the value of Registry parameters
(as described later in this chapter).

Troubleshooting DHCP

The following error conditions can appear to indicate potential problems with the
DHCP server:

e The administrator can’t connect for a DHCP server using DHCP Manager. The
message that appears might be, “The RPC server is unavailable.”

= DHCP clients cannot renew the leases for their [P addresses. The message that
appears on the client computer is, “The DHCP client could not renew the [P
address lease.”

s The DHCP Client service or Microsoft DHCP Server service may be down and
cannol be restaried.

The first 1ask is to make sure the DHCP services are running.

P To ensure the DHCP services are running
1. Use the Services option in Control Panel to verify that the DHCP services are
fuaning,
[n the Services dialog box for the client computer, Started should appear in the
Status column for the DHCP Client service. For the DHCP server itself, the

Started should appear in the Status column for the Microsoft DHCP Server
Service.

2. If a necessary service is not staried on either computer, start the service,

In rare circumstances, the DHCP server may ot boot or a STOP eror may occur.
If the DHCP server is down, follow these steps to restart
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» To restart a DHCP server that is down
1. Tum off the power to the server and wait one minute.

2. Turn on the power, start Windows NT Server, and log on under an account with
Administrator rights.

3. At the command prompt, type vet start dhepserver and press ENTER.

Note Use Event Viewer to find the possible source of problems with DHCP
Services.

Restoring the DHCP Database

If you ascestain that the DHCP services are ranning on both the client and server
computers but the error conditions described earlier persist, then the DHCP
database is not available or has becomes corrupted. If a DHCP server fails for any
reason, you can restore the database from the automatic backup files.

b To restore a DHCP database

e Restart the DHCP server. if the DHCP database has become corrupted, it is
automatically restored from the DHCP backup directory specified in the
Repistry, as described later in this chapter.

B To force the restoration of a DHCP database

o Set the value of RestoreFlag in the Registry to 1, and then restart the computer.
For information about this parameter, sec “Registry Parameters for DHCP
Servers” later in this chaper.

» To manually restore a DHCP database

o [f the two restore methods described eartier do not work, manually copy all
DHCP database files from the backup directory to the \DHCP working
directory. Then restart the Microsoft DHCP Server service.

Backing up the DHCP Database onto Another Computer

You may also find a sifuation where you need to backup a DHCP database to
another computer. To do this, follow these steps.

» To move a DHCP database

o Use the Replicator service to copy the contents of the DHCP backup directory to
the new computer.
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Advanced Configuration Parameters for DHCP

This section presents configuration parameters that affect the bebavior of DHCP
servers and clients, and that can be modified only through Registry Editor. For the
changes 10 take effect after you modify any of these value entries, you must restant
the Microsoft DHCP Server service for server parameters or the DHCF Client

service for client parameters.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use DHCP Manager
to make configuration changes, rather than using Registry Editor. If you make
errors while changing values with Registry Editor, you will not be wamed, because
Registry Editor does not recognize semantic gmors.

» To make changes to the DHCP server or client configuration using Registry
Editor

1. Run REGEDT32 EXE from File Manager or Program Manager, orata
command prompt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY _LOCAL MACHINE on
Local Machine, and thea click the icoms for the SYSTEM subtree untif you
reach the subkey for the specific parameler, as described in the following
sections.

The following sections deseribe the value entries for parameters for DHCP servers

and clients that can be set only by adding an entry or changing their values in
Registry Editor.
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Registry Parameters DHCP Servers

When you change any of these parameters except RestoreFlag, you must restart
the computer for the changes (o take effect. For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service.

The Registry parametess for DHCP servers are specified under the following key:

CLSYSTEMAcurrenti\currentcontrolset\services\ORCPServer\Parameters

APIProtocolSupport
Data type = REG_DWORD
Range = 0x1, 0x2, Ox4, OxS, 0x7
Default = Ox1
Specifies the supported protocols for the DHCP server. You can change this

value to ensure that different computers running different protocels can access
the DHCP server. The values for this parameter can be the followiag:

Ox1
0x2
Ox4
0x5
0x7

For RPC over TCPIP protocols

For RPC over named pipes protocols

For RPC over local procedure call (LPC) protocols

For RPC over TCPIP and RPC over LPC

For RPC over all three protocols (TCP/IP, named pipes, and LPC)

BackupDatabasePath
Data type = REG_EXPAND_SZ
Range = flename
Default = %SystemRoot%\system32\dhep\backup
Specifies the Incation of the hackup datahase file where the database is backed
up periodically. The best location for the backup file is on another hard drive, 8o
that the database can be recovered in case of a system drive crash. Do not
specify a network drive, because DHCP Manager cannot access a network drive
for database backup and recovery.
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Backupinterval
Data type = REG_DWORD
Range = no limit
Default = 15 minutes

Specifies the interval for backing up the database.

Database(leanuplnterval
Data type = REG_DWORD
Range = No limit
Default = 0x15180 (864,000 minutes — 24 hours)

Specifies the interval for cleaning up expired client records from the DHCP
database, freeing up those IP addresses for reuse.

DatabaseLoggingFlag
Data type = REG_DWORD
Range=0or1
Default = 1 (true—that is, database logging is enabled)
Specifics whether to record the database changes in the JET.LOG file. This log

file is used after 2 system crash to recover changes that have not been made 1o
the database file defined by DatabaseName. Database logging affects system
performance, so DatabaseLogglng can be tuned off if you believe the system

is highly stable and if logging is adversely affecting system performance.

DatabaseName
Data type = REG_SZ
Range = filename
Default = dhep.rodb
Specifies the name of the database file to be used for the DHCP chent
information database.

DatabasePath
Data type = REG_EXPAND _SZ
Range = pathname
Default = %SystemRoot%\System32\dhep

Specifies the location of the database files that have been created and opened.

RestoreFlag
Data type = REG_DWORD
Range=0or 1
Default = 0 (false—that is, do not restore)

Specifies whether to restore the database from the backup directory, This flag is
reset automatically after the successful restoration of the database.
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Registry Parameters for DHCP Clients

The Registry parameters for DHCP clients are specified under the following key:

..SYSTEM\current\currentcontrolset\services\DHCP\Parameter\<optionft

The Option# keys are a list of DHCP options that the client can request from the
DHCP server. For each of the default options, the following values are defined:

Reglocation
Data type = REG_SZ
Default = Depends on the Registry location for the specific option

Specifies the Jocation in the Registry where the option value is written when it is
obtained from the DHCP server. ‘The “7” character expands to the adapter name
for which this option value is obtained.

KeyType
Data type = REG_DWORD
Default = 0x7

Specifies the type of Registry key for the option.

Guidelines for Setting Local Policies

This section provides some suggestions for setting lease options, dividing the free
address pool among DHCP servers, and avoiding DNS naming problems.

Guidelines for Managing DHCP Addressing Policy

Allocation of IP addresses for distribution by DHCP servers can be done
dynamically or manually. These methods use the same DHCP client-server
protocol, but the network administrator manages them differently at the DHCP
server.

Dynamic Allocation of [P Addresses

Dynamic allocation allows a client to be assigned an IP address from the free
address pool. The lease for the address has a lease duration (expiration date), before
which the client must renew the lease to continue using that address. Depending on
the local lease policies defined by the administrator, dynamically allocated
addresses can be returned to the free address pool if the client computer is not being
used, if it is moved to another subnet, or if its lease expires. Any IP addresses that
are returned to the free address pool can be reused by the DHCP server when
allocating an IP address to a new client. Usually the local policy ensures that the
same IP address is assigned to a client each time that system starts and that
addresses returned to the pool are reassigned.
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After the renewal time of the lease time has passed, the DHCP client enters the
renewing state (as described in Chapter 3, “Networking Concepts for TCP/IP™).
The client sends a request message 10 the DHCP server that pravided its
configuration information. If the request for a lease extension fits the local lease
policy, the DHCP server sends an acknowledgment that contains the new lease and
configuration parameters. The client then updates its configuration vaives and
returns 1o the bound state.

When the DHCP client is in the renewing siate, it must release its address
immediately in the rare event that the DHCP server sends  negative
acknowledgment. The DHCP server sends this message to inform a clienf fhat it has
incorrect configuration information, forcing it to release its current address and
acquire new information.

¢ ipn P Ty rompny o - o Aliant o P Y "R Sp
1f the DHCP client cannot aisCuSa’f‘d'uy iencw its lease, the client enfers a s t:bmu‘zﬁg

state. At this stage, the client sends a request message (o all DHCP servers in its
range, atlempting {o renew its [ease. Any server that can extend the lease sends an
acknowledgment containing the extended lease and updated configuration
information. If the lease expires or if a DHCP server responds with a negative
acknowledgment, the client mast reiease its current configuration and return to the

imitinliring atnto {Thic hommanc anrm
HEUGILLINE Sudib. {1380 1

moved from one subnel to another.)

by frr swnmimia for n anmentar

1S automatically, for ipie, 101 i that is
ADPERS autbmat ¥, 107 ERampie, 3 COmMpUIST at s

1f the DHCP client uses more than one network adapter to connect to maltiple
networks, this protocol is followed for each adapter that the user wants to configure
for TCP/IP. Windows NT allows multthored systems to selectively configure any
combination of the system’s interfaces. You can use the ipconfig utility io view the
local IP configuration for a client computer.

When 3 DHCP-enabled corputer is restarted, it sends a message to the DHCP
server with its current configuration information. The DHCP server either confirms
this configuration or sends a negative reply so that the chient must begin the
initializing stage again. System startup might therefore result in a new IP address
for a client compuier, but aejther the user nor the nefwark administrator has to take
any action in the configuration process.
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Manual Allocation of IP Addresses

Manual allocation follows the policy used in most current TCP/IP implementations.
With this method, the network administrator defines the [P address and other
configuration options that the DHCP servers will provide for a particular computer.
The DHCP servers respond based on the client’s unique identifier, which is the
network adapter’s MAC-layer address. Any IP addresses assigned in this way
cannot be allocaied by DHCP servers to other clients ustng either automatic or
dynamic allocation. The address has a permanent lease.

For example, for the range of TP addresses to be provided through RAS servers,
these addresses should be manually excluded from the range of dynamically
allocated addresses.

Guidelines for Lease Options

To define appropriate values for lease duration, you shouid constder the frequency
of the following events for your network:

= Changes to DHCP options and default values
= Network interface failures
= Computer removals for any purpose

= Subnet changes by users because of office moves, laptop computers docked at
different workstations, and so on

All of these types of events cause IP addresses to be released by the client or cause
the leases to expire at the DHCP server. Consequently, the IP addresses will be
returned to the free address pool to be reused.

If many changes occur on your infernetwork, you should assign short lease times,
such as two weeks. This way, the addresses assigned (o systems that leave the
subnet can be reassigned quickly to new DHCP client computers requesting TCP/IP
configuration information.

Another important factor is the ratio between connected computers and available IP
addresses. For example, the demand for reusing addresses is low in a network
where 40 systems share a class C address (with 254 available addresses). A long
lease time such as two months would be appropriate in such a situation. However, if
230 computers share the same address pool, demand for available addresses 1s
much greater, s0 a lease time of a few days or weeks is more appropriate.

Notice, however, that short lease durations require that the DHCP server be
available when the client seeks to renew the lease. So backup servers are especially
iraportant when short lease durations are specified.
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Guidelines for Partitioning the Address Pool

You will probably decide to install more than one DHCP server, so the failure of
any individual server wifl not prevent DHCP clients from starting. However, DHCP
does not provide a way for DHCP servers 1o cooperate in ensuring that assigned
addresses are unique. Therefore, you must divide the available address pool among
the DHCP servers to prevent duplicate address assignment.

A typical scenario i a local DHCP server that maintains TCP/IP configuration
information for two subnets. For each DHCP server, the network administrator
allocates 70 percent of the [P address pool for local clients and 30 percent for
clients from the remote subaet, and then configures a relay agent fo deliver requests
between the subnets.

This scenario allows the local DHCP server to respond to requests from local
DHCP clients most of the time, The remote DHCP server will assign addresses to
clients on the other subuet only when the local server is not available or is out of
addresses. This same method of partitioning among subnets can be used ina
multiple subnet scenario to ensure the availability of a responding server when a
DHCP client requests configuration information.

Guidelines for Avoiding DNS Naming Conflicts

DNS can be used to provide names for network resources, as described in

Chapter 3, “Networking Concepts for TCP/IP.” However, DNS configuration is
static. With DHCP, a host can easily have a different 1P address if its lease expires
ar for other reasons, but there is no standard for updating DNS servers dynamically
whean [P address information changes. Therefore, DNS naming conflicts can occur
if you are using DHCP for dynamic allocation of IP addresses.

This problem will primarily affect systems that extend internetworking services to
local network users. For example, a server acting as an anonymous FTP server ot
a5 an e-mail gateway might require vsers fo contact it using DNS names. In such
cases, such clients should have reserved leases with an unlimited duration..

For workstations in environments that do not require the computers to register in the
DNS name space, DHCP dynamic allocation caa be used without problems.
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Using DHCP with Diskless Workstations

1f your network includes diskless workstations or X terminal BOOTP clients that
need configuration information to use TCP/IP, you must build profiles. (BOOTP is
the intemetworking Bootstrap Protocol used to configure systems across
intemnetworks. DHCP is an extension of BOOTP.)

You might decide to continue to manage these workstations using your existing
BOOTP servers. If so, you must be sure to exclude these addresses from the free
address pool maintained by the DHCP server.

Planning a Strategy for DHCP

This section describes how to develop strategies for placing DHCP servers on
small-scale and large-scale installations. Most network administrators
implementing DHCP will also be planning a strategy for implementing WINS
servers. The planning tasks deseribed here also apply for WINS servers, and in fact,
the administrator will probably want to plan DHCP and WINS implementation in
tandem.

The following describes the general planning tasks:

1. Compile a list of a requirenents, including:
= Client support (numbers and kinds of systems to be supported)

= Interoperability with existing systerns, especially requirernents for mission-
critical accounting, personnel, and similar information systerns

= Hardware support and related software compatibility (including routers,
switches, and servers)

= Network moniloring software, including SNMP requirements and other tools

o

Isolate the areas of the network where processes must continue uninterrupted,
and target these areas for the last stages of implementation.

3. Review the geographic and physical structure of the network to determiae the
best plan for defining logical subnets as segments of the internetwork.

4. Define the components i the new system that require testing, and develop a
phase plan for testing and adding components.

For example, the plan could define units of the organization to be phased into
using DHCP, and the order for types of computers to be phased in (including
Windows NT servers and workstations, Microsoft RAS servers and clients,
Windows for Workgroups computers, and MS-DOS clients).
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5. Create a pilot project for testing. Be sure that the pilot project addresses all the
requirements identified in Task #1.

6. Create a second test phase, including tuning the DHCP {and WINS) server-
client configuration for efficiency. This task can include determining strategics
for backup servers and for partitioning the address pool at each server o be
provided to local versus remote clients.

7. Document all architectore and administration issues for network administrators.
8. Implement a final phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the servers in the physical
network need not be a major planning issue. DHCP servers (and WINS servers) do
not participate in the Windows NT Server domain model, so domain membership is
not an issue in planning for server placement. Because most routers can {orward
DHCP configuration requests, DHCP servers ase not required on every subnet in
ihe internetwaork. Also, because these servers can be administered remotely from
any Windows NT Server computer that is DHCP- or WINS-enabled, location is not
amajor issue in planning for server placement.

Planning a Small-Scale Strategy for DHCP Servers

For 2 smal{ LAN that does not include routess and subnetting, the server nieeds for
the network can probably be provided with a single DHCP server.

Planning in this case includes determining the following:

» The hardware and storage requirements for the DHCP server

= Which computers can immediately become DHCP clients for dynamic
~ addressing and which should keep their static addresses

= The DHCP option types and their values to be predefined for the DHCP clients

DHCP server

A Single Local Network Ustag Automatic TCP/IP Configuration with DHCP
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Planning a Large-Scale Strategy for DHCP Servers

The network administrator can use relay agents implementing RFC 1542 (usually
TP routers) $o that DHCP servers located on one node of the intemetwork can
respond to TCP/IP configuration requests from remote nodes. The relay agent
forwards requests from focal DHCP clients to the DHCP server and subsequently
relays responses back fo the clients.

An Internetwork Using Automatic TCP/IP Configuration with DHCP

The additional planning issues for a iarge enterprise network includes:

= Compatibility of hardware and software routers with DHCP, as described at the
beginning of this chapter.

= Planning the physicai subnening of the neowork and relaiive piacement of DHCP
servers. This includes planning for placement of DHCP (and WINS servers)
amnong subnels in 3 way thai reduces b-node broadcasts across routers.

= Specifying the DHCP option types and their values to be predefined per scope
for the DHCP clients. This may include planning for scopes based on the needs
of particular groups of users. For example, for a marketing group that uses
portable computers docked at different stations, or for 2 unit that frequently
moves computers to different locations, shorter lease durations can be defined
for the related scopes. This way, frequently changed IP addresses can be freed
for reuse.

As one example, the segmenting of the WAN into logical subnets could match the
physicaf structure of the internetwork. Then one IP subnet can serve as the
backbone, and off this backbone each physical subnet would maintain a separate P
subnet address.
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[ this case, for each subnet a single computer ruaning Windows NT Server could
be configured as both the DHCP and WINS server, Each server would adminisier a
defined number of IP addresses with a specific subnet mask, and would also be

defined as the defanlt gateway. Because the server is also acting as the WINS
server, it can respond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can in turn be backup servers for each other. The
administrator can partition the address pool for each server to provide addresses to
remote clients.

There is oo limit to the maximum nurnber of clients that can be served by a single
DHCP server. However, your nefwork may have practical constraints based on the
1P address ciass and server configuration issues such as disk capacity and CPU

speed.
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CHAPTER 5

Installing
Servers
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and Configuring WINS

A WINS server is a Windows NT Server computer running Microsoft TCP/IP and
the Windows Iniemnet Name Service (WINS) server software. WINS servers
maintain a database that maps computer names to IP addresses, allowing users (o
easily communicate with other computers while gaining all the benefits of TCP/IP.

This chapter describes how to install WINS servers and how to use WINS Manager
to raanage these servers. The topics include the following:
= WINS benefits

» Installing and administering WINS servers

v Coofiguring WINS servers and replication partners

= Managing stalic mappings

v Sehing preferences for WINS Manager

» Managing the WINS database

v+ Troubleshooling WINS

= Advanced configuration paraseters for WINS

¢+ Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and
Broadcast Name Resolution” in Chapter 3, “Networking Concepts for TCP/IP.”

Note WINS can also be configured and monitored using SNMP. Al configuration
parameters cao be set using SNMP, including configuration parameters that can
otherwise only be set by editing the Registry, For a ist of WINS MIB object types,
sec Appendix A, “MIB Object Types for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as
deseribed in Chapter 8, “Using Performance Monitor with TCP/IP Services.”
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WINS Benefits

Using WINS servers can offer these benefits on your internetwork:

» Dynamic database maintenance to support computer name registration and name
resolution. Although WINS provides dynamic name services, it offers a
NetBIOS namespace, making it much more flexible than DNS for name
resolution.

Centralized management of the computer name database and the database
replication policies, alleviating the need for managing LMHOSTS files.

= Dramatic reduction of IP broadcast traffic in Microsoft infernetworks, while
allowing client compuiers o easily focate remoie sysiems actoss local o wide
area networks,

= The ability for clients on 2 Windows NT Server network {including Windows
NT, Windows for Workgroups, and LAN Manager 2.x) to browse domains on

the far side of a router without a local domain controller being present on the
otber side of the router.

A scalable design, making it & good choice for name resolution for medium to
very large internetworks.

Note WINS client software is part of the Microsoft TCP/IP-32 for Windows for
Workgroups and the Microsoft Network Client 2.0 software that is included on the
Windows NT Server compact disc. For information about installing these clients,
see the Windows NT Server Insiallation Guide.

Installing WINS Servers

You install a WINS server as pant of the process of installing Microsoft TCP/IP in
Windows NT Server. These tnstructions assurme you have already installed the
Windows NT Server operating system on the computer.

You must be logged on as a member of the Administrators group to install a WINS
server.

b Toinstail 2 WINS server

1. Choose the Network options in Control Panel. When the Network Settings
dralog box appears, choose the Add Software button.

2, In the Network Software list in the Add Network Software dialog box, select
TCPAP Protocol And Related Components, and then choose the Continue
button.
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3. Inthe Windows NT TCP/IP Installation Options dialog box, check the
appropriate options to install, including at least the foliowing:

= WINS Server Service

= SNMP Service (for configuring and monitoring WINS using SNMP or
Performance Monitor)

4, Choose the OK button. Windows NT Setup displays a message asking for the
fult path (o the Windows NT Server distribation files. Type the appropriate
location, and choose the Continue button

All necessary files are copied to your hard disk.

5. Complete all the required procedures for manually configuring TCP/IP as
described in “Configuring TCP/IP” in Chapter 2. When the Network Settings
dialog box reappears after you finish configuring TCP/IP, choose the Close
buttom.

All the appropriate TCP/IP and WINS server software 1s ready for use after you
reboot the computer.

The Windows Internet Name Service is @ Windows NT service running oa a
Windows NT computer. The supporting WINS client software is automatically
installed for Windows NT Server and for Windows NT computers when the basic
operatisg system is installed.

» To start and stop the WINS service on any Windows NT cornputer
1. In Control Panel, choose the Services icon.
01—
In Server Manager, choose Services from the Computer menu.

2. Inthe Services dialog box, select the Windows Internet Name Service, and
choose the Start or Stop button, Then choose the Close button.

You can start and stop the WINS service at the command prompt using the
commands net start wins or net stop wins.

Administering WINS Servers

When you install 8 WINS server, an icon for WINS Manager S added to the
Network Administration group in Program Manager. You can use this tool to view
and change parameters for any WINS server on the internetwork. To administer a
WINS server remotely, you can run WINS Manager on 2 Windows NT Server
compufer that is not a WINS server.

You must be Jogged on as a member of the Administrators group for a WINS server
to configure that server.
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b Tostart WINS Manager
@ 1. Double~click the WINS Manager icon in Program Manager.
-1

Al the command prompt, type start winsadmn and press ENTER. You can
include a WINS server name or [P address with the command, for example,
start winsadmn 11.103.41.12 or start winsadmn myserver.

If the Windows Internet Name Service is runnfng on the local computer, that
WINS server is opened automatically for administration. If the Windows
Internet Name Service is not running when you start WINS, the Add WINS
Server dialog box appears, as described in the following procedure.

5\)

T Seftings in the Preferences dialog box defermine whether the
1P address o compuster name apnoars first in the list

(LLLLAMELS sty

| Server Stert Time: BN 13845 PH
21 Datebars Inftiafred -
Statistics Lmared -
Last Replication TEwes
Petodic: o
Admin TBggec -
Net Update: -
Total Gueries Recaived 34588
Suceezshub 34007
Faled 468
1 Tolal Releavex: 5
Successhst 3
Faded 24
Total Registrations: 33458
e Tt o o

N
\- Dreg the spid bat to size the panes.

Note If you specify an [P address when connecting to 8 WINS server, the
connection is made using TCP/IP. If you specify a computer name, the connection is
made over NetBIOS. The list that appears in the WINS Server window shows the
1P address first if you connected using TCP/IP, or the computer name first, if the
connection was made over Ne(BIOS,
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P To connect {0 3 WINS server for administration

o Inthe WINS Manager window, select a server in the WINS Servers list. This
list contains all WINS servers that you previously connecled to or that have
been reported by partners of this WINS server.
~Or-

1. If you want to select another server that you have not previously connected to,
choose the Add WINS Server command from the Server menu.

Add Wins Server

Enter the compuies name or the [P address
of the WINS terver to be added:

WINS Setver, [\wanm

2. Inthe WINS Server box of the Add WINS Server dialog box, type the [P
address or computer name of the WINS server you want to work with, and then
choose the OK button. (You do not have to include double backslashes before
the name. WINS Manager will add these for you.)

The title bar in the WINS Manager window shows the IP address or computer name
for the currently selected server, depending on whether you used the address or
name to connect to the server, WINS Manager also shows some basic statistics for
the selected server, as described in the following table. Additional statistics can be
displayed by choosing the Detailed Information command from the Server menu.

Statistics i WINS Manager

Statistic feaning

Database Ipitialized The time whep this WINS database was initialized.

Statistics Cleared The time when statistics for the WINS server were last
cleared with the Clear Statistics command from the View
meny.

Last Replication Times The times al which the WINS database was last
replicated.

Penodic The last time the WINS database was replicated based on
the replication inierval specified in the Preferences dialog
box.

Admin Trigger The last time the WINS database was replicated because

the administrator chose the Replicate Now button iz he
Replication Partners dialog box.

Page 125 of 290 Cisco - Exhibit 1003



110 TCPAP

Statistics in WINS Manager (continued)
Statistic Meaning

Net Update The tast time the WINS database was replicated as 2
result of a network request, which is 3 push notification
message that requests propagation.

Total Queries Received The number of name query request messages received by
this WINS server. Successful indicates how many names
were successfully matched {n the database, and Failed
indicates how many names this WINS server could not
resolve.

Tolal |

<&

b

&
7
2
3

......... ber of messages received that indicate a NetBIOS
application has shut itself down. Successful indicates how
many pames were successfully released, and Failed
indicates how many names this WINS server could not

release.

r;

Total Regisrations The number of messages received that indicate name
registrations for clients.

B To refresh the statistical display in WINS Manager
s From the View menu, choose the Refresh Siatistics command, or press F5.
~0r-
From the View meny, choose the Clear Statistics commaad to reset all statistical
coupters.
~-Or-
Use automatic screen refreshing, based on the interval you specify in the

Preferences dialog box, as described in “Setting Preferences for WINS
Manager” later in this chapter.
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» To see information about the current WINS server

1, From the Server meny, choose the Detailed Information command.

i Detsiled Information
WIS Server Afress
Computzr Name: AVA-ARRIEP2

IP Addeess 11.103.41.92
Connected Via: 1CPAP
Connected Smce: 5720794 419:03 P¢
Law Addrers Change: ~ ~
Last Scavengng Times:
Periodic: 5720784 4:08:43 PW
Admin {ngger. .o
Exinction: 5720794 3:38:{3PH
Verificabor: 520784 10:08:48 AM
Unigue Begistiations: 27895
Conflicls ]
Henewaty 27896
Group Fegistyabors: 456
Confhete 1
Renewaly 455

The Detailed Information dialog box shows information about the selected
WINS server, as described in the table below.

2. To dismiss the Detail Information dialog box, choose the Close buttoa.

Detailed Information Statistics for WINS Mauager

Statistic Meaning

Last Address Change Indicates the time at which the last WINS database
change was rephicated.

Last Scavenging Times The {ast imes that the database was cleaned for specific

types of entries, (For information about database
scavenging, see “Managing the WINS Database” Jater in

this chapter.

Periodic Indicates when the database was cleaned based on the
renewal interval specified in the WINS Server
Configuration dialog box.

Admin Trigger Indicates when the database was last cleaned because the

adminisirator chose the Initiate Scavenging command.
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Detailed Information Statistics for WINS Manager (continued)

Statistic Meaning

Extinclion Indicates when the database was last cleaned based on the
Extinction interval specified in the WINS Server
Configuration dizlog box.

Verification Ind)f:ai?s when the c‘imebfase was las! cleaned based on the
Verify interval specified ip the WINS Server
Cosnfiguration dialog box.

Unique Registralions The nurber of name registration requests that have beep
accepted by this WINS server.

Unique Conflicts The number of conflicts encountered during registration of
unique names owned by this WINS server.

Unigue Renewals The aomber of renewals received for unique names,

Group Registrations The number of registration requests for groups that have

been accepted by this WINS server. For information about
groups, see “Managing Special Names” laler in this

chapter.

Group Conflicis The number of conflicts encountered during registration of
group names.

Group Renewals The number of renewals received for group names.

For descriptions of the related intervals, see “Configuring WINS Servers™ later in
this chapter.

Configuring WINS Servers and Replication Partners

You will want to configure multiple WINS servers to increase the availability and
balance the foad among secvers. Each WINS server must be configured with at
least one other WINS server as its replication pariner.

Configuring a WINS server includes specifying information abouf wher database
entries are replicated between pariners, A pull pariner is 2 WINS server that pulls
in replicas of database entries from its pariner by requesting and then accepting
replicas. A push parmer is 2 WINS server that sends update notification messages
o its partner when its WINS database has changed. When its partner responds to
the notification with a replication request, the push partner sends a copy of its
current WINS database to the partner.

For information about configuring preferences, see “Setting Preferences for WINS
Manager” fater ju this chapter.
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Configuring WINS Servers

For each WINS servet, you must configure threshold intervals for triggering
database replication, based on a specific time, a time period, or a certain number of
new reoords. If you designate 2 specific time for replication, this occurs one time
only. If a time period is specified, replication is repeated at that interval.

» Toconfigure a WINS server

1. From the Server menu, choose the Configuration commang.

This command is available only if you are logged on as 2 member of the
Adsministrators group for the WINS server you want to configure.

2. Toview all the options in this dialog box, choose the Advanced button.
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" WIHS Server Configuration
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Yenly intervad {romes): ::

[Pull Pxametess™ | 1'Po:h Patameless
X Iniad Repication 0 Initigd Repbeation
Ry Coupt: [ Repkcate on Addcezs Chango
- Advanced WINS Server Configuation
B {Cogeing Enabled Starfing Vession Coumd fhesp[) |
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3. For the configuration options in the WINS Server Configuration dialog box,
specify time intervals using the spin buttons, as described in the following list.

Configuration option Meaning

Renewal Interval Specifies how often a client reregisters its name. The default
is five hours.
Extinction Interval Specifies the interval between when an entry is marked as

released and when it is marked as extincz. The default is
four times the renewal interval.

Extinction Timeout Specifies the interval between when an entry is marked
extinct and when the entry is finally scavenged from the
database. The default is the same as the renewal interval.

Verify Interval Specifies the interval after which the WINS server must
verify that old names it does not own are still active. The
default is 20 times the extinction interval.

The replication interval for this WINS server’s pull partner is defined in the
Preferences dialog box, as described in “Setting Preferences for WINS
Manager” later in this chapter.

.

I van want thic \HINQ server ta null renlicac af news MNS Aot')h&gp antrisc

If you want this WINS server to pull replicas of new WINS database entries
from its partners when the system is initialized or when a replication-related
parameter changes, check Initial Replication in the Pull Parameters options, and
then type a value for Retry Count.

The retry count is the number of times the server should attempt to connect (in
case of failure) with a partner for pulling replicas. Retries are attempted at the
replication interval specified in the Preferences dialog box. If all retries are
unsuceessful, WINS waits for a period before starting replication again. For
information about setting the start time and replication interva! for pull and push
partners, see “Setting Preferences for WINS Manager” later in this chapter.

5. To inform partners of the database status when the system is initialized, check
Initial Replication in the Push Parameters group. To inform partners of the
database status when an address changes in a mapping record, check Replicate
On Address Change.

6. Set any Advanced WINS Server Configuration options, as described in the
following table.
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7. When you have completed all changes in the WINS Server Configuration dialog
box, choose the OK button,

Advanced WINS Server Configuration Options

Configuration option Meaning

Logging Enabled Specifies whether logging of database changes to JET.LOG
should be turned on.

Log Detailed Events Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if
you are tuning for performance.)

Replicate Only With Specifies that replication will be done only with WINS pull

Partoers or push partners. If this option is not checked, an

Backup On Termination

Migrate On/Off

Starting Version Count

Database Backup Path

administrator can ask a WINS server to pull or push from or
to a non-listed WINS server partner. By default, this option
is checked.

Specifies that the database will be backed up automaticaily
when WINS Manager is closed.

Specifies that static unique and multihomed records in the
database are treated as dynamic when they conflict with a
new registration or replica. This means that if they are no
longer valid, they will be overwritten by the new registration
or replica. Check this option if you are upgrading non-
Windows NT systems to Windows NT. By default, this
option is not checked.

Specifies the highest version ID number for the database.
Usually, you will not need to change this value unless the
database becomes corrupted and needs to start fresh. In such
a case, set this value o a number higher than appears as the
version number counter for this WINS server on all the
remote pariners that earlier replicated the local WINS
server’s records. This value can be seen in the View
Database dialog box in WINS Manager.

Specifies the directory where the WINS database backups
will be stored. WINS uses this directory to perform an
automatic restoration of the database in the event that the
database is found to be corrupted when WINS is started. Do
not specify a network ditectory.
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Configuring Replication Partners

WINS servers communicate among themselves to fully replicate their databases,
ensuring that a name registered with one WINS server is eventually replicated to all
other WINS servers within the internetwork. All mapping changes converge within
the replication period for the entire WINS system, which is the maximum time for
propagating changes to all WINS servers. All released names are propagated to all
WINS servers after they become extinct, based an the interval specified in WINS
Manager.

Replication is carried out among replication partners, rather than cach server
replicating to all other servers. In the following illustration, Serverl has only
ServerZ as a partner, but Server? has three partners. So, for example, Serverl gets
all replicated information from Server2, but Scrver2 geis information from Serverl,
Server3, and Serverd. '

Server§

Replication Configuration Example for WINS Servers

Ultimately, all replications are pulled from the other WINS servers on an
internetwork, but friggers are sent by WINS servers to indicate when a replication
should be pulled. To achieve replication, each WINS server is a pash parter or puil
pariner with at least one other WINS server. A pull parmer is 2 WINS server that
pulls in database replicas from its push partner by requesting and then accepting
replicas of new database entries in order to synchronize its own database. A push
partner is a WINS server that sends notification of changes and then sends replicas
to its pull pariner upon receiving a request. When the server’s pull partner
replicates the information, it pulls replicas by asking for alt records with a higher
version number than the last record stored from the last replication for that server.
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Choosing whether to configure another WINS server as a push partzer or pull

partnier depends on several considerations, including the specific configuration of
servers at your site, whether the partner is across a wide area network (WAN), and
how important it is to propagate the changes.

v 1f Server2, for example, needs to perform pull replications with ServerB, make
sure it is a push partner of Server3.

= If Server2 needs to push replications to Server3, it should be a pull partner of

WINS ServerB.

Replication is triggered when a WINS server polls another server to get a replica.
This can begin at system startup and can also be at a specific time, and it can then

repeat al the time interval specified for periodic replication. Replication is also

triggered whea a WINS server reaches a threshold set by the administrator, which
is an update count for registrations and changes. In this case, the server notifies its

pull partners that it has reached this threshold, and the other servers may then

decide to pull replicas.

» To add a replication partner for a WINS server

1. From the Server menu, choose the Replication Partners command.

2. Tn the Replication Partners dialog box, choose the Add button.

This command is available only if you are logged on as a member of the

Administrators group for the local server.

S Replication Parters - [Lacal]
WINS Server Push Pu}l
11.101.4162
111015158
11,101.196.181
@ 11834132
" Wing Servers To Ust
X Push Partners R pull Pastners X Other
( Replication Dptons { Send Replication Tigger Now
O push Pastrer | eahomiils: ol e
U Pyll Partner AR [ Push with Propagation

3. in the Add WINS Server dialog box, type the name or IP address of the WINS
server that you want to add to the list, and then choose the OK button. [f WINS
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Manager can find this server, it will add it to the WINS Server List in the

Replication Partners dialog box.
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4. From the WINS Server list in the Replication Partners dialog box, select the

server you want to configure, and then complete the actions described in
“Configuring Replication Partner Properties” later in this chapter.

5. If you want to limit which WINS servers are displayed in the Replication
Partners dialog box, check or clear the options as follows:

» Check Push Partners to display push partners for the current WINS server.
»  Check Pull Partners to display pull partners for the current WINS server.

= Check Other to display the WINS servers that are neither push partners nor
pull partners for the current WINS server.

6. To specify replication triggers for the partners you add, follow the procedures
described in “Triggering Replication Between Partners” later in this chapter.

7. When you finish adding replication partners, choose the OK button.
» To delete replication partners
1. From the Server menu, choose the Replication Pariners command.

2. In the Replication Partners dialog box, sclect one or more servers in the WINS
Server list, and then choose the Delete button, or press DEL.

WINS Manager asks you to confirm the deletion if you checked the related
confirmation option in the Preference dialog box, as described in “Setting
Preferences for WINS Manager” later in this chapter.

Configuring Replication Partner Properties
When you designate replication partners, you need to specify parameters for when
replication will begin.

» To configure replication partners for 3 WINS server

1. In the WINS Server list of the Replication Partners dialog box, select the server
you wanl (o configure.

2. Check either Push Partner or Pull Partner or both to indicate the replication
partnership you want, and then choose the related Configure button.

3. Complete the entries in the appropriate Properties dialog box, as described in the
following procedures.
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» To define pull partper properties

1. In the Start Time box of the Pull Partner Properties dialog box, type a time lo
indicate when replication should begin.

You can use any separator for hours, minutes, and seconds. You ¢an type AM or
PM, for example, only if these designators are part of your time selting, as
defined using the International option in Control Panel.

2 ” Full Parinet Properties

Pl Pastner 113034112

Siart Time: 11130

Rephcaiion interval (hiacsk (3 18008 [00Fd

2. In the Replication Interval box, type a time in hours, minutes, and seconds to
indicate how often replications will occur, or use the spin buttons 10 set the time
you want.

If you want to return to the values specified in the Preferences dialog box,
choose the Set Default Values button.

3. Choose the OK button to return to the Replication Partners dialog box.

» To define push partoer properties

1. Inthe Update Count box of the Push Partner Properties dizlog box, type a
number for how many additions and updates made 10 records in the database
will result in changes that need replication. {Replications that have been pulled
in from parmers do not count as insertions or updates in this context.)

The minimum value for Update Count is 5.

If you want to return to the value specified in the Preferences dialog box, choose
the Set Default Values button.

2. Choose the OK button to return to the Replication Partners dialog box.
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Triggering Replication Between Partners

You can also replicate the database between the pariners immediately, rather than
waiting for the start time or replication interval specified in the Preference dialog
box, as described in “Setting Preferences for WINS Manager” later in this chapter.

You will probably want to begin replication immediately after you make a series of
changes such as entering a range of static address mappings.

» To send a replication frigger

o In the Replication Partners dialog box, select the WINS servers to which you
want 10 send a replication trigger, and then choose the Push or Pull button,
depending on whether you want to send the trigger {o push partaers or pull
partniers. :

Optionally, you can check tie Push With Propagation box if you want the
selected WINS server to propagate the trigger to all its pull partaers.

» If Push With Propagation is not checked, the selected WINS server will not
propagate the trigger to its other partners.

s [f Push With Propagation is checked, the selected WINS server sends a
propagate push trigger to its pull parfners afier it has pulled in the latest
information from the source WINS server. If it does ot need to pull in any
replicas because it has the same or more up-a-date replicas than the source
WINS server, it does not propagate the trigger to its pull partners.

B To start replication immediately
e in the Rephication Pariners dialog box, choose the Replicate Now buiton.

Managing Static Mappings

Static mappings are permanent {ists of computer name-t0-1P address mappings that
cannot be challenged or removed, except when the administrator removes the
specific mapping. You use the Static Mappings command 1o WINS Manager to add,
edit, traport, or delete static mappings for clients on the network that are pot WINS
enabled.

Impontant If DHCP is also used on the network, a reserved {(or static) IP address
will override any WINS server settings. Static mappings should not be assigned to
WINS-enabled computers.
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» To view static mappings
1, From the Mappings menu, choose the Static Mappings command.

ppings - fLocal) ]

Filker: Mone

\\A-ANNIEP{O0h] 111004112

WA-ANMIEP{03h] Taandan
A-A P20 D

| \\JIMYTG0h} TLI05.67.56

& \JIMYIO3h] L1675

A \MIMYT206] 11.105.67.56

@ \\RONALD{OOh] 11.151.4256

™ Sort Order

O Sont Static Mappings by 1P Adduess
® Sot Stalic Mappings by Compute: Home

Caution Yo cannot cance] changes made to the WINS database while working
in the Static Mappings dialog box. You must ranually delete any entries that
are added in error or manually add back any entries that you mistakenly delete.
This is because all changes to the WINS database madc in this dialog box take
effect immediately.

[~

In the Static Mappings dislog box, select a Sort Order option, either by IP

address or by computer name. This selection determines the order in which

entries appear in the list of static mappings.

3. Toedit or add a mapping, follow the procedures described in “Adding Static
Mappings” and “Editing Static Mappings” later in this chapter.

4. To remove existing stalic wappings, select the mappings you want to delete from

the list, and then choose the Delete Mapping bution.

5. To limit the range of mappings displayed in the list of static mappings, choose
the Set Filter button and follow the procedure in “Filtering the Range of
Mappings” later in this chapter. To turn off filtering, choose the Clear Filter
button.

6. When you finish viewing or changing the static mappings, choose the Close
button.
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Adding Static Mappings

i

You can add static mappings to the WINS database for specific IP addresses using
two methods:

= Type stalic mappings in a diatog box

« [mport files that contain static mappings

¥ Toadd static mappings te the WINS database by typing entries
1. In the Static Mappings dialog box, choose the Add Mappings button.

Nome: T Type
(Werapsast % & Unigue
|P Address:
M s & 17 O frop
O ingemer Growg
O Metihomed

2. In the Name box of the Add Static Mappings dialog box, type the computer
name of the system for which you are adding a static mapping. (If you want, you

atily YU

do not need 1o type two backsiashes, because WINS Manager will add these for
you.)

3. In the [P Address box, type the address for the computer.
If Internet Group or Multihomed is selected as the Type option, the dialog box
shows additional controls for adding multiple addresses. Use the down-arrow

bution lo move the address you type into the list of addresses for the group. Use
" the up-arrow bution to change the order of a selected address in the list.

4. Select a Type oplion to indicate whether this entry is 2 unique name or 2 kand of
grovp with a special name, as described in the following list.

Type option Meaning

Unique Umigue name in the database, with one address per name.

Group Normal group, where addresses of individual members are
not stored. The client broadcasts name packets o normal
groups.
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Type option Meaning

Intemet group Groups with NetBIOS names that have 0x1C as the 16th
byte. An internet group stores up to 25 addresses for
members. The maximum number of addresses is 25. For
registrations after the 25th address, WINS overwrites a
replica address or, if none is present, it overwrites the oldest
registration.

Multihomed Unique name that can have more than one address
(multihomed computers). The maximum number of
addresses is 25. For registrations after the 25th address,
WINS overwrites a replica address or, if none is presen, it
overwrites the oldest registration.

Important For internet group names defined in this dialog box (that is, added
statically), make sure that the primary domain controller (PDC) for that domain
is defined in the group if the PDC is running Windows NT Advanced Server
version 3.1.

For more information, see “Managing Special Names” later in this chapter.
Choose the Add button.

The mapping is immediately added to the database for that entry, and then the
boxes are cleared so that you can add another entry.

then choose the Close button.

Important Because each static mapping is added to the database when you
choose the Add button, you cannot cance! work in this dialog box. If you make a
mistake in entering a name or address for a mapping, you must return to the
Static Mappings dialog box and delete the mapping there.

You can also import entries for static mappings for unique and special group names
from any file that has the same format as the LMHOSTS file (as described in
Chapter 6, “Setting Up LMHOSTS”). Scope names and keywords other than
#DOM are ignored. However, normal group and multihomed names can be added
only by typing entries in the Add Static Mappings dialog box.
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» Toimpori a file containing static mapping entries
1. Inthe Static Mappings dialog box, choose the Import Mappings button.
2. In the Select Static Mapping File dialog box, which is similar to the standard
Windows NT Open dialog box, specify a filename for a static mappings file by

typing its name 1o the box, or select one or more filenames ia the list, and then
choose the OK button to import the file.

The specified file is read, and a static mapping is crealed for each compuier name
and address. Hf the #DOM keyword is included for any record, an internet group is
created (if it is not already present), and the address is added to that group.

Editing Static Mappings

You can change the IP addresses in static mappings owned by the WINS server you
are currently administering.

» To edit a static mapping entry
H nd
1

. Inthe Static Mappings dialog box, select the mapping you want to change
choose the Bdit Mapping button, or double~click the mapping entry in the |

LR,

E}

i

el

|

Compuer Name. \\Llngfree

ihdapping‘iypa: Urapaer

1P Address: B oIy

You can view, but not edit, the Computer Name and Mapping Type option for
the mapping in the Bdit Static Mappings dialog box.

2. Inthe IP Address box, type a new address for the computer, and then choose the
OK button.

The change is made in the WINS database immediately.

Note If you want to change the computer name or group type related to a specific
[P address, you must deleie the entry and redefine it in the Add Static Mappings
 dialog box.
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Filtering the Range of Mappings
You may want 1o limit the range of IP addresses or computer names displayed in the

Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or [P address or both when {iltering
the list of mappings.

b Te filter mappings by address or pame

1. Tn the dialog box for Static Mappings or Show Database, choose the Set Filter
button.

i SetFiller : .

2. In the Set Filter dialog box, type portions of the computer name, address, or both
in the Computer Name or IP Address boxes,

You can use the asterisk (*) wildcard for portions of the name or address or
both. For example, you could type Wacet* 1o filter all computers with names that
begin with acct. However, for the address, a wildcard can be used only for a
complete octet. That is, you can type 11.101.2.2, but you cangot enter 11.1*.1.1
in these boxes.

3. Choose the OK bution.

The seiected range is dispiayed in the Static Mappings or Show Database dialog
box. The filtered range will remain until you clear the filter.

A roessage will tell you if no mappings are found to match the range you
specified, and the list of mappings will be empty.

If a filter is in effect for the range of mappings, the Clear Filter button is available
for restoring the entire list.

P To clear the filtered range of mappings

» In the Static Mappings or Show Database dialog box, choose the Clear Filter
button.

The list now shows ail mappings found in the database.
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Managing Special Names

WINS recognizes special names for several types of groups, including a normal
group, multihomed, and intemet group. This section describes these groups and
presents some background details to help you understand how WINS manages these

groups.

Normal Group Names

A group name does not have an address associated with it. It can be valid on any
subnet and can de registered with more than one WINS server. A group’s
timestamp shows the last time for any change reczived for the group. If the WINS
server receives a query for the group name, i returng FFFFFPEF (the fimiled
broadeast address). The client then broadcasis on the subnet. The group name is
renewed when any member of the group renews the group name.

Multihnomed Names

A multihomed name is a single, vaique name storing multiple addresses. A
multthomed device 18 8 computer with multiple network cards and/or multiple 1P
addresses bound 1o NetBIOS over TCP/IP. A multthomed device with roultiple TP
addresses can register one or more addresses by sending one address at a time in a
special name registration packet. A multihomed name in 2 WINS database can have
one or more addresses. The timestamp for the record reflects any changes made for
any members of the name.

Each mulfihomed group narme can contain a maximum of 25 TP addresses.

When you configure TCP/IP marually on a Windows NT computer, you use the
Advanced Microsoft TCP/IP dialog box to specify the IP address and other
information for each adapter on a mulithomed computer.

internet Group Names

The internet group name is read as configuration data. When dynamic name
registrations for infernet groups are received, the actual address {rather than the
subnet broadcast address) is stored in the group with a timestamp and the owner ID,
which indicates the WINS server registering that address.

The internet group name {which has a 16th byte ending in 0x1C reserved for
domain names, as described in the following section) can contain a maximum of 25
1P addresses for primary and backup domain controllers in a domain. Dynamically
registered names are added if the list is not static and has fewer than 25 members. If
the list has 25 members, WINS removes a replica member (that is, a member
registered by another WINS server) and adds the new member. If all members are
owned by this WINS server, the oldest member is replaced by the new one.
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WINS gives precedence over remote members to members in an internet group
name that registered with it. This preference means that the group name always
contains the geographically closest Windows NT Server computers. To establish
the preference of members of intemet groups registesed with other WINS servers
under the \Partmers\Pull key in the Registry, a precedence is assigned for each
WINS partner as a value of the MemberPrec Registry parameter. Preference
should be given to WINS servers near the WINS server you are configuring. For
more information about the value of this parameter, see its entry in “Advanced
Configuration Parameters for WINS” later in this chapter.

The internet group name is handled specially by WINS, which refumns the 24
closest Windows NT Server computers in the domain, plus the domain controller.
The name ending in 1C is also used to discover a Windows NT Server compute in
a domain when a computer running Windows NT Workstation or Windows NT
Server needs a server for pass-through authentication.

If your network still has domain controllers running Windows NT Advanced Server
version 3.1 to be iacluded in the internet group name, you must add these to the
group manually using WINS Manager. When you manually add such a computer to
the inteenet group name, the list becomes static and no longer accepls dynamic
updates from WINS-cnabled computers.

For information about related issues in LMHOSTS for #DOM entries, see
“Designating Domain Conrollers Using #DOM” in Chapter 6, “Setting Up
LMHOSTS.”

How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or
domain name. The following table shaws some special names that can be defined
for static entries in the Add Static Mappings dialog box.

Special Names for Static Mappings

Name ending  Usage How WINS handkes queries

0x1E A normal group. Browsers WINS always returns the limited
broadeast to this name and broadeast address (FFFFFFEF).
listen on it to elect a master
browser. The broadeast (s done
on the local subnet and should
DOt €FOSS fouters.

0x1D Clients resolve this name lo WINS always returns a negative
access the master browser for  response. If the node is h-node or
server lists. There is one m-node, the client broadcasts a name
master browser on a subnet. query {0 resolve the name. For

registrations, WINS refurns a positive
response even though the narmes are
not put inlo the database.
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Special Names for Static Mappings (continued)

Nameending  Usage How WINS handles queries
0x1C The internet group name, WINS treats this as an internet group,
which contains a list of the where each member of the group must

specific addresses of systems ~ renew its name individually or be

that hiave registered the name.  released. The internet group is limited

The domain controller registers  to 25 names. (Note, however, that

this name. there is no limit for #DOM entries in
LMHOSTS.)

WINS returns a positive response for
a dynamic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is
replicated that clashes with a dynamic
1C name on another WINS server, a
union of the members is added, and
the record is marked as static.

The following illustrates a sample NetBIOS name table for a Windows NT Server
domain controller, such as the list that appears if you type nbtstat -n at the
command prompt. This table shows the 16th byte for special names, plus the type
(unigue or group).

HetBIOS Local Name Table

Name Type Status

<§C29872R> Unique Registered
ANNIEPS @ UNIQUE Registered
ANNIEPS 88> UNIQUE Registered
ANNIEPDOM <09 GROUP  Registered
ANNIEPDOM ae GROUP  Registered
ANNTEPDOM 18> UNIQUE Registered
ANRIEPS B3> UNIQUE Registered
ANNIEPS 1Es GROUP  Registered
ANNIEPS ap UNIQUE Registered

.._MSBROWSE_. <BD> GROUP  Registered

Example NetBIOS Name Table for a Windows NT Doemain Controller
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As shown in this example, several special names are identified for both the
computer and the domain. These special names include the following;

= 0x0 (shown as <00> in the example), the redirector name, which is used with
nef view.

= (x3, the Messenger service name for sending messages.

» MSBROWSE , the name master browsers broadcast to on the local subnet to
announce their domains (o other master browsers. WINS handles this name by
returning the broadcast address FFFFFFFF.

s (x1B, the domain master browser name, which clients and browsers use to
contact the domain master browser. A dorain master browser gets the names of
all domain master browsers. When WINS is quened for the domain master
browser name, it handles the query like any other name query and returns its
address.

WINS assumes that the computer Lat registers a domain name with the 1B
character is the domain controller. This name is segistered by the browser
running on the domain controller, This ensures that the domain controller is in
the internet group name list that is returned when a 1C name is queried, for
which WINS always returns the address of the 1B name along with the members
of a 1C name.

Setting Preferences for WINS Manager

You can configure several options for administration of WINS servers. The
commands for controtling preferences are on the Options meny.

p To dispiay the statns bar for heip on commands
¢ From the Options menu, choose the Status Bar command.

When this command is active, its name is checked on the reny, and the status
bar at the bottom of the WINS Manager window displays descriptions of
commands as they are highlighted in the menu bar,
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<,
L

» To set preferences for WINS Mapager

1. From the Options meny, choose the Preferences command.
2. To see all the available preferences, choose the Partners bulton in the

Preferences dialog box.

Peeferences
M Addsess Display ™" S erver Slatistict
O Compter Name Only Auto Refresh
1P Address Griy Ingerva (Secondsr[60 1

Q Conputer Name 1P Addreas) I Comgurter Names
O 1P Address (Compuler Nome] || 5] LAN Manager Compalible

I MisceBanems
[ Valdate Cache of "Known™ WINS Servers o Startup Tie
& Coniim Deletetion of Static Kappings & Cached WINS sorvess

" Hew Pul Partoer Defautt Configuration
Stot Tima: [6:00 am

Raplication interval frme)k l‘_ ﬁ; ﬂi E

Jacation iy

" New Push Partner Dedindt Condigus 2tion

Update Cmmt %2 !

3. Select an Address Display option to indicate how you want address information
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1o be displayed throughout WINS Manager—as computer name, 1P address, or

an ordered combination of both.

Note Remermber that the kind of address display affects how a connection is
made to the WINS server — for [P addresses, the connection is made via
TCP/IP, for computer names, the connection is made via named pipes.
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4.

10.

Page 147 of 290

Check Auto Refresh if you want the statistics in the WINS Manager window to
be refreshed automatically. Then enter a number in the Interval box to specify
the number of scconds between refresh actions.

WINS Manager also refreshes the statistical display automatically each time an
action is initiated while you are working in WINS Manager.

Check the LAN Manager-Compatible check box if you want computer names to
adhere to the LAN Manager naming convention.

LAN Manager computer names are limited to 15 characters, as opposed to 16-
character NetBIOS names used by some other sources, such as Lotus Notese. In
LAN Manager names, the 16th byte is used to indicate whether the device is a
server, workstation, messenger, and so on. When this option is checked, WINS
adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows networking, including Windows NT, follows the LAN Manager

convention. So this box should be checked unless your network accepts
NetBIOS name from other sources.

Check Validate Cache Of Known WINS Servers At Startup Time if vou want
the system to query the list of servers each time the system starts to find out if
each server is available.

. If you want a warning message to appear each time you delete a static mapping

or the cached name of a WINS server, check the Confirm Deletion Of Static
Mappings And Cached WINS Servers option.

. In the Start Time box, type a time to specify the default for replication start time

for new pull partners. Then specify values for the Replication Interval to
indicate how often data replicas will be exchanged between the partners.

The minimum value for the Replication Interval is 40 minutes.

In the Update Count box, type a number {o specify a default for how many
registrations and changes can occur locally before a replication trigger is sent by
this server when it is a push partner. The minimum value is 5.

When all options are set for your preferences, choose the OK button.
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Managing the WINS Database

The following files are stored in the \systemrooASYSTEMI2AWINS direciory that

RES a0 SR O yailh

is created when you set up a WINS server:
= JET.LOG 18 2 log of alf transactions done with the database. This file is used by
WINS to recover data if necessary.

¢ SYSTEM.MDB is used by WINS for holding inforraation about the structure of
its database.

= WINS.MDB is the WINS database file.

= WINSTMP MDRB is 2 temporary file that WINS creates. This file may remain
in the \WINS directory after a crash.

You should back up these files when you back up other files on the WINS server.

Caution The JET.LOG, SYSTEM.MDB, WINS. MDB, and WINSTMP.MDB
files should not be removed or tampered with in any manner.

Like any database, the WINS database of address mappings needs to be cleaned
and backed up periodically. WINS Manager provides the tools you need for
maintaining the database. This section describes how to scavenge (clean), view, and
back up the database. For information on restoring and moving the WINS database,
see “Troubleshooting WINS” fater in this chapter.

Scavenging the Database

The Jocal WINS database should periodically be cleared of released entries and old
entries that were registered at another WINS server but did not get removed from
this WINS database for some reason. This process, called scavenging, is done
automatically over intervals defined by the refationship between the Renewal and
Extinct intervals defined in the Configuration dialog box. You can also clean the
database manvally.

For example, if you want (o verify old replicas immediately instead of waiting ihe
time interval specified for verification, you can manually scavenge the database.
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» Toscavenge the WINS detabase
¢ From the Mappings menu, choose the Initiate Scavenging command.
The database is cleaned, with the results as shown in the following table.

State before scavenging State after scavenging
Owned active names for which Marked relensed

the Renewal interval has expired

Qwned released name for which Marked extinct

the Extinct interval has expired

Owned extinct names for which Deleted

the Extinct timeout has expired

Replicas of extinct names for which Deleted

the Extinct timeout has expired

Replicas of active names for which Revalidated
the Verify interval has expired

Replicas of extinct or deleted pames Deleted

For informaljon about the intervals and timeouts that govern database scavenging,
see “Configuring WINS Servers” earlier in this chapter.

After WINS has been running for a while, the database may need to be compacted
to improve WINS performance.

» Tocompact the WINS database

1. Atthe WINS server, stop the Windows Internet Name Service using the Control
Panel Services option or by typing net stop wins at the command prompt.

M Deem HOEIDA LTIV /bl b e rmrd s - A d e
L., Kufl \/CW{I ACT ,EA.E \Whmh i3 fOuud ifl the \_.3}/3;’(.1/»1 OO!\SYSTENBz
directory).

3. Restart the Windows Internet Name Service on the WINS server.
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Viewing the WINS Database

You can view the actual active and static mappings stored in the WINS database,

hased on the WINS server that owns the entries.

P Toview ihe WINS database

1. From the Mappings meny, choose the Show Database command.

2. In the Show Database dialog box, to view the mappings in the database for a
specific WINS serves, select Show Only Mappings Frora Specific Owner, and
then from the Select Owner list, select the WINS server whose database you
want to View.
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" Derplay Dptiono
[ ] Sort Drger
O Shim AR Mappings O St by P Address
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e | O Soit by Timestom
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|
) ‘ 1 QO Sost by Tapg
ﬁar None
A 5 Tonestomp Verwan 0
_9\\ __MSBAUWST__mn] 11.103.41.12 VSR G144 PN ]
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\\Auutfmoulmg 11.182.41.12 Vo OSUS 1888 PN 4
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By default, the Show Database dialog box shows all mappings for the WINS

database on the currently selected WINS server.

Static Mappings” earfies in this chapter.)

. Select a Sort Order option to sort by IP address, computer name, timesiamp for
the mapping, version 1D, of type. (For information about types, se¢ “Adding
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4, 1f you want to view only a range of mappings, choos¢ the Set Filter button and
follow the procedures described in “Filtering the Range of Mappings” earlier in
this chapter. To tum off filtering, choose the Clear Filter button.

5. Use the scroll bars in the Mappings box to view entries in the database. Then
choose the Close bution when you are finished viewing.

As shown in the Mappings list, each registration record in the WINS database
includes these elements:

Item Meaning

g Unique

& Group, intermet group, or multihomed

Computer name The NetBIOS compuier name,

1P address The assigned Inlernet Protocol address.

AorS Whether the mapping is active (dynamic) or stalic.

Timestamp Shows when the record was registered or updaled. When a replica is

stored in the database, its timestarnp is sef to the current time on the
receiving WINS server.

Version 1D A unique hexadecimal number assigned by the WINS server during
name registration, which is used by the server’s pull partner during
replication 1o find new records.

You can also use the Show Database dialog box to remove all references to
specific WINS server in the database, including all database entries owned by the
WINS server.

> Todelete a specific WINS server’s entries is {he database

e In the Show Database dialog box, setect 2 WINS server in the Select Owner list,
and then choose the Delete Gwner button,
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Backing Up the Database

WINS Manager provides hackup 100ls 5o that you can hack np the WINS database,

After you specify a backup directory for the database, WINS performs complete
database backups every 24 hours, using the specified directory.

b Toback up a WINS database

1. From the Mappings meny, choose the Backup Database command.

4,

cluser\defauk
DBireclosies:
e

£ vsexs

B default

Mow Dreqiory Nome:
{nebak g

Drives:

X Pertorm lostemental Backup

In the Select Backup Directory dialog box, specify the location {or saving the
backup files.

Windows NT proposes a subdirectory of the \WINS directory. You can accept
this proposed directory. The most secure location is to back up the database on
another hard disk. Do not back up 10 a network drive, because WINS Manager
cannot restore from 2 network source.

ff you want to back up only the newes! version numbers in the database {that is,
changes that have occurred since the last backup), check Perform Incremental
Backup.

Note You must have performed a complete backup before this option can be
used successfully.

Chaoose the OK button.

You should also periodically back up the Registry entries for the WINS server.

Page 152 0f 290

Cisco

-- Exhibit 1003



Chapler 5§ Installing and Configuring WINS Servers 137

» To back up the WINS Registry entries
1. Run REGEDT32EXE.

2. In Registry Editor, select the HKEY_LOCAL_MACHINE window, and then
sefect this key:

L SYSTEM\CurrentontrolSef\Services\WINS

3. From the Registry menu, choose Save Key.

4. Tn the Save Key diatog box, specify the path where you store backup versions of
the WINS database files.

For information about restoring the WINS database, see the following section,
“Troubleshooting WINS.”

Troubleshooting WINS

This section describes some basic troubleshooting steps for common problems and
also describes how 1o restore or rebuild the WINS database.

Basic WINS Troubleshooting

These error conditions can indicate potential problems with the WINS server:
= The administrator can’t connect to a WINS server using WINS Manager. The
message thal appears might be, “The RPC server is npavailable.”

= The WINS Client service or Windows Internet Name Service may be down and
cannot be restarted.

The first troubleshooting task is to make sure the appropriale services are running.

P To ensure the WINS services are running
1. Use the Services option in Control Panel to verify that the WINS services are
runming.
In the Services dialog box for (he client computer, Started should appear in the

Status colomn for the WINS Client service. For the WINS server itself, Started
should appear in the Status colurna for the Windows Internet Name Service.

2. 1 a necessary service is not started on either computer, start the service.

The following describes solutions to common WINS problems.
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» Tolocate the source of “duplicate name” error messages

Check the WINS database for the name. If there is a static record, remove it

fomr dhin datofraon aftha wrieamy WIRC o0 ns
(GG inc 4aiavase O uic prauary ¥y o Xvel.
g} o

Set the value of MigrateOn in the Registry to 1, so the static records in the
database can be updated by dynamic registrations (after WINS successfully
challenges the old address).

B Tolocate the scurce of “netwark path not found” error messages on &8 WINS
client

®

Cherk the WINS database for the name. If the name is not present in the
database, check whether the computer uses b-node name resolution. If 50, add 2

Ty s o

static mapping for it in the WINS database.

If the computer is configured as a p-node, m-node, or h-node and if its IP
address is different from the one in the WINS database, then it may be that its
address changed recently and the new address has not yet replicated to the local
WINS server. To get the latest records, ask the WINS server that registered the
address to perform a push replication with propagation to the focal WINS
server,

b Todiscover why a WINS server cannot pull or push replications to another
WINS server

1.

Confirm that the ronter is working.
Ensure that each server is correctly configured as either a pull or push partrer:

[f ServerA needs to perform pult replications with ServerB, make sure it is a
push partner of ServerB.

If ServerA needs to push replications o ServerB, it should be a pull partner of
WINS ServerB.

To defermine the configuration of a replication partner, check the values under
the \Pull and \Push keys in the Registry, as desciibed in “Advanced
Configuration Parameters for WINS” later in this chaptes.

b To determine why WINS backup is failing consistently

L]
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Make suze the path for the WINS backup directory is on a Jocal disk on the
WINS server.

WINS cannot back up its database files to a remote drive.
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Restoring or Moving the WINS Database

This section describes how to restore, rebuild, or move the WINS dalabase.

Restoring a WINS Database

1f you have determined that the Windows Internet Name Service is running on the
WINS server, but you cannot connect 0 the server using WINS Manager, then the
WINS database is not available or has becomes corrupted, 1f a WINS server fails
fot any reaso, you can restore the database from a backup copy.

You can use the renu commands to testore the WINS database or restore
manually.

» To restore 3 WINS database using meou commands
1. From the Mappings meau, choose the Restore Database command.

2. In the Sefect Directory To Restore From dialog box, select the location where
the backup files are stored, and then choose the OK button.

P To restore a WINS database manually

1. In the \systemroonSYSTEM32\WINS directory, delete the JET.LOG,
JET*.LOG, WINS.TMP, and SYSTEM.MDB files.

From the Windows NT Server installation source, copy SYSTEM.MDB on the
WINS server. The installation source can be the Windows NT Server compact
disc, the installation floppy disks, ot a network directory that contains the master
files for Windows NT Server.

3. Copy aa uncorrupted backup version of WINS.MDB (o the
\sysiemroohSYSTEM3ZWINS dircciory.
4. Restart the Windows [nternet Name Service oa the WINS server.

[384

Restarting and Rebuilding a Down WINS Server

I rare circumstances, the WINS server may not boot or a STOP error may occur. If
the WINS server is down, follow these steps to restart.

»  To restart a WINS server that is down
1. Turn off the power fo the server and wait one minute,

2. Turn on the power, start Windows NT Server, and logon under an account with
Administrator rights.

3. At the command prompt, type net start wins and press ENTER.
If the hardware for the WINS server is malfunctioning or other problems prevent

you from runaing Windows NT, you will have to rebuild the WINS database on
another computer.
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» Torebuild 2 WINS server
L. If you can start the original WINS server using MS-DOS, use MS-DOS to make

backup copies of the files in the \sysiemroonSYSTEMIZ\WINS direciory. if
you cannot start the computer with MS-DOS, you will have to use the tast
backup version of the WINS database files.

. Install Windows NT Server and Microsoft TCPAP to create a new WINS server
using the same hard drive location and \systemroot directory. That is, if the
original server stored the WINS files on CAWINNTIS\SYSTEMAIZ\WINS, then
the new WINS server should use this same path 1o the WINS files.

3

3. Make sure the WINS services on the new server are stopped, and then use

Remigiry
REZISITY

4. Copy the WINS backup files to the \systemroonSYSTEM3I2\WINS directory.
5. Restan the new, rebuilt WINS server.

Moving the WINS Database

You may find a situation where you need to move 2 WINS database to another
computer. To do this, follow these steps.

Editor 1o restore the WINS keys from backup files.

b Tomove a WINS database
1. Stop the Windows Intenet Name Service on the current computer.

2. Copy the \SYSTEM32\WINS directory to the new computer that hias been
configured as 2 WINS server.

Make sure the new directory is under exactly the same drive lefter and path as
on the old computer.

If you must copy the files to a different directory, copy WINS.MDB, but not
SYSTEM.MDB. Use the version of SYSTEM.MDB created for that new
computer,

3. Start the Windows Internet Name Service on the new computer, WINS will
automatically use the .MDB and .LOG files copied from the old computer.
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Advanced Configuration Parameters for WINS

This section presents configuration parameters that affect the behavior of WINS
and that can be modified only through Registry Editor, For some parameters, WINS
can detect Registry changes immediately. For other parameters, you must restart the
Windows Internet Name Service for the changes to take effect.

Caution You can impair of disable Windows NT if you make incorect changes in
the Registry while using Registry Editor. Whenever possible, use WINS Manager
to make configuration changes, rather than using Registry Editor. If you make
errors while changing values with Registry Bditor, you will not be warned, because
Registry Editor does not recognize Semantic errors.

» To make changes to WINS configuration using Registry Editor

1. Run REGEDT32 EXE from File Manager or Prograrn Manager, or 2l a
command prompt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press F) to get Help on how
to make changes in Registry Edifor.

2. In Regisiry Editor, click the window titled HKEY_LOCAL_MACHINE On
Local Machine, and then click the icons for the SYSTEM subtree until you
reach the appropriate subkey, as described later in this section.

The following describes the value entries for WINS parameters that can only be set
by adding an entry or changing values in Registry Editor.
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Registry Parameters for WINS Servers
The Registry parameters for WINS servers are specified under the following key:

L ASYSTEMACurrentControlSetiServices\Kins\Parameters

This subkey lists all the nonreplication-related parameters needed to configure 2
WINS server. It also contains a \Datafiles subkey, which lists all the files that
should be read by WINS o initialize or reinitialize its local database.

DbFileNm
Data lype = REG_EXPAND SZ
Range = path name

Default = %SystemRoot%\system32iwinsiwins mdb
Specifies the full path name for the WINS database file.

DoStaticDatalnit
Data type = REG_DWORD
Range=Gor1
Default = 0 (false—that is, the WINS server does not initialize its database)
If this parameder s set 1o a non-zero value, the WINS server will initialize its
database with records listed in one or more files listed under the \Datafiles
subkey. The initialization is done at process invocation and whenever a change
is made to one or more values of the \Parameters or \Datafiles keys (unless the
change is to change the value of DoStaticDatalnit to 0).

The following parameters in this subkey can be sel using the options available in
the WINS Server Configuration dialog box:

LogDetailedEvents

LogFilePath

LoggingOn

Refreshinterval

RplOnlyWCofPars
Tombstonelnterval (extinction interval)
TombstoneTimeout (exlinction imeout)
Verifylnterval
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Also, the \Wins\Parameters\Datafiles key lists one or more files that the WINS
server shonld read fo initialize or reinitialize its local database with static records.
If the full path of the file is not listed, the directory of execution for the WINS
server is assumed to contain the data file. The parameters can have any names (for
example, DF1 or DF2). Their data types must be REG_SZ or REG_EXPAND SZ.

important The \Wins\Performance key contains values used for WINS
performance counters that can be viewed in Performance Moaitor. These values
should be maintained by the sysiem, so do not change these values.

Registry Parameters for Replication Partners

The \Wins\Partners key has two subkeys, \Pull and {Push, under which are subkeys
for the IP addresses of all push and pull partners, respectively, of the WINS server.

Parameters for Push Partners

A push pariner, listed under the \Partners\Pull key, is one from which a WINS
seryer pulls replicas and from which it can expect update otification messages. The
following parameter appears under the TP address for a specific push pariner. This
parameter can be set only by changing the value in Registry Editor:

MemberPrec
Data type = REG_DWORD
Range =G or 1
Default = None
Specifies the order of precedence for this WINS partner. G indicates low
precedence, and 1 indicates high precedence. Notice that dynamically registered
names are always high precedence. When a 1C name is pulled from this WINS
partner, the addresses contained in it are given this precedence level. The value
can be 0 (low) or 1 (high). Set this value to 1 if this WINS server is serving a
geographic location that is nearby.
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The following parameters appear under this subkey and can be set in the WINS
Server Configuration dialog box:

o1Set\Secvices\Wins\Parinecs\Pull
InifTimeReplication
CoramReiryCount

The following parameters appear under Lhis subkey and can be set using the
Preferences dialog box:

ASYSTEM\CurrentControlSef\Services\Wins\PartnersiPul1\<ip Address>

SpTime (Stari Time for pull pariner defauit configuration)
Timelnterval (Replication Infeeval)

For SpTime, WINS replicates at the set time if it is in the future for that day. After
that, it replicates every number of seconds specified by Timelnterval. f SpTime
is in the past for that day, WINS replicates every number of seconds specified by
Timelnterval, starting from the current time (if InitTimeReplication is set to 1).

A pull partner of a WINS server, listed under the \Partners\Push key, is one from
which if can expect pull requests to pull replicas and to which it sends update
notification messages. The following parameters appear under this subkey and can
be set using the options available in the WINS Sexver Configuration dialog box:

o e boson Emem sl Mmedon e
ralramewers 10 run ranners
] u

CASYSTEM CurrentControlSet\Services\Wins\Partners\Push

[nitTimeReplication
RplOnAddressChg

The following parameter appears under this subkey and can be set using the options
available in the Preferences dialog box:

CASYSTEMACurrentControlSetiServices\¥ins\Pariners\Push\<ip Address>

UpdateCount
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Planning a Strategy for WINS Servers

The planning issues for implementing WINS servers are similar to those for
implermenting DHCP servers, as described in Chapter 4, “Installing and
Configuring DHCP Servers.” Most network administrators will be installing both
kinds of servers, so the planning and implementation tasks will be undertaken
jointly for DHCP and WINS servers.

This section provides sore additional planning issues for WINS servers,

Planning for Server Performance

A WINS server can typically service 1500 name registrations per minute and about
760 queries per minute. There is no built-in limit to the number of records that a
WINS server can replicate or store.

Based on these numbers, and planning for large-scale power ovtage where many
computers will come on line simultaneously, the conservative recommendation is
that you plan to include one WINS server and a backup server for every 10,000
compuiers on the network,

Two factors can particularly enhance WINS server performance. WINS
performance increases almost 25 percent on a computer with two processors. Also,
using NTFS as the file system also improves performance.

After you establish WINS servers in the internetwork, you can adjust the Renewal
interval. Setting this interval to reduce the numbers of registrations can help tune
server response time. (The Renewal interval is specified in the WINS Server
Configuration dialog box.)

Planning Replication Partners and Proxies

In one possible configuration, one WINS server can be designated as the central
server, and all other WINS servers can be configured as both push partner and pull
partner of this central server. Such a configuration ensures thas the WINS database
on each server contains addresses for every node on the WAN.

Another option is 10 set up a chain of WINS servers, where each server is both the
push partner and pull partner with a nearby WINS server. In such a configuration,
the two servers at the ends of the chain would also be push and pull partners with
each other. Other replication partaer configurations can be established for your
site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so
that a limited number of computers are using resources to respond to broadeast
name requests.
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Planning Replication Frequency Between Hubs

A major tuning issue for WINS servers is replication frequency. You want
replication to occur frequently enough that any server being down will aot interfere
with the reliability of name query responses. However, for longer wide area
network (WAN) lengths, you do not want replication io interfere with network
throughput.

For multiple network hubs interconnected by WAN finks, replication frequency can
be configured to be low compared to the replication frequency of multiple WINS
servers at a Single hub. For long WAN links, infrequent replication cnsures that the
links are available to carry client traffic without WINS affecting throughput.

For example, the WAN servers af a central site might be configured to replicate
every 15 minutes. Replication between WAN hubs of 2 greater distance might be
scheduled for every 30 minutes. Replication between servers on different continents
might replicate twice a day.

5 minules

Australia

30 mirutes g ¥

Example of an Enterprise-Wide Configuration for WINS Replication
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Setting Up LMHOSTS

The LMHOSTS file is commonly used on Microsoft networks to locate remote
computers for network file, print, and remote procedure services and for domain
services such as logons, browsing, replication, and $o on.

You will want 1o use LMHOSTS for smaller networks or to find hosts on semote
networks that are not part of the WINS database (since name query requesis are not
broadcast beyond the local subnet), If WINS servers are in place on an
internerwork, users do not have (o rely on broadcast queries for name resolution,
since WINS is the preferred method for name resolution. With WINS servers in -
place, therefore, LMHOSTS may not be necessary.

This chapter presents the following topics:

= Editing the LMHOSTS file
= Using LMHOSTS with dynamic name resolution
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Editing the LMHOSTS File

The LMHOSTS file used by Windows NT contains mappings of IP addresses to

Windows NT computer names (which are NetBIOS names). This file is compatible
with Microsoft LAN Manager 2.x TCP/IP LMHOSTS files.

You can use Notepad or any other text editor fo edit the sample LMHOSTS file that
is automatically installed in the \systemrooASYSTEM32\DRIVERS\ETC directory.

This section provides some basic rules and guidelines for LMHOSTS.

Rules for LMHOSTS
The following rules apply for entrics in LMHOSTS:

= Each entry should be placed on a separate line.

= The IP address should begin in the first column, followed by the corresponding
computer name.

= The address and the computer name should be separated by at least one space or
tab.

= NetBIOS names can contain uppercase and lowercase characters and special
characters. If a name is placed between double quotation marks, it will be used
exactly as entered. For example, "AccountingPDC" is a mixed-case name, and
"HumanRscSr \0x03" generates 2 name with 2 special character.

Note In Microsoft networks, a NetBIOS computer name in quotes that is less
than 16 characters is padded with spaces. If you do not want this behavior, make
sure the quoted string is 16 characters long.

» The # character is usuaily used fo mark the start of a comment. However, it can
also designate special keywords, as described in this section.
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The keywords listed in the following table can be used in LMHOSTS under
Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBIOS over
TCP/IP name resolution, treats these keywords as comments.)

LMHOSTS Keywords

Keyword

Meaning

4PRE

HDOM: <domain>

HINCLUDE <filename>

#BEGIN_ALTERNATE

4END_ALTERNATE

\Oxnn

Added after an entry to cause thai colry to be preloaded
into the name cache. By default, entries are nol preloaded
into the aame cache byl are parsed oaly afier WINS and
name query broadeasts fail to resolve 3 name. #PRE must
be appended for entries that also appear in FINCLUDE
statements; otherwise, the entry in #INCLUDE is ignored.

Added after an eatry to associate that eniry with the
domain specified by <domain>, This keyword affects how
the Browser and Logon services behave in routed TCP/IP
environments. To preload & #DOM entry, you musl alse
add the #PRE keyword to the line.

Farces the system o seek the specified <ftfename> and
parse it a8 if it were local. Specifying 2 Uniform Naming
Conveation (UNC) <filename> allows you (o use a
centralized LMHOSTS file o a server. If the server is
located outside of the local broadcast area, you must add a
mapping for the server before its entry in the #INCLUDE
section and also append #PRE 1o ensure that il preloaded.

Used 1o group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group to
succeed.

Used 1o mark the end of an #INCLUDE grouping.

Support {or nonprinting characters in NetBIOS names.
Enclose the NetBIOS name in double quotation marks
and usc \Oxan notation to specify a hexadecimal value for
the characier. This allows custom applications that use
special names to function propefly in routed topologies.
However, LAN Manager TCP/IP does got recogaize the
hexadecimal format, so you surreader backward
compatibility if you use this feature,

Note that the hexadectmal notation applies only to one
character in the name, The name should be padded with
blanks so the special character is last in the siring
{character 16).
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The following example shows how all of these keywords are used:

182.54.94 .98 Tocalsry #PRE

162.54.94 .97 trey $PRE #D0M networking  fnet group's POC
182.54.94.182  “appname \Gx14” fispecial app server
162.54.94.123  popular #PRE fsource server

SBEGIM_ALYERNATE

#FIHCLUDE \\locaisrvipubliciimhosts fladds LRHOSTS from this server
FINCLUDE \\trey\public\Imhosis #adds LEADSTS from this server
FEND_ALTERNATE

= The servers named localsrv and frey are specified so they can be used later in
an #INCLUDE statemen! in a centrally maintained LMHOSTS file.

= The server named "appname  \0x14" contains a special character after the
15 characters in its name (including the blanks), s its name 1s enclosed in
double quotation marks.

= The server named popular is picloaded, based on the #PRE keyword.

Guidelines for LMHOSTS

When you use a host table file, be sure to keep it up to date and organized. Follow
these guidelines:

e« Update the LMHOSTS file whenever a computer is changed or removed from
the network.

v Because LMHOSTS files are searched one line at a time {rom the beglaning, list
temote computers in priority order, with the ones used most often at the fop of
the file, followed by remofe systems listed in #INCLUDE statements. Finally,
the #PRE entries should be left for the ead of the file, because these are
preloaded into the cache at systes starfup time and are not accessed later. This
increases the speed of searches {or the entries used most often. Also, any
comnment tines add to the parsing time, because cach kine is processed
individually.

= Use #PRE statements to preload popular entries and servers listed in
#INCLUDE statements into the local computer’s name cache.
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Using LMHOSTS with Dynamic Name Resolution

On networks that do not use WINS, the broadcast name resolution method used by
Windows NT computers provides a simple, dynamic mechanism for locating
resources by name on a TCP/IP network.

Because broadcast name resolution telies on [P-level broadeasts to Jocate resources,
unwanted effects can occur in routed IP topologies. In particular, resources located
on remole subnets do nof receive name query requests, because routers do not pass
1P-level broadcasts. For this reason, Windows NT allows you to manually provide
computer name and IP address mappings for remote resources via LMHOSTS,

This section describes how the LMHOSTS file can be vsed to enhance
Windows NT in routed environments, This section includes the following topics:

= Specifying remote servers in LMHOSTS
= Designating primary domain controllers using #DOM
»  Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS

Computer names can be resolved outside the local broadcast area if computer name
and 1P address mappings are specified in the LMHOSTS file. For example, suppose
the computer nammed ClientA wants (0 connect to the computer named ServerB,
which is outside of its IP broadcast area. Both Windows NT computers are
configured with Microsoft TCP/IP.

Under a strict b-node broadcast protacol, as defined in RFCs 1001 and 1002,
ClientA’s name query request for ServerB would fail (by timing cut), because
ServerB is localed on a remote subnet and does not respond to ClientA’s broadcast
requests. So an alternate method is provided for name resolution. Windows NT
maintains a limited cache of computer name and IP address mappings, which is
mitialized at system startup. When a workstation needs to resolve a name, the cache
18 examined first and, if there is no match in the cache, Windows NT uses b-node
broadcast name resolution. ) this fails, the LMHOSTS file is used. If this last
method fails, the name is unresolved, and an error message appears.
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This strategy allows the LMHOSTS file to contain a large number of mappings
without requiring a farge chunk of static memory to maintain an infrequently used
cache. At system startup, the name cache is preloaded only with entries from
LMHOSTS tagged with the #PRE keyword. For example, the LMHOSTS file could
contzin the following:

182.54.94.91 accounting faccounting server
162.54.94.94 payroll fpayroll server
162.54.54.97  stockgquote §PRE  fstock quote server
192.54.84.182 printqueue fiprint server in Bldg 18

In this example, the server named stockquote is preloaded into the name cache,
bocause if is tagged with the #PRE keyword. Entries in the LMHOSTS file can
represent Windows NT Workstation computers, Windows NT Server computers,
LAN tanager servers, of Windows for Workgroups 3.11 computers running
Microsoft TCP/IP. There is no need lo distinguish between different platforms in
LMHOSTS.

Note The Windows NT tag #PRE allows backward compatibifity-with LAN
Manager 2.x LMHOSTS fles and offers added flexibility in Windows NT. Under
LAN Manager, the # character dentifies 2 comment, so al) characters thereafter are
ignored. But #PRE is 2 valid tag for Windows NT.

In the above example, the servers named accounting, payroll, and printgueue
would be resolved only after the cache entries failed to match and afier broadcast
queries fatled 1o Jocate them. After nonpreloaded entries are resotved, theis
mappings are cached for a period of time for reuse.

Windows NT limits the preload name cache to 100 entries by defanlt. This limit
only affects eniries marked with #PRE. If you specify more than 100 entris, only
the first 100 #PRE entries wilt be preloaded. Any additional #PRE entries will be
ignored at startup but will be resolved when the system parses the LMHOSTS file
after dynamic resolution fals.

Finally, you can reprime the name cache by using the nbistat -R command to purge
and reload the name cache, reread the LMHOSTS file, and insert entries tagged
with the #PRE keyword. Use nbistat 1o remove or correct preloaded entries that
may have been mistyped or any nares cached by successtul broadcast resolution.
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Designating Domain Controllers Using #DOM

The most common use of LMHOSTS s for locating remote servers for file and
print services. But for Windows NT, LMHOSTS can also be used 10 find domain
controllers running TCP/IP in souted eavironments. Windows NT primary domain
controlless (PDCs) and backup domain controllers (BDCs) maintain the user
account securily database and manage other network-related services. Because
large Windows NT domains can span multiple IP subnets, it is possible that routers
coutd separatc the domain controllers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish 2 Windows NT
domain controller from a2 Windows NT Workstation compuser, 2 LAN Manager
server, or 2 Windows for Workgroups computer. To use the #DOM tag, follow the
name and 1P address mapping in LMHOSTS with the #DOM keyword, a colon, and
the domain in which the domain controller participates. For example;

182.54.94.97  treydc §DOM:treycorp {§The freycerp POC

Using the #DOM keyword to designate domain controllers adds entries (o a special
internet group name cache that is used to limit internetwork distribution of
requests intended for the local domain controller. When domain controller activity
such as a logon request occurs, the request is sent on the special internet group
name. [n the local IP-broadcast area, the request is sent only once and picked up by
any local domain controlless. However, if you use #DOM to specify domain
controliers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also
forward the request to domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses
(used for account database synchronization), logon authentication, password
changes, master browser list synchronization, and other domain management
aclivities.
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For domains that span subnets, LMHOSTS {iles can be used to rap important
members of the domain osing #DOM. The following lists some guidelines for doing
this.

s For each local LMHOSTS file on 3 Windows NT computer that is 2 member in
a domain, there should be #D0M entries for all domain controllers in the
domain that are Jocated on remote subnets. This ensures that logon
aathentication, password changes, browsing, and so on all work properly for the
local domain. These are the minimum entries necessary 10 allow a Windows NT
system to participate in a Windows networking internetwork.

= For local LMHOSTS files on all servers that can be backup domain controllers,
there should be mappings for the primary domain coatroller's name and IP
address, plus mappings for ail other backup dornain controflers. This ensures
~ that promoting a backup to primary domain controller status does not affect the
ability to offer all services to members of the domain.

o If trust relationships exist between domains, all domain controllers for all trusted
domains should also be listed n the local LMHOSTS file.

* For domains that you want to browse from yout local domain, the local
LMHOSTS files should contain at least the name and IP address mapping for
the primary domain controller in the remote domain. Again, backup domain
controllcrs should also be included so that promotion to primary domain
coritroller does not irepair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common
LMHOSTS file usually satisfies all workstations and servers on the internetwork.
To achieve this, systems should use the Windows NT replicator service to maintain
synchronized local copies of the global LMHOSTS or use centralized LMHOSTS
files, as described 1n the following section.
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Names that appear with #DOM in LMHOSTS are placed in a special domain name
List in NetBIOS over TCP/IP. Whien a datagyam is sent to this domain using the
DOMAIN<IC> name, the name 15 resolved first via WINS or broadcast. The
datagram 1s then sent to all the addresses on the list from LMHOSTS, and there is
also a broadcast on the locat subnet.

Important To browse across domains, for Windows NT Advanced Server 3.1 and
Windows NT 3.1, each computer must have an entry in its LMHOSTS file for the
primary domain controller in each domain. This remains true for Windows NT
version 3.5 clients, unless the Windows NT Server computer 1s also version 3.5
and, optionally, offers WINS name registration.

However, you cannot add an LMHOSTS entry for a Window NT Server that is a
DHCP client, because the IP address changes dynamically, To avoid problems, any
domain controtlers whose names are entered in LMHOSTS files should have their
IP addresses reserved as static addresses in the DHCP database rather than renning
as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusied
domains should be upgraded to version 3.5, so that browsing across domains is
possible without LMHOSTS.

Using Centralized LMHOSTS Files

With Microsoft TCP/IP, you can include other LMHOSTS files from local and
remote computers. The primary LMHOSTS file is always located in the
\systemroofSYSTEM32ADRIVERS\ETC directory on the local computers. Most
networks will also have an LMHOSTS file maintained by the network
administrator, so administrators shonld maintain one or more global LMHOSTS
files that users can rely on. This is done using #INCLUDE statemenis rather than
copying the global file locally. Then use the replicator service to distribute maultiple
copies of the global file(s) to multiple servers for reliable access.

+

Page 171 of 290 Cisco - Exhibit 1003



156 TCPAP

To provide a redundant ist of servers maintaining copies of the same LMHOSTS
file, use the #BEGIN_ALTERNATE and #END_ALTERNATE keywords. This is
known as a block inclusion, which allows multiple servers to be searched for a
valid copy of a specific file. The following example shows the use of the
#INCLUDE and #_ALTERNATE keywords to include a local LMHOSTS file (in
the C:\PRIVATE directory): '

182.54.94.97 treydc #PRE  #D0M:treycorp fprimary DC
162.54.94.99 treybdc #PRE  {#iDOM:treycorp #backup OC in domain
182.54.94.98  localsvr  #PRE {DOM:treycorp

#INCLUDE c:\private\imhosts finclude a local Imhosts

#BEGIN_ALTERNATE

#INCLUDE \treyde\public\limhosts #source far glebal file
FINCLUDE \\treybdc\public\Imhosts fibackup source
#INCLUDE VWlocalsvripublic\lmhosts  f#backup source
#END_ALTERRATE

important This feature should never be used to include a remote file from a
redirected drive, because the LMHOSTS file is shared between local users who
have different profiles and different logon scripts, and even on single-user systems,

redirected drive mappings can change between logon sessions.

In the above exampie, the servers treyde and treybdc are located on remote
subnets from the computer that owns the file. The local user has decided to include
a list of preferred servers in a local LMHOSTS file located in the C:\PRIVATE
directory. During name resolution, the Windows NT system first includes this
private file, then gets the global LMHOSTS file from one of three locations:
treydc, treybde, or localsvr. All names of servers in the #INCLUDE statements
must have their addresses preloaded using the #PRE keyword; otherwise, the
#INCLUDE statement will be ignored.

The block inclusion is satisfied if one of the three sources for the global LMHOSTS
is available and none of the other servers are used. If no server is available, or for
some reason the LMHOSTS file or path is incorrect, an event is added to the event
log to indicate that the block inclusion failed.
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Using the Microsoft
FTP Server Service
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The Microsoft FTP Seever service allows other computers using the FTP utility to
connect to this computer and transfer files. The FTP Server service supports all
Windows NT fip client commands. Noa-Microsoft versions of FTP clients may
contain commands that are not supported. The FTP Server service is implemented
as a multithreaded Win32 service that complies with the requirements defined in
Requests for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model.
Users connecting to the FTP Server service are authenticated based on their
Windows NT user accounts and receive access based on their user profiles, For
this reason, it is recommended that the FTP Server service be installed on an
NTES partition so that the files and directories made available via FTP can be
secured.

Caution The FTP Server protocol relies on the ability to pass user passwords over
the network without data encryption. A user with physical access to the network
could exarune user passwords during the FTP validation process.

The following topics are included in this chapler:

= [nstalling the FTP Server service

= Configuring the FTP Server service

» Administering the FTP Server service

= Advanced configuration parameters for FTP Server service

For information about usiag performance counters to moaitor FTP Server traffic,
se¢ Chapter 8, “Using Performance Monitor with TCP/IP Services.”
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Installing the FTP Server Service

These procedures assume that you have installed any necessary devices and device
drivers.

Ossi You must be logged on as a member of the Administrators group for the local
computer to install and configure the FTP Server service.

¥ To install the FTP Server service

1. Choose the Network option i Control Pagel.

e 1URs U 4

2. Inthe Network Settings dialog box, choose the Add Software button to display

3. In the Network Software box, select TCP/IP Proiocol And Related Components,
and then choose the Continue button. When the Windows NT TCP/IP
Installation Options dialog box appears, check the FTP Server Service option,
and then choose the OK bution.

4. When the message prompts you to conftrm that you are familiar with FTP

N VPV WL V PP T ~AT A s e oo Romsiee tmotallag
security, choose the Yes button to continue with Fl P Server service installation

,- Windaws NT :

The Fde Tsanater Prodocol mebes on the ability (o pars use
pagswaords over the nebwork without data encryphion. A
et with phyncal aceess (0 the neteork a2y be able o

@ sxamane users' pastwosds cring FTP vabdation Are pou
sure pou womd (o Corbowe?

S. When prompted for the full path to the Windows NT distribution files, provide
the appropriate focation, and then choose the Continue bution.

6. After the necessary files are copied to your computer, the FTP Service dialog
box appears 5o that you cap continue with the configuration procedure as
described in the next section. The FTP Server service must be configured in
arder to operate.

Note For disk partitions that do oot use the Windows NT file system (NTFS),
you can apply simple read/write security by using the FTP Server tool in the
Control Panel as described in the following section.
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Configuring the FTP Server Service

After the FTP Server service software is installed on your computer, you must
configure it to operate. When you configure the FTP Server service, your settings
result in one of the following:

No anonymous FTP connection allowed. In this case, each user must provide a
valid Windows NT username and password. To configure the FTP Server
service for this, make sure the Allow Anonymous Connection box is cleared in
the FTP Service dialog box.

Allow both anonymous and Windows NT users to connect. In this case, a user
can choose to use either an anonymous connection or a Windows NT username
and password. To configure the FTP Server service for this, make sure only the
Allow Anonymous Connection box is checked in the FTP Service dialog box.

Allow only anonymous FTP connections. In this case, a user cannot connect
using a Windows NT username and password. To configure the FTP Server
service for this, make sure both the Allow Anonymous Connections and the
Allow Anonymous Connections Only boxes are checked in the FTP Service
dialog box.

If anonymous connections are allowed, you must supply the Windows NT username
and password to be used for anonymous FTP. When an anonymous FTP transfer
takes place, Windows NT will check the username assigned in this dialog box to
determine whether access is allowed to the files.
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» To configure or reconfigure the FTP Server service
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1. The FTP Service dialog box appears automatically after the FTP Server service

software is installed on your computer,

—-0r-

If you are reconfiguring the FTP Server service, choose the Network option in
Control Panel!. In the Installed Network Software box, select FTP Server, and
then choose the Configure button.

Haxmixn Connzctions: LEBME {die Taneout {ain]: g

Home Deoctory: iC:\uwt !

—{X:Alow Ancapeous C tiona)

Useename: %Wi |

Basswond:

exeursesannees t

{7 Aliow Only Angnymous Connections

The FTP Service dialog box displays the following options:

Item Description

Maximurs Connections  Specifies the maximum sumber of FTP users who can
conpect 1o the systeos simultaneously. The default valve is
20; the maximum is 50. A value of § means no maximom,
that is, an valimited numbsr of simultaneous users.

When the specified number of concurrent usecs are logged
onto the FTP server, any subsequent atleropts 10 conpect
will receive messages defined by the administrator. For
information about defining custom messages, se¢
“Advanced Configuration Parameters for FTP Server
Service” later in this chapter, :

idie Timeout Specifies how many minntes an jnactive user can rerain
connected 1o the FTP Server service. The defaolt value is
10 minutes; the maximom is 60 minutes. If the value &5 0,
users are pever automatically disconnected.
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ltem

Description

Home Directory

Allow Anonymous
Connections

Username

Password

Allow Only Anonymous
Connections

Specifies the intial directory for users.

Enables users (o connect 1o the FTP Server using the user
name anonymous (or ftp, which is a synonym for
anonymous). A password is not necessary, but the user
will be prompled to supply 2 mail address as the
password. By defaull, anonymous conneclions are not
allowed. Notice that you cansot use a2 Windows NT user
account with the name anonymous with the FTP Server,
The anpnymous user name is reserved in the FTP Server
for the anonymous togon function. Users togging on with
the username anGaymous receive permissions based on
the FTP Scrver configuration for anosymous logons.

Specifies which locat user account to use for FTP Server
users who log on under anonymous. Access permissions
{or the anonymous FTP user will be the same as the
specified tocat user account. The defaull is the standard
Guesl system account. If you change this, you must also
change the password, .

Specifies the password for the user account specified in
the Usemame box.

Allows onty the user name anonymous to be accepied.
This option is useful if you do not want users to log on
using their own user names and passwords becaose FTP
passwords are unencrypted. However, ali users will have
the same access privilege, defined by the anonymous
account. By default, this option is not enabled.

2. Default values are provided for Maximum Connectiors, Idle Timeout, and
Home Directory. Accept the default values, or change values for each field as

necessary.

3. Choose the OK button to close the FTP Service dialog box and retum to the
Network Settings dialog box.

4. To complete initial FTP Server service installation and configuration, choose the

OK button.

A message reminds you that you must restart the computer so that the changes
you made will fake effect.

Note When you first install the FTP Server service, you must also complete the
security configuration as described in the following procedure for users to access

volumes on your computer.
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» To coofigure FTP Server security
1. After the FTP Server has been installed and you have restarted Control Panel,

start the FTP Server antion in Control Panel. Windows NT Server users can 2lso

use the FTP menu in Server Manager.

=5 = ~— FPUsersesios. )
Connected e Fiom Tine
(€ ot $212456E 00 (o]
8 cren 1#2,1.2417 L0942

2. inthe FTP User Sessions dialog box, choose the Security button.

Fecuﬂy Accest

pusio ] Do

File System Typa: RITS {Hikkon Wite!
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3. in the Partition box of the FTP Server Security dialog box, select the drive letter
you want 1o set security on, and then check the Allow Read or Allow Write
check box, or both check boxes, depending on the security you want for the
selected partition.

Repeat this step for each partition.

Setling these permissions will affect all files across the entire patition on file
allocation table (FAT) and high-performance file system (HPES) partitions. On
NTFS partitions, this feature can be used 1o remove read os write access (or
bath) on the entire partition.

Any restrictions set in this dialog box are enforced 1n addition to any security
that might be part of the file system. That is, an administrator can use this dialog
box to remove pesmissions on specific volumes but cannot use it to grant
permissions beyond those maintained by the file system, For example, if a
partition is marked as read-only, no one can write to the partition via FTP
regardless of any permissions set in this dialog box.

4. Choose the OK button when you ase finished setting security access on
partitions. .
The changes take effect immediately. The FTP Server service is now ready to
operate.

Administering the FTP Server Service

FIP Server

After initial installation is complete, the FTP Server service is automatically started
in the background each time the computer is started. Remote computers can initiate
an FTP session while the FTP Server service is running on your Windows NT
computer. Both computers must be running the TCF/IP protocol.

You must be logged on as a member of the Administrators group to administer the
FTP Server.

Remote users can connect 1o the FTP Server using their account on the FTP Server,
an acconnt on the FTP Server’s domatn or trusted domains (Windows NT Server
only), or using the anonymous account if the FTP Server service is configured to
allow anonymous logors.

When making any configuration changes to the FTP Server (with the exception of
security configuration), you must restart the FTP Server by either restarting the
compuler or manually stopping and restarting the server, using the net comrmand or
Services icon in Controf Panel.

Page 179 of 290 Clsco

-- Exhibit 1003



184 TCPAP

B Tostart or stop the FTP Server service

¢ Use the Sesvices option in Control Panel, or at the command prompt use the
commands net stop fipsve followed by net start fpsve.

Restarting the service in this way disconnects any users presently connecled to the
FTP Server without warning—so use the FTP Server option in Control Panel 10
determine if any users are connected. Pausing the FTP Server (by using the Services
option in Control Panel or the net pause command) prevents any more users from
connecting to the FTP Serves but does not disconnect the currently logged on users.
This feature is useful when the administrator wants (o restart the server without
disconnecting the cument users. After the users disconnect on their own, the
administrator can safely shul down the server withou! worrying that users wifl lose
work. When attempting 10 conneci fo a Windows NT FTP Server that has been
paused, clients receive the message “421 - Service not available, closing controf
connection.”

Using FTP Commands at the Command Prompt

st ey

When you install the FTT service, a sef of ftp commands are auiomatically instalied
that you can use at the command prompt. For a summary list of these commands,
see the ftp entry in Chapter 11, “Utilities Reference.”

b To get help on fp commands

1. Double-click the Windows NT Help icon in the Program Manager group.

2. Inthe Windows NT help window, click the Command Reference Help button.
3. Click the ftp commands name in the Commands window.
4

. Click an ftp command name in the Command Reference window 1o seea -
description of the command, plus s synlax and parameter definitions.

Managing Users

Use the FTP Server option in Control Panel to manage users connected to the FTP
Server and to set security for each volume on the FTP Server. For convenience on
Windows NT Server computers, the same dialog box can be reached from Server
Manager by choosing the FTP menu command.

In the FTP User Sessions dialog box, the Connected Users box displays the names
of connected vsets, their system’s IP addresses, and how long they have been
connected. For users who logged on using the anonymous nser name, the display
shows the passwords used when they logged on as their user names. If the user
nane contained a mail host name {for example, emesta@trey-research.com) only
the username {ernesta) appears. Anonymous users also have a question mark (?)
over thelr user icons. Users who have been authenticated by Windows NT security
have no question mark.
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The FTP Server allows you to disconnect one or all users with the disconnect
buttons. Usets are not wamned if you disconnect them.

The FTP Server displays users’ names as they connect but does not update the
display when users disconnect or when their connect time ¢lapses. The Refresh
button allows you to update the display to show only users who are currently
connected.

Choosing the Securily button displays the FTP Service Secunity dialog box, where
you can set Read and Write permissions for each partition on the FTP Server, as
described eartier in this chapter. You must set the permissions for each partition
you want FTP users to have access to. If you do not set partition parameters, no
vsers will be able to access files. If the partition uses a secure file system, such as
NTFS, fife system restrictions are also in effect.

In addition 1o FTP Server partition security, if a user togs on using 2 Windows NT
acoount, access perngissions for that account are in effect.

Controlling the FTP Server and User Access

A network administrator can control several of the FTP Server configuration
vaniables. One such variable, Maximum Connections, can be set by using the
Network option in Controi Panel fo define a value between 0 and 30, Any value
from 1 to 50 restricts concurrent FTP sessions to the value specified. A value of 0
allows unlimited connections fo be established lo the FTP Server until the system
exhausts the avaifable memory.

You can specify a custom message 10 be displayed when the maxinum nurmber of
concurrent connections is reached. To do this, enter a new value for
MaxClicntsMessage in the Regisiry, as described in “Advanced Configuration
Parameters for FTP Server Service” ater in this chapter.

Annotating Directories

You can add direcory descriptions to inform FTP users of the conlents of a
particular directory on the server by crealing a file called ~FTPSVC~.CKM in

the directory that you want 1o annolate. Usually you want to make this a hidden file
so directory Listings do not display this file. To do this, use File Manager or type the
command attrib +h ~fpsve~.ckm af the command prompt.

Directory annotation can be toggled by FTP users on a user-by-user basis with a
buitt-in, site-specific command called ckm. On most FTP client implementations
(including the Windows NT FTP client), users type a command at the command

prompt similar to quote site clan to get this effect.

You can st the default behavior for directory annotation by sefting a value for
AnnotateDirectories in the Registry, as described in “Advanced Configuration
Parameters for FTP Server Service” fater in this chapter.
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Changing Directory Listing Format

Some FTP client software makes assumptions based on the formatting of directory
list information. The Windows NT FTP Server provides some flexibility for client
software thal requires directory histing similar to UNIX systems. Users can nse the
command dirstyle to toggle directory listing format between MS-DOS-style {the
default) and UNIX style histings. On most FTP client implementations (including
the Windows NT FTP client), users type a command at the command prompl
similar to quote site dirstyle to get this effect.

You can set the default style for directory hsting format by setiing a vatue for
MsDosDirQutput in the Regisiry, as described in “Advanced Configuration
Parameiers for FTP Server Service” {afer in this chapler.

Customizing Greeting and Exit Messages

Yoo can creale custormized greeting and exit messages by seiting values for
GreetingMessage and ExitMessage in the Registry, as described in “Advanced
Configuration Parameters for FTP Server Service” later in this chapter. By default,
these value entries are not in the Regisiry, so you mus} add them to customize the
message text.

Greeting and exit messages are sent fo users when they connect or disconnect from
the FTP Server. When you create custom messages, you can add multiline messages

f\f lh’\m‘ /‘}N\i”
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Logging FTP Connections

You can log incoming FTP connections in the System event log by setting values
for LogAnonymous and LogNenAnenymous in the Registry, as described in
“Advanced Configoration Parameters for FTP Server Service” later in this chapter.
By defaull, these value entries are not in the Registry, so you must add them to log
incoming connections.

You can specify whether event log entries are made for both anonymous and
nonanonymous users connecting to the FTP Server. You can view such entries in
the System event log by using Event Viewer.
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Advanced Configuration Parameters for
FTP Server Service

This section presents configuration parameters that affect the behavior of the FTP
Server service and that can be modified only through Registry Editor. After you
modify any of these value entries, you must restart the FTP Server service for the
changes 1o take effect.

Cautlon You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use administrative
tools such as Control Panet to make configuration changes, rather than using
Registry Editor. If you make errors while changing values with Registry Editor, you
will not be warned, because Registry Editor does nol recognize semantic errors,

» To make changes to the FTP Server service configuration using Registry
Editor
1. Run REGEDT32.EXE from File Manager or Program Manager, or at a
command prompt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
lo make changes in Registry Editor.

2. [n Registry Editor, click the window titled BKEY_1OCAL_MACHINE On
Local Machine, and then click the icons for the SYSTEM subtree until you
reach this subkey:

. \ASYSTEMMCurrentControlSet\Services\ftpsve\Parameters

All of the parameters described here are located under this Registry subkey.
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The following describes the vaiue entries for FTP Server service parameters ihal
can only be set by adding an entry or changing their values in Regisiry Editor.
These value entries do not appear by default in the Registry, so you musi add an
entry 1f you want to change its default valve.

AnnotateDirectories
Data type = REG_DWORD
Range =0or1
Defauit = 0 (false—that is, directory annotation s off)
This value entry defines the default behavior of directory annotation for newly
connected users. Directory descriptions are used to inform FTP users of the
contents of a directory on the server. The directory description is saved in a file
named ~FTPSVC- CKM, which is usuaily a hidden file. When this value is I,
directory annotation is on.

ExitMessage
Data type = REG_SZ
Range = String
Default = "Goodbye.”
This value entry defines a signoff message that will be sent to FTP clients upon
receipt of a quit command.

GreetingMessage
Data type = REG_MULTI_S2
Range = String
Default = None (1o special greeting message)
This value entry defines the message to be sent o new clients after their
accounts have been validated. In accordance with Internet behavior, if the client
logs on as anonymous and specifies an identity that starts with a minus sign (),
this greeting message is nof sent.

LogAnonymous
Data type = REG_DWORD
Range =0or 1
Default = 0 (false—that is, do not log successful anonymous logons)
This value entry enables or disables logging of anonymous logons ia the System
event log.

LogNorAnonymous
Data type = REG_DWORD
Range = Qor1
Default = 0 (false—that is, do ot log successful nonanonymous logons)
This value entry enables or disables logging of nonanonymous logons in the
System event log.
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LogFileAccess

Data type = REG_DWORD
Range=Cor!
Default = 0 (do not log file accesses to FTPSVC.LOG)

1f this value is non-zero, all file accesses are logged to the file FTPSVC.LOG in
the service’s current directory (typically \systemroofSYSTEM32). Far each file
opened by the FTP Server, FTPSVC.LOG will contain a single line eniry in the
following format:

1PAddress username action path date_time
» ip addressis the client computer’s IP address

v username is the user’s name (or password for anonymous logons)

1%

= action is either “opened,” “created,” or “appended”

s pathis the fully qualified path of the file acted upon

e date_time is the date and time the action took place

Entries are also written to the log whenever the FTP Server starts or stops. For
example:

kxnaxxrerexesx FYP SERVER SERVICE STARTING Fri Apr 29 10:28:49 1994
11.181.199.173 daveo opened d:\tmpitst.bat Fri Apr 2% 1€:29:42 1994
11.161.159.173 daveo created d:\tmp\new.txt Fri Apr 29 10:38:25 1594
11.181.199.173 daveo appended d:\tmp\new.ixt Fri Apr 29 19:33:04 1934
wmexxxkiktkesr £Tp SERVER SERVICE STOPPING Fri Apr 29 10:33:88 1994

LowercaseFiles

Data type = REG_DWORD
Range=0or1
Defaylt = 0 (do not map filenames to lowercase)

[f this value is nonzero, all filenames returned by the list and nlst commands
will be mapped o lowercase for noncase-preserving {ile systems. This mapping
only occurs when a directory listing is requested on a noncase-preserving file
system. If this value is 0, case 1n all filenames will be unaltered. Currently, FAT
1s the only noncase-preserving file system supported under Windows NT, so this
flag has no effect when retrieving listings on HPFS or NTFS partitions.

MaxClientsMessage
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Data type = REG §7Z
Range = String
Default = "Maximum clients reached, service unavailable.”

This value entry specifies the message to be sent to an FTP client if the
maximurm number of clients has been reached or exceeded. This message
indicates that the server is refusing additional clients because it is currently
servicing the maximum number of conpections (as specified in the FTP Service
dialog box or the MaxConnections value in the Registry).
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MsdosDirQutput
Data type = REG_DWORD
Range = 0 or |
Default = 1 (true—thal is, directory listings will look like MS-DOS)

This value entry specifics the default behavior for whether the output of the list
command will Jook like the output of the MS-DOS dir command or the output of
the UNTX Is command. This value also controls the direction of slashes in paths
sent by the pwd command.

When this value is 1, directory listings will look like MS-DOS listings, and the
path will contain backward slashes (\). If this value is 0, Listings will look like
UNIX listings, and the path will contain forward slashes (/).

The following Registry parameters can be sef using the options available when
configuring the FTP Server service in the Network Settings dialog box:

AllowAnonymous
AponymousOsly
AnonymousUsername
ConnectionTimeout
HomeDirectory
MaxCongections

The following Registry parameters can be set using the options available when you
select the FTP Server icon in Control Panel and then choose the Secunty button:

ReadAccessMask
WriteAccessMask

The ranges of values that can be entered for these parameters in Registry Editor are
the same as those described in the related dialog boxes earlier in this chapter. You
should use only the FTP Server service dialog boxes to set these values.
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Using Performance Monitor with
TCP/IP Services

This chapter describes the performance counters that can be chanted in Performance
Monitor so you can track performance of the IP protocols, FTP Server service
traffic, and WINS servers.

The performance counters are described in the following topics in this chapter:
v Using Performance Monitor with TCP/IP

= Monitoring TCPAP performance

»  Monitoring FTP Server service traffic

= Monitoring WINS server performance

important To use the TCP/IP performance counters in Performance Monitor, you
must install the SNMP service, as described in Chapter 2, “Installing and
Configuring Microsoft TCP/IP and SNMP.”
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Using Performance Monitor with TCP/IP
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to track performance.

P To use Performance Monitor with TCP/IP

1. In the Administrative Tools group in Program Manager, doubleclick
Performance Montior.

2. From the Edit meny chooge Add To Chan
. From the bait meny, Chodge Aag 1o Chan,

U

= T et

Computer [\A APEARS L | ey
Opject  [FTP Servar (8 imtamce: M

Countar, |

Tolal Anonpmons Users [k

Cotor e 8] Scoie: [Defosk (M Width|

3. In the Computer list in the Add To Chart dialog box, select the computer you
want to monitor.,

..b.

[n the Object list, select the TCP/IP-related process you want to monitor: FIP
Server, ICMP, 1P, Network Interface, TCP, UDP. or WINS Server.

. {n the Counter list, select the counters you want to monitor for each process, and
then choose the Add button.

W

For information about each counter, choose the Explain button, or sce the
definition tables later in this chapter.

6. When you have selected all the counters you want for a panticular charl. chowse
the Done butiog.

For more information about using Performance Monitor, see Chapter 19,
“Performance Monitor,” in the Windows NT Server System Guide.
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Lonitoring TCP/P Performance

Fach of the dilfarent clements thar make up the TCPAP protocol soite can he
mongored separaely i Performance Mondor it SNMP sepvices are installed on 1he

» BOIPUICT.

B Loview counters specific fo TOPAP provesses
o 40 the Add To Chart disfor Box e Perfurmnee Monior seleetU OMP P,
Nenwork [tciface, TOP, on UDP i ihe Objedt st

e commters Ior cacliol thiose abjectvpes are desoribed i the followme sechions,

{t 1P Performance Counters

Fhe 1OMP Object Txpe includes those connters that deseribe the tates that Iatere
Control Mussage Protocol (1CMPY messages are eeerved ad sent by et
ety wsing the FOMP protocal Tabso deseribes vartous error counts for the JCMP

profucol.

HOMP perfurnanee counter Veaning

Mussazes Outhound Freors Ihe namber of CMP mwessaees thay this ontiy ded noi
sead beeaitse aof problems discovered wabe KOMP.
st s ack ofbuliers This vadue showdd not e
creors devoserad mitside tie IOMP faver sach avthe
prthilie of (P 1o route the residtant datagram, In o
mplementativns, here mav be ve fopes of error tha
contribute 1o gis counter s vado,

Mosstzes Recened faeors The numiber of FOMP messages ot the uats receaead.
but determined s having corors thad 1CMP checksams,
S fenath. und so on),

Mossiraes Reeess ed Seeond The cate at whieh TOMP messages are recened by ahe
ety The rate mcfudes those mesages received in
LTIOT,

Mesages Sent Second The rate ot which KOMP messages e attempied 1 he
ot bshe entity Fhe rate inchudes these miessages sent
Y TTor.

Messages. Second Vhe ot rate at which IOMP messages are reeened aond
sent by the enntve The e mclades those messaecs

received o7 sent s Cror,

docoind Addros Mk Fhe aumber of LOMP Address Mash Request mossages

recened.
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JCMP performance counter

Meaning

Received Address Mask Reply

Received Destination
Unreachable

Received Echo Reply/Second
Received Echo/Second

Received Parameter Problem

Received Redirect/Second

Received Source Quench
Received Time Exceeded

Received Timestamp
Reply/Second

Received Timestamp/Second
Sent Address Mask

Sent Address Mask Reply
Sent Destination Unreachable

Sent Echo Reply/Second
Sent Echo/Second
Sent Parameter Problerm

Sent Redirect/Second

Sent Source Quench

Sent Time Exceeded

Sent Timestamp Reply/Second
Sent Timestamp/Second
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The aumber of [CMP Address Mask Reply messages
received.

The number of ICMP Destination Unreachable
messages received.

The rate of ICMP Echo Reply messages received.
The rate of ICMP Echo messages received.

The number of ICMP Parameter Problem messages
received,

The rate of ICMP Redirect messages received.

The number of ICMP Source Quench messages
received.

The number of [CMP Time Exceeded messages
received

The rate of ICMP Timestamp Reply messages received.

The rate of ICMP Timesiamp (request) messages
received.

The number of [CMP Address Mask Request messages
sen.

The number of ICMF Address Mask Reply messages
sent.

The number of [CMP Destination Unreachable
Messages sent.

The rate of ICMP Echo Reply messages sent.
The rate of ICMP Echo messages sent.

The number of [CMP Parameter Problem messages
sent.

The rate of ICMP Redirect messages sent.

The numbes of ICMP Source Quench messages sent,
The number of ICMP Time Exceeded messages sent.
The rate of ICMP Timestamp Reply messages sent.
The rate of [CMP Timestamp (request) messages sent
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|P Performance Counters

The 1P Object Type includes those counters that describe the rates that Internet
Protocol (IP) datagrams are received and sent by a cenain computer vsing the [P
protocol. It also describes various error counts for the [P protocol.

IP performance counter Mesping
Datagrams The rate of input datagrams for which this entity was not
Forwarded/Second theit final IP destination that resohied in an atternpt to {ind

a roule 1o forward them to that final deslination. In entities
that do not ad as 1P Gateways, this rate will include only
those packets that were Source-Routed via this entity,
when the Source-Route option processing was suceessful,

Datagrams Qutbound The number of output [P datagrams for which no problems

Discarded were encountered 1o prevent Lheir transmission to their
destination, but which were discarded {for example, for
lack of buffer space.} This counter would include
datagrams counted ia Datagrams Forwarded if any such
packets met this (discretionary) discard criterion.

Datagrams Qutbound No The number of IP datagrams discarded because no route

Route could be found to transtoit them to their destination. This
counter includes any packets counted in Datagrams
Forwarded that meet this “no route” criterion.

Datagrams Received The number of input datagrams discarded because the [P

Address Enors address in their [P header's destination field was not a
valid address to be received at this entity. This count
includes invalid addresses {for example, 0.0.0.0) and
addresses of unsupported Classes (for example, Class E).
For entities that are not |P gateways and therefore do not
forward datagrams, (his counter includes datagrams
discarded because the destination address was nol a local

address.
Datagrams Received The rate al which input datagrams are successfully
Delivered/Second delivered to [P user protocols {including {CMP).
Datagrams Received The number of input 1P datagrams for which no problems
Discarded were encountered to prevent their continued processing,

but which were discarded {for example. for lack of buffer
space). This counter does not include any datagrams
discarded while awaiting reassembly.

Datagrams Received Header  The number of input dataprams discarded because of

Emors crrors in their [P headess. including bad checksums,
version number mismatch, other format errors, time-to-live
cxceeded, errors discovered in processing their IP oplions,
and 0 on.
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iP performance counter

Meanping

Datagrams Received

Unknown Protocol

Datagrams Received/Second

Datagrams Sent/Second

Datagrams/Second

Fragment Re-assembly
Failures

Fragmentation Failures

Fragmented
Datagrams/Second

Fragments Created/Second

Fragments
Re-assembled/Second

Fragments Received/Second
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The number of locally addressed datagrams received
successfullv but discarded because of an unknown or

VLAARIRNY DAL RTINS IR O

unsupported protocol.

The rate at which IP datagrams are received from the
interfaces, including those in error.

The rate at which IP datagrams are supplied to IP for
transmission by local IP user protocols {including ICMP).
This counter does not include any datagrams counted in
Datagrams Forwarded.

The rate at which IP datagrams are received from or sent
to the interfaces, including those in error. Any forwarded
datagrams are not included in this rate.

The number of failures detected by the IP reassembly
algorithm (for whatever reason: timed out, errors, and so
on). This is not necessarily a count of discarded [P
fragments, because some algorithms (notably RFC 815)
can lose track of the number of fragments by combining
them as ihey are received.

The number of IP datagrams that have been discarded
because they needed to be fragmented at this entity but
could not be, for example, because their “Don’t Fragment”
flag was set.

The rate at which datagrams are successfully fragmenicd
at this entity,

The rate at which [P datagrum fragments have been
generated as a result of fragmentation at this enlity.

The rate at which [P fragments are successfully
reassembled.

The rate at which [P fragments that need to be
reassembled at this entity are received.

[y
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Network Interface Performance Counters for TCP/IP

The Network Interface Object Type includes those counters that describe the rates
at which bytes and packets are received and sent over a network TCP/IP
connection, 11 also describes various ersor counts for the same conmection.

Network Interface counter

Meaning

Bytes Received/Second
Bytes Sent/Second
Bytes Total/Second

Curreat Bandwidth

Output Queue Length

Packets Outbound Discarded

Packeis Quibound Erors

Packets Received Discarded
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The rate at which byles are received on the interface,
including framing characters.

The rate alwhich bytes we sent on the interface, including
{raming characlers.

The rate at which bytes are sent and receved va the
interface, including framing charucters.

An estimale of the interface’s current bandwidth in bits
per second {bps). For interfaces that do not vary in
handwidth or for those where no accurate cstimation can
be made, this value is the nominal bandwidth,

The length of the output packel queuce (in packets.) If this
is longer than 2, delays are being experienced and the
hottleaeck should be {ound and eliminated 1f possible.
Since the requests are queued by NDIS in this
implementation, this will always be 1},

The aumber of outbound packers that were chosen to be
discarded even though no ervors had been detected o
prevent their being transmitted. One possible reason for
discarding such a packet could be 1o free up buffer space.

The number of outbound packets that could not be

transmitied because of errors,

The number of inbound packets that were chasen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher-layer protocol,
One possible reason for discarding such a packet could be
10 free up buffer space.
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Network Interface connter

Meaning

Packets Received Errors

Packets Received Non-
Unicast/Second

Packets Received
Unicast/Second
Packets Received Unkpown

Packets Received/Second
Packets Sent Non-
Unicast/Second

Packets Sent Unicast/Second

Packets Sent/Second

Packets/Second

Page 194 of 250

PR

The nutnber of inbound packets that contained erros
preventing them from being deliverable to a higher-laycr
protocol,

The rate at which non-snicast (that is, subnet hroadcast i
subnet multicast) packets are delivered 0 a higher-layer
protocol.

The sate at which {subned) unicast packets are delivered s
2 higher-tayer protocol.

The nuraber of packets received via the interface that were
discarded because of an unksown o7 unsupporied protecul,
The rate 8t which packets are received on the networ!
wierface.

The rate at which packets are requested to be transmilted
(o non-unicast (that is, subnet broadcast or subne!
inulticast) addresses by higher-level protocols. The rale
includes the packets that were discarded o1 not sent.

The rale at which packets are requested (5 be transmitled
10 subnel-unicast addresses by higher-fevel protocols. The
rate includes the packets that were discarded or niot sent,

The rate at which packets are sent on the aetwork
interface.

The rate at which packets are sent and received on the
nefwork interface,

¢
:
3
5
2
&
1

L,
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TCP Performance Counters

The TCP Object Type includes those counters that describe the rates that
Transmission Control Protocol {TCP) segments are reccived and sent by acerlam
eotity using the TCP protocol. In addition, it describes the number of TCP
connections that are in cach of the possible TCP connection siales.

TCP performance counter

Meaning

Connection Failures

Connections Active
Connections Established
Connections Pissive
Connections Reset

Segments Received/Second

Segments

Retransmiited/Sceond

Segmenis Sent/Second

Segments/Second
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The namher of times TCP connections have made o direel
transition lo the CLOSED state from the SYN-SENT stite
or the SYN-RCVD state. plus the nomber of imes TCP
connections have made a direct transition Lo the LISTEN
stute from the SYN-RCVD sne.

The number of tmes TCP connections have made  direct
transition (o the SYN-SENT state {rom the CLOSED stite.

The number of TCP connections for which the current
stite 1s cither ESTABLISHED or CLOSE-WAIT.

The number of times TCP connections have made o direct
transition 1o the SYN-RCVD siate from the LISTEN state.

The number of times TCP connections have made a direct
transition 1o the CLOSED state {rom either the
ESTABLISHED state or the CLOSE-WAIT state.

The rate at which segments are received. including those
received in crror, This count includes segments received
on curtently established connections.

The rate at which segments are retransmiticd, that is.
segments transmitted containing one or more previously
iransimitied byt

The rale at which scgments are senl, including those on
current connections, bul excluding those containing only
retransmitted bytes.

The rale al which TCP segments ate sent or received using
the TCP protocol.
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UDP Performance Counters
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Datagram Protocol (UDP) datagrams are received and sent by a certain entity using
the UDP protocol. It also describes various errot counts for the UDP protocol.

UDP performsnce counter  Meaning
Datagrams No Port/Second  The rate of received UDP datagrams for which there was

Dalagrams Received Enors

Datagrams Received/Second

Datagrams Sent/Second
Datagrams/Second

no application at the destination port.

The number of received UDP datagrams that could not be
delivered for reasons other than the Yack of an application
at the destination pori.

The rate at which UDP datagrams are delivered 10 UDP
USETS.

The rate at which UDP datagrams are sent from the entity,

The rate al which UDP datagrams are sent or received by
the entity.

Monitoring FTP Server Traffic

When you instail the FTP Server services, the necessary software is also instalied
so that you can moaitor and graph various FTP Server statistics using Performance
Monitor. Using Performance Monitor to view activity on remote Windows NT
systems makes FTP Server administration more convenient when you are
adrinistering multiple Windows NT FTP Servers.
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» Toview counfers specific to the ¥TP Server service

» Inthe Performance Mogitor wistdow, sclect FTP Server in the Object hist,

‘The FTP Server performance counters age cleared cach time vou start and stop the

FTP Server service.

FTP performance counter

Meaning

Bytex Received/Second

Bytes SenySecond

Byies TotalSecond

Connection Aticopls
Currenl Anonymous Users

Current Connections

Current NonAnonymous
Users

Files Received
Files Sent

Files Total

Logon Atiempts

Maximum Anonymous
Users

Maximum Conneciions
Muximum NonAnonvmaous
Users

Total Anorvmous Users

Total NonAnonvmous Users
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Server.
The rate at which data bytesare seat by the FTP Server.

Phe sum ot Bytes Sen/Seeond and Byles
RecewedSecond. This s the totid rate of bvies transferred
by the FTP Server.

{he number of conpection attlempts that have been made
to the FTP Scrver.

The number of anonymous users currentty conmeclod t
ihe FTP Server.

The current aumber of conpections o the FTP Server.

The number of nopanoaymous tsers curenify connecled
10 the FTP Server.

The total noniber of files received by the FTP Server.
‘The total number of files sent by the FTP Server,

The sum of Files Sent and Frex Received. This is the o
numbcr of fiex transierred by the FTP Server,

The number of togon attempts that have been made to the
FTP Server.

"The muximum number of anONYMOUS Users
simultaneowsly connected to the FTP Server.

The makimum aumber of simultancous connections fo the
TP Scrver.

The maximum nember of RORADOAVIOUS USCTS
simultancously connected o the FTP Server.

The total number of anonymous users that have ever
connected 1o the FTP Server.

The total number of noninony mous users that have cver
connected to the FTP Server.
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Monitoring WINS Server Performance

When you install 2 WINS server and SNMP services, counters are automatically
installed 5o that you can use Performance Monitor to view WINS Server seevice

performance.

» To view counters specific 1o the WINS Server service

s ! o Do Bt € e AUTAE Camios i the : et
& {iihe Performance Moniior WIGOW, SEIECL VINS Server in the ObJEC‘l list.

WINS performance

counter Mesaging

Failed Queries/Second The total number of failed queries per second.

Failed Releases/Second The total nember of failed releases per second.
Group Conflicts/Second The rate al which group registrations received by the

Group Renewals/Second
Queries/Second
Releases/Second

Suceessful Queries/Second
Successful Releases/Second
Total Number of
Conflicts/Second

Total Number of
Registrations/Second

Total Nummber of
Renewals/Second

Unigue Conflicts/Second

Unique Registrations/Second

Unigue Renewals/Second
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WINS server resulted in condlicls with records in the
database.

The rate a2t which oroun ronictraling 5 1y
1€ Tl &t wWinila grOLp regisiraniins aid fO0

WINS server,

The rate 2t whicl group renewals are received by the
WINS server.

The tolal number of queries per second, which is the rate
=i which quenes are received by the WINS server,

The total number of releases per second, which is the
rete at which releases are received by the WINS server.
The total number of successful queres per second.

The total number of successful refeases per second.

The sum of the Unigue and Group conflicts per second,
which 13 the total rate at which conflicts were seen by the
WINS server,

The surm of the Unigue and Group registrations per
second. This is the total rate at which registrations are
received by the WINS server.

The sum of the Unique and Group regisirations per
second, which is the total rate at which renewals are
received by the WINS server,

The rate at which unique registrations and renewals
received by the WINS server resulted in conflicts with
records in the database.

The raie at which unique registrations are veceived by the
WINS server.

The rate at which unique renewals are received by the
WINS server.
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CHAPTER 9

Internetwork Printing with TCP/IP

Users on any Microsoft networking computer can print to direct-connect TCP/IP
printers or to printess that are physically attached to UNIX computers if at least one
Windows NT computer has Microsoft TCP/TP printing instalied.

Microsoft TCP/IP printing conforms with Request for Comment (RFC) 1179.

Th e bhanene docacihar kiasr tn reanda o T et en o e ‘e inata P
{8 L‘hdpim describes how 10 create a TCP/P priniet when TCPAP 18 installed on ¢
S

Windows NT computer and how 1o print to 2 Windows NT

L

UNIX computer,

The topics in this chapter include:

Overview of TCP/IP printing

Setting up Windows NT for TCP/IP printing
s Creating a printer for TCP/IP printing
Printing to Windows NT from UNIX clients

L

For complete information about working with printers. see Chapter 6, “Print
Manager,” in the Windows NT System Guide.
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Overview of TCP/IP Printing

In 2 Windows NT intermetwork with multiple kinds of computers and operating
systems, users can lake advantage of Microsoft TCP/IP to easily print to computers
that are connected through 2 UNIX computes or that are connected directly to the
network (via a built-in network adapter card or through a senialiparallel ethernet
print server).

Such an internetwork might include computers running Windows NT Workstation
and Windows NT Sesver, plus computers with only Microsoft Windows for
Workgroups 3.11 or MS-DOS with LAN Manager nerworking software.

To take advantage of the printing capabilities of Microsoft TCP/IP, only the single
Windows NT computer that defines a TCP/IP printer needs to have TCP/IP
installed. The other client computers do not need to have TCP/IP installed. All other
computers can print to the TCP/IP printers over any protocol they shase with the
Windows NT TCP/P print server. That is, the computer acting as the Windows NT
TCP/IP print server must be configured with all protocols used by any clients that
will be printing to the TCP/IP printer.

Any Windows NT computer with TCP/IP printing installed can print directly to
these kinds of printers and can function as a gateway for other network users.

In the following sample configuration of a Microsoft network, all computers can
connect to printers named \\at\pl and \\nt\p2 on the network. The Windows NT
computer with Microsoft TCP/IP installed created these TCP/IP printers, which
consist of a direct-connect printer and a printer connected to a UNIX computer. The
Windows NT computer with TCP/IP is named nt in this example, and the printers
are named pl and p2, respeciively. :

pi primer
11101559

Printing to TCP/IP or UNIX Printers Using MicrosoRt TCP/IP
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Setting Up Windows NT for TCP/IP Printing

Any Windows NT computer can be used to create a TCP/IP prnter if Microsoft
TCP/IP is installed with TCP/TP printing support.

» To configure a Windows NT computer for TCP/IP printing

1. Start the Network option in Control Panel. When the Nerwork Settings dialog
box appears, chaose the Add Software button to display the Add Network
Software dialog box.
. Select TCP/IP Protocol And Related Compornents in the Network Software list
box, and then choose the Continue bation.
3. Inthe Windows NT TCP/IP Instaliation Options dialog box, check the TCP/IP
Network Printing Support option.
If Microsoft TCP/IP is not alieady installed on this computer, check the other
options you want, as described in Chapler 2, “Installing and Configuring
Microsoft TCP/IP and SNMP.”

4. Choose the OK buiton, Windows NT Setup dispiays a message asking for the
full path to the Windows NT distnbution files. Provide the sppropriate location,
and choose the Continue button.

(S

All necessary files are copied to your hard disk.

5. If the Enable Automatic DHCP Configuration option is not checked in the
Windows NT TCP/IP Installation Options dialog box, you must complete all the
required procedures for manvally configuring TCP/IP as described in
“Configering TCP/IP” in Chapter 2.

When the Network Settings dialog box reappears after you finish configuring

TCPAP, choose the Close button, and then restart your computer for the changes
to take effect,

You can now create a TCP/IP printer on this Windows NT computer.

Creating a Printer for TCP/IP Printing

You can use Print Manager to create 2 TCP/IP printer in the same way that you
create any printer to be used on a Windows NT network. You need the following
information to create a TCP/IP printer:

= The {P identifier of the host where the printer is connected. This can be the DNS
name or the [P address. A direct-connect printer has its own IP identifier. For 2
printer coanected 0 a UNIX computer, this is the computer's IP identifier.

= The printer name as it s identificd on the host. This is the name defined on the
UNIX computer or the name defined by the manufacturer for the direct~connect
printer.
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The computer where you create the TCP/IP printer must have TCP/IP installed and
configured with the TCP/IP Network Printing Support option, as described in
Chapter 2.

» Tocreate a TCP/IP printer
1. From the Printer menu in Print Manager, choose Create Printer.

T CreatePrner |

Printes Namer |SUNOS_LPR

DQriver. Adobe Lasaudet I Corndge vi2 )

Description: |

Prnt |o:

) Shars thia

sl

i

Shate Hame:

Location:

‘P-)

In the Printer Name box of the Create Printer dialog box, type a name of up to
32 characters. This name appears in the title bar of the printer window, and
Windows NT users see this name when connecting 1o this printer if i is shared.

This name can be the same as the printer name as it is identified on the printer’s
UNIX host, but it does not have 1o be.

For a direct-connect printer, see the hardware documentation to find the name by
which the network printer identifies the print queue.

3. Inthe Driver list, select the appropriate driver and, optionally, type text 0
mform network users about the printer tn the Description box.

4, Tn the Print To box, select Other to display the Print Destinations dialog box.

ey

Preat Dﬁslinatinn-é“_
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5. In the Available Print Destinations Jist, select LPR Print Monitor, and then

choose OK.

Gt : Add LPR compstible piinter

Mams or addears of hoat gagvading lod {mwmw !

Mame of ppnder on thal mackene: fSUN_UXSER |

Bl

. In the Name Or Address Of Host Providing LPD box of the Add LPR

Compatible Printer dialog box, type the DNS name or 1P address of the host for

the printer you are adding, ‘

This can be the DNS name or {P address of the direct-connect TCP/IP printer o1
of the UNIX computer to which the printer is connected. The DNS name can be
the name specified for the host in the HOSTS file.

L PR stands for Line Printing ulility, and LPD stands for Line Printing Daemon,
which is how thesc elements are known on UNIX.

. In the Name Of Printer On That Machine box, type the name of the printer as it

is identified by the host, which is either the direct-conaect printes itself or the
UNIX computer.

For example, you might have a UNLX computer running the print server
component {Ipd) with which the TCP/IP printer you are creating will interact. If
Ipd secognizes a printer attached 10 the UNIX computer by the name Crisp, the
name you should type in this box is Crisp.

For a direct-connect printer, this is whatever name was used lo create the priale
while running ipd.

. When the Create Printer dialog box reappears, check the Share This Printer On

The Network option if this definition 1s being created on a Windows NT
comphter that will serve as a print server for other users to access this printer.

o Create Printer

Printes Name: |SUNDS_LPR

IAdsbe Lasesiet f Caniidge v52.3
[ Selmp:.

‘ ] o |

Dexcriphionr |
Print to' LKDTIMICROSOST COMSUN LaSER [ ]

i
Help l

Drrver:

(2 Share thas praves on the network

<{ Share Bame: iLLPH,prrx J

B
?i Location:  |Bldg 2Am 1278 |
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9. By default, in the Share Name box, Printer Manager creates a shared resousce
name that is compatible with MS-DOS-based computers, You can edit this
name, which users will see when browsing to find this printer on the network.

10. Optionally, in the Location box, you can type information about where this
printer is located. Users can see this location information when they connect 10
the printer.

11. Complete any other configuration information in the Create Printer dialog box,
as described in Chapter 6 of the Windows NT System Guide, and then choose
the OK button.

In Print Manager, the printer name you specified in the Create Printer dialog box
appears in the title bar of the printer’s window. For client computers configured
with Microsoft Network Client version 2.0 for MS-DOS, users will see only the
shared name, not the printer name. Users who connect to this TCP/IP printer can
select it and print to it from applications like any other printer. Users and
administrators can use Print Manager to secure and audit the use of the printer and
change its properties.

- Prih‘i Manaqer
Printer Document Options  Security \Windew Help

Tlp You can use the Ipr connectivity unlity at the command prompt to priat a file
to a host running an LPD server. You can also use the Ipq diagnostic utility to
obtain the status of a print queue on a host running the LPD server. For information,
see the entries for Ipr and Ipq in Chapter 11, “Utilities Reference.”
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Printing to Windows NT from UNIX Clients

The Lpdsve service is the server side of TCP/IP printing for UNIX clients. if any
UNIX clients on the network want to print to a printer connected to a Windows NT
computer, this service needs to be running on the Windows NT computer so it can
accept requests from the UNIX clients. The Lpdsvc service supports any print
format, including plain-text. It does not perform any additional processing.

» To start er stop the Lpdsve service

» At the command prompt, type net start Ipdsve or net stop Ipdsvc and press
ENTER.

—Or-

In Control Panel, choose the Services option. Then select Lpdsve in the Service
list and choose the Start button.

On the UNIX computer, you can use the Windows NT printer by typing a command
such as the following:

Ipr -8 NTHost -P LpdPrinter myfile.txt

Where:

s NTHost is the Windows NT Server running the Lpdsvc service. This Windows
NT computer should be lisied in the HOSTS file on the UNIX computer or on
the DNS server.

s LpdPrinter is the name of the printer created on NTHost.
o myfile.txt is the file to be printed.

The Lpdsve service is independent of the Lprmon service. The Lprmon service runs
automatically to allow a Windows NT computer (and all clients who can access this
computer) to print to a printer connected to a UNIX system, as described in the
previous section.
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CHAPTER [0

Troubleshooting TCP/IP

The following diagnostic utilities included with Microsoft TCP/AP can be used to
find solutions to TCP/IP networking problems.

Utlity

Usage

arp

hostname
ipconfig

nbistat

netstat

ping

tracert

View the ARP (address reselulion protocot) table on the local
computer to detect 1avalid entries.

Print the name of the current host.

Display curcent TCP/IP network configuration values, and update or
release TCP/IP network configuration values.

Check the state of current NetBIOS over TCP/IF connections, update
the LMHOSTS cache, and determine the regisicrcd name and scope
D.

Display protocol statistics and the state of current TCP/IP
CONNECtions.

Verify whether TCP/IP is configured correctly and that a remote
TCPAP system is available.

Check the route 1o 2 remote system.

For complete details about the utihties included with Windows NT, see Chapter {1,
“Utilities Reference.” See also the online Command Reference.

These other Windows NT 10ols can be used for TCP/IP troubleshooting:

1 Microsoft SNMP service, to supply statistical information to SNMP
management systems, as described in Chapter 2, *Installing Microsoft TCP/IP

and SNMP.”

s Event Viewer, {o track errors and events, as described in the Event Viewer
chapter in the System Guide.

= Performance Monitor, (¢ analyze TCPAP, FTP, and WINS server performance,
as described in Chapter 8, “Using Performance Monilor with TCP/IP Services.”
{Microsoft SNMP must be installed if vou want to monitor TCP/IP.)

= Regisiry Editor, 1o browse and edit Registry parameters, as described in
README.WRI in your \systemroor directory.
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Troubleshooting IP Configuration

If you have trouble installing Microsoft TCP/IP on your computer, follow the
suggestions in the error messages. You can also use the ping utility to isolate
network hardware problems and incompatible configurations, allowing you to
venify a physical connection to a remote computer.

Use the ping utility to test both the host name and the 1P address of the host. For the
syntax and description of the ping command, see Chapter 11, “Utilities Reference.”

b To test TCP/IP using the ping utility

1. 1f the computer was configured using DHCP, use ipconfig to learn the [P
address.

2. Use ping to check the loopback address by ryping ping 127.0.0.1 and pressing
ENTER al the command prompt. The computer should respond immediately.

If ping is not found or the command fails, check the event log with Event
Viewer and look for problems reported by Setup or the TCP/IP service.

3. To determine whether you configured [P properly, use ping with the [P address
of your computer, your default gateway, and 2 remote host.

If you cansot use ping successfully at any point, check the following:

» The computer was restarted after TCP/IP was installed and configured

» The local computer’s IP address is valid and appears correctly in the TCP/IP
Configuration dialog box

s The IP address of the default gateway and remote host are correct
» [P routing is enabled and the link between routers is operational

1f you can use ping to connect 1o other Windows NT computers on a different
subnet but cannot connect through File Manager or with net use iiserverishare,
check the following:

= The computer is WINS-enabled (if the network includes WINS servers).

» The WINS server addresses are correct, and the WINS servers are functioning.
= The comect computer name was used.

e The target host uses NetBIOS. If not, you must use FTP or Telnet to make a
connection; in this case, the target host must be configured with the FTP server
daemon or Telnet server dacmon, and you must have correct permissions on the
target host.
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s The scope 1D on the targel host is the same as the local compuler.
= A router exists between your system and the target sysiem.

o LMHOSTS contains correct entries, $o that the computer name can be resolved.
For more information, see “Troubleshooting Name Resolution Problems” later
in this chapter.

®» The computer is not configured 1o use WINS.

Troubleshooting Name Resolution Problems

if the IP address responds but the host name does not when you use ping, you have
4 name resolution problem. In this case, use tie [ollowing lists of common problems
in name resolution to find solutions.

Name Resolution Problems in HOSTS

These probiems can occur because of errors refated 1o the HOSTS file:

e The HOSTS file or DNS do not contain the particular host name.

s The host name in the HOSTS file or in the command is misspelled or uses
different capitalization. (Host names are case-sensitive.)

= Aninvalid IP address is entered for the host name in the HOSTS file,
& The HOSTS file conuins multiple entries for the same host on separate lines.

1 A mapping for a computer name-to-1P address was mistakenly added to the
HOSTS file (rather than LMHOSTS).

Name Resolution Problems in LMHOSTS

These problems can occur because of emors telated 1o the LMHOSTS file:

+ The LMHOSTS file does not contain an entry for the remole server.

s The computer name in LMHOSTS is misspelled. {Notice that LMHOSTS
names are converted to uppercase, )

s The 1P address for a computer aame in LMHOSTS is not valid.

Troubleshooting Other Connection Problems

In addition to ping, the other diagnostic utilities such as netstat and nbtstat can be
used to find and resolve connection problems. Although this is not 2 complete list,
these examples show how you might use these utilities to track down problems on
the network.
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P To determine the cause of Error 53 when cobnecting to a server

1.

o

If the computer is on the focal subnet, confirm that the name is spelled correctly
and that the target computer is running TCP/IP as well. [f the computer is not on
the local subnet, be sure that its name and IP address mapping are available in
the LMHOSTS file or the WINS database.

Error 53 is returned if name resolution fails for a particular computer name.

1f all TCP/IP elements appear to be installed properly, use ping with the remote
computer to be sure that its TCPAP software is working,

» To determine the cause of long connect times after adding to LMHOSTS

Because this behavior can occur with a large LMHOSTS file with an entry at
the ¢nd of the file, mark the entry in LMHOSTS as a preloaded eniry by
following the mapping with the #PRE tag. Then use the nbtstat -R command to
vpdate the local name cache immediately.

~01-
Place the mapping higher in the LMHOSTS file.

As discussed in Chapter 6, the LMHOSTS file s parsed sequentially 10 locate
entries without the #PRE keyword. Therefore, you shiould place frequently used
entries near the top of the file and place the #PRE entries near the bottom.

P To determine the cause of connection problems when specifying a server
name

s Use the nbtstat -n command to determine what name the server registered on

the network.

The output of this command lists several names that the computer has registered.

A name resembling the computer’s computler name should be present If not, try
one of the other unique names displaved by nbtstat.

The nbtstat utility can also be used to display the cached entries for remote
computers from either #PRE entries in LMHOSTS or recently resolved names.
If the name the remote computers are using for the server is the same, and the
other computers are on a remote subnet, be sure that they have the computer’s
mapping in their LMHOSTS files.
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» To determine why only IP addresses work for connections to foreign systems
but not host names

I. Make sure that the appropriate HOSTS file and DNS setup have been
configured for the computer by checking the host name resolution configuration
using the Network icon in Control Panel and then choosing the DNS button in
the TCP/IP Configuration dialog box.

If you are using a HOSTS file, make sure that the name of the remote computer
is spelled the same and capitalized the same in the file and by the application
using it.

[

3. If you are using DNS, be sure that the IP addresses of the DNS servers are
correct and in the proper order. Use ping with the remote computer by typing
both the host name and [P address to determine whether the host name is being
resolved properly.

» To determine why a TCP/IP connection to a remote computer is not working

properly

¢ Use the netstat -a command to show the status of all activity on TCP and UDP
ports on the local computer.
The state of a good TCP connection is usually established with 0 bytes in the
send and receive queues. If data is blocked in either queue or if the state 1s
irregular, there is probably a problem with the connection. If not, you are
probably experiencing network or application delay.

Troubleshooting Other Problems

This section presents some possible TCP/IP symptoms with recommendations for
using the diagnostic utilities to determine the source of the problers,

Troubleshooting the FTP Server Service

» To determine whether the FTP Server service is installed correctly

» Use ftp on the local computer by typing the IP loopback address from the
command line; for example, type ftp 127.0.0.1 and press ENTER.

The interaction with the server locally is identical to the interaction expected for
other Windows NT (and most UNIX) clients. You can also use this utility to
determine whether the directories, permissions, and so on are configured
properly for the FTP Server service.
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Troubleshooting Telnet

» To determine why the banner displayed with Telnet identifies a different
computer, even when specifying the correct [P address

1. Make sure the DNS name and hosts table are up to date.

2. Make sure that two computers on the same netwark are not mistakenly
configured with the same {P address.

The ethernet and [P address mapping is done by the ARP (address resolution
protocot) module, which believes the first response it receives. Therefore, the
impostor computer’s reply somelimes comes back before the intended
computer’s reply.

These problems are difficult to isolate and track down. Use the arp -g command
to display the mappings in the ARP cache. If you know the ethernet address for
the intended remote computer, you can easily determine whether the two match.
If not, use arp -d to delete the entry, then use ping with the same address
(forcing an ARP), and check the ethernet address in the cache again by using
arp -

Chances are that if both computers are on the same network, you will eventually
get a different response. 1f not, you may have to filter the traffic from the
impostor host to determine the owner or location of the system.

Troubleshooting Gateways

» To determine the cause of the message, “Your default gateway does not
belong to one of the configured interfaces...” during Setup

= Find out whether the defanlt gateway is located on the same logical network as
the computer’s network adapter by comparing the network TD portion of the
default gateway's [P address with the network ID(s) of any of the computer’s
network adapters,

For example, a computer with a single network adapler configured with an IP
address of 102.54.0.1 and a subnet mask of 255.255.0.0 would require that the
default gateway be of the form 102.54.4.b because the network ID portion of the
IP interface is 102.54.

Page 213 of 290 Cisco - Exhibit 1003



Chapler 10 Troubleshooting TCPAP 197

Troubleshooting TCP/IP Database Files

The foilowing

o mtpb o Ll o ko PSR
UNIX-styie database files are stored in the

\systemroofSYSTEM32\DRIVERS\ETC when you install Microsoft TCP/IP:

Filename

Use

HOSTS

LMHOSTS

NETWORKS

PROTOCOLS

SERVICES

Provides hostname-to-IP address resolution for Windows Sockets
applications

Provides NetBIOS name-to-1P address resolution for Windows
networking

Provides network name-to-network {D resolution for TCP/IP
management

Provides protocol name-to-protocol ID resofution for Windows
Sockets applications

Provides service name-to-port |D resolution for Windows Sockets
applications

To troubleshoot any of these files on a local computer:

a  Make sure the format of entries in each file matches the format defined in the
sample file originally installed with Microsoft TCP/IP.

e Check for spelling or capitalization errors.

o Check for invalid IP addresses and identifiers.
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Utilities R

{1 - -
eference ({1 |

Phes chapter s a reference Tor ustig Microsolt TCPAP uaities, which provide
dusgnostic and connectivity atifities tor network and connectiviry admimisiration,
Fhese client wilities are provided for fife transfer. wrmunad emulation, and network
dragnostics. Besides the connectivity support built into Windows NT. some third-
party vendors are devcloping adviineed connectivily viilities such as X Window
servers, Network File Svslem (NESY implementations, and so on,

i IRTiVIAY
A ) i

commands allow users 1o interact with aad use resources ot non-Microsolt hosts
sach s UNIX workstations. The tollowing commands are included:

aanieds hedp vou detect TCPAP netwvorkiag problens. Conmectivy
Q

« Diagnostic commands; arp. hosiname. ipconfig. Ipq. nbistat, netstat. ping.
route. and tracert

s Conncctivity commands: finger. ftp, Ipr. rep. rexec. rsh. telnet and tftp

Important The ftp. ftpsve. rexec. and telnet aiifitics all relv on password
authentication by the remote computer. Passwords are not encrypled before being
~ent ower the network. This alfows another user equipped with o network anadyzer
out the same networh o sieal a user's remole sccount password. For this reason, itis
strongy recommunded that users of these utilities choose different passwords for
their Windows NT workeroop. worksianon. or domain from the passwords used on
sustems (hey are conpectg to that are not Microsofi sestems, Al passwords used
by Windows< petworking services are enerypied.
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P To get help on TCP/IP utilities

¢ Atthe command prompt, type the command name with -?. For example, type
nhistat -? to get help on this command.

~Or-
1. In the Program Manager Main group, double-click the Windows NT Help icon.
2. In the Windows NT Help window, click the Command Reference Help button.
3. In the Commands window, click 2 command name.

-0t~

Choose the Search button in the Command Reference window, and then type a
command name in the box or select a command name from the list.

Note Switches used in the syntax for TCP/IP commands are case-sensitive. For
example, for nbtstat, the switch -R has a different effect from the -1 switch.

arp

This diagnostic command displays and modifies the IP-to-Ethernet or Token Ring
physical address translation tables used by the Address Resolution Protocol (ARP).

Syntax arp -a [inet_addr] [-N [if addri]
arp -d inet_addr [if addr]
arp -§ inet_addr ether_addr (if addr)

Parameters -a
Displays current ARP entries by querying TCP/IP. I inet_addr is speaified,
only the IP and physical addresses for the specified computer are displayed.
-4
Deletes the entry specified by inet_addr.

Adds a0 entry in the ARP cache to associate the IP address inet_addr with the
physical address ether_addr. The physical address is given as 6 hexadecimal
bytes separated by hyphens. The [P address is specified using dotted decimal
notation. The entry is permanent, that is, it will not be antomatically removed
from the cache after the imeout expires.

-N [if_addr|
Displays the ARP entries for the network interface specified by if_addr.
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ether_addr
Specifies a physical address.
if addr
Specifies, if present, the 1P address of the interface whose address transation

table should be modified. If not present, the first applicable interface will be
used.

tnet_addr
Specifies an [P address m dotted decimai notation.

finger

This connectivity command displays information about a user on a specitied sysiem
runging the Finger service. Oulput varies based on the remote system.

Syntax finger {1} [user\@host {...)
Parameters . -

Displays informatioa in long list format; not supported on all remote systems.

uier
Specifies the user you want information about. Omil the user parameter to
display information about all users on the specified host

@host
Specifies the host name or the 1P address of the remole system whose users you
wanl information about.

ftp

This connectivity command transters files 1o and from 4 computer running an FTP
service. Fip can be used interactively or by processing ASCH text files.

Syntax ftp [-v] [-n] (-1} {-d] [-g] [host} [-s: filename)

Parameters -y
Suppresses display of remote server responses.
-
Suppresses autologon upon inilial connection.
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«i
Turns off interactive prompting during multiple file transfers.

-d
Enables debugging, displaying all ftp commands passed between the client and
server.

Disables filename globbing, which permits the use of wildcard characters in
local file and path names. (See the glob command in the online Command
Reference.)

host
Specifies the host name or [P address of the remote host to connect to.

-8: filename
Specifies a text file containing ftp commands; the commands will autornatically
run after ftp starts. Use this switch instead of redirection (>).

The following table shows the ftp commands available when the FTP service is
instafled on a Windows NT computer. For details about syntax for individual ftp
commands, choose the ftp commands topic in the Commands list in Command
Reference.

FTP Commands in Windows NT

Command Purpose

! Runs the specified command on the locat computer.

? Displays descriptions for ftp commands. ? is identical to help.

append Appends a local file to a file on the remote computer using the current
file type setting,

ascii Sets the file transfer type to ASCII, which is the default.

bell Toggles a bell to ring after each file transfer command is completed.
By default, the bell is off.

binary Sets the file transfer type to binary.

bye Ends the FTP session with the remote computer and exits fip.

od Changes the working directory on the remote computer.

close Ends the FTP session with the remote server and returns to the

command interpreter.

debug Toggles debugging. When debugging is on, each command sent to
the remote computer is printed, preceded by the string --->. By
default, debugging is off.

delete Deletes files on remote computers.

dir Displays a list of a remote directory’s files and subdirectories.
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FTP Commands in Windows NT (coniinued)

Command Purpose

discoanect Disconnects from the remote computer, relaining the ftp prompt.

gel Copies a remoie file to the local computer using ibe curren file
transfer type.

glob Topgles filename globbing. Globbing permits use of wildcard
characiers i local file or path names. By defanl), globbing i on,

hash Toggles hash-sign (#) printing for each data block transterred. The
size of a data block is 2048 bytes. By detaull, hashi-sign printing is
off.

help Displays descriptions for fip commands.

led Changes the working directory on the local computer. By default, the
current directory on the local computer is used.

literal Sends arguments, verbatim, (o the remote FTP server. A single FTP
reply code is expected in ceturn,

Is Displays an abbrevialed list of a remote disectory’s files and
subdireciones.

mdeleie Deleies files on remote compuiers.

mdir Displays a list of a remote directory's files and subdirectories. Mdir
allows you 1o specify multiple fies.

mget Copies remote files (o the local computer using the current file
transfer lype.

mkdir Creates a remote directory.

mis Displays an abbreviated list of a remote directory's files and
subdicectories.

mput Copies local files 10 the remote compuier using the correni file
wansfer rype.

upen Connects to the specified FTP server,

prompt Toggles prompting. Fip prompts during multiple file transfers to

sllow you 10 selectively reirieve or store files; mget and mput transter
all files if prompting is turned off. By default, prompting 1 on.

put Copies a local {ile 10 the remote computer using the curvent file
transfer type.

pwd Displays the current directory on ihe femole computer.

quit Ends the FTP session with the remote compuler and exits fip.

quote Sends argurmenis, verbatim, 1o the remote FTP server. A single FTP

reply code is expected in refurn. Quote is identical to fiteral.

recy Copies a cemote file to the local computer using the current file
wansfer lype. Recv ss identical to get.
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FTP Commands in Windows NT {continued)

Command

Purpose

remotehelp
rensme
rmgir

send

status

irace

type
user
verbose

Displays help for remote commands.
Renames remote files.
Deletes a remote directory.

Copies a local file 10 the remote computer using the current file
transfer type. Send is identical to put.

Displays the current status of FTP connections and toggles.

Toggles packet tracing; trace displays the route of each packet when
running an fYp command.

Sets or displays the file transfer type.
Specifies a user 1o the remote computer.

Toggles verbose mode, If on, all fip responses are displayed: when a
file transfer completes, statistics regarding the efficiency of the
transfer are also displayed. By default, verbose is on.

hostname

This diagnoslic command prints the name of the current host.

Syntax * hostname
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ipconfig

This diagnostic command displays alf current TCP/IP network configuration values.
This command 1s of particular use on systems running DHCP, atlowing users 10
determine which TCP/IP configuration values have been configured by DHCP.
With no parameters, ipconfig displays all of the curreat TCP/IP configuration
values, including [P address, subnet mask, and WINS and DNS configuration.

Coauzers\defavlt? lpconfig rall

Windows NI P Configuration Uersion 1.8

Host Hame . . . . . . . > a—-apearst.microseft.com
DHS Serwers . . . . . . : B.8.8.9

DHE Lookup Order. . . . ¢

Node Type . . . . . . . i YNode

KecBIOS Seope 1D . . . ¢

1P Routing Enabled. . . : Mo

Wi Proxy Enabled. . . T Yes

Wit Resolution Par Windows Sockets Applications
DNS Resolution For Windows Networking fipplications : Yes

Fihernet adapter lampel:

Physical Bddress. . . . : B8-B@-25-39-1D-83
OHCP Enabled. . . . . . ¢ Yes

[P Address. . . . . . . 1 11.1B3.196.43
Subnet Mask . . . . . . : 255.255.8.8@
Default Gateway . . . - @ 11.183.8.1

DHCP Sewver . . . . . . ¢ £1.1.288.1

Prinary WIKS Serger . . 10.1.288.(
Secondary WIRS Sevver . : £1.5.26.28
lease Obtained. . . . . @ Wed 1Bth. May 1994 12:€5:42 pm
lease Expires . . . . . @ Thu {9th. Hay 1994 6:85:17 am

Lusersdefanlt)

Syntax ipeonfig [/all | /renew [udupter| | /release (adupter|]

Parameters all

Produces a full display. Without this switch, ipconfig displays only the 1P
address, subnet mask, and default gateway values for each network card.

renew |adapier)
Renews DHCP configuration parameters. This oplion is available only on
systems running the DHCP Chient service. To specify an adapter name, type the
adapier name that appears when you use ipconfig without parameters. For
example, in the ilfustration above, the adapter name is Lance L.

release [adapter]
Releases the current DHCP configuration. This oplion disables TCP/P on the
local system and is available only on DHCP chents. To specify an adapter

name, type the adapler name that appears when you use ipconfig without
paramelers.
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Ipg

Syntax
Parameters

This diagnostic utility is used to obtain status of a print queve on a host running the

LPD server,
Ipg -SServer -PPrinter [-1]
-8Server
Specifies 1he name of the host that has the printer attached to it.
~PPrinter
Specifies the name of the printer for the desired queue.
-4
Specifies that a detailed status should be given.

Syntax
Parameters

This connectivity utility is used to print a file to a host running an LPD server.

Ipr -SServer -PPrinter [-CClass) |-Vobname| filename

-SServer

Specifies the name of the host that has the printer attached 10 it
-PPrinter

Specifies the name of the printer for the desired queue.
-CClass

Specifies the content of the banner page for the class.

-Uobname
Specifies the name of this job.

filename
The name of the file to be printed.
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nbistat

Syntax
Parameters
Notes
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This diagnostic command displays protocot statistics and current TCP/1P
connections using NetBIOS over TCP/P.

nbtstat {-c] [-a] [-R} {-r) [-S} {-s] [interval]

-C
Lists the contents of the NetBIOS name cache, giving the 1P address of each
name.

-
Lists focal NetBIOS names.

-R
Reloads the LMHOSTS file after purging ali names from the NetBIOS name
cache,

Lists name resolution statistics for Windows networking. On a Windows NT
computer configured to use WINS, this option returns ihe number of names
resolved and registered via broadeast or via WINS.

-8
Displays both workstation and server sessions, listing the remote hosts by {P
address only.

-8
Displays both workstation and server sessions. Ht atlempts 1o convert the remote
host 1P address 1o a name using the HOSTS file.

interval
Redisplays selected statistics, pausing interval seconds between each display.
Press CTRL+C to stop redisplaying statistics. I this parameter is omitied. nbistas
prints the current configuration information once.

The column headings generated by the nbtstat wtility have the following meanings.

in
Number of bytes received,

Out
Number of byles sent.

In/Out
Whether the connection 1s {rom the computer (outbound) or from another system
to the local computer {inbound).
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Life
The remaining time that a name table cache entry will live before it is purged.

Local Name
The Jocal NetBIOS name associated with the connection.

Remote Host
The name or [P address associated with the remote host.

Type

This refers to the type of name. A name can either be a unique name of a group
name.

<(3>
Each NetBIOS name is 16 characters long, The last byte often has special

significance, because the same name can be present several times on a computer.

This notation is simply the Jast byte converted lo hexadecimal. For example,
<205 is a space in ASCIL.

State
The state of NetBIOS connections. The possible states are shown in the
following list:

State Meaning

Connected The session has been established

Associated A connection endpoint has been created and associated with an
[P address

Listening This endpoint is available for an inbound connrection

ldle This endpoint has been opened but cannot receive connections

Connecting The session is in the connecting phase where the name-to-[P
address mapping of the destination is being resolved

Accepting An inbound session is currently being accepted and will be
connected shortly

Reconnecting A session is trying to reconnect if it failed to connect on the first
attempt

Qutbound A session is m the connecting phase where the TCP connection is
corrently being created

Jabound An inbound session is in the connecting phase

Disconnecting A session is in the process of disconnecting

Disconnected The Jocal computer has issted a disconnect, and it is waiding for

confirmation from the remote systern
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netstat

This diagnostic command displays protocol statistics and current TCP/IP network
connections.

Syntax netstat [-a| [-e](n](s} {-p protocol] {-r} {interval]

Parameters &

Displays all connections and listening ports; server connections are vsually not
shown.

-€
Displays Ethemet statistics. This may be combined with the -5 option.

-0
Displays addresses and port numbers in pumerical form (rather thar attempting
name lookups).

-p proiocol
Shows connections for the protocol specified by protocol; protoco! can be tep
ur udp. If used with the -s option to display per-protocel statistics, profocol can
be tep, udp, or ip.

-r
Displays the contents of the routing table.

-§
Displays per-protocol statistics. By default, statistics are shown for TCP, UDP
and IP; the -p option may be used to specify a subset of the default.

interval
Redisplays selected statistics, pausing inferval seconds between each display.
Press CTRL+C to stop redisplaying statistics. If this parameter is omitted, netstat
prints the current configuration information once.

Notes The netstat utility provides statistics on the following network components.

Statistle Purpose

Foreign Address  The IP address and port number of the remate computer (o which the
socket 1s connected. The name corresponding to the [P address 1s
shown instead of the number if the HOSTS file contains an entry for
the [P address. In cases where the port is not yet established, the port
aumber is shown as an astensk (*).

Local Address The {P address of the local computer, as well as the port number the
connection is using. The name cormesponding to the IP address is
shown instead of the number if the HOSTS file contains an entry for
the 1P addeess. In cases where the port is not yet established. the port
nurnber is shown as an asterisk (*).
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Statistic Purpose

Proto ‘The name of the protoco] used by the connection.

{state) Indicates the state of TCP connections onty. The possible states are:
CLOSED FIN WAIT_{  SYN_RECEIVED
CLOSE_WAIT FIN_WAIT 2 SYN_SEND
ESTABLISHED LISTEN TIMED_WAIT
LAST ACK

This diagnostic command verifies connections 1o one o more remote hosts.

Syntax ping [-] [-8] [-n count] [l length) {-f] (=i 1] [-v tos) [-T count] [-s count]
([-j frost-tist| | [k host-list]] {-w timeout| destination-list

Parameters -t
Pings the specified host until interrupted.
-2
Resolve addresses to hostnames.
-0 count
Sends the number of ECHO packets specified by count, The default is 4,

-1 length
Sends ECHO packets containing the amount of data specified by length, The
default is 64 byles; the maximum is 8192.

-f
Sends a Do Not Fragment flag in the packet. The packet will not be fragmented
by gateways on the route.

-l
Sets the Ttme To Live field to the value specified by #/,

-V 10§
Sets the Type Of Service field to the value specified by ros.
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Note

T count
Records the rovte of the outgoing packet and the returning packet in the Record

Connt.

8 COHR
Specifics the timestamp for the aumber of hops specified by connt.

-} host-lisc
Routes puckets via the Bist of hosts speaified by fust-#ist. Consecitive hosts may
he separmied by intermediate gateways (loose source routed). The maximum
number allowed by 1P s 9.

X hoytlise

W TELADET AN
Routes packets via the list of hosts specified by hoss-/isi. Consecutive hosts may
nut be separated by intermediale gateways {strict sonrce rouled). The maximum
number allowed by [P is 9.

-W timeoul
Specifies a limeout interval in milliseconds.

destination-list
Specifies the remote hosts to ping.

The ping command verifies connections to remote host or hosts by sending 1CMP
ccho packets (o the hos! and listening for echo reply packets. Ping waits for up to
I second for each packet sent and prints the number of packets transmitted and
received. Each received packel is validated against the transmitied message. By
default, four echo packets containing 64 bytes of data {a periodic uppercase
sequence of alphabetic characiers) are transmitted.

You can use the ping wiility 1o test both the host name and the [P address of the
hiost. If the TP address is verified but the host name is not, you may have a name
resolution problem. In this case. be sure that the host name you are querying is in
either the local HOSTS fife or in the DNS database.

The following shows sample output for ping:
C:\Vping gs.internic . net
Pinging ds.internic.net [152.20.239,132) with 37 bytes of data:

Reply from 192.20.239.132: bytes=32 time=18lms TTL=243
Reply from 192.20.239.132: bytes=3Z time=199ms TTL-243
Reply from 192.26.239.132: bytes=32 time-128ms TT(=243
Reply from 192.26.239.132: bytes=32 time=128ms T7(=243
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rep

Syntax

Parameters

This connectivity command copies files between a Window NT computer and a
systemn running rshd, the remote shell server. The rep command can also be used
for third-party transfer to copy files between two computers running rshd when the
command is issued from a Windows NT computer. The rshd server is available on
UNIX computers, but not on Windows NT, so the Windows NT computer can onily
participate as the system from which the commands are issued.

rep (-8 ]-b} [-h] [-r] sourcel source2 ... sourceN destination

-8
Specifies ASCH transfer mode. This mode converts the carmiage return/linefeed
charactess to carriage returns on outgoing files, and linefeed characiess to
carriage return/linefeeds for incoming files. This is the default transfer mode.

-b
Specifies binary image transfer mode. No carriage return/linefeed coaversion is
performed.

-h
Transfers source files marked with the hidden attribute on the Windows NT
computer. Without this option, specifying a hidden file on the rep command line
has the same effect as if the file did pol exist.

-r
Recursively copies the contents of all subdirectories of the source to the
destination. Both the source and destination must be direclories.

source and destination
Must be of the form [host.user):Yfilename. 1f the [hosi{ user]:] portion is
omitted, the host is assumed to be the local computer. If the user portion is
omitted, the currently logged on Windows NT username is used. If a fully
qualified host name is used, which contains the period (.) separators, then the
[.user] must be included. Otherwise, the last part of the hostname will be
interpreted as the username. If multiple source files are specified, the destination
must be a directory.

If the filename does not begin with a forward slash (/) for UNIX or 2 backward
slash (\) for Windows NT systems, it is assumed to be refative to the current
working directory. On Windows NT, this is the directory from which the
command is issued. On the remote system, it is the logon directory for the
remote user. A period (.) means the current directory. Use the escape characters
(\, ", or }in remote paths to use wildcard characters on the remote host.
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Notes

Remote Privileges

The rep command does not prompt for passwords; the current or specified user
name must exist on the remote host and allow remote command execution via rep.

The .rhosts file specifies which remole system or users can assess a local account
using rsh or rep. This file (or 2 HOSTS equivalent) 1s required on the remote
system for dccess to a remote sysiem wsing these commands. Rsh and rep both
trapsmit the local username (o the remote system. The remote system uses this name
plus the IP address (usually resolved to a host name) or the requesting system (o
determine whether access is granted. There is no provision fos specifying a
password to access an account using these commands.

If the user is logged on to a Windows NT Server domain, the domain controller
must be available to resolve the cusrently logged un name, because the logged on
name is not cached on the local computer. Because the username is required as part
of the rsh protocot, the command will fail if the username cannot be obtained.

The .rhosts File

The .thosis file is a text file where each fine 13 an eniry. An entry consists of the
local host name, the local user name, and any comments about the entry. Each entry
is scparated by a lab or space, and comments begin with a hash mark (#),

for example:

computerS marie  #This computer s in room 314
The rhosts file must be in the user’s home direciory on the remote compuler,

For more information about a remote compuler’s specific implementation of
the .rhosts file, see the remote system’s documentation.

Additionally, have your host name added to the remote system's /ETC/HOSTS file.
This will allow the remote system fo authenticate remote requests for your computer
using the Microsoft TCP/IP utilities.

Specifying Hosts

Use the host.user vanables (o use a user name other than the cursent user name. |f
hostuser is specified with source, the rhosts file on the cemote host must contain
an eniry for user. For example,

rep rhino. johnb:filet buffalo.admin:file?

The .rhosts file on BUFFALQ should have an eatry for Johab on RHINO.

{4 host name is supplied as 4 full domain name containing dots, a user name mus!
be appended 10 the host name, as previously described. This prevents ihe last
clement of the domain name from being interpreted as a user name. For example,

rcp domain-namel.uses:jonnm  domain-namel.uyser:Dpilir
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Remote Processing

Remote processing is performed by a command run from the user’s logon shell
on most UNTX systems. The user’s .profile or .cshrc is executed before parsing
filenames, and exported shell variables may be used (using the escape character
or quotation marks) in remote filenames.

Copying Files
If you attempt to copy a number of files to a file rather than a directory, only the
[ast file is copied. Also, the rep command cannot copy a file onto itself.

Exampies
These examples show syntax for some common uses of rep.
To copy a local file to the logon directory of 2 remote computer:

rep filename remotecomputer:

To copy a local file to an existing directory and a new filename on a remote
computer:

rep filename remotecomputer:/directory/ngwfilename

To copy multiple local files to a subdirectory of a remote logon directory:

rep filel Tile2 filed remotecomputer:subdirectory/filesdirectory

To copy from a remmote source to the current directory of the local computer:

rcp remotecomputer:filenaze .

To copy from multiple files from multiple remote sources to a remote destination
with different usernames:

rep remotel . useri:filel remote? userZ:file2
remotedest.destuser:directory

To copy from a remote system using an [P address to a local compuier (where the
usemame 15 mandalory becayse a period is used in the remote system namey:

rcp 11.18Y.12. Y. user:filename filename
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rexec

Syntax

Parameters

Notes

This connectivity command runs commands on remote hosis running the rexeed
service, Rexec authenticates the user mame on the remote host by using a password,
before executing the specified command.

rexec host |-l usernume [-a| command
host
Specifies the remote host on which o run command.
- username
Specifies the user name on the remnote host.
-t
Redirects the input of rexec to NUL.

command
Specifies the command to run.

Rexec prompts the user for 2 password and anthenticates the password on the
remoie fost. {f the authentication succeeds, the command is executed.

Rexec copies standard input to the remote command, standard outpul 1o its standard
output, and standard error to its standard error. [nierrupt, quit, and terminate signats
are propagated to the remote command. Rexec normally terminates when the
remote command does.

Use quotation marks around redirection symbols to redirect onto the remote host. If
quotation marks are not used, redirection occurs on the local computer. For
cxample, the following command appends the remote {ile remotefile to the local file
localfite:

rexec otherhost cat remotefile > localfile

The following command appends the remoie file remotefile o the remote file
vtherremotefile;

rexec otherhost cat remotefile ™>>" otherrematefile

Using Interactive Commands

You cannof run most interactive commands. For example, vi or emacs cannot be
run using rexec. Use telnef to run interactive commands,
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route

This diagnostic command manipulates network routing tables.
Syntax route (-f] [command [destination] [MASK retmask| [gateway]}
Parameters -f

Clears the routing tables of all gateway entries. [f this parameter is used in
conjunction with one of the commands, the tables are cleared prior to running

the command.
command

Specifies one of four commands.

Command Purpose

print Prints a route

add Adds a roule

delete Deletes a route

change Modifies an existing route
destination

Specifies the host to send command.
MASK

Specifies, if present, that the next parameter be interpreted as the netmask

parameter.
netmask

Specifies, if present, the subnet mask value 1o be associated with this route
entry. If not present, this parameter detaults to 253.255.255.255.

gateway
Specifies the gateway.
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rsh

This connectivity command runs commands on remote hosts running the RSH
service. For information about the .rhosts file, see the Rep command.

Syntax rsh host (- username| [-n} command

Parameters host
Specifies the remote host on which to run command.
-l username
Specifies the user name to use on the remote host. If omitted, the logged on user
name 18 used.
i
Redirects the input of rsh to NUL.

command
Specilies the command to run.

Noles Rsh copies standard input to the remote command, standard output of the remote

command o its standard output, and the standard error of the remote commund o
its standard error. Rsh normally terminates when the remote command does.

Using Redirection Symbois
Use quotation marks around redirection symbols to redirect onto the remote host. [f
quotation marks are ot used, redirection occurs on the local computer. For

example, the following command appends the remote file remotefile o the local file
focalfile:

rsh othernost cat remotefile >> locaifile

The following command appends the remote file remotefile to the remote file
otherremotefile:

rsh otherhost cat remotefile “>>" otherremotefile

Using Rsh on a Windows NT Server Domain

[f the user is logged on to 2 Windows NT Server domain, the domain controller
must be available to resotve the currently logged on name, because the logged on
name is not cached on the local computer. Because the username is required as part
of the tsh protocol, the command will fail if the username cannol be obtained.
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telnet

This connectivity command starts terminal emulation with a remote system runaing
a Telnet service. Telnet provides DEC™ VT 100, DEC VT 52, or TTY emulation,
using connection-based services of TCP.

To provide terminal emulation from 2 Windows NT compuler, the foreign host must
be configured with the TCP/IP program, the Telnet server program or daemon, and
a2 user account for the Windows NT computer.

Note Microsoft does not provide the Telnet server daemon (felnetd).

Syntax telnet [host {por]]

Parameters host
Specifies the host name or IP address of the remote system you want fo connect
to, providing compatibility with applications such as Gopher and Mosaic.

port
Specifies the remole port you want to conneci to, providing compatibdity with
applications such as Gopher and Mosaic. The default value is specified by the
telnet entry in the SERVICES file. If no entry exists in the SERVICES file, the
default connection port value is decimal 23.

Notes The Telnet application is found in the Accessories program group after you install
the TCP/IP connectivity utiities. Teinef is a Windows Sockets-based application
that simplifies TCP/IP terminal emulation with Windows NT.

P TouseT einet
%@ 1. Double-click the Telnet icon in the Accessories program group.
~Or~
Atthe command prompt, type telnet and press ENTER.
From the Conneet menu in the Telnet window, choose Remote System.

o

3. Inthe Connect dialog box, type the host name you want to conned to, and then
choose the Connect button.

A connection is made, and you can begin a work session.

4. To end a session, choose the Disconnect command from the Connect menu
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You can specify your preferences for tiems such as emulation options, the screen
font, and color by choosing Preferences from (he Terminal menu. You can also use

commands from the Edit menn 1o select conv. and naste text from the Chinhoard
comman e O MENY D $E1CT, COBY, 8nC DASIC Xt irom Ine Liphiarg,

For information about Telnet options, see the online Help.

ol Select Telnet - 11.163.41.12 .
Connect EdR Terminal Help

[ Terminal Opbions ™)
{3 Lacal Echo
B} Blinking Curzor
1 ¥ Biock Cursan

Bulfes Size: 125 |
e Sie 5

This connectivity command transfers files to and from a remote computer running
the Trivial File Transfer Protocol (TFTP) service. This utility is similar to fip, but it
does not provide vser avthentication, although the files require read and write

UNIX permissiors.
Syntax iftp [-i] host [get | put] source [destination]
Parameters i

Specifies binary image transfer mode (also called octet). In binary image mode,
the file is moved literally byte by byte. Use this mode when transferring binary
files.

If -i is omitted, the file is ransferred in ASCH mode. This is the default transfer
mode. This mode converts the end-of-line (EQL) characters 1o 2 carriage return
for UNIX and a catmiage retwrn/linefeed for personal computers. This mode
should be used when transferring text files. if a file transfer is successful, the
data transfer rate is displayed.

host
Specifies the local or remote host.
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get
Transfers desttnation on the remote computer to source on the local compuler.
Since the TFTP protocof does not support user authentication, the user must be
logged on, and the files must be writable on the remote computer.
put
Transfers source on the local computer to destination on the remote computer.
source
Specifies the file to transfer.
destination
Specifies where 1o transfer the file.

tracert

Syntax
Parameters

This diagnostic utility determines the route taken to a destination by sending
Internet Control Message Protocot {{CMP) echo packets with varying Time-To-
Live (TTL) values to the destination. Each router along the path is required to
decrement the TTL on a packet by at least | before forwarding it, so the TTL is
clfectively a hop count. When the TTL on a packet reaches 0, the router is supposed
to send back an ICMP Time Exceeded message to the source system. Tracert
determines the route by sending the first echo packet witha TTL of 1 and
incrementing the TTL by 1 on cach subsequent transmission until the target
responds or the maximum TTL is reached. The route is determined by examining
the [ICMP Time Exceeded messages sent back by intermediate routers. Notice that
some routers sileatly drop packets with expired time-lo-live (TTLs) and will be
invisibie o iracert

tracert [-d) [-h maximum_hops) [-} host-list] |-w timeous) target_nome
-d
Specifies not to resolve addresses to hostnames.
-h mgrimuwm_hops
Specifies maximum aumber of hops to search for target.
-j host-list
Specifies loose sousce route along kost-list.
- fimeous
Waits the number of milliseconds specified by timeout for each reply.
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Notes The following shows sample vutpui for tracert. The first column is the hop number,
which is the Time To Live (TTL) value set in the packet. The next three columns

aee the vaund trin timec in mil licarniic Fnr thesa attemnic in rench the dectinntinn
REV LB $NTMEIN \yill} LEELIAAY 1 HIRMERDLNATIIULY 101 (i L\Ll\,lllyl) LU L vVl L0 NN LTI QR IR

with that TTL valve. An asterisk (*) means that the attempl timed out. The fourth
column is the hostname (if it was resolved) and 1P address of the responding

system.

C:\>tracert ds.internic.net

Tracing route to ds.internic.net [198.49.45.18]
over & maximum of 38 hops:

(i@
1@
28
3
78
86

129

LYo v BRI - S AR L 2

o
o,
oW
= &

11 148

ms <ig ms % {131.167.1.1693
ins <19 ms 18 ms seatlllel-ow.nwnet.net [192.88.12.

ms
ms
ms
ms
ms
ms
ms
ms

2]

{6 ms 18 ms enssidl-enel.nwnel.net [182.35.188.2
* 18 ms t3-3.seattie-cnssB.t3.ans.net (148,222,
38 ms 20 ms 13-8.70s-angeles-cnss8.t2.ans.net [ 149,
78 ms 80 ms t3-@.new-york-cnss2d.t3.ans.net [1498.22

81 ms B9 ms $3-8.denver-cassdd.t3.ans.net (140.22 ‘40.1]

91 mg 98 ms t3-1.new-york-cnss32.t3 . ans.net [148.227.32.2]
56 ms 91 ms mf-&.new-vork-enss36.t3.ans.net [146.222.32.196]

98 ms 91 ms tl-9.enss222.t3.ans.net [148.222.222.1]

191 ms 108 ms ds.internic.nel [198.49.45.18)

]
22.88.4)
40.22 2 8
2.24.

Trace complete.
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APPENDIX A

MIB Object Types for Windows NT

This appendix fists the objects in the LAN Manager MiB {1, DHCP MIB. and
WINS MIB. and provides a brief description of each.

The following MIB objecis are listed in this appendix:
s [ AN Manager MIB 1l for Windows NT objects, including Common group,

Server group, Workstation group, and Domain group

"

Y B Y

= Microsoft WINS objects

Microseft DHCP objects

This appendix assumes that you are familiar with network management, TCP/IP,
and SNMP. 1t also assumes that you are familiar with the concept of 2 monagemeni
information base (MIB). If you are not familiar with TCP/AP or the Internet MIB 2.
see Internetworking with TCP/IP by Douglas E. Comer {Prentice Hall, 1991) and
The Simpte Book by Marshall T. Rose (Prentice Hall, 1991).
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LAN Manager MIB I for Windows NT Objects

The LAN Manager MIB II for Windows NT contains a set of objects specifically
designed to support computers running Windows NT. Notice that there are fewer
objects in the LAN Manager MIB II for Windows NT than the LAN Manager MIB
II for 0S/2 because of differences in the operating system.

All LAN Manager MIB [I objects apply to computers running Windows NT
Workstation and Windows NT Server.

Common Group

comVersionMaj {common 1}
The major release version number of the Windows NT software.

comVersionMin {common 2}
The minor release version number of the Windows NT software.

comType {common 3}
The type of Windows NT software this system is running,

comStatStart {common 4}
The time, in seconds, since January 1, 1970, at which time the Windows NT
statistics on this node were last cleared. The comStatStart object applies to the
following statistical objects:

comStatNumNetlOs svStatErrorQOuts wkstaStatSessStarts
comStatFiNetlOs syStatPwErrors wkstaStatSessFails
comStatFcNetlOs svStatPermErrors wkstaStatUses
svStatOpens svStatSysErrors wkstaStatUseFails
svStatDevOpens svStatSentBytes wkstaStatAutoRecs
svStatJobsQueued svStatRevdBytes

svStatSOpens svStatAvResponse

comStatNumNetIOs {common 5}
The number of network /O operations submitted on this node.

comStatFiNetIOs {common 6}
The number of network I/O operations on this node that failed issue.

comStatFcNet1Os {common 7}
The number of network [/O operations on this node that failed completion.
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Server Group
svDescription {server 1}

A comment describing the server.
svSveNumber {server 2}
The number of network services installed on the server.

sySvcTable {server 3}
A list of service entries deseribing the network service installed on the server.
svSveEntry {svSveTable 1}
The names of the network services installed on the server.
svSveName {svSveEniry 1}
The name of 3 Windows NT network service.
svbvelnstalledState {svSvcEntry 2}
The installation status of a network.
svSvcOperatingState {svSvcEntry 3}
The operating status of a network service.
svSveCanBellninstalled {sySveEntry 4}
Indicates whether the network service specified by this entry can be removed.
sySveCanBePaused {svSvcEntry 5}
Indicates whether the network service specified by this entry can be paused.

svStatsOpen {server 4}
The total number of files that were opened on the server.

svStatDevOpens {server 5}
The total pumber of communication devices that were opened on the server.

svStatQueuedJobs {server 6}
The total number of print jobs that were spooled on the server.

svStatSOpens {server 7}
The number of sessions that were started on the server.

svStatErrorQOuts {server §)
The number of sessions disconnected because of an error on the server.

svStatPwErrors {server 9}
The number of password violations encountered on the server.

svStatPermErrors {server 10}
The number of access-permission violations encountered on the server,

svStatSysErrors {server 11}
The number of system errors encountered on the server.

svStatSentBytes {server 12}
The number of bytes sent by the server,
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svStatRevdBytes {server 13}
The number of bytes received by the server.

svStatAvResponse {server 14}
The mean aumber of milliseconds it took the server to process a workstation 1/O
request {for example, the average time an NCB sat at the server).

svSecurityMode {server 15}
The type of security running on the server.

syUsers {server 16)
The number of concurment wsers the Server can support.

svStatReqBulsNeeded {server 17}
The number of times the server requested allocation of additional buffers.

svStaiBigBufsNeeded {server 18}
The number of times the server needed but could not allocate a big buffer while
processing a client request.

svSessionNumber {server 19}
The number of sessions on the server.

svSessionTable {server 20}
A Tist of session entries corresponding 1o the corment sessions that chients have
with the server.

svSessionEntry {svSessionTable 1}
A session that is currently established on the server.

svSesClientName {svSessionEntry 1}
The name of the remote computer that established the session.

svSesUserName {svSessionEntry 2}
The number of connections to server resources that are active in the curremt
session,
svSesNumConns {svSessionEntry 3}
The number of connections to server resousces that are active in the current
session.
svSesNumOpens {svSessionEntry 4}
The number of files, devices, and pipes that are open in the current session.
svSesTime {svSessionEntry 5}
The length of time, in seconds, since the current session began.

svSesIdle Time {svSessionEntry 6}
The length of time, in seconds, that the session has been idle.
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svClientType {svSessionEatry 7}
The type of client that established the session.

svSesSiate {sv3essionEniry 8}
The state of 1he current session. (Seting the state of an active session to deleted
with netSessionDel deletes the chient session. The session state cannot be set 1o
active.)

syvAutoDisconnects {server 21}
The number of sessions that the server automatically disconnected becanse of
inactivily.

server 21}

of seconds the server waits before disconnecting sn idle sossion,

svDisConTime
The suntbes
svAuditLogSize {server 23}
The maximum size, in kilobytes, of the server’s audii log.

svUserNumber {server 24}
The number of users who have accounis on the server.

svUserTable {server 28}

A table of active user accounis on the server.
syUserEntry {svUserTable i}

A user account on the server.

svUserName {svUserEntry 1}
The pame of a vser accovnt.

syShareNumber {server 26}
The number of shared resources on the server.

syShareTable {server 27}
A table of the shared resources on the server.

svShareEntry {svShareTable 1}
A table corresponding to a single shared resource on the server.

svShareName {svShareEntry 1)
The name of a shared resource.

svSharePath {svShareEntry 2}
The local name of a shared resource.

svShareComment {syShareEntry 3}

A comment associaled with a shared resource.
svPrintQNumber {server 28}

The number of printer queues on the server.

syPrintQTable {server 29)
A lable of the printer queves on the server.
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syPrintQEntry {svPrintQTable 1}

A table entry corresponding to a single printer queue on the server.
svPrintQName {svPrintQEntry 1}

The name of a printer queue.

s¥PrintQNumJobs {svPrintQEntry 2}
The number of jobs currently in 2 printer.

Workstation Group

whstaStatSessSiarts {workstation 1}
The number of sessions the workstation initiated.

whstaStatSessFalls {workstation 2}
The number of failed sessions the workstation had.

whstaStatUses {workstation 3}
The number of conoections the workstation initiated.

wkstaStatUseFails {workstation 4}
The number of failed connections the workstation had.

wkstaStatAutoRecs {workstation 5}
The number of sessions that were broken and then automatically reestablished.

wkstaErrorLogSize {workstation 6}
The maximuom size, in kilobytes, of the workstation error log.

wkstaUseNumber {workstation 7}
This object will always return the value 0.

Domain Group

domPrimaryDomain {domais 1}
The name of the primary domain to which the computer belongs.
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Microsoft DHCP Objects

I WA T ~ AL A

Enierprises are defined in RFC 1155-SMi. Ohyect Type 1s defined in RFC 1212,

DisplayString is defined in RFC 1213

DHCP MIB Parameters

ParDhcpStartTime {DhepPar 1}
DHCP Server start time.

ParDhepTotalNeOMDiscovers { DhepPar 2}
Indicates the numbes of discovery messages received.

ParDhcpTotalNoOfRequests {DhepPar 3}
Indicates the number of requests received.

ParDhepTotalNeQfReleases {DhepPar 4}
Indicates the number of releases received.

ParDhcpTotalNoOROfers {DhepPar 5}

Indicates the number of offers sent.
ParDhcpTotalNeQfAcks {DhcpPar 6}

Indicates the number of acknowledgments sent.
ParDhcpTotaiNoOGiNacks {BhcpPar 7)

indicates the number of negative acknowledgments sent.

ParDicpTotaiNoDiDeclines {DocpPar &}
Indicates the number of declines received.

DHCP Scope Group
ScopeTable {DhepScope 1}
A Tist of subnets maintained by the server.

sScopeTableEntry {ScopeTable 1}
The row correspondiag to 2 subnel.

SubnetAdd {sScopeTableEntry 1}
The subnet address.

NoAddInUse {sScopeTableEntry 2}
The number of addresses in use.

NoAddFree [sScopeTableEntry 3}
The number of free addresses available.

NoPendingOffers {sScopeTableEatry 4}
The number of addresses currently in the offer state — that is, thase that are
used temporarily.
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Microsoft WINS Objects

Enterprises are defined in RFC 1155-SMI. Object Type is defined in RFC 1212,
DisplayString is defined in RFC 1213.

WINS Parameters

ParWinsStartTime {Par 1}
WINS start time.

ParLastPScvTime {Par 2}
Most recent date and time at which planned scavenging took place. Planned
scavenging happens at intervals specified in the Registry. Scavenging involves
changing owned nonrenewed entries 10 the released state. Further, released
records may be changed to extinct records, extinct records may be deleted, and
revalidation of old replicas may take ptace.

ParLestATScvTime {Par 3}

Most recent date and time at which scavenging took place as a result of
administrative action.

ParLastTombScvTime {Par 4}
Most recent date and lime at which extinction scavenging took place.

ParLast VerifyScvTime (Par 5}
Most recent date and time at which revalidation of old active replicas ook place.
ParLastPRpiTime {Par 6}
Most recent date and time at which planned replication took place. Planned
replication happens at intervals specified in the Registry.
ParLastATRpITime {Par 7}
Most recent date and time at which administrator-triggered replication took
place.

ParLastNTRpITime {Par 8}
Most recent date and time at which network-triggered replication took place.
Network-triggered replication happens as 2 result of an update notification
message from a remote WINS.

ParLastACTRplTime {Par 9}
Most recent date and time at which address change-tniggered replication took
place. Address change-triggered replication happens when the address of an
owned name changes because of a new registration.

ParLastInitDbTime {Par 10}
Maost recent date and time at which the local database was generated statically
from one or more data files.
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ParLastCounterResetTime {Par 11}
Most recent date and time at which the local counters were initialized 10 zeto.

ParWinsTotalNoOfReg {Par 12}
Indicates the number of registrations received.

ParWinsTotalNoQfQueries {Par 13}
Indicates the number of queries received.

ParWinsTotalNoO(Rel {Par {4}
Indicates the number of releases received.

ParWinsTotaiNoOfSuccRel {Par 15}
{ndicates the number of releases that succeeded.

ParWinsTotaiNoGIFailRel {Par 16}
Indicates the number of releases that failed because the addeess of the requestor
did not match the sddress of the name.

ParWinsTotaiNeOfSuccQueries {Par 17}
Indicates the number of queries that succeeded.

ParWinsTotalNoOfFailQueries (Par 18}
indicates the number of queres that failed.

ParRefreshInterval {Par 19}
Indicates the Renewal interval in seconds (sometimes calied the refresh
interval).

ParTombstonelnterval {Par 20}
Indicales the Extinct interval (n seconds.

ParTombstone Timeout {Par 21}
Indicates the Extinct timeout tn seconds.

ParVerifylnterval {Par 22}
Indicates the Verify interval in seconds.

ParVersCounterStartVal LowWerd {Par 23}
Indicates the Low Word of the version counter that WINS should start with.

ParVersCounterStartVal_HighWord {Par 24}
Indicates the High Word of the verston counter that WINS should start with,
ParRplOnlyWCnfPnrs {Par 25}
Indicates whether replication is allowed with nonconfigured partners. If not sel
to zero, replication will be done only with partners listed in the Regisiry (except
when an update notification comes ).
ParStaticDatalnit {Par 26}
Indicates whether static data should be read w at initialization and
recontiguration time. Update of any MIB variable in the parameters group
conslilutes recontiguration.
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ParLogFlag {Par 27}
Indicates whether lopging should be done. Logging is the default behavior.
ParlLogFileName {Par 28}
Specifies the path to the log file.
ParBackupDirPath {Par 29}
Specifies the path lo the backup directory.
ParDoBackupOnTerm {Par3f)
Specifies whether WINS should perform a database backup upoa termination.
Values can be 0 (no) or 1 (yes). Setting this value to | has no meaning vnless
ParBackupDirPath is also set.
ParMigration (Par 31}
Specifies whether static records in the WINS database shoid be treated as
dynamic records during conflict with new name registrations. Values can be 0

(no)or 1 (yes).
WINS Datafiles Group

DFDatafilesTable {Datafiles 1}
A list of datafies specified under the \Datafiles key in the Registry. These files
are used for static initialization of the WINS database.

dD¥DatafileEntry {DFDatafilesTabile 1}
Data file nare record.
dFDatafileIndex {dDFDztafileEntry 1}
Used for indexing entries in the datafiles table. It has no other use.

dFDatafileName {{DFDatefileEntry 2}
Name of the datafile o use for static initialization.

WINS Pull Group

PulllnitTime (Pall 1}
[ndicates whether pull should be done at WINS invocation and at
reconfiguratton. If any pull or push group’s MIB variable is set, that coastitutes
reconfigurabon.

PuliCommRetryCount {Puil 2}
Specifies the retry count in case of communication failure when doing pull
replication. This i the maximum number of retries to be done at the interval
specified for the partner before WINS stops for a set aumber of replicatios-time
intervals before trying again.

PuliPurTable {Pull 3)
A list of partners with which pull replication peeds to be done.
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pPuliPnrEntry {PuilPurTable 1}
The row corresponding 0 3 partner.

PuliParAdd {pPullPnrEntry 1}
The address of the remote WINS partner.
PuilPrrSpTime {pPullPnrEntry 2}
Specifies the specific time at which pull replication should accur.
PuliPrrTimelnterval {pPuliPrrEntry 3}
Specifies the time nterval for pull replication,
PullPnrMemberPrec {pPuliPnrEntry 4}
The precedence to be given to members of the speciul group pulied from the
WINS. The precedence of locally registered members of a special group is more
than uny replicas pulled in.
PuliPnrNoOfSuccRpls {pPullPorEntry 5}

The number of times reglication was successtul with the WINS alter invacation
or reset of counters,

PultPnrNoOfCommFails {pPullPnrEntry 6}
The number of times replication was unsuccessful with (he WINS because of
communication failure (after invocation or reset of counters).
PullPnrVersNolowWord {pPullPnrEntry 7}

The Low Word of the highest version number found in records owned hy this
WINS.

PuliPnrVersNoHighWord {pPullParEntry §}
The High Word of the highest version number found in records owned by this
WINS.

WINS Push Group

PushinitTime {Push 1}
Indicates whether a push (that is, notification message) should be done at
invocation.

PushRplOnAddChg {Push 2}
Indicates whether a notification message should be sent when an address
changes.
PushPurTable {Push 3}
A list of WINS partners with which push replication is to be initiated.
pPushPnrEntry {PushPnrTable {}
The row corresponding to the WINS partner.
PushPnrAdé {pPushPnrEatry 1}
Address of the WINS partner,

PushPorUpdateCount {pPushPnrEntry 2}
Indicates the number of updates that should result in a push message.
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WINS Cmd Group

CmdPullTrigger {Cmd 1}
This variable when set will cause the WINS to pull replicas from the remote
WINS server identified by the IP address.

CmdPushTrigger {Cmd 2}
If set, causes WINS to push a notification message to the remote WINS server
identified by the 1P address.

CmdDeleteWins {Cmd 3}
If set, causes all information pertaining 1o a WINS server (data records, context
information) to be deleted from the local WINS server . Use this only when the
owner-address mapping table is nearing capacity. Deleting all information
pertaining to the managed WINS is not permitted.

CmdDoScavenging {Cmd 4}
If set, causes WINS to do scavenging.

CmdDoStaticInit {Cmd 3}
[f set, WINS will do static initialization using the file specified as the value. If 0
is specified, WINS will do static initialization using the files specified in the
Registry (filenames can be read and written to using the Datafile table).
CmdNoOfWrkThds {Cmd 6}
Reads the number of worker threads in WINS.
CmdPriorityClass {Cmd 7}
Reads the priority class of WINS to normal or high.
CmdResetCounters {Cmd §}
Resets the counters. Value is ignored.
CmdDeleieDbRecs {Cmd 3}
[f set, causes all data records perfaining to 2 WINS server to be deleted from the
local WINS server, Only data records are deleted.
CmdDRPspulateTable {Cmd 10}
Retrieves records of a WINS server whose [P address is provided. When this
variable is set, the following table 1s generated immediately.
CmdDRDatsRecordsTable {Cmd 11}
The table that stores the data records. The records are sorted lexicographically
by name. The table is cached for a certain time (to save overhead on WINS). To
regenerate the table, set the CmdDRPopulateTable MIB variable.

CmdDRRecordEntry {CmdDRDataRecordsTable t}
Data record owned by the WINS server whose address was specified when
CmdDRPopulateTable was set.
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CmdDRRecordName {cCmdDRRecordEntry 1}
Name in the record.
CmdDRRecordAddress {cCmdDRRecordEntry 2}
Address(es) of the record. If the record is a multihomed record or an intemet
group, the addresses are tetumed sequentially in pairs. Each pair comprises the
address of the owner WINS server followed by the address of the computer or of
the internet grovp member. The records are always returned in network byte
OFder.
CmdDRRecordType {cCmdDRRecordEntry 3}
Type of record as unique, multthomed, normal group, or intemet group,
CmdDRRecordPersistenceType {cCmdDRRecordEntry 4}
Persistence type of the record as static or dynamic.
CmdDRRecordState {¢CrndDRRecordEntry 5}
Stale of the record as active, released, or extinet,

ComdWinsVersNoLawWord {Cmd 12}

The Low Word of the version number counter of the record.
CmdWinsVersNoHighWord {Cmd 13}

The High Word of the version number counter of the record.
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Windows Sockets Applications

Vendors

AGE Logic, nc.

9985 Pacific Heights Bivd.
San Diego, CA 92121
Phone: (619) 455-8604)
Fax: (619} 597-6030

X Window suftware

Amesican Computer &
Electronics Com.

209 Perry Parkway

(Gaithersburg, MD 20877

Phone: (301) 258-9850

Fax: (301) 921-0434

Network management

Attachmate Corporation
3617 131st Aveaue SE
Bellevue, WA 98006-5930
Phone: (800) 426-6283
Fax: (206) 747-9924

Terminal emulation

Beame and Whiteside
P.O. Box 8130

Dundas, Ontario LOH SE7
CANADA

Phone: (416) 7650822
Fax: {416} 765-0815

Terminal emulation, file transfer,
remole process execudion, e-mail,

NFS, network printing
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Digital Equipment Corporation

Attn: Lon Heron

2 Results Way

MRO2-2/D10

Marlboro, MA 01752-3011

Phone: (508) 467-7855

Fax: (S08) 467-1926

eXcursion, X Window server and clieni
{ibraries

Distinet Corporation

14395 Saraloga Ave. Suite 120
Saratoga, CA 95070

Phone: (408) 741-(781

Fax: (408) 741-0795

Terminal emulaiion. file transfer,

X Window, remote process execution,
e-mail, NFS, ONCIRPC

Esker, Inc.

1181 Chess Drive, Suite C

Foster City, CA 94404

Phone: (415) 341-9065

Fax: (415) 341-6412

Termingl emulation, file transfer,

X Window, remote process execwion,
NFS

Executive Systems/XTree Company
4115 Broad Street Bldg, #1

San Luis Obispo, CA 93401-7993
Phone: (805) 541-0604

Fax: (80S) 541-4762

Network management
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Frontier Technologies Corporation Hypercube, inc.
10201 North Port Washington Road Unit 7-419 Phillip Street

Mequon, Wisconsin 53092 Waterloo, Ontario N2L 3X2
Phone: (414) 241-4555 CANADA
Fax: (414) 241-7084 Phone: (519) 725-4040

Terminal emulation, file transfer, remoteFax: (519) 725-5193
process execution, e-mail, NFS, NNTP, Modeling software, remote process

TelnetD, network printing execution

Gallagher & Robertson A/S [-Kinetics, Inc.

Postboks 1824, Vika 19 Bishop Allen Drive

{123 OSLO Cambridge, MA (02139

NORWAY Phone: (617) 661-8181

Phone: (+47) 2 4185 51 Fax: (617) 661-8625

Fax: (+47)2428922 : Middleware, remote process execution

Terminal emulation, file transfer
' John Fluke Mfg. Co.
Genisys Comm, Inc. P.0. Box 9090

314 S. Jay Street Everett, WA 98206

Rome, NY 13440 Phone: (206) 356-5847
Phone: (315) 339-5502 Fax: (206) 356-5790

Fax: (315) 339-5528 Instrument control software

Terminal emulation, file transfer
JSB Computer Systems Ltd.

Gradient Technologies, Inc. Cheshire House, Castle Street
577 Main Street, Suite 4 Macclesfield, Cheshire
Hudson, MA 01749 ENGLAND SK11 6AF
Phone: (508) 562-2882 Phone: (+44) 625-433618
Fax: (508) 562-3549 Fax: (+44) 625-433548

DCE (OSF distributed computing

environment) JSB Corporation [USA|

Suite 115, 108 Whispering Pines Drive
Hummingbird Communications Ltd. Scotts Valley, CA 95066

2900 John Street, Unit 4 Phone: (408) 438-8300

Markham, Ontario L3R 5G3 Fax: (408) 438-8360

CANADA Terminal emulation, file transfer,
Phone: (416) 470-1203 X Window, remote process execution,
Fax: (416) 470-1207 virtual sockets library

File transfer, remote process execution,
terminal emulation, X Window
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Lancera Corporation SunSelect
516 Valley Way 2 Elizabeth Drive
Milpitas, CA 95035 Chelmsford, MA 01824-4195
Phone: (408) 956-8344 Phone: (508) 442-2300
Fax; (408) 956-8343 Fax: (508) 250-2300
Terminal emulation, file transfer, E-mail
X Window, remote process execution,
NES, SNMP TurboSoft Pty Lid.

248 Johnston Sireei
Microdyne Comp. Annandale, NSW 2038
239 Littleton Road AUSTRALIA
Westford, MA ()1886 Phone: (+612) 552-1266
Phone: (508) 392-9953 Fax: (#612) 552-3256
Fax: (508) 392-9962 Terminal emulation, file transfer,
File transfer network printing
NetManage, Inc. Unipalm Lid.
20823 Stevens Creek Blvd. 216, Science Park, Milton Road
Cupertino, CA 95014 Cumbridge, Cambridgeshire
Phone: (408) 973-7171 CB4 4WA ENGLAND
Fax: (408) 257-6405 Phone: (+44) 223-420002
Terminal emudation, file transfer, Fax: (+44) 223-426%68
X Window, e-mail, NFS, TN3270, BIND, E-muil
SNMP

VisionWare UK
Network Computing Devices 57 Cardigan Lane
93%) SW Gemini Leeds, ENGLAND LS4 2LE
Beaverton, OR 97005 Phone: (+44) 532-788858
Phone: (503) 641-2200 Fax: (+44) 532-304676
Fax: (503) 643-8642
X Window VisionWare USA

1020 Marsh Road
Spry, Inc. Suite 220
1319 Dexter Ave. N Menlo Park, CA 94025
Seattle, WA 93109 Phone: (415) 325-2113
Phone: (206) 286-1412 Fax: (415)325-8710
Fax: (206) 286-1722 Terminal emulation, file transfer,
Terminal emulation, file transfer, X Window, remaote process execution
e-mail, nenwork printing

Cisco
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VisiSoft

430 10th Street NW, Suite S008
Atlanta, GA 30318

Phone: (404) 874-0428

Fax: (404) 874-6412

Network management

Watker Richer & Quinn, Inc.
1500 Dexter Ave. N.

Seattle, WA 98109

Phone: (206) 217-7500

Fax: (206) 217-0293

Terminal emulation, file transfer,
X Window

XSoft

3400 Hillview Ave.
Palo Alto, CA 92304
Phone: (800) 428-2995
Fax: (415) 813-7028
Document management
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internet Sources for
Applications

Cello

fiplaw.comell.edy

/putyLiCello

ceflo.zip, Iview31 zip, gswin.zip,
cellofag.2ip, wingif14.cip, wplnyliSh.zip

Conkie Server
suasite.unc.edu
fpub/micro/pe-suff

/ms-windows/winsock/apps
conksuck.zip

LiNet Wais Chent
ftp.cica.indisna.edy
fpubipc/windwinsock
ewais 154.zip

Finger Daemon
sunsite.unc.cdu
fpub/micro/pe-stutf

fms-windows/winsock/apps
fingerd.zip

Finger31
ftp.cica.indiana.edu
Jpub/pe/wind/winsock
finger31.zip

GopherBook
ftip.cica.indiana.cdu
Jpub/pe/win3fwinsock
gophbk 1 1.zip

GopherS

emwac.ed.ac.uk
fpub/gophers

s1386.zip or gsulpha.zip

HGopher
fip.cicaindiana.edy
‘pub/pc/wind/winsock
hyoph24.zip
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HTTPS

emwac.ed.ac.uk
‘pub/htins

hsid86.zip or hsalpha.zip

Internet Help File
fip.ces.queensu.ca
/pub/msdos/iepip

{DWIn.zip

Micro X-Win

bart starnel.com

jpub

xwindemo.exe or Ywin287h.exe

Mosaic
fip.nesa.uiue.edu
/PCMasuic
wmos2al zip

NCSA Telnet
ftp.cica.indiana.cdy
/publpc/wind/winsock
winlelb3.zip

PCEudors
ftp.qualcomm.com
/pceudora/wingows
cudorald.exe

Qw3270
ftp.ces.queensu.ca
fpublmsdos/icpip
qws3270.zip

SerWeb
fip.cica.indiana.cdu
Jpublpc/winiiwinsock
serwebl)3.zip

Text Server

sunsite.unc.edu

/pub/micro/pe-stuff
‘ms-windows/winsock/apps

IXSv.zip

Cisco - Exhibit 1003



LY

TCPAP

TimeSync
fiphost.cac.washington.edu
/pub/winsock

tsyncl_d.zip

Trumpet for Windows
fip.utas.edu.au
fpub/trumpet/wintrump
wiwsk 10a.zip

Trumpet Telnet
petros.psychol.utas.edu.au
/pc/trumpet/rmptel
tmptel.exe

Trumpet Winsock
ftp.utas.edu.au
fpc/trumpeywantrump
winsock.zip

USGS WAIS Client

ridgsd.er.usgs.gov
fsoftwarefwais
wwais232ip

Wais Manager
ftp.cudr.org

/pub/NIDR tools/wais/pc/windows

waisman3.zip

WFTPD
sunsite.unc.edu
/pub/micro/pe-stuff/ms-
windows/iwinsock/apps
witpd!8b.zip

Windows SMTP
sunsite.unc.edu
/pub/micro/pe-stuff

Jms-windows/winsock/apps
wsmipd 16.zip

WinFSP
fip.cica.indiana.edu
fpub/pe/win3fwinsock
winfspl2zip
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WinlRC

dorm.rutgers.edu (ftp.utas.edu.av)

fpub/msdos/trumpet/irc

Ipc/trumpet/irc/winire-beta
winirc.exe, winire.doc

WinLPR

sunsite.unc.edu

/pub/micro/pe-stutf
/ms-windows/winsock/apps

winlpri0.zip

WinQVT/Net
sunsite.unc.edu
/pub/micro/pe-stuff

/ms-windows/winsock/apps
qvine394.zp

WinQVT/Net for NT
sunsite.unc.edo
fpub/micro/pe-stuff

/ms-windows/winsock/apps
qvint394.zip

WinQVTNet
biochemistry.cwru.edu
/pub/gvinet
quiws396.ztp

WinTalk

elf com
/pubjwintalk
wintalk zip

WinVN
titan.ksc.nasa.gov
/pubfwin3/winvn
winvnstd90_2.zip

WS Gopher

sunsite.unc.edu

fpub/micro/pc-stuff
/ms-windows/winsock/apps

wsg-09g.exe
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WS_Finger

sunsite.unc.edu

/pub/micro/pe-stutf
/ms-windows/winsock/apps

wstinger.zip

WS_FTP
frp.usma.cdu
/pub/msdos
ws_fipzip

WS FTPb

sunsie.unc.edy

{pab/micro/pe-stutt
Jms-windowsiwinsock/apps

ws_fipb.zip, view.zip

WSArchie

ftp.demon.co.uk
fpub/ibmpe/winsock/apps/wsarchie
wsarchie.zip
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Glossary

A

address classes Predefined groupings of Internet
addresses, with each class defining networks of a
certain size. The range of numbers that can be
assigned for the first ociet in the [P address is
based on the address class. Class A networks
(vaiues I-126) are the largest, with over 16
millton hosts per network. Class B networks
{128-191) have up fo 65,534 hosis per network,
angd Class C networks (192-223) can have up to
254 hosts per network.

Address Resoiution Protocol (ARP)

A protocol in the TCP/IP suite that provides IP
address-io-media access control (MAC) address
resolution for [P packets,

agent [n SNMP, agent information consists of
comments about the user, the physical location of
ihe computer, and the types of service to report
based on the computer’s configuration.

B

binding A process that establishes the
communication channel between a protocol driver
and a network adapter driver.

bhode A NetBIOS over TCP/IP mode that uses
broadcasts 1o resolve computer names as
addresses.

BOOTP See Bootstrap Protocol.

Bootstrap Protocol (BOOTP) An internetworking
protocol used to configure systems across
internetworks. DHCP is an exiension of BOOTP.
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Broadcast name resolution A mechanism defined
in RFC 1001/1002 that uses broadcasts o resolve
names to [P addresses through a process of

rpaicirating hccn‘nhnn and namg relsace
EURISU LU, TLSUIUIULL, dHE RGTC svibasy.

C

checksum The mathematical computation used fo
verify the accuracy of data in TCP/IP packets.

community names A group of hosts to which a
server belongs that 1s running the SNMP service.
The community name is placed in the SNMP
packet when the trap is sent. Typically, all hosts
belong to public, which 1s the standard name for
the common community of all hosts.

computer name The unique name to which the
computer responds. In Windows NT, the computer
name i set by choosing the Network icon in
Control Panel, and it is a name of up to 15
uppercase characters that cannot contain spaces.

See also host name.

D

daemon A networking program that runs in the
background.

datagram A packet of data and other delivery
information that is routed through a packet-
switched network or transmitted on a local area
network.
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defauft gateway The intermediate network device
on the local network that has knowledge of the
network 1Ds of the other networks in the internet,
50 11 can forward the packets to otfier gateways
until the packet is eventually delivered to a
gateway connected to the specified destination.
Gateways are usually dedicated computers called
Touters,

DHCP See Dynamic Host Configuration Protocol.
DNS See Domain Name System.

DNS name servers In the DNS client-server
model, the servers containing information about a
portion of the DNS database, which makes
computer names available 1o client resolvers
querying for name resolution across the internet.

domain name space The database structure used
by the Domain Name System (DNS).

Domain Name System (DNS) Sometimes referred
10 as the BIND service in BSD UNIX, DNS offers
a static, hierarchical name service for TCP/IP
hosts. The network administrator configures the
DNS with a list of ostnames and IP addresses,
allowing users of computers configured to query
the DNS to specify remole systems by hostnames
rather than [P addresses. For example, a computer
configured to use DNS name resolution could use
the command ping remotehost rather than ping
127.0.0.1 if the mapping for the system named
remotehost was contained in the DNS database.
DNS domains should not be confused with
Windows NT networking domains.

Oyrami¢ Host Configuration Protocol

A protocol for automatic TCP/IP configuration that
provides static and dynamic address allocation and
management.
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F

file rephication service A Windows NT service
that allows specified file(s) to be replicated to
remote systems, ensuring that copies on each
system are kept in synchronization. The system
that maintains the master copy 1S called the
exporter, and the systems that receive updates are
known as tmporters.

file sharing The ability for a Windows NT
computer 1o share parts {or all) of its local file
system(s) with remote computers. An administrator
creates share points by using either File Manager
or the net share command from the command
prompt.

File Transfer Protocol (FTP} A service that
supports file transfers between local and remote
systemns that support this protocol. FTP supports
several commands that allow bidirectional transfer
of binary and ASCII files between systems. The
FTP Server service can be installed in

Windows NT but is not installed by default,
because of security considerations. The FTP client
is installed with the TCP/IP connectivity utilities.

FQDN See fully qualified domain name.
FIP See File Transfer Protocol.

fully qualified domain name (FQDN)

Host names with their domain names appended to
thern, For example, a host with host name corp001
and DNS domain name trey-research.com has an
FQDN of corp001.trey-research.com. (DNS
domains should not be confused with Windows NT
nerworking domains.)

G

gateway Used interchangeably with /P router to
describe a System connected to multiple physical
TCP/AP networks, capable of routiag or delivering
[P packets between them.
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H

header The data inserted at the beginning of
packet that contains control information. For 2
TCP packet, the header contains the port 1D,
checksum, sequence number, and other
wformation.

heterogenegus environmen!  An internetwork with
servers and workstations from different vendors,
using 2 mix of different operating systems and
transport protocols.

hrnode A NetBIOS over TCP/IP mude that uses
p-rode first for name queries, then b-node if the
name service is unavailable to resolve computer

aames as addresses.

host Any device that is attached to the
internetwork and uses TCP/IP,

host 10 The portion of the 1P address that
identifies a compuler within 2 particular network
ID.

host name  The name of a device on an
internetwark. For a device on a Windows network,
this can be the same as the computer name, but it
may not be. The host name must be in the host
table or be known by a DNS server for that host to
be found by another computer ottempting 1o
communicate with it.

hosttable The HOSTS and LMHOSTS files,
which contain mappings of known IP addresses
mapped (o host names.

HOSTS file A local text file in the same format as
the 4.3 Berkeley Software Distribution (BSD)
UNIX Jercihosts file. This file maps host names 10
|P addresses. In Windows N, this file is stored in
the \svsremrondSYSTEMI2DRIVERS\ETC
directory,
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ICMP
See Interner Control Message Protocol.

IETF Sce Internet Engineering Task Force.

Internet Control Message Protocol (ICMP)

A mamtenance protocol i the TCP/P suite,
reyuired in every TCP/IP implementation, that
allows two nodes on an [P actwork to share (P
status and error information. ICMP is used by the
ping ulility to determine the readability of a remote
syslem.

Internet Engineering Task Force (IETF)

A consortium that introduces procedures for new
iechnology on the Internel. IETF specifications are
released in documents called Requests for
Comments (RFCs).

Internet group name 1n Windows NT networking,
a name registered by the domain controller that
contains a st of the specific addresses of sysiems
that have registered the name. The nume has ¢ 16th
characier ending in Ux|C.

internet Profocol {IP) The messenger protocol of
TCP/IP, responsible for addressing and sending
TCP packets over the network.

P See Intemet Protocol.

[P address Used to identify a node on a network
and to specify routing information on an
internetwork. Each node on the internetwork aiust
be assigned a unique 1P address, which is made up
of the network 1D, plus a unique hosi 1D assigned
hy the network adminisirator. In Windows NT, Lhe
IP address can be configured statically on the
compuler o1 configured dynamically through
DHCP.
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{P router A system connected to multiple physical
TCP/TP networks that can route or deliver 1P
nackets between the networks. See also Gateway.

IPX/SPX Transport pratocols used in Novell
NetWare networks. For Windows NT, NWLink is
used 10 implement this protocol.

L

LMHOSTS file A local text file that maps [P
addresses to the NetBIOS computer names of
Windows networking computers outside the Jocal
subnet. In Windows NT, this file is stored in the
\systemroofSYSTEM32ZDRIVERS\ETC
directory.

M

MAC address The address for a device as it is
identified at the media access control layer in the
network architecture.

management information base (MIB)

A set of objects that represent various Lypes of
information about a device, used by SNMP to
manage devices. Because different network-
manageroent services are used for different types of
devices or protocols, each sesvice has its own set
of objects. The entire set of objects that any service
or protocol uses is referred to as its MIB.

MIB See management information base.

mnode A NetBIOS over TCP/IP mode that uses
b-node first (broadcasts), then p-node (name
queries) if the broadcas! fails to resolve computer
names as addresses.

multihomed system A system with multiple
network adapters attached to separate physical
networks.
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N

name registration The method by whicha
computer registers its unique name with a nare
server on the network. [n 2 Windows network, a
WINS server can provide name registration
SEIVICES.

name resolution The service provided by a DNS
name server or 2 NetBIOS name server (NBNS) to
map DNS or NetBIOS computer names to 1P
addresses. In a2 Windows network, 2 WINS server
is an NBNS server.

NBNS See NetBIOS Name Server.
NDIS See network driver interface specification.

NetBIOS Nama Server (NBNS) The server
implemented undes RFC 1001/1002 to provide
name resolution services for NetBIOS computer
NAIMES.

NetBIOS over TCPAP  The networking module that
provides the functionality to support NetBIOS
name regjstration and resolution.

network basic inputioutput system (NetBIOS)

A software interface for network communication.

network driver interface specification (NDIS)

In Windows networking, the interface for petwork
adapter drivers. All transport drivers call the NDIS
interface to access network adapter cards.

Network Fite System (NFS) A service for
distributed computing systeras that provides a
distributed file system eliminating the need for
keeping multiple copies of files on separate
computers.

network ID The portion of the [P address that
identifies a group of computers and devices located
on the same logical network.
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Networl Information Service (NIS)
A service for distributed computing systems that
pgcyi.{pa 2 distrihuted databace gygllgm fnr common

(R A TRV WG Gss S AU

configuration files.
NFS See Network File System.
NIS See Network Information Service.

[a]
r

packel A transmission unit of Axed maximum size
that consists of binary information representing
both data and & header containing an 1D number,
source and destination addresses, und error-control
data,

p-node A NetBIOS over TCPAP mode that uses
point-lo-point commuaications with a name server
to resolve computer names us addresses.

Paini to Paint Protocol (PPP) An industry standard
that is part of Windows NT RAS to ensure
inleroperability with third-party remole access
software.

portiD The method TCP and UDP use 1o specify
which application running on the system is sending
or receiving the data.

PPP See Puint to Point Protocol.

print sharing  The ability for a computer running
Windows NT Workstation or Windows NT Server
to share a locully attached printer for use on the
network. This is done by using Print Manager or
the net share command,

pretosol A set of rules and conveations by which
WO COMPUICTS pass MESSages aCToss d network.

proxy A computer that listens 1o name query
broadcasts and responds for those numes not on the
focal subnet. The WINS proxy communicates with
the nume server ta resolve names and then caches
them for a ime geriod,
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pull partner A WINS server that pulls in replicas
of database entries {rom its push partner by
reaaesting angd then arcenting the nuched renlicag
reguesting ond then accepting the pushed replicas,
push partner A WINS server that sends update
notification messages to its pull partner when is
WINS databasc has changed. When its partacr
responds to the notification with a replication
rasasiact bho moach o mnernse camalo o et nF Tie susenam
TCUCSL, s PUSH PATUICT SERGS & COPY OF 18 CUfTiin

WINS datahase to the

he puriner.

R

HAS See Remuote Access Service.

Remote Access Service (RAS) A service that
pruvides remote networking for lelecommuters,
muobile workers, and system administrators who
monitor and manage servers at multiple branch
offices. Users with RAS on 2 Windows NT
computer can dial in 1o Temotely access their
nctworks for services such as file and printer
sharing, electronic mai, scheduling, and SQL
database access.

Requests for Comments (RFCs) The official
documents of the Intemet Engineering Task Force
(IETF) that specify the details for protocols
included in the TCP/IP family.

resolvers DNS clients that query DNS servers for
name resolution on networks.

RFC See Requests for Comments.
RIP See Routing Information Protocol,

routing The process of forwarding packets to other
gateways unttl the packet is eventually delivered to
a guteway connecied lo the specified destination.

Routing Information Protocol (RIF}

A rouler-lo-router protocol that supporis dynamic
routing. In this release, Microsoft TCP/AP does not
support this protocol.
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S Transmission Control Protocol (TCP}

A connection-based Internet protocol responsible
for breaking data into packets, which the [P
protoco) sends over the network. This protocol

Sarfal Ling IP (SLIPY An industry standard that is provides a reliable, sequenced communication

scavenging The process of cleaning up the WINS
database.

oart of Windows NT RAS 1o ensure stream for internetwork communication.
interoperability with third-party remote access Transmission Comtrol Protocolinternet Protocel
software. (TCPIP)

Simple Network Management Protocol {SNMP) The Internet protocols used to connect a world-

wide intemetwork of universities, research
laboratories, military installations, organizations.
and corporations. TCP/IP includes standards for
how computers communicate and conventions for
connecting networks and routing traffic.

A protocol used by SNMP consoles and agents to
communicate. In Windows NT, the SNMP service
is used to get and set status information about a
host on a TCP/IP network.

SLP- See Serial Line IP. Transport Driver Intertace TDI) Tn Windows

SNMP See Simple Network Management Protocol.  Nefworking, the common interface for network
components that communicate at the Session fayer,

socket A bidirectional pipe for incoming and ]

outgoing data berween networked computers. The 18P 1n SNMP, a discrete block of data that

Windows Sockets API is a networking API used by indicates that the request failed authentication. The

programumers creating TCP/IP-based sockets SNMP service can send a trap when it receives a

applications. request for information that does not contain the
correct community name and that does not match
subnet On the Intemet, a subnet is any lower an accepted hostname for the service. Trap
network that is part of the logical network destinations are the names or 1P addresses of hosts
identified by the network ID. 10 which the SNMP service is 1o send traps with

COMIMUR{TY Names.
subnet mask A 32-bit value that allows the
recipient of IP packets to distinguish the network U

ID portion of the [P address from the host 1D.
User Datagram Protocol (UDP) A TCP

complement offering a connectionless datagram
T . service that guarantees neither delivery nor correct
TCP See Transmission Contro} Protocol. sequencing of delivered packets. Optional UDP
data checksums validate header and data but do not
TCPAP See Transmission Control enforce acknowledgments, leaving this to the
Protocol/Internet Protocol. application.

TO! See Transpon Driver Interface.
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~D
L5y
Py

W

Windows Internet Name Service (WINS)

A nume resolution service that resolves Windows
networking compuler names o [P addresses in a
routed environment. A WINS server handies name
registrations, queries, and releases.

WINS See Windows Internet Nume Service.
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index

V{FTP command) 202
*{FTP command) 202

A

Acknowledgments (ACKs) 39-40
Adapter cards See Nework adupter cards
Address Resolution Protocol See ARP protocol
Addresses See 1P addresses
Administering
DHCP chents 87-31
FTP Server service 163-160
WINS servers 107-111
Annotating directories for FTP Server service 163, 168
append (FTP command) 202
Applications
applicaiion layer parametess, DHCP opuions 86
interfaces, TCPAP support 3
packaging application network requests 3¥
Windows Sockets
developing spplications 13
cnabling WINS name resolution 36
NDIS interface 38
arpcommand 191, 196, 200-201
ARP protocol
arp command 200-20)
description 0-41
displaying ARP entries 200- 201
request or reply packess 40
ascil {FTP command) 202

B

B-nude
broadcasi rame resolution See Broadcast name resolution
NetBIOS over TCPAP implementation 51-S2
Backing up DHCP database 93
Backing up WINS database 136-137
bell (FTP command) 202
hipary (FTP command) 202
BOOTP protocol 101
Broadcast name resolution
See also Nume resolution
described 49
NetBIOS over TCP/IP implemeniations 58-32
possible unwanted eifects 151
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Broadeast name resolution (continued)
used with WINS 53-39
using LMHOSTS file with dynamic name
resolution 151-156
bye (FTP command} 202

¢

frvrn

od (FTP command) 202
Characien
conventions used 1n Windows NT documentation 3
in host name 26
1n TCP domaim name 26
Checkzum 39-40
Clicais
BOOTP 101
DHCP
administeting 87-91
silocation of 1P addresses 47-99
leases 46, 48, §8-39, 99
overview 68
Registry parameters 97
reservations 81, 89-91
close (FTF command) 202
Command prompt
getting help on TCP/P uiilities 200
staning
DHCP Manager 71
DHCP service 70
Telnet network service 218-219
WINS service 107
using FTP commands 164
Commands
case-sensitivity of swatches 200
connectivity commands
descnption 199
finger 201
fip 193, 201-204
ipr 206
rwp 212-214
rexec 215-216
mh 217
fehnet 218-219
tp 219-220
Jiaganstic commands
ap 191196, 200- 201
Jescription 199
hostmame 191, 24
ipcoafig 191,205
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Commands, diagnostic commands (continued)
ipg 206
nbtstat 191, 193194, 207-209
netstat 191, 193, 195, 209-210
ping {91-193, 210-211
route 216
tracert 220
troubleshooting TCP/IP 191-197
getting help
on TCP/IP utilities 200
running
o remote hosts with rexec 215-216
on remote hosts with rsh 217
running interactive commands with Telnet 216
TCP/IP utilities reference [99-220
CompuSetve, obtaining information about
Windows Sockets 14
Connections
connecting to
DHCP servers 72
WINS servers for administration [09
diagnosing
nbtstat 207-209
netstat 209-210
displaying current TCP/IP connections 209-210
state of NetBIOS connections 208
troubleshooting 193-195
verifying with ping 192-193, 210-211
Controf Panel Network option
configuring
FTP Server service 159-163
SNMP 30-35
TCPAP 20-21
instaling
FTP Server service 158
TCP/IP 17-20
TCP/IP printing 185
WINS servers 106-107
Control Panel Services option
pausing DHCP service 70
starting or stopping WINS service 107
Conventions used in Windows NT documentation 5
Counters See Performance Monitor, counters
Creating a printer for TCP/IP printing 185~188

D

Data Link layer, DHCP options 85
debug (FTP command) 202
delete (FTP commard) 202
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Deleting
DHCP options 79
replication partners 118
static mappings confirmation messages 131

Designating domain controllers in LMHOSTS file 153~154

DHCP
addressing policy guidelines 97-99
avoiding DNS naming conflicts [00
backing up database 93
clients
administering 87-91
allocation of IP addresses 97-99
leases 46, 48, 88-89, 99
overview 68
Registry parameters 97
reservations 81, 89-91
computer names in DHCP Manager 71
configuration parameters See herein options
configuring TCP/IP automatically 20-21
database files 91-93
default NetBIOS over TCP/IP implementation 50
description 46-48
design overview 47
ipconfig command 205
MIB parameters 229
options
advanced 94-97
application [ayer parameters 86
assigning 76-77
changing values 80
client leases 99
client reservations 81
creating new options 78-79
deleting 79
description 75
DHCP Extensions 87
IP layer parameters per host 83
1P layer parameters per interface 84
link layer parameters per interface 85
NetBIOS over TCP/IP 86
predefined 82~-87
TCP layer parameters per interface 85
vendor-specific information 86
pausing DHCP service 70
planning strategies 101-104
restoring database 93
RFC (Request for Comments) 46
Scope group objects 229
sCopes
changing properties 75
client leases 46, 48, 88-89
client reservations 81, 89-91
creating 73-74
description 72
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index 255

DHCP scopes {eontinied)
DHCP oplions 75-87
removing 75
servers
alocation of [P addresses 97-99
connecting to 72
creating scopes 73-74
mstalling 649-70
overview X
partitioning address pool, guidelines 100
plamning strategies 10f =104
Registry parameters Y5-96
removing 72
seopes 71-75
troubleshooting 92
using with diskless workstations {04
DHCP Manager
DHCP options
assigning 70-77
changing values 80
client reservations 81
creating new options 78-79
deleting 79
description 75
predefined 82-87
averview 70-72
Registry parameters Y4-97
scopes
activating 74
changing propertics 75
creating 73-74
DHCP options 73-87
removing 73
Diagnostic touls
See ulso Commands. diagnostic commands
description 199
troubleshooting TCPIP [91-197
Jir (FTP command) 202
disconnect (FTP command) 203
Disconnecting
DHCP servers 72
asers from FTP Server service 1o4- 166, 168
Diskless workstations, using with DHCP 101
DNS
addressing 62-63
avoiding saming contlicts 100
configuring communication 25-27
descripion 25,49
host name, contiguring 26
name resofution
deseription 49
cnabling 63-63
search order 23-27
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DNS (continued)
mame servers 63
resolvers 63
TCP domain name 26
Documentation
conventions 3
TCP/AP documentation 6
Domain Name System See DNS
Daomins
destpnating Windows NT Seever domain controllers in
LMHOSTS file 153~154
DNS addressing 62-63
fully qualificd domain name (FODNy 26,63
Dyvamie Host Conliguration Protocol (DHCPY See DHUP

E

Liditing
DHCP option vilues 80
EMHOSTS file 148
Registry parameters
FIP 167-174
WINS 141144
WINS static muappings 124
fthernet
address translation tables 200201
displaying statistics 209-210
Extension-agent DLLs for SNMP 66

F

File Transter Protocol See FIP
IHes. copying between computers
fip 201-204
ep 212-21
tp 219-220
Filtering WINS static mappings 123
linger command 201
FTP
See also FTP Server service
troubleshooting, 195
using commiands at the command prompt 164
using names when connecting to foreign hosts 25
ftp command 195, 201-204
FTP commands
Tcommand 202
Teommand 202
append 202
aseii 202
hell 202
bimry 202
bve 202

od 02
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FTP commands {conrinued) FTP Server service (continued)

close 202 starting or stopping 164
debug 202 TCP/IP support 3
delete 202 using FTP commands at the command prompt 164
dir 202 Fully quaiified domain name (FQDN) 26, 63
disconnect 203
ftp 195, 201-204
get 203 G
glob 203 Gateways
hash 203 default gateway
help 203 configuring 23
led 203 multiple default gateways xii, 46
fiteral 203 route command 216
Is 203 IP routers 44-46
mdelete 203 monitoring with SNMP 65
mdir 203 routing tables 216
mget 203 troubleshooting 196
mkdir 203 get (FTP command) 203
mis 203 glob (FTP command) 203
mput 203 Gopher utility, obtaining on Internet §
open 203 Groups, WINS
prompt 203 internet group names 126-127
put 203 multihomed names 126
pwd 203 normal group names 126
quit 2(;303 special names 127-129
quote
recv 203
remotehelp 204 H
::;f‘ezoim H-node, NetBIOS over TCP/IP implementation 52
cend 204 Hardware addresses, ARP determination 40
status 204 hash (FTP command) 203
trace 204 Help :
type 204 getting heip on TCP/AP utilities 200
aser 204 TCPIP.HLP 4
verbose 204 help (FTP command) 203
. Host IDs
FTP Server service description 42-43
See also FTP P

obtaining official network [Ds for Internet 42
used by nodes for handling packets 43
Host name
.thosts file 213
configuring 26
hostname command 191, 204
sending SNMP traps 30-31
troubleshooting with ping utility 192-193, 195
hostname command 191, 204
HOSTS file
thosts file 213
default directory 24
name resolution 25, 49, 61
troubleshooting 193, 197
Hosts, IP layer parameters for DHCP 83

administering 163166
annotating directories 165, 168
changing directory listing format 166
configuring
options 159-161
Registry parameters 167170
security 162
description 157
displaying custom messages 165-166. 168
filename listing 169
installing 158
logging FTP connections 166, 168
managing users 164
maximum connections 165, 169
monitoring traffic 180-181
performance counters 181
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ICMP protocol
descripuion 4)-4]
performance counters 173~174
routing echo packers 220
Instatling
DHCP servers 648-70
FTP Servet service 158
SNMP §7.30
[CPAP 16-20
WINS servers 116~ 107
Internel
additional TCPAP information S
address classes 42
identifying husts with DNS 62
ohiaining
information abnut Windows Sockets 13
official network 1Ds 42
public domain Windows-based utifities 9
pratocols
deseription 3941
incladed with TCPAP 3
TCPAR vonnectiviy 8
intemet Contf Message Protocol See [CMP protacol
fnteme Protovod See 1P protocol
Internetworks
BOOTP pratocol 19
vonfiguring scope 1D 29
DHCP seopes 72-78
fost IDs 42
P routing 8. +-36
planning sirategies
for DHCP 101-104
for WINS 145-146
printing 183-189
Windows NT solutiops 7-11
WINS internet group names 126-127
1P addresses
scquiring a nude’s hardware address 40
address classes 42

P addresses frontinued)

JINS. nume to address resolution 62-43
Litheenet address translation wables 2KI-201
hurdware addresses, ARP detcrmination 40
mapping (o compuier numes 49, 6], 148
name fesolution See Name resolution
oblisining official network 1Ds for bntemet 42
prevenung duphicate adibresses during TCPAP
configuration 21

HAS, 1P addressing di~61
touting Lubles 216
stane mappings for WINS servers See Siatic mappings
subnet mask 43-44
mansfation tbles X4 204
toubieshooung

Telnet 196

with ping wiility 192-143, 193
WINS inlernet groups 126127
WINS multihomed groups 126

1P protocol

desenption 3Y-40
displaying protocol statistics 209-210
performance counters 175-174

iP routing

configuring defauli gateway 13
gateways 44-46
nternetwork support $
1P layer parameters. DHCP options
pet bost 83
per interface X4
RAS servers o4
royte command 45, 26
Routing Information Protocol {RIP) 29
routing tables 216
sending packets 43
static routes 48

ipconfig ulility 87, Y8, 191, 205

address pool for DHCP server
dynumic siocation 97-94
partitioning, guidefines 100
allocating via DHCP 46-48,97-99
avoiding DNS naming conflicts 160
cunhiguring 23
configuring muliiple default gateways 46
description 41
DHCP
addressing policy guidelines ¥7-99
client leases %9
client teservanons 81, 89-91
Creating scopes 73-74
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tod {FTP command) 233
Leases, DHCP clients 46, 48, ¥8-84, 9%
literal {FTP command} 203
LMHOSTS file
consultation on local name resalution failure 36-57, 62
defaolt direciory 24
description 147
designating domain conrallers 153-154
editing 148
cutdelines 150
keywords 149~ (50, 155
name resolution 49, 61
name resolution withowt WINS 54
NetBIOS over TCPAP b-node implemeniation 52
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LMHOSTS file (continued)
rereading with nbtstat command 207
rules 148
seting up 147-156
specifying remote servers {51-152
troubleshooting 193, 194, 197
using
centrafized files 155-156
with dynamic name resolution |51-156
Lpdsve service, TCP/IP prnting 189
Ipg command 206
lpr command 206
LPR wtifity, obtaining on Internel 9
1s (FTP command) 203

M

M-node, NeiBIOS over TCP/IP implementation 52
Management information bases See MIBs
Mapping IP addresses to computer names 49, 61, 148
Mappings, static See Static mappings in WINS
mdelete (FTP cormumand) 203
mgir {FTP command) 203
Messages, displeying in FTP Server service 165-166, 168
mpet (FTP command) 203
MIBs
agent APl exfension interface 66
included with SNMP 65
LAN Manager MIB I for Windows NT objects
Common group 224
description 223
Domain group 228
Server group 225-228
: Workstation group 228
Microsoft DHCP objects
DHCP MIB parameters 229
DHCP Scope group 229
Microsoft WINS objects
Cmd group 234-235
Datafiles group 232
patameters 230-232
Pull group 232-233
Push group 233
mkdir (FTP command} 203
mis {FTP command) 203
Monitoring
See also Performance Monitor
FTP Server tffic 180-184
TCPAP performance 173-180
WINS server performance (82
Maving WINS database 140
mput (FTP command) 203
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Multshomed computers
configuring adapters and aliernate defauk gaieways 27
dynamic allocation of [P addresses 98
1P souting, internetwork support 8
WINS group names 126

N

Name resolution
brosdeast name resolution
described 49
NetBIOS over TCPAP implementations 50-52
pussible unwanted effects 151
used with WINS §3-59
using LMHOSTS fiie 151-156
desenpiion 48-59
DNS 49, 63-65
dynamic, using with LMHOSTS file 151-136
HOSTS file See HOSTS file
LMHOSTS file See LMHOSTS file
RAS &0
search order 23-27
steps involved on WINS-tmabled computers 56-57
tesling with ping wility 192193, 195
troudbleshooting 153
WINS
configuring TCPAP 24
described 49
cnabling for Windows Sockeis applications 56
cnabling WINS proxy agent 29
TCPAP suppon 3
used with broadcast name resolution 53-39
Names
avoiding DNS narming conflicts 100
community names, configuring SNMP service 30, 33
compuier names io DHCP Manager 71
DNS addressing 62-63
fully qualified domain name (FQDN) 26, 63
hastname command 91, 204
LAN Manager 131
NelBIOS over TCPAP 131
resolufion See Name resolution
scopes, DHCP 74
“tatic mapgings See Static mappings
WINS
inernet growp names 126127
mulithomed names 126
aame registration, refease, and renewal 58-59
norenal group names 126
special names 127-129
nbestat command 191, 193194, 207-209
NDIS imerface 38
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NetBIOS over TCP/AP
DHCP options 86
implementations 50-52
interface, illustration 38
naming conventions 131
nbtstat command 207-209
packaging application network requests 38
state of connections 208
TCP/IP support 3
troubleshooting correct compuier name 92
Windows NT services 38
netstat command 191, 193, 195, 209-210
Network
DDE, TCPAP support 3
iDs
description 42-43
obtaining official network 1Ds for Internet 42
used by nodes for handling packets 43
interface performance counters 177-178
Network adapter cards
configuring for TCP/IP 22
[P routers 45
multiple See Multihomed computers
troubleshooting gateways 196
New capabilities, TCP/IP xii

0

Objects See MIBs
open (FTP command) 203

P

P-node, NetBlOS over TCP/IP implementation S}
Packets
accepting SNMP packets from hosts 33
ARP request of reply packets 40
delivering 39
ICMP packets 41,211, 220
1P routing 45
name query requests 56
NetBIOS name registration requests 38
ping echo request and echo reply packets 41,211
use of subnet masks 43-44
Parameters
DHCP MiB objects 229
DHCP options
advanced 94-97
application layer parameters 86
assigning 7677
changing values 50
client leases Y9
client reservations 8!

creating new options 73-79
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Parameters DHCP options (continued)
deleting 79
description 75
DHCP Extensions 87
IP layer parameters per host 83
IP layer parameters per interface 84
link layer parameters per interface 85
NetBIOS over TCP/IP 86
predefined 82-87
TCP layer parameters per interface 83
vendor-specific information 86
Registry parameters
FTP 167-170
WINS 141-144
Pausing DHCF service 70
Performance Monitor
See also Monitoring
counters
choosing 172
FTP Server counters 181
{CMP counters 173-174
1P counters 175-176
network interface counters 177-178
TCP counters 179
UDP counters 180
used in TCP/IP xii
WINS counters 182
monitoring
FTP Server traffic 180181
TCP/IP services 171
WINS server performance 182
using 172
Ping utility
command syntax 192-193, 210-211
diagnosing IP network or gateway failures 41
ccho packets 211
troubleshooting IP connections 192-193, 210-211
Print Manager, creating a printer for TCP/IP
printing 185-188
Printers, creating for TCP/IP printing 185-188
Printing
fpg command 206
Ipr command 206
TCP/P printing
creating a printer 185-188
from UNIX clients 189
new feature 3
overview 183
setting up 185
prompt (FTP command) 203
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Protocols
See also specific protocol names
BOOTP 10%
care protoools inctuded with TCP/IP 3
heterogeneous networking support {0
Routing Information Protocot (RIP) 29
Public domain Windows-based utitities, obtaining
og internet §
Poll pariness See Replication, WINS servers
Push partners See Replication, WINS servers
pul (FTP command) 203
pwd (FTP command) 203

Q

quit (FT¥ commarnd) 203
quote {FTP command) 203

R

RAS
configuring
for use with TCPAP 36
Phone Book eniries for TCP/IP 36
1P addressing 60-61
1P routing 60
name resolution 60
fep command 2(2~214
teey 2083

Registry

DHCP advanced configuration parameters 94-97

WINS passmelers 141-144
Remote Access Service See RAS
Remote Procedure Call See RPC
Remote systems
designating domain controllers in LMHOSTS
file 153-154
fip command 201-204
FTF Serverservice See FTP Servet service
nbtstat command 207-209
ping command 192-193, 2(0-211
tcp command 212-214
rexec coprnand 215216
rsh commaad 217
specifying with LMHOSTS fle 151-152
telnet command 218-219
\itp command 219-220
1roubleshooting comnections 195
remotebelp (FTP command) 204
rename (FTP command) 204
Replication, WINS servers
paftners
configuring 116-118
configuring properties [18-118
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Replication, WINS scrvers, pariners (continued)
starting replication 120
iriggering between 120
plansing frequency 146
pull partners
defining propenies (19
description 112, 114, 116
Registry parameers 144
push partners
defining propertics 119
deseription 112, 114, 114
Registry paremeters 143
Registry paramelers (43~ 144
setting iterval preferences 131
Requests
ARP request or roply packels 40
handled by SNMP service 66
name query requests 56
NetBIOS name registranon requests 58

ping echo request and echa reply packets 41, 211

Reservations, DHCP clients 81, 89-91
Restoring DHCP database 93
Resworing WINS daubase 139
rexec commangd 215-216
RFCs supported by TCPAP 5-6
Jhosis file 213

rmdir (FTP command) 204
rovie command 45, 216
Routing See |P routing

RPC, TCPAP support 3

rsh command 217

S

Scavenging WINS databage 132-133
Scope ID
configuring 19
troublesbooting 192
Scopes, adminisirative See Scopes, DHCP
Scopes, DHCP
activating 74
changing properties 75
clien leases 46, 48, 88-89
client reservations 81, 89~91
ereating 73-74
descripion 72
DHCP options 73-87
emoving 78
send (FTP command) 204
Servers
BOOTP 101
DHCP See DHCP, servers
WINS See WINS servers
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Services
DHCP See DHCP
FTP Server See FTP Server service
Lpdsve, TCP/IP printing 189
TCP/IP support 3
WINS See WINS

Simple Network Management Protocol See SNMP

SNMP
commumnities

accepting SNMP packets from hosts 33

description 30
sending traps 30
configuring

accepting SNMP packets from hosts 33

agent information 34-35
security 32--33
sending traps 30-32
with Control Panel 30-31
description 65-66
handling requests from hosts 66
instaiting 17, 30
MIBs See MIBs
TCP/P support 3
traps
authentication traps 32
description 66 ‘
destinations 30
sending 30-31
Starting
DHCP Manager 71
WINS Manager 108
WINS replication 120
WINS service 107
Static mappings in WINS
adding 122-123
deleting, confirmation messages 131
description 120
editing 124
filtering range 125
importing 124
viewing 121, 134-135
WINS group names 126-129
status (FTP command} 204
Stopping
WINS service 107
Subnet masks
configuring 23
description 43-44
scopes 72-75
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TCP protocol
description 39-40
dispiaying protocol statistics 209-210
headers 39
performance counters 179
TCP layer parameters, DHCP options 85
TCP/IP
additional reading 5, 6, 223
udvantages 2
components 3-6
configuring

advanced options 27-29
after installing protocol software 20-21
default galeway 23
IP addresses 23
manually 21-24
name resolution search order 2327
network adapter cards 22
preventing duplicate IP addresses 21
RAS 36
reconfiguring 22
Scope 1D 29
subnet mask 23
touse DNS 25-27
with DHCP 20-21, 46
connectivity applications 3
core protocols 3
description xi
diagnostic tools 3, 191-197
documentation 6
heterogeneous networking 10
information via the Internet §
instailing
information required 16
options 18-19
procedure 17-20
Internet connectivity 8
internetwork support 7-11
monitoring See Performance Monitor
network interface performance counters 177-178
networking concepts 37-14
new capabilities in this release xii
printing
creating a printer 185188
from UNIX ciients 189
introduced xii
new feature 3
overview 183
setting up 185
support for application interfaces 3
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TCPAP {connnued)
troubleshooting
HOSTS and LMHOSTS files {97
1P conmections 192-193, 210-211
using with third-party software |1
wlilities reference 199-220
Windows Sockets interface 2.3
with Windows NT, overview 38
Telnet
runaing interactive commams 216
starting network service 218-219
TCP/P compatibility 2
teinct command 218-219
terminal cmulation, starting 218-219
troubleshooting 196
using names when connecting to foreign hosts 25
telnet command 218-219
Terminal Emulation Protocol See Telnet
TFTP, transferring files with iftp command 219~ 220
Teols See Diagnostic tools
trace (FTP command) 204
lracert command xil, 220
Transmission Control Proiocol See TCP protoco!
Trivial File Transfer Protocol See TFTP
Troubleshooting
connections 193-195
Jiagnostic 1ools 191-197
FTP Server service 195
galeways 196
HOSTS file 193
|P connections 192-193, 210-211
LMHOSTS file 193
name resolution problems 193
TCPAP 191-147
Telnet 196
Troubleshooling DHCP 92
Troubleshooting WINS 137~ 140
type (FTP command) 204

U

UDP protocot
hroadcasting name regisiration and query request
packets 56
Jescription 40
Jdisplaying protocol stalistics 269-210
performance counters 181
UNIX sysiems
rop command 212-214
TCPAP printing with Lpdsve seevice 189
wsef {FTP command} X4
User Dalagram Protocol See UDP protocol
Users
displaying information with finger command 201
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Utifities
See also specific command names
reference 199-220
TCP/IP cosnectivity applicalions 3

V

Vendor-specifyc information, DHCP options 36
verbose (FTP command) 24
Viewing WINS database 134-135

W

Windows {nternet Neme Service See WINS
Windaws NT with TCP/IF, averview 33
Windows Sockets
applications
developing 13
cnabling WINS name resolution 58
goals 13
imerface offered with TCPAP 2.3
NDIS interface 38
ublaining information 13-14
overview 11-14
using TCP/IP with third-pany sefrware 11
WINS
client predefined DHCP aptions 82-87
configuring TCPAP 24
Jatabase
adding static mappings 122-124
hacking up 136-137
editing static mappings 124
files 132
moving 140
scavenging 132-133
viewing 134-135
cpabling WINS Proxy Agent 29
Manager See WINS Manager
Microsoft WINS objecis
Cmd grovp 234235
Datafiles group 232
parameiers 230-232
Pult group 232-233
Push group 233
montioring server performance {82
name registraton, release, ang renewal 58-59
name resolution
Jescribed 49
used with broadeast name resofulion 53-59
numes
intesnet Yroup names {26-127
mutibomed names 126
normal group osmes 126
specinl asmes 127-129
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WINS [conitnued)
performance connlers 182
olanning strategies 145-146
Regsstry paramelers
editing 141
replication panners 143-144
WINS servers 142-143
servers See WINS servers
starting of siopping WINS service 107
siatic mappings
adding 122-123
deleting, confirmation messages 131
description 120
ediing 124
filtering 1ange 125
wnporting 124
viewing 121, 134435
WINS group names 126129
WINS Manager
administering WINS servers 107-11]
configuring
replication partner properies {18-119
replication partners 116-118
WINS servers 1{3-114
displaying server sialistics 169-110
sening preferences 129-131
starting 108
starting replication 120
static mappings
adding 122-123
deleting, confirmation messages 131
description 120
cditing 124
filtering range 125
imporiing 124
viewing 121, 134-135
WINS group names 126-129
iriggering replication between partners 120
WINS database
backing up 136-137
files 132
moving 140
scavenging 132-133
viewing 134-135
WINS servers
administering 107-111
configuring 113-114
conpecling o 109
displaying siatistics {09110
wsialling 106-107
uverview {035
planning sirategy {45~146
Registry parameters 142143
replication See Replication, WINS servers
restaning snd rebuilding 139
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For product support, contact the manufacturer of your PC. Refer 10 the
documentation that came with your PC for the product support telephene namber.
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