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Welcome

Welcome i0 Microsofio T‘CP/l? for Windows NW4

Transmission Coniroi Protocol/imam: Prolocol ('l‘CPfl ?) is a networking proroool
lime ram"rip-I: mmmunir‘nhnn Ahrnoc xntarr‘AnnnMn-fl nni‘ulhrlr: nus manila}AnuL yivv 1% WA “a nu: WM“; a» V.» navvanraw-«iv» li‘vAYurn. ;;;;;

Microsoft Windows NT Server TCP/IP‘ describes how ro install, configure, and

troubleshoot Microsofi TCP/l? on a computer running the Microsofi Windows NT

Workstation or Windows NT Server Operating system. ii also provides a reference
for the TCP/IP utilities and information about how to install and use rhe other

TCP/iP services such as the File Transfer Protocol (FTP) Server service TCP/ll’

printing, and Simole Network Managemen! Protozol (SW3), plus size sofiware to

support new dynamic configuration and name resoiuiion services,

This manual assumes lhai you are familiar with the Microsoft Windows NT

operaiing system. if you are not familiar with this product, refer to your
Microsoft Windows NT documenraiion set.

This introduciion provides the following basic informarion:

I What’s new in this release

I How in use this manual

- Document OOnVenllOns

I Finding more information

Page 12 of290
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xii TCPflP  

What’s New in This Release?

ln this new version of Windows NT, TCP/IP capabilities have been expanded to

include automatic TCP/IP configuration and powerful name resolution capabilities

through the addition of new protocols and supporting administrative tools. New

TCP/IP utilities plus the addition of performance counters for TCP/IP and related

services will also help make administrative tasks easier. New elements include the

following:

I Enhanced speed and performance

I Dynamic Host Configuration Protocol (DHCP)

Microsoft TCP/IP supports automatic TCP/IP configuration through the new
DHCP service. When DHCP servers are installed on the network, users can take

advantage of dynamic IP address allocation and management.

I Windows Internet Name Service (WINS)

Microsoft TCP/IP provides a powerful, new name resolution service for easy,

centralized management of computer name-to-IP address resolution in medium

and large internetworks.

I New TCP/IP utilities and commands

This version includes a new Windows-based Telnet accessory for connecting to

remote systems. The utilities provided with Microsoft TCP/IP have been

expanded to include ipconfig for displaying current TCP/IP network

configuration values, tracert for determining the route taken to a destination,

lpq for showing print queue status for TCP/IP printing, and lpr for printing a

file in TCP/IPprinting.

I Performance counters

You can use Performance Monitor to track performance of the IP protocols, FTP

Server service traffic, and WINS servers. You can also use SNMP to monitor

and manage WINS and DHCP servers.

I Multiple default gateways

You can configure multiple default gateways for Windows NT computers. This

ensures maximum reliability in networks that offer redundant routes.

I TCP/IP printing

With TCP/IP printing installed on a single Windows NT computer on the

network, other Windows networking computers can print to a direct-connect

TCP/IP printer or a UNIXo-connected printer, without any special client
software.
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How to Use This Manual

This rnanuai curtains the filming chapters and appendix:

Chapter 1, “Overview of Mierosofi TCP/il’ for Windows NT”

Describes the elements that make up Microsoft TQM? and provides an

overview of how you can use Microsoft TCP/IP to support various networking
solutions.

Chapter 2, “installing and Configuring Microsoft TCE/tl’ and SNMP"

Describe; the process for installing and, configuring Microsoft TCP/lP, SNMP,
and Remote Access Servim (RAS) with TCP/iP on a computer running
Windows NT.

Chapter 3, “Networking Concepts for TC'F/"tt’"

Presents trey TCP/lP networking concepts for network administrators interested

in a technical discussion or" the elements that make up Mierosofi TCPflP.

Chapter 4, “installing and Configuring DHC? Servers”

Presents the procedures and strategies for setting up servers to support the

Dynamic Host Configuration Protocol for Windows networks

Chapter 5, “insta’iiing and Configuring WENS Servers"

Presents the procedures and strategies for setting up Windows internal Name
Service servers.

Chapter 6, “Setting Up LMHOSTS"

Provides guideline: and tips for using LMHOSTS files for name resolution on
networks.

Chapter 7, “Using the Microsoft Fl? Server Service”

Describes how to install, configure, and administer the Microsoft FTP Server
service.

Chapter 8, “Using ?eriorrriance Monitor with TC’Fr’iP Services”

Describes how to use the performance counters for TCPJIP, FTP Server service,
DHCP servers, and WINS servers

Chapter 9, “lnternetwork Printing and TCP/iP"
Describes how to install TCP/lP printing and create TCP/l P printers on

Windows NT computers with Microsoft 'TCP/lP.

Chapter 10, “Troubleshooting TCP/lP"

Describes how to troubleshoot 1? connections and use the diagnostic utilities to

get information that will help solve networking problems.
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xiv TCPIlP

Chapter 11, “Utilities Reference”

Describes the TCP/ll3 utilities and provides syntax and notes

Appendix A, “LAN Manager MlB ll for Windows NTOhjects“

Describes the LAN Manager MlB ll objects provided when you install SN MP
with Windows NT.

Appendix B, “Windows Sockets Application Vendors”

Lists third~pany vendors who have created software based on the Windows

Sockets standard to provide utilities and applications that run in heterogeneous

networks that use TCP/lP. This appendix also lists Internet sources for publio
domain software based on Windows Sockets.

The Glossary provides definitions of TCP/lP and networking technical terms used
in this manual.

You can get online Help by pressing F) in all dialog boxes for installing and

configuring TCP/lP and related components. You can also get online Help about the

Microsoft TCWIP networking solutions and for the 'l‘CP/TP utilities

> To get help on Microsoft TCP/IP networking solutions

0 In File Manager, double-click NPIPHLP in \rystemroodSYSTEMliZ (this

could be C:\WINNT35\SYSTEM32. or wherever you installed the Windows

NT system files).

> To get help on TCP/IP utilities

0 At the command prompt, type a "PCP/[P command name followed by the -?

switch. For example, type ping -? and press ENTER to get help on the ping
command.

—Or—

l. in the Program Manager Main group, doubleelick the Windows NT Help icon.

’24 in the Windows NT Help window, click the Command Reference Help button.

3. in the Commands window, click a command name.

~0r-

In the Command Reference window, choose the Search button, and then type a
command name in the box or select a command name from the list.
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Welcome xv

Documentation Conventions

This manual uses several type styles and special characters, described in the

following list:

Convention

bold

italic

ALL UPPERCASE

SMALL CAPITA13

[brackets]

...(cllipsis)

F

Windows NT

\WlNNT or

\iystemroot

Use

Represents commands, command options, and file entries. Type
bold words exactly as they appear (for example. net use).

introduces new terms and represents variables. For example, the

variable computer name indicates that you type the name of a
workstation or a server.

Represents filenames and paths. (You can, however, type such
entries in uppercase or lowercase letters, or a combination of the

two.)

Represents keyboard names (for example, CTRL, ENTER, and F2).

Encloses optional items in syntax statements. For example,
[password] indicates that you can choose to type a password with

the command. Type only the information within the brackets not
the brackets themselves.

Indicates a command element may be repeated.

indicates a procedure.

Refers to operating system and networking functionality that is
available in both Windows NT Server and Windows NT

Workstation.

Refers to the Windows NT system tree. This can be \WINNT,
\WINNT35, \WlNDOWS, or whatever other directory name you

specified when installing Windows NT.

Finding More Information
in addition to the standard ways for receiving technical support from Microsoft (as

described in the Windows NT Server Installation Guide), you can get support for
Windows NT via the Internet.

 

Note Your computer must be connected to the internet to take advantage of this
service.

D To get Windows NT support via the Internet

0 Start ftp and connect to fip.microsoft.com

This support service uses anonymous FTP under Windows NT to provide
documentation, utilities, updated drivers, and other information for many

Microsoft systems products.
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Fora more technical discussion of {he topics mentioned in this manual, refer to the

following mm and articles:

Allard, 1. “DHCP—J‘CPIIP Network Configuration Made Easy,“ Come/Yams,

Volume 7, No. 8, August 1993.

Allard, 1., 1‘; Moore, and D. Troadweil. “Ping into Serious Network Programming

with the Windows Sockes API,” Microsoft Systems Journal, July: 35—40, 1993.

Corner, 1), Iniemexworkz‘ng with TCP/IP Volume 2' : Principles, Protocofs, and

Architecture. Second edition. Englewood Cliffs, NJ: Prentice Hall, 1991.

Comer, D. and D. Stcvans. {Mmmrking with TCP/IP Volume II: Design,

Implementmiom and Infernals. Bugjewood Cliffs, NJ: Prentice Hall, 1991.

Comer, D. and D. Stevens. Immemmkrg widl TCP/IP Volume [I]: Clien15erver

Programing and Applications. Engjcwood Cliffs, N}: Prentice Hall, 1991.

Hall, M, at a). Windows Sockets: An Open Interface for Network Programming

Under Microsoft Windows, Version 1.1, Revision A, 1993.

Krol, E The 1971012 Imemel User’s Guide and Catalog. Sebastopol, CA: O‘Rcilly

and Associaxcs, 1992.

Rose, MT. The Simple Book. Engiewood Cliffs, NJ: Prentice Hall, 1991.
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CHAPTER 1

Overview of Microsoft TCP/iP

for Windows NT  
Transmission Controt Protocol/internet Protocol (TCP/IP) is a networking protoeoi

that provides communication across interconnected networks made up of computets

with diverse hardware ambitectutes and various opemting systems TCP/iP can be

used to eonununicate with Windows NT system& with devices that use other

Microsoft networking products, and with non-Microsoft systems, such as UNIX.

This chapte; introduces Microsoft 'iiCPfiP for Window NT. The tooics in this

chapter inciuo‘e the foiiowing:

I What is TCPIIP for Windows NT?

I What does Microsoft TCP/tP include?

. Windows NT solutions in TCF/IP intemetwodts

For more detailed information on TCP/iP and its integration with Microsofi

Windows NT and other networking ptoductg see- Chapter 3, “Networking Concepts
for TCP/
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What Is TCPIIP for Windows NT?

The TCP/lP protocol family is a standard set of networking protocols, or rules, that

govern how data is passed between computers on a network. TCPXIP is used to

oonrtect the lnternet, the worldwide internetworlt connecting over two million

universities, research labs, US. defense installations, and corporations. (By
convention, “lntemet” is capitalized when referring to the worldwide internetwork.)

These same protocols can he used in private internerworks that connect several
local area networks.

Microsoft TCP/TP for Windows NT enables enterprise networking and connectivity

on Windows NT computers. Adding TCPflP to a Windows NTconfiguration offers

the following advantages:

I A standard, routable enterprise networking protocol that is the most complete

and aocepted protocol available. All modern operating systems offer TCP/IP

support, and most large networks rely on T‘CPflP for much of their network
traffic.

- A technology for connecting dissimilar systems. Many standard connectivity

utilities are available to access and transfer data between dissimilar systems,

including File Transfer Protocol (FTP) and Terminal Emulation Protocol

(Telnet). Several of these standard utilities are included with Windows NT.

I A robust, scalable, cross-platform client-server framework Microsoft TCP/lP

supports the Windows Sockets l.l interface, which is ideal for developing

client—server applications that am run with Windows Sockets-compliant stacks

from other vendors. Many publiodomain [ntemet tools are also written to the

Windows Sockets standard. Windows Sockets applications can also take

advantage of other networking protocols such as Microsoft NWLink, the

Microsoft implementation of the [PX/SPX protocols u5ed in Novello NetWareo
networks.

I The enabling technology necessary to connect Windows NT to the global

lntemet.TCP/1Pt Point to Point Protocol (PPP), and Windows Sockets it

provide the foundation needed to mnnect and use internet services.

Page 19 of 290
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Chapter 1 Overview of Microsoft TCPIIP for Windows NT 3

What Does Microsoft TCPIIP include?

Microsoft TCP/IP provides all the elements necessary to implement these protocols

for networking. Microsoft TCP/IP includes the following:

 

I Core TCP/IP protocols, including the Transmission Control Protocol (TCP),

Internet Protocol (IP), User Datagram Protocol (UDP), Address Resolution

Protocol (ARP), and lntemet Control Message Protocol (lCMP). This suite of

Internet protocols provides a set of standards for how computers communicate

and how networks are interconnected. Support is also provided for PPP and

Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP

networks, including the Internet.

I Support for application interfaces, including Windows Sockets 1.1 for network

programming, remote procedure call (RFC) for communicating between

systems, NetBIOS for establishing logical names and sessions on the network,

and network dynamic data exchange (Network DDE) for sharing information
embedded in documents across the network.

I Basic TCP/IP connectivity utilities, including finger, ftp, Ipr, rcp, rexec, rsh,

telnet, and tftp. These utilities allow Windows NT users to interact with and

use resources on non-Microsoft hosts, such as UNIX workstations.

I TCP/IP diagnostic tools, including arp, hostname, ipcoufig, lpq, nbtstat,

netstat, ping, route, and tracer-t. These utilities can be used to detect and

resolve TCP/IP networking problems.

I Services and related administrative tools, including the FTP Server service for

transferring files between remote computers, Windows Internet Name Service

(WINS) for dynamically registering and querying computer names on an

internetwork, Dynamic Host Configuration Protocol (DHCP) service for

automatically configuring TCP/IP on Windows NT computers, and TCP/IP

printing for accessing printers connected to a UNIX computer or connected

directly to the network via TCP/IP.

I Simple Network Management Protocol (SNMP) agent. This component allows a

Windows NT computer to be administered remotely using management tools

such as Suns Net Manager or HPo Open View. SNMP can also be use to

monitor and manage DHCP servers and WINS servers.

I The client software for simple network protocols, including Character

Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols

allow a Windows NT computer to respond to requests from other systems that

support these protocols. When these protocols are installed, a sample QUOTES

tiles is also installed in the \SystemroonSYSTEM32\DRIVERS\ETC directory.

I Path MTU Discovery, which provides the ability to determine the datagram size

for all routers between Windows NT computers and any other systems on the

WAN. Microsoft TCP/IP also supports the lntemet Gateway Multicast Protocol

(IGMP), which is used by new workgroup software products.
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The following diagram shows the elements of Microsoft TCP/lP alongside the

variety of additional applications and connectivity utilities provided by Microwl‘t

and other developers,

 
(XLib, ONCIRPC) 

  Enhanced connectivity 5
applications l 

 

lntegratod with Mndows NT

{3 Developed by third parties or the research community

Microsoft ”PCP/1P: Core Technology and Third-Party Addvons
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Chapter 1 Overview oi Microsoft TCP/IP for Windows NT 5 

TCP/IP standards are defined in Requests for Comments (RFCs), which are

published by the Internet Engineering Task Force (IETF) and other working groups.

The relevant RFCs supported in this version of Microsoft TQM? (and for

Microsoft Remote Access Service) are described in the following table.

Requests for Comments (RFCs) Supported by Microsoft TCP.I1P 

 RFC Title

768 User Datagram Protocol (UDP)

783 Trivial File Transfer Protocol (TPTP)

791 Internet Protocol (lP)

792 Internet Control Message Protocol (lCMP)

793 Transmission Control Protocol (TC?)

826 Address Resolution Protocol (ARP)

854 Telnet Protocol (TELNET)

862 Echo Protocol (ECHO)

863 Discard Protocol (DISCARD)

864 Character Generator Protocol (CHARGEN)

865 Quote of the Day Protocol (QUOTE)

867 Daytime Protocol (DAYTIME)

894 IP over Ethernet

919, 922 IP Broadcast Datagrams (broadcasting with subnets)

959 File Transfer Protocol (FTP)

1001, 1002 NetBlOS Service Protocols

1034, 1035 Domain Name System (DOMAIN)

1042 IP over Token Ring

1055 Transmission of IP over Serial Lines (IF—SLIP)

1112 Internet Gateway Multicast Protocol (IGMP)

1122, 1123 Host Requirements (communications and applications)

1134 Point to Point Protocol (PPP)

1144 Compressing TCP/IP Headers for Low-Speed Serial Links

1157 Simple Network Management Protocol (SNMP)  
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Key Requests for Comments (RFCs) Supported by Microsoft TC?!1? (Continua!)

RFC Title

 

1179 Line Printer Daemon Protocol

1 188 1? over FDDl

1191 Path MTU Discovery

1201 1? over ARCNET

1231 lEEE 8&5 Token Ring M18 (M1841)

1332 PPP lniemet Protocol Control Protocol UPC?)

1334 PP? Authentication Protocols

1533 DHCP Options and BOOT? Vendor Extensions

i534 lnteroperation Between DHCP and BOOT?

1541 Dynamic Host Configuration Protocol (DHCP)

1542 Clarifications and Extensions for the Bootstrap Protocol

1547 Requirements for Point to Point Protocol (PP?)

1548 Point to Point Protocol (PP?)

1549 PPP in High-level Data Link Control (HDLC) Framing

1552 PP? lntemetwork Packet Exchange Control Protocol (lPXCP)

1553 1PX Header Compression

1570 Link Control Protocol (LC?) Extensions

Draft RFCs NetBIOS Frame Control Protocol (NBFCP); PPP over lSDN; PPP over

X25; Compression Control Protocol 

Ali RFCs can be found on the internet via ds.intemic.net.

[n this version of Windows NT» Microsoft TCP/1P does not include a complete suite

of TCPKIP connectivity utilities, Network File System {NFS) support, or some

TCP/lP server services (daemons) such as routed and telnetd. Many such

applications and utilities that are available in the public domain or from third~party
vendors work with Microsoft TCP/lP.

Tip For Windows for Workgronpe computers and MS—DOS»based computers on a

Microsoft network, you can install the new version of Microsoft "llCP/lP—32 for

Windows for Workgroups and the Microsoft Network Client version 2.0 for MS«

DOS from the Windows NT Server 3.5 compact disc. This software includes the
DHCP and WlNS clients and other elements of the new Microsoft TCPr'lP

witwnte. For information abOut installing these clients, see Chapter 9‘ “Netvmrk

( ‘lient Administrator,” in the Windows NTServer installation Guide. 
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Windows NT Solutions in TCPIIP lntemetworks

When TCP/i? is used as a transport protocol with Windows NT Windows NT

computers can communicate with other kinds of systems without additional

networking software. Microsoft TCP/IP in combination with other mm of

Windows NT provides a scalable solution for enterprise networks that include a

mix of system types and software on many platforms,

This section summarizes how TCP/ll’ works with Windows NT to provide

enterprise networking solutions. For information about how the elements discussed

in this section fit within the networking architecture, see ”PCP/1P and Windows NT

Networking" in Chapter 3; “Neonorlcirtg Concepts for TQM?”

Using TSP/”it? for Scalability in Windows Networks
TCPfli’ delivers a scalable internetwor king technology widely supported by
hardware and software vendors.

When TCP/lP is used as the enterprise networking protocol, the Windows

networking solutions from Microsoft can be used on an existing inter-network to

provide client and server support for ”PCP/l? and connectivity utilities, These
solutions include:

. Microsoft Windows NT Workstation 3.5, with enhancements to support wide

urea networks (WAN), "PCP/1P printing, extended LMHOSTS, Windows

Sockets Ll, FTP Server service software, and DHCP and WINS client
software.

I Microsoft Windows NT Server 35, with the same enhancements as Windows

NT, plus DHCP server and WINS server software to support the implementation

of these new protocols.

I Microsoft TCPfiP-32 for Windows for Workgronps 3.!1, with Windows

Sockets support, can be used to provide access for Windows for Workgroups

computers to Windows NT, LAN Manager, and other 'l‘CP/IP systems.
Microsoft TCPr'lP-32 includes DHCP and W3 client software.

. Microsoft LAN Manager, including both client and server support for Windows

Sockets, and MS-DOSo—based connectivity utilities. The Microsoft Network

Client 2.0 software on the Windows NT Server compact disc includes new

Microsoft TCP/IP support with DHCP and WINS clients.
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The current version of TCP/IP for Windows NT also supports IP routing in systems

with muttipie network adapters attached to separate physical networks (muttihomed

systems).

 
Using TCP/IP for Connectivity to the internet

Microsoft TCPIIP provides Windows networking with a Set of intemerworking

protocols based on open standards.

Microsoft TCPflP {Or Windows NT incindes many common connectivity

appiications such as ftp, rsb, and telnet that support fiic transfer, remote process
execution, and terminal emuiation for communication on the Internet and between

non—Mimsoft network systems.

Cisco _- Exhibit 1003
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TCP/YP appiicaiions cyeated by Icsearchers and other usorso such as Gopher and

NCSA ohmicx are in (ht: public domain or are available through other vendors as

1301?: iévbii and 32-bit mifidO‘W‘S-bflsed appxscanons Any 01cxhfim,“mappncadons {hm

foliow the Windows Sockeis 1.1 standard are compatible with Windows NT. Such

xxpplica'oons aiiow a Windows NT compmer to act as a powerful interns: chem

using {he extensive intemcrworking componems with public—domain viewers and

applications to access Internet resources‘

 

  

 

 
 

_Misccllancuus [mamaResources on theU.S. Congmsfll
Z'r‘ flammanua defifii fifioki'fifiru heap " 

1 m. : wmmwuammwnwmy g ii3 Halal Dad; ‘I V cmmmmuhummmsmdcm I m

3 Jothfiuy,

 I51?W"
3 _._....h_.._.w'7;_..7_._.______.____..‘__......

E MimmmlawmhawfiWMMmem

; mmumwamwmmmum 13m
i

Webb MutwaawWMwMummmm fin
mkwddw MummuéWm

 
  

 

Tip Pubiic—domain Windows-based utilities such as LPR and Gopher can be

obtained on ihehtemei via ftpcicaindianawu in ma fpub/win3i‘nt or

lpub/win3/winsock direciory, or via the same direcion'es on ftpcdromoom
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TCPIIP for Heterogeneous Networking
Because most modern operating systems (in addition to Windows NT) support

TCP/IP protocols, an internerwork with mixed system types can share information

using simple networking applications and utilities With TCP/lP as a connectivity

protocol, Windows NT can oommunimte with many non-Microsoft systems,

including:

 
 

lntemet hosts

Apples Macintosh» systems

lBMo mainframes

UNIX systems

Open VMSo systems

Primers with network adapters connected directly to the network

@
  
  
  

Windows NY

(imitating HAS;

  
/

i

Microsoft TCPIIP Connectivity

Microsoft TCP/iP provides a framework for interOperaole heterogeneous

networking. The modular architecttue of Window NT nonworking with is

transport-independent services contributes to the strength of this framework. For

example, Windows NT supports these transport protocols. among many others:

- tPX/SPX for use in NetWare environments, using the Microsoft NWLink

transport. Besides providing interoperability with NetWare networks, lPXISPX

is a fast LAN transport for Windows networking as Well.

- TCPflP for internetworks based on IP technoiogiee. TCP/“lP is the preferred

transport for internerworks and provides interoperability with UNIX and other
TCP/lP—based networks
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. NetBEUI as the protocol for local area networking on smaller networks and

compatibility with existing LAN Manager and ion Server networks.

I AppleTalko for connecting to and sharing resources with Macintosh systems.

Other transport protocols provided by third—party vendors, such as DECnet" and

081, can also be used by Windows NT networking services.

Windows NT provides standard network programming interfaces through the

Windows Sockets. RFC, and NetBlOS interfaces, Developers can take advantage

of this heterogeneous client-server platform to create custom applications that will

run on any system in the enterprise. An example of such a service is Microsoft SQL

Server, which uses Windows Sockets it to previde access to NetWare,
MS—DOS~oased Windows NT, and ille clients.

Using TCP/‘lP with Third-Party Software
'l‘(.‘P!lP is a common denominator for heterogeneous networking, and Windows

Sockets is a standard used by application developers. Together they provide a

t‘rurnework for cross-platform client~server development. TCP/lP-aware"finknnrinno ‘r/‘m nor-min» tknt- mmnlu "th r5”; \Uiarlnum Cnnlmin- (Mutiny/in nun nm
atHJlIquUo HUI” vbllwm tum. wrupuy wru] int, n uruvno uwnvu almsumuo LOU run

over virtually any TCP/lP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCWtP

utilities develop-ed by more than 30 vendors This includes third-patty applications

for the X Window System, sophisticated terminal emulation software, NFS‘

electronic mail packages, and more. Because Windows NToffers compatibility

with 16~hit Windows Sockets, applications created for Windows 3.x Windows

Sockets will run over Windows NT without modification or recompilation.

For example, third—party applications for X Window provide strong connectivity

solutions by means of X Window servers, database servers, and terminal emulatiOn.

With such applications. a Windows NT computer can work as an X Window server

platform while retaining compatibility with applications created for Windows NT,

Windows 3i, and MS—DOS on the same system. Other third‘party software

includes X Window client libraries for Windows NTV which allow developers to

write X Window client applications on Windows NT that can be run and displayed

remotely on X Window server systems.

The Windows Sockets API is a networking APl used by programmers creating

applications for both the Microsoft Windows NT and Windows operating systems.

Windows Sockets is an open standard that is part of the Microsoft Windows Open

System Architecture (WOSA) initiative it is a public specification based on

Berkeley UNIX sockets, which means that UNIX applications can be quickly

ported to Microsoft Windows and Windows NT. Windows Sockets provides a

single standard programming interface supported by all the major vendors

implementing TCP/IP for Windows systems.
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The Windows NT TCP/lP utilities use Windows Sockets, as do 32-bit TCP/lP

applications developed by third parties. Windows NT also uses the Windows
Sockets interface to support Services for Macintosh and lPX/SPX in NWLink.

Under Windows NT: loAbit Windows-based applications created under the

Windows Sockets standard will run without modification or reoornpilation. Most

TCP/lP users will use programs that comply with the Windows Sockets standard,

such as ftp or telnet or third‘party applications.

The Windows Sockets standard allows a devetOper to create an application with

a single common interface and a single executable that can run over many of the

TCP/IP implementatioris provided by vendors. The goals for Windows Sockets are

the following:

I Provide a familiar networking API to programmers using Windows NT,

Windows for Workgroups, or UNIX

I Offer binary compatibility between vendors for heterogeneous Windows—based
TCPi’lP stacks and utilities

I Support both connection-oriented and connecdonless protocols

Typical Windows Sockets applications include graphic connectivity utilities,

terminal emulation software, Simple Mail Transfer Protocol (SMTP) and electronic

mail chents, network printing utilities, SOL client applications, and corporate

clientoerver application.

It you are interested in developing a Windows Sockets application, specifications

for Windows Sockets are available on the lnternet from ftpmicrosoftoom, on

CompuServeo in the MSL library, and in the Microsoft Win32o Software
Developers Kit.

To get a copy at“ the Windows Sockets specification via anonymous FTP

1. Make Sure you have write permission in your current working directory.

2. Start ftp and connect to fipmicmsoftmom (or 19&105.232.1).

3. Log on as anonymous.

4. Type your electronic mail address for the password.

5. Type cd \advsys\winsock\,specll and press ENTER.

6 . Use the dir command to see the list of available file types it you want binary

data such as in the Microsoft Word version, type bin and press ENTER.

6. Determine the file with the format you want [for example, ASCII (.TXT),

PostScripto (.PS), or Microsoft Word (.DOC)], and then type get wiosoelccrt

where an is the format that you want, such as Winsockdoc for the Microsoft
Word version.
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b To get a copy of the Windows Sockets specification from CompuServe

!. Type go me! and press, ENTER

2. Browse. using the keywords windows sockets.

3‘ Choose the file will: {he fomal you want [ASCll {.TXT), PosLSCIipt (.PS), or

Microsofi Word for Windows (.DOQ], and then type get winsockext.

Thetc is also on electronic mailing list designed for discumslon of Windows Sockets

ploy-alarming.

) To subscribe to the Windows Sockets mailing list
A l M. ,3” : l2 .. WAN... ' u

= Send Exé‘xufiuk mml so “5153 vxpunsae. w
comps, sobomhe Mosula‘ user s-emazleodreus.

You can use the same procedure lo subscribe :0 two mailing llszs called
winsock-hackers and winsock-users.
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CHAPTER 2

installing and Configuring
Microsoft TCP/lP and SNMP

This chapter explains how to install TCFllP and the SNMP service for

Windows NT and how to configure the protocols on your computer

The TCPflP protocol family can be installed as part of Custom Setup when you

install Windows NT, following the steps described in this chapter. Also if you

upgrade to a new version of Windows NT, Setup automatically installs the new

TCP/lP protocol and preservesvour previous TCPHP settings This chapter assumesHlm “.7:n-am..m MT- LM knAmn.MnAmL‘Il Mum 4,. ....k in‘nn'D bum
mm, VV'IIIUUWD n l mm mu aumamuu'j inSmuCu Cm “yG'ur wmpmfi‘f u'ur 1px)” rim
not been installed.

The following topics appear in this chapter

a Before installing Microsoft TCP/lP

I installing TCP/IP

- Configuring TCP/TP

I Configuring TCP/IP to use DNS

- Configuring advaocod TCP/IP Options

I Configuring SNMP

I Removing TCPITP components

I Comiguring Remote Access Service (RAS) for use. with TCP/lP

You must be logged on as a member of the Administrators group to install and

configure all elements of TCP/lP.
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16 TCP/lP

Before Installing Microsoft TCPIIP

Important The values that you will use for manually configuring TCP/TP and

SNMP must be supplied by the network administrator.

 

 

 

Check with your network administrator to find out the following information

before you install Microsoft TCP/IP on a Windows NT computer:

I Whether you can use Dynamic Host Configuration Protocol (DHCP) to

configure ’I‘CP/IP. You can choose this option if a DHCP server is installed on

your internetwork. You cannot choose this option if this computer will be
a DHCP server. For information, see “Using Dynamic Host Configuration

Protocol” later in this chapter.

I Whether this computer will be a DHCP server. This option is available only for
Windows NT Server. For information, see Chapter 4, “Installing and

Configuring DHCP Sewers.”

I Whether this computer will be a Windows Internet Name Service (WINS)

server. This option is available only for Windows NT Server. For information,

see Chapter 5, “Installing and Configuring WINS Sewers.”

I Whether this computer will be a WINS proxy agent. For information, see
“Windows Internet Name Service and Broadcast Name Resolution” in

Chapter 3, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuration, you need to obtain these
values from the network administrator so you can configure TCP/IP manually:

I The IP address and subnet mask for each network adapter card installed on the

computer. For information, see “IP Addressing” in Chapter 3.

I The IP address for the default local gateways (TP routers).

I Whether your computer will use Domain Name System (DNS) and, if so, the IP
addresses and DNS domain name of the DNS servers on the intemetwork. For

information, see “Domain Name System Addressing" in Chapter 3.

I The IP addresses for WINS servers, if WINS servers are available on your
network.
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You need to know the following informatiOn before you install the Simple

Network Management Protocol (SNMP) service on your computer, as described in

“Cufifigfit‘mg Sn[YlIPMtatet l1"1 lulS Cttaplfit'.

Community names in your network

Trap destination for each oommunity

1? addresses or comptttet names {or SNMP management hosts

tnstaltlng TCP/lP
iv; .11.21.1 (“111.131 UC lOggfi'u 111111 fins. {)6

computer to install and configureeTCP/l?

mm , .. . ' ‘Amtt

1' 01Ll‘té~1'uu"?l1'tl33l1a mm @0111? Mt llit‘.’ luau
mm .‘m “TOT;

> To install Microsoft "PCP/1P on a Windows NT computer

1.

75.1

3.

Page 34 of 290

Start the Network option in Control Panel.

In the Network Settings dialog box. choose the Add Software button.

in the Add Network Software dialog box select TCP/lP Protocol And Related.......

CUlIlpUllelll-S HUUI lllC iVélWUlR 3011111316531, dllU lllefi CILIUUSC im‘: WHUHUU
button.

To the Windows NT TCP/TF installation Options dialog box, check the options

for the TCP/l? components you want to install, as described in the table that

follows this ptoeedure, and then choose the Continue button.

if any ”PCP/l? elements have been installed previously, these are dimmed and

not available in the Windows NT TCPflP Installation Options dialog box

You can read the hint bar at the bottom of each TCP/IF dialog box for

information about a selected item, or choose the Help button to get detailed

online information while you are installing or configuring TC‘P/IP.
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Sr Windows NT Setup displays a message asking for the full path to the

Windows NT distribution files. Provide the appropriate location, and choose the
Continue buttou.

You can specify a drive letter for floppy disks, 3 CDROM drive, or a shared

network directory, or you can specify the Universal Naming Convention (UNC)

path name fora network resource, such as \WT‘SETURMASTER

All necessary tiles are cepied to your hard dislc

Note if you are installing from floppy disks, Windows NT Setup may request
disks more than once. This is normal and is not an error condition.

a. if you selected the Options for installing the SNMP and FTP Server services, you
are automatically asked to configure these services. Follow the directions

provided in the online Help for these dialog boxes. For additional details, see
“Configuring SNMP" later in this chapter, and see also Chapter 7, “Using the
Microsoft FTP Server Service.”

7. in the Network Settings dialog box, choose OK.

if you checked the Enable Automatic DHCP Configuration option and a DHCP
server is available on your network. all configuration settings for TCP/lP are

completed automatically, as described in “Using Dynamic Host Configuration

Protocol” later in this chapter.

if you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/lP

Manually“ later in this chapter. TCP/iP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you

must complete the configuration steps described in Chapters 4 and 5,

Windows NT 'I‘CP/IP Installation Options

Option Usage

TCP/ll’ lntemetworking includes the TCP/IP protocol, NetBlOS over TCP/IP and
Windows Sockets interfaces. and the YUP/1P diagnostic

utilities These elements are installed automatically.

Connectivity Utilities installs the TCPIIP utilities. Select this Option to install the

connectivity utilities described in Chapter ll, “Utilities
Reference.”

SNMP Service lnstalls the SNMP service Select this option to allow this

computer to be administered remotely using management

tools such as Sun Net Manager or 8? Open View. This

option also allows you to monitor statistics for the NM?
services and W8 servers using Performance Monitor, as

described in Chapter 8‘ “Using Performance Monitor with
TCP/lP Services. ”
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Windows NT TCP/ll’ installation Options {continued}

  

Allows this computer to print directly over the network

 

using TCMP. Select this option if you want to print to

UNlX print queues or TCP/ll’ printers that are connected

directly to the ntztworltX as omitted in Chapter 9.

“lntemetworl-r Printing with TCP/ll’.”

This option must be installed if you want to use the Lp$vr

service so that UNlX computers can print to Windows NT

Option Usage

TCP/lP Network Printing,

Support

printers.
FTP Server Service

Simple TCWlP Services

DHCP Server Service

Enable Automatic DHCP

Configuration

Allows files on this computer to he shared over the network

with remOtc computers that support FF? and ”PCP/l?

(capacinily non-Micmsoft netWorlt computorS}. Select this

option if you want to use TCPflP to share tiles with other
computersx as described in Chapter 7, “Using the Microsoft
FTP Server Service."

i’rovides the client software for the Characrer Generator,

Daytime” Discard, Echo and Quote of the Day servicoa

Select this option to allow this cumputcr to respond to

requests from other systems that support these protocols.

Installs the server software to supp-on automatic

configuration and uddressh g for oomputer‘s u Eng TCP/l?

on your intemerwork. This option is available only for
Windows NT Server. Sclocl this option if this computer is

to be a DHCP Server, as described in Chapter 4, “installing

and Configuring DHC? Servers.“

if you select this option, you must manually configure the

IP address. subnet mask. and dolault gateway for this
computer.

(\HMQ n A, m
installs the server software to support ‘1! mot u uyuamie

name resolution service for computers on a Windows
tnternerworln This option is available only for Windows

NT Server. Select this option if this computer is to be

installed as a primary or secondary WINS server, as

described in Chapter 5. “Installing and Configuring WINS
Servers.”

Do not select this option if this computer will be a WINS
proxy agan

Turns on automatic configuration or romp parameters for

this computer. Select this option if there is a DHCP server

on your internetwork to support dynamic host

configuration. This is the preferred method for configuring

TCP/lP on most Windows NT computers.

This option is not available if the DHCP Server Service or

WlNS Server Service option is selected. 
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D To configure TCP/IP using DHCP

it Make sure the Enable Automatic DHCP Configuration option is checked in

either the Windows NT'l‘CP/ll’ lnstallution Options dialog box or the TCP/iP

Configuration dialog box.

l-J
When you restart the computer after completing TCP/ll’ installation. the DHCP

server automatically provides the correct configuration information for your

computer,

it you subsequently attempt to configure TCP/lP in the Network Settings dialog

box, the system will warn you that any manual settings will override the automatic

settings provided by DHCP. As a general rule, you should not change the automatic

Settings unless you specifically want to override 2t setting provided by DHCP. For

detailed information abom DHCP, see “Dynamic Host Configuration Protocol" in

Chapter 3, “Networking Concepts for TCPr’lPr“

Configuring 'l'CPllP Manually

@

After the Microsoft TCP/lP protocol software is installed on your computer, you

must manually provide valid addressing information if you are installing TCP/lP on

u DHCP sewer or if you cannot use automatic DHCP configuration.

You must be logged on as a member of the Administrators group for the local

computer to configure TCP/ll’. '

 

Caution Be sure to use the values for IP addresses and subnet masks that are

supplied by your network administrator to avoid duplicate addresses if duplicate

addresses do occur, this can cause some computers on the network to function

unpredictably. For more information. see “lP Addressing" in Chapter 3,

“ Networking Concepts for TCP/lP.“  
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) To manually configure the TCPilP protocol

7
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When you are installing TCPflP, the Microsoft TCPHP Configuration dialog

box appears automatically when you choose the OK button in the Network

Settings dialog box after completing all options in the Windows NT TCP/ll’

Installation Options dialog box.

-01-

ll you are reconfiguring TCP/lP, start the Network option in Control Panel to

display the Network Settings dialog box. In the Installed Network Software list

box, select TCPx’lP Protocol, and choosc the Configure button.

Enable Monet: DHCP Cordigmaimn

rpm —:

Smuafl: 256 256 2&3 o ‘

Y

in the Adapter list of the TCP/TP Configuration dialog box, select the network

adapter {or which you want to set 1? addresses.

The Adaptor list contains all network adapters to which {P is bound on this

computer This list includes all adapters installed on this computer.

You must set specific I? addrfitsing information for each bound adapter with

correct values provided by the network administratort The bindings for a

network adapter determine how network protocols and other layers of network

software work together.
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3. For each hound network udupten type Vttlues in the IP Address tlnd Suhnet Musk
hoxes,

a The value in the IP Address hox identifies the lP address for your ltieztl

computer or. if more than one network card is installed in the computer. {or

the network :tdztpter card selected in the Adapter box.

I The vrtlue in the Suhnet Musk box identities the network membership tor the

selected network ttdttpter and its host lD. This allows the computer to

separate the [P tiddreSs into host and network le. The suhncl man‘k defaults

to an appropriate value as shown in the following list;

 Address class Range of first octet in [P address Suhnel mask

CiLLSS A H 26 35mm WWW—

Cluss B tlx—I‘Jt 255,355ttt)

Class C #93417. 3552552550

For each network :tdttpter on the computert type the correct lP address value in

the Default Gateway box. as provided by the network administrator.

J)

This value specifies the l? address of the default gateway (or [P router) used to

forward packets to other networks or suhnets‘ This value should he the IP

address of your local gateway.

This parameter is required only tor systems on internetwnrksr ll~ this parameter

is not provided. lP functionality will be limited to the local suhnet unless 2t route

is specified with the TCP/lP route utility, as described in Chuprer llt “Utilities
Reference?“

ll your computer has multiple network cards additional default gateWuys can he

added using the Advanced Microsoft TCP/IP Configuration dialog hoxt zts

described later in this chapter.
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5. if there are WINS servers installed on your network and you want to use WINS

in combination with broadcast name queries to resolve computer names, type t?

addresses in the boxes for the primary and, Optionally, the secondary WINS

servers. The network administrator should provide the correct values for these

parameters These are global value: for the computer, not just individual

adapters.

lt‘ an address for a WINS server is not specified, this computer will use name

query broadcasts (the hoods mode for NetBlOS over TCP/lP) plus the local

LMHOST‘S file to resolve computer name; to IP addresses. Broadcast resolution
is limited to the local network,
 

Note WINS name resolution is enabled and configured automatitzlly for a

computer that is configured with DHCP.

On a WiNS server, NetBlOS over TCPIlP (NETBTSYS) uses WlNS on the

local computer as the primary name server, regardless of how name resolution

may be configured. Also, NetBlOS over TCPflP binds to the first ll’ address on

a network adapter and ignores any additional addresses. 

For overview information awe! name resolution options, see “Name Resolution

for Windows Networking” in Chapter 3. For detailed information about

installing and configuring WINS servers; see Chapter 5‘

t3. lf you want to configure the advanced TCF/IP options for multiple gateways and

other items, ehoosc the Advanced button, and continue with the configuration

procedure, as described in “Configuring Advanced TCP/lP Options” later in this

chapter.

7. if you want to use DNS for host name resolution, choose the DNS button, and

continue with the configuration procedure, as described in the next section
. . .

u, if you do no. want to wr‘figure DNS or adv need options, or Ll you have

completed the other configuration procedures choose the OK button. When the
Network Settings dialog box reappears, choose the OK button.

Microsoft TCP/IP has been configured. if you are installing TCP/ll’ for the first

time, you most restart the computer for the configuration to take effect it you

are changing your existing configuration, you do not have to restart your

computer.

After TCPr'lP is installed, the \ryslemroot‘tSYSTEMfl‘tD RWERSETC directory

contains a default HOSTS file and a sample LMHOSTSSAM file. "the network

administrator may require that replacement HOSTS and LMHOSTS files be used
instead of these default files.
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Configuring TCPIlP to Use DNS
Although ‘i‘CP/lP usus lP addresses; to identity and lL‘rlCll computcrx, uncrs typically

prct'cr to use computcr names. “8 is it naming sari/ice gcncrzilly UhL‘Ll in the UNIX

nutwurking community to provide standard naming conventionx for l? workstations.

WltlthlWS Sockets applications and TC‘P/ll) utilitio<.suchz1s ftp and telnet can also

tl\L‘ DNS in addition to the HOSTS file to find syxtcms when mnnccting to foreign

iittxts or systcms on your network.

  

('tintzict the network administrator to find out whether you should configure your

unnputcr to use DNS. Usually you will use DNS if you arc using TCP/lP to

commitnicotc'ovcr the internal or if your private intcmctwork ones DNS to
distribute host information. For information. see “Domain Name Systum

,\t|ilrcsxing“ in Chapter 3.

xtrt-rtwil't 'l‘CP/lP includes DNS Client software for resolving interact or UNlX

V» \ictn nzimcs. Microsoft Windows networking provides dynamic nomc rcsolution

ltlf th liloS computer names via WlNS scrvers and NetBlOS over TCPflP.

DNS configuration is global for illl network adapters installed on a computer.

P to configure 'l'L‘l’M’ DNS connectivity

t, 5H“ lllt.‘ thmirk option in (‘tintrol Pnnul to display the Network Settings dialog
hm tn tllt‘ litxtnllcrl thwurlt Sottwnru list box. select TCPth Protocol, and

tilt” chum: thc ( 'orit’igurc button.

In Hit It l‘r’ll’ ( 'otitigtrrrition dialog box. choose the DNS button.

  
liortflame: 5385252 Darwin-t: I i I w 5

i‘ DaAarn Name §_ervtca [DNS] Search Order
1 tirinitut

V (- amount Ii - I 1
-‘ Domain Sulfa Search Orda
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3. in the DNS Configuration dialog box, you can, optionally, type a name in the

Host Name box (usually your computer name).

The name can be any combination of A—Z letters 0—9 numerals, and the hyphen

{-) plus the period l.) character used as a separator. By default, this value is the

Windows NT computer name. but the network administrator can assign another

host name without affecting the computer name.

hints Some characters that can be used in Windows NT computer names,

particularly the underseore, cannot be used in host names.

The host name is used to identify the local computer by name for authentication

by some utilities. Other TCPflP-based utilities, such as rexee, can use this value

to team the name of the local computer. Host names are stored on DNS servers

in a table that maps names to l? addresses for use by DNS.

4. Optionally, type a name in the Domain Name b0x. This is usually an

organization name followed by a period and an extension that indicates the type

of organization, such a microsofieom.

The name can be any combination of A—Z letters, 0—9 numerals. and the hyphen

(-) plus the period t.) character used as a separator.

This DNS Domain Name is used with the host name to create a fully qualified

domain name (FQDN) for the computer. The FQDN is the host name followed

by a period (.) followed by the domain name. For example, this could he

corplllmesearehireymm, where corpGi is the host name and

researchtreyxom is the domain name. During DNS queries, the local domain

name is appended to short names.

Note A DNS domain is not the same as a Windows NT or LAN Manager
domain.

L/I , in the Domain Name System (DNS) Search Order bore type the l? address of

the DNS server that will previde name resolution. Then choose the Add button

to move the IP address to the list on the right. The network administrator should

provide the correct values for this parameter,

You can add up to three lP addresses for DNS servers. The servers running

DNS will be queried in the order listed, To change the order of the IP addresses,

select an [F address to move, and then use the up— and down-arrow buttons. To
remove an I? address, select it and choose the Remove button.
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n, in ”it timntun Still‘rx Search Order hox. type the Ullmtlltl \nt‘t‘ixex to add to your
tlormin \ttltiV \eorch list. and then choose the Add button.

l’hlx li\l xiii-Cities the DNS domain sulfites to be appended to host tizrnrestltrrtn;

more resolution. You can :ithl up to six domain sultixt‘x. to change the NL‘M‘L'll

tmlcf ol the domain xol'l‘ixcxz .xelcei 1| domain name to movo and the the now not!
down—Arrow htrttons. To remove A domain nzmie‘ select it and choom‘ the

Remote hotton,

When \on are thlnl.‘ setting DNS options. Choose the ()K hotton.

~;‘ When the l‘( "llth Configuration dialog box regrppeursr choose ”it: OK button.

When tht‘ Network Settings dialog hox reoppcurx‘. choose the ()K hutton.

the setting hike ct’tuet rotor you [Chlttrl the computer.

Configuring Advanced TCP/lP Options
ll yourcomptiter has multiple network tltillpiCH eonoectcd to tltl'lbi‘etrt neiWot'kx

inking TCP/lPe you can choose thL‘ Advanced button in the ’R‘l’fll’ ("onhgorzrtion

dialog box to mntigore options tor the ttthtpiux or to configure trhemnte delttult
gateways.

) To configure or reconfigure advanced TCPEIP options

l. Start the Network option in Control Panel to display the Netwmk Settings dialog,
hm: in tho installed Network Software lix‘t hox, xeleci TCl’KlP Protocol trod

choose the: Configure button.

3. in the TC'P/ll’ Configuration dialog box. choose the Advanced hutton. 

mi  

IP Addreuts Sinai H3818
lP Addie”.

. l
|

Arbour “ll I] DEC [IberWORKS turbo Adaaler :1 “‘7 J
r

 
i

1; gubnelflask‘
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Default Gateway 1 3

l
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l
l
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: Ehdllkt OMS Io: Window: Rama Raglutxon : 1: [Mills 19 Routing l
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i
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3. In the Adapter box of the Advanced Microsoft TCP/IP Configuration dialog

box, select the network adapter for which you want to specify advanced

configuration values. The ll’ address and default gateway settings in this dialog

box are defined only for the selected network adapter.

4. In the IP Address and SubnetMask boxes, type an additional IP address and

subnet mask for the selected adapter. Then choose the Add button to move the IP

address to the list on the right. The network administrator should provide the

correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process

for each additional IP address. You can specify up to five additional lP

addresses and suhnet masks for identifying the selected network adapter. This

can be useful for a computer connected to one physical network that contains

multiple logical lP networks.

Ln . In the Default Gateway box, type the IP address for an additional gateway that

the selected adapter can use. Then choose the Add button to move the IP address

to the list on the right. Repeat this process for each additional gateway. The

network administrator should provide the correct values for this parameter.

This list specifies up to five additional default gateways for the selected network

adapter.

To change the priority order for the gateways, select an address to move and use

the up- or down-arrow buttons. To remove a gateway, select it and choose the
Remove button.

6. If you want to use DNS for DNS name resolution on Windows networks, check

the Enable DNS For Windows Name Resolution option.

If this option is checked, the system finds the DNS server by using the IP

address specified in the DNS Configuration dialog box, as described earlier in

this chapter. Checking this option enables DNS name resolution for use by

Windows networking applications.

7. if you want to use the LMHOSTS file for NetBIOS name resolution on

Windows networks, check the Enable LMHOSTS Lookup option. If you already

have a configured LMHOSTS file, choose the Import LMHOSTS button and

specify the directory path for the LMHOSTS file you want to use. By default,
Windows NT uses the LMHOSTS file found in

“5ysremroot\SYSTEM32\DRIVERS\ETC.

For any method of name resolution used in a Windows NT network. the

LMHOSTS file is consulted last after querying WINS or using broadcasts, but
before DNS is consulted.
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8. In the Scope )0 box, type the computer's scope identifier, if required on an
intemetwork that uses NetBlOS over TCP/lP.

To communicate with each other, all computers on a TCP/IP internetwork must

have the same scope lD. Usually this value is left blank. A scope ID may be

assigned to a group of computers that will communicate only with each other
and no other systems. Such computers can find each other it their scope IDs are

identical. Scope le are used only for communication based on NetBlOS over
TCP/lP.

The network administrator should provide the correct value, if required.

9. To turn on static IP routing, check the Enable IP Routing option.

This option allows this computer to participate with other static routers On a

network. You should Check this option if you have two or more network cards

and your network uses static routing. which also requires the addition of static

routing tables. For information about creating static routing tables, see the route

utility in Chapter ll, “Utilities Reference.“

This option is not available if your computer has only one network adapter and

one i? address. Also, this option does not support routers running the Routing
information Protocol (RIP).

til. it you want this computer to be used to resolve names based on the WlNS
database, check the Enable WINS Proxy Agent options

This option allows the computer to answer name queries for remote computers.
so other computers configured for broadcast name resolution can benefit from

the name resolution services provided by a WlNS server.

This option is available only i i you entered a value for a primary WINS server

in the TCPflP Configuration dialog box, as described in “Configuring TCP/lP"

earlier in this chapter. Howevers the proxy agent cannot be run on a computer
that is also a WlNS server.

Consult with the network administrator to determine whether your computer

should be configured as a WINS proxy agenL as only a few computers on each

subnerworlt should be configured for this feature

l1. When you are done setting advanced options, choose the OK button. When the

TCPr'lP Configuration dialog box reappears. choose the OK button. When the

Network Settings dialog box reappears, choose the OK button to complete

advanced TCP/lP configuration.

You must restart the computer for the changes to take effect.
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Configuring SNMP
tnit SNViP sen/ice i3 it'tis'tattéu Whfifi ‘y’Ou ChCCkutfi SNMP SE?v“ 1C3 OpiiOi‘i it‘t 'ttté

Windows NT TCPXIP installation Options dialog box. After the SNMP service

Software is installed on your computer, you must configure it with valid information

for SNMP to operate.

You must be logged on as a member of the Administrators group for the local

computer to configure SNMP.

The SNMP configuration information identifies cornmunities and trap destinations.

e :3 ,ommwiry isagr “up of hosts to which 22 Windsits in"? computer harming tue

SNMP service belongs You can enmity one or mreo commmurtities to which the\UH.. k” .............. cm .Il»,-,alA”. .U. 'T'L ...._.._JA.._A...- I-

WHIUUWS H i Wtilpiflil USIHEJWWU" Wlli WHU Liddpb ii iii} iii iUSlliy it DC i5

placedin the SNMP packet when the trap is sent.

When the SNMP service receives a request for information that does not contain

the correct community name and does not matCh an accepted host name tor the

service, the SNMP service can send a trap to the trap destination(s), indicating

that the request failed authentication.

n Trap destinations are the names or 1? addresses of hosts to which you want the

SNMP sewice to send traps with the selected community name

You might want to use SNMF for statistics. but may not care about identifying

communities or trapsi in this ease, yOu can Specify the “public” community name

when you configure the SNMP service

> To configure the SNMP service

1.. Start the Network option in Control Panel to display the Network Settings dialog
box in the installed Network Software list box, select SNMP Service, and

choose the Configure button. The SNMP Service Configuration dialog box
appears:

” '. “sansewe: éinngiiitnmi ’

Sandi m N

__ my Canon, m _ [E

 

  
h

' 1P Host/Wen orif“"N Afil IPX Adchu:
i4 
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To identify each community to which you want this computer to send traps. type

the name in the Community Names box. After typing each name, choose the

Add button to move the name to the Send Traps With Community Names list on
the left.

Typically, all hosts belong to public, which is the standard name for the common
community of all hosts, To delete an entry in the list1 select it and chooxe the
Remove button.
 

Note Community names are case sensitive. 

. To specify hosts for each community you send traps to. utter you have added the

community and while it is still highlighted, type the hosts in the 1P Hosthtldress
Or lPX Address box. Then choose the Add button to move the host name or i?

2tddf€$ to the Trap Destination for the selected community list on the left.

You can enter a host name, its lP address. or its lt’x address,

To delete an entry in the list. select it and choose the Remove button.

. To enable additional security for the SNMP service. choose the Security button.

Continue with the configuration procedure, as described in the next section.

“Configuring SNMP Security,“

To specify Agent information (comments about the user, location. and servicest

choose the Agent button. Continue with the configuration procedure. as

described in “Configuring SNMP Agent lnformation” later in this chapter.

. When you have completed all procedures. choose the OK button. When the

Network Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service has been configured and is ready to start. it is not

necessary to reboot the computer.
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Configuring SNMP Security
SNMP security ailows you to specify thc commonétios and hoszs a wmputtr will

accept requcsls from, and to specify whether to sand an authemicaiion trap when an

unauthorized community or hog requests information.

> To configure SNMP security

k Sum the NeSWOIk opiion in Como} Pane} to dispéay {he Nebwosk Sailings diakog
box in the installed Network Software, list box, select SNMP Service and

choose the Configure button.

2. in the SNMP Samoa Configuration dialog box, choose the Security button.

-- ' SHMPSucnnlyC ééikiiéf

 
Owsuuepmmmnm 1

r-@ as, Astra: suns: Pm hot-1mm:

l A [PHwAdbmuCE “W I
‘ F“ gunman:   i‘I|21
 

3. if you want to send a trap for faflod amhenooatioos, select the Send

uthenfication Trap chock box in the SNMP Steamy Configuration diakig box.
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in the Community Name box, type the community names you will accept

requests from? Choose the Add button after typing each name to move the name

to the Accepted Community Names list on the lefi.

A host must belong to a community that appears on this list for the SNMP
service to accept requests from that host. Typicallyt all hosts belong to public,
which is the standard name for the common community of all hum To delete an

entry in the list‘ select it and choose the Remove button.

Select an option to specify whether to accept SN MP packets from any host or

from only specified hosts.

in lithe Accept SNMP Packets From Any Host option is selected no SNMP
packets are rejected on the honis of source host tD. The list of hosts under

Only Accept SNMP Packets From These Hosts has no effect

I lithe Only Accept SNMP Packets From These Hosts option is selected,

SNMP packets will be accepted only from the hosts listed. in the 1P

Host/Address Or lPX Address box, type the host name& IP addresses, or

lPX addresses of the hosts from which you will accept requests, Then choose
the Add button to move the host name or W address to the list box on the left.

To delete an entry in the list, select it and choose the Remove button.

Choose the OK button. The SNMP Service Con figuration dialog box reappears

To specify Agent information (comments about the user, location, and services).
choose the Agent button. Continue with the configuration procedure, as
described in the next section.

. After you complete all procedures, choose the OK button. When the Network

Settings dialog box reappearS. choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are

ready to start. You do not need to reboot the oompurer.
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Configuring SNMP Agent information
SNMP agent infomation allows you to specify comments about the user and the

physical loanion of the computer and to indicate the types of service to report. The

types of service that can he reported are based on the computer‘s configuration.

> To configure SNMP agent information

i. Start the Network option in Control Panel to display the Network Settings dialog
box. in the installed Network Software list box. select SNMP Service and

choose the Configure button.

39
in the SNMP Service Configuration dialog box, choose the Agent button

emu—-

Lew—-

Dneaursmm

E incite: mt I I

 

 
3. in the SNMP Agent dialog box, type the computer user’s name in the Contact

box and the computer’s physical location in the location box. These are
comments that will he used as text and cannot include embedded control

characters.

4. Select the services to report in the Service box. Check all boxes that indicate

network capabilities provided by yOur Windows NT computer. SNMP must

have this information to manage the enabled services.

if you have installed additional TCPi’iP services, such as a bridge or router, you
should consult RFC 1213 for additional information

Option Meaning

Physical Select this Option if this Windows NT computer manages any

physical TCP/iP dexlice, such as a repeater.

Datalinlo’Suhncmork Select this option if this Windows NT computer manages a

TCP/‘iP suhnetworlt or dataiinlc such as a bridge.
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 Option Mailing

Internet Select this option if this Windows NT computer acts as an IF

gateway.

Folio-End Select this option if this Windows NT computer acts as an l?

host. This option should be selected for all Windows NT
installations,

Applications Select this option if this Windows NT computer includes any
applications that use TCP/lP, such as electronic mail. This

option should be selected for all Windows NT installations

. Choose the OK button.

I), When the SNMP Service Configuration dialog box reappears. choose the OK

button. When the Network Settings dialog box reappearn choose the OK button.

U!

SNMP is now ready to operate without rebooting the computer

Removing TCPllP Components
lf you want to remove the TCPflP protocols or any of the services installed on a

computer, use the Network option in COntrol Panel to remove it.

When you remove any network software, Windows NT warns you that the action

permanently removes that component. You cannot reinstall a component that has
been removed until after you restart the computer.

b To remove any TCP/IP component

l. In Control Panel, choose the Network option.

2. ln the Installed Network Software list in the Network Settings dialog box, select

the oomponent that you want to remove.

3‘ Choose the Remove button
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Configuring RAS for Use with TCPIlP
Windows NT users who install Remote Access Service (RAS‘; for remote

networking maintain all the benefits ofTCP/lP networking including accens to the

WINS and DNS capabilities of Microsoft TCP/lP. RAS clients can be configured

to use Point to Point Protocol (PPP) or Serial line lnternet Protocol (SLl P) to allow

TCP/lP dial~up support for existing TCPflP internetworks and the lnternet. When

PPP is configured on a Windows NT Remote Access server. it can function as a

router for RAS clients. SLlP client software is provided to support older

implementations: it does not support multiple protocols.

As with all network services you install RAE by using the Network option in

Control Panel. During RAB installation and configuration. you can specify the

nPl‘u/nrk nrnlm‘nl {Fittingsin use for RAS Pnnner‘ltnnc whichalgn .)llA\IJQ mm in

specify TCP/l P con figuration settings When the network administratorinsttails a

Microsoft RAS sentenllP addresses are reserved for use by RAS clients.

Users with RAS client computers can use the Remote Access program to enter and

maintain names and telephone numbers of remote networks. RAS clients can

connect to and disconnect from these networks through the Remote Access

program. You can also use the Remote Aeooss Phone Book application to select the

network protocols to use for a Specific Phone Book entry. lfTCP/ll’ is installed, the

Phone Book automatically selects TCPITP over PF? as the protocol.

it a RAS client computer has a serial COM port. you can use the Remote Access

Phone Book application to configure SLIP for use with a selected Phone Book

entry. it you configure a RAS client computer to use the SLIP option, when you dial
in for a connection to the selected Phene Book entry, the Terminal screen appears,

and you can begin an interactive session with a SLIP server. When you use SLIP,

Remote Aooess Phone Book bypasses user authentication. You will not be asked for

a usemame and password.

For complete information about setting up RAS servers and clients and using RAS
with Windows NT, see Windows NT Server Remote Access Service.
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CHAPTER 3

Networking Concepts for TCP/IP  
This chapter describes how TCP/lP fits in the Windows NT network architecture

and explains lhe various components of the lntemet Protocol suite and 1?

uddrmsing. As pan of the discussion on name resolution in Windows networking,

this chapter also describes NelBlOS over TCPflP and Domain Name System
(DNS). For additional information about these topics, see lhe books listed in

“Finding More information” in “Welcome."

This chapter also provides conceptual information about two key features for

Micmsofi TCP/IP: Dynamic Host Configuration Protocol (DHCP) and Windows

lntemet Name Service (WINS).

The following topics appear in (his chapter:

. TCP/IP and Windows NT networking

. Internetprotocolsuite

I anddressing

I Name resolution for Windows networking

. SNMP

Cisoo -- Exhibit 1003
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TCP/lP and Windows NT Networking
The architecture of the Microsoft Windows NT operating system with integrated

networking is protocol-independent. This architecture illustrated in the following

figure, provides Windows NT file, print, and other services over any network

protocol that usas exports from the TDI interface. The protocols package network

requests for applications in their respective formats and send the requests to the

oppmpriate network adapter via the network Lievice tnterface specrfieatron (NDlSl

interface. The NDlS specification allows multiple network protocols to reside over

a wide variety of network adapters and media types

i

 

 

 
 

 
E SW? i! 3 RFC }i .

|

Windows l Wmdows Sockets 1
NetBlOS Appflcatiom Applications 1,

__________________j
t thdows Sockets

NetBlOSlntaface 1 ‘ lnl V
" l l _j

M
:“H-i-“J NetBlOSoverTCPflP l“ ----------------
transport Dewce t___________*__
lntettace '

Standard

TCPilP

Modules

Network Driver n A c” m 1
interface ”us Dr 1%, cup, 9r'r

Wm

At‘chitecmrai Model of Windows NT with TCP/lP

Under the Windows NT transport—independent architecture‘ TCP/il’ is a protocol

family that can be used to offer Windows networking capabilities. The TCPfl P

protocol gives Windows NT. Windows for Workgroups. and LAN Manager

computers transparent access to each Other and allows communication with non-

Microsott systems in the enterprise network.
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Internet Protocol Suite

TCP/IP refers to the lntemet suite ofprotocols. it includes a setof standards

that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the mnnections.

The lntemet protocols are a reSult of a Defense Advanced Research Projects

Agency (DARPA) research project on network interconnection in the late l97lts. it
was mandated on all United States defense long-haul netWorks in l983 but was not

widely accepted until it was integrated with 4.2 Berkeley Software Distribution

( BSD) UNIX. The popularity of TCP/li‘ is based on:

I Robust client-server framework. TCP/lP is an excellent client-server application

platform, especially in wide—area network (WAN) environments.

I lnformation sharing. Thousands of academic military, scientific. and

commercial organizations share data, electronic mailr and services on the

internal using TCPflP.

I General availability, implementations of TCP/lP are available on nearly every

popular computer operating system. Source code is widely available for many

implementations. Vendors for bridges, routers. and network analyzers all offer
support for the TCP/lP protocol suite within their products.

The following discussion introduces the components of the [P protocol suite. Some

knowledge of the architecture and interaction between TCP/iP components is useful
for both administrators and users, but most of the details discussed here are

transparent when you are actually using TCPAP.

Transmission Control Protocol and internet Protocol

Transmission Control Protocol (T‘CF) and lntemet Protocol (l?) are only two

members of the lP protocol suite. 1? is a protocol that provides packet delivery for

all other protocols within the TCP/IP family. lP provides a best-effort.

conneco'onless delivery system for computer data. That is, l? packets are not

guaranteed to arrive at their destination‘ nor are they guaranteed to be received in
the sequence in which they were sent. The prolocol's checksurn feature confirms

only the 1P header‘s integrity. Thus, responsibility for the data contained within the

l? packet {and the sequencing) is assured only by using higher-level protocols.

Perhaps the mostcommon higher—level [P protocol is TCP. TCP supplies a reliable,

connection-based protocol over {or encapsulated within) 1P. TCP guarantees the

delivery of packets. ensures ptOpet sequencing of the data, and provides a checksum
feature that validates both the packet header and its data for accuracy. ln the event

that the network either corrupts or losoe a "WWW packet during transmission, TCP

is responsible for retransmitting the faulty packet. This reiiability makes TCP/IP the

protocol of choice for session-hosed data transmission. client-server applications,
and critical services such as electronic mail.
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This reliability has a price. TCP headers require the used additional bits to provide
proper sequencing of information, as well as a mandatory tzhocksurn to ensure

reliability of innit the TCP header and the packet data. To guarantee Successful data

delivery, the protocol also requires the recipient to acknowledge suocessfol receipt
of data.

Such acknowledgments (or ACle) generate additional network traffic. diminishing

the level of data throughput in favor of reliability. To reduce the impact on

performance. most hosts send an acknowledgment for every other segment or when

an ACK timeout expires.

User Datagram Protocol
ll reliability is not essentinh User hologram Protocol (U0?) a TCP complement

otters a connectioniess datagram service that guarantees neither delivery nor correct

sequencing of delivered packets (much like 1?). Higher level protocols or

applications may provide reliability mechanisms in addition to UDP/‘ll’. UDP data

checksurns are optional, providing a way to exchange data over highly reliable

networks without unnecessarily consuming network resources or processing time.

When UDP checksums are used, they validate both header and data. ACKs are also

not enforced by the USP protocol; this is left to higher-level protocols.

UDP also offers one—to-many service capabilities, because it can be either
broadcast or multicast.

Address Resolution Protocol and

internet Control Message Protocol
Two other protocols in the {P suite perform important functions, although these are

not directly related to the transport of data: Address Resolution Protocol (AR?) and

tnternet Control Message Protocol ltCMP). AR? and lCMP are maintenance

protocols thatsupport the l? framework and are usually invisible to users and

applications.

iP packets contain both source and destination lP addresses. but the hardware

address of the destination computer system must also be known. [P acquires a

system’s hardware address by broadcasting a special inquiry packet (an AR?

request packer) containing the [P address of the system with which it is attempting
to communicate. All of the ARP-enabled nodes on the local lP network detect these

broadcasts, and the system that owns the IP address in question replies by sending

its hardware address to the requesting computer system in an AR? reply packet.

The hardwaIE/TP address mapping is then stored in the requesting system’s ARP

cache for subsequent use. Because the AR? reply can also be broadcast to the

network, it is likely that other nodes on the network can use this information to

update their own AR? caches. (You can use the arp utility to View the ARP tables.)
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lCMP allows two nodes on an lP network to share lP status and error information.

This information can he used by higher-level protocols to recover from transmission

problems or by network administrators to detect network trouble. Although lCMP

packets are encapsulated within lP packets. they are not considered to be 3 higher-

level protoool (lCMP is required in every TCP/lP implementation). The ping utility
makes use of the lCMP echo request and echo reply packets to determine whether

a particular lP node (computer system) on a network is functional. This is useful for
diagnosing lP network or gateway failures.

IP Addressing
A host is any device attached to the network that uses TCP/lP, To receive and

deliver packets successfully between hosts, TCPr’lP relies on three pieoes of

information that the user provides: lP address, subnet mask, and default gateway

The network administrator provides each of these pieces of information for

configuring TCP/lP on a computer. Windows NT users on networks with DHCP
servers can take advantage of automatic system configuratiOn and do not need to

manually configure TCPJ’lP parameters This section provides details about i?

addresses, subnet masks, and l? gateways

lP Addresses

Every host interface, or node, on a ’l‘CP/IP network is identified by a unique lP
address, This address is used to identify a host on a network; it also specifies

routing information in an internetworic The IP address identifies a computer as a

32-bit address that is unique across a TCP/lP network. An address is usually

represented in dotted decimal notation, which depicts each octet (eight bits, or one

byte) of an 3? address as its decimal value and separates each octet With a period.
An IP address looks like this:

192.511.9437

 

lmporlant Because IP addresses identify nodes on an interconnected network, each
host on the inlemetwork must be assigned a unique 1? address, valid for its

particular network.

Page 57 of 290 Cisco—- Exhibit 1003



42 TCPr‘lP

Network l0 and Host lD

Although an i? address is a single value, it contains two pieces of information: the

network it) and the host (or system) it) for your computer.

I The (rework ID identifies a group of computers and other devices that are all

located on the same logical network, which are separated or interconnected by

routers. ln internetworks (networks formed by ti collection of local area

networks) there is a unique network it) for each network.

I The hos: JD identifies your computer within a particular network it), (A host is

:my device that is attached to the network and uses TCP/lP.)

Networks that connect to the public lnternet must obtain an official network it)

from the lnterNIC to guarantee 1? network it) uniqueness. The lnteerC can be

contacted via electronic mail at info@internic.net (for the United Staten

[filth-441L436 or, for Canada and overseas, 619—455—4600). lnternet

registration requests can be sent to hostrnasterfiétinternicnet. You can also use FTP

to connect to isirttemicnet, then log in as anonymous, and change to the

,llNFOSOURCE/FAO directory.

After receiving a network iD. the local network administrator must assign unique

host ”)5 for computers within the local network Although private networks not

connected to the loternet can choose to use their own network identifier, obtaining a

valid network ID from lnteerC allows a private network to connect to the Internet

in the tuture without reassigning addresses.

The internal community has defined address classes to accommodate networks of

varying sizes Each network class can be discerned from the first octet of its lP

address. The following table summarizes the relationship between the first octet of

a given address and its network [D and host lD fields. it also identifies the total

number of network EDS and host SDS for each addrfis class that participates tn the

Internet addressing scheme. This sample uses w.x_y.2 to designate the bytes of the
l? address.
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11’ Address Classes

Available Available

Class w valuesLZ Network ID Host 1D networks hosts per net

A H 26 w x.y.z 126 16.777.214

B 128— 191 w.x yiz 16.384 65.534

C 192—223 w.x.y L 2,097.151 354 

1 lnclusivc range for the first octet in the 1? address.

1 The address 127 is reserved for loopback testing and interprocess communication on the local
computer; it is not a valid network address. Addresses 224 and above are reserved for special
protocols (lGMP multicast and others). and cannot be used as host addresses.

A network host uses the network 1D and host 1D to determine which packets it

should receive or ignore and to determine the scope of its transmissions (only nodes

with the same network 1D accept each other’s lP-level broadcasts).

Because the sender’s 1? address is included in every outgoing 1P packet, it is useful

for the receiving computer system to derive the originating network 1D and host [D

from the 1? address field. This is done by using subnet masks, as described in the

following section,

Subnet Masks

Subnet masks are 32-bit values that allow the recipient of 1? packets to distinguish

the network 10 portion of the 1? address from the host 10. Like an IP address, the

value of a subnet mask is frequently represented in dotted decimal notation. Subnet

masks are determined by assigning 1’s to bits that belong to the network 10 and 11’s

to the bits that belong to the host 1D. Once the bits are in place, the 32-bit value is

converted to dotted decimal notation, as shown in the following table.

Default Suhnet Masks for Standard 11’ Address Classes  

 Address class Bits for subnet mask Subnet mask

CtassA 11111111000000000000000000000000 2550.0.0

ClassB 11111111111111110000000000000000 255.255.11.11

ClassC 11111111111111111111111101X100mfl 255.255.2550

The result tliiOWS TCPflP to determine the host and network le of the local

computer. For example, when the IP address is 102549497 and the subnet mask is
255255.011. the network 1D is 102.54 and the host 1D is 94.97.

Page 59 of 290 (31500 -- Exhibit 1003



44 TCPIIP 

Although configuring a host with a subnet mask might seem redundant after

examining the previous tables (since the class of a host is easily determined), subnet

masks are also used to further segment an assigned network 1D among several local
networks.

For example, suppose a network is assigned the Class—B network address 144.1(X).

This is one of over 16.000 Class-B addresses capable of serving more than 65,000

nodes. However, the worldwide corporate network to which this ID is assigned is

composed of 12 international LANs with 75 to 100 nodes each. lnstead of applying

for 11 more network le, it is better to use subnetting to make more effective use of

the assigned 1D 144.100. The third octet of the IP address can be used as a subnet

1D. to define the subnet mask 255.255.2550. This splits the Class-B address into

254 subnets: 144 1001 through 144100.254, each of which can have 254 nodes.

(Host IDs 0 and 255 should not be assigned to a computer: they are used as

broadcast addresses, which are typically recognized by all computers.) Any 12 of

these network addresses could be assigned to the international LANs in this

example. Within each LAN, each computer is assigned a unique host 1D, and they
all have the subnet mask 255.255.2550.

The preceding example demonstrates a simple (and common) subnet scheme for

Class-B addresses. Sometimes it is necessary to segment only portions of an octet,

using only a few bits to specify subnet EDS (such as when subnets exceed 256

nodes). Each user should check with the local network administrator to determine

the network’s subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network 1D.
 

Important A11 computers on a logical network must use the same subnet mask and

network 1D; otherwise, addressing and routing problems can occur. 

Routing and IP Gateways
TCP/IP networks are connected by gateways (or routers), which have knowledge of

the networks connected in the intemetwork. Although each 1P host can maintain

static routes for specific destinations, usually the default gateway is used to find

remote destinations. (The default gateway is needed only for computers that are

part of an internetwork.)
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When 1? prepares to send a packet‘ it inserts the local (source) I? address and the

destination address of the packet in the [P header and Checks whether the network

ID of the destination matches the network ID of the source. lf they match, the

packet is sent directly to the destination computer on the local network. lf the

network We do not match the routing table is examined for static routes. If none

are found. the packet is forwarded to the default gateway for delivery.

The delault gateway is a computer connected to the local suhnet and other networks

that has knowledge of the network IDs for other networks in the i nterrtetwork and

how to reach them, Because the default gateway knows the network [D3 of the other

networks in the intemetwork, it can forward the packet to other gateways until the

packet is eventually delivered to a gateway connected to the specified destination

This process is known as routing.

W8

 
Other )

Vnetworks)
\ ./

tutemetwark Routing Through Gateways

0n networks that are not part of an inter-network, lP gateways are not required. If a

network is part of an internetwork and a system does not specify a default gateway

(or if the gateway mmputer is not operating property)s only oommunication beyond

the local subnet is impaired. Users can add static routes by using the route utility to

specify a route for a particular system. Static routes always override the use of

default gateways.
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if the default gateway becomes unavailable, the computer cannot communicate

outside its own subnet Multiple default gateways can be assigned to prevent such a

problem. When a computer is configured with multiple default gateways.

retransmission problems result in the system trying the other routers in the

configuration to ensure intemetworloing communimtions capabilities. To configure

multiple default gateways in Windows NT, you must provide an [F address for each

gateway in the Advanced Microsoft TCP/IP Configuration dialog box, as described

in Chapter 2, "installing and Configuring Microsoft TCP/lP and SNMP.“

Dynamic Host Configuration Protocol
11 aintng lP address infonnation can be an administrative burden

inistrators resmnsible for internetwork connections. Contrilntting

to this burden is the problem that many users do nor have the knowledge necessary

to configure their own computers for internerworlring and must therefore rely on
their administrators.

A pa... .
HUME”)

The Dynamic Host Configuration Protocol (DHCP) was established to relieve this

administrative burden. DHCP provides safe reliable. and simple TCP/lP network

configuration= ensures that address conflicts do not occur: and helps conserve the

use of l? addresses through centralized management of address allocation, DEC?

offers dynamic cenfiguration of IP addresses for computers. The system

administrator controls how l P addresses are assigned by specifying lease durations,

which specify how long a Computer can use an assigned IP address before having to
renew the lease wilhthe DHCP server.

As an example of how maintenance tasks are made easy with DHCP, the IP address
is released automatically for a DHCP client computer that is removed from a

subnet, and a new address for the new subnet is automatically assigned when that

computer reconnects on another subneti Neither the user nor the network

administrator needs to intervene to Supply new configuration information. This is a

most significant feature for mobile computer users with porrables that are docked at

different computers, or for computers that are moved to different offices frequently.

The DHCP client and server services for Windows NT are implemented under

Requests for Comments (RFCs) 1533, l534, l541i and 1542.
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The following illustration shows an example of a DHCP server providing

configuration information on two subnets. if, for example. ClientC is moved to

Subnet 1‘ the DHCP server will automatically supply new TCP/lP configuration
information the next time that ClientC is started.

 
 
 

Router

(with BOOTP tomardlng enabled)

DHCP clienlA

DHCP Clients and Servers on a Rooted Network

DHCP m a client-server model and is based on leases for 1? addresses. During

system startup (the initializing state), a DHCP client computer sends a discover

message that is broadcast to the local network and may be relayed to all DHCP

servers on the private internetworlr, Each DHCP server that receives the discover

message responds with an ofier message containing an 1? address and valid

configuration information for the client that sent the request.

The DHCP client collects the configuration offerings from the servers and enters

a selecting state. When the client enters the requesting state, it chooses one of the

configurations and sends a request message that identifies the DHCP server for the

selected configuration.
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The selected DHCP server sends a DHCP acknowledgment message that contains

the address first sent during the discovery stage, plus a valid lease for the address

and the TCFflP network configuration parameters for the Client After the Client

receives the acknowledgment, it enters a bound state and can now participate on the

TCWIP network and complete its system stamp. Client computers that have local

storage save the received address for use during subsequent system startup. As the

lease approaches its expiration date, it attempts to renew its lease with the DHCP

server, and is assigned a new address if the current 1? address lease cannot be
reneWed.

l——"“‘l .

cam»: . initializing ]<\ Leaseexures

 
 
 

' . lLease approaches
expiration (37.5%)

‘ Lease approaches
expiration (58%}
 

DHCP Client State Transition During System Stamp

in Windows NT Server, the network administrator uses DHC? Manager to define

local policies for address allocation, leases, and other Options. For information

about using this tool, see Chapter 4, “installing and Configuring DHCP Servers.”

For information mm the steps for setting up TCP/l? using DHCP. see

“Configuring ”NP/l?" in Chapter 2, “Installing and Configuring Microsoft TCP/l?

and SNMP.” For information about setting up DHCP relaying see the

documentation for your router.

Name Resolution for Windows Networking
Configuring Windows NT with 'lCP/lP requires the IP address and computer name.

which are unique identifiers for the computer on the network. The 1P address, as

described earl let in this chapter. is the unique address by which all other TCP/lP

devices on the intemetwork recognize that computer. For TCP/l? and the internal,

the computer name is the globally known system name plus a DNS domain name.

(On the local network, the computer name is the NetBlOS name that was defined

during Windows NT Setup.)
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Computers use 1? addresses to identify each other, but users usually find it easier to

work with computer names. A mechanism must be available on a TCPIIP network

to resolve names to IP addresses. To ensure that both name and address are unique,

the Windows NTcomputer using TCP/lP registers its name and [P address on the

network during system startup. A Windows NT computer can use one or more of

the following methods to ensure accurate name resolution in TCP/lP internetworks:

I Windows lntemet Name Servioe

Windows NT computers can use WlNS if one or more WlNS servers are

available that contain a dynamic database mapping computer names to l?

uddreeses. WINS can be used in oonjunctiort with broadcast name resolution for

an intemetwork where other name resolution methods are inadequate. As

described in the following section1 WYNS is a NetBlOS over TCP/lP mode of

operation defined in RFC [001/ l002 as p-node.

I Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a

NetBlOS over TCP/lP mode of operation defined in RFC mm /1002 as b—node.

This method relies on a computer making lP-level broadcasts to register its

name by announcing it on the network. Each computer in the broadcast area is

responsible for challenging attempts to register a duplicate name and for

responding to name queries for its registered name.

- DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings

when connecting a computer to foreign hosts using NetBlOS over TCP/lP or

Windows Sockets applications such as FTP. DNS is a distributed database

designed to relieve the traffic problems that arose with the exploding growth of

the lnternet in the early 19805.

. Art LMHOSTS file to specify the NetBlOS computer name and l? address

mappings, or a HOSTS file to specify the DNS name and IP address

On a local computer, the HOSTS file (used by Windows Sockets applications to

Find TCP/lP host names) and LMHOSTS file (used by NetBlOS over TCP/IP to

find Microsoft networking computer names) can be used to list known IP

addresses mapped with corresponding computer names. LMHOSTS is still used
{or name resolution in Windows NT for small—scale networks or remote subnets

where WINS is not available.

This section provides details about name resolution in Windows NT after first

presenting some background information about the modes of NetBlOS over TCP/lP
that can be used in Microsoft networks.
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NetBlOS over TCP/lP and Name Resolution

NetBIOS over TCP/ll’ is the session—layer network service that performs name-to

1? address mapping for name resolution. This section describes the modes of

NetBiOS over TCP/lP, as defined in RFCs 1001 and mm to specify how NetBlOS

should be implemented over TCPflP.

The modes of thBlOS over TCP/IP define how network resorrrees are identified

and accessed. ”the two most important aspects of the related naming activities are

registration and resolution. Registration is the process used to acquire a unique

name for each node (computer system) on the network A computer typically

registers itself when it starts. Resolution is the process used to determine the

Specific address for a computer name.

The NetBlOS over TCP/iP modes include the following:

I b—node, which uses broadcasts to resolve names

I p—node, which uses point-to-pOint conununications with a name server to resolve
names

I tit—node, which uses b-node first {broadcasts}, then p-node (name queries} if the
broadcast fails to resolve a name

a h-node, which uses p-node first for name queries, then h—node if the name

service is unavailable or if the name is not registered in the WINS database

For DHCP users on a Windows NT networle the node type is assigned by the

DHCP server. When WINS servers are in place on the network, NetBlOS over

KID/IF resolves names on a client computer by communicating with the WINS

server. When WINS servers are not in place, NetBiOS over TCP/IP uses b-uode
broadcasts to resolve names. NetBiOS over TCWIP in Windows NT can also use

LMHOSTS flies and DNS for name resolution, depending on how TCP/iP is

configured on a particihu computer. in Windows NT 3.5, the NETBTSYS module

provides the NetBiOS over TCPt‘lP {immortality that Supports name registration
and resolution modes

Windows NT version 3.5 supports all of the NetBiOS over TCPg’iF modes

described in the following sections NetBlOS over TCP/IP is also used with the

LAN Manager 2.x Server message protocol.
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B-Node

The b-node mode uses hroadmsts for name registration and resolution. That is. if

NT_PC1 wants to communicate with NT'PCZ it will broadcast to all machines that
it is looking for NT_PC2 and then wait a specified time for NT_PC2 to reSpond.

B—node has two major problems:

. in a large environment, it loads the network with broadcasts.

I Routers do not forward broadcasts. so computers that are on opposite sides of a

router will never hear the requests.

P-Node

"the p-node mode addresses the issues that bvnode does not solve. in a p-node

environment, computers neither create nor reSpond to broadmsts. All computers

register themselves with the WlNS servert which is a NetBlOS Name Server
(NBNS) with enhancements. The WINS server is responsible for knowing

computer names and addresses and for ensuring no duplicate names exist on the
network. All computers must be configured to know the address of the WINS
SEWER

in this environment, when NT_PC1 wants to oornrnunicate with NT_PC2, it queries

the WlNS server for the address of NTAPCZ, When NT“PC1 gets the appropriate

address from the WINS server, it goes directly to NT_PC2 without broadcasting.

Because the name queries go directly to the WINS server, p—node avoids loading
the network with broadcasts. Because broadcasts are not used and because the

address is received directly, computers can span routers.

The most signifiaant problems with p-node are the following:

- All computers must be configured to know the address of the WINS server

(although this is typically configured via DHCP)

- it for any reason the WINS server is down, computers that rely on the WINS

server to resolve addresses cannot get to any other systems on the network. even

if they are on the local network
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M-Node

The month: mode was created primarily to solve the problems associated with

b—node and wrote. This mode uses a combination of b-node and p-nodre. In an

m-node environment, a computer first attempts registration and rosolu‘tion using

bonode. If that is successful, it then switches to the p-node. Because this use;

bnode first, it does not solve the problem of generating broadcast traffic on the

network. However, iii-nude can cross routers. Also, because b-node is always tried

first, computers on the same side of a router continue to operate as usual if the
WlNS server is down.

M-node uses broadcasts for performance optimization, because in mmt

environments local resources are used more frequently than remote resources Also,

in a Windows NT network. iii-node can cause problems with NetLogon in routed
environments.

H-Node

The h-node mode, which is currently in RFC draft form, is also a combination of

b»node and pvnode that uses broadcasts as a last effort. Because p-node is used first.

no broadcasts are generated if the Wt'i‘iS server is running, and computers can span

routers. if the WINS server is down; b-nmie is road. so computers on the woe side

of a router continue to operate as usual.

The h-node mode does more than change the order for using b—node and p-node. if

the WlNS server is dowri so that local broadcasts (Mode) must be used1 the

computer will oontinue to poll the WINS server. As soon as the WINS server can

be reached again, the system switches back to p-node. Also, optionally on a

Windows network, h—node can be configured to use [ix/[HOSTS after broadmt
name resolution fails

"the h-node mode solves the most significant problems associated with broadcasts

and operating in a routed environment For Microsoft TCPIIP users who configure

TCP/IP manually, Mode is used by default1 unless the user does not Specify

addresses for WTNS servers when configuring ”PCP/1P.

B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to span routers without a

WlNS server and p—node mode. In this mode, b-node uses a list of computers and

addresses stored in an LMHOSTS tile. if a h-node attempt fails, the system looks in
LMHOST‘S to find a name and then uses the associated address to cross the router.

Howevere each computer must have this list, which creates an administrative burden

in maintaining and distributing the list. Both Windows for Workgroups 3.31 and

LAN Manager 2.x used such a modified b-node system. Windows NT uses this

method if WlNS servers are not used on the network. In Windows NT. some

extensions have been added to this file to make it easier to manage (as described in

Chapter 6, “Setting Up LMHOSTS")t but modified b-node is nor an ideal solution
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Some Sllfi may need to use both b-node and p—node modes at the same site.

Although this configuration can work. administrators must exercise extreme caution

in doing 50‘ using it only for transition situations Because p~node hosts disregard
broadcasts and b~node hosts rely on broadcasts for name resolution. the two hosts

can potentially be configured with the same NetBIOS name. leading to

unpredictable results, Notice that do computer configured to use b-node has a static

mapping in the WINS database a computer configured to use p—node cannot use the
some computer name,

Windows NT computers can also be configured as WINS proxy agents to help the

transition to using WINS. For more details, see the next section

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic

computer name-to-IP address mappings in a routed network environment If you are
administering a routed network, WINS is your host first Choice for name resolution

because it is designed to solve the. problems that occur with name resolution in

complex intemetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to

easin locate systems on remote networks. Furthermore. when dynamic addressing
through DHCP mules in new IP addresses for computers that move between
subnetsi the changes are automatically updated in the WINS database. Neither the
user nor the network administrator needs to make manual accommodations for name

resolution in such a case.

The WINS protoool is based on and is compatible with the protocols defined for
NBNS in RFCs lOOl/lOOl, so it is interoperable with any other implementations of
these RFCs,

This section provides an overview of how WINS and name query broadcasts

provide name resolution on Windows networks. For information about setting up

WiNS servers, see Chapter 5, “Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components; the WINS server. which handles name queries

and registration and the client software which queries {or computer name
resolution

Windows networking clients {WINS-enabled Windows NT or Windows for

Workgroups 3.1 I computers) can use WINS directly. NOn-W INS computers on the
intemerworlt that are b—node compatible as described in RFCs Itltll and ItX)2 can

access WINS through proxies which are WINS-enabled computers that listen to

name query broadcasts and then respond for names that are not on the local subnet

or are p-node computers.
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On a Windows NT network1 users can browse transparently acrcm routers. To

allow browsing wit. oat WINS, the network administrator must ensure that the

users’ primary domain has Windows NT Server or Windows NT Workstation

computers on both sides of the router to act as master browsers. These computers

need correctly configured LMHOSTS tiles with entries IOr the domain controllers
ncrrm the subnet

With WINS, such strategies are not necessary because the WINS servers and

proxies transparently provide the support necessary {or browsing across routers
where domains Span the routers.

”the following inundation shows a small inter-network, with three local area

networks connected by a router. Two of the subnets include WINS name servers,

which can be used by clients on both sonnets. WINS—enabled computers, including

proxies, access the WINS server directly, and the computers using broadcasts

access the WINS sewer through proxies. Proxies only pass name query packets and

verify that registrations do not duplicate existing systems in the WINS database.

Proxies, however, do not register bmode systems in the WINS database.

NcchlNS ertabled

 
Example of an Internetwork with WINS Servers
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The proxy communicates with the WINS server to resolve names (rather than
maintaining its own database) and then caches the namw for a certain time, The

proxy serves its an intermediary‘ by either communicating with the WINS server or
supplying a name-to-IP address mapping from its cache. The following illustration

shows the relationships among WINS servers and ctieotsr including proxies for non—

WINS computers and the replication between WINS servers.

Wills served

Clientfi (WINS)
Query WINS than broadcast query

 

 
x fep'w‘“ WINS sewer:

 
orients (nonWlNS)
Broadcast

Example of Clients and Servers Using WINS

in the above illustration, ClientA can resolve names by first querying the WINS

server and. ifthat fails then using broadcast name queries ClientB‘ which is not

WINS-enabled, can only resolve names using broadcast name queries; but when

ClientC receives the broadcast, it forwards the request to the WINS server and
returns the address to CtientB.

However. a complex environment presents additional problems, For example, on

internetwork might consist of two subnets. with all the computers belonging to

DomainA attached to Subnett, all the computers in DomainB attached to SubnetZ,

and computers from DomainC attached to either of the subnets. In this case, without

WINS‘ DomainA computers can browse Subnet t. DomainB computers can browse

Subnetl and DomainC computers can browse both subnets as long as the primary

domain controller for DomainC is available. With WINS, computers from all
domains can browse all subnets if their WINS servers share databases.
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If the Windows NT client computer is also DHCPenabled and the administrator

speci5es WINS server infant/ratios as part of the DEC? options, t. e wmputer will

usually be automatically configured with WINS server information. You can

manually corifigure WINS settings, as described in Chapter 2, “Installing and

Configuring Microsoft TCF/IP and SNM?”:

- To enable WINS name resolution for a computer that does not use DHCP,

specify WINS server addresses in the TCPfIP Configuration dialog box

- To designate a proxy, check the Enable WINS Proxy Agent option in the

Advanced Microsoft TCP/IP Configuration dialog box

With WINS servers in place on the internerwork names are resolved using two

oasis methods, &pending on whether WINS resolution is available and enabled on

the particular computer Whatever name resolution method is used, the worms is

transparent to the user after the system is configured.

ll WINS Is not enabled The computer registers its name by broadcasting name

registration request packets to the local subnet via UDP datagrams, To find a

particular computer, the non-WINS computer broadcasts name query request

packets on the local subnet, although this broadcast cannot be. 95455611 on through I?
routers. If local name resolution fails, the local LMHOSTS file is consulted "these

processes are followed whether the computer is a network server, a workstation, or
other device.

It WINS ls enabled The computer first queries the WINS server, and it that does not

suoooed, it broadcasts its name registration and query requests via UDP datagrams

(It-node), in the following series of steps'

1. During TCP/IP configuration, the computer’s name is registered with the WINS

server, and the IP address of the WINS server is stored locally so the WINS

server can be found on the internetworir. The WINS database is replicated

among all WINS servers on the internerwork.

  
MNSW mm
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2.

(,4

A name query request is sent first to the WINS server‘ including requests from

remote clients that MC routed through an i? router. This request is a UDP

datagmm. if the name is found in the WlNS database the client can establish a
session based on the address mapping received from WINS.

WtNS server/ WINS database 

 
 

it to 5CorpOt
1210.5 Payton

ti querying the WINS server does not succeed and if the client computer is

configured as an h-node, the computer broadcasts name query request packets
in the some manner as a non—WiNSenabled computer.

Finally, if other methods fail, the local LMHOSTS file is checked. This also

includes a search of any centralized LMHOST‘S files referred to in #INCLUDE

statements, as described in Chapter 6, “Setting Up LMHOSTS‘”

WINS servers accept and respond to UDP name queries Any name-to-IP address

mapping regiStered with a WINS server can be provided reliably as a response to a

name query. Howrwer, a mapping in the database does not ensure that the related
device is currently running, only that a computer claimed the particular IP address

and it is a currently valid mapping.
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WINS Name Registration
Name registration ensures that the computer’s name and l? address are unique for
each device.

if WlNS is enabled The name registration request is sent directly to the WlNS

server to be added to the database. A WINS server accepts or rejects a computer

name registration depending on the current contents of its database. If the database

contains a different address for that name, WINS challenges the current entry to

determine whether that device still claims the name. If another device is using that

name, WlNS rejects the new name registration request. Otherwise, WINS accepts

the entry and adds it to its local database together with a timestamp, an incremental

unique version number, and other information,

H mm: Kn HA‘ nuahlnd 17A- m -A- “1an AA....\..
u "“10 la "UKUHOUIW 1Qt a nuu- w mo wtliputét iU tcgiStfii’ its traffic, a name

Iregistration request packetrs broadmsttto the local network, stating its computer

name and I? address, Any device (in the network that previously claimed that name

challenges the name registration with a negative name registration response,

resulting in an error. If the registration request is not contested within a specific

time period, the computer adopts that name and address,

Once a non-WINS computer has claimed a name, it must challenge duplicate name

regisrrarion attempts and rupture“ positively to name queries issued on its registered

name by sending a positive name query response This response contains the l?

address of the computer so that the two systems can establish a session.

WINS Name Release

When a computer finishes with a particular name (such as when the Workstation

service or Server service is stopped), it no longer challenges other registration

requests for the name. This is referred to as reieasing a name.
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ll WlNS is enabled Whenever a computer is shut down properly, it releases its

name to the WlNS server, which marks the related database entry as released. If

the entry remains released for a certain period of time. the WINS server marks it as

extinct and the version number is updated so that the database changes will be

propagated ameng the WINS servers Extincr crimes remain in the database for a

designated period of time to enable the change to be propagated to all WlNS
servers.

it a name is marked released at a WlNS server and a new registration arrives using

that name but a different address, the WINS server can immediately give that name

to the requesting client because it knows that the old client is no longer using that

name. (This might happen, for example. when a DHCP-enubled laptop changes

sonnets.) it that computer released its name during an orderly shutdown the WM

server will not challenge the name If the computer reStarts because of a system

resell the name registration with a new address will cause the WlNS server to

challenge the registration, but the challenge will fail and the registration will

succeed, because the compurer no longer has the old address,

it WlNS ls notenabled When a non-WlNS computer releases a name‘ a broadcast

is made to allow any systems on the network that might have cached the name to

remove it Upon receiving name query packets specifying the deleted name. the

computer simply ignores the request. allowing other computers on the networlc to

acquire the name that it has released.

For non-WINS computers to be accessible from other subnetst their names must be
added as static entries to the WINS database or in the LMHOSTS file(s) on the

remote systems) because they will only respond to name queries that originate on
their local subnet.

WlNS Name Renewal

A renewal is a timed reregistration of a computer‘s name with the WlNS server.

When the WlNS server registers a name, it returns a renewal interval for the name,

and the client must reregjster within that time; otherwise the WlNS server will
mark the name as releaSed and available for use. A request for name renewal is

treated the same as a new name registration.

Renewal prevides registration reliability through periodic reregistering of names
with the WlNS servers.
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lP Addressing for HAS
Remote Access Service (RAS) provides remote networking for teleoommuters,

mobile workers, anal system administrators who monitor and manage servers at

multiple branch offices. Users with RAS On a Windows Nicomputer can oial in to

remotely access their networks for servim such as. file and printer sharing,

electronic mail, scheduling, and SQL database access.

Windows NT RAS works with l? routing for RAS servers so that RAS citents can

use TCP/l? networks. (RAS con also work with lPX routing for clients that use

Nethre networks.) Windows NT also uses the indusny‘standard Point to Point

Protocol (PP?) and Serial Line lP (SUP) standards. These standards ensure that

Windows NT is interoperable with third-party leOlC-aCCCSS server and client
software. RAS clients can use DNS and WINS for name resolution services and it

can create TC? sessions with systems on the local network

Windows NT HotBEUl hoot

(or LAN Manager)

AL. Windows NTnming th
‘ s r (or Naturals)

Is. J ‘ l /\\

 

 
Window NT running TOM?
(or UNIX, VHS. and others}

WanoomNTRermceAmSerw

  (or third party)

El NaIBEUl over PP?
‘ \ TCPllP over PPP

\\ Wm NT tPX over PPP
RAE client Earlier versions oi Microsoft ms
(or third party with {WWW NT St W Manager 2.x)
PP? or SUP)

NetSEUl over PPP
YCPttP over PPP
tPX over PPP
SUP

Network Access with RAS in Windows NT
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The RAS server provides a pool of lP addresses that are reserved for static
configuration during RAS installation. The 1? addresses are automatically assigned
to RAS clients using PPP when they dial in. if the administrator sets up the RAS

server to use a static pool of addresses all clients dialing into a particular RAS

server are assigned the same network it) as the RAS server plus unique host le.

(Of course. the network administrator must also reserve that range of static
addresses on the DHCP server, if present. to make sure that those addresses are not

assigned.)

RAS clients can connect to multiple TCPr’lP networks that are logically joined (but

physically separate) networks sharing the Same address Space. When using multiple
connections. the RAS client can still use DNS and WINS for name resolution.

For complete details about RAS, see the Windows NT Server Remote Access
Service manual. '

Name Resolution with Host Files

For computers located on remote suhnets where WtNS is not used. the HOSTS and

LMHOSTS files provide mappings lot names to l? addresses. "this is the name
resolution method used on internetworlts before DNS and WINS were developed.

The HOSTS file can he used as a local DNS equivalent. The LMHOSTS file can

be used as a local WINS equivalent Each of these files is also known as a has:

table. Sample versions of LMHOSTS and HOSTS files are added to the

\systemrootfiYSTEM32\DR1VERS\ETC directory when you install Microsoft

TCPflP. These files can be edited using any ASCII editor. such as Notepad or Edit,

which are part of Windows NT.

Microsoft TCP, P can be configured to search HOSTS. the local host table file, to:

mappings of remote host names to l? addresses. The HOSTS file format is the same
as the format for host tables in the 4.3 Berkeley Software Distribution (BSD)

UNIX fete/hosts file. For example. the entry fora computer with an address of

l92. ”273.6 and a host name of trey-researcheom looks like this:

t92.102.73.6 trey~researeh.com

Edit the sumple HOSTS file that is created when you install TCP/lP to include

remote host names and their lP addresses for each computer with which you will

communicate. This sample tile also explains the syntax of the HOSTS tile.

The LMHOSTS file is a local text file that maps {P addresses to NetBlOS computer

names (or Windows-networking computers that you will communicate with outside

ofthe local suhnet. For example. the LMHOSTS table tile entry for a computer

with an address of “92.45365 and a computer name of Financel looks like this:

t92.45.36.5 financel
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The LMHOSTS file is read when WINS or broadcast name resolution faiis, and

tesolved entrifi are storedat: a system cache for tater aaess.

When the computer uses the replicator service and does not use WINS, LMHOSTS

entries are required on import and export servers for any computere on different

xubnets participating in the replication. LMHOSTS is also used for smallnscale

networks that do not have servers For more information about the LMHOSTS file,

see Chapter 6, “Setting Up LMHOSTS.“

Domain Name System Addressing
The. Domain Name System (ENS) is a distributed database providing a hierarchical

naming system {or identtifying hosts on the intternet DNS was developed to solvelhb nrnhlamc that ’5me urban Ike run-“ken AF innrtc An ”we intompl mun l Ann-m:Mn"
”I \— Vivulv“Q ‘K‘ul LAIUO‘I nil \Jl' 'KIIU l’ullWI U‘ leaw U” ll‘V KII‘UII‘UA Bit—W ul‘,‘liu|lwli}

in the early19805, The specifications for DNS are definedin RFCsl 034 and11t‘135.

Although DNS may seem similar to WINS, there is a majOr difference: DNS

requires static configuration {or computer nameto—IP address mapping, while

WINS is tutly dynamic and requirw far less administration

The DNS databme is a tree structure called the domain name space, where each

domain (node in the tree structure).is named and can contain subdornains The

domain name ifii‘i fiilfifiS iii?) CiGTl'iE‘aii’lS WSitiOfi in the {533303363 ifi filnilGfi iG iiS

parent domain, with a period (.)seporating each part of the names for the network
nodes of the DNS domain.

The root of the DNS database is managed by the lnternet Network Information

Center. The top-level dOmains were assigned nrganizationally and by country.
These domain names follow the international standard BC 3166‘ ’I‘woietter and

three~letter abbreviations are used for oountries, and various abbreviations are

reserved for use by organizations, as shown in the following example.

DNS domain name abbreviation Type of organization

corn Commercial (for examine, microeoftcom)

edit Educational (for example, mitedu for Massachusetts

institute of Technology)

gov Government (for example. nsf.gov for the National

Science Foundation)

org Noncommercial organizations (for example,

lidonetorg for fidoNet)

net Networking organizations (for example nahnet for
NSFNET)
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Each DNS domain is administered by different organizations which usually break

their domains into subdomains and assign administration of the suhdomains to other

organizations. Each domain has a unique name‘ and each of the subdornains have

unique names within their domains. The label for each network domain is a name oi

up to 63 characters. The fully qualified domain name tFQDN). which includes the

names of all network domains leading back to the root, is unique for each host on

the lntemet, A particular DNS name could he similar to the following. fora
Commercial host:

accounting. trey.com

DNS uses a client-server model, where the DNS servers contain information about

a portion of the DNS database and make this information available to clients called

{BSOIVEFS‘ that query the name server across the network. DNS name servers are

programs that store information about parts of the domain name space Called zones,

The administrator for a domain sets up name servers that contain the database files

with all the resource records describing all hosts in their zones. DNS resolvers are

clients that are trying to use name servers to gain information about the domain
name space.

Windows NT includes the DNS resolver functionality used by NetBlOS over

TCP/‘IP and by Windows Sockets connectivity applications such as ftp and telnet to

query the name server and interpret the responses.

The key task for DNS is to present friendly names for users and then resolve those

names to 1? addresses, as required by the intemetwork. Name resolution is provided

through DNS by the name servers, which interpret the information in a FQDN to

find its specific address. if a local name server doesn’t contain the data requested in

a query1 it sends back names and addresses of other name sewers that could contain

the information. The resolver then queries the other name servers until it finds the

specific name and address it needs. This process is made faster because name

servers continuously cache the information teamed about the domain name space as

the result of queries.

All the resolver software necessary for using DNS on the Internet is installed with

Microsoft 'llCP/lP. To use DNS for "PCP/llJ name resolution, you Specify optiom in

the DNS Configuration dialog box. For more information, see Chapter ‘2.

“installing and Configuring Microsoft TCP/lP and SNMP,”

On computers with Windows NT Server 3.5, Windows NT Workstation 3.5. or

Windows for Workgroups 3.11 with Microsoft TCP/lP—32 installed, Windows

Socket applications can use either DNS or NetBlOS over TCP/lP for name
resolution.
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The following table compares DNS versus WINS name resolution.

 

 

 

WINS Versus DNS Name Roeolut‘m

Name provider capabilities WINS DNS

Providm scalable naming authority for large Yes Ym
internetworks

Provides a dynamic, distributed naming authority Yes Not dynamic
for TCMP network names

Supports MX records for electronic mail No Yes

Supports recursion and referral for name resolution No Yo:

Provides hierarchical naming and resolution No Yes
scheme

Includes DNS name server No Yes

Includes DNS name resolution client Yes Yes

Providoc static name resolution Yes (optional) Ym (only)

Queries DNS servers Yes! Yes

Provides name. sen-tor L -pemting syern Yes No

Resolves NatBIOSmmpatible namas Yes No

Provides a name resolution solution for large peer— YES No

based TCP/lP networks (50.000+ systems)

Supports automatic name registration For WINS No

Clients only

Supports dynamic NetBIOS name registration and Yoc No
resolution

Supports managing hosts configured via DHCP Yes No

Supports easy administratiom including browsing Yes No
and managing dynamic and static registrations

Centralizas management of the name database Yes No

Denna server replication partners and policies Yes No

Alleviates LMl-IOSTS management requirements Yes No

Rcduom IP broadmst traffic in Windows-basal Yos No
interne tworlra 

l Otter-la DNS sorvcrs via Windows Socials applicatiom or. for Window networking applications,
via thBIOS over TCP/IP (after using WINS first)
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SNMP

Simple Network Management Protocol {SNMP} is used by administrators to
monitor and control remote hosts and gateways on an intemetwork. The

Windows NT SNMP service allows a Windows NT computer to be monitored

remotely but does not include an application to monitor other SNMP systems on the
network.
 

Note You must install the SNMP service to use the TCP/lP performance counters

in Performance MOnitor, as described in Chapter 8‘ “Using Performance Monitor
with TCP/lP Services" 

SNMP is a network management protocol widely used in TCP/lP networks. These

kinds of protocols are used to commuuicate between a management program run by

an administrator and the network management agent running on a host or gateway.

These protocols define the town and meaning of the messages exchanged, the

representation of names and values in the messages, and administrative

relationships among hosts being managed. SNMP defines a set of variables that the

host must keep and specifies that all operations on the gateway are side effects of

getting, putting, or setting the data variables. Because different network-

management services are used for different types of devices or for different

network-management protocols, each service has its own set of objects. The entire

set of objects that any service or protocol uses is referred to as its management

information base (M18).

The Windows NT SNMP service includes MIB ll {based on RFC 12l3l and LAN

Manager MlB ll plus MlBs for DHCP and WINS servers. as described in

Appendix A. “MEB Object Types for Windows NT." The SNMP service allows
SNMP-based managers to perform standard SN MP commands, such as reading the
counters in the standard MlBs included with the serviCe. Windows NT SNMP has

an extensible architecture so it can be used to create custom functionality on a

Windows NT computer, such as starting and stopping Specific Services or shutting

down the system.
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The SNMP service werks with any computer running Windows NT and the TCP/IP

protocol. With the SNMP service? a Windows NT computer can report its current

status to an SNMP management system on a TCP/lP network. The service sends
status information to a host in two cases:

. When a management system requests such information

I When a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts, and it can also

report neMork-management information to one or more hosts, in discrete blocks of

data called traps.

The SNMP service uses the unique host names and [P addrenses of deviws to

remgnize the hostis) to which it reports information and from which it receives

requests.

When a network manager requests information about a device on the network,

SNMP management software can he used to determine object values that represent

network status. MIB objects represent various types of information about the

device. For example, the management station might tequest an object called

SvStatOpen, which would be the totai number of files open on the Windows NTmmnmpr
munruuyh

The SNMP service for Windows NT supports multiple MiBe through an agent

Application Programming Interface (API) extension interface. At SNMP service

stamip time, the SNMP service loads all of the extension-agent dynamic link

libraries (DLLs) that are defined in the Windows NT Registry Two extension-

agent DLLs come with Windows NT; others may be developed and added by users.
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CHAPTER 4

Installing and Configuring DHCP
Servers  

A Dynamic Host Configuration Protocol (DHCP) server is a Windows NT Server

computer running Microsoft "PCP/[P and the DHCP-compatible server software.

DHCP is defined in Requests for Comments (RFCs)1533, 1534, 1541, and 1542.

This chapter describes how to install and manage servers to support DHCP in

Windows NT and also presents strategies for implementing DHCP, The following

looks are included in this Chapter.

I Overview of the DHCP client«server model

I Installing DHCP servers and using DHCP Manager

I Defining DHCP seepes

I Configuring DHCP options

I Administering DHCP Clients

I Managing the DHCP database film

I Troubleshootnig DHCP

I Advanced configuration parameters for DHCP

I Guidelines for setting local policim

I Planning a strategy for DHCP

important If you want to use a DHCP server to support suhnetworks that span

multiple routers, you may need a firmware upgrade for your routers. Your routers

must support RFCs 1533, 1534, 1541, and 1542.

To find out about DHCP‘relay agent support, contact your router vendor. For more

information, refer to RFClSLlZTXT available via anonymous FTP from

fip.intemic.net:/rfo. 
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Overview of DHCP Clients and Sewers

Configuring DHCP servers for a network provides these benefits:

. The administrator can centraily define giohai and subnet TCPliP parameters for

the entire internetworit and define parameters for reserved clients.

I Client computers do not require manual TCP/ii’ configuration. When a client

computer moves between subnets, it is reconfigured for TCP/lP automatically at

system startup time.

DHCP uses a client-server model. The network administrator establishes one or

more DHCP servers that maintain TCP/iP configuration inionnation to he provided

to eiients that matte requests.

The DHCP server database includes the fotlow‘tng:

I Valid configuration parameters for ail clients on the internetwork.

. Vaiid 113 addresses maintained in a pool for assignment to clients, plus reserved

addresses for manuai assignment.

. DuratiOn or” lease: and other configuration parameters offered by the server. The

tease defines the length of time for which the assigned i? address can be used

A Windows NT computer becomes a DHCP client if the Enable Automatic DHCP

Configuration option is checked in the Wind0ws NT TCP/iP installation Options

dialog born When a DHCP client computer is started, it communicates with a

DHCP server to receive the required ”PCP/i? configuration information. This

configuration information includes at least an i? address and submask plus the lease

associated with the configuration.
  

Note DHCP client software is part of the Microsoft TCP/lP-32 for Windows for

Worltgioups sofiware and the Microsoft Network Client 10 software that are

included on the Windows NT Server compact disc. For information about installing
this software, see the Windows NT Server Instalt’ation Guide. 

For an overview of how DHCP works, see “Dynamic Host Configuration Protocol"

in Chapter 3, “Networking Concepts for TCP/lP.”
 

Note DHCP can be monitored using SNMP, For a list of DHCP M113 object types;
see Appendix A, “MIB Object Types for Windows NT.”
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Installing DHCP Servers
You install a DHCP server as part of the process of installing Microsofi TCP/lPt

These instructions assume you have already installed the Windows NT Server

operating system on the computer
 

Caution Before installing a new DHCP server, check for other DHCP servers on

the network to avoid interfering with them.  

You must be a member of the Administrators group for the computer you are

installing or administering as a DHCP server.

> To install a DHCP server

1. Start the Network option in Control Panel. When the Network Settings dialog

box appears, choose the Add Software button to diSplay the Add Network

Software dialog box.

2. in the Network Software list bOx, select TCP/TP Protoool And Related
Components, and then choose the Continue button.

3. In the Windows NTTCP/IP installation Options dialog box, check the

appropriate options to be installed, including at least DHCP Server Service.

Also check SNMP Service if you want to use Performance Monitor or SNMP to
monitor DHCP.

4. Choose the OK button. Windows NT Setup displays a message asking for the

full path to the Windows NT Server distribution files. Provide the appropriate

location, and choose the Continue button.

All necessary filesare copied to your hard disk. When the Network Settings
dialog box reappears after you finishing configuring TiCP/IP, choose the OK
button.

5. Complete all the required procedures for manually configuring TCPIIP as

described in “Configuring T‘CP/IP” in Chapter 2, “Installing and Configuring
Microsoft TCP/IP and SNMP.“

If this DHCP server is multihorned (has multiple nettvork adapters), you must

use the Advanced Microsoft TCP/IP Configuration dialog hex to Specify IP

addresses and other information for each network adapter.

Also, if any adapter on the DHCP server is oomected to a subnet that you do not

want this server to support, then you must disable the bindings to that subnet for

the particular adapter. To do this, choose the Network option in Control Panel,

then choose the Bindings button in the Network Settings dialog box and disable

the related binding. 

Note You cannot use DHCP to automatically configure a new DHCP server,

because a oomputer cannot be a DHCP client and server simultaneously. 
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All the appropriate TCP/IP and DHCP software is ready for use after you reboot

the computer.

The DHCP Client service is a Windows NTservice running on a Windows NT

computer. The supporting DHCP client software is automatically installed for

computers running Windows NT Server or Windows NT Workstation when you

install the basic operating system software.

The Microsoft DHCP Server service starts automatically during system startup if

you have installed this service. You will probably want to pause. the service while

you are configuring scopes for the first time.

F To pause the DEC? Server service at any Windows NT computer

1. in Control Panel, chow: the Services icon.

-0},

in Server Manager, choose Services from the Computer menu.

2. in the Services dialog box, select the Microsoft DHCP Server service.

3. Choose the Pause button, and then choose the Close button.

You can also start, stop, and pause the DHCP service at the command prompt using
the commands net start dhcpserver or net stop dhcpserver or net pause

dhcriserver.

Using DHCP Manager
The DHCP Manager icon is added to the Network Administration Tools group in

Program Manager when you set up a Windows NT Server computer to be a DHCP

server. You must use DHCP Manager to perform these basic tasks:

- Create one or more DHCP scopes to begin provirhng DHCP services

a Define properties for the scope, including the lease duration and ii3 address

ranges to be distributed to potential DHCP clients in the scope

. Define default values for options such as the default gateway, DNS server, or

WINS server to be assigned together with an i? addrem or add any custom

Options

The procedures for completing these tasks are described in the following sections.
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D To start DHCP Manager

@ 0 Doubleoiick the DHCP Manager icon in the Network Administration group in
Fragram Manager.

- Or-

Ai me command prompt, rype start dhcpadmn and press ENTER.

DHCP Manager window shows the local oompuier the first time you start DHCP

Manager. Subsequently, the window shows a list of the DHCP servers to which

DHCP Managar has connected, plus ihcir scopes. ”Hie status bar repons the current

DHCP Manager activities.

Seized a server or scope name This Iisi shows the DHCP onions for the
to expand or contram the iisi of servers, seieciead scope, and the icon shows

whether it is a global or scope opfion.

‘ one? Mangfifilfiniinfiiw ......
.—2

 
The icon shows whether Drag the spin bar to size the panes
a scope is activaied.

important When you am working with DHCP Manager, aii computer names are

DNS host names only, such as accountingrtreymm The NetBIOS computer

names used in Windows networking are not allowed. 
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b To connect to a DHCP server

1. From the Server mam, choose the Add command.

F Add DHCP Server to Save: List
- EmudueadfiuxdlhebHCPWloaddm

lbeiddwvm:

QHCP Sm: 11.101543 1 
N In the Add DHCP San/er To Know Scrvcr List déalng box, type :31: DNS sh rt.

name or 3‘ address for the DHCP sewer you want to connect to, and thennI-uuu‘n flu: (\V Sauannbum my Ul‘k uuuuu.

For example, type an address such as 11.1.2636 or type a DNS name such as

corpfiureymom in this box.

> T0 disconnect Rom a selected DHCP server

5 Frnm
i n\ DEWA Dom u r- nun-ApeIUUI ‘ Inr 0 a n A n

VA vur LID/“LL, \yllWOV X\UHJUV$-’ U

Defining DHCP Scopes
A DHCP scope is an administrative grouping of computers running the DHCP

Client scrvioe‘ You will create a scope for each subnet on the network to define

parameters for that subnet.

Bach scape has the following properties:

- A unique subncz mask usad l0 delerminc the subnei related to a givan l? address

I A scope name assigned by ill: administrator when the scope, is creatcn‘

I Lease duration values to be assigned to DHCP clients with dynamic addms
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Creating Scopes
You must use DHCP Manager to create, manage, or remove scopes.

) To create a new DHCP scope

1. 1n the DHCP Servers list in the DHCP Manager window, select the server for

which you want lo create a scope.

2. From the Scope menu, choose Create.

7; Create Scope - 127.63.!
”IP Adm Pod

#F'l

§larlAddmm¢ n .101 .0 ,I

 

Adrien NJMJILZS 

 Subnct flask: ' 

filial Address:

EndAddrux: r “ ~ g

“Lem Dumlinn

O Un§miled

6) Limited To: nym- Hugh} neg“

gene: 3mag 3mm

 
 

  
 
 

  
3. To define the available range of IP addresses for this scepe, type the beginning

and ending IP addresses for the range in the Start Address and End Address
boxes.

The l? address range will include the Start and End values. 

Note You must supply this information before this scope can be activated. 

4‘ In the Subnet Mask hex, DHCP Manager proposes a subuel mask, based on the

IP address of the Stan and End addresses. Accept the pmposed value, unless you

know that a different value is required.
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5. To define excluded addresses within the IP address pool range, use the

Exclusion Range controls, as follows:

I Type the first I? address that is part of the excluded range in the Start

Address box, and type the last number in the End Address box. Then choose

the Add button. Continue to define any other excluded ranges in the same
way.

I To exclude a single IP address, type the number in the Start Address box.

leave the End Address box empty and choose the Add button.

I To remove an IP address or range from the excluded range, select it in the
Excluded Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually
to other DHCP servers, non—DHCP clients, rliskless workstations, or RAS and
PF? clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To.

Then type values defining the number of days, hours, and seconds for the length
of the address lease.

v nun.

\l in the Name box, tvpe a some name.
J u uwyv -

This is any name you want to use to describe this subnet. The name can include

any combination of letters, numbers, and hyphens. Blank spaces and underscore
characters are also allowed. You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK button.

 

Note When you finish creating a scope, a message reminds you that the scope has

not been activated and allows you to choose Yes to activate the scope immediately.

However, you should not activate a new scope until you have defined the DHCP

options to be configured for this scope.

Now you can continue with the procedures described in “Configuring DHCP

Option Types” and “Administering DHCP Clients” later in this chapter. After you

have configured the options for this scope, you must activate it so that DHCP client

computers on the related subnet can begin using DHCP for dynamic TCP/IP

configuration.

b To activate a DHCP scope

0 From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is

currently active.
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Changing Scope Properties
The subnet identifiers and address pool make up the properties of scopes. You can

change the properties of an existing soope.

b To change the properties of a DHCP scope

ii in the DHCP Servers list in the DHCP Manager window, select the scope for

which you want to change properties, and then from the Scope menu, choose

Properties.

—Or—

In the DHCP Sewers list, doubleclick the scepe you want to change.

2‘ in the Scope Properties dialog box, change any values for the IP address pool,
lease duration, or name and comment as described earlier in “Creating Scopes”

or in online Help.

3. Choose the OK button.

Removing a Scope
When a subnet is no longer in use, or any other time you want to remove an existing

scope, you can remove it using DHCP Manager. if any TP address in the scope is
still leased or in use, you must first deactivate the soopc until all client leases expire
or all client lease extension requests are denied.

> To remove a scope

t. In the DHCP Servers list in the DHCP Manager window, select the scope you
want 10 remove.

2. From the Scope menu, choose Deactivate. (This command name changes to

Activate when the scope is not active.)

The scope must remain deactivated until you are sure the scope is not in use.

3. From the Scope menu, choose Delete.

The Delete command is not available for an active soope.

Configuring DHCP Options
The coufiguratiori parameters that a DHCP server assigns to a client are defined as

DHCP options using DHCP Manager. Most options you will want to Specify are

predefined, bascd on standard parameters defined in RFC 1542.

When you configure a DHCP scope. y0u can assign DHCP options to govern all

configuration parameters You can also define, edit, or delete DHCP Options. These
tasks are described in the following sections.
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Assigning DHCP Configuration Options
Besides the l? addressing information, other DHCP configuration options to be

passed to DHCP clients must be configured for each scope, Options can be defined

globally for all scopes on the current server} specifically for a selected scope, or for
individual DHCP clients with reserved addressee

I Active global options always apply unless overridden by scepe options or

DEC? client settingst

I Active options fora scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The butlbin options are described in “Predefined DHCP Client Configurationfind/mo” lam:- {in thin plum
VFAIU'IQ ‘ukvl UR \‘ufl “Auy\\/A.

Note lease duration is defmed for the scope in the Create Scope dialog box. 

> To assign DHCP configuration options

1. in the DEC? Servers list in the DHCP Manager window, select the scope you
want to configure.

2. From the Dl-lCl> Options menu, choose the Global or Scope command,

depending on whether you want to define Option settings for all scepes on the

currently selected server or the scope currently selected in the DHCP Manager
window,

DHCF Options: Glob-at

' 096m: tor. Servo: 11102195391

‘ MGM
'_ 002 Time Ultxet

930" Time Save:
. (IE DNS Suva:
I 007 Log Swen» me Cookie Saver:

010 l-prnxx Server:
, 0‘” Homer: Loealion Sew 

Con-mt Array a! router Mace: ordered by ordnance
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In the Unused Options list in the DHCP Options dialog box, select the name of

the DHCP option that you want to apply, and then choose the Add button to

move the name to the Active Options list.

This list shows both predefined Options and any custom options that you added

For example, it you want to Specify DNS servers for computers, select the

option named DNS Sewers in the Unused Options list and choose the Add
button.

if you want to remove an active DHCP option, select its name in the Active

Options box and then choose the Remow: button.

. To define the value for an active option, select its name in the Active Options

box, and choose the Values button. Then choose the Edit button, and edit the

information in the Current Value hox, depending On the data type for the Option,
as follows:

. For an IP address, type the assigned address for the selected option

I For a number, type an appropriate decimal or hexadecimal value for the

option

I Fora string, type an appropriate ASCII string containing letters and numbers

for the Option

For example, to specify the DNS name servers to be USed by Dl-lCP clients,

select DNS Servers in the Active Options list. then choose the Edit button and

type a list of IP addresses for DNS servers. The list should be in the order of

preference.

For details about the Edit Amy and Edit Address dialog boxes, see the online

Help.

When you have completed all your chaogeg chmse the OK button.

Tip It you are using DHCP to configure WINS clients, he sure to set options #44

WENS Servers and #46 Node Type. Time options will allow DHCP-oontigured

computers to find and use the WINS server automatically. 
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Creating New DHCP Options
You can add custom parameters to be included with Dl-lCP client configuration

information. You can also change valuos or other elomonts of the prodefinod DHCP

options. The option you add will appear in the. list of available DHCP options in the

DHCP Options dialog boxes for defining options globally, pot scope, and per
individual rescrvcd DHCP client.

P» To add new DHCP options

1, From the DHC? Options menu, choosc Defaults.

2. in the Option Class list in the, DHCP Options: Default Values dialog box, select

the class for which you want [0 add new DHCP opLiOns, and then choose the
New button.

The option class can include the DHCF‘ standard options or any custom options

that you add.

 
3. In the Name box of the Add Option Type. dialog box, type a new option name.

Ctsco —- Exhibit 1003
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4. From the Data Type list, select the data type for this option as described in the

following list. If this data type represents an array, check the Array box.

 Data type Meaning

Binary Value expressed as an array of bytes

Byte An 8-bit, unsigned integer

Encapsulated An array of unsigned bytes

1? address An IP address of the form w.x.y.z

Long A 32-bit, signed integer

Long integer A 32-bit, unsigned integer

String Art ASCII text string

Word A 16-bit, unsigned integer

If you select the wrong data type, an error message will appear or the value will
’ be truncated or converted to the required type.

5. In the Identifier box, type a unique code number to be associated with this

DHCP Option. This must be a number between 0 and 255.

6. In the Comment box, type a description of the DHCP option, and then choose
the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the

Edit button, and type the value to be configured by default for this DHCP

option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP

options.

> To delete a custom DHCP option

1. From the DHCP Options menu, choose Defaults.

2. In the DHCP Options: Default Values dialog box, select the related class in the

Option Class list.

3. In the Option Name list, select the option you want to delete, and then choose
the Delete button.
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Changing DHCP Option Values
You can change the values for the predefined and custom DHCP Options for

configuring clients. For example, you could change the default values for these

built—in options:

- 3 = Router, to specify the I? addresses for the routers on the subnet

- 6 = DNS Semis, to Specify the lP addresses of the DNS name servers used at

your site

- 15 = Domain Name, to specify the DNS domain names to be used for host name
resolution

lb To change a DHCP option value

1. Fiona the DHCP Options menu, choose Defaults, 

IMMDHCP 0p!iam5:[léluultValmés> > "

mum—e

Can-ant: Amy of tile naval addima, by (”defence

[‘Vabell" Addteaa “101.81%
11.101.5J5fl

, utouzu

  

  
  

 
  

 

  

  

2. in the Option Class list in the DHCP Options: Default Values dialog box, select

the option class for which you want to change values.

3‘ If you want to change the default value for an Option, select the Option you want

to change in the Option Name ljsl, choose the Edit button, and then type a new
value in the Value box.

Choosing Lhe Edit button diSplays a Special dialog box for editing strings, arrays

of {P address, or binary values For information about using the special editing

dialog boxes, see the onliue Help for DHCP Manager,

4. if you want to change basic elements oi a custom option, select it in the Option

Name list, and then choose the Change button

You can change the name, data type, identifier, and comment for a DHCP

option, following the procedures described earlier in “Creating New DHCP

Options.”

5, When you complete all the clungos you want to make, Choose the OK button.
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Defining Options for Reservations
You can assign DHCP options and specify custom values tor DHCP clients that use
reserved lP addresses.

For information about how to reserve 1P configuration information for DHCP

clients, see "Managing Client ReservatiOns” later in this chapter.

D To change DHCP options for reservations

1. From the Scope menu, choose Active Leases.

2. in the IP Address list of the Active Leases dialog box, select the reserved

address whose options you want to Change, and then choose the Options button.

The Options button is only available for reservsd addresses; it is not available

for DHCP clients with dynamic addresses

DHCP aptions: Reservation

. Optimum 11.1%“.67

umxed Briton:
002 Fine Ollxet
W the Santa
(IDS Rm Semi:
out Log Server:
003 Cookie Server:
0101mm: Server:
011 Rome: Location Set as}

  

 
3. 1n the DHCP Options: Reservation dialog box, select an Option name in the

Unused Options list, and then choose the Add button to move the name to the

Active Options list

if you want to remove a DHCP option that has been assigned to the scope, select

its name in the Active Options box, and then choose the Remove button.

4. To change a value for an option selected in the Active Options list, choose the
Value button Then choose the Edit button and enter a new value in the Current

Value box.
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Predefined DHCP Client Configuration Options
The tables in this section describe the prodefmed options available for configuration

of DHCP clients. These options are defined in RFC 1533.

 

Basis Options

Code Option name Meaning

0 Pad Causes subsrxgnent fields. to align on word boundaries.

255 End lndimtcs end of options in the DHCP packet.

2 Time ofisct Spccifies the Universal Coordinated Time (UCT) offset
in seconds.

3 Router Specifies a list of IP addresses for routers on the client’s
suhnot.‘i

4 Time son/er Spocifies a list of IP addresses fOr time SSWETS available
to the clicnt.l

5 Norm: servers Specifies a list of [P addressoa for name servers
available to the client}

6 DNS SCWCIS Specifies a list of [P addresses for DNS name servers
available to the client}

7 Log servers Specifm a list of IP addresses for Ml’l"_LCS User

Datagram Protocol (UDP) log servers available to tho
CliCDU

8 Cookie servers Specifies a list of I? addrtsses for RFC 865 cookie
savers available to the client!

9 LPR servers Spocifies a list of IP addresses for RFC 1179 lino-printer
servers available to the client!

to Impress servers Spocit'm a list of IF addrossoc for Imogen Impress

l3

Resoum location
SCWCTS

Hoot name

Boot filo size

. , .
savers availahla to the client!

Specifies a list of RFC 887 Resonrco Location server‘s
available to the client!

Specifies the host name of up to 63 characters for the
client. The name must Start with a letter, and with a

letter or digit, and have as interior characters only
letters, numbers, and. hyphens. The name can be

qualified with the local DNS domain name

Specifies the size of the default boot image file for Lhe
client, to 512mm blocks. 

1 List is spocificd in order of preference.
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Basic Options (continued)

Code Option name Meaning

l4 Merit dump file Specifies the ASCII path name of a file where the

client’s oore image is dumped if a crash occurs.

15 Domain name Specifies the DNS domain name the client should use
for DNS host name resolution.

16 Swap server Specifies the IP address of the client’s swap server.

17 Root path Specifies the ASCII path name for thc client’s root disk.

l8 Extensions path Specifics a tile retrievable via TFTP containing
information interpreted the same as the vendor-extension

field in the BOOTP response, except the tile length is

unconstrained and references to Tag l8 in the file are

ignored. 

l List is Specified in order of preferenne 

The following table lists lP layer parameters on a per~host basis.

 

 

1? Layer Parameters per Host

Code Option name ‘ Meaning

19 LP layer forwarding Enables or disables forwarding of IP packet for this

client. 1 enables forwarding; O disables it.

20 Nonlocal source Enables or disables forwarding of datagrams with non-

rooting local source routes. 1 enables forwarding; (l disables it.

'21 Policy tiller masks Specifies policy filters that consist of a list of pairs of IP

addresses and masks specifying destination/mask pairs
for filtering nonlocal source routes Any source routed

datagram whose next~hop address does not match a
filter will be discarded by the client.

22 Max DG Specifies the maximum size datagram that the client can

reassembly size reassemble. The minimum value is 576.

23 Default time—tn- Specifies the default time-lo-live (ITL) that the client

live uses on outgoing datagrams. The value for the octet is a
number between 1 and 1‘35.

24 Path MTU aging Specifies the timeout in seconds for aging Path
timeout Maximum Transmission Unit (MTU) values (discovered

by the mechanism defined in RFC 1191).

25 Path MTU plateau Specifies a table of MTU sizes to use when performing
table Path MTU Discovered as defined in RFC 1191,1116

table is sorted by size from smallest to largest. “lire
minimum MTU value is 68.
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The following table lists lP parameters on a perwintert’atx basis. These options

affect the operation of the IP layer on a pet~interface basis. A client can issue

multiple requests one per interface; to configure interfaces with their specific

 

parameters.

1? Parameters per interface

Code Option name Meaning

26 MTG option Specifies the MTU discovery size fer this interlaoe. "the
minimum MTU value is 68

27 All subnets are Specifies whether the client assumes that all subnets of

7.8

29

3D

31

32
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local

Broadcast address

?erforrn mask

discovery

Mask supplier

Perform router

disotwery

Router solicitation
address

Static route

the client‘s internetworlt use the same MTU as the local

subnet where the client is connected. 1 indicates that all

suhnets share the same Mill; 0 indicates that the client

should assume some subnets may have smaller Mills:

Specifies the broadcast address used on the client’s
subnet.

Specifies whether the client Should use Internet Control

Message Protocol (lCMP) for subnet mask discovery.

1 indicates the client should perform mask discovery;
0 indicates the client should not.

Specifies whether the client should respond to subnet

mask requests using ICMP. 1 indicates the client should

respond; 0 indium the client should not respond

Specifies whether the client should solicit routers using
the router dimery method in RFC 1256. 1 indicates

that the client should perform router discovery; ll
indicates that the client should not use it.

Specifies the IP address to which the client submits

router sohcrtatton renews.

Specifies a list of [P address pairs that indicate the static

routes the client should install in its routing cache. Arty

multiple routes to the same destination are listed in

descending order or priority. The routes are

destination/router address pairs, ('1‘he default route of
0.0.0.0 is an illegal destination for a static route.)
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The following table lists link layer parameters per interface. These Options aftecr

the Operation of the data link layer on a per-interface basis.

Link Layer Parameters per Interface 

Code Option name

34 Trailer

encapsulation

35 ARP cache timeout

36 Ethernet

encapsulation

Meaning

Specifies whether the client should negotiate use of

trailers (RFC 983) when using the ARP protocol. 1

indicates the client should attempt to use trailer, 0
indicates the client should not use trailers.

Specifies the timeout in seconds for ARP mche entries.

Specifies whether the client should use Ethernet v. 2

(RFC 894) or TEEE 802.3 (RFC i042) encapsulation if
the interface is Ethernet. 1 indicates that the client

should use RFC 1042 encapsulation; 0 indicates the

client should use RFC 894 encapsulation. 

The following table shows T‘CP parameters. TheseoptiOns affect the Operation of '
the TC? layer on a per-interface basis.

TCP Parameters 

Code Option name

37 Debut! time~to-
live

38 Keepalive interval

39 Keepalive garbage

Meaning

Specifies the default Til the client should use when

sending TCP segments The minimum value of the octet
is it

Specifies the interval in seconds the client TCP should

wait before sending a keepalive message on a TC?
connection. A value of 0 indicates that the client should

not send keepalive messages on connections unless

specifically requested by an application.

Speeifies whether the client should send TCP keepeltve

messages with an octet of garbage data for compatibility

with older implementations. 1 indicates that a garbage
octet should be sent; G indicates that it should not he
sent.
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The following table shows applicanon layer parameters. These miscellaneous

options are used to configure applications and son/ices.

Appllcntion Layer Parameters per 

Code Option name Meaning

40 MS domain name Specifies the name of the Network information Service

(M3) domain as an ASCll string,

4] N18 servers Specifies a list of l? addresses for N15 servers availablo
to the rzlilml.t

42 NT? servers Specifies a list of IP addresses for Network Time
Protocol (N l P) servers available to tire clionlJ 

I List is specified in order of pmforonoe.

The following options are for vendor—specific information

Vendor-Specific Information

 Code Option name Meaning

43 Vendor specific Binary information used by clionls and servers to

info exchange vendor-specific information. Servers not

equipped to interpret the information ignore it. Clients
that don’r rocoivc the information altomp‘r to operate

 

without it.

NetBIOS over TCP/IP

Code Option name Meaning

44 W‘lNS/NBNS Spocifim a list of lP addresses for Net BIOS name

gn’ors servers {NBNS).1

45 NolBlOS over Specifies a list of il’ addresses for NolBtOS datagram

TCPII P NBDD distribution servers (NEED)!

46 WINS/NET node Allows configurable NetBlOS over ’l‘CP/lP clients to

rype be configured as described in RFC 1001/1002, where,

l=b~nodo, 2=p-nods, thin-node, and Ebb-noon 
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NetBlOS over TCP/IP (continued) 

 Code Option name Meaning

4? thBlOS scope it) Specifics as a suing that is the NetBlOS over TCP/lP

Scope ID for the client, as specified in RFC 1001/1002.

48 X Window system Specifies a list of l? addresses for X Window font
font servers available to the client!

49 X Window system Specifies a list of 1? addresses for X Window System

display Display Manager servers available to the client! 

3 List is specified in order of preference.

 n

DHCP Extensions

Code Option name Meaning

58 Renewal (T l) time Specifics the time in seconds from address assignment
value

Rebirtding (1‘2)
time value

59

until the client enters the renewing state.

Specifies the time in seconds from address assignment
unLil the client enters the rebinding state, 

Administering DHCP Clients
After you have established the scope and defined the range of available and

excluded lP addresses. DHCP-enabled clients can begin using the service for

automatic TCP/lP configuration.

You can use DHCP Manager to manage individual client leases, including creating

and managing reservations for dients.
 

Tip You can use the ipconfig utility to troubleshoot the ll’ configuration on

computers that use DHCP! as described in Chester ll, “Utilities Reference.” You
can also use ipconfig on TCP/lP-32 clients on Windows for Workgroups 3.11

computers and on cornputers running Microsoft Network Cb’ent version 2.0 for
MS—DOS
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Managing Client Leases
The lease for the l? address nosigried by a DHCP server has an expiration date,

which the client must renew it it is going to continue to use that address. You can

View the lease duration and other information for specific DHCP clients, and you

can add options and change settings fer reserved DH CF clients.

b To view client lease information

l. in the DHCP Servers list in the DHCP Manager window, select the scope for

which you want to View or change client infomation.

2. From the Scepe menu, choose Active Leases. 

namLeasesntzmn

 
{‘Su’l Bidet—w0 K r—x
0 Sort been! by? Andree: % Ll Sm 3-ch Driy

 
i OSthnmbyfime l
 

3. in the Active team dialog born select the computer whose lease you want to

view in the 1? Address list, and then choose the Properties button.

If you want to view only clients that use reserved IP addresses, check, the Show

Reservations Only box.

4. In the Client Properties dialog box, you can View the unique identifier and other

client information, including the tense expiration date.

" . tfientfimfl‘tes ‘ '

lPAddteu: l” 2010 .1 I_—_._._
unmidemiizr. iwm

Wad-e; lEP2  
WW Ram-m

Law: Ennis: HE‘S/(E115 IRS 
 

Note You can only edit the name, unique ID, and comment, or choose the

Options button in the Client Properties dialog box for clients with reserved ll“
addresses. 
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For information about the Options button in this dialog box, see “Defining Options

for Reservations” earlier in dais chapter.

You can cancel the DHCP configuration information for a DHCP client that is no

longer using an IP address or for all clients in the scope. This has the same effect as

it the client’s lease expired—the next time that client computer starts, it must enter

the rebinding state and obtain new TCP/IP configuration information from a DHCP
SfiWEY.

 

important Delete only entries for clients that are no longer using the assigned

DHCP Gunfiguration, Deleting an active client could result in duplicate 1P addresses

on the networlo because deleted addresses will be assigned to new active clients.

You can use ipconfig/releese at the oonunand prompt for a DHCP client oomputer

to delete an active client entry and safely free its IP address for reuse.

> To cancel a client’s DHCP configuration

1. Make sure the client is not using the assigned IP address

2. ln the IP Client list of the Active Leases dialog box, select the client you want to

mnoel, and then choose the Delete button.

Managing Client Reservations
You can reserve a specific IP address for a client. Typimlly, you will need to

reserve addresses in the following cases:

- For domain eoritmllers it the network also uses LMHOSTS files that define IP

addresses for domain controllers

. For clients that use IP addresses assigned using another method fur TCP/l?

configuration

I For assignment by RAS servers to non-DHCP clients

- For DNS servers

lfrnultiple DHCP servers are distributing addresses in the same scope, the client
- reservations on each DHCP server should be identical. Otherwise, the DHCP

reserved client will receive difierent IP addresses, depending on the responding
server.

important The l? address and static name Specified in WINS take precedence over

the IP address assigned by the DHCP server. For such clients, create client
reservations with the IP address that is defined in the WMS database. 
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9 To add a reservation for a client

1. From the Scope menu1 choose Add Reservations.

Add Reserved Clients

» {PAddmc in 1%.“ 25

QWIda-flier. 'ommbznaaoo

: Chotfiaw MIKEfiASl

Ciel-t Lament: 1 
2. in the Add Reserved Ciients dieing box, type information to identify the first

reserved client: '

- IP Address specifies an address from the reserved address pool. You an

specify any reserved, unused IP address. DHCP Manager checks and warns

you it a dnpticate or nomescrved address is entered

. Unique identifier usuaiiy specifies the media aooess oontmi {MAC} address

for the client computer’s network adapter card. You can determine this

address by typing net cunfig wksta at the command prompt on the chent

Computer.

- Chem Name specifies the computer name for this client. This is used for

identification purposes oniy and does not afieot the actuai computer name for

the ctient. This is not avadabte for MS-DOS-based ctients; in this case, only

the Unique Identifier appears.

' Client Comment is any optional text that you enter to describe this client.

3. Choose the Add button to add the reservation to the DHCP database. You can

Dentinue to add reservations without dismissing this dining box.

4, When you have added all reservations, choose the Close burtOn,

After the [P address is reserved in DHCP Manager, the ciient computer must be

restarted to be configured with the new EP address.

if you want to change a reserved 1? address for a chem, you have to remove the oid

reserved address and add a new reservatiort. You can change any other information

about a reserved chem while keeping the reserved IP address.
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D To change the reserved IP address

1. Make sure the reserved client is not using the old IP address. To do this, shut

down the client computer immediately after issuing the ip config/release

command on that client computer.

2. In the Active Leases dialog box, select the reserved 1P address in the Client list,
and choose the Delete button. Then choose the OK button.

3. From the Scope menu, choose Add Reservations, and then enter information for
a new reservation as described earlier in this section.

> To change basic information for a reserved client

1. From the Scope menu, choose Active Leases.

2. in the Client list of the Active leases dialog box, select the address of the

reserved client that you want to change, and then choose the Properties button.

3. In the Client Properties dialog box, change the unique identifier, client name, or

comment, and then choose the OK button.
 

Note You can only change values in the Client Properties dialog box for
reserved clients. 

You can also view and change the options types that define configuration

parameters for selected reserved clients by choosing the Options button in the

Client Properties dialog box. Changing options for a reserved client follows the

same procedure as use to originally define options, as described in “Defining

Options for Reservations” earlier in this chapter.

Managing the DHCP Database Files
The following files are stored in the \systemroot\SYSTEM32\DHCP directory that

is created when you set up a DHCP server:

I DHCPMDB is the DHCP database file.

I DHCPTMP is a temporary file that DHCP creates for temporary database
information.
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i JETLOG and the iET‘LOG files contain logs of all transactions done with the

database. These files are used by DHCP to recover data if necessary.

- SYSTEMMDB is used by DHCP for holding information about the structure of
its database.

 

Caution The DHCPTMP, DHCPMDB, JET.LDG, and SYSTEMMDB files

should not be rermved or tampered with

The DHCP database and related Registry entries are backed up automatically at a

specific interval (15 minutes by default), based on the value of Registry parameters

(as described later in this chapter).

Troubleshooting DHCP
The following error conditions can appear to indicate potential problems with the
DHCP server:

I The administrator can’t connect for a DHCP server using DHCP Manager. The

message that appears might be, “The RFC server is unavailable."

- DHCP clients cannot renew the leases for their E? addresses, The message that

appears on the client computer is, “The DHCP client could not renew the l?
address lease.”

I The DHCP Client service or Microsoft DHCP Sewer service may be down and
cannot be restarted.

The first task is to make sure the DHCP services are running.

> To ensure the DHCP services are running

1. Use the Services option in Control Panel to verify that the DHCP services are

running

in the Services dialog box for the client computer, Started should appear in the
Status column for the DHCP Client service. For the DHCP server itself, the

Started should appear in the Status column for the Microsoft DHCP Server
service.

2. if a necessary service is not started on either computer, start the service.

In rare circumstances, the DHCP server may not boot or 3 STOP error may occur.

it the DHCP server is down follow these steps to restart
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) To restart a DHCP server that is down

1. Turn off the power to the server and wait one minute.

2. Turn on the power, start Windows NT Server, and log on under an account with

Administrator rights.

3. At the command prompt, type net start dhcpserver and press ENTER.

Note Use Event Viewer to find the possible source of problems with DHCP
services. 

Restoring the DHCP Database
It you ascertain that the DHCP services are running on both the client and server

computers but the error conditions described earlier persist, then the DHCP
database is not available or has becomes corrupted. If a DHCP server fails for any

reason, you can restore the database from the automatic backup files.

> To restore a DHCP database

‘ Restart the DHCP serves it the DHCP database has become corrupted, it is

automatically restored from the DHCP backup directory specified in the

Registry) as described later in this chapter.

i To force the restoration of a DHCP database

0 Set the value of RestoreFIag in the Registry to l, and then restart the computer.

For information about this parameter, see “Registry Parameters for DHCP

Servers” later in this Chapter.

} To manually restore a DHCP database

s ttthe two restore methods described earlier do not work, manually copy all

DHCP database files from the backup directory to the \DHCP working

directory. Then restart the Microsoft DHCP Server serviw

Backing up the DHCP Database onto Another Computer
You may also find a situation where you need to backup a DHCP database to

another computer. To do this, follow these steps.

) To move a DHCP database

0 Use the Replicator service to copy the contents of the DHCP backup directory to

the new computer.
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Advanced Configuration Parameters for DHCP
This section presents configuration parameters thatafiect the behavior of DHCP

servers and clients, and that can be modified only through Registry Editor. For the

changes to take effect after you modify any of these value entries.1 you must restart

the Microsoft DHCP Server service for server parameters or the DHCP Client

service for ctient parameters

Caution You can impair or disable Windows NT if you make incorrect changes in

the Registry while using Registry Editor. Whenever possible, use DHCP Manager

to make configuration changes, rather than using Registry Editor. if you make

errors while changing vaiues with Registry Editor, you will not he wanted, because

Regisn'y Editor does not recognize semantic errors. 

b To make changes to the DHCP server or client. configuration using Registry
Editor

1. Run REGEDTBZEXE from File Manager or Program Manager, or at a

command prompt type start regedt32 and press ENTER,

When the Registry Editor window appears, you can press P1 to get Help on how

to make changes in Registry Editor.

2. ln Registry Editor, click the window titled HKEY_LOCAL_MACPUNE on

local Machine, and then click the icons for the SYSTEM subtree until you

reach the subkey for the specific parameter, as described in the tollew‘uig
sections.

The following sections describe the value entries for parameters for DHCP servers

and clients that can be set only by adding an entry or changing their values in

Registry Editor.
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Registry Parameters DHCP Servers
When you change any of these parameters except RestoreFlag, you must restart
the computer for the changes to take effect. For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service.

The Registry parameters for DHCP sewers are specified under the following key:

..SYST£M\current\turrentcontrol set\servtces\DHCPServer\Parameters

APIProtocolSupport

Data type = REG_DWORD

Range = 0x1, 0x2, 0x4, 0x5, 0x7
Default = 0x1

Specifiw the supported protocols for the DHCP server. You am change this
value to ensure that ditferent ooaaputers running different protocols can access

the DHCP server. The values far this parameter can be the following:

0x1 For RFC over TCPIP protocols

0x2 For RFC over named pipes protocols

0x4 For RPC over local procedure call (LPC) protocols
0X5 For RPC over TCPIP and RFC over LPC

0x7 For RPC over all three protocols (PCP/1P, named pipes, and LPC)

BaekupDatabasePath
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Data type = RBG_E)QAND_SZ

Range = filemme

Default = %SystemRoot%\system32\dhr:p\backup

Specifies the location of the backup database file where the database is backed

up periodically The best location for the backup file is on another hard drive, so
that the database can be recovered to case of a system drive crash. Do not

specify a network drive, because DHCP Manager cannot access a network drive

for database backup and recovery.
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Baekupinterval

Data type :: R£G_DWORD

Range : no limit
Default = 15 minutes

Specifies the interval for backing up the database.

DatabaseCleanupInterval

Data type : REG_DWORD

Range = No limit

Default: 0x15180 (864,000 minutes —— 24 hours)

Specifim the interval for cleaning up expired client records from the DHCP

database, freeing up those 1? addresses for reuse.

Databaseloggingfiag

Data type = REG_DWORD

Range = O or 1

Default 2 l (true—that is, database logging is enabled)

Specifics whethet'to record the database chahges in the PERLOG fite. This log

file is used after a system crash to rewver Changes that have got been made to

the database file defined by DainbaseName. Database logging affects system

performance, so DatabaseLogging can be turned off if you believe the system

is highly stable and if loggutg is adversely affecting system performance.

DatabaseName

Data type : RBG_SZ

Range = filename

Default = dhcpmdb

Specifies the name of the database file to be used for the DHCP client
information database.

DatabasePath

Data type 2 REG_E§G‘AND‘SZ

Range = pathmtme

Default = %System Root%\8ystem32\dht:p

Specifies the location of the database files that have been created and opened.

RestoreFlagV

Data type = REG_DWORD

Range : O or 1

Default = {l (false—that is, do not restore)

Specifies whether to restore the database from the backup directory. This flag is

reset automatically after the suoeesshtl restoration of the database.
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Registry Parameters for DHCP Clients
The Registry parameters for DHCP clients are specified under the following key:

..SYSTEM\current\currentcontrol set\servi ces\DHCP\Parameter\<opti call)

The Option# keys are a list of DHCP options that the client can request from the

DHCP server. For each of the default options, the following values are defined:

RegLocation

Data type = REG_SZ

Default = Depends on the Registry location for the specific option

Specifies the location in the Registry where the option value is written when it is
obtained from the DHCP server. The “”2” character expands to the adapter name

for which this option value is obtained.

KeyType

Data type = REG_DWORD
Default: 0x7

Specifies the type of Registry key for the option.

Guidelines for Setting Local Policies
This section provides some suggestions for setting lease options, dividing the free

address pool among DHCP servers, and avoiding DNS naming problems.

Guidelines for Managing DHCP Addressing Policy
Allocation of IP addresses for distribution by DHCP servers can be done

dynamically or manually. These methods use the same DHCP client-server

protocol, but the network administrator manages them differently at the DHCP
server.

Dynamic Allocation of IP Addresses
Dynamic allocation allows a client to be assigned an IP address from the free

address pool. The lease for the address has a lease duration (expiration date), before

which the client must renew the lease to continue using that address. Depending on

the local lease policies defined by the administrator, dynamically allocated

addresses can be returned to the free address pool if the client computer is not being

used, if it is moved to another subnet, or if its lease expires. Any IP addresses that

are returned to the free address pool can be reused by the DHCP server when

allocating an lP address to a new client. Usually the local policy ensures that the

same IP address is assigned to a client each time that system starts and that

addresses returned to the pool are reassigned.
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After the renewal time of the lease time has passed the DHCP client enters the

renewing state (as described in Chapter 3, “Networking Concepts for TCPt’lP”).

The client sends a request message to the DHCP server that provided its

configuration information. if the request for a lease extension fits the local leaSe

policy) the DHCP server sends an acknowledgment that contains the new lease and

configuration parameters. The client then updates its configuration values and
returns to the bound state.

When the DHCP client is in the renewing state, it must release its address

immediately in the rare event that the DHCP server sends a negative

acknowledgment, The DHCP server sends this message to inform a client that it has

incorrect oonfiguration information, forcing it to release its current addrw and

acquire new information.

if iii?) DEC? CliCl’ii {)3in 3558833?de iér'lflw 5:3 l8€t%, iii?) Cllfifii C'itt‘lrcsa IEbiiiuifig

state. At this stage, the client sends a request message to all DHCP servers in its

range, attempting to renew its lease. Any server that can extend the lease sends an

acknowledgment containing the extended lease and updated configuration

information if the lease expires or if a DHCP server re5ponds with a negative

aeloiowledgment the client must release its current configuration and return to thenix"! inn (‘f'flb i ”no lsnnnnna nu «3:6 A”: {my awn-vs Cm nnnnn lab-t
HullulU-Iuls QLLUV \1 ”IO JIGPF’VHD OULUIHGUI‘LOU]; IUI leHpib, Jul {1 Wlllyulvl UNIX is

moved from one subnet to another.)

if the DHCP client uses more than one network adapter to connect to multiple

networks, this protocol is followed for each adapter that the user wants to configure

tor TCP/iP. Windows NT allows multihomed systems to selectively configure any

combination of the system’s interfaces. You can use the ipconfig utility to view the

local lP configuration for a client computer.

When a DHCPvenabled computer is restarted it sends a message to the DHCP

server with its current configuratiort information. The DHCP server either oorttirms

this configuration or sends a negative reply so that the client must begin the

initializing stage again System startup might therefore result in a new i? address

for a client mmputer, but neither the user nor the network administrator has to take

any action in the configu ration process.
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Manual Allocation of lP Addresses

Manual allocation follows the policy used in most current TCP/lP implementations.
With this method, the network administrator defines the l? address and other

configuration options that the DHCP servers will provide for a particular computer.

The BBC? servers respond based on the client’s unique identifier, which is the
network adapter’s MAC-layer address. Any 1? addresses assigned in this way

cannot be allocated by DHCP servers to other clients using either automatic or

dynamic allocatiori. The address has a permanent lease.

For example, for the range of {P addresses to be provided through RAS servers,
these addresses should be manually excluded from the range of dynamically
allocated addmes.

Guidelines for Lease Options
To define appropriate values for lease duration, you shouid consider the Erequency

of the following events for your network:

- Changes to DHCP options and default values

I Network interface failures

. Computer removals for any purpose

I Subnet changes by users because of office moves, laptop computers clocked at
different workstations, and so on

All of these types of events cause [P addresses to he released by the client or cause

the leases to expire at the DHCP server. Consequently, the IP addresses will be
returned to the tree address pool to be tamed.

if many changa occur on your internetwork, you should a$ign short lease times,
such as two weeks. This way, the addresses assigned to systems that leave the

subnet can be reassigned quickly to new DHCP client computers requesting TCP/lP

configuration information.

Another important factor is the ratio between connected computers and available IP

addresses. For example, the demand for reusing addresses is low in a network

where 40 systems share a class C address (with 254 available addresses). A long

lease time such as two months would be appropriate in such a situation. However, if

230 computers share the same address pool, demand for available addresses is

much greater, so a lease time of a few days or weeks is more appropriate.

Notice, however, that short lease durations require that the DHCP server be

available when the client seeks to renew the lease. So backup servers are especially

iruportant when short lease durations are specified
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Guidelines for Partitioning the Address Feel
You will probably decide to install more than one DHCP server, so the failure of

any individual server will not prevent DHCP clients lrorn starting. However, DEC?

does not provide a way for DHCP servers to cooperate in ensuring that assigned

addresses are unique Therefore, you must divide the available addms pool among

the DHCP servers to prevent duplicate address assignment.

A typical scenario is a local DHCP server that maintains "PCP/1P configuration

information for two subnetsr For each DHCP server, the network administrator

allocates 70 percent of the [P address pool for local clients and 30 percent for

clients from the remote subtler, and then configures a relay agent to deliver requests
between the subnetsr

'mrza ”Mame“ “rim.” -iAM n n M...“ A-” -4 - -r- In-
i run Mlhfliw wows lilo rum} Ui’ibp server lo momma {0 194118335 mom meal

DHCP clients most of the time, The remote DHCP server will assign addresses to

clients on the other subnet only when the local server is not available or is out of

addresses. This same method of partitioning among subnets can be used in a

multiple subnet scenario to ensure the availability of a responding server when a

DHCP client requests configuration information,

Guidelines for Avoiding nus Naming Conflicts
DNS can, be used to provide names for network resoum, as described in

Chapter 3, “Networking Concepts for TCP/lP.” However, DNS configuration is

static. With DHCP, a host can easily have a different i? address if its lease expires

or for other reasons, but there is no standard for updating DNS servers dynamically

when l? address information changes. Therefore, DNS naming conflicts can occur

it you are using DHCP for dynamic allocation of [P addresses

This problem will primarily afiect systems that extend interneororking services to

local network users. For example, a server acting as an anonymous FTP server or

as an email gateway might require users to contact it using DNS names. in such

cases, such clients should have reserved leases with an unlimited duration.

For workstations in environments that do not require the computers to register in the

DNS name space, DHCP dynamic allocation our; be used without problems.
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Using DHCP with Diskless Workstations
if your network includes diskless workstatiOns or X terminal BOOTP clients that

need configuration information to use TCPIIP, you must build profiles. (BOOT? is

the intemetworking Bootstrap Protocol used to configure systems across

intemetworks. DHCP is an extension of BOOTH)

You might decide to continue to manage these workstations using your existing

BOOT? servers, if so, you must be sure to exclude these addresses from the free

address pool maintained by the DHCP server.

Planning a Strategy for DHCP
This section describes how to develop strategies for placing DHCP servers on

small-scale and large-scale installations. Most network administrators

implementing DHCP will also be planning a strategy for implementing WINS

servers. The planning tasks described here also apply for WINS servers, and in fact,

the administrator will probably want to plan DHCP and WlNS implementation in
tandem.

The following describes the general planning tasks:

1. Compile a list of 3 requirements, including:

- Client support (numbers and kinds of systems to be supported)

- Interoperability with existing systems, eSpecially requirements for mission—

critical accounting, personnel, and similar information systems

I Hardware support and related software compatibility (including routers,

Switches, and servers)

- Network monitoring software, including SNMP requirements and other tools

2. isolate the areas of the network where processes must continue uninterrupted,

and target these areas for the last stages of implementation.

3. Review the geographic and physical structure of the network to determine the

best plan for defining logical subnets as segments of the intemetwork.

4. Define the oornponents in the new system that require testing, and deveZOp a

phase plan for testing and adding components.

For example, the plan could define units of the organization to be phased into

using DHCP, and the order for types of computers to be phased in (including
Windows Nl‘servers and workstations, Microsoft RAS servers and clients,

Windows for Workgroups computers, and MS-DOS clients).
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5. Create a pilot project for testing, Be sure that the pilot project addresses all the

requirements identified in Task #1.

6. Create a second test phase, including tuning the DHCP (and WINS) server-

client configuration for efficiency, This task can include determining strategies

for backup servers and for partitioning the address pool at each server to be

provided to local versus remote clients.

7. Document all architecture and administration issues for network administrators.

8. Implement a final phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the servers in the physical

nerworlr need not be a major planning mire. DHCP servers (and WTNS semen) do

not participate in the Windows NT Server domain model, so domain membership is

not an issue in planning for server placement. Because most routers can forward

DHCP configuration requests, DHCP servers are not required on every subnet in

the intemetwork. Also, because these servers can be administered remotely from

any Windows NT Server mmputer that is Dl-lCP- or Wills-enabled. location is not

a major issue in planning for server placement.

Planning a Smal|~Scale Strategy for DHCP Servers
For a small LAN that does not include routers and subnetting, the server needs for

the network an probably be provided with a single DHCP server.

Planning in this case includes determining the foliowing:

I The hardware and storage requirements for the DHCP server

I Which computers can immediately become DHCP clients for dynamic

‘ addressing and which should keep their static addresses

. The DHCP optiOn types and their values to be predefined for the DHCP clients

DHC? server

 
A Single Local Network Using Automatic TCP/IP Configuration with DHCP
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Planning a Large-Scale Strategy for DHCP Sewers
The network administrator can use relay agents implementing RN 1542 (usually

I? routers) so that DHCP servers located on one node of the intemetwork can

respond to TCP/IP configuration requests from remote nodes. The relay agent

forwards requests from local DHCP clients to the DHCP server and subsequently

relays reSportses back to the clients.

 
An Intemetwork Using Automatic TCP/IP Configuratiou with DHCP

The additional planning issues for a large enterprise network includes:

I Compatibility of hardware and software routers with DHCP, as described at the

heginrt irtg of this chapter.

. Planning the physical suhnening of the network and reiative piaeemenl of DHCF
servers. This includes planning for placement of DHCP (and WINS servers)

among subnets in a way that reduces b—node broadcasts across routers.

I Specifying the DHCP option types and their values to be predefined per soope
for the DHCP clients This may include pianning for scopes based on the needs

of particular groups of users For example, {or a marketing group that uses

portable computers docked at different stations, or for a unit that frequently
moves computers to different locations, shorter lease durations can be defined

for the related scopes. This way, frequently changed iP addresses can be freed
for reuse.

As one example, the segmenting of the WAN into logical subnets could match the

physical structure of the interment/ode Then One IP subnet can serve as the
backbone, and off this backbone each physical subnet would maintain a separate it“
subnet address
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in this case, for each suhnet a single computer running Windows NT Server could

be configured as both the DHCP and WINS server. Each server would administer a

defined number of IP addreges with a specific subnet mask, and would also be

defined as the default gateway. Because the server is also acting as the WINS

server, it can reSpond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can in turn be backup sewers for each other. The

administrator can partition the address pool for each server to provide addresses to
remote clients.

There is no limit to the maximum number of clients that can he served by a single

DHCP server. However, your network may have practical constraints based on the

1? address class and sewer configuration issues such as disk capacity and CPU

Speed,
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and Configuring WINS

A WINS server is a Windows NT Server oornputer running Microsoft TCPIII’ and

the Windows Internet Name Service (WINS) server software. WINS servers

maintain a database that maps computer names to IP addresses, allowing users to

easiiy communicate with other computers while gaining all the benefits of I‘CP/IP.

This chapter describes how to install WINS servers and how to use WINS Manager

to manage time servers. The tepics include the Ioltowing:

. WINS benefits

I Installing and administering WINS servers

I Configuring WINS servers and reptication partners

I Managing static mappings

I Setting preferences for WINS Manager

I Managing the WINS database

I Troubleshooting WINS

- Advanced configuration parameters for WINS

I Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and

Broadcast Name Resotution” in Chapter 3, “Networking Concepts for TCP/IP.”

Note WINS can aiso be configured and monitored using SNMP, Ali configuration

parameters can be set using SNMP, including configuration parameters that can
otherwise only be set by editing the Registry, For a list of WINS MIB object typos,

see Appendix A, “MIB Object Type: for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as

described in Chapter 8, ‘Using Performance Monitor with TCP/IP Services.”
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WlNS Benefits

Using WlNS servers can offer these benefits on yorrr internetwork:

 

I Dynamic database maintenance to support computer name registration and name

resolution. Although WlNS provides dynamic narne services, il offers a

NetBlOS namespace, making it much more flexible than DNS for name
resolution.

Centralized managemenl of the computer name database and the dalabase

replication policies, alleviating die need for managing LMHOSTS files.

I Dramatic reduction of 11’ broadcast traffic in Microsoft intemetworks. while

allowing clienr compulcrs to easily locate remolo syslerns across local or wide
area networks.

a The ability for clients on a Windows NT Server network (including Window

NT, Windows for Workgroups, and LAN Manager 2.x) to browse domains on

the far side. of a ronter withoul a local domain controller being present on the
other side of the router.

A scalable design, making it a good choice [or name resolution for medium lo

very lmge internemorks.
 

Nola WINS client software is part of the Microsoft TCPleP—32 for Windows fer

Workgroups and the Microsoft Network Client 2.0 software that is included on the

Windows NT Server compact disc. For inlorrnarion about installing these clients,
see the Windows NTServer Lnsrallarion Guide.

Installing WlNS Servers
You install a WINS server as pan of the process of installing Microsoft TCP/IP in

Windows NT Server. These instructions assume you have already installed lhe

Windows NT Server operating system on the computer.

You must be logged on as a member of lhe Administrators group to install a WINS
server.

} To install a WINS server

14 Choose the Netwodr options in Control Panel. When the Network Sedings

dialog box appears, choose the Add Software barren.

2, in the Network Software list in the Add Network Software dialog box, select

TCP/lP Protocol And Related Cornponents, and lhen choose the Continue
button.
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3. In the Windows NTTCP/IP Installation Options dialog box, check the

apprOpriate options to install, including at least the following:

- WINS Server Service

- SNMP Service (for configuring and monitoring WINS using SNMP or

Performance Monitor)

4. Choose the OK button. Windows NT Setup diSplays a message asking for the

full path to the Windows NT Server distribution files. Type the appropriate
location, and choose the Continue button

All necessary files are copied to your hard disk.

5. Complete all the required procedures for manually configuring TCPIIP as

described in “Configuring "PCP/l?" in Chapter 2 When the Network Settings

dialog box reappears after you finish configuring TCP/IP, choose the Close
button.

All the appropriate TCP/IP and WINS server software is ready for use after you

reboot the computer.

The Windows Internet Name Service is a Windows NTservice running on a

Windows NT computer. The supporting WINS client software is automatically

installed for Windows NT Server and for Windows NT computers when the basic

operating system is installed

D To start and stop the WINS service on any Windows NT computer

l, in Control Panel, choose the Services icon.

-Or—

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Windows Internet Name Service, and

choose the Start or Stop button. Then choose the Close button.

You can start and stop the WINS service at the c0rnrnand prompt using the

cormnands net start wins or net stop wins.

Administering WINS Servers
When you install a WINS server, an icort for WINS Manager is added to the

Network Administration group in Program Manager. You can use this tool to view

and change parameters {Or any WINS server on the internetwork. To administer a

WINS server remotely, you can run WINS Manager on a Windows NT Server

computer that is not a WINS server.

You must be logged on as a member of the Administrators group for a WINS server

to configure that server.
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9 To start WINS Manager

@ 1, Double—click the WINS Manager icon in Program Manager.

AOr~

At the command prompt, type start winsadrnn and {mm 3min. You can

include a WINS server name or {P address with the command, for example

start winsadmn 11.103.41.12 or start wiusadmn myserver.

if the Windows internet Name Service is running on the iocai computer, that

WINS server is opened automatically for administration: If the Windows

Internet Name Service is not running when you start WINS, the Add WINS

Server dining box appears, as described in the following procedure.

b)

T Settings in the Preferences dieing box detennine whether the. 5? address or computer name smears first in the list.
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Note if you specify an IP address when connecting to a WINS server, the

connection is made using TCP/TP, If you specify a compnier name, the connection is

made over NetBIOS. The list that appears in the WINS Server window shows the

IP address first if you connected using TOP/1P, or the computer name first, if. the
connection was made over NetBIOS, 
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> To connect to a WINS server for administration

. In the WINS Manager window, select a server in the WINS Servers list. This

list contains all WINS servers that you previously connected to or that have

been reported by partners of this WINS Server.

-OI-

1. If you want to select another server that you have not previously connected to,
choose the Add WINS Server command from the Server menu.

Md Wins Server

. Enter the compile: none or the IF address
at the WINS server to be added:

WINS Server, \wfimnt ' 
2. In the WINS Server box of the Add WINS Server dialog box, type the I?

address or computer name of the WINS server you want to work with. and then

choose the OK button. (Yon do not have to include double backslashes before

the name. WINS Manager will add those for you.)

The title bar in the WINS Manager window shows the IP address or cornputer name

for the currently selected server, depending on whether you used the address or

name to connect to the server. WINS Manager also shows some basic statistics for

the selected server, as described in the following table. Additional statistics can be

displayed by choosing the Detailed Information command from the Server menu.

 

 

Statistics in WINS Manager

Statistic tearing

Database Initialized 'Dte time when this WINS database was initialized.

Statistics Cleared The time when statistics for the WINS server were last
cleared with the Clear Statistics command from the View
menu.

Last Replication Times The times at which the WINS database was last

replicated.

Periodic The last time the WINS database was replicated based on

the replication interval specified in the Preferences dialog
box.

Admin Trigger The last time the WINS database was replimtod because
the administrator chose the Replicate Now button in the

Replication Partners dialog box. 
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Statlstics in WINS Manager (comma!) 

Statistic Meaning 

Net Update The last time the Wl'NS database was replicated as a

result of a network request, which is a push notification

message that requcsts propagation.

Total Queries Received The number of name query request messaga: received by
this WINS server. Successful ind team how many names

were successfully matched in the database, and Failed

indicates how many names this WINS scrvcr could not
rmlve.

Total neleasa: Th9 number of messagm recanted that indimtc 3 24518108
.........

application has shut itself down. Succsssful indicates how

many names were successfully released, and Fatle

indicates huw many names this WlNS server could not
release.

"fatal Registrations The number of mmsages received that indicate name

registrations for clients, 

> To refresh the statistical display in WINS Manager

a From the View menu, chew: the Refresh Statistics command, or press 95.

Page 126 0f290

-012.

From the View menu, choosc the Clear Statistics command to meet all statistical
counters.

_ 01--

Use automatic scrccn refreshing, based on the interval you spacify in the

Preferences dialog box} as descnbed in “Setting Preferences for WINS

Manager” later in this chapter.

Cisco —- Exhibit 1003



Chapter 5 Installing and Configuring WINS Sewers 

> To see information about the current WINS server

1, From the Server menu, choose the Detailed Information command.

Detailed Intoxmation

- WINS Suva We“

Con-ma Hana; \XAANHIEP?
lP Andres: 11.103.41.12
Dormtad Via: TCPAP
Connected Since: 5120)?“ “9:03 P“
LaetAddre-uCl'w-gc: ~—

Laat Scaveng‘ng Timex
PM 5121119: 4:08.49 PM
kiln Trigger:
EMS“! 51211194 3:38:43 PM
Verificatiom 5/20/34 111 0&48 AH

Unique Registrm 27898
{Zodiac O
Hewett 27896

Group Redundant ‘55
Ccrfictx: 1

Emmi: 455 .

 
The Detailed Information dialog box shows information about the selected

WINS server, as described in the table below.

2. To dismiss the Detail Information dialog box, choose the Close button.

Detailed Information Statistics for WIN-S Manager 

 Statistic Meaning

Last Address Change Indicates the time at which the last WINS database
change was replicated.

Last Scavenging Times The last times that the database was cleaned for specific
types of entries. (For information about database
scavenging, see “Managing the WINS Database” later in
this chapter.

Periodic Indicates when the database was cleaned based on the

renewal interval specified in the WINS Server

Configuration dialog box.

Admin Trigger Indicates when the database was last cleaned beamse the
administrator chose the Initiate Scavenging command. 
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Detailed Information Statistics for WINS Manager (continued) 

 Statistic Meaning

Extinction indicates when the database was last cleaned based on the

Extinction interval specified in the WINS Server

Configuration dialog box.

Verification Indicates when the database was last cleaned based on the
Verify interval specified in the WINS Server

Configuration dialog box.

Unique Registrations The number of name registration requests that have been
accepted by this WINS server.

Uniqne -onliicts ”the number of wnflicts encountered during registration of
unique names owned by this WINS server.

Unique Renen als 1 ue number of renewals reset—red for aniqne names.

Group Registrations The number of registration requests for gmups that have
been accepted by this WINS server. For information about

groups, see “Managing Special Names" later in this
chapter.

Group Conflicts The number of conflicts encountered during registration of
group names.

Group Renewals The number of renewals received for group names.

For descriptions of the reiated intervalg see “Configuring Wii'S Servers" tater in

this chapter.

Configuring WINS Servers and Replication Partners
You wilt want to configure muitiple WINS servers to increase the avaiiabiiiry and

balance the I oad among servers. Each WINS server must be configured with at

least one other WINS server as its retaliation partner.

Configuring a WINS server includes specifying information about when database

entries are replicated between partners. A putt palmer is a WINS server that pulls

in rephcas of database entries from its partner by requesting and then accepting

replicas. A push partner is a WINS server that sends update notification messages

to its partner when its WTNS database has changed. When its partner rosponds to

the notification with a replication request, the push partner sends a copy of its

current WINS database to the partner.

For infOrmation about oonfign ring preferences, see “Setting Preferences for WINS

Manager” later in this chapter.
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Configuring WINS Servers
For each WINS server, you must configure threshold intervals for triggering

database reptication1 based on a specific time, a time period, or a certain number of

new records. If you designate a specific time for replication, this occurs one time
0111

b To

1.

2, To view all the options in this dialog box, choose the Advanced button.
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y. If a time period is specified replication is repeated at that interval.

configure a WINS server

From the Server menu, choose the Configuration oommand,

This command is avaitabte only if yOu are logged on as a member of the

Administrators group for the WINS server yen want to configure.

 
WINS Server Configuration - \‘RONALDMZ
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3. For the configuration options in the WINS Server Configuration dialog box,

Specify time intervals using the Spin buttons, as described in the following list.

Configuration option Meaning 

Renewal Interval Specifies how often a client reregisters its name. The default
is five hours.

Extinction Interval Specifies the interval between when an entry is marked as
released and when it is marked as extinct. The default is

four times the renewal interval.

Extinction Timeout Specifies theinter"val between when an entry is marked

extinct and when the entry is finally scavenged from the
database. The default is the same as the renewal interval.

Verify Interval Specifies the interval after which the WINS server must

verilj that old names it does not own are still active. The
default is 20 times the extinction interval.

The replicatiori interval for this WINS server’s pull partner is defined in the

Preferences dialog box, as described in “Setting Preferences for WINS

Manager” later in this chapter.

.5 If xrnn urani‘ MNQ sonmr fn nnll rnnlinqs n4: nan: riotalnagp nnfrinouu n u» “HS "1 u VIVVA w Fun ivynpu UL uvvv n An uutuu v vnuivo

from its partners when the system is initialized or when a replication-related

parameter changes, check Initial Replication in the Full Parameters options, and

then type a value for Retry Count.

The retry count is the number of times the serv r should attempt to connect (in

case of failure) with a partner for pulling replicas. Retries are attempted at the

replication interval specified in the Preferences dialog box. If all rctries are

unsuccessful, WINS waits for a period before starting replication again. For

information about setting the start time and replication interval for pull and push

partners, see “Setting Preferences for WINS Manager” later in this chapter.

5. To inform partners of the database status when the system is initialized, check

Initial Replication in the Push Parameters group. To inform partners of the

database status when an address changes in a mapping record, check Replicate

On Address Change.

6. Set any Advanced WINS Server Configuration options, as described in the

following table.
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7. When you have completed all changes in the WINS Server Configuration dialog

box, choose the OK button.

Advanced WINS Server Configuration Options

Configuration option

 

Meaning 

Logging Enabled

bog Detailed Events

Replicate Only With
Partners

Backup On Termination

Migrate Orr/Off

Starting Version Count

Database Backup Path

Specifies whether logging of database Changes to IETLOG
should be turned on.

Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if

you are tuning for performance.)

Specifies that replication will be done only with WINS pull

or push partners. If this option is not checked, an
administrator can ask a WINS server to pull or push from or

to a non-listed WINS server partner. By default, this option
is checked.

Specifies that the database will be backed up automatically
when WINS Manager is closed.

Specifies that static unique and multihomed records in the

database are treated as dynamic when they conflict with a

new registration or replica. This means that if they are no

longer valid, they will be overwritten by the new registration

or replica. Check this option if you are upgrading non—
Windows NT systems to Windows NT. By default, this

option is not checked.

Specifies the highest version ID number for the database.

Usually, you will not need to change this value unless the

database becomes corrupted and needs to start fresh. In such

a case, set this value to a number higher than appears as the
version number counter for this WINS server on all the

remote partners that earlier replicated the local WINS
server’s records. This value can be seen in the View

Database dialog box in WINS Manager.

Specifies the directory where the WINS database backups

will be stored. WINS uses this directory to perform an
automatic restoration of the database in the event that the

database is found to be corrupted when WINS is started. Do

not specify a network directory. 
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Configuring Replication Partners
WINS servers communicate among themselves to fully replicate their databases,

ensuring that a name registered with one WINS server is eventually replicated to all

other WINS servers within the internerworlr. All mapping changes ceirverge within

the replication period for the entire WINS system which is the maximum time for

propagating changes to all WINS servers. All released names are propagated to all

WINS servers after they become extinct, based on the interval specified in WINS

Manager.

Replication is carried out among replication partners, rather than each server

replicating to all other servers. In the following illustration, Serverl has only

ServerZ as a partner, but Server? has three partners. So, for example, Serverl gets

all replicated information from ServerZ, but Served gets information from Serverl,
Server3, and Serverfit. '

Servers

1 SEW.“l
l

 
Replication Configuration Example for WINS Servers

Ultimately, all replications are pulled from the other 13/le servers on an

internetworle but triggers are sent by WINS servers to indicate when a replication

should be pulled. To achieve replication, each WlNS server is a push partner or pull

partner with at least one other WINS server. A poll partner is a WINS server that

pulls in database replicas frorn its push partner by requesting and then aCCeptlttg

replicas of new database entries in order to synchronize its own database. A push

partner is a WINS server that sends notification of changes and then sends replicas

to its pull partner upon receiving a request. When the server’s pull partner

replicates the information, it pulls replicas by asking for all records with a higher

version number than the last record stored from the last replication for that server.
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Choosing whether to configure another WINS server as a push partner or pull

partner depends on several considerations, including the specific configuration of
servers at your site, whether the partner is across a wide area network (WAN), and

how important it is to propagate the changes,

- if ServerZ, for example, needs to perform pull replications with ServerB, make

sure it is a push partner of Serverfil.

I If Server’l needs to push replications to Serveril, it should be a pull partner of
WINS ServerB,

Replication is triggered when a WTNS server polls another server to get a replica.
This can begin at system startup and can also be at a specific time, and it can then
repeat at the time interval specified for periodic replicatiori. Replicatiorr is also
triggered when 2 W8 server reaches a threshold set by the administramr, which
is an update count for registrations and changes. In this case, the server notifies its

pull partners that it has reached this threshold, and the other servers may then
decide to pull replicas.

> To add a replication partner for a WINS server

1. From the Server menu, choose the Replication Partners command.

This command is available only if you are logged on as a member of the

Administrators group for the local server.

in ., . ~
HJDI.5.1$
trimester

 

 
2. lo the Replication Partners dialog box, choose the Add bunch.

3. in the Add WINS Server dialog box, type the name or lP address of the WINS

server that you want to add to the list, and then choose the OK button. If WINS

Manager can t'rnd this server, it will add it to the WINS Server list in the

Replication Partners dialog box.
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4. From the WINS Server list in the Replication Partners dialog box, select the

server you want to configure, and then complete the actions described in

“Configuring Replication Partner Properties” later in this chapter.

5. If you want to limit which WINS servers are displayed in the Replication

Partners dialog box, check or clear the options as follows:

I Check Push Partners to display push partners for the current WINS server.

I Check Pull Partners to display pull partners for the current WINS server.

I Check Other to display the WINS servers that are neither push partners nor

pull partners for the current WINS server.

6. To specify rephcation triggers for the partners you add, follow the procedures

described in “Triggering Replication Between Partners” later in this chapter.

7. When you finish adding replication partners, choose the OK button.

) To delete replication partners

I. From the Server menu, choose the Replication Partners command.

2. In the Replication Partners dialog box, select one or more servers in the WINS

Server list, and then choose the Delete button, or press DBL.

WINS Manager asks you to confirm the deletion if you checked the related

confirmation option in the Preference dialog box, as described in “Setting

Preferences for WINS Manager” later in this chapter.

Configuring Replication Partner Properties
When you designate replication partners, you need to specify parameters for when

replication will begin.

D To configure replication partners for a WINS server

1. In the WINS Server list of the Replication Partners dialog box, select the server

you want to configure.

2. Check either Push Partner or Pull Partner or both to indicate the replication

partnership you want, and then choose the related Configure button.

3. Complete the entries in the apprOpriate Properties dialog box, as described in the

following procedures.
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> To define pull partner properties

1. In the Start Time box of the Full Partner Properties dialog box, type a time to

indicate when replication should begin.

You can use any separator for hours, minutes, and seconds, You can type AM 0r

PM, for example, only if these designators are part of your time setting, as

defined using the International option in Control Panel.

Pilhltnec llJlIlallJ2

Start line: Ellie!)

Benlicationlntewal rhznui1:": 
2. in the Replication interval box) type a time in hours! minutes, and seconds to

indicate how often replications will occur, or use the spin buttons to set the time

you want

If you want to return to the values specified in the Preferences dialog box,
choose the Set Default Values button.

3. Choose the OK button to return to the Replication Partners dialog box.

> To define push partner properties

i. In the Update Count box of the Push Partner Properties dialog box, type a
number for how many additions and updates made to records in the database

will result in Changes that need replication. {Replications that have been pulled

in from partners do not count as insertions or updates in this context.)

The minimum value for Update Count is S.

Puxh 9mm: 11.101413 2

Whirl: 5,03?) 1 ' ‘ 
If you want to return to the value specified in the Preferences dialog box, choose
the Set Default Values button.

2. Choose the OK button to return to the Replication Partners dialog box.

Cisco -— Exhibit 1003
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Triggering Replication Between Partners
You can also replicate the database between the partners immediately, rather than

waiting for the start time or replication interval specified in the Preference dialog

box, as described in “Setting Preferences for WINS Manager” later in this chapter.

You will probably want to begin replication immediately after you make a series of

changes such as entering a range of static address mappings.

b To send a replication trigger

e in the Replication Partners dialog box, select the WINS servers to which you

want to send a replication trigger, and then choose the Push or Full button,

depending on whether you want to send the trigger to push partners or pull
partners.

Optionally, you can check the Push With Propagation box if you want the

selected WINS server to propagate the trigger to all its pull partners.

In if Push With Propagation is not checked, the selected WINS server will not

propagate the trigger to its other partners.

I it Push With Propagation is checked, the selected WINS server sends a

propagate push trigger to its pull partners after it has pulled in the latest

information from the source WINS serven if it does not need to pull in any

replicas because it has the same or more up—todate replicas than the source

WINS server, it does not propagate the trigger to its pull partners

b To start replication immediately

- in the Repiication Partners dialog box, choose the Replicate Now button.

Managing Static Mappings"
Static mappings are permanent lists of computer nameto-lP address mappings that

cannot be challenged or removed except when the administrator removes the

specific mapping. You use the Static Mappings command in WINS Manager to add,

edit, import, or delete static mappings for clients on the network that are not WINS
enabled.
 

important it" DHCP is also used on the network, a reserved (or static) 1? address

will override any WINS server settings. Static mappings should not be assigned to

WINS—enabled computers.
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D To View static mappings

t, From the Mappings menu, choose the Static Mappings command

, . ings 110:8” I

,4 \mANNlEPiUBh] “10141.12 r' -.
1—,: \vmmnmnah] ”10111.12 "‘
guanitmmznhi mnum“1033155

,. trimaran
\Uimam IHGSGYSG
monument morons  

Sort Order

0 San Static Napping: a, :9 Addnm
© Sort Static Happing-i by Computes gage

 
 

Caution You cannot cancel changes made to the WINS database while working

in the Static Mappings dialog box. You must manually delete any entries that

are added in error or manually add back any entrim that you mistakenly delete.

This is because all changes to the WINS database made in this dialog box take
effect immediately.  

l’ at. Ct II A lain mi) static mappings uEELOg box, select 3 Sort Order option, either byl?
address or by computer name This selection determines the orderm which

entries appear in the list of static mappings.

3. To edit or add a mapping, follow the procedures described in “Adding Static

Mappings” and “Editing Static Mappings” later in this chapter.

fd

4. To remove existing static mappings, select the mappings you want to delete from

the list, and then choose the Delete Mapping buttori.

To limit the range of mappings displayed in the list of static mappings, choose

the Set Filter button and follow the procedure in “Filtering the Range of

Mappings” later in this chapteri To turn off filtering, choose the Clear Filter
button.

6. When you finish viewing or changing the static mappings, choose the Close
button

LA
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Adding Static Mappings
You can add static mappings to the WlNS database for specific IP addresses using
two methods:

a Type static mappings in a dialog box

I Import files that contain static mappings

e To add static mappings to the WlitlS database by typing entries

1‘ in the Static Mappings dialog box, choose the Add Mappings button

 
2, in me Name box of the Add Static Mappings dialog box, type the computer

name of the system for which you are adding a static mapping; (if you want you

do not need to type two backslashes} because WINS Manager will add these for

you)

3, In the lP Address box, type the address for the computer.

if Internet Group or Multiliomed is selected as the Type Option, the dialog box

shows additional controls for adding multiple addresses Use the down arrow

button to move the address you type into the list of addresses for the group. Use

' the tip-arrow button to change the order of a selected address in the list.

4‘ Select a Type option to indicate whether this entry is a unique name or a loud of

group with a Special name, as described in the following list.

 Type option Meaning

Unique Unique name in the database, with one address per name.

Group Normal group, where addresses of individual members are

not stored. The client broadcasts name packets to nonnal
STOW-
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Type option Meaning 

lntemet group Groups with NetBlOS names that have 0x1C as the 16th
byte, An intemet group stores up to 25 addresses for
members. The maximum number of addresses is 25. For

registrations after the 25th address, WlNS overwrites a

replica address or, if none is present, it overwrites the oldest

registration.

Multihomed Unique name that can have more than one address

(multihomed computers). The maximum number of
addresses is 25. For registrations after the 25th address,

WINS overwrites a replica address or, if none is present, it

overwrites the oldest registration. 

Important For intemet group names defined in this dialog box (that is, added

statically), make sure that the primary domain controller (PDC) for that domain

is defined in the group if the PDC is running Windows NT Advanced Server
version 3.1. 

For more information, see “Managing Special Names” later in this chapter.

Choose the Add button.

The mapping is immediately added to the database for that entry, and then the

boxes are cleared so that you can add another entry.

Repeat this process for each static mapping you want to add to the database, and '
then choose the Close button.
 

Important Because each static mapping is added to the database when you

choose the Add button, you cannot cancel work in this dialog box. If you make a

mistake in entering a name or address for a mapping, you must return to the

Static Mappings dialog box and delete the mapping there. 

You can also import entries for static mappings for unique and special group names

from any file that has the same format as the [MHOSTS tile (as described in

Chapter 6, “Setting Up LMHOSTS”). Scope names and keywords other than
#DOM are ignored. However, normal group and multihomed names can be added

only by typing entries in the Add Static Mappings dialog box.
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b To import a file containing static mapping entries

1. In the Static Mappings dialog box, choose the Import Mappings button.

2. in the Select Static Mapping File dialog box1 which is similar to the standard

Windows NTOpen dialog box, specify a filename fora static mappings file by

typing its name in the box, or select one or more frlenames in the lisc and then

choose the OK button to import the file.

The specified file is lead, and a static mapping is created for each computer name

and address. If the #DOM keywonl is included for any record, an interact group is

created (if it is not already present), and the addrecs is added to that group.

Editing Static Mappings
You can change the IP addresses in static mappings owned by the WINS server y<>u

are currently administering.

) To edit a static mapping entry

hemnappmg you want to change andd1 11'] L116 Slathnlfippil‘lgS uiflk‘lg bGX, 3316CC3

orrldQlblr:dd 51:; the manning entry to the-.153choose. the. Edit aning hllttnn
c-“ y",

 
 

 
>3“W
a; , Edtl Statue Mappmg _-

 
 

Commalfimm “Chime

: flapping Yum: um

'_ LPAJidlm: Q 507 3 .38
 

 

You can View, but not edit, the Computer Name and Mapping Type option for

the mapping in the Edit Static Mappings dialog box.

2. ln the IP Address box, type a new address for the computer, and then choose the
OK button.

The change is made in the WLNS database immediately.

Note If you want to change the computer name or group type related to a specific

[P address, you must delete the entry and redefine it in the Add Static Mappings

’ dialog box. 
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Filtering the Range of Mappings
You may want to limit the range of IP addresses or computer names displayed in the

Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering
the list of mappings.

> To filter mappings by address or name

1. lo the dialog box for Static Mappings or Show Database, choose the Set Filter
button.

Set Fitter .:-..-, “mm—.1

 
2. in the Set Filter dialog box, type portions of the computer name, address, or both

in the Computer Name or IP Address boxes.

You can use the asterisk (*) wildcard for portions of the name or address or

both. For example, you could type \\acct’ to filter all computers with names that

begin with acct. However, for the address, a wildcard can be used only for a

mmptete octet. That is, you can type 11.10133, but you cannot enter 11.l*.l.1
in these boxes.

3. Choose the OK button.

The selected range is displayed in the Static Mappings or Show Database dialog

box. The filtered range will remain until you clear the filter.

A message will tell you if no mappings are found to match the range you

specified, and the list of mappings will be empty.

If a filter is in effect for the range of mappings, the Clear Filter button is available

for restoring the entire list.

> To clear the filtered range of mappings

. In the Static Mappings or Show Database dialog box, choose the Clear Filter
button

The list now shows all mappings found in the database.
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Managing Special Names
WINS recognizes Special names for several types of groups, including a normal

group, multihomed, and intemet group. This section desaribes these groups and

presents some background details to help you understand how WINS manages these
groups.

Normal Group Names
A group name does not have an address associated with it. It can be valid on any

subnet and can be registered with more than one WlNS server. A group’s

timestamp shows the last time for any change received for the group. If the WINS

server rerxives a query for the group name, it returns FWWFF {the limited

broadcast address). The client then broadcasts on the subnetr The group name is

renewed when any member of the group renews the group name.

Multlhomed Names

A mul‘nhomed name is a single, unique name storing multiple addresses A

multihomed device is a computer with multiple network cards and/or multiple l?

addresses bound to NetBlOS over 'l‘CP/IP. A multihomed device with multiple TP

addresses can register one or more addresses by sending one address at a time in a

special name registration packet. A mulfihomed name in a WINS database mu have

one Or more addresses. The timestamp for the record reflects any changes made {or

any members of the name.

Each multihomed group name can contain a maximum of 25 1? addresses.

When you configure TCPftP manually on a Windows NT computer, you use the

Advanced Microsoft TCP/lP dialog box to spmify the 1? address and other

information for each adapter on a multihnrned computer.

lnternet Group Names
The internet group name is read as configuration data When dynamic name

registrations for intemet groups are received, the actual address (rather than the

subnet broadcast address) is stored in the group with a timestamp and the owner H),

which indicates the WTNS server registering that address

The internet group name (which has a 16th byte ending in Ole reserved for

domain names, as dacribed in the following section) can contain a maximum of 25

1? addresses for primary and backup domain controllers in a domain Dynamically

registered names are added it" the list is not static and has fewer than 25 members. If

the list has 25 members, WINS removm a replica member (that is, a member

registered by another WW8 server) and adds the new member, if all members are

owned by this WlNS server, the oldest member is replaced by the new one.
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WINS gives precedence over remote members to members in an internet group

name that registered with it. This preference means that the group name always
contains the geographically closest Windows NT Server computers. To establish

the preference of members of intemet groups registered with other WINS servers
under the \Partners\l’ull key in the Registry, a precedence is assigned for each
WINS partner as a value of the MemberPrec Registry parameter. Preference

should be given to WlNS servers near the WINS server you are configuring. For
more information about the value of this parameter, see its entry in “Advanced

Cortfiguration Parameters for WINS” later in this chapterr

The internet group name is handled specially by WB‘JS, which returns the 24

closest Windows NT Server computers in the domain, plus the domain controller.

The name ending in 1C is also used to discover a Windows NT Server computer in

a domain when a computer running Windows NT WorkstatiOn or Windows NT

Server needs a server for pass—through authentication.

If your network still has domain controllers running Windows NT Advanced Server

version 3.1 to be included in the internet group name, you must add these to the

group manually using WlNS Manager. When you manually add such a computer to

the intcmet group name, the list becomes static and no longer accepts dynamic

updates from WINS—enabled computers.

For information about related issues in LMHOSTS for #DOM entries, see

“Designating Domain Controllers Using #DOM” in Chapter 6, ”Setting Up
LMHOSTS.”

How WINS Handles Special Names
Special names are indicated by a 16th byte appended to the computer name or

domain name The following table shows some Special names that can be defined

for static entries in the Add Static Mappings dialog box.

Special Names for Static Mappings
 

Name ending Usage How WINS handles queries 

OxlE A normal group Browsers WlNS always returns the limited
broadcast to this name and broadcast addrem (FFFFFFFF).
listen on it to elect a master

browser. The broadcast is done

on the local subnet and should
not cross routers

Oxil) Clients resolve this name to WENS always returns a negative

am the master browser for response. if the node is h-node or
server lists. There is one menu-dc, the client broadcasts a name

master browser on a subnet. query to resolve the name. For

registrations, WINS returns a positive

response even though the names are

not put into the database.
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Special Names for Static Mappings (continued)

 Name ending Usage How WINS handles queries

OxlC The intemet group name, WINS treats this as an intemet group,

which contains a list of the where each member of the group must

specific addresses of systems renew its name individually or be

that have registered the name. released. The intemet group is limited

The domain controller registers to 25 names. (Note, however, that
this name. there is no limit for #DOM entries in

LMHOS’I‘S.)

WINS returns a positive response for

a dynamic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is

replicated that clashes with a dynamic
1C name on another WINS server, a

union of the members is added, and
the record is marked as static.

The following illustrates a sample NetBIOS name table for a Windows NT Server

domain controller, such as the list that appears if you type nbtstat -n at the

command prompt. This table shows the 16th byte for special names, plus the type

(unique or group).

NetBIOS Locai Name Table

Name Type Status

<0C2987tB> Unique Registered
ANNIEPS (2%) UNIQUE Registered

ANNIEPS <QO> UNIQUE Registered

ANNXEPDQM <OO> GROUP Registered

ANNIEPDQM <1C> GROUP Registered

ANNIEPDQM <18) UNIQUE Registered

ANNIEPS (O3) UNIQUE Registered

ANNIEPS <1E> GROUP Registered

ANNIEPS (IO) UNIQUE Registered

.._MSBROHSE~. (O1) GROUP Registered

Example NetBIOS Name Table for a Windows NT Domain Controller
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As shown in this example, several Special names are identified for both the

computer and the domain. These special names include the following;

0x0 (shown as (00> in the example), the redirector name, which is used with
net View.

0x3, the Messenger service name for sending messages.

_MSBROWSE__, the name master browsers broadcast to on the local snbnet to
announce their domains to other master browsers. WINS handles this name by

returning the broadcast address FFFFFFFF.

OxlB, the dOmain master browser name, which clients and browsers use to

oomact the domain master browser. A domain master browser gets the names of

all domain master browsers. When WlNS is queried for the domain master

browser name, it handles the query like any other name query and returns its
address.

WINS assumes that the computer that registers a domain name with the 18

character is the domain controller. This name is registered by the browser

running on the domain controller. This ensures that the domain controller is in

the internet group name list that is returned when a lC name is queried, for
which WINS always returns the address of the 18 name along with the members
of 3 1C name.

Setting Preferences for WINS Manager
You can configure several options for administration of WINS servers. The

commands for controlling preferences are on the Options menu.

D To display the status bar for heip on commands
O
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From the Options menu, choose the Status Bar command

When this command is active, its name is checked on the menu, and the slams

bar at the bottom of the WINS Manager window displays descriptions of

commands as they are highlighted in the menu bar.
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) To set preferenm for WINS Manager

1. From the Options menu, choosa the Preferences command.

2. To see all the available preferences, choose the Partners button in the

Preferences dialog box.

Preferences 
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3. Select an Address Dispiay option to indicate how you want address informalion

to be displayed throughout WINS Manager—as oompurer name, I? address, or
an ordered combination of both, 

Note Remember that the kind of addrms diSplay affects how a connection is
made to the WINS server — for {P addmses, {he comedian is made via

TCP/B’; for computcr names, the connection is made via named pipm
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Check Auto Refresh if you want the statistics in the WINS Manager window to

be refreshed automatically. Then enter a number in the Interval box to specify
the number of seconds between refresh actions.

WINS Manager also refreshes the statistical display automatically each time an

action is initiated while you are working in WINS Manager.

Check the LAN Manager-Compatible check box if you want computer names to

adhere to the LAN Manager naming convention.

LAN Manager computer names are limited to 15 characters, as opposed to 16-

character NetBIOS names used by some other sources, such as Lotus Notese. In

LAN Manager names, the 16th byte is used to indicate whether the device is a

server, workstation, messenger, and so on. When this option is checked, WINS

adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows networking, including Windows NT, follows the LAN Manager

convention. So this box should be checked unless your network accepts
NetBIOS name from other sources.

Check Validate Cache 0f Known WINS Servers At Startup Time if you want

the system to query the list of servers each time the system starts to find out if
each server is available.

. If you want a warning message to appear each time you delete a static mapping
or the cached name of a WINS server, check the Confirm Deletion Of Static

Mappings And Cached WINS Servers optibn.

. In the Start Time box, type a time to specify the default for replication start time

for new pull partners. Then specify values for the Replication Interval to

indicate how often data replicas will be exchanged between the partners.

The minimum value for the Replication Interval is 40 minutes.

. In the Update Count box, type a number to specify a default for how many

registrations and changes can occur locally before a replication trigger is sent by

this server when it is a push partner. The minimum value is 5.

When all options are set for your preferences, choose the OK button.
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Managing the WINS Database
The following files are: stored in the \5y519mr00rl5Y8TEM32lWlNS directory that

is created when you set up a WINS server:

 

I JETLOG is a log of all transactions done with the database. This file is used by

WINS to recover data if necessary.

I SYS'I'EM.MDB is used by WINS for holding information about the structure of
its database.

I WINSMDB is the WINS database file.

- WTNS'l'MFMDB is a temporary file, that Wle creates. This file may remain

in the \WINS directory after a crash.

You should back up thence files when you back up other files on the WiNS server.
  

Caution The JETLOG, SYSTEMMDB, WINSMDB, and WTNSTMPMDB

filss should not be removed or tampered with in any manner  

Like any database, the WINS database of address mappings needs to be cleaned

and backed up periodically. WlNS Manager provides the tools you need for

maintaining the database. This section describes how to scavenge (clean), VlCW, and

back up the database For information on restoring and moving the WLNS database,

see ”Troubleshooting WINS” later in this chapter.

Scavenglng the Database
The local WINS database should periodically be cleared of released entries and old

entries that were registared at another WINS server but did not get removed from.

this WINS database for some reason. This process, called scavenging, is done

automatically over intervals dcfmcd by the relationship batwecn the Renewal and

Extinct intervals defined in the Configuration dialog box. You can also clean the

database manually.

For example, if you want to verify old replicas immediately instead of waiting the

time interval specified for verification, you can manually scavenge the database.
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> To scavenge the WINS database

0 From the Mappings menu, choose the Initiate Scavenging command.

The database is cleaned, with the results as shown in the following table,

State before scavenging State after scavenging

Owned active mama for which Marked released

the Renewal interval has expired

Owned released name for which Marked extincz

the Extinct interval has expired

Owned extinct namm for which Deleted

the Extinct timeout has expired

Replicas of extinct names for which Deleted

the Extinct timeout has expired

Replicas of active names for which Revalidatcd

the Verify interval has expired

Replicas of extinct or deleted names Deleted

For information about the intervals and timeouts that govern database scavenging,

see “Configuring WINS Servers" earlier in this chapter.

After WINS has been running for a while, the database may need to be compacted
to improve WINS performance.

> To compact the WINS database

1. At the WINS server‘ stop the Windows Internet Name Service using the Control

Panel Services Option or by typing net stop wins at the command prompt.

T3 - FRIIWACT E'XE (".LZHL :0 33m. 2 mol ".00AQVQ'T‘CRVJQ’)
"l .. A ~ I
L. [\uu \thth wumti lo ivui'iu Lil um 533$)“: nu L a l H1 L11.

directory).

3. Restart the Windows intemet Name Service on the WINS server.
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Viewing the WINS Database
You can View the actual active and static mappings stored in lite WINS database,

 

based on the WINS server that owns the entries.

> To View the WINS database

1. From the Mappings menu, choose the Show Database command.

9.)
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In the Show Database dialog box, to View the mappings in the database for a

specific WINS server, select Show Only Mappings From Specific Owner, and

then from the Select Owner list, select the WINS server whose database you
want to View.

By defauIL the Show Database dialog box shows all mappings for the WINS

 

database on the currently selected WINS server.

Select a Son" Order option to sort by EF address, computer name, timestamp to:

the mapping, version ID, or type. (For information about types, see ”Adding

Static Mappings” earlier in this chapter.)
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4, if you want to view only a range of mappings, choose the Set Filter button and

follow the procedures described in “Filtering the Range of Mappings” earlier in

this chapter. To turn off filtering, choose the Clear Filter button.

5. Use the scroll bars in the Mappings box to view entries in the database. Then

choose the Close button when you are finished viewing.

Asshown in the Mappings list, each registration record in the WINS database
includes these elements:

item

Q

@

Computer name

IP address

A or S

Timestarnp

Version lD

Meaning 

Unique

Group, internet group, or mulrihomed

The NetBlOS computer name.

The assigned Internet Protocol address.

Whether the mapping is active (dynamic) or static.

Shows when the record was registered or updated. When a replica is

stored in the database, its iimestarnp is set to the current time on the

receiving WINS server,

A unique hexadecimal number assigned by the WINS server during

name registration, which is used by the server’s pull partner during
replication to find new reoonls.

You can also use the Show Database dialog box to remove all references to a

specific WINS server in the database, including all database entries owned by the
WINS server.

9 To delete a "pee ‘3."le sewer’s eon-.5 in the database

0 in the Show Database dialog box, select a WENS server in the Select Owner list,
and then choose the Delete OWner button.

Page 151 of290
Ciscc -— Exhibit 1003



138 WWW

Backing Up the Database
WINS Maonagor provides backup tools so that you can hook up the. WINS darabaso.

After you specify a backup direclory for the database, WINS performs oomplele

database backups ovary 24 hours, using the specified diroolory.

b To back up a WINS database

l. From rho Mappings mow, choose the Backup Database command.

 
i lemma lDrive:

I l2 Paloma 1mg Backup i

2. Ir; the Selccl Backup Directory dialog box, specify the locatiorr for saving the

backup files.

Windows NT proposes a subdireclory of the \WlNS directory. You can accopr

this proposed diroctory. The most secure location is to back up the database on

another hard disk Do nol back up lo a network drive, because WINS Manager
cannot mloro from a network sourcc.

 

3. if you warn to back up only the newest version numbers in the database (that is,

changes that have mood slow the last backup), chock Pcrform Incremental

Backup.

Not: You must have performed a complete hookup before [hrs opliOo can be
used successfully. 

4. Choose the OK bohoo.

You should also periodically back up the Registry entries fOr the WINS server.
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h To back up the WINS Registry entries

t. Run REGEDTBZEXE.

2. In Registry Editor, select the HKEY*LOCAL_MACHINE window, and then

select this key:

.ASYST Ett\£urrent£ontrolSet‘iServtceszttS

3. From the Registry menu, choose Save Key.

4. In the Save Key dialog bore specify the path where you store backup versions of
the WINS database files.

For information about restoring the WINS database, see the following section,

“Troubleshooting WINS.”

Troubleshooting WINS
This section describes some basic troubleshooting steps for common problems and
also describes how to restore or rebuild the WINS databases

Basic WINS Troubleshooting
These error conditions can indicate potential problems with the WINS server:

. The administrator can’t connect to a WINS server using WINS Manager. The

message that appears might be “The RFC server is. unavailable.”

- The WINS Client service or Windows lntemet Name Service may he down and
cannot be restarted

The first troubleshooting task is to make sure the appropriate servicm are running.

> To ensure the WINS services are running

1. Use the Services option in Control Panel to verify that the WINS services are

running.

In the Services dialog box for the client computer, Started should appear in the
Status column for the WINS Client service. For the WINS server itself, Started

should appear in the Status column for the Windows Internet Name Service.

2. it a necessary service is not started on either computer, start the service

The following describes solutions to wmmon WINS problems
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) To locate the source of “duplicate name” error messages

I Check the WINS database for the name. If there is a static record, remove itrm". it“, ”IMAM" Arum, “gum... “7'1le nnnnnn
uutu uu, unmunbe U1 Ute ptuumy vv “‘0 act vcr.

-Or—

Set the value of MigrateOn in the Registry to 1, so the static records in the

database can be updated by dynamic registrations (afier WINS suoomfully

challenges the old address).

> To locate the source of “network uth not found” enor messages on a WINS
client

6 Check the WINS database for the name. it the name is not present in the

database, check whether the computer uses b-node name resolution. It so, add a

static mapping for it in the WINS database

If the computer is configured as a p-node, m-node, or h-node and if its IP

address is different from the one in the WINS database> then it may be that its

address changed recently and the new address has not yet replicated to the local

WINS server. To get the latest records, ask the WINS server that registered the

address to perform a push rcplicatirm with propagation to the local WENS
SEWER

b To discover why a WINS server cannot pull or push replications to another
WINS server

1. Confirm that the router is working.

2. Ensure that each server is comedy configured as either a putt or push partner:

I [f ServerA needs to perform pull replications with Serverlilx make sure it is a

push partner of ServerB.

if SewerA needs to push replications to ServerB, it should be a pull partner of
WINS ServerBl

To determine the configuration of a replication partner, check the values under

the \Pttll and \Push keys in the Registry, as described in “Advanced

Configuration Parameters for WINS” later in this chapter.

‘ > To determine why WINS backup is failing consistently

4 Make sure the path for the WINS backup directory is on a local disk on the
WINS server.

WINS cannot back up im database files to a remote drive.
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Restoring or Moving the WlNS Database
This section describes how to restore. rebuild, or move the WINS database.

Restoring a WINS Database
If you have determined that the Windows Internet Name Service is running on the

WINS server, but you cannot connect to the server using WINS Manager, then the

WINS database is not available or has becomes corrupted, It a WINS server falls

for any reason, yen can restore the database from a backup copy.

You can usc the menu commands to restore the WINS database or restore it

manually.

I» To restore a WINS database using menu commands

1. From the Mappings menu, choose the Restore Database command.

2. In the Select Directory To Restore From dialog box, select the location where

the backup files are stored, and then choose the OK button.

P T0 restore a WINS database manually

I. In the \sysremrothYSTEh/BleNs directory, delete the JETLOG,
5ET*.LOG, WINSTMP, and SYSTEMMDB files.

2. From the Windows NT Server installation source, copy SYSTEMMDB on the

WINS server. The installation source can be the Windows NT Server compact

disc, the installation floppy disks, or a network directory that contains the master
files for Windows NT Server.

3. Copy an unoonupted backup version of WINSMDB to the

\tystemroofsS‘r’SI'ElvBZYV‘v'll‘tS directory.

4. Restart the Windows Internet Name Service on the WINS server.

Restarting and Rebuilding a Down WINS Server
In rare cirwmstanoes, the WINS server may not boot or a STOP error may occur. If

the WINS server is down, follow these steps to restart.

b To restart a WINS server that is down

1. Tim off the power to the server and wait one minute.

2. Turn on the power, start Windows NT Server, and logon under an account with

Administrator rights.

3. At the command prompt, type not start wins and press ENTER.

If the hardware for the WINS server is malfunctioning or other problems prevent

you from running Windows NT. you will have to rebuild the WINS database on

another computer.
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b To rebuild a WINS server

1. If you can start the original WINS server using MS-DOS, use MS-DOS to make

backup copies of the files in the ‘o‘yrtemroor‘is‘r’STBr‘vBZ‘Cv‘i’lNS directory. lr’

you cannot start the computer with MS-DOS, you will have to use the last

backup version of the WINS database tiles.

IX) . Install Windows NT Server and Microsoft "PCP/1P to create a new WINS server

using the same hard drive location and \tVstemmot directory. That is, if the

original server stored the WINS files on C:‘M’lNl\‘T35\SYSTEM32\.WINS, then

the new WINS server should use this same path to the WINS files.

3. Make sure the WINS services on the new server are stopped, and then use

Registry Porto: to restore the WlNS keys {mm backup files.

4. Copy the WlNS backup files to the \systemrothYSTEMSflWiNS directory.

5. Restart the new, rebuilt WINS server.

Moving the WINS Database
You may find a situation where you need to move a WINS database to another

computer. To do this, follow these. stepe

h To move a WINS database

2. Stop the Windows Internet Name Servioe on the current computer.

2., Copy the ‘iSYSTEhBZKMNS directory to the eew oomputer that has been

configured as 2 W8 server.

Make sure the new directory is under exactly the same drive letter and path as

on the old computer.

If you must copy the files to a differentdirectory, copy WINSMDB, but not
SYSTEMhflZtB. Use the version of SYSTEMMDB created for that new

computerl

3. Stan the Windows Internet Name Service on the new computer. WINS will

automatically use the .MDB and .LQG files copied from the old computer“
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Advanced Configuration Parameters for WINS
This section presents configuration parameters that affect the behavior of WINS

and that can be modified only through Registry Editor. For some parameters WINS

can detect Registry changes immediately. For other parameters, you must restart the
Windows internet Name Service for the changes to take effect.

Caution You can impair or disable Windows NT if you make incorrect changes in

the Registry while using Registry Editor, Whenever possible, use WINS Manager
to make configuration changes, rather than using Registry Editor. if you make

errors while changing values with Registry Editor, you will not be warned, because
Registry Editor does not recognize semantic errors. 

> To make changes to WINS configuration using Registry Editor

1. Run RBGEDT32EXE from File Manager or Program Manager, or at a

command prompt, type start regedt32 and press EN'i‘ER.

When the Registry EditOr window appears, you can press F1 to get Help on how

to make changes in Registry Editor.

2. in Registry Editor, click the window titled HKEY_LOCAL_MACHJNE On
Local Machine, and then click the icons for the SYSTEM subtree until you

reach the appropriate subkey, as described later in this Section.

The following describes the value entries for WlNS parameters that can orrly be set

by adding an entry or changing values in Registry Editor.
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Registry Parameters for WINS Servers
The Regislry parameters for WINS servers are Specified under the following key:

..\SYSTEM\CurrentControl SeuServicesznsWarameters

This subkey lists all the nonreplicallon-related parameters needed to configure a

WINS server. It also contains a \Dalafiles subkey, which lists all the files that

should be read by WINS to initialize or reinitialize its local database.

Dbfilel‘lm

Data lype = REG_EXPAND_SZ

Range 2 per}: name

Default : ‘708yslemRwl%\8ystem32\wlns\wlns.mdb

Specifies the full palh name for Lhe WINS database file.

DOSmlchalaInit

Data type = REG_DWORD

Range = G or 1

Default = G (false~—lhal is, the WINS sewer does am ihirlallze its fiazabase}

If ths parameler is set to a non~zer0 value, the WINS server will milialize ifs
database with records listed in one or more files listed under the \Datafiles

subkey. The mizializellon is done at process invrxalion and whenever a change

is made to one or more values of the \Parameters or \Dalafiles keys (unless the

change is to change the value of DoStaticDamInit 10 0).

The following parameters in this subkey car: he sel using lhe ophoas available in

the WINS Server Configuration dialog box;

legDemiledEvems

LogFilePath

LeggingOu
Refreshlnien'al

RplOnlyWCannm

Tombstouelnterval (extinction interval)

Tombstone’fimeont (exllndion timeout)

Verifylntewal
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Also, the \WinsWammeterstDataflles key lists one or more files that the WINS
server should read to initialize or reinitialize its local database with static records.

It the hill path of the tile is not listed, the directory of execution for the WINS
server is assumed to contain the data file. The parameters can have any names (for

example, DF] or DFZ). Their data types must be nooksz or REGVEXPANDfiZ.
 

important The \Wins‘ePerformance trey contains values used fer WTNS

performance counters that can be viewed in Performance Monitor. These values
should he maintained by the system, so do not change these values. 

Registry Parameters for Replication Partners
The \WinskPanners key has two suhkeys, \Pnll and Wash, under which are suhkeys

for the IF addresses of all push and pull partners, respectively, of the WINS server.

Parameters for Push Partners

A push partner, listed under the \Parlners\Pull key, is one from which a WINS

server pulls replicas and from which it can expect update notification messages. The

following parameter appears under the l? address for a specific push partner. This
parameter can he set only by changing the value in Registry Editor:

Member-Free

Data type = REG‘DWORD

Range = O or 1
Default : None

Specifies the order of precedence for this WINS partner. 0 indicates low

precedence, and 1 indicates high precedence. Notice that dynamically registered
names are always high precedence. When 3 1C name is pulled from this WINS

partner, the addresses contained in it are given this precedence level. The value
can be 0 (low) or 1 (high). Set this value to 1 if this WINS server is sewing a

geographic location that is nearby.
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the following parameters appear under this subltey and can be set in the WlNS

Server Configuration dialog box:

v u\ _ Ar- W‘I
trur :- n u _, -L

..\leiCfi\LUlT€an llLf‘U S't‘tServ tces‘xttins‘ttartrters‘tmt

InitTlmeReplication

CommRetryCount

The following parameters appear under this suoltey and can be set using the

Preterences dialog box;

._\SYSTEMCurreutCootrolSet\Servtces\th5\Partners\Putl\<tp Address>

SpTirrte (Start Time for pull partner default configuration)

Timelnterval (Replication Interval)

For Sp’l‘ime‘ WlNS replicates at the set time if it is in the future {Or that day. After

that, it replicates every number of seCOntls specified by Timelntert’al. If Sp'l‘ime

is in the past for that clay, WINS replicates every number of seconds specified by

Timelnterval, starting from the current time (if luitTtmeReplication is set to l).

n... am-.. 3.... n u my“-..
ratametcta tur run run let:

A pull partner of a WINS server, listed under the \Partrters\Pu3lt key, is one from

which it can expect pull requests to pull replicas and to which it sends update

notification messages. The following parameters appear under this subltey and can

be set using the optiOrts available in the WINS Server Configuration dialog box:

..\SYSTEMCurrentCorttrotSet\Servtces\tfins\Partners\Push

lnit’l‘imeReplicatiort

RplOnAddmssChg

The following parameter appears under this subkey and can be set using the options

availabte in the Preferences dialog box:

..\S‘rSTEtt\CurrentControlSet\$ervices\ttlns\Partners\Push\<tp Address)

UpdateCount
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Planning a Strategy for WINS Servers
The planning issuw for implementing WINS servers are similar to those for

implementing DHCP servers, as described in Chapter 4, “Installing and

Configuring DHCP Servers” Most network administrators will be installing both

kinds of servers, so the planning and implementation tasks will be undertaken

jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers

Planning for Sewer Performance
A WINS server can typically service 1500 name registrations per minute and about

760 queries per minute. There is no built~in limit to the number of records that a

WINS server can replicate or store.

Based on these numbers, and planning for large-scale power outage where many

computers will oorne on line simultaneously, the conservative recommendation is

that you plan to include one WINS server and a backup server for every 10,000

computers on the nenvorlc

TWO factors can particularly enhance WINS server performance. WINS

performance increases almost 25 percent on a computer with two processors. Also,

using NTFE as the file system also improves performance.

After you establish WINS servers in the internetworlt, you can adjust the Renewal

interval. Setting this interval to reduce the numbers of registrations can help tune

server response time. (The Renewal interval is specified in the WINS Server

Configuratiou dialog box.)

Planning Replication Partners and Proxies
In one possrble configuration, one WINS server can be designated as the central

server, and all other WINS servers can be configured as both push partner and pull

partner of this central server. Such a configuration ensures that the WINS database

On each server oomains addressee for every node on the WAN.

Another option is to set up a chain of WINS servers where each server is both the

push partner and pull partner with a nearby WINS server. In such a configuration.

the two servers at the ends of the chain would also be push and pull partners with

each other. Other replication partner configurations can be established for your
site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so

that a limited number of computers are using resources to reSpond to broadcast

name requests.
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Planning Replication Frequency Between Hubs
A major tuning issue for WINS servers is replication frequency. You want

replication to occur frequently enough that any server being down will not interfere

with the reliability of name query responses However, for longer wide area

network (WAN) lengths, yen do not want replication to interfere with network

throughput.

For multiple network hubs intermrmmted by WAN links, replication frequency can

be configured to be low compared to the replication frequency of multiple WENS

servers at a single hub. For long WAN links, infrequent replication ensures that the

links are available to carry client traffic without WINS affecting throughput.

For example, the WAN servers at a central site might be configured to replicate

every 15 minutes. Reolication between WAN hubs of a greater distance might be

scheduled for every 30 minutes, Replication between servers on different continents

might replicate twice a day.

Australia
 

30er , }

Exam pie n! on Enterprise-Wide Configuration for WES Replication
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CHAPTER 6

Setting Up LMHOSTS  
The LMHOSTS file is commonly used on Microsoft networks to locate remote

computers for network file, print, and remote procedure services and for domain

services such as logons, browsing, replication, and so on.

You will want to use LMHOSTS for smaller networks or to find hosts on remote

networks that are not part of the WINS database (since name query requests are not

broadcast beyond the local subnet), lf WINS servers are to place on an

intemetwork, users do not have to rely on broadcast queries for name resolution>

since WINS is the preferred method for name resolution. With WINS servers in ’

place, therefore, LMHOSTS may not be necessary.

This chapter presents the following topics:

- Editing the LMHOSTS file

. Using LMHOS’IS with dynamic name resolution
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Editing the LMHOSTS File
The LMHOSTS file used by Windows NT contains mappings of IP addresses to

Windows NT computer names (which are NetBlOS names). This file is compatible

with Microsoft LAN Manager 2.x TCP/IP LMHOSTS files.

 

You can use Notepad or any other text editor to edit the sample LMHOSTS file that

is automatically installed in the \systemroot\SYSTEM32\DRIVERS\ETC directory.

This section provides some basic rules and guidelines for LMHOSTS.

antes tor LMHQSTS

The following rules apply for entries in LMHOSTS:

I Each entry should be placed on a separate line.

I The IP address should begin in the first column, followed by the corresponding

computer name.

! The address and the computer name should be separated by at least one space or
tab.

I NetBIOS names can contain uppercase and lowercase characters and special

characters. If a name is placed between double quotation marks, it will be used

exactly as entered. For example, "AccountingPDC" is a mixed-case name, and

"HumanRscSr \Ox03" gene ates a name with a special character. 

Note In Microsoft networks, a NetBlOS computer name in quotes that is less

than 16 characters is padded with spaces. If you do not want this behavior, make

sure the quoted string is 16 characters long. 

I The # character is usually used to mark the start of a comment. However, it can

also designate special keywords, as described in this section.
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The keywords listed in the following table can be used in LMHOSTS under

Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBlOS over

TCP/lP name resolution, treats these keywords as comments.)

Lil/[HOSTS Keywords

Keyword

#PRE

#DOM: damn?»

#lNCLUDE <fi1ename>

#BEGINALTERNATE

aEND_ALTERNArE

\UXIIR

Meaning 

Added after an entry to cause that entry to be preloaded

into the name cache. By default, entries are not preloaded

into the name cache but are parsed only after WINS and

name query broadcasts fail to resolve a name. fiPRE must

be appended for entries that also appear in a’lNCLUDE

statements; otherwise, the entry in #INCLUDE is ignored.

Added after an entry to associate that entry with the

domain specified by (domain), This keyword affects how
the Browser and Logon services behave in routed TOP/1P

environments. To preload a #DOM entry, you must also

add the dPRE keyword to the line.

Forces the system to seek the specified <filermme> and

parse it as it it were tom]. Specifying a Uniform Naming

Convention (UNC) <fiiennme> allows you to use a
centralized LMHOST‘S file on a server. it the server is

located outside of the local broadcast area you must add a

mapping for the server before its entry in the #lNCLUDE
section and also append #PRE to ensure that it preloaded.

Used to group multiple #[NCLUDE statements. Any

single successful #lNCLUDE causes the group to
succeed

Used to mark the end of an #lNCLUDE grouping.

Support for nonprinting characters in NetBlOS names.
Enclose the NetBlOS name in double quotation marks

and use \Oxrm notation to specify a hexadecimal value for

the character. This allows custom applications that use

special names to function properly in routed topologies.

However. LAN Manager TCP/IP does not recognize the
hexadecimal format, so you surrender backward

compatibility it you use this feature

Note that the hexadecimal notation applies only to one
character in the name. The name should be padded with

blanks so the special character is last in the suing

(Character 16). 
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The following example shows how all of these keywords are used:

102.54.94.98 localsrv #PRE

1835449437 trey #PRE #Dchznetworking itnet group's PDC

162.56.95.i@2 "appname ifixld“ #speciai app server

1h2.54.94.123 popular #PRE #source server

tBEGIUUERNATE

lilth'LtjDE \‘tiocaisrv‘tpubl‘i<\lmhosts {lane’s LHHGSTS from this server

#lNCLUDE \\trey\publlc\lmhosts lands LtthlS'lS from this server
#END_ALTERNATE

tr: the abov
u on (1)

example:

- The servers named localsrv and trey are specified so they can he used later in

an #lNCLUDE statement in a centrally maintained LMHOST‘S file.

I The server named “appname \0x14“ contains a special character aficr the

15 characters in its name (including the blanks), so its name is enclosed in

double quotation marks

= "the server named popular is preloaded, based on the #PRE keyword.

Guidelines for LMHQSTS

When you use a host table file, be sure to keep it up to date and organized. Follow

these guidelines:

- Update the LMHOSTS tile whenever a computer is changed or removed from
the network.

I Because LMHOSTS tiles are searched one line at a time from the beginning, list

remote computers in priority order, with the ones used most often at the top of

the file, followed by remote systems listed 1‘ n #INCLUDE statements. Finally,

the #PRE entries should be left for the end of the file, because these are

preloaded into the cache at system startup time and are not accessed later. This

increases the speed of Searches {Or the entries used most often. Also, any

comment lines add to the parsing time, because each line is processed

individually.

- Use #PRE statements to preload popular entries and sewers listed in

#lNCLUDE statements into the local computer’s name cache.
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Using LMHOSTS with Dynamic Name Resolution
On networks that do not use WINS, the broadcast name resolution method used by

Windows NT cornputers provides a simple, dynamic mechanism for locating

resources by name on a TCP/lP netwmk

Because broadcast name resolution relies on lP-level broadcasts to locate tesorrrces,

unwanted effects can occur in routed lP topologies. In particular, resources located

on remote subnets do not receive name query requests, because routers do not pass

iP~level broadcasts For this reason, Windows NT allows you to mauualiy provide

computer name and i? address mappings for remote resources via LMHOS’I‘S.

This section describes how the LMHOSTS file can be used to enhance

Windows NT in rented envirouments, This section includes the following topics:

. Specifying remote sen/era in LMHOSTS

I Designating primary domain controllers using #DOM

I Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS
Computer names can be resolved outside the local broadcast area if computer name

and l? address mappings are speci tied in the LMHOSTS file For example, suppose

the computer named ClicotA wants to mnrrect to the computer named ServerB,

which is outside of its tP broadcast area Both Windows NT computers are

configured with Microsoft TCP/IP.

Under a strict b-node broadcast protocol, as defined in RFCs 1001 and 1002,

ClientA‘s name query request for ServerB would fail ”by tuning out), bwse

ServerB is located on a remote subnet and does not reward to ClientA’s broadcast

requests. So an alternate method is provided for name resolution. Windows NT

maintains a limited cache of computer name and W address mappings, which is

initialized at system startup, When a workstation needs to resolve a name, the cache

is examined first and, if there is no match in the cache, Windows NT uses b—node

broadcast name resolution. it this fails, the LM‘HOSTS file is used. If this last

method fails, the name is unraolvcd, And an error message appears
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This strategy allows the LMHOS’TS file to contain a large number of mappings

without requiring a large chunk of static memory to maintain an intreqnently used

cache. At system startup, the name cache is preloaded only with entries from

Lit/{HOSTS tagged with the #PRE keyword. For example, the LMHOSTS file could

contain the following:

162.54.94,9l accounting #accounttng server

162.84.94.94 payroll #payroll server

162.56.§4.97 stocknuote deRE Sstock quote server

162.54.94il02 printqueue #prtnt server in Bldg 18

in this example, the sewer named Stockqnote is preloaded into the name cache,

because it is tagged with the #?RE keyword. Entries in the le’lltOSTS file can

represent Windows NT Workstation computers, Windows NT Server computers,

LAN Manager servers, or Windows for Worlt'goaps 3.11 cementers no ting

Microsoft TCP/IP. There is no need to distinguish betwoen different platforms in
LMHOSTS.
 

Note The Windows NT tag #PRE allows backward compatibility-with LAN
Manager 2.x LMHOSTS files and offers added flexihility in Windows NT. Under

LAN Manager, the ti character identifies a comment, so all characters thereafter are

ignored. But #PRB is a valid tag for Windows NT‘  

In the above example, the sewers named accounting, payroll, and printqueue

would be resolved only after the cache entries failed to match and after broadcast

decries failed to locate them. After nonpreloaded entries are resolved, their

mappings are cached for a period of time for reuse.

Windows NT limits the preload name cache to 100 entries by default This limit

only affects entries marked with #PRE. If you specify more than 100 entries, only
the first 100 #PRE entries will be preloaded. Any additiorial #PRE entries will be

ignored at starth but will be resolved when the system parses the LMHOSTS file
after dynamic resolution fails.

Finally, yon can reprime the name cache by using the nhtstat -Rcornmand to purge
and reload the name cache, reread the LMHOSTS file, and insert entries tagged

with the #PRB keyword. Use nhlstat to remove or coined preloaded entries that

may have been mistyped or any names cached by successful broadcast resolution.
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Designating Domain Controllers Using #DOM
The most common use of LMHOSTS is for locating remote servers for file and

print services. But for Windows NT, LMHOSTS can also be used to find domain

controllers running TCP/lP in routed environments. Windows NT primary domain

controllers (PDCs) and backup domain controllers (BDCS) maintain the user

account security database and manage other network-related services Because

large Windows NT domains can span multiple lP subnets, it is possible that routers

coutd separate the domain comroilers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOS’KS film to distinguish a Windows NT

domain controller from a Windows NT Workstation computer, a LAN Manager

server, or a Windows for Workgroups computer. To use the #DOM tag, follow the

name and 1? address mapping in LMHOSTS with the #DOM keyword, a colon, and

the domain in which the domain controller participates. For example

192.54.94.97 treydc tiDOtt:treycorp #The treycorp PDC

Using the #DOM keyword to designate domain controllers adds entries to a Special

internet group name cache that is used to limit internetwork distribution of

requests intended for the local domain controller. When domain controller activity

such as a logon request occurs, the request is sent on the special intemet group

name. in the local lP-broadcast area, the request is sent only once and picked up by

any local domain controllers. However, if you use #DOM to specify domain

controllers in the LMHOSTS tile, Microsoft TCP/lP uses datagrams to also

forward the request to domain controllers loaded on remote subnets.

Examples of such domain con troller activities include domain controller pulses

i:used for account database synchronization), iogon authentication, password

changes, master browser list synchrouization, and other domain management
activities
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For domains that span subnets, LMHOSTS files can be uSed to map imperial

members of the domain using #DOM. The following lists some guidelines for doing
this.

t For each local LMHOSTS file on a Windows NT computer that is a member in

a domain, there should be dDOM entries for all domain controllers in the

domain that are located on remote subnets. This ensures that logon

authentication, password changes browsing, and so On all work properly for the

local domain. These are the minimum entries necessary to allow a Windows NT

system to participate in a Windows networking internetwork.

- For local LMHOSlS files on all servers that can be backup domain controllers,

there should be mappings for the primary domain controller’s name and I?

address. plus mappings for all other backup domain controllers. This ensures

, that promoting a backup to primary domain corriroller status does not affect the

ability to offer all services to members of the domain

I if trust relationships exist between domains, all domain controllers for all trusted
domains should also be listed in the local LMHOSTS file.

I For domains that you want to browse from your local domain, the load

LMHOSTS files should contain at least the name and I? address mapping for

the primary domain controller in the remote domain. Again, backup doma'm

controllers should also be included so that promotion to primary domain

controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer- than 20 domains, 3 single common

LMHOS'lS file usually satisfies all workstations and servers on the internetwork.

To achieve this, systems should use the Windows NT replicator service to maintain

synchronized local copies of the global LMHOS’TS or use centralized LMHOSTS

files as described in the following section.
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Names that appear with #DOM in LMHOSTS are placed in a Special domain name

list in NetBlOS over TCP/lP. When a datagram is sent to this domain using the
DOMAJN<IC> name, the name is resolved first via WINS or broadcast. The

datagram is then sent to all the addresses on the list from LMHOSTS, and there is
also a broadcast on the local subnet.

lmpotlanl To browse across domains, for Windows NT Advanced Server 3.l and

Windows NT3.], each computer must have an entry in its LMHOSTS tile for the

primary domain controller in each domain. This remains true for Windows NT

version 35 clients, unless the Windows NT Server computer is also version 35

and, optionally, offers WINS name registration.

However, you cannot add an LMHOS'IS entry for a Window NT Server that is a

DHCP client, because the IP address changes dynamically. To avoid problems, any
demain controllers whose names are entered in LMHOSTS tiles should have their

lP addresses reserved as static addresses in the DHCP database rather than running
as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusred

domains should be upgraded to version 35, so that browsing across domains is

possible without LMHOS’IS.   

Using Centralized LMHOSTS Files
With Microsoft "PCP/1P! you can include other LMHOSTS files frorri local and

remote computers. The primary LMHOSTS file is always located in the

lsyslemrooASYSTEM32‘tDRlVERSXETC directory on the local computers. Most

networks will also have an LMHOSTS file maintained by the network

administrator, so administrators should maintain one or more global LMHOSTS

files that users can rely on. This is done using #lNCLUDE statements rather than

copying the global tile locally. Then use the replicator service to distribute multiple

copies of the global file($) to multiple servers for reliable access.
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To provide a redundant list of sewers maintaining copies of the same leiHOSTS

file, use the #BEGIN_ALTERNATE and #END_ALTERNATE keywords. This is

known as a block inclusion, which allows multiple servers to be searched for a

valid copy of a specific file. The following example shows the use of the

#INCLUDE and #_ALTERNATE keywords to include a local LMHOSTS file (in

the C:\PRlVATE directory): '

102.54.94.97 treydc #PRE #DOttztreycorp #prtmary DC

lu2.54.94.99 treybdc #PRE #00M:treycorp #backup DC in domain

192.54.94.98 localsvr #PRE #BOM:treycorp

#INCLUDE c:\prtvate\lmhosts #tnclude a local lmhosts

#8EGlN_ALTERNAT£

#INCLUDE \\treydc\public\lmhosts #source for global file

{ilNCLUDE \\treybdc\public\lmhosts #backup source

illNCLUDE \\localsvr\public\lmhosts #backup source
#ENDfiALTERNATE

important This feature should never be used to include a remote file from a

redirected drive, because the LMHGSTS tile is shared between local users who

have different profiles and different logon scripts, and even on single-user systems,

redirected drive mappings can change between iogon sessions. 

in the above example, the servers treydc and treybde are located on remote

subne ts from the computer that owns the file. The local user has decided to include

a list of preferred sewers in a local LMHOSTS file located in the C:\PRIVATE

directory. During name resolution, the Windows NT system first includes this

private file, then gets the global LMHOSTS file from one of three locations:

treydc, treybdc, or localsvr. All names of servers in the #lNCLUDE statements

must have their addresses preloaded using the #PRE keyword; otherwise, the

#INCLUDE statement will be ignored.

The block inclusion is satisfied if one of the three sources for the global LMHOSTS
is available and none of the other sewers are used. If no server is available, or for

some reason the LMHOSTS file or path is incorrect, an event is added to the event

log to indicate that the block. inclusion failed.
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Using the Microsoft
FTP Server Service  

The Microsoft Fl? Server service allows other computers using the FTP utility to

connect to this computer and transfer files. The FTP Server service supports all

Windows NT ftp client commands. Non—Microsoft versions of FTP clients may

contain commands that are not supported. The FTP Server Service is implemented

as a multithreaded Win32 service that complies with the requirements defined in

Requests for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model.

Users connecting to the FTP Server service are authenticated based on their

Windows NT user accounts and receive access based on their user profiles. For
this reason, it is recommended that the FTP Server service be installed on an

NTFS partition so that the files and directories made available via FT? can be
secured.

Caution The Fl”? Server protocol relies on the ability to pass user passwords over

the network without data encryption. A user with physical access to the network

enuld examine user passwords during the FTP validation process. 

The following topid are included in this chapter:

I installing the FTP Server service

I Configuring the FTP Server service

I Administering the FTP Server service

- Advanced configuration parameters for FTP Server service

For information about using performance counters to monitor FTP Server traffic,

see Chapter 8, “Using Performance Monitor with TCP/[P Services.”
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installing the FTP Server Service
These procedures assume that you have installed any necessary devices and device
drivers.

03?! You must be logged an as a member of the Administrators group {or the local
oomputer to install and configure the FTP Server service

b To install the FTP Server service

l. Choose the Network optio" it: Cont“ panel.
uvu uvl A u

2. in the Network Settings dialog box, choose the Add Sofiware button to display

3. in the Network Software box, select TCP/l? Protocol And Related Components;
and then choose the Conlihue button‘ When the Windows NT TCP/i?

installation Options dialog box appears, check the FTP Server Service option,
and then choose the OK button.

4‘ When the message prompts you to confirm that you are familiar with FTP
sorority, choose the Yes button to condone with FTP Server SCWiCE installation.

,- Windows N? ,

[maelsmfimmdmfimmmflylomwu
wflmmmkdmwom A
wfihphyiicalacemtommk-qbuaahlo
am ms' panned: thing FTP vaidatim Am you
menu «and in continue? 

5. When prompted for the full path to the Windows NT distribution film, provide

the appropriate location, and then choose the Cominue button.

6. After the necessary files are copied to your computer, the FTP Service dialog

box appears so that you can continue with the configuration procedure as

described in the next section The FTP Server service must be configured in

order to operate.

Note For disk partitions that do not use the Windows NT tile system (NUS),

you can apply simple readfwrite security by using the FTP Server tool in the
Control Panel as described in the following section.
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Configuring the FTP Server Service
After the FTP Server service software is installed on your computer, you must

configure it to operate. When you configure the FTP Server service, your settings

result in one of the following:

No anonymous FTP connection allowed. In this case, each user must provide a

valid Windows NT usemame and password. To configure the FTP Server

service for this, make sure the Allow Anonymous Connection box is cleared in

the FTP Service dialog box.

Allow both anonymous and Windows NT users to connect. In this case, a user

can choose to use either an anonymous connection or a Windows NT usemame

and password. To configure the FTP Server service for this, make sure only the

Allow Anonymous Connection box is checked in the FTP Service dialog box.

Allow only anonymous FTP connections. In this case, a user cannot connect

using a Windows NT usemame and password. To configure the FTP Server

service for this, make sure both the Allow Anonymous Connections and the

Allow Anonymous ConnectionsOnly boxes are checked in the FTP Service

dialog box

If anonymoas connections are allowed, you must supply the Windows NT usemame

and password to be used for anonymous FTP. When an anonymous FTP transfer

takes place, Windows NT will check the usemame assigned in this dialog box to
determine whether access is allowed to the files.
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5 To configure or reconfigure the FTP Server service

i. The FTP Service dialog box appears automatically after the FTP Server service

software is installed on your mmputer.

—Or—

if you are reconfiguring the FTP Server service, choose the Network option in
Coutrol Panel. to the Installed Network Software box‘ select FTP Server, and

then choose the Configure button.
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The FTP Service dialog box displays the following options:

Item Description

Maximum Connections Specifies the maximum number of FTP users who can

connect to the system simutmneouslyi The default value is
28; the maximum is 50. A value of 0 means no maximum1

that is an unlimited number of simultaneous users

When the specified numb-er of concurrent users are logged
onto the FTP server, any subsequent attempts to connect

will receive messages defined by the administrator. For

information about defining custom messages, see

“Advanced Configumtion Parameters for Fl"? Server

Servioe” later in this chapter. ’

idle Timeout Specifies how many minutes an inactive user can remain
connected to the FTP Server service. The default value is

it) minutes; the maximum is 60 minutes, if the value is 0,

users are never automatically disconnected
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Item Description

Home Directory Specifies the initial directory for users.

Allow Anonymous Enables users to connect to the FTP Server using the user

Connections name anonymous (or ftp, which is a synonym for

anonymous), A password is not necessary, but the user

will be prompted to supply a mail address as the

password. By default, anonymous connections are not

allowed. Notice that you cannot use a Windows NT user
account with the name anonymous with the FTP Server.

The anonymous user name is reserved in the FT? Server

for the anonymous logon function. Users logging on with

the usemame anonymous receive permissions based on

the FF? Server configuration for anonymous logons.

Username Specifies which local user account to use for FTP Server

users who log on under anonymous. Access permissions
{or the anonymous FTP user will be the same as the

specified local user account. The detault is the standard

Guest system account. It you change this you must also

change the password.

Password Specifics the password for the user account specified in
the Usemame box.

Allow Only Anonymous Allows only the user name anonymous to be accepted.

Connections This option is useful if you do not want users to log on
using their own user names and passwonis because FTP

passwords are unencrypted. However, all users will have

the same access privilege, defined by the anonymous

account. By default, this option is not enabled.

'2. Default values are provided for Maximum Cunnections. idle TimeOut. and

Home Directory. Accept the default vaium, or change values for each field as
necessary.

3. Choose the OK button to close the FTP Service dialog box and return to the

Network Settings dialog box.

4. To complete initial Fl“? Server service installation and configuration, choose the
OK button.

A message reminds you that you must restart the computer'so that the changes

you made will take effect

Note When you first install the FTP Server service, you must also complete the

security configuration as described in the following procedure for users to access

volumes on your computer.
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> To configure FF? Server security

1. After the FTP Server has been instailed and y0u have restarted Controt Panel,

start the FTP Server eptiea L13 COMO! Panel. Winrjows NT Server users can. also

use lhe FTP menu in Server Manager.

’nPUserSessmn-s .r ,, ., . ,.

142.124.3625
3421,2413.
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3. in the Partition box of the FTP Server Security dialog box. select the drive letter

you want to set security on, and then check the Allow Read or Allow Write

check box, or both check boxes, depending on the security you want for the

selected partition.

Repeat this step for each partition.

Setting these permissions will affect all files across the entire partition on tile

allocation table (FAT) and high—performance file system (HPFS) partitions. On

NTFS partitions, this feature can be used to remove read or write access (or

both) on the entire partition.

Any restrictions set in this dialog box are enforced in addition to any security

that might be part of the file system. That is, an administrator can use this dialog

box to remove permissions on specific volume: but cannot use it to grant

permissions beyond those maintained by the file system. For example, if a

partitiOn is marked as readonly, no one can write to the partition via FTP

regardless of any permissions set in this dialog box.

4. Choose the OK button when you are finished setting security access on

partitions.

The changes take effect immediately. The FTP Server service is now ready to
operate.

Administering the FTP Server Service

@ After initial installation is complete, the FTP Server service is automatically started
m 5M in the background each time the computer is started Remote computers can initiate

an FTP session while the FTP Server service is running on your Windows NT

oornputer. Both computers must be running the TCP/lP protocol.

You must be logged on as a member of the Administrators group to administer the
FTP Server.

Remote users can connect to the FTP Server using their account on the FTP Server,

an account on the FTP Server’s domain or trusted domains (Windows NT Server

only), or using the anonymous account if the WP Server service is configured to

allow anonymous logons.

When making any configuration changes to the FTP Server (with the exception of

security configuration), you must restart the FTP Server by either restarting the

COrnpuler or manually stopping and restarting the server, using the net command or
Services icon in Control Panel.
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b To start or stop the FTP Server service

6 Use the Services option in Control Panel, or at the command prompt use the

mmmands net stop llpsvc followed by net Start l‘tpsvc.

Restarting the service in this way disconnects any users presently connected to the

FTP Server withom warning—so use the FTP Server option in Control Panel to

determine if any users are connected. Pausing the FTP Server (by using the Services

option in Control Panel or the net pause command) prevents any more users from

connecting to the FTP Server but does not disconnect the currently logged on usem.
This feature is useful when the administrator wants to restart the server without

disconnecting the current users. After the users disconnect on their own, the

administrator can safely sutd wn the server without worrying that users will. lose

worlc When attempting to connect to a Windows NT FTP Server that has been

paused, clients receive the message “421 ~ Service not available, closing control
connection.”

Using FTP Commands at the Command Prompt
When you install the b tr service, a set of ftp commands are automatically installed

that you can use at the command pmmpt. For a ummary list of these commands,

see the llp entry in Chapter 11, “Utilities Reference.”

i

b To get help on ftp commands

l. Double-click the Windows NT Help icon in the Program M nager group.

2. in the Windows NT help window, click the Command Reference Help button.

3. Click the ftp commands name in the Commands window.

4
. Click an ftp command name in the Command Reference window to see a ,

description of the command, plus its syntax and parameter definitions.

Managing Users
Use the FTP Server option in Control Panel to manage users connected to the FTP

Server and to set security for each volume on the FTP Server. For convenience on

Windows NT Server computers, the same dialog box can be reached from Server

Manager by choosing the FTP menu command.

in the FTP User Sessions dialog box, the Connected Users box displays the names

of connected users, their system’s IP addresses, and how long they have been

connected. For users who logged on using the anonymous user name) the display

shows the passwords used when they logged on as their user names. if the user

name contained a mail host name (for example, emesta@trey-research.com) only

the username (emata) appears. Anonymous users also have a question mark (?)

over their user teens. Users who have been authenticated by Windows NT security

have no question mark.
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The FTP Server allows you to disconnect one or all users with the disconnect

battens. Users are not warned it you disconnect them.

The FTP Server displays users’ names as they connect but does not update the

diSplay when users disconnect or when their connect time elapses. The Refresh

button allows you to update the display to show only users who are currently
connected.

Choosing the Secunty button displays the FTP Service Security dialog box, where

you can set Read and Write permissions for each partition on the FTP Server, as

described earlier in this chapter. You must set the permissions for each partition

you want FTP users to have access to. it you do not set partition parameters, no

users will be able to access files. If the partition uses a secure file system, such m

NTFS, tile system restrictions are also in effect.

in addition to F1? Server partition security, it a user toga on using a Windows NT

account, access permissions for that account are in effect.

Controlling the FTP Server and User Access
A network administrator can control several of the FTP Server configuration

variables. One such variable, Maximum Comedians, can be Set by using the

Network option in Control Panel to define a value beMeen 0 and 50. Any value

from 1 to 50 restricts concurrent FTP sessions to the value specified. A value of 0

allows unlimited connections to be established to the FTP Server until the system

exhausts the available memory.

You can specify a custom message to be displayed when the maximum number of
concurrent connections is reached. To do this, enter a new value for

ManCticntsMessage in the Registry, as described in “Advanced Configuration

Parameters for FTP Server Service” later in this chapter.

Annotating Directories
You can add directory descriptions to inform FTP users of the contents of a

particular directory on the server by creating a file called ~FTPSVC~.CKM in

the directory that you want to annotate. Usually you want to make this a hidden file

so directory listings do not display this file. To do this, use File Manager or type the

command attrib +h ~ftpsvc~.ckm at the command prompt.

Directory annotation can be toggled by FTP users on a user~by~user basis with a

built-in, sitecpecific command called don. On most FTP client implementations

(including the Windows NT FTP client), users type a command at the command

prompt similar to quote site ckm to get this effect.

You can set the default behavior for directory annotation by setting a value for

AnnotateDirectorios in the Registry, as described in “Advanced Configuration

Parameters for FTP Server Service" later in this chapter.
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Changing Directory Listing Format
Some FTP client software makes assumptions based on the formatting of directory

list information. The Windows NT FTP Server provides some flexflrilily for client

software that requires directory listing similar to UNIX systems. Users can use the

oorrunand dirstyle to toggle directory listing format between MS-DOS—style (the

default) and UNIX-style listings. On most FTP client implementations (including

the Windows NT Fl“? client), users type a command at the command prompt

similar to quote site dirstyle to get this effect.

You can set the default style for directory listing format by setting a value for

MsDosDirOutput in the Registry, as described in “Advanced Configuration

?arameters for Fl“? Server Service” later in this chapter.

Customizing Greeting and Exit Messages
You can create customized greeting and exit messages by setting values for

GreelingMessage and ExitMessage in the Registry, as described in “Advanced

Configuration Parameters for FTP Server Service” later in this chapter. By default,

these value entries are not in the Registry, so you must add them to atstornize the

message text.

Greeting and exit messagfi are sent to users, when they connect or disconnect from

the Fl P Server. When you create custom messages, you can add multiline messages
(V; "flu-r nhnim
us fix; unu w.

Logging FlP Connections
You can log incoming FTP connections in the System event log by setting values

for IogAnonymous and LogNonAnnnyrnous in the Registry, as described in

“Advanced Configuration Parameters for PT? Server Service” later in this chapter,

By default, these value entries are not in the Registry, so you must add them to tog

incoming connections.

You can Specify whether event log entries are made {or both anonymous and

nonanonymous users connecting to the FTP Server. You can view such entries in

the System event log by using Event Viewer
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Advanced Configuration Parameters tor
FTP Server Service

This section pments configuration parameters that affect the behavior of the FTP

Server service and that can be modified only through Registry Editor. After you

modify any of these value entries, you must restart the FTP Server service for the

changes to take effect.
 

Caution You can impair or disable Windows NT if you make incorrect changes in

the Registry while using Registry Editor. Whenever possible, use administrative

tools such as Control Panel to make configuration changes, rather than using

Registry Editor. If you make errors while changing values with Registry Editor, you

will not be warned, because Registry Editor does not recognize semantic errors. 

) To make change to the FTP Server service configuration using Registry
Editor

1. Run REGED’BZEXE from File Manager or Program Manager, or at a

command prompt, type start regedt32 and press FMER.

When the Registry Editor window appears, you can press F1 to get Help on how

to make Changes in Registry Editor.

2. to Registry Editor, click the window titled HKEYJDCALMACHINE On

Local Machine, and then click the icons for the SYSTEM subtree until you

reach this subkey:

..\SYSTEmCurrentCOntrotSet\$ervtces\ftpsvctParaneters

All of the parameters described here are located under this Registry subkey.

Page 183 of 290 Cisco—— Exhibit 1003



1.58 ICPIIP

The following describes the value entries for FT? Server service pmmeters that

can only be set by adding an entry or changing their values in Registry Editor.

These value entries do not appear by default in the Registry, so you must add an

enuy if you want to change its default value.

An nutsteDirectories

Data type : REG_DWORD

Range = O or t

Default : 0 (false—«that is, directory annotation is off)

This value entry defines the default behavior of directory annotation for newly

connected users. Directory descriptions are used to inlomt FTP users of the

contents of a directory on the server. The directory description is saved in a file

named ~FTPSVC~CKM which is usually a hidden file. When this value is 1,

directory annotation is on.

ExitMessage

Data type : REG_SZ

Range = String

Gefault : “Goodbye.“

This value entry defines a signofl message that will be sent to FTP clients upon

receipt of a quit command

GreetingMessage

Data type = REG_MULT\_SZ

FQnge = String

Default : None (no special greeting message)

This value entry defines the message to be sent to new clients after their
accounts have been validated. In accordance with Internet behaviori if the client

logs on as anonymous and specifies an identity that starts with a minus sign (—},

this gteeling message is not sent

IogAnonymous

Data type = R£G_DWORD

Range = 0 or 1

Default : 0 (false—that is, do not log successful anonymous logons)

This value entry enables or disables logging of anonymous logons in the System

event log

LogNonAnonymous

Data type = RBG_DWORD

Range 2 0 or 1

Default : 0 (false—that is, do not log successful nonanonymous logons)

This value entty enables or disables logging of nonanonymous logons in the

System event log.
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LngFileAccess

Data type = REGADWORD

Range : O or 1

Default = 0 (do not log file accesses to Fl'PSVC. LOG)

if this value is non-zero, all file accesses are logged to the file FTPSVCLOG in

the service’s current directory (typically \syszemroodSYSTEMBQ). For each file

Opened by the FTP Server, FTPSVCLOG will contain a single line entry in the

following format:

IPAddress username action path date_rime

n ip_oddrers is the client computer‘s 1P address

I username is the user’s name (or password for anonymous logons)J) a

I action is either “opened, created,” or “appended”

. path is the fully qualified path of the file acted upon

I dare_rime is the date and time the action took place

Entries are also written to the log whenever the FTP Server starts or stops. For

example:

“*HH'HHH FlP SERVER SERVlCE STARTING Fri Apr 29 10:28:49 1994

11.181.199173 deveo opened d:\tmp\tst.hat Fri Apr 29 10:29:42 1994

11.191.l99.173 daveo created d:\tmp\new.txt Fri Apr 2910:3015 1994

11.161.199.173 daveo appended d:\tmp\neu.txt Fri Apr 29 16:33:64 1994
*"*********’* FTP SERVER SiRVlCE STOPPIRG Fri Apr 29 10:33:98 1994

LowereaseFilos

Data type = neopwono

Range = 0 or 1

Default : 0 (do not map filenarnes to lowercase)

if this value is nonzero, all filenames returned by the list and nlst commands

will be mapped to lowercase for noncasepreserving file systems. This mapping

only occurs when a directory listing is requested on a nontrasepreserving file

system. If this value is 0, case in all filenames will be unaltered. Currently, FAT

is the only noncase-preserving file system supported under Windows NT, so this

flag has no effect when retrieving listings on HPFS or NTFS partitions.

MaxClientsMeisage

Data type = REG_SZ

Range = String
Default = "Maximum clients reached, service unavailable.“

This value entry specifies the message to be sent to an FTP client if the

maximum number of clients has been reached or exceeded. This message

indicates that the server is refusing additional clients because it is currently

servicing the maximum number of connections (as specified in the FTP Service

dialog box or the MaxConnecfions value in the Registry).
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MsdosDirCutput

Data type : R£G_DWORD

Range = 0 or 1

Default : l (true—that is, directory listings will look like MS-DOS)

This value entry specifies the default behavior for whether the output of the list

command will look like the outputof the M3008 dir mmmand or the output of

the UNIX is command. This value also controls the direction of slashes in paths

sent by the owd command.

When this value is 1, directory listings will look like MS~DOS listings, and the

path will contain backward slashes (\). if this value is 0, listings will look like

UNIX listings, and the path will c0ntain forward slashes U).

The foilowing Registry parameters can be set using the options available when

configuring the FTP Server service in the Network Settings dialog hos:

AllowAno nymous

AnonymousOnly

AnonymousUsemame
ConnectionTimemt

HomeDireet/ory
MaxConnoctious

The following Registry parameters can be set using the options availahie when you

select the FTP Server icon in Control Panel and then choose the Secuiity button:

ReadAccessMask

WriteAccessMnsk

The ranges of values that can be entered for these parameters in Registry Editor are

the same as those described in the related dialog boxes earlier in this chaptet‘ You

should use Only the FTP Server service dialog boxes to set these values.
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Using Performance Monitor with
TCPIIP Services  

This chapter describes the performance counters that can be charted in Performance

Monitor so you can track performance of the iP protocols, FTP Server service
traffic, and WINS servers.

The performance counters are described in the following topics in this chapter.

I Using Performance Monitor with TCP/iP

I Monitoring TCP/ii’ performance

I Monitoring FTP Server service traffic

I Monitoring WINS server performance

important To use the TCPZIP performance counters in Performance Monitor, you

must install the SNMP service, as described in Chapter 2. “Installing and

Configuring Microsoft TCP/[P and SNMP.”
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Using Performance Monitor with TCPIIP
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to track performance.

> To use Performance Monitor with TCP/IP

l. in the Administrative Tools group in Program Manager, double—click
Perfonrtance Monitor.

2 {5mm llw Edit mpnn chm Arlrl Tn (”hart. u“: “w m... mum, “WNW r \uv «1 WM”.

 ' Jalgihdflrtlut .Q; ’ '
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3. In the Computer list in the Add To Chart dialog box‘ select the computer you
want (0 monitor.

4. in the Object list, select the TCP/‘W-related process you want to monitor: lt'l‘l’
Server, ECMP, lP, Network lnterfaco, TCP, UDP. 0r WINS Server.

in tho Counter list, select the counters you want to monitor for each procw, and
then choose the Add button.

vi

For information about each counter, choose the Explain button. or soc the

definition tables later in this chapter.

6. When you have selected all the counters you want for a particular chart. cher
the Done button.

For more inlormation about using Pertonnartce Monitor, see Chapter l9.

“Performance Monitor," in the Windomfv'?‘ Server System Guide.
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lCMP perfonnanoe counter

Received Address Mask Reply

Received Destination

Unreachable

Received Echo Reply/Senorid

Received ELM/Second

Received Parameler Problem

Received RedirchSeoond

Received Source Quench

Received Time Exceeded

Received Timesmmp

Reply/Second

Received fimesrnmn/Second

Sent Address Mask

Sent Address Mask Reply

Sen? Deslinaiion Unreachable

Sent Echo Reply/Second

Sent Echo/Second

Sent Parameter Problem

Scnl Redireci/Second

Sem Source Quench

Sent Time Exceeded

Sen! Timeslamp Replnyecond

Sem Timeslamp/Second
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Meaning

The number of lCMP Address Mask Reply messages
received.

The number of lCMP Destination Unreachnble

messages received.

The rate of ICMP Echo Reply messages received.

The rate of ICMP Echo messages received.

The number of ICMP Parameter Problem messages
received.

The rate of ICMP Redirect messages received.

The number of lCMP Source Quench messages
received.

The number of lCMP Time Exceeded messages
received

The rate of lCMP Timestnmp Reply messages received.

The rate of iCMP Timesiamp (request) messages
received.

The number of lCMP Address Mask Request messages
seal.

The number of ICMP Address Mask Reply messages
sent.

The number of lCW Desiinalion Unreachable

messages sent.

The rate of ICMP Echo Reply messages semi

The rare of lCMP Echo messages sent.

The number of [CMP Parameter Problem messages
sent.

The rate of lCMP Redirect massages sent

The nnmber of lCMP Source Quench messages sen}.

The number of lCMP Time Exceeded messages seni.

The rate of ICMP Tamestarnp Reply messages sent.

The rare of [(3th Timesramp (request) messages senL

Cisco —- Exhibit 1003



Chapter 8 Using Performance Monitor with TCPllP Services 175

IP Performance Counters

The 1? Object Type includes those counters that describe the rates that Internet

Protocol (1?) datagrarns are received and sent by a certain computer using the IP

protocol. it also dmibes various error counts for the [P protocols

lP performance counter

Dalagrarns
Forwardedeccond

Datagrams Outbound
Discarded

Datagrarns Outbound No
Route

Datagtarns Received
Address Errors

Datagrarns Received
Delivered/Second

Datagtams Received
Discarded

Datagrams Received Header
Errors
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Meaning

The rate of input datagrams for which this entity was not
their final 1? destination that resulted in an attempt to tind
a route to forward them to that final destination. in entities

that do not act as l? Gateways, this rate will include only

those packets that were Source-Rooted via this entity,

when the Source-Route option processing was successful,

The number of output 1? datagrarns for which no problems

were encountered to prevent their transmission to their
destination, but which were discarded (for example for

lack of buffer space.) This counter would include

datagrttrns counted in Datagrams Forwarded if any such

packets met this (discretionary) discard criterion.

The number of IP datagmrts discarded because no route
could be found to transmit them to their destination. This

counter includes any packets counted in Datagtarrts
Forwarded that meet this “no route” criterion

The number of input datagrarns discarded because the IP
address in their lP header‘s destination field was not a

valid address to be received at this entity. This count

includes invalid addresses (for example, 0.0.0.0) and

addreges of unsupported Classes (for example, Class E).
For entities that are not i? gateways and therefore do not

forward datagrarns, this counter includes datagrams
discarded because the destination address wig not a lounl

address

The rate at which input datagrams are successfulty

delivered to I P user protocols (including lCM P).

The number of input ll? datagrarns for which no problems
were encountered to prevent their continued processing,
but which were discarded (for example for lack of butter

space). This counter does not include any datagrams

discarded while awaiting reassembly.

The number of input datagtams discarded because of

errors in their 1? headers including bad checksums,
version number mismatch, other format errors time-to-live

exceeded, errors discovered in processing their ll> options,
and so on.
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[P performance counter

Datagrams Received
Unknown Protocol

Datagrams Received/Second

Datagrams Sent/Second

Datagrams/Second

Fragment Re-assembly
Failures

Fragmentation Faiiures

Fragmented

Datagrams/Second

Fragments Created/Second

Fragments
Re-assembled/Seeond

Fragments Received/Second
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Meaning

The number of locally addressed datagrams received
successfully but discarded because of an unknown or

unsupported protocol.

The rate at which [P datagrams are received from the

interfaces, including those in error.

The rate at which [P datagrams are supplied to [P for

transmission by local [P user protocols (including lCMP).
This counter does not include any datagrams counted in

Datagrams Forwarded.

The rate at which [P datagrams are received from or sent

to the interfaces, including those in error. Any forwarded
datagrams are not included in this rate.

The number of failures detected by the IP reassembly

algorithm (for whatever reason: timed out, errors, and so

on). This is not necessarily a count of discarded [P

fragments, because some algorithms (notably RFC 8l5)
can lose track of the number of fragments by combining

them as they are received.

The number of [P datagrams that have been discarded

because they needed to be fragmented at this entity but

could not be, for example, because their "Don‘t Fragment"
flag was set.

The rate at which datagrarns are successfully fragmented
at this entity.

The rate at which [P datagrum fragments have been

generated as a result of fragmentation at this entity.

The rate at which [P fragments are successfully
reassembled.

The rate at which [P fragments that need to be

reassembled at this entity are received.

.1hid-z"?
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Network Interface Performance Counters for TCPllP

The Network interface Object Type includes those counters that describe the rates

at which bytes and packets are received and sent over a network TCP/lP
connection. lt also describes various error counts for the same connection.

Network Interface counter Meaning 

Bytes Received/Second

Bytes Sentt‘Second

Bytes Total/Second

Current Bandwidth

Output Queue Length

Packets Outbound Discarded

Packets Outbound Errors

Packets Received Discarded
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The rate at which bytes are received on the interface

inciuding l'ruming characters.

The rate at which bytes are sent on the interface. including

framing characters

The rate at which bytes are sent and received on the

interface, inciuding training charucters.

An estimate of the interl‘ace‘s current bandwidth in bits

per second (bps), For interfaces that do not vary in
bandwidth or for those where no accurate estimation can

he made. this value is the nominal bandwidth.

The length at the output packet queue (in packem.) ll this

is longer than 2, delays are being experienced and the
bottleneck nhoutd he found and eliminated it ptmiblc.

Since the requests are queued by NDlS in this

implementation this will always be it

The number of outbound packets that were chosen to be

discarded even though no errors had been detemed to

prevent their being transmitted, One possible reason tor

discarding such a packet could be to tree up bu t’ter space

The number of outbound packets that could not be
transmitted because of errors.

The number of inbound packets that were chosen to be

discarded even though no errors had been detected to

prevent their being deliverable to a ltigher‘iaycr protocol
One possible reason for discarding such a packet enuld be

to free up buffer space.
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Network Interface counter Meaning 

Packets Received Errors

Pnckets Received Non~

UnicasifSecond

acxets Rwived

Unicag/Sécond

Fackots Received Unknown

Packets Roceivedewomd

Packets Sem Non-

Uniting/Second

Packnzs Sam UnicasvSocond

Packets SenU'Seoond'

PackelsfSecond
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The number of inbound packers ihat contained mum

preventing mam from being deliverabie to a higher-layer

protocol.

The rate at which non-unicass (that is, subnct broaden.“ or

submit muiricast) packets are delivered to a highcr-lnycr

protocol.

The. rate a: which (submit) unicas: packets are dciivcrad m

a higher-33m protmoi.

The number of packets received via the interface ma: war:

(3: "sided Wwoam of an unknown or unsu fitted prawn]

The rate at which packeis are waived on me netwoi
interim.

The rate a: which packers are rcquasted to be iransmincd

to non-unicast (lira! is, subncl broadcast or subnet

multicast) addresses by higher-level protocois. The was

inciudcs the packers thaz were discarded or no! 5an

The rate a: which packezs are requested to be transmitted
to snbnei-unicasr moms by higher-3cm protocois Tnc

{are includes the packets that was: d'scarded or not 5an

The rate at which packets are sent on the rim/mi:
imen‘am

The rare as which packets are sent and meived on the
network interface‘  

(

33,'39
3?§.1

N‘ASLJ:
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TCP Performance Counters

The TCP Object Type includes those counters that describe the rates thtit

Transmission Control Protocol (TCP) segments on; received and sent by ti ccrtttin

entity using the TC? protocol. in addition. it describes the number ofTCP

connections that are in each of the possible TCP connection stztlcs‘.

TCP performance counter Meaning 

Connection Ftiilurcs

Connections Active

Connections Established

Connections Passive

Connections Reset

Segments ReceivchSccond

Segments
Retransmittedr’Secortd

Segrne nts Sent/Second

Segments/Second
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The number oi times TCP connecrions htive mtl‘JC it direct

transition to the CLOSED state from the SYN‘SENT state

or the SYN-RCVD state. plus the number oi times ‘l‘Cl’
Connections have mode it direct transition to the LISTEN
sttite intlTl the SYN-RCVD sttite.

The number oltimcs 'TCP connections have mode it direct

transition to the SYN-SENT stoic (mm the (‘LOSED state.

The nnmher ol' TC? oonne’etions tor which the current

stzite is either ESTABLISHED or CLOSEvWAlT.

The number of times TCP connections have mode it direct

transition to the SYN-RCVD State from the LlSTEN state.

The number oftimes TCP connections have made a direct
transition to the CLOSED state from either the

ESTABLISHED state or the CLOSE-WAIT state.

The rate at which segments are rcCeivcd. including those
received in error. This count includes segments received

on currently established connections.

The rate at which segments are retransmitted that is,

segments transmitted containing One or more previously

transmitted bytes.

The rate tit which segments are sent. including those on

current connections. but excluding those mntztining only

retmnSmitted bytes.

The rate at which TCP segments are sent or received using

the TCP protocol,

 

Cisco -- Exhibit 1003



rao TCPHP 

UDP Performance Counters

the UDP Obiect Type includes time counters that desmbe the rates that User

Datagram Protocol (DD?) datagmms are received and sent by a certain entity using

the UDP protocol. 11 also describes various error counts for the UDP protocol.

UDP performance counter Meaning

Datagzams No Port/Second The rate of remitted UDP oatagrams for which there was,
no appiication at the destination port.

Datagrams Received Errors The number of received UDP datagrams that could not he

delivered for reasons other than the tack of an application

at the destination port.

Datagrams Received/Semnfi The rate at which UDP datagrarm are delivered to UDP
users,

Datagnams Sent/Second The rate at which UDF datagrarns are sent from the entity.

Datagrams/Second The rate at which UDP datagmms are sent or received by
the entity

Monitoring WP Server Traffic
Wnen you instai} t‘ne PW Server services, the necessary software is aiso instaiieo‘

so that you can monitor and graph various FTP Server statistics using Performance

iv‘iOnitor. Using Performance Monitor to View activity on remote Windows NT

systems makes FTP Server administration more convenient when you are

administering multiple Windows NT FTP Servem  
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D 't‘n View counters specific to the FTP Server service

. tn the Performance thirur window. select rTP Server in the (Meet list.

The FTP Server pcrfnrrnztnce munterx are cleared L‘ZtL‘h time ynu start and stop the
WP Server sen/ice.

FF? performance counter 

trues Receivedeemnd

Bytes Senthemnd

Byrex Tntztl/Semnd

(‘tmnectitm Attempts

Current Anonymous Uscrx

Current Connect tum

Current NunA nuttymous
Users

Fries Received

Files Sent

Fttcs Tutu!

Lugun Attempts

Maximum Anunymnus
Users

Maximum Cnnnccthms

h-tttxtmum Nthnunymnus
chn

Total Anonymous Uaers

Totztt Nttmfitnouymous Users
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Meaning

t'hc rate at which data bytux .tre rcmvcd by the FTP
Server.

The rate ztt which thm hytcx' ztrc sent by the FTP Server.

the \‘trm 0t Bytes Sent/Second anu‘ [Kyles
RCCL‘WL‘Lt/SL‘CUHU, this is the turn] mte trt‘ bytes tmnxt’erreu

try the FTP Server.

the lttlmhL‘f ot'cunnecttun :tttcntptx that haw been made
tn the FTP Server.

The ntrnrhcr nt' anonymous user. ettrreutty entrnt‘ctcd tn
the FTP Server.

The current number ut'cmtncctrnnx' tn the FTP Server.

The number at nnnnnnnymuus “\ch eurreuttv connected
In the FTP Server.

The tutu! number of fires tL‘u‘thd by the FTP Server.

The total number ut‘ files \t‘nt hy the FTP Sewer.

The sum of Files Sent and Fttcs Recetvcd. This 'n the tutu!

number ttl {tics trtmsttzrred by the FTP Server.

The number uf tngttn attempts that have been made to the
FTP Sewer.

The maximum number of anonymous Uht‘t’x

\tmuttunenusty connected to the FTP Server.

The maximum numher at simuhuncuun cunnucrhrns to the

FTP Server.

The muxrmum number at rtnnztnonymnux‘ users

<imuttztneutt<ty ennncctcd tn the FTP Server.

The total number trt'ztnnnymtrtts usm thztt have ever
connected to thC FTP Server.

The total number of nonnnunymous users thut hztvc ever
connected to the FTP Server.
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Monitoring WINS Server Performance
When you install a WlNS server and SNMP services, counters are automatically

installed so that you can use Performance Monitor to view WINS Server service

performance.

To view counters specific to the WINS Server service
.. I - 45-..”.-- t -tt ,. ..' A . ...l...u nu -... I- AMI/fl 2 If“
. in ii): Perturmmice iVIOnuOi window, BCJCLL v m5 Sctvti III LIIC ubJECi 1m.

WINS performance
counter

Failed Queries/Second

Failed ReleaseS/Seoond

Group Conflicts/Second

a . . ,
U tong; Regtsmtrons'SMMAnd

Group RenewaISJSecond

QueriesfSeoond

ReleasesiSeeond

Successful Queriw’Semnd

Successful Releases/Second

Total Number of

Conflicts/Second

Total Number of

Registrations/Second

Total Number of

RenewalsfSecond

Unique Conflicts/Second

Unique Regisnntionsr’Soeond

Unique RenewalsfSecond
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Meaning

The total number of failed queries per second.

The total number of failed releases per second.

The rate at which group registrations received by the
WlNS server resulted in oonflieis with records in the
database.

”\6 NH: 2% nrkifik gnun Mnithmiinnc or» «Winn/l kn t ai 1: Lu“; x "rupu uuY u, uuuutm (up winw u nu,

WINS server.

The rate at which group renewals are received by the
WINS server.

The total numb-er of queries per second, which is the rate

a! which queries are received by the WlNS server.

The total number of releases per second which is the
rate at which releases are received by the WINS server.

'I‘ne total number of successful queries per second.

The total number of successful releases per second.

The sum of the Unique and Group conflicts per swind.
which is the total rate at which conflicts were seen by the
WINS server.

The sum of the Unique and Group registrations per

second This is the total rate at which registrations are
received by the WINS server.

The sum of the Unique and Group registrations per
second, which is the total rate at which renewals are

received by the WINS server.

l‘ne rate at which unique registrations and renewals

received by the WINS server resulted in conflicts with
records in the database.

The rate at which unique registrations are received by the
WINS server.

The rate at which unique renewals are received by the
WlNS server.

.4,.-.MWW
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CHAPTER 9

Internetwork Printing with TCP/IP 
Users on any Microsoft networking computer can print to dirocvoortnect TCPHP

printers or to printers that are physicatly attached to UNIX computers if at least one

Windows NT computer has Microsofi TCP/IP printing instaiieri

Microsoft TCP/IP printing conforms with Request for Comment (RFC) H79.

This ehapier describes how to create a TCPt’iP printer when TCPflP is isstatied m 1

Window NT computer and how to print to a Windows '

UMX computer,

The topics in this chapter include:

a Gv'er'v'iew of TCPftP printing

Setting up Windows NT for “ICE/i? priming

Creating a printer for TCP/TP printing

I Printing to Windows NT from UNIX clients

For compiete information about working with printerx see Chapter 6, “Print

Manager,” in the Windows NTSysrem Guide.
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Overview of TCPIIP Printing
l n a Windows NT internetwork with multiple kinds of computers and operating

system, users can take advantage of Microsoft TCP/lP to easily print to computers

that are connected through a UNIX computer or that are connected directly to the

network (via a builtAin network adapter card or through a serial/parallel ethernet

print server).

Such an intemetworlt might include computers running Windows NT Workstation

and Windows NT Server. plus computers with only Microsofi Windows for

Workgroups 3.11 or MS~DOS with LAN Manager netwonting software.

To take advantage of the printing capabilities of Microsoft TCPflP, only the single
Windows NT mmputer that defines a TCPflP printer needs to have TCP/IP

installed. The other client computers do not need to have TCP/lP installed. All other

computers can print to the TCP/IP printers over any protocol they share with the
Windows NT TCP/IP print server. That is, the computer acting as the Windows NT

TCP/IP print server must be configured with all protocols used by any clients that

will be printing to the TCPllP printer.

Any Windows NTcornputer with TCP/IP printing installed can print directly to

these kinds of printers and can function as a gateway for other network users.

in the following sample configuration of a Microsoft network, all computers can

connect to printers named \trtt\pl and \\nt\p2 on the network. The Windows NT
computer with Microsoft TCP/IP installed created these TCPIIP printers, which
consist of a directeonnect printer and a printer connected to a UNIX computer, The

Windows NT Computer with TCPIIP is named at in this example, and the printers

are named pl and p2, respectively. ‘

in print!
11.1mm

 
Printing to TCPIIP or UNIX Printers Using Microsoft TCP/IP

Page 201 of 290
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Setting Up Windows NT for TCP/lP Printing
Any Windows NT computer can be used to create a TI’WIP printer if Microsott

T‘CP/lP is installed with TCP/l? printing support.

> To configure a Windows NT computer for TCP/IP printing

1.

IN.)

Start the Network option in Control Panel. When the Network Settings dialog

box angers, choose the Add Sofiware button to display the Add Network

Software dialog box

. Select TCP/lP Protocol And Reinted Components in the Network Software list
box, and then enthuse the Continue button.

In the Windows NT TCF/l? installation Options dialog box, check the TCP/lP

Network Printing Support Option.

it Microsoft TCPHP is not already installed on this computer, check the other

options you want, as doscribed in Chapter 2, “lnstaliing and Configuring
Microsoft TCP/lP and SNMP.” \H'!‘

. Choose the OK button. Windows N Setup displays a message asking for the

full path to the Windows NT distributi’n fries. Provide the appropriate location,
and choose the Continue buttOn.

Ali necessary tiiee are cepied to your hard disk

. l f the Enable Automatic DHCP Configuration option is not checked in the

Windows NT TCPr’t'P installation Options dialog box, you must complete all the

required procedures for manually configuring TCP/iP as described in

“Configuring TCP/lP” in Chapter 2.

When the Network Settings dialog box reapwars after you finish configuring

TCP/li’, choose the Close button, and then restart your computer for the changes
to Latte effect.

You can now create a TCP/TP printer on this Windows NT compoteri

Creating a Printer for TCPIlP Printing
You can use Print Manager to create a ’l‘CP/IP printer in the same way that you

create any printer to be used on a Windows NT network. You need the following

information to create a TCP/iP printer:
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The l? identifier of the host where the printer is connected This can be the DNS

name or the t? address A direct-connect printer has its own iP identifier. For a

printer oonnected to a UNlX computer, this is the computer's lP identifier.

The printer name as it is identified on the host This is the name defined on the

UNLX computer or the name defined by the manufacturer for the direct-connect

printer.

Cisco —— Exhibit 1003



$86 TCPAP 

The computer where you create the TCP/TP printer must have TCP/lP installed and

configured with the TCPflP Network Printing Support option, as described in

Chapter 2.

b To create a TCPfIP printer

i. From the Printer menu in Print Manager, choose Create Printer.

' Create Printer

 
F.) In the Printer Name box of the Create Printer dialog box. type a name of up to

32 characters This name appears in the title bar of the printer window, and

Windows NT users see this name when connecting to this printer if it is shared.

This name can he the same as the printer name as it is identified on the printer's

UNIX hash but it does not have to be

Fora direct-connect printer, see the hardware downtentation to find the name by

which the network printer identifies the print queue

3. in the Driver list, select the appropriate driver and optionally, type text to

inform network users about the printer in the Description box.

4. In the Print To box, select Other to display the Print Destinations dialog box.

m... w..-— .._ -1-Print Destinatlnns

Local PM
LPRHmiu
Ohms. 

Cisoo -— Exhibit 1003
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5. In the Available Print Destinations list‘ select LPR Print Monitor, and then

 
choose OK.

“le“ compel)»; prim»

mm a WWWM t::ju 
demonthainach’m: lSUN _UXSEH ! {It-El

 

6. [n the Name Or Address Of Host Providing LPD box of the Add LPR

Compatible; Primg; dialer) 63x [>193ihg DNS namp 5rl? gilrlrflcc 0flisp hn(I f; r

the printeryou are adding

This (:3an the DNS name or i? aduress of the direct-connect CPHPT printer or

of the UNIX computer to which the printer is connected. The DNS name can he

the name specified for the host in the HOSTS tile.

LPR stands for Line Printing utility, and LPD stands for Line Printing Daemon,
which is how these elements are known on ()le

ii in the Name Of Printer On That Machine box, type the name of the printer as it

is identified by the m which is either the directeonnect printer itself or the

UNlX computer.

For example)Ott might have a UNiX computer running the print server

component (hm) with whieh the TCPflP printer yon are creating will interact. It

lpd recognizes a printer attached to the UNIX computer by the name Crisp, the

name you should type in this box is Crisp.

For a directvconnect printer, this is whatever name was used to create the prime

while running lpd.

8. When the Create Printer dialog box reappears, check the Share This Printer On

The Network Opticm if this definition is being created on a Windows NT

computer that will serve as a print server for other users to access this printer.

‘ _ V CrcaizPrintp-r- .. . .t . Q

- .1.:ij

‘ t>_, tom 3W =:1
; Printto lrnrtnrcnosonennsunosrn g E i

, E $3150 this pinks: m the network —————1 *! 'y
E Shy: Rene: LPR'pmt
hLLocaiion: Elldg 2 Rm rm 1 
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9. By default, in the Share Name box, Printer Manager creates a shared resource

name that is compatible with ins-003mm computers. YOU can edit this

name, which users will see when browsing to find this printer on the netWOrlt.

10. Optionally, in the Location box, you can type informatiOn about where this

printer is located. Users can see this location information when they connect to

the printer.

1 !. Complete any other configuration information in the Create Printer dialog box,

as described in Chapter 6 of the Windows NT System Guide, and then choose
the OK button.

in Print Manager, the printer name you specified in the Create Printer dialog box

appears in the title bar of the printer’s window. For client computers configured
with Microsoft Network Client version 2.0 for MS—DOS, users will see only the

shared name, not the printer name. Users who connect to this TCP/lP printer can

select it and print to it from applications like any other printer. Users and

administrators can use Print Manager to secure and audit the use of the printer and

change its properties.

ifi - i V '- Prin'lMartager ‘ h i H at:
'Erintet Qommznt Joan: Security 20min fictp

SUMO. .. any"... a «w..
 u

33M ‘M‘ma s27 “

 

 
 

Tip You can use the lpr connectivity utility at the command prompt to print a file

to a host running an LPD server. You can also use the lpq diagnostic utility to

obtain the status of a print queue on a host running the LPD server. For information,

see the entries for lpr and lpq in Chapter 11, “Utilities Reference.”
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Printing to Windows NT from UNIX Clients
The Lpdsvc service is the server side of TCP/iP printing for UNIX clients, If any

UNIX clients on the network want to print to a printer connected to a Windows NT

computer, this service needs to be running on the Windows NT computer so it can

accept requests from the UNIX clients. The Lpdsvc service supports any print

format, including plain—text, It does not perform any additional processing.

P To start or stop the Lpdsvc service

0 At the command prompt, type not start lpdsvc or net stop Ipdsvc and press
ENTER.

-0,_

in Control Panel, choose the Services option, Then select Lpdsvc in the Service
list and choose the Start button.

On the UNIX computer, you can use the Windows NT printer by typing a command

such as the following:

lpr aS NTHOS! —P Lderinter myfiletxt

Where:

I NTHost is the Windows NT Server running the Lpdsvc service, This Windows

NT computer should be listed in the HOSTS fileon the UNIX computer or on
the DNS server.

I Lderinter is the name of the printer created on NTHosI.

- myfile.txt is the file to be printed.

The Lpdsvc service is independent of the Lprmon service. The Lprmon service runs

automatically to allow a Windows NT computer (and all clients who can access this

computer) to print to a printer connected to a UNIX system, as described in the

previous section
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CHAPTER l0

Troubleshooting TCP/lP

The following diagnostic utilities included with Microsoft TCPflP con be used to

find solutions to TCP/iP networking problems.

Utility

arp

hostnarne

lpconfig

nbtstat

nelslal

ping

tr‘acert

Usage

View the ARP (address resolution protocol) table on the local

computer to detect invalid entries.

Print the name of the current host.

Display current TCP/lP network configuration values, and update or

release TCP/lP network configuration values

Check the state of Current NetBIOS over TCP/iP connections, update

the LtdltOS'iS cache. and detennine the registered name and soot *
lD.

Display protocol statistics and the state of current TCP/IP
connections.

Verify whether TCP/lP is configured comedy and that a remote
TCP/lP system is available.

Check the route to a remote system.

For complete details about the utilities included with Windows NT, see Chapter l1,
“Utilities Reference.” See also the online Command Reference.

These other Windows NT tools can be used for TCP/lP troubleshooting:

I Microsoft SNMP service, to supply statistical information to SNMP

management systems, as described in Chapter 2, “lnsralting Microsoft TCP/IP
and SNMP."

I Event Viewer, to track errors and events, as described in the Event Viewer

chapter in the System Guide.

I Performance Monitor, to analyze TCP/tPt FTP" and W8 server performance

as described in Chapter 8, “Using Performance Monitor with TCPflP Services”

(Microsoft SNMP must be installed ifyoo want to monitor TCP/lPr)

. Registry Editor, to browse and edit Registry parameters. as described in

READMEWRI in yourtsystemroor directory.
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Troubleshooting lP Configuration
If you have trouble installing Microsoft TCPllP on your computer, follow the

suggestions in the error messages You can also use the ping utility to isolate
network hardware problems and incompatible configurations, allowing you to

verify a physical connection to a remote computer.

Use the ping utility to test both the host name and the IP address of the host For the
syntax and description of the ping command, see Chapter ll, “Utilities Reference."

> To test TCP/IP using the ping utility

i. if the computer was configured using DHCP, use ipconfig to learn the [P
address.

2. Use ping to check the loophack address by typing ping [27.0.0.1 and pressing

ENt'ER at the command prompt The computer should respond immediately.

If ping is not found or the command fails, check the event log with Event

Viewer and look for problems reported by Setup or the TCP/lP service.

3. To determine whether you configured [P preperly, use plug with the [1’ address

of your computer, your default gateway, and a remote host

if you cannot use ping sucoessfully at any point, Check the following:

I The computer was restarted after TCP/IP was installed and configured

I The local computer’s lP address is valid and appears correctly in the TCP/lP

Configtuation dialog box

I The ]P address of the default gateway and remote host are correct

I [P routing is enabled and the link between routers is Operational

it you can use ping to connect to other Windows NT computers on a different

subriet but cannot connect through File Manager or with net use lismerlshare,

check the following:

I The computer is WtNSenahled (if the network includes WINS servers).

I The WINS server addresses are correct, and the WINS servers are functioning.

. The correct computer name was used.

I The target host uses NetBIOS. if not1 you must use FTP or Telnet to make a

oormection; in this case, the target host must be configured with the FTP server

daemon or Telnet sewer daemon, and you must have correct permissions on the

target host.
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I The scope H) on the target host is the same as the local computer.

I A router exists between your system and the target system.

I LMHOSTS contains correct entries. so that the computer name can be resolved.

For more information. see “Troubleshooting Name Resolution Problems“ later

in this chapter.

I The computer is not configured to use WINS.

Troubleshooting Name Resolution Problems
if the l? address responds but the host name does not when you use ping‘ you have

a name resolution problem. in this case, use the following lists or” common problems
in name resolution to find solutions.

Name Resolution Problems in HOSTS

These problems can occur because of errors related to the HOSTS tile:

I The HOSTS file or DNS do not contain the particular host name.

I The host name in the HOSTS file or in the command is misspelled or uses

different capitalization. (Host names are case-sensitive.)

I An invalid l P address is entered for the host name in the HOSTS file.

I "the HOSTS file contains multiple entries for the same host on separate lines

I A mapping for a computer name~to-lP address was mistakenly added to the

HOSTS file (rather than LMHOSTS).

Name Resolution Problems in LMHOSTS

These problems can occur because of errors related to the LMHOS’FS file:

I The LMHOSTS file does not oontain an entry for the remote server.

I The computer name in LMHOST‘S is mimpelled. (Notice that LMHOSTS

names are converted to uppercase.)

I The I? address for a computer name in LMHOSTS is not valid.

Troubleshooting Other Connection Problems
in addition to ping the other diagnostic utilities such as netstat and nbtstat can be

used to find and resolve connection problems. Although this is not a complete list,

these examples show how you might use these utilities to track down problems on
the network.
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b To determine the cause of Error 53 when connecting to a server

1.

It)

if the computer is on the local subnetv confirm that the name is spelled correctly

and that the target computer is running TCPflP as well. If the computer is not on

the local subnet, be sure that its name and IP address mapping are available in
the LMHOSTS file or the WINS database.

Error 53 is returned if name resolution tails fora particular computer name.

if all TCP/l? elements appear to be installed properly, use ping with the remote

computer to be sure that its TCP/IP software is working

> To determine the cause of long connect times after adding to LMHOSTS

Because this behavior can occur with a large LMHOSTS file with an entry at

the end of the file. mark the entry in LMHOSTS as a preloaded entry by

following the mapping with the #PRE tag. Then use the nbtstat -R command to

update the local name cache immediately.

-0f-

Place the mapping higher in the LMHOSTS file.

As discussed in Chapter 6, the LMHOSTS file is parsed sequentially to locate

entries without the #PRE keyword. Therefore you should place frequently used

entries near the top of the file and place the #PRE entries near the bottom.

> To determine the cause of connection problems when specifying a server
name

- Use the nbtstat -n command to determine what name the server registered on
the network.

The output of this command lists several names that the computer has registered.

A name resembling the cornputer’s computer name should be presenL If not. try

one of the other unique names displayed by nbtstat.

The nbtstat utility can also be used to display the cached entries for remote

computers from either #PRE entries in LMHOSTS or recently resolved names.

if the name the remote computers are using for the server is the same, and the

other computers are on a remote subnet, be sure that they have the computer’s

mapping in their LMHOSTS files
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> To determine why only IP addresses work for connections to foreign systems
but not host names

l. Make sure that the appropriate HOSTS file and DNS setup have been

configured for the computer by checking the host name resolution configuration

using the Network icon in Control Panel and then choosing the DNS button in

the TCP/lP Configuration dialog box.

if you are using a HOSTS file, make sure that the name of the remote computer

is spelled the same and capitalized the same in the file and by the application

using it.

go

3. if you are using DNS, be sure that the [P addresses of the DNS sewers are

correct and in the proper order. Use ping with the remote computer by typing

both the host name and l? address to determine whether the host name is being

resolved properly

D To determine why a TCP/IP connection to a remote computer is not working

properly

9 Use the netstat «a command to show the status of ail activity on TCP and UDP

ports on the local computer.

The state of a good TCP connection is usually established with 0 bytes in the

send and receive queues. if data is blocked in either queue or if the state is

irregular, there is probably a problem with the connection. if not, you are

probably experiencing network or application delay.

Troubleshooting Other Problems
This section presents some possible TCP/IP symptoms with recommendations for

using the diagnostic utilities to determine the source of the problems]

Troubleshooting the FTP Server Service

> To determine whether the FI‘P Server service is installed correctly

0 Use ftp on the local computer by typing the 1P loopback address from the

command line; for example, type ftp 127.0.0.1 and press ENTER.

The interaction with the server locally is identical to the interaction expected for

other Windows NT (and most UNIX) clients. You can also use this utility to

determine whether the directories, permissions, and so on are configured

properly for the FTP Server service.
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Troubleshooting Telnet

D To determine why the banner displayed with Telnet identifies a different

computer, even when specifying the correct IP address

1. Make sure the DNS name and hosts table are up to date.

2. Matte sure that two computers on the same network are not mistakenly

configured with the same i? address.

The ethemet and IP address mapping is done by the ARP (address resolution

protocol) module which believes the first response it receives. Therefore, the

impostor computer’s reply sometimes comes back before the intended

computer’s reply.

These problems are difficult to isolate and track down Use the arp -g command

to display the mappings in the ARP cache. it“ you know the ethemet address for

the intended remote computer. you can easily determine whether the two match.

it not, use arp -d to delete the entry. then use ping with the same address

(forcing an ARP), and check the ethernet address in the cache again by using
“P ‘8»

Chanm are that if both computers are on the same network1 you will eventually

get a different response. If not, you may have to filter the outfit: from the

impostor host to determine the owocr or location of the system.

Troubleshooting Gateways

b To determine the cause of the message, “Your default gateway does not

belong to one of the configured interfaces...” during Setup

9 Find out whether the default gateway is located on the same logical network as

the computer‘s network adapter by comparing the network TD portion of the
default gateway‘s [P address with the network [13(5) of any of the computer’s

network adapters.

For example, a computer with a single network adapter configured with an IP

address of 10254.01 and a subnet mask of 255255.00 would require that the

default gateway be of the form 10254.01) because the network 11‘) portion of the
1P interface is 102.54.
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Troubleshooting TCP/lP Database Files
A a An“: N AA‘. “A“ ”a” C ,_,. u-.. .4“- 3—. 1. _.

The fuiluwmg UNIX-style dambaoc tile: (11 owned in tire

\systemroonSYSTEM32\DRlVERS\ETC when you install Microsoft TCP/lP:

Filename Use 

HOSTS

LMHOSTS

N ETWORKS

PROTOCO LS

SERVICES

Provides hostname—to—lP nddress resolution for Windows Sockets

applications

Provides NetBIOS name-to-lP address resolution for Windows

networking

Provides network name-to-network lD resolution for TCP/lP

management

Provides protocol name-to-protocol lD resolution for Windows

Sockets applications

Provides service name-to-port [D resolution for Windows Sockets

applications

To troubleshoot any of these files on a local computer:

I Make sure the format of entries in each file matches the format defined in the

sample file originally installed with Microsoft TCP/IP.

3 Check for spelling or capitalization errors.

I Check for invalid IP addresses and identifiers.
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tltrtgtnrxut‘ and connectivity trttltticx‘ tut nctwrrrk turd Ctmuccttvlty :ttlruutrxtrrttttru.

l‘licx‘c clrcut tttllrticx are provided ltrr I'll: trttrtxl’cr. tcrmruztl cmulutiun. turd uctwurk

diagnostics. chidcs tho: t‘ttttttCL‘llK/Hy \Uppttt’t hull! irttu Windows NT some third-

uxu’ty vcutlmx rrrc developing, zrdvrtut‘cd connectivity utilities such as X Window

wrvcrx Network File System (NFS) implcrucruztttotm and Mt mt,

mt t'nrrwrrurtt’: ltclpyuutlutcct {(‘P/ll’ :tctwnrkrng Pfttblk’lltfw. {'smzrr‘ Hill“:
I)

“run”l mu," t

t'nruumurlx allow uxcrs ttr tutcrrtt‘t wrtlt :tml use rcstturccx u nun-Micrttmi't hOSIS

wuch as Ule Wtrrksttttluux. The tnlluwlng commands arc included:

. litugrtuxlic cummzmds: arp. hostnume. ipcont’rg. lpq. nbtstut. neLstat. pingt
mute and tracer?

- (‘ttnnccuxtity mmmttutlx: linger. ftp. lpr. rcpt mxet'. rsh, telnett and (lip

important The l‘tp. “pSVt‘. rexet‘. untl telnet utilities all rely on passe/tint

authentication by the rcnmtc computer P'rtSSWURlS :trc nut encrypted bct‘trrc being

\unt uvcr the network. This ztlluws another user equipped with :t nctwurk :rnztlyzcr

m the 5mm: nctwurk tu \‘lL‘ltl H mm} rcmutc account pttxxwurd Fur this rcumn. it is

xtrtrngly rccnmmmdcd that users. at these utilities chtutsc different paxxwurds for

thctr Wiutltrwx NT wrtrkgruup, wurkxtnuun. nr tlnruttm l‘rtrm the prtxswurtlx mud on

“3‘13““ (hay gm; mnnccling to that [tic not Micrttxttlt \ystcms‘t All pétSMVttitlfi used

lut Window networking services are encrypted. 

Page 216 of 290 Ctsco —- Exhibit 1003



2m TCPM’

> To get help on TCP/lP utilities

0 At the command prompt, type the command name with -?. For example, type

nhtsmt -? to get help on this command.

-Or...

1. in the Program Manager Main group. double~click the Windows NT Help icon.

2. In the Windows NT Help window, click the Command Reference Help button.

3' In the Commands window, click a command name

_ OT—

Choose the Search button in the Command Reference window, and then type a
command name in the box or select a command name from the list.

 

Note Switches used in the syntax for TCP/IP commands are ease-sensitive. For

example, for nbtstah the switch -R has a different effect from the -r switch.

 

arp

This diagnostic command displays and modifies the lP-toEthernel or Token Ring

physical address translation tables used by the Address Resolution Protocol (ARP).

Syntax arp -a [inet_addr] [-N {if_addr]]

arp -d inet_oddr [ifjddr]

arp -s iner_addr erber_addr (iLaddrj

Paramems -a

Displays current ARP entries by querying TCP/ll’. lf inez_addr is specified,

only the [P and physical addresses for the specified computer are displayed

-d

Deletes the entry Specified by iner_rzddr.

Adds an entry in the AR? cache to associate the IP address t’net_addr with the

physical address ether_addr. The physical address is given as 6 hexadecimal

bytes separated by hyphens. The {P address is specified using dotted decimal

notation. The entry is permanent that is, it will not be automatically removed

from the cache after the u'meout expires.

-N [{f_addrl

Displays the AR? entries for the network interface specified by rf_addr,
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ether_aa‘dr

Specifies a physicai address.

rf_ada’r

Specifies, if present, the I? address of tho interface whose address translation

table should be modified. If not prcsent, the first applicabtc interface wit} he
used.

inL’Laddr

Specifics on I? address in dotted decimai notation.

 

finger

This connectivity command disptays information about a user on a specified system

running the Finger smite. Output varim based on the remote system.

Syntax finger [-1) [usgrt@host (...}

Parameters , -t

Disptays information in long list format; not supporrcd on all remote syxtems.
llb‘t’!‘

Specifies the: user you want information aboutr Omit the user parameter to

droplav information about att users on the specified host.

@hosz

Specifies the host name or the IP address of the remote system whose users you
want information about.

 

This connectivity command transfers files to and from 21 computer running an FTP

service. Ftp can be used interactively or by prming ASCII text files.

Syntax ftp [-v} {—n] [-i} M] {-g} {host} [-5: filename}

Parameters -v

Suppresses disptay of remote server responsrs.
~n

Suppressos ontologOn upon initial connection.
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-i

Turns off interactive prompting during multiple file transfers.

-d

Enables debugging, displaying all fip commands passed between the client and
sewer.

-g

Disables filename globbing, which permits the use of wildcard characters in

local file and path names. (See the glob command in the online Command

Reference.)

host

Specifies the host name or lP address of the remote host to connect to.

-s: filename

Specifies a text file containing ftp commands; the commands will automatically

run after ftp starts. Use this switch instead of redirection (>).

The following table shows the ftp commands available when the FTP service is

installed on a Windows NT computer. For details about syntax for individual ftp

commands, choose the ftp commands topic in the Commands list in Command
Reference.

FI'P Commands in Windows NT

Command Purpose

1 Runs the specified command on the local computer.

‘.’ Displays descriptions for ftp commands. ? is identical to help.

append Appends a local file to a file on the remote computer using the current

file type setting.

ascii Sets the file transfer type to ASCII, which is the default.

bell Toggles a bell to ring after each file transfer command is completed.

By default, the bell is off.

binary Sets the file transfer type to binary.

bye Ends the FTP session with the remote computer and exits ftp.

cd Changes the working directory on the remote computer.

close Ends the FTP session with the remote server and returns to the

command interpreter.

debug Toggles debugging. When debugging is on, each command sent to

the remote computer is printed, preceded by the string —-->. By
default, debugging is off.

delete Deletes files on remote computers.

dir Displays a list of a remote directory’s files and subdirectories.
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FTP Commands in Window NT (continued) 

 Command Purpose

disconnect Disconnect; from the remote computer. retaining the ftp prompt.

get Copies 3 remote file to the local computer using the current tilt:

transfer type.

glob Toggles tilename globbing Glohbing permits use of wildcard
characters in local file or path names. By defaults gunning is on»

hash Toggles hash-sign (it) printing for each data block transferred The
size of a data block is 2048 bytes. By default. hash—sign printing is
oil.

help Displays descriptions for ftp commands.

lcd Changes the working directory on the local computer, By default, the

L'llfi'filll direcrory on the local computer is used.

literal Sends arguments verbatim. to the remore FTP server. A single Fl‘P

reply code is expected in return.

is Displays an abbreviated list of a remote directory‘s files and
subdirectorie‘s.

mo’eiete Deletes tiles on remote computers.

mdir Displays a list of a remote directory '5 lites rind subdirectories. Mdir

allows you to specify multiple files.

mget Copies remote tiles to the local computer using the current tile
transfer type.

mkdir Creates a remote directory.

mls Displays an abbreviated list ol‘a remote directory‘s files and
suhdirectoriesl

mput Copies local tiles to the remote computer using the current tile
transfer type.

open Connects to the specified FTP server.

prompt Toggles prompting, Ftp prompts during multiple file transfers to
allow you to selectively retrieve or store tiles; mget and Input transfer

all files if prompting is turned off. By default prompting is on.

put Copies 3 local tile to the remote computer toing the current file

transfer type

pwd Displays the current directory on the remote computer

quit Ends the FTP session with the remote computer and exits ftp.

quote Sends arguments verbatim to the remote Fl? server. A single FTP

reply code is expected in return. Quote is identical to literal.

reetr Copies 3 remote tile to the local computer using the current file

transfer type. Recv is identical to get  
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FTP Commands in Windows NT (continued)

Command

mmocehclp
rename

rmdir

send

status

USCE

type
user

verbose

transfer art also displayed By default, verbose is on‘

 

hostname

Purpose

Displays help for rzmow commands.

 

Renamcs remote files.

Boleros a remote directory.

Copies 3 local file 10 the remote computer using the current file

transfer type. Send is identical to put.

Displays the current slams of FTP connections and toggles

Togglw packet tracing; (race diSplays lhe mule of each packet when
running an hp command.

Sets or diSplzys the file transfer type.

Specifics a uszr lo tlx: remote computer.

Toggles verbose mode. If on, all ftp responses are displayed; when a
file Uansfer complexes, statistics regarding the efficiency of the

This diagnosllc command prints the name of the current host.

Syntax ‘ hwtname
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ipconfig

This diagnostic command displays all cuncnl TCP/IP network configuration values.

This command is of punicular use on systems running DHCP‘ allowing uscrs l0

dolominc which llCP/IP configuration values have been configured by DHCP.

Wilh no pnmmclcrs, ipconfig displays all of the cuncnl TCP/lP configuration

values‘ including [P addrcxs‘ subnol mask, and WlNS and DNS configuration.

;\uaen\default> lpconflg fall 
‘Plindou: Hi“ i? Configuration Uersion 1.8l

1 Host Hm ....... I a-apcarsémicrnxafLCQnDHS Servers . . o . . . 3 9.8.83

‘ m Lockup Order. . . . :
1 Node Type . . . . . . . : MimicMEMOS Scope ll). . . . i

1? Routing Enabled. . . I 50
VH3 Proxy Enabled. . _ : Yea
”IRS Resolution For Ulndows Sockets applications
DNS Resolution For Uindom Header-king application: : Ye:

film mat adapter kneel: 
Prlnary lllRS Sex-ver- . . 1 lt.i.2$.1
Secondary um: Sewer . : £14.26.”
Lease Obtained. . . . . : Pail 18th. Hay 1994 123%312 W1
Lease Expires . . . . . I "an 19th. Hay 1994 8:85:12 an

E Physical Address. l . . : oe—a—zaae-w—wl DHCP Enablcdl . . . . . 1 YesI? address. . . . , . . : 11.183.196.43

i Suhnct Has): . . . . . u : 255155.116; Wfaul: Gateway . . . . : 11.1%.84

i; mlCP Server 4 . . . . . : 11.1.2fl.1ll

:2:

  
 :\users\delam1t)

Syntax ipconfig [fall 1 [renew [uduplerl l [release [uduplerl]

Parameters all

Produces a full display Wilhoul lhis switch, ip-config displays only the lP

address. subnel mask and default getaway values for each nclwork card.

renew {adopzer}

Renews DHCP configuralion parameters. This option is available only on

systems running lhc DHCP Clien: service. To specify an adapter name, type the

zldapier namf: that appears when you use Epconfig wilhoul parameters; For

oxumplc, in the illustralion above, the adaptor name is lonesl.

release {adapted

Releases the cuncm’ DHCP configuration. This oplion disables TCP/‘ll’ on the

local system and is available only on DHCP clienls. To Specify an adapter

name, type the adapler name that appears when you use lpconfig wllhou:

parameters
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This diagnostic utility is used to obtain status of a print queue on a host running the
LPD server.

Syntax lpq ~SServer -PPriIzter [-l]

Parameters —S§erver

Specifies the name of the host that has the printer attached to it

-PP7in1er

Specifies the name of the printer for the desired queue.

-l

Specifies that a detailed status should be given.

lpr

This connectivity utiljty is used to print a file to a host running an LPD server.

Syntax lpt‘ -SServer ~PPrinter [-CCIzzss] [-llobnamel fifemzme

Parameters -SServer

Specifies the name of the host that has the printer attached to it.

-PPrin£er

Specifies the name of the printer for the desired queue.

‘CCt'ass

Specifies the content of the banner page for the class.

-JJobname

Specifies the name of this job.

filename

The name of the file to be printed.
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”awn.

“Wm...

nbtstat

Syntax

Parameters.

Notes
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This diagnostic command displays protocol stutistiw and current TCP/lP

connections using NetBlOS over TCP/IP.

nbtstat {-61 [41] [-R] {-r] [-8] {—s] lintervat'l

-e

Lists the contents of the NetBIOS name cache, giving the I? address of each
name.

-n

Lists local NetBiOS names.

-R

Reloads the LMHOSTS tile after purging all names from the NetBiOS name
cache.

-r

Lists name molution statistics for Windows networking, On a Windows NT

computer configured to use WINS, this option returns the number of names

resolved and registered via broadcast or via WW8.

aS

Displays both workstation and Server sessions, listing the remote hosts by l?

address only.
-5

Displays both workstation and server sessions. it attempts to convert the remote

host 1? address to a name using the HOSTS file.

interval

Redisplays selected statistics pausing intervnr’ seconds between each display

Press CYRUC to stop tedisplaying statistics. lf this parameter is omitted. nbtstat

prints the current configuration information once,

The column headings generated by the nbtstat utility have the following meanings,

In

Number of bytes received.

Out

Number of bytes sent.

ill/0m

Whether the connection is from the computer (outbound) or from another system

to the local computer (inbound).
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We

The remaining time that a name table cache entry will live before it is purged.

local Name

The local NetBlOS name associated with the connection.

Remote Host

The name or IP address associated with the remote host

Type

This refers to the type of name, A name can either be a unique name or a group
name.

<03)

Each NetBlOS name is to characters long. The last byte often has special

significance, because the same name can be present sweral times on a computer.

This notation is simply the last byte converted to hexadecimal. For example,

<20) is a space in ASCH.

State

The state of NetBIOS connections. The possible states are shown in the

following list:

State

Connected

Associated

Listening

idle

Connecting

Accepting

Reconnecting

Outbound

lnbound

Disoonnocting

Disconnected
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Meaning 

The session has been established

A connection endeint has been created and associated with an
[P address

This endpoint is available for an inbound connection

This endpoint has been opened but cannot receive connections

The mion is in the connecting phase where the name-to‘ll’

address mapping of the destination is being resolved

An inbound session is currently being accepted and will be

connected shortly

A session is trying to reconnect if it failed to connect on the that
attempt

A session is in the connecting phase where the TCP connection is

currently being created

An inbound semion is in the connecting phase

A session is in the process of disconnecting

The local camputer has issued a disconnect. and it is waiting for
eonfirmatioa from the remote system
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Syntax

Parameters

Notes
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This diagnostic command displays protocol statistics and current TCP/IP network
connections.

netstal [-a| [-ellnflsl {-9 protocol] {-rl [interval]

-n

Displays all connections and listening ports; sewer connections are usually not
shown

:2

Displays Ethernet statistics This may be combined with the -s option.
4}

Displays addresses and port numbers in numerical form (rather than attempting

name lOOkups).

-p protocol

Shows connections for the protocol specified by protocol; promo! can be top

or Udp. if used with the =5 option to display pet-protocol statistics, protocol can

he tcp, udp, or ip.
-r

Displays the contents of the routing table,
~s

DiSplays per-protocol statistics. By default, statistics are shown for TCP, UDP

and lP: the -p option may be used to specify a subset of the default

interval

Redisplays selected statistics. pausing interval seconds between each display.

Press CTRL+C to stop redisplaying statistics. If this parameter is omitted, netstat

prints the Current configuration information once

The netstat utility provides statistics on the following network components.

Statistic Purpose

Foreign Address The IP address and port number of the remote computer to which the
socket is connected. The name corresponding to the l? address is

shown instead of the number if the HOSTS file contains an entry for

the l? address. in cases where the port is not yet established, the port
number is shown as an asterisk (‘).

Local Address The l? address of the local computer, as well as the port number the

connection is using The name corresponding to the {P address is

shown instead of the number if the HOSTS file contains an entry for
the IP address in cases where the port is not yet established the port
number is shout/n as an asrerisk (*).
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Statistic Purpose

mm The name of the protocol used by the connection.

(state) lndicates the state of TC? connections only. The possible states are:

CLOSED FlN_WAlT_l SYN_RECENED

CLOS E'WAIT FlN_WAlT_2 SYNOSEND

ESTABLISHED LISTEN fiMED_WAlT

LAST__ACK

 

ptng

Syntax

Parameters

This diagnostic command verifies conncetions to one or more remote hosts.

ping H] [-2] [-n count] [vl length} [-t'] [-i HI] [-v 105] [.r count] [-5 count]

[H host-1254 ] [-k host—1154} [-w timeout] destinatiOn-list
-t

Pings the specified host until interrupted.
-a

Resolve addreses to hosmamea

-n count

Sends the number of ECHO packets Specified by count, The default is 4.

-l length

Sends ECHO packets containing the amount of data specified by length. The

default is 64 bytes; the maximum is 8192.

-f

Sends a Do Not Fragment flag in the packet. The packet will not be fragmented

by gateways on the route.

-i {It

Sets theTime To Live field to the value specified by at.

-v ms

Sets the Type Of Service field to the value specified by 105.
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Note

‘1' want

Records the route of the outgoing packet and the returning packet in the Record

(mm I t

-5 want

Specifies the timestamp fur the number of hops specified by mum.

j host-list

Routes packets via the list at hosts specified by [tout—list. (Tunsecntive htistx may

be separated by intermediate gateways (tome source routed). The maximum

number alluwed by l? is i}.

J] .lm-i 53'
.t , W t

Routes packets via the list of hosts specified by ltOSI-ltst. Cunsceutivc hosts may

not be separated by intermediate gateways (strict StlUtCS muted). The maximum

number allowed by l? is 9.

-w timeout

Specifies a timeout interval in milliseconds.

affirmation-list

Specifies the remote hosts to ping.

The ping command verifies connections to remote host or hum by sending lCMP

echo packets to the host and listening for echo reply packets. Ping waits for up to

1 second for each packet sent and prints the number of packets transmitted and

received. Each received packet is validated against the transmitted message. By

default, four echo packets containing 64 bytes of data {a periodic upperczuse

sequence of alphabetic characters) are transmittal

You can use the ping utility to test both the host name and the {P address of the

best. if the IP addregs is verified but the host name is not. you may have a name

resolution problem. in this case, be sure that the host name you are querying is in
either the local HOSTS tile or in the DNS database.

The following shows sample output for ping:

C:\>ptn9 ds.tnterntctnet

Pinging dSWt’ttét‘l‘thfiét [l92.23.239,t32]w1'th 32 bytes of data:

Reply from 192.29.239.132: bytes-32 timeellblms TTL=Z43

Reply From 192.20.239J32: bytes-32 time-109m TlL'243

Reply from 192.20.239.13? bytes-32 time~12€tm5 tTL~243
Reply from ”229.239.1322 bytes-32 time-126m tlL=243
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rcp

Syntax

Parameters

This connectivity command copies files between a Window NT computer and a

system running rshd, the remote shell server. The rep command can also be used

for third-party transfer to cepy files between two computers running rshd when the

command is issued from a Windows NT computer. The rshd server is available on

UNIX computers, but not on Windows NT, so the Windows NTcomputer can only

participate as the system from which the commands are issued.

rep [.8 i -b] [-h] [-r} source! soured sourceN destination

as

Specifies ASCII transfer mode This mode converts the carriage returrttlineteed

Characters to carriage returns on outgoing files, and linefeed characters to

carriage returnflinefeeds for incoming tiles This is the default tramfer mode.

-b

Specifies binary image transfer mode. No carriage retum/linefeed conversion is

performed.

~h

Transfers source files marked with the hidden attribute on the Windows NT

computert Without this opticn, Specifying a hidden file on the rep command line
has the same effect as if the file did not exist.

xr

Recursively copies the contents of all subdirectories of the source to the
destination. Both the source and destination must be directories.

source and destination

Must be of the form {hcsqnsertzlfilenerne if the [hosdnserfl portion is

omitted the host is assumed to be the local computer. It” the user portion is

omitted, the currently logged on Windows NTusemame is used. If a fully

qualified host name is used, which contains the period (.) separators, then the

[user] must be included. Otherwise, the last port of the hostname will be

interpreted as the username. If multiple some files are Specified, the destination

must be a directory

lithe filename does not begin with a forward slash (1’) for UNIX or a backward

slash (\) for Windows NT systems, it is assumed to be reiative to the current

working directory. On Windows NT, this is the directory from which the

command is issued. On the remote systerrc it is the logon directory for the

remote user. A period (.) means the current directory, Use the escape characters

(\, ”, or ‘) in remote paths to use wildcard characters on the remote host.

Page 229 of 290 Cisco
-- Exhibit 1003



Notes

Chapter 11 Utilities Reference 213 

Remote Privileges

The rep command does not prompt for passwords; the current or Specified user
name muet exist on the remote host and allow remote command execution via rep.

The .rhosts lite specifies which remote system or users can 2mm 3 low! account

using rsh or rep. This file (or n HOSTS equivalent) is required on the remote

system for access to :1 remote system using these commands. Rsh and rep both

transmit the local tutememe to the remote system. The remote system team this name

plus the lP address (usually resolved to a host name) or the requesting system to

determine whether access is granted. There is no provision for specifying a

pasewonl to QCCCSS an account Lining these commands.

if the user is logged on to 23 Windows NT Server domain, the domain controller

must be available to resolve the currently logged on name, because the logged on

name is not cached on the local computer. Because the usernaune Le required as part

ot’the rsh protowl, the command will fail if the username cannot be obtained.

The .rhosts File

The thesis tile is a text tile where each line is an entry. An entry wusists of the

tocal host name, the local user it met and any commente about the entry. Each entry

is separated by 2t tab or space, and comments begin with a hash mark (It),

for example:

computers marte #This computer is in room 31A

The .rhmts tile must be in the user’s home directory on the remote computer.

For more information about a remote computer‘s specific implementation of

the .rhosts file see the remote system’s documentation

Additionally, have your host name added to the remote system‘s [ETCXHOSTS file.

This will allow the remote system to authenticate remote requests for yOur computer

using the Microsoft TCP/lP utilities.

Specifying Hosts
Use the hammer variables to one a user name other than the current user name if

ltostmer is specified with source. the .rhoets file on the remote host must contain

an entry for uteri For example,

rcp rhino.johnb:filei buffalo.admin:ft1e2

The .rhosts tile on BUFFALO should have an entry l'orJohnh on RHINO.

if a host name is supplied on a lull domain name oomaining dots. a user name must

be appended to the host name, as previousty described. This prevents the last

element of the domain name from being interpreted as a user name. For example

rcp domain-nametmsenjohnm domain‘nameZuserzbillr
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Remote Processing

Remote processing is performed by a command run from the user’s logon shell

on most UNIX systems, The user’s .profile or .cshrc is executed before parsing

filenamm and exported shell variables may be used (using the escape character

or quotation marks) in remote filertames.

Copying Files

If you attempt to copy a number of files to a file rather than a directory, only the

last file is copied. Also‘ the rep command cannot copy 3 file onto itself.

Examples

These examples show syntax for some common uses of rep.

To copy a local file to the logon directory of a remote computer:

rcp filename remotecomputer:

To oopy a local file to an existing directory and a new filename on a remote

computer.

rep ftlename remoteeomputer:fdlrectory/neufttename

To copy multiple local files to a sobdirectory of a remote logon directory:

rep filel {€162 ftte3 remotecomputer:subdtrectory/ftlesdtrectory

To copy from a remote source to the current directory of the local computer:

rep remotecomputerzftlenaoe .

To copy from multiple files from multiple remote sources to a remote destination
with different usemames:

rep remotet.userl:ftlel remot22.user2:ttlez
remotedest.destuser:directOry

To copy from a remote system using an [F address to a local computer (where the

usemame is mandatory because a period is used in the remote system name):

rep ll.181.lz.l.user:ftlename ftlename
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rexec

Syntax

Parameters

Notes

This mnnoctivity command runs commands on remote hosLn running the rexecd

sen/ice, Rexec authenticates the user name on the remote host by using a pnscwordt

before executing the specified command,

rexee host l-l ttremumel {-nl command

hast

Specifies the remote host on which to run command.
usemame‘

Specifies the user name on the remore host.
-n

Redirects the input of rexec to NUL.

command

Specifies the command to run.

Retiree prompts the user fora password and authenticates the password on the
remote host. it the authentication succeeds, the command is executed.

Rexec copies standard input to the remote command, standard output to its standard

outpuL and standard error to its standard error. interrupt quit and terminate signats

are propagated to the remote command. Rexec normally terminates when the
remote com mand does.

Use quotation marks around redirection symbols to redirect onto the remote host. If

quotation marks are not used, redirection occurs on the locat computer, For

cxarnpte, the fotlowing command appends the remote tile remoteflte to the tocal file

loealfile:

rexec otherhost cat remotefile >> localftte

the following command appends the remote tile remotefile to the remote file

otherremotefile:

rexec othernost cat remotefile “>>“ otherremotettle

Using Interactive Commands

You cannot run most interactive commands, For example vi or emacs cannot be

run using rexec. Use telnet to run interactive commands,

Page 232 of 290
Cisoo -— Exhibit 1003



216 TCPIIP

route

This diagriogdc command manipulates network routing tables.

Syntax mute [-f} [command [dastimtion] [MASK nemmsk} [gatewayn

Parameters 4

Clears the routing tables of all gateway swim if this parameter is used in

wnjunctiort with one of the commands, the tables are cleared pn’or to running
the command

command

Specifics one of four commands

Command Purpou

print Prints a rout:

add Adds a mute

delete Belem a mute

change Modifia an existing route

destination

Specifies the host to send command.

MASK

Specifics, if lament, that the next parameter be interpreted as the netmask
parameter.

netmask

Specifics, if present, the Subnct mask vain: to be associated with this mute

entry. [f not ptascrtt, this parameter defaults to 55255255251

gateway

Specifiw the gateway.
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Syntax

Parameters

Notfi
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This connectivity command runs commands on remote hosts running the RSH
Service. For information about the .rhosts file, see the ch command,

rsh host [-l usemame] [-n} command

host

Specifies the remote host on which to run command.

-I nsemame

Specifies the nsnr name to use on the remote host It omitted; the logged on user
name is used.

~n

Redirects the input of rsh to NUL

command

Specifies the command to run

Rsh copies standard input to the remote command, standard output or' the remote

command to its standard output, and the standard error of the remote comm/3d to

its standard error. Rsh normally terminates when the remote command does.

Using Redirection Symbols

Use quotation marks around redirection symbols to redirect onto the remote host. it

quotation mats are not used, redirection occurs on the local computer. For

example‘ the following command appends the remote tile remotefile to the local file

locolfir'e:

rsh otherhost cat remoteftle >> tocatfile

The following command appends the remote file remotefiie to the remote tile

otherremotefite:

rsh otherhest car remoteflle ">>‘ otherremotefite

Using Rsh on a Windows NT Server Domain

if the user is logged on to a Windows NT Server domain the domain controller

must be available to resolve the airrently logged on name, because the logged on

name is not cached on the local compntcr. Because the usernwne is required as part

of the rsh protocol, the command will fail if the usemame cannot be obtained
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telnet

This connemivity command starts terminal emulation with a remote system running

a Telnet service. Telnet provides DEC" VT 100, DEC VT 52, or TTY emulation,

using connection—based services of TCP.

To provide terminal emulation from a Windows NT computer, the foreign host must

be configured with the TCP/lP program, the Telnet server program or daemon, and

a user account for the Windows NT computer.
 

Note Microsoft does not provide the Telnet server daemon (telnetd). 

Syntax telnet {host {pant}

Parameters nos:

Specifies the host name or IP address of the remote system you want to connect

to providing compatibility with applications such as GOpher and Mosaic.

port

Specifies the remote port you want to connect to, providing compatibility with

applications such as Gopher and Mosaic. The default value is Specified by the
telnet entry in the SERVICES file if no entry exists in the SERVICES file, the

default connection port value is decimal 23.

Notes The Telnet application is found in the Accessories program group after you install

the PCP/1P connectivity utitities. Telnet is a Windows Socketsbased application

that simplifies TCP/IP terminal emulation with Windows NT.

b To use Telnet

T35 t. Double-click the Telnet icon in the Accessories program group.
—Or~

At the command prompt, type telnet and press ENTER

From the Connect menu in the Telnet window, choose Remote System.to

3. lo the Connect dialog box, type the host name you want to connect to, and then
choose the Connect button.

A connection is made, and you can begin a work session.

4. To end a session, choose the Disconnect command from the Connect menu
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You can specify your preferences for items such as emulation options. the screen

font and color by choosing Preferences from the Terminal menu. You can also use
«\nmmnnrls [ram ”w Fri}! rrwnn on t-plpr-r rnnu and naclp lpvt Frnm lkp Flinhnamihutnnlunv ”V... m- Hm. ...uw u.- any“, HIV}, uuv Fuu‘v wm. uvm mu yunyvvuxu-

For information about Telnet options, see the online Help.

-- smrmmrumz *—
Qonncd gum Icrmlnal flclp

m"Téifiilfiiffiéfifififli . .

I

D swim; two: i
'Eammm i—  
 

Syntax

Parameters

This connectivity command transfers files to and from. a remore computer running

the Trivial Filr: Transfsr Protocol (TFTP) service. This utility is similar to lip, but it

dew not provide user authentication although the files require read and write

UNlX permissions

lf’tp i-l] host [gel ] put] source [destinarionl

-i

Spedfioc binary image transfer mode (also called octer). In binary image mode.

the file is moved literally byte by byte. Use this mode when transferring binary
files.

If -i is omitted, the file is iransfcmd in ASCII mode, This is the default transfer

mode. This mode converts the end—ofiline (EOL) characters to a carriage team

for UNIX and a carriage retumflinelccd for personal computers. This mode

should be used when transferring text files. if a file transfer is successful, the

data transfer rate is displayed.

[105!

Specifies the. local or remote host.
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tracert

Parameters

get

Transfers destination on the remote computer to source on the local computer.

Since the I F l P protocol does not support user authentication, the user must be

logged on, and the files must be writable on the remote computer.

put

Transfers source on the local computer to destination on the remote computer.
SOHJ'CE

Specifies the file to transfer.

destination

Specifies where to transfer the file.

This diagnostic utility determines the route taken to a destination by sending

lntemet Control Message Protocol (lCMP) echo packets with varying Time-To-

Live (TTL) values to the destination. Each router along the path is required to

decrement the TTL on a packet by at least 1 before forwarding it, so the TH. is

effectively a hop count. When the Tl'L on a packet reaches 0. the router is supposed
to send back an ICMP Time Exceeded message to the source system. Tracert

determines the route by sending the first echo packet with a TT'L of 1 and

incrementing the 171 by l on each subsequent transmission until the target

responds or the maximum 'l‘T'L is reached. The route is determined by examining
the [CMP Time Exceeded messages sent back by intermediate routers. Notice that

some routers silently drop packets with expired time-to—live (TTLS) and will be
invisioie to traced

tracert H] [-h maximumjzopsl l-j host—list] [-w timeour] target_name

-d

Specifies not to resolve addresses to hostnarnes

~h maxinmmjrops

Specifies maximum number of hops to search for target.

-j host-list

Specifies loose source route along host-[£91.

-w rimeour

Waits the number of milliseconds specified by timeout {Or each reply.
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Notes The Mowing shows sample output for iraceri. The first column is the hop number.

which is me Time To Live (TTL)v31uc SCI in Ihc packet. The next lhree c01umns
um (11A rnuaninn “mac m mdhcapnnfic Fnr Hanna WHAmnIc In 1'5th ”)9 Au-chnneinn
({Ib \l‘y I\!I-IL‘U ‘11P KI|IIM\’ Ill [JJIIIIdh‘uVIIQ—l.’ IUI A‘IILL uLlLIJIPLK) LV |DHVII HIV VUJlXIluKlVII

wnh 111111 TTLvalue, An asterisk (*) means that the Attempl timed out. The founh

coiumn is {he husmamc (1111 was nmlvcd) and IP address of the responding

system.

C:\>tracert ds.1nternic.net

Trac1ng route to ds.1nternic net [198.19.45.18]

over a mAximum of 36 hops:

80

1%9

9%
16 18%

11 146

‘0onw0*)mD-(“Jm)w: Lx) 63

ms

1115

m3

“15

ms

ms

ms

1TIS
ms

111$

<16 ms

<16 ms

10 ms

38 ms

?0 ms

81 ms

91 ms

98 ms
98 ms

‘ 1131. ifi?,1.13%1

1% ms seatt1e1-gu.nwnet.net [192.80.12. 2
19 ms enss1

19 ms t3-3.
28 ms L3'9.

80 ms {3-6.
86 ms t3-%.

9% ms L3~1.

91 ms mf‘é.
91 ms t1‘9.

1

43»enet.nunet net {192435.188 21

seattle-cnssa.t3.ans net [156.222

los-angeles-cn558.13.ans.aet 1146 2 2. 1

new~york~cn5524.t3.ans,net {149.222 24.1]
denver'cn554%.{3.ans.net [146.222.40.11

new-york»cn5532 13 an: net {140.222 32 21

new-york'cnss36.t3.ans.net {141.222.32.196}
enss222.t3.ans.net [149.222.222.11

.88.4

. 2

191 m5 108 ms d5.internic.net [198.49.45.16]

{race compiete.
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_.._1
1111130Object Types for Windows NT:

 

 
This appendix Tisls the objects in the LAN Manager MTB 1L DHCP M18. and

WINS M1B.and provides a brief dcscn’pfien of such.

The foflowing MIB objects are listed in this appendix:

. LAN Manager MIB H for Windows NT objects, including Cemmon group,

Serve; group. Woikfiration 1301319,;an Domain. gmup

Mimosa(DHCPubj01c3

. Microsoft WINS objects

(I

This appendix assumes that you axe famiiiar wiih network management, TCP/IP

and SNMP. ii 3130 assumes that yen are famiiéar with The conccpi 01‘ a managemen!

information base (M113): If you are not familiar wilh TCP/EP or (he Knttmet MIB 2.

see [mernetworking wix}: TCPXIP by Douglas B. Comer (Prentice Ham, [991)and

The Simpx’e Book by Marshall T. Rose (Prentice Hall, 1991).

Page 240 of 290 caéco -— Exhibit 1003



224 'TCPIIP 

LAN Manager MIB II for Windows NT Objects
The LAN Manager MIB ll for Windows NT contains a set of objects specifically

designed to support computers running Windows NT. Notice that there are fewer

objects in the LAN Manager MIB II for Windows NT than the LAN Manager MIB

ll for 08/2 because of differences in the operating system.

All LAN Manager MIB ll objects apply to computers running Windows NT
Workstation and Windows NT Server.

Common Group
comVersionMaj {common 1}

The major release version number of the Windows NT software.

comVersionMin {common 2}
The minor release version number of the Windows NT software.

comType {common 3}

The type of Windows NT software this system is running.

comStatStart {common 4}

The time, in seconds, since January 1, 1970, at which time the Windows NT

statistics on this node were last cleared. The comStatStart object applies to the

following statistical objects:

comStatNumNeths svStatErrorOuts wkstaStatSessStarts

comStatFiNetIOs svStathErrors wkstaStatSessFails

comStathNetIOs svStatPermErrors wkstaStatUses

svStatOpens svStatSysEr-rors wkstaStatUseFails

svStatDevOpens svStatSentBytes wkstaStatAutoRecs

svStatJobsQueued svStatRcvdBytes

svStatSOpens svStatAvResponse

comStatNumNetIOs {common 5}

The number of network l/O operations submitted on this node.

comStatFiNetIOs {common 6}

The number of network l/O operations on this node that failed issue.

comStathNetIOs {common 7}

The number of network l/O operations on this node that failed completion.
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Server Group
. VDescription {server 1}

A comment describing the server.

svSchumber {server 2}
The number of network services installed on the server.

svSvc'l‘able {server 3}

A list of service entries describing the network service installed on the server.

svSveEntry {svSchablle l}
The names of the network services installed on the server.

svSchame {svSvcEntry i}
The name of a Windows NT network service.

svSvelnstalledState {svSvcEntry 2}
The installation status of a network.

svSchperatingState {svSvcEntry 3}

The operating status of a network service.

svSchanBeUninstalled {svSvcEntry 4}

Indicates whether the network service specified by this entry can be removed.

svSchanBePaused {svSvcEntry 5}

lndicates whether the network service specified by this entry can be paused.

svStatsOpen {server 4}

The total number of files that were opened on the server.

svStatDevOpens {server 5}

The total number of communication devices that were opened on the server.

svStatQueuedJobs {server 6}

The total number of print jobs that were spooled on the sewer.

svStatSOpens {server 7}
The number of sessions that were started on the server.

svStatErrorOuts {server 8}
The number of sessions disc0nnected because of an error on the server.

svStathErrors {server 9}

The number of password violations encountered on the server.

svStatPermErrors {server 10}

The number of access-permission violations encountered on the server.

svStatSysErrors {server 11}

The number of system errors encountered on the server.

svStatSentBytes {server 12}

The number of bytes sent by the server.

Page 242 of 290 Cisco -— Exhibit 1003



226 TCPIlP

svStatRcvdBytes {server 13}

The number of bytes received by the server.

svStatAvResponse {seri’er l4}

The mean number of milliseconds it took the server to process a workstation 1/0

request (for example, the average time an NCB sat at the server).

svSecurityMode {server 15}

The type of security running on the server.

stsers {server 16}

The number of concurrent users the server can support.

svStatRquufsNeeded {server 17}

The number of times the server requested allocation of additional buffers.

svStaLBigBufsNeeded {server 18}
The number of times the server needed but could not allocate a big buffer while

processing a ciient request

svSesslonNumber {server 19}
The number of sessions on the server.

svSessionTabie {server 2h}

A list of session entries corresponding to the current sessions that clients have
with the server.

svSessionEntry {svSoss‘tonTabte 1}

A session that is currently established on the server.

svSaClientName {svSessiortEnh'y 1}

The name of the remote computer that established the session.

svSesUserName {svSessionEntry 2}
The number of connections to server resources that are active in the current

session.

svSesNumConns {svSesslortEntry 3}
The number of connections to server resources that are active in the current

session.

svSesNumOpens {svSessiouEntry 4}

lite number of files, devices, and pipes that are open in the current session.

svSecTime {svSecsionEntry 5}

The length of time, in seconds, since the current session began.

svSesldle’I‘ime {svSessionEnh-y 6}

The length of time, in seconds, that the session has been idle.
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stlientType {svSessinuEntry 7}

The type of client that established the session.

svSesStu‘te {svSessionEniry 3}

The state of the current session, (Setting the state of an active session to deleted
with neLSesslon Del deletes the client session. The session state cannot be set to

active.)

stutoDisconneets {server 21}

The number of sessions that the server automatically disconnected because of

inactivity.

slesConTime {server 22}

The humble; o, Semntk; the server waits he “ore dimonnectlng an idle. sex-aim

studltLogSize {server 23}

The maximum size.‘ in kilobytese of the server’s audit log.

stserNumber {server 24}
The number of users who have accounts on the se. or.

stset-Table {server 25}LIA :. am.” A N .t- “A- LA .Mm.
A lautc Or uCilvc 133d dCbC‘Ulll ur inc nurvcr,

stserEntry {stserTahle ll
A user account on the server.

stserName {stserEntry I}
The name of a user account.

svShareNumber {server 26}
The number of shared resources on the server.

svShareTable {server 27}
A table of the shared resources on the server.

svShareEntry {svShareTable l}

A table corresponding to a single shared resource on the server,

svShateName {svShareEntry t)
The name of a shared resource.

svSharePath {svShareEntry 2}
The local name of a shared resource.

svShaneCornmeut {svShareEntry 3)
A comment associated with a shared resource.

SvPrintQNumber {server 28}

The number of printer queues on the serve:~

strintQTable {server 29)

A table of the printer queues on the server.

Page 244 of 290 Clsco —— Exhibit 1003



228 TCPIIP 

strintQEntry {strintQTabie 1}

A table entry corresponding to a single printer queue on the server.

strintQName {svl’rintQEnn-y l}

The name of a printer queue.

svi‘rintQNumJobs {stfintQEntr-y 2}

The number ofjobs currentiy in a printer.

Workstation Group
wkstaStatSossStarts {workstation l}

The number of sessions the workstation initiated.

wksmStatSmFafls (“flotation 2}
The number of failed sessions the workstation had.

wkstaStntUsa {workstation 3}
The number of connections the workstation initiated.

wkstaSthseFaiis {workstation 4}
The number of failed connections the workstation had.

wkstaStatAutoRecs (workstation 5}

The number of sessions that were broken and then aummaticaiiy reestabtisheti

wkstaErmrtogStze {workstation 6}

The maximum size, in kilobytes, of the workstatiOn error log.

wietaUseNumber {workstation 7}

'Ihis object wilt always return the value 0.

Domain Group
domPrtmary Domain {domain 1}

The name of the primary domain to which the computer belong;
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Microsoft DHCP Objects
Enicrpriscs an: defined in RFC iiSS-SME. Object Type is dcfincd in RFC i232.

DisplayStn'ng is defined in RFC 12t3.

DHCP MIB Parameters

ParDhcpStartTime 1‘ thpPar t}
DHCP Server start time.

ParDhcpTotalNoOfDiscuvem {DhcpPar 2}

Indicates the numbct 0f dismvcry mtmages received

ParDhcpTotaiNoOfRequwts {DhcpPar 3}

[ndicatm the numbc: 0f requests received.

ParDhcpTotalNoOfReleass { Dhcthtr 4}
lndiwm the number of Idem received.

ParDhcpTotalNoOfOffem { DhcpPar S}
Indicata the number of offers sent;

ParDhcpTetaLNeQiAck {.0thPar 5}

tndicatcs the number of acknowledgments sent.

Pat’DmeotatNGGfNacks {Dhcthtr 7)

indicates the number cf negative acknowledgments sent.

ParDhcpTotaiNoOmecfinfi {DhcpPar 3}
lndicatm the number of dcciiacs recctvcd.

DHCP Scope Group
ScopeTable {DhcpScope l}

A list of subnets maintained by the server.

sScopeTabkEntry {ScopeTahle l}

The tow oomponding to a subml‘

SubndAdd {sScowTabkEnu-y I}
This subnet address.

NoAddanse {sSctheTableEntry 2}
The number of addtmsm in use.

NoAddFme {sScopeTableEntry 3}
The number of free addresses available.

NoPendingOffet-s {sScopeTableEntry 4}

The number of addresses currently in the offer state - that is, those that are

used temporarity.
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Microsoft WINS Objects
Enterprises are defined in RFC llSS»SMl. Object Type is defined in RFC l2l2,

DisplayString is defined in RFC 12l3.

 

WINS Parameters

ParWinsStarlT'rme {Par 1}
WlNS Start time.

ParLastPchTime {Par 2}

Most recent date and time at which planned scavenging took place. Planned

scavenging happens at intervals specified in the Registry Scavenging involves
changing owned nonrenewed entries to the released state. Further, released

records may be changed to extinct records, extinct records may be deleted, and

revalidation of old replicas may take place.

FarLastATSCVTime {Par 3}

Most recent date and time at which scavenging took place as a result of
administrative action.

ParlastTothchime {Par 4}

Most recent date and time at which extinction scavenging took place.

ParlastVertfyScVTime {Par 5}

Most recent date and time at which revalidation of old active replicas took place.

ParthRpmme {Par 6}

Most recent date and time at which planned replication took place. Planned

replication happens at intervals specified in the Registry,

ParLastATRpmrne {Par 7}

Most recent date and time at which administratontriggerod replication took

place.

ParLastNTRplTime {Par 8}

Most recent date and time at which network~triggered replication took place.

Network-triggered replication happens as a result of an update notification

message from a remote WINS.

ParLastACTRpthme {Par 9}

Most recent date and time at which address change-triggered replication took

place Address change-triggered replication happens when the address of an

owned name changes because of a new registration.

ParLastInitDbTime {Par 10}

Most recent date and time at which the local database was generated statically
from one or more data files.
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ParlastCountcheset’i‘ime {Par ll}
Most recent date and time at which the local counters ware initialized to zero.

ParWinsTotalNoOi'Reg {Par 12}

indicates the number of registrations received.

ParWinsTotaiNoOfQueries {Par 13}

indicates the number of queries received.

ParWinsTotaiNoGt'Rei {Par 14}
indicates the number of releases received.

ParWinsTotaiNoOiSuccRei {Par 15}
indicates the number of releases that succeeded.

ParWins’i‘otaiNoOiFaiiRei {Par i6}

indicates the number of releases that failed because the address of the requester
did not match the address of the name.

ParWinsTotziNoOiSuccQueries (Par [7}

indicates the number of queries that succeeded.

ParWinsTotalNoOi'FaiiQueries {Par 18}

indicates the number of queries that failed.

ParRefreshintervnl (Par 19}

indicates the Renewal interval in seconds (sometimes called the ret'resh

interval).

PanomhstoneSntervai {Per 28}
indicates the Extinct interval in seconds.

ParTombstone’i‘imeout {Par 21}
indicates the Extinct timeout in seconds.

ParVerifyintervai {Par 22}

indicates the Verify interval in seconds.

ParVersCOunterStartVaLLowWor-d {Par 23}
indicates the Low Word of the version counter that WlNS should start with.

PanersCounterStartVni_HighWord {Par 24}

indicates the High Word of the version counter that WiNS shoutd start with.

PnerlOrtinCannrs {Par 25}

indicates whether replication is allowed with nonoonfigured partners. if not set

to zero, replication will he done oniy with partners listed in the Registry (except

when an update notification comes in).

ParStraticDatainit {Par 26}
indicates whether static data should he read in at initialization and

reconfiguration time. Update of any MiB vanabie in the parameters group

constitutes reconfiguration
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Parlogfiag {Par 27}

lndimtes whether logging should be done. Logging is the default behavior.

ParLogFtleName {Par 28}

Specifies the path to the log file.

ParBaciurpDirPath {Par 29}

Specifies the path to the backup directory.

ParDoBackupOnTerrn {P2130}

Specifies whether WINS should perform a database backup upon termination.

Values can be 0 (no) or 1(yes). Setting this value to t has no meaning unless
ParBaclmpDirPath is also set.

ParMigmtion (Par 31}

Specifies whether static records in the WINS database should be treated as

dynamic records during conflict with new name registrations Values an be 0

(no) or 1 (yes).

WINS Datafiles Group
DFDatafilaTahle {Dntafila l}

A list of <1an specified under the \Datafilm key in the Registry. These tilee
are used for static initialization of the WINS database.

dDFDatafileEntry {DFDntafilmTahle 1}
Data file name record.

dFDatafileIndex {dDFDatafileEntr-y 1}

Used for indexing entries in the datafiles table. It has no other use.

dFDatafileName {dDFDntafikEntr-y 2}
Name of the datafilc to use for static initializa‘a'on.

WINS Pull Group
Pulflnit’l‘irnc {Poll 1}

Indicates whether pull should be done at WINS invocation and at

reconfiguration If any pull or push group’s MIB variable is set, that constitutes

reconfiguration

PnthommRetryCmmt {Pull 2}

Specifies the retry count in case of communication failure when doing pull

replication. This is the maximum number of retries to be done at the interval

specified for the partner before WINS stops for a set number of replication-time

intervals before trying again.

Pulanr’I‘abkmrllil}

Alistofpammswithwhichpuflrephmhouneedswbedom
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pl’ulanrEntry {PulanrTable l}

The row corresponding to a partner.

PuianrAdd lpl’utll’nrhjmry l}

The address of the remote WlNS partner.

PulanrSpTime {pPulanrEmry 2}

Specifies the spceil‘ic time at which pull replication should occur.

PulanrTimelnterva! {pPuianrEnu‘y 3}

Specifies the time interval for pull replication.

PulanrMemberPrec {pPulanrEnLry 4}

The precedence to be given to members of the special group pulled from the

WlNS. The precedence of locally registered members ol’ 21 special group is more

than any replicas pulled in.

PuliPnrNoOlSuceRpls {pPulanrEntry 5}

The number of times replication was successful with the WlNS alter invocation
or reset of counters,

PulanrNOOi’CommFails {pPulanrEntry 6}

The number of times replication was unsuccessfui with the WINS because of

communication t‘ailure {after invocation or renet of counters).

PulanrVersNoLowWord {pPulanrEntry 7}

The Low Word of the highest version number found in records owned hy this
WENS.

PulanrVersNoHighWord {pPulanrEntry 8}

The High Word of the highest version number found in records owned by this
WlNS.

WINS Push Group
Pushlnit’l‘ime {Push l}

lndicates whether a push {that is, notification message} should be done at
invocation.

PusthlOnAddChg {Push 2}

lndicates whether a notification message should be sent when an address

changes.

PushPurTable {Push 3}

A list of WlNS partners with which push replication is to be initiated,

pPusthrEntr-y {PusthrTable !}

The row corresponding to the WINS partner.

PusthrAdd {pPusthrEntry l}

Addrefi of the WINS partner.

PusthrUpdateCount {pPusthrEntry 2}

indicates the number of updates that should result in a push message.
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WINS Cmd Group
CmdPullTrigger {Cmd I}

"this variable when set will cause the WINS to pull replicas from the remote

WINS server identified by the IP address.

CmdPushTrigger {Cmd 2}

If set. causes WINS to push a notification message to the remote WINS server

identified by the IP address.

CmdDeleteWins {Cmd 3}

If set. causes all information pertaining to a WINS server (data records, context

information) to be deleted from the local WINS server . Use this only when the

owner-address mapping table is nearing capacity. Deleting all intormatiori

pertaining to the managed WINS is not permitted.

CmdDoScavenging {Cmd 4}

lfset, causes WINS to do scavenging.

CmdDoStaticInit {Cmd 5}

lfset, WINS will do static initialization using the tile specified as the vaiue. IIO

is specified, WINS will do Static initialization using the tiles Specified in the

Registry (filenames can be read and written to using the Datatile table).

CmdNoOferThds {Cmd 6}
Reads the number of worker threads in WINS.

CmdPrioritthass {Cmd 7}

Reads the priority class of WINS to normal or high.

CdeesetCounters {Cmd 8}

Resets the counters. Value is ignored.

CmdDeieteD‘oRecs {Cmd 9}

If set, causes all data records pertaining to a WINS server to be deleted from the

local WINS server. Only data records are deleted.

CmdDRPopulateTable {Cmd 10}

Retrieves records of a WINS server whose IP address is provided. When this

variabte is set, the following table is generated immediately.

CmdDRDatsRecordsTable {Cmd II}

The table that stores the data records. The records are sorted Iex icographically

by name. The table is cached for a certain time (to save overhead on WINS). To

regenerate the table. set the CmdDRPopulateTable MIB variable.

CmdDRRecordEntry {CmdDRDataRecordsTable I}

Data record owned by the WINS server whose address was Specified when

Cmd DRPopulateTabie was set‘
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CmdDRReeordNome {chdDRRecordEntry 1}
Name in the record.

CmdDR‘RecordAddress {eCmdBRRecordEutry 2}

Addrexdes) of the record. If the record is a moltihomed record or an internal

group, the addresses are returned sequentially in pairs. Each pair comprises the

address of the owner WINS server followed by the address of the computer or of

the intemet group member. The records are always returned in network byte
order.

CmdDRRecordType {chdDRRecordEntry 3}

Type of record as unique. moltihomed, normal groupt or intemet group.

CmdDRRemrdPerslster‘tceType {eCmdBRReeor-dflmg ' 4.}

PersistenCe type of the record as static or dynamic.

CmdDRRecordSiate {chdDRReeordEntry 5}

State of the record rm active, released, or extinct.

Cde'msVersNoLowWord {Cmd 12}
The Low Word of the version number counter of the record.

CdeinsV’mNoi—figfiWorfi {Cord ES}

The High Word of the version number couréter of the record.
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Ink--

Windows Sockets Appiications

Vendors

AGE Logic, Inc.

9985 Pacific Heights Blvd

San Diego. CA 92121

Phone: (619) 455-8600

Fax: (019) 597~6030

X Window software

Amsrican Computer &
Eioclronics Corp.

209 Perry Parkway

Gaithemburg, MD 20877
Phone: (301) 258—9850

Fax: {301) 9210434

Network management

Attachmate Corporation
36171315! Avenue SE

Rename, WA 98006—9930

Phone: (800) 4206283

Fax: (206) 7479924
Tanning! emulation

Beam and Whitfiide

PO. Box 8130

Dundas, Ontario L9H 5E7
CANADA

Phone: (416) 765-0822

Fax: {416) 765-0815

Terminal emuflzzion, fife transfer,
remote process exewz‘z’orz, evmail,

NFS nerwork priming
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Digixai Equipment Corporation
Azm: Lori Heron

2 Rcsuhs Way
MR02-2/D10

Marlboro MA 01752-301 1

Phone: (508) 467-7855

£351: {508) 467-1926

eXcurSion, X Window server and dim!
{ibraries

Distinct Corporation

14395 Saraloga Ava. Suite. 120

Saraloga, CA 95070

Phono: (408) 74141781

Fax: (400) 741-0795

Terminal emulaiéon, file transfer,
X Window, remorse process execution,
e-maiL NFS, ONC/RPC

Esker, inc

1181 Chess Drive, Suite C

Foster Cixy, CA 94404

Phone: (415) 341—9065

Fax: (415) 341-6412

Tanning! emulation, fife (mm/er,

X Window, remme process atecwion,
NFS

Executive Sysmms/XTree Company

4115 Broad Sires: Bldg. #1

San Luis Obispo, CA 93401-7993

Phone: {805) 5410604

Fax: (805) 5414762

Network momgemem
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Frontier Technologies Corporation

10201 North Port Washington Road

Mequon, Wisconsin 53092

Phone: (414) 2414555

Fax: (414) 241—7084

Hypercube, lnc.

Unit 7-419 Phillip Street

Waterloo, Ontario N2L 3X2
CANADA

Phone: (519) 725-4040

Terminal emulation, file transfer, remote Fax: (519) 725-5193

process execution, e-mail, NFS, NNTP,

TelnetD, network printing

Gallagher & Robertson A/S
Postboks 1824, Vika
0123 OSLO

NORWAY

Phone: (+47) 2 4185 5]

Fax: (+47) 2 42 89 22

Terminal emulation, file transfer

Genisys Comm, Inc.

314 Slay Street
Rome, NY 13440

Phone: (315) 339-5502

Fax: (315) 339-5528

Terminal emulation, file transfer

Gradient Technologies, Inc.
577 Main Street, Suite 4

Hudson, MA 01749

Phone: (508) 562-2882

Fax: (508) 562-3549

DCE (05F distributed computing
environment)

Hummingbird Communications Ltd.
2900 John Street, Unit 4

Markham, Ontario 13R SG3
CANADA

Phone: (416) 470-1203

Fax: (416) 47o1207

File transfer, remote process execution,
terminal emulation, X Window
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Modeling software, remote process
execution

l-Kinetics, lnc.

19 Bishop Allen Drive

Cambridge, MA 02139

Phone: (617) 661-8181

Fax: (617)661-8625

Middleware, remote process execution

John Fluke Mfg. Co.
PO. Box 9090

Everett, WA 98206

Phone: (206)356-5847

Fax: (206) 356-5791)

Instrument control software

JSB Computer Systems Ltd.
Cheshire House, Castle Street

Macclesfield, Cheshire
ENGLAND SKll 6AF

Phone: (+44) 625433618

Fax; (+44) 625-433948

JSB Corporation [USA]

Suite 115, 108 Whispering Pines Drive

Scotts Valley, CA 95066

Phone: (408) 438-8300

Fax: (408) 438-8360

Terminal emulation, file transfer,

X Window, remote process execution,

virtual sockets library
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Lament Corporation

516 Valley Way

Milpitzls, CA 95035

Phone: (408) 956-8344

Fax: (408) 9508343

Terminal emulation. file transfer,

X Window, remote process execution,
NFS, SNMP

Mierodyne Corp.
239 Littleton Road

Westford, MA 01886

Phone: (508) 392-9953

Fax: (508) 392-9962

File transfer

NetManage, inc.
20823 Stevens Creek Blvd.

Cupenino, CA 95014

Phone: (408) 973—7171

Fax: (408) 257—6405

Terminal emulation, file transfer.

SunSeieet

2 Elizabeth Drive

Che1msf0rd, MA 01824-4195

Phone: (508) 442-2300

Fax: (508) 250-2300
E—mail

TurboSoft Pty Ltd.
248 Johnston Street

Annandale, NSW 2038

AUSTRALIA

Phone: (+e12)5521125e

Fax: (+612) 552—3256

Terminal emulation, file transfer,

network printing

Unipalm Ltd.
216. Science Park, Milton Road

Cambrid‘ e, Cambridgeshire
CB4 4WA ENGLAND

Phone: (+44) 223-420002

Fax: (+44) 223426868
X Window, e-mail, NFS, TN3270, BIND, E-mail
SNMP

Network Computing Devices
0500 SW Gemini

Beaverlon. OR 97005

Phone: (503)041-2200

Fax: (503) 643-8642
X Window

Spry, me.
1319 Dexter Ave. N

Seattle, WA 98109

Phone: (206) 286-1412

Fax: (206) 286—1722

Terminal emulation, file transfer,

e-mail, network printing
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VisionWare UK

57 Cardigan Lane
Leeds, ENGLAND LS4 2L5

Phone: (+44) 532788858

Fax: (+44) 532304676

VisionWare USA

1020 Marsh Road

Suite 220

Men10 Park, CA 94025

Phone: (415) 325-21 13

Fax: (415) 325-8710

Terminal emulation, file transfer,

X Window, remote process execution
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VisiSoft

430 10th Street NW, Suite 8008

Atlanta, GA 30318

Phone: (404) 874-0428

Fax: (404) 874—6412

Network management

Walker Richer & Quinn, Inc.
1500 Dexter Ave. N.

Seattle, WA 98109

Phone: (206) 217-7500

Fax: (206) 217-0293

Terminal emulation, file transfer,
X Window

XSoft

3400 Hillview Ave.

Palo Alto, CA 92304

Phone: (800) 428-2995

Fax: (415) 813—7028

Document management
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iniernet Sources for

Appiications
Ccilo

fip.lzxw.corncll.udu

/pub/LH/Cclln

ceilozip, {view}! ,zip‘ gswinzip

cclthuqup, wéngif14.zip, wplnyflghlip

kaéc Server

sunsitcu ncxdu

:buh/micm/pc-smff
/mx-windows/winsock/npps

Lurksmkzip

EINCI Wais Chum

I'tpcicaindianacdu

/pUh/pc/win3/winsock
twais lSd‘zip

Finger Daemon
sumitcunccdu

[pubfmicmlposml’i‘

lms~windOWS/Wimock/apps

fingerdzip

FingerBi

ftpcicajndianaedu

fpub/‘pc/winJ/wmsock

fingcdizip

anherBook

i‘tpLica‘indianafidu

1pub/pc/win3jwinsock

gOphbkl 1.zip

Gophers
cmwac.cd.ac.uk

fpub/gaphers

gsi386zip o: gsniphazip

Hanhcr
l‘tp.cica.indiana.cdu

fipuh/pc/wmywinsock

hguphfilip
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HTTPS

cmwuc.cd.ac.uk

{pub/hum

hsfixmip or hsalpha.zip

lntcrncl Help File
ftpxcsquccnsu‘cu

/pub/msdm/Icpip

:pwin.zip

Micro X-Win

han‘smmemom

jpuh
xwindcmo.cxe w xwinZX‘f‘nxxc

Mnsuic

{inncsauiuucdu
/PCansuic

wmuflfla I .zip

NCSA cmci

i‘tp.cica.indiana.cdu

/pub/pc/win3/winsock

wimeiblzip

PCEudora

fipquakommwm

{pccudorajwindows
cudora I time

0WS327O

t‘tp.ccq.queensu.ca

/pub/msdo$/icpip

qws327().zip

Schcb

E‘tpcica‘indiana‘cdu

[pub/pc/win3/winsmk
xe rwebmzip

Text Server

xunsiteunucdu

:‘pub/mim/pcsiuff

‘y’ms-windowsfiwinsuck/apps
Ixcxrvzip
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TimeSynC
ftphochacwmhingtomdu

/pub/Winsock
tsync 1.41ip

Trumpet for Windows

fiputascduau
fpuh/Uumpetlwintmrnp
wtwsk 10a.zip

Trumpet Telnet

pctospsycholutas‘cduau

/pc/trumpeUtrmpIeI
innpmitxc

Trumpet Winsock
fip.utas‘cdu.au

/pc/tmmpetfwintmmp
winsockflp

USGS WAJS Client

ridgisd.er.usgs.gov
fsoftware/wais

wwai3231ip

Wais Manager

ftp.cnid:.org

/pub/N‘IDR.toolsjwaia/pc/windows

walsmanlzip

WFFPD

sunsitemcxdu

fpub/micro/wstufi/ms—

windowshvinsock/apps

w ftpd l 8b.2ip

Windows SMTP

sunsitemaedu

z’pub/micro/posmff
/ms‘windows/winsocklapps

wsmtpd 16.25;)

WinFSP

fip.cic& indiana.cdu

/pub/pc/win3fwinsock

winfspfllip
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WinIRC

donn.mlgcrs.edu (fiputaseduflu)

/pub/msdos/bnmpetfirc

lpc/Uumpctfimfivinirc—beta
winirc.exe, winircdoc

WinLP R

sunsitemcedu

fpnb/micro/pc-smfl
{ms-windowsfwinsack/apps

winlprwzip

WinQW/th
sunsixc.unc.edu

/pub/micr0/pC—smff

fms-windowsy/winsock/apps
qvme394zip

WinQW/Net for NT
su nsile.unc.edu

Xpub/nficm/pc—smff
fms—windows/winsock/apps

qvm13941ip

WinQVTNcI

biochem istyfiwmedu

/pub/qvmct
quws3961kp

Wi nTalk

clfmm

fpub/wimalk

wintalklip

WinVN

(itankscnasagov

/pub/win3/winw

winvnstd90_2.2.ip

WS Gopher
sunsite.unc.edu

/pub/micro/pc-stuff

/'ms-windows/winsock/app6

wng‘flexe

Cisco —- Exhibit 1003



Appersdix 6 Windows Becket. Appiicafians 243 

WS_Fingcr
sunsitwnccdu

lpub/micro/pc-smff

Xms-windowsiwikafapps

wsfingcrlip

WS_FTP

fipusmacdu

fpub/msdos

wlep.2i p

WS_FTPb
sunsiieuncedu

z’pnbfmicm’pC-swfi‘
/m5« 'indowx/winsMk/apps

ws_f1pb.zip, viewzip

WSArch i6

ftpdemonmuk

fpub/Pampdwinsacb’appsfwgarchit
wsamhiczip
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Glossary

A

address classes Predefined groupings of internal

addresses, with each class defining networks of a

certain size. The range of numbers that can be

assigned for the first octet in the t? address is
based on the address class. Class A networks

(values Lilo) are the largest, with over to

million hosts per network. Clam 8 networks

{l28—19l) have up to 65534 hosts per network,

and Class C networks (192—223) can have up to

254 hosts per network.

Addrecs Resolution Protocol (AB?)

A protocol in the TCPl'lP Suite that providers lF

address—tomedia access mntrol (MAC) address

resolution for l? packets.

agent in SNMP, agent information consists of

comments about the user, the physical location of

the computer, and the types of service to report

hmed on the computer’s configuration

B

binding A process that establishes the

communication channel between a protocol driver

and a network adapter driVer.

b—node A NetBlOS over "PCP/l? mode that uses

broadcasts to resolve computer names as
addresses.

800T? See Bootstrap Protocol.

Bootstrap Protocol (BOOTPl An inter-networking

protocol used to configure systems across
interneovorks. DHCP is an extension of BOOTP.
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Broadcast name resolution A mechanism defined

in RFC 1001/1002 that uses broadcasts to resolve

names to IP addresses through a process of
rnntctrahnn Vficnllthnn curl name mlpaooluswuuuun, x mJAuuuu, uuu Hutu» rwluuw.

C

checksum The mathematical computation used to

verify the accuracy of data in TCP/lP packets.

community names A group of hosts to which a

server belongs that is running the SNMP service.

The community name is placed in the SNMP

packet when the trap is sent. Typically, all hosts

belong to public, which is the standard name for

the common community of all hosts.

computer more The unions name to which due

computer resmnds. in Windows NT, the computer

name is set by chn ing the Network icon in

Control Panel, and it is a name of up to 15

uppercase characters that cannot contain spaces.
See giro hOSt name.

D

daerrton A networking program that runs in the

background.

datagam A packet of data and other delivery

information that is routed through a packet-
switched network or transmitted on a local area

network.
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delault gateway The intermediate network device

0n the local network that has knowledge of the
network le oi the other networks in the internet,

so it can forward the packets to other gateways

until the packet is eventually delivered to a

gateway connected to the specified domination.

Gateways are usually dcdimted computers called
routers.

DHCP See Dynamic Host Configuration Protocol.

DNS See Domain Name System,

DNS name servers in the DNS client-server

model, the servers containing information about a

portion of the DNS database, which makes

computer names available to client resolvers

querying for name resolution across the internei.

domain name space The database structure used

by the Domain Name System (DNS).

Domain Name Sysm (DNS) Sometimfi referred
to as the BlND service in BSD UNIX, DNS offers

a static, hierarchical name service for TCP/lP

hosts The network administrator configuris the
DNS with a list of harmonies and IP addresses,

allowing users of computers configured to query

the DNS to specify remote systems by harmonies

rather than IP addresses. For example a computer

0011 figured to use DNS name resolution could use

the command ping remotehost rather than ping

12103.1 if the mapping for the system named
remotehost was contained in the DNS database.

DNS domains should not be confused with

Windows NT networking domains.

Dynamic Host Configuration Protocol

A protocol for automatic TCPflP configuration that

provides static and dynamic address allocation and

management.
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F

tile replication service A Windows NT service

that allows specified tile(s) to be replicated to

remote systems, cnsrrring that mpies on each

system are kept in synchronization. The system

that maintains the master copy is called the

exporter, and the systems that receive updates are

known as importers.

file sharing The ability for a Windows NT

computer to share parts (or all) of its local file

system(s) with remote computers. An administrator

creates share points by using either File Manager
or the net share command from the command

prompt.

File Transfer Protocol {FTP} A service that

supports file transfers between local and remote

systems that Support this protocol. FTP supports
several commands that allow bidirectional transfer

of binary and ASCII files between systems. The
FTP Server service can be installed in

Windows NT but is not installed by default,

because of security considerationey'l‘he FTP client

is installed with the TCP/lP connectivity utilities.

FQDN See fully qualified domain name.

FTP See File Transfer Protocol.

hilly qualified domain name (FQDN)

Host names with their domain names appended to

them. For example, a host with host name corpOill

and DNS domain name trey-research.com has an

FQDN of corptlmtrey-rmarchcom {DNS
domains should not be confused with Windows NT

networking domains.)

G

gateway Used interchangeably with [P router to

describe a system connected to multiple physical

TCP/ll’ networks capable of routing or delivering

lP packets between them.
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header The darn inserted ttt the beginning of it

packet that contains control information. For a

TCP packet, the header mmains the port ID.

t‘itet'ktum. sequence number. and other
information

heterogeneous environment An internetwork with
servers and workstations from different vendors.

using a mix of different operating systems and

transport protocols.

h—node A NetBlOS over TCP/lP mode that uses

p—node tirst for name queries then b-node if the

name service is unavailable to resolve computer
names as addresses.

host Any device that is attached to the
internetwork and uses TCPr‘lP.

host lit The portion ot’ the IP address that

identifies ti computer within a particular network
iD.

host name The name of a device on an

internetwork. For a device on a Windows nerworitt

this can he the some as the computer name, but it

may not be. The host name must be in the host

table or be known by a DNS server for that host to

be found by another computer attempting to
communicate with it.

host table The HOSTS and LMHOSTS files

which contain mappings of known lP addresses

mapped to host names.

HOSTS file A loeztl text file in the same format as

the 4.3 Berkeley Software Distribution {BSD}

UN 1X lac/frosts file. This file mops host name: to
lP addresses. in Windows NT. this file is stored in

the \tjt’Stemroor‘tS YSTEM32\DR lVERS\ETC

directory.
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lCMP

See Internet Control Message Protocol.

lETF Sue lntcrnet Engineering Task Force.

Internet Control Message Protocol (ICtrl P)

A maintenance protocol tn the TCF/lP suite.

required in every TCP/lP implementation that
allows two nodes on on i? network to share lP

status and error information. lCMP is used by the

ping utility to determine the readability of it remote

system.

tnternet Engineering Task Force (lETF)

A consortium that introduces procedures for new

technology on the lnternet. lETF specifications are

released in documents called Requests for

Come/:15 (RFCs).

tnternet group name tn Windows NT networking,

2: name registered by the domain controller that

contains it list of the speeific addresses of systems

that have registered the name. The name has 2: loth

character ending in leC.

tntemet Protocol (i?) The messenger protocol ot‘

TCPftP, responsible for addressing and sending

TCP packets over the network.

lP See Internet Protocol.

lP address Used to identify a node on a network

and to specify routing information on it“
internetwork. Each node on the internetworlt must

he assigned a unique lP address‘ which is made up

of the network ID. plus it unique frost ID assigned

by the network administrator. In Windows NT. the

IP address can be configured statically on the

computer or configured dynamically through
DHCP.
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248 IF router

lP router A system connected to multiple physical N
TCP/lP networks that can route or deliver lP

packets between the networks. See also Gateway. name ”gm". The method by mm a
computer registers its unique name with a name

ipflgpx Transport protocols used in Novell server on the network. in a Windows network. a
NetWare networks. For Windows NT, NWLinlt is WINS 5“"er can provrde name registration
used to implement this protocol. semoes.

name resolution The service provided by a DNS
L name server or a NetBIOS name server (NBNS) to

LHHOSTS file A local text m: that maps [p map DNS or NetBlOS computer names to 1?
addresses to the NelBlOS computer names of addresses. In 3 Windows network, a WINS SEMI
Windows networking computers outside the load is an NBNS 56”“
subnet in Windows NT. this tile is stored in the

KQ’SlefllfOOf\SYSrIvEM3Z\DRI\/ERS\ETC NBNS SEC NBIBI'OS Name Server.

dl‘wOW NDlS See network driver interface specification

M NetBlOS Name Server (NBNS) The server

MAC address The address for a device as it is implemented under RFC 1001/1002 10 provide
identified at the media access control layer in the name resolution sen/me for NCIBIOS computer
network architecture names.

A set of objects that represent various types ot’ prthdes the functionality to support NCLBIO‘S
information about a device, used by SNMP to name registration and resolution
manage devices. Because different network— MW basic WWW system (NetBlOS)
management services are used for different types or A software interface for network communication.
devices or protocols, each sen/m has its own set

of objects. The entire set of objects that any service new driver 3W specification (NDIS)
0’ protocol “3‘35 is referred ‘0 as its MB. in Windows networking, the interface for network

adapter drivers. All transport drivers cell the NDlS
MIB See management utformatton base, interface to a network adapter cards.

mode A NetBiOS over TCP/lP mode that uses _
’ Network Fie NFS A f

b-node first (broadcasts), then p-node (name I mi i service ord'strib t (1 tin te th 1 ‘d
queries) ifthe broadcast failsto resolve computer I ue compu gsys ms at provr esa

distributed file system, eliminating the need for

names as addresses keeping multiple copies of files on separate

mu ltlhomed system A system with multiple wmpum
tw d ‘ it h t t h ‘ t

22$: 3pm” ac Cd ”pm ep yam networle The portion 0fthe lP address that
identifies a group of computers and devices located

on the same logical netwmk.
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Routing information hrotocol (HP) 249  

Network information Service (MS)

A service for distributed computing systems that
nmviltpc o rlictn’hntprl li'flDhQCP cvclpm fnr mammnnrm“ NW . “humus/Hwy uvuuuu..u ”Jo.-.“ w. WW

configuration tiles.

NFS See Network File Systom.

NlS See Network information Service.

h
r

packet A transmission unit of fixed maximum size

that consists ot‘ hinary information representing

both data and a header containing an ll) number
source and destination addressct‘M and error-control

data.

p-node A thBlOS overTCPth mode that uses

point-to-poinl communications with a name server

to resolve computer names as addresses.

Point to Point Protocol (PPP) An industry standard

that is part of Windows NT RAS to ensure

interoperability with third~party remote access
software.

port tD The method TC? and UDP use to specify

which application running on the system is sending

or receiving the data.

PPP See Point to Point Protocol.

print sharing The ability fora computer running
Windows NT Workstation or Windows NT Server

to share a locally attached printer for use on the

network. This is done by using Print Manager or
the not share command.

protocol A set of rules and conventions by which

two computers pass messages across a network.

proxy A computer that listens to name query

broadcasts and responds for those names not on the

local suhnet. The WINS proxy communicates with
the name server to resolve names and then caches

them tor a time period.
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pull partner A WlNS server that pulls in replicas

of database cntrics from its push partner by
mmmctina onri than :irvwntinc ll'nl nllk'hflfl wnlir‘ncwww.mb m. ..,.. WWW"; ...- WWW WWW...

push partner A WINS servcr that sends update

notification messages to its pull partner when its

WINS database has changed, When its partner

rcsponds to the notification with a rcpticntionnu \IOA‘. AL sunk A virus inn-uh .t .‘Auu :\‘: ftn nun-rant
roulwmt, m8 punt! Pattitbl‘ MAN) «1 Luv} UI its out LIH
WW5 database to t“? mrtm’r[I5— Fuyn‘ya.

ii

HAS See Remote Access Service.

Remote Access Service (HAS) A service that

provides remote networking for lclecommuters,

mobile workers and system administrators who

monitor and manage servers at multiple branch
offices liners with RAS on a Windows NT

computer can diai in to remotely access their

networks for services such as tile and printer

shitting, electronic mail, scheduling and SQL
database access.

Requests tor Comments (RFCs) ”the official

documents of the lnlemet Engineering Task Force

(lETF) that specify the details for protocols

included in the TCP/lP family.

resolvers DNS ctients that query DNS servers for
name rmolution on networks.

RFC See Requests for Comments.

RlP See Routing tnformatioa Protocol,

routing The process of forwarding packets to other

gateways until the packet is eventually delivered to

a gateway connected to the specified destination.

Routing information Protocol {RIP}

A muter~ttyrouter protocol that supports dynamic

routing. in this release. Microsoft TCPJTP does not

support this protocol.
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250 scavenging

3 Transmission Control Protocol (TCP}
A connection-based Internet protocol responsible

for breaking data into packets, which the LP

protocol sends over the network This protocol

Serial one rp (sup) An industry standard that is PIN“: a Fe"ab‘:;vseqk”e“"ed ”WWW”
@311 Of WindOWS NT RAS iO CHSUfC ‘3 team 0! Inteme or communication.

scavenging The process of cleaning up the WINS
database

interoperability with third-party remote access Transmission Control Protocotilntemet Protocol
software.

{TCP/lP)

Simple Network Management Protocol (SNMP) The Internet protocols used to connect a world-
wide internetworlt of universities, research

laboratories, military instailations, organizations.

and oomorations. TCP/tP includegstandards for

how computers communicate and conventions to:

connecting networks and routing traffic.

A protocol used by SNMP consoles and agents to
communicate. In Windows NT, the SNMP service

is used to get and set status information about a
host on a TCPHP network.

SUP 5985mm“? Transport Driver intertace (TD!) innnridows
SNMP See Simple Network Management Protocol networking, the common interface fo’ netivork

components that cornrnuntcate at the Sessron layer.

socket A bidirectional pipe for incoming and _

outgoing data between networked computers. The in? 1” SNMR a 6‘5”“ black 0f d3“? ”’3‘
Windows Sockets AP] is a networking Apr used by indicates that the request failed authenhcation. The
programmers creating TCP/inbased sockets SNMP service can send a trap when it receives a
applications request for information that does not contain the

correct community name and that does not match

subnet On the Internet, a subnet is any lower an accepted hostname for the service Trap

network that is part of the logical network destinations are the names or 1? addresses of hosts
identified by the network ID, to which the SNMP service is to send traps with

community names
subnet mask A 32-bit value that allows the

recipient of 1? packets to distinguish the network U
11) ponion of the [P address from the host ID.

User Datagram Prom (UDP) A TCP

complement offering a connectioniess datagram
T . service that guarantees neither delivery nor correct
TCP See Transmission Controt Protocol sequencing of delivered packets, Optional UDP

data checksurns validate header and data but do not

TCMP 55"? Transmission Control enforce acknowledgments‘ leaving this to the
Protocol/Internet Protocol. application.

TD! See Transport Driver Interface.
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W

Windows Internet Name Service (WINS)
A name rewlutinn service thus rcsnh/cx Windows

netwmking computer names to 3? addrcxscs in a
muted environment. A WINS server handles name

registrations‘ queries, and rcleascs.

WW3 364/ Windows intcmci Name Service.
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index

! (FT? command) 202
" (FTP command) 202

A

Acknowiedgmtnm { ACKS} 39—40
Adapter curds See Nelwnrk adapter cards
Address Rcmlution Protocol See ARP pnuoml
I‘xddrmes 56: i? addresses

Adminislcring
DHCP ciienL: 87—1)!
FTP Sewer servica I‘M-Inn
WINS servers 107-1 ll

Annmanng dirccmries for FTP Sewer servirx 165‘ 168
Jppcnd {FTP command) 202
Applicatiom

nppiication iayer paraneiers. DHC? opzions 86
interfaces, TCP/IP supper: 3
packaging appiiczlion network rcquests 38
Windows Sockets

developing appiicaéaons 13
mammg WINS nam: Imiuiion Sb
NDlS interface 38

up command [91.1%,200vwi
AR? prolocoi

.er command 200-20!
description «L41
dispiaying ARP cntrits 230- 201

rcqucsl or repiy packets 40
ascii {FTPcommand} 202

B

B-node
broadcasi name xcmiuliun See Broadcasx name rcsolmson

NeIBIOS ovcr TCP/EP implememannn 51—53
Backing up DHCP dalabaac 93
Backing up WW5 databasc i3b— 137
int" (FTP command} 202

i~inmy1FTP command) 292
BOOT? pmiucoi MM
Brnadcasz name resoiuuun

Sc: m’xo Name rewiution
described 49

.NcIBiOS 0ch PCP/IF impiememaiions 50—52
pOSSIbifi unxvunled ci‘fems I51
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Broadcast name mmlmion (ruminucd)
uxcd with WINS 53—59

using LMHOSTS file Wilh dynamic name
resolmion 151— [56

by: (FT? command) 202

C

udiFf?uJInmand) 332
(‘haramm

L‘unwfluons used in Windnws NT dmumcmzuiun 5
in host name 26
m TC? domain name 26

(‘hecksum 39-40
Ciicnls

BOOT? 10}
DHC‘r‘

udministen’ng 87-9‘1
allocation of 1P addresses 974%)

leases 46. “$8.39, 99
ovewinw n3

chimw parameters 97
reservaiiom 81.1‘i9-9I

time (Wcommand) 202
Command prompt

gating heip on ”PCP/i? mimics 300
~Wining

DHCP Manager 71
DHCP xcrvice 7O
Tcinc: network gin/ice 218—219
WINS service 107

wing FI'Poommands 164
Commands

case-semiiivizy of switcha 300
connwivny commands

description IQ‘)
finger 2m
{Ip 195.20l—204
ipr 306
up 2i2-2M
rcxec Zlfi—Zlh
rsh 217
Icinti 2i8~ll9

(ftp 219—220
diagnnstic commands

up NI. 296.200-201
description I‘Kl
Imstnamc 101.304

ipconfig WLQiiS
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Commands. diagnostic commands (continued)
lpq 206
nbtstat 191, 193-194. 207-209
netstat 191. 193, 195, 209—210

ping l9l—193.210—21l
route 216
tracert 220

troubleshootingTCP/lP 191—197
getting help

on TCP/IP utilities 2110

running
on remote hosts with rexec 215-216
on remote hosts with rsh 217

running interactive commands with Telnet 216
TCP/lP utilities reference 199—220

CompuServe. obtaining information about
Windows Sockets 14

Connections

connecting to
DHCP servers 72
WINS servers for administration 109

diagnosing
nbtstat 207—209
netstat 209—210

displaying current TCP/lP connections 209—210
state of NetBlOS connections 208

troubleshooting 193—195
verifying with ping 192—193, 210—211

Control Panel Network option
configuring

FTPServer service 159—163
SNMP 30—35
TCP/lP 20—21

installing
FTP Sewer service 158
TCP/lP 17—20

TCP/lP printing 185
WINS servers 106—107

Control Panel Services option
pausing DHCP service 70
starting or stopping WINS service 107

Conventions used in Windows NT documentation 5

Counters See Performance Monitor‘ counters

Creating a printer for TCP/IP printing 185— l 88

D

Data link layer, DHCP options 85
debug (FTP command) 202
delete (FTP command) 202
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Deleting
DHCP options 79
replication partners 118

static mappings confirmation messages 131
Designating domain controllers in LMHOSTS file 153— 154
DHCP

addressing policy guidelines 97-99
avoiding DNS naming conflicts 100
backing up database 93
clients

administering 87—91
allocation of 1? addresses 97—99

leases 46, 48, 88—89, 99
overview 68

Registry parameters 97
reservations 81, 89—91

computer names in DHCP Manager 71
configuration parameters See herein options
configuring "PCP/1P automatically 20—21
database files 91—93

default NetBlOS over TCP/IP implementation 50
description 46—48
design overview 47
ipcortfig command 205
M18 parameters 229
options

advanced 94—97

application layer parameters 86
assigning 76—77
changing values 80
client leases 99
client reservations 81

creating new options 78-79
deleting 79
description 75
DHCP Extensions 87

1P layer parameters per host 83
1? layer parameters per interface 84
link layer parameters per interface 85
NetBlOS over TCP/lP 86

predefined 82-87
TCP layer parameters per interface 85
vendor-specific information 86

pausing DHCP service 70
planning strategies 101-104
restoring database 93
RFC (Request for Comments) 46
Scope group objects 229
scopes

changing properties 75
client leases 46. 48, 88—89
client reservations 81, 89—91

creating 73—74
description 72
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Dilt'Pt scopes it'rllllflillt’ii)
l)ll('Poplions 75—87
removing 75

\ervers

:illoezttion of IP addresses 97—00

eonneetingto 73
creating scopes 73—74
installing (30—70
overview on

pnrtitioning address pool. guidelines lllll
planning strutegtes‘ ltll »lll4
Regixtry pzirzuneterx 95—9!»
removing 73
wopes 73—75

troubleihooting 02
using with diskle» workstations till

l)ll('P Manager
Di l(‘P options

axstgmng 7(i~77
changing wdues 8t)
client reservations iii

ereziting new optionx 73—70
deleting 7‘)
description 75
predefined Xl~h7

mien‘iew 7ll—73

Registry parameters 04 #7
\eopex

activating 7~l
changing properties 75
erezuing 73—74
DHU’ options 7547
removing 75

Diagnostic tools
See ulw Commands. diagnostic coninizindx
description [on
troubleshooting ’l'C‘PilP l‘) l — W7

dir (FTP eommundl It]:
diseonnem [FTP command) 303

Dixeonnecting
DHCP servers 72
users from FTP Server service lol— um. nix

Dinltless workstations. using with DHCP ltll
DNS

addrexsing til—63

avoiding nnming eonflielx too
configuring communication 25—37
description 25,49
host name: configuring lo
name resolution

de<eription 4‘)
enabling 63—05
\eareh order 23—37
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DNS (t‘nnrinned)
name xerverx o3
resolvers ()3

'l‘( 'l’ domain name 3o
Documentation

eonventionx 5
l‘t'l’dP documentation o

Domain Name System See DNS
Domains

designating Windows NT Server domain controllers in
|.Mll()STS file IFS-[54

DNS addrex‘x'ing til—(i3
fully qualified domuiu nznne (FOUNi 3n n}

Dynamic Host (‘unfiguration Protocol (DHL‘Pl Xt't’ Dili'f’

E

liditing
l)ll(‘l’ option values Xll
lMHUSTSfile l-lfi

Registry purumeterx‘

Fl‘l’ tn7—I7t)
WINS I414“

WlNS Slitllt‘ mappings l34
litliernel

address translation tables lilo-«Jill

displaying stutisties 309—3 [0
Extension-agent DLLx' for SN MP no

F

l’ile Transfer Protocol See Fl‘P

files. copying between computers
ftp Ztll—ZiH
rep Ill-3H
tl'tp Zl‘LZBf)

lr’iltering WlNS stutie mappings l35
linger command Ztll
FFP

.Vt't' also FTP Server Kerviee

troubleshooting 195
using commands at the command prompt ln4
using names when connecting to foreign hosts 25

ftp command [05. It) l 404
Fl‘l’ commands

Yeommzind 3t):
‘.’ command le2

append 3H2
:iseii 303
he“ 303

binary It]:
lifue In]
Cd ll];
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FTP commands (continued)
close 202

debug 202
delete 202
dir 202
disconnect 203

ftp 195, 201-204
get 203
glob 203
hash 203

help 203
lcd 203
literal 203
is 203
mdelete 203
mtlir 203

mget 203
mkdir 203
mls 203

mput 203
open 203
prompt 203
put 203
pwd 203
quit 203
quote 203
recv 203

remotehelp 204
rename 204

rmdir 204
send 204
status 204
trace 204

type 204
user 204
verbose 204

FTP Server service
See also FTP

administering 163—166
annotating directories 165, 168
changing directory listing format 166
configuring

options 159—161

Registry parameters l67~170
security 162

description 157
displaying custom messages 165-166. 168
tilename listing 169
installing 158
logging FTP connections 166, 168
managing users 164
maximum connections 165, 169

monitoring traffic 180—181
performance counters [81
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F1? Server service (continued)

starting or stopping 164
TCP/IP support 3

using FTP commands at the command prompt 164
Fully qualified domain name (FQDN) 26, 63

G

Gateways

default gateway
configuring 23
multiple default gateways xii, 46
route command 216

11’ routers 44—46

monitoring with SNMP 65
routingtables 216
troubleshooting 196

get (FTP command) 203

glob(FTP command) 203
Gopher utility, obtaining on lntemet 9
Groups, WINS

intemet group names 126—127
multihomed names 126

normal group names 126
special names 127—129

H

H-node, NetBlOS over TCP/lP implementation 52
Hardware addresses, ARP determination 40

hash (FTP command) 203
Help

getting help on TCP/lP utilities 200
TCPlP.HLP 4

help (FTP command) 203
Host le

description 42-43
obtaining official network le for lntemet 42
used by nodes for handling packets 43

Host name

trhosts file 213

configuring 26
hostname command 191, 204

sending SNMP traps 30—31
troubleshooting with ping utility 192—193, 195

hostname command 191, 204
HOSTS file

.rhosts file 213

default directory 24
name resolution 25, 49, 61

troubleshooting 193, 197
Hosts, 1? layer parameters for DHCP 83
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ICMP protocol
description 40-41
performance counters I73-l74
routing echo packets 220

installing
DHCP 5mm AQ— 7t)
FTPScn'etsm'icc 358
WM? 37, ll)
[CF/l? Its-2t)
WlNS scrvcm lilo-ill?

lntcrnct
additional TEMP information 3

uddrcxx‘ claws 42

idttnttl’yingitmto wrtlt DNS (12
nhtaining

information about Windows Sockcn 13
official network lD§ 42

public domain Windowsbaeed utilitics 9
protocols

description .19—4!
tnclndetl with TCPHP 3

TCP/lP umcctwiiy 5

lntcmet Contml MCSS‘AgE Protoml See lCMP protowl
internal Protoool See l? protoool
lnterntlwotks

BOOTP protocol NH
mniigurt'ng scope lD 2'9
DHCP scopes '12—'35
i‘ltlSl [D5 42

lProuling RAJ—Jo
planning strategies

for DHCP llll—lm
for WlNS lAS—léo

printing l83—l89
Windows NT solutions 7‘ l l

WlNS inmost group names l2o-127
lP uddrcsscs

Acquiring a node's hardware addrmw all)
address classes 42

dddffiSS pool lor DHCP waiver
dynamic allomtion 97—!)8

partitioning. guidelines lUO
allocating via DHCP 46-48. 97-99
avoiding DNS naming conflicts lot)
configuring 23

configuring multiple default gateways 4r;
description 4t
DllCP

addressing policy gttidclincs W~99
client tram 99

client tzscrvations 81‘89—Ql

muting scopes 73—74
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lP adoresxcs (Continued)
DNS. name to address resolution 62-63

Ethernet address translation tables ltttt-Ztll
httrowarc addresses, ARP determination All

mapping tocomputcr name: 49. tilt Wt
name resolution Sec Namc resolution

obtaining official network ”)5 for Internet 4.2
preventing dupltcatc momma.» during TCP/lP

configuration 2]
RAE. tl’ttdorcxsmg till—oi
muting tables 2H»

\tutic mapptngs for WlNS servers Sm Starts mappings
\uhnctmask 43—44
trunxiation tables zoo—3m

troubleslmtmg
icltlct 1%

With ping utility i‘72—l93. MS

WlNS intcmct groups [26427
WINS multtltomcd group: [Zn

1? protocol
dcsmption 3940
displaying protocol xtatistics 209—2 ltl
porlormztnuc counlarg l75~ l 76

l? touting

Uttnliguring default gateway 23
gtttcways 44-46

antcrnctwork support 8
t? layer paramelctx DHC‘P options

pathos: ti}
pct interface K4

RAS server‘s otl
mute mmmand 45‘ Ill;

Routing lnfonnatton Protocol (RIP) 29
rtttttingtables 2M

wntling packets 45
xtatic routes 45

rpmnfig utility 87, 98. WL 205

I.

led {FTP command} 103
Lenses, DHCP clients 46‘ :28. Eta—89‘ 9‘)

lileml (FTP command) 203
LMHOSTS file

consultation on local name tesolution failure 5667. 62

dcl’aull directory 24
dmiplion l4?
daigmting domain controllers 153— l54
editing MS
guldfiiifles 150
keywords 149~l50t ISS
name resolution 49.61
name resolution without WINS 54

NetBlOS over TCP/l? lynodt: implementation 52
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LMHOSTS (11:: (continued)
rereading with nhmt command 2117
mics 148

setting up 147-156
specifying rcmote servers 151-152
troubleshooting 193‘ 194. 197
using

centralized 111% 155—156

with dynamic name resolution 151-156
Lpdsvc service, TCP/1P priming 1219
Ipq command 206
1521:0121de 206
LPR utility‘ obtaining on 1nLernc1 9
1311-1? command) 203

M

M~node, thBlOS om TCPHP imp1emcmation 52
Management infurmation bases See M1135
Mapping 1P addrmus to computer names 49‘ 61‘ 148
Mappings. static See Static mappings in W1NS
mt1c161c(1-TP cununnnd) 203
mdir (1'1? command) 2113
ngm, disp1sying in F173 San/er servioc 165-166. 168
mgel (FTP command) 203
M1135

agent API cx1ension interfacc 66
inchtded with SNMP 65

LAN Manager M1811 for Wimhws NT nbjcds
Common gmup 224
dmaiption 223

Domain group 223
Scmr group 2254,28

v Workstation group 223
Microsoft DHCP objects

DHCP M18 paramexets 229

DHCP Scope gmup 229
Microsofi WINS dim

Cmd group 234-235
Datamd group 232
parameters 210—232
P1111 group 232-233
Push group 333

mkdir (FTP command) 203
m1: (FTP command) 203

Monitoring
See also Performance Monitor
1~TP Server traffic 180-181

TCPITP pcrformance 173-180
WINS serverperformano: 182

Moving W1NS database 140
mput(F'1'P command) 203
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Multshomcd compulcrs
mnfigunng adaptm and ancmate default gateways 27
dynamic allocation of 1? addresss 93

11’ routing. intcmctwork support 8
WlNS group namcs 126

N

Name rmmtion
13103de name rcso1ution

mnbed 49

NetB1OS ovum/1P imp1ementauons 50‘52
possibk unwanted cffects 151
used with W118 536‘}

using LMHOSTS 1'11: 151—156
descnpnon 48-59
DNS 49,63-65

dynamic, using with LMHOS’I‘S 131: 151-156
HOSTS filn See HOSTS file
LMHOSTS file See WHOS'I‘S fi1c
RAS 60
search order 23-27

naps involved on W1NS~tnah10d computers 56—57
[wing wilh ping uti1ity 192—193, 195
troublwbooting 193
MNS

configuring TCP/IP 24
described 49

cnahi'tng for Windows Sockets applicat'ms 56
cnabling WINS proxy agcnt 29
"PCP/1P support 3
used with broadcast name reso1ution 5349

Namm

avoiding DNS naming conflicts 101}
community nnmm, configuring SNW savior 30. 33
computer mum in DHCP Managrr 71
DNS addmsing 62—63
11111)’ quflified domain name (FODN) 26, 63
hastnamc command 191‘ 204

LAN Managur 131
NCLB1OS over TCP/IP 131
resoiufion Sec Namc Insolutjon

zoom DHCP ‘14
xtatic mappings See S1311: mappings
WW5

imcmctgmup namcs 126—127
mdtibomed names 126

name registration re1ease. and renew! 5849
normaI group names 126
special mums 127—129

nbtstm command 191. 193—194, 207—209
NDIS intcrfaoe 38
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NetBlOS over TCP/IP

DHCP options 86
implementations 50—52
interface, Illustration 38

naming conventions 131
nbtstat command 207-209

packaging application network requests 38
state of connections 208

‘l‘CP/lP support 3
troubleshooting correct computer name 192
Windows NT services 38

nerstat command i9i, 193. 191209—210
Network

DDE.TCP/1P support 3
le

description 42—43
obtaining official network le for lntemet 42
used by nodes for handling packets 43

interface performance counters 177—178
Network adapter cards

configuring for TCP/lP 22
1Prouters 45

multiple See M ultihomed computers
troubleshooting gateways 196

New capabilities, '1"CP/lP xii

O

Objects See MlBs
open (FTP command) 203

P

P-node, NetBlOS over TCP/lP implementation 51
Packets

accepting SNMP packets from hosts 33
AR? request or reply packets 40
delivering 39
lCMP packets 41,211, 220
1? routing 45
name query requests 56
NetBlOS name registration requests 58
ping echo request and echo reply packets 41‘ 21}
use of subnet masks 43—44

Parameters

DHCP MlB objects 229
DHCP options

advanced 94—97

application layer parameters so
assigning 76—77
changing values tit)
client leases 99
client reservations ttl

creating new options 78—79
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laden

Parameters DHCP options (continued)
deleting 7‘)
description 75
DHCP Extensions 87

lP layer parameters per host S3
1P layer parameters per interface 84
link layer parameters per interface 85
NetBlOS over TCP/lP 86

predefined 82—87
TC? layer parameters per interface 85
vendorvspecitic information 86

Microsoft WlNS objects 230—232
Registry parameters

FTP 167— 1 711
WINS 141—144

Pausing DllCP service 70
Performance Monitor

See also Monitoring
counters

choosing i72
FTP Server counters 181
KM? counters 173—174
11’ counters 175—176
network interface counters 177— 178
TC? counters 179
UDP counters 180

used in "PCP/1P xii
WINS counters 182

monitoring
Fl? Server traffic 180— 181

TCP/lP services 171

WINS server performance 182
using 172

Ping utility
command syntax 192—193, 21041 1

diagnosing 11’ network or gateway failures 41
echo packets 211

troubleshooting 1? connections 192493. 210—711
Print Manager, creating a printer for TCP/IP

printing 185—188
Printers. creating for TCPIIP printing l85~188
Printing

lpq command 206
lpr command 206
TCP/lP printing

creating a printer 185—188
from UNIX clients 189
new feature 3
overview 183

setting up 185
prompt (FTP command) 203
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Protocols

See also specific pmloml mm
8001? 101

core protocols included with TCPIIP 3
heterogeneous networking suppon 10
Routing Information Protocol (RIP) 29

Public domain Window's-based uliiib’m obtaining
an intemer 9

P011 partners See Replication. WINS servers
Push partners See Replication, WINS servers
put (FTP command) 203
pwd (FTP command) 203

Q

quit (I-‘II’ command) 206
quote (Fl? command) 203

R
RAS

configuring
for use with TCP/IP 36
Phone Book entries {or TCP/IP 36

IP addressing 60-61
IP routing 60
name resolution 60

rep command 212—214
rccv 203

Regim
DH CP advanced configuration parameters 94.97
WINS parameters 141-144

Remote Am Service See RAS
Remote Procedure Call See RPC

Remote systems
designating curtain controIIers in LMHOSTS

1316 153-154

ftp command 201—204
FTP Server service See FTP Server service
nbtstat command 207- 209

ping command 192—193, 210—211
rcp command 212*214
rexec command 215-216
rsb command 217

specifying with LMHOS’IS file 151~ 152
telnet command 218-219

tfip command 219—220
troubleshooting conncctions 195

remotebcip (FF? command) 204
rename (171'? command) 204
Replication, WINS servers

partners

configuring 116—1 13
configuring propertim 118—1 19
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Replication, WINS scrvcrx partners (continued)
stoning replication 120
triggering between 120

planning frequency 146
puil partners

defining propenim 119
description 111114.116
Registry parameters 144

push partners
defining properties 119
description 1 12 114,116
Registry parameters 143

Registry parametas 143-144
setting interval preterencu 131

Requests
ARP request or reply packets 40
handled by SW service 66

name query requests 56
NetBlOS name registration requests 53
ping echo request and echo reply pockets 41.211

Reservations DHCP clients 81. 89—91

Restoring DHCP database 93
Restoring WINS dambm 139
rem; command 215-216

RFCs supported by TCWEP 5—6
,rhosts file 213

rmdir (FTP command) 204
route command 45, 216

Routing See 1? routing

RFC, TCP/IP support 3
rsh command 217

S

Scavenging WINS database 132—133

Scope ID
configuring 29
tmbimbooting I92

Scum, administrative See Soopm DHCP
Scopm. DHCP

activating 74
changing properties 75
client lem 46, 48, 88-89
client marvarions 81, 89-91

creating 73-74
desorption 72
DHCP options 75—87
removing 75

sendt'FI‘P command) 204
Servers

BOOTY 101

DHCP See DHCP, servers
WINS See WINS servers
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Services
DHCP See DHCP
FTP Server See FTP Server service

l.pdsvc, TCP/IP printing 189
TCP/lP support 3
WINS See WINS

Simple Network Management Pmtocol Sec SNMP
SNMP

communities

accepting SNMP packets from hosts 33
description 30
sending traps 3U

configunng
accepting SN MP packets from hosts 33
agent information 34—35
security 32-33
sendingtraps 30—32
with Control Panel 30—31

description 65—66
handling requests from hosts of)
installing 17,30
MIBs See M1115

TCP/IP support 3
traps

authentication traps 32
description 66 ‘
destinations 30

sending 30—31
Starting

DHCP Manager 71
WINS Manager 108

WINS replication 120
WINSservice 107

Static mappings in WINS
adding 122-123
deleting, confirmation messages 131
description 120
editing 124
filtering range 125
importing 124
viewing 121,134—135
WINS group names 126—129

status (FTP command) 204

Stopping
WINS service 107

Subnet masks

configuring 23
description 43-44
scopes 72~75
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T

index

TCP protocol
description 39—40
displaying protocol statistics 209—210
headers 39

performance counters 179

TCP layer parameters, DHCP options 85
"PCP/1P

additional reading 5, o, 223
advantages 2
components 3—6
configuring

advanced options 27~29
after installing protocol software 20—21
defaultgateway 23
1? addresses Z3

manually 21—24
name resolution search order 23—27

network adapter cards 22
preventing duplicate IP addresses 21
RAS 36

reconfiguring 22
Scope ID 29
subnetmask 23
to use DNS 25—27

with DHCP 2041.46

connectivity applications 3
core protocols 3
description xi
diagnostic tools 3, 191—197
documentation 6

heterogeneous networking 10
information via the Internet 5

installing
information required 16
options 18—19
procedure 17—20

lntemet connectivity 8
intemetwork support 7—11
monitoring See Performance Monitor
network interface performance counters 177-178
networking concepts 37—14
new capabilities in this release xii
pnnung

creating a printer 185—188
from UNIX clients 18‘)
introduced xii
new feature 3
overview 183

setting up 185
support for application interfaces 3

261

Cisco —— Exhibit 1003



282 lndox 

TCP/SP (continued)

unubleshooiing
HOSTS and LMHOSTS files l9?

lP cnnmclions l9’Z—l93, ZlO-le

using with third—pan}; softwm ll
ulilitics mferencc [99-220

Windows Sockets imcrfaoc 2. 3
with Windows NT, overview 38

Telnei

running inieraclivc commands 2m
starring nerwork service Elli-219
TCP/lP compatibiliiy 2
lelncl command Zl8—2l9

lerminal cmulalion. ~naming 2l8—Zl9
rmubleshooling 196
using mama when connecting to foreign hosts 25

telnet command 218-219

Tcrminal Emulalion Protocol See Telnet

TFTP. transferring files wilt: lflp command 2l9-220
Tools See Diagnostic tools
(race (Fl? command) 204
mean command xii} 20

Transmission Control Pmlocol See it? protocol
Trivial Filc Transfer Prmocol See TWP

Troubimshooting
connections 193— 195

diagnostic lools l9l—l97
Fl‘P Server service 195

gawways I96
HOSTS filc W3
lP cow/actions l‘fl- l93. 210—211
LMHOSl‘S file [93

mm: resolution problem I93
TCP/iP l9lal‘fl
Tclnel [9-6

’l'mublahooling DHCP 9’).
Troublahooring WINS [37— MO
lypc (FTP command} 20‘?

U

UDP protocol
broadcasting name rcgjslralion and query request

packers 56
dcscripiion 40

displaying protocol slalislim 289—2l0
performance oounlers mu

UNIX symms
rap command 2l2-214

iCP/ll’ printing wiih Lpdsvc service l89
riser (FTP command} 204
User Dalagram Protocol See UDP pmioool
llxers

displaying inflormarion will} fingcr command Bill
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Ulillrm

See a {90 specific command names
mlmncc l99~220

TCP/lP connccliviry applicalinns 3

V

Vendompccific information. DHCP options 86
verbosHFi‘Pcommand) 204

Viewing WINS dalabas: l34’ I35

W

Windows internal Name Service See WlNS
Windows NTwiii'l TCPJlP.chrvitw 38
Windows 8021mm

.ipplicalions
developing l3
enabling WINS name resolution 56

goals 13
inmfiaoc offered with TCP/i? Z 3
NDlS inltrfacc 58

ubiaining information 13— M
overview HA l4

using TCPflP wilh ihird-pany software ll
WINS

climl prtdcfined DHCP options 82—87
configuring TCPz’lP 24
database

adding suric mappings l22~l24
backing up 136437
uljlingslaiic mappings l24
Vila I32

moving Ml)
scavenging l32— 03
Viewing 134435

enabling MNS Proxy Again 29

Manager See WlNS Manager
Microsofl WINS objujs

Cmd group 234435
Darafila group 232
paramelcrs 230-232
Pull goup 232-233
Push group 233

moni loring strvcr performance “32

nzimc rcgistralion. rclmscr and renewal 58—59
name resolution

dcscllbed I39

used with brmdcasi name msolurmn 53—59
namcs

inremel group names l26—127
inulrinomcd names lib

normal group mama 126
main names l27-129
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WINS (continued)

perfomame counrers 182
planning slmltgics 145-146
Registry paramelm

editing 141

rcplicmion panners 143444
WINS servers 142—143

servers See WlNS servers

smningorsropping WlNS service 107
slat 1c mapping.

adding 122—123
dclcling, confirmation mcmgts 131
description 120
c1111§ng 324
fil1er§ngmngc 115
importing 124
viewr'ng 121,134——135
WINS gmup names 126429

WINS Mannger
administering WlNS Ewen; 167-411
configuring

replication panner propertia 118- l 19
mpéicanon Miners 316—118
WlNSscrvm Ill-114

displaying serversralislim 109-1 [0

swing preferencm 129—131
naming 108
slaningrcplimlion 120
$1311: mappings

adding 122-123
dclc1ing confirmation messages 13)
descnplion 120
editing 124
fihm'ngrangp 12.5
imponing 124
viewing 121, 134-135
W1N5gm1rpnames 126—129

niggcnng replimlion bclween parmcrs 120
WlNS database

backlugup 136-137
111% 132

moving 140
mvengjng 132433
viewing 134-135

wms Amer:

Jdminlstering 1117—111
oonliguring 113-114
connccling 10 109
displaylngslalisu‘cs 109—110
installing 106—107
UVCWlCW 105

planning slratcgy 145446
Registry paramcltrs 142443

replication See Replimu'on, WINS scrvcrs
rcslanlng and mbullding 139
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For product suppon, oomact {he manufacturer of your PC. Refer to the
documentation that came with your PC for the product support telephone number.
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