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1. Status of this Meno

This meno defines a sinple protocol by which nanagenent i nfornmation
for a network el ement may be inspected or altered by logically renote
users. In particular, together with its conpani on nenos which
describe the structure of managenent information along with the
initial management information base, these docunents provide a
simpl e, workable architecture and system for managi ng TCP/ | P- based
internets and in particular the Internet.

This meno specifies a draft standard for the Internet conmunity.
TCP/ 1P inplenmentations in the Internet which are network nmanageabl e
are expected to adopt and inplenment this specification.

Distribution of this nmenp is unlimted.
2. Introduction

As reported in RFC 1052, | AB Reconmendations for the Devel opment of

I nternet Network Managenent Standards [1], the Internet Activities
Board has directed the Internet Engineering Task Force (I1ETF) to
create two new working groups in the area of network nmanagenent. One
group is charged with the further specification and definition of

el ements to be included in the Managenent |nfornation Base (M B)

The other is charged with defining the nodifications to the Sinple
Net wor k Managenent Protocol (SNWMP) to acconmodate the short-term
needs of the network vendor and operations comunities, and to align
with the output of the MB working group

The M B working group has produced two nmenos, one which defines a
Structure for Managenent Information (SM) [2] for use by the managed
obj ects contained in the MB. A second neno [3] defines the list of
managed obj ects.

The out put of the SNMP Extensions working group is this neno, which

i ncorporates changes to the initial SNWP definition [4] required to
attain alignment with the output of the MB working group. The
changes should be nmininmal in order to be consistent with the | AB's
directive that the working groups be "extrenely sensitive to the need
to keep the SNWP sinple.” Although considerable care and debate has
gone into the changes to the SNMP which are reflected in this neno,
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the resulting protocol is not backwardly-conpatible with its
predecessor, the Sinple Gateway Mnitoring Protocol (SGW) [5].

Al t hough the syntax of the protocol has been altered, the origina
phi | osophy, design decisions, and architecture remain intact. In
order to avoid confusion, new UDP ports have been all ocated for use
by the protocol described in this neno.
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3. The SNWP Architecture

Inmplicit in the SNMP architectural nodel is a collection of network
managenent stations and network el ements. Network managenent
stations execute nmanagement applications which nonitor and contro
network el enents. Network el ements are devices such as hosts,

gat eways, terninal servers, and the |ike, which have nanagenent
agents responsi ble for perform ng the network managenent functions
requested by the network managenent stations. The Sinple Network
Managenment Protocol (SNWP) is used to communi cate nmanagenent

i nformati on between the network nmanagenent stations and the agents in
t he network el ements.

3.1. GCoals of the Architecture

The SNWVP explicitly minimzes the nunber and conplexity of managenent
functions realized by the managenent agent itself. This goal is
attractive in at |east four respects:

(1) The devel opnent cost for managenent agent software
necessary to support the protocol is accordingly reduced.

(2) The degree of managenent function that is renotely
supported is accordingly increased, thereby adnmtting
fullest use of internet resources in the nmanagenent task

(3) The degree of managenent function that is renotely
supported is accordingly increased, thereby inposing the
fewest possible restrictions on the formand
sophi stication of nmanagenent tools.

(4) Sinplified sets of managenent functions are easily
under st ood and used by devel opers of network managenent
t ool s.

A second goal of the protocol is that the functional paradigmfor
nmoni toring and control be sufficiently extensible to acconmodate
addi tional, possibly unanticipated aspects of network operation and
nmanagenent .
A third goal is that the architecture be, as nuch as possible,
i ndependent of the architecture and nechani sns of particular hosts or
particul ar gat eways.

3.2. HEenents of the Architecture

The SNWVP architecture articulates a solution to the network
managenent problemin terns of:
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(1) the scope of the managenent infornmation conmmuni cated by
t he protocol

(2) the representation of the managenent information
conmmuni cat ed by the protocol

(3) operations on nmanagenent information supported by the
pr ot ocol

(4) the formand neani ng of exchanges anong managenent
entities,

(5) the definition of administrative relationshi ps anong
managenent entities, and

(6) the formand neani ng of references to managenent
i nformation.

3.2.1. Scope of Managenent |nfornation

The scope of the nanagenent information conmuni cated by operation of
the SNVWP is exactly that represented by instances of all non-
aggregate object types either defined in Internet-standard MB or
defined el sewhere according to the conventions set forth in

I nternet-standard SM [2].

Support for aggregate object types in the MB is neither required for
conformance with the SM nor realized by the SNW.

3.2.2. Representation of Managenent |nformation

Management i nfornmati on comuni cated by operation of the SNWP is
represented according to the subset of the ASN. 1 | anguage [6] that is
specified for the definition of non-aggregate types in the SM.

The SGQVP adopted the convention of using a well-defined subset of the
ASN. 1 | anguage [6]. The SNWP continues and extends this tradition by
utilizing a noderately nore conpl ex subset of ASN. 1 for describing
managed objects and for describing the protocol data units used for
managi ng those objects. In addition, the desire to ease eventua
transition to OSl-based network nanagenment protocols led to the
definition in the ASN. 1 | anguage of an Internet-standard Structure of
Managenment Information (SM) [2] and Managenent |nfornmati on Base
(MB) [3]. The use of the ASN. 1 | anguage, was, in part, encouraged
by the successful use of ASN.1 in earlier efforts, in particular, the
SGW. The restrictions on the use of ASN.1 that are part of the SM
contribute to the sinplicity espoused and val i dated by experience
with the SGW.
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