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135 Patent

135 Patent
Ex. 1001

~mwd 1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name assoclated with the
target computer;

(2) determining whether the DNS request transmitted in
step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically mmitiating the VPN between the client
computer and the target computer.
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Ex. 1002
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C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

Sl

Abstract

We have designed "C-HTTP" which provides secure
HTTP communication mechanisms within a closed group
of institutions on the Internet, where each member is
protected by its own firewall. C-HTTP-based
communications are made possible by the following three
components: a client-side proxy, a server-side proxy and
a C-HTTP name server. A client-side proxy and server-
side proxy communicate with each other using a secure,
encrypted protocol while communications between a user
agent and client-side proxy or an origin server and
server-side proxy are performed using current HTTP/1.0.
In a C-HTTP-based network, instead of DNS, a C-HTTP-
based secure, encrypted name and certification service is
used. The aim of C-HTTP is to assure institutional level
security and is different in scope from other secure HTTP
protocols currently proposed which are oriented toward
secure end-to-end HTTP communications in which Kiuchi at 64

. P 135 Pet. at 18-19, 26
security protection is dependent on each end-user. 151 Pet. at 17-18
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Dr. Guerin
Ex. 1003
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135 Pet. (Paper 5) at 20; Ex. 1003 at 21
151 Pet. (Paper 5) at 19; Ex. 1003 at {19
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Dr. Guerin
Ex. 1003
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135 Patent: Preamble

135 Patent
Ex. 1001

-med 1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name assoclated with the
target computer;

(2) determining whether the DNS request transmitted in
step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically mmitiating the VPN between the client
computer and the target computer.
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135 Claim 1: Preamble

135 Patent Claim 1

1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) requ

corresponding to a d Petition

target computer;

(2) determining whethe

step (1) is requestin
3) in response to dete : : . . . .
( )Step (z)pis requesting Kiuchi describes systems and processes in which a secure connection

automatically initiaty
computer and the tar

between a client-side proxy and a server-side proxy (and by extension between the

-1

user agent and origin server, which are secured behind the firewalls containing the
proxies) automatically 1s established by the proxy servers and a C-HTTP name

server 1n response to a request specifying a destination in the closed network.

135 Pet. at 26-27; see Reply at 3-4
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135 Patent: Client Computer

135 Patent Claim 1 Client Computer

1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

)
(1) generating from the client computer a Domain Name Petitioners’ Construction Patent Own_er S
Service (DNS) request that requests an IP address Construction
corresponding to a domain name associated with the A computer from which a data | User's Computer
target computer; o request to a server is
(2) determining whether the DNS request transmitted in generated

step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically initiating the VPN between the client
computer and the target computer.

135 Petition at 15-16; Resp. at 15
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The Patent Describes a “Conventional Client”

135 Patent
Ex. 1001
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FIG. 26 shows a system employing various principles
summarized above. A user’s computer 2601 includes a
conventional client (e.g., a web browser) 2605 and an IP
protocol stack 2606 that preferably operates in accordance
with an IP hopping function 2607 as outlined above.
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135 Patent at Fig. 26, 38:13-17;
Reply at 9
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Dr. Guerin: A “Client” Makes Requests

Dr. Guerin

Ex. 1003 Dr. Guerin

In
particular, the client-side proxy performs various steps on behalf of the user agent

to facilitate communications with an origin server and provides responses to a user

agent’s resource requests. The C-HTTP connection established by the client-side

proxy of Kiuchi relies on HTTP 1.0 exchanges as would any regular HTTP
communication, and therefore the client-side proxy acts as a client computer 1n 1ts
communication with the server-side proxy and as a server in its communication
with the user agent. See Ex. 1002, p. 67, § 4.2; see also Ex. 1014, p. 5 (T. Berners-
Lee et al., Hypertext Transfer Protocol -- HTTP/1.0, RFC 1945, May 1996))
(describing proxy as an “intermediary program which acts as both a server and a

client for the purpose of making requests on behalf of other clients™).

Ex. 1003 at |[19; Pet. at 19, 26-27; Reply at 10
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Dr. Guerin: A “Client” Makes Requests

e 10 REC 19435

client

I

An application program that establishes connections for the

purpose of sending requests. In
proxy agent
An intermediary program which acts as both a server and a client b user
for the purpose of making requests on behalf of other clients.
Requests are serviced internally or by passing them, with t-side
- possible translation, on to other servers. A proxy must
interpret and, 1f necessary, rewrite a request message before
forwarding it. Proxies are often used as client-side portals TP
through network firewalls and as helper applications for o
4 handling requests via protocols not implemented by the user In 1ts
agent.
Ex. 1014 at 5-6; Pet. at 26-27 (citing Ex. 1003 \[19); Reply at 10 bation
T = |

with the user agent. See Ex. 1002, p. 67, § 4.2; see also Ex. 1014, p. 5 (T. Berners-

Lee et al., Hypertext Transfer Protocol -- HTTP/1.0, RFC 1945, May 1996))

(describing proxy as an “intermediary program which acts as both a server and a

client for the purpose of making requests on behalf of other clients™).

RFC 1945 Ex. 1003 at §19; Pet. at 19, 26-27; Reply at 10
Ex. 1014

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 11



Dr. Monrose: Petitioners’ Construction of Client Computer

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Monrose Dep.

Ex. 1036
s
— 4 1 0 And i1s it your opinion that the
: 2 Petitioners' proposed construction of a "client
3 computer" as being "a computer from which a data
- 4 request to a server 1is generated" is inaccurate?
1 O A I provided no statement thereof that it's
6 inaccurate.
7 0 So you don't have an opinion that it's
8 inaccurate?
9 A I have not provided an opinion whether or
10 not it's inaccurate.
Ex. 1036 at 101:1-10
135 Reply at 9
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Apple’s Position In District Court: Client Computer

Ex. 2048 — Transcript of Trial, Morning Session (E.D. Tex. Nov. 5, 2012)

Ex. 204

Trial Trans
18 Q. In your analysis, Dr. Alexander, you

19 specifically picked the wrong device to be the client
20 computer, didn't you?
21 A. No, I did not. There are —- as I sald, client

22 1s used widely in computer science. There's a client --

23 vyou can see the word client and client-side proxy, so I

24 chose that one.

25 Q. I see. So the word happens to appear there.

1 Therefore, it must match up with what's in the claims?

2 A. Well, it 1s a client in this system.

3 Q. No. It is a proxy in this system, isn't it?
4 A. Well, you've got the client talking to a

S5 server. That's conventional client server technology,

L .
6 so it's a client. Ex. 2048 at 51:18-52:8

135 Reply at 11
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IPR2014-00404: “Client” Computer”

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404
Paper 42

We also disagree with Patent Owner that Kiuchi fails to disclose a
“client computer,” or a computer associated with a client. As previously
discussed, Kiuchi discloses a “client-side proxy™ that 1s associated with a
“chient.” Hence, Kiuchi discloses a “client computer.”

In addition, assuming one of ordinary skill in the art would have
understood that a “client computer” must include specific reference to a
“user,” as Patent Owner appears to contend, Kiuchi discloses this feature.
Kiuchi discloses, for example, a “user agent™ and “communication between
a client-side proxy and user agent.” Ex. 1004, 65. In other words, the “user
agent” of Kiuchi 1s connected to (1.e., in communication with) a
communication network (which includes a client-side proxy). Patent Owner
does not demonstrate persuasively a difference between the “user agent™ of
Kiuchi (that 1s connected to a communication network) and the “client

computer” that 1s also “connected to a communication network,” as recited

i claim 15. Final Written Decision (Paper 42) at 16
135 Reply at 3
151 Reply at 3

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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IPR2014-00404
Paper 42

IPR2014-00404: “Client” Computer”

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

Patent Ovwner

For at least the above reasons, we do not adopt Patent Owner’s
proposed construction of the term “client computer™ as a “user’s computer.”
Instead, we construe the term “client computer,” under a broadest reasonable

standard, to include a computer associated with a client.

Final Written Decision (Paper 42) at 9
135 Reply at 3
151 Reply at 3
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The Federal Circuit Upheld Denial of JMOL

It Did Not Find Kiuchi’s User Agent Is the Client

VirnetX v. Cisc

(Fed. Cir 2014 Additionally, with respect to the ‘151
patent, there was substantial evidence to
support VirnetX’s argument that Kiuchi
fails to disclose the requirement that the
DNS request be “sent by a client.” '151
patent col. 46 1. 57. Apple argued that the
“client-side proxy” of Kiuchi meets the
“client” limitation, but there was evidence
that the “client” of Kiuchi is actually a web
browser, a component that i1s distinguish-
able from the client-side proxy. See J.A.
2341. Thus, the district court did not err
in denying Apple’s JMOL motion with re-
spect to invalidity. 767 F.3d 1308 at 1323-1324 (Fed. Cir. 2014)

135 Reply at 1-2
151 Reply at 1-2
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Different Legal Standards and a Different Record

In re Baxter Intern., Inc., 678 F.3d 1357 (Fed. Cir. 2012)

In re Baxter
(Fed. Cir. 2012J

More fundamentally, the PTO in reexamination proceedings and the
court system in patent infringement actions "take different approaches
In determining validity and on the same evidence could quite correctly
come to different conclusions." Swanson, 540 F.3d at 1377 (quoting
Ethicon, 849 F.2d at 1428). In particular, a challenger that attacks the
validity of patent claims in civil litigation has a statutory burden to
prove invalidity by clear and convincing evidence. /d. (citing 35 U.S.C.
§ 282); see also Microsoft Corp. v. i4i Ltd.,  US. ;131 S.Ct.
2238, 2242, 180 L.Ed.2d 131 (2011). Should the challenger fail to
meet that burden, the court will not find the patent "valid," only that
"the patent challenger did not carry the ‘burden of establishing
invalidity in the particular case before the court." Swanson, 540 F.3d
at 1377 (quoting Ethicon, 849 F.2d at 1429 n. 3 (internal citations
omitted)). In contrast, in PTO reexaminations "the standard of proof —
a preponderance of the evidence — is substantially lower than in a
civil case" and there is no presumption of validity in reexamination
proceedings. /d. at 1378.

678 F.3d at 1364
135 Reply at 2
151 Reply at 2
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135 Patent: VPN

135 Patent Claim 1 VPN

1. A method of transparently creating a virtual private

network (VPN) between a client computer and a target . : . Patent Owner’s
computer, comprising the steps of: Petitioners’ Construction Construction
(1) generating from the client computer a Domain Name A secure network that A network of computers
Service (DNS) request that requests an IP address , _ : : : :
corresponding to a domain name associated with the includes portions of a public | which pnyately gnd directly
target computer; network communicate with each other
(2) determining whether the DNS request transmitted in by encrypting traffic over
step (1) is requesting access to a secure web site; and insecure communication
(3) in response to determining that the DNS request in paths between the computers

step (2) is requesting access to a secure target web site,
automatically initiating the VPN between the client
computer and the target computer.

135 Petition at 7; Resp. at 4

Patent Owner’s Construction

For the reasons discussed below, encryption, direct communication capability, and

a network, are required.

135 PO Resp. at 5
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IPR2014-00404: VPN Communication Link

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404 We previously determined that, under a broadest reasonable
Paper 42 ' o '
4 construction, one of skill in the art would have understood the term ““virtual

.| private network communication link,” in light of the Specification, to

UNITED STATES PATENT AND TRADEMARK OFFICE

= include “a transmission path between two devices that restricts access to
data, addresses, or other information on the path, generally using obfuscation

methods to hide information on the path, including, but not limited to, one or
2

more of authentication, encryption, or address hopping.” Dec. on Inst. 7.

Patent Owner disputes this interpretation and argues that the term “virtual

private network communication link™ 1) must be “a communication path

between computers in a virtual private network™ (PO Resp. 6), 2) “requir|[es]

computers within a VPN to communicate directly” (PO Resp. 9), and 3)
requires a “network of computers,” which, according to Patent Owner must
be “more than a ‘path between two devices.”” PO Resp. 14.

We decline to modify our previous construction of this term in the
manner suggested by Patent Owner because such a modification is
immaterial 1n this proceeding for reasons set forth below. See Vivid Techs.,
Inc. v. Am. Sci. & Eng’g, Inc., 200 F.3d 795, 803 (Fed. Cir. 1999) (claim

terms need only be construed to the extent necessary to resolve the case).
Final Written Decision (Paper 42) at 4; 135 Reply at 3; 151 Reply at 3
Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 19




Kiuchi: Encryption

Petition

et Petition
q

Data is securely transmitted between the user

Patent Owner.

agent and origin server because the proxy servers automatically encrypt any traffic

sent between them. See Ex. 1002, p. 65, § 1; see also Ex. 1003, q 26.

135 Pet. at 29

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

__IPROCEEDINGS

s,,pm/ﬂ A client-side proxy and server-
< 199(;7 side proxy communicate with each other using a secure
N\ encrypted protocol while communications between a user

I agent and client-side proxy or an origin server and

we o= seyver-side proxy are performed using current HTTP/1.0.

’

Kiuchi Kiuchi at 64; 135 Pet. at 26
Ex. 1002
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C-HTTP -- The Development of a Secure, Closed HTTP-based Network

Kiuchi
Ex. 1002 on the Internet
1
[ IPROCEEDINGS
I 3 Ikl Sbciey &%&-l

: Symposium on I
; Network and Distribute

| System Security/D
,»" o - ,_/ ;_&_‘ -

~| protected by its

We have designed "C-HTTP" which provides secure
HTTP communication mechanisms within a closed group
of institutions on the Internet, where each member is
own firewall.

Kiuchi at 64; 135 Pet. at 19

Although C-HTTP is primarily developed for use in the
medical field, it can be used in other areas. Using C-
HTTP, a closed HTTP-based virtual network can be
constructed for closed groups, for example, the
headquarters and branches of a given corporation.

Kiuchi at 69; 135 Pet. at 19
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Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

_IPROCEEDINGS

APl

Symposium on
| Network and Distribute

‘ System Security/D

connection table in the client-side-proxy, the current

When the connection 1S not found in the current

connection 1s disconnected. Thus a new connection is
established if the host is in the closed network and an
ordinary HTTP/ 1.0 request 1s dispatched otherwise.

Kiuchi at 65; 135 Pet. at 22

9) Request for closing the connection (Appendix 3. i,j)

A client-side proxy can send a request for closing the
connection. The server-side proxy returns a status which
indicates the connection is closed. On the other hand, if
the server-side proxy detects that a given connection
times out, it deletes the connection ID from the
connection list, informing the client-side proxy that the
connection 1s closed when an error status is returned in
response to the request.

Kiuchi at 67; 135 Reply at 13
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Dr. Monrose: Network

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Monrose Dep.
Ex. 1036

22 o) Yes. In your explanation in paragraph 22,

l 1s there a minimum number of computers that must be

2 on the VPN to make it a VPN?

3 A I haven't asserted that there's a minimum
4 number or a number.

> 0 Is it fair to assume there has to be at

6 least two computers in order to form a network?

7 A I would think that's fair.

Ex. 1036 at 85:22-86:7
135 Reply at 12
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IPR2014-00404: “Network™

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404
Paper 42

Patent Ovwner

For example, Kiuchi discloses one embodiment of the use of a C-

HTTP name server (and client-side and server-side proxies) in “networks

1 among hospitals and related institutions.” Ex 1004, 64. At least in view of
this explicit disclosure of “networks,” we are not persuaded by Patent Owner

that Kiuchi fails to disclose a “network.”

Final Written Decision (Paper 42) at 14
135 Reply at 3, 13
151 Reply at 3
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Kiuchi vs 135 Patent: Direct

Kiuchi
Ex. 1002

IPROCEEDINGS

s c. HTTP/1.0 request from the user agent (1) and

Systom Security HTTP/1.0 request encrypted and wrapped in C-HTTP
.:\(" S ,%/D . - .
N7 >4 request dispatched by the client-side proxy (2)

shipé 1996/
\ / Kiuchi at 66; Reply at 14-15
] Ty
O
T L S _m

S10. The TARP packet 1s encrypted using the memorized
link Key.

S11. An IP header 1s added to the packet that contains the
stored IP address, the encrypted TARP packet wrapped

with an IP header, and the completed packet transmitted
to the next hop or destination.

135 Patent at 13:33-39; Reply at 14-15

135 Patent
Ex. 1001
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Claim Construction: Direct

Ex. 1001 — 135 Patent

135 Patent According to one embodiment of the improvement, ISP
— 2901 maintains a separate VPN with first host computer
2900, and thus translates packets arriving at the ISP ito
packets having a different IP header before they are trans-
mitted to host computer 2900. The cryptographic keys used
to authenticate VPN packets at the link guard 2911 and the
cryptographic keys used to encrypt and decrypt the VPN
packets at host 2902 and host 2901 can be different, so that
link guard 2911 does not have access to the private host data;
it only has the capability to authenticate those packets.

0 A 0
(o Pt 12,135 BI

HOST COMPUTER #1 2304 ISP

Ex. 1001 at 41:56-65, Fig. 29;

RX | TXy - 2911
—‘T—RB%%R Bl | 135 PO Resp. at &

X R | Tx ¢ 2010 |- 2801 135 Reply at 14

RX
== R ===
NN
QOO 2905 2906 290/7 29&3

HIGH BW

HOST COMPUTER #2 IP X 100-200
2902~
X RX
NS
212 2913
BE~J HACKER COMPUTER Aooo IP TX 100-200

FIG. 29
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Dr. Monrose Did Not Know What “Direct” Requires

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Monrose
1 : Q So you haven't set forth in your

Y
-\
S
d

— : 4 declaration what's required for a client computer to

L

have direct communication with a target computer; 1is

6 that fair?

[ 7 A I have not set forth requirements, that's
8 fair.
1
9 Q So that means that you basically would
10 have to make a jJjudgment call for each circumstance

I that you're evaluating as to whether the

12 communication is direct or not; right?

13 A It would be, in your words, a Jjudgment

14 call based on looking at the specifications of the

15 patent. Ex. 1036 at 263:3-15

135 Reply at 13
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VirnetX’s Litigation Position: “Direct” Means “Direct Addressability”

Ex. 1044 —Transcript of Trial, Afternoon Session (E.D. Tex. Nov. 1, 2012)

Trial Transcript
Ex. 1044

25 0. (By Mr. Williams) This is Judge Davis'

1 construction. A secure communication link must be a

Petitoners The Mangrove Parers

2 direct communication link.

3 And I believe that you've told us that direct
4 communication refers to direct addressability, correct?
S A. That's correct.

Ex. 1044 at 50:25-51:5
135 Reply at 16
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Dr. Monrose: Kiuchi’s URL Contains the Actual Address of the Resource on Origin Server

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Monrose Dep.

Ex. 1036
——
e 21 Q On page 65 of Kiuchi, on the top right
- 22 paragraph there's an URL that's "http://server,"
1 et cetera. Do you see that?
G 2 A I see it.
| 3 O And that URL is identifying a particular
4 resource on the origin server; right?
5 A Yes.
% sk 3k
12 Q And so the URL is the address of that
I3 resource; 1is that correct?
14 A This example, correct.
Ex. 1036 at 240:21-241:14
135 Reply at 16

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 29



Kiuchi
Ex. 1002

1

C-HTTP -- The Development of a Secure, Closed HTTP-based Network

on the Internet

L

IPROCEEDINGS

‘ Symposium on
| Network and Distributef

| System Security/D

Once the connection is established, a client-side proxy
forwards HTTP/1.0 requests from the user agent in
encrypted form using C-HTTP format.

Kiuchi at 66; Ex. 1003, 133; Reply at 14-15

GET "http://server.in.current.connection/

sample.html!”
HTTP/1.0<CR><LF>

Kiuchi at 66; Ex. 1003, 132; Reply at 14-15, 16

8) Origin server responses to the user agent through the
server-side and client-side proxies (Fig. 2h)

An HTTP/1.0 response sent from the origin server to
the server-side proxy is encrypted in C-HTTP format by
the server-side proxy, and is forwarded to the client-side
proxy. Then, in the client-side proxy, the C-HTTP
response 1is decrypted and the HTTP/1.0 response
extracted.

Kiuchi at 66; Ex. 1003, {[33; Reply at 14-15

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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IPR2014-00404: “Direct” Communications

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404
Paper 42

To the extent that Patent Owner argues that a “direct communication”

Trials @uspto.gov

UNITED STATES PATENT AND TRADEMARK OFFICE

sz s 1s recited implicitly in claim 1, for example, we disagree with Patent Owner

Patent Ovwner

e at least because even if a “direct communication™ 1s required, Kiuchi

discloses this feature. Kiuchi discloses a client-side proxy (i.e., first network

device) “[s]ending C-HTTP requests to the server-side proxy’ in which the

client-side proxy “forwards HTTP/1.0 requests™ to the server-side proxy.

Ex. 1004, 66. Kiuchi also discloses that “[a] client-side proxy and server-
side proxy communicate with each other using a secure, encrypted protocol
(C-HTTP).” Ex. 1004, 64. Kiuchi does not disclose that the communication
between the client-side proxy and the server-side proxy 1s not a “direct
communication” and Patent Owner does not explain adequately how the
communication between the client-side proxy and the server-side proxy of
Kiuchi differs from a “direct communication,” as Patent Owner contends 1s

. .. . . . 4 Final Written Decision (Paper 42) at 15
1mp1101t1y recited in claim 1. 135 Reply at 3, 13

151 Reply at 3
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135 Patent: Step 1

“generating from the client computer a [DNS] request”

135 Patent
Ex. 1001

—mwmd 1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name associated with the
target computer;

(2) determining whether the DNS request transmitted in
step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically mmitiating the VPN between the client
computer and the target computer.
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135 Patent: DNS Request

Claim Construction

135 Patent Claim 1 DNS Request

1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

H
(1) generating from the client computer a Domain Name Petitioners’ Construction Patent Own.er S
Service (DNS) request that requests an IP address Construction
corresponding to a domain name associated with the A request for a resource A request for a resource
target computer; corresponding to a network | corresponding to a domain
(2) determining whether the DNS request transmitted in address name

step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically initiating the VPN between the client
computer and the target computer.

135 Petition at 14; Resp. at 13
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Kiuchi

“generating from the client computer a [DNS] request”

Kiuchi

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1002

J on the Internet

[ “'%‘PROCEEDINGS
p e

Symposmm on

| | Network and
System Secur
AN /; P/:}' 2.1 C-HTTP name service request 1.2 C-HTTP name service response
L 19
\\\ 2.1 C-HTTP name service requcﬁt 2.2 C-HTTP name service response
O g 5[3‘%:1‘{ E; ”*:E;I‘_T'"-“”- o | MESSAGE-DIGEST-ALGORITHM. cr1p- |
wrne | [*SERVER-SIDE-PROXY-NAME *SERVER-SIDE-PROXY-IP

ooTTeTToTT
m | *USER-AGENT-IP-cr:-1r *SERVER-SIDE- PRDXY IP-cr:a1r
*SERVER-SIDE-PROXY-NAME = r

+SERVER-SIDE-PROXY-PORT -ca--LF
*SERVER-SIDE-PROXY-PORT & -1r C-HTTP Secure- +SERVER-SIDE-PROXY -PUBLIC-KEY .cr- 1¢
. Name Service ¢*REQUEST-NONCE.c&: 15
*RESPONSE-NONCE «=-1F
I}](:II AL-SIGNATURE / >

[ *DIGITAL-SIGNATURE
|

i
Client- Server-
@ Side Side One or More
User Agent | ——»{ Proxy Proxy Origin Servers
on on
Firewal H“u Standard/Public Firewal
T If error DNS T
{ received :
| I

135 Reply at 7
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Petition
Paper 5

Kiuchi

“generating from the client computer a [DNS] request”’

Petition

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Kiuchi also discloses a process that includes “generating from the client
computer a Domain Name Service (DNS) request that requests an IP address
corresponding to a domain name associated with the target computer.” See EX.
1002, p. 65, § 2.3; see also Ex. 1003, 99 20-22. Kiuchi shows that a user agent
makes an HTTP request to connect to a host that 1s specified within a URL. See id.
The client-side proxy receives the request and sends a request to a C-HTTP name

server asking to resolve the hostname in the request into an IP address. See id.

135 Pet. (Paper 5) at 27; see id. at 20-21

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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Kiuchi

“generating from the client computer a [DNS] request”

Dr. Guerin C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1003 on the Internet
1
| I
| |
| I
| C-HTTP Secure |
| @ Mame Servica |
| e |
MMMMMMMM | 1
- @ @
Client= Servers
@ Slde @ Side Ore or More
User Agern [ *| Praxy | Pray Origin Servers
(n]yl I:EI (m]y E
Birewall Fircweall
| |
| |
| |
| |
| Stundurrjlu"lhuh“i: l
NS
Diagram 2 135 Pet. (Paper 5) at 20; Ex. 1003 at 20
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CCONFIDENTIAL - PR(
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VirnetX: C-HTTP Does Not Follow the DNS Protocol

Kiuchi repeatedly differentiates its C-HTTP features from DNS. (Ex. 2043
at 41 43-44.) For example, Kiuchi explains that the C-HTTP name service is used
“Instead of DNS,” the “DNS name service is not used for hostname resolution,”
and a “DNS lookup” is only performed after a permission request to the C-HTTP

name server fails.
135 PO Resp. at 20

Indeed,
Apple’s expert in related proceedings has similarly explained that a DNS request to

look up a network address must “follow[] the DNS protocol for such requests.”

(Ex. 2046 at 102:9-13.)

135 PO Resp. at 21

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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VirnetX: DNS Not Limited to the IETF DNS Protocol

Ex. 1038 (VirnetX’s District Court Claim Construction Brief) & Ex. 1036 (Dr. Monrose)

Microsoft’s Proposed Construction. Microsoft’s proposed construction limiting the term to

the DNS defined by the IETF RFCs 1s contrary to the specification and therefore improper. As an

initial matter, Microsoft admits that the use of the capital letters in “DNS” is insignificant in defining

the term. JCC Exh. E, 48. Microsoft limits the term to the DNS as defined by the IETF, excluding the

specification’s description of a modified form of DNS handling domain name requests in the form of

domain name extensions, “[a]ccording to one embodiment.” See * 135 patent at 38:23-33.

Ex. 1038 at 12
135 Reply at 5

ssssss

ssssss

19

20

21

22

Q But your definition doesn't require the
"domalin name service request"” to be limited to the
domaln name system related RFCs from the IETE?

A It does not limit 1t to those specific
RFCs,

correct. Ex. 1036 at 104:18-22

135 Reply at 5

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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VirnetX: C-HTTP Name Server Does Not Return the Address

“Corresponding” to the Domain Name

lllllllllllll

AN

|

in the instant proceeding.

As such, Kiucht’s request does not and cannot disclose the claimed request

because the returned IP address does not correspond to the domain name
associated with Kiuchi’s origin server, but instead corresponds to the server-side

proxy. For at least these additional reasons, Kiuchi does not anticipate claim 1.

135 PO Resp. at 23

135 Patent
Ex. 1001

A B
tes Patent (o) Patent Na:  US 6,502,135 BL

135 Patent

Thereafter,
DNS proxy 2610 returns to user computer 2601 the resolved
address passed to it by the gatekeeper (this address could be
different from the actual target computer) 2604, preferably
using a secure administrative VPN. The address that is
returned need not be the actual address of the destination
computer.

135 Patent at 38:36-42; Reply at 6
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IPR2014-00404: Kiuchi’s Server-Side Proxy Is the “Host”

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404
Paper 42

i Patent Owner argues that Kiuchi discloses that the client-side proxy

sends a request for a network address for the “origin server” but not for the

server-side proxy. However, Kiuchi discloses that in response to the request

to communicate with “the host,” the name server examines “the requested

server-side proxy” and returns “the IP address . . . of the server-side proxy.”

Ex. 1004, 65 (emphasis added). Thus, contrary to Patent Owner’s
contention, “the host” of Kiuchi corresponds to the “server-side proxy” (or

second network device, as recited in claim 1).

Final Written Decision (Paper 42) at 11-12; 135 Reply at 7; 151 Reply at 6
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Kiuchi: the Host Is the Server-Side Proxy

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

Kiuchi
Ex. 1002
__IPROCEEDINGS
' Symposium on
' Network and Distributed
| System Security
L1 1996/
, g \ ; /

2) Lookup of server-side proxy information (Appendix 3.
a,b)

A client-side proxy asks the C-HTTP name server
whether it can communicate with the host specified in a
given URL. If the name server confirms that the query is
legitimate, it examines whether the requested server-side
proxy is registered in the closed network and is permitted
to accept the connection from the client-side proxy. If the
connection is permitted, the. C-HTTP name server sends
the IP address and public key of the server-side proxy and
both request and response Nonce values. If it is not
permitted, it sends a status code which indicates an error.
If a client-side proxy receives an error status, then it
performs DNS lookup, behaving like an ordinary

HTTP/1.0 proxy. Kiuchi at 65; 135 Pet. at 27-28; 135 Reply at 4-5
151 Pet. at 20, 21
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Kiuchi: the Host Is the Server-Side Proxy

Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

[_IPROCEEDINGS

e Ay
! Symposium on

‘j Network and Distributed

| System Security/m

2) Name service

As C-HTTP includes its own secure name service,
which contains a certification mechanism, it is impossible
to know the IP address of a server-side proxy even if its

1 C-HTTP hostname (not necessarily the same as its DNS
name ) 1S known and vice versa. The C-HTTP name
service is efficient because it can do name resolution and
host certification simultaneously.

Kiuchi at 68; 135 Ex. 1003, \[31; 135 Reply at4, 7;
151 Reply at 6; 151 Ex. 1003, 130
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Kiuchi: the Host Is the Server-Side Proxy

Kiuchi
Ex. 1002

1

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

__IPROCEEDINGS

‘j Network and Distributed

| System Security/m
1\ ‘\\ "'\ »V}/" ///
1 e/
| 1
1

' Symposium on

1) Client-Side-Proxy-IP:

Used for specifying the IP address of a client-side proxy.
2) Client-Side-Proxy-Name:

Used for specifying the hostname of a client-side proxy.
3) Server-Side-Proxy-IP:

Used for specifying the IP address of a server-side
Proxy.

4) Server-Side-Proxy-Name:

Used for specifying the hostname of a server-side proxy.
5) Server-Side-Proxy-Port: Used for specifying the port
number of a server-side proxy.

7) Connection-ID:
Used for specifying the connection ID.
8) User-Agent-IP:
Used for specifying the IP address of a user agent.

Kiuchi at 71; Ex. 1003, 1[32; 135 Reply at 7
151 Reply at 6-7
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Dr. Monrose Considered Materials Not of Record

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Ex. 10

Monrose
13 THE WITNESS: Like I said, I see the

— ] 14 mapping. Sitting here today, I don't remember the
specifics offhand, but I remember in a previous

evaluation I looked, there was a correction

submitted -- I don't remember the exhibit number --

I3 that talked about a presentation which corrected

19 some of these. And so I would have to look back at
Ex. 1036 at 172:13-20
20 that to -- 135 Reply at 8

151 Reply at 7

18 O And you've mentioned that correction a few
19 times. You didn't mention that correction in your
20 declaration, did you?

21 A I did not. I don't think it was an

Ex. 1036 at 205:18-22
135 Reply at 8
151 Reply at 7

22 exhibit in these at that time.
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135 Patent: Step 2

“determining whether... access to a secure web site [was requested]”

135 Patent
Ex. 1001

—mwmd 1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name assoclated with the
target computer;

(2) determining whether the DNS request transmitted in
step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically mmitiating the VPN between the client
computer and the target computer.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 45



Kiuchi

“determining whether... access to a secure web site [was requested]”

Petition Petition

Paper 5

VIRNETX INC.,

If the C-HTTP name server determines the hostname specifies a secure

destination and the connection 1s permitted, 1t will return an IP address associated

with the secure hostname along with other information. See id. The client-side

proxy uses the returned IP address to send a request to the server-side proxy to
make a connection. See id. Thus, the C-HTTP name server and client-side proxy

cach determine whether the user agent 1s requesting to connect to a secure

destination. See Ex. 1003, 9 23-24.

135 Pet. (Paper 5) at 28
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Kiuchi

“determining whether... access to a secure web site [was requested]”’

Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

__IPROCEEDINGS

Sl

Symposium on
| Network and Distributed

- System Security/m
W L1996 /
g \\3 !/
|
& T
GS

2) Lookup of server-side proxy information (Appendix 3.
a,b)

A client-side proxy asks the C-HTTP name server
whether it can communicate with the host specified in a
given URL. If the name server confirms that the query is
legitimate, it examines whether the requested server-side
proxy is registered in the closed network and is permitted
to accept the connection from the client-side proxy. If the
connection is permitted, the C-HTTP name server sends
the IP address and public key of the server-side proxy and
both request and response Nonce values. If it is not
permitted, it sends a status code which indicates an error.
If a client-side proxy receives an error status, then it
performs DNS lookup, behaving like an ordinary
HTTP/1.0 proxy.

Kiuchi at 65; 135 Pet. at 27-28
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Kiuchi

“determining whether... access to a secure web site [was requested]”

Dr. Guerin C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1003 on the Internet

| |
| |
| |
| C=HTTP Secure |
| @ Marmes Service |
| |
,,,,,,,, 1 E} 1
> |
Cliert- Carver-
['I:' Side Side One ar Maore
. _. - r - L L -3
Lizer Agent Prixy Priogy Origin Servers
of (]|
Firewvall b, Firewall

| M, I:I‘I PrrErF rilri-Iwwl:l
I N,

| u
I

I

"'-.
N

Standard/Public
DNS

Diagram 3
135 Pet. (Paper 5) at 21
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135 Patent: Step 3

“In response... automatically initiating the VPN’

135 Patent
Ex. 1001

wmmd 1. A method of transparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name assoclated with the
target computer;

(2) determining whether the DNS request transmitted in
step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) is requesting access to a secure target web site,
automatically mmitiating the VPN between the client
computer and the target computer.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 49



Petition
Paper 5

Kiuchi

“In response... automatically initiating the VPN’

Petition

The connect

message the client-side proxy sends to the server-side proxy and the response
message the server-side proxy sends to the client- side proxy (both of which are

sent without intervention from the user agent) act to initiate the connection. See Ex.

1002, pp. 65-66, § 2.3; see also Ex. 1003, 99 27-30.
135 Pet. at 29
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Kiuchi

“in response... automatically initiating the VPN’

Dr. Guerin C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1003 on the Internet

|

|

|

| C-HTTP Secure
| :

|

|

@ Namgiasules L
3) Request for connection to the server-side proxy
ol @ (Appendix 3. ¢) Kiuchi at 65; 135 Pet. at 28-29
MMMMMMMM Clients - \J Servers [
- @ | Side @ Side ?
User dgemt " Proxy L ¥ Prony DT’E.'“' More
An (7] ar Origin Servers
Fircaaall Fircoaeall

b | |

5) Connection establishment (Fig. 2f)
Kiuchi at 66; 135 Pet. at 29

| tandard/Public
DINS

Diagram 2 135 Pet. (Paper 5) at 20
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Kiuchi

“transparently creating” or “automatically initiating” the VPN

Dr. Guerin 31.  The operations of the client-side proxy to determine whether a request from

Ex. 1003

-| the user agent is to a secure server within the C-HTTP network are transparent to
the user agent. See Ex. 1002, p. 68, § 4.2. In particular, Kiuchi describes that the
user agent and origin server operate solely based on standard HTTP/1.0 (as if the
C-HTTP system did not exist), and, thus, “C-HTTP 1s transparent to both of them.”

See id.

Ex. 1003, \131; 135 Pet. at 26-27

MMMMMMMM

C-HTTP -- The Development of a Secure, Closed HTTP-based Network

Kiuchi on the Internet
Ex. 1002

__IPROCEEDINGS

me—a— - Negotiations concernmg type

| Network and Distribut

Al and representation of objects are done between an origin

s
/j /// - M\}E

7 e/ | server and user agent, using HTTP/1.0. As for these
£ N/ negotiations, C-HTTP 1s transparent to both of them.
* =z This makes the design and implementation of C-HTTP
1 simple.

Kiuchi at 68; Ex. 1003 31
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VirnetX v. Cisco, 767 F.3d 1308 (Fed. Cir. 2014)

VirnetX v. Cisco

(Fed. Cir. 2014)
- |

At trial, VirnetX presented evidence and
testimony to the jury that “the virtual
private network extend|[s] from the client
computer to the target computer ... be-
cause it’'s encrypted on the insecure paths,
and it's secure within the corporate net-
work.” J.A. 1400-01. VirnetX’s expert
testified that one of ordinary skill would
understand that the path extending from
the VPN server to the target computer,
l.e., within the private network, would be

secure and anonymous owing to protection
provided by the private network. J.A.
1080 (“That network is secure, because it’s
been physically secured; and it also has
what’s called a firewall between its net-
work and the public network. So it keeps
the bad guys out.”);

VirnetX, 767 F.3d at 1321
135 Reply at 12
151 Reply at 14
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135 Patent: Claim 7

135 Patent
Ex. 1001

0 T A 0
S 6,502,135 Bl

7. The method of claim 1, wherein step (3) comprises the
step of using a gatekeeper computer that allocates VPN
resources for communicating between the client computer
and the target computer.
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Gatekeeper and DNS Server Can Be on Same Device

Patent Owner’s ) Petitioners allege that
Response

o Kiuchi’s “server-side proxy acts as a gatekeeper.” (Pet. at 32.) For claim 1,

i however, the Institution Decision relies on Kiuchi’s server-side proxy as mapping

to the claimed “target computer.” (Decision at 6.) This is improper.

In In re Robertson, 169 F.3d 743 (Fed. Cir. 1999), the Federal Circuit held

Petitioner

P — that where a claim recites separate elements that perform different functions, a

Patent Owner’s Response

T single disclosed element in a prior art reference is insufficient to teach each and
every element as set forth in the claims. 135 PO Resp. at 36
135 Patent Gatekeeper 2603 can be implemented on a separate
Ex. 1001 computer (as shown in FIG. 26) or as a function within

modified DNS server 2602.

It will be appreciated that the functions of DNS proxy
2610 and DNS server 2609 can be combined into a single
server for convenience. Moreover, although element 2602 is
shown as combining the functions of two servers, the two

servers can be made to operate independently.
135 Patent at Fig. 26, 38:53-65;
135 Reply at 17, 19
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135 Patent: Claim 10

135 Patent
Ex. 1001

|||||||||||||,||‘||y|,|;|w|1!|||J
tes Patent 1oy Patent No: US 6,502

10. A system that transparently creates a virtual private
network (VPN) between a client computer and a secure
target computer, comprising;:

a DNS proxy server that receives a request from the client
| computer to look up an IP address for a domain name,
wherein the DNS proxy server returns the IP address
— for the requested domain name 1f 1t 1s determined that
access to a non-secure web site has been requested, and
wherein the DNS proxy server generates a request to
create the VPN between the client computer and the
secure target computer 1f 1t 1s determined that access to
a secure web site has been requested; and

a gatekeeper computer that allocates resources for the
VPN between the client computer and the secure web
computer in response to the request by the DNS proxy
SEIVer.
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VirnetX Brief

DNS Proxy Server and Client Can Be on Same Device

Ex. 1038 — Plaintiff VirnetX’s Opening Brief ISO Construction of Claims

Ex. 10

Microsoft’s proposal also suggests that the DNS proxy server functionality is not a program or

part of a client computer, pointing to the description of an embodiment depicted in Figure 26. JCC

~

n == Fxh. EE146. Here again, claim differentiation indicates claim 10 is broader. Claim 2, which depends on

10 suggesting that the DNS proxy server must be separate from the client computer.

claim 1, recites “a DNS server separate from the client computer.”” There is no such language in claim

Ex. 1038 at 29
135 Reply at 17

Claim 2 suggests that the steps of
determining whether a DNS request is requesting access to a secure web site, and initiating the VPN for
such a request, may take place at DNS server on the client computer in claim 1. As described in the
patent, this DNS server performing this functionality may be a DNS proxy server. '/35 patent at
37:17-21; 38:13-65. Claim 10 has no limitation as to where the DNS proxy server functionality 1s, like

claim 1, and unlike claim 2. The physical location where the DNS proxy server functions are

performed is not dictated by the nature of the invention or the claim language.

Ex. 1038 at 29
135 Reply at 17
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135 Patent: Claims 1 & 2

135 Patent . . .
Ex. 1001 1. A method of transparently creating a virtual private

ey DEtWOTK (VPN) between a client computer and a target
| computer, comprising the steps of:

(1) generating from the client computer a Domain Name
Service (DNS) request that requests an IP address
corresponding to a domain name associated with the
target computer;

(2) determining whether the DNS request transmitted in
. step (1) is requesting access to a secure web site; and

(3) in response to determining that the DNS request in
step (2) 1s requesting access to a secure target web site,
automatically initiating the VPN between the client
computer and the target computer.

2. The method of claim 1, wherein steps (2) and (3) are
performed at a DNS server separate from the client com-
puter.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046 o8



151 Patent

Ex. 1001

US00T4901SIB2

1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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151 Patent

Ex. 1001

US00749013152

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
instructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(111) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
instructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(i1) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Reply

Patent Owner raises the same arguments with respect to each of independent
claims 1, 7, and 13. Resp., 24-25. Claim 13, however, broadly recites establishing
a “secure channel” between a client and secure server, while claims 1 and 7 recite

establishing the narrower “encrypted channel.” See VirnetX, 767 F.3d at 1323.

151 Reply at 4
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
instructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(i1) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Petition

For example, Kiuchi’s client-side proxy — working in concert with the C-
HTTP name server —1s a domain name server (DNS) proxy module that

intercepts DNS requests sent by a user agent acting as a client.

151 Pet. (Paper 5) at 25
See also BlackSwamp 151 Pet. at 13-14
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The Patent Describes Several DNS Proxy Configurations

151 Patent
Ex. 1001

It will be appreciated that the functions of DNS proxy 2610
and DNS server 2609 can be combined into a single server for
convenience. Moreover, although element 2602 is shown as
combining the functions of two servers, the two servers can be
made to operate independently.

Gatekeeper 2603 can be implemented on a separate com-
puter (as shown in FIG. 26) or as a function within modified
DNS server 2602.

151 Patent at Fig. 26, 38:22-24, 30-34;
/"26(}9 Reply at 8-9

DNS
SERVER

. 2602
2601

\ A
DNS [ 2610
"] PROXY

2605 2606 '
\ \ r
WEB -

GATE KEEPER
BROWSER STACK

/ HOPPING| | RULES

M7~ P \
HOPPING

SECURE TARGET SITE

IP HOPPING |- 2608

UNSECURE 2611
TARGET SITE

FIG. 26
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Patent Owner: C-HTTP Does Not Follow “DNS” Protocol

Response

Paper4s | Kiuchi repeatedly differentiates its C-HTTP features from DNS. (Ex. 2038

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

<= | at 49 41-42.) For example, Kiuchi explains that the C-HTTP name service is used

“instead of DNS,” the “DNS name service 1s not used for hostname resolution,”
and a “DNS lookup” is only performed after a permission request to the C-HTTP

name server fails.

151 PO Resp. at 15

Indeed,
Apple’s expert in related proceedings has similarly explained that a DNS request to
look up a network address must “follow[] the DNS protocol for such requests.”

(Ex. 2040 at 102:9-13.)

151 PO Resp. at 15
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VirnetX: DNS Not Limited to IETF Protocols

Ex. 1038 (VirnetX’s District Court Claim Construction Brief) & Ex. 1036 (Dr. Monrose)

VirnetX J
Ex. 10 Microsoft’s Proposed Construction. Microsoft’s proposed construction limiting the term to

e the DNS defined by the IETF RFCs 1s contrary to the specification and therefore improper. As an

. |4 1nitial matter, Microsoft admits that the use of the capital lefters in “DNS” is insignificant in defining

the term. JCC Exh. E, 8. Microsoft limits the term to the DNS as defined by the IETF, excluding the
specification’s description of a modified form of DNS handling domain name requests in the form of

domain name extensions, “[a]ccording to one embodiment.” See * 135 patent at 38:23-33.
4 Ex. 1038 at 12
151 Reply at 5

Monrose Dep.

aﬂﬂ 18 Q But your definition doesn't require the
= 19 "domain name service request" to be limited to the
20 domain name system related RFCs from the IETE?
& Mé 21 A It does not 1limit it to those specific
4 22 RFCs, correct. o g’:;;ta:g‘“s'ﬂ
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
mstructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Client

Petitioners’ Construction

Patent Owner’s
Construction

A device, computer, system,
or program from which a data
request to a server is
generated

User’s computer

Petition at 15; Resp. at 15
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The Patent Describes a “Conventional Client”

151 Patent
Ex. 1001

US00T4901SIB2

FIG. 26 shows a system eﬁlploying various principles sum-
marized above. A user’s computer 2601 includes a conven-
tional client (e.g., a web browser) 2605 and an IP protocol

stack 2606 that preferably operates in accordance with an IP
hopping function 2607 as outlined above. A modified DNS

2601

DNS
SERVER

A

Y

2605

A

2606

\
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FIG. 26

151 Patent at Fig. 26, 37:50-54;

Reply at 10-11
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For ’135 Patent, DNS Proxy Server and Client Can Be on Same Device

Ex. 1038 — Plaintiff VirnetX’s Opening Brief ISO Construction of Claims

VirnetX Brief
Ex. 10

Microsoft’s proposal also suggests that the DNS proxy server functionality is not a program or

~

=5 part of a client computer, pointing to the description of an embodiment depicted in Figure 26. JCC

n == Fxh. EE146. Here again, claim differentiation indicates claim 10 is broader. Claim 2, which depends on

claim 1, recites “a DNS server separate from the client computer.”” There is no such language in claim

10 suggesting that the DNS proxy server must be separate from the client computer.

Ex. 1038 at 29
151 Reply at 9-10

Claim 2 suggests that the steps of
determining whether a DNS request is requesting access to a secure web site, and initiating the VPN for
such a request, may take place at DNS server on the client computer in claim 1. As described in the
patent, this DNS server performing this functionality may be a DNS proxy server. '/35 patent at
37:17-21; 38:13-65. Claim 10 has no limitation as to where the DNS proxy server functionality 1s, like
claim 1, and unlike claim 2. The physical location where the DNS proxy server functions are

performed is not dictated by the nature of the invention or the claim language. Ex. 1038 at 29
151 Reply at 9-10
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Dr. Guerin: A “Client” Makes Requests

Dr. Guerin

Ex. 1003 Dr. Guerin

. In particular, the client-side
proxy performs various steps on behalf of the user agent to facilitate
communications with an origin server and provides responses to a user

agent’s resource requests. The C-HTTP connection established by the

client-side proxy of Kiuchi relies on HTTP 1.0 exchanges, as would any

regular HTTP communication, and, therefore, the client-side proxy acts
as a client computer in forwarding data requests to the server-side proxy
and as a server in forwarding responses to data requests from the user
agent. See Ex. 1002, p. 67, § 4.2; see also Ex. 1014, p. 5 (T. Berners-Lee
et al., Hypertext Transfer Protocol -- HT'TP/1.0, RFC 1945 (May 1996))
(describing proxy as an “intermediary program which acts as both a

server and a client for the purpose of making requests on behalf of other

clients™). Ex. 1003 at 118; Pet. at 18, 25; Reply at 10-11
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Dr. Guerin: A “Client” Makes Requests

e 10 REC 19435

client

An application program that establishes connections for the
purpose of sending requests.

proxy

An intermediary program which acts as both a server and a client
for the purpose of making requests on behalf of other clients.
Requests are serviced internally or by passing them, with

- possible translation, on to other servers. A proxy must

interpret and, 1f necessary, rewrite a request message before
forwarding it. Proxies are often used as client-side portals

through network firewalls and as helper applications for
4 handling requests via protocols not implemented by the user
agent.

Ex. 1014 at 5-6

agent. See Ex. 1002, p. 67, § 4.2; see also Ex. 1014, p. 5 (T. Berners-Lee

et al., Hypertext Transfer Protocol -- HT'TP/1.0, REC 1945 (May 1996))

(describing proxy as an “intermediary program which acts as both a

server and a client for the purpose of making requests on behalf of other

RFC 1945 clients™).
Ex. 1014

Ex. 1003 at 1|18; Pet. at 18, 25; Reply at 10-11
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
instructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(111) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

DNS Request

Mangrove’s and Apple’s

Construction

Patent Owner’s and Black
Swamp’s Construction

A request for a resource
corresponding to a network
address

A request for a resource
corresponding to a domain
name

151 Petition at 9; Resp. at 13
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Kiuchi

“a DNS request sent by a client”

Petition Paper 5 P etitio Il

The request from the user

THE MANGROVE PARTNERS MASTER FUND, LTD.
.....

agent sent to the client-side proxy 1s a “DNS request,” under that term’s

broadest reasonable interpretation, because the request 1s a request for a

resource (e.g., an HTML document) corresponding to a domain name (the

hostname).
151 Pet. (Paper 5) at 26

Accordingly, the user agent’s request is necessarily
-4 g request for a resource corresponding to a hostname in a hyperlink URL.

(See Kiuchi (Ex. 1004) at page 65, § 2.3.) Furthermore, the request from the

client-side proxy is necessarily a request for resources corresponding to the

hostname. (Kiuchi (Ex. 1004) at page 65, § 2.3.)

BlackSwamp 151 Pet. (Paper 1) at 14

L

Black Swamp
IPR2016-00167, Paper 1
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Kiuchi

“a DNS request sent by a client”

Dr. Guerin C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1003 on the Internet

| I
| I
| I
| C-HTTP Secure |
| (@) Mame Servica |
I = |
] ]
-1 @ .::E;.
Client= Servers
@ Side (4) Side )
User dgent [ *| Praxy | Pramy ['i ?"T:S:':f;i
o D il E
Biresweall Bircawsall

standard/Public
LS

Diagram 2 151 Pet. (Paper 5) at 19; Ex. 1003 at 19
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Kiuchi

Kiuchi
Ex. 1002

“a DNS request sent by a client”

C-HTTP -- The Development of a Secure, Closed HTTP-based Network

L ’EPROCEEDINGS

Symposmm on
! | Network and Distribute

Sl

on the Internet

System Securltl/ﬂ

B i

E] February 22-23, 19§

~san Diego,Californi

COA IETY PRESS e i or seTvess A
@t socEnins Qe

2.1 C-HTTP name service request

1.2 C-HTTP name service response

2.1 C-HTTP name service request

2.2 C-HTTP name service response
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151 Reply at 7
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VirnetX: C-HTTP Name Server Does Not Return the Address

Response
Paper 48

“Corresponding” to the Domain Name

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Petitioner

151 Patent
Ex. 1001

Moreover, Kiuchi does not disclose the “same functionality.” (Ex. 2038 at q
43)) For example, as discussed below, unlike conventional DNSs, which “provide
a look-up function that returns the IP address of a requested computer or host” (Ex.
1001 at 36:61-63), Kiuchi’s C-HTTP name server does not return the IP address of
the URL in the request, which identifies Kiuchi’s origin server, but instead returns

a server-side proxy’s IP address.’

151 PO Resp. at 15

]

US04SO 1B

151 Patent

Thereafter, DNS proxy 2610 returns
to user computer 2601 the resolved address passed to it by the
gatekeeper (this address could be different from the actual
target computer) 2604, preferably using a secure administra-
tive VPN. The address that 1s returned need not be the actual
address of the destination computer.

151 Patent at 38:6-11; 151 Reply at 6
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IPR2014-00404: Kiuchi’s Server-Side Proxy Is the “Host”

Apple Inc. v. VirnetX, Final Written Decision (Paper 42)

IPR2014-00404
Paper 42

i Patent Owner argues that Kiuchi discloses that the client-side proxy

sends a request for a network address for the “origin server” but not for the

server-side proxy. However, Kiuchi discloses that in response to the request

to communicate with “the host,” the name server examines “the requested

server-side proxy” and returns “the IP address . . . of the server-side proxy.”

Ex. 1004, 65 (emphasis added). Thus, contrary to Patent Owner’s
contention, “the host” of Kiuchi corresponds to the “server-side proxy” (or

second network device, as recited in claim 1).

Final Written Decision (Paper 42) at 11-12; 135 Reply at 7; 151 Reply at 6
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
mstructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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Kiuchi

“determining’”

Petition Petition

Paper 5

The client-side proxy determines whether the request from the user

agent corresponds to a secure server. See Ex. 1003, 9 26. In particular, when

the client-side proxy receives the request from the user agent, the client-side

proxy determines whether the request corresponds to a secure server by
asking “the C-HTTP name server whether 1t can communicate with the host

specified in a given URL.” Ex. 1002, p. 65, § 2.3; see Ex. 1003, 99 23-24,

151 Pet. (Paper 5) at 28-29
See also BlackSwamp 151 Pet. at 15-16
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Kiuchi

“determining’”
Kiuchi C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1002 | on the Internet
__IPROCEEDINGS
- Symposium on
' | Network and Distributed L
‘ System Security/D
< 0\ 1996\3 2) Lookup of server-side proxy information (Appendix 3.
/ ‘ // a’b)
o C; A client-side proxy asks the C-HTTP name server
w4 whether it can communicate with the host specified in a
| given URL. If the name server confirms that the query is

legitimate, it examines whether the requested server-side
proxy is registered in the closed network and is permitted
to accept the connection from the client-side proxy. If the
connection is permitted, the C-HTTP name server sends
the IP address and public key of the server-side proxy and
both request and response Nonce values. If it is not
permitted, it sends a status code which indicates an error.
If a client-side proxy receives an error status, then it
performs DNS lookup, behaving like an ordinary
HTTP/1.0 proxy.

Kiuchi at 65; 151 Pet. at 28-29
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
mstructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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Kiuchi
“forwarding the DNS request”

Kiuchi C-HTTP -- The Development of a Secure, Closed HTTP-based Network
Ex. 1002 J on the Internet
__IPROCEEDINGS L
- Symposium on
} Network and Distributeg*
| System Security /
N ,‘/J //’ }
[17 1996 | |
Ij \/ | C=HTTP Secure |
s E&Februaryzz—za,m | @ Hd ITIE SI.'E'I |.|.LE" |
@ SocEnyue :a"::g::m' | |
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Cliert- Sarver-
& ; Side Side One ar Maore
Lizer Agent Priy Proy Orizin Servers
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| kY |
| p . |
| \ |
| Standard/Public |
DNS
Diagram 3
151 Pet. (Paper 5) at 20
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13. A computer readable medium storing a domain name
server (DNS) module comprised of computer readable
mstructions that, when executed, cause a data processing
device to perform the steps of:

(1) determining whether a DNS request sent by a client

corresponds to a secure server;

(11) when the DNS request does not correspond to a secure
server, forwarding the DNS request to a DNS function
that returns an IP address of a nonsecure computer; and

(i11) when the intercepted DNS request corresponds to a
secure server, automatically creating a secure channel
between the client and the secure server.
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Kiuchi

“automatically creating a secure channel”

Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

__IPROCEEDINGS

Sl

Symposium on
| Network and Distributed

| System Securitl/ﬂ
» \“‘. ',/" 7 g M}ﬁ
SN
17 X"1996 /
‘-‘i;";' N /
m., . k \\\
O Yy
e
:::::L' Februal
E]San Di
@ socmyty e

3) Request for connection to the server-side proxy
(Appendix 3. ¢)

When the C-HTTP name server confirms that the
specified server-side proxy is an appropriate closed
network member, a client-side proxy sends a request for
connection to the server-side proxy, which is encrypted
using the server-side proxy's public key and contains the
client-side proxy's IP address, hostname, request Nonce
value and symmetric data exchange key for request

encryption.
Kiuchi at 65; 151 Pet. at 30, 34
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Patent Owner Assertion

Does not address “secure channel” with respect to user agent and origin server

AAAAAAAAAAAAA

Therefore, because encryption does not
extend to Kiuchi’s user agent, Kiuchi does not disclose an “encrypted channel
between the user agent and the origin server via the server side proxy,” as claimed.
(See supra Section IL.E (discussing the phrase “Between [A] and [B]); Ex. 1001 at
1:30-48 (explaining that security and anonymity should be provided all the way

from an originating terminal to a destination terminal); Ex. 2038 at § 47.) 151 Resp. at 18-19

Claim 13 also recites
“when the intercepted DNS request corresponds to a secure server, automatically
creating a secure channel,” which differs slightly from claim 1. However, at least
with respect to Petitioner Black Swamp, its position as to the “secure channel” is
substantially the same as discussed above for the “encrypted channel,” (see Black
Swamp Pet. at 22-23), and this position is deficient for the reasons discussed above

for claim 1 in Section II1.B.3.b. (Ex. 2038 at 9 58.)

151 Resp. at 25; see 151 Reply at 14
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VirnetX v. Cisco, 767 F.3d 1308 (Fed. Cir. 2014)

VirnetX v. Cisco

(Fed. Cir. 2014) | At trial, VirnetX presented evidence and
testimony to the jury that “the virtual
private network extend|s] from the client
computer to the target computer ... be-
cause 1t’s encrypted on the insecure paths,
and 1t’s secure within the corporate net-
work.” J.A. 1400-01. VirnetX’s expert
testified that one of ordinary skill would
understand that the path extending from
the VPN server to the target computer,
l.e., within the private network, would be
secure and anonymous owing to protection
provided by the private network. J.A.
1080 (“That network is secure, because it’s
been physically secured; and it also has
what’s called a firewall between its net-

work and the public network. So it keeps VirnetX, 767 F.3d at 1321
" 135 Reply at 12
the bad guys out.”); 151 Reply at 14
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Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

|_IPROCEEDINGS
f_—m ﬁw&. 1
| Symposium on
' Network and Distributed

Abstract
We have designed "C-HTTP" which provides secure
HTTP communication mechanisms within a closed group
of institutions on the Internet, where each member is
protected by its own firewall.

VirnetX CC Br.
Ex. 1009

Kiuchi at 64; Pet. at 28

Defendants

Indeed, the Defendants are wrong in their reasoning. Security—i.e.,

encryption—is only necessary for public communication paths for the security objective of the

' . ' . .\ S
patents to be met because security can be inherently present on private portions of the path.

Ex. 1009 at 10; 151 Reply at 13
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Kiuchi

Ex. 1036 — Deposition Transcript of Dr. Fabian Monrose (April 28, 2016)

Monrose
Ex. 10

3 @) And the communications between the user

B . 4 agent and the client proxy are typically over a

5 private network; right?

6 A I don't know what "typically" means here.
7 They can be over a private network.
e 8 0 So Kiuchi talks about institutions

4 registering and setting up the ability to

10 participate in the C-HTTP network; right?

11 A That's correct.
12 Q And 1n that scheme, you are i1magining a
13 number of computer users inside the institution's

14 private network which will communicate with the

15 client proxy to go outside of their institution to
16 other destinations; right?
17 A Correct. Ex. 1036 at 268:3-17

151 Reply at 14
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1. A data processing device, comprising memory storing a
domain name server (DNS) proxy module that intercepts
DNS requests sent by a client and, for each intercepted DNS
request, performs the steps of:

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(11) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter, and

(111) when the intercepted DNS request corresponds to a
secure server, automatically initiating an encrypted
channel between the client and the secure server.

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046
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Kiuchi Works with Other Security Protocols

Kiuchi
Ex. 1002

1

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

PROCEEDINGS

Symposium on

| System Securitl/ﬂ
- ~-,/}‘ﬂ¢ -

] |
“ Network and Distribute

4.4 Relations to other secure HT TP protocols
C-HTTP is not an alternative to other secure HTTP
proposals, but it can co-exist with them. Although the
current C-HTTP implementation assumes the use of
HTTP/1.0 compatible user agents and servers, it is
possible to develop C-HTTP proxies which can
communicate with other secure HTTP compatible user
agents and servers. If C-HTTP is used with these
protocols, which assure end-to-end or individual security,
both institutional and personal level security protection
can be provided. This means that even if individual
security management is not sufficient, data security can
be guaranteed. In this case, administrators of proxies on
the firewall can not know the contents of any information
exchanged.

Kiuchi at 69; 151 Pet. (Paper 5) at 39
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Dr. Guerin: Rescorla Teaches End-to-End Encryption

Dr. Guerin

Ex. 1003 Dr. Guerin

34. Rescorla discloses the use of encryption between clients and
servers: “Secure HTTP (S-HTTP) provides secure communication

mechanisms between an HTTP client-server pair in order to enable

spontaneous commercial transactions for a wide range of applications.”

Ex. 1004 at § 1. “S-HTTP provides full flexibility of cryptographic
algorithms, modes and parameters.” Ex. 1004 at § 1.1. The combination

of Kiuchi and Rescorla would result in encrypted communications
between the user agent and origin server using S-HTTP messages instead
of standard HTTP/1.0 messages

Ex. 1003 at \[34; Pet. (Paper 5) at 38-40
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VirnetX Does Not Contest Rescorla Teaches End-to-End Encryption

151 Patent Owner Response (Paper 48)

Respon
Paper f_ﬁ

First, Kiuchi contains many deficiencies that Petitioners do not even allege

arc addressed by Rescorla or RFC 1034. (See supra Sections III.B-D.) For

EEREES
B EiEiczi

TTTTT e 1DStance, Kiuchi does not disclose the claimed DNS features (see supra Section

AAAAAAAAAAAAAA

= I11.B.1), does not “determin[e] whether the intercepted DNS request corresponds to

g 5
-

mmmmmmm

a secure server” (see supra Section II1.B.2), and does not address the deficiencies

discussed with respect to Petitioner Black Swamp in Section II1.B.3.b. As such,
for at least those reasons discussed above, Petitioners have failed to establish by a

preponderance of the evidence that the claims are unpatentable in view of Kiuchi

and Rescorla and/or RFC 1034. (Ex. 2038 at 99 62-63.)

151 PO Resp. at 28
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The Federal Circuit Upheld Denial of JMOL

It Did Not Make Factual Findings on Kiuchi’s Disclosure

VirnetX v. Cisco
(Fed. Cir. 2014)

Apple argues that the asserted
claims are anticipated by the Kiuchi refer-
ence. However, we conclude that the jury
heard substantial evidence that at least
one element of each asserted claim was
missing from that reference. 75 fuanm

135, 151 Reply at 1-2
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Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet
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'7) Forwarding requests to an origin server

Using HTTP/1.0, a server-side proxy communicates
with an origin server inside the firewall. From the view of
the user agent or client-side proxy, all resources appear to
be located in a server-side proxy on the firewall. In reality,
however, the server-side proxy forwards requests to the
origin server. It is possible to map any of the virtual
directories on the server-side proxy to any of the
directories in one or more origin servers inside the
firewall.

Kiuchi at 66; 151 Pet. (Paper 5) at 37
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Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet
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8) Origin server responses to the user agent through the
server-side and client-side proxies (Fig. 2h)

An HTTP/1.0 response sent from the origin server to
the server-side proxy is encrypted in C-HTTP format by
the server-side proxy, and is forwarded to the client-side
proxy. Then, in the client-side proxy, the C-HTTP
response 1S decrypted and the HTTP/1.0 response
extracted. If the transferred object 1s in HTML format, the
connection ID is attached to the anchor URLSs contained
in the document. The resulting HTTP/1.0 response is sent
to the user agent.

Kiuchi at 66; 135 Ex. 1003, p33; 135 Reply at 16
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C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet
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2) No simultaneous data transfer to both sides

~ Only after receiving all the data transferred from one
side, does a proxy server begin to forward it to the other
side, except for image and sound data. In this method, the
performance of data transfer is not good, however, the
data transfer is separated between the internal and
external sides. For the secure implementation of this
feature, the size of HTML documents and object bodies
should be limited and checked by each proxy. We plan to
implement routines which check the contents of object
bodies (especially concerning form data used in POST
method) 1n the future.

Kiuchi at 67; 135 Reply at 16

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP - Ex. 1046

95



Kiuchi
Ex. 1002

C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

__IPROCEEDINGS

.

: Symposium on
| Network and Distributeq

| System Security/ﬂ
- ~-,/}‘ﬂ¢ -

Appendix 3. Examples of C-HTTP

communication (a-h)

Note that lines with an asterisk are encrypted.
Components of C-HTTP-based communication are as
follows:

1) Client-side proxy
hostname: University.of. Tokyo.Branch. Hospital
IP address: 130.69.111.111
2) server-side proxy
hostname: Coordinating. Center. CSCRG
[P address: 130.69.222.222
port number: 8080
3) C-HTTP name server:
Name.Server CSCRG
IP address: 130.69.222.111
4) User agent:
[P address: 192.168.123.123

Kiuchi at 73
135 Reply at 4, 7, 10
151 Reply at 4, 7
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C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

Appendix 3. Examples of
communication (a-h)

Note that lines with an asterisk
Components of C-HTTP-based commun
follows:

1) Client-side proxy
hostname: University.of. Tokyo.Branch.H
[P address: 130.69.111.111

2) server-side proxy
hostname: Coordinating. Center. CSCRG
[P address: 130.69.222.222
port number: 8080

3) C-HTTP name server:

Name.Server. CSCRG
IP address: 130.69.222.111

a. Lookup of server-side proxy information (C-HTTP

name service protocol)

C-HTTPNS/0.1:cr><L7>

RSA:cr--LF:

74-CR: <LF:

RSA-cr-<LF:

32 :CR: LF:

MD5<cr:<LF>

“CR><LF>

*SERVER:cR--LF-
¥130.69.111.111<cr-<LF>
¥192.168.123.123-cr><F>
*Coordinating.Center. CSCRG<cr><LF>
*8080.:cr: <LF> .

“CR><LF>
*¥827ae79ba214769¢a2998249bdb%aa9%7

-

4) User agent:

[P address: 192.168.123.123 Kiuchi at 73; 135 Reply at 4, 7, 10; 151 Reply at 4, 7 [

Petitioners Mangrove Partners Master Fund, Apple & Black Swamp IP

- Ex. 1046

97



C-HTTP -- The Development of a Secure, Closed HTTP-based Network
on the Internet

|

Appendix 3. Examples of

communication (a-h)

Note that lines with an asterisk
Components of C-HTTP-based commun
follows:

1) Client-side proxy
hostname: University.of. Tokyo.Branch.H
[P address: 130.69.111.111

2) server-side proxy
hostname: Coordinating. Center. CSCRG
[P address: 130.69.222.222
port number: 8080

3) C-HTTP name server:

Name.Server. CSCRG
IP address: 130.69.222.111

b. Response from the C-HTTP name server, indicating
that the connection is permitted (C-HTTP name
service protocol)

RSA-cr-<LF>

203 :cr>:LF>

RSA--(‘R‘: LF=

32<CR><LF~

MD)3 :cr-<LF>

“CR:LF~>

*OK<CR>LF:
*130.69.111.111:cr><LF>
*¥192.168.123.123 -cr><LF>
*¥130.69.222.222 :CR><LF>

4) User agent:
[P address: 192.168.123.123

Kiuchi at 73; 135 Reply at 4, 7, 10; 151 Reply at 4, 7 [
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2. Design and specification of C-HTTP

2.1 Overview

C-HTTP is assumed to be used in a closed group of
institutions on the Internet, in which each member is
protected by its own firewall. C-HTTP-based
communication is made possible with the following three
components: 1) a client-side proxy on the firewall of one
institution, 2) a server-side proxy on the firewall of
another institution and 3) a C-HTTP name server, which
manages a given C-HTTP-based network and the
information for its all proxies. A client-side proxy and
server-side proxy communicate with each other using a
secure, encrypted protocol (C-HTTP). Communications
between two kinds of proxies and HTTP/1.0 compatible
servers/user agents within the firewalls are performed
based on HTTP/1.0 with current C-HTTP implementation
under way[l]. The DNS name service is not used for
hostname resolution as the original secure name service,
including certification, is used for the C-HTTP-based
network. A summary of the protocol specification is
described in the Appendices. Petition at 26; Kiuchi at 64
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RFCs

Dr. Guerin 44,  RFC documents are published on a specific date, which starts a period for
Ex. 1003

others to provide comments on the document. Ex.1010, pp. 19-20 (§ 6.2) (“These
minimum periods are intended to ensure adequate opportunity for community
review without severely impacting timeliness. These intervals shall be measured
from the date of publication of the corresponding RFC(s)...”). The publication date

of each RFC is contained in the RFC, typically in the top right corner of the first

page of the document. This is the date it was released for public distribution on the

Internet.
135 Ex. 1003, Y44, see 151 Ex. 1003, 148

Ginoza 11. Based on a search of RFC Editor records, I have determined that the RFC Editor
Ex. 1031

maintained a copy of RFC 1034 in the ordinary course of its regularly conducted activities. RFC

1034 has been publicly available through the RFC Editor’s web site or through other means since

its publication in November 1987. 5 Q And you understand that you're here today
Ex. 1029 at {11 6 testifying on behalf of the Internet Engineering Task
' 7  Force?
8 A Yes.
9

- Q And that your answers are given on behalf of
10 the IETF?

11 A  Yes. Ex. 1031 at 10:5-11
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135 Patent: Claims 3 and 8

135 Patent
Ex. 1001
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3. The method of claim 1, further comprising the step of:

(4) in response to determining that the DNS request in
step (2) is not requesting access to a secure target web
site, resolving the IP address for the domain name and
returning the IP address to the client computer.

8. The method of claim 1, wherein step (2) is performed
i a DNS proxy server that passes through the request to a
DNS server if it is determined in step (3) that access is not
being requested to a secure target web site.
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135 Patent
Ex. 1001

135 Patent: Claims 4 and 12
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4. The method of claim 1, wherein step (3) comprises the
step of, prior to automatically initiating the VPN between
the client computer and the target computer, determining
whether the client computer 1s authorized to establish a VPN
with the target computer and, if not so authorized, returning
an error from the DNS request.

12. The system of claim 10, wherein the gatekeeper
computer determines whether the client computer has suf-
ficient security privileges to create the VPN and, if the client

computer lacks sufficient security privileges, rejecting the
request to create the VPN.
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151 Patent: Claim 7

151 Patent
Ex. 1001

LT l

7. A computer readable medium storing a domain name
server (DNS) proxy module comprised of computer readable
instructions that, when executed, cause a data processing
device to perform the steps of:

(1) intercepting a DNS request sent by a client;

(1) determining whether the intercepted DNS request cor-

responds to a secure server;

(1) when the intercepted DNS request does not correspond
to a secure server, forwarding the DNS request to a DNS
function that returns an IP address of a nonsecure com-
puter; and

(1v) when the intercepted DNS request corresponds to a
secure server, automatically imitiating an encrypted
channel between the client and the secure server.

s
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151 Patent: Claims 2, 8, 14

151 Patent 2. The data processing device of claim 1, wherein step (111)
Ex. 1001 comprises the steps of:
F— (a) determining whether the client is authorized to access

the secure server; and

(b) when the client is authorized to access the secure server,
sending a request to the secure server to establish an
encrypted channel between the secure server and the
client.

8. The computer readable medium of claim 7, wherein step
(1v) comprises the steps of
(a) determining whether the client 1s authorized to access
the secure server, and
(b) when the client 1s authorized to access the secure server,
sending a request to the secure sewer to establish an
encrypted channel between the secure sewer and the
client.

14. The computer readable medium of claim 13, wherein
step (111) comprises the steps of
(a) determining whether the client 1s authorized to access
the secure server; and
(b) when the client is authorized to access the secure server,
sending a request to the secure server to establish a
secure channel between the secure server and the client.
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151 Patent: Clams 6 and 12

151 Patent
Ex. 1001
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6. The data processing device of claim 1, wherein auto-
matically mitiating the encrypted channel between the client
and the secure server avoids sending a true IP address of the
secure server to the client.

12. The computer readable medium of claim 7, wherein
automatically mnitiating the encrypted channel between the
client and the secure server avoids sending a true IP address of
the secure server to the client.
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