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(57) Abstract

A computer virus trapping device (10) is described that detects and eliminates computer viruses before they can enter a computer
system and wreck havoc on its files, peripherals, etc. The mapping device (10) oreriteu 21 virtual world that simulaucs the host computer
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COMPUTER VIRUS TRAP

BACKGROUND OF THE INVENTION

The computer virus problem that exists today had its beginnings

sometime in the late 1980s. At that time computer viruses were a novelty and

plagued mainly DOS and Macintosh computers. Today, almost every Fortune

500 company has experienced computer viruses with the current rate being

about one virus incident every 2 to 3 months.

The term computer virus is applied in common. and legal usage to

software, code, code blocks, code elements and code segments which perform

certain functions in the digital computer environment. Code is intended to mean

tl1e digital instructions which the computer responds to. Non damaging or

legitimate software, code, code blocks, code segments and code elements that

serve a useful purpose would not be considered a vnus.

Computer viruses have been known to cause physical harm to computer

hardware in addition to erasing and destroying data. While rate, there have been

cases of viruses that have made calls to disk drive heads actually scoring the

media; still othersihave been discovered that ramped up the scan rate on a

monitor causing failure. Most viruses do not, however, intentionally cause

explicit physical harm and they are discovered before they are triggered to cause

damage to data and tiles. However, it is after discovery that the real cost of

viruses becomes apparent in connection with their detection and removal. In an

_ average computer site this might entail searching 1000 PCs and 35,000 diskettes.

If the software engineer misses even one instance of the virus, other computers
will be re-infected and the clean up search must be repeated all over again.

A common misconception is that there are good viruses and bad viruses.

Some viruses are claimed to be benign because they do not have a malicious

DEF-F|NOOO07701
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trigger event and cannot do intentional harm. However, this misses the point

that the problems computer viruses cause are mainly due to the trigger events. It

is a fact that computer viruses replicate. This by itself is harmful because it

necessitates a search to clean up all instances of the viruses in a computer

installation. M

The damage caused by viruses, not so much due to erased files or data,

but in the cost of detection, removal and also the accompanying lowered worker

productivity can be very high. lt has been calculated that the average computer

site will spend on the order of about $250,000 on a computer virus cleanup. It

has been estimated that computer viruses will cost US. computer users over a

billion dollars in 1994 alone.

The problem will grow exponentially due to the advent of the Information

Super Highway. The increased connectivity among individuals, companies and

government will allow a computer virus to create havoc. Currently disjoint

computer systems that perform various functions that we take for granted today,

such as, banking, telecommunications, radio, information databases, libraries

and credit might meld together in the future. Thus, computer viruses,

unchecked, could have a crippling effect on our society.

A virus can only cause trouble when it enters a system and finds a

location on which to act. In a general sense, the virus must perform an intended

function or a function the user or operator did not intend, expect, compensate for

or otherwise protect against. Some examples of malicious virus activity are:

changing names of files making it difficult for the user to access the files,

moving a file to a new location, deleting files, interfering with working

7 programs (Le. causing all the words on a screen to fall to the bottom of the

screen in a heap), replicating themselves and clogging up the system making it

nonfunctional or waiting for a predetermined time period or after a certain

number of toggle operations such as boot, access, cursor movements, mouse

clicks, etc. before acting.

DEF-F|NO0O07702
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More felonious type viruses are those that have been released to cause

ruin or impairment of a system for the purposes of sabotage, espionage, financial

gain or to impair a competing business. Some examples include; creating a trap,

door which allows access to an unauthorized user for any purpose such as

espionage, dumping files or erasure, navigation programs which find routes into

systems, password cracking programs, modifying the executable segment of

legitimate programs and attaching themselves to a code block and travel to

another site.

In addition to traditional PCs and networks being vulnerable to virus

infections, embedded control systems often used in industrial process control

settings are also vulnerable. These systems control machinery, motors,

industrial robots and process data from sensors. Because embedded systems are

Vulnerable to viruses just as PCs are, the results are potentially quite damaging.

The smooth flow of a factory or assembly line could be devastated by a virus‘

uncontrolled behavior.

There are many possible ways for a virus to act on a computer system.

All computers go through a boot procedure in which the Basic Input Output

System (BIOS) and/or other resident system tools perform a variety of startup

tasks such as, finding drives, testing memory and the system, initiating system

files, loading DOS or other Operating System (OS) and bringing up an initial

startup program. The system performs certain housekeeping tasks such as

establishing various links among other functions. A computer system of any

utility is complex enough that someone writing a virus has a myriad of

opportunities and possibilities in which to cause trouble and interfere with the

proper operation of the system.

The most common solution to the virus problem is to employ anti-virus

software that scans, detects and eliminates viruses from computer systems.

These programs work by searching a storage medium such as a hard disk drive

or floppy diskette for known patterns of various viruses. However, there are

DEF-F|NO0O07703
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problems associated with this method of virus elimination. The software can

only scan for known viruses which have an identifiable pattern that can be

detected using repetitive string searches. To protect against new viruses

frequent upgrades must be distributed. In addition, for the program to detect a

virus it must already have infected that computer. The virus might have done

some damage or even replicated itself and spread before it is detected. Also, the

program must be run often to provide effective protection against viruses

especially on systems where programs and data are transferred frequently

between computers via diskettes.

In addition further liabilities, pratfalls and limitations to the current breed

of anti—virus software solutions exist. This software breaks down into 3

categories: scanners, monitors, CRC's. Scarmers as previously mentioned work

off of databases of known strings. These databases are in constant need of

updates. Monitors are memory resident programs monitoring the computer for

questionable behavior. Monitors suffer from high rates of false positives, and

they occupy and take a large portion of the limited conventional memory of a

PC. CRC's are error checking programs that generate a unique "signature" in the

form of a 2-byte number for each and every file to be protected. CRC programs

either place the ‘‘signature'' in the file itself or in a separate file. CRC programs

suffer from the fact that they are easy to identify and thus easily tricked into

recreating a "signature" for an infected file. Further, Scanners & Monitors &

CRC programs must be run on the PC in question. Often this is a time

consuming chore. These programs usually must have full control of the PC to

operate further inconveniencing the user because he must wait for the scanner to

finish before he can begin his normal work. The other critical concept is that the

anti-virus software is run on the PC in question. It is subject to the limitations

and liabilities of the operating system and may already be running on an infected

PC without knowing it. The invention takes a unique approach by performing

DEF-F|NO0O07704
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its logic outside of the PC, not inconveniencing the user and is more effective

because the inventions hardware guarantees a clean uninfected start.

Another possible solution is to increase computer security to the point

where viruses cannot enter the system. Login/password control and encryption

do not effect computer viruses. With encryption, detection and elimination is

made more difficult because the virus along with good data is encrypted, only

becoming decrypted when it attempts to replicate. Clearly, this is quite

burdensome and expensive to implement.

Another possible solution is to avoid computer bulletin boards, both the

commercial type such as, Compuservc, Prodigy, the Internet and Usenet, and the

private, local, small type. However, this will not prevent viruses from spreading

because most viruses do not result from software or data downloaded from

infomiation databases or computer bulletin boards. The operators of both

commercial on-line services and private bulletin boards are very careful to keep

viruses off their systems. They are constantly searching and scanning anything

that is uploaded to their systems before making it available to their subscribers.

In addition, most computer viruses of the boot track type do not spread through

download data or software. The majority of viruses are spread through

diskettes. There are known instances of commercial software being distributed

after being infected by a virus. There are known instances of viruses being

distributed unwittingly by diskette manufacturers on blank diskettes. There are

norrules for which diskettes are more likely to be free from viruses.

Thus, there is a long felt need for a device that can search for, detect and

eliminate viruses before they ever enter into a computer system that is

transparent to a user and effective against all viruses in existence today and

those not yet created.

SUMMARY OF THE INVENTION

One characteristic of almost all viruses is that on their own they are not

capable of crossing from one computer OS to another. This is because different

DEF-F|NO0O07705
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computer systems in use today have different internal instructions or command

sets. The language perfectly acceptable and intelligible to one OS does not have

any correlation to another. An analogy to humans would be two people

speaking different languages not being able to communicate. Although there

might exist identical words present in both languages it is statistically very

unlikely for a misinterpreted or cross over string of words or set of computer

instructions (i.e. a virus) to convey a significant amount of information or be

able to effectively execute a series of instructions. It is even more unlikely for

this misinterpreted or cross over string of words or series of instructions to

migrate from one language or system to another language or system and still be

able to convey any useful information or execute a series of commands.

The present invention utilizes this characteristic of viruses to create an

impenetrable barrier through which a virus cannot escape. The use of a foreign

operating system guarantees the invention a high degree of safety and

impenetrability. While the inventors recognize that such invention can be built

Without the use of a foreign operating system, such a version of the inventiori

would lack any creditable degree of security. In addition, without the use of a

foreign operating system the invention itself risks contamination. A foreign

operating system different from the one being protected is introduced into the

data stream beforethe data arrives at the computer system to be protected. To

illustrate: if a program written for DOS will not run as intended on a Macintosh

neither will a virus. A foreign operating system in order to complete its

operation must provide an emulation of the target computer operating system

(disk drives, niemoiy configuration, ports, etc.). The virus is therefor fooled

into thinking it is resident on the target computer system it was intending to

infect. It is here, while the virus is resident within the emulated target operating

system, that the virus is encouraged to infect files, destroy data and wreak

havoc. It is here that the invention diverges from all other strategies in virus~

detection and prevention. All other strategies are defensive in nature: they mark

DEF-F|NO0O07706
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files to detect unwarranted changes, they scan for unintended behavior in an .

attempt to prevent the virus from performing its damage. The present invention

takes an offensive strategy by encouraging the virus to infect and destroy tiles.

The most critical behavior of a virus that computer users to prevent is the

virus ability to replicate. Once a virus has erased a tile, made a hard drive

inoperable, it is detected. Once the Virus has done anything considered

malicious, it usually is detected. At this point anti-virus software and hardware

must be brought in and run to detect and clean files. Prior to its performing this

malicious act, a virus must replicate. If it does not replicate, it cannot grow and

stay alive. If it has the ability to replicate, it can travel from PC to floppy to PC

to network, etc. It is this behavior of viruses to replicate that the present

invention preys on. The virus is encouraged to act within this cross platform

generated emulation so that it can be detected. It is this use of cross platform

technology and offensive strategy that allows a virus to be detected at any level

before any damage occurs to the protected system. It is in the emulation that the

invention can detect the Virus and in the use of transplatforni logic/environment

that it can safely contain the virus. Where the virus get around DOS or

MAC scanners or Operating System or BIOS, it cannot infiltrate and

contaminate the foreign operating system.

A foreign operating system is chosen based on its ability to monitor and

watch any emulations, and for being able to manipulate elements within the

emulation (files, falsifying BIOS information, creating sham peripherals), and

for the sheer speed and computational horsepower.

The inventors recognize that it can he done without a transplatform, but it

will be slow and absolutely unsafe. The use of a foreign operating system can

be likened to the use of lead walls and glass walls and nieclianical arms used by *

people manipulating radioactive materials in labs. While it is certainly possible

to pick up radioactivity with ones bare hands, it is not highly recommended or is

DEF-F|NO0O07707
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it safe. While the invention can be had without the use of a foreign operating

system, it is not highly recommended nor is it safe.

A primary object of the present invention is to provide a virus detection

system to detect and eliminate viruses at their most basic level by simulating the

host's environment by creating a virtual world to fool the virus into thinking it is

resident on the host so as to allow disruptive behavior to be detected and the

virus destroyed without harm to the host.

Another object of the present invention is to provide a virus detection

system able to detect and trap viruses at any level using in a way other than

performing string searches through memory or files to detect viruses.

Yet another object of the present invention is to provide a virus detection

system able to detect as of yet imknnwn viruses thereby obviating the need for

software updates to keep the detection device cuirent.

Still another object of the present invention is to minimize the down time

of the host computer system in the events. virus is detected.

Still another object of the invention is to record at the user's discretion-

the virus to another media for transferal to virus analysis groups. The object is

to feed the virus to an internal analysis to compare against a know, previously

acquired attempt, such as a trapdoor or file change, or industrial espionage or

sabotage code, etc.

Still another object is to record from which incoming source the virus

came, i.e., modem, which digiboard channel, internet, Compuserve, LAN

station/Userid, WAN line, etc.

Another object is to alert system administration of the attack.

BRIEF DESCRIPTION OF THE DRAVVINGS -

Serving to illustrate exemplary embodiments of the invention are the

drawings ofwhich:

Fig 1 is a high level functional block diagram of the preferred

embodiment of the present invention.

DEF-F|NO0O07708
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Fig. 2 is a functional block diagram of the preferred embodiment of the

present invention;

Fig. 3 is a functional block diagram showing the application of the

present invention in a local area networking envirorunent;

Fig. 4 is a functional block diagram showing the application of the

present invention in a telecommunications networking environment;

Fig. 5 is a high level software logic diagram showing the operating steps

of the present invention; 9

Figs. 6A to 6C together comprise a high level flow chart of the operating

steps of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In order to afford a complete understanding of the invention and an

appreciation of its advantages, :1 description of a preferred embodiment of the

present invention in a typical operating environment is presented below.

Operating on the principle that a virus cannot cross operating systems, the

present invention creates a virtual world for a potential virus. An OS that

emulates the system to be protected provides a friendly familiar environment for

the virus. The virus is encouraged to act in this virtual world created for it. The

results of the virus‘ disruptive behavior can be detected and consequently the

virus can be flagged and eliminated or stored and further analyzed. This scheme

is based on the assumptions that almost all viruses are executable in nature, no

user would try to purposely communicate a destructive virus to another and that

I it is possible to identify executable instructions in an envirorunent where the

instruction cannot possibly operate. ii

Shown in Figures 1 and 2 are functional block diagrams of the virus

trapping device 10. The Central Processing Unit (CPU) 12 can be any

computing device (i.e. Intel, Motorola, Paramid, National Seminoondutor or

Texas Instruments microprocessor, multiple chip set CPUS, board level CPUs,

ctc.). The Transputer is particularly well suited because almost all PCs in use

DEF-F|NO0O07709
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today employ CPUs other than the Transputer. A guide to the application and

programming of the Transputer can be found in The Transputer Handbook, by

Mark Hopkins, copyright 1989 INMOS Ltd. and The Transputer Databook, by

Mark Hopkins, 3rd Edition copyright 1992 INMOS Ltd. Italy. As a typical

microprocessor circuit design, EPROM l4 holds the operating software for the

CPU 12. RAM 16 provides a temporary storage facility for the CPU 12 to

execute the virus detection software. Link adapters 20 provide physical

connections to interface the virus trapping device 10 to the outside world. The

trap device 10 is not limited to two link adapters, any number could be

implemented to handle a multitude of input data streams. The device 10 reads

an incoming data stream from one or more outside sources. An example of a

communication link 24 are a Local Area Network (LAN) (Le. Novell), Wide

Area Network (WAN) (i.e. networked LANS), the telephone network (Le.

Modems), radio frequency (RF) type cellular network or some type of data

storage device (Le. floppy diskette, hard disk, tape, CD-ROM, magneto-optical,

etc.). The communication link 24 provides an incoming data stream for the

device 10 to operate on. Diskettes are commonly used to transfer data and

programs from one computer to another, thus making it a common entry point

into the system for viruses. An input/output (I/O) interface 18 provides a means

for the virus trapping deidce 10 to communicate with the computer system being

protected 28.

The application of the virus trapping device 10 in a typical operating

environment is shown in Figure 3. The file server 42 is the computer system to

be protected. The virus trapping device 10 is placed in the data stream that

connects the filer server 42 to other workstations 38. The hubs 40 serve to

connect the workstations 38 into a LAN and the modems 36 serve to connect

remote workstations 38 to the file server 42. In this scenario, all traffic to and

from the file server 42 is monitored for viruses by the trap 10.

DEF-F|NO0O07710
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Another application of the trapping device 10 is shown in Figure 4. In

this scenario, data traffic passing through the telecommunications network 34 is

protected from viruses. A user might have a mainframe file server 30 at a

remote site connected to the telephone network 34. Nodes 32 located in the

telephone company's central offices perform access and cross connect functions

for customers’ data traffic. To prevent the spread of a virus through the network,

the trapping device 10 is placed in front of each node 32. Data traffic between

workstations 38 connected to the telephone network 34 via modems 36 and the

mainframe file server 30 is constantly checked for viruses because the traffic

must pass through the virus trapping device 10.

Operation of the virus trapping device 10 is as follows. The trapping

device 10 monitors the data stream that enters from the outside world, such as
from the communications link 24. All data is treated as data whether it is

actually data (i.e. data files) or instructions (i.e. executables) as it passes over

the link 24. At this point the actual instructions have not been executed but

rather they are in the process of being transmitted for execution. While in this

state of transmission, emulation means 48, controlled by the CPU 12, provide a

friendly environment for a potential virus. The data is put into the emulation

chamber 48 where the virus is fooled into acting as if it were really present on

the host system. It is desired that any disruptive behavior the virus is capable of

displaying take place in emulation chamber 48 such as replicating, attacking

another program or destroying data. In this Virtual world the virus has complete

M access to its envirorunent. It is at this point that analysis and detection means 50

controlled by the CPU 12 catches the virus in the act of self replication and

prevents it from infecting the host system; The virus cannot escape the

emulation‘ box 48 because the box exists in a foreign operating environment with

no access to critical files, keyboard, screen, etc. Access to the real world is

completely blocked.

DEF-FINOOOOT711
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Upon startup of the trapping device 10, the emulation software is read

from EPROM 14 and executed. When a user turns on his workstation 38, a

connection is established between the workstation 38 and the file server 30 (or

42). A connection session is created in the RAM 16 of the CPU 12. In like

fashion, a session is created for each user.

As the user at a workstation 38 runs commands and moves file about,

data is ultimately written to and read from the file server 30. The trapping

device 10 splits the data into two paths. One path connects directly to the

protected computer system 28 without modification. Data over the other path is

written into the emulation box or virtual world created for each user, The write

is performed in this box just as it would have been performed on the file server

30, protected computer 28 or workstation 38. Changes in data and time are

simulated to trigger time sensitive viruses, fooling then as to the actual data and

time. If the environment changes, it is checked to determine whether simply

data was written or whether executable code was written.

Once the executable in inside the emulation box, 3. Cyclic Redundancy

Check (CRC) is made of the Interrupt Request table (IRQ). Also, CR.Cs are

generated on all files that are placed in the emulation box. The CRC is an error

detection and correction code widely used in the computer and engineering

fields. Other aspects of the environment, such as available memory, are saved

too. All information saved is stored outside of the emulation box where it

cannot be altered by a virus. The executable is forced to run.

If absolutely nothing happens, a self replicating virus does not exist. If

anything within the environment changes (i.e. size of files, sudden attempts to

write to other executables in the emulation box, etc.) it is determined that a virus

does exist and is attempting to sell‘ replicate itself.

The first step is to determine whether the IRQ table was modified. The

second step is to determine if another program was written to. Many programs

attach themselves to IRQS (i.e. network shell programs, mouse drivers, some
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print drivers, communication and fax drivers). However, none of these

programs will try to write code to other executables. No legitimate program will

attempt direct changes to the File Allocation Table (FAT) or other internal OS

disk area. They typically pass their changes (or writes) through standard well

behaved DOS interrupts (H\lTS) (i.e. TNT 21). Or, for example, in the case of

file repair programs (i.e. Norton Utilities) which do at times write directly to the

FAT, they will also not grab IRQs. It is the combination of grabbing one or

more IRQs and attempting changes to either the FAT or executables that allows

virus activity to be detected.

In the architecture of the IBM PC; for example, IRQS are prioritized and

have different dedicated purposes. IRQ 0 is the system clock, IRQ 1 is the

keyboard, etc. Almost no program needs to grab IRQ 0 having the highest

priority, however a virus must‘ A virus must grab the highest priority IRQ

because if it had a lower IRQ, then a conventional anti-virus program can get in

at a higher priority and make the virus more vulnerable to detection. M Many

viruses grab several lRQs, allowing a virus to be detected by its ‘signature’. In

addition, most programs except viruses return to DOS about 95% or more of the

memory they used for execution upon exiting or receiving an unload instruction.

Therefore the following activities, monitored in the virtual environment created

in the emulation box, can be used to detect viruses: attachment to IRQ_s, which

IRQs have been attached, whether multiple IRQS have been attached, changes to

the FAT, changes to exeoutables, changes to the environment, changes to

M memory and any Terminate and Stay Resident (TSR) activity after the unload

command has been issued and the program should have terminated.

In addition a further series of checks can then be initiated: check the

"hard drive“ and look for additional sectors or blocks being marked "bad" which

were good before or vice versa. Has the program attached itself to the internal

clock and is it incrementing its own internal clock? Have any of the error-

checking algorithm results changed?
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Upon detection of a virus by the analysis and detection means 50,

response/alarm means 52 can execute any number of user definable optional

commands such as messaging or beeping a system administrator, notifying the

sender and receiver of the file or program, deleting the file, writing to a specially

prepared floppy drive, calling a pager with a virus message or shutting down a

network segment. A logic flow diagram showing the operating steps the trap

device 10 performs is shown in Figures 6A to (SC.

A high level logic diagram of the software is shown in Figure 5. The

input data stream is generated by communication links 24. Link adapters 20

convert the data input stream from a hardware and software protocol specific to

the particular communication link (i.e. X25, Novell IPX/SPX, Microsoft

NetBEUI, etc.) to a common protocol understandable by the CPU 12. After

protocol conversion, the data packets are disassembled into a data stream having

a common data format the CPU 12 is able to understand. The data is then

processed and analyzed for the presence of virus activity. Following processing,

data packets are re-assembled and converted to its original hardware and

software protocol by the [/0 Interface 18 before being output to the protected

computer system 28.

The trap device 10 passes data directly through to the host system in

addition to simultaneously processing it. This is to reduce the processing delays

associated with sending large data files to the host system and having the trap

device 10 process this data before the host receives it. The entire contents of a

large file except for the final write command or the file close command is

transmitted to the host. If no virus is detected, the write or close command is

issued. If a Virus is detected, the write or close is never issued and the

response/alarm means 52 takes appropriate action.

It is clear that the above description of the preferred embodiment in no

way limits the scope of the present invention which is defined by the following

claims.
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What is claimed is:

1. A computer virus trapping device comprising:

link adapter means connected to a source of data input for converting

external protocols into a data format understood by said trapping

device;

. emulation means connected to said link adapter means for accepting said
data stream from said link adapter means; said emulation means

providing an environment isolated from a protected computer

system that simulates the architecture of said protected computer

system whereby a computer virus is coaxed into performing its

intended activity; and

detection means for monitoring said emulation means and determining

when said computer virus either has performed or is performing its

said intended activity.

2. The device of claim 1, whereby said emulation means comprises processing

means suitably programmed to create a virtual world for said computer virus that

simulates said protected computer system.

3. The device of claim 2, whereby said processing means comprises a

microcomputer circuit, temporary and permanent data storage and an I/O

interface.

4. A computer virus trapping device comprising:

link adapter means connected to a source of data input for converting

external protocols into a data format understood by said trapping

device;

emulation means connected to said link adapter means for accepting said

data stream from said link adapter means; said emulation means

providing an environment isolated from a protected computer

system that simulates the architecture of said protected computer

system whereby a computer virus is coaxed into performing its
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intended activity;

detection means for nionitoringsaid emulation means and determining

when said computer virus either has performed or is performing its

said intended activity; and

response means responsive to said detection means to take action

according to preset user instructions upon said detection means

determining said computer virus exists.

5. A computer virus trapping device comprising:

link adapter means connected to a source of data input for bidirectionally

converting external protocols into a converted data format

understood by said trapping device;

emulation means connected to said link adapter means for accepting said

data stream from said link adapter means; said emulation means

providing an environment isolated from a protected computer

system and simulating the architecture of said protected computer

system so as to coax a computer virus into performing its intended

activity;

detection means for monitoring said emulation means and determining

when said computer virus either has performed or is performing its

said intended activity;

response means responsive to said detection means to take action

according to preset user instructions upon said detection means

deteimisaid computer virus exists; and

I/O buffer means for reassembling said converted data back into said

external data stream protocol and delivering said data stream to

said protected computer system.

6. The device of claim 5, whereby said emulation means comprises

microprocessor means programmed to simulate the environment of said

protected computer system.
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i333:’S'I'l‘SE\»‘_I AND .Mf.*"..'l7I~i0£3 FCFR PR('}T}‘ICTIN{} A C.{)1\«*1I’L=”I”}3R AND A N¥?,’1"xV{'_).RK

1?RQ:\-ax i~:{£)_§§f§_fiIL’E :.t><m«=N‘:...r).n.1)ABmas

: 1‘]_;‘¥;3-.'.‘¥N“v’§£N'FI’('}N

E-‘laid 0f’th:: 1'mrenI.im1

This im'L‘.nti011 r::la1e.s gcn:‘.1‘aH3' To cnnzputcr 11em=m‘l~:s, and nmrc patt'iTn:.u1£11‘i§= ;:m\«*i:;1::s

2;. system: and m::1h«:3d for ;:».mtr.:c.ting £1 canxpmcr and a network fmm imstiic {J0wnioad£:‘h¥es..

i‘)esm‘i .ti0n a*.f"ihr: B€iCi\‘."“I'(.\£l!ld Art

The Intstmet is current};-' a cnziieciion of over i{3{J.f3(}{) individua} computer xzetxx-'01ii<;>‘

owned by g0Mvc1‘r11n<:ms, ur1&versit‘ies. nonpmfilz gruups and <;:3mpsmics. and 1:; expztaxding at am

accei:’:rati:ng rate. Beumxsc the Ituartzet is public. the hltrcrnei has bC:C0l11t) :1 major smxrce of

manly Systezn damaging and S_S’S1f5m fzlmi appiicznksn pmgrzxmss. comImml;s* :'::‘I1\:rr<=:.i :0 six’

“virusc::~.:.‘”

Accor‘ding,l},*, progran1I11t*.:m Ciflllfilllm to dazsign computérr zmci csmxputcr ';wLv.-'<arE<

ss:c11.t‘i't.y 7t?}’5H3fI‘;S Tm‘ bi-c:c—i<ing these viruses frum zmzlckizlg 1.~.m..h ‘mdix-'idLmi amt‘? new.-mk‘

computers. Dn the must part, these security systezzzs have bean :'elati.vei.y‘ successful.

§~'im2vcv::r. films: .se:a:urit_v S}"Si<L’iI1S are not" configured tn recogxxize Cr(}l‘I1pu’[-B1‘ vimses which

hm.-‘a been attlached to ur <;m1figLln:d as Dm=~.:.n.ic_sz1dztb1t: applicztiitsm ;¥I‘£)g'i'{1E‘£lS,. sfioxittnuniy

zefizerred in as “[}Gw11made:bies‘.” A ‘Downhzadablc is an executable appimazion 1Z?I'(fI_;!‘213'n.

which is ilmwninaaicci from El Msourct: r:om'pm.~er and run sum the. dL‘.S1ii111ii()I] computer.

{}0wI1ELnaoh:}3k: is i3«'pic:al§y rétquestad by an tmgcring prmcesés such as by an Internet ‘iarowscr €31‘

wash xzngiakx. 'Exa111pEe.s (‘sf I_}nm=nI0;:dMab3cs imsiucle .I:1\-"z1W‘ appiets maigned far mm in the

.lax'2iN c‘iiSirii7ri11i£‘.g aux-'i‘r<m.n3s:nt «;1m=cit)p¢ci by -Sun i\='¥i::ms_\_“sten1:s. inn. Ja\~aSc:'ipt sL‘ri;?'r1s 33150
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r;$:.\=‘e1opc'd by Sun Micn:ms}~'s1~r:ms, Inc, Actix-‘::X"M c.011u‘<3ls desigmzd fin’ use in the Aclix-'::}{”"‘

dis£ribut.ing sxmronnicnt d::vs1upcd by the Micwsazaft Cc,>rpnrati0n,_ mud X-"is‘u21i Basic: mse

«;h:\«elopc:;i by the .i‘s-‘I':s:::‘osa1“1 C§urpu::2u"i011. Thcrefure. a sj.=stc::.n and smzihcd an: needed to

p:-s:>I,ec1 a newmrk frmtr1 h0HI‘[iI;3 I}c7M11'i0e1<iahles.

S§LiM‘E‘AA RY U1?-' “£‘l'--‘R3,. INVEN".FI()N

The present im-"cm.icm przznsid-es 3. system fur pmu:c{mg ea n,:?{w<‘3rk. frmn suspicirgus

Drrwxnknaziablcs. The system mxxzprises :1 security p0.l§{:§.-1.. an illttzriiacc: $1:-r rssc-ctivfang ex.

Dmvninad.abE<:. and a :;:<L1m'par::Im'. cuxxgaiasd ha :33: i11Ler.‘i1‘-.1ce. fer‘ a~;>._:p£§=iw_._v the :w'Uk“di'§l_\ }“.tg‘»Hs_'f\ an

the Do‘.x-"x1iLsa.Li£iEn£e £0 d}:iermin.c: ii the s::r;.urit;; puiicy has bmfn »=i0i2:i.cd. Ifhe l_){aw:ziu;:-d;1i:E«_t

‘R333’ inciurgie :1 .Iava”" applex, an s‘\‘s:iiw.~"{“"“ ::uuim.t, it \I:t\~=ztScz*i;)i“"‘ s<:1‘ip1, 01" E! Visuai Basic

sszript, The securitgu policy may include a. defaxllt secu1‘it];-‘ poiicy to he applied rclgardiesr: 01'

‘the client in whum the Dm=ml.0adab1e is addressed, 21 specific securing‘ poiicy 1'0 he applied

baised am the client or the group to wh'ic§1 the <:lic.ni.‘ lfzttlmags. Q!‘ 3 aprtcific policj.-‘ to he appiied

based on the c‘l’§e11L!groL:p and an the particular D0w'nk:«2:dabi¢: t‘£‘:t.‘f.fiK’Eii. The sy:;tL—:.m. 1..z':;:-.3 an

ID gencmlur £0 compute at Dm\~'niGa1ciM;-.bI-e £13 iulciztifyirxg the D£')\-\’I11{};ld£1}.)§i$. ;:<a‘£i"er:1t>E}=. ix}-'

f?3u;l1i:1g ail cump(n1em's of the: Dowxiimxdabint and g:3c‘:rf'0rming :1 hslshing function am {he

D{}W.I}1(}21d€!b}(.’ incitlding the {etched u.m'1p¢;u1,r:nts;.

'Furth:::", the s::c1n'§i'_\~' pa:-iic:__\x ma}: imEir;:11c sax-"<:rs1l Lcsta U2! p:;‘1‘i‘ut'an. sm*hsLi='ng H} :1

Q.o111.p'.-1ris<>n \:~,=ii‘I'1 krmwn hcstili: and Emu-11u5tilt‘. I3s:>wI1'I(:;1d3hies; {2} 3 cuz‘11;)aris:m11 wflh

T.)o\-vslloadabies: 1:3 be bmcked 01' E&Hl;'4‘»‘.’t':iZ1 par axdrniiiistrative csverride: (3) a c0n1pa;rie;Lm ofthe

V[)m¢ml0:adabIe Sn’-:CLii‘§t§’ pmfzie data against a‘<:.::ss cmitroi lisis; (4) a comparison of 21

citrtificaitz cxnbociied in the [Jmv:zluadahie against tI‘1iStt3d. ue1*zific£:1.e:s; zuwl {5} 2: c—mn'p21:‘is<>n 01*‘

the. U¥E._L frmn ‘which the Dnwxiioadablt: mfigiriaicd againa: t1‘LlST,{%.d and uriirtistfid URL3,
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Bzaseci on i.he:~:<: tests. a lnzglcatl englm:': £12111 dcrtermim-. wh::Ih<:r tr; ££llv;'n\- m’ blus;..‘< Lha-

.D(}WI.1l£!z1d2ll‘:l£:.

The przsszszal .invr:minn furilzer p:'m'icl::s :1. nletlmrl fl)! pmI.e.c:§‘i:1g. :1 cosngzmter l‘n.m1

SLlS]I)lClDl,.15 Duwxxluacizlbles. The m£:lh(32;l szmuipriscs lllct steps of mceivirlg 3 D'i)W'lllL',lE.l£.l2ll')l€.

L:om_paring (lax: lkwmlezzadable :1g;li11sIa: ;~:e«:.urit}«‘ policy {:13 cmrsrniinzz if the '::<:<:u:'at_\:' p0h'c;.= has

l7u»:.en 'Vl£)lflT.L‘{.l. and disLrm‘di:1,g the: {mu-':1lua(ial:‘lc if the securil}= policy has been Vl0l§;1'lC£l.

it will be app:<«:ci:m=:.d that the aystezzi and metlmd oftlle present i:we..t1tin:1 may p1'mride

cornpulczr pzmectioxx from lmcswn hostile Dmm1l<3adah1.es) Tine 3}-'s1:em and shamed ml‘ the

present i:w:':11tio:1 rnay .id:::mif_\,- l')mvnl0z1(lal)le:s that petfomi (}])i.31’iiIlOl1S cieetncd suspicimss.

T112‘ system} and metlmci of tin‘ p1‘e3em1 in‘v<:mim1 l'I1£i_\j ::.\::m1ine tlm l_‘)u\.vn§(>a1;:lz1bla: mode in

cictermiI1r: whether‘ the angle {t(31‘lt£llt}S any s:u:-micilllus <.\pr::‘:m'.011s. and thus £1113}-‘ ;xllm.-.- us‘ l)li,Z1£,Jl'\‘

the .l)<)wn.l(_m(l able ;1ct:mrdi.ngll3~' .

B R3313’ 'I)_E;;t3«(:§§\If"E'I{}s\E OF‘ THE }T3‘RAWlN‘GS

FIG. l 713 .2: laloczl: Ll.iagz'2i'm iilust're11‘ilns_I, at rltstu-'(1rl< b‘}~'Sfi:.fl',I_. in :1L’C0ril:.‘xt1L‘.c with Elm

M ;:~re:§en:; 1T.n'»~"en1:l011:

FIG. is it black dil:s_;mn1 illustratmg dt:1aii.su1’the internal net\.x=m‘1~: security systztxn of

FIG. l;

FIG. 3 is 21 black (ll1'lgl'il1’l1 illus:'mting dmails uI’tl1e séctlrity prugrexm and the $::cLl:":iy

aiatzlbuse of FIG, 2;

Flf}. 4 a block <l.i:1g‘1'2n11 illustr'a1l.ng d::{a.il:~: of ills Siffillfltjs-’ }?¥t)ll!;ii<iT§i cal" FIG. 3:

FIG. 3 is 3 hlmtk‘ diaxgram illustrating details ulihc scclarit;-" Inaxmgenmm L?0.{l.‘§0lt‘ 01’

FIG. l:_
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FIE}. {M is as .{}.c>wchm‘1‘ i.H.us:L:*:m:1g 22 methmd uf exaxrmizmg for suspicious

IfJmvr1i0;1d.abIe.s, in accordance \-R-"Rh the me:-:em in»-entiun;

FIG. 6B is :2: fi,mIVt,:.har£ illustratixlg clczstails nf the step for finding the :»,1ppmpriau::

._~7e:cur.i1}-' po.£i.c.§-' :.\1‘1*lU. 6,-K;

Fifi. {SC is :1 flowchsirt iliusfrminug El metlmd for zsieicxmining whemer am imzuming

Downispaadzlbie is to but dv‘;‘.i.‘l”I1Cs;i suspicious;

FIG. ‘.3 is :1 f‘{o‘\=««-mart il§v.51rating <icL£21i‘lS Q!" the HO. (5 stcp vi" d<:'»;un2_ms:si::;__= u

Dowvxiiuadabieg mad

HG. 8 is a '£'30w::.l1art iiiustrating a method 800 for g»::m:ra1i.ng E1 f_)m*.=t1l0adaE‘vi:: H3 fin‘

iaiezxtifiiixg :1 Dm\.=:1iuatiab¥e.

DE§T;'\I’LED I)}‘iMSCRIMPTI€)N OF TZ~iE PRE:‘FERRE:‘.T_) l?:‘.M‘B(3i3ls's-:TEN"I‘

FIG. i is at biocéc diagrzml iiiustrating :1 nei‘wuri< system 100. in i1i.‘£'I<?1'£3flI'1L‘-if with the

prescm im-‘e1:.£i{:>n. The mamrcsrk 3_}rs:te:n IUD irmiudes an e::«:.k:r112ai coxnpmcr n.eN.~'n1-k. 105, such

as the \-‘v’iL'Is: Area Ncfwolk (X-VAN} cmnnmniy :'efe:rx‘ed to as the intc-rn<:L C1‘.wupi::Li via a

‘c0I111*nL:nicm‘iLms; s;h;mm:l 125 LC: am inmnal _n_et\x=m‘k .'\:{:c':U’rit}-‘ $3-"a‘1‘mn 'HU_ Tia: m~:\x-mi-;

systrzzn 100 flxrtiusr izlcilldcss an intcrllal C0i}‘1§31iTt“f‘ n'c—1‘w'm‘l< 115, such as it c«0s‘pm*au: l_.m';a1l

Area Ntztvmrk {‘L.A=.’\l')_. craupicd ‘via a cunuxmrnicalimas ci:am1ci:I 130 to tin: imrzrml nstworla-;

~;:on1;:~utcr S3.-‘stem: HO and c0up£c-ti via an coxxisxlzxnicatiuxis ::.ha:mel 135 to :1 sttclnit}-'

xm-ulagemeni. COILSOIE 120.

The ignternzri network security systenl HO examines ifJmv11§c).ar3a.bms remix-'ed fmm

t:>ct':ern:\‘l cmnputer network 105$ zmd p1reve.m‘s Dm=mlmadubies Mdcemed 5lISpiCi¢Z::,I5 from

reaclling {he imemai cmnputer m:t'w01‘k H5. It wit] be furlhm apprecizxted rim: 1':

¥)u\=miu2:da:Mbl:: is Liccxixmi :<.1as‘p‘icim=.s ifii pc~r'fn:'ms or nmy per1"s;s:‘111 any undezsimhie np:2r;aIi:‘rs:1.
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or if it ti'm;:;?et<::1:=e 0:‘ may threzu«;=.n the ixxtegrity of an imcrnai szmngrmter network H5

cmnp::m:.:.ni. it is to he 11i1de1‘st0od that the term “‘s<L1:sp.ici0us" inciudes l10s.»'tiJe. pntenti.aiIy

"3

iwstilc, 11nd.esiI.2:bl<:, puientiaiiy undesirablrs, sic. Ses:u:'iLt;.~' manag,en1r:.n‘t conscalc 1.40 enabicts

viczxvixng, :nociii"1c:m'im1 and config11r.:ztim1 o.i’i‘hc internal netwmlc 5:34:-u.“it.;.= system. I If}.

FIG. 2 i3 Mock. ciizxgram .i§lus1m£ir1g detaiis flf the .'t‘.me'rn2LI m:.i‘w(.1r§<. se:,:uritj.~' systexn

H0, which inciudtts :1 Cientrai Plncctssing Unit [(,’Pl,I') 205, such as an lmesi 'Pm1riu:n“"

nlicrugjrncessor m‘ 51 I\/iommia [)\‘.)W‘t'3I‘ PC” m.ic:M:'(>pmcL*:\'sm‘_. ccmpied in :1 signal "but; 22-Cr. Th:

inttrnad :1»:£\a.-wk sitnturitjr S};-‘stem I it} further iP{ii‘L1dE‘.i~} an exlmnal cmmmlnic;u‘im‘1s inicmacc

210 cmxplcd hcmween the comu'mnic:a1‘i0ns L:hsm.nL‘.l I25 and {IE 3ig1wE bus 220 fur rc<:ci'-.=i-zxg

[J0wt1is:-adai:-I65 fmm 6:rcLc:rnaI COE'£‘l;jUIC1‘ mthamrk 105, and an ixmwnal c{a:11n11g;)it:z11i:)*n$

ini§:rf‘a.L~e. I225 ceupltzd brnliwefln the signal bus 22!.) and the commimitations chzmnci 330 {hr

forwarding Downlwadztbles Hui dersmcd Suspicimzs to the :'mterz,1;1i cmnputer netwmk H5.

The ext'e«:‘n:1¥ c.mnmun'ic::1Iion3 imerfacc 210 aim! the izltcrtnzii c01n1n11nicatia;ms interface 325

Ina}-‘ be fi1nc.ti0n::1‘: smmpmlems m":5m imegral cnn3:n1um<:a1i0.t3.s imerface [um shuxm} for bcxtlm

retcciving Dawninzaédabiesé (‘rum tile E3K{I‘$l‘I‘1~11i cmnpuier .m*.twm’k ms and t“:_‘:s‘\-%f:'1:‘(¥ing.

D0\>vt1l():ui2:.bles to the imemai commuter m.-twmk I 15.

lnierzmi neztwork gccurity :s;u-‘stem "I10 flxriimx‘ mciudcs-2 ‘m}w.u1.:"('_)uLg:«L:i {!..«"(.3‘; s:1Lwz‘i::u«:5

215 {su.c:h as :1. kt;x,*b(m1‘d, nmusc and Cizaihodtz lfiay T1.£l7‘£;‘» (CRT) dispia}«'_L it dil1.€$‘S‘Lt’I‘I";igL:

ciex-Vm? 2331} such as at tnagxxctic disk, and :1 Ru:xdu1'I1~As‘:.cess ;\I3.<:Inm'}-‘ {l{.r'\M) 235. mach

cnuplcd to the sigma} bus 220. The data smrage flex-‘ice 230 stares 3 .1\_:::.::u.:'Mity :'i;1I.ab:.£:4¢: 2-‘$0.

whiszh Etlcludes :‘se<':uI‘ity ir1'i’m'11’n!t.iu11 for de!e1'111i,11ing whethe;' :'ece.i\»'eLi Dnw-‘n§0~:-idabie is in

be dezzmed SL1:-zpitzious. The data sto1'age d.eviCt: 230 fu1'th.::r stores :1 users list 350 idc:1iify'i11g

111:: users within the inlxzrrlal compmer network .135 wim ::na,y n'::;.eiv':': Dm.\='nI()2!d£d'.>}t2S. and an
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aver}: ‘mg 245 which imlndcs determination restlhs {hr each 1'3-r;_:wnim1.Li.:1bEe: e.>;::n1im=:-d and

r1m£iin1e ineiimiions of {I13 intemui network St":C~I.1rit}-‘ ;s‘3-‘stern: I Hi A11 0;>eraE.ing systenu Z50

C()I}11‘[!§i-I prcacessing by CPU 205. and is typically’ SiL'Jl"£i(i in data .~‘.t:;:»:'agc ticwitgc 33f} mm

land:-:d inm l.’\.-*’k§‘~‘1' 235 {ax iiEust:‘at:::d) For execlstiotz. A Sl:3CI.l!'ii}“ pmg,ran1 wnimlm

eizmninafion (if im:m11i.ng I}mw1i:3ad.z1i7les._ and 3150 111223‘ ire st:;m:d in data s1<,zr;1gc dex-‘ice 230

and loaded into RAM 335 {as iiiustraued} for e:<ecuIi0‘n "by CPU 205.

RC1. "u is a block di.agr:.1m ilIt1str;;n:i11g aiemiis of the 5cM::.urity program 255 and the

‘T

SBCli1‘§tfr‘ niatztbase j2»‘i1(l The sczcurily p‘r0g,ra:11 255 isicmdes an {D gs:I1<:1'atm' 1415. a poiicy‘

f'1m;ic:r.31'? cmnplcd in the U.) g::11er:«1i‘m 31:1 and :1 first comparamr 320 xxmplcd tn the pnlim

iindez‘ 317. Thai firs‘: szumparatoz‘ 3120 is cmxpied to :1 iogicai an im: via four :;:=:pe:z';m=.~

paths, mummy, via Put}: TI, via Pzzth via Path 3 and via: Path Path § Encimiczs :1: a:lin:c:

::m‘1m~:cti0n fi‘QlTl t11C firsi <:.0n1;3a.ra:0r32U to the §()g‘§i'.‘..’:if t‘11giI}c: Paih T; ir1cl~L1:ics a mule

smntxmsr mupleci in the first. cmu‘pz1Mratm' 320. and an Access 'C.:;mi.m¥ List tf,.«‘\{.‘[..,' c:u.t11pa.m1.m'

330 wupiing the mafia scazmer 325 to the logical <:n;in<: }’£1t§’; 3 includes :1 ce:‘tif1a:’2u-

5i.2iH.’l3'ii;‘._I‘ 340 coupled to the first cmnparator 330. é:-md an certificate «:.om;2a;::a‘to;' 345 coupling

the c:*:n"ifEca:‘:: scanner 340 to the ingicai engine 333. ‘Mb 4 inciudes El Uniform: Resmlme

Locator {URL} compa.ra.mr fiS{}cm:p1ing_z, lhs:firs1.s:onIpa.mtor 320 to the iogieal mgirau 3339.

A rrs:e:<3r:;i—'i-ieczping <::35;;‘inc 335 is cnuplecl iwtwcen the mgicai cngim: 333 and the L~w—.‘.z1r 10;;

245.

The s:::c:urii'y pmgmm 255 zwgmrattes in c011jLm<:.tim'1 with aha scctlrity database 240,

which §.!1L:il.1:‘3t‘..'\' ::ccurii.y policies 305, Rum».-'-n 1')ownEo:1dabIes 30?, k:'m\w; (ffmificuics 31')?

and Dn\-vsiim-1d3b§:~. Securiiy Prufik: {DSPj) data. 310 zinrrcapondiugg in the ‘i;:'1m.m

I§3T¢,3w11i:')a:iz1h§§:s 30?. Security poliézisas 303 inc-ludt.‘-S pulicics specific to puriicxiiar 11S£‘:I'.‘.~l RBI)
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mxd default {or gamma} pmlicics for nirs1‘mni.11iL11g wiwther Lu allow car lain:-Lila; an in-cmning

D0w11luac1abL-;:. The-Se s£:c11rii‘y pniicics 3G5 znuy‘ idsmtiify specifisz D<3w11ica:1dabics to bis3ci<.

specfc Downlczadablce; In ailov»-', er n.ec.::ssar;-' urixeria for aii::zwix1g an u:1km.1w:1

D0w:11o£1<iah1e‘ RcI’cr:'iI1g £0 FIG. sccurit}.-' poiicisis 305 im:i=.¢dc {)0iii.‘}" ::cE<:s:.mr:~t -105.

Eifi.‘-C835’ C(_?I}iI'()1 iirats 430, ‘.rus1es;1 uzenificzaxe lists 415, l_s‘R.L mix: bEl:<.€:S 420. and iisis mi

i')uwnlaadabiirs in allow or to b§r.=ci< per etdn'1.inistrativc. cm:ITide.

i\".m1wn I)uwn,iozu:iabl-ass 307 ixxcludée Eists of I)z'm=11Em1r.'1;al>§rs which <)rigin::E

l-Eq—uipn1em ManuI“acmx'ers {('_3Es\r1s_} know 10 13¢: husliic. uf Hum-"I:Euztdublcs which ii.>l*'s‘v1.~$

§<'nm.v in be nm1«ho5ti§e. and 0fD0wni:;zadabIeS prwiaaual nzccixieii by this sa:L:um_v pro§,1':mr

2535. DSP datei 318 includes the list of all ;mte111i;1il.y imstiie gar suspiciuus cr;~xnpmez'

oparations that m:-3y be atlennpted by each krmwn ‘Dms=n¥0adabi»e 301 -and tmzy aim: inciude

the respecmiz: arguments of these operations. An 'icieI1tif1ed argunlcm of an nperatinn is

referred to as “res<:rlved."’ AI} uni.dentified argument is referred in as “unrusoivcd.": DSP

data 310 is cieschbezi ljeiaw with refc:r£::1s:t: to the code: sc.ax1.nC:‘ 325.

The ID g<;:.ne;‘ra1.<>*r 315 receiveés 3 Dowmoadahic iinciuding 111:: URL fmm whiclm ii

sauna and die uscrli.) of the irltenclwtd r::<:§pit:a1t) frzimz the wtcmzli c.mnpL.n«:.r new-‘m'i< H135 \-“m

the. extcrxuai conlmllnicmioiis 'intcrfa.cv-3 210, and gene:':;i.::s at 1‘Jt_m:;1lmada1hh': ED Kin‘ idcmif_\.=mg

633611 DQwn$0a.<iai)¥e. The Dmvnioadabic ID prefitraiuiy mcludcs digital hash eat" me

cuxnpieur 1.)<1w'11lo3dabir: ‘came. The {D g£:'n<:ra1m‘ 315 prethraainly prefmclmcs afli s:.om_;m11::nts

zxinbndicil in or idemifiud. hy the code. for D:3w11loadable ID ge:m:m.tio:.1. For example, the ID

gcneramsr 3i5 II'lii}~" pre:fi‘:t::h :11] classes cmbmciieci in or idemificd by the .I‘.<1\—*:a="~’*‘ appim"

b}.-imcmde to gene:-Me the Dn‘wnload.<:bIe ID. Sim.il-my, the ID gczncmmr 313 may retrmvc all

CUl“.I1p0l‘lE:i)£S listed in the .§'Nl‘7’ fife fer Em Actix-'€XW c.¢;mtmi to mnxpute 3 'i_‘)mx='n§nzigizzbir H3;

r'\cc¢i::'di:ngi}-*. the D(‘.:\-\~'z1it}*;1d.'-lbit‘, II} for {hit D<>wz1l¢'na1dai7§e xvii} be the: same n‘3EtC'.}’1 timt; the ID
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;_gcnem'u')r 315 1'ecaix-es the s‘E£!:{3{f £.3mvnEne1ciubic. H12 ID gem-cramr '3 1:3 auigieg i.l‘u: 55:1“:-.-*:':11:.:'»;1‘

Downluadabie ID to the fist of imcswn ifiowniozzciablcs 307 {if ii is 1101 :;zEr::‘ady Hsmd). Hm

ID gsxxeramr 315 than f0rwaz'ds the Duwz1im1dable and Dcnm1m1d21b§e ID 1:0 the policy: fmdrzr’

317.

The ymiicy finder 317 uses the 11se:r’!D nf'i11u i;11::ndcd user and the I)uwn.iuadabI<: E3

to select the s‘;.:c<;i1“1c. ss:curi£;»- gmiicy 30:? that shnii be applied on the :recei\r<ed I)nw:1‘|m:dz1bleM

Iftluerst is a specific policy 305 that was: aiefined far the user [qr fur mu: 0].‘ its super grmlps)

and the {Dc-w‘:1.l0adabit:._ than the poii-::3»' is s<:¥v$::‘ir:d. [)1ht31‘wi.<sc: the gt'il1t:I‘ii: p0HC‘}’ 30.5 that

wt-15 distilled for the user {kw for one 0f its auper grmlpzsj is siticcmd. Thi‘. policy finder I 7

than szsnds the pulicy In {hi first c0.n1pa.ra1.or 320,

The first com;:e;1rm'ur 320 !‘€CC‘i‘.~'E!1i this I)mwnioadabIc. tin‘: Dav.-'I:30ada1bM!e TD and the

security poiicy 305 fimn the‘: pealicy findar‘ 317, The first ca31npm'21to;.' 320 e.xaminc.s the

security puiicy 305 {<_?d.6i€$TI1'liI!€ which steps are needed far zxilnwing the Ifiowntoadablee E-‘tar

exmngxkz, the s:';.‘c:u:*it),= poiicy 305 may indicate that, in order to aflmv this D0'WII1{)ad.E1b1£2 it

must pass aI‘l fmn‘ paths, Path "i, Path 2, [math 3 atrxd Pen}: 4. .»’&li:en1ettiveIy._ the aecurity policy"

305 m.a}~' mdicalir that 1:0 aiiuw the I:}€3\x-Tlitmdabitl, the it must. pass oniy (3113 of the §}'<11h5‘

Thu first 20111;:-aramr 3243 respcmds Evy fcJ:ward1’11g the grape: isiflmrlalixm to the paths

identified by the security‘ policy 3135.

Path I

in pmh E, the firs: <:r.'.«:m3;:ra10:' 320 checks the poiicy sL‘iL‘.c—mr N5 of me: sccuria}

p0li~z:y 305 that was received from the gmlicy fitldcr 317} If the p0.iic—_\_a‘ S‘rlh":€‘lDI‘ 405 eitiicx‘

“AHOwcd" or “B§m:.%<t:~uI,” Eh:-in 111:: first cm‘I1pzu'a‘u‘n‘ 320 f0rwai‘d$ this re-flult dircctiy to the-.

0th::rw.is::. ihfi first :;o111par:-xtor 32-if} invokes the c0znpa:ri:~:<m_:: in pathi.



SOPHOS 
EXHIBIT 1004 - PAGE 0358

Wt} 98l2 1683 l.’CT!IB97l0l626

and/m“ paih 3 and.«*'m' pznih «:1 based on fin: mutant‘: 01’ pnhcy 5c:¥e::ma* 405. it will be

ap;1:‘ccizitL=r.i that the Brat cumparalcw 320 itself’ C0'Il‘l_p£11‘t’:S the f.):wmioad21biz: ED ag:1insi' the

iism of Dnwn30ac1:1bic:s in ailnw er Hock per :1d:11i11i5;trz:.1'iv:: m=arriu1e 43.5. Thai is, {he sysicna

security aa:knini.5‘i1‘a10r-can define specific’. Dmm¥«::a.d3i:s1es as "‘AEImved“ or " Bk1c1<<3df‘

1~\£{:‘:r":1.atix-‘(:13-', {ha logical rtngimz 333 may rectrivaz tin‘ rs;-.5.-tuits nfxrzznrzil of like paatiax and

basad on the poiicy sclcctcmr 405 £113}! institute tha final} cIctm11in:1zio:: w’|1et£1c:r Er] aHD\.\-‘ cur

block the Doxmicmdaihlsz. TE‘1:: 13:5: c0.mparam.t‘ 37.26 iitfarxlxs the Zngicai cngiifieai 333 :3!’ that

rcsuits L>1’ius BOI3‘i§‘}i1‘£'§S{}1fl.‘

Path 2

In path the firs!‘ mmparatn1' 320 deiivers (11: I;)0xw11o:1dable. the {Jon-'t1io;=:§iabie ED

and the security pwiicy 305 (C1 the code scanner 325. ii’ 111:: D3"? Liana 316 :31” the rswaivcad

Dcm~'niead:'-.b1e is knmvn, the cede Scanner 1325 retrimles :.md §b1‘\.vm'ds {Em iI1fm‘1mu"mn in the

ACL v::a-mparamr 330. (itiiervwisc, the cczda :‘sca11.nL*.r res0tw:s the D8?’ dam 3 ED. Tilai is.

ah:-. code scanner 325 uses ctmwcntimml parsing techniques in dCCUl1'l}Z.\!;5‘:S&: flu-2 £3-Udi‘. {inciudin

all prefelczhed cm'n.p0nenf.s} cf the Dow'x3l::aad11b1e into» the D31’ data. SH). DSP dam 310

irmludas the iist of all putentiafij.-‘ hostile or suspis;ious -aminpular i”Jp‘iil'£11’i€}r1S that may hit

atwtnpted by a spccific Dm».-':1}o:1dab1e 307, and n1ay' also include the respcctive arguxzlexits of

ihese apmmitms. Fm‘ E:-::1n1;.\f&:. DST’ data 310 nmy inciude 21 READ fircun a sxipctuifié me. :1

In em £l.‘fl}"i‘.‘Si;!§\«’(;‘~L‘1 host. etc. The made: scmlzurr 323 naay g:":n:::';31.e {hit D81” data 33?} as as

list of £1“ upe1'atiu1‘1.'s in the: Damvninaciablc made which c.c_n.:id a‘.\-‘er he Li:‘:r:n1:~.‘.d pot<':m1iaH_\_'

1
hostile and a Hat of an fies to we ;;‘:Cs‘:CSS!;‘d by that I)m.vn£o2a:¥a.h1m mac. H wiii be £ip§31‘£:I;‘!£\I.i;‘(§

that the wde scaxarmr 3233 Inay‘ :s'c::1rc:h that emit: for any pat-*:t3‘rn. which L11'1dz*.sirasbie or

Suggests that {ha code was written by 11 lm»;:i<::,r_
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:_s_t_‘_g_)__fi_)_;_§_erafim15 Deemed Pmrmiialixz H(.zs_ii1s

Fiic. (.)‘£)€]V;1t§‘(.)x}¥‘$‘: REA?) 2: fiie, WK1T1? an file:

:\."ct\-vufl»; c::ps:rm.im*1s: I..I.STEN mu. 3 scaclcet, C‘DNN1—'SC'l" in :-1 sm:i<s:L ciatzi.

R_E’£CIf-LIV¥3 daxtae 'v'IE\\~" i‘s\I‘I‘R.«‘-\fi\3‘£~';"i“;

Rz':gis§ry <:sp::‘:'21t.ic:ns; RJ?;.!\D £1 registrj.-‘ item \3a'RiT[? :1 regis;3.r'y itenn;

- {.f}p:cmI.ing system} (.1_pn’2£’£1{?ii'}I"1:i.' EXIT WINII){T.3‘wk-’."S, .E3*{I“l‘ B1{O\’\<’SJ§:Tl~1. 5‘§‘.M{'i

PROC ESS.»'T¥‘I¥LE1?\.D, KILL PI{.Of;TESS!T§:iRl3AD. CETMNCEEE PR{}(_TEESSfTHRI£L.;=\D

PRI{)R{'1‘Y, II1‘&’Ni1.}«-*I'l.C‘ALL ‘Y’ [.OAD A {II_,ASfSf_i..IiiRARY. rcic.._: and

I Rzzsmrce Ll:-‘:{:ig‘Li tim:sh:‘3ids: memory, CIPU. g1.':.1phic:s. etc.

In the prcféncti <:1nbod.i::1em, the code. scanner 3;’-35 pszxforms Li fL1E¥»cun1enl isnspectimi.

However, Mr inupmvedé Speed but redtmed Sacuriiy, the cede SCiEI1i‘it“£' 325 ,ma,_xx' cxarnixzc: o,ni_~,-'

21 P‘k:rtinr: of the 13mx«‘n.ls:amiabi:: such the Um-'m'io:1de1hle header. Thu: cutie scaannsgx‘ ‘tints:

;»;'t'os‘«::s.«; éhc DSP data inio DSP iiaiiil 330 ('m‘,»n‘espm1diz1g Ln ias Dn\~\‘ni0:zd;‘zhi<.: JD}. aunt i~}\'.‘HL§.\

V the ,{.)0\v111r:):—1d2zi_~.1<:¢ the D."$I:’ dziiia 110 the ACL c<'m1pa:'uu_1;' 330 Em’ cnsnpuz‘z.~em1 with nag

se:cu1‘iI§.-‘ pnhcj.-' 303:.

The ACL c0n1pam1m‘ 330 receix.-‘es the Dn\v.ni&‘.>ada1b£c. the cm*1‘esp0nding DSP dam

and the securiigv pa!’ 305 {mm the ends scam:2<::- and c<m1pares the 135%? data against

the sx':<:11t‘iLv puiiszy 305. Thai is. the ./~\.£I.- r:mupm'21mr 3T1?) compares thc: £353’ data of the

l‘i;‘-C~st‘~i‘$)it3d I)n\w'i0£1dz1bi~e agzimsi the zmcess CDi‘I‘II‘0l lists 410 in the. niczeived secuz‘it‘je-‘ pmiiuy

LEUS. The access conitml list 430 csiantains criterizl indicating w'hei‘hL=:r to pass en‘ {mi :"i.m

D0wnmad.:3i3|<:. "Fm example, an :tccc‘::s c.mm*0.l Eist may imiiuzite thzxt the Downfoadabir: fails
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ii" the DSP dam iizclufies :1 Wi?.ITE comm-111d. to 21 s_§.~‘st§:m fiicr. 1'1’): :\L‘i, umnp;-um-or 331.3

sends its msukts 10 the k>gis:a1 c:11gine 333.

in path 3, the ccrtificztte acannrtr 340 dnttc-:rn1ines wIm:the1' the 1'4-:cL‘.ivL*d I)m=»~‘I1h:u1d2ahie

’wa1s signed by :1 <.:eru'£."u:.-.=:tc zxuthority, suL‘.h as Vt:1'iSig;EL Imx, and 5:221:15 {hr 3. cerm ':cat:;:

::*.1nbnd§cci in the Dflwrlloadabic. The. certiiicmc scamzcr 340 f'm'\s~'arciS the fbLms:1 c:‘:x‘i*Eficzm: :0

the cezftificaie cosnpzlrzmw 345,. The (:crI.Efic2.ic c0n1p::r:1§‘mf 3:l5 renieves known c{:z'iifica1t':s

3053 that \-x-‘t:.!\'f dc,v.:n7n:*.d t:'::stxvarIE1}= by flu‘: $«3curiI_\«' :1»;!l.m1':1'::‘strm{n- am-J cmnpmes the fimnd

c.eru“§_“;¢;a:e w-‘uh the knowxl ceru.fic:a1c:.s 30‘) to detemiirwu w‘]1mhe~s- the Um»-ninu<iuiw§c \~.;1.\

signed by a. trusted cerlificale. The cc:‘tif'1c:aI:: <:mnp;11'ate>x' 315 Sends the re.=;uits {0 111:: mgicai

r:.ngim~:- 333.

Path 4*:

In path «i, the URL c0n1p.:1rm0r 350 examines the URL i<ic:z11‘ifyi;1g this. .S()£).fCi:3 of the

. Dnwnlz>m:S:1bi:': against URL-S stared in the URI- rule: base 420 U} d<:1<:rm_ine w.h<:1:hc1‘ the

Dm=»:nl::1ad;ibie cmmzs fmna :1 truésnzd suurce. Basssd an the sgcxrxtity p<:lic.}; 30.5, 1.1:: URL

cmt1p211‘21tm‘ 350 1:12;}! dl:‘.€fI1 t11e})n\-‘s'nl021L£abiL‘. Suspicis::u:=. if ihr: Dmv.n.ic_xad:1h1c L:mm:s fmn1 an

unt:‘u5twm'£h)" suurce ur if {he DnwnEL:adabh~:. did not came E0111 as trusted sours;::.—'. Fa;

cxaunpic. if the ‘£.')mv‘nioadaiuie (:()l"nt‘~S Fmm 21 ‘iaznmm llackzzr, than the i'.)0wnIn;1dabic may be

deelmtd su5;:)ic.iou3 and p1‘::.sL1mCd hosiiie. Thii URL CmT2pm‘m.{n‘ 330 sends its rcsuha in the

iogic.2il engine
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The iugicai c':ngin<: 333 t:xa111in.::s lht.‘ 'n;:S1.l§i.S mi‘ each :;sf‘lh1‘: parks and 1‘h:? pohcy

s::iec.tr.>r 405 in time. .~‘.ccur§i;.-' policy 30:’: in determinc; whether in aihm or hi-(JC¥\, the

{km-'nit)z:dz1b1c. The poii~(:y seiectaux‘ 405 incluxms :1 logiczzt e.\:pression m“thv:: n-mms zmm-i‘v-.22}

fmm czach Lxflhe paths. For exasilplc, the lugicsai cngim: 333 n1:xj; b.i0c.£< £1 J'3i<;jm::1J'0a'ac‘i;1bI<;- if‘ it

faiis am}; (me mi’ flu: paths, if tbs I}mv11£0ar;1abh: {A-znown hustiic (‘Pi-till E), if my.

I)m»-'111s‘m«;i21b§e may ‘request suspicious opm".-mans (Path 2), if the D0wn§uad.z:bie: xx.-'35; mm:

sight.‘-ii by a trusted cextificmx‘. authority (I‘m‘i.1 3), 0r 1 f’lhc:. I)uw'i1.¥<_uadztb£e did CEZETK5 {mm an

Lttxinxstwczrthy source (P3131 4).. The ingical engine 333 Il1E1}" appl}-' £wtl1e—:' ‘logical sxpressiuns

ac-carding tea {ha pcaiicy seiector $105 embodied in the sectxrity puiicy‘ 305. If’ the ;.m‘iic_\-=

seleczmr 405 inciiczucs that the D<':swr1Io;1dabls: nlay pass, §h~<:n the Eogicai cngim’: 333 Iaasscs

the Duwniozzdabie {Q its i11tt:m;ir:d recipierlt. ('}th::rwise‘ if ‘the pcxiicy ::c.=:ic3etm‘ 405 zismdicates

111511 the ljowmloadable shcmld be b}0<;k::Li., dmn thc: ingicai ésngins 333 f‘urwa.r‘x'i3 :1 nu;m—imsii1<:

Ilownloatdable to the inmndcd "recipient to in1"0rm the user that imemai .nc:I.w0:‘k scs;urii}.=

sysnsm I 10 discarded the originai Downioadabifi. I’un‘i1er, the ¥.0gica.1 engine 33 fifiwzirds :1

status report to the rac:n‘:;Hs,eeping mgillc .35, wliiszrh iztures the repnns in event log 245 in

the $11.3 s1<.:1ra.9._C device 1230 for subsa ucm review, Fm? exam _ 1:3,. in-' the MKS d.irec—tor..\ Q ,

FIG‘. 5 is a black diagram illuszrating detaiis ufthe security II1£ll1flgCII1t;:m L‘.<m.3c,nEs: 32$}.

"w'his.‘.h includes a sacurity _;m!,iv;3-' czditm‘ 50$ r.0Lzp§ed to the colnnmnicatimxs chanmti an

evam ‘Hag anialy-‘sir; cngjrze 530 Ltuupimi b'e:,v.='c:e11 cmnrmmic.;1t:im1s «;:haIn‘w'l I35 and a um"

:1mi1"1ca:tion engimé. Sii and :1 1):»-\.=nIs:m(i:1E3'le dzmsimsée z‘::\-'i::w cngilne S20 £;:‘rupi=;‘.d in {he

cummunia:aticms channci 13:76. The :x<3cuI*it}-* n1z111ag.u:rmn{ cnnsuia: 12:") 1"unIm' i{3'\2§dL1L‘.'%'.

::£)n'1pu1‘<:.rcmnpcnnents simiiar in im: ::0n1pur;s:r cmnpcmcms il§uS{1"Etti:‘d i1‘1F§('3.
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'.i’iu~: scc::Ln'itj.= pciiicy editor 505 uses an {[0 :intc1'fa<:e 2-;imiiau' In Hi‘) interface 215 Vlint

mabling autlmrizard urge: modi.fic::tiun of the security policies 305. That is, the sr:L".ur’ity

‘policy editor 505 enables the anthorizcd user in txzrsdify specific security policic:-: 305

comsspondiilg in the 1:52:13‘ 260. the d.ef=.m.!t cu‘ gczmric miczzriai}-' gmrsiicy 305. the

D()\&’l1}O3d3.hl€S to biéock pm‘ ad;rninist:'a1‘ive mrerride. {he II')mvnina<iab¥cs in 2-:Ei:,ax.a; per

adn1i11i:§t1':1Ii\ri: Ln-’:’:t'1’idt,, the lrusicd C§t'Iificu‘ic lists 41 S. the poli-1:}-‘ 5;efca:to1‘:s: »‘+‘0S= {hr an-cc:~;:4

contmi lists 4143. the. URLS in the URL. mic bases 420. Fatrsr exampie, if the a_u:horized

user learns Of :1 new hustik: ‘{.)nxvnIoa:iab§e, then: the user can add the Dmvnioadahle. in the

IfJ:?»\m110as;i'abl::‘s his binck per s_\;-'s¥;e:‘n «:,uw;‘.r:ide.

The c-.\-‘ent log aizlaiysis esxgitxe 510 cxan1ines the slams 1':-:pcm:s cuntained in the even:

log 245 stared in '¥.h<:. data storage device 230. The event Eng anaiysis cngim: 5 E O dgiernaincs

w.\ri1:‘:‘:i!1t'::' notificafion cf the user (c:.g., the sccu1'i.1'y system rnanag<:r 01‘ .I\-H55 ci‘irec.tor) is

warranted. For exa.mp§~e., the event hag anaiysis engine SH) 11129,’ x-mmmi user smtificmiust

w‘nen+:\-*e1' ten (10) -suspicious D0w:1lu21(1u1_I<:s have been ~LEis«:.e:1‘dcd by ini::x‘n;1E nszm-n:‘k

‘»::curi1y systczna I h'}witi1in a.1‘hi1'£y {BU} n1in11te period. :l1s.reEr2_\= fiaggi11g;:: prnlerxii-Lxi imrmm-m

sectzrit;-' Ithrem. .A.cco:'cii115;£y, the ev<:nL Jog s1naiy;~:i*s angina: 51E} in.~s£mut.~: the um‘ nu:i!}:i;st:u::

engine 515 In infcmn the user. Tim 1156:‘ xmt.ificaiiLm mgizxe 51:? zuay 5611:} an {rm-ail <.-nia

infernal cr.m1n:1unicat'im1s inmrfacc 220 «Jr via external cmxnnuuiuations .i'I1IfiffilCB 2&0 to the

us:-:1; (:1 ma}--‘ tiispiay 3 1’n«-:33:-Ige cm the user‘s; cigispiay d<:vi<:.c {not shm~'11).

FIG. 6A is at f1(m-‘Chan iiiustrating a zractlasnd 600 filial?’ p}'()‘i'{’.C1i£‘ag zzm tmernai cmnputer

mctwmk .115 fram :suspic..is;m:; Dc:w1‘1i.0eiclab1;:s. ?v‘Ic:th0d {HIE} incgiaxs with the {D genera1t.0r 3E5

in s't£§:p ($02 l‘l'.?CCiVi1}£,_ 21. Dm=un10ad;1b¥e. "UK: M‘) g£?:‘1f3I"3{0i‘ 315 in step €:U‘4 g£?!1t':i‘di_CS £1

Denwnitmdabie ID identifj-‘ing the mtcrziwti Downioaclabhit. ;:>r‘c‘..f1:'I'ai.“+i}-‘, by gzeruzrzxtingg 2: :;1i£»3i‘Le:¥
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hash afthc. Dm:vnluadflb1e code [inciudirig ‘prctfrztchcd c.0n11:mnenIs'}. The p0.£ic}= finder 3 13’ in

step 606 finds thr: atpproprizztc L<e£:1n'ity 13:51’ '3' W5 cznrrespandirlg In the userfl) specifying

it1t»::.nd<:d :1-:<:ipi:m (nr the grousp In wiaicvh the intended recipient belongs} and the

Dm=«'ni:)ad::b1c. The selected security pculicty 3335 111721;.-' hr: the defauit ScC‘ufi1}_: _p01iC}-‘ 30$.

Sim) 66:3 is des~cr‘ibed in gnzatcr detail Ianzkuw with ri:fe.re:nce to FIG-. 613.

The fizrst cmmmarator 320 in step 608 e.xaznin::s: the bars: of i_')s1m-"11J0aLflu1ah:s 10 nilzm ur

tn bloc]; per a1d:11iz:ist:'a.iix!e m»‘::r:'id:: =€~2;1T agains: the l)m-miuadabie ED cs? the imunaing

D::rw1“1k)a«;lahic £0 deztcrmmz whc3i‘}1c:' to a1Hc.a\A~"1ht:*. Ibm-w1E0ade1b1e a.utmna1.Ec:1.iE}=. H‘ so. men ‘in

step {S12 tl1‘c‘.firs1'c<3xnpars:§0r 320 3611015 the re.<;uh.:< to {he liugicai a:ngi.ne if not. then ths

rsnzrthncl 600 pmcccrds to Step 6H‘). In step 610, tin: firs! COII'l_}3iiI:Z£I:Ol‘ (520 t:~c21mmes1"l1e H512; m‘

[)0‘x~'11iuad.:1i1ic—S to biocis; per e:dm.énis£rative oviirride 425 against‘ 111$ Dmmioadabic {D Ufiiie

i:1L*.on1ing Dc~\vnloada{)3e for dcitermining wh€lhc.:‘ 10 block that Downlmadahie :mt‘nmatica.ily.

If so, than Thfi: firs: ::mnpamm.r 420 in step {S12 scrmis the rersuits to {he ingi_c::C engine

f)z'h:=:rwisc:1 nnethmi 68?} pmxzecds {:3 stezp 614.

}.f33
In step (H4, the firs: campztratczr 320 d::1em1ine.r\:' \.\«~‘.i1ci:hc:‘ the securit}-‘ puiicx

indicates Eh:-‘:1 this I’)<3wn1E0s1daL‘a1e shmald be {esiud aca;m«;iing to Path 4. if not. than mcllmd

(300 jumps in step 61.8. Ifso, {hen [ha UR1.- i.‘Ufl}{J£iI1£i1.0‘{ 350 in step 6526:} cmnpares the URL

<:.mbodic.d in the inwmmg Dow111<)adabh: against the URLs of the URE, .rul::5 bases 42{). anal

than method 6{}{) prnczzcais to stc:p631*'§_

in step 61$, ills: first cmnp:-mamr 320 dz~:.i:annines whether the securing p<3liv.:-y 305

indicates that the Dmvnltazuiabhz shcaul 1 be l'este.d ae:C«0z'd.'mg to Path 2.. I :5‘ net, 131:;-.n tzzezthud

600 _ium_ps 1.0 step (320. (){'h£:rwis<:, the code sc.am1e.:7 235 in step 626 examimss time: TDSP data

310 ‘baseti on 1i1eI)<:swn§az:dabic: ID nf the incoming Downkaadztble I10 cieiarxnme wimilazar the

‘¥_)o\n:11'icmde1bie has bees: previously decmnpusecl. Ifso, than nleilzod (:00 jun1ps my step (530.
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Ol'11e:*\s:i32:¢ {int conic summer in step (528 dt3C()I11j1L't5C£€ [ha ¥)m~x=nio:2:¥ah¥c ‘mm [)5-21> dam.

I.'}r.:wn£oadahie dc!cun1;>o‘::§ti0n is described in gt*c;z=.c:' deiaii with n:!k;z'::nuL- [U H{=. in xnsgv

(33%, {he ACTL c:mn‘p:11'a.$::r 330 crampmes {he D599 dam oflhe incnnxing iL)owz:h;»:1Lia:hh: ;Lg_§;ri11aI

the access <:om‘m% Eisrs 416?} {which include the criteria necessary fur tiw D:‘.m.=11i0acie1b§c Lu fail

my pass the test}.

In step film, the: first c.mnparatu1' 320 Lictamninszs whaztinzr ilw securit}-’ policy 305

indkzatcs that the l‘_}0\.v,n1u:;uiabl:-2 shuuld he iesmd according La Path 3. If mt, than zineihod

600 retuxns to step 612 to send the results of each of the test perfcnrmeci to the iogiczd engine

33. (}Li1:::‘\~x=isr:.. {hrs ceI“tifi;:ate sv::2nmt':r (‘$22 in Step 622 scans the L}m-w1iaach1't:=l¢ Fm am

i'21’11b{){fiS$Ci c;cnifi::.at:';‘. The c~t.r:’tifir:.e1t:: L‘.0mpa,.r;=nm 345 in step 634 reu'ic:\~'£:s: trusted cc1‘iiYs;m‘ce:

fmm the £:x't3.::tcd <:c:1'1‘.ifcm‘:: £1315 ("£‘C.[..) 4.! .5 and comparats rim ¢mb0<:1icci u::r1:i,!".n:;:1’=;‘ \.\=iii1 ihc

tzmztasd ccmtiéficaias H3 dczternnimfi whczther the De::wnioadaiaie ims. bean mgncd by a trusted

sotarce. Mcihczd 600 then proceeds to step (112 by the crertificatt: scanner 345 semling the

results mi" cue}: of the paths taken to the iogiczil en fins: 333. The ap::ra.ii0ns 01° the’: iugiczxl

mgimme are descz'i}Jc:d in grsatcr detuifi httlmv with r¢t1‘.rc11cr;: to FIG, 6C Pvietiiud (190 then

. winds.

Due skilied in the art will 1::e1cQgniz::: 131521 the ‘tests £11213» he perfbrinrtd in :1 dif1‘_E:re11t

urder, and that aazcia of the testx nrctzd nut be perfurxzxeui. Further, am:-. skilied in 111: an wi§§

recognize filgite a1lt110ug_h pail} I is described in }"iCr. SA as am aL1ts':-zmltic al1cm~':~mcc 0:‘

‘sfi1x_>‘c.1<.i:1g_. the rv.-‘ssuits c:fP.'»11.h 2 may bc zxixmhm“ p:'e~:fice:I.'c in bx: zxpgirlicd by the logicai IL,‘-I'|§,§il1't3

333. Furthez‘, ait110ugh the tests :ei1ms,-‘n scriaiil}-* in Flu (IA, the tests may" 13-: pr.~:'t’m-zn:::E in

gilzxrziilgzi as iliusirausd in FIG. 3.
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Fl(}. 68 is a flmvcihart illustrating dc-:1:au'ls «.3fsi<:_;:» 606 0fElG. 6A ljrcferrcd to lzerein as

method éllfij. Methnd 606 begizis with the palirsy l'i11a:ler 3i?’ in step {S50 clung:-:t1i:':éz1g

xvlzetlzcr sqtcurily ptjllclas 305 l1:1c«lude ax specific s::2:.u1'i.t}: ptalicjg <;<n‘re.sp»:>,mii11g 10 the u5c:rID

anal 111$ l',):3v.=11loa:iabia. If 5:], than the paling.’ fimlcr 317 in sicp 65:1 fzrtcllcs the

conrespmwiing spacililc policy 305. lf um, men the policy finclcx‘ 33 7' in step 652 téiches the

clafhilix or‘ (generic security policy 305 carrflzaponding 10 the usezil). Mfitlltucl (3% then (suds.

F {(3. (SC is a llowclmrl illtistlzrating dr:tai.is uf E‘z.t‘£1t31Lh0d 655 far determining wlxetlzcr m

arllnw m" m iyluck Ila: incoming DOV‘K:‘f1l.C=€l¢:lf1bifl. Mmhud {$55 beg:'.n:~.: wilh the logical »;‘.ngine

333 in step (560 rc-meis-'i11g the results {mm the l'"1r:~:t cmnparator 320, fi*cm:: the ACI..

cmnparamr 330, froxn lhtl Certificate coxnparalor 345 and fi‘Cl!'i1, the XERL. Cf)TIlp£3.1'aI€3l‘ 330.

The logical ellginc .333 in .st«;:p 663 cmnpxm-:5 ihc i'€Suhi,':3 with the pulic}-' saalesztcu 405

embodied in the st:c.urit§= pr,\l.'z::y 3054 and in step 664 clcterminw-.‘.s wh<:‘Ll1z:r the pt?-lit}: Selector

405 corlfirms {hi3 I-13:‘ ezzanxple, the pcmli-:2}; selector 405 lnziy indivzaufr that the lcwgicsxl

pass the Duw‘:‘1l.0adabl:’: if it om: of the tests ofPa1h .1. Path 2. Pittll 3 and

Path 4. if the pol.ic;,-V selector 405 izléiic-mes that the lI)osn~'n1c3adable slmulml p;'-:ss.\ than lhc

logical ‘engine 333 in step 666$ pa.ss£~:.s The Dmvnl0::dexb.l»:: in the iflifilldfid s-eeipiz-rm. ln step

{$68. the logical engine 333 scsads the results to tl1erecord~l<<:eping crngine 33:7, which in turn

atoms the results in the await lug 245 for fumrxz review. Method 1355 aims: ssndss. Ollr1c~:rwi.se.

if the policy seltzctor 403 in step Gfici i11a:licater:; that ‘tin: Dmw1lnad.:1'l3l‘* slmulld ma: pass. lhcn

the lcmgical cngim: 333 in step 6?t‘} stops the Duwnlaad.:lhle and in step 637:1 sencls :2. non;

lmstile ::ul>s:12il:m<: lJow:1luada1bl:: to ilallbrrn the usar1.lml l_l}E;‘ ln=;:0ming; l'Jn;n~.\=rll0a=;i::hl:: has beam

E3‘lucl~:L*Li. .a\-lczilmd 655 tl'l::n9jump:§ to step (:68.
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I"’i(3. 7' is 21 fimvchart iiitlstmting detaiis 03“ step 62%} 0f FIG. 6A (‘x'<:i‘£rred to harm: en;

;1*1e.t31r.:d ($28) for desc<;:mp0s.ing a II)ow11iuezdable ‘mm l'.)SP data 3 HI}. Method 628 begins in

Skip 703 with the code summer 325 disassatnmbling. tbs mmhinc: coda: cf the Dcuwniioadahic.

The-: code scanmzr 323 in step 710 rcmives a rtspectiw: mmmzmd in the machine Quads. and in

step H5 d::tc.m1incs \«’v'hfifht§'i‘ the resohzssd con1n1au1u3 is suspicinus \7v']’.lCIi1C.I’ the

c;un1amu:1cl is our: of the ‘(‘:‘pCl’21ti0‘I1S id:-.n1‘if—c:“J in the. Zia! (iC.'\1‘L‘-l‘ib(tii :1‘i3m-“<3 wuh r;%i"e:'e:1c¢c to

FIG. 3). Ifmi. I.hen the cum: scanner in step 725 :i::1c:t'mim:s w|1cI!1c.° it has £:x‘m1]_’2.3el»:d

iiecubzzxposiiiun of the I39“-'::lc3ad21ble. i.e., Whfllhvil‘ (1%! 0pv:'.rations in the Di!w[1h)a<1§a1Nt;f i.:«.3<;h:

have berm resolved, If S-0, than zmethzml (528 ends. CJth.~;:r'~\-*is.s:. mzttlzmd £328 r<:Lur.ns to :se=;<:p

710.

{}ther~wis::, iffiie code sc2inm—)r 325 in step ?35detc:rI11ine:s that tile: rescaivtd c_£_m1I1m11d

is stlspeut, than the code scanner 325 in step 720 decades and registers the suspicious

Cmnmzmd and iis mmmzmd paramciers as [ESP data. 31?). The ci)de scanmsr 333 in smp 729

z'egis1'crs the cnmmzmds amti szemrnzmd pszrarlleters into it fnnmn ‘based {>11 cmnmand ciaassi

(e.g., file nperalions. n<:twm'l%: nperatinns, n3gisa£;t'y op<:mti(m.s, ::>perating 5}-vsnnn (')peraii()nS.

. rcsourcirusage 1hrc‘stm£d.s:]. E‘v’I&§hI.!«1.'§528{§'l$£)j1lI11}TJS¥U5tCp T25.

FIG. 8 is 3 flowchzm illustrating :1 methnd ROG fax‘ gcm:mt.iu;g_ El Dmvniuatdatiay 11) ms‘

ide11£'i'i§Iing :3 Dnwlfiuadablxt. z\=ieth0d 800 begins with the ID gtmereitui‘ 323 in sic}: Sm

recécixring 3 .Dnwr110fldabIc1 from the cxuzrmi cn.mputer:1etw'n1‘k HIS. “fix: {D gemznmnx‘ 315 in

step S2.{} lI‘:Ei}" fetch some mi :12! L‘:‘m1p0m:_nts :'<:i‘e.:'e:1c.cd in the {Juw'n1:3adah}e ::.ud:‘:‘ mild in

sma 830 'i.nc—iudes the fets;he:d c:-r.9mpcm:nl‘s in [ha E}ow‘ni:3adabie cmde. The ID gent:mto1' 315

in stcp 840 pflrforms 21 hashing f'u..nv;:i:ion an at iesxst 3 portion <:»f‘1'h:: Ij)s:>wx1k)2zci21.b1.e made In

gczneraite :1 Dawzliozidahle H). The IL‘ gx:m:1'a10I 315 in step 830 stmvss 131:: g8u::r;1te»;i
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Dmx-'n£s'3adabIe: ID in the security tiaiabuse BM} ‘.15 £1 r<:1‘ér¢:z1<:e. 1:; the D8? dzzta Mu

:‘—\.cz:0rd.i:1g.;¥3-*. the Downlcmdable {D will be the same my {ha idcmiixzi [)om:E:._2ad::blc uuuh

tinne it is encmlmered.

The faregtsing dszscripliun ofthe prcferrxzci s:.tnb::»di1n::nts m"t£1c ixwezatian by ma-*3}! nf

exampie only. and ether \I£11‘iati0‘nS of the 2tb0\«‘e~:;iz:::cri‘ued mnbodismtmsz rand. am-‘thocis are

;11‘m=‘i‘uiud by the present im=cmicm_ For éernzampie, ai1im=.zgh me irmmion has hfiiitl descriheai

in :1 S_\r’S{€II] far protecting an internal cmnputczr Iimwm-k, the invemimu can be cxxxhméivcuk in a

system fbr prm"<:-fling an inaiividual ::.mnpLuc:“ C'on‘1pm1eI11:s of‘ this im«':cntic,>,n 91121;; hr

.impl<:1n§:t11<3L‘i using a _p1‘0gra1nmt:~d ge.11::mI purpose digiml cumputszr. axsiatg a1ppEiz:::Iiu:a

specific integrated circuits, or using fl mm-‘ark {if im:31‘c(n*1:‘u:c:i:er:1 cmweammml L‘-mnpnn.«:n1s

and circuits. The t‘.n‘1bC:dimentS cirzscrilnrsd .herein Elave been p1=esé:med mr pL1r_pus5r:s of

iiiustration and are not intenticd tn be $xhaL:stiVe er H111i1i.n.g.. M.an}« v3ria'ii:ms and

nmfiifications am: puss.i¥:»h: in fight o£’111<: fmegoing tr:achix1g. Thc‘: s);*st.cm is Iimitcd @1113‘ by

the fnllomxng cfaizns.
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\vV"H_AT IS C.L.3& "»-TIEU IS:

A cmnpuI:er»hascd mr:ihm;l, :;:on1prisin;__r_ the steps of:

n2.:;ei\-',ing 21 I)cm-'n10::d3hle:

mnlparilig Ihfi Down1m1da!3§e z—:guLiV:1s1" 21 ;~.:::.cLu‘ity poiicy to d:':|.c1'mirLc- if the:

s:»'3curit§.* policy has ‘ass:-:31 *.-‘inflated; and

distcautling the Downiuadabixs ifihzz sz::.*11rit}= policy ims; knees: viMc.:!a‘ta::d.

The n"1el.ho{§ mi‘ Ciililil 1.. fxlriimr <:m:np1:ising Elias: slaps t7«1‘d'.'°::<1mp:.T:si:2§._; UK‘

Dmvnlnadahlc inm Domziuaniazbéle ssxcurily profile. data. and Qcxxnparing, the

IDm\-'nioadahi<: security 'pi’0f1.§C data agai11st*:¥u:.‘. sectszfiiy pn1i»cy..

The Itnethod {hf claim X. ftirthcr t:0n1pris.'mg the Siiipi-3 of .'::s:a:1:1ing ii}: 21

ct:nifi:;:a:I=r: and cc:m1pa1‘in.g the C{2‘ftifiCfJ.I€i atgaiilst a: trusted certificale.

4. The gmzlihod of e;iz:.im 1. furihctz‘ szmnprising Um step of cun1pa1*i11g the L§R.1',__

fmna whicI1 the iknvrwiueaaiztbic Ofigiiliitcd :=.ga_':nst :1 kngmrn URL.

The methnd nfclaim 4%, wharein the krmwn URI. is a zrusiczd URL.

The nwtimd. of claim =¥, wherein the km_:wI1 URI, is an unirusteci URL.

The nrlcthoci ofszlainu "L wherein the Ds':wvr1}oadabic\ inchxdcs 21 Je;:v;=r””' £1p_pit':L
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The: metlmd n1’<;%ai:n L wherssin aim f)ow'nEc3zad:,1b}e includes an .+”xs:.1ive.\"""’

contra}.

Th: methcnd mi’ szlaim L whe:1‘ein the Doxx.-'11l<mda.bit‘. inc-itldea 3. I:1\-=:1S::1‘iptW

script.

= metifmd af ciaim 1.. whemin the Dmvnioaciahie ‘inciudes El Visitai Basic

Thu: method. uihiaim 1, wherazm

the i)<w.~'nlaada.bEe is addressed to :1-ciicruz and

the security‘ p-oiicjy iraciudes 3 ciefauifi sec1:ri£j.= policy tn be aippliuztd mg.;a1‘dk::-as of

the Ciitzm tn whom the l)cwvni0adab}c is addressad.

E3. The mcthucl Moftziainx I , whenzm

the I_}(m-niozxdabic is aaddrcsseti to H ciimr; and

tliiz‘. security ‘p<3%icy ir1c1‘ud::s a specific security p0,§iCj.= to be eI}_":p¥ir:d if {he

I)<m—'n1oadab}r: is addraissctd to the client.

13. The am-1‘im;i z>!"u§ain1 1. wh:;2|'ci n

the: ’f.fh:n.\-*nJ.2‘.»adabic is :1dd1‘cssv:-.ci to 23 <:..Eicm bc1r.xa‘igi:1g 11» as group: and

the security pcviicffi izxniuxdes ::pecifie sects:-it}; policy to he zxppiieti ii‘ the climax:

bekvuags to ii pL1I"CiC~l.l3£1r‘ ggrougn.
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14. The mmhrsad <3fc.Iaizn L

wifamzin the Dawv11‘l0z1dable is .E1dd}‘€fSS{;‘-d in as climi‘; .am:I

finrthcr cmnprising, afwr d.iscanii11g the {Jo‘w;1Ezmd,z:b¥c. ihc: step 01’ sending :1

substiiutc z10n~l10sIi£e Duwniuzidzibi-‘s to me ciimt ‘Fm’ informing {he ciicm.

35. The n':c:1§10:;i 0£’LtEain1 1, furihcr c:.or3'11:ri:;ix1g. :-xfier L§im;;:rdi12§.; the Dms.-'!‘ii(1;u§ahI::.

me strip rJfz‘ccordia1g111<: xriulauion in an evmi Erag.

16. The nwctimd of Chaim 3, furthxtr cmmV;3:rising the snap ufé cnitlrmtirxg it

Ifimx-‘niuaciabit: 11:3 to ideniif)»-‘ the I)a\vI1‘z03dahie.‘

17. Thr: rmsthmd of" c'i.a§.:n 16, further c.mmpr.i3ing that Sl.:‘:p'$ mi‘ [etching C()II1p{}}1fl!}!S

.ir:ie11tifi:':d by the 'I3c.m»'n§mxdai>1s: and inciudi,11g the £"e:tc:.hs:‘d cmnpcmems in the

13¢-xvzflozsdazbie.

HE. The: mttthud of claim 37, furtintr com1p:‘i:siI3g: the step x:,»t‘pc1't‘m'I1‘1i:"a<:> :1 |'m>:'niz2g

function an the IJDK-mlznzadzibie.

29. T11»: mcihml mi‘ ciaim 17. furiherr c.u:n.prising the step of felchizzg; mil

cmnprmems idmtifed by the D0w11k)ada7Ble.

20. Tim rmrtimd of claim i further c.0111p1‘isiI.1g_M§lm step 0'1.’ «::,\*.amim:'1g_; the inL£:'.‘..t}d§td

rrtripivgcm 1134-:ri'D 10 cicisxtwnine the aapp:'npriate se1:u:'i£‘y _p(>,‘=.i::y.
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2}‘ The Inetimd 01" ciaim L, fi11f£§1e:' cm11pr':s:'mg the step :51” exaniinixzg the

i'}0\>m¥c:adab§e in dcternnim: the apgampriate secu.t'i£3-* pulicy.

The mtttimd m“::}aim EC}, wh£::'ei11 {he appwpriate smturiiy ;.1.:fl.‘u';}=‘ incixldes the

aiefaziit :a+::c:uri£§.= po}icry.

123. The tneihod ofciaiim Z6, furthur Lt<m1p:'i::iz1g Ihe sicp 0f'incIudi115.§. :1 ;".r1"cvi<::LssE_x

received Dmv‘:1£o:aLiz1bh: as :1 known D1’)\&’fi1(ifliI§BbfC,

Tha :11ctl~1c_::} flf $131111 23, \-S-‘l‘1£!'{i-it} {ha 5£i'.‘Cl.1I'}I}«’ pu}ic_\_.= idcntiiics u

Dmmloadzxbic to be blmzliiici per sldxriituistraiive m-*L:‘.rrid~:i.

The mefimd of ciaim 23} w.§1<:rein the security zwlicy identifies 21

Dmvnloaciabie to he Mailwwed par adzninistrative ()\.’{i!Ti{i€E.

26. The nmhnd <31” ciziim E, 1"urth«n:r c0:11pris'1ng the Vsuzp <21‘ coI11parmg me

'Dmvni02:da.bIe agztimcl‘ a lmown 1_")uwnio:1d3hlc.

The method of'c.i:1in§ 26$ whaarein the known f_3::wni0.;1dahie is hustika,

T116 Iileiimd of Clflinl 2.6:, 'wl1err:i:1 LhL"- immvn T)ownioadab1c is tf£(3:1v}1.0:::IiE:;2
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The nncfimd mfc!ai.:11 3. wh:::t'ein thc se+:.u.:‘it.j«_.- p«:r§'s<:y ‘amfluaiusa an access cmnxtrm

list and furtiu-:1 cLm1;7risius_: thtz eatzzp n£‘c:oznpa11'in_g the [)ow'x1!a2;1:i2:h1:: <ca:L‘::-iL_x ;~.rvI'slu

Liam against the access contmi list.

30. The 1m3i’§md uf ciainl 1, furfinzr c::smpIisi.I1g {he step 0f.infm111i:1g a user u13(m

L£et::cLim1 of 21 secum}-‘ puiiazy s.~'i0L:1ii::m.

A system, ca:m1prisi11g:

2: securit}-’ prsiir,:3~';

an ima:r§:‘:—1<:e for rcL‘.civing .3 [)m.m}c;r=;-xdalaitt; and

21 cznnparatxw, ::0uple<'i to the intx::rf3c.e, for agaplying the securit}-‘ puiicy :0 tin:

Down.im:1ziab¥~e in cictermim: ifthc 5C3LI£l1"i?.'_\’ pulic}-' has been x-wialed.

The systazrn 0'fcI:»1inf: 3 1 , whemixn the Downloadainlc includes a. .¥ave1m applet.

The sysimn :31" claim 31. v».-'her's:i:3 the Dtgm-wlioadabie im:].udr:s Aci'i\ieX”"’

uvmtroi.

The 5);-'3ta:11 <2? claim 31. whmein the f)L.vw:aie3adazI3Ie mchmlcs £1 J£z\*elSc-iipim

"[‘ha ;\*y::<l'c:1‘n of ciaim 3!, ‘whemin the I.)owa11c:»aci.'aE:1Ec .im:iLu;ie§ a \-"'i:.ua§ §3eL>:.ic
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3:3. The 5:»-‘s1e.m of"cL::in1 3 I , wherein

the l'J(}\,v:1Ecn.ad3ble is adcitessed m :22 <:i‘u,-mg and

the security gzoiicy inci'ude‘:: 1: defauit sc:c.uriI;»= policy to he applied 2‘r;r;_§zz:'Lii-ass mi‘

133:: v;:'iiE.-:11 IQ whom that I)0w11‘:c)ad:1b].e is addressed.

3?. Tim S}-'S$t2I‘1’1 c,~fcl;1im. 31, wise:-ei:1

{he Iliwzxirjaaiabie is addressed in a <:ii3m‘: and

the security pulic}; inciudes a specific S€u1!I'ii_\." pulicy In be applied if the

Lfmwninuazdalaie is acidrcssazd :0 mm ::li<:nt.

38. Ths sf.-'$£em nfciaim 31, wimreiri

the I.)nw'nluadabI<: is €1fld!‘('.‘-S$:B(‘} {O a x;ii<:m beSa;mg§ng_ to as group: and

the S{tCLiI‘i1}' pmicy iflcillik‘-S ea specific S{3(:1ii‘i1}-“ poéicy‘ H‘: be appfied ii"1.‘h-2 ciiem

belongs in particulzlr group.

30. "me system} (if cizxini 31, 'fu1‘£he—r comprising an ID generzatmr c:.m_p.1=::Md to flu:

mterfactr fin‘ ccmlpming 21 ‘i3mvx1}Voe3dz1hi<: [D identifying the Dcm=n.inadab]e.

40. The system: of ciaim 39, wherein the £33 geI1c1'atm' 1:n'cf’<:L::h::s all cmnpmaenfs {sf

Um": Duwnluadazbie and uzses: an coinponexm to compute £11»: I‘.1mv‘n1,oadablg II}.

-1: l. The 3}-=:;{er1i1 ufciaim 40. ‘w'h:'-rein the N) gex'z.eraI,0r mmpuhsss the (i‘igEiz=JE hash ui"

all this pxdliiched COIl‘lp()I}i2!7!Iéi.
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, further cmnprising 22} poficy filldffil‘ Fm‘ finding the

43. The 3}-‘slam uf claim 42, whemin the policy finder finds thc 5ecur.i‘L_‘g' p01is::}'

based an the user.

44. The sysiam of maim 42 whemrs me pnIii‘.‘.}-‘ :Fmd{:r finds; the se:cLI1'§i}‘ pnEa'c§.

ijvased on the user and the Dmv':1la)adze[)ic.

45. Tbs: S}-*st.em ofclaim 42, wherein the poiicy fimier obtains the default SC-L‘.l!!“§{};'

palicy.

46.. The 5),-‘stem of ciaim 31 wh:‘:rein fit: c0n1par‘amr c-:>»uu=‘ni1‘:v:::»‘ the sscurizs-' p(3IiC}"

to determine vvhiiciu tests to appiy.

4?. Thu‘. systssm ofciaixn 46 wixewin the c.ou’1g:-axramr ems:-1pa1‘cS tin‘: I_}m.mSozzciawc

;1g,ainsL :1 imms-T1 D0\V!11U£tdii.b1C.

48. Tim S}:st:em cafciaim =17, xx.-‘hmcin the kmnwn Dm=v111()adable is ilniistiie.

49. The $}’S1't'1i'I1 ufc:§z:i11'14?, when.-in thug known Dtm'ni0ad.ahl:: is I‘t{}I‘t~h()SU'§E$‘

SD. The E-‘»}’$TB!1'1 of ulaim 1 , wherein the _=:ecun"1}-' puiic}-' identifies a Dowllhr-.-ltisabiet

to 2):: blocked per ar.!min§.3I.rati\-‘e <)v<'::'ride.
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51. The 5}-‘sU:'.m of claim 31. w’hc;:rei11 the sc':c.L1rit}=' p:,:w1i<:.}«-' id.'entiI"1cs 2: !'.)o\wka.:1dabE¢t

to he a.E10v~.~'cd per aniniinislmtive 0ver.r.idc:.

S2. The 5}.-'Stc_m 0f’clain1 31, wherein

the Dmvzalmaciabic is adnircsscd In :1 a:1'it:m; and

the cumparator sends .23. zmbsiiitite. ‘t1on—l1r1stiie: '[')(wmlm:dah}:3. 110 the client for

infonm'ng 111:‘. ciijem.

5”‘. Thx: sy‘s1e~113 of‘ ciaim 3?, furiimr L‘ompri>i.ing :1 mde .scz1:m1ux‘ czaugakcd In (ht;

c:mnparaIm' fur cictontpasixlg {hit Dcw.-'|1iuz1dabie inm {){:s=«11i:3;1(i2:b1<: .secL1I'nj,«' p:'uiEl&

data.

34. The 53,-‘steal: ofclaim 53, fzarther c:un1pris.ing an ACL e0mpar‘at‘m' cnupled in the

code scaxzner for compafmg the I)mx.-nioaciabie securit_v profm: data. agjainst an accéess

cmnrot iisx.

The sysiem of claim 31., further &:{m1pr'1s§ng a cenificane scanmsr r;0u_plw.—':d to the

::o.zr:pa:'zmJr fszur ‘c.\':1:nining the ihwrzlcuadable for :1 cvmificatc.

6. The syst«e.m ofhiain‘ 55, furI.h:'::~ <:mnp:.'i.sing a c:erti1':::.a1t:: comparamr wwicd to

the ce.m'f{iczm.=. scsazmer fur cuznpznirig the certificate agatirisi 2: ‘1:rL1sn:d.ces‘1.ificale.
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57" The ::yste.m m"claim 3?, ‘i‘Lu'ther ccm1prising at URL co:n;3a:‘::1r.n‘ cs;,>up1£:cl £0 4;i.u:‘

L=(>:r:;J:1:'z:£0':* fur c<m1paring; the L='.R.L fmrn. which, Una: Du~.mioa:iabir: 0.rigi.na‘i.e:i agatizxst

:1 imrswn URL.

58. The system ofciaixwi. 57, wherein the knovm L§‘R.L idrrniifics an 1.1m‘r=Lsst:‘:(£ URL.

59” The system ofclairn 3?, \-vherei :1 the knm-am URLIJ idezztifles :1 trusted URL.

60. The 3)-‘stern ufciaizn 3L further comprising a iogicai esngirm for responnfmg 11::

the rcsuiisé :31.‘ {he comparison.

63. Th: S}r‘S{t:1’!1 of claim wherein the: 1c;»gic:.::1 czngine. re:tspo11d::: tmcnrciiiug [F1 {ha

§€CuI‘it}" pniicje‘.

62. The S}_#TE2li€ZlI} of ciaim. 3l_.. furilim‘ cnmpr.isi11g as r<:mrd—kc:eping cugmt: s:.()upit:d

to {he €3DrT3}’)fl1'a1(3l.‘ Em? recording rcsuits in an event leg.

63. A s3=.<;tem._. ::u.mpri:sing:

;n1e:m:a for r:c«.‘:i\.-mg :1 f)m:‘mi:.xada'bie;

means for cmnparixug the. Dowiaiaaclzaijée against‘ a sec‘uri'ry' p<')1i€:;s-‘ £0 de1:<:1‘:nim;'

if the secL1:‘E:y p:::§ic_\r 31:15 bet-.11 violated; anal"

mezms fur discmfding the Deax-vm<md:ab§~e ii‘ the scc:Lzr'i'ty 13¢::1icy‘ has bceyz

vic>12:te.:i.
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64. A c.mn1puier~r::mi:1bk: smage mzdium storing =;.:1‘<3gmm nude for causing :1

computer to pcrfurzn the skips of;

receiving a Dmvnloadahkz;

<;mnpa.ring the D:3w1';E0zu:ia1b§r: :zga1iI1si 2: 3€i‘C1IY‘;ii}-“’ po1.ic;»= In detisrminc. if’ the

sectzrity p0h'c;,~' has been vi:.slate.d; and

tiistsmdirlg [hm D(:wnEc:adabk: if the :;¢:z.‘.uri1’}-‘ pczlic-3-‘ 1135 been vicsizatcci.

65. A cQn1pui<::‘~based x11<::£§1ud fur g.§,::11cra1iu5 a Downiuadabie ID to iciesiiiify 21

Do\».=n1m~1d2abic, <:n::s1pri5ingI'he steps at":

_-aetiecfing DOW'I11t‘}a{§i1bI(:‘- code;

perfcarnxixmg :1 functirm an the se.1cr:R:d Dewnloadabie code In gexlcmte the

Dxm-:1E(1adab1e H3; and

st0ri:1g the Dmwnioadahle ID.

66” The m»~':t'hod o£"::.l:;:im 65. w‘.hctrc.in_ the 'Fun<:Ii<m ixicimicss Li haslxing iimclion
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67, The snc‘:T.i:<}d ofciaixlu (35, w’h«::.rei.:1 the 13()w‘ni(;5a'1dE1b}<: ends: inciudcs :1 :'::i’<::'eI1<:c

it: it l’30wn.ioadab§e C{)iI1p0I\{3l‘§1L and f‘un'h::r uon1p1'isi11g me sic;_: of fetching flu:

C(}II1Dl‘J!T.Ci1‘E.

68. The mmilzod ofclaim 6?, wherein the cmnpa:);1eni i11ciudeS: the firm. mmpnmmt

rei‘erc.:1ce;dh§-‘ 111$ Dowrlinadabie Ccsde,

€39. The method 0f'c¥aim 65, wherein the ssteclad liimxrnimxdzzbie etude includes 311

0? the emit‘. inciiided in and identificd by the Dnwnloadable.

‘PG. The method of éciamn 67‘ f’u:r:h<::r c:omprising that. step at‘ l‘ex‘c11m;_; all

components rfifermccd by the Duwninadabic.
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A.

IPC(6)
US CL

INTERNATIONAL SEARCH REPORT

CLASSIFICATION OF SUBJECT MATTER

: G061’ 19/00. 15/18, 9/44
: 395Il87.0l, 186. 188.01, 200.48. 200.59. 10

lntemational application No.
PCT/IB97/01626

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 395/187.01. 186. 188.01. 200.48. 200.59. 10

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
NONE

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
NONE

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
US 5,572,643 A (JUDSON) 05 November 1996, col. 2, lines 12-53,

col. 3, lines 48-67, col. 4, lines 5-51, col. 7, lines 1-13

x,1>

x

X,E

E Further document: are listed in the continuation of Box C.

LINES 60-66, COL. 19, LINES 8-16

29.

Special catagotiea of cited documents:

document defining the general atata of the artwhich in not conaidered
to be of particular relevance

earlier document puhliahed an or alter the international filing date
document which may throw doubts on priority clain(I) or which is
cited to aatahliah the puhlieatirm data of another citation or other
special roaaon (aa apauifiod)

document referring to an oral diaeloaura, uaa, exhibition or othermean:

document publhhod prior to the international filing date but later than
the priority date elairnad

Date of the actual completion of the international search

25 MARCH 1998

Name and mailin address of the ISA/US
Commissioner of atenta and Trademark:
Box PCT
Washington. D.C. 20231

Facsimile No. (703) 305-3230

Form PCT/ISA/210 (second sheet)(July 1992):

US 5,077,677 A (MURPHY ET AL) 31 December 1991, COL. 2,

US 5,692,047 A (MCMANIS) 25 November 1997, col. 3, lines 14-

D

1-70

10 35

66

See patent family annex.

later document published after the international filing date or priority
dale and not in conflict with the application but cited to undentand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
eornaidered novel or cannot be oonaidered to inv elve an inventive atepwhen the document in taken alone

document of particular relevance; the claimed invention cannot be
conaidered to involve an inventive step when the document iscom hined with one or more other auch documents. such combination
being obvioua to a person akilled in the an

document member of the same patent family

Date of mailing of the international search report

I
- uthorized officer

. ‘Q,’ PIERRE EDDY ELISCA GM)
lephone No.

.14 MAY 1993

M1
(703) 305-3937
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international application No.INTERNATIONAL SEARCH REPORT
PCT/ILO5/D0915

A. CLASSIFICATION or SUBJECT MATTER
u=c(7) ; GOGF 11130
US CL : 726/22, 23, 24

According to lntemational Patent Classification IPC or to both national classification and IPC
FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 726/22, 23, 2.4

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the intemational search (name of data base and, where practicable, search terms used)Please See Continuation Sheet

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
US 6,487,666 B1 (SHANKLIN et al) 26 November 2002, see entire document l-43

l::l Further documents are listed in the continuation of Box C. El See patent family annex.
Special categories ofcited documents: later document published afier the intemationnl filing date or priority

date and not in conflict wifli the application but cited to understand the
document defining the general state of the art which is not considered to be of principle or theory underlying the inventionparticular relevance

document ofpmicular relevance; the claimed invention cannot be
earlier application or patent published on or oflcr the international filing date considered novel or cannot be considered to involve an inventive stepwhen the document is taken alone
document which may throw doubts on priority clairn(s) or which is cited to
establish the publication date ofanother citation or other special reason (as ‘ ' document of particular relevance; the claimed invention cannot be
specified) considered to involve an inventive step when the document is

combined with one or more other such documents, such combination
document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the an

document published prior to the international filing date but later than the document member of the same patent familypriority clntc claimed

Date of the actual completion of the international search Date ofmailingc3th E%ati2nUEerch report
Name and mailing address of the ISA/US Authorized fficer

Mail Stop PCT, Attn: ISA/US \ ‘gig-4-VComrnissiorier for Patents
9.0. Box 1450
Alexandria, Virginia 22313-1450 Telephone No. 703-305-3900

Facsimile No. (571) 2733201

Form PCT‘/ISA/21 0 (second sheet) (April 2005)

yaz Shei
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International application No.
INTERNATIONAL SEARCH REPORT PCT/[L05/00915

Continuation of B. FIELDS SEARCHED item 3:
BRS (files: USPAT, US PGPUB, USOCR, DERWENT, IBM TDB, JPO, EPO)

search remis: token, signature, expression, trait, rule, policy, exploit, malicious, suspicious, attack, intrusion, parse, parsed, parser, parsing

Form PCT/ISA/210 (extra sheet) (April 2005)
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EITAN LAW GROUP

P.O. BOX 2081 .INDUSTRIAL ZONE WRITTEN OPINION OF THE
HERZLIA, 46120 INTERNATIONAL SEARCHING AUTHORITYISRAEL

(PCT Rule 43bz's. 1)

Date ofmailing
da /morztI1/ ear

Applicant’s or agent’s file reference FOR FURTHER ACTION
See paragraph 2 belowP-9039-PC

International application No. Priority date (day/mom/r/year)
PCT/lL05/00915 30 Au

FINJAN SOFTWARE, LTD.

1. This opinion contains indications relating to the following items:

Box No. 1 Basis of the opinion
D Box No. II Priority

Box No. [II Nomestablishment of opinion with regard to novelty, inventive step and industrial applicability
Box No. IV Lack of unity of invention

applicability; citations and explanations supporting such statement
Box No. VI Certain documents cited

Box No. V Reasoned statement under Rule 43bi.r.l(a)(i) with regard to novelty, inventive step or industrial

E] Box No. VII Certain defects in the international application
El Box No. VIII Certain observations on the international application

2. FURTHER ACTION

For firrther options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Name and mailing address of the ISA/ US

Mail Stop PCT, Attn: ISA/US , \§ )a_Q2 fig QQ -«-6;Commissioner for Patents 05 February 2005 (05.02.2006) W12 51161R0. Box 1450 ‘

Alexandria, Virginia223l3-1450 Tl h N ‘ O3_3d5_-3900Facsimile No. (571)273-3201 ° 8*’ ‘me ° 7 "
Form PCT/ISA/237 (cover sheet) (April 2005)
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In ' l ' ' N .
WRITTEN OPINION OF THE ternntiona application 0

INTERNATIONAL SEARCHING AUTHORITY PCT/[L05/00915

Box No. I Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:

the international application in the language in which it was filed

D it translation of the international application into . which is the language of a translation fumished for the purposes of
international search (Rules l2.3(a) and 23.l(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed
invention, this opinion has been established on the basis of:

a. type of material

D a sequence listing

D table(s) related to the seqiience listing

format of material

D on paper

D in electronic form

time of filing/fumishing

D contained in the international application as filed.

D filed together with the international application in electronic form.

El furnished subsequently to this Authority for the purposes of search.

3. El in addition, in the case that more than one version or copy of a sequence listing and/or tahle(s) relating thereto has been filed
or furnished, the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were fumished.

4. Additional comments:

Form PCT/ISA/237(Box No. I) (April 2005)
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Intemational application No.
WRITTEN OPINION OF THE pcr/[L05/00915

INTERNATIONAL SEARCHING AUTHORITY

Box No. V Reasoned statement under Rule 43 bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

2. Citations and explanations:
Please See Continuation Sheet

Fonn PCT/ISA/237 (Box No. V) (April 2005)
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International application No.
WRITTEN OPINION or THE PW“-°5’°°915

INTERNATIONAL smmcnrnc AUTHORITY

Supplemental Box
In case the space in any of the preceding boxes is not sufficient.

V. 2. Citations and Explanations:
Claims 1-43 lack novelty under PCT Article 33(2) as being anticipated by Shanklin et al, U.S. Patent 6,487,666.

1. A method for scanning content, comprising: identifying tokens within an incoming byte stream, the tokens being lexical
constructs for a specific language; identifying patterns of tokens; generating a parse tree from the identified patterns of
tokens; and identifying the presence of potential exploits within the parse tree, wherein said identifying tokens, identifying
patterns of tokens, and identifying the presence of potential exploits are based upon a set of rules for the specific language
(see col. 2, lines 3-15; col. 3, lines 54-60', col. 4. lines 40-48: and col. 5. lines 23-28).
2. The method of claim 1 further comprising converting the incoming byte stream to a reduced set of character codes (col.
2, lines 3-15).
3. The method of claim 1 wherein further comprising decoding character sequences according to an escape encoding (col.
2, lines 3-15).
4. The method of claim 1 wherein said generating a parse tree is based upon a shift-and-reduce algorithm (col. 3, lines 54-
so).
5. The method of claim 1 wherein the set of rules expresses exploits in terms of patterns of tokens (col. 2, lines 3-15).
6. The method of claim 1 wherein the set of rules includes actions to be performed when corresponding patterns are
matched (col. 2. lines 3-15).
7. The method of claim 1 wherein the specific language is Javascript (col. 2. lines 15-21).
8. The method of claim 1 wherein the specific language is Visual Basic VBScn'pt (col. 2, lines 15-21).
9. The method of claim 1 wherein the specific language is HTML (col. 2, lines 15-21).
10. The method of claim 1 wherein the specific language is Uniform Resource ldentifler (URl)(col. 2, lines 45-48).
11. The method of claim 1 for scanning a first type of content that has a second type of content embedded therewithin,
further comprising recursively invoking another method in accordance with claim 1, for scanning the second type of content
(col. 2, lines 3-15).
12. A system for scanning content, comprising: a tokenizer for identifying tokens within an incoming byte stream, the tokens
being lexical constructs for a specific language; a parser operatively coupled to said tokenizer for identifying patterns of
tokens, and generating a parse tree therefrom; and an analyzer operatively coupled to said parser for analyzing the parse
tree and identifying the presence of potential exploits therewlthin, wherein said tokenizer, said parser and said analyzer use
a set of rules for the specific language to identify tokens, patterns and potential exploits, respectively (see col. 2. lines 3-15;
col. 3, lines 54-60; col. 4, lines 40-48; and col. 5. lines 23-28).
13. The system of claim 12 further comprising a pre-scanner for identifying content that is innocuous (col. 2, lines 3-15).
14. The system of claim 12 wherein said tokenizer comprises a normalizer for converting the incoming byte stream to a
reduced set of character codes (col. 2, lines 3-15).
15. The system of claim 12 wherein said tokenizer comprises a decoder for decoding character sequences according to an
escape encoding (col. 2, lines 8-15).

I I‘ “II: .n In“ ‘I -I I- ' g'|'-- |- I. - -- :9. ||..o -o -.90“. n |‘_
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54-60).
17. The system of claim 12 further comprising a pattern-matching engine operatively coupled to said parser and to said
analyzer, for matching a pattern within a sequence of tokens (col. 3, lines 54-60).
18. The system of claim 17 wherein the pattern is represented as a flnite-state machine (col. 2, lines 3-15).
19. The system of claim 17 wherein the pattern is represented as a pattern expression tree (col. 2, lines 3-15).
20. The system of claim 17 wherein patterns are merged into a single deterministic finite automaton (DFA)(col. 2, lines 3-
15).
21. The system of claim 12 wherein the set of rules expresses exploits in terms of patterns of tokens (col. 2, lines 3-15).
22. The system of claim 12 wherein the set of rules includes actions to be performed when corresponding patterns are
matched (col. 2, lines 3-15). ,
23. The system of claim 22 further comprising a scripting engine for implementing the actions to be performed (col. 2, lines
3-15).
24. The system of claim 12 wherein the specific language is Javascript (col. 2, lines 1521).
25. The system of claim 12 wherein the specific language is Visual Basic script (col. 2, lines 15-21).
26. The system of claim 12 wherein the specific language is HTML (col. 2. lines 15-21).
27. The system of claim 12 wherein the specific language is Uniform Resource identifier (URl)(col. 2, lines 45-48).
28. A computer-readable storage medium storing program code for causing a computer to perform the steps of identifying
tokens within an incoming byte stream, the tokens being lexical constructs for a specific language; identifying patterns of
tokens; generating a parse tree from the identified patterns of tokens; and identifying the presence of potential exploits within
the parse tree. wherein said identifying tokens, identifying patters of tokens, and identifying the presence of potential exploits
are based upon a set of rules for the specific language (see col. 2, lines 3-15; col. 3, lines 54-60; col. 4, lines 40-48; and col.
5, lines 23-28).
29. A method for scanning content, comprising expressing an exploit in terms of patterns of tokens and rules, where tokens
are lexical constructs of a specific programming language, and rules are sequences of tokens that form programmatical
constructs; and parsing an incoming byte source to determine if an exploit is present therewithin, based on said expressing
(see col. 2. lines 3-15; col. 3. lines 54-60; col. 4, lines 40-48; and col. 5, lines 23-28).
30. The method of claim 29 further comprising generating a parse tree for the incoming byte source, the nodes of the parse
tree corresponding to tokens and rules (col. 3, lines 54-60).
31. The method of claim 30 wherein nodes of the parse tree corresponding to rules are positioned as parent nodes, the
children of which correspond to the sequences of tokens that correspond to the rules (col. 3, lines 54-60).
32. The method of claim 31 wherein a new parent node is added to the parse tree if a rule is matched (col. 3, lines 54-60).
33. The method of claim 32 wherein said parsing determines if an exploit is present within the incoming byte source when a
new parent node is added to the parse tree (col. 3, lines 54-60).
34. The method of claim 33 wherein tokens and rules have names associated therewith, and further comprising assigning
values to nodes in the parse tree, the value of a node corresponding to a token being the name of the corresponding token,
and the value of a node corresponding to a rule being the name of the corresponding rule (col. 3, lines 54-60).
35. The method of claim 34 further comprising storing an indicator for the matched rule in the new parent node of the parse
tree, if said parsing determines the presence of the matched rule (col. 3, lines 54-60).
36. A system for scanning corrlent, comprising a parser for parsing an incoming byte source to determine if an exploit is
present therewithin, based on a formal description of the exploit expressed in terms of patterns of tokens and rules, where
tokens are lexical constructs of a specific programming language, and rules are sequences of tokens that form
programmatical constructs (see col. 2, lines 3-15; col. 3, lines 54-50; col. 4. lines 40-48; and col. 5, lines 23-28).
37. The system of claim 36 wherein said parser comprises a tree generator for generating a parse tree for the incoming
byte source, the nodes of the parse tree corresponding to tokens and mles (col. 3, lines 54-60).
38. The system of claim 37 wherein nodes of the parse tree corresponding to rules are positioned as parent nodes, the
children of which correspond to the sequences of tokens that correspond to the rules (col. 3. lines 54-60).
39. The system of claim 38 wherein said tree generated adds a new parent node to the parse tree it a rule is matched (col.
3, lines 54-60).
40. The system of claim 39 wherein said parser determines if a matched rule is present within the incoming byte source
when said tree generator adds a new parent node to the parse tree (col. 3, lines 54-60).
41. The system of claim 40 wherein tokens and rules have names associated therewith, and wherein said tree generator
assigns value to nodes in the parse tree, the value of a node corresponding to a token being the name of the corresponding
token, and the value of a node corresponding to a rule being the name of the corresponding rule (col. 3, lines 54-60).
42. The system of claim 41 wherein said tree generator stores an indicator for the matched rule in the new parent node of
the parse tree, if said parser determines the presence of the matched rule (col. 3. lines 54-60).
43. A computer-readable storage medium storing program code for causing a computer to perform the steps of expressing an exploit in
temts of patterns of tokens and rules, where tokens are lexical constructs of a specific programming language, and rules are sequences of
tokens that form programmatical constructs; amt parsing an incoming byte source to determine if an exploit is present thcrewitl1I'n, based
on said expressing (see col. 2, lines 3-15; col. 3, lines 54-60; col. 4, lines 4048; and col. 5, lines 23-28).

Form PCT/ISA/237 (Supplerucntal Box) (April 2005)
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claims, the application is abandoned. If there is at least one allowed claim, the application will be passed to issue
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this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
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A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DOIEOI903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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"Symantec Announces Norton Antivirus 2.0 for Windows NT," Symantec Corporation
press release, September 16, 1996, available at
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"Dark Avenger Mutation Engine No Threat to Protected PCs," McAfee, Inc. press elease,
May 11, 1992, available at http://securitydigest.org/virus/mirror/www.phreak.orgvirus
1/1992/vin|05.191

"Dark Avenger Mutation Engine No Threat to Protected PCs," McAfee, Inc. press elease,
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Gryaznov, D.O., "Scanners ofthe Year 2000: Heuristics," Proceedings ofthe Fifth
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"Symantec Announces Norton Internet Email Gateway at Internet World — Booth # 369
on December 11, 12, and 13," Symantec Corporation press release, December 11, 1996,
available at http:/ |www.symantec .comlabout/news/release/artic|e.jsp?prid= 19961211_03

"Internet Security Gets Less Costly and Easier to Manage: Integralis Announces
MIMEsweeper Compatible with Check Point FirewaII—Ion Single NT Server; E—mail
Virus Detection and Content Management Can Reside on Firewall Server, Saving Money
and Support Costs," Business Wire, September 16, 1996, available at
http://www.thefree|ibrary.com||nternet+Security+Gets+Less+Cost|y+and

"Presenting Java," by John December (1995)

"The Java Language Specification" by Gosling, et al. (1996)
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"The Java Virtual Machine Specification," by Tim Lindholm and Frank Yellin (1997)
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"Java Security and a Firewall Extension for Authenticity Control of Java Applets," by
Magnus Johansson (January 29,1997)

_\ (A)

"Static Analysis of Programs With Application to Malicious Code Detection," by
Raymond Lo (1992)
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"Virus Detection Alternatives," by Patrick Min (July, 1992)

"Dynamic Detection and Classification of Computer Viruses Using General Behaviour
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"PACL's: An Access Control List Approach to Anti-Viral Security," by Wichers, et al.
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"Secure Code Distribution," by X. Nick Zhang (June, 1997)

IBM AntiVirus User's Guide (November 15, 1995)
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Omura, Jim K., "NoveI Applications of Cryptography in Digital Communications," IEEE
Communications Magazine, pp. 21-29, May, 1990

Okamoto, E., et al., "|D-Based Authentication System For Computer Virus Detection,"
IEEE/IEE Electronic Library online, Electronics Letters, Vol. 26, |ssue15, ISSN 0013-
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World Wide Web," Article published on the Internet by Finjan Software Ltd., 1 p., July
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"Powerful PC Security for the New World of JAVATM and Downloadables, Surfin
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Microsoft® Authenticode Technology, "Ensuring Accountability and Authenticity for
Software Components on the Internet,'' Microsoft Corporation, including Abstract,
Contents, Introduction, and pp. 1-10, October, 1996

Finjan Announces a Personal JavaT"" Firewall for Web Browsers - the Surfinshield T"" 1.6
(formerly known as SurfinBoard)," Press Release of Finjan Releases SurfinShield 1.6, 2
pp., October 21, 1996

Company Profile, "Finjan—Safe Surfing. The Java Security Solutions Provider," Article
published on the Internet by Finjan Software Ltd., 3 pp., October 31,1996

"Finjan Announces Major Power Boost and New Features for Surfinshieldll” 2.0," Las
Vegas Convention Center/Pavilion 5 P5551, 3 pp., November 18, 1996

34

35

"Java Security: Issues & Solutions," Article published on the Internet by Finjan Software
Ltd., 8 pp.,1996

"Products," Article published on the Internet, 7 pp.
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Article published on the Internet, Home Page Press, |nc., 4 pp., 1996
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the Difference?," httn:lh|v'\v\v-inteLcom!cd/idsldcvdoQcr!asmo-na/enfl/20456.htm, Pacific
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
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"Synthesizing Fast Intrusion Prevention/Detection Systems From High-Level
Specifications," by Sekar, et al. (1999)

Art of Computer Virus Research and Defense b Peter Szor (February, 2005)

"Process Execution Controls as a Mechanism to Ensure Consistency," by Eugen Bacic
(1990)

"Process Execution Controls: Revisited," by Bacic (1990)

"A Flexible Access Control Service for Java Mobile Code," by Corradi, et al. (2000)

"Java Security: Issues & Solutions" (1996)

"Microsoft Authenticode analyzed," by Rohit Khare (July 22, 1996)

"Java Security: Whose Business Is It?" by Mark LaDue (1996)

Microsoft Authenticode Technology (October, 1996)

1

2

 

_\ O "Mobile Code Security," by Rubin, et al.

"Protecting Data From Malicious Software," by Schmid, et al.
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"Security in the Large: ls Java's Sandbox Scalable?" by Zhong, et al. (April, 1998)

_\ CA) "A Domain and type Enforcement UNIX Prototype," by Badger, et al. (June, 1995)

_x "Heuristic Anti-Virus Technology," by Frans Veldman

_\ "Standards for Security in Open Systems," by Warwick Ford (1989)

"Secure File Transfer Over TCP/IP," by Brown, et al. (November, 1992)

4 "Standards in Commercial Security," by Nick Pope

_\ "X.400 Security Features," by Tony Whyman

"Using CASE Tools to Improve the Security of Applications Systems," by Hosmer, et al.
(1988)

"Miro: Visual Specification of Security," by Heydon, et al. (October, 1990)

"An Evaluation of Object-Based Programming with Visual Basic," by Dukovic, et al.
(1995)

"Visual Basic 5.0 Significantly |mproved," by W. Dennis Swift (June, 1997)
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"Development ofan Object Oriented Framework for Design and Implementation of
Database Powered Distributed Web Applications With the DEMETER Project as a Real-
Life Example," by Goschka, et al. (1997)

"Detecting Unusual Program Behavior Using the Statistical Component ofthe
Nextgeneration Intrusion Detection Expert System (NIDES), by Anderson, et al. (May,
1995)

"A Generic Virus Scanner in C++," by Kumar, et al. (September 17, 1992)

"A Model For Detecting the Existence of Software Corruption in Real Time," by Voas, et
al. (1993)

"Protection Against Trojan Horses by Source Code Analysis," by Saito, et al. (March,
1993)

"Information Agents forAutomated Browsing," by Dharap, et al. (1996)

"Static Analysis Virus Detection Tools for Unix Systems," by Kerchen, et al. (1990)

23

24

30 "Managing Trust in an |nformation—Labeling System," by Blaze, et al. (November 4,
1996)

List of Secure Internet Programming Publications from www.cs.printceton.edu

"A Guide to the Selection of Anti-Virus Tools and Techniques," by Polk, et al.
(December 2, 1992)

"An Integrated Toolkit for Operating System Security," by Rabin, et al. (August, 1988)
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"A Web Navigator With Applets in Cami," by Francois Ronaix (May, 1996)

"Intel Launches Virus Counterattack," by Charles Bruno (August, 1992)

Intel LANProtect Software User's Guide (1992)

"Parents Can Get PC Cruise Control," by George Mannes (July, 1996)

"A New Techniques for Detecting Polymorphic Computer Viruses," by Carey
Nachenberg (1995)

"Heuristic Scanners: Artificial Intelligence," by Righard Zwienenberg (September,
1995)

Intel LANProtect, 30-Day Test Drive Version User‘s Manual

34

35

Slade, Robert, "Guide to Computer Viruses: How to A void Them, How to Get Rid of
Them, and How to Get Help" (April, 1996)

A Pathology of Computer Viruses by David Ferbranche (November, 1994)

Earl Boebert‘s post to the greatcircie firewalls mailing list. Taken from
http://www.greatcircle.com/Iists/firewalls/archive/firewa|ls.199410 (October, 16, 1994)

CSL Bulletin: Connecting to the Internet: Security Considerations. Taken from
http://csrc.nist.gov/publications/nistbul/cs193-07.txt (July 1993)
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Network Security and Sunscreen SPF-IOO: Technical White Paper, Sun Microsystems,
1995

"Why Do We Need Heuristics?" by Frans Veldman (September, 1995)

"Leading Content Security Vendors Announce Support for Check Point FirewaII— 1.3.0;
New Partners for Anti-Virus Protection, URL Screening and Java Security," Business
Wire, October 7, 1996, available at

http://www.al|business.comltechnolo gyl computernetworks-computer -networksecurity17274315-
1.htm|#ixzz1gkbKf4g1

"McAfee Introduces Web shield; Industry's First Secure Anti-Virus Solution for Network
Firewalls; Border Network Technologies and Secure Computing to Enter into Web Shield
OEM Agreements," Business Wire, May 14, 1996, available at
http://findarticles.comlp/articles/mi_mOE|N|is_1996_ May _14/ai_182834561

"Trend Micro Announces Virus and Security Protection For Microsoft Proxy Server;
Also Blocks Java Applets, ActiveX," Business Wire, October 29, 1996, available at
http://www.thefreeIibrary.comITrend+Micro+announces+virus+and+security+protection
+for+MicrosofL.-aO|8810512
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Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.
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Name/Print Registration Number 44,442
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Finjan's Opposition to Websense's Renewed Motion For Judgment as a Matter of Law,
dated December 21,2012, filed in Finjan, Inc. v. Symantec Corp., Sophos, |nc., and
Websense, |nc., CA. No. 10—cv—593 (OMS)

Declaration of Paul Batcher Re Websense, |nc.s‘ Proffer of Evidence Re Laches, dated

December 19,2012, filed in Finjan, Inc. v. Symantec Corp., Sophos, Inc., and Websense,
|nc., CA. No. 10-cv-593 (OMS) (Redacted 12/26/12)

Opposition to Symantec's Motion For JMOL, dated December 17, 2012, filed in Finjan,
Inc. v. Symantec Corp., Sophos, |nc., and Websense, |nc., CA. No. 10-cv-593 (OMS)
(Redacted 12/27/12)

Omura, Jim K., "NoveI Applications of Cryptography in Digital Communications," IEEE
Communications Magazine, pp. 21-29, May, 1990

Okamoto, E., et al., "ID-Based Authentication System For Computer Virus Detection,"
IEEEIIEE Electronic Library online, Electronics Letters, Vol. 26, Issue 15, ISSN 0013-
5194, July 19,1990, Abstract and pages 1169-1170, URL: http://iel.ihs.com:80/cgibin/
iel cgi?se .. .2ehts%26ViewTemp|ate%3ddocview%5fb%2ehts

IBM Antivirus User's Ouide Version 2.4, International Business Machines Corporation,
pp. 6-7, November 15,1995

Leach, Norvin, et al., "IE 3.0 Applets Will Earn Certification," PC Week, Vol. 13, No.29,
2 pp., July 22,1996

"Finjan Software Releases SurfinBoard, Industry's First JAVA Security product For the
World Wide Web," Article published on the Internet by Finjan Software Ltd., 1 p., July
29, 1996

"Powerful PC Security for the New World of JAVATM and Downloadables, Surfin
ShieIdT“"," Article published on the Internet by Finjan Software Ltd., 2 pp. 1996

1

2

 

Microsoft® Authenticode Technology, "Ensuring Accountability and Authenticity for
Software Components on the Internet,'' Microsoft Corporation, including Abstract,
Contents, Introduction, and pp. 1-10, October, 1996

_\ O

Finjan Announces a Personal JavaT"" Firewall for Web Browsers - the Surfinshield T"" 1.6
(fonnerly known as SurfinBoard)," Press Release of Finjan Releases SurfinShieId 1.6,2
pp., October 21, 1996
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Company Profile, "Finjan-Safe Surfing. The Java Security Solutions Provider," Article
published on the Internet by Finjan Software Ltd., 3 pp., October 31, 1996

"Finjan Announces Major Power Boost and New Features for SurfinShie|dTM 2.0," Las
Vegas Convention Center/Pavilion 5 P5551, 3 pp., November 18, 1996

_\ (A)

"Java Security: Issues & Solutions," Article published on the Internet by Finjan Software
Ltd., 8 pp., 1996

_x

_\ "Products," Article published on the Internet, 7 pp.

Mark LaDue, "On|ine Business Consultant: Java Security: Whose Business Is It?,'‘
Article published on the Internet, Home Page Press, Inc, 4 pp., 1996

Web Page Article, "Frequently Asked Questions About Authenticode," Microsoft
Corporation, last updated February 17, 1997, printed December23, 1998, URL: http://www.microsoftcomlworkshopl
security/authcodee/signfaq.asp#9, pp. 1-13

4

Zhang, X.N., "Secure Code Distribution," IEEE/IEE Electronic Library online, Computer
Vol. 30, Issue 6, pp. 76-79, June, 1997

_\

Binstock, Andrew, "Multithreading, Hyper—Threading, Multiprocessing: Now, What's
the Difference?," http://www.intel.com/cd/ids/developer/asmo—na/eng/20456.htm, Pacific
Data Works, LLC, downloaded 7/7/2008,7 pp.

"Frequently Asked Questions About Authenticode," Microsoft Corporation, updated
February 17, 1997

"WWWProxyto Cut Off Java," by Carl Claunch (April 12, 1996)

"Combating Viruses Heuristica|ly," by Frans Veldman (September, 1993)
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"MCF: A Malicious Code Filter," by Lo, et al. (May 4, 1994)

Anti-Virus Tools and Techniques for Computer Systems by Polk, et al. (1995)

"Dynamic Detection and Classification of Computer Viruses Using General Behaviour
Patterns," by LeChar|ier, et al. (July 2, 1995)

"Towards a Testbed for Malicious Code Detection," by Lo, et al. (1991)

"Blocking Java Applets at the Firewall," by Martin, et al.

Virus Detection and Elimination by Rune Skardhamar (1996)

Computer Viruses and Anti-Virus Warfare by Jan Hruska (1992)

23

24

30 "Active Content Security," by Brady, et al. (December 13, 1999)

"Low Level Security in Java," by Frank Yellin

"Email With a Mind oflts Own: The Safe-Tcl Language for Enabled Mail," by
Nathaniel Borenstein

"Mobile Agents: Are They a Good Idea?'' by Chess, et al. (December 21, 1994)
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"Remote Evaluation," by Stamos, et al. (October, 1990)

"Active Message Processing: Messages as Messengers," by John Vittal (1981)

"Programming Languages for Distributed Computing Systems," by Bal, et al.
(September, 1989)

"Scripts and Agents: The New Software High Ground," by John Ousterhout (October
20, 1995)

"The HotJava Browser: A White Paper"

The Java Virtual Machine Specification, Sun Microsystems (August 21, 1995)

"Security of Web Browser Scripting Languages: Vulnerabilities, Attacks and
Remedies," by Anupam, et al. (January, 1998)

34

35

"ActiveX and Java: The Next Virus Carriers?"

"Gateway Level Corporate Security for the New World of Java and Downloadables"
(1996)

"Practical Domain and Type Enforcement for UNIX," by Badger, et al. (1995)

"A Sense of Self for Unix Processes," by Forrest, et al. (1996)
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"Antivirus Scanner Analysis 1995," by Marko Helenius (1995)

"State Transition Analysis: A Rule-Based Intrusion Detection Approach," by Ilgun, et al.
(March, 1995)

"Automated Detection of Vulnerabilities in Privileged Programs by Execution
Monitoring," by K0, et al. (1994)

"Execution Monitoring of Security—Critical Programs in Distributed Systems: A
Specification-Based Approach," by K0, et al. (1997)

"Classification and Detection of Computer |ntrusions," by Sandeep Kumar (August,
1995)

ThunderBYTE Anti—Virus Utilities User Manual (1995)
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Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):
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|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
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That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
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Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
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A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
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an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.
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1
SYSTEM AND METHOD FOR

CONTROLLING ACCESS TO PERSONAL
COMPUTER SYSTEM RESOURCES

FIELD OF THE INVENTION

This invention relates to control of local resources on a

personal computer and, more particularly, to control of user
authorization and access to local resources on a personal
computer.

BACKGROUND OF THE INVENTION

The personal computer, or PC‘, was first introduced in the
early 1980s. These systems generally include a hardware
platform of a processor, memory and input/output peripl1-
erals that support local resources such as a display monitor,
keyboard, hard disk drive, a diskette drive and communica-
tion ports. This hardware platform is controlled by an
operating system. The operating system is software which
controls the interaction between a user and the local

resources. Usually this control is performed by controlling
the communication interface between utility programs for
the local resources and application programs executing on
the system.

The number and type of application programs available
for a user shortly after the introduction of the PC were not
too many or diverse. As a result, the operating system for a
PC generally permitted any authorized user to access any
resource or file available on the system. Ilowever, as PCs
proliferated, the number of companies which made software
for the systems and the types of software ollered for the
systems also increased. For example, adult users began to
use Various financial analysis, organizational, and word
processing programs to keep financial records, organize
housekeeping or family schedule information and create
documents for home and family functions. Adolescents used
word processing programs and resource programs such as
multimedia encyclopedias to generate reports for school. For
younger children, programs for educational interaction or
edutaimnent became commonplace. Thus, all members of a
family had a use for the PC and began to need access to the
system.

While all family members may have a need for access to
the PC, not all members need access to all the resources on
a PC. For example, the adults in a family have concerns that
the bank records and check balancing files may be inadvert-
ently destroyed by a younger member of the family. Thus,
there is a need to segregate files for one user on a PC from
the other users. One way to keep a user from accessing
certain files is to keep the user from gaining access to the
application program that modifies the content of the file.
Programs which control access to application programs are
known which require a user to enter a password before the
operating system activates the program for the user. If the
user does not enter the correct password, the requested
program is not activated. Without being able to use the
program that manipulates the file contents, the user is
discouraged from trying to access a particular file.

There are a number of limitations to this protection
scheme. For one, all users see all of the application programs
that are available on the system. Of course, if a user does 11ot
know the password for a program, the user quickly learns
that the program is not accessible. For some users this may
be satisfactory, however, some inquisitive and talented users
may consider the denial of access to a program a challenge.
The attempts of such users to circumvent the protection
program may result in damage beyond the few files to which
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the user was being denied access. Another limitation is that
the user may legitimately need access to an application file
but not to all of the files which may be manipulated by the
application program. For example, an adolescent user may
require access to the word processing program to generate a
paper for school but not the letter containing details of a
personal matter being discussed with a counselor for another
member of the family. Programs which use a password to
limit access to a file are also known but these programs also
notify a user of his or her unauthorized status for the file
which may result in attempts to break the access lock.
Accordingly, there is a need for denying access to programs
or files on a PC without informing the user of the denied
access or of the program’s or file’s existence.

Recently, interest in the Internet and the World Wide Web
(WWW) has resulted in millions of PC users purchasing
subscriptions to Internet services, browsers for viewing Web
sites and high speed modems for downloading files to a PC.
While the information services available over the Internet

and WW can be a useful educational supplement to the
programs already available on a user’s system, there are also
sites and services which are not desirable for all members of

a family. For example, sexually explicit sites are accessible
over the Internet and WW. Also, some discussion or talk
groups may be used by unscrupulous people to contact
adolescents or young children so they may later meet the
adolescents or children without adult supervision. Thus,
there is a need for controlling which users may access the
programs and communication resources required for Inter-
net and WWW access.

Granting a user access to certain programs or files should
not mean that the user’s access rights are unqualified. For
example, a parent may wish to deny access to the game
programs available on a PC during the afternoon hours for
a school age family member but would like to encourage the
use of the PC for preparation of the student’s work.
However, the parent may want to grant access to the games
after completion of the student’s homework as a reward for
a job well done. Currently, a parent would not be able to
achieve such time selective control over the programs, files
and resources of a PC in an automatic manner.

Some users, who become aware of resources to which
they are denied access, attempt to circumvent access control
systems and methods by aborting operating system opera-
tion and rebooting the system. The user may then attempt a
number of methods for obtaining access to the denied
resource. One method is to let the reboot proceed until the
operating system is loaded but terminate the reboot before
the user interface program begins execution. Usually the
user interface or some program associated with it performs
the access control function. By terminating the reboot prior
to the user interface activation, a user knowledgeable about
operating system commands may rise the operating system
to explore the resources available on the system. The user
may even by able to modify the access control program to
grant the user rights to resources previously denied to the
user. Another method of obtaining unauthorized access is to
place a system disk containing a system initialization pro-
gram written by the user in the diskette drive of the system.
Most PCs examine the diskette drive for a system initial-
ization program following execution of the Basic Input and
Output System (RIOS) program. The BIOS program is a low
level program that initializes and verifies basic input and
output functions of the PC and then relinquishes control for
the remainder of system initialization. If the user’s system
initialization file on the diskette drive is executed before the

initialization file on the hard disk is started, then the user
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may prevent tl1e user interface and access control program
from being executed.

One known way of preventing a system boot from a
diskette drive is to install an extended BIOS card ane

program. Such cards and programs are set forth in US. Pat.
Nos. 4,951,249 and 5,113,442. These devices modify the
interrupt vectors for the hard disk and keyboards so that the
new routines executed in response to these interrupts do no
permit a user to gain unencumbered access to the operating
system or hard drive. While these devices may be effective,
they both require an expansion card which mu st be inserte
in the expansion card bus. Thus, these devices take a care
slot which may be otherwise used to enhance the perfor-
mance of the PC. Additionally, such devices may be defeate
by powering down the system and simply removing the
expansion card. What is needed is a way of preventing a
system boot from a diskette drive without adding a hardware
component to the system which may be removed to defea
the system.

At the time that PCs were introduced into the market place
the Disk Operating System (DOS) was frequently used for
the systems. Because many users found DOS commands
cryptic or difficult to understand, user interfaces which
communicated between a user and DOS were developed.
The interface which is installed in many, if not most, of the
PCs today is the Windows program interface from Microsoft
of Redmond, Washington. The Windows program facilitates
a user’s interaction with a PC because it permits a user to
activate programs by simply placing a cursor over an icon by
using a mouse and activating the program by depressing a
button on the mouse. Selections within a program are
provided by the Windows program in like manner through a
Graphical User Interface (GUI). Thus, many PC users view
Windows as an operating system, even though it is an
interface between GUI and DOS programs. However, some
users see Windows as an unsecured access port to a PC. To
gain access to the PC, such users abnormally terminate a
program or terminate the execution of the Windows program
itself, to gain access to DOS. Since these users are familiar
with DOS, they may then investigate the PC and its
resources without intervention from an access control com-

ponent of the Windows program. What is needed is an access
control program that is seamless across the Windows/DOS
interface.

As can be ascertained from the discussion above, there is
a need for a PC access control system and method that can
limit each user to a predefined set of resources 011 the PC
without informing the user of the resources not available to
the user. There is a need for a PC access control system and
method that permits time selective control over a PC’s
resources. There is also a need to prevent a system boot from
a program stored on media in the diskette drive of the PC.
There is also a need for a PC access control system and
method which provides seamless access control over a
Windows/DOS interface in a PC.

SUMMARY OF THE INVENTION

The above limitations of previously known PC access
control systems are overcome by a system and method
implemented in accordance with the principles of the present
invention. The method of the present invention includes the
steps of storing a user identifier and a list of computer
resources for each user of a PC system, displaying only the
computer resources in the list corresponding to the user
identifier for the user active on the PC system so that the user
active on the PC system only sees the resources which the
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user may access, and limiting said active user’s access to the
computer resources in the list of computer resources stored
with the user identifier.

This inventive method does not indicate to a user on a PC

system the other resources on the system which are not
accessible by the user. Accordingly, there is a reduced
likelihood that the user knows what other resources are on

the PC system and this i11 turn reduces the likelihood that the
user will attempt to gain access to the other resources on the
system. On PCs implementing a Windows program type
interface, the list of the computer resources are preferably
kept in files which are used to modify Group and [NI files
through the Dynamic Data Exchange (DDE). The modified
system files are used to display group and program icons
which may be activated by a user to launch a program. Once
the system files have been modified, the access control
program prevents a user from restoring the deleted group
displays and programs to the system files. Thus, the user
cannot restore deleted group displays and programs even if
the user knows the file names for deleted resources. To

restore the system files for the next user, the method of the
present invention encrypts and stores an unabridged version
of the system files which contain all of the groups and
programs which are available on the system to a user having
no limitations. At the system start—up for each user, the
method retrieves and decrypts the unabridged Version and
deletes those programs and groups not contained in the
corresponding list for the user. In this way, the system may
be configured to only display the authorized resources for
each user without losing a reference to all programs and
groups possible on the system.

The method of the present invention is preferably imple-
mented with three program components. One program com-
ponent maintains a memory map for the address space for
which a user is authorized. A second program component
monitors all DOS or Windows file management access calls
and verifies whether the user is authorized to access a file,
directory, drive, or port. A third program component moni-
tors all BIOS functions and verifies whether the requested
access is authorized. As a result, system calls which a
knowledgeable user may attempt to execute through user
written programs, abnormally terminated programs, DOS or
Windows system calls, or BIOS functions are trapped by one
of the program components. The program components
respond with error messages for resources for which the user
is not authorized. An additional benefit of this preferred
implementation is that each program component verifies the
existence of the other two program components whenever
one program component is executed. This protects against a
user modifying one program component in an effort to
circumvent the system. Whenever ai1 uncorrupted program
component executes, it would detect the change in the other
program components and immediately execute a system
reset. The initialization following system reset restores the
program components from the hard disk. Most preferably,
the program components in the Windows 3.x environment
are implemented with terminate stay resident (TSR) pro-
grams while virtual device drivers (VXD) programs are used
in Windows 95 systems.

The system of the present invention also uses the DOS
Protected Mode Interface (DPMI) to restrict access to a user
regardless of whether DOS or the Windows interface pro-
gram is operating. Normally, DOS and Windows programs
execute in mutually exclusive address spaces. For that
reason, an exit from the Windows operating environment
would cause the DOS programs to execute without access to
the restricted use lists that had been used in the Windows
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environment. However, the prograrii component that iriiple—
ments the operating environment change provides the
addresses of the program component memory space to the
DPMI of the Intel or Intel equivalent processor. This permits
the program components to continue to execute with access
to the restricted lists even though the operating environment
has changed.

The method of the present invention may be further
supplemented by a boot program protection method which
prevents a boot program stored on riiedia within a diskette
drive from initializing the system. The boot program pro-
tectiori method includes storing the riiaster boot record anc
partition table of the PC system hard drive in a non—standarc
location on the hard drive. This means that a system initial-
ization program implementing the method of the presen
invention knows where to access the master boot record anc

partition table to initialize the system. To further frustrate a
user boot program which may attempt to intervene during
system initialization, the method of the present invention
removes hard disk size and format data from the boot recor

and encrypts the partition table at the standard location on
the hard disk.At system initialization, the master boot reoor
restores the boot record as it can ascertain the location of

files on the hard disk needed for system startup such as
CONFIGSYS and others. This software only protection
scheme is more simple to install and more difficult to defea
than the previously known rrietliods which require the addi-
tion of an expansion card or the like.

The system of the present invention includes a computer
program that resides on the hard disk of the PC system. The
program includes a primary user module which is used by
the person installing the program to define the programs,
files, directories, times of access, and hardware resources
which may be accessed by each user. These files each
contain a user identifier and list of computer resources
defined as being accessible by the user. These files are
encrypted and stored at locations on the hard drive only
known to the access control program. Since the access
control program may also implement the boot program
protection riietliod as well, there may be further difliculty in
another being able to ascertain the location of the list files on
the hard disk. The program also includes a startup module
which is activated during system startup once a user has
been authori7ed for system startup. The startup module uses
the identifier corresponding to the authorized user and
retrieves the corresponding list of computer resources. This '
list is then used to modify the system files for the user. These
modified files are then stored in memory to be accessed by
the access control program. Thereafter, only the programs
and groups for which the user is authorized are displayed.
Further, any system call for a resource or directory is trapped
by one of the Program components of the access control
program which sends an error message in response to a
request for an unauthorized resource.

Thus, the method and system of the present invention
provides an access control program for a PC that may be
tailored to limit access to programs, files and other resources
of the PC differently for each user. Furthermore, the system
maintains a list of the authorized resources for each user

regardless of whether the Windows interface or DOS system
is the active user interface. The invention may also include
a boot protection feature which reduces the likelihood that a
user may interrupt system initialization and gain unautho-
rized access to the PC operating systerii.

BRIEF DESCRIPTION OF TIIE DRAWINGS

FIG. 1 is a block diagram of a system in which the present
invention is implemented;
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FIG. 2 is an illustration of an exemplary display of the
manage user function,

FIG. 3 is an illustration of an exemplary display of a user
profile;

FIG. 4 is an illustration of an exemplary display of a
program group access function;

FIG. 5 is an illustration of an exeriiplary display of a
program icon access function;

FIG. 6 is an illustration of an exemplary display of a
directory access function;

FIG. 7 is an illustration of an exemplary display of a port
access function;

FIG. 8A and 8B are flow charts of the process to install a
hard disk protection program which operates in accordance
with the principles of the present invention to reduce the
likelihood that a boot program stored on media in a diskette
drive can be used to initialize the system of FIG. 1; and

FIG. 9 is a flow chart of how the hard disk protection
program controls system initialization and transfers control
to the access control program.

DETAILED DESCRIPTION

A personal computer or PC system in which the method
and system of the present invention is implemented in
shown in FIG. 1. The system 10 includes a processor 12,
volatile memory 14, non-volatile memory 16, and I/O
peripherals 18-28, all of which are coupled together by a
system bus 34. Some of the I/O peripherals generate inter-
rupts which cause the processor to transfer program control
to a predefined location for interrupt processing and eventual
transfer to a routine for servicing the peripheral which
generated the interrupt. For example, an interrupt generated
by a hard disk typically causes the processor to transfer
program control to address 21H. There the environment of
the program currently being executed is saved on the system
stack behind the address of the next instruction to process in
the interrupted program. Control is then transferred to a hard
disk service routine which performs the input or output
operation which resulted in the interrupt. Thereafter, the
environment of the interrupted program is restored, inter-
rupts reenabled and control transferred to the next instruc-
tion address previously stored on the stack.

The system 10, in which the system and method of the
present invention is used, is preferably a personal computer
(PC) in which the processor 12 is preferably an Intel 80286
or better or equivalent thereof which implements a DOS
Protected Mode Interface (DPMI). Additionally, the method
of the present system is preferably implemented iii the
assembler language for processor 12. The assembled code
for the program components used to implement the method,
discussed in more detail below, is stored in files which are
stored on hard disk 18. Preferably, these files are read from
hard disk 18 at system initialization and loaded into memory
for the DOS operating systerii or Windows interface pro-
gram. As known in the art, the memory space of the system
is divided so the DOS operating system memory space is
mutually exclusive of the memory space used by the Win-
dows interface program. Accordingly, the method of the
present invention preferably uses the DPMI to make active
the memory in which the program components of the present
invention are loaded regardless of whether DOS or Windows
is executing. Preferably, the program components of the
access control program of the present invention are termi-
nate stay resident (TSR) programs in the Window 3.x
environment and virtual device drivers (VXD) programs in a
Windows 95 system.
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At system power up, the processor begins system iiiitial—
ization by transferring control to a program which verifies
the operational status of system memory and the basic input
and output operations of the system. Such programs are well
known and are generally called BIOS programs. Upon 5
completion of the BIOS program, the system may execute
RIOS extensions programs which verify certain expansion
devices for the system or control may be transferred to a
system initialization file on a user’s diskette or hard drive.
The system initialization file probably continues by verify-
ing that the user bringing up the system is authorized for use
of the system. If the user is authorized, installation of the
programs necessary for the operating system and the user
interface continues. Control is then transferred to the user

interface so the user may begin to select programs for
execution and use. If the user is not authorized for system
use, the system initialization program denies the user access.
After a predetermined number of attempts to gain access
have failed, the program ahorts system initialization.

Preferably, the resource control system and method of the
present invention are implemented by an access control
program which is installed on the PC once a user is given
access to the system. The program is typically provided on
a diskette which is placed in the disk drive of a PC system.
The diskette is provided with an installation program which
creates a directory for the access control program on the
user’s hard disk drive. The files containing the program
components are then copied into this directory. Part of the
installation procedure is to insert commands into a system
initialization file, such as the AUTOEXEC.BAT file, before
the command which activates an operating system or Win-
dows interface program. These commands activate the pro-
gram components of the access control program before the
operating system or Windows interface program is activated
at system initialization. After the access control program is
installed, the program requests the user to register as the
Primary User and to identify a password. This password is
used to identify the Primary User at subsequent logins. After
installation of the program and registration of the Primary
User, only the Primary User may thereafter install software
on the PC, upgrade the access control program or uninstall
the access program.

Now the Primary User may use the access control pro-
gram to add users, define the application programs acces-
sible for each user, and restrict the directories, drives,
communication ports and printer ports available for the V
users. Additionally, the Primary User may allow selected
users to be able to exit the Windows interface program and
operate within the DOS environment.

To identify or add users to the PC, the Primary User
selects the manage users program component. This program
component causes a display of the Primary User’s name and
any other users currently on the system. An exemplary
display is shown in FIG. 2. The Primary User may View a list
of authorized users in window 50. To add a user, the primary
user activates the new user function which causes the

display of FIG. 3 to appear so the primary user can enter the
user’s name and resource parameters. The display of FIG. 2
also includes function buttons for deleting a user (54),
viewing or editing a user’s profile (56), and closing the
manage user function (58). A help function (60) and hint
function (62) are also provided to facilitate the primary
user’s use of the function. In response to the closing of the
manage users function, the access control program generates
a file of authorized user identifiers and, as each user supplies
a password, the file is updated with each user’s correspond-
ing password. This file is used by the access control program
to limit access to the system to authorized users only.
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By activating the View/edit function, the Primary User
may also then activate a folder corresponding to one of the
previously authorized users. Preferably, the folder is opened
by highlighting the user’s identifier in window 50 and
clicking the mouse cursor over the View/edit function. An
exemplary folder for a user is shown in MG. 3. As shown in
FIG. 3, the folder includes a window for the user’s name
(70) and a private directory (window 72) for the user, if one
has been identified by the Primary User. The folder prefer-
ably includes five tabs which identify the authorized
resources for a user. These tabs include main (74), groups
(76), icons (78), directories (80) and ports (82). The main tab
is used to identify a directory where a user may keep files
which are inaccessible to other users. If the Primary User
enters a directory within the private directory window 72,
the access control program creates the directory for the user.
The Primary User may also indicate whether the user’s
password is to be reset (window 84), whether the user shares
the private directory with another (window 88), and whether
the user may leave the Window’s environment to operate the
DOS environment (window 86). A user must assign a
password to his or her user name at the first sign-in follow-
ing addition of the user’s name to the user list otherwise the
access control program does not give the user access to the
PC system. If the user’s directory is going to be shared with
other users, the Primary User may specify whether the user’s
private directory may be only read by others (windows 90)
or whether others may be able to read and modify the
contents of files in the user’s private directory (windows 92).

Upon selecting the tab groups 76, the Primary User is
presented with a display of application program groups. An
exemplary display of application program groups is shown
in FIG. 4. Any of the application groups shown in the
left—hand window 100 entitled Groups Displayed for this
user are available to that user. Conversely, program groups
shown in the Groups Hidden from this user window 102 are
not available to that user. To move a program from one
category to the other, the user may use the mouse cursor to
highlight a program group and then click on to the right
pointing arrow 104 to transfer the selected program group to
the Groups Hidden window 102 or the reverse may be
achieved by selecting a program group and clicking on the
left pointing arrow 106 to transfer the selected program
group to the Groups Displayed window 100. The double
arrow buttons I08 and 110 shown in the exemplary display
are preferably used to transfer all of the application groups
from one window to the other window. In response to
defining the program groups to be displayed and hidden, the
access control program generates a file identified by the
user’s identifier which identifies a list of program groups
which are not displayed for user selection.

By activating the icons tab 78, the Primary User is
presented With a display of the program icons for the
previously selected program group. An exemplary display of
program icons is shown in FIG. 5. Again, the Primary User
may transfer programs from the Icons Displayed window
120 to the Icons Hidden window 122 or from the Icons

Hidden window 122 to the Icons Displayed window 120
using arrow functions 126, 128, 130 and 132 in a manner
similar to that discussed above with respect to FIG. 4. In
response to defining the program icons to be displayed and
hidden, the access control program generates a file identified
by the user’s identifier which identifies a list of program
ieons which are not displayed for user selection.

By activating the directories tab 80, the directories on the
system are displayed. The directories which may be
accessed by a user and those which are not accessible by a
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user are shown in the display. An exeiriplary display for this
program component is shown in FIG. 6. Again, directories
and subdirectories may be transferred from the Directories
Available window 140 to Directories Restricted window 142

by the rrietliod described above with respect to the group and
icon windows. Certain directories in the Directories
Restricted window 142 cannot be made available to a user.

These directories are system directories for the operating
system or Windows interface program and the access control
program (which is identified in FIG. 6 as the C:\CONHIDE
directory). Other directories may be made available to a user
on a re ad only basis. While access to the other directories in
the restricted list are completely restricted, the status of these
directories may be changed by the Primary User. Preferably.
a stop sign 144 is used to indicate the directories for which
the restricted status cannot be changed, a lock symbol 146
is used to indicate restricted directories which cannot be

accessed by a user, and an open book 148 which is used to
identify the directories which are available to a user on a
read only basis. Preferably, directory identifiers are limited
to 255 characters to comport with the restrictions on direc-
tory path names imposed by the operating system or Win-
dows interface program. To restrict a user's access to a drive,
the drive is selected in the Drives Available window 146 and

the root directory for the drive appears in the Directories
Available window 140. The root directory may then be
transferred to the Directories Restricted window 142 to

make the drive unavailable for the user. In response to
defining the directories which may be accessed by a user, the
access control program generates a file identified by the
user’s identifier which identifies a list of directories to which
the user is denied access or whose access is limited to read

only.
By activating the ports tab 32, the ports program compo-

nent generates a list of the communication and printer ports
available on the system. An exemplary display is shown in
MG. 7. Those communication and printer ports which have
an “X” in the window next to a port identifier, such as
COMI, indicate that those communication and printer ports
have been restricted from use for that user. In response to the
definition of these ports as being restricted or not, the access
control program generates a file identified by the user’s
identifier of ports to which the user is denied access.

The restricted lists for the groups, programs, directories,
and ports are placed in files which are associated with a '
user’s identifier. These files are then used by the access
control program to modify system files when a user signs on
the system. Specifically, after system initialization has been
performed by the BIOS, control is transferred to the access
control program. This program prompts the user for a user
name and corresponding password. If the password and user
name are verified, the files containing the lists of restricted
groups, programs, directories, and ports are read by the
access control program. The access control program uses the
group and program lists to delete references to those files
from the system files. In the Windows 3.x environment this
is done by passing the lists to the dynamic data exchange
(DDE) which causes the program manager to delete the
specified resources from the Group and IN] files. Thereafter,
the only group folders and program icons which are dis-
played are those which were not deleted at user sign on. The
access control program also monitors calls to the DDE and
program manager to prevent the restoration of deleted
resources to the system files by a user. The directory and port
lists are used to generate tables for the program components
of the access control program which control the I/O routines
that interface with the drives and ports of the PC systerri.
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These tables are maintained in memory with the program
components and remain active regardless of whether the
operating system or Windows interface program is executing
since the DPMI is used to make the memory in which the
program components are located accessible. When the pro-
gram components trap a request for a directory or port, the
I/O routine of the program component verifies that the
requested directory or port is authorized for the user cur-
rently on the system.

In the Windows 95 environment, the access control pro-
gram modifies the registry file since this file is used to define
the computer resources which a user can access and which
the Windows 95 program accesses to generate displays of
program icons and program groups. Because Windows 95
performs its own user login procedure, the transfer from the
login procedure to the access program is done differently.
The login procedure in Windows 95 assigns the user a
default user registry file if the user cannot enter a password
that corresponds with a user’s identifier or if the user aborts
the login procedure. To prevent this default user from
gaining control of the system, the access control program
modifies the default user profile in the registry file so the
default user is not authorized to use any system resources. If
the user enters a corresponding password, however, the files
identified by the user’s identifier are used to define the
resources in the registry file. Since Windows 95 uses this file
to display program icons and program groups, the system
only displays the ones which the Primary User identified for
the user through the access control program. The access
control program may use an application program interface
(API) to modify the registry system file in accordance with
the restricted list files generated by the access control
program.

The access control program may also include a function
for limiting a users access to a computer resource to a
particular time period. This time restriction may be defined
for a program group, program, directory, or port. The access
time is stored in the corresponding file for the resource and
is accessed by a program component at user login. If any
resource has a corresponding access time, the program
component retrieves the system time maintained by the
system time function and compares system time to the
access time to determine whether the resource should be

displayed as being available for the user. In this way, the
Primary User may deny access to a games program group,
for example, during afternoon hours when the user should be
using the PC to do his or her homework.

Preferably, the access control program is implemented by
three program components. One program component is
loaded resident in memory to, preferably, allocate memory
space for a user and monitor memory access. This program
allocates memory for a user and verifies that the attempted
memory access is for a memory location in a memory space
authorized for the user. The second program component
loaded into memory preferably monitors operating system
and/or W'indows calls to verify whether the requested
resource is authorized for access by the user. The third
program component preferably monitors BIOS calls to
verify whether the requested resource is authorized for
access at system startup. This program is used to detect boot
programs which a user may try to use to gain control of the
system at initialization. Although these functions may be
performed by a single program component, three program
components are preferably used. Whenever one of the
program components is activated for a verification function,
it communicates with the other two program components to
verify they are still loaded and are operational. Thus, if a
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user is able to find and modify one program component to
access unauthorized resources, tl1e other two program corri-
ponents detect the change. In response to a detected change,
the program component resets tl1e system so that all three
program con1por1er1ts are reloaded from the hard disk to
memory to overwrite the changed program component. The
TSR programs preferably used in the Windows 3.x compo-
r1ents environment are loaded into system memory at system
initialization. The VXD programs used in a Windows 95
system may be dynamically loaded anywhere in memory.

When the user logs off, the system maintains the same
tables and system files until another user tries to log on. If
the user is verified, the file containing all of the system
resources is retrieved from the hidden location on the hard

drive. This file is used to restore the system files of the
system. The restricted lists for the user are then retrieved and
these lists are used to delete group and programs from the
system files and to initialize the tables in the same manner
previously discussed. Alternatively, a user may log o and
power off the system, in \vhich case, the system simply
reboots upon the application of power by the next user.

The access control program also includes a program
component for preventing a boot program on the diskette
drive from controlling the PC. The executable code for this
component is stored in a file on the PC hard disk. VVhen the
Primary User installs this feature, the access control program
modifies and moves the master boot record (MBR) and
partition table on the hard disk. It then modifies the boot
record so this component operates following the termination
of BIOS operation at system power up.

The installation process for this program component is
shown in FIG. 8. That method begins by reading the first
sector ofthe hard disk (Block 200) to determine whether this
program component has been previously installed (Block _
202). Preferably, this is done by determining whether a
particular byte or group of bytes within the first sector has
a predetermined Value. If the component has been installee
previously, the installation stops. Otherwise, the installation
program verifies whether the file in which the program
stores a copy of the partition table already exists (Block
204). If it does, then the installation program deletes i
(Block 205) and stops. This is done to permit the hard drive
protection program to be installed, if the user wants to ade
it. Otherwise, the hard disk remains unprotected.

If the program determines that the hard disk protection
program has not been previously installed or that any vestige
of the program remain, it examines the partition table storec
on the hard disk (Block 206) to determine whether the
system operating the disk is compatible with the protection
program. For example, DOS and Windows partition a hare
disk into four partitions While other operating systems
partition the disk differently. If the operating system is no
supported then the installation terminates. Otherwise, the
program copies the MBR and partition table to a file (Block
208). This process is repeated for any other hard disks for
which the user desires to install the protection (Block 224).

Installation continues by searching the root directory of
the hard disk to locate the cylinder/track/sector address of
the file in which the MBR and partition table are stored
(Block 209). The file containing the MBR program is then
retrieved (Block 210). The address of the original MBR on
the disk is stored for future reference and the original
partition table on the disk is encrypted and rewritten to the
disk (Block 2l2). Using a random number generator, an
access number is generated and stored in the MBR program
(Block 214). This is done to identify whether a user attempt-
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mg to remove the hard disk protection program is authorized
to do so. The protection program identifier is written into the
MBR program (Block 216). The boot record is then read
from the hard disk (Block 218) and the hard disk
information, such as disk size, sector size, etc., is retrieved
from the boot record and stored in the MBR program (Block
219). The hard disk drive information in the boot record is
corrupted (Block 220) and the boot record rewritten to the
hard disk (Block 221). The MBR program is then written to
the address of the original MBR (Block 222) and the systemis re—initialized with the new MBR to install the hard disk

protection program (Block 223).
The boot process performed in response to system start up

under control of the modified MBR program is shown in
FIG. 9. After BIOS has completed its initialization with a
normal termination, the BIOS reads the MBR program
(Block 240) and begins its execution. The modified MBR
program reads the original MBR and partition table from the
hard disk (Block 242) and loads them into memory (Block
244). The hard disk information in the modified MBR
program is then written into the boot record (Block 246) and
the boot record is stored in memory and executed (Block
248). The operating system is loaded (Block 250) and the
system initialization batch file (AUTOEXEC.BAT in DOS
computers) is executed (Block 252). The execution of this
file loads the program components for the access control
program into memory. System control is then transferred to
the operating system (Block 254). Thereafter, interrupts to
access the hard disk are intercepted by one of the program
components which use the modified MBR program and
restored partition table and boot record to control access to
the hard disk.

After the hard disk protection program and access control
program have been installed, the program and the access

_ control program control access to the operating system and
computer resources of the system. Upon system
initialization, the BIOS executes and, at its termination,
activates the hard disk protection program, if installed. This
program controls access to system resources during the
remainder of system initialization and loads the operating
system and program components for the access control
program. Control is transferred to the operating system and
the program components of the access control program limit
user access to the resources identified in restricted lists as set

forth above. I a user attempts to boot the system with a boot
program stored on media or a diskette drive, the boot
program tries to use the hard disk interrupt to look at the
master boot record. In this case, the program is unable to
gain sufficien information to search the hard disk and load
the operating system. If the hard disk protection program is
not installed, system initialization continues with the loading
of the operating system and the program components of the
access contro program, however, the protection provided by
the hard disk protection program is not available. Control is
then transferred to the operating system. Thereafter, the
access contro program intercepts interrupt service calls and
verifies wl1e her the user is authorized to access the

requested resource.
While the present invention has been illustrated by a

description 0 preferred and alternative embodiments and
processes, and while the preferred and alternative embodi-
ments and processes have been described in considerable
detail, it is not the intention of the applicant to restrict or in
any Way limit the scope of the appended claims to such
detail. For example, a file identified by a user identifier may
be generated which contains those resources for which a
user is authorized to use. This list of resources may be used
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to delete any reference to resources in a system file not
contained in the file. Such additional advantages and modi-
fications will readily appear to those skilled in the art.

What is claimed is:

1. A method for limiting a user’s access to computer
resources of a computer system; comprising:

relocating an original master boot record and an original
partition table from a first location to a second location
on a hard disk;

providing a corrupted master boot record and a corrupted
partition table at said first location so that a program
using the corrupted master boot record and said cor-
rupted partition table is unable to initialize said system;
and

using, Via a security protection program, at system ini-
tialization said corrupted master boot record and locat-
ing Via the security protection program, said original
master boot record and said original partition table at
said second location to initialize said computer system.

2. The method of claim 1 further comprising the step of:
controlling computer initialization using said relocated

master hoot record and said relocated partition table;
and

installing a program component for controlling access to
computer resources in a memory of said system prior to
allowing a user to access said computer.

3. The method of claim 1 further comprising the step of:
deleting hard disk information from a boot record; and
storing said hard disk information in said corrupted mas-

ter boot record so that said hard disk information may
be restored in said boot record prior to activating said
boot record.

4. The method of claim 1 wherein said second memory
location is determining from the steps of:

copying the original master boot record to a file during
set-up of the security protection program;

searching the root directory of the hard disk to locate a
cylinder/track/sector address of the file containing the
original master boot record; and

storing the address of the original master boot record for
reference by said corrupted master boot record.

5. Asoftware—implemented system for controlling access
to a hard disk during a computer system initialization
comprising:

a modified master boot record written to a memory
location on a hard disk corresponding to location for an
original master boot record;

a corrupted partition table written to a memory location
on said hard disk corresponding to a location for an
original partition table;

an original partition table stored to a location on said hard
disk different from said corrupted partition table; and

a corrupted boot record written to a memory location on
said hard disk corresponding to a location for an
original boot record whereby said modified master boot
record accesses previously stored information during
system initialization to restore said boot record for
system initialization.

6. The system of claim 5 wherein said modified master
boot record loads a program component for controlling user
access to computer resources before a user is provided
access to a computer.

7. The system of claim 5 said modified master boot record
including:

a protection program identifier so that installation of said
modified master hoot record may be verified.
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8. The system of claim 5 wherein said corrupted partition
table is encrypted.

9. The system of claim 5 wherein said stored disk infor-
mation is removed from said original boot record.

10. A computer implemented method that prevents unau-
thorized access to a computer system, comprising the steps
of:

moving an original master boot record from its original
location to a non-standard location in memory;

creating a modified master boot record by storing a
modified partition table in the modified master boot
record that has different specifications than the original
master hoot record, said modified partition table con-
taining specifications that prevents an operating system
from booting from a diskette, thereby preventing access
to computer system resources;

storing the modified master boot record at the location
corresponding to the original location of the original
master boot record; and

using said modified master boot record to control access
to computer system resources.

11. The method of claim 10 wherein said non-standard

memory location is an arbitrary memory location deter-
mined by a security protection program.

12. The method of claim 11 wherein said arbitrary loca-
tion is determining from the steps of:

copying the original master boot record to a file during
set-up of the security protection program;

searching the root directory of a hard disk to locate a
cylinder/track/sector address of the file containing the
original master boot record; and

storing the address of the original master boot record for
reference by said modified master boot record.

13. A computer implemented method that protects a
computer system from unauthorized access, comprising the
steps of:

accessing a boot record of a hard disk;
changing the boot record data in a manner that prevents an

unauthorized user from accessing the hard disk; and
storing information that enables the original boot record

data to be restored by an access protection program.
14 The method of claim 13 comprising the steps of:
removing disk information from the boot record of the

hard disk; and

storing information removed from said boot record in a
manner that enables the original boot record data to be
restored by the access protection program.

15. The method of claim 14 further comprising the steps
of:

moving a master boot record to a non-standard memory
location difierent than the original location for the
master boot record;

creating a modified master boot record which is stored at
the original location of the master boot record; and

storing information in the modified master boot record
that enables the boot record to be restored by a security
protection program.

16. The method of claim 15 wherein said non-standard

memory location is an arbitrary memory location deter-
mined by the security protection program.

17. The method of claim 16 wherein said arbitrary loca-
65 tion is determined from the steps of:

copying the master boot record to a file during set-up of
the security protection program;
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searching t11e root directory of tl1e 11ard disk to locate a 18. Tl1e method of claim 17 further comprising t11e step of
cylinder/track/sector address of the file cohtaihirlg the corrupting ti partition tabie in gt rnanner that prevents the
master l700t T5C0Td; and computer system from booting.

storing the address of the original master boot record [or
reference by said modified master tmnt record.
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SYSTEM AND METHOD FOR PROTECTING
A COMPUTER AND A NETWORK FROM

HOSTILE DOVVNLOADABLES

PRIORITY REFERENCE TO RELATED
APPLICAIIION

This application is a continuation of and hereby incorpo-
rates by reference U.S. patent application Set’. NO. 03/964,
388, entitled “System and Method for Protecting a. Com-
puter and a Network from I-lostile Downloadables," filed
Nov. 6, 1997, which is now US. Pat. No. 6,092,194, which
claims priority to provisional application Serial No. 60/030,
639, entitled “System and Method for Protecting 3 Com-
puter from Hostile Downloadables," filed on Nov. 8, 1996,
by inventor Shtomo Touboul.

INCORPORATION BY REFERENCE TO
RIIJLTIZD APPLICATIONS

This application hereby incorporates by reference related
US. patent application Ser, No. 08/790997, entitled “Sys-
tem and Method for Protecting a Client from Hostile
Downloadablcs,” tiled on Jan. 29, 1997, which is now US.
Pat. No. 6,167,520, by inventor Shlouro Touboul‘, and
hereby incorporatcs by reference provisional application
Ser. No. 60/030,639, entitled “System and Method for
Protecting a Computer from Hostile l)0wItloadabIes,” tiled
on Nov. 8, 1996, by inventor Shlomo Tc-uboul.

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates generally to computer networks.
and more particularly provides a system and method for
protecting a computer and a network from hostile Down-
loadables.

2. Description of the Background Art
The Internet is currently a. collection of over 100,000

individual computer networks owned by governments,
universities, nonprofit groups and companies, and is expand-
ing, at an accelerating rate. Because the Lnternetis public, the
Internet has become a major source of many system dam-
aging and system fatal application programs, commonly
referred to as “viruses."

Accordingly, programmers continue to design computer
and computer network searriry systems for blocking these
viruses from attacking both individual and network com-
puters. On the most pan, these security systems have been
relatively successful. However, these security systems are
not configured to recognize computer viruses which have
been attached to or configured as Downloadable application
programs, commonly referred to as “DownJoadablm." A
Downloadabie is an executable application program, which
is downloaded from a source computer and run on the
destination computer. Downloadable is typically requested
by an ongoing process such as by an Internet browser or web
engine. Examples of Downloadahles include Java“ applets
designed for use in the Java“ distributing envirournent
developed by Sun Microsystems, [ne., lavascript scripts
also developed by Sun Microsystems. I_nc.. Ar:tiveX’“ con-
trols designed for use in the Act1veX'“‘ distributing envi-
ronment developed by the Microsoft Corporation. and 7
Visual Basic alsn developed by the Micmmft Cflljlnrflllflfl.
Therefore, a System and method are needed to protect anetwork from hostile Downlondablcs.

SUMMARY OF THE INVENTION

The present invention provides a system for protecting a
network from suspicious Downloadables. The system com-

2
prises a security policy. an interface for receiving a
Downloadablc, and a comparator, coupled to the interface,
for applying the security policy to the Downloadable to
determine it the security policy has been violated. The
Dowrtloadable may include a Java“ applet, an ActiveX“‘
control, a JavaScript'”‘ script, or a Visual Basic script. The
security policy may include a default soctlrity policy to be
applied regardless of the client In whom the Dovmloadable
is addressed, aspecific security policy to be appliedbrised on
the client or the group to which the client belongs, or a
specific policy to hr: applied based on the clientjgroup and on
the particular Downloadable received. The system uses an
[D generator to compute a Downloadable ID identifying the
Dnwnloadable, preferably, by {etching alt components of the
Downloadahle and perfomting a hashing Function on the
Downloadable including the fetched components.

[—‘ur‘tlaer, the security policy may indicate several tests to
perform, urcluding (1) at comparison with known hostile and
non-hostile Downluadables; (2) a Comparison with Down-
loadables to be blocked or allowed per administrative over-
ride; (3) a comparison of the Downloadable security profile
data against access control list-:; (4) a comparison nf a
certificate embodied in the Downloadable against trusted
certificates; and (5) a comparison of the URL from which the
Downioadable originated against trusted and untrustcd
URL9. Based on these tests, a logical engine can determinewhether to allow or block the Dowriloadahle.

The present invention further provides a method for
protecting a computer from suspicious Downloadables. The
method comprises the steps of receiving a Downloadable,
comparing the Dcwnlcadable against .1 security policy to
determine if the security policy has been violated, and
discarding the Downloadable if the security policy has beenviolated.

It will be appreciated that the system and method ofthe
present invention may provide lJJl]_1pLllBF prulectiuri from
known hostile Downlloadablcs. The system and method of
the present invention may identify Downloadables that
perform operations deemed suspicious. The system and
method of the present invention may examine the Down-
loadable code to determine whether the code contains any
suspicious operations, and thus may allow or block the
Downloadable accordingly.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a network system,
in accordance with the present invention;

FIG. 2 is a block diagram illustrating details of the
internal network security system nf FIG. 1',

FIG. 3 is a block diagram illustrating details of the
security program and the scctuity database of FIG. 2.;

FIG. 4 is a block diagram illustrating details of the
security policies of FIG. 3;

FIG. 5 is a block diagram illustrating details of the
security management console of HG. 1;

FIG. 6Ais a flowchart illustrating a method of examining
for suspicious Downloadables, in accordance with the
present invention;

FIG. 6B is a flowchart illustrating details of the step for
finding the appropriate ser:u.rity policy of 6A;

FIG. 6C is a flowchart illustrating a method for determin-
ing whether an incoming Dcwnloadable is to be deemed
suspicious;

FIG. 7 is a flowchart illustrating details of the FIG. 6 step
of decomposing a Downloadable; and
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FIG. 8 is a flowchart illustrating a method 800 for
generating a Dovmloadahle ID for identifying a Dow1'1load—able.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

FIG. 1 is a block diagram illustrating a network system
100, in accordance with the present invention. The network
system 100 includes an external computer network 105,
such as the Wide Area Network CWAN) commonly referred
to as the Internet, coupled via a Communications channel
125 to an internal network security system 1.10. The network
system 100 further includes an internal computer network
ll5. such as a corporate Local Area Network (LAN),
coupled via a communications channel I30 to the internal
network computer system 110 and coupled via a communi-
cations channel 135 to a security management console 12!].

The internal network security system 110 examines
Downloadables received from external computer network
105, and prevents Downloadables deemed suspicious from
reaching the internal computer network 115. It will be
further appreciated that a Dnwnluadablc is dccttterl .<ttr.pi-
cious if it performs or may perform any undesirable
operation, or if it threatens or may threaten the integrity of
an internal computer network LL's component. It is to be
u.ndt:r5tood that the term “suspicious” includes hostile,
potentially hostile, tl]:tElESl.l‘3l3l.C, potentially undesi.rab1e,etc.
Security management console 120 enables viewing, ntodi~
fication and configuration of the internal network security
system 110.

FIG. 2 is a block diagram illustrating details of the
internal network security system 110, which includes a
Central Processing Unit (CPU) 205, szttch as an Intel Pen»
tium® microprocessor or it Motorola Power PC'®
microprocessor, coupled to a signal hos 220. The internal
network security system 110 further includes an external
communications interface 21!} coupled between the com-
munications channel 125 and the signal hos 220 for receiv-
ing Downloadahtes from external computer network H15,
and an internal communications interface 225 coupled
between the signal bus 220 and the communications channel
130 for forwarding Dowuloadnbles not deemed suspicious
to the internal computer network 115. The external commit-
rtications interface 210 and the internal communications
interface 225 may be functional components of an integral
communications interface (not shown) for both receiving
Downloadables from the external computer network 105 and
forwarding Downlnadables to the internal wtnputer network115.

internal network security system L10 further includes
Input/Output (I,-'0) interfaces 215 (such as a keyboard,
mouse and Cathode Ray Tube (CRT) display}, a data storage
device 230 such as a magnetic disk. and a Random—Access
Memory (RAM) 235, each coupled to the signal bus 220.
The data storage device 230 stores a security database 240,
which includes security information for determining
whether a received Downloadable is to be deemed suspis
cious. The data storage device 2.50 further stores a users list
260 identifying the users within the internal computer not-
work 115 who may receive Download ables, and an event log
245 which includes determination results for each Down-
loadable examined and rtmtime indications of the internal
network security system 110. An operating system 250
controls processing by CPU 205, and is typically stored in
data storage device 2.30 and loaded into RAM 235 (as.
illustrated} for execution. A security program 255 controls

4
examination of incoming Downloadables, and also may be
stored in data storage device 230 and loaded into RAM 235
(as illustrated) for execution by CPU 205.

FIG. 3 is a block diagram illustrating details of the
security program 255 and the security database 240. The
security program 255 includes an ID generator 315. a policy
finder 317 coupled to the ID generator 315, and a fir-st
comparator 320 coupled to the policy finder 317'. The first
comparator 31.0 is coupled to at lomcal engine 333 via four
separate paths. namely/,via Path 1, via Path 2, via Path 3 and
via Path 4. Path 1 includes a direct connection from the first
cotnparator 320 to the lr.-gical engine 333. Path 2 includes a
code scanner coupled to the first comparator 320, and an
Access Control List (ACL) comparator 330 coupling the
code scanner 325 to the logical engine 333. Path 3 includes
a certificate scanner 340 coupled to the first comparator 320,
and a certificate onmparator 345 coupling the certificate
scanner 340 to the logical engine 333. Path 4 includes a
Unifonrt Resource Locator (URL) comparator 350 coupling
the first comparator 320 to the logical engine 3330. A
rcr:ord—keeping engine 335 is coupled between the logical
engine 333 and the event log 245.

The security program 255 operates in conjunction with
the security database 240, which includes security policies
305, known Dowuloadables 307, known Certificates 30-9
and Downloadable Security Profile (DSP) data 310 oorre«
spending to the known Downloadahles 307. Security pol.i~
cies 305 includes policies specific to particular users 260 and
default (or generic) policies for determining whether to
allow or block an incoming Downloadahle. These security
policies 305 may identify specific Downloadables to block,
specific Downloadables to allow, or necessary criteria for
allowing an unknown Dowrtloadable. Referring to FIG. 4,
security policies 305 include policy selectors 495, access
control lists 410, trusted certificate lists 415, URL rule bases
420, and lists 425 of'l')ownlnnd:th1es to allow or to blockper
administrative override.

Known Downloadables 307 include lists of Download-
ables which Original Equipment Manufacturers (OEMB)
know to be hostile, of Downloadables which OEMS know to
he rlfln-l1()Sl‘llB, and of Flrtwrtlnadables previously received
by this security program 255. DSP data 310 includes the list
of all pulendally hostile or suspicious computer operations
Lhat may be attempted by each known Downloadahle 307,
and may also include the respective arguments of these
operations. An identified argument of an operation is
referred to as “resolved." An unidentified argument is
referred to as “unra;olved." DSP data 310 is described below
with reference to the code scanner 325.

'lhc ID generator 315 receives a Downloadahle (including
the URL from which it came and the userID of the intended
recipient) from the external computer network 105 via the
external communications interface 2K0, and generates a
Downloadablc ID for identifying each Downloadahle. The
Downloadable ID preferably includes a digital hash of the
complete Downloadablc code. The ID generator 315 pref-
erably prefetches all components embodied in or identified
by the code for Downloadable ID generation. For example,
the ID generator 315 may prcfctch all elamcs embodied in
or identified by the Java“ applet by1et:.ode to generate the
Downloadable ID. Similarly, the ID generator 315 may
retrieve all components listed in the INF file for an
ActiveX'"‘ control to compute a Downloadable ID.
Accordingly, the Downloadable {D for the Downloadahle

I will be the same each time the ID generator 315 receives the
same Downloadable. The [D generator 315 adds the gener-
ated Downloadable ID to the list of known Downloadahles
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30’? (if it is not already listed). The ID generator 315 thenforwards the Downloadahle and I)ow'nlr>arl:ihle [D In the
policy finder 317.

The policy ftndcr 317 uses the userID of the intended user
and the Downloadable FD to select the specific security
pohcy 305 that shall be applied on the received Download-
ablc. If there is a specific policy 305 that was defined for the
user (or for one of its super groups) and the Downloadahle,
their the policy is selected. Otherwise the generic policy 305
that was defined tor the user (or for one of its super groups)
is selected. The policy finder3I7 then sends the policy to the
first comparator 320.

The first comparator 321) receives the Downloadable, the
Downtoadable ID and the security policy 305 from the
policy finder 317. The first comparator 320 examines the
security policy 305 to determine which steps are needed for
allowing the Dowrtloaclable. For example. the security
policy 305 may indicate that. in order to allow this
Downloadable, it must pass alt four paths, Path 1, Path 2,
Path 3 and Path 4. Alter uativcly, the security policy 305 may
indicate that to allow the Downloadable, the it must pass
only one of the paths. The first comparator 320 responds by
Forwarding the proper information to the paths identified by
the security policy 305.

Path 1

in path I, the first comparator 320 checks the policy
selector -505 of the security policy 305 that was received
from the policy tinder 317. [fthe policy selector 405 is either
“Al.lowed"' or “Blocked,” then the firs! comparator 320
forwards this result directly to the logical engine 333.
Otherwise, the first comparator 320 invokes the comparisons
in path} and/or path 3 and/or path 4 based on the contents
of policy selector 495. It will be appreciated that the first
comparator 320 itself compares the Downlondtible [D
against the lists of Downloadables to allow or block pcr
administrative override 425. That is, the syrxern security
administrator can define specific Dowrtloadables as"Allowed" or “Blucked."

Alternatively, the logical engine 333 may receive the
results of each of the paths and hased on the policy selector
405 may institute the final determination whether to allow or
block the Downloadable. The first comparator 320 informs
the logical engine 333 of the results of its comparison.

Path 2

In path 2, the first comparator 2-20 delivers the
Downloadablc, the Downloadable ID and the security policy
305 to the code scanner 325. If the DSP data 310 of the
received Downloadablt: is k.uowu, tlie co-lc scanner 325
retrieves and forwards the information to the ACI. compara-
tor 330. Otherwise, the code scanner 325 resolves the DSP
data 310. That is, the code scanner 325 uses conventional
parsing terhniquizs. to decumpttse. the code (including, all
prefelched components) of the Downloadable into the DSP
data 310. DSP data 310 nicludes the List of all potentially
hostile or suspicious computer operations that may be
attempted by a specific Downloadable 307, and may also
include the respective arguments of these operations. For
example, DSP data 310 may include a READ from a specific
file. a SEND to an unresolved host, etc. The code scanner '
325 may generate the DSP data 310 as a list of all operationsLn the Downloadable code which could ever be deemed
potentially ltusLile and a list of all files to be accessed by the
Downloadable code. It will be appreciated that the code
scanner 325 may search the code for any pattern, which is
undesirable or suggests that the code was written hy ahacker,

6
An Example List of Operations Deemed PotentiallyHostile

File operations: READ a file, WRlTE a file;
Network operations: LlS'l‘l:'N on a mket, CONNECT to

a socket, SEND data, RECEIVE data, VIEW INTRA-
NET‘,

Registry operations: READ a registry item, WRITE a
registry item;

Operating system operations: EXIT WINDOWS, EXH‘
BROWSER, START PROCESS/THREAD, KILL
PROCESS/THREAD, CHANGE PROCESW
THREAD Pl{lUlU'I'Y, l)YNAMiCALLY LOAD A
CLASSHLIBRARY, etc,‘ and

Resource usage Lhresholds: memory, CPU, graphics, etc.
In the preferred cmhrxiiment, the code scanner 325 performs
a full-content inspection. However, for improved speed but
reduced security. the code scanner 325 may examine only a
portion of the Downloadable such as the Dowiiloadable
header. The code scanner 325 then stores the DSP data into
DSP data 310 (corresponding to its Downloadable ID), and
sends the Downloadnhie, the DSP data to the ACL corn-
parator 330 for comparison with the security policy 305.

lhe AC1, comparator 330 receives the Dowrtloadable, the
corresponding DSP data and the security policy 305 fi'r_iu.t the
code scanner 325, and compares tht: DSP data against the
security policy 305. That is, the ACI. comparator 330
compares the DSP data of the received Downloadahle
against the access control lists 410 in the received security
policy 305. The access onntml list 410 contains Criteria
indicating whether to pass or fail the Downloadable. For
example, an access control list may indicate that the Down-
loadahle fails if the DSP data includes a WRITE command
to a system tile. 'lhc ACL comparator 330 sends its results
to the logical engine 333.

Path 3

In path 3. the certificate scanner 340 determines whether
the received Downloadable was signed by a certificate
authority, such as VeriSr'g:i, ll]C., and scans for a certificate
embodied in the Downloadaiile. The certificate scanner 3-1-0
Forwards the found certificate In the certificate comparator
345. The certificate comparator 345 retrieves known certifi-
cates 309 that were deemed trustworthy by the security
administrator and compares the found certificate with theknown certificates 309 to determine whether the Download-
able was signed by a misled certificate. The certificate
comparator 345 sends the results to the logical engine 333,

Path 4

In path 4, the URL comparator 350 examines the URL
identifying the source of the Dnwnlnadahlc against URL;
stored in the URL rule liatse 42.0 to determine whether the

_ Downloadahle comes from a trusted source. Based on the
security policy 305, the URL comparator 350 may deem the
Downloadable stispiciotts if the Dowiiloadable comes from
an untrustworthy source or if the Downloadahle did not
come front a trusted source. For example, if Ltie Downluadu
able comes from a known hacker, then the Downloadahle
may be deemed suspicious and presumed hostile. The URI,
comparator 350 sends its results to the logical engine 3.33.

The logical engine 333 examines the results of each ofthe
paths and the policy selector 405 in the security policy 305
to determine whether to allow or block the Downloadable.
The policy sclectnr 405 includes a logical expression nt°t.he
results received from each of the paths. For example, the
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logical engine 333 may block a Downioadahle ifit fails any
one oftla: paths, i.c., if the Dowrrloadable is known hostile
(Path 1), if the Downloadablc may request suspicious opera-
tions (Path 2), if the Downloadable was not signed by a
trusted certificate authority (Path 3), or if the Dowulcadable
did came from an untrustworthy source (Path 4), The iogical
engine 333 may apply other logical expressions according to
the policy selector 405 embodied in the security policy 306.
If the policy selector 405 indicates that the Downloadable
may pass, then the logical engine 333 passes the Download-
al:-lc to its intended recipient. Otherwise, if the policy
selector 405 indicates that the Dowrrloaclnble should be
blocked, then the logical engine 333 forwards a non-hostile
Downloadable to the intended recipient to inform the user
that internal network security system L10 discarded the
original Downloadable. Further, the logical engine 333
forwards a status report to the record-keeping engine 335,
which stores the reports in event log 245 in the data storage
device 230 for subsequent review, for example, by the MIS
director.

FIG. 5 is at block diagram illustrating details of the
security managemc nt console 120, which includes a security
policy editor 505 coupled to the corrrnrunicaiions channel
135, an event log analysis engine 510 coupled between
communications channel 135 and a user notification engine
515. and a Downloadable database review engine 520
coupled to the communications channel 135. The security
management console I20 further includes computer com-
ponents similar to the computer components illustrated inFIG. 2.

The security policy editor 505 uses an U0 interface
similar to 1/0 interface 215 for enabling authorized user
modification of the security policies 305. That is, the secu-
rity policy editor 505 enables the authorized user to modify
specific security policies 305 corresponding to the users 260.
the default or generic security policy 305, the Download-
ablcs to block pcr administrative override, the Download-
ahle-: to allow per administrative override, the trusted cer-
tificate Lists 415, the policy selectors 405, the access control
lists 410, the URLs in the URL rule bases 420. etc. For
example, if the authorized user learns of a new hostile
Dowrrloadablc, than the user can add the Downloadable to
the Download ables to block per system override.

The event log analysis engine 510 examines the status
reports contained in tire event log 245 stored in the data
storage device 230. The event log analysis engine 510
determines whether notification of the user (e.g., the security
system manager or MIS director) is warranted. For example,
the event log analysis engine 510 may warrant user notifi-
cation whcmzvcr ten (10) st.tspir:iou.s lkrwnlnadahlos have
been discarded by internal network security system 110
within a thirty (30) minute period. thereby flagging n poten-
tial imminent security threat Accordingly, the event log
analysis engine 510 instructs the user notification engine 515
to inforrrr the user. The user notification engine 515 may ,
send an e-mail via internal communications interface 220 or
via external communications interface 210 to the user, or
may display a message on the user’s display device (not
shown).

FIG. 6A is a flowchart illustrating a method 600 for
protecting an internal computer network 115 from suspi-
cious Dowrrloadables. Method 600 begins with the ID
generator 315 in step 602 receiving a Downlnadable. The ID
generator 315 ir1 step 604 generates 21 Downloadable ID
identifying the received Downloadable, preferably, by gen-
erating a digital hash of the Downloadable code (including
prefctched components). The policy finder 317 in step 606

H
finds the appropriate secttrity policy 305 "corresponding to
the u.<crIl') specifying intended recipient (or the group to
which the intended recipient belongs) and the Download
able, The selected security policy 305 may be tire default

5 security policy 305. Step 606 is (lC8Cl'll)C(.l in greater detailbelow with reference to FIG. 6B.

The ftrsi comparator 320 in step 603 examines the lists of
Downloatdabtes to allow or to block per administrative
override 425 against the Downlo.-rdzible ID of the incoming
Downloadable to determine whether to allow the Down-
loadable autornatically If so, then in step 612 the first
cnrrrparator 320 sends the results to the logical engine 333
Hnot,1t1en the method 600 proceeds to step 610. In step 610,
the first comparator 620 examines the lists of Download-
ables to block per administrative override 425 against the
Downloadable ID of the inmming Downloadahle for deter-
mining whether to block the Downloarhrlrlc automatically. If
so, then the first comparator 420 in step 612 sends the results
to the logical engine 333. Otherwise. method 600 proceeds
to step 614.

In step 614. the first comparator 320 determines whether
the security policy 305 indicates that the Downloaclable
should be tested according to Path 4. lfnot, then method 690
jumps to step 618. If so, then the URL comparator 350 in
step 616 compares the URL embodied in the incoming
Downloadnble against the URL; of the URL rules bases 42!],
and then method 600 proceeds to step 618.

In step 618, the firs: comparator 320 determines whether
the security policy 305 indicates that the Downloarlahle
shnulrl heresterl according to Patti 2. If not, then method Ell]
jumps to step 626. Otherwise, the code scanner 235 in step
626 examines the DSP data 310 based on the Downloadable
ID of the incoming Downloadable to determine whether the
Downloadable has been previously decomposed. If so, then
method 600 jumps to step 630. Otherwise, the L‘Udt$ scanner
325 in step 628 decomposes the Downloadable into DSP
data. Downloadable decomposition is described in greater
detail with reference to FIG. 7. In step 630, the ACI.
comparator 330 compares the DSP data of the incoming
Duwuloatlable against the access control lists 410 (which
include the criteria. necessary for the Downloadable to fail or
pass the test).

In step 620, the first comparator 320 determines whether
the security policy 305 indicates that the Downloadable
should be tested according to Path 3. If not, then method 600
returns to step 612 to send the resuits of each of the lat
performed to the logical engine 333. Otherwise, the certifi-
cate seanner 612 in step 622 scans the Downloadahle for an
embodied certificate. The certificate comparator 345 in Stop624 retrieves trusted oertificates from the trusted certificate
lists (TCL) 415 and compares the embodied certificate with
the trusted certificates to determine whether the Download-
able has been signed by a tnrsted source. Method 600 then
proceeds to step 612 by the certificate scanner 345 sending
the results of each of the paths taken to the logical engne
333. The operations of the logical engine 333 are described
in greater detail below with reference to FIG. 6C. Method
6|!) then ends.

One skilled in the art will recognize that the tests may be
performed in a different order, and that each of the tests need
not he performed. Further, one skilled in the art will recog-
nize that, although path 1 is described in FIG. 6:1 as an
automatic allowance or blocking, the results of Path 1 may
be another predicate to be applied by the logical engine 333.
Further, although the tests are shown serially in FIG. 6A, the
tests may he perfonned in parallel as illustrated in FIG. 3.
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FIG. 6B is a flowchart illustrating details of step 606 of
FIG. 6A (referred to herein as method 606). Method 606
begins with the policy finder 317 in step 650 determining
whether security policies 305 include a. specific security
policy corresponding to the use1']D and the Downloadable.
If so, then the policy finder 317 in step 654 fetches the
corresponding specific policy 305, If not, then the policy
finder 317 in step 652 fetches the default or generic security
policy 305 corresponding, to the 1.LserlD. Method 606 then
ends.

FIG. 6C is rt flowchart illustrating details of a method 655
for determining whether to allow or to block the incoming
Downloadable. Method 655 begins with the logical engine
333 in step 660 receiving the results from the first compara-
tor 320, from the ACL comparator 330. from the mrtificale
curnparalor 345 and iron] the URL comparator 3'50. The
logical engine 333 in step 662 compares the results with the
policy selector 405 embodied in the security policy 305, and
in step 664 determines whether the policy selector 405
confirms thr: pass. For example, the policy selector 405 may
indicate that the logical engine 333 page the Downloarlablc
if it passes one of the tests of Path 1, Path 2, Path 3 and Path
4. Ifthe policy selector 405 indicates that the Downloadable
should pam, then the logical engine 333 in step 666 pames
the Downloadable to the intended recipient. In step 668, the
logical engine 33 sends the results to the record-keeping
engine 335, which in |u.r1:r stores the results in the event log
245 for future review. Method 655 then ends. Otherwise, if
the policy selector 405 in step 664 indicates that the Down-
loadal:-le should not pass, then the logical engine 333 in step
670 stops the Downloadahle and in step 672 sends a non-
hostile substitute Downloadahle to inform the user that the
incoming Downloadahle has been blocked. Method 655 then
jumps to step 663.

FIG. 7 is a flowchart illustrating details of step 628 of
FIG. 6A(referred to herein as method 628) for decomposing
a Downloadable into DSP data 310. Method 628 begins in
step 705 with the code scanner 325 disassembling themachine code of the Downloadablc. The code scanner 325
in step 710 resolves a respective command in the machine
code, and in step 715 determines whether the resolved
command is suspicious (e.g., whether the command is one of
the nperatinns identified in the list described above with
reference to FIG. 3]. Ifnot, then the code scanner 325 in step
725 detcrnztines whether it has completed decomposition of
the Downloadahle, i.e._. whether all operations 1.11 the Down-
loadahle code have been resolved. If so, than method 628
ends. Otherwise, method 628 returns to step 710.

Otherwise, if the code scanner 325 in step 71 dctcrrnincs
thattlic resolved comlnaricl is Sus.pcr:l,ti1cI‘l the code scanner
325 in step 720 decodes and registers the suspicious com-
mand and its command parameters as DSP data 310. The
code scanner 325 in step 7'20 registers the commands and
command parameters into a format based on command class
(e.g., file operations, network operations, registry
operations, operating system operations, resource usage
thresholds). Method 628 then jumps to step 725.

FIG. 8 is a flowchart illustrating a method 800 for
generating a Downloadabie ID for identifying 3 Download-
ahte. Method 800 begins with the ID generator 315 in step
810 receiving a Downloadable from the external computer
network 105. The ]_D generator 315 in step 820 may fetch
some or all coinpoueuts referenced in the Downloadablc
code, and in step 830 includes the fetched components in the
Downloadahle code. The ID generator 315 in step 840
perlorms a hashing function on at least a portion of the
Downlnarfable code to genera Le a l‘mwnloa(lahlcIl‘l.'l11ell)

10
generator 315 in step 854} slows the generated Download»
able ID in the security database 240 as 2 reference to the
DSP data 310. Accordingly, the Downioadable ID will be the5a.n:rc for the identical Dowriloadable each time it is encoun-
xered.

The foregoing description of the preferred embodiments
of the invention is by way of example only, and othervariations of the above-described embodiments and methods
are provided by the present invention. For example,
although the invention has been described in a system for
protecting an internal computer network, the invention can
be embodied in a system for protecting an individual mm-
potcr. Components of this invention may be implemented

a prugraintuc-r.l general purpose digital computer, using
application specific integrated circuits, or using a network of

' interconnected conventional components and circuits. The
embodiments described herein have been presented {or
purposes ofillristration and are not intendrx] to be fl)LlJ.aLlSl.lVc
or limiting. Many variations and modifications are possible
in light of the foregoing teaching. The system is limited only
by the following claims.What is claimed is:

1. Acomputcr-based method for generating a Download-
able [D to identify a Downloadable, comprising:

obtaining a Downloadable that includes one or more
references to software components required to be
executed by Lhe Downloaclable;

fetching at least one software component identified by the
one or more references; and

performing a hashing function on the Downloadable and
the fetched software components to generate a Down-
loadable ID.

2. The method of claim I, wherein the Downloadabie
includes an applet.

3. The method of claim 1, wherein the Downlnadahle
includes an active software control.

4. The method of claim 1, wherein the Downloadablc
includes a plugin.

5. The method of claim 1, wherein the Downloadable
includes HTML code.

6. The method of claim 1, wherein the ll-ownloadable
includes an application program.

7'. The method of claim I, wherein said fetching inclrides
fetching a firs: software component referenced by the Down-loadable,

B. The method of claim 1, wherein said fetching includes
fetching all software components referenced by the Down-loadable.

9..-Xsystem for generating a Downloadable ID to identify
a Downloariable, comprising:

a mmmunications engine for obtaining a Downloadablc
that includes one or more references to software com-
ponents required to be executed by the Downloadahlc;and

an ID generator coupled to the communications engine
that fetches at least one software component identified
by the one or more references, and for performing a
hashing function on the Duwuluadalile and the fetched
software components to generate a Downioadabie ID.

10. The system of claim 9, wherein the Downloadable
includes an applet.

1.1. The system of claim 9, wherein the Downloadaiile
includes an active software control.

12. The system of claim 9, wherein the Downloadablc
includes a plugin.

13. The system of claim 9. wherein the Downloadableincludes HTML code.
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14. The system of claim 9, wherein the Downloadable
includes an application program.

15. The system ui claim 9, WlI|t.’Itt-111 the ID generator
fetches a first software component referenced by me Down-
loadable.

16‘ The method of claim 9, wherein the ED generator
fetches all software components referenced by the Down-
loadable.

17‘ A system for generating a Downjoadahle ID to iden-
tify a Downloadable, comprising:

means for Obtaining a Downloadable that inciudes one or
more references to software components required to be
executed by the Dnwnloadable;

means for fetching at least one software component
ldfifillfifid by the one or more references; and

12
means for pcrforrning a hashing function on the Down-

loadable and the {melted SL\[[W21.l'L‘ components to gen-erate a Downloadable ID.

13.Aoon1putcr-readable storage medium storing program
5 code for causing a computer to perform the steps of:

10

obtaining er Downloadahle that includes one or more
references to software components required to be
executed by the Uownloadablc;

fetching at least one software component identified by the
one or more references; and

performing a hashing function on the Downloadable and
the fetched software components to generate a Down-
loadable ll).
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MarcA. So-ckoi. Reg. No. 4D‘El23

arm Squire, Sanders 8. Dempsey, L.L.P.
individuat name 50° Ham" Wat’

Paio Alto, CA 94304-1043
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CERTIFICATE OF TRANSMISSION/MAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal
Service with sufficient postage as first class maii in an envelope addressed to: Commissioner for Patents. PO‘ Box ‘I450.Alexandria, VA 22313-1450 on the date shown below.

Typed or printed name Eileen M. JaniKowski
. I

:11. or‘ ' - E August31,2Do4
This coliacbon ofrmmaiion m reczuirld by 3? CFR 115. rrlnrrrimion PS requzreoto obtain or retain a blnafit by the public which is In rig (am: by me use-cl mnmceui In applrcanoim
Confidentiality is governed t:y35 U5 C 122 and 37 ' 1.14 This wllocllon is arrllmatod to 12 m1n.rl.s5 to oornpiere including ga'hannq_ preparing, and subrruiding the completed appiianuor
fcnn to than LJSPTO Time will vary depending won the individual case Any |'.‘l)tl'll'ltl£l'|i5 on the nniorrt or time you require to corripiata this form Im'l.iriratiqgost.n:r1s tor 'al:ruoIna t-us bwuen,
should zie sent to me Cl1+otlrL‘ormai.lon Oif-oar, US‘ F-‘alantmzl Trademark O1I'oe.U.S.Dcp&'t1nar\1oi' Commerce P.C).Bo)<1450,Alexarndna,VA 27313-1450 DO NOT SEND FEES CRCOMPLETED FCRMS TO THIS ADDRESS, SENS TD: Commissioner for Patents. P.O. Box 1I|SD,A.iux1ndrll, VA 12313-1450.

iryou need assistance in oon-rotating iris for-rn, cal‘ ‘L900-DTOLQTEB and salad option 2.
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PART B - FEE(S) TRANSMITTAI

Complete and send this form, together with applicable fee('s), to: Mail Mail Stop ISSUE FEECornnijssioner for Patents
PO. Box 1450
Alexandria, Virginia 22313-1450

or Egg (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required]. Blocks l through 4 should be completed where
up ropriate. All fnrtlier corrcspoiidciice including the Patent, advance orders and notilicatiori of maintenance fees will be mailed to the current correii'¥i_:dei-ice address asingicated unless corrected below or directed otherwise in Block I, by (3.) specifying a new correspondence address; and/’or (b) mdicating a separate " 2: ADDRESS" formaintenance fee notifications.

CUR"E“"“°K“J‘-9P“NDME‘*DDRE55 (N°“"-‘SMY '““”"'-ll’ “"”"“3’ 3"“"“”'°"‘-"°“““B'°““” Note: A certificate of mailjn can only be used for domestic mailings of the
Fee(s) Tiansmifial. This certiigicate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must30256 7590 06/0-mlllld ave its own certificate ofmailing or ti-ansiruiision.

& Certificate of Mailing or Transmission
500 HANSEN WAY ‘sllfiiib .i?;§i“”?§$‘£‘e”3i?§§S ‘..§L’§?E’S§i‘?$J§Ji°§‘r§t‘iiE§§‘§n°:§ii‘llfha.§h§n‘i§f;‘§i‘
PALO ALTO, CA 94304-1043 addressed to the Mail Stop ISSUE FEE address above, or being facsin-uletnmsmittad to the USPTO, on the date indicated below.

Eileen M. Janikowski .;pqmmm..;

%!.
Auus 31 2004 <0-==>

APPLICATION No. FIRST NAMED nwenron ATTORNEY oocio-zr NO. CONHRMATFON NO.
09/539,667‘ 03f30/2000 Slilomo Toubuul -$6492-.~ErBfi1*r B436~—l 3~.u.r,_ D0 or I

STELE DOWNLOADABLES

APPLN. TYPE SMALL EN'l‘l'l‘Y ISSUE FEE PUBLICATION FEE

‘ S0noriprovisional

REVAK1 CHRISTOPHERA 213! 7l3-181000

U9!(l7f20 D4

1. Change ofcorresporidcnce address or indication of "Fee Address” (37 2, For printing on the patent front pag , list (l) the .
CFR-1-363)‘ names of up to 3 registered patent cattorneys or 1 Sqlll re s Sanders 8‘

D Change of cone orideiice address (or Change of Correspondence 33511“ OR’ ummannvcly’ (2) “"3. mm‘: or 3‘ Sing“: Dempgéy 3 E - L ' P ~
Address form PTO/ EH22) attached, firm (having as a member a registered aitomey or 2 _

__ __ ,‘ _ __ H , . agent) and the names or" up to 2 registered patent
iE'r§i%°a‘?$‘-‘ESSV %°l’ci‘2"‘“§L"n§%it~‘:.?§c?.‘3‘1fi$§‘ii.$d’:§i‘§‘?.’i§°3.m.m a‘¥°“1*=vS .°r ram 1*‘ "0 “Mr is “3*=¢ -10 W= 3
Number is required. “"11 P‘ P“m°d-

3. ASSIGNJEE NAME AND RESIDENCE DATA TO BE PRJNTED ON Tl"lI-I PATENT (print or type)

PLEASE NOTE: Unless an assi%ee is identified below, no assignee data will appear on the patent. Inclusion of assignee data is onl _a.pproprii;_ite when an assignment has
been previously submitted to the SPTO or is being submitted under separate cover. Completion of this form is NOT a substitute for fr Lng an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

FINJAN SOFTWARE, LTD. Nl-ITANYA, ISRAEL

Please check the appropriate assignee category or categories (will not be printed on the patent); Cl individual C] corporation or other private group cnttty D governrnent
43. The following fei=(s} are enclosed: 4b, l’ayrne1itofFcc{s):

ill Issue Fee D A check in the tunount ofthe fee(5) is ericlused.
C] Pubiicati on Fr.-i: LLI Payment by credit card. Form PTO-2038 is attached.

D Advance Order - til ofCopies Hm: Director is hereby authorized bE charge the required fee(s), or credit any over-payrncnt. toDeposit Account Nuinbcr (enclose an entire copy ofdns form
Director for Patents is requested to apply the ls.s=.ie

I in
For and Publication Fee (ifany) or to rc-apply any previously paid issue fee to the application identified above.

(Authorized Signature} “ Pi’ (Dare;
Marc A. Sockol, Reg. No. 40,82 August 25, 2064
NOTE; The Issue Fee and Publication Fee (if required) will not be accepted fi'oiii anyone
other than the applicant; a registered attorne or alpent; or the assignee or other party inIDIGTESTI as shown 3: the records of the United tutcs atom and Tradcmiirk Office.

This collection of information is re uired by 37 CFR 1.311. The inforrnation is required to
obtain or retain a ben_efi_t by the pu lic which is to file {and b the USPTO to process) an
application. Confidentizility is governed by 35 U,S.C. J22 and 3'?'CFR_l.l4. This collection is
oat-limited II: rilte [2 minutes to corn late including gathenng, preparing, and submitting the
completed application Form to the SPPO Time will vary depending upon the individualcase. Any comments’ on the amount of time you require to corn etc this form imdfor
suggestions for reducing this burden, should be sent to the Chief in ormiation Officer, US.
Patent and Trademark Officc. U.S. Definltrienl of Commerce, Alexandria, Vir nia
22313-1450. DO _NQT SEN) FEES OR CONEPLETED FORMS TO THIS ADD. SS.
SEND TO: Commissioner for Patents, Alexandria, Virginia 22313-1450,

Undeijthe Papenvorlc Reduction Act of ]995_, no fiersons are required no respond to acollection ofizifonnation unless it displays a valid OM control number.

TRANSMIT THIS FORM WlTH FEIZ(S)

PTOL-S5 (Rev. EH03) Approved for use thmngh Gri/3040004. OMB 065 l-U033 U.S. Pattern and Trademark Office; UQSA DEPARTMENT OF COMMERCE

FJN 013039
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Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or 3;; :03) 746-4000

INSTRUCTIONS This form should be used for nnnsniitting the lSSUE FEE and PUBLICATION FEE (if required . B1o<_:l<.s i tiirougii 4 snould he completed where
up ropriate. All .:‘.lrIi'_lC1' eorrespoutlence including the Patent, advance orders anil_notifica:ion of maintenance fees will e rnnJ_le_d to current cor: ondence address as
in _'cate:l unless CDI‘l'§CL'C§l below or directed ntherwise in Block 1, by (3) specifying a new correspondence aduress; 3.nd.’or {b) indicating a separate " EE ADDRESS" formaintenance fee nDtlI1CatlOfl.S.

CURRENT COkl<.E:.$i-‘UNDEN-CE ADDRESS (Note: Le-gibly mark-Lip with any corrections oruse Blosk l)

@ PARTB- FEE(S)TRANSM1TTAI_ A. _
l d rid tin form, together with applicable fee(s), to: Mafl Mail Stop ISSUE FEE I W

Note: A oertifiizatc of mailing can only be used for domestic mailings of theFr:e{s) Transrniltal. This cerri zate cannot be used for ariy_ot."1er acconnpanying
apers. Each aciditionnl paper, such as an assignment or rormai drawing, must30256 7590 Ot’u'0-i.*200-4 iiave its own certificate of inaiiing or unnsmission.

SQUTRE, 3:’. DEMPSEY L.L.P Certificate of Mailing or Transmission
Ih b n'fv thatthi Feei ‘_I T .inal‘ he" depnsted "th iheU ‘ted600, HANSEN WAY _' Shaft: gO:tt:2i.i‘S'C-I'\’iCE with sLifSl":i.-ie[:il‘;rr:i1s't2ig<:L¢i’or iii-gt classlmniiwiii an envciilopePALO ALTO, LA 943044043 addressed to the Mail Stop ISSUE FEE address above, or being facsirmletmnsniirtcd to the US PTO, on the date indicated below.

Eileen M. Janikowski r.n=pon=muam=.-

2004 (Date)

APPLlCATi0N NC». ATTORNEY DOCKET NO. CUNP'J.RMAT{ON NO.
-4o=1°*?~fiOfi'1-1'09/539,667 -33/30/2000 Shiomo ‘rauboul ,_.

«-4 .3‘-i.'.l.(,.- D0 t: r i
TITLE OF INVEINTION: SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILE DO‘.VN1.0ADABLES

SMALLEWY J PUBI-IMONFE-E  %
nonprovisional gees’/KI 0 uses 1 330 $0 o9.i07i2nna

 % “‘~ASS~5“BCLAS5
REVAK1 CHIUSTOPH'ER A 2131 713481000

1. Chan e ofcoccspundencc address or indication of "Fee Address" (37 2. For printing on the patent front page, list (I) the _ .
CFR 1' °3)- names of up to 3 registered patent attorneys nr 1 3CiUl re 5 Sancers‘ ‘Y’

Addrcss fem pjvg 3B;1;2_2) amchw. firm Chavzng as a member a registered anomey or 2
agent} and the names of up to 2 registered patent

Proxsn/47; Rev 03412 ..-. inurerecenf} attached. Use an Customer °‘?°““‘3’5."‘ *‘3°"“ ” D“ “‘”"" ‘5 “5‘°‘’= "0 ’"""° 3Number is required. “'1” be P"""*5-

D Change ufcurres onde.-ice address For Change ofCon-espondence aE't“L°' OR’ mcmafivcm (2) ii” mm‘: of 3 single “I Dempsey I 1- - L - P °
C} ‘Fee Address" indication (or "Fee Address" Indication form

3. ASSIGNEE NAME 3-‘-.\iD RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. inclusion of assigner: data is onl appropriate when an assignment hasbeen previously submitted to me USPTO or is being submitted under separate oover. Cornpietion ofthis form LS NOT a substitute for i’: ing an assignrnent.
(A) NAME or ASSIGNEE (B) RESLDENCE: {CFTY and STATE on COUNTRY)

FINJAN SOFl’W1iRE, LTD. NETANYA. ISRAEL

Please check the appropriate assignee category or categories (will not be printed on the patent); CI individual C} corporation or other private group entity D government
4a. The following feds) are enciosed: ‘ 41:. Payment of ?ee(s):

& Issue Fee D A check in the amount ofthe i"ee[s) is enclosed.
0 Publication Fee D Payment by credit card. Form PTO-‘O38 is attached.

Cl Advaizice Ortler- #ofCopii:s __ The Director is hereby audiorized in charge the required fce(s), or credit any UVerpa)'tI1i':nt, to
Deposit Account Number ]5,,,, f E 5 ___ (enclose an extra copy of this form).

Director for Patents is requested to apply the issue Fee and Publicrdiun Fee (if any) or to reapply any previously paid issue fee to the application identified above,
I an

(Authorized Signature) W\ 'I I (D395)

Marc A. Sockol, Reg. No‘ 40,82 August 25, 2004

NOTE; '1".-ie issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the zip licant; a regsrered zittorncv or a em; or the assignee or other party ininterest as shown y the records of die l_Jn.'ited States atent and Trademark Orifice.

Triis coilection of ii:J'ori-nation is re uired by 3}‘ CFR 1.31]. The information is required to
obtain or retain a benefit by the fill Iic which is to file (and by the USPTO to process) an
appiIC.3Il0l'L Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1. I4. This collection is
estimated to take 12 minutes to L'Ul'El leic. including gathering, preparing, and suhruilting the
completed application form to the ‘SPTO._ Time will va1';.' dependinp upon the md.lVld1.1ai:1.-se. Any comments‘ on the amount of time you require to com ete this form imdior
suggestions for reducing U115 burden, should be sent to the Chief In ormatzoi-_ Offir.-.r, L'.S.
Patent and Traderziarl-: Office. LLS. Deparnnent of Coniinerce. Alexandria, Vir iizua
22313-1450. DOVNOT SEND FEES OR COMPLETED FORMS TO THIS ADD SS.
SEND TO- Commissioner for Patents, Alexandria, Virginia 22313-1450

Undei'_Ihe Paperworlc Reducdon Act of 1995, no oersoris are required to icspond 10 itcollection ofinfonnation unless it d1:rplay.s a valid OMB control number.

TRANS}/HT ms FORM wrrn I-'EE{S)

PTOL-85 (Rn. 11103) Approved for use through 04.r30;20o4, OMB 055i—o033 U 3. Patentand Trademark orricc; us. DEPARTMENT 3i= commnr:

FJN 013040
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNIT]-SD STATES DEP.-\RTM.ENI' OF COMMERCE
United State: Pntent and Trndcmlrk Omit:
Azictrew COMMISSIONER FOR PATENTS

EO.Box|45O _
Ate.-xnndri-I. Vi;-gmu 22311-I450w-wu-.tnpto.gnv

NOTICE OF mEE9Wfi E(S) DUE

sue. '- ‘VH0

W 7% WWW
SQUIRE, SANDERS & DEMPSEY L.L.P Revue CHRISTOPHERA

GOOI-IANSENWAY JUN 7
mo mo, CA 94304-1043 0 2934 2I3l

CALENDARED DATE MAILED: U6fU4.'20{l~4
BY ArroR~Ev_____._________

SQUIRE. SANDERS & DEMPSEY

APPLICATION NO. FILING DATE FIRE’! NAMED INVBNTOR. ATTORNEY DOCKET NO, CONFIRMATION NO.

0915 39.66? {)3/30/2000 Shiomo Touboul .000! l 8436as
TITLE OF INVENTION: SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTLLE DOWNLOADABLES

APFLN. TYPE ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE Due
sees-mac sononprovisional $665330 09/07/2004

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN IHREE MQEIHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. Ifilfi
S_'[AI],,I_I'_Q_B_X RERIQD QANEQI BE  . SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL—85B (OR
AN EQUIVALENT) MUST BE RETURNED VVITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILLBE. REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, orabove.

B. If the status is changed, pay the PUBLICATION FEE (if B. If applicant claimed SMALL ENTITY status before, or is now
required) and twice the amount of thc ISSUE FEE shown above claiming SMALL ENTITY status, check the box below and enclose
and notify the United States Patent and Trademark Office of the the PUBLICATION FEE and U2 the ISSUE FEE shown above.

°"""“3° I“ ‘ms’ 0’ :1 Applicant claims SMALL ENTITY status.
See 37 CFR 127.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee('s) to your deposit account, section "433" of Part B - Fec{s) Transmittal should be
completed and an extra copy ofthe form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page I of 3

FTOL-BS (Rev. IUOS) Approved for use through D4«’3Clf2D[l4.

FJN 013041
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECUlIlI1llSS1I}llel' for Parents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Ea; (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FE and PUBLICATION FEE {if required). Blocks l through 4 should be completed where
ap ropriate. All fimher correspondence including the Patent. advance orders and uotificanon of‘ maintenance fees will be mailed to the current co ndence address as
in 'cat.ed unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; andfor (b) lI'l£llCBl1l'tg a separate " EE ADDRESS" forniaintcnaxnce Fee notifications.

CUR-R£NTC0'U‘E3l’0ND5NCEAD’D9~E55{N"‘¢= '-°|l’h'>' '“‘'''‘‘'‘‘P ‘'i“' ‘"3 °°"’°°““‘"“" ”*°°" U Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Trartsmittal. This certificate cannot be used for any other accompanying
papers, Each additional paper, _SL!t.‘l'l as an assignment or formal drawing, must30355 1590 95:94,-2094 ave its own certificate of mailing or transmission.

SQUIRE, SANDERS & DEMPSEY L.L.P Certificate of Mailing or Transmission

600 HANSEN WAY @2222“ 02;?‘e,t*.:t“:::tF::‘:£::‘::;:n'.‘r.*:*=ti::§.‘::n:r.:l.t:“‘.."*:.%L't;:°1,:
PALO ALTO, CA 94304-l043 addressed to the Mail Stop ISSUE FEE_ address above, or being facsimileuansmitted to the USPTO, on the date indicated below.

APPLICATION NO. FTLING DATE FIRST NAMED INVENTDR ATTORNEY DOCKET NO, CONFIRMATION NO.

09./539,667 03/30/2000 Shlocno Touboul 40492.G'0{ll I 3436

TITLE OF INVENTION; SYSTEM AND METHOD FOR PROTECTITNG A COMPUTER AND A NETWORK FROM HOSTILE DOWNLOADABLES

SMALL ENTITY ISSUE ran PUBLICATION FEE TOTAL FEE-[S) our
zsaldo S66-5-\3'3o sononprovislonal 3663 L350 D9lD?I2t)04

 CW5-SUBCLASS
Rl-ZVAK. CHRISTOPHERA 2131 Tl]-ISIDOO

1. Chan e of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list (1) the
CFR 1- 63} names of up to 3 registered patent atmtrteys orta 0 he ' I , 2 th f ' l

0 Change of corres ndence address (or Change of Correspondence 23;? (havl§’1gaa5n§‘n|t]']:"Lr( mgiggi-gs EmamiggofiAdd: f PTO ‘I22 1 l d.

D “F3133: H I !d_ If )(amfF1c Add: Lnd_ Li f agent) and the names of up to 2 registered patentcc css in tea IDI1 or ee eat" too on om1 . - -

PTO/SB/47; Rev 03-02 or more recent) attached. Use of: Customer allfimeys .°r agmm If M Mme 15 hmd' no mm:Number is required. W‘ be P”m“-‘-l-

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or type)

PLEASE NOTE: Unless an asst ec is identified below. no asaignee data will appear on the patent. Inclusion of assignee data l3 onl appropriate when an assignment hasbeen previously submitted to the%SPTO or is being submitted under separate cover. Completion ofthis form 15 NOT a substitute for 1 log an assignment.
(A) NAME OF ASSlGNEF. (El) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent]; D individual C! corporation or other private group entity Cl government
45. The following fee(s) are cnctosed: 4b. Payment of Fee(s):

0 Issue Fee C] A check in the amount of the fec(s} is enclosed.
D ?ublication Foe D Payment by credit card. Form PTO-2038 is attached.

El Advance Order- #ol'Copies fl,_ 3 The Director is hereby authorized by charge the required l‘ee(s), or credit any ov ayment. to
Deposit Account Number (enclose an extra copy oftlus forrcii-F)’

Director for Patents is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.
[Audtorizcd Signature)

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone
other than the ap hcant: a registcrcd attomey or a em; or the a.-rsignce or other party ininterest as shown y the records of the United btatcs stem. and Trademarlr Ofiice,

This collection of inforrriation IS uircd by it? CFR 1.311. The infomtation is required to
obtain or retain a benefit by the pu lic which is to tile (and l: the USFTO to process) anapplication. Confidentiality is gnvemed by 35 U.S.C. U2 and 37)/CFR l.l4. l'his collection is
estimated to take l2 minutes to complete including gathering, preparing, and submitting thecompleted application form to the SP'lz0. Time will vary depcndin upon me individual
case. Any comments on the amount of time you require to com Fete l.lJ1S form andfor
suggestions For reducing diis burden, should be sent to the Chief ln o-rmation
Patent and Trademark Ofiice, US. Department of Commerce. Alexandria. VII‘ "ma
22313-I450. DO_NQT SEND FEES OR COMPLETED FORMS TO THIS ADD SS.
SEND TO: COfl'll'l1lS3lDIlcl' For Patents, Alexandria, Virginia 223134450.

Underpthe Paperwork Reduction Act of 199$, no fieraons are required to respond to acollection ofmforrnation unleis It displays a valid OM control number.

TRANSMIT THIS FORM WITH FEE(S}

I-‘T01.-85 (Rev, ll/03) Approved for use through 04/30/2004. OMB 0651-0033 LXS. Patent and Trademark Office’ II R DFP.-A RTMFM1‘ ru: J"l'\\l|.fI:Dr“|:

FJN 013042
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Application No. Applicantts)

, _ _ 091533667 TOUBOUL, SHLOMO
Notice ofAllowabrllty Examiner A.-t unit

Christopher A. Revak 2131

- The MAILING DA TE of this communicafion appears on the cover sheet with the correspondence addre.ss-
Ali claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

r previousty mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. Tl-llS
F ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative

of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to amendment filed Febmag: 27, 2004.

2. E The allowed clairn(s) islare 1-ea mum 13 20-22.

3. E] The drawings filed on are accepted by the Examiner.

4. [3 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a) 1] All b) E! Some‘ c) [I None of the:

1. L] Certified copies of the priority documents have been received.

2. CI Certified copies of the priority documents have been received in Application No. __
3. El Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule t7.2(a)).
‘ Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE‘ of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDAEILE.

5. |:] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMlNER‘S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATEON (PTO-152) which gives reasohts) why the oath or deciaratlon is deficient.

6. CI CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

(a) E] including changes required by the Notice of Draflsperson’s Patent Drawing Review ( PTO-948) attached
1) E] hereto or 2) E] to Paper No./Mail Date

(in) |:] including changes required by the attached Examiners Amendment I Comment or in the Ottice action of
Paper No./Mail Date

ldontlfying lndicla such as the application number (see 37 CFR 1.84-(c)) should be written on the drawings in the front {not the back) of
each sheet Replacement sheotts) should be labeled as such In the header according to 3? CFR 1.121(cl).

7. E} DEPOSIT OF andfor ENFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiners comment regarding REQUIREMENT FOR THE DEPOSiT OF BJOLOGICAI. MATERiAL.

Attachmentts)

1. B Notice of References Cited (PTO-B92) 5. E] Notice of informal Patent Application (PTO-152)
2. U Notice of Draftpersons Patent Drawing Review (PTO-9-$8) 6. E] Interview Summary (PTO-413),

Paper No.fMail Date
3. El Information Disclosure Statements (PTO4449 or PTOISBIOB), T. E Examiners AmendmentlCornmentPaper No./Mail Date

4. f_'] Examiners Comment Regarding Requirement for Deposit 8. E Examiners Statement of Reasons for Allowance :
of Biological Material 9. C] Other

A AZ SHEIKH

SUPERVISEJRY PATENT EXAMINER
I W‘ P 1u. .Palum and maamam -.

PTOL-37 (Rev, 1-04) Notice of Atlowabllity Part of Paper No.fMai| Date 12

FJN 013043
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UNlTED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCEUnflcd Stun Patent and Tndeuurk Offlce
Addrcu: COMMISSIONER FOR PATENTSPD, Bax I450

Moxarnkin. Virgina Z2.3|J~l45Dww-w.u.Iptn.gav

APPLICATION NO. FIRSI‘ NAMED INVEINTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09:5 39,667 03.-'30.v'2G0O Shlomo Touboul 40-¥92.U00l l 3436

30156 7590 WWW  
SQUIRE, SANDERS & DEMPSEY L.L.P REVML CIIMSTOPHERAsoc HANSEN WAY

PALO ALTO, cA 943044043 llll

l 7/DATE MAILED: D6#O»4J2(l-()4

Determination of Patent Term Extension under 35 U.S.C. 154 (11)
(application filed afier June 7, 1995 but prior to May 29, 2000)

The Patent Term Extension is 0 day(s). Any patent to issue from the above-identified application will include an
indication of the 0 day extension on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Extension is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) system (http:l/pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (703) 305-1383. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

Page 3 of 3

PTDL-85 (Rev. 11/03) Approved for use through 04430/Z004.

FJN 013044
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DETAILED ACTION

EXAM|NER’S AMENDMENT

1. An examiner's amendment to the record appears below. Should the changes

and/or additions be unacceptable to applicant, an amendment may be filed as provided

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview

with Marc Sockol on May 13, 2004.

The application has been amended as follows:

On page 1 of the specification, line 7, after —November 6, 1997,—, please insert

“which is now US‘ Patent 6,092,194,";

On page 1 of the specification, line 15, after—January 29, 1997,-, please insert “

which is now US. Patent 6,167,520,";

in claim 1, on line 8, please insert “hashing" before —function——;

Please cancel claim 7;

In claim 8, line 2, after ——fetching—, please delete —the-— and insert “a";

in claim 11, lines 6-7, please delete —for fetching» and insert “that fetches" and

on line 8, please insert “hashing" before -«function-;

Please cancel claim 1?;

in claim 18, line 2, after —fetches-~, please delete —the-— and insert "a";

In claim 21, on line 7, please insert “hashing" before —function--;

in claim 22, on line 7, please insert "hashing" before —~function-—;

FJN 013045
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Application/Control Number: 09/539,667
Art Unit: 2131

Allowable Subject Matter

The following is an examiner's statement of reasons for allowance:

It was not found to be taught in the art of a downloadable that includes

references to software components required to be executed by the ciownloadable and

performing a hashing function on the downloadabte and the fetched software

component to generate a downloadabie lD.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue tee and, to avoid processing delays, should preferably

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance."

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Christopher A. Revak whose telephone number is 703-

305-1843. The examiner can normally be reached on Monday-Friday, 6:30am-4:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiners

supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for

the organization where this application or proceeding is assigned is 703-872-9306.

FJN 013046
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Application/Control Number: 09/539,667 Page 4
Art Unit: 2131

Information regarding the status of an application may be obtained from the

Patent Application information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http:/ipaEr~ciirect.uspto.gov. Should

you have questions on access to the Private PAiR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toil-free).

AYAZ SHEIKH

SUPERVISDRY PATENT EXAMINER

TECHNOLOGY CENTER 2100

FJN 013047
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Application/Control N02 App|ic:ant(s)/Patent Under
Reexamination

09/539557 TOUBOUL, SHLOMO
Examiner

Christopher A, Revak

U.5. PATENT DOCUMENTS

I <=«=~nu‘3?=°“oa’l‘?«’$‘»~'3e‘"5‘«‘??éco«e

fl

Notice of References Cited

DocumentNumber Date . .

some
Gosmo

‘A copy of we refenmza is not being furnished wim this O-mce action. (See MPEP § T07.05{a).
Dates in MM-YYYY furmat are publication dates. Classifications may be US or foreign.
U 3. Patent U11 Tradernark Offico

PTO—392 (Rev. D1-2001) Notice of References Cited Part of Paper No. 12

FJN 013048
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Date Mailed: Februa , : PTO DATE STAMP:
Serial No.: 09.4539 66? Docket No.: 4342600011
Apglicangslz Shlomo Touboul

Title: SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILE
 

DOWNLOADABLES

The toliowing has been received in the US. Patent Oftica on the date stamped hereon:

1] Patent Appiication _ Pages __ Claims E Amendment and Response [6 pages)
CI Drawing Fonnai _* Sheet E Petition for Extension ofTme (in duplicate)
D General Authorization I Request to Petition for Extensions of Time

[I Oath/Dec-JarationJPower of Attorney (signed) E Transmittal Form

[1 Assignment & Recordation Cover Sheet E Fee Transmittal tor FY 2004 (in duplicate)
|:| Verified Statement Claiming Small Entity Status D Appeal Brief (in triplicate)
C! Continued Prosecution Application (§1.53(d) E] Petition for Extension of Time (in duplicate)
CI Provisional Application jg Pages D Copy of PTO-1533, Notice to File Missing Parts
Cl Design Appiication __ Pages _ Drawings El info. Disclosure Statement 8. PTO—1449iRets __
E Request for Continued Examination (RCE) I3 Other

Transmittal (1 page)

E Certificate(e) of First Class Mailing

u.s DEPARTMENT OF COMMERCE
PATENT/'l'FlADEMAFiK OFFICE
WASHINGTON, on. 20231

Squire, Sanders 8: Dempsey L-I-‘R
6OO Hansen Way

Palo Alto. CA 94304-1043

FJN 013049
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PTO/‘SBIZ1 (oa-pa)
Approved for use through 0T."31r2t'.tOS OMB 0651-0031

lJ.S Patent and Traoemartl Office: U.S. DEPARTMENT OF COMMERCE
m5pondtoaodla:fla'IiIkduma6mw1-essldispiaysavnfldflhficorttoimmflnar.

B After Allowance Communication to
Group

El Appeal Communication to Board of
Appeals and interferences

E] Appeal Communication to Group
(Appeal Notice. Brief, Reply Brief}

Application Number
TRANSMITTAL

FORM

(to be used for all correspondence after initial‘ filing)

ENCLOSURES check all that a - I

D Draw1'ng(s)

Filing Date

First Named Inventor

Art Unit

Examiner Name

Attorney Docket Number

@ Fee Transmittal Fonn (in duplicate)

D Licensing-related Papers

[3 Petition

1:! Fee Attached

E Amendment and Response (6 pgs)

U Petition to Convert to a
Provisional Application

El Power ofAttomey, Revocation
Change of Correspondence Address

E] Alter Final CI Proprietary Information

[X] with RCE C} Request for Status ofAppiicatiori

D Terrnina! Disclaimer C] Other Endosums)
{please r'o'enlify below}:

Q Extension of ‘Fme Request
(in duplicate}

C] Request for Refund
E Return Postcard

B CD, Number of CD(s)

E] information Disclosure Statement

E] Certified Copy of Priority RemarksDocumentls)

D Response to Missing Partsi
Incomplete Application

D Response to MissingParts under 37 CFR
152 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Man:A. Sockol, Reg. No. 40 823
Squire, Sanders 8. Dempsey L.L.P.
600 Hansen Way
Palo Alto. CA 94304-1043

. ' i '\ I

February 25. 2004

Finn
or
individual name

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal
Service with sufficient postage as flrst class mail in an envelope addressed to: Commissioner for Patents, PO. Box 1450,Alexandria. VA 223134450 on the date shown below.

Februarvmoo-i
This collection of information is required by 37 CFR .5. - irnbtmatlon is required to obtain or retain a benefit by the publlvc which is to llle (and by the USPTO to
process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR1.14.TI-its collection is estimated to 12 minutes to coniplele. rnclucllng gathering,
preparing, and submitting the completed application form to the USPTO. Tlmawlll vwy depending upontne individual case. Any comments on the amount ottirne
you require to on-rnplete this form andfor suggestions rorrectuclng this burden, should be senttotne Chief Information Officer. U.S. Patent and Trademark Office,
U.S. Dopmtment oicornmoroe. F O. Box t450.AIaxanclr1a, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:Commissioner for Patents, P.0. 8ox1450, Alexandria, VA 22313-1450,

Iiyou need assistance in completing the Penn, call T-«EDD-PTO—9t‘95| and seiect option 2

Typed or printed name

FJN 013050
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PTOISB/1T :1 0-03)
, 1 Apprmmd for usetnruugh D?I31/20%. OMB 0651-0032

US. Patent 7 fradomark Office: US DEPARTMENT OF COMMERCE
Under the Faparwark Reduction Act ch‘ 1995, no ponuma are racuirad tn respond to a mllnction of Informutson miss: it disptnyn a mild OMB carurot numbar

FEE TRANSMITTAL Application Number 09/539,557

for FY 2004

Effective 10121/2003. Parent fees are subject to annual revtsion,
Revak. can-smmma.
sumo roubqu»

|:i Applicant claims small entity status. See 37 CFR 127 Mung

rommoum as mmem : At1omeyDockat ND
FEE CALCUI-WON wminuedi

3. ADDiT3ONAL FEES
Elchecx El Creditmrd E] Money I] Othef El NonaOrder
E Depositficoount

Deposit Fan Description

Amount 05.0150 . Sunzharga - late filing tea or oath
Number surcharge - late prnuiscanai tiling feeN GDVQI sheet.

Deposit Non—Engtish specification
'A°':°"'"t =' S="'i"" Sana“ 3' D°mp°°y LL?‘ For film? a r01”-tuasttor reexarnfinatiofl -
N

ame Requesting publication of SIR pricrta
The Director in authodzad to: (check at! that apply) Examiner action
El Charge tae(s) indicated below E Credit any overpayment: _ _, Rflquwm Wwcafim mus”; ans,
g Charge any additional fae(s) during the penderacy ofthis application gxmgm mmCharge i'aa{s) indicated below. except for the filing fee .
to the above-identified de an account E"""'“‘f°” '°' “'3” “'7” "”‘”"°""‘ mlExtension 101' reply mthnn second

FEE CALCULATION momh
1_ BASJC FILING FEE Extension for raply w1thin1J1ird month

Extansron for reply within fourthmonth
E9°_B£=..I‘£E3iJ . .. . Extension for raply witi-nn mm rncnlh

Notice of Appqal

Fltlng a brief in suppon of an appeal
Request: for oral hearing
Patrflon to institute a pubiic U56
Plococdifiu
Petition to revive — unavoidable
PBLIUOH to rcv1va- unintentional

,. Utility is.-rue fee (or reissue]
2. EXTRA CLAIM FEES FOR UTILITY AND REJSSUE Dawn mu, 1,,

Efilifinu :a°[°D:°"" _ Plant issue tea
-_ _ .. , Potitiom totha Carry-russiomr

mm clams 22 E: X Processing tee unda:r37 Cr-‘R L17 (Q)
Submission of Intomnwmn Disctasuru
Stmt

Recording such patent assignmarlt
per pmperty {urnes nunbar of
PFDDONB-’-)
Filing a summission anortinal rejection
(37 CFR § 1.129(2))

Clairrrs in ea-(cast! of 20 . Foroach additional invention to be
independem claims In oxca.-II M13 °“""""'°"'-‘ (37 CFR§ 1-129(5))

Murupiu dependant claim, If not paid Rm”, ,0, Gmnmm Emmatm (RC5," Reiusua mdapandent e-Jaima over V V
angina; Pam-,1 BOG aaqaqdmd axanwuuon" Reissue cialms in uxcasa at 20 and 3 E aw
over nngmal patent

came: {so (specify) f
suarom. (2) (5) 0 |—*“

-neuucaa by Basic Filing Fee Paid suerrom. (3;

uumy filing {us
Design fitérg fee
Plant fiilng tan

335 Raiasua ming ten
50 Pmvisimai filling foe

SUBTOTAL (1)

Registration No.
(Arromaymgeno

FJN 013051
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PTOi'SB-'17(1D-03)
, E tppruvod to: use through omtrzoos, OMB 0E.51~O032

U.S. Patent a. redernark Offlce: U 8 DEPARTMENT OF COMMERCE
ar the Paperwork Raductionfiict M1995. no persons ma required to respond in a l2l'l|ID'.‘-‘K.lO!'I or information unieee it displays :1 vniiid OMB c.on1ru|rv.irrir.-er,

FEE TRANSMITTAL
Appicauonuumber

for FY 2004 Filing Date March so 2000

First Named Inventor Shioma Touboui
Effective ram/2003. Patent fees are subject to annual rawsion.

Ravak, Chnstcipher A
E] Applicant claims small entity status. See 37 CFR 1.27

Tom mourn or PAYMENT (Si 330

3. ADDITIONAL FEES
METHOD or PAYMENT fcrieck all um apply)

E] Check D Credit card I] Money D Other I] NonaOrder
3 DeposilAcc0ur=t

FeaDuIcr1pt:ionDeposit
Account 05-0150
Number

Deposit
Account
Name

The Diractar is authorized to: (check all that apply)
3 Charge feels} indicated below 8 Credit any overpayments
E Charge any additional teem) during the pendency of this application
E] Charge fee(s) indicated DB1‘OW. except for the filing fan

Sq-.aire, Sanders E Dasitpillsy L L.P

Surcharge - late filing fee or oath
Surcharge - late provisions! filing feeorcaver sheet.
Ncm—En-alish apedfication
For filing a request for reexarnination
Requesting pubtication o!SiR prioriaExaminer action
Requesting publication of SIR alter
Examiner action

i-‘mansiuri for rapty i.u-itnin flrst rnonrh‘ tilled i.

in the aboveicien deaf! acooun Eflmsbn for mm mend
FEE CALCULATION month

Extension (or reply within third month
Extension iorrepty within fourthmonth

Extension for reply within fifth month
Notice of Appeal
Filing a met‘ in support of an appeal
Request for oral hearing
Petition to Institute a public use
procuedirta
Petition to revive — unavoicinbio
Petition to revive — unirrtemlonsl
Utility issue fee (or reissue)
Design issue in
Plant issue fee
F'etjtione [D the Commissioner

Fg Qesgrigtion

Utility filing fee
Design tiling lee
Plant filing lee
Reissue filing lee
Provisional riliing tea

SUBTOTAL (1)

Recording each patent assigmiant
per property (times number 0!
i>F0D¢-13¢!)

28-D9 Firing a eubmsslon after final rejection
(37 CFR § 1.129(9))

claims in exams od 20 2810 For each additional invention to be
Independent denim: in excuse of 3 examined (3? CFFI § 1.129(b}i

Mum?” “"P‘*"”°“‘ Claim: '”‘°' PW 2301 335 Request for Cmlirnmd Exerri-inaIior1i[RCE)
" Reissue inciupondarrt claim: over _ _1502 900 Request for expedited eminmation
odginfli patent M , um"’ Reissue claims in excess arm and 3 dawn app”.
over original patent

mater; FwRei3suas, see above

Regisl‘rab'onNo.

OUW 930 t-’vi10Gii)')j

SUBTOTAL (3)‘Reduced by Basic Filing Fee Paid

SUBMITTED BY

this burden, should be sent to the Chief Informal-on O1'fir,ar,LiS Patent and Tredernavk Office. tJ.S. Dep , . .
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Colnmiuioner for Pllerrtt, PO. Box 1450. Alexandria. VA 22313-1455.

Ilia:-u needessisiance in compaelmg l.n4': fnrm, call 1-8oC‘rP-‘O-9199 (r~300.7'B5—9199) and sdecroprion 2.

FJN 013052
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PTOi'SBI22 (03-03)
Approved for use through 7f31.i2C}Cl6 OMB 0851-0031

US. Patent and Trademark Office; Ll.S. DEPARTMENT OF COMMERCE
- '- - to respond to a collection of information unless it dis a 3 a valid OMB corrlrol nurnbsf.

I I : I Docket Number (Optional)
PETITION FOR EXTENSi0N OF TIME UNDER 37 CFR 1.136(a) 4342530011

in re Application of Shlomo Touboul

Application Number O9/539,667 Filed March 30, 2000

For SYSTEM AND METHOD FOR PROTECTING A COMPUTER
AND A NETWORK FROM HOSTILE DOWNLOADABLES

Art Unit 2131 Examiner Revak, Christoher A.

This is a request under the provisions of37 CFR 1.136(a) to extend the period for filing a reply in the aboveidentified application.

The requested extension and appropriate non-small-entity tee are as follows (check time period desired):

E One month (37 CFR 1.T?(a)(1)) 5%

1:! Two months (37 CFR 1.17(a)(2)) $_______

E] Three months (37 CFR 1.1‘/(a)(3)) $___

[3 Four months (37 CFR t.17(a)(4)) $_____
1] Five months (37 CFR t.1T(a)(5)) 5

Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee amount shown
above is reduced by one-half, and the resulting fee is: $
A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

1]

[ll

Ci Payment by credit card. Form PTO—2038 is attached.

[3

E
The Director is hereby authorized to charge any fees which may be required,
or credit any overpayment, to Deposit Account Number 05-0150 .

l have enclosed a duplicate copy of this sheet
I am the C] applicantlinventor.

D assignee of record of the entire interest. See 37 CFR 3.71

Statement under 37 CFR 3.73(b) is enclosed. (Form PTOISBIQS).

E attorney or agent of record. Registration Number 40 823

El attorney or agent under 37 CFR 1.34(a).

Registration number if acting under 37' CFR 134(3).

WARNING: information on this form may become public. Credit card information should not be
included on this foma. Provide credit card information and authorization on PTO-2038.

Febmary 25, 2004
Date Signature

550‘343‘3392 Marc A. Sockol

Telephone Number Typed or printed name

NOTE: Signatures of all the inventors or esslgnees of record of the entire interest or their rapresentativets) are required. Submit multiple forms ifmore than one signature is required. see below.
I!‘

9 this burden, should be sent to the Chief intorrnation Cr|'|'ioer, US. Patent and
Trademark Olllca, US. Depmrnent of Commerce, P.O. Box 14-5t'.l, Atexandria, ‘JA 22313-1450. DO NOT SEND FEES OR COLIIPLI-Z‘l’ED FORMS TO THISADDRESS. SEND 70: Commissioner for Patents, PD. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the fen-n, cal! 1-800-PTO-9199 and select option 2.

FJN 013053



SOPHOS 
EXHIBIT 1004 - PAGE 0533

PTOISEIZZ (O8-O3)
Appmvad for use through 7.l'31.'2D06. OMB D65?-0031

US, Patent and Trademark Oflica; US. DEPARTMENT OF COMMERCE
- no to e -zolledton otlnformaticn unless it di E. . a valid OMB control runner.

- : - Docket Number (Optional)
PETITION FOR EXTENSION OF TiME UNDER 37 CFR 1.136(3) 4342000011

in re Application of Shlomo Touboul

Application Number 09/539,557 Filed March so, 2000

For SYSTEM AND METHOD FOR PROTECTING A COMPUTER
AND A NETWORK FROM HOSTJLE DOWNLOADABLES

Art Unit 2131 Examiner Reva!-t, Christoher A.

This is a request under the provisions of 3? CFR 1.136(a) to extend the period for firing a reply in the aboveidentified application.

The requested extension and appropriate non-small-entity fee are as follows (check time period desired):

E One month (37 CFR 1.17(a)(1)) $110.00

I] Two months (37 CFR 1.17(a){2))

1:] Three months (37 CFR 1.1T(a)(3))

C] Four months (37 CFR 1.17(a)(4)) _,_____
E] Five months (37 CFR 1.17{a){5)) $

El Applicant claims small entity status. See 37 CFR 12?, Therefore, the fee amount shown
above is reduced by one—half, and the resulting fee is: $ .
A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

E]

[:1 Payment by credit card. Form PTO-2038 is attached.

D

E
The Director is hereby authorized to charge any fees which may be required,
or credit any overpayment, to Deposit Account Number 05-0150 .
l have enclosed a duplicate copy of this sheet.

I am the Ci applicantfinventor.

U assignee of record of the entire interest See 37 CF R 3.71

Statement under 37 CFR 3.7303) is enclosed. (Forrn PTO/SB/96).

E attorney or agent of record. Registration Number 40,823

D attorney or agent under 37 CFR 1.34(a}.
Registration number if acting under 3? CFR 1.341(3).

WARNING: Information on this form may become public. Credit card information should not be
included on this form. Provide credit card infonnatlon and authorization on PTO-2038.

February 25, 2004
Date

5§0*843‘3392 Marc A. Sockol
Telephone Number Typed or printed name

Signature

NOTE: Signatures of all the inventors or assigns-as or
more than one signature is required. see below.

Totai oft foam is submitted.
record of the entire interest or their representalivelsl are required. Submit multiple forms if

FJN 013054
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1 PTOISBIGD (OB-O3)
Appibidd for use through om1i2oo8.oMB 065143031

US. Patent and Trademark Office: US. DEPARTMENT OF COMMERCE
Reduction Act M19435 no - rsons are r uirod to re: no to a coiiection of information uniess ‘rt dis a s ai valid OMB control number,

Request Appiication Number 091539557

_ For‘ _ Fiiing Date March 30. 2000
Continued Examination (RCE)

-I-ransm First Named inventor Shlomo Touboul
Address to: .
Mail Stop ROE A” U”’‘

Commissioner for Patents _ .
p_O_ Box 1450 Examiner Name Revait, Christopher A,
Alexandria, VA 22313-1450 "

Attomey Docket Number 4342600011

This is a Request for Continued Examination i[RCE) under 31 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 3?’ CFR 1.114 does not appty to any utiiity or ptant application filed prior to
June 8, 1995, or to any design application. See Instruction Sheet for RCES (not to be submitted to the USPTO) on page 2.

1 Submissmn raqmred “me” 37 C'F-R- 1-114 Note: It the RCE is proper, any previously filed unentered
amendments and amendments enclosed with the RCE will be entered in the order in which they were filed unless applicant
instructs otherwise. if appiicant does not wish to have any previously filed unentered ameridmentis) entered, applicant mustrequest non-entry of such amendmentts).

a. |:I Previously submitted. If a final Office action is outstanding, any amendments filed after the finai Ofiioe action may beconsidered as a submission even if this box is not checked.

1. El Consider the arguments in the Appeal Brief or Repty Brief previously filed on
ii. [:1 Other

in. . Enclosed

i. E Amendment’Repty iii. D irifonnation Disclosure Statement (IDS)
ii E] Affidavit(s)fDeciaration{s) iv. 1:] Other

Miscellaneous

a. C} Suspension of action on the aboveidentified application is requested under 37 C.F.R. 1.1D3(c) for
a period of months‘ (Period of suspension shalt not exceed 3 months; Fee under 3? C.F.R. $.17[i) required)

b. C] Other

The RCE fee under 37 C,F.R. 1.17(e) is required by 37 C_F.R 111 14 when the note is filed.

a. E The Director is hereby authorized to charge the following fees, or credit any overpayrnents. to
Deposit Account No._0_§;g)_1_§_Q

E} ace fee required under 37 C.F.R. 1.17(e)
E Extension oftime fee (37 C.F.F.'. 1.136 and 1.1?)
fl Other ________ 7
Check in the amount of 5 enclosed

Payment by credit card (Form PTO-2036 enclosed)
WARNING: information on this fonn may become public. Credit card infonnatlon should not

be included on this fonn. Provide credit card lnfonnation and authorization on PTO-2033.

SIGNA TURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Name (F'n'ntfi'ype) Marc A. Socket Registration No. (Attomey/Agent) 40,823

Signature Date Febmary 25, 2004
CERTIFICATE OF MAIUNG OR TRANSMISSION

I hereby cerfify that this correspondence is being deposited with the United States Postal Service with sufliciant postage as flrst class mail in an
envelope addressed to‘ Mail Stop RCE. Commissioner for Patents, P. O. Box 1450, Alexandria. VA 22313-1450, or facsimile transmitted to the i.I.S,Patent and Trademark Drfice on the date shown belovr

Name rrrnr/Tyre 
jJ_ Fem” 25— 2°04
This collection of information is required by 7 CFR 1 114, The information is required to obtain or retain a benefit by the pubiic which is to file (and by the
USPTO to process) an application. Confidentiaiity is governed by 35 US.(:. $22 and 37 CFR 1.14. This oollection is estimated to take 12 minutes to
complete, including garnering. preparing, and submitting the completed aoplication town to the USPTO. l’in1e wit! vary depending upon the individuet mse.
Any comments on the amount of time you require to complete this fonn andi-‘or suggestions for reducing this burden‘ should be sent to the Chief
Information Officer, US. Patent and Trademark Office, US. Department of Ccmmercei P.0. Box 1450, Alexandria. VA 22313-1450, DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Mail Stop RCE, Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450.

it you need assistance in compieting the form, call 1-300-PTO—9199 and select option 2
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
 ___j__

5'§ERTiFIg":A'I'E. OF MAILINQ

I hereby certify that this paper (along with any paper referred to as being attached or enclosed) is being
deposited with the United States Postal Service on tl1e date shown below with sufficient postage as first
class mail in an envelope addressed to Mail Stop RCE, Commissioner for Patents, l’.O. Box 1450,
Alexandria, VA 22313-I450, on

Date: '?/35/r3CD‘_'! By: 4Z"I,¢“l $2
 

In Re Patent Application of:

Examiner: Christopher A. Revak
Shlomo Touboul

Art Unit: 2131

Application No: 09/539,667

For: SYSTEM AND METHOD FOR

PROTECTING A COMPUTER

ANDA NETWORK FROM

HOSTILE DOWNLOAD/\BI..ES

»« 

Mail Stop RCE
Commissioner for Patents
P.C>. Box 1450

Alexandria, VA 22313-1450

)

)

l

l

3
Filed: March 30, 2000 )

)

J

)
l

)

ANIENDMENT AND RESPONSE WITH RCE

Sir:

In response to the Office Action dated October 27, 2003, the

shortened statutory deadline for response ending on February 27, 2004 with the

enclosed request for one—month extension and RCE, applicant respectfully
requests that the above-identified application be amended as follows:

In re Toubou! Page 1 of6
US. Patentfitpplication No.; 09/539,667 PaioA|to Doc #631231
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IN THE CLAIMS:

Please substitute the foilowing claims for the pending claims
with the same number:

1. (Currently amended) A computer-based method for generating a

Downloadable ID to identifil a Downloadabie, comprising:

obtaining a Downloadable that includes one or more references

to software components required to be executed by the Downloadableg

fetching at least one software component identified by the one or
more references; and

performing a function on the Downloadable and the fetched

software components to generate a Downloadable ID.

2. (Original) The method of claim 1, wherein the Downloadable includes an

applet.

3. (Previously amended) The method of claim 1, wherein the Downloadable

includes an active software control.

4. (Original) The method of claim 1, wherein the Downloadable includes a

plugin.

5.(Original) The method of claim 1, wherein the Downloadable includes

HTML code.

6. (Original) The method of ciaim I, wherein the Downloadable includes an

application program.

7. (Original) The method of claim I, wherein the function includes a hashing
function.

8. (Previously amended) The method of claim 1, wherein said fetching includes

fetching the first software component referenced by the Downloadable.

9. (Cancelled)

In re Touboul Page 2 off:
LLS. Patent Application No. D9f539,I567 PaloA2to Doc #631211
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10. (Previously amended) The method of claim 1, wherein said fetching includes

fetching all software components referenced by the Downloadable.

1 1. (Currently amended) A system for generating a Downloadable ID to identify

a Downloadable, comprising:

a communications engine for obtaining a Downloadable that

includes one or more references to software components required to be executed

by the Downloadable; and

an ID generator coupled to the communications engine for

fetching at least one software component identified by the one or more references,

and for performing a function on the Downloadable and the fetched software

components to generate a Downloaclable H).

12. (Original) The system of claim 1], wherein the Downloadable includes an

applet.

13. (Previously amended) The system of claim 11, wherein the

Downloadable includes an active software control.

l4. (Original) The system of claim 11. wherein the Downloadable includes a

plugin.

l5.(Original) The system of claim 11, wherein the Downloadable includes
HTML code.

16. (Original) The system of claim ll, wherein the Downloadabie includes an

application program.

17. (Original) The system of claim 11, wherein the function includes a hashing
function.

18. (Previously amended) The system of claim 11, wherein the TD generator

fetches the first sofiware component referenced by the Downloadable.

In re Touboui Page 3 of 6
US. Patent Application No.: 09/539,667 PnloAlL.o Doc #631211
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19. (Cancelled)

20. (Previously amended} The method of claim ll, wherein the ID generator
fetches all software components referenced by the Downloadable.

21. {Currently amended) A system for generating a Downloadable LD to identify
51 Downloadable, comprising:

means for obtaining 21 Downloadable that includes one or more

references to software components required to be executed by the Downloadable;

means for fetching at least one software component identified by
the one or more references; and

means for performing a function on the Downloadable and the

fetched software components to generate a Downloadable ID.

22. (Currently amended) A computenreadable storage medium storing program
code for causing a computer to perform the steps of:

obtaining a Downleadabie that includes one or more references

to software components required to he executed by the Downloadable;

fetching at least one software component identified by the one or
more references; and

performing a function on the Downloadable and the fetched

software components to generate a Downloadable ID.

In re Tcurbcm.’
Page -1 of6

US, Patent Application No; 09/539,667 Pale.-Ute Doe t#63123.l
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REMARKS

Claims I — 3, 10 - 18 and 20 — 22 are presented for examination.

Claims 1, ll, 2i and 22 are being amended. Applicant respectfully requests

reconsideration of the application in view of the amendments above and remarks

below.

Applicant would like to thank the Examiner for the interview on

January 27, 2004 to discuss the ofiice action, the Apperson reference and the

current claim set. During the interview, Applicant and the Examiner discussed

how the system described in the Apperson reference associates privileges to 21

Downloadable and then allows the Downloadable to execute only those

operations allowed by the associated privileges. Applicant and the Examiner

discussed how the privileges in Apperson are monitored by the browser, not

executed by the Downloadable, and further how the Apperson reference does not

generate Downloadable IDs based on the fetched executable components.

Further, Applicant and the Examiner discussed adding the language “to be

executed” into the claim language to further show that the additional components

are “to be executed.” thereby" highlighting that difference between the Apperson
reference and claimed invention.

Specifically, in paragraphs 1 and 2 of the office action, the

Examiner rejected claims 1, 5-8, 10, ll, 1513 and 20-22 under 3'5 USC § 103(a)

over Apperson. Apperson describes the use of digital certificates to authorize

privileges for executable code. Such privileges include file U0 privileges,

network privileges and registry privileges (Apperson / col. 2, lines 4l — 53; col. 4,

lines 33 —43; FIG. 2).

Apperson, however, does not teach fetching at least one software

component referenced by 21 Downloadable, where the software component is

“required to be executed by the Downioadable” and “performing a function on the

Downloadable and the fetched software components to generate a Downloadable

LD” as recited in independent claims 1, 11, 2] and 22, as amended. As will be

recognized by those skilled in the art, in some embodiments, the Downloadable

[D may be used to recognize the ‘‘same'’ Downloadable regardless of how the

Downloadable is subdivided and/or downloaded before and/or during execution.

Since all other claims depend from these independent claims, Applicant

In re Toubou.’ Page 5 of6
US. Patent Application No. U9fS39,667 Fatorxlto Doc #63 I23 I
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respectfully submits that they are distinguishable over Apperson for at least the
same reasons.

in paragraph 3, the Examiner rejected claims 2-4 and 12-14 over

Apperson in View of Khare. Khare describes Microsofi Corporation’s

irnplementation of digital signatures, referred to as Authenticode, as applied to

ActiveX controls and Java applets. Like Apperson, Khare does not teach fetching

at least one software component referenced by a Downloadable, where the

software component is “required to be executed by the Downloadable” and

“performing a function on the Downloadable and the fetched software

components to generate a Downloadable H)” as recited in independent claims 1,

1], 21 and 22, as amended. Since claims 2-4 and 12-14 depend from claims 1 and

1}, respectively, Applicant respectfully submits that they are patentable for at
least the same reasons.

For the foregoing reasons, applicant respectfully submits that the
claims are in condition for allowance.

If the Examiner has any questions or needs any additional

information, the Examiner is invited to telephone the undersigned attorney at

(650) 843-3392. If for any reason an insufficient fee has been paid, please charge
the insufflciency to Deposit Account No. 05-0150.

u""'

Date: idvfgg :1 St 300"’ Respectfully submitted,

Squire, Sanders & Dempsey L.L.P. H AV 1600 Hansen Way By:
Palo Alto, CA 94304-1043 Marc A. Sockol

Telephone: (650) 856-6500 Attorney for Applicant
Facsimile: (650) 843-8777 Registration No. 40,823

In re Toubou! Page 6 of6
U 5, Patent Application No; 09/539,667 Palomto Doe #631231
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SQUIRE, SANDERS & DEMPSEY L.L.P.

LE GA l. 600 Hansen Way
Palo Alto, CA 94304-1043

CO U N SE L Off-ICE: +I.650.856.650l}WORLDWIIDE Fax: +1.65D.843.8777
Preferred Fax:
If Problems:

February 25, 2004

PLEASE DELIVER THESE PAGES IMMEDIATELY

Number Of Pa es includin cover: 7

T0: Examiner Chris Revak FAX N0.: 703-746-7622

COMPANY: U.S. Patent and Trademark Office PHONE N0.: 703-305-1843

FROM: Marc A. Sockol DIRECT DIAL No.: +1.650.843.3392

E-MAIL: MSocl<ol@ssd.com

RE: U.S. Patent Application

Entitled: "System and Method for Protecting a Computer and a Network
from Hostile Downloadables"

Serial No.: 09/539,667
Inventor: Slilomo Touboul

Filing Date: March 30, 2000
Our Ref.: 43-426.0001!

Dear Chris,

Attached please find a courtesy copy of the Amendment and Response with RCE which we filed via U.S. mail
today. If you have any questions, please contact me at 650-843-3392. Thank you for your time and
consideration.

Sincerely,

Marc l“\

CONFIDENTIALITY NOTICE:

The attached infonnation is LEGALLY PRJVTLEGED AND CONFIDENTIAL and is intended only for the use of the
addressee named above. If the reader of this message is not the intended recipient or the employee or agent responsible
for delivering the message to the intended recipient, please be aware that any dissemination, distribution or duplication of
this communication is strictly prohibited. If you have received this communication in error, please notify us immediately
by telephone and return the original message to us at the address above via the postal service. Thank you.

Sender No; 115s‘_5 4342600011 __ Sandy Yi
Account No. Return to OfficeJob No:

www.ssd,corn

Pa1oAltc/h55U(:.l
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UNITED STATES PATENT AND TRADEMARK OFFiCE
UNTFED STATES DEPARTMENT OF COMMERCE
United States Punt and 1'r:d:m.u-I: Office
Adchcu: COMMISSIONER FOR PATENTS

PO. Box I-I50
Ala.-dfia, V1rginu223]J—l4$flnvww.u:pm.guv

APPLICATION NO. FILING DATE FIRST NAME!) [NVENTOR ATIDRNEY DOCILETND. CONFIRMAHON HO

l}9I5J9,667 03.-'30/‘Z000 Shlomo Touhuul AD491.0ID{}l I 8436
M:

msr. mo mmrzooa EX..-\M1NER

SQUIRE, SANDERS & DEMPSEY L.L.P a;~;vAK.cHrusTo1>H5xA
500 HANSEN WAY

mo mo. cA 94304-um 2l3l

DATE MAILED: H‘.|;‘2'Tr‘200S

Izcspa-n\s¢,\o v-Mona mg. ‘/2:4/w

Nvhwfi "'H°u—'- ‘ ‘*'/‘H-/0*!

Please find below and/or attached an Office communication concerning this application or proceeding.

DATES ES :FlED __
‘/2? 91

OCT 3 0 2803

CALENDARED

BY ATTORNEY

scaume. SANDERS 3. UEMPSEY

PTO—9OC (Rev. E0103)
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Application No. ‘ Applicant(s)

09/539,537 TOUBOUL. SHLOM0

Office Action Summary Examiner Art Unit

ChrislopherA. Revak ‘ 2131

—— The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available Under the provisions of 37 CFR 1.13€la). in no event. however, may 3 reply be timely filedafter SIX (El) MONTHS from the mailing dale of this communication.

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be consldered timely.
- if N0 period for reply is specified above, the malomum staturory period will apply and will expire SIX (6) MONTHS from the maifing dale ct this communication.
- Failure to reply within the set or extended penod for reply will. by statute. cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later man three months after the mailing date of ljils communication. even if timely flied. may reduce anyearned patent term edjustrnent See 3? CFR 1.7D4(b}.

Status

HE Responsive to communlcation{s) filed on 04 August 2003 .

2a)® This action is FINAL. zbm This action is non-final.

3)C) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O6. 213.

Disposition of Claims

4)E Ctairn(s) 1-8 10-18 and 20-22 is/are pending in the application.

4a) Of the above claims) __ islare withdrawn from consideration.

5)|:] Claimis) __ is/are aliowed.

63E crasmrs) 1-3 10-18 20—22 is/are rejected.

7)E:I C|aim(s) _______ is/are obfe-cted to

8):] Claims) are subject to restriction and/or election requirement.
Application Papers

9}[:l The specification is objected to by the Examiner.

10)E] The drawing(s) filed on ______ lslare: a)l:| accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

11)[:I The proposed drawing correction filed on is: a)l:I approved b)E:] disapproved by the Examiner.
if approved, corrected drawings are required in reply to this Office action.

12):! The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. §§ 119 and 120

13)[] Acknowledgment rs made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or if).
a)[:J All b)Ej Some * c)El None of:

ll] Certified copies of the priority documents have been received.

2.1] Certified copies of the priority documents have been received in Application No,

3.[:] Copies of the certified copies of the priority documents have been received in this National Stage
application from the lntemational Bureau (PCT Rule 17.2( ))_

* See the attached detailed Office action for a list of the certified copies not received.

14)l:] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).
a) D The translation of the foreign language provisional application has been received.

15)l:I Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 andlor 121.
Attachmentis)

1) E Notice of References Cited (PTO-692) 4) E] interview Summary (PTO~4‘t3) Paper No(5).
2} El Notice of Dral‘tsperson's Patent Drawing Review (PTO-948) 5) E] Notice of Informal Patenmpplication (PTD—152)
3) [:1 information Disclosure Statementls) (PTO-1449) Paper No(s) . 5) D Other".

US. Patent and Traoemarl:

PTOL-326 (Rev. 04431) Office Action Summary Part of Paper No. B
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DETAILED ACTION

Response to Arguments

Applicant's arguments filed on August 4, 2003 have been fully considered but

they are not persuasive. The examiner notes the applicants arguments pertaining to

Apperson et al failing to recite of "obtaining one or more references to software

components required by the downloadable" and “performing a function on the

downioadable and the fetched software components to generate a downloadable ID,”

however the examiner has not been persuaded by the applicant's remarks. As support

of the examiner’s stance taken on it being obvious for “executable code (downloadable)

includes any references". the examiner has provided the teachings of Doyle et at as

support for the stance taken. Doyle et al recites of dynamic link libranes allow

executables (downloadables) to be stored separately with as files with calling

extensions and to be loaded only when needed by the program (pg 137-138). Although

Doyle et al discloses of the storing the dlls separately, they access functions (obtaining

one or more references on the downloadable) for the executable. Furthermore, the use

of dynamic link libraries are associated with the executable fits the teachings of

Apperson et at perfonn the function of a SHA—hash (function) on the executable code

(col. 4, lines 44-48) that includes the dynamic link library.

FJN 013066



SOPHOS 
EXHIBIT 1004 - PAGE 0546

Application/Control Number: 09/539,667

Art Unit: 2131

Claim Rejections - 35 USC § 103

l. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentabiiity shall not be negatived by the manner in which the invention was made.

It. Claims 1,5-8,10,11,15-1820,21, and 22 are rejected under 35 U.S.C. 103(a) as

being unpatentabte over Apperson et at.

As per claims 1,1121, and 22, Apperson et al discloses of providing executable

code (downloadable) with privilege request code that indicates (fetches) a set of

privileges or privilege categories that the executable code (downloadable) may try to

perform on the client machine (one or more references to a component). The

distributing authority digitalty signs (performs a function) the executable code and the

privilege request code and provides a certificate (generated downloadable ID) that can

be traced by a client to a known certifying authority (col. 2, lines 43-53). Also recited by

Apperson et al of providing executable code (downloadable) with privilege request code

that indicates (fetches) a set of privileges or privilege categories (first and all

components referenced) that the executable code (downtoadable) may try to perform on

the client machine (one or more references to a component)(co|. 2, lines 4347). The

teachings of Apperson et al are silent in disclosing that the executable code

(downloadable) does not include any references. The examiner hereby asserts that it is

obvious for the teachings of Apperson et al to make use of this feature. It would have

been obvious to a person of ordinary skili in the art at the time of the invention to have

been motivated to include or exclude components in executable code (downloadable).

The governing factor would be the intent of the executable code (downloadable) and

FJN 013067
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how it was designed. If it were a independent of any other function within an interactive

environment, such as documents on the World Wide Web, then it could be executed

independent of any other components once downloaded onto a users computer.

Otherwise, if downloaded executable code was dependent on functions on a user's

computer as is explicitly disclosed by Apperson et at (col. 2, lines 4347), then the

specific functions would be referenced by the executable code (downloadable). It is

obvious that the teachings of Apperson et al could have include executable code

(downioadable) without including any references since there exists various types of

executable code that may or may not reference other components.

As per claims 5,6,15, and 16, it is disclosed by Apperson et at of providing

executable code (downloadable) with privilege request code that indicates (fetches) a

set of privileges or privilege categories that the executable code (downloadable) may try

to perform on the client machine (one or more references to a component). The

distributing authority digitally signs (performs a function) the executable code and the

privilege request code and provides a certificate (generated downloadable ID) that can

be traced by a client to a known certifying authority (col. 2, lines 43-53). The teachings

of Apperson et al disclose of digitally signing executable code (downloadables), but do

not identify that the executable code (downloadable) contains specific privilege request

code such as including HTML code or an application program. The examiner hereby

takes official notice that it is notoriously well known that HTML code and application

programs include executable code. It would have been obvious to a person of ordinary

skill in the art to have been motivated to interpret the teachings of Apperson et al to

have included the use of HTML code and application programs as specific forms of

executable code. It is notoriously well known that HTML code and application programs

are information that is transferred across the Internet and downloaded by a client

FJN 013068



SOPHOS 
EXHIBIT 1004 - PAGE 0548

Application/Control Number: 09/539,667’ Page 5
Art Unit: 2131

computers browser which reads and executes the executable code. An application

program is known as being a program in assisting in the performance of a specific task,

namely a web based document processing and HTML is known as a markup language

used for documents on the World Wide Web and indicates how web browsers should

display the elements of a web document to a user. It is obvious that the teachings of

Apperson et al could have included HTML code and application code as fonns of

executable code (downloadables) since it is executable information which is transferred

across the lnternet.

As per claims 7 and 17, Apperson et al discloses of performing the function of a

SHA—hash (function) on the executable code (col. 4, lines 44-48).

As per claims 8,10,‘l8, and 20, it is taught by Apperson et al of providing

executabie code (downloadable) with privilege request code that indicates (fetches) a

set of privileges or privilege categories (first and all components referenced) that the g

executable code (downloadable) may try to perform on the client machine (col. 2, lines

43-47').

Ill. Claims 2-4 and 12-14 are rejected under 35 USC. 103(3) as being unpatentable

over Apperson et al in view of Khare.

It is disclosed by Apperson et at of providing executable code (downloadable)

with privilege request code that indicates (fetches) a set of privileges or privilege

categories that the executable code (downloadable) may try to perform on the client

machine (one or more references to a component). The distributing authority digitally

signs (performs a function) the executable code and the privilege request code and

provides a certificate (generated downloadable ID) that can be traced by a client to a
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known certifying authority (col. 2, lines 43-53). The teachings of Apperson et al disclose

of digitally signing executable code (downloadables), but do not identify that the

executable code (downloadable) contains specific privilege request code such as being

an applet, active software control, or a plug-in. It is disclosed by Khare of an identical

teaching which discloses Microsoft announcing a tool that allows vendors to digitally

sign active software controls, Java (applets), and plug-in components (pg 1). it would

have been obvious to a person of ordinary skill in the art at the time of the invention to

have been motivated to apply code signing to information such as active software

controls, Java applets, and p|ug—in components. The teachings of Khare disclose that

the intent of code signing is to identify a creator of an lnternet based applet before a

user downioads it and it is designed to provide users with the same level of security

found in marketed software which is based on a level of trust and place pressure on

independent service vendors (lSVs) honest and the additionally issue digital certificates

to the executables (downloadable) components such as Activex (active software)

controls (pg 1). Apperson et at additional recites of motivation that enables servers to

download executables (downloadables) with full client validation of their origin and

authenticity (col. 2, lines 34-38) and the teachings of Khare are an obvious extension of

the teachings of Apperson et al as a means of identrfying specific components such as

an applet, active software control, or a plug-in to provide a user/client with information

about the executable (downloadable) and if it is trusted from an external source and if it

has been authenticated.
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Application/Control Number: 09/539,667

Art Unit: 2131

Conclusion

lV. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR ‘l.‘l36(a}.

A shortened statutory period for reply to this tinai action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE—MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. in no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

V. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

Doyle et at, “Microsoft Press Computer Dictionary"

VI. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Christopher Ftevak whose telephone number is (703)

305-1843. The examiner can normally be reached on Monday-Thursday from 6:30 am

to 4:00 pm. The examiner can also be reached on alternate Fridays from 6:30 am to

3:00 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Ayaz Shaikh, can be reached at (703) 30543648. The fax phone number for

the organization where this application or proceeding is assigned as follows:
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Application/Control Number: D9/539,667

Art Unit: 2131

for After-Final Communications: (703) 746-7238;

for Official Communications: (703) 746-7239;

for Non-Official Communications: (703) 746-7240.

Any inquiry of a general nature or relating to the status of this application or

proceeding should be directed to the receptionist whose tetephone number is (703) 305-
3900.
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Application/Control No. Applicant(s)lPatent Under
Reexamination

°9’539~557 ToueouL_ SHLOMO
Notice of References Cited .Examlner

Christopher A. Revak Page 1 0“
U.S. PATENT DOCUMENTS

Document Number Date .HIT
j——
flf——
:——
flj——
j——
-j_—

Us— —_
——
——

NON-PATENT DOCUMENTS

lnciude as applicable: Author, Trtle Data, Publisher, Edition or Voiume, Pertinent Pages)

IDoyie et al, "Microsoft Press Computer Dictionary" 1993. Microsofl Press, 2nd Edition, pg 137-138

‘A copy of this reference is not being fumished mm this Otfica acfion. (See MPEP§ 7o?.D5[a).)
Date: in MM-YYYY format are publecafion dates. Ciaasificafions may be US or foreign.
U.S. Palum am Trnaemam Oman

PTO-892 (Rev. O1-2001) » Notice of References Cited Part of Paper No. B
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Date Mailed: July 31. 2003 I Bvt__P_v'LAS/en1' PTO DATE STAMP:
A plioation No.. O§‘!539,E67' Docket No: 43426.00U‘l‘.
Applicant: S-wtomo Touboui
Title: SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM l-.OSTiLE

DONNLOADABLES __

The following has been received in the US. Patent Offioe on the date stamped hereon:
I: Patent Application __ Pages _ Claims , E3 Responsemmendrnent
: Drawings lnformat :_— Sheets i'_l Petition for Bdension of Time
E Generaf Authorization / Request to Petition for Extensions of Time

U Oatl'.JDec:aration E Transmittal Form

: Assignment & Recordation Cover Sheet [:1 Notice ofAppeal
J Verified Statement Claiming Small Entity Status E] Fee Transmittal (in duplicate)
': Continited Prosecution Application (§1.53(d) E Issue Fee Transmittal with PTO-B5l3
E] Provisional Application __ Pages 1: Copy of PTO-1533; Notice to File Mlssing Parts
I: Design Application _ Pages _ Drawings U Info. Disclosure Statement 3. PTO-1449/Refs __
D Status Letter E! Request to Correct Filing Receipt
l: Check No. for $ D Check No. for $
[:3 Power of Attorney E3] Other Terminal Discfalmer
X] Certifioateifs) of First Class Mailing

US DEPARTMENT OF COMMERCE
PATENTITRADEMAFIK OFFICE

WASHINGTON, DC. 20231

Squire, Sanders 3. oerziia“;-:=‘.‘e”§i L.L.|'-'t
600 Hansen Way, Suite 100
Palo Alto, CA 94304-1043
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Approved for use through 04l'3Dl2OD3. OMB 0651-0031

US Patent and Trademark Orfice: U>S4 DEPARTMENT OF COMMERCE
Urder the Papervi.-on< Reduction Ac: of1995, no persons are required to respond to a czafiectlon ofirifo-mation unless itdisplays 3 varies OMB control number.

TRANSMITTAL
FORM

(to be used for all correspondence after initial firing) 2131

Examiner Name Christopher A. Revak

Total Number of Pages in This Submission Attorney Docket Number 4342300011
ENCLOSURES check all‘ that a I

E Fee Transmit“! Fmm I___I Assignment and Ftecordation Cover E] Afterfitllowance Communication toSheet {for an Appllcation) Group
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Appeals and Enterrerences

El Appeal Communication to Group
{Appeal Notice, Brier, Reply Brief}

I3 After Final ' ' I:I Proprietary Information
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:'_m‘ Squire, Sanders 8. Dempsey, L.L.P.
Individual name 600 Ha”5e“ Way
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Signature A 
Date July 31, 2003

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal
Service with sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents. PO. Box 1450.Alexanona, VA 22313-1450 on the date shown below.

Typed or printed name Eileen M. Janikowski

signature
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case. Any oamments on the amount or time you require to compete this form anclfor suggesfions for reducing this ourden, should be sent to the Chief
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Attorne}/‘s Docket No.: 4342600011 P/l TENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

QQBRTIHCATE QF M KXLJNG

I hereby certify that Lhis paper (along with any paper referred to as being attached or enclosed) is being
deposited wiLh the United States Postal Service on the date shown below with sufiicient postage as first
class mail in an envelope addressed to the C011l£I1lS$l0£1&r for Pate-nLs, PO. Box 1450, Alexandria, VA
22313-1450, on

Date: July 31,2003 By: '3 3 é
Eil M. Ianjkowski

In Re Patent Application of:

Examiner: Christopher A. Revak
Shlomo Touboul

Art Unit: 2131

Application No: 09/539,667

Filed: March 30, 2000

For: SYSTEM AND l\/[ETIIOD FOR

PROTECTING A COMPUTER

AND A NETWORK FROM

HOSTILE DOWNTOADABLES

)

)

)

)

)

)

)

)

)

)

)
)
)

Assistant Corninissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AIVIENDMENT AND RESPONSE TO OFFICE ACTION

UNDER 37 C.F.R. §1.l11

Sir:

In response to the Office Action dated July 1, 2003 and pursuant

to 37 C ..F.R. §1.11l, appiicant respectfully requests that the above-identified

application be amended as follows:

In re Toulzom’ Page ! nF9
U S Patent Application No; C9/539,667 Pa1oAJto Doe #57049]
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IN THE ABSTRACT OF THE DISCLOSURE:

Kindly replace the Abstract of the Disclosure with the following
TBXII

-~ A computer—based method for generating 21 Downloadable ID to identify 21

Downloadable, including obtaining a Downloadable that includes one or more

references to software components required by the Downloadable, fetching at

least one software component identified by the one or more references, and

performing a function on the Downloadable and the fetched software components

to generate a Downloadable LD. A system and a computer-readable storage
medium are also described and claimed. --

In re Tczulmul Page 2 of9
U S. Patent Application No; O9»'539,657 PaioAJ+_u Doc #57049;
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L\' THE CLALVIS:

Kindly cancel claims 9 and 19 without prejudice.

Please substitute the following claims for the pending claims
with the same number:

1. (Currently amended) A computer—based method for generating a

Downloadable ID to identify a Downloadable, comprising [the steps of]:

obtaining a Downloadable that includes one_,o_r___rnore references

to Software components required by the Downloadable;

fetching{, if the Downloadable includes one or more references

to a component,] at least one software component identified by the one or more

references; and

performing a function on the Downloadahle and {all] the fetched

software components [fetched] to generate 21 Downloadable ID.

2. (Original) The method of claim 1, wherein the Downloadable includes an

applet.

3. (Currently amended) The method of claim I, wherein the Downloadable

includes an [ActiveXTM] active spftwarg control.

4. (Original) The method of claim 1, wherein the Downloadable includes a

plugin.

5. (Original) The method of claim 1, wherein the Downloadable includes

HTML code.

6. (Original) The method of claim 1, wherein the Downloadable includes an

application program.

7. (Original) The method of claim 1, wherein the function includes a hashing
function.

Ev: re Touboul Page 3 uf9
US. Patent Applicauon No; U9i'539,6I57 Paloa-alto Doc #57049]
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8. (Currently amended) The method of claim 1, wherein [the step of] _s_gi_d

fetching includes [the step of} fetching the first software component referenced by
the Downloadable.

9. (Cancelled)

10. (Currently amended) The method of claim 1, wherein [the step of] sa_i<:l

fetching includes fetching all software components referenced by the
Downloadablc.

11. (Currently amended) A system for generating a Downloadable ID to identify

a Downloadnble, comprising:

a communications engine for obtaining a Downloadable fllgt

includes one__o_r_ more references to software components reguired by the
Downloadable; and

an I_D generator coupled to the communications engine for

fetching[, if the Downloadable includes one or more references to a component,]

at least one gt_t\_2v_a_ije component identified by the one or more references, and for

performing a function on the Downloadable and [all] thefetched software

components [fetched] to generate a Downloadable ID.

12. (Original) The system of claim 1], wherein the Downloadable includes an

applet.

13. (Currently amended) The system of claim 11, wherein the

Downloadable includes an [ActiveXm] active software control.

14. (Original) The system of claim 11, wherein the Downloadable includes a

plngin.

15. (Original) The system of claim 11, wherein the Downloadable includes
HTl\/[L code.

In re Touboul Page 4 of9
U S. Patent Application No; 09f53€',667 Palol-filo Doc #570-19.1
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16. (Original) The system of claim ll, wherein the Downloadable includes an

application program.

17. (Original) The system of claim 11, wherein the function includes a hashing
function.

18. (Currently amended) The system of claim ll, wherein the [D generator

fetches the first software component referenced by the Downloadable.

19. (Cancelled)

20. (Currently amended) The method of claim 11, wherein the ID generator

fetches all software components referenced by the Downloadable.

21. (Currently amended) A system for generating a Downloadable ID to identify

a Downloadahle, comprising:

means for obtaining, a Downloadable that includes one or more

references to software components reguired by the Downloadable;

means for fetching[, if the Downloadablc includes one or more

references to a component,] at least one software component identified by the one
or more references; and

means for performing a function on the Downioadable and [all]

the fetched software components [fetched] to generate a Downloadahle ID.

22. (Currently amended} A computer-readable storage medium storing program
,_

code for causing a computer to perform the steps of:

obtaining a Downloadahle that includes one or more references

to software components required by the Downloadableg

fetching[, if the Downloadable includes one or more references

to a component,] at least one software component identified by the one or more

references; and

performing a function on the Downloadable and [all] the fetched
\OG¢‘-.1O‘xLl|J2LUJ[\J

softwa_r_e components [fetched] to generate a Downloadahle ID.

In re Toubold Page 5 of9
US. Patent Application No; U9/539,667 Pa.loAJto Doc #570491
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REMARKS

Applicant has carefully studied the outstanding Oftice Action.

The present amendment is intended to place the application in condition for

allowance and is believed to overcome all of the objections and rejections made

by the Examiner. Favorable reconsideration and allowance of the application are

respectfully requested.

Applicant has canceled claims 9 and 19, and anrencled claims 1,

3, 8, 10, ll, l3, l8 and 20 - 22 to more properly claim the present invention. No

new matter has been added. Claims 1 — 8, 10 A l8 and 20 ~ 22 are presented for
cxamination.

Applicant notes that the page headers of the Officc Action

indicate an incorrect Application’Control Number.

In paragraphs 2 and 3 of the Ufiice Action, the Examiner has

objected to the abstract of the disclosure. Accordingly, applicant has amended the

abstract so as to conform to the proper language and format.

ln paragraphs 4 and 5 of the Ofiice Action, the Examiner has

rejected claims 1, ll, 21 and 22 under the judicially created doctrine of double

patenting. Accordingly, applicant is submitting a terminal disclaimer with the

present amendment.

In paragraphs 6 and 7 of the Office Action, the Examiner has

rejected claims 3 and 13 under 35 U.S.C. §ll2_, second paragraph as being

indefinite. Applicant has amended these claims accordingly.

In paragraphs 3 and 9 of the Office Action, the Examiner has

rejected claims 1, 7, 8, l0, ll, 17, 13, and 20 - 22 under 35 U.S.C. §l02(e) as

being anticipated by Apperson et al., U.S. Patent No. 5,978,484 (“Appcrson”).

in paragraphs ‘:0 and ll of the Office Action, the Examiner has

rejected claims 2 —— 4 and I2 — 14 under 35 U.S.C. §lO3{a) as being unpatentable

over Apperson in View of Khare, “Microsoft Aatizenticode Analyzed”, July 22,

1996, xent.com/FoRK—archiVe/sumrner96/O338.html, pg. 1 and 2 (“Khare”).

In paragraph 12 of the Office Action, the Examiner has rejected

claims 5, 6, 9, 15, 16 and 19 under 35 U.S.C. §lO3(a) as being unpatentable over

Apperson. Applicant has canceled claims 9 and 19 without acquiescence to the

Examiners reasons for rejection and respectfully submits that rejection of those
claims is thus rendered moot.

In re Touboul Page 6 of9
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Distinctions between Claimed Invention and U.S. Patent No. 5,978,484 to

Apgerson et al in view of Kharc. “Microsoft Authenticode Analvzed", July

22, 19.96, rent.com/FoRK—arci1ive/sumrner96/0338.l1tml, pg. 1 and 2

The present invention concerns generation of an ll) for mobile

code downloaded to a client computer, referred to as a Downloadable.

Specifically, the present invention fetches software components required by the

Downloadable, and performs a hashing function on the Downloaclable together

with its fetched components (original specification /' page 3, lines 11 — 14; page

15, lines 21 — 24; page 19, line 21 M page 20, line 6; FIG. 8). Thus, for a Java

applet, the present invention fetches Java classes identified by the applet

bytecode, and generates the Dovvnloadable ID from the applet and the fetched

Java classes; and for an AetiveXm control, the present invention fetches

components listed in its INF file, and generates a Downloadable [D from the

ActiveXTM control and the fetched components (original specification / page 9,
lines 15 - 18).

An advantage of the present invention is that it produces the

same ID for a Downloadable, regardless of which software components are

included with the Downloadable and which software components are only

referenced (original specification / page 9, lines 18 — 20; page 20, lines 5 and 6).

The same Downloadable may be delivered with some required software

components included and others missing, and in each case the generated

Dovvnloadable ID will be the same. Thus the same Downloadable is recognized

through many equivalent guises.

Apperson describes use of digital certificates to authorize

privileges for executable code, such as tile [/0 privifieges, network privileges and

registry privileges (Apperson / col. 2, lines 41 — 53; co}, 4, lines 33 — 43; FIG. 2).
Khare describes Mlcrosofi Corporation’s irnplernentation of

digital signatures, referred to as Authenticode, as applied to AetiveX controls and

Java applets.

ln distinction to the present invention, Apperson and Khare do

not teach fetching software components of executable code. In order to further

clarify this distinction, applicant has amended the claims so as to refer to software

components required by the Downloadable.

In paragraph 9 of the Office Action, the Examiner has indicated

that Appcrson discloses fetching components of a Downloadable. Applicant

respectfully submits that Apperson’s privilege request code does not include

components of a Downloadable, but instead includes a list of “privileges or

In re Teuboul Page 7 of‘;
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privilege categories that the executable code might peiform on the Client‘

machine” {Apperson / col. 2, lines 45 — 47).

The rejections of claims 1 -8 and 10 in paragraphs 8 ~ 12 of the

Office Action will now be dealt with specifically.

As to amenclecl independent method claim 1, applicant

respectfully submits‘ that the limitation in claim 1 of:

“fetching at least one sofiware component identzfized by the one

or more references”

is neither shown not suggested in Apperson or Khare.

Because claims 2 — 8 and 10 depend from claim 1 and include

additional features, applicant respectfully submits that claims 2 - 8 and 10 are not

anticipated or rendered obvious by Apperson and Khare, taken alone or in
combination.

Accordingly claims 1 A 8 and 10 are deemed to be allowable.

As to amended independent system claim 11, applicant

respectfully submits that the limitation in claim 11 of:

“an ID generator coupled to the communz'cat1’on.s engine for

fetching at least one soflware component identified by the one or more

rejierence.s"’

is neither shown nor suggested in Apperson or Kharc.

Because claims 12 ~ 18 and 20 depend from claim 11 and

include additional features, applicant respectfully submits that claims l2 — 18 and

20 are not anticipated or rendered obvious by Apperson and Khare, taken alone
or in combination.

Accordingly claims 12 w 18 and 20 are deemed to be allowable.

As to amended independent system claim 21, applicant

respectfully submits that the limitation in claim 21 of:

“means for fetching at least one software component identified

by the one or more references”

is neither shown nor suggested in Apperson or Khare.

Accordingly claim 21 is deemed to be allowable.

As to amended independent system claim 22, applicant

respectfully submits that the limitation in claim 22 of:

‘fetching at least one software component identified by the one

or more references”

is neither shown not suggested in Apperson or I‘-(hare.

Accordingly claim 22 is deemed to be allowable.

In re Touboul Page 8 of9
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Support for Amended Claims in Original Specification

Regarding amended claims 1, 8, IO, 11, 18 and 20 — 22, fetching

software components is described in the original specification on page 9, lines 13
A18 and FIG. 8.

For the foregoing reasons, applicant respectfully submits that the

applicable objections and rejections have been overcome and that the claims are

in condition for allowance.

if the Exarniner has any questions or needs any additional

information, the Examiner is invited to telephone the undersigned attorney at

(650) 843-3392. If for any reason an insufficient fee has been paid, please charge

the insufficiency to Deposit Account No. 05-0150.

Date: July 31: 2003 Respectfully submitted,

Squire, Sanders & Dempsey L.l_.P. H‘, L
600 Hansen Way By:
Palo Alto, CA 94304-1043 Marc A. sockcT"""" '

Telephone: (650) 356—6500 Attorney for Applicant
Facsimile: (650) 843-8777 Registration No. 40.823

In re Toubouf Page 9 nf9
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- PTC-ii SBL25 (D5-03)
Approved tor use through #3012003. OMB 0551-0031

US. Patent and Trademark Of-fice; U.S. DEPARTMENT OF commence
Under the Pamiork Fleducfion Act of 1995, no _ sons are iuired to resnd to a collection of iriforrrialiori unless it dis 3 a vafid OMB control number,

TERMINAL DISCLAIMER TO oev:ATe A DOUBLE PATENTENG D°°“‘*f,§‘,‘,‘§',73‘_’§,’,,§f’,"“°“a“'REJECTION OVER A PRIOR PATENT

in re Application of: Shlomo Touboul

Application No. O9i‘539,667

Filed: March 30, 2000

For: SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILEDOW'NLOADENG

The owner*,F§n'an Software Ltd, of @ percent interest in the instant application hereby di5cla:ms, except as
provided below, the terminal part of the statutory term of any patent granted on the instant applicauon, which would
extend beyond the expiration date of the fuli statutory term defined in 35 U.S.C. 154 and 173. as presently shortened by
any terminal disclaimer, of prior Patent No. 6 D32 194. The owner hereby agrees that any patent so granted on the
instant application shall be entorceable only for and during such period that it and the prior patent are commonly owned.
This agreement runs with any patent granted on the instant application and is binding upon zhe grantee, its successorsO! assigns.

In making the above disclaimer, the owner does not disclaim the terminat part of any patent granted on the
instant appiication that would extend to the expiration date of the full statutory term as defined in 35 U.S.C. 154 and 173
of the prior patent, as presently shortened by any terminal disclaimer, in the event that it |atei'. expires for failure to pay a
maintenance fee, is held unenforceable, is found invalid by a court of competentjunsdiction, is statutonly disctaimed in
whofe or terminaily disclaimed under 37 CFR 1.321, has ail claims cancelted by a reexamination certificate, is reissued,
or is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminaldisclaimer.

Check either box 1 or 2 betow, if appropriate.

1. I: For submissions on behatf of an organization (e.g., corporation, partnership, university, government agency,
etc), the undersigned is empowered to act on behalf of the organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on
information and belief are believed to be tme; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title
18 of the United States Code and that such wiltful false statements may jeopardize the validity of the application or anypatent issued thereon.

2. E The undersigned is an attorney of record.

- 3, July 31, 2003

Signature Date

Marc A. Sockol, Reg. No, 40,823

Typed or printed name

(550) 856-5500

Telephone Number

Terminat disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: information on this fomi may become public. Credit card Information should not
be included on this form. Provide credit card infonnatlon and authorization on PTO-2038.

‘Certification under 3.7 CFR 3.T3(b} is required if terminal disclaimer is signed by the assignee (owner).
Form PTOISE/96 may be used for making this certification. See MPEP § 324.

This mllecfion of intimation is required by 37 CFR 1,321. The information is required to obtain or retain a benefit by the public which is to tile
(and by ‘J16 USPTO to process) an application. Confidentiality is governed by 35 l_i.S.C. 122 and 37 CFR 1.14. This collection is estimated to
take 12 minutes to complete, including gathering, preparing. and submitting the compteted application form to the USPTO. '|”ime will vary
depending upon the individual case. Any comments on the amount of lime you require to complete this town arrdiior suggestions for reducing
this burden, should be sent to the Chief inforrnation Oflicer, us, Patent and Trademark Office, US. Department of Commerce, P.O. Box
1450, Alexandria. VA 22313-1450. DO NOT SEND FEES DR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner forPatents, PO. Box 1450, Alexandria, VA22313-1450.

Ifyou need assistance In comp.'eti'ng the form, Gal.‘ 1.800-PTO~9199 and select option 2
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United States Patent and TI-mitan-writ Office
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Application No. Appl|cant(s)

091539567 TOUBOUL. SHLOMO

Office Action Summary Exam,-"9, M Unit

Christopher A. Rovak 2131

— The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTEN ED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR1.136(a). in no event. however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.

- if l:he period for repty specified above is less than thirty (30) days. a reply within the statutory minimum of thirty (30) days will be considered timely.
- lt NO period for reply is specified above, the maximum statutory period will appty and will expire SIX (8) MONTHS from the mailing daze of this communication.
- Failure to mpiy \dfiU'llI'| the set or extended period for reply will, by statute. cause the appiicatlon to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Crflice later than three months after the mailing date of this communication, even if tlmety riled, may reduce anyearned patient term adjustment. See 37 CFR 1.70-i(b).

Status

1)[] Responsive to communication(s} filed on

2a)D This action is FINAL. 2b)E This action is non—fina|.

3)|:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213.

Disposition of Claims

4)E] Clalm(s) 1-:.22_ is/are pending in the application.

4a) Of the above claims)j is/are withdrawn from consideration.

j_ is/are allowed.

is/are objected to.

are subject to restriction and/or election requirement.
Application Papers

9)E The specification is objected to by the Examiner.

t0}[] The drawlngtsj filed onj is/are: a)|___,l accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be heid in abeyanoe. See 37 CFR 1.85(aj.

‘l1)|:} The proposed drawing correction filed on is: a)I:I approved bjfl disapproved by the Examiner.
If approved, corrected drawings are required in reply to this Ofiice action.

12)ij The oath or declaration is objected to by the Examiner.

Priority under 35 u.s.c. §§ 119 and 120

13)l:l Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)I] All b)[] Some * c)l:i None of:

1.1:} Certified copies of the priority documents have been received.

2.I:l Certified copies of the priority documents have been received in Application No.

3.jj Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a}),

" See the attached detailed Office action for a list of the certified copies not received.

14)E Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).
a) E] The translation of the foreign language provisional application has been received.

15)l:I Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 andlor 121.
Attachmentiej

1} E Notice of References Cited (PTO-892) 4) D Entenriew Summary (PTO-413) Paper No(s). .
2) El Notice of Drattspersons Patent Drawing Review (PTO-943) 5) E3 Notice of Informer Patent Application (PTO-I52)
3) E Information Disctosure Staternent(s) (PTO-1449) Paper No(s) 2_‘ . 6) D Other:

US Patent and Trecbmark Otfice

PTO-326 (Rev. 04-01) Office Action Summary Part of Paper No. 5
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Application/Control Number: 09/964,3 8 8

ArtUn.it:2l3]

DETAILED ACTION

Information Disclosure Statement

1. The information disciosure statement submitted is in compliance with the provisions of 37'

CFR 1.97. Accordingly, the information disclosure statement is being considered by the

examiner.

Spect_'fcar1'on

Applicant is reminded of the proper language and format for an abstract of the disclosure.

The abstract should be in narrative form and generally
on a separate sheet within the range of 50 to 250 words. it is important that the abstract not
exceed 250 words in length since the space provided for the abstract on the computer tape used
by the printer is limited. The form and legal phraseology often used in patent claims, such as
"means" and "said," should be avoided. The abstract should describe the disclosure sufficiently to
assist readers in deciding whether there is a need for consulting the full patent text for details.

The language should be ciear and concise and should not repeat information given in the
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns,"
"The disclosure defined by this invention," "The disclosure describes," etc.

It is noted by the examiner that the abstract should be amended to be incorporated into a

single paragraph.

3. The specification is objected to because the current status of application 08/964,388 is not

listed. It should be included that the application is now U.S. Patent 6,092,194. Correction is

required.
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Application/Control Number: O9/964,388

ArtUnit:213l

Double Parenting

4. The nonstatutory double patenting rejection is based on a judicialiy created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible
harassment by multiple assignees. -See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Omum, 686
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA
1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disciairner in compliance with 37 CFR 1.321 © may be used to
overcome an actual or provisional rejection based on a nonstatutory double patenting ground
provided the conflicting application or patent is shown to be commonly owned with this
application. See 37 CFR 1.130(b).

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(:b).

5. Ciaims 1,1 1,21, and 22 are rejected under the judicially created doctrine of double

patenting over claims l,l7,18,32,40, and 41 ofU. S. Patent No. 6,092,194 since the claims, if

allowed, would improperly extend the "right to exclude" already granted in the patent.

The subject matter claimed in the instant application is fully disclosed in the patent and is

covered by the patent since the patent and the application are claiming common subject matter, as

follows: It is disclosed of comprising obtaining a downloadable, fetching the downloadable

includes one or more references to a component, at least one component identified by the one or

more references, and performing a function on the downloadable and all components fetched to

generate a downloadable ID. The language “comprising” is open—ended language which contains

atleast the iistcd elements which all the current elements in claims 1,1 1,21, and 22 of the instant

application are taught in claims 1,17,] 8,32,40, and 41 of US. Patent 6,092,194.

FJN 013092



SOPHOS 
EXHIBIT 1004 - PAGE 0572

Application/Control Number: O9/964,383

ArtUnit:2l3l

Furthermore, there is no apparent reason why applicant was prevented from presenting

claims corresponding to those of the instant application during prosecution of the application

which matured into a patent.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.

7. Claims 3 and l3 contain the trademark/trade name “ActiveX"’. Where a trademark or

trade name is used in a claim as a limitation to identify or describe a particular material or

product, the claim does not comply with the requirements of 35 U.S.C. 112, second paragraph.

See Ex parte Simpson, 218 USPQ 1020 (Ed. App. 1982). The claim scope is uncertain since the

trademark or trade name cannot be used properly to identify any particular material or product. A

trademark or trade name is used to identify a source of goods, and not the goods themselves.

Thus, a trademark or trade name does not identify or describe the goods associated with the

trademark or trade name. In the present case, the trademark/trade name is used to

identify/describe an executable type of code and, accordingly, the identificationfdescription is

indefinite.
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Application’Control Num ber: O9/964,3 88

A1'tUnit:213I

Claim Rejections — 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published under section l22(b), but another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another tiled in the United States before the invention by the applicant for patent, except that an
international application flied under the treaty defined in section 35 1(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States only if the international application designated the United States and was published under Article 21(2) of
such treaty in the English language.

Claims l,7,3,10,l I,l7,18,20,2l , and 22 are rejected under 35 USC. 102(e) as being

anticipated by Apperson et al.

As per claims 1,1 1,21, and 22, Apperson et al discloses of providing executable code

(downloadable) with privilege request code that indicates (fetches) a set ofprivileges or privilege

categories that the executable code (downloadable) may try to perform on the client machine (one

or more references to a component). The distributing authority digitally signs (performs a

function) the executable code and the privilege request code and provides a certificate (generated

downloadable ID) that can be traced by a client to a known certifying authority (col. 2, lines 43-

53).

As per claims 7 and 17, Apperson et al discloses ofperforming the function of a SHA-

hash (function) on the executable code (col. 4, lines 44-48).

As per claims 8,10,] 8, and 20, it is taught by Apperson et al of providing executable code

(dovmloadable) with privilege request code that indicates (fetches) a set of privileges or privilege
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ArtUnit:2l3l

categories (first and all components referenced) that the executable code (downioadable) may try

to perform on the client machine (col. 2, lines 43-47).

Claim Rejections - 35 USC§ 103

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in

section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

11. Claims 2-4 and 12-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Apperson et ad in View of Kharc.

It is disclosed by Apperson et al of providing executable code (downloadable) with

privilege request code that indicates (fetches) a. set of privileges or privilege categories that the

executable code (dovmloadable) may Hy to perform on the client machine (one or more

references to a component). The distributing authority digitally signs (performs a function) the

executable code and the privilege request code and provides a certificate (generated downloadable

ID) that can be traced by a client to a known certifying authority (col. 2, lines 43-53). The

teachings of Apperson et al disctose of digitally signing executable code (clownloadables), but do

not identify that the executable code (downloadable) contains specific privilege request code such

as being an applet, ActiveX control, or a plug—in. It is disclosed by Khare of an identical teaching

which discloses Microsoft announcing a tool that allows vendors to digitally sign ActiveX
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(controls), Java (applets), and plug-in components (pg 1). It would have been obvious to a

person of ordinary skill in the art at the time of the invention to have been motivated to apply

code signing to information such as ActiveX controls, Java applets, and plug—in components. The

teachings of Khare disclose that the intent of code signing is to identify a creator of an Internet

based applet before a user downloads it and it is designed to provide users with the same level of

security found in marketed software which is based on a level of trust and place pressure on

independent service vendors (ISVs) honest and the additionally issue digital certificates to the

executables (downloadable) components such as ActiveX controls (pg 1). Apperson et al

additional recites of motivation that enables servers to download executables (downloadables)

with full client validation of their origin and authenticity (col. 2, lines 34-38) and the teachings of

Khare are an obvious extension of the teachings of Apperson et al as a means of identifying

specific components such as an applet, ActiveX control, or a plug—in to provide a userfclient with‘

information about the executable (downloadable) and if it is trusted from an external source and if

it has been authenticated.

12. Claims 5,6,9,15,I6, and 19 are rejected under 35 U.S.C. l03(a) as being unpatentable

over Apperson et al.

As per claims 5,6,15, and 16, it is disclosed by Apperson et al of providing executable

code (dovmloadable) with privilege request code that indicates (fetches) a set ofprivileges or

privilege categories that the executable code (downloaclable) may try to perform on the client

machine (one or more references to a component). The distributing authority digitally signs
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(performs a function) the executable code and the privilege request code and provides a certificate

(generated downloadable ID) that can be traced by a client to a known certifying authority (col. 2,

lines 43~53). The teachings ofApperson et al disclose of digitally signing executable code

(downioadables), but do not identify that the executable code (downioadabie) contains specific

privilege request code such as including HTML code or an application program. The examiner

hereby takes official notice that it is notoriously well known that HTML code and application

programs include executable code. It would have been obvious to a person of ordinary skill in the

art to have been motivated to interpret the teachings of Apperson et al to have included the use of

HTML code and application programs as specific forms of executable code. It is notoriously well

known that HTML code and application programs are information that is transferred across the

Internet and downloaded by a client computer’s browser which reads and executes the executable

code. An application program is known as being a program in assisting in the performance of a ‘

specific task, namely a web based document processing and HTML is known as a markup

language used for documents on the World Wide Web and indicates how web browsers should

display the elements of a web document to a user. It is obvious that the teachings of Apperson et

ai could have included HTML code and application code as forms of executable code

(downloadables) since it is executable information which is transferred across the Internet.

As per claims 9 and l9, it is taught by Apperson et al of providing executable code

(downloadable) with privilege request code that indicates (fetches) a set of privileges or privilege

categories (first and all components referenced) that the executable code (downloadable) may try
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to perform on the client machine (one or more references to a component)(col. 2, lines 43-47).

The teachings of Apperson et al are silent in disclosing that the executable code (downioadable)

does not include any references. The examiner hereby asserts that it is obvious for the teachings

of Apperson et al to make use of this feature. It would have been obvious to a person of ordinary

skill in the art at the time of the invention to have been motivated‘ to include or exclude

components in executable code (downioadable). The governing factor would be the intent of the

executable code (downloadable) and how it was designed. If it were a independent of any other

function within an interactive environment, such as documents on the World Wide Web, then it

could be executed independent ofany other components once downloaded onto a user’s

computer. Otherwise, if downloaded executable code was dependent on fimctions on a user’s

computer as is explicitly disclosed by Apperson et al (col. 2, fines 43-47), then the specific

functions would be referenced by the executable code (downloadabie). It is obvious that the

teachings of Apperson et al could have include executable code (downioadable) without including

any references since there exists various types of executable code that may or may not reference

other components.

Conclusion

13. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

Touboul et al, U.S. Patent 6,154,844
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Touboul, U.S. Patent 6,092,194

“Microsofl ActiveX Software Development Kit”

“Release Notes for the Microsoft ActiveX Development Kit”

14. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Christopher Revak whose telephone number is (703) 305-1843. The

examiner can normally be reached on Monday-Thursday from 6:30 am to 4:00 pm. The examiner

can also be reached on alternate Fridays from 6:30 am to 3:00 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor,

Ayaz Sheikh, can be reached at (703) 305-9643. The fax phone number for the organization

where this application or proceeding is assigned as follows:

for After~Final Communications: (703) 746-7238;

for Official Communications: (703) 746-7239;

for Non-Official Communications: (703) 746-7240.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is (703) 305-3 900.

C4'/\

CR

June 26, 2003
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- The MAILING DATE oi‘ this-communication appears on the cover sheet with the correspondence address —
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPJRE § MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.
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Status

1)|j Responsive to communicationis) filed on .

2a)f:] This action is FINAL. 2n)E This action is non-final.

3)I'_'] Since this application is in condition for allowance except for formal matters, prosecution as to the ments is
closed in accordance with the practice under Ex parte Quayle. 1935 C.D. 11. 453 O.G. 213.

Disposition of Claims

4)E CEairn(s) _1_-ggislare pending In the application.

4a) Of the above clairn(s) ____________. islare withdrawn from consideration.

' 5)i'_'] Claim(s)______islare allowed.

6)E CIaim(s)_1fl islare rejected.

7)l:I Claimrs) __ islare objected to.

8)E] C|aim(s) are subject to restriction andlor election reqr.rIremenL
Application Papers

9)E The specification is objected to by the Examiner.

10)|j The drawing(s) filed on _____g islarez a)El accepted or b)EI objected to by the Examiner.

Applicant may not request that any objection to the drawlngisl be held in abeyanoe. See 37 CF R 1.85(e).

11)[] The proposed drawing correction filed on __ is: all] approved bif] disapproved by the Examiner.
if approved. corrected drawings are required in reply to this Office action.

12)|:] The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. §§ 119 and 120

13)[| Acknowledgment is made oi a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)|:] All b)|:] Some " c)l___I None or.

1.|:] Certified copies of the priority documents have been received.
2.i:] Certified copies of lire priority documents have been received In Application No. __

3.I:I Copies of the certified copies ofthe priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Offioe action for a list of the certified copies not received.

Office Action Summary

14)E Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(6) (to a provisional application).
a) E] The translation of the foreign language provisional application has been received.

1_5)|:] Acknowledgment is made of a claim for domestic priority under 35 U,S.C. §§ 120 andlor 121.

interview Summary {PTO-413) Paper No(e). .

Attlchmcntitj

1) E Notice of References cm (PTO-892) 4) B5) Notice o1lnforrna|?ateniAppfication(PTO-I52)
e) E] Other. . I

2) U Notice of Draft.-.person'.-. Patent Drawing Review (PTO—9-ll-8)
3) E Information Disclosure Statornontm (PTO-1449) Paper Nola) 2.

PTO-326 (Rev. D4-D1) Part in‘ Floor No- 5
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DETAILED ACTION

Information Disclosure Statement

1. The information disclosure statement submitted is in compliance with the provisions of 37

CFR 1.97. Accordingly, the information disclosure statement is being considered by the

examiner.

Sjrecificafion

Applicant is reminded of the proper language and format for an abstract of the disclosure.

The abstract should be in narrative form and generally
on a separate sheet within the range of 50 to 250 words. It is important that the abstract not

exceed 250 words in length since the space provided for the abstract on the computer tape used
by the printer is limited. The form and legal phraseology often used in patent claims, such as
"means" and "said," should be avoided. The abstract should describe the disclosure sufficiently to
assist readers in deciding whether there is a need for consulting the full patent text for details.

The language should be clear and concise and should not repeat information given in the
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns,"
"The disclosure defined by this invention," "The disclosure describes," etc.

It is noted by the examiner that the abstract should be amended to be incorporated into a

single paragraph.

3. The specification is objected to because the current status of application O8/964,388 is not

listed. It should be included that the application is now U.S. Patent 6,092,194’. Correction is

required.
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Double Patenting

4. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy {a policy reflected in the statute) so as to prevent the unjustified or
improper tirnewise extension of the "right to exclude" granted by a patent and to prevent possible
harassment by multiple assignees. See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686
F.2d 937, 214 USPQ 761 (CCPA 1932);1n re Vagel, 422 F.2d 43 8, 164 USPQ 619 (CCPA
I970);a.nd, In re Tlhorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR l.321© may be used to
overcome an actual or provisional rejection based on a nonstatutcry double patenting ground
provided the conflicting application or patent is shown to be commonly owned with this
application. See 37 CFR l.130(b).

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

5. Claims 1,1 1,21, and 22 are rejected under the judicially created doctrine of double

patenting over claims l,l7,l3,32,40, and 41 ofU. S. Patent No. 6,092,194 since the claims, if

allowed, would improperly extend the "right to exclude" already granted in the patent.

The subject matter claimed in the instant application is fully disclosed in the patent and is

covered by the patent since the patent and the application are claiming common subject matter, as

follows: It is disclosed of comprising obtaining a downloadable, fetching the downloadable

includes one or more references to a component, at least one component identified by the one or

more references, and performing a function on the downloadable and all components fetched to

generate adownloadable ID. The language “comprising" is open-ended language which contains

atleast the listed elements which all the current elements in claims 1,1 1,21, and 22 of the instant

application are taught in claims ,1[,l 7,18,32,40, and 41 of US. Patent 6,092,194.
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Furthermore, there is no apparent reason why applicant was prevented from presenting

Ciaims corresponding to those ofthe instant application during prosecution of the application

which matured into a patent.

Claim Rejections - 35 USC § 112

The following is a quotation ofthe second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims pa.rticula.rEy pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.

'7. Claims 3 and 13 contain the trademark/l:rade name “Act'1veX". Where a trademark or

trade name is used in a claim as a limitation to identify or describe a particular material or

product, the claim does not comply with the requirements of 35 U.S.C. 112, second paragraph.

See Ex parte Simpson, 218 USPQ 1020 (Ed. App. 1932). The claim scope is uncertain since the

trademark or trade name cannot be used properly to identify any particular material or product.

trademark or trade name is used to identify a source of goods, and not the goods themselves.

Thus, a trademark or trade name does not idenfify or describe the goods associated with the

trademark or trade name. In the present case, the trademark/trade name is used to

identify/describe an executable type of code and, accordingly, the identification/description is

indefinite.
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Claim Rejections - 35 USC § 102

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(c) the invention was described in (1) an appiication for patent, published under section 122(1)), but another flied
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by anodier filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 35l(n) shalt have the effects for purposes of this
subsection of an application tiled in the United States only if the intemational application desigtmiecl the United
States oniy if the inbcmntional application designated the United States and was published under Article 21(2) of
such treaty in the English language.

9. Claims I,7,8,10,11,17,18,20,21, and 22 are rejected under 35 U.S.C. 1020:) as being

anticipated by Apperson et al.

As per claims 1,11,21, and 22, Apperson et al discloses of providing executable code

(downloadable) with privilege request code that indicates (fetches) a set ofprivileges or privilege

categories that the executable code (downloadable) may try to perform on the client machine (one

or more references to a component). The distributing authority digitally signs (performs a

function) the executabie code and the privilege request code and provides a certificate (generated

downloadable ID) that can be traced by a client to a known certifying authority (col. 2, lines 43-

53).

As per claims 7 and 17, Apperson et ai discloses ofperforming the function of a SHA-

hash (function) on the executable code (col. 4, lines 44-48).

V As per claims 8,10,l8, and 20, it is taught by Apperson et al of providing executable code

(downlondahle) with privilege request code that indicates (fetches) a set ofprivileges or privilege
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categories (first and all components referenced) that the executable code (downloadable) may try

to perform on the client machine (col. 2, lines 43-47).

Claim Rejections - 35 USC § 103

10. The following is a quotation of 35 U.S.C. 103-(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title; if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the an to which said subject matter pertairis. Patentabiliiy shall not be negatived by themanner in which the invention was made. '

11. Claims 2-4 and 12-14 are rejected under 35 U.S.C. l03(a) as being unpatentable over

Apperson et al in view of Khare.

It is disclosed by Apperson et al ofproviding executable code (downioadable) with

privilege request code that indicates (fetches) a set ofprivileges or privilege categories that the

executable code (downloadable) may try to perform on the client machine (one or more

references to a component]. The distributing authority digitally signs (performs a function) the

executable code and the privilege request code and provides a certificate (generated downloadablc

ID) that can be traced by a client to a known certifying authority (col. 2, lines 43-53). The

teachings of Apperson et al disclose of digitally signing executable code (downloadables), but do

not identify that the executable code (downioadable) contains specific privilege request code such

as being an applet, ActiveX control, or a plug-in. It is disclosed by Khare of an identical teaching

which discloses Microsoft announcing atool that allows vendors to digitally sign ActiveX
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(controls), Java (applets), and plug-in components (pg 1). It would have been obvious to a

person of ordinary skill in the art at the time of the invention to have been motivated to apply

code signing to information such as ActiveX controls, Java applets, and plug—in components. The

teachings of Khare disclose that the intent of code signing is to identify a creator of an Internet

based applet before a user downloads it and it is designed to provide users with the same level of

security found in marketed software which is based on a level of trust and place pressure on

independent service vendors (ISVS) honest and the additionally issue digital certificates to the

executables (downloadable) components such as Activex controls (pg (1). Apperson et al

additional recites of motivation that enables servers to download executables (downloadables)

with full client validation oftheir origin and authenticity (col. 2, lines 34-38) and the teachings of

Khare are an obvious extension of the teachings of Apperson et a] as a means of identifying

specific components such as an applet, ActiveX control, or a plug-in to provide a user/client with‘

information ‘about the executable (downloadable) and if it is trusted from an external source and if

it has been authenticated.

12. Claims S,6,9,1S;16, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Apperson et 3.1.

As per claims S,6,l5, and 16, it is disclosed by Apperson et ai of providing executable

code (downloadable) with privilege request code that indicates (fetches) a set ofprivileges or

privilege categories that the executable code (dowoloadable) may try to perform on the client

machine (one or more references to a component). The distributing authority digitally signs
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(performs a function) the executable code and the privilege request code and provides a certificate

(generated downloadable ID) that can be traced by a client to a known certifying authority (col. 2,

lines 43-53). The teachings of Apperson et al disclose ofdigitally signing executable code

(clownloadables), but do not identify that the executable code (downloadable) contains specific

privilege request code such as including HTML code or an application program. The examiner

hereby takes official notice that it is notoriously well known that HTML code and application

programs include executable code. It would have been obvious to a person ofordinary skill in the

art to have been rnotivated to interpret the teachings of Apperson et al to have included the use of

HTML code and application programs as specific forms of executable code. It is notoriously well

known that HTML code and application programs are information that is transferred across the

Internet and downloaded by a client computer’s browser which reads and executes the executable

code. An application program is known as being a program in assisting in the performance of a '

specific task, namely a web based document processing and HTML is known as a markup

language used for documents on the World Wide Web and indicates how web browsers should

display the elements ofa web document to a user. It is obvious that the teachings ofApperson et

al could have included HTML. code and application code as forms of executable code

(downloadables) since it is executable information which is transferred across the Internet.

As per claims 9 and 19, it is taught by Apperson et al of providing executable code

(downloadable) with privilege request code that indicates (fetches) a set of privileges or privilege

categories (first and all components referenced) that the executable code (downloadable) may try
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to perform on the client machine (one or more references to a component)(coI. 2, lines 43-47).

The teachings ofApperson et al are silent in disclosing that the executable code (downloadable)

does not include any references. The examiner hereby asserts that it is obvious for the teachings

ofApperson et al to make use of this feature. It would have been obvious to a person of ordinary

skill in the art at the time of the invention to have been motivated to include or exclude

components in executable code (downloadable). The governing factor would be the intent of the

executable code (downloadable) and how it was designed. If it were a independent of any other

function within an interactive environment, such as documents on the World Wide Web, then it

could be executed independent of any other components once downloaded onto a user’s

computer. Otherwise, if downloaded executable code was dependent on functions on a user’s

computer as is explicitly disclosed by Apperson et al (col. 2, lines 43-47), then the specific

functions would be referenced by the executable code (downloadable). It is obvious that the

teachings of Apperson et al could have include executable code (downloadable) without including

any references since there exists various types of executable code that may or may not reference

other components.

Conclusion

E3. The prior art made of record and not relied upon is considered pertinent to applicants

disclosure.

Touboul et al, US. Patent 6,154,844
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Touboul, US. Patent 6,092,194

“Microsoft ActiveX Software Development Kit”

“Release Notes for the Microsoft ActiveX Development Kit”

14. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Christopher Revak whose telephone number is (703) 305-1843. The

examiner can normally be reached on Monday-Thursday from 6:30 am to 4:00 pm. The examiner

can also be reached on alternate Fridays from 6:30 am to 3:00 pm.

If attempts to reach the examiner by telephone are unsuccessfill, the examiner's supervisor,

Ayaz Sheikh, can be reached at (703) 305-9648. The fax phone number for the organization

where this application or proceeding is assigned as follows:

for After-Final Communications: (703) 746-7238;

for Official Communications: (703) 746-7239;

for Non-Official Communications: (703) 746-7240.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is (703) 305-3900.

CR W WES
swenwsonv :2

June 26, 2003 TEcH~oL0G..‘;EE~”,TE£:*€"'“'”“' -if 5 CL.
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[57] ABSTRACT

The invention includes a method and system for distributing
and executing executable code. Before sending executable
code to a client, 3 distributing authority associates a privi-
lege request code with the executable code. The privilege
request code indicates a requested set of privileges that the
executable code will potentially exercise during execution.
The rhstributing rmthm-ily digitally signs the executable code
and associated privilege request code and than distributes it
for eventual execution by clients. Before executing the
executable code, 3 client verifies the digital signature to
confirm the authenticity and integrity of the executable node
and associated privilege request code. This verification
Lll.i.ll.'Zt3S a hierarchy of certifying authorities While the code
executes, the client monitors it and prevents it from cxc-r~
cfsing privileges that are not in the requested set of pn'vi~
leges.

20 Claims, 4 Drawing Sheets
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SYSTEM AND METHOD FOR SAFETY
DISTRIBUTING EXECUTABLE OBJECTS

TECHNICAL FIELD

This invention relates to client-server environments in
which executable objects are downloaded or otherwise dis-
tributed from a distributing authority and executed on a
ditferent computer.

BACKGROUND OF THE INVENTION

There has been a dramatic increase in reliance upon
service providers accessible via electronic data communi-
cations nelworlts such as the Internet. Such service providers
arc generally interested in providing access to the widest as
possible client audience at the lowest cost. Very recently. a
number of solutions have emerged that allow service pro-
viders to achieve these goals. ln particular, there has been
very rapid growth in the use of the standardized hypertext
capabilities of the World Wide Web (WWW) on the Internet
the standardiud nature of the WWW, as well as the very
low costs involved in aocca-sing the Internet, have eliminated
many of the previous hurdles to service development and
distribution.

While the lnternefs World Wide Web and other similar
environments allow service providers to build systems that
can elficieutly deliver information to potentially large num-
bers of clients, they also impose limitations. These l_l_tII_ll.’i-
tions are ll direct consequence of the desire to provide a
simple, generic processing model for multiple purposes.

it has been recognized that these limitations can be
addressed to some degree by allowing servers to send
cxecumblc code to clients, for execution by the clients
thcmsclvc-s. This allows a server to build client software for

a specific purpose, thereby allowing the service provider to
add functionality to existing client software. An advantage
of this approach is that it can in many cases reduce both the
processing burdens on the server and the communications
requirements between the server and the client.

While it might be very desirable for a client to execute
acrvcrprovided software, the potential threat to security is a
serious drawback. For a client to be willing to execute
server-defined functionality, the client must be assured that
no adverse etfects will occur. Specifically, there must be a
guarantee that existing client data will not he read or
modified and that hostile code (viruses, Trojan horses, etc.)
will not be generated and installed on the client system

This is particularly prttblcrrtatit: in the public network
environment since mechanisms for establishing trust
between a client and server are not widely deployed, and
data communications channels are open to eavesdropping
and tampering. Because of this, general purpose compiled
programming languages are not rt solution. It is inherently
unsafe in a public network environment for a client to accept
binary executable images from a server and execute them.
Since the scrver—provided programs would have access to
the full resources of the client computer environment, they
could potentially perlorm any oi various different types of
dangerous or hostile operations.

Binary executable code also has the disadvantage of being
architecturespecific. It is 3 significant complication for the
server In dctennine the computer hardware in use by the
client and the operating system, and to provide different
executable modules for use with dilferent systems.

These issues lead naturally to consideration of an inter
preted language. This approach allows a server to Create

2
program scripts that can be executed on the client to extend
its functionality, while providing it more controlled execu-
tion environment and architecture neutrality. Interpreters can
be implemented on 3 variety of computer platfnrrrts and
operating systems to provide an isolation layer between the
language specification and the underlying architecture.
Hence. a server can provide scripts for extensions that are
executable on at variety of client nracltirres. lrttorpruters can
also perform runtime checking of various sorts to enforce
access of specific resources and to detect when scn'pLs have
been tampered with. Sun Microsysterrfs recently announced
lava language is an example of this approach.

From a client’s perspective, the optimal situation is one in
which it needs only trust the interpreter. Once a client has an
interpreter from at trusted source, the client should be able to
execute any script with complete safety. This is where
existing approaches fail. Java, for example, is H. general
purpose programming environment which allows the gen»
eration of complex applications including ];'O operations.
Java is specifically designed to allow easy access to network
fctcilitiut, hence it has the potential to surreptitiously trans;
mit client confidential information; destroy client data, and
perform other hostile actions. The protection against such
behavior relies on the ability to validate Java scripts and
determine their authenticity. importantly, however, Java and
many other systems rely on a trust relationship between the
server and the client as the bash for their safety. We believe
that this is a significant limitation which our invention
addresses.

In addition to eliminating the requirement of a tnrst
relationship between the client and server, our invention
provides for situations in which a client may wish to execute
server—provided code that performs I/O and other potentially
dangerous operations. Our invention provides, a secure
extension mechanism that enables servers to download
general purpose executables with full client validation of
their origin and authenticity.

SUMMARY OF THE INVENFJON

The invention classifies ditferent types of securityrelaled
operations and services, which might potentially be per-
formed by externally-provided code, into different catego-
ries. When providing executable code. a distributing author~
ity also provides a privilege request code, indicating a set of
privileges or privilege categories that the executable code
might perform on the client machine. The distributing
authority digitally signs the executable code and the privi-
lege request code, and also provides a certificate that can be
traced by the client to a known certifying authority. The
certificate indicates an authorized set of privileges that the
distribuling authority has been authorized to include in
distributed code.

The certificate is issued to the distributing authority by a
certifying authority that is a member of ti hierarchy of
authorities. The certificate is signed by the certifying
authority, and includes or refers to the certificate of an even
higher certifying authority. Each certificate therefore relies
for its verification upon a higher certifying authority, except
for a root authority that is known to be trustworthy.

Each certificate indicates an authorized set of privileges
that the holder of the certificate is autl-rm-ired pass on to
lower members of the hierarchy. When a distributing author-
ity distributes actual executable code, the associated privi~
lege request code must indicate a subset of the privileges
indicated by the privilege authorization code of the certifi-
cate held by the distributing authority. Before executing
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code provided from some external source such as a server,
the client traces the authority of the disuibuting authority
that signed the code, through one or more certifying authori-
ties to one that is known to the client independently of the
server. For each certifying authority, the client verifies that
the privilege authorization code indicates privileges that are
a subset of the privileges indicated by the certificate of the
next-higher certifying airthnrity.

If the client verifies the signature and digital certificate of
the distributing authority by tracing to an authority that is
already known to the client, the client executes the provided
code. However, it monitors the code, and prevents it from
exercising any privileges that are not indicated in the asso-
ciated privilcgc rcqucst code.

In practice, the client creates a granted privilege set for a
particular executable object. and prevents the object from
exercising any privileges not in the granted privilege set.
The granted privilege set is preferably created by intersect-
ing the privilege authorization sets from the digital certifi-
cate of the distributing authority and of any higher authori-
ties encountered while tracing the certificate of the
distributing authority. Any failure while checking the author-
ity of the distributing authority results in an empty granted
privilege set. Every executable statement in the executable
object is then checked against the granted privilege set
before execution.

BRIEF DESCRlP'T"i0N OF THE DRAWINGS

FIG. 1 is a block diagram of a computer system inaccordance with the invention.

FIG. 2 is a block diagram of an executable object inaccordance with the invention.

FIG. 3 is a block diagram of a hierarchy of authorities in
accordance with the invention.

HG. 4 is illustrates an example of a digital certificate in
accordance with the invention.

FIG. 5 is a How chart showing preferred methodical steps
in accordance W'lT.l‘l the invention.

DETAlLEl'J DESCRIPTION OF THE
PREFERRED EMBODIMENT

The invention rlescriberl below titiliires well-known digi-
tal encryption and signing techniques. The following dis-
cussion therefore assumes familiarity with these topics. For
example, the invention utilizes public-key cryptography
techniques such as de.scrihe.d in Schneier, Bruce; Applied
Cryptography Second Edition.‘ Protocols, Algorilhrrts, and
Source Code in C; New York: John V-Vley & Sons, 1996,
which is hereby incorporated by reference. Particularly, the
invention utilizes the RSA (Rivest. Shamir, and Adlerricn)
public-key algorithm for digital signatures, in conjunction
with at liasiiiiig algorithm referred to as Sl-[A (secttre hash

I0

algorithm), although other pub1ic—key signature schemes,
such as DSS, ElGarnal, Elliptic Curve, can alternatively be
used.

FIG. I shows at computer system l0 in accordance with it
preferred embodiment oftbe invention. Computer system 10
includes a computer server 12 and a client couiputcr 14. '
Computer server 12 includes :1 data processor 16, a
computer-readable storage medium or memory 18, and other
components (not shown) typical of a computer network
server. Memory 18 includes both electronic and magnetic or
optical mass storage memory.

Computer server 12, in this case also referred to as rt
rlistrihutirig authority, is configured to providc or distribute

4
one or more signed executable ohjecLs 20 for execution by
client Computer 14. An object 20 is initially stored by server
12 in memory 13. (‘ompiiter server 12 is cnnnerterf tn
download such executable objects to client computer 14
over a communications channel or link, such as a local area
network connection, a wide area network connection, or a
remote connection from an online service provider. The
executable objects comprise both executable code and asso-
ciated data. The code might be in the form of textual scripts,
byte mules, P-cotle, iir hinary iilrjocl (:U(it:.

Client computer 14 is similarly connected to download
and execute executable objects 20 from the computer server.
Client computer 14 includes a processing unit or data
processor 22 and memory 24. Memory 24 includes clcc~
ironic and optional mass-storage memory such as a magnetic
or optical storage medium. Client computer 14 includes
other components (not shown) such as are commonly moor»
porated in a personal or desktop computer.

An application program 15 executes on data processor 22
from memory 24. ‘line application program in the preferred
embodiment of the invention is a client program that inter-
acts with computer server 20. As an example. zipplic-Lition
program 26 might be a “browser” application such as is
commonly used to access resources on a public nenvork
such as the Internet or on a private “intranet.” The Client
program is configured to accept and cxccutc cxcculablc code
provided by cnrnpiiier server 20.

FIG. 2 shows preferred components of executable object
20. The object includes executable code 30, associated data
32, a pi-ivificge request code 34, ii digital signature 36, and
digital credentials 33.

Privilege request code 34 is a code that indicates a set of
security—related privileges that executable code 30 of object
20 will potentially execute on client 14. The facilities of the
client operating system or script iriterpreter are divided up
into it set of privileges or privilege classes. in the Windows
NT® operating system for example, these privilege classes
might relate indivirluafly to file I/O, network operations,
registry read/write rights, graphics operations, window
management, and user list rcadfwritc rights. The privilege
request code indicates which of these classes of Services are
potentially required by executable code 30.

Digital signature 36 is a digital signature of the concat-
enated executable code, data, and privilege request code
from the executable object 20. More particularly, this is an
RSA-encrypted SHA-hash of the concatenated executable
code, data, and privilege request code.'Il'1L; signature can be
verified by at client computer to confirm the authenticity and
lI1tog1'iI.y of the executable code, data, and associated privi-
lege autliorization code. As will be explained more fully
below, the digital signature has the funher important prop-
erty that it can be verified without relying on the trustwor-
thiness oi server 12.

(Tredentials 38, assriciaterl with the server computer or
distributing authority. include a privilege authorization code
indicating which privileges or privilege classes are allowed
to be exercised by codc distributed from server 12 or another
distributing authority. The credentials are issued to server 12
or to a dl.Sl.l'llJllll.I1g authority by one or more certifying
authorities and are digitatly signed by the certifying authori-
ties The digital signature of at least one of this ccnilying
authorities can be verified by the client without relying on
the trustworthiness of the server or other distributing
authority, as will be demonstrated below.

The certifying authorities are responsible for verifying the
trustworthiness of the distributing authority that provided
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the executable code and the level of ll'U.Sl that should be
placed in the executable code and distributing authority.
More specifically, the certifying anthnritiett. determine which
privileges any particular server or distributing authority
should be allowed to authorize. For instance, a certifying
authority might issue credentials to one distributing author-
ity allowing it to distribute code that exercises a full range
of security-related privileges on a client computer, while the-
executable code [tom another distributing authority might be
precluded from perforniing file l/O

Note that in the case shown in FIG. 1, server 12 is a
distributing authority. While this configuration has
advantages, executable code might be signed by a distrib-
uting authority that is independent of the actual server that
provides the code to ciient 14. In fact, the distribution path
from a distnbuting authority to a client computer might take
many forms. In the example shown, the distribution path is
a network connection formed between at server (acting as the
distributing authority) and a client of the server. In other
cases, the executable code might be distributed by floppy
disk or some other portable storage medium from at distrib-
uting authority to a user’s computer In still other cases, the
executable code might be provided to various online sewers
from the distributing autlmrities, and users would obtain the
executable code from the servers. In each of these cases, the
executable mile and associated privilege request code would
be signed by the distributing authority, even though the code
might be obtained by a user from an entity that has no direct
connection to the distributing aulhority-such as an inde-
pendent online service provider. In this latter, case, the
online service provider would act as a code repository,
without participating directly in security measures. Thus,
while the service provider might not wish to participate in
the security scheme descnlaed herein, a client computer
could nevertheless rely on the verifiable digital signature of
the distributing authority to establish the trustworthiness o[
the executable code.

The certifying authorities and distributing authorities are
members of a hierarchy of airthoritics as shown in FIG. 3.
The members of the hierarchy have dilferent levels of
authority, depending on their positions in the hierarchy and
the privileges granted them by higher levels of the hierarchy.
The structure of the liier'art:l.ry resembles a tree. structure,
with a “root" member at the top connected to lower “leaf”
members by “branches.” This “tree of trust” is utilized to
verify signatures of dislribriting artthorities and certifying
authorities. and to verify the authority of a distributing
authority to distribute code with a particular privilege
request code.

At the top of the hierarchy is a “root" certifying authority
4|), also designated CARGO,‘ This entity has audrority over
all possible privileges that an executable object might poten-
tially exercise. Beneath the root are diflerent levels of
r:er1iI'ying authorities 42, including a plurality ofdtslribuiing
authorities 44. Each axrtifyiug authority has authority over
a potentially different set of privileges.

Each certifying authority and distributing authority is
assigned a privilege authorization code by the next-higher
certifying authority in the hierarchy. The privilege authori-
zation code of any particular authority indicates a set of
privileges that can be authorized by that authority. In
addition, the privilege authorization code indicates whether
an entity is autI'r0ri?1.'tl to certify lower members of the
hierarcliy and whether the entity is artthorizerl to act as a
distributing authority. The privilege authorization code held
by any particular entity must indicate a subset of the
privileges indicated by the privilege authorization code of
the next-higher authority.

6
In general, any cenifying authority can also act as a

distributing authority. When acting as a certifying authority,
an entity grants or assigns privilege authorization codes to
lower members of the hierarchy. The granted privilege
authorization codes must indicate a strhset of the privileges
indicated by the certifying authority’s own privilege autho-
rization code. When acting as a distributing authority, an
entity distributes executable objects that include privilege
request codes. Each such privilege request LIILII: must indi~

. Cate a subset of the privileges indicated by the distributing
authority's privilege authorization code.

With this structure. each lower level of authority in the
hierarchy potentially has less and less authority for granting
privileges to other members of the hierarchy or For distrib-
uting executable objects.

In the example of FIG. 3, a client computer 46 receives 1n
executable object from a distributing authority 44 designated
as DA3. The executable ob§ect is signed by DA, and
includes the privilege authorization code of DA, Distrib-
uting authority DA3, in turn, receives its privilege authori-
zatiou code from a cer1it‘ying authority CA2; DA3’5 privilege
authoriration code is at subset of CAz's privilege authon'7a-
lion code. CA; receives its privilege authorization code from
a higher certifying authority CA, and CA, receives HS
privilege authorization code from the root certifying author-
ity CARGO, CARGO, has a privilege aulllurizaliuu code that
includes all possible privileges that might be exercised by
executable objects.

To enforce this scheme, the authority of each certifying
authority and distributing authority is recorded in a digital
certificate, issued and signed by the next higher member of
the hierarchy. The credentials discussed above comprise
such a digital certificate.

FIG. 4 shows an example of a digital certificate 60. It
includes an identification 62 of the holder of the certificate.
the public encryption key 64 of the holder, the date 66 the
certificate was issued, the date 68 of its expiration, the
privilege authorization code 72 authorized for the holder of
the certificate by the certifying authority that issued the
certificate, and an identification '70 of the certifying author-
ity that issued the certificate (at the next higher level of the
hierarchy). It also includes or refers to the certificate 71 of
the certifying authority Certificate 60 is digitally signed by

. the certifying authority, using the private signature key of
the certifying authority. The digital signature 74 of the
certifying authority is appended to and becomes part of thecertificate.

The certificate of the root certifying authority is slightly
different in that it does not include the certificate or digital
signature of any higher authority. Its privilege authorization
code indicates all possible privilega.

This sclretrre results in a chain of digital certificates
leading {mm a distributing authority all the way up the
hierarchy to the root certifying authority. The chain of
certificates can be traced upward through the hierarchy until
reaching the certificate of an authority whose digital signa-
ture can be verified without relying on information obtained
from the distributing authority.

Referring back to FIG. 3, a$ume that distributing author-
ity DA3 downloads or otherwise provides a signed execut-
able object that is eventually executed by client computer
46. The ohiect includes credentials of distributing authority
i)Aq,comprising a digital certificate as described above. The
digital certificate includes the public signing key of distrib-
uting authority DA3, allowing client computer 46 to verify
the digital signature performed by distributing authority
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DA; on the executable code and the privilege request code.
The digital certificate also indicates information relating to
the certifying authority CA1 that issued the certificate,
including the certificate of certifying authority CAT

The certificate of distributing authority DA3, issued and
signed by nextbiglter certifying authority CA2, verifies or
confirms the public signing key and the privilege authori-
uition code ofdjsttibuting authority DA3. The signature and
privilege authority of certifying authority CA2 can in turn be
verified uirough information in CA2’s digital certificate,
issued by certifying authority CA1.

Now suppose that certifying authority CA1 is known to
the client computer, independently of the executable object
If this is the case. client computer 46 can verify the certifi-
cate of certifying authority CA: without tracing any farther
up the hierarchy. That is, client computer 46 will know tbc
public signing key of certifying authority CA1, indepen-
dently ofthe downloaded executable object, and will thus be
able to verify that CA, signed the digital certificate of
certifying authority CA1. Client computer 46 can rely on the
known trustworthiness of certifying authority CA, to con-
Etun the trustworthiness (and digital signature) of CA2, and
can then rely on the trustworthiness of CA, to confirm the
trustworthiness (arid digital signature) of CA3.

Any certificate (except the certificate of the root authority)
can be traced to a higher authority by following the chain of
digital certificates up the hierarchy. As used here, the term
“tracirtg" refers to the process of following a chain of digital
certificates up through a hierarchy of authorities, while
verifying the signature and authority ofany particular mem-
ber of the hierarchy with reference to a certificate that is
digitally signed and authorized by a higher level of the
hierarchy.

The invention includes a method as illustrated in FIG. 5

of distributing and executing executable objects or code. The
tltelltutl includes a first step 102 of establishing a hierarchy
of authorities comprising a plurality of certifying authorities,
including the root authority, and a plurality of distributing
authorities. The nieullnets of the lticrarclly are ptcfctubly
computers connected for communications over a network or
other communications medium.

The method includes 3. step 103 of assigning a privilege
authorization code to each member of the hierarchy. The
privilege authorization code of any particular member of the
hierarchy indicates a set oi privileges that the particular
member is authorized to incorporate in executable objects
that might be provided from that member for execution on
other computers. In addition, the privilege authorization
code indicates the maximum set of privileges that member _
can include in the assigned privilege authorization codes of
other, lower members of the hierarchy. According to this
scheme, the privilege authorization code of any member is
assigned to that member by a higher member of the
hierarchy, and ltlLll.C"ctl.L‘-S ‘cl subset of the privileges ll1(.llL'alt:Ll _
in the privilege authorization code of the higher member.

Step 104 includes creating and signing a digital certificate
for each member of the hierarchy, wherein the certificate of
any particular member (except that of the root authority)
includes or refers to the digital certificate of that higher '
member. This results in a chain of certificates and corre-
sponding digital signatu res, as already described, that can be
nsecl for certifying the tmstwnrthiness and authority of any
particular member of the hierarchy. The digital certificate of
a member also includes the privilege authorization code for
that member, assigned to that member by a higher member
of the hierarchy.

8

A step 106, performed by a distributing authority that is
a member of the hierarchy of authorities, comprises creating
an executable object as shown in FIG. 2. The object includes
executable code and optional data, as well as signed cre~
denliaLs of the distributing authority. In the preferred
embodiment of the invention, the credentials comprise the
digital certificate of the distributing authority, formatted asshown in FIG. 4.

Step 198, also performed by the distributing authority,
comprises associating a privilege rcqttest code with the
executable code and the optional data. The privilege request
code indicates a requested set of privileges that the execut-
able code will potentially exercise on a client computer
during execution. The requested set of privileges is a subset
of the authorized set of privileges indicated the distributing
authoriry’s credentials.

A step 110 comprises digitally signing the executable
code, any associated data, and the associated privilege
request code. This step is performed by the distributing

_ authority, using its private signing key. Specifically, the
distributing authority produces an Sl-[A hash of the concat-
enalcd executable L'Ur(l.E, data, and privilege requestcode, and
encrypts the hash using an RSA encryption algorithm in
conjunction with the distributing authority's private signing
key.

Step 112 comprises sending or otherwise distributing the
executable object, including me privilege request code,
credentials and digital signature oftbe distributing authority,
from the distributing authority to a client computer. This step
might make use of a network communications medium, or
might take place using a. portable storage medium such as a
floppy disk

Step 114, performed by the client computer, comprises
receiving the object sent in step 112 and vertlying the digital

‘ signature nf the distfihttting authority to o.1ufi.t'ni the authen-
ticity and integrity of the executable code. associated data.
and associated privilege request code. This step is performed
by decrypting (using the RSA algorithm) the digital signa-
ture with the public signing key of the distributing authority
(as set forth in the credentials of the distributing authority)
and comparing this with an S1-1A hash of the concatenated
executable code, data, and privilege request code.

Stop 116, aLs0 pcrforrned by the client computer, corn-
prises certifying the trustworthiness of the distributing
authority, the validity of the privilege request code, and the
authenticity of the distributing authority’s credentials. This
step includes verifying the digital signature of at least one
certifying authority that signed the credentials of the dis-
tributing authority, in 21 way that is not dependent on the
trustwortliiness of the distrflzntting authority itself. More
broadly, this step comprises tracing the chain of digital
signatures. contained in the certificate of the distributing
authority, to one that can be verified without relying on the
trustworthiness of the disLributiJ:tg authority. This involves
first verifying the signature of a first member of the hierar—
chy that signed the credentials or certificate of the distrib-
uting authority, Ll]Cll verifying the signature of a second
member that signed the certificate of the first member, and
so on up the chain of authorities until reaching a digital
signature that can be verified without relying on information
derived from the certificate of the distributing aulhor:ity—
such as a signature that can be verified using a public signing
key that is already known to the client computer.

When tracing the chain of digital signatures, the client
computer performs a step oi’ verifying that each particular
ccrtillca1t:'s indicated authorized set of privileges (i1tdit'att:t.l
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by its privilege authorization code) is a subset of the
authorized set of privileges indicated in the digital certificate
of the nexbhigher member of the hierarchy that rligitally
signed the particular certificate.

A further step 1.18 comprises verifying that the privilege
request code included in the executable object indicates a set
of requested pl'lV].l€gE5 that is a subset of the privileges
indicated by the privilege authorization code of the distrib-
uting authority. This step is necessary to ensure that the
distributing authority has not exceeded its granted authority.

Decision block 1.20 indicates the action taken as a result
of the verification steps performed by the client computer. If
these steps indicate that no crzrtifying or distributing author-
ity has exceeded its granted authority, and that all digital
signatures are valid, step 122 is performed of executing the
executable code. Otherwise, the executabie code is rejected,
as indicated by termination block 124.

During execution. as indicated by step 126, the executable
code is monitcured to prevent it Erom exercising uiiauthorized
privileges. Specifically, this involves preventing the execut-
able code from exercising any privileges that are not in the
requested set of privileges indicated by the privilege request
code. This inherently prevents exercise of any privileges that
are not in the authorized set of privileges of the certifying
authority that signed the cenificate of the distributing
authority, as well as any privileges not indicated by the
privilege authorization codes of the higher certifying
authorities encountered while tracing the chain of digital
signatures

The monitoring step can be implemented by an
interpreter, if the executable code is a script, or by use of
upetating system facilities if the executable code is a binary
executable. The Windows NT® operating system, for
example, allows strict control over which operations can be
performed by individual executing programs. In the future,
it might be possible to modify the Wiudowsfl operating
system to integrate more fully with the scheme describedherein.

The methods described above are advantageous because
they do not require a mist relationship between a server and
its client. or even between the distributing authority and the
eventual user of the executable code. Maintaining trust
relationships with a plurality of servers or distributing
authorities would be troublesome. beeatlse of the potentially
great number of such entities. Using the scheme described
above, however, a client can maintain a trust relationship
with .51 fewer number ofcertitying authorities at higher levels
of the hierarchy, and rely on the enforceable salety and
security policy maintained by the root authority and other
certifying aiithnrities within the hierarchy

As a further feature, each client; can maintain its own
database describing the sets of privileges the client is willing
to grant difierent authorities. Each such set is indicated by a
signenspecific privilege code, indicating a signer-specific
set of privileges. These sets exist independently of any
downloaded executable code. Before executing any particu-
larcxccutable object, the client identifies all members whose
certificates have been referred to in the credentials of the
distributing authority. lhis includes the certificates oi all
hierarchy members in the chain of authorities above the
distributing authority, all the way up to the root authority.
The client then checks its database to see whether any
sigiiei-specific privilege oodes exist for these members, and
takes the intersection of the privileges indicated by any such
signer-specific privilege codes. The executable object is
prevcuned from exercising any privileges that are not in this
intersection.

10
in practice, the client creates a granted privilege set for a

particular executable object, and prevents the object from
exercising any privileges not in the granted privilege set.
The granted privilege set is preferably created by intersect»
ing the privilege autlnorimtiou sets fiorr: the digital certifi-
cate oi the distributing authority and of any higher members
eucouuzerud while tracing the certificate of the distributing
authority. If signertspecific privilege sets exist for any of
these hierarchy members, they are intersected with the

, results of the previous intersection, and the executable
object is prevented from executing any privileges not
included in the resulting intersection set.

It is advantageous to maintain privilege sets as bit vectors:
multi-bit codes wherein each bit corresponds to a specific
privilege or classification of privileges. Using this format,
intersections can be easily performed by simple logical
operations, such as logically AN'Ding the vectors.

[Li wuipliaucc with the statute, the invention has been
described in language more or less specific as to structural
and methodical features. it is to be understood, however, that
the invention is not limited to the specific fc:rl'LLtBs -zlcscrilicd,
since the means herein disclosed comprise preferred forms
of putting the invention into etIecL The invention is,
therefore, claimed in any of its forms or modifications within
the proper scope of the appended claims appropriately
interpreted in accordance with the doctrine of equivalents.

We claim:
I. A method of distributing and executing executable

code, comprising:
creating digital certificates for a plurality of distributing

authorities, each such digital certificate indicating an
authorized set of privileges for its distributing author‘
ity;

associating a privilege request code with the executable
code, the privilege request code indicating a requested
set of privileges that the executable axle will poker»
tially exercise during execution;

defining signer-specific privilege sets at a client computer
For different ones of the plurality of distributing
authorities, each signenspeciflc privilege set indicating
privileges allowed to executable code signed by the
corresponding distributing authority;

digitally signing the executable code and associated privi-
lege request code by a particular one of the plurality of
distributing authorities;

receiving the executable code, associated privilege
request code, and digital signature at the client com-
puter;

preventing the executable code irom executing if the
digital signature of the executable code and associated
privilege request code cannot be verified;

preventing the executable code from executing if the
privilege request code indicates privileges that are not
ill the signer-specific privilege set of the distribiiting
authority that signed the executable code.

2. A method as recited in claim 1, further comprising
preventing the exeaitabie code horn exercising privileges
that are not indicated by the privilege request Lode.

3. A method as recited in claim 1, further COmpFiSl.flgI
digitally signing the digital Certificate of said particular

distributing authority by one or more certifying authori-
ties;

before executing the executable code, verifying the digital
signature of at least one of the certifying authorities
without relying on Lhe trustworthiness of said particular
distributing authority.
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4. A method as recited in claim 1, further comprising:
certifying the trustworthiness of said particular distribut-

ing authority with a chain of digital signatures by one
or more certifying authodties;

associating the chain of digital signatures with the execut-
able code;

before executing the executable code, tracing the chain of
digital signatures. to one that can be verified without
relying on the trustworthiness of said particular distrib-
uting authority.

5. A method as recited in claim 1, wherein said particular
distributing authority is a memory of a hierarchy of
authorities, further comprising the following step:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher member ofthe hierarchy and refers
to the signed digital certificate of said higher member.

6. A method as recited in claim I, wherein said particular
distributing authority is a memory of a hierarchy of
authorities, further cutnptrsitrg the following steps:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher member of the hierarchy and refers
to the signed digital certificate of said higher member;

before executing the executable code, tracing the digital
certificate of the distributing authority that signed the
executable code to an upper memherofthe hierarchy of
authorities whose digital signature can be verified with-
out relying on the tmstworthiness of said particular
distributing authority,

‘1. A method as recited in claim I, wherein said distrib-
ulirrg authority is a memory of a hierarchy of authorities,
further comprising the following steps:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher member of the hierarchy and refers
to the signed digital certificate of said higher member;

before executing the executable code, tracing the digital
certificate of said particular distributing authority In an
upper member of the hierarchy of authorities whose
digital signature can be verified without relying on the
trustworthiness of said particular distributing authority;

when tracing the digital certificate of said particular
distributing authority, verifying that cash particular
certificaufs ill(llC1ilt:’»4.l authorized set of privileges is a
subset of the authorized set of privileges indicated in
the digital certificate of the higher member that digi-
tally signed the particular digital certificate

8, A method of distributing and executing executable
code, comprising:

creating digital certificates for a plurality of distributing
authorities, each such digital certificate indicating an
authorized set of privileges for its distributing author-
Ely,

defining signer-specific privilege sets at a client computer
for dilferent ones of the distributing authorities, each
signer-specific privilege set indicating privileges
allowed to executable code signed by the correspond-
ing distributing authority;

digitally signing the executable code by one of the plu-
rality nf distributing authorities;

receiving the executable code and digital signature at the
client computer;

preventing the executable code from executing if the
digital signature of the executable code cannot be
verified;

5

30

12
preventing the executable code from exercising privileges

that are not in both (rt) the authorized set of privileges
from the digital certificate of the distributing authority
that signed the executable code and (b) the signer-
speciftc privilege set corresponding to the distributing
authority that signed the executable code.

9. A method as recited in claim 8, further comprising:
digitally signing the certificate by one or more

certifying authorities;
before executing the executable code, verifying the digital

signature of at least one of the certifying authorities
without relying on the trustworthiness ofthe distribut-
ing authority.

10. A method as recited in claim 3, further comprising;
certifying the trustworthiness of die distributing authority

that signs the executable code with a chain of digital
signatures by one or more certifying authorities;

associating the chain of digital signatures with the execut-
abie code;

before executing the executable code. tracing the chain of
digital signatures to one that can he verified without
relying on the trustworthiness of the distributing
authority that signs the executable code.

11. A method as recited in claim 8, wherein the distrib-
uting autlinrily that signs the executable uorle is a memory
of a hierarchy of authorities, further comprising the follow-
ing step:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher‘ tuenrbcr of the hierarulry and refers
to the signed digital certificate of said higher member.

12. A method as recited in claim 8, wherein the distrib-
uting authority that signs the executable code is H memory
of a hierarchy of authorifies, further comprising the follow-
ing steps:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher member of the hierarchy and refers
to the signed digital certificate of said higher member;

before execLtLit.'tg lite eirccutalrle Dude, tracing the digital
certificate of the distributing authority that signed the
executable code to an upper memberofthe hierarchy of
authorities Whose digital signature can be vcr’J2ficd with-
out relying on the trttstwonhiness of the distributing
authority that signed the executable code.

13. A method as recited in claim 3, wherein the distrib-
uting authority that signs the executable code is a memory
of a hierarchy of authorities. further comprising the follow-
ing steps:

creating digital certificates for members of the hierarchy,
wherein the digital certificate of a particular member is
signed by a higher member of the hierarchy and refers
to the signed digital certificate of said higher member;

before executing the executable code, tracing the digital
certificate of the distributing authority that signed the
executable code to an upper member ofthe hierarchy of
authorities whose digital signature can be verified with-
out relying on the trustworthiness of the distributing
authority that signed the executable code;

when tracing the digital certificate of the distributing
authority that signed the executable code, verifying that
each particular oertifiCate’s indicated authorized set of
privileges is a subset of the authorized set of privileges
indicated in the digital certificate of the higher member
that digitally signed the particular rligiurl certificate
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14. One or more computer programs stored on one or
more computemeadahle storage media for execution by a
client mmpiiter, the one or more programs comprising the
following steps:

defining signer-specific privilege sets at the client com-
puter for different ones of a plurality of distributing
authorities, each signer-specific privitege set indicating
privileges allowed to executable code signed by the
corresponding distributing authority;

receiving executable code and an associated privilege
request code, the executable code and associated privi-
lege request code being digitally signed by a particular
one of the distributing authorities;

preventing the executable code from executing if the
digital signature of the executable code and associated
privilege request code cannot be verified;

preventing the executable code lrorn executing if the
privilege request code indicates privileges that art: not
in the signer—speci.tic privilege set corresponding to the
distributing authority that signed the executable node.

15. One or more computer programs stored on one or
more computer-readable storage media as recited in czaim
14. the one or more programs further comprising a step of
preventing the executable code from exercising privileges
that are not indicated by Llie privilege request code.

16. One or more computer programs stored on one or
more Dt\t’l1[)t.l1t:t-l't:a(l2tl)lC storage media as recited in claim
14, wherein said particular one of the distributing authorities
produces a digital certificate indicating an authorized set of
privileges, the one or more programs further comprising a
step of preventing the executable code from exercising
privileges that are not in the authonlzed set of privileges
indicated by the digital certificate.

17. One or more computer programs stored on one or
more computer-readable storage media as recited in claim
16, wherein the digital certijicate is digitally signed by one
or more certifying authorities, said one or more computer
programs further comprising:

betore executing the executable code, verifying the digital
signature of at least one of the certifying authorities
without relying on the trustworthiness of said particular
one of the distributing authorities.

OLE U1 IUUIC L'Ut.lIPlll.C'I IJFUEFELIIIS bl.UICLl UII UIJC Di
more computer-readable storage media as recited in claim
lfi, wherein the trustworthiness of said particular one of the

~11.)

14
distributing authorities is certified with a chain of digital
signatures by one or more certifying, authorities, the Ci3aJ_I1 of
digital sig'nat.ure.-‘. being aSs(x‘.i:-iterl with the eiremrtahlr: (‘.t‘t(l?_
said one or more computer programs further comprising:

before executing the executable code. tracing the chain of
digital signatures to one that can be verified without
relying on the trustworthiness of the distributing
authority.

19. fine or more computer programs stored on one or
more computer-readable storage media as recited in claim
16, wherein the distributing authority that signs the execut-
able code is a memory of a hierarchy of authorities, the
members of the hierarchy having digital certificates, whcrtzin
the digital certificate of a. particular member is signed by .1
higher member of the hierarchy and refers to the signed
digital oertificate of said higher member, said one or more
computer programs further composing the following step:

before executing the executable code, tracing the rligjtal
certificate of the distnbuting authority that signed the
executable code to an upper member ofthe hierarchy of
authorities whose digital signature can he verified with-
out relying nn the trustworthiness of the distributing
authority that signed the executable code.

20. One or more computer programs stored on one or
more computer-readable storage media as recited in claim
16, wherein the distributing authority that signs the execut-
able oode is a memory of a hierarchy of authonties. the
membersof the hierarchy having digital crzrtitlcates, wherein
the digital certificate of a particular member is signed by a
higher member of the hierarchy and refers to the signed
digital certificate of said higher member, said one or more
computer progams firrrher comprising the following step.

before executing the executable code, tracing the diptal
certificate of the distributing authority that signed the
executable code to an upper member of the hierarchy of
authorities Whose digital signature can be verified with-
out relying on the trustworthiness of the distributing
aulhnfity that signed the executable code;

when tracing the digital certificate of the distributing
authority that signed the exectitahlc code, verifying that
each particular Ccrtificate’s indicated authnrired set of
privileges is B subset of the authorized set of privileges
indicated in the digital certificate of the higher member
that digitally signed the particular digital ceniticate.

1! # t i O
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July 22, 1996 10:00 AM ET
IE 3.0 applets will earn certification

By wNorvin Leach_ and _Michael Moeller___

In preparation for the mid-August launch of Internet Expiorer 3.0, Microsoft
and services that let vendors di tail

sig; Activex, Java and Nets__c_;__apg Communications Corp. plug-in components:

As a result, users of lntemet Explorer 3.0 will be able to ide_ng'fy the

But for some IS managers, this approach misses the point of Internet security
by a long shot. Many say they are less interested in knowing who built a
component than in providing seamless protection for users, as the Java
"sandbox" model does.

The Microsoft model, designed to provide users with the same level of
securig found in Sl1l‘iI'l.i(-Lf§QQC_(1 software, is based primarily on a level of
trust and market pressure to keep ISVS honest. ’

To ut the di ital si ture architecture in lace, VeriSi Inc. and, in the

f0 by
the time Internet Explorer 3.0 ships, sources said.

But such a certificate does not authenticate the specific appiet-~iI only
certifies that the vendor has pledged not to build any malicious code into its

software. ''If a user downloads a buggy piece of signed code, then he will ~

never go back to that vendor again," said Rob Price, group product manager for
Internet security at Microsoft.

Beyond the credibility aspect, the signature concept raises a broader issue
for some IS managers.

"Just the fact that they have to create this kind of workaround causes me

http://www.xent.comfFoRK-archive/su1mner96/0338.html
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concern," said Eric Goldteich, information manager with Sheppard, Mullin,
Richter & Hampton, a Los Angeles law firm.

Other IS managers are worried that digital signatures may add complexity to
an already complicated method oftrying to manage who downloads what from the
Internet.

Internet Explorer 3 .0 will modify a user's system files to detect digital
certificates as components are downloaded. Once found, a dialog box will
appear, stating where the component came item and asking if users want to
continue downloading the component.

System administrations will be able to restrict users from downloading any
components, and users will be able to list "trusted" companies that can load
components onto their client machine without confirmation.

Security "should be something the end user isn't aware of," said Erik
Goldoff, computer specialist for the Centers for Disease Control, in Atlanta.

"Bnd users don't even understand Internet busy signals today."

The issue of component security has not been widely discussed because the

technology is only beginning to mature; Internet Explorer 3.0 is the first
browser to apply the digital signature approach.

Two Microsoft competitors, Netscape and Sun Microsystcrns Inc., are adding
digital signature schemes as a means of extending the fiinctionality of
software and components found on the Internet. However, officials at both

companies believe digital signatures alone perpetuate a flawed model found in
shrink-wrapped sofiware.

"Digital signatures are just a part of the answer, not the whole solution,"
said Ieff Treuhaft, director of security at Netscape, of Mountain View, Calif.
"Besides, you need to sign the code, not the vendor."

o Next message: Rohit Khare: "Andreesen moving sloooowly to ob;’cct§'j
- Previous message: RohitShare;"TiIn§._9omtnentson.W3_C.appear in PC ,eJ;"_
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In Re Application of

Shlomo Touboul

Examiner: Unknown

Serial No. 09,539,667

Group Art Unit: 2735
Filing Date: March 30, 2000

For: SYSTEM AND NLETHOD FOR

PROTECTING A COMPUTER AND A
NETWORK FROM HOSTLLE
DOWNLOADABLES

Office of Initial Patent Examination
Customer Service Center

Commissioner for Patents

Washington, DC. 20231

REQUEST TO CORRECT FILING RECEIPT

Attached is a copy of the Official Filing Receipt as received from the U.S. Patent And
Trademark Office with regard to the above-identified patent application for which
issuance of a corrected Filing Receipt is respectfully requested. The errors are shown in
red on the Filing Receipt as well as described below.

There is an error in that the following data is:
C] incorrectly entered

and/or

omitted

Applicant's name

Applicant's address
Title

Filing Date
Serial Number

Foreign Application Reference
Attorney Docket No.

Other — Continuing Data As Claimed by Applicant

ECIDDDDCIUIE
In re Touboui

U.S. Patent Application No.: 09i’539,667

FJN 013129
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PATENT
Dockc1No. 43426.00CIil

in that the filing receipt should read as follows:

Continuing Data as Claimed by Applicant

THIS APPLICATION IS A CON OF U8/964,388 11/06/1997
WI-IICIEI CLAIMS BENEFIT OF 60/030,639 11/08/1996

3. Please issue a corrected Filing Receipt rectifying the above errors.

If for any reason an insufficient fee has been paid, please charge the insufficiency to
Deposit Account No. 05-0150.

Date: August 29, 2002 Respectfully submitted,

Squire. Sanders & Dempsey L,L.P.

600 Hansen Way By: C r/
Palo Alto, CA 943 04-1043 Aaron Wininger
Telephone: 650—356~6500 Attorney for Applicant
Facsimile: 650-843-8777 Reg. No. 45,229

In re Touboul

US. Patent Application No.: 091539.667

FJN 013130
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F] c:./flfc;’APPSi’preexan1fcorrespondonce! 1 .ht.n

— UNITED STATES DEPARTMENT OF COMMERCE
FILING RECEIPT . — ’ Patent and Trademark Office

ifliiifimfiiiillflifllflifliflmlflimmh '. I gsgggssgggggggrgfrfigeomo WDEWKS
‘OC 5i75721' ' I wflmnmonl D_,—_~_ 20231

APF‘LlCA‘l'iC>N riuiveea FILING DATE F'lL FEE Redo ATTY.DOCKE'I'.NO DRAWINGS
402 ‘i D 22 4O9/539,667 03/30/2000 2785 4049200011

Graham 8. James LLP

600 Hansen Way
Palo Alto, CA 94304-1043

Date Mailed: 05/14/2000

Receipt is acknowledged of this nonprovisional Patent Application. rt will be considered in its order and you will be
notified as to the resuits of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPUCANT, and TITLE OF INVENTION when inquiring about this application. Fees transmitted by
check or draft are subject to collection. Please verify the accuracy of the data presented on this receipt. If an error
is noted on this Filing Receipt, please write to the Office of Initial Patent Examination's Customer Service
Center. Please provide a copy of this Filing Receipt with the changes noted thereon. if you received a
"Notice to File Missing Parts" for this application, please submit any corrections to this Filing Receipt with
your repiy to the Notice. When the PTO processes the reply to the Notice, the PTO wili generate another
Filing Receipt incorporating the requested corrections (if appropriate).

Applicantls}

Shlomo Touboul, Kefar-haim, ISRAEL;

ones ENTERED: N ,t5.,.(L.g,‘Continuing Data as Claimed by Applicant _ ""‘g""““"“—“—‘,_______________________H____

ewwW --~—____..__.________
‘THIS Appl.-w+:an .'s a. ‘ Nat 09/«mg! 399 H/ac/19??

Foreign Appiicé1%.}r;5# cums dance all 60 4934,39 W03/17% JUN 2 E3 2500
CALEPJDARED

if Required, Foreign Filing License Granted O6i'14f2DO0 A:: 

“ SMALL ENTITY ""‘

Title

System and method for protecting a computer and a network from hostile downloadables

Preliminary Class

713

Data entry by : BURNS, DORIS Team : OIPE Date: 06/14/2000

liiliillllllliilliliiliiiililliilllllillfliiliilllilliilliiiilliiiliillililliilliilliliililii llillililli

FJN 013131
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filezff/c:rZ0tPPS/prccxsm/correspoudc'nCeJ1.ht

LICENSE FOR FOREiGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 18-1, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CRF 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or afier the effective date thereof
unless it is revoked. This license is automatically transferred to any related applications(s) filed under 36 CFR
1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject
matter as imposed by any Government contract or the provisions of existing laws relating to espionage and the
national security or the export of technical data. Licensees should apprise themselves of current regulations
especially with respect to certain countrie ' ‘ fense Trade Controls,
Department of State (with resp " 22 CFR 121-123)): the Office of
Export Administration, Department _ " ' ffice of Foreign Assets Control,
Department of Treasury (31 CFR Pa

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. if 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 3? CFR 5.15(b).

PLEASE NOTE the following infonnation about the Filing Receipt:

~ The articles such as "a," "an" and "the" are not inciuded as the first words in the title of an application. They
are considered to be unnecessary to the understanding of the title.

- The words "new," "improved," "improvements in" or "relating to‘ are not included as first words in the title
of an application because a patent application, by nature, is a new idea or improvement,

- The title may be truncated ifit consists of more than 500 characters (letters and spaces combined).
- The docket number allows a maximum of 25 characters.

- If your application was submitted under 37 CFR 1.10, your filing date should be the "date in" found on the
Express Mail label. lfthere is a discrepancy, you should submit a request for a corrected Filing Receipt along
with a copy of the Express Mail labei showing the "date in.“

Any corrections that may need to be done to your Filing Receipt should be directed to:

Assistant Commissioner for Patents

Office of Initial Patent Examination

Customer Service Center

Washington, DC 20231

FJN 013132
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NO DOCKETING HEQum5D
DATES ENTER ED

OCT 0 4 2001

CALENDARED
BY
ATTORNEY

SQUIRE, SANDERS 8: DEMPSEY

PTO DATE TAMP:
§§ ' Q Q‘ §§ 3 Docket N .1 4342600011
A99‘ g'( ): Sltlomo Toufil

' : SYSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILEDOWNLOADABLES

The following has been received in the US. Patent Office on the date stamped hereon:
El Patent Application _ Pages _ Claims I: Amendment/Response
Cl Drawings Formalilnformal ._,__ Sheets D Petition for Extension of fime
C] General Authorization I Request to Petition for Extensions of Time
U OathrDeclaration/Power of Attorney E Transmirtai Form
El Assignment it Recordalion Cover Sheet E Fee Transmittal for FY 2001 (in duplicate)
D Verified Statement Claiming Small Entity Status E] Appeal Brief (in triplicate)
[3 Continued Prosecution Application U issue Fee Transmittal

(§1.53(d) CPA - in duplicale) with PTO~B5b Drawings
D Provisional Application _%_ Pages Cl Copy of PTO-1533, Notice to File Missing Parts
1: Design Application __ Pages __ I \®g! P $ '7‘ info. Disclosure Statement (2 pages) 8:

PTO-1449 (2 pages) wt 51.3 References1:? Status Letter

Cl Check No. for S

Cer'£ificate(s) of First Class Mailin

FJN 013133
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: I ' T 1
‘Film: SYSTEM mo METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILE
m_ 

The following has been received in the U.S. Patent Office on the date stamped hereon:
D Patent Application _. Pages __ Claims U Arnendmanlmesponse
C] Drawings Fonnalllnforrnal Sheets El Petition for Extension of Time
[II General Authorizafion I Raquesl to Petition lot Extensions or Time

E] 0alh:'DeclarationfPmver of Anomey E Transmittal Fo=n'n

E] Assignment 8. Reoordalion Cover Sheet 3 Fee Transmittal for FY 2001 (in tluplicale}
El Vedfied Statement Claiming smau Entity Status [3 Appeal Brief (in tripticale)
El Continued Prosewlion Application E] Issue Fee Transmittal

(§1.53(u} CPA — In duplicate) with PTO-85b Drawings
[1 Provisional Appliczation Pages U Copy olF'T0-1533. Notice to File Missing Pans
D Design Application _ Pages _ Drawings E Info. Disclosure Statement (2 pages) &

PTO-1449 (2 pages) wl 5.3 References

D Status Letter C] Request to Correct Filing Receipt
:1 Check No. {or 5 1:] Check No. fat 5

iii Cerlificate(s} of First Class Mailing

--,;¢,.-,-,..,,...'-...--1-u-rr-:—-—r-—r-u-—n-H--—u-4--u.—-...,--———-—.
U.S DEPARTMENT OF COMMERCE
PATENTITRADEMAFIK OFFICE
WASHINGTON. D.C.20231

Squire, Sanders 8. Dempsey L.L.F!
600 Hansen Way, Suite 100
Paio Alto. CA 94304-1043

ulllllllllIl"l"lullllllilmlllllllll|l”|”lll”I1lll|i“

FJN 013134
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PTOFSBIZ1 (O8-D0)
Please type a plus sign (+) inside this box 7-) Approved for use through 10i’31r2002. OMB D651-0031

U.S. Patent and Trademark Oflioe: US. DEPARTMENT OF COMMERCE
Undarthe Papervvotk Reduclim Aclof1995, no persons are required to respond to a colledion of hforrnaljon unless it displays a valid OMB control number.

TRANSl"'TTAL
FORM

Total Number of Pages in This Submission - Attorney Docket Number 4342300011
ENCLOSURES check all that a I

Fee Transmittal Form [3 Assignment 8. Cover Sheet D Alter Ailowanoe Communication to
“ (for an Application) Group

[:1 Fee Attached E] Appeal Communication to Board of
E Deposit AocountAL:thorizalion on D D"3W5”9(5i 591995 Appeais and interferencesFee Transmittal l-"on-n

. . V D Appeal Communication to GroupD Amendment: Response [3 Licensing-related Papers (Appea,Non.cE’ 55.6),’ Rem] SHED
El After Final Ci Petition D Proprietary information

_ _ Ci Petition to Convert to a
E] Signed Oathfllieclaration provisional Application [:3 Status Letter

_ _ E] Power of Attorney, Revocation E other Enclosure“)D EXi5"5'D" 01' Time RB<lUe5i Change of Correspondence Address (pmse ,de,,,,—,J, be,,,,,,,_,;
D Terminal Disclaimer 43 R9f9F9"‘3°5

E Return Postcard
D Request for Refund

E Information Disclosure Statement CD, N be fCD'
(2 pages) & PTO Form 1449 (2 pages) I: um r 0 is) “j

E] Certified Copy of Priority RemarksDocumentls)

E] Response to Missing Parts

El Response to Incomplete Application

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Marc A. Sockol, Reg. No.-10,823
Squire, Sanders & Dempsey, L.L.P‘
60-D Hanson Way
Palo Alto, CA 94304-1043

September 17. 2001
CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as firsl class mail in an envelope

addressed to: Assistant Commissioner for Patents, Washington, D.C. 20231 on this date: September 17, 2001

W °rr"'"=ed name 
/ ' Date September 17, 2001A

Firm
or
Individual name

Burden Hour Statement This form is estimated to ta e 0.2 hours to complete. Tlfne will vary depending upon the needs of the individual case. Any
oomments on the amount ol lime you are required to complete this form should be send to the Chief Intorrnation Officer, U5. Paton: and Trademark
Oflioe, Washington, DC 20231, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO: Assistant Commissioner forPatents, Washington. DC 20231.

FJN 013135
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PTO/SE11? (11-DO)use thruugh 10f31/2002. OMB 065143032
:8: US. DEPARTMENT OF COMMERCE

' pznw
Ll.S. Patent and l..—rdema

Under the Paperwork Reduction Act M1995. nu persons are required to respond to a colzoctmn or information unu_...s it clisp%ay‘s a valid OMB control nunmer,

FEE TRANSMITTAL

for FY 2001

Pam!!! V995 GTE SlJDf9C! I'D annual FBWSIDH,

TOTAL AMOUNT OF PAYMENT

METHOD OF PAYMENT (check one)

1.
Large
Fee

II!

Depash
Account
Number

Deposh
Aolzourlt
Name

The Corrmissianerls hereby alrtlmonzed to charge
indicated fees and credit any over payments to:

05-0150

' Squire, Sanders B. Don1p5ey,L.L.P.
E Charge Any Aclditicmal Fee RequiredUnder 3? CFR 1.16 and 1.17

B Applicant cralms small entity slams.See 37 CFR 1,27

i Payrrlenl Enclosed:

ClCheck E] Credit card

BASIC FILING FEE

Code
101
105
107
10B
114

SUBMITTED BY

Name (Print/T,V_oe,l

Entity Small Entity
Fee
(5)
355
150
245
355
75

U Money El CflherOrder

Fae tlescrlplion

Uliity filing ree
Design filing foe
Plant filing fee
Reissue filing fee
Provisional filling fee

SUBTOTAL {1}

Entity Small
Fee
(5)
18
an
270

3G

18

Fee
Code
203
202

Entity
Fee
(3)
9
no

PM Description
Claims in excess of 20
Independent clalrns in excess of 3
Multiple deperlderd claim, if not paid
" Reissue Independent claims over
original patent
“ Reissue claims in excess of 20 and
over original patent

in
"or number previously paid‘ rf greater, For Reissues. see above

.~m»~E
l 

WARNING: Intorn-latlon on this term may become public. Credit card lnformzlzlon should not be
Included on this term. Provide credit card lnlarmatlon an-d aulhoriullnn ‘on PTO-2036.

Complete If Known

Shlorno Touboul

Attorney Docket No. 45435-00017

FEE CALCULATION continued
3. ADDITIONAL FEES

Lara:
Entity
Fu
(ii
1343
50

First Named lnvantc-r

Examiner Name

l Group 1 Art Unit

Small
Entity
FM
(51
E5
25

Fee
Co-ch
205
72?

F”
Code
105
127

Fee Derscrlpuon
Surcharge — late tillng fee or oath
Surcharge - late provisional fling feeor cover sheet.

Non—EngIish specification
For filing a request for reexamination
Requesting publication ofSlR prlortoEmmineradion

Requestirlg publication nlSlR afterExarnineraclion

Extension for reply within first mom:-i
Bclenslon (or reply within seoordmonth

Extension for reply within Lhlrd month
Extension for reply within fourthmonth

Extension for reply within firth month
Notice of Appeal
Filing a brief in supp-clrl ofarl appeal
Request lei oral hearing
Petition to institute a public use
proceeding
Petition to revive - unavocdable
PaIJl.ion in ruin-{vs — unirltentional
Uti1:tyi$sue1Be(I:>rrEissL-e)
Design issue fee
Plant issue fee
Petitions tn the Commissioner
Petitions related to provlsionas‘
applirzlions
Sunrnlsslon of information Disclosure
Stml

Recording each patent assignment
per property {times number of
properties)

Filing a subrnission after final rejection
(37 CFR§ 1.129(3))
For each additional invention to be
examinecl (3? CFR §1.129{b))

139
147
112

130 139 130
2520
B20‘

‘.13 1.B-40'"

355 Request lor Continued E-can-unation (REE)
Request for expedited ezarnrnatiori
0'! a design aouhcallon

Other fee lspeclly)

‘Reduced by Basic Filing Fee Paid

FJN 013136
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PTO/SBl‘17’(11-DO)
pmtr ‘use through 1Df31.l20lJ2. OME D651-D032

U.S. Patent and u «.flilerI'I-E: oe: US. DEPARTMENT OF COMMERCE
or the Paperwork Reduction Act M1995. nu persons are required to respond to a collection of lniormation ur..._..s it displays a valid OMB control number

FEE TRANSMITTAL

for FY 2001

Complete If Known

Application Number 09/539.557

March 30. 2000

Patent fees are subject to annual revision. Examiner Name
Farsi Named lnvantor_ Shlomo Toubouf

ms

TOTAL AMOUNT OF PAYMENT .~ Attorney Docket Np. 43495-90011

METHOD OF PAYMENT (check one) FEE CALCULATION ‘continued
The Commissioner is hereby authorized to charge 1 ADDiTlONAL FEES
lndicated fees and credit any over payments to. Larpc Small

Entity Entity
Foe F32 F90 Fee
Code ii} cod: (5)
105 13-0 205 65
127 50 22? 25

Fan Description

Surcharge - Salt: filing fee or oath
Surcharge » late provésic-nal filing feeor cover sheet.

Squire. Sanders 8. Dempsey, t_.L.F'. . 139 130 139 130 NorrEnoltsh specification
147 For filing a request for reexarrinatlon

E Chime A"1r'*W“'°"3' F99 Rwulrfid 112 920' Requesting publication ofSlR prior to

05-0150

Under 37 CFR 1.16 and 1 17

E Appucam claims smart entity status.See 3? CFR 1,27
i Payment Enciosed:

Cl OtherCl Creditoard U MoneyD Check
Order

1.8-40'
Exarnineractlon
Requesting; publication of SIR alter
Examiner action

Extenslon for reply within first rnoruh
Extension ior reply witltin secondmonth

Extension for repiy within third rnoniJ1
. Extension for reply withir fourth

1. BASIC FILING FEE |"l'ICII'IUl

I-irtlfi‘ 5'11“! 5m!" Entity Extension for reply wltl-tin fifih month
Fee Fee Fee Fee Notice omppoa:
code (5) Code (3) Filing a brief in supper. ofan apnea‘
101 710 201 355 Request for oral hearing
106 32° 206 130 Petltionto institute a public use
107 490 2137 2-15 Wowedim
‘03 710 205 3-55 Petition to revive — unavoidable
‘14 150 75 Petition to rr-wlve — unintentional

Ublity Issue fee (or rolssue}
Design issue fee

2. EXTRA cuum FEES 300 Flam ism lee
130 Petitions to the Commissioner

Petitions related to provisional
applications
Submission of Information DisclosureSlmt

Flecordlng each patent a-ssignmenl
40 per property (times nurnber of

properties)
Flling a sutnéssion afier final rejection
(3? CFR §1.129-(a):l

355 For each additional invention to be
examined (37 CFR § 1.129(b))

PM Description

uurny filing tee
Design filing fee
Plant liling fee
Reissue filing fee
Provisional filling fee

SUBTOTAL (1)

130

‘E30

Entity Small _ 355
me Fen Description18 2'03
60 202
270 204

80 209

Claims in excess oi2O
Independent claims in excess of 3
Muwplc dependem daim “ml paw . 355 Reouestror Conlmued Euamnatuon(RCEJ
“ Reissue independent claims over 900 Request for 1-xpedrlecl c.K3l'l'll'\3UU!l
original patent or a design apolucalmn" Reissue cialrns in excess of 20 and
over angina‘ patent

"or nurrb-or previously paid. if orealec For Reissuat. see above

13

Other lee (5DBC|lYl

‘Reduced by Basic Filing Fee Paid
SUBTOTAL (3) (5) 0

late Ea u iceble

WARNING: lnlornution on this Iorm may becorne public. Crncflt card informatlun should not be
included on this form. Provide credit card Information and Iufllnrlzlilon 'on PTO-20.35.

SUBMITTED BY

Home (Print/Type)

Sig-nelura

Burden Hour Statement" This lorrn ls estlrnated to take 02 hours to oornplete.1”ime will vary depending upon the needs of me Individual case. Any comments on the
amount of time you are required to oornptete this form should be sent to the Chief lnfcmtatjon Ol‘llcar_ us l’-‘alert and Trademark Ofice, Washington. DC 20231.
00 NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO. Assistant Cqrnrnissioner for Patents. Washington, DC 20231.

FJN 013137



SOPHOS 
EXHIBIT 1004 - PAGE 0617

PATENT

Attorney Docket No.: 434260003 I

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

§jE.ETIE]g"A'l'l:‘ oz; MAIL mg

l hereby certl fy lhat this paper (along with any paper referred to as being attached or enclosed) is being deposited with the United
States Postal Service on the date shown below with sufficient postage as first class mail in an envelope addressed to Commissioner for
Patents, Washington, DC. 20231, on

Q/1'?/01Dale:

In re Application of:

Shlorno Touboul Examiner: Unknown

Serial No: 09/539,667 Art Unit‘ 2735

Filed; March 30, 2000

Title: SYSTEM AND METHOD FOR PROTECTING
A COIVIPUTER AND A NETWORK FROM

HOS/TILE DOWNLOADABLES

Commissioner for Patents

Washington, DC. 20231

rnromvnvrron DISCLOSURE STATEMENT PURSUANT TO

37 C.F.R. §§t.97-1.98

In accordance with the duty of disclosure under 37 C.F.R. §l .56 and pursuant to 37 C.F.R.

_{_9§l .97—1.98, Applicant hereby notifies the U.S. Patent and Trademark Office of the references

listed on the attached Form PTO~l449. One copy of each cited reference is submitted herewith.

The submission of the listed documents is not intended an admission that any such

document constitutes prior art against the claims of the present application. Applicant reserves

the right to dispute any of the listed documents as prior art during examination. Furthermore,

Applicant does not waive any right to take any action that would be appropriate to antedate or

otherwise remove any listed document as a competent reference against the claims of the present

application. The submission of this Information Disclosure Statement is not to be construed as a

representation that a Search has been made or that no other material information may exist.
In re Touboul Page 1 of2
US. Appln. No.: 09/539,667 24740

FJN 013138
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PATENT

Attorney Docket No.: 434260001 1

The Examiner is requested to initial the enclosed Form PTO-1449 and return a copy
thereof to the undersigned.

The present Information Disclosure Statement is being filed before receiving the first

Office Action. Therefore, no certification under 37 C.F.R. §l .97(e) or fee under 37 CPR.
§1.17(p) is required.

However, if for any reason an insufficient fee has been paid, please charge the
insufficiency to Deposit Account No. 05-0150.

Date: E : [7, 34553 l Respectfully submitted,

Squire, Sanders & Dempsey L.L.P. M600 Hansen Way

Palo Alto, CA 94304-I043 Marc A. Soclcol

Telephone (650) 856-6500 Attorney for Applicant
Facsimile (650) 843-8777 Reg. No. 40,823

In re Toubord
U.S. Appln. No.: 09/539156?

FJN 013139
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_ 5,734,459
—_ N" 5,795,952
—
:
:E

:

-

—_
—

+

PTOISBJUBA (05-OD)
Approved to. , oe through 1D.'31:'20i}2. OMB 0651-003‘-.

U.S. Patent and Trademark Crttice: U.S. DEF’ARTti.(ENT OF COMMERCE
'- K) -—-o- - nacn1adimdra&1n1attx1tnessitoo':ta§1sa\ratfi3OMBo3nvo!n1nber.

Appzcaum

Emuner Name  
Attorney Docket Nuniber 43425.0[}01’I

u.s. PATENT oocumems

C“! US" Pm Name of Palermo or Appticam DaleotPubiiaation of Pages. Cotunns, Lnfls, where
r ' J

Ftease type a plus sign (+ji inside ti 0):‘ +

Unoertne ' . 0-.

Substitute tortorrn 14-49A/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(use as many sheets as necessary)

Cltfld Document Relevant Passages or Relevant
F‘qu'o: Appear

John H. Murphy. et al
Doren Rosenmai

Hornayoon Tajalli, et al.
Sarbari Gupta, et el. 01-15-1996

David M. Chess, et at. 01-16-1996

o2—25»199e-
0442-1997
oe-1ov1997

11-.'2§-“$997

-
- 
-
:-
——
=

5,692,047
5,692,124

5.7‘éo,o33

= Chartes E. Mciuanis
: James M. Holden, et al.
- 02.174995

5,724,425 _ Sheueung Cha-'1g,eta|. _ 03034995
5,740,243 : Helmut Fiems. at at 04-14-1993

 _ Arthur A, van Hoff, et at 05.02.1993
——_ _F_rant<i'in Charles Breslau, et al,
— ' ‘_ Murthy Devarakonde, et at.

Owen Davis, et at. 03-18-1998

=9-33-1993—
5-B32206I 11433-1998
5-859559 T 1245-1998
5,859,966 Kenneth John I-layman, et at 01-12-1999

: vwirsam E”. Etoebert, at at. 01-25-1999
Robe{'1”G.Aiicinson,etai o4-oe-1999

Eva Y. Chen, et a.‘-
James E. Walsh, et al.

Giiad Goian
CiEi~2‘i-1999
10-26-1999
11-09-1999

5,956,431

5,974,549 9

FOREIGN PATENT DOCUMENTS
Fc-rezgn Patent Document DateofPub|icaLion ot

Cited Document
MM—DD-YYYY

Name of Patentee

E"a'“‘“°' 0: Applicant or

EXAMINER: initial if reference considered, wnether or not citation is in oontormanoe with MPEP 609. Draw line through (station it not in conformance
and not considered. In-etude copy of this form with next communication to applicant.

' Unique citation designation number. 3 See attached Kinds of US. Patent Documents 3 Enter Office that issued the document, by the two-letter code
(WIPO Standard ST.3}. ‘ For Japanese patent documents, the indication oi the year of the reign of the Emperor must precede the seriai number ot the
patent document. 5 Kind of document by the appropriate symbols as indiwted on the document under WIPO Standard ST. 15 it possible. ” Applicant isto place a chazk mark hee it Enpitsh language Transiation is attached.

Burden Hour Statement: This town is estimated to take 2.0 hours to complete. Time witl vary depending upon the needs of the éndtviduai case. Ary
comments on the amount or time you are required to cornpiete this form should oe sent to the Chief Infomtation Otfioer, U.S. Patent and Trademark
Office, Washington. DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO: Assistant CommissionertorPatents, Washington, DC 20221.
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Approved for use through $Di:t1f20lJ2. OMB 0651-0031

US Patent and Tradamarl-: Otfice: US. DEPARTMENT OF COMMERCE
UndEt11'I3P3fJel'lA'Dl1tRBd1.ldiO!I.NIZ't011995, mpesumaermwaibrespuumamlefimdrmrnmmwfiealmriemavaidmflmudmnbe

Substitute {Di fO|'l'Ti 14-49AfPTO Corn Iefe [fKnDWn
Application Number D9/539,687

INFORMATION DISCLOSURE March 303000
STATEMENT BY APPLICANT Smomo Toubou,

Group Art Unit

(use as many sheets as necessary)
Attorne Docket Number 4342613001 1

include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
the iternibook, magazine, journal, serial, symposium. catalog, etc), date, page(s}. volume-issue

numbers ublisher,c andiorcount where ublished.

JIM K OMURA, 'NoveIApplications of Cryptography in Digi'talComn1unicat'ions', EEEE Communications
Magazine, May, 1990; pages 21-29.

OKAMOTC-. E. at ai., 'lD~l3ased Authentication System For Computer Wrus Detection".
lEEEi'lEE Electrorlic Library online, Electronics Letters, Vol. 26. Issue 15, ESSN 0013-5194,

July 19, 1990. Abstract and pages 1169-1170.
It :i!tel.lhs.oom:3Di i-biniiel l?se...2ehIs%26ViewTem|ate%3i:Idocvievi.%5fD%2ehts.

IBM Al'l‘ilVl'US Users Guide Version 2.4. international Business Machines Corporation,
November 15. 1995, page 6-7.

NORVEN LEACH et al. ‘IE 3 0 Applets Will Earn Certification’, PC Week, Vol. 13. No. 29. July 22, 1996, 2 pages.

'Finjan Software Releases $|.li'TtI’lBOEtrd, lnciustry‘s First JAVA Security Product For the World Wide Web‘, Article
published on the Internet by Finjan Software Ltd, July 29, 1995, 1 page.

‘Powerful PC Eei:ur‘itv for the New World of Java“ and Downloadables, Surfin Shield”“"Ar1icle published on the
lntemet by Finjan Software Ltd. 1996, 2 Pages.

Microsoft!) Autrie.-ilicode Technology, 'Ensun‘ni;i Accountability and Authenticity for Software Components on the
ln1emet', Microsoft Corporation, October 1996, including Abstract, Contents, Introduction and pages 1-10.

'Finjan Announces a Personal Java” Firewall For Web Browsers - the Surl'inShield*" 1.6 (fomierly known as
SurfinEloard]', Press Release at Fingan Releases Surfinshield 1.6. October 21, 1996, 2 pages.

Company Profile 'Finjan ~ Sate Surfing, The Java Security Solutions Provider‘ Article pubtished on the Internet byFintan Software Ltd, October 31, 1996. 3 pages.

'Finjan Announces Maior Power Boost and New Features for Surfii-»Shieid“‘ 2.9‘ Las Vegas Convention
Center/Paviiion 5 P5551, November 1B. 1996, 3 pages.

‘Java Secunty' Issues & Solutions‘ Article published on the lntemet by Finlan Software Ltd, 1996, 6 pages ..__

‘Produc.1s' Arlide published on the Internet, 7 pages,

MARK LaDUE, 'Online Business Consuttant; Java Security: Whose Business is It?‘ Article published on tile
iernet, Home Page Press, Inc. 1996, 4 pages.

Web Page Article ‘Frequently Asked Questions About Authentic-i:ide', Microsoft Corporation.
last updated February 17, 1997, Printed December 23, 1998.

URL: h -ii‘i.i.-.ii-w rnicrosott.corrth-orkshopfsecuri rauthcode/signfao.as

ZHANG. X.N.. ‘Secure Code Distribution’, IEEEIJEE Electronic Library oniine, CompI.i1er,
Vol. 30, Issue 6, June, 1997, Pages. 'i'6~‘79.

'EXAMtNER lniltal if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation it not in oonfomiance
and not COI'lSldEfBd. Include copy or this form with next communication to applicant.

‘ Unique dtalion designation number. 2 Applicant is :0 place a chsdc mark here it English language Translation is attached

Burden Hour Staternenl; This Iorm is estimated to lake 2.0 hours to complete. Time will vary depending upon the needs or the individual case. Any
comments on the amount or time you are required to complete this toim should be sent to the Chief lnlormation Officer, US. Patent and Tradernant
Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner forPatents, ‘Washington, DC 20231.
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= ' -‘ UNITED STATES DEPARTMENT OF COMMERCE
F"-ING RECEIPT “H V Patent and Trademark Office
lnmimmaunllrum mm; mmsgcmmvmu

" .-  DNE OF PATENT AND  KS
-ocoooooooosnsmr . _. wa,._,,,,,g,,,,' DE, mg,

402 10 22 4O9l'539,667 03/3012000 2785 4049200011

Graham 8. James LLP

600 Hansen Way
Palo Alto, CA 94304—1043

Date Mailed: U-6/14/2000

Receipt is acknowledged of this nonprovisional Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the US. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTEON when inquiring about this application. Fees transmitted by
check or draft are subject to coilection. Please verify the accuracy of the data presented on this receipt. if an error
is noted on this Filing Receipt, please write to the Ofiice of Initial Patent Examinations Customer Service
Center. Piease provide a copy of this Filing Receipt with the changes noted thereon. if you received a
"Notice to File Missing Parts“ for this application, please submit any corrections to this Filing Receipt with
your reply to the Notice. When the PTO processes the reply to the Notice, the PTO will generate another
Filing Receipt incorporating the requested corrections (if appropriate}.

Applicant(s}

Shlorno Touboul, Kefar»halm, ISRAEL;

DATES ENTERED: Na Au..‘o__,
Continuing Data as Ciairned by Applicant ______*________"‘_":“____‘““**““"'-

THIS APPLN CLAIMS BENEFIT OF 60/030,899 1 H07/1996 -—~—~——-———.—_..____
._—.-...._.......__...

Foreign Applications JUN 2 G 2030

CALENDARED

if Required, Foreign Filing License Granted 06/14/2000 BYATTORNEV
‘-'.-———-—-——-—-..._j......__.,__,___

GRAHAM .9. JAMES (Pg) ip ggp-r,
'“" SMALL ENTITY "'

Title

System and method for protecting a computer and a network from hosfiie downloadables

Preliminary Class
713

Data entry by : BURNS, DORIS Team : OIPE Date: 06114/2000

imllflllfillmififlllllflflllllflllflflllllflllfillfillillfifllflflillllllmllllllfl

6/I4/O0 8"l'7 AM

FJN 013142



SOPHOS 
EXHIBIT 1004 - PAGE 0622

fiieI."'//CIJQRLPPS/pl'0eX3.l1l/C0E1’BSp0I1d¢nC0/'I .htrr,

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.1‘! & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 134, if the phrase "IF REQUIRED, FORElGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such iicenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CRF 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof
unless it is revoked. This license is automatically transferred to any related applicah'ons(s) filed under 36 CFR
1.53(cl}. This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject
matter as imposed by any Government contract or the provisions of existing laws relating to espionage and the
national security or the export of technicat data. Licensees should apprise themselves of current regulations
especially with respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls,
Department of State (with respect to Arms, Munitions and lmptements of War (22 CFR 121-128)); the Office of
Export Administration, Department of Commerce (15 CFR 370.10 0)); the Office of Foreign Assets Control,
Department of Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "iF REQUIRED, FOREIGN FlLlNG
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition fora license under 37' CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign fits the application pursuant to 37 CFR 5.15(b). '

PLEASE NOTE the following information about the Filing Receipt:

- The articles such as "a," "an" and "the" are not included as the first words in the title of an application. They
are considered to be unnecessary to the understanding of the title.
The words “new,” "improved," "improvements in" or “relating to" are not included as first words in the title
of an application because a patent application, by nature, is a new idea or improvement.
The title may be truncated if it consists of more than 600 characters (letters and spaces combined).
The docket number allows a maximum of 25 characters.

If your application was submitted under 3? CFR 1.10, your filing date should be the "date in" found on the
Express Mail iabel. If there is a discrepancy, you should submit a request for a corrected Filing Receipt along
with a copy of the Express Mail label showing the “date in."

Any corrections that may need to be done to your Filing Receipt shoutd be directed to:

Assistant Commissioner for Patents

Office of initial Patent Examination

Customer Service Center

Washington, DC 20231

6.-’l4l’00 8:l7 AM
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APP? 11 2030
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ATTORNEY
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Date Mailed: March 30. 2000 By: ii.-lASlmd PTO DATE STAMP:
Serial No.: Unassigned Docket No.: ¢t01192.D0O1t
AppIicant(s): Shlomo Touboul
Title: System And Method For Pr9_te'ct:ng A Computer And A Network From Hostile Downloadables

The following has been received in the US. Patent Office on the date stamped hereon:
E Patent/Application 35 Pages Q Claims (Cont) D Amendmentmesponse
E Drawings Formal jg Sheets D Petition for Extension of Time
8] General Authonzafion I Request to Petition for Extensions of Time
E Oattilbeclaratic-nfPower of/Attorney (copy) Transmittal Letter

Assignment 8. Recordatiori Cover Sheet (copy) D Notice of Appeal
® Venfied Statement Claiming Small Entity Status D Appeal Brief (in triplicate)

(copy)

D Continued Prosecution Application D issue Fee Transmittal
(§‘l .53ld] CPA — in duplicate) with PTO-85b Drawings

D Provisional Application _ Pages D Copy of PTO-1533. Notice to File Missing Parts
D Design Application __ Pages __ Drawings D info. Disclosure Statements. PTO—144Q:'RefsA _
D Status Letter 4, D Request to Correct Filing Receipt
D Check No. for S jcsll fined No. 242431’or $402.00
D Other: /

U”. S .
3E Express Mail # EL5151 55991US

lllill l lllllllill
U3/30/'
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SEFIVICE GUARANTEE AND LIMITS
ON INSURANCE COVERAGE CustomerCopyLane}11-!‘.Ju!y'1S97
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Date Mailed: March 30, 2000 .

Serial No: Unassigned Docket No.: 4049200011
ApEiicant(5): Shlomo Touboul

Title: Sxstern And Method For Proteclifl A Comguter And A Network From Hostile Downloadables
The following has been received in the US. Patent Office on the date stamped hereon:
[33 Patent Application 25 Pages 22 Claims (Cont) lj Arnendrnentmesponse
Q Drawings Formal _LQ_ Sheets lj Petition for Extension of Time

General Autlionzafion I Request to Petition for Extensions GT Time
[3] Oatl'LfDeclaral1‘onJPower of Attorney (copy) E Transmittal Letter
E Assignment & Recordatlon Cover Sheet (copy) [1 Notice of Appeal
E] Verified Statement Claiming Small Entity Status 1:] Appeal Brief (in triplicate}(copy)

Ij Continued Prosecution Application Ij Issue Fee Transmittal
(§‘l ,53[d) CPA - in duplicate) with PTO—35b Drawings

[3 Provisional Application __ Pages D Copy of PTO-1533, Nance to File Missing Parts
C] Design Application __ Pages _ Drawings {j Info. Disclosure Statement E. PTO-1449r'Refs _ _
E] Status Letter 1] Request to Correct Filing Receipt
['3 Check No. for 5 E Check No. 24243 for $402.00CI Other.

E Express Mail # EL515155991US

US. DEPARTMENT OF COMMERCE
PATENTFFRADEMARK OFFICE
WASHINGTON, DC. 20231

on.-it-in-o_
Graham & James LLP

600 Hansen Way
Palo Alto. CA 94304-1043

“IIIllilllllllilllillllllllilnllllllllllllllllilILIHIIIIH

1.31/200701 . OJ.

FJN 013146



SOPHOS 
EXHIBIT 1004 - PAGE 0626

—r-——~—-—~ —J-.«......__._4¢__.,..._ ._..____ ...—......_+.__..__....__.r_ .j_ _

QGISAHAM é§§}3AMEs..LLr-t
4?

{if}-£0332 vfififill ~ 42‘ I ' -.~4.fl2_..flLi1 Pat-an4: &"T15'Fi-ling :1? a Continumd
V V ' - M Pa:t'ant'ApplicatVian

ozzgagas

FJN 013147



SOPHOS 
EXHIBIT 1004 - PAGE 0627

Express Mail Label N0. EL515‘ J91!

UTILITY PATENT APPLICATION TRANSMITTAL fi,Z‘;§‘°,’f,§f,‘L
(Small Entity) _ _ _ _ ._l

_ _ , _ Total Pages In this Submission
(Only for new nonprovrsional applications under 37 CFR 1. 53(b)}

 
‘ Box Patent Application

Washington, D.C. 20231

Transmitted herewith for filing under 35 tJ.S.C. 111(a) and 37 C.F.R. i.53(b) is a new utility patent application for an
invention entitled: _“_!_

YSTEM AND METHOD FOR PROTECTING A COMPUTER AND A NETWORK FROM HOSTILE
OWNLOADABLES

and invented by:

Fhlomo Touboul

If a CONTINUATION APPLICATION, check appropriate box and supply the requisite informaI‘I'on:

E Continuation CE Divisional Cl Continuation-in-part (CIP) of prior application No.: 08/964,388
Which is a:

U Continuation C] Divisional El Continuation-in-part(ClP) ofpriorapplicationixlog
Which is a:

C] Continuation C] Divisional Ci Continuation-in—part(ClP) ofpriorapplication No.:

Enclosed are:

Application Elements

1. I31 Filing fee as calculated and transmitted as described below

2. E Specification having 26 pages and including the following:

.8

.8

.Cl

.l:i

.3

.81

.8]

.®

.'®

IE

Descriptive Title of the Invention

Cross References to Related Applications (if applicable)

Statement Regarding Federally-sponsored Research/Development (if applicable)

Reference to Microfiche Appendix (if applicable)

Background of the invention

Brief Summary of the Invention

Brief Description of the Drawings (if drawings filed)

Detaiied Description

CIairn(s) as Classified Below

Abstract of the Disclosure

Page I of 3 ' F'01USMLl'REVO3
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UTILITY PATENT APPLICATION TRANSMFITAL fliiiffifli‘,
(Small Entity)

(Only for new nonprovisional applications under 37 CFR 1.53(b)) 'uTotaI Pages in this submission

Application Elements (Continued)

3. E Drawingis) (when necessary as prescribed by 35 USC 113)

8. Formal b. C] informal Nurnberofsheets

4. Hi Oath or Declaration

8- C] Newly executed (original or copy) C] Unexecuted

D, 3 Copy from a prior application (37 CFR 1.63(d)) (for continuation/divisional application oniy)

C. E with Power ofAttorney [3 Without Power ofAttorney

d.D 

Signed statement attached deleting invenlor(s) named in the prior application,
see 37 C.F.R. 1.63(d)(2) and 1.3303),

5. E Incorporation By Reference (usable if Box 4b is checked)

The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied under
Box 4b, is considered as being part of the disclosure of the accompanying eppiication and is hereby
incorporated by reference therein.

6. Cl ComputerProgram in Microfiche

7. Cl Genetic Sequence Submission (if applicable, all must be included)

a. Cl Paper Copy

b. D Computer Readabte Copy

0. 0 Statement Verifying ldentical Paper and Computer Readable Copy

Accompanying Application Parts

M Assignment Papers {cover sheet 6‘. documents)

Cl 3? CFR 3.?'3{b) Statement (when there is an assignee)

Ci English Translation Document (if applicable)

D Information Disclosure Statementl'PTO~1449 Ci Copies of IDS Citations

Cl Preliminary Amendment

[3] Acknowledgment postcard

3 Certificate of Mailing

E] First Ciass 8 Express Mail (Specl’fyl_abe!No.): iEL515155991US

Fag: 2 of 3 P01USMLv‘RE‘JD3
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UTILITY PATENT APPLICATION TRANSMITTAL
N DoeketT\lo.

4049100011

(Small Entity)
(Only for new nonprovlsionai applications under 37 CPR 1.53(b),}

Total Pages in this Submission

Accompanying Application Parts (Continued)

15. Cl Certified Copy of Priority D0cument(s) (if foreign priority is claimed)

16. E Smelt Entity Staternent(s) - Specify Number of Statements Submitted:

17. E Additional Enclosures (please identify below):

eneral Authorization/Request to for Extensions of Time

Fee Calcutation and Transmittal

CLAIMS AS FILED

For #Allowed

Total Claims 22

#Extra

lndep. Claims 4

BASIC FEE

OTHER FEE (specify purpose)

$345.00

TOTAL FILING FEE

3? A check in the amount of $402.00 to cover the filing fee is enclosed.
E The Commissioner is hereby authorized to charge and credit Deposit Account No.

as described below. A duplicate copy of this sheet is enclosed.

U Charge the amount of as filing fee.
Credit any overpayment‘

Charge any additional filing fees required under 37 C.F.R. 1.16 and 1.17.

Charge the issue fee set in 37 C.F.R. 1.18 at the melting of the Notice of Allowance,

pursuantto 37 C.F.R.1.311(b). fly
Signature

Marc A. Sockol, Reg. No. 40,323
Attorney for Applicant
Graham & James LLP

600 Hansen Way
Palo Alto, CA 94304-1043

Tel: (650) 85645590

Fax: (650) 8566619

05-0150

Dated: March 30, 2000

Page 3 of} P01 USMEJREVQ3
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A.‘1ORNi?r“S DCCKEY N0

P\'.‘N\ER ornrronnann. aumao immw. I wary appairlme hflaufm anon-veyisnnd-‘or
busin::i:u'-eFhtmtunuT1-aounattofinccorvn-mau1er:-an.David L. Fchmun,Reg. Ila. 28.600: David L H-HM. R89. N6. 31.323: W-Illarn J. Robinson. Reg. No. 2:943: Susan L. _IIIf|f-1dWU- 399- N0.
3:|_2gg; on-id 3_ gbe; new Na 3335;; yrgjgo flurmpcm, Reg, No. 34,355; Brian II. finrflner. Reg. No. 14,519: David J. Meyer, R¢g_ nu
3:525: Vnctnt J. aausxo. Reg. No. 50.821!-,flinda Schecnhr, R-g. nu 33.296: Wimtm 6- Andmon. Rog. No. 27,551: View Do cam-1:;-.
Rag. No. 40.533; ncmus n. GalIagl1et.R:-g.No.-I2.5$3:Jo»r\|1I‘n1't L Pedil. Ron. Ho. 40.?'m: Wavm ‘-mm Reg. No. ¢2.1eo: Lawrence w.Granaelli. Reg. No. 32.221‘. ' . R09. . E~ “°- 43-5“ -5°“'"““ 7- "-HP“?! R69 Nu.
3l.935; llmrck. So-ckol. Reg. No. 40,523 : Ian Csrliot.

Pale N!!! CA ILSOQ-10-43

LAST NAME HRST NAMESI-I..0M0 '
COUNTRY OF CITIZENSHIP
JSRAE.

EKTEOR HP CODE
COUNTRY 12945
ISRAEL

COUNTRY OF CFTLZENSI-||P

PZ! CODE

I31I1252$S.O1.0U
$193/1 'H1llaO45§..OO0O2c
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.».A“,r..._._

,_ F°age_1 [392

J VERIFIED STATEMENT} .EC RATION) CLAIMING SRIALV EI\ _ FY Docket No '
[ smrus (37 CFR 1.9a) AND 127 (.3) - SMALL BUSINESS CONCERN .| 4049100002

Filing Date

November 6, 1997

Applicant! Shlomo Touboul
Patent:-:-e.‘

Invention: System and Method for Protecting ncomputer and 1 Network from Hostile Downloadablcs

I hereby declare that I am:

0 the owner of the small business concern identified below: '

B an official of the small business concern empowered to act on behaff of the concern identified below:

NAME OF CONCERN: mjan Softwarg Ltd. '
ADDRESS or concerm: Nctang, Isracuzsoa

time or temporary
. other when either,directly or indirectly, one ' '

has the power to control both.

I hereby declare that rights
identified above with regard

D the specifiqafiun filed herewith with title as listed above
3 the application identified above.

D the patent idenflfied above.

FJN 013153



SOPHOS 
EXHIBIT 1004 - PAGE 0633

u

1 5
Each person, ooncern or organization to which I have assigned. 9'§nted. conveyed. or licensed or am under an
obligation under contract or law to assign, grant convey. or license any rights in the invention is listed below.

8 no such person, concem or organization exist

Ci each such person, oonoern or organization is listed below.

FULL NAME

ADDRESS

Ci Nonprofit Organization
FULL NAME

ADDRESS

U Individual [3 Smal Business Concem

FULL NAME

ADDRESS

[3 Sim! Business concern :1 Nonprofit OrganizationCl individual

FULL NAME

ADDRESS

E] El Sn'LaIBusine3sConoetn D NorIPIufit0r9-antcefion
lncfiv-i-:|‘ud

Separate verified staternents are required from each named person, concern or organization having rights to the
invention averting to their status as email entities. (37 CFR 1.27)

I acknomiedge the duty to file, in this application or patent, notification of any change in status resulting in loss of

entifiement to small entity status prior to paying. or at the time of paying. the eariiest of the issue fee or any
maintenance fee due after the date on which status as a small entity is no longer appropriate. (37 CFR 1.2B[b))

I hereby dedare that all statements made herein of my own knowiedge are true and that ail statements made on
informati‘-on and befiefare befievedto betme: and furtherthatthese statementswere rnadew‘iI.‘h the knowtedgethat
wiliful false statements and the like so made are punishabie by fine or imprisonment. or boih. undersecfion 1001 of
Tlfie 18 of the United States Code. and that such willful false statements may jeopardize the vaiidity of the appfoation,
any patent issuinglhereon, orany patentbowtiduthisverified siatementisdirected.

NAME OF eensou SIGNING: Shlomu Toubonl

TITLE or reason SIGNING
OTHER THAN OWNER:

ADDRESS OF PERSON SIGNING:

Chairman of the Board

Kehr-Hzinl, E“r.I.:l 42945

SIGNATURE:

PIIeutImTnnesIIrt0lBeeJJ.S.DEPAR1'£NToFO0|tuERcE
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