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TO: Mail Stop 8 REPORT ON THE
Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 1 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 § 290 and/or 15 l_J.S.C. § 1 I 16 you are hereby advised that a court action has been
Iiled in the U.S. District Court Northern District of California on the following V Patents or Cl Trademarks:

DOCKET NO. DATE FILED us. DISTRICT COURT ‘
CV 14-04908 JSC 11/4/2014 450 Golden Gate Avenue P.0. Box 36060 San Francisco CA 94102

PLAINTIFF DEFENDANT

FINJAN INC PALO ALTO NETWORKS INC

PATENT OR DATE OF PATENT , , .
TRADEMARK NOV OR TRADEMARK HOLDER OF PA TEN I OR TRADEMARK

2 (u 304 730

3 Q, %5,» ‘Ices’

42052 92.; —
2 W? 73/

In the above——entitled case, the following patent(s) have been included:

DATE INCLUDED INCLUDED BY
E] Amendment I] Answer I] Cross Bill I: Other Pleading

TR§;;;§4NATRgRN0y HOLDER op mam OR TRADEMARK
17 it/39127 —
2-7 in «93(o A
mm 03; A
4‘3u~1/ /59 _
5 3» 3 35 H0?

in the above—entitled case, the following decision has been rendered orjudgement issued:

DECISION/JUDGEMENT

(BY) DEPUTY CLERK.

Richard W. Wieking Sheila Rash November 5, 2014

Copy l——Upon initiation of action, mail this copy to Commissioner Copy 3——Up0n termination of action, mail this copy to Commissioner
. Copy 2—Upon filing document adding patent(s), mail this copy to Commissioner Copy 4~—Case file copy
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Case3:14-cv—O2998—RS Document35 Fl|edO9/18/14 Pagel ofl

REPORT ON THE
TO: Mail Stop 8

Director of the U.S. Patent & Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District California on the 8/ Patents or Cl Trademarks:

DOCKET NO. U.S. DISTRICT COURTCV 14-02998 RS June 30 2014 450 Golden Gate Avenue 16“ Floor San Francisco CA 94102
PLAINTIFF DEFENDANT
FINJAN INC SYMANTEC CORP

1 s.»w.sw _
2 71515 79.5

3 7.75b,wqg

4 7ns7,a5’9

5 7.<730.a9q

DATE INCLUDED INCLUDED BY
|/ Amendment I] Answer [:1 Cross Bill D Other Pleading

TRZQEEAIERERNO HOLDER OF PATENT OR TRADEMARK

1 Q ’ 0 l 5‘, 19.; ***see Attach First Amended Comp1aint***

3 ‘Z {'41 15'

3 ‘Z 6'77 4 <7 I;

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/J UDGEMENT

(BY) DEPUTY CLERK DATE

Richard W. Wieking Gina Agustine September 18, 2014

Copy 3-—Upon termination of action, mail this copy to CommissionerCopy 1——Upon initiation of action, mail this copy to Commissioner Copy 4——Case file copy
Copy 2—Up0n filing document adding patent(s), mail this copy to Commissioner
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UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. 2 8,677,494 B2 Page 1 Ofl
APPLICATION NO. : 13/290708

DATED : March 18, 2014

INVENTOR(S) : Yigal Mordechai Edery et :11.

It is certified that error appears in the above—identified patent and that said Letters Patent is hereby corrected as shown below:

Title page, item (75) Inventors —

Change “Nirmrod Itzhak Vered” to —— Nimrod Itzhak Vered ——.

On Title Page 4, Column 2, Line 18, change

“primed Dec. 23, 2998, URL: http://wwwmicrosfi.cormworkshop/”

to —— printed Dec. 23, 1998, URL: http:..www.microsoftcom/workshop/ ——.

Signed and Sealed this

Ninth Day of September, 2014

‘W/u;4..cé«.Z/..<“3_r2.
Michelle K. Lee

Deputy Dirac/or ufllre Uni/ed Staten‘ Patent and Trudemur/< Of/I‘L'e
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FIN000l—CON1—CIP1—CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Yigal Mordechai EDERY, et al. Confirmation No.: 4120

Application No.: 13/290,708 Group Art Unit: 2431

Patent No.: 8,677,494 Examiner: Christopher A. Revak

Filed: November 7, 2011 Issued: March 18, 2014

Title: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

REQUEST FOR ISSUANCE OF CERTIFICATE OF CORRECTION PURSUANT

TO 35 U.S.C. § 254 AND 37 C.F.R. § 1.322

Certificate of Corrections Branch

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Upon review of U.S. Patent No. 8,677,494, Patentee notes errors in the patent which
should be corrected as shown on the enclosed Form PTO/SB/44. One of the inventor’s names is

incorrect under the heading “(75) Inventors” on the face of the patent. There is also an error in

the date of one of the references cited on page 4 of the patent.

The undersigned does not believe that a fee is required, as this was not an error caused by
the Patentee.

Accordingly, Patentee respectfully solicits the issuance of the requested Certificate of
Correction.

Respectfully submitted,

Date: July 10, 2014 By: /Dawn—Marie Bey — 44,442/

Bey & Cotropia PLLC Dawn—Marie Bey (Reg. No. 44,442)

213 Bayly Court

Richmond, VA 23229

(804) 441-8530
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PTO/SB/44 (09-07)
Approved for use through 08/31/2013. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Also Form PTO—1050

UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 8,677,494

APPLICATION NO.: 13/290,708

ISSUE DATE = March18 2014

'NVENT°R‘5’ Yigal Mordechai EDERY, Nimrod ltzhak VERED, David R. KROLL, Shlomo TOUBOUL

It is certified that an error appears or errors appear in the above—identified patent and that said Letters Patent
is hereby corrected as shown below:

In Heading (75) Inventors -

Please change "Nirmrod ltzhak Vered" to -- Nimrod ltzhak Vered --.

On Page 4, Column 2, Line 18, please change "printed Dec. 23, 2998, URL: http://wvvw.microsft.com/workshop/"
to -- printed Dec. 23, 1998, URL: http:..wvvw.microsoft.com/workshop/ --.

MAILING ADDRESS OF SENDER (Please do not use customer number below):

Dawn-Marie Bey, Bey & Cotropia PLLC
213 Bayly Court
Richmond, VA 23229

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which is to file
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 1.0 hour to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND To: Attention Certificate of Corrections Branch, Commissioner for Patents, P.0. Box 1450, Alexandria,
VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

19543572

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 14:27:47

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

fin0O01con1cip1con4_execute
Request For Certificate of Correction d_requestforcertificateofcorrec

ti on.pdf S6d3a20Za1b9663d2b(8ba54dd85d55eb6b59c0b

Information:
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p _ _ _ 150647
fIn0001 con 1 cIp1 con4_certIfIcat

Request for Certificate of Correction 4
eofcorrectIon.pdf (I897 §afflfi3a3rIRRr§aafl(hl'v7 l§7849§fIhaa

470151

Information:

Total Files Size (in bytes) 240528

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OEEICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COM1\/IISS IONER FOR PATENTS

P.O Box 1450
Alexandria. Virginia 22313-1450
www.uspto gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

41 2013/290.708 03/18/2014 8677494 FINOOOI-CONI-CIPl-CON4

115222 7590 02/25/2014

Bey & Cotropia PLLC (Finjan lnc.)
213 Bayly Court
Richmond, VA 23229

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include

an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information

Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Teim Extension or Adjustment determination should be directed to the

Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee

payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management

(ODM) at (571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site http://pairuspto.gov for additional applicants):

Yigal Mordechai Edery, Pardesia, ISRAEL;
Nirrnrod Itzhak Vered, Goosh TelMo11d, ISRAEL;
David R. Kroll, San Jose, CA;
Shlomo Touboul, Kefar-Haim, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation, and commercialization of new technologies. The USA offers tremendous

resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage and facilitate business investment. To learn more about why the USA is the best country in

the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IRl03 (Rev. 10/09)
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Receipt date: 05/07/201313290708 $290708 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY,Yiga|

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

Docket for Finjan Software Ltd. v. Aladdin Knowledge Systems, Inc., et al., U.S. District
Court, District of Delaware (Wilmington), Civil Docket No.1 :08-cv-00300-GMS, 5 pp.,
retrieved on October 24, 2008 from https:||ecf.ded.uscourts.gov/cgi-bin-
DktRpt.p|?994267838982431—L 567 0-1

Firewall Toolkit (FWTK) 2.0 Beta Release, 1996

International Search Report for Application No. PCT/|LOS|0091S, 2 pp., dated March 3,
2006

Written Opinion forApplication No. PCT/ILOSI0091S, 8 pp., dated March 3,2006
(mailing date)

International Search Report for Application No. PCT/IBOI/01138, 3 pp., September 20,
2002 (mailing date)

International Preliminary Examination Report forApplication No. PCT/IBOI/01138, 2
pp., dated December 19, 2002

Gerzic, Amer, "Write Your Own Regular Expression Parser," November 17, 2003, 18 pp.,
Retrieved from the Internet:

http://www.codeguru.com/Cpp/Cpp/cppimfc/parsing/article.php/c4093/

Power, James, "Lexical Analysis," 4 pp., May 14,2006, Retrieved from the Internet:
http://www.cs.may.ie/~jpower/Courses/compiIers/notes/IexicaI.pdf

Sitaker, Kragen, "Rapid Genetic Evolution of Regular Expressions" [online], The Mial
Archive, April 24, 2004 (retrieved on December 7,2004), 8 pp., Retrieved from the
Internet: http://www.maiI-archive.com/kragen-to|@canonica|.org/msg00097.htm|

"Lexical Analysis: DF A Minimization & Wrap Up" [online], Fall, 2004 [retrieved on

March 2, 200%], 8 pp., Retrieved from the Internet: http://www.ow|net.rice.edu/~comp412/Lectures/L06LexWrapup4.pdf

"Minimization ofDFA" [online], [retrieved on December 7,2004], 7 pp., Retrieved from
the Internet: http://www.cs.odu.edu/~toida/nerzic/390teched/regular/fa/min-fa.htm|

EFSWeb2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE UNED THROUGH. /GE./’
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Receipt date: 05/07/201313290708 13290708 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

REVAK, ChristopherA
Attorney Docket Number FINOOO1-CON1-CIP1-CON4

7143444 2006-11-28 Porras, et al.

7210041 2007-04-24 Gryaznov, et al.

7308648 2007-12-11 Buchthal, et al.

7343604 2008-03-11 Grabamik, et al.

7418731 2008-08-26

7613926 2009-11-03

7647633 2010-01-12 Edery, et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where
Relevant Passages or Relevant

Figures Appear

Examiner Publication Kind Publication Name of Patentee or Applicant
|nitial* Number of cited Document

1 , 20100195909 2010-08-05

angc(s) applied
clocumen

20030014662 2003-01-16

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /QR./’
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Receipt date: 05/07/201313290708 13290708 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

REVAK, ChristopherA
Attorney Docket Number FINOOO1-CON1-CIP1-CON4

5740248 1998-04-14

5740441 1998-04-14

1998-06-02 Van Hoff, et al.

5765030 1998-06-09 Nachenberg, et al.

6

5765205 1998-08-09 Breslau, et al.

5784459 1998-07-21 Devarakonda, et al.

5796952 1998-08-18

5805829 1998-09-08

5809230 1998-09-15 Pereira’ J‘ L‘ A‘

5825877 1998-10-20

5832208 1998-11-03

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /QR./’
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Receipt date: 05/07/201313290708 13290708 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

REVAK, ChristopherA
Attorney Docket Number FINOOO1-CON1-CIP1-CON4

5606668 1997-02-25

5621889 1997-04-15 Lermuzeaux, et al.

5623600 1997-04-22

5623601 1997-04-22

5638446 1997-06-10

5675711 1997-10-07 Kephart, et al.

I 1
5692047 1997-12-25

5692124 1997-11-25

5696822 1997-12-09 Nachenberg

5720033 1998-02-17

5724425 1998-03-03

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /QR./’
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Receipt date: 05/07/201313290708 13290798 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

5361359 Tajalli, et al. November 1, ;99+

/9/20, 3 5398196 1995-03-14 Chambers

5412717 1995-05-02

5414833 1995-05-09 Hershey, et al.

5440723 1995-08-08

5452442 1995-09-19

5483649 Kuznetsov, et al.

5485409 1996-01-16

5485575 1996-01-16

5524238 1996-06-04

5579509 1996-11-26 Furtney, et al.

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /QR./’
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ggggggttgate: 05/07/2013 13290708 ~ Gi%§5l3;0Q$3{E,,. . . . . A df th h 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U_S_ Patent and Trazgfizfk O'?;iC”‘:.eU_§_]l|'3gEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 13290708

F"in9Daie
'”F°R""AT'°” °'S°L°S”RE FirstNamed'nvent°r
STATEMENT BY APPLICANT Art Unit 2’4:1ga|
(Not for submission under 37 CFR 1.99)

Examiner Name | REVAK, ChristopherA
Attorney Docket Number FIN0001-CON1-CIP1-CON4

U.S.PATENTS

Pages,Co|umns,Lines where
Relevant Passages or Relevant

Figures Appear

Name of Patentee or Applicant
‘ahtent Number of cited Document

8079086 2011-12-13

4562305

5077677 1991-12-31

5263147 1993-11-16 Francisco, et al.

5278901 January I I, 199+

1994-05-10

5319776 1994-06-07

5359659 1994-10-25

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /GE./’
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UNITED STATES PATENT AND TRADEMARK OFFICE IIVTTFIT) STATES T)F'.PAR'I'\IF'.\I'I‘ OF (7OI\’|'IVlF‘.R(‘7FI
United States Patent and Trademark Office
Addless. COI\/II\/ITSST0\TFIF‘, FOR PATENTSPO BOX1450

A1exaIIdIia,YI.IgJiia Z2313-1450wvi.w.uspto.g0V

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAVED APPLICANT ATTY. DOCKET NO./TITLE

13/290,708 11/07/201 1 Yigal Mordechai Edery FIN0001-CON 1-CIPI-CON4
CON FIRMATION NO. 4120

115222 PUB REQUEST ACCEPTANCE

Bey & Cotropia PLLC (Finjan Inc.) LETTER

ElfhE%lié,C€X’$3229 llllllllliilliiluglillllllllllllllllllllllliillllillll
Date Mailed: 02/07/2014

NOTICE OF ACCEPTANCE OF PUBLICATION REQUEST

The request for voluntary publication, amended publication, early publication, redacted publication, republication,

corrected publication or revised publication has been received for this application. The request, including payment
of any necessary fee(s), is in compliance with 37 CFR 1.215, 1.217, 1.219 or 1.221.

The projected publication date is 05/15/2014.

ldterryl

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or
1-888-786-0101
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FIN0001-CON1-CIP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Yigal Mordcchai EDERY, ct al. Group Art Unit: 2431

Serial No. 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

RE§ QUEST TO APPLY PREVIOUSLY PAID ISSUE FEE PAYMENT

United States Patent and Trademark Office

Customer Service Window, Mail Stop Issue Fee

Randolph Building
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

This document is being filed to request that the issue fee previously paid on September

19, 2013, be applied to the issue fee due by January 27, 2014. The Part B — Fee Transmittal was

recently filed on January 13, 2014 (see attachment A).

On August 29, 2013, a Notice of Allowance was issued on the above application. On

September 19, 2013, the Part B — Fee Transmittal was filed and the issue and publication fees

were paid. The application was withdrawn from issue on October 1, 2013. On October 25,

2013, a second Notice of Allowance was issued. On January 13, 2014, the Part B — Fee

Transmittal was filed.

The undersigned respectfully requests that the previously paid issue fee be applied to the

current Notice of Allowance and the application proceed to issuance. In addition, if any

additional fees are required in connection with this Request, the Commissioner is hereby

authorized to charge the same to Deposit Account 50-6099.

Respectfully submitted,

Date: January 23, 2014 By: /Dawn-Marie Bev — 44 442/

Dawn—Marie Bey (Reg. N 0. 44,442)

Bey & Cotropia PLLC

213 Bayly Court

Richmond, VA 23229

(804) 441-8530
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or @ (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Now: US: Block 1101 any 0116113: 01 adtllcbsi papers. Each additional paper, such as an assignment or formal drawing, must
'1
ave its own certificate of mailing or trans111ission.

_ Certificate of Mailing or Transmission
115222 _ 7590 _ _ 10/23/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the Lnited

Bkly & C0l1'Op1‘cl (F1Il_]‘cl.Il H10.) S(tiz(1ites Peistal Sflelrvilele yyitsh Suf§l§)Sl%E1]Epg]S£Eg€§gf first glass mailbin an envelopea resse to e ai top a ress a ove, or eing acsimi e
213 Bayly C011“ transmitted to the USPTO (571) 273-2885, on the date indicated below.
Richmond, VA 23229

13/290.708 11/07/2011 Yigal Mordechai Edery FIN0001—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTITVIE MONITORING SYSTEM AND METHO

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

$0 $0 $0nonprovisional UNDISCOUNTED $ 1780 01/27/2014

EXAMINER ART UNIT CLASS-SUB CLASS

REVAK, CHRISTOPHER A 2431 726- 024000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CF" L363)‘ (1) the names of up to 3 registered patent attorneys 1 & Cotro la
3 Chan e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Addrcss ("rm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a 2
3 "Fee Address" indication (or "Fee Address" Indication form registered 31101116)’ 01' 339111) 31111 1111‘ 11311155 (‘£1113 1_0
’TO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer Z_fCg1StCfCd pé11CI1_1 attorneys 01“ agents. If I10 I1aII1C 13
Number is required, listed, no name will be printed.

3. ASSIGNE3 NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
DLEASE NOTE: Unless an assignce is identified below. no assignee data will appear on the patent. If an assignce is identified below. the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Finjafl, THC. VVilmington, DE

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual E Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
3 Advance order — # of Copies E The Director is hereby authorized to charge t'h_e , ' cl fee(s). any deficiency. or credit any

overpayment, to Deposit Account Number 2! (enclose an extra copy of this form).

Page 2 of 4
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form l’TO/SB/ 15A and 15B), issueee payment in the micro entity amount will not be accepted at the risk of application abandonment.f

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status.

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or microentity status, as applicable.

NOTE: The Issue Fee and Publication Fcc (if rcquircd) will not be accepted from anyone other than the applicant; a rcgistcrcd attorney or agent; or the assignce or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Dawn—Marie Beyf Date January 13, 2014Authorized Signature

Typed or printed name DaWn'Marie Bey Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 ai1d 37 CFR 1.14. T is collection is estimated to take 12 n1inutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V dc endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e Chief In ormation Officer, US. Patent and Trademark Office, US. Department of Commerce. PO.Box 1450, Alexan ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORVIS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

Page 3 of 4
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Electronic Acknowledgement Receipt

18002591

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By:

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 13:38:58

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

fin0O01con1cip1con4_execute 225049
Issue Fee Payment (PTO-85 B) d_requesttoapplypreviouslypai

d issuefee.pdf l273c7e4e4a6c118408c1b71cl2e47d66702e7Db

Information:
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Total Files Size (in bytes) 225049

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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" ’ . » "H i -. ‘ ' PARTB'-FEE(S)TRANSMITTAL A
= Complete and send this fomi, together with applicable l'ee(s), to: Mail Mail Stop ISSUE FEE .

3 - - Commissioner for PatentsP.O. Box 1450 '

Alexandria, Virginia 22313-1450
or Em: (571)-273-2885 

lNS’l‘Rl_JC'l‘lONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required. Blocks I through 5 should‘be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will e mailed to the current corres ondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; andlor (b) indicating a separate " E ADDRESS" formaintenance fee notifications. .

Note: A certificate of mailing can only be used for domestic mailings oi‘ the- - Fee(s) Transmittal. This certi icate cannot be used for any other accompanying '
.CVRREN'1'C°RRFSP°NDENCE ADDRESS (Now U==B1°°k1f°Hv>'¢h=nse°fnddr=st) apers. Each additional paper. such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

‘ ' i 1 Certificate of Mailing or Transmission I '
‘ mm 759° '°’25’2°'3 . Iliereb certif that this Fee s Transmittal is being deposited with the United

Bey & Cotropia PLLC (Finjan Inc.) séadtrecs «Ester ue‘rvi}<‘:/Ie Vi/ilsh su pl<_3sEtEge§gr om gass maiibien an tenveloriea sse to e ai to a ress :1 ve, -or mg acsimi e

21_3 B3Y]Y C°“"‘ ' ' transmitted to the USPTO ( 71) 273-2885, on the date indicated below.
Richmond, VA 23229 (Dcptximfa iiainc)

(Sigriatnre)

’ I3/290,708 4 11/07/2011 Yigal Mordcchai Edery FlN000l-CONI-4CIP1—CON4 ‘ ' ' ' . ’ I
rim; or INVENTION: MALICIOUS MOBILE coma RUNTIME MONITORING SYSTEM AND METHODS

' APPLN. TYPE I ‘ ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE . TOTAL FEE(S) DUE DATE DUE
$0 .

nonprovisional ’ UNDISCOUNTED so $l 780 Ol/27/2014

CI-ASS-Sm?-ASS
" REVAK. CHRISTOPHER A 726024000

1. Chan e of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
.CFR 1' 63)‘ ' (1) the names of up to 3 registered patent attorneys 1 Be & Cotro 1a_ PLLC

Cl Chan e ofcories ndence address (or Change of Correspondence or agents OR, alternatively,
‘ Address orm l’I‘O/ B/ 122) attached.

, El "Fcc Addrcss".indication (or "Foe Address" Indication form registered attorney or agent) and the names of up to
‘ PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name IS 3

Number is required. listed, no name will be printed.

(2) the name ofn single firm (having as a member a 2

3. ASSIGNEE NAME AN RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an a éilgnec is identified below, no assignee data will appear on the patent. If an assignce is identified below. the document has been filed for —I_’ECDl'da|I0l1l1S set forth in 37 C 3.11. Completion of this form is NOT a substitute for filing an assignment. I V _ -' . ‘
(A) NAMEOF ASSIGNEE ' ' ' (E) RESIDENCE: (CITY and STATE OR COUNTRY) I

, _FiI_1jan, Inc. Wilmington, DE _
Pleaseichecik the_ appropriate assignee category or categories (will not be printed on the patent) : D Individual Q Corporation or other private group entity 0 Government I

'43. The following fee(s) are submitted: . ' 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
0 155116 FCC’ ' D A check is enclosed.

D Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO-2038 is attached. »

D Advance Order - if of Copies aflie Director is hereby authorized to charge sxany deficiency, or credit any . .- . overpayment, to Deposit Account Number - (enclose an extra copy of this form).

ltd .t.lS‘l2IEllti date: 01/30/2014 EEKl.lBOY2
09 20/2013 INTEFSH 00002867 13290708

'01 lj'C:1501 ' - -1780.00 UP

A 01/30/2014‘ EEKUBN2 00000002 13290708

01-FC:1501 , 950. 00 on
02 FC:150B 020.00 or:

Page2of4
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' " 9 ' 5. Change in_ Entity Status (from status indicated above)

0 Applicant certifying micro entity status. See 37 CFR 1.29 Absent a valid certification UfMiCl1']0 Entity Status gee (fl(1Jl‘l'l'l l:l"?lSB/I15A 2il'Idbl5B . issue‘ ee payment in the micro entity amount wi not be accepte at e ris o app ication ii an onment.

- Applicant asserting small entity status. See 37 CFR 1.27 If the application was previously under micro entity status, checking this box will be takento a notification of loss of entitlement to micro entity status. -

' D Applicant changingyto regular undiscounted fee status. Checking this box will be taken to be a notification of loss of entitlement to small or micro I. . entity status. as applicable. ' . » ' . -

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other pzirty in
interest as shown by the records of the United States Patent and Trademark Office.

A j_ Authoriied Signature /DaW"'Marie Bey’ Date l"m“31'Y 13a 2014
Typed or printed name . DaWn'M3rie Be ‘ Registration No. 44!442 

'I'his'collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. is collection is estimated to take 12 minutes to oomplete, including gathering. prepanng, and
submitting the completed application form to the USPTO. Time will v de ndi upon the individual case. Any comments on the amount of time you require to cqmgizlete 'this fomi and/or su gestions for reducing this burden, should be sent wage Chief In ormation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, .0.
B0); 1450, Alexan a. Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for.Patents, P.0.'Box 1450.
Alexandria, Virginia 22313-1450.‘ - ' ‘ . '
Under the Paperwork ‘Reduction Act of 1995. no persons are required to respond to it collection of information unless it displays a valid OMB control number.

Page 3 of 4
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. _I- I FIN‘0'001‘-CONI-CIP1-CON4 . PATENT r

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

_Yiga1 Mordechai EDERY, et al. ‘a Group Art Unit: 2431

'1 :Serial-No.‘ 13/290,708 455 Examiner: Christopher A. Revak _

Filed: November 7, 2011

i. For: ' . . MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

REQUEST TO APPLY PREVIOUSLY I’AID ISSUE FEE PAYMENT

United States Patent and Trademark Office

Customer Service Window, Mail Stop Issue Fee
Randolph Building
P.O. Box 1450

. Alexandria, VA 22313-1450

‘Sir: ‘I

This document is being filed to request that the issue fee previously paid on September. ’

_. .l_9,,2013, be applied to the issue fee due by January 27, 2014. The Part B — Fee Transmittal was _— , A

-A recently filed on January 13, 2014 (see attachment A).

H On August 29, 2013, a Notice of Allowance was issued on the above application. On

September 19, 2013, the Part B — Fee Transmittal was filed and the issue and publication fees

were paid. The application was withdrawn from issue on October 1, 2013. On October 25,

_ 2013,» a second Notice of Allowance was issued. On January 13, 2014, the Part B — Fee

Transmittal. was filed.

The undersigned respectfiilly requests that the previously paid issue fee be applied to the I H h A

current Notice of Allowance and the application proceed to issuance. In addition, if any

additional fees are required in connection with this Request, the Commissioner is hereby

authorized to charge theisame to Deposit Account 50-6099.

Respectfully submitted,

' Date:.January'23, 2014 By: /Dawn-Marie Bgg—44,442/ '

' Bey & Cotropia PLLC

Dawn-Marie Bey (Reg. No. 44,442)

_' 213 Bayly Court
Richmond, VA 23229

(804) 441-8530
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UNITED STATES DEPARTIVIENT OF CO1\/IMERCE
United States Patent and Trademark Office
Address: COMMISS IONER FOR PATENTS

P.0 Box 1450
Alexandna, Virgmia 22313-1450
Www.uspto gov

APPLICATION NO. FILING DATE FIRST NAM < ) INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 1 1/07/20] 1 Yiga] Mordechai Edery EIN000]—C01\'I—CIPl—(‘/ON4 4120

115222 7590 01/17/2014 EXANHNER
Bey & Cotropia PLLC (Finjan Inc.)

Court REVAK. CHRISTOPHER A
Richmond, VA 23229 ART UNIT PAPER NUMBER

2431

NOTIFICATION DATE DELIVERY MODE

01/17/2014 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):

dawninaiie @ beycotropia.co111
bey_cotropia_docketing @ cardinal—ip.com

PTOL—90A (Rev. 04/07)
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UNITED STATES DEPARTMENT OF COMMERCE

U.S. Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

APPLICATION N0.l FILING DATE FIRST NAMED INVENTORI ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION

13/290,708 07 November, 2011 EDERY ET AL. P1N0001-CON1-ClP1-
CON4

EXAMINER

Bey & Cotropia PLLC (Finjan Inc.)
213 Bayly Coun CHRISTOPHER REVAK
Richmond, VA 23229

ART UNIT PAPER

2431 20140111

DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

Commissioner for Patents

PTO Form 1449 filed on January 8, 2014 complies with the requirement of the paper mailed December 30, 2013 requiring missing
documentation of the IDS filed on 5/7/13. A copy of the corrected IDS filed on 1/8/14 in included with this correspondence.

/CHRISTOPHER REVAK/

Primary Examiner, Art Unit 2431

PTO—90C (Rev.04—03)
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Receipt date: Gt/08/2014 $290708 ~ QAU: 243'?

Form PTO-1449 U.S. Department of Commerce ,

(Rev. 2.32) Patent & Trademark Office Atty. DOCk6t NO. S61‘1a1 N0.

FIN0001-CON1-CIP1- 13/290,708

INFORMATION DISCLOSURE STATEMENT 4

(Use several Sheets zfnecessmy) licant
Yigal Mordechai EDERY, et al.

Filing Date Group

November 7, 2011 2431

U.S. PATENT DOCUMENTS

Examiner Document Date Name Class Sub— Filing Date
Initial Number Class ‘1ifaPP‘°P“a“”

FOREIGN PATENT DOCUMENTS

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.)

"Internet Security Gets Less Costly and Easier to Manage: Integralis Announces

MIMEsweeper Compatible with Check Point FireWall—l on Single NT Server;

E—mail virus detection and content management can reside on Firewall server, saving

money and supports costs" [online], The Free Library, September 16, 1996 [retreived on

March 20, 2012], 4 pp., Retrieved From the Internet:

http://wwwthefreelibrary.com/Intemet+Security : gets : Less : Costly: and : Easier: to

+Managc%3a+Intcgralis...-a018675 791%22%3EIntcrnct%20Sccurity%20gcts%

20Less%20Costly%20and%20Easier%20to%20Manage:%20Integralis%20Announces%20

MlMEsweeper%2OCompatible%20with%20Check%20Point%20FireWall-

l%20on%20Single%20NT%20Server;%20E-mail%20virus%20detection%20and%

20content%20management%20can%20reside%20on%20Firewa1l%20server,%20saving%2

0money%20and%20support%20costs (Current Link:

http://wwwthefreelibrary.com/Intemet Security gets Less Costly and Easier to Manage:

Interalis...-a0l867579l

EXAMINER /.Ghmphei.ReVak, DATE CONSIDERED OVWQW4

EXAIVIINER: Initial if citation considered, Whether or not citation is in conformance with MPEP 609; draw line through citation if not in conformance and not considered.
Include copy of this fonn with next communication.

ALL REFERENCES CONSEDERED EXCEPT WHERE UNEE) THROUGH. /CE./’
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ggggggtgate: Gt/08/2014 33290708 ~ G.%l5t,;D%3.'t,. . . . . A df th h 0713112012. OMB D651-0031

Doc description: Information Disclosure Statement (IDS) Filed U_S_ Patent and Tragzggfk 0':E::°U_§"E)gEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 13290708

Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor Yiga|MordechaiEDERY, eta|_
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99) An Unit | 2431
Examiner Name Christopher A. Revak

Attorney Docket Number I FINOOO1-CON1-ClP1—CON4

U .S.PATENTS Rem°Ve

Pages,Co|umns,Lines where
Relevant Passages or Relevant

Figures Appear

Examiner Kind Name of Patentee or Applicant
|nitia|* Patent Number Codel Issue Date of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button. Add

U.5.PATENT APPLICATION PUBLICATIONS Remove

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner Publication Kind Publication Name of Patentee or Applicant
|nitia|* Number Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Rem°Ve

. . . . . Name of Patentee or Pages’C°|umnS’LineS
Examiner Foreign Document Country Kind Publication where Relevant
|nitia|* Number3 Code2 i Code4 Date Applicant of cited Passages or RelevantDocument .

Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS R9m°V9

Include name of the author (in CAPITAL LETTERS}. title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s),

publisher. city and/or country where published.

Examiner
|nitia|s*

EFSWeb2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /GE./’
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Receipt date: 01/08/2014 App|icati°" Number 13290708 t329G7’G8 ~ QAU: 243'?

Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor Yiga|MordechaiEDERY, etal.
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99) Art Unit | 2431
Examiner Name Christopher A. Revak

Attorney Docket Number | F|NO0O1—CON1—ClP1—CON4

], .

+Easie +to+Manage%3a+lntegralis...-a018675791%22%3E|ntemet%2OSecurity%20gets%2OLess%2DCost|y%20anch

If you wish to add additional non-patent literature document citation information please click the Add button Add

EXAMINER SIGNATURE

Examiner Signature ,'-(;hr§3t.;.pher Reyakl Date Considered O1./'11/2014

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

‘ See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 7 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i'
English language translation is attached.

EFSWeb2.1.17 ALL REFERENCES CONSKDERED EXCEPT WHERE UNED THROUGH. /GE./’
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Receipt date: 01/08/2014 App|icati°" Number 13290708 t329G7’G8 ~ QAU: 2431

Filing Date 2011-11-07
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

First Named Inventor Yigal Mordechai EDERY, et al.

Art Unit | 2431
Examiner Name Christopher A. Revak

Attorney Docket Number | F|NO0O1—CON1—ClP1—CON4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFSWeb2.1.17 ALL REFERENCES CONSHDERED EXCEPT WHERE UNED THROUGH. /GE./’
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Receipt date: Gt/08/2014 $290708 ~ QAU: 2431

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary: and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed. as a routine use. in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES CONSKDERED EXCEPT WHERE UNEE) THROUGH. /QR/’EFS Web 2.1.17
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or @ (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Now: US: Block 1101 any 0116113: 01 adtllcbsi papers. Each additional paper, such as an assignment or formal drawing, must
'1
ave its own certificate of mailing or trans111ission.

_ Certificate of Mailing or Transmission
115222 _ 7590 _ _ 10/23/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the Lnited

Bkly & C0l1'Op1‘cl (F1Il_]‘cl.Il H10.) S(tiz(1ites Peistal Sflelrvilele yyitsh Suf§l§)Sl%E1]Epg]S£Eg€§gf first glass mailbin an envelopea resse to e ai top a ress a ove, or eing acsimi e
213 Bayly C011“ transmitted to the USPTO (571) 273-2885, on the date indicated below.
Richmond, VA 23229

13/290.708 11/07/2011 Yigal Mordechai Edery FIN0001—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTITVIE MONITORING SYSTEM AND METHO

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

$0 $0 $0nonprovisional UNDISCOUNTED $ 1780 01/27/2014

EXAMINER ART UNIT CLASS-SUB CLASS

REVAK, CHRISTOPHER A 2431 726- 024000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CF" L363)‘ (1) the names of up to 3 registered patent attorneys 1 & Cotro la
3 Chan e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Addrcss ("rm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a 2
3 "Fee Address" indication (or "Fee Address" Indication form registered 31101116)’ 01' 339111) 31111 1111‘ 11311155 (‘£1113 1_0
’TO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer Z_fCg1StCfCd pé11CI1_1 attorneys 01“ agents. If I10 I1aII1C 13
Number is required, listed, no name will be printed.

3. ASSIGNE3 NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
DLEASE NOTE: Unless an assignce is identified below. no assignee data will appear on the patent. If an assignce is identified below. the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Finjafl, IDC. VVilmington, DE

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual E Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
3 Advance order — # of Copies E The Director is hereby authorized to charge t'h_e , ' cl fee(s). any deficiency. or credit any

overpayment, to Deposit Account Number 2! (enclose an extra copy of this form).

Page 2 of 4
PTOL-85 (Rev. 02/11)
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form l’TO/SB/ 15A and 15B), issueee payment in the micro entity amount will not be accepted at the risk of application abandonment.f

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status.

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or microentity status, as applicable.

NOTE: The Issue Fee and Publication Fcc (if rcquircd) will not be accepted from anyone other than the applicant; a rcgistcrcd attorney or agent; or the assignce or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Dawn—Marie Beyf Date January 13, 2014Authorized Signature

Typed or printed name DaWn'Marie Bey Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 ai1d 37 CFR 1.14. T is collection is estimated to take 12 n1inutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V dc endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e Chief In ormation Officer, US. Patent and Trademark Office, US. Department of Commerce. PO.Box 1450, Alexan ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORVIS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

Page 3 of 4
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Electronic Acknowledgement Receipt

17902771

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 23:56:27

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

fin0O01con1cip1con4_execute

Issue Fee Payment (PTO-85B) d partb feespd pdf 7108ld5096a1’f6cddlfa1a9159l16dc23a578
56d

Information:
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Total Files Size (in bytes) 260912

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable l‘ee(s), to: Mag Mail Stop ISSUE FEE
1

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Egg (571)-273-2885

INSTRUCTIONS: This fomi should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corres ondence address as
in icated unless corrected below or directed otherwise in Block I. by (ii) specifying a new correspondence address; and/or (b) indicating a separate " ~ ‘E ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of iddrss) ‘

115222 7590 10/25/2013

Bey & Cotropia PLLC (Finjan Inc.)
213 Bayly Court
Richmond, VA 23229

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icatc cannot be used for any other accompanying

apers. Each additional paper, such as an assignment or formal drawing. must
liavc its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

I hereb certi that this Fee? Transmittal is being deposited with the UnitedStates ostal crvicc with su icicnt postage for first class mail in an envelope
addressed to the Mail Sto ISSUE FEE address above, or being facsimile
transmitted to the USPTO ( 71) 273-2885. on the date indicated below.

APPLICATION NO. FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.412013/290.708 ll/O7/2011 Yigal Mordechai Edery FIN00Ol—CON1-CIP1—CON4

TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
$0 $0 $0nonprovisional UNDISCOUNTED 51780 01/27/2014

AWN” CLASS-SUBCWS
REVAK. CHRISTOPHER A 2431 726-(X24000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

D Chan e of corres ndence address (or Change of CorrespondenceAddress orrn PTOI /122) attached.

D "Fee Address" indication (or "Fee Address" Indication formPTOISB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
(1) the names of up to 3 registered patent attorneys
or agents OR. alternatively,

(2) the name ofa single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

1 Be}: & Cotropi.a£LLC1

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an aslsiignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed forrecordation as set forth in 37 C

(A) NAME OF ASSIGNEE

Finjan, Inc.

Please check the appropriate assignee category or categories (will not be printed on the patent) :

4a. The following fee(s) are submitted:
D Issue Fee

D Publication Fee (No small entity discount permitted)
0 Advance Order - # of Copies

Page 2 of 4
PTOL-85 (Rev. 02/1 1)

3.11. Completion of this fonn is NOT a substitute for filing an assignment.
(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Wilmington, DE

D Individual E Corporation or other private group entity D Govemmenl

4b. Payment of Fec(s): (Please first reapply any previously paid issue fee shown above)
D A check is enclosed.

D Payment by credit card. Fonn PTO-2038 is attached.

B'I‘he Director is hereby authorized to charge sfiany deficiency, or credit anyoverpayment. to Deposit Account Number - (enclose an extra copy of this form).
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5. Change in Entity Status (from status indicated above)

D Applicant certifying micro entity status. See 37 CFR [.29 Absent a valid certification of Micr? Entli)ty Status (asee f|(1>rrn_ 1:1‘?/SB/1 audbl5l?!), issueee payment in the micro entity amount wil not e aceepte at t e ris o app ication a an onment.

[3 Applicant asserting small entity status. See 37 CFR 1.27 ‘ “‘ lfthe application was previously under micro entity status. checking this box will be takento e a notification of loss of entitlement to micro entity status.

D Applicant "changing to regular undiscounted fee status. ILQTE; Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable. '

NOTE: 'l‘he issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered nttomey or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Dawn—Marie Beyl Date January 13, 2014Authorized Signature

Typed or printed name Dawn-Marie Bey Registration No. 
This collection of information is required by 37 CFR 1.31 1. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. is collection is estimated to take 12 minutes to complete, including gathering, preparing, and

submitting the completed application form to the USPTO. Time will vadry dc ndin upon the individual case. Any comments on the amount of time you require to comrlzaletethis fonn and/or su gestions for reducing this burden, should be sent to e C iefln onnation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, .0.
Box 1450. Alexancfiia. Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450,Alexandria, Virginia 223 l 3- 1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4
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UNITED STATES DEPARTIVIENT OF COIVIMERCE
United States Patent and Trademark Office
Address: COMMISS IONER FOR PATENTS

P.0 Box 1450
Alexandna, Virgmia 22313-1450
Www.uspto gov

APPLICATION NO. FILING DATE FIRST NAM < ) INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 1 1/07/20] I Yiga] Mordechai Edery EIN0001—CON1—CIPl—(‘/ON4 4120

115222 7590 01/08/2014 EXANHNER
Bey & Cotropia PLLC (Finjan Inc.)

Court REVAK. CHRISTOPHER A
Richmond, VA 23229 ART UNIT PAPER NUMBER

2431

NOTIFICATION DATE DELIVERY MODE

01/08/2014 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):

dawninaiie @ beycotropia.co111
bey_cotropia_docketing @ cardinal—ip.com

PTOL—9OA (Rev. 04/07)
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Application No. App|icant(s)

13/290,708 EDERY ET AL.

Examiner Art UnitResponse to Rule 312 Communication

CHRISTOPHER REVAK 2431

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address —

1. IX The amendment filed on 12/6/13 under 37 CFR 1.312 has been considered, and has been:

a) E entered.

entered as directed to matters of form not affecting the scope of the invention.

disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.

disapproved. See explanation below.

entered in part. See explanation below.

/CHRISTOPH ER REVAK/

Primary Examiner, Art Unit 2431

U.S. Patent and Trademark Office

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20140103
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Receipt date: 12/06/2013 13290708 ~ QAU: 2431

OK TO ENTER: /cm

FlN0001-CONI-ClP1-CON4 PATENT

«'11/'03/2014
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Yigal Mordechai EDERY, et al. Group Art Unit: 2431

Serial No.: 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND

METHOFDS

AMENDMENT TO THE SPECIFICATION UNDER 37 C.F.R. § 1.312

Commissioner for Patents

Mail Stop: Issue Fee
P. O. Box 1450

Alexandria, VA 22313-1450

Sir:

In conjunction with the Request for Reconsideration of the Dismissed Renewed Petition

to Accept Unintentionally Delayed Claim of Priority Under 35 U.S.C. §ll9(e) and § 120 for the

Benefit of a Prior-Filed Application Filed Under 37 C.F.R. § 1.78(a)(3) entry of the following

amendment to the specification and consideration of the remarks submitted herein is respectfully

rcqucstcd.

Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 4 of this paper.
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DOC code: IDS PTOlSBl08a (01-10). . . . . A df th h 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed Us Patent and Tragzrgzfk oc;E::eU_:lE,g'EPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 13290708

Filing Date 2011-11-07

First Named Inventor Yigal Mordechai EDERY, et aI_
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99)

Christopher A. Revak
Attorney Docket Number F|NOOO1—CON1—C|P1—CON4

U.S.PATENTS

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner ' Patent Number ' Issue Date Name of Patentee or ApplicantInitial of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button. Add

U.S.PATENT APPLICATION PUBLICATIONS Rem°Ve

Pages,Co|umns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner Publication Kind Publication Name of Patentee or Applicant
|nitia|* Number Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Rem°Ve

. . . . . . Name of Patentee or PageS’C°lumnS'l'lneS
Examiner Cite Foreign Document Kind Publication where Relevant

Code4 Date gppllcanl of cited Passages or Relevantocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS R9m°Ve

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite

EFS Web 2.1.17
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Application Number 13290708

Filing Date 2011-11-07

INFORMATION DISCLOSURE Yigal Mordechai EDERY, et al.
STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)
Art Unit

Examiner Name | Christopher A. Revak
Attorney Docket Number FIN0001—CON1—CIP1—CON4

asier o anage: n egra is nnounces sweeper ompa l e WI

Check Point FireWa||—1 on Single NT Server; E—mail virus detection and content management can reside on Firewall
sewer, saving money and supports costs" [online], The Free Library, September 16, 1996 [retreived on March 20,
2012], 4 pp., Retrieved From the Internet: http:/lwww.thefreelibrary.com/Internet+Security+gets+Less+Costly+and

+Easier+to+Manage%3a+|ntegralis...-a018675791%22%3Elnternet%20Security%20gets%20Less%2OCostly%20anch

If you wish to add additional non-patent literature document citation information please click the Add button Add

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 3 Enter office that issued the document, by the two—|etter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17
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Application Number 13290708

Filing Date 2011-11-07

Yigal Mordechai EDERY, et al.
Art Unit

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR1.99)

Examiner Name I Christopher A. Revak
Attorney Docket Number FIN0001-CON1-CIP1-CON4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature lDawn-Marie Beyl Date (YYYY-MM—DD) 2014-01-08

Name/Print Dawn—Marie Bey Registration Number

X See attached certification statement.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17
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Electronic Acknowledgement Receipt

17851112

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 12:48:33

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

fin0O01con1cip1con4_execute 1349417
Transmittal Letter d_responsetomiscellaneousco

m m u nication . pdf 84c06f2a7d8c174dd8698127327eaS7f2841a29

Information:
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612454
Information Disclosure Statement (IDS) fin00O1con1cip1con4_sb08for

Form (SB08) misccomm.pdf 7f693U87rl7h8§76flrla7al1f7l'v35a87(=ahr7rl
9b598

A U.S. Patent Number Citation ora U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. Ifyou chose not to include U.S. References, the image ofthe form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

_ 205070
finO001con1cIp1con4,referencNon Patent Literature

e.pdf 37175 3 9921 aefef429:d bb20295 meal 17
AMPS

Warnings:

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0lE0l903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Docket No. FIN0001—CON1-CIP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADENIARK OFFICE

In re Patent Application of:

Yigal Mordechai EDERY, et al.

Serial No: 13/290,708 Group Art Unit: 243l

Filed: November 7, 201 l Examiner: Christopher A. Revak

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEIVI AND

IVIETHODS

RESPONSE TO MISCELLANEOUS COMMUNICATION TO APPLICANT

§DATED DECEMBER 30, 20131

U.S. Patent and Trademark Office

Customer Service Window, Mail Stop IS SUE FEE

Randolph Building
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

This document is being filed in response to the Miscellaneous Communication To

Applicant issued by the Examiner on December 30, 2013. The reference noted on the attached

SB-08 form is hereby brought to the attention of the Examiner.

The undersigned received a call from the Examiner on December 19, 2013 regarding

missing portions of a citation on the Information Disclosure Statement filed on May 7, 2013.

The undersigned resubmits the original, complete citation, an updated citation for viewing the

reference online, and a copy of the article. The Commissioner is hereby authorized to charge any

additional fees under 37 CFR. l. 16 or 1.17 which may be required during the pendency of this

application, or to credit any overpayment, to Deposit Account No. 50-6099.

The above information is presented so that the United States Patent and Trademark

Office may, in the first instance, determine any materiality thereof to the claimed invention. See
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Application Serial No. l3/290,708 Docket No. FIN0001-CON1-CIP l -CON4

37 C.F.R. §§ l.l04(a) conferring the PTO duty to consider and use any such information. It is

respectfully requested that the information be expressly considered during the prosecution of this

application, and that the references be made of record therein and appear among the “References

Cited” on any patent to issue therefrom.

Respectfully submitted,

Date: January 8, 2014 By: /Dawn-Marie Bey — 44,442/

Dawn-Marie Bey (Reg. No. 44,442)

Bey & Cotropia PLLC

213 Bayly Court

Richmond, VA 23229

(804)441-8530
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Form PTO-1449 U.S. Department of Commerce ,

(Rev. 2.32) Patent & Trademark Office Atty. DOCk6t NO. S61‘1a1 N0.

FIN0001-CON1-CIP1- 13/290,708

INFORMATION DISCLOSURE STATEMENT 4

(Use several Sheets zfnecessmy) licant
Yigal Mordechai EDERY, et al.

Filing Date Group

November 7, 2011 2431

U.S. PATENT DOCUMENTS

Examiner Document Date Name Class Sub— Filing Date
Initial Number Class ‘1ifaPP‘°P“a“”

FOREIGN PATENT DOCUMENTS

OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.)

"Internet Security Gets Less Costly and Easier to Manage: Integralis Announces

MIMEsweeper Compatible with Check Point FireWall—l on Single NT Server;

E—mail virus detection and content management can reside on Firewall server, saving

money and supports costs" [online], The Free Library, September 16, 1996 [retreived on

March 20, 2012], 4 pp., Retrieved From the Internet:

http://wwwthefreelibrary.com/Intemet+Security : gets : Less : Costly: and : Easier: to

+Managc%3a+Intcgralis...-a018675 791%22%3EIntcrnct%20Sccurity%20gcts%

20Less%20Costly%20and%20Easier%20to%20Manage:%20Integralis%20Announces%20

MlMEsweeper%2OCompatible%20with%20Check%20Point%20FireWall-

l%20on%20Single%20NT%20Server;%20E-mail%20virus%20detection%20and%

20content%20management%20can%20reside%20on%20Firewa1l%20server,%20saving%2

0money%20and%20support%20costs (Current Link:

http://wwwthefreelibrary.com/Intemet Security gets Less Costly and Easier to Manage:

Interalis...-a0l867579l

EXAMINER DATE CONSIDERED

EXAIVIINER: Initial if citation considered, Whether or not citation is in conformance with MPEP 609; draw line through citation if not in conformance and not considered.
Include copy of this fonn with next communication.
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Electronic Acknowledgement Receipt

17851307

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 13:00:51

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

102444
Information Disclosure Statement (IDS) fin000lconlcip1con4_1449_mi

Form (SB08) sccomm.pdf 9225331595l69leZ7325b553acdlScdS7253
lE66

Information:
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This is not an USPTO supplied IDS fillable form

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0lE0l903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTIVIENT OF COIVIMERCE
United States Patent and Trademark Office
Address: COMMISS IONER FOR PATENTS

P.0 Box 1450
Alexandna, Virgmia 22313-1450
Www.uspto gov

APPLICATION NO. FILING DATE FIRST NAM < ) INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 1 1/07/20] I Yiga] Mordechai Edery EIN0001—CON1—CIPl—(‘/ON4 4120

115222 7590 12/30/2013 EXANHNER
Bey & Cotropia PLLC (Finjan Inc.)

Court REVAK. CHRISTOPHER A
Richmond, VA 23229 ART UNIT PAPER NUMBER

2431

NOTIFICATION DATE DELIVERY MODE

12/3 0/201 3 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):

dawninaiie @ beycotropia.co111
bey_cotropia_docketing @ cardinal—ip.com

PTOL—90A (Rev. 04/07)
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UNITED STATES DEPARTMENT OF COMMERCE

U.S. Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

APPLICATION N0.I FILING DATE FIRST NAMED INVENTORI ATTORNEY DOCKET NO.
CONTROL N0. PATENT IN REEXAMINATION

13/290,708 07 November, 2011 EDERY El" AL. FIN0001 -CON 1-ClPl-
CON4

EXAMINER

Bey & Cotropia PLLC (Finjan Inc.)
213 Bayly Court CHRISTOPHER REVAK
Richmond, VA 23229

ART UNIT PAPER

2431 20131223

DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

Commissioner for Patents

The Examiner contacted the Attorney of record, Dawn-Marie Bey on Thursday December 19” in an attempt to resolve missing
documentation from an IDS filed on 5/7/13. It was noted that item #7 titled "lntemet Security Gets Less Costly and Easier to
Manage . . . . .." was missing citation documentation cutoff by size limitations in the entry field. The Examiner indicated that the
Applicant would be given a 30 day response period to submit the missing information. The 30 day response period is not extendable
and failure to respond to this notice would res11lt in the abandonment of the application.

/CHRISTOPHER REVAK/

Primary Examiner, Art Unit 2431

PTO-90C (Rev.04-O3)
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Commissioner for Patents
United States Patent and Trademark Office

P.0. Box 1450
Alexandria, VA 22313-1450

www.usplo.gov

Bey & Cotropia PLLC (Finjan Inc.) ,
213 Bayly Court A
Richmond VA 23229 2 4

OFFICE OF PETITIONS
In re Application of

Edery et al. , ; i

Application No. 13/290,708 : DECISION GRANTING PETITIONS
Filed: November 7, 2011 : UNDER 37 CFR 1.78(a)(3) AND (a)(6)
Attorney Docket No. FlN00Ol-CONl-CIPl- - '

CON4 '

This is a decision on the rene\.ved petition under 37 CFR §§ 1.78(a)(3) and l.78(a)(6), filed

December 6, 2013, to accept an unintentionally delayediclaim under 35 U.S.C. §§ 120 and 1 19(e)

for the benefit of priority to the prior-filed nonprovisional and provisional applications set forth
in the concurrently filed amendment.

The petition is GRANTED

A petition for acceptance of a claim for late priority under 37 CFR §§ l.78(a)(3) and 1.78(a)(6) is

only applicable to those applications filed on or after November 29, 2000 and after the expiration

of the period specified in 37 CFR §§ l.78(a)(2)(ii) and l.78(a)(5)(ii). In addition, the petition

under 37 CFR §§ 1.78(a_)(3) and l.78(a)(6) must be accompanied by:

(l)’ the reference required by 35 U.S.C. §§ 120 and 119(e) and 37 CFR §§

l.78(a)(2)(i) and l.78(a)(5)(i) of the prior-filed application, unless

' previously submitted; .

(2) the surcharge set forth in § 1.l7(t); and

(3) a statement that the entire delay between the date the claim was due

under 37 CFR §§i l.78(a)(2)(ii) and 1.78(a)(5)(ii) and the date the
claim was filed was unintentional. The Director may require

additional where there is a question whether the delay was
unintentional.

Additionally, the instant nonprovisional application must be pending at the time of filing of the

reference to the prior—filed provisional application as required by 37 CFR l.78(a)(5)(ii). Further,

a nonprovisional" application in the priority chain claiming the benefit of the prior—filed

provisional application must have been filed within twelve months of the filing date of the prior-

filed provisional application.
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Application No. 13/290,708 Page 2

All the above requirements having been satisfied, the late claim for benefit of priority under 35
U.S.C. §§ 120 and 1l9(e) is accepted as being unintentionally delayed.

The granting of the Qetition to accegt the delayed benefit claim to the grior-filed agglications .

under 3 7 CFR §§ I. 78faff3f and 1. 78faff6f should not be construed as meaning that this

agglication is entitled to the benefit of the filing date of the grior-filed agglications. In order

for this agglication to be entitled to the benefit of the Qrior-filed agglications, all other

requirements under 35 U.S.C. §§120 and 1. 78faff1f and faff2f and under 35 US. C. §I19fef

and 3 7 CFR 1. 78faff4f and faff5f must be met. Similarly; the fact that the corrected Filing

Receigt accomganying this decision on getition includes the Qrior-filed agglications should not

be construed as meaning that agglicant is entitled to the claim for benefit of griorifg to the

Qrior-filed agglications noted thereon. Accordingly, the examiner will, in due course, consider

this benefit claim and determine whether the agglication is entitled to the benefit of the earlier

filing date. _ ’

A corrected Filing Receipt, which includes the priority claim to the prior-filed applications,

accompanies this decision on petition.

Any questions concerning this matter may be directed to the undersigned at (571) 272-3230. All
other inquiries concerning either the examination procedures or status of the application should

be directed to the‘ Technology Center.

This application-is being forwarded to Technology Center Art Unit 2431 for consideration by the

examiner of the claim under 35 U;S.C. § §12O and .1 19(e) of the prior-filed nonprovisional and
provisional applications. ' A ’

Mmmmtéttee/fir
Shirene Willis Brantley

Attorney Advisor
Office of Petitions

ATTACHMENT : Corrected Filing Receipt
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UNITED STATE35 DEPARTMENT OF COMMERCE
United States Patent. and Trademark Offine
Addxur. COMMISSIONER FOR PATENTS

P.O. Box I450
Alcxmdrit. Vuxinia Z2313-I450www.Iupto.gov

AT'l‘Y.DOCKET.NO TOT CLAIMS IND CLAIMS

I3/290,708 1 1/07/20] I 243] 1550 FINOOOI-CON]-CIPI-CON4 18 2
CONFIRMATION NO. 4120

115222 CORRECTED FILING RECEIPT

Bey & Cotropia PLLC (Finjan Inc.)

ggghgqaoynuicvoflaézg . lllllllllIllIllllllllllllllllllllllglllillilIlllillllll
Date Mailed; 12/23/2013

Receipt is acknowledged of this non—provisionaI patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
applicationmust include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Fili_ng Receipt, please
submit awritten request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

lnventor(s)_ A
Yigal Mordechai Edery, Pardesia, ISRAEL;
Nirmrod Itzhak Vered, Goosh Tel Mond, ISRAEL;
David R. Kroll, San Jose, CA;
Shlomo Touboul, Kefar-Haim, ISRAEL;

App|icant(s) -
Yigal Mordechai Edery, Pardesia, ISRAEL;
Nirmrod Itzhak Vered, Goosh Tel Mond, ISRAEL;
David R. Kroll, San Jose, CA; ‘
Shlomo Touboul, Kefar-Haim, ISRAEL;

Power of Attorney: The patent practitioners associated with Customer Number 74877

Domestic Priority data as claimed by applicant
- This application is a CON of 12/471,942 05/26/2009 PAT 8079086

whichis a CON of 11/370,114 03/07/2006 PAT 7613926
which is a CON of 09/861,229 05/17/2001 PAT 7058822
which claims benefit of 60/205,591 05/17/2000
and is a CIP of 09/539,667 03/30/2000 PAT 6804780

which is a CON of 08/964,388 11/06/1997 PAT 6092194
which claims benefit of 60/030,639 11/08/1996
and said 09/861,229 05/17/2001
is a CIP of 09/551 ,302 04/18/2000 PAT 6480962
which is a CON of 08/790,097 01/29/1997 PAT 6167520
which claims benefit of 60/030,639 11/08/1996

page 1 of 4
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Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http;//www.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

if Required, Foreign Filing License Granted: 11/17/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is us 13/290,708

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
Title

MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

Preliminary Class

726

Statement under 37 -CFR1 .55 or 1.78 for AIA (First Inventor to File) Transition Applications:

' PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent cffices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does-not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants alsogare advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

page 2 of 4 .
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this website includes self—heIp "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries‘ such as "China, Korea and Mexico. For questions regarding patent enforcement issues. applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER

Title 35,‘ United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 3. 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is toibe‘retained by t_i:sIicensee'and may be used at any time on or afterthe effective date thereof unless
it is revoked. This license isautomatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a lir_ie.nse does not in any way lessen the_ responsibility of a licensee for the security of the subject matter
as imposed byrtny Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, pa'rt‘icu|arly the Office of Defense Trade Controls. Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.‘ - " '

NOT GRANTED .

No license under 35 U.S.C." 184 has be,en_grante:c_l at this time, ifthe phrase "IF, REQUIRED, FOREIGN FILING
LICENSE GRANTED”vDOES_ NOT appear on_thisvform.- Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before‘the‘expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C_. -181. the licensee may foreign file the application pursuant to_ 37 CFR 5.15(b).

SeIectUSA

The United States represents the largest; mostdynamic marketplace in.the world and is an unparalleled location for
business investment, innovation, and "commercialization of new,techn_ologi_es_.;The L_J.'S._offers tremendous resources
and advantages for those. who invest and manufacture goods here.,'Th§ough ,.Se|ectUSA, our nation,_works to
promoteand facilitate business investment. Sel_ectUS_A provides information assistance. to the international investor
community; serves as an ombudsman for existing and-potential investors; advocates on .behalf of U.S. cities, states,
and regions competing for global investment; and,couns_e|s U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services.’ and grow your business, visit htt ://www.Se|ectUSA. ov or call
+1-202-482-6800.
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Page I of 2

UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATFS DEPARTMENT OF COMMFTIICI?
.. J United States Patent and Trademark Office

Aaamu:cong»4xIlS4s5g0NER FOR PATENTS
PO.
Alzxandria, vagina; 21313-M50www.uIptn.g<w

||||II|IlI|||l||l|||||||||lIIIII III IIII |||| ||||| IIIIIIIIIIIII coNI=|RMATIoN NO. 4120
Bib Data Sheet

FILING OR 371(c) A1ToRNEY
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Date Mailed: 12/23/201 3

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

lnventor(s)

Yigal Mordechai Edery, Pardesia, ISRAEL;
Nirmrod Itzhak Vered, Goosh Tel Mond, ISRAEL;
David R. Kroll, San Jose, CA;

Shlomo Touboul, Kefar—Haim, ISRAEL;

Applicant(s)
Yigal Mordechai Edery, Pardesia, ISRAEL;
Nirmrod Itzhak Vered, Goosh Tel Mond, ISRAEL;
David R. Kroll, San Jose, CA;
Shlomo Touboul, Kefar—Haim, ISRAEL;

Power of Attorney: The patent practitioners associated with Customer Number 74877

Domestic Priority data as claimed by applicant

This application is a CON of 12/471,942 05/26/2009 PAT 8079086
which is a CON of 11/370,114 03/07/2006 PAT 7613926

which is a CON of 09/861,229 05/17/2001 PAT 7058822
which claims benefit of 60/205,591 05/17/2000

and is a CIP of 09/539,667 03/30/2000 PAT 6804780
which is a CON of 08/964,388 11/06/1997 PAT 6092194
which claims benefit of 60/030,639 11/08/1996
and said 09/861,229 05/17/2001
is a CIP of 09/551,302 04/18/2000 PAT 6480962

which is a CON of 08/790,097 01/29/1997 PAT 6167520
which claims benefit of 60/030,639 11/08/1996
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Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) — None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 11/17/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/290,708

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
Title

MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

Preliminary Class

726

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications:

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT—member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicants license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
page 2 of 4
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this website includes self—help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1—866—999-HALT (1—866-999-4258).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SeIectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SeIectUSA, our nation works to

promote and facilitate business investment. SeIectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,

and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services, and grow your business, visit http://www.Se|ectUSA.gov or call
+1-202-482-6800.
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FlN0001-CON1-ClP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Yigal Mordechai EDERY, et al. Group Art Unit: 2431

Serial No.: 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

REQUEST FOR RECONSIDERATION OF THE DISMISSED RENEWED PETITION
TO ACCEPT UNINTENTIONALLY DELAYED CLAIM OF PRIORITY UNDER 35

U.S.C. §119(e) AND §120 FOR THE BENEFIT OF A PRIOR-FILED APPLICATION

FILED UNDER 37 CFR § 1.78(a)(3)

Mail Stop PETITIONS
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

In response to the December 3, 2013 dismissal of the Assignee’s renewed petition for the

acceptance of an unintentionally delayed claim of priority under 35 U.S.C. § 1 l9(e) and §l 20 for

the benefit of prior—filed applications in the above—referenced patent application, the Assignee

respectfully requests reconsideration of the petition dismissal in view of the revised priority

language submitted in conjunction herewith as an Amendment to the Specification pursuant to

37 CFR 1.312.

In accordance with the Patent Office’s suggestion in the December 3“ dismissal, the

following amendment to the specification of the present application which adds a reference to

prior—filed U.S. Patent Application No. 08/790,097, filed January 28, 1997, now U.S. Patent No.

6,167,520 which claims benefit of U.S. Provisional Patent Application No. 60/030,639, is

submitted in conjunction with this Petition:

[0001] This application is a continuation of assignee's pending U.S. patent

application serial no. 12/471,942, filcd May 26, 2009 by invcntors Yigal

Mordechai Edery, et al., now U.S. Patent No. 8,079,086, entitled "Malicious



SOPHOS 
EXHIBIT 1004 - PAGE 0066

Serial No. 13/290,708 Docket No. FIN0001-CON1-CIP1-CON4

Mobile Code Runtime Monitoring System and Methods," which is a continuation

of assignee's U.S. patent application serial no. ll/370,114, filed March 7, 2006 by

inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,613,926, entitled

"Method and System for Protecting a Computer and a Network from Hostile

Downloadablcs," which is a continuation of assignee's U.S. patent application

serial no. 09/861,229, filed on May 17, 2001 by inventors Yigal Mordechai

Edery, et al., now U.S. Patent No. 7,058,822, entitled "Malicious Mobile Code

Runtime Monitoring System And Methods," all of which are hereby incorporated

by reference. U.S. patent application serial no. 09/861,229, now U.S. Patent No.

7,058,822, claims benefit of provisional U.S. patent application serial no.

60/205,591, entitled "Computer Network Malicious Code Run-Time Monitoring,"

filed on May 17, 2000 by inventors Nimrod Itzhak Vered, et al., which is hereby

incorporated by reference. U.S. patent application serial no. 09/861,229, now

U.S. Patent No. 7,058,822, is also a Continuation—In—Part of assignee's U.S. patent

application serial no. 09/539,667, entitled "System and Method for Protecting a

Computer and a Network From Hostile Downloadables," filed on March 30, 2000

by inventor Shlomo Touboul, now U.S. Patent No. 6,804,780, and hereby

incorporated by reference, which is a continuation of assignee's U.S. patent

application serial no. 08/964,388, filed on November 6, 1997 by inventor Shlomo

Touboul, now U.S. Patent No. 6,092,194, also entitled "System and Method for

Protecting a Computer and a Network from Hostile Downloadables" and hereby

incorporated by reference, which application claims the benefit of provisional

U.S. application serial no. 60/030,639, filed November 8, 1996 by inventors

Shlomo Touboul, entitled “System and Method For Protecting a Computer From

Hostile Downloadables.” U.S. Serial No. 09/861,229, now U.S. Patent No.

7,058,822, is also a Continuation—ln—Part of assignee's U.S. patent application

serial no. 09/551,302, entitled "System and Method for Protecting a Client During

Runtime From Hostile Downloadables,” filed on April 18, 2000 by inventor

Shlomo Touboul, now U.S. Patent No. 6,480,962, which is hereby incorporated

by reference, which is a continuation of U.S. application serial no. 08/790,097,

filed Januag 29, 1997 by inventor Shlomo Touboul, now U.S. Patent No.
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6,167,520, entitled “System and Method For Protecting a Client From Hostile

Downloadables” which claims the benefit of U.S. provisional application no.

60/030,639, filed on November 8, 1996 by inventor Shlomo Touboul, entitled

“System and Method For Protecting a Computer From Hostile Downloadables.”

This amendment has been submitted separately as an Amendment to the Specification under 37

CFR 1.312 and includes no new matter. ln accordance with 37 CFR §1.78(a)(2)(i), the

amendment identifies the prior filed application by application number and indicates the

relationship of the applications.

Assignee understands that a petition for acceptance of a claim for late priority under 37

CFR §1.78(a)(3) is only applicable to those applications filed on or after November 29, 2000 and

after the expiration of the period specified in 37 CFR §1.78(a)(2)(ii). Assignee understands that

the petition under 37 CFR §l .78(a)(3) must be accompanied by

(1) the reference required by 35 U.S.C. §119(e), §120 and 37 CFR §1.78(a)(2)(i) of the

prior-filed application, unless previously submitted;

(2) the surcharge set forth in 37 CFR §1.17(t); and

(3) a statement that the entire delay between the date the claim was due under 37 CFR

§1.78(a)(2)(ii) and the date the claim was filed was unintentional.

The correction of the priority claim of the present application is made to complete the

priority claim to include a specific reference to prior—filed U.S. Patent Application No.

08/790,097, filed January 28, 1997, now U.S. Patent No. 6,167,520 which also claims benefit of

U.S. Provisional Patent Application No. 60/030,639, filed November 8, 1996. This request is

made after the expiration of the period specified in 37 CFR §1.78(a)(2)(ii).

Assignee submits that the entire delay between the date the claim was due under 37 CFR

§1.78(a)(2)(ii) and the date the claim was originally filed was unintentional.

Payment of $1,410 fee as required under 37 CFR §1.17(t) was provided electronically via

EFS-Web with the petition filed on October 23, 2012 and no additional fees are believed to be

due. The Commissioner is authorized to charge any additional fees determined to be due to

Deposit Account No. 50-6099.
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Serial No. 13/290,708 Docket No. FIN0001-CON1-CIP1-CON4

Assignee submits that this request and the amendment to the specification are diligently

made to correct the record of the present application. Granting of this renewed petition and

entrance of the Amendment to the Specification are respectfully requested.

Respectfully submitted,

Date: December 6, 2013 : /Dawn—Marie Bey — 44,442/

Dawn—Marie Bey

Reg. No. 44,442

Attorneys for Assignee

Finj an, Inc.

Bey & Cotropia PLLC

213 Bayly Court

Richmond, Virginia 23229

(W) 804-441-8530
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FlN0001-CON1-ClP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Yigal Mordechai EDERY, et al. Group Art Unit: 2431

Serial No.: 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND

METHOFDS

AMENDMENT TO THE SPECIFICATION UNDER 37 C.F.R. § 1.312

Commissioner for Patents

Mail Stop: Issue Fee
P. O. Box 1450

Alexandria, VA 22313-1450

Sir:

In conjunction with the Request for Reconsideration of the Dismissed Renewed Petition

to Accept Unintentionally Delayed Claim of Priority Under 35 U.S.C. §119(e) and § 120 for the

Benefit of a Prior-Filed Application Filed Under 37 C.F.R. § 1.78(a)(3) entry of the following

amendment to the specification and consideration of the remarks submitted herein is respectfully

rcqucstcd.

Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 4 of this paper.
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Amendments to the Specification

Please replace Paragraph [0001] with the following amended paragraph:

[0001] This application is a continuation of assignee's pending U.S. patent application serial no.

12/471,942, filed May 26, 2009 by inventors Yigal Mordechai Edery, et al., now U.S. Patent No.

8,079,086, entitled "Malicious Mobile Code Runtime Monitoring System and Methods," which

is a continuation of assignee's U.S. patent application serial no. 11/370,114, filed March 7, 2006

by inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,613,926, entitled "Method

and System for Protecting a Computer and a Network from Hostile Downloadables," which is a

continuation of assigncc's U.S. patent application serial no. 09/861,229, filed on May 17, 2001

by inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,058,822, entitled "Malicious

Mobile Code Runtime Monitoring System And Methods," all of which are hereby incorporated

by reference. U.S. patent application serial no. 09/861,229, now U.S. Patent No. 7,058,822,

claims benefit of provisional U.S. patent application serial no. 60/205,591, entitled "Computer

Network Malicious Code Run-Time Monitoring," filed on May 17, 2000 by inventors Nimrod

Itzhak Vered, et al., which is hereby incorporated by reference. U.S. patent application serial no.

09/861,229, now U.S. Patent No. 7,058,822, is also a Continuation-In-Part of assignee's U.S.

patent application serial no. 09/539,667, entitled "System and Method for Protecting a Computer

and a Network From Hostile Downloadables," filed on March 30, 2000 by inventor Shlomo

Touboul, now U.S. Patent No. 6,804,780, and hereby incorporated by reference, which is a

continuation of assignee's U.S. patent application serial no. 08/964,388, filed on November 6,

1997 by inventor Shlomo Touboul, now U.S. Patent No. 6,092,194, also entitled "System and

Method for Protecting a Computer and a Network from Hostile Downloadables" and hereby

incorporated by reference, which application claims the benefit of provisional U.S. application

serial no. 60/030,639, filed November 8, 1996 by inventors Shlomo Touboul, entitled “System

and Method For Protecting a Computer From Hostile Downloadables.” U.S. Serial No.

09/861,229, now U.S. Patent No. 7,058,822, is also a Continuation-In-Part of assignee's U.S.

patent application serial no. 09/551,302, entitled "System and Method for Protecting a Client

During Runtimc From Hostile Downloadables,” filed on April 18, 2000 by inventor Shlomo

Touboul, now U.S. Patent No. 6,480,962, which is hereby incorporated by reference, which is a
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continuation of U.S. application serial no. 08/790,097, filed January 29, 1997 by inventor

Shlomo Touboul, now U.S. Patent No. 6,167,520, entitled “System and Method For Protecting a

Client From Hostile DoWnloadables” which claims the benefit of U.S. provisional application

no. 60/030,639 filed on November 8 1996 by inventor Shlomo Touboul, entitled “System and

Method For Protecting a Computer From Hostile Downloadables.”
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REMARKS

Assignee respectfully requests entry of the amendment to the specification of U.S. Patent

Application No. 13/290,708 in conjunction with the Request for Reconsideration of the Dismissed

Renewed Petition to Accept Unintentionally Delayed Claim of Priority Under 35 U.S.C. § ll9(e)

and § 120 for the Benefit of a Prior-Filed Application Filed Under 37 C.F.R. § l.78(a)(3) filed

herewith. The amendment introduces no new matter and corrects the priority claim of the

application. Assignee notes that U.S. Patent Application Nos. 08/790,097, 60/030,639 and the

present invention share the inventor Shlomo Touboul.

This submission is filed prior to payment of the issue fee and not fee is believed to be

due. However, in the event additional fees are due, the Commissioner is authorized to charge any

underpayment of fees, or to credit any overpayment, to Deposit Account No. 50-6099.

Respectfully submitted,

Date: December 6, 2013 : /Dawn-Marie Bey — 44,442/

Dawn-Marie Bey

Reg. No. 44,442

Attorneys for Assignee

Finj an, Inc.

Bey & Cotropia PLLC

213 Bayly Court

Richmond, Virginia 23229

(w) 804-441-8530
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Electronic Acknowledgement Receipt

17586129

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 11:48:04

Application Type: Utility under 35 USC 111(a)

Payment information:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

fin0001con1cip1con4_RENEWE 119394
Dpetitionunintentionallydelaye

dC|ai m.pdf bi7c3e3614S6983dS3S0d7aSd1S62Sc(00153124

Information:

Petition for review by the Office of
Petitions.
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117009
Amendment after Notice ofA||owance finOO01con1cip1con4_Ru|e312

(Rule 312) AmntSpecPriority.pdf I i4fftl7640(4rI04 i (I83? 3 35 37arrhhrI§469
SH ed

Information:

Total Files Size (in bytes) 236403

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450 ‘
Alexandria, VA 22313-1450

www.uspto.gov

I,IIIII.IE@
Bey & Cotropia PLLC (Finjan Inc.)

213 Bayly Court

R‘°““‘°"“ VA 22229 A A 2 OFFICE OF PETITIONS

In re Applicationlof

Edery et al. :

Application No. 13/290,708 : DECISION DISMISSING PETITIONS

Filed: November 7, 2011 : UNDER 37 CFR l.78(a)(3) AND (a)(6)

Attorney Docket No. FINO001 -CON1 -CIP1- '
CON4

This is a decision on the renewed petition under 37 CFR §§ l.78(a)(3) and l.78(a)(6), filed

October 1, 2013, to accept an unintentionally delayed claim under 35 U.S.C. §§ 120 and l19(e)

for the benefit of priority to the prior-filed nonprovisional and provisional applications set forth

in the concurrently filed amendment.

The petition is DISMISSED

A petition for acceptance of a claim for late priority under 37 CFR §§ l.78(a)(3) and 1.78(a)(6) is

only applicable to those applications filed on or after November 29, 2000 and after the expiration

of the period specified in 37 CFR §§ 1.78(a)(2)(ii) and l.78(a)(5)(ii). In addition, the petition

under 37 CFR §§ l.78(a)(3) and 1.78(a)(6) must be accompanied by:

(1) the reference required by 35 .U.S.C. §§ 120 and l19(e) and 37 CFR §§
1.78(a)(2)(i) and 1.78(a)(5)(i) of the prior-filed application, unless

‘ previously submitted;

(2) the surcharge set forth in § 1.17(t); and p
(3) ‘ a statement that the entire delay between the date the claim was due

under 37 CFR §§ 1.78(a)(2)(ii) and 1.78(a)(5)(ii) and the date the

' claim was filed was unintentional. The Director may require

additional where there is a question whether the delay was
unintentional.

The petition does not comply with item (1).

The amendment is not acceptable as drafted.
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Application No. 13/290,708 ‘ Page 2

The amendment asserts Application No. 09/551,203 is a continuation of Application No.

08/790,097 and further claims benefit of Application No. 60/030,639 (emphasis added).

Application No. 09/551,302, filed April 18, 2000, cannot directly claim benefit of Application
No. 60/030,639, filed November 8, 1996 because it was filed more than 12 months after the

filing date of the provisional application.

Application No. 08/790,097, filed January 29, 1997, claims benefit of Application No.
60/030,639, filed November 8, 1996.

Please submit another amendment that corrects the priority chain. Specifically, eliminate the

phrase -“and further”- from the third line of the second page of the amendment and substitute the
wor “which”.

Before the petition under 37 CFR §§ 1.78(a)(3) and 1.78(a)(6) can be granted, a renewed petition

and either an Application Data Sheet or a substitute amendment (complying with the provisions

of 37 CFR 1.121 and 37 CFR 1.76(b)(5)) to correct the above matters are required.

Further correspondence with respect to this matter should be addressed as follows:

By mail: Mail Stop PETITIONS
‘ Commissioner for.Patents

Post Office Box 1450

‘Alexandria, VA 22313-1450

Customerservice Window

Mail Stop Petitions

Randolph Building

401 Dulany Street

Alexandria, VA 223 I4_

By fax: ' (571)273-8300
ATTN: Office of Petitions

By intemet: EFS-Web ,

’ www.uspto.gov/ebc/efs_help.html
(for help using EFS-Web call the
Patent Electronic Business Center

at (866) 217-9197)
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Any questions concerning this matter may be directed to the undersigned at (571) 272-3230.

Shirene Willis Brantley

Attorney Advisor ‘
Office of Petitions



SOPHOS 
EXHIBIT 1004 - PAGE 0078

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTNIENT OF CO3/HVIERCE
United States Patent and Trademark Office
Addiess: CO1‘/INIISSIONER FOR PATENTS

P.O. Box 1450
Alexandria Virginia 223 13—1430www.uspto.goV

NOTICE OF ALLOWANCE AND FEE(S) DUE

EXAIVIINER

Bey & Cotropia PLLC (Finjan Inc.) REVAK, CHRISTOPHER A
213 Bayly Court
Richmond. VA 23229 243 1

DATE MAILED: 10/25/2013

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 11/07/2011 Yigal Mordechai Edeiy FINO0O1—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

APPLN. TYPE ENTITY STATUS ISSI IE FEE DUE PUBLIC ATION FEE DUE PREV. PAID ISSITE FEE TOTAL FEE(S) DUE DATE DUE

$0 $0 $0nonprovisional UNDlSCOUN'l'l:'l_) $1780 01/27/2014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOVVED FOR ISSUANCE AS A PATENT.
PROSECUTION ON TIIE MERITS IS CLOSED. TIIIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGIITS.
THIS APPLICATION IS SUBJECT TO WITHDRAVVAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORIVI
VVILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of iindiscounted fees, and micro entity fees are 1/2 the amount of small entityfees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All coiniiiunications regarding this application must give the application number. Please direct all coiiniiuiiicatioiis prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or @ (571)-273-2885

lNS'1'RUC'1'lONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Now: US: Block 1101 any 0116113: 01 adtllcbsi apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

a ,1 _ 7 Certificate of Mailing or Transmission
11522“ 7590 10/‘D/“O13 I hereby certify that this Fee(s) Transmittal is being deposited with the Lnited

Bkly & C0l1'Op1‘cl Inc.) States Postal Service with sufficient postage for first class mail in an envelope
21% B 1 C t addressed to the Mail Stop ISSUE FEE address above, or being facsimile~ ay y our transmitted to the USPTO (571) 273-2885, on the date indicated below.
Richmond, VA 23229

13/290.708 11/07/2011 Yigal Mordechai Edery FIN0001—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTITVIE MONITORING SYSTEM AND METHO

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

$0 $0 $0nonprovisional UNDISCOUNTED $ 1780 01/27/2014

EXAMINER ART UNIT CLASS-SUB CLASS

REVAK, CHRISTOPHER A 2431 726- 024000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CF 1 1.363). .(1) the names of up to 3 registered patent attorneys

3 Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Addrcss ("rm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a
3 "Fee Address" indication (or "Fee Address" Indication form registered 31101116)’ 01' 339111) 31111 1119 11311155 011113 1_0
’TO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer Z_fCg1StCfCd pé11CI1_1 attorneys 01“ agents. If I10 I1aII1C 13
Number is required, listed, no name will be printed.

3. ASSIGNE3 NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
DLEASE NOTE: Unless an assignce is identified below. no assignee data will appear on the patent. If an assignce is identified below. the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
3 Advance order — # of Copies 3 The Director is hereby authorized to charge the required fee(s). any deficiency. or credit anyoverpayment, to Deposit Account Number (enclose an extra copy of this form).

Page 2 of 4
PTOL-85 (Rev. 02/11)
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form l’TO/SB/ 15A and 15B), issueee payment in the micro entity amount will not be accepted at the risk of application abandonment.f

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status.

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or microentity status, as applicable.

NOTE: The Issue Fee and Publication Fcc (if rcquircd) will not be accepted from anyone other than the applicant; a rcgistcrcd attorney or agent; or the assignce or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 ai1d 37 CFR 1.14. T is collection is estimated to take 12 n1inutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V dc endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e Chief In ormation Officer, US. Patent and Trademark Office, US. Department of Commerce. PO.Box 1450, Alexan ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORVIS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

Page 3 of 4

PTOL—85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTNIENT OF CO3/HVIERCE
United States Patent and Trademark Office
Addiess: CO1‘/INIISSIONER FOR PATENTS

P.O. Box 1450
Alexandria Virginia 22313-1430wWw.uspto.goV

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 11/07/2011 Yigal Mordechai Edery FIN0001-CON1-CIP1—CON4 4120

EXAIVIINER

Bey & Cotropia PLLC (Finjan Inc.) REVAK, CHRISTOPHER A
213 Bayly Court
Richmond, VA 23229 243 1

DATE MAILED: 10/25/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If :1 Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 4 of 4
PTOL-85 (Rev. 02/11)



SOPHOS 
EXHIBIT 1004 - PAGE 0082

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this

information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(0)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designec, during an inspection of records conducted by GSA as part of
that agency‘s responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance

with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

'. A record fro111 this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35

U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Notices of Allowance and Fee(s) Due mailed between October 1, 2013 and

December 31, 2013

(Addendum to PTOL—85)

If the “Notice of Allowance and Fee(s) Due” has a mailing date on or after October 1, 2013 and before
January 1, 2014. the following information is applicable to this application.

If the issue fee is being timely paid on or after January 1, 2014, the amount due is the issue fee and
publication fee in effect January 1, 2014. On January 1, 2014, the issue fees set forth in 37 CFR 1.18

decrease significantly and the publication fee set forth in 37 CFR 1.18(d)(1) decreases to $0.

If an issue fee or publication fee has been previously paid in this application, applicant is not entitled to a

refund of the difference between the amount paid and the amount in effect on January 1, 2014.



SOPHOS 
EXHIBIT 1004 - PAGE 0084

Application No. App|icant(s)
13/290,708 EDERY ET AL.

Notice of Allowability ('5:;aF':‘;"T‘:;PHER REVAK ’F‘:{:,‘§‘t;stf,'S""°"‘°' ‘°
No

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this app ication. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IX! This communication is responsive to the petition decision on 10/3/13.

[I A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. I] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. IX The allowed cIaim(s) is/are 19. As a result of the allowed c|aim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hit’ ;/'./www.-us’ to. ov/oatems/'Init events/’ h/'index.'s' or send an inquiry to PPI-Ifeedi)ack ' us Iooov .

4. El Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )-(d) or (f).

Certified copies:

a) I] All b) El Some *0) El None of the:

1. El Certified copies of the priority documents have been received.

2. I:I Certified copies of the priority documents have been received in Application No.

3. El Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2( )).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. El CORRECTED DRAWINGS ( as “replacement sheets") must be submitted.

I:I including changes required by the attached Examiners Amendment / Comment or in the Office action of
Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. El DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. El Notice of References Cited (PTO-892) 5. El Examiner's Amendment/Comment

2. El Information Disclosure Statements (PTO/SB/08), 6. El Examiner‘s Statement of Reasons for Allowance
Paper No./Mail Date

3. I:I Examiner's Comment Regarding Requirement for Deposit 7. El Other .
of Biological Material

4. El Interview Summary (PTO-413),
Paper No./Mail Date .

/Christopher A. Revak/
Primary Examiner, Art Unit 2431

U 8 Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice 01 Allowability Part of Paper No./Mail Date 20131017
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‘.7 show files

File :INSPEC 1898—2013/QC: W1
(C3 2013 The IET

File :NTTS 1964 2313/oet W1
(c1 2013 NTTS, 1nt1 Cpyrght All Rights Res

File A:3i CompenceX(R) 1884—2313/Oct W2
(ca 2013 n;sevier ting. Info. 1ne.

File :S<;1Seor<:h(R) CiLe;1 Re£ Sci 1990—2313/Oct W2
(0') 2013 The Thomson CorpFile :3isserta:io:1 Abs Onlihe 1861—2013/Jul
(C3 2013 T‘rc>Quest Info&Learninq

File :C‘om[:uter and Information Systems Abstracts ;9a5—2n13/1 ep
(C3 2013 CSA.

File :ANTE: Abstracts in New Tech & Engineer 19bk:—2U15/Oct
(<1? 2013 CSA.

File :Inside Conferences 1993—2013/Oct 17
(ca 7013 Emsc 311 ~ts. reserv.

File ':THS Intl.Std2.& Specs. 1999/Nov
(ca 1999 Information Handling Services

File :TEMA*TECHNOLOGY & MANAGEMEINT 19E9*2010/OCTW3

(U? 2012 WTIVFRANKFURT
:Wilson App; ssi 5. Teen Abs 198:—2011/Nov

(ca 7017 The ma Wilson (70.
::3nerqy SciTec 1974 20:3/sep B2

(ca 2013 ntains copyrighted material
:?as:al 19"/3—2013/Os: W2

(e; 2015 TNTST/CNRS
:Gele Group CoJupuLer DB(TM) 1983—2fJ13/Oct

(C3 2013 Cale/Ccngag:
:S<11§ea1'<‘.h(R) Cifefi Ref Sci 1974*‘989/Der

(C3 2006 The Thomson Corp
:.J1:‘1‘/1 Corrputer Fulltext 1988—2013/Oct N1

(121 2013 CBM, LLC
:Computer News Fuiltext 1989—ZUUk:/Sep W1

((13 2006 IDG C'_>nuuu11iudLious
:3usincss & Industry(P.‘, Jul/1994—2fJ13/Oct

((1') 7013 Gale/.",engagA=
:ABI/Info:m[R) 1971 ZCL’/Oct 16

(en 2013 ProQuest 1nfo&Learning
:3; Group ?R0}/1T(R) 1990—2013/Oct 17

(C) 2015 Gaie/Cengage
:Gale Group ?&S In:iex(R) 1988—2013/Oct 17

(C3 2013 Cale/Ccngag:
:71'alog mobaw Reper—er 1997—701'<./oat 17

(C3 2013 Dialog:1‘/letalbase ,965*20131C,7
(CW 2013 The Thomson corporation

:TGG Aerospace/De:'.Mkts(R',1 1982—2013/Cct 17
(C3 2013 Gale/Cengage

:ct1e Group Trade & Industry EB 1976—2013/oet 17
((1') 7013 Gale/.",engagA=

:Gele Group ?1'~\O}/1T(R) 1972—1989
(ca 1999 1he Gale L;—ou_s

:Ga Group Glo1:al1:~asefTM‘x 1986—20fJ2/Dec 13
(C3 2002 Gale/Cengage

:Gale Group New Pr<:d.An:10u. IR) 1985—2013/Oct 17
(C3 2013 Cale/Ccngag:

!MCGE3W*Hil; Pliblicaiions 198'5—2CL3/Feb 28
(C3 2013 McGraw—I1ill Co. Inc

:jusiness 1_1ateline(R) ,985*2013/Oct 17
(ea 2013 ProOuesL In£o&Le:\r11iug

:13 e Group Newsletter 3B(TM1 1987e2 13/QC:
(C1 2013 Gale/Cengage

?ds

set :tems Description
S1 F.9h7A/l6 (COD? OR FIXPCITTARTTFI OR DOW\1IiOAI7????? OR APPIPT O? JAVA OR JAVAGCRTPT O?

ACTIVEX‘, (16N) (DETERMIN? . .1’ OR ASCERTAIN7 CR MONITOP .? QR ANALY ? OF. INSPECT OR
1112.2-X1‘/,1N':'.’ .V':"{)

S2 /15209 S1(L6N',1 (OPERAT:ON CR ACTION OR COMMAND OR INSTRUCTION QR STATE OR STATUS
CR CONECTION OR CALL OR PROMPT)

“3 1052 SZ(L51\1] (MALIC‘IO'JS CIR SUSPDTIOUS ‘R IVLALWARE DR ATTACK’ Y OF, VIRUS DR \/':R]-KL
CR TROJAN OR WORM)

S4 104 S3(L6N'1(REFORT'."?? CR INSTRZJ1/IENT????? OR PROFILE OR LIST??? OR
ITE1/,IZ???T‘?)

htt - s://Www.dia10 t c1assic.com/Ma1nFrame.

Page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450

Bey & Cotropia PLLC (Finjan Inc.)

213 Bayly Court
Richmond VA 23229

lé1iiL.[E®
OCT 03 2.013

11

OFFICE OF PETITIONS

2 DECISION GRANTING PETITION"
: UNDER 37 CFR 1.3l3(c)(2)

In re Application of

Yigal Mordechai Edery, et al.

Application No. 13/290,708

Filed: November 7, 201 1

Attorney Docket No. FIN00Ol—CON1—CIPl-
CON4

This is a decision on the petition under 37 CFR l.313(c)(2), filed, October 1, 2013 to withdraw

the above-identified application from issue after payment of the issue fee.

The petition is GRANTED.

The above—identified application is withdrawn from issue for consideration of a submission

under 37 CFR 1.114 (request for continued examination). See 37 CFR 1.313(c)(2).

Petitioner is advised that the issuefee paid on September 19, 2013 cannot be refunded.
however, this application is again allowed, petitioner may request that it be applied towards
the issuefee required by the new Notice ofAllowance.'

Telephone inquiries should be directed» to Terri Johnson at (571) 272-2991.

This application is being referred to Technology Center AU 2431 for processing of the request

for continued examination under 37 CFR 1.114 and for consideration of the concurrently filed
renewed petition to accept unintentionally delayed claim of priority.

/Terri Johnsonl

Terri Johnson

Paralegal Specialist
Office of Petitions

I The request to apply the issuefee to the new Notice may be satisfied by completing and returning the new
Part B — Fee(s) Transmittal Farm (along with any balance due at the time ofsubmission). Petitioner is advised that the
Issue Fee Transmittal Form must be completed and timely submitted to avoid abandonment of the application.

www.uspto.gov
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FlN0001-CON 1-ClP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Yigal Mordechai EDERY, et al. Group Art Unit: 2431

Serial No.: 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

RENEWED PETITION TO ACCEPT UNINTENTIONALLY DELAYED CLAIM OF

PRIORITY UNDER 35 U.S.C. §119(c) AND §120 FOR THE BENEFIT OF A PRIOR-

FILED APPLICATION FILED UNDER 37 CFR§ l.78(a)(3)

Mail Stop PETITIONS
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Assignee respectfully submits this renewed petition for the acceptance of an

unintentionally delayed claim of priority under 35 U.S.C. § 119(e) and §120 for the benefit of

prior-filed applications in the above-referenced patent application. In conjunction with this

Petition, Assignee re-submits an Amendment to the Specification, and provides for payment of

the additional $10 for required fees over the originally paid $1410 under 37 CFR 1.17(t) (which

is now $1420). The original petition was dismissed by the Patent Office on November 27, 2012.

In the petition filed October 23, 2013, the undersigned submits that although the language recited

in the petition document was missing a reference to the intervening U.S. Application No.

08/790,097 as pointed out by the Patent Office, that the amendment to the priority paragraph of

the Specification that was submitted therewith did include the proper reference. See Amendment

to Specification Filed October 23, 2013. Indeed the de facto same amendments to the priority

paragraph of the Specification that are being re-submitted along with this renewed petition were

included in the October 23, 2012 amendments to paragraph [0001] ofthe Specification.

Assignee understands that a petition for acceptance of a claim for late priority under 37

CFR §1.78(a)(3) is only applicable to those applications filed on or after November 29, 2000 and



SOPHOS 
EXHIBIT 1004 - PAGE 0095

Serial No. 13/290,708 Docket No. FIN0001-CON1-CIP1-CON4

after the expiration of the period specified in 37 CFR §1.78(a)(2)(ii). Assignee understands that

the petition under 37 CFR §1.78(a)(3) must be accompanied by

(1) the reference required by 35 U.S.C. §119(e), §120 and 37 CFR §1.78(a)(2)(i) of the

prior-filed application, unless previously submitted;

(2) the surcharge set forth in 37 CFR §1.l7(t); and

(3) a statement that the entire delay between the date the claim was due under 37 CFR

§1.78(a)(2)(ii) and the date the claim was filed was unintentional.

The correction of the priority claim of the present application is made to complete the

priority claim to include a specific reference to benefit of priority to U.S. Provisional Patent

Application No. 60/03 0,63 9, filed November 8, 1996 (benefit directly claimed by prior-filed U.S.

Patent Application No. 08/964,388, filed November 6, 1997, now U.S. Patent No. 6,092,194)

and to separately include reference to prior-filed U.S. Patent Application No. 08/790,097, filed

January 28, 1997, now U.S. Patent No. 6,167,520 which also claims benefit of U.S. Provisional

Patent Application No. 60/030,639, filed November 8, 1996. This request is made after the

expiration of the period specified in 37 CFR §1.78(a)(2)(ii).

In accordance with 35 U.S.C. §l19(e), §l20, and 37 CFR §1.78(a)(2)(i), the following

amendment to the specification of the present application which adds a reference to the benefit of

priority to U.S. Provisional Patent Application No. 60/030,639 and to prior-filed U.S. Patent

Application No. 08/790,097, filed January 28, 1997, now U.S. Patent No. 6,167,520 which

claims benefit of U.S. Provisional Patent Application No. 60/030,639, is submitted in

conjunction with this Petition:

[0001] This application is a continuation of assignee's pending U.S. patent

application serial no. 12/471,942, filed May 26, 2009 by inventors Yigal

Mordechai Edery, et al., now U.S. Patent No. 8,079,086, entitled "Malicious

Mobile Code Runtime Monitoring System and Methods," which is a continuation

of assignee's U.S. patent application serial no. ll/370,114, filed March 7, 2006 by

inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,613,926, entitled

"Method and System for Protecting a Computer and a Network from Hostile

Downloadables," which is a continuation of assignee's U.S. patent application

serial no. 09/861,229, filed on May 17, 2001 by inventors Yigal Mordechai

Edery, et al., now U.S. Patent No. 7,058,822, entitled "Malicious Mobile Code
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Runtime Monitoring System And Methods," all of which are hereby incorporated

by reference. U.S. patent application serial no. 09/861,229, now U.S. Patent No.

7,05 8,822, claims benefit of provisional U.S. patent application serial no.

60/205,591, entitled "Computer Network Malicious Code Run-Time Monitoring,"

filed on May 17, 2000 by inventors Nimrod Itzhak Vered, et al., which is hereby

incorporated by reference. U.S. patent application serial no. 09/861,229, now

U.S. Patent No. 7,058,822, is also a Continuation—ln—Part of assignee's U.S. patent

application serial no. 09/539,667, entitled "System and Method for Protecting a

Computer and a Network From Hostile Downloadables," filed on March 30, 2000

by inventor Shlomo Touboul, now U.S. Patent No. 6,804,780, and hereby

incorporated by reference, which is a continuation of assignee's U.S. patent

application serial no. 08/964,388, filed on November 6, 1997 by inventor Shlomo

Touboul, now U.S. Patent No. 6,092,194, also entitled "System and Method for

Protecting a Computer and a Network from Hostile Downloadables" and hereby

incorporated by reference, which application claims the benefit of provisional

U.S. application serial no. 60/030,639, filed November 8, 1996 by inventors

Shlomo Touboul entitled “System and Method For Protecting a Computer From

Hostile Downloadables.” U.S. Serial No. 09/861,229, now U.S. Patent No.

7,058,822, is also a Continuation—ln—Par't of assignee's U.S. patent application

serial no. 09/551,302, entitled "System and Method for Protecting a Client During

Runtime From Hostile Downloadables,” filed on April l8, 2000 by inventor

Shlomo Touboul, now U.S. Patent No. 6,480,962, which is hereby incorporated

by reference, which is a continuation of U.S. application serial no. 08/790,097,

filed Januapy 29, 1997 by inventor Shlomo Touboul, now U.S. Patent No.

6,167,520, entitled “System and Method For Protecting a Client From Hostile

Downloadables” and further claims the benefit of U.S. provisional application no.

60/030,639, filed on November 8, 1996 by inventor Shlomo Touboul, entitled
c

‘System and Method For Protecting a Computer From Hostile Downloadables.”
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This amendment has been submitted separately as an Amendment to the Specification and

includes no new matter. In accordance with 37 CFR §l.78(a)(2)(i), the amendment identifies the

prior filed application by application number and indicates the relationship of the applications.

Assignee submits that the entire delay between the date the claim was due under 37 CFR

§1.78(a)(2)(ii) and the date the claim was originally filed was unintentional.

Payment of $1,410 fee as required under 37 CFR §1.17(t) was provided electronically Via

EFS—Web with the petition filed on October 23, 2012. lt is believe that the only additional fee

due is $10. The Commissioner is authorized to charge the additional $10 due to Deposit

Account No. 50-6099.

Assignee submits that this request and the amendment to the specification are diligently

made to correct the record of the present application. Granting of this renewed petition is

respectfully requested.

Respectfully submitted,

Date: October 1, 2013 : /Dawn-Marie Bey — 44,442/

Dawn-Marie Bey

Reg. No. 44,442

Attorneys for Assignee

Finj an, Inc.

Bey & Cotropia PLLC

213 Bayly Court

Richmond, Virginia 23229

(w) 804-441-8530
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FlN0001-CON 1-ClP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Yigal Mordechai EDERY, et al. Group Art Unit: 2431

Serial N0.: 13/290,708 Examiner: Christopher A. Revak

Filed: November 7, 2011

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND

METHOFDS

SUBMISSION WITH REQUEST FOR CONTINUED EXAMINATION: AMENDMENT
TO THE SPECIFICATION

Commissioner for Patents

Mail Stop: RCE
P. O. Box 1450

Alexandria, VA 22313-1450

Sir:

In conjunction With a Petition to Withdraw Application from Issue Under 37 C.F.R. §

1.313, Petition to Accept Unintentionally Delayed Claim of Priority Under 35 U.S.C. §119(e) and §

120 for the Benefit of a Prior-Filcd Application Filed Under 37 C.F.R. § 1.78(a)(3) and the

accompanying Request for Continued Examination, entry of the amendments and consideration of

the remarks submitted herein is respectfiilly requested.

Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 4 of this paper.
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Amendments to the Specification

Please replace Paragraph [0001] with the following amended paragraph:

[0001] This application is a continuation of assignee's pending U.S. patent application serial no.

12/471,942, filed May 26, 2009 by inventors Yigal Mordechai Edery, et al., now U.S. Patent No.

8,079,086, entitled "Malicious Mobile Code Runtime Monitoring System and Methods," which

is a continuation of assignee's U.S. patent application serial no. 11/370,114, filed March 7, 2006

by inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,613,926, entitled "Method

and System for Protecting a Computer and a Network from Hostile Downloadables," which is a

continuation of assignee's U.S. patent application serial no. 09/861,229, filed on May 17, 2001

by inventors Yigal Mordechai Edery, et al., now U.S. Patent No. 7,058,822, entitled "Malicious

Mobile Code Runtime Monitoring System And Methods," all of which are hereby incorporated

by reference. U.S. patent application serial no. 09/861,229, now U.S. Patent No. 7,058,822,

claims benefit of provisional U.S. patent application serial no. 60/205,591, entitled "Computer

Network Malicious Code Run-Time Monitoring," filed on May 17, 2000 by inventors Nimrod

Itzhak Vered, et al., which is hereby incorporated by reference. U.S. patent application serial no.

09/861,229, now U.S. Patent No. 7,058,822, is also a Continuation-In-Part of assignee's U.S.

patent application serial no. 09/539,667, entitled "System and Method for Protecting a Computer

and a Network From Hostile Downloadables," filed on March 30, 2000 by inventor Shlomo

Touboul, now U.S. Patent No. 6,804,780, and hereby incorporated by reference, which is a

continuation of assignee's U.S. patent application serial no. 08/964,388, filed on November 6,

1997 by inventor Shlomo Touboul, now U.S. Patent No. 6,092,194, also entitled "System and

Method for Protecting a Computer and a Network from Hostile Downloadables" and hereby

incorporated by reference, which application claims the benefit of provisional U.S. application

serial no. 60/030,639, filed November 8, 1996 by inventors Shlomo Touboul, entitled “System

and Method For Protecting a Computer From Hostile Downloadables.” U.S. Serial No.

09/861,229, now U.S. Patent No. 7,058,822, is also a Continuation-In-Part of assignee's U.S.

patent application serial no. 09/551,302, entitled "System and Method for Protecting a Client

During Runtimc From Hostile Downloadablcs,” filed on April 18, 2000 by inventor Shlomo

Touboul, now U.S. Patent No. 6,480,962, which is hereby incorporated by reference, which is a
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continuation of U.S. application serial no. 08/790,097, filed January 29, 1997 by inventor

Shlomo Touboul, now U.S. Patent No. 6,167,520, entitled “System and Method For Protecting a

Client From Hostile DoWnloadables” and further claims the benefit of U.S. provisional

application no. 60/030,639, filed on November 8, 1996 by inventor Shlomo Touboul, entitled

“System and Method For Protecting a Computer From Hostile Downloadables.”
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REMARKS

Assignee respectfully requests entry of the amendment to the specification of U.S. Patent

Application No. 13/290,708 in conjunction with the Petition to Withdraw Application from Issue

Under 37 C.F.R. § 1.313 and Petition to Accept Unintentionally Delayed Claim of Priority Under

35 U.S.C. § ll9(c) and § 120 for the Benefit of a Prior-Filed Application Filed Under 37 C.F.R. §

1.78(a)(3) filed herewith. The amendment introduces no new matter and corrects the priority

claim of the application. Assignee notes that U.S. Patent Application Nos. 08/790,097, and

60/030,639 and the present invention share the inventor Shlomo Touboul.

This submission is filed with a Request for Continuation Examination, including the

appropriate fee. However, in the event additional fees are due, the Commissioner is authorized to

charge any underpayment of fees, or to credit any overpayment, to Deposit Account No. 50-

6099.

Respectfully submitted,

Date: October 1, 2013 : /Dawn-Marie Bey — 44,442/

Dawn-Marie Bey

Reg. No. 44,442

Attorneys for Assignee

Finj an, Inc.

Bey & Cotropia PLLC

213 Bayly Court

Richmond, Virginia 23229

(w) 804-441-8530
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Application Numizielj
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Address to:

Mail Stop RCE
Commissioner for Patents
FED. Box 1450

Aiexarlclria, VA 22313—1450

2431

Exami Her Name Christopher. Revak

Aomey Docket Number TFNO0Ot—CON1—CtF‘l~CON4
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The ROE fee under 37 CPR 1.1?(e} is requirerl hy 3? CFR 1.114 when the ROE is filed.
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ii. [:1 Extension of time fee (37 CFR 1:136 and 1,17)

iii. C] Other
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This collection of information is required by 3? CFR 1 114. The infonrlation is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) on application. Confidentiality is governed by 35 U.S.C. ‘I22 and 37 CFR 1.11 and 1.14. this collection is estimated to take 12 minutes to con-.ipiete_
including gathering, preparing, and submitting the completed applicafion t'orlu to the USPTO. Time witl vary depending upon the individual case. Any comments on
the amount of time you require to complete this: form andlor suggestions for reducing this Liul’-Llbiti. should be Sent to the Chief information Ottioer, U.S. Patent and
Trademark Dffice. U S, Dene rtmeni of Commerce, FRO Em: 1460, Ate. xanctl-is, VA 22313-1450. DO NOT BE ND FEES OR COMPLETED FDRM5 TO THIS
ADDRESS. SEND TO: Mail Stop RCE, commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

lfyou need assistance in completing the fon-n, call 1-8004? TO-13193 and select opiion 2.
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Electronic Patent Application Fee Transmittal

Filing Date: 07-Nov-2011

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Filer: Dawn—Marie Bey./Jeanne Pao|e||a—Ba|d

Attorney Docket Number: FINOO01-CON1-CIP1-CON4

Utility under 35 USC 11 1 (a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

Claims:

Description Fee Code Quantity

Miscellaneous-Filing:

Petition fee- 37 CFR 1.17(h) (Group III) 1464 1 140 140

Patent-AppeaIs-and-Interference:

Post-AlIowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Total in

Description USD($)

Miscellaneous:

RCE — 2nd and Subsequent Request

Total in USD ($)
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Electronic Acknowledgement Receipt

1 7004348

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 11:32:49

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

PaymentType Credit Card

Payment was successfully received in RAM $1840

RAM confirmation Number

Deposit Account

Authorized User

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifappl.)
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_ _ 123927
fin0001con1cip1con4_petfonNi

Petition to Withdraw from Issue thdrawalfromissuelpdf dflaq1rrfi794f77§4f§98h1d90ad§7Ir(fi41‘
3:28

136551
Petition for review by the Office of fin00O1con1cip1con4_renewe

Petitions. dpet_c|mofpriority.pdf 511109035185l.id41637487i,l5l647ll8lJ74L7
9b(3

Information:

129998
Amendment Submitted/Entered with fin0001con1cip1con4_subwrce

Filing ofCPA/RCE .pdf ae49fa492646ff8ac18074f220501eeb840a3
£114

Warnings:

Information:

_ _ . . _ 1645534
Request for Continued Examination fin0001con1cip1con4_rcetrans.

(RCE) pdf

Warnings:

Information:

Fee Worksheet (SBO6) fee-info.pdf 9e948Ll0Le29635(5le92el153i,l2i.l420-1:91
fel

Warnings:

Information:

Total Files Size (in bytes) 2068470

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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FIN0001-CON1-CIP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Yigal Mordechai EDERY, et al.

Serial No.: 13/290,708 Group Art Unit: 2431

Filed: November 7, 201 1 Examiner: Christopher A. Revak

For: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND

METHODS

U.S. Patent and Trademark Office

Mail Stop PETITIONS

Randolph Building

401 Dulany Street

Alexandria, VA 22314

PETITION UNDER 37 C.F.R. § 1.313§c) FOR WITHDRAWAL FROM ISSUE

Dear Sir:

The undersigned requests withdrawal of the above application from issue, under 37

C.F.R. § l.313(c)(2), so as to file a Request for Continued Examination along with a renewed

Petition to Accept Unintentionally Delayed Claim of Priority and Amendment to the

Specification.

The petition fee of $140 set forth in 37 C.F.R. § 1.17(h) is submitted herewith. In

addition, if any additional fees are required in connection with the tiling of this Petition, the

Commissioner is hereby authorized to charge the same to Deposit Account 50-6099.

Respectfully submitted,

Date: October 1, 2013 : /Dawn.—Marz'e Bey — 44,442/

Dawn-Marie Bey (Reg. No. 44,442)

Attorneys for Assignee

Finjan, Inc.

Bey & Cotropia PLLC

213 Bayly Court

Richmond, VA 23229

(804) 441-8530
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PTO/SB/06 (09-11)
Approved for use through 1/31/2014. OMB 0651-0032

U S Patent and Trademark Office, U S DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD API‘ll°all°“ °’ D°°l‘el Number Flll”9 Dale
Sub51itU1efor Form PTO.875 II D TO be Mailed

ENTITY: El LARGE I:| SMALL |:| MICRO

APPLICATION AS FILED — PART I

(Column 1) (Column 2)

F0 R RAT E (SE

|:| BASICFEE N,A37CFR1.18a, b,or c

I:I SEARCH FEE37CFR1.16’k (I) or(m

D EXAMINATION FEE
(37 CFR1.16( ), (p), or (q)) N/A N/A

TOTAL CLAIMS . ,
r37 CFR1.16(i)) ”‘'““S 20 =
INDEPENDENT CLAIMS , 1
i'37CFFI1.16(h) '“'””53=

If the specification and drawings exceed 100 sheets
f th I" t" ' f d ' 310 155

UA;;PCL;g§T'g.N§IZE Forp:r::Il7enTit:I)IjoIrc:al:FI:
I ' IS‘) fraction thereof. See 35 u.S.c. 41(a)(1)(G) and 37

El MULTIPLE DEPENDENT CLAIM PRESENT (37 CFFI1.16(j))
* If the difference in column 1 is less than zero, enter “0" in column 2.

APPLICATION AS AMENDED — PART II

(Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

10/01/2013 AFTER PREWOUSLY PRESENT EXTRA ADDITIONAL FEE ($1AMENDMENT PAID FOR

Total (37 CFRi.I6i I
Inde endent I

I:I Application Size Fee (37 CFR1,16(s))

+-

+-AMI:NDMl:Nl
3 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL ADD'L FEE

(Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

AFTER PREVIOUSLY
AMENDMENT PAID FOR

i.I6iI
T°‘a‘ Minus;Inde endent I

D Application Size Fee (37 CFR1,16(s))

PRESENT EXTRA ADDITIONAL FEE ($)

AMENDMENT
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL ADD‘L FEE

* If the entry in column 1 is less than the entry in column 2, write ‘0" in column 3. LIE
** If the "Highest Number Previously Paid For“ IN THIS SPACE is less than 20, enter "20”. /PAR-I-HEMA D_ MERRILU
*” If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3".
The “Highest Number Previously Paid For" (Total or Independent) is the highest numberfound in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16, The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 114. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO, Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner tor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800—PTO-9199 and select option 2.
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Electronic Patent Application Fee Transmittal

Filing Date: 07-Nov-2011

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Filer: Dawn—Marie Bey./Jeanne Pao|e||a—Ba|d

Attorney Docket Number: FINO001-CON1-CIP1-CON4

Filed as Large Entity

Utility under 35 USC 11 1 (a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

Claims:

Description Fee Code Quantity

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-lssuance:

Utility Appl Issue Fee 1501 1780 1780

l l 300 l 300Publ. Fee— Early, Voluntary, or Normal I 1504 l
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Sub-Total in

Description USD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)
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Electronic Acknowledgement Receipt

16902795

Confirmation Number:

Title of Invention: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

First Named Inventor/Applicant Name: Yigal Mordechai Edery

Customer Number: 115222

Filer Authorized By: Dawn-Marie Bey.

Attorney Docket Number: F|NOO01—CON1—C|P1—CON4

Filing Date: 07-NOV-2011

Time Stamp: 15:56:21

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

PaymentType Credit Card

Payment was successfully received in RAM $2080

RAM confirmation Number

Deposit Account

Authorized User

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (ifappl.)
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_ _ 1882708
fIn0O01con1cIp1con4_execute

Issue Fee Payment (PTO—85B) dpartb pdf tlI4§Ihatl477§66h3tla1h6P§a4739fI737§4
4d69II

Fee Worksheet (SB06) fee—info.pdf Ied89I elJ4I d9d I 7e6L466L| lFZ3dlJ3L0709L|
b I92

Information:

Total Files Size (in bytes) 1914933

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTNIENT OF CO3/HVIERCE
United States Patent and Trademark Office
Addiess: CO1‘/INIISSIONER FOR PATENTS

P.O. Box 1450
Alexandria Virginia 22313—1430www.uspto.goV

NOTICE OF ALLOWANCE AND FEE(S) DUE

EXAIVIINER

Bey & Cotropia PLLC (Finjan Inc.) REVAK, CHRISTOPHER A
213 Bayly Court
Richmond. VA 23229 243 1

DATE MAILED: 08/29/2013

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 11/07/2011 Yigal Mordechai Edeiy FINO0O1—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS

APPLN. TYPE ENTITY STATUS ISSI IE FEE DUE PUBLIC ATION FEE DUE PREV. PAID ISSITE FEE TOTAL FEE(S) DUE DATE DUE

$300 $0nonprovisional UNDISCOUNTED $1780 $2080 11/29/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOVVED FOR ISSUANCE AS A PATENT.
PROSECUTION ON TIIE MERITS IS CLOSED. TIIIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGIITS.
THIS APPLICATION IS SUBJECT TO WITHDRAVVAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORIVI
VVILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of iindiscounted fees, and micro entity fees are 1/2 the amount of small entityfees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All coiniiiunications regarding this application must give the application number. Please direct all coiiniiuiiicatioiis prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450

or @ (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ap ropriate. All further correspondence including the Patent. advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Now: US: Block 1101 any 0116113: 01 adtllcbsi apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

a ,1 7 Certificate of Mailing or Transmission
11522“ 7590 O8/*9/“O13 I hereby certify that this Fee(s) Transmittal is being deposited with the Lnited

Bkly & C0l1'Op1‘cl Inc.) States Postal Service with sufficient postage for first class mail in an envelope
21% B 1 C t addressed to the Mail Stop ISSUE FEE address above, or being facsimile~ ay y our transmitted to the USPTO (571) 273-2885, on the date indicated below.
Richmond, VA 23229

13/290.708 11/07/2011 Yigal Mordechai Edery FIN0001—CON1—CIP1—CON4 4120
TITLE OF INVENTION: MALICIOUS MOBILE CODE RUNTITVIE MONITORING SYSTEM AND METHO

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PA ) ISSLE FEE TOTAL FEE(S) DUE DATE DUE

$0nonprovisional UNDISCOUNTED $1780 $300 11/29/2013

EXAMINER ART UNIT CLASS-SUB CLASS

REVAK, CHRISTOPHER A 2431 726- 024000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CF 1 1.363). .(1) the names of up to 3 registered patent attorneys

3 Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Addrcss ("rm PTO/SB/122) attached‘ (2) the name of a single firm (having as a member a 2
3 "Fee Address" indication (or "Fee Address" Indication form registered 31101116)’ 01' 339111) 31111 1119 11311155 (‘£1113 1_0
’TO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer Z_fCg1StCfCd pé11CI1_1 attorneys 01“ agents. If I10 I1aII1C 13
Number is required, listed, no name will be printed.

3. ASSIGNE3 NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
DLEASE NOTE: Unless an assignce is identified below. no assignee data will appear on the patent. If an assignce is identified below. the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : D Individual D Corporation or other private group entity D Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
3 Issue Fee 3 A check is enclosed.

3 Publication Fee (No small entity discount permitted) 3 Payment by credit card. Form PTO—2038 is attached.
3 Advance order — # of Copies 3 The Director is hereby authorized to charge the required fee(s). any deficiency. or credit anyoverpayment, to Deposit Account Number (enclose an extra copy of this form).

Page 2 of 4
PTOL-85 (Rev. 02/11)
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5. Change in Entity Status (from status indicated above)

3 Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form l’TO/SB/ 15A and 15B), issueee payment in the micro entity amount will not be accepted at the risk of application abandonment.f

3 Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be takento be a notification of loss of entitlement to micro entity status.

3 Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or microentity status, as applicable.

NOTE: The Issue Fee and Publication Fcc (if rcquircd) will not be accepted from anyone other than the applicant; a rcgistcrcd attorney or agent; or the assignce or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is re uired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 ai1d 37 CFR 1.14. T is collection is estimated to take 12 n1inutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will V dc endin upon the individual case. Any comments on the amount of time you require to complete
this form and/or su gestions for reducing this burden, should be sent to e Chief In ormation Officer, US. Patent and Trademark Office, US. Department of Commerce. PO.Box 1450, Alexan ria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORVIS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unless it displays a valid OMB control number.

Page 3 of 4
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTNIENT OF CO3/HVIERCE
United States Patent and Trademark Office
Addiess: COIVINIISSIONER FOR PATENTS

P.O. Box 1450
Alexandria Virginia 22313-1430wWw.uspto.goV

APPLICATION NO. FILING DATE FIRST NAIVIED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/290,708 11/07/2011 Yigal Mordechai Edery FIN0001-CON1-CIP1—CON4 4120

EXAIVIINER

Bey & Cotropia PLLC (Finjan Inc.) REVAK, CHRISTOPHER A
213 Bayly Court
Richmond, VA 23229 243 1

DATE MAILED: 08/29/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If :1 Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 4 of 4
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this

information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(0)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designec, during an inspection of records conducted by GSA as part of
that agency‘s responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance

with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

'. A record fro111 this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35

U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in

which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. App|icant(s)
13/290,708 EDERY ET AL.

Notice of Allowability ('53:aF':‘S"f)'PHER REVAK ’F‘i',§)‘§§,‘.,'S""'*"*°' ‘°
No

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this app ication. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL—85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IXI This communication is responsive to the response filed on 5/7/13.

El A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. I:I An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. E The allowed cIaim(s) is/are 1-18. As a result of the allowed c|aim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
:'itt';,’i"ww'w.us ‘-to. ov/natems/'Init everits/ h/'ir1ciax.'s' or send an inquiry to PPI-ifeedback us tocov.

4. I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119( )-(d) or (f).

Certified copies:

a) [I All b) [I Some *c) E] None of the:

1. I:l Certified copies of the priority documents have been received.

2. El Certified copies of the priority documents have been received in Application No.

3. El Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2( )).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. I:I CORRECTED DRAWINGS (as “replacement sheets”) must be submitted.

I:I including changes required by the attached Examiners Amendment / Comment or in the Office action of
Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement shee1(s) should be labeled as such in the header according to 37 CFR 1.1 21 (d).

6. El DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. I:I Notice of References Cited (PTO-892) 5. El Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. IE Examiner‘s Statement of Reasons for Allowance
Paper No./Mail Date See Continuation Sheet

3. El Examiner's Comment Regarding Requirement for Deposit 7. IX! Other Examiner's Comments.
of Biological Material

4. I:I Interview Summary (PTO—413),
Paper No./Mail Date .

/Christopher A. Revak/
Primary Examiner, Art Unit 2431

U 8 Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20130824
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Continuation Sheet (PTOL-37) Application No. 13/290,708

Continuation of Attachment(s) 2. Information Disclosure Statements (PTO/SB/O8), Paper No./Mail Date: 5/7/13:5/7/13:5/7/13:5/7/13:5/7/13.
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Application/Control Number: 13/290,708

Art Unit: 2431

NOTICE OF ALLOWANCE

Continued Examination Under 37 CFR 1. 114

1. A request for continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this

application is eligible for continued examination under 37 CFR 1.114, and the fee set

forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on May 7,

2013 has been entered.

Response to Arguments

2. The Declaration filed on May 7, 2013 under 37 CFR 1.131 (a) is sufficient to

overcome the Ji, U.S. Patent 5,983,348 reference wherein the submitted Exhibit A

SurfingateT"" product press release titled “Gateway Level Corporate Security for the

New World of JavaT"" and Down|oadab|es” shows a publication date of October 31,

1996 which is prior to September 10, 1997. The rejection is hereby withdrawn and the

claims are in conditions for allowance.

Information Disclosure Statement

3. The information disclosure statements (IDS) submitted are in compliance with the

provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being

considered by the examiner.
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Application/Control Number: 13/290,708

Art Unit: 2431

Allowable Subject Matter

Claims 1-18 are allowed.

The following is an examiner’s statement of reasons for allowance:

It was not found to be taught in the prior art of receiving an incoming

Downloadable; deriving security profile data for the Downloadable, including a list of

suspicious computer operations that may be attempted by the Downloadable, and

storing the Downloadable security profile data in a database.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to CHRISTOPHER REVAK whose telephone number is

(571)272-3794. The examiner can normally be reached on Monday—Thursday, 9:00am-

5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Nathan Flynn can be reached on 517-272-1915. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 13/290,708 Page 4

Art Unit: 2431

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toII—free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Christopher A. Revak/

Primary Examiner, Art Unit 2431
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Page 1 of 1

‘.7 show files

File :TNSPEC 1898—2013/Aug W3
(C3 2013 The TET

File :,\ITTS 1964 2313/Auq W2
(ca 2013 NTIS, Intl Cpyrght All Rights Res

File A:3i CompenceX(R) 1884—2313/Aug W3
(ca 2013 n;sevier Lng. lnfo. lne.

File :S<;1Sedr<:h(R) CiLe;l Re£ Sci 1990—2013/Aug W3
(03 2013 The Thomson CorpFile :3isserta:io:1 Abs Online 1861—2013/Jun
(C3 2013 T‘rc>Quest Tnfo&Learninq

File :C‘om[:uter and Information Systems Abstracts ;9a5—2n13/Aug
(C3 2013 CSA.

File :ANTE: Abstracts in New Tech & Engineer 19bk:—2Ul5/Sep
(C3 2013 CSA.

File :Tnside Conferences 1993—2013/Aug 23
(ca 7013 Emsc all ~ts. reserv.

File ':THS Intl.Std2.& speee. 1999/Nov
(ca 1999 Information Handling Services

File :TEMA*TECHNOLOGY & MANAGEMENT 19E9*2010/OCTW3

(U? 2012 WT1*FRANKFUF.T
:Wilson App; sei 5. Teen Abs 198:—20l1/Nov

(ca 7017 The ma Wilson (70.
::3nerqy SciTec 1974 ZCL3/Auq E1

(ca 2013 ntains copyrighted material
:?as:al 19"/3—2013/Aug W3

(c; 2015 INTST/CNRS
:Gele Group computer DB(TM) 1983—2013/Aug

(C3 2013 Cale/Ccngagc
:SCl§ea1'<‘.h(R) Cifefi Ref Sci 1974e‘989/Der

(C3 2006 The Thomson Corp
:Jb1‘/1 Corrputer Fulltext 1988—2013/Agg N

(CH 2013 CBM, LLC
:Computer News Fulltext 1989—ZUUE:/Sep W1

((13 2006 IDG C'_>nuuu111udLious
:3u::incs:: & Tndustry(P.‘, Jul/1994—2013/Aug

((1') 7013 Gale/.",engagA=
:ABT/Tnfo:m[R) 1971 ZCL3/Auq 23

(en 2013 ProQuest 1nfo;Learning
:Ge Group ?R0}/JT(R) 1990—2013/Aug 23

(C) 2013 Gale/Cengage
:Gale Group ?&S In:iex(R) 1988—2013/Aug 23

(C3 2013 Cale/Ccngagc
nialog Global Reper—er 1997—701'<./Aug 74

(C3 2013 Dialog:1/letalbase ,965e201308
(CW 2013 The Thomson ' ' 'or,

:TGG Aerospace/De:’.Mkts —2013/Aug 23
(C3 2013 Gale/Cengage

:C:1: Croup Trade & Indastry EB 1976—2013/Aug 23
((1') 7013 Gale/.",engagA=

:Gale Group ?RO}/JT(R) 1972—1989
(ca 1999 lhe Gale G—ou_o

:Ga Group GloL:albasefTM‘x 1986e2002/Dec 13
(C3 2002 Gale/Cengage

:Gale Group New Pr<:d.An:10u. IR) 1985—2013/Aug 23
(C3 2013 Cale/Ccngagc

!MCGE3W*HJ'Ll; Publicaiiorns 198'5—2CL3/Feb 28
(C3 2013 McGraw—I1ill Co. Inc

:jusiness J_1ateline(R) ,985e2013/Aug 24
(ca 2013 P1oOuesL ln£o&Le:\rnlug

:3 e Group Newsletter 3B(TMv 1987—2 13/Aug 23
(C1 2013 Gale/Cengage

:tems Description
583653 (COD? OR EXECITTRRTIFI OR DDW\1TiOA17?? ?? OP. APPTET O? JAVA OR —

JAVASCRIPT OR AcI:v13‘<) 11611) (DETERMI . . OR ASCEFTATN OR
1V1Uh11UR.V UR ANALAY '2 UR 1N>'PE 1' UR ELL/-&1‘«11h'! )

44659 S1(L6N‘x (o1=FRAI:oN CR AcIIo,\I OR CQMMAID OR TNSTF.UeTTCN QR s—
TATE OR STATUS 01:. CONDITION o2 CALL OR PROMPT)

1010 SZ(L6N',1(M.ALICIO’JS CR sUsFcIoUs OR MALWARE OR ATTACK??? OR —
VIRUS o3 VIRAL op. TROJAN OR worm)

6'5 S3(l*31\1] (REPORT DR INSTRUMENTYY / OF, ?FrOFlLE OF, LIST’
TTEMIZ? )

htt - s://wwW.dia10 t c1assic.com/MainFrame. 8/24/2013
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EAST Search Hlstoty

EAST Search History

EAST Search History (Prior Art)

Search Query Plurals Time 5
E 5 §9I99.rat9.r...% ................. §t.ami9.........

(code or executable or down|oad$5 JS— PGPUB; §2013/O8/24$
tor applet or java or script or JSPAT; 10:47 5
Ejavascript or activex)with(determin$5§ JSOCR; FPRS; 3
tor ascertain$3 or monitor$3 or EPO; JPO; 5

§ana|y$4 or inspect$3 or examin$5) DERWENT;

M67946 with(operation or action or JS—PGPUB; $2013/O8/245
§command or instruction or state or JSPAT; 10:48 5
§status or condition or call or JSOCR; FPRS; 3 5
§prompt) EPO; JPO;

DERWENT;

5 with(ma|icious or suspicious or 3 J8 PGPUB;
Emalware or attack$3 or virus or viral JSPAT;
Eor trojan or worm) §.JSOCR; FPRS;
5 EPO; JPO; 5

DERWENT;

33 with(report$3 or instrument$5 or
§proti|e or |ist$3 or itemiz$5) JSPAT;

tusocn; FPRS;
EPO; JPO; 5

DERWENT;

34 with(append$3 or attach$4 or add JS— PGPUB;
§or addon or addition) JSPAT;

JSOCR; FPRS;
EPO; JPO; 5
DERWENT;

append$3 or attach$4 or add or J8 PGPUB,

taddon or addition)with(report$3 or JSPAT;
§instrument$5 or profile or |ist$3 or JSOCR; FPRS;
itemiz$5) EPO; JPO; 5

DERWENT;

§JS- PGPUB;
JSPAT;

§JSOCR; FPRS;
EPO; JPO; 5

EDERWENT;
tttttttttttttttttK ttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt.t§M:T,E?§tttttttttttttt tttttttttttttttttttttttt tttttttttttttttttt ttttttttttttttttttttttttt

JS— PGPUB; $2013/08/24g
JSPAT; 10:51
tusocn; FPRS;

EPO; JPO; 5
DERWENT;

BM_TDB

EAST Search History (Interference)

file:///CI/Users/crevak/Documents/e—Red%2OF01der/13290708/EASTSearchHist0ry. 13290708_Accessib1eVersi0n.htm[8/24/2013 10:51:56 AM]
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EAST Search Hlstoly

<This search history is empty>

8/ 24/ 2013 10:51 :48 AM

file:///CI/Users/crevak/Documents/e—Red%2OF01der/13290708/EASTSearchHist0ry. 13290708_Accessib1eVersi0n.htm[8/24/2013 10:51:56 AM]
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lfigggcjgttgate: 05/07/2013 13290708 ~ G,%i5l3;0%3,‘3,,. . . . . A df th h 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement (IDS) Filed U_S_ Patent and Trazgfizfk O'?;iC”‘:.eU_§_]l|'3gEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

'NF°RMAT'°” °'S°"°S”RE
STATEMENT BY APPLICANT

_ _ Art Unit
(Not for submission under 37 CFR 1.99)

Examiner Name | REVAK, ChristopherA
Attorney Docket Number FIN0001-CON1-CIP1-CON4

U.S.PATENTS

Pages,Co|umns,Lines where
Relevant Passages or Relevant

Figures Appear

Exam*iner ' Patent Number lssue Date Name of Patentee or ApplicantInitial of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner Cite NO Publication Kind Publication Name of Patentee or Applicant|nitial* Number Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Co|umns,Lines
Examiner Cite Foreign Document Kind Publication where Relevant

Code4 Date Applicant of Cited Passages or RelevantDocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

13290708 ‘i32§G7G8 ~ CEAUZ 2431
Filing Date 2011-11-07

First Named Inventor EDERY, Yigal

Art Unit 2431

REVAK, ChristopherA
Attorney Docket Number FINOOO1-CON1-CIP1-CON4

ThunderByte Antivirus for Windows 1'10 date provided

|nterScan VirusWa|| from Trend Micro

ViruSafe from Eliashim

Intel LANProtect from Intel

The Java Security Manager from Sun Microsystems

McAfee Web Shield

McAfee Webscan

McAfee Virusscan

1

2

 

_\ O

McAfee N etshield

Dr. So|omon‘s Antivirus Toolkit for Windows 95

EFS Web 2.1.17

Dr. So|omon‘s Antivirus Toolkit for Windows NT
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INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

.So|omon‘sWinGuard no date Prcwided

_\ CA) . Solomons Virus Guard

_x . So|omon‘s Virus Shield

_\ . Solomons Virex

. So|omon‘s "Merlin" Anti-Virus Engine

4 . Solomon‘slMcAfee "Olympus" Anti—Virus Engine

_\ ActiveX Web Tutorial

Java FAQ (1995-1998)

Norton Antivirus TUfor Windows@95 User's Guide. Published by Symantec in 1995.
(179 pages)

JAEGER, at al., "Building Systems that Flexibly Control Downloadable Executable Content,"
ProceedinQs ofthe Sixth USENIX UNIX Security Symposium, July 1996. (19 paQes)

RASMUSSON, Andreas and JANSSON, Sverker, "Personal Security Assistance for Secure
Internet Commerce," Sept. 16, 1996. (12 pages)
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Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY,YigaI

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

BHARAT et al. "Migratory App|ications- November 15,1995. (10 oaoes)

DEAN, Drew, et al., "Java Security: From HotJava to Netscape and Beyond," 1996 IEEE
Symposium on Security and Privacy, May 6,1996. (11 pages)

STERBENZ, Andreas, "An Evaluation of the Java Security Mode|,- IEEE, December 1996.
f13pages)

FRITZINGER, J. Steven, et al., "Java Security,- Sun Microsystems, December 1996 (7 paQes)

BANK Joseoh A. "Java Security," December 8 1995. (14 paoes)

CLAUNCH, "Java Blocking,"
http://groups.google.com/group/muc.Iists.firewalls/msg/2a5ec02eOOa37071.
September 25 1996. Accessed date: May 10 2011. (2 paces).

CHAPPELL, -Understanding ActiveX and OLE: A Guide for Developers and Managers
(Strategic Technology)," September 1,1996, Microsoft Press. (91 pages)

CROSBIE, et al., "Active Defense of a Computer System Using Autonomous Agents".
February 15, 1995. (14 pages)

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Christopher Fievalal Date Considered 98/21/'20‘:3

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal
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(Not for submission under 37 CFR 1.99)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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STATEMENT BY APPLICANT

_ _ Art Unit
(Not for submission under 37 CFR 1.99)

Examiner Name | REVAK, ChristopherA
Attorney Docket Number FIN0001-CON1-CIP1-CON4

U.S.PATENTS

Pages,Co|umns,Lines where
Relevant Passages or Relevant

Figures Appear

Exam*iner ' Patent Number lssue Date Name of Patentee or ApplicantInitial of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Co|umns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner Cite NO Publication Kind Publication Name of Patentee or Applicant|nitial* Number Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Co|umns,Lines
Examiner Cite Foreign Document Kind Publication where Relevant

Code4 Date Applicant of Cited Passages or RelevantDocument .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite
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S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

"Trend Micro's Virus Protection Added to Sun Microsystems Netra Internet Servers,"
Business Wire, October 1, 1996, available at
http://www.cs.indiana. edul ~kinzler/pubs/viruswall.html

"Symantec Announces Norton Antivirus 2.0 for Windows NT," Symantec Corporation
press release, September 16, 1996, available at
http:/ |www.symantec.comlabout/news/release/artic|e.jsp?prid= 19960916_01

"Dark Avenger Mutation Engine No Threat to Protected PCs," McAfee, Inc. press elease,
May 11, 1992, available at http://securitydigest.org/virus/mirror/www.phreak.orgvirus
1/1992/vin|05.191

"Dark Avenger Mutation Engine No Threat to Protected PCs," McAfee, Inc. press elease,
May 11, 1992, available at http://securitydigest.org/virus/mirror/www.phreak.orgvirus
1/1992/vin|05.191

Gryaznov, D.O., "Scanners ofthe Year 2000: Heuristics," Proceedings ofthe Fifth
International Virus Bulletin Conference, pp. 225-234 (1995), available at
http://vxheavens.com|lib/adgOO.html

"Symantec Announces Norton Internet Email Gateway at Internet World — Booth # 369
on December 11, 12, and 13," Symantec Corporation press release, December 11, 1996,
available at http:/ |www.symantec .comlabout/news/release/artic|e.jsp?prid= 19961211_03

"Internet Security Gets Less Costly and Easier to Manage: Integralis Announces
MIMEsweeper Compatible with Check Point FirewaII—Ion Single NT Server; E—mail
Virus Detection and Content Management Can Reside on Firewall Server, Saving Money
and Support Costs," Business Wire, September 16, 1996, available at
http://www.thefree|ibrary.com||nternet+Security+Gets+Less+Cost|y+and

"Presenting Java," by John December (1995)

"The Java Language Specification" by Gosling, et al. (1996)

1

2

 

_\ O "The Java Programming Language," by Ken Arnold and James Gosling (1996)

"The Java Virtual Machine Specification," by Tim Lindholm and Frank Yellin (1997)
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INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

"Computer Viruses and Artificial |nte||igence," by David Stang (September, 1995)

"Java Security and a Firewall Extension for Authenticity Control of Java Applets," by
Magnus Johansson (January 29,1997)

_\ (A)

"Static Analysis of Programs With Application to Malicious Code Detection," by
Raymond Lo (1992)

_x

_\ File History for U.S. Patent No. 6,804,780

"Virus Detection Alternatives," by Patrick Min (July, 1992)

"Dynamic Detection and Classification of Computer Viruses Using General Behaviour
Patterns," by LeCharlier, et al. (September, 1995)

A

_\ The Giant Black Book of Computer Viruses by Mark Ludwig (1995)

no date provided
HotJava: The Security Story

The Java Filter no date provided

"A Java Filter," by Balfanz, et al.

"Improved Javascript and Java Screening Function," by Claunch (May 4, 1996)
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INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

"New Version of Java, JavaScript, ActiveX Screening," by Claunch (July 3, 1996)

"A Toolkit and Methods for Internet Firewalls," by Ranum, et al. no date provided

__ _ _ _ _ _ no date provided
"Identifying and Controlling Undesirable Program Behaviors," by Maria King "

"PACL's: An Access Control List Approach to Anti-Viral Security," by Wichers, et al. 1'10 date Pr0Vided

ENDRIJONAS, Janet, Rx PC The Anti-Virus Handbook. Published in the U.S. in 1993 by TAB
Books, a division of McGraw-Hili, Inc. (201 paQes)

"Secure Code Distribution," by X. Nick Zhang (June, 1997)

IBM AntiVirus User's Guide (November 15, 1995)

23

24

30 "Breadth of Runtime Environments and Security Make Java a Good Choice for the
Internet" (1996)

Omura, Jim K., "NoveI Applications of Cryptography in Digital Communications," IEEE
Communications Magazine, pp. 21-29, May, 1990

Okamoto, E., et al., "|D-Based Authentication System For Computer Virus Detection,"
IEEE/IEE Electronic Library online, Electronics Letters, Vol. 26, |ssue15, ISSN 0013-
5194, July 19,1990, Abstract and pages 1169-1170, URL: http://ie|.ihs.com:80/cgibin|ie|_
cgi?se 2ehts%26ViewTempIate%3ddocview%5fb%2ehts

IBM AntiVirus User's Guide Version 2.4, International Business Machines Corporation,
pp. 6-7, November 15, 1995
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INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

Leach, Norvin, et al., '‘IE 3.0 Applets Will Earn Certification," PC Week, Vol. 13, No.
29,2 pp., July 22,1996

"Finjan Software Releases SurfinBoard, Industry's First JAVA Security product For the
World Wide Web," Article published on the Internet by Finjan Software Ltd., 1 p., July
29, 1996

"Powerful PC Security for the New World of JAVATM and Downloadables, Surfin
ShieldT“"," Article published on the Internet by Finjan Software Ltd., 2 pp. 1996

Microsoft® Authenticode Technology, "Ensuring Accountability and Authenticity for
Software Components on the Internet,'' Microsoft Corporation, including Abstract,
Contents, Introduction, and pp. 1-10, October, 1996

Finjan Announces a Personal JavaT"" Firewall for Web Browsers - the Surfinshield T"" 1.6
(formerly known as SurfinBoard)," Press Release of Finjan Releases SurfinShield 1.6, 2
pp., October 21, 1996

Company Profile, "Finjan—Safe Surfing. The Java Security Solutions Provider," Article
published on the Internet by Finjan Software Ltd., 3 pp., October 31,1996

"Finjan Announces Major Power Boost and New Features for SurfinShie|dT“” 2.0," Las
Vegas Convention Center/Pavilion 5 P5551, 3 pp., November 18, 1996

34

35

"Java Security: Issues & Solutions," Article published on the Internet by Finjan Software
Ltd., 8 pp.,1996

"Products," Article published on the Internet, 7 pp. no date provided

Mark LaDue, "On|ine Business Consultant: Java Security: Whose Business Is It?,'‘
Article published on the Internet, Home Page Press, |nc., 4 pp., 1996

Web Page Article, "Frequently Asked Questions About Authenticode," Microsoft
Corporation, last updated February 17, 1997, printed December 23, 1998, URL:
http://www.microsoft.com/workshop/security/authcodee/signfaq.asp#9, pp. 1-13
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Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY,YigaI

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

Zhang, X.N., "Secure Code Distribution," |EEE/|EE Electronic Library online, Computer
Vol. 30, Issue 6, pp. 76-79, June, 1997

Binstock, Andrew, "Multithreading, Hyper-Threading, Multiprocessing: Now, What's
the Difference?," httn:lh|v'\v\v-inteLcom!cd/idsidcvdoQcr!asmo-na/enfl/20456.htm, Pacific
Data Works, LLC, downloaded 7/7/2008, 7 pp.

I I I no date providedV|rexPC Version 2.0 or later from Microcom

Antivirus Kit From 1 stAide Software no date provided

F|uShot+ Series of Products by Ross Greenberg no date provided

Symantec Antivirus ofthe Mac version 3.0 or later no date provided

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Christppher Revalv Date Considered 08/'21/2013

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at wwvv.LlSP":'O.f50\z’ or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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"Synthesizing Fast Intrusion Prevention/Detection Systems From High-Level
Specifications," by Sekar, et al. (1999)

Art of Computer Virus Research and Defense b Peter Szor (February, 2005)

"Process Execution Controls as a Mechanism to Ensure Consistency," by Eugen Bacic
(1990)

"Process Execution Controls: Revisited," by Bacic (1990)

"A Flexible Access Control Service for Java Mobile Code," by Corradi, et al. (2000)

"Java Security: Issues & Solutions" (1996)

"Microsoft Authenticode analyzed," by Rohit Khare (July 22, 1996)

"Java Security: Whose Business Is It?" by Mark LaDue (1996)

Microsoft Authenticode Technology (October, 1996)

1

2

 

_\ O
"Mobile Code Security," by Rubin, et al. no date provided

"Protecting Data From Malicious Software," by Schmid, et al.
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"Security in the Large: ls Java's Sandbox Scalable?" by Zhong, et al. (April, 1998)

_\ CA) "A Domain and type Enforcement UNIX Prototype," by Badger, et al. (June, 1995)

_x
"Heuristic Anti-Virus Technology," by Frans Veldman no date provided

_\ "Standards for Security in Open Systems," by Wan/vick Ford (1989)

"Secure File Transfer Over TCP/IP," by Brown, et al. (November, 1992)

4 "Standards in Commercial Security," by Nick Pope

_\
"X.400 Security Features," by Tony Whyman no date provided

"Using CASE Tools to Improve the Security of Applications Systems," by Hosmer, et al.
(1988)

"Miro: Visual Specification of Security," by Heydon, et al. (October, 1990)

"An Evaluation of Object-Based Programming with Visual Basic," by Dukovic, et al.
(1995)

"Visual Basic 5.0 Significantly |mproved," by W. Dennis Swift (June, 1997)
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"Development ofan Object Oriented Framework for Design and Implementation of
Database Powered Distributed Web Applications With the DEMETER Project as a Real-
Life Example," by Goschka, et al. (1997)

"Detecting Unusual Program Behavior Using the Statistical Component ofthe
Nextgeneration Intrusion Detection Expert System (NIDES), by Anderson, et al. (May,
1995)

"A Generic Virus Scanner in C++," by Kumar, et al. (September 17, 1992)

"A Model For Detecting the Existence of Software Corruption in Real Time," by Voas, et
al. (1993)

"Protection Against Trojan Horses by Source Code Analysis," by Saito, et al. (March,
1993)

"Information Agents forAutomated Browsing," by Dharap, et al. (1996)

"Static Analysis Virus Detection Tools for Unix Systems," by Kerchen, et al. (1990)

23

24

30 "Managing Trust in an |nformation—Labeling System," by Blaze, et al. (November 4,
1996)

no date provided
List of Secure Internet Programming Publications from www.cs.printceton.edu

"A Guide to the Selection of Anti-Virus Tools and Techniques," by Polk, et al.
(December 2, 1992)

"An Integrated Toolkit for Operating System Security," by Rabin, et al. (August, 1988)
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"A Web Navigator With Applets in Cami," by Francois Ronaix (May, 1996)

"Intel Launches Virus Counterattack," by Charles Bruno (August, 1992)

Intel LANProtect Software User's Guide (1992)

"Parents Can Get PC Cruise Control," by George Mannes (July, 1996)

"A New Techniques for Detecting Polymorphic Computer Viruses," by Carey
Nachenberg (1995)

"Heuristic Scanners: Artificial Intelligence," by Righard Zwienenberg (September,
1995)

Intel LANProtect, 30-Day Test Drive Version User‘s Manual no date provided

34

35

Slade, Robert, "Guide to Computer Viruses: How to A void Them, How to Get Rid of
Them, and How to Get Help" (April, 1996)

A Pathology of Computer Viruses by David Ferbranche (November, 1994)

Earl Boebert‘s post to the greatcircle firewalls mailing list. Taken from
http://www.greatcircle.com/Iists/firewalls/archive/firewa|ls.199410 (October, 16, 1994)

CSL Bulletin: Connecting to the Internet: Security Considerations. Taken from
http://csrc.nist.gov/publications/nistbul/cs193-07.txt (July 1993)
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FAQ: lnterscan ViruswalL Taken from

http://\veb,archive.org/web/19970605050331/www..antivirus.com/faq/finterscanfaq.html
(last updated August 8, 1996)

Network Security and Sunscreen SPF-IOO: Technical White Paper, Sun Microsystems,
1995

"Why Do We Need Heuristics?" by Frans Veldman (September, 1995)

"Leading Content Security Vendors Announce Support for Check Point Firewall— 1.3.0;
New Partners for Anti-Virus Protection, URL Screening and Java Security," Business
Wire, October 7, 1996, available at

http://www.al|business.comltechnolo gyl computernetworks-computer -networksecurity17274315-
1.html#ixzz1gkbKf4g1

"McAfee Introduces Web shield; Industry's First Secure Anti-Virus Solution for Network
Firewalls; Border Network Technologies and Secure Computing to Enter into Web Shield
OEM Agreements," Business Wire, May 14, 1996, available at
http://findarticles.comlp/articles/mi_mOE|N|is_1996_ May _14/ai_182834561

"Trend Micro Announces Virus and Security Protection For Microsoft Proxy Server;
Also Blocks Java Applets, ActiveX," Business Wire, October 29, 1996, available at
http://www.thefreelibrary.comlTrend+Micro+announces+virus+and+security+protection
+for+MicrosofL.-aO|8810512

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Ctaristapher Ravalv’ Date Considered Q_3,/2«l/2013

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at wwvv.LlSP":'O.f50\z’ or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Finjan's Opposition to Websense's Renewed Motion For Judgment as a Matter of Law,
dated December 21,2012, filed in Finjan, Inc. v. Symantec Corp., Sophos, Inc., and
Websense, |nc., CA. No. 10—cv—593 (OMS)

Declaration of Paul Batcher Re Websense, |nc.s‘ Proffer of Evidence Re Laches, dated

December 19,2012, filed in Finjan, Inc. v. Symantec Corp., Sophos, Inc., and Websense,
|nc., CA. No. 10-cv-593 (OMS) (Redacted 12/26/12)

Opposition to Symantec's Motion For JMOL, dated December 17, 2012, filed in Finjan,
Inc. v. Symantec Corp., Sophos, |nc., and Websense, |nc., CA. No. 10-cv-593 (OMS)
(Redacted 12/27/12)

Omura, Jim K., "NoveI Applications of Cryptography in Digital Communications," IEEE
Communications Magazine, pp. 21-29, May, 1990

Okamoto, E., et al., "ID-Based Authentication System For Computer Virus Detection,"
IEEEIIEE Electronic Library online, Electronics Letters, Vol. 26, Issue 15, ISSN 0013-
5194, July 19,1990, Abstract and pages 1169-1170, URL: http://iel.ihs.com:80/cgibin/
iel cgi?se .. .2ehts%26ViewTemp|ate%3ddocview%5fb%2ehts

IBM AntiVirus User's Ouide Version 2.4, International Business Machines Corporation,
pp. 6-7, November 15,1995

Leach, Norvin, et al., "IE 3.0 Applets Will Earn Certification," PC Week, Vol. 13, No.29,
2 pp., July 22,1996

"Finjan Software Releases SurfinBoard, Industry's First JAVA Security product For the
World Wide Web," Article published on the Internet by Finjan Software Ltd., 1 p., July
29, 1996

"Powerful PC Security for the New World of JAVATM and Downloadables, Surfin
ShieIdT“"," Article published on the Internet by Finjan Software Ltd., 2 pp. 1996

1

2

 

Microsoft® Authenticode Technology, "Ensuring Accountability and Authenticity for
Software Components on the Internet,'' Microsoft Corporation, including Abstract,
Contents, Introduction, and pp. 1-10, October, 1996

_\ O

Finjan Announces a Personal JavaT"" Firewall for Web Browsers - the Surfinshield Tl" 1.6
(fonnerly known as SurfinBoard)," Press Release of Finjan Releases SurfinShieId 1.6,2
pp., October 21, 1996

EFSWeb2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE UNED THROUGH. /GE./’



SOPHOS 
EXHIBIT 1004 - PAGE 0152

Receipt date: 05/07/201313290708 $290708 ~ QAU: 2431
Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
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Company Profile, "Finjan-Safe Surfing. The Java Security Solutions Provider," Article
published on the Internet by Finjan Software Ltd., 3 pp., October 31, 1996

"Finjan Announces Major Power Boost and New Features for SurfinShie|dTM 2.0," Las
Vegas Convention Center/Pavilion 5 P5551, 3 pp., November 18, 1996

_\ (A)

"Java Security: Issues & Solutions," Article published on the Internet by Finjan Software
Ltd., 8 pp., 1996

_x

_\
"Products," Article published on the Internet, 7 pp. no date provided

Mark LaDue, "On|ine Business Consultant: Java Security: Whose Business Is It?,'‘
Article published on the Internet, Home Page Press, Inc, 4 pp., 1996

Web Page Article, "Frequently Asked Questions About Authenticode," Microsoft
Corporation, last updated February 17, 1997, printed December23, 1998, URL: http://www.microsoft.com/workshop/
security/authcodee/signfaq.asp#9, pp. 1-13

4

Zhang, X.N., "Secure Code Distribution," IEEE/IEE Electronic Library online, Computer
Vol. 30, Issue 6, pp. 76-79, June, 1997

_\

Binstock, Andrew, "Multithreading, Hyper—Threading, Multiprocessing: Now, What's
the Difference?," http://www.intel.com/cd/ids/developer/asmo—na/eng/20456.htm, Pacific
Data Works, LLC, downloaded 7/7/2008,7 pp.

"Frequently Asked Questions About Authenticode," Microsoft Corporation, updated
February 17, 1997

"WWWProxyto Cut Off Java," by Carl Claunch (April 12, 1996)

"Combating Viruses Heuristica|ly," by Frans Veldman (September, 1993)
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"MCF: A Malicious Code Filter," by Lo, et al. (May 4, 1994)

Anti-Virus Tools and Techniques for Computer Systems by Polk, et al. (1995)

"Dynamic Detection and Classification of Computer Viruses Using General Behaviour
Patterns," by LeChar|ier, et al. (July 2, 1995)

"Towards a Testbed for Malicious Code Detection," by Lo, et al. (1991)

no date provided
"Blocking Java Applets at the Firewall," by Martin, et al.

Virus Detection and Elimination by Rune Skardhamar (1996)

Computer Viruses and Anti-Virus Warfare by Jan Hruska (1992)

23

24

30 "Active Content Security," by Brady, et al. (December 13, 1999)

"Low Level Security in Java," by Frank Yellin no date provided

"Email With a Mind oflts Own: The Safe-Tcl Language for Enabled Mail," by ' '- :"'_:' 1;>rc:ivide-:g"_
Nathaniel Borenstein

"Mobile Agents: Are They a Good Idea?'' by Chess, et al. (December 21, 1994)
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"Remote Evaluation," by Stamos, et al. (October, 1990)

"Active Message Processing: Messages as Messengers," by John Vittal (1981)

"Programming Languages for Distributed Computing Systems," by Bal, et al.
(September, 1989)

"Scripts and Agents: The New Software High Ground," by John Ousterhout (October
20, 1995)

"The HotJava Browser: A White Paper" no date provided

The Java Virtual Machine Specification, Sun Microsystems (August 21, 1995)

"Security of Web Browser Scripting Languages: Vulnerabilities, Attacks and
Remedies," by Anupam, et al. (January, 1998)

34

35

"ActiveX and Java: The Next Virus Carriers?" W3 C1379 9 P1‘0"i’id€d—

"Gateway Level Corporate Security for the New World of Java and Downloadables"
(1996)

"Practical Domain and Type Enforcement for UNIX," by Badger, et al. (1995)

"A Sense of Self for Unix Processes," by Forrest, et al. (1996)
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"Antivirus Scanner Analysis 1995," by Marko Helenius (1995)

"State Transition Analysis: A Rule-Based Intrusion Detection Approach," by Ilgun, et al.
(March, 1995)

"Automated Detection of Vulnerabilities in Privileged Programs by Execution
Monitoring," by K0, et al. (1994)

"Execution Monitoring of Security—Critical Programs in Distributed Systems: A
Specification-Based Approach," by K0, et al. (1997)

"Classification and Detection of Computer |ntrusions," by Sandeep Kumar (August,
1995)

ThunderBYTE Anti—Virus Utilities User Manual (1995)

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature l'Cl‘li'iSt0pI*‘ie:' Revalrj Date Considered 08/21/2013

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at wwvv.LlSP":'O.f50\z’ or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Schmitt, D.A., ".EXE files, OS-2 style," PC Tech Journal, Vol. 6, No. 11, p. 76(13),
November, 1988

International Search Report for Application No. PCT/|B97/01626, dated May 14,1999,2
PP-

Supplementary European Search Report for Application No. EP 97 950351, dated
November 17,2004,2 pp.

File History for Canadian Application No. 2,275,771, 84 pp. no date provided

File History for European Application No. 97950351.3, 58 pp. no date provided

File History for Japanese Application No. 10—522345,48 pp. no date provided

Lemay, Laura, et al., "Approach of Java Language, Applet, A WT and Advanced
Apparatus," First Edition, 25 pp. (translated), August 20,1996 (CS-NB-1999-00238-001)

2

3

9 Order Construing the Terms of U.S. Patent Nos. 6,092,194; 6,804,780; 7,058, 822;
6,357,010; and 7,185,361,4 pp., December11,2007

P|aintiffFinjan Software, Ltd. ‘s Opening Claim Construction Brief, 38 pp., September 7,
2007

Defendant Secure Computing Corporation's Opening Claim Construction Brief, 46 pp.,
September 7,2007

P|aintiffFinjan Software, Ltd. ‘s Answering Claim Construction Brief (Public Version),
45 pp., September 28,2007
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Stang, David J., "Computer Viruses and Artificial |nte||igence," Virus Bulletin
Conference, pp. 235-257, September, 1995

_x

Johannsen, Magnus, "Java Security and a Firewall Extension for Authenticity Control of
Java Applets," Thesis Proposal, Computer Science Department, University of Colorado at
Colorado Springs, 5 pp., January 29, 1997

_\

Joint Appendix oflntrinsic and Extrinsic Evidence Regarding Claim Construction
Briefing, Volume 1, October 4, 2007

Joint Appendix oflntrinsic and Extrinsic Evidence Regarding Claim Construction
Briefing, Volume 2, October4, 2007

A

_\ Final Joint Claim Construction Chart, August 24,2007

20 Joint Post—Hearing Claim Construction Chart, October 30, 2007

Plaintiffs Trial Brief(Pub|ic Version), January 14,2008

Marcionek, David, "A Complete ActiveX Web Control Tutorial," Available at
http://www.codeproject.com/KB/COM/Comp|eteActiveX.aspx (2006)

Docket for Finjan Software Ltd. v. Secure Computing Corporation, et at., U.S. District
Court, District of Delaware (Wilmington), Civil Docket No.1 :06-cv-00369-GMS, 52 pp.,
retrieved on October 24, 2008 from https:||ecf.ded.uscourts.gov/cgibin|DktRpt.
pl?6532182820 13655-L 567 0-1
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International Search Report for Application No. PCT/|LOS|0091S, 2 pp., dated March 3,
2006

Written Opinion forApplication No. PCT/ILOSI0091S, 8 pp., dated March 3,2006
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International Search Report for Application No. PCT/IBOI/01138, 3 pp., September 20,
2002 (mailing date)

International Preliminary Examination Report forApplication No. PCT/IBOI/01138, 2
pp., dated December 19, 2002

Gerzic, Amer, "Write Your Own Regular Expression Parser," November 17, 2003, 18 pp.,
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http://www.codeguru.com/Cpp/Cpp/cppimfc/parsing/article.php/c4093/

24

25

Power, James, "Lexical Analysis," 4 pp., May 14,2006, Retrieved from the Internet:
http://www.cs.may.ie/~jpower/Courses/compiIers/notes/IexicaI.pdf

Sitaker, Kragen, "Rapid Genetic Evolution of Regular Expressions" [online], The Mial
Archive, April 24, 2004 (retrieved on December 7,2004), 8 pp., Retrieved from the
Internet: http://www.maiI-archive.com/kragen-to|@canonica|.org/msg00097.htm|

"Lexical Analysis: DF A Minimization & Wrap Up" [online], Fall, 2004 [retrieved on
March 2, 2008], 8 pp., Retrieved from the Internet: http://www.ow|net.rice.edu/~comp412/Lectures/L06LexWrapup4.pdf

"Minimization ofDFA" [online], [retrieved on December 7,2004], 7 pp., Retrieved from
the Internet: http://www.cs.odu.edu/~toida/nerzic/390teched/regular/fa/min-fa.htm|
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"CS 3813: Introduction to Formal Languages and Automata - State Minimization and
Other Algorithms for Finite Automata," 3 pp., May 11,2003, Retrieved from the Internet: http://www.cs.msstate.edu/
~hansenclasses/3813fal|01/slides/O6Minimize.pdf

Watson, Bruce W., "Constructing Minimal Acyclic Deterministic Finite Automata,"
[retrieved on March 20,2005],38 pp., Retrieved from the Internet: http://www.win.tue.nI/~watson/2R870/downloadsl
madfa_a|gs.pdf

Chang, Chia—Hsiang, "From Regular Expressions to DFA's Using Compressed NF A's,"
October, 1992, 112 pp., http://www.cs.nyu.edu/web/Research/Theses/chang_chi-hsiang.pdf

Khare, R., "Microsoft Authenticode Analyzed" [online], July 22, 1996 [retrieved on June
25,2003],2 pp., Retrieved from the Internet: http://www.xent.comlFoRKarchive/
smmer96/0338.htm|

Moritz, R., "Why We Shouldn't Fear Java," Java Report, pp. 51-56, February, 1997

Microsoft, "Microsoft ActiveX Software Development Kit" [online], August 12, 1996
[retrieved on June 25,2003], pp. 1-6, Retrieved from the Internet:
activex.adsp.or.jp/inetsdklhelp/overview.htm

1

D. Grune, et aI., "Parsing Techniques: A Practical Guide," John Wiley & Sons, Inc., New
York, New York, USA, pp. 1—326,2000

Power, James, "Notes on Formal Language Theory and Parsing," National University of
Ireland, pp. 1-40, 1999

Scott, et aI., "Abstracting App|ication—Leve| Web Security," ACM, pp. 396—407,2002
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42
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45 Non-Final Office Action, dated July 23,2012, for Application Serial No. 13/290,708, 10
PP-
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National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).
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referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Attorney’s Docket No.: FINO001—CON1—CIP1-CON4 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Patent Application of:
Examiner: Christopher A. Revak

Yigal Mordechai Edery
Nimrod Itzhak Vered
David R. Kroll
Shlomo Touboul

Art Unit: 2431

Application No: 13/290,708

Filed: November 7, 2011

For: METHOD AND SYSTEM FOR
PROTECTING A COMPUTER
AND A NETWORK FROM
HOSTILE DOWNLOADABLES

xJ\_/g/\_/\_/\Jg/\4\_/x_/\J\_/g/\_/\_/g/
Mail Stop AMENDMENT
Commissioner for Patents
P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION
UNDER 37 C.F.R. 1.114

In response to the final office action dated January 7, 2013 (the

“Office Action”) and pursuant to 37 C.F.R. §1.114, applicant respectfully requests that

the above—identified application be amended as follows. A Request for Continued

Examination (RCE) is being filed herewith, and the requisite fee for the RCE and for a

one-month extension of time is being paid herewith.
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IN THE CLAIMS:

Please substitute the following claims for the pending claims with

the same number:

1. (original) A computer-based method, comprising the steps of:

receiving an incoming Downloadable;

deriving security profile data for the Downloadable, including a list of

suspicious computer operations that may be attempted by the Downloadable; and

storing the Downloadable security profile data in a database.

2. (original) The computer-based method of claim 1 further comprising

storing a date & time when the Downloadable security profile data was derived, in the

database.

3. (original) The computer-based method of claim 1 wherein the

Downloadable includes an applet.

4. (original) The computer-based method of claim 1 wherein the

Downloadable includes an active control.

5. (original) The computer-based method of claim 1 wherein the

Downloadable includes program script.

6. (original) The computer-based method of claim 1 wherein suspicious

computer operations include calls made to an operating system, a file system, a network

system, and to memory.

Atty. Docket No. FIN00O1-CON1-CIP1-CON4 -2-
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7. (original) The computer—based method of claim 1 wherein the

Downloadable security profile data includes a URL from where the Downloadable

originated.

8. (original) The computer-based method of claim 1 wherein the

Downloadable security profile data includes a digital certificate.

9. (original) The computer-based method of claim 1 wherein said deriving

Downloadable security profile data comprises disassembling the incoming Downloadable.

10. (original) A system for managing Downloadables, comprising:

a receiver for receiving an incoming Downloadable;

a Downloadable scanner coupled with said receiver, for deriving security

profile data for the Downloadable, including a list of suspicious computer operations that

may be attempted by the Downloadable; and

a database manager coupled with said Downloadable scanner, for storing the

Downloadable security profile data in a database.

11. (currently amended)The system of claim [[86]]1_0 wherein said database manager

also stores a date & time when the Downloadable security profile data was derived by

said Downloadable scanner, in the database.

12. (currently amended)The system of claim [[86]] 1_0 wherein the Downloadable

includes an applet.

13. (currently amended)The system of claim [[86]] 1_0 wherein the Downloadable

includes an active control.

Atty. Docket No. FIN0001-CON1-CIP1-CON4 -3-
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14. (currently amended)The system of claim [[86]] 1_0 wherein the Downloadable

includes program script.

15. (currently amended)The system of claim [[86]] 1_0 wherein suspicious computer

operations include calls made to an operating system, a file system, a network system,

and to memory.

16. (currently amended)The system of claim [[86]] 1_0 wherein the Downloadable

security profile data includes a URL from where the Downloadable originated.

17. (currently amended)The system of claim [[86]] 1_0 wherein the Downloadable

security profile data includes a digital certificate.

18. (currently amended)The system of claim [[86]] 1_0 wherein said Downloadable

scanner comprises a disassembler for disassembling the incoming Downloadable.

Atty. Docket No. FIN00O1-CON1-CIP1-CON4 -4-
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REMARKS

Applicant has amended claims 11 — 18. Claims 1 — 18 are

presented for examination.

In paragraphs 4 and 5, the Office Action has rejected claims 1 — 18

under 35 U.S.C. 102(e) as being anticipated by Ji, U.S. Patent No. 5,983,348 (“Ji”).

Applicants are submitting herewith a declaration pursuant to 37

C.F.R. §131 establishing invention of the subject matter prior to the effective date of Ji;

namely, September 10, 1997. Hence, Ji is not prior art, and the rejection fails to

establish a prima facie case for anticipation.

In applicants’ response filed on October 23, 2012, applicants

established support for claims 1, 3, 4, 6, 9, 10, 12, 13, 15 and 18 in the disclosure of

US Provisional Patent Application No. 60/030,639 (“Toubou|”).

Applicants wish to address the remaining claims 2, 5, 7, 8, 11, 14,

16 and 17 in this supplemental response. Before addressing the individual claims

specifically, applicants wish to point out that fundamentally, Ji does not store security

profile data in a database altogether. Instead, Ji instruments suspicious functions by

altering them to include a pre-filter and post—filter function, as described in the pseudo-

code provided at Ji, col. 5, line 46 — col. 6, line 37.

In rejecting claims 2 and 11, the Office Action cites Ji, col. 3, lines

32 — 44, as disclosing storing a date & time when the Downloadable security profile data

was derived, in the database. Applicants respectfully submit that Ji fails to show or

suggest this feature. Instead, the cited location describes monitoring instructions of an

applet code that is executing, and applying security checks.

Claims 5 and 14 are supported in Touboul at least by page 2, lines

4 — 7: “Examples of Downioadab/es include applets designed for use in the JavaT"”

distributing environment produced by Sun Microsystems or for use in the Active X

distributing environment produced by Microsoft Corporation”

Atty. Docket No. FIN0001-CON1-CIP1-CON4 -5-
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In rejecting claims 7 and 16, the Office Action cites Ji, col. 4, lines

55 — 65, as disclosing wherein the Downloadable security profile data includes a URL

from where the Downloadable originated. Applicants respectfully submit that Ji fails to

show or suggest this feature. Instead, the cited location simply mentions that the

Internet is shown generally at element 10 of FIG. 1.

In rejecting claims 8 and 17, the Office Action cites Ji, col. 8, lines

6 — 15, as disclosing wherein the Downloadable security profile data includes a digital

certificate. Applicants respectfully submit that Ji fails to show or suggest this feature.

Instead, the cited location describes an applet that includes a digital certificate. See

also Ji, col. 5, lines 4 — 8; col. 7, lines 1 — 4; and claims 14 and 29.

For the foregoing reasons, applicants respectfully submit that the

applicable objections and rejections have been overcome and that the claims are in

condition for allowance.

Respectfully submitted,

Date: May 6, 13 By: Dawn-Marie Bey — 44,442
Bey & Cotropia PLLC Dawn-Marie Bey
Richmond, VA 23229 Reg. No.: 44,442
(804) 441-8530

Atty. Docket No. FIN0001-CON1-CIP1-CON4 -6-
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Attcrney’s Docket NO.: FINOOOI-CON1*CIP1—CON¢i~ PATENT

IN THE UNITED SYEQTES ?ATEN’§° AND TRADEMARK QFFICE

In Re Patent Appiication oi‘:

Examiner: Christupiier A. Revaic

‘figal Morciechai Edery
Nimrod ‘itzhaic Vered
David R. Kroll

Shlomo Touboui

Art Unit: 2431

Application Ne: 13,f290,708

Filed: November 7, 2011

Far: METHOD AND SYSTEM FOR

PRQTECTENG A COMPUTER
AND A NETWORK FRCBM

HOSTILE DOWNLQADABLES

K./\.:f\..aV~./‘5./‘~./*u.JN./V./\~fi\.a“\.a4‘s.a"s../*5./*uJ
Commissioner for Patents
P. O. Bax 14.50

Alexandria,,\/A 223134450

" OF N’? IN THE E1NI'§"Efl YTES TG
4 VERCOME SITED PATENT OR PQBLICATI N’ ?' .F.R. 1 1

Sir:

My name is Shlomo Touboui. i was empioyed by Fi'njan

Saftware, Ltd. of Netanya, Lisraei.

I am an inventor of the abcve identified patent

application which is assigned to Finjan, MCA 1 have reviewed the

application inciuding the claims of the application.

The cleciaratian made herein is to establish that I had

the ideas described in the patent azaplication, and first «cieveioped a

working system that is described in the patent application and in <:la_ims 1,

3, 4-6, 9, 1C3, 12~1S and 18 pending as of the signing of this decimation

Atty. Doirket N0. FINO{)Cil~C{3Nl-CIP1.~CON4 -1-
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{hereafter soie invention) prior ta September 10,. P397, which is the fiiing

date of LL53. Patent No. 5,983,348 to Ji (“the ‘348 patent”). I hereby

decia-re that my sole invention was in my mind and cieveiepeci by at ieast

November 18, 1996.. The remaining pending dependent claims were cm

invented by er with one or more of the other iisted inventors.

Below stated are activities cf myself and Finjan

Software, Ltd, regarding the date cm which I cleveiopecl my soie invention.

My seie invention was embedied in .3 Finjan Scvitware,

Ltd. computer software product entitied SURFINGATETM, which was

released t0 the public before September 10, 199? (but less than one year

before the fiiing date of the parent application, US Seriai No. 08/964,388).

SURFINGATEW centained a fuliy functienai impiementation of the

technology describeci and claimed in the above i::ie»ni:ified patent

appiicatien.

E>ci‘aib»ii: A attached herewith inciudes a press reieese and

product marketing rnateriais expiicitiy establishing that SLJRFINGATETM

perfermed my sole invention. Ali of the functienaiity shown in the

documents of Exhibit A was avaiiaijie in SURFINGATETWS product which

was reieased before September 13, 1997. Hence, my soie claimed

inventien was deveicped and reieesed to the pubiic befnre September 10,

199? by its incorporation into this product.

Aciciitiioneiiy, the ‘348 patent expiicitiy references the

SURFINGATETM product and various claimed functioneiity thereof in

Coiumn 2 as foiiows:

SufinGete is a server soiuticm that is inetalied on an HTTP
prexy Sei‘Vei’.... < If it detects that one or more insecure

functions might be called during the execution of the eppiet, it
blocks the applet. , Surfinsate maintains an appiei: profile.
database. Each: applet is given an {E which is its URL. Clnce an

Atty. D_oci<et N0. FINOO01-CC1N1~CIP1-CON4 -2-
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appiet is scanned, an entry is added to the database with its
appiet ID and the insecure functions it might try to access.
when this appiei: is downloaded again, the security profiie is
taken from the database to determine the behavior at the
appiet. No analysis is redone.

Accardingly, since the ‘348 Patent references the

Surfingate product — which emisociies my soie inv_eni:ion — this is further

evidence that the Surfingate product existed at the time the “348 Patent

was filed and that the soie invention was cieariy developed and reieaseci

to the pubiic prior to September 1.0, H97, which is the fiiing date at the

‘348 §3ai:ent (Ii).

As the be¥ow~signed inventor‘, I, Shiomo Tuuboui, hereby

declare that am statements herein of my own knewiedge are true and that

at! statements made on information and beiief are believed to be true; and

further that these statements are made knowing that wiiifui false

statements and the like are punishabie by fine or imprisenment, or both

under 1001 of Title 18 of United States Code, and such wiiifui or faise

statements may jeopardize the vaiidity cf the appiicetion or any patent

issuing therefrom.

Very truiy you rs,

‘hatu re

Fuii Legal Name: Shiamo Teuboui

Atty. Docket No. FINDD01~CON1~CIP1-CON4 -3-



SOPHOS 
EXHIBIT 1004 - PAGE 0191

DOC code: IDS A df th h 07/31/20F1];OC/)SI\ABI§0[§5t?5(10 I)-01301)
. . . . . rove or use FCIU . -

Doc description: Information Disclosure Statement (IDS) Filed U_S_ Patent and Trazgmark Office U_S_ DQEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 13290708

F"in9Daie
'”F°R""AT'°” °'S°L°S”RE FirstNamed'nvent°r

Art Unit

Examiner Name I REVAK, ChristopherA

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

Attorney Docket Number FIN0001-CON1-CIP1-CON4

U.S.PATENTS

Pages,CoIumns,Lines where
Relevant Passages or Relevant

Figures Appear

Examiner ' Patent Number lssue Date Name of Patentee or ApplicantInitial of cited Document

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,CoIumns,Lines where

Relevant Passages or Relevant
Figures Appear

Examiner Cite NO Publication Kind Publication Name of Patentee or Applicant|nitial* Number Code1 Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,CoIumns,Lines
Examiner Cite Foreign Document Kind Publication . . where Relevant

. . Applicant of cited
Code4 Date Passages or RelevantDocument .

Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Examiner Cite

EFS Web 2.1.17



SOPHOS 
EXHIBIT 1004 - PAGE 0192

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number 13290708

Filing Date 2011-11-07

First Named Inventor EDERY, Yigal

Art Unit 2431

REVAK, ChristopherA
Attorney Docket Number FINOOO1-CON1-CIP1-CON4

Th u nderByte Antivirus for Windows

|nterScan VirusWa|| from Trend Micro

ViruSafe from Eliashim

Intel LANProtect from Intel

The Java Security Manager from Sun Microsystems

McAfee Web Shield

McAfee Webscan

McAfee Virusscan

1

2

 

_\ O

McAfee N etShie|d

Dr. So|omon‘s Antivirus Toolkit for Windows 95

EFS Web 2.1.17

Dr. So|omon‘s Antivirus Toolkit for Windows NT



SOPHOS 
EXHIBIT 1004 - PAGE 0193

Application Number 13290708

Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY,YigaI

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

. So|omon‘s WinGuard

_\ CA) . So|omon‘s Virus Guard

_x . So|omon‘s Virus Shield

_\ . So|omon‘s Virex

. So|omon‘s "Merlin" Anti-Virus Engine

4 . Solomon‘slMcAfee "Olympus" Anti—Virus Engine

_\ ActiveX Web Tutorial

Java FAQ (1995-1998)

Norton AntiVirus TUfor Windows@95 User's Guide. Published by Symantec in 1995.
(179 pages)

JAEGER, at al., "Building Systems that Flexibly Control Downloadable Executable Content,"
ProceedinQs ofthe Sixth USENIX UNIX Security Symposium, July 1996. (19 paQes)

RASMUSSON, Andreas and JANSSON, Sverker, "Personal Security Assistance for Secure
Internet Commerce," Sept. 16, 1996. (12 pages)

EFS Web 2.1.17



SOPHOS 
EXHIBIT 1004 - PAGE 0194

Application Number 13290708

Filing Date 2011-11-07

INFORMATION DISCLOSURE First Named Inventor EDERY,YigaI

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

BHARAT et al. "Migratory App|ications- November 15,1995. (10 oaoes)

DEAN, Drew, et al., "Java Security: From HotJava to Netscape and Beyond," 1996 IEEE
Symposium on Security and Privacy, May 6,1996. (11 pages)

STERBENZ, Andreas, "An Evaluation of the Java Security Mode|,- IEEE, December 1996.
f13pages)

FRITZINGER, J. Steven, et al., "Java Security,- Sun Microsystems, December 1996 (7 paQes)

BANK Joseoh A. "Java Security," December 8 1995. (14 paces)

CLAUNCH, "Java Blocking,"
http://groups.google.com/group/muc.Iists.firewalls/msg/2a5ec02eOOa37071.
September 25 1996. Accessed date: May 10 2011. (2 paces).

CHAPPELL, -Understanding ActiveX and OLE: A Guide for Developers and Managers
(Strategic Technology)," September 1,1996, Microsoft Press. (91 pages)

CROSBIE, et al., "Active Defense of a Computer System Using Autonomous Agents".
February 15, 1995. (14 pages)

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

*EXAM|NER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.

EFS Web 2.1.17



SOPHOS 
EXHIBIT 1004 - PAGE 0195

Application Number 13290708

Filing Date 2011-11-07
INFORMATION DISCLOSURE First Named Inventor EDERY, Yigal

S“‘TE“"E””’”""”°““T
(Not for submission under 37 CFR 1.99)

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate se|ection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

|:I from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

Signature /Dawn-Marie Beyl Date (YYYY-MM-DD) 2013-05-07

Name/Print Registration Number 44,442

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR

1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17



SOPHOS 
EXHIBIT 1004 - PAGE 0196

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised

that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to

process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant

to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in

an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17



SOPHOS 
EXHIBIT 1004 - PAGE 0197

EP1091276A1

Européisches Patenuamt

(19) ,9’ .....European Patentoffice . ,., ,. .,
.. .

4., «v.,.

(11)

EUROPEAN PATENT APPLICATION

(51) int. cI.7: GOGF 1/00. H04L 29/06

Offioe européen des brevets

(12)

(43) Date of publication:
11.04.2001 Bulletin 2001/15

(21) Application number: 99440269.‘!

(22) Data at filing: 08.10.1999

(84) Designated Contracting States:
ATBECHCYDEDKESFI FRGBGHIEITLI LU
MC NL PT SE

Designated Extension States:
AL LT LV MK RO SI

(72) inventor: Brette, Marc
67408 Illkirch Cedex (FR)

(74) Representative:
Menzlettl, Domenico, Dlpl.-lng et al
Alcatel

intellectual Property Department, Stuttgart
70430 Stuttgart (DE)

(71) Applicant ALCATEL
75008 Paris (FR)

(54)

(57) Method of receiving a resource out of an appli-
cation stored by a service provider on a site at a client
terminal, both being interconnected. The method is
advantageously implemented into the browser of the cli-
ent. It comprises the steps of:

Authentication ot hypertext kind of resources through signature handling protocol

0 requesting the resource within the application on
the site from the client terminal;
receiving a signed archive file containing the
requested resource by the client terminal;
authenticating the received signed archive file;
retrieving the requested resource out of the
received archive file if that was undoubtfully authen-
ticated.

Hlnted by Xerox (UK) Business Service
2.16.7 (HRS)I3£

7illililiiililfllliilllllfllillililillillili llililillllllllilliW.- Q,‘ ..,a._. t_m....:..,.v._.._—.- . .

EP 1 091 276 A1



SOPHOS 
EXHIBIT 1004 - PAGE 0198

EP 1 091 276 A1 2

Description, 5 __\

[0001] This imrention relates to a method of receiv-
ing a resource as set forth in the preamble of claim 1, to
a computer readable medium having a program
recorded thereon and to a trustable disposal of a
resource as set forth in the preamble of claim 10.
[0002] in the last ten years, networks of cornputer-
ized terminals are more and more interconnected over
the world. The set of those networks are called intemet.

They allow a transfer of data from one terminal to
another almost everywhere as long as the terminals are
connected to the same intemet. The popularity of such
'communication' was boosted by the introdudion in the
middle of the ninetieth of the so called World Vtfide Web

(the 'Web'). It is a decentralized, electronic database
service offering an ensemble (universe) of dynamically
connected information on the internet which win

through and is called the lntemet. Such information can
be in any of various media and is relatively easily found
by and made accessible to individuals exploring (‘surf-
ing’) that universe ('Webspece'). More specifically, the
Web is a distributed, hypertext system comprising
hypenneaia documents, Web servers and Web clients.
[0003] Web clients include software programs com-
monly known as browsers. Browsers typically reside on
an individual's electronic terminal (e.g. personal compu-
ter, laptop and in the near future even phone terminal)
and, among other things, provide for exploring the Web
so as to find and access Web documents.

[0004] Web servers are server processes running
at a Web site i.e. a terminal connected to the Internet

The Web servers support various features, including
being compatible with one or more standard protocols,
e.g., the HyperTex1 Transfert Protocol ('H‘l‘|'P'), the
well-known, native protocol of the Web generally unify-
ing its information. With that programs hypermedia doc-
uments are put on the Web and resources associated
with applications stored by the sewer on the site are let
available to clients. The Web servers do not only make
documents and resources accessible to clients, but also
direct specific documents to clients and complete trans-
actions responsive to each client's request which were
activated through their browsers.
[0005] Web documents ('pages') are construded
in conformity with one of various accepted fonnats or
languages, e.g., HyperText Markup Language
(‘HTML’). The formats support, among other things, the
Web's hypermedia and hypertext charaderistic. As to
the hypermedia characteristic, Web documents can,
and generally do, combine content from one or more of

the various media inclurfing text, graphics, audio and
video. As to the hypertext characteristic, Web docu-
ments can, and generally do, contain electronic links to
related Web documents. Selecting the link muses the
browser to (i) connect to a server associated with that

link, Gi) request the linked document and (iii) if the client
satisfies the sewers security requirements, receive and

, ,,,.,-.<_.¢[..,._ dtsplaythe document. - . -- c..

[0006] The security of information and transaction

transferred underthat way has been identified as a sig- ‘
nificant problem. At the center of the problem are so-
called crackers: individuals who seek to access comput-
ers, such as sites (sewers), so as to conduct pranks,
vandalism, espionage or other illegitimate activities. A

way to respond to these activities, among other things is
to strive to maintain the confidentiality and integrity of
infomtation, both as resident on servers and as commu-

nicated in Web transaction. Increasing the vulnerability
to crackers is that the Web is an open system available
.tc anyone in possession of readily available, affordable
technology.
[0007] One important Web security issue is authen-
tication. An example of an authentication on the Web is
given by the SSL (Secure Sockets Layer) Handshake
Protocol which was developed by Netscape Communi-
cations Corporation. The protocol supports server and
client authentication. The SSL protocol is application
independent, allowing protocols flke HTl'P, FTP (l-‘rle
Transfer Protocol), and Telnet to be layered on top of it
transparently. The SSL protocol is able to negotiate
encryption keys as well as authenticate the server

before data is exchanged by the higher—leveI applica-
tion. But the SSL protocol maintains the security and
integrity only of the transmission channel. It uses
encryption, authentication and message authentication
codes only to authenticate the sites of the Web server
as well as the Web client The trust is then granted on a
site by site basis.
[0008] That protocol does not authenticate the
whole data itself which will be exchanged through the
Internet and thus does not work against software virus
like Trojan horses‘. The later denominates some code
put somewhere but mainly at the end of a data by an ille-
gitimate one. Once the data is downloaded, the Trojan
horse can be activated by the client unintentionally.
Some special and very feared cases of Trojan horses
are the so called 'mockingbirds'. They permit to inter-
cept communication (especially Iogin transactions)
between the client and the server. When activated, the
code will provide system-fike responses to the client
while saving their responses (especially account IDs,
passwords and PlNs).
[0009] An object of the invention is to ensure that
any transaction between a trusted site and =1 client both
interconnected is free of any kind‘of software virus, and
to provide methods to implement such measures with-
out losing the comfort of a service like the Web.

[0010] These objects are attained by a method of
receiving a resource as claimed in claim 1, a computer
readable medium as claimed in claim 9 and a trustable

disposal of resources as claimed in claim 10.
[0011] it is extremely hard to ensure that platfomis
like Web servers are visited only by trusted clients. A
site manager, the one responsible for the maintenance

of a site, can never be completely sure that none imper-

~- --. J.
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sonator will achieve-to-penet1ate a protected .Web _.
server. it is also difficult to protect a single application
(Web page) with all the resources embedded in it. This
explains the interest to protect the whole content of the
resources which may be downloaded during a critical
transaction e.g. like a banking transaction or an elec-
tronic commerce application.

[0012] The basic idea of the invention consists oi
assembling resources which shall be downloaded
together with their respective application into a single
file, ‘an archive file’. To sign these files in their entire
content ensures then that nowhere in the data's of one

resource is hidden some virus. These signed files are
stored on a site and let to the disposal of some potential
clients able to authenticate the signature.
[0013] When a client surfing on the Web will ‘come
across one of such a resource, he may be interested to
open it. This will necessarily means that before being
actiwtted on its terminal, it must be downloaded. Using
its browser on its terminal on which advantageously a
protocol according to the invention is running, he will
requestthe chosen resource. This will start the protocol
which will look after the corresponding archive file of
that resource onto the site where the resource was

found. After a download of the entire signed archive file
onto the client terminal, the protocol will have to authen-
ticate the signature of that file. Only in the positive case
that it was entirety authenticated, the protocol will
retrieve the requested resource out of the archive file, to
active it on client tenninai.

[0014] With that protocol, the client can trust not
only the site itself, like it would be the case if its browser
would use only a SSL protocol, but will be sure that the
activation of that resource on its own terminal will not
activate a virus hidden somewhere into the dates of.that

resource. The solution obtained with that invention per-
mits to combine the flexibility of a service flke the Web
with a communication between client tenninal and sites

free of any transfer of virus specially of the feared mock-
ingbirds.
[0015] Further advantageous features of the inven-
tion are defined in the dependent claims and will
become apparent from the following description and the
drawing.
[0016] One embodiment of the invention will now be

explained in more detail with reference to the accompa-
.nying drawing, in which:

Fig.1 is a flow chart showing steps associated with
the method of receiving a resource of a resource
according to the invention.

[0017] The present invention concerns ajrustable
actiwation of some resources downloaded out of some

site and methods therefore. A service provider who
wants to let on a site resources all trustfuliy free of any
virus to the disposal of some clients, will have to apply
the following procedure. The codes of these resources

must be assembled in an archive .file..Some .times,.lt.is..
of advantage to include also the codes of the corre-
sponding application into the archive file. To build that
archive file, already existing archive fomtats like tar, zip
orjar can be used. The later is applied specifically for an
ensemble of files written in an objected oriented syntax
like ‘java’, the one used for most of the resources of
applications on the Web.

[0018] In some header of the archive file may be
stored the information of their «intent. Afterwards, the
archive file must be protected front the illegitimate
implementation of subsidiary codes like the one of a
mockingbird. This is achieved by signing the entire con-
tent of the archive file.

[0019] There exists several possibilities to perfonn
a signature of a file. One way which would be quite
advantageous in the context of this invention is the use
of an encryption scheme. A particular popular one due
to the ease of its utilization, is the so called publiokey
encryption.
[0020] This encryption scheme is based on a pair of
'keys'. One of them is called a public key and the other
one a private key. The public key is published, while the
private key is kept secret. The need for the signer (e.g.
some service provider like e.g. the some credit card
company) and the receiver (e.g. the browser of some
client) to share secret information is eliminated; all com-
munications involve only public keys, and no pr'wate key
is ever transmitted or shared. in this system, it is no
longer necessary to trust the security of some means of
communications. The only requirement is that public
keys be associated with their users in a trusted (authen-
ticated) manner (for instance, in a trusted cflrectory).
[0021] For me purpose of the invention, the archive
files are encrypted using the private key of the service
provider. If for example, a company wants to let to the
disposal ot its clients some information trustfuliy free of
viruses on the Internet, they must be signed using the
private key of that company. For that, the archive file
containing the code containing this information (e.g. a
resource of some application) will be encrypted. The
signer don't need to care who will read this information
or even visit the site where it is let to the disposal since
its signature can't be imitated. This will ensure the one
(e.g. some client) who will decrypt that signed archive
file using a public key, of the absence of any fake code.
No third-parry ct“.-lr!.have modified the signed archive
file without destroying the whole file.
[0022] To optimize the downloading i.e. avoiding
any delay or unnecessary checking procedure, it is of
great adwantage tor the client to install a protocol
according to the method of the invention onto its
browser e.g. in an URL syntax (Universal Resource
Locator) as below:

(URL: signed.protocoi: //host/path?resource).

Where protocol is the underlying protocol used to

. ...-....,..~-,-» ‘A...’
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._. retrieve.the.erchive.tile..lt.rnayhe fonexamplehttp, https,
ftp or file. Host is the name of the sewer where the jar
file is located (it may be empty for local file). Path is the
location of the jar file on the host for the given protocol.
Resource is the actual name of the resource inside the

jar file.
Example:

signed.http://www.alcatel.com/appletslsmart-
card.jaflindex.htm|

[0023] On Fig. 1, is shown a flow chart that depicts
an example of the downloading method awarding to the
present invention. As already said above, it can be
implemented on the browser of client's terminal. The
method starts 10 by an adion of the client onto its tenni-
nal fike choosing an lntemet address out of an address
book e.g. stored by its browser.
[0024] in step 11, the client requests access of a
Web server site by sending the Web location (Internet
address) he choose when starting. Such location may
be in the tom of a URL In this step. a secure communi-
cation channel may be established between the client
tennlnal and the site. For example, if SSL is employed,
the secure communication channel is established dur-

ing the SSL handshake. including by, among other
things, 6) negotiating an encryption algorithm between
the site and the tenninal and (E) authenticating the site
to the client tenninal. But the building of a secure com-
munication channel is no more of priority since the
resources are anyway protected according to the inven-
tion.

[0025] In step 12, the client requests a specific
resource within an application to be activated on its ter-
minal. This will bring the browser of the client to look
after the conesponding archive file 13. After finding it,
the transfer 14 of that file will occur through the commu-
nication channel.

[0026] When the archive file is downloaded onto the
client tenninal, the authentition procedure 15 of its
signature will start. The browser will apply some decryp-
tion scheme in accordance to the one used to encrypt it
[0027] Dependent on the result of that procedure
15, will depend if the resource is taken out of the archive
file or not. in the negative case, that the signature was
not entirely recognized, it will mean that eitherthe client
is not allowerl to download the requested resource or
some codes in the archive file were illegitimately modi-
fied or added, then the archive file will be deleted 16

from the client tenninal. Optionally, the protocol will con-
tain the step 17 to send a message to the cfient to warn
him about the result of the authentication and/or to send

to the site a message 18 infomring the signer of that
resource and/or site manager that someone tried
unsuccessfully to download some resources.
[0028] Alternatively, if the downloaded archive file
was decrypted suwessfully, then the browser will look
19 for the requested resource into the downloaded

. archive file. it will then activate the resourceontothe cli-. .....t....,..- ...., . ....-
ent terminal 20. The protocol will then end its procedure
21.

[0029]
ured to support wirious options, without departing from
the principles of the invention to assemble all resources

of sensible appfications into a single archive file pro-
tected by a signature and ready to be downloaded.
[0080] The fact to implement the protocol onto the
client browser, enable to perform the procedure in an
almost transparent way. The client will not necessarily
notice the take place of the authentication of the
requested resource. He will even not know that the
resource is somewhere archived on some signed file. It
is the browser which will apply the protocol after the
invention by first authenticate the signed archive file. If it
succeeded, it will then retrieve the requested resource
out of the archive file and activate it. All the steps may
take a fraction of time mainly dependent on the transfer
rate on the communication channel between the site of
the Web sewer and the client tenninal.

[0031] It is therefore particularty adapted for Web
pages (applications on some site) which often contain a
certain number of applets (resources made of java
codes). They are some times part of the application
user interface and are usually downloaded and dynam-
ically generated. Apptying the procedure according to
the invention ensure that the whole application user
interface does not contain any fake codes put there by
some impostor. it is an ideal procedure for any applica-
tion but some highly secure applications such as elec-
tronic commerce applications (elemronic banking
service or smart card facilities). The method according
to the invention can be used also if the conesponding
signed archive file is downloaded out of some untrust-
worthy site, since the entire content of the resource is
itself protected. The author of the resource has the

assurance that every reader of its resource will really
read the infonnation he put there himself.

Claims

Method of receiving a resource out of an application
stored by a service provider on a site at a client ter-
minal, both being interconnected, the method com-
prising the step of

requesting the resource within the application
on the site from the client tenninal: and
characterized by
the additional steps:
receiving a signed archive file containing the
requested resource by the client tenninal;
authenticating the received signed archive file;
retrieving the requested resource out of the
received archive file if that was undoubtfully
authenticated.

The steps described above can be config- .
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Method.ot-receiving a.mour'cetasclalmed.ln.claitn.......,_.....,.. . —s—‘u4--‘R----. ..,.,.-...
1. characterized in that the entire requested
resource is signed.

Method of receiving a resource as claimed in claim
1, characterized in that the signature at the archive
file is authenticated using a decryption scheme.

Method of receiving a resource as claimed in claim

1, characterized in that the service provider is part 10
of a decentralized, electronic database service

offering an ensemble of dynamically connected
information like the Web.

Method of receiving a resource as claimed in claim
1, characterized in that it works transparently for the
client.

Method of receiving a resource as claimed in claim
1, characterized in that the requested resources are
object oriented resources like java applets.

A computer readable medium having a program
recorded thereon. said computer readable medium
comprising computer program code means
adapted to perform all the steps of claim 1 when
said program is run on the client terminal.

A computer readable medium as claimed in claim 7,
characterized in that the program code is built with
an Universal Resource Locator syntax.

A computer readable medium as claimed in claim 7,
charaderized in that the program code is imple~
mented into ,a browser on the client terminal.

Tmstable cfisposal of a resource from an application
on a site to some client having a terminal intercon-
nected with the site
characterized in

that the resource is stored in a signed archive file
on the site.

11. Trustable disposal of a resource as claimed in claim

10, characterized in that the archive file is signed
using an encryption scheme.
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(1?)

(48) {me at pubiicmiont
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(21) Appiktanan number: 05104956.?

(223 Date of filing; oa.u3.2aa0
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mac NL F‘“!'_§_£ _
zlasignated Extensicun stares;
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(71) Alpmicani: uNWERSt'TE CATHULIGUE BE
Lmsvma

1368 Lame-sin is Nemva {BE}

(54)

{ST} A mobile ands: iinked to a cpeniiiczela including
at mast is resountssr requimments fiat {RRL} including
the-sfi rssaumezs needed by the mobflezmde 36 be prepv
my executable plus those rasaurues that arse knuwn B

prfiaai tat: be accessed when exmming the mums etude.
The uniqme certificate wntains. adziitianaiiy an manat of
the carfificete in$nrrna1§m identifying the entity Lzsming
the aertéticate. st sn!:ject3n1orrnatit>n §de;r.ntifyEng the ma»

zriimnaasgls new* -‘- -" Jlx J "
ii:vsanx-'«’:~\

{T32} iflvefitora Hibémdonneliafia
-132% Rem: {ES}

{M} REPVESERIWVEI
Kirsehner. mans mew, Dipi.-Phys.
Schneiders 1?. Set: renm
Recktsanwfiitc ~ Pstamanwfflte
fiaime: 5:72.553 38

81 47%.’: Mfinchen (DE-1;)

nubile coda andhod for rasneurce management far re amie

hits Qmtfé to which tha namfisate is referred. and a va-
tidiiy pnefiasi information stating me gberiam a-Mime within
which the certiiicaxe ‘rs vaiid, when do-wnioading us’ up-
E-aaxiing a mohila code the REL Q fransfenedtes the use.-r
Tiizmming the user of the resoume arszquirernenm of the
mahiie made. An execution envmfmnment is pmvided in
an execmicsn pear of the user, the execution envinsm

mam defining :3! (east the resautee access pniicy that
wit; he applied Ia the motxilies wade an execufinn.> \\l’i- .=»

Psizwaatz-y.w:m,)suu1P#RI5{F?|:

{:1} SP1 1:32 mAf:'
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$0001] This imientiim reiaies to S rmbiie code and
methmi far raasourae msmagamant for mabiie code.
{none} Nmwadays. with the re.-¢s~m exprfarive grmvm C3?
the lniarrsat. ins» number :3? acrmpuiar imeroormecied in
a- gicbai ccmmunicatiens nemuriu grows enpanenfisiiy.
Man)‘ View the iniemet as a univemai cnmmunktaiisms

medium that can iepiace teiephane, teievision and ra—
dia. The peieniiai is there, but pragress has been ham-
penad by the span ::iesig‘n.oi the network iiaeii; ii is stiii
tan 2.33:3? In imercapt, maniior and imger massages on
the interim‘, and peopieaze nrzluctam its use the network
in: financially at iegaiiy seasitivee dais.
{D303} Gctmputer nehrmrics are waiving at a very fast
pace, and this evolution pmceeds aizmg seveemi as—
pacts; Network iinics arevcansiamiy imprmred, am) tech-

ncsiogicai davetopmemsz lead in increased ::csm;:utaii:.m-
at power in netwark nodes. with increase in size anti
Wfiummnca ofmmpuier nemesis, nerwmk connective

it! has become a basic feature at eornpuiers and many
pmducis is: the consumer elect:-units inuusnry. an the
other hanii. users can explain nezwork iamneciiwty hide»
pendemiy at tiieirphysicai iucaftun. inihis new menario,
manila assays can mom: tugeiher win: their hi:-513 acmss
difierem locations and siili find their warking envimmmm.

{MM} Tha problems famed by users uf the intemét fall
into Mo main czategaries: pmaay and authenticaticm.
Privacy invoiwes transmitting messages that cranium he
aitéfved D? H?-iii er! mi.-rte, whiie amchenticatim aiiows.
each party to a mmmunirsaiion In besure oi the identity
ai’ the utheer. Cryptograguhy hows the promise cf 8 satu-
time to these prohiems.

{W05} These dawelapmenzs iead to £5 widespread ah‘-**
Iusian oi services and appiicaiions. making it necessary
to increase the cusiamizabiiizy at serviees. Thereby, fif-
feseni was-sees of users are met: enatxied ta iaiiar I119

functicmaiiry and iniwiace its a sewice axxmrdingm ma-ir
specific configuration, needs and prefevmnces. Finaugr,
the dynamic: nalure :2!‘ both the undeviying mttwmie in-
lrastructure and mariiei reczguinesmenzs demand higher
ieveis oi extansibiiityr and liae:-cibiiity.
[M963 There esxisi aim-any a number -of patent pubii-
catians reiated in security aspazis and authoiizations
for mobile pmgrams. Tha ssysiems dc.-mined in these
Qaient puhiicafmns have. hcewaver seriaus draw»
backs. First. whenever eertifcatim is uée.-d, ma sysie-rné
Féiiuife the Bxifiimce of 3 iiierarciiic oertmceauion infra»

stmcmre in pieces. Swami, aiiihes systems deal with an-
zhorizatiun. Amiiinaiiy-,. these patem pubiicationa aii tan:
about Sm»-save} re$ource amass such as fim ;:«er'rn':rs~
sigma. program execution, am network access. some
axarnplw etsiihsese patentpubiiszations am dismissed be»
iaw.

{Gfll}'.i']‘ Tm US 5,6 3231 1' A reiates in a aoinputas sys—
tem seeumy meihmi and apgsaratus having program nu
thurizestinn infnnnatiafi data stmcmres. The aut!rofiza—

- A-7‘ 'i;N.~..‘ -.
" ‘§ic:n‘ii:f<::i‘z1a:fii5n i<.-fiabdirt hm iévei .resz>iii‘ée“'3caess”“ at ‘“

upetating system leveei. T216 only aria-rrzal resouices
avaiiabie are the pussibiiity to caii armmer oaxetzmahje-.
Furlhertnura, the sysiem needs to be irnplamenied at
an uperating sysiern Bevel, The invention status that it
an authorizations amines in me "Program Autharizaiien
infamaatian" are no: granted, the pmgram can net ha
executes:

[0038] The Us 5.&§2‘,904 A mates in a code certifi-

cation {or n-etwark transmissimu, A system is described
tc: support the distribution of software over netwnrics or

eff»!-‘me sarong with an Awasa Guam)! Lia! {ASL} tarihe
program Risen‘ and 3 oertiiicaie max makes‘ the program
s£3¢:i.iiB fur maecufian. in this case, {he code pmtfustion
systein submits iiiev pmggram and the AOL far the pm~
giamto a skefiifixtsiiinn authnrity, which sands‘ bank. a cer-
tificate an the code and amine: am an the AOL For we
program. A: distribution time. the cade is «sent siong with
mefiiCL,ti1ecamfi=ataanthei-modeiwniciiin iactis more
a signsmre than a certificate) arid annular certificate on

the ACL (again, this is mare a signature by a CA over
the ASL than as cmificaie). The ¢0i'!N5fi‘i$ in? ma AC3. de-
fine the rights and iau!horizai.ion3 a W‘i:g.ram has. In case
mat aii at these authorizations are gmnied by the axe-
cuiing system or user, the program carinut run.

{$699} The Us 5,392,904 A shaws a symem weer-
fifYif3§ 93843-itabie abjects. The patent deais eaccinsisrary
with prognamaestificatiun for neivm-rktransmissinn. This
cemficafion guarantees program integrity, gives we-~
scriptive inimrnaiian can she pmgrarn imeii and warran-
xion an the entity that aerfrfies the program“ This patent
was no: sea! with my kind :3! auihurizaiian nor rasuume
amass.

{G318} The US 5,9193-$7 A relates in 3 memms in;
the dmrflzutim uimde and data updates over any net-
wmk. fipplicazions are seen as chamieis mat can be
subscfibed its and updated. Whenever a user suh—
scribes in a cfsannei, the assmiatad appibation is down»
waded In the meat disk and can be execaztem any
number :1! tirnisss. cm the miner ham, there is ma possir
biiity ta define an updating rate in which appiicatians wili
ha updaied if nmexxsary. This memnd basicairy deals
with sufiware ciowriioading and updating and iaaics,
however, st:-ma imywrtani aspecis on semarara downa

leading such as secuzfiy and paymewiieensing.
ibflfii The US §.£.iT£.4aB4 A describes; Si systsem in
yqiiich code is be semth{ou::jh.1he nampric is assuciated

' with a “privilege request mm‘, Le. a sat M rights the
mtie may exercise, and digitaiiy signed by 3 ceriificarion
aumamy. A hm-time system pravenis the nude fmm est»
excising unnuiiaorized accesaxes. A ceniiicaiien hierar-

any n;ez~ed$ ta he in piam an that the war at executing
sysiarn can verfly the caenifigate attached in the am»
gram. The ms: drawback aims: system is that it assumes
the iaxisience vi a sertflisaiiun hiammny in sash a way
that any user on the network can veiffy the vaiidity of a
giver: cseriiflxxzie. Such an inirasirunmra is not in place
rmwaizi.-ags and wiii mast iiixeiy never exist. On the atria?
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“«~~~'~-ha1'1d;Tt“rriake':: ttm‘-distribufing vauthbrfiy dependentfon
a oeriifica!ian authnrfly, which is a strung requiremeént,
{ti-G12} Them are man a numbesr 2:? acéentfiic puhi.im~
{ions dealing moms code handiing Exampies are: D.
Emma: and L. Gang. "E:q:ae.riemc>e* with secure Mufti-
Pmeessing in Java’. Technhtai Regan, Princeton Uni-
versity, September 1997; and G. Back and W. Hséah.

'Bravon‘ng the Red Line in Java‘. in Prueeedings car the:
W wcmnshop on Hot Topics in operazing Systems.
Maid: 1899. !EEE Cnrvgauter Society; and 6. Back, P.
Tmilmarm, L. stafler.‘ wgc. Hsier: and J. Lepraau. wava
0;:-arafing Systems: Design and impiesrnan:mian'. Tach-

ntcak Rem?! UUG5—3B~I3‘i5. Utxivemity pf Utah, August
1899; and G. C;e‘a§ks:vwski and T. Von Eicken. 'JPKes: A
Resource Aczccuming Interface for Java‘. in Premed-

A « mg.-s Mme 1998 AGL QUF’SLAC0n3érm'11:e, Vancrmver.
Bil}, Gntabm 1998‘; and L. Gong; M. Mueifag H, Pram]!-
chandta, and R. Schanwm. ‘(Suing Beytmfl the: Sand-
hmtz An Overview ca? me New Security Arahitecmm in

the Java fltsveiupment Kit 1.2“. M Pmceeziings :31 me
USEMX Syrnposium an Meme:Taschnniagies and sys~
terns. Monterey, December 199?; and T. Tack, D.
Sturman anti R. Campbeth ‘Securfly, Qesegaticzn, and
Exmnsibilizy”. Tecranfcsa Rae.-pun, unimrsily ts: minuis,
Nwemher 19933,; and T. vcm Eiksn. (3. Chang, G. C:za«
jkowsxi. C. Hawbiitzeii D; H1! and E1 Spannhpwer. ‘J-
Kemei: 3 Capaniliaygaaaed Gperafing System for Java‘.
Tu appear in Sectsre Sniema: Programrnings Security $s«
sues rm Distributed and Mamie Objects, Sprin§e:~Ver~
fag Leqsmra Nntw in Computer Science, 1999; and 13).
S. Wairach. E}, Batfanz, D, Dean and EM}. Feitem ‘Ex-
terisfole Security Architectures fer Java‘. in Prmeezk
ings arm-.133» Syrnposfum on Crperaiing Systems Fsiw
rripias. Dc1s:>beri99?. $aint~Maka,. France.

[M133 3% few years ag-9.. Java, deveiuped by Sun Mi~
cmsystezrns, txiggered most of the: atientmn and expeee
tatms an code nrobskisy. Eeing same ta run on any pm-
fmm. Java has becpornaa a preferred research and devek
opmeni language for cede mabéiiiy. Since then, rmsis
cede mcvhiiity msaarch fiteraiure reiexs to‘ Java even if

the paradigms. mathoda-fiagies atconcepts exposed am
genera! and indapemiantuf any ianguage, Tim» Java 32
approach tea the smxfiw of mobile was is rams-ed ex-
céusivety an centre} access In rasaurcea as me txmaz-shine
onto wfikzh the appikzatiors is Ciiasses are

gmuped in dtamains tiefirsad on the basis :3? ins utigin ai‘
- ;;.lhe cbdc.-7hs«afldz’€.:s.cf the 5:;-zverpmviding am; code

or men pubiic key assciassiated the signatune over the
code ziefine such dm1ain.s. A use; can then assmiate

1:) each domain an access mntmi list mmainmg the re-
soumezs made axraiiable to masses within :1 damein. The

Java runtfirrsa maintains a mappirxg mam abje-tats as their
pmiectian fiomains and that: ‘m thair pamwisfiionsr. Each
resaursre manages the panniasians by iisefl. Nmreathe-
less, it hm: same impmtsmt cirawbecks, Preciseiy, pfivi»
lagers: are assign-a~d to code based an their smrigiu and
mtairy imsepegndent at the applicatidn it impianenis.
There no suppmt for rescmme acxmurtiing, munitming

#5

or resesamaxsm. whieh ane:—req':meu mm 'ss'§$.°:r§rt3'i1t:i:‘:t"""*°“"‘ ~' ~ -='~ A‘
:3? vim. Furihezrmsre, mobiée amiss usuaifiy requires
awarenszss afi the kzacatian it is executed, and the pe-
snumes and as stale avaiiame in it.

$00113} Anather totally different appraanh to resmime
management names fmm tasearch carriaci am in the

past in ma fieid of operating systems applied is type-
:-mie languages such as Java. Type-safe Iangnages pm
wide the same tuncfionalfly as a MMU {mummy man~—
agem-ant unit} in ciassicai aparming systems, but within
a singie address space. The MMU is in charge of isa1at~
‘mg add:ess—sp£u:as -2.!” dmerent pmaesses running cm
the same machine, and user and Kama! executfan
modes.

{U015} ixpeesating systems imp-ierneniad with typa~
safe isanguages have swarm advantages cwer !raditi:>n—
at operasing sysrerrss mm hardware-based MMU. One:
af the mast time expansive operations an cnmpuiem is
commit switahing between user and ke.rn.e¥ mode.

These: switches smut every times. 3 usepspase appIic8~
tian makes asystam east. Any ugzeraxiazns on the file sysr
tern, networieaccesa or keyboard read causespmduces
acuntext switch. Tygre-safe ianguagves preven! mum at}
messing variahies or abjects fin an megs! way: czppvused
to the passibilfrty in ether ianguages iika CJG»++, in which
one can amass am: modify the pmscessas’ memary,
This imxure makes unnwesmary the use at MMU and
bposts the parfarmance C2! the system by avoiding cm-
Iext switching.
{am53 Howaver. the cement M operaiing system §im:~~
its the posscbiiifies: 91‘ such systems. The dflferent pm»
Ioxypess dsaai exciusivelyv with fair aliacatitm ax! msourbes
ta dffiemni ptncesses mnning on a machine. and ;m>~
Vida app£ica1z'on$ with cfiffereni ways to manage mesa
nesnmms. They lack, nravenhehass, me puss§bimy tux ex»
iamany define Nae: resnurrzes awaitahis to. an app¥i<::a1inn..
{EJMF} mtsbilktyia ezqzrkaitesi an an meme: mate,
mruzaaixred ta agmtate in iatgwscaie settings wiih hater»
txgermaus hast: connected by Rnks at different band~
widim. This aenception is Qppem-ad ta dimbutesfi sysh
hams providing object migratkm mat have been de-
signed having in miad stnaI3—sca!e nétwnrks wiih high
tsanssuvidzhs, Mamie cede is iacsazimn and envirumnemv

aware am} fit takes acticms based on such knowledge.
Nmrerrjhefiess. meme cede: has smm nonmegifgibie
risks regamsng its security. A pmgram gaing mm mm»
pater ta compute; with the s.s.ma~priui§eges.-xormev pm-
vitser aridthé nsér is a ncswaccaptakzze risk far system
a£lrn§nis:mior$ and users. Unless scams precaufions are
takan. mnbiie wifecouid read 3393, de=ieie:1hae:m. access

{he named: imperstmaling the user or abuse; of any :2?
he rer.o-urms she user has accesszs ks.

{$018} In View 9%‘ the above. it is an amact of the in-
sresafion to pwvide a securecli and scsafabie resource

management. at user fiawer when using the mde,
{(3019} Far achieving the above object, 3 mobiie made
oommisas a resdtxrce usage needs aeczitzan ccntaining
at £93.31 a sesaurce requirernents sis: {REL} incmding
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" 1misé'mrsnuri:e=s neazieéfhyiiits-mobiié code. ixxibevprupw
my examtabie mus mesa resourcx mat are known a

grief? in be atx:e::sed whim exectmng the rmmile caries.
The invention provides asacwre rasisurae rriisnagetnent
for mobile was an the reeemng anti exsacming peer. A
pmgrammar er snfiware pmvideridisnihutar aztasmes a
REL cantaining a desztriptiun of the ream:mes required
by the agzpiicaiion in arms: is: cmeciiy run; This iniarm.a-
flan is a IE3! at the difiereni sesaumas ma mcbiie cede
wsii eveniuaiiy access. The semantics at this Resource
Requirements List is ‘the prograrm-Aer of this mobiia
code ssates mm the appiisatiun needs to amass the re-»
sources imiie BBL‘. Tm: goal at the BBL is M: in trans-
fer authmizatiun mm: pmvida a basis in: the resouita
managernent.

{M20} .A::s:::3rdi’r:g ta 3 preiarred aspect of the inven-
ticea, the resnume usage needs section of ma mobiiev
cmfie is B certificaia which is unique for each diffemni
mobiie nude. Gui at‘ security re-ascms, it is p.raiem'.~d' to
inaiuda the HRS. in a certiiiaaie tinted in ma mcsbiie suds.
Far exampie the ‘mo:-zi irwcmant‘ certificate ia the ar-

tiiicslte which is attached, far axnmpie, via a suit fink by
means of a hash funciinn on the mabiie code. The REL
can: he ccsniaimsd Sr: this certificate.

{W21} According to a preferred aspect uiti1einven—
tian. the resource usage needs swim of the manila-

code cuniairss. in acirmian to the reseume: resiuirezmnzs
iist, any of the inilorwing infennmian: an’) issuer bi She ser-
iiiicaia iniamatian identifying the entity issuing the cer-
iiiicate. ti) aubiect iniorrnatinn idemiiying the mnbila
code {-1) whim the mrtmuate is reievtredi and at} validiiy
periead infamiatian staring the pariad citirma wimin which
ihe certifimte is valid, Any" of this infewnafinn subjects
serve in iurmer impmvs $313 ability :3? me system in man-
age nesoumes.

{£3022} Awarding in a further pteierred aspect ai the
invemian, the infarrnaticsn as to the issuer at the cenifv

cats: is a digest at the pubis}: key at’ the entiiy having pm»
dbifllzd the mnbiie code, By using a digwt of the pubic
key ui the entity having prudumd the moniie code, the
safeiy of this inicwmafinn is farmer imprcwed as it is
made mote difiitufi ta imge the identity of 91% entity.
{D023} Awarding ta 3 iutthar preferred aspect a? the
ifiveniim, the inin,irnatian- as In the issuer ni me c:en:Ifi—
cam is a pubiic key of the entity having pmduced the
mabiis cede. Using the pubiic key aaan ifianiifnczzaiion of
the entiry,.ha\ring produced -the-mppile made aicmg with
the sigriaturt-:s an we cmtifscate, ideniifies and authenti-

caaies the pwdumr and a high ievei ca‘ secumy to
this identificafion infnrmsitieyn.

[Q5243 Awarding ta a runner praserred aspect of ma
invention. thesutiim iufmmatiaen is a hash <1-f me manila

coda. Ta use a hash of the mcxbiiev mcie as subject 58*
Ibrrnalitm ansums again a high «we! of smuriiy in rela-
ticm in this iniomxzation. A5 sevcurity is an impnmant as-I
pen‘! 5:} the handling :31‘ rmbiiaa ewe, ihe importarsea :3?
the iast mentioned aspems :3! the imremian is substamiiai,

H3‘

{@525} Ammingiammrmeévmeréfieavaspécsmrme -i*»~*‘~w~-«—~‘= —~-‘ " M
inventim. the resource requimmems‘ fist uantains any
cif the foilawing inicuirmation: 3) narne ciftha rescaumia §n—
iarnmticzn speciiyimzg the type at resoume. 51 mtion an
ihe resource: specifying as In how we resource Shanta

be used, c} upper quantitative Iimii ininrmatian stating
the maximum uaa-ge at the PESDUFXZQ item 3 qxiantitaiive
point :3! view, and :1) upper qualitativxe iimit infulmsiiun
stating me maximum usage afthe msotsrce fmm ea quai-
iiative paint oi view.
{M26} The mama! iaformatican is given smut the re-—
source requirements, the better is the basis fur deriving
a succesaiuf and tailored management. Tnemfore, ii arr»
yone car sevens: at ail ai this iniarmaficin is provided, the
newiis manageineni is cornespnndingiy irrigsraved.
{N127}: Ar.:cwding ta a.-further preferred aspésct at rim
invention. the mnbiie awe and the cemficaie are iogiv
salty firmed by means iii the code hash. This ensures

that the mubiie coma and ma certiiinate ccsntaining the
infamiatiun necassary far perfarrning at Quad re:-murce
management are no: staparated in my stay at th air on-
axisisame so that the imbue cede can. at any time, set}!
on the resource management bassd on the lagicaliylinked ceriiiicaie.

{U923} Awarding to a miner prelerred aspect of me
inventiun, certificate war a sequeme of csriiiiaaies is:
iinkadits the mohiiie code and the REL iimthevtzeniiicate
nr ‘ceriiiicates iransfening trustfmm a principesi tmsxed
by the aofiware consumer is the REL eertiiicaie issuer.
The ceniiiaate or the sequence 9%‘ me certificate cam

tam one er severai ca-nificaiaas Iransierfing ausmariza»
iion Iron’: a exesuting pear in the principai who signed
the certiiiwte comaining RRL. if the certificate M [has
ceniiisata sequences islarav waiid .. the run-time £~x:3cu~

flan environment wili define thy resazmme imaiiun pniiczy.
This miem cm-minutes very much in-the success ottha
transfer and usage at the mom» cutie.
{D0293 Furiherrnare, 2: aenjficate csniainiag the REL
contains a afige-sit mine mubiiss mete that is used so vesrify
its integrity whisk is another security mature.
{M30} Awarding to 3 further pretened aspen: at the
invention, the mpmia code cemprisas Java pra§rarn$
and aappiicaiimas. As rneniioneé heme, Java provides
pmgmms and agzpiicatiunzs whim EYE mar: resiricieii to
special ;::3atiurm$ which rnearss that axis» the reaouma
management win he piaitorin insriegzendem.
{U331} Awarding to 3 furihizn pmfemaci asp.*22:?.ai tire.-
inventinn, the format as! the certificate or certificates is

SPKL As stated beiqw, the SPF?! is as praierred ‘lemma:
when patting me inveniianits practice as SPKD pravidats
an‘ the feaimes which are ixiesirabie for the invenilofl in
an eiiiciesst and eiegant way,
{M32} According ta as iurther gsreiewed aspemit oi the
invention, an exec-ufitm program is prezviciazi in an exa~
cuiion envimnmeizt ef ihe user, the execmion pragream
defining at least‘ the: resnume amass pniicy that xvii! be
agspfiedia the mails mafia an executitm. Such execution
pregsam win ha me mast suitshle irzui {cc define the re»
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the irnplemenfmian at the resiaurnve amass paiicy wiii be
done by an pmgram which is adsaptefi in the RRL trans-
mitted with the mdtziie code.

{U333} Fm achieving the abusive tibiae: B. nae-tfmd for
resumes management tor mahsiis ands: using 3 mebiie
made as discussed shave mmprmes, in the case cf

dawnioadin-g upon mquezm a mobiie coda mm. a pr‘im'.:i<
gm! {safiware prcvider or distrmitar} ta 2: user, in a the
negafiation phase in the beginning of the downioaciing
prtacases, a REL ik! is fransfenad tram the primzipie in
the user informing the user at the resoume requinszments
0? the mahiie cutie. Whenevera peer requeststa dawn»
ioaci mcbiis made, the RRL infumaaiicn is ussd in the
negoiiatiun pitrmcai the gsai of which is in ensure that

. she receiving peer,.tiasai‘I' meanings required in: the axe
ecuxicm of the mebiie awe. Exactiy this infairnatiuri is
provided by this method in a mam acivnmaggaous way,
Whenever a peer requests to downiead er uplaad. mo-
bile code. the REL inmrmatian nan be used in a nega-
tiafinn pmtomi. The goal‘ of this negofiafian ‘pmmcsoi is
fnrxhe sender peerio ensure that the receiving peer has
ail reseurcnes the mobiie appiication requires ta mceame.
{E834} Arxardirxg in a mum: preferred aspect :3! ma
invaniion, in the negaiiatiun phase. the tiawntaading
process funher inciudas as-er andior piaiioim authenti-
caiion, specifying restrictions impasa-«:2 by the mobiie
code disiriauior as to the user andlar‘ ptaiiurm invaived,
andfnr payanertuiioenaing evaluation, cwnprissiwg the it:
nanciai aspects of ‘ma mobiie ewe transfer. The pkaz«
form aurhenticafioa after: acute guarantees for the suit-
wfifé Bwducerfdislrfiiutor that is a cnntribufion in the
cieai is ankncwiedgad and The mnbile code is used in
me pmpai way.

[£30353 Accardingm ea mrthei preferred aspect‘ is: me
invention, after the negauiation phase, {ha mabiia code
is dvwiiiaaded. This ensures that me mobiie code is
dawniaatied and aniy than downloairiad if all ihe basic
requirements for its axecutiarn have. aire.~ac.iy been
checked amf verified as basing avaiiabie.
{N38} According to a further preferred aspen’: u! the
invem'zun,. ma rmbila cams: our upgmcias mares! are is
distribute-ci from a sewice prtwitierioa piuralitg 01 users,
and wheteiin. in me cases of upwadingi sddilinnal 'mi'oi‘~
maiinn is transmitted specitying which iiies need :0 be
deieted, repiamd in added. The rnobiie was and me£¥1~

was tiesiznbed so tar canggui-cniy, i:~e3.us:edrJ‘n a mgafiav
tier: betweaen Mu entitieé but aisu tar dtstrfiaming mabile
code from is siawioa prcrvider to 3 piuraiity ts! usem it is
amamageous tiiai, Fatima appiicasiaanai invssmion, only
at minimum a! aiidiiionai iniorrnatian is raquimxi which
Mr! be nut inta the resaume usagg ngeds sacfian or the
caitfiitsesie wmaining the RFIL,
[€313-3*} For anhiavimg the a.btwe~ abject‘ :3 method far
resource manage-men: far mobiia code using 3 mobile-
wde as I559-C3.k'3$9d abmra mrngsrises. in the case cf up-
Iuading upm request a mabiite code mm a res-nsmte

bwner it: -a user using a mnbiie code. in 3 ihe negatistimi

“‘ "“”'swrce aua:ess‘pazic§rwiaiciw-asis1o°i1a1r;1rie‘iaiivs§i:t2axge ma?‘ ***"‘ vhésa in the begir‘min‘§*ni‘ that upia§adii1g1iif¢)de:$:"a“fiFifi.*“‘**“**“*‘***“'“* "‘* *“-‘ ’*
fist is iransierrezi imm ihe nascume owner 1:) the user

irriwrning the user at the resmmze raquirements Qftfié
mobiie coda. Here again. the same advantages are
aahieveizi as with the dawniaading process.
{G038} Ammritiing in a furlher pretianed aspmt oi the
invention, in ihiss negoiiatian phase, the ugxiaading BIOG-
ess iurflret includes user ancifar piatform autheniifiation

infoirnation specifying rastzicfinns immaeci by the im
saurce owner as In the user anwor piaifarm invoived,
audio: yaymentfiicensing evaiuaiien iniormatian com~
pzising the finandai aspects of me mabiiei code tmnatm:
Aisn in ihe upioading pmcess, such intm-matimn is viaiu»
grain in conciude an aucepiabia Mai and tar npiirn tie the
msnmce ma-nagemeni‘.

{M139} Rwnxuirxg in is further preferrreti aspesci oiwiha
invention, after the negoiiatiari phase, {ha mobile rzuda
is upinasimti. This is again 20 make sure tha! the acme!
iransfer of the mabfle cede is eflecied oniy aiier ail the
security and msoume managexnem ‘infurmaiiun smacks
have been mafia.

[OM53 F0: achieving the shave uizijmt, in 3 meihadiur
iransiewing white Dude ihmugii an active neiwark far
resmsrce management fa! mabiie nude using a moiwiia
code of as dimmed above, the nemark cizmarising a
piuraiity ca? acstive riaiwmic naiies. the acme Raw is com-
pased U? the ioiiawing infnmtafian: a} amnbile code that
meeds—to as exaciiieei in a name which is cmssed byihe
active ii:>w,. :3) a iii‘-1-L-iisi iszsumi bythe entity ihai sends.
the: rmzbiie made to ihie netwnm, :2} a sertiiktaie or a sea»-
quence of certificates: whcase firs: entry is as ceniiioate
from the nehnmri»: operate: so the starting amiiy, and :5)
the dam i?!en'wei\re-5;. This method ensutes in a must adv
vsmhagaaus way ma: the mcxbiia code with the resauicss
usage rieiscis smziian can aiscs be use'«:fand1mnsfem-zd

in an envimmnent of active networks piaying an ever
intmeasing wise in the giabai pmgi-am and damn tmnsier,
{BN1} amcamiing ta a further praefenad 3993:: 9:41‘ the
inventian, when the active flaw crosses a nemoriii aperv
aim be.-undary from an aparmczr ‘K In an operator Y. the
exit made cf the cperaim It adds a exaeriifiaate to me Be-

quemzxe issueci try nenivzzrk nperatar Y‘ aumc-rizirig wiper»
sun; 3: it: sent: active fimnrs iiamugh its netvenrk. This is
a simpie antgi. meréfara, advantagzanus way in ensure a
safe transfer aima mobiie cvodewilh the resource usage
news sacfian within the amtiva networks.

[0662] Awarding in 3 further prefervea aspeq: ofthew. .. . '-
inventinn, ati azxestuticrn program is provided in an axis-
cunkzan envimnrni:-mt: (if we user, that execuiiun pwgram
cietining ai ieasz the resnuma amass iwliay thai wiii be
appiiecf tax the mahiie was an executien. As the certifie

cafe sequence with iesouice usage intarmaiiun is at
tamed to the mubiia code, this iriimrnazian can be used

by the iecssiving peer is define mg rszsmxrca manage»
merit puiicy an me manila time at runntime.

{away According to a wither preiermd aspect of the
invention. the execution pmgram is transmitted together
with me mubiie carie, Nae the exacuiian program maid
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it: the user, the iransier of the axevcutian pmgram iogathm
ear with the mnbiie cede is an ativahtageous way :1! hair-
diireg this rmartar,

[CB$}§-1!} Accssrding in a further preferrewd aspmzt 1)! the
invenficrr, the method csmprises any cai the iaiiawing
steps; 3} verifying ihai the mnbiie iaade integriry has not
been ccmipmmisad. 1:} reducing the certificate chain as~
so-eiatedwith the mnzziirscncia ED verify trust transfer mm
the execution eswimnmentta thesuppiieg and :2) state
ii prmwsrlike stnmsure tar the murhiie code which ism

rams ma rriobiia cocia from ether pmgrams running on
me same execution envimnmerct.

gums; Before axeecuting the mobiie cutie. the remiw
ing peer reduces this :3:-rtiiicaie sequerwe that camea
aiorig with the mobiiav cede. it me certiiisaieer-aequence
at eeririicaies is vaiid, the n:n—tirne execmirm amirm

mam’ wiii define the msuurce aiiccetian pniicy based on
the REL ainng wiih the we of amass to the restauree
and an upper iimit on its usage. Any or an of theme snaps
ctminbute to a snxocm exemiitm of the mobile. code.

Furihermoramie mobile pmgmms are isaiamd oneimm
each earner. Max: the amass in resnurces. is dane

through the execution emrimrimenr Hvaidislg iniiucantze
er irereriawznce :2? rnobiie soda and programs amongeaah amen

{ems} rincoraiing to a further preferred aspect of the
invemtian, the nasourxse aiimatinn gmiicy is defined by an
intersastlnn batween the sequence of traitfiirsatses, arm
of which contains the RRL. and the ACL Ea-ca! to the em-
ecuting pear. in otherwe-rd; auihorization its access re-

sources at ruwiirne wit! be defined an the executing peer
based an the REL andthe ACL.preach peerand/at user.
ii the certificate or the ccenificaia sequence 9%‘ ma rmrxiis
ieatres is valid, the run-rime executiawemimnmem win

define the resaume iocaticn policy based an the REL
and theACL The ASLcontains ex iisi of principais imam-3
ta the executing peer airing with a maximum resumes
usage list per yrinaipai. Unknown princzipais can have a
deiauii. maximum resrxume usage list‘ ton,
[min Accszarding in a iuniwr preferred aspect of me
invention. the mrmiiev suds ur the exescutiun pmgmm or
its reduced program is configured in discover that at giw
en resaume is swaiiatsie through the execution erwirnw

merit and tax request amass wit, and thus to dynamiszxajiy
raquefi 800933 E!) mher resnumes, and wherei 11- the earn

esxution emrironmem xiii simian on mntime whemerm». .«
gram or to deny such %. One advantageous: fea-
ture in! the mobiia code is it ahilfliyia ziiszzmer ma re«
swine: and utfierappiiczaiions presenter running on the
larger machine to be-abia to mrmnunicate or wunc with

them. This gives rise to new sacuriiy cancsemss far hath
the caiiing and the caiied code. Each onanri them migm
imgmse its own iamess Grimm: based cm an azrthenticat»

36 message exchange sgrstgm. which heips :9 nm the
mbbiie nude in a 3312 my. Ninzther funciionaiiiy of the
éxecutian ersvironmem is the dynamic: aiiocaiioru of ne—~

snumes not timed in the REL, Mara spetcificzaiiy. the mo—

40

‘ * “' ‘-**‘°*-"* ‘E3311 tie r:ravi:'ie~r‘i~se~;:aratéiy <5: “£2f’I"OI|'iE3'i"$ii1rt§§E!i’!Yi£d5a"“““‘ ‘trite aide can dynamicaii}*1iiscaver'ir¥si§u'rces un‘ti1e*ax='“'*““*°"i***i*****’»‘wi?**-- '**°
muting peer. Thereicre, the resnume usage poiicy can
he made dynamicaiiy umiareabie. ,
EGMB} Awarciing 1:3 3 imrrar preferrred aspect at the
invention, for rasaurces. mi iisted in the Hi-'11.. it me re-
source: is as buiicliin reseurtve in the exaculicn environ»
meni. the execution program wiii check its ‘mm-time re»

stzurce amass paiiszy" and d:=.~!enn.ine_ wiieiher to grant
amass or mi: in W: resource. This mamas: rakes ad»
vantage of ma presemze ai the bL§iit~i'ii ‘resource and the
geznerai ahliiiy ‘l?‘i6i‘BD5'.

{GD-39} According to E further prefemed aspect of the
inwmiim, ii the resuurca 3 anuiher mcihiie code, this
can define its own 8% pain?! swing Inwhcim amass
simuid be granted, me advantage being that any re—
soumes which are srvaiiabie in anyonia are irstegmied in
the procesa in the exescutiun envimnmen-t almost aura-
maticaily.
{D053} Awarding to a furiher prefened aspect grins
invention, wherein theexecuiirm pmgram mcmiinrs anti!"
or accounts iorandisar reclaim the resmrrcas Maenever

its usage iimii is exceeded depending on the ievei or
trust “$5 user has an the source of the mabiie eerie, the
reseurcas made avaiabie in the appiicaiian can be
mssied to never exceed the ailmtared amaunt
[£10513 in the invemiari. resmime news are described
and iris up mine execuiing enviicmmemio decide which
ones am grantee! and which was are not, based er: their
ACL aridthermsi path between ihemsatves andthecar»

{flying pragfmmer. This nefierztsv a mare genaralized vi-
sion oi resource as ‘anything a pragram can interact
with‘ which is a marsh lsmader czmcepi than the game
prfinii in the stata {if an. A main advantage at me ins
vgminn is tha! it provides secure fineugmixied access ta
mmuiues. both quantitative and quaiitaiivev. far mahiia""*===°W>“

code and mantis natirestntte-din prcwide an a|i0rnci1h—
ing amass czmimi in r'es£:uices. Furthermme. in me inw-
veniion, there: is no need for a cseniiicata.ii1fra$¥mi:iur1;-
in arder in vaiidate the certificates or €.‘7E!!’iiF§GaiE!'
senuenm .

{U052} The invention aiso differs from the state at art
speaifk:-wig in that the moi:-iia czndtr (porn-33 almg wish 8
nor}-exhaustive iist sf requimi resources. The list is new
ertimiess aniy intended for execariian emrirurimarii ifiimx

matitarn ‘me mobiie programs csauld run win‘: fewer!
gresrier rascurces granied or ciiwavzarnew restrurms on
me ity. .

{B0533 ‘ma execuiian emirunrnasnt embasiying the in:
vention aiiarws, apart‘ tram cunirafling and mantzgirig arr
mass in rastsurceaa, far coiiaboraiiun heiween different
programs running an this exacuiicsn environment,
£98541" Embodimemis. 91? the invention are new na-

scribad wim reference ‘I9 irhe atraeaizeici drawings inwhich:

is abimi: diagram View at the software pmv
ducer system depicting the phases rm
vaivaei in the pxmduminn vi a mobiia pm-

Figure 1
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Figure 2* saw 8 duwniaafi upan raquest case in
which a sofiware mnsumar mwtzuesxs to
dawmaad a mohfie program fmm a. safto
ware distribumr.

shunts an upkmd upon mquast caste in
which 3 resource requests! cnmnms a ¥e~
smme tmner and asks to uplmad a mabiia
pmgram that win am‘ as persnnaiiaea mer-
faee the r:‘:sou:‘ca;"
shaves a brnadcast 2 multicast :21‘ mobile
pragrams nr upgrades case in which 3
sarvice provider teroadcasts mobite pm—
grams its efier new services to its sziients er
upgradesipatches;
shows an active fiaw crossing the acfivaw
nerwuriz between ‘twa axeitution environ-»
meats.

shows an execuficn environment for mo~
bile cnde. -

Hgura 5

Figmrg 5

[$055) A snfiware prtmuc-at ta ma enmy respunsfiale
tor produning as mcebiie made at program. 1'!-sis principal
can be 8 prbgramrmr, E department ‘wimm acsmapnuy,
an organization. me. The muhijle made is any wade nr
appiicatinn that can he .sesnfl're¢:eiv8d thmugh tbs 1'58!
and is.thus,suscepfib!ea1at1acS:inQ1he executing peer.
The mabiia nude can 5650 be a local 69-11:; that has ar-

riwed at the peer thrczugh a neiwbrk or applicatims on
CDRDM and distributed‘ to the users.

{@056} The flmt step in the prn-2.355 In attach a saw
tificaie to the mabikamde»sta!ing whisk are the {assume
usage needs for the given program: the sofmare pa»
durzer wrfies. a mnbilr: pmgrmn that warms to diffuse aver
the lrstemet To da as as needs in attach tn the moms:

pragmm a certificate dsiaiiing me respurce usage
needs or the mobile pmgram. This certfifi>.';ata~ is unique
for each oitreram mabiie application and wnmins the
follawing intonnatfionc

E) Issuer of ma nevrftflcaze:

This is a. uninua identifier far the sofiwam:-.~ pmsfumr.
This needs nut in re.-prcmssnt a Whofe ofigaflizatlorxz
it can be 3 pmgrammer within a wrnpany. a re»
search gmnp or an «pen snfiware gmup. Prauk:al-
iy; it xvii! be a tfigest {cw hash) ct! the public: may of

~ me sotmare pmducar, or the key ma.
11) Subjeéi: ’
A value aha: uniqusaty iderszifies the meme prawn
tax which the certificate is mmrred, In cry-piogmphic
'womsi this win he a. hash of the awhile pmgram,
:2) vafidizy parted:
This states mam when in whem the given certificate
and thusihe infmmamm contained in R is niaiicl. This

fieid atlavm for producing dame: sefiware with shat:
vafidity perms. er rezease ssitvtezre with tong mes.
d) Resaurues Requirxzmxmts List WRL}:

This 1&5! shcuid csnntain these resources nmdad by

15
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* ' '*' ~' ~ W >-**=*~=-’- \-the tmbffe prargram withou.mrhiz:2rt£*%§‘un"s:b:e to'ex:** “
acute, pins these: resourws ms? the snfzwara prsr
dnwr knows a priart ihamii] be amassed. Furezasm
army ef ‘the sisnhem shauid be me: milawing infer
marina which m3£»cn'hes preaisety the access tn therasaume:

:11} Name at the resoume;

This mama am he generaf speaiiying the type
{if vesourcae, 9: more deiailed. for exarngxte the
resounze manufacturen. The name can have

cunstmclor iika flange‘, 0! ‘prefix’. Far example,

C.’sTe<mp\' saareds tar any file in me zemponary
directory.
{:2} Actiun of the resource:
A statement as to new me :‘es3un:>e‘ shank} be

used. Fer example. I‘: accessing a webcam, am
titans suppomad cauid be read {the images},
zcmm, an, :33, {cans and morve,
53) Upper quantitative limit“.
This statement relates to the maxwxmn usaga
cs? {hes yesoume from a quantftaiive point ofview,
mt’ example writing 15{)Mbyte:s to: disk W aflo-
gating 30Mby‘§es »:‘>f memory.
dé) Upper quatiiativna iimiiz

This siatemsent relates to the maximum usage:
0! the msutlme tram a quaiimliva point of view,
for szxampiea network wnneczian veil?» ‘1OMI3i1sf
sec, 0! E émbitsisea videa decndwar.

[0957] mm 3!! the praviaus irstermazion. the sofiwane
pruducet creates a mrtiiicata and attaches i: 10 the mo-
bise pmgram. Hera, "azta::h" shaman: am. he undmsigmd
m 51 1:-hysimi fink, but a isxgktai arse. Preniseiy, a char‘
actterzsfic as? czyprtographkz hashing mnctiuns is that for
Ma diflefsm §HPt31'.$. {ha msu I1 win be different. Marenver.
R is mrruputaaiiaraalfy irmrmssibbe, given an input. in (ind
amtamser me ma: generates the same tsutput. Thus, mo-
biie pmggram anti rzerfifkzaie are iogicaiky linked.
{N358} The mrfiikaia fields dasctibed above am
theme required. However, a: mmrmte can ccmairs some

options! irxfmrnatien such as {ma cherfiicautin atriharétyr
ienfiiy capmie at genwming certificates} of me issuer,
an addrm wiih detafiea infmmmfian an Iha mubiie ap~
p1icatic.2=n,etc.
[M593 it smuld he hated that the Rm. canificata is

., amya requiremema $331 issued by the progmmmer of the
mo-hits pragmm. M can be 5636:‘: in the ibifawingsentian,
ibis. mnifzcste ainma prcmdes rm s:2~cur'rty m an. Upon
safmara ciisiribution, the manila pmgrtam and the REL
certificate win be accnnzpanimi by a sequerme of (:e:tit’—
icatm transferying trust ham 3 mincégai mated by thus
sofiware €JDfl5U.fl'h‘2l' to the RRL ceztmcate issuerm
{(3080} The distrfihution af muiaile appiicafians and pm
grams can fulkow diitere nt. paxtems. in th§.¢:~ session. dif-

terent scenanhs of mo bile semi-are distfibufion are pne-
sented, ii shauéd be nazemhattms sacfian dmtea net deal

with ciassicsai scftware downhaad mm the Internet (ftp,
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him. em). but any wiihrnnb&§é‘a;:p§$::ai§nns ms:'12a3<t':=ad~*“*‘ ' ' * needed. any pwtocai ‘cwmgmphkfiratbmrnmybem “W ~“~*- -varmazge af the ‘mvemlun.

[(30613 Figure 2' srmws ma interarziens between a
scaiiware dismhutor and a software mnaumer in ma
‘dzrwntmad awn reaguam‘ case. A user or devizaaeonzascts

a software distributor anti requests ta siavmroad a spa-
cific arena of sofiware; when the sutrware rjistributar re»

eeives aunt: a regneat. it starts a negnfiation phase pm»
‘sinus in the downmading: of the mobiiie pmg.ram..T?1Is
negotiation cumpretmnds several subphasm:

:3} User amiim piattorm authamication:

A software distflhumr may. and prnuabrg win. Em»
pose restrictions as to whom er where the scaftware

is being mwnmatiaaci. Srams-are prcnziucers ordistrib-
umm may require srmware In be downloaded ante

aware gatamxms that provide same guzaramees as
0? them wiii not be any imerferamte rm prcgram ax-acutian.

by Resrzr-urea requimmerrisz
in thfis phase. the software distributor infasms the
consume: :3? the resource requérements an the mo-
biie program. The objective or this phase is tr: avoid
ms tiownmading at rsafiwara that wilt not be abia to
execute due to §as:k ed reseurce-s. Note mat the R81.

is run! exhaustive. since. by defirmicn, mnhils cede
shouict be abte ‘R3 discwar rescmmes presemcm the
executing p¥atiurm.. The snfiwarae cnrssumer an-

swers back to the dirzaibumr wits‘: a list at grincipais
‘st tgrusus and in whwn it wit! gram access an the re-

seumes. it is the dismhmofs responseaility in pro-
vide 3 sequence at certifazatas transferring trust
from one of thrrse pfificipais R) the principal that is-
sued the REL, mung with the REL cariificate and

“the rrrabfle program.
5) Payment 1 licensing! evaluation:

Since rm: all software 53 free: of charg-e;.. this phase
deals with {he financial aspesxts u! sufiware vsismbue
firm. Hem, soitware dmnhutarand consumer reach

an agreement, possibfy with pram‘ at payment ar 1;-
rzense, beirare the riawntxsading of the meme prev
gram, Nata that the cansumer may he mquwfing
an avaIuar.i<:n software. In this case, the army dim;-:‘—
arwe xvii! he that the BBL <:artffica§e will haw: a short

vaiiriiiy period, and ptariorm aumenucafion as de-
mribed in the previews phase bemmes mandatory
in urdar ta await; illeggal usage of the-_.:s:>1:ware.

10652} The hast step in the pmczess is the actuai mm)-
mass at this mahiia pmgram, me HRL ceriimate and a
sequence at ca-rtificares that transits: trust ?rom the soft»
ware crmsvumar down is the principai that imued the
RR. crasirficme. Alctng wfih these data, the safiware dis~
tritautor wiil mast. iikeiy send a dascrimirm of the mama
may wélh infmmatian such as name. versrum etc. Seitv
ware mtegrity is assures by the sungect Read in the rim.
c:er§b"ir.-are which contains far ea-mnnpie the restart :3? a
hash mnmknn on the mobile pmgram tile. 11‘ privacy is

57

used.

[M31333 Figure 3 srmws 3 was in whim 3 ezsai-mute: ar
device wants ta amass as rasaume residing on a remote
mrnpmer. A msautce requester csmacrs 3 resnurna

uwner and aslm II) upmad a mnhiha program that win are:
as persanafized interface with the resource. Exarnpies
ofmis are analyzing images of an eéactranicmicnasoope
or maven data from ES compressed fmmatte postscript
befona printing which means an appiiazation warning to
get some specific infumrafian from an eiectmnic m§>3m~

seeps er priming smmpressecl image. However, the ra-
quesmr may not want ta access directfy the resource,
bu: use a specific interface providing the desired fumb-
tiorsality. This is done by sendfing 3 mobile afihlicatian to
the resburce rswner system which. in the first case. ax»
tracts locafly the inmrmation from the mécrasortnpe imag~
es and sends it back R5 the appiicatizm or, in the second
cases, cmweris from ammpressed image rm-n,.a! in past.-

script harms standing to the primer. imzmasss 1119 prev
forrname nf the appitation.

{D1164} The prcxtlmois between paem are hasicairy the
same. as in previous case or the carmnuniigaiion be-
tween 23 emfiware distributor and a mnaumer, with the
exception that hem there is a request is uplaad mahite
made instead of r1cnrm£oadi'ng, As for the negmiafion
phase, user mm? platform authenxirzarion wiii be used
here by the rescrirrce awnac. since it mam have its mum
poliay as at who can upiaad scrwaarer re the system. an
the ether hand, the payrrzerattiicensing phases can be
used hare whenever the resauree resquestcsrshauad pay
ta assess the resaume. An axarnpirs wcmhci be sending
a. manila pmgram that querias ax nemure database Mr
whfch a suhsarip-lion is required.
{D855} Figure 4 shaw'sthe*ca1‘:e‘af as wrvice provéder
with aeverai, bmadcasl. ur muhicasis mubifa
pmgrams ta am or some of its cfierars. Tnis mobile cavda

can be whether a nsaw mcztniie pmgram mat ma ssarvkte
pmvider whizahes; ta instai! on em its ciiem plaafmrrxs, or
an upgradeipatm ta airwaady existing appimiiczns at the
sum-2cr§be:s' sysiema.

{G866} Given the rraium er the hruadcast scimaria, in
Ihis case there is not the pasfibiifly of an irrmramive p.m—
taee! between pmvider and cznnaurrnzrs. There-
fzma. when the service pmvéder braadcasts the mobile:
pregram mung wfiih ssome exira infnrmationr .\n..v,_‘, ...

a) Enstaiiaxicm I upgmda intarrnaiion:
The installaticm inforrnafian is basinaiiy the sarrxe Env
furmalian abuts: the mabiie pmgram slam in are aar-
Iiercasea; In the case of upgrading, me service. pm»
‘wider needs in specify whim fifes. need in he delelr
ed, replaced or added.
b} Gettrfizate :;eqx,ugme:

If. in this scenarin. me receiving systems are sub-
azibad to a servim am: thus there is aiready a trust
reiaifunship. the service pruvider needs my ta proe
wide the aequerace of nesfifrsaies transferring trust



SOPHOS 
EXHIBIT 1004 - PAGE 0213

1’. .:

15

‘*'-'"“* lmm -itself to ti1e'p.mgramm'er. "Fl‘l:2'$al1"f<‘§e"p*f!'i\Pl‘E1‘el’=**"-~“”"”""“‘“ *3) verify that the mob‘s12"l:tn!:lr§frf lsfitegrity has my: -===~---on-W nxayav-.fl:.d»$.'-:~t*l
itself may he also a mtftwara praduser; in whims
case the aenitlcate sequence will be azumy;
It} REL certflhates and mobile program as in praviwbus was.

3306?] The case in which a sewke pruvider ar soft
ware azilslrltnutcar sendl’; a rmbils program in a single re»
ceiver is at special case at the (me presented abave.
{B633} Relive rselwutits am 3 but wait: of researctt
ncwadays, The lnea behlna active aehvustts 'a the pas»
sllxility to cnnfigure each nude at ma nemnrlc as 3 data
fl-aw traverses ill. The a-dive flaw the data along
with code that is executed by each active» made and that

does any processing on the flow, This pmcessing can
he tram decifiing whicsh link the flaw sh:auldal‘ullow~.up 1'9
reducing; the quality at at video flow depending on the
capacity of the link,
{(3059} Figure *3 shows a scenalio in whktlt at tlmv be}-
tween two execulitm anvlrcnmanls, La. mmputats,
creases several active nodes at‘ rcmters from different

netwu-rl< npemznra. Any negotialjan between active
nodes lselunging to the same car dlllererlt network upen-
atom are not passible in Ihls case.-. An active flow is mm.-
pczsecl at the tallowing infurmatlmr

E) The motalla code that needs ta be executed in
even: name the flow i)t‘<338$$.

bl RFIL certificate issued by the oz-lglrxatlng exacts»
Tlfifl is-nvlrnnmant, the entity that semis tlla maztalle
code la the network.

c} A sequence of tmttifisatas wlwse first anti? is E
cssrtlficaté lmm the natwart: apetatcar X :9 the em»
cutlun environmant. This cezrtific.-ate allows the lime

to crass all active nodes belangingtmvropemtm‘ at.
when the flow cmsses an npel“<‘i'£t)! tmunslzary, the
exit rmde. of operator X acltis at eemlicate ‘la the sa-

quenca mum: by nletwclrlc upstate: Y auizlmrizirtg
opasatur X to send flows thmugh its netwnri:
:1) The data itself.

{mm} The certificates between netwmi: operators re-
flect reahwortd deals between as.-twnrl: Dperatnrsr. An
anemia: Y may auttmtiza aperatnt X. 330 crass its l‘lE°‘.~
warx, but lmpnslng same limits to the resgurtae avails»

ble to mabile was sent. In this: case, llama is a pasticeular
need for the attlve node in croutml the resources made

available to “foreign” mabile pmgmm. “ l
[13071] The last phase irtlmlved in the presem lave!»
liars is manila was sacurlly during execlstitm and saw
cured reaource management. The mtabille pmgram has
gutlett tn the executing system. or it is already present
on the systaam. 'l'he eetemttlan envimnmem, that is the

animals in (marge at astacuting as mobile program.
maecls ta meal same requirenteuts so that the sacurtty
all 133% system is not mmpmmlsexi {me Fig. 6). when :1
mobile pmgram in launched, the executian emrlmrlment
perloms the mltovvlm steps:

EPl ‘l32?96M
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been mmpmmised. This is dance by computing; ma
fiaah mansion can the matllle pmgrezm and tteliiytng
that the mutt is she same as tn the RHL oartillrzale.

tn) liledune the ace rtlfimate chain assbditled with the

mnbilei pmgram to verily that trust. is passed from
the executing envlronmenl to the pmgréamm-at or
the latter aitlle BBL c-ertllicaze. Ta ckathia, the ex—
ecution envimmaent news to ac:ce.szs~lts awn arr
tress mantra! list {Act} ur the ASL at the user.

(:3 Define the nesuutce access policy that will be ap»
pliéd to this mobile program on emculinn. This m«
sourm accesspalitzy is the inters-acalcn between the

RF-‘ll. and the AC-ll plus eenlficata sequence reduc-
tion. Nate that this resource accesspnlkzy mesh-ears cm~
t3‘ t0 tltose resources specified in the an; ant! the
ACL. Mobile pmgrams can dynamically requast ac»
cess to other resources: lhe exacmtlun smvironmant

will decide an mn—tlme whether in gran! nr denysuch amessa,

(3) Create a pramss-like atmcture for the mublle
pragram, which isctlates the pmgram from other
programs running an the same executlon emrlmn»
ment. The pwcsss abstraction 3159 $l'll6l’¢.‘~€$ tha
pmgr.-am ta gs thmugh, the exesutinn envitartrrlenl

in Qidflf ta amass any msuurae.

{non} Whenever it manila program requests acsesss
Gt’ tries ta amass a Ieseume, the ewtecutlan envlronmént

caheclts in the rmeurce amass pcxlicy all that pmcess
whetlzerlt has amass to the resources Ct!‘ not. ll it dues-,
it will pmvkie as capability that will monitor, amount lur
and re¢lairn'the ms-trauma whenever its usage limit is exv
ceceded. There am, neuleitheiess, excaglion in this: law
level tesnumes, that is CPU time and membry, wanna!
be managed ihmugh mpatxllities; ills exescufion em?»
rtmment ma-nages them dlr‘ac*d}*.
{U873} As. slated abave. the mol:>lle~ circle has the abil~

ity in dixmver the swim on wlziitxlt it is laeirtg‘ executed
and tztlqa Elt,'N§l"ti$tQB of the F6!-$Bl.!!“u3&S available. This

means that 31 pmgram can dmaver that a given re»
Sburce is available lhmugh the execution environment
and tequest annex ta ll. This resautce me: he a lmiltvin
tesaurce in the axetnfilon emrirtmment or 3 somaw

lzxased ratourxte, Len any ether 5-nubile pmgram that al«
lows being called.

- itltlifll} it the resmxnx-*.« h E! !,>ui’lt~ln one in the system,
the execution ewtvimnraemt will check its: ‘run-tlme re-

source amass policy“ Sxtld determine whether its gram
amass tar none the nmausce. lt.. an the outer hand. the
mscmme ls another mabile ;:r<*.-gram la Vida: decoder ill’
at tiwacryption service leer example) that glvex amass Kt:
anyone (it has not defined a lls own sesmmaa amass
pnli<:y).. atxzess is granted ton.
[t3Ci'?5§ in case lite:-. sofiwarsmased resmlrce delines.
its own annex pulley, the axecutinn envlmnmenr will
query the rasaurce list!!! as to vsrliezttet accssss is granted
at next. Ttlls means mar mobile pwgrams avaitatzle as
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~~w-m~5~+-‘>--'-=- -W--'résou:i:es*ar§'aer~sys:em’havé*rha‘abingrtn managa'ane§*-°“‘~~circutt‘~‘»- from'ti1t=.- vefii3fl‘ng‘1¥1ax:a‘1§nr:‘s~w3t:‘1sassibly “‘°"—*"*~
define mm (that is which maiaiie prcxgmmsy can access tfsrcs-ugh ctevrtifitzams and then back in the vesifying ma~
mam. chine. Aitemafiveiy. cm: might say that the only rcsotaaf
{mm} As stsled above. semanky and privacy is ti ma- an authctéxation cartifimte chain is me: vesriften

mconcem Mm the handtingaimebiie: and-eta axvpewiih 2? [£38803 SPM alruws its psinczpms ta define groups, or
mesa raqairements. an-s: relies an crypmgmphy, There seas, um‘ principafs by ma:-ms of name trssnificsites. Each
aremany differcmtwaystu implement cryptcsgmpniciew gmup has a name and as set at members, The name is
tures in a progmm or on dam. However, we panin-mar Iona! to some principal, which is the ‘owner’ of the
fcvrrrxamrxe Simpte Pablic 1-Key infrasmicmra or SPKHM» group‘ Omy a gravy‘; owner may change its tiefmifion.
mm is parlicufariy adapted far the pumoses of the in~- H! A grmrp can be an expikfl lies: of the Qraupfs members
vermon as wit: the described below. (eitheras a list :1? principals andrornames of pnneipais}.
{Bi}??? Cryptography pnwides a means wheraby me) at it can be defined in terms’ 0! mixer grwps. Any prim
peopie can mmmuniotfla upemy in such a way that a alga: can ‘define biz; own graups and upon them via his
W"? ‘P95! *3 Wfitfifi 35 iiéievmine nr afler what 33 being eeervers in much the sama way as name Mndings. The
said. By assauflng prfvazy. cryptography indinaczty pm» 75 sewerscan issue me~mbc:.rship cenificaxes based omhe
vistas nuthemticatinn because tmiy the aommunicaaing >1-*3Pr groups‘ definitions.

parties kmw how in encxyp: and decipher each ozhefs [£10813 if. tram ea pramkai pain: 9? view, mousse app'|'i~
messages. A form at crypbssgraphy fimuwn as puhiimeay catians are programmed in the Java hanguage, and pro-
crypmgmphy appeats in be best suited to fuifilling the gums and applications can be disnibuted using 8 spa»
requirements at the mtemel. Each user of a publimkey 37 <:§fi‘c file format that packages at! {fies ma! ccmpfase me
crwtasysimn hams 3 pair" nf related keys. Anything en-= applicatibn. Moreover, this fermat fits the requirements
ceded with one key can oniyhs daawed by its onumarv of wde cmificaxion, since 3 single file can easily be
part... Eash user keeps tune key secret and makes the hashad to cmata a certfrffcate.
other pubiicfiy avamahie. Thus, ether pB~5pk=.~ can employ {name} As far the cevrxifmate tanner. SPKI cenifisraaes
the use-rs public key In send messages that any thé 55 fit the atspve exurvassed requirements. Murenver, ‘me
user can read, car the user aan "sign‘ a message Mm fact that there is no new fur an infrastructure at car1ifi~

hevrpfivate keyzn authenticate it-= other'pet3p}e-can appiy cation aumnmies in mace win make the present inven—
the users zfiiablic key to verify that the message came. tiun easy to degidy.
tram the user. Cmcéat ta ‘(ha apenafrzm 0! a glam! pubiiczv
key cryptosysiem on the: tnmrnet £5 a pratzficaj and reii— 39
able méans so! havéng saw to me public keys. oailed Ciaims
a Public Key mfrastrucztura W FKL

{arm} Mush remm wwk. has foamed on nmving 1. Mobiie code caawprising a resoume usage: needs
away fmm ‘idenmrhased P!-Us to a morsgenerafi sys— sesczinn csmaining at feast amsaume requirexnems:
mm based on attributes or cn2:demia§s. SPKI and SD51‘-v-3sm\» 13$: including timse resources needed by the meme
{Simple iiistnbuiewd Secufityr lnirasmmture} am mo of code to: be pmpafly exacutanle plus those resume-
zzuch efiofis. Thesexwo initiatives mevged later into $P- as ma! are knwn a {maxi In he amassed when exa
Kl. given mas: their appmach in sacurizy infraatniciures seaming ma mobile nude.
and certificates were almost idenxical. SPPU is dessgmd
ta ‘isciiitate ma csmslmciinn cs! secure systems" and w 2. Mablie trodes mmrding It: ciaim 1‘ wherein the re-
‘pruvmes simple. G533!‘ beeminomgy fcsr defining access.» source usage needs section of the mnbiie cade is
auntmfi iisis and sawrisy’ policies‘. :1 is aw: an attempt a certificate which is uniaue far each difiamm mu«
:0 mwe away hum Sdaemity-based aemfhstion and H» bile cutie,
warsis use system based on rains and credentials.

[WW1 SPKI cans its entiiies ‘pn‘nx:ipa$s" and defines Mame cede mmrniing to cfaim 1 or 2, whemin the
Ehgmtn badigitaisignammvefifscxatiun keys.“fl':us.SPKl' rwnumez usage needs secticm of the mob-Eits cede

~ .pr§nc‘aps1%s~are pubis: keysthmaan makedectaratinnsby or the rzartifizatav C-m‘l"i&§!I!:}:. i~n~' addifion tn me ya-
issuing. varifiabia signed statements. Those signed source rmguiremants fiat, any onhg renewing mzm-
statssmentzs coma main-hr in the farm of nertifiaaxes. SW; mafian:
prmides for 59 came: SP!-(I autmsrizmian aemfical-as as

a basin farrn cat‘ certificates which transfer same specifin 23} issue: of the eewicase inrommfion §dentify~
aumszxrizalinn er pemigsisn tram aneprincipai ta anutfv ing the entity" issuing the certificate,
er. Se.-cause :3 cemficate mereiy 3mns:'fers: autheriza» 1:} mxbjsmrl iniunnation identifying the mobfie
lions. ramax man wearing them, it is required to made to whkxh the cenificate is. rarefied, and
auimntimtinns ‘mm a chain at certificates. This is {inns ' c3 vaiidky period infarmatiun staging the perms}
by means at Ax‘I:L~amnies {AGL = Access t‘:ontro§ Liar). at firm witrnis wmvsh the certificate is vaiid.
An AOL-entry fives an the machine uf the vadfier. lead»

ing ta me emsematiun that an authnrization flaw is in 3 4? Mame cede aoaarciing ta ciaim 3, wherein the se-
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:.. ,~......;‘.._»a~.— -» <»>~~>-smsrce requimnxentsiistmnfhifiéanym me-Litiiimw
mg iniorrmatian:

3) name of the wesoume Enfurmarian specifying
this type <3! rasnume,

u} action on me reseurcs specifying as Ea how
the resource shank: be used",
3} upper quantitative limit ‘minrmssticn suiting
the maximum usage of the rasausm mm a
quantitative puéni of view, and

:3} upper tgualitativa Eimit inforrnatiun statmg the
maximum uzsaage :23‘ me resaume mm a quail:
taijve paint af view.

cfaims, wherein an execution pmgrarn is pmvidad
in an execution environment G? the user, the exact.»
tion. pmgram defining at mass? the resaurcae ancass
paiicy that will be applied to the motyiie cede an ex-
mutton,

Methad {car msnurne managemant far mobites made
using a mobiiae made at any 91‘ the c%a'msv 1 In 5,wherein:

{a} in the case of dnwrslnading uptm marques! a
mobfie cude: harm a p,n‘nc§pa! to a user, in 3 the
negutiafion phasse in the beginning of the dawn-
lc-ading ps-umss. a BBL list ‘a transmrreti imm

me pnnuzpaa In the user §nfi:mming the use: of
me resouwa requimmants of the rmbiae mode,
and

{la} in mecase or upiossding upan request 2: mm
bile was from a rasauma. nwmer In :3 user, in a
the negotiafiun phase in the beginning at the
uploading pmv::ess,. 2: REL Ks! i.$ tmnstened

fmm the resource owner in the user‘ inimming
the user at the resouma ngquiramemts at he
mnhiisz man.

Method awcxmfing tn daim 6, wherein, in me negna
tiation phase. the dslwnloading pmcesss fume: in»
dudes user andfnr piatfcrm authentication, spec§fy~
mg testsifiions impasxm by the meme mde dist:-3'h—
mares In the user awww mafiam inmhred, amiior
paymentmcmsing avaiuatitm, rznnwpfising theman»

\- rial’ asptxtts mime mabiie codairanster; and where-
in, in the wagmiatian phase, the: upmading pmcess
further mciudaes andlor platkarm anmenticafion
inteysmatinn spaciiying rssmctianfi irrqmsed by the
resource owner as in the user .-smdmr piatfimn in~
mfived, aandlor payn-n=.-nmicen.-sing waiuafim morn
mafion ttomprising the financial &..:"]'.3t3{2$!$ at the ma»
bite cede transfer.

A methud fur transferring mcmifie cadre thmugh an
active neiwmk far resoume management tarmobiis
mode using a mobile me 01‘ any uftha tiaims ‘i it:

1!}

5. Mamie cede aaee>ming- in any of the preceding‘ is

5. the nemcnt mmprésingamimaifiy nr~acziv<e‘”11et="“‘“* ""‘ ‘“ ‘ “ "”
mm: nades, wheraén the active mm is camposed M
the !aiiaw§ng imsrrnation: .

a} a mubiies ends that needs ta be executed in

a nude which is emsseci by me acfive fimu;
Is) a Rm.-Iist issuea by the entity that sends {he-
mabihe code In me netwmk,
c} a. :>e‘rtifi:a1e car a sequence or aenificalas
wtmse first entry is a certificate tram the natw
wnrk apezrator ta me swting enmy, and
3) {ha dam themsatves.

9. Meihnd according In cxaim a. {minercomprising an):
at the following steps:

a} vedfying that the mnbiie cede integrfiy has
rant been rmnpmmised,
£1} reducingthe czertiflcatechain assmiated with
the mnbiie code to verify trust transfer tram tbs
execuiinn envincsnment In the supplier, and
c} cream a prwoe.-is-Iiksa stmctufis fa: the mama
code which isataies the rrncntsilss cnde from other
pragrams running an the same executicn ami-
mnment.

1:2. Method awarding In ciaim 8 or 9. wherafn the mm
biie code or {he execution pmgram er ins manned
pmgram is sontigurefl to discover that 3 gm:-m re-
saume £3 avaiiame thmugh, the execusion envimm

mm! and Its request amass tn ittmxs ta u‘ynam:'cs§Iy
request amass in othar resauroes, and wrsgrein the
ezecutism enviromnenl wiit decide on run time

whatherm grant N in deny such access.,___\.
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E4) Method and apparatus for detection ol computer viruses.

@ A behavior analyzing antivirue program detects
viral infection oi a target program by emulating the
execution of the target program and analyzing the
emulated execution to cetect viral behavior. The

antivirus monitor program contains both variables
corresponding to the CPU's registers and emulation
procedures corresponding to the CPU's instructions.
The target program is loaded into memory and its
execution is enwllaled by the anlivirus monitor pro-
gram. lntelligent procedures contained in the monitor
program are given control between every instruction
emulated so as to detect aberrant or dangerous
behavior in the target program in which case the
danger of a viral presence is llagged and emulation
is terminated.
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BACKGROUND OF THE INVENTION

The present invention relates generally to a
method and apparatus for emulating the execution
of a program on a computer system. Ir particular.
the present invention relates to monitoring program
behavior to detect and terminate harmful or dan-

gerous behavior in a program. More particularly,
the present invention relates to monitoring program
behavior to detect computer viruses.

In recent years, the proliferation of "computer
viruses" (generally designed by rogue program-
mers either malicously or as "pranks") was be-
come an increasingly significant problem for the
owners and users of computer systems. True com-
puter viruses vary, but they share the general char-
acteristic that they comprise executable computer
code capable of replicating itself by attachment to
and modification of standard computer files. Such
files are then conside'ed "infected". On most com-

puter systems, viruses are limited to infecting pro-
gram applications. When the application is execut-
ed, the virus can then replicate and attach copies
to further applicaton files. Typically, viruses also
engage in other forms of behavior that are consid-
ered undesirable, such as re-formatting a hard disk.

Often grouped with true computer viruses are
some other types of malevolent computer pro-
grams: worms and trojan horses. Worms do not
infect other applications but merely replicate. either
in memory or in other storage media. The harmful
effect of worms is generally to reduce system
performance. Worms arc of concern for large mul-
fiuser nnmpilter systems, hut are generally nnt nf
concern for personal computers. Trojan horses are
programs that masquerade as useful programs or
utilities; they generally run only once and have a
harmful effect [such as destroying or damaging the
computer system data storage). Trojan horses do
not replicate, and after being run once by a user,
the user is usually alerted to the harmful behavior
and will not run the trojan horse again.

In response to the proliferation of computer
viruses, a variety of "anlivirus" methodologies and
programs have been developed to detect the pres-
ence of infected files. These antivirus programs
can be generally categorized into groups: behavior
inlereeptors. signature scanners, and checksum
monitors.

BEHAVIOR INTERCEPTORS

The earliest antivi'us programs were generally of
the behavior interceptor type: they would allow a
virus program to execute in memory but would
intercept strategic operating system function re-
quests made by the computer virus. Such requests
would generally be functions which the virus re-

quired to be performed in order to replicate or to
destroy its host, i.e., "Write to a file", "Erase a
file" "Format a disk" etc. By intercepting these
requests, the computer operator/user could be in-
formed that a potentially dangerous function was
about to be performed. Control could be halted or
continued as necessary. Some antivirus programs
actually modify the instructions of the discovered
virus program and make them inoperable so as to
"kill" them.

The behavior interceptor method of virus de-
tection has several drawbacks. The first problem is
that it relies entirely on user input and decision
making when potentially dangerous behavior is de-
tected. This places a great burden on the user. for
it is often very difficult to determine whether the
flagged behavior is part cf the normal operation of
the prograrn being executed. For example, disk
optimizing programs routinely reformat hard disks
to improve the interleave value. In response to a
warning message, a user might suspect that their
disk optimizer was infected with a virus (when in
fact it was not) and halt program execution. Or,
worse yet, if the user knows that such behavior is
part of the norrral operation of a disk optimizer
program, they would likely allow the formal to
continue uninterrupted, which would be disastrous
if the program were actually infected.

A second problem with behavior interceptor
antivirus programs is that computer virus technol-
ogy has advanced to such a state that some com-
puter viruses are able to bypass the interception
points used by the antivirus. The virus can then
make operating system function reqilesfs that are
never intercepted by the antivirus, thus avoiding
detection.

A third problem with behavior interceptor an-
tivirus programs is that by allowing the virus to
execute, the virus has an opportunity to locate and
identify the antivirus program in computer memory.
Once the antivirus program is located, the virus can
modify the antivirus-- rendering it completely in-
effective in exacty the same manner that antivirus
programs locate and modify virus programs to ren-
der them ineffective.

A fourth and very significant problem with be-
havior interceptor antivirus programs is that there
are no low level operating system function requests
employed by computer viruses that are not also
used by any of thousands of non-virus programs.
At an instruction by instruction level, or at a func-
tion—call by function-call level, a computer virus
performs the same operations as legitimate com-
puter programs. In other words, the closer a com-
puter vlrus is examined, the less distinguishable it
becomes from any other computer program.
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SIGNATURE SCIANNEFIS

The next generation of antivirus technology,
signature scanners, answered the problem of over-
reliance on user interaction as well as the problem
of allowing the virus to execute. A signature scan-
ner operates by knowing exactly what a target virus
program code looks like ("signature" code) and
then scanning for these program codes in any
programs requcstecl to be executed or otherwise
requested to be scanned. As long as the signature
codes were sufficiently long enough so as not to
be confused with another program's code, than
positive identification was virtually guaranteed and
the request to execute could be stopped before
execution ever began. The primary problem with
this technique is that it requires the antivirus devel-
oper to have pi‘0‘v‘iO‘UiSi‘y‘ collected arid analyzed the
target viruses, and included the signature codes in
the antivirus program. The antivirus program thus
relies on an extensive virus signature ibrary, for
there are currently several thousand known IBM PC
viruses and several new viruses appear each clay.
Any new viruses appearing after the anlivirus pro-
gram was developed are not included in the library
of program codes for which the antivirus can scan.
Signature scanning antivirus programs therefore re-
quire frequent updates to keep them current with
the increasing number of viruses. If the antivirus
developer is lax in providing updates, or the user is
lax in obtaining and employing available updates, a
signature scanning antivirus program can rapidly
lose its effectiveness.

CHEGKSUM MONITORS

The last standard technique of virus detection
does not look for anything to do with viruses in
particular, but concentrates on the host programs
which the viruses attack. Every program on a sys-
tem can be "cheoksummed" at antivirus installation
time. Then, when a VIl’L8 attaches itself to the
unsuspecting host program, the checksum value
will (probably) be different and the file infected with
the virus can be isolated. The primary problem with
this terihnique is that many programs store varying
program information within themselves; this will
change the checksum value and tI1LS trigger a
false alarm virus detection. Another problem is
ensuring the integrity of the checksum information.
which is typically attached to the program file itself
or stored in a separate file. Both locations are
vulnerable to covert viri.s modification. Once a
virus infects a host, it can then update the stored
checksum value to correspond to the newly in-
fected file and then execute undetected.

SJMMAFIY OF THE INVENTION

An improved antivirus program according to a
first aspect of the present invention avoids the
problems OI the Dl’lOl’ art and CIGTGCIS viral infection
ol a target program by emulating the execution of
the target program and scanning for viral behavior.
By emulating the execution of the target program,
viruses are prevented from circumveniing the mon-
itor program's protective mechanisms. A second
aspect of the present invention recognizes that a
key viral behavior is replication: viruses generally
operate by passing replication/program-modifioa-
tion code onto uninfected programs. Uninfected
programs, on the other hand, do not generally add
program—modiIication code to other programs. Ac-
cording to this aspect of the invention, the emu-
iatoo‘ target prog‘r-arn is tested for roplioatiori boi‘ia‘v‘-
ior to determine whether the target program is
virus-infected.

A monitor program according to the first aspect
of the present invention contains both variables
corresponding to the CPU's registers and emula-
tion procedures corresponding lo the CPU‘s
instructions. The monitor program includes means
for loading a target program into memory and
emulating its oxocution. The monitor program also
includes means for analyzing the emulated behav-
ior ol the target program and for signalling a warn-
ing it the emulated behavior is determined to be
aberrant, dangerous or otherwise undesirable.

In one embodiment according to the second
aspect of the present invention, the monitor pro-
glam further inrliiriest means; restlnnnstive to 2 file
access request by the target program, for providing
a dummy program, having known behavior, for
modification by the target program. The monitor
program also has means for emulating the execu-
tion of the modified dummy program after the
emulation of the target program is complete. It the
modified dummy program is determined to have
modified functionality, the original target program is
flagged as possessing viral behavior. In one par-
ticular embodiment according to this aspect of the
invention, a first dummy program is known to not
possess the ability to modify another file. If after
modification by the target program the first dummy
program is emulated and found to modify a second
dummy program, then the original target program
is flagged as virus infected, for having "infected"
the first dummy file with aberrant behavior.

BRIEF DESCFUPTION OF THE DRAWINGS

Fig. 1A is a block diagram illustrating the pri-
mary components of a computer system executing
a target program in a standard mariner.
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Fig. 1B is a block diagram illustrating the pri-
mary components of a computer system executing
a target program according to the present inven-
tion

Figs. 2A and 2B are diagrams illustrating mem-
ory maps oi the computer systems of Figs. 1A and
1B, respectively.

Fig. 3 is a block diagram illustrating the regis-
ter set emulated by a particular embodiment of the
present invention.

Figs. 4A and 4B are flowcharts illustrating re-
spectively the installation and replication proce-
dures typically employed by computer viruses.

Fig. 5 is a flowchart ilustrating the general
emulation process performed by a monitor pro-
gram according to a particular embodiment of the
present invention.

Fig. 6 is a i‘iowci‘iart illustrating in further‘ detail
the memory access control step of the flowchart of
Fig. 5.

Fig. 7 is a flowchart illustrating in further detail
the procedure access control step of the flowchart
of Fig. 5.

Fig. 8 is a flowchart illustrating in further detail
the operating system entry point monitoring step of
the flowchart of Fig. 5.

Fig. 9 is a llowchart illustrating the process
performed by a particular embodiment of the
present invention to check the behavior of an inter-
rupt handler.

Fig. 10 is a flowchart illustrating the process
performed by a particular embodiment of the
present invention to identify viral replicatior behav-lflt.

In Fig. 1A a block diagram is shown illustrating
the primary components of a computer system
executing a target program in a standard manner.
The computer system includes a CPU 10, a mem-
ory 20, and a dsk storage device 30. This is
simply an exemplary configuration: the system
could of course employ a tape storage device
rather than disk storage, and many other variations
are possible as well. Operating system 40 typically
exists in Read Only Memory, but may also be
partially loaded from the disk storage 30 into mem-
ory 20. At power up, the CPU begins executing the
instructions of operating system 40, which there-
after controls the loading and execution of applica-
tion programs such as target program 50.

In this standard configuration, if a user selects
target program 50 For execution, operating system
40 would load target program 50 from disk storage
30 into memory 20 and then transfer control to
target program 50 by loading the start address of
target program 50 into the program counter regis-
ter, or instruction pointer register, of CPU to. CPU
10 would ‘then begin executing the instructions of
target program 50, as pointed to by the instruction

15

25

pointer register. Target program 50 will typically
include calls to operating system routines, which
are identified by a table of pointers, commonly
known as interrupt vectors. It is by remapping
these interrupt vectors that standard behavior inter-
ceptor anlivirus programs attempt to maintain con-
trol and supervision ot target programs. As dis-
cussed above, however, mary computer viruses
are able to circumvent this remapping of the inter-
rupt vectors and are able to use operating system
routines without being monitored by the antivirus
program.

in order to prevent this circumvention oi moni-
toring code, a particular embodiment of the present
invention is invoked by a user to request that an
application program be analyzed for viral behavior.
This embodiment takes the term of a monitor pro-
gram that emulates ire oxeoutioit of the application
for a period of time, monitoring its behavior. By
emulating the execution ot the application program.
the application program can be maintained in a
controlled environment that cannot be circumvent-

ed icy a virus.
The configuration of the monitor program and

target application program is illustrated in Fig. IB.
Monitor program 60 loads target program 50 into
memory and emulates the execution oi the instruc-
tions ol target program 50, serving as a protective
barrier between the application program and the
remainder oi the computer system. It the applica-
tion program has not shown any viral behavior at
the end of the moritor period, then it is loaded and
executed in the standard manner, such as illus-
trated in Fig. IA.

in the secure environment created by the men-
itor program ol Fig. 1B, every aspect ol execution
can be scrutinized and the operation of the virus
can be controlled completely. It the virus were to
request a hard disk format operation, a success-
fully completed status would bc returnec to it mak-
ing the virus "be ieve" that the operation was suc-
cessful when in fact it was never executed in the

first place.
Figs. 2A and 2B respectively show the general

layout in memory 70 for an IBM PC type computer
system with a target program loaded directly by
PC DOS as in Fig. 1A, and tor a target program
loaded by an embodiment of the present invention
as in Fig. 1B. As shown in Fig. 2A, ROM occupies
the upper portion of the memory address space
with the remainder of memory being filled up from
the bottom: first the operating system 40 in lower
memory, followed by device drivers and memory
resident programs, then user selected programs
such as target program 50. Fig. 2B illustrates mem-
ory Jsage as in Fig. 2A, but additionally with moni-
tor program 6O loaded.
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Fig. 3 illustrates the various CPU registers em-
ployed by an 8086 type CPU, the gene'al type of
CPU employed by many personal computers, and
for which the presently described preferred em-
bodiment is intended. Flags register 300 is a set of
bit-wise flags the may be set or cleared during the
execution ot various types of instructions. These
bits can be examined by other instructions to alter
program flow or to perform other tasks. Registers
310 are general purpose and are used for a variety
of tasks. Index registers 320 are typically used to
indirectly referewce memory. Stack pointer 330 is
used to maintain a data storage stack in memory,
Instruction pointer (program counter) 340 points to
the location in memory at which the next instruction
to be executed resides. Finally, segment registers
350 are used to prepend and additioral 4 bits onto
other memory addressing registers (‘:6 bits wide),
allowing them to access a broader range of mem-
ory. Because these registers are ntimately in-
volved in the execution of programs, they are all
emulated by the monitor program of the preferred
embodiment, so as to fully control the execution of
a target program.

Viral Code

Fig. 4A illustrates the installatior procedure
typically employed by computer viruses. The virus
execution begirs at block 400 and proceeds to
block 410, at which the virus determines if a copy
of itself has already been installed in memory. If
not, oxocution precedes to block 420, whoro the
virus the current‘ value nt interrupt \/Ftntrir 9th (the
operating system entry point on 8086 type comput-
ers), and saves this value for later use. Next, at
block 430, the virus sets the entry point to point to
a procedure within the virus itself, after which at
block 440 control is passed to the host program. If
at block 410 the virus had determined that a copy
had previously been installed. control would pass
immediately to block 440.

Fig. 4B illustrates a typical viral procedure for
replication. The beginning of such a procedure
would be the replacement entry point stored by the
viral code at step 430 of Fig. 4A. when a program
later attempts in make an operating system call
‘through int 21. the call would be directed to begin-
ning block 450 of the viral procedure of Fig. 4B.
The viral code would then execute, and at block
460 would determine it thorc was a file name

associated with the operating system call. Such
operating system calls are typically used by a
normal program to open a file or execute another
program. If there was a rame associated with the
operating system call, then at block 470 the viral
code would replicate itself by writing its own ex-
ecutable code to the file that was the subject of the

operating system call, in some instances after hav-
ing checked to ensure that this file was not already
infected by the virus. After block 470, the viral
code would then exit at block 480, passing control
to the original interrupt handler. a pointer to which
had been saved at block 420 of Fig. AA. It at block
460 the viral code had determined that there was

no tilename associated with the operating system
call, then execution would have passed directly
from block 460 to block 430. In this manner the

operating system continues to function normally
except for a slight interruption while the viral code
executes.

Emulation to Detect Viral Code

Fig. 5 illustrates the operation of monitor pro-
gram 60 according to a preferred embodiment of
the invention. The monitor program can be ex-
ecuted explicitly by the user with a designated
target program, or in alternative embodiments can
be executed automatically whenever an operating
system call is placed to execute a program. At
block 500, the monitor program loads the target
program into memory, in exactly the same manner
as the operating system would have loaded the
target program. but rather than passing execution
to the target program immediately, the monitor
program retairs control for a period of time, to
evaluate the target program.

After the target program is loaded at block 500,
at block 510 the monitor program initializes the
omulatod rogistors, which correspond to tho regis-
hats iiserl hy CPU In These register variables are
used by a set ot instruction emulation routines that
are capable ol emulating the instructions of CPU
10. The emulated registers are initial zed with the
same values that the real registers wculd have had
it the target program had been loaded by the
operating system for execution.

After the emulation registers are initialized, the
main emulation loop is entered. At block 520 the
instruction pointed to by the omulatccl program
counter register is fetched by the emulation soft-
ware and the emulated program counter register is
incremented by the size ot the fetched instruction,
so that it points to the next instruction. Control then
proceeds to a set of evaluation procedures lor the
instruction. At block 530, the monitor program de-
termines if the target program is attempting to
access memory selected for controlled access. In
the preferred embodiment, operating system pro-
cedures and data areas the address range of the
monitor program are selected for controlled access.
Optionally, any memory not belonging to the target
program can be selected for controlled access. The
memory access process is explained in more detail
below with reference to Fig. 6
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After block 530, at block 540 the monitor pro-
gram evaluates tte instruction for attempted ac-
cess to a controlled procedure, explained more
fully below with reference to Fig 7, and then also
emulates the execution of the instruction. Following
block 540 is block 550, at which the monitor pro-
gram evaluates any possible modifications to the
operating system entry points. The processes per-
formed at block 550 are described in more detail

below with reference to Figs. 8-10.
Following the emulation and evaluation blocks

530-550, at block 560 the monitor code determines
if the target application has terminated. If so, emu-
lation is terminate-: at block 570. The determination
of step 560 can be according to whether the target
program terminates of its own accord, or the deter-
mination can be set by a total number of instruc-
tions to be emulated or by a fixed period of time
for emulation. If the target program has not termi-
nated of its own accord at step 560, and if the
monitor program has not forcibly termirated it,
control returns to block 520, where the next cycle
of the emulation loop is begun. The emulation
termination at block 570 includes some "cleanup"
on the part of the monitor program. This includes
displaying to the Lser a status report of all operat-
ing system requests performed by the target pro-
gram. This step may optionally also include report-
ing any memory accesses that have been per-
formed outside of the area provided for the target
program by the monitor program.

Controlling Access to Memory

The memory access monitoring process oil
block 530 is illustrated in further detail in Fig. 6.
The described process involves remapping select-
ed parts 01 memory. which eltectively virtualizes
those memory areas, rriakirig them inaccessible to
the target program, and thus protected. in alter-
native embcdimehts, access by the target program
to these areas of memory is simply denied by the
monitor program.

From the starting point at block 600, the proce-
dure passes to block 610, at which the monitor
program determines it the current iI’lSl‘l’l,|Cl‘l0tl is one
whose function is to access memory. It so, then
control passes to block 620. where the monitor
program determines if the memory location to be
accessed by the surrent instruction is in an area
selected for controlled access. If so, than control
passes to block 630, which implements a remap-
ping ol the memory address. The monitor pro-
gram's representation of the instruction is modified
to point to the mapping destination, so that the
original memory location is protected from the tar-
get program.

in the preferred embodiment, the eonterits of
the original memory location are copied to the
mapping destination the first time the location is
accessed by the target program. In other embodi-
l’flel’ltS, the conterts Of the entire I'Yle’hOI’y area
selected for controlled access are copied into the
mapping destination area when the monitor pro-
gram first starts. In yet otner embodiments, certain
areas selected for controlled access can have their

mapping destination areas initialized with null or
dummy values. For example, it may be desirable
that the content of the rncnilor program be pro-
tected and hidden from the target program, so that
a virus cannot detect the presence of the monitor
program.

After the remapping of block 630, at block 640
the attempted access to a controlled memory area
is logged for later aralysis and reporting to the
user. After block 64-0, the memory access control
procedure ends at block 650, which returns control
to the main process of Fig. 5, at block 540. A
negative determination at either of blocks BIO or
620 also results in control passing immediately to
block 650.

Controlling Access to Procedures

in some instances, it is desirable to control
access to certain procedures. For instance, operat-
ing system procedures, HOM procedures, and in-
terrtpt handling procedures can have powerful ef-
fects and can be subject to misuse by a virus. For
these reasons, it is desirable to control access to
them and 5tllhFtTl‘ill‘iF! special IDlll’I[‘I{‘lF-19 prrtneriiimia in
their place. to encapsulate viral code within the
emulated environment.

After the memory access control procedure of
block 530 of Fig. 5. control passes to block 540.
which is illustrated in ‘further detail in Fig. 7. Front
beginning block 700 control passes to block 710, at
which the monitor program determines if the emu-
lated program counter points to a controlled proce-
dure entry point; a list of such entry points is
maintained by the monitor program. If so, then at
block 720 the attempted access to a controlled
procedure is noted. This can be by displaying a
message to the user on the screen. writing to a log
‘file, etc.

Next, at block 730 the monitor program deter-
mines if the instruction is to be directly emulated.
This determination is made according to informa-
tion stored for each controlled procedure entry
point; for certain such procecures a special case
emulation may be desired rather than directly emu-
lating the instructions of the procedure. If the pro-
cedure is not to be directly emulated, than control
passes to block 740, where a special case emula-
tion of the entry point instruction is performed. In
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some instances this special case emulation will
entail emulation of the entire controlled procedure
at this point.

If at block 730 it were determined that the
controlled procedure was to be directly emulated.
or it at block 710 it were determined that the
emulated instruction pointer did not indicate a con-
trolled procedure entry point, then control would
pass to block 750, where the instruction indicated
by the emulated instruction pointer is emulated in
the same manner as other instructions. Following
the emulation according to either of blocks 740 or
750, control passes to block 760, which returns
execution to the main process of Fig. 5

Controlling Access to Operating System Entry
Points

Block 550 is illustrated in further detail by Fig.
8. This control of operating system entry points
need not be performed to obtain substantial bene-
fits from the emulation of the target program; now-
ever, this process does a higher level of control
over the target program and also allows for a more
accurate evaluation of viral behavior on the part of
the target program.

From beginning block 800 control passes to
block 810, at which the monitor program examines
a list of operating system entry points to determine
it any have changed as a result oi the instruction
just emulated. This would indicate that the target
program had replaced an interrupt handler with a
roLtinc of its own. If there is such a charge, then it
is logged at hlnrtk 890 At hlnnk R90 2 flag is also
preferable set to indicate that the entry point has
changed, so that the change will not oe logged
redundantly later. in some embodiments, the flag
indicates the new value of the entry point, so the
monitor program can determine if the entry point
gets modified yet again.

After block 820, at block 830 the emulated
instruction pointer, emulated code segment regis-
ter. and emulated tlag rogistor are saved onto the
emulated stack. Then the emulated stack pointer is
decremented tre corresponding 6 bytes. in the
same manner as it a hardware interrupt, had been
received. Next, at block 840, the emulated code
segment register and emulated instruction pointer
are set to a special purpose monitor program rou-
tine to test the interrupt handler just irstalled by
the target program. This interrupt handler testing
routine is described below with reference to Fig. 9.

After block 840, execution passes to block 850.
which returns control to the basic process of Fig. 5.
This causes the interrupt handler routine of Fig. 9
to be emulated in the same step by step manner
as the target program. This maintains the highest
degree of encapsulation around the target program_

although if detecting viral replication is essentially
the only concern, the interrupt handler testing rou-
tine of Fig. 9 may alternatively be executed in a
more straightforward emulation withoir many of the
execution safeguards described above.

If at block 810 the monitor program had deter-
mined that no operatirg system entry points had
been changed, then control would have passed
directly to block 850, and thus returned to the
process of Fig. 5 to emulate the remainder of the
target program

Interrupt Handler Testing

The basic tack oi the interrupt handlcr testing
rcutine is to ofler up a guinea pig file for "sacrifice"
to a potential viral interrupt handler, and then test
the guinea pig tile for corruption. This requires tit-at
a “clean“ guinea pig file already be at hand and
also be disposable. This can be easily provided for
by several methods, such as by creating the guin-
ea pig file or copying the guinea pig file from a
clean library copy at the very start of the monitor
program. The guinea pig tile should have a known
content. It is preferably executable. but without its
execution involving writing to other files. The guin-
ea pig file can thus be essentially a null tile that
does nothing when executed, simply returning im-
mediately.

As shown in Hg. 9, when the interrupt handler
routine is entered at block 900, the first action is to
open the guinea pig file, at block 910, after which
the guinea pig file is coscd at block 920. Next, at
hloolr 930 the interrupt‘ hanrller testing routine ex-
amines the guinea pig file to determine if its con-
tent has been changed. Such would be the result
01 a virus hav ng contaminated the interrupt han-
dlers for opening or closing files. If a change is not
detected at block 930, then at block 940 the guinea
pig tile is executed, atter which at block 950 the
guinea pig tile is again examined by the interrupt
handler testing ’OUlIll"l9 to determine if its content
has been changed by the execution interrupt han-
dler.

It a positive determinaton had been made at
either of blocks 930 or 950, then execution would
pass from the respective block to block 960, at
W"llCl1 the unauthorized access to the guinea pig
file would be logged. After block 960, and also after
a negative determination at block 950, execution
passes to block 970, which executes an (omu—
Iated) IRET instruction. This is a return from inter-
rcpt instruction, which causes the values placed
onto the emulated stack at block 830 of Fig. 8 to
be restored to the emulated registers. This com-
pletes the interrupt handler testing, and returns the
emulation to its ast point of ernulatior‘ in the target
program
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For a more refined and definitive degree of
analysis, block 960 can also initiate a routine to
determine not Just it the guinea pig was contami-
nated, but if it was contaminated in a way so as to
contaminate other tiles: ie., it it was infected with
viral replication behavior. Such a routine is illus-
trated in Fig. 10. The process of Fig. 10 essentially
creates a completely new emulation, with the modi-
fied guinea pig file serving as the target program. It
this first guinea pig tilo now passes mocification
behavior on to a second gLinea pig ‘tile, then the
original target program has been shown to be con-
taminated with viral code having replicative behav-
ior. To prevent needless additional recursion, the
second level oi emulation should be identified as

such, through use of a flag, etc., so that if block
960 is reached dLring the second leve of emula-
tion. viral 'oei‘ia‘v‘ior‘ is confirmed and tie second

level of emulation is terminated (rather than begin-
ning another level of testing with yet another guin-
ea pig file).

This replication detection process is illustrated
in Fig. 10. After beginning at block 1000, at block
1010 the complete state of the current emulation is
saved, and all operating system entry points, etc,
are returned to their values at the beginning of the
first emulation. Block 1010 also then includes the
step of initiating emulation again, but with the guin-
ea pig file specified as the target program. As
noted above, this emulation level should be tlagged
as a second level emulation.

Block 1020 irdicates the point at which the
emulation of the guinea pig tile has terminated,
after which 21 hlnnk 1040 the first level emulation

determines if the emulated guinea pig tile had
written to a second guinea pig tile. This determina-
tion is most straightlorward if a flag is simply
passed from the second level emulation back to
the lirst; it can also be by exarniriing a checksurn
for the file. If the determination is positive, then at
block 1050 the initial target program is confirmed
and logged as being virus-contaminated. At block
1060 at the end of the process of Fig. 10, control is
passed back to block 970 of Fig. 9, to continue
emulation of the initial target program. Alternatively,
reaching block 1050 can result in the ertire emula-
tion being terminateo, as the target program has
been confirmed as being virts-contaminated.

Alternative Embodiments

Rather than requiring the user to load the mon-
itor program which then loads the target program, a
"zero length loader" TSFt version could be installed
in a system and every program requested to be
GXGCLIIGCI Could be emulated. If I'l0 abnormal behav-
ior is found in the first 'n' instructions, the monitor
program could pass control to the CPU to allow the

target to execute at ‘'full speed" and the end user
wou d not have to be aware of the existence of the
monitor program (other than a slight delay during
the initial execution)

Another alternative approach would be where a
recursive parser/emulator could olleetively evaluate
every single instruction of executable code in a
program by noting the address 01 conditional
branch instructions, and returning to that branch
location, restoring the cou/memory state of the
machine at that instant, and continuing emulation
as if the branch had taken the alternate route
instead. Emulation continues until all instructions
have been evaluated. This would be a time con-
suming process; however. the information revealed
woud definitively answer the question of whether
the original code was virus infected.

it is also importart to note ti‘i-at, although the
described embodiment is oriented towards identify-
ing virai behavior, the disclosed emulation tech-
niques can be constructively employed to emulate
program execution in all types of situations where
potentially destructive or other predetermined pro-
gram behavior is a concern.

it is to be understood that the above descrip-
tion is intended to be illustrative and not restrictive.
Many other embodiments will be apparent to those
of skill in the art upon reviewing the above descrip-
tion. For instance, the instructions of the emulated
application program could be read directly trom
disk storage rather than being loaded into memory
tirst. The scope of the invention should, therefore,
be zletorminod with reference to the appended
Claims; nlnng with the full stnripe nf eql l\IFtlF!f‘I1Ft to
which such claims are entitled.

Claims

A computer system configured to monitor the
execution of a target program, said computer
system comprising:

a processing unit having an instruction set;
instruction emulation means for emulating

instructions in the target program correspond-
ing to said instruction set;

monitor means, ooupled to said instrurrtion
emulation means, for emulating execution of
said target program and for monitoring said
emulated target program execution to detect a
predetermined behavior by said target pro-
gram; and

means, coupled to said monitor means for
logging said predetermined behavior when de-
tected.

The computer system of claim 1. wherein said
computer system is configured to detect a
computer virus associated with said target pro-
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gram, wherein said predetermined behavior is
chosen to be indicative of replication of said
computer virus.

The computer system of claim 1 wherein said
instruction emulation means comprises:

a register emulator for emulating registers
01 said processing unit; and

a procedure controller for substituting
emulation procedures for pI'0CCdL.l’GS accessed
by said target program during emulation.

The computer system of claim 1 wherein said
instruction emulation means comprises:

a memory access controller for controlling
access by said instructions to memory.

in a computer‘ sy‘ster‘n, a rnothod tor rnonitoring
execution of a target program comprising the
steps of:

emulating the target program; and
monitor ng emulation of the target program

to detect a predetermined behavior indicating
presence of a computer virus.

A computer system configured to monitor the
execution ol a target program, said computer
system comprising:

a processing unit having an instruction set;
an instruction emulator tor emulating

instructions corresponding to the instruction
set;

an entry point access controller tor control-
ling acre!-:s: tn nperafing system erttry pnintstj
and

a logger for logging improper access by
said instructions to operating system entry
points.

The computer system oi claim 6 turthcr com-
prising a procedure access controller for con-
trolling access to procedures during instruction
emulation, wherein said logger logs improper
access by said instructions to procedures.

The computer system ol claim 6 turlher com-
prising a memory access controller lor control-
ling access by said instructions to memory
during instraction emulation wherein said log-
ger logs improper access by said instructions
to memory.

The computer system of claim 6 wherein said
entry point access controller includes an inter-
rupt tester tor checking if a viral interrupt has
been installed.

10. The computer system of claim 9 wherein said
interrupt tester executes a guinea pig tile and
tests for modification of the guinea pig tile to
determine if a viral interrupt has been installed.

The computer system of claim 9 wherein said
interrupt tester opens and closes a guinea pig
tile and tests for modification of the guinea pig
file to determine if a viral interrupt has been
installed.

The computer system of claim 10 wherein said
interrupt tester executes the guinea pig file as
a new target program, thereby creating a sec-
ond guinea pig tile. and tests for modification
of the second guinea pig file to cetermine it a
replicative viral interrupt has been installed.
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Figure 1A

(Prior Art)
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Figure 2A

(Prior Art)
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Figure 2B
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Figure 3

(Prior Art)
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A RR0GRA.1\'.fhr[ABLE PRGCESSDR APFARATUS MINTES-RA TING

HEDICATED SEARCH REGISTERS .-’¥=.\‘1') DEDICATED STATE MACHINE

REGISTERS ‘WITH ASS(}£L‘IA'I’ED EXECU’I’I()N E-IIARDWARE TO

SUPPORT RAPII‘) APPIJCATIQN OF RULESETS T0 D.£L5k3.‘»A

[0831] This application is 2; nc:n—pn:w,isVionaT[ appiiszation oi’ Provisicrxiai Fatcxrt

Aqapiicatiaaa Saria} Na. fi{1!438,.34’}', filed Iamxaufy 9, 3,003, which is incznrpnmted

herein. by n:ferm1c::.

REIATED APPLif3ATIONS

{G992} The pmaseant appiication is x'e}a'Led in ‘US. ‘Patent .-%.ppl§.c.m;iL>n N0.

10;'4SSl},363e11tit1:2d “1’r::2g1'a1mmble Rule Pmcessing A;:.:pamtu.s for {3o'ndu«:x‘.ing High

Speed Cwntemual Seamlws and Chm‘aatcriza'z§un.s of iPattc»1'ns in Data," ffiesrl an

August, V37, ?;{}(1”>'; U18... Patent App~!.icatic:\n N0. .10f6S{"3,3fi4 <3n'tTn':I.ad “Me.ihr3cl and

Appmatus For '!:'$f"i’i(:i::n§. T:1n.p.§s:*-Irremtati on and F;va§tmt.inn of Siflffi Machinas and

Programmable finite: State Autonzaiaf’ filed on August, 27, 2003; mm‘ Us-. Farm:

Applirsatian N0. __ ersfitiéd “ ;"" comsurxentiy flied with

this applicixtiszm, the entire: ccaxtenm of which are haraby ixicurqmratad by raference.

FIELD OF ‘HIE L=‘¥V’EN“1’1()N

{(1903} The present inve—ntion telates to the fie1:_1f.0fi’11fo1‘;natin21 "processing,

s§:ee.c:ifi_c.<1I_2y {be field af xztcmiant amaiytics and pmccssing.

BJACKGRCIUN}Z3”()F iP«JVENTIfiN‘

{MM} Significant" i;£‘f31‘1ifl5 in uomptitixig 2121121 cmn111uuicat‘.ix::ns. 2112: iaaaisixlg tn the

emergence of enx=irUnm§:-ma Lhai abound in <:4;!nttm£ .2u1aiy{.ics and prucessing, T'h{:»se

et1v.ironn1ents1'eqx2in=:"high pmféznmtaanca as well as §ragramn1abi1ity' on certain class

91’ fumtsions, 11an1a}y sem\:hi_:1g, parsing, anaiysis, i.r1te1}3mtati«;3n, and transfoijxxaiiun eff

:t011tcnt.i:n xfaessages, iiecumentg, or paakeis. Notabla fields that mass such rich

cnntant: amaiytics and prmcessifzg incixxsiic :;v;>1m:nt.»:nvare networking, con£ent—based

5e;:‘;m,."ity S}’SI{§}fI‘§{§, gizrvtz-iI}an£e, flisiflhlltad computing, wireless ctm1m,un:ica:i:)n,

human i,11t::rfas;:as« to I:-i1I1C{‘1p-'u1E'»1'S,iI3;f0II3T1£31i0£! stuz‘ag,e and nztximval sysbaxns, contem

saawtt an the Se-man.t'1s’: web, 11io~infcm‘natic:s, and Gtim-rs.
ii.
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{itiiflfil Tbs: fie.1.rl of ccantent-axvaxts “.t1f)tW{31‘l{ii‘sg requires. searchfiaig and inspezotirm of the

cmnenr inside pamkats or me:—ssag.:~:s in o1‘dvz:r to dezemirzc wiacm to route :11‘ forward

smih piliiiiigfi-3 an§i,1nes.sag-*s.. Such i¥:1Sp€:CfiK1!1 has to be 13eI*§ar311ed an imflight

me—ssage.s at “x>vi:*e--Spfiterfi”, which is: thus d:1t:»1—.:‘2ste of the nai'w‘o1‘k' cm111.°2a:ii011.. E}ive:n

ihaz’; wi1\~: mtss in c:mm2mpco:a1°y m=:-1;w<::.1‘I~:s range‘. frcma l00M‘b£tsiseaon.d all fhe way to

40Gbitsr'.secs;>nd, thare is tmmendous pressure an the speed. at xvhich the ccmtsni

inspactian ftgmcmm xxeecls to be perf0m1e.d,

[fiiflfiffl CtmtenHaaseti security systems and S{l'fV»’EiHE5i.‘fl{)i?» ::md3110nim1‘ingMsystt‘;n1s are

requi1~e.d.to ana;{y:z&=ti1e ca::nte.:n;t' of nzesasages or p.'«1cke-Ts and .=1pp;Iy 2: sci: of miss to

dataxmiixe wZ1eil'1m‘tl1ere is a.s::c1.n:iiy bmztczh r.11'fl1=s:~ pt:sssi?:s,i.Ei‘t.}i Of an intrtisioin. V V

Typicaliy, an. mociem netwm1ki.ntru:aim1 dzaieimiom 35-‘atems (MES), aI§u‘genu1nb:::‘0f

patterns, miss, and sxpressiomz ham: to be appiied tn the input payiead at win: speami

ta enemas that 2:1; .poi£:u1tiaI system vulnerabilities ar{¢11nz:me:§:d. Given that the

network and s:cen1pui‘it3g.in‘fr3s‘£fuctu1'e is Ci31‘1{i11{1l'Jl1S§}’ evoivinv, fraskx vuknzrabilities

contirme to arisaz. Mmxreowsar, in<:ma.s=.ing]_y suphisiicated attacks are: elnpiayed by-'.

inmldms in 0165:‘ in :3\~'ada- dmtcattinn. Ifliflifiifin detceziinn systmns wed in be szbiu £0

c3£e=1‘:1=ct £31} }~';I‘1C!W1‘1 zliffacics on {he systcni-, and aim be iittelligtrnt t:nm1gltI to de'tes;:t.

mmsur.-:1 and suspieiaus behavior ihat is inciientive. of new attacks. A31 these factors

lead to at I‘EqL1iI'£3iY16flifGl‘bQfi1 ;)rL3g,!.'£u111r1ahili'ty as wefi as e:w‘e:n1e1y high 'p{:1'fCa::'m£1m:ra.

can czesnteniz analysis and processing,

[Q0973 Wi,tE1the advmxi. uf disuibuted and c.luste1'ea:1 cm11puIing,tasks new

disiribum-d to muhiple mmputem or sewers that cwilaborate sari connnunicate with

one anuthcr ta ctunpietc the. comgmsite job. Tltaiss a;fis11‘ibu':i0n Ieads; in Va r9.pi.di_:1\:1'ea:«sa

in csmnpuimr mmmunicatima, mqtliiing high §cri'csnn:-mes on such message» pxm:-essing.

'\V:it11fl1e~c:Tnfit1‘g:&:11Ci: of XML {Ex't:ansih1e 1\€fmfkup.Lar1guage} as the new staxzdaitl for

universa}. d:3fuain1im'cha31ge, £2pp3i£:afi.()11S conymxinafcama Wm: one au1ot.he1: using XNIL as

the ‘'‘application Ia'1}’81“f'd£ita :1“an5port". Messages zind ci0«;:umem.$ are mtsw exnbexidazai in

XMQL marlcup. A11 anisssage pmcessfing first requims that {ha Xlwfl. riecunkent 13:3

parscsd and the relevant cex1tem ext'm‘c’ted imdi'i1f§:11‘§l‘6§6f3«. fallnwecl by any ¥7®£3‘ili!‘:‘3{i

transforgnatmn mi fihermg. Sim: ‘these functions need to be perfurnmeci. at high

messa arata. the bccoxxze com ¥_1£?1i’i(3i1itfl‘iV6 dmnandinn)
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{(30981 With the growth of zmtetmred cammunicaticm and wrimlgsss zastwolm, imam is

an increas.e in tha accesa of i:nf0nJ1a.ti_(m, fmm the wimievsa xievica. %3ix=en the light form .

fzzcmr of flu: cliant device: fit i3 .impvz:u'ram that data d61i\<‘6rf‘.d In this dwicat ha filiered

and flit. payioad be kczpt small. Ezwi:a'0nI_ne.11ts 01‘ the futum will film‘ ami. mmsfmtn

I-;‘"}f*»-flit ecaxxtent from time w’i.re.§§ns: .1'»13f1'£1$n‘11.<:t11re.in€n lightwaigizt content (using the.

"»Vim'i¢ss l\{‘m,r}:up Language 01‘ 'WMZL.} on the Wjreiszss i.r1f:.ast1‘nc:u1‘s. With the

imsreaaiug use 9%’ ‘WiI‘E:}ESt~3 nesiworka, this co11teninarlsfmmation “flnlmtion W31} be 3:)

cmmmnn that an e:.f.fici;2:1t s:;>11;tiur1 for i§"s hanfiiing will be neczdeszi.

{(3339} Another éinpnrtaxit emerging; mad is the abiiity to ixammunicata and intezmct

wit¥xcr1mputers_z using imman intarfaccas such as Spfiétch. Siperatsh pmccassing anti namrai

ianguage: grocessing is s3xu'en‘xe13.r intensive. in szmitent scathing, lexical anaI3‘si.s,

cormnt parsing, and. g2~axz1m2u~process§1ag. (‘mac 3 voice stzmm has been mmsdusmd

into 16>; 1', s;)e.s<:'h sysizatna mzeci m apply imge. x=ocabu1mii:fe.s as \?s«‘i:}1 as syntax-his: mad

aentsamtic Irulas on the inm:mngiexi.$:remI1te uz'1-:ieyrs1‘2u1r;_I Elie speed}.

{$01111 The ems-.3:ge.nce and growth. of me xvtzzrldwida web 2:513 placed manaenduxxs

cm';1putatiu11al Issac} on infanllation xetrisval (IR) syxricznas. Infzmixaticm mntihues in be

added :9 me web at at high rate. This .infm“n3;1Ei.or§ typically gets fuiiy indexed against

am. axgheausme *w<::2i:»111ax:y (sf ward: and is miciezci tn d:1ta'i:aa‘:ze.s at‘ seamh.e.ngiz1es and IR

aystczms, Sinsze .info1matic»,11ts ccmtimwusiy being czcatrzd and added, .ix1~dcxe:m new to

be “a'iWays~0;:”. En m°ck:1't0 pm'\-*idE:- (-:f'ficie~:.n't 1'e:fl~{in1e: £:m:[e:Vxtua‘a 3:2.-amh, ii is

n::::«=:s—sau3« that there be a high pmfomxancc pafte1rn«xnatch§ng system for that im:k::£'.ing

function.

W311] Another field that stresses rich ::anteuta1mly"ui.cs Ems} pracessing is the fielri 01’

biudrifemuaiics. GeneVz'.:1a1§gt:ics and proteoxmhs ant:-iii the appiimtigwn uf compiex

Search and anaiysis aigoriihms un game sequenm-:3 and stmctures. Emma a.gain, such

c0n1putafion:‘eq1xires high p»ef£‘0m1ance sea1‘ch_. a11a1);sis, and inteiprctafirm Cfipabifity.

1303.2} "i‘E1x;::=., amerging sumpmay and cnnxnaunricaiioizs mwimnmcnis of the futum veil}

Etxess rich an flysis am} psroceasimg nit‘ aumztent. Such E:m»*i1‘a3nxne:1ts W513} 21e.aad ei‘fici¢:a1'i

and pmgxanllmzific‘. ssiutixsns fax‘ the "f0i1ewi;1gfmn:tions - -s:‘::ut}:i11g, I§:;<;iL:a1 aazaiysis,

paming, cilaxuctsfizativn, .iI1'L8:rj.‘.rr=:.'mt,i§>11, filming and tr:1n:efo1‘ma1inn 0?‘ content in

cicxcunaents, messages, or packets.
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{flfilsj C;-—ntra1'mv these: 1:i.c.h«::0n1enL p1'0<:c3:ssi.r;g fnnczztions are {1} Ugemixions to pexfomi

contextilal anti confizniz-«based search, lockup, nav?gatk:an, and rich assoc-,i atfws loakup,

and {2} the czapabiiity in «3i'ficient}}?-evahxate staic: machines against an iup11t.dam

simanfx.

{(1014} In film print mi, se.-mth and Icmkup processing: has ftypicaiiy has haran. perfa1*.msai

in raw: mi’ two waysv First, such pmcessing E13»: bczcm pe.rf0:331ed. xxtsimg fimci app§i.c:.u:im1

SpE:<:ifi(: integratetfi c::'m:ui'l:; {ASKS} sokxtions using it cmzlbinuiion of Cfoilhifill

addresszibit-3 m«:~mo1'ies {CAMS}, comgaamxmr hardwazra anti ck-zaiicated mgic. For

$:=z<.<m1g3le, march mies am stce1'ed.in a. ccmtemaddressable meniary, and the dam is

stzrcametd aacrass Ehe simcmre, shifting it I byte or 1 word at £1 time. AVitemativeIy,

sp;~:s::.ific.: cC21I)pa1‘at§31's are arrangeisti. at fixcfi. Imtations to nxwognjze specific w*a!;m:s in me

i.m:.oming tiara. }i‘1Ciflt:’nCE:S 0f matches are recnrfled and cmmsumad by the {indicated

"logic: as pat the re;ym‘m‘.n1e::ts :33?’ the targeft appiicaticm. A3§h0ug1‘1ths:vfi):edASIC

appmaela. C im:,reas€s parfunnanca, it }aL*..k:~; 6:213}; p1:Lzgg:'aum11ahi1i£y, and hence. its

appiicatiotx is sevvaireiy resnicrted. F:Lri’}f.m:r1nnIe, the azxpense assnciatad with desigriiing

and taflozing specific £§‘i3'p§’« fm: each mrgeted soiution _p1'£>hibiii:i‘\fs3.

{G015} Semnd, traditional ‘_enEu‘a1~-pu;‘pos«e nlicxxupmcessors with ge.neral—pu:‘ptss¢

exccufion ciatapaths have bean ‘used is handie rich sexmzh and iookup funotiosfm and

assesciattd cmxtcxit prmteasing. .M’;;.crQprmcassx_>r:: are fufiy pmgrzunnuabie devices and

are zxbie in acklmss the cvu'J.\-hing needs uf pmbiems m E)? si5n§:}l}*£§tpP0gIa1n131iflgth<:

sofiwaxra Thif: nctw ‘fumtfimmlity can be tfwepiuyed, Howevar, Em’: u"e3.ditis:ms& -

n1ic.mpmcesso;‘ is Zimited in the ;:+a:'fo.tn:::ncaie1re.l it can affer to xicll rzzouitent

:z1;3a.1y1.1‘.cs and prucessing.

[W163 ’£‘he.1§mitatien in paxfoxmazaca arm conmnt axaaignrics is 1'-nherant in the arissign

and evoiutinn of fi1(3lI3iGr()§)I‘0U§iSSQIT archfiactum. The .mic.mpmcess0r originated a3 :1

corngguting unit, perfanning arithmetic operatiexus on 1,E,4_.S byte worris.

S11bs.c:qurmtiy,, as the fiezki of cmuputing eveived, mom fu;:s<:£ioI1a1ity was

§3rDg::essive1y added. to the micmgznucasmr to address e.mt1rging'fie}d.v.. As a remit, that

genera? ;:u;eq:<:x;-:1:.r.ni:;mpmcr:ssm‘ is f1m::tiu:um} across 3 Vet}: wide nmge of a:g»pii.cations,

‘:3ut11m: very w»::1£ iuneci fur any om’: in pariia:uku‘. F:.mdamc;r1tai1j{, it applies it‘: the.

naeds 1):“ content axiaiytics, the mi.cmptocessor arclaitecfursze has twin key iimimtions m

{1} ii’ lacks the capabifitjg.-' in sizxlultanecsusly permrna massively pfimlkrl and finei-;{s_1'ai11
4



SOPHOS 
EXHIBIT 1004 - PAGE 0250

W0 2-|§{!4l{!63.‘)si8 P{T'I‘..+‘{gi-é3(5l!4f(I4}{!;l0E}

pattern-«matclfing anr:§, <:c>n1;zar.ism: cperatims cm large: dzttasefs. anti (2)1: the

capabiiéiiy to mzzdce rapid and mxxhjpie state t.m:13it;ic«ns zmri efficient mu1ti~:ii':~as:t:im13l

cmmrel Him Changes based an input data.

EfI{iI"i} A 3‘;'m_):1§}::.r cf seam}: and paiiem matmlzi-ng algnzirhms have evsfived tu make

best use cf the n1icx:s:s;:1‘c:ce.sxc>r, The Evy:-:;r-Mamra a1.gL)1'ith;1>.is'aa=idsiy1'egm:z:§et§ as cam:

of the--be-s1»1<:nmvn techniques en1p1a3y<-3d an a n1§cJ:L1pr£}c{:s.sm‘ u; .i‘im.i z><:::m‘re:s:1c:c-:5 uf

pattssms in at give;1 data The: aIgo1:ii}1m.pm:.esses mfiy ante pattaem at a 31:11:: and

must be repeatediy in\-*0}:e£§ if xnnra than cme. pattern is to be searched in a data set.

Fm: each paitem tn bu searchtéei, it advances segue-.‘:1tia1iy through. the data set making

s:21<ec:.h7vs-2. C~Om‘p&5‘.i.SGl1S bascd cm ahservaticms whtai.t1e:ci fmm p1'c—chama:tc£i.zi:1g the

paitiem. This zflgoxitlrxn ;gro\~‘ides Superior pe.rfmman.ce: mLat§w:t<mti1ei* pattcnu

mgmgmng atgm—i_thms by greducing the iota} 11u1n?:sa1: {sf 30131;:misans within a given data

set. Ifiinwever, due. to the sequential .naturasJft}1r: a}ig0IitI:1n,tl1e pcrfrornlance i.::1i_mit.'::d

by fuxzdamemal constraints «sf naiarnprocessflx‘::l1‘Chite¢:i:ure, nzunsiy the scam:

insirucfcion set and the: pe:n::i\:.yi:1curxed.e11 b:.'3I1<:hing..

{B918} Owing to the azforamentinmd a1'Chi‘(33C§tll'£~LI li3“I1ii'{1i:i{3fle§ of the ,m:ic1‘Gp.mcessmt,

the ttffiuieaasry and cvap;1b.i_hTt}; af cunvenrionzfl .r;1icmp1'0cass0rs are sexrereiy Ghailengad

by 111;: :um~,;:gi.ug conrgmting and mmnmni.c:a1;'mns enxrironnienis stlescxibed eafiim‘.

Sevszml dam points cm: be» tpmvimfi to sup-\{:»0rt these m.'g1m1en’ts. F0: exampis, in a

Netxwrk Intms.i0n Bate:{ion System) (RIBS) such as S1‘1m't, it is aireadj»; »§63i.a*ah1e in

apply sigmntum datsctmn of f;undretds of suings on iI1Cr.')I'l1i5}.g packeix. ?en‘s3.m11i.ng this

woykfaad with signatures inf S~h};te patterns am it BGH2: Pentium IV pmL:e.ss01“i‘n.a1

cmmae-tcial Ini-,:mp.rm:—es$171‘--base-£1 sygtrsm that mngulca}-‘tz an imprmad versian osf ihe

Boyepmcmm pattern mflatahing akgoritiun limits the packet rate to less than Sflfmhps-.

Likewise, _pa1‘sjng sf. clacumems m,suci1 £t’p1€ULfQY§31iS.1iK11i‘(E(i to the HJMBJS

range; and speech pr:‘<':csssing is limitrztd to 1 I«::.i11~t.f.n1£'. srrazam 5-n..ric:stris:ted gmziunars

and voctabulnries. Thesa ciaita paints i11dicz1l'e-that {he Q-;3:nw::Mim1a.1 I!']iCfsZ31f)}T€JG%S§I.(}T nf

2003 (>1*2{}G4 will be able to de:I.iw::r ;:;'.e;:h cuntmxi arxaljgtics and ;»1'€:c:3s3i11g at rams

smund the. 1C}QEs<H:a;3s ranga. Eicswaver, by that timeframe? denta mics «of baiw:-,e.n 1¢}i)ps

to iffiiibps win not be uncnmmon in i?,’fliB§‘§‘k1‘iS§3 netwm‘§»:;=. and envire11111e11ts.. Cleariy,

mare is a sowm: m;isn:1at<;h of one; to twee mtders nf magnitude— bestwexm the

perfrmnanca that can be dsiivered by the. coxzvaniinuai n:u‘c'.1'opr(:cessnr and that which
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is denmndasi by the. envimnnzent. Wlule it pgssaihic to iamploy nmitiple paraliel

nmicropmccssor syste.ms tc» €iI*€.€:<‘.LIi6 smm of the —dcsirt.d fumzmvns at the targst me, this

gm3tiy.i12cmases fix: cmt of the sysvtenl. Thai‘. is ciflariy a Bead far a 31313 esfficiexxl

solution f:>1‘I:1ms¢: target fumfizimas.

{I}£l1.;'9]_ A simiiar pamiiel zxists in that case of state. naachine evamation. The history of

stem: nzachinas dates back to esarly czomputer science. In their simpkasi .fonnu§atinn,.

state machines are fonmzi mc>cI¢3s that ccrznsist Gf siatas. t1‘ansifi.cs11s atnoxugst states, and

an input xepxxzsmxtation. S’zsu'ting with 'l‘uring’s model sf aigmitfimic mmpuxatim

(3 931%}, state m;-schinwss have bean tantra? in tha thaery mmpm‘a:;i‘nn. In the 19503,

the. .1‘::gu'}_ar ifixptcfifisifli} was dt’:V{’:§_(5pe{i by K}.e:=.ne as :a 'i‘c:am:xa1 nofatiasa ts: (‘ir:s::1‘ibt:- and

chamctexirse. sets of sirings.. T116 fiI1i‘C¢3 state aute::matm1 was devclapcd as a estate:

machine: made} thai was founci in W equiva§z:n'£ iv the regulzu‘ cx.11re:.s=a;§on.. Nun»

detenuixtisfic. aummata were subseqmsntly deveiaped and pmven to I32 cqllivalrallt to

datenninistic aummata. Snbscggucmt xvvnrk by '1‘i1:31I1ps011 and Qthers led to a bed}; :31“

cutxrxswuction aigcsrithms for constmcting finite state.aut0n‘1a$a’weV‘aaI’uz1t<: xaguiar

expressions. A 12.rge';u1mi3x~:r Hf mfarcnccs arc avaiiabie for desaztiptionza Bf Regular

Exprassétuns 2}}}tf3..Fi¥1‘-iih;‘:‘ Stats Aumnxata.Foram1‘e:rance. text cm the materiag, sac.

“‘5}pe:ach 21nd}..anguagc Pmczcssing” (by Drmkél Iuiuatfsiqv and Janles H. Martin,

P1::?.n.tice—'HaII Inn, 23000).

{W30} Using teczhniquss available in the prior art, st:3.te.rnac;I1im: and finite state.

axzmmata pr0c<:s$i_n.g can be perfnamed in one. cf three w:a3«‘&. First, such pmcessing

{men perfarrmfid {wing fixed app1i.(:atim‘3 slfiegtifia iaitiigiafiad circuits {ASIC}

solutions that di;'ect}yin1p1ement a fixed. and Chefién state nsachmss 1‘.§1aii'31<.n.0wn.

ap:*io1"i.. Althwugjx the. fixed ASK? apgaroacil can itlcreuse pa-rfomnmwe, it §m:.§:s

prugnammabiljty, and hance im application is saw-:ci3=' 1'esI1i::ts:.s:£. E‘u1'tht:1mcm;~., fin:

expmise associated. Witfi designing and tailoring speszific ::.hips fur each targated

saltlfinzs is pmhiltxitfiva.

[(l{}2it.} fix‘:-c:v;n.*sd,.F:i<:1‘a;i‘ Pmgranmlable Qiiffl Arrays {FPIBA} can be used to -reafize stats:

niachilaes in 3 p1\')gr3m1m~1b1e 'm21m1er. Essentia}'}Ty, the FPGA atciximsstum provides.

yfieneraiized pmgtanamabie logic that c:§1n.be conflgmtrfi for a '¥tsz::::ad rimge 0:?

i3.{)pfiC«‘3t'£i¢3I1S_. Iati1e1‘t11an being speaiail}-‘ optimized far thavi.mp1e11:<:11taLi0n ef state

machiu 535. Using this a.ppmach., ans: cam may accnmmoriate 21 smaiff numbar nf state
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machinss on a 21139. and fisrfixemxtm-: the rate» 21% which xwzfi uatioxa t:.ar1prug1‘:-:ssis

lrimiicsi. ’I‘i'w density and perfmmancc: charm:tex:istics% of the irirxple-.rnentati:§ns Inalcc this

ciauiaa of aaluticm inadaquate for the bmafi. mugs (If emerging ;3pp‘§icafti.0n.s.

{$022} Third, ‘madiiiunal f—g,t‘,Bic3.‘:E11~’p'£1Ifp(3-;<:f3‘v1‘i‘1it1'.£'i)§3i'GC“SSOIS Elam: barn used in

impiement a variety of state machines. I\*Ii.Cr0pr<)cess-Mrs me fufly programrxxabia

devicgzs and are abie to address the ex-'n'1vi1r1g needs of prcbkzms - by snugly

nzpmgrauumng the $v;)iW»"fi1‘(: the new functionality can be redephzjyed‘ Howsvar, {ha

traditfmnai micrupmcsssser is liiilitf‘.-I2} in the: £:ffic,i.«3ncy with. which it can imgsiemant

:113d.€;‘-wiixiatts. Sim: nmchinas.

{$2123} Thme is it mu-:6 fear :1 new so}=.1‘ci.z:«n.'fnm ;:1t>g1':-xttmxnziisicvprocassing apparzucus

that is nmra suitatmia fur c:s;mt:3.z1t axxzfiytics am‘! pmcessilxg, and that is affic5.e:at an 2135?;

of funcrsions £133:-J.t include Siam maszhine. evaiuation as walk as the execlxiicn (sf

Qpetatimm for contexttxal sézzmzh, laxicai aniaiysis, parsing, iriterpwtzziion. and

tr::msfr:mm-zation of cozwtmat can nmsséages, packats, or tiocumants.

SUMMARY OF THE INVENTION

£9824] A rtxln pmcessor and method far using the same are :;ti.sa:h>sea;§.. in one

gaznbodinaeznt, the .m.!c pa-acesssar c0n.3pfi_3es a gmsatmi purpms regis-tar fila, an

instruc-ticsn‘secguenca: to pxrmritkz insmmioma, a d¢.°:t.:0d§:3‘ <.>m1p{k:.c1 is the, gezxeml

purpasa Iegisier file to decade a. set <tsfi1'1sm1ction:; scpe«;:i:i?i:2c1b§,I the instruaztitm

secguczncair, and at stat: .mucl1imt unit C-0iI§_}13;'id to the ciemdet 51363. Emving aims machine

registmé: to stars: one or nmm state: machines zmd state xuachirxe s:x,e£tutis:sn izarcixware.

cuuplad ms the state mzmhime registars to 6V2i}I1aiE~§hi% Una or 331012: state: niachixms in

msganse E0 executing «gm: at more at‘ the set of insmzctimis and basrzaai on i'nf01mati0n

from one or both Of the dacsder and the ger1§:m1.pu1:pas$ 1¥:gis‘£e1* file.

I}Ril§ SF 'DESCl{lIP’1’1(}N‘L 015’ DRAWiNG ”‘

{(3825} This present invezzxtios: will {)6 undxarstnmii name fully fton1'the tietziiksci

r;k3sc1‘ipti 0:1 giwzaa b<‘:}m>.»' and "Erwin the. amzmnpanying, drawings of vaxicsus

enmodfments of the invemion. which, izxmssss-:\»‘e:, shcmid not Em taken to Ii.rni'tti1t\

inventzion K) the spmific em'h0dimeu3:s, but a1‘e’f01‘e3<p-lamltion and mxdersimiding

uniy.

{£1326} }'*7.igu.re 1 is a b'I.ox:'§< cigiagram of a rule ;.u:oVc-esamr.

{(}i}?.‘}'} Figure 2 is an exzzmpla of the {if one ambadiment of <1 1u1t:—pm::essnr.M2r
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{(M}2;$] figure 3 .iilust1‘.:mt:S interfacszs sf one smbeditnexri of 3 $3116 ptnctts-s<3x‘.

iilfllfii} Figure 4 is :1 block :liag1‘am of one :2-mhndimtsnt 0f a me: card wi 13.: :3 1901:2-

asidsa c:311fig13ratir;31'1.

{M313} ignite 5 ah1::s::it rliagraxxz uf I.')l’lrt3 :*.m'bod'imenI of a Elma Carri with a How-

tlxrmzgh mzzfiguratiun.

{@831} Figure 6 is a black diagram: of cane embLucli1ne111: of a server ;:0—§}1‘0<:.::3sm'

configmatien.

[91332] Figure 7' is: a. bios}: diagmm {ff om: ssmbodginaent of a mks precessmi with :1

Sfiafflh apparatus.

[(10333 Figure SA is a binnk diagram. m‘. one emh0tiimm.1i.:)f 21 .~‘.sarch 1‘c>gistet' and th:

St‘:§1}TCh amcutinn hardware.

{()i}3.~4] F‘igu.re 3315; 2; bI.a;rc.i< diagram of was tmZibDdi1n:2—11t:::f a search acrray

{($35} Figure 9.5’; 3 biuck. ciiagxram crf me: smlbodiment of 3 SGITSI‘.

{(31336} Figure 9B is a TBEGCR fizizxgram uf one: embodiment of :1 range sE§eci.H1echanis211

in a sorter.

{(}[}33’] Figure ii} is a uiycuit scimexxnatic of we emtmciixnmat crf :1 semch anray.

{'(}fl'3S] Figure 11 i1l'us'i'r.'1t'es an :t:&cm§33fia‘;»' .rx2icn',~~ars:;hi'icctu1~¢: 11%‘ 21 rule: prczcessor

s:=o:nprisi1:.g mt fmu: ;;mcm:ai.ng smges.

[i)i}39} Figure 12 iilustrzites an axmnpllc-3. psizudcwmdaz m‘ a cnnnpiax p:ztten'1maicihing

.ru'£::»sv;~:t am the corr¢$pam‘Ling' .mi:1‘0~cc:ssi3s;: fax: an axc1np}ary 21:18-ilrocassnr.

[{3{}<i0} Figure .13 iflusmues the cIm:;k_~hy-clack gipsiinad executivan of the micr2:s«c:m':$e

shmvn in Figure 121;

{$941.} Figure :14 filustraiies 3 basic state: nmashlme «:v:111_1;—1Ticm buiikiing, biock mt finite

state 2mtmm2$.a building bloc}; {FSA btliiding block) iron: & §)1‘Dg3‘an:1n}ing persptzctivoa

in accczrclance with arm embndiment mi me Snventian.

iififiiifi} "Figure ii 5 iilusiraifcs 3 Eogic eimixit fur innjicnieniing an Ié"S.A builfiing 'b£m:}«:. in

accmdance with i)Bt1% e.11'1bm;iin1t:nt:uf the invsaniirm.

{M431 Figure 16 .i1§ustrate:: an building bind: in which 3%; mmfimsrz of ffeattixes

have been inapfiamantad to pmvide adciitiunai functionzdity in actxcsrdauae with one

s:.m1:vQdin1ex3,t of €h::.im.=e:n.1i:3nA.

{G044} Figznws 17 iiiustxrates an e—n—c§1i;:3 state inachine m1it,.:ef<:m-:dto as a

gs:-ncassor, in accordanca with ans emhodimenag of the irwcmtimi.
8
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'DEfFAII.-E3} éDES{IRIFTI{}N BF T§:1EPRESEE*JT §N‘ir"ENTI€}N

{{}[§»3~S] A pmgr.“an1nm'b,i.a rule p1‘0CE=SS01" apparatus integrating dedicated scam}:

;_‘eg.*.sier.s? and dedicatad aiaie machine .:‘egisI€rs Wifh. §$..‘~€£°.‘-:‘.I!.Ifi~mTi hzirafixwire to sL1p;_\.sr.1r'r.

mpid apglri-satin-n Cif mlk-zsets an:§ gw.=.m1na1's in data is dnsmibed. Slxch a. procassszzr may

he used fur ttunltrant amflysis and s¢:;=a.1'c}ma. In we e1.rfi3udi:zr1c:ni., the: pmgxmzunahle ruia

pn>{:ass£3rinc1u,das puriiuns; an’ apparatus. typi 3:131}? fuumi in a ganmai puxpusa

§_)§50B63SfJ1‘EflO11,§’;\3£iTh saarah 1"EgiS’{E1‘S~ C%Z311pk>{1‘W‘ifl'l a seartihlpaxse. execution array and

aim staie machine 1'eg_ist:':-‘I33 mupied with state, Lnachine. e.v:11'uati011 units. The paxttions

ofa genem! purpose §$1‘C?C\3SS0I‘If1E‘.}’i}1fi1U{1i§Sfl'E€3 use of an inst1m:ti:;an{o1iruIe)

mmnoty, i.nstruci:’:o:zx pointar andinsi:mciim1 stsqtx»-anger, as wsfi M a decoder and

gememl. pmzposez xsgistecr fiis. {Ether pmttimss may 132- met} aux? wili be fiasa::r.ibed in

1z1:r:nre tlemil beiow

{@0461 1:10:12‘: ambvdimesnt, the; march registem store data 01‘ ccntent in an 2n‘:‘ay'and

the gamma} purpose 'pr0L*esss':r from and pmsents rules to the may far executing

saazrcciirxa->3. The cmmeni be a packet, Sm:-an}, messaga 01‘ a d0cun1ent. Tfic search

registers and sea1‘t:3?c’parse execulisn may allow for paraflei anci recursive se«;]uenc.ing

of Mes against the cm1tentpay30ad, as weal} m1‘a‘1.i;:1 ps:m:a:'n nsatching c.:1;>z1bi1§i§v‘

and ms‘; capability of r:na3<i.ng Ixxliitipk: ragxid mnt::1s.t~iaasc:d 3iau: iran.<;iti0n,<;.

('.)pcmtinns such as, for mample, jpaitam 1m:tcIhi.ng, iexic:-11.ana'l.ys%s, parsing §m.d

mterprmafinzi f1n‘1m:im:z5. nnay be parfctmlcfi.

{£3347} In xzcsntmst, in our": en133cdime:11t,t1\e state. Lzxaxzhima registers ami. state. xnz1::izi1‘1c:

evaiuaiiun angjnes aperatg in ::u1i:1\-'arSe fashimi by stming rulasv pmgr:.m1med inm the

s:ate':nac1~fine regjstazzts and by streaming dam thmugh them, Note mat f()1‘th.t‘:

discusaion. herein the {suns state n‘.i3.C~hi116 registers, autcmmm registers and ex_prassim':

registers may he used interchangeably.

E8348} '1‘hr: mupiing of the search registers and the saamkuparse may with the state»

Inachine registem and evaltlation }0g,is:t using :1 gexzerflized sa<;11.encsr and an

;i_mst.ructia11 set 3‘".m‘.mat pmvide for 3 §z>'ws:.r1‘Lz1 p'1.ng1tzm1mab1e mic gwrucesmr melt

acceicsrates ru1e~pmc§cssir1g f:mz.=t':m.2s through dmiécated and tailored ha1:‘r1wAa:e.; and

that alkyws a rich mix: at‘ operaiirms to be1>erfa.rmec1i:1 a. single. imssgxated pzocaasm

a_pparatus.. By _integr:ml11g ziedicatad S8-i3fi.‘Ch mggsters and assr3c:.ia1‘.ed sea1‘chJparse

§:«}§E()}.1ti0}'U21i‘.1I!Z§3?s"El1T£;‘. with fiche, genemi purpcwse prwcassot apparatus, fixer asscaaiative.1.‘:.¢
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se.a7r::.h and _Em3'k,up f11nc:m:s11La1ity can be accaiaraiizd xzfficientiy, am? ya: a :is::.i2. n1i3«;‘ of

genmtal 'pt1I‘pOE(-3 opertzti-fins can bc siinuiianeeusiy petfmtrned. Likewisac, by iixtagraiinxg

starts mazzhine zegiste-1:5 31:6 asswciated s&s.t::«xm1::l1ine umcuiimu §::»:u'dwa1\e wit§1’£}1e

gcirmzrai p11q3£}5e§3x_'0cc:ssm. §i§)pa1‘::tf.l1S,fh£2.8J;a126 machine: etvaluatictn fun.ctiuna3§ty can be

acsiziarated, and simuitatatsausi}-', :1 tie}; mix of g_ena:'al purpose fum:-timzs can be

pa—rf’csunec3 cm the data. The integration of all $,h1\:e:- pieces of appmwcus -— search

registers and snzimzh em-c:1ti.o;: hardwarcz, state naaciuim: registars and state m:~1c.h:ine

savaluation ilardwzm-3, and gcrmrztl purpose procassor haifdwflfii, §»\iE:§(i\?.a p:3wc1‘fu§

pmgmsnmame: rule prcmeasar goixztion. Data can be feéi. mm the. ride pmcesauzt and a

' é mix. {sf S($%i1‘(‘J3 fm1c:io:ns, state 111a::‘s‘ix1:3 avaluatiun fxxxzciiurxa as well genmsai ptmrpgse

pmgramming fum;%;ions can be siznu}mnaLaa1sI*y parfanneci. The» stzfie machine

hardware. and tin: se-a:rs;;_i1 hardwzme be viewazd as another dedicated rs‘-suurca in ma

mle: prmzessamr. A vari_e,ty uf opamtimls can he pe1'f03cm£:d on the. dam, which can be

bath analyzed ant? transfornxed progm-ss'i\=a13*‘. In one c:.:11’§:mdiment., the varisnus

functional ogaemtious that can he pe1'f¢.1n:n.»ad in this -.ruiva pmwsscsr can be pe.vf}'n~:ned in

any sequence er order, and also in paraiiei, leading to accekrzsted ccameznt artaiyms mid

tmnsf‘0m:aiir::11 cap:1'bi.Eity.

{0(}4_‘}} Snmr. portimsv of the dataileci descrigtiaxxs that .f0Ii:3w are presented in terms of

xdgmrithms am’! symboiic 11‘-apmsemaiimus uf nperatiuns on tiara bits within a coniputer

nxsnzexy. ‘"i“‘h~:':Vs:': zzlgorithnxint tiescriptiuns and re:§n:esents.ti.o11s are the, Inaails used by

thuszez skiiiad in the data p1"0C€¥SSi‘.11g arts in most effecEiw:i'5y' canvay the subsismce in“

their wmk 2:3» ushers’ siziikxl in the art. An a}gori.thm is am g':m'1‘§i'l}y, cozzceivaci

In but at seif-—-consiszemt sequence of straps leading to a ciesirccl result. The steps art‘;

thusa rexguiring phyaic~aI muniptiiaficsns of yfixyaicai quantities. Usua3}y:, thmzgh nut"

nencsssuily, these q11zmtit1s2.sta1§c:. the farm. nf eicctricai 01' .m;~zg1mti.c s:igna‘§s mpxahie of

being st::2rc.d% trsms.fr~.=::ecl, a:.<m1‘nined, ::un1par::d, and (:vt11:?.m1is<;‘. z21.ani§p11lz:ted. It has

gum-'e11 cs:s11ve.r:i,<:m; at times, prim:i‘pa'Eiy for reasons af cummm1.':o refer to thesse é

s.zig11a§s as bits, values, elelmznts, sjxmbokz, characters, terms, numbers, or the: like.

{BS1511} It shnuid ha borne in mind, howevrzr, that all of meat: anti similar terms to

has a‘:‘.sm3i:—1-ted with the appropfiate: physical quantifies anti are ;:_ze.u:1y convezvnicm

Iabels app1.ic::li{3 mass quantities. Unkzss s;3eci.f"mal'iy stated Dtht->1.'wisc as apparent

130111 W13 fil-11f—W~’i11-§..’ d?SC11S$5 071: it is appraciaied thaitiimtaughotlt Tht'2vC1€SC-1‘i]:3L‘iO‘§},
1 C}
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dizscussiunss 1:ti'li::<i:1g.t<:m1s smzzh as "gu'csccssing“ mt "con3put.ing“ cu‘ “calc.u1atin.g” £11“

"determining" mi "displayi:1g" or llw like, xazfex to Shit aattiurx a11£l‘p1I3-zissscs of :1

scsxnputex‘ sysfasxz, or similzut electmnic cmmputing device, that manipulates and.

transfmms tlata rsapresente-Ci as physio al {esleatronic} quantittlea within. the esomputx-:1“.

syst:::n1‘s mgzissera and memmrirzs into rather data si.rnila:‘1y represented as physical

quantities. within the <;0n1put¢.:r system memories er registers or othar such i_nfor:nalion

stamgev, i1'2n1sm.isvsis:en xzar display devices.

{IRISI} The present invcmimx .'ilS.0’1Bl§it:‘3.S‘{i.‘.3 appawtus for perfomalng the 0pE1‘aiiO11S-

hereinl. This app2u'a.tus may "ha spmially Ctlllstrlicwd fur ‘El.1£t’3Ts‘:q!;lirt’:d pmrwscs, or it

may comprise a general '§::l311)ose eoznptzter s£e1actively‘ac§*i1+‘atad m‘ reconfigurefi by a

computer program: stated in Lha szomputzsr. Such 21 «:m'np‘uler pnzagmni may be S$fJ1'8{l.

in :3 computar readable. stomge lnedimn, sue-l2 as, but is not limited :0, any vgpe. :31’ dis}:

inclutiing floppy disks, oytical disks, C.l?!——ROb«Is, stud naagneticwoptical dislis, re-acln

nnly mammlas (R OM15}, rzmclom access nucnloxiics (RAMs), EPROMSY EEPROMS,

magnmic or nptlcal cards, at any type. of media suiitable. Fm s!’,m'l'ng tzleacznwnic

instmcliuns, an-2;} E31311 Ctmpled in a cunaputztr systam bus-

{M53} The algorithms and djsyiays presentgcl. hszn-tin are ram. i.:1h.e1'm1t.ly' ml-algal to any

particular computaar or m1“h»=:.r appaizitus. Various gem-::ra'l. purpcssaz S3-‘stmns may be used

witil pmgmms in ac::01'dam;e with the teaclnings hfiafliill, 0:‘ it niay prove corwenien': to

ccsnstruci tnmre specialized app.<.u‘ams to perfurm the rcxquirmi mexlmcl slaps. The

«requires: stmcture for a vaxiety of thee: systszms will &f{}p6&1‘ fmm the d(:S€:~I‘i_pii0n

balmy. In adclifion., the: ;_:::ie:san*t ixxvenfian i3 not ciescriiwd with ref«::r$nce: tea may

;:s3rfic11l31‘ p3‘csg:'an1m~ing lsnguaga. lt will he. appmciated ma: a variety of

pxograuzunizlg lmtguages may be used to impl.eme:.~nt' the tmctlfings nf tlm l.‘i'}‘e'i°.‘.}‘!3.‘lOn as

ciassuxibesai lxzsreixx.

{D353} A. machine-—.readable medium imgludes an.y1'ne£:l1anis1n'for storing, or

t:‘a:1s.mitI’:ing, infcarmation in a. form readable. by a nlamlxilne {e.g., a computer}. F91‘

axanxpla, 21 manhineqrevadahle medium irmludes read unify 111831013’ (‘_"‘ROM”}§ lfémdom

access -memory (“R:\s\’I”}; n1a.gnetic- disk stnragc mvadiag. Qplical smrags.-1 meciia; flash

n1am0ry'davice,s; ellertrlcal, opticvai, acoustical at otl1e.rfa::nn csf pmpagated signals

{~:=:.g., carrier wa\?es, izuframcl signals: rligi.ttal.sig11a_ls? am); am.

3.}.
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[8i)5=¥} A prug1‘:mn11::ts]e 1'ul:-. prcucessmt is disciased {hat conxpriraes :1 ganmral purpusa

pmcesscr pmttian having‘ genera} 'g1ur;:%a:ts::: registers: :3: general purpose: execmimx data

path attiarcrhed tiaezteto, and am. ir1€.t.1‘m:ti on sequeimcer. 1‘§1‘e gt:.nera-1 purpasss prsmassur

pcmian is :1 tjghily coupled with Search registers whh. seamh ezxecutiuzz units and state:

machine. rcgjstms with stair: maclainrs exescuticm units. Tcxgetlaer the S-\'3B3‘.£'.h regiswra

with stars}: rsmcution units am’: mg:-fiber the state machimi: recogniticm units the state

naachine executiszm units Inay each be Uflllsidfimd prm':asaQ»r e.xecuti'on units much I'i.l~=;a:

:1 flnafing ps;)in1: unit: and an .i'2:'Lag::.r unit ‘<1‘~}(6L'I!.'i§.‘l4Z!11‘l3;l3;-£?:,‘3 in 6. genera"! purpose,

gamcessm. Baaed on the type: of instruction (e.g., upwdzz), a decoder in the gcztneml

}_3111'p{.!SL’- p§.‘0Q&-SS9! p()1‘{iGI1 is able to dimer instmminns ta fiither at’. Lhasa axecuiicxn

hlociis.

[0{§S'$] Thfi general purpose- prncessor portian. faeds clam mad miss re the sE:arc§1

regismzs and the: stairs ‘i!‘13Chil1Gl‘CgiStGIS and is abie to tece.ive results from either one

and supply them to the mikes‘ or to bail}. That is. the general purpose procsssar portion

is ixxisgratecl with the search regiswrs and the state maahinz nzgistctrs such that tin:

gene;"a1puxp0s<: 1)1‘:)t:r;essro1' pt:-riion can access 31$] the data in the seaaftin resgistetrs anti

the state. machine: n~::gis{m‘s, as wcziil as move data between the sezufla registem, and the

state mashing: ragister; and the geneml purpose mgismrs.

{M56} The general purgyose processo-1’;30r'cion 21130 ina:!}udes a(.mk:}instruc1im1

mrtmory ta stot:3inst'mc:i'io11s, a§:n9.t1'uctjQn L~1fiq}.'£eIlCt:i',iIl€h1£fi11g an instruction puimm‘,

in saguazuae through a Set of i'nstz.'ucti(,ms stared in the instmctivm xnaxmtxry, a decmiar

to fiacofla emuh ins§:ru<;tim1. The decoder is ab}: :0 cxaitnme the insimcticsns fed to it.

and to ntzibtain semtch paramxetcars am? npcmnds 1'11‘ rct1'ic\'e indexes in lucaiiom in E1

gazmrzfl purpuse .2‘@g£stm‘ fiisi-. that such parsxxneters and ngxemnds. Thus, the

demder demdras the instructiens and than assnanabies the crpemmis and guzxranxaters and

prepzwes the rules that wili be pmsented to the vatiuus rule. pfDi3€:S§iing execution units.

{£3057} Figure 1 is a block difigzani of one embodiment of pmggram:r11a.biez11}e

ptocesswr. The. prc:gramm.a‘b1.e wk: processnr integmtea traaiitianai .miCt€()p1‘0C-f:.k‘§SU.l‘

capa1’7iIit}I with grammar protessiag, :2-xprefisicsn pmcassing and string matchixxg

crap-.flJi1i.tiss. S.in1;3§.e string 1natc}1'in§; is pmvided. by 5:33:13}: registers and a

Se-a:‘chJ’pa1*s¢: zt11‘ayfl1.at sewn}: fur a set of hytas. The exyrassinn promssing £5.
12
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p;1‘m=‘ided'i:y stattz: m.<1<:Jhims haudwan: ih-at zieiecta and pmcezsset-; cmnbixmtiamns uf

muliipie imiings and operators. The grammar pmcessing is achieved by the cambinefi

use cf these two pieces of speciaiizad hardware ztlcang with the genera: -purpose

procass01*tr: p81‘ffl:I‘.I1'i areiltaxtuzii and pmgessive parsing by appiying a tree Qf rules

and expressions, rnzszihing in a conmztmil $earc11’xx-EM: arompir-:.:<_ atcmtrai flew.

{M583 "I"h:1s: ms garngxaninwable pmccssor of the p.r<«:.<;ent inwznixtna izxtegratcs pa2‘a1i~e.l

lwattam matclfdng, contextual se.m'c.h, mwigzttion -and pr0greussi‘ve rule 2m.a1§rs.is, stair:

mzzxchfuzasss hsmiwan: zmd r;2]<:z:11:;>nis of :1 tunventionai. prrmassor :in:z~:g:~.r_. Inadistarc,

aasaciative Iookmp, bI3I1Chi1}g}.

{(3659} Refe.m‘:n.g ta Fi.gmv.: 1, the inatmciioazs are smmzfi i'11.2Ln.instmc:i0n mcznmry ‘£82.

Enstmotions are selected by~f}r_1wceentrc¥i using an insiruciicm fetch pz:a:i11ter and izsranch

pmdictirm. uni): .194. The .i11st:ructis:>n pointer pemts to iocatinns in instmctirm sxazzxnsms

.132 ‘from. whim in:s.tructic.:ns are 10 be .{‘::.t-ztheci. °1‘§1is (mccurs ciunhg the fate}; stage of

thtt. h;1r<i\~'m*a pipeline}. :§nStl‘!1C~i§()_'f) ‘f;'t1{'r:h.pnim'&:1‘ and branch predict“i.(:n11:nit 104

ctpstate. in a ‘iniuulef well itjfanwn in me. art to sequence. instructions in dxzeodcr 166.

£0060} Decode: 106 rszratfs anti. decades iili-}iI£‘3.1.L‘IiOI}3 dtlring as x;k:cs3ding stagrc. As "far

as d&‘CDdE.dit}St1’£3£tiQnS fair nfie pmcessing by the. sezmzzh mgistars and watch

hardware is comzemad, ‘Lb.-;-1 razsults from :"'ie::m’le:t 136 inciuda em idemtifimtion of that

oprmde, pattern, mask and nimgatimn mntm} (<:.g., winxdcwws cf where to begin and

and searchi11g)fm‘ each mile, such as instruction 116, or an indimation {sf whm‘. in the

ge::1e‘:'a3 purgzoge mgistar fik: 103 such i‘§1‘fDI'I1}§3.t§0£‘| is stomd. T116 ins1'mc1:ion fun-n,at izs

m;pm1deci ta specify miss fm‘ semxzhing mid an.aiy3i.s nf dam. vNnf;c that nizhcr

insmuztimi formats may 1:»: 1,: 33:1 Aftar reading ‘fmm n:.g§st»~::2' ffle 108, the values can

he used.toi:1cs31}3u:ai:: m"\.>‘»'1‘ite. specific values into vaxhzvuat 13:11:33 of 21 I.‘€.].1¢vt§}’:1t is be:i.n.g

assembled.

{QBE1} As far as flECOfifldi:1$fi‘uCti0nS far mic pxcsccssing by the state machine

appamtlzs c0ncen1ad,’l;he.resu¥iS frum the dm:0{1e:rin:;i‘ude: a:11'de11iifica1m:1 cast‘ the

epcmle, the input dam values Gr 2: prjinittr to where the data values rczsidc ieithcr in

gc11c;ml purpcasc m_g1'si2:-:.r 108, or’ in patket bL‘:fi1~:rs .134, er in an exiamaiadtiress), as

wali as 3 made :11‘ i11d,inafi(:m {'0 which :21’ 8131?: maclliniz mgiatars I and staté

I1‘1i3.CI'iiI‘1("> units Head to be jI1V0k(‘3¢I:[».
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[I3§}6.?.] N'ext., the parametears vi’ @3631 iI§3.~l'L’.1‘uC§i0i1 ate sxzppmd by decodes: 106 tn state

é machjzae unit 12.1}, Ss33i’Ch registers 23: search/son zumj,rs 112, iixtzgger {car mtimr

aiitiunatic lcsgic unit (ALU}}L12fit 118, ic:.~adfstm_:e unit .116, and b.:‘anch unit 114‘ In

azzoihex‘ E=1nb»:u:ii1n::-m, this dens with an instmction seqtxencar unii, which acts bath

as am. imstmctian segue-mar alld ii dccoder.

» {t‘!0{i3} Load .:'smre unit If: leads va1'ue:smto or stares vaiuas f‘§'(?1T1 the search wgisters

as weal} as .sta1c nxaciizizm registem :24 a5 xx-‘oz-.31 as axtmanzs data intn the Siam .mac;hina

unit 12!}.

{M64} The i.nsm1c1tio:1s naay sp<—:cif'_y rukts f01*seaIchi:ag :su1:;i a:1a1y-as of dam. in 31101‘:

2: the rule is presented to the Search registers inf seaimlz regisiflrs 62: semtcthfsori

arrays 112.. The Search execaltion 5hard.warefi.:1daa the speflified patte;';1in.t11e sesarch

mgistesm, if it exists. Sort array szms and da1ix*£:«nsthe deai:md1na1c}_1 Iocatiun and

.matc.h:esul1s anfi comffletes. axcuution af the s::.3.rch(es1). 'Re:su£.ts of the se.:u‘<:,hi.r1g are

sastxt to as-a1‘c:i‘z1*:':s11}tsM morage 136.

[(313653 More sjpxacificzlliy, sfitagrch mgistcxrs :5’: searchismt arrays ‘i 12 mxnprises search

register and 3. smtter. ‘Them wili be: dE:SCf1‘ibs:<C§ in mmée desmil halrma Thfi :§6:E1t‘Ch

regfister stores seartthabie data, which n1ay be cunt:-3.11: £10111 at d0::.m.11m1:_. l‘DE-S saga,

packet, at any 02116:‘ \*3flB."k‘§1QVs"3”.i .s:ourx:e of niatszx that can undergo s:::m:‘§1i.n.g. The

of me Ey€R¥Ch.YflgiSR‘}1‘I21€t}}’ be arbitrary‘, and in one embodiment $3 orgam'::§d within a

largsr array, tailed 21 Search array having mu'1t;ip‘3.s-: mws uf predeimmixied nlunbm‘ (If

bytes each. Data from search. registar is stozetl in a mplicsgted manner inside. the seats}:

array. I1‘ree:p::eiive. fifths .ma—rmeri.:1‘whic:b.:hz: scaxrchwic data is organi:-zed

t§11‘»:.x11gh0«uL {ha srsamh ar1’a3e', the- Search altrxay §f£‘.(:E3‘«'i’:S a paitsm and mask frcsm R112»

119. The pxxtiem ix ::mn.pax.'eci atgairzst §::1tt‘ie.sinth::: scarch army. Th: znask §}1’0‘s?‘i€It‘I‘.S

am indicatiaxu of these bytes in the pat’lm°.n. that are 1"l{K part of the patt-am bamg

saaxched. In (me: ambociinkent, the Search array has an output iimz fo1'~e.a::.h of the mws

in the ss-:a1'Mch army indicating whaiimr the '§§€zI.€~3ITl being searched matched that suntan:

data. stared £1: 1:}; at pm~tir;uIa;- row. This output. lines 03'" {ha maxch array as csmpiexi tn-

inputs off than s<);1‘te».r.

{@066} The sur£e:::'1‘eceive.s Dffsats that imiicate 2: &:£art.i.ng amt} ending point‘

r‘aspe<:'1ive!.3r, of a range in mi‘: search :tegiste1‘i'h21ti.s in ha sezzrclaad. Based on the

nmuim. i11dria:atia'n Iiimzs fmm the saamh array and the stain 2131:} and. range as sgsecified
3.4;
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by i‘h—e- offsets, the -.S’i'J:\’I'sf:.i‘ p1‘OsC&.‘-SSi¥S“£hs‘.$ mszilts of the array. Such pr~oces3i.ng

may msziude. pmtfioxming one or more operatimis. Thf:-Sf: apemiions nmy be index

~fESDi‘L11ZiC'f,3§ f2,1m:‘n" cms {hat nutpuzi :3 spaxcific nmtch mdsax pxtmuazxt tn) the type of

'opc':xatio:.z. In ans. :‘:..n1‘i;n:wdi1ns2:1t,if§1:e npm‘ati0n..:i§1c1udf: Find_Fi_rs§__.¥:7oriwara:3,

}?ix}d_j??i1‘st_ReVersa and Find__.Ps3pu1aii0n__C«aunt. The og>:.;'ati.r;s11~s~ am Sp.‘.°.C.i‘fiC!‘3. by the

ugzrcodes in Search inazmwtign 110. The so.rter' nmy stare. .i'n£:mn::cEiate-:31‘ final results-01‘

pmx-‘ions. oparaiionsv th.at111ay be used in subsequent operations; in ccmjunuiioxz with the

1n:=1t.c»hind,icatim1 lines fmm ssearch £fl‘_1‘:3;_§f. En §:hisma11ne1‘,the-, scrim‘ may be wed

in progtessfvciy navigate thrmigh the smrchabls data set by issuing a setias of

nperations that utfiiza ths1'e3‘111t5 of previmta C:};:c=r£1ti::tns.. ‘M115, EZf‘§.C.‘-I‘ praecssing, the

~ some.-r genméates mltputs indicatirzg \vh.a:h=ct1' there: is a match, filid an index associated

with the mam}. The i;:<ie:_>; .may indiczata the‘: 1u::z:$;‘mn {:§1d(§1'$«S$:3 in the search 1-egister

whefiz. the first mam}: mcurs m‘: whercihe}.asima1::h m':s:urs wiih mspeztt in tbs top of

the search mgiater. .A}temati.va]y,.ti1e inciex may indicate the :n.un:zber of matches that

a3ccurred.withi:1 the range spa::i.f.i¢2c1‘b’y eefifsets.

[13067] Fellowing {ha canniputatinn of the outputs, name-Ly, {I13 rnatirh i11dicem'o11 and

the index], "they may he utilize-cl to contrcsi Yha gr-xi:-::11z‘.E0n mf gene or I'£1;Q1‘~:3 seam}:

instn1cii{;~ns’ihai faliaw by stmring the outputs in g:ncr:1}»puxg3a3m‘egisters and

ntikiizing inniirrect specificarinn in s:1bsequ:'.:nt i.nstm»a1iens, braznchi-:1g ta 3 spzcifzied.

zszlrjresas ‘n.1:11ei.mm1ction r.n::~:1:nm*y (e._:;:.,in:atrm:1i0n.— nuenmxy W2) dependsmt cm the

'11r1a1I;h indicatio11 Ur oihau‘ SiH}il§\1‘te{:h!1§q1}8S. Fm: ex_an1p}::, the arxarch results in

sesmzh results storage 131} can be naaxde. axraiiaibie fo1'br,a:a<:hi11g'via ?3,1‘am:h unit 114,

which CENSE-S branching based on thesa results, or in insi1*uc:ti0n.p<:>inter & branch

pnx:-diatian unis: 104 far ch:'su1ging values of :t"§1einSt:rLIr.:ti(m pointer zmé determining a

new :3£:t.c:f1*u1_-as that are ta be emcinted by the axle pmcesS01‘. Note that thehranoh

unit 1.14 may branch based on a value spccimd in a rule 0:’ (}pC0r:3§} fielii. which

bmmzh unit 1V14recs:ive.s after decvtading. B-ranch. unit 114- nperatas in a nxanner well-

knmzm in fine art; and is descxilmd in g1‘eater fifitfifl be.1«:tw..

{(3963} A:i.:iifi:anai1y,the sorter tnay am) be coupled to a regis.te1‘ fails ‘fur storage uf

results of p1‘£:vious Opatéttiiiua far use in subseqtzent s3pee:;~ation&‘i%1at 31121:; be axecutsd

after an arh:it€a1°y'nL1n1L\er csf mftex‘ :3pa1'a.t'i0ns have hem executed. The 1‘i3Sl!3tS of the
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scs1“tr;:r may a-km be Cx:3n_p1£:>zi§ in the ruin: pmccssmr instmctirm sequemcar 1.04 to generatc

U1‘ assist in the gwttm;-.ra.ti.<)'n Hf rule pJ.‘£Z2gmB.1 offsets (mg, hstamfix acidsicssas}.

{Q0651} A§.ten1at9ve1y, fiche il'l3T;1‘11C1iC11'1S nmy gpvazify rules for exjprsssirm, proczessimg my

state n1ac§1in.:: emitmtima. Such an. i_n.:«:truc=iizm xmy indicate that the state machine unit

is ‘:0 be iwm}:ed* what stats Mz11achim-:3 are up be tested and what data is m be streamed

03: input to those state nmchi-ne.s. In such a case, state znachins unit 129 p¢3I’fC%1Tin:§ the

S‘.3(}'Ji‘f.‘:'S1~‘.~ifi¥l1 pmcessing $11 responss-3 to the in.six‘uc£i0ns. Stats‘: machim cnnlwikzr 132

controls stair: machine >':sgi.~3ters I114 ’basmi on awe mmthine: mnfigtaration

ixxfolmatisgn. State: .ms.ch:'me: s3u.n.f};_s,uraxtic3xx infnnrmation 31121:; bi: received by stats:-.

11130315113 unit 120 vi:i'1{3a:§!smre Imifi 136, packei huffsima 134 111‘ the. busas 1'36, and

v state rriachine contmlier £22. luads this infmmation in statg; niaarhine registers .1224.

Thfi state machine con_figurati.an infamaafioxz is used to program state machine

behavior inm Mate lnachime registera 124. 02.133 yragmnmad, ciata may be siirexmzexi

across the state machines and the. state machines many he cmaluated. State mmhine

evaizzaimn unit .1126 conxpriscs I1ax'dwax‘::t'hat. evah1a‘aes mane cu‘ xncsre stats n1aci1iA;1es

§>1‘ogz_*z-11:t3n1et*} into the Skiff:mé1G§liT1Evl'€1giShi'.3‘S {:14 in ‘v'.iBW of the data "being presented

(:3 static mimiiine mm: 32$}. 111 mm am.E>od.i1'.z1e.;zi, 3ta'£s:evx11ach.i'1a<:= evaiuiilima unit i :36

evahlaics a large number vaf sum: machines is paralkz-R. Qua r::.mb0di.rnem cf state

II1a{.>§‘liK}6 unit 1231: desczibed in mare ciemii beiow.

{@0701 MuJi;i.p.1e stma .mach.'mes1nay be evaluated in paraliei. Each state mach;in::'.s

'DE:havi01‘ wzzcified in a sat (If staie machixle mgisteas, For each state 111ac}1i11a

registar act I! state machine. £1-‘;’£%§U£1ii(3]1’tItliI executes the state machine apecifiad in the

iagistar sat ag:1ins;i:Ti'nput data. Multiple state machines are spcmifizd via multiple sets

of stam nxaathine. zmgistars. .§«:¥.111'£.€ pk: state. xmarghintts can 13:: miaiuated in parailcl , by

§g1‘0\’iding an vi.‘-3<¢s'r>Ci1fiC!11i,mi1'.fCIiTEach smite Jnachiixcx ragistar set.E21<:h staie m.aL:hin&:

could be: fe.d..i11d::p2.i1dent data 30 that xniaiiipie state maahrimas. ccsuid. be r:-.va1uaiadi11

parafiel cm multiple distinct data smtamxs.

fflifii} Cosztaxt static 1'and::>n‘1 access lI)B1‘f10X')f (SRMVEB 328 is used in stem context

infrsrmalion fC:1'mul’t'ipk: cut" data being xava1uaiad(a,g,., data firom multipie

dificrent siIr2<an1s}. If a packat is fmm :1 di.ffem1’1t smmm or ccmnaction, than the fmm.~

and (‘if the: }3:7og1tan3:tnab§.a m1ie'p:m:::.ssorissm~:.s an incliceitian to state Inachine

:::311tr0ik:.r that i.11d.is:fal‘%5 Ma mew :-;t1‘aam{or c:31111ectim.{_) am} not pant cf the same
1 S
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s§;r:c:a1n the prewious bytes being, gsxxucasssezd. This 'i2’i£Z1iC$1iii13!1’C:Ri37£)& issusci on eitiiex.

:iedic:11'£-rd instructioxy mi issued on 21 field mi’ the: in>:<Er1=.ci:icm1ha'L inswokas thra sink:

nuzzciiixm opcraticsn. 1:2 respuzasee, state xnachine «:<311m>31ar 32?. ca:.1s<:sths:. amcumulated

‘.5t3TE'}']'13C¥‘1iI1B evzduation information than exists in state machinc: mggstars 124 and

state xmcilinc mraiuarion unit. 126 in be stmed away as corxtexi in comexi. SRAM 128..

Mare spacificatiy, o11cs:.an:°.Wru1s3 prxzrvides this indicatiau [c.g., ma ogwde}, state

nnachizie L'3.(.\§1f1‘.£3Hfi1‘ first stores :11} tGII1{3('J.Fi3i‘}~’ status of izhe E-:.:<am1tic»n thus fax‘ in

sznntcxt SRAM 128 and 1:221:15 in the ccmtext for {Thu} swam cozrmsp0n.tiing to the me-w"

mica. If it. is a new‘st:ea1n_,'t1:u-rreis ncs rzcantext aC{:Um.{i1£1f.€d as yet and it starts with me

register ccmtextt im1ie1ii_zed. Note that in this case after the and of the first packet of a

fresh stseam, flesh context is are-amd. Note that in one emhmiimcm, 1a>adfs.tare unit

116 has access to context SRAM 128.

[[D(l’?2] N(}lt‘}t§1£3ifi'!£:v state xnazchincz unit. 120 and semi}: 1?-gistczfs and semrclsfsozt a.rra}*

116 act as distinczi; e::~:e::uti0n units that may 0p::ratci11 paraflel. Thay may be

§)1‘ocessi,11gth<: 331m: at dTiffa1‘ent data, m" §:m::t-35,25 {he same data at diffemnt t"i,me:A..

{@073} in ::::1.1aodi2'nent,Io::c§!store unit 3§,}.¢Ei storm values inm search rc::g;.ist;:u:s 112

mi mmcwe xraiues from Search 1‘SgiSi8IE 11,2. Leadfstom unit M6 couid mad vaiues

£11m general purgmse mgistars file 108131 3. mzumcxr w:':1i—kr:mvn in {ha 311:. Lnatifstore

unit 116 conununicates with an anmzship data.mmnm:§,r or data cache 132 and ii)’.i:‘:I1’121i_

memory {through bus and uffi-Chip interface 336.

{M74} Load} stare unit 116 zfiso readsv {mm ané writes frem a n1essag:z btxffer or

pa-ckct huffm‘ !:i6n'_t§3QlTaI‘§I’ sttyragc) .134. Paclsaefts flow into the T.'i‘1BSS2'.1§;6 buffer 01: data.

bL2i‘:f»~3x 0:‘ packet buffm 134. Lt‘.1ad!'S§0I\‘. xmif. HE: nmy move. {hrma mtg sasamh

'£Jf':giSf€1‘5 11?. ta esszablé ax: entire. packet or messaga or doc:.1.m.cm tan be Storzzd in Search

tegistez-rs ‘ii’-2. via paclmt iuzffer 134. This £EHU\-’S.~‘§.& (ha pmg,rzmu‘nahle 1111:‘: ptmzessar to

receix-wzpackax, message, tiocumeznt or strewn data and lead it into Search regism-ITS 112

and, using time ru§e pmcessox. do 3 sctries of finds at navigated Wi11d0weci. searches to

Imtata Specific p{}l‘fi(3fl3 of the daizt, <‘Jh£{T£1C3;€t-1"§'Zfl the packai; or de1inE~>at:': v‘£n‘i0us genes

in that pa»;:1<<:tm‘1’cgiQn?: 0fi1‘1tf:!‘s‘:St in the packczt. wherein more pattem matshxng or

state. m3tc,hiTne ev3}11a'ti0n to he peztfimneri. Rifiasets sltored in iasfiuctioxx niemnry

specifjz the high. ievei centres} flow mi’ (hr: pray. <13 t1mtin::3.m*im rm ave-rail crmtml

flew graph specifying the gmph 0:“ {W8 :31’ rules that needs to be £tp§3§.i§:d 0: §)i°J,‘f0{‘111c::d.
1 "2
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A xiamjty of riarih sequences or rule;-;eIs or gra:m111ars.c:m¥dtht1s be applied :0 the data.

Fur e;«;:am,pEe, ini'tia11y, hast-xi on 3. CO11i‘£2§t Search in be perfnmlefi, Search registers £12

Xoaded. to find :1 Zane of imxsmst. E11336 ihs: Liane (ref i!1§L6l‘v‘E‘,§n‘vi in tim data hats hast:

;fi:su.nd., Inacifstcere unit 1.16 ‘iransiétrs that regian to stat: 'm_achi'.’n.e. unit .120 far

applicafinm {pf a certain ntunfljrer of £1.11:->3 m1:n“'.g:fl211r gzxpreasicrsls in that 2.01:?» 01‘ ;)C:1"L1'::m

of tlaizx. .-’3xfEt:1' t1'au$fer, a new mic. is fgmsezxiezi ta sane 1‘£1EtChiHE‘. ::e:n1.ro§3er 12:2 ‘that:

indimttzs whit}: state {machines to awfluate against this zen: of ciam.

(Q6751! Laadistnre unit 11:3 can. 302355. State machine unit. 120. For exanlpla,

‘ Ioadfstore uni: 116 can send Values in pmgram state. machine registers 124 mm state

machine hchaviar. Loadfstom. unit 1 It? may pmvide data fmm 21 numbrsr Of scrurcxzs

for avaluatioaz, Loaaifstom unit 1 $43 may provide data from patlaet b1ri‘fe;ssV 134 and can

be srreamezci or fed. to state. 1I}3£fhiT3>23 unit 128. '{.0a.«:1v’*stm*e unit 1&5 *L3£!I'l p:m=i.s:i:~: data or

£101.11 buses via. 0.f;f~<:l1i}:e §.nt::.::faca 136. Loa;distu:raMux1it“1}.5 nlajz sand-prugmm or data

vfliues, St:-aita mashing mm. 129 then s3\;a1ua£e.,=.z data. by héwiing state machirzs:

conm:>11<::r 123 take. the dafza and feted it ta state xnachina nagisters 134 and state

n1as:hine evzduation unit 126 f01'e=va}uati0I1.

{£3876} Nate. msxt aithnuglz not ahmzm, in one e:mbmii_mem, state .machine unit 134'} ané

— the search register; and seaimhhum arrays :12 may he mu;::ie:1 E-ugeethar using

dedicated? buaes at shaped buses m transfer data aflfifQi‘1'«?SL1IfS lmtwccaa each nthen

[l}07?} Integer lmii 118 pt‘-.;'f0rm5 ge:1c.ral yuxpose integsvr funs:Ei<'m.s. In me

éxmhoaiirnimt, .i11t5gar um: I 1.8 tzsrsmputcas ind:°:.>;as 0.1‘ adcimsses, or T_i‘8I1SfOI1'i1S data that

n‘;ay 12:: then fezgi hack to thaw search regiswm $31‘ 312816 machine regis1:e:;~s_

[@378] Thus, one enzbudinment of the prograamaaable nae proccsset inciudm ihriee sets

ufre-gisters. Thevsa includa gameral purpose registera and um other sets of registers,

zmmeiy saarch registers. and state nnachine 1‘6§:i.st6rS. Em exectstion unit is coupled to

each of the ea-am:-E1 regismts and the stats machine -registets. For the state _mac:him::

mgismrs, the: axecuficm 'um‘,.t is the state machine. maahzatiranunit, whéie for the sfiarch.

3:eg,is.‘u:%1‘s, the ex:ec11ti.cm 11:11‘? ‘tbs ss-:az:s:h and. Sxjfi a1‘1‘a§;. ’1"I:ms., t‘:fie.1"u§c p1'oc:z~:-ss:::1‘

takes a.<;oIm.=:nEim1al irxicroprmesgwx‘ §fmn1t~am‘i amt? adds ;s=e.:m:l1 :‘egis'ier.s' and a sezxmh

and 50171; cxacutmn hardxsvama and state: machine registers and state: machine evaluation

unit to can-*alz1ai2~;2 state machines.
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{GWF9} Figure: 1?: is an ex.amp‘ie. i1? ustI‘ai;is:_g the: capability at" one enubudinmnt of the

11113 prmtesscrr execzlting a rich ruk: nae campzising it sacgzxsnue. af opmatiozzs that

inrfluda a prczmcol decade function falimwzd by the use of r7egt11.<.u‘ex_pra§i4it}n

processing to find patterns of ime;reat in specific portions 01’ the input data. Razfenmg

{Q {I-‘1gu1-e. 2., the rxfle tree is Shawn with ma phase-.3 or ieveis‘. The first phfififi izwvoive-s

— 2: prcxtucyfi demdxs operatirm in Whiith pack:-is gs:,uL11g'thr0:1gh a r1eiw0:rk.ara: axamineti

and demdeai ta uudcxstami what'pr0ta:;o1is.i:1 affect, "1"hism\q1a:ims p21T.t€'.1‘n mamhing

an potentialw ail the byiias in each packat. in this case, the: s¢a:<d1'I;‘cg,istc1's and

:aem~::hipars—e amry are used to perfnrm a series cu‘ find a;)pEti'ai.i0n.S. In this mzatngzfie,

var:ous rantings of 'FindFm_ward and FindN0t1°‘0rW£ti‘:‘l operatiuns, which are discussed

in Inme aftetail belew ares usad ELI d.atem1i:ne if the protocol hmhg used is and in ‘

i3.t3t‘(iI'§f£)i!ils3 if a GE”? ~c:'2n11nar:c§ m‘ :2 P68’? cnmmmxd is being us-ed. Mme specifically,

Fi:1dNc1fl?'m:—-waxrd and 'Fi.11d13c3n-varii operaiions innate whssrc the cnmlnmtuzis bvagin and

and as w:-;!.! as .im:ating arguments fur any uni ve-rsai 1“c3§('}t;}.1“£:€2 indicator {'U‘R'.0. Note:

that éach of 2: smfics caf such lactating: flparatinns may a:<::cz_1'ted in a singia iteration

cf 31 £;;.»‘<;it‘..

[i'}l'!Sfl} Afiair deierrr1im‘.ng'that. that packet is 35111:: type uf HI"1‘? pgiaket, cieietrimning if

a. get cemmzmd 03: 3 post cammanci exisxg-as amt} '.-after}ocatir1g me a1‘,§l3'i¥'1Ei‘1iS._ the his‘:

saqueme shown in the pr:;«gta1n,.thc FHSEDRE sequemzc or ’Eum:[i0n, is used to:

-;w‘ietern1ine:ifa set of pattems ??—XiStE. To that end, the; sum and e—11d'lc»cat.iuns that were

fmsmi by the seamh rr:.gisicr and 3ea1'c?u’par’se— e-xeoution hardwara i-iienfify WI‘1fli‘=3 the

rsiesvant bytm are in the, sezm:E1 regéstmis that .may be sxtmctsd by tbs loadfstom unit

and sent to the stats: ma.c}1i-us unit far pmcessitng thereby. The i11$m1c'iii)n sfiqilencar

« p170\’,ii3t3-s 21 s:.omrnm.1»;1 to ;Joint 1:: 21 gmlxp of stats: naadiineis fcsr avaluaticwn mid the state.

machine wnimilez decodas this gruup a11d.i1:w3a::s i.}w.rr.1 against the. data. In the evns:I,,

results are avaiiabie that ixadicata wheflmer any :31’ the I.'.F.R‘is waste: found in i‘}.121£‘z.onc;-; .

(L3,, wheiher them was :1 Imtch). The wetsuit iixforxllation cam be passed back 33:: fiat:

ymnailydcr Qf mg 1‘u1g.p1‘D{?G3.3fJ3”, whicfh may; for example, use the branch um‘: to

33mm:-h to some othar iocatirzm baserfi on those Icsuits {inayba due tn $01116 pattem

identified in, The payload cf the: packat}.
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{B681} Thus, one embodinuem of Em: pr{)grar.U.m21b'_1€ 1'u1::-:p1’£3(:£:E«s0I ;:e1‘fi;a1‘ms &’tat.«:fL1I

impaction. paitciiil numbing, analysis, and i-‘»{é}’£$Z Iuachine i:‘;’s'i’;l1l}';1$i(}tl an higz 1 speed

data S1Zf6¥Ei1T.{1S.

[£3382] Embodiments of the rmle. prosassar xiescribed herein include {me or nmm

advan5Lage:m1s fi:3.tu1‘c:s. For exaxnpic, (me embodimemt of "the rule, pmcessmf _may

«utilize a n0n.~p1*m:et1um1.hi.gh~l€:V6i 1ang.uag::.m d.c¢s::rib<: data and dam patfemg. The

use of high !e:vs::§ clemripticszas reziuces Cfiffing effori. ‘Embodiments at‘ the present

invexstiun Vpnzwide Sl§_§Z¥pQ1T fer aoxnpiex fg3:ota;2u:rr.:'§.s and flata .I,2:yx:suts_. such .533‘

e.xan1p1e., vaxiabla siza, skiing :e1:mi.nalxad, conditicma}. owzrlaid, cu: au*bii.z:arily ctrdenzd

dam, as wan as arrbitraxy data iajmuts.

Ex::s;.t_1;3_.1;#1-s3g_g‘;an;’§ Cirmfi ?1!1'f1i‘ii')I'1.'$

[0033] Figtzxe 3 ilfmstmfas intcrfaccs of one. esmiazzdixnant cf ii rule _13«ms:-'-35301‘.

Refenmg "to Figure. 3, nae pxoce-sso:r 300 inciudczs 52 best intsrfacc 313)} , 3 sirezarxxing

im:<:tf:1c::': 302, a ’{T1m¥.‘t{)Tj£'.il‘1f6ff33iCS 383, 21:16 3; is:tCsk—asir§2 intezrface 30:4. ‘ficzsi-intarfactt

301 11133? Compriae, for e:»;.a;mpIe, 2: MEI-X illiiiiifé-3Cr).. St1‘$an1i:1g.i§1t€4ffim SW1‘; may

€:flI'i1p1‘iS&, fo1‘exan1pEe3 3 SP1 4.2 interface: :01" a HI‘ Cascade imterfacrcz. Memory

'in.ter.'fac¢.’: 3&3 army compr17.se-_. for exanaple, a DDR1! intarface. Laokaasiée jmterfawa

304 may cunapzise, for example, 3 LA—} i:1i»~:»rfac.e_ Nate that in other embodiments,

the -rule ]Z?I'O—C3t‘-SS(31YIT1a§,‘ have aclc}iticmaiinte1faces ca‘ 3 subset of ti1eintm:faces shuwn

inFig.u1'e 3.

[{1{}S-3} A mle. pxucrssésor, such as uric pzmassor am, naay be included in a numbazr of

card c0:m7.igum£im1s. Figuxes 443 iilu strata £1 xamnlzser Clf :r:xen1p3ar§='i:§1rd

ccnfigumtiuns. Figure -*1 is a mock diagmrn 0f 3 line. card ivmz.-k~:a,sid.e. cosifigmfatinnn.

Figum 5 is 3 black diagmnl of a iim: {:ax<if10w~.}1tu cunfi g.um!;iun. The i1'1—1in:': cuties

oparate an a st:and»aJm1e- basis. The1‘e‘fox€=, in such a c0n’figu::ai;i0n, the rule processor

rS;o£:s not send -resuits back in a host prucmmr. The mie p;mcess01‘re=ceivas packets on

one inmtfaca, -amrzwals the packets am? dstemmines the proioflol to dates: packets. The

rule px‘m“.ess.r:u'x:1'eates re:auE.t:s and may modify the data :0 hr: 35:21:. Eiubsitcguenfiy, the

ruler: processur sfilldfi tha data to its next’ destmation. Nam that rule pmazsssor

p<:r£’m.':ns, stoning, muting, C,‘t\‘Z':IiVt:i'}’ and @'t§‘1c:::' mstwork fuu1<:£i<>11s:.
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{M35} Figure 5 is as muck diag::a;I1 of a s»:'=x*v::x* c -pr§:cess:::;'a:a1'd a:.o;1figu1"atic.s11. In

this cnnfiguréitinnj the host prom-33301‘ receives El nzessage, because- that has: ;_m;)c:‘c3sm*

hamiiles all {hie networlsz fu1}CfiG11S.. The 'I:zos:' ;)meessm' sends mczaasaga {paVc.ke.L‘ or

bnffm‘) flmi some instructions indic:—ating whai type of rule gszncessing is to be ezppiiegi

tea the nsisz pmcessor, In Iespcwnaefié the mix:-, pr(}G:;‘:SéT>\’J!f applies 3 mie. processing

saquattca m‘ prograln and thaw sends the results in the host pmcessor. The host {ham

able to take may action, if nemttsszaxy.

{G386} Referring to Figxxm :1-, the line ::.m:I s:011figuratio1'1 ::on1;;::*ises 21 rule pt‘0CtSS01‘

5101 having 2: memcry 4011 csupled to its memoxgi .i1ate.rfa.ce and 3. net:1wor}:p.::<)c:§zss(>r

40?: cm1p1¢d is a. streaming intserfacss £>f.1iu}e processor 461. Ruie prcrcessor 401 has a

best interface for cousgiing to a hast or other control plarm.

{{}{}S?'3 .N‘::mrm’k pmccssm‘ 403 is coupled to 3 menmry 404 and inciudss an interface

4:}? fm.- camp-iing in 2: boss m ath::1~c:mtrol.piane. Netwm-1: proczessor 4&3 has an input

£H}5A and an output 4051:}. Input 405A is ct>upk;dt:':»1'::ce§ve naiwork hfaffic, which

ns:tw0r1< p1'0ce~.>3s::sr 483 fcuwa:-ds IE: rule pmcessor 401 fur fmyaessing (e.g., attack

detection using paiterns, raises, fsxpréssions and grammar}.. Tha netwm: traffic. is

fmwzarded from naigwmkz pim<:.ess<:sr 433 via uutput 406.

’ {W38} Rfit-f(')I‘I'i1‘1‘.{£'it”) ‘Figure: 53, the line card .t”1m:Mhr1;z cm1i]gum%:is3n CDfl}pl‘iS€S 3 rule

‘ p1‘o.cass::)1“ 501 llaving 3 n1emm°y‘§(}2 coupled to its nmmory ixztvsrface, an euipm; SIDSB

~ of a. netxmérk processor“ 503A. sampled :0 its stmmning i11terfas;e, and an iI1pu{.*30f:iA of

a nctwoxic. prccessm‘ 55:33:13 c:r:»u{:_1ecIisizskoak-asideinte1“face‘ Rule prxzmcessm 391 has

T 3 hnsi.-intcrfaczs far sampling tn a hast or othazr control plane.

[W893 Nemvork p1'ece.ssox"503Ais c<)n.p'i.(-3:‘: to memory S5";-'3-A and rinciudes an

im.arfax;::; 5{)’.«'A fm'z:0up3ia1g to 21 host or eathtzr ccsntroi -p1a;ne.. Nitm*cs1';k ‘psrsaccssor

50315. has a!1iIi}1"?.1'L 505A and an tmtpui. 5053. input 505A is caaupieci to receive-

netwark traffic, WMCTI3 nat\wJ:‘k processm‘ Sfi3A forwarcis to; rule: p.roces:sm* fiflt , via

outyut 3058, for processixxg {e:.g.. attack detection using pafiems, naies, expressions

and grmnmar}. Aftsr proazessing, ruie prncesmr SD11 farweuds the ne‘§ws:91*k traffic in

xxawmrk pmccssmr 5038 via.'inp:ui 506.51. Isiflwork }_31'0CiZiSSC3I‘ 5033 £34; coupied to .51

me.1:m1'3r‘ 5043 and Sncfimdes an intevfacfiz 5073 far mlxpling, to 31 ms: or other contrui

;1Iaru:~., 'N:*.Lwe';‘k pmcszmsor 50:53 mltplits netxvork: traffi: via m.1tp-ui: SGSB.



SOPHOS 
EXHIBIT 1004 - PAGE 0267

W0 2-1&1!-£l{!f>3!)si8 P{T'I}{.fv5é3(5i!4a"(l4}U405}

{{)09£)] Raferring to Figuw 6, {he w»p.mcessu1‘ C2111} 1‘<:sembI:;7s a standzird PCI-Y. ctaxd

thar iruzhsdes a .¥1o$‘:. prr;cess0r 59:3 mupkzd £9 a chipaet 604 via a ‘host interface.

V Ch§pse3t:6{>4i13c}udes 3 n1e§31ur}ri11té:1'faca ceupkicl tr: hast inemory 605. Chi;-51st 6031-

‘ .:dsu.i:r1::ludas two PCfI—~}{i11terfaces., mm mupled ta) 3 I1£:twC»:'}:i21teri1:1ce ::.a1‘d{Ni£3}

603 anti 211:; othm‘ coupled in a hog: xnfic-rfacc cf rule {3I‘OCE~SSO1‘ 6101. Rule processor

601 3130 includes :3 n1en1mryi11ta:x*facs mupleati ta n1e1nn1*y‘6D3.

{M91} in the §1l‘I‘El1Tlgf'5.11l!.’.‘«‘i’}§.i1‘l .E7i.g,ura 6, c.m_1tcn"t is receiwzci via E‘-IIC 603 and is sent via

' Chipsei 604 to Ems: I11¢§l1C¥.T.j5' E105. Frocessm‘ 696 ztsceives an indication

intemapt) indicating that czontant has been rezceivasi and is stereci in host naemmy GUS.

in re-sgvimwnsa, hoist processor 606 signals. mica p:*m:esso1*{*3{)'l tr: handle the wnxaent

pmcessing. Once zmnpieted, rule prmze&_s.u1t 60}. ai.gina’£a host gzrocessor {$205, which

signala NTEC3 603 indicating in NEC 1333 that the da£z1in§1ast111enm;'y LSU5 is ready fur

tmnsfmr. }—“—=.in.<,1ii§,r, MIC access the m:l‘Wm’i<;‘ iraffic from host nmesnmrgr 605 via

0hi.ps.ei: ($04 and SflndfiUTif3‘Tl€tW()1"kU"2iffi.C- mm: in firm ne—£w(3r1'~:

An Emznx Iatv Embodiment inf Sssarch. 1{c*.<2ist:::-r mud S::3mhz’S:::rt. An'::1§?Hm‘d\va;‘e

{(1893} One: embodiment of ma seamzh mgister and saa1*c:hfsQ11.array hardwaxt‘: is given

"ix-§t>w. "Note that ahv.°:.mm.ive exnbaclimaxxxs cf Search registeaf and saa:*.chfsm*t. astray

i1ardwa1w2=may be used.

V {Q1193} Figure ‘3’ is a bksclc diagram of a pcwtinn of cane enamdinmeuzt sf :1 rule processor

. comprising ssarcb rcgistrsm 70}. and saarcix. exacution ltardwaxe 732. Such 2: purifier:

may patrf m“ the mist prnccssar nf Figum '1. Saarch i_u1stn1cii'on "IE3 is prescntad to

sea1“a;'.l1 1'ie:gi&t£::'s “F03 and Search e~.::t{e«:ui*inn haratiwzme ’?0:?.. As ric:scti‘E:1e<'i £1b0‘fl%~_, the,

pmcszssori fur:the.r c.c«;11prises :3?" an ineztnuztiuxz Sims: 1::E‘.f€U&dtC: as :'z1.1:s}instx‘uctio1:

n1emm:§:?0=% and an appemn.11:z in L‘U:11;T0} tint: flaw uf instruchimxs i;hatin.t;Iude:s,ir_1 Um.

anlbodinlent, instrtmticsm sequence1'7f.13 and instruct'i0n painter 7815.

{Q6534} A magical Search entails pmsentalitm m‘ an instruutitm or rule tn the saarslh

x'cg§stc1=~.3. The mic specifigzs 2: pam=n1a1cm.g with 0:13 tn" n1m;‘ava::§§itinnaI Search

parametevs. Iln amt: e.mbr:ciimc*,nt., the Search "Function wtums 2: number'0fz‘csL1}ts.

Ti1e$ei_11(:l11(ie an indic:a§_icm inf whethm‘ mt ’i’h'ffl' 3 match was ‘£:"r3und §::e.twt:~m1 ma pailem

am} 311:: C’-Ollitiilli in thr. S$‘¢1J.'Ch 1‘egi.séte::s,, and 21138 3 'n1:1tch icacation indicating veiaam in

the paylsad Search xfeggistars thee munch assumed..~.
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{£1095} Adciilionzfi 5ea;rchcDI1t1‘t3i paaamlastaxs are p1t::w§Rimi by flu:-. mic-2. §}iZQC€S:f~'0.i‘ to

Search exacutjon harc.w:1ra 752. Sesamh inst-:1ur.:?;iox1s n1igi‘1tpIa;wide 3 mas}: v<~>s;:i.01‘

alcalag with a, Sat 0:” bytes corngzrising the ta:;tge:t semen pati‘ern_. Ifhfla n1a-sk‘ vactm‘ might

be ::ar11p<1*isec’1 of him that correspond to the target paitem byte orbyiazs, In {me

embudimam, $pt:<:i_fiL‘ bytas in the tmrger pattern to be igmred dufing the seanth

nperation are seiccted. by setiixig the c(>xn%%p0ndi.ng h»i_ts. in tha mas}-: vector in E1 pra-

c1et:anr1i1m<i.}0gis:§evei {sf 0 car L Th1_ts,thr: tax‘g;e:t part:-:.rn used in the saamh :may he

.u::a;iuced.i:1 size. Addi1io:na3.iy, th.a.ru1e p1'£'JC$SSi11gi111?tI‘UCfii)I'£S may spr:.cif; starting

and endiug1<::catim1s that ::o:1sti£utsé- 21 Search wiminw or a :’.'sm.ga of byites in search

registers 701 withjm which the Search is itC:nst1‘ainr:'.d.

[0@:9fi} Adc.ii.ti::n::1 pamanetam ta seasch instmcticms may imzlucle 3 bramsh adcIu“c:‘.ss—‘$;o

be utilized by the Ink: ;3rc:tcass0r in the.) awn: mi.‘ an tmsuccessfu} search.

W997] An example Bf a seamh instmction is 51 windowed—find-first-viorwarzi

insmautixwxx. In (ma am1b{s«di1n:3nt. in at win£ic-Wescirfirsa:i~f1x‘s’£—fu1w311:1 st;-sarch, givaizi an 8-

hytc pamtzm spizcified in car by a mic, an F’;~hii mask, a atarifng incaiiaan effset E‘.{1€h‘&:SS

;:n:sinti.n;.3; to 2: si3£tix1gbytc.in thr: t20m‘t3f§t iiiflfii g., do»::un1emdm.a).in march registars

701, and an endi11g1ocatiuz1 offgct addxeéss pointing in a. enfiing ‘mate in thfit zzumzcrrat

data iafigm dncunaezzr dam) in se:s11‘ch registers 781,. the seamh Ieiums the staining

addstess in search registers. 70}. G1’ the first string after the specifiaci S12-mirlg location

afidress ihat. matdhes the rnaskcxl paitam, gsmviding this add1‘es.s iaefora the

vzmiing Liocation offset address. in another example, a windnwed—find«first—reverse-

ssamh may be }3t'.‘If01’I‘[1$d. In am: izmbodimcznt, in a windawecifmd—fl1'st~raVe:rs¢

sitarcfh, given an -’\‘;--byte gmttetrn in the rule, an 8~bit. mask, 3 starting locaimn affsat

addntss pani-ntixag ta :24 strmzhag byte in the cnmtem in search mgistcrs; ’F0 1., asmi an enziing

1ucati.m1 auiclmss poi.11ii11g 10 a. ending byte in {hit »::a'J11te2':tin scarciiz 1?:-:g.iste1‘s ’§’O1, thczz.

march xetazms the starting address G3’ the 12231 string baefure the spec-ified Esmiing

leczation acidmss that nuatches the masked pattenz, providing this aflkiress starts after

that starting imsgitinn taffset flEid1‘€~SS.

Lilflfifi} The rule pmccssor also pro‘;-*i::Ies 21 crmtrol stars or 1121:: n1emary"r"'0~*$ that

t:(m'tains miss m mla saris it} be apgliad to the payiuad data. in Um: flmbndiingxit, fht}

mfitmory ’?Dc'H1o1z§s xrule sers {fit st*,qI.:£=.'z3.<:esN of imtmctions or made thai’ dasttxfiwa

pzittezns, 1’Ll1€S,€}§}3I€«SSiQ13.S or grannnars that I'i€‘-Bil to be appfieci and detack:-d in Search
2 3
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1‘egiste:s 701. The wk: mcaballary mary S-§.!8—C.if_‘_§" a raizge of cspewtiuuxs, imziudizzg, but

12 mi iimited to, global or Inca} (}»vind<w:ed) searfchas with eiahe1‘:=:>'.a{:tn}atches or

p1iI.'fiii1l‘Il£1EC§f153$,.\Vifl‘£ imividuai and m‘L21tip‘1.a1mm:h infnrmation deliverad :2: some

mgistms, pxixnitives in genetrate effserts mud adcioessc-:5 in the uutpm payiomi Bf the mic-

prmrzessor, as ws;.iias1ogi::a} and mmpmliaiionai aupemtors to be agpiied to fhfii search

msuiis. Such rules may be c<>n1;msc«d nf multipk->- fialds {hat ape-asifga the varieus

paraxnsters dascribad above. iiaclz pamnwtm‘ may be direetiy spacifis-3cl'wi'tIr1in the rules

or, a§E's:_1i:1ative}3:, i'm‘¥i.x‘as:tIy' specified iilmugh the use of a ].}»:)int.2:1' in 3 mgifitar 01‘

men1ury lucation comaining the value to bar ‘used. in exnbodisnams where hm}: s;ii'res:1:

and ixiaiireci specificaiicnis are pa:'1nis$ib1&., each such field rnsxy wtltain an azieiitienai. T

s'u’b—fia1d that indicates whether diwzst or indirmt Specification is being tiiifizerdg

[{I(!i‘3!1’} In one embmiiment, ‘£116 ruin pronessnt parfurms se{}_ue:1{:es- of p1'ioriiized and

diractfzd SC:a1'Ch€:S of aiicimrcd cu‘ unmxcizeted patterxms and ‘Wil‘1d{.'SW€(i and ranged

marches fm‘ an arbiirzmv Tang }}':iltSI.'§l starting at 3111:: a1‘biirary.}:_2cai§on in a €mcument:,.

simann, Inesszaga, mt paskat. The pattsmis as Weill 215 tim range mnmtal and p1.'i3g3.‘.3B} «

control firm-' (<>,g., brfmch adchressas) can "bx: s';_>e.c:ifi.ed statica1.1y' in mi:-2.5 m;2i2:inec‘: in

tha p1*c:g1‘;m1 3i'!;)1'E’0§‘(iyT1£u11iEfEi133‘SB§EBEEd ixldirectly fmm 3 registcz‘fi1evusing 8;

pczximar 0§‘:i1‘_14'i€~.X set farm in :1 fula. This anabfies ps3m=:r.ful tlynamic: and comaxma§.

pattern matc.hi_11g.

[flfilflflfj The wk: prmessxa-r pmséznts (me 02.“ mmie m'§.es at’ R sea1‘Ch To a seam}:

iegister st1'ucture. in cans: e1n“bs:>::lixnem:,the seam}: register is an register file with

each entry being Um: byie ‘Wi€lt‘3. Data 10 be searched :15 ioadsd in the saarch .1‘«.°:gisi':::r

:{§}.fiJ Each ru‘§t=.. n1:§y specify 3 patlflrn that is éprxesentefl to The .~T~ea,:'Ch register file. to

datemfint if ‘dim pattern prstsenf in the data StO1‘(%£Hi1r3i'6i11. A mask may also ht:

pmvixicrd '10 fu;‘il1t‘:1‘£;ux3figuw the yawn: andlur to resduca the size of the patient being

used in the search.

{$0101} Refem's11gtc:'Figure 7’, search ragistems ".301. 3316. Search executicun

hardware ’}‘G2 is trmlectixiaiy pxwe-med Mt}; $1 Search instmcfion F33. S»;-:gn7ch

instmction ?U3 is fu1‘thc:rflh1simt:.d in Figure: «‘5A. Rcfmrriug in Figure: 8A. Search

instruction ESB1 cnmprisas an oprz:-ncie: 3013 that desecfibes the typs Qf Search raparatioxi,

a sczarch pratrmx. S.fl},'b, 3 xmsk 801 c that sptzcifies tlhe byms in the paz':t:-zm that me

reiiavant £0 file cumsxit se.a:~ch fmstmction and twin 9ffsets« 8016» am? 8012 £133: specify“
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they sizming and »-mrfzirzg beuncis, respecrively, of the iocatinns in the Search register that

are xeicwam to -the current saawch _instrL1ction. Search rzrxecution unit 802 outputs. a

rtztsuit $03 that, in me embmdixnmt, cumpn'se;°—s an indication. of tha success of the

- vfiszzxch 0-peraticsn and addifinxxaiiy‘ in<:‘£.uc’£es one gr mere paI'a_mef.£‘»1?S such as, but uni‘

1;i~n1i:'e:d to, an :index that .inL1icate:s the Iacaticm within the s=‘:.arch xegistcr that met the

saarcli insimstion. mf the smith oparaiim1.

[08102] Search exessmicsn h31‘d\&<‘Zift1' S82 comprisszs search Register Sfltza and a

golfer 88211 as shmvn in Figure 3A. Search register S3123 stares semchable dztta,

vwhich 111533’ be cornent ‘Econ: 21 doflnment, znessage, mickey, av: any rather ws=:11»1»:rzm~v{1.

saurce. of ciata 11§1at.C€3.IZ\' unéergo searching. "Hie $1.213 of Search register 30:23 may be

:3£bitra:t‘y, M bytes, and in one embodmlsnt is Qrganized within 3 iaxger array, caiiecl 3

sem‘=:.E‘; away Stific, nf M mwsz if N bytes each. Dam fmm search ragigtnr :3{);’2a

stmxad in a mylicaated maxmer insidsz the snatch may

‘ ' {$01931 In one §:n1bc:3i1r1ant, data to bx‘: semchecl is sétcsrezfin sears}: registttsr

8v();3a by use of a ¢ia1.a.genc.raL'u1° 813», based cm ac3cIre.sss:s gene=1‘a'te<i.fi‘mn addrtzss

§;€T1E¥i‘fl£{Z11‘ 811., which are decoded by addrezets deccpder 81i.’.?.. Thfii process czf staring a3.sv;.1

entails reaordizxg the gize caf the se::«arc11ab'§e dazta in Search liagiater 3023. Far data sets

* that are SmE11It3l‘i.t}. size. than £116 c:3.'pa<:=ity Bf semch rsgisfer 802-3, semtch register E023.

prmides a meahzmism ta re-sI’.1'i.t:<£ {he search oparatimu ta the. appm§_3Iiatfi- data. In one

%2~1‘I1b()E3i111C-.1'B§, data gcneratcmr 313 may store: a paittezm that is estabfished 3 pr1«:>.r.i in be

data that will be igr1cr1'€=dfi1t‘ Search opezrations in thc"r:=maining1ma:'i.ons of search.

amzy 802:; my in an aherxxaixa e:I21}.mdix11e.13t search regi‘ster 882:: disables timer. aypmps.-3 ate

Io<;xati011s of Search .axnay S02: fmrn panici'pati:1g in se:a1r:E‘1 operaliuns.

-£06194} lrxwesprzcfive mi‘ me; mannexa‘ in which the sear:;:}'121b}.:=: data is u;‘gani2£d

‘ — i‘.ht(:rugh:mE search am~ay Sfliic, Search array? 801.<: 1'es:ei»-as 2: -pattéanx 3013:: and 11133;}:

SOL; l’attt:m Sflib is eomparx-fisd e1gainstenLrie5.i.n Search away 3021:. In {me

embodiment, search 2:u‘;'a.3r 8036 has M rows mi’ N h§.'1‘.es¢ Whi-BB3» N is the same n.un:1§3er

m‘? b}-ms as are: inp:-1i?ie:1‘_n. Smb. Mask Ema proviclrzs an indication of those b3I€as in

paitenl 8013:} that are min‘. pm? of the: pattc:x111:ming sgeaximizedé in athmf wards, if pattern

EU£§> is as 'pam::.:tn. "that less than N byias, mask 801;: specifies I.a:=i1.ic’h bytes nf patiem

801%) Search .2ut1‘ay 8025;: is to igszaum. In one §2.mhodimen't, stsamh satay‘ 802$ ham an

output Km‘: for eacix 9f the M rows in Search amrzy 8020 indicating whether the pattern



SOPHOS 
EXHIBIT 1004 - PAGE 0271

W0 2-1&1!-£l{!f>3!)si8 P{T'I}{.fv5é3(5i!4a"(l4}U405}

being searched nxatclzeii that contesnt data stcsrefi in that pan‘:-ic11}a1'row. In one

enxbodinient, if the output is 3 1, the pattern mmzchearl Oiifltellt data in the'pa1>ti{:uIar

mw. The M. cmput him->.sa of Search §i.1".i‘€1},’ 8326 are cuupied to inputs 01° Sorter Sfllb.

[M1051 Sorta:-:1‘ Sfifih is also ooupied to re:::;:iv‘£.: cffsms 801:6. and SD16 that iudicam :5:

starting mud mwdilag ‘point, ;'espr::ct1\~'e13-', :31" 21 wage in stare}: register 80221 rim. is to 13::

sem:.11ed. In one amhmiime-11f, ihase tyffi-zafs am1r.:g2M«hit n\.zn1bars. Bassd 0131316

maitch izadicatinn lines fmm Search array 8021c and {he gtmt and and range as specified .

by offsets Sfilzft and 33:3, sorter 802%,) p1‘0cass:3s tha msults of Search atmy 802:.

» Such pmixessing may:inc~11xde~ paarfacmiug am: Bl‘ nmre oparaiions. These 0pa:mti.ons

may be index tescrlution functisans that uutput a specific match index p!,11‘SL1:1I‘1t€0 that

type 91’ operation. In am: cmlfrodimzznt, ths~:,.«:)pmmi(ms include Fin:L}?i1~st__F0rward,

]§¥in.d_}"1r-zqulisavarse and 1"-*'§nd,_Popu.iatimLCmmi. T.h.t: aptzrmians are Spf:(t~if_3tE.‘d by

spend: 301:: in ssaamh instnactima 801; Scwrm Bi}:-lb may stare. int:-3-x11.<:sfiiate or final

resuits of previtms eperzxtiwns that. 211a}! he used in subseqtxent operations in

corxjunctimx with the malr;:.31 §.ndicaticm1i:nee; fm.m Séélfiih array 302:. In this xzzxrmmr,

sortes‘ 802$) n13}: be ussd to gxmgressivt-:13! navigate "through the searchabie dam sat by

issuing. a series of operatim1sth9J. mtiiizsz the msuits of prevgioxus csperations.

J-xddiiiouaily, starter 38:30 may 3250 be: coupied its a segister file. fur 3t=3r:3g<‘: of results

01'. §rav_ious 0;:a1‘aIio1zs far use in sulassquam ope-1‘ati011s 11121:: may “ms executed uftar an

arhimnry numiatar :31‘ ether opemtions have been L‘,}'L_t':(2‘.llEi‘.3d. The resxzlts. of again]? 8821::

IHRY 2:350 he. couplcd its the 1111:: pro:essm“i:1st;'ucti.o:z scquezxccr, such as instruction

saqueiwz-:r 705 t3fFigur::: 7, ta gttzsxzrattz or assixt. in {$13. g:*m:1'ati0n ed’ rule p1'og'ram

uffsats (:3.U,, In‘a'a:ci1.ad£i1‘a$5es).

Eflfilflfil After prncessing, 301161‘ 802%: ge11:31':~:te;:s. 0Li§]3{1'lS.i_I1F3iCa‘i§I1g \whe‘uhe1* {hers is at

niatch; and an imiex asvsnciated with the n'13Xt?-’h. The index may indicate the Zncation

{_awzidress} .1’ :1 Search register S023 where. the first match {mcurs or Wham: the East xmu<(:‘h

assure with mspact tn the tap vof Search register S{}2£a.. Akamatively, the imziex 1113::

indicate the nnnzher af matches that otcumxzd withi.a1"tI1t.r'a_nge specified by offsets.

{£331.87} Nkvraz ‘hat “'13 range spet.ifiec1’by fiat: csffsets may be chmxgefi dggrxwaxniszaliy.

'Fo1‘exem1p1E-., a flu: searcrlx instruction may be E11J§,l1i€3(1l‘;0'St':vB;f{:h alray SL320 initiaiiy

while 3. range that is spa->ci.f.ied by uffsat Sffild and nffsm. 881.6 compiiscs a11.,mws of

SE‘.aI‘(th may S032. However, aftm‘ the first search instnictian and a .match is
2 *1
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idem§.fi':=.d, fl}: start and and x'ang>cs Ittmy biz clxanged in 3 subsesqucm‘. Search Ensfr;.1c:fiQr;

such that the se.a1’ching bérgins fmm as lcscation t§):3§i11Ciuc!c:s the xzmtch Iim°.s found

w"i1;h_in 1:319 range: specified by the previous seaxch inslmctimn. This c2i;:2abiii$y is

' acrhieved by Ming the inciirestinn functimaaiity that auows fialda cf .3 mix: car an.

instmctinrz in refers-use values in 3 genera! purpaas mgiste-r fi}-e.

{{t()1{}8} In Figum SA, in on-:2 embodixmzut, seam}: array 803;: is {:amp1tis-ed cf :1-K

rows of 8 hyms each. Thus, searc:i1 rgzgisier 892.9 3'm'¥(t»: bytes of data. Seamh array,’

S4323. imlds rqnlicated data. Eaclm Ekhyts string that begi-ms: with a distinct byte in

' Search regijstsr 332;: is s'Lor:::d as 31 distinct mw of lzsytes in watch array 3026. Them:

‘strings are <:::>n1prise.daft11:-: distinctbg-1:2: frmta Search ragiszar S023 and .a{i::iiTicm£lHj,+‘ ’?

censaculive bytes that foficw that byte in sczarch ragister 81325;. TIMES; each raw of

' Search may 8023 éholda the 7 most sigxsificant b}“‘{f.'«S of the previous raw and

additiazmaily we iIIm1ed_i:1te1y‘ s11c<:»<:eding higimr cards: hym, whhzh is apgxanded to the

right of these} '5’ bytc->$.

[£i(}}i}9} Data is invaded intu seam:-h array 8020 53;: data ganeratur 3'13, which, in one:

mn.badim.e.m., s11pplics‘fi1a appmpfiate 8 ¥3-yles of data ft)!‘ eat}: mw fxrmn {he source.

Liam.

[fiflllffl In mix‘: amb0d§n1eI1:_. an £§—b_vt'e szzarch patter11is p1\':santed in each $2312}:

.i.ns::z:ucticm. The seiuch _pattea:r1 is aligxmeé with Search array 882:: such that each cf the

S cohm111:»; in the atray is presaxatctd with a unique iayie. Thiis is simwn. in Figur-2. SB.

Refamng {Q Figure 8E, sm1'a'by'tes i thmugh 8 are stnrexi in the search array for each

ofmws 1 through 2K. For easzh byte that is satorszd as an eiement of this st:-a.rs:I1 may of

2K rows and H <1:-n1u.n1n.5 :'ihi'}W‘§1i}'i Figure 8B, {Emma e.>:,ists 21 signal ,line- 310.. Far

ex.amp‘iag byfsa 1 of row 1 gs:~.nerai'e.s 2si.gn.a11i:m=.. 31G“, byttt. of raw .§ geme;1‘21tas signal

liar; 31012.: §:x};te 1 mi row 2 gzmesates signal fine 3 30221,. 2mc.1sofr.u“th. "1‘.h.e fiignzzl fa:

aaszzh byte asserimi during 2: Search operaiiam when the giurad Iayk: 1T12§FL‘hE8ih8 hyttt

of the search pattern that is presentad it) (ht: Sam: ccilumn that the eiemem; belcmgs‘.

in ads an1bm1'm1am. when easzh mw csntains 8 hytezs. 33 signal tines‘ for exzunple

31$; ; thmugli I613, are user: to indicate: each, at‘ the byte 1::-xv‘:->1 nmattchcas in the row.

The byte Jew} znatches for each mm: at: ANDe<i ‘iogciizer with the masks» from I11‘<'i,SKS

1813:: in mm 111a:s‘{<.. rcmhrezr hlncka 33.}. TM re:suIf1'n.t’t.he A?xT[} fzlxxctfinzzx is an

illdiszaiion of whcthm“. a naatgzh mscxnxad in Eaiih r<w1»'.. In this E.mbDdimm‘.l't, whats the
2‘?
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St‘.££1‘i.‘,h m1‘ayir1::h1c£¢-s rows, 1314. §’1'1€iI1Cf1't Eiitzes are output it?» the sortér. ’I"hra circuit

simcmm uf two Qf "the, ‘bytze aiesnmts 313 in this anzay is 311m-W; in Figtate 18. The

c,ircui.t ajpcrmes in .81 n1.a.nn.m‘ that prm-was :1 fuiiy pamlksl seamh ap:e.3'a£i{3n by

psiwfbnxiizlg 2: slxxiuitaaacoxss Sf.-’.aI’?Ith vdthin an R3 rmws in mm flock paariod. Wham St

seam}: npa1"21tir1n.i5 conducted, all byte level mzutch liixes 4%! in 21 00113111!)

si1nu.Etanr:ous£.‘3«‘ indicate maichias with theair respemfiive stzcaraci byiies. A same}: nmmtion

is il')VU}€§3d am an columns siznuitanecausly akiuwiiig the xnaskad rcdtxction biocik in

each raw to indicate a row lave] zamich. Thus, in this enibodinlem cf the Search 3.t1'ay,

in a singie clock, a paraiici scamh of all strings in the search r.cgi.<;ter that are

mmprised of 8 mntwguuus bytes is p<~:1:fs:\:rmed and fhfi rflsuits sgrs indicated. an the 214

mamh. iinzzs.

{Q3111} Fjguzte 9A is i.{b1(}Gk diagram af um: eznbadizxxem of £1 so1'tm'.. Rafenrmg ta

F§g.m'e.9A,r:1atch I'ine..<; 913 from the S6-$:3.I‘Ch array are cuupfiezi to and input m 21 Image

.1n:>si<‘ and select unit 9011.. In (me embodiznent, nzatcil fines 910 csamprise n1-afch. 1 to

match ‘E-;0vi1$. Range. mask and select unit; 931 rjeseai V65 :1 pair of affsets specifying 21

1'amgs;‘. of rows of the M niaiich lines from sezznth .:xr_m§; ‘L23 perfr:~m1 fllfihfli‘ procassin

In one <:n1i:xcx;1i1m‘:n'c, the iZ!ffSi:3iS' are it 'h2‘t.11111nt.n:—1‘s timt are ma-nveried in.t«:> 2-K mask

brim fiiaat may he Abilficd together with the xnatszh linear to pmvidcé an output. Suszh an

example is ;~_1hnwn.‘i:n. Figlmz 933 in xvhrich. the: afisat far the 323?: rzmge is cunxlcrted to

em: or Anarv: 2.:-xm.-?~ with the renmindar of me: bits {wing a ma {wig whiie ihe offset far

the find {if the zangc. is con»*e:ned ta ail ?5t31T£Ii5 awning fmm the itmttom mg: to a. certain

point a.fta1‘w§1ic:h aii bits are ones. By AND.i'ng thesé registars witch the: n1am§1'iin::.3,

the mamhes that occur within tine spmifieti start and ending range are matput wiihcmt

ahange, whiie anther match fines autside the range are rn.asked (e:..w., claanged tn 3

pradc1:er_n1§nac1 Iugic iavei}.

E00112} The m:£pu1‘0frange- H1213}; and ms sefieci; unit .9O}.1's cuuplsd ta 111:: .inpu.i.s at"

iliiilfix 1“t2¢S‘tts.Il1fi€)11vftilicfi ens u:r:§t 9G2. In one c3.n1h0din1c:nt_. index. msn}.utimn functinns

unit 9f)’.-E im:.1m;te-.3 one at xxmre ftmsztitms that p::.::fu:‘n::s=.:d on ‘aha: outputs Qf mzzge

' mask and seilwt unit 9631. Far examples, as shown, the sorter imzludss an ascending

priority encoder 902A. :3 find the fizst accurrance {with nasggwect to the top of the searerii

array} sf 3 mami3.‘L1etw-zaen the specified pzmern of N Eajgtas and the smite-mi. :11.’-11:21 in tha

ma:-ch may as indicated by ths:»mn~rnas1w;1niatcixiinas. A desutsncimg p1:it:!1‘it}’
'2. 8
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enccstiet 9823 may aim be ilicludmi to fimi the East accurrenm: (with mspect to the tap

0f the S€fifCh mmy} cf a marsh between the: N b}-TE pattern and {ha ctnntsrit dam in the

seamkx awry as indzicaitefi ‘:13; the ns:>n—n1aske:I xnaich limas. 3; population c0um‘.er EMEC

i11ciicaI‘;s:3 the '1‘_‘t’L3§}’1b:‘3f ::s.fn1at:;:hes that taeztcm’ betwzazm the N byte pattem and the: sfiata in -

the seanfll mtray as indimiefl by $3’): ntm»ntzaskad match. I.inc:::. (.”Jt}3ar .indm‘ seiectors

may aisn be '£)S(')£§..

{(30113} The uuiputs of tesuiuiian f‘m‘l£:1‘i01’3£~' unit 962 are input to an i1'1€}8J§

. caanmine and seietzt un1't!5.3{}3, which is also c{)up_ied ta xczcesive ogcnde Li.(}".?.’a‘. The

Qpcfltzie 3022; is specified in the semi: imxtruction and selects mac. sf tlm indax

m-sni.uiim1 fzznmimn zmtputs as W: output at?" the aorta". Index coinhixze 2:11:11 select uni};

903 gm1m‘até:s :1 match indi£:at€:r1‘923, inciijcating ti’! fit. there was match. alrmg with, am,

index 9'I£Z»2.inciica.ti11g that ‘she iocatimx within the march. :m.‘a.y of the {ma that is aithey

the first ocaumance of ex nxatsxh if the uuiput ascending priority ream:-ode]: 9{}££:’& is

aeiecizad, the last oc<:urr:::nz:c: mi‘ :1 xrlzttch in case 111:2. outpui of dascatlciixzg pl“i{3l"fii'}*'

indicator 51023 is S-Elflcffld, i§,1{ii.G‘s\lI£S the n.um}.“nt‘:r 1'J’f .matches in the nt,sn»m;zs]¥.<eti match

lines if the pap saunter 902C is salaried, etc. Follmraérzxg the cnmputatimtz of the

ouipum, nasnaiy, nxatch i'nd;ic:at«::rr 921 and indax 932, they inay be utflized to aozztml

the execufinn of one 03‘ more seaaiclu .§‘n$tru::ti0';1sV that follnw by storing the sautputs in

gczxembpurpsnsc registers ami utilizing indirect specificzaiinn in s11§3s<:quen*;

i.nstructi 011$, bx'anchi33g to a specifiszd aelsfircss in tilt:-i3:zst‘r1.1c’tim1 mcnxcry {c.g..,

i.n.srxu<;tio>;z xne-mmjy 7134) dagendant on that match mszlicator 921 or 0’she:1' similar

te:c11:3iqm:3.

[(391143 E+‘igu1'e 11 illustrates this mi<:x<> :11‘c:'hi§<;:ctL:re (if arlflfiz prmesaar than inclalties

Search apg-aratus. [Referring to Figuxwe. 11, the Search instmmtimzs stated is an

insmgczion )‘.1'1t3331{_31‘§r‘ 1 L191. éInsi1~11<:.'iim3s are selected by flow comrrrl using.

instmcfion. fetch peaimar mgimx‘ 11025. Insm:s,:t:2m1s are :‘.‘k3COC3§3d by :1 ciec-odmf 1 103..

".1‘he ;indi\=iduai. subsets uf fiach instmction are E2i7f.h{*/_i”t2tlCC1‘1 from ‘(Em instruction or

fe’tci1.r;c§ from ge,nsra£.p11rpos&- mgisterr '§§i1::~: 13.8-4. ‘Then the. various sxshsais of each

izxsmvziioxl am $up§13'es:1 to {ha sepattate units, 1':£uI2s?:51y, Msearch axmy ;{I€.35, $01182? 1106

C~Q:I1’{1Ii Sing :31’ a 301?‘: unit 1166;: fauflaawed by 21 ::haracie1fi:r.a£i.:‘J:1 unit 1 ‘iflléb, as

cmwenticsnai ariiimxetic lczgio unit {ALU) 110?, as as-.t:.fo:‘1'h a.hm'e. 111 mm.

artxbodiment, {ha pmce.ss.i'ng af stash §.nstructicm firliows éiustagge 'pirml§1':<~: consizuizxg
25?
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of {if} imS[mc£i0r1'f'c-{Ch stage muss, {iifix an insn11ct.im's. assembly stage 1109, {iii} a

saa1‘cE1fe?;::cute: stag: 1:10, and (iv) a son: and da.Hve:_’§= ef results anzifmr; bran-cih stage

11 11 .

{(13115} In mw5r:1b0di.:1:ent, {Vine mix: angina instsructio-n fa:-rmat cmnpfisas a msnfzser

Qf bits <i.iv'ideC3 into s:11bsefs that ;:a1mzin varimzs fields to issue di.re.a':tivcs to various.

imrdware engfines on the nuke pxcvcassor. in 0.133 c->mb0din1e.11t,fi1e s::2a1rh su.bset

:;csni;ain.s :4 searchfsori opcocle field, a paitem ‘field (in am: em‘t:«c3dir11ent, Ellis-cuniains a.

vaimz. or a. pointer to a ktzcatinn that pruvides a value akmg with an additional h.it(s7)

that specifies whether the value in tha instmctiém is it pointer £31‘ not), 3 by-‘ti: ievcl

xnask fitziti, :1 start }.0ca$mn address field (in Que: em‘br:3di.mem, this fieki, campzises :1

~ value or :3. mximer ta a register that p1‘avid£:sth¢2 value, and insinding an ziddfiténnai

bit{s:) to incficztte w}‘.xeth:sx the start Imzatinn address contains the xzalusz Qt such 2.

‘§0im;<:t§, an and Tmaiion ztddmss field (in one anlimdixncazit, this fiiiki, c::rn1prise.s- a

vahxezs Q3? :4 puimzzr to a.1‘.egistsr that pro'vi.:ie:s the vah;1::,'w:ith an :1d.di§;imnaI bi1:(s}m

specify Wlxetizer the enszi lrctct-Mien address infommmzimn is 3 puintmr 01‘ not}, ‘.21 result

register field that speaecifies Where the r£:su§L: of the seamh cs_§:reratia:3ns are in be

retnmed and .2; ‘bmnch addre-gs field {in mm mnbodiment, ’£h§s fieid canlprises a wing

£31‘ 21 point.e;=:I in a mgi:5’£m' that provides the valuzs, with an addilmzzal bitts) to specify

whuthm't§1e “i:zra.m:§'1 adtireas infmnmtion 13 :1 puj11te-r or 1101:)

{M2,} 6} Figure 12 .iEiustxatcsV an axmngic ps:::uda—cndc:« 12!)! of a mic-331: that may be

p1‘m:s$sBd by one 2m.b:>dir.nm1t of the rule. pr<‘;:ccc.~‘.ss.>1‘ dcascribrzci above. Tm: Irma has

mu'££‘ip3e ‘p21't1:::.rn:§ wi’1'h some specific c:anst:‘ai11ts an the Ioszaiimus ef wi1t:t‘:‘~: 5.33611

patterns 1113;; exist in a. message :31‘ d.o::um»~:n\‘. mt ;)as:_:lr;<:t. The <:a>nsirai»nts; are exggressaci

in ma psaudmcode 1;h.mugh the use {If key words surzh as BEFORE and For

piiqnosea of ::,i.1npii.c-i.ty, ihe. pamams §n.12G.i are 1j1seriix1'£his examme without any

additional fie-limiters hatween strings, xvhicla may be me case- in practice. A350, in

Figum 12 is a listing 1202 cf this mn*sspn11cE;:g mi::m~cod:~':- for thc; zxcingimy rule

;_31U«;€=Ssm1 Thrfi fomlai of the in.s‘m_1ci;imn3 is as {iascfibad aariier. Ufiiug the .i".irs'E

irwtruciiuzz RG3 for mustuition, it xmnsisis s:;f’fl‘;e. FL‘€D__F}RST_FDRWA.RI) npaode

whttre all 8 bytes of the Pattern “cp !hm,f" :mlm:a-mt for the se21u:3:1 filhwugix the 138%)

sf QXFF as. Mask) with the start ant} and offsets expressed. as cmzstam values (t_hmugh

the usa of Indimction Flaggsj to denrsta1}1e3'mr£ and and af the searcizabla payicsad held
3 O
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in the S£‘31‘CI'i :t'egiste-1:s.F0r purpases 01’ b1Tfl\‘i1}‘, the (iE3I.i‘¥’Ei€.i0I1 :31" the ::uns‘L2u1imm1bs::x's

bean s1<i}gpadI1e1B\ The result 01‘ this opcnde is Shawn in be ioadezi into gens.-:-ral

pm*pc»se1f3gistar A amt Easily the branch zlcidress is specified m the constant value {if

11 which is ‘the: instxmztion that wmfld Fallow the 1nicrQ~m3de snimzset shcawn in Figutet . .

1:3. This in;3i:i'ucti<m win causes the sczmth axec11‘:1onK1an-M-*ar:t'tu Siiafth far the

ocazznrence of “up ./binf"’ within byte. iacatinns U>;U?>§D and (K800 :33“ the Search

. rcgi stars $023. All rows the 36317531}. array 802: that .matc.h wiI1’a1ssar$'ti'1e3i:'

» respecfive match Eines 910 by the -and of the search eemztutjmn stage .§..11‘i.{3 03‘ the m_i.c:.m—

archizbctxxral pipeline. In the sm‘I: amt} ijranch smgz: 1111, the S£)i‘tBf 803E) c:3m~‘e1“is

UXGBD and 03800 ink: bit vacim-s as i1l11strated in Figure 978, This ‘bit vectms are 11-.-‘mi

- to parformihe-rax}ge1naSk and rseizct function 901 to nsgate a;ny~matche:: that stan

csutside of the mcaman wiminw from 0x031) to BKBDK}. Oft§xere1naini11g matches that

an‘: now within fhfi §c:icm,ion window, the ngxcxrsdct :31" this insirua:tis‘m. c:-hamses this

ast;s:ncii'1zg ;>1'i:3Xity z-znmder 9{}2.a. from ma imiex: 17c:vs:3§ufion. functions 90?. to tsnnvmft.

the im'va::st nun1berr2x.iI31aic:§1ik1t0 an 11-bit bimugr enmmed 1ocar.is:m\ If such a mmch

was found, mmch ‘J21 vmuld be; ;-zsseriead and index 922 wrsuid mid the 11»l>:it

location. If nmwh Q21 were ‘in be net assertad because a match was not found. the

insmuaziiozx 3eqv.1a11ce1"f'Q5 Wuulfi 39:,-ad {ha bxtamch addrasa (12:13 ink»; the: instrmziiun

pL1§.11tar'?(}{3. Index 922 wouid bi: lcsadszd inte gcxzerai--ptlrgmssz register A bythc

ccsntmi eiimxxizzry ~91’ the reg,istax‘fi1s3 M04. The ‘mad imu g»zsnem}~purpose ‘xmagister A

~ zzmdl the ioaci of cm: :instmc'U'.m1 pQinte:7..i1’ appiicable. W131 mmpiated by the and of

the sort and brzlnch cxcscufion stage 1111. Semnd instmation 1.204,

FRs1D_HF£>RWARD*ANCHfI1R}3D, fi11“£ir1+:.x'iIh1st‘ra1r:s the rich VQCaEsH}Bf}’ of the

6.?§€1'fl'piIir}1 mla c°:i_1gi.11a. I: is an-':ar.i:x:'1t ofFLN’D_}?mS’i1__FORV‘v’ARD in that the ma:-:I:1

imaging at the S£aIT___0ffSE‘.f. fur the saauth in be sziccessful

{08117} Figure 13 illustrates t'!1:—: exemtiaxu of the n1ic.m—.:~.ode Shawn in Fig1,n:s 12

Within The 1mcr0—:n'chimct1xm cf the exemplary rule p:o::ess«:ar shuwn in Figum 11.

Tam 7:‘); shows the ssxectation acmss1':1111’£ipie clack :t5rc£.e3, Pm: purposes sf

si1‘;::;;.iici1_y., it is as§.::::.1n:°.d that 31!. the. scamh. im-ztructiens em: sumsassfui in finding thit

sgaecifieti patients in tha searc‘n 1'egiste.rs. in mm enzbndinzmrr, tim exacaixttinrz proceeds

in 2: pipe}iz1e<.i‘fae:hi0n thmugh the 4 stagcs desc1ihedjmFigu.ri:~ ll. T}u'011gh.th.a 1136 cf

:'mc}irec:\: s;_)ecificat:'mn,. the emctxtiaa of 2: search *£nsttru::tim1 can use the ofi‘scis«
3 3.
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calcuiatrzd in the imH1edia:'s31y pmcediaag insm1c‘ti0n.. '}.‘he:te:f'0rc:, inamlctitms 1 thrnxxgh

8 are exectmci in consecutive cyc1e.s.l’ust;ruction 3 is a branch dependszm mi: the: mszuit

of the. campariann uf the czcmtems of general purpose rr:~.giste1'A and geszerai 'pt11‘§0S8

mgiatcr E wilich are ccvmputed in cloak cyde 8 and elm}-: 031623 9 mspectively. Tim

branch taksn. in <:’1oc§~: cyclczz 11 and tbs: izisuuctiolm axecxxtinn cnnxgshtetf in cicsck.

i:'}»‘i3Ii‘: 14. Thus, the ascxmgzima pattzazn maiching e::~<prcssis::«z‘2 (3r65¢3.I‘ib{3(1 using ps<~:-udo«

ttodtt 1201 is executed in eniy 14 C1061»: i:3’€:'h':s using the rich illsifilctifili vucabtllary 01*“

the e:<.é:;mp1ary 11115: processaz‘. This example illustrates the capabiiity anti afficienay Bf

the axenlplary‘ rule pmcassor ma execution sf functions that izuciuezie dynanlic aux}

contextuai seamh am} anaiysix. of dcmsgnients, naessages 01‘ packets.

An T:‘£xt:m.,1ar'«' Embodiment of Sii;-31:3 lviachine. Unit Iafazwixwaxfi

{Q3118} Um: embodizllsm. of state. nxachim unit hmdwarzz is ris=:scri.ba:f} bc:]nw'. Nate:

that ot¥2e;t‘e1I1b:3fii1n»~‘:ntsszsf state machine unit hardware may be us.ed.

[30119] A stats nxgxcizizza svaiuaiioti ztrc.hitecture is :3esc::‘ii:u:<dt11at' albws for efficiazzi

i;n.1p}.an1e:m;atia11.and re:-va2mat‘;i_on {Ff atata machinea and iirxite state atxigzrxmta. In «am:

e111hc:d§n1em, the apparams enajtiioys :1 Ieczhniqua Q1’ b1‘1iir;3ing gaphs using ci:‘cL:ii;<: in :1

way that enabies, in a. :p1'ogrimunah}<: :ma1m.ar,.fl1e pilysiczxi rceaiizaaation. of any ::n~1:.~a-.‘m:a:y

manual flow graph in hardware. The, appamus provides a high perfommance ami

compact sohitiszvu for impienlmitaiion of xnmtipie state machines as we}! as large and

mmpzm»: state. naacluszées. The apparatus can be used far afiiciant parsing amd

tsvaluatiun cf data via (ht: 'i1iera:-chicai app'l:'u:a.*«:io'n nf titasmsanzds nf‘1‘eg11?ar (->7q:m:°.ssim1s

on the izmm.:1ing clam ammnx. Such an i.§}_1ij,'n‘.tl‘3{1.1S}'J.'k£‘tf§-‘ hr: 121»: C6I1'€:z'€1} e.vah1a'tim': ezzgina

my 21 Regular ¢:‘.<.p1x:ss§un processor. Note: tha: «am: £;_111}mdi_m&:11t s:2§.‘ finite state ma<:hi.:1e.

xmitzs axe described in US; "Patent Application Nu-. 1.{)!630,‘3€S4 entriskad “I\«i‘e:thmi and

Appamtusv for Eff1‘L‘~iBI’t{Iinpleliifiifiéitiflii ami Evaiuaiion of State Machines and

Pmgmnunabie Finite Sum:-: .‘°’sl1'i.’(}I1'l§it{i,” flied an A.ugus‘t, 27, 2.003‘); and US. Pa§;£:I1t

Appfiaafion Ni}. entitied “ 3" conc'ur:'ently flied with

this ap»;>.1icm‘.im':, xvhich am im::c:x:‘p01‘atm"l h.ar:::in by xttafemma.

{M3120} Figure I4i1it1su'att~.s. 9. basguz stat:-..:11afiT11i:1e evaluminn bufldmg l31sm:.:k_ at vfinfre.

state aut:_n.n.a'La buiiiling black (FSA lmiiding b.{ac1<,) from. :1 pmg,ra1r1Ix1in_g;’pc:Ispr::z:live

in accordanm with mac cunbodixneni of the invemtion. FSA. building ‘black 1400,
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sh<)w11i.11'FigmTe 14 inc:.2udes a nuzrribczr mi‘ Iagi.st<:rs that aikmw the F35‘; building block

IO be fuily p1‘og:‘am1n:1b§E:. Register 1401 contains nude a=.1e~m::nts that specifjr 111::

current state 0? the FSA. Register 1402 contains state transition eva3“uati<>n symbois

flan which maxch 3 state wifi be transiiianedw Regi'ste.1' 1403- aenmins 3 state transititm . .

coxmsctivity control nmtrix that specifies Mzich stains; of the» FSA are Lrcxmismvad {ion

the mablcd stats cmmectioxxs),

{@3121} Initially, the nodes are in a cart:ai.u statra. Wit}; aach evaluatinn cycia. am

input (e,.g., an input wig) 143$ is i11pu{.toi§*ic state fI2’0.‘.£Sifii)H siymmic txiggtr

camputalion 1410, which cmnpa1'es the input in the state transiticsn E‘.V£1}U2l{iO1} _

symbols contained in mgistar In-1&2. The <:o:n.;;a1:i.sm; information input to the steam

ttmmsition intercamxections. and next staxe eva§uati'0n1cxgia:: £415.. 'l‘he11, basad on the

nodal. mmnttcitions C,m‘t’[£1i?}(i{li1"1 )t‘s3giS§G1“ 1403, ms next state is mmputad and iatcized

anti ti-mm. bccnnxcs the current stam. That is, me nmat state-;~:. are caicuiamd using

ixiggers, mx1r;ec.tivit.y conhtafls, and czxrrentt state "£72513. The anzlxitectme 4:13?‘ the FSA

building, block ailuwa a c:haracte:r of input chats: us be analyzed 6V'€6,t‘3? 6.10:3}: ::yc.ie

without the Head for extamai znernury.

{M3122} Figure 15 illustrates a iagic circuit for iiI1'§_flEiT}=B¥D§LiIl§.§ an FSA. buikling biock

in .as::.c+:srdans:e with me ambmiimésm. cf t§w,in.mn1i‘an. The logic arircuit 1.500, shown

in Figtme £5, £}‘1E1}’IZ3l‘§ 11&admin1p1en1ent 21 suriea Inachine amliiéttctxamfmr 1>e.ali,>i;ati0n of V

3 nnn~de.temni.n.istia finite state autmnata with R nodes, R symbols, and RM: arcs. in

Pigu:\*. 15, R has {ween set to a.x=a..1ia{:aIe: M, and t'§1ehzLrdwarc o'rga:13'1aiior1 is designed

a.nd..1aid amt; to her. SE:£i§£t1.3k”: for any M. B}; fixirng the value: of M and p.1‘0\-‘idi11g the

appropriate }t‘3‘v‘n‘3~1 of hardwaze, an FSA building bias}: with sp;~)ci.ficaI1'y M§'nstam1a§erI

mzdizs !.:$.t11h£2 'r:c:alizt:d.

[B11123] The made eleiniznts N1-Ngq fuliy ctmxmcfied xaxith iI1ia.1‘c.0nnecii0ns 1.501.

Each node: filament has an axis: or interconrmction to iiseif, as well as to eaah of ma

«rather I10E§E~ r\1e;:n-ants. ‘Hem:e:., far M:-:3’3, there am 32 x 32 Gr IOT24 intern-annectimxs

15$}. Li1::cwis::, for M: 1.6,t11ere are 16 K 16 or 236 ir:tt:1’«3m:2;':rs:-.‘mtim‘1s 1501.

{$0124} .T:?s:3.rIv.’f..r-"T31.-‘;», rim sfam ‘u:an.~?.i1ic»11 cmiznactixvity cmxmuls 1 511?. mmprise {.024 bits

urgazmixad as a u'raLri>; of 32 hm X 3:! bits. Iikexvisa, far M216, the state traxasiizi-an

c0nnecti'vi.iy contxois 1503 CD3IlptiS§1 25% bits; mrgzmirmd as :1 matrix (If 16- ‘rxiis :1. 16

hits. A bit in row Y and nohmm 2 represents ‘(ha control EU gnabk-2 or cziisable an.3 ,
_s
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.i11t§m:m.1r_1§:a‘;tiL.\11 imtweexs Iivzscfm t:§r::111ent NV and node cienaeaxt N3. Thu: m<‘:Chiini.S»*.r1 5}"

which me inte1*mnn:2<:.tiams I501. Euetweerz node eleznents N;«Z\EM can hit cnaified or

wzlisabled by that state tx:a:1s.ition coilnecmrity cammls 3502. is r:n1bodic=d as 21 switch on

the 1‘nte.~:1'c:2n:1acLion (e..g., Wire} 1536, with the 3wji,tah being gated ‘tray the reievzmt

conilrcfl ‘itsit far that intemmnection. '1‘11i—s amid be impienlentfizd using ANT) gain Iugic

wsilm

{M1125} In this t3I”1lb0Cfil'l1$l’.lt, there are as many static: minsitiazm av:-xialation syntlbols

1503 as there are states in the: n1a<:§1iz1e. For M“-'3-2, there am 32 symb01s,Fo1‘ M‘-=16,

there are 16 Sylilbflls. Eat}: synzbnl cmxid cumpri sa 3 single S~bit ch. “iii:-it‘i1“fEIhl¢3 am?

compare operatar, 30 that input data is specified for conapmison to the 8»b.ir ‘c?ha:‘ac1:a:1_'

value ta campsite the state $.ransitian ciynamic nigger 1504. In flu’; eznboniimem, the

Iogic; for the $t$1tr::t:'ansific>n dynamic trigger 1504 compuiaii.m1is as ‘foifiowa A fresh

byte of ingm data is fed sin1111tanen'us1‘y to all mmgzamtmrs. A of M matesh iimzs

act as state i‘I'§iT1Si¥;‘iDI] <§yn2~t111i:: triggers 1504, Once. again, ‘M 1133}? be aifhs-::r 5.5 Q3” 3”}.

E00126} Th: nxechunism by which the stat: tnmsitioxx dynau1ic.t1‘igg-:*:1's 1564 g,:::vc-hm

the update and tmnsfer sf vsdues bemreen. made c=ie:n1r:::1ts N ~_. ~N.x,; (cure-r

mnsrcmmesctioyxs W31 that have been enabhxi} is §,m§}_em&m:eci in ms: embodiment as

.s1in;1§31<:: AND g,av:—1.wg.ic. Thai is, ANED gates in C0»Op$!“£3.tiDt1 with GR gates am. in

B:nab.ia amdinr disable §x:.ta:‘L:u::nm:-ii.u_ns 1501..

[£101271 The data transfer unit 150.3 dynarnically C:0I}figi;1l‘E1S anti pmgrruns the state

t:‘an.<.eition ::QI1!1er:£iVii‘§i mntmls 1582 and the state: -i1‘ans.itiion s:va}.uai§m3.syn1§:u1Is 1533.

Tl’3iS en zihias (§}’112‘:II1§t‘3 mzfiistaiinxl of 3. rangrz emf cx:nm'01 flflw graph structures mi

coxzfigurmuzts. In this amboc1i1m:n.t, fur IvI232., the bit 1:1a;tri>: for the state ifmisififlifl

ummectivity ::,—cm\:m1s 1502 can be i.m};i3_:-;1r1emed as 32 .:‘t:gi.s§z31’s of 32 bits e.a»~::h.

Li,kewi.<_:a, for M216, the bit matrix for ma SiE1\Ce‘iI'§;%11SifiCf11 cennetzicivity annuals 3.502

can be: ixnpieznimted as L16 registers {pf 16 bits each. in ibis ezlxbcdinient, for ivI="3‘3, the

storage fur the state, transition evaluation Symbols 1503 can 1:»a.i'm§31.emente{1 as 32

xrcgismrs of 8 him each. Likexwisa, {hr ;\~f{=16, the sstoragc for the state: transiiion

e-valuatimz s}'n1be}s 1593 can ‘we: i.;np}en_mn.('ed as 16 r'c:gi.sie:rs (sf 8 37513 :.=:ach..

EGBIES} The data £mn31'£:.:‘ unit 1585 aiscs prenvivles access an read :~1t1d.xs;-“rite: the node

elexmailts N]dN}£@ For M=32», me made eiemsnts cuuld be viewcazi as 2: legicefi. register

af 1352 hits. Likewise, for M:.1fi_. the node xalenmems amid be viewad as a logical
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1”s::g.isU;:1“ of 16 hits. Thra: data t1“*21:1s1fe.1' mm’? 1505 executes 103:1 and steam e.\pe:rai;im‘1s?n

mad anti write \~'aIu::s firm: and into :13} these. 1'e.giste.:3. This zabi§it_y‘ tn rand and write

the node elf:lY}§?i11IS :\E;—.NM 6311 he used fa enabké. the data transfer unit 1505 my

c:m1:m1unicata with an external int»:-,1*cr.3n11ect felbric in connect ethe state nlschme

imildiirzg b'Imii-c to oiher such bzmikiing blczcixts, in.mc1a1‘to ::0t1sm1ct 1.arge..1‘ state

mzxchinnzs or graphs, ‘fiae data transfer unit 1303 outputs values fmm salmztazci node

e§e:ment's on d.ec1icai'ex'i siglwl wires, whicla can be. sent to, for axanigaic, other state

‘nxachimcs {e:.g., .anmhm: FSA building; b]ockf_\ er an r:xts‘:1tn:a3. interc.m1.m::;:t fabric.

'3'..'i?.<e;svise, it 1w;*—é:eives vahms foam the exterzial intexmszzaect fabri§: on dedicaied sigma}

wires. These values can be £ra11sfe11ae.d into Seiecied 'n0dee1en1ents.

{$0129} A single resrct aignai 130715 fax! to vminus elem;-:-r1ts 0f the- appa3‘am:>. to clear’

- valtms to zrzro,

[{§{D.13{}] Befors: tin: zstarl of the state nxachina awaiuatian, the st:-1‘£e‘E:‘£Lt1siti¢:)1'1

i;(}m1E€:JLi&‘it}:‘ mnimls ‘£502 and {ha siate transitian £-:va.‘mati0n symbo§s 1 5013 Sh{31I{d

have h§.c§11’11UgI‘E13‘nB3fld with desired ttmxfigtzratinn vifities. Hence, the Sigmll xsaiuas in

the. smragc: 213$}gnazd far these 2:0mm§.s W11}. be smblra b:3fC£l‘€ tin: stats m_m:h_ine

evaluaiiun bagins.

{¢'}§)‘i.3I.] In ans en1hndime.n’t,. there is a meahanisrxu to wzoxxétrcxl the start of the state.

mashing: ctvaitmtion. In one emiimdinxent, far M232, the stari state seiect cmntmis 1509

consist cf 3 rsz~gist.a.r 95:‘ '33 trim. in one emhodimem, for M.==1fi, the state seisct

contmls 1509 consist of a register sf 16 bits.IEs1acI*: bit in this ragis‘:eu'ca1‘xespondTs to a

gnnde. almtzent. Any number sf bits in this register couid be set ta 1. {active}. Upon

inijtmliztaiian tn‘ the Siam nxaitllina, made: elmnmmz fiitai‘ czurrespond In aaiix-'3 bits in the

start state: select s:::antro3s 1509 .:'egiste.:r wiil start as active states.

{Q0132} in mm: zsmlmdixrxml 1, the: p1‘og1::ss\0i’tIm stain: machsixle evsahzatimx is

mnditioned by 3 ctiock. ‘.1503 max detennines an avaiuatigxn cycla. In one. »ar11bodi_111eut,,

eV§3.1‘jf evaluafriun cycle, a fresh byte Bf input data is pzesented to the apparatus, and

this byte is evaimted in pataile} against alt siate i1*:m,sin'on s=:va1ua{§m‘1 33311113313 (in this

e:‘nbodin1e:1t.. this is a cmnpariscrn cf the input }3}’fi‘Z— v:';:rsus the 8~bit chamctm‘ W13 us}.

leacling tr} an "update of set :11“ M match Iinas representing flue 512056 iransitiml dynainic

:1-Igggegts. ISM. "I"he.sc "M tziggers £504, aicssg wit11t11e MAE bits c:311‘asp:3.nVc§ir1ginthe

mats: trzms.ii'ic:11 :01meu:tivi1y commie 1502, ccmnbine with the current state vahxas in
3 5
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this node ai_err.:c:ms 'N;—NM an c0m;::u‘Le the naaat state vaiiue for esaczh Imda. eicmternt. The:

logic. equation far the wmputatinn cf’ the next state nf each node i:1ame:n§; as

f0Iir:swz;:

If {ha state Ttmnsitficm dynamfic. t1‘igg&;'s T; 1:0 TM

if nude eicnients are N; to NM

if state Exams-itimi ctmncsztivity contmis are: a i:)it112.21tri2< i;“.1_;wit11la1,IvI. and

I21,155.

‘"I‘hen, gven ’;_31‘eVi.0t1s stat-:2 PSK for node elc::.m£:mI: N;{, the msxt smie NSK is as fa:J}_1m>;':;:

NSR = (')R(

[i’S1.ANI) T; AN!) C’1,gf§,

{PS3 AND T; AN!) C333,’

.-.-.~-.-mpnumeu

£135;-AND Tg‘ AND Cm},

{_.1>sM AND TMANI)

3

Effectively, far each node alenzeni, the :1:-mt" sstatzs ccanxpumtian :1 large GR. fum.:ti.on

of M terms. Each (sun is atmnputed by ANDing aogaeihez: 3 Va1L1vE‘-S —- the previous state

value: cvf a .notie element, the comzspanrlisl dymzmic tfigger; and the corrasgmnding

C0nn€iCtiV‘iiy'c0:1tr0§ bis‘. Tim iI1r:Eicat 3:3’ Whethm that parts}ml]at interccmnection 1501 (:2

arsainieci.

M1133} (.')m:e. the, next staficomputatimx is ccymplate, the node eiemcnts are uydzufed

wit'§1 E133. maxi state. vaixzrrs, and tha state .:rm1ch;ina~. Efllhplflfflfi a single: m<ah1a::§cn cytie.

As can be s-Ben by the iogic equatizsrzs 1"a:::‘the next state €0I11§tlEEiti0ni the evaitmtion

cyc—1etimafo.r§.b..c: apparatus is th;w£:1<:we§.$ of logic ¢=:va1.1:va.ti#an_. The fimt level

uoznpzi sag of ,5-XIVTFCS gates in mmputc-3. the triggers: the secrend Eat.-'e.I soniprises 01*.‘ AND

gait:->5 to factor in the connectiv.i*ty csmtmis, and finally an .‘M«§.nput. GR gate. This
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avaiuatioxr cycle tirna-.. is uexssiaietabiy shurtcaz £11311 the cy2:}e; time t§m"r gcwems that

ttperiiting ftrequency of \‘2fl'X11l"I}{:‘~iE'£3i£l1 n1icruprucc'-:s5u1s.

[00134] Nkzste than‘. the sequence of steps éiascribed abo'vx=:-1:e;1x‘e$er1ts the cantpuiaiinzi

neadad in a singie ingical evaluation c}ra;t}e.. P.h3*s.ical1y spealnng, add§:§o1m1 ;3ipeii.nmg

is pcsssimc, to furthest b0{}~&.1'.Ih6 frezqxxaancy uf sapmatiotzs. Fur example. the conlputation.

of the:statetn1nsiti.t:m ciynsiimc triggmts (given a fresh §.‘£}’t6 of input data) can be

§'3F.’.1CD£1p16d.;fh‘)II1 that next state evahtatisnn.

{0{}13S]_ In one ambeyziirxxcxsjt, them is 2: xne:-c:.l1zu1i~s111 to central tI1e’ha§ti::g::n":t11e state:

rnachéne evaluatiun. Fur M==32, the accqat stain seieci mntmis 1:510 coma’ st of :1

register of 33 bits. For M216, the ac-cepi state select ccxntrols I519 wnsist nf register

of 1:3 him. Each bit in this register conmponds tr: 3 noszle; elenxent. Any number szaf him

in this rcgismr couid be set ta 1 (aative). Once the state maclline eamgars imo any 9f

time staim-1 iccznesprmding node sicmant goes active), me state machine halts its

eva¥1:afim1.

{$0136} The fcr.reg;3ing pzrcmided a dascripiimx 0f the evaluation c§«‘r:;:':v for 3. singiev

FSA building, bimflsz, ‘When smth an FSA b11i§6:ing binsck. £3 cssupled kg nihczs‘ stats

machines (_e.g., Emoihar FSA baildluxg block} via the L¢.xLr::3:n:-.1} int§:rc£mna:ci:fab1i_c, an

.<1:iz3i:iona§ sj_mc:hm11 i'.'a.aiio13 11-smdshaka wcsuld be §'ncun‘ed £0 e31.ab}e. the: }’§’e':3]'.)r'.EC-i;i‘.s*’:‘::

evaiuaxion eycias to be coardinated.

{'fl0I3’F] The basic FSA lnuikfing block, as descmibed abmre, may be inzgiementeci in

various ways. The 1B.mai1'1de1" »::af the demilcd ti£iSCI'i_{f!Tii)T1 W.iiidisc:1S5 apscific:

ecmbmiiments that address :1 number $1?" cc:n<:e.2‘r1s.

{_3i}13S} As <§i.<§c1,isSe.{i ahnm, ambodinwnts 0%" iha invemian p.mvide- :21 'f1‘}i£:‘:£I1~SiJ;t3 F31-‘K

b11ri§d.'mg, blwalc (3.5... an FSA building b3m1I~:¥1.<w‘ing 21 fixad n'1_:m.E1ar of sigma} in

§’aci1i:ate ezzfficiant i.n3§1}e;rx1entaiiu13. In al1e;::‘:1ati'vc: aximodimcnts, FSA hvflding blcacics

of various sizes may be :in1p§eme:m=:d. 'Howex-'er, at regular; re: ieatzzme s;i:1'uc£u:'s of :1

fixed FSA b12i.iding blag}: alimvs for efficient impielnexntatinn of large number

{$.g., IIDIJD) Qf FSA building b§m:}s'.'s an :1 chip.

{B0139} The fixed. size: FSA building §.i£0«:J§§, vs~'hiEc emetic)in1p1:3mcm,.raises the

issue at“ haw in address R1315 having 3 i}l1I1'.lht’i1‘('3f states gs‘:-rat:->1‘ than the fixed Sim: cf

the FSA 'h:,:i1fliug block. Fm‘ Dill? mnbacfimexzt nf theta i11van'ti'an? $1 fixes? size: fill‘ the

FSA building biock is detemainefl based upam {ha particu1a1‘p:rcsb15m spasm and mo
3 7
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er mars FSA §uui1s;{ing blocks are ccmmzcted {stitt.hea‘l) ‘:0 ax:.cQmmm§ate: having at

g1°em‘m‘ m‘_u':a.b:":r 0f states.

E30340] For cs:1eLeI11'I3a:x:ii11‘:{:nl3 the S{i{\‘.fE1i'Ilg OEFSA btziiding bloazks in salve R33

hEW,i11_$_:1_.BTl e:<.cessivenu1nbers>‘f states is acc0mpIi.3he-C3 as foflwws. The

izonvarted fmtb .2: syntax The s§.'11i7a.x tree is then split imca :1 nunlber Csf subdrees,

each having, a n“1.1Il'!33€‘»1‘Of ciiaracters thmis no greatm than The fixed aim of the FSA

building h.1u<;:is:_. '.'£_‘his division of the 5yn.t;a:»:_ Time may be affected using as number mi’

wc§‘i=-knoixm aigmriihnxs. Each sub-trec: is than coinx-'cm~:»:§ to an "MFA h:wi§ng a_m1mbm'

of states thai can 13:: aC£iO11'11!‘1fld3it3i‘} by the fixed size, "BSA mildizzg blocks. Thc: NFA

fmf eracilhx sub»£re&5 is {him §1n3p1e.m£:n§,ed on 3 wparata FSA ‘nui1dingf:»}0c.‘7k and each L)?

the separate FSA huiiding blacks are then stitched t’nge:t'§1e1' ts: affect ¢va§ua’ti£m of the

RE.

{W141} Depending upon the aize :31’ the RES in the pra:)”t>la=nn space, a number of the

FSA building bioatks IRE)! be gmvupc-zd tc>ge.th.e<r. For exampfim. fiat a fmxd size

building black mi’ 16 states, grmiping-, 16 1*"-‘SA buildi11g'bi@oks tQgG§11€I‘WfliiId

iiCCDm1‘fl0dELC*3 em’ RE having 2:36 stataa. Fm*ons*: :'-.mbo:fi_n1e11t of the 5l’1Vt“-i1‘Zir:)i3, {ha-

apprux.i111ah=:1}-‘ 1809 133.9%. building, blacks on a cship are divided infra groups cf 16 FSA

builciing blocks rsaszh. By i11I6n;:011;m::tiI1g @3311 FSA building block with 211} FSA

tsxxiliiixxg t:s1o<:1<s Mrhixa its group, clucik pamahties for crossngmup tra;ns:iti.on.s are

- avoideé.

{M142} Fit)!‘ (me embodiment, easzh grnup ofFSAbuiIdingb1ncks is not

intercoxlxlccted w,ii'h every gmL1p,mthr:r the ggnups are cagcadeti wijh same groups

"‘t1‘igge.1'ing“° mm €:vI‘I3'lD1Y;‘- particular utimr groups. For ens arnbeciinxent, Wham such

am:hit.ac1:ur;eis unéa§iz].r: to acc:1mn1:':dat«:: am :':xc£.ssive,}yla1‘ge.RE., 5:. crmtmiIe.tr is

{2lnp3()}"Cfi in read thct stats: of lha FSA hziihiing bI(:‘sc1<:.{s) and v:.;»:.p1icit§y w_3:it§*. the

titans-Mons stair:-.3.

{£35143} dasefibed abova, an R337; rnay be 10:) -iatge to be sulvad by :1 s_i11g1& BSA.

buiiding blmzlg. By the sa1n»3.m3§en_. 0ccasir3x1a1'i.),«‘REs are smaller than the fmesi 353%»

<31‘ the FS:X bui§diI1gl).k.:cIz:.. Fm’ «me. at.11i:o23:in1er.:1, two or rnom R333 mic‘: solvad using :31.

single FSA Imiiding izsiotuk as dessmribed bciow.

{#19144} For 012:: cmluodimem, time "n m1‘1'i*:::-.1‘ of RES. that can he shiver! nc>t1imitad.b};'

the ntnnbfitr 23.!’ R51: irxstantiateci within the: FSA h'ni.iding 'b1m:.ks. For 0116 ctxxalaurlinlem,
3 E5
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RES can he laadefi to tha {M-‘SA buiiding blocks from 21 rtxis nnemofi’ {\3.g,_. c0m%'a;1t“§0,na.1

}.‘I‘.tGn'_E€]iTf,?), mat: can sime many .m:>1'c REFS than am:-. i:'np1em:::§t<:d -in hardware.

Cmspiing {he FSA hui'ki"2nLg hlorsks. to 3 ruie memory aiiows RES to be. $tm>£:d. in

nxemarjg and used to fiy.namv1ie:aI1y ptmgrmtn. this FSA ‘building h-‘iuckss.

{$8145} (’}cca3i{m.a11y, ihsa input. data to an FSA building Mock is fiagniezzied, that is,

a first portien of the input: data is foilrywed i_rmns=::1im‘.e”iy by tlnfelated data, w.hi«:h is

‘ foifoxwd ?ubseque11t1}-* by the remaining yofiion 0f the input data. To adcimss this

siiuaiiaxn, one ambndims11i:ui" the in've.z1tinn'pr<widm3s the cagabiliiy eaf staring 3 pariiai

szxmtext tea :2; Ccsntizxt Xl1(’$1'i1Gl‘f;"ahd §.iC{fi’3E$i'i‘lg the parii a1 contmat at tha appmpriate time:

{W146} F01‘UI}6 e:u1Lmciin1::11t of the i'n.xrramti0n, the FSA 1mil<§ix:1g blacks inc.1'ude°:

~c0xmt.e1"s, pointers, and gtanis zegistaxs tr; pmwide. ads;iii:i::>na§ i'nf0rn1a1it:m (:3. beyumi

Wflisihrzzr or not a pattern has been discerned}. Fm‘ example, 21 c:m;mter' may ha used to

ind.icaIe the'num1:ser csf times a panicuiar matched 0:7 in in1p}an*1ent.mm'e complex

RE.s; a painter um}; be used to indicate the start ancfi end locatians mf an RE nzatcth; and

status bits may be used to inciicate varieus aaccurrenaea duriI1g* an RE ssmcih.

[B61473 Figmzt 16 i1}11Sif£itCS an FSA iatsiming Misc}; in which 3 number a.ff‘ea:.11m%

"haw: h:~:e11imp§exx1e:nted to pxmrisde: aeis:1_itiona1fm1s;:tim1a1ii}?in accordamzze with one

tinbmiimiaui, {sf thc i.:wae.~m.ion. FSA building bksck 1 638 ahown in Figura "I6 is 3 16«-

stais FSA bufiding biflck, FSA building blnuk .§.:Ei[}iffinc1ucie-as an enaixle signal 1615

that is flriwm by an.e:»u:ema11y przngrammed start offset/and offset ra=.giate.1r. '£‘hat is,

Mach re«;:e;i»"i11g an inpxxt data stream, it is a1ot11ece:ssary to wzmmn-ance evaluatian at. the

1>sgi'1111ing of the strmnzm.

{$81.48} The: starting and timing; points of the ewziétxation can be detemflned and

p1'0g§:at11n1adi'0 dttivc ihfi anairaii‘. :=.i.gI1al. 15.15 of E78;-\ E>ui1dirig })Z:iiL:1~: 1690. A clack

signal 1608 comruls the e\~'21'Eum‘i<:vn process anti a reset sigma] 1&0?’ the FSA

building binck (L2,, seis all -nods: eiexnems 1616 to zem). A $Z2“a't state: n*.gist::r 3699 is

;31'0gmn11ned via saftwam m indicatza which of {ha 16 states :a:'e— initialiy actiw. When

i:}1s;-:- mifial duck signal .i6§}8 is ff'.‘-C€fiVt'%£‘L if the sizable Signal 1615 is high, Eh: va§ues

ccmtained in start state» mgister 1609 are Jatched mm nods eiemenis 1616. When an

input inyia lfiiijfi -£3 yeceivcrd, it is c0n:zpa1‘«3t1'n:: th: cgvaiuation sym’i:>c+Is mi’ that symbad
39
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exrzfluation uni‘s(S1'§U) 1603. The dr-:tern1i’nation, as to whsztixesr or am‘: the i~n§m‘t byte

a rxxatcm is fC>1'w3.nimi to the state. irrzmsitimz irm:-,;mo1111ect'ion. :1n_ds.“v.°:..Xt state cvalimitian

‘ 1ogic(S"l‘}NSEL} 1(:31'?. Then.1;pen a:m1*cci1, and baseni Lspam the: medal £:0nm=.vt:tEie:ms

pmgrammed inta the state tra11si{i011 c(mnect.ivi.1;*'cio11tm§ {S'1“CC‘) register 1602, ‘the

L‘i3-r:.:a:ni.s: mzxt state {IJNSB 16.125 enabled and used by t}1a.n.e.m state detex'2tmin:1tim1

fmgic {_NSi3'I.,) 1.618 to £1fi«f§3fi}3in£‘» the maxi; state. The NSDL 161% than iatches me next

state to the notia e.'la:n:t::m.i‘s 1616 at the and m‘.' the clack cycle. The Iatchcd \-‘aim-2 than

hecoxnas "the. s;=u11‘e11’: state of the FSA building black, the next. input data byte is

rsrcszivegi, anti the evaiuaiiozm cu11tinues.

- S1"MB{PL ’s’,4LUA rmzv‘ UP»’I2f

{0[}1.4.'3] 111 suucmfdaxxcss wiih one anfirsadixnent uf the invention, £116 SEU 16I73 r.';<:mtai1~.-s

a zmmben: of re:gisf.c:rs ;-and acaoinpanyinig iagic in alimv for efficiaent ex-'a'1ua1ion. of

ammplezsa RES.

{WISH} A11RE may {:12 dcfisumi U) ampmy a, range rather than a singie: chssiaextzr

syxnbol. For example, {Pm n1a,y':::-:fm*a.nca a chm?-:'1:’:t:‘.1'1'-n the range. of a «~ 2: at D «- 9.

As xhrsxvn in Yfigum '16, the SEU W133 inch1ds;~:siwt>1'a1:ge :egisters,nan1ei:»-‘

raxxfiiower mgister 36:28 and rmzgeuppm register 162 1, in specify {he 1s:m's3;: mug:-3

value: and an upper range: vaiua, rcspeatively, f0:'Vn1u1£ip1:z (’¢:.g., uptu*i‘o1s1*:)1~az1gss.

The input byue 1606 and the upper and mwer1‘ange. valmas are pmvided ta 2: Fangs

detectixan lngic lE_S1‘D ta detemliize if tha input was within firm specified. zrange. This

infr)rr11aITi0n, tngcyfhezi‘ with input byte 16136 anal. that gnragtamxnad match syn‘1‘s:se:§ fifim,

symboi n=:—g;ia{c'u' 1632, is -provided to the. symbol match detcctmn legic {SMDL} 1622

thai‘ c:\=a‘iuats:s th.{3.i’i1§)'£!IH)§“ti::t lxfstlcii ag,;1inst’i'}Ts€t symbn] itself’. This zfllmvs the snfw.=‘m‘e

tr: prcgrmn a state 1mn.<_(m’un an a 1‘ange., Es C}?:fl1‘iiL“1‘.6f, or :2: mmbitratiexi thc7:‘v2-of. This is

acco1:np1ishad by expanding the characzler definition (e. g., to it1ch_1da°: range

.inf01::1t:.<1tim1} and pmviding additional space far the characte:’de§"Ix1iiiun. Fur one

embodimxznt, 16 symbol registmis of 24 bits «each are inxplmrnenied, with 12 ::n'ft§1:: 24

bits used to defim: the extcndad character and 1;? use.d far a bit-mas}: (discussed.

belmv). Of the. i1’ZZ'5:!i?s’usad far the extexzdesi c}1sm1L2te.r, 8 gm: used for the characztmr

:i‘1s.e11’,. and feur art‘: uzsed to specify whether {ht} :a.>:tt:r1.dr:.d charac§;<->r has a ranges.
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[03151] SEU I£:f_13 in-::iu<§:*.s a :;1nbo1n_1a;x‘k register’16733mind:cate a partic:ula1' bit

GI’ bits that is 1:01 in be conapareufi. Fm‘ same a§:;_>1'ic;ztiuns it may be more efficient tit:

mask 3 bit: m°"1‘.i1e input data (i..:':., ta: progxam the e:vaiu:§i;ix;m iugic s‘uchti1at a particular

bit. is um uonsidemel). For exaznpie, ASCII gwovidszs an 3~bit Chéiréiflifir mrepresaI1i

characters 5;»: (10-we.-r case} and A-3 (upper case), with the fifm: bit sp&cii‘y‘mg the case.

If an enzplayed a gauge crf awz and .<'-‘x~—-Z, it could b6.m()1'{‘: efficienfly inlpiatrietltfifi

by ignnrizag the case .e,, maski.11.gthafii‘:h bit). ‘That is, b}’1'£1fiSk§I1g.fi‘1€- case bit (fifth

bit) it woukii nest be nétcessaiy to effect a cmnjparisgm far ‘lower and as. separate

cmnpariscm fem: uppm: case, a singlra: state can cum;-p.1at.a thx: mz:n.pmfis=m1..

{($152} SEU 3633 i1‘1C'1l3£§§?S« alL}giCa1(3p£:mti{)I1 mgigiax‘ 1634 that umy be used in

indicate: state: lmnsitiozi upon the occmm-nee 01*’ a ’n1at::_}1ing Symbol in c«::r.1jx;m<:ii0n wit}:

a logical operator. For e;xa.rr_:p1e, an RE IT13}! be _1;n'c:gran1x:s1ed such, that t:1an;s.i£&c«n.

uocurs upon the negative poiiarity of the exraluatinn instead of the positive polarity of

the avahz:1i:i0n {e.g., transition GCCEUFS on.“1\?C}"I"’ match .ins-teaci of match). For One

such enwhmiiment, the; Engicai wperaticn regisier ‘;mc>viu:1e-s 16 ‘in-its {i..:::., one: bit per

state} to specify’ the iogicai uperatotr “NO“I"‘«

,+*&m:z«:P2“ SI1<§‘I‘I>J D£:?)."L"I3if’1{3N Uitfi‘

[(391533 When the. ENS 162513 exiabied, 111:: ,!‘§I:3.)<2$I stem: is c.m~.1<eci to d.ei:em1i11£:if an

accept state has berm reachezi. Accept stair: iietcctimn unit 163.0 includes accept $213.2:

registers 1636 and accept‘ state detection legit: (ASDL) I627. The accept statxzé

mgisttczrs 1626 are p1'ogramm»2:d with acoegt stzzttts. Tim ASDL 1627 :.13:2»::i the DNS

16:25 tn cietannina if {he prngrmxzznad accept state has 1‘eached,if .30, a hit is rmordad

in mi register i1:§i’.3a. mmtsponding to the. accept Mate register 16125. the hi: ragismr,

gm“, mcords mg m1.mbe.;- :33? hits, 2‘.h.i.s infomrm.ti.:>n. can hr: made avaiiablc ttxtemafl 3;‘ via

register re.atdfw;1*in°: bus i6".2E§b. In acc:o1‘d2u1c.:e wifh one. c-,n11mdin1e:11t sin” £ht3.ifl*fE$T1tiG1'1,

ms ASDU 1610 i.11chides We accept maze registers 1636 to §'iiCi1if£i{'*2vi§'1€ pmzking, sf

iwu R‘E‘:s inm a sin gle FSA building ‘umk. As described above, two czvr mare RES

having as. Iota} xnnnber of staiiese not greamr than the:-fi):ednL1n1ber of‘siates: of the FSA

buiflding black may bx: packed inio 31 single BSA buiidi.ng black. Each RE nmy have.

umfiiqmza RCCE:-}_:if. 3':-a.t2::s, and th<:.1*e.f"t'11'e an accept stain register sizetflxi. bi: ixxzggiemeiltsd an

the FSA.bu.i1ding block far each paazkeci RE. Bczcausaz $21911 RE {nay mach amcept
él.
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states separaxteiy, a zsuxrresponding hit rt-:giste.r sirmuld be impfernzentvld fur iiach accsipt

state -register‘ Fm: the emhmiixlzealia;}z<J\>«11ix1'Fig1.:arc 16,. two accegyt state registers

},vI3:».aE3 are implesmtntefi aieng wfib. c:311espo11diI1g hit registers; 15233 ami iififlfih. Ta :

nxainmin ’fJ,exihi,i:ity, each register is a fail §_6—§3it _regis€£-r, which ailrm-s packing Rfis

\a1" x»-‘zzréieus xizes. For example, a Li 3-stats: RE ma}-F be packed with a 4~-state RE? :32’ in

fine. amrsxnc a ifimtatc RE ctauid. be. packcd with a 1~smte If the particuiat‘ FSA

buildiisg bias}: is net being peacketi, the ad(‘Emona§. accept state riegistef and

cm.1fesp0n£li13g§1it zegisier are not used,

[fl£)’},5=§]‘ Fm‘ some 5q3p1ica1ti0ns,.i'i.is usefui to detexzzflna the lcscatmzz at whmh 2: ‘xnatch

begins and ends. To effect such detemxinaiicm, 22 vstan locat'iee;1 register .1629 and am

cane‘: icscaxtinn :x\:g,i.ster 163% wail a3 5. byte CC)ll1’1'i 163 11, are 1°.111pIesme.nted in the FSA

building bias}; in acmrdanarca with one cxnbodnnczzt. ‘\'e'Vhen the evaiuation starts, :22

hyta: cmmt 1631 is _;:n'a:svidcd, Wham a transiiivm sf iihra mix? state occum {e.g., a match is

i_n;iti.ated),'1he 'va.‘nxe: uf the byte count" at mat paint is ’lai::.hes:§ to the 52311. I0r:.<1tr;o:1

register ififiii. When, sum:-&quex1tI;,!. the DNS K325 is amblvzci, 3 detmmiruation is

made: as to whethetsr an aceep: state is ztzached ('::.g., a. nmtxzh is. detefrxxincclj, the va}.t1.c

of Hm byte mum‘. 1631 at that §10i‘fltiS latched ta the and 1:3c::1.ion registar 1630, ilms »

prcwidir1g start and and iocatirms far the }1}EIC~}}.

STAIE Z{1*z.=m:sI7';a:7:e'_:f_IoUNTER {.hvn'

[(10155] The FSA §.'iLTilfiii1g?!3(){tk_ 1600 includes 21 static tmnsitiam c»:1ur1t€sr unit {STCU}

‘$631.2 that s'.'0I1t£i§PS :2 11u111‘¥;:::r :23”. rs-:.giste.rs and a§.T£:{1‘{t1§>?1!1}r'.:£I‘& 5-; logic 1:0 aliszsw for efficient

evaiuatinn of complex RES. F01'e;~zamplz::, the Csjhllter allows an R13 to he

prcegxxaznzned this; 2111§_)h::§,~'$ State transitions mm; just npnn 1'ece.ipt af a spcscified symhrxi,

but upnn receipt of Lhé: specified symboi a specified 31umbe.rof times, 3:), for

ax ample, a111{E?n1ay be pmgnxmmad as 3 E2: {$3, 4-} c, which indicates a msstszh when

“a-"‘ is I%:c(:i_ve3d falimweci by thc occuxmnca of ‘°h" from tam) In four times, foflnwed by

“c” abbc, abbbc, mid :1¥:v‘r:»hbc}. A saunter trigger stats: {f{.?1“S{?1‘egister 1633 can

be prrugmmmcti with an triggmr state (as. g., s:.ai'§z 3., tin: Mata cn.n'es-poildéxag to “b”) far

{ha mu11t§:r 1634. For this exaxnpie, the CTS mgistar 1tS’3€3« is progr:1mn36»ii to Siam 1,
42
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this I‘.“«Q!.1'§iié:i‘1i)Wai<i‘V211lii:3 (CLV):::gis{::1‘ 163-5 is p1:c:g;'a.mm.c«:i to {i.a., th:-:.mi11i1n.um

numbe-at of mtcurratwes fan: 3 nmtch}, and the C0ufflKE:i' upper value. {CUR-")1 rc:g.isste:.t' 1636

is pro-gsrainniedto 4 ($43., the: ]Ei‘1aXifl'1{1I1‘,l rxxumbztrj of ¢ccurranc~as "Em? 3 match}. Tim

' pmgrammeti values of the-. (ITS 1633_...t11e CLV 1535, and the CLW .1636, Logezhs-zr

wiih the value :11‘ the countar‘163~”%», are ingput. to the counter’ iogic: ‘$637. When’ the

oczmditixzzms of the are saitisffmzi, the cmmtex lugic output 1638 win he. ac>tix-‘zmzcl.

".{‘.E1z~.~. transition fram we state. to the next is comrn11£:d.byt'he ::m1-nierlngic output

14538, so no transitien wi1é1occurm1t§3.tl1:: cmmwr ingic output‘. is high.

{H3156} For (3116 en1bcadjm1e1:H‘h2 CTS :rc—>gis&;er1633 can be: ;_§2‘0graI_‘i1_im:£I with

rnuitiple: triggax‘ states to zaffeci 1'fl01't‘: mxnplex RES. Fo1‘ex.an1p1e, 3:1 p-,mg1‘an1xner3

:1 {bis} {2, 4} would req11ir¢:p2'ogmmn1ing the statas cm‘re3po‘nding to "113" zmé; “C”

11.8., statas 1 and as zriggm states,

{{D9.15’?} Far one»£:.§11bodi_n1ent, thcé txigga‘ state of CTS 1633 can be prograllanied to

an ascept staié: mf‘ lhc RE to want the num§:ta:1‘s3ftime-s the RE has hit.

{Q9158} Tc: eff:-::t.t sti,tcE1ing, Eh»: "FSA buihiing block 1600 imflndss ex s1;itc:h {mt c:0nirs:2§

unit {SUCH} 1635? with twin cailaz‘ tmtgoing stats: (CTQS) .reg.3t;e.1's Iri‘F4D and two

:::cm‘esp0'nd.i11g calIer’s targw:i.FSA {CTF} tsgisiars 1641+ Each. COS .1:z-:gi.~'s‘t«%.~.;‘ is

pmgrammed with the s‘L:'£‘CE3S at w1'1ic.h ta stitch £0 ':?J‘z0‘i1'I€‘-TFSA building biuck. The

coxrasponniing CTF registers 1641 indix::«aie: which }7:?S.«\ btsiiding biacrks ti! stitch to

(i.s.‘.., the canes FSA. ‘rmi1di11g b'!0cks}. ’I‘_he- stitch trigger cuxnputatioix lngicr {STEEL}

‘£642 .tecs:.1'vas the stitch state infomaation and the targei FSA building 3:10:31:

infmrrnaiinn t‘m111 the C88 registers 1646 and the co-mtspcxntling regisms 1641.

mspe?ciivei§‘, and nstes the in‘i’nm1aticm ta activate F-SA. s*tarmL2t 3,643. FSA startcsut

1643 is Cioiliifiittéd to, and acti«xm.e.s, the s’rar’€in 164.4 of the. aalieae FSA huihiing

bkxslis. Ai {hes mallet: FSA building bioztks, the rezzeivizzg stamrs seiactor (RSS) 1645 is

pxxzsgranuxmzd to detemfim: which of the cailee. zmeixrixag Stem} (CR8) mgistem 3646 it:

access fo:’ths»ca1§ee receiving states. The NSDL 1618 thin uses the value in the

Sckcted CR5 ragiater 1646, ‘the. star: stair‘: .1 6309, and the ENS 1&5 ‘£0 cletsxunixle the

next stair: for the r:a1ie<:FSA buiiding biock, which -is than iatcheti t<'>'Ei1a made

a-Eamsnm 1616. For’ one cmbodimem the v3h=:e—s in Fm: aeiacted CR3 rcgistm_.'(s3 1646,

the start stme 1669, and the DNS 1625 art: ORE? is) d.atem1ine she next state.
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{M159} Si.mi1a:‘1y, when the cajllae FSA btliiding bmctlc reaches an accaept. staie

’ccu3taim:d in an asc¢;ag1t.state ragi.s’u=:1' 1 £326, ii: tit->t‘e,r1:r.1i mes whir;§11*‘SA bufiding 'i>10‘»2R ta

1‘e.t:u‘s1 ta by re.'fs:11‘eme::: iii) the m:::.e.pt’s target FSA {ATF) registm‘ liififi. T216 AS331.

1637 uses ‘(hat V3IU£2=i1“1'fhe accept state register 1.525 mad {ha xvaltze in me: mgiatax‘

164? 11:: éieierinina wfiuan ta acxivate stiiczk is-turn 0111:’ {SRO} 164-8. SRO 16:13 is

2-omzectsad to, and activates, the ramm in {SR1} :iv6z1~9 of the. target TFSA buiiding

blanks, and tin: ewzxiuaiicm cromzinues at the mrgefi FSA E:sui1di.ng b1.0c}<:s¢

{iii}: {SR} FSA ‘m1i§r:'ijng_;: b§ncl»:s "may iniemoxarxficstcd 132% yravide FSA building block

stituhiligg in aszcordzmcra with on etmiandiment of the inventian. Each ¥’F§§.A }:mi.k1ing,

é h.k;:;:1»:.n1.a3.rb22. uonmzciad to: itself via H intmmzl. s:0mmct‘tim:1.

[(101613 Figtm: 1'! .i11_z1s;tr2m:s am. on«r:.hip stem n1a<:Ixi11e u;1it,1'e'fm‘ad£0 as E! RE.

prsaeessor, in accordance Wjiilh cm:-..~. i3mh0din:1€m.t cf the.§nveI.1tiun. RE prune-c:sso1' 1’}‘{)€!,

Shawn in Figure 1?',»i11ctudes :1 number of FSA buiki-ing hlsachs. 1‘:r"€}5, that may be

i.n1-mrcannactedin groups as dgascribed abcwe. For one embodin1em, ‘£h€>”i'1llII13Z3E}l‘{}f

FSA bL1ii(iing.bl:.1c.k$ 1'?0.‘§ may be appmmimaieiy '1f3{3O «~ 3008. RE proceswr 1700

a130 incfiudes an autonmam s‘:a11frc>l§c::: N10 that §nfnvidL~)S input data tn the FSA building

blmska 1705. Autmmta. contmimr 1’? If) cctmpies the FSA. iaufidiing ‘i_a'Iec:.ks 1785 is :1

mic ma.u:101.’y 1715 and a context mszmoxy 1‘3’20, as am}! as an cm»chi§3 has and

interface 1'?f25, for cu_mr_x:.nnicat€us:a with m:“f—e.1zipmm1:01'y 1730 and with othc:rsystm1

devicas thmugh an 0ff~<:}1ip intmtface 1.'735.

C‘a:1.I.m«:::-1?‘ .3s:£1e:a:re3m.'

— {@6162} As disatussrzci aiwcwe, if the inpui dam is f:‘ag,113ented,.the:1 the state {coma-.);t.}

01” 111:: [""SAhui1ding block she-mid has saws.-d in Gfdéil" in resume apympn‘ ate: Esvafiualion.

win-:33. the input data rasuxnss. Th: coxxtszxt strf flit: FSA buiiding black i'nciud<:s the

ncsde eknnanat xsaiues, the cmznter vaiuas, and §mte'n.t:i.a11y, the kiscation zegistam. "Upon

x'es'uming the in';_)ui data, the saxrexi mntexi mr:.;zym1’y is loaded :0 me: FSA hui‘Iciing

bins}: are that the evaluation 1113:; cuntitxue. In accnrdaxzca with me e1nbodi1nm*n:,u;)on

imemuption of the i‘n9m dsita, the amc»m;a:.a ctmtrciler 3710, whihh is capable or

1*eading from, and wr.iii_ng tu, me. FSA building blccii, 1'eadsvt'§1e mntext fmm the

appnrnpriatc mgistsrs of tha FSA buiidmg "l:~§m:'§<, and sttirzrtas the comexi, cm~s:i1i_;3, in

co11tm:t.,1‘ucn::o,L‘y 1729, Ups:n1 rsstlmptinn of the input data, the autonmta com.mHe.r
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I‘?! 0 hands the context from <2-cntext me-mory }’?;2U my the FSA bui3di11g block. The

amount i'J'f context data. is small n=.:}at.ivc to ‘rim progmltrznaed rcgislczrs 03’ the FS.r’—&

b11i§di,ng,1%3}m:.k. Th:::e.f{3m, by 2'm1)1e1ne.n’£ing an x:m—uhip com'é:xtmi:111ox5r,ii:i:& posafibic

-to efficisamjy handle mu'I1:ip]e:: z:.r.mcm:re.m 'fmg,:neuted RE, evahxatians.

E03163] Imiially, the F833. btfiiding blocigs are progmmmerl with miss fhat defiiie ihc‘:

relevant RES. Withou1‘.mo~:c, tbs: FSA bmifuzliilg mocks could €:‘.’:1§l3att3 <m}y those

_pa;:~ti.s:n}a-r R133. H.mvew:.r, appiicatimns .i%equen.t1y contain mare. RES than can bf:

practically nnyieazlexmztd as BSA. huipifiing ‘nim:1»;'s. E:nbndi.:ncni‘:~.a mf the: iénvmmiinn

11ru\ride- PSA Ezuikflng blocks mat 311: fuJI1}flp1'agran31na'b'le and mprogrzm, mhle. For

one enibediment, auizmioimi mkts are stared in wk: memory 1715. ‘The mtontaatsa

contmller 1"}’1G nmves rules fmm. the rule znenimy ‘.1715 Emir: that ap;;>x'0,priat::: ‘GSA

bu'i}cfing b}os:}~: and vice versa. Tim‘ is, ‘based upon an em-:ma1iypmv:ide<5i§mm'u;:ti<:«n,

me autmnata coniroller V5.10 :'epmgrz*Lms pa1‘tict11a1‘FSA buiiding bls:>c:.}:,a: with 311163

Stored in Jfiliib ITIP-3Tm1‘(‘)F "$715. Stcnfi11gt}1e addfitianai miss on-chip aiiuws fan‘ the rapid

rap:-ogmzn1nmg at‘ that FSA buikiing bkncks. ‘1‘h.2 mmunt of rules that can be

1‘; ctically stomd s:m~r:.hi;:: a’: feast srwcm} times the: amount (sf rules implermzniad in

the: m1~<:.hip ‘BSA btaildmg. blocks.

[00164] '"i‘h.<': §t1im'cs)n11t:cti0'x: ufFSA building blocks in groups aliaws fear the context

and ruin“: infuxtinazfmn to be wyrittan ten, or read fmm, the FSA. building 153200315 in

pamliei. S1121: int::rconnec:.i.a11 also ailows ifnr; incmaaing thmughput by ccncuxrrentiy

{¥V'El.h1§1t.i13'g' multipie data input streams. For eXamp1e:_.if an application rsquires imiy a

"portion mf the available FSA buikding §;:§~;:s:.}::s, men the mlcsvant rifles may be waded

repaatediy into thc3.aVa‘iiab1<—:. 133A Izmilding blm:.1cs and the RES eva}ma‘tecl through

n1u1'ti.p.¥e data input sir:c':am.s.

{BGZUSS} Wht~:reas nmny a‘},tm'aiim1s and ntmdificaiinjws af the 'g:«1‘£:3§:nt .i11v'enti::>n W31} no

doubt Ezseccxme apparem ta 2: pzemma of m‘dina:'y skill in Lhrzc art. afzzer hzwin read "firm

fomgning descriptifln, it is tr} be tlndarstneti that any pa1‘iic.u}a1'a1nbDdiment 3hv;m:§1

and descxibsd by way of illustrmitm is in no way imzencied’ to be ca-nsidexred E-infltin

'1‘11emf0m._. I’<3‘fi:‘.‘-Ifillilfii-S to dastaiis uf varieus t3I‘R13f}C1iI}}f,‘§1TS are not intended 1'az1imit':he

«'15
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scape cf the ciahzxs, whiulz in th:-.1111st:'lves mcite only t§1osei’eatur~:s r<':gm‘ded

essaniizfl to ‘ti‘1»::'ir1vi:n'i§m1.
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CI..AIMS

We: cmim:

1. A pmggramnzablt: mic p1‘m:€::-met campxtising:

a gszmsral purpose 1‘e=gista1‘f;lra;

an insirucrion Si3q1)"§£11iZi.‘i!"’E{}pi'f.)‘v“i£1t3,ii}S371'uCl:iOflS;

a demder coup:-lefi to that gs-metal g:)':.n.'puse reg.is—t&:r file to dscoda a Set of

i3GSi1'ilC’E‘i0l‘1S specified °my1hm‘.11sm1ctio11 sequencer; and

a state macE1ine unit Ci1«'L1p'I_e:i ta The decoder and having stats: machine:

ragisiers in arm: {me Crrr1u)1'<-3 state mar.hin¢::-5 and stats machine executicrn

h:ardwan=. r.aup1::d.m the smte .mac:hinz regi S‘f1‘3~.:'S« is evaiuate the nine gr more state

machines in wspunsa to e.x‘.eL=u1“i::xg em: or .1:uorc: of fhfit set of .i11st1't1cti<:»m3 and basttd

on i11fo1*mation ham one err 110:}: (if the decmiex‘ and fl}.Ei‘- gzzmzral purp0s.e. ragisier

file.

2. The wogralannalain: mks ptocassnr defimad in Claim 1 whsaz-sin the

state snstchineza being ::valusst»::d an-2 finite state z-zummata. m dete:::t.regu1m‘

axptjessinns on §f,npu’i. data.

33. A 'pmg1*m.tnm:1b1e rule prmtsssar a:01n1:>r*isi'1w-:

2: genersd ;3m*pQse1'egism-file»;

an instruction sequences to prexrick instm:::'ti0n.<,a;

3. descsder cougaic-3:1 to the gamzral purpose wgister file to drzcodra it Of

instmcticms specified by ‘:he- instruciicm s-aquemzer;

Search tegistem anal semth exeszutiim hardware CQL1p].i‘.»‘f1 it} the plurality uf

saarazh rtagistizrs and ::0up§x”~:ci in 1»:»mive— sea1'ch paraxnaters from cme cs: D9111 of the

:§e:c.mie.r midi the gmeral pxxzjposcr. 1'¢=:g.is‘i'm‘3f"ik°.-'ir,_: perfmtan arms: or mare, e:011tE:)LEU£{1

searches rm. cunmnt. in the. $£$é.‘£{'L'3h rsgistkzrs in 1:':s;>::311s¢ in <-:x:cm‘i.ng one or mart: ofthc

set of §I1E’(1‘l1£?!iD1‘LS;' and

a state machine unit czuugrakid in the decmrlar having; stain: mm:hin:: nagivsmrs

in stme one cs: more state r:1achin_es and state mashing exacution hawiwans cotlpled to

the state machine 1-egis£a:1's to evahsate the one :21‘ naora mats nmchines in respegmse: ta-‘7
it
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&>:ecu‘$i11g one 0:: mum mi‘ the: set (:35? insm_1cVtim1s am? based on infomnaiiam Emma {me 61‘

bath Bf flit-3 decoder ami the gs-nerzii purp-mait r>.igIStE‘.a' fiie.

4.. Thc picocsssar defmed in Ckxim 3 w?mrai.n.aifl1e;1're.su1tsfilm}:

pa-;.rfT:mni.ng one mt mom ccnnrextmzl s:::u‘clms by thr: xemch e;=<.t':cuii0n haxxfiwaree are

subsecp1e:;1tl;msm1 by ‘the: state xnachine unit in evaiuutirxg :z1§ie.:asmm2 st‘:-zte machine :33:

rmssuha f1‘ome.'vzd'uution of the uni: L33‘ mmt: state 1‘n£-IChi1‘I€3S are S1‘:b5€L}UéI1'£§}* uaexi the

watch exe.c:m:ir3n hmvdxvare in perfnmiing ai‘ isast one contextual sezmsh.

5'. Tha };m‘):.';‘:?.S§5:‘3.i‘ defined in Ckzini 3 whc1‘«:i':2 the seamh t‘:)ZfiCui.‘iO1'i.

’hm*dwam p§3£‘fO1‘.I}1S at least {me of the mm ::rm1Lm: cnntexiuai searches via parallel

mt:-rm m£tt.<:h§n.o; in ms: cmse ts) (1-X&C¥,‘:'€§§“l€f'OI1t‘3 or more sasmh .inS‘3.‘L1C'fiE111S 3.33011" im37 L. P ar 1 3 E»

the 011:: or men: paticrn 56-aiY.3hfi5$ and p13:“:s£‘.D.1‘iI1g me’: my mare paitemg to the xzcmteni in

file semis}; nsgi.:m:.rs.

6. Thtit mfie gr:-cscessor defined in t:31ai.m S xvhxzreim the search exacuticn

hmdwam ctamprisesz

a seamh. mtray ccaupkzd to the piu1'a1it3' of Search rczgistcm, wE'1<m:in. ::em.tent in

the Iumiitv of smmh re 'st<-:rs is mmlicaxed and stem} in the search atrav; andP . £1 . a

£1 sa1iw::»xw:4::up1cc§ts3thc sczxrch away 1:0 pazrfmm. the one. or more operations in

response to ,i}3'fD‘r1’n:~3fit)£1 spcaifiec} by urge. or nmm semrch in.-3trz.1s:t:i:::ns.

‘I’ . The pmcesscv1'defiI1eéin Chaim 3 wherem tha state xm1c.E1i.ne

executicm h.ardware comgxrises 2: atate tnachine a:*.~‘:ahIai'io,m unit.

8. ”.i‘h:: rule pmcess-tsr fiefimzd in C}ai.m 3 futthar ammpfising a

m::;no1‘"y’m start: that ('}.”fl{’:‘~ U3‘ rmzsre scars:;h. i.nstmm‘.imts {.01}:-2, a.ppi.ied m <ia1ai11 flu:

sasmih mgisters as‘ to has appiie-d tn evaluated’ by the svtata mau:hinc¢ s;-.x,::.<;u1;ia;.>r_1

}‘l£i£‘d‘x7W31T{’:.
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*9. The 1‘u}e:pyos:e:-.ss::s: dafizieti in Ciainn 3 farmer a:ompri,<.:é11g an

instruction sequencer ‘for’ app‘iyix1g em: or xzuom sezuth 5;ns.m1c1i'o;n.~; is me: search

execution engine and the s¥,a'£.e mmhizie £2:-B:-:CL1ii'0i1 11a1‘dwa1~a;

10, The rule processor £ie:1‘i.rmd in Claim 3 wher':i11 at fleas: mm Search

.insm1ctimn_incf{11d;3s a fieid that specifies a paramete:- to use to contrcéx the Search or

points: into a meximry mat sts31‘s~.‘.s fha pzaranxetcr ta mnim} tbs search.

11. The mks pro::e3sc:.1.' defimzd in Claim '10 whazrein the. poimfic-:;: points in 21

gmxerdl. purpoae register.

12. Th: pr.«3g1'a1nmab1e mic p1‘O+:I-E33301‘ de.fiI1ed in Claim 3 wherein state

m.a-z:.‘.3’1ini3S hezing s»'aI11.at::d are finite: state auiomata in dates“: regu1ar'expressimxs on

inpm data.

13. “I116 I11‘isp:‘oc::ss0r cltzfinmi in Claim 3 wherein at $632: one nf file was

0:1‘ mare St‘§%ifChi!1StL1iC'1iGi1S speatifhzs :1 patttana mat" to be searched against the

cimti-mi in the gflurality uf ‘search registers and ‘JfE1'Q OI‘ 'ID.0.I‘t‘3 sszemzii p£u‘a111e.t:;a‘s.

1-:1, ‘line rule §)1‘()(.:€S30l‘.’ defined. in Claé-In 13 wha.rs:;:in one. para1m:1;&:.x_'

specifies a portimz oi’ the pattem in ma£.1=;ad to sznabfie a subset of the pmtem to

13:: searched against the content in the Search mg§3te.:'s.

15. The: §’1‘!§c-1;s1ffl£Zi’..{-‘sS{}T definscl in Claim. 14 w]1e1‘em the poliisuxn (sf {hit

panama to hit nzuzsked is specifiefi. ‘by :1 I;'I‘1a.S‘3*»f. w:»;:'£m~ to mask off spttcific bytea in

the pamam.

16. The rule p1‘0ces»s0r defilmii in Claim ML wherrzain £3.13 ;Zt’51‘0 :31‘ muse

paraxneters s'gs£.:cif§,* starting and ending iocatiuns that ccmsti1:ut:: a. range mf the

m11_te-ntwithin the search ragisters withm which the Search execution engine is to

cttsustmiu 3 search,
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1?. The rule ;:sru::e,sso1'c2efinadi.n Ciaim 3 wherein the me. :3-1‘mu1'e

se.a.1*ehinstmcI:iom spscify ¥?lt}r31'3SY£'.>!’1t) patina-.133, Image: control, and ;31'ogI:zun conmx}

flow .

18. A prug,2*a:11:11ahle xu1e.proc=t:s:sw‘ €.2Un1p1'iSiI1gt

a geI1a1*.~z}.pu3:p{3Ce register {fits-;

E1 gfiurality of Search refistersz

a piurality of state: machine 1’egiste.1‘s;

a. piuraiity sf exectaiion 1m1i's;

an instructinn sequsncer tn provide i13Sf1‘{!s3l‘i01’iS§

a aiecadezr 2:-m:;1k~'.:?d.m the geneml purlmsczz register file‘, the. plurafiity sf seamh

.1‘¢gi;~;ters, the: p11:u*a}i‘¢y sf atata machine regifstmts, 3112! the ph12‘aliiy of e'x&c:ut’§0n ulfits,

to decade 3. set of ixastructions specified. by the instrtrciiaan seqxxenacar and prmiide rim’:

éemdeci insirurzitimzs to (me: or more execution units and min: :31‘ more ad’ the pmrzuhity

of St33.I’s3h msgisus: *3 and guluraitiiy 01’ state macifina re.gi.stars far axr:e::u'Li:>11 tht3‘:‘e§:):vF based

on an opcode-’i.¥1. ::a:.:hins1mcii0n.i_n.t§1e act of inatrumituns.

19. Thu proaesso1' ciefinszd in {?'1aim 13 vx-‘lzerci-n cm»: am?’ the ;:a'.1umiit;v mi‘

mscuiixiun Limits ccimmises 11 state .maz:}'m1:': evalualim unit.

20.. T1mp.sogm:::2_n::ah3:: 11.11:: p.1'o<::ss0r dc-:fins:*.di11 Cflaim 1'8 wimzein at

kiast am: of the z-:;<.v;:>:=ui:im1 units iwaiuailes suite mzachines xsprexemed by dam in the

stata machiria. registers.

21. The pmg1'annn.a[1ie 11113 proaesszsx‘ defmeci in Claim 30 wherein the

state machiizss being evaluated am: fimte stain: aummaia ta dxsitccct mgukar

cxpnzssimas on inpt1f data.

2'2. Thc p.ms;:assu:‘ dE:fiI3c(lin.ClaiI.I1 378 wherein (me of the pi u1‘a1iE};" uf

executinn units cam-pz'ises a. seam array.
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Ths pmcesssnz‘ defined in Cflaim 1.8 wh£re<in twn of exactmnn um i"

camprisc 51 stati: nmchinc cv.a3.1:m'z:0n unit and search. :exc::ut.ie;m hardware, and further

Vs-'h%i‘;.1'€§,1} ::iths:1'r:su£ts fmm gmacessing data. 333-‘ the $331211 s:'xec:,1ti<mhard:wa1"a are

suluseqrxemiy use:-:1 by that Slfiffi-1TiaG§‘1in6 esvaiuation unit in e.vz:.‘iuai;ixzg a1}a%.as'te'ne: stake.

machine er resmlts fi:m_r1 c-:-valuation Qf the mine at _mr.:>rr: st:m2:machix1es am:

S\1'iZiSvfl(_§11€«FlE1'}' used the: Search exemutinn ;hard\sm.re in pezrfomamg at least one saamh,

The pm ‘:3-sréox‘ ciefinfld in Ciaim 18 fu:rtherc!0mpri,si11.g a hraznch unit in

'§3ra1’:c§'3.m arautiaet set of Ufliit ~‘J1‘.I3‘1C¥rG §1\S'U:’l3Eti0T1S §;1a3e.:i~m1.r:e:sa.11Es' af data p1'oc£:ssi:n.g

inmbfing om m‘ mum of the: staitz mach.inc- ragisiiers and the starch ragistcrs.

2.5. A process fol‘ psrfomsing c0x1ie:t;i.ua1 sc3a1‘<::l1es &1Si}‘1gl_£_.ii'1‘!.1lt‘.‘-

pmcasscxr, the process cmnprisirxg: V

fetching a firs: rule frmn :1 znemary rm {ha rims pmcrzsserg

deccsding the first, rule to i.dentify wimher sea1'ch paranmzéters are wanted in

the first rule :31‘ a. general purpose register file in the rule prouessm‘;

cxsu-:.L1ti11g:':.n»:t. a;:‘n1m*e: St':i°J.'£!h npcratiozls on vmtzes in. 5: ph11‘a1it}' 431’ search.

rc:g;i_:-Esfiars in tha mic processor "using the seamh paramemrs nbtaimsd from either“ or

{mm of the fii:'sf:r11l.°.e :md the ganazrai purpose mgisier fiie, film p':.:1.mn:3,- of mars}:

registers stofmg coment thscrein;

gezxletaiing sewn}: results ofe.xec:uting.t}1e um: ur mum: swatch mpemtimzs;

fetching a sacend ruie {mm the manmry;

evaltxating one ()1‘111(>1‘6e§ta‘£6 machines with mspect to dz1ta.idn3;1tified.by

the saarcil resrxlis using state machine execution hardwazfra in the rule }}I'OC€SE{).IT

according “ta parameter-rs nbizained from either mr bath of the first rule and the

gm1r:.m'i pumpcsscz rctgism-1tfi£c..
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. m.->.s-s.u=zc.mna'rx: E-‘SUBJECT man "A ' 0

IPC 7 GD6F1?f3G

Zniniiamaiénnw Paient i3Ln.8s§flca?ic¢n {IF-‘C3 (J-rtovbr:-Eh natitmakn$13sifIr:eiin[mnr£ {PG

N3-Fm?3$§3‘“°fiEU
?.-Eirkfiwm dccumeniatian ééaltileti (atria:-.x‘t‘ir.:aiiu:\ sysiem fustmvad by gttaaxificaiiuta ssyizmcfia}
I PC 7 G35? @9258

="JOCurrn=:nIa1éms smavchetfi mn9.~ruzar.< émmzmm =::£»:ua1iom~:-then’! tai um:-tmalt: n ms was fiéat‘<:l*.1&-‘.1

-zit:-mi-:1:65 base ecsnsuixecl during the inéxe-rxxaiécrsai saaamh (mine as’ daia bass: a1z3c; v.d1en: ;:ms5E::_ searfit iuis I

EPO«~Interna?, Ii‘»5SFEii, Iarmog

>2. E‘£!CUB&.EM,TSweas; LEVANT

Q‘a.v.=gs;r3' °‘ éiiitaiian :>f'L£uL‘umem.. mm incficaiéon, where amsroufiate, oi the rr2!evm*.1pa.<.aag~:-‘.5 Raisxfam :o.Vcia:‘m Nu‘

US 6 213 625 31 {RUSSELL RECHARB Q)
3 Aprii 2081 {2flfl1~fi4~S3}
abstract

caiumn 2, Iine 55 ~ aniumn 3, §ine 11
caiumn 5, line 6 ~ co1umn 8, Wine 25

column 6, line 57 ~ coiumn 7, line 21
figures 1«6'

HS 6 327 563 B1 (MERGARQ Jim)
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abstract

s::::1umn 2, Tine E9 -— caiumn 2, ‘USE EU
ca1umn 4, iine 46 » calumn S, Iine £5

E? D 488 29? A (HETACHI LTE ; HIYACHI
MAXELL {J?)) 3 June 1992 (1992-05-33)
the wh¢1e document

xfy-

i='i:-rm»: docummrs are Hated in the mnilrzuation cf {mu £3. Patent fan1i§yrnemben2 am {Med in amsssx,

-‘E5peciéi<*zaiagnri§s or.-‘giedzss; 7‘ I W ma doc mum h d R H I E’?! M‘ r timer: is e a an‘ m iII1e;:‘s;4‘arma sing in
‘.4\' dr_=::1m1eI1{'d~:af~‘fiing§ the gm-.~m1 :«!ate at me an which £5: not
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