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Reexam number 90/010,416

First Named Inventor Hutton

INFORMATION DISCLOSURE Patent Under Re—Exam 6108704
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) 2000/03/22
Group Art Unit 992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet f 5 i if i Confirmn No. 1061

 
 
 

 

 
NON-PATENT REFERENCES

lE)_<tarr|tiner Non-patent Reference bibliographic information. where availableni la s* o.

1-1 Civ Action No. 06-2469 Appendix A (List of Prior Art References) to Defendants‘

Fourth Amended Responses to Plaintiff's lnterrogatory Nos. 17-19 (N2PIDS_016‘I8

-1657)

1-2 Civ Action No. 06-2469 Appendix B (lnvalidty Claim Chart) to Defendants‘ Fourth
Amended Responses to Plaintiff's lnterrogatory Nos. 17-19 (N2PlDS_01658—1693)

  

 
 

 
 

  

 
 

 
 Civ Action No. 06-2469 Appendix C (Obviousness Combinations Chart) to

Defendants‘ Fourth Amended Responses to Plaintiffs lnterrogatory Nos. 17-19

(N2PlDS_01694-01716)
 

  
 

 
 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Opening Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 1 of 5)
(N2PlDS_00457-506)

 

  
  Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Opening Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 2 of 5)
(N2PIDS_00507-556)  
 

 
 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Opening Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 3 of 5)
(N2PlDS_OO557-606)  
 

   Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Opening Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 4 of 5)

(N2PlDS_O0607—656)  
 

Examiner Date

Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,416

mrsmamed
'”F°R""AT'°” °'5°'-OSURE Patent Under Re—Exam 6108704
STATEMENT BY APPLICANT

FORM pTQ_1449 (modified) ISSUE Date 2000/08/22

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet 2 of 5 , Confirmation No. 1061

Examiner
Initials‘

 
  

 

NON-PATENT REFERENCES

  
 

Non-patent Reference bibliographic information, where available

 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Opening Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 5 of 5)

(N2PIDS_00657-733)
  
  
 

 
 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Reply Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 1 of 3)
(N2PlDS__00734-768)

 

  
  
 

Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Reply Claim

Construction Brief of Skype Tech, Skype Inc. and Ebay (part 2 of 3)
(N2PlDS_00769-802)  
 

 
 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Reply Claim

Construction Brief ofSkype Tech, Skype Inc. and Ebay (part 3 of 3)

(N2PlDS_00803-844)  
 

 
 

 Civ Action No. 06-2469 Declaration of Alan J. Heinrich in Support of Responsive

Claim Construction Brief of Skype Tech, Skype Inc. and Ebay (N2P|DS_00412-456)

 
  Civ Action No. 06-2469 Declaration of David B. Johnson in Support of Skype's

Responsive Claim Construction Brief (N2P|DS_00845-913)
 

 

 
 

 Civ Action No. 06-2469 Defendants‘ Fourth Amended Responses to Plaintiffs
lnterrogatory Nos. 17-19 Directed to Defendents Ebay Skype Tech and Skype Inc

(N2PlDS_00387-411)
 

  

 

Examiner Date

Signature Considered

‘Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,416

First Named Inventor Hutton

'”F°R""AT'°” D'3°'-OSURE Patent Under Re—Exam 6108704
STATEMENT BY APPLICANT

FORM pTO_1449 (modified) ISSUG Date 2000/08/22
Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet3 of 5 g Confirmation No. 1061

 
 

NON-PATENT REFERENCES

Non-patent Reference bibliographic information, where available 
 Civ Action No. 06-2469 Joint Final Pretrial Order (part 1 of 8) (N2PlDS_00914-963) 

 
  Civ Action No. 06-2469 Joint Final Pretrial Order (part 2 of 8) (N2PlDS__00964-

1013)

 
  Civ Action No. 06-2469 Joint Final Pretrial Order (part 3 of 8) (N2PlDS_O1014-

1063)

 
 Civ Action No. 06-2469 Joint Final Pretrial Order (part 4 of 8) (N2P|DS_01064-

1113)  
 
 Civ Action No. 06-2469 Joint Final Pretrial Order (part 5 of 8) (N2PlDS_01114—

1163)  
 

  Civ Action No. 06-2469 Joint Final Pretrial Order (part 6 of 8) [N2PlDS_01164-
1213)

 
  Civ Action No. 06-2469 Joint Final Pretrial Order (part 7 of 8) (N2P|DS_O1214-

1263)

 
Examiner Date

Signature Considered

‘Examiner: lnitial if reference was considered. whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation. PF = Patent Family.
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Reexam number 90/010,416

First Named Inventor Hutton

'“F°R""AT'°” D'5°'-°5'~'RE Patent Under Re—Exam 6108704
STATEMENT BY APPLICANT

FORM PTO-1449 (modified)
Issue Date 2000/08/22

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet 4 of 5 Confirmation No. 1061
 

NON—PATENT REFERENCES 

  
 

Non-patent Reference bibliographic information, where available

Civ Action No. 06-2469 Joint Final Pretrial Order (part 8 of 8) (N2PlDS_01264-
1310)  
 

  Civ Action No. 06-2469 Opening Claim Construction Brief of Skype Tech Skype Inc.

and Ebay (N2PlDS_O1741-1790)

 
  Civ Action No. 06-2469 Plaintiff Net2Phone's Reply Brief on Claim Construction

(part 1 of 3) (N2PlDS_01311-1393)

 
 
 Civ Action No. 06-2469 Plaintiff Net2Phone's Reply Brief on Claim Construction

(part 2 of 3) (N2PlDS_01394-1451)  
 

  Civ Action No. 06-2469 Plaintiff Net2Phone's Reply Brief on Claim Construction

(part 3 of 3) (N2PIDS_O1452-1490) 

 
 
 Civ Action No. 06-2469 Plaintiff Net2Phone's Response Brief on Claim Construction

(part 1 of 2) (N2PlDS_01491—1546)  
 

  Civ Action No. 06-2469 Plaintiff Net2Phone's Response Brief on Claim Construction

(part 2 of 2) (N2PlDS_O1547-1617)

Examiner Date

Signature Considered

‘Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered, Include a copy of this form with next communication to applicant. Notes: If identified. the
following is provided EA = English Abtract, T = Translation, PF = Patent Family.
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Reexam number 90/010,416

First Named Inventor Hutton

Patent Under Re-Exam 6108704

Issue Date 2000/08/22

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Confirmation No. 1061

 
 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

FORM PTO—1449 (modified)
 

 
  Sheet 5 of 5

NON-PATENT REFERENCES

Examiner
|nItla|s*

Civ Action No. 06-2469 Reply Claim Construction Brief of Skype Tech, Skype Inc.
and Ebay (N2PIDS_01717-1740)

Civ Action No. 06-2469 Responsive Claim Construction Brief of Skype Tech Skype
Inc. and Ebay (N2P|DS_O1791-1825)

U.S. Control No. 90/010,423 - 2009-08-05 PTO Office Action

 
Examiner Date

Signature Considered

‘Examiner Initial if reference was considered. whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified. the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Electronic Acknowledgement Receipt

International Application Number: 

Title of Invention: Point-to-Point Internet Protocol

First Named Inventor/Applicant Name:

Application Type: Reexam (Third Party)

Payment information:

File Listing:

Document . . File Size(Bytes)/ Multi Pages

268365

Transmittal Letter 26550188Xmitta|.pdf ac46e633el4waca040‘)8d83c9 l 3d8d623d
3bb88

° 1007 of 1500

 



_ _ 794095
Information Disclosure Statement (IDS)

Filed (SB/08) 26550188_1449.pdf 2b89e3d 3ec63e9ecc4b98073ec8I b4a36b n 
Information:

This is not an USPTO supplied IDS fillable form

Reexam Certificate of Service 20090811COS.pdf
3e0d(]3295f065 38e5b37eel 65c7654d83 I -

5ba4a 
Information:

1248303

NPL Documents N2P|DS_00387.pdf
I03f82955 I Ie55b54 23354 I d669beda6cad2

72089 
Information:

3962848

NPL Documents N2P|DS_00412.pdf
I af848ed034593c08abb73fe5d I 89fI e617

298 
Information:

2698601

NPL Documents N2P|DS_00457.pdf
ce8f9d9f9808e5c59d 3b34Iab8c77ca89aeb

BZSI 
Information:

1838285

NPL Documents N2P|DS_00507.pdf
37cI 9558ce807b I5bbead7b7636c9d0f I 8!

W36! 
Information:

1953095

NPL Documents N2P|DS_00557.pdf
3a I ccc92c0a0c58 I I639I 7ccdc9acc66dc - u 

Information:

3476450

NPL Documents N2P|DS_00607.pdf
bI93aabI43feb3aa8I8b3e4I8060396I343

87793 
Information:

3241310

10 NPL Documents N2P|DS_00657.pdf no 77
70Cblb7c leb6C50d8’2b67074772470e507 I

9I we

age 00: o H



Information:

3726939

NPL Documents N2P|DS_00734.pdf d4c9f933c002ebde9c9S42988 I4937c980f
5660

Information:

4202699

NPL Documents N2P|DS_00769.pdf b4c92I I6877442bcd04bd6debI7d 14595 I

Information:

4152068

NPL Documents N2P|DS_00803.pdf 7b3a2e2ddCdef1d I 64f8a I cfc96d6I 0681384
6617

Information:

4330148

NPL Documents N2P|DS_00845.pdf 0132255361I58b4e8Ic3bIbb0d5Ie05742
423578

Information:

2944261

NPL Documents N2P|DS_00914.pdf 080bb98 Idd84 37b6 I 570 I 8b86Ic3befc6ea
75db8

Information:

4490177

NPL Documents N2P|DS_00964.pdf 7d I ee36dc2 I fall ded879265 I 54 bb794 Sal

Information:

4260549

NPL Documents N2P|DS_01014.pdf 3cdd0fi0c98cae3e3cae28 I b224244952 I5 -
I77f

Information:

3030407

NPL Documents N2P|DS_01064.pdf 4ac0890d 3dI(l)3d2e76bd06eea54f876a6
dad9c

Information:

2797371

NPL Documents N2P|DS_01114.pdf
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Information:

2757821

NPL Documents N2P|DS_01164.pdf 7b784 273540 I ba I 37dd05 36afd9e083 3 I I ‘

Information:

2751710

NPL Documents N2P|DS_01214.pdf ef893e52560ecd5e62dcd74 31b9I 5 I47bde
65a5b

Information:

2069106

NPL Documents N2P|DS_01264.pdf d1953326614b04540fi5230cb1061520e2a80
bdl

Information:

4119057

NPL Documents N2P|DS_01311.pdf b220edcf06eed I 35dc679w358b50fad44b
347d2

Information:

3968881

NPL Documents N2P|DS_01394.pdf 4 a1783e9b0d04 fI379bba21c7dfcfa52b9b Id
3 I I

Information:

1920359

NPL Documents N2P|DS_01452.pdf 3b0 I 3b03ee0d9b44a7aad I c6eI d3b56344
860c7d

Information:

3401591

NPL Documents N2P|DS_01491.pdf 364aed57e1dIa9a5a36d}I8eIe65dc90aI I
abd54

Information:

4441250

NPL Documents N2P|DS_01547.pdf I5d I6abc2d22Ic670eIb3aII890I42dbe4 I
d6d37

Information:

2566762

NPL Documents N2P|DS_01618.pdf
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Information:

2270928

NPL Documents N2P|DS_01658.pdf I4e4e22‘)680 I Ib9eda59be(Dc0cc42a7d 3

Information:

1540394

NPL Documents N2P|DS_01694.pdf 6ec7be7e68a603a25c0fafd57a479064eaw
d23f

Information:

1150239

NPL Documents N2P|DS_01717.pdf 05ae46089b0835e058ab04l346c73aa6ea6
ca I28

Information:

2620699

NPL Documents N2P|DS_01741.pdf 88783712 38582el777bb4 8052fa32342df9l
bcl 6

Information:

1800489

NPL Documents N2P|DS_01791.pdf 5‘)e0d76f3e3f44 657ef083de4 d4 I a22e7fi‘8
21‘)

Total Files Size (in bytes) 90853732

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. Group Art Unit: 3992

ConH01 NO‘: 90/010,416 Examiner: KOSOWSKI, Alexander
Issue Date: August 22, 2000 Date: August 11, 2009

Title: POINT—TO-POINT INTERNET

PROTOCOL Confirmation No.: 1061

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO—l449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § l.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

N2PIDS 02021
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In re Application of: Net2Phone, Inc.

Control No.: 90/010,416

Page 2 of 2

K The Examiner’s attention is directed to co-pending U.S. Patent Control

Nos. 90/010,424, 90/010,421, 90/010,422 and 90/010,423 which are involved in

the same litigation as the patent corresponding to the present re—eXamination. The

identification of this U.S. Patent Application is not to be construed as a waiver of

secrecy as to that application now or upon issuance of the present application as a

patent. The Examiner is respectfully requested to consider the cited application

and the art cited therein during examination.

D Copies of the references were cited by or submitted to the Office in parent

Application No. , filed

under 35 U.S.C. 120. Thus, Form PTO 1449 is attached without copies of these

references. 37 C.F.R. § 1.98(d).

, which is relied upon for an earlier filing date

 CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment. to our Accounting/Order Nos. shown above, for which purpose a duglicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

 

Cu570 M E R N U M B E R Respectfully submitted,

4 Davidson Berquist Jackson & Gowdey LLP By: /Michael R- Casey /
4300 Wilson Blvd., 7th Floor,

Ar“"g‘°" VHSW 22?-03 Michael R. Casey, Ph.D. (Reg. No.: 40,294)
Main: (703) 894-6400 o FAX: (703) 894-6430

N2PIDS 02022
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Reexam number 90/010,416

First Named Inventor Hutton

'”F°R""AT'°"' 9'59‘-OSURE Patent Under Re-Exam 6108704
STATEMENT BY APPLICANT

FORM PTO-1449 (modified) 2000/08/22

Group Art Unit 3992

Examiner Name KOSOWSKI, ALEXANDER J

Attorney Docket No. 2655-0188

Sheet 1 of 1 Confirmation No. 1061

NON-PATENT REFERENCES

Fxtaminer ' Non-patent Reference bibliographicinformation, where availableni la s*

Civ Action No. 06-2469 Plaintiff Net2Phone, lnc.'s Opening Claim Construction

Brief (part 1 of 3) (N2P|DS_02100—2166)

Civ Action No. 06-2469 Plaintiff Net2Phone, lnc.'s Opening Claim Construction
Brief (part 2 of 3) (N2PlDS_02166—2232)

Civ Action No. 06-2469 Plaintiff Net2Phone, lnc.'s Opening Claim Construction

Brief (part 3 of 3) (N2P|DS_02233—2292)

Examiner Date

Signature Considered

‘Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. include a copy of this form with next communication to applicant. Notes: if identified, the
following is provided; EA = English Abtract, T = Translation, PF = Patent Family.

 

‘kI')DTHC n')n'7/1
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CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on August 12, 2009, the Information Disclosure

Statements (with references in electronic format, as agreed by requestor) filed in Reexam Control

Numbers:

1) 90/010,422;

2) 90/010,424;

3) 90/010,421;

4) 90/010,416; and

5) 90/010,423

were served by First Class Mail, on Requestor:

Blakely, Sokoloff, Taylor & Zafman LLP

1279 Oakmead Parkway

Sunnyvale, CA 94085-4040

Mi//fl
Michael R. Casey, Ph.D.  

'1' N2PIDS_,O2078
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Electronic Acknowledgement Receipt

International Application Number: 

Title of Invention: Point-to-Point Internet Protocol

First Named Inventor/Applicant Name:

Application Type: Reexam (Third Party)

Payment information:

File Listing:

Document . . File Size(Bytes)/ Multi Pages

252336

Transmittal Letter N2P|DS_02072.pdf 69C2ba3d6a84b45b625iei0888a6ac4c923 ‘
a46a

° 1016 of15OO

 



134023
Information Disclosure Statement (IDS)

Filed (SB/O8) N2P|DS_O2074.pdf c I88e2b3 I d802 39bce0 Ia98fi‘8ceefa047lc
338

Information:

This is not an USPTO supplied IDS fillable form

7508718

NPL Documents N2P|DS_02100.pdf
5746764lc594IadI2I9lab6873a3f3I Ied43

6bl0

Information:

6806160

NPL Documents N2P|DS_02166.pdf
e5l84cd3022bf393d6052237c34Ilc4a786I

6503

Information:

6987289

NPL Documents N2P|DS_02233.pdf
25ba8ceecec04 0367e2I e Ildlb5lSa6lcd50 u

Information:

Reexam Certificate of Service N2P|DS_02078_COS.pdf
la8b052cea4 3ld90e6f3de54729dca4e47d

2bd 7a

Information:

Total Files Size (in bytes) 21710232

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. Group Art Unit: 3992

Control NO’: 90/010,416 fixaminer: KOSOWSKI, Alexander
Issue Date: August 22, 2000 Date: August 12, 2009

Title: POINT-T0-POINT INTERNET Confirmation NO‘: 1061
PROTOCOL

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark

Office is hereby directed to the reference(s) listed on the attached PTO-1449. One

copy of each non-U.S. Patent reference is attached. It is respectfully requested

that the information be expressly considered during the prosecution of this

application, and that the reference(s) be made of rccord therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is

not intended that any such document constitutes prior art against any of the claims

of the present application or is considered to be material to patentability as defined

in 37 C.F.R. § l.56(b). Applicants do not waive any rights to take any action

which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

'|\T'7DT1'\Q (17077
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In re Application of: Net2Phone, Inc.

Control No.: 90/010,416

Page 2 of 2

D The Examiner’s attention is directed to co-pending U.S. Patent Control

Nos. 90/010,424, 90/010,421, 90/010,422 and 90/010,423 which are involved in

the same litigation as the patent corresponding to the present re-examination. The

identification of this U.S. Patent Application is not to be construed as a waiver of

secrecy as to that application now or upon issuance of the present application as a

patent. The Examiner is respectfully requested to consider the cited application

and the art cited therein during examination.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.
The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter. and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above. for which purpose a duplicate copy of this sheet
is attached

 

 
 

 

  This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.
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EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/010 416. 

PATENT NO. 6108704.

ART UNIT 3992.

Enclosed is a copy of the latest communication from the United States Patent and Trademark

Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a

reply has passed, no submission on behalf of the ex parte reexamination requester will be

acknowledged or considered (37 CFR 1.550(9)). '
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Patent Under Reexamination
6108704 

 

Control No.

90/010,416

Examiner
ALEXANDER J. KOSOWSKI

Office Action in Ex Parte Reexamination M Unit
3992  

 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

ag Responsive to the communication(s) filed on 2/17/09 . bl:I This action is made FINAL.

cg A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire & month(s) from the mailing date ofthis letter.
Failure to respond within the period for response will result in tennination of the proceeding and issuance of an ex parte reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).

If the period for response specified above is less than thirty (30) days. a response within the statutory minimum of thirty (30) days
will be considered timely.

Part I THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:

1. I] Notice of References Cited by ‘Examiner, PTO-892. 3. El Interview Summary, PTO—474.

2. E Information Disclosure Statement, PTO/SB/08. 4. El .

Part II SUMMARY OF ACTION

1a. E Claims 1-7 and 10~44 are subject to reexamination.

1b. D Claims aim are not subject to reexamination.

2. El Claims jiiaive been canceled in the present reexamination proceeding.

3. E] Claims jaige patentable and/or confirmed.

4. E Claims 1-7 and 10-44 are rejected.

5. El Claims _§;e objected to.

6. CI The drawings, filed on jare acceptable.

7. CI The proposed drawing correction, filed on __fls been (7a) l:I approved ‘(7b)[:] disapproved.

8. El Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)—(d) or (f).

a)l:] All b)l:] Some‘ c)E] None of the certified copies have

1l:I been received.

2:] not been received.

3[:l been filed in Application No.

4[:I been filed in reexamination Control No.

5l:I been received by the International Bureau in PCT application No.

" See the attached detailed Office action for a list of the certified copies not received.

9. El Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under Ex parte Quayle, 1935 C.D.
11, 453 0.6 213.

10. El Other: .

cc: Reuestcr ifthird a reuester
US. Patent and Trademark Oifice
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Application/Control Number: 90/010,416 Page 2

Art Unit: 3992

DETAILED ACTION

1) This Office action addresses claims 1-7 and 10-44 of United States Patent Number

6,108,704 (Hutton et al), for which it has been determined in the Order Granting Ex Pane

Reexamination (hereafter the “Order”) mailed 3/1 1/09 that a substantial new question of

patentability was raised in the Request for Ex Parte reexamination filed on 2/17/09 (hereafter the

“Request”). Claims 8-9 are not subject to reexamination.

IDS

2) With regard to the IDS’s filed 8/11/09 and 8/12/09:

These IDS’s have been given due consideration. However, that which are not either prior

art patents or prior art printed publications have been crossed out so as not to appear reprinted on

the front page of the patent.

Rejections

3) The following three rejections are utilized by the examiner below, referencing the

proposed prior art listed on pages 5-6 of the Request:

Issue 1: " Claims 1-7 and 10-44 in view ofNetBIOS, RFC 1531, Pinard and

VocalChat User’s Guide.

Issue 2: 1 Claims 1-7 and 10-44 in view of Etherphone, Vin, RFC 1531, NetBIOS,

Pinard and VocalChat User’s Guide.

Issue 3: Claims 1-7 and 10-44 in view of VocalChat, RFC 1531, NetBIOS and

Pinard.

Claim Rejection Paragraphs
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4) Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date ofapplication for patent in the United States.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section I02 ofthis title, ifthe differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person

having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Issue 1

5) Claims 43-44 are rejected under 35 U.S.C. l02(b) as being unpatentable by NetBIOS

(See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference).

6) Claims 1-7 and 32-42 are rejected under 35 U.S.C. 103(a) as being unpatentable by

NetBIOS, further in view of RFC 1531 (See claim mapping chart utilizing alternative 103

rejections in Exhibit M, pages 1-15 for claims 1-7 and pages 25-35 for claims 32-42,

incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the an at the 

time the invention was made to utilize the limitations taught by RFC 1531 in the invention taught
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Art Unit: 3992 i

by NetBIOS above since this would allow for automatic reuse of an address that is no longer

needed by the host to which it was assigned {RFC 1531, Pg. 2), and since examiner notes the use

of dynamic IP address assignment in a TCP/IP network are old and well known in the art, and

are useful to eliminate the burdensome task of manually assigning IP addresses for all networked

computers.

7) Claims 10-17, 19-28, 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable by

NetBIOS, further in view of Pinard (See claim mapping chart in Exhibit M, pages 15-25,

incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to utilize the user-interface elements and interactions taught by

Pinard in the invention taught by NetBIOS since Pinard teaches that the invention can be used

with any system in which a personal computer in conjunction with a server operates gPinard, col.

2 lines 43-46), since NetBIOS teaches that it can be implemented using different operating

systems §I;JetBIOS, pg. 359), and since examiner notes that both NetBIOS and Pinard relate to

communications between at least two users implemented in a computerized environment.

8) Claims 18, 29, are rejected under 35 U.S.C. 103(3) as being unpatentable by NetBIOS,

further in view of Pinard, further in view of VocalChat User's Guide (See claim mapping’ chart in

Exhibit M, pages 19 and 24, incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to utilize the limitations taught by VocalChat User’s Guide in the
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Art Unit: 3992 '

invention taught by NetBIOS and Pinard above since all three references relate to the field of

communications over a computer network, since VocalChat and Pinard utilize a computer

system for telephony features specifically, and since examiner notes that the use of a MUTE

feature in telephone conversations is old and well known in the art.

Issue 2

9) Examiner notes the following will represent the Etherphone references utilized for the

rejection below (All considered a single reference as published together):

“Zellweger": An Overview of the Etherphone System and its Applications

“Swinehart": Telephone Management in the Etherphone System

“Terry": Managing Stored Voice in the Etherphone System

“Swinehart 2 System Support Requirements for Multi-media Workstations

“Zellweger 2 Active Paths through Multimedia Documents

10) Claims 4344 are rejected under 35 U.S.C. 102(b) as being unpatentable by Etherphone

(See claim mapping chart in Exhibit N, pages 33-35, incorporated by reference).

I 1) Claims 1-2, 4-7, 32-42 are rejected under 35 U.S.C. 103(a) as being unpatentable by

Etherphone, further in view of Vin, further in view of RFC 153] (See claim mapping chart

utilizing alternative 103 rejections in Exhibit N, pages 1-12 for claims 1-2 and 4-7, and pages 24-

33 for claims 32-42, incorporated by reference).
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In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to utilize the computer program product taught by Ethemhone

above in an lntemet based system utilizing dynamically assigned IP addresses from Internet

access servers as taught by Vin and RFC 1531 since Ethegphone was intended for use in multiple

networks and communication protocols (Terry, page 3 ), since Vin and Ethegphone both describe

the same Ethemhone system, since examiner notes that Internet and IP address-based networks

are old and well known in the art and would be a natural extension from an ethemet-based

system, since dynamic allocation of IP addresses allows for automatic reuse of an address that is

no longer needed by the host to which it was assigned {RFC 1531, Pg. 2 1, and since examiner

notes the use of dynamic IP address assignment in a TCP/IP network are old and well known in

the art, and are useful to eliminate the burdensome task of manually assigning IP addresses for

all networked computers.

12) Claims 10-17, 19-28, 30-31 are rejected under 35 U.S.C. l03(a) as being unpatentable

over Etherphone, further in view of Pinard (See claim mapping in the Request pages 1 18-126,

and also claim mapping chart utilizing alternative 103 rejections in Exhibit N, pages 12-17 for

claims 10-17, pages 17-23 for claims 19-28, and page 24 for claims 30-31, incorporated by

reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to utilizing the user-interface elements and interactions taught by

Pinard in the invention taught by Ethe1_*phone since Pinard teaches that the invention can be used

with any system in which a personal computer in conjunction with a server operates (Pinard, col.
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2 lines 43-46 and since examiner notes that both Ethe hone and Pinard relate to

communications between at least two users implemented in a computerized environment.

13) Claim 3 is rejected under 35 U.S.C. l03(a) as being unpatentable over Etherphone,

further in view of Vin, RFC 1531 and NetBIOS (See claim mapping in the Request, pages l 12-

A 1 13 and also claim chart in Exhibit N, page 8, incorporated by reference).

In addition examiner adds that it would have been obvious to combine NetBIOS with 

Ethemhone, Vin, and RFC 1531 as taught above since examiner notes that all references teach

, the use of computer networking, and since examiner notes that the use of timestamps would

allow for determination of length of time a user has been online and would also allow for

removal of stale entries in the database.

14) Claims 18 and 29 are rejected under 35 U.S.C. l03(a) as being unpatentable over

Etherphone, further in view of Pinard and VocalChat User's Guide (see claim chart in Exhibit N,

page 17 for claim 18, and page 23 for claim 29, incorporated by reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to utilize the limitations taught by VocalChat User’s Guide in the

invention taught by Ethemhone and Pinard above since all three references relate“ to the field of

communications over a computer network, since VocalChat User’s Guide and Pinard utilize a

computer system for telephony features specifically, and since examiner notes that the use of a

MUTE feature in telephone conversations is old and well known in the art.
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Issue 3

14) Examiner notes the following will represent the VocalChat references utilized for the

rejection below: -

“User ’s Guide ": VocalChat User’s Guide, Version 2.0

“Readme”_: VocalChat Readme File, Version 2.02

“Networking Information”: VocalChat 1.01 Networking Information

”Help File”: VocalChat Information, Version 2.02

“Troubleshooting Help File”: VocalChat Troubleshooting Help File, Version 2.02

15) Claims 1-2, 4-7, 32-42 are rejected under 35 U.S.C. 103(a) as being unpatentable by the

combination of all five VocalChat references listed above (hereafter “VocalChat References”),

further in view of RFC 1531 (See claim mapping chart utilizing alternative 103 rejections in

Exhibit '0, pages 1-15 for claims 1-2 and 4-7, and pages 26-36 for claims 32-42, incorporated by

reference).

In addition examiner adds that it would have been obvious to one skilled in the art at the 

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalCha-t client software and which all interoperate in the same

basic manner. In addition it would have been obvious to utilize the limitations taught by RFC

. 1531 in the invention taught by VocalChat above since this allows for automatic reuse of an

address that is no longer needed by the host to which it was assigned (RFC 1531, Pg. 2), and

since examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and
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well known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked computers.

16) Claim 3 is rejected under 35 U.S.C. l03(a) as being unpatentable by the combination of

VocalChat, further in view of RFC 1531, further in view ofNetBIOS (See claim mapping chart

in Exhibit 0, pages 9-10, incorporated by reference).

In addition examiner adds that it would havebeen obvious to combine NetBlOS with
 

VocalChat and RFC 1531 as taught above since examiner notes that all references teach the use

of computer networking, and since examiner notes that the use of timestamps would allow for

determination of length of time a user has been online and would also allow for removal of stale

entries in the database.

17) Claims 43-44 are rejected under 35 U.S.C. l03(a) as being unpatentable by VocalChat.

Referring to (Claim 43), VocalChatteaches a computer program product for use with a

computer system, the computer system executing a first process operatively coupled over a

computer network to a second process and a server process (User’s Guide, pg. 5, 7-8, Help File,

pg._;), the computer program product comprising a computer usable medium having computer

readable program code embodied therein, the program code comprising:

a. program code configured to access a directory database, the database having a network

protocol address for a selected plurality of processes having on—line status with respect to the

computer network, the network protocol address of each respective process forwarded to the

database following connection to the computer network (Help File, pg. 2, 26, Network
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Information, pg. 10, whereby the network protocol address of clients are transmitted to and

stored in a Connection List / USERS file located on the network); and

b. program code responsive to one of the network protocol addresses and configured to

establish a point-to-point communication link from the first process to the second process over

the computer network (Help File, pg. 17, User Guide, pg. 2, whereby user-to-user access is

facilitated through a connection list file over a network).

In addition examiner notes that it would have been obvious to one skilled in the art at the 

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same

basic manner.

Referring to (Claim 44), VocalChat teaches in a first computer process operatively

coupled over a computer network to a second process and an address server (User’s Guide, pg. 5,

7-8, Help File, pg. 2), a method of establishing a point-to-point communication between the first

and second processes comprising the steps of:

A. following connection of the first process to the computer network forwarding to the

address server a network protocol address at which the first process is connected to the computer

network (Help File, pg. 2, 26, Network Information, pg. 10, whereby the network protocol

address of clients are transmitted to and stored in a Connection List / USERS file located on the

n_etw_c>r£);
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B. querying the address sewer as to whether the second process is connected to the

computer network (Help File, pg. 2, 26, Network Information, pg. 10, whereby clients guery the

network server and whereby the server stores addresses of logged in users);

C. receiving a network protocol address of the second process from the address server,

when the second process is connected to the computer network (Help File, pg. 2, 22, whereby the

sewer transmits network addresses from the directogy database); and

D. in response to the network protocol address of the second process, establishing a

point-to-point communication link with the second process over the computer network (fip

File, pg. 17, User Guide, pg. 2, whereby user-to-user access is facilitated through a connection

list file over a network).

In addition examiner notes that it would have been obvious to one skilled in the art at the 

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same

basic manner.

18) Claims 10-31 are rejected under 35 U.S.C. 103(a) as being unpatentable over VocalChat,

further in view of Pinard.

Referring to (Claim 10), VocalChat teaches in a computer system, a method for

establishing a point-to-point communication link from a caller process to a callee process over a

computer network, the caller process having a user interface and being operatively connectable

to the callee process and a sewer over the computer network (Help File, pg. 17, User Guide, pg.
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2), the method comprising establishing a point-to-point communication link from the caller

process to the first callee process (Help File, pg. 14, 20-2 1, whereby calls are established

between two parties via network address).

In addition, VocalChat teaches the use of multiple user interface elements {User Guide,

. 12 14 He] File . 1 1 20-21 . However VocalChat does not ex licitl teach rovidin a

user interface element representing a first communication line, providing a user interface element

representing a first callee process; and establishing communication in response to a user

associating the element representing the first callee process with the element representing the

first communication line.

Pinard teaches a human machine interface for telephone feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directog into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37).

Therefore it would have been obvious to one skilled in the art at the time the invention 

was made to utilize the user-interface elements and interactions taught by Pinard in the invention

taught by VocalChat since Pinard teaches that the invention can be used with any system in

which a personal computer in conjunction with a server operates (Pinard, col. 2 lines 43-46), and

since examiner notes that both VocalChat and Pinard relate to communications between at least

two users implemented in a computerized environment.
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Referring to (Claim 21), VocalChat teaches a computer program product for use with a

computer system comprising a computer usable medium having program code embodied in the

medium for establishing a point-to-point communication link from a caller process to a callee

process over a computer network, the caller process having a user interface and being operatively

connectable to the callee process and a server over the computer network (User’s Guide, pg. 5, 7-

8, readme, pg. 1, Help File, pg. 2), the medium further comprising program code for establishing

a point-to-point communication link from the caller process to the first callee process (Help File,

pg. 14, 20-21, whereby calls are established between two parties via network address).

In addition, VocalChat teaches the use of multiple user interface elements (User Guide, pg. 12,

14, Help File, pg. 1 1, 20-21 1. However, VocalChat does not explicitly teach program code for

generating an element representing a first communication line and a first callee process and

establishing communication responsive to a user associating the element representing the first

callee process with the element representing the first communication line.

Pinard teaches a human machine interface for telephone feature invocation which is

utilized on a personal computer and allows a user to make telephone calls by moving graphics

around a screen. Pinard teaches a user interface element representing a first communication line

and callee process (Pinard, Figure 6 and col. 5 lines 23-30), and also teaches clicking and

dragging an icon representing a callee from a directory into a call setup icon to establish a call

link (Pinard, Figure 3, col. 4 lines 38-51, Figure 6, col. 5 lines 36-37).

Therefore it would have been obvious to one skilled in the art at the time the invention 

was made to utilize the user-interface elements and interactions taught by Pinard in the invention

taught by VocalChat since Pinard teaches that the invention can be used with any system in
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which a personal computer in conjunction with a server operates (Pinard, col. 2 lines 43-46), and

since examiner notes that both VocalChat and Pinard relate to communications between at least

two users implemented in a computerized environment.

Referring to (Claims 11-20 and 22-31), See claim mapping chart in Exhibit 0, pages 17-

20 for claims 1 1-20 and pages 22-26 for claims 22-31, incorporated by reference.
7

In addition examiner notes that it would have been obvious to one skilled in the art at the 

time the invention was made to combine all five VocalChat References utilized above since they

all describe a VocalChat system which shares numerous common features including a central

server to store addresses and VocalChat client software and which all interoperate in the same ‘

basic manner. In addition it would have been obvious to utilize the limitations taught by Pinard

in the invention taught by VocalChat above since this allows for automatic reuse of an address

that is no longer needed by the host to which it was assigned (RFC 1531, Pg. 2), and since

examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and well

known in the art, and are usefiil to eliminate the burdensome task of manually assigning IP

addresses for all networked computers.
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Conclusion

All correspondence relating to this ex parte reexamination proceeding should be directed

as follows:

By U.S. Postal Service Mail to:

Mail Stop Ex Parte Reexam
ATTN: Central Reexamination Unit

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

By FAX to:

(571) 273-9900
Central Reexamination Unit

By hand to:

Customer Service Window

Randolph Building

401 Dulany St.

Alexandria, VA 22314

By EFS-Web:

Registered users of EFS-Web may alternatively submit such correspondence via the

electronic filing system EFS-Web, at

https://sportal.uspto.gov/authenticate/authenticateuserlocalepf.html

EFS-Web offers the benefit of quick submission to the particular area ofthe Office that

needs to act on the correspondence. Also, EFS-Web submissions are “soft scanned” (i.e.,

electronically uploaded) directly into the official file for the reexamination proceeding, which

offers parties the opportunity to review the content of their submissions afier the “soft scanning”

process is complete.
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Any inquiry concerning this communication or earlier communications from the

Reexamination Legal Advisor or Examiner, or as to the status of this proceeding, should be

directed to the Central Reexamination Unit at telephone number (571) 272-7705.

/Alexander J Kosowski/

Primary Examiner, Art Unit 3992

/ébtfl (WC
5 am
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Title of Invention: Point-to-Point Internet Protocol

m
T

Payment information:

Submitted with Payment yes—

—Auth°”zedUser  
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Fig .,. required under 37 C.F.R. Section 1.17 (Patent ap

 



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . . File Size(Bytes)/ Multi Pages

382840

1 Reexam Request for Extension of Time 90010416_EOT_Request.pdf no 394dle5a4493abl9c276d7038eel d83a927a =
9560

 

Warnings:

Information:

52350

2 Reexam Certificate of Service 90010416_COS.pdf no 199c977a6b9c66dc7d5ddf3ae97637dd80ad
l8bc8

Warnings:

Information:

29573

3 Fee Worksheet (PTO-875) fee-info.pdf no 2badIb57da I al9a8a395bdd55e7573l‘23a47 .
ll‘2l

Warnings:

Information:

Total Files Size (in bytes) 464763

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office P.O. Box 1450

‘_ Alexandria, VA 22313-1450_ WWW.U5p o.gov

gm 2 5 2009

CENTRAL g5ExAM1NAT|9N UNV1’

DAVIDSON BERQUIST : V

JACKSON & GROWDEY LLP : (For Patent Owner)

4300 WILSON BLVD., 7”‘ FLOOR -
ARLINGTONVA 22203

BLAKELY SOKOLOFF TAYLOR ' 2 (For Third—Party Requester)
& ZAFMAN LLP '

1270 OAKMEAD PARKWAY

SUNNYVALE, CA 94085-7070

In re HUTTON et a1. : DECISION GRANTING

Reexamination Proceeding : PETITION FOR

Control No. 90/010,416 : EXTENSTION OF TIME

Request Deposited: February 17, 2009 2 [37 CFR 1.550(c)]

For: U.S. Patent No. 6,108,704

' This is a decision on the October 8, 2009, "REQUEST FOR EXTENSION OF TIME

PURSUANT TO 37 C.F.R §1.550(c)" requesting that the time to submit a Patent Owner

response be extended one month.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is granted and a one-month extension of time is granted for the reasons set forth
below. ’

REVIEW OF RELEVANT FACTS

1. U.S. Patent 6,108,704 issued to Hutton et alia on August 22, 2000.
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2. On February 17, 2009 a third party requester requested ex pane reexamination of US

Patent No. 6,108,704 which is identified under control no. 90/010,416.

3. The Order was granted for reexamination on March 1 1, 2009.

4. A First Office action was issued on August 27, 2009 setting a two-month period for
response.

5. A petition for extension of time under 37 CFR 1.550(c) was filed October 19, 2009

requesting a one month extension.

DECISION

The Patent Owner requests an extension of time in which to file a response to the outstanding

Office action. The present petition for extension of time was timely filed on October 8, 2009

together with the petition fee required by 37 CFR 1.5 l5(c).

37 CFR 1.550 (c) states:

(c) The time for taking any action by a patent owner in an ex parte reexamination

proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied

by the petition fee set forth in § l.17(g). See § l.304(a) for extensions of time for

filing a notice of appeal to the U.S. Court of Appeals for the Federal Circuitor for

commencinga civil action.

Addressing the requirement of 37 CFR 1.550 (c) to make a showing of‘ “sufficient cause" to

grant an extension of time request, MPEP 2265 states, in pertinent part:

Evaluation of whether sufficient cause has been shown for an extension must be made in

the context of providing the patent owner with a fair opportunity to present an argument

against any attack on the patent, and the requirement of the statute (35 U.S.C. 305) that

the proceedings be conducted with special dispatch

Any request for an extension of time in a reexamination proceeding must fully state
the reasons therefor

The reasons stated in the request will be evaluated by the CRU Director, and the requests

will be favorably considered where there is a factual accounting of reasonably diligent

behavior by all those responsible for preparing a response within the statutory time

period.
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Patent Owner’s Showing of Sufficient Cause to Grant an Extension of Time

The request notes what steps Owner has taken to date in preparation of a response to the Office

action. Further, the request outlines why, in spite of the actions taken thus far, the requested

additional time is believed necessary.

Analysis and Findings

On balance it is considered that the petition explains the “sufficient cause" for an extension of

time. It is clear Patent Owner requires some additional time to prepare a response to the

outstanding Office action. See pages 2-3 of the petition for details. An extension of time of one
month is considered sufficient.

Patent Owner should expect that future requests for extensions will not be granted absent strong

and compelling reasons that establish the existence of an extraordinary situation necessitating the
additional time.

CONCLUSION

1. Petitioner’s request is granted. The time for filing a response to the outstanding Office

action is extended for one month and is due on or before November 27, 2009.

2. All correspondence relating to this ex parte reexamination proceeding should be directed:

By EFS: Registered users may submit via the electronic filing system EFS-Web, at

https://sportal.uspto.gov/anthenticate/authenticateuserlocalepf.html.

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

By FAX to: (571)273-9900
Central Reexamination Unit

By hand: Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

For EFS-Web transmissions, 37 CFR 1.8(a)(l)(i) (C) and (ii) states that correspondence

(except for a request for reexamination and a corrected or replacement request for

reexamination) will be considered timely filed if (a) it is transmitted via the Office’s electronic
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filing system in accordance with 37 CFR 1.6(a)(4), and (b) includes a certificate of transmission

for each piece of correspondence stating the date of transmission, which is prior to the expiration

of the set period of time in the Office action.

3. Telephone inquiries related to this decision should be directed to Eric Keasel, at (571)

272-4929, Jessica Harrison at (571) 272-4449 or Mark Reinhart, at (571) 272-1611.

/J. Harrison! for

Gregory Morse

Director, Central Reexamination Unit
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Electronic Acknowledgement Receipt

m

—

Title of Invention: Point-to-Point Internet Protocol

m
T

Payment information:

Submitted with Payment yes—

—Auth°”zedUser  
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Fig .,. required under 37 C.F.R. Section 1.17 (Patent ap

 



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . . File Size(Bytes)/ Multi Pages

652300

1 Reexam Request for Extension of Time 20091123_EOT_request.pdf no 7a73882l d2dd I ec62l6cb703bc394el6564b
6666b

 

Warnings:

Information:

53579

2 Reexam Certificate of Service 20091123_COS.pdf no 13d48b703ddeebe5e lad7e0Ib6475l(2d4b
04 358

Warnings:

Information:

29576

3 Fee Worksheet (PTO-875) fee-info.pdf no 284l06dd76e04 el073 3$cee8639 l a3b9l5ca
ea5l

Warnings:

Information:

Total Files Size (in bytes) 735455

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
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DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203

DATE MAILED: I I/25/2009

Please find below and/or attached an Office communication concerning this application or proceeding.
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' ,.,_,' UNITED STATES PATENT AND TRADEMARK OFFICE
 

Commissioner for Patents
United Slates Patents and Trademark Office P.O.Box I450

Alexandria, VA 22313-I450
\ ' www.usplo,gov

THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS Date:

Edwin H. Taylor MRFLECI

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN, LLP " 2 5 20091279 Oakmead Parkway NOV
Sunnyvale, CA 94085-4040 1 CENTRAL REEXAMINAI ION LMT

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. : 90010416

PATENT NO. : 6108704

ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark

Office in the above identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a -

reply has passed, no submission on behalf of the ex parte reexamination requester will be

acknowledged or considered (37 CFR 1.550(9)).
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450www.usg1o.gov .

Michael R Casey :

DAVIDSON BERQUIST JACKSON .: (For Patent Owner
& GOWDEY LLP '

4300 WILSON BLVD., 7TH FLOOR 2 ,

ARLINGTON VA 22203. . ; MA”-ED

NOV 2 5 2009

BLAKELY SOKOLOFF TAYLOR : or Third Party CENTRAL REEXAMINATION UNIT

& ZAFMAN LLP : Requester)
1279 OAKMEAD PARKWAY V -

SUNNYVALE, CA 94085-4040

In re: Hutton et alia : DECISION

Ex Parte Reexamination Proceeding : DISMISSING

Control No. 90/010,416 : ’ PETITION FOR EXTENSION

Deposited: 17 February 2009 : OF TIME

For: US Patent No. 6,108,704 : 37 CFR§ 1.550(c) & 1.181

This is a decision on the 23 November 2009, “Supplemental Request for Extension of Time in a Re-

Examination” filed under 37 CFR § 1.550(c) requesting that the time for responding to the non—fir1al

Office action dated 27 August 2009, be further extended by one (1) week. The petition was filed

with the required certificate of service and petition fee. The petition was timely filed.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is dismissed for the reasons set forth below.

DISCUSSION

The Patent Owner requests the period of time be further extended in which to file a

response to non—final Office action dated 27 August 2009 which set a two (2) month period for
response thereto. A first petition for extension of time was granted extending the response period by

one month in the decision dated 26 October 2009. The subsequent petition was timely filed with the
required certificate of service and petition fee pursuant to 37 CFR '§§ 1.550(0) and l.17(g). Second

requests for extension of time will only be granted in exception circumstances.

The petition for extension of time dated 23 November 2009_ is dismissed.

37 CFR§ 1.550 (c ) states:
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(c) The time for taking any action by a patent owner in an ex parte reexamination
proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied by

the petition fee set forth in § l.17(g). See § 1.304(3) for extensions of time for filing a

“notice of appeal to the U.S. Court of Appeals for the Federal Circuit or for
commencing a civil action. (emphasis added) I

MPEP § 2265 Extension of Time (in-part) .

Ex parte prosecution will be conducted by initially setting either a 1-month or a 2-

month shortened period for response, see MPEP § 2263. The patent owner also will

be given a 2-month period after the order for reexamination to file a statement >(by

statute (35 U.S.C. § 304 ), this period camiot be less than 2-months, even in a

proceeding where the patent is being litigated). See 37 CFR § 1.530(b). First requests

for extensions of these statutory time periods will be granted for sufficient cause, and

for a reasonable time specified — usually 1. month. The reasons stated in the request

will be evaluated by the CRU or TC Director, and the requests will be favorably

considered where there is a factual accounting of reasonably diligent behavior by all

those responsible for preparing a response within the statutory time period. Second or

subsequent requests for extensions of time or requests for more than 1 month will be
granted only in extraordinary situations.

ANALYSIS AND FINDINGS

The patent owner’s representative petitions to extend the period for response by adding thirty (30)
days to the period for response._ The decision to extend the period for response is

evaluated based upon a showing of “sufficient cause.” There is always the consideration to

balance the need for the patent owner to have a fair opportunity to respond to the Office

action between the need for special dispatch.

The patent owner timely submitted a first petition for extension which was granted on 26 October
2009. This first extension of time granted one additional month for which the patent owner to

respond to the outstanding Office action. Second or subsequent requests for extensions of time or

requests for more than 1 month will be granted only in extraordinary situations. The factual

accounting presented by the petitioner does not meet the level of extraordinary circumstances.

The petition request to extend the response time is hereby dismissed.

CONCLUSION

1. The patent owner’s petition for extension of time is hereby dismissed.

2. The time to respond continues to run.
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3. Response is due on 27 November 2009.

4. Response and/or submissions to the Office should be addressed as follows:

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P. O. Box 1450

Alexandria, VA 22313-1450

By Fax tozi (571) 273-9900
Central Reexamination Unit

By Hand: Customer Service Window

Randolph Building

.401 Dulany Street

Alexandria, VA 22314

By EFS: Registered users of EFS-Web may alternatively submit such correspondence

via the electronic filing system EFS-Web, at
https://sportaluspto.gov/authenticate/authenticateuserlocalepfhtml. EFS-Web

offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS-Web submissions are “soft
scanned” (i.e., electronically uploaded) directly into the official file for the

reexamination proceeding, which offers parties the opportunity to review the

content of their submissions after the “soft scanning” process is complete.

5. Telephone inquiries with regard to this decision should be directed to Mark Reinhart,

at (571) 272-1611, in the event that Mark Reinhart is unavailable Eric Keasel at (571)

272-4929, or Jessica Harrison at (571) 272-4449; all are Supervisory Patent

Examiners in the Central Reexamination Unit, Art Unit 3992 may also be contacted.

/Mark Reinhart/

for

Gregory Morse

Director,

Central Reexamination Unit 3999
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. (Patent No. 6,108,704) Group Art Unit: 3992

Control No.: 90/010,416 Examiner: KOSOWSKI, Alexander

Issue Date: August 22, 2000 Date: November 27, 2009

Title: POINT-T0-POINT INTERNET

PROTOCOL Confirmation No.2 1061

RESPONSE TO NON-FINAL REJECTION IN A RE-EXAMINATION
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AMENDMENTS TO THE CLAIMS

Please amend the claims in re—examination as follows:

10. (Canceled)

l 1. (Amended) In a computer system. a method for establishing a point-to-point

communication link from a caller process to a callee process over a computer network, the caller

process having a user interface and being operatively connectable to the callee process and a

server over the computer network, the method comprising the steps of:

A. providing a user interface element representing a first communication line;

B. providing a user interface element representing a first callee process; and

C. establishing a point—to—point communication link from the caller process to the first

callee process, in response to a user associating the element representing the first callee process

i presenting theiiriréiiéonimunication lirie:[The rnethocl of claim lC0]Twhereini

step C further comprises the steps of:

c.l querying the server as to the on-line status of the first callee [process] process; and

c.2 receiving a network protocol address of the first callee process over the computer

network from the server.

12. (Amended) The method of claim [10] _l_1 further comprising the step of:

D. providing an element representing a second communication line.

14. (Amended) The method of claim [10] Q further comprising the steps of:

D. providing a user interface element representing a second callee process; and

E. establishing a conference point-to-point communication link between the caller

process and the first and second callee process, in response to the user associating the element

representing the second callee process with the element representing the first communication

line.

Page 1064 of 1500



Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

15. (Amended) The method of claim [10] l_l further comprising the step of:

F. removing the second callee process from the conference point—to-point communication

link in response to the user disassociating the element representing the second callee process

from the element representing the first communication line.

16. (Amended) The method of claim [10] Q further comprising the steps of:

D. providing a user interface element representing a communication line having a

temporarily disabled status; and

E. temporarily disabling a point-to-point communication link between the caller process

and the first callee process, in response to the user associating the element representing the first

callee process with the element representing the communication line having a temporarily

disabled status.

19. (Amended) The method of claim [10] l_1 wherein the caller process further comprises

a visual display and the user interface comprises a graphic user interface.

21. (Canceled)

22. (Amended) A computer program product for use with a computer system comprising:

a computer usable medium having program code embodied in the medium for

establishing a point-to-point communication link from a caller process to a callee process over a

computer network, the caller process having a user interface and being operatively connectable

to the callee process and a server over the computer networlg, the medium further comprising:

program code for generatingan element representing a first communication line;

program code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing the first callee

process with the element representing the first communication line, for establishing a point-to-

3

Page 1065 of 1500



Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

point communication link from the caller process to the first callee process, [The computer

program product of claim 21] wherein the program code for establishing a point-to-point

communication link further comprises:

program code for querying the server as to the on-line status of the first callee process;

and

program code for receiving a network protocol address of the first callee process over the

computer network from the server.

23. (Amended) A computer program product of claim [21] Q further comprising:

program code for generating an element representing a second communication line.

25. (Amended) The computer program product of claim [21] Q further comprising:

T T T Z Z Z T Z Z T 1 1 T T §Eo;g’r5m*¢o*d’e’r¢{ generating an e ement representing a secon ca ee process; an

program code means, responsive to the user associating the element representing the

second callee process with the element representing the first communication line, for establishing

a conference communication link between the caller process and the first and second callee

process.

27. (Amended) The computer program product of claim [21] Q further comprising:

program code for generating an element representing a communication line having a

temporarily disabled status; and

program code, responsive association of the element representing the first callee process

with the element representing the communication line having a temporarily disabled status, for

temporarily disabling the point-to-point communication link between the caller process and the

first callee process.
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30. (Amended) A computer program product of claim [21] Q wherein the computer

system further comprises a visual display and the user interface comprises a graphic user

interface.
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REMARKS/ARGUMENTS

Favorable reconsideration of the claims currently undergoing re—examination, in view of

the present amendment and in light of the following discussion, is respectfully requested.

STATUS OF THE CLAIMS AND SUPPORT FOR THE CLAIM CHANGES

Claims 1-7, 11-20 and 22-44 are pending and the subject of this re-examination. Claims

11 and 22 have been rewritten in independent form without changing their scope, thus those

amendments are self supporting. Their corresponding independent claims (i.e., claims 10 and

21) have been canceled. The dependencies of claims 12, 14, 15, 16, 19, 23, 25, 27 and 30 have

been amended in light of the cancelation of claims 10 and 21 to depend from new independent

claims 11 and 22. In light of the changes to the dependencies, these changes are self supporting.

Thus, no new matter has been added. ‘No other claims have been amended, added or canceled

herewith.

RESPONSE TO REJECTIONS

In the outstanding Office Action, five main rejections were made as follows:

1. Claims 43 and 44 were alleged to be anticipated by NetBIOS;

2. Claims 1-7 and 10-42 were alleged to be rendered obvious by NetBIOS in

combination with at least one other reference;

3. Claims 43 and 44 were alleged to be anticipated by the Etherphone papers;

4. Claims 1-7 and 10-42 were alleged to be rendered obvious by the Etherphone

papers in combination with at least one other reference; and

5. Claims 1-7 and 10-44 were alleged to be rendered obvious by the VocalChat

References, either alone or in combination with at least one other reference.
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Each of those rejections is respectfully traversed for the reasons set forth below. Reference is

made throughout this response to the Declaration Of Ketan Mayer-Patel Under 37 C.F.R. 1.132

(hereinafter the “Mayer-Patel Declaration”) attached hereto as Exhibit 1.

The Rejection of Claims 43 and 44 over NetBIOS

Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” This limitation is not

taught by the NetBIOS reference as NetBIOS does not provide dynamic addressing or on-line

status. See Exhibit 1, Mayer-Patel Declaration, paragraph 21.

In rejecting claim 43, the Office Action adopts the positions of the third-party requester

and states “See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference.”

With respect to this limitation (a), the claim mapping does not allege, much less prove, that

NetBIOS teaches “the network protocol address of each respective process forwarded to the

database following connection to the computer network.” In fact, the Office Action appears to

have agreed (e.g., with respect to claim 1) that the NetBIOS reference does not teach that the

processes receive network protocol addresses “following connection to the computer network.”

The Office Action did this by rejecting the requester’s arguments under 35 U.S.C. § 102 and

instead adopting “claim chart mapping utilizing alternative 103 rejections” -- rejections that rely

on RFC 1531 to teach dynamic addressing. See Exhibit 1, Mayer-Patel Declaration, paragraph

22.

Even assuming that the Office Action intended the rejection to be a rejection under 35

U.S.C. § 103 by combining NetBIOS with RFC 1531, the rejection would still not be proper.

When alleging that one of ordinary skill in the art would have combined NetBIOS with RFC

1531, the Office Action states “it would have been obvious to utilize the limitations taught by

RFC 1531 in the invention taught by NetBIOS since this would allow for automatic reuse of

7
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an address and since examiner notes the use of dynamic IP address assignment in a TCP/IP

network are old and well known and are useful to eliminate the burdensome task of manually

assigning IP addresses for all networked computers.” The assignee respectfully submits that the

conclusion drawn by the Office Action on the combinability of NetBIOS and RFC 1531 is

mistaken in its conclusion on motivation. The Office Action speculates, with hindsight, as to

why a person of ordinary skill might want to combine the two references, but does not

acknowledge the problems that would arise in doing so, and does not provide any prior art that

would indicate how the problems that dynamic addressing would bring into a NetBIOS type

system could be resolved by those of ordinary skill at the time the patent was filed. See Exhibit

1, Mayer-Patel Declaration, paragraph 23. In the context of point-to-point communication,

widespread use of dynamically assigned addresses does not solve NetBIOS’s problems, it creates

further problems. The assignee agrees that dynamically assigned addresses were known, and the

patent in re-examination specifically states in that regard, “Due to the dynamic nature of

temporary IP addresses of some devices accessing the Internet, point-to-point communications in

realtime of voice and video have been generally difficult to attain.” Col. 1, lines 53-56. See

Exhibit 1, Mayer~Patel Declaration, paragraph 24.

But it is not enough to prove that the cause of a problem existed, namely the problematic

use of changing addresses. The Office Action must show by citation of prior art that the problem

was recognized, and that the solution for NetBIOS was either known or trivially apparent from

the known art. See Innogenetics, N. V. v. Abbott Laboratories, 512 F.3d 1363, 1373 (Fed Cir.

2008) (“The district court was nevertheless correct that knowledge of a problem and motivation

to solve it are entirely different from motivation to combine particular references to reach the

particular claimed method.”). If the requester of this reexamination had such prior art it would

undoubtedly have been provided as part of its exhaustive reexamination request. The fact that

there is none is testimony to the lack of teaching in the prior art to make the suggested

combination.
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The NetBIOS reference cited in the request, moreover, indicates the opposite. For

example, Section 15.1.7 of the NetBIOS reference (entitled “Consistency of the NBNS Data

Base”) recognizes that the association between a node, a registered name and an IP address is

tenuous, even in an environment that uses static IP addresses. “Even in a properly running

NetBIOS scope the NBNS and its community of end-nodes may occasionally lose

synchronization with respect to the true state of name registrations.” To minimize the impact of

this problem, the reference states, “Various approaches have been incorporated into the

NetBIOS-over—TCP protocols” which it then proceeds to describe. See Exhibit 1, Mayer-Patel

Declaration, paragraph 26.

However, by incorporating DHCP and adopting dynamic address allocation as used by

Internet access providers, the synchronization problem would become more disruptive, not less.

Dynamic addressing would have introduced a new uncertainty to the relationships among the

NBNS and its community of end-nodes and a new set of obstacles to NetBIOS synchronization

that are not addressed by the NetBIOS reference. Consider the case of a node that is tumed-off

and then subsequently turned back on, or a node that has simply lost its Internet connection for

some technical reason or whose DHCP lease has expired and then re—established a connection.

In a dynamic addressing environment, such a node would most likely obtain a new IP address

when it was turned back on that was different than the one it had when it registered its name.

This change could lead to any number of node-name-IP address synchronization problems for

the disclosed NetBIOS protocols. See Exhibit 1, Mayer-Patel Declaration, paragraph 27.

For example, because the NBNS does not know the node’s new address, the NBNS

would be unable to send to the node a Name Release Request or a Name Conflict Demand or

request that the node send it a Name Status Request. Because communication from the node

would be originating at a new address that was not recognized by the NBNS, a node’s response

to a Name Query Request (assuming it somehow knew that its name had been challenged,

perhaps from before it lost network connectivity) would not be recognized. A node would also

be unable to confirm its association with registered names by sending Name Refresh Request

9
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packets to the NBNS. If a session between two NetBIOS applications were cut-off, re-

establishing the communication would be especially difficult where the ability of a called entity

to obtain both its associated name and its associated IP address were in doubt. As a result, the

Office Action has not demonstrated that a solution to the problems created by exposure of

NetBIOS to DHCP and dynamic addressing has been addressed by any of the applied

references.1 See Exhibit 1, Mayer-Patel Declaration, paragraph 28.

The Office Action also has not identified anything in the cited art that suggests how a

person of ordinary skill is to go about the redesign of NetBIOS and the solving of obstacles to

NetBIOS operation that are created by Internet access; problems that were recognized and left

as warnings unresolved in the NetBIOS reference} See Exhibit 1, Mayer-Patel Declaration,

paragraph 29.

Merely citing to dynamic addressing, i.e., the source of those problems, is insufficient as

the Supreme Court and the Federal Circuit have repeatedly made clear. See Depuy Spine, Inc. v.

Medtronic Sofamor Danek, Inc., 567 F.3d 1314, 1326 (Fed. Cir. 2009) citing inter alia KSR Int ’l

Co. v Teleflex Inc., 550 U.S. 398 (2007) and US. vAdams, 383 U.S. 39 (1966), for the

proposition that obviousness requires not only “the expectation that prior art elements are

capable of being physically combined, but also that the combination would have worked for its

intended purpose,” and quoting In re ICON Health & Fitness, Inc., 496 F.3d 1374, 1382 (Fed.

' Besides dynamic addressing, Internet access would pose other challenges to a NetBIOS system. For example,
because NetBIOS was designed for use on local area networks with small numbers of computers, trust among the

network participants is assumed. That assumption cannot be transferred to a global Internet made up of Lmknown,

and sometimes malevolent, entities. An implementation of NetBIOS on the public Internet would necessitate non-
trivial adaptations to ensure that its services perform correctly and return accurate information. There is no

discussion of security issues in the cited references. See Exhibit 2, from

htg;//www.w3 schools.corn/Site/site securitvasp which instructs Microsoft Windows users whose computers access

the Internet to disable NetBIOS over TCP/IP in order to solve their security problems. See Exhibit 1, Mayer-Patel

Declaration, paragraph 28.

2 The cited references go out of their way to avoid describing how a NetBIOS protocol might work in inter-
connected network environments that that are less complex than the Internet and that predate DHCP. See Section

4.6 (“The proposed standard recognizes the need for NetBIOS operation across a set of networks interconnected by
network (IP) level relays (gateways.) However, the standard assumes that this form of operation will be less
frequent than on the local MAC bridged-LAN”)

10
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Cir. 2007) as saying “[A] reference teaches away from a combination when using it in that

combination would produce an inoperative result.”

In view of the foregoing, a rejection of claim 43, even over the combination ofNetBIOS

and RFC 1531, can be compared to the rejection of a patent that claims a vehicle that travels on

water where one piece of prior art shows a land vehicle and another shows water. The fact that

water creates a problem for the land vehicle does not disclose that the person of ordinary skill

would know how to build a vehicle capable of crossing the water. Thus, claim 43 is patentable

over NetBIOS alone or over NetBIOS in combination with RFC 1531. See Exhibit 1, Mayer-

Patel Declaration, paragraph 30.

NetBIOS and RFC 1531 also do not teach “a. program code configured to access a

directory database. . .having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network.” While NetBIOS uses name

entries with ‘‘active’’ statuses as part ofits narnemanagement process, an analysis of how that

“active” status is used shows that “an active name” is not synonymous with an “on-line status

with respect to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de-registered, independent of whether the associated

computer is or is not on-line. As shown on page 447 (and reproduced below), the Node_Name

entries stored with respect to a NetBIOS Name Server contain a series of fields including the

“ACT” field.

11
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See Exhibit 1, Mayer—Patel Declaration, paragraph 31.

The ACT field is a single bit field (in bit 5) that signifies an “Active Name Flag. All

entries have thisflag set to one (1).” (Emphasis added.) If all name entries have this flag set to

one (1), then the NetBIOS name server cannot be using the Active Name Flag as a means of

separately tracking whether the entity that owns the name is “active,” let alone what its “on-line

status” might be. See Exhibit 1, Mayer-Patel Declaration, paragraph 32.

The NetBIOS reference also does not teach that the active status of a name in the

NetBIOS server is an indication of the active status of the owner of that name. To the contrary,

when information about whether the owner of a name is “active” may be relevant, for example

when a new entity seeks to register a name that has already been registered in the NetBIOS name

12
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server, the NetBIOS reference describes an elaborate set of interactions used to test whether the

existing owner of the registered name is active or inactive. It does not rely on the fact that the

name is active in the NetBIOS name server (Scc Section 15.2.2.2 and 15.2.2.3 entitlcd “Existing

Name and Owner is Inactive”). See Exhibit 1, Mayer-Patel Declaration, paragraph 33.

The NetBIOS reference also does not teach that an acquired IP address can be reasonably

relied upon by a requesting end-node to confirm the “on-line status” of an end-node associated

with a sought name. The NetBIOS reference describes at least two different scenarios where a

second end-node sends a rejection response to the first end-node notwithstanding thefact that a

second end-node is connected to the computer network and active with respect to the sought

name. See Section 16.1.1 (“There exists a NetBIOS LISTEN compatible with the incoming call,

but there are inadequate resources to permit establishment of a session. . .The called name does,

in fact, exist on the called node, but there is no pending NetBIOS LISTEN compatible with the

incoming call.”). No distinction is made in the reference between the rejection response in these

cases and the rejection response in cases where the called name does not exist on the called end-

node. Id., (“In all but the first case, a rejection response is sent back over the TCP connection to

the caller”). See Exhibit 1, Mayer-Patel Declaration, paragraph 34.

Thus, the limitation “program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes having on-line

status with respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer network” of claim 43 is

not taught by the NetBIOS reference alone or in combination with RFC 1531, and the rcjection

of claim 43 should be withdrawn. See Exhibit 1, Mayer-Patel Declaration, paragraph 35.

Claim 44 recites “following connection ofthefirst process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer network” in claim 43, Ne‘tBIOS does not teach the claimed dynamic

13
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address assignment. Moreover, it would not have been obvious to combine NetBIOS and RFC

1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel

Declaration, paragraph 36.

Claim 44 also recites “querying the address server as to whether the secondprocess is

connected to the computer network.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “whether the second process

is connected to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de-registered, independent of whether the associated

computer is or is not connected to the computer network. Thus, claim 44 is patentable over both

NetBIOS alone and the combination of NetBIOS and RFC 1531. See Exhibit 1, Mayer-Patel

Declaration, paragraph 37.

Claims 1-7 and 32-42

Claim 1 recites “program code for transmitting to the server a network protocol address

received by thefirstprocessfollowing connection to the computer network.” Claim 1 fiirther

recites “program code for receiving a network protocol address of the second process from the

server, when the secondprocess is connected to the computer network.” As was discussed

above with respect to the recitation of “the network protocol address of each respective process

forwarded to the database following connection to the computer network” in claim 43, NetBIOS

does not teach this dynamic address assignment. Further, it would not have been obvious to

combine NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43. See

Exhibit 1, Mayer-Patel Declaration, paragraph 38.

Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the second process is connected to the computer network.” As was discussed above with

respect to the recitation of “processes having on-line status with respect to the computer

networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is synonymous

14
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with “whether the second process is connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 1 patentable over the combination of NetBIOS and RFC 1531. See Exhibit 1,

Mayer—Patel Declaration, paragraph 39.

Claim 2 recites “each network protocol address stored in the memoryfollowing

connection ofa respective process to the computer network.” As was discussed above with

respect to the recitation of “the network protocol address of each respective process forwarded to

the database following connection to the computer network” in claim 43, NetBIOS does not

teach this dynamic address assignment. Further, it would not have been obvious to combine

NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1,

Mayer—Patel Declaration, paragraph 40.

F 0 0 Claim 2 alsoirecites “means... for determining the on-line status ofthe secondprocess

and for transmitting a network protocol address ofthe secondprocess to the first process in

response to a positive determination ofthe on-line status ofthe secondprocess.” As was

discussed above with respect to the recitation of “processes having on-line status with respect to

the computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “an on-line status of the second process.” An active name simply refers to a

name that has been registered and that has not yet been de-registered, independent of whether the

associated computer is or is not connected to the computer network. Thus, claim 2 and its

dependent claim 3 are patentable over the combination of NetBIOS and RFC 1531. See Exhibit

1, Mayer—Patel Declaration, paragraph 4-].

Claim 4 recites “each of the network protocol addresses received following connection of

the respective process to the computer network.” As was discussed above with respect to the

recitation of “the network protocol address of each respective process forwarded to the database

following connection to the computer networ ” in claim 43, NetBIOS does not teach this

dynamic address assignment. Further, it would not have been obvious to combine NetBIOS and

15
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RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel

Declaration, paragraph 42.

Claim 4 also recites “receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect

to the computer network.” Claim 4 further recites “determining the on-line status of the second

process.” As was discussed above with respect to the recitation of “processes having on-line

status with respect to the computer network” in claim 43, NetBIOS does not teach that an active

name in NetBIOS is synonymous with “an on-line status” of a process. An active name simply

refers to a name that has been registered and that has not yet been de-registered, independent of

whether the associated computer is or is not connected to the computer network. Thus, claim 4

and its dependent claims 5-7 are patentable over the combination of NetBIOS and RFC 1531.

See Exhibit 1, Mayer-Patel Declaration, paragraph 43.

I Claim 32 recites “the Internet Protocol address added to the listfollowing connection of

the process to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer network” in claim 43, NetBIOS does not teach this dynamic address

assignment. Further, it would not have been obvious to combine NetBIOS and RFC 1531 for the

reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-Patel Declaration,

paragraph 44.

Claim 32 also recites “an Internet accessible list having a plurality of selected entries,

each entry comprising an identifier and a corresponding Internet protocol address of a process

currently connected to the Internet.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “a process currently [being]

connected to the Internet.” An active name simply refers to a name that has been registered and

that has not yet been de-registered, independent of whether the associated computer is or is not
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connected to the Internet. Thus, claim 32 is patentable over the combination ofNetBIOS and

RFC 1531. See Exhibit 1, Mayer-Patel Declaration, paragraph 45.

Claim 33 recites “the network protocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer network” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-

Patel Declaration, paragraph 46.

Claim 33 also recites “selected entries comprising a network protocol address and a

corresponding identifier ofa process connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on-line status with respect to the

computer network” in claim 43, NetBID8 does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply Defers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network,

Thus, claim 33 and its dependent claims 34-37 are patentable over the combination of NetBIOS

and RFC 1531. See Exhibit 1, Mayer-Patel Declaration, paragraph 47.

Claim 38 recites “the network protocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer networ ” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43. See Exhibit 1, Mayer-

Patel Declaration, paragraph 48.

Claim 38 also recites “selected entries comprising a network protocol address and a

corresponding identifier of a process connected to the computer network.” As was discussed
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above with respect to the recitation of “processes having on-line status with respect to the

computer network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 38 and its dependent claims 39-42 are patentable over the combination of NetBIOS

and RFC 1531. See Exhibit 1, Mayer-Patel Declaration, paragraph 49.

Claims 10-31

Claims 10-31 are rejected under 35 U.S.C. § 103(a) as being obvious over NetBIOS in

view of Pinard, either alone or in combination with VocalChat User’s Guide. That ground for

rejection is respectfully traversed.

9 Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication

linkfrom the callerprocess to the first callee process.” When taken together, it is clear that the

Office Action has not alleged, much less proven, that the caller process, having a user interface,

establishes a point-to-point communication link with a first callee process. The Exhibit M of the

Request for Re-examination (the “Request”) states that “Pinard discloses that a point-to-point

communication link is established in response to a user associating an element representing the
99

first callee process with the element representing a first communication line. However, as

shown in Figure 1, Pinard discloses that conventional telephones connected to a telephony server

via telephony interface circuits make calls to other conventional telephones. Those telephones

are not caller and callee processes. In fact, with respect to the limitation “providing a user

interface element representing a first callee process,” Exhibit M identifies, instead of a callee

process, two people, Mary and John. Clearly neither is a callee process. See Exhibit 1, Mayer-

Patel Declaration, paragraph 51.
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Exhibit M further states that “Applications which utilize NetBIOS application services

inherently include ‘user interfaces.’” This assertion is disputed. Page 356 of NetBIOS states

“Protocols supporting NetBIOS services have been constructed on diverse protocol and

hardware foundations.” Thus, the NetBIOS applications could be running on a computer system

(e.g., an embedded system) such that there are no user interfaces at all. In fact, the example

provided in Exhibit M is disingenuous. Exhibit M states that “NetBIOS provides a vendor

independent interface for the IBM Personal Computer (PC) and compatible systems.” The

“interface” discussed in that sentence is a software communications interface, between NetBIOS

service elements and NetBIOS-compatible applications, not a user interface. Moreover, the

reference to “IBM Personal Computer (PC) and compatible systems” is a reference to the

hardware, not the software with user interfaces that is running on the hardware. Exhibit M itself

admits the deficiency in the inherency argument when it states “it is expected that on computers

operating under the PC-DOS and MS—DOS operating systems that the existing NetBIOS

interface will be preserved.” This says nothing about what processes with user interfaces can

participate in the claimed point-to-point communications. See Exhibit 1, Mayer-Patel

Declaration, paragraph 52.

With respect to the establishing step, Exhibit M does not even assert that one of the

processes running on one of the DOS-style computers is the caller process. This is because

neither the phone application not the device agent are part of the point-to-point communication --

the telephones are. Thus, this limitation is not met. See Exhibit 1, Mayer-Patel Declaration,

paragraph 53.

In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been

obvious to utilize the user—interface elements and interaction taught by Pinard in the invention

taught by NetBIOS since Pinard teaches that the invention can be used with any system in which

a personal computer in conjunction with a server operates since NetBIOS teaches that it can

be implemented using different operating systems and since examiner notes that both
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NetBIOS and Pinard relate to communications between at least two users implemented in a

computerized environment.” However, Pinard already discloses a personal computer 1

interacting with a server 5 without any indication that there is something missing from Pinard.

Thus, without an indication that Pinard was somehow deficient, one of ordinary skill in the art

would not have been motivated to include NetBIOS with Pinard. Accordingly, amended claim

11 and its dependent claims 12-20 are not rendered obvious by the combination of NetBIOS and

Pinard. See Exhibit 1, Mayer-Patel Declaration, paragraph 54.

Amended claim 22, like amended claim 11, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

point communication linkfrom the callerprocess to the first callee process.” As was set forth

for the patentability of amended claim 11 above, that combination of elements is not taught by

the applied combination of references. Thus, amended claim 22 and its dependent claims 23-31

are patentable over the applied combinationTofrreferences. See 1 , Mayer-7Patel

Declaration, paragraph 55.

The rejection of claims 43 and 44 as anticipated by the Ethemhone papers

Claims 43 and 44 have been rejected under 35 U.S.C. § 102(b) as anticipated by the

Etherphone papers. Those grounds for rejection are respectfully traversed.

Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” Exhibit N of the

Request asserts that this limitation is taught by the system directory database of local Xerox

employees and cites Zellweger, page 4. However, in the paragraph just prior to the section cited

by Exhibit N, Zellweger states “Figure 3 shows an Etherphone control window, called Finch, and

a personal telephone directory window.” The caption for Figure 3 further explains that “the
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lower window [of Figure 3] shows a portion of a personal telephone directory, which is a set of

speed-dialing buttons that can be created easily from an ordinary text file.” See Exhibit 1,

Mayer-Patel Declaration, paragraph 58.

Figure 3 does not show that the cited database includes the claimed “network protocol

address for a selected plurality of processes having on-line status with respect to the computer

networ ” -- rather it simply appears to include phone numbers for the various entries, including

phone numbers outside of the Etherphone system. Thus, this limitation is not taught by the

Etherphone references, and the rejection of claim 43 should be withdrawn. See Exhibit 1,

Mayer-Patel Declaration, paragraph 59.

The Office Action also has not shown that the Etherphone papers disclose “the network

protocol address of each respective process forwarded to the database following connection to

the computer networ ” as the Office Action has not shown how such a dynamic addressing

2 technique is ltaughtwby the Etherphone papers. Thus,(this limitation is notlanticipated by the

Etherphone papers as well. See Exhibit 1, Mayer-Patel Declaration, paragraph 60.

As described above, claim 43 recites “a selected plurality of processes having on-line

status with respect to the computer network.” The Request and Exhibit N do not show how the

Etherphone papers teach this recitation limitation. In fact, “on-line” status is not mentioned in

any of the corresponding support sections for claim 43 in either the Request or Exhibit N.

Further, the Etherphone papers do not teach an association between users’ on-line status and the

maintaining of a network address. To the contrary, the Etherphone system appears to always

associate a user with a location, whether or not the user is currently at that location, and directs

telephone calls for that user to that location without regard to the users’ on-line status. So, for

example, while the Request points out that logging in to a workstation tells the Etherphone

system—through unspecified mechanisms—where calls should be directed (citing Swinehart 1,

page 2 as stating “Calls are to individuals, not locations. . .Logging in tells the telephone system

where Karmen is.”), the Request neglects to point out that logging out also tells the telephone

system where calls should be directed. (“Since Karmen has signed off from her workstation, the
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call rings immediately at an attendant’s workstation...” Swinehart page 3). See Exhibit 1,

Mayer-Patel Declaration, paragraph 61.

Even assuming that the Office Action intended the rejection of claim 43 to be an

obviousness rejection, claim 43 still is patentable over the Etherphone papers in view of Vin and

RFC 1531. The Office Action alleges, with respect to claim 1, that it would have been obvious

to utilize dynamically assigned IP address from Internet access servers as taught by Vin and

RFC 1531 since Etherphone was intended for use in multiple networks and communication

protocols (Terry, page 3), [and] since dynamic allocation of IP addresses allows for automatic

reuse of an address that is no longer needed by the host to which it was assigned and since

examiner notes the use of dynamic IP address assigmnent in a TCP/IP network are old and well

known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked components.” See Exhibit 1, Mayer-Patel Declaration, paragraph 62.

C 0 Terry, page , however,—doeCs not indicate under what circumstancesthe “multiple 0 0

networks and communications protocols” would be used. The full paragraph that appears to be

referenced by the Office Action states:

The Etherphone system is intended for use in a locally distributed computing

environment containing multiple workstations and programming environments,

multiple networks and communication protocols, and perhaps even multiple

telephone transmission and switching choices. The system is intended to be

extensible in that introducing new applications, network services, workstations,

networks, and other components is possible.

See Exhibit 1, Mayer-Patel Declaration, paragraph 63.

Thus, it is probable that the “multiple networks and communications protocols” refers to

uses of the workstations and not the Etherphones. Similarly, Vin does not disclose how/where

the IP address of Figure 5 is obtained. In addition, Figure 5 shows that the IP address is below a

“datagram multicast” layer, so there is no evidence that one of ordinary skill in the art would

have been motivated to use -- let alone know how to adapt -- the techniques of a multicast system
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when implementing a “point-to-point communication link between the first and second

processing units through the Internet.” See Exhibit 1, Mayer-Patel Declaration, paragraph 64.

Furthermore, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to combine the Etherphone papers with Vin and RFC 1531 without

additional modifications to the combination -- modifications which are not specified in the

Office Action. For example, the Office Action has not identified that one of ordinary skill in the

art would have been motivated to combine the Etherphone papers with RFC 1531 in light of the

use of “leases” on network addresses within the RFC 1531 framework. As described in section

3.6 “If the lease expires before the host can contact a DHCP server, the host must immediately

discontinue use of the previous network address and may inform local users of the problem.”

Similarly, section 4.4.4 of RFC 1531 states “If the lease expires before the client receives a

DHCPACK, the client moves to INIT state, MUST immediately stop any other network
 

pfrocesisinfgand requests network initialization parameters as if theclient were uninitia ize .

the client is given a new network address, it MUST NOT continue using the previous network

address and SHOULD notify the local users of the problem.” However, if the system of the

Etherphone papers and Vin is using “datagram multicast,” how is the system supposed to deal

with the loss of the address? Other processes that were communicating with the process that lost

its lease would now begin sending the packets to the wrong destination. Moreover, by having to

rely on another server that can go down such that a lease cannot be renewed and the computer

has to stop using its network address, the combination is less robust than a system using static

address assignment. Thus, the Office Action has not shown that one of ordinary skill in the art

would have been motivated to combine the Etherphone papers with Vin and RFC 1531. See

Exhibit 1, Mayer-Patel Declaration, paragraph 65.

Thus, claim 43 is neither anticipated by the Etherphone papers nor rendered obvious by

the Etherphone papers in combination with Vin and RFC 1531. See Exhibit 1, Mayer-Patel

Declaration, paragraph 66.
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Claim 44 recites “following connection of the first process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to claim 43, the Office

Action has not shown how such a dynamic addressing technique is taught by the Etherphone

papers or rendered obvious by the combination of the Etherphone papers and Vin and RFC 1531.

See Exhibit 1, Mayer-Patel Declaration, paragraph 67.

Claim 44 also recites “querying the address server as to whether the second process is

connected to the computer network.” Exhibit N alleges that “conversations are established

between two or more parties (Etherphones, servers, and so on) by performing remote procedure

calls to the Voice Control Server.” It then alleges that “when a first user at a first Etherphone (a

first ‘process’) calls a second user at a second Etherphone (a second ‘process’), the first

Etherphone transmits a query in the form of a remote procedure call to determine the location of

Etherphone papers -- because the conclusion is not supported. See Exhibit 1, Mayer-Patel

Declaration, paragraph 68.

As admitted in the Exhibit N, Swinehart states “The telephone control server manages

voice switching by sending to each Etherphone or service the network addresses of the other

participants. Thereafter, voice datagrams are transmitted directly among the participants,

bypassing the control server.” Neither the Exhibit N nor Swinehart discloses when this

information is sent, thus there is no evidence that a query is sent to an address server (e.g., such

that the network address information is returned as part of the result of the query). In fact, if the

Voice Control Server were periodically sending out information to Etherphones or other

services, there would be no need to “querying the address server as to whether the second

process is connected to the computer network.” Thus, this l.imitation is not inherently met by the

Etherphone references, and the rejection of claim 44 should be withdrawn. See Exhibit 1,

Mayer-Patel Declaration, paragraph 69.

24

Page 1086 of 1500



Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

As described above, claim 44 recites “querying the address server as to whether the

secondprocess is connected to the computer network.” As was discussed above with respect to

claim 43, the Request and Exhibit N do not show how the Etherphone papers teach this tracking

of on-line status. Thus, claim 44 is patentable over the Etherphone papers. See Exhibit 1,

Mayer-Patel Declaration, paragraph 70.

The rejection of claims 1-7 and 10-42 as obvious over the Etherphone papers in combination

with at least one other reference

Claims 1-7 and 10-42 have been rejected under 35 U.S.C. § l03(a) as obvious over the

combination of the Etherphone papers in combination with (1) Vin and RFC 1531, (2) Pinard,

(3) Vin, RFC 1531 and NetB1OS, and (4) Pinard and Voca1Chat User’s Guide. Those rejections

are respectfully traversed.

Claims 1,0 2, 4-7 and032-427 rej ected tenta0ble

over the Etherphone papers in view of Vin and RFC 1531. As was discussed above with respect

to claim 43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses. See Exhibit 1, Mayer-Patel Declaration, paragraph 72.

Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the second process is connected to the computer network.” As was discussed above with respect

to claim 44, the Office Action has not provided any evidence to support the allegation that such a

query is taught by the Etherphone papers. Further, as was discussed with respect to claim 43, the

Office Action has not shown that the Etherphone papers teach determining “whether the second

process is connected to the computer network.” Thus, claim 1 is not rendered obvious by the

proposed combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 73.

Claim 2 recites “a memory, operatively coupled to the processor, for storing a network

protocol address for selected of a plurality of processes, each network protocol address stored in

the memoryfollowing connection ofa respective process to the computer network.” As was
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discussed above with respect to claim 43, the Office Action has not shown that one of ordinary

skill in the art would have been motivated to make the proposed combination of references in

light of the problems associated with the use of dynamic addresses. See Exhibit 1, Mayer-Patel

Declaration, paragraph 74.

Claim 2 also recites “means, responsive to a queryfrom thefirst process, for

determining the on-line status of the second process and for transmitting a network protocol

address of the second process to the first process in response to a positive determination of the

on-line status of the second process.” As was discussed above with respect to claim 44, the

Office Action has not provided any evidence to support the allegation that such a query is taught

by the Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action

has not shown that the Etherphone papers teach “determining the on-line status of the second

process.” Thus, claim 2 and its dependent claim 3 are not rendered obvious by the proposed

9 combination’ofreferences.9See’ExhibitZl,(lVlayer—Patel l5ec|arat1on, paragraph 73.

Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe network protocol addresses receivedfollowing connection of

the respective process to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses. See Exhibit 1, Mayer-Patel Declaration, paragraph 76.

Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach “determin[ing] the on-line status of the second process.”

Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by the proposed combination

of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 77.
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Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet, the Internet Protocol address added to the list

following connection ofthe process to the computer network.” As was discussed above with

respect to claim 43, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to make the proposed combination of references in light of the problems

associated with the use of dynamic addresses. Further, as was discussed with respect to claim

43, the Office Action has not shown that the Etherphone papers teach determining the on-line

status of processes such that the Etherphone papers would disclose entries for processes that are

“currently connected to the Internet.” Thus, claim 32 is patentable over the applied combination

of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 78.

Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

oi entries, selected oi the entries comprising a network protocol address and a corresponding 1 C C

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Further, as was

discussed with respect to claim 43, the Office Action has not shown that the Etherphone papers

teach determining the on-line status of processes such that the Etherphone papers would disclose

entries for processes that are “connected to the computer network.” Thus, claim 33 and its

dependent claims 34-37 are patentable over the applied combination of references. See Exhibit

1, Mayer-Patel Declaration, paragraph 79.

Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the

network protocol address ofthe corresponding process assigned to the process upon
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connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of rcfcrences in light of the problems associated with the use of

dynamic addresses. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach determining the on-line status of processes such that the

Etherphone papers would disclose entries for processes that are “connected to the computer

network.” Thus, claim 38 and its dependent claims 39-42 are patentable over the applied

combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 80.

Claims 10-30 are rejected under 35 U.S.C. § 103 (a) as being unpatentable over the

Etherphone papers in view of Pinard, either alone or in combination with the VocalChat User’s

Guide. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication

8 linkfrom tnheicalleriprocessi to the first ¢ai1’eep}£)éés’si’> When takentogether, 1 is c ear a e 3 3‘

Request (including Exhibit N) and Office Action have not alleged, much less proven, that the

caller process, having a user interface, establishes a point-to-point communication link with a

first callee process. The Request states on page 119 that “Etherphone describes establishing a

point-to-point communication link between a caller process and a callee process. Pinard

discloses that a point-to-point communication link is established in response to a user associating

an element representing the first callee process with the element representing a first

communication line.” Neither of those assertions actually state that any of the user interface

elements described in the Request establish a point-to-point communication with a callee

process. In fact, Exhibit N admits that the user interface elements are on the workstation not on

the Etherphones that conduct the voice communications. Page 12 of Exhibit N directly states

that the “GUI features [are] presented on the workstation display.” See Exhibit 1, Mayer-Patel

Declaration, paragraph 81.

In addition, the Office Action has not established that one of ordinary skill in the art

would have made the proposed combination. The Office Action alleges that “it would have been
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obvious to utilize[e] the user-interface elements and interactions taught by Pinard in the

invention taught by Etherphone since Pinard teaches that the invention can be used with any

system in which a person computer in conjunction with a server operate.” However, Pinard

already discloses a personal computer 1 interacting with a server 5 without any indication that

there is something missing from Pinard. Thus, without an indication that Pinard was somehow

deficient, one of ordinary skill in the art would not have been motivated to include Etherphone

with Pinard. Accordingly, amended claim 11 and its dependent claims 12-20 are not rendered

obvious by the combination of NetBlOS and Pinard. See Exhibit 1, Mayer-Patel Declaration,

paragraph 82.

Amended Claim 22, like amended claim 1 1, recites “the caller process having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

point communication linkfrom the callerprocess to the first callee process.” As was set forth

1 for patentability of claim‘ 11 above, that combination of elremeintsis not taught the applied

combination of references. Thus, amended claim 22 and its dependent claims 23-31 are

patentable over the applied combination of references. See Exhibit 1, Mayer-Patel Declaration,

paragraph 83.

The rejgtion of claims 1-7 and 10-42 over the combination of the VocalChat References, either

alone or in combination with at least one other reference

Claims 1-7 and 10-44 are rejected under 35 U.S.C. § l03(a) as obvious over VocalChat

User’s Guide in view of VocalChat Readme, VocalChat Networking, VocalChat Help File and

VocalChat Troubleshooting Help file (collectively the “VocalChat References”), either alone or

in combination with at least one other reference. Those rejections are respectfully traversed.

The VocalChat References Are Not Printed Publications

The Office Action appears to rely on, but does not expressly reference, Exhibit L of the

Request for Re-examination (i.e., the Declaration of Alon Cohen), to establish that the
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VocalChat References are, in fact, printed publications. However, the Office Action has not

established that the VocalChat References constitute printed publications as required by statute.

See 35 U.S.C. §§ 301 and 302.

As found by the Federal Circuit in Carella v. Starlight Archery, 804 F.2d 135, 139, 231

USPQ 644, 646-7 (Fed. Cir. 1986), “one who wishes to characterize the information, in whatever

form it may be, as a ‘printed publication’ should produce sufficient proof of its dissemination

or that it has otherwise been available and accessible to persons concerned with the art to which

the document relates and thus most likely to avail themselves of its contents.” (Citing In re

Wyer, 655 F.2d 221, 227, 210 USPQ 790, 795 (CCPA 1981) as quoting Phillips Electronics &

Pharmaceutical Industries Corp. v. Thermal & Electronic Industries, Inc., 450 F.2d 1164, 1171,

171 USPQ 641, 646 (3rd. Cir. 1971).

Mr. Cohen states in paragraph 3 of his declaration that “the first version of the VocalChat

productlwas commercially released to in 71993.’; ?H6wever, this provides? no indication

of what information was distributed with that version (or even what the version number was of

that version).

In paragraph 4 of his declaration, Mr. Cohen alleged that VocalChat 1.01 Networking

Information “was publicly distributed in 1994 as part of the VocalChat version 1.01 software,

which was commercially released and on sale to the general public in 1994.” Mr. Cohen did not,

however, allege the facts necessary to show that the files are actually printed publications For

example, to whom was the software distributed, if anyone, outside of VocalTec? Second, how

many copies were distributed and under what conditions? For example, were the copies

distributed under a confidentiality agreement such that the associated files were not available to

the general public? Were they distributed in such a way as to have been sufficiently available to

one of ordinary skill in the art that she/he could have found them when trying to solve a similar

problem? Without evidence on these factors, the mere allegation that VocalChat 1.01

Networking Information “was publicly distributed in 1994 as part of the VocalChat version 1.01
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software, which was commercially released and on sale to the general public in 1994” is

insufficient to show that this reference constitutes a printed publication.

Similarly, with respect to the VocalChat Help File and the VocalChat Troubleshooting

Help file, Mr. Cohen alleges in paragraph 6 of his declaration that “Electronic copies of these

documents were publicly distributed in 1994 as part of the VocalChat version 2.02 software,

which was commercially released and on sale to the general public as a boxed product in 1994.”

However, this too fails to provide the same relevant facts required to make a prima facie case

that the VocalChat Help file and VocalChat Troubleshooting Help file constitute printed

publications.

As also described in Carella, “Although in some circumstances unsupported oral

testimony can be sufficient to prove prior knowledge or use, it must be regarded with suspicion

and subject to close scrutiny.” 804 F.2d at 138, 231 USQP at 646. Although not disclosed in the

C C F C F F C 9 9 dééleirérticin, ‘the declarant, Mr: Cbfiehi, is apaidbbnéui 

relating to the patent in re-examination. See Exhibit 3 where the Court found Mr. Cohen to be a

“consultant[] who the defendant has paid, see Deposition of Alon Cohen...” Mr. Cohen also co-

founded a company named BitWine that partners with Defendant Skype. See Exhibit 4 (from

ht‘_rp://techaddress.wordpress.corn/2006/12/06/interview-with-alon-cohen-co-founder-and-co-ceo-

of-bitwine.). Mr. Cohen also offers personal services to the public through the BitWine—Skype

partnership. See Exhibit 5 (from http://www.bitwine.com/search?guergalon+cohen&=).

Moreover, Mr. Cohen’s company, VocalTec, produced Internet Phone, and the original patentee,

Netspeak, produced a competing product called WebPhone, thereby creating a potential for bias

-— especially when at least one person compared the two products and stated “WebPhone may

well become the killer app that puts to shame similar offerings from VocalTec (Internet Phone)

and Quarterdeck (WebTalk). See Exhibit 6 (N2P-001-00005919).

31

Page 1093 of 1500



Re-Examination of Patent No. 6,108,704

Control No.2 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

TheVocalChat References Do Not Teach All of the Claim Limitations

Even assuming that the VocalChat References constitute printed publications (which has

not been established), the combination of references still does not render obvious the claims

under re-examination.

Claims 43 and 44

Claim 43 recites “program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network.” The Office Action alleges that this limitation is met because

“the network protocol address of clients are transmitted to and stored in a Connection List /

USERS file located on the network.” However, each VocalChat process actually reads the file

and locally processes it, writing back the whole contents ofthe file when it has added its changes

0 E E E toit: This, inkhé conteict of£n}i1ti13ie] independentfyioperating Vbééicihai b1iefi{s eachibeifng ’

able to read from and write to the “shared CONNLIST.VC” file, that file is not acting as a

directory database, just a file whose contents could readily become inconsistent with the actual

state of processes. For example, if a first process reads the file and then a second process reads

the file, then the first process writes the file and then the second process writes the file, the

changes written by the first process will be lost when the second process writes back its changes.

Similarly, if the second process wrote back the file before the first, then the second process’s

changes would be lost when the first process wrote back its version of the file. Thus, the

VocalChat References do not anticipate the claimed “program code configured to access a

directory database, the database having a network protocol address for a selected plurality of

processes having on-line status with respect to the computer network.” See Exhibit 1, Mayer-

Patel Declaration, paragraph 85.

In addition, claim 43 also recites “the network protocol address of each respective

process forwarded to the database following connection to the computer network.” This

limitation is not taught by the VocalChat References, and the Office Action does not identify
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how this dynamic addressing is taught by the VocalChat References. Even assuming that the

Office Action had intended to apply the combination of the VocalChat references and RFC 1531,

the combination of references still would not have rendered obvious the subject matter of claim

43. See Exhibit 1, Mayer—Patel Declaration, paragraph 86.

With respect to claim 1, the Office Action asserts that “it would have been obvious to

utilize the limitations taught by RFC 1531 in the invention taught by VocalChat ... since this

allows for automatic reuse of an address that is no longer needed by the host to which it was

assigned and since examiner notes the use of dynamic IP address assignment in a TCP/IP

network are old and well known and are useful to eliminate the burdensome task of manually

assigning IP addresses for all network computers.” The assignee respectfully submits that the

Office Action is mistaken in its conclusion on motivation. In the context of point—to-point

communication, widespread use of dynamically assigned addresses is not the solution to a

1 problem, itistlieh itself. See Ehxhibitlh, Mayéfipaiéi’De*c1arafibii, paragraphs 87-878‘. The C

assignee agrees that dynamically assigned addresses were known, and the patent in re-

examination specifically states in that regard, “Due to the dynamic nature of temporary IP

addresses of some devices accessing the Internet, point-to-point communications in realtime of

voice and video have been generally difficult to attain.” Col. 1, lines 53-56.

But it is not enough to prove that the cause of a problem existed. The Office Action must

show by citation of prior art that the problem was recognized, and that the solution was either

known or trivially apparent from the known art. See Innogenetics, N. V v. Abbott Laboratories,

512 F.3d 1363, 1373 (Fed Cir. 2008) (“The district court was nevertheless correct that

knowledge of a problem and motivation to solve it are entirely different from motivation to

combine particular references to reach the particular claimed method”).

The development history of the VocalChat products indicates the opposite. See Exhibit

1, Mayer—Patel Declaration, paragraph 89. The Request cites a Generic version of the VocalChat

client which, according to Mr. Cohen, was used on local area networks. See Cohen Declaration,

paragraph 3. Absent from the Request, however, is any reference to the subsequent versions of
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VocalChat that were released by VocalTec to the public for use on the Internet. The first of

those versions was released in 1994, at least in beta, and was called VocalChat Gateway To

Interent (or “VocalChat GTI”). This Internet version is believed to have required users to

manually input callee addresses into static local address files. (See paragraph 393 of the Pre-

Trial Order (filed with the IDS dated August 11, 2009) and Exhibit 7, SKYPE-N2P00286659.)

Likewise, it is believed that VocalChat GTI did not utilize a server at all. See Pre-Trial Order at

paragraph 390.

The use ofmanually input static addresses and the absence of a server suggests that the

VocalTec designers—presumably software developers of at least ordinary skill in the art—did

not consider the alleged combination of their own VocalChat references with RFC 1531, or it

suggests that they did consider it but were unable to overcome the non-trivial obstacles to doing

so. See Exhibit 1, Mayer-Patel Declaration, paragraph 90.

 

on the Internet. This version, again, did not combine the Request’s disclosed versions of

VocalChat with RFC 1531. lnstead, it used the lntemet Relay Chat (IRC) to help VocalChat

clients with dynamically assigned IP addresses find one another. See Pre-Trial Order at

paragraph 392 and Exhibit 7, SKYPE-N2P00286660. The development history of VocalChat—

from the Generic version disclosed by the Request for use on local area networks to the GTI and

IRC versions for use on the lnterent—is strong, objective evidence of nonobviousness. If the

designers of the VocalChat Generic implementation did not see fit to combine dynamic

addressing with the implementation disclosed in the VocalChat references, it is respectfully

submitted that one of ordinary skill in the art would not have done so either. Thus, the subject

matter ofclaim 43 is not anticipated by or rendered obvious by the VocalChat References. See

Exhibit 1, Mayer-Patel Declaration, paragraph 91.

Claim 44 recites “querying the address server as to whether the second process is

connected to the computer network.” The Office Action cites the Help file, pages 2 and 26, and

the Network Information file, page 10, as disclosing this element and states “clients query the

34

Page 1096 of 1500



Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

network server and the server stores addresses of logged in users.” However, the Office

Action has not identified how the cited portions of those references teach the claimed

“querying.” At best, the references teach that a local process reads a “USERS” file or a

Connections file. As can be seen from page 4 of the VocalChat Network Information

(reproduced below), when the VocalChat system uses the Generic 1node, a USERS file is used.

See Exhibit 1, Mayer-Patel Declaration, paragraph 92.

Efifiatwark , sramefew inrtfrerrrtfeseaffifiatlffitftfiles

 

 

base are the net ‘ mters in the '8? <:1ealC.‘h.aE '\«*“C}tif1f[.{,f}~l Ki". ii?-€11 and

UP. {N1 13 as {um ea: tI'1e1~$r1~.;t,:.~°i<; $:‘:£'tiUt£};

if-e't:‘#tc> X‘ 1;;

i’sEF:‘§§',§’§?;3Ii f dez;.c.rip’tim1 oE“the selected Itetworli;

 

 r fixture use

9' path flftfi of" users file tfesslien. ~i3fa—:.s;)

J the name of the user {wlzen G€£I18]‘.'iC is set)“

Cééf‘i'E£?2f§..5."f $131,’-"*1 i.i£“l,fi appears cm-13; in the Vf}CALCi} at:

The 1/10CLCHA7¥‘.iE*'£Il fifea are in the V1-’il‘*‘\’s«“$ <z£i.:e:.'-i.::.a:»; at‘ each uset. “Ilia

E.1TUP,IN¥ file is in the ‘s.«’0(Zl..,»CH:’£'lI“ direeteffil \‘.'f1e:“e- VocalChat was irtatetfiledx.

and is tm3fi- only In sappty vziefaalt statues that the fiiiléffiiti instaH.a1'£ons.

The USERS file configuration parameter includes a “UsersFile” entry that specifies the “path

name of users file (when Generic is set).” However, it is also stated that “The VOCLCHATINI

files are in the windows directory of each user.” Thus, this “UsersFile” entiy is a local

configuration parameter such that the local VocalChat client reads and writes the USERS file on

its own -- without performing the claimed query. See Exhibit 1, Mayer-Patel Declaration,

paragraph 93.
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Similarly, page 8 of the VocalChat Help file states “If your network type is not NetWare

or Windows for Workgroups, the Setup program creates a Connection List file which is used to

identify and access users.” The Connection List file and the USERS file apparently have the

same function. Thus, the identification and access enabled by the Connection List is performed

by the local VocalChat client reading and writing the file itself -- without performing the claimed

query. Accordingly, claim 44 is not rendered obvious by the applied combination of references.

See Exhibit 1, Mayer-Patel Declaration, paragraph 94.

Claim 44 further recites “following connection of the first process to the computer

network forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to the “querying” step, in

the VocalChat Generic implementation, a local process reads a “USERS” file or a Connections

file in its entirety and writes it back in its entirety rather than “forwarding to the address server a

0 the firsztzpr cess 1s connecte tot e computer networm I” This Z

causes the VocalChat system to have to send an increasing amount of information as the number

of users increases. Sending the whole file such that the new file replaces the old file also creates

problems with consistency such that one user’s changes could overwrite the changes of another

user —- especially as networks got larger which would have increased the problem of inconsistent

files being written. See Exhibit 1, Mayer-Patel Declaration, paragraph 95.

In addition, with respect to “following connection of the first process to the computer

network forwarding a network protocol address at which the first process is connected to the

computer network,” the Office Action has not shown how this dynamic address-based limitation

is taught by the VocalChat References. Thus, this limitation has not been shown to be taught by

the applied references. See Exhibit 1, Mayer-Patel Declaration, paragraph 96.

Further, even if the Office Action had proposed a combination of the VocalChat

References and RFC 1531, the combination would still not render obvious claim 44. As was

discussed above with respect to claim 43, there is no motivation for combining VocalChat

References and RFC 1531. Thus, claim 44 is not rendered obvious by the VocalChat
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References, either alone or in combination with RFC 1531. See Exhibit 1, Mayer-Patel

Declaration, paragraph 97.

Claims 1-7 and 31-42

Claim 1 recites “program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network.” As was discussed above with respect to

claim 44, the VocalChat References do not teach “querying.” In addition, the Office Action has

not shown how the VocalChat references teach such a server capable of receiving a query. Thus,

this limitation is not taught by the proposed combination. See Exhibit 1, Mayer-Patel

Declaration, paragraph 98.

Claim 1 also recites “program code for transmitting to the server a network protocol

address received by the first processfollowing connection to the computer network.” As was

9 discussed above respect cl—aiCmC43,—it would not have been obvious to combine the

VocalChat References and RFC 1531. Thus, claim 1 is nonobvious in View of the applied

references. See Exhibit 1, Mayer-Patel Declaration, paragraph 99.

Claim 2 recites “means, responsive to a queryfrom thefirst process, for determining the

on-line status of the second process and for transmitting a network protocol address of the

second process to the first process in response to a positive determination of the on-line status of

the second process.” As was discussed above with respect to claim 44, the Office Action has not

provided any evidence to support the allegation that such a query is taught by the VocalChat

References. See Exhibit 1, Mayer-Patel Declaration, paragraph 100.

Claim 2 further recites “each network protocol address stored in the memoryfollowing

connection ofa respectiveprocess to the computer network.” As was discussed above with

respect to claim 43, the VocalChat References do not teach this dynamic address assignment.

Further, it would not have been obvious to combine the VocalChat References and RFC 1531 for

the reasons set forth above with respect to claim 43. Thus, claim 2 and its dependent claim 3 are
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patentable over the combination of the VocalChat References and RFC 1531. See Exhibit 1,

Mayer-Patel Declaration, paragraph 101.

Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe network protocol addresses receivedfollowing connection of

the respective process to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references. See Exhibit 1, Mayer-Patel

Declaration, paragraph 102.

Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

the proposed combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 103.

Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet.” Exhibit 0 of the Request admits that “While

VocalChat does not explicitly describe a server with stored names and addresses is accessible

over ‘the Internet,’ it describes the use of TCP/IP, which is the protocol used on the Internet.”

Exhibit 0 then states that “VocalChat inhenently describes that the list of users and network

addresses is accessible over the Internet”; however, this is not inherently true. There may be any

range of local area networks running TCP/IP communications that are not connected to the

Internet. Thus, just because the Internet is a type of TCP/IP network does not mean that all

TCP/IP networks must be the Internet. See Exhibit 1, Mayer-Patel Declaration, paragraph 104.

In fact, the security and privacy concerns that arise in a secure, local area network are

very different than the issues that arise on the Internet. The VocalChat References describe that

“All users must use the same Post-Office, otherwise they won't be able to communicate or leave
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messages to each other. This means that all users must have write permission for the Post-

Office directory.” This would mean opening up one’s network to outsiders across the Internet.

The Office Action has not cited any evidence that one of ordinary skill in the art would have

been motivated to do so in light of the inherent risks. Further, the VocalChat development

history discussed above is illuminating about how one of ordinary skill in the art would have

modified the VocalChat system. The VocalChat designers went from a Generic implementation

with a shared directory with a shared file that can be remotely updated, to locally processed files

that were manually updated in the VocalChat GTI version. Thus, the trend on how to modify the

VocalChat system was the opposite of what is being proposed. See Exhibit 1, Mayer-Patel

Declaration, paragraph 105. 1

Claim 32 also recites “the Internet Protocol address added to the listfollowing

connection ofthe process to the computer network.” As was discussed above with respect to

Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references. Thus, claim 32 is patentable over

the applied combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 106.

Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Thus, claim 33

and its dependent claims 34-37 are patentable over the applied combination of references. See

Exhibit 1, Mayer-Patel Declaration, paragraph 107.

Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol

address and a corresponding identifier of a process connected to the computer network, the
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network protocol address ofthe corresponding process assigned to the process upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Thus, claim 38 and its dependent claims 39-42 are patentable over the

applied combination of references. See Exhibit 1, Mayer-Patel Declaration, paragraph 108.

Amended claim 11 recites “c.1 querying the server as to the on-line status of the first

callee process; and c.2 receiving a network protocol address of the first callee process over the

computer network from the server.” As was discussed above with respect to claim 44, the

VocalChat References do not disclose such a querying step. Thus, amended claim 11 and its

dependent claims 12-20 are patentable over the applied combination of references. See Exhibit

Amended claim‘ 22 recites “program codeifor theiserverzas the on-line status 7 7 7

of the first callee process; and program code for receiving a network protocol address of the first

callee process over the computer network from the server.” As was discussed above with respect

to claim 44, the VocalChat References do not disclose such a querying step. Thus, amended

claim 22 and its dependent claims 23-30 are patentable over the applied combination of

references. See Exhibit 1, Mayer-Patel Declaration, paragraph 1 10.

Objective Evidence of Non-Obviousness

In addition to the reasons set forth above showing that all of the elements of the claims

under re-examination are not taught by the applied references, it is respectfully submitted that

objective evidence supports a finding that the claims are non-obviousness. Objective indicia of

non-obviousness, which include commercial success, licenses showing industry respect, and the

failure of others, “provide evidence of how the patented device is viewed by the interested

public: not the inventor, but persons concerned with the product in the objective arena of the

marketplace.” Graham V. John Deere Co., 383 U.S. 1, 17-18 (1966); WMS Gaming Inc. v.
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International Game Tech., 184 F.3d 1339, 1359 (Fed. Cir. 1999); Arkie Lures, Inc. v. Gene

Larew Tackle, Inc., 119 F.3d 953, 957 (Fed. Cir. 1997). Evidence supporting the objective

indicia of non-obviousness is set out below.

Commercial Success

NetSpeak’s WebPhone, an exemplary embodiment of the ‘704 patent (see, e.g., col. 3, 11.

6-10), was a commercial success as evidenced by the recognition it received in the industry.

WebPhone’s commercial success is attributable to the novelty and non-obviousness of the

invention. Demaco Corp. v. F. Von LangsdoifiLicensing, Ltd, 851 F.2d 1387, 1393 (Fed. Cir.

1988) (“A prima facie case of nexus is generally made out when the patentee shows both that

there is commercial success, and that the thing (product or method) that is commercially

successfiil is the invention disclosed and claimed in the patent.”).

9 F 9 W l\IetSpeak;s WebPhone won Internet l‘e—lephony’s9l%duct ofthe 9Yearin” the

category of lntemet Telephony Clients. Exhibit 8, page 6 (N2P-200-00012627).

NetSpeak’s WebPhone product also won significant praise when compared to other

products in the same timeframe. “WebPhone may well become the killer app that puts to shame

similar offerings from VocalTec (lntemet Phone) and Quarterdeck (WebTalk). See Exhibit 6

(N2P-O01-00005919).

The importance of the claimed invention can also be seen in its praise by other companies

in the industry. In ajoint press release of NetSpeak and Durand Communications Network

(“Durand”), Durand’s president and CEO stated “NetSpeak’s WebPhone is hands—down the best

PC—voice communications package available in the market today. We wanted to work with a

company whose leading edge technology would add value to our existing MindWire NT

CommunitySerVer by offering unique telephony services so integral to fostering growth within

online communities.” Exhibit 9, page 1.

NetSpeak’s WebPhone was also praised in the Computer Telephony Magazine. The July

1996 Edition included an article on the WebPhone trial version and stated “You’ve gotta try this
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Internet telephony package. NetSpeak makes WebPhone. Does it work? Yes.” Exhibit

10 (N2P-200-00012630).

As set forth in the original Assignee’s Amended S-1 Registration form (Exhibit 11),

NetSpeak’s technology was a commercial success as further evidenced by the investments made

in the company. At least three different stock offerings were made which raised millions of

dollars for the company. The Amended S-1 Registration form describes on numbered page 19:

In January and February of 1996, the Company sold 1,204,000 shares of

Common Stock at $2.50 per share in a private offering raising $2,992,028

In June 1996, the Company issued 207,679 shares of Common Stock to

Creative at a price of $5.05 per share raising $943,698

In August 1996, the Company issued 769,853 shares of Common Stock

and the Motorola Warrant to purchase up to an additional 452,855 shares of

I I I Stock at a of sharewforfla year period expiring in

August 2002 to Motorola raising $3,993,864. . ..

Later, in 1998, Motorola took an even larger interest in NetSpeak by acquiring an

additional 27% of the stock that it did not already own at a cost of $90 million. See Press

Release, Exhibit 12 (N2P-200-00012891). See also March 30, 1998 article from

Telephony online describing strategic alliance between Motorola and NetSpeak. See

Exhibit 13 (N2P-102—00000048).

Also in 1998, the Company issued approximately 1.3 million shares of common

stock to Bay Networks for $36.8 million. See Exhibit 14, NetSpeak Form 10-K for the

Fiscal Year ending December 31, 1997.

See also, the 8-K related to the acquisition ofNetSpeak by Net2Phone. Exhibit

15.

As more fully detailed in NetSpeak’s 10—K for Fiscal Year 1997 (Exhibit 14),

NetSpeak’s communications technology was a commercial success as further evidenced
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by the strategic alliances it made with “with leaders in various segments of the

telecommunications and networking industries,” including Siemens (whereby Siemens

agrees to market NetSpeak’s “IP telephony server products”), Bay Networks (whereby

the Company agrees “not to provide its source code to. . .competitors for a period of three

years), Fujitsu and Rockwell International (whereby NetSpeak was “integrating its

software into the[se] companies‘ proprietary hardware platforms”), MCI (see Exhibit 16

announcing that MCI signs contract with NetSpeak to incorporate WebPhone in

networkMCI Click’NConnect Web-Based Service) and NTC (whereby NetSpeak would

“supply IP telephony products and systems”), and others.

NetSpeak’s WebPhone client software products were a commercial success as

fiJrther evidenced by the number and extent of the channels through which they were

sold, including “distribution agreements with over 900 ISPs worldwide.” See Exhibit 14,

I 10-K cited above. Details of operationzof the WebPhone client can be found in

Exhibits 17 and 18. For example, Exhibit 17 states “the CS [i.e., connection server]

updates the user e-mail address, IP address, and online status fields, and uses them to

perform IP address resolution and track account activation information. When a user

calls using a WebPhone, the CS is used to resolve the target e-mail address to an IP

address.” Similarly, Exhibit 18 states “Connection and Information servers are the

addresses here at NetSpeak that your WebPhone uses to find and call other parties.

...Connection Server: is used when you dial someone by e-mail address. If you try to dial

someone by e-mail address, the WebPhone, calls the connection server, matches the

desired e-mail address to an IP address, disconnects from the Connection server, and

dials the IP address.”

Licenses Showing Industg: Respect

In connection with Motorola’s 1998 investment described above, and as set forth more

fiilly in the NetSpeak Form 10-K for the Fiscal Year 1997 (Exhibit 14), NetSpeak and Motorola
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entered into a joint development and licensing agreement pursuant to which the two companies

would seek to join their technologies to enable Internet Protocol multimedia communications on

wireless networks. Under that agreement, Motorola obtained a license to develop RF products

using NetSpeak’s technology, to include NetSpeak’s technology in wireless devices such as

cellular phones, pagers, satellite phones and two way radios to support real-time multimedia

communications (voice, audio, video, data, etc.), and to manufacture and sell NetSpeak products.

See description of NetSpeak’s technology at page 6 of Exhibit 14 under the header

“NETSPEAK’S CORE COMMUNICATIONS TECHNOLOGY” (reciting, inter alia, “allows

users to connect to other users in a point-to-point fashion, rather than through an intermediate

routing mechanism”). NetSpeak’s licenses included a license to the WebPhone product and

network address resolution technology, see Exhibit 14, which are commercial embodiments of

the patented claims. NetSpeak’s success in licensing is attributable to the novelty and non-

obviousness of the invention.—DeFmac0 Corp., 851 F.2d(at13F93. 7

Failure of Others

The inventions claimed in the ‘704 Patent resolved the problem of locating a computer

process connected to a network, where the computer process was assigned a temporary network

address. See, e.g., specification at col. 5, lines 21-24. Each time a particular computer process

connected to the network, it would have a different address. Such addresses were largely a by-

product of the near-universal adoption of the Dynamic Host Configuration Protocol (“DHCP"),

described in RFC 1531. As discussed above, others, including the developers of the VocalChat

references cited by the Request and the writer of Exhibit 23, attempted to resolve the problem of

locating a computer process with a dynamically assigned address and failed to suggest the

claimed methods.

44

Page 1106 of 1500



Re-Examination of Patent No. 6,108,704

Control No.: 90/010,416

Filed: February 24, 2009

Reply to Office Action of August 27, 2009

Recognition in the Patent Literature

The Federal Circuit has left itself open to acknowledging that the patent citations of later

patent applicants and examiners can be objective evidence of an earlier patent’s nonobviousness.

See In re: Mettke, 570 F.3d 1356, 1361 (Fed. Cir. 2009). This position is supported by the

academic literature. See, e.g., Trajtenberg, Manuel , "A Penny for Your Quotes: Patent Citations

and the Value of Innovations," The RAND Journal of Economics, Vol. 21, No. 1 (Spring 1990),

pp. 172-187 at 174. (“Thus, if citations keep coming, it must be that the innovation originating

in the cited patent had indeed proven to be valuable.”) (Exhibit 19.) As shown in Exhibit 20,

according to the USPTO’s own records, the ‘704 patent and its continuations and divisionals

have been cited in 76 issued patents. This supports an inference that the ‘704 patent in re-

examination advanced the art in a nonobvious way that was neither cumulative of the art that

came before it nor predictable in its view.

1 8 This inference of nonobviousness isespecially compelling over the NetBlOS references.

Not one issued patent that cites the patent in re-examination (or one of its related patents) also

cites a NetBlOS reference. See Exhibit 21 (including variations on the name for NetBlOS such

that it includes RFC 1001 and RFC 1002). This phenomenon is especially significant given that

NetBlOS is a well known piece of networking art that has been cited frequently in the patent

literature -- 33 times according to the USPTO’s records.3 The assignee respectfully submits that

there is a simple explanation for this otherwise highly improbably dichotomy: NetB1OS and the

patent in re-examination do not overlap because the scope and content of what they disclose are

distinct.

The assignee also notes in this regard that the cover page of U.S. Patent No. 6,389,127,

assigned to ICQ Inc., an unrelated company, and entitled “Telephone Status Notification

System,” references the ‘704 Patent in re-examination, but does not cite to any of the references

submitted in the Request. Their absence from the ICQ patent is especially significant since both

3 In fact, there are 43 references to NetBlOS if the Search includes any of: NetBIOS, RFC 1001, RFC 1002, NBT
and NetBT (excluding references to “NBT" in the medical field). See Exhibit 22.
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NetBIOS and Etherphone are well known pieces of art, and each has been cited frequently in the

patent literature—33 times and 135 times, respectively. The assignee respectfully submits that

there is a simple explanation for this difference: the references in the Request were not cited by

the ICQ patent because they did not teach anything plausibly related to “Status Notification,”

whereas 6,108,704 was cited because it plainly did.

Consequently, in light of the above discussions, the outstanding grounds for rejection are

believed to have been overcome and the patentability of the claims subject to re-examination

should be indicated as confirmed. An early and favorable action to that effect is respectfully

requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.

insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accountingl
Order Nos. shown above. for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER

426 24 By: / Michael R. Casey /

Michael R. Casey, Ph.D.

Registration No.: 40,294

Davidson Berquist Jackson & Gowdey LLP
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 2655-0188

Net2Phone, Inc. (Patent No. 6,108,704) Group Art Unit: 3992

Control No.: 90/010,416 Examiner: KOSOWSKI, Alexander

Issue Date: August 22, 2000 Confirmation No.: 1061

Title: POINT—T0-POINT INTERNET

PROTOCOL

DECLARATION OF KETAN MAYER-PATEL UNDER 37 C.F.R. 1.132

Hon. Commissioner of Patents

P.O. Box 1450

Alexandria, VA 22313-1450

1. INTRODUCTION

1. Ihave been retained as an inde endent ex ert witness b Net2Phone, Inc., the assignee of 

the patent presently undergoing re-examination (i.e., U.S. Patent No. 6,108,704 (hereinafter “the

‘704 patent”)).

2. I am an expert in the field of networking protocols including networking protocols

supporting multimedia streams including digital audio data. See Curriculum Vitae attached as

Exhibit 1.

3. I received Bachelors of Arts degrees in Computer Science and Economics in 1992, a

Masters of Science in 1997 from the Department of Electrical Engineering and Computer

Science and a Ph.D. in 1999 from the Department of Electrical Engineering and Computer

Science, all from the University of California, Berkeley.

4. I received the National Science Foundation CAREER Award in 2003 while an Assistant

Professor at the University ofNorth Carolina, Chapel Hill.

5. I have had extensive experience in both industry and academia as it relates to the

technical fields relevant here. For example, I have been a programmer, a visiting researcher, and

an Assistant and Associate professor.

Page1115of15OO
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6. I am a co-author of numerous articles that have appeared in a number of refereed

publications and proceedings.

7. Governmental agencies, such as the National Science Foundation and the Office of Naval

Research, have provided funding for my research.

11. RETENTION AND COMPENSATION

8. I have been retained to offer an expert opinion on the prior art relevant to the ‘704 patent

(and other patents currently under re-examination) and the validity of the claims undergoing re-

examination.

9. My work on this case is being billed at a rate of $400 per hour, with reimbursement for

actual expenses. My compensation is not contingent upon the outcome of the case.

111} BASIS OFSMY OPINION AND MATERIALS CONSIDERED

10. In preparation for this report, 1 have considered and relied on data or other documents

identified in this report. For example, I have reviewed the Office Action dated August 27, 2009

as well as the Request for Re-examination that was filed for the ‘704 patent including the

Exhibits to the Request for Re-examination. I have also reviewed the file history of the ‘704

patent.

11. I have familiarized myself with the state of the art at the time the ‘704 patent was filed by

reviewing both patent and non—patent references from prior to the filing date of the application

that became the ‘704 patent.

12. My opinions are also based upon my education, training, research, knowledge, and

experience in this technical field.

IV. SUMMARY OF MY OPINIONS

13. Based on my prior experience in the field of computer systems and networking, including

network communication protocols, and based on my review of the documents relating to the

2
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pending re-examination proceeding, I have developed an understanding of the ‘704 patent and

the claimed inventions.

14. I have been asked to compare the claims of the ‘704 patent to the references applied in

the outstanding Office Action. The results of my comparison are provided below.

15. I understand that the assignee’s response includes the following amendments to the

claims:

10. (Canceled)

1 1. (Amended) In a computer system, a method for establishing a point—to-

point communication link from a caller process to a callee process over a

computer network, the caller process having a. user interface and being op.eratively

connectable to the callee process and a server over the computer network, the

7 meiliod comprising {lie steps of: I

A. providing a user interface element representing a first communication

line‘,

B. providing a user interface element representing a first callee process,‘

and

C. establishing a point—to—point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line, |The method of claim 10] wherein step C further comprises

the steps of:

c.1 querying the server as to the on—line status of the first callee [process]

process; and

c.2 receiving a network protocol address of the first callee process over the

computer network from the server.
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12. (Amended) The method of claim [10] _1 further comprising the step

of:

D. providing an element representing a second communication line.

14. (Amended) The method of claim [10] 1_l further comprising the steps

of:

D. providing a user interface element representing a second callee process;

and

E. establishing a conference point-to-point communication link between

the caller process and the first and second callee process, in response to the user

associating the element representing the second callee process with the element

representing the first communication line.

. men e e me o o c aim er comprising e s ep

of:

F. removing the second callee process from the conference point-to-point

communication link in response to the user disassociating the element

representing the second callee process from the element representing the first

communication linc.

I6. (Amended) The method of claim [10] Q further comprising the steps

of:

D. providing a user interface element representing a communication line

having a temporarily disabled status; and

E. temporarily disabling a point-to-point communication link between the

caller process and the first callee process, in response to the user associating the

element representing the first callee process with the element representing the

communication line having a temporarily disabled status.

4
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19. (Amended) The method of claim [10] 11 wherein the caller process

fiirther comprises a visual display and the user interface comprises a graphic user

interface.

21. (Canceled)

22. (Amended) A computer program product for use with a computer

system comprising:

a computer usable medium having program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface

 C111 0 era 1V6 COIIIICC 8. C 0 CCZ1 BC I‘0CCSS an aserver OVCI‘

computer network, the medium fiirther comprising:

program code for generating an element representing a first

communication line‘ 

proggam code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing a point-to-point communication link from the caller process to the

first callee process, [The computer program product of claim 21] wherein the

program code for establishing a point-to-point communication link further

comprises:

program code for querying the server as to the on-line status of the first

callee process; and

program code for receiving a network protocol address of the first callee

process over the computer network from the server.

5
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23. (Amended) A computer program product of claim [21] 22 further

comprising:

program code for generating an element representing a second

communication line.

25. (Amended) The computer program product of claim [21] 22 further

comprising:

program code for generating an element representing a second callee

process; and

program code means, responsive to the user associating the element

representing the second callee process with the element representing the first

COII1II111I'llCaE10Il l1nC, lOI' esfiblisliing Z1 conlerence C0fI1IT1U.I'l1CaE10n BeE=VggIl

the caller process and the first and second callee process.

27. (Amended) The computer program product of claim [21] 2_2 further

comprising:

program code for generating an element representing a communication

line having a temporarily disabled status; and

program code, responsive association of the element representing the first

callee process with the element representing the communication line having a

temporarily disabled status, for temporarily disabling the point-to—point

communication link between the caller process and the first callee process.

30. (Amended) A computer program product of claim [21] 22 wherein the

computer system further comprises a visual display and the user interface

comprises a graphic user interface.
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16. In general, it is my opinion that all of the pending claims undergoing re-examination (i.e.,

claims 1-7, 11-20 and 22-44) are patentable over the applied references for at least the reasons

set forth below.

The rejection of the claims over NetBIOS, either alone or in combination with at least one other

reference

17. Claims 43 and 44 were rejected under 35 U.S.C. § 102 as being anticipated by Protocols

for X/Open PC Interworking SMB, Version 2, The Open Group (1992) (hereinafter “NetBIOS”).

18. I understand that a claim is rejected under 35 U.S.C. § l02(b) when an examiner believes

that each and every limitation of the claim is taught by the applied reference.

19. Pending claims 1-7, 11-20 and 22-42 were rejected under 35 U.S.C. § 103(a) as being
 

O V10llS over 6 1I1CO1Tl 1I13.1011Wl a eas 01180 61' re CFCDCC.

20. I understand that a rejection under 35 U.S.C. § 103(a) means that an examiner believes

that although no single reference includes all of the claimed limitations, nonetheless the

combination of references made by the examiner would have been obvious to one of ordinary

skill in the art at the time the invention was made.

The Rejection of Claims 43 and 44 over NetBIOS

21. Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” This limitation is not

taught by the NetBIOS reference as NetBIOS does not provide dynamic addressing or on-line

status.

22. In rejecting claim 43, the Office Action adopts the positions of the third-party requester

and states “See claim mapping chart in Exhibit M, pages 36-40, incorporated by reference.”

7
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With respect to this limitation (a), the claim mapping does not show that NetBIOS teaches “the

network protocol address of each respective process forwarded to the databasefollowing

connection to the computer network.” In fact, the Office Action appears to have agreed (e.g.,

with respect to claim 1) that the NetBIOS reference does not teach that the processes receive

network protocol addresses “following connection to the computer network.” The Office Action

did this by rejecting the requester’s arguments under 35 U.S.C. § 102 and instead adopting

“claim chart mapping utilizing alternative 103 rejections” —— rejections that rely on RFC 1531 to

teach dynamic addressing.

23. Even assuming that the Office Action intended the rejection to be a rejection under 35

U.S.C. § 103 by combining NetBIOS with RFC 1531, the rejection would still not show that the

claims were unpatentable. When alleging that one of ordinary skill in the art would have

combined NetBIOS with RFC 1531, the Office Action states “it would have been obvious to

would allow for automatic reuse of an address and since examiner notes the use of dynamic

IP address assignment in a TCP/IP network are old and well known and are useful to

eliminate the burdensome task of manually assigning IP addresses for all networked computers.”

24. I do not agree with the conclusion drawn by the Office Action on the combinability of

NetBIOS and RFC 1531. The Office Action speculates, with hindsight, as to why a person of

ordinary skill might want to combine the two references, but does not acknowledge the problems

that would arise in doing so, and does not provide any prior art that would indicate how the

problems that dynamic addressing would bring into a NetBIOS type system could be resolved by

those of ordinary skill at the time the patent was filed. In the context of point-to-point

communication, widespread use of dynamically assigned addresses does not solve NetBIOS’s

problems, it creates further problems.

25. Dynamically assigned addresses were known, and the patent in re-examination

specifically states in that regard, “Due to the dynamic nature of temporary IP addresses of some

devices accessing the Internet, point-to-point communications in realtime of voice and video

8
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have been generally difficult to attain.” Col. 1, lines 53-56. However, the Office Action has not

shown that one of ordinary skill in the art would have made the proposed combination of

dynamically assigned addresses with NetBIOS.

26. Section 15.1.7 of the NetBIOS reference (entitled “Consistency of the NBNS Data Base”)

recognizes that the association between a node, a registered name and an IP address is tenuous,

even in an environment that uses static IP addresses. “Even in a properly running NetBIOS

scope the NBNS and its community of end—nodes may occasionally lose synchronization with

respect to the true state of name registrations.” To minimize the impact of this problem, the

reference states, “Various approaches have been incorporated into the NetBIOS—over—TCP

protocols” which it then proceeds to describe.

27. However, by incorporating DHCP and adopting dynamic address allocation as used by

Internet access providers, the synchronization problem would become more disruptive, not less. -L

NBNS and its community of end—nodes and a new set of obstacles to NetBIOS synchronization

that are not addressed by the NetBIOS reference. Consider the case of a node that is tumed-off

and then subsequently turned back on, or a node that has simply lost its Internet connection for

some technical reason or whose DHCP lease has expired and then re-established a

connection. In a dynamic addressing environment, such a node would most likely obtain a new

IP address when it was turned back on that was different than the one it had when it registered its

name. This change could lead to any number of node-name-IP address synchronization

problems for the disclosed NetBIOS protocols.

28. For example, because the NBNS does not know the node’s new address, the NBNS

would be unable to send to the node a Name Release Request or a Name Conflict Demand or

request that the node send it a Name Status Request. Because communication from the node

would be originating at a new address that was not recognized by the NBNS, a node’s response

to a Name Query Request (assuming it somehow knew that its name had been challenged,

perhaps from before it lost network connectivity) would not be recognized. A node would also

9
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be unable to confirm its association with registered names by sending Name Refresh Request

packets to the NBNS. If a session between two NetBIOS applications were cut-off, re-

establishing the communication would be especially difficult where the ability of a called entity

to obtain both its associated name and its associated IP address were in doubt. As a result, the

Office Action has not demonstrated that a solution to the problems created by exposure of

NetBIOS to DHCP and dynamic addressing has been addressed by any of the applied

references]

29. The Office Action also has not identified anything in the cited art that suggests how a

person of ordinary skill is to go about the redesign ofNetBIOS and the solving of obstacles to

NetBIOS operation that are created by Internet access; problems that were recognized and left as

warnings unresolved in the NetBIOS reference?

30. In View of the foregoing, claim 43 is patentable over NetBIOS alone or over NetBIOS in

COII1ll1I1al101’l l .

31. NetBIOS and RFC 1531 also do not teach “a. program code configured to access a

directory database. . having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network.” While NetBIOS uses name

entries with “active” statuses as part of its name management process, an analysis of how that

“active” status is used shows that “an active name” is not synonymous with an “on—line status

with respect to the computer network.” An active name simply refers to a name that has been

1 Besides dynamic addressing, Internet access would pose other challenges to a NetBIOS system. For example,
because NetBIOS was designed for use on local area networks with small numbers of computers, trust among the

network participants is assumed. That assumption cannot be transferred to a global Intemet made up ofunknown,
and sometimes malevolent, entities. An implementation of NetBIOS on the public Internet would necessitate non-
trivial adaptations to ensure that its services perform correctly and return accurate information. There is no
discussion of security issues in the cited references. See Exhibit 2, from

h_t_tp_://www.w3schools.com/Site/site security.asp which instructs Microsoft Windows users whose computers access
the lntemct to disable NetBIOS over TCP/IP in order to solve their security problems.

2 The cited references go out of their way to avoid describing how a NetBIOS protocol might work in inter-
connected network environments that that are less complex than the Internet and that predate DHCP. See Section

4.6 (“The proposed standard recognizes the need for NetBIOS operation across a set of networks interconnected by
network (IP) level relays (gateways.) However, the standard assumes that this form of operation will be less
frequent than on the local MAC bridged-LAN.”)

10
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registered and that has not yet been de—registered, independent of whether the associated

computer is or is not on-line. As shown on page 447 (and reproduced below), the Node_Name

entries stored with respect to a NetBlOS Name Server contain a series of fields including the

“ACT” field.
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32. The ACT field is a single bit field (in bit 5) that signifies an “Active Name Flag. All

entries have thisflag set to one (1).” (Emphasis added.) If all name entries have this flag set to

one (1), then the NetBlOS name server cannot be using the Active Name Flag as a means of

separately tracking whether the entity that owns the name is “active,” let alone what its “on-line

status” might be.
1 1
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33. The NetBIOS reference also does not teach that the active status ofa name in the

NetBIOS server is an indication of the active status of the owner of that name. To the contrary,

when information about whether the owner of a name is “active” may be relevant, for example

when a new entity seeks to register a name that has already been registered in the NetBIOS name

server, the NetBIOS reference describes an elaborate set of interactions used to test whether the

existing owner of the registered name is active or inactive. It does not rely on the fact that the

name is active in the NetBIOS name server (See Section 15.2.2.2 and 15.2.2.3 entitled “Existing

Name and Owner is Inactive”).

34. The NetBIOS reference also does not teach that an acquired IP address can be reasonably

relied upon by a requesting end-node to confirm the “on-line status” of an end-node associated

with a sought name. The NetBIOS reference describes at least two different scenarios where a

second end-node sends a rejection response to the first end-node notwithstanding thefact that a

 

name. See Section 16.1.1 (“There exists a NetBIOS LISTEN compatible with the incoming call,

but there are inadequate resources to permit establishment of a session. . .The called name does,

in fact, exist on the called node, but there is no pending NetBIOS LISTEN compatible with the

incoming call.”). No distinction is made in the reference between the rejection response in these

cases and the rejection response in cases where the called name does not exist on the called end-

node. See also section 16.1.1 which state “In all but the first case, a rejection response is sent

back over the TCP connection to the caller.”

35. Thus, the limitation “program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes having on-line

status with respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer network” of claim 43 is

not taught by the NetBIOS reference alone or in combination with RFC 1531, and I believe that

the patentability of claim 43 should be confirmed.

12
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36. Claim 44 recites “following connection ofthefirstprocess to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

connection to the computer networ ” in claim 43, NetBIOS does not teach the claimed dynamic

address assignment. Moreover, it would not have been obvious to combine NetBIOS and RFC

1531 for the reasons set forth above with respect to claim 43.

37. Claim 44 also recites “querying the address server as to whether the secondprocess is

connected to the computer network.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “whether the second process

is connected to the computer network.” An active name simply refers to a name that has been

registered and that has not yet been de-registered, independent of whether the associated

computer is or is not connected to the computer network. Thus, claim 44 is patentable over both

NetBIOS alone and the combination of NetBIOS and RFC 1531.

Claims 1-7 and 32-42

38. Claim 1 recites “program code for transmitting to the server a networkprotocol address

received by thefirstprocessfollowing connection to the computer network.” Claim 1 further

recites “program code for receiving a network protocol address of the second process from the

server, when the secondprocess is connected to the computer network.” As was discussed

above with respect to the recitation of “the network protocol address of each respective process

forwarded to the database following connection to the computer networ ” in claim 43, NetBIOS

does not teach this dynamic address assignment. Further, it would not have been obvious to

combine NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43.

39. Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the secondprocess is connected to the computer network.” As was discussed above with

13
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respect to the recitation of “processes having on-line status with respect to the computer

network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is synonymous

with “whether the second process is connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 1 patentable over the combination of NetBIOS and RFC 1531.

40. Claim 2 recites “each network protocol address stored in the memoryfollowing

connection ofa respective process to the computer network.” As was discussed above with

respect to the recitation of “the network protocol address of each respective process forwarded to

the database following connection to the computer network” in claim 43, NetBIOS does not

teach this dynamic address assignment. Further, it would not have been obvious to combine

NetBIOS and RFC 1531 for the reasons set forth above with respect to claim 43. 
41. C aim 2 also recites “means... for eterminingt e on- '

and for transmitting a network protocol address ofthe secondprocess to the first process in

response to a positive determination ofthe on-line status ofthe secondprocess.” As was

discussed above with respect to the recitation of “processes having on-line status with respect to

the computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “an on-line status of the second process.” An active name simply refers to a

name that has been registered and that has not yet been de-registered, independent of whether the

associated computer is or is not connected to the computer network. Thus, claim 2 and its

dependent claim 3 are patentable over the combination of NetBIOS and RFC 1531.

42. Claim 4 recites “each of the network protocol addresses received following connection of

the respective process to the computer network.” As was discussed above with respect to the

recitation of “the network protocol address of each respective process forwarded to the database

following connection to the computer networ ” in claim 43, NetBIOS does not teach this

dynamic address assignment. Further, it would not have been obvious to combine NetBIOS and

RFC 1531 for the reasons set forth above with respect to claim 43.

14
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43. Claim 4 also recites “receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect

to the computer network.” Claim 4 further recites “determining the on-line status of the second

process.” As was discussed above with respect to the recitation of “processes having on-line

status with respect to the computer networ ” in claim 43, NetBIOS does not teach that an active

name in NetBIOS is synonymous with “an on-line status” of a process. An active name simply

refers to a name that has been registered and that has not yet been de-registered, independent of

whether the associated computer is or is not connected to the computer network. Thus, claim 4

and its dependent claims 5-7 are patentable over the combination ofNetBIOS and RFC 1531.

44. Claim 32 recites “the Internet Protocol address added to the listfollowing connection of

the process to the computer network.” As was discussed above with respect to the recitation of

“the network protocol address of each respective process forwarded to the database following

 

assignment. Further, it would not have been obvious to combine NetBIOS and RFC 1531 for the

reasons set forth above with respect to claim 43.

45. Claim 32 also recites “an Internet accessible list having a plurality of selected entries,

each entry comprising an identifier and a corresponding Internet protocol address of a process

currently connected to the Internet.” As was discussed above with respect to the recitation of

“processes having on-line status with respect to the computer network” in claim 43, NetBIOS

does not teach that an active name in NetBIOS is synonymous with “a process currently [being]

connected to the Internet.” An active name simply refers to a name that has been registered and

that has not yet been de-registered, independent of whether the associated computer is or is not

connected to the Internet. Thus, claim 32 is patentable over the combination of NetBIOS and

RFC 1531.

46. Claim 33 recites “the networkprotocol address of the corresponding process assigned to

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

15
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database following connection to the computer network” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43.

47. Claim 33 also recites “selected entries comprising a network protocol address and a

corresponding identifier ofa process connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on-line status with respect to the

computer networ ” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 33 and its dependent claims 34-37 are patentable over the combination of NetBIOS

and RFC 1531.

aim recites t e networ protoco a ress o t e correspon mg process asszgne o

the process upon connection to the computer network.” As was discussed above with respect to

the recitation of “the network protocol address of each respective process forwarded to the

database following connection to the computer network” in claim 43, NetBIOS does not teach

this dynamic address assignment. Further, it would not have been obvious to combine NetBIOS

and RFC 1531 for the reasons set forth above with respect to claim 43.

49. Claim 38 also recites “selected entries comprising a network protocol address and a

corresponding identifier of a process connected to the computer network.” As was discussed

above with respect to the recitation of “processes having on-line status with respect to the

computer network” in claim 43, NetBIOS does not teach that an active name in NetBIOS is

synonymous with “a process [being] connected to the computer network.” An active name

simply refers to a name that has been registered and that has not yet been de-registered,

independent of whether the associated computer is or is not connected to the computer network.

Thus, claim 38 and its dependent claims 39-42 are patentable over the combination of NetBIOS

andRFC1531.
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Claims 10-31

50. Claims 10-31 are rejected under 35 U.S.C. § 103(a) as being obvious over NetBIOS in

view of Pinard, either alone or in combination with VocalChat User’s Guide. In light of the

cancelation of claim 10 and the amendment to claim 11, I will address this rejection with respect

to claim 11.

51. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication

linkfrom the caller process to the first callee process.” When taken together, it is clear that the

Office Action has not shown that the caller process, having a user interface, establishes a point-

to-point communication link with a first callee process. The Exhibit M of the Request for Re-

examination (the “Request”) states that “Pinard discloses that a point-to-point communication

BITE 1S estaglislied 111 response t0 8 user associating an element representing tze ;ll‘St callee

process with the element representing a first communication line.” However, as shown in

Figure l, Pinard discloses that conventional telephones connected to a telephony server via

telephony interface circuits make calls to other conventional telephones. Those telephones are

not caller and callee processes. In fact, with respect to the limitation “providing a user interface

element representing a first callee process,” Exhibit M identifies, instead of a callee process, two

people, Mary and John. Clearly neither is a callee process.

52. Exhibit M filI'th6I' states that “Applications which utilize NetBIOS application services

inherently include ‘user interfaces.”’ This assertion is disputed. Page 356 of NetBIOS states

“Protocols supporting NetBIOS services have been constructed on diverse protocol and

hardware foundations.” Thus, the NetBIOS applications could be running on a computer system

(e.g., an embedded system) such that there are no user interfaces at all. In fact, the example

provided in Exhibit M is disingenuous. Exhibit M states that “NetBIOS provides a vendor

independent interface for the IBM Personal Computer (PC) and compatible systems.” The

“interface” discussed in that sentence is a software communications interface, between NetBIOS

17
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service elements and NetBIOS-compatible applications, not a user interface. Moreover, the

reference to “IBM Personal Computer (PC) and compatible systems” is a reference to the

hardware, not the software with user interfaces that is running on the hardware. Exhibit M itself

admits the deficiency in the inherency argument when it states “it is expected that on computers

operating under the PC-DOS and MS-DOS operating systems that the existing NetBIOS

interface will be preserved.” This says nothing about what processes with user interfaces can

participate in the claimed point-to—point communications.

53. With respect to the establishing step, Exhibit M does not even assert that one of the

processes running on one of the DOS-style computers is the caller process. This is because

neither the phone application not the device agent are part of the point-to-point communication --

the telephones are. Thus, this limitation is not met.

54. In addition, the Office Action has not established that one of ordinary skill in the art

wou ave m e t e propose com matron. e ice ction a eges at it wou ave een

obvious to utilize the user-interface elements and interaction taught by Pinard in the invention

taught by NetBIOS since Pinard teaches that the invention can be used with any system in which

a personal computer in conjunction with a server operates since NetBIOS teaches that it can

be implemented using different operating systems and since examiner notes that both

NetBIOS and Pinard relate to communications between at least two users implemented in a

computerized environment.” However, Pinard already discloses a personal computer 1

interacting with a server 5 without any indication that there is something missing from Pinard.

Thus, without an indication that Pinard was somehow deficient, one of ordinary skill in the art

would not have been motivated to include NetBIOS with Pinard. Accordingly, amended claim

11 and its dependent claims 12-20 are not rendered obvious by the combination of NetBIOS and

Pinard.

55. Amended claim 22, like amended claim 1 1, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

point communication linkfrom the callerprocess to the first callee process.” As was set forth

18
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for the patentability of amended claim 1 1 above, that combination of elements is not taught by

the applied combination of references. Thus, amended claim 22 and its dependent claims 23-31

are patentable over the applied combination of references.

The rejection of claims the pending claims over the Ethepphone papers, either alone or in

combination with at least one other reference

56. Claims 43 and 44 were rejected under 35 U.S.C. § 102 as being anticipated by

Etherphone: Collected Papers 1987-1988 (May 1989) (hereinafter “the Etherphone papers”).

The Etherphone Collected Papers include An Overview ofthe Etherphone System and its

Applications (hereinafier “Zellweger”), Telephone Management in the Etherphone System

(hereinafter “Swinehart”), and Managing Stored Voice in the Etherphone System (hereinafter

€€Terry3!).

57. pending claims l-l, l and were rejected under as Being .

obvious over the combination of the Etherphone papers with at least one other reference (e.g.,

Harrick M. Vin, et al. Multimedia Conferencing in the Etherphone Environment, IEEE Computer

Society (October 1991) (hereinafter “Vin”) and RFC 1531).

The rejection of claims 43 and 44 as anticipated by the Ethegphone papers

58. Claim 43 recites “a. program code configured to access a directory database, the database

having a network protocol address for a selected plurality of processes having on—line status with

respect to the computer network, the network protocol address of each respective process

forwarded to the database following connection to the computer network.” Exhibit N of the

Request asserts that this limitation is taught by the system directory database of local Xerox

employees and cites Zellweger, page 4. However, in the paragraph just prior to the section cited

by Exhibit N, Zellweger states “Figure 3 shows an Etherphone control window, called Finch, and

a personal telephone directory window.” The caption for Figure 3 further explains that “the
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lower window [of Figure 3] shows a portion of a personal telephone directory, which is a set of

speed-dialing buttons that can be created easily from an ordinary text file.”

59. Figure 3 does not show that the cited database includes the claimed “network protocol

address for a selected plurality of processes having on-line status with respect to the computer

network” —— rather it simply appears to include phone numbers for the various entries, including

phone numbers outside of the Etherphone system. Thus, this limitation is not taught by the

Etherphone references, and I believe that the patentability of claim 43 should be confirmed.

60. The Office Action also has not shown that the Etherphone papers disclose “the network

protocol address of each respective process forwarded to the database following connection to

the computer network” as the Office Action has not shown how such a dynamic addressing

technique is taught by the Etherphone papers. Thus, this limitation is not anticipated by the

Etherphone papers as well.

Ks described above, claim recites “a selected plurality oi processes having on-line

status with respect to the computer network.” The Request and Exhibit N do not show how the

Etherphone papers teach this recitation limitation. In fact, “on-line” status is not mentioned in

any of the corresponding support sections for claim 43 in either the Request or Exhibit N.

Further, the Etherphone papers do not teach an association between users’ on-line status and the

maintaining of a network address. To the contrary, the Etherphone system appears to always

associate a user with a location, whether or not the user is currently at that location, and directs

telephone calls for that user to that location without regard to the users’ on-line status. So, for

example, while the Request points out that logging in to a workstation tells the Etherphone

system—through unspecified mechanisms—where calls should be directed (citing Swinehart 1,

page 2 as stating “Calls are to individuals, not locations.. .Logging in tells the telephone system

where Karinen is.”), the Request neglects to point out that logging out also tells the telephone

system where calls should be directed. (“Since Karmen has signed off from her workstation, the

call rings immediately at an attendant’s workstation...” Swinehait page 3).
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62. Even assuming that the Office Action intended the rejection of claim 43 to be an

obviousness rejection, claim 43 still is patentable over the Etherphone papers in view of Vin and

RFC 1531. The Office Action alleges, with respect to claim 1, that it would have been obvious

to utilize dynamically assigned IP address from Internet access servers as taught by Vin and

RFC 1531 since Etherphone was intended for use in multiple networks and communication

protocols (Terry, page 3), [and] since dynamic allocation of IP addresses allows for automatic

reuse of an address that is no longer needed by the host to which it was assigned and since

examiner notes the use of dynamic IP address assignment in a TCP/IP network are old and well

known in the art, and are useful to eliminate the burdensome task of manually assigning IP

addresses for all networked components.”

63. Terry, page 3, however, does not indicate under what circumstances the “multiple

networks and communications protocols” would be used. The full paragraph that appears to be

referenced by the OIfice Action states:

The Etherphone system is intended for use in a locally distributed computing

environment containing multiple workstations and programming environments,

multiple networks and communication protocols, and perhaps even multiple

telephone transmission and switching choices. The system is intended to be

extensible in that introducing new applications, network services, workstations,

networks, and other components is possible.

64. Thus, it is probable that the “multiple networks and communications protocols” refers to

uses of the workstations and not the Etherphones. Similarly, Vin does not disclose how/where

the IP address of Figure 5 is obtained. In addition, Figure 5 shows that the IP address is below a

“datagram multicast” layer, so there is no evidence that one of ordinary skill in the art would

have been motivated to use -- let alone know how to adapt -- the techniques of a multicast system

when implementing a “point-to- point communication link between the first and second

processing units through the Internet.”
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65. Furthermore, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to combine the Etherphone papers with Vin and RFC 1531 without

additional modifications to the combination —— modifications which are not specified in the

Office Action. For example, the Office Action has not identified that one of ordinary skill in the

art would have been motivated to combine the Etherphone papers with RFC 1531 in light of the

use of “leases” on network addresses within the RFC 1531 framework. As described in section

3.6 “If the lease expires before the host can contact a DHCP server, the host must immediately

discontinue use of the previous network address and may inform local users of the problem.”

Similarly, section 4.4.4 of RFC 1531 states “If the lease expires before the client receives a

DHCPACK, the client moves to INIT state, MUST immediately stop any other network

processing and requests network initialization parameters as if the client were uninitialized. If

the client is given a new network address, it MUST NOT continue using the previous network 

a ress an noti e oca users 0 t epro em. owever,1 t e systemo t e

Etherphone papers and Vin is using “datagram multicast,” how is the system supposed to deal

with the loss of the address? Other processes that were communicating with the process that lost

its lease would now begin sending the packets to the wrong destination. Moreover, by having to

rely on another server that can (go such that a lease’ cannot be renewed and the computer

has to stop using its network address, the combination is less robust than a system using static

address assignment. Thus, the Office Action has not shown that one of ordinary skill in the art

would have been motivated to combine the Etherphone papers with Vin and RFC 1531.

66. Thus, claim 43 is neither anticipated by the Etherphone papers nor rendered obvious by

the Etherphone papers in combination with Vin and RFC 1531.

67. Claim 44 recites “following connection of the first process to the computer network

forwarding to the address server a network protocol address at which the first process is

connected to the computer network.” As discussed above with respect to claim 43, the Office

Action has not shown how such a dynamic addressing technique is taught by the Etherphone

papers or rendered obvious by the combination of the Etherphone papers and Vin and RFC 1531.
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68. Claim 44 also recites “querying the address server as to whether the second process is

connected to the computer network.” Exhibit N alleges that “conversations are established

between two or more parties (Etherphones, servers, and so on) by performing remote procedure

calls to the Voice Control Server.” It then alleges that “when a first user at a first Etherphone (a

first ‘process’) calls a second user at a second Etherphone (a second ‘process’), the first

Etherphone transmits a query in the form ofa remote procedure call to detennine the location of

the second Etherphone.” This allegation is made without citation to any portion of the

Etherphone papers -- because the conclusion is not supported.

69. As admitted in the Exhibit N, Swinehart states “The telephone control server manages

voice switching by sending to each Etherphone or service the network addresses of the other

participants. Thereafter, voice datagrams are transmitted directly among the participants,

bypassing the control server.” Neither the Exhibit N nor Swinehart discloses when this

that the network address information is returned as part of the result of the query). In fact, if the

Voice Control Server were periodically sending out information to Etherphones or other

services, thcrc would be no need to “querying the address server as to whcthcr the second

process is connected to the computer network.” Thus, this limitation is not inherently met by the

Etherphone references, and I believe that the patentability of claim 44 should be confirmed.

70. As described above, claim 44 recites “querying the address server as to whether the

secondprocess is connected to the computer network.” As was discussed above with respect to

claim 43, the Request and Exhibit N do not show how the Etherphone papers teach this tracking

of on-line status. Thus, claim 44 is patentable over the Etherphone papers.

The rejection of claims 1-7 and 10-42 as obvious over the Etherphone papers in combination

with at least one other reference

71. Claims 1-7 and 10-42 have been rejected under 35 U.S.C. § 103(a) as obvious over the

combination of the Etherphone papers in combination with (1) Vin and RFC 1531, (2) Pinard,
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(3) Vin, RFC 1531 and NetBIOS, and (4) Pinard and VocalChat User’s Guide. However, I

believe that each of the pending claims in that group of claim is non-obvious as set forth below.

72. Claims 1, 2, 4-7 and 32-42 are rejected under 35 U.S.C. § 103(a) as being unpatentable

over the Etherphone papers in view of Vin and RFC 1531. As was discussed above with respect

to claim 43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses.

73. Claim 1 also recites “program code for transmitting, to the server, a query as to whether

the second process is connected to the computer network.” As was discussed above with respect

to claim 44, the Office Action has not provided any evidence to support the allegation that such a

query is taught by the Etherphone papers. Further, as was discussed with respect to claim 43, the

Office Action has not shown that the Etherphone papers teach determining “whether the second

process 1S connected t0 i ie computer I‘1CtWOI'E. THUS, claim i 1S not rendered O|:V10US tlie

proposed combination of references.

74. Claim 2 recites “a memory, operatively coupled to the processor, for storing a network

protocol address for selected of a plurality of processes, each networkprotocol address stored in

the memoryfollowing connection ofa respectiveprocess to the computer network.” As was

discussed above with respect to claim 43, the Office Action has not shown that one of ordinary

skill in the art would have been motivated to make the proposed combination of references in

light of the problems associated with the use of dynamic addresses.

75. Claim 2 also recites “means, responsive to a queryfrom thefirst process, for

determining the on-line status of the second process and for transmitting a network protocol

address of the second process to the first process in response to a positive determination of the

on-line status of the second process.” As was discussed above with respect to claim 44, the

Office Action has not provided any evidence to support the allegation that such a query is taught

by the Etherphone papers. Further, as was discussed with respect to claim 43, the Office Action

has not shown that the Etherphone papers teach “determining the on-line status of the second

24

Page 1138 of 1500



Re-Examination of Patent No. 6,131,121

Control No.2 90/010,424

Filed: February 24, 2009

Declaration of Ketan Mayer-Patel under 37 C.F.R. 1.132

process.” Thus, claim 2 and its dependent claim 3 are not rendered obvious by the proposed

combination of references.

76. Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality ofprocesses that have an on-line status with respect to

the computer network, each ofthe network protocol addresses receivedfollowing connection of

the respectiveprocess to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references in light of the problems associated

with the use of dynamic addresses.

77. Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the

 

shown that the Etherphone papers teach “determine[ing] the on-line status of the second

process.” Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by the proposed

combination of references.

78. Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet, the Internet Protocol address added to the list

following connection ofthe process to the computer network.” As was discussed above with

respect to claim 43, the Office Action has not shown that one of ordinary skill in the art would

have been motivated to make the proposed combination of references in light of the problems

associated with the use of dynamic addresses. Further, as was discussed with respect to claim

43, the Office Action has not shown that the Etherphone papers teach determining the on-line

status of processes such that the Etherphone papers would disclose entries for processes that are

“currently connected to the Internet.” Thus, claim 32 is patentable over the applied combination

of references.
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79. Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Further, as was

discussed with respect to claim 43, the Office Action has not shown that the Etherphone papers

teach determining the on-line status ofprocesses such that the Etherphone papers would disclose

entries for processes that are “connected to the computer network.” Thus, claim 33 and its

dependent claims 34-37 are patentable over the applied combination of references.

80. Claim 38 recites “program code configured to maintain, in the computer memory, a 

networ accessi e compi ation 0 entries, se ecte o t e entries comprising a networ protoco

address and a corresponding identifier of a process connected to the computer network, the

network protocol address ofthe correspondingprocess assigned to the process upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Further, as was discussed with respect to claim 43, the Office Action has not

shown that the Etherphone papers teach determining the on-line status of processes such that the

Etherphone papers would disclose entries for processes that are “connected to the computer

network.” Thus, claim 38 and its dependent claims 39-42 are patentable over the applied

combination of references.

81. Claims 10-30 are rejected under 35 U.S.C. § 103(a) as being unpatentable over the

Etherphone papers in view of Pinard, either alone or in combination with the VocalChat User’s

Guide. Amended claim 11 recites “the caller process having a user interface and being

operatively connectable to the callee process” and “establishing a point-to-point communication
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linkfrom the callerprocess to the first callee process.” When taken together, it is clear that the

Request (including Exhibit N) and Office Action have not shown that the caller process, having a

user interface, establishes a point—to—point communication link with a first callee process. The

Request states on page 119 that “Etherphone describes establishing a point-to-point

communication link between a caller process and a callee process. Pinard discloses that a

point-to-point communication link is established in response to a user associating an element

representing the first callee process with the element representing a first communication line.”

Neither of those assertions actually state that any of the user interface elements described in the

Request establish a point-to-point communication with a callee process. In fact, Exhibit N

admits that the user interface elements are on the workstation, not on the Etherphones that

conduct the voice communications. Page 12 of Exhibit N directly states that the “GUI features

[are] presented on the workstation display.”

82. In addition, the Office Action has not established that one of ordinary skill in ilie art

would have made the proposed combination. The Office Action alleges that “it would have been

obvious to utilize[e] the user—interface elements and interactions taught by Pinard in the

invention taught by Etherphonc since Pinard teaches that the invention can be used with any

system in which a person computer in conjunction with a server operate.” However, Pinard

already discloses a personal computer 1 interacting with a server 5 without any indication that

there is something missing from Pinard. Thus, without an indication that Pinard was somehow

deficient, one of ordinary skill in the art would not have been motivated to include Etherphone

with Pinard. Accordingly, amended claim 11 and its dependent claims 12-20 are not rendered

obvious by the combination of NetBIOS and Pinard.

83. Amended Claim 22, like amended claim 1 1, recites “the callerprocess having a user

interface and being operatively connectable to the callee process” and “establishing a point-to-

point communication linkfrom the caller process to the first callee process.” As was set forth

for the patentability of claim 11 above, that combination of elements is not taught by the applied
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combination of references. Thus, amended claim 22 and its dependent claims 23-31 are

patentable over the applied combination of references.

The rejection of the pending claims over the VocalChat References, either alone or in

combination with at least one other reference

84. Claims 43 and 44 were rejected under 35 U.S.C. § l03(a) as being obvious over

VocalChat User’s Guide in view of VocalChat Readme, VocalChat Networking, VocalChat Help

File and VocalChat Troubleshooting Help file (collectively the “VocalChat References”), either

alone or in combination with at least one other reference.

Claims 43 and 44

having a network protocol address for a selected plurality of processes having on-line status with

respect to the computer network.” The Office Action alleges that this limitation is met because

“the network protocol address of clients are transmitted to and stored in a Connection List/

USERS file located on the network.” However, each VocalChat process actually reads the file

and locally processes it, writing back the whole contents of the file when it has added its changes

to it. Thus, in the context of multiple, independently-operating VocalChat clients each being

able to read from and write to the “shared CONNLIST.VC” file, that file is not acting as a

directory database, just a file whose contents could readily become inconsistent with the actual

state ofprocesses. For example, if a first process reads the file and then a second process reads

the file, then the first process writes the file and then the second process writes the file, the

changes written by the first process will be lost when the second process writes back its changes.

Similarly, if the second process wrote back the file before the first, then the second process’s

changes would be lost when the first process wrote back its version of the file. Thus, the

VocalChat References do not anticipate the claimed “program code configured to access a
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directory database, the database having a network protocol address for a selected plurality of

processes having on-line status with respect to the computer network.”

86. In addition, claim 43 also recites “the network protocol address of each respective

process forwarded to the database following connection to the computer network.” This

limitation is not taught by the VocalChat References, and the Office Action does not identify

how this dynamic addressing is taught by the VocalChat References. Even assuming that the

Office Action had intended to apply the combination of the VocalChat references and RFC 1531,

the combination of references still would not have rendered claim 43 obvious.

87. With respect to claim 1, the Office Action asserts that “it would have been obvious to

utilize the limitations taught by RFC 1531 in the invention taught by VocalChat since this

allows for automatic reuse of an address that is no longer needed by the host to which it was

assigned and since examiner notes the use of dynamic IP address assignment in a TCP/IP

 yT

assigning IP addresses for all network computers.” I do not agree with the conclusion drawn in I

by the Office Action on the combinability of the references.

88. In the context of point-to-point communication, widespread use of dynamically assigncd

addresses is not the solution to a problem, it is the problem itself. Dynamically assigned

addresses were known, and the patent in re-examination specifically states in that regard, “Due to

the dynamic nature of temporary IP addresses of some devices accessing the Internet, point-to-

point communications in realtime of voice and video have been generally difficult to attain.”

Col. 1, lines 53-56.

89. The development history of the VocalChat products indicates that the developers of the

VocalChat products had problems addressing dynamic addressing issues. The Request cites a

Generic version of the VocalChat client which, according to Mr. Cohen, was used on local area

networks. See Cohen Declaration, paragraph 3. There apparently was a subsequent version of

VocalChat that was also released by Voca1Tec to the public in 1994, at least in beta. This

version, called VocalChat Gateway To Interent (or “VocalChat GTI”) was designed for use on

29

Page 1143 of 1500



Re-Examination of Patent No. 6,131,121

Control No.: 90/010,424

Filcd: February 24, 2009

Declaration of Ketan Mayer-Patel under 37 C.F.R. 1.132

the Internet, and I have been informed that Net2Phone believes that VocalChat GTI used static

local address files into which static callee addresses were manually input. I have also been

informed that Net2Phone believes that VocalChat GTI did not utilize a server at all.

90. Based on the above, I believe the use of manual inputting of static addresses and the

absence of a server suggests that the VocalTec designers—~—presumab1y software developers of at

least ordinary skill in the art—did not consider the alleged combination of their own VocalChat

references with RFC 1531, or it suggests that they did consider it but were unable to overcome

the non-trivial obstacles to doing so.

91. I have also been informed that Net2Phone believes that soon after the release of the

VocalChat GT1 version, VocalTec released another VocalChat version that used Internet Relay

Chat (IRC) to help VocalChat clients with dynamically assigned IP addresses find one another.

This change from Voca1ChatGTI to VocalChat IRC appears to be further objective evidence that

 l(:i1;nT

implementation was still deficient. If the designers of the VocalChat Generic implementation

did not see fit to combine dynamic addressing with the Generic implementation disclosed in the

VocalChat references, then I do not believe that one of ordinary skill in the art would not havc

done so either. Thus, claim 43 is not anticipated by or rendered obvious by the VocalChat

References.

92. Claim 44 recites “querying the address server as to whether the second process is

connected to the computer network.” The Office Action cites the Help file, pages 2 and 26, and

the Network Information file, page 10, as disclosing this element and states “clients query the

network server and the server stores addresses of logged in users.” However, the Office

Action has not identified how the cited portions of those references teach the claimed

“querying.” At best, the references teach that a local process reads a “USERS” file or a

Connections file. As can be seen from page 4 of the VocalChat Network Information

(reproduced below), when the VocalChat system uses the Generic mode, a USERS file is used.
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93. The USERS file configuration parameter includes a “UsersFile” entry that specifies the

“path name of users file (when Generic is set).” However, it is also stated that “The

VOCLCHAT.INI files are in the windows directory of each user.” Thus, this “UsersFile” entry

is a local configuration parameter such that the local VocalChat client reads and writes the

USERS file on its own -- without performing the claimed query.

94. Similarly, page 8 of the VocalChat Help file states “If your network type is not NetWare

or Windows for Workgroups, the Setup program creates a Connection List file which is used to

identify and access users.” The Connection List file and the USERS file apparently have the

same function. Thus, the identification and access enabled by the Connection List is performed

by the local VocalChat client reading and writing the file itself -- without performing the claimed

query. Accordingly, claim 44 is not rendered obvious by the applied combination of references.

95. Claim 44 further recites “following connection of the first process to the computer

network forwarding to the address server a network protocol address at which the first process is
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connected to the computer network.” As discussed above with respect to the “querying” step, in

the VocalChat Generic implementation, a local process reads a “USERS” file or a Connections

file in its entirety and writes it back in its entirety rather than “forwarding to the address server a

network protocol address at which the first process is connected to the computer network.” This

causes the VocalChat system to have to send an increasing amount of information as the number

of users increases. Sending the whole file such that the new file replaces the old file also creates

problems with consistency such that one user’s changes could overwrite the changes of another

user —— especially as networks got larger which would have increased the problem of inconsistent

files being written.

96. In addition, with respect to “following connection of the first process to the computer

network forwarding a network protocol address at which the first process is connected to the

computer network,” the Office Action has not shown how this dynamic address-based limitation

is taught by the VocalChat References. Thus, this limitation has not been shown to be taught by

the applied references.

97. Further, even if the Office Action had proposed a combination of the VocalChat

References and RFC 1531, the combination would still not render obvious claim 44. As was

discussed above with respect to claim 43, there is no motivation for combining VocalChat

References and RFC 1531. Thus, claim 44 is not rendered obvious by the VocalChat

References, either alone or in combination with RFC 1531.

Claims 1-7 and 31-42

98. Claim 1 recites “program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network.” As was discussed above with respect to

claim 44, the VocalChat References do not teach “querying.” In addition, the Office Action has

not shown how the VocalChat references teach such a server capable of receiving a query. Thus,

this limitation is not taught by the proposed combination.
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99. Claim 1 also recites “program code for transmitting to the server a network protocol

address received by the first processfollowing connection to the computer network.” As was

discussed above with respect to claim 43, it would not have been obvious to combine the

VocalChat References and RFC 1531. Thus, claim 1 is nonobvious in view of the applied

references.

100. Claim 2 recites “means, responsive to a queryfrom thefirstprocess, for determining the

on-line status of the second process and for transmitting a network protocol address of the

second process to the first process in response to a positive determination of the on-line status of

the second process.” As was discussed above with respect to claim 44, the Office Action has not

provided any evidence to support the allegation that such a query is taught by the VocalChat

References.

101. Claim 2 further recites “each network protocol address stored in the memo? ‘allowing
connection ofa respective process to the computer network.” As was discussed above with

respect to claim 43, the VocalChat References do not teach this dynamic address assignment.

Further, it would not have been obvious to combine the VocalChat References and RFC 1531 for

the reasons set forth above with respect to claim 43. Thus, claim 2 and its dependent claim 3 are

patentable over the combination of the VocalChat References and RFC 1531.

102. Claim 4 recites “A. receiving and storing into a computer memory a respective network

protocol address for selected of a plurality of processes that have an on-line status with respect to

the computer network, each ofthe network protocol addresses receivedfollowing connection of

the respective process to the computer network.” As was discussed above with respect to claim

43, the Office Action has not shown that one of ordinary skill in the art would have been

motivated to make the proposed combination of references.

103. Claim 4 also recites “B. receiving a query from the first process to determine the on-line

status of the second process.” As was discussed above with respect to claim 44, the Office

Action has not provided any evidence to support the allegation that such a query is taught by the
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VocalChat references. Thus, claim 4 and its dependent claim 5-7 are not rendered obvious by

the proposed combination of references.

104. Claim 32 recites “a. maintaining an Internet accessible list having a plurality of selected

entries, each entry comprising an identifier and a corresponding Internet protocol address of a

process currently connected to the Internet.” Exhibit 0 of the Request admits that “While

VocalChat does not explicitly describe a server with stored names and addresses is accessible

over ‘the Internet,’ it describes the use of TCP/IP, which is the protocol used on the Internet.”

Exhibit 0 then states that “VocalChat inherently describes that the list of users and network

addresses is accessible over the Internet”; however, this is not inherently true. There may be any

range of local area networks running TCP/IP communications that are not connected to the

Internet. Thus, just bccausc the Internet is a type of TCP/IP network does not mean that all

TCP/IP networks must be the Internet. »

very different than the issues that arise on the Internet. The VocalChat References describe that

“All users must use the same Post-Office, otherwise they won't be able to communicate or leave

messages to each other. This means that all users must have write permission for the Post-

Office directory.” This would mean opening up one’s network to outsiders across the Internet.

The Office Action has not cited any evidence that one of ordinary skill in the art would have

been motivated to do so in light of the inherent risks. Further, the VocalChat development

history discussed above is illuminating about how one of ordinary skill in the art would have

modified the VocalChat system. The VocalChat designers went from a Generic implementation

with a shared directory with a shared file that can be remotely updated, to locally processed files

that were manually updated in the VocalChat GTI Version. Thus, the trend on how to modify the

VocalChat system was the opposite of what is being proposed.

106. Claim 32 also recites “the Internet Protocol address added to the listfollowing

connection oftheprocess to the computer network.” As was discussed above with respect to

claim 43, the Office Action has not shown that one of ordinary skill in the art would have been
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motivated to make the proposed combination of references. Thus, claim 32 is patentable over

the applied combination of references.

107. Claim 33 recites “maintaining, in a computer memory, a network accessible compilation

of entries, selected of the entries comprising a network protocol address and a corresponding

identifier of a process connected to the computer network, the network protocol address of the

corresponding process assigned to the process upon connection to the computer network.” As

was discussed above with respect to claim 43, the Office Action has not shown that one of

ordinary skill in the art would have been motivated to make the proposed combination of

references in light of the problems associated with the use of dynamic addresses. Thus, claim 33

and its dependent claims 34-37 are patentable over the applied combination of references.

108. Claim 38 recites “program code configured to maintain, in the computer memory, a

network accessible compilation of entries, selected of the entries comprising a network protocol 
network protocol address ofthe correspondingprocess assigned to theprocess upon

connection to the computer network.” As was discussed above with respect to claim 43, the

Office Action has not shown that one of ordinary skill in the art would have been motivated to

make the proposed combination of references in light of the problems associated with the use of

dynamic addresses. Thus, claim 38 and its dependent claims 39-42 are patentable over the

applied combination of references.

109. Amended claim 11 recites “c.l querying the server as to the on-line status of the first

callee process; and c.2 receiving a network protocol address of the first callee process over the

computer network from the server.” As was discussed above with respect to claim 44, the

VocalChat References do not disclose such a querying step. Thus, amended claim 11 and its

dependent claims 12-20 are patentable over the applied combination of references.

110. Amended claim 22 recites “program code for querying the server as to the on-line status

of the first callee process; and program code for receiving a network protocol address of the first

callee process over the computer network from the server.” As was discussed above with respect
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to claim 44, the Voca1Chat References do not disclose such a querying step. Thus, amended

claim 22 and its dependent claims 23-30 are patentable over the applied combination of

references.

1 l l. I hereby declare that all statements made herein of my own knowledge are true and that

all statements made on information and belief are believed to be true; and further that these

statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any

patent issued thereon.

 
 Dated: November 27, 2009 

 
Ketan Mayer—Patel, Ph.D.
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D. Ott and K. Mayer-Patel, “An open architecture for transport-level protocol coordination

for distributed multimedia applications,” ACM Transactions on Multimedia Computing,

Communications, andApplications, vol. 3, no. 3 (22 pages).

D. Gotz and K. Mayer-Patel, “GAL: A middleware library for multidimensional adaptation,”

under review for ACM Transactions on Multimedia Computing, Communications, and

Applications (21 pages).

K. Mayer-Patel, B. Smith, and L.A. Rowe, “The Berkeley software MPEG-1 video decoder,”

to appear in ACM Transactions on Multimedia Computing, Communications, and

Applications, vol. 1, no. 1 (23 pages).

K. Mayer-Patel and S.—U. Kum, “Real-time multi depth stream compression,” ACM

Transactions on Multimedia Computing, Communications, andApplications, vol. 1, no. 2

(26 pages).

D. Gotz and K. Mayer-Patel, “A Framework for Scalable Delivery of Digitized Spaces,”

International Journal on Digital Libraries, vol. 5, no. 3 (14 pages).

J. Considine, K. Mayer-Patel, and J. Byers, “A case for testbed embedding services,”

Computer Communication Review, vol. 34, no. 1, January 2004, pp. 137-142.

Refereed Conferences and Workshops

K. Mayer-Patel, “Systems challenges of media collectives: Supporting media collectives with

adaptive MDC,” Proceedings oftlze 15”’ International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 625-630.

S. Krishnan and K. Mayer-Patel, “A utility-driven framework for loss and encoding aware

video adaptation,” Proceedings ofthe 15”’ International ACM Conference on Multimedia,
Augsberg, Germany, 2007, pp. 1026-1035.

D. Gotz and K. Mayer-Patel, “A general framework for multidimensional adaptation,”

Proceedings oftlze 1 2'1’ International ACM Conference on Multimedia, New York, 2004,
pp 612-619.

D. Ott and K. Mayer—Pate1, “Coordinated multi-streaming for 3D tele-immersion,”

Proceedings ofthe 12”" International ACM Conference on Multimedia, New York, NY,
2004, pp. 596-603.

D. Ott and K. Mayer-Patel, “Aggregate congestion control for distributed multimedia

applications,” Proceedings ofIEEE Infocom ‘04, Hong Kong, 7-11 March 2004, vol. 1,

pp. 13-23.
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K. Mayer-Patel and W. Miaw, “Evaluating the effectiveness of automatic PVR

management,” Proceedings of the SPIE Conference on Storage and Retrieval Methods

andApplicationsfor Multimedia, San Jose, CA, January 2004, vol. 5307, pp. 360-365.

S.—U. Kum, K. Mayer-Patcl and H. Fuchs, “Real-time compression for dynamic 3D

environments,” Proceedings of the 11”’ International ACM Conference on Multimedia,
Berkeley, CA, 2003, pp. 185-194.

N. Kelshikar, X. Zabulis, J. Mulligan, K. Daniilidis, V. Sawant, S. Sinha, T. Sparks, S.

Larsen, H. Towles, K. Mayer-Patel, H. Fuchs, J. Urbanic, K. Benninger, R. Reddy and G.

Huntoon, “Real—time terascale implementation of tcle—immersion,” Proceedings of the

International Conference on Computation Science, Melbourne, Australia, 2003, Springer-

Verlag Lecture Notes in Computer Science vol. 2660, pp. 33-42.

K. Mayer—Patel, L. Le and G. Carle, “An MPEG performance model and its application to

adaptive forward error correction,” Proceedings of the 10”’ International ACM
Conference on Multimedia, Juan-les-Prins, France, 2002, pp. 1-10.

D. Gotz and K. Mayer—Patel, “IRW: an incremental representation for image—based

walkthroughs,” Proceedings of the 1 0”’ International ACM Conference on Multimedia,
Juan—les—Prins, France, 2002, pp. 67-76.

D. Ott and K. Mayer—Patel, “A mechanism for TCP-friendly transport-level protocol

coordination,” Proceedings ofthe USENIX Technical Conference, Monterrey, CA, 2002

(14 pages).

A. Wilson, K. Mayer-Patel and D. Manocha, “Spatially-encoded far-field representations for

interactive walkthroughs,” Proceedings of the 9"’ International ACM Conference on
Multimedia, Ottawa, Canada, 2001, pp. 348-357.

D. Ott and K. Mayer—Patel, “Transport-level protocol coordination in cluster-to-cluster

applications,” Proceedings of the 8"’ International Workshop on Interactive Distributed
Multimedia Systems (Lecture Notes in Computer Science), vol. 2158, Springer, 2001, pp.
l0-22.

D. Yu, D. Wu, K. Mayer-Patcl and L.A. Rowe, “dc: a live webcast control system,”

Proceedings of the SPIE Conference on Multimedia Computing and Networking, vol.

4312, San Jose, CA, 2001, pp. 111-122.

K. Mayer—Patel, “Incorporating application-level knowledge into the MPEG-2 coding

model,” Proceedings ofthe Workshop on Network and Operating System Supportfor

Digital Audio and Video (NOSSDA IO, Chapel Hill, CA, 2000, (6 pages).

K. Mayer-Patcl and L.A. Rowe, “Exploiting spatial parallelism for software—only video

effects processing,” Proceedings of the SPIE Conference on Multimedia Computing and

Networking, vol. 3654, San Jose, CA, 1999, pp. 252-263.
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K. Mayer-Patel and L.A. Rowe, “A multicast control scheme for parallel software-only video

effects processing,” Proceedings of the 7"’ International ACM Conference on
Multimedia, Orlando, FL, 1999, pp. 409-418.

K. Mayer-Patel and L.A. Rowe, “Exploiting temporal parallelism for software-only video

effects processing,” Proceedings of the 6"‘ International ACM Conference on
Multimedia, Bristol, England, 1998, pp. 161-169.

T.H. Wong, K. Mayer-Patel and L.A. Rowe, “A software-only video production switcher for

the Internet MBonc,” Proceedings of the SPIE conference on Multimedia Computing and

Networking, vol. 3310, San Jose, CA, 1998, pp. 28-41.

K. Mayer-Patel and L.A. Rowe, “Design and performance of the Berkeley Continuous Media

Toolkit,” Proceedings of the SPIE conference on Multimedia Computing and

Networking, vol. 3020, San Jose, CA, 1997, pp. 194-206.

K. Mayer-Patel, D. Simpson, D. Wu, and L.A. Rowe, “Synchronized continuous media

playback through the World Wide Web,” Proceedings of the 4"’ International ACM
Conference on Multimedia, Boston, MA, 1997, pp. 435-436.

L.A. Rowe, K. Patel, and B. Smith, “MPEG video in software: representation, transmission,

and playback,” Proceedings ofthe SPIE conference on High—Speed Networking and

Multimedia Computing, vol. 2188, San Jose, CA, 1994, pp. 134-144.

K. Patel, B. Smith, and L.A. Rowe, “Performance of a software MPEG video decoder,”

Proceedings ofthe 1“ International ACM Conference on Multimedia, Los Angeles, CA,
1993, pp. 75-82.

Software Artifacts

mpeg_play

The first publicly available MPEG-1 video decoder originally released in 1993. Over

1,000,000 copies of this program have been downloaded. It has been used as a code base for

innumerable research and open source systems. Mayer-Patel was the architect of the original

code that was later refactored and maintained by a number of other individuals.

The Berkeley Continuous Media Toolkit

The Berkeley CMT provided a framework within which to develop experimental multimedia

tools and applications. Although primarily used by researchers at UC Berkeley, it was

employed by a number of different research groups world—wide. Development of CMT ended

in approximately 1998.

MPEG2Event

This recently released C# library allows researchers to rapidly develop MPEG-2 analysis

tools that are interested in the details of bit—leve1 coding elements. Although currently in use

Page 1155 of 1500



by only a small number of researchers, it is freely available at

http://www.cs.une.edu/~kmp/mpeg2event. Further development of the library is on-going.

Teaching

COMP 416: Introduction to Web Programming

My goal with this course is to pique student interest for more detailed upper-division courses

in operating systems, networking, databases, security, etc. while satisfying their practical

interest in developing web programming skills.

COMP 426: Advanced Web Programming

A follow—on course to COMP 416, this course expands on client-server programming

concepts and concentrates more attention to the design and use of databases and XML-

related technologies.

COMP 249: Multimedia Computing and Networking

This course is an advanced graduate-level course that covers the fundamental concepts in

multimedia computing and networking. Students are expected to complete an extensive final

project, some of which have led to publications in refereed conferences and workshops.

COMP 249-080: Topics in Multimedia Systems

This seminar course provides students with an opportunity to read and present the most

research literature in multimedia systems.

Research Areas

Coordinated Multistreaming

In this project, we are developing mechanisms to address the needs of distributed multimedia

applications that employ many (i.e., 10’s or 100’s) of different media flows with complex

inter-stream semantics and adaptation requirements. This project addresses fundamental

problems in protocol coordination and aggregate congestion control.

Multidimensional Adaptation

We are developing a framework for compactly expressing and evaluating adaptation policies

that must negotiate tradeoffs in real—time within very large multiresolutional datasets with

high dimensionality.

StrandCast

StrandCast is an application-layer multicast protocol intended for latency—insensitive

multimedia applications such as receiver—driven layered multicast and pyramid broadcasting.

The design and implementation of StrandCast exploits the lax latency requirements of these

applications to optimize for link stress, rapid joins and leaves, and robustness in the face of
node failure.
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Encoding and Transmission of 3D Scenes from Multiple Cameras

The project explores ways to efficiently transmit video data from a set of cameras viewing

the same scene. This problem is at the heart of most tele-immersion applications. Our

hypothesis is that it is possible to exploit depth information (even if imperfect) derived from

stereo correlation between cameras to more efficiently encode the original color information.

Recoverable Video Adaptation

Existing video adaptation techniques generally lead to irreversibly loss of video quality. In

this project, we are exploring adaptation techniques that can be used to recover high (or at

least higher) quality video from a set of independently constructed lower quality

representations.

Funding

CAREER: Enabling Futuristic Distributed Applications with Integrative Multistream

Networking

Pl’s: K. Mayer-Patel

Agency: National Science Foundation (ANI—023 8260)

Amount: $404,387
Duration: 8/15/2003 — 8/14/2008

ITR: Protocol Coordination for Multi-Stream Applications

Pl’s: K. Mayer-Patel

Agency: National Science Foundation (ANI—02l9780)

Amount: $368, 047
Duration: 10/1/2002 —— 9/30/2005

RI: Tera-Pixels - Using High—Resolution Pervasive Displays to Transform

Collaboration and Teaching

PI’s: K. Jeffay, A. Lastra, F.D. Smith, K. Mayer-Patel and L. McMillan

Agency: National Science Foundation (ElA—0303590)

Amount: $590,986
Duration: 8/15/2003 ~ 8/14/2008

3D Telepresence for Medical Consultation: Extending Medical Expertise Throughout,

Between, and Beyond Hospitals

Pl’s: H. Fuchs, B. Cairns, K. Mayer-Patel, D. Sonnenwald, G. Welch

Agency: National Library of Medicine

Amount: $2,549,980
Duration: 09/30/2003-09/29/2006

Video-Based Representation and Rendering of Large Real and Synthetic Environments

PI’s: D. Manocha and K. Mayer-Patel

Agency: Office of Naval Research

Amount: $112,384
Duration: 01/01/2001-12/31/2003
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Video Quality Metric Oracle

PI’s: K. Mayer-Patel

Agency: North Carolina Networking Initiative Fellowship Program

Amount: $20,000
Duration: 08/15/2001 — 5/15/2002

SCOUT: An On-Line Network Path Measurement and Characterization Tool

PI’s: K. Mayer-Patel

Agency: North Carolina Networking Initiative Fellowship Program

Amount: $20,000
Duration: 08/15/2000 — 5/15/2001

Professional Activities

Editorships

° Associate Editor, ACM Transactions on Multimedia Communications, Computing,

and Applications (TOMCCAP)

° Associate Editor, IEEE Multimedia Magazine

Executive Committees

° Co—Chair, International Workshop on Network and Operating System Support for

Digital Audio and Video (NOSSDAV)

Organizing Committees

° Program Chair, ACM Multimedia Systems 2010

° General Co-Chair, Multimedia Networking and Computing 2009

Program Co—Chair, Multimedia Modeling (MMM) 2009

General Co—Chair, NOSSDAV 2005

Program Co—Chair, ACM Multimedia, 2006

Open Source Software Competition Chair, ACM Multimedia (2004, 2005)

Tutorial Program Chair, ACM Multimedia (2003)

Doctoral Symposium Chair, ACM Multimedia (2000, 2001)

Program Committees
° ACM Multimedia

0 NOSSDAV

Multimedia Computing and Networking (MMCN)

Multimedia Interactive Protocols and Systems Workshop

° IFIP Networking Conference

° Multimedia Information Systems Conference
' lntemational World Wide Web Conference

° SPIE Conference on Multimedia Computing and Networking

' IEEE International Conference on Distributed Computing Systems

° Intcractivc Distributed Multimedia Systems Workshop

° Global Internet Symposium
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Other Professional Service

° Guest Editor, Special Issue of Multimedia Systems Journal featuring expanded papers

from the SPIE Conference on Multimedia Computing and Networking, 2003.

' In 2004, participated in a by invitation-only meeting of leaders within ACM

SIGMultimedia. A report of the meeting outlining important directions for

multimedia research will appear in Transactions on Multimedia Computing,

Communications, and Applications.

° Invited to an international meeting of leading multimedia researchers being organized

for Spring 2005 in Dagstuhl, Germany to discuss the future of multimedia research.

Past Ph.D. Students

° David Gotz, Supporting adaptive scalable access to multiresolutional

multidimensional data, May 2005.

° David Ott, Coordination mechanismsfor distributed multistream applications,
November 2005.

° Sang-Uok Kum, Encoding and transmission of3D depth streams, November 2008.

University Service

University Committees

0 Tar Heel Bus Tour Advisory Committee (Fall 2001).

Department Service

° Chair of Undergraduate Curriculum Committee (Fall 2009 — present).

' Chair of Graduate Admissions Committee (Spring 2005 — Fall 2009).

° Member of Graduate Admissions Committee (Spring 2001 — Spring 2005).

Other Service

° Project UPLIFT participant (recruitment of minority high school students)

° Co-coach of the UNC ACM Programming Competition team (Fall 2000 — present).
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EXHIBIT 2 TO MAYER-PATEL DECLARATION
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You are offering your IP address to the entire world at this very moment.

Make sure you are not offering access to your private data at the same time.

YOUR IP ADDRESS IS PUBLIC

Accessing the Internet is a security risk. _
WEB BUILDING

Download XML Editor
FREE Flash Website

I FREE Web Templates

When you are connected to the Internet, an IP address is used to identify your computer. If you
don't protect yourself, this IP address can be used to access your computer from the outside world.

A fixed IP address is a larger security risk.

If you're using a modern with a dial-up connection, you will get a new IP address every time you
connect to Internet. website Monetization

FLIGHT T‘I(£KET;5
‘ Find the cheapat flight

to any destination now!

‘ EDUCATION
US Web Design Schools

HTML Certification
JavaScript Certification

XML Certification
PHP Certification

With an ADSL or cable connection users sometimes keep the same IP address for several months,
this represents an increased security risk.

If you have a fixed IP address, you give Internet hackers all the time they need to search for
entrances on your computer, and to store and share (with other hackers) information they find on
YOLJI’ computer.

Your Network Shares

Personal computers are often connected to a shared network. Personal computers in large
companies are connected to large corporate networks. Personal computers in small companies are
Connected to a small local network, and Computers in private homes often share a network between ' ' ation
family members. ‘

_ _ ICS
Most often networks are used to share resources like printers, files and disk storage. tistics

Browser OSwhen you are connected to the Internet, your shared resources can be accessed by the
rest of the world. Browser Display

A Common Windows Security Problem
Unfortunately, many Microsoft Windows users are unaware of a common security leak in their
network settings.

This is a common setup for network computers in Microsoft Windows:

I Client for Microsoft Networks
a File and Printer Sharing for Microsoft Networks
- NetBEUI Protocol
- Internet Protocol TCP/IP

If your setup allows NetBIOS over TCP/IP, you have a security problem:
- Your files can be shared all over the Internet
- Your iogon-name, computer-name, and workgroup-name are visible to others

If your setup allows File and Printer Sharing over TCP/IP, you also have a problem:
- Your files can be shared allover the Internet

Computers that are not connected to any network can also have unsecure network settings,
because the settings were changed when Internet was installed.

Solving the Problem
For Windows 2000 users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Right-click on Local Area Network
Select: Properties
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Select: Internet Protocol TCP/IP
Click on Properties
Click on Advanced
Select the WINS tab
Select Disable NetBIOS over TCP/IP
Click OK

Ifyou get the message: "Thls connection has an empty.... ..", Ignore the message and click on YES
to continue, and click OK to close the other setup windows.

You should restart your computer after the changes.

For Windows 95, 98, or ME users:

You can solve your security problem by disabling NetBIOS over TCP/IP:

Open Windows Explorer
Right—click on My Network Places
Select: Properties
Select: Internet Protocol TCP/IP
Click on Properties
Select the NetBIOS tab
Uncheck: Enable NetBIOS over TCP/IP
Click OK

You must also disable the TCP/IP Bindings to Client for Microsoft Networks and File and Printer
Sharing:

Open windows Explorer
Right-click on My Network Places
Select: Properties
Select: Internet Protocol TCP/IP
Click on Properties
Select the Bindings tab
Uncheck: Client for Microsoft Networks
Uncheck: File and Printer Sharing
Click OK

Illooiooo
If you get a message with something like: "You must select a driver ....... ..", Ignore the message
and click on YES to continue, and click OK to close the other setup windows.

If you still want to share your Files and Printer over the network, you must use the NetBEUI
protocol instead of the TCP/IP protocol. Make sure you have enabled It for your local network:

Open Windows Explorer
Right-click on My Network Places
Select: Properties
Select: NetBEUI
Click on Properties
Select the Bindings tab
Check: Client for Microsoft Networks
Check: File and Printer Sharing
Click OK

You should restart your computer after the changes.

Protect Your Server

iisPROTECT provides a complete range of password protection, authentication and user
management solutions:

l|sPROTECTasp: Protect areas of your web site and require username and password. Grant/cleny any
USEFS/9i'0upS on a per resource basis. Extensive Web Interface for user/group admin, use any DB
backend, store custom data, set user start/end dates, email users, audit logins.

iisPROTECT: Protect all web site flies Including images, databases,htmI,ASP etc. Protect entire
directories, users/ groups independent from Windows accounts, complete web administration, does
not require cookies or any programming. Complete turn key solution.

llsPROTECTquota: All of the features of iisPROTECT plus: prevent concurrent logins and password
cracking attempts, set quotas on hits, loglns, kb per user.

Reagi more gpogt I‘.-sP3()TE_(;[

<< Previous Next Chapter»

Product Spotlight
Web 2.0 [ode Qeneratign is Here!
Generate data entry and reporting .NET Web apps in minutes. Quickly create visually stunning,
feature—rich apps that are easy to customize and ready to deploy. Downlgad Ngw!

1,050,724 Sites built with Wix. Make your own!
g_lEk_b_eg to design a Stunning Flash website for Free

wix is a revolutionary web design tool that provides anyone with the possibility to create
professional and beautiful websites for free.
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with e-commerce features, search engine visibility and many more professional tools, Wix is the
ultimate solution for creating a spectacular site while saving tons of money.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

MLED United States Patent and Tmgegaétsmgg

D 3 Alexandria. Vmg:3'-1458

CENTRAL REEXAMINATION UNIT

Michael R Casey :

DAVIDSON BERQUIST JACKSON 2 (For Patent Owner)
& GOWDEY LLP -

4300 WILSON BLVD., 7TH FLOOR

ARLINGTON VA 22203

BLAKELY SOKOLOFF TAYLOR : (For Third Party Requester)
& ZAFMAN LLP -

1279 OAKMEAD PARKWAY

SUNNYVALE, CA 94085-4040

In re: Hutton et alia DECISION

Ex Parte Reexamination Proceeding : DISMISSING

Control No. 90/010,416 : PETITION FOR EXTENSION

Deposited: 17 February 20_,09 : OF TIME

For: US Patent No. 6,108,704 : 37 CFR§ 1.550(c) & 1.181

This is a decision on the 23 November 2009, “Supplemental Request for Extension of Time in a Re-

Examination” filed under 37 CFR § 1.550(c) requesting that the time for responding to the non-final

Office action dated 27 August 2009, be further extended by one (1) week. The petition was filed

with the required certificate of service and petition fee. The petition was timely filed.

The petition is before the Director of the Central Reexamination Unit for consideration.

The petition is dismissed for the reasons set forth below.

DISCUSSION

The Patent Owner requests the period of time be further extended in which to file a

response to non-final Office action dated 27 August 2009 which set a two (2) month period for

response thereto. A first petition for extension of time was granted extending the response period by

one month in the decision dated 26 October 2009. The subsequent petition was timely filed with the

required certificate of service and petition fee pursuant to 37 CFR §§ 1.550(c) and 1.17(g). Second

requests for extension of time will only be granted in exception circumstances.

The petition for extension oftime dated 23 November 2009 is dismissed.
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Reexamination Control No. 90/0!0,416

37 CFR § 1.550 (c) states:

(c) The time for taking any action by a patent owner in an ex parte reexamination

proceeding will be extended only for sufficient cause and for a reasonable time

specified. Any request for such extension must be filed on or before the day on

which action by the patent owner is due, but in no case will the mere filing of a

request effect any extension. Any request for such extension must be accompanied by

the petition fee set forth in § 1.17(g). See § 1.304(a) for extensions oftime for filing a

notice of appeal to the U.S. Court of Appeals for the Federal Circuit or for

commencing a civil action. (emphasis added)

MPEP § 2265 Extension of Time (in-part)

Ex parte prosecution will be conducted by initially setting either a 1-month or a 2-

month shortened period for response, see MPEP § 2263. The patent owner also will

be given a 2-month period after the order for reexamination to file a statement >(by

statute (35 U.S.C. § 304 ), this period cannot be less than 2-months, even in a

proceeding where the patent is being litigated). See 37 CFR § 1.530(b). First requests

for extensions of these statutory time periods will be granted for sufficient cause, and

for a reasonable time specified -—— usually 1 month. The reasons stated in the request
will be evaluated by the CRU or TC Director, and the requests will be favorably

considered where there is a factual accounting of reasonably diligent behavior by all

those responsible for preparing a response within the statutory time period. Second or

subsequent requests for extensions of time or requests for more than 1 month will be

granted only in extraordinary situations.

ANALYSIS AND FINDINGS

The patent owner’s representative petitions to extend the period for response by adding thirty (30)

days to the period for response. The decision to extend the periodvfor response is

evaluated based upon a showing of “sufficient cause.” There is always the consideration to

balance the need for the patent owner to have a fair opportunity to respond to the Office

action between the need for special dispatch.

The patent owner timely submitted a first petition for extension which was granted on 26 October

2009. This first extension of time granted one additional month for which the patent owner to

respond to the outstanding Office action. Second or subsequent requests for extensions of time or

requests for more than 1 month will be granted only in extraordinary situations. The factual

accounting presented by the petitioner does not meet the level of extraordinary circumstances.

The petition request to extend the response time is hereby dismissed.

CONCLUSION

1. The patent owner’s petition for extension of time is hereby dismissed.

2. The time to respond continues to run.
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Reexamination Control No. 90/010,416

3. Response is due on 27 November 2009.

4. Response and/or submissions to the Office should be addressed as follows:

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit

Commissioner for Patents

United States Patent & Trademark Office

P. O. Box 1450

Alexandria, VA 22313-1450

By Fax to: (571) 273-9900
Central Reexamination Unit

By Hand: 'Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

By EFS: Registered users of EFS-Web may alternatively submit such correspondence

via the electronic filing system EFS-Web, at

https://sportal.uspto.gov/authenticate/authenticateuserlocalepfihtml. EFS-Web

offers the benefit of quick submission to the particular area of the Office that

needs to act on the correspondence. Also, EFS-Web submissions are “soft

scanned" (i.e., electronically uploaded) directly into the official file for the

reexamination proceeding, which offers parties the opportunity to review the

content of their submissions after the “soft scanning" process is complete.

5. Telephone inquiries with regard to this decision should be directed to Mark Reinhart,

at (571)272-1611, in the event that Mark Reinhart is unavailable Eric Keasel at (571)

272-4929, or Jessica Harrison at (571) 272-4449; all are Supervisory Patent

Examiners in the Central Reexamination Unit, Art Unit 3992 may also be contacted..

/Mark Reinhartl

Mark Reinhart,

Supervisory Patent Examiner,

AU 3992,
Central Reexamination Unit

571-272-1611
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Abstract

An apparatus for establishing a point-to-point communication link, the

apparatus operating in a computer system operatively coupled to another

5 computer system and a server over a computer network, the apparatus comprising

means for transmitting an E-mail signal containing a network protocol address

from a first process to a second process over the computer network, means for

receiving a second network protocol address from the second process over the

computer network, and means, responsive to the second network protocol

' 10 address, for establishing a point-to-point communication link between the first

process and the second process over the computer network.
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1A

POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, in general, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINEW, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, including

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WlNClM and VOICE E—MAlL FOR

AMERICA ONLINET“, available from Bonzi Software, as described in ‘

"Simple Utilities Send Voice E-Mail On|ine", MULTIMEDIA WORLD, VOL.

2, NO. 9, August 1995, p. 52. Using such Voice E-Mail software. a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally. devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point—to-Point Protocol (SLIP/PPP) account with a permanent IP address

for receiving E-mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally
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-.being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a general IP address and each user

may be allocated a successive IP address of XXX.XXX.XXX.10,

XXX.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled "lnternetvvorking Vwth TCP/IP”,

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92/19054 discloses a network
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

5 not suitable for use with a multitude of nodes over a wide area network.

None of the above—described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

10 accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided an apparatus for

establishing a point-to-point communication link, said apparatus operating in a

computer system operatively coupled to another computer system and a server

15 over a computer network, said apparatus comprising:

a. means for transmitting an E-mail signal containing a network protocol

address from a first process to a second process over the computer network;

b. means for receiving a second network protocol address from the

second process over the computer network; and

20 c. means, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

The present invention also provides a method of establishing a point-to-

polnt communication between a first process and a second process, said method

25 for use in a first computer process operatively coupled over a computer network to

a second process and a mail server process, said method comprising:

a. transmitting an E-mail signal to the mail server process over the

computer network, the E-mail signal containing a first network protocol address

assigned to the first process upon connection to the computer network;
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b. receiving a second network protocol address from the second

process over the computer network, the second network protocol address

assigned to the second process upon connection to the computer network; and

c. establishing a point-to-point communication link between the first

process and the second process over the computer network, in response to

receiving the second network protocol address.

The present invention also provides an apparatus for establishing a point-

to-point communication link, said apparatus operating in a computer system

operatively connectable to other processes and a server process over a computer

network, said apparatus comprising:

a. program logic configured to transmit an E-mail signal containing a

network protocol address from a first process to a second process over the

computer network;

b. program logic configured to receive a second network protocol

address from the second process over the computer network; and

c. program logic, responsive to the second network protocol address,

and configured to establish a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides a computer program product for use

with a computer system, the computer system capable of executing a first process

and operatively connectable to a second process and a server over a computer

network, the computer program product comprising a computer useable medium

having program code embodied in the medium, the program code further

comprising:

program code for transmitting an E-mail signal comprising a network

protocol address of the first process to the second processor over the computer

network;

program code for receiving a second network protocol address from the

second process over the computer network; and

program code, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the
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second process over the computer network.

The present invention also provides a method of establishing a point-to-

point communication between a first process and second process, said method for.

use in a first computer process operatively coupled over a computer network to a

5 second process and an E-mail sewer, said method comprising the steps of:

A. transmitting to the second process over the computer network an

E-mail signal comprising a network protocol address of the first process;

B. receiving from the second process over the computer network a

second network protocol address; and

10 C. in response to the second network protocol address. establishing a

" point-to—ppint communication link between the first process and the second

process over the computer network.

Preferred embodiments of the present invention are hereinafter described,

M : 15 by way of example only, with reference to the following drawings, wherein:

FIG 1 illustrates, in block diagram format, a system for the disclosed point-

to-point lntemet protocol:

FIG 2 illustrates, in block diagram fonnat, the system using a secondary

':::_1 point-to-point Internet protocol;
20 FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio
communications being conducted;
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FIG. 5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-to-point

Internet protocols;

FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point lntemet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. 1_’,"the

present disclosure ‘describes a point-to—point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other comp.uter

networks such as an Intranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received.

The second processing unit 22 may have a processor, memory, and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment. each of the processing units 12,

22. may execute the WEBPHONETM Internet telephony application

available from NetSpeak Corporation. Boca Raton, FL, which is capable

of performing the disclosed point-to—point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art. such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26, and
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may also be operatively connected to a mail server 28 associated with

the Internet 24.

The connection server 26 includes a processor 30, a timer 32 for

generating time stamps, and a memory such as a database 34 for

storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment, the connection server 26

may be a SPARC 5 server or a SPARC 20 server, available from SUN

MICROSYSTEMS, |NC., Mountain View, CA, having a central processing

unit (CPU) as processor 30, an operating system (OS) such as UNIX, for

providing timing operations such as maintaining the timer 32. a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display and/or other input

and output devices (not shown in FIG. 1). The database 34 may be an

SQL database available from ORACLE or INFORMIX.

In an exemplary embodiment. the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory, and stored programs operating in a UNIX environment, or,

alternatively, another OS, to process E-mail capabilities between

processing units and devices over the Internet 24.

The first processing unit 12 may operate the disclosed point-to-

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

/or interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM and/or a hard or fixed

drive having about 8 MB. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM), etc. It is understood that one skilled in the

' 'Page'”12o8 of15OO “ ' ' ' “-
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art would be able to use programming languages other than C++ to

implement the disclosed point-to-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18, which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions. or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes, compact disks. or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example, at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. In alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen, and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or, for example, an 8'

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS- 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWS” 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GU|s, such as 08/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data
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and commands, speech or voice recognition devices, dual tone multi-

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the first processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modem and E-mail capabilities and Internet access, with

the PDA providing the input/output screens for mouse interactions or for

touchscreen activation as shown, for example, in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point-to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as “processor" and “processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing units presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover, the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below.

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments, as well as custom VLSI

circuitry in combination with a general purpose DSP circuit, may also be

provided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.
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The processing units 12, 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24, for

example, via dialup SLIP/PPP lines. In an exemplary embodiment, each

processing unit assigns an unsigned long session number, for example, a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLIP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for multiplexing and

demultiplexing of inbound and outbound conversations on conference

lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent. and transmit a <Call>

command to establish communication with the callee utilizing, for

example, datagram services such as Internet Standard network layering

as well as transport layering, which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP.

Typically, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use, the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to-

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. In the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12, 22 logs on to the

Internet via a dial-up connection, the respective unit is provided a
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dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the point-to-point Internet protocol

when the first user is logged on to the Internet 24. the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection sewer 26. TheUI

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12 is thus established in the database

34 as an active on-line party available for communication using the

l() disclosed point-to-point Internet protocol. Similarly. a second user

operating the second processing unit 22, upon connection to the Internet

24 through the a connection service provider. is processed by the

°°°° " connection server 26 to be established in the database 34 as an active

on-line party.

55!; The connection server 26 may use the time stamps to update the

status of each processing unit‘. for example. after 2 hours. so that the on-

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours.

may be configured by a systems operator.
The first user with the first processing unit 12 initiates a call using.

_ _ for example, a Send command and/or a command to speeddial an N”

stored number, which may be labeled [SND] and [SPD] [N], respectively,

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands, the

“< first processing unit 12 retrieves from memory 16 a stored E—mail address

of the callee corresponding to the N"‘ stored number. Alternatively, the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query. including the E-

mail address of the callee. to the connection server 26. The connection

Page'1212 of"15'OO
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server 26 then searches the database 34 to determine whether the callee

is logged~in by finding any stored information corresponding to the

ca|lee's E-mail address indicating that the callee is active and on-line. If

the callee is active and on-line, the connection server 26 then performs

the primary point-to-point lntemet protocol; i.e. the IP address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit 12 may then directly establish the point-

to—point Internet communications with the callee using the IP address of

the callee. _

If the callee is not on-line when the connection server 26

determines the ca|lee’s status, the connection server 26 sends an OFF-

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as “Called Party

Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the

connection server 26 updates the status of the user in the database 34;

for example, by removing the user's information, or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message. such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly,

an off-line user is effectively disabled from making andlor receiving point-

to—point Internet communications.

As shown’ in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to-

point Internet protocol described above, for example, if the connection

server 26 is non-responsive, inoperative. and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-to-point Internet protocol may

Page 12_'13'6f1500'
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be used independent of the primary point-to-point Internet protocol. In

the disclosed secondary point-to-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the Internet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emailAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

I As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to

perform the primary point-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is sent, the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds . For example, the processor 14 may output a

*.wav file, which may be labeled RlNG.WAV, which is processed by the

output device 20 to output an audible ringing sound.

The mail server 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliver the E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regular

intervals to wait for and to detect incoming E-mail from the mail server 28
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through the Internet 24.

Typically. for sending E-mail to users having associated

processing units operatively connected to a host computer or server

operating an Internet gateway, E-mail for a specific user may be sent

over the Internet 24 and directed to the pennanent IP address or the

SLIP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E-mail. The E-mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is, the host

computer may track and store the specific device where a specific user is

assigned or logged on, independent of the IP address system, and so the

host computerimay switch the E-mail signalto the device of the specific
user. At that time, a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E-mail signal from

the first processing unit 12. the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore, the delivery of the

E-mail through the Internet 24 provides the second processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the

processing unit 22 processing the E-mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the Internet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <CaII> signal

expected from the first processing unit 12.

Realtime point-to-point communication of audio signals over the

Internet 24, as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12, 22. For the duration of the

realtime point-to-point link, the relative permanence of the current IP

addresses of the processing units 12, 22 is sufficient, whether the current

IP addresses were permanent (i.e. predetermined or preassigned) or

temporary (i.e. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

processing unit 12 is not required to be notified by the first processing unit

12 that an E-mail is being generated and sent to establish the point-to-

point link with the second user at the second processing unit 22.

Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

IP address is associated with the second processing unit 22. The

processing units 12,22 may perform the disclosed point-to-point Internet

protocol automatically upon initiation of the point-to-point communication

command by the first user without displaying the E-mail interactions to

either user. Accordingly. the disclosed point-to-point Internet protocol

may be transparent to the users. Alternatively. either of the first and

second users may receive, for example, a brief message of

“CONNECTION IN PROGRESS" or the like on a display of the respective

output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-
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point Internet protocols described above in conjunction with FIGS. 1-2,

the point-to-point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. It the session

numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Ca|l> signal directly over the Internet 24 to

the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

<ConnectOK> signal.

Upon receiving the <CaIl> signal, the second processing unit 22

may then begin a ring gsequence. for example. by indicating or

annunciating to the second user that an incoming call is being received.

For example, the word "CALL" may be displayed on the output device of

the second processing unit 22. The second user may then activate the

second processing unit 22 to receive the incoming call.

Referring to FIG. 4. after the second processing unit 22 receives

the incoming call, realtime audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

signals. Each of the processing units 12, 22 also display to each

respective user the words “IN USE" to indicate that the point—to-point

communication link is established and audio or video signals are being

transmitted.

In addition, either user may terminate the point-to-point
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communication link by, for example, activating a termination command.

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets.

5 as well as to perform other cleanup commands and functions known in

the art.

FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12. 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

10 system 10. Such display screens may be displayed on a display of a

personal computer (PC) or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP
address or telephone number; a current function such as C2; a current

“ 15 time; a current operating status such as “IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a
current conference line. The operating status may include such

-22*’: annunciators as “IN USE," "IDLE." “BUSY,” “NO ANSWER." “OFFLlNE,"

‘:32’ “CALL,” “DlALlNG," "MESSAGES," and “SPEEDDlAL."

20 Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example. the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0-9 and commands such as END. SND, HLD, etc.

For example, the END and SND commands may be initiated as described

25 above, and the HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to substantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1-F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perform as

combinations of function keys, such as CTRL-F 1, CTRL-F2, and CTRL-

F3, respectively. In addition, the icons labeled L1-L4 and C1~C3 may

include circular regions which may simulate light emitting diodes (LEDs)

which indicate that the function or element represented by the respective

icon is active or being performed.

Icons L1-L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1-L4 and C1-C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightly shaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active.

as additionally indicated in the status are 38. while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example. using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be activated to indicate a party's

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated. _Thus, the user may

switch between multiple calls in progress on, respective lines.

Using the icons as well as an input device such as a mouse, a

user may enter the name or alias or IP address, if known. of a party to be

called by either manually entering the name, by using the speeddial

feature, or by double clicking on an entry in a directory stored in the

‘ Page'i219_E>r 1500
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memory. such as the memory 16 of the first processing unit 12, where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line. the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to any one of conference line

icons C1-C3 adds the called party to the selected conference call.

Other features may be supported. such as icons 48-52, where icon

48 corresponds to, for example. an ALT-X command to exit the

communication facility of a processing unit. and icon 50 corresponds to,

for example. an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command, which may. for example, correspond

to pressing the 0 key on a keyboard, to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An "opened" configuration is shown in FIG. 5, and a "closed"

configuration is shown in FIG. 6. In the “opened” configuration, additional

features such as output volume (VOL) controls, input microphone (MIC)

controls, wavefonn (WAV) sound controls, etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12, 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12, 22 to have the features of the display

screens in FIGS. 5-6 in hardware; i.e. a wired telephone or wireless
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cellular telephone may include various keys, LEDs, liquid crystal displays

(LCDs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-to-point Internet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to-

point Internet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point Internet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

"CaIIee Off—Line" message. Next. first processing unit 12 performs the

primary point-to-point Internet protocol in step 60, which may include

receiving, at the ‘first processing unit 12, the IP address of the callee if the

callee is active and on-line. Alternatively, processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8. in conjunction with FIGS. 1 and 3-4, the

disclosed point-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-to-point Internet protocol, in step

64, and timestamps and stores E—mail and IP addresses of logged-in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged-

in to the lntemet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the Internet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-to-point Internet protocol operates

as shown in FIG. 9. First processing unit 12 generates an E-mail signal,

including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E-mail

signal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E—mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22. back

to the first processing unit 12 through the Internet 24, in step 84. First

processing unit 12 verifies the session number received from the second

processing unit 22 in step 86, and establishes a point-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed point-to-point Internet protocols and system

have been particularly shown and described with reference to the

preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly,

modifications such as those suggested above. but not limited thereto. are

to be considered within the scope of the invention.
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Throughout this specification and the claims which follow, unless the

context requires othen/vise, the word “comprise", and variations such as

“comprises” and "comprising", will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an acknowledgment or any form of suggestion that that prior art forms

part of the common general knowledge in Australia.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. Apparatus for establishing a point-to-point communication link, said

apparatus operating in a computer system operatively coupled to another

5 computer system and a server over a computer network, said apparatus

comprising:

a. means for transmitting an E-mail signal containing a network protocol

address from a first process to a second process over the computer network;

b. means for receiving a second network protocol address from the

10 second process over the computer network; and

c. means, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

. second process over the computer network.

' 15 2. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and a mail

server process, said method comprising:

I Page i224 of 1500

a. transmitting an E-mail signal to the mail server process over the

20 computer network, the E-mail signal containing a first network protocol address

assigned to the first process upon connection to the oomputer network;

b. receiving a second network protocol address from the second

process over the computer network, the second network protocol address

assigned to the second process upon connection to the computer network; and

25 c. establishing a point-to-point communication link between the first

process and the second process over the computer network, in response to

receiving the second network protocol address.

3. Apparatus for establishing a point-to-point communication link, said

30 apparatus operating in a computer system operatively connectable to other
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processes and a server process over a computer network, said apparatus

comprising:

a. program logic configured to transmit an E-mail signal containing a

network protocol address from a first process to a second process over the

computer network;

b. program logic configured to receive a second network protocol

address from the second process over the computer network; and

c. program logic, responsive to the second network protocol address,

and configured to establish a point—to-point communication link between the first

process and the second process over the computer network.

4. A computer program product for use with a computer system, the computer

system capable of executing a first process and operatively connectable to a

second process and a server over a computer network, the computer program

product comprising a computer useable medium having program code embodied

in the medium, the program code further comprising:

program code for transmitting an E-mail signal comprising a network

protocol address of the first process to the second processor over the computer

network;

program code for receiving a second network protocol address from the

second process over the computer network; and

program code, responsive to the second network protocol address, for

establishing a point-to-point communication link between the first process and the

second process over the computer network.

5. A method of establishing a point-to-point communication between a first

process and second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an E-mail

server, said method comprising the steps of:

A. transmitting to the second process over the computer network an

E-mail signal comprising a network protocol address of the first process;

' Page 1225 car 1500
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B. receiving from the second process over the computer network a

second network protocol address; and

C. in response to the second network protocol address, establishing a

point-to-point communication link between the first process and the second

process over the computer network.

6. Apparatus substantially as hereinbefore described with reference to the

accompanying drawings.

7. A method substantially as hereinbefore described with reference to the

accompanying drawings.

8. A computer program product substantially as hereinbefore described with

reference to the accompanying drawings.

DATED this 8th day of September 2000

Netspeak Corporation

By its Patent Attorneys

DAVIES COLLISON CAVE
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Abstract

A method for establishing a_ point-to-point communication link from a caller

process to a callee process over a computer network, the caller process having a

5 user interface and being operatively connectable to the callee process and a

server over the computer network, said method for use in a computer system, the

method comprising, providing a user interface element representing a first

communication line, providing a user interface element representing a first callee

process, and establishing a point-to-point communication link from the caller

10 process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line.

Page 1234 of'15OO ’
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9. The method of claim 7 wherein the element provided in step D represents a

communication line on mute status.

10. The method of claim 1 wherein the caller process further comprises a visual

5 display and the user interface comprises a graphic user interface.

11. The method of claim 10 wherein the steps of establishing a point-to-point

link as described in step C is performed in response to manipulation of the graphic

elements on the graphic user interface.

10

A computer program product for use with a computer system comprising:

a computer useable medium having program code embodied in the medium

12.

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface

15 and being operatively connectable to the callee process and a server over the

computer network, the medium further comprising:

program code for generating an element representing a first communication

line;

program code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing .a point-to-point communication link from the caller process to the

20

first callee process.

13. The computer program product of claim 12 wherein the program code for

establishing a point-to-point communication link further comprises:

25

program code for querying the server as to the on-line status of the first

callee process; and

program code for receiving a network protocol address of the first callee

30 process over the computer network from the server.
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POINT-TO-POINT INTERNET PROTOCOL

The present invention relates, in general, to data processing

systems, and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on—line services such as AMERICA

ONLINETM, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, including

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR

AMERICA ONLINETM, available from Bonzi Software, as described in '

"Simple Utilities Send Voice E-Mail Online", MULTIMEDIA WORLD, VOL.

2, NO. 9, August 1995, p. 52. Using such Voice E-Mail software, a user

may create an audio message to be sent to a predetermined E—mail

address specified by the user.

Generally, devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line lntemet Protocol or

Point—to-Point Protocol (SLIP/PPP) account with a permanent IP address

for receiving E—mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally

Pag€1238 or 1500
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-being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a general IP address and each user

may be allocated asuccessive IP address of XXX.XXX.XXX.10,

XXX.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled "lnternetworking With TCP/IP",

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92119054 discloses a network
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks. '

Due to the dynamic nature of temporary IP addresses of some devices

accessing the Internet, point-to—point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided a method for

establishing a point-to—point communication link from a caller process to a callee

process over a computer network, the caller process having a user interface and

being operatively connectable to the callee process and a server over the

computer network, said method for use in a computer system, said method

comprising:

A. providing a user interface element representing a first

communication line;

B. providing a user interface element representing a first callee process;

and

C. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line. I

The present invention also provides a computer program product for use

with a computer system comprising:

a computer useable medium having program code embodied in the medium

for establishing a point-to-point communication link from a caller process to a

callee process over a computer network, the caller process having a user interface
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and being operatively connectable to the callee process and a server over the

computer network, the medium further comprising:

program code for generating an element representing a first communication

line;

program code for generating an element representing a first callee process;

program code, responsive to a user associating the element representing the first

callee process with the element representing the first communication line, for

establishing a point-to-point communication link from the caller process to the first

callee process.

The present invention also provides a computer data signal embodied in a

carrier wave comprising:

program code for generating a element representing a first communication

line;

program code for generating an element representing a first callee process;

program code, responsive to association of the element representing the

first callee process with the element representing the first communication line, for

establishing a point-to-point communication link from the caller process to the first

callee process over a computer network.

Preferred embodiments of the present invention are hereinafter described. by way

of example only, with reference to the following drawings, wherein:

FIG 1 illustrates, in block diagram format, a system for the disclosed point-

to-point Internet protocol:

FIG 2 illustrates, in block diagram format, the system using a secondary

point-to-point Internet protocol;

FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio

communications being conducted;
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FIG. 5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point-to-point

lntemet protocols;

5 FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FIG. 1_, the

present disclosure _describes a point-to-point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other computer

networks such as an lntranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received;

The second processing unit 22 may have a processor. memory. and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22- may execute the WEBPHONEW Internet telephony application

available from NetSpeak Corporation, Boca Raton. FL, which is capable

of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26, and
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may also be operatively connected to a mail server 28 associated with

the lntemet 24.

The connection server 26 includes a processor 30, a timer 32 for

generating time stamps, and a memory such as a database 34 for

storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment, the connection server 26

may be a SPARC 5 server or a SPARC 20 server, available from SUN

MICROSYSTEMS, |NC., Mountain View, CA, having a central processing

unit (CPU) as processor 30, an operating system (08) such as UNIX, for

providing timing operations such as maintaining the timer 32. a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display and/or other input

and output devices (not shown in FIG. 1). The database 34 may be an

SQL database available from ORACLE or INFORMIX.

In an exemplary embodiment, the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory, and stored programs operating in a UNIX environment, or,

alternatively, another 08, to process E-mail capabilities between

processing units and devices over the Internet 24.

The first processing unit 12 may operate the disclosed point-to-

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

/or interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM and/or a hard or fixed

drive having about 8 MB. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM), etc. It is understood that one skilled in the
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art would be able to use programming languages other than C++ to

implement the disclosed point-to-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18. which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions, or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes. compact disks, or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example. at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. ln alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen, and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or. for example, an 8

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS. 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWSW 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GUls, such as OS/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data
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and commands, speech or voice recognition devices, dual tone multi-

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the first processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modern and E-mail capabilities and Internet access, with

the PDA providing the input/output screens for mouse interactions or for

touchscreen activation as shown. for example. in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point—to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as "processor" and “processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including. but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing units presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover, the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below,

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments. as well as custom VLSI

circuitry in combination with a general purpose DSP circuit, may also be

provided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.
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The processing units 12, 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24, for

example, via dialup SLIP/PPP lines. In an exemplary embodiment, each

processing unit assigns an unsigned long session number, for example, a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLIP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for multiplexing and

demultiplexing of inbound and outbound conversations on conference

lines. as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

‘ caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent, and transmit a <Call>

command to establish communication with the callee utilizing, for

example, datagram services such as Internet Standard network layering

as well as transport layering. which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (LIDP) on top of the IP.

Typically, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use, the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to-

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. in the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12, 22 logs on to the

Internet via a dial-up connection, the respective unit is provided a

' — Page 1247”oTT5DD”' ‘J —_' ' ' ' '
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dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the point-to-point Internet protocol

when the first user is logged on to the Internet 24. the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection server 26. The

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12 is thus established in the database

34 as an active on-line party available for communication using the

disclosed point-to-point Internet protocol. Similarly, a second user

operating the second processing unit 22. upon connection to the Internet

24 through the a connection service provider, is processed by the

connection server 26 to be established in the database 34 as an active

on-line party.

The connection server 26 may use the time stamps to update the

status of each processing unit; for example. after 2 hours. so that the on-

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours.

may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using.

for example, a Send command and/or a command to speeddial an N“

stored number, which may be labeled [SND] and [SPD] [N], respectively.

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands, the

first processing unit 12 retrieves from memory 16 a stored E-mail address

of the callee corresponding to the NT” stored number. Alternatively, the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E-

mail address of the callee, to the connection server 26. The connection
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server 26 then searches the database 34 to determine whether the callee

is logged-in by finding any stored information corresponding to the

callee's E-mail address indicating that the callee is active and on—line. If

the callee is active and on-line, the connection server 26 then performs

the primary point-to-point Internet protocol; i.e. the IP address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit 12 may then directly establish the point-_

to-point Internet communications with the callee using the IP address of

the callee. _

If the callee is not on-line when the connection server 26

determines the callee's status, the connection server 26 sends an OFF-

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as “Called Party

Off-Line" to the first user.

When a user logs off or goes off—line from the Internet 24. the

connection server 26 updates the status of the user in the database 34;

for example, by removing the user's information. or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message. such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly.

an off-line user is effectively disabled from making and/or receiving point-

to—point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to-

point Internet protocol described above, for example, if the connection

server 26 is non-responsive, inoperative, and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-to-point Internet protocol may
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be used independent of the primary point-to-point Internet protocol. In

the disclosed secondary point-to-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the Internet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emailAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

' As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to

perform the primary point-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is sent. the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds . For example, the processor 14 may output a

*.wav file, which may be labeled R|NG.WAV, which is processed by the

output device 20 to output an audible ringing sound.

The mail sewer 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliverthe E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regular

intervals to wait for and to detect incoming E-mail from the mail server 28
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through the Internet 24.

Typically, for sending E-mail to users having associated

processing units operatively connected to a host computer or server

operating an lntemet gateway, E-mail for a specific user may be sent

over the Internet 24 and directed to the permanent IP address or the

SLIP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E-mail. The E—mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is. the host

computer may track and store the specific device where a specific user is

assigned or logged on, independent of the IP address system, and so the

host computer may switch the E-mail signalto the device of the specific
user. At that time. a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E—maiI signal from

the first processing unit 12, the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore. the delivery of the

E-mail through the Internet 24 provides the second processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the

processing unit 22 processing the E-mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the lntemet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <Cal|> signal

expected from the first processing unit 12.

5 Realtime point-to-point communication of audio signals over the

Internet 24, as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12, 22. For the duration of the

realtime point-to-point link, the relative permanence of the current IP

10 addresses of the processing units 12, 22 is sufficient, whether the current

IP addresses were permanent (i.e. predetermined or preassigned) or

temporary (i.e. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

£3315 processing unit 12 is not required to be notified by the first processing unit
. 12 that an E-mail is being generated and sent to establish the point-to-

-III} point link with the second user at the second processing unit 22.

'::°° Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

-"jj-20 IP address is associated with the second processing unit 22. The

processing units 12, 22 may perform the disclosed point-to-point Internet

I protocol automatically upon initiation of the point-to-point communication

. . command by the first user without displaying the E-mail interactions to

either user. Accordingly, the disclosed point-to-point Internet protocol

25 may be transparent to the users. Alternatively, either of the first and

second users may receive, for example, a brief message of

"CONNECTION IN PROGRESS" or the like on a display of the respective

output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-

Page 12§'or 1500
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point Internet protocols described above in conjunction with FIGS. 1-2,

the point-to-point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

5 from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. If the session

10 numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Call> signal directly over the Internet 24 to

. the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

' 1 <ConnectOK> signal.

15 Upon receiving the <CaII> signal, the second processing unit 22

may then begin a ring sequence, for example, by indicating or

annunciating to the second user that an incoming call is being received.

3:. For example, the word “CALL” may be displayed on the output device of

.3:-: the second processing unit 22. The second user may then activate the

‘.33: 20 second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives

the incoming call, realtime audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

signals. Each of the processing units 12, 22 also display to eachI\) U»

respective user the words "|N USE" to indicate that the point-to-point

communication link is established and audio or video signals are being

transmitted.

In addition, either user may terminate the point-to-point

‘Page 1253 oF1500' " ’ T‘ "



I0

25

Page 1254 of 1500

16

communication link by, for example, activating a termination command,

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets,

as well as to perfomi other cleanup commands and functions known in

the art.

FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12, 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

system 10. Such display screens may be displayed on a display of a

personal computer (PC) or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP

address or telephone number; a current function such as C2; a current

time; a current operating status such as “IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a

current conference line. The operating status may include such

annunciators as “IN USE," "IDLE," "BUSY," “NO ANSWER," "OFFLINE,"

“CALL,” “DlALlNG," “MESSAGES,” and “SPEEDDlAL."

Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example, the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0~9 and commands such as END, SND, HLD, etc.

For example, the END and SND commands may be initiated as described

above, and the HLD icon 44 may be actuated to place a current line on

hold. Such icons may also be configured to substantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1—F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perform as

combinations of function keys, such as CTRL-F1, CTRL-F2, and CTRL-

F3, respectively. In addition, the icons labeled L1—L4 and C1-C3 may

include circular regions which may simulate light emitting diodes (LEDs)

which indicate that the function or element represented by the respective

icon is active or being performed.

Icons L1—L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1—L4 and C1-C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightlyshaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle. indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active,

as additionally indicated in the status are 38, while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example, using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be activated to indicate a party’s

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated. Thus, the user may

switch between multiple calls in progress on respective lines.

Using the icons as well as an input device such as a mouse. a

user may enter the name or alias or IP address, if known, of a party to be

called by either manually entering the name, by using the speeddial

feature, or by double clicking on an entry in a directory stored in the
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memory, such as the memory 16 of the first processing unit 12. where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line, the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to any one of conference line

icons C1-C3 adds the called party to the selected conference call.

Other features may be supported. such as icons 48-52, where icon

48 corresponds to, for example. an ALT-X command to exit the

communication facility of a processing unit. and icon 50 corresponds to,

for example, an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command, which may. for example, correspond

to pressing the 0 key on a keyboard. to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An "opened" configuration is shown in FIG. 5, and a “closed"

configuration is shown in FIG. 6. In the "opened" configuration, additional

features such as output volume (VOL) controls, input microphone (MIC)

controls, waveform (WAV) sound controls, etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12, 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12, 22 to have the features of the display

screens in FIGS. 5-6 in hardware; i.e. a wired telephone or wireless
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cellular telephone may include various keys. LEDs, liquid crystal displays

(LCDs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-to-point Internet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to-

point lntemet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point Internet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

“Cal|ee Off-Line” message. Next, first processing unit 12 performs the

primary point-to-point Internet protocol in step 60, which may include

receiving. at the first processing unit 12, the IP address of the callee if the

callee is active and on-line. Alternatively, processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the

disclosed point-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-to-point Internet protocol, in step

64, and timestamps and stores E-mail and IP addresses of logged-in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged-

in to the Internet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the Internet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-to-point Internet protocol operates

as shown in FIG. 9. First processing unit 12 generates an E-mail signal,

5 including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E—mail

signal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

10 extracts the session number and the first IP address from the E-mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22, back

to the first processing unit 12 through the lntemet 24, in step 84. First

processing unit 12 verifies the session number received from the second

" - is processing unit 22 in step 86, and establishes a point-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed point-to-point lnternet protocols and system

have been particularly shown and described with reference to the

20 preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly,

modifications such as those suggested above. but not limited thereto, are

to be considered within the scope of the invention.

Pagé “I258 "of 1500 ”‘—
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Throughout this specification and the claims which follow, unless the

context requires otherwise, the word “comprise”, and variations such as

"comprises" and "comprising", will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an acknowledgment or any form of suggestion that that prior art forms

part of the common general knowledge in Australia.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for establishing a point-to-point communication link from a caller

process to a callee process over a computer network, the caller process having a

user interface and being operatively connectable to the callee process and a

server over the computer network, said method for use in a computer system, said

method comprising:

A. providing a user interface element representing a first

communication line;

B. providing a user interface element representing a first callee process;

and

C. establishing a point-to-point communication link from the caller

process to the first callee process, in response to a user associating the element

representing the first callee process with the element representing the first

communication line.

2. The method of claim 1 wherein step C further comprises the steps of:

c.1 querying the server as to the on-line status of the first callee process

and

c.2 receiving a network protocol address of the first callee process over

the computer network from the server.

3. The method of claim 1 further comprising the step of:

D. providing an element representing a second communication line.

4. The method of claim 3 further comprising the step of:

E. terminating the point-to-point communication link from the caller

process to the first callee process, in response to the user disassociating the

element representing the first callee process from the element representing the

first communication line; and



:32: ‘°

25

30

P.1)PEl\DB\lr\T1lT6-W d.lv'J.:tnl 5:.-flnbtl. 1007

-23-

F. establishing a different point-to-point communication link from the

caller process to the first callee process, in response to the user associating the

element representing the first callee process with the element representing the

second communication line.

5. The method of claim 1 further comprising the steps of:

D. providing a user interface element representing a second callee

process; and

E. establishing a conference point-to-point communication link between

the caller process and the first and second callee process, in response to the user

associating the element representing the second callee process with the element

representing the first communication line.

6. The method of claim 5 further comprising the step of:

F. removing the second callee process from the conference point-to-

point communication link in response to the user disassociating the element

representing the second callee process from the element representing the first

communication line.

7. The method of claim 1 further comprising the steps of:

D. providing a user interface element representing a communication line

having a temporarily disabled status; and

E. temporarily disabling a point-to-point communication link between

the caller process and the first callee process, in response to the user associating

the element representing the first callee process with the element representing the

communication line having a temporarily disabled status.

8. The method of claim 7 wherein the element provided in step D represents a

communication line on hold status.
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9. The method of claim 7 wherein the element provided in step D represents a

communication line on mute status.

10. The method of claim 1 wherein the caller process further comprises a visual

5 display and the user interface comprises a graphic user interface.

11. The method of claim 10 wherein the steps of establishing a point-to-point

link as described in step C is performed in response to manipulation of the graphic

elements on the graphic user interface.

10

12. A computer program product for use with a computer system comprising:

a computer useable medium having program code embodied in the medium
for establishing a point-to-point communication link from a caller process to a

: callee process over a computer network, the caller process having a user interface

.33. 15 and being operatively connectable to the callee process and a server over the

-III} computer network, the medium further comprising:

program code for generating an element representing a first communication

53:‘ line:
program code for generating an element representing a first callee process;

20 program code, responsive to a user associating the element representing

the first callee process with the element representing the first communication line,

for establishing a point-to-point communication link from the caller process to the

first callee process.

25 13. The computer program product of claim 12 wherein the program code for

establishing a point-to-point communication link further comprises:

program code for querying the server as to the on-line status of the first

callee process; and

program code for receiving a network protocol address of the first callee

30 process over the computer network from the server.
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14. A computer program product of claim 12 further comprising:

program code for generating an element representing a second

communication line.

5 15. The computer program product of claim 14 further comprising:

program code. responsive to the user disassociating the element

representing the first callee process from the element representing the first

communication line, for terminating the point-to-point communication link from the

caller process to the first callee process; and

{-3- 10 program code, responsive to the user associating the element representing

the first callee process with the element presenting the second communication

line, for establishing a different point-to-point communication link

from the caller process to the first callee process.

.':::. 15 16. I The computer program product of claim 12 further comprising:
{II} program code for generating an element representing a second callee

process; and
program code means, responsive to the user associating the element

representing the second callee process with the element representing the first

20 communication line, for establishing a conference communication link between the
caller process and the first and second callee process.

17. The computer program product of claim 16 further comprising:

program code, responsive to the user disassociating the element

25 representing the second callee process from the element representing the first

communication line, for removing the second callee process from the conference

communication link.

18. The computer program product of claim 12 further comprising:

30 program code for generating an element representing a communication line

having a temporarily disabled status; and
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program code, responsive to the association of the element representing

the first callee process with the element representing the communication line

having a temporarily disabled status, for temporarily disabling the point-to-point

communication link between the caller process and the first callee process.

19. The computer program product of claim 18 wherein the communication line

having a temporarily disabled status comprises a communication line on hold

status.

20. The computer program product of claim 18 wherein the communication line

having a temporarily disabled status comprises a communication line on mute

status.

21. A computer program product of claim 12 wherein the computer system

further comprises a visual display and the user interface comprises a graphic user

interface.

22. The computer program product of claim 21 wherein the element

representing the first communication line and the element representing the first

callee process are graphic elements and wherein the program code for

establishing a point-to-point communication link from the caller process to the first

callee process further comprises:

program code, responsive to manipulation of the graphic elements on the

graphic user interface, for establishing the point-to-point communication link from

the caller process to the first callee process.

23. A computer data signal embodied in a carrier wave comprising:

program code for generating a element representing a first communication

line;

program code for generating an element representing a first callee process;
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program code, responsive to association of the element representing the

first callee process with the element representing the first communication line, for

establishing a point—topoint communication link from the caller process to the first

callee process over a computer network.

24. A method substantially as hereinbefore described with reference to the

accompanying drawings.

25. A computer program product substantially as hereinbefore described with

reference to the accompanying drawings.

26. A computer data signal substantially as hereinbefore described with

reference to the accompanying drawings.

DATED this 8th day of September 2000

Netspeak Corporation

By its Patent Attorneys

DAVIES COLLISON CAVE



8Q®_

83.58Emom;

N.©~n~

 
 

mommmoommmmsmmmzo_Bwzzoo
 

E23oz_mmmoomn_ozoomm

 

mm>mmm.=<_2Hn=>_moz<nno;

 

0?

 



as9895Now,mama    CZ:ozammoommozoomm

N.b~r.~

mm

mozoommma>mm>wm44o¢
llllnlu

  
 AxopomzzoovApwmscmmpomzzoov

«Nmmfimw5.2ago;mm»wzmm»z_'I'II'II'III.|L

 

__________

,.__..._———-———

QN



wmfim_

 

   

:2:oz_mmwooE

 

:2:ozamwooa

 

_AO_DD<_ozoomwu<:w_oomwwmmazoovflBa:__mmvm\S
   

:2:oz_mmmooEozoowm

:75wz_wwwoon_Ema

mm\
vmS

83.695wow;



 

  
 ROGER

91.103.001.027

C2 0343 13

ANE
.201.00.137

38 L1 0024 13 
O IDLE

42

50

o o Q o I.0

FIG. 6

4/6

Pagé"I269”c>f150U__‘”"' ' ‘ '" ' T‘



54

 START THE POINT-TO-POINT

INTERNET PROTOCOLS

INITIATE PRIMARY INTERNET

PROTOCOL

IS THE CONNECTION SERVER IN A

RESPONSIVE CONDITION?

PERFORM PRIMARY

INTERNET PROTOCOL

  56

 
58

  
 

60

 
 

INITIATE SECONDARY

INTERNT PROTOCOL
 
 
 
 

FIG. 7

  
64

 
 

START THE PRIMARY

POINT-TO-POINT INTERNET

PROTOCOL
 

 

 
 

 
66

TIMESTAMP AND STORE E—MAIL

ADRESSES AND IP ADRESSES OF

LOGGED~|N UNITS IN A DATABASE
 

  

 
 RECEIVE QUERY FROM FIRST UNIT 68

WHI:7'HER A SPECIFIED SECOND

UNIT IS LOGGED-IN

  I
0oluooo0 u

 
 

 

 

 
 

70

REFRIEVE IP ADDRESS FROM

DATABASE IF THE SECOND UNIT IS

LOGGED-IN
 

  

 
 

72

 
 

SEND RETRIEVED IP ADRESS TO

FIRST UNIT TO ESTABLISH POINT-

TO-POINT CONNECTION
 

 

FIG. 8
5/6

T Pag 15OT_ _' ' T T’ "_

62



FIG. 9

Pagé 1271 of’1_5OO

START THE SECONDARY

POINT-TO POINT INTERNET PROTOCOL

GENERATE AN E-MAIL SIGNAL,

INCLUDING A SESSION NUMBER AND A

FIRST IP ADRESS CORRESPONDING TO A

FIRST PROCESSING LINIT 
TRANSMIT THE E—MAIL SIGNAL AS A

<CONNECTREQUEST> SIGNAL

TO THE INTERNET

  
 

DELIVER THE E-MAIL SIGNAL THROUGH

THE INTERNET USING A MAIL SERVER TO

A SECOND PROCESSING UNIT
 

 

EXTRACT THE SESSION NUMBER AND

THE FIRST IP ADRESS FROM THE E-MAIL

SIGNAL

  
 

SEND THE SESSION NUMBER AND A

SECOND IP ADRESS CORRESPONDING

TO THE SECOND PROCESSING UNIT TO

THE FIRST PROCESSING UNIT THROUGH

THE INTERNET

 

  
 

VERIFY THE SESSION NUMBER

RECEIVED FROM THE SECOND

PROCESSING UNIT 
ESTABLISH A POINT-TO-POINT INTERNET

COMMUNICATION LINK BETWEEN THE

FIRST AND SECOND PROCESSING UNITS

USING THE FIRST AND SECOND IP

ADDRESSES

  

  
 

6/6

74

76

78

80

82

84

86

88



(12) PATENT APPLICATION (1 1) Application No. AU 200059379 A1
(19) AUSTRALIAN PATENT OFFICE

 
Title

Polnt-to-polnt Internet protocol

International Patent Classitication(s)
H04L 029/00 G06F 019/00

Application No: 200059379 (22) Application Date: 2000.09.13

Publication Date : 2000.11.23

Publication Journal Date : 2000.11.23

Divisional 01:

199672476

(71) App|icant(s)
Netspeak Corporation

(72) lnventor(s)
Glenn W Hutton; Shane D Mattaway: cralg B Strickland

(74) Agent/Attorney ,
DAVIES COLLISON CAVE,1 Little Collins Street.MELBOURNE VIC 3000

Page 1272 of 1500



p,oympaw\12m.-25 fli'vl.bo-I Sqauznba. moo

Abstract

An apparatus for establishing a point-to-point communication link said

apparatus operating in a computer system operatively coupled to other computers

5 and a server over a computer network, the apparatus comprising means for

transmitting, from the first process to a server a query as to whether a second

process is connected to the computer network, means for receiving a network

protocol address of the second process from the server when the second process

is connected to the computer network, and means, responsive to the network

protocol address of the second process, for establishing a point-to-point

communication link between the first process and the second process over the

10

computer network.
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Name of Applicant: NetSpeak Corporation, of 902 Clint Moore Road, Suite 104, Boca
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The following statement is a full description of this invention, including the best method of

performing it known to us:
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POINT-TO—POlNT INTERNET PROTOCOL

The present invention relates, in general, to data processing

systems. and more specifically, to a method and apparatus for facilitating

audio communications over computer networks.

The increased popularity of on-line services such as AMERICA

ONLINEW, COMPUSERVE®, and other services such as Internet

gateways have spurred applications to provide multimedia, including

video and voice clips, to online users. An example of an online voice clip

application is VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR

AMERICA ONLINEW. available from Bonzi Software, as described in ‘

"Simple Utilities Send Voice E—Mai| Online”, MULTIMEDIA WORLD. VOL.

2, NO. 9, August 1995, p. 52. Using such Voice E-Mail software, a user

may create an audio message to be sent to a predetermined E-mail

address specified by the user.

Generally, devices interfacing to the Internet and other online

services may communicate with each other upon establishing respective

device addresses. One type of device address is the Internet Protocol

(IP) address, which acts as a pointer to the device associated with the IP

address. A typical device may have a Serial Line Internet Protocol or

Point—to-Point Protocol ($L|P/PPP) account with a permanent IP address

for receiving E—mail, voicemail, and the like over the Internet. E-mail and

voicemail is generally intended to convey text, audio, etc., with any

routing information such as an IP address and routing headers generally
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-.being considered an artifact of the communication, or even gibberish to

the recipient.

Devices such as a host computer or server of a company may

include multiple modems for connection of users to the Internet, with a

temporary IP address allocated to each user. For example, the host

computer may have a general IP address "XXX.XXX.XXX," and each user

may be allocated a successive IP address of XXX.XXX.XXX.10,

X)(X.XXX.XXX.11, XXX.XXX.XXX.12, etc. Such temporary IP addresses

may be reassigned or recycled to the users, for example, as each user is

successively connected to an outside party. For example, a host

computer of a company may support a maximum of 254 IP addresses

which are pooled and shared between devices connected to the host

computer.

Permanent IP addresses of users and devices accessing the

Internet readily support point-to-point communications of voice and video

signals over the Internet. For example, realtime video teleconferencing

has been implemented using dedicated IP addresses and mechanisms

known as reflectors.

A technique for matching domain names to Internet Protocol

addresses is described in the text entitled “lntemetworking With TCP/IP“,

2nd Edition, by Douglas E. Comer, November 1992, Prentice Hall,

Englewood Cliffs, New Jersey, U.S.A. Comer describes a domain name

system and cooperative systems of name servers for matching domain

names to network addresses. Each name server is a server program that

supplies mapping of domain names to IP addresses. The system

described in Comer, however, is not designed for use with network nodes

whose network names or name to address bindings change frequently.

International Publication WO 92/19054 discloses a network
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monitoring system including an address tracking module which uses passive

monitoring of all packet communications over a local area network to maintain a

name table of IP address mappings. The disclosed address tracking module is

capable of monitoring only a small number of nodes on a local area network and is

not suitable for use with a multitude of nodes over a wide area network.

None of the above-described systems are suitable for use with processes

which have dynamically assigned network protocol addresses and which are

communicating over wide area or global networks.

Due to the dynamic nature of temporary IP addresses of some devices

accessing the Internet, point-to-point communications in realtime of voice and

video have been generally difficult to attain.

In accordance with the present invention, there is provided an apparatus for

establishing a point-to-point communication link said apparatus operating in a

computer system operatively coupled to other computers and a server over a

computer network, said apparatus comprising: 4

a. means for transmitting, from the first process to a server a query as

to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the

second process from the server when the second process is connected to the

computer network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides an apparatus for use with a computer

system capable of executing a first process and communicating with other

processes, a directory server process and a mail server process over a computer

network, the apparatus comprising:

A. program logic configured to determine the currently assigned

network protocol address of the first process upon connection to the

computer network;

B. program logic configured to establish a communication connection
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with the directory server process once the assigned network protocol of the first

process is known;

C. program logic configured to forward the assigned network protocol

address of the first process to the directory server process upon establishing a

5 communication connection with the directory server process; and

D. program logic configured -to establish a point-to-point communication

with another process over the computer network.

The present invention also provides an apparatus for use with a computer

system, the computer system capable of executing a first process connectable

10 over a computer network to a second process and a directory database server

process, the apparatus comprising:

a. program logic configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

15 address of each respective process forwarded to the database following

A connection to the computer network; and

b. program logic responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

20 The present invention also provides a computer program product for use

with a computer system, the computer system executing a first process operatively

connectable over a computer network to a second process and a server process,

the computer program product comprising a computer useable medium having

computer readable program code embodied therein, the program code comprising:

25 a. program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process fon/varded to the database following

connection to the computer network; and

30 b. program code responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first
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process to the second process over the computer network.

The present invention also provides a method of establishing a point-to-

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

a second process and an address server, said method comprising:

A. following connection of the first process to the computer network

fon/varding to the address server a network protocol address at which the first

process is connected to the computer network;

B. querying the address server as to whether the second process is

connected to the computer network;

C. receiving a network protocol address of the second process from the

address sewer, when the second process is connected to the computer network;

and

D. in response to the network protocol address of the second process,

establishing a point-to-point communication link with the second process over the

computer network.

9 The present invention also provides a method for establishing point-to-point

communications with other processes, said method for use in a computer system

capable of executing a first process and communicating with other processes and

a server process over a computer network, said method comprising:

A. determining the currently assigned network protocol address of the

first process upon connection to the computer network;

B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

C. fonrvarding the assigned network protocol address of the first process

to the server process upon establishing a communication connection with the

server process; and

D. ‘establishing a point-to-point communication with another process

over the computer network.
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The present invention also provides A method of establishing a point-to-

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

a second process and an address server, said method comprising:

a. accessing a directory database, the database having a network

protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective

process fowvarded to the database following connection to the computer network;

and

b. in response to one of the network protocol addresses, establishing a

point-to-point communication link from the first process to the second process over

the computer network.

The present invention also provides a method of establishing a point-to-

point communication between a first process and a second process, said method

for use in a first computer process operatively coupled over a computer network to

a second process and an address server, said method comprising:

a. transmitting to the server a network protocol address received by the

first process following connection to the computer network;

b. transmitting, to the server, a query as to whether the second process

is connected to the computer network;

c. receiving a network protocol address of the second process from the

server, when the second process is connected to the computer network; and

d. in response to the network protocol address of the second process,

establishing a point-to-point communication link between the first process and the

second process over the computer network.

The present invention also provides an apparatus capable of executing a

first process and connecting to other processes and a server process over a

computer network, the apparatus comprising:

a. program logic configured to generate a user-interface enabling

control of a first process executing on the computer system;
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b.‘ program logic configured to determine the currently assigned’

network protocol address of the first process upon connection to the computer

network;

c. program logic, responsive to the currently assigned network protocol

address of the first process, and configured to establish a communication

connection with the sewer process and to forward the assigned network protocol

address of the first process to the server process upon establishing a

communication connection with the server process; and

d. program logic. responsive to user input commands, and configured

to establish a point-to-point communications with another process over the

computer network.

The present invention also provides an apparatus for use with a computer

system, the computer system executing a first process operatively coupled over a

computer network to a second process and a directory database server process.

the apparatus comprising:

A. program logic configured to, following connection of the first process

to the computer network, forward to the address server a network protocol address

at which the first process is connected to the computer network;

B. program logic configured to query the address server as to whether

the second process is connected to the computer network;

C. program logic configured to receive a network protocol address of

the second process from the address server, when the second process is

connected to the computer network; and

D. program logic configured to, in response to the network protocol

address of the second process, establish a point-to-point communication link with

A the second process over the computer network.

The present invention also provides Apparatus for establishing a point-to-

point communication link, said apparatus operating in a computer system capable

of executing a first process and operatively connectable to other processes and a

30 server over a computer network, said apparatus comprising:
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a. means for transmitting, from the first process to the server, a query

as to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the second

process from the server when the second process is connected to the computer

network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides a computer data signal embodied in a

carrier wave comprising:

program code for transmitting to a server a network protocol address

received by a tirst process following connection to a computer network;

program code for transmitting, to the server, a query as to whether a

second process is connected to the computer network;

program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

program code, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

The present invention also provides a computer program product for use

with a computer system, the computer system executing a first process and

operatively connectable to a second process and a server over a computer

network, the computer program product comprising a computer useable medium

having program code embodied in the medium, the program code comprising:

program code for transmitting to the server a network protocol address

received by the first process following connection to the computer network;

' program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network;
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program code for receiving a network protocol address of the second

process from the sewer, when the second process is connected to the computer

network; and

5 program code, responsive to the network protocol address of the second

process; for establishing a point—to-point communication link between the first

process and the second process over the computer network.

Preferred embodiments of the present invention are hereinafter described,

10 by way of example only, with reference to the following drawings, wherein:

.3:-: FIG 1 illustrates, in block diagram format, a system for the disclosed point-

to-point Internet protocol:

FIG 2 illustrates, in block diagram format, the system usingla secondary

point-to-point lntemet protocol;
:': :_ 15 FIG 3 illustrates, in block diagram format; the system of FIGS 1-2 with the

point-to-point Internet protocol established;

FIG 4 is another block diagram of the system of FIGS 1-2 with audio
communications being conducted;

-:.::- 20
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FlG._5 illustrates a display screen for a processing unit;

FIG. 6 illustrates another display screen for a processing unit;

FIG. 7 illustrates a flowchart of the initiation of the point—to-point

lntemet protocols;

FIG. 8 illustrates a flowchart of the performance of the primary

point-to-point lntemet protocols; and

FIG. 9 illustrates a flowchart of the performance of the secondary

point-to-point Internet protocol.
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Referring now in specific detail to the drawings, with like reference

numerals identifying similar or identical elements, as shown in FlG. 1_, the

present disclosure describes a point-to—point network protocol and system

10 for using such a protocol.

In an exemplary embodiment, the system 10 includes a first

processing unit 12 for sending at least a voice signal from a first user to a

second user. The first processing unit 12 includes a processor 14, a

memory 16, an input device 18, and an output device 20. The output

device 20 includes_at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired and/or

wireless communication connections to the Internet or other computer

networks such as an intranet, i.e., a private computer network. One

skilled in the art would understand that the input device 18 may be

implemented at least in part by the modem of the output device 20 to

allow input signals from the communication connections to be received-.

The second processing unit 22 may have a processor, memory. and

input and output devices, including at least one modem and associated

communication connections, as described above for the first processing

unit 12. In an exemplary embodiment, each of the processing units 12,

22' may execute the WEBPHONETM Internet telephony application

available from NetSpeak Corporation. Boca Raton, FL, which is capable

of performing the disclosed point-to-point Internet protocol and system

10, as described herein.

The first processing unit 12 and the second processing unit 22 are

operatively connected to the Internet 24 by communication devices and

software known in the art, such as an Internet Service Provider (ISP) or

an Internet gateway. The processing units 12, 22 may be operatively

interconnected through the Internet 24 to a connection server 26, and
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may also be operatively connected to a mail server 28 associated with

the lntemet 24.

The connection server 26 includes a processor 30, a timer 32 for

generating time stamps. and a memory such as a database 34 for

5 storing, for example, E-mail and Internet Protocol (IP) addresses of

logged-in units. In an exemplary embodiment, the connection server 26

may be a SPARC 5 server or a SPARC 20 sewer, available from SUN

MICROSYSTEMS, lNC., Mountain Wew, CA, having a central processing

unit (CPU) as processor 30, an operating system (OS) such as UNIX, for

_10 providing timing operations such as maintaining the timer 32. a hard drive

or fixed drive, as well as dynamic random access memory (DRAM) for

storing the database 34, and a keyboard and display and/or other input
-If? and output devices (not shown in FIG. 1). The database 34 may be an
5-="= SQL database available from ORACLE or INFORMIX.

15 In an exemplary embodiment, the mail server 28 may be a Post

Office Protocol (POP) Version 3 mail server including a processor,

memory, and stored programs operating in a UNIX environment, or.

'22:: alternatively. another OS, to process E-mail capabilities between
processing units and devices over the Internet 24.

20 The first processing unit 12 may operate the disclosed point-to-

point Internet protocol by a computer program described hereinbelow in

conjunction with FIG. 6, which may be implemented from compiled and

/or interpreted source code in the C++ programming language and which

may be downloaded to the first processing unit 12 from an external

25 computer. The operating computer program may be stored in the

memory 16, which may include about 8 MB RAM and/or a hard or fixed

drive having about 8 MB. Alternatively, the source code may be

implemented in the first processing unit 12 as firmware, as an erasable

read only memory (EPROM), etc. It is understood that one skilled in the
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art would be able to use programming languages other than C++ to

implement the disclosed point-to-point network protocol and system 10.

The processor 14 receives input commands and data from a first

user associated with the first processing unit 12 though the input device

18, which may be an input port connected by a wired, optical, or a

wireless connection for electromagnetic transmissions. or alternatively

may be transferable storage media, such as floppy disks, magnetic

tapes, compact disks, or other storage media including the input data

from the first user.

The input device 18 may include a user interface (not shown)

having, for example, at least one button actuated by the user to input

commands to select from a plurality of operating modes to operate the

first processing unit 12. In alternative embodiments, the input device 18

may include a keyboard, a mouse, a touch screen. and/or a data reading

device such as a disk drive for receiving the input data from input data

files stored in storage media such as a floppy disk or, for example, an 8'

mm storage tape. The input device 18 may alternatively include

connections to other computer systems to receive the input commands

and data therefrom.

- The first processing unit 12 may include a visual interface for use

in conjunction with the input device 18 and output device 20 similar to

those screens illustrated in FIGS. 5-6, discussed below. It is also

understood that alternative devices may be used to receive commands

and data from the user, such as keyboards, mouse devices, and

graphical user interfaces (GUI) such as WINDOWS” 3.1 available form

MICROSOFT Corporation, Redmond, WA., and other operating systems

and GUls. such as OS/2 and OS/2 WARP, available from IBM

CORPORATION, Boca Raton, FL. Processing unit 12 may also include

microphones and/or telephone handsets for receiving audio voice data
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and commands, speech or voice recognition devices, dual tone multi-

frequency (DTMF) based devices, and/or software known in the art to

accept voice data and commands and to operate the flrst processing unit

12.

In addition, either of the first processing unit 12 and the second

processing unit 22 may be implemented in a personal digital assistant

(PDA) providing modem and E—mail capabilities and Internet access, with

the PDA providing the input/output screens for mouse interactions or for

touchscreen activation as shown, for example, in FIGS. 5-6, as a

combination of the input device 18 and output device 20.

For clarity of explanation, the illustrative embodiment of the

disclosed point-to-point Internet protocol and system 10 is presented as

having individual functional blocks, which may include functional blocks

labeled as “processor” and "processing unit". The functions represented

by these blocks may be provided through the use of either shared or

dedicated hardware, including, but not limited to, hardware capable of

executing software. For example, the functions of each of the processors

and processing units presented herein may be provided by a shared

processor or by a plurality of individual processors. Moreover. the use of

the functional blocks with accompanying labels herein is not to be

construed to refer exclusively to hardware capable of executing software.

Illustrative embodiments may include digital signal processor (DSP)

hardware, such as the AT&T DSP16 or DSP32C, read-only memory

(ROM) for storing software performing the operations discussed below,

and random access memory (RAM) for storing DSP results. Very large

scale integration (VLSI) hardware embodiments, as well as custom VLSI

circuitry in combination with a general purpose DSP circuit, may also be

provided. Any and all of these embodiments may be deemed to fail

within the meaning of the labels for the functional blocks as used herein.
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The processing units 12, 22 are capable of placing calls and

connecting to other processing units connected to the Internet 24, for

example, via dialup SLIP/PPP lines. In an exemplary embodiment, each

processing unit assigns an unsigned long session number, for example,.a

32- bit long sequence in a *.ini file for each call. Each call may be

assigned a successive session number in sequence, which may be used

by the respective processing unit to associate the call with one of the

SLIP/PPP lines, to associate a <ConnectOK> response signal with a

<Connect Request> signal, and to allow for multiplexing and

demultiplexing of inbound and outbound conversations on conference

lines, as explained hereinafter.

For callee (or called) processing units with fixed IP addresses, the

caller (or calling) processing unit may open a "socket", i.e. a file handle or

address indicating where data is to be sent, and transmit a <Call>

command to establish communication with the callee utilizing, for

example, datagram services such as Internet Standard network layering

as well as transport layering. which may include a Transport Control

Protocol (TCP) or a User Datagram Protocol (UDP) on top of the IP.

Typically, a processing unit having a fixed IP address may maintain at

least one open socket and a called processing unit waits for a <Call>

command to assign the open socket to the incoming signal. If all lines

are in use, the callee processing unit sends a BUSY signal or message to

the callee processing unit. As shown in FIG. 1, the disclosed point-to-

point Internet protocol and system 10 operate when a callee processing

unit does not have a fixed or predetermined IP address. In the exemplary

embodiment and without loss of generality, the first processing unit 12 is

the caller processing unit and the second processing unit 22 is the called

processing unit. When either of processing units 12, 22 logs on to the

Internet via a dial-up connection, the respective unit is provided a



U:

l0

dynamically allocated IP address by the a connection service provider.

Upon the first user initiating the point-to-point Internet protocol

when the first user is logged on to the Internet 24, the first processing unit

12 automatically transmits its associated E-mail address and its

dynamically allocated IP address to the connection server 26. The

connection server 26 then stores these addresses in the database 34 and

time stamps the stored addresses using timer 32. The first user

operating the first processing unit 12, is thus established in the database

34 as an active on-line party available for communication using the

disclosed point-to-point Internet protocol. Similarly, a second user

operating the second processing unit 22, upon connection to the Internet

24 through the a connection service provider, is processed by the

connection server 26 to be established in the database 34 as an active

on—Iine party.

The connection server 26 may use the time stamps to update the

status of each processing unit; for example, after 2 hours. so that the on-

line status information stored in the database 34 is relatively current.

Other predetermined time periods. such as a default value of 24 hours.

may be configured by a systems operator.

The first user with the first processing unit 12 initiates a call using,

_ for example. a Send command and/or a command to speeddial an NT“

stored number, which may be labeled [SND] and [SPD] [N], respectively.

by the input device 18 and/or the output device 20, such as shown in

FIGS. 5-6. In response to either the Send or speeddial commands, the

first processing unit 12 retrieves from memory 16 a stored E-mail address

of the callee corresponding to the NT“ stored number. Alternatively, the

first user may directly enter the E-mail address of the callee.

The first processing unit 12 then sends a query, including the E-

mail address of the callee, to the connection sewer 26. The connection
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server 26 then searches the database 34 to determine whether the callee

is logged-in by finding any stored information corresponding to the

callee’s E-mail address indicating that the callee is active and on-line. If

the callee is active and on-line, the connection server 26 then performs

the primary point—to—point Internet protocol; i.e. the IP address of the

callee is retrieved from the database 34 and sent to the first processing

unit 12. The first processing unit*12 may then directly establish the point-

to-point Internet communications with the callee using the IP address of

the callee. _

If the callee is not on-line when the connection server 26

determines the callee’s status, the connection server 26 sends an OFF-

LINE signal or message to the first processing unit 12. The first

processing unit 12 may also display a message such as ‘‘called Party

Off-Line" to the first user.

When a user logs off or goes off-line from the Internet 24, the

connection server 26 updates the status of the user in the database 34;

for example, by removing the user's information, or by flagging the user

as being off-line. The connection server 26 may be instructed to update

the user's information in the database 34 by an off-line message. such as

a data packet, sent automatically from the processing unit of the user

prior to being disconnected from the connection server 26. Accordingly,

an off-line user is effectively disabled from making and/or receiving point-

to-point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary point-to-point

Internet protocol may be used as an alternative to the primary point-to-

point Internet protocol described above, for example, if the connection

server 26 is non-responsive, inoperative, and/or unable to perform the

primary point-to-point Internet protocol, as a non-responsive condition.

Alternatively, the disclosed secondary point-to-point Internet protocol may



Ix) U:

1')

be used independent of the primary point-to—point Internet protocol. In

the disclosed secondary point-to-point Internet protocol, the first

processing unit 12 sends a <ConnectRequest> message via E-mail over

the lntemet 24 to the mail server 28. The E-mail including the

<ConnectRequest> message may have, for example, the subject

[*wp#XXXXXXXX#nnn.nnn.nnn.#emailAddr]

where nnn.nnn.nnn.nnn. is the current (i.e. temporary or permanent) IP

address of the first user, and XXXXXXXX is a session number, which

may be unique and associated with the request of the first user to initiate

point-to-point communication with the second user.

As described above, the first processing unit 12 may send the

<ConnectRequest> message in response to an unsuccessful attempt to.

perform the primary point-to-point Internet protocol. Alternatively, the first

processing unit 12 may send the <ConnectRequest> message in

response to the first user initiating a SEND command or the like.

After the <ConnectRequest> message via E—mail is sent. the first

processing unit 12 opens a socket and waits to detect a response from

the second processing unit 22. A timeout timer, such as timer 32, may be

set by the first processing unit 12, in a manner known in the art, to wait

for a predetermined duration to receive a <ConnectOK> signal. The

processor 14 of the first processing unit 12 may cause the output device

20 to output a Ring signal to the user, such as an audible ringing sound,

about every 3 seconds . For example, the processor 14 may output a

*.wav file, which may be labeled RlNG.WAV, which is processed by the

output device 20 to output an audible ringing sound.

_ The mail server 28 then polls the second processing unit 22, for

example, every 3-5 seconds, to deliver the E-mail. Generally, the second

processing unit 22 checks the incoming lines, for example, at regular

intervals to wait for and to detect incoming E-mail from the mail server 28
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through the lntemet 24.

Typically, for sending E-mail to users having associated

processing units operatively connected to a host computer or server _

operating an Internet gateway, E-mail for a specific user may be sent

over the lntemet 24 and directed to the permanent I P address or the

SLIP/PPP account designation of the host computer, which then assigns

a temporary IP address to the processing unit of the specified user for

properly routing the E—mail. The E-mail signal may include a name or

other designation such as a user name which identifies the specific user

regardless of the processing unit assigned to the user; that is, the host

compu_t_er may track and store the specific device where a specific user is

assigned or logged on, independent of the IP address system, and so the

host computer may switch the E-mail signalto the device of the specific

user. At that time, a temporary IP address may be generated or assigned

to the specific user and device.

Upon detecting and/or receiving the incoming E-mail signal from

the first processing unit 12, the second processing unit 22 may assign or

may be assigned a temporary IP address. Therefore, the delivery of the

E-mail through the lntemet 24 provides thesecond processing unit 22

with a session number as well as IP addresses of both the first

processing unit 12 and the second processing unit 22.

Point-to-point communication may then be established by the

processing unit 22 processing the E—mail signal to extract the

<ConnectRequest> message, including the IP address of the first

processing unit 12 and the session number. The second processing unit

22 may then open a socket and generate a <ConnectOK> response

signal, which includes the temporary IP address of the second processing

unit 22 as well as the session number of the first processing unit.

The second processing unit 22 sends the <ConnectOK> signal
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directly over the lntemet 24 to the IP address of the first processing unit

12 without processing by the mail server 28, and a timeout timer of the

second processing unit 22 may be set to wait and detect a <Call> signal

expected from the first processing unit 12.

Realtime point-to—point communication of audio signals over the

lntemet 24. as well as video and voicemail, may thus be established and

supported without requiring permanent IP addresses to be assigned to

either of the users or processing units 12, 22. For the duration of the

realtime point-to-point link, the relative permanence of the current IP

addresses of the processing units 12, 22 is sufficient, whether the current

IP addresses were permanent (i.e. predetennined or preassigned) or

temporary (i.e. assigned upon initiation of the point-to-point

communication).

In the exemplary embodiment, a first user operating the first

processing unit 12 is not required to be notified by the first processing unit

12 that an E-mail is being generated and sent to establish the point-to-

point link with the second user at the second processing unit 22.

Similarly, the second user is not required to be notified by the second

processing unit 22 that an E-mail has been received and/or a temporary

IP address is associated with the second processing unit 22. The 2

processing units 12, 22 may perform the disclosed point-to-point Internet

protocol automatically upon initiation of the point-to—point communication

command by the first user without displaying the E-mail interactions to

either user. Accordingly, the disclosed point-to-point Internet protocol

may be transparent to the users. Alternatively, either of the first and

second users may receive, for example, a brief message of

“CONl\lECTlON IN PROGRESS” or the like on a display of the respective

output device of the processing units 12, 22.

After the initiation of either the primary or the secondary point-to-
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point lntemet protocols described above in conjunction with FIGS. 1-2,

the point-to—point communication link over the Internet 24 may be

established as shown in FIGS. 3-4 in a manner known in the art. For

example, referring to FIG. 3, upon receiving the <ConnectorOK> signal

from the second processing unit 22, the first processing unit 12 extracts

the IP address of the second processing unit 22 and the session number,

and the session number sent from the second processing unit 22 is then

checked with the session number originally sent from the first processing

unit 12 in the <ConnectRequest> message as E-mail. If the session

numbers sent and received by the processing unit 12 match, then the first

processing unit 12 sends a <Call> signal directly over the Internet 24 to

the second processing unit 22; i.e. using the IP address of the second

processing unit 22 provided to the first processing unit 12 in the

<ConnectOK> signal.

Upon receiving the <Call> signal, the second processing unit 22

may then begin a ring sequence, for example, by indicating or

annunciating to the second user that an incoming call is being received.

For example, the word “CALL” may be displayed on the output device of

the second processing unit 22. The second user may then activate the

second processing unit 22 to receive the incoming call.

Referring to FIG. 4, after the second processing unit 22 receives

the incoming call, realtirne audio and/or video conversations may be

conducted in a manner known in the art between the first and second

users through the Internet 24, for example, by compressed digital audio

signals. Each of the processing units 12, 22 also display to each

respective user the words “lN USE" to indicate that the point-to-point

communication link is established and audio or video signals are being

transmitted.

In addition. either user may terminate the point-to-point
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communication link by, for example, activating a termination command,

such as by activating an [END] button or icon on a respective processing

unit, causing the respective processing unit to send an <End> signal

which causes both processing units to terminate the respective sockets,

as well as to perfonn other cleanup commands and functions known in

the art. ‘ .
FIGS. 5-6 illustrate examples of display screens 36 which may be

output by a respective output device of each processing unit 12. 22 of

FIGS. 1-4 for providing the disclosed point-to-point Internet protocol and

system 10. Such display screens may be displayed on a display of a

personal computer (PC).or a PDA in a manner known in the art.

As shown in FIG. 5, a first display screen 36 includes a status area

38 for indicating, for example, a called user by name and/or by IP

address or telephone number; a current function such as C2; a current

time; a current operating status such as “IN USE", and other control icons

such as a down arrow icon 40 for scrolling down a list of parties on a

current conference line. The operating status may include such

annunciators as “IN USE," “lDLE." "BUSY," “NO ANSWER," “OFFL|NE,"

“CALL," “DlALlNG," “MESSAGES,'? and “SPEEDDlAL."

Other areas of the display screen 36 may include activation areas

or icons for actuating commands or entering data. For example. the

display screen 36 may include a set of icons 42 arranged in columns and

rows including digits 0-9 and commands such as END, SND, HLD, etc.

For example, the END and SND commands may be initiated as described

above, and the HLD icon 44 may be actuated to place a current line on

hold". Such icons may also be configured to substantially simulate a

telephone handset or a cellular telephone interface to facilitate ease of

use, as well as to simulate function keys of a keyboard. For example,

icons labeled L1-L4 may be mapped to function keys F1—F4 on standard
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PC keyboards, and icons C1-C3 may be mapped to perfonn as

combinations of function keys, such as CTRL-F 1, CTRL-F2, and CTRL~

F3, respectively. ln addition, the icons labeled L1-L4 and C1-C3 may

include circular regions which may simulate light emitting diodes (LEDs)

which indicate that the function or element represented by the respective

icon is active or being perfonned.

‘Icons L1-L4 may represent each of 4 lines available to the caller,

and icons C1-C3 may represent conference calls using at least one line

to connect, for example, two or more parties in a conference call. The

icons L1-L4 and C1 -C3 may indicate the activity of each respective line or

conference line. For example, as illustrated in FIG. 5, icons L1-L2 may

have lightly shaded or colored circles, such as a green circle, indicating

that each of lines 1 and 2 are in use, while icons L3-L4 may have darkly

shaded or color circles, such as a red or black circle, indicating that each

of lines 3 and 4 are not in use. Similarly, the lightly shaded circle of the

icon labeled C2 indicates that the function corresponding to C2 is active,

as additionally indicated in the status are 38, while darkly shaded circles

of icons labeled C1 and C3 indicate that such corresponding functions

are not active.

The icons 42 are used in conjunction with the status area 38. For

example, using a mouse for input, a line that is in use, as indicated by the

lightly colored circle of the icon, may be activated to indicate a party's

name by clicking a right mouse button for 5 seconds until another mouse

click is actuated or the [ESC] key or icon is actuated. Thus, the user may

switch between multiple calls in progress on respective lines.

Using the icons as well as an input device such as a mouse, a

user may enter the name or alias or IP address, if known, of a party to be

called by either manually entering the name, by using the speeddial

I feature, or by double clicking on an entry in a directory stored in the
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memory, such as the memory 16 of the first processing unit 12, where the

directory entries may be scrolled using the status area 38 and the down

arrow icon 40.

Once a called party is listed in the status area 38 as being active

on a line, the user may transfer the called party to another line or a

conference line by clicking and dragging the status area 38, which is

represented by a reduced icon 46. Dragging the reduced icon 46 to any

one of line icons L1-L4 transfers the called party in use to the selected

line, and dragging the reduced icon 46 to any one of conference line

icons C1-C3 adds the called party to the selected conference call.

Other features may be supported, such as icons 48-52, where icon

48 corresponds to, for example, an ALT-X command to exit the

communication facility of a processing unit, and icon 50 corresponds to,

for example, an ALT-M command to minimize or maximize the display

screen 36 by the output device of the processing unit. Icon 52

corresponds to an OPEN command. which may, for example. correspond

to pressing the O key on a keyboard. to expand or contract the display

screen 36 to represent the opening and closing of a cellular telephone.

An “opened” configuration is shown in FIG. 5. and a "closed"

configuration is shown in FIG. 6. In the “opened” configuration, additional

features such as output volume (VOL) ‘controls, input microphone (MIC)

controls, waveform (WAV) sound controls, etc.

The use of display screens such as those shown in FIGS. 5-6

provided flexibility in implementing various features available to the user.

It is to be understood that additional features such as those known in the

art may be supported by the processing units 12, 22.

Alternatively, it is to be understood that one skilled in the art may

implement the processing units 12, 22 to have the features of the display

screens in FIGS. 5-6 in hardware; i.e. a wired telephone or wireless
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cellular telephone may include various keys. LEDs, liquid crystal displays

(LCDs), and touchscreen actuators corresponding to the icons and

features shown in FIGS. 5-6. In addition, a PC may have the keys of a

keyboard and mouse mapped to the icons and features shown in FIGS.

5-6.

Referring to FIG. 7, the disclosed point-to-point lntemet protocol

and system 10 is illustrated. First processing unit 12 initiates the point-to-

point Internet protocol in step 56 by sending a query from the first

processing unit 12 to the connection server 26. If connection server 26 is

operative to perform the point-to-point lntemet protocol, in step 58, first

processing unit 12 receives an on-line status signal from the connection

server 26, such signal may include the IP address of the callee or a

“Callee Off-Line” message. Next, first processing unit 12 performs the

primary point-to-point Internet protocol in step 60, which may include

receiving, at the first processing unit 12, the IP address of the callee if the

callee is active and on-line. Alternatively, processing unit 60 may initiate

and perform the secondary point-to-point Internet protocol in step 62, if

the called party is not active and/or on-line.

Referring to FIG. 8, in conjunction with FIGS. 1 and 3-4, the

disclosed point-to-point Internet protocol and system 10 is illustrated.

Connection server 26 starts the point-to-point lntemet protocol, in step

64, and timestamps and stores E-mail and IP addresses of logged—in

users and processing units in the database 34 in step 66. Connection

server 26 receives a query from a first processing unit 12 in step 68 to

determine whether a second user or second processing unit 22 is logged—

in to the Internet 24, with the second user being specified, for example,

by an E-mail address. Connection server 26 retrieves the IP address of

the specified user from the database 34 in step 70, if the specified user is

logged-in to the lntemet, and sends the retrieved IP address to the first
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processing unit 12 in step 72 to enable first processing unit 12 to

establish point-to-point communications with the specified second user.

The disclosed secondary point-to-point Internet protocol operates

as shown in. FIG. 9. First processing unit 12 generates an E-mail signal,

including a session number and a first IP address corresponding to a first

processing unit in step 76. First processing unit 12 transmits the E-mail

signal as a <ConnectRequest> signal to the Internet 24 in step 78. The

E-mail signal is delivered through the Internet 24 using a mail server 28 to

the second processing unit 22 in step 80. Second processing unit 22

extracts the session number and the first IP address from the E-mail

signal in step 82 and transmits or sends the session number and a

second IP address corresponding to the second processing unit 22, back

to the first processing unit 12 through the Internet 24, in step 84. First

processing unit 12 verifies the session number received from the second

processing unit 22 in step 86, and establishes a point-to-point Internet

communication link between the first processing unit 12 and second

processing unit 22 using the first and second IP addresses in step 88.

While the disclosed point-to-point Internet protocols and system

have been particularly shown and described with reference to the

preferred embodiments, it is understood by those skilled in the art that

various modifications in form and detail may be made therein without

departing from the scope and spirit of the invention. Accordingly,

modifications such as those suggested above, but not limited thereto, are

to be considered within the scope of the invention.
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Throughout this specification and the claims which follow, unless the

context requires otherwise, the word “comprise”, and variations such as

“comprises” and “comprising”, will be understood to imply the inclusion of a stated

integer or step or group of integers or steps but not the exclusion of any other

5 integer or step or group of integers or steps.

The reference to any prior art in this specification is not, and should not be

taken as, an ‘acknowledgment or any form of suggestion that that prior art forms

part of the common general knowledge in Australia.

10
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. Apparatus for establishing a point-to-point communication link said

apparatus operating in a computer system operatively coupled to other computers

and a server over a computer network, said apparatus comprising:

a. means for transmitting, from the first process to a server a query as

to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the

second process from the server when the second process is connected to the

computer network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

2. The computer apparatus of claim 1 further comprising:

d. means for receiving audio data and transmitting the audio

data to the second processor over the established point-to-point communication

link.

3. An apparatus for use with a computer system capable of executing a first

process and communicating with other processes, a directory server process and

a mail server process over a computer network, the apparatus comprising:

A. program logic configured to detennine the currently assigned

network protocol address of the first process upon connection to the

computer network;

B. program logic configured to establish a communication connection

with the directory server process once the assigned network protocol of the first

process is known;
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C. program logic configured to forward the assigned network protocol

address of the first process to the directory server process upon establishing a

communication connection with the directory server process; and

D. program logic configured to establish a point-to-point communication

5 with another process over the computer network.

The apparatus of claim 3 wherein the program logic D further comprises:

D.1 program logic configured to transmit, from the first process to the

directory server process, a query as to whether a second process is connected to

4.

the computer network; and

D.2 program logic configured to receive a network protocol address of

the second process from the directory server process, when the second process

10

is connected to the computer network.

The apparatus of claim 3 wherein the program logic D further comprises:

D.1 program logic configured to transmit an E-mail message containing a

network protocol address from the first process to the mail server process over

15 5.

the computer network; -

D.2 program logic configured to receive a second network protocol

20 address from a second process over the computer network.

6. An apparatus for use with a computer system, the computer system

capable of executing a first process connectable over a computer network to a

second process and a directory database server process, the apparatus

25 comprising:

a. program logic configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process forwarded to the database following

30 connection to the computer network; and
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b. program logic responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

7. A computer program product for use with a computer system, the computer

system executing a first process operatively connectable over a computer network

to a second process and a sewer process, the computer program product

comprising a computer useable medium having computer readable program code

embodied therein, the program code comprising:

a. program code configured to access a directory database, the

database having a network protocol address for a selected plurality of processes

having on-line status with respect to the computer network, the network protocol

address of each respective process fowvarded to the database following

connection to the computer network; and

b. program code responsive to one of the network protocol addresses

and configured to establish a point-to-point communication link from the first

process to the second process over the computer network.

8. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

sewer, said method comprising:

A. following connection of the first process to the computer network

fowvarding to the address server a network protocol address at which the first

process is connected to the computer network;

B. querying the address server as to whether the second process is

connected to the computer network;

C. receiving a network protocol address of the second process from the

address server, when the second process is connected to the computer network;

and
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D. in response to the network protocol address of the second process,

establishing a point-to-point communication link with the second process over the

computer network.

5 9. A method for establishing point-to-point communications with other

processes, said method for use in a computer system capable of executing a first

process and communicating with other processes and a server process over a

' computer network, said method comprising:

' A. determining the currently assigned network protocol address of the
00 00oh0
00000 0to 10 first process upon connection to the computer network;

- B. establishing a communication connection with the server process

once the assigned network protocol of the first process is known;

C. fowvarding the assigned network protocol address of the first process
to the server process upon establishing a communication connection

_..:._ 15 with the server process; and

.3": D. establishing a point-to-point communication with another process

over the computer network.

10. The method of claim 9 wherein the program step D comprises:

20 D.1 transmitting, from the first process to the server process, a query as

to whether a second process is connected to the computer network; and

D.2 receiving a network protocol address of the second process from the

server process, when the second process is connected to the computer network.

25 11. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

server, said method comprising:
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a. accessing a directory database, the database having a network

protocol address for a selected plurality of processes having on-line status with

respect to the computer network, the network protocol address of each respective

process forwarded to the database following connection to the computer network;

and

b. in response to one of the network protocol addresses, establishing a

point-to-point communication link from the first process to the second process over

the computer network.

12. A method of establishing a point-to-point communication between a first

process and a second process, said method for use in a first computer process

operatively coupled over a computer network to a second process and an address

sewer, said method comprising:

a. transmitting to the server a network protocol address received by the

first process following connection to the computer network;

b. transmitting, to the server, a query as to whether the second process

is connected to the computer network;

c. receiving a network protocol address of the second process from the

» server, when the second process is connected to the computer network; and

d. in response to the network protocol address of the second process,

establishing a point-to-point communication link between the first process and the

second process over the computer network.

13. An apparatus capable of executing a first process and connecting to other

processes and a server process over a computer network, the apparatus

comprising:

a. program logic configured to generate a user-interface enabling

control of a first process executing on the computer system;
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b. program logic configured to determine the currently assigned

network protocol address of the first process upon connection to the computer

network;

c. program logic, responsive to the currently assigned network protocol

5 address of the first process, and configured to establish a communication

connection with the server process and to forward the assigned network protocol

address of the first process to the server process upon establishing a

communication connection with the server process; and

d. program logic, responsive to user input commands, and configured

10 to establish a point-to-point communications with another process over the

computer network.

14. The apparatus of claim 13 wherein the program logic configured to

establish a point-to-point communication link further comprises:

15 d.1 program logic, responsive to the network protocol address of a

second process, and configured to establish a point-to-point communication link

between the first process and the second process over the computer network.

15. The apparatus of claim 14 wherein the program logic configured to

20 establish a point-to-point communication link further comprise:

d.2 program logic configured to transmit, from the first process to the

server process, a query as to whether the second process is connected to the

computer network; and

d.3 program logic configured to receive a network protocol address of

25 the second process from the sewer process, when the second process is

connected to the computer network.

16. An apparatus for use with a computer system, the computer system

executing a first process operatively coupled over a computer network to a second

30 process and a directory database server process, the apparatus comprising:
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A. program logic configured to, following connection of the first process

to the computer network, forward to the address server a network protocol address

at which the first process is connected to the computer network;

B. program logic configured to query the address server as to whether

5 the second process is connected to the computer network;

C. program logic configured to receive a network protocol address of

the second process from the address sewer, when the second process is

connected to the computer network; and

D. program logic configured to, in response to the network protocol

10 address of the second process, establish a point-to-point communication link with

the second process over the computer network.

17. Apparatus for establishing a point-to-point communication link, said

apparatus operating in a computer system capable of executing a first process and

is operatively connectable to other processes and a server over a computer network,

said apparatus comprising:

a. means for transmitting, from the first process to the server, a query

as to whether a second process is connected to the computer network;

b. means for receiving a network protocol address of the second

20 process from the server when the second process is connected to the computer

network; and

c. means, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

25

A computer data signal embodied in a carrier wave comprising:

program code for transmitting to a server a network protocol address

18.

received by a first process following connection to a computer network:

program code for transmitting, to the server, a query as to whether a

30 second process is connected to the computer network;
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program code for receiving a network protocol address of the second

process from the sewer, when the second process is connected to the computer

network; and _

program code, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

19. A computer program product for use with a computer system, the computer

system executing a first process and operatively connectable to a second process

and a server over a computer network, the computer program product comprising

a computer useable medium having program code embodied in the medium, the

program code comprising:

program code for transmitting to the server a network protocol address

received by the first process following connection to the computer network;

program code for transmitting, to the server, a query as to whether the

second process is connected to the computer network;

program code for receiving a network protocol address of the second

process from the server, when the second process is connected to the computer

network; and

program code, responsive to the network protocol address of the second

process, for establishing a point-to-point communication link between the first

process and the second process over the computer network.

20. Apparatus substantially as hereinbefore described with reference to the

accompanying drawings.

21. A computer program product substantially as hereinbefore described with

reference to the accompanying drawings.

A method substantially as hereinbefore described with reference to the

accompanying drawings.
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23. A computer data signal substantially as hereinbefore described with

reference to the accompanying drawings.

5

DATED this 8th day of September 2000

NetSpeak Corporation

By its Patent Attorneys

10 DAVIES COLLISON CAVE
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@ Router using remote address resolution to enable bridge like data forwarding.

@ A communications system has a first corn- station. The forwarding apparatus forwards a
munications link (110) and a second communi-
cations link (112), at least one end station
(111,113) capable of communicating on each of
the communications links, an apparatus (100)
for forwarding a packet from the first link to the
second link, the apparatus capable of detecting
a network layer header on a data packet, the
network layer header having a destination ad-
dress. There is assigned, to the apparatus, an

data packet as a bridge in the event that a data
link address in a message packet is not a data
link address of the apparatus. The forwarding
apparatus forwards a data packet as a router in
the event that a data link address in the mes-

sage packet is a data link address of the appa-
ratus.

apparatus mask having a forwarding mask K335/Es '°°° PnFc%lé§'§7ns
lengtti for distinguishing the destination ad-

dress into a subnet address part and into a host BRIDGE W0 “N2 1020
address part Also there is assigned, to an end
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station, an end station mask having an end N moi; V v Lgégfgfw
station mask length for distinguishing the desti- "R29Hii5'I33R§r5sS “E09557
nation address into a subnet address part and NORMAL °°"‘3S mo
into a host address part. And there is assigned a PR(B)l3léJGE .5
greater length to the forwarding mask length 55"“ ‘"2 Y L5'éE{‘§.Ep
than to the end station mask length, to enable '°“‘ v LAGERADDHESS N “E5”-PNSE
the end station in using the end station mask to ONOHIGINATING W0
identify all end stations on the first link and the .5

second link as being on a single link, and to Nomeaus Y RE',?,’}§’T'§E,IRp
enable the apparatus in using the fonivarding m'I»"IiAe'h"i?s°s‘~rL REEENTEIRP “E°‘7’E5T
mask to distinguish which of the first link or the M P%8ilir°=:‘nB% ,,,5,,
second link an end station addressed by the 1026 DEsrIiIi/Inou is
network layer address is located. W‘ v REf,2,°,’§§,{,,,, ~

A selected end station transmits an Address '03? "E5"’§’"5E
Request Protocol (hereinafter ARP) message MAKEARP

 

onto the first communications link, the ARP °‘‘°”E 5”‘ ‘M2 '5ErEr'3e?iI5?i5I§ GENERATE 1052" . - REMOTEARP ALOCAL

< message requesting a data link address from a Ri=.oui-:srs RESAPIEPNSE
‘O receiving end station, and the apparatus sendsthe ARP message to a second forwarding ap- seuemreC’) . . ANARP IN
in paratus connected to the second link having the his aeoussr NORMAL

m receiving end station connected thereto. The W‘ Pl'§8§IETISgI3NG
‘_ apparatus receives an ARP response message 1049 mo
in containing the data link address of the receiving GENEMTE toss

° end station from the second forwarding ap- IE3 An3'i3EIs“9o"i3se HGURE 1A
paratus. And finally, the apparatus fomards the

& ARP response message to the selected end
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FIELD OF THE INVENTION

This invention relates to forwarding messages

from a first link to another link, and more particularly

relates to reducing the time required to forward data
packets.

BACKGROUND OF THE INVENTION

Communications systems between computers

are presently capable of connecting tens of thou-

sands of computers. Typically, a computer will engi-

nate a message directed to another computer, and will
transmit the message as a sequence of data packets

onto the communications system. Because of the

large number of computers connected to the system,

and the large number of data packets transferred be-

tween the computers, throughput of packets transfer-

red by the system is an important issue.

Communications systems are often divided into a

number of links. Typically, a link may be a local area
network, where each local area network is capable of

supporting a few hundred computers. A local area net-
work will hereinafter be referred to as a LAN. The

LANs are connected together by a number of different
standard devices which forward packets. With the in-

creasingly large size of modern communications sys-
tems, the time required to forward a data packet be-

tween LANs becomes an important parameter of sys-

tem design.

Other types of links in a communications system
may be, for example, a wide area network formed by

joining other links such as LANs, a point to point con-

nection between computers, etc. Maintaining high

throughput of system packet traffic is also an impor-

tant problem in all link to link connections.

Also, all types of links may be connected together
by standard devices.

Before discussing standard devices used to con-

nect links together. data packets and the headers of

data packets added by different layers of the commu-

nications protocol must be discussed. A data packet

is typically formed in a higher level of the communica-

tions protocol, and finally is transferred down to the

Transport Layerwhich passes the packet into the Net-

work layer. The Network layer attaches a header, the

Network Layer Header, to the data packet, and then

passes the packet into the Data Link Layer. The Data

Link Layer then attaches a header, the Data Link Lay-
er Header. to the data packet The packet is then

transmitted onto the communications system by the

physil layer.

A packet, once transmitted onto the communica-

tions system. is then fon/varded from link to link until
it reaches its destination end station.

A first type of device connecting links of the corn-

munications system is a bridge. A bridge operates in
the Data Link level of the communications protocol,
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which is the level immediately above the physical lev-

el. A bridge receives data packets from one link, typ-
ically a LAN, and then parses the Data Link Header.

The bridge then makes a decision on what to do with

the data packet, where the decision is based upon the
contents found in the Data Link Header.

A second type of device linking LANs is a router.

A router operates in the network layer, a layer above

the data link layer’. A router operates by parsing both

the Data Link Header and the Network Layer Header,

and making decisions based on the contents of both
headers.

In some designs a bridge may be on the order of

200 times faster than a router in forwarding a data
packet from a first link to a second link.

Even though a router is slower in fonrvarding

packets from one link, such as a LAN, to another link.

it is necessary to use routers rather than bridges at

certain locations between multiple numbers of links.

The router performs functions beyond those of a

bridge, such as: forwarding along better routes than

a bridge; incrementing a ‘hop count" field of a forward-

ed packet to show the number of passes of the packet

through a router in order to prevent indefinite looping

of the packet; preventing certain management traffic

such as "hello" messages from end stations on one

link from being forwarded to the other link; maintaining

"network layer addresses" of stations on the links that

it connects; fragmentation and reassembly of packets
because of different protocols employed by different

links; performing explicit handshaking protocols with
end stations connected to links connected to the rout-

er; participating in routing algorithms, and other func-
tions.

However, a difficulty in operation of large comput-

er communications networks is that the time required

for a router to forward messages may result in lower
throughput.

SUMMARY OF THE INVENTION

The invention resides in an apparatus for forward-

ing packets, and solves the difficulty of a router requir-

ing too much time for fowvarding a packet, along with
the difficulty of a bridge increasing address request

protocol (ARP) traffic by forwarding ARP messages.
A communications system has a first communica-

tions link and a second communications link, at least

one end station capable of communicating on each of
the communications links, an apparatus for forward-

ing a packet from the first link to the second link, the
apparatus capable of detecting a network layer head-
er on a data packet, the network layer header having

a destination address. There is assigned, to the appa-

ratus, an apparatus mask having a fonivarding mask

length for distinguishing the destination address into
a subnet address part and into a host address part.

Also there is assigned, to an end station, an end sta-
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tion mask having an end station mask length for dis-

tinguishing the destination address into a subnet ad-

dress part and into a host address part. And there is

assigned a greater length to the forwarding mask

length than to the end station mask length, to enable

the end station in using the end station mask to iden-

tify all end stations on the first link and the second link

as being on a single link, and to enable the apparatus

in using the forwarding mask to distinguish which of
the first link or the second link an end station ad-

dressed by the network layer address is located.
Also there is a first means for a selected end sta-

tion to transmit a local Address Request Protocol

(hereinafter ARP) request message onto the first

communications link, the local ARP request message

requesting a data link address of a receiving end sta-
tion. Further, there is a second means, in response to

the local ARP request message, for the apparatus to

create a remote ARP request message and to send

the remote ARP request message to a second for-

warding apparatus connected to the second link hav-

ing the receiving end station connected thereto. There

is also a third means for the apparatus to receive a re-

mote ARP response message containing the data link

address of the receiving end station from the second

forwarding apparatus. And there is a fourth means, re-

sponsive to the remote ARP request message. for the

apparatus to create a local ARP response message

and to send the local ARP response message to the
selected end station.

The fonrvarding apparatus forwards a data packet

as a bridge in the event that a data link address in a

message packet is not a data link address of the ap-
paratus.

The forwarding apparatus forwards a data pad<et
as a router in the event that a data link address in the

message packet is a data link address of the appara-
tus.

BRIEF DESCRIPTION OF THE DRAWINGS

A more detailed understanding of the invention

may be had from the following description of preferred

exemplary embodiments to be understood in conjunc-

tion with the accompanying drawing wherein:

Fig. 1 is a logic diagram of two LANs connected

by a router in accordance with a preferred embodi-
ment of the invention.

Fig. 1A is a fiow chart of a brox in accordance with
the invention.

Fig. 2 is a field diagram of a data packet in accor-
dance with a preferred embodiment of the invention.

Fig. 3A is field diagram of an address field.

Fig. 3B is a field diagram of a mask for an address
field.

Fig. 3C is is a field diagram of a mask for an ad-
dress field.

Fig. 4 is a block diagram of a communications
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system having multiple links, in accordance with the
invention.

Fig. 5 is a field diagram ofan address in accor-
dance with the invention.

Fig. 6A is a field diagram of an address in accor-

dance with a preferred embodiment of the invention.

Fig. 6B is a field diagram of a bridge router box
(brox) mask in accordance with a preferred embodi-
ment of the invention.

Fig. 7A is a field diagram of an address in accor-

dance with a preferred embodiment of the invention.

Fig. 7B is a field diagram of an end station mask
in accordance with a preferred embodiment of the in-
vention.

Fig. 8 is a block diagram of a communications

system in accordance with the invention.

DETAILED DESCRIPTION

FIRST EXEMPLARY EMBODIMENT

Capitalization wfll be used in this document to

highlight names of fields of a packet, in order to im-

prove readability of the document.

Referring now to Fig. 1, there is shown a commu-
nications link connection apparatus 100, a "brox", in
accordance with the invention. The temr "brox" is

coined herein, and is defined as a box for connecting

communications links in accordance with the present
invention. A brox forwards as a router under certain

conditions, but under other conditions forwards as a

bridge. The word "brox" is an acronym (created from

the capitalized letters Bridge Router bOX) for a box

that behaves as a bridge or as a router. Also a brox

may have behavior modes that are neither those of a

standard bridge nor those of a standard router.
For a multiple hop data packet transmission, op-

eration of the invention can be described in simple

tenns for a network using a Transmission Control Pro-

tocol-Internet Protocol (TCP-IP) type protocol as fol-
lows. TCP-IP is a well known protocol suite which has

been developed in the United States. The present in-

vention works partirularly well with the TCP-IP proto-
col, but will also work with similar protocols.

But first, a TCP-IP type of protocol wfll be briefly

described. In a TCP-IP type protocol, a destination

address in the Network Layer Header of a packet is

resolved into a subnet address and a host address by

applying a mask to the total address. A mask is as-

signed to a link. A station is configured with a network

layer address and a mask for each link to which the

station is attached. The mask has as many bit posi-
tions as the address in the packet.

The mask has some bits set equal to '1', and
some bits set equal to "0". The bits of the mask that

equal '1 " correspond to bits of the address that iden-

tify the link. The bits of the mask that equal '0' corre-
spond to bits of the address that identify the host, or
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end station. on that link.

For example: in the event that the network layer

address is 32 bits (or 4 octets), then the mask is also
32 bits; in the further event that the mask has 16 bits

set =1, and 16 bits set =0, then the station interprets

the bits in the address corresponding to the bits =1 of

the mask as identifying the link. The bis in the ad-
dress corresponding to '0s' in the mask identify the
host, or end station. on that link.

As further example, if the first two octets of the
mask contain 8 bits =1 each, and the second two oc-

tets of the mask contain all bits =0, then the address
of the link is contained in the two octes of the address

corresponding to the bits =1 of the mask. Also, the
host, or station, address on that link is contained in the

address bits corresponding to the bits =0 of the mask.

Tenninology used in the art of computer commu-
nications will now be addressed. The terms "link" and

"subnet" are substantially synonyms. Also, the terms

"host' and "end station" are substantially synonyms.

The terms "link" and "end station" are frequently used

in discussions of OSI standard type computer oom-

munications systems. The terms "subnet" and "host"

are frequently used in discussions of TCP-IP type

computer communications systems. A link or a subnet

may be a local area network, or may be another type

of system for computer communications. A host or

end station is the computer attached to the link or the
subnet

A further standard feature of a TCP-IP type pro-

tocol is that when an initiating station initiates a trans-

mission to an intended receiving station, the initiating

station "knows" onlythe Network Layer address of the

intended receiving station. In orderto "learn" the Data

Link Layer address of the intended receiving station,

the initiating station transmits an Address Request

Protocol (ARP) message. A bridge forwards the ARP

message. but a router ignores the ARP message. In
the event that the intended receiving station receives

the ARP message, either by being on the same link

as the station or by having the ARP request bridged
to the link containing the intended receiving station,

then the intended receiving station sends to the initiat-

ing station an ARP response containing the Data Link

Layer address of the intended receiving station. Upon

receipt of the ARP response, the initiating station

sends data packets to the intended receiving station

by placing the Data Link Layer address learned from
the ARP response into the Data Link Header of the

data packets.

Also, as a standard practice in a TCP-IP type pro-

tocol, an initiating station first tests the Network Layer

address of the intended receiving station against its

own Network Layer address. Each station on the com-

munications link of the initiating station has the same
subnet address, and so the initiating station tests the

subnet address of the intended receiving station

against the subnet address its own subnet address.
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In the event that the two subnet addresses are

equal. the initiating station transmits an ARP mes-
sage.

In the event that the two subnet addresses are dif-

ferent. then the initiating station transmits a data pack-
et to a router connected to the communications link of

the initiating station. The router maintains a forward-

lng table, and so "knows" the communications link

containing the intended receiving station. The router

then forwards the data packet to the proper link,

where a further router places the Data Link Layer ad-

dress of the intended receiving statlon into the Data

Link Layer Header of the data packet. and forwards

the data packet onto the proper link for receipt by the

intended receiving station. The originating station

does not learn the data link address of the receiving
station.

Turning now to a simple discussion of the inven-

tion, both the router and the bridge are replaced with
the "brox" of the invention. Also. in the invention, the

network layer addresses of the end stations on the va-

rious links are carefully chosen so that all end stations

on all links connected by the invention have in their

network layer address: firstly, a sequence of bis that

are identical for all end stations attached to any of the

links connected by broxs; secondly, a sequence of

bits that are identical for stations on a single link, but

different for stations on other links; and, thirdly, a se-

quence of bits that are unique among stations on any
one link.

The forwarding apparatus of the invention is the

brox. A brox has assigned a mask that exposes both

the sequence of identical bits and the sequence of

unique bis. In contrast, the end stations have a short-

er mask that exposes only the sequence of identical
bits.

All end stations linked by the invention have the

same sequence of identical bits. Accordingly. when
an initiating station tests the network layer address of

the intended receiving station against its own network

layer address in order to detennine if the initiating sta-

tion has pennission to send a local ARP message,

then pennission to send a local ARP message will be

granted for an intended end station linked by the in-
vention. whether the intended end station is on the

same link as the initiating station or whether it is on a
different link.

Also in the invention it is important to distinguish

four (4) different types of ARP messages. These four
different types of ARP messages are:

1. a local ARP request. A local ARP request is

transmitted by an end station onto a link connect-

ed to the end station. A local AR request asks for
a data link address of an intended destination sta-

tion. A local ARP request is identical to the stan-

dard TCP-IP compatible ARP request discussed
hereinabove.

2. a local ARP response. A local ARP response
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is received by an end station, and the local ARP
response delivers a data link address to the end

station. A local ARP response is identical to the

standard TCP-IP ARP response discussed here-
inabove.

3. a remote ARP request. A remote ARP request

is created by a brox on the link of an originating

end station. and is created by the brox in re-

sponse to receipt by the brox of a local ARP re-

quest. The remote ARP request is transmitted to
a remote brox on the link of a remote intended

destination station.

4. a remote ARP response. A remote ARP re-

sponse is created by a remote brox on the link of
a remote intended destination station, and is cre-

ated in response to the remote brox receiving alo-

cal ARP response. The remote ARP response is

transmitted to a brox on the link ofthe originating

end station, and in response to receiving the re-
mote ARP request, the brox creates and trans-

mits a local ARP response to the originating end
station.

By carefully choosing the addresses of all end

stations linked by the invention, by using broxs for for-

warding between the various links, and by using short
masks for stations and long masks for broxs, useful
results flow from the invention. The first useful result

is that data packets are forwarded at bridge speed be-

tween end stations linked by the invention. A second
useful result is that local ARP traffic on one link is con-

fined to that link and is not forwarded as it would be if

the links were joined by a conventional bridge. A third

useful result is that all links joined by the invention

may be reached by remote ARP messages generated

in response to any end station on any of the links, with-
out flooding every link with unnecessary local ARP
messages.

Forwarding rulesfollowed by a brox may be sum-
marized as follows:

1. in the event that the brox recognizes the ad-

dress found by parsing the Data Link Destination

Address field of a packet as an address used by

that brox, then the brox receives the packet and
functions as a router.

2. in the event that the brox does not recognize

the destination address found by parsing the Data
Link header as an address of the brox, then the

brox bridges the packet.
3. in the event that the brox recognizes the packet
as a local ARP request, and the intended destin-
ation end station is on a remote link as deter-

mined by the brox using its long mask, then the
brox creates a remote ARP request and sends it
to a brox on the link of the intended destination

end station.

4. later the brox receives a remote ARP response
from a brox attached to the link of the intended

destination end station. The brox then creates a
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local ARP response in response to the original lo-

cal ARP request. The local ARP response con-

tains the data link layer address of the intended
receiving end station. The brox then transmits the

local ARP response onto the link having the orig-

inating end station. The local ARP response is re-

ceived by the originating end station, and so the
originating end station learns the data link ad-
dress of the intended destination station.

A significant benefit of the invention is that, once

the originating end station learns the data link address

of the intended destination end station. forwarding of

later sent data packets is at bridge speed, ratherthan

router speed. The forwarding delay at each brox, in

some designs, may be as much as 200 times less

when the brox functions as a bridge rattler than as a

router. Accordingly, the invention greatly speeds for-
warding of data packets.

Referring now to Fig. 2, there is shown a typical

field structure for a data packet used by an end station

of LAN 110, 112 shown in Fig. 1. Data packet 120 is

shown having a Data Link Header 122 and a Network

Layer Header 124. When data packet 120 is created

and transmitted onto a LAN, the network layer attach-
es Network Header 124 to the packet. and then the

packet is handed down tothe data link layer. The data

link layer then attaches the Data Link Header 122 to

the packet. Upon transmission, data packet 120 may
have additional fields preceding the Data Link Header

122 such as, for example, preamble fields, and the

precise structure of such preamble fields will depend

upon the standard to which LAN 110 is designed.

Such preamble fields are not shown in Fig. 2, as Fig.

2 focuses on those fields used by the invention.
Data Link Header 122 contains Data Link Destin-

ation Address field 126, and Data Link Source Ad-
dress field 128. Other Data Link Header fields 130 are

also shown in Fig. 2, but are not further described
herein in that the invention focuses on the Data Link

Destination Address field 126 and the Data Link

Source Address field 128 of the Data Link Header

122. Data Link Destination Address field 126 is abbre-

viated DL D. Data Link Source Address field 128 is ab-

brevlated DL S.

Network Layer Header 124, as shown in Fig. 2,

has: Network Layer Destination address field 140, NL

D field 140; Network Layer Source address field 142
NL S; and other fields 144. Also, data fields 146 fol-

lows the Network Layer Header 124. The Network

Layer Destination Address field 140 is abbreviated NL

D. The Network Layer Source address field 142 is ab-
breviated NL S.

In exemplary network designs, the Network Layer
Destination address field 140 and the Network Source

Layer field 142 may each be assigned a fixed length.

The length is often expressed in terms of octets. An

octet is a data structure that is ordinarily 8 bits long.
For example, in a TCP-IP compatible network both
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the Network Layer Destination Address field 140 and

the Network Layer Source Address field 142 are as-

signed a length of 32 bits, or 4 octets each.

Tuming now to Fig. 1A. there is shown a flow
chart of the logic of an exemplary brox 100. At block

1000 the packet arrives at the brox. Control passesto
decision block 1010 where the packet data link des-
tination address contained in the Data Link Destina-

tion Address field 126 of the packet is detennined.

Then, the packet data link destination address is test-
ed in order to detennine if it is either a router address

or a broadcast address used by a router. in the event

that decision block 1010 answers "yes", the packet
data link destination address is eithera router address

or a broadcast address, then control passes to line

1012 for router type processing.
In the event that decision block 1010 answers

"no", then control passes to block 1014 where the

packet is further processed by nonnal bridge forward-
mg.

Router processing proceeds along line 1012 to a
series of decision blocks, block 1020, block 1030,

block 1040, and block 1050. At these decision blocks

the type of packet is determined.
At block 1020 the packet is tested in order to de-

termine if it is a local ARP request, and in the event

that it is, decision block 1020 answers "yes". and con-
trol passes to decision block 1022 for handling as a
local ARP request In the event that decision block

1020 answers 'no', then control passes to decision
block 1030.

At decision block 1030 the packet is tested in or-

der to determine if it is a local ARP response, and if it

is decision block 1030 answers "yes", then control

passes to block 1032 forfurther processing as a local
ARP response. In the event that decision block 1030

answers "no". then control passes to decision block
1040.

At decision block 1040 the packet is tested In or-

der to detennine if it is a remote ARP request, and if

it is decision block 1040 answers "yes', then control

passes to block 1042 for processing as a remote ARP
request. In the event that decision block 1040 an-

swers "no", then control passes to decision block
1050.

At decision block 1050 the packet is tested in or-

der to detennine if it is a remote ARP response, and

if it is decision block 1050 answers “yes”, then control

passes to block 1052 for further processing as a re-

mote ARP response. In the event that decision block

1050 answers "no'. then control passes to block
1060.

At block 1060 the packet is fonrvarded to the prop-

er link in accordance with normal routing processing.

We return to discuss the processing in the event

that the packet tested with a "yes" at decision blocks
1020, 1030, 1040, and 1050.

First we discuss processing in the event that de-
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cision block 1020 answers "yes". the packet is a local
ARP request, and control passes to decision block
1022. A branch to decision block 1022 means that a

host on a link connected to the brox issued a local

ARP request. At decision block 1022 the packet is

tested in order to detennine if the network layer ad-
dress of the intended destination host is on the origi-

nating link, and if it is decision block 102 answers

"yes', then processing branches to block 1024. At
block 1024 the packet is treated as a normal local

ARP request.
In the event that decision block 1022 answers

"no", the packet network layer destination address is

not on the originating link, then control passes to block
1026. At block 1026 the brox sends a remote ARP re-

quest to a brox or router on the destination LAN.

Next we discuss processing in the event that the

packet is a remote ARP request as determined by a

"yes" response at decision block 1040, where control

passed to block 1042. At block 1042 a cache entry is

made to record that a pending remote ARP request
has been received. Control then passes to block 1044

where a local ARP request is generated on the rele-
vant link, where the link is connected to a port of the

brox. Processing in blocks 1042 and 1044 means that

the brox is the remote brox in a remote ARP request.

Next we discuss processing in the event that the

packet is a local ARP response, that is that decision

block 1030 answered 'yes', and processing passed

to block 1032. At block 1032 an entry is made into the
cache of pending remote ARP requests, and control

passes to decision block 1034. At decision block 1034

the question, "Is there a pending remote ARP request
that matches this local ARP response ?" is asked, and

in the event that the answer is "no", then control pass-

es to block 1036 where processing of this packet

stops because processing is done.
In the event that decision block 1034 answers

"yes', there Is a matching pending remote ARP re-
quest, then control passes to block 1038. At block

1038 the brox generates a remote ARP response

message and sends the response to the originating
brox.

Next we discuss processing in the event that de-

cision block 1050 answered 'yes', the packet is a re-
mote ARP response, and control passes to block

1052. At block 1052 the brox generates a local ARP

response and transmits it onto the relevant link con-

nected to the brox. Processing at block 1052 means

that the brox originally generated a remote ARP re-
quest, now the remote ARP response has arrived, and

the remote ARP response is used to create a local

ARP response directed to the originating host.
Normal operation of a bridge and nonnal opera-

tion of a router will now be described.
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Bridges

The Data Link Header 122 contains a number of

fields, and the fields principally used by the bridge are:
the Data Link Destination Address field 126; and, the

Data Link Source Address field 128 (Fig. 2).

The bridge compares the address found in the

Data Link Destination Address field with a forwarding
table maintained in a database contained in the

bridge, and also compares the contents of the Data

Link Source Address field of the packet with a list of
source addresses maintained for each link connected

to the bridge. The bridge then, typically makes for-

warding decisions based upon the contents of these
fields.

Typical design rules for operation of a bridge are
as follows, and include both rules for receipt of a pack-

et and rules for forwarding a packet.

Forreceipt of a packet, a bridge tests the contents
of the Data Link Destination Address field of the pack-

et against intemally maintained forwarding tables.

Forforwarding, the bridge decides what to do with

the packet, for example, as follows. Typically, for a

bridge that uses the flooding and backward learning

algorithm, the bridge makes the following decisions,
based upon the contents of the Data Link Destination

Address field of the packet: if the packet Data Link

Destination Address is in the forwarding table of a link

attached to the bridge, then forward the packet to the
proper link, except, if the packet destination is on the

link from which the packet originated, then disregard
the packet; and, if the destination address is not in the

fonivarding table, then flood the packet to all of the

links connected to the bridge, but not the link from

which the packet originated. Also, typically, a bridge

fonivards packets having certain multicast or broad-
cast addresses in their Data Link Destination Address

field, such as end station hello messages. A bridge at-

tempts to make the links that it Joins together operate
as an extended LAN.

Also, If the content of the Data Link Source Ad-

dress field of the packet is absent from the bridge for-

warding tables. then the bridge adds to its appropriate

forwarding table a correlation between the address
contained in the Data Link Source Address field of the

packet and the link from which the packet arrived. Any

subsequent packets addressed to that address are

then forwarded onto the correlated link. By updating

its forwarding table using the arrival link of unknown

packets, a bridge learns the correlation between arriv-
al links and the source address of end stations either

on those links or connected to those links from other

links. and thereby builds up entries into its forwarding
tables. Further, for example, there are many other

ways that entries in in a bridge forwarding table may

be compiled.
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Routers

A router receives a packet in the event that the
Data Link Destination Address field DL D 126 of the

packet contains the data link address of the router or

a special multicast address used by routers, other-
wise the router ignores the packet.

In the event that a router receives a packet, the

router uses its mask to analyze the network layer des-

tination address carried in the Network Layer Destin-

ation Address field NL D 140 of the packet. By using
its mask, the router breaks the packet network layer

destination address into a subnet, or link, part and into
a host address part.

The router ‘knows’ a route to the destination link

as a result of a forwarding table maintained by the

router. The forwarding table is built up by the router

participating in router protocol algorithms. The router

forwards the packet by placing an appropriate data
link destination address in the Data Link Destination

Address field DL D of the packet, and by transmitting
the packet onto the proper link.

Routers perfonn other functions not directly relat-

ed to the present invention, such as: running routing
protocols in order to decide on routes to maintain be-

tween links when there are choices of multiple routes,

that is. participating in routing algorithms; isolating

links, by, for example, preventing certain manage-

ment traffic such as end station hello messages on

one link from being forwarded to another link; frag-

mentation and reassembly of packets because of dif-

ferent protocols employed by different links; perfonn-
ing explicit handshaking protocols with end stations
connected to links connected to the router; and other
functions.

Referring now to Fig. 3A, there is shown the struc-

ture of a Network Layer Address. Fig. 3A may refer to

the address of a station on a link. Alternatively, Fig. 3A

may refer to a Network Layer Destination Address
field of a message packet. As a further altemative,

Fig. 3A may refer to a Network Layer Source Address

field of a message packet. For convenience, the field

structure of Fig. 3A may be referred to as the structure

of a Network Layer Destination (often abbreviated as

NL D) address field ofa message packet, although, as
will be apparent to those skilled in the art, the discus-

sion oould equally well apply to the Network Layer

Source Address field (often abbreviated as NL S ad-

dress field) 142 of a message packet. Also, Fig. 3A
will be used to describe a Network Layer Address as-

signed to a station.
As shown in Fig. 3A, NL D address field 140 con-

tains 4 bytes, byte 150, byte 152, byte 154, and byte
156. Each byte 150 152 154 156 is an octet, and

thereby contains 8 bits.

Referring now to Fig. 3B, there is shown mask
158. Mask 158 has 4 bytes, byte 160, byte 162, byte

164, and byte 166. A mask is assigned to a station,
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for example the mask is assigned to end station A
111A, or, for example, B 111B, or, for example, end
station C 113C, or to brox 100. In the event that a sta-

tion detects a message packet, the station applies
mask 158 to NL D address field 140 in order to deter-

mine the address represented by the NL D address
field 140. For example, in the example shown in Fig.

3A and Fig. 3B, the mask 158 is shown having all ones

in byte 160, byte 162, and byte 164. In contrast, byte

166 contains all zeros. Accordingly, the correspond-
ing bytes of NL D address field 140, that is byte 150

corresponding to byte 160 of the mask, byte 152 cor-

responding to byte 162 of the mask, and byte 154 cor-

responding to the mask byte 164 represent the subnet

address. The term "subnet" is synonymous with "link',

and may accordingly stand for a local area network

LAN. or any other type of link Byte 156 of NL D ad-

dress field 140 corresponds to the zeros of mask byte

166, and accordingly represents the address of a

"host'. The tenn "host" is synonymous with "station",

and so may stand for an ‘end station", a "brox", or any
other type of station. Mask 158 indicates, by the zeros

in byte 166, that the host address represented by NL

D address field 140 is contained in byte 156.
Accordingly, mask 158 interprets NL D address

field 140 so that bytes 150, 152, 154 represent a sub-

net address. And also mask 158 indicates that byte

156 represents a host address.

As shown in Fig. 3B, mask 158 has byte 160 in-

dicated as byte B1. Byte 162 is indicated as byte B2.

Byte 164 is indicated byte as B3. Byte 166 is indicated

as byte B4. The labels B1, B2, B3, and B4 indicate the
position of the byte within mask 158.

SECOND EXEMPLARY EMBODIMENT

Operation of communications system 101, as
shown in Fig. 1, will now be discussed. In the event

that end station A 111A decides to send a message

packet to end station C 113, then the following events
occur".

1. End station A 111A first attempts to leam the

data link layer address ofend station C 113. In the

first step to learn the data link layer address of
and station C 113, end station A 111A tests its

network layer address against the network layer
address ofend station C 1 13 in order to determine

ifthe two end stations are on the same link. And

if the two end stations are on the same link, then

end station A 111A has pennission to transmit an

Address Request Protocol message (a local ARP

request message). An local ARP request mes-
sage transmitted by an and station will be herein-
after referred to as a local ARP request.

End station A 111A uses a short mask, as

shown in Fig. 3C, In making the determination as
to whether or not end station C 113 is on the same

link as end station A 111A, and because of the
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careful choice of end station network layer ad-
dresses, concludes that end station C 113 is on

the same link as end station A 111A. As shown in

Fig. 3C, the short mask used by end station A

111A has byte 161 and byte 163 both contain

eight ones, and byte 165 and byte 167 both con-

tain eight zeros. Accordingly, end station A 111A

"sees' only byte 150 and byte 152 of the address

fields shown in Fig. 3A, as the subnet address of

itself and of end station C 113. By careful choice
of the end station addresses, both end station A
111A and end station C113 have the same value

of bytes 150 152 in their network layer addresses.
Accordingly, end station A111A concludes that it
and end station C 113 are on the same link.

Physically, as is shown in Fig. 1, end station
A 111A is on link 110 and and station C113 is on

link 112. However, because of the careful choice

of end station network layer addresses, and by
end station A 111A using a short mask, end sta-
tion A 111A concludes that it and end station C
113 are on the same link.

2. In response to its conclusion that end station C
113 is on the same link, end station A 111A trans-

mits a local ARP Request onto link 110.

3. The local ARP Request is detected by brox
100. Logic unit 115 detects that the packet is alo-

cal ARP request. In response to receiving the lo-
cal ARP request, brox 100 creates a new local

ARP request. Brox 100 sends the new local ARP

request onto link 112 with the data link layer ad-
dress of end station C 113 in the data link destin-

ation address field 126. By using the Iong mask

of Fig. 3B, where byte 164 contains eight ones,
brox 100 can determine the link to which end sta-

tion C 113 is connected. And by using the portion
of the mask containing "0s', brox 100 can deter-

mine the network layer address of intended des-
tination and station C 113.

End station C 113 receives the second local ARP

Request message from LAN 112. and responds

by creating a local ARP response message, and
then transmitting the local ARP Response mes-

sage onto link 112. The local ARP Response

message contains the data link layer address of
end station C 113.

5. Bmx 100 detects the local ARP response mes-

sage and processes it by logic 117. Brox 100 then

detennines that this local ARP response is in

completion of a pending ARP request. Brox 100

then creates a second local ARP response mes-

sage, and transmits the second local ARP re-

sponse message onto link 110.
6. End station A 111A receives the second local

ARP response message on LAN 110, and ex-
tracts from it the data link layer address of end
station C 113.

7. End station A 111A transmits a message pack-
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et to end station C 113 by placing the data |ink|ay-
er address of end station C 113 into the Data Link

Destination Address field 126 of the message

packet

8. Brox 100 detects the message packet ad-
dressed to end station C 113, concludes that the
data link destination address field 126 of the

packet does not contain a data link destination
address of brox 100, and therefor forwards the

message packet as a bridge, and the message

packet is thereby forwarded onto link 112. This

bridge type forwarding operation is fast, as brox

100 made the decision by parsing only the Data

Link Header field 122 of the message packet.

9. End station C 113 then detects the message

packet by recognizing its data link destination ad-
dress in the data link destination address field 126

of the message packet, and receives the mes-

sage packet.

10. End station A 111A then may transmit a se-

quence of message packets to end station C 113

by: inserting the data link address of end station
C 113 into the data link destination address field

126 of the message packet; and then brox 100
forwards the message packets as a bridge.

Advantages of the invention may be seen as fol-
lows. Brox 100 blocked the local ARP request mes-

sage transmitted by end station 111A from being for-
warded onto link 112, and in that respect functioned

as a router. Brox 100 forwards the message packets
transmitted by end station A 111A onto link 110,

where the message packet contains the data link lay-
er address of end station C 113 in the data link des-

tination address field 126. Brox 1_00 thus rapidly for-

wards message packets, and also isolates local ARP

traffic onto a single link.
A benefit of the invention is that local ARP request

and local ARP response messages on one link, for ex-

ample link 110, are blocked from the other link, in this

example link 112, by brox 100. A further benefit of the
invention is that in the eventthat an end station on one

link, say link 112, sends a sequence of data packets

to an end station on the other link,_then all packets af-

ter the first packet are forwarded at bridge speed.

THIRD EXEMPLARY EMBODIMENT

A multiple hop embodiment of the invention will

now be discussed. Referring now to Fig. 4, there is

shown a more complex communications system 170.

Communications system 170 has link 172, link 174,

link 176, and link 178. Link 172 has end stations 172A,
172B, and 172C. Additionally, link 172 may haveafur-

ther plurality of end stations, and may, for example,
support up to several hundred end stations.

Link 174 has end stations 174A, 174B, 174C, and

174D. Also, Link 174 may support a further plurality of
end stations.
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Link 176 has end station 176A, end station 176B,

and end stations 176C. Further, Link 178 has end sta-

tion 178A, end station 178B, and end station 178C.

Also, Link 176 and 178 may each support a further

plurality of end stations.

Although links 172 174 176178 are shown in Fig.

4 as straight lines. each link may, for example, be a
token ring communications system such as an IEEE

802.5 token ring or an ANSIIIEEE FDDI token ring.
Brox 180 has a connection 182 to link 172, and

also has a connection 184 to link 174. Brox 190 has

connection 192 to link 174, and also has a connection

194 to link 176. Additionally, brox 190 has a connec-
tion 196 to link 178. Brox 200 has a connection 202

to link 174, and a connection 204 to a wide area net-

work through a communications link, as indicated by

jagged arrows 206.
The addresses of stations on links 172 174 176

178 are given by the address field of Fig. 3A Bytes

150 and byte 152 of the addresses are the same for
all stations on all links 172 174 176 178. Bytes 154

and byte 156 are differentfor the various links and sta-
tions as described hereinbelow.

Referring to Fig. 4, address 210 shows fields 154
and 156 of the address fields of Fig. 3A as assigned
to stations on link 172. Field 154 contains; 11111000.

Byte 156 may contain any combination of ones and
zeros. The value of byte 156 is assigned to give a

unique value for each end station 172A, 172B, 172C,

and so forth. Only one byte 156 is reserved for the
host address for end stations connected to link 172,

and so the number of stations that may be individually
addressed are 2-#8, or 256 stations.

Address 212 show bytes 154 and 156 of address-

es of Fig. 3A as assigned to stations on link 174. Byte
154 contains: 11110000. Byte 156 contains any val-

ue, and a unique value of byte 156 is assigned to each
station connected to link 174. For example, end sta-

tions 174A, 174B, 174C, 174D, and connection 184 to

brox 180, and connection 192 to brox 190 are each

assigned a unique value of byte 156. Again, byte 156

may refer to as many as 256 stations.
Address 214 shows bytes 154 and 156 of ad-

dresses of Fig. 3A as assigned to stations on link 176.

Byte 154 of address 214 contains: 11100000. Byte

156 contains any value, and a unique value of byte

156 is assigned to each station on link 176. For exam-
ple, and station 176A, 176B, 176C, and connection
194 to brox 190, each have assigned a unique value

of byte 156.
Address 216 shows bytes 154 and 156 of ad-

dresses of Fig. 3A as assigned to stations on link 178.
Byte 154 of address of 216 contains; 11000000. Byte

156 has assigned any value, and has a unique value

assigned for each station connected to link 178, for
example, end stations 178A, 178B, 178C, and con-
nection 196 to brox 190.

Each end station in communications system 170



17 EP0518 596A1 18

uses mask 221 as shown in Fig. 7B. Mask 221 has all

ones in byte B1 160, all ones in byte in B2 162, all

zeros in byte B3 164, and all zeros in byte B4 166. Ac-
cordingly, whenever any end station in system 170

applies mask 221 to an address of an intended receiv-

ing station lying within system 170, the intended re-

ceiving station will appear to the transmitting end sta-
tion to lie on the same link as the transmitting end sta-

tion. This result arises from the following application

of mask 221 to the address of any end station on sys-
tem 170:

AND (A_my, mask)

AND (A_receive, mask),

where A_my is the network layeraddress of the
end station,
and

where A_receive is the network layer address of the

intended receiving end station.

The AND operations are followed by a test of the

equality of the two AND operations.

In the event that the two AND operations are

equal, then the transmitting end station concludes

that it is on the same link as the intended receiving

end station. Accordingly, in the event that the two

AND operations are equal, the transmitting and sta-
tion has permission to transmit a local ARP request

message in orderto inquire: "What is the data link ad-

dress of the intended receiving end station?".

Referring now to Fig. 6A and Fig. 6B, there is

shown an address in Fig. 6A. Part of the address of
Fig. 6A is a subnet address, and part of the address

is a host address. as determined by the appropriate
mask.

There is shown a mask for a brox in Fig. 6B. The

mask of Fig. 6B is assigned to broxs 180 190 200.

Byte B1 160, and byte B2 162, both contain 8 ones,

as shown in Fig. 6B. Byte B3164 contains: 11111000.

Byte B4 166 contains all zeros. When mask 220, Fig.

6B, is applied to the address 210 of link 172, or to ad-
dress 212 of link 174, or to address 214 of link 176,

or to address 216 of link 178, then the arrangement

of ones in byte 164 of mask 220 allows the various

links to be distinguished. That is, the longest address
in byte 154 is in address 210 of link 172, and consists

of five (5) on es. These five ones are masked for incor-

poration in the subnet address by the arrangement of

five ones in byte 164 of mask 220, as shown in Fig.

6B. Accordingly, by making use of mask 220 assigned
to brox 180, 190, or 200, a determination may be

made as to which link a particular station address is
located.

By making use of the 0s in mask 220 of Fig. 6B,

an identification may be made of the host address 224

as shown in l-‘rg. 6B. The host address, as shown in
Fig. 6B, will comprise the last three bits of byte 154

and all eight bits of byte 156. Accordingly, byte 156 of

address 210 will uniquely identify any of the stations

connected to link 172. Alternatively, address 212, at
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byte 156, will identify any station connected to link

174, through a masking of the 0s of the mask 20 of

Fig. 6b. Additionally, the end stations of link 176 and

link 178 may likewise be identified by the 0s of mask
220 taken with the address 214 for link 176. and ad-
dress 216 taken for link 178.

Since the host address of brox mask 220 of Fig.

6B uses eleven (11) bits, each link may have as many

as 2--11 or two thousand forty eight (2,048) unique
station addresses.

Referring now to Fig. 7A and Fig. 7B there is
shown in Fig. 7B an end station mask 221. End station

mask 221 has byte B1 160 contain: eight ones, byte

B2 162 also contains eight ones. However, bytes B3

164 and byte B4 166 contain all zeros. Accordingly,

an end station using mask 221, when applied to any
address shown as address 210,212,214, 216 will de-

termine that the addresses is given by bytes 150 and
byte 152. Bytes 150 and 152 were chosen to be the

same for all stations in communications system 170.

Accordingly, by use of mask 221, all and stations of

communications systems 170 will determine the

same subnet address 222. A consequence of all end

stations on communications system 170 detennining

the same subnet address through use of end station

mask 221 is that, in accordance with the ordinary rules

of operation for a TCP-IP communications type sys-
tem. the and stations will have permission to transmit

a local ARP request message.

Turning now to Fig. 5, there is shown the full ad-
dress for addresses 210,212,214 and 216. As shown

in Fig. 5, bytes 150 and 152 contain the same value
for each of addresses 210, 212, 214 and 216. The ad-

dresses 210, 212, 214, and 216 differ only in the dif-

ferent values contained in byte 154 and byte 156.

Operation of the Multiple Hop System

In the event that and station 172A desires to

transmit a data message to end station 178C, the fol-

lowing events occur

1. End station 172A does an AND operation be-
tween its address and the address of end station

178C. End station 172A uses the end station

mask 221 of Fig. 7B. End station 172A then con-
cludes that the subnet address 222 of itself and

the subnet address 222 of end station 172A are

equal, and so concludes that it may transmit a lo-

cal ARP request message to end station 178C in
order to learn the data link address of end station

178C.

2. Brox 180 parses the data lint. address of the lo-

cal ARP request message, concludes that the lo-

cal ARP request message is not addressed to
brox 180, and accordingly receives the local ARP

request message. Brox 180 recognizes the data
packet as a local ARP request message, recog-

nizes that the network layer address contained in
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the local ARP request message is the network

layer address of end station 178C, and then cre-
ates a remote ARP request message and sends

the remote ARP request message to brox 190.

Brox 180 knows to send the remote ARP request

message to brox 190 because brox 180 maintains

a fonivarding table showing the end stations at-

tached to various broxs. This fonvarding table is

built up by inter-brox traffic, analogous to the in-

ter-router traffic used by routers to build up for-

warding tables.
3. Brox 190 receives the remote ARP request

message. and transmits on connection 196 to link
178 a standard local ARP request message con-

taining the data link address of end station 178C.
4. End station 178C responds to the local ARP re-

quest message by transmitting a local ARP re-

sponse message containing the data link layer
address of end station 1780 onto link 178.

5. Brox 190 receives the local ARP response

message from end station 178C, and brox 190

creates a remote ARP response message, and
sends it to brox 180.

6. Brox 180 then creates a standard local ARP re-

sponse message and transmits it through con-

nection 182 to link 172, with the data link layer ad-
dress of end station 172A in the Data Link Des-

tination Address field 126 of the local ARP re-

sponse message.

7. End station 172A then interprets the local ARP

response message and extracts from it the data

link layer address of end station 178C.
8. End station 172A then transmits a message
packet directed to end station 178C, where the

message packet contains the data link layer ad-
dress of end station 1780 in the Data Link Des-

tination Address field 126.

9. Brox 180 parses the data link header 122 of the

message packet, discovers the Data Link Destin-
ation address field 126 does not contain the ad-

dress of connection 182, and therefor fonivards

the message packet as a bridge.

10. The message packet is fonlvarded through
' connection 184 to link 174 where brox 190 de-

tects the message packet at connection 192.
11. Brox 190 parses the data link header 122 of

the message packet, concludes that the data link
destination address field 126 does not contain the

data link address of connection 192, and accord-

ingly fonivards the message packet as a bridge.
Brox 190 bridges the message packet through
connection 196 onto link 178 on the basis of a for-

warding table maintained within brox 190.

12. The message packet is detected by end sta-

tion 178C detecting its own data link address ad-
dress in the Data Link Destination Address field

126 of the message packet. Accordingly. the in-

tended receiving station 178C receives the mes-
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sage packet.

Each station in communication system 170 as

shown in Fig. 4 uses end station mask 221 as shown

in Fig. 7B, that is: on link 172 end stations 172A, 172B,
172C; on link 174 and stations 174A, 1748, 174C

174D; on link 176 end stations 176A, 176B, 176C; and

on link 178 and stations 178A, 178B, 178C. The short

mask 221 of Fig. 7B, when used by the end stations

of communication system 170. causes all of the end

stations of communication system 170 to conclude

that they are on the same link. By coming to this con-
clusion, the end stations are pennitted to transmit a lo-

cal ARP request message for the data link address of

an intended receiving station.

Each of the broxs. 180, 200, 190 use the longer

brox mask 20, as shown in Fig. 6b. This longer brox

mask 20 has ones in the first five (5) positions of byte

164, and these ones permit the broxs to distinguish
the subnet addresses of links 172, 174. 176, 178.

In the event that an end station on communication

system 170 prepares to transmita message packet to

an end station connected to communication system
170 through brox 200 by wide area network commu-

nication link 204, then the address in bytes 150 and

152 of the proposed Network Layer Destination Ad-
dress field 140 of the message packet will differ from

bytes 150. 152 of an address of links 172, 174, 176,

178. Accordingly. a brox receiving a local ARP re-

quest message for such a distant end station will for-

ward, in performing as a router, and forward the mes-

sage packet to brox 200 which then sends it on the

wide area network link 204 to an appropriate brox hav-

ing a link to the intended receiving end station.

As can be seen from Fig. 6B and Fig. 7B, a brox

sees a longer subnet address then does an end sta-

tion. As shown at byte 164 in Fig. 6B, the subnet ad-

dress seen by a brox is 5 bits longerthan a subnet ad-

dress seen by an end station using mask 221 from

Fig. 7B. The shorter and station mask causes end sta-
tion to see all of the end stations on communications

network 170 as being on the same link. The longer

brox mask 20, as shown in Fig. 6B, permits a brox

to distinguish the intended receiving end station and

also the link to which the intended receiving end sta-
tion is attached to.

Further, the assignment of the addresses of the

end station is carefully done in order for the end sta-

tions to be distinguishable in accordance with the
above discussion of the brox mask and the end station

mask as shown in Fig. 6B and Fig. 7B. That is, each

end station on communications system 170 was as-

signed a value of byte 154 as follows: link 172 was as-

signed a value of byte 154 of11111000;link174 was

assigned a value of byte 154 of 11110000; link 176

was assigned a value of byte 154 of 11100000; link

178 was assigned a value of byte 154 of 11000000.

This careful selection of addresses is the key to dis-

tinguishing end stations on different links by use of a
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short end station mask 21 and long brox mask 220.

FOURTH EXEMPLARY EMBODIMENT

Referring now to Fig. 8, communications system

300 is shown. Network layer addresses for the end

stations of communications system 300 will now be

discussed. The network layer address are used in the

Network Layer Destination Address field 140 of Fig. 2.

The network layer address may, for example, have 4

bytes, 150, 152, 154, 156 as set out ln address field

140 in Fig. 3A. The value of byte 150 may be repre-

sented by the numeral N1. The value of byte 152 may

be represented as numeral N2. The value of byte 154

may be represented as numeral N3. The value of byte
of 156 may be represented as numeral N4. The four

byte address may then he represented as follows:
N1.N2.N3.N4

In the above symbolic representation of the net-

work layer address, the numbers N1, N2, N3, N4, refer

to the bytes of address 140, that is bytes 150, 152,

154, 156, respectively.

Careful selection of the values of the bytes N1,
N2, N3, N4 pennit the invention to utilize a short end

station mask for an end station to gain pennission to

send a local ARP request, and a long brox mask to en-
able a brox to distinguish end stations on different
links.

As a further example of representation of a net-

work layer address, a mask may be, for example 12

bits long, that is the mask boundaries may not coin-
cide with octet boundaries. For example, the mask

shown in Fig. 6B uses 5 bits from octet 164. Still, a
symbolic representation of the network layer address

may be given as:
A1 .A2.A3

where A1, A2, and A3 are numbers used to refer to

parts of the network layer address. For example, A1

may represent a group of related LANs, A2 may rep-

resent a particular LAN of the group, and A3 may rep-
resent the host address.

An exemplary assignment of end station address
follows.

Referring now to communications system 300 as

shown in Fig. 8, LAN 302 is connected by brox BR4
304 to LAN 306. LAN 308 is connected brox BR6 310

to LAN 306. LAN 306 is connected by brox BR3 312

to LAN 314. LAN 314 is connected by brox BR1 316

to LAN 320. LAN 320 is connected by brox 322 to LAN

324. LAN 320 is connected by brox BR5 326 to LAN
328.

Each LAN, 302, 306, 308, 314, 320, 324, 328 has

connected in communications connection, a plurality

of end stations. For simplicity, only particular end sta-

tions will be directly discussed. LAN 302 is shown with
end station A 340. LAN 328 is shown with end station

B 342.

Addresses are assigned to the end stations on
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each LAN in accordance with the present invention.

For example, addresses may be assigned to the LANs

as follows. Each LAN is assigned an address 140

comprising 4 bytes, bytes 150, 152, 154, 156. As a

simplification, only three of the bytes will be discussed

herein, bytes 152, 154, 156. The highest byte 150

may be assigned an arbitrary number, however each

link has the same value of byte 150.

For example, in communication system 300 byte

152 is assigned the value "19". Accordingly, all sta-

tions on LAN 302 are assigned the address 19.3.‘.

The "t" means any unique number to distinguish the
stations. All stations connected to LAN 306 are as-

signed the address 19.4.:-. All stations connected to

LAN 308 are assigned the address 19.8.-. All stalions

connected to LAN 314 are assigned the address

19.5.:-. All stations attached to LAN 320 are assigned
the address 19.5.-. All stations connected to LAN 324

are assigned the address 196:. All stations attached

to LAN 328 are assigned the address 19.7.-. The sta-

tions on each link include the plurality of and stations,
as well as the connections to the respective broxs.

We now consider the event wherein end station

A 340 on LAN 302, having a network layer address of

19.3.8 decides to send a message packet to end sta-

tion B on LAN 328, having a network layer address of

19.7.5. The following events occur:

1. End station A 340 tests the network layer ad-

dress of the intended receiving station B 342 in or-
derto detennine if end station 340 has permission

to transmit a local ARP request message in order

to Ieam the data link layer address of end station
B 342. Addresses other than a TCP-IP 32 bit ad-

dress may be used with the invention. For exam-

ple, in the eventthai a three octet address is used.

the end station A 340 may use a mask having the
values:

11111111.00000000.00000000

and each brox in communication system 300 util-

izes a mask having the values:
11111111.11111111.11111111

in making forwarding decisions. Accordingly, end
station A 340 utilizes its end station mask and

concludes that the link where end station B 342

resides is '19.t.-", the same as the link where end

station A 340 resides. Accordingly, end station A

transmits a local ARP request message on LAN
302.

2. Brox BR4 304 detects the local ARP request

message, interprets the local ARP request mes-

sage, and creates a remote ARP request mes-

sage directed to brox BR5 326. Brox BR4 304
knows to send the remote ARP request message
to brox BR5 326 as a result of the broxs partici-

pating in a routing algorithms. as is well known in
those skilled In the art of computer communica-

tions. Accordingly, brox BR4 304 transmits the re-

mote ARP request message to brox BR5 326.
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Brox BR5 326 receives the remote ARP request

message, and in response thereto transmits a
standard local ARP request message onto LAN
328.

3. End station B 342 receives the local ARP re-

quest transmitted onto LAN 328, and generates a
local ARP response message containing the data
link address of end station 8 342, where the data

link address corresponds to the station having

network layer address 19.7.5.

4. Brox BR5 326 detects the local ARP response

message transmitted by end station B 342, recog-

nizes it as a completion of a pending remote ARP
request message, and creates a remote ARP re-

sponse message. Brox BR5 326 then sends the

remote ARP response message to brox BR4 304.
Brox BR4 304 receives the remote ARP response

message, and in response thereto creates a local

ARP response message. Brox BR4 304 then

transmits the local ARP response message onto
LAN 302.

5. End station A 340 receives the local ARP re-

sponse message from LAN 302, and interprets

the local ARP response message, and stores the
data link layer address of end station B 342.

6. End station A 340 then constructs a data pack-

et containing the data link layer address of end
station B 342 in Data Link Destination Address

field 126 of a message packet 120.

7. Brox BR4 304 detects the data packet, parses
the Data Link Header 122 and finds that the con-

tents of the Data Link Destination Address field

126 are not an address used by brox BR4 304,

and so concludes to forward the message packet
as a bridge.

The data packet transmitted by end station A 340
is forward by all of the intermediate broxs behaving as

bridges, brox BR4 304, brox BR3 312, brox BR1 316,
and brox BR5 326. The data packet is thus fonrvarded

at each hop, in some designs, in less than 1l200th of

the time that would be required if a brox operated as
a router.

The local ARP Request transmitted by end sta-

tion A 340 onto LAN 302 is blocked by brox BR4 304.
That is, the local ARP Request is not forwarded to
LAN 306 as it would be if brox BR4 304 acted as a

standard bridge. That is, brox BR4 304 acts as a stan-
dard router and isolates LAN 302 from LAN 306, in

that it does not fonrvard ARP messages between the
LANs. Likewise, all local ARP requests and local ARP

responses are isolated to the LAN on which they were

created by the broxs functioning as routers.

Accordingly, data traffic may be forwarded be-

tween any end station on any link in communications

network 300 by each of the broxs forwarding rapidly

as a bridge. Also, the local ARP traffic generated on
each LAN is isolated from each of the other links by

each brox functioning as a router.
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The Invention, in all embodiments, has the bene-

ficial effect that it speeds forwarding of data packets

and so improves throughput in the data communica-

tions system.
A further benefit of the invention is that, in the

event that an intermediate forwarding station is an old

style router that does not change into a bridge in ac-
cordance with the Rules of the invention hereinabove,

the invention will work perfectly well with all of the in-

tennediate broxs functioning in accordance with the

invention. Any intennediate "old style‘ routers already

installed in an old system will not interfere with the im-

provements gained from new broxs added to the sys-
tem.

Accordingly, the invention greatly improves the
speed at which a message is forwarded over multiple

links of a complex communications system.

Claims

1. In a communications system having a first com-
munications Iink and a second communications

link, at least one end station capable of commu-

nicating on each said communications link, an ap-

paratus for forwarding a packet from said first link

to said second link, said apparatus being capable

of detecting a network layer header on a data

packet, said network layer header having a des-

tination address, said apparatus comprising:

means for assigning an apparatus mask

having a forwarding mask length to said appara-

tus for distinguishing said destination address

into a subnetaddress part and into a host address
Part:

means for assigning an end station mask

having an end station mask length to said at least

one end station for distinguishing said destination
address into a subnet address part and into a host

address part;

means for assigning a greater length to

said forwarding mask length than to said end sta-
tion mask length, to enable said end station in us-

ing said end station mask to identify all end sta-
tions on said first link and said second link as be-

ing on a single link, and to enable said apparatus

in using said forwarding mask to distinguish on
which of said first link or said second link an end

station addressed by said network layer address
is located.

2. The apparatus as in claim 1 further comprising:
means for a selected end station to trans-

mit a local Address Request Protocol (hereinafter

ARP) request message onto said first communi-
cations link, said local ARP request message re-

questing a data link address of a receiving end
station;
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means, in response to said local ARP re-

quest message, for said apparatus to create a re-

mote ARP request message and to send said re-

mote ARP request message to a second forward-

ing apparatus connected to said second link hav-

ing said receiving end station connected thereto;
means for said apparatus to receive a re-

mote ARP response message containing said

data link address of said receiving end station

from said second forwarding apparatus;

means, responsive to said remote ARP re-

quest message, for said apparatus to create alo-

cal ARP response message and to send said lo-

cal ARP response message to said selected end
station.

The apparatus as in claim 1 further comprising:

means associated with said forwarding ap-

paratus to fowvard a data packet as a bridge in the

event that a data link address in a message pack-

et is not a data link address of said apparatus.

The apparatus as in claim 1 further comprising:

means associated with said apparatus to

fonivard a message packet as a router in the event

that a data link address in said message packet
is a data link address of said apparatus.

A communications system having a plurality of

communications links, a forwarding apparatus for

fonivarding a message packetfrom a first link to a
second link, said first link and said second link se-

lected from said plurality of links, said apparatus

being capable of detecting a network layer head-

er on a data packet, said network layer header

having a destination address. said system com-

prising:

means for assigning an apparatus mask

having a fonivarding mask length to said appara-

tus for distinguishing said destination address
into a subnet address part and into a host address

Pad;

means for assigning an end station mask

having an end station mask length to said said at

least one end station for distinguishing said des-
tination address into a subnet address part and

into a host address part.‘

means for assigning a greater length to

said forwarding mask length than to said end sta-

tion mask length, to enable said end station in us-

ing said end station mask to identify all end sta-
tions on said plurality of links as being on a single

link, and to enable said apparatus in using said
fonivarding mask to distinguish which of said plur-

ality of links an end station addressed by said net-

work layer address is located;

means, responsive to said greater length

of said forwarding mask than said end station

Page 1331 of 1500

10

15

20

25

30

35

45

14

26

mask, for a selected end station to transmit a local

ARP request message onto an attached link, said

local ARP request message requesting a data

link address of a receiving end station, said re-
ceiving end station connected to a second link

that is not said attached link;

means, responsive to said local ARP re-

quest message, for said apparatus to send a re-

mote ARP request message to a second forward-
ing apparatus attached to said second link;

means, responsive to said remote ARP re-

quest message, for said second forwarding appa-
ratus to send a second local ARP request mes-

sage to said intended receiving end station;
means, responsive to said second local

ARP request message, for said intended end sta-

tion to send a local ARP response message to

said second fonivarding apparatus, said second

local ARP response message containing said
data link address of said intended end station;

means, responsive to said local ARP re-

sponse message, for said second forwarding ap-

paratus to send a remote ARP response mes-

sage to said apparatus;

means, responsive to said remote ARP re-

sponse message, for said apparatus to send a

second local ARP response message to said se-
lected end station;

means, responsive to said second local

ARP response message, for said selected end
station to receive a data link address of said in-

tended receiving end station, and for said select-

ed end station to transmit a message packet con-

tainlng said data link address of said selected re-

ceiving end station, and for said apparatus to for-

ward said message packet as a bridge in re-
sponse to said data link address of said intended

receiving end station being contained in said
message packet.

A communications system having a plurality of

communications links, a forwarding apparatus for
forwarding a message packet from a first link to a
second link, said firstlink and said second link se-

lected from said plurality of links, said apparatus

being capable of detecting a network layer head-

er on a data packet, said network layer header

having a destination address, comprising:

means for assigning an apparatus mask

having a forwarding mask length to said appara-

tus for distinguishing said destination address
into a subnet address part and into a host address
Part‘.

means for assigning an and station mask

having an end station mask length to said said at

least one end station for distinguishing said des-
tination address into a subnet address part and

into a host address part,
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means for assigning a greater length to
said fonwarding mask length than to said end sta-

tion masklength, to enable said end station in us-

ing said end station mask to identify all end sta-

tions on said plurality of links as being on a single 5

link, and to enable said apparatus in using said

fom/arding maskto distinguish which of said plur-

ality of links an end station addressed by said net-

work layer address is located.
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Technical Field of the Invention

The present invention pertains to method and
apparatus for screening telephone calls for use in
conjunction with a telephone set. as opposed to a
switch. which provides a capability of storing a
telephone number for use in blocking calls from the
telephone number. without the need for re-entering
the telephone number.

Background of the Invention

Several methods exist in the prior art for pro-
viding screening of incoming telephone calls. In a
first prior method. a called party utilizes a display
telephone to visually identify a caller's telephone
number and then chooses whether or not to an-

swer. In a second prior art method. a secretary
manually screens calls and chooses whether or not
to transfer the caller to the called party. In a third
prior art method. the called party blocks all incom-
ing calls by placing his/her telephone oft hook or
by activating a Do Not Disturb leature. In a fourth
prior art method. the called party can screen in-
coming calls utilizing an audio-monitoring capability
which is associated with most answering machines.
In a fifth prior art method. the called party can
order a service from a telephone company that
enables him/her to key in an access code after
receiving an incoming telephone call to cause the
telephone company to block future calls from the
telephone number. In a sixth prior art method. the
called party may enter a telephone number into a
data base of telephone numbers to be blocked by
centralized switching equipment.

In general, the above-described prior methods
suffer from several disadvantages. Namely, they:
(a) do not provide immediate control to the called
party; (b) do not permit him/her to identify the

telephone number of the incoming call; (c) do not
automate the process of identifying and listing tele-
phone phone numbers to be blocked: and (d) can
only be used to block calls from telephone num-
bers that are known in advance.

In particular, the first prior method has the
disadvantages that: (a) not all telephones have dis-
plays; (b) the called party may not know the tele-
phone numbers of callers he/she wishes to block;
and (c) the called party has to utilize a more
complicated, manual method to identify and list the
telephone number he/she wishes to block.

In particular. the second prior art method has
the disadvantages that it is complicated and does
not provide called party control. Specifically, the
called party has to rely on a secretary who knows
in advance which callers should be blocked. If a

called party determines during a call that he/she
does not wish to receive further calls from the
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caller, he/she would have to communicate with the

secretary to block luture calls lrom that caller.
In particular, the third prior art method has the

disadvantages that it is impractical and unspecific.
The called party can block all calls or no calls. with
no ability to identify and list telephone numbers.

In particular. the fourth prior art method has the

disadvantages that it requires the called party has
to listen to part of an incoming call to determine if
he/she wants to receive it. Moreover. it requires
him/her to be rude to callers he/she does not want

to receive. making them talk into his/her answering
machine before he/she answers. Also, some callers

that he/she does not want to speak to may simply
hang up rather than leave a message.

In particular. the fifth prior art method has the
disadvantages that it relies on a capability of a
central switching unit and that the user would have
to pay a monthly service fee for blocking.

In particular. the sixth prior art method has the
disadvantages that the called party would have to
know in advance the telephone numbers he/she
wishes to block and the called party lacks an
automatic way to identity and list, during a call. the
caller's telephone number. so that it can be bloc-
ked in the future. Furthermore. such a method

relies on a central switching data base to store the
list of numbers to be blocked. to which not all
users have access.

As a result, there is a need in the art for a

method and apparatus for screening telephone
calls for use in conjunction with a telephone set, as
opposed to a switch, which provides a capability of
storing a telephone number for use in blocking
calls lrom the telephone number. without the need
for re-entering the telephone number.

Summary of the Invention

Embodiments of the present invention advanta-

geously satisfy the above-described need in the
prior art by providing method and apparatus for
screening telephone calls for use in conjunction
with a telephone set. as opposed to a switch, which
provides a capability of storing a telephone number
for use in blocking calls from the telephone num-
ber. without the need for re-entering the telephone
number.

In particular. embodiments of the present in-
vention provide method and apparatus which en-
able a called party to specify, preferably with a
single key stroke. during a call. that further calls
from the caller's telephone number be blocked. i.e..

will not ring the called party's telephone. It is
important to note that method and apparatus is
provided by the capabilities of the telephone and
not by those of a central switching unit. Further. the
inventive apparatus can either be contained in the
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telephone or be arranged separate from the tele-
phone. As those of ordinary skill in the art will
readily appreciate, in utilizing embodiments of the
present invention, the called party does not have to
rely on support by others, does not have to have a
display, can have the caller's telephone number
identified and listed immediately, can store a large
number of extensions for blocking, and does not
have to have central switching support or pay a
monthly fee for a blocking service.

Specifically. an embodiment of the present in-
vention comprises: (a) means for determining the
telephone number of an incoming call; (b) indica-
tion means for receiving an indication that future
calls from the telephone number of the incoming
call are to be blocked; (c) means. responsive to the
indication means. for storing the telephone number
in a data base; and (d) means. responsive to the
incoming call. for determining whether the tele-
phone number is stored in the data base and, if so,

blocking the incoming call.
As an example of the advantageous use of the

present invention, consider the following scenario.
John, a hard-working businessman, sits down with
his wife and family for dinner. As on most nights,
the telephone starts ringing promptly at six from
sales calls, and John finds himself listening to a
computer trying to sell him smoked cheese. A
smile crosses John's face as he presses an "Auto-

block" key on his telephone and hangs up, secure
in the knowledge that he will never be bothered by
calls from that telephone number again.

The invention will be better understood from

the following more detailed description taken with
the accompanying drawings and claims.

Brief Description of the Drawings

FIG. 1 shows a block diagram of an embodi-
ment of the present invention for use in blocking
incoming telephone calls.

Corresponding elements in each of the draw-
ings have the same reference numbers.

Detailed Description

FIG. 1 shows a block diagram of apparatus 100
which is an embodiment the present invention for

use in blocking incoming telephone calls. As shown
in FIG. 1, telephone line 200 supplies input to
apparatus 100 and to telephone 210. In the em-

bodiment shown in FIG. 1, the ringer in telephone
210 is turned off.

Telephone line 200 provides calling party iden-
tification (CPID), commonly referred to as Auto-
matic Number Identification (ANI), which is avail-
able with telephone services such as Integrated

Services Digital Network (ISDN) or Customized Lo-
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cal Area Signalling Services (CLASS), all of which
is well known to those of ordinary skill in the art.

As shown in FIG. 1, output from telephone line
200 is applied as input to CPID decoder 220. CPID
decoder 220 is apparatus which is well known to
those of ordinary skill in the art for decoding the
telephone number of incoming a call on telephone
line 200 into a static digital format which can be
utilized by other elements in apparatus 100. Output
from CPID decoder 220 is applied as input to
current CPID 230. Current CPID 230 is memory
storage means which is well known to those of
ordinary skill in the art such as solid state random
access memory which stores information produced
by CPID decoder.

Output from current CPID 230 is applied as
input to microprocessor 240. Microprocessor 240 is
any appropriate general purpose microprocessor of
a type which is well known to those of ordinary skill
in the art which is capable of monitoring a number
of stimuli and making decisions on the basis of
those stimuli to provide predetermined responses.

Auto-block key 250 is means of providing stim-
uli which is well known to those of ordinary skill in

the art to microprocessor 240 for use in indicating
that a called party has decided to block future calls
from the telephone number contained in current

CPID 230. Thus, whenever the called party de-
presses auto-block key 250, microprocessor 240
retrieves the telephone number stored in current
CPID 230 and transfers it to data base 260.

Data base 260 is means of memory storage
which is well known to those of ordinary skill in the
art such as, for example, random access memory,
for retaining a list of telephone numbers to be
blocked. Finally, ringer 270 is a device which is
well known to those of ordinary skill in the art for
alerting a called party that an.incoming call is
being received. As will be explained below, ringer
270 will not be activated for blocked calls.

The following describes the operation of ap-
paratus 100 shown in FIG. 1. When an incoming
call is being received by apparatus 100. CPID
decoder decodes the CPID and stores it in current

CPID 230. Microprocessor 240 retrieves the CPID
stored in current CPID 230 and compares it with
the telephone numbers stored in data base 260.

The comparison of the CPID of the incoming calls
with the telephone numbers in the data base may
be performed in any one a multiplicity of methods
which are well known to those of ordinary skill in
the art. If there is a match, i.e.. the incoming call is
to be blocked, ringer 270 is not activated and the
called party does not answer the call and. advanta-
geously, is not even made aware of its existence.
However, if there is a match, microprocessor 240

causes ringer 270 to be activated to alert the called
party of the incoming call.
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Later. at any time during the call, or at any
time while the telephone number is stored in cur-
rent CPID 230. if the called party desires to block
future calls from the telephone number he/she de-
presses auto-block key 250. In response. by gen-
eration of a signal or by polling, microprocessor
240 retrieves the telephone number from current
CPID 230 and stores it in data base 260.

As those of ordinary skill in the art readily
appreciate, embodiments of the present invention
may either be contained in telephone 210 or may
be separate from telephone 210. Further, if appara-

tus 100 or telephone set 210 has a display, the
number to be blocked may be displayed thereby.
Still further. apparatus 100 may further comprise a
keypad for use in interacting with microprocessor
240 or the keypad of telephone 210 may be used
to interact with microprocessor 240 for use in delet-
ing telephone numbers from the data base. Lastly.
although embodiments of the present invention
have been described which utilize an auto-block

key, it should be understood that this is not a

limitation on the scope of the present invention.
Specifically. in an embodiment which utilizes a
keypad or the keypad of telephone 210, the no-
tification of the desire to block future calls from a

telephone number may be indicated by a predeter-
mined one or more keypad presses.

it is to be appreciated and understood that the
specific embodiments of the invention described

hereinbefore are merely illustrative of the general
principles of the invention. Various modifications
may be made by those skilled in the art consistent
with the principles set forth hereinbefore.

Claims

1. Apparatus for use in conjunction with a tele-
phone set for blocking future incoming tele-
phone calls which comprises:

means for determining the telephone num-
ber of an incoming call;

indication means for receiving an indica-
tion that future calls from the telephone num-

ber of the incoming call are to be blocked;
means. responsive to the indication

means, for storing the telephone number in a
data base; and

means. responsive to the incoming call. for
determining whether the telephone number is
stored in the data base and. if so, blocking the
incoming call.

2. The apparatus of claim 1 further comprising
means for generating the indication.

3. The apparatus of claim 2 wherein said means
for generating the indication comprises a key.
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4. A telephone set for blocking future incoming
telephone calls which comprises:

means for determining the telephone num-
ber of an incoming call;

indication means for receiving an indica-
tion that future calls from the telephone num-
ber of the incoming call are to be blocked;

means, responsive to the indication

means, for storing the telephone number in a
data base; and

means, responsive to the incoming call, for
determining whether the telephone number is
stored in the data base and, if so, blocking the
incoming call.

5. The telephone set of claim 4 further compris-
ing means for generating the indication.

6. The apparatus of claim 5 wherein said means
for generating the indication comprises a key
on the telephone set.

7. The telephone set of claim 4 wherein the in-
dication is provided by a predetermined se-
quence of one or more keys on the telephone
set.
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@ Queuing system and method of operation.

@ A queuing system and method of operation
are provided that reduces latency and increases
efficiency in a general purpose queuing system.
The technique of the present invention is ap-
plied in an intermediate node that receives an
entity, such as information, from a first node,
and transfers that entity to a second node. The
technique comprises the steps of (a) receiving
at the Intermediate node (B) a first block of the
entity sent by the first node (A); (b) upon receipt
of the block, initiating the sending of a subse-
quent block of the entity to the intennediate
node; (c) concurrently with step (b), transfer-
ring the first block of the entity to the second
node (C); (d) upon receipt of an acknowledge-
ment from the second node (C). causing the
intennediate node to transfer a portion of the
entity to the second node (C). the portion trans-
ferred being aii of the entity that has at the time
of the transferrai been received by the inter-
mediate node (B) from the first node (A) since
the previous transfer was made ; and (e) repeat-
ing steps (b) and (d) until all of the entity has
been transferred.

The above technique is adaptive to many
environments and will optimize throughput for
systems that need to transfer entities such as
Infonnatlon. This system and method can han-
die mismatched flow problems from diverse
environments and provides optimal flow for
solutions that require guaranteed transfers.
This algorithm can change and adapt to varying
circumstances. It can be altered in real—lime for

communication systems. if the block size
changes the modification does not alter the
smooth flow of the algorithm.
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This invention relates to queuing systems and more particularly to transporting of entities, such as items
or Information, from one iocat ion to another using an intermediate queue.

As computer manufacturers develop faster and more efficient computer communication networks, in-
creasingly there are cases of mismatched bus and communication media speeds. One example is the IBM
Microchannei and an IBM Fiber Channel (FCS) Microchannel adapter. The IBM Microchannel is capable of sus-
taining approximately 50 megabyteslsec, whereas the IBM FCS adapter can support either 25 megabytes/sec
or 100 megabytes/sec. This mismatch also occurs with the Microchannel and an IBM Token Ring adapter. Be-
cause of these mismatches, data transfers can often be very inefficient with respect to the given communi-
cation media speed. They can also be very efficient, but have a long delay in starting transmission. This delay
is often referred to as latency. These two problems, latency and efficiency, are classic in the field of commu-
nications.

There are numerous applications which require optimization of either latency or throughput There are also
those that require optimization of both. Customers are increasingly interested in low latency and very efficient
use of the communication media. The present state of the artfails to provide an adaptive yet simple throughput
mechanism between systems when trying to minimize latency and maximize efficiency.

It is therefore an object of the present invention to provide an improved queuing technique for an entity
being transferred from a first node to a second node via an intermediate node.

Accordingly the present invention provides a method of operating an intermediate node to receive an entity
from a first node and to transfer the entity to a second node, the first and second nodes being connected to
the intermediate node by transmission links, the method comprising the steps of:

(a) receiving at the intermediate node a first block of the entity sent by the first node;
(b) upon receipt of the block, initiating the sending of a subsequent block of the entity to the intermediate
node;

(c) concurrently with step (b), transferring the first block of the entity to the second node;
(d) upon receipt of an acknowiedgementfrom the second node, causing the intermediate node to transfer
a portion of the entity to the second node, the portion transferred being all of the entity that has at the
time of the transferral been received by the intermediate node from the first node since the previous trans-
fer was made; and

(e) repeating steps (b) and (d) until all of the entity has been transferred.
\fiewed from a second aspect the present invention provides a queuing system in an intermediate node

for receiving an entity from a first node and transferring the entityto a second node. the firstand second nodes
being connected to the intermediate node by transmission links, the system comprising: reception means in
the intermediate node for receiving a first block ofthe entity sent by the first node; initiation means, responsive
to the reception means indicating receipt of the block, for initiating the sending of a subsequent block of the
entity to the intermediate node; a transfer means. operating concurrently with the initiation means, to transfer
the first block of the entity to the second node; the transfer means further, upon receipt by the intermediate
node of an acknowledgement from the second node, transferring a portion of the entity to the second node,
the portion transferred being all of the entity that has at the time of the transferrai been received by the in-
termediate node from the first node since the previous transfer was made; the initiation means and transfer

means repeating their functions until all of the entity has been transferred.
The present invention reduces latency and increases efficiency in a general purpose queuing system. The

present invention is adaptive to many environments and will optimize throughput for systems that need to
transfer information or other types of entities from point Ato point C through intermediate point 8. Example
environments forutiiizing the invention described herein include transfer of data via a communication channel,

movement of peoplelequipmentlgoods via a transportation system. mail delivery scheduling, telephonic
switching, etc.

An intermediate node of a muiti-node system controls information flowing through it by queuing received
information and transferring the received information to a subsequent node independent of the block size of
the information being transferred. Subsequent blocks of Information are transferred upon completion of a pre-
vious transferred block. rather than upon completion of an incoming block being received.

This procedure can handle mismatched flow problems from diverse environments and provides optimal
flow for solutions that require guaranteed transfers. Better performing algorithms exist, but they cannot guar-
antee that the element being transferred will get from system A to C.

This procedure can change and adapt to varying circumstances. it can be altered in real-time for commu-
nication systems. If the block size changes the modification does not alter the smooth flow of the algorithmic
procedure. The block size could be changed by a customer desiring to have real-time control over latency and
throughput. In the case of IBM's FCS adapter, it may be desirable to expedite certain services and not others.
it provides fine-tuned control over the data flowing through the system. When the setup time is very small.

2
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one could use a standard communication meter and small block size to get good results. However. if the setup
time were sizable, the incurred overhead with a srnaii block size would be very high. The invention disclosed

herein is better in both cases, especially the latter.
It can be seen that the present invention provides an adaptive flow control system. In preferred embodi-

ments the technique provides an efficient yet adaptive communication system, being able to match dissimilar
path speeds used for transporting information.

The present invention will be described further, by way of example only, with reference to an embodiment
thereof as illustrated in the accompanying drawings. in which:

Figure 1 is a block diagram of a system in accordance with the preferred embodiment of the invention,
including a sending, intermediate, and receiving node;
Figure 2 is a flow diagram of a simple algorithm used to transfer information between nodes;
Figure 3 is a flow diagram of a standard algorithm used to transfer information between nodes;
Figure 4 is a flow diagram of an adaptive flow algorithm used to transfer information between nodes in
accordance with the preferred embodiment of the invention;

Figure 5 is a block diagram of a multl-node environment, such as used in a switched telecommunication
system;
Figure 6 is a typical data processing system, which can provide the functionality of a sending and inter-
mediate node; and

Figure 7 is a block diagram of a communications adapter.
Referring initially to Figure 1, there are several parameters that should be defined before describing the

preferred system and method.
- Systems A (10) and B (20) communicate over link AB (12) with link speed M.
- Block moves between A and B are of size < = x.

- Systems B (20) and C(30) communicate over link BC (14) with link speed N.
- Block moves between B and C are of any size. Blocks can be any quantity of items/peopiefinformation

being conveyed or transferred between points.
- There exists a setup time for transfers between B and C of Ts.
- M and N are not necessarily equal.
- Y is the size of data transferred.

- Ttotal is the total time required in the transfer.

Simple Algorithm

Referring to Figure 2, the simplest technique for transferring data from A (10) to C (30) is to:
- Transfer x from Ato B (at 22)
- When x arrives at B (24), transferx to C (at 26) and send acknowledgement to A (at 28)
- if done (32), exit (34); else go to the beginning (22)
The equation for Ttotal = Y/M + Y/N + Y"Ts/x

Standard Algorithm

Referring to Figure 3, a technique at the next level of complexity would be:
- Transfer x from A to B (at 36)
- Dual transfer

- When x arrives at B (38), send acknowledgement to A (40); when link BC clear (42), transfer x to C
(44)

- and. when acknowledgement received from B (46), transfer another x from A to B (36)
- if done(48), exit; else go to the dual transfer (36)
The equation for Ttotal = xlM + Y/N + Y'Ts/x

Adaptive Flow Algorithm

The adaptive algorithm employed in the preferred embodiment of the present invention uses the ratio of
M to N, and a value p, where p = ceil(iog(YIx)/iog(MIN))-1 and cello is the ceiling function. sigma-i(n) is the
sum from j=0 to j=i of n raised to the jth power.

p + 2 is the total number of transfers for the adaptive algorithm. Referring to Figure 4, the adaptive algo-
rithm flows as follows:

- Transfer X from A to B (52)

Page 1348 of 1500



20

25

35

55

EP 0 597 691 A1

- First dual transfer

- When x arrives at B (56); transfer x to C(58)
- When X at B (54). send acknowledgement to A (60) to initiate (62) another transfer of x from A to B

(52)
- Second through (p + 2)th dual transfer

- Upon receipt of an acknowledgment from C(60), whatever is at B (designated by x' as determined
at 56; where x’ is larger or smaller than x, due to differing link speeds M and N), transfer that to C
(58).

- When x at B (54). send acknowledgement to A (60) to initiate (62) another transfer of x from Ato B
(52)

- If done. exit; else go do the lth transfer
- Node 0, upon receipt of block x’ (64), sends an acknowledgment to B (66). The determination as to

whether the block x' has been received is made using any conventional technique known in the com-
munication art for conveying a length of data being sent within the data packet. such as in a packet head-
er file.

The equation for Tlotal using the adaptive algorithm is:
Ttotal = x/M + Y/N + cei|(log(Ylx)l|og(MIN) + 1) ' Ts

Der'v tio

Ttotal = x/H + T5 + x/N

+ (H/N) * x/N + Ts

Fou

lst transfer

2nd transfer
'1' ...

+ (N/N)i * X/N + T5 ith transfer
'1' ..

+ (N/N)” * X/N + T5

+ "(Y - x * sigma-p(lf/N))/N + T5

p+lst transfer

p+2nd transfer

Solving for Ttotal:

When MIN != 1:

Ttotal = x/M + (p+2)'Ts + Y/N and

p = ceiI(Iog(Y/x)/|og(M/N)) - 1
When MIN = 1:

The adaptive flow algorithm reduces to the standard algorithm.
Tables 1—4 demonstrate transfer times for various communication channel scenarios using the above de-

scribed algorithms. Table 1 shows Ttotal for a 1 Megabyte flle transferred using 1K blocks, where the channel
speed between A and B is 50 Megabytes/second and the channel speed between B and C is 25 MegabytesIsec-
ond. This table also shows two set-up time (Ts) examples (10 and 100 microseconds). Not only is the total
transfer time less using the adaptive algorithm, but overhead is minimized. The overhead % A (1 - (Tto-
tal /mln(M.N) /Y)) ' 100, where Y is the file size. The overhead ratio A (overhead %)l(adaptive overhead %).
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Table 1. Colpariron oi Algorithms: lk blocks, Ill iile, ll-50liB/s, ll=25ll1i/sII:-I:'='IIIuwI==I:l=EzuuuI:uIll:lIluIl:l=I:u:uIIEBIIKIHIIIuIr.Inunuu=Iir:unIliuenuuunwwvua uuuuuuuuu -=-

Alqorithn Ts, us Total tine,s (Nerhead. 1 Overhead Ratio

5 613313"""""'16""""""6f61""""""""131""""""""2367;"""""""
61336336""""'16""""""6f6366é"""""" "131.""""""""111"""""""

16333163"""""16""""""6T6161;1""""""6331""""""'1"""""""""
613313"""""166""""""6116""""""""3661"""""""1611""""""""

13 66366316""""166""""""6'1161"""""""3361."""""""661"""""""

16333163"""""166""""""661111""""""E61:""""""""1"""""""""

15 Iglzlsafigaeggggrisgg at Alqorithgsz ik blocks, lli_lile. li=50liB/s, N=Z5llll/§
Algorithm r-.-.'I.§'"' "”'r3E31'i133T§'"'"'"613E1336"E""""'633§133§3'1z3E13"""
613316"""""16""""""E6625""""""" "661""""""""1331"""""""

2., 113116111: I:i§‘_:"_1 Z:I§I§§%%§:3f :I§'_53?II: IIZi§1?I:IfII
Adaptive 10 0.04017 0 4257. 1

613313"""""166""""""6665""""""" '111'§i""""""ZEC6""""""""
61336316""""'166""""""6f66§1"""""" "£3113"""""""366"""""""

35 66336163""""'166""""""661666""""""1169.""""""""1"""""""""

Table 3. Colparlnon 0! Algorithm lk blocks. l00ll lile, ii=50llB/s, ll-ZSKB/r _

so EF1En".""""'13"3§'""""13E31'E1331§"""""'63Z31.336"i""""63Z§1E36'13E13‘"'
E13313"""""'16""""""116""""""""161."""""""" """""""
61336316""""'16""""""$166663""""""iii"""""""" """"""""

16331166""""'16""""""Z6661"""""""6666?""""""1"""""""""

35 613316"""""1166"""""'13"""""""""1661""""""""6663"""""""
61336316""""'166""""" '11T6661""""" "1361"""""""5165"""""""

16311116""""'166"'"'_"":§T661é5""""""6'6i3i""':_"'_:1"""""""""
40

Table 4. Colparison of Algorithm lk blockg, l00l_i file, H=§0llBI§,_li:3§li§{s "_ __
11"g311'E1uT"'""11Z"63''''"""13131''£13213‘"'""'632313361'i"' '' 0verh66d 123113

45 $311111: Iiéliilil ffélééiiiiiiiiiii Iilléééifiliifi Iiifiéééilffliiiiilii
Standard 10 4.25008 6 251 962

;a;;,;;;;""""'15""""""E66628""""""6‘é6ééi"""""
;;;;.;;""""""ass""""""33"""""""" 'n2';;.""'jj "jj'2aga"'__jjj__j'j'

50 51116116: 21111123311111: III1I§<§§EII:1 X6111?-13"-- I--I1§§§III_._--___I_i
Adaptive 100 4.00188 0 0471 1

Tables 2-4 similarly show various results when using the above described algorithms, for vanous file and
55 block sizes. _

The adaptive algorithm can be implemented using standard programming techniques 35 '°"°W5- °"° “ed
only count the amount of data that has oorne from Ato B (keep total atsystemlnode B) while the transfer irom
B to C is ocwrring. Once the B to 0 transfer is complete, send the total accounted for data at B (the portion

5
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received and counted) on to C. Thus, only node B is concerned with the possibly dissimilar data rates of link
AB and link BC. Further, the block size can be dynamically changed at A without disrupting the adaptive al-
gorithm, as the actual block size being used in the transfer of information is not used by B when determining
whether to send information to C. This greatly simplifies system design by consolidating the transfer decision
at a single node independent of the actual block size being used. The block could be changed to allow greater
control over the latency and throughput of a particular flow of information, or to expedite a particular item
through the system. The block size would be changed at the sending node. either manually by a user or au-
tomatically by the sending node's controller or computer. As the other system node(s) queue and transfer in-
formation irrespective of the block size. this size can be dynamically changed by the sender.

As shown in Figure 5, the technique of the preferred embodiment of this invention could similarly be ex-
tended to a system having multiple intermediate nodes 80, such as in a switched point-to-point communication
system, with the adaptive algorithm running in each intermediate node (a node other than the originating 78
or final 82 node). Thus, each intermediate node handles the data flow mismatch for its respective sending
and receiving nodes.

Figure 6 shows the preferred embodiment data processing system 84, which comprises a CPU 90, read
only memory 96. random access memory 94, IIO adapter 98. user interface adapter 102, communication adap-
ter 114, and display adapter 116 all interconnected via a common data path, or bus, 92. Each of the above
components accesses the common bus using conventional techniques known to those of ordinary skill in the
art, and include such methods as dedicating particular address ranges to each component in the system. with
the CPU being the bus master. Other conventional techniques known to those of ordinary skill in the art include
direct memory access, or DMA, used to transfer data at high speed from external devices such as DASD 100
or network 110 to the data processing system's random access memory (RAM) at 94. As is further shown in
Figure 6, these external devices 100 and 110 interface to the common bus 92 through respective adapters
98 and 114. Other external devices such as the display 118 similarly use an adapter 116 to provide data flow
between the bus 92 and the display 118. User interface means are provided by adapter 102, which has at-
tached thereto such items as a joystick 112, mouse 106, keyboard 104, and speaker 108. Each of these units
is well known as such and so will not be described in detail herein.

Figure 6 corresponds to the logical functions of Figure 1 in the following manner. Link 12 between system
A 10 and system B 20 corresponds to bus 92 of Flgure 6. System Aof Figure 1 is the sender of data, and could
be any of CPU 90, RAM 94, or l/O adapter 98 of Figure 8. in the preferred embodiment, data is provided to
the communications adapter 114 from RAM 94 using conventional DMAtechniques across bus 92. Link 14 of
Figure 1 corresponds to network 110 of Figure 8. System C 30 of Figure 1 corresponds to a similar commu-
nications adapter 114 in a si mllardata processing system 84 also residing on network 1 10. Other embodiments
of thb invention could similarly use entire data processing systems 84 at each of System A, B. and C of Figure
1, and interconnected using traditional communication techniques.

Figure 7 shows in greater detail the communication adapter 114, which enables the essential features of
System B (Figure 1) in the preferred embodiment The adapter 114 is comprised of a mlcrocontroiier 122 cou-
pied to a buffer 124, a transceiver 120 and a transceiver 126. Microcontroilers are commonly known in the
art. and comprise a CPU 121, read only memory 123 and random access memory 125. Transceivers are used
to interface to bus or network protocols by inserting/extracting the actual data to be transferred, as well as
handling status signalling, within the particular bus or network protocol, as is commonly known in the art. The
transceiver 120 receives data at 12 from the bus 92 of Figure 6. The transceiver 126 is an optical transceiver,

and link 14 is an optical fiber, although it is apparent that the system of the invention could employ any type
of transport mechanism. When data arrives at transceiver 120, it is buffered at 124, and the CPU is notified
at 128. The CPU 122 maintains a count of the number of bytes received across link 12. The CPU 12, upon
receipt of an acknowledgment at 130 which arrived across link 14 from System C (Figure 1), can Initiate at
132 a transmittal of buffered information 124 across link 14 using transceiver 126.

The adaptive flow algorithm can be generalized to solve problems outside of the communications envir-
onment. It can handle parts inventory/shipping problems, military troop movement, mail delivery scheduling,
and many other real world mismatched flow problems. in each case, the user defines the given parameter x
to yield an acceptable latency at the beginning, and then follows the algorithm to detennine total flow time.
The simple and standard algorithms each are O(n) overhead algorithms, whereas the adaptive flow algorithm
is O(log(n)). Therefore, as n grows, the adaptive flow algorithm overhead time will grow as |og(n) and the oth-
ers will grown as n. For large n, the first two algorithms require considerable processing and overhead com-
pared to the adaptive flow algorithm.
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