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Seqment Local Area Network! filed on January 14, 1991
(Attorney Docket No. 13283-NE.APP), incorporated herein
by reference. ‘

In normal operation} each station in the network

5 is monitored by a single Monitor that is located on its

local segment. The initial determination of the Monitor
responsible for a station is based on the results of the
autotopology mechanism. The user may override this
initial default if required.

10 The user is informed of new stations appearing on
any segment in the network via the alarm mechanism. As
for other alarms, the user may select whether stations
appearing on and disappearing from the network segment
generate alarms and may modify the times used in the

15 aging algorithms. When a new node alarm occurs, the user
must add the new alarm to the map using the SKM tools.
In this manner, the SNM system becomes aware of the
nodes.

The sequence of events following the detection of

20 a new node is:

1. the location of the node is determined
automatically for the user.

2. the Monitor generates an alarm for the
user indicating the new node and providing

25 some or all of the following information:

mac address of node
ip address of node
segment that the node is believed to
be
- 30 located on
Monitor to be responsible for the
N node
3. the user must select the segment and add
the node manually using the SNM editor
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4. The update to the SNM database will be

detected and the file reread. The

Workstation database is reconstructed and

the parse control records for the Monitors

updated if required.

5. The Monitor responsible for the new node

has its parse control record updated via

SNMP set request(s).

An internal record of new nodes is required for
the autotopology. When a new node is reported by a
Network Monitor, the Management Workstation needs to have
the previous location information in order to know which
NetworX Monitors to involve in autotopology. For
example, two nodes with the same IP address may exist in
separate segments of the network. The history makes
possible the correlation of the addresges and it makes
possible duplicate address detection.

Before a new Monitor can communicate with the
Management Workstation via SNMP it needs to be added to
the SNM system files. As the SNM files are cached in the
database, the file must be updated and the SNM system
forced to reread it.

Thus, on the detection of a new Monitor the
following events need to occur in order to add the
Monitor to the Workstation:

1. The Monitor issues a trap to the

Management Workstation software and

requests code to be loaded from the Sun

Microsystems boot/load server.

2. The code load fails as the Monitor is not
known to the unix networking software at
this time.

3. The Workstation confirms that the new
Monitor does not exceed the confiqured
system limits (e.g. 5 Monitors per
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Workstation) and terminates the
initialization sequence if limits are
exceeded. An alarm js issued to the user
indicating the presence of the new Monitor
and whether it can be supported.

4. The user adds the Monitor to the
SNMP.HOSTS file of the SNM system, to the
etc/hosts file of the Unix networking
systen and to the SNM map.

5. When the files have been updated the user
resets the Monitor using the set tool
(described later).

6. The Monitor again issues a trap to the
Management Workstation software and
requests code to be loaded from the Sun
boot/load server.

7. 'The code load takes place and the Monitor
issues a trap requesting data from the
Management Workstation.

8. The Monitor data is 1ssued using SNMP set

. requests.,

Note that on receiving the set request, the SNMP proxy
rereads in the (updated) SNMP.HOSTS file which now
includes the new Monitor. Also note that the SNMP hosts
file need only contain the Monitors, not the entire list
of nodes in the systen.

5. On completion of the set request(s} the Monitor
run command is issued by the Workstation to bring
the Monitor on line.

The user is responsible for entering data into the
SNM database manually. During operation, the Workstation
monitors the file write date for the SNM database. When
this is dAifferent from the last date read, the SNM
database is reread and the Workstation database
reconstructed. In this manner, user updates to thé SNM
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database are incorpor;ted intc the Workstation database
as quickly as possible without need for the user to take
any action. _

When the Workstation is loaded, the database is
created from the data in the SNM file system (which the
ugser has possibly updated). This data is checked for
consistency and for conformance to the limits imposed by
the Workstation at this time and a warning is generated
to thae user if any problems are seen. If the data errors
are minor the system continues operation; if they are
fatal the user is asked to correct them and Workstation
operation terminates,

The monitoring functions of the Management
Workstation are provided as an extension to the SNM
system. They consist of additional display tools (i.e.,
summary tool, values tool, and set tool) which the user
invokes to access the Monitor options and a Workstation
event log in which all alarms are recorded.

As a result of the monitoring process, the Monitor
makes a large number of statistics avallable to the
operator. These are available for examination via the
Workstation tools that are provided. In addition, the
Monitor statistics (or a selected subset thereof) can be
made visible to any SNMP manager by providing it with
knowledge of the extended MIB. A description of the
statistics maintained are described elswhere.

Network event statistics are maintained on a per
network, per segment and per node basis. Within a node,
statistics are maintained on a per address (as
appropriate to the protocol layer - IP address, port
number, ...) and per connection basis. Per network
statistics are always derived by the Workstation from the
per segment variables maintained by the Monitors,
Subsets of the basic statistics are maintained on a node

to node and segment to segment basis.
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If the user requests displays of segment to
segment traffic, the Workstation calculates this data as
follows. The inter segment traffic is derived from the
node to node statistics for the intersecting set of
nodes. Thus, if segment A has nodes 1, 2, and 3 and
segment B has nodees 20, 21, and 22, then summing the node
to node traffic for “

1 -> 20,21,22

2 -> 20,21,22

3 => 20,21,22
produces the required result. On-LAN/off-LAN traffic for
segments is calculated by a simply summing node to node
traffic for all stations on the LAN and then subtracting
this from total segment counts.

Alarms are reported to the user in the following
ways:
1. Alarms received are logged in a Workstation log.
2. The node which the alarm relates to is highlighted
on the map.
3. The node status change is propagated up through

the (map) hierarchy to support the case where the

node is not visible on the screen. This is as

provided by SNM,
Summary Tool

After the user has selected an object from the map
and invokes the display tools, the summary tool generates
the user's initial screen at the Management Workstation.
It presents a set of statistical data selected to give an
overview of the operational status of the object (e.qg., a
selected node or segment). The Workstation polls the
Monitor for the data required by the Summary Tool display
screens. |

The Summary Tool displays a basic summary tool
screen such as is shown in Fig. 18. The summary tool
screen has three panels, namely, a control panel 602, a
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values panel 604, and a dialogs panel 606. The control
panel includes the indicated mouse activated bottons.
The functions of each of the buttons is as follows. The
file button invokes a traditional file menu. The view
button invokes a view menu which allows the user to
modify or tailor the visual protperties of the tool. The
properties button invokes a properties menu containing
choices for viewing and sometimes modifying the
properties of objects. .The tools button invekes a tools
ment which provides access to the other Workstation
tools, e.qg. Values Tool.

The Update Interval field allows the user to
specify the frequency at which the displayed statistics
are updated by polling the Monitor. The Update Once
button enables the user to retrieve a single acreen
update. When the Update Once button is invoked not only
is the screen updated but the update interval is
automatically set to "none".

The type field enables the user to specify the
type of network objects on which to operate, i.e.,
sSegment or node.

The name button invokes a pop up menu containing
an alphabetical list of all network objects of the type
selected and apply and reset buttons. The required name
can then be selected from the (scrolling) list and it
will be entered in the name field of the summary tool
when the apply button is invoked. Alternatively, the
user may enter the name directly in the summary tool name
field. '

The protocol button inveokes a pop up menu which
provides an exclusive set of protocol layers which the
user may select. Selection of a layer copies the layer
name into the displayed field of the summary tool when
the apply operation is invoked. An example of a protocol

selection menu is shown in Fig. 19. It displays the
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available protocols in the form of a protocol tree with
multiple protocol familes. The protocol selection is two
dimensional. That iz, the user first selects the
protocol family and then the particular layer within that
family.

As indicated by the protococl trees shown in Pig.
19, the capabilities of the Monitor can be readily
extended to handle other protocol families. The
particular ones which are implemented depend upon the
needs of the particular network environment in which the
Monitor will operate.

The user invokes the apply button to indicate that
the selection process is complete and the type, name,
protocol, etc. should be applied. This then updates the
screen using the new parameter gset that the user
gelected. The reset button is used to undo the )
selections and restore them to thelr values at the last
apply operation.

The sBet of statistics for the selected parameter
set is displayed in valuesa panel 604. The membere of the
sets differ depending upon, for example, what protocol
was selected. Figs. 20a-g present examples of the types
of statistical variables which are displayed for the DLL,
Ip, UDP, TCP, ICMP, NFS, and ARP/RARP protocols,
respectively. The meaning of the values display fields
are described in Appendix I, attached hereto.

Dialoge panel 606 contains a display of the
connection statistics for all protocols for a selected
node. Within the Management Workstation, connection
lists are maintained per node, per supported protocol.
When connections are displayed, they are sorted on "Last
Seen" with the most current displayed first. A single
list returned from the Monitor contains all current
connection. For TCP, however, each connection alsco
contains a state and TCP connections are displayed as
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Past and Present based upon the returned state of the
connection. For certain dialogs, such as TCP and NFS
over UDP, there is an associated direction to the dialog,
i.e,, from the initiator (séurce) to the receiver (sink).
For these dialogs, the direction is identified in a DIR.
field. A sample of information that is displayed in
dialogs panel 606 is presented in Fig. 21 for current
connections.

Values Tool

The values tool provides the user with the ability
to look at the statistical database for a network object
in detail. When the user invokes this tool, he may
select a basic data screen containing a rate values panel
620, a count values panel 622 and a protocols seen panel
626, as shown in Pig. 22, or he may select a traffic
matrix screen 628, as illustrated in Fig. 23.

In rate values and count values panels 620 and
622, value tools presents the monitored rate and@ count
statistics, respectively, for a selected protocol. The
parameters which are displayed for the different
protocols (i.e., different groups) are listed in Appendix
II. 1In general, a data element that is being displayed
for 2 node shaws up in three rows, namely, a total for
the data element, the number into the data element, and
the nmumber out of the data element. RAny exceptions to
this are identified in Appendix II. Data elements that
are displayed for segments, are presented as totals only,
with no distinction between Rx and Tx.

When invoked the Values Tool displays a primary
screen to the user. The primary screen contains what is
considered to be the most significant information for the
selected object. The user can view other information for
the object (i.e., the statistics for the other
parameters} by scrolling down.
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The displayed information for the count values and
rate values panels 620 and 622 includes the following.
An alarm field reports whether an alarm is currently
active for this item. It displays as "%9% if active alarm
5 is present. A Current Value/Rate field reports the
current rate or the value of the counter used to generate
threshold alarms for this item. This is reset following
each threshold trigger and thus gives an idea of how
close to an alarm threshold the variable is. A Typical
10 Value field reports what this item could be expected to
read in a "normal” operating situation. This field is
filled in for those items where this is predictable and
useful. It is maintained in the Workstation database and
is modifiable by the user using the set tool. An
15 Accumulated Count fleld reports the current accumulated
value of the item or the current rate. A Max Value field
reports the highest value recently seen for the item.
This value is reset at intervals defined by a user
adjustable parameter (default 30 minutes). Thie is not a
20 rolling cycle but rather represents the highest value
since it was reset which may be from 1 to 30 minutes ago
(for a rest period of 30 minutes). It is used only for
rates. A Min Value field reports the lowest value
recently seen for the item. This operates in the same
25 wmanner as Max Value field and is used only for rates.
A Percent (%) field reports only for the following
variables:
off seg counts:
100(in count / total off seg count)
- 30 100(ocut count / total off seg count)
100 (transit count / total off seg count)
. 100(local count / total off seg count)
off seg rates
1o0(transit rate /-total off seqg rate), etc.
35 protocols
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100 (frame rate this protocol / total frame
rate)

On the right half of the basic display, there the
following addtional fields: a High Threshold field and a
Sample periocd for rates field.

Set Tool

The set tool provides the user with the abjlity to
modify the parameters controling the operation of the
Monitors and the Management Workstation. These
parameters affect both user interface displays and the
actual operation of the Monitors. The parameters which
can be operated on by the set tocl can be divided into
the following categories: alarm thresholds, monitoring
control, segment HMonitor administration, and typical
values.

The monitoring control variables specify the
actions of the segment Monitors and each Monitor can have
a distinct set of control variables (e.g., the parse
control records that are described elsewhere). The user
is able to define those nodes, segments, dialogs and
protocols in which he i1s interested so as to make the
best use of memory space available for data storage.

This mechanism allows for load sharing, where mulitple

Monitors on the same segment can divide up the total

number of networkX objects which are to ba monitored so

that no duplication of effort between them takes place.

The monitor administration variables allow the
user to modify the operation of the segment Monitor in a
more direct manner than the monitoring control variables.
Using the set tool, the user can perform those operations
such as reset, time changes etc. which are normally the
prercgative of a system administrator.

Note that the above descriptions of the tools
available through the Management Workstation are not
meant to imply that other choices may not be made
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regarding the particular information which is displayed
and the manner in which it is displayed.
Adaptively Setting Network Monitoxr Thresholds:

The Workstation sets the thresholds in the Network
Monitor based upon the performance of the system as
observed over an extended period of time. That is, the
Workstation periedically samples the output of the
Network Monitors and assembles a mode)l of a normally
functioning network. Then, the Workstation sets the
thresholds in the Network Monitors based upon that model.
If the observation period is chosen to be long enough and
since the model represents the "average" of the network
performance over the observation period, temporary
undesired deviations from normal behavior are smoothed
out over time and model tends to accurately reflect
normal network behavior.

- Referring the Fig. 24, the details of the training
procedure for adaptively setting the Network Monitor
thresholdrs are as follows. To begin training, the
Workstation sends a start learning command to the Network
Monitors from which performance data is desired (step
302). The start learning command disables the thresholds
within the Network Monitor and causes the Network Monitor
to periodically send data for a predefined set of network
parameters to the Management Workstation. (Disabling the
thresholds, however, is not necessary. One could have
the learning mode operational in parallel with monitoring
using existing thresholds.) The set of parameters may be
any or all of the previously mentioned parameters for
which thresholds are or may be defined.

Throughout the learning period, the Network
Monitor sends "snapshots" of the network's performance to
the Workstation which, in turn, stores the data in a
performance history database 306 (step 304). The network
manager sets the length of the learning period.
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Typically, it should be long enough to include the full
range of load conditions that the network experiences so
that a representative performance history is generated.
It should also be long enough so that short periods of
overload or faulty behavior do not distort the resulting
averages.

After the learning period has expired, the network
manager, through the Management Workstation, sends a stop
learning command to the Monitor (step 308). The Monitor
ceases automatically sending further performance data
updates to the Workstation and the Workstation processes
the data in its performance history database (step 31D).
The processing may involve simply computing averages for
the parameters of interest or it may involve more
sophigticated statistical analysis of the data, such as
computing means, standard deviations, maximum and minimum
values, or using curve fitting to compute rates and other-
pertinent parameter values.

After the Workstation has statistically analyzed
the performance data, it computes a new set of thresholds
for the relevant performance parameters (step 31i2). To
do this, it uses formulas which are appropriate to the
particular parameter for which a threshold is being
computed. That is, if the parameter is one for which one
would expect to see wide variations in its valne during
network monitoring, then the threshold should be set high
enough so that the normal expected variations do not
trigger alarms. On the other hand, if the parapeter is
of a type for which only small variations are expected
and larger variations indicate a problem, then the
threshold should be set to a value that is close to the
average observed value. Examples of formulae which may
be used to compute thresholds are:

* Highest value seen during learning period;
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- Highest value seen during learning period +
105:
& Highest value seen during learning period +
50%; ’
\ 5 * Highest value seen during learning period +
user-defined percent;
* Any value of the parameter other than zero;
% Average value seen during learning period +
50%; and
10 * Average value seen during learning peried +

user-defined percent.
As should be evident from these examples, there is a
broad range of possibilities regarding how to compute a
particular threshoeld. The choice, however, should
15 reflect the parameter's importance in signaling serious
network problems and its normal expected behavior (as may
be evidenced from the performance history acquired for
the parameter during the learning mode).
After the thresholds are computed, the Workstation
- 20 loads them into the Monitor and instructs the Monitor to
I revert to normal monitoring using the new thresholds
{step 314).
This procedure provides a mechanism enabling the
network manager to adaptively reset thresholds in
25 response to changing conditions on the network, shifting
usage patterns and evolving network topolegy. As the
network changes over time, the network manager merely
invokes the adaptive threshold setting feature and
updates the thresholds to reflect those changes.
- 30 The Diaqnostic Analvzer Module:
The Management Workstation includes a diagnostic
. analyz2er module which automatically detects and diagnoses
the existence and cause of certain types of network
problems. The functions of the diagnostic wmodule may
35 actually be distributed among the Workstation and the
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Network Monitors which are active on the network. In
principle, the diagnostic analyzer module includes the
following elements for performing its fault detection and
analysis functions. i

The Management Workstation contains a reference
model of a normally operating network. The reference
model is generated by observing the performance of the
network over an extended period of time and computing
averages of the performance statistics that were observed
during the observation period. The reference model
provides a reference against which future network
performance can be compared so as to diagnose and analyze
potential problems. The Network Monitor (in particular,
the STATS module) includes alarm thresholds on a selected
set of the parameters which it monitors. Some of those
thresholds are set on parameters which tend to be
indicative of the onset or the presence of particular
network problens.

During monitoring, when a Monitor threshold is
exceeded, thereby indicating a potential problem (e.g. in
a TCP connection), the Network Monitor alerte the
Workstation by sending an alarm. The Workstation
notifies the user and presents the user with the option
of either ignoring the alarm or invoking a diagnostic
algorithm to analyze the problem. If the user invokes
the diagnostic algorithm, the Workstation compares the
current performance statistics to ite reference model to
analyze the problem and report its results. (Of course,
this may also be handled automatically so as to not
require user intervention.) The Workstation obtains the
data on current performance of the network by retrieving
the relevant performance statistics from all of the
segment Network Monitors that may have information useful
to diagnosing the problem. ’
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The details of a specific example involving poor
TCP connection performance will now be described. This
example refers to a typical network on which the
diagnostic analyzer resides, such as the network
illustrated in Fig. 25. It includes three segments
labelled S1, S2, and S3, a router Rl connecting S1 to S2,
a router R2 connecting 52 to S3, and at least two nodes,
node A on S1 which communicates with node B on S3. On
each segment there is also a Network Monitor 324 to
observe the performance of its segment in the manner
described earlier. A Management Workstation 320 is also
located on S1 and it includes a diagnostic analyzer
module 322. For this example, the sympton of the natwork
problem is degraded peformance of a TCP connection
between Nodes A and B.

A TCP connection problem may manifest itself in a
number of ways, including, for example, excessively high
numbers for any of the following:

errors

pPackets with bad sequence numbers

packets retransmitted

bytes retransmitted

out of order packets

out of order bytes

packets after window closed

bytes after window closed

average and maximum round trip times
or by an unusually low value for the current window size.
By setting the appropriate thresholds, the Monitor is
programmed to recognize any one or more of these
symptons. If any one of of the thresholds is exceeded,
the Monitor sends an alarm to the Workstation. The
Workstation is programmed to recognize the particular
alarm as related to an event which can be further
analyzed by its diagnostic analyzer module 322. Thus,
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the Workstation presents the user with the option of
invoking its diagnostic capabilities (or auntomatically
invokes the diagnostic capabilities).

In general terms, when the dlagnostic analyzer is
invoked, it lcooks at the performance data that the
segment Monitors produce for the two nodes, for the
dialcgs between them and for the links that interconnect
them and compares that data to the reference model for
the network. If a significant divergence from the
reference model is identified, the diagnostic analyzer
informe the Workstation (and the user) about the nature
of the divergence and the likely cause of the problem.

In conducting the comparison to "normal® network
performance, the network circuit involved in
communications between nodes A and B is decomposed into
its individual components and diagnostic analysis is
performed on each link individually in the effort to
isolate the problem further.

The overall structure of the diagnestic algorithm
400 is shown in Fig. 26. When invoked for analyzing a
possible TCP problem between nodes A and B, diagnostic
analyzer 322 checks for a TCP problem at node A when it
is acting as a source node (step 402). To perform this
check, diagnostic algorithm 400 invokes a source node
analyzer algorithm 450 shown in Fig. 27. If a problen is
identified, the Workstation reports that there is a high
probability that node A is causing a TCP problem when
operating as a source node and it reports the results of
the investigation performed by algorithm 450 (step 404).

If node A does not appear to be experiencing a TCP
problem when acting as a source node, diagnostic analyzer
322 checks for evidence of a TCP problem at node B when
it is acting as a sink node (step 406). To perform this
check, diagnostic algorithm 400 invokes a sink node
analyzer algorithm 470 shown in Fig. 28. If a problem is
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identified, the Workstation reports that there is a high
probability that node B is causing a TCP problem when
operating as a sink node and it reports the results of
the investigation performed by algorithm 470 (step 408).

Note that source and sink nodes are concepts which
apply to those dialogs for which a direction of the
communication can be defined. For example, the source
node may be the one which initiated the dialog for the
purpose of sending data to the other node, i.e., the sink
node.

If node B does not appear to be experiencing a TCP
problem when acting as a sink node, diagnostic analyzer
322 checks for evidence of a TCP problem on the link
between Node A and Node B (step 410). To perform this
check, diagnostic algorithm 400 invokes a link analysis
algorithm 550 shown in Fig. 29. If a problem is
identified, the Workstation reports that there is a high
pProbakility that a TCP problem exists on the link and it
reports the results of the investigation performed by
link analysis algorithm 550 (step 412).

If the link does not appear to be experiencing a
TCP problem, diagnostic analyzer 322 checks for evidence
of a TCP problem at node B when it is acting as a source
node (step 414). To perform this check, diagnostic
algorithm 400 invokes the previously mentioned source
algerithm 450 for Node B. If a problem is identified,
the Workstation reports that there is a medium
probability that node B is causing a TCP problem when
operating as a source node and it reports the results of
the investigation performed by algorithm 450 (step 416).

If node B does not appear to be experiencing a TCP
problem when acting as a source node, diagnostic analyzer
322 checks for a TCP problem at node A when it is acting
as a sink node (step 418). To perform this check,
diagnostic algorithm 400 invokes sink node analyzer
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algorithm 470 for Node A. If a problem is identified,
the Network Monitor reports that there is a medium
probability that node A is causing a TCP problem when
operating as a sink node and it reports the results of
the investlgation performed by algorithm 470 (step 420).

Finally, if node A does not appear to be
experlencing a TCP problem when acting as a sink node,
diagnostic analyzer 322 reports that it was not able to
isolate the cause of a TCP problem (step 422).

The algorithms which are called from within the
above-described diagnostic algorithm will now be
described. Referring to Fig. 27, source node analyzer
algorithm 450 checks whether a particular node is causing
a TCP problem when operating as a source node. The
strateqy is as follows. To determine whether a TCP
problem exists at this node which is the source node for
the TCP connection, look at other connections for which
this node is a source. If other TCP connections are
okay, then there is probably not a problem with this
node. This is an easy check with a high probability of
being correct. If no other good connections exist, then
look at the lower layers for possible reasons. Start at
DLL and work up as problems at lower layers are more
fundamental, i.e., they cause problems at higher layers
whereas the reverse is not true.

" In accordance with this approach, algorithm 450
first determines whether the node is acting as a source
nede in any other TCP connection and, if so, whether the
other connection is ckay (step 452). If the node is
performing satisfactorily as a source node in another TCP
connection, algorithm 450 reports that there is no
problem at the source node and returns to diagnostic
algorithm 400 (step 454). If algorithm 450 cannot
identify any other TCP connections involving this node
that are okay, it moves up through the protocol stack
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checking each level for a problem. In this case, it then
checks for DLL probleﬁs at the node when it is acting as
a source node by calling an DLL problem checking routine
510 (see Fig. 30) (step 458). If a DLL problem is found,
that fact is reported (step 458). If no DLL problems are
found, algorithm 450 checks for an IP problem at the node
when it is acting as a source by calling an IP problenm
checking routine 490 (see Fig. 31) (step 460). If an IP
problem is found, that fact is reported (step 462). If
no IP problems are found, algorithm 450 checks whether
any other TCP connection in which the node participates
ae a source is not okay (step 464). If another TCP
connection involving the node exists and it is not okay,
algorithm 450 reports a TCP problem at the node (step
466). If no other TCP connections where the node is
acting as a source node can be found, algorithm 450
exits,

Referring to Fig. 28, sink node analyzer algorithm
470 checks whether a particular node is causing a TCP
problem when operating as a sink node. It first
determines whether the node is acting as a sink node in
any other TCP connection and, if so, whather the other
connection is okay (step 472). If the node is performing
satisfactorily as a sink node in another TCP connection,
algorithm 470 reports that there is no problem at the
source node and returna to diagnostic algorithm 400 (step
474). If algorithm 470 cannot identify any other TCP
connections involving this node that are okay, it then
checks for DLL problems at the node when it is acting as
a sink node by calling DLL problem checking routine 510.
(step 476). If a DLL problem is found, that fact is
reported (step 478). If no DLL problems are found,
algorithm 470 checks for an IP problem at the node when
it is acting as a sink by calling IP problem checking
routine 490 (step 480). If an IP problem is found, that
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fact is reported (step 482). If no IP problems are
found, algorithm 470 checks whether any other TCP
connection in which the node participates as a sink is
not okay (step 484). If another TCP connection involving
the node as a sink exists and it is not okay, algorithm
470 reports a TCP problem at the node (step 486). If no
other TCP connections where the node is acting as a sink
node can be found, algorithm 470 exits.

Referring to Fig.. 31, IP problem checking routine
490 checks for IP problems at a node. It does this by
comparing the IP performance statistics for the node to
the reference model (steps 492 and 494). If it detects
any significant deviations from the reference model, it
reports that there is an IP problem at the node (step
496). If no significant deviations are noted, it reports
that there is no IP problem at the node (step 498).

As revealed by examining Fig. 30, OLL problenm
checking routine 510 operates in a similar manner to IP
problem checking routine 490, with the exception that it
examines a different set of parameters (i.e., DLL
parameters) for significant deviations. -

Referring the Fig. 29, link analysis logic 550
first determines whether any other TCP connection for the
link is operating properly (step 552). If a properly
operating TCP connection exists on the 1link, indicating
that there is no link problem, link analysis logic 550
reports that the link is okay (step 554). If a properly
operating TCP connection cannot be found, the 1link is
decomposed into its constituent components and an IP link
conponent problem checking routine 570 (see Fig. 32) is
invoked for each of the link components (step 556). 1IP
link component problem routine 570 evaluates the link
component by checking the IP layer statistics for the
relevant link component.
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The decomposition of the link into its components
arranges them in order of their distance from the source
node and the analysis of the components proceeds in that
order. Thus, for example, the link components which make
up the link between nodes A and B include in order:
segunent S1, router R1l, segment S2, router R2, and segment
S3. The IP data for these various components are
analyzed in the following order: '

IP data for segment S1
IF data for address Rl
IP data for source node to Rl
IP data for S1 to S2
IP data for S2
IP data for address R2
IP data for 83
IP data for S2 to S3
§ IP data for S1 to 53

As shown in Fig. 32, IP link component problem
checking routine 570 compares IP statistics for the link
component to the reference model (step 572) to determine
whether network performance deviates significantly from
that specified by the model (step 574). If significant
deviations are detected, routine 570 reports that there
is an IP problem at the link component (atep 576).
Otherwise, it reports that it found no IP praoblem (step
578).

Referring back to Fig. 29, after completing the IP
problem analysis for all of the link components, logic
550 then invokes a DLL link component problem checking
routine 580 (see Fig. 33) for each link component to
check its DLL statistics (step 558).

DLL link problem routine 580 is similar to IP link
problem routine 570. As shown in Fig. 33, DLL link
problem checking routine S80 compares DLL statistics for

the link to the reference model (step 582) to determine
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whether network performance at the DLL deviates
significantly from that specified by the model (step
584). If significant deviations are detected, routine
S80 reports that there is a DLL problem at the link
component (step 586). oOtherwise, it reports that no DLL
problems were found (step 588).

Referring back to Pig. 29, after completing the
DLL problem analysis for all of the link components,
logic 550 checks whether. there is any other TCP on the
link (step 560). If another TCP exists on the 1link
(which implies that the other TCP is also not operating
properly), logic S50 reports that there is a TCP problem
on the link (step 562). Otherwise, logic 550 reports
that there was not enough information from the existing
packet traffic to determine whether there was a link
problem (step 564)

If the analysis of the link componentse does not
iBolate the source of the problem and if there wvere
components for which sufficient information was not
available (due possibly to lack of traffic over through
that component), the user may send test messages to those
components to generate the information needed to evaluate
its performance.

The reference model against which comparisons
are made to detect and isolate malfunctions may be
generated by exXamining the behavior of the network over
an extended period of operation or over multiple periods
of operation. During those periods of operation, average
valueg and maximum excursions (or standard deviations)
for observed statistics are computed. These values
provide an injitial estimate of a model of a properly
functioning system. As more experience with the network
is obtained and as more historical data on the various
statistics is accumulated the thresholds for detecting
actual malfunctions or imminent malfunctions and the
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reference model can be revised to reflect the new
experience. '
What constitutes a significant deviation from the
reference model depends upon the particﬁlar parameter
5 involved. Some parameters will not deviate from the
’ expected norm and thus any deviation would be considered
to be significant, for example, consider ICMP messages of
type "destination unreachable," IP errors, TCP errors.
Other parameters will normally vary within a wide range

10 of acceptable values, and only if they move outside of
that range should the deviation be considered
significant. The acceptable ranges of variation can be
determined by watching network performance over a
sustained period of operation.

15 The parameters which tend to provide useful
information for identifying and isolating problems at the
node level for the different protocols and layers include
the following.

ICcp
20 error rate

header byte rate

packets retransmitted

bytes retransmitted

packets after window closed
25 bytes after window closed

1) 4
error rate

header byte rate

Ip
30 error rate
header byte rate
fragmentation rate
all ICMP messages of type destination
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For dlagnosing network segment problems, the above-
identified parameters are also useful with the addition
of the alignment rate and the collision rate at the DLL.
All or some subset of these parameters may be included
among the set of parameters which are examined during the
diagnostic preocedure to detect and isolate network
problemns.

The above-described technigque can be applied to a
wide range of problems on the network, including among
others, the following:

TCP Connection fails to establish

UDP Connection performs poorly

UDP not working at all

IP poor performance/high error rate

IP not working at all

DLL poor performance/high error rate

DLL not working at all
For each of these problems, the diagnostic approach would
be similar to that described above, using, of course,
different parameters to identify the potential problem
and isolate its cause.

The Event Timing Module

Referring again to Fig. 5, the RTP is programmed
to detect the occurrence of certain transactions for
which timing information is desired. The transactions
typically occur within a dialog at a particular layer of
the protocol stack and they involve a first event (i.e.,
an initiating event) and a subsequent partner event or
response. The events are protocol messages that arrive
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at the Network Monitor, are parsed by the RTP and then
pagsed to Event Timing Module (ETM) for processing. A
transaction of interest might be, for example, a read of
a file on a server. In that case, the initiating event
is the read request and the partner event is the read
response. The time of interest is the time required to
receive a responsge to the read request (i.e., the
transaction time). The transaction time provides a
usaful measure of natwork performance and if measured at
various times throughout the day under different load
conditions gives a measure of how different loads affect
netvork response times. The layer of the communicaton
protocol at which the relevant dialog takes place will of
course depend upon the nature of the event.

In general, when the RTP detects an event, it
transfers control to the ETHM which records an arrival
time for the event. If the event is an initiating event,
the ETM stores the arrival time in an event timing
database 300 (see Pig. 34) for future use. If the event
is a partner event, the ETM computes a difference between
that arrival time and an earlier stored time for the -
initiating event to determine the complete transaction
time.

Event timing database 300 is an array of records
302. Bach record 302 includes a dialog field 304 for
identifying the dialog over which the transactions of
interest are occurring and it includes an entry type
field 306 for identifying the event type of interest.
Each record 302 also includes a start time field 308 for
storing the arrival time of the initiating event and an
average delay time field 310 for storing the computed
average delay for the transactions. A more detailed
description of the operation of the ETM follows.

Referring to Fig. 35, when the RTP detects the
arrival of a packet of the type for which timing
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information is being kept, it passes control to the ETM
along with relevant information from the packet, such as
the dialog identifier and the event type (step 320). The
ETM then determines whether it is to keep timing
information for that particular event by checking the
event timing database (step 322). Since each event type
can have multiple occurrences (i.e., there can be
nultiple dialogse at a given layer), the dialog identifier
is used to distinguish between events of the same type
for different dialogs and to identify those for which
information has been requested. All of the dialog/events
of interest are identifjed in the event timing database.
If the current dialog and event appear in the event
timing database, indicating that the event should be
timed, the ETM determines whether the event is a starting
event or an ending event so that it may be processed
properly (step 324). For certain events, the absence of
a start time in the entry field of the appropriate recorad
302 in event timing database 300 is one indicator that
the avent represents a start time; otherwise, it is an
end time event. For other events, the ETM determines if
the start time is to be set by the event type as
specified in the packet being parsed. For example, if
the event is a file read a start time is stored. If the
event is the read completion it represents an end time.
In general, each protocol event will have its own
intrinsic meaning for how to determine start and end
times.

Note that the arrival time is only an estimate of
the actual arrival time due to possible gueuing and other
processing delays. Nevertheless, the delays are
generally so small in comparison to the transaction times
being measured that they are of little consequence.

In step 324, if the event represents a start time,
the ETM gets the current time from the kernal and stores
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it in start time field 308 of the appropriate record in
event timing database 300 (step 326). If the event
represents an end time event, the ETM obtains the current
time from the kernel and cémputes a difference between
that time and the corresponding start time found in event
timing database 300 (step 328). This represents the
total time for the transaction of interest. It is
combined with the stored average transaction time to
compute a new running average transaction time for that
event (step 330).

Any one of many different methods can be used to
conpute the running average transaction time. For
example, the following formula can be usged:

New Avg. = [(5 * Stored Avg.) + Transaction
Time]/6.

After six transaction have been timed, the computed new
average becomes a running average for the transaction
times. The ETM stores this computed average in the
appropriate record of event timing database 300,
replacing the previous average transaction time stored in
that record, and it clears start time entry field 308 for
that record in preparation for timing the next
transaction.

After processing the event in stepe 322, 326, and
330, the ETM checks the age of all of the start time
entries in the event timing database 300 to determine if
any of them are too "old" (step 332}. If the difference
between the current time and any of the start times
exceeds a preselected threshold, indicating that a
partner event has not occurred within a reasonable period
of time, the ETM deletes the old start time entry for
that dialog/event (step 334). This insures that a missed
packet for a partner event does not result in an
erroneously large transaction time which throws off the
running average for that event.
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If the average transaction time increases beyond a
preselected threshold set for timing events, an alarm is
aent to the Workstation. _

Twd examples will now be described to illustrate
the operation of the ETM for specific event types. In
the first example, Node A of Fig. 25 is communicating
with Node B using the NFS protocol. Node A is the client
while Node B is the server. The Network Monitor resides
on the same segment as node A, but this is not a
requirement. When Node A igsues a read request to Node
B, the Network Monitor sees the request and the RTP
within the Network Monitor tranesfers control to the ETM.
Since it is a read, the ETM stores a start time in the
Event Timing Database. Thus, the start time is the time
at which the read was initiated.

After some delay, caused by the transmission
delays of getting the read message to node B, node B
performs the read and sends a response back to node A.
After some further transmission delays in returning the
read response, the Network Monitor receives the second
packet for the event. At the time, the ETM recognizes
that the event is an end time event and updates the
average transaction time entry in the appropriate record
with a new computed running average. The ETM then
compares the average transaction time with the threshold
for this event and if it has been exceeded, issueas an
alarm to the Workstation.

In the second example, node A 1s communicating
with Node B using the Telnet protocol. Telnet is a
virtual terminal protocol. The events of interest take
place long after the initial connection has been
established. Node A is typing at a standard ASCII (VT100
class) terminal which is logically (through the network)
connected to Node B. Node B has an application which is
receiving the characters being typed on Node A and, at
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appropriate times, indicated by the logic of the
applications, sends characters back to the terminal
located on Node A. Thus, every time node A sends
characters to B, the Network Monitor sees the

5 transmission.

In this case, there are several transaction times
which could provide useful networxk performance
information. They include, for example, the amount of
time it takes to echo characters typed at the keyboard

10 through the network and back to the display screen, the
delay between typing an end of line command and seeing
the completion of the application event come back or the
network delays incurred in sending a packet and receiving
acknowledgment for when it was received.

15 In this example, the particular time being
measured is the time it takes for the network to send a
packet and receive an acknowledgement that the packet has
arrived. Since Telnet runs on top of TCP, which in turn
runs on top of IP, the Network Monitor monitors the TCP

20 acknowledge end-to-end time delays.

Note that this is a design choice of the
implementation and that all events visible to the Network
Monitor by virtue of the fact that information is in the
packet could be measured.

25 When Node A transmits a data packet to Node B, the
Network Monitor receives the packet. The RTP recognizes
the packet as being part of a timed transaction and
passes control teo the ETM. The ETM recognizes it as a
start time event, stores the start time in the event

30 timing database and returns control to the RTP after
checking for aging.

. wWhen Node B receives the data packet from Node A,

it sends back an acknowledgment packet. When the Network

Monitor sees that packet, it delivers the event to the

35 EBTM, which recognizes it as an end time event. The ETM
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calculates the delay time for the complete transaction
and uses that to update the average transaction time.
The ETM then compares the new average transaction time
with the threshold for this event. If it has been
exceeded, the ETM issues an alarm to the Workstation.

Note that this example is measuring something very
different than the previous example. The first example
measures the time it takes to traverse the network,
perform an action and return that result to the
requesting node. It measures performance as Been by the
user and it includes delay times from the network as well
ag delay times from the FPile Server.

The second example is measuring network delays
without loocking at the service delays. That is, the ETM
is measuring the amount of time it takes to send a packet
to a node and receive the acknowledgement of the receipt
of the message. In this example, the ETM is measuring
transmissions delays as well as processing delays
asgsociated with network traffic, but not anything having
to do with non-network processing.

As can be seen from the above examples, the ETM
can measure a broad range of events. Rach of thase
events can be measured passively and without the
cooperation of the nodes that are actually participating
in the transmission.

Ihe pddress Tracker Module (ATM)

Address tracker module (ATM) 43, one of the
software modules in the Network Monitor (see Fig. 5),
operates on networks on which the node addresses for
particular node to node connections are assigned
dynamically. An Appletalk® Network, developed by Apple
Computer Company, is an example of a network which uses
dynamic node addressing. In such networks, the dynamic
change in the address of a partjicular service causes
difficulty troubleshooting the network because the
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network manager may not know where the variocus nodes are
and what they are called. In addition, FPoreign network
addresses (e.g., the IP addresses used by that node for -
communication over an IP network to which if is
connected) can not be relied upon to point to a
particular node. ATM 43 solves this problem by passively
monitoring the network traffic and collecting a table
showing the node address to node name mappings.

In the following description, the network on which
the Monitor is located is assumed to be an Appletalk®
Network. Thus, as background for the following
discussion, the manner in which the dynamic node
addressing mechanism operates on that network will first
be described.

When a node is activated on the Appletalx®
Network, it establishes its own node address in
accordance with protocol referred to as the Local Link
Access Protocol (LLAP). That is, the node guesses its
own node address and then verifies that no other node on
the network is using that address. The node verifies the
uniqueness of its guess by sending an LLAP Bnquiry
control packet informing all other nodes on the network
that it is going to assign itself a particular address
unless another node responds that the address has already
been assigned. If no other node claims that address as
its own by sending an LLAP acknowledgment control packet,
the first node uses the address which it has selected.

If another node claims the address as its own, the first
node tries another address. This continues until, the
node finds an unused address.

When the first node wants to communicate with a
second node, it must determine the dynamically assigned
node address of the second node. It does this in
accordance with another protocol referred to as the Name
Binding Protocol (NBP). The Name Binding Protocol is
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used to map or bind human understandable node names with
machine understandable node addresses. The NBP allows
nodea to dynamically translate a string of characters
(i.e., a node name) into a node address. The node
needing to communicate with another node broadcasts an
NBP Lookup packet containing the name for which a node
addrees is being requested. The node having the name
being requested responds with its address and returns a
Lookup Reply packet containing its address to the
original requesting node. The first node then uses that
address its current communications with the second node.

Referring to Fig. 36, the network includes an
Appletalk® Network segment 702 and a TCP/IP segment 704,
each of which are connected to a larger network 706
through thair respective gateways 708. A Monitor 710,
including a Real Time Parser (RTP) 712 and an Address
Tracking Module (ATM) 714, is located on Appletalk
network segment 702 along with other nodes 711. A
Managenent Workstation 716 is located on segment 704. It
is assumed that Monitor 710 has the features and
capabilities previously described; therefore, those
features not specifically related to the dynamic node
addressing capability will not be repeated here but
rather the reader is referred to the earlier discussion.
Suffice it to say that Monitor 710 is, of course, adapted
to operate on Appletalk Network segment 702, to parse and
analyze the packets which are transmitted over that
segment according to the Appletalk® family of protocols
and to communicate the information which it extracts from
the network to Management Workstation 716 located on
segment 704.

Within Monitor 710, ATM 714 maintains a name table
data structure 730 such as is shown in Fig. 37. Name
Table 720 includes records 722, each of which has a node
name field 724, a node address field 726, an IP address
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field 728, and a time field 729. ATM 714 uses Name Table
720 to keep track of the mappings of node names to node
address and to IP address. The relevance of each of the
fields of records 722 in Name Table 720 are explained in
the following description of how ATM 714 operates.

In general, Monitor 710 operates as previously
described. That is, it passively monitors all packet
traffic over segment 702 and sends all packets to RTP 712
for parsing. When RTP 712 recognizes an Appletalk
packet, it transfers contrel to ATM 714 which analyzes
the packet for the presence of address mapping
information.

The operation of ATM 714 is shown in greater
detail in the flow diagram of Fig. 38. When ATM 714
receives control from RTP 712, it takes the packet (step
730 and strips off the lower layers of the protocol until
it determines whether there is a Name Binding Protocol
message inside the packet (step 732). If it is a NBP
message, ATM 714 then determines whether it is new name
Lookup message (step 734). If it is a new name Lookup
message, ATM 714 extracts the name from the message
(i.e., the name for which a2 node address is being
requested) and adds the name to the node name field 724
of a record 722 in Name Table 720 (step 736).

If the message is an NBP message but it is not a
Lookup message, ATM 714 determines whether it is a Lookup
Reply (step 738). If it is a Lookup Reply, signifying
that it contains a node name/node address binding, ATM
714 extracts the name and the assigned ncde address from
the message and adds this information to Name Table 720.
ATM 714 does this by searching the name fields of records
722 in Name Table 720 until it locates the name. Then,
it updates the node address field of the identified
record to contain the node address which was extracted
from the received NBP packet. ATM 714 also updates time
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field 729 to record the time at which the message was
processed.

After ATM 714 has updated the address field of the
appropriate record, it determines whether any records 722
in Name Table 720 should be aged out (step 742). ATM 714
compares the current time to the times recorded in the
time fields. If the elapsed time is greater than a
preselected time period (e.g. 48 hours), ATM 714 clears
the record of all information (step 744). After that, it
awaits the next packet from RTP 712.

As ATM 714 is processing each a packet and it
determines either that it does not contain an NBP message
(step 732) or it does not contain a Lookup Reply message
{step 738), ATM 714 branches to step 742 to perform the
age out check before going on to the next packet from RTP
712.

The Appletalk to IP gateways provide services that
allow an Appletalk Node to dynamically connect to an IP
address for communicating with IP nodes. This service
extends the dynamic node address mechanism to the IP
world for all Appletalk nodes. While the flexibility
provided is helpful to the users, the network manager is
faced with the problem of not knowing which Appletalk
Nodes are currently using a particular IP address and
thus, they can not easily track down problems created by
the particular node.

ATM 714 can use passive monitoring of the 1P
address assignment mechanisms to provide the network
manager a Name-to-IP address mapping.

If ATM 714 is also keeping IP address information,
it implements the additional steps shown in Fig. 39 after
completing the node name to node address mapping steps.
ATM 714 again checks whether it is an NBP message (step
748). If it is an NBP message, ATM 714 checks whether it
is a response to an IP address request (step 750). IP
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address requests are typically implied by an NBP Lookup
request for an IP gateway. The gateway responds by
supplying the gateway address as well as an IP address
that is assigned to the reqﬁesting node. If the NBP
message is an IP address response, ATM 714 looks up the
requesting node in Name Table 720 (step 752) and stores
the IP address assignment in the IP address field of the
appropriate record 722 (step 754).

After storing the IP address assignment
information, ATM 714 locates all other records 722 in
Name Table 720 which contain that IP address. Since the
IP address has been assigned to a new node name, those
0ld entries are no longer valid and must be eliminated.
Therefore, ATM 714 purges the IP address fields of those
records (step 756). After doing this cleanup step, ATM
714 returns control to RTP 712.

Other embodiments are within the following claims.
For example, the Network Monitor can be adapted to
identify node types by analyzing the type of packet
traffic to or from the node. If the node being monitored
is receiving mount requests, the Monitor would report
that the node is behaving like node a file server. If
the node is issuing routing requests, the Monitor would
report that the node is behaving like a router. 1In
either case, the network manager can check a table of
what nodes are permitted to provide what functions to
determine whether the node is authorized to function as
either a file server or a router, and if not, can take

appropriate action to correct the problem.
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APPENDIX I

ENMP MIB Subset Supported

This is the subset of the standard MIB which can be
obtained by monitoring.

Refer to RFC 1066 Management Information Base for an
explanation on the items which follow.

System group:
none

Interfacas group
ifType
ifrPhysAddress
ifoperstatus
ifInOctets
ifInUcastPkts
ifInNUcastPkts
ifoutoOctets
ifoutUcastPkts
ifoutNUcastPkts

Address Translation group
none

IP group
ipPorwarding
ipDefaultTTL
ipInReceives
ipInHArErrors
ipInAddrErrors
ipPorwDatagrams
ipReasmReqds
ipFragCreates

IP Address Table
iphAddress
ipAdEntBcastAddr

IP Routing Table
none

ICMP group
icmpInMsgs
icmplnErrors
icmpInDestUnreachs
icmpInTimeExcds
icmpInParmProbs
icmpInSrcQuenchs
icmpInRedirects
icmpInEchoes

App- I - 1
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iempInEchoReps
iempInTimestamps
icmpInTimestampReps
icmpInAddrMasks
icmpInAddrmaskReps

) . icmpOutMsgs

* imcpoutbestrUnreachs .
icmpoutTimeExcds -
icmpoutParmProbs

> icmpOutSrcQuenchs
icmpoutRedirects
{empoutEchoes
icmpOutEchoReps
icmpOutTimestamps
icmpoutTimestampReps
icmpOutAddrMasks
icmpoutAddrmaskReps

TCP group
tcpActiveOpens
tcpPassiveOpens
tcpAttempFails
tcpEstabResets
tepCurrEstab
tcplnSegs
tcpOoutSegs
tcpRetransSegs
tepConnTable

UDP group
udplInbDatagrams
udpInErrors
udpOutDatagrams
udpOutErrors

EGP group
egplnMsgs
egpInErrors
egpOutMsgs
egpOutExrrors

App. 1 - 2
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APPENDIX II
MIB Definitions for Network Monitor

1. Common MIB Definitions

Definitions
MIB_BUCKETS_PER_RATE 12
MIB_PROTOCOLS_ PER DIALOG 10
MibBucketsPerRate 12
MibProtocolsPerDialog 10
MIB MAX_PROTOCOL : 10
MIB_MAX MOST ACTIVE 5
MIB MAX DIALOG 3

Btrucstures Used

typedef struct {

Byte year
Byte month
Byte date
Byte day
Byte hour
Byte minute
Byte second
Byte unused

} MibTimeOfDay

typedef struct mib_count32_type {

uint32 accum ( Long term accum. count)
Uint32 current ( Present running count)
Uint32 highThld

} MibCount32

typedef struct mib count64_type {

Uinté4 accum ( Long term accum. count)
Uinté4 current ( Present running count)
Uinte4 highThld

} MibCounté4

typedef struct mib meter_ type {

Uint32 current

Uint32 high

Uint32 low

Uint32 highThld

} MibMeter

typedef struct mib_average_meter_type {
Uint32 current

App. II - 1
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Uint32 high
Uint32 low
Uint32 ~ highThld

} MibAverageMeter

typedef struct mib percent type (

Uint32 current
Oint32 high

: Uint32 low
Uint32 highThld

} MibPercent

typedef struct mib rolling rate type {(

Tint32 current
Dint32 high
Uint32 low
Uint32 highThld

} MibRollingRate

typedef MibRollingRate MibRatePers
typedef MibRollingRate MibRatePerH

typedef Uint32 MibShortRatePers
typedef Uint32 MibsShortRatePerM

typedef struct mib short_count32_type {

uint32 current ( Present running count)
Uint32 accum ( Long term accum. count)
} MibShortcCountiz

typedef struct mib_bucket_rate type {

Uint32 current ( Present rate) .
Uinta2 rates [MIB BUCKETS_PER_RATE]( 12 5 minute
count buckets )

Uint32 maxRates [MIB_BUCKETS_PER_RATE}( 12 5-min.
max

rate buckets )
} MibBucketRate

Most Active Table Dafinitions

typedef struct mib most active_entry type {
MibAddress address

App. II - 2
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MipCount32 packetCount
MibRatePers packetRate

} MibMostActiveEntry

typedef struct mib most_active_table type {
Uint32 numnEntries
Uint32 nextEntry

MibMostActiveEntry mostActiveEntry[MIB_MAX MOST_ ACTIVE)
} MibMostActiveTable
Protocol Table Definitions

typedef struct mib_protocol_entry type {

Uint32 protocol
MibCount32 packetCount
\ MibRatePers packetRate

} MibProtocolEntry

typedef struct mib protocol_table_ type {
Uint32 numEntries
Uint32 nextEntry
MibProtocolEntry protocolEntry{MIB MAX PROTOCOL]
} MibProtocolTable

Dialog Table Definitions
typedef struct mib transport type {

Uint32 transportProtocol
Uint32 applicationProtocol
Uint32 injtiater

Uint32 connectionRetrjas
Uint32 addrl window

Uint32 addr2_window
Uint32 state

Uint32 closeReason

} MibTransportType

typedef struct mib dialog_entry_ type {

MibAddress addresses
Uint32 protocolEntries
Uint32

protococls [MIB_PROTOCOLS_PER DIALOG])
MibTimeOfDay gmt

Uint32 startTime
Uint32 lastTine

Uint32 alarmsSent
MibCount32 packets
MibRatePersS packetRate

App. II - 3
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MibCount32 bytes
MibRatePers byteRate
MibCount32 errors
MibRatePers - errorRate
MibCount32 fragmentsa
MibRatePers fragmentRate

- MibCount3i2 rexmits
MibRatePers rexmitRate
MibCounti2 flowCtrls

+ MibRatePers flowCtrlRate
MibTransportType transport

} MibDialogEntry

Values for the initiator fiela

connactionInitiatorUnknown ©
ConnectionInitiatorAddri 1l
connectionInitiatorAddr2 2

Values for the connectionCloseReason fiaeld

ConnectionCloseUnknown
ConnectionClosaFin
ConnectionCloaseRst

My O

Values for the connectionBState field

ConnactionStateUnknown 0
ConnectionStateConnecting 1

ConnectionStateData 2
ConnectionStateClosing 3
ConnectionStateClosed 4

typedaf struct mib_dialog_table_type {

Uint32 numEntries
Uint32 nextEntry
MibbDialogEntry diaIOgEntry[HIB_HAX_DIALOG]

} MibDialogTable

2. Data link layer mib dafinitions for Natwork Monitor
mid,
2.1 dl1 Begment -Summary Tool
typedef struct {
MibShortcount32 frames
MibBucketRate frameRate

app. II - 4
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MibShortCountl32
MibBucketRate
MibShortCount32
MibBucketRate
Uinta2

Uint32

Uint32
MibShortCount32
MibBucketRate
MibShortCounti2
MibBucketRate
MibsShortCount32
MibBucketRate
MibShortCount32
MibBuckatRate
MibShortCounti2
MibBucketRate
MibShortCount32
MibShortRatePersS
MibShortCount32
MibShortRatePerS

} MibDllSegSumStats

- 84 -

bytes
byteRate

errors
errorRate

protocolCount

mostActiveCount

pairCount

rcvoffSegs
rcvoffSegRate

xmtOffSeqs
xntOffSegRate

transits
transitRate

bcasts

-bcastRate

mcasts
mcastRate

collisions
collimsjonRate

alignmtErrors
alignmtErrorRate

2.2 411 Begment ~Values Tool

typedef struct {
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MibCount32
MibRatePersS
MibCount32
MibRatePersS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
NMibCount32
MibRatePers
MibCount32
MibRatePerSs
MibCount32
MibRatePersS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePerS
MibCount32
MibRatePersS
MibCount32
MibRatePers$s

frames
frameRate
bytes
byteRate
errors
errorRate
rcvoffSags
rcvOffSegRate
xmtOffSegs
xmatoffSegRate
transits
transitRate
bcasts
bcastRate
mcasts
mcastRate
collisions
collisionRate
alignontErrors
alignmtErrorRate
enetFrames
enetFrameRate
llcFrames
llcFrameRate
runtFrames
runtFrameRate
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2.3 411 Address - Bunnéry TOo0L

typedef struct {
MibShortCounti2
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate
Uint32
Uint32
Uinta2
MibShortCount3i2
MibBucketRate
MibShortcCountiz
MibBucketRate
MibShortCount3i2
MibBucketRate
MibShortCounti2
MibBucketRate

} MibDllAddrSumStats

frames
frameRate
bytes
byteRate
errors
errorRate
protocolCount
mostActiveCount
pairCount
rcvoffSege
rcvOoftSegRate
wmtOf£Segs
xmtOf£SeqgRate
xatBcasts
xmtBcastRate
xmtMcasgts
xmtMcastRate

2.4 4d1) Addrass- Values Tool

typedef struct {
MibCount32
MibRatePers
MibCounti32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount3?2
MibRatePers
MibCount3i2
MibRatePers
MibCount32
MibRatePers
MipCount32
MibRatePersS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
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rcevFrames
revPrameRate
rcvBytes
rcvByteRate
TCVEXrors
rcvErrorRate
xntFPrames
xmtPrameRate
xmtBytes
xatByteRate
xmtExrrors
xmtErrorRate
xmtBcasts
xmtBcastRate
xmtMcasts
xntMcastRate
rcvOffsegs
rcvOoffSegRate
xntOffSegs
xmtOffSeqgRate
anetFrames
enetFrameRate
llcFrames
llcFrameRate
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MipCount3i2
MibRatePers

} MibDllAaddrvalstats

PCT/US92/02995
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runtFrames
runt¥rameRate

3. IP layer mib definitions for Network Momitor =ib.

3.1 ip Seguent - sSummary Tool

typedef struct

MibshortCount32
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCounti2
MibBucketRate
Uint32

Uint32

Uint32
MibShortCount32
¥ibBucketRate
MibShortCount32
MibBucketRate

MibShortCount32
Mi{bBucketRate
MibShortCounti2
MibBucketRate
MibShortCounti2
MibBucketRate
MibShortcount32
MibBucketRate
MibShortCountiz
MibBucketRate

} MibIpSegSumStats

pkts
pktRate
bytes
byteRate
arrors
errorRate
protocolCount
mostActiveCount
pairCount
rcvoftSegs
rcvoffSegRate
mtOffSeqgn
xmtof£5egRate

transits
transitRate
flowCtrls
flowCtrlRate
bcasts
bcastRate
mcagts
ncastRate
frgmts
frgmtRate

3.2 ip Begment - Values Tool

typedef struct {
MibCounta2
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCounti2
HMibRatePers
MibCount3i2
MibRatePers
MibCount3z
MibRatePerS
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pkts

pktRate

bytes
byteRate
errors
errorRate
rcvoffSegs
rcvOoffSegRate
ymtOffSegs
xmtOffSegRate
transits
transitRate
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MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePersS
} MibIpSegValStats

- 97 -

bcasts
bcastRate
mcasts
mcastRate
hdrBytes
hdrByteRate
frgmts
frgmtRate

3.3 ip Mdress - Bummary Tool

typedef struct (
MibShortCounti2
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCounti2
MibBucketRate
Uint32
Uint32
Uint32
MibShortCounti2
MibBucketRate
MibShortCountl2
MibBucketRate
MibShortCounti2
MibBucketRate
MibShortCount3i2
MibBucketRate
MibShortCounti2
MibBucketRate
MibShortCounti2
MibBucketRate

} MibIpAddrSumStats

PktRate

pkts

bytes
byteRate
arrors
errorRate
protocolCount
mostActiveCount
pairCount
rcvOoffSegs
rcvoffSegRate
xntOoffSegs
xmtOffSegRate
flowCtrls
flowCtrlRate
frgmts
frgmtRate
xxtBcasts
xmtBcastRate
xmtMcasgts
xmtMcastRate

3.4 ip 2address - Values Yool

typedef struct ({
MibCount32
MibRatePers
MibCounti2
MibRatePers
MibCountl2
MibRatePers
MibCountl2
MibRatePers
MibCount32
MibRatePersS
MibCount32
MibRatePerS
MibCount32
MibRatePers

Page 545 of 1000

rcvPkts
rcvPktRate
rcvBytes
rcvByteRate
rcvErrors
rcvErrorRate
xotPkts
xmtPktRate
xntBytes
xmtByteRate
xntErrors
xmtErrorRate
rcvHdrBytes
rcvHdrByteRate
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MibCount3z2
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount3i2
MibRatePers
MibCount32
MibRatePersS
MibCount32
MibRatePars
MibCount32
MibRatePersS
} MibIpAddrValStats

PCT/US92/02995
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smtHdrBytes
xmtHdrByteRate
rcvFrgmts
rcvFrgmtRate
xntPFrgmts
xmtFPrgmtRate
xntBcasts
xmtBcastRate
xntMcasts
xmtMcastRate
rcvOffSegs
rcvoffSegRate
xmtOof fSegs
xmtOffSeqgRate

4. ICMP layer mib definitions for Network Monitor mib.

4.1 icmp Segment - Summary Tool

typedef struct {
MibShortCount32
MibBucketRate

HibShortCount32
MibBucketRate

MibShortCount32
MibBucketRate

Uint32 -
Uint32

MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate

MibShortCounti2
MibShortCounti2
MibShortcounti2
MibshortCount32
MibShortCountiz
MibShortCount32
MibShortCounti2
MibShortCount32
MibShortCount32
MibShortCount3?2
MibShortCount3z
} MibIcmpSegSumStats
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pkts
pktRate

bytes
byteRate

errors
errorRate

mostActiveCount
paircount

rcvoffsegs
rcvoffSegRate

xntOffSeqgs
xntOffSegRate

transits
transitRate

echoReq
echoReply
destUnr
srcQuench
redir
timeExceeded
paramProblem
timestampReq
timestampReply
addrMacskReq
addrMaskReply
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4.2 lomp Segment

typedef struet {

. Page 547 of 1000

MibCount32
MibRatePers

MibCount32
MibRatePers

MibCount32
MipRatePexs

MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MipRatePers
MibCount32
MibRatePers

MibCount32
MibRatePerS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32

MibRatePers
MibCounti2

MibRatePers
MibCount32
MibRatePers
MibCountl2
MibRatePers
MibCount32

- 859 =~

- Values Tool

PCT/US92/02995

pkts
pktRate

bytes
byteRate

errors
errorRate

rcvot £segs
rcvOoffSegRate
xmtOffSegs
xmtOffSegRate
transits
transitRate

echoReq
echoRegRate
echoReply
echoReplyRate

destUnrNet
dastUnrNetRate
destUnrHost
destUnrHostRate
destUnrProtocol
destUnrProtocolRate
destUnxrPort
destUnrPortRate
dertUnrFrgnt
destUnrFrgmtRate
deBstUnrSrcRoute
destUnrSrcRouteRate
destUnrNetUnknown
destUnrNetUnknownRate
destUnrHostUnknown
destUnrHostUnknownRate
destUnrsSrcHostIsolated

destUnrSrcHostIsolatedRate
destUnrNetProhibited

destUnrNetProhibitedRate
destUnrHostProhibited
destUnrHostProhibitedRate
destUnrNetTos
destUnrNetTosRate
destUnrHostTos
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MibRatePers

MipCounti2
MibRatePerSs

MibCountiz
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers

MibCountiz2
MibRatePers
MibCount32
MibRatePerS

MibCount32
MibRatePers
MibCounti2
MibRatePers

MibClount32
MibRatePersS
MibCount32
MibRatePers

MibCount32
HibRatePersS
MibCount32
MibRatePersS

.} MibIcmpSegValStats
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destUnrHostTosRate

srcQuench
srcQuenchRate

redirNet
redirNetRate
redirHost
redirHostRate
redirNetTos
redirNetTosRate
redirHostTose
redirHostTosRate

timePxceededInTransit
tineExceededInTransitRate
tineExceededInReass
timeExceededInReasgRate

paramProblem
paramProblemRate
paranProbleaOption
paramProblemOptionRate

timestampReq
timestampReqRate
timestampReply
timestampReplyRate

addrMaskReq
addrMaskReqRate
addrMaskReply
addrMaskReplyRate

4.3 lcmp 2ddress - Summary Tool

typedef struct {
MibShortCount32
Mi{bBucketRate

MibShortCount32
MibBucketRate

MibShortCounti2
MibBucketRate
Uint32

Uint32

MibShortCount32
MibBucketRate
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Pkte
pktRate

bytes
byteRate

errors
errorRate

mostActiveCount

paircCount

rcvOoffSegs
rcvOoffSegRate
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} MibIcmpAddrSumStats

NibShortCount3?
MibBucketRate

MibShortCounti2
Mibshortcount32
MibShortCounti2
MibShortCounti2
MibShortCounti2
MibshortCountiz
MibShortCount32
MibShortCount32
MibShortCount32
MibShortcounti2
MibShortCounti2
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smtOffSegs
xmtoffSeqgRate

echoReq
echoReply
destUnr
srcQuench
redir
paramProblem
timeExceeded
timestampRegq
timestampReply
addrMaskReq
addrMaskReply

4.4 icmp Address- Values Tool

typedef struct ({

Page 549 of 1000

MibCounti2
MibRatePers
MibCount32
MibRatePers
MibCount32
H;bnatePerS

MibCount32
MibRatePers
MibCounti2
MibRatePers
MibCount32
MibRatePers

MibCounti2
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount3z
MibRatePers
MibCount 32
MibRatePerS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32

revbPkte
rcvPktRate
rcvBytes
rcvByteRate
rcvErrors
rcvErrorRate

xoatPkts
xmtPktRate
xmtBytes
ymtByteRate
xmtErrors
xmtErrorRate

rcvoffSegs
rcvoffSegRate
xntOf £Segs
xmtOffSeqgRate

rcvDestUnrNet
rcvDestUnrNetRate
rcvDestUnyHost
rcvDestUnrHostRate
rcvDestUnyProtocol
rcvDestUnrProtocolRate
rcvDestUnrPort
rcvDestUnrPortRate
rcvDestUnrFragmt
rcvDestUnrFrgmtRate
rcvDestUnrSrcRoute
rcvDestUnrSrcRouteRate
rcvDestUnrNetUnknown

AppP.
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MibRatePers
MibCount3i2
MibRatePers
MibCount3i2

MibRatePers
MibCount32
MibRatePersS
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount3i2
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCounti2
MibRatePers

MibCount32
MibRatePersS

MibCount32
MibRatePersS
MibCount32
MibRatePers
MibCounti2
MibRatePerS
MibCounti2
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePerS
MibCount32
MibRatePersS

MibCounti2
MibRatePers
MibCount32
MibRatePerS
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rcvDestUnrNetUnknownRate
rcvDestUnrHostUnknown
rcvDestUnrHostUnknownRate
revDestUnrSrcHostIsolated

revDestUnrSrcHostIsolatedRate
rcvDestUnrNetProhibited
rcvDestUnrNetProhibitedRate
rcvDestUnrHoastProhibited
rcvDestUnrHostProhibitedRate
rcvDestUnrNetTos
rocvDestUnrNetTosRate
rcvDeatUnrHostTos
revDestUnyHostTosRate

rcvTimaExceededInTransit

rcvTimeBxceededInTransitRate
rcvTimeExceededInReass
rcvTimeExceededInReassRate

rcvParanProblem
rcvParamProblemRate
rcvParamProblemOption
rcvParamProblemOptionRate

rcvsreQuench
revSrcQuenchRate

rcvRedirNet
rcvRedirNetRate
rcvRedirHost
rcvRedirHostRate
rovRedirNetTos
rcvRedlirNetTogRate
rcvRedirHostTos
rcvRedirHostTosRate

rcvEchoReqg
rcvEchoReqRate
rcvEchoReply
rcvEchoReplyRate

rcvTimestampReg
rcvTimestampRegRate
rcvTimestampReply
rcvTimestampReplyRate

rcvhddrMaskReq
rcvAddrMaskReqgRate
rcvAddrMaskReply
rcvAhddrMaskReplyRate
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MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePers
MibCounti2
MibRatePers
MibCount3iz
MibRatePers
MibCount3i2
MibRatePers
MibCount32

MibRatePers
MibCount32
MibRatePersS
MibCount32
MibRatePerS
MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers

MibCount32
MibRatePer$
MibCounta2
MibRatePersS
MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount32
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ymtDestUnrNet
ymtDestUnrNetRate
xmtDestUnrHost
wmtDastUnrHostRate
xmtDastUnrProtocol
xxtDastUnrProtocolRate
xmtDestUnrPort
xmtDastUnrPortRate
xmtDastUnr Frgmt
wmtDestUnrFrgmtRate
xmtDestUnrSrcRoute
xmtDastUnrSrcRoutaRate
xmtDestUnrNetUnknown
xmtDestUnrNetUnknownRate

smtbDestUnrHostUnknown

xmtDestUnrHostUnknownRate
xxtDestUnrSrcHostIsolated

xmtDaestUnrsrcHostIsolatedRate
xmtDestUnrNetProhibited
tDestUnrNetProhibitedRate
xmtDastUnrHostProhibited
xmtDestUnrHostProhibitedRate
xmtDestUnrNetTos
xmtDastUnrNetTosRate
xntDastUnrHostTos
xmtDestUnrHostTosRate

xmtTipeExceededInTransit
xmtTinaExceededInTransitRate
xntTimeExcaededInReass
xmtTimeExceededInReassRate

xatParanProblem
xutParamProblemRate
xmtParanProblemOption
xmtParamProblemOptionRate

xmtSrcQuench
wmtSrcecQuenchRate

xntRedirNet
xamtRedirNetRate
xmtRedirHost
wmtRedirHoastRate
xmtRedirNetTos
xntRedirNetTosRate
xmtRedirHostTos
xmtRedirHostTosRate

xmtEchoRegq

xmtEchoRegqRate
sxmtEchoReply
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MibRatePexrsS

MibCount32
MibRatePers
MibCount32
MibRatePers

MikCount32
MibRatePersS
MibCounti2
MibRatePers
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xmtEchoReplyRate

xmtTimestampReq
xmtTimestampRegRate
xmtTimestampReply
xatTimestampReplyRate

xantAddrMaskReq
xntAddrMaskReqRate
xntAddrMaskReply
xntAddrMaskReplyRate

5. TCP layer mib definitions for Network Monitor mib.

5.1 tcp Segment - Hummary Tool
typedef struct {

MibShortCounti2
MibBucketRate
MibShortCount32
MibBucketRate

MibShortCount32
MibBucketRate

Uint32
Uint32
Uint32

MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate

MibShortCount32
MibBucketRate

MibShortCounti2
MibBucketRate

MibShortCount3?2
MibBucketRate

} MibTcpSegSumStats

pkts
pktRate

bytes
byteRate

erxors
errorRate

protocolCount
mostActiveCount
pairCount

rcvotfSeqgs
rcvoffSegRate

xntof fSegs
xmtOoffSagRate

transits
transitRate

flowCtrls
flowCtrlRate

frgmts
frgmtRate

rexmts
rexmtRate

5.2 tcp Begmant - Values Tool
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typedef struct {_

MibCount32 pkts
MibRatePers pktRate
MibCounti2 bytes

) MibRatePers byteRate
MibCounti2 errors

> MibRatePers errorRate
MibCount32 rcvOffSegs
MibRatePers revoffSegRate
MibCount32 xmtOff5egs
MibRatePers xntoffSegRate
MibCount3i2 transits
MibRatePers transitRate
MibCounti2 hdrBytes
MibRatePers hdrByteRate
MibpCount32 frgmts
MibRatePers frgmtRate
MibCount32 flowCtrls
MibRatePers flowCtrlRate
MibCount32 rexmts
MibRatePers rexmtRate
MibCount32 rexmtBytes
MibRatePerS rexmtByteRate
MibCount32 keepAlives
MibRatePers keepAliveRate
MibCount32 windowProbes
MibRatePers windowProbeRate
MibCount32 outoforder
MibRatePers outofOrderRate
MibCounti2 afterwWindow
MibRatePers afterWindowRate
MibCount32 afterClose
MibRatePers afterClosaeRate
MibCount32 urgs
MibRatePers urgRate
MibCount32 rsts
MibRatePers rstRate
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MibCount32
MibRatePerH
MibCount32
MibRatePerH
MibCount32
MibRatePerH
MibCount32

} MibTepSegValstats
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successfulConnections

successfulConnectionRate
connectionRetries
connectionRetryRate
failedConnections
failedConnectionRate
activeConnections

5.3 top Addraess - Summary Tool

typedef struct {

MibShortCount32
MibBucketRate

MibShortCount32
MibBucketRate

MibShortCounti2
MibBucketRate

Uint32
Uint32
vint32

MibShortCount32
MibBucketRate
MibShortCount32
MibBucketRate

MibshortCount32
MibBucketRate

MibShortCounti2
MibBucketRate

MibhShortCount32
MibBucketRate

} MibTcpAddrSumStats

pkts
pktRate

bytes
byteRate

errors
errorRate

protocolCount
mogtActiveCount
pairCcount

rcvOoffSegs
rcvoffSegRate

xmtOffSeqgs
xmtOoffSegRate

flowCtrls
flowCtrlRate

frgmts
frgmtRate

rexmts
rexmtRate

S.4 top Address~- Values Tool

typedef struct {

MibCountiz
MibRatePers
MibCount32
MibRatePerSs
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rcvbPkts
rcvPktRate
xmtPkts
xmtPktRate
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MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCountl2
MibRatePers
MibCount32
MibRatePers

MibCounti2
MibRatePersS
MibCounti2
MibRatePers

MibCountl2
MibRatePers
MibCount32
MibRatePersS

MibCount32
MibRatePers
MibCounti2
MibRatePers

MibCount32
MibRatePerSs
MibCounti2
MibRataPers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCount32
MibRatePerS
MibCount3z
MibRatePers

MibCounti2
MibRatePexs
MibCount32
MibRatePers

MibCount32
MibRatePerSs
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rcvBytes
rcvByteRate
xntBytes
xmtByteRate

rcvErrors
rcvErrorRate
xatErrors
xmtErrorRate

rcvof £Segs
rcvoffSegRate
xmtof fSegs
xmtOf fSagRate

rcvHdrBytes
rcvHdxByteRate
smtHdrBytes
xatHdrByteRate

rcvFrgmts
rcvFrgmtRate
xmtPrgutse
wmtFromatRate

rcvRaxmts
rcvRexmtRate
xmtRexmts
xmtRexmtRate

rcvRexmtBytes
rcvRexmtByteRate
xatRexmtBytes
xmtRexmtByteRate

rcvKeepAlives
rcvKeepAliveRate
xatReepAlives
xntKeepAliveRate

rcviWindowProbes

PCT/US92/0299S

rcviWindowProbeRate

mmtWindowProbes

xmtwWindowProbeRate

rcvoutoforder

rcvOoutoOfOrderRate

xmtOutOfOrder

xmtoutoforderRate

rcevAfterWindow

rcvAfterWwindowRate
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MibCount32
MibRatePers
MibCount32
MibRatePersS

MibCount32
MibRatePersSs
MibCount32
MibRatePers

MibCount32
MibRatePers
MibCount32
MibRatePers

MibCounti2
MihRatePerH
MibCount32
MibRataPerH
Mibcount32
MibRatePerH
MibCount32
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smtAfterwindow
xntAfterWindowRate

rcvAfterClose
rcvAfterCloseRate
xmtAfterClose
xmtAftercloseRate

rcvlrgs
rcvUrgRate
xntUrgs
xmtUrgRate

rcvRsts
rcvRstRate
xmtRsts
¥mtRatRate

successfulConnectione
successfulConnectionRate
connectionRetries
connectionRetryRate
failedConnections
failedcConnectionRate
activeConnections

€. UDP layer mib definitions for Network Nomitor mib.

6.1 udp Segment -Summary Tool

typedaf struct (

- MibShortCeount32
MibBucketRate
MibShortCountl2
MibBucketRate
MibShortcCounti2
MibBucketRate
MibShortCount3z
MibShortcCounti2
MibShortcounti2
MibShortCounti2
MibBucketRate
MibShortCounti2
MibBRucketRate
MibShortCounti2
MibBucketRate
MibShortCounti2
MibBucketRate

} MibUdpSegSumStats
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pkte
pktRate
bytes
byteRate
errors
errorRate
protocolcount
mostActiveCount
pairCount
rcvOoffSegs
revoffSegRate
wmtOffSegs
xmtOffSegRate
transits
transitRate
flowCtrls
flowCtrlRate
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6.2 uwdp 8egment - Valuaes Tool

typedef struct {
MibCount32
MibRatePers
MibCount32
MibRatePer$S
¥ibCounti2
MibRatePersS
MibShortCounti32
MibShortCount32
MibshortCounti2
MibCount32
MibRatePersS
MibCount3i2
MibRatePers
MibCount32
MibRatePersS
MibCounti?2
MibRatePers
MibCount32
MibRatePars

} MibUdpSegValStats

pkts

pktRate

bytes
byteRate
errors
errorRate
protocolCount
mostActiveCount
pairCount
revoffSegs
rcvOoffSegRate
xmtof £Segs
xmtOffSegRate
transits
transitRate
flowCtris
flowCtrlRate
hdrBytes
hdrByteRate

6.3 udp Address - Summary Tool

typedef struct {
MibShortCount3?2
MibBucketRate
MibShortcount32
MibBucketRate
MibShortCounti2
MibBucketRate
MibShortcount32
MibShortCount32
MibShortCounti2
MibShortCount3i?2
MibBucketRate
MibShortCount32
MibBucketRate
MibShortCounti2
MibBucketRate

} MibUdpAddrsSumStats

pkts
pktRate
. bytes
byteRate
errors
errorRate
protocolCount
mostActiveCount
paircount
rcvoffSegs
rcvOoffSegRate
xntOffSegs
smtoffSegRate
flowCtrls
flowCtrlRate

6.4 udp RAddress- Values Tool

typedef struct ({
MibCount32
MibRatePersS
MibCount32
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rcvPKktRate
rcvBytes
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MibRatePers
MibCount32
MibRatePersS
MibCounti2
MibRatePers
MibCount3i2
MibRatePers
MibCount32
MibRatePers
MibCount32
MibRatePeaers
MibCount32
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rcvByteRate
rcvErrors
rcvErrorRate
xntPkts
ymtPktRate
xmtBytes
xmtByteRate
smtErrors
xmtErrorRate
rcvHdrBytes
rcvHdrByteRate
xmtHArBytas

7. Monitor mib definitions for MNetworkx Momniter mib.

typedef struct ({
int

length

char no{8o0}

} MihPhoneNumber

typedef struct (
MacAddress lanMacaddr
IpAddress lanIpAddr
Uint32 lanTftpTimeout
Uint32 lanTftpRetryLimit
Uint32 lanSnmpTimeout
Uint32 lanSnmpRetryLimit
MibPhoneNumber serialPhoneNo
IpAddress serialIpAddr
Uint32 serialTftpTimeout
Uint32 serialTftpRetryLimit
Uint32 serialSnmpTimecut
Uint32 serialsSnmpRetryLimit

} MibWeParameters

typedef struct {
MibAddress address
uint32 flags
MibDeviceType type
Uint32 parseControl

} MibParseControl

typedef struct {
Uint32 numEntries
Uint32 nextEntry

MibParseControl mibParseControl{MIB MAX PCR)
} MibParsecControlOpague

typedef struct (
MacAddress macAddr
Byte data(256)
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Uint32 length

derived

} MibAutoTopology

° 7.1 Moaitor Comntrol Group

typedef struct {
Uint32 monReset
MibTimeOfDay ronTOD
Uint32 trapPermit
Uint32 dupAddrTrapPermit
Uinta2 newRodeTrapPermit
uUint32 shakaTime
Uint3i2 wsMonLink
Uint32 minTrapInterval
Uint32 runMonitor
MibWsParameters PrimaryWsParanms
MibWsParameters secondaryWsParams
Uint32 debuglevel
vinta2 parsecCtrl
Uint32 monitorSegment
MibAutoTopology autoTopoloqy
} MibMonitorControl

7.2 Nonitor Btatistics Group

typedef struct {
MibCount32 dl1Dropped
MibRatePers dl1lDroppedRate
MibCount32 ipDropped
MibRatePers ipDroppedrate
MibCount32 icmpbropped
MibRatePers icmpDroppedRate
MibCount3lz2 tcpDropped
MibRatePersS tcpDroppedRate
MibCount32 udpDbropped
MibRatePers udpDroppedRate
MibCount32 arpDropped
MibRatePers arpDroppedRate
MibkCount32 nfsDropped
MibRatePerSs nfsDroppedRate
MibCountl2 dbProblenm
MibShortCounti2 cpultilization

r MibShortCounti2 memoryUtilization
8. Alarm Mib Definitions
App. II1 - 22
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8.1 Counter alara structura

typedef struct {
Uint32
MibTimeofDay
Uint32
MibAddress
MibAddress
Uint32
Uint32
MibCount32
Uint32

OPTIONAL
Byte

OPTIONAL
} MibAlarmCounter

8.2 Rate alarm structura

typedef struct {
Uint32
MibTimeofDay
Uint32
MibAddress
MibAddress
Uint32
Uint32
MibRollingRate
uint32
Oint32

OPTIONAL
Byte

OPTIONAL
} MibAlarmRate

alarm class

gnt
tine_ticks
mon_address
address
type
number
value
user_data_length

user_data(MAX ALARM DATA]

alarm_class
gmt
time ticks
mon_addrees
address
type
number
value
rate_type
user data_length

user_data[MAX_ALARM_DATA]

8.3 Power-up alara structure

typedef struct {
Uint32
MibTimeOfDay
Uint32
MibAddress
Uint32
Uint32
Uint32
Uint32
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alarm class

gnt
time ticks
mon_address
alarm reason
load_type
cpu_hw_rev
mon_link hw rev
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uint32 mgmt link hw rev
MibPhoneNumber mon_phone_no
Uint32 error_type
Uintl2 error code
Uint32 error_param_ 1
Uint32 error_param_2

. Uint32 error param_3

} MibAlarmPowerUp

8.4 Link-up alarm structure

typedef struct {

Uint32 alarm class
XibTimeOfDay gmt

Uint32 time ticks
MibAddress mon_address
Uint32 alarm_reason
Uint32 load_type
uint32 cpu_hw rev
Uint32 mon_link_hw_rev
uint32 mgmt_link hw xev
MibPhoneNumber mon_phone_no

Uint32 error_type
Uint32 error_code
Uint32 error_ param_1
Uint32 error_param 2
Uint3i2 error_param 3

} MibAlarmLinkUp

8.5 Nevw node alarm structure

typedef struct {

Uint32 alarm _class
MibTimeOfDay gmt

Uint32 time_ ticks
MibAddress mon_address
MibAddress node_address

} MibAlarmNewNode
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APPENDTX III

PROTOCOL VARIABLES

The following is a list of some of the network
variables for which data is gathered by the Monitor and a
brief explanation of the variable, where appropriate.

D v 8

Frames
A frame i{s a series of bytes with predefined bit
sequences that mark the frame's beginning and ending
points. A DLL (data link layer) entity sends a message
by putting it in a frame and transmitting it on the
physical network. It's called a frame because the
beginning and ending bit sequences "frame" the message.

Enclosed within the frame are the messages built by
higher level protocols, such as IP and UDP. For
example, an IP datagram must be placed in a frame
before it can be transmitted.

Ethernet frames range from 64 to 1518 bytes in length.

Bytes

Monitor maintains a count and rate for bytes
transmitted and received by all monitored objects. For
example, for any node, you can monitor the number of
bytes in or out to measure the traffic load with
raspect to that node. For a segment, you can monitor
the number of bytes in and out of all nodes on the
segment.

Error Frames

A DLL Error Prame is logged in the following cases:
* If the frame is Ethernet, none are logged.
* If the frame is IEEE 802.3:
- Value of length parameter in header less than
3.

Alignment Errors
The number of frames observed for the selected segment
with alignment errors. An alignment error is a frame
with a length that is not an exact multiple of 8 bits.

The following variables are available only for
segments.

App. IIT - 1
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collisions

The number of collisions observed on the selected
segment. A collision occurs when two stations attempt
to transmit simultanecusly. A certain number of
collisions are normal. The following variables are

. available only for segments.

A higher than typical value can mean that the physical
. interface for a single station has malfunctioned and in
not following the protocol.

Broadcast frame

A broadcast frame is a special frame that is received
by all statiens on the network. Common uses for
broadcast frames include ARP (Address Resolution
Protocol) and network testing.

Multicast Frame

A multicast frame is a special frame that is received
by a predetermined set of stations. Multicasting is
used to send a message to a set of stations using a
single frame, thus reducing network loading.

Off-segment

Off-segment frames are frames that the Monitor observes
on the local segment, but are destined for or
originated by nodes not on the local segment. All aff-
segment frames then are either routed to, from, or
across the local segment.

Off-segment variables

Off-segment variables are a measure of the amount of
routing or bridging that is occurring. Excessive off-
segment traffic may mean that certain nodes on one
segment are communicating primarily with nodes on other
segments., If you identify these nodes and move thenm to
the segments where their primary communications
partners are, you may lessen the overall loading on

your network.

Off-segment Transit Pranmes
The number of frames observed on the selected seqment
not into or out of a node on the selected segqment. For

- these frames, the selected segment is an intermediate
hop in a route between the originating and destination

App. III - 2

Page 563 of 1000



WO 92/19054 PCT/US92/02995

- 116 -
segments. (This variable applies only to segments, not
to nodes.)
IP variables
IP Packets

An IP packet or datagram is a string of bytes that is
transferred as a unit across the IP network. It has
two parts: the IP header, which contains control
information such as the source and destination IP
addresses; and the data to be transferred to the
destination user.

Bytes

The Monitor maintains a count and rate for bytes into
and ont of all monitored objects. For example, you can
monitor the number of bytes into or out of a chosen
node to measure the traffic load with respect to that
node. You can monitor the number of bytes into and out
of all nodes on the segment.

IP Exror Packets

An IP error packet is logged when the monitor observes

a packet with an error in its IP header. Possible

errors are as follows:

* IP header length is less than 20 bytes .

* IP header length is greater than the length of the
IP packet

* Packet length is less than the IP header length.

* If offset is set for fragmentation, but the frame
should not be fragmented.

IP Fragments

If an IP datagram is too large to pass through a
subnetwork or routaer, the IP router that is
transmitting the original datagram divides it into
fragment datagrams. The destination station
reassembles the original datagram once it has received
all the fragments.

Fragmentation usually occurs because packets are being
routed through a network segment that has physical
technology or configuration that restricts the IP
datagram size to one smaller that the IP datagram size
used on the originating segment.

App. III - 3
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For example, the maximum frame size in an IEEE 802.5

physical network is 16000 octets, whereas the maximum

frame size on an Ethernet physical network is abount

1500 octets. In this case, a large frame originating

on the IEEE 802.5 natwork would have to be divided into

many fragments before it could be transmitted onto the
N Ethernet network.

Note that a fragment is a complete and correct IP
. datagram. Do not confuse IP fragments with the
Ethernet fragment errors.

Higher than typical values for these parameters may
mean that one or more commonly-used communications
routes are forcing fragmentation to occur.

Example: new nodes have been added that accaess a server
across a fragmenting route. The number of additional
packets causes delays on the server's segment. The
solution is to reconnect the new nodes to a different
segment that has a non-fragmenting route to the server.

IP Header Bytes

The header is the portion of the IP packet that
contains control information used by the protocol, such
as source and destination IP addresses.

Broadcast and Multicast packets

A broadcast packet is special packet that is received
by all stations on the network.

A malticast packet is a packet that is received by a
predefined set of stations. Multicasting is used to
send a message to a set of stations using a single
packet.

IP Off-segment Packets

off-segment packets are packets that the Monitor
observes on the local segment, but are destined for, or
originated by, stations not on the local segment. All
off-segment packets, then, are either routed to, from,
or across the local segment.

QOff-segment values are a measure of the amount of
routing or bridging that is occurring. Excessive off-
seqment traffic may mean that certain stations on one
segnent are communicating primarily with stations on
other segments. If you identify these stations and
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move then to the segments where their primary
communications partners are, you may lessen the overall
loading on your network.

Ooff-segment Transit Packets

This parameter applies only to segment, not to nodes.
The number of IP packets observed on the selected
segment not destined for or originated by an object on
the selected segment. For these packets, the selected
segment is an intermediate hop in a route between the
originating and destination segments.

Off-segment Transit Packets Rate

This parameter applies only to segments, not to nodes.
The number of off-segment IP packets observed per
second on the selected segment, not into or out of an
object on the selected segment. For these packets, the
selected segment is an intermediate hop in a route
between the originating and destination segments.

ICMP Variables
ICMP Packets

ICMP (Internet Control Message Protocol) packets are
used to control, test, and report problems with, the
network. Reading through the ICMP varijiable
descriptions should give you a good idea of how ICMP is
used. A high number of ICMP packets from any source
wastes traffic capacity that could otherwise be used
for data packets. :

Bytes

The Monitor maintains a count and rate for the number
of ICMP bytes in and out of all monitored objects. A
high number of ICMP bytes from any source wastes
traffic capacity that could otherwise be used for data.

ICMP Exrrors
An ICMP error is logged when the Monitor observes an
ICHP packet with an error in its ICMP header. For
example, a packet may have a length field with an

illegqal value in it. A node that generates ICMP errors
may be having software problems.
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Ooff~segment

Off-segment packets are packets that the Monitor
observes on the local segment that are destined for or
sent by nodes not on the local segment. All off-

segment packets are either routed to, from, or across
- the local segment.

A high number of ICMP packets from any source wastes

. traffic capacity that could otherwise be used for data
packets. If there are a high number of in or transit
of f-seqment ICMP packets, the source is on a different
sagment .

Destination Unreachable Packets

If for some reason a gateway cannot deliver an IP
packet, it sends and ICMP Destination Unreachable
packet to the sender. This packet informs the sender
that the packet could not be delivered, and gives a
reason. The Monitor keeps count of ICMP Destination
Unreachable packets into and out of all objects, by
reason. These are listed below.

Net unreachable

The network is having routing problems. Possible
routing problems include: a non-operational 1link a node
or router has an incorrect routing table

Host unreachable
See net unreachable.

Protocol unreachable

Port unreachable

Frag needed / DF set

This means fragmentation is needed but Don't Fragment
flag was set. This message is sent when a router
cannot forward a packet because it is too large for the
next subnetwork in the route. Find out why
fragmentation is being disallowed by the sending node -
it may not be necessary. If it is necessary, then you
must £ind or create an alternate route.

Source route failed

App. III - 6
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Destination net unknown

The destination network is not in the router's current
routing table. This may be because the source node
entered the address incorrectly (a software problem) or
because the router's routing table is corrupt or
incomplete.

Destination host unknown
See destination net unknown
Source host isolated

Destination net prohibited (communication with
destination network administratively prohibited)

Net unreachable / TOS

This means network is unreachable for this Type of
Service. This message is sent when a router cannot
forward a packet because the specified Type of Service
is not available for this route. Find out why this
Type of Service is being specified. It may be
unnecessary.-

Host unreachable / T0S

This means host is unreachable for this Type of
Service.

Time to Live Exceeded Packets

An IP packet is allowed to remain in transit for a
fixed time. This time is called "time to live" and is
specified in the IP packet by the sender. If this time
expires before the packet is delivered, the packet is
discarded. This mechanism prevents packets that get
"stuck" in circular routes from congesting the network
forever.

This mechanism is enforced by the gateways that route
the packet through the network. Each gateway reduces
the packet's timer value by an appropriate amount, and
then checks to make sure that it has not reached zero.
If the timer has reached zero, the gateway discards the
packet and transmits an ICMP Time to Live Count
Exceeded packet back to the sender.
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Packets may get stuck in loops (circular routes)
because a gateway or router has incorrect information
in its routing table (example).

Reassembly Time Exceeded Packets

. In routing an IP packet across a network, it is
sometimes necessary to fragment it into smaller
packets. This must be done to get it across a segment

. that cannot handle the packet at its original size.

Once a packet has been fragmented, it is not
reassembled until the fragments reach the final
destination. Since it is possible that one or more
fragments will be lost before reaching the destination,
the destination node waits only a fixed period of time
to receive all the fragments. This is the reassembly
time.

If the destination node has not received all of the
fragments when the reassembly time expires, it sends an
ICMP Fragment Reassembly Time Exceeded packet to the
sender.

This problem typically occurs because one or more of
the fragments has been lost.

Parameter Problem Packets

Part of each IP packet (the header) contains contrel
information. A parameter is a unit of control
information. For example, one parameter specifies the
length of the packet, and another specifies whether or
not fragmentation of this packet is allowed.

If a gateway detects a serious problem with a
parameter, and it is not reportable through one of the
other ICMP messages (such as Destination Unreachable),
it sends an ICMP Parameter Problem packet back to the
sender.

There is currently one specific reason tracked for the
ICMP Parameter Problem packet:

Param option missing (missing option parameter)
- Source Quench Packets
Gateways use the source quench mechanism to slow the
. rate of incoming packets. If a gateway is receiving

packets too fast for it to keep up with, it will send

App. III - 8

Page 569 of 1000



WO 92/19054 PCT/US92/02995

- 122 -

an ICHMP Source Quench Packet to one or more nodes to
tell them to slow down.

Redirect Packets

The redirect mechanism allows gateways to send
information about routes to hosts. This works as
follows:

Fach node maintains a table that contains, for each of
the nodes with which it communicates, the physical
address of a gateway. This gateway is the first step
in the route to the destination node. When a node
sends a datagram to a node that is not on its segment,
it send it to the gateway indicating in its routing
table for the destination node.

Gateways maintain more or less complete routing
information. They check all datagrams to be routed off
a segment to make sure that the optimum route is being
used. For example, if there are two gateways available
to Node a, and Node A attempts to send a datagram to
Node B across Gateway 1 when Gateway 2 would be better,
Gateway 1 will detect the problem.

When this occurs, the detecting gateway issues an' ICMP
Redirect packet to the sending node. This packet tells
the node how it should change its routing table.

Nodes use this mechanism to learn routes from gateways.
All a node really needs on startup is to know the
address of a gateway. It attempts to route all of its
of f-segment messages through this gateway, and builds
its routing table from the ICMP Redirect packets it
receives back.

An ICMP Redirect packet contains a diagnostic code that
specifies additional information. The Monitor counts
the occurrences of each of these:

Redirect for net

This packet means that datagrams to nodes on this
network should be routed differently.

Redirect for host

This packet means that a datagram to this host should
be routed differently.

App. III - 9

Page 570 of 1000



WO 92/19054 PCT/US92/02995

- 123 ~
Redirect to TOS net

This is a redirect for the network and type of service.
This packet means that datagrams to hosts on this
network should be routed differently in order to obtain
this type of service.

Redirect TOS host

This is a redirect for the host and type of service.
’ This packet means that a datagram to this host should

be routed differently in order to obtain this type of
service.

Echo Packets

The echo mechanism is used to verify that a destination
is currently reachable, or te test the delay time
between nodes. RBcho is often referred to as "ping."
The echo mechanism involves two ICMP packets: Echo

Request and Echo Reply. The Monitor maintains counts
‘for both of these.

Note that some diagnostic tools issue a series of ICMP
Echo Request packets and then monitor and analyze the
ICMP Echo Response packets.

A high number of these packets wastes traffic capacity.
Echo Regquest

This is a request that the addressed node send back an
Echo Response packet.

Echo Response

This is a response packet sent by a node when it has
received an Echo Request packet.

Timestamp Packets

The timestamp mechanism is used by nodes to synchronize
their clocks. Node A sends an ICMP Timestamp Request
packet to Node B, requesting that Nede B raturn the
current time of ite system clock. Node B sends an ICMP
Timestamp Response packet with the requested time to

« Node A. Node A can roughly synchronize its clock with
Node B based on the response timestamp.
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Timestamp Request

This is a request that the addressed node send back a
Timestamp Response packet.

Timestamp Response

This is a response packet sent by a node when it has
received a Timestamp Request packet.

Address Mask Packets

The IP protocol's addressing scheme allows sites to
group multiple physical networks (segments) into a
single addressable subnet. The subnet addressing
scheme allows a site to determine, to an extent, which
IP address bits identify the network (including subnet)
and which identify nodes in the local subnet. For
example, a2 site may determine that the first three
occtets in the IP address specify the network, and the
last octet specifies the node in the network.

The division of address bits between network and node
is represented by an address mask. The address mask is
2 string of 32 bits, where each bit used to specify
network is set to 1, and bits that identify node are
set to 0.

A node learns the address mask for its local subnet by
requesting the information from a gateway. To do so it
sends an ICMP Address Mask Request message to the
gateway. If it does not know the address of the
gateway, it may broadcast the request. The gateway
raeplies with an ICMP Address Mask Response.

Address Mask Request

- This is a request that the addrassed node send back an
Address Mask Response packet,

Address Mask Response

This is a response packet sent by a node when it has
received an Address Mask Reguest packet.

TCP Variables
TCP Packets

A TCP packet (sometimes referred to as a segment) is a
string of bytes that is transferred as a unit across
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the IP network. It has two parts: the TCP header,
which contains control information such as the source
and destination TCP ports; and the data to be
transferred to the destination user.

Bytes

The Monitor maintains a count and rate for bytes inteo
and out of all monitored cbjects. For example, you can

. monitor the number of bytes into or out of a chosen
node to measure the traffic load with respect to that
node. You can monitor the number of bytes into and out
of all nodes on the segment. The byte count inecludes
header and data bytes.

Header Bytes

The header is the portion of the TCP packet that
contains control information used by the protocel, such
as source and destination TCP ports. Comparing the
number of TCP header bytes to the total number of TCP
bytes gives an idea of the amount of TCP overhead an a
connection.

Error Packets

A TCP error is logged for each packet observed with one
of the following problems:

* length of TCP packet is less than 20 bytes

* TCP Header length is less than 20 bytes

* TCP header length is greater than the length of
the TCP packet

* TCP header length is greater than 20 bytes but the
length of the TCP packet is less than the TCP
header length.

Retransmissions

A Retransmission is a TCP packet that contains sone
data that has already been sent at least once. A
Retransmission may or may not be an exact duplicate of
the packet already transmitted.

Note that if the underlying packet delivery system
(DLL) creates a duplicate, it is counted as a
retransmission.

When a TCP entity sends a data packet to its remote
partner, it waits a predetermined period of time

- (tracked by a retransmission timer) for an
acknowledgement (ACK) from the remote partner. If this
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time expires without the ACK being received, it
retransmits the data contained in the presumably lost
packet. It may retransmit a packet identical to the
one lost, or it may combine data from multiple lost
packets into a new packet, or it may combine lost data
with new data into a new packet.

Excessive retransmissions can mean that a gateway is
overloaded or down, that a system is overloaded, or
that network parameters are misconfigured. In general,
small dedicated networks should ses few
retransmissions. Larger, more diverse networks with
routers, bridges and gateways with different
capabilities and capacities are likely to have more
retransmissions.

Bytes Retransmitted

Byte Retransmitted are TCP data bytes that have already
been sent at least once.

See Retransmissions.
Out of Order Packets

out of Order Packets are packets containing bytes with
lower sequence numbers than bytes in previocusly seen
packets.

Packets do not necessarily arrive in the order they
were sent in. The receiving node puts the data in the
correct order once it has received all packets. A high
value may mean that some packets are being sent by way
of a slower route, or that there is an overloaded or
down bridge or router.

out of Order Bytes

out of Order Bytes are bytes with lower sequence
numbers than bytes seen in previous packets.

Data out of Window Packets
Data cut of Window Packets are packets that contains
data that is not within the boundaries of the receiving
partner's currently advertised window. The data is

either acknowledged data or data that the partner is
not ready to receive.

App. III ~ 13
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Bytes out of Window

Bytes out of Window are bytes that are not within the
boundaries of the receiving partner's currently
advertised window. The data is either acknowledged
data or data that the partner is not ready to receive.

Packets after Close

. Packets after Close are packets ocbserved after a
connection has been closed. These may be packets that
had been "lost" on the network, or it may indicate a
malfunction in the sending statien.

RST Packets

A packet in which the RST (reset) bit is set.
SYN Control Packets

A packet in which the SYN bit is set.
FIN_Contrél Packets |

A packet in which the FIN bit is set.

URG Control Packets

An URG Control Packet is a packet in which the Urgent
pointer is set.

The packet contains data that the receiving application
should process as soon as possible. For example, the

control-key sequences used by some applications are
often sent as Urgent data.

Keepalives

A Keepalive is a TCP packet that a user sends to check
to see if a connection is still active. The Keepalive
packet contains either not data or one garbage byte of
data that is outside the remote partner's last
advertised window. The remote partner responds with
either an ACK, confirming that the connection is alive,
or a RST, indicating that the connection had been
dropped.

Although widely implemented, the keepalive mechanism is
not part of the TCP protocol, so you will not
> necessarily see keepalive activity.

App. III - 14
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Keepalives mean that a connection has been up for a

long time without and activity. Resources may be
unnecessarily tied up.

Window Probes

A Window Probe is a TCP packet that is sent to check
the size of the remote partner's window when the last
advertised window size was zero. The Window Probe
packet contains one byte of data. The remote partner
responds with an ACK packet, which contains the size of
the remote partner's current window size.

Non~-data packets, which may include window update
information, may be lost and are not be retransmitted.
It may therefore become necessary to check the remote
partner's window size if that information has not been
received for some period of time. This can mean that a
nade is runnind a faulty TCP implementation, that
timers are misconfiqured, or packets are being lost.

Window Update Only Packets
A Window Update Only packet is a packet that contains

no data, but in which the advertised window size has
been updated.

App. III - 15
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APPENDIX 1V
Summary Tool - Values Display Fields

Packet Rate lotal packets per second at Lhis prolocol Jayer received and transmitled &t
segment or node

Byte Rate total byles per second at this protocol tayer received and iransmitted af
segment Of node

Erors tot) errors at (hus protocot layer received and ransmitied at segment or node

tota) number packels per second at this protocol layer addressed 10 broadcast
address

1ol number packets per second at this protocol layer addressed 10 multicast
address

1ol number of ICMP sowrce quench packeis received and transmitied from
Ihis scgment or node.

tor) number of [P frogmenied packers received and tansmitted from this
segment of node.

wotal number of JCN P source quench packels received and (ransmitted on
this UDP port

tora) nimber of ICMP source quench packets reczived and ransmited on
this TCP pon.

total number of ICMP source quench packets received and ransmitted on
this NFS pon.

tota) number of TCP packets reransmitted on this TCP pon.

S%maffic 3t this prowocol layer received by nodes on this segment
odiginating from other scgments

in = 100(packe( rate / packet raie rev (rom off seg)

% f6e at 1his protocol Layer Lransmitted by nodes o this segment (0 nodes
on other segments

out = 100(packel raie / pxcke! rate xmt to off seg)

% traffic at this protocol Liyer originating from other segments which are
yddressed to nodes noi on this segment

transit = 100{packel rave / packet raie tansit)

% Traffic 2t this protocol Liyer which originaes and lerminates on this
segment

local = 100 -(in + ow + vansit)

The five mosl active protceols running above this kayer (ic Lhe users of Itis
layer). The protocols are displayed a¢ % and ranked in decreasing order.

protocot %o = | O0(protocol packet miefpackel rate)

kOP W= )
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Most Actve Nodes The five mast active nodes at this protoco! kayer . The nodes are displayed as
% and ranked in decreasing order.

node % = 100(nade packet rmte/packet rie)

ICMP Types Seen The totad number of these specific ICMP packet ied and
i received on this segment or node. pa ypes transmi

Total Segment Bandwidth The % of the availible bandwidih used by this protocol. If the screen is &
segment display it is % usad by all nodes on he segment, if it is 2 node
display it is the % used by that node.

% = 100{8 * frame rate / 10000000)

Total Active Dialogs The numbez of dialogs detected for the node or scgment at this prolocol

layes.

APP .Y - 2
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5. Actual Screens {s¢ Waloes Voot APPENDIX V
5.1 Dats Link Group
2.1.) Definition
This screen summartzes the data Ink parameters,
5. 1.2 Defaults
1 This is a "complete values” screen. 1t shows all of the values for the DLL

protecol Jayer.

~

The user comes (rom a context of a specific segment or node and this
screen must preserve that context. h

APPENDIX v -
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5.1.3 Primary Screen Lauoul

Standard Column Headings

Frames
Rev
Xmt
Total
Frm rate
Rev
Xmt
Total
Bytes
Rev
Xmt
Total
Byte rate
Rev
Xmt
Total
ErTors
Rev
Xmt
Total
ErTor rate
Rev
Xmt
Total
802.3 frames
Rev
Xmt
Total
cthermet frarnes
Rev
Xmt
Total
802.3 frame rate
Rev f
Xmt
Total
ethernet frame rate
Rev
Xmt
Total
Beast Xmt
Bcast rate
Mcast Xmt
Mcast rate
Off seg
Ry
Xmt

[Transit|
APPENDIX Vv - 2
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Jlocal}
Total
OfI seg rate
Recv
Xt
(Transit}
. locall
Total
Runts Xmt
> {Allignment)
|Collisions)

Protocol Pkt Count Pkt Rate %

Protocol 1
Protocol 2

Protocol n

3.1.4 Secxondary Screen Lauoul

Exiended Column Headings

rows as for primary sereen

5.2 IP Group

5.2,] Definition

This screen provides information {or the IP network layer running on the segment or
node.

5.2.2 Defaults

1 This (s a “complete values’ screen. it shows all of the values for the IP
protocol type

2 The user comes {rom a context of a specific segment or node and this
screen must preserve that context

APPENDIX V - 3
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S.2.3 Primary Screen Lauout

Standard Column Headings

Pkts

Pkt rate
Bytes

Byte rate
Ertors
Error rate
Frags

Frag rate
Header bytes
Header rate
Beast Xmt
Bcast rate
Mcast Xmt
Mcast rate
Off seg

Off seg rate

Protocol Pkt Count Pkt Rate %

Protocol 1
Protocol 2

Protocol n

5.2.4 Sexvondary Screen Lavout

Extended Column Headings
rows as for primary screen

3.3 ICMP Group

5.3.1 Definit

This sereen provides {nformation for the ICMP protoco! s/w running on the segment or
node. .

5.3.2 Defaults

1 This is a "complete values” screen. It shows all of the values for the [CMP
pratocol type

9

The user comes from a context of a speciflc segment or node and this
screen must preserve that context.

APPENDIX V - 4
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5.3.3 Primarv Screen Layout

Standard Column Headings

Pkts
Pkt rate

e Bytes
Byte rate
Errurs

Iy ErTor rate
Off seg
Off seg rate
D.U. net
D.U. host
D.U. Prot
D.U. part
D.U. (rag
D.U. Src moute
D.U. Net Unk
D.U. Host Unk.
D.U. Src Host isol.
D.U. Dnet Ad Prob
D.U. Dhost Ad Prob
D.U. Net Unr.
D.U. Time Xd Trans
D.U. Time Xd Reass
Param prob
Param opt miss.
stT quench
redir net
redir host
redir tos net
redlr tos host
Echo reg
Echo Resp
Ts req
Ts resp
Addr mask req
Addr mask resp

APPENDIX V - 5
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S5.3.4 Secondary Screen Lauout

Extended Column Headings

rows as for primary screen

5.4 UDP Group

5.4.1 Definition
This screen provides information for the UDP protocol s/w running on Lhe segment or
node.

5.4.2 Defaulls

1 This is 2 "complete values” screen. It shows all of the values for the UDP
protocol type .

2 The user comes from a context of a specific segment or node and this
screen must preserve that context

35.4.3 Primgry Screen Layout

Standard Column Headings

Pkis

Pkt rate
Bytes

Byte rate
Errors

Ertor rate
Header bytes
Header rate
off seg

off seg rate

Protocol Pkt Count Pkt Rate %

Protocol 1
Protocol 2

Protocol n

W&m

Extended Column Headings

rows as {or prumary screen

APPENDIX V - »
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5.5 TCP Group

5.5, L Defin{tion

This screen provides information for the TCP protocol s/w running on the segment or
node.

2.3.2 Defaults

] This is a “complete values® screen. It shows all of the values for the TCP
protocol type

ta

The user comes [rom a context of a specliic segment or node and this
screen must preserve that context

APPENDIX V - 7
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5.5.3 Primany Screen Layout

Standard Colurmnn Headings

number connections
Pkis
Pkt rate

bytes

Byte rate
header bytes

Hdr byt nt

errors

Error rate

persists

keep alives
resanits

bytes rexnit

ack only pkt
window probes
pkts urg only
window update only
control pkts

dup only pkts

part dup pkts

dup bytes

out arder pkts

out order bytes
data pkts after window
bytes after window
pkis after close
dup acks

ack pkts

off seg

off seg rate

Protocol Pkt Count Pkt Rare %

Protocol 1
Protocol 2

Protocol n

5.5.4 Secondary Screen Lavout

E£xtended Column Headings
rows as for primary screens
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3.8 NS Group

2.6.1 Definition
These screens provide information for the NFS protocol s/w running on the segment or

node. The screens show the breakdown of activity by servers and clients for
NNlesystems. directories and files.

5.6.2 Defaults client/seryer

1 This is a "complete values” screen. It shows all of the values for the NFS
protocol type

2 The user comes {rom a context of ¢ither a segment or a2 node and this

screen must preserve that context.

APPENDIX V - g
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5.6.3 primary Screen Layout <lient/server

Standard Column Headings

total nfs ops
nfs ops rate
read opss
read rate
write 0ps
bytes read
bte read rate
bytes written
bytes written rate
write rate
write cache
create flle
remove {lle
rename file
create dir
rermove dir
null ops

get file attr
set {lle attr
look ups

read link
create link
create sym Ink
get {sys attr
mount
unmount
reagmount
unmountall
readexport

Flle Systems on Sesrver

file system 1
{ile system 2

file syst':m n

5,6.4 Secondany Saeen Lauowd

Extended Column Headings

Tows 2s {or prilnary screens

5.6.5 Navigation

APPENDIX vV -~ :9
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Double clicking on a flle system invokes the {lle system screen for the selected e
systesmn.

5.6.6 Defaulits -fle systemn

1 This is a "complete values” screen It shows all of the values for the NFS
protocol type for this flle system.

* 2 The user comes from a context of either an nfs cifent or server and this
sereen must preserve that context

APPENDIX V - ||
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5.6.7 Primaru Screen Lauout -file system

Standard Column Headings

total nfs ops
nfs ops rate
read ops
read op rate
write Ops
wTite Op rate
bytes read
bte read rate
bytes written
bytes written rate
write cache
create file
remove {lle
rename flie
create dir
remmove dir
null aps

get file attr
set flle attr
ook ups
read link
create link
create sym Ink
get sys attr
mount
uromount

Directories in Flle System

directory 1}
directory 2

directory n

2.6.8 Secondary Screen Lauout

Extended Colurnn Headings

rows as for primary screens

5.6.9 Navigation

Double clicking on a directory {rrvokes the directory screen {or the selected dlrectory.

5.6.10 Defaults -directony

APPENDIX V - )2
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1 This Is a “complete values” screen. It shows all of the values for the NFS
protocol type for this directory.
2 The user comes [rom a context of an nfs flle system and this screen must

preserve that context.

APPENDIX ¢ ~ |13
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5.6.11 Primgry Screen Layout -directory

Standard Coluwmnn Headings

total nfs ops
nfs ops rate
read ops

read ops rate
write ops
vrrite ops rate
bytes read

bte read mate
bytes written
bytes written rate
write cache
create flle
remove (lle
rename flle
null ops

get {e attr

set flle attr
look ups

read lUnk
create Unk
create sym Ink
create sym Ink

Altributes

type
mode
nlinks
uid
gid
size
blocksize
rdev
blocks
fileid
attme
mume
ctirme

Flles in Directory

Afilc 1
file 2

Mle n

5.6.12 Secondary Screen Layout

APPENDIY 7V - ;.
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Extended Column Headings

rows as [or primasy screens

5.6.13 Navigation
- Double clicking on a flle invokes the flle screen for the selected file,
' 5.6.14 Defaults -fle

1 This Is a "complete values™ screen. It shows all of the values for the NFS

protocol type for this flle.
2 The user comes [fom a context of an nfs [lle directory and Lhis screen must

preserve that context.

APPENDIX V - |5
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5.6.15 Primany Sgreen Layout -file
Standerd Column Headlngs

total nis ops
nfs ops rate
read ops

read ops rate
write ops
write ops rate
bytes read

bte read rate
bytes wnitten
bytes written rate
write cache
null ops

get file attr
set e attr
look ups

read link
create Unk
create sym lnk

Attributes

type
mode
nlinks
uid

gid

size
blocksize
rdev
blocks
fileid
atirne
mtime
ctime

£.6.16 Secopdary Screen Lavout

Extended Column Headings

rows as for primary screens

5.7 ARP Group

APPENDIX V - (6
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5.7,] Defintion
This screen provides tnformation for the ARP protocol s/w running on the segment or
node.

. 2.7.2 Defaults

1 This is a "complete values” screen. [t shows all of the values for the ARP
s protocol type

2 The user comes from a context of elther a segment or a node and this
screen must preserve that context.

APPENDIX V - ;7
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2.7.3 primary Screen Layout

Standard Column Headings

2D

2.7.4 Secondary Screen Lauout

Extended Column Headings

rows as {or primary screens

5.8 RARP Group

This screen provides information for the RARP protocol s/w running on the segment or
node.

5.8.2 Defaulls

1 This is a "complete values” screen. It shows all of the values for the RARP
protocol type

2 The user comes from a context of either a segment or a node and this
screen must preserve that context.

APPENDIX V - 18
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5.8.3 Primany Screen Lauoit

Standard Column Headings

TBD

* 2.8.4 Secondary Screen Lauout

Extended Column Headings
rows as [or prirary screens

8.9 Telnet Group

5.9.1 Definition

This screen provides information for the Telnet protocol s/w running on the segment or
node.

5.9.2 Defaults

| This ts a “"complete values™ screen. [t shows all of the values for the Telnet
protocol type

2 The uscr comnes from a context of ejther a segment or a node and this
screen must preserve that context.

2.,9.3 Primany Screen Layout

Standard Column Headings

TBD

5.9.4 Secondary Screen Lawoul

Extended Column Headings

rows as for primary screens
5.10 FTP Group

This screen provides information for the FTP protocol s/w running on the segment or
node,

APPENDIX V - |9

Page 597 of 1000



WO 92/1%054 » PCT/US92/02995

- 150 ~
5.10.2 Refoults
1 This is a “complete values” screen. It shows all of the values for the FTP
protocol type
2 The user comes from a context of either a segment or a node and this

screen must preserve that context.

5.10.3 Primary Screen Lavout

Standard Column Headings

TBD
5.10.4 Secondary Screen Layout

Extended Column Headings

rows as for prumary screens

S.11 Dialogue Data Group

5.11.1 Definiti

This screen displays all of the Data available for a particular dialogue. This screen is
shown when the user clicks on an engy {n the Summary Tool dlalogue information.

Each dialog screen represents a single dialog. Thus at the UDP or TCP level two nodes
may have multiple dlalogs (each with a unique port pair) and cach of these will be
represented as a seperate entity.

Because the user cannol uniquely identify the dlalog he requires from the menus (he
does not know the port numbers invelved) the only mechanism to invoke these screens
is by selection of a dialog from the approriate summary screen. This problem alss
prevents the user from ‘clicking’ through all the dfalogs on ports berween a node pair
(may be addressed (n later phase).

2.11.2 Defayits
1 This (s a "complele values™ sereen, 1t shaws all of the values avatlable for

the selected connecton. 5
2 There are several dilTerent contexts for this screen. The user may select

this opuon [rom the summary tools for all protocols. This screen must .
reflect the node. layer and specific connection context from which the user )

entered

APPENDIR V - 20
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The content of this screen s essentially the same as the corresponding row
entry from the Traflic matrix screen for the DLL and IP layers. Thetr
tnclusion is to provide the user with a consistent navigaion paradigm
accross the layers (and to provide this functionality in release 1 which
does ot include the Trallle matrix support).

: The data set displayed in this screen will be appropriate to the protocols
used bepween the nodes. The variables shown are those sclected for

TCP/1P protocols, Where nodes converse using multiple protocols this will
. be expanded to select data from each protoc] set.

APPENDIR V - 2)
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52.11.3 priporu Screen -DILL

node name node name
mac address mac address

ip address ip address

Network Protocols:
starnt time last seen tme

Standard Column Headings

frames
bytes
eITors
flow ctl

ip frags

tep remansmissions
5.11.4 Secondaru Screen Lauout -DLL

Extended Column Headings
rows as {or primary screens

5.11.5 Primaru Screen -[P

node name - node name
mac address mac address

ip address ip address
Transport Protocols:
start time last seen time

Standard Cojumn Headings

Pkts

bytes

header bytes

eITors

fragments

TCP retransmissions
ICMP

S5.11.6 Secondary Screen Lauout -[P

Extended Column Hc-adl.ngs
TOWS as for primary screens

APPENDIX V - 22
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5.11.7 Primary Screen JCMP

This is invoked by selection of the ICMP entry {rom the IP screen.
node name node name

mac address mac address
~« ip address ip address

PCT/US92/02995

Standard Column Headings

s Pkts
Bytes
Errors
Off seg
D.U. net
D.U. host
D.U. Prot
D.U. port
D.U. frag
, Src route
Net Unlc
. Host Unk.
. Src Host isol.
. Dnet Ad Prob
Dhost Ad Prob
Net Unr,
D.U. Time Xd Trans
D.U. Time X4 Reass

o
c

vouDoyY
ccecee

redir host
redir tas net
redlir tos host
Echo req
Echo Resp
Ts req

“Ts resp
Addr mask req

Addr mask resp”

5,118 Secondant Screen Layout

Extended Column Headings

rows as [or pritnary screens
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5.11.9 Primary Screen -UDP

node name node name
mac address mac addsess
Ip address Ip address

port nummber port number

Application Protocol:
start time last scen time

Standard Column Headlngs

Pkis
bytes

CITOrs

ip [rags

fiow ctl
811,10 Secondary Screen Lauout -UDP
Extended Column Headlngs

rows as for primary screens

APPENDIX V - 24
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5.11.11) Primaru Screen -TCP
node name - node name
mac address mac address
- ip address Ip address
port number port number

Application Protocol: .
. Connection Status: {acttve, closed-ok, closed reset, unknown]
start time last seen time

Standard Column Headings

Pkts

bytes

header bytes

erTors

pkts bad seq #
bytes not acked
persists

keep alives

pkts resanit

bytes rexandt

ack only piat
window probes

pkis urg only
window update only
control pkts

dup only pkts

part dup pkts

dup bytes

out order pkts

out order bytes
data pkts after window
bytes afler window
pkts after close

dup acks

acks unsent data
ack pkts '
bytes acked by acks
current window

APPENDIX V - 25
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5.11.12 Secondany Screen Lauout -TCP
Extended Column Headings
rows as for primary screens )
5.11.13 Pamary Scaeen -NFS
node name node name
mac address mac address
1p address ) ip address
port number port number
stast time last seen Ume

Standard Column Headings

variables as for NFS Group

5.11.14 Secondary Screert Lauaut -NFS

Extended Column Headings
rows as for primary screens

5.11.15 Navigation

As for NFS group a hieararchy of screens is avatlable:

1 client to server

2 client to file system
3 client to directory
4 clent to file

5.12 Traffic Matrix Group (Not {n release 1)

2.J2.] Definition

This screen shows traffic distribution between a selected node (or segment) and other
nodes (or segments) {n the network.

For the DLL and IP layers it is essentially a repeat of the dialogue screens. For the UDP
and TCP layers however R represents a summation over multiple connections between

the two nodes.

5.12.2 Defaults

APPENDIX V - 26
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1 The user comes from a context of a specific segment or node plus a
protocol level and this screen must preserve this context.

2 II the selection propagated from the Summary Tool is a segment then the
distribution {3 segment to segment. {f the selection is a node then the
distribution is node to node.

3 Values are shown in order of heaviest, traffic to Uightest

) 4 The initial sereen has the heaviest pairs of nodes or segments. Scrolied
screens contain progressively lighter traffie loads.

5 The user can select the column by which the nodes are to be ordered and
request reordering. This aliows the user to use this screen look at flow
controf for example.

6 Double cltcking on a node or segment in the display area allows the user
to move to Lhis object as the focus of the trafllc matrix fe if the user is
looking at a matrix for node A and selects node B (which s one of the
nodes In the matrix) they will get the traffic matrix for B.

7 Double clicking on the node which is the focus of the matrix (eg A in the
above example) selects the next segment or node. consistent with the
current view., Node views click to other nodes on the segment, Segment
views click to other segments. The segment (or) node sefection will be
ordered alphabetically.

8 The data maintained between two nades (or segments) will be aged out £

no communication between thern occurs for a defined peried (settable by
the user -eventually),

APPENDIX V - 27
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5.12.3 primgru Screen DLL
Node(Segment) Name

frm;  frm  byte Dbyte err err flow flow tfic
rate rate rate ctl cart %

nodc{segment)1
node({segment)2

nodc[sc.gmcnt)n

This scrolls down to accomodate all nodes (or segments) required.

5.12.4 Secondary Screen

frag frag tcp tep
rate rexmit rexm rt

TOWS 35S primary screen

2.12.5 pimany Xreen [P

Node[Segment} Narne

pkt pkt et e (rag frag fanp f(w flw  tfe
rate rate rate ctl ctrt %

node{segrment)l
node{segment)2

noddsc‘g‘ment)n

This scrolls dowr to accomodate all nodes (or segments) required.
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5.12.6 primary Xreen [CMP

This s Invoked by selection of the ICMP entry for a node (segment} patr. The user is
vectored to the TP traflic matrix screen in this case.

5.12.7 Primary Screen TCP
} Node(Segment) Name
pkt  pkt erT err act ant pant  lw flw ufe 4
rate rate conn rate cd ctrt % conns
node(segment)1

node(segment)2

nod c(sc'grnc at)n

This scrolls down to accormodate all nedes (or segments) required.

APPENDIX V - 29
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5.12.8 Primarny Xcreen UDP
Node{Segment) Name
pkt pht err eI actvy flow flow e
rate rate conmn ctl ctirt %

node{scgment)]l ’
node{scgment}2

‘ ’
node(segmentin

This scrolls down to accomodate all nodes {or segments} reguired.

APPENDIX V - 30

Page 608 of 1000

BT AV M R RV



WO 92/19054 . PCT/US92/02995
- 161 -
5.12.9 Primany Screens NFS

21291 Cllent to Server
Node(Segment} Namne

Pkt  pkt e err actv flow flow tflc
rate rate conn il ctirt 9%

node{segment)}
node(segment)2

node(seément)n

File systems on this node

file system 1
file system 2

flle systemn

This scrolls down as required.

5.12.9.1.1 Navigaton

Double clicking on a file system invokes the flle system screen for the selected file
system.

APPENDIX V - 1]
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5.12.9.2 Client (¢ fYle System

Node(Segment) Name
File System name

pkt pkt er e actv flow flow tfc
rate rate conn ctl ctl rt %

node({segment) 1
noede(segment)2

nodc(se.gmcm)n

Directories on this {ile system

directory 1
directory 2
directory n

This scrolis down as required.

5.12.9.2.1 Navigation
Double clicking on a directory invokes the directory screen for the sclected directory.

Node(Segment) Name
Flle System name
directory name

Pkt pkt ermr err actv flow flow e
rate rate conn ctl ctlrt %

node(segmentil
node(segment)2

nodc(seémenﬁn

Qles in this directory

file )
hHle 2

filen

APPENDIX V - 32
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This scrolls down as required.

5.12.9.3.1 Navigation

Double clicking on a flle tnvokes the (e screen for the sclected fle,
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Node(Segment) Name
Flle Systern name
directory namec

file name
pkt - pkt emr err actv flow flow tfle
rate rate - conn ci ctl rt %
node{segment)1
node(segment)2
nodc(sc'gmcm}n

This scrolls down as requfred.

5.13 Summary Screen (or Traflic Matrix

Segl Seg2 Segd s Segn
Segl frame framne frame
byte byte byte
efror error efror
Seg2 {frame frame frame
byte : " Dbyte byte
eyTor error error
Seg3 frarne frame frame
byte byte byte
error error ervor
Segn frarne frame frame ...
byte byte byte e
efror error error
APPENDIX <
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Claimsg
1. A method for monitoring communications which

occur in a network of nodes, each communication being
effected by a transmission of one or more packets among
two or more communicating nodes, each communication
complying with a predefined communication protocol
selected from among protocols available in said network,
said method comprising

detecting passively and in real time the contents
of packets, and

deriving, from said detected contents of said
packets, communication information associated with

multiple said protocols.

2. The method of claim 1 wherein said step of
deriving communication information includes deriving
communication information from associated with multiple
layers of at least one of said protocols.

3. A method for monitoring communication dialogs
which occur in a network of nodes, each dialog being
effected by a transmission of one or more packets among
two or more communicating nodes, each dialog complying
with a predefined communication protocol selected from
among protocols available in said network, said method
comprising

detecting the contents of packets, and

deriving from said detected contents of said
packets, information about the states of dialogs
occurring in said network and which comply with different
selected protocols available in said@ network.

4. The method of claim 3 wherein said step of
deriving information about the states of dialogs

comprises
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4 maintaining a current state for each dialog, and
updating the current state in response to the

6 detected contents of transmitted packets.
1 5. The method of claim 3 wherein said step of
2 deriving information about the states of dialogs
3 comprises
4 maintaining, for each dialog, a history of events
5 Dbased on information derived from the contents of
6 packets, and
7 analyzing the history of events to derive
8 information about the dialog.
6. The method of claim 5 wherein said step of
analyzing the history includes counting events.
1 7. The method of claim 5 wherein said step of
2 analyzing the history includes gathering statistics about
3 events.
1 8. The method of claim 5 further comprising
2 monitoring the history of events for dialogs which
3 are inactive, and
4 purging from the history of events dialogs which
5 bhave been inactive for a predetermined period of time.
1 8. The method of claim 4 wherein said step of
2 deriving information about the states of dialogs
3 comprises
4 updating said current state in response to
5 observing the transmission of at least two data related
6 packets between nodes.

10. The method of claim 5 wherein said step of

analyzing the history of events comprises

Page 614 of 1000
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analyzing sequence numbers of data related packets
stored in said history of events, and
detecting retransmissions based on said sequance

numbers.

11. The method of claim 4 further comprising

updating the current state based on each new
packet associated with said dialog, and

if an updated current state cannot be determined,
consulting information about prior packets associated
with said dialog as an aid in updating sald state.

12. The method of claim 5 further comprising
searching said history of events to identify the
initiator of a dialog.

13. The method of claim 5 further comprising
searching the history of events for packets which
have been retransmitted.

14. The method of claim 4 wherein

the full set of packets associated with a dialog
up to a point in time completely define a true state of
the dialog at that point in time,

said step of updating the current state in
response to the detected contents of transmitted packets
comprises generating a current state which may not

conform to the true gtate.

15. The method of claim 5 wherein the step of
updating the current state comprises updating the current

state to "unknown".

16. The method of claim 14 further comprising
updating the current state to the true state based on



WO 92/19054 PCT/US92/02995

- 168 -

information about prior packets transmitted in the

dialog.

17. fThe method of claim 15 further comprising
updating the current state to the true state based on
information about prior packets transmitted in the
dialog.

W

18. The method of claim 3 wherein said step of
deriving information about the states of dialogs
occurring in said network comprises parsing said packets
in accordance with more than one but fewer than all

O b W N R

layers of a protocol.

19. The method of claim 3 wherein each said
communication protocol includes multiple layers, and each

dialog complies with one of said layers.

]

20. The method of claim 3 wherein said protocols
include a connectionless-type protocol in which the state
of a dialog is implicit in transmitted packets, and said
step of deriving information about the states of dialogs
includes inferring the states of said dialogs from said

(AT S | B~ B O B S B

packets.

21. The method of claim 4 further comprising

parsing said packets in accordance a protocol and

temporarily suspending parsing of some layers of
said protocol when parsing is not rapid enough to match

the rate of packets to be parsed.

22. A method of analyzing the performance of a
network of nodes which communicate via dialegs, each
dialog being effected by a transmission of one or more

Ul s W N PO s W

packets among two or more communicating nodes, each
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dialog complying with a predefined comwunication protocol
selected from among protocols available in said network,
sald method comprising

monitoring the operation of the network with
respect to specific items of performance during normal
operation,

generating a model of said network based on said
monitoring, and

setting acceptable threshold levels for said
specific items of performance based on said model.

23. The method of claim 22 further comprising

monitoring the operation of the network with
respect to the specific items of performance during
periods which may include abnormal operation.

24. Apparatus for monitoring communication
dialogs which occur in a network of nodes, each dialog
being effected by a transmission of one or more packets
among two or more communicating nodes, each dialog
complying with a predefined communication protocol
selected from among protocols available in said network,
said apparatus comprising

a monitor connected to the network medium for
passively, and in real time, monitoring transmitted
packets and storing information about dialogs associated
with said packets, and

a workstation for receiving said information about
dialogs from said monitor and providing an interface to a

user.

25. The apparatus of claim 24 wherein said
workstation further comprises
means for enabling a user to observe events of

acitve dialogs.
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26. Apparatus for monitoring packet
communications in a network of nodes in which
communications may be in accordance with multiple
protocols, said apparatus comprising

a monitor connected to a communication medium of
the network for passively, and in real time, monitoring
transmitted packets of different protocols and storing
information about communications associated with said
packtes, said communications being in acceordance with

W o Jd o 0 & W N P

different protocols, and
a workstation for receiving said information about

o
= O

said communciatiens from said monitor and providing an

=
L\

interface to a user,
sald monitor and said workstation including means

for relaying said informatlon about multiple protocols
with respect to communication in said different protocols
from said monitor to said workstation in accordance with

H B Mo p
N oo W

a single common network management protocol.

[
oo

27. A method of diagnosing communication problems
between two nodes in a network of nodes interconnected by
links, comprising

monitoring the operation of the network with
respect to specific items of performance during normal
operation,

generating a model of normal operation of said
network based on said monitoring, and

setting acceptable threshold levels for said

O 0 d &6 1 > W D B

specific items of performance based on said model.

Y
(=}

28. The method of claim 27 further comprising the
steps of

monitoring the operation of the network with
respect to the specific items of performance during
periods which may include abnormal operation, and

L B SR SR
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when abnormal operation of the network with
respect to communication between the two nodes is
detected, diagnosing the problem by separately analyzing
the performance of each of the nodes and each of the
links connecting the two nodes to isolate the abnormal

Mo
H O W O 3 &

operation.

29, A method of timing the duration of a
transaction of interest occurring in the course of
communication between nodes of a network, the beginning
of said transaction being defined by the sending of a
first packet of a particular kind from one node to the
other, and the end of said transaction being defined by
the sending of another packet of a particular kind
between the nodes, comprising

W © N O WD

passively and in real time monitoring packets
transmitted in the network,

(T
» O

beginning to time said transaction upon the

[
N

appearance of said first packet,

o
W

determining when the other packet has been
transmitted, and

[
'S

ending the timing of the duration of the

[
o u

transaction upon the appearance of the other packet.

30. A method for tracking node address to node
name mappings in a network of nodes of the kind in which
each node has a possibly nonunique node name and a unique
node address within the network and in which node
addresses can be assigned and reassigned to node names
dynamically using a name binding protocol message
incorporated within a packet, said method comprising

monitoring packets transmitted in said network,

W @O N o 0w NP

and
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10 updating a2 table linking node names to node
11 addresses based on information contained in said name
12 binding protocol messages in said packets.
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(&) Conlerenca system.

@ The present invention relates to a dislvibuted cbject-based computer syslem in which sharable objecls are
splil into clienl and server components (see Figure 7). Each client object contains a referance to the associated
server objecl component. By copying ctient object componenis (0 olher users. \hese other users obtain access
lo the relevant server-object component This lealure 1s descnbed in (he conlext of a distnbuted conferencing
syslem.
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The present invenlion relates 1o a distibuled compuler system and refates padicularly. but not
exclustvely. to a mulimedia distribuied object-based conference system.

The object-based approach to system devalopmeni is becoming well-esiablished. The basic idea is to
program the system in terms of soltware objects. each having its own data and melhods for operating on
the daia. Objects intercommunicate by means of messages. An advantage in encapsulatng data and
methods (i this way s that the resulling System s selatively sasy to maintain and develop. An example is
NowWave Mail (produced and sold by Hewlett-Packard) which is an objsct-based electronic mail applica-
lions program in which messages and message components, such as lexi, distribution lists. elc, are raaled
as objects.

An object can be regarded as a discrete anlity which can individually be moved, copied, daeslroyed, etc.
An object is initially some dala stored on disc o olher medium. If object managemenl sollware wishes 10
pass a3 message o il, one or more processes will be inilizied which read the data as part of imtrahizaton. If
an object is lully defined by its date and has no processes associated with it, it is said lo be "inactive”. Il an
abject has one or more processes associalted wilh il and is defined by \he slate ol lhat process or
processss and data then it 1s said (0 be "active”

A distributed objecl basad system 1S one 1n which several workstations are inlerconnecled over a
natwork and messages belween objects of the syslem can be sent over (he network. Objects themselves
may also be transmissible ¢ver \he network A nelwork may comprise several intarconnscted intetfigent
workstations or a central computer connected ta severa! lerminals (workstalions) or several inlerconnected
server mactines wilh intelligent warkstalions connecled (0 each sarver, or a mixiure of (hese possibilities.
The term “workstation™ is intended {0 be applicable to al) ol these possilities.

In a distnbuted object based system \here are banelits in splitting sharable semantic and preseniation
parts 50 as (0 enable more than one user to access the semantic part of a shared object. For example. in
the contexi of a distributed conlerencing syslem a whileboard object would have a semanlic parl defining
the state of the object and a presentalion part for defining the appearance of Ihe object to be displayed to a
user and lor enabling the user 10 make input. Several users may have access to a preseniation part lor
viewing the whiteboard abject so (hal they can each make coalrbutions in a manner similar to a group of
people clustered around a real whileboard.

The worksialions may be arranged in a clieal-server arrangement with semantic object parts stored on
server machines and presentalion object parts stored on clienl machines. Allemalively, semamic object
parts may be distributed around user machings on a natwork of inlelligent workstalions.

According 10 the present invention we provide an obect based distribuled computer system comprising
a notwork of workstations and means for transmitting objecis belween workslations characterized by objects
mmcluding a first object type for storing datd and a second object lype for presenting data to a vser, whersin
objects of the second type relerence an associaled objecl o the first type (o enable a plurality of users of
workstations lo access data ol the obgect of \he lirst lypa, compnsing maans (or transmiting an object of
the second lype between workstalions thereby 1o creale a reference lo the associated object of the first
type for each workstation receiving an object ol the second lype.

The present invention provides an effaclive way of enabling further users o have access to a semantic
object pan, edher for the purpose of autonomous working or lor (he purpose of participaling in a joint
activity.

Io the embodiment to be described, the syslem comprises means for copying an object ol the secend
\ype betwean workslations In that embodiment transmilted objects ol the second type include an identilier
{or the associated object of lhe hest type.

The system according to the present invenlion may be in the foan ol a conferencing system cemprising
means enabling users of {he warkstalions 1o participate in a2 meetng over the network wherein objects of
the first tlype store meeting data and abjects of the second lype are for prasenting meeting dala. The
invention also provides a method of convening 2 mesting using such a system comprising transmitling an
object of the second lype between workstalions thereby to create a relsrence to the associated object ol
the lirst type jar each worksiation receiving an ovject of the second type.

1 is belteved thal poor communicalions are a major cause of the poor pedormancs of distributed teams
ol people working on a given projecl. The present invenlion advaniageously provides an improved
conferance syslem lor {acilitaling distribuled meeungs

A padicular embodiment of the present invention will now be described. by way of exampla. with
reference o the accompanying drawings in whict:

Figure V is 3 diagram of a distiibuled sysiem according 10 the present invention;
Figure 2 shows the major components of a setver and workstation ol the system:
Figure 3 shows a voice and data network structure.
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Figure 4 shows video faciliies for a client workstation:

Figure 5 shows a video network structure;

Figure 6 illustrates the main objacts in the system:

Figure 7 itlustrates the tunctionally split nature of 1he objects in the system:
Figure B shows the major components of the system infrastructure;

Figure 9 shows a typical Venus:

Figure 10 shows a CoMedian directory:

Figures 11 - 14 illustrate message sequences for sysiem operations;
Figures 15 - 27 show scrgens during a typical user Session.

The main components of a multi-media distributled objecl-based conferencing system according to the
invention will first be des¢ribed.

Referring to Figure 1. a mulumegia distribuled object-based canference system according 10 Ihe
present invention is indicated at 0. The system 10 compnses servers S connecled over a network 12, The
network 12 may be a wide area network {WAN) or a local area network (LAN) or a meiropolitan area
nelwork (MAN) Client workstztions C are connecled 1o each of the servers S. Each site requires a server S.

Servers S communicale with each other by opening virtual circuits betwesn pairs of servers. Although in
principle. client workstations C coutd communicale directly with each other. this creates practicat problems
and therefore each client workstatton C has only one wirtval channel open 10 s Jocal server S 1o enable
client workstations to communicaie with each other via servers S.

Refernng to Figure 2. each server S comprises:

hardware 14, such as an HP9000 300 HP-UX computer (HP s a trade maik of Hewletl Packard
Company);

operating sysiem software 16, such as HP-UX sofiware;

Remote Object Access Managar (ROAM) soltware 18 for managing comsmunicatons with chien
workstations C connected to the server S and olher servers on the network;

GCOM soltware 20 providing objecl management lacilities.

server objects 2% which are objects (0 be shared betwsen users andg which correspond to the semantic
object parts mentionsd in the mtroguctios.

Each client workslation C comprises:

hargware 22, such as an IBM-AT compalibte PC.

operating system sofiware 24, such as OCS software.

windowing soltware 28, such as MS Windows applicalions sollware:

an object management facilily (OMF) .28. such as a Standard NewWave OMF. (Newwave 15 a wade
mark ol Hewlegtt-Packard Company used for a family of applications soltware);

objects sofiware 30. such as NewWavs otjecls and specialieed clienl objecls 32 and a ROAM object 34
for hangling communicalion wilh objects on other tompulers. The client oblects 32 correspond (o the
presentation object parts menlioned in the intvoguction,

The user ol a clisnl workslation C therefcre has a windowed user inlerlace wilhin which to manipulale
objects of thg sysiem and can cause objects to be transmitted over the network 12 via the associaled
server S.

The systerm 10 providés muliimedia laciliies 10 users. For example. sach chenl workstation C may have
voice and-or video communication lacilities as well as data commumcation facities.

A possible voice and dala neiwork struclure 40 is shown in Figure 3. In each of two sites designaled A
and B. a networked PC server 42 is connected to the focal PABX. The PC server 42 contans one or more
multi-port tlelephone inlerlace cards (such as the VBX-300 card made by Natural Microsysiems inc) The
PABX is conirolted by the PC server 42 and vsers can use iheir existing slandarg desk \elephones 44 which
are connected 10 ha local PABX and convemently localed near \herr chent workstations C.

Each of the sites A and B comprises a LAN and a LAN'WAN bridge interconnecting the LAN with a
WAN

In use. the PC server 42 receives commands from sesvers S 10 set up. maimtain and close down
lelephone contgrence calls. To the PABX. the £C server 42 appeass as a normal lelgphone user and can
iherelore dial other users adding them in 10 conference cails using DTMF.

In order o conduct conferences over a wider area. PC servers 42a and 420 on respective sites A and B
connsact (o0 each other over the public switched 1elephone ratwork (PSTN) and add in their own local users
1o the conlerence.

fetarmng to Figure 4. each chent warkstaton G wilh video facitiies has 3 video camera 46. twg or more
VHF TV receivers 48, a microphone 50, a preamplifier 51 and a2 VHF modulator 52.

Furthermora, the client workslations C may be litted with video cards to enable a user to view video in
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windows.

A possible video network is shown in Figure 5. The wideo nelwock is based on a central video swilch 54
connected using a star topology 1o client workstations C. Video signals are modulated on to VHF carriers
angd transmitled over standard analogue cabling S8. The video swilch 54 is a conveniional cable television
swilch. Several such swilches ¢an be cascaded n a bar arrangement tor t3rge sysiems.

Far long distance video communicatons. a device S8 for compressing and decompressing video
signals (a "codec™) may be used and the signais are transmilted using ISON lelaphone lines.

The architeclure of the object-bDased system 10 will now be described.

With relerence 1o Figure 6. the structure of one user's portion of the system is represented. The
functions of the objects are as follows:

a Venue object (V) is aa electronic meegling place allowing contiol over media channels and providing a
location for storing shared abjscts. A user may hive several Vanue objects;

a Phone Booth object (PB) conirols thg creaton of Venue objsCts and oversees the setling up.
maintenance and closing down of conferences. The PB compnses a processor for handling incoming and
oulgoing calls;

a Conneclion Manager object (CM) contrdls drver components (B: ... D,) which handle media
connactlions for the sysiem 10.

a Directory object (D) which orovides a list ol potenual meeting participants.

Object X reprasents another system objact (or perlorming a specific meeting-related function. eg. a
whileboard function.

Figure 6 is a canceptual representation of the system 10 and Lthe arrows represent inter-object
commwnication. In the embodiment being deszdbed. lhe system comprises client workstations C and
seivers S and most of (he objéects referred lo in Figure 6 are functionally-splil into a server component and
ona or more client components as indicated in Figure 7.

The server objecls handie the ceniralized and distribution - anented aspects wheraas the client objecis
handle the presentation aspects Hence shared aoplicalions can bs written with one server objeci connected
10 a plurality of client objects on dilferent client worksiztions.

In Figure 7. PB-s means a Phone Boolh server object and PB-c means a Phone Booth client object.
and so on.

in this embodiment. the client objects are implemented as NewWave objects ie@. several new classes of
NewWave objects have been added: Venue objects. ROAM objects, Whileboard objects. Phone Booth
objects. Thus the semanuc part of these funclicnally split objects runs on an HP-UX server and the user
aterface yuns on MS-D0S NewWave client workstations. .

The client workstations are each runming an object-based system ol the type described in European
Patent Application N0.339220A. the description al which 1s incorporaled hersin as Appendix A. Appendices
A-O menlioned in attached Appendix A areé not attached as part of this appiication but are incorporated
herein by relerence. Appendix A describes how objects are linked together by parent-chig links and how
objects can ge copied. During a copy operation. the container ol the object to be copied sends a message
to the OMF28 asking the OMF28 to copy (he reievant objecl and 1dentifying the container object which is 10
receive the copy objeclt.

The OMF28 performs the copy [unction znd then sends 3 message o the target container object
instructing it to insert the copy object as one of i1s child objecis

Mailing an object involves serialising the cbiecl. icansmitting it 10 its destination and dessaalising it
Senalising an object involves converting it to hes. say DOS liles. contaning the data of the object and
information about its properlies and its child objects.

Server objects are not linked by parent-chilé links 1n \he manner in which clienl objects are 50 inked.
Al ctient objects contain a reference lo their assecialed server object. Figure 8 shows the lorm of data item
60 used to name objects The data item 60 is an eight-dyte zrray following the convenlion used for Internet
Protocot (IP) addresses. The first 84 biis 1s a machine identilier M 1:0 comprising a 32 bit server IP address
and a 32 bit machine IP address. For a secver object the sarver IP address and the machine 1P address will
be the same whereas for a client object thass will be ciHerenl. If there is only one domain per machine, the
domain identitier O I'D is zero. The object identikar O I.D comprises a 32 bit gengralion count and a 16 bil
tag. The 16 bit 1ag uniquely identilies the obiecl within the relevant slorage domain. Since 1ags are reusable
when an object 1s Geleled a geaneralion counl 1S used to ensure that each object 1s uniguely-named n ime.
The generation counl is simply the time in seconds

Whan a client object 1s closed (inaclive) it aspears 3s an 1con on a user's screen. The user apens the
object by clicking on the icon. Opening a client cbject causes it o send @ message to its assaciated server
object inlorming the server object thal the clienl abjec: is now aclive i e a Here Am ) message. Until then,
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the server object is unawarse ol (he existence of the chent object. In other words, links between client and
sorver objects are non-persistent and 'weak’' i.e the existonce of a server object does not guaranise the
existence of a corresponding clienl object and vice-versa. Server objects only store Ihe identtes of
corresponding ckent objects which are currently aclive. Opaning a chent object means that a usar €an view
the state of the object and can make input (0 it. The client object regularly updates. and is updated dy. the
server object.

Figure 9 gepicts the components involved 1 3 lypical actwve server object which is associated with
clierd objects on two different cliont workstations C- and Cz. Each object is given a unique object identifier
comprising components idenlifying the relevant client'server machine, the retevani storage domain and a
number for the particular object On the client side. the system has an object management facility (OMF) 60
for keeping a record ol what objects are presently on the particular chent workstabon and which is invoived
in object creation and deletion, object naming. object activation and deactivation and nler-object message
outing. This is a standard Newwave OMF. There (s a client objecl manager library (COMLIB-C) 61
statically linked lo sach client object CO providing access 10 the funchcnabty of a AOAM client object 62. In
other words, the COMLIB-C 61 has been added 10 standard NewWave objects to form lhe client abjects lor
lunctionally split objects. Communication through the COMLIB-C 61 1s nselwork transparent, ie. abjects only
need to know the object identiliers of other objects. not therr tocations.,

On Ihe server side there is g primitive object management lfacilily (COM-8) 83 providing lile manage-
ment and object naming and message sending facihties in conjunclion wilk the operating system software
64 A server objeci manager kbrary (COMLIB-S) B5 15 staucally hnked lo each server object SO enabling
access to (he lunctionality of the object managemaect faciity 83 and a ROAM serve: object 68.

When clienlt object CO: wishes 1o send a message to e corresponding server object SO, the ROAM
client object 62 passes the message 10 the ROAM server object 66 which passes the message on 10 the
server objecl SO. Messages from the server object SO (o client objects are sent in the reverse mannar. if a
message is o be sent between objects on the same server the COMLIB-S 65 sends il directly withoul
involving the ROAM server object 66. Messages are also sent between servers via the ADAM server object
66 and. in Ihis way. communication between cliant workstations connected to different server machines s
possible.

The funcuonality of certain objects i the system will now be described. The term “click™ will be used in
this specification o denote a selection made by the user of a workstation using an input device. such as a
mouse The term "drag" will denote moving the input device whilst such a sslection is made so as lo
“drag” an ilem across (he scieen.

The Venus provides an eleclronic meeting room, inside ol which person-1o-gerson calls. group
meetings and presentations to large groups can be held.

Venues provide a binding between the people involved in @ meeung, the data which they are sharing.
and the media channels connacting them, They are scalable from just two pgople uo to many people. the
exact number is subject to technical constrants. This allows a maeting o starl off as a simpte phone call
between wo psople, build up as experts are broughl in. 1o become a full group discussion withoul having to
decide lo move to a different object because the nalure ol the mesung has changed.

The Venue is 2 sharad object and lherefore exists on a server maching. The client workstations have
Venue clienl objects which provide an interface to Ihe Venue sérver objects running on the corresponding
servar. There may be many Venue clignt objecls on diflerent client workstations lor a particular Venue
server object

Figure 10 shows the appearance ol a Venue ¢ a user. The Venue s being viewed in a window 70
having 3 iitfe Dar 72 and a menu bar 74. Al 1he 10D is a participants’ area 76 where the people In the Venue
can be seen and where their megia channels can be controlled. Beneath that is 3 shaed area 78 whers
objocis for use in the mesling are slored.

The panicipants in a Venue are displayed side by side, wilh each participant being represented by a
still bitmap 80, a name 82 accompanied by an indication of whether that user 1S present in the meetng or
absent and status banner 84 indicating that an absent user has been nviled (o the meeting, and a row of
media control buttons 868 Ths bitmap B0 may be replaced by a motion video window when video in
wingows s available and the video channel is in use.

Bensath the parucipants’ area are hree media buttons 86 for ielephone. video ang dala and each one
can be in one of four states. The siates are-
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Button Appearance | Meaning

No button This parson does not have tws media channel available.

White, unhighlighted The media channet is available, bui not chosen for use.

Black The media channet has Deen selected, but is inaclive because the person
is nol present in the Veaue or the conneclion has nol been completed ysi.

Red The media channet «s being used.

The lower portion of the Venue is taken up by the shared object area 78. This acts as a shared folder,
storing objects on the server and making them access:ble to all users of the Venve. Inachive objects are
raprasented by an icon such as icon 88 in Figere 10. Objects ia the shared object area 78 may bs client
objects a.g. Whileboard client objecls. or may be standard NewWave objects. Il is possible to move abjects
into and ou: of the shared abject area 78 of the Veaue~chent object. Moving a lunctionally-sphl object such
as a Whiteboard objecl into the shared objecl atea 78 doss not entail moving the Whiteboard-server object
but just the Whiteboard-clienl object. The OMF28 instrucis the Venue client object (o insen the Whitepoard-
client object as ono of its children. The Whileboard-ckent objecl is then seriglised by the Venue-chent
object and sent to the Venue-server object. The Venue-servar object updales its other active Venue-client
object with the news that a new Whiteboard object 1s availlable in the Venue and these Venue-client objects
display the Whiteboard-client objaci wcon n Lhair shared object arsas 78 accordingly. The Whitaboard-
server objecl remains on whatever server it was imtally stored. Subsequent opening of the Whileboard
object by any of the users cl the Venue cause a copy of lhe Whiteboard-client object to be sanalised by
the Venue-server and sent to the refevant client-workstanon where it is desenalised providing access to the
contents of the Wniieboard object for thal user. When that user subsequently closes (deactivates) the
Whiteboard object, the copy of the Whiteboard-chent cbjecl ramains on that machine for subsequent use.

(n contrast, il a NewWave object icon 1s moved into the shared object area 78 of a Venue-client object,
ths causes the NewWave objecl to be serialised and sent {rom the client workstation to the server machine
which stores the relevani Venus-sarver abject. The Venus-server object then instrucls its other aclive
Veaue-client objecls 10 display Ihe retevanl NeaWave object icon Subsequent opening of Lhe Newwave
object by a user of such an active Venue-client obect causes a copy of the NewWave object to be made
and sent lo the ratevant client workstation. Eack such user thus obtains a saparate copy of the NewWave
object and changes which a user makes are not rellected 1n the copies held on the olher users’ machines.
This 5 a consequence of the non-tunclionally sphit nalure of NewWave objects and is an implementalional
feature rather than one which is imporlant to the pressal invention.

There is one Phane Boolh server object on avery server machine and one Phone Booth client object on
every client worksiation The Phone Boolh clierd abject arranges lo¢ the creanon and activalion of Venue
ctient objscts on client workstations and the Phone Boolh server object manages the creahon ol Venue
server objecls and the convering of Venues. On opening a Phone Booth client object the user 15 presented
with a directory 90 of possible meeling participails as shown in Figure 11. The directory 90 comprises a list
92 of potenbial pariicipants, zn area 94 for displrying a2 miclure of a pardticipan), 2 media selection area 96
and an oplions area 98 displaysng three opuons: Convene, Selecl and Cancel. Unavailable media oplions
are greyed out in (he area 96.

When a name 1s selected by choosing ine Select option and then selecling a name from the directory
90. a picture 0! that parlicipant appears in the area 94 as shown. The media connections are selectable by
¢checking the relevanl boxes in lhe media selection area 96. Checking the box beside the name ol the
person in the arez 94 adds 1hat person (0 the list of Venue participants. In additon, the inilials of the media
options chosan (Phone, Video. Dala) appear against the participanl’s name in the list 82. A praviously
selected participant can be de-sslected by de-checking the box beside the name of that person in the area
94. Taking the Cancel oplion means thal none of the changes made since the window for the direciory 90
was brought up will be implemented. The Convene option will be described later

There is also a Connection Manager object on gach server machine providing the facility to interconnact
users using different media. The Connection Manager object handles the genenc operations nvolved in
eslablishing non-data interconnections. Dnvers for eacn medium availabte. eg. video, telephone. handle the
speciic operations involved 11 carrying out swiching requests dunng use. The Connection Manager obdject
perorms the following services:

maintains 3 lict of madia resources availlable in the sysiem:.

- delacts when resources fail
monilors resource’channesl availability (is. monnors, miciophones. speakers, cameras).
sets up conneclions belwsen people using d-lerenl media:

6
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~  poini-lo-paint
- multi-pomt: all that are available

maintains list of established connechions and ensures synchronization with olher networks, i@, maintains
a model of tha siate of other networks:

optimizes switching to prevent unnecessary disconnect -connect transactions:

providas an nterface tor monitoning and auditing:

provides interface (10 mecia drivers.

Another funclionally sphit obysct which 1s provided in this system 1S the Whiteboard. A Whileboard object
provides usars with a shared compuler whitebpard lacility so thal a user can draw, write and type on his-her
Whitaboard or acquire an wnage from another source and the input will be visible to other users viewing the
same Whiteboard on dilferent client workstalions. Thus the Whiteboard objact is an information sharing
mediom which allows users (o look al a piciure ol whal they are discussing.

Figure 12 shows an example of the appecrance of 3 Whiteboard client object. The Whiaboard is beuig
viewed in a window 100 having a tile bar 102 and a menu bar 104, A drawing area 106 of the window 100
1S devoled lo displaying lhe contents ol Ine Whieboard, n this case a map showing the location of &
Hewlet(-Packard office. At the bottom of the window 100 is an area 108 ndicating the range of tools which
are availabie to the user of the Whiteboard These tools comprse:

2 scroller 110
a pointer 112
2 selsction of dilferent coloured pens 114
an eraser 1186
a lexl seleclor 118

Apant from the pointer 112, the tools are personal to a user e each of the users viewing the same
Whiteboard could be using the same tool eg. & red pen. without having to wait until another of the users hag
finished using that 1ooi.

The scroller 110 can be used 1o scroll Lthe entire windovs 100 around (he Whiteboard. Salscting this tool
tums the curser into & compass enabling Ihe view of 1the Whdeboard to be click-dragged around by ihe
user.

Only ore user can move the ponter 112 at a ume. A user lakes control of the pointar by clicking on the
poinler logo - this turns the cursor into a pointer. Al lhis time. the other users viawing the Whiteboard
cannot see the posnter 112. To show the pointer 112, the user needs {o click it down at a chosen point n
lhe drawing area 108. Tha pointer 112 then becomes visible 10 all of the Whiteboard users at that chosen
position. The cursor of the user who has just maved the pointer 112 reverts (o the defaull arrow.

Likewise the seven coloured pens are sekeclable and deselectable by cicking on the apprepnate pen
(ogo. enabling different users to make input in different colours.

Tho eraser 116 is sclectable 10 remove marks on the Whiteboard. Also. direct typing of text onto the
Whiteboard can be done by selecing the text setector 118,

In (he area (08 there is also room for a status message 120 As users open or close the Whiteboard
other users are notified by a stalus message.

Modes o operation of a system according to the present invention will now be described. concentrating
first on ulifization of the Venve.

Once 2 user selects padicipants and media as describaed with relerence to Figure 11 and selects the
Convene option a process ol eveats is initiated 10 Creale a new Venue objecl. Figurg 13 shows the objects
and the numbered sequence of messages Figure 13 depicts a servet maching S and (wo chent
warksiations A ang 8 connecled lo the server machine S On each client workstation there is initially a
Phone Booth client object PB-¢c. On he server machine S there is initially a Phone Booth server object PB-s
and a Connection Manager abject CM

On setecling the Convene option using clienl workstation A. which causes an mpul (dotled line
relerenced 1) 10 the Phone Booth client object PB-c. a message (referenced 2) is sen from the Phone
Booth clienl object PB-c to the Phone Booth server object PB-s on the server machine S causing the Phone
Boolh server objaci to create a new Venue saerver object V-s using a2 Venue Start message (relerenced 3).
The Phone Booth server object PB-s then sends 2 Ring massage (referenced 4) to the Phone Boolh chent
object PB-c on cliant workstation B causing a dialogue box to appear on the screen of client workstation 8
nviling the user 10 take parl in the proposed meeting. Thal user accepls or declings the invitatign causing a
coresponding message (relerenced 5) to be sent from the Phone Booth client object PB-¢’ on client
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workstation 8 to the Phone Booth server object PB-s. If ihe invilation 1s accepted a Create Venue meossage
(referenced 8) is senl lrom \he Phone Booth server abject £B-s 10 the Phone Booth client object PC-c}
which causes !t (0 creals a ngw Venug client objact V-c™ on client workstalion 8 involving sending 2 Here Is
Parent message (relerenced 7) lo the new Venue - client object V-c' lo notfy it of the identity of the Venue
server object V-s. The new Venue client abject V-¢* then sends a message (relorenced 8) to the Venue
server object V-s raquesting information about the contents of the Venue. The reply from the Venue sarver
object V-s is referapced 8 in Figurs 13.

Messages corresponding to Ihose referenced B-8 are seni between the server S and client workstation
A so as also to create a new Venue-Clisnl object V-c on that workstation and these messages are
relerenced 10-13 in Fiqure 13.

Finally. the Venue server object V-s sends a raquest (referenced 14) to the Conneclion Manager objact
CM 1o sel up the chossn media conneclions and the Connection Manager object instrucis 1he retevant
megia drivers accordingly (dotled hne referenced 15).

The users of client workstations A and B ¢an then commuaicale using the naewly created Venue.

It is also possible to convene an existing Venus by selecting the Convene oplion within the Venue.
This imates a sequence of events which will be dascribed wilh reference to Figure 14. Again, a server
machine S and two chient workslations A and B are represented

The user seleclion of the Convene oplion i referenced 1 in Pigure 14. This causes lhe Venue client
object V-¢ 10 send a Convene Request message (referenced 2} to the Venue server object V-s which
notifies the Phone Booth server object PB-s of the convene request in a messags relerenced 3 which
denbfies the intended mesling parlicipants. The Phone Boolh server object PB-s sends a Ring message
{relerenced 4) 0 Ihe Phone Boolh chent objects PB-c on the worksiauons of the nlended mesting
participanls cavsing a dialogue box to be displaved on these workslalions inviling the vsers 10 partake in a
meeting. When these ugers accept or decling the invilahon this causes a reply message (referenced S) 10
be sent Irom each Phone booth client object PB-¢” 10 the Phone Booth server object P8-s.

The next step is (or the Phone Booth ssrver object PB-s o instruct (message referenced 6) the Phone
BRaooth client objects PB-c' o create new Venus clienl objecis V-c' on machines where 2 Venue client abject
linked to the Venue server object V-s is nat already stored. Such new Venue client objects V-¢* then seng &
message (referenced 8) 1o lhe Venue server object V-s requesting iformation abeoul the contenls of the
Venue so thal the appropnale icons can be displayed in the shared area 78 of Figure 10 on \he respective
client workstations. The raply message containing information about the conlents of the Venue from the
Venpe server object V-s is referenced 9 in Figure (3.

The Venue server obiect V-s then sends a request (referenced 10) to the Connection Manager object
CM to set up the chosen media connactions and the Conneclion Manager object mstructs (he relevant
megdia drivers (not shown) accordingly (dottea line referenced 11). The distrbuled meeling can then
proceed.

A user can also set up a new Venue by selecting a Create a New menu option in NewWave Office
(Figures 14-17 of Appandix A). On opaning the naw Venue-chent object a Venue-server object aiso needs to
be crealed. Figure IS depicts the process. A server maching is indicated by S and a client workstation by
C.

The act ol opening the new Venue-client objact V-¢ causes it (0 send a8 message (relerenced 1) 10 the
Phone Booth client ¢cbject PB-c which triggers a message (referenced 2) 1o be sent rom the Phone Booth
clienl objecl PB-c 1o the Phone Booth server object PB-s requesling creation ol a new Venue server object
V-s. The Phone Booth server object PB-s creales a new Venue Server object V-s using 2 Venue Start
message (relesenced 3). Next the new Venue-server object V-s sends a Here Is Parent message
(reterenced 4) to the Venue-client object V-t containing the 10 ol the Venus-server objecl. The nsw Venue
client object V-c then sends 3 message (referanced 5) to the Venue server object V-s requesting
information aboul the contents of the Venue angd there is a corresponding reply (referenced 6) from the
Venue server object.

It is possible (o add new meeling parucipants to an aclive Veaue by selecting an Add New Member
menu oplion. This causes a directory of polential parlicipants 10 be displayed as shown in Figure 11 10
anabfe the seleclion of one or more lurlher paricipants and associated media conneclions. Inlormaugn on
these choices 15 conveyed from the Venue chent objecl {o the Venue server object which updales lhe
conirot panels of the relevani Venue client objects Chosen new meeung participants are not aware of any
change until someone convenes a mesiing

When 2 user elecls to close a2 Venue by selecling a CLOSE option this causes a message 10 be sent
from the relevant Venue-client object 1o i1s Venue-server objact informing the Venue-server object that thg
Venue-clieri object is deactivaling. The Venue-server objecl then messages the Connection Manager object
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to disconnect the madia conneclions lor the Venus-client object which is deactivating. The Venue-server
object sends messages to all of its other Venue-client objacts informing them of the deaclivation of the
particular Venue-client object so thal these other Venue-client objects ajter their appearance to indicate that
the relevant meeting member is now absent.

Another way ol setting up a distnbuted mesting is for a user 10 copy an existing Venue-client object to
the desired meeting participants. A Venue-client object 15 3 reference 10 a Venue-server object. Copying a
Venus-chienl objact to olher workstations creales a reference to the relevanl Venus-server object on those
other workstations because in the copying process lhe Venue-client object’s reterence (0 its Venue-server
objecl is pressarved.

There are differeni ways in which a Venus-client object can be copied {0 other workstations, One way is
lo include the Venue-client object in an efectrorec mait message. For this option, an sfectronic mail
message is created in the normal manner e . using Hewlelt-Packard’'s NewWave Mail and a Venue-client
object is included in the message using a standard copy operalion. When the or each addressee roceives
\he message, lhey place the Venue-client in their collection of objecls in preparation for the forthcoming
meeling. Al 1he relgvant lims, the meeting participants open Lheir Venue-client objscts to commence the
meeting. On opening the Venue-client objects. thew 32 bit machine IP address is automatically updated and
the Venue-client objects send a Here Am ) message (0 the associatgd Venue-server object.

Another option is Tor the user wishing to sel up a distribuied meeling 10 copy he relevam Venue-client
object and to serialise the ¢copy of the Venue-client object 16 a file on lloppy disc (or other shared medium
such as a network drive). This file may lher be transporied to the workstations of the inlended meeting
parucipanls and deserialised thereby providir.g each of these participants with a copy of the Vanus-chient
obiect and thereby means lor accessing the associated Venue-server objects in order 1o take part in the
distributed meeting.

A new Whiteboard-client object can also be creatsed using the “Create A New" option in NewWave
Office. On opening the Whiteboard-client object a new Whiteboard server object needs (o be created. Tho
process 1s analogous lo Lhat described with relerence 10 Figure 15 replacing relerences 1o Venue objects
with (eferences to Whiteboard obyscts.

A new Whiteboard objact can aiso be created nsige a Venue by selecting the “Creats a New™ option
inside tha Venue. In this case. the Venue-client objecl auvlomatically activates the new Whileboard-client
obect in order to iniate creation ol 3 new Whiteboard server ob(ect (again using a process analogous to
that shown in Figure 15).

in the same manner as a Venue-cheal objecl can be copied and wansmilled in an elecironic mail
message or via floppy disc, a Whiteboard-client cbject can be so utilised. Again the advantage. of creating a
relerence 1o lhe ralevant Whiteboard server object for the recipients of tha copied Whileboard-client objects
is obtained since each copy ol the Whileboaid-clienl objsct coniains a refsrence (0 lhe Whiteboaid server
object (as described with reference to Figure 8).

Also as previously dascnbed, a Whiteboa-d-cliem object ¢an be moved into the shared items asea ol a
Venue object by a user causing copies ol (he Whileboard-client object 10 be made available to (he other
users ol the Venue object thereby giving access to the assccraled Whitaboard server object to these users.

An exemplary user session will now be describsd with reference to Figures 16 to 33 nvolving
nypothetical users Mariin. Richi and Ed.

figure 16 shows a screen of 2 client worksiation (Martir’s) running Hewlett Packard NewWave Software.
A window 126 has:

a title bar 128 camrying the litle "NewWave Olfice™.

a menu bar 130 offering the Iollowing options:

Acuion, Edit, Objects. View, Settings. Task and Help;

a system menu box 132;

size boxaes 134 and ¥36;

a ventical scroll bar 138 with scroft arrows 140 and 142 and a scroll box 144;

a horizonta! scroll bar 146 wilh scroff arrows 148 and 150 and 2 scroll box 152:

The window 126 displays icons far some siandard lools at lhe top: Wasia Basket 154, Agent 156,
Printer 160. In Tray 162, Out Tray 164, File Drawer 166. The icons 168, 170 angd 172 respectively on the lah
hand si3e reprasent wark-related items:

"Project Meeting” a Venue-client object representing a relerencs 1o a Venuo server object on the
tocal server machine;
"Design Notas”™ 3 Whiteboard-cliers obect representing a reference to a Whileboard server

objoect on 1he local server machine;
"Design Principfes” a NewWave document objsct fully contained on (he client workstatian,

Page 668 of 1000



20

35

20

25

Jo

a5

<0

45

50

55

EP 0 497 022 A1

To "open” an objecl. the user double clicks on ihe relevant icon Refernng to Figure 17, Martin has
opened the Project Meoling Venue which is shown in a window 174. The window 174 has a menu bar 178
which has similar options to the menu bar 130 of the window 126 axcept a Mesling option instead of \he
Setting oplion. The window 174 displays a parlicipants area t78, showing only Marnin, and a shared items
area 180 which is empty. Undernsath a bit map 182 of Martin is s name bar 184 which includes a
notfication ol presence and three media control bultons t85-7 lor Phone. Video and Data respectively. Only
the Da1a button 187 is highlighted in this example, ie. blacked out in Figure 17.

On selecting the Meeling option from the menu bar 176 of the window 174, a CoMedian directory
wingow 190 appears, Figure 18. The refersnce numerais lor the CoMedian direciory which were used in
Figure 11 will be relained here. Marlin selects the name Richard Jennings (rom the fist 92 of polenlial
participants causing a picture of Richard 1o appear in (he area 94 logether with crosses in the video and
data boxes (in \he area 96 to mdicate RAichard’s media seleclions. This means (hat Richard wil! be contacied
through the systern for data sharing with bolh video and audio Iravelling over video connections. Martin then
clicks on the Convene dution in the oplions area 98 to add Fichara 1o the Venus which causes Richard's
image 1o join Martin's image wn the Venue as shown al 192 in Figure 19. Richard is marked as absent at
194 and a banner 196 is displayed indicating thal he has been invited. Marlin has selecied both video and
data connections for himsetl in order 10 maich whal was selected for Richard. This causes the video and
data butions 186 and 187 1o be highlighied in 2 lirst colour (6 show Lhai they are currently in use alben only
locally o Martin's own workstalion. Richard’s video and dala madia bullons 186a ang 187a are highlightad
n 2 second colow 10 indicale thal iney have been rsquesied bul are nol yel in use.

While waiting for Richard (0 join the Venue. Marlin 1S moving the Design Notes and Oesign Principtes
abjects 170 and 172 into the shared items area 180 of the Venus by cheking on sach object and dragging it
o the area 180.

Moving now 10 Richard's warkstaion. shown in Figure 20. 1he invitalion 0 jon the Veaue has reached
kis machine and has caused a bell 200 to appeer at the bottom ol his screen. The bell 200 is (lashing and
making a nnging sound to attract his atiention. Richard clicks on the belt 200 and the result is shown in
Figure 21. An invilalion message box 202 is broughl up ielling Richar@ (hal he has been invited o0 a
meetng and gwing the name of the meeling and the name ot the person who convened the meeting. The
nvitation messags box 202 compnses two options: Accept and Decline. Richard clicks on the Accept option
to accept tha inwfation to join the meenng.

Referring 10 Figure 22 accepting the invilaion causes a Venue client object automatically to be created
and a window 204 10 be openad for Richard. The chosen media connaclions have been sel up so that
Richard can now see and hear Martin ang the objecis that Martin has placed inlo the shared items area 180
are avallable 10 him. Figure 23 shows (hal Martin ¢an see the samg Venue having the sameé contents an his
worksfation. Referring 10 Figure 24, duiing the meeling, Marlin has opened a window 206 on the Design
Notes whiteboard object. Martn informs Richard of this so that Richard can also view (he whiteboard abject
ang then both Marlin and Richard can scnbble on the whileboard and view each others input. When their
meeting is fimshed both Mantin and Richard close angd save Ihe Venue

Figure 25 shows the Venue object 168 saved in Richard's NewWave office. In Figure 26. Richard has
just opened his NewWave office and 1s viewing the Venue 168 in a window 208. Martin is not pregsent
(although he would be il. coincidenity. he had his Venué open al the same time as Richard. In that sitvation,
the relevant media conneclions would automalically be sel up). Relerring to Figure 27, Richard has selected
\he Meeling menu dem using the cursor 210 so as to brang up the CoMedian directory 212 and he has
selected Ed Davies in the mannar previously described. Ed Davies does nol have video capability, instead
hg 1S selecled by telephons. Clicking on the Select bulton will cause Ed ‘0 be added 10 the Venue withoul
beginning a Convene operaltion.

Referring 10 Figure 28. Richarg is about to initiate a Convene operation by setecling the Aclion item
from 1he menu bar 214 of the window 208. and selecling the Convene option lrom the corresponding menu
218, Since Ed goes nol have video capabilities, 1he audio from his telephone would be mixed into the vidso
feed into Martin and Richard and their audio signals would be sent to Ed's lelephone during their distributed
maeting.

Turning now (0 Figure 29, 3 new session is begnning on Richard Jenning's workstation. A windaw 220
contains Richarg's NawWave Office. Richard has created an outgoing messago represented by the icon 222
called “Meeling Requesl™ (using (hg “Create a New” opuon fram Lhe Achon Menu - see Figures 14 1o 17 of
Appendix A). In Figure 30, on opening the outgaing message 222 it is displayed in a window 224. Richarg
has comapteted the distribulion list 226 and wrilten a cover nole 228.

Referring to Figure 31. a new Veénue-client abject represented by the icon 230 is crealed (again using
the "Create 3 New" option). The Venue-clien object 230 is copied and oragged into lhe window 224

10
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displaying the message. This is achieved by clicking on the icon 230 angd pressing the control key whilst
dragging the icon into the message. (This is an alternalive method from the user perspectiva 10 the copy
procedure described with reference o Figures 18-20 ol Appendix A) The bar 232 labelied "Parl 3" in
Figure 32 shows that the message now contains a copy of the Venue-cliam object The message window
224 is then closed (Figure 33). To send the message 222 it con be dragged onto the Qut Tray icon 234.
This causes a copy of the messags, including the Venue-client object which it contains, 1o be sent to the
people on the distibution list. The Out Tray object 234 initiaies the seriglsation of the message
components to enadle these (o be transmitted over the netwark. On receipt al the respective destinations,
the In Tray objeci represented by icon 236 desertahses the message componenis so lhal these can be
viewed and manipulated by the recipients. The recipients can drag the Venue-clieni abject out of the
message ang into thewr main NewWave Office window (220). At the appointad time, the three participamts
open their Venue-client objects to begin a distnbuted meeting. Dunng the meeling, the users can open
shared objects e.g. @ Whiteboard object. and madify these inleractively as well as interacting through their
lelephone and vidao interconnections. For examgle, input made by each user to a Whitaboard-client object
is relayed 10 the Whileboard server-object which vpdates all of the other corresponding active Whiteboarg-
ctient objects of the changes.

Although only Venue shared objects and Whiteboard shared objects are available 1o a user in this
embodiment. | is envisaged thal (urthes possibililies for shared abjects are 3 fax objecl. a discourse
struclurer object and locls 1o control the external media such as a virtual monitor manager ang a video
casselle recorder contioller

It is envisaged thal a system according to the presont inveation may not entail the use of dedicated
server machines bul that server obsects could run on user workstaions given a suitable inter-object
messaging infrastructure.
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APPENDIX A

Brief Description of the Drawings

Fifgure 1 {3 a block diagram of a computer in accordance
with the preferred embdodiment of the present {nvention.

Figures Z-and 2A show block diagrams which illustrate
the relationsahip between objects, applications and data
files in accordance with the preferred eaobodiment of the
present invention.

Figure j showa a plurality of objects linked {n
accordance with a preferred embodiment of the present

{pvention.
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Figure U4 shows 2 series of objects serving as folders,
as parents of objects containing data, in accordance with a
preferrecd embodiment of the present invention.

Figure 5 i1illustrates the screen display which resulta
from linking of various obdjects in accordance with a
preferred embodiment of the present invention.

Figure 6 shows the linking of objects in order to
create the screen display shown in Flgure 5.

Figure 7 shows how ihree cbjects may be linked together
in accordance with 2 preferred embodiment of the present
invention.

Figure 8 and Figure 9 illustrate how an object may be
copied in accordance with a preferred embodiment of the
present invention,.

Figure 10 an¢ Figure 11 1llustrate the copying of a
public objec: in accordance to a preferred embodiment of the
preseant invention.

Figures 12 through Figure 71 show the appearance on a
screen of a session in which a user manipulates odbjects in
accordance with a preferred embodiment of the present
invention. Also shown are block dlagrams, of how objects
appearing to the user are linked in accordance to the
preferred emb»odiwent of the present {nvention.

Figure 72 is a block diagram of an Object Management
Facility (OMF) in accordance with the preferred embodiment

of the present invention.
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Figure 73 shows a block diagram of the organization of
HPOMF.CAT, a systea file inc¢luded in the OMF shown in Figure
72.

Figure 74 shows the relation between a global parent
and global objects in accordance with the preferred
embodiment of the present invention.

Figure 75 is a block diagram which shows how systen
files within the OMF shown in fFigure 72 accesses data riles
and appliczatiosns (rom a memory shown in Figure 1,

F:gure 76 is a block c¢iagram of the organization of the
mexzory showr in Figure 75.

Figure 77 and Sigure 78 show objects and links in
accordance with the preferred enbodiment of the present
{nvention.

Figure 79 {s a block diagram of the organization of
HPOMET.XRF, a systemr file included in the OMF shown in Flgure
72.

Figure 80 shows a view specification record in
accordance with the preferred emdodiment of the present
{invention.

Figure 8) shows the use of a snapshot In accordance
with a preferred eanbodiment of the preaent invention.

Figure 82 anows the data path of a view when there 1is
no snapshot, in accordance with a preferred embodiment of

the present {nvention.

14
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Figure 83 shows the data path of a view when there i3 a
snapshott, in accordance with a preferred embodiment of the

present invention.

Description of the Preferred Embodiment

Figure 1 shows a3 computer 18 having a monitor 14, a
keyboard 19 and a mouse 20. A portion of computer main
peeory 17 is shown by an arrow § to be within coamputer 18.
Within computer memory main 17 Ls shown an object management
facility (OMF)Y100, an application 101, an applicatiar 102,
an application 103, an application 104, an application 105
and an application 105,

Each of appiicatlons 10: tc 106 store data using
odlects. For instance, in Figure 2, application 101 is
shown to have stored data using an odject 202, an object
203, an object 204 ard an object 205. Similarly,
application 106 {s shown to have stored data in an object
207, an object 208, an object 209 and an object 210. OMF
100 stores information indicating which objects go with
which application. Objects which are assoclated with a
single application are coasidered to be objects of the same
type, Oor the same class. For inatance, object 202, 203, 204
and 205 are of the same class because each 13 assoclated
with application 101. Siamilarly objects 207, 208, 209 and
210 are of the same c:ass because each {3 assoclated with
application 106. A1)l objects of the same class use the same

application. When an application i3 belng run by computer
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18, OMF 100 inforams the application which object the
application should access for data. That objJect is then
considered to be active. An object i3 {nactive when the
application the object is assocliated with is not being run
by computer 18, or when the application the object is
associated with is being run, dut i3 not being run with fhe
data of that object.

Active objects can communicate with gach other using
messages. For exanple Lf two instances of application 101
are beirg run by computer 1B, one with the data of object
202 and the other with the data of object 203, object 202
and object 203 zre both active. Therefore object 202 may
send a message 211 to object 203. Similarly, if computer 18
i8 running application 10) with the data of object 202, and
{s running application 1C6 wieth the data of object 207,
object 202 and oblect 207 are both active. Therefore,
object 202 wmay send 2 message 212 to object 207.

Messages, such as mesasage 211 and 212 may de formatted
to be sent and recelved by al) types of objects. This
dllows for free communication between all active odjects.,
This also allows new object types to be defined and added to
the system without requiring that the existing object types
be updated to use the new type. .

Each object haa associated uith'a set of data flles.
For instance, object 210 {3 showrn to have associated with it

a data file 221, a data file 222 and 2 data fille 223. Data
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{0 data files 22%, 222 and 223 are in a format which can bve
interpreted by application 106,

Each oblect has associated with it a list of
properties. Each property has a name and 3 value which may
be accessed by specifying the naame. In addition, each class
of objects has assoclated with it a list of properties Lﬂat
are cotomon to all objects of that class. For Lnstance, in
Figure 2A, object 205 and application 101 are shown. Oblject
205 has associated with it a property 231, a property 232,
and a property 233. Appiication 10) nas associated with it
a preperty 131, a property 132 and a property 133.

Property lists can contain any numder of properties.,
Each property value can be from zero to 31,2762 bytes in
length. Properties are used to store descriptive
information about objects and classes, such as names,
commenis and so on.

Ohjects may have references to other objects. These
references are called links. Links are directional: one
object is called the pérent, the other the child. Each link
has a reference name which 13 2 number that {8 assigned by
the parent object to identify each of its children. All of
an odbject's children, {ts children’s chi{ldren, and so on are
collectively called that object's descendents. Similarly,
an object's parents, its parents' parents, and so6 on, are
¢ollec:iively called that object's ancestors. In the
preferred emdbodiment of the present invention, an object

which may be manipulated by a uvser, can have zero or more
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children and one or more parents. An obJject 1is not
allowed to become its own descendent.

In Figure 3 is shown an obdbject 301, an object 302, an
object 303, an object 304, an object 305, an object 306, an
ocbject 307, an object 308 and an object 309. Objects 301~
309 have 1inks with reference names whlich are numbders sh;un
in parenthesis by each link. Object 30) has a link 310,
with reference name "™, to object 302. Object 30! has a
link 311, with reference name "2", to object 303, Object
302 has a link 312, with reference name "7", to object 304.
Object 302 has a3 link 313, with reference name "8", <to
object 305. Oblect 303 has a link 314, with reference name
"i®", to object 30€. Object 303 has a link 315, with
reference name "U", to oblect 307. Object 304 has a link
316, with reference name 1%, £o object 308. Object 305 has
a link 317, with reference name "7", to oaject 308. o0ObJect
306 has a link 318, with reference name "8", to object 309.
Object 307 has a link 319, with reference name "9%, to
o?JeCt 306. Object 307 has a link 320, with reference name
"13%, to object 309, Object 308 has a link 323, with
reference name "1™, to object 309. Objecy 308 has a link
322, with reference name "3, to object 303.

Object 301 is a parent of 302 and 303. Object 303 is =a
child of object 301 and of object 308. ©Each of objects 302-
309 are descendents of objezt 301. Descendents of object

303 are objects 306, 307 and 309. Object 309 has for
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ancestors all of objeets 301-208, Obiect 303 has for
ancestors objiects 303, 302, 304, 305 anz 308. And so on.

Active obifects can dynamically make and delete links to
other odbjects. When 2 link o an oblJect is deleted, OMF 100
checks if the ¢bjJect has any other parents. If not, OMF 100
destroys the object by deleting the data files of the object
and reclajioirg other storage space 2g9soclated with the
oblect.

Objiect links may be used for various purposes. For
exanple, folders pay be in the form of objects. The
childrern of c¢bjects used as folders may be objects
containirg data for use with varifous applications, or the
objects may be other folders. Figure U shows an example
of the use of ob%jez>s as (olders. An object 401 (also
called folder 401), an obiect 402 (also called folder U402),
an object 402 (also called folder 403) and an object bOY
(also called folder BQO4) are used as folders., Folder 401
contains an otject 405, used te contain data, an object U065,
used to contaln data, an object BO7, used to contain data,
and folder 402. Folder 402 contains an object 408, uased to
contain c¢ata, folder K03 and folder 4UOU. Folder 403
contains an object NG9, used to contailn data, and an object
410, vsed to contafn data. Folder 40U contalns an object
11, used to contain data, an object W12, used to contain
data and an object 4173, used to contain data.

Lk more sophisticated use of links 18 to construct

coapound objects. Ffor instance in Filgure 5, a document 510

19
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contains lines of text 511, lines of text S12, a graphics
figure 512, a graphics figure 5VU and spreadsheet data 515.
As shoun in Figure 6, text and formatting data is stored in
an obiect 611, graphics data for graphics figure 513 1is
stored¢ in an object 612, graphics data for graphics figure
S14 is atored in an object 613 and spreadsheet data 515 is
stored in object 614. Links that are used to build compound
objects always have some kind of data transfer agssociated
with the link and hence are called data links. In Figure 6
is shown a cdata link 615, a ¢datz Ylink 616 and a data link
617. 1In document 510, data from object 612, object 613 and
odject 614 are perely displaved, therefore data link 61U,
data link 615 and data link 616 are visuval data links. In a
visuezl data 1link, the parent will send requests to {its child
to diaplay data within the garent's window.

In Figure 7, an object 701, which contains data for a
first spreadsheet, i{s linked through cdata Yink 700 to an
object 702, which contalna data for a asecond spreadshect,
and is linked through data )link 705 to an object 703, which
containa data for a third spreadsheet. The first
spreadsheet uses data froo the second spreadsheet and from
the third spreadsheet. Since the first spreadsheet does
more than merely dlaplay data from the second and the third
spreadsheets, data link 704 and data link 705 are called
data-passing data links.

OMF 100 does the "bookkeeping™ when objects are copied

or mailed. When an objlect {38 copied, OMF 100 makes copies
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of data files associated with the object. If the object
being copied has childrea, OMF 100 2130 makes copies of the
oblect's descendents, and bulldas links bdetweep the new
objects to give the new compound object the same structure
a3 the original.

For instance, Figure 8 shows object 308, froa Figuré 3,
and the descendents of object 308. When OMF makes a ¢copy of
object 3C8, OMF copies each of object 308's descendeats and
the links 3hown in Figure 8. Figure 9 shows a copy of
object 308. Object 308a is a copy of objec: 308. Object
3032 is a copy of object 303. Object 306a is a copy of
objech 3C6. Object 307a is 2 copy of objec: 307. Obdject
309a {3 a copy of object 309. Link 32%a is a copy of link
321, Link 322a is a ccpy of link 322. Link 37%a is a copy

of Yink 214, Link 315a {s a copy of link 315. Link 318a is

“a copy of 1link 318, Link 319a 48 a copy of link 319, Link

3202 18 a copy of link 320.

In the preferred embodiwment, the defauvlt behavior
results {n the copy of a barent's ¢hildren when the parent
i1s copled., However, when a ¢child i3 designated as "public”
it is not copiec. Rather, a copy of the parent includes a
link to the child. For {nstance, in Figure 10, a parent
object 161 {3 to be copied. Parent object 161 1s 1l{nked to
a child object 162 throughk a link 163. Child object 162 1is
a public object. As shown in Figure 11, copying of parent

object 16) results in new object 161a being linked to object

21
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162 through a new link 163a. Object 161a is a copy of
object 161, Link 163a is a copy of linx 163,

In Figure 12 through Flgure 73, it is shown how objects
are displayed to 3 user on monitor 14, In Figure 12 a
"NewWave Office™ desktop is shovwn to include ifcons ladelled
as "File Drawer", "Waste Basket", "Diagnostic", "Printers”™,
"Star® and "My Folder". A user (not shown) has manipulated
a cursor 781, using keyboard 19 or mouse 20, to select "My
Folder".

Figure 13 shcws how the oblects displayed on monitor 1K
are linked. NewWave O0ffice (shown as an object 700) is the
parent of "File Drawer™ (shown as an object 701) through 1
link 711, of "Waste Baske'"” (shown as an object 702) through
a link 712, of "Diagnostic" (shown as an object 703) through
a link 713, of *"Printers” (shown as an object 70R) through a
link 7)4, of "My Folder” (shown as an object 705) through a
link 715 and of "Star” (shown as an objJect T08) through a
1ink 716.

In Figure 14, the user, using cursor 781, has selected
"Create a New...” in a pull down menu 782. As a result of
this selection a dialog box 779 appears as shown in Figure
15. Using cursor 781, the user has khighlighted the lcon
"Laycut"™ and using keyboard 19 has typed in the name "Paste
Up" as a name for 3 new object to be created. Cursor 78)
now points to a region ladelled ™OK". On¢ce this region is

selected, a new object titled "Paste Up" is created, as s

shown {n Figure 16.
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In Figure 17, "Paste Up™ !{s shown as an object 707
linked as a child of NewWave Office through a link 717.

The basic c¢clipboard operations are Cut, Copy, and
Paste. The user gust select the data that is to be poved or
copled, and then give eilther the Cut command or the Copy
command. Cut moves the selected data to the clipboard
(deleting it frcm 1ts original locatlon). Copy makes a copy
of the selected data on the clipbdboard. The user must then
select the location where he wants the data to be moved or
copied Lo, ang g:ve the Paste command. This command ¢oplies
the contents of the clipboard to the selected location.

In Figure 18 a2 user is shown to have selected "Paste
Up". The selection iIs represented by the icon for "Paste
Up" being displayed usirg inverse video. With cursor 781,
the user selects "Copy" from a pul) down menu 783, In
Figure 18A a Clipboard object 720 is shown to be a parent of
an object 708 through a lipnk 721. Object 708, is a copy of
object T07 ("Paste Up").

As shown in Figure 9, next the user selects "Paste"
from pull down me%L?BB. The resuvult, shown in Flgure 20, is
the addition of an object 708, pointed to, by cursor 781,
which i3 a copy of the original "Paste Up"™ object 707.

In Figure 21, the new object 13 shown as object 708
linked as a child of NewvWave Office through a link 718.

In Figure 22, "My Folder", has been opened by double
clieking the icon for "My Folder™ using cursor 781, The

result is a2 aew window 785 representing "My Folder™.
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In Figure 23, using cursor 781, "Paste Up" (object 708)
is shown being dragged to window 785. In Figure 24, the
process i3 complete and "Paste Up” (object 708) is now in
window "My Folderm. In Figure 25, "Paste Up", shown as
object 708, i3 now a child of "My Folder" through link 728.

The user sets up multiple links by using the Share
command. This command is an extension of the clipboard
metaphor common in software packages today for moving and
copyirg data around the systen. The ciipboard is a special
buifer that the system uses to hold data that is in transit.

In one way, the Share comeand operates similarly to the
Cut or Copy command deccribed above. That is, using Share,
Cut, or Copy, the user selects some daza first and then
gives the Share command, which results in something being
put on the clipboard. In the case of the Share coapand,
however, what fs put on the clipdboard is neither the actual
data por a copy of the actual data. Instead, it is a 1link
to the selected data. When this link 1s pasted, a permanent
conpection i3 made between the Ooriginal data and the
location of the Paste. Through use of OMF 100, this link is
used by the involved applications to prov}de easy access to
the original data (in its full application) and automatic
updating when the original data is modified.

In Figure 26, the NewWave Office window has been
activated. "Paste Up™ (object 707) has been selected, as
evidenced by "Paste Up" (object 707) being in inverse video.

Using cursor 781, "Share” froam menu 783 13 selected. 1In
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4
Figure E;tg, Clipboard oxiect 720 13 shown to be a parent of

53

"Paste Up® object 707 through a link 722.
In Figure 27, window 785 has been activated. From a
10 menu 787, "Paste® 1s selected. The result, shown in Ffigure
28, 33 an fcon 7T707a appearing ir window 785, which {ndicates
that "Paste Up"™ {(oblect 707) {8 shared by window 785 andbthe
NewWave Office window. In Figure 28A, as a result of the
paste, "Paste Up" is now shown to be both a child of
20 Clipboard 720 tkrough link 722 and a child of "My Folder"
705 through a liak 727. In Figure 29, showing just the
interconnection of objects visible to the user, “Paste Up"
(object 707) 4s shown to be a child of "My Folder® 705
through link 727. Since "Pase Up” (object 707) is shared,
. not copted, "Paste Up" (object 707) remains a child of
NewWave Office through link 717.
One key feature of data links 138 automated data
3 transfer. When a child nbject {8 open and the user changes

a part of it whiceh is f"shared out", then ft makes a call to

OMF 100. OMF 100 checks If any of the object’'s parents

40
"care®™ about this particular change. If they care and {f
they are also open, OMF 100 sends to the parents a message

° informing them that new data {s avallable. The parent can
then send messages to the child to produce or display the

s data. This feature 3llows the user to establish compound
objects with complex data dependencies, and then have
changes made to any sub-part bte automatically reflected in

s other parts. For example, changing a nupmber in a
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spreadsneet couléd cause a graph to be re-drawn, and updated
as a figure in a docuveent. And since an obiect can have
many parents, a aingle object can be used as "boiler plate"
for any number of other objects. A change in the boiler
plate will Be reflected in all the objects which have links
to it. Auvtomated data transfer is illustrated in the |
following discussion.

In Figure 30, wirndow 785 for "My Folder™ has been
closed. In Figure 31, cursor 781 i3 used to select "Create
a New..." froo pull down menu 782. As 2 result of this
selection dialog box 779 appears as shcun in Figure 32.
Using cursor 781, the icor HPText has been highlighted and
usirg kevboard 19 the name *"Sample Text" has been typed in
as the name for a2 new objec¢t to be created. Cursor 781 now
points to a3 region labelled "OK". Once this region 1s
selectéd. a new oblect titled "Sacpie Text™ i3 created, as
is shown in Figure 33.

In Figure 34, "Sample Text"™ (objeet 709) 13 ashown to be
a child of NewWave Office through a 1{nk 719. In Figure 34,
since "My Folder™ has been closed, "Paste Up” (odject 708),
l1¢nk 728 and link 727 are not shown. Howgver, these stil}
exist, but are not currently visible to a user.

In Figure 35, placing cursor 781 on the {econ "Sample
Text™ and doubdle clicking a button on mouse 20 results in
"Sample TextL” being opened. In Figure 36, an open window

789 for "Sample Text™ is shown.
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In Figure 37 a window 731 for "Paste UpP™ (object 707)
has been opened by double ¢licking on the icon for "Paste
Up". 1In Figure 3B, using Cursor 781, controlled by mouse
20, a portion 790 of the text of "Sample Text" has been
selected. The portion in inverse video stating "New Wave
Office environment” is portiton 790.

In Figure 39, cursor 7893 is used to select the
selection "Share" in a pull dowa menu 792. In Figure 40,
an area 793 in window 791 is selected using cursor 781. In
Flgure 41, a2 selection "Paste" is selected Trom a pull down
menu 794 using cursor 781, In Figure U2, "Sample Text" is
linked to "Paste Up™ (object 707) and displayed text 790 is
displaved in "Paste Up"™ window 791. In Figure X3 "Sapple
Text” (object 709) is shown to be 2 child of "Paste Up"
(object 7207) through a link 729. 1In Figure 42, displayed
text 790 is shown in gray because "Star” window 789 is open,.
In Figure UWt, "Star™ window 789 is closed so displayed text
780 is clearly displayed.

In Figure U5, a region 795 of window 791 i3 selected
using cursor 781, F{gure 46 shows cursor 781 dragging the
icon "Star® into region 795 of window 791..

In Figure 47, data from "Star™ (object 706) is now
displayed in region 795 of window 791. As may de seen in
Figuée 48, "Star® (object 706) 18 now a chlld of "Paste Up"
(object 707) through a link 726.

In Figure 49, a user has placed cursor 78) over region

795 of window 79' and doudle clicked a Sutton on aouse 20.
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The result is the opening and display of "3Star® (object 706)
So
in a window 796. Figure ﬂ@ shows the use of cursor 781 to
select selection "Ellipse” in a menu wirdow 797 which
results in the data within "Star” (objeect 706) being changed
from a star to an ellipse. As shown in Figure 51, the
reault 1s a change both in data diaplayed in window 796 Qnd
data displayed in region 795 of window 791.

In Figure 52, cursor 78! is used to define a2 region 797
in windsw 795. 1In Figure 53, cursor 781 is used to select a
selection "Create a New..." in pull down menu 798. As a
result of this selection ¢dialog box 799 appears in Figure
S&.- Dialog box 799 contains lcens for the two classes of
objects avatladble which are able to display data in region
797 of window 793. Using cursor 781, the fcon "HP Shape?
has been highlighted. Using keyvyboard 19 the name "New
Shape" has been typed in as the name for a new obJect'to be
created. Cursor 781 now points to a reglions labelled "OK™.
Once this region is selected, a new object titled "New
Shape™ {3 created. Data for "New Shape™ i3 displayed in
region 797 of window 781 3s {8 shown in Filgure S55. In
Figure 56, "New Shape”, (object 750) is shown to be a child
of "paste Up"™ (object 707) through a link 760.

In Figure S7 a window 800 for "New Shape” was opened dy
placing cursor 781 over reglon 797 of window 791 and
clicking twice on a button on mouse 20. In Figure 58,
cursor 7B1 13 used to select the selection "Triangle" from a

pull down menu 801. The result, as shown in Figure 59, i3
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that a triangle 13 now displayed both in window 800 and in
region 797 of uwindow ?79).

In Figure 60, window 800 has been closed. 1In Figure
61, "New Shape" is 3elected by placing cursor 78' over
region 797 of windouw 796, and clicking a button on mouse 20.
In Figure 62, cursor 78 i3 used to select selection "Sh;re“
from pull down wenu 794, In Figure 63, cursor 781 i3 used
to seleet a region 802 of window 797, 1In Figure &4, cursor
781 is used to select selection "Paste' from pull down menu
79L., The result, as shcwn in Figure 65, 1s the sharing of
“New Shape" with data froe "New Shape* being displayed inr
region 797 and in regior 802 of window 791. In Figure 66,
"New Shape" (otject 750) is shown to have an additional 1link
710, from its parent "Paste Up” (object 707).

In Figure 67, region 797 has been selected using ecursor
781, Cursor 78) {3 then used to select selectfion "Cut” from
pull down meru 794. The result, as seen in Figure 68, ias
that region 781 has been removed from window 791. In Figure
69, cursor 761 {3 used to select selection "Paste” from pull
down menu 783. The result, shown {n Figure 70, 43 an Lcon
for "New Shape", pointec¢ to by cursor 781; In Figure 71,
"New Shape (object 750) i3 shown to now de a child of
NewWave Office (objeet '00), through a link 780.

In Figure 72, OMF 100 1»s shown to contaln seven system
files: syster file 60t, systew file 602, system file 6503,
system f1le 604, system file 605, systex file 606 and systen

file 607. OMF interface 599 serves as interface of OMF to

29

Page 688 of 1000



10

20

25

30

35

40

5

50

55

EP 0 497 022 Al

other programs running on cooputer 18. System files 601-607
serve as a data base that provides variouvs {information.

They provide information abovut object properties such as
what class each object 13 what is the name of each object.
System files 601-507 provide information aboul clasaes of
objects such as what application 1s associated with each‘
class of objects, what icon represents objects of a
particular class and lists of what messages (such as those
showr in Figure 2) can be processed by objects of a
particular c¢class. System files 601-607 also contain
inforpatiorn about 1links betweer parent and child objects
including a list of parents and reference names of each link
from a parent for each obdjeet; a list of children and
refererce names of each lirk to a child for each object:; and
additional information to manage data exchange ac¢ross data
links. Additionally, system files 601-607 contaln general
inforwation such as what files are installed in the
operating system for each class that 18 installed, and what
objects have requested auvtomatie restart when the OMF 100 1a
reatarted.

In the preferred eabodiment of the present invention
system file 6§01 s referred to as HPOMF.CAT, system file 602
is referred to as HPOMF.CLS, system file 603 {3 referred to
as HPOMF.XRF, system file 604 {s referred to as HPOMF.PRP,
system file 605 {38 referrec Lo as HPOMF.INS, system file 606

19 referred to as HPOMF.SDF and system file 607 13 referred
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to as HPCMFICO.NWE. A descriptlon of each systenm file {3
now given.

System file 601, HPOMF.CAT, is also referred to as
SYSCAT. HPOMF.CAT is a catalog of all the existing oblects
in the system. In Figure 73, RPCMF.CAT i3 3hown to be
record oriented. RPOMF.CAT has a plurality of file recofds.
In Figure 73, file record 0O through file record 8 are shown,
although BPOMF.CAT may contaln many more file records than
are shown {n Figure 73. File record 0 13 a header which
contains various signatures and is used to manage a list of
free file records. A signature is some known value which {f
present indicates that the file is not corrupted. File
reccrd ' through file record 8 and additlonal file records
(not shoun) either define an existing odject, or are free.
In the preferred ecbodiment HPOMF.CAT can grow dynamically,
as more file records are needed, but canaot shrink.

File record ' defines a specia)l object callec the
global parent. The glcbal parent has a forwm different than
every other obdbject, and may be rekarded as a "pseudo”
object. Figure 7Y% shows the global parent to be the parent
of globdbal cbjectAZSO through link 260, global object 251
through link 261, global object 252 through 1ink 262, global
objeet 253 through link 263, global object 254 through link
264 and global object 255 through link 265, as shown.

Global objects 250-255 are also within HPOMF.CAT. Each
global object 250-255 may be a parent of one or more oObdjects

in HPOMF.CAT. FEach object in HPOMF.CAT which {s not a
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8lobal object, is a descendent of global object. Although
Figure 74 shows only six global objects, the numbder of
global objecis operating on a system is a matter of systen
configuration. Any object in the system can refer to a
global object by\Bx\using the reference name of the link to
that global object from the global parent.

As may be seen from Figure 73, file records in
HPOMF.CAT are numbered consecutively. These numbers serve
as tags, which {dentify each object.

In the preferred embdociment of the present invention,
each record ts 128 bytes in lengthn. The fields for file
record 0O are listed in Table 1 below:

Table 1

17irstFreeEntry Contains the record number of
the first free record in
BPOMT .CAT, or "0" {f there are
no free records.

FileId Contains the null terminated
satring "HPOHF.CAT". This serves
as a2 signature.

Verslon Containg the file format version
number, which also serves as a
signature.

}MaxRecordNumber Contains the number of the
highest record ever allocated
from within HPOMF.CAT (thia
highest record may or may not be
free).

Table 2, below, contains the fields for file records in

HPOMF.CAT for flle records other than file record 0:
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Table 2

1FirstFreeEntry Is "~-1" if this record defines
an object, otherwi{se this record
is free and this field {3 the
record nupber of the next free
record, or "0" if there are no
more f(ree records. If the
record {is free, none of the
other fields in the record is
meaningful.

TypelnClass Specifies the class of this
object. This 1s the number of
the record in HPOMF.CLS that
indicates to which class the
object belongs (see discuszsion
of ¢claas a2bove),

SysCatFlags Specifies if the object is
g8lodbal if the kit masked by the
nunber 20 (hexadecimal) 13 set
in this byte. In the preferred
emdbodiment all other bit
positions must contain "0" and
are not used.

properties Specifies the nuaber of
properties, the length of the
property rames and the location
in HPOMF.PRP of the object's’
properties. See the description
of HPOMF.PRP below for further
definition of the structure of
this field.

fastprops Certain object properties, such
aa name, are So heavily accessed
that they are stored directly in
this field, rather than
indtrectly in the properties
file. Properties stored in this
-field are called "fast
properties.,”

System file 602, HPOMF.CLS 18 also referred to as
SYSCLASS. This system f(ile i3 a 1ist of all installed
classes in the aystea. It {9 record oriented. The first

record, numsbered 0, is a header which contains various
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signatures (see above) and is used to manage a list of free
5 records. All other records either define an installed class

or are free. In the preferred eczbodiment HPOMF.CLS can grow

dynamically, dbut cannot shrink.

Fach file record in HPOMF.CLS {3 thirty-two bytes i{n

leagth. HPOMF.CLS file record 0 (the header) contatins tﬁe

15 following fields listed Lin Table 3:
Table 3
1firstfrecEntry Contains the record numbder of
the lirst free record in

R20MF.CLS, or 0" if there are
no free recordgs.

20

Filield Contains the null terwminated
25 atring “"KPOMF.CLS"
Version Contains the file format version
number,
1MaxfecorcdNumber Contalns the nuaber of the

30
highest record ever allocated

from within HPOMF.CLS (this
highest record may or may not be
free).

25

Table 4, below, contains the flelds for file records in

0 HPOMF .CLS for file records other than file record O:

995

55
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Table &

1firatFreeEntry Is "~i" {f this record defines
an installed class, otherwise
this record 13 free and this
field is the record nuader of
the next free record, or "O0" §f
there are no more free records.
If the record {s free, none of
the other fields in the record
{s meaningful.

ModuleFf{leName Specifies the name of the
application associated with
objects of this class as a null-
terminated string.

properties Specifies the number of
properties, the length of the
property names and the location
{n YPOMF.PRP of the object's
properties. See the description
o0f HPOMF.PRP below for further
definition of the structure of
this field.

In Figure 75, the relationship of HPOMF.CAT and
HPOMF.CLS {s shown. Within each object entry within
HPOMF.CAT, the record numbdber, whiech {s an object’'s tag,
serves as an Ldentifier 650 of data files in a2 mass sStorage
memory 170 associated with the object. The field
"TypeInClass™ servea as an identifier 651 of the ¢lass entry
in HPOMF.CLS, which {dentifies the class of each object,.
Within each class entry in HPOMF.CLS, the fleld
"ModuleFileName™ serves as an {dentifier 652 of the
application file in wass storage memory 170 which ia
associated with the class.

In Figure 76, the organization of a portion of mass

storage mepory 3170 L3 shown. A root directory 660 contains

pointers to an HPNWDATA directory 661 and HPNWPRCG directory
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668. HONWPROG directory 668 is the location of storage for
applications files, represented by arrows 669. HPNWDATA
contains a plurality of HPOMFddd directories, represented bdy

10 directories 662, 663, 66K, 665 and 666. In the HPOMFddd
directories are stored data files assoclated with objects.
The nddd™ in HPOMFddd stands for a three digit, leading
Zeros, hexadecimal number. FEach HPOMFddd directory has &
different "ddd" hexadecimal nuamder. The "ddd” number

20 indicates which HPOMFddd directory stores data {iles for a
particular object. Data files for a particular object are
stored in the HPOMFddd directory which has a "ddd™ numbder

ﬁ equal to the tag for the object divided by an lnteger

nuader, e.g., fifty four., HKWithin each HPOMFddd directory,

files are stored by tag numdbers, e.g. data file names have

the format xxxxxxxx.}1ll, where "xxxxxxxx" {8 an elght digit

leading zeros hex&&ecimal tag, and "111" are a reference

I chosen by the application,.
System file 603, HPOMF.XRF is also referred to as

w0 SYSXREF. This file {9 2 1ist of all the links exiatiﬁg in
the system. It Is record oriented, but does not have a
header record. Each record file 13 either_{ree, or defines

48 an existlng link, or is used as an overflow record from the

previous record to specify additional view speciflication

“ information. Records that contain view specificationg are
called view specification file records. View apecification

file records can be i1dentirfied only by a previous record

55 which definea an existing data link; view specification file
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records cannot be fdentified by the content within a view
specification file record. BPOMF .XRF fa {increased 1n size
16K bytes at a time. A newly allocated portion of HPOMF.XRF
10 is filled with zeros. File records within HPOMF.XRF which
are free or which definme a link have the following flelds
1isted in Table 5: \
Table 5

ParentTag Contains the tag (HPOMF.CAT
record numbder) of the parent
0 object of this link. If this
field 13 0O, then this record
does not define a link and is
free.

35 ChildTag Contalns the tag of the chiid
oblect of this link. If
ParentTag in this record is 0,
and this field L3 also O, then
no record beyond this record in
% HPOMF.XRF defines a link.
RefName Contains the reference name that
the parent has assaigned to the
1ink. This fleld 1s meaningless
i€ ParentTag or ChildTag 1is
zero. Otherwise, {f the top
three bits of this value are
110, the next record in the file
is a view 3pecification.

35

40

File records within HPOMF.XRFf which are view
apecification file records have the folloping fields listed

% in Table SA:

50

58
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Table 54

Datald

Snapshaot

Mise

VS_NEWDATASET

VS _NEWDATAANNOUNCED

VS_SNAPSHOTOLD

VS_WANTMESSAGES

Page 697 of 1000

Contains the value that the
child has aasigned to fdentirly
the part of {taelfl that (s being
viewed through the link,

Contains the tag (HPOMF.CAT
record number) of the object
which {8 the view’'s asnapshot, or
{f zero, the view has no
snapshot. Por further
discussion of snapshots, see
below.

Composed of several bit fields
described below:

Set 1 ehild has told OMF
that new data i3 avallable,
but has not been announced
to the parent. The
hexadecimal numbder 8000
0000 15 2 mask which
{ndicates which bits are
used for thia bit rield.

Set 1f ¢hild has told OMF
to announce new data to
parent, but parent was
inactive and was not
notified. The hexadecimal
number Y000 0000 L3 a mask
whicech indlcates which bits
are used for this bit
field.

Set if child has told OMF
that the view's snapshot 1is
out-of-date. The
hexadecimal number 2000
0000 13 3 mask which
indicates which bits are
vsed for this bdit fleld.

Set iIf child has told OMf
that it wants to proceass
view messages when snapshot
{s ourt-of-date. The
hexadecimal numdber 1000
0000 is a mask which
indicates which bits are
vaed for this bit f{eld.
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VS_TEXTDISKLOC Flle position {n HPOMF.PRP
where a view's 32 character
textual data ID 13 located.
This contains zero L{f no
textual data 1D has been
deffined by the child. The
low order five bits of the
file position are always
zero and are thus not
stored in the Misc field.
The hexadecimal number OFFF
FFEO 149 a mask which
indicates which bits are
used for this bdit field.

VS_INITIALIZED Set if the view
specification has bdeen
inltialized. I1f elear, all
information in the view
speci fication is zero. The
hexadecimal numbder 0000
0010 §is a8 mask which
fnd{cates whi{ch bits are
used for this dit field.

¥S_RESERVED Reserved for future
expanslon. The hexadecimal
nuamber Q000 0008 is a mask
which i{ndicates whlich bits
are used for this bdit
field.

VS VIEWCLASS Specifies the view ¢class

- the child assigned to the
View. The view ¢lass
defines what view methods
are avafilable to the _
parent. The hexadeci{mal
number 0000 0007 {s a mask
which indicates which dits
are used for this bdit
field.

For example, {n Figure 77, Object 671 18 a folder and
has a tag of ™6"., Object 671 Ls a parent of an obiect 672
through a link 67U and a parent of an object 673 through a
link 675. Object H572 has a tag of "12"., Link 674 as a

raference name "1". Object 673 has a tag of "19". Link
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675 has a2 reference name ™77, Reference names are picked by
the parent object and need to be unfque for the particular
parent object; however, other parents may have a 1ink with
the same reference name provided each reference name {s
unique for each parent.

Flgure 79 shows a bloek diagram of HPOMF.XRF 603..

HPOMF .XRF contains an entry for each link between parents
and children. 1In HPOMF.XRF 603 column 731 contains the tag
of the parent for each link. Column 732 contalna the tag of
the child for each link. Column 733 contalns the reference
name for each link., The first three blt positions of column
733, shown in Figure 79 as sub-column 738, {indicate whether
a view specification file record L3 present ("110") whether
no view specification file record follows ("000") or whether
the link i3 between 1s a link from the global parent to a
global object (m1007).

As may be seen, entry 735 is an entry which deseribes
link 674 shown in Figure 77. That i{a, {n columsn 731 of
entry 735 there 13 the parent tag "6". In column 732 there
{s the child tag "12™ and {n column 733 there {s the
reference nase "1". Since object 671 is a folder, there is
no view, therefore the three bits within subcolumn 735 would
be POOO™.

Similarly, entry 736 i3 an entry which descridbes link
675 shown in Figure 77. That is, in column 731 of entry 1736
there 13 the parent tag "8". 1In column 732 there {s the

child tag "19™ and in columr 733 there is the reference nawme
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*?". Since object 671 13 a folder, there i3 no view,
therefore the three blts withln sudbcolumn 7348 would be
"000",

In Figure 78, Obtjlect 676 13 a document and has a tag of
"17". Object 676 {3 a parent of an object 6§77 through a
1(nk 679 and 2 parent of an object 678 through a link 680,
Object 677 has a tag of "8f. Link 679 as a reference naﬁe
Al Object 678 nas a tag of "21%, Link 680 has a
reference name "3".

In Figure 79, an entry 737 describes link 679 shown in
F{gure 78. That Ls, i{n column 7371 of entry 737 there is the
parent tag "17". In column 732 there is the child tag "8r
and Lin colugn 733 there 13 the reference name "17. Odbject
676 is a document, and assuming there is a vliew associ{ated
with link 679, the three bits within subcolumn 738 contain
the three dits 110" and entry 738 i{s a view specification
record.

Similarly, an entry 739 describes link 680 shown in
Figure 78. That i3, 1n coluan 731 of entry 739 there 1s the
parent tag "17". In column 732 there is the child tag "21"
and {n column 733 there s the reference name "3". fAssupling
there 1s a view associated with ltnk 680,,the three bits
within subcaoluan 734 conlain the three bdits 110" and entry
740 1s a view speclfication record.

In Figure 80, view specification record 740 {8 shown to
incluée a field 7UY which contains a data ifdentiffcation for

the viev, a field 742 which indicates whether there is a
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snapshot used {n the view, and a f{eld 743 which contains
miscellaneous information about the view. The data
{dentification number is used by the child object of the
link, to determine what data 1s sent through the link.
Figures 37 - 43 show the establishpent of a link with
a view. As has bdeen discuased defore, In Figure 37 window
791 for "Paste Up™ (object 707) has been opened by doublé
clicking on the {con for "Paste Up". In Figure 3B, using
Cursor 781, controlled by mouse 20, portion 790 of the text
of "Sample Text” has beern selected. The portion in inverse
video stating "New Wave Office environment®™ {s portion 790.
In Figure 39, cursor 78! {s used to select the
selection "Share” {n a pull down menu 7G2. Once "Share” |{s
selected, child object 709 ("Sample Text") creates z data
{dentification number which {dentifies portion 790 of the
text to c¢hild object 709. Chilcd object 709 also causes OMF
100 to put a link to child obdbject 709 on eclipdoard 720--
Child object 709 communicates to OMF 100 through command set
forth in Appendix B, attached hereto--. Child object 709
also {nforms OMF 100 what data 1dentification number 1is
assoclated with the new l{nk between the child 709 and
clipboard 720. If there {= 2 snapshot aspsociated with the
link, c¢hild 709 will also inform OMF 100 §if there Las a
snapshot assocliated with tre 1ink. Snapshots are discussed
more fully below. As a result OMF 100 wil)l make an entry {n
HPOMF.XRF 603 for a link betwveen clipboard 720 and c¢hild

object 70¢. The view specification record for the link will
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include the data ifidentification number given Lo OMF 100 by
ehild 709.

In Flgure M0, area 793 in window 79) is selectad using
cursor 781. In Figure 841, a2 selection "Paste” is selected
from a pull down menu 794 using cursor 781, At this point
parent object 707 ("Paste Up") requests OMF 100 for a 1link
making him the parent of what 4s on clipdboard 720. The ;ieu
specification record for théﬁ?etween clipboard 720 and child
709 is copied for link 729 between parent 707 and child 709.
In Figure 43 "Sample Text” (object 709) fa shown to be a
child of "Paste Up™ (obdject 707) through link 729.

In Figure 82, "displayed text 790 i3 d{splayed in
"Paste Up™ window 79%. In accomplishing this, parent object
707 makes a call to OMF Y00 asking that a message be sent to
the object identified by the reference name for link 729.
This message requests the child object 709 to display data
from this 1ink into a location specified by parent object
707. OMF 100 takes the message from parent 707, adda the
data fdentification number from the view specificatioen
record for link 729, and delivers the message to child 709.'
Child 709 displays the data {n the specified location, {n
this case area 793. The name of the wessage sent froo
parent 707 to OMF 100 to child 709 £s "DISPLAY_VIEW",
further described in Appendix B, mttached hereto.

Another message "PRINT_SLAVE", also described i{n
Appendtx B, @ay be used when it 13 desired to print data on

a printer rather than display data on a terminal screen.
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In addition, Parent 707 may send a "GET _SIZE" message
to child object 709. In a "GET_SIZE” message, parent object
707 {dentifles a reference nace for link 7239 and indicates
coordinates for a display. OMF 100 takes the GET_SIZE
message {from parent 707, adds the data (dentification number
from the view apecificatioa record for llnk 729, and
delivers the message to child 709. Child 709 returns to
parent 707 the size of the portion of the specified area
that child 709 would use t> display the data. This allows
parent 707 to modify the region reserved for displaying data
froe child 7C9 when child 703 1s not able to scale the data
to (1t Iin the region spectfied dy parent 7107.

Hhen\\\data from a chlild object {3 being displayed by a
parent object, and the child object changes the displayed
data, the chiléd objects notifies OMF 100 that there has been
a change in the data object. For example, as describded
above, in Figure 47, data from "Star” (object 706) now
displayed in region 795 of window 781. And, as may be seen
in Figure 48, "Star® (object 706) is a child of "Paste Up*
(object 707) tbrough a 1link 725. Since data 4s belng passed
from e¢hild object 706 to parent object 707, li{nk 726 is a
data link which includes a view speci{fication.

Tn Ffigure 49, the method for changing data in child
odJect 706 t3 shown. A user places cursor 781 over region
795 of window 793 and double clicks a button on mouvse 20.
The result is the opening and display of "Star” (object 706)

in a window 796. Using cursor 781 to select selection
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"Ellilpse™ In a menu window 797 results in the data within
"Srvar” (object 706) being changed from a star to an ellipse.
A3 shown in Figure 51, the result is a change doth in data
displayed in window 796 and data displayed in region 795 of
window 79t

Child ogject 706 acconplishes this change by making a
call to OMF 100 statlng that data associated with the daéa
tdentification number associated with link 726 {s changed.
OMF 100 looks up all of the links that use the data
{dentification number. If the parent odbject of any of the
links i3 not active, OMF 100 sets the bit
VS_NEWDATAANNOUNCED f(or that link in HPOMF.XRF. When the
parent object {8 activated, the parent object can then
request the new data.

If the parent object i1s active, OMF 100 will send a
message to the parent object saylng that new data s
avatlavle. OMFf 100 will Ldentify to the parent object the
reference name of the llink (or which there i{s additional
data. The parent cobject sends 3 message to the child object
€ it wants the new data displayed. In the present case
parent object 707 1s active , and has requested the new data
to dbe displayed in region 795 of window 73%1. A further
description of the View Specifications are found in
Appendixes B, C and D.

The advantage of the present invention is that parent
objeet 707 {s able to communicate with ehild object 706

through OMF 100, without parent object 707 or child object
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706 knowing the fdentity or any other detalls about each
other. The parent object identiflies the 1ink using only the
reference name of the Yink. The child object 1dentifies the
link using Juat the data identification numbser of the 1link.
OMF 100 does al) the transiation and Ldentificatlon of which
links and whicech objects are involved.

Systeam rile 604, HPOMF.PRP, {s also referred to as
SYSPROP. BPOMF .PRP contains all the odject Bnd class
properties except for the fast object properties which are
contained $n HPOMF.CAT. Each record in system file 601

{(HPOMF.CAT) an¢ system file 602 (HPOMF.CLS) has a properties

fleld, as described above. fach properties fileld contains

the r1elds describe¢ in Table 6 below:

Table 6

DirDiskLoc Contalns the position (dyte
offset) within HPOMF.PRP of the
property 1ist directory.

nProps Contalins the numbder of
properties {n the property liast.
This 13 the number of entries in
the directory entry array
described below,

PoolSize Contalns the combdined length of
all the names of the properties
in the property list, including
a null-terminating byte for each
name. Thia {3 the alze of the
directory name pool descrided
below,

‘For each object and (for each c¢lass, at the DirDisklLoc
position in the HPOMF.PRP file 13 the property dlrectory for

that object or that class. The directory has tvwo major
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portions: the entry array, follewed dy the name pool. The

entry array has one entry for each property 1in the property

l1ist. Each entry has fields set out in Table 7 below:
Table 7

Valuelen Specifies the length in bdytea of
the assoclated property. This
ean be 2ero.

ValueDisklLoc Contains the position within
HPOMF .PRP of the value of the
associated property. 1If
Yaluelen {s 2ero, this 13 also
2ero, and there {s no value
stored anywhere.

CacheOffset This f{feld (s only used at run
tire and 13 not meaningful in
the file.

Iomediately following the entry array 13 the name pool.
This portion of RPOMF.PRP contains the null-terminated names
of properties in the property list, in the same order as the
entry array. Properties may include such things as titles,
user compents, date and time of creation, the user who
created the object, ete. For nore information on
properties, see Appendix D.

HPOMF.PRP grows dynamfcally as need. At the beginning
of HPOMF.PRP there 1s a 128 byte ditmap which controls the
allocation of the first 1024 pages of HPOMF.PRP. Eaech page
1s 32 bytes in length. These pages immedlately follow the
bit map. The bitpap is an array of words with the most
significant bit of each word used first. Thus, dits 15
through C of the first word of the bitmap control the

allocation of pages 0 through 15 of the file, respectively.

47

Page 706 of 1000



20

35

40

45

50

55

EP 0 497 022 A1

When storage in the first 1028 pages {s fnsufficient, a
second bitmap i3 added to the file following page 1023.
This bitmap controls the allocation of pages 1024 through
2047, which immediately follow the second bitmap.
Additiona) bitmaps and pages are added in the same vay, as
nee&ed.

Each directory and property value is stored as a aingle
block in the file, 1.e., as a contiguous run of pages that
are 2all allocated in the same bftmap. This causes the
restriction that no directory or value can exceed 32K bytes
(1024 tizes 32) in length.

System file 6§05, BPOMF,.INS, is also referred to as
SYSINSTL. HPOMF.INS contains a 1ist of the files that were
copled to the system when each ¢lass was installed. This
inforwation is used so that these files can be deleted when
the class i3 de-installed.

The very beginning of HPOMF.INS 13 a double word value
which serves as a validity/version identifier. In the
preferred embdodiment the value of this double word must be
OV01ABCD nex to be valid. In Tadble 8, this pumber §s stored
as shown because of the protocols for astorage in the
particular processor used by the preferreg enbodiment, {.e.
an 80286 microprocessor made by Intel Co=poration.

Following the double word comes a serfes of variabdle
length records. There {3 one record for eac¢ch installed
elass. The first word of each record {3 the length of the

rest of the record, &¢{n byltes. Tnis is followed by the null-
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terminated class name of the installed class. Then follows
the file names of the files copied to the OMF directories,
each terminated by a null byte, and preceded by a byte which
gives the length of the file name, inecluding the length byte
and the null terminator. If the file name begins with the
special character "R®",  the file {s assumed to be located in
the HPNWPROGC directory. 1If the fille name begins with th;
special echaracter "+" the file is assumed to be located in
the HPNWDATA directory.

for example, assume two classes are installed: class
"AB" and class "CDE”. (Class "AB™ caused two flles to be
installed: "Z" to HPNWPROGC directory 668 and "YY" to the
HPNWDATA directory. <Class "CDE™ caused | file to be
installed: "XXX" to HPNWPROC directory 668. G&iven this

case Table 8 below shows the contents of HPOMF.INS for this

example:
Tabdle 8
offset content copments
0 CD AB 01t O File header/version check
4 oC 00 Length of AB record (12
decimal)
6 T 42 00 "AB" + Null
9 0y Length of length byte ™o8zZn o
Null
A 2A 54 00 87" 4 Null ,
D 05 Length of length byte + "+YY"
Null
E 2B 59 59 00 f.YY" + Null
12 04 00 Length of CDE record {10
decimal)
13 - 43 84 k45 00 "CDE™ +» Null
18 08 Length of length byte + "8XXX™
+ Null
19 2A 58 58 58 00 nEXYXX® 4 Null
49
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System File 606, HPOMF.SDF 13 also referred to as the
"shutdown rile”. HPOMF.SDF exiats only when the system has
been cleanly shut down. Tt 13 deleted as the system starts,
and created as it shuts down. On startup, {f this file (s
missing, OMF assumes tha? the last session ended abnormally,
and so it goes through its crash recovery procedures to
validate and repalr the aystem filesa as bast {t can. Th;
system files can be {in an invalid but predictable state on a
crash. These errors are csrrected without user
intervention. Certain other kinds of ffle consistency
errors are detected, but are not really possible from an
"ordinary™ system c¢rash. “hese errors are in general not
correctable and the OMF wil)l not allow the system to come up
in this case.

If HPOMF.SDF '3 present, it contains a Ylist of objects.
W¥hen the system 1s being shut down normally, each object
which {s active at the time can request that the OMF restart
them when the system i3 restarted. The list of objects,
then 1s the 1i3t of tags of objects which have requested
that they be restarted when the system {s restarted.

The filrst word \n KPOMF.SODF is a flag word. TIf this
word 13 non-zero, OMF will execute its crash recovery code
ever though HPOMF.SDF exists. HNormal shutdown wil)] set this
flag when producing the f{le {I some serious error occurred
in the aession being ended.

After the first word, the rest of the file is a

sequence of three byte records. The firat two bytes of each
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record contain the tag of the oblect to be restored. The
leaatr significant byte 13 first. The third byte is not used
in the preferred emdodiment, and {8 zero.

For example, {f the system {s shut down cleanly 1in the
last sgssion and two obJects, having tags of 2 and 7,
respectively, have requested restart, the contents of

HPOMF.SDF will be as set oul {n Table 9 below.

Table 9
offset content comments
0 00 00 Indicates no crash recovery
needed
2 02 00 Tag of first object to restart
't 00 Unused and reserved
S 07 00 Tag of second object to restart
1 00 Unused and reserved

System file 7, HPOMFICO.NWE, i3 a Microsoft Windows
dynamic library executatle file whic¢h contains a dummy entry
point and no data. Microsoft Windows is a program sold by
Microsoft Corporation, having a business address at 16011 NE
36th Way, Redmond, WA 98073-9717. HPOMPICO.NWE also
contains as "resources" the fcons of each fnstalled class.
OMF modifies BPOMFICO.NWE directly during run time, and
l10ads and unloads it to get the icon resources from {t. The
format of HPOMFICO.NWE 13 defined f{n Microsoft Windows
documentation distributed by Microsoft Co;poratlon.

Normally working with a view (see discussion on views

above) causes a child’'s application to dbe invoked. Where

large applications are involved, this can cause a lot of
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unnecessary overhead. The use of sanapshots allow this
overhead to be eliminated.

A snapshot 13 an objfect that uses executable code from
a separate lidbrary referred to as a dynamic access library
{or DAL) rather tham usaing the full application executagble
code. The only data file assoclated with a snapshot
contalins data which i3 to be sent from a child object to'a
parent objeet. The code which encapsulates the data file
although referred to as a dynamic library, 1s still stored
in directory KPOMFPROG (directory 668).

For example, Filgure B1 shows a parent object 501 linked
to a child object 502 through a link 50L, Associated with
1ink S0U 43 a snapshot 503. Once child object has designated
snapshot 503 in a view speciflcation record for link 50k,
snapshot 503 is adle to provide data froam child odbject SO02
to parent 501 without the necesaity of invoking an
application associated with chlild object 502.

A3 shown in Figure 82, when there is no snapshot, child
object 502 must be active in order to send view data 522 to
parent object 501, in order (or parent object 501 to display
view data 522 in a window d4isplay 521. In Figure 83,
however, snapshot 503 {3 gshown to provide, view data 522 to
parent obdject 501 without the necessity of child 502 being
active. Further {oplementation detalls of snapshots are
given {9 Appendix B, Appendix C and Appendix D.

Appendix A 13 a 1list of wajor data structures within

OMF “00.
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Appendix B 18 a description of functions which ONF
interface 589 recognizes in the preferred embodiment of the
present invention.

Appendix C (BP NewWave Environment: Program Desaign
Examples) Gives examples of how the preferred eabodiment of
the present invention may be laplemented.including detail as
to how OMF 100 allowa data to be vieved‘becueen windows ‘
dilsplayed on monitor 14,

Appendix D (Chapter 2 of Programmer's Gulide) gives a
further overview of the preferred embodiment of the present
inventicn. further detall za to the operation of the

preferred embod{ment of the present favention.
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1. An object based distributsd computer system comprising a network of workstations and means lor
(ransmitbng objects beiween workslations characterised by objects including a first object type for
50 storing data and a second object type for presenting data (o a user, whersin objects of the second type
(V-c) rolerence an associaled object of the first type (V-s) 10 enable a plurality of users of worksiations
lo access dala of lhe objecl of the lirst type. comprising means lor transmitting an object of the second
type (V-¢) between workstations thereby to create a retsrence to the assotiated object of the first type
{V-s) for each workslation ceceiving an object of the second type.
55
2. A system according to claim 1 comprising means foc copying an object of the second type (V-C)
between workslations. -
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A sysiem according 10 claim | or clarm 2 wherein wansmitied gbjects of the second type (V-clinclude
an identifier (60} for the associated object of the first lype (V-s).

A system according to any preceding claim in \he form of a conterencing system comprising means
enabling users of lhe worksiahons 1o participate in a meeting over the network wherein objects of the
first type (V-s) store meetling data anca objects of the second type (V-C) are for preésenting meeting data.

A method ol convening a mesling using a system as claimed in claim 4 comprising fransmilling an

object of the second type (V-c) between werkstations thereby 10 creale a reference to the associated
object of the irst type (V-s) (or each workstation receiving an object of the second typs.
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balch messages are categorized such that a
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having therein a reference lo the first logical
port is sent from the first workstation to the
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of e predetermined category, the communi-
cation protocol is utilized to send an iniliation
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FIELD OF THE INVENTION

The invention relates to the use of “electronic mail” for affording message exchange between computer
users. In garlicutar, Lhe invention permats communicalion to be established between users at diffsrent terminals
connected to a mini-computer or a main frame operating under a multi-tasking opesating system, or between
users at workstations or natwork stations (X-terminals) connected by @ communication network. It should be
noted that throughout the specification and claims, the term “workstation® is used generally to denote any de-
vice for communiceling interactively with a computer and including a display monitor and en input device such
as a keyboard, mouse and 30 on.

BACKGROUND OF THE INVENTION

In recent years, there has been & conslani growth of computer network installations. This, coupled with
the spread of minicomputers and main frames connetted to a plurality of ierminals, have encouragad the use
of network onentatad applications. A typical such application is "electronic mail®, which enables at least two
users to exchange messages.

Several standards, such a3 *X.400" for 0S| or "Multipurpose Internet Mail Extension” (MIME) for “Intesnet®
have bean defined ta permit message exchangs of multipls data types. The messages may consist of diffarent
authorized types, such as computer-executable files. computer program-processable files (such as spread-
sheets), audio and video sequences, or a combinazion thereol, as in the case of mulli-media.

The electronic mail methods used rowedays are of off-line or batched character, whereby a message, e.g.
a text fils, is sent from User A to User B and stored in User B’s data storage device, usually referred to as a
‘mailbox”, User B, at his earliest convenience which may, of course, be some considerable time later, accesses
his mailbox to read any pending messages, and so {inds User A's text fite. He may then respond by sending
an acknowledgement message to User A This simplified protacol demonstrates the off-line character ol the
connection.

It is possible to re-configure the computer prorpt appearing on the screen of User 8’s computer at the
momeni the message arrives, whereby User B is provided with immediale feedback thai a message is wailing
for him. This, in turn, permits User B to generate en immediate response to User A. Nevertheless, the batched
characler of the communicalion is retaired, since User B's response rasides in User A's mailbox, and in order
fa retriave it, User Amust invoke a series of instructions, incduding entering the mailbox and selecling therefrom
the message whose contents are to be displayed. |f he wishes to answer it immediately, ha must prepare a
message of a type supported by lhe elecironic mail program, and send the message threugh 1 he network lo
User B.

It would clearly be proferable to invoka an intaractive session in which a message sent by User A ls im-
mediately displayed on User B’s screen for direct response by User B. Consider, for example, 2 firm in which
each employee uses a PC all of which are inlerconnected by a standard network, Supposa an employee (User
A) sends a draft of an important letter to bis boss (User B). Tha boss, al ter reviewing the received draft, wishes
fo establish an inleractive communlcation with User A, and optionally to involve in the discussion the depart-
ment manager (User C), Obviously, a copy of User A's draft is sent to User C, 56 as to permil a discussion to
be conducted belween the three parlicipants.

Alternativaly, User Amay bs replaced by a "groupware appiication” ruaning on a server. Such g groupware
application is shared by several users as in 1he case of a docurnent edited simultaneously by (wa or more au-
thoss. Conventional groupware applications permit each of the authors to effecl simullaneous editing of the
document whilst being logged into dif(erent worksiations. However, suppose Lhat during the course of ediling,
it is required to involve an addifional awihor who is a specialisi in a certain lopic discussed in the grovpware
documant. In such casas, it is requited to aslablish an interactive session beltwaen the groupware application
(running on one computer) and the specialist user who is generally logged into a different workstation,

W is clear that the above requirements cannol be realized in currently available electronic mailing systems
which, as explained above, are nof interactive.

In contrast to batch-type alecironic mailing systems, it is zlso known to provide an interactiva on-fine com-
munication belween users across 2 computer nedwork. Thus, for computers operating under the UNIX oper-
ating sysiem, there is provided a facility "TALK" whereby such inleractive comimunication may be achieved be-
tween several users. However, "TALK® and other similas interaclive communication melhods are intrusive since
only the usar wha sstablishes 1ha communication has control as to whan the commuaicalion Is to ba estab-
lished, whilst afl of the remaining users are likely o be disturbed during the performance of other asks. Thus,
typically, if User A invokes Lhe "TALK® facility in order to initiale an interactive communication with User B. a
message {lastes on the screen of User B's wockatation in order to inform him that User A wishes to esiablish

2
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a communication, if User B Is otherwise preoccupied and ignores the message, it will reappesr at regular in-
tarvals until finally User B also invakes the "TALK” tacility in arder to comrmunicate with User A, Until such com-
munication is established, the constant reappearance of warning-type messages on the screen of User B's
workstabon is inevilably intrusive end can be mosl irritating lo User B.

Furthermore, if User B repeatedly ignores the messages which appess on his screen advising him of User
A's desire to astablish an interactive dialogue and User A responds in kind, by axiting from the "TALK® facility,
no trace of the previous attempts to estadblish such dialogue is left in User A's workstation. Thus, if and when
User 8 is eventually free to respond lo the message originally dispatched by User A, there exists no race on
User A's workstation of his onginal attempts to establish such communication and it is thus now User B, and
no longer User A, who must Initiate the conununication.

Additionally, facllities such as “TALK" are inter.ded only for invoking interactive communications between
users working al respeclive workslations and have no provision for esiablishing such communication between
a users and an application or between (two agplications such as, for example, a groupware documenl being edit-
ed simuttaneously by differant users at raspective workstations.

BRIEF SUMMARY OF THE INVENTION

it is an objact of the invention to provide & method for establishing an interaciive dialogue betwean twa
or more workstaions in such 8 manner as to preserve the non-intrusive character of batch-type electronic mail
systems, whilsl neverlheless permilling an interaciive mufti-way communication to be canducied between the
perticipants.

According to the invention thers i3 provided for usae in a computer nstwork system comprising at least first
and second workstations adapted to send and rece:ve messages by utiiizing a suitable communication protocol
and further adapted 1o exchange batch messages by means of an electronic mai program stored in each of
said at least first and second workslations;

a method for establishing an intaractive communication batwean sald at Isast first and second work.
slations, said method characterized by the steps of:

(i) calegorizing said batch messages such that a batch message of 2 predetermined calegory informs a

receiving workstgtion \hst a sending workstation wishes to establish an interective communication be-

tween a specified fast logical port in the sending workstation and a specified second logical post in the
receiving workstation;

(ii) sending a batch message of Lhe predelermmned calegory having therein a refecence to seid first logica)

portfrom the first workslation to the second workstation so as o be received thereby and slored in storage

means containing a list of batch messages;

(iif) monitoring at the second workstation all batch messages in said storage means at spacified periods

of time;

(iv) noting the presence in said atorage means of a batch message of said predeter mined category;

(v) utilizing the communication protocol to send an iniiation signal from the second togical portin the sec-

ond worksfation to the first logical port in the first workstation; and

{vi) responsive to receipt of the initiation signal, establishing an interactive two-way commwnication be-

lween Lhe first logical port of Lhe first works(aton and the sscond logical port of the second workstation.

In accordance with such a method, the message may be sent directly from an application runaing in the
first workstation for subsequant staraga In the mailbox In the second workstation. Upon scanning the mailbox
in the second woarkstation, the user finds 8 message of the predelermined calegory. indicaling thal another
user or application on the nelwork wishes to establish a two-way interactive communication with him.

In normal batch-orientated ele clyonic mail systems. each message in a user's mailbox has a corresponding
title, by means of which the awaiting message can be identified. it is preferable to embed within the title of the
awailing message some indication that the messags is adapted for establishing a two-way interactive com-
municalion with a sending workslation. Alternatively, t his fact may not be appasem fromthe titfe of the message
ttself, in which case the recelving workstation will nol afford the awaiting messege any special priority, although
the very ac! of reading the message will invoke the required interactive cammunication.

According to a preferred embadiment, the method is usad in order lo estsblish an interactive communica-
tion between a groupware applicalion running on the first workslation and atleast one user working at s second
workstation who accesses the groupware application via 3 suitable interface window. In such a system, the
interface window al the sacond workstatlon is assoclaled with the second logical port thereof so that when
the desired two-way interactive communicabion is established between the first and second logical ports of
the firsl and second workstalions, respectively, Lhe grouvpware application running on Lhe firsl workstation will
interact directly wilh the user via the interface window of the sacond workstation.

3
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BRIEF DESCRIPTION OF THE DRAWINGS

For a clearer understanding of the invention and to see how the same may be carried out in practice, some
preferred embodiments will now be described, by way of non-limiling example only, with refarence to the ac-
companying drawings, in which:

Figs. 1a and 1b are block diagrams showing functionally a computer network system and a detad of a

workslation thereof for inplementing an electronic mail method according to the invention;

Fig. 2 is a simpiified flow diagram showing the principel operating steps assoclated with 2 sending work.

station in the system shown in Fig. 1;

Flg. 3 is a simplified low diagram showing tha principal operating steps associatad with a2 receiving work-

station in the system shown in Fig_ 1;

Fig. 4 is a flow diagram showing in somewhat greater delail the operaling steps shown in Fig. 3; and

Fig. 5 is a composite flow diagram showing the principal opersling steps of the system depicted in Fig. 1

operating under UNIX and wilizing the Internet communication protocod.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fige. 1a and 1b show a computer network sysiem 10 comprising a server 11 couplad, vla a communication
network depicted generally as 12 to a plurality of dlient computers 130 17. respectlively. Each of the computers
13 to 17 constitutes a workslation associaled with which is a storage device 19 and a display device 20. Typ-
ically, each of the computers 13 to 17 is adapted 10 run several tasks simultzneously, dala 2ssociated with
each task bsing displayed on the display device 20 in a correspording window 21 thereof.

In accordance with a preferred embodimant, the communication network 12 utiizes the (nternet standard
as & communication protocol and further ulllizes the so-called "Mutipurpose Internet Mail Extension® (MIME)
for the Internel standard. MIME provides means far exchanging mesgages belween users in an nternet-ori-
entated communication network. The massages may be ane of severaf different categorias such as, for ex-
ample, compuier execulable files, computer program processabie fites (such as spreadsheets), audio and vid-
eo sequences or a combination (hereof. The MIME standard permils the definition of a2 application’s specilic
category. This feature '3 exploiled by the invention for defining a unique category to tepresent an electronic
mail message which is configured lo establish a two-way inleractive communicalion between the server 14
and one or more of the client camputers 13 to 17.

Typical mail exchange under the MIME standard between computars inter-connected in a network as
shown in Fig, 18 is impfemented as follows, The server 11 as well as each of the dient compulers 13 to 17
has access to a stored maid reader program. Upon recelpt of a mail message sent from a user of one of the
client computers, the received message is stored in a so-called “maitbox” in the storage devica 19 associated
with the receiving comouter, The user of Lhe receiving computer reads the stored message on the display de-
vice 20, and by doing so he aclivales a mail reades progrem which, in turn, calls 8 matamail program which
assumes that the messages stored in the madbox are in 2 format which comforms to the MIME standard.

Once the user has selected the dasired mail mesasge to bs mad, the metamail program accesses the
desired message and relrieves therefrom the message category. it will be recalled 1that the message category
lypically defines the lype of data associaled with the ransmiited message.

Alist of avihorized cateqorias is stored in a database file dasignated as “meilcap” which insiructs the meta-
mail program what action to parfarm with respact to each of (he autharized catagories. Thus, if the message
is a lexi file categary, then a suilabie enlry in the maileap (3 may cause a slandard lex! edilor 6 be invoked
on the user's screen. I, on the other hand, \he authorized category denotes thal the message is an audio
fie, then a suitable entry wilhiin the meilcap lile will specity an audio program which can play back the audio
massage.

In accordance with the invention, a new awthorized category s stored in the mailcap denoting that a bateh-
ed message associaled therewith serves the purpose of establishing an interaclive communication beiween
a spectied lirst logical port in the sending workstation and a windaw 21 in the receiving workstation bound to
a specified secand logical port. In the descrnplion which foliows the new, authorized category will be denoted
by the term "Active Mail". Associaled with the Active Mail category is a procedure which performs a series of
sleps for establishing an interactive commmunication befween the first and second logical poris in the sending
and receiving workslalions, respectively.

Referring now to Figs. 2 and 3 of the drawings, there are shown simplified flow diagrams ralzaling 10 the
principal operating steps associated wilh the establishment of an interactive communication by means of elec-
tronic mail in 2ccordance with the modified MIME standard. Throughout ihe following explanation, it will be
assumed thal a groupware application running an the server 11 wishes to establish an interaclive communi-
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cation with the client computer 13, In a manner that will be described in detail below, the network address of
the logical portin the server 11 is encoded and embedded in a suiably constructad mail messags which further
includes the message category.

Thuy in accordance with the terminology introduced above, the message is categorized as "Aclive Mail”
and specifies the name of the sending socket. The thus encoded message is then sent to the client computer
13 whers it is slored in the mailbox thereof. Thereafter, the user working at ths client computer 13 scans his
mailbox and reads the awaiting message using the electronic mail program in the normal way. The awailing
message may, or may nat, be flagged as being of type Active Meil in Lhe tide by means of which it is identified
in the mailbox, theredy prompting the user to read the message contents with some urgency.

In any event, on reading the awailing message, the message categorsy Is decodsd and tha mailcap is ac-
cessed in order lo determing the operating instruction which must now be invoked responsive {0 2 message
category of the decoded lype.

Refersing to Fig. 4, this step will now be elaborated on assumning that the refevant instructions stored in
the mailcap is a program called "am connect”.

Initizlly, the "am connect” program decodes the network address of the logical port in the server 11 to
which a conneclion is o be eslablished and which is embedded in the received message. Therea(ter, a suitable
logical porl is defined in the receiving workstglion for commuaicaling with the decoded network address of
the logical port In the server 11. This Is followed by a serias of operating system primitives which open con-
nection between the (wo network addresses of the respective logical ports.

Upon completion of {he open communicalion, Lhere exists a bi-directional communication channel between
the respective network addresses of logical port in the servar 11 and that in the client workstation 13. The
“am connsct® program may now open a window on the screen of the client workstation 13 for displaying and
mediating an interactive communication between the user of client workstation 13 and the groupware appli-
cation running on the gerver 11, Obviously, the applicalion which mediates between the user of dient work-
station 13 and the groupware applicalion running on the server 11 may independently conduct the interaclive
communication once tha communication channel has been astablished. In sych cage, the "am connect” pro-
gram may terminate upon establishment of a succassiul connection.

Referring now to Fig. 5. Lhe siluation described above generally with respect to Figs. 2 to 4 of the drawings
will be described with perticuler reference to the UNIX operating system and with regard to a communication
protocal and an electronic mail system which conform with the "Internet” and "MIME* standard, respedively.
Suilable program medules written in the computer programming language "C* (or carrying oul the routines
shown functionally in Fig. 5 are included in an Appendix hereto.

Before describing how an interadlive communication is egltatlished vsing a suilably modified electronic mail
program oparating under UNIX, a further consideralion should be understood. In UNIX, the logical ports are
implemented using the so-called "socket” mechanism, The socket mechanism enables a warkstation having
one global internst addeess to support a plurality of lasks. In order to distinguish between the various tasks
funning on the same workstation, 8 unique global identifier & associsted with each of the running tasks so
as to render the task identiliable by other tasks running on tha network. Thus, 2 message which is sent to @
spacifictask In a workstation has to encads both the physical destination address of the receiving workstation,
as well as the logical port (“socket”) which identities the application running thereon.

in other words, since the UNIX operating system is 2 mult-iasking environment, it is not encugh lo define
only the destination address of the raceiving computer: g fogical port associated with a specific task or appli-
cation must also be spacifisd. The cambination of the physical address and the logical port is referred to as
a "network address of the logical port”. In the terminology of UNIX and Internel, a network address of the
logical pori is referred to as e "socket name”,

The following dsscnplion assumes that communication between two workstations employs the Internet
"stream” communication protocdl. Rowever, it will be apparenl that other profocols may aqually well be em-
ployed such as, for example. the laternet *datagram” protocol and so on.

It should further be understood that, in accordance with the UNIX operating system, once a connection
Is established between respective sockets In different workstations, there exists a logical bidirectional connec-
tion beiween the sockets, whereupon the application which interacts through the respective socket may refer
thereto as if it were 2 siandard oviput or inpul stream. Thus, if a connection is established between a fwst socket
in b first workslation and 8 second socket in g second workstalion. the application assacialed with the first
socket may interact with the application associated with the second socket simply by invoking “WRITE" or
"READ" instructions_ The underlying communication layers in (he operating system structure will take cars lo
ensure that the message is properly routed to the required deslination.

lL should also be added. lor the sake of completeness, that the socket mechanisin is well known to those
versed in the UNIX operating 8ystem and s therefore nol discuased in greater detail.

5
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In the description which follows. whenever g service supparted by 1he UNIX opersting system is invoked,
the servica name will ba symbalically indicated, omitting, for the saka of simplicity, refesenca to any parametars
transferred to the service or received therefrom. The precise syntax for calling the UNIX services is familiar
lo thosa skilled in the art and lkewise, since the services Lhemsalveg are nol a specilic featura of the present
invention, a detailed description thereof is unnecessary.

At the outset. the groupware application runaing on the server 11 invokas tha "sacket® primitive supplied
by the operating system in arder to obtain a socket number which will be associated therewith. This baving
been achieved, it is required o bind the socket number to a socket name (SN) and (his is achieved by the *bing”
se¢vice which i fed with the socket number obtained as a parameter in the previous stage, The “bing* service
performs a seras of staps, some of which are responsible for ths binding of the logical socket to the glabal
Internet address. To this end, the standing groupware application has a defined togical port or socket bound
to which is a global Internet address through which communication with another workstation in Lhe network
may be esteblished.

Thereafter, the "listan® sarvica is called, this being responsible for contralling the number of simultaneous
communication acknowledgements (hat the serves 11 can handle. Upon completion of the initializalion phase,
the groupware application running on the server 11 prepares an Aclive Mail message which conforms lo the
MIME standard. The message is categorized as "Aclive Mail® and has embedded lherein the encoded sockel
name obialnad by the previous step.

The message is now sent across the network to its destination. i.e. dient workstation 13. The server 11
now performs the “accepl” service which, when invoked, permits the server 11 (0 receive cxmmunication re-
quests eddressed to 8 specific socket name 8o &8 to estedlish communication with a calling workstation.

Meanwhile, at the client workstation 13, the user aclivates the Read Mail pragram for accessing his mail-
box. Upon selecting the message sent from the server 11, the "Metamail” service is activated which assumes
that the message confarms 1o the MIME standard and refrieves therefrom the message category, i.e. "Aclive
Mail®,

The thus decoded message category is cross-raferanced In the mallcap file in order 1o determine which
service is (o be invoked responsive to a message of category Active Mail.

In this case, it is assuned that \he mailcap file includes an enlry which specifies Lhat the Active Mail cat-
egory corfesponds to the service "am connect”. As 8 result, the “am conpect” program is invaked which per-
forma several steps.

First, the encoded socket number embedded in the message is decoded. Thereafter, the "socket® sesvice
is invoked in order to obtain a sockel number in dient worksiztion 13 which will be connected to the pre-defined
sockel of the server 11. The "connecl” sefvice is now called whersby g bi-directional cormmmunication channel
between the two respective sockets is established.

From the perspective of the “connect’ service, the originating computer is the client workstation 13 and
the destination computer is the server 11, Since the server 11 is in the "Accept” status awailing a communi-
cetion request (or coupling a remote workslation to the same socket of the server 11 a3 i3 now requesied by
the "connect” servics, the required di-dgectional connection is now established. Af this stage, a window is
opsned on the user's screen of tha dient workstation 13, whereby the application in the clent workstation 13
mediates between the underlying socket connection and the thus-delined window. This gives rise to applica-
lion-dependenl communication between the groupware applicalion running on the server 11 and (he mediating
application in the dient workstation 13, whereby the user of the client workstation §3 may Interactively com-
municate with the groupware application running on the server 11 through the corresponding sockels in the
servee 11 and lhe chent workslation 13.

in the case, as described above, where a groupware applicetion initiates the communication so 23 1o permit
muitiple. simullaneous processing thereof by a plurality of indepandent users, thera is an implicit assumption
that the server, on which the grovpware application is loaded, is logged on o active when the user al the sec-
ond workstation reads the appropriate mailbox message. Such an assumption is likely to be valid, particularty
in cases in which the groupware apglication iniliates the communication from a server.

It should further be noted that, whilst in the preferred embodiment, only two workstations are intercon-
nected for two-directional interactive communication, in general a sending workstation can be connecied to
any number of receiving workstations in an analogous manner to {hat described. Thus, for example, the first
workstation may be sssociated through a third logreal port, different to the [irst logical port, to a fourlh (ogical
port associaled with 2 third workstation. In simifar manner, each of the second and third workslations may
Ikewise be linked to yet further workstatons.

Thus. the invention as described, permits not anly simitaneous. real-time editing, for example, of a group-
ware document but allows anolher vser not presently involved to be invited \o parlicipate. The invitation to par-
ticipate, being effected through elecironic mail, is non-intrusbve, atthough the very act of reading the dispatch-

6
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ed message causes the deslred two-way interactive communication (o be established.

In the preferred embodimant dascribad abave, only a single groupware application is connecied to a single
window in a receiving workstation. However, it will be readily appreciated that any number of applications can
be conneded o corresponding windows via appropriate logical posts in either a single workslation or, indeed,
in a plurality of workstations.

It will further be noted thatthe invention produces a bi-directional communication which at its most general
is between a server applicalion and a ¢lient applicalion, as shown in Fig. 5. n such case, f the client application
operates within e window on the client’s workstation, then the client application must perform additionad steps
in order to route the communication to the appropiiate window.

However, if the window system of the receiver of an Active Mail massage run a natwork-based window
system, such as X under UNIX, then a simpler variant of the above protocol i available. In accordance with
such a prolocol, upon eslatlishing the two-way interaclive communication, the receiver notilies the sender of
the global Internel address of its workstation (or X terminaf) and execuvles a command which allows the server
ta interact diractly with the recaiver’s window system. In such a case, tha interactive communication is not be-
tween an application running on tha servey and a process on the dient's worksiation which then talks to the
window, but rather a direct connection between the application ruaning on the server and the window on the
receiver's screen.

Furthermare, whilst in the prefarred embodiment the two-way Interactive communication or dalogus Is
effected through the camputer network. this is nol a requirement of the invention. Thes. consider a receiving
user whose workstation is connecled to the receiving user's telephone line either direclly or via a P8X. Tha
a¢t of reading his meilbox and finding a message of the Active Mail category, may, for example, automatically
dia) the sender and permit the receiving user to establish a dialogue with the sendey via the telephone. This
approach can, likewise, be extended to any number of participants using shared telephone o conferencing
techniques.

Yet o further use of the invention is to effect an interactive communication between lwo applications (un-
ning on respective workstations, whist obviating the nsed for human interferance. Thus, for example, consider
a program which prompts a user to enter iformation and then continues operation along different branches,
in accordance with the data entered by Lhe operatr.

Instead of a human operator providing the desired information, it is clearly passible to incorporate \he re-
sponses in a data file for remote reading by the application. In such case, the invention may be employed to
Initiate an interactive communication between the workstation on which the application is loaded to the remote
workstation on which ihe data file is loaded. The data file itsell is, of course, incorporated within an application
which, upon sansing the praegence of an Active Mail-type messege in its mailbox, avtomnalicslly reads the mes-
sage so as to establish the required interactive communication with the sending workstation.

The present invenlion also permits a logiczl port to be forwarded from a linked user to a non-linked user,
50 as to connect the nondinked user to the application. Thus, suppose that User B receives from User A a
message of the Actlve Mail category having embedded therein the logical port associsted with User A's work-
station. He may perform the steps according lo the invention in order to establish an interactive communication
with User A. Agditionglly, or altesnatively, providing that the Tlisten” service will manage a sufficient number
of conpection requests, he may forward the Active Mall message to a third user, User G who will then see the
message in his mailbox as i it were directed from User A, there being no reference at al) to Lhe facl that Lhis
measage was, in fact, dispatchad by User B.

User C can than establish an intaractive communication with User A in the normal manner. This facity is
rendered possible because the logical pori associated with the sending warkstation is embedded in the mes-
sage dispalched thereby: the embedding being elfected when the message is configured and not when it is
dispatched.

Such an approach might be used, for axamgle, whan User A dispatches a message to User 8 who reads
the Active Mai-type meassage in order to establish the required interactive communication, and then decides
that it would be beneficial to involve a third pasticipent, User C. In such case, he need only forward the Active
Mail mesaage to User C, there being no reguirement tor User 8 to enter the electronic malf program, construct
a suitable Aclive Mail-lype message and dispatch it to User C,

In the detailed description of a preferred embodiment, no menlion has been made of ihe type of data as-
socigled wilh the message olher than that Lhe message iiself must. of course, be of the Aclive Mail calegory.
However, in addition to (he Active Mail message which simpty establishes the required inleraclive communi-
cation, there may be attached thereto any other messags of a supported category such as, for examole, text,
audio, graphics and so on. Such an approach obwvales the need for two separate messages to be sent: one
for establishing the required interactive commuanication and Lhe othes for dispatching electronic mail in the nor-
mal mannef.
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it wili be understood that such an approach is possible anly upder electronic mall standards which support
multiple message calegorias and attachments. Whilst this true of the MIME standard for "Internet” it is aot, of
course, universally true. Nevertheless, with slight modification, the invention is applicable even to electronic
mail standards which are less versatie than MIME.

Thus, suppose that the electronic mail standard supports only text messages which may indude typed
altachments. Then the mail reading pragram can be upgraded to handle Active Maif atiachments by calling AM
Conned to process them. To invoke Active Mail, a suitably coded text message is written and despatched by
electronic mail from the sending to the receiving workstations, Such a message might include an atachment
of type “Active Meil” and the sending socket number (SN) might be included i the altachment On reading
such a2 message, the mail reading program reads the altachmant and knows to connact the receiving work-
station to socket SN of the sending workstation.

Suppose, however, that only texi is supported by Ihe electronic mail standard. In this case, to invoke Aclive
Mail, 3 suitably coded lext message is writlen and despatched by electronic mail from the sending to the re-
ceiving workstation. Such a message might indude a banner reading: "Active Mall’ and the sending socket
name (SN) might be included as part of the message. The mail reading program can then be modified so that
on reading such a message, the mail reading program sees the banner "Active Mail® and, upon decoding the
socket name (SN) from the remainder of the message. knows to connect (he receiving workslalion to socket
SN of the sending workstation.

Although the invention described with particular reference to Fig. 5 of the drawings relates to a network
operating under UNIX and employing [he Inlernet communications protecol, the mare genera) description re-
lating to Figs. 2 to 4 is applicable both to the Internet protocol and to other network protocols. Thus, it is con-
temnplated that the arrangament described with referance to Figs. 2 to 4 may be easily adapted to any system
having mail capabllitles and a Point-to-Point communication, such as NOVELL and Net-Blos based networks,
Including LAN-Manager.

No mention has bean made so far with regard (o disconnecting a client from the server after having es-
tabllshed an interacitva communication In accordance with the invention. [t shoutd ba noted that standard
means may be employed by the client and/or the server in order to effect such disconnection.

Finally, whilst the invention has been described with reference to establishing an interactive commuaica-
tion between two or more worksiations in lhe same network, it will be clear that it is equally feasible for the
wor kstations 1o de In different interconnecied networks. All that Js requived is for 8 unlque network name o
be raserved for the logical port in each warkstation.
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APPENDIX
s Example of Server Code
/l
¢ Server Demo.
* Scnd mail messages containing the local addr to several mail clicots
10 * and crcate a haad-shake,
*/
#define MarkErmor(Str,Code) (printf("Error : %s\0",Str);, exit(Code}; }
' #define  MAX SIZE 1024
#define QUEUE_LEN 3§
#define TMP_FILE NAME “/tmp/am.tmp”
fFdefine SEND _MAIL_CMD “/usr/lib/sendmail”
#define SUBJECT “Subject: ActiveMail conncction\n”
» #deline CONTENT _TYPE “Content-Type: ActiveMail\n\n"
#iaclude <erroo.b>
#include <stdio.h>
#include <string.h>
2 #include <fentlh>
#include <signal.h>
#inciude <sys/time.b>
#include <sys/ioctl.h>
#ioclude <sys/lypes.b>
30 #include <sys/stat.h>
#include <sys/socket.h>
#include <petinet/in.h>
#include <netdb.h>
#include <sys/param.h>
35
char  BufferyfMAX SIZE|, /* General purpose bulfer */
@ main()
struct hostent *hostP;
struct sockaddr_in  ServerSa;
e char HosIName[MAXHOSTNAMELEN]
int Serverlen, ServerFd;
/J
¢ Get host name and host oetwork paramelers. Fill the sockel name
80 * with the neiwork addr.
*/
if ( gethostname(HostName, MAXHOSTNAMELEN) )
MarkError(*Cannol get host name®, 1);
85
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if ( (bostP = gethostbyname(HostName)) == NULL)
MarkError("Canoot get bost petwork params®, 1);

if (hostP->h addriype = AF_INET)
MarkError("fnvalid address type”, 1);

/l

* Set the socket name parameters, and lot the UNIX c¢hooss a port for you.
*/

bzero((char “Y&ScrverSa), sizeof (ServerSa));

ScrverSasin_family = AF_INET;

beopy(bostP->b_addr, &(ServerSasin_addrs_addr), hostP->h_length);
SceverSasio_port = 0;

if ((ServerFd = sockel(AF_INET, SOCK_STREAM, 0)) < 0)
MarkError(*Cannot open socket®, 1)

if ( bind(ServerPd, &ServerSa, sizeof ServerSa) < 0)
MarkEeror("Cannot bind socket”, 1);

.

* Check thal we got 3 valid port.
*/

Serverlen = sizeof(ServerSa);

if ( getsockname(ScryerFd, (struct sockaddr *) &ScrvecSa, &SorverLen) < 0)
MarkError("Cannot get socket name”, 1);

if ( ntohs(ServerSasio_port) == 0)
MarkEryor("Uncorrect port sumber, 1)

/l
* Listen oo the socket and csll the requests bandling routinc.

"/

if ( listen(Serverfd, QUEUE LEN) <-1)
MarkError("Caarnot listen®, 1);

HandleRequests(ServerFd, &ServerSa),

) /° main */

/i“ttt‘li.i‘h.‘.‘I‘iiA‘A""" LY rl qvvd (LI IIAY T L) L)) soROIYVENY

¢

* For input Sockel and its name SocketName, send a formatted form of the
* pame 1o mail clients, and wait for connection requesis {rom the client

* on SockeL Upon such a request establish a hand-shake.
L]

[ A T LYY R LYY 2 A N AT Y T YN 1Y 1] a.oa--h.-.om-u-‘cctttc‘uﬂu;bbtu/

HaoedlcRequesis(Socket, SocketName)

int  Socket;
struct sockaddr i *SockelName;
{

struct sockaddr_in  ClientSay;

10

Page 812 of 1000



EP 0 581 722 A1

char MauM:ngOj,
char “p
5 char SendMailCmd(MAX _SIZE}
int Chientlen;
int ClientFd, TopFd,
ot NuwOIClients=0;
short SurLen, BytesRead;
0 )

* Format the Socket-Name, and write it 10 a temporary file,
* The file will be sent by mail to the client.

*f
45 SocketNameToSur(SocketName, MailMsg);

if ((TmpFd = open( TMP_FILE_NAME, O_WRONLY | O_CREAT)) < 0)
MarkError(*Cannot opcn tmp file’, TmpFd);
if ( wrile(TmpFd,SUBJECT.sirlea(SUBJECT)) != strien(SUBJECT) )
MarkError(*Cannot write to (mp file”, 1}
2 if ( write(TmpFd,CONTENT TYPE;surlen(CONTENT_TYPE)) = strlea(CONTENT_TYPE) )
MarkError("Cannot write (o 1mp [ile”, 1};
il ( write{ TmpFd, MailMsg, sirien(MailMsg)) = strlen(MailMsg) )
MarkErsor("Cannot write to tmp file", 1),
close(TmpFd),
25 ¢bmod( TMP_FILE_NAME, S IRUSR|S_IWUSR | S_IROTH});

/‘
* Loop:
“ Get mail targen, send it the local socket name and wail for a
Y * ¢Onneclion request.
* Oobce a conneclion is established, creute a hand-shake.
*/
while(1) {
36
printf(*\nEnicr mail address [vame@addr)> 7);
scanl("Fx", Bulfer);
printf("Scndiog mail lo %s __\n*, Buffer),
sprintf( SendMailCmd, “%6s %s < %s", SEND_MAJL_CMD, Buifer, TMP_FILE_NAME),
system({SendMailCmad);

Clien(Len = sizcof(ChientSa),
if ( (ClientFd = accept(Socket, &ClientSa, &Chcn(Lcn)) <0)
MarkError(*Cannot accepl’, 1);

4 A
* Write a message to the clicnt.
Y/
sprintf(Bulfer, "You are clicat number %4°, NumOfClicats++);
StrLeo = stelen(Buffer);

o write(ClientFd, (char *)(&SirLen), sizeof(StrLen));
write(ClientFd, Buffer, sirlen{Buffer))

11
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/o
* Read the acknowledgment from the client.
"/
s BytesRead = recv(ClientFd, (char *}(&StrLen), sizeof(StrLen), OY;

i{ ( BytesRead != sizeof(StrLen) )
MarkError(“Cannot read message size", 1);

BytesRead = recv(CliestFd, Buffer, Strlen, 0);
10 if ( BytesRead != Stilen )
MarkError("Cannot read message size', 1);
BulferiBytesRead] = "\0%
printf("Recieved message ¢ %s\n’, Buffer);

15 } /* while */

} /* HandleRequests */

20 & 4 Y &
/e . casscrasns son .
* Format SocketName (o & string conlaining the family, port and address,
¢ Output the formatted form in Str.
2 *
CONVEANP LD AR NUYNEGEN A OUR LSOV 5B 2400050000000 (21T ) /
SocketNameToStr(SocketName, Str)
struct sockaddr_in *SocketName;
50 char °*Sir
{
sprintf( Str, "%4hx %akx %8Ix\n" SocketName->sin_family,
SockctName->sio_port,
SocketName->sin_addrs_adds );
B ) /° SocketRamcToSIr ¢/
£
45
50
85

12
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Example of Client Code

/‘
. Client Dewo.
s * Op input [0 in the command line, connect Lo a server whose address is
* formatted in the file. Establish a band-shake and terminate.
»
*/
© #dcfine MarkError(Str,Code) {printf(*Error : %s\n",Str); cxit{Code); }
#define MAX_SIZE 1024
#dcfine BDR_LEN 2
#include <errno.b>
15 #include <stdio.b>
#include <string.b>
#include <fentlbh>
#ioclude <signal.h>
#include <sys/time.h>
20 #include <sys/ioctlLh>
#include <sys/types.h>
#include <sys/socket.h>
#include <nelinet/inb>
#inciude <nctdb.b>
23 #ioclude <sys/param.h>
char  Buflcr[MAX_SIZE}L /* Geocral purpose buffer */
main(argcargy)
20 int arge;
char ‘argv[};
{
struct sockaddr_in  ServerSa;
35 char *p;
in Clien{Fd;
short BylesRead, Strlen;
FILE *Fin;
@ if (rrge '=2){
print[("Usage : client FileName\n');
exit(0),
)
s /*
* Open the file and read the formatted internet addr from it.
*/
if ((Fia = [open{ argv|1}, 'r')) == NULL )
% MarkEcror(*Cannot open file”, 1);
fscanf(Fin, “%4hx %4bx %8lx", &(ScrverSasin family),
&(ServerSa.sin_port),
&(ServerSasin_addr.s_addr) ):
s fclose(Fin),

11
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/O
* Conoecl with the server.

*/

if ((ClicntFd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
MarkEsror("Cannot open socket’, 1),

if { conneci(ClientFd, &ServerSa, sizeof(ServerSa)) < 0)
MarkError("Cannot connect (o server”, 1)

/C
* Read a message from the server.

¥/

BytesRead = recv(ClientFd, (char "} &StrLen), sizeof(StrLen), Q)
if ( BytesRead != sizeof(StrLen) )
MarkError("Cennol yead message size”, 1),

BytesRead = recv(ClicntFd, Buffer, Strlen, 0);
if { BytesRead '= StrLen )

MarkError("Cannot read message size”, 1);
Buffer[BylesRead) = "\0";
prinif("Reccived message : %s\n”, Buffer);

/I
* Write an acknowledgment to the server.

*/

strepy(Buffer, "Got Your message”);

StrLen = sirten(Buffer);

wrile(ClicntFd, (cbar *)(&StrLen), sizeof(StrLen));
write(ClientFd, Buffer, StrLen);

close(ClientFd),

} /® main °/

Glaims

For use ln a computer network system {(10) comorising at feast first and second workstations (11, 13, 14,
15, 18, 17) adapted 1o send and receive messages by ublizing a suitable communication protocal and fur-
ther adapted to exchange batch messages by means of an elecironic mail program stosed in each of said
atleas) first and second woarkstations;
a method for esiablishing an interactive communication betwesn sald at least first and secand
workstalions, said method characterized by the steps of;
(i} categorizing said batch messages such that a batch message of a predelermined calegory informs
a receiving workstation that a sending workstation wishes to establish an imleragtive communication
between a specified first logical port in the sending workstation and e specified second logical port in
Lhe receiving warkstation;
(ii) sending 2 balch message of the predelermined category having therein a refarence to saig first
logical port from the first workstation to the second workslation so as to be received thereby and alored
in 8 storage means (19) conlaining a tist of baich messages;
(it) monitoring al tha second workstation all balch messages in said storage means (19) at specied
periods of time;
(iv) noting the presence in said storage means (13) of a batch message of said predetermined category;
(v) utitizing the communication orotocal to send an indiation signal from the second logical port in the
second workstalion o the first logical port in the first workstation; and

14
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{vi) responsive lo receipt of the initiation signal, establishing an interaclive two-way communication bs-
tween thefirstlogical port of the first warksiation and the second logical portof the second workstation.

The method accarding to Claim 1, wherein the first logical port of the first workstation is associated with
a groupware application,

The method according to Claim 1, wherein the first togical port of the first worksiation and the second
logical port of the second workstation ars each associated with respactive applications which interactivaly
commaunicats wilth aach olher.

The method according to Claim 1, wherein the computer network system comprises at (east two inter-
connected networks and saig first and second workstetions are located in different ones of said intercon-
necled networks.

The method according to Claim 1, wherein sald batch message includes an attachment having therein
data of a categary supported by the elsctronic mail program, whereby upon reading the message, said
date is automalically oulput to the second workstation.

The method according to Claim 1, wherein the firstlogical port in the first workstation serves only to es-
tablish 2 commuaication whereupon the communication ls aubsaquently rauted via a third logical port to
the first workstation, thereby permitting mudtiple connections to be established to the first workstation via
said first logical port.

Tha method acoording to Clalm 1, whersin the first workstation establishas sald interaciive two-way com-
munication with sald second workstation and with at least one third workstation whereby aff three work-
statons communicate simultaneously.

The method according to Claim 7, wherein the second workstation and said atleast ane third workstation
are each coupled to different loglcal ports in the first workstation,

The method according to Claim 1, wherein the compuler network system operates under UNIX.
The methad accorgding to Ciaim 1, wherein the computer network system operates undes NOVELL,
The method according to Claim 1, wherein the computer network system operates under LAN Manager.

The method accarding to Claim 1, wherein:

multiple message categories ars supported by the elsctronic mag program, and

a unique message category is defined indicating 1hat the sending workslation wishes lo eslablish
said communication with (he ceceiving workstation.

. The method according to Claim 1, wherein:

multiple message categories are nol supported by the elecironic mail program,

the electronic mad program supports atlachments, and

said reference to the (irst logical port is indluded within an atlachiment which serves as an argumeat
to the electronic mail program on reading the batch message at the receiving workstation.

The methad according to Oalm 1, wherein:

multiple message categories are not supported by the electronic mail program,

the electronic mad program does not support altachments, a banner is included wilhin the batch
message to inform the electronic mad program Lhat the sending workstation wishes (o establish said com-
munication with the recaiving workstation, and

the first logicel port of the sending workstation is encoded within the batch message and serves
as an argument to the electronic mail program on reading the batch message at the receiving workstation.

The method according to Cleim 1, wherein;

Ihe second workstation runs a network based window system associated with a global network
address of the second workstation and having means for determining whether a process running on a
remote wosksltation is authorized to open g window (21) on tha second warkstation and communicate with
said window (21), and

15
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prior to step (v) thare is included the further step of.

(ivb) authorizing the flrst logical port of tha first workstation to opsn a window (21) on the second
workstation;

whereby:

in step (v) the communication protocol is utilized in order to supply the global network address of
the sacond workstation to the first logical portin the first workstation, and

upon performing step (vi), a signal is sent from the first warkstation to the second workstation in
order to open a window (21) on the second workstation with which the first workstaton-may interact with
auser on the second workstation.

Ths method according to Claim 15, wherein:

the network based window system is X said meang for determining whether a process running on
a remole workslation is authorized to open a window (21) on the second workstation ang communicaie
with said window (21) comprising e list of addresses each in respect of a remote workstation which is au-
thorizad to open said window (21) and communicate therewlth, and

in step (ivb) the first workstation Is added to the list of addresses in the second woskstation,

16
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Inre PATENT APPLICATION OF: Attorney Docket:  2655-0188

Net2Phone, Inc. Group Art Unit: 3992

Control No 90/010, 41 6 Examiner: KOSOWSKI, Alexander
LA gt TR L . B TER AP R 2l § A -t - : ,J‘ g L A o i

Issue Date:  August 22, 2000 Date: June 11, 2009

Title: POINT-TO-POINT INTERNET

Confirmation No.: 1061

PROTOCOL

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among
the “References Cited” on any patent to issue therefrom,

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

N2P-TNDSNN3T7A

Page 825 of 1000



In re Application of: Net2Phone, Inc.
Control No.: 90/010,416
Page 2 of 4

XI  This Information Disclosure Statement is being filed within three (3)
months of the U.S. filing date OR before the mailing date of a first Office Action
on the merits. No certification or fee is required.
L]  This Information Disclosure Statement is bciné filed more than three (3)
months after the U.S. filing date AND after the mailing date of the first Office
Action on the merits, but before the mailing date of a Final Rejection or Notice of
Allowance.
[C]  Ihereby certify that each item of information contained in this
Information Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application not more than
three (3) months prior to the filing of this Information Disclosure
Statement. 37 C.E.R. § 1.97(e)(1).
[] T hereby certify that no item of information in this Information
Disclosure Statement was cited in a communication from a foreign patent
office in a counterpart foreign application or, to my knowledge after
making reasonable inquiry, was known to any individual designated in 37
C.F.R. § 1.56(c) more than three (3) months prior to the filing of this
Information Disclosure Statement. 37 C.E.R. § 1.97(e)(2).
[] Attached is our check no. _____in the amount required under 37
C.F.R. § 1.17(p). Please credit or debit Deposit Account No. 501860 as
needed to ensure consideration of the disclosed information. A duplicate
copy of this paper is attached.
[(]  This Information Disclosure Statement is being filed more than three (3)
months after the U.S. filing date and after the mailing date of a Final Rejection or
Notice of Allowance, but before payment of the Issue Fee. Applicant(s) hereby
requests that the Information Disclosure Statement be considered. Attached is our

check in the amount required under 37 C.F.R. § 1.17(p). Please credit or debit
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,416
Page 3 of 4

Deposit Account No. 501860 as needed to ensure consideration of the disclosed

information. A duplicate copy of this paper is attached.
[ Ihereby certify that each item of information contained in this
Information Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application not more than
three (3) months prior to the filing of this Information Disclosure
Statement. 37 C.F.R. § 1.97(e)(1).
] Ihereby certify that no item of information in this Information
Disclosure Statement was cited in a communication from a foreign patent
office in a counterpart foreign application and, to my knowledge after
making reasonable inquiry, was known to any individual designated in 37
C.F.R. § 1.56(¢) more than three (3) months prior to the filing of this
Information Disclosure Statement. 37 C.ER. § 1.97(e)(2).

[] Relevance of the non-English language reference(s) is/are discussed in the

present specification.

[ ] The reference(s) was/were cited in a counterpart foreign application. An

English language version of the foreign search report is attached for the

Examiner’s information.

[ ] A concise explanation of the relevance of the non-English language

reference(s) appear(s) in the Appendix hereto.

[] The Examiner’s attention is directed to co-pending U.S. Patent Application

No._ ,filed __ , which is directed to related technical subject matter. The

identification of this U.S. Patent Application is not to be construed as a waiver of

secrecy as to that application now or upon issuance of the present application as a

patent. The Examiner is respectfully requested to consider the cited application

and the art cited therein during examination.
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In re Application of: Net2Phone, Inc.
Control No.: 90/010,416
Page 4 of 4

[[]  Copies of the references were cited by or submitted to the Office in parent
ApplicationNo. _, filed__, which is relied upon for an earlier filing date
under 35 U.S.C. 120. Thus, Form PTO 1449 is attached without copies of these
references. 37 C.F.R. § 1.98(d).

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2655-0188.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted lo be filed, or which should have been filed herewith or concerming any
paper filed hereafter, and which may be required under Rufes 16-18 (missing or insufficiencies only) now or
hereafier relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of lhis sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

CUSTOMER NUMBER Respectfully submitted,

42624

Davidson Berquist Jackson & Gowdey LLP By: W&\

4300 Wilson Blvd., 7th Floor, Michael R. Casey, Ph.D. -

Arlington Virginia 22203 : : .
Main: (703) 804-6400 » FAX: (703) 894-6430 Registration No.: 40,29
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CERTIFICATE OF SERVICE

The undersigned hereby certifies that, on June 11, 2009, the Information Disclosure

Statements (with references in electronic format, as agreed by requestor) filed in Reexam Control

Numbers:
1) 90/010,422;
2) 90/010,424;
3) 90/010,421;
4) 90/010,416; and
5) 90/010,423
were served by FedEx (tracking no. 796686808721), on Requestor:
Blakely, Sokoloff, Taylor & Zafman LLP

1279 Oakmead Parkway
Sunnyvale, CA 94085-4040

Michael R. Casey, Ph.D.

WJ)&E
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Reexam number 90/010,416
First Named Inventor Hutton
INFORMATION DISCLOSURE
Patent Under Re-Exam [6108704
STATEMENT BY APPLICANT
FORM PTO-1449 (modified) {ssue Date 2000/08/22
Group Art Unit 3892
Examiner Name KOSOWSKI, ALEXANDER J
Attorney Docket No. 2655-0188
Sheet 1 of 67 Confirmation No. 1061
U.S. PATENT DOCUMENTS
Examiner| Cite Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document
1-1 US-4313035 1982/01/26 Jordan et al.
1-2 US-4423414 1983/12/27 Bryant et al.
1-3 US-4491693 1985/01/01 Sanoetal.
14 US-4602132 1986/07/22 Nagatomi et al.
1-5 US-46530390 1987/03/24 Hayden, C.
1-6 US-4658093 1987/14/04 Hellman
1-7 US-4706274 1987/11/10 Baker et al.
1-8 U