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BACKGROUND OF THE TINVENTION

1. Field of the Invention
This disclosure relates to network communication
5 protocols, and in particular to a point-to-point.protocol
for use with the Internet.
2. Description of the Related Art
The increased popularity of on-line services such
as AMERICA ONLINE™, COMPUSERVE®, and other services such as
10 Internet gateways have spurred applications to provide
multimedia, including video and voice clips, to online
users. An example of an online voice clip application is
VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR AMERICA
ONLINE™, available from Bonzi Software, as described in
15 “sSimple Utilities Send Voice E-Mail Online", MULTIMEDIA
WORLD; VOL. 2, NO. 9, August 1995, p. 52. Using such Voice
E-Mail software, a user may create an audio message to be
sent to a predetermined E-mail address specified by the
user. |
Eb 20 Generally, devices interfacinthhe Internet and
other online services may communicate with each other upon
establishing respective device addresses. One type of
device address is the Internet Protocol (IP) address, which

acts as a pointer to the device associated with the IP

o)
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address. A typical device may have a Serial Line Internet
Protocol or Point-to-Point Protocol (SLIP/PPP) account with
a permanent IP address for receiving e-mail, voicemail, and
the like over the Internet. E-mail and voicemail is
generally intended to convey text, audio, etc., with any
routing information such as an IP address and routing
headers generally being considered an artifact of the
communication, or even gibberish to the recipient.

Devices such as a host computer or server of a
company may include multiple modems for connection of users
to the Internet, with a temporary IP address allocated to
each user. For example, the host computer may have a
general IP address "XXX.XXX.XXX.XXX", and each user may be

XXX XXX XXX+ 10

allocated a successive IP address of

- ’

XXX XXX XXX, ) XXX XXX XXX 7
“XENTINXNEEIRETIE, 0002, ete. Such temporary
Al AL

IP addresses may be reassigned or recycled to the users, for
example, as each user is successively connected to an
outside party. For example, a host computer of a company
may support a maximum of 254 IP addresses which are pooled
and shared between devices connected to the host computer.

Permanent IP addresses of users and devices
accessing the Internet readily support point-to-point
communications of voice and video signals over the Internet.
For example, realtime video teleconferencing has been

implemented using dedicated IP addresses and mechanisns
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known as reflectors. Due to the‘dYnamic nature of temporary
IP addresses of some devices accessing the Internet, point-

to-point communications in realtime of voice and video have

been generally difficult to attain.

. SUMMARY OF THE INVENTION

A pdint—to-point Internet protocol is disclosed
which exchanges Internet Protocol (IP) addresses between
processing units to establish a point-to-point communication
link between the processing units through the Internet.

A first point-to-point Internet protocol is
disclosed which includes the steps of:

(a) storing in a database a respective IP address
of a set of processing units that have an on-line status
with'respect to the Internet; |

(b) transmitting a query from a first processing
unit to a connection server to determine the on-line staﬁus
of a second processing unit; and

(c) retrieving the IP address of the second unit
from the database using the connection server, in response
to the determination of a positive on-line status of the
second processing unit, fof establishing a point-to-point
communication link between the first and second processing

units through the Internet.
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A second point-to-point Internet protocol is
disclosed, which includes the steps of:

{(a) transmitting an E-mail signal, including a
first IP address, from a first processing unit;

(b) processing the E-mail signal through the
Internet to deliver the E-mail signal to a second processing
unit; and

(c) transmitting a second IP address to the first
processing unit for establishing a point-to-point
communication link between the first and second processing
units through the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

The features of the disclosed point-to-point
Internet protocol and system will become more readily
apparent and may be better understood by referring to the
following detailed description of an illustrative embodiment
of the present invention, taken in conjunction with the
accompanying drawings, where:

FIG. 1 illustrates, in block diagram format, a
system for the disclosed point-to-point Internet protocol;

FIG. 2 illustrates, in block diagram format, the
system using a secondary point-to-poinﬁ Internet protocol;

'FIG. 3 illustrates, in block diagram format, the
system of FIGS. 1-2 with the point-to-point Internet

protocol established;

-4 -
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FIG. 4 is another block diagram of the system of
FIGS. 1-2 with audio communications being conducted;

FIG. 5 illustrates a display screen for a
processing unit;

FIG. 6 illustrates another display screen for a
processing unit;

FIG. 7 illustrates a flowchart of the initiation
of the point-to-point Internet protocols;

FIG. 8 illustrates a flowchart of the performance
of the primary point-to-point Internet protocols; and

FIG. 9 illustrates a flowchart of the performance
of the secondary point-to-point Internet protocol.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring now in specific detail to the drawings,
with like reference numerals identifying similar or

identical elements, as shown in FIG. 1, the present

‘disclosure describes a point-to-point Internet protocol and

system 10 for using such a protocol.

In an exemplary embodiment, the system 10 includes
a first processing unit 12 for sending at least a voice
signal from a first user to a second user. The first
processing unit 12 includes a processor 14, a memory 16, an

input device 18, and an output device 20. The output device

20 includes at least one modem capable of, for example, 14.4

kbaud communications and operatively connected via wired
_5_
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and/or wireless communication connections to the Internet.
One skilled in the art would understand that the input
device 18 may be implemented at least in part by the modem
of the output device 20 to allow input signals from the
communication connections to be reéeived. The second
processing unit 22 may have a processor, memory, and input
and output devices, including at least one modem and
associated communication connections, as described above for
the first processing unit 12. In an exemplary embodiment,
each of the processing units 12, 22 may be a WEBPHONE™
unit, available froq«iNTERNET‘TEEEPHGNE—GSM?%NQ?{Capable of
operating the disclgged point-to-point Internet protocol and
system 10, as described herein.

The first processing unit 12 and the second
processing unit 22 are operatively connected to the Internet
24 by communication devices and software known in the art.
The processing units 12, 22 eratlvely interconnected
through the Internet 24$§; a connection server 26, and may
also be operatively connected to a mail server 28 associated
with the Internet 24.

The connection server 26 includes a processor 30,
a timer 32 for generating timestamps, and a memory such as a
database 34 for storing, for example, E-mail and Internet

Protocol (IP) addresses of logged-in units. In an exemplary
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embodiment, the connection server 26 may be a SPARC‘S server
or a S?ARC 20 server, available from SUN MICROSYS%%ﬁgﬂ Iﬁc.%
having a central processing unit (CPU) as processor 30
operating an operating system (0S) such as UNIX and
providing timing operations such as maintaining the gimer
32, a hard drive or fixed drive as well as dynamic;fead=6ﬁry‘
memory (DRAM) for storing the database 34, and a keyboard |
and display and/or other input and output devices (not shown
in FIG. 1). The database 34 may be an SQL database
available from ORACLE or INFOMIX.

In an exemplary embodiment, the mail server 28 may
be a Post Office Protocol (POP) Version 3 mail server
including a processor, memory, and stored prﬁgrams operating
in a UNIX environment, or alternativelyjfthef‘os, to process
E-mail capabilities between processing units and devices
over the Internet 24.

The first processing unit 12 may operate the
disclosed point-to-point Internet protocol by a computer
program described hefeinbelow in conjunction with FIG. 6,

M

which are~implemented from compiled and/or interpreted

A
source code in the C++ programming language and which may be
downloaded to the first processing unit 12 from an external
computer. The operating computer program may be stored in

the memory 16, which may include about 8 MB RAM ana/or a

hard or fixed drive having about 8 MB. Alternatively, the
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source code may be implemented in the first processing unit
12 as firnware, as an erasable read only memory (EPROM),
etc. It is understood that one skilled in the art would be
able to use programming languages other than C++ to
implement the disclosed point-to-point Intefnet protocol and
system 10.

The processor 14 receives input commands and data
from a first user associated with the first processing unit
12 through the input device 18, which may be an input port
connected by a wired, optical, or a wireless connection for
electromagnetic transmissions, or alternatively may be
transferable storage media, such as floppy disks, magnetic
tapes, compact disks, or other storage media including the
input data from the first user.

The input device 18 may include a user interface
(not shown) having, for example, at least one button
actuated by the user to input commands to select from a
plurality of operating modes to operate the first processing
unit 12. In alternative embodiments, the input device 18
may inqlude a keyboard, a mouse, a touch screen, and/or a
data reading device such as a disk drive for receiving the
input data from input data files stored in storage media
such as a fioppy disk or, for example, an 8 mm storage tape.

The input device 18 may alternatively include connections to
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other computer syséems to receive the input commands and
data therefrom.

The first processing unit 12 may include a visual
interface as the output device 20 for use in conjunction
with the input device 18 and embodied as one of the screens
illustrated by the examples shown in FIGS.A#:Ssand discussed
below. It is also understood that alternative input devices
may be used in conjunction with alternative output devices
to receive commands and data from the user, such as
keyboards, mouse devices, and graphical user interfaces
(GUI) such as WINDOWS™ 3.1 available from MICROSOFT™
Corporation4executed by tﬁe processor 14 using, for example,
DOS 5.0. One skilled in the art would understand that other
operating systems and GUIs, such as 0S/2 and 0S/2 WARP,
available from IBM CORPORATIONSF%??QEe used. ' SZLer
alternative input devices may include microphones and/or
telephone handsets for receiving audio voice data and
commands, with the first processing unit 12 including speech
or voice recognition devices, dual tone multi-frequency
(DTMF) based devices, and/or software known in the art to
accept voice data and commands and to operate the first
processing unit 12.

In ad&ition, either of the first processing unit

12 and the second processing unit 22 may be implemented in a

e
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personal digital assistant (PDA) providing modem and E-mail
capabilities and Internet access, with the PDA providing the
input/output screens for mouse interaction or for
touchscreen activation as shown, for example, in FIGS. 4-5,
as a combination of the input device 18 and output device
20.

. For clarity of explanation, the illustrative
embodiment of the disclosed point-to-point Internet protocol
and system 10 is preéented as having individual functional
blocks, which may include functional blocks labelled as
"processor" and "processing unit". The functions
represented by these blocks may be provided through the use
of either shared or dedicated hardware, including, but not

limited to, hardware capable of executing software. For

.example, the functions of each of the processors and

processing units presented herein may be provided by a
shared processor or by a plurality of individual processors.
Moreover, the use of the functional blocks with accompanying
labels herein is not to be construed to refer exclusively to
hardware capable of executing software. Illustrative
embodiments may include digital signal processor (DSP)
hardware, such as the AT&T DSP16 or DSP32C, read-only memory
(ROM) for storing software performing the operations
discussed below, and random access memory (RAM) for storing

DSP results. Very large scale integration (VLSI) hardware
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embodiments, as well as custom VLSI circuitry in combination
with a general purpose DSP circuit, may also be provided.
Any and all of these embodiments may be deemed to fall
within the meaning of the labels for the functional blocks
as used herein.

The processing units 12, 22 are capable of placing
calls and connecting to other processing units connected to
the Internet 24, for example, via dialup SLIP/PPP lines. 1In
an exemplary embodiment, each processing uniféﬁfrgigns an
unsigned long session number, for example, %dzﬁ é:t long
sequence in a *.ini file for each call. Each call may be
assigned a successive session number in sequence, which may
be used by the respective processing unit to associate the
call with one of the SLIP/PPP lines, to associate a
<ConnectOK> response signal with a <ConnectRequest> signal,
and to allow for multiplexing and demultiplexing of inbound
and outbound conversations on conference lines.

For callee (or called) processing units with fixed
IP addresses, the caller (or calling) processing unit may
open a "socket", i.e. a file handle or address indicating
where data is to be sent, and transmit a <Call> command to
establish communication with the callee utilizing, for
example, datagram services such as Internet Standard network

layering as well as transport layering, which may include a

J L
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Transport Control Protocol (TCP) or a User Datagram Protocol
(UDP) on top of the IP. Typically, a proceséing unit having
a -fixed IP address may maintain at least one open socket and
a called processing unit waits for a <Call> command to
assign the open socket to the incoming signal. If all lines
are in use, the callee processing unit sends a BUSY signal
or message to the caller processing unit.

As shown in FIG. 1, the disclosed point-to-point
Internet protocol and system 10 operate when a callee
processing unit does not have a fixed or predetermined IP
address. In the exemplary embodiment and without loss of
generality, the first processing unit 12 is the caller
processing unit and the second processing unit 22 is the
called processing unit.

When either of processing units 12, 22 logs on to
the Internet via a dial-up connection, the respective unit
is provided a @ynamica}l allocated IP address by &he—
connectiondsexves— .

Upon the first user initiating the point-to-point
Internet protocol when the first user is logged on to the
Internet 24, the first processing unit 12 automatically
transmits its assoéiated E-mail address and its dynamically
allocated IP address to the connection server 26. The
connection server 26 then stores these addresses in the

database 34 and timestamps the stored addresses using timer

-12-

-
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32. The first user éperating the first processing unit 12
is thus established in the database 34 as an active on-line
party available for communication using the disclosed point-

to-point Internet protocol. Similarly, a second user

operating the second processing unit 22, upon conngection to
the Internet 24 through ?%—connectionw
processed by the connection server 26 to be established in
the database 34 as an active on-line party.

The connection server 26 may use the timestamps to
update the status of each processing unit; for example,
after 2 hours, so that the on-line status information stored
in the database 34 is relatively current. Other
predetermined time periods, such as a default value of 24
hours, may be cénfigured by a systems operator.

The first user with the first processing unit 12
initiates a call using, for example, a Send command and/or a
command to speeddial an N™ stored number, which may be
labelled [SND] and [SPD][N], respectively, by the input
device 18 and/or the output device 20, such as shown in
FIGS. 5-6. In response to either the Send or speeddial
commands, the first processing unit 12 retrieves from memory
16 a stored E-mail address of the callee corresponding to
the N™ stored number. Alternatively, the first user may

directly enter the E-mail address of the callee.
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The first processing unit 12 then sends a query,
including the E-mail address of the callee, to the
connection server 26. The connection server 26 then
searches the database 34 to determine whether the callee is
logged-in by finding any stored information corresponding to
the callee’s E-mail address indicating that the callee is
active and on-line. If the callee is active and on-1line,
the connection server 26 then performs the primary point-to-
point Internet protocol; i.e. the IP address of the callee
is retrieved from the database 34 and sent to the first
processing unit 12. The first pfocessing unit 12 may then
directly establish the point-to-point Internet
communications with the callee using the IP address of the
callee.

If the callee is not on-line when the connection
server 26 determines the callee’s status, the connection
server 26 sends an OFF-LINE signal or message to the first
processing unit 12. The first processing unit 12 may also
display a message such as "Called Party Off-Line" to the
first user.

When a user logs off or goes off-line from the
Internet 24, the connection server 26 updates the status of
the user in the database 34; for examplé, by removing the
user’s information, or by flagging the user as being off-

line. The connection server 26 may be instructed to update

)9
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the user’s information in the database 34 by an off-line
message, such as a data packet, sént automatically from the
processing unit of the user prior to being disconnected from
the connection server 26. Accérdingly, an off-line user is
effectively disabled from making and/or receiving point-to-
point Internet communications.

As shown in FIGS. 2-4, the disclosed secondary
point-to-point Internet protocol may be used as an
alternative to the primary point-to-point Internet protocol
described above, for example, if the connection server 26 is
non-responsive, inoperative, and/or unable to perform the
primary point-to-point Internet protocol, as a non-
responsive condition. Alternatively, the disclosed
secondary point-to-point Internet protocol may be used
independent of the primary point-to-point Internet protocol.
In the disclosed secondary point-to-point Internet protocol,
the first processing unit 12 sends a <ConnectRequest>
message via E-mail 6ver the Internet 24 to the mail server
28. The E-mail including the <ConnectRequest> message may
have, for example, the subject

[ *Wp#XXXXXXXX#nnn.nnn.nnn.nnn#emailAddr)
where nnn.nnn.nnn.nnn is the current (i.e. tenporary or
permanent) IP address of the first user, and XXXXXXXX is a

session number, which may be unique and associated with the

-15~-

[
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request of the first user to initiate point-to-point
communication with the second user.

As described above, the first processing unit 12
may send the <ConnectReguest> message in response to an
unsuccessful attempt to perform the primary point-to-point
Internet protocol. Alternatively, the first processing unit
12 may send the <ConnectRequest> message in response to the
first user initiating a SEND command or the like.

After the <ConnectRequest> message via E-mail is
sent, the first processing unit 12 opens a socket and waits
to detect a response from the second processing unit 22. A
timeogt timer, such as timer 32, may be set by the first
processing unit 12, in a manner known in the art, to wait
for a predetermined duration to receive a <ConnectOK>
signal. The processor 14 of the first processing unit 12
may cause the output device 20 to output a Ring signal to
the user, such as an audible ringing sound, about every 3
seconds. For example, the processor 14 may output a *.wav
file, which may be labelled RING.WAV, which is processed by
the output device 20 to output an audible ringing sound.

The mail server 28 then polls the second
processing unit 22, for example, every 3-5 seconds, to
deliver the‘E—mail. Generally, the second processing unit

22 checks the incoming lines, for example, at regular
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intervals to wait for and to detect incoming E-mail from the
mail server 28 through the Internet 24.

Typically, for sending E-mail to users having
associated processing units operatively connected to a host
computer or server operating an Internet gateway, E-Mail for
a specific user may be sent over the Internet 24 and
directed to the permanent IP address or the SLIP/PPP account
designation of the host computer, which then assigns a
temporary IP address to the processing unit of the specified
user for properly routing the E-mail. The E-mail signal may
include a name or other désignation such as a username which
identifies the specific user regardless of the processing
unit assigned to the user; that is, the host computer may
track and store the specific device where a specific user is
assigned or logged on, independent of the IP address systen,
and so the host computer may switch the E-mail signal to the
device of the specific user. At that time, a temporafy IP
addresé may be generated or assigned to the specific user
and device.

Upon detecting and/or receiving the incoming E-
mail signal from the first processing unit 12, the second
processing unit 22 may assign or may be assigned a temporary
IP address. Therefore, the delivery of the E-mail through

the Internet 24 provides the second processing unit 22 with

-17-
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a session number as well as IP addresses of both the first
processing unit 12 and the second processing unit 22.

Point-to-point communication may then be
established by the processing units 12, 22. For exaﬁple,
the second processing unit 22 may process the E-mail signal
to extract the <ConnectRequest> message, including the IP
address of the first processing unit 12 and the session
number. The second processing unit 22 may then open a
socket and generate a <ConnectOK> response signal, which
includes the temporary IP address of the second processing
unit 22 as well as the session number.

The second processing unit 22 sends the
<ConnectOK> signal directly over the Internet 24 to the IP
address of the first processing unit 12 without processing
by the mail server 28, and a timeout timer of the second
processing unit 22 may be set to wait and detect a <Call>
signal expected from the first processing unit 12.

Realtime point-to-point communication of audio
signals over the Internet 24, as well as video and
voicemail, may thus be established and supported without
requiring permanent IP addresses to be assigned to either of
the users or processing units 12, 22. For the duration of
the realtime point-to-point 1link, the relative permanence of
the current IP addresses of the processing units 12, 22 is

sufficient, whether the current IP addresses were permanent
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(i.e. predetermined or preassigned) or temporary (i.e.
assigned upon initiation of the point-to-point
communication).

In the exemplary embodiment, a first user
operating the first processing unit 12 is not required to be
notified by the first processing unit 12 that an E-mail is
being generated and sent to establish the point-to-point
link with the second user at the second processing unit 22.
Similarly, the second user is not required to be notified by
the second processing unit 22 that an E-mail has been
received and/or a temporary IP address is associated with
the second processing unit 22. The processing units 12, 22
may perform the disclosed point to-point Internet protocol
automatically upon initiation of th?(gzzgzgﬁgLﬁvrnt
communication command by the first user without displaying
the E-mail interactions to either user. Accordingly, the
disclosed point-to-point Internet protocol may be
transparent to the users. Alternatively, either of the
first and second users may receive, for example, ' a brief
message of "CONNECTION IN PROGRESS" or the like on a display
of the respective output device of the processing units 12,
22.

After the initiation of either the primary or the

secondary point-to-point Internet protocols described abo?e

in conjunction with FIGS. 1-2, the point-to-point

20
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communication link over the Internet 24 may be established
as shown in FIGS. 3-4 in a manner known in the art. For
example, referring to FIG. 3, upon receiving the <ConnectOK>
signal from the second processing unit 22, the first
processing unit 12 extracts the IP address of the second
processing unit 22 and the session number, and the session
number sent from the second processing unit 22 is then
checked with the session number originally sent from the
first processing unit 12 in the <CohnectRequest> message as
E-mail. If the session numbers sent and received by the
processing unit 12 match, then the first processing unit 12
sends a <Call> signal directly over the Internet 24 to the
second processing unit 22; i.e. using the IP address of the
second processing unit 22 provided to the first processing
unit 12 in the <ConnectOK> signal.

Upon receiving the <Call> signal, the second
processing unit 22 may then begin a ring sequence, for
example, by indicating or annunciating to the second user
that an incoming call is being received. For example, the
word "CALL" may be displayed on the output device of the
second processing unit 22. The second user may then
activate the second processing unit 22 to receive the
incoming call.

Referring to FIG. 4, after the second processing

unit 22 receives the incoming call, realtime audio and/or

2
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video conversations may be conducted in a manner known.in
the art between the first and second users through the
Internet 24, for example, by compressed digital audio
signals. Each of the processing units 12, 22 may also
display to each respective user the words "IN USE" to
indicate that the point-to-point communication link is
established and audio or video signals are being
transmitted.

In addition, either user may terminate the point-
to-point communication link by, for example, activating a
termination command, such as by activating an [END] button
or icon on a respective processing unit, causing the
respective processing unit to send an <End> signal which
causes both processing units to terminate the respective
sockets, as well as to perform other cleanup commands and
functions known in the art.

FIGS. 5-6 illustrate examples of display screens
36 which may be output by a respective output device of each
processing unit 12, 22 of FIGS. 1-4 for providing the
disclosed point-to-point Internet protocol and system 10.
Such display screens may be displayed on a display of a
personal computer (PC) or a PDA in a manner known in the
art.

As shown in FIG. 5, a first display screen 36

includes a status area 38 for indicating, for example, a

oF
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called user by name and/or by IP address or telephone
number; a current function such as C2; a current time; a
current operating status such as "IN USE", and other control
icons such as a down arrow icon 40 for scrolling down a list
of parties on a current conference line. The operating
status may include such annunciators as "IN USE", "IDLE",
"BUSY", "NO ANSWER", "OFFLINE", "CALL", "DIALING",
"MESSAGES", and "SPEEDDIAL".

Other areas of the display screen 36 may include
activation areas or icons for actuating commands or entering
data. For example, the display screen 36 may include a set
of icons 42 arranged in columns and rows including digits 0-
9 and commands such as END, SND, HLD, etc. For example, the
END and SND commands may be initiated as described above,
and the HLD icon 44 may be actuated to place a current line
on hold. Such icons may also be configured to substantially
simulate a telephone handset or a cellular telephone
interface to facilitate ease of use, as well as to simulate
function keys of a keyboard. For example, icons labelled
L1-L4 may be mapped to function keys F1-F4 on standard PC
keyboards, and icons C1-C3 may be mapped to perform as
combinations of function keys, such as CTRL-F1, CTRL-F2, and
CTRL-F3, respectively. In addition, the icons labelled L1-
L4 and C1-C3 may include circular regions which may simulate

light emitting diodes (LEDs) which indicate that the

20
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function or élement represented by the respective icon is
active or being performed.

Icons L1-L4 may represenf each of 4 lines
available to the caller,‘and icons C1-C3 may fepresent
conference calls using at least one line to connect, for
example, two or more parties in a conference call. The
icons L1-L4 and C1-C3 may indicate the activity of each
respective line or conference line. For example, as
illustrated in FIG. 5, icons L1-L2 may have lightly shaded
or colored circles, such as a green circle, indicating that
each of lines 1 and 2 are in use, while icons L3-L4 may have
darkly shaded or coler circles, such as a red or black
circle, indicating that each of lines 3 and 4 are not in
use. Similarly, the lightly shaded circle of the icon
labelled C2 indicates that the function corresponding to C2
is active, as additionally indicated in the status area 38,
while darkly shaded circles of icons labelled Cl1l and C3
indicate that such corresponding functions are not active.

The icons 42 are used in conjunction with the
status area 38. For example, using a mouse for input, a
line that is in use as indicated by the lightly colored
circle of the icon may be activated to indicate a party’s
name by clicking a right mouse button for 5 seconds until

another mouse click is actuated or the [ESC] key or icon is

o
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actuated. Thus, the user may switch between multiple calls
in progress on respective lines.

Using the icons as well as an input device such as
a mouse, a user may enter the name or alias or IP address,
if known, of a parfy to be called by either manually
entering the name, by using the speeddial feature, or by
double clicking bn an entry in a directory stored in the
memory, such as the memory 16 of the first brocessing unit
12, where the directory entries may be scrolled using the
status area 38 and the down arrow icon 40.

Oonce a called party is listed in the status area
38 as being active on a line, the user may transfer the
called party to another line or a conference line by
clicking and dragging the status area 38, which is
represented by a reduced icon 46. Dragging the reduced icon
46 to any one of line icons L1-1L4 transfers the called party
in use.to the selected line, and dragging the reduced icon
46 to any one of conference line icons C1-C3 adds the called
party to the selected conference call.

| P Other features may be supported, such as icons 48-

52, where icon 48 corresponds to, for example, an ALT-X
command to exit the communication facility of a processing
unit, and icon 50 corresponds to, for example, an ALT-M
command to minimize or maximize the display screen 36 by the

output device of the processing unit. Icon 52 corresponds

-24-
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to an OPEN command, which may, for example, correspond to
pressing the O key on a keyboard, to expand or contract the
display screen 36 to represent the opening and closing of a
cellular telephone. An "opened" configuration is shown in
FIG. 5, and a "“closed" configuration is shown in FIG. 6. 1In
the Yopened" configuration, additional features such as
output volume (VOL) controls, input microphone (MIC)
controls, waveform (WAV) sound controls, etc.

The use of display screens such as those shown in
FIGS. 5-6 provided flexibility in implementing various
features available to the user. It is to be understood that
additional features such as those known in the art may be
supported by the processing units 12, 22.

Alternatively, it is to be understood that one
skilled in the art may implement the proceésing units 12, 22
to have the features of the display screens in FIGS. 5-6 in
hardware; i.e. a wired telephone or wireless cellular
telephone may include various keys, LEDs, liquid crystal
displays (LCDs), and touchscreen actuators corresponding to
the icons and features shown in FIGS. 5-6. In addition, a
PC may have the keys of a keyboard and mouse mapped to the
icons and features shown in FIGS. 5-6.

Referring to FIG. 7, the disclosed point-to-point
Internet protocol and system 10 is initiated at a first

processing unit 12 for point-to-point Internet

At
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communications by starting the point-to-point Internet
protocols in step 54; initiating the primary point-to-point
Internet protocol in step 56 by sending a query from the
first processing unit 12 to the connection server 26;
determining if the connection server 26 is operative to
perform the point-to-point Internet protocol in step 58 by
receiving, at the first processing unit 12, an on-line
status signal from the connection server 26, which may
include the IP address of the callee or a "Callee Off-Line"
message; performing the primary point-to-point Internet
protocol in step 60, which may include receiving, at the
first processing unit 12, the IP address of the callee if
the callee is active and on-line; and initiating and
performing the secondary point-to-point Internet protbcol in
step 62 if the called party is not active and/or on-line.

Referring to FIG. 8 in conjunction with FIGS. 1
and 3-4, the disclosed point-to-point Internet protocol and
system 10 operates using the connection server 26 to perform
step 60 in FIG. 7 by starting the point-to-point Internet
protocol in step 64; timestamping and storing E-mail and IP
addresses of logged-in users and processing units in the
database 34 in step 66; receiving a query at the connection
server 26 from a first processing unit 12 in step 68 to
determine whether a second user or second processing unit 22

is logged-in to the Internet 24, with the second user being

o
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specified, for example, by an E-mail address; retrieving the
IP address of the specified user from the database 34 in
step 70 if the specified user is logged-in to the Internet;
and sending the retrieved IP address to the first processing
unit in step 72 to establish point-to-point Internet
communications with the specified user.

Referring to FIG. 9 in conjunction with FIGS. 2-4,
the disclosed secondary point-to-point Internet protocol and
system 10 operates at the first processing unit 12 to
perform step 62 of FIG. 7. The disclosed secondary point-
to-point Internet protocol operates as shown in FIG. 9 by
starfing the secondary point-to-point Internet protocol in
step 74; generating an E-mail signal, including a session
number and a first IP address corresponding to a first
processing unit in step 76 using the first processing unit
12; transmitting the E-mail signal as a <ConnectRequest>
signal to the Internet 24 in step 78; delivering the E-mail
signal through the Internet 24 using a mail server 28 to a
second processing unit 22 in step 80; extracting the session
number and the first IP address from the E-mail signal in
step 82; transmitting or sending the session number and a
second IP address corresponding to the second processing
unit 22 to the first processing unit 12 through the Internet
24 in step 84; verifying the session number received from

the second processing unit 22 in step 86; and establishing a
_27_
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pbint-to-point Internet communication link between the first
processing unit 12 and second processing unit 22 using the
first and second IP addresses in step 88.

While the disclosed point-to-point Internet
prétocols and system have been particularly shown and
described with reference to the preferred embodiments, it is
understood by those skilled in the art that various
modifications in form and detail may be made therein without
departing from the scope and spirit of the invention.
Accordingly, modifications such as those suggested above,
but not limited thereto, are to be considered within the

scope of the invention.

-28-~-
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WHAT IS CLATMED IS:

1. A method for establishing point-to-poj

Internet communication comprising the steps of:

that have an on-line status with respect o the Internet;

(b) transmitting a query from a first
processing unit to a connection serv to determine the on-
line status of a second processing Ainit; and
(c) retrieving the€ IP address of the second

unit from the database usjhg the connection server, in

response to the determinalti a positive on-line status

of the second processing , for establishing a point-to-
point communication link/between the first and second
processing units through the Internet.
2. The/method of claim 1 wherein the step (b) of

transmitting the/query includes the step of:
(bl) transmitting the gquery to the connection
server operatively connected to the database and the

wherein the step (c) of retrieving the IP
addre includes the steps of:

(cl) searching the database using the

connection server;
_29_
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(c2) determining the on-line status of the

second processing unit;

(c3) retrieving the IP address of /the second
processing unit in response to the positive onpsline status
of the second processing unit; and

(c4) transmitting the IP &ddress of the

second processing unit to the first pypocessing unit for
establishing the point-to-point co
the first and second processing its through the Internet.
3. The method claim 2 further comprising,
after step (c2), the ste

(c5) gen ing an off-line message in
response to a negative on-line status of the second
processing unit; a
(g4) transmitting the off-line message to the

first processipg unit.

The method of claim 1 further comprising the
step of;

(d) performing a secondary communication
pro¥ocol in response to a non-responsive condition of the.

nection server.
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5. The method of claim 4 wherein the-Step (d) of

performing the secondary communication protdcol includes the
steps of:

(dl1) transmitt{ing“an E-mail signal, including

a first IP address, from t irst processing unit;

(d2) pro\e sing the E-mail signal through the
Internet to deliver_the E-mail signal to the second
processing unit
(d3) transmitting a second IP addfess to the
first progéssing unit for establishing a point-to-point
communication link between the first and second processing

unigs through the Internet.

6. An apparatus comprising:
a first processing it including:

a program sktored in a memory for
performing a point-to-point Internet protocol; and
prdcessor for executing the point-to-
point Internet prot fogram to generate a query to
receive an Internegt Protocol (IP) address of a second
processing uni for transmitting the query through the
a connection server for determining an on-line
status gf a second processing unit to the conhection server,
and for establishing a point-to-point communication link to

tHe second processing unit using the IP address.
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7. A system for point-to-point communi
over the Internet comprising:
a database for storing a set of Internet
Protocol (IP) addresses of at least one protessing unit that
has on-line status with respect to the Internet;
a first processing unit/including:
a first program for performing a first
point-to+point Internet protocol; &dnd
a first processor for éxecuting the
first program and for transmitfing a query;
a connection éé;ver, responsive to the query,
for determining the on-1i status of a second processing

unit by searching th abase, and for transmitting an on-

line message to the processing unit for establishing a

point-to-point commyhication link between the first and
second processing Ainits through the Internet.
8. The system of claim 7 wherein the connection
server, responsive to a positive determination of the on-
line stat of the second processing unit, retrieves the

e IP address of the second processing unit from the
e and transmits the on-line message, including the IP
addrgss, to the first processing unit; and

wherein the first processing unit establishes

he point-to-point communication link between the first and

-32~
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second processing units through the Internet in resp
receiving the IP address of the second processing init from

the connection server.

9. The system of claim 7 whergin the connection
server, responsive to a negative determination of the on-
line status of the second processing/unit, generates an off-
line message, and transmits the off-line message to the
first processing unit.

10. The system of claim 7 wherein the connection

timer for timestamping IP

server further includei/?
addresses of the s&t o rocessing units having a positive

pect to the Internet.

11. THe system of claim 7 further comprising:

a mail server for processing a E-mail signal
through the Internet to deliver the E-mail to a specified
second pro¢gessing unit for establishing a point-to-point
communicgtion link between the first and second processing
units rough the Internet; and

wherein the first processor of the first

prooessing unit executes a second program to generate and

transmit the E-mail signal, including a first IP address

-33-
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associated with the fi g unit, to the mail

12. A method for establishing pointAto-point

Internet communication comprising the stepsg” of:
(a) transmitting an E-madl signal, including
a first Internet Protocol (IP) addreSs, from a first
processing unit;

(b) processing/the E-mail signal through the
il signal to a second processing
unit; and
ting a second IP address to the
first processing unjit establishing a point-to-point
communication 1li between the first and second processing
units through e Internet.

¥3. The method of claim 12 further comprising the

(al) generating the E-mail signal from the

fir IP address corresponding to the first processing unit

-34-
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14. The method of claim 12 further co

step of:

(al) generating the E-mail gignal from a

- session number before the step (a) of tpyansmitting the E-

mail signal.

15. The method of clajym 12 wherein the step (b)

of processing the E-mail signal further comprises the step

of:

(bl) proces§ing the E-mail signal using a
mail server operatively cted to the second processing
unit.

16. The/ method of claim 12 further comprising the

step of:
A (bl) generating a connection signal including
the second IP address at the second processing unit before
the step (£) of transmitting the second IP address to the
first prgcessing unit; and |

wherein the step (c) of transmitting the

IP address includes the step (cl) of transmitting the

ction signal from the second processing unit to the

fiyst processing unit.
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17. An apparatus comprising:
a first processing unit includding:
a program stored in a némory for

performing a point-to-point Internet protocol; and
a processor for exgcuting the point-to-
point Internet protocol program to génerate an‘E—mail
signal, including a first Internet/ Protocol (IP) address,
and for transmitting the E-mail Signal through the Internet
to a second processing unit fof establishing a point-to-

point communication link to ¥he first processing unit.
18. The apparytus of claim 17 wherein the
processor is adapted tg
first IP address corrg
19. A stem for point-to-point communications

over the Internet comprising:
a first processing unit includihg:

a first program for performing a point-
to-point Internet protocol; and
a first processor for executing the
first pyYogram and for transmitting an E-mail signal,
including a first Iﬁternet Protocol (IP) address; and

a mail server for processing the E-mail

gnal through the Internet to deliver the E-mail to a

Cisco - Exhibit 1002 - Page 44




10

649-2

second processing unit for establishing oint-to-point

communication link between the first _&nd second processing

units through the Internet.

inclyding a second IP address,

for establishing the point-

I - VA

Csco-Exmbn1002-Page45



10

15

20

649-2
ABSTRACT

A point-to-point Internet protocol exchanges
Internet Protocol (IP) addresses between processing units to
establish a point-to-point communication link between the
processing units through the Internet. A first point-to-
point Internet protocol includes the steps of (a) storing in
a database a respective IP address of a set of processing
units that have an on-line status with respect to the
Internet; (b) transmitting a query from a first processing
unit to a connection server to determine the on-line stafus
of a second processing unit; and (c) retrieving the IP
address of the second unit from the database using the
éonnection server, in response to the determination of a
positive on-line status of the second processing unit, for
establishing a point-to-point communication link between the
first and second processing units through the Iﬁternet. A
second point-to-peoint Internet protocol includes the steps
of (a) transmitting an E-mail signal, including a first IP
address, from a first processing unit; (b) processing the E-
mail signal through the Internet to deliver the E-mail
signal to a second processing unit; and (c¢) transmitting a
second IP address to the first processing unit for
establishing a point-to-point communication link between the

first and second processing units through the Internet.
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DIVISIONAL, CONTINUATION OR CIP APPLICATION for benefit of the prior
U.8. or PCT application(s) under 35 U.S.C. §120.

P

POWER OF ATTORNEY

I hereby appoint the following attorney(s) and/or agent (s) to
_prosecute this application and transact all business in the
‘Patent and Trademark Office connected therewith. (List name and
registration number)

'PETER G. DILWORTH, Reg. No. _26,45); ROCCO 8. BARRESE, Reg. No. 25,253;
JOSEPH J. 'CATANZARO, Reg. No. 25,837; ‘DAVID M. CARTER, Reg. No. 30,949/
‘PAUL J. FARREBLL, Reg. No. .33,494; PETER DELUCA, Reg. No. 32.978;

ADRIAN T. CALDERONE, Rég. No. 31,746; GEORGE M. KAPLAN, Reg. No. 28,375; :
JBPFREY 8. :STEEN, Reg. No. 32,063; JOSBPH W. SCHMIDT, Reg. No._3§,920;

“RAYMOND E. PARRELL, Reg. No. 34,816; RUSSBLL R. KASSNER, Reg. No. 36,183; :
"FRANK CHAU, Reg. No. 34.136; ‘S8COTT n. 'WOF8Y, Reg. No. 35,413; —m
.ANTHONY .iJ. NATOLI, ‘Reg. No. 36,223; MICHAEL P. DILWORTH, Reg. No. 37,311;
RICHARD '¥. JAWORSKI, Reg. No. 33,515; DANIEL B. TIBRNRY, Reg. No. 33,461
‘WALTER M. EGBERT, III, Reg. No. 37,317, JEAN CHUNG, Reg. No. 38,674,
CHERISTOPHER @. TRAINOR, Reg. No. 39,517; and GLENN F. BAVIT, Reg. No. 37,437,

.each of them of DILWORTH & BARRESE, 333 Earle Ovington Boulevard, Uniondale,
New York 11553.

—

SEND CORRESPONDENCE, TO:. DIRECT TELEPHONE CALLS TO:
(Name and telgphone number)

~IOSEPH_.J__ CATANZARO

333 Ea
Uniondale, New York 11553

DECLARA?£9‘,

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information
and belief are believed to be true; and further that these
statements were made with the knowledge that willful false
statements and the like sc made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the
United States Code, and that such willful false sgtatements may

jeopardize the validity of the application or any patent issued
thereon.

PO

‘

3 e g S

(Declaration and Power of Attorney ([1-1) - page 3 of §)
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S8IGNATURE (8)

NOTE: Carefully indicate the family (or last) name as it should appear on
the filing receipt and all other documents.

129

Full name of sole or first inventor_gl&_g_\ﬂt_
/Inventor’s signature (/—)&—'—‘

/Date _0%- 23-95 Country of Citizenship Canada
Residence Miami, Florida /A

Post Office Address 9725 Hammocks Boulevard, #206, Miami,
Floxrida 33196

Full name of second joint 1n§entor, if any

Inventor’s signature
Date Country of Citizenship
Residence

Post Office Address

Full name of third joint inventor, if any

Inventor’s signature

Date Country of Citizenship

Residence

Post Office Address N et
/

Full name of fourth joint inventor, if a

Inventor’s signature
Date Country of/Citizenship
Residence

Post Office Address

Full name of fifth joint inventor, if any

Inventor’s signature
Date Country of Citizenship
Residence

Post Office Address

(Declaration and Power of Attorney [1-1] - page 4 of 5)

\
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' v #; ;

\2 A ‘
: CHECK PROPER BOX (ES) FOR ANY OF THE FOLLOWING

t ADDED PAGE(8) WHICH FORM A PART OF THIS DECLARATION -

O signature for subsequent joint inventors.
‘Number of pages added .

0 Signature by administrator(trix), executor(trix) or legal
representative for deceased or incapacitated inventor.
Number of pages added _____ .

O  signature for inventor who refuses to sign or cannot be
reached by person authorized under 37 C.F.R. §1.47.
Number of pages added .

¥ * ok
+

y O Added pages to combined declaration and power of attorney for
. divisional, continuation, or continuation-in-part (CIP)
. application. , :
. Number of pages added

s At = s 2 et

v

Wk

O Authorization of attorney(s) to accept and follow 1
instructions from representative. 4

ok

If no further pages form a part of this Declaration then end
this Declaration with this page and check the following item.

gy This declaration ends with this page.

-
'

A3 - g, M. O

(Declaration and Power of Attorney [1-1] - page 5§ of S)
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. Attorney’s Docket No. 649-2

Applicant or Patenteée’ __Glenn Hutton

Serial or Patent No.: Not Yet Assigned

Filed or Issued: _Concurrently Herewith

‘For: _POINT-TO-POINT INTERNET PROTOCOL

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY
STATUS (37 CFR 1.9(f) and 1.27(b)) - INDEPENDENT INVENTOR

As a below named inventor, I hereby declare that I qualify as an independent inventor as defined in 37
CFR 1.9(c) for purposes’ -of paying reduced fees under Section 41(a) and (b) of Title 35, United States
Code, to the Patent afid Trademark Office with regard to the invention entitled

POIN’ T—TO-POINT INTERNET PROTOCOL

descri in
& the specification filed herewith.

] application serial no. , filed

O patent no. , issued

I have not assigned, granted, conveyed or licensed and am under no obligation under contract or law to
assign, grant, convey or license, any rights in the invention to any person who could not be classified
as an independent inventor under 37 CFR 1.9(c) if that person had made the invention, or to any
concern which would not qualify as a small business concern under 37 CFR 1.9(d) or a nonprofit
organization under 37 CFR 1.9(e).

Each person, concern or organization to which I have assigned, granted, conveyed, or licensed or am
under an obligation under contract or law to assign, convey, or license any rights in the invention is
listed below:

O no such person, concern, or organization

O persons, concerns or organizations listed below*

NOTE: Separate verified statements are required from each named person, concern or organization
having rights to the invention averring to their status as small entities. (37 CFR 1.27).

FULL NAME

ADDRESS
O Individual O Small Business Concern [ Nonprofit Organization

FULL NAME

ADDRESS
O Individual [0 Small Business Concern [0 Nonprofit Organization

FULL NAME

ADDRESS
O Individual 0 Small Business Concern [J Nonprofit Organization

I acknowledge the duty to file, in this application or patent, notification of any change in status
resulting in loss of entitlement to small entity status prior to paying, or at the time of paying, the

(Small Entity-Independent Inventor [7-1]--page 1 of 2)
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earliest of the issue fee or any maintenance fee due after the date on which status as a small entity is no
longer appropriate. (37 CFR 1.28(b)).

I hereby declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to be true; and further that these statements were made
with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States Code, and that such wiliful
false statements may jeopardize the validity of the application, any patent issuing thereon, or any patent
to which this verified statement is directed.

Glenn Hutton

Name of inventor -
\/ (/()ﬂ%—'/ \/Date 0?’13’7‘5

ngnaturfe of inventor

Name of inventor

Date

Signature of inventor

Name of inventor

Date

Signature of inventor

{Small Entity-Independent Inventor [7-1]--page 2 of 2)
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BAR CODE LABEL

ANV

U.S. PATENT APPLICATION

SERIAL NUMBER

08/533,115

FILING DATE

09/25/95

CLASS

395

GROUP ART UNIT

2305

VERIFIED

VERIFIED

E ‘GLENN W. HUTTON, MIAMI, FL.

F*CONTINUING DATA*X**kAXkkkkkAhkahhhhrhnnk

**FOREIGN/PCT APPLICATIONS****k#kkkkhkk

\) -
FOREIGN FILING LICENSE GRANTED 10/17/95 *kxkk SMATT, ENTITY **k*x
STATE OR SHEETS TOTAL INDEPENDENT FILING FEE ATTORNEY DOCKET NO.
JCOUNTRY DRAWING CLAIMS CLAIMS RECEVED M
FL 6 20 6 $479.00 649-2 (

JOSEPH J CATANZARO
DILWORTH & BARRESE
333 EARLE OVINGTON
UNIONDALE NY 11553

ADORESS

BLVD

POINT-TO-POINT INTERNET PROTOCOL

This is to certify that annexed

By authority of th

Date

hereto is a true copy from the records of the United States

0
COMMISSIONER OF PATENTS AND TRADEMARKS

Certifying Officer

Patent and Trademark Office of the application which is identified above.
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itie:/r/c:/APPS/preexam/correspondence/1.htm

i
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A '

UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office

? Bib Data Sheet Address: COMMISSIONER OF PATENTS AND TRADEMARKS
{ Washington, D.C, 20231
4
FILING DATE
SERIAL NUMBER 09/25/1995 CLASS GROUP ART UNIT DAJJIC()STN EZ)
08/533,115 :
RULE _ 709 2756 649-2
APPLICANTS
GLENN W. HUTTON, MIAMI, FL ;
SHANE D. MATTAWAY, BOCA RATON, FL ;
CRAIG B. STRICKLAND, TAMARAC, FL ;
ke & coNTlNUlNG DATA RARKKARRRAAR AR RN A hAhhhk
P % FORE'GN APPL'CATIONS dededededeikddr o dedede v de e de sk
{IF REQUIRED, FOREIGN FILING LICENSE GRANTED ,, o
L+ 10/17/1995 SMALL ENTITY
. Foreign Priority claimed D yes D no
N STATEOR | SHEETS TOTAL [INDEPENDENT
| [8VSC 118 (adh condions H) vvvzf‘g no L wet aftr COUNTRY | DRAWING | CLAIMS | CLAIMS
o [|verified and 6 20 6
Acknowledged Examiner's Signature Initials
ADDRESS
01127 - ’
TITLE
POINT-TO-POINT INTERNET PROTOCOL
Q an Fees
| U 1.16 Fees ( Filing ) .
FILING FEE [FEES: Authority has been given in Paper D 1.17 Fees ( Processing Ext. of i
RECEIVED [No.____tocharge/credit DEPOSIT ACCOUNT [ltime)
2125 No. for following: O 118 Fees (Issue) }
8 other |
Uereat |

—

lofl

7/25/00 12:55 PM
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PATENT APPLICATION SERIAL NO.U8 'Jddlls

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
FEE RECORD SHEET

1280 MM 10/17/95 085331151 ¢ - 1 201 479.00 CK 649-2°

PT0-1556
(5/87)
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B |

slication or Docket Number
[
PATENT APPLICATION FEE DETERMINATION RECORD N s __533//{ '
e Effective October 1,-1994- — -- il ,
SED - PART | | ’ . OTHER THAN
3 (Column 2) WL ENTITY OR SMALL ENTITY
FOR NUMBER EXTRA RATE | FEE RATE | FEE
BASIC FEE 365.00 | or 730.00
TOTAL CLAIMS 2.0 rminus20=]|" x$11= on | x$22=
INDEPENDENT CLAIMS . *
@ minus 3 = 3 x38= // 4// OR | X76=
MULTIPLE DEPENDENT CLAIM PRESENT
+120= OR | +240=
* If the difference in column 1 is less than zero, enter “0” in column 2
TOTAL // 7 7 <l og TOTAL
CLAIMS AS AMENDED - PART I OTHER THAN
(Column 1) (Cotumn 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
- § REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
& AMENDMENT PAID FOR FEE FEE
E * i . *
S 50 [ (00 [-33] [ gk =
"é" Independent{ * { 9\ Minus e Lp = Lp X38= 4’ f /OR X76=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +120= or | +240=
TOTAL OR TOTAL
(Column 1) (Column 2) (Column 3) ADDIT. FEE ADDIT. FEE
CLAIMS HIGHEST
m REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY | EXTRA RATE | TIONAL RATE | TIONAL
& AMENDMENF PAID FOR FEE FEE
Z=
= . . . ;’ S
o [Total ﬁ Minus . _5} = / x$11= /é 5/ OR | x$22=
<z = = -
g lindependent| * / 7 Minus -/ 2 = ; -ﬁé‘/ Zfz OR | x76= .
< 7 -
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +120= OR +240=/,/
TOTAL OR TOTAL
N (Column 1) (Column 2) (Column 3) ADDIT. FEE ADDIT. FEE
CLAIMS HIGHEST
O REMAINING NUMBER PRESENT ADDI- | ADDI-
o AFTER PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
E | AMENDMENT PAID FOR FEE FEE
£ |otal . 5} % Minus | ** CD% - x$11= oR | x$22=
<
"é" Independent]| * | Qg Minus e ' % e x38= OR | x76=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +120= OR | +240=
:* If the entry in column 1 is less than the entry in column 2, write 0" in column 3. TOTAL TOTAL
If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter “20." OR
***1f the Hig%'nest Number Previouslnyaid For" IN THIS SPACE is less than 3, enter “3." ADDIT. FEE ADDIT. FEE
The Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

FORM PTO-875 Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
(Rev. 10/94)
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o
Atty. Docket Nqb 64%
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: . Glenn W. Hutton Examiner:
Serial No.: 08/533,115 Group: Art Unit
Filed: September 25, 1995 Dated: October 25, 1995
For: POINT-TO-POINT INTERNET
PROTOCOL RECEINVED
commissioner of Fatents NOV 2 1 1995
Washington, D.C. 20231 GROUP 2300
INFORMATION DISCLOSURE STATEMENT
SIR:

It is respectfully requested that the disclosures
discussed below (copies enclosed) and cited in annexed Form PTO-
1449 be considered by the Examiner in connéction with the above-
identified patent application, and that such art be made of
record in said application.

No representation is made or intended that a search of
the art has been made or that no more relevant disclosures than
those listed herein are available.

The items are identified as follows:

U.sS. Patent No. Inventor ~ Issued

5;150,360 Perlman et al. Sept. 22, 1992

CERTIFICATE OF MAILING 37 C.F.R. § 1.8(a)

I hereby certify that this correspondence is being deposited with the United
States Postal Service as first class mail, postpaid in an envelope, addressed
to the: Commissioner of Patents and Trademarks, Washington, D.C. 20231.

Date: QC/‘QJ” 25;//?5‘ %%9" 7(0//

(Name of person malllng paper)

F -

(Sifhrature of person mailing paper)
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U.S.

C.F.R.

Patent No.

5,204,669
5,224,095
5,291,554
5,309,433
5,321,813
5,357,571

5,400,335

The filing of this
not an admission that the information cited herein is,

considered to be,

(1]

(X1

(1]

[

]

03

Inventor Issued

Dorfe et al. Apr. 20, 1993
Woest et al. Jun. 29, 1993
Morales Mar. 1, 1994
Cidon et al. May 3, 1994
McMillen et al. Jun. 14, 1994
Banwart Oct. 18, 1994
Yamada Mar. 21, 1995

information disclosure statement is
or is

material to patentability as defined in 37

§ 1.56(b).

This Information disclosure statement is being

filed concurrently with this application.

This information disclosure statement is being
filed within three (3) months of the filing date
of this application.

This information disclosure statement is being
filed within three (3) months of the date of entry
of the national stage as set forth in

37 C.F.R. § 1.491 in an international application.
To the best of Applicant(s) knowledge, this ‘
information disclosure statement is being filed
before the date of mailing of a first Office
Action in connection with this case.

Enclosed herewith is a certificate under 37 C.F.R.

§ 1.97(e).
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(1

(1]

(1

(x]

o Q

Enclosed herewith is a petition under 37 C.F.R. §
1.97(4d) (ii).
[ ] Enclosed by check is the petition fee of
$130.00. 37 C.F.R. § 1.17(i) (1))
( 1] Please charge the $130.00 petition fee to
Deposit Account No. 04-1121.
Enclosed by check is the $200.00 fee required by
37 C.F.R. § 1.17(p) .
Please charge the $200.00 fee required by 37
C.F.R. § 1.17(p) to Deposit Account No. 04-1121.
Please charge any deficiency as well as any other
fee(s) which may become due under 37 C.F.R. § 1.16
and/or 1.17 at any time during the pendency of
this application, or credit any overpayment of
such fee(s) to Deposit Account 04-1121. Also, in
the event any extensions of time for responding
are required for the pending application(s),
pPlease treat this paper as a petition to extend
the time as required and charge Deposit Account
No. 04-1121 therefor. TWO (2) COPIES OF THIS

SHEET ARE ENCLOSED.

Respectfully submitted,

Anthony J. Natoli
Reg. No. 36,223
Attorney for Applicant(s)

DILWORTH & BARRESE
333 Earle Ovington Blvd.

Uniondale, NY
(516) 228-8484
AJN/rmb

11553
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ATTORNEY DOCKET NO.: 649-2 ij/ 7

HE UNITED STATES PATENT AND TRADEMARK OFFICE ﬂ//q'

Applicant:  Glenn W. Hutton
Serial No.:  08/5633,115

Filed: September 25, 1995

For: POINT-TO-POINT INTERNET PROTOCOL

Examiner; -- (? RECEiVED
Group: . 4

Art Unit: APR 2 1996

GROUP 2300

CERTIFICATE OF MAILING

| hereby certify that he following Amendment is being deposited with the United
States Postal Service as first class mail in an envelope addressed to Assistant
Commissioner of Patents, Washington, D.C. 20231 on April 5_1996.

Assistant Commissioner for Patents
Washington, D.C. 20231

PRELIMINARY AMENDMENT

In the Specification

¢

/ Page 6, line 11, change “Internet Telephone Company” to {-NetSpeak

%\\ / Corporation, Boca Raton, FL', R
o (‘Page 6, line 17, chan&e’“areiyg--may be--;

Page 7, line 2, after “Inc/,” insert --Mountain View, CA,-;
Page 7, line 20, éhan “are” to --may bes .
Page 9, line 6, change “4-5" to --5-6--;

Page 9, line 12, after “corporation” insert --Redmond, WA, --;
Page 9, line 15, after “CORPORATION,” insert --Boca Raton Fls7/96 08533115

JL
1

1103 726.00 CK
1102 468,00 CK
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ATTORNEY DOCKET NO.: 649-2
Page 19, line 14, change “point to-point” to --point-to-point--;
In the Claims

Please add the following claims.

. _) C/\ 21. A computer program product for use with a computer sy?/((e

\/;PSf computer system having first and second processors and a server gpé€ratively coupled
i

over a computer network, the computer program product co

a computer usable medium having prograpa’code means embodied in the
medium for establishing a point-to-point communicafions link between the first
processor and the second processor over the-€Computer network, the medium further
comprising:

" program code means f6r transmitting, from the first processor to the
server, a query as to whether

network;

e second processor is connected to the computer
. program,ode means for receiving a network protocol address of the
second processorfrom the server, when the second processor is connected to the
computer netyork; and

. program code means, responsive to the network protocol address of the
secongd processor, for establishing a point-to-point communication link between the first

pro€essor-and the second processor over the computer network.

\ ~22. A computer program product for use with%np'{system, the
%) computer system having first and second processers and a server operatively coupled
Og;r%product comprising:

over a computer network, the comyp:
a computer useable mediym having program code means embodied in the

medium for establishing

oint-to-point communications link between the first

processor and a seeénd processor over a computer network, the medium further
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comprising:
program code means for transmitting an E-mail sigfial comprising a network
protocol address from the first processor € server over the computer network;

program code means for ree€iving a second network protocol address from the

second processor over the'tomputer network; and
program cgod€ means, responsive to the second network protocol address, for

establishing.& point-to-point communication link between the first processor and the

secong’processor over a computer network.

§< ?> 23. A computer server apparatus for enabling point—to-poi:Wns
<€etween a first and a second processor over a computer network, server apparatus

ﬁ comprising:

a server processor,

a network interface means, operatively coupled to the server processor,
for connecting the server apparatus to the edbmputer network;

a memory, operatively celipled to the processor, for storing a network
protocol address for a plurality of grocessors connected to the computer network;
means, respopsive to a query from the first processor, for determining the
on-line status of the segehd processor and for transmitting the a network protocol
address of the second processor to the first processor in response to a positive

determination ofthe on-line status of the second processor.

The computer server apparatus of claim 23 further comprising a timer

means/ operatively coupled to the server processor, for finie stamping the network

protdcol addresses stored in the memory.

25. The computer server apparatus of claim 23 further comprising:
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mail processing means, responsive to an E-mail signal from the first
{’signal to the second processor, the E-mail signal

| address of the first processor.

In a connection server having a database and a computer netw

D peratively coupled thereto, a method for enabling point-to-point communigation

A
<
X

between a first processing unit and a second processing unit over a computer network,

the method comprising the steps of:

A.

27.

c.1

c.2

storing in the database, a respective network protgCol address for each of
a.plurality of processing units that have an on-ljhe status with respect to
the computer network; | |
receiving a query from the first processing unit to determine the on-line
status of the second processing unit;
determining the on-line status of the second processing unit; and
transmitting}an indication of thg’on-line status of the second processing
unit to the first processing unit over the computer network.

The method of claim 26 wherein step C further comprises the steps of:
searching the database for an entry relating the second processing unit;
and
retrieving theg network protocol address of the second processing unit in
response’to a positive determination of the on-line status of the second

procegsing unit.
he method of claim 26 wherein step D further comprises the steps of:

transmitting the network protocol address of the second processing unit to

the first processing unit when the second processing unit is determined in
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step C to have a positive on-line status with respect to the'computer
network.

29. The method of claim 26 wherein step D furthér comprises the steps of:

d.1  generating an off-line message when the/Second processing unit is
determined in step C to have a negative on-line status with respect to the
computer network; and

d.2 transmitting the off-line message to the first processing unit.

30. The method of claim 26 farther comprising the steps of:

E. receiving an E-mail sighal comprising a first network protocol address
from the first procegsing unit; and

F. transmitting the EZ-mail signal over the computer network to the second

processing unf.

computer network to the second processor.
32. /A method for establishing a point-to-point communication link from a caller
processor tp a callee processor over a computer network, the caller processor having a
user interface and being operatively coupled to the callee processor and a server over
the computer network, the method comprising the steps of:
generating an element representing a first communication line;
B. generating an element representing a first callee processor;

C. establishing a point-to-point communication link from the caller processor
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to the first callee processor, in response to a user associating the“element
representing the first callee processor with the element repre$enting the

first communication line.

The method of claim 32 wherein step C furth::y mprises the steps of:
th

querying the server as to the on-line status e first callee processor;

and

receiving a network protocol address 6f the first callee processor over the

computer network from the server

The method of claim 32 furthér comprising the step of:

generating an element representing a second communication line.

The method of claim/34 further comprising the step of:

terminating the pojht-to-point communication link from the caller processor
to the first callee/processor, in response to the user disassociating the
element repregenting the first callee processor from the element
representin the first communication line; and

establishifg a different point-to-point communication link from the caller
processpr to the first callee processor, in response to the user associating
the elgment representing the first callee processor with the element

repregsenting the second communication line.

The method of claim 32 further comprising the steps of:
enerating an element representing a second callee processor; and
establishing a conference point-to-point communication link between the

caller processor and the first and second callee processors, in response
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to the user associating the element representing the seconc?]e‘e

processor with the element representing the first communigdtion line.

The method of claim 32 further comprising the step”of:
removing the second callee processor from the’conference point-to-point
communication link in response to the usepdisassociating the element

representing the second callee procesgor from the element representing

the first communication line.

The method of claim 32 furt
generating an element regresenting a communication line having a
temporarily disabled sfatus; and

temporarily disabling a point-to-point communication link between the
caller processor and the first callee processor, in response to the user
associating thg element representing the first callee processor with the
element repfesenting the communication line having a temporarily

disabled gtatus.

The ynethod of claim 38 wherein the element generated in step D

represents a copimunication line on hold status.

40.

The method of claim 39 wherein the element generated in step D

representy’a communication line on mute status.

The method of claim 32 wherein the caller processor further comprises a

visugl display and the user interface comprises a graphic user interface.
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%9“ 42. The method of claim 41 wh

are graphic elements and the

the elements generated in steps A and B
of establishing a point-to-communication link as
described in step C is ormed in response to a user manipulating the graphic
elements on the gfaphic user interface.

e

- 7 43. A computer program product comprising:

a computer usable medium having program code pieans embodied in the
medium for establishing a point-to-point communicatieh link from a caller processor to a
callee processor over a computer network, the ?er processor having a user interface

\Q< and being operatively coupled to the callee pro€essor and a server over the computer

network, the medium further comprising:

program code means for generating an element representing a first
gs communication line;
program code means for gefnerating an element representing a first callee
processor;
program code means /fesponsive to a user associating the element representing
the first callee processor with the element representing the first communication line, for
establishing a point-to-point communication link from the caller processor to the first

callee processor.

44.  TRe computer program product of claim 43 wherein the means for
establishing & point-to-point communication link further comprises:

program code means for querying the server as to the on-line status of the first
callee processor; and

program code means for receiving a network protocol address of the first callee

précessor over the computer network from the server.
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45. A computer program product of claim 43 further comprising

program code means for generating an element representing &’'second

communication line.

46. The computer program product of claim 45 fufther comprising:
program code means, responsive to the user digassociating the element
representing the first callee processor from the element representing the first
communication line, for terminating the point-to-pgoint communication link from the caller
processor to the first callee processor; and
program code means, responsive to/the user associating the element

representing the first callee processor with the element presenting the second
communication line, for establishing &/different point-to-point communication link from

the caller processor to the first callg®e processor.

47.  The computer program product of claim 43 further comprising:

program code meansg/for generating an element representing a second callee
processor; and

program code means, responsive to the user associating the element
representing the secgnd callee processor with the element representing the first
communication ling, for establishing a conference communication link between the
caller processor/and the first and second callee processors.

48. / The computer program product of claim 47 further comprising:
prggram code means, responsive to the user disassociating the element
ting the second callee processor from the element representing the first
communication line, for removing the second callee processor from the conference

communication link.
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49.  The computer program product of claim 43 further comprising:

program code means for generating an element representing,a communication
line having a temporarily disabled status; and

program code means, responsive to user associating the element representing
the first callee processor with the element representing t Ammunication line having a
temporarily disabled status, for temporarily disabling thie point-to-point communication

link between the caller processor and the first callee processor.

50. The computer program prodydt of claim 49 wherein the communication

line having a temporarily disabled status’comprises a communication line on hold

status.

51. The computer program product of claim 49 wherein the communication
line having a temporarily digabled status comprises a communication line on mute

status.

uter program product of claim 43 wherein the caller processor
further comprises’a visual display and the user interface comprises a graphic user

interface.

53.

represe

The computer program product of claim 52 wherein the element

ing the first communication line and the element representing the first callee
procesgor are graphic elements and wherein the program code means for establishing
a point-to-point communication link from the caller processor to the first callee
progessor further comprises:

program code means, responsive to a user manipulating the graphic elements

on the graphic user interface, for establishing the point-to-point communication link from

10
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/
the caller processor to the-first-callée processor.
REMARKS

Prior to examining the above-identified application on the merits, Applicant
respectfully requests the Examiner to enter the enclosed Preliminary Amendment.
Applicant has made minor changes to the specification for greater clarity. No new
matter is believed added to the application by the above amendments. In addition,
Applicant has added claims 21-53 to more particularly point out and distinctly claim
Applicant’'s inventive contributions to the relevant arts. Support for these claims exists
in the specification as filed.

Claims 21-22 and 43-53 conform with In re Beauregard, 35 U.S.P.Q. 2d, 1383
(Fed. Cir. 1995) and the new Patent and Trademark Office policy.

The claims are believed allowable over any of the references cited by the
Applicant, whether considered singularly or in combination. Accordingly, Applicant
believes this application is in condition for allowance and a notice to that effect is
respectfully requested. If the Examiner has any questions regarding this amendment or
the application in general he is invited to call the Applicant’s attorney at the number
listed below.

The Commissioner is hereby authorized to charge any other fees under 37
C.F.R. §1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit
Account No. 20-0065.

Respectfully submitted,

5D G

Bruce D. Jobse (/
Reg. No. 33,518
Bookstein & Kudirka, P.C.
One Beacon Street

11
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‘THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Glenn W. Hutton
Serial No.:  08/533,115

Filed: September 25, 1995

For: POINT-TO-POINT INTERNET PROTOCOL

Examiner:  -- RECEIVED
Group:

Art Unit; APR 2 4 1996
Assistant Commissioner for Patents GROUP 2300

Washington, D.C. 20231

AMENDMENT TRANSMITTAL LETTER

Sir:

Transmitted herewith for filing in the above identified patent application are the
following papers:

[X] Preliminary Amendment

The fee is calculated as follows:

Previously

Paid
Total Claims 53 -20 =33 X $22.00=726.00
Independent Claims 12 - 6 =6 X $78.00=468.00

TOTAL $1,194.00

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R.

<
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Glenn W. Hutton
Serial No.:  08/533,115

Filed: © September 25, 1995

For: ~* POINT-TO-POINT INTERNET PROTOCOh

Examiner: - ECE’VED
Group:

Art Unit: APR 2 4 1996
Assistant Commissioner for Patents GROUP 2300

Washington, D.C. 20231

AMENDMENT TRANSMITTAL LETTER

Sir:

Transrﬁitted herewith for filing in the above identified patent application are the
following papers:

[X] Pr}eliminary Amendment

The fee is calculated as follows:

*

I
Previously
Paid
Total Claims 53 -20 =33 X $22.00=726.00
Independent Claims 12 - 6 =6 X $78.00=468.00
TOTAL $1,194.00

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R.
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§§1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit

Account No. 02-3038.

{ herehy certify that this correspondence is bein

deposited with the Unlted Statex Posial Service ag

“l 5t closy ma“ i“ an e’““:k,'*? utidressed to: !he CO“"
! f P 1% and lade Bl% W
lannef 0O aten m Bsh!llgtoﬂ,

P sl

.___4..2&(:2.!&.:{ Mecvnngf/

April 5, 1996

Respectfully submitted,

y By

Bruce D. Jobs@/, Esq.

Reg. No. 35,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, MA 02108

(617) 367-4600
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT: Glenn W. Hutton R
SERIAL NO.: 08/533,115 EC
FILED: September 25, 1995 (’EIVED
FOR: POINT-TO-POINT PROTOCOL  AUB 0 g fg9,
EXAMINER: Roup 2300
ART UNJF: 2305

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail
in an envelope addressed to: Assistant Commissioner for Patents, Wash/ngton DC 20231 on July 25, 1996.

Debra M. Doherty K /}’l) /\ 0%
(Typed or printed name of person mailing correspondence)  (Signature of person mallmg correspondenc

Assistant Commissioner for Patents
Washington, DC 20231

Sir:
Transmitted herewith for filing is/are the following document(s):

[XX] Information Disclosure Statement, PTO Form 1449, in duplicate and
cited reference

If the enclosed papers are considered incomplete, the Mail Room and/or the Application
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,
Boston, Massachusetts.

A check in the amount of $--- is enclosed to cover the filing fee. If the fee is insufficient,
the balance may be charged to the account of the undersigned, Deposit Account No.
02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

Bruce D. Jéése

Reg. No.:33,518

BOOKSTEIN & KUDIRKA

One Beacon Street

Boston, Massachusetts 02108

Tel.. (617) 367-4600
ATTORNEY DOCKET NO.: N0003/7000

DATE: JULY 25, 1996
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

REGEIVED
Applicant:.  Glenn W. Hutton
Serial No.:  08/533,115 AvS 0 8 1936 0
Filed: September 25, 1995 GROur 23V
For: POINT-TO-POINT INTERNET PROTOCOL
Examiner:

Art Unit: 2305

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on

the 25th day of July, 1996.
Qb A0y

Debra M. Doherty

Assistant Commissioner for Patents
Washington, DC 20231

STATEMENT FILED PURSUANT TO THE DUTY OF
DISCLOSURE UNDER 37 C.F.R. §§1.56, 1.97 AND 1.98

Sir:
Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the

applicant requests consideration of this information disclosure statement.

Compliance with 37 C.F.R. §1.97

This information disclosure statement has been filed before the mailing date of a

first office action on the merits in the above-identified application. No fee or certification

is required.
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‘Serial No. 08/533,115 2- Art Unit: 2305

Information Cited

The applicant hereby makes of record in the above-identified application the
information listed on the attached form PTO-1449 (modified). The order of presentation
of the references should not be construed as an indication of the relative importance of

the references.

Remarks

A copy of each of the above-identified information is enclosed unless otherwise
indicated on the attached form PTO-1449 (modified). It is respectfully requested that:

. The examiner consider completely the cited information, along with any
other information, in reaching a determination concerning the patentability
of the present claims;

. The enclosed form PTO-1449 be signed by the examiner to evidence that
the cited information has been fully considered by the Patent and
Trademark Office during the examination of this application;

. The citations for the information be printed on any patent which issues
from this application.

By submitting this information disclosure statement, the applicant makes no
representation that a search has been performed, of the extent of any search
performed, or that more relevant information does not exist.

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be,
material to patentability as defined in 37 C.F.R. §1.56(b).

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be, in
fact, prior art as defined by 35 U.S.C. §102.
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It is understood by applicant that the foregoing information will be considered
and, to the extent deemed appropriate by the examiner, will be reflected in the

examiner's communication.

Respectfully submitted,

Bruce D. Jobséf

Reg. No. 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, Massachusetts 02108
Tel: (617) 367-4600

Attorneys for Applicant

Docket No.: N0003/7000

Date: July 25, 1996

h:\bdj\n0003\7000\ids.wpd
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Applicant:  Glenn W. Hutton RECE\VEQ
Serial No.:  08/533,115 AG 214 1936
Filed: September 25, 1995 , 300
For: POINT-TO-POINT INTERNET PROTOCOL GROUV
Examiner:

Art Unit: 2305

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on

the 25th day of August 7, 1996. %
<
Y Coreesy

(-~ Lorraine McConnell

Assistant Commissioner for Patents
Washington, DC 20231

STATEMENT FILED PURSUANT TO THE DUTY OF
DISCLOSURE UNDER 37 C.F.R. §8§1.56, 1.97 AND 1.98

Sir:
Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the

applicant requests consideration of this information disclosure statement.

Compliance with 37 C.F.R. §1.97

This information disclosure statement has been filed before the mailing date of a
first office action on the merits in the above-identified application. No fee or certification

is required.
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Information Cited

The applicant hereby makes of record in the above-identified application the
information listed on the attached form PTO-1449 (modified). The order of presentation
“of the references should not be construed as an indication of the relative importance of

the references.

Remarks

A copy of each of the above-identified information is enclosed unless otherwise
indicated on the attached form PTO-1449 (modified). It is respectfully requested that:

. The examiner consider completely the cited information, along with any
other information, in reaching a determination concerning the patentability
of the present claims;

. The enclosed form PTO-1449 be signed by the examiner to evidence that
the cited information has been fully considered by the Patent and
Trademark Office during the examination of this application;

. The citations for the information be printed on any patent which issues
from this application.

By submitting this information disclosure statement, the applicant makes no
representation that a search has been performed, of the extent of any search
performed, or that more relevant information does not exist.

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be,
material to patentability as defined in 37 C.F.R. §1.56(b).

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be, in
fact, prior art as defined by 35 U.S.C. §102.
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It is understood by applicant that the foregoing information will be considered
and, to the extent deemed appropriate by the examiner, will be reflected in the

examiner's communication.

Respectfully submitted,

. Lol

Bruce D. Jobsé/

Reg. No. 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, Massachusetts 02108
Tel: (617) 367-4600

Attorneys for Applicant

Docket No.: N0003/7000

Date: August _7_ 1996 ‘

h:\bdj\n000317000\ids.wpd
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT: Glenn W. Hutton
SERIAL NO.: 08/533,115
FILED: September 25, 1995 RECE'VED
FOR: POINT-TO-POINT INTERNET PROTOCOL AUG 2 1 ‘996
EXAMINER: GROUF 2300
ART UNIT: 2305

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail

in an envelope addressed to: Assistant Commissioner for Patents, Washjngton, DC 20231 on August 2 , 1996.
Lorraine McConnell - e ol d

(Typed or printed name of person mailing correspondence)  ($ignature of person mailing correspondence)

Assistant Commissioner for Patents

Washington, DC 20231

Sir:
Transmitted herewith for filing is/are the following document(s):

[XX] Information Disclosure Statement, PTO Form 1449, and
cited reference

If the enclosed papers are considered incomplete, the Mail Room and/or the Application
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,
Boston, Massachusetts.

A check in the amount of $--- is enclosed to cover the filing fee. If the fee is insufficient,
the balance may be charged to the account of the undersigned, Deposit Account No.
02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

%»M[()fﬂ,au_,

Bruce D. Jobé
Reg. No.:33,518
BOOKSTEIN & KUDIRKA
One Beacon Street
Boston, Massachusetts 02108
Tel.: (617) 367-4600
ATTORNEY DOCKET NO.: N0O003/7000
DATE: August 7, 1996
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE SEP 1 61996
GROUP 2300

Applicant:  Glenn W. Hutton
Serial No.:  08/5633,115

Filed: September 25, 1995
For: POINT-TO-POINT INTERNET PROTOCOL
Examiner:

Art Unit: 2305

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby cettifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on

the 6th day of September, 1996.
. c

& Lorraine McConnell

Assistant Commissioner for Pafents
Washington, DC 20231

STATEMENT FILED PURSUANT TO THE DUTY OF
DISCLOSURE UNDER 37 C.F.R. §§1.56, 1.97 AND 1.98

Sir:
Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the

applicant requests consideration of this information disclosure statement.

Compliance with 37 C.F.R. §1.97
This information disclosure statement has been filed before the mailing date of a
first office action on the merits in the above-identified application. No fee or certification

is required.
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Information Cited

The applicant hereby makes of record in the above-identified application the
information listed on the attached form PTO-1449 (modified). The order of presentation
of the references should not be construed as an indication of the relative importance of

the references.

Remarks

A copy of each of the above-identified information is enclosed unless otherwise
indicated on the attached form PTO-1449 (modified). It is respectfully requested that:

. The examiner consider completely the cited information, along with any
other information, in reaching a determination concerning the patentability
of the present claims;

. The enclosed form PTO-1449 be signed by the examiner to evidence that
the cited information has been fully considered by the Patent and
Trademark Office during the examination of this application;

. The citations for the information be printed on any patent which issues
from this application.

By submitting this information disclosure statement, the applicant makes no
representation that a search has been performed, of the extent of any search
performed, or that more relevant information does not exist.

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be,
material to patentability as defined in 37 C.F.R. §1.56(b).

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be, in
fact, prior art as defined by 35 U.S.C. §102.
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Art Unit: 2305

It is understood by applicant that the foregoing information will be considered

and, to the extent deemed appropriate by the examiner, will be reflected in the

examiner's communication.

Docket No.: NO003/7000

Date: September 6, 1996

h:\bdj\n0003\7000\\ids.wpd

Respectfully submitted,

0D Sl
‘Bruce D. Jobgg

Reg. No. 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, Massachusetts 02108
Tel: (617) 367-4600

Attorneys for Applicant
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE RECEIVED
PLICANT: Glenn W. Hutton SEP 1 6 1956,
08/533,115
September 25, 1995 GROUP 2300
FOR: POINT-TO-POINT INTERNET PROTOCOL
EXAMINER: -
ART UNIT: ( 2305
\__ CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail
in an envelope addressed to: Assistant Commissioner for Patergyon, DC 20231 on September 6, 1996.

. OM
Lorraine McConnell frpenl W

(Typed or pninted name of person mailing correspondence) Q&ﬁnat’ure of person mailing correspondence)

Assistant Commissioner for Patents
Washington, DC 20231

Sir:
Transmitted herewith for filing is/are the following document(s):

[XX] Information Disclosure Statement, PTO Form 1449, and
references cited :

If the enclosed papers are considered incomplete, the Mail Room and/or the Application
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,
Boston, Massachusetts.

A check in the amount of $-0- is enclosed to cover the filing fee. If the fee is
insufficient, the balance may be charged to the account of the undersigned, Deposit
Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

\ /B0, Gt

Bruce D. Jobgé
Reg. No.:33,518
BOOKSTEIN & KUDIRKA
One Beacon Street
Boston, Massachusetts 02108
Tel.: (617) 367-4600
ATTORNEY DOCKET NO.: N0O003/7000
DATE: September 6, 1996
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Sieation’of: Glenn W. Hutton
Serial No. 08/533,115

Filed: September 25, 1995

Inre

e

For: POINT-TO-POINT INTERNET PROTOCOL
Examiner:
| 2
Art Unit: 2305 %
BOOKSTEIN & KUDIRKA, P.C. :’,
One Beacon Street -~
Boston, MA 02108 ©
4
CERTIFICATE OF MAILING Z
. £
I hereby certify that the following document is being deposited with the United States Postal
Service as first class mail in an envelope

addregsed to: Assistant Commissioner for Patents and
Trademarks, Washington, D.C. 20231 on _S /275,

200/

Bruce D. Jobse(_/

REVOCATION AND NEW POWER OF ATTORNEY

Netspeak, Corporation, assignee of United States Patent Application Serial No.
08/533,115, filed 9/25/95, hereby revokes all powers of attorney previously given and

hereby appoints Arthur Bookstein, Reg. No. 22,958, Paul E. Kudirka, Reg. No. 26,931,
Paul J. Cook, Reg. No. 20,820, Bruce D. Jobse, Reg. No. 33,518, Philip L. Conrad,
Reg. No. 34,567, Peter M. Dichiara, Reg. No. 38,005, John F. Perullo, Reg. No. 39,498,
Christopher S. Daly, Reg. No. 37,303, Steven G. Saunders, Reg. No. 36,265, and
BOOKSTEIN & KUDIRKA, P.C. One Beacon Street, Boston, Massachusetts 02108
jointly, and eachof them severally, its attorneys at law, with full power of substitution,
delegation and revocation, to prosecute this application to register, to make alterations
and amendments therein, to receive the patent, and to transact all business in the
Patent and Trademark Office connected therewith. Please direct all telephone calls to

Bruce D. Jobse at (617) 367-4600, please address all correspondence to Bruce D.
Jobse.

Date: )&Q&Z ? ( 99@

Vice President and Secretary,
NetSpeak, Corp
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&@3@@ . ' ATTORNEY DWCKET: N0003/7000
< SEP o)
%%DTHE JUNITED STATES PATENT AND TRADEMARK OFFICE

Serial No. 08/533,115

Filed: September 25, 1995

For: POINT-TO-POINT INTERNET PROTOCOL
Examiner:

Art Unit:

Assistant Commissioner for Patents
Washington, DC 20231

LETTER
Dear Sir:

2IMd L2d3596

The enclosed Revocation and New Power of Attorney was submitted to the &
United States Patent and Trademark Office on May 28, 1996 along with two patent*
assignments and accompanying covers sheets. A copy of the transmittal letter and
stamped return postcard which accompanied these documents is enclosed. The
Revocation and Power of Attorney form was subsequently returned, possibly
erroneously, with a Notice of Recordation of one the assignments dated September 3,
1996. Applicant is herewith submitting the Revocation of Power of Attorney form again
so that it may be made of record in the above-identified application.

If the Examiner has any questions regarding this communication or the
application in general, he is invited to call Applicant’s attorney at the number listed
below.

Respectfully submitted,

Bruce D. Jobse, Esq.
Reg. No. 33,518
Bookstein & Kudirka, P.C.
One Beacon Street
Boston, MA 02108

(617) 367-4600

Attorney Docket No.: NOOO3/7000

Date: September /7, 1996
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\_ 1986

INy 'QHE UNITED,STATES PATENT AND TRADEMARK OFFICE
APPLICANT: Glenn . Hutton PY

SERIAL NO.: J8/5633,115

FILED: September 25, 1995

FOR: POINT-TO-POINT INTERNET PROTOCOL
EXAMINER: --
ART UNIT: --

Assistant Commissioner for Patents
Box Assignment
Washington, DC 20231

Sir:
Transmitted herewith for filing is/are the following document(s):

[XX] Two Patent Assignments With Cover Sheets
[XX] Revocation and New Power of Attorney

IRd L2435 96

if the enclosed papers are considered incomplete, the Mail Room and/or the Applicatidly
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,2

Boston, Massachusetis.

A $40.00 check is enclosed for each Assignment to cover the filing fee. If the fee is
insufficient, the balance may be charged to the account of the undersigned, Deposit
Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,
I herehy certify that this cnrrespnndcnce is bcmg
depnsncd with the United States Postal Service as
first cless mai! in 2n envclope ad‘ircxﬁed w: The Com-
missioner of Patents and ]'_u R/{;Wg\hmgwn .
D.C. 20231, ¢
Bruce D. Jobs¢/Esq.
Reg. No.: 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, Massachusetts 02108

Tel.: (617) 367-4600
ATTORNEY DOCKET NO.: N0003/7000
DATE: May 28, 1996
XNDD .
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ATTORNEY'’S DOCKET NO.:N0003/7000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT: Glenn W. Hutton
SERIAL NO.: 08/533,115

FILED: September 25, 1995

FOR: POINT-TO-POINT INTERNET PROTOCOL
EXAMINER: --

ART UNIT: --

Assistant Commissioner for Patents
Washington, DC 20231

Sir:
Transmitted herewith for filing is/are the following document(s): .

[XX] Letter
[XX] Revocation and New Power of Attorney
[XX] Copies of Previous Submission of Transmittal Letter and Stamped Post Card

hoZIHd L2 43596

If the enclosed papers are considered incomplete, the Mail Room and/or the Application

Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,
Boston, Massachusetts.

If the fee is insufficient, the balance may be charged to the account of the undersigned,
Deposit Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

T hereby cenify that this correspondence is being
deposited with the United States Postal Service as

\4 (4 3 e Com-
el LN S YaW,
". ﬂ/ Bruce D. Jobse{ Esq.
Reg. No.: 33,51
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street
Boston, Massachusetts 02108

Tel.: (617) 367-4600
ATTORNEY DOCKET NO.: N0003/7000

DATE: September /7, 1996
XNDD
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Best Available Copy
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Addrsss COMMISSIONER OF PATENTB AND TRADEMARKS
Washington, D.C. 20231

’ rf > f é\ UNITED BTA::; EPARTMENT OF COMMERCE

{  aprucamonnumeer | FILING DATE | FIRST NAMED APPLICANT 1 ATTORNEY DOCKEY NO. | ;
H
08/533115 09/25/95 HUTTON £45-2 i
| EXAMINER ] E
FAN, DANIEL :
R [ arrunr | earermamer |
JOSEFH T CATANZARD §

DILWORTH % BARRESE
332 EARLE OVINGTON ELVD 2303 8
UNIONDALE NY 11553 DATE MAILED:

e o T e

18/02/%¢

10702796

This is @ communication from
the Patent & Trademark Office

This Is In responss to the Power of Attomey filed SEPTEMBER 20, 1996

[J 1. The Power of Attomey to you in this application has been revoked by the applicant. Futura correspondence will
be mailed to the new address of record. 37 CFR 1.33.

K1 2. The Power of Attorney to you in this application has been revoked by the assignee who has intervened
as provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record. (37 CFR 1 33)

0 3. The withdrawal as attomey in thls appllcation has been accepted. Future correspondence will be mailed to the
new address of record. 37 CFR

‘,{

K1 4. The Power of Attorney in this application Is accepted. Comrespondence in this application will be mailed to the
below-noted address as provided by 37 CFR 1.33.

O 5. The Power of Attomey in this application Is not accepted for the reason(s) checked below: »

O a. The Power of Attomey is from an assignee and the Certificate required by 37 CFR 3.73 (b) has not been
received. !
1

DO b. The person signing for the assignee has omitted their empowerment to sign on behalf of the assignee. |
O c. The inventor(s) is without authority to appoint attorneys since the assignee has intervened as provided by

37CFR3.71.

[J d. The signature of. , @ co-inventor in thls
application, has been omitted. The Power of Attorney will be entered upon receipt of confirmation signed
by said co-inventor.

Fea s
St

. P M
MB-«,% person(s) appolntad () m‘“Power of Attorney is not reglatared to practioa before the U S. Patent &

e B

0O f. The revocation is not igned: by:hq_applicant the asslgnee of the entire interest; or one pastioular. prim:ipa
attorney having the autharity to mvoke\

r “BOOSTETN % KUDIRKA, RO @Q\L}aw
ONE BEACUN STREET

RUISTEN, MASSATHUSETTS 0% 1'lr + DALE A. HALL -
- . - . GROUP 2300

L ~ _|
) RETAIN THIS COPY IN THE APPLICATIMBILEE xhibit 1002 - Page 96wi..
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In Re The Application of:

Serial No.  08/533,115
Filed: September 25
For:

Examiner:  D.-Ragn

Art Unit: Z

A
Tt

PATENT

ATTORNEY DOCKET NO.N0003/7000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Glenn W. Hutton wi vl

d NV Gy
/ GROUP 2300
/1995

POINT-TO-POINT INTERNET PROTOCOL

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, MA 02108

(617) 367-4600

STATUS LETTER

Please inform us of the status for the above-identifed patent
application, and when you expect to examine such.

I hereby certify that this correspondence is _b. w
deposited with the United States Postal Service as
first class mail in an envelope addressed to: Com-

missioner of Patents_and Trademarks, Washington,

D.C. 20231, on  IC7DLHL /8, /796

%gg/)’]gf e WLl
o Nl

Date: /6//{/76

Respectfully submitted,

/Guld Gyt

Bruce D. Jobs%/Esq.

Reg. No. 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, MA 02108

(617) 367-4600
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ATTORNEY DOCKET NO. N0003/7000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

o
Applicant:  Glenn W. Hutton 3 & r;p]
Serial No.:  08/533,115 s = g}l
Filed: September 25, 1995 nN W ==
For: POINT-TO-POINT INTERNET PROTOCOL N o M
Examiner:  -- © o

Art Unit: 2302

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on

the 17th day of April, 1997.
ﬁ(was/m - Gmnim&am_

Frances M. Cunningharfl)

Assistant Commissioner for Patents
Washington, D.C. 20231

PETITION TO ADD TO ORIGINALLY NAMED INVENTOR(S) UNDER 37 CFR 1.48(c)
Sir:
Applicant respectfully requests that the above-identified application be amended

under 37 CFR 1.48(c) to add inventors for subject matter disclosed in the application but

previously unclaimed.
Please add the following inventors:
Shane D. Mattaway
826 Periwinkle Street
Boca Raton, FL 33486
Craig B. Strickland

5713 NW 65th Terrace
Tamarac, FL 33321
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Serial No. 08/5633,115 -2- Art Unit: 2302

Attached with this petition are the following:

A. Statement of facts verified by the original-named inventor establishing when the
claims to the previously disclosed unclaimed subject matter by the inventors not
named in the application were added and the diligence with which this petition ‘
and amendment is being made with respect to these facts;

B. Declaration by each of the actual inventors as required under 37 CFR §1.63;

C. Written assent of the assignee; and

D. Payment of the fee required under 37 CFR §1.17(h) of $130.00

A check in the amount of $130.00 is enclosed to cover the filing fee. If the fee is
insufficient, the balance may be charged to the account of the undersigned, Deposit

Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

April 17, 1997 %""’D' %‘5’4""—‘

Bruce D. Jobse,@sq.

Reg. No. 33,518

BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, MA 02108

(617) 367-4600

H:ABDJ\NOO03\7000\PETCORR.WPD
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Attorney Docket No. N0003/7000

I'HE UNITED STATES PATENT AND TRADEMARK OFFICE

ANT Shane D. Mattaway et al.
SERIAL NO.: 08/533,115

FILED: September 25, 1995
- FOR: POINT-TO-POINT INTERNET PROTOCOL o
EXAMINER: g - ﬁ')
ART UNIT: 2302 c Z o~
“g —
o [ %] !:7—1
CERTIFICATE OF MAILING o <«
o W m

~d
I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail Pan e:nvelopg:J
addressed to: Assistant Commiggioner for Patents, Washington, DC 20231, on April ﬁ, 1997. '
- ﬁ . h .
anes N . (aunningham . (o '
(Typed or printed name of person mailing’"e()rrespondence) (Signature of person mailing corresporfdence)
Assistant Commissioner for Patents
Washington, D.C. 20231

ASSENT OF ASSIGNEE

- NetSpeak Corporation, the assignee of record for the above-identified U.S. Patent
Application, by way of a first assignment dated November 27, 1995 from Glenn W. Hutton to the
Internet Telephone Company, Reel 7981, Frame 0020, and a second assignment from the
Internet Telephone Company to NetSpeak Corporation dated May 14, 1996, Reel 7981, Frame
0053, hereby consents to the addition of Shane D. Mattaway and Craig B. Strickland as inventors

to the application.

Aoz

Date

Chief Exegftive Officer
NetSpeak Corporation

CAWINDOWS\TEMP\ASSENTAS. WPD
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ATTORNEY DOCKET NO. N0003/7000
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Glenn W. Hutton
Serial No.: 08/533,115

Filed: September 25, 1995
For: POINT-TO-POINT INTERNET PROTOCOL
Examiner. --

Art Unit; 2302

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
firsj-clasg postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on
b.p»d 13, 1993

] .
%Uﬁ'\ Uﬁw ()mnm 21

Frances M. Cunningham"J

Assistant Commissioner for Patents
Washington, D.C. 20231

STATEMENT OF FACTS IN SUPPORT OF PETITION
TO ADD INVENTORS UNDER 37 CFR §1.48(C)

Statement of Facts
1. On September 25, 1995, patent application serial number 08/533,155,

entitled “Point-to-Point Internet Protocol” was filed on my behalf, as sole inventor, by
Anthony J. Natoli, Esq., Reg. No. 36,223, of the law firm of Dilworth & Barrese,
Uniondale, New York, NY.

2. On November 27, 1995 | assigned all right, title and interest in and to the
patent application to the Internet Telephone Company, a Florida corporation having a
place of business at One South Ocean Boulevard, Suite 305, Boca Raton, Florida
33432.

3. In March of 1996, NetSpeak Corporation, parent corporation of the
Internet Telephone Company, retained the services of Bruce D. Jobse, Esq., Reg. No.

33,518, of the law firm of Bookstein & Kudirka, Boston, Massachusetts, to prosecute
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Serial No.: 08/533,115 -2-

the above-identified application.

4. On April 5, 1996 a preliminary amendment to the patent application was
filed adding claims 21-563, some of which were directed to subject matter previously
disclosed but not yet claimed.

5. | became aware of the preliminary amendment and the additional claims
during a telephone conversation with attorney Bruce D. Jobse sometime in late
November 1996.

6. On December 11, 1996 | received a copy of the above-mentioned
preliminary amendment filed April 5, 1996. | acknowledge that both Shane D.
Mattaway and Craig B. Strickland contributed to the subject matter of at least one
currently pending claim of the above-identified application. The necessity of naming
Shane D. Mattaway and Craig B. Strickland as inventors was discovered sometime
between my subsequent review of the copy of the preliminary amendment and the date

of this Statement of Facts. A diligent effort has been made to correct this error.

| hereby declare that all statements made herein of my own knowledge are true
and that statements made on information and belief are believed to be true and further
that the statements were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both under Section 1001 of
Title 18 of United States Code, and that such willful, false statements may jeopardize

the validity of the application or any patents issued therefrom.

()i — $-2-97

Glénn W. Hutton Date

b'/L'q? '5 [} [

Sh-

9725 HAMnocks @uio #2006

Citizen: Canada Mi1ani, £o. 33196
H:ABDJ\NO0O03\7000\STMTFACT.WPD
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-+ DOCKET NUMBER: N0003/7000

DECLARATION AND POWER OF ATTORNEY FOR
PATENT APPLICATION

As a below named inventor, | hereby declare that:

My residence, post office address and citizenship are stated below next to my name:

I believe I am an original, first and joint inventor the subject matter which is claimed and for which a patent
is sought on the invention entitled POINT-TO-POINT INTERNET PROTOCOL, the specification of
which was filed on September 25, 1995 under Attorney’s Docket Number N0003/7000, now U.S. Patent
Application Serial No. 08/533,115.

I hereby state that I have reviewed and understand the contents of the above identified patent application,
including the claims as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the patentability of this application in
accordance with 37 C.F.R. 1.56.

I hereby claim the benefit of foreign priority under 35 U.S.C. 119 of any foreign application(s) for patent or
inventor’s certificate having a filing date before that of the application the priority of which is claimed:

Prior Foreign Application(s): Priority Claimed

Yes No

(Number) (Country) (Filing Date)

I hereby claim the benefit of United States priority under 35 U.S.C. 120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in a
listed prior United States application in the manner provided by the first paragraph of 35 U.S.C. 112, 1
acknowledge the duty to disclose information material to the patentability of this application as defined in 37
C.F.R. 1.56 which occurred between the filing date of the prior application and the national or PCT
international filing date of this application.

(Application Serial #) (Filing Date) (Status)
(Application Serial #) (Filing Date) (Status)
(Application Serial #) (Filing Date) (Status)

I hereby declare that all statements made herein of my own knowledge are true and that all statements made
on information and belief are believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both,
under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of the application or
any patent issued thereon.

Page 1 of 2

Cisco - Exhibit 1002 - Page 103



i, o
. - y
Tt ‘
L
- N .
N .
.

- POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorneys and/or agents to
prosecute this application and transact all business in the Patent and Trademark Office connected therewith.

Bruce D. Jobse Reg. No. 33,518 Paul E. Kudirka Reg. No. 26,931

Arthur Z. Bookstein Reg. No. 22,958 John F. Perullo Reg. No. 36,265
Philip L. Conrad - Reg. No. 34,567 Steven G. Saunders Reg. No. 36,265
Paul J. Cook Reg. No. 20,280

Send correspondence to Bruce D. Jobse, BOOKSTEIN & KUDIRKA, P.C., One Beacon Street, Boston,
Massachusetts, 02108.

FULL NAME OF INVENTOR: Glenn W. Hutton

INVENTOR’S SIGNATURE: ;ﬁﬁ?’/ paTE: 727 /

RESIDENCE: 9725 Hammocks Boulevard, #206, Miami, FL. 33196
CITIZENSHIP: Canada
POST OFFICE ADDRESS: 9725 Hammocks Boulevard, #206, Miami, FL 33196

FULL NAME OF INVENTOR: Shane D. Mattaway

INVENTOR'’S SIGNATURE: DATE:
RESIDENCE: 826 Periwinkle, Boca Raton, FL 334536
CITIZENSHIP: U.S.A.

POST OFFICE ADDRESS: 826 Periwinkle, Boca Raton, FL. 33486

FULL NAME OF INVENTOR: Craig B. Strickland

INVENTOR’S SIGNATURE: DATE:
RESIDENCE: 5713 NW 65th Terrace, Tamarac, FL. 33321
CITIZENSHIP: Canada

POST OFFICE ADDRESS: 5713 NW 65th Terrace, Tamarac, FL 33321

HABDAN0003\70000\DECL.WPD

Page 2 of 2
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. “*DOCKET NUMBER: N0003/7000

DECLARATION AND POWER OF ATTORNEY FOR
PATENT APPLICATION

As a below named inventor, I hereby declare that:

My residence, post office address and citizenship are stated below next to my name:

I believe I am an original, first and joint inventor the subject matter which is claimed and for which a patent
is sought on the invention entitled POINT-TO-POINT INTERNET PROTOCOL, the specification of
which was filed on September 25, 1995 under Attorney’s Docket Number N0003/7000, now U.S. Patent
Application Serial No. 08/533,115.

I hereby state that I have reviewed and understand the contents of the above identified patent application,
including the claims as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to the patentability of this application in
accordance with 37 C.F.R. 1.56.

I hereby claim the benefit of foreign priority under 35 U.S.C. 119 of any foreign application(s) for patent or
inventor’s certificate having a filing date before that of the application the priority of which is claimed:

Prior Foreign Application(s): Priority Claimed

Yes No

(Number) (Country) (Filing Date)

I hereby claim the benefit of United States priority under 35 U.S.C. 120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in a
listed prior United States application in the manner provided by the first paragraph of 35 U.S.C. 112, ]
acknowledge the duty to disclose information material to the patentability of this application as defined in 37
C.F.R. 1.56 which occurred between the filing date of the prior application and the national or PCT
international filing date of this application.

(Application Serial #) (Filing Date) (Status)
(Application Serial #) (Filing Date) (Status)
(Application Serial #) (Filing Date) (Status)

I hereby declare that all statements made herein of my own knowledge are true and that all statements made
on information and belief are believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both,
under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of the application or
any patent issued thereon.

Page 1 of 2
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POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorneys and/or agents to
prosecute this application and transact all business in the Patent and Trademark Office connected therewith.

Bruce D. Jobse Reg. No. 33,518 Paul E. Kudirka
Arthur Z. Bookstein Reg. No. 22,958 John F. Perullo
Philip L. Conrad Reg. No. 34,567 Steven G. Saunders
Paul J. Cook Reg. No. 20,280

. Reg. No. 26,931
Reg. No. 36,265
Reg. No. 36,265

Send correspondence to Bruce D. Jobse, BOOKSTEIN & KUDIRKA, P.C., One Beacon Street, Boston,

Massachusetts, 02108.

FULL NAME OF INVENTOR: Glenn W. Hutton

INVENTOR'’S SIGNATURE: DATE
RESIDENCE: 9725 Hammocks Boulevard, #206, Miami, FL 33196
CITIZENSHIP: Canada

POST OFFICE ADDRESS: 9725 Hammocks Boulevard, #206, Miami, FL 33196

FULL NAME OF INVENTOR: Shane D. Mattawa
INVENTOR’S SIGNATURE: C /%Z@_/ DATE:

RESIDENCE: 826 Periwinkle, Boca Raton, FL 33486
CITIZENSHIP: US.A.
POST OFFICE ADDRESS: 826 Periwinkle, Boca Raton, FL 33486

//‘3/‘?/

FULL NAME OF INVENTOR: Craig B

INVENTOR’S SIGNATURE:

RESIDENCE: 5713 NW 65th Terrace, Tamarac, FL. 33321
CITIZENSHIP: Canada
POST OFFICE ADDRESS: 5713 NW 65th Terrace, Tamarac, FL 33321

H:ABDJ\N0003\7000\DECL.WPD

Page 2 of 2

DATE:
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ATTORNEY’S DOCKET NO.: N0003/7000

[Nl THE UNITED STATES PATENT AND TRADEMARK OFFICE

5 ghane D. Mattaway et al. e = O

R 08/533,115 g = 3
FILED: September 25, 1995 © S m
FOR: POINT-TO-POINT INTERNET PROTOCOL P -
EXAMINER: S 33

ART UNIT: 2302

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on

the 17th day of April, 1997.
gﬁ&nus /Vh . Omm MQ%

Frances M. Cunningham U

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:
Transmitted herewith for filing are the following documents:

[X] Declaration and Power of Attorney (2)

[X] Assent of Assignee

[X] Petition to Add to Originally Named Inventor(s)
[X] Statement of Facts '

If the enclosed papers are considered incomplete, the Mail Room and/or the Assignment
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, Boston,

Massachusetts.

A check in the amount of $130.00 is enclosed for filing of Petition to Add to Originally Named
Inventor(s). If the fee is insufficient, the balance may be charged to the account of the
undersigned, Deposit Account No. 02-3038. A duplicate of this sheet is enclosed.

Respectfully submitted,

60D Qb

Bruce D. Jobse, Hsq.

Reg. No.:33,518v

BOOKSTEIN & KUDIRKA, P.C.

One Beacon Street

Boston, Massachusetts 02108
April 17, 1997 Tel.. (617) 367-4600
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UNITED STATES-/E"'.(_:'N%TMENT OF COMMERCE

Patent and Trademark Office ‘
Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. ]

{  APPUCATIONNO. | FILINGDATE |
n9/25/933 HUTTON G 549-2

0a/533,.115
r B3M1/0602 1 | _ ?TﬁyE; |
BDOSTEIN & KUDIRKA, FC GREGSON,
'ggngElAligNﬂ?IlF“lEET | ART UNIT |  PaPeER NUMBER |
o 2302
lo
NE/02/97

DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.
Commissloner of Patents and Trademarks
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- ! Application No. .| Applicant(s)

. ! 08/533,115 Hutton
Off’ce ACtlon Sum(nary Examiner Group Art Unit
Richard J. Gregson 2302

Xl Responsive to communication(s) filed on 25 Sep 7995

(J This action is FINAL.

in accordance with the practice under £x parte Quayle, 1935 C.D. 11; 453 0.G. 213.

application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of
37 CFR 1.136(a).

Disposition of Claims

Application Papers
[J See the attached Notice of Draftsperson’s Patent Drawing Review, PT0-948.

[] The drawing(s) filed on is/are objected to by the Examiner.

(J The proposed drawing correction, filed on is [ approved [ disapproved.

[ The specification is objected to by the Examiner.

[J The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
] Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
OJAIl (JSome* [JNone of the CERTIFIED copies of the priority documents have been
O received.
[J received in Application No. (Series Code/Serial Number)

(] received in this national stage application from the International Bureau (PCT Rule 17.2(a}).
*Certified copies not received:

[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever
is longer, from the mailing date of this communication. Failure to respond within the period for response will cause the

X Claim{s) 7-53 is/are pending in the application.
Of the above, claim(s} is/are withdrawn from consideration.

O Claim(s) is/are allowed.

Xl Claim(s} 7-53 is/are rejected.

O Claim(s) is/are objected to.

(] Claims are subject to restriction or election requirement.

(] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachment(s)
X Notice of References Cited, PTO-892
Xl Information Disclosure Statement(s), PT0-1449, Paper No{s). 6
[ Interview Summary, PTO-413
(] Notice of Draftsperson’s Patent Drawing Review, PT0-948
[J Notice of Informal Patent Application, PTO-152

--- SEE OFFICE ACTION ON THE FOLLOWING PAGES ---

U. S. Patent and Trademark Office

PT0O-326 (Rev. 9-95) Office Action Summéry Part of Paper No.
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Serial Number: 08/533,115 Page 2
Art Unit: 2302

Part III DETAILED ACTION

1. Claims 1-53 are presented for examination.

2. A shortened statutory period for response to this action is set to expire three (3) months from the
date of mailing of this communication. Failure to respond within the period for response will cause the
application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the

provisions of 37 CFR 1.136(a).

Information Disclosure Statement
3. In view of the extremely large humber of references submitted by the Applicant(s) for
consideration of this épplication, the Applicant(s) are requested to identify any references which have
particular significance in the prosecution of this application for further consideration by the Examiner.
Applicant(s) should also indicate the specific features, corresponding passages, and figures of such

references which are believed to be germane to the invention claimed in the application

Specification
4. The title of the invention is not descriptive. A new title is required that is clearly indicative of the

invention to which the claims are directed.

5. The lengthy specification has not been checked to the extent necessary to determine the presence
of all possible minor errors. Applicant's cooperation is requested in correcting any errors of which

applicant may become aware in the specification.
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Serial Number: 08/533,115 Page 3
Art Unit: 2302

Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. § 103 which forms the basis for all obviousness
rejections set forth in this Office action:

A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole would have been obvious
at the time the invention was made to a person having ordinary skill in the art to which said
subject matter pertains. ‘Patentability shall not be negatived by the manner in which the invention
was made.

Subject matter developed by another person, which qualifies as prior art only under subsection
(f) or (g) of section 102 of this title, shall not preclude patentability under this section where the

subject matter and the claimed invention were, at the time the invention was made, owned by the
same person or subject to an obligation of assignment to the same person.

7. Claims 1-4 are rejected under 35 U.S.C. § 103 as being unpatentable over Civanlar, et al, (US
5,581,552) in view of Morgan, et al., (US 5,524,254). The claimed invention found within Claim 1
consists of a method for establishing point-to-point Internet communications comprising (a) storing in
a database a set of IP addresses for on-line nodes, (b) transmitting a query from a node to a server to
determine the status of a second node, and © retrieving the IP address of the second node from the
database in to establish communication between the two nodes. Civanlar, et al., in 2-3, teaches a
multimedia server which uses a communication protocol in which the requesting node sends a request
for communication with another node through a address server, which contains an address database, to
obtain the address and routing information necessary to complete the communication. Civanlar, et al.,
is silent regarding the database searching to match the address with the destination node. Morgan, et
al, in columns in columns 3-4, teaches the look-up procedure into the database which is performed to

retrieve the matching address from the database for use in initiating communications over an network.
Cisco - Exhibit 1002 - Page 112
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It would have been obvioﬁs to one of ordinary in the art at the time the claimed invention was made to
include an database and search/retrieval mechanism to locate the needed network address because such
a mechanism permits the database to Ee modified over time to allow dynamic address assignment thus
reducing the need to larger address identifiers and thus the amount of data that needs to be transmitted
with each packet of data.

Regarding Claim 2, the claimed invention adds the further limitation to the invention found within
Claim 1 that steps of obtaining the on-line status and IP address of the second node include the steps of:
(bl) sending a query to a server, (c1) searching the server's database, (c2) determining the on-line status
of the second node, (c3) retrieving the IP address of the second node, (c4) and transmitting the IP address
of the second node from the server to the requesting node.  As was discussed above regarding Claim
1, Morgan, el al., in columns 3-4, teaches the look-up procedure into the database which is performed
to retrieve the matching address from the database for use in initiating communications over an network.
It would have been obvious to one of ordinary in the art at the time the claimed invention was made to
include an database and search/retrieval mechanism to locate the needed network address because such
a mechanism permits the database to me modified over time to allow dynamic address assignment thus
reducing the need to larger address identifiers and thus the amount of data that needs to be transmitted
with each packet of data.

Regarding Claim 3 and 4, the claimed invention in Claim 3 adds the further limitation to the
invention found within Claim 2 that the claimed process generate and transmit an error message which
is sent to the requesting node when the second node's status is off-line. The claimed invention Claim 4

adds the further limitation to the invention found within Claim 1 that secondary communications protocol

is used when a off-line status is found. Morgan, et al., in columns 13-14 teaches the process of handling
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Serial Number: 08/533,115 Page 5
Art Unit: 2302

error condition where the requested second node is not available, that the processing terminates
" gracefully. Implicit within this operation is the transmittal of appropriate messages to the requesting node

of this condition with the initiation of error recovery procedures..

8. Claims 5 and 12-16 are rejected under 35 U.S.C. 103 as being unpatentable over Civanlar, et al,
(US 5,581,552) in view of Morgan, et al., (US 5,524,254) as applied to claims 1-5 above, and further in
view of December, et al. (The World Wide Web Unleased) . The claimed invention in Claim 5 adds the
further limitation to the invention found within Claim 4 that performing the secondary communication
protocol includes (d1) transmitting an e-mail signal over Internet from the first node with its IP address,
(d2) transmitting the message thru the Internet for delivery at the second node, and (d3) transmitting a
second IP address to the first node for establishing the point-to-point commun‘ications‘ The combination
of Civanlar, et al., and Morgan, et al. teaches the communications mechanism claimed here in utilizing
the address server and its database to initiate communications between the two nodes. Neither of these
two references teaches the message transport mechanism which is utilized to transmit the various
messages between the various processors on the network. December, et al., on pages 6-9 teaches the
various message and data types which are readily transported between two nodes attached to the Internet
| and that each type of message is a format for which blocks of data are sent between different processors.
It would have been obvious to one of ordinary skill in the art at the time the claimed invention was made
to utilize Internet e-mail messages as the means to transport various requests between two processors
attached to the Internet because it is a well defined and well supported data transport means for moving

data between processors across the Internet and that the substitution of e-mail as the transport mechanism
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for any other message transport means would be within the ordinary skill of the art as these transport
means are equivalent means for moving blocks of data between nodes of the network.

Regarding Claim 12, the claimed invention consists of an independent method claim for
establishing point-to point communications comprising transmitting an e-mail signal from the first node
via the Internet to the second node, each message containing the appropriate IP address to establish, and
using these addresses to establish the point-to-point communication. The claimed invention is a simplified
version of the method contained within Claim 1 above with the specification that the messages used to
communicate between the first and second nodes be transported using e-mail. The combination of
Civanlar, et al., and Morgan, et al. teaches the communications mechanism claimed here in utilizing the
address server and its database to initiate communications between the two nodes. Neither of these two
references teaches the message transport mechanism which is utilized to transmit the various messages
between the various processors on the network. December, et al., on pages 6-9 teaches the various
message and data types which are readily transported between two nodes attached to the Internet and
that each type of message is a format for which blocks of data are sent between different processors. It
would have been obvious to one of ordinary skill in the art at the time the claimed invention was made
to utilize Internet e-mail messages as the means to transport various requests between two processors
attached to the Internet because it is a well defined and well supported data transport means for moving
data between processors across the Internet and that the substitution of e-mail as the transport mechanism
for any other message transport means would be within the ordinary skill of the art as these transport
means are equivalent means for moving blocks of data between nodes of the network.

Regarding Claim 13 and 14, the claimed invention adds the further limitation to the invention

found within Claim 12 that the process of transmitting the appropriate email signal includes the first step
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of generating the signal to be sent before it is transmitted. Implicit within the teaching of Cinvanlar, et
al. Is the step of generating all messages that need top be transmitted to other processors before the
message is transmitted using its particular transport means.

Regarding Claim 15, the claimed invention adds the further limitation to the invention found
within Claim 12 that processing the e-mail message for delivery thru the Internet consists of the
processing the e-mail message using the e-mail server connected to the second processor. Implicit with
the teachings of December, et al. is the existence of processes running at both nodes of the Internet that
are communicating, which includes the e-mail function, to perform the steps necessary to allow the
communication to occur. As such, the transmission of data between two nodes must include the use of
a process like a mail server to operate at the receiving end of the communication in order for the
communication to be successful. It would have been obvious to one of ordinary skill in the art at the time
the claimed invention was made to utilize Internet e-mail messages on regularly supported e-mail servers
as the means to transport various requests between two processors attached to the Internet because it
is a well defined and well supported data transport means for moving data between processors across the
Internet and that the substitution of e-mail as the transport mechanism for any other message transport
means would be within the ordinary skill of the art as these transport means are equivalent means for
moving blocks of data between nodes of the network.

Regarding Claim 16, the claimed invention adds the further limitation to the invention found
within Claim 12 that step of processing the e-mail signal followed by transmitting a second IP address
include the steps of generating a connection signal which is transmitted to the first node along with the
second IP address. Civanlar, et al., in column 11, teaches the use of a signal to initiate the connection

between the two nodes along with the all necessary address information needed by the nodes. December,
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et al., teaches that the communication of these messages can be accomplished using e-mail over the
Internet. It would have been obvious to one of ordinary skill in the art at the time the claimed invention
was made to utilize Internet e-mail messages as the means to transport various requests between two
processors attached to the Internet because it is a well defined and well supported data transport means
for moving data between processors across the Internet and that the substitution of e-mail as the transport
mechanism for any other message transport means would be within the ordinary skill of the art as these

transport means are equivalent means for moving blocks of data between nodes of the network.

9, Claim 6, which teaches an apparatus claims, fail to teach or define above or beyond Claims 1-5

above and are rejected for the same reasons set forth above in the rejections of Claims 1-5, supra.

10.  Claims 7-11, which also teaches a set of apparatus claims, fail to teach or define above or beyond
Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims 1-5,

supra.

11.  Claims 17-18, which teaches a set of apparatus claims, fail to teach or define above or beyond the
apparatus found within Claims 12-16 above and are rejected for the same reasons set forth above in the

rejectioﬁs of Claims 12-16, supra.

12.  Claims 19-20, which also teaches a set of apparatus claims, fail to teach or define above or
beyond the apparatus found within Claims 12-16 above and are rejected for the same reasons set forth

above in the rejections of Claims 12-16, supra.

Cisco - Exhibit 1002 - Page 117



‘
. f

Serial Number: 08/533,115 Page 9
Art Unit: 2302

13. Claim 21, which teaches a computer program product claim, fail to teach or define above or
beyond Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims

1-5, supra.

14.  Claim 22, which teaches a computer program product claim, fail to teach or define above or
beyond Claims 12-16 above and are rejected for the same reasons set forth above in the rejections of

Claims 12-16, supra.

15.  Claims 23-25, which also teaches a set of apparatus claims, fail to teach or define above or
beyond Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims

1-5, supra.

16.  Claims 26-31, which teaches a set of method claims, fail to teach or define above or beyond the
apparatus found within Claims 1-5 above and are rejected for the same reasons set forth above in the

rejections of Claims 1-5, supra.
17. Claims 32-42, which also teaches a set of method claims, fail to teach or define above or beyond

the apparatus found within Claims 12-16 above and are rejected for the same reasons set forth above in

the rejections of Claims 12-16, supra.
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18.  Claims 43-53, which teaches a set of computer program product claims, fail to teach or define
above or beyond the apparatus found within Claims 12-16 above and are rejected for the same reasons

set forth above in the rejections of Claims 12-16, supra.

Conclusion

19.  The prior art made of record and not relied upon is considered pertinent to applicant's disclosure:

a. Heylighen teaches the basics of Internet communication and the addressing means used
therein.
20.  Any inquiry concerning this communication or earlier communications from the examiner should
be directed to Richard J. Gregson whose telephone number is (703) 305-4392. The examiner can
normally be reached on Monday-Thursday from 8:00 a.m. to 5:30 p.m., as well as on alternate Fridays
during these same hours.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Alyssa
H. Bowler, can be reached on (703) 305-9702. The fax phone number for this Group is (703) 308-5358.

Any inquiry of a general nature or relating to the status of this application or proceeding should

be directed to the Group receptionist whose telephone number is (703) 305-9700.

Richard J. Greggon, Esq.
Patent Examiner
Art Unit 2302

May 22, 1997
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DOCUMENT {Including Author, Title, Source, and Pertinent Pages} DATE
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Form PTO-1449 Docket No.: NO003/7000 Serial No. 08/533,115

INFORMATION Applicant: Glenn W. Hutton
Filed: September 25, 1995 Group:
U.S. Patent Documents
2 _@5«6 Doc. No. Date Name Class | Subcl. | Filed

W 5| 3| of 9| 4| 3| 7{ 513104 | Periman et al. — | —

Wir | |5|4] 42 6 3|3 81595 |Perkinsetal. | —

2 5 1| 6| 6| 9| 3| 1| 11724792 | Riddle — | —
—% 5| 4| 5| 7| 6 8| 3| 10/10/95 | Robins _—

% 5| 4| 6| 9| 5[ 0f 0| 11/21/95 | Satter et al. — | —

- 5| 4| 5[ 2| 2| 9| 6| 9/19/95 | Shimizu — | —

Oi~|  |5] 463625 1031705 | vasreni — | —

¥ Foreign Patent Documents
Ex. Doc. No. Date Name Class | Subcl.
‘//
7
&

OTHER DOCUMENTS (including, Author, Title, Date, Pages, Etc.)

Examiner: Wg\\ Date considered 7/?2_//”?

EXAMINER: Initial if C|tat|on con3|dered whether or not citation is in conformance with MPEP
609; Draw line through citation if not in conformance and not considered. Include copy of this
form with next communication to applicant. An * indicates references that do not require a copy
to be provided under 37 C.F.R. §1.98(d) because a copy was previously cited or submitted in a
prior application, which is relied upon under 35 U.S.C. §120.
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Ex. Doc. No. Date Name Class | Subcl. | Filed
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Ex. Doc. No. Date Name / Class | Subcl.
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prior application, which is relied upon under 35 U.S.C. §120.
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CERTIFICATE OF MAILING

| hereby certify that the following Transmittal Letter is being deposited with the United States
Postal Service as First Class Mail in an envelope addressed to the Assistant Commissioner for Patents,

Box DD, Washington, D.C. 20231 on July, 14 1997.

Frances M. Cunningham

Assistant Commissioner for Patents
Box DD
Washington, DC 20231

TRANSMITTAL LETTER o

) —~—
Sir: g § Y
. .-G ' __).
(A — ’ﬁ

Transmitted herewith for filing in the Patent Application of: gv . =

o g ,\;l

..

Applicant: Glenn W. Hutton
Serial No.: 08/533,115

Filed: September 25, 1995

For: POINT-TO-POINT INTERNET PROTOCOL
Examiner: R. Gregson

Art Unit: 2302

are the following papers:

X Information Disclosure Statement, Form PTO-1449 and references.
i

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R.

§8§1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit Account No.

02-3038.

Respectfully submitted,

520 S

Bruce D. Jobse, Reg. No. 33,518
BOOKSTEIN & KUDIRKA, P.C.
One Beacon Street

Boston, MA 02108

(617) 367-4600
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Glenn W. Hutton

08/533,115

Filed: September 25, 1995

For: POINT-TO-POINT INTERNET PROTOCOL
Examiner: R. Gregson

Art Unit: 2302

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States mail with first-class
postage attached, addressed to Assistant Commissioner for Patents, Box DD, Washington, DC 20231 on July 11,
1997.

on

Frances M. Cunningham

Assistant Commissioner for Patents {5’ b
Box DD SHRE
Washington, DC 20231 n N
S w3
STATEMENT FILED PURSUANT TO THE DUTY OF o~ t;’
DISCLOSURE UNDER 37 C.F.R. §§1.56, 1.97 AND 1.98
Sir.

Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the
applicant requests consideration of this Information Disclosure Statement.

This Information Disclosure Statement is being filed before the mailing date of a
first Office Action on the merits and thus no certification is required.

The undersigned hereby certifies that each item of Information contained in the
attached Information Disclosure Statement was cited in a communication from a foreign
patent office in a counterpart foreign application mailed not more than three months
prior to the filing of this Statement. Each item was cited in Annex to Form
PCT/ISA/206, Communication Relating to the Results of the Partial International Search
mailed June 13, 1997, in International Application No. PCT/US 96/15504, filed
September 25, 1996.

The applicant hereby makes of record in the above-identified application the

information listed on the attached form PTO-1449 (modified). The order of presentation

-1-

Cisco - Exhibit 1002 - Page 124



| ¢«

K

of the references should not be construed as an indication of the relative importance of
the references. |
Remarks

A copy of each of the above-identified information items is enclosed. ltis
respectfully requested that:

. The examiner consider completely the cited information,
along with any other information, in reaching a determination
concerning the patentability of the present claims;

. The enclosed form PTO-1449 be signed by the examiner to
evidence that the cited information has been fully considered
by the Patent and Trademark Office during the examination
of this application;

. The citations for the information be printed on any patent
which issues from this application.

By submitting this information disclosure statement, the applicant makes no
representation that a search has been performed, of the extent of any search
performed, or that more relevant information does not exist.

By submitting this information disclosure statement, the applicant makes no
representation that the information cited in the statement is, or is considered to be,
material to patentability as defined in 37 C.F.R. §1.56(b).

By submitting this information disclosure statement, the applicant makes no
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(64) Automatic discovery of network elements.

@ Disclosed is a computer network node discovery system that provides a general way of discovering
network elements, or nodes, connected to a computer network, and a specific algorithm for discovering
nodes connected to a TCP/IP network, using the SNMP protocol available within the TCPAP network
software. Some nodes on a network, called discovery agents, can convey knowledge of the existence of
other nodes on the network. The network discovery system queries these agents and obtains the
infonmation they have about other nodes on the netwark. it then queries each of the nodes obtained to
determine if that node is also a discovery agent. In this manner, most of the nodes on a network can be
discovered. The process of querying discovery agents {0 obtain a list of nodes known to the discovery
agents is repeated at timed intervals to obtain information about nodes that are not always active. In a
TCP/IP network, discovery agents are nodes that respond to queries for an address transiation table
which translates intermmet protocol (IP) addresses to physical addresses. The data from each node’s
address transiation table is used to obtain both the IP and the physical address of other nodes on the
network. These nodes are then queried to obtain additional information. After all the nodes on a
network are discovered, the list of nodes is written to a database where it can be displayed by the
network manager or other users of the network.
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FIELD OF THE INVENTION

This invention relates to computer systems and
more particularly to computer networks that intercon-
nect computers. Even more particularly, the invention
relates to determining the nodes connected to a net-
work.

BACKGROUND OF THE INVENTION

Computer networks are collections of hardware
and software that connect computers and allow them
to send information from one computer to anather
electronically. A computer network is comprised of the
physical hardware connections between the various
computers, for example telephone lines or a coax
cable, and the software used to send and receive data
and to route the data to the selected computer on the
network.

A local area network (LAN) is a network cannec-
tion between computers in close proximity, typically
less than one mile, and usually connected by a single
cable such as coax cable. A wide area network (WAN)
is a network of computers located atlonger distances,
often connected by telephone lines or satellite links.
Network software may sometimes be used with both
types of networks. For example, a popular network is
the Department of Defense internetworking protocol
suite, known as Transmission Control Protocol/inter-
net Protacol (TCP/IP). This system was originally
developed by the Defense Advanced Research Pro-
jects Agency (DARPA) and has now been widely dis-
tributed to Universities and industry.

When a network is fast growing, that is, network
elements or nodes are being added frequently, a net-
work administrator may not know all of the nodes con-
nected to the network. Also, a network administrator
new to his or her job may not be familiar with the nodes
on the network. Determining the nodes manually is a
difficult problem. The administrator may contact ali
the users of the network known to the administrator,
however, infrequent users may be forgotten and not
contacted. Also, if a node is connected to the network,
but not active because the computer is not powered
up or is inoperative, that node may not be included in
the list. In a very short local area network, a network
administrator may physically trace the cable of the
network to determine which nodes are located on the
network. However, since longer local area networks
can extend as far as a mile, through many floors and
offices within a building, physical tracing may be
impossible. In a wide area network, physical tracing is
almost always impossible.

For some commonly used networks, special
equipment can be purchased that will determine the
nodes located on the network and the distance be-
tween them. This equipment, called a probe, is often
limited by the other components of the network, how-
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ever. For example, in alocal area network, a repeater
unit may be used to extend the effective distance of
the local area network to a distance greater than is
capable with a single cable. A repeater unit amplifies
signals, and therefore will not atlow a probe to deter-
mine the jocation of nodes beyond the repeater.

Other units connected to the network may
obscure nodes. For example a bridge unit connects
two similar networks but only passes messages that
are being sent from a node on one side of the bridge
to a node on the other side of the bridge. it will not
pass messages between nodes on the same side, in
order to reduce the traffic on the other side of the
bridge. A bridge will prex'ent d probe from determining
the nodes on the other side of the bridge. A gateway
is a unit that connects dissimilar networks to pass
messages. Because a gateway may have to reformat
a message to accommodate a different network pro-
tocol, it will prevent a probe from finding nodes
beyond the gateway.

There is need in the art then for a method of deter-
mining the nodes on a local area network. There is
further need in the art for determining such nodes
without the use of special equipment. A still further
need is for a method that will determine which nodes
are located beyond the repeater units, bridges, and
gateways on a network.

SUMMARY OF THE INVENTION

it is an object of the present invention to provide
a method of determining the elements or nodes con-
nected to a network.

it is another object of the invention to provide a
method of discovering network nades on a TCP/IP
network.

Ancther object of the Invention is to determine
which discovered nodes are discovery agents and
can convey knowledge of the existence of other
nodes on the network.

Ancther object is to query all discovery agents
and ask for other nodes on the network

A further object is to query all TCP/IP nodes to ret-
rieve the address translation table from the TCP/IP
node.

The above and other objects of the invention are
accomplished in a system which provides a general
way of discovering network elements, or nodes, and
a specific algorithm for discovering nodes within a
TCP/IP network, using a standard Simple Network
Management Protocol (SNMP), which is available
within the TCP/IP network.

Some nodes on a network can convey knowledge
of the existence of other nodes on a network, and are
called discovery agents. When a network contains
discovery agents, these agents can be queried to
obtain the information they have about other nodes on
the network. By obtaining a list of nodes from a singtq
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discovery agent, and querying each of the nodes
obtalined to determine if it is also a discovery agent,
most of tHe nodes on a network can be discovered.

The process of querying discovery agents to
obtain a list of nodes known to be discovery agents,
must be repeated at timed intervals. At any given time
on a network, ane or more nodes may not be respond-
ing to the network, either because it is inoperative, or
because it is not powered up. Therefore, if the discov-
ery process is attempted during this time, these
unavailable nodes will not be discovered. By repeat-
ing the discovery process over time at regular inter-
vals, additional nodes on a network can be
discovered.

In a TCPAP network, discovery agents are nodes
that respond to queries for an address translation
table. Within TCPAP network, every node will have an
internet protocol (IP) address. This address is a 32 bit
number and is unique to all nodes within the TCP/IP
network. Although the IP address is probably unique
to all nodes everywhere that use the TCP/IP protocol,
the physical address of a node on a particular network
will be different from the IP address. For example,
some types of LANs use an 8 bit address, and can
therefore use the low order 8 bits of the {P address,
however, some other types of LANs use a 48 bit
address and cannot use the internet address. There-
fore, every node within a TCP/IP network must have
an address translation table which translates the IP
address to the physical address. The data from each
node’s aadress translation table can be used to obtain
both the IP and the physical address of other nodes
on the network. Again, as described in the above gen-
eral algorithm, the queries should be repeated at
timed intervals to insure that recently activated nodes
are discovered. Another reason for repeating the dis-
covery process over timed intervals in a TCP/iP net-
work is that some of the information within a node’s
address translation table may be purged if the node
does not use the information after a period of time.
This purge is used to reduce the table size require-
ments within a node. By repeating the queries at timed
intervals, the greatest amount of translation table
information may be obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features, and
advantages of the invention will be better understood
by reading the following more particular description of
the invention, presented in conjunction with the fol-
lowing drawings, wherein:

Fig. 1 shows a block diagram of the hardware of

the node that runs the process of the present

invention;

Fig. 2 shows a diagram of a typical computer

intarrnnnartinn nahanrk:
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invention; ' '
Fig. 6 shows a flowchart of the main module of the
invention;

Fig. 7 shows a flowchart of the self-seed module
of the invention;

Fig. 8 shows a flowchart of the process-node
module of the invention;

Fig. 9 shows a flowchart of the process-ping mod-
ule of the invention;

Fig. 10 shows a flowchart of the process-IFIP
module of the invention;

Fig. 11 shows a flowchart of the store-{P module
of the invention;

Fig. 12 shows a flowchart of the store-IF module
of the invention;

Fig. 13 shows a flowchart of the invalidnode mod-
ule of the invention;

Fig. 14 shows a flowchart of the findnode module
of the invention;

Fig. 15 shows a flowchart of the addnode module
of the invention;

Fig. 16 shows a flowchart of the process-AT mod-
ule of the invention; and

Fig. 17 shows a flowchart of the store-AT module
of the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The following description is of the best presently
contemplated mode of carrying out the present inven-
tion. This description is not to be taken in a limiting
sense but is made merely for the purpose of describ-
ing the general principles of the invention. The scope
of the invention should be determined by referencing
the appended claims.

Fig. 1 shows a block diagram of the computer
hardware that contains the discovery system of the
present invention. Referring now to Fig. 1, a computer
system 100 contains a processing element 102. The
processing element 102 communicates to other ele-
ments within the computer system 100 over a system
bus 104. A keyboard 106 is used to input information
from a user of the system, and a display 108 is used
to output information to the user. A network interface
112 is used to interface the system 100 to a network
118 to allow the computer system 100 to act as a node
an a network. A disk 114 is used to store the software
of the discovery system of the present invention, as
well as to store the data base collected by the discov-
ery system. A printer 116 can be used to provide a
hard copy output of the nodes of the network discov-
ered by the discovery system. A main memory 110
within the system 100 contains the discovery system
120 of the present invention. The discovery system
12N rnmmuninates with in anartinn avetem 122 and
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network 118.

Fig. 2 shows a diagram of a network. Referring
now to Fig. 2, a network 202 contains a node 206.
Node 206 contains the processor 100 (Fig. 1) which
contains the discovery system software of the present
invention. Node 2086 is attached to a first network seg-
ment 118. The network segment 118 is connected to
a repeater 212 which is connected to a second net-
work sequent 214. This second network system 214
has nodes 216 and 218 attached to it. A repeater,
such as repeater 212, allows network sequents to be
connected to allow a network to be extended over a
longer distance. An important characteristic of a repe-
ater is that there is no translation of data passing
through it. That is, every message that is transmitted
on one network segment, will pass unchanged
through a repeater to the other network segment.
Therefore, any messages broadcast, for example, by
node 206 will be received by node 216 and node 218
after these messages pass through repeater 212.

Network segment 118 is also attached to a bridge
208 which connects it to a third network sequent 210.
A bridge will only pass messages that are being trans-
mitted from a node on one side of the bridge to a node
on the other side of the bridge. It will block messages
that are transmitted from a node on one side of the
bridge to a node on that same side of the bridge. This
characteristic reduces network traffic on various
sequents of a network.

Segment 118 is also attached to a router/gateway
220 which connects is to a fourth network segment
222. Routers are devices that connect network seg-
ments which have similar characteristics. Gateways
are devices which connect netwoarks having different
types of characteristics. For example, a gateway
might connect a local area network to a wide area net-
work.

Because bridges, routers, and gateways, must
process the messages sent over the network, they
also must contain information about which nodes are
on the network. Therefore, bridges, routers, and gate-
ways are authoritative sources of information for
determining the nodes on the network. A protocol
defines the format of messages that are sent across
a network. One popular protocol is the Department of
Defense Internetworking Protocol Suite, populardy
known as TCP/IP. Because it was developed by the
Department of Defense, this protocol is widely avail-
able and used extensively, particularly in a university
environment. Also, this suite of protocols is very popu-
lar on the UNIX operating system and has seen wide
distribution there. The internet protocol (IP) uses a
single thirty-two bit address for all nodes that can be
connected to the internet at any location. Physicai
addresses within a particular type of network, are nor-
mally different from an IP address. If a network
address is very small, perhaps eight bits, it may be the
same as the low order eight bits of the IP address. If
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a network address is large, for example, some LANs
use forty-eight bit addresses, it is impossible for these
addresses to correspond directly to IP addresses.
Therefore, both an |P address and a physical address
exist for each node on a network. Devices such as
routers, gateways, and bridges, which can send mes-
sages from one network to another must be able to
translate between IP addresses and physical addres-
ses. Therefore, these devices have translation tables
which allow them to transiate between these two
types of addresses. By accessing these translation
tables, one of the nodes on a network can obtain infor-
mation about the other nodes on the network. The
existence of these translation tables allow the method
of the present invention to perform its function.

A network probe 224 is also attached to the net-
work 118. A network probe 224 is a device that assists
in locating defective nodes and assists in repairing
those nodes. Since it is a testing device, it may or may
not be attached to a network at any given time. When
a probe is attached to a network, the discovery system
of the present invention can query the probe and use
information abtained from the probe to assist in dis-
covering other nodes on the network.

Figs. 3 through 5 show a hierarchy diagram of the
modules of the software of the present invention. Ref-
erring now to Figs. 3 through 5, discovery moduie 302
is the main moduie of the system. Discovery calls self-
seed block 304 to start the process of building a
database about the network, and it calls process-
node block 306 to process information about each
node that it obtained from seif-seed. Process-node
block 306 calls process-ping block 308 to query a
node on the network to determine if that node is
active. Process-node block 306 also calls process-
IFIP block 310 for each IP address that it obtains. Pro-
cess-IFIP black 310 calls store-IP block 402 for each
IP address, and store-IP block 402 calls invalidnode
block 406, findnode block 408, and addnode block
410, for each IP address. For each IF entry (physical
address) received, process-IFIP block 310 calis
store-iF block 404. For each address translation table
entry, process-node block 306 calls process-AT block
312 which in tum calls store-AT block 502. Store-AT
block 502 calls invalidnode at block 504, findnode
block 506, and addnode block 508.

Fig. 6 shows a flowchart of the discovery module
block 302 (Fig. 3). Referring now to Fig. 6, after entry
block 602 gets any options that the user wishes to
enter. Block 604 then initializes the database used to
permanently store the nodes, and loads node list from
existing entries in the database. if a database for the
network does not exist, the discovery system has the
ability to create that database. If a database of the net-
work already exists, the discovery system will use the
npde information which is already available in that
database to query other nodes within the system.

Block 606 then initializes domains. A domain

i
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defines the {imit beyond which the user of the discov-
ery system does not wish to find nodes. That is, the
domain limits the range of the discovery process. This
limitation is necessary on large networks, to keep the
amount of processing to reasonable level. Further-
more, a8 user usually is only interested in the nodes on
a particular network segment, or the network segment
connected by repeaters and possibly bridges.

Block 608 then calls Fig. 7 to self-seed the sys-
tem. if no entries were available in the database, the
discovery system can self-seed by sending a broad-
cast message and determine who responds to that
message. After retuming from self-seed, block 610
points to the first node list entry. As discussed earlier,
the node list will contain a list of the nodes already
known to the system. This list can be input from the
database, or the list can be started from self-seed
module. After pointing to the first entry, block 612
determines if there are mors entries to process. If
there are no more entries to process, block 612 trans-
fers to block 614 which will wait a predetermined
period of time before reprocessing the entire node list.
Typically, block 614 will wait for approximately thirty
seconds. By reprocessing the node list periodically,
additional nodes can be discovered. This is because
a node may be inactive on the system at any given
time and might not be discovered by a single pass
through the network. By waiting and reprocessing the
node list, nodes that were inactive may now be active
and additional information can be obtained.

If more entries in the node list exist, block 612
transfers to block 616 to process one of the nodes.
After processing that node, block 616 transfers to
block 618 which points to the next node list entry and
retums to block 612 to process the next node.

Fig. 7 shows a flowchart for the self-seed block
304 (Fig. 3) which obtains initial information about
nodes on the network. Referring now to Fig. 7, after
entry, block 702 sends an SP broadcast request to ali
nodes on the network. SNMP stands for Simple Net-
work Management Protocol, and is a part of the
TCPAP network software. After sending the broadcast
request, block 702 transfers to block 704 which
receives SNMP messages from the nodes. If more
SNMP messages are available, block 704 transfers to
block 706 which adds a node to the node list for each
message received. In this manner, all nodes that are
currently active on the network can be queried to
obtain initial information about the node. After all
SNMP messages have been received, block 704
retumns to the caller.

Another way of self-seeding is to query the
address translation table for the node that is executing
the discovery system. This table will contain the
addresses of other nodes on the network, and these
addresses are then used to start the discovery pro-
cess,

10

15

20

25

30

35

40

45

50

55

(Fig. 3). The process-node module of Fig. 8 is called
from the discovery module of Fig. 6 once for each
entry in the node list. Therefore, whin Fig. 8 is called,
the address of a single node is passed to it. Referring
now to Fig. 8, after entry, block 802 determines
whether the node is within 3 domain. As discussed
earlier, the domain defines the limits beyond which
the discovery program does not wish to discover new
nodes. If the node is within the domain, block 802
transfers to block 804 which calls the process-ping
medule of Fig. 9 to determine whether the node is
active. After retuming from Fig. 9, block 804 transfers
to block 806 to determine whether the state of the
node has changed since the last information was
obtained. That is, when the process-ping module
queries the node, it determines the state of the node
at the present time. This state is compared, in block
808, with the state of the node as it was known previ-
ously in the database. if that state has changed, block
806 transfers to block 808 to store the new state in the
database. Control then returns to block 810 which
calls process-IFIP to retrieve the IF and IP tabies from
the node. After returning from Fig. 10, block 810 trans-
fers to block 812 which determines whether the node
responded to an SNMP request. If the node did res-
pond to the SNMP request, block 812 transfers to
block 814 which determines whether the node is cur-
rently in the database. If the node is not in the datab-
ase, block 814 transfers to block 816 to add the node
to the database,. Control then continues at block 818
which calls Fig. 16 to retrieve the address translation
table from the node. Control then returns to the caller.

Fig. 9 shows a flowchart of the process-ping mod-
ule block 308 (Fig. 3). This module is called to deter-
mine whether a node is active on the network.
Referring now to Fig. 9, after entry block 802 deter-
mines whether the ping interval has elapsed. The ping
interval is used to prevent a node from being queried
too often. If the ping interval has not elapsed, block
802 returns to the caller. If the ping interval has elap-
sed, block 802 transfers to block 804 which sends an
ICMP-echo message to the node. The ICMP-echo
protocol is defined a