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(57) Abstract: A server and method is
provided to provide a specific service to
network users. The server and method
automatically provide user-to-server
security using VILANs. The server man-
ages VLAN based on the request from a
user for creating/deleting/joining/leaving
VLANs. The server allows user to
control groupings and overcomes the
VLAN limit with the filtering policies
on the switching infrastructure.  In
the second aspect of invention, the
server and method provide a specific
address based on requests from users.
The server dynamically handles the
management and facilitation of the
requests. The server offers users
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to run a broader range of protocols. In
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addresses to be maintained on one or
more remote servers. The server can
solve the shortage of the routable IP
addresses.
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Server and Method For Providing Specific Network Services

Field of the Invention
This invention relates to an Internet access server such as described in U.S.
Application Serial No. 09/742,006, filed December 22,2000, the contents of which are
incorporated herein by reference. The preferred embodiment of the Internet access
server described in U.S. Application Serial No. 09/742,006, will be referred herein as

the SolutionIP server.

Background of the Invention
Local Area Networks(LLANs) are data communication networks that span a physically

limited area. LANSs allow users to have shared access to many common resources, such
as files, printers, or other communication devices. The concept of shared access to

resources is central to the LAN philosophy.

Security, on the other hand, in traditional LANSs is a major problem. For instance, in
broadcast networks, everyone can see every packet on the network. Therefore, without
the use of Virtual Local Area Networks (VLANS), it is possible for users on the
system to see network traffic from or destined for other users. This presents a security

problem for the system and its users.

A VLAN is a logical subgroup within a Local Area Network that offers an effective
solution to the LANSs problems. The major features of VLANS are flexible network

segmentation and enhanced network security.

However, when VLANSs are used for security and group collaboration, generally they
have to be manually configured ahead of time, on switching hardware. Furthermore,
there is a finite number of VL ANS that the switching hierarchy can support and this

physical limitation on the number of VLANs supported may be an issue.
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In addition, some network protocols require fully routable Internet Protocol(IP)
addresses to function (e.g. tunnelling protocols including Virtual Private Networks
(VPNs)). Typically a user requesting a dynamic IP address can be given either a
routable or non-routable IP address depending upon the configuration of the Dynamic

Host Configuration Protocol (DHCP) server on that network.

Since in a traditional network, dynamic switching from non-routable to routable IP
address is not handled by the server, users are left to their own devices if they require

a routable IP address, but were served a non-routable IP address.

Summary of the Invention

It is an object of the present invention to overcome one or more of the problems cited
above. A first aspect of the present invention is directed to a server and method for
interpreting and processing VLAN tags coupled with server communication with the

switching infrastructure for VLAN management.

A method according to the present invention for automatically providing enhanced and
secure access to a group of users initiated by a non-technically trained user on a
computer network without the intervention of information systems personnel includes
the steps of receiving a request from the a user to establish the group of
users;configuring a network infrastructure to support the group;providing a group
identifier;allowing users to join the group according to the group identifier; further
configuring the network infrastructure to support the joining users; and dissolving the

group based on predetermined rules.

A server according to the present invention provides enhanced and secure access to a
group of users initiated by a non-technically trained user on a computer network
without the intervention of information systems personnel and includes a registration
module to receive a request including a group identifier from the user;a registration
driver to register the user to access the group of users, assign the group of users ‘and‘

maintain registration information and state information of a network infrastructure
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associated with the group of users; a module to assign VLAN tags based on
registration status; and a packet driver module to insert/remove VLAN tags from

packets based on registration status.

According to the aforementioned invention, user-to-server security is automatically
provided using VLANs whose management is automated by the server. The server
facilitates user initiated group collaboration by placing users requesting the service in
the same VLAN. Additionally, VLAN limits can be overcome through creative use of
the filtering policies on the switching infrastructure. '

User-to-server security can be further provided by placing each individual user into a
separate VLAN. The server’s automation and management of VL AN creation/deletion
facilitates this process, which allows a user to control groupings of users into common
VLANSs (i.e. group collaboration). Further, the filtering policies implemented on the

switches allow users to utilize a broad range of VLANS.

Another aspect of the present invention is directed to a server and method for

dynamically providing an address according to users’ requests.

A method according to the present invention for dynamically managing pools of IP
addresses on a computer network with different characteristics and moving a user from
pool to pool as required includes the steps of maintaining a registry of user records
and associated sets of characteristics; further maintaining a registry of IP address pools
with associated sets of characteristics; receiving a request from a user to switch from
a first set of characteristics to a second set of characteristics; modifying the user record
in the registry so that the set of characteristics associated with the user matches the
second set of characteristics; and assigning an IP address to the user from the IP

address pool associated with the second set of characteristics.

A server according to the present invention dynamically manages pools of IP addresses

on a computer network with different characteristics and moves a user from pool to

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




