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To exit ConfigMaker, click the Eile menu, and then click Exit.

ConfigMakcr is a pretty cool piece of software. Use it to learn more

about the hardware and software configurations of the various
routers and devices that Cisco manufactures. It’s not bad at all for
free.

SEE ALSO

1 ‘rr For rz review ofcazmcairzg fl PC wmale 10 the 7‘aIlteI;.reep1rge 115.



295



296



297

PART IV Advanced Configuration and Configuration Tools

CHAPTEH17 Using a TFIP Server for Router Configuration Storaiier

What is a “E”??? Server?

Saving router configurations to a location other than the router’s
own NVRAM is a way to protect the time and effort that you have

put in configuring a particular router. X/Vhen all is said and done the
router configuration becomes the main factor in how the router
actually gets its job done. So being able to back up the configuration
file is a vital part of building some fault tolerance into your internet—

Working. You already know that when you reconfigure a router you
must use the Copy command to move the new configuration para-
meters from the running configuration to the startup configuration
in NVRANI. There is also a way to copy a running configuration or

startup configuration to a Computer that is on the network.

Trivi/ll File 'Ii'(zm]‘é7‘ Protocol (TFTP) is a TCP/IP transport protocol
that can be used to move files from the router to a PC running

TF1‘? server software. TFTP is actually very similar to the File

Trzzmfer Protocol (FTP) that is used for uploading and downloading
files on the Internet (your V/Veb browser supports FTP). FTP

requires a username and password when you log on to an FTP
S BKVCI‘.

TFTP doesn’t require a username or password (hence the “trivial”

notation). All you need to know is the IP address of the computer
that is running the TFTP server software and you can copy your

configuration file to the server. You can also use TFTP servers to

copy a configuration file to your router or upgrade (or change) your
router IOS image by copying a new IOS file to the routcr_’s flash
RAM. Because most routers don’t have disk drives, TFTP servers

provide you with an alternative location for backup files related to
the router (such as a copy of the configuration or alternative configu-

rations). Figure 17.1 depicts the different file manipulations that can
take place between a router and a TFTP server.

So, a TF'I‘P server is a PC that is running TFTP sewer software and
is accessible on the network. Because neither login nor password is

required, all you need to know to connect to the TFTP server is its
IP address.

SEE ALSO

fie F07‘ iIr_fi)77/ratio); on zlring the Copy calm/mm’ wit‘/z m;rfigr11'/rtiartfile.r,.ree pr1geI54.
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choose an appropriate folder on your Computer where the server
software can be placed during the download. After the download is

complete, you can install the Cisco TFTP server software as outlined
in the next section.

3 am’ pwuuuum aw-gum «mg.» i Rnnixrcr 1 Fudhck i Srunzl r MI1rIlNIlp |
*3 Other Soflwiu-e Frmlncts

Ciscu 'IF1‘1'_Spnve_r for \Vi.ndn\vs 95/Windmvs93/NT 4.0 W!"
lJiccuTF1'P smkm an easy!-Hun W'znr1uw::95IV.Vindowu
FWHT 4.0 Trivial File Tmnsfex (TI-TP) nerve: nppfirmunfut
kmsfrning file: am am ayaltmla a.naLhu with Tl-‘FF alien!Jofl»Va':re.Aiso, it can be uaedm upgnh mfiwam onC'iscu
products that suppm TI-‘K? client
Sgun:ialF|la Access
Ynumusl have he an grim a spmai coda by xcisca
xx-.;rosenl:h'\'o Lu mam ms in 11:1: mm

‘*9’ Atlditiunnl Iul'ou1mtion
Pzmlutl EuLléti.n5 Pmduc‘. Cnltlugmenu fink-ha:\

Enetaiiing the Stem ‘TH? Server Software
You can install the Cisco TFTP server software on a Windows 95/98

workstation that is on the same network as the router (this means

that the router is the default gateway for the TFTP server). For

example if the routers Ethernet 0 port is configured with the IP
number 10.16.01, this number should be entered as the workstations

default gateway. The IP address for the workstation also needs to be
in the same subnet range as the Ethernet 0 port. Because I’ve divided

a Class A network (you should be able to tell this by the first Octet of
the default gateway TP address, if not, go back and take another look

at Chapter 11) into 14 subnets, and used the first subnet on the
Ethernet network connected to the router’s E0 port, the range of II’
addresses’ available would be 10.16.0.1 to 10.32.255.254. Because my

workstation serves as the TFTP server, I made sure its IP address

was in this range. I chose 10.16.04 in the TCP/JP Properties dialog
box, as shown in Figure 17.3.
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After you’ve got the IP addressing squared away, you can set up the
TFTP server software on the workstation. The installation process is
very straightforward.

Setting up the Cisco TFTP sewer software

1. Use the Vi/indows Explorer to locate the folder where you
downloaded the Cisco TFTP server software.

. D0uble—cljck the Cisco TFTP icon. The installation program
for the software will load.

. Click Next after reading the opening Installation. You will be

asked to choose 21 locationfor the installation of the TFTP ‘ . arid ma;"ua"y~avsS?;§n mg.
server software or allow it to be installed to a default folder. ‘address in‘ihe TCP/lP__ ."_-

properiies b0x(see_
Figure 17.3).. Choose a different folder using the Browse button or go with

the default. Click Next to continue.

. A Default Icons folder will be created for the TFTP program.
You can choose to have the icon placed in "another folder by
selecting the folder list provided on this screen. Click Next to
continue.

. The software will be installed. Click Finish to complete the
p1‘OC6SS.
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Now that the software is installed on the Workstation that will serve

as the TFTP server, you are ready to copy files to and from the
router. The next section discusses copying a configuration file to the
TF1‘P server.

fiopyng to the T??? Server
As you learned previously, you can copy startup configuration files
from NVRAM or the running configuration file from RAM to the

TFTP server. For example, let’s say that you have a solid startup

configuration saved in NVRAM and you want to save it to the
TF1? server before you make any changes to it. This would enable

you to restore the original startup configuration file to the router
from the TFTP server, if your configuration Changes turn out to

affect network operations negatively

Copying the startup configuration to the TFFP sewer

1. Start the TFTP server software on the workstation: select the

fitart menu, choose l_’rograms, and then click Cisco TFTP

Server. The TFTP Server window will open. The window is

really just a gray, empty box that displays the IP address of the
TFTP server (the computer you are running the software on) on
the Title bar.

. On your router console, enter the Privileged mode using the
enable command and the enable password.

. At the router prompt, type copy startup-contig tftp, and then

press Enter.

. You are asked to provide the IP address of the remote host.
Enter the IP address of the TFTP server (in this case my IP

address was 10 . 16 . o . 4). Then press the Enter key.

. You will be asked to supply the name of the file you would like
to write to the server. The default is the routcr’s name followed

by config (such as cisco2505—config). Press Enter to accept the
default or enter the name of the configuration file you want to

copy and then press Enter.

. You will be asked to confirm the procedure (see Figure 17.4).

Press Enter to confirm (if you don’t want to confirm, type n for

no and you will be returned to the Privileged prompt).
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.1::cn25lBSflcnpy star-tup—cnn£ig tit]!enact! hunt I]? lfl.16.fl_4
anu Inf cunfiguratinn Pile tn ux-‘Ike [ci:I:u25BS-ccInf5'J'l
rite file: r:i:n;u25D5—curnfg un lmnt iPI.1fi.EL‘l7 lcunfin-nlfl

The file will be written to the TFTP server. A prompt reading
Writing router‘ name-config. H [OK] means that the copy was a suc-
cess. If you return to the TFTP Server Workstation and look at the

server window, you will find that a record of the copy job has been
recorded, as shown in Figure 17.5. The TFTP server window also

confirms that the copy job was a success.

You can also copy the 111nning—config from RAM using the proce-
dure outlined. The only difference is that the command in step 3
would read copy running~config tftp.

Sewing from the FR”? Server

The reverse 0pcrati0n—copying a file from the TFTP server to the

router—is as straightforward as the process outlined in the previous
section. You can copy a co11fig11ration file from the TFTP server into

the router’s NVRAM or you can copy the configuration Erorn the

server directly into RAM as a new run11ing—configuration. If you
copy the file into NVRAM it not only becomes the new running

configuration for the router but it also will be the startup configura~

tion when you reboot the router. Lets take a look at how to copy the
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configuration file from the server into the NVRAM where it
becomes the new startup configuration for the router.

Copying the startup configuration to router

1. Start the TFTP server software on the sewer Workstation.

2. On your router console, enter the Privileged mode using the
enable command and the enable password.

. At the router prompt, type copy tftp startup-config, and then

press Enter.

You are asked to provide the IP address of the remote host.
Enter the II’ address of the TFTP server (in this case my IP

address was 10.16.0.4). Then press the Enter key.

You are asked to provide the name of the configuration file on

the TFTP server you want to copy. Type the name at the

prompt (if you use the default name when you copied the file to
the server, you don’t need to enter a new name). Press Enter to
continue.

You will be asked to confirm the procedure (see Figure 17.6).
Press Enter to confirm.

1:|:o2§B5llv;n11y lift ctartu -cnnfig= ddrnlts of rlznukn mat [ZS .255.Z55.Z§5l'[1FJ.16.D.4.
arm: oF configuration file EI:1sx:o2!nfl5-conFg]T

1' .-m£igu.~a Inring :::l:to2'Kfl5-cnnfg frnn 1o.1s.n.-17 [mmfh-n1

The file will be loaded to the router and will become the active con-

figuration (and will he saved in Again you will receive an
[OK] message on the router that the procedure was a success. You can
return to the TFTP server where the process will also he confirmed
as a success.
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Laadeg a New Q3 train the 3“F°E”P Server

As you can see, copying to and from the TFTP server is a pretty easy

process (when you compare it to creating IP subnets or doing some
of the other configuration chores required by the router). You can
also use the TFTP server to copy various versions of the IOS to the
Flash RAM on the router. This makes it very easy to update the

operating system on the router.

Cisco is constantly fine—tuning the IOS available for their routers. A
number of different release versions are available. At the time this

book was being written a new release, version 12, became available.

Of course, as with any new operating system, bugs are found and

fixes are programmed so a number of service releases are also made
available for new IOS versions. In Cisco’s case, upgrade Versions of
even what would be considered an older IOS such as 11 are still

being fine—tuned, as well. You can View all the most recent IOS ver-
sions available on the Ciseo Web site at www. cj.sco.com.

_ ‘ fl En!er(where the IP V‘ 1
To download operating system images (files), you must have the __ address ismat Of'th'e' 1 i

appropriate service agreement with the Ciseo reseller who sold you I server/workstation). W0"

your router. A Valid service contract number is required and you gtP‘at”a‘E:ST'tF"$d
must register on the Cisco site to download IOS files. Figure 17.7 Wme pmess again.
shows the Web page that provides the links to the various IOS

images. This page also provides a convenient IOS planner that
enables you to choose new IOS versions by your router (for example,
I would click my Cisco 2505 router and only the IOS images appro~
priate for that model of router would appear on the Planner page.

To load a new IOS into a router’s Flash RANI, download an appro-

priate IOS image from the Cisco Web site (if you purchased an IOS

update from your Cisco reseller, you might also have the IOS files on
a CD). Place the IOS file in the TF1‘P server's root folder. The

default for this folder is C:\Cisco Syste1ns\Cis«‘:o TFTP Server and

you can use the VV1ndows Explorer to copy or move the file to the
appropriate folder.
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mm r_v_m-nuiwrtromiiiql rm-,’ 1' Harlin‘ ]_F¢ulliA:k] sum [hInnIHIlg_J“,’ '

‘ \vetc'oma‘€o’ the ’Ngw’c‘=.;;;,:£as1ér;.;n;;r;’ ‘
Ourxmw Cisco IOS Pladner alloivs you more flnxiéxility to browse foryour prafcnréd soflivain. No longer are you limited toy
sceingjust on: major release at A time, or forced to make choices in a certain order. You can now View all major releases, all
platforms. and all sofiware features Rom ix single interface. Choosing a plalfonn, a xnainlenance reluaée; or sofiware feature wan
autontarically limit the other menu choice: based on your selecfion, unlilyou arrive at your preferred solhvatt, I

, i CCC Siollvaaxi-.

Now you are ready to copy the new 103 into the routers Flash. Be
advised that this version of the IOS will replace the previous version.

You can choose to not have the Flash RAIVI erased during the copy

process, but that means you will have multiple copies of the IOS in
Flash; in the case of the 2505 router with only 8MB of Flash, there is

only enough room for one IOS image, anyhow.

After the IOS file is on the TFTP Server, you are ready to begin the

process that will move the IOS file onto the router.

Copying a New IDS to the Homer's Flash RAM

1. Start the TFTP server software on the server workstation.

2. On your router console, enter the Privileged mode using the

enable command and the enable password.

3. At the router prompt, type copy tftp flash, and then press
Enter.

4. You are notified that the router will proceed with the copy, but

that router functions will be stopped while the IOS image is

updated. To proceed, press Enter.
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The current 108 image will be erased and replaced by the new IOS

image. A series of exclamation points appear on the router as the
process takes place. This process may take a couple of minutes

because the IDS images can be quite large (the 11.2 IOS is over

6MB). If you take a peek at the Cisco TFTP server window, a series
of number symbols (#) repeat across the screen as the process takes

place.

The router will reboot after the new IOS file is copied. You can now
press Enter and enter the console password (if required) to place

yourself at the user prompt. To check your new IOS image, type show
flash at the prompt, and then press Enter. The new IOS image (the

filename you entered in step 6) should now reside in the router’s
Flash.

You can also copy the current IOS image to a TFTP server if you

, want. This gives you a backup if the Flash RAM on the router goes

bad or you just like having a copy of the IOS safely filed away in a
secondary location. The command at the Privileged prompt would

be copy flash tftp. You then provide the IP address of the server
and other information as requested in the steps already discussed.

TFTP servers make an excellent repository for alternative configura—

tion files and IOS updates. They supply you with the backup storage
space that the router itself doesn’t have.



308



309

PART IV Advanced Configuration and Configuration Tools

CHAPTER 13 Basic Router Troubleshooting

“tratahéesheetng Hardware Presents

Although the subject of troubleshooting your router connections and

configurations would certainly fill an entire book (or books), it prob-

ably makes sense to finish up a primer book on internetworking and
Cisco routers with a basic overview of troubleshooting techniques.

Hardware problems that you could face can include a failed router
interface controller, making an interface or interfaces inoperable, or

a router that has just rolled over and died completely.

Other problems on your internetwork will most likely boil down to
two categories such as physical connection problems and router con-

figuration problems. Some physical connection problems you have
control over such as a bad router serial cable or a hardware problem

with a hub or a stretch of network cabling. Other events such as an

out—of—control]eep Cherokee crashing into the phone company’s

switching equipment is just a little beyond your control. Some hard-

ware problems you can fix; others you just have to sit and wait
(which is difficult when your users can’t access the resources that

they need to do their jobs).

As far as configuration problems go, some adjustments to a configu-
ration might be necessary if there are radical changes to the network

topology (such as a downed connection). In other cases, your original
configuration might not be up snuff and you need to edit it to

resolve issues that are affecting the internetwork negatively. You will

look at configuration issues a11d the troubleshooting of specific pro-
tocols later in this chapter.

Eiouter Problems

Router hardware problems can revolve around interface controllers,

RAM modules, the routers processor, and even the router’s fan. And

although it might sound silly, the first thing you should check on a
router that is down is whether the router has been turned off or the

power cord has been kicked out of the wall socket.

You learned the basics of router interfaces in Chapter 6,
“Understanding Router Interfaces.” The various network and WAN
interfaces on the router are each connected to a controller. The
interface controller is either hardwired to the router’s motherboard
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(as is the case with the 2500 series) or contained on the interface
V ard that you placed in one of the slots available on the router (as is

the case with Cisco’s higher end routers like the 4500 series).

One way to check a particular interface on the router is using the

Show interfaces command. If the interface is up and the line proto-
col is up (asshowii in Figure 18.1), you don’t have a problem with
that interface. If the interface controller no longer functions, the

interface Won’t register as an available interface when you use the
show interfaces command. If the interface is up and the line proto—

C01 is down, your problem is a configuration issue, not a hardware

problem.
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You can also check the controllers on your router. The show con-

trollers command provides statistics for interface controller cards.
Figure 18.2 shows the results of the show controller éthernet
command.

Another component on the router that is of vital importance is the
router’s fan (it’s one of the cheapest parts but also one of the most

important). If the fan doesn’t work, the router will overheat (just like
a PC with a broken fan). lt will reboot. So, if you have a router that

seems to reboot after only being on for a short period of time, power

up the router and listen carefully to see if the fan is Working.
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(Some of the high—end Cisco routers actually have complex cooling

systems and also enable you to monitor the temperature of the
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In cases where the router crashes, it can be tough to determine if the

problem was hardware— or s0ftware—related. You can use the show

stacks command to retrieve error messages that were saved by the
ROM monitor at the time of the crash. (Cisco technical support rep-
resentatives can use the show stacks information to pinpoint the soft-
ware or hardware problem that caused the crash).

Besides the physical failure of router components, you might also run
into situations where the router doesn’t have enough RAM (or

processor speed) to really handle all the traffic that you have flowing
through it. You might need to add additional routers to the internet—

work to lighten the load or upgrade existing router hardware compo-
nents (such as RAND. In some cases you might want to upgrade from
the existing router to a higher—end router.

One way that network administrators identify bottlenecks on their

networks (a Izottlenec/e is a device that is slowing network traffic) is to
use some type of network management software package that allows

the monitoring of devices, protocols, and other aspects of the net-

work and enables you to View the current health of your internet—
work. CiscoWorks is an example of a network management software
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internetwork by providing redundant connections (backup connec-
tions) between certain routers. For example, you might have 21 Frame

Relay connection between two routers. As a backup, you configure
the router so that it can also connect to the remote router using a

dial—up connection over a modem if necessary. The modem line

won’t give you the speed that the Fra1ne—Relay connection will, but if
you have to move time-sensitive data, you at least have a backup

route for the packets.

Cabling Pmhiems

Connectivity problems on a LAN related to physical cabling on the
LAN can be due to shorts, breaks, and other problems. In cases

where physical connections (that you have control over) are suspect,
a Variety of tools are available for checking cabling ranging from
voltmeters to time domain reflectometers (TDR).

A digital voltmeter is a simple device that can be connected to a cable

and test the cable for a break or a short. Basically, the voltmeter can

tell you if the cable is bad or not and whether you are looking at a
short or break. If the cable has a short, replace it. If there is a break,

you must trace the cable (have fun standing on a ladder with your
head stuck up in the drop-ceiling) to find where the break has
occurred.

A TDR is a more sophisticated device that can diagnose shorts and

breaks in a cable but it can also provide you with information on
where the short or break exists on the cable. The TDR actually

emits short pulses down the cable and is able to use a timing mecha-
nism that estimates the distance that the pulse has traveled.

Network cabling is always suspect. People move furniture and dis-

rupt cable connections, a leaky roof allows cabling in the ceiling to

become soaked with Water (sometimes leading to shorts)——a1l sorts of
weird things can happen to cables that sever the connection that they

were providing. Always check cables first. Then move on to some of
the other devices you’ve discussed.
SEE ALSO

37“ For (I review ofnetwark milling, ma page 17.
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The show interfaces ethernet [interface number] command

enables you to View statistics related to a particular Ethernet inter~
face. Figure 18.3 shows the results of this command on an Ethernet
0 interface on a Cisco 2505 router.
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Although the statistics provided might seem rather cryptic at first
examiiiadon, they actually provide a great deal of information that
can help you troubleshoot problems related to an Ethernet interface.

Some of these statistics also provide insight into the use of other
hardware resources on the router such as RAM. The list diat follows

highlights some of the statistics found in response to the show
interfaces ethernet [interface number] Command.

- Ethernet 0 is Up, Line Protocol is Up—This lets you know that

the interface is active and that the Ethernet protocols believe
that the line is usable. If the interface is down, check the LAN

connection to the interface. You can also try to bring up the
interface in the Configuration mode (if the LAN connection is

okay). Enter the configuration-if mode for the interface and

'‘bounce’’ the interface. Use the shut command (to down the

interface), and then use the no shut command to up the inter-
face. This might bring the interface back up.
Hardware Address—This is the hexadecimal MAC address for
the interface.

Internet Address—This is the IP address and subnet mask

assigned to the interface (you will learn IP addressing in the
“Troubleshooting TCP/IP” section).
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The command to View the statistics related to a Token Ring interface
is show interfaces tokenring [interface number]. And as with the
show interfaces command on Ethernet interfaces, this command
shows the status of the interface and information on the hardware

and protocol addresses of the interface as well as information on the
interfaces reliability. A number of the parameters shown in the sta-
tistics are the same as those shownfor an Ethernet port (such as

Hardware Address, Internet Address, MTU, BW, and Rely). Other

settings have to do with '1Z)lcen Ring LAN functionality such as ring
speed.

a Token Ring is Up—This lets you know that the interface is Cur-

rently active. if the interface is down, you can try to bounce the
interface in the configuratjon—if mode to get it back online.

Hardware Address—This is the hexadecimal MAC address for
the interface.

Internet Address——This is the IP address and subnet mask

assigned to the interface (you will learn IP addressing in the
“Troubleshooting TCP/IP” section).

MTU-This is the maximum iiansmission unit for the interface

in bytes.

BW This is the bandwidth for die interface in lcilobits/second.

Rely—~This is a measurement of the reliability of the line with
255/255 being 100 percent reliable. This measurement is aVer—

aged for the interface over a period of five minutes.
Load——This measures the current load on the interface. The

measurement 255/255 would be a totally saturated interface and

again means that you might have too large of a Token Ring
LAN being serviced by the one interface on the router.

Ring Speed This is setting for the speed of the Token Ring
LAN that the router is connected to. All devices on the Token

Ring network, including the router, must be using the same ring

speed (either 4Mbps or 16Mbps). Any mismatches will result in

an interruption in the flow of data. To check the ring speed set
on the router use the show running~config command. Ifyou

need to reset the ring speed enter the config—if mode on the
router console for the interface. Then use the ring —speed com—

mand to reset the ring speed.
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u Restarts—On Token Ring Interfaces this value should always be
0. If it is other than 0, the interface has been restarted because of

some problem on the Token Ring LAN.

Troubleshooting Token Ring interfaces on routers requires a very

good understanding of how Token Ring LANs operate. Problems
such as congested rings, for example, require that you further seg-

ment the Token Ring LAN. And although this section provides some

primer information on Token Ring interface settings, you should
learn a lot more about Token Ring itself than can be provided in this

book. A very good source for Token Ring related information is

www. ibrn.com. They are the architects of Token Ring and provide a
number of White papers and other resources related to Token Ring
LANs.

jTratthEesEsseting Wfifi Esterieees

Basic troubleshooting of WAN interfaces is very similar to trou-
bleshooting LAN interfaces. You can use the show interface serial
[interface number] to view the statistics related to a particular inter-

face. However, more precise troubleshooting of WAN interfaces is

much more complex than LAN interfaces because of the different

WAN protocols (such as PPP or Frame Relay) that you might be

using on your serial connection between routers. Also thrown into
this mix is the state of your service providers leased lines or packet
switched network connections.

Let's take a look at the show interface serial conunand and how some

of the statistics related to a serial interface can provide insight into

potential problems. Figure 18.4 shows the results of the show inter‘-
face serial 0 command on a 2505 router.

3 "Serial 0 is Up—This lets you know that the interface is active. If
the interface is down, there might be a problem with the con-
nection from the router to the CSU/DSU. Check the cable. Or

there might be a problem with the telephone company line that

you are connected to (if the CSU/DSU is okay, call your service

provider to see if the line is down—fi1'st check the status of the
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route: on the other end of the connection). You can also try to

bounce the interface to bring it back up (as discussed in the
Ethernet section).
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in Line Protocol is Up—This lets you know that the WAN proto-
cols in use believe that the line is usable. if the line protocol is

down, your router might not be configured correctly (use the
show running -config command to check this). Or the router that

you are attempting to connect to isn’t configured with the
appropriate protocol (check it too). You might also be experienc—

ing a problem due to the service providers line or switching
equipment.
Internet Address#This is the IP address and subnet mask

assigned to the interface (you will learn IP addressing in the
“Troubleshooting TCP/IP” section).

I MTU—-—This is the maximum transmission unit for the interface

in bytes.

in BW This is the bandwidth for the interface in kilobits/second.

This is set for the interface at the config—if prompt using the
bandwidth command. The bandwidth must be set to a value that

coincides with the speed of the line that the routers serial inter—
face is connected to.
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Rely——This is a measurement of the reliability of the line with

255/255 being 100 percent reliable. The lower the first number

in the reliability measurement I.he less reliable the interface con-

nection (due to downed lines or other problems).
Load—This measures the current load on the interface. The

measurement 255/255 would be a totally saturated interface
(meaning too much traffic, you might need to add another inter-
face or router to service the LAN).

Encapsulation—This is the WAN protocol assigned to the inter-
face. It must match the WAN protocol on the router that is at

the other end of the connection. The WAN protocol must also

be set for the type of service you are being provided from your
service provider (don’t set it for PPP if you are connecting to a

Fraine—Relay switch).

CRC—This shows the number of cyclical redundancy checks

that have failed on incoming packets. This is usually an indica-

tion that the line provided by the phone company is experienc-

ing a great deal of noise or that your serial cable from the router
to the CSU/DSU is too long.

Again, this is only an overview of the information provided by the
show command for a serial interface on a router and how it relates to

potential problems. Troubleshooting WAN connection demands that

you have a great deal of experience configuring and working with
WAN connections on an internetwork. For example, troubleshooting

dial—up connections and ISDN connections are really a science unto
themselves. As with any discipline, the more time you spend Working
with WAN issues on internetworks the better you become at diag-

nosing problems relating to them.

Tifltfihiefiiififiififiig WWW A fg'[:t1‘u;:|;n‘§;';‘5nd(t“
TCP/TI’ is a large routable protocol stack that can present a numb\er V
of interesting problems to router administrators. You’ve already seen i‘ " ’~ ' 4’ 5’ "
in Chapter 10 that subnetting IP networks can be a mathematical

nightmare in and of itself. And you will find that when you work
with IP networks, a number of the problems that you face have to do

with improper configurations on a router or node on the network.
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A duplicated IP address on a Workstation will take that workstation

offline and the workstation that also has been configured with the
duplicate IP address.

Let’s take a look at some of tl1e common 1P network—related prob-
lems first. Then you will look at the ping and trace commands and

l1oW you can use them to help troubleshoot IP—related problems.
The list that follows provides some basic IP related problems and

how you would fix them:

a Default Gateway Improperly Configured—When you set up the
workstations and servers on a LAN that connects to a router, the

default gateway for the LAN (and all the computers on it) is the

IP address of the router interface directly connected to the
LAN. If a workstation cannot communicate with the network,

check the default gateway (or even more basicwcheck the IP
address).

Routing Not Enabled On One of the Routers—Use the show ip
route command to see whether the router has been enabled for

routing. If the routing table doesn’t have any learned entries in

it, the router has not been enabled for routing.

Routing Protocol Has Not l3een Enabled-——You must enable a
routing protocol, if you want the router to build a routing table.

Use the show running -config command to see whether a routing

protocol has been enabled (which should match the routing pro—

tocol you are using on the other routers on your network).

No IP Address Configured on an Interface-—You will have prob-

lems if the router interface has not been configured with an IP
address. Use the show ip interfaces command to make sure

your interfaces have been configured with an IP address (except

i11 the cases of serial connections which can be configured IP
unnumbered).

Using ping

A great tool for checking the physical network connection between
two routers on the internetwork (or any two nodes) is the ping com-
mand. ping sends an ICMP echo packet to the noted IP address and

if the address received the packet it echoes the packet back to the
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The results of the trace command shown in Figure 18.7 show that

the route determined by trace consisted of one directly connected
router with the IP address of 130.10.64.2. The trace took four mil-
liseconds.

’ mjmynlltl-ace 13n.1n.9s.1
BBC cscdllll suquellcc Lu almx-L.

L , racing the rank: to 1:m.m.sm.1
1 13B.1fl.E4.2 4 mane *4 4 Man

oyeyavl

Treutaeshooteg PX

Networking with IPX poses some of the same problems that you
face when working with IP. Incorrectly entered LPX network num-

bers on router interfaces can cause problems just as incorrectly con-
figured IP addresses on interfaces do. Let’s take a look at some of the

basic troubleshooting issues you might face when working with
networks:

I Incorrectly Configured Clients%Novell Networks are very
se1yer~centric and so the hosts on the network must have their

client software configured to correctly communicate with the
NetWare server. It is the server that verifies the user to the net-

work, so make sure that you are using the appropriate version of

the client software for the version of server software that you are
using.

Too Many Clients—VVhen you install a NetWare server you

must provide a disk that shows the server how many licenses you

have purchased for client machines. If you try to add more
clients than you have licenses for, the server will not let the user
on the network. Use the Load Monitor command on the

NetWare server to check the number of client spots available on
the server.

Problems with Ethernet Encapsulation———NeLWare supports sev-
eral diffcrcnt Ethernet frame types—such as Ethernet 802.2 and

Ethernet 802.3 (raw Ethernet) Ifyou inadvertently mismatch the

frame type on a router LAN interface with the frame type used
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Another thing to keep in mind, because the administrator assigns

cable ranges, is that you don’t want to inadvertently configure two
LAN segments with the same network number or cable range. This

will obviously cause routing problems.

Two router commands that are useful for troubleshooting in

AppleTalk environments are ping and the debug appletalk routing
command. ping, as you know, enables you to check the connection to

a particular node on the network or check whether or not a router
interface is up. The debug command enables you to View advertise-
ments of routes on the AppleTalk internetwork and reports of con-

flicting network numbers on the network.

To use the ping command for Applelalk addresses, type ping
apple Lalk [network numbernnode address]. For example, on my

router I want to ping the Ethernet 0 port on another router that has

been configured for AppleTalk. The command is ping appletalk
12.176 rou can also use the extended ping command for AppleTalk).

Figure 18.9 shows the result of this command.

. ypa eseapn mzquence to aha:-I1.
landing 5. IPM-byte nppiurain Etzlmn tn 12.L76. cjmauc is 2 snunnntzxz. ill!!!ulzcesu rate 15 10$ um-cent (5/5). 1~nnrrl\*i:r1'rI Din/avg/max - 8/ll/12 nsnneyell

The debug command (a Privileged command) is simple to use, but it
requires a lot of the routers resources, such as memory, so you don't
Want to leave it on forever (use no debug all, to quickly turn it off).

The command is entered as debug apple routing. Figure 18.10 shows
some of the information that the command provides.

A Final Word on ireuheshaoting
In this chapter you have taken a look at some of the basic trou-

bleshooting techniques for hardware, network architectures (such as
Ethernet), and network protocols (such as IP). One thing that I

haven’t talked about is a network map. Any network administrator
worth his salt will be sure to have an up—to~date map of the entire

network including the addressing scheme and the location of devices
such as routers, bridges, and servers.
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Case Efig Qenunaad §EEEEiE?E"E@§“§'
This appendix provides a summary of the Cisco IOS commands cov-

ered in this book. The commands are broken down into tables; each
table contains a list of associated commands. Commands in each

table are listed alphabetically. For example, router examination com-
mands are contained in Table A1. This resource is best used after

you have completed reading the entire book. You will then under«
stand the context of each command and its use.

Because some root commands overlap—for example, show is used as a

general examination command and as a troubleshooting command——
you might find Variations of the same command in more than one

table. The fact that commands are grouped by their typical usage,
however, should make the tables an easy Way to reference a particular
group of related commands.

For example, you can go to a particular table category, such as IP-
related commands or AppleTalk—related commands, and find the spe-
cific IP or ApplcTalk IOS command you are looking for. It is
understood that each command is executed by typing the command
at the appropriate prompt (noted in the results of the command) and
then pressing Enter.

Router Examination Commands

Router examinadon commands enable you to quickly check the sta-
tus of the routers interfaces and other parameters. Table A1 summa—
rizes these commands. These commands can be used at both the user

and privileged prompts unless otherwise noted.

Resuhs

show GDP Neighbor Shows the routers that are directly connected to
your router by LAN or serial connections.

Show clock Shows the time and date settings for the router.

show flash Shows the 108 file or files contained in the
routers Flash RAM and the amount of total
Flash RAM and used Flash RAM.
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show history

show hub

show interface ethernet
‘ [interface number]

show interface serial
[interface number]

show interfaces

show processes

show "protocol

show version

Cisco IOS Command Summary .etpPEmD|x 1:

Results

Shows a list of your last 10 commands.

Shows information on the status of l'.l1B hub portsofa 2505 router.

Shows the current COI1fig'l1l‘£1L‘iO11 of a specifiedEthernet interface.

Shows the current configuration of a specifiedserial interface.

Lists all the interfaces on the router and statistics
related to the interface such as their current con—

figuration and encapsulation. Also tells you if theinterface is active.

Shows CPU utilization information.

Lists the routing protocols configured on therouter.

Shorvs the version of the 10S currently runningon the router.

Router Memory Commands

Router memory commands enable you to check information such as
the current rutming colifiguration or the startup-configuration
stored in NVRAM. These commands also enable you to copy or
erase configuration files from the r0uter’s memory. Commands for
saving and retrieving router configurations or IOS files to and from
an FTP server are also included in this list. These commands can be

used at the user and privileged prompt unless otherwise noted (see
Table A2).

Command

copy flash tftp

copy running—config startup-config

Results

Privileged command to copy an IOS
file from Flash to the TPTP server

Copies the currently running
confl uration to the router's NVRAM.5

continues. ..
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Command

copy startup-config tftp

copy tftp flash

copy tftp startup -config

erase startup -config

show running-config

show startup—con1‘ig'

Results

Privileged command to copy the
startup coiifiguraljon from NVRAM to
a TFTP server.

Privileged command to copy an IOS
file from a TFTP server to the router’s
Flash RAM.

Privileged command to copy a startup
configuration file from a TFTP sewer
to the routcr’s NVRAM.

Erases the start-up—configurau'on from
the r0uter’s NVRAM.

Privileged eouunand that shows the
router configuration currently running
in RAM.

Privileged command that shows the
router configuration stored in the
router's NVRAIVI. Loaded by the
router wh en the router is rebooted.

Password and Router Name Eonfigtaratioia Commands

Password and router name commands enable you to change the vari-

ous passwords on the router including the router login password and
the secret enable password for the Privileged mode (see Table A3).
This list also contains the command for changing the routers name.

Each of these coininands is used in the Configuration mode.

Command

enable secret password [password]

hostname [name]

Results

Global configuration command that
enables you to change the secret
Privileged mode password on therouter.

Global configuration command that
changes the name of the router.
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Results

Enables you to enter the Line
Configuration mode to set the login
password for the router.

Enables you to enter the virtual
terminal Configuration mode to set
the virtual terminal password for therouter.

Used in the line console D \
Configuration mode to set the login
password for the router; also used in
the line vty 0 4 Configuration mode to
set the virtual terminal password for
the router.

SEE ALSO

. )1» For help1'2mve7‘i71g_fiJ1gutte11 pamuardr, see page 137.

‘vteriaee Configuration Commands

Interface configuration commands relate to configuring interfaces on
the router (see Table A.4). The general configuration command, can -
fig (the Privileged command to enter the configuration mode), is

included among the commands. For interface configuration related
to a specific network or WAN protocol, see the appropriate table
(such as WAN—Related Commands).

Resuhs

Privileged command that enables you to enter
the Global Configuration mode.

While not an actual interface configuration com-
mand, it is the command used to end a router
configuration session.

Enables a particular interface (you must be in the
config—if Configuration mode) to show con—
nected neighbor routers (you can then use the
show cdp neighbor command on the router),

continues, ..
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Command Results

eno apsulat io n Interface—specific configuratzlon command that
[encapsulation type] enables you to set the encapsulation type for a

LAN or serial interface on the router.

interface ethernet Global Configuration command that enables you
[interface number] to configure parameters related to a particular

Ethernet interface.

interface se rial Global configuration command that enables you
[interface number] to configure parameters related to a particular

serial interface.

lP—Rela‘ted Commands

[P commands are related to configuring IP addressing on interfaces
and enabling IP routing on the router (see Table A. 5). Commands
related to RIP and IGRP are also included.

Command Results

access — list [list #] permit Global configuration command
or deny [ip address] for creafing an IP Access list.
[wildcard mask} The network or node address that

will be permitted or denied must be
included and the wildcard mask must

be provided. Repeat this command
for each line that will appear in
the Access list. The list # range
for IP lists is 1~-99.

debug ip ig rp transaction Privileged command that enables you to
View statistics related to IGRP update
messages on the router.

debug ip rip Privileged command that enables you to
View the RIP update messages sent and
received by the router.
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ip access—group [list
number] out or in

ip address [ip address]
[subnet mask]

ip routing

ip unnumbered {interface or
logical interface]

network [major network
number]

no debug all

no ip routing

router igrp [autonomous
system number]

router rip

Show access -list [list
number]

Clsuo IOS Command Summary APPENDIX A

Resufls

Interface configuration command
Where you group a particular IP Access
list to an interface. The out or in para»
meter is used to filter traffic going either
out or in the specified interface.

Used in the config—if mode to
assign an IP address to a router
interface. The ip address command
is followed by the ip address and
subnet you are assigning to the
interface.

Global configuration command that
enables IP routing on the router.

Config—if prompt command enables
you to designate a serial interface
as not having its own IP address.
The interface or logical interface
parameter must designate a router
interface (such as an Ethernet
port) on the router that does have
an IP address.

Used with the router rip and router
igrp commands to specify the major
IP networks that the router is

directly connected to.

Turns off debugging (Privileged mode
command).

Global configuration command that dis-
ables IP routing on the router.

Global configuration command that
turns on IGRP routing. The
autonomous number is the AS number

for the routing domain that the
router belongs to (if an AS exists).

Global con_figurau'on command the turns
on RIP routing.

Enables you to view a particular
Access list The list number is the

number you assigned to the list .
when you created it.

continues. . .
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Command

show ip interface [interface
type and number]

show ip protocol.

show ip route

telnet [ip address]

BFX-Related Commands

Results

Command enables you to View the TP
related configuration settings for
a particular router interface.

Provides information related to the rout-

ing protocol updates sent and received by
the router (such as RIP broadcasts).

Shows the RIP or TGRP routing table for
the router.

A user and Privileged command that
enables you to log in to a router remotely.

These commands are related to the configuration of IPX addressing
on interfaces and enabling IPX routing on the router (see Table A6).
Commands related to IPX RIP also included.

Command

access list [list #1 permit
or deny [source network
address] [destination network
address] .

access-list [list #1 permit
or deny -1 -1

debug ipx routing activity

ipx access-group [list #] in
or out

Results

Access list creation command (a
Global Configuration command)
that enables you to create IPX
Access lists. The list numbers
available for IPX are 800 to 899.

IPX Access list creation

statement that enables you to
permit or deny all networks and
nodes not specified in other
statements in the Access list,

Privileged command that enables you to
View the IPX routing updates coming in
and going out of the router.

C0i1fig—if configuration command
that enables you to group an IPX
access list to a router interface. in or out

the interface must be specified.
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: ipx network
etwork number] encapsulation
fame Type]

px routing

o‘ debug ipx routing activity

ow access~list [list #]

how ipx route

Results

Interface configuration command
(config-if prompt) that enables
you to set the IPX network
address for a router Ethernet
interface and set the Ethernet

frame type for the interface.

Global configuration command that
enables IPX routing on the router.

Turns off IPX debugging.

View an IPX or other type of Access list,

View the settings for IPX enabled
router interfaces (:1 User and Privileged
command).

View the IPX routing table on a router.

View statistics related to the IPX packets
sent and received.

leTaEi<=-Related Eommends

These commands are related to the configuration of ApplcTalk and
the viewing of AppleTalk conflg'urado11 settings (see Table A.7).

etalk access—group [list #]

Resuhs

Global configuration command
that enables you to build Access
list lines based on zone names.

AppleTalk Access lists can have
3 list number range of 600 to 699.

Global configuration command
that enables you to build an
AppleTalI( Access list.

Config—if command that groups an
AppleTa1k Access list to :3 specified routerinterface.

continues...
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Command

appletalk cable-range
[cable-range number]

appletalk routing

appletalk zone [zone name]

show appletalk global

show appletalk interface

show appletalk interface brief

interface eoshow appletalk

show appletalk

WAN—Related Eommands

Results

Interface configuration conuuand
Where you set the AppleTall<
cable—range for a selected
interface.

Global configuration command that
enables AppleTalk routing.

Interface configuration command that
enables you to set the AppleTalk zone
name for a particular interface.
Provides information on the number of
networks and zone available on the inter-
network and the time interval for ZIP

queries and RTMP updates.
Provides more detailed information on

the router interfaces and their AppleTalk
configurations.

Provides a short Summary of all the inter-
faces on the router and their AppleTalk
configurations.

Enables you to view detailed AppleTalk
configuration information for 3 specified
router interface.

Provides zone and network information
for the zone available on the internet-
work.

These commands are related to the configuration of WAN protocols
on router serial interfaces (see Table A.8). Command for configuring

Frame~Relay and X25 on a router are included in this list.
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Troubleshooting Commands

The commands in this table are related to troubleshooting the router
(see Table A9). The ping and trace cornruand are included in this
list.

Command

ping [node address]

show controller

show interface

[interface type]
[interface number]

show stacks

trace [ip address]

Resuks

Used to check the connection between two dif-

ferent router’s (ping followed by the IP address
or AppleTalk node address) on the remote
1'outer’s interface. This command can also he
used to check the connection between nodes on
the network.

Lets you take a look at the status of interface
controllers on the router.

An excellent command for viewing all the
parameters related to a specific interface
on the router.

Provides error messages related to the crashing
of a router when the router is restarted.

Shows the path between your router and another
router or node on the internetwork. This
command can also be used with AppleTallc
addresses.

Miscellaneous Commands

This table contains some miscellaneous router commands such as the

banner creation command and the command for setting the time and
date on the router (see Table A.l0).

Command

banner motd

[banner end character]

Results

Global configuration command that
enables you to create a banner for the
router login screen. The banner end
character is any non—alphanumeric
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Router fieéeetee

When planning any enterprisewidc internetwork (or even a campus
network that is only a portion of the enterprise), the hardware that
will be implemented as part of the plan must be capable of perform-
ing its intended function and imparting some scalability and flexibility
to the network i11 case of future growth or the possible need for

topology changes. Scalability and flexibility have really become indus~
try buzzwords and in the final analysis really boil down to purchasing
hardware. In this case, routers must not only serve the current situa-

tion but also enable you to upgrade or reconfigure the equipment if

necessary without throwing everything out and starting over.

fisee res Eeeters

The Cisco 7500 routers are high—end routers that typically serve as
border routers (also called care r0m‘e7'.v) and provide the routing of

packets between routing domains. The 7513 router shown in Figure
B.1 serves as a border router between the corporate network and the

Internet (notice also that a firewall is installed between the intcrnet—
work and the border router).

The 7513 comes with 11 slots that are hot—swappable (interface cards

can be swapped or inserted even while the router is running). The
7513 can provide several different interfaces including Ethernet,
Fast—Ethernet, Token Ring, FDDI, T—1, Synchronous serial, and pri-
mary ISDN.

The 7513 router can also be configured with dual redundant power

supplies and dual route switch processors. Table B.1 summarizes the
hardware configuration for a basic 7513.

Power supplies 2

Flash RAM 16MB standard, expandable to 220MB

Standard RAM 32MB, expandable to 128MB

interface slots 11

Processor slots and type 2 slots/MIPS RISC processor

Weight 75 pounds



343



344

PART V Appendixes

APPENDIX B Selected Cisco Router Specifications

Power supplies 1 internal power supply

Flash RAM 4MB standard expandable to 16

Standard RAM 4MB standard expandable to 16
Interface slots 3 slots

Processor slots and type I slot 100—MHz IDT Orion RISC

VVeight 14 pounds

Ciseo 25% Reuters

The Cisco 2500 series routers are inexpensive routers and are con—

sidered access~level routers. Figure B.2 shows the 2505 router, and

Table 13.3 explains the 2505 specifications. 2500 series routers pro-
vide more ports than other branch—office routers such as the 1000

series. They support synchronous and asynchronous serial interfaces,
Ethernet interface, Token Ring interfaces, and ISDN interfaces.

Power supplies ' 1 internal power supply
Flash RAM 8N[l3

Standard RAM 4-ND3 expandable to 16

Interface slots No slots/2 serial interfaces, 1 Ethernet interface in the
form of an 8—port hub

Processor slots and type 1 processor ZOZVH-Iz 68030

Weight 10 pounds
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A Final Note

Probably the most amazing thing about all these routers is that,
although they differ a great deal in processor power and the number
of interfaces they provide, each of these routers uses the same oper-

ating systern—the Cisco IOS. This makes it extremely easy for a net-
work administrator to configure several different router types

without really missing a beat. The fact that the command set is con-
sistent across the routers means you must learn only one operating

system to work with many different ilrternetworldng devices.

As a final word of advice, you should definitely make the time to

explore Cisco’s Web site at www.cisco . com. It not only provides speci-
fications for all of Cisco’s products, but it also provides white papers,

manuals, and even free software that you can download. Although
you might find the site somewhat difficult to navigate at first, you
will find that it provides a real wealth of knowledge related to
intcrnetworking technologies.
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if AARP (AppleTalk Address
V Resolution Protocol) A Network

. layer protocol that resolves AppleTalk
network addresses to hardware

addresses. AARP sends broadcasts to
all stations on the network to match

i hardware addresses to logical destina-
tion addresses for packets.

AARP broadcast Broadcasts to all

rations on an AppleTall-: network to

match hardware addresses to logical
destination addresses for packets. A

Access list A list of conditions

gents Software watchdogs used by
NMP to keep an eye on network
rocesses. See also SNMP

ppleTalk A routable networking
architecture developed by Apple that
provides network services to Apple

acintosh computers.

area A subset of an internetwork

containing several member routers.

When several areas are grouped into
a higher—level subset this organiza-
tional level is called a routing
domain.

ARP (Address Resolution

Protocol) A TCP/IP protocol used
to map IP addresses to node hard—
ware addresses.

asynchronous communication

Serial data transfer connections that

rely on start and stop bits to make

sure that the data is completely
received by the destination device.

ATM (Asynchronous Transfer

Mode) An advanced packet-switch—

ing protocol that uses fixed packet
sizes (5 3 bytes) called cells to increase
the throughput of the data transfer.

Typically run over high—speed fiber
optic networks. See also cells and
SONET

attenuation The degradation of
the data signal over the mm of the
cable.
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autonomous system

autonomous system In cases

where link—state routing protocols are

used that require greater memory

and processing capabilities from the
routers on the network, it isn’t
uncommon to divide the internet~

work into routing domains. In IP

networks, a routing domain is

referred to as an autonomous system.
See also Iwrder 7-outer

bandwidth The capacity of a
medium to conduct data.

banner A message that appears on
the login screen of a router on a
router console or virtual terminal.

baseband A transmission that uses

a single bit stream over the entire
bandwidth available.

beaconing A Token Ring fault tol-
erance strategy where nodes on the
ring can determine the state of the
network in cases where cable failure

has taken place or there is a problem

with a down stream neighbor on the
ring.

BGP (Border Gateway Protocol)

A commonly used routing protocol
for interdomain routing. It is the
standard EGP for the Internet. BGP

handles the routing between two or
more routers that serve as the border

routers for particular autonomous
SYSIIBIHS.

border router A high—end router

used to connect autonomous systems.
Also known as core routers.

bottleneck A device that is slowing
network traffic.

breakout box A device used to

determine whether you are getting a
signal from the CSU/DSU connected
to a router.

BRI See ISDN

bridges Internetworking devices

that operate at the Data Link layer of
the OSI model. Bridges are used to
segment networks that have grown to
a point where the amount of data
traffic on the network media is slow—

ing the overall transfer of informa-
tion.

broadcast storms A condition
caused when broadcast traffic from

devices on an Ethernet network over-

whelms it with messages bringing
down the network.

bus network A network topology
characterized by a main trunk or
backbone line with the networked

computers attached at intervals along
the line.

cable range A network designation

for an AppleTalk network segment
assigned by the network administra—
tor. Cable ranges can consist of a sin-

gle number designating one network
on the network wire or it can be a

range of network numbers specifying
a number of networks on the same
wire.

V...,:r.fi'.‘irrL\fir2‘A.“5xm'!::iW::'%—.-s.—.._.y—.—<.--..,....
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CRC {Cyclical Redundancy Check)

Protocols operating at this layer will
add a trailer on each frame called a

CRC check. Basically this is a mathe—
matieal calculauon that takes place on

the sending computer and then on

the receiving computer‘. If the two

CRCS match up then the frame was
received in total and its integrity was
maintained during transfer.

CSMA/CA (Carrier Sense

Multiple Access with Collision
Avoidance) A network access strat—

egy used by AppleTall<. A device that
is ready to send data out onto the '
network will notify the other network

nodes of its intention to place data on
the network.

CSMA/CD (Carrier Sense

Multiple Access with Collision
Detection) A network access strat-

egy used by Ethernet networks. If a
node sending data detects that there
has been a collision, it will wait to
resend the data until the line is deter~
mined to be free of other data.

CSU/DSU (Channel Service

Unit/Digital Service Unit) A
device that connects LAN equipment

such as a router to digital phone
lines.

data link broadcasts Broadcast

messages used by CDP to discover

neighboring Cisco routers that are
also running CDP. See also CDP

datagrains Grouping of informa—
tion in the data bit stream, datagrarns
are also referred to as packets or
frames.

_)CE (Data Circuit Terminating

.Equipment) Equipment that pro-
vides a connection between the net-

work and the switched network. The

DCE often provides clocking infor-

mation to synchronize the communi-
cation between the network

termination equipment (such as a
DTE) and the switched network. See
also DTE and PDN

DDP (Datagram Delivery

Protocol) An AppleTalk Network
layer protocol that provides a con-

nectionless datagram delivery system
(similar to UDP in the TCP/IP

stack).

DDS Digital Data Sewice Leased

digital lines used for data communi—
cations. DDS lines include the T~

Carrier system, which provides a

range of line types and data transfer
rates.

DECnet A network protocol stack

developed by the Digital Equipment
Corporation.

default gateway The address of
the router interface to which a partic-

ular LAN is connected. Every device
on the LAN uses that connected

router interface address as its default

gateway.

delay The amount of time it takes
to move a packet from the interface

to the intended destination. Delay is
measured in microseconds.
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FDDI (Fiber Distributed Data Interface)

FDDI (Fiber Distributed Data
Interface) An architecture that

provides l1igl1—speed network back-
bones that can be used to connect a

number of different network types.

FDDT uses fiber—optic cable, wired in

a ring topology, using token passing
as its media access method, operating
at a data rate of at least 10OMbps and

allowing long cable distances.

Flash RAM A special kind of ROM
that you can erase and reprogram.
Flash is used to store the Cisco IOS

that runs on your router. You can also
store alternative versions of the Cisco

IOS on the Flash (such as an upgrade

of your current IOS), which makes it
very easy for you to upgrade the
router.

Frame Relay A packet—switching

WAN protocol that uses permanent
virtual circuits for communication

sessions between points on the
WAN. These virtual circuits are

identified by a DLCI (Data Link
connection identifier)—a value pro-

vided by the frame relay service
provider. See also DLCI

FTP (File Transfer Protocol)

TCP/IP Application protocol that
provides the ability to transfer files
between two computers.

gateways Used to connect net-
works that don’t embrace the same

network protocol and so protocol

translation is necessary between the

two disparate networks. For example,

a gateway can be used as the connec~
tion between an IBM AS400

miniframe and a PC-based LAN.

global commands Self—contained,

one~line configuration commands

that affect the overall global configu-
ration of the router. Examples are
hostname and enable secret.

HDLC (High Level Data Link

Control) A synchronous Layer 2

WAN transport protocol. The
HDLC used on Cisco routers is a

Cisco proprietary version.

high—order bits The first four bits

in any octet of an IP address (on the
far left of the octet) are referred to as

the high—order bits.

hop count Ametric used by RIP. A
hop is the movement of the packets
from one router to another router.

See also RIP

hub A centralized connectivity
device, especially in a star topology.

The computers on the network con-
nect to the hub.

hubs Devices operating at the

Physical layer of the OSI model that

provide the central connection point
for networks arranged in a star topol-
03?-

ICZVIP (Internet Control Message
Protocol) A message service

provider and management protocol
used by routers to send messages to

host computers that are sending data
that must be routed.
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IPX RIP (Routing Information Protocol)

IPX RIP (Routing Information

Protocol) A routing protocol that
uses two metrics: clock ticks (1/18 of

a second) and hop c0unt———to route

packets through an IPX internet—
work.

IPX/SPX (Internetwork Packet

Exchange/Sequenced Packet

Exchange) The NetWare propri-

etary network protocol stack for

LAN connectivity. IPX is similar to
TCP/TP in that the protocols that

make up the IPX/SPX stack don’t

directly map to the layers of the OSI
model. IPX/SPX gained a strong

foothold in early local area network-

ing because IPX/SPX was strong on

performance a11d didn't require the
overhead that is needed to run
TCP/IP.

IRQ (Intenupt ReQuest) A

unique request line that allows a
device to alert the c0mputcr’s proces—
sor that the device connected to that

IRQ requires processing services.

ISDN (Integrated Services Digital

Network) Is digital connectivity

technology used over regular phone
lines. A device called an ISDN
modem is used to connect a device to

the telephone network. ISDN is
available in Basic Rate ISDN (BRI)

and primary Rate ISDN CPRI).

ISDN modem See temzjwzal adapter

ISO (Interna ional Standards
Organization) This global stan-
dard organization develops sets of

rules and models for everything from
technical standards for networking to

how companies do business in the
new global market. They are respon~

sible for the OSI conceptual model of

networking. See also OSI

keepalives Messages sent by net-
work devices to let other network
devices know that a link between
them exists

LAN (Local Area Network) A

server-based network of computers

that is limited to a fairly small geo-

graphical area, such as a particular
building.

LAN interface A router interface

providing a connection port for a

particular LAN architecture such as
Ethernet or Token Ring.

leading bits The first three bits in
an IP network address. Rules have

been established for the leading bits
in the first octet of each of the classes

(A, B, and C). Class A addresses must
have 0 as the first bit. In Class B
addresses the first bit of the first

octet is set to 1, and the second bit is
set to 0. In Class C addresses the first

two bits of the first octet are set to l

‘and the third bit is set to 0.

lease lines Dedicated phone pro—
viding a full—time connection
between two networks through the

PSTN 01' another service provider.

Leased lines are typically digital lines-
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NAUN (Nearesi Urpstreaiin Neighbor)

NAUN (Nearest Upstream

Neighbor) Tn Token Ring network
a computer that passes the token to
the next computer on the logical ring
would be called the nearest active

upstream neighbor or NAUN.

NBP (Name Binding Protocol) A

Transport layer protocol that maps
lower—layer addresses to App1eTalk

names that identify a particular net-
work resource such as a printer server
that is accessible over the internet-
work.

NCP (Netware Core Protocol)
An IPX/SPX protocol that handles
network functions at the Application,

Presentation, and Session layers of
die OSI model.

neighbors Routers that are directly
connected to a particular router by
LAN or WAN connections.

NetBEU[ (NetBIOS Extended
User Interface) A simple and fast

network protocol that was designed
to be used with Microsoft’s and lBM’s

NetBIOS (Network Basic Input

Output System) protocol in small
networks.

network A group of computers and

related hardware that are joined

together so that they can cotnmuni—cate.

NIC (Network Interface Card) A
hardware device that provides the
connection between a computer and

the physical media of a network. The

NIC provides the translation of data
into a bit; sometimes referred to as

an adapter.

NLSP (NetWare Link Services
Protocol) A Novell developed link-

state routing protocol that can be
used to replace RIP as the configured

routing protocol for IPX routing.

node Any device on the network
(such as a computer, router, or
server).

nonextended segment An

AppleTalk network segment that is

assigned only one network number.

NOS (Network Operating System)

Any number of server—based software

products, such as Windows NT,
Novell NetWare, and AppleTalk, that

provides the software functionality
for LAN connectivity.

NT domain A network managed

by an NT server called the Primary
Domain Controller.

null interface A software only

interface that drops all packets thatit
receives. See also logical hzmface

NVRAM Nonvolatile RAM RAM

that can be used to store the startup

configuration file for the router.
NVRAM can be erased and you can

copy the running configuration on
the router to NVRAM. NVRAM

does not lose its contents when the
router is rebooted.
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Protocols

Protocols The software—based

rules that define how networked

computers send and receive data.

PSTN (Plxblic Switched

Telephone Network) The tele-

phone communication infrasuucturc
provided by the Baby Bells.

RAM (Random Access Meinoiy)

Similar to the dynamic memory you

use on your PC, RAM provides the
temporary storage of information

(packets are held in RAM when their
addressing information is examined

by the router) and holds information
such as the current routing table.

reliability The ratio of expected-

to—received keepalivcs. See also
/eeepalives

repeaters Physical devices that take
the signal received from network

devices and regenerates the signal so
that it maintains its integrity along a

longer media run than is normally
possible. Repeaters are also referred
to as concentrators.

ring topology Networked comput-
ers connected one after the other on

the wire in a physical circle. Ring

topology moves information on the
wire in one direction with each net-

worked computer actually resending
the information it receives onto the

next computer in the ring.

E (Routing Information
Protocol) A distance-vector rout-

ing protocol that uses hop count as
its metric. RIP summarizes the infor-

mation in the routing table by IP
network numbers (also referred to as

major network numbers).

roll—over cable The cable used to

connect the console computer and
the router.

ROM (Read Only Memory)

Memory chips that contain bu_rned—in
software instructions. Router ROM

contains the Power—on Self—Test

(POST) and the bootstrap program
for the router.

routable protocol A networking

protocol that provides the necessary
Layer 3 protocols for the routing of

packets.

router An internetworking device
used to connect LAN5 via LAN and

WAN connections. The router uses a
combination of software and hard-

ware to route packets between net-
works.

router console The computer

serving as the router’s dumb terminal.
Used to View and enter configuration

settings on the router.

routers lnrernetworking devices

that operate at the Network layer
(Layer 3) of the OSI model. Using a
combination of hardware and soft—

Ware (Cisco Routers use the Cisco

IOS—~Internctwork Operating

System), routers are used to connect
networks.



359



360

GLOSSARY

SPID (Service Profile Identifier)

SPID (Service Profile Identifier)
A number used to authenticate an

ISDN channel to the switch that

connects the ISDN—enabled device

to the phone system. Each channel
must have a different SPID number.

SPX (Sequence Packet Exchange)
A connection—0riented transport pro-

tocol in the lI’X/SPX stack that pro-

vides the upper laye1' protocols with a
direct connection between the send-

ing and receiving machines.

star topology A network design
where all the computers connect

together at a central hub, each with
its own cable.

static algorithms lnternetwork

mapping information that a network
administrator enters into the routers

routing table.

static routing Routing where the
routing tables have been entered and

updated manually by the network
administrator.

subcommands Commands that

provide specific configuration infor-
mation for the interface or controller

that you specify with a particular port
command. See also part co711.mrmzlr

subnet mask A four—octct mask

that is used to determine which hits
in the IP address refer to the network

address, which bits in the IP address
refer to the subnet address, and
which hits in the IP address refer to
the node address.

switches A Layer 2 internetWork—

ing device that can be used to pre-
serve the bandwidth on your network

using segmentation. Switches are
used to forward packets to a particu~

lar segment using MAC hardware

addressing (the same as bridges).
Because switches are hardware—based,

they can actually switch packets faster
than a bridge.

switching The routing of packets
on a router from an incoming inter-

face to an outgoing interface.

synchronous communication
Serial connections that use a clocking
device that provides the precise titn~

ing of the data as it moves from send-
ing to receiving computer across a
serial connection.

TCP (Transport Control Protocol)
A connection-oriented protocol that

provides a virtual circuit between

user applications on the sending and
receiving machines on a TCP/1P net-
work.

TCP/IP (Transmission Control
Protocol/Internet Protocol) A

routable protocol stack that can be
run on a number of different software

platforms (Vi/"nidows, UNTX, and so

on) and is embraced by most network

operating systems as the default net-
work protocol.

TDR (Time Domain

Reflectometer) A device that can

diagnose shorts and breaks in a cable

and ca11 also provide information on
where the short or break exists on the
cable.
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VLl\/1s (Virtual Loadable Modules Nstware)

VLMs (Virtual Loadable Modules

Netware) Software modules that
establish and maintain network ses-

sions hetween the client and server
on an IPX/SPX network.

voltmeter A device that can be
connected to a cable to test the cable
for a break or a short.

WAN (Wide Area Network) A

group of connected campuses or
internetworks that span large geo-

graphical areas.

WAN interfaces Serial interfaces

or special interfaces such as ISDN
interfaces that are used for WAN

connectivity. See also serial ifltéifilcei

wildcard mask 32-bit mask used

with IP addresses to determine which

portion of the IP address should be
ignored in Access list deny and permit
statements.

X.121 A telephone standards

addressing scheme (also known as
International Data Numbers) used by

the X25 WAN protocol that is com-

prised of one to 14 decimal digits.
This number identifies the local

X.l21 address for your serial inter-
face and must be configured on the

router that is being enabled for X25.

XNS (Xerox Network Systems)
In the 1960s a bunch of geniuses at
the Xerox Palo Alto Research Center

developed the XNS (Xerox Network

Systems) network operating system.
NetWare is based heavily on this

early networking protocol stack.

ZIP (Zone Information Protocol)
A Network and Transport layer pro-

tocol that is used to assign logical
network addresses to nodes on the
network.

Zone A logical grouping of differ-

ent AppleTalk physical network seg-
ments. Zones are logical groupings of

users (similar to the concept of work-

groups in Microsoft peer—to—peer net-
Working).
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fi‘/Ime types, 27-28
Gigzlbit Ethernet, 28
IEEE 802.3 xpeczfiratioiz,

27

iizzplev/nerttzttiorzs‘, 27
mater i77te7f/Met, 1 03

FDDI, 29-3 0, 104
IBM Token Ring, 28-29

be/(caning, 29
IEEE 802.5 Jpevtfimtion,

28

router inteifaces‘, 1 03-104
troztb/er/.rooti71g, 309-311

network interface cards

(NICS), 14

ARI’ (Address Resolution
Protocol), 172

Asynchronous Transfer
Mode (ATM), 64-65'

asynchronous serial commu-
nications, 106

ATM (Asynchronous
Transfer Mode), 64-65

bandwidth [l)andwidtl1] com-
mand, 333

banner motd end character

command, 162-163

barmer motd [banner end
character] command, 334

banners (routers), 161-163

baud rate (serial communica-
tions), 1 19

BGP (Border Gateway
Protocol), 95-96

boot sequence or routers,
126-128

Border Gateway Protocol
(BGP), 95-96

border routers, 96

bridges
broadcast storms, 74
internetworking, 68, 71-72
source-routing bridges, 73
transparent bridges, 73

broadcast storms, 12, 73-74
broadcasts

messages, 81
SAP announcements,

216-2 1 7

building Access lists,
246-247, 252-253

bus topology (networks),
2 1 -22

C

cables

category 5 twisted pair
cable, 17, 19

coaxial cable, 17-19
copper cable, 17-19
DCE cables, 260-261
DTE cables, 260-261
liber-optic cable, 17-19
guidelines For selccdng, 18
pin configurations, 122
rol_l—over cable, 116
testing, 306
Thiclmet cable, 17-19
Thinner cable, 18-19
troubleshooting, 306

campus networks, 75

campuses, 1 1
cards

network cards, 41, 43
NlCs (network interface

cards), 12-13
mldresser, 13

Appleiirlle, 228
1/0 pom, 17
z'7zstzzlli7zg, 13-15
IRQ:, 1 5-] 6
m't'wm'k zzrclyitectzuw, 14

prolxlemr with, 14
slots, 13’

VIP (Versatile Interface
Processor) cards, 102

category 5 twisted pair cable,
17, 19
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CLI

CLI (Command-Line
Interface), 143, 151

clock, 154

clock rate [clockrate] com-
mand, 3 3 3

clock set command, 154

coaxial cable, 17-19

command summary, 324
AppleT-all: commands,

3 3 1 -3 32

interface configuration
commands, 3 2 7-328

11’ commands, 328-330
IPX commands, 330-3 3 1
miscellaneous commands,

3 3 4-3 3 5

password configuration
commands, 326-327

router examination corn-

mands, 324-325
router memory commands,

325-326

router name configuration
commands, 326-327

troubleshooting commands,
334

WAN commands, 332-333
Command—Line Interface

(CLI), 143, 151
commands, 142-144

abbreviating, 153
access-list [list #] deny or

permit zone [zone name]
command, 331

access—list [list #] permit or
deny -1 -1 command, 330

access-list [list #] permit or
deny cable-range [cable
range] command, 331

access—list [list #] permit or
deny [ip address] [wildcard
mask] command, 328

access—list [list #] permit or
deny [source network
address] [destination net-
work address] command,
33 0

applctalk access-group [list
#] command, 331

appletalk cable—range
[cable—range number]
command, 3 3 Z

AppleTalk com mands,
33 1-332

appletallc routing command,
33 2

appletalk zone [zone name]
command, 3 3 2

bandwidth [bandwidth]
command, 3 3 3

banner motd end character

command, 162-163
banner motd [banner end

character] command, 334
clock rate [cloclcrate] com-

mand, 3 3 3
clock set command, 154
config command, 136-137,

327

configuration commands,
145-146

glob/11 comm/mds, 146
port cmmzzrmdr, 147
rz/bcommmzair, 147

copy flash tftp command,
32 5

copy running-config
startup-config command,
325 .

copy startup-config tftp
command, 326

copy tftp flash command,
326

copy tftp startnp-config
command, 326

Ctrl+Z command, 32 7, 33 5

debug appletalk routing com-
mand, 318-319

debug ip igrp events com-
mand, 206-207

debug ip igrp transaction
command, 206-207, 328

debug ip rip command, 204,
328

debug ipx routing activity
command, 224-225, 330

disable command, 335
enable command, 335
enable cdp command, 327
enable secret password [pass-

word] command, 146, 326
encapsulation [encapsu1aLion

type] command, 328
encapsulation [VVAN proto-

col] command, 333
erase startnp-config com-

mand, 128, 326
Exec commands, 144-145

frame—relay interface—dlci
[dlci #1] command, 333

frame-relay lmi-type [LM1
type] command, 333

Help, 147-150
history, 156
hostname [name] command,

146, 326
interface configuration com-

mands, 327-328
interface ethernet [interface

number] command, 328
interface serial [interface

number] command, 328
ip access—group [list number]

out or in command, 329
ip address [ip address] [subnet

mask] command, 329
IP commands, 328-330

ip ospf hello-interval com-
mand, 95

ip routing command, 202,
329
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commands

show startup-config com-
mand, 326

show version commancl,
153, 272, 325

telnet [ip address] com-
mand, 330

trace [ip address] command,
3 15-316, 334

troubleshooting commands,
3 34

WAN commands, 332-333
X25 address [data link

address] command, 333
x25 ips [bits] command, 333
X25 ops [bits] command,

333

X25 win [number of packets]
command, 333

X2 5 wout [number of pack-
ets] command, 333

communication (networks)
connection-oriented com-

munication, 39, 41
connecljouless communica-

tion, 39, 41
OSI model, 34-35

Communication servers, 11
communicafions

serial communicari ons

myncbronom, 106
baud rate, 1 19
data bits, 119
parity, 1 19
rtnp bits, I I9
symbronour, 106
tzivniml em11.l/ztion,

1 1 8-1 1 9
subnets

between Sllbiletf, 81
on we r/mze rulmet, 80- 5'1

computers
mainframes

dumb terminals, 8
bixtoiy ofi 8

PCS

bistoiy 0]‘, 8
IBM Pcrmnal Compum; 8
networlzing, 8’-26

concentrators. See repeaters.

config command, 1 3 6-13 7,
327

ConfigMaker, 125, 272
Cisco IOS version require-

ments, 272
delivering configurations to

routers, 284-287
downloading, 272 -2 73
exiting, 2 87
Help, 287
installing, 273-2 74
internetwork diagrams,

274-276

adding deuicex, 276-2 79
connecting LAN: to

router's, 278-281
cozmerting router: to

routerx, 281-284
deleting devicer, 27:?
saving, 286

starting, 274
system requirements, 273
windows

Connection window, 275
Denim wimlmv, 275'
Network Di/Igmnz win-

dow, 275
Stzzzw Inn; 276
Yizxk lirt, 276

wizards

Address Networle 1/Vizard,
2 74

Deliver Configuration
Wizrml, 274, 285

Etlzemet l/Viznrd, Z80

configurafion commands,
145-146

global commands, 146
port commands, 147
subcommands, 147

Configuration mode (routers),
134-135, 137-139, 144-147

configurations (routers)
copying, 294-296
saving, 290-291
viewing, 296

configuring
App1eTalk, 232-235

LANinte1f1ces, 235-236
1/W1Ni7zle7f1Icer, Z36

routablc protocols, 87
router interfaces, 102
routers, 124

access, 1 34-1 39
boot requente, 126-1 28
roniimzntlr, 124
fivm ne2‘:wor/c mrmagenzent

workrtmion, I25
fiom router console, I 24,

1 26

finm IL?‘/Il‘E}.l, 128
jimn TFTP Servei; 125
flom vimml te1'/ninal, 124
importance ofcorrect config-

mwtion, I26
interfaces, 132-134
routed protocols, 131-132
1-antingprotoco/x, 87,

1 3 1- 1 32

Setup dialog, 128-134
System Config1mztion dialog,

12 7-1 28

vimozl terminal, 124
with Cisco ConfigMrzlee1;

1 25, 234-28 7
WAN protocols

Frame Relay, 265-269
HDLC, 261-262
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Digital Communication Equipment

Digital Communication
Equipment (DCE),
260-261

Digital Equipment
Corporation DECnet, 131

Digital Subscriber Line
C)SL), 61

Digital Terminal Equipment
(DTE), 260-261

disable command, 335

DOS and mos, 15

downloading ConfigMaker,
272-273

DSL ( )ig‘itaI Subscriber
Line), 61

dumb terminals, 8

_ E

EGPS (Exterior Gateway
Protocols), 93, 95-96

EIGRP (Enhanced Interior
Gateway Routing
Protocol), 85, 94

email (gateways), 74

enable command, 335

enable cdp command, 327

enable secret password
[password] command, 146,
326

Enabled mode (routers). See
Privileged mode (routers).

encapsulation, 146, 260

encapsulation [encapsulation
type] command, 32.8

encapsulation [WAN proto-
col] command, 333

Enhanccd Interior Gateway
Routing Protocol (<‘IGRP),
85, 94

erase startup—con1-ig com-
mand, 128, 326

Ethernet, 26-27
advantages, 28
disadvantages, 28
Fast Ethernet, 28, 103
frame types, 27-28
Gigabit Ethernet, 28
IEEE 8023 specification,

27

implementations, 27
router interfaces, l03
troubleshooting, 307-309

Ethernet frame, 42
IEEE specifications, 45
internetworking, 71
segments, 42

Exec commands, 144-145

exiting CnnfigMaker, 287

Exterior Gateway Protocols
(EGPs), 93, 95-96

extranets, 50

p F

Fast Ethernet, 28, 103

FDDI, 29-30
router interfaces, 104
tutorial, 71

Fiber Distributed Data
Interface. Sec FDDI.

fiber-optic cables, 17-19
file servers, 11
File Transfer Protocol

(FTP), 47, 170, 290

filtering packets with Access
lists, 244

AppleTalk Access lists,
256-25 8

building, 246-247, 252-253
deleting Access lists, 254
deny statements, 244-247
grouping to an interface,

253-254

IP Access lists, 247-254
IPX Access lists, 254-256
operation of, 244-246
permit statements, 244-247
wildcard masks, 248-2 52

finding IRQS, 15-16
Flash RAM, 156, 158, 298-300

Frame Relay, 64
configuring, 265-269
cost effectiveness of, 260
serial router interfaces, 107

frame-relay interface-dlci [dlci
#] command, 333

frame-relay lmi-type [LMI
type] command, 333

FI‘P (File Transfer Protocol),
47, 170, 290

G-H

gateways
email, 74
internetworking, 68-69,

74-75

Global Configuration mode
(routers). See Configuration
mode (routers).

grouping Access lists to inter-
faces, 253-254

hardware addresses, 45

hardware problems, 302-307
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Intemei

Internet, 50, 68

Internet Control Message
Protocol (ICMP), 172

Internet 1 ngineering Task
Force (IETF), 95

Internet Protocol (1)), 47,
172

Internetwork, 50
Internetwork Packet

Exchange Protocol (IPX),
49, 213, 316-317

Internetwork Packet

Exchange/Sequenced
Packet Exchange
(IPX/SPX), 48-49

internetworking, 68-69
bridges, 68, 71-72
campus networks, 75
cost-saving tips, 55
Ethernet frame, 71
expansion, 68
gateways, 68-69, 74-75
Internet, 68

repeaters, 68-70, 72
routers, 68, 73-74
segmentation, 68
switches, 68, 73

Internetworkjng Operating
System (I05), 142

command set, 142-144
zzblzreviatmg commamlv,

1 53

configzmitinn com7mI7m'.\',
14$-147

Exec camvmmdr, 144-Z45
router exrmzinatiwz com.-

mzmzlr, 149, 151-173
Comiuand-Liiie Interface

(CLI), 143, 151
Help, 147-150

inter-networks, 1 1
designing

‘with Configll/Ittkez;
2 74-284

with Virio Stmzzlmd, 319
neighbors, 15 7-160

pinging, 160-161
viewirzg, 159-160

Interrupt ReQuests (IRQS),
15

finding, 1 5-1 6
settings, 16

intranets, 50

IOS, 142
checking version, 2 72
command set, 142-144

/tlzbrevizlting mmmmds,
1 53

canfigvmztion commrzmiy,
1 45-147

Focec conmzrmrlc, 144-1 45'
7'0zLte1‘ ex/mzimttian com-

mands, 149, 1 51-153
command summary, 324

Apple'1?IIk mm7)mml.v,
331-332

inmfzrce wnfigumtion
4:o7Im1rmd.r, 32 7-32 8

IP cammamls, 328-330
IPX ammz/1m1'.v, 330-331
mixcell/Imam commrzmls,

334-335

prmword trmfigumtion
ummztmdx, 326-327

router exzmzin/Itian com-

m/tmlv, 324-325
router‘ memoiy £07117)!/I71d.S',

325-326

router mime configwmtian
amzm./mds, 326-32 7

t_7'a1tI1ler};Ia0tin.g m77mtrmr1'.r,
334

PK/1N cammands, 332-333

Command—Line Interface

(CL1), 143, 151
ConfigMaI<er, 272
copying to Flash RAM,

298-300

Help system, 147-150
loading from TF1‘P server,

297-298

IP (Internet Protocol), 47, 172

IP Access lists, 247-249, 314
creating, 252-253
deleting, 254
grouping to an interface,

2 53-254

wildcard masks, 24‘)-252

ip access-group [list number]
out or in command, 329

ip address [ip address] [subnet
mask] command, 329

IP addresses, 47, 174
classes, 175-177
cost, 176
DHCP sewers, 293
obtaining, 176
purpose of, 174-175
router interfaces, 196- 198

LAN i7zte7f?1ce,r, 198-200
viewing, 199
VW1Ninte2fi1ce.v, 200-201

subnet masks, 178-181
subnetting, 180-181

ltinmy and a'ecimnl ED711167‘-
siam, 1 81-182

mlculzzting rwzrilr/ble mm’:
addresses, 188

mlwl/Iti7zg IP mbnez rmzgey,1 86-1 88

Cl/135A mbnetx, 182-188,
1 94

CInn“ B mlmets, 188-190,
1 94

Clrm C sulrnetx, 190-I93
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layers

TCP/IP, 45-46, 49
ARE 47
FTI2 47
IR 47
IP /zddremzs, 47
SMTP, 47
TCR 47
UDP, 47

layers. See also protocol
stack.

leased lines, 56
DDS lines, 56-58
T-carrier lines, 56-59

line console 0 command, 327

line vty 0 4 command, 327

loading Cisco IOS from 21
TFTP server, 297-2.98

local area networks (LANS),
ll

campuses, 11
internetworking, 68-69

bridges, 66’, 71-72
Etlm~m3tfi'ame, 71
expansion, 68’
gateways, 53-69, 74- 75
repe(Ite7':, 68-70, 72
'ra21.ter.r, 68, 73- 74
.regmmtrztz'm, 68
switches, 68, 73

internetworks, 11

LocalTaIk, 30

logical router interfaces, 108
Loopback interface,

108-109

Null interface, 109
Tunnel interface, 109-110

Loopback logical router
interface, 108-109

M

MAC addresses, 45
Ending, 43
router LAN interfaces, 104
routing, 175

Macintosh networks

AppleTa1k, 30-31, 228
zzddremhg, 229-232
configming, 232-236
m.o7zitari71g, 23 7-240
7zez'wa7'lz im‘e7f/Ice (117713,

228

plztlsex 0}”, 230
pratowls, 49-51, 228-229
1‘emm‘ce.r, 232
z07ze.r, 232-233

LocalTa1k, 30
mainframes

dumb terminals, 8
histoiy of, 8

major network addresses,
192

maps (internetworks),
274-276

adding devices, 276-279
as a troubleshooting tool,

3 18-3 19
connections

LAN: to rauterr, 278-28]
router: to routers, 281-284

deleting devices, 278
saving, 286

MAUS, 20
Media Access Control

(MAC) addresses, 43, 45

memory, 113-114
checking, 154-156, 158
Flash RAM, 114, 156, 158
NVRAM, 114
RAM, 114
role of, 114

ROM, 114
router memory commands,

325-32 6

mesh topology (networks), 25
Nlicrosoft VVindows 3.11

IRQS, 15
peer-to—peer networking

capabilities, 9
1\/Iicrosoft Windows 95/98

IRQS, 15
peer-to-peer networking

capabilities, 9
Microsoft Windows NT

Sewer, 11, 16
Microsoft VVindows NT

Workstation

IRQS, 16
peer-to-peer networking

capabilities, 90

model network (081), 34
layers, 34-45
network comrnunicadon,

34-3 5

protocol stacks, 3 4-3 5
modems, 56

modes (routers), 134
Carzfignmtion made,

134-135, 137-139,
144-147

Privilegerl made, 134-1 3 7,
144, 1 53-1 54

ROM Monitor made, 134
RXBaot 1:10:16, 1 34
Um’ made, 134-136, 144

monitoring
AppleT2lk routing, 237-240
IPX routing, 223-22 5

mulfiport repeaters, 72
multistation access units

(MAUs), 20
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networks

WANS, ll, 54
comzectiom, 55- 62
cos't—ravi12g tips, 55
wireless tecbmzlagler, 54

NICS (network interface
cards), 12-13

addresses, 13, 41, 43
AppleTalk, 228
1/0 ports, 17
installing, 13-15
IRQS, 15-16
network architectures, 14
problems With, 14
slots, 13

NLSP (NetWare Link
Services Protocol), 214

no debug all command, 329

no debug ip rip command,
204

no debug ipx routing activity
command, 225, 331

no ip roufing command, 202,
329

NOS (network operating
systems), 11, 168

Novell NetWare, 11, 212
Ethernet frame, 45
IPX/SPX, 48-49, 212

Null logical router interface,

Ohio State RFC Repository
Web site, 172

Open Shortest Path First
(OSPF), 85, 95

Open Systems
Interconnection Reference

Model, 34
layers, 34-35

Appliaztion layer; 3 5, 38,
40

data movement throng/7,
36-39

Data-Link layer; 41-45
mizemanic, 36
Netwm-/z layer; 40
fl1(flllIE7'l71g of, 36
Physical layer; 35, 43
Pre.rentatia11.l/Iyeag 38, 40
Session layei; 38-39, 41
'Ii‘an.vportlz1ye7; 40

network communication,
34-3 5

protocol stacks, 34-35

OSI model, 34
layers, 34-35

Appliaztian layer, 35, 38,
40

data movement tbroaglj,
3 6-3,9

Dtlt/I—Link I/1_'}’87; 41-45
flmemaizic, 36

Nerwor/2 layei; 40
1z1mllIering of 36
Physical la}/ea; 35, 43’
P1'e.ve72t/ntion layer, 38, 40
Session layw; 38-39, 41
Trampart Iayei; 40

network comrnunication,
34-35

protocol stacks, 34-35
TCP/IP, 168-169, 173

OSPF (Open Shortest Path
First), 85, 95

Packet Inter-Net Groper
(Ping). 160-161

packet switching WANs,
61-62

ATM (Asynchronous Transfer
Mode), 64-65

frame relay, 64
HDLC, 65
PPP, as
X.25, 62-64

packets
filtering with Access lists, 244

Applcflizllz Access lists,
256-258

bztilding, 246-247, 252-253
deleting Accmzv lim, 254
deny rtateirzentr, 244-247
g7‘o1.'pz'7zg to an intezfirce,

253-254

IP Access lists, 247-2 54
[PX Access llJ'L|‘, 254-256
operation, 244-246
pertmf statements, 244-247
wi1a'm1'd maskr, 248-252

routing, 78
pat}; detevmination, 78’-80
mlmet commmtittztion,

80- 81

switching, 78, 81-82

parity (serial con1munica-
tions), 119

password configuration com-
mands, 326-327

password [password] com-
mand, 327

passwords
configuration commands,

3 26-3 2 7

routers, 130
enable pa.vrw01‘d, 138
login paxyword, 138
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quit command

Q-R

quit command, 33 5

reload command, 128, 335

renaming routers, 13 8

repeaters, 20, 68-70, 72

ring topology (networks),
23-25

RIP (Routing Information
Protocol), 85, 93, 202-204,
213

ROM Monitor mode

(routers), 134

routable protocols, 84-85
App1eTal1c, 22 8-2 40
configuring, 87, 131-132

router console, 124, 126
router examinafion com-

mands, 149, 151-153,
324-3 25

router igrp [autonomous
system number] command,
3 29

router interfaces, 75

router memory commands,
3 25-326

router name configuration
commands, 326-327

router rip command, 329
routers, 78

assembling, 1 15
banners, 161-163
boot sequence, 126-128
border routers, 96
broadcast storms, 73

Circa 2500 1‘oute7'r, 340
Circa 2505 router:, 112
Circa 4500 rowferx,

339-340

Circa 7100 routers, 338
Cisco IOS, 115, 342
releciing, 33 8'
weight, 339

clock, 154
Configurations

copying, 294-296
saving, 290-291
viewing, 296

configuring, 124
IICEESS, 134-1 39
boot sequence, 126-1 28
camnzzmds, 124
fivm net'wark nurnzrgement

workstation, 125
from 1’om‘e7' comole, 124,

1 26

from scratch, 128
fivm TFTP Server; 125
from vimml tmnimzl, I24
impormnce ofcorrect con-
figrcmtion, 126

inteifacex, 1 32-134
routed protocolr, 131-132
routing protocols, 131-I32
Setup dialog, 123-134
System Cnnfigmvztion dizz-

lag, 1 2 7-126’
virt-zml termimtl, I 24

with Cisco ConfigM1zke1;
1 25, 284-237

connections, 116-122
checking, 314-31 6
Diner, 209-210
tewninal emulation,

1 1 7-1 19

design, 1 13
Digital Commmiicadon

Equipment (DCE), 261
Digital Terminal Equipment

(DTE), 2 60-261
instaiiing, 116
interfaces, 100-101, 113

Accexx lists, 246-247,
2 5'3-254

configumtion camnzanzir,
32 7-328

configwing, 1 02
IP addrexxex, 196-201
1PX1'outing, 219-223
LAN inteifizcex, 102-1 05
logic/ll i7zte7fiIce.r, 1 03-1 10
ZWAC addresses, 104
router configuration,

13 2-134 -

revial inmfixces, 104-106’
viewing, 101-102

internetworking, 68, 73-74
memory, 113-114

checking, 1 54-1 56, 158
Flash RAA/I, 114,156,158
NW2/111/I, 1 14
RAM 114
role 0]‘, 114
ROM 114

modes, 13 4-
Configuratian mode,

134-135,137-139,
144-147

P1'ivilegecz' mode, 134-137,
144, 1 53-1 54

ROMAlanitor mode, 134
RXBaot madc, 134
Urer mode, 134-136, 144

naming, 129
neighbors, 157-160

Cisco routers convergence, 88
check/ngyam‘purchase, Core route,-5, 96

1 15 CPUs, 113
Circa 1000 routm‘, 34] date Senjflgs’ 154

pinging, 160-1 61
viewing, 159-160

network protocols, 103
networks connections,

119-122
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serial interfaces

serial interfaces, 104-108,
260

encapsulation, 260
Frame Relay, 260, 265-269
HDLC, 261-262
ISDN, 268-270
PPP, 262-263
}C25,263-265

sewer-based networks, 9-11
drawbacks, 12
LAN5, 11
server types, ll
VVANS, ll

sewers

application servers, 11
Communication sewers, 11
DIICP servers, 293
file sewers, 11
print sewers, 11
TFTP sewers

mmzenting, 290
copying 1/ new IOS to Fin:/J

RAD/I, 298-300
copying 1‘um.‘er w/1fig'11.7‘(I-

t1'anrfi’:mI, 295-296
copying mztter am_figI1.7‘/I-

mm to, 294-295
IP rzrfrlrcsser, 290
lomling :1 new 10Sfi'zm1,

2,97-2,93

/or/Iting on networ/z, Z97
1'o1Iter rnnfigzmitiml, 12$
5011/11g 7‘D1£le1‘ c011fig1Im-

z‘i01I.\'to, 290-291
.rafi712m'e, 291-294
view/'71g router umfig1Im-

tiom, 296
Sewice Advertisement

Protocol (SAP) (IPX/SPX),
4-9, 213-214, 216-217

Session layer (OSI model),
38-39,41

set clock command, 335

share-level security, 10
show command, 149-150,

153,233

Show access-list [list #] com-
1nand,Z53,329,331

show appletalk commands,
23 8-240

show appletalk global com-
mand, 332

show appletalk interface
brief command, 332

show appletalk interface
command, 332

show appletalk interface e0
command, 332

show appletalk zone com-
mand, 332

show cdp interface com-
mand, 157

show cdp neighbor com-
1nand,159-160,324

Show Cdp neighbor details
command, 160

show clock command,
153-154, 324

show controller command,
3 03 -3 04, 3 3 4

show Hash command, 156,
324

show frame-relay hni com-
nuand,268,333

show frame-relay map com-
mand, 268, 333

show history command, 153,
325

show hub command, 153,
3 2 5

show interface command,
94-95, 101-102, 151-152,
303,325

show interface ethernet

[interface number] com-
mand, 325

show interface serial 0 com-

mand, 3 1 1-3 13

show interface serial [interface
number] command, 260-261,
325

show interface [interface type]
[interface number] com-
mand, 334

show interfaces ethernet

[interface number] com-
mand, 308-309

Show interfaces tokenring
[interface number] com-
mand, 3 10-311

show ip interface [interface
type and number] command,
199,314,330

show ip protocol command,
204,330

show ip route command, 203,
206,314,330

show ipx interface brief com-
mand, 3 17

show ipx interface command,
222,331

show ipx route command, 223,
225,331

show ipx traffic command,
224~225,331

show processes command,
153,325

show protocol command, 153,3 2 5
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Telnet

Telnet, 170, 209-210

telnet [ip address] command,
330

Tera Term Pro, 117-119

terminal emulation (serial
coimnunications), 119

terrninal emulation software,
116

Hyperlerlninal, 117
ProComm Plus, 117
serial communications, 1 18
Tera Term Pro, 117-119

testing
cables

time ziom/Ii7I reflectometer
(TDR), 306

valtmetei; 306
ru.n.11ing configurations, 157

TFTP (Trivial File Transfer
Protocol), 170, 290

TFTP servers

connecting, 290
copying

1/ 71 ew 10.5‘ to F1115’/J RAM,
298-300

7’0IIt£1' to71fig1I.777tiomfi'om,
295-296

7'om,*cr canfigm‘/ztioizr to,
294-295

IP addresses, 290
loading 2 new IOS from,

297-298

locating on network, 297
router coI1figuraLio11, 125
saving router configurations

to, 290-291
software

[mt/Ill/‘Mg, 292-294
_vuun'e1', 291-292

viewing copied router con-
figurations, 296

9 Thicknet cable, 17-19
T11.i1111et cable, 18-19

time, setting, 154

Token Ring, 28-29
beaconing, 29
IEEE 802.5 SpCC1fiCaiZ1011,

28

router interfaces, 103-104
troubleshooting, 309-311

topologies of networks,
20-21

bus topology, 21-22
hybrid topologies, 26
mesh topology, 25
ring topology, 23-25
star topology, 22-23

trace [ip address] command,
315-316, 334

traffic flow (Access lists), 244
App1e'Ialk Access lists,

256-258

building, 246-247, 252-253
deleting, 254
deny statements, 244-247
grouping to an interface,

253-254

113 Access lists, 247-254
IPX Access lists, 254-25 6
permit statements, 244-247
wild card masks, 248-252

Transmission Control
Protocol/Internet Protocol.
Ser: TCP/IP.

Transport Control Protocol
(TCP), 47, 171

Transport layer (OSI model),
40

Trivial File Transfer

Protocol (TFTP), 170, 290

troubleshooting
App1eTa1k, 317-319
cable problems, 306
commands, 334
connections, 303, 306
hardware problems, 302-307
TPX, 316-317
LAN interfaces, 307-311
network interface cards

(NICS), 14
network maps, 318-319
TCP/11>, 313-316

tips for approaching, 305
YVAN interfaces, 311-3 13

Tunnel logical router inter-
face, 109-110

U

UDP (User Datagram
Protocol), 47, 171

User Datagram Protocol. See
UDP. '

User mode (routers), 134-136,
144-

V

Versatile Interface Processor

(VIP) cards, 102

viewing
neighbors, 159-160
router configurations, 296
router interfaces, 101-102
running configuration, 15 5

VIP (Versatile Interface
Processor) cards, 102

Visio Standard, 319
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WAN commands, 332-333

connections, 5 5
dedicated leared lines,

56-59

dial-71p camzectiom, 55
nuittbed 7zet'wo7'/es, 59-62

cost-saving tips, 55
interfaces, 260

Applelhlk, 236
IP zlddresses, 200-201

tips far reler.-ring, 260
t7'01Ibles/Joating, 31 1-313

protocols
Frame Relay, 107, 260,

265-269

HDLC, 105-106,
261-262

ISDM 107-108, 268-270
PPP, 106, 262-263
X25, 106-107, 263-265

wireless technologies, 54
Web sites

American Regisuy for
Internet Numbers, 176

Cisco, 104, 113, 273, 342
FTP sites, 290
1-Iyper—RFC, 172
IBM, 71, 311
Ohio State RFC Repository,

172

So1arWmds, 291
Wide Area Networks. See

WANs.

wildcard masks (Access lists),
249-252

Windows 3.11. See Microsoft
Windows 3.1 1.

VVindows 95/98. See
Microsoft Windows 95/98.

Windows NT Server. See
Microsoft Windows NT
Server.

Windows NT Workstation.
See Nficrosoft Windows
NT Workstation.

wireless technologies and
WANs, 54

workstation and router
configurations, 12 5

__[__x-v-z

X.25 V
configuring, 263-265
protocol stack, 62-64-

LAP/B (T1,-71k Amer:
P1'ocedm'e/Balanced

Protocol}, 63
PLP (Packet Layer

Pratocol), 62-63
’I}17‘I371lIl cirmitr, 64
X.21l11'r, 63

serial router interfaces,
1 06- 107

X25 address [data link
address] command, 333

1:25 ips [bits] command, 333

x25 ops [bits] command, 333

X25 win [number of packets]
command, 333

X25 wout [number of pack-
ets] command, 333

Xerox, 213

XNS (Xerox Network
Systems), 2 13
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