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Lets say that you’ve been assigned a Class B network address of
180.10.0.0. "To subnet this network, you will have to steal bits from
the third octet. You have determined that you want to create six sub-
nets. Figure 10.11 walks you through the process of creating the sub-
nets and creating the new subnet mask.

12864321614j

Baslc Subnet Mask: 255.255,0.0
Network Address: 180.10.0.0

First Node Octet

3 bits are required to
create 6 subnets

| 1+2+4-1=6

Add high-order bits to create
new subnet mask.

128 + 64 + 32 =224

New Subnet Mask: 255,255.224.0

The new subnet mask for the network would be 255.255.224.0 (see
Figure 10.12). To figure out the range of IP addresses in each of the
six subnets, you use the lowest of the high-order bits that were added
to determine the new subnet mask number for the third octet, This
would be 32 (again, taken from Figure 10.12). So, the first address in
the first subnet would be 180.10.32.1 (180.10.32.0 is reserved as the
subnetwork address and so cannot be used as a node address). To
come up with the starting IP address of the second subnet, add 32 to
the third octet (64). The second subnet would start with 180.10.64.1.
Table 10.5 shows the ranges for the six subnets created from this

Class B network address.
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Subnet # Start Address End Address

1 180.10.32.1 180.10.63.254

2 180.10.64.1 180.10.95.254

3 180.10.96.1 180.10.127.254
4 180.10.128.1 180.10.159.254
5 180.10.160.1 180.10.191.254
6 180.10.192.1 180.10.223.254

Because you took 3 bits to create your subnets, you are left with 13
bits for nodes. So, 2"-2= 8190. That’s 8190 IP addresses available per
subnet.

Class C Subnetting

Class C subnetting is a little more problematic than Class A and B
networks because you only have one octet to steal bits from to create
your subnets. Class C networks are also small to begin with (only
254 TP addresses are available), so creating more than just a few sub-
nets will leave you with a very small number of node addresses avail-
able in each subnet.

Let’s walk through an example that allows us to examine the idiosyn-
crasies of Class C subnetting. The network address is 200.10.44.0.
One octet is available for node addresses (the fourth octet). This is
also the octet that you must borrow bits from to create your subnets.

You will divide the Class C network into two subnets. To create the
two subnets you must borrow the first two lower order bits that have
the decimal value of 1 and 2 (1+2-1=2 subnets). You then move to
the other end of the decimal bit values and use the first 2 high-order
bits (because you borrowed 2 bits for the subnets) to create the new
subnet mask for the network. The two high-order bits are 128 and
64. Add them together and you get 192. So the new subnet mask for
the network is 255.255.255.192.

Figure 10.12 summarizes the steps that were followed to create the
new network subnet mask by borrowing the appropriate number of
bits to create 2 subnets.
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Basic Subnet Mask: 255.255.255,0
Network Address: 200.10.44.0

Node Octet

Borrow 2 high-order
bits to create subnet 28 6432 16 8 4{2 1
mask,

2 bits are required to
create 6 subnets

1 +2-1 =2 subnets |

Add high-order bits to create
new subnet mask.

128 + 64 =192

New Subnet Mask: 265.255.225.192

Now you need to figure out the range of IP addresses that will be
available in the two subnets. The lowest of the high-order bits used
to create the new subnet mask was 64, which becomes the incre-
ment for the subnet ranges. So, using what you learned when creat-
ing Class A and Class B subnets, you would assume that the start
address of the first subnet would be 200.10.44.64. However, remem-
ber that an address in the range must be reserved as the subnetwork
address. Because you are working with only one octet, the first
usable address in the range of I’ addresses for the subnet must be
reserved as the subnetwork address. So, 200.10.44.64 is reserved for
the subnet address.

That means that the beginning of the range of IP addresses in the
first subnet that you can use for node addresses begins with
200.10.44.65. And the next subnet, which begins with 200.10.44.128
(you add the increment to itself to get the start of the next subnet
range) also reserves the first address (200.10.44.128) as the subnet-
worl address (it identifies the subnet as a separate entity on the
whole network). So the second subnet range of addresses that can be
used for nodes begins with 200.10.44.129.
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Table 10.6 shows the ranges for the two Class C subnets and also
shows addresses such as the subnetwork address that cannot be used
for node addressing.

Subnetwork Start Address End Address Broadcast

Address Address
1 200.10.44.64 200.10.44.65 200.10.44.126 200.10.44.127
2 200.10.44.128  200.10.44.129  200.10.44.190 200.10.44.191

The big problem with subnettng a Class C network is that you lost a
lot of normally usable IP addresses. You lost 2 addresses in each sub-
net, one for the subnetwork address, and one for the broadcast
address. You also lost all the addresses that come before
200.10.44.64. That means you lose 200.10.44.1 through
200.10.44.63. That’s quite a few addresses, especially when you don’t
get that many addresses with a Class C anyway.

Understanding Subnet 0

There is a way to “cheat” and use these lost addresses for your net-
work nodes (in our case addresses 200.10.44.2 through 200.10.44.62-
200.10.44.1 is reserved for the subnetwork address and 200.10.44.63
would be the broadcast address). These “lost” addresses are referred
to as subnet 0 and normally cannot be used. However, you can con-
figure your router to take advantage of the subnet 0 IP addresses:
type the ip subnet-zero command at the config prompt and then
press Enter (this is a global configuration command, so you don’t
have to enter it for any particular router interface).

Using subnet 0 means that only 1 bit needs to be stolen to create
subnet 0 and subnet 1. So, the subnet mask would now be
255.255.255.128 (only 1 high-order bit is used to create the new sub-
net mask). The range of IP addresses for the two subnets would be
200.10.44.1-200.10.44.126 (200.10.44.127 is the broadcast address)
for subnet 0 and 200.10.44.129-200.10.44.254 (200.10.44.128 is the
subnetwork number and 200.10.44.255 is the broadcast address) for
subnet 1.
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Because using subnet 0 makes the calculation of subnets a little more
difficult (when compared to Class A or B), Table 10.7 provides a
summary of the fourth octet numbers that would be available for
each subnet when a Class C network is subnetted with subnet 0 used
as a valid subnet. Values are provided for 2, 4, and 8 subnets on the
Class C network.

‘The big thing to remember when using subnet 0 is that you don’t i
subtract 1 from the low-order bits when you determine the number
of bits you must steal to create the required number of subnets,

#of Subnet Mask Start Address End Address Broadcast
Subnets Address
2 255.255.255.128 xxxl xxx.126 xxx.127 i
xxx129 xxx.254 xx.x.255 (‘
4 255.255.255.192 xx.x.1 xxx.62 xx.X.63
XXX.65 xxx.126 xxx.127
xxx.129 xx.x190 xxx.191
xxx.193 xxx.254 x.x.x.255 i
8 255.255.255.224 xxx1 xxx30 xxx31
xxx.33 x.x.x.62 X.X.X.63
XXX65 xxx.94 xxx.95
xxx97 xxx.126 xxx127
xxx.129 xxx158 xxx.159
xxx.161 xx.x190 xxx.191
xxx.193 xxx.222 x.xx.223
xxx.225 xxx254 XxX.255
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A Final Word on Subnetting

On any network that uses internetworking connectivity strategies,
you will most likely face the issue of dividing a particular IP network
into a group of subnets. And understanding the simple math pre-
sented in this chapter will make it very easy for you to create subnets
on any class of network; however, sometimes it can be even simpler
to just look up the information on a chart.

.

Table 10.8 provides a summary of the subnet mask and the number
of hosts available when you divide a Class A network into a particular
number of subnets (subnet 0 has not been allowed). Table 10.9 pro-
vides the same information for Class B networks (subnet 0 has not
been allowed).

# Of Subnets Bits Used  Subnet Mask Hosts/Subnet
2 2 255.192.0.0 4,194,302
6 3 255.224.0.0 2,097,150
14 4255.240.0.0 1,048,574
30 5 255.248.0.0 524,286

62 6 255.252.0.0 262,142
126 7 255.254.0.0 131,070
254 8 255.255.0.0 65,534

Class B 81 | -

# Of Subnets Bits Used éﬁﬁnet M‘:Vahsk FII-Io;ts/é'ubn‘;et
2 2 255.255.192.0 16,382

6 3 255.255.224.0 8,190

14 4 255.255.240.0 4,094

30 5 255.255.248.0 2,046

62 6 255.255252.0 1,022

126 7 255.255.254.0 510

254 8 255.255.255.0 254
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Subnet #
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As you've already hea
facto network protoco
Internet explosion—everyone wants to
network). It is a routable and robust network protocol stack. You
learned all about IP addresses and IP subnetting in Chapter 10,
«TCP/IP Primer.” Now, you can take some of the concepts learned
in that chapter and apply them directly to router configurations.

Routing IP on an internetwork requires that you complete two main

tasks: configure LAN and WAN interfaces with the correct IP and
subnet mask information, and then enable an IP routing protocol on
or routers. (IP routing is automatically enabled on the
ntrast to IPX and AppleTalk, which aren’t) When rout-
ing IP, you have more than one choice for your routing protocol
(such as RIP versus IGRP).

Let’s walk through the steps of configuring LAN interfaces on a
router first and apply some of the information that you picked up on
IP subneiting in Chapter 10. For example, assume your example net-
work is a Class B network with the network address 130.10.0.0. You
will create 6 subnets on this network. The new subnet mask for the

network would be 255.255.224.0.
Table 11.1 provides the range of IP addresses for the 6 subnets.

your router
router in co

PART {11 Routing LAN Protocols
CHAPTER 11 Contiguring IP Routing

Start Address
130.10.32.1
130.10.64.1
130.10.96.1
130.10.128.1
130.10.160.1
130.10.192.1

Configuring Router Interfaces

d several times in this book, TCP/IP is the de
| for the networks of the world (due to the
be part of this planetwide

End Address
130.10.63.254

130.10.95.254

130.10.127.254
130.10.159.254
130.10.191.254
130.10.223.254
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Figure 11.1 shows a diagram of a portion of a company internet-
work. IP addresses (from our range in Table 11.1) have been assigned
to the router interfaces on each of the routers. This figure will help
provide some context to the IOS commands that you are going to
work with in this chapter.

Branch Office A Branch Office B

Interface  IP Address Interface  IP Address
Ethernet 0 130.10.32.1 Ethernet 0 130.10.96.1
Serial 0 130,10.64.1 Serial 0 130.10.64.2
Ethernet| Serial1  130.10.128.1 Serial1  130.10.160.1

Ethernet

Serial 0 Serial 0 [

P d NS
2505 Router 2505 Router

Serial 1

4500 Series
Router

Central Offices

You will configure the 2505 router at the Branch A location. This
means that the router (which has three interfaces, one Ethernet, and
two serial) must have each interface configured with a different IP
address that is in a different subnet range. Table 11.2 lists the IP
addresses (also shown in Figure 11.1) that you will use to configure
this router. You will learn about configuring AN interfaces (such as
Ethernet ports) in the next section, “LAN Interfaces” and WAN
interfaces in the section after that, “WAN Interfaces.”
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Interface IP Address
Ethernet 0 130.10.32.1
Serial 0 130.10.64.1
Serial 1 130.10.128.1
=

= For an overview of IP routing protocols such as RIP and IGRP, see page 93-

LAN Interfaces

SEEALSO

LAN interfaces, such as Ethernet ports or Token Ring ports, wil
the connection point between the router and a local area networ]
The number of subnets at a particular location will dictate the n
ber of LAN interfaces required on the router (if only one router
used).

Fach of these LAN interfaces will be on a separate subnet. The
plest way to assign TP addresses to a LAN interface is to use the
IP address available in the address range of the subnet that the int
face will connect to. :

Configuring IP addressing for a LAN interface

1. At the Privileged prompt type config t, and then press Enteg
You are placed in the Global Configuration mode.

2. ‘To configure a particular LAN interface, type the name of th
interface at the prompt, such as interface ethernet 0. Then
press Enter. The prompt changes to the config-if mode.

3. Now you can enter the ip address command followed by the
address for the interface and the subnet mask for the networ
this example, the command would be ip address 130.10.32.
085.256.224.0 (see Figure 11.2), Press Enter to complete th
command. :

4, To end the configuration of the interface, press Ctl+Z.

5. Press Enter again to return to the privileged prompt.
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apoyeliconfig €
t

ox conflyuration connands, one per line. End with CNTL/Z.
opeyeleanfigdHint eB

opeye(config—if iy addreas 138.16.92.1 255.255.224.8
opeyelconEig-1F 1

* You can quickly check the configuration parameters for a LAN port
using the show ip interface command. For example, to see the TP
addressing for Ethernet 0, you would type show ip interface e@ and

then press Enter. Figure 11.3 shows the results of this command on
our 2505 router.

papeystislou ip int o@
thovnet® 1a up, Mno protocol is up

Internet address iz 130.16.32.4,19
Droadcast address iz 255,255.2565.255
Address deternined hy setup command

HIU is 1508 bytes

Helpex address iz not set

Diracted broadcast foruaxding is enabled
Qutguing access list 1o not set

Inbaund accens list is not set

Proxy MNP is enabled

Sepurity leval is default

§plit hordizon it enabled

IGHP redirects are aluays sent

ICHP unveachables are alwags sent

ICHP mask replies are never sent

IP Fast suitching 15 disabled

IP fast awitching on the same intarface iz disabled
P nulticast fast sultohing is enabled

Router Discoyery is divabled

IP output packet accaunting is disabled

IP accews violation accounting is dizabled
ICP/IP header compression is disabled
Proho proxy name repliec are disabled
Gateway Diccovery it digabled

Policy routing is dizabled

Nuhl;;l‘k address translatden iz disahled
eye

If you look at the IP information provided in F; igure 11.3, the IP
address reads as 130.10.32.1/19, and no subnet mask information is
provided. You entered 130.10.32.1 as the IP address for the interface
in the previous set of steps. So, what does the /19 mean? Actually,
this is the router’s way of telling you the subnet mask.

] uter. f -
the IP addressing of ali the .
irterfaces o the roliter
will be displayed. - *

The 19 is the number of bits that are used for network addressing
plus the number of bits used to create the subnets on this network.
Normally, a Class B network uses two octets (16 bits) to define the
network number for the network: in this case 19-16=3. This shows
you the number of bits stolen for subnetting. If you take the first
three high-order bits and add them (128+64+32), you get 224, which
tells you that the subnet mask is 255.255.224.0.
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Whenever you see notation like the /19, just take that number and
subtract the number of bits that are normally used for the class of
network that you are working with. This always gives you the subnet
bits, which can then be used to quickly calculate the subnet mask.

WAWN Interfaces |l

WAN interfaces can be configured with IP addresses exactly in the
same way that you configure LAN interfaces. To configure a serial 0
interface on a router, you would complete the following steps.
Configuring IP addressing for a serial interface

1. At the Privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

I

“To configure a particular LAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press
Enter. The prompt changes to the config-if mode.

- figuration vill be bl a
1" saved fo NVRAN

3. Now you can enter the IP address command followed by the IP
address for the interface and the subnet mask for the network. In
this example, the command would be ip address 130.10.64.1
255.255.224.0 (see Figure 11.4). Press Enter to complete the
command.

g ¢
nfiguyation connanda, one yer Yine. End with CNTL/Z-
Ccontigdiint 8

lpopeye (config-if Miip addvass 136.10.64.1 255.255.224.8
evaCcantig—AEoHE

apeyeitcant
ter ca

4. To end the configuration of the interface, press Ctrl+Z.

5. Press Enter again to return to the privileged prompt.

You can use the show ip interface se command to check the config-
uration of the serial interface.

One issue relating to the number of IP addresses you have available
to configure the routers, hosts, and servers on your network rears its
ugly head when you are configuring WAN interfaces. An entire sub-
net (an entire range of IP addresses) must be wasted to configure the
serial interfaces on two routers that are connected by a particular
WAN connection.
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For example, in the case of our two 2505 routers in Figure 11.1, they
are connected by their serial 0 interfaces (using a particalar WAN
connection and protocol). This connection must be configured as a
sepatate subnet, meaning the serial 0 interface on the Branch Office
A router will use one address in the chosen subnet range and the ser-
ial 0 interface on the Branch Office B router will use one address
from that same subnet range. So, you basically fritter away all the !
other addresses in that subnet range. j

To overcome this obvious waste of IP addresses, you can configure
your serial interfaces without IP addresses (they will still route IP
packets even though they are designated as IP unumbered). The com-
mand used at the configuration prompt for the interface is ip unnum-

bered [interface or virtual interface]. The interface or virtual
interface parameter is the designation of an actual interface, such as
Ethernet 0, or a virtual interface such as loopback 0, that has been
configured with an IP address (see Figure 11.5).

apeysliconfig t

tex conFlguration commands, bne per Line. End with CHIL/Z.
apeyeCconfigiiint si

apeyecont ig-1£)fip unnumbered ethernet BE

If you use ip unnumbered on a serial interface, the serial interface that
it connects to via a WAN connection must also be configured as IP
unnumbered. The drawbacks of configuring a serial interface as IP
unnumbered, is that you cannot Telnet to that serial interface or ping
that interface (because it doesn’t have its own IP address). Also, if the
interface to which you “hooked” the serial port, such as Ethernet 0
(shown in Figure 11.5) goes down, you might not be able to reach
the connection that the serial interface is attached to.

Configuring a Routing Protocol

After you have the interfaces on the router configured with the
appropriate IP addresses and subnet mask, you can configure a rout-
ing protocol. Different Interior Routing Protocols (protocols used
for routing on your internal internetwork) are available and your
choice of a routing protocol will depend on the size of your internet-
work. For example, RIP is fine for small internetworks but is limited

208



PART Il Routing LAN Protocols

CHAPTER 11 Configuring IP Routing

to 15 hops (from router to router), making its use on large internet-
works a problem. For larger internetworks you may want to use
IGRP or OSPE. You will look at the configuration of RIP and the
configuration of IGRP in the next two sections of this chapter.

SEE ALSO
» For an overview of IP routing protocols such as RIP and IGRP, see page 93.

Configuring RIP

RIP is a distance-vector routing protocol that uses hop count as its
metric. RIP summarizes the information in the routing table by IP
network numbers (also referred to as major network numbers).

Configuring RIP is very straightforward. You must first select RIP as
your routing protocol and then let RTP know the major network
number for each interface you have enabled for IP routing. In the
sample network that you have been discussing (see Figure 11.1), you
are working with only one major network number, 130.10.0.0. So,
you only need to specify this network when configuring RIP on our
router.

Configuring RIP

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. At the config prompt, type router rip, and then press Enter.
This selects RIP as the routing protocol.

3. Type network [major network number] at the config prompt. The
major network number is the network address for a class A, B, or
C network that is directly connected to the router. In your case,
you are connected to one major network 130.10.0.0. Therefore,
the command would be network 130.10.0.0 (see Figure 11.6).
Press Enter to continue.

4. Repeat the network [major network number] for each IP network
that the router is directly connected to. For example, if different
Class C networks are connected to several Ethernet interfaces,
you must repeat the network command for each of the network

addresses for these Class C networks.
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End with CHTL/Z.

5. When you have finished entering the directly connected net-
works, press Ctrl+Z to end the configuration session.

6. Press Enter to return to the Privileged prompt.

After you've configured RIP on your router, you can use the TOS
commands that provide a view of RIP routing information such as
the routing table and the settings for RIP broadcasts.

'Io view the RIP routing table, type show ip route at the user or
privileged prompt and then press Enter. Figure 11.7 shows the
results of this command on a 2505 router that is connected to
another 2505 router via a serial connection, Subnets that are directly
connected to the router are marked with a C (interfaces that were
configured on that router). Other subnets that are reached by a par-
ticular directly connected subnet are marked with an R (these net-
work locations are learned by RIP).

opeyelich ip route
odes: ~ connected, § — atatic, [ — IGRP, R — RIP. H — nobile, B — BGP
~ EIGRP, EX — EIGHP oxternal, O — OSPF, IA — OSPP intur area
HL — OSPF NSSA external typa 1. N2 — OSPF NSSR external typo 2
EL - OSPF axternal type 1, E2 ~ OSPF oxternal typa 2, E - EGP
S, Id — I8-15 leveél-1, LZ — IS-IS levol-2, ¥ — candidate default

U -~ pex-uaer static route, o - ODR

ateway of last resoxt is not set

138.19.8.8/19 is subnetted, 3 subnets ' N H ; ¥
139.10.32.8 is directly cannected, Ethernet@ AT : i

130.10.64.8 is directly connected, Seriald BT T S 5

" 138.10.96.0 [120/11 via 130.10.64.2, 08:00:19, Serdald

opeye

You can use the show ip protocol command to view the timing
information related to RIP. For example, RIP updates are sent every
30 seconds. The hold-down time for RTP is 180 seconds. This means
that if a router doesn’t receive a RIP update from a connected §
router, it waits 180 seconds from the last received update and then
flags the subnet path as suspect. After 240 seconds, the router will
actually remove the path information related to the other router
from the routing table because it considers the path no longer
usable.
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Type show ip protocol at the user or privileged prompt and then
press Enter. Figure 11.8 shows the results of this command.

oL
Pl‘utbtol is Yeip"
ending updates svery 30 oeconds, noxt 4 cands

oalld abter 160 sesunds, hold down 180, flushed alcnx 248
utgoing update £ilter lict for all intexfaces ic not set
nconing update Filter Iist For all interfaces iz not set
dbuting: rip

Default version control: send un:alnn 1, receive any vexsion

ntaxEace §ond Raco  Hey-ch
Etlernetd 1 iz
oxiald
Sexdall i3
Tougine For Hetuorkes
138
Routing Information Sowrces:
Gateway Distapce Last Update
20 #0:60:08

.108.64.2
Distance: (default is 12@>

ipopaysll

If you want to view RIP update messages as they are sent and
received by a router, you can use the debug ip rip command. Type
debug ip rip at the privileged prompt and then press Enter. Figure
i 11.9 shows the results of this command.

opoyolidebug ip xdp
i pratocol duaging o on

P i‘gceiuud vi rlnta h-nm 130.18.64.2 on Serisld

.96 B :u
af e tq 255 255 255.255 via Etheraot® (130.18.32.1>
8.1 .64.0, mutr
8.1 6.8, 1
: sending v updal o € 255 255 255.255 vda Sexdal® <138.18.64.1%
subna 2.8, notric H
H 15cniuad updlta from 138.10.64.2 on Serial® 3
436.14.96.0 in hops i
: sending 01 \I{ ate 255,255.255.255 via Ethernet® <138.10.32.1) H
subnet . . metric
subnet 130 1
IP: sending vi u{
auboet 130 \

netric 2
255.255.255.255 yia Serdald (138,18.64.1>
metrde 1

To turn off RIP debugging, type no debug ip rip and press Enter
(otherwise the update messages will drive you crazy if you are trying
to work on the router).

SEE ALSO

® For information on bow routers work and using routing protocols to build routing tables, see
page 82.

Configuring IGRP

Because RIP is limited to routes of less than 16 hop counts, interme-
diate and large internetworks need a routing protocol that can handle
the scale of the network, IGRP is a distance vector routing protocol
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like (RIP) that uses several metrics such as delay, bandwidth, and
reliability. IGRP doesn’t use hop count as a metric but it can provide
routing information for a path of up to 255 hops, which makes it
ideal for large internetworks.

Configuring IGRP is similar to configuring RIP. You must enable
the IGRP protocol and specify the major IP networks that are
directly connected to the router’s interfaces. However, because IGRP
is used on larger internetworks (such as a complete corporate net-
work), you must specify the autonomous system number for the
autonomous system (AS) that the router belongs to. Several different
networks (Class A, B, or C) can be part of a particular autonomous
system. Autonomous systems are tied together by core routers that
run an Exterior Gateway Protocol, such as Border Gateway Protocol

(BGP).
Configuring IGRP

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. At the config prompt, type router igrp [autonomous system num-
ber], where the autonomous system number is the AS number
assigned to the AS to which your router belongs. For example,
router igrp 10 would enable IGRP routing and specify the AS
number 10. After entering the command, press Enter.

3. Type network [major network number] at the config prompt. The
major network number is the network address for a Class A, B, or
C network that is directly connected to the router. In this case,
you ate connected to one major network, 130.10.0.0, so the
command would be network 130.10.0.0 (see Figure 11.10). Press
Enter to continue.

4. Repeat the network [major network number] for each IP network
that the router is directly connected to. For example, if different
Class C networks are connected to several Ethernet interfaces,
you must repeat the network command for each of the network
addresses for these Class C networks. )
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popeyelicontiy ©
Entar conf iguration connandg, sne por Lins. End ulth ONIL/Z.
loopayeaonilgdirouter igwp 16
Popeye (conE {g-r uutewunmmyk 136.10.0.8
paye lconfig-routerdH

5. When you have entered the directly connected networks, press
Cul+Z to end the configuration session.

- the'roitsr belongs to:

You can also use the show commands (and variations of these com-
mands related to IGRP) that were discussed in the section on RIP
routing. For example, the show ip route command now shows the
routing table built by IGRP (see Figure 11.11). Network addresses
marked with a C are directly connected to the router; addresses
marked with an T are those discovered by IGRP.

D — EICEP, R~ E[GRP external, 0 — OSPP, I — OSPF intex area
Hi — OSPF NSSA external type 17 g% — OS¥F NSSA external I:ype 2

e EGP
i - I8-IS, Ii — IS-IS lsvel-1, L2 — I18-X§ level—2, % — candidate default
B — pex-usey static voute, o ~ ODR

Kodes : 0 = gunn:ntn ~ static, I -~ IGRP, R — RMIP. ¥ — nobile, N - BGP

‘|Gatovay of last xesost is not sst

130.10.0.9/19 is subnetted, 3 subnets
e 130 i0.32.8 1: duuctly connected, Ethexnntﬁ
g 139,18.64.8 i ly connacted, Se:
139.10.96.68 [185/‘718\!] via 138.10.64. 2, 0?‘ 01:27, Seriald
apeyalil

e

IGRP sends updates every 90 seconds (as opposed to RIP’s 30-second
interval). Routes not confirmed for 630 seconds are flushed from the
router’s routing table. You can view this information using the show
ip route command.

"To view a summary of the IGRP routing update messages as they exit
and enter the router, use the debug ip igrp events command at the
Privileged prompt. Figure 11.12 shows the results of this command.

If you want to see information related to the update messages such as
the metric used (a number representing a value based on all the
IGRP metrics), use the debug ip igrp transaction command. Figure
11.13 displays the results of this command.

i Privileged prompt and then.
press Enter.”
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apeyatldebug ip igep events

fehE*evant ‘Jebiaalng 1o on

paps yaH

B35 {G)\P:
: IGRP:
: IGRP:
: IGRP:

recbived update fram 130. 10.64.2 on Serial

Update coptains 1 mteuor, @ aysten, and a oxterdor routes.
Total routes in i

sonding updata to 255 255.955_255 uia Bthewnat@ (130.10.37.1>
Update contains 2 hlter or, 8 syaten, and 8 exterior routes.

: Yotal routes in updat:
2 aending update (:n 255 255.255. 255 via Soriall (136.10.64.1>

: Update contains 1 inte dox. @ system, and B exterdor routes.

: Total routes in update
: xecelved update frgn 13.10.64.2 on Sexdald

Update contains 1 mtevim, B systen, and B extordor routes.

: Total routes in updat

RP: sending update to 255 255 255.255 via BthernatB (138.108.32.1>
: Update contains 2 int rinr. B system. and @ extorior routes.
: Total routes in u
: sending update to 255 255 255.255 via Serial® (138.10.64.1)
H Update contains 1 ult rim, B cysten, and @ extorior routes.

: Total routes in w

: recelved update bt 18.64.2 on Serdald
: Update cantuins 1 dnterion, B system, and B extsriar routes.
: Total routes dn updi 1

popayelidsbug ip dgrp trasaction
[GRF protocol debugging is o

nnndins upda(’:u tn 265.25 5.255 via €138.1R.32.1>
¢ 130, i ]

a8
iﬂ%SS via fexialB ¢136.10.64.1)

Sexria
netric 71“3 Cnaighbox 1165)

¥ For background information on IGRE, see page 93.
- For an overview of Exterior Gateway Protocols, see page 9.

ynamic Routing Versus Static Routing

"The previous two sections of this chapter enabled the router for
dynamic routing. The selected routing protocol (RIP or IGRP)
builds a routing table using information received from neighboring
routers. You can also configure your routers for static routing where
you specify the routes in a static routing table, Static routing also
requires that you update the routing tables manually.

Static routing doesn’t require the use of a routing protocol. You are
in charge of the routing tables. However, static routing should prob-
ably only be used in cases where the internetwork paths are fairly
simple and there is only one route between the network or networks
serviced by your router and another router’s networks. Static routing
tables cannot react to route changes because of lines going down.
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Let’s keep this simple and use two routers that support networks that
have not been subnetted (several different Class C networks). For
example, let’s say you have two routers connected as shown in Figure
11.14. You want to set up a static route from the router at Branch
Office A to the LAN at Branch Office B (Class C network address

194.10.30.0).
;
Branch Office A Branch Office B
Network Network
Address Address

194.10.10.0 194.10.30.0

Interface  IP Address Interface  |P Address
Ethernet 0 194.10.10.1 Ethernet 0 194.10.30.1
Serial 0 194.10.20.1 Serial 0 194.10.20.2

Ethernet Ethernet

Serlal 0 &

2505 Router 2505 Router

i At the configuration prompt (on the Branch Office A router), you |

‘ would type the command ip route 194.10.30.0 255.255.255.0
194.10.20.2. This tells your router (at Branch Office A) to build a
static routing table where network 194.10.30.0 (the LAN at Branch
Office B) is reached by the serial connection between the two
routers, with the interface on the Branch Office B router configured
with the TP address 194.10.20.2. Figure 11.15 shows how this com-
mand would look on the router console.

You would have to provide paths for all the routes served by remote
routers for your Branch Office A router. And because you have a
router at Branch Office B, you would have to use the ip route com-
mand to configure its static routing table to LANS serviced by other
routers (such as the Branch Office A router). :
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lbopeyeliconfig t
{Enter configuration connands. one pew line.
ipopeyalconfigdiip route 194.1A.30.8 255.255.255.9 194.16.20.2

End with CNTL/Z.

As you can see, building your own routing tables statically requires a
lot of up-front work. You would also have to update the tables on all
the routers involved if any of the routes changed.

Static routing does provide you with complete control over the paths
that packets are routed on. However, on large, dynamic internet-
works, dynamic routing is probably the way you will want to go
when configuring your routers.

Using Telnet

One big plus of configuring IP on your router interfaces is that you
can Telnet (connect to) another router using the IP address of one of
its interfaces. For example, you have been working with two 2505
routers connected by a serial cable. The router that you are con-
nected to via a serial connection has an IP address of 130.96.1 on its
Ethernet 0 port and 130.10.64.2 on its Serial 0 port. You can use
either of these IP addresses to gain entry (Telnet) to the other router.
After connecting to the routet, you must provide the virtual terminal
password that was configured on the router.

Using Telnet to connect to another router

1. At the user or privileged prompt, type telnet [ip address],
where ip address is the IP address of one of the interfaces on
the other routet. To Telnet to the Olive router, directly con-
nected via a serial connection to our Popeye router, type telnet
130.10.96.1 (the IP address of its Ethernet 0 port), and then
press Enter.

2. You are connected to the other router and asked to provide the
virtual terminal password. Type the virtual terminal password,
and then press Enter.

You are now logged on to the other router (see Figure 11.16).
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opeyelitelnet 1368.10.96.1
Trying 130.10.96.1 ... Open

zer fccess Yerificatian

plive>

If you know the enable password, you can enter the Privileged mode
on this router and even change the configuration of the router
remotely. When you have finished working on the remote router,
type quit at the prompt. You are logged off the remote router and
returned to the prompt for your local router.

Telnet is a great tool for connecting to remote routers and monitor-
ing or configuring them. It’s as if you are sitting at the console com-
puter directly connected to that router.

SEE ALSO
= For information on setting the virtual terminal password when first configuring the router; see
page 129.
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K Introducing IPX/SPX

Novell NetWare is a popular network operating system (NOS) that
has provided file and print server functionality to LANS since the
early 1980s. NetWare has its own proprietary network protocol
i stack called IPX/SPX. IPX is similar to TCP/IP in that the proto-
Ry cols that make up the TPX/SPX stack don’t directly map to the layers
of the OSI model. IPX/SPX gained a strong foothold in early local
area networking because it was strong on performance and did not
require the overhead that is needed to ran TCP/IP. For many years,
| ' NetWare was the leading NOS of choice and can provide client
machines with access to LAN and WAN resources.

Novell NetWare is an excellent example of a pure
client/server—based NOS. Computers on the network are either
clients (who receive services) or servers (who provide services).

IPX/SPX is a routable protocol and so important to our discussion of
routing and Cisco routers in particular. Figure 12.1 shows the
IPX/SPX stack mapped to the OSI model. The next two sections
discuss the protocols in the IPX/SPX stack and how IPX addressing

works.
0S| Model IPX/SPX Stack
Applicatlon
Presentation SAP
Netware
Shell
Session NCP
Transport SPX
- IPX
Network RIP NLSP
Data Link IEEE Architectures (Ethernet, Token Ring, etc.)
WAN Protocols (PPF, Frame-Relay, etc.)
Physical
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SEEALSO

¥ For a quick review of IPX/SPX in relation to other networking protocols (such as TCP/IP and
AppleTalk), see page 48.
%~ For a quick review of the OSI model, see page 34.

Routing-Related IPX/SPX Protocols

As with TCP/IP, a number of different protocols with different
duties make up the IPX/SPX stack. For example, the NetWare Core
Protocol (NCP) handles network functions at the Application,
Presentation and Session layers of the OSI model. The NesWare
VLMs (Virtual Loadable Modules) establish and maintain network ses-
sions between the client and server. Mote important to this discus-
sion of routing are the IPX/SPX protocols that are involved in the
routing process:

w SPX (Sequence Packet Exchange)—A connection-oriented trans-
port protocol that provides the upper-layer protocols with a
direct connection between the sending and receiving machines.
SPX uses virtual circuits to provide the connection between
computers and will display a connection ID in the SPX datagram gq iy ok o0
header (SPX is similar to T'CP in the TCP/IP protocol). ¥ thie computer World today?

: Good question:;

w IPX (Internet Package Exchange Program)—A connectionless
transport protocol, IPX provides the addressing system for the
IPX/SPX stack. Operating at the Network and Transport layers
of the OSI model, IPX directs the movement of packets on the
internetwork using information that it gains from the IPX
Routing Information Protocol (RIP).

RIPRouting Information Protocol)—A routing protocol that uses
two metrics, clock ticks (1/18 of a second) and hop count, to route
packets through an IPX internetwork. IPX RIP (like TCP/IP
RIP) is a distance vector-routing protocel that builds and main-
tains routing tables between IPX-enabled routers and NetWare ‘
servers.

u SAP (Service Advertisement Protocol)—A protocol that advertises
the availability of various resources on the NetWare network.
NetWare servers broadcast SAP packets every 60 seconds, let-

ting client machines on the network know where file and print
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services can be accessed (each type of service is denoted by a dif-
ferent hexadecimal number in the SAP packets).

a NLSP (NetWare Link Services Protocol)—A Novell-developed
link-state routing protocol that can be used to replace RIP (and
SAP) as the configured routing protocol for IPX routing. The
RIP/SAP relationship will be discussed further in the
“Configuring IPX Routing” section of this chapter.

As you can see from the discussion of TCP/IP in Chapter 10,
“TCP/IP Primer,” IPX/SPX is a comparable stack (although it does
operate somewhat differently). It has several different protocols that
operate at the lower layers of the OSI model (Networking and Data
Link) and are involved in the routing process. Before you learn how
these protocols interact to make routing of the IPX/SPX packets a
reality, you'll learn how IPX/SPX provides an addressing system that
defines networks and clients on the network.

Understanding IPX Addressing

TPX addressing uses an 80-bit (10 byte) system (remember, TCP/IP
used a 32-bit system), which is comprised of both network and node
information, making it a hierarchical addressing system like IP
addresses. IPX addresses appear in hexadecimal format and are bro-
ken down into two parts. The first part of the address, which can be
up to 16 hexadecimal characters in length (this part of the address is
32 bits), is the IPX network number. The remaining 12 hexadecimal
digits in the address make up the node address (which makes up the
remaining 48 bits of the address). Figure 12.2 shows a typical IPX
address for a node on a Novell network.

The question then arises as to where the network number comes
from and -where you get the node address information. Ill discuss the
network number first. '

When the first NetWare server is brooght online in a Novell LAN, a
network number is generated during the server software installation.
This hexadecimal number becomes the network number for the
LAN, no matter how many additional NetWare servers (additional
file and print servers) are added to the LAN. So, all client machines
(and additional servers) on the LAN will be assigned the same net-
work number (such as 763B20F3, shown in Figure 12.2).
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Network Number

763B20F3. 00.60.08.AC.01.74

Node Address

When another new LAN (a separate network entity from the first
LAN brought online) is brought into service, its network number
will be provided by the first NetWare server brought online on that
particular LAN. So, IPX networks are differentiated by their net-
work numbers (whereas IP networks were differentiated by their
subnet masks and the subnet bits in the IP addresses). Any routers
that play a part in routing packets from a particular LAN will be
configured with the network number for that NetWare LAN. This
means that the Ethernet 0 interface on the router is connected to a
particular NetWare LAN, so it will use that LAN's network number
in its interface configuration.

Dealing with the node address for IPX clients is a real no-brainer. It
is actually dynamically assigned to the nodes on the network and
consists of the MAC address on their network interface card. So, an
IPX address is the network number followed by the computer’s MAC
address. Figure 12.3 shows two nodes and a server on the same
NetWare LAN.

SEE ALSO
- For information on MAC hardware addresses, see page 41.

v For a qitick review of network interface cards, see page 13.
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The NetWare server provides the
network address for the LAN.

Network Address
763B20F3

[0][0660600] [00]

Hub
Sl eeT===] = =
W;)rkstation Workstation
IPX Address for Node IPX Address for Node
{(JB?FB.OO.G0.0B.AC.M 74 763B20F3. 00,C0.09.AC.44.07
Network MAC Network MAC
Address Address Address Address

Understanding SAP

One other aspect of NetWare that I must discuss before I can turn to
; the configuration aspects of IPX on a router is the part that SAP

! broadeasts play in IPX networking. Novell servers broadcast SAP
announcements every 60 seconds. These broadcasts consist of all the
services proyvided by the server making the SAP announcement and
any other services that the server has learned about that are provided
by other NetWare servers. The information that a particular server
has gathered about other servers and the services they offer is logged
in the server’s SAP table.
When a particular server broadcasts a SAP advertisement, it is

actually broadcasting its entire SAP table and is providing the SAP
information to any server (or router) on the network that cares to
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listen (and all servers do). This means that the SAP information is
shared among the servers.

Cisco routers that have interfaces configured for IPX will also build
SAP tables and broadcast their SAP information to the networks that
the router’s interfaces are connected to. Cisco routers don’t, however,
forward SAP broadcasts from one Novell LAN to another but
broadcast their own SAP table (which is a summary of the services
offered by each LAN connected to a different router interface). The
router provides a summary of all the different LAN SAP tables to
each of the different networks. Figure 12.4 shows how the Cisco
router would collect the SAP tables from the different networks.

The Router builds a summary SAP lable
and broadcasts back to all NetWare
Servers on |he internetwork.

NetWare Server

SAP Broadcast L
from NetWare !
Server

SAP Broadcast
from Nei{Ware

from NetWare
Server

NetWare Server

Configuring IPX Routing

Now that you have a feel for how IPX addresses work and the
IPX/SPX protocols that are involved in routing, you can configure a
router for IPX routing. First, you must start the IPX routing
process, and then individual interfaces can be configured.
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Enabling IPX Routing

1. At the privileged prompt, type config t, and then press Enter.
This places you in the Global Configuration mode and you are
configuring from the console terminal (“¢”).

2. Type ipx routing at the configuration prompt, and then press
Enter. The configuration command js entered (see Figure 12.5).

fpopeyeliconfiy t

lEntex configuration commands, ene per line. End with CNIL/Z.
popeye(canfig?Nipx routing

opeye CoanF 1G> IE

3. To complete the process and exit the Configuration mode, press
Ctl+Z.

4. You may have to press Enter again to retarn to the privileged

mode prompt.

You can easily check and see whether IPX routing has been enabled.
‘Type show protocol at the prompt and then press Enter. A list of the
network protocols enabled for routing will appear (see Figure 12.6).
Information related to the protocols is also provided for the inter-
faces on the router,

protacol

Global values

Intornet Protocol rauting is emabled

il IPX vouting iz enabled

{Ethernetd iz up, line protocol iz up

H Internet addwess is 130.10. ¢

IPX_address is FB7CZEGP.8819. 7b3a.5063

iBerial@ is up, llﬂﬂ protoco. up

i Internet address is 138, 108 4449

IPK address is 763]]28!'3 Bbia.7h3a. 5ﬂh3

jBerdall is doun, line protocol is dov
Intabnet address iz 15.96.8.1/11

tpopo v

When you turn on IPX routing using the ipx routing command, this
also automatically configures IPX RIP as the routing protocol. As
mentioned before, RIP uses hop counts and clock ticks as the metric
(the RIP used for IP routing used only hop counts). The way in
which the two metrics work together is pretty straightforward, if two
paths to a particular destination are found (using a router’s IPX rout-
ing table) that have the same hop count (say, five hops). The more
recent of the entries in the routing table, the path with the least




PART 1l

Configuring Router Interfaces with IPX CHAPTER 12

pumber of clock ticks, will be used as the route for the packets. The
reverse is also true; when paths have the same tick count, the path
with the fewest number of hops is chosen.

Figure 12.7 shows an IPX internetwork where two paths exist
between two computers (one sending, one receiving). The paths have
the same number of hops (2). If you look at the ticks for the IPX
route via Network 2 (a serial connection between router A and one
of its neighbors), however, it has only 3 ticks, making it the path that
router A will use to forward the packets.

Configuring Router |

Network 5 Receiving Computer

Workstation

Router

Router

Network 1 Network 2

Router A

Sending Computer

IPX Routing Table for Router A
Network 5 [5/2] via network 1
Network 5 [3/2] via network 2

Workstation

Ticks  Hops

terfaces with IPX

After IPX routing has been globally enabled, you can configure the
router interfaces that you will route IPX on. The interfaces must be
configured for a particular IPX network (dictated by the network

“ for IPX rotting, You Tedra
-’ more about this in’the sec:”
+ tion "Configiiring Route -~
Interfaces with IPX.". © =
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number generated by the first Novell server up and running on that
LAN). Because the node numbers are supplied by the MAC

addresses of the interfaces, you don’t have to worry about that.

It would seem that configuring IPX is easier than dealing with IP
routing. But hold on, IPX throws its own curve at you related to the
encapsulation type set on LAN interfaces on the router.

LAN Interfaces

All data on a network is encapsulated in a particular frame type as it
moves over the network media as a bit stream. Encapsulation is
pretty straightforward with LAN protocols: Ethernet networks use
an Ethernet frame, Token Ring networks use a Token Ring frame,
FDDI networks use an FDDI frame.

Well unfortunately, NetWare supports more than one frame type for
the popular LAN architectures—Ethernet, Token Ring, and FDDL
And if you don’t configure your interfaces with the correct frame
type or types, they aren’t going to talk to nodes on the network or
other routers on the internetwork.

NetWare actually supports four different frame types for Ethernet.
Because Ethernet networks are so common, Table 12.1 describes
each frame type and where you might run into it. The Cisco I0S
command (the word you use to set the Ethernet frame type on an
interface) is also supplied.

Novell Ethernet Where You Cisco 10S Command
Frame Type Find [t
Ethernet 802.3 Default Frame Type for novell-ether

eatly versions of

NetWare (versions 2-3.11).
‘This is the default

frame type chosen when
you enable IPX routing

on the router,

Ethernet 802.2 Default Frame Type for sap

NetWare versions 3.12-5.
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Novell Ethernet Where You Cisco 10S Command
Frame Type Find It
Ethernet IT Used in networks running arpa
TCP/IP and/or DECnet.
Ethernet SNAP Used in networks running snap
TCP/IP and/or AppleTalk.

You can specify multiple frame types (encapsulations) on a particular
router interface, but each encapsulation must use a separate network
number. You are, in effect, using different “virtual” networks to route
the different frame types over an interface (when you check the net-
work number on a NetWare server as described in the earlier side-
bar, there is actually a different network number provided for each of
the different Ethernet frame types).

So, configuring a LAN interface for IPX means that you must supply
the network number and the encapsulation type (or types) for the
interface. The node address is a given because it is the MAC address
of the interface.

Configuring IPX on LAN Interface

1. At the Privileged prompt, type config t, and then press Enter.
This places you in the global configuration mode and you are
configuring from the console terminal (“t”).

2. "To configure an Ethernet port for IPX (such as Ethernet 0), type
interface ethernet 0 at the configuration prompt, and then
press Enter. The configuration prompt changes to config-if, let-
ting you know that you can now enter the IPX information for
the interface.

3. Type ipx network : ipx network "network number" encapsula-
tion "frame type®, where network number is the NetWare net-
work number provided to you by the NetWare administrator.
You must also provide the encapsulation type in this compound
command. Suppose you are connecting an Ethernet interface to
a Novell network that is running Novell IntraNetWare 4.11.
This NOS uses the Ethernet 802.3 frame (the Cisco IOS com-
mand is sap). Therefore, a complete command would be ipx
network f87c2e@f encapsulation sap (see Figure 12.8). Press
Enter to execute the command.

" {hiat don't mieef 1
o Specs)

he |‘EEE‘: =
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iul‘atinn comnands, one ner line. End with CNIL/Z.

“Hoopeye Ceon iiipterface ethirng
Ipopeye{config-if ipx netuork [G?cZeBF enpapsulation sap
‘| lpopeye (config—ifdH

4. To complete the process and exit the Configuration mode, press
Cul+Z.

5. You might have to press Enter again to return to the Privileged
mode prompt,

Now you can take a look at the IPX configuration for a particular
interface. For example, to check out my Ethernet 0 interface (after
configuring it for IPX), I would type show ipx interface Ethernet o
and then press Enter. Figure 12.9 shows the IPX information for
Ethernet 0 on a 2505 router.

o stharnot 0
X Tino protac
R daxans Bs_BAPCzEOR. OBID. FR3A-SON3, SAF
clag of Ehia 17K notuoi, 1n Eichs da 1 tlu‘uugllput @ Yok dolay 0
EXUN progenzing not'sngbled n-thte incortace
AP update interynl is 1 minute
B R e opacataon packer. Fevvaraing i dizabled
Incaming aceess list is not se€
utgoing access list is not SBt
PR helper access list 1w not o
R RS pransocing sshiad, Holay @ ns. output Filver list ds not set

Input filter list is not set

Qutput filter list is aot set

TRouter Filter list is not set

Hetbios Input hast access Iist is not set

Hetbios Imput bytee access lict is not zet

Netbloa Output host access list iz eot :mr:

Hatbies Olltput bytes accesas list jo not

Updates each 68 secands, aging nultiples RIP 3 §5AP: 3
SAP 'nbexpanlwt dchy s 58 e, maxinun size is 488 bytes
RIP intevpacket delay is 55 me. maxinum size is 432 bytes
IPY mccounting is disabled

IPX Fact suitching is configured Cenabled)

RIP packeta recelved B, RIP packets sent 170

SNP packetz received B, BAP packets sent 4

popayel
lpopeyell

SEE ALSO
¥ For an overview of the Cisco 10S and the different 10S nrodes, see page 142.

WAN Interfaces

Serial interfaces (using WAN protocols) are configured exactly the
same way that you configure a LAN interface for IPX. However,
because WAN protocols use their own encapsulation types (they use
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the frame type supported by the WAN protocol that they are config-
ured for), you don’t have to provide an encapsulation type with the
IPX network number as you do for LAN interfaces. The encapsula-
tion type for WAN interfaces is set with a separate command where
you have to provide a WAN encapsulation method such as PPP or
Frame-Relay. The default is HDLC (you will learn how to set differ-
ent WAN encapsulations like HDLC, Frame-Relay, and PPP in
Chapter 15, “Configuring WAN Protocols”).

Figure 12.10 shows the configuration parameters for a Serial O
interface on a 2505 router. One thing that you must remember when
configuring serial interfaces is that two connected serial interfaces
(two routers connected to their serial interfaces by a Frame-Relay
connection) must inhabit the same IPX network: This isn’t unlike IP
routing where connected serial interfaces had to be on the same IP

subnet.
.
lopeveltconfig €
ter cnnfigurathm comnandc, ona per line. End with CNIT/Z.
payeCconfigdiiint =0
peye Coonf ig—ifHipx netvork 763b26F3
poye{config-if Mencapsulation hdle
SEE ALSO

= For a quick review of WAN protocols such as HDLC and PPF, see page 65.

Monitoring IPX Routing

After you've configured your router or routers to route IPX, you can
view the IPX routing tables that are built by the routers. These
tables show the networks that the router is directly connected to and
other networks that the router has learned about from other routers.
You can enter this command in the User or Privileged mode: type
show ipx route. Then press Enter.

Figuare 12.11 shows the IPX routing table for a 2505 router con-
nected to another 2505 router via a serial connection. Notice that
two networks (763B20F3 and F87C2EQF) are directly connected to
the router (denoted with a capital C). Also notice that Network
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B86C033F (connected to the Ethernet 0 interface on the other
router) is shown in the routing information and can be reached in 7

useye)sbnu spx rouw
— Static. F
5z
s — seconds, U — uses
‘R Total IPX routes. Up ta 1 parallal paths and 16 hops alloved.
‘o default route known.
763B20E3 (PPP).

Y87C2EAF (SAPY Ee8
186CA33F 87811 via P63B20FI.8G18.7b3a.5003.

lopayedahou
[ Bysten 'lmﬂ'ic "gou 0.0000. 20086001 Syntem-ﬂane. papaye

Matchdog:
Rueue lei

U S

ticks and 1 hop (7/1).

netuouk
“Local (lntexnal), - ThinN
6 - Nggregate

te
£ d pl dimar
Floabing e,

L
HLSP, ¥ ~ External,

RBIP, E — EIGRP, H —

el
533, SeB

This network is in the routing table because this router received IPX
routing information from the other router that it is connected to.
"This is how IPX routing tables and routing tables in general, no mat-
ter the protocol, are built. Connected routers share information
about the internetwork topology.

A couple of other commands that you may find useful when monitor-
ing IPX routing are show ipx traffic and debug ipx routing activ-
ity. The show ipx traffic command enables you to view the number
and type of IPX packets that have been sent and received by your
router. Figure 12.12 shows the syntax for this command and its
results.

total, 2 Format ersops, 8 checksun errors, @ bad Jop count.
packets pitched, 217 local dmﬂ.matxun, 8 nulticast

218 raceived,
45 genernted, ¥ Foruarded

encapsulation failed. ¢ na route

SAF roquests, B BAP replies, © sexvars

S0F Hearest Name vequests, @ replies

SAF Gonoral Hame requests. @ reylie"

SAP adverticenents yeceived, B ze

SAF f£lach updates sent, B SAP fn»nat srrors

RIP vequects, B RIP replies, 3 routes

7 NP adverticements received, 448 sent

RIP flash updates sent, @ RIP Enrnat PATOYE

cud @ requests, @ replies

nt E )‘Lquast:, 8 replies

® no socket, B fxlcered @ no helpexr
EﬂPs ﬂn‘nttlud freed HDB len
] y]ac)(e(:s recoived. @ veplies spoofed
T

PX inpat: B, SAP B, RIP B, GHS 8

AP throttling lcns‘th‘ B/(nn Lwitd,
e layed process creatis a

otal received B, sent E

pdates received @, sent @

luu'ias receivad @, cant 9
Rzpllus received E, zent B
ShPs raceived 9,
Lauul 1 Helles received B. snn(: a
Helln received B, zent
Ps veceived 8, sant ]

SP Retransailssions:
SP checksun errors vecaived: @

SP HT=8 chacksum exxrore paceived: 8
evel-1 CSNPs recelved B. sent 9
evel-1 PSNPz received B, sent 8

@ nets pending lost route reply
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The debug ipx routing activity command is a little different in that
it doesn’t provide a static table of information like the show ipx

route and show ipx traffic commands (those commands are like
snapshots of the current status of the router). It actually lets you see
the RIP and SAP broadcasts as your router sends and receives them,
You must execute this command in the Privileged mode.

popeyolldebug ipx rnuting a:tivity
PR touting debugging 1

: IPKRIP: paviting full update to P63D20FPI.FEEE.FEFE.EEEFf ula Serdald (hlnmlm:s‘t
: IPKRIP: s)‘e~76352m’3 EBXB 71)3;\ 50b3, dot=P63B20F3.FEFF.FFFF . FFFF, packet sent

nutlmrk FB7C2EDF, delay
P: update From 763)]2!6!'3 88148.7b3a.56c3
H 6CB33F in 1 hops, delay 7
2hz IPRRIP: positing Full updatu to PBYC2EQP.EFFE.FEFE.FEEF via <b

t)
2h: IPXRIP: m-o—PB'ICZEBF 8816.7b3a.5Ab3, ﬂst“Pﬂ?CZEBF FEFE.FEFF.FEFF, packet sen:
] netvork D86 F, Jops 2, dela
netvork 763BZEF3 hope 1. delay 2

After you turn on debugging, you will find that you really can’t do a
whole lot else on the router because incoming broadcasts keep inter-
rupting your commands. This next command is pretty much worth
the price of this book: no debug ipx routing activity. This com-
mand shuts off the IPX debugging. Never turn it on if you can’t
remember how to turn it off.

232




233



e
(qw]
T
R
(@)
o
<C
(@)
-
=
—
(-
o

Understanding AppleTalk

ing

AppleTalk Routi

iguring

Conf

Monitoring AppleTalk routing




i
i
|
|

PART Il Routing LAN Protocols

CHAPTER 13 Routing AppleTalk

Understanding AppleTallk

AppleTalk is a routable network protocol stack that provides network
connectivity for peer computers (typically Apple Macintosh comput-
ers) that want to share files and other network resources such as
printers. AppleTalk has its own strategy for network addressing and
the grouping of coinputers into logical workgroups, called zomes,

Because there always seems to be at least a few Apple computers at
every company or institution for multimedia and desktop publishing
tasks, it makes sense to be able to route AppleTalk on a Cisco router
and allow these computers to share information over an internetwork.

Macintosh computers come equipped with a built-in network inter-
face that can be attached to a hub or other connectivity device using
an Apple shielded twisted-pair cable (You have been able to network
Macs since they arrived on the scene. The new PowerMacs and G3
computers ship with built-in Ethernet ports). Macintoshes that are
integrated into other network architectures can be outfitted with an
additional network interface card for that particular architecture
(such as an EtherTalk card). AppleTalk supports Ethernet
(EtherTalk), Token Ring (Token'Talk), and FDDI (FDDITalk).

Figure 13.1 shows the protocols in the AppleTalk stack that reside at
the lower levels of the OSI model. These protocols are used by com-
puters and routers on the internetwork to exchange information such
as the location of resources (a server or printer) These protocols are
discussed in the following list:

« DDP (Datagram Delivery Protoco)—A Network layer protocol
that provides a connectionless datagram delivery system similar
to UDP in the TCP/IP stack.

o AARP (AppleTalk Address Resolution Protoco)—A. Network layer
protocol that resolves AppleTalk network addresses with hard-
ware addresses. AARP sends broadcasts to all stations on the net-
work to match hardware addresses to logical destination
addresses for packets.

o ZIP (Zone Information Protoco])—A Network and Transport layer

protocol that is used to assign logical network addresses to nodes

on the network. This protocol is discussed in more detail in the
next section.
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° RTMP (Routing Tuble Maintenance Protocol)—A ‘Transport layer
protocol that is responsible for establishing and maintaining
routing tables on routers that are enabled to route AppleTalk.
Routers periodically broadcast routing table information to
neighboring routers providing the hops to and the location of
AppleTalk networks on the internetwork.

© NBP (Name Binding Protocol)—A Transport layer protocol that
maps lower layer addresses to AppleTalk names that identify a
particular network resource such as a printer server that is acces-
sible over the internetwork.

Application

Presentation

Session

Transport NBP RTMP
ZIP

Network AARP DDP

Data Link
atatin IEEE Architectures (Ethernet, Token Ring, etc.)

Physical

SEE ALSO

¥ For geﬂeml information on AppleTalk in relation to other networking architectures and a look
at the AppleTalk protocol stack, see page 49.

AppleTalk Addressing

AppleTalk uses a 24-bit addressing system that identifies the network
segment that the node exists on and the node address itself, which
identifies the actual workstation or server,
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* Dynainic addressing

versus static addressing

Asalready noted, =7

Macintosh comiptters .
dynamically generaté a net-
work node number on the,
network. In stark contrast
is Novell NetWare {running
1PX/SPX) where the node
address is assigned stati-
cally using the computer's
MAC hardware address,

The network address is 16 bits long and the node address portion of
the AppleTalk address is 8 bits. Because the number of bits is always
fixed for network and node address, you cannot subnet AppleTalk
networks as you can with IP addressing. Written in dotted decimal
format, the AppleTalk address for particular node would take the for-
mat: network.node.

Network addresses are assigned to the various AppleTalk networks
by the network administrator and can be a single number designating
one network on the network wire or it can be a range of network
numbers specifying a number of networks on the same wire. For
example, a network address designated as 10-10 means that only one
network (network 10) exists on the physical wire that the computers,
various hubs, and printers are connected to. A range such as 100-130
would designate multiple networks inhabiting the same network
wire. This would be referred to as a cable range.

When multiple network numbers inhabit the same AppleTalk net-
work segment this segment is called an extended segment. Those with
only one network number are called monextended. Each extended net-
work segment can have 253 node numbers associated with each of
the network numbers assigned to that particular physical network.
Figure 13.2 shows an AppleTalk internetwork with a large LAN
made up of extended segments and a LAN that is a nonextended seg-
ment. The fact that multiple network addresses can be assigned to
the segment (with each network number limited to 253 nodes) makes
it possible to put a large number of nodes on any one network seg-
ment. Remember that the 8-bit node address limits the number of
nodes available, so increasing the number of network addresses avail-
able on the network segment increases the number of nodes you can
place on it.

AppleTalk node addresses are very easy for the network administra-
tor to deal with because they are dynamically assigned. When a
Macintosh comes online with the network, the computer will send
out a ZIP broadcast to determine the network number or range of
network numbers available on the wire. It will also generate a ran-
dom node number. The node determines whether the node number
is already in use by issuing an AARP broadcast.
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Network 100-115
Large AppleTalk LAN

N . Each Mac
with multiple network represents a
numbers group of
workstations
Router
Network 10

Small AppleTalk LAN
with single network
number

Scalability of AppleTalk network is
controlled by the use of single or multiple
network numbers on a segment.

Each Mac
represents a
group of
workstations

If the chosen node address on the network number is already taken,
the computer will generate another random node address and send
out a new AARP broadcast. If the computer finds that all the node
numbers are used up on a particular network number, it will choose a
new network number and then continue to attempt to take posses-
sion of random node addresses on that network (in cases where
extended segments have been configured).

After the computer finds a network number and an appropriate node
number combination that is available, it will use that address (net-
work.node) as its permanent network address. For example, a com-
puter on network 10 that takes possession of node number 200
would have the permanent address of 10.200.
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SEE ALSO

¥ For information on IP subnetting, see page 130.

AppleTalk Zones

Another network management tool provided by AppleTalk is the
ability to divide the AppleTalk network into zones. Zones are logical
groupings of users, similar to the concept of workgroups in
Microsoft peer-to-peer networking. For example, you may have your
desktop publishing staff spread throughout your building; let’s say
you have Mac users in the Marketing department, some in the
Publications department, and so on. You can group these desktop
publishers into a logical networking group (known as a logical zone)
even though they are attached to different segments of the physical
AppleTalk network.

Grouping all the desktop publishing staff into the logical zone “desk-
top” allows these groups to advertise for and access printing and
other network services that are spread throughout the building.
Routers enabled for AppleTalk will actnally build zone tables that can
forward broadcast messages from segment to segment on the net-
work, if they are part of the same logical zone.

Zone names are flexible and contain alphanumeric and numeric
characters. Marketingl would be a legal zone name as would
destkopAl. Figure 13.3 illustrates the concept of combining
AppleTalk LAN segments into the same zone:

Configuring AppleTallk Routing

When you enable AppleTalk on your routers and then appropriately
configure the router interfaces, the routers will build routing tables
that contain network path information much like IP networks. These
routing tables allow routers on the internetwork to forward packets
on to the appropriate router as the packets move from the sending
node to the receiving node,

Before you can configure the router interfaces for AppleTalk routing,
you must use a global configuration command to turn AppleTalk
routing on.
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cal workgrotip.

Zone:
desktop Third Floor

Router

Second Floor

First Floor

Enabling AppleTalk Routing

1. At the Privileged prompt type config t, and then press Enter.
2. "Type appletalk routing, and then press Enter (see Figure 13.4).
3. To end the configuration session, press Ctel+Z.

[
t non;igﬁraunn compands, one per line. End with CNIL/Z.
» wyflappletalk routing

popoyeCconfigdH

;" efore intsrfaces Gaii bé'.ii
configured:: . :

4. Press Enter to return to the Privileged prompt.

‘When you use the appletalk routing command, RTMP is configured
automatically as the AppleTalk routing protocol, so it doesn’t have to
be configured separately (as RIP and other IP routing protocols did).
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Now that AppleTalk routing has been enabled, the interfaces that
will be involved in routing AppleTalk packets can be configured.
Both the cable range (the range of networks on each segment) and
the AppleTalk zones that will be used must be configured on each
interface. Figure 13.5 shows two different sites connected using
2505 routers.

AppleTalk LAN 1

Ethernet

At: 1-10, desltop

popeye

At 11-11, WAN_CONNECT

At 11-11, WAN_CONNECT HOLC

olive

At 12-20, mulﬂmedia

Ethernet

AppleTalk LAN 2

Each LAN uses a cable range (providing 2 greater number of node
addressing possibilities) and the WAN connection uses one network
address (which much be configured on the serial port of each con-
nected router). For convenience, the WAN connection is also pro-
vided a zone name: WANCONNECT.

Table 13.1 summarizes the configuration information for the
AppleTalk network shown in Figure 13.5. We will use this configura-
tion information as examples when we configure the LAN and WAN
interfaces for AppleTalk in the next two sections of this chapter,
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Router Interface Cable Range Zone

Popeye Ethernet 0 1-10 Desktop

Serial 0 11 WANCONNECT
Olive Ethernet 0 1220 Multimedia
Serial 0 11 . WANCONNECT

Configuring LAN Interfaces

Configuring LAN interfaces for AppleTalk is very similar to config-
uring LAN interfaces for IP or IPX. Network and zone information
must be supplied in the Configuration mode for the interface you
want to configure.

Configuring a LAN interface for AppleTalk

1. At the privileged prompt type config t, and then press Enter.
You will be placed in the Global Configuration mode.

2. 'Type interface ethernet © (remember you can abbreviate your
commands), and then press Enter.

3. At the config-if prompt type appletalk cable-range 1-1¢, and
then press Enter. (Use the cable range you have determined for
your AppleTalk LAN.) This specifies the cable range for the
LAN that is connected to the LAN interface on the router.

4. Tb specify the zone for the interface, type appletalk zone desk-
top. Desktop is the name I am using as a sample LAN zone; you

would enter the name of your zone. Then press Enter (see
Figure 13.6).

opeysliconfig t
nter conflguration cowmands, ope per ldne. End with CNIL/Z,
opeyelconfigdtint et

opeyelconfig—ifitappletalk cable-rangs 1-18

opayeCconfig—ifditapplotalk zone decktnp
o poue CoonEAg~LE> R
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5. To end the configuration press Ctrl+Z.

6. Press Enter to return to the privileged prompt.

This procedure would be repeated for each LAN interface you want
to enable to support AppleTalk routing. Remember to provide the
correct network range and zone information for each interface.
Inadvertently using the same cable range twice would be similar to
using the same IP address on two different router interfaces; you
won'’t get the routing that you expect between the networks.

Token Ring interface (the:

first'oiie on the rotter] for -

- the rodting ‘of AppleTalk;
you Would stipply the: -

Configuring WAN interfaces

netiwork and zone informa- Configuring WAN interfaces is very straightforward. You must con-
tion for the Token Ring-. figure the serial ports involved on each router for the appropriate |

0 interface. . .
. WAN protocol. You must also configure these interfaces with the

appropriate network and zone information. ‘Two routers connected
via their serial interfaces will have the serial interfaces configured so
that they are on the same network and same zone (similar to IP
addressing, where both routers must have the connected serial inter-
faces on the same IP subnet).

iR ‘ Configuring a WAN interface for AppleTalk
- 1. At the privileged prompt type config t, and then press Enter.
You will be placed in the Global Configuration mode. :

2. Type interface serial 0 (remember you can abbreviate your
commands), and then press Enter.

3. At the config-if prompt type appletalk cable-range 11. Use the
network number you have determined for your WAN connec-
tion. Then press Enter.

4. To specify the zone for the interface, type appletalk zone wan-
connect (wanconnect is used to provide a zone name for the serial
connection and also used as a reminder that this is a WAN
connection). Then press Enter (see Figure 13.7).

5. ‘To end the configuration press Ctrl+Z.

i
H
i
i
|
i
{

6. Press Enter to return to the privileged prompt.

SEE ALSO

S ¥ For information on configuring a number of the commionly used WAN protocols on a Cisco
T router; see page 259.
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ope yelico nfis t

tor con. San t:nnnand: one per line. End with CNIL/Z.

Hapoveceantlasgiat
e e T amnletalk eable-vange 14-11
apaynl{canfig—-ifdYappletalk zope uvanconnect

opeye oant iy 1E SN

Monitoring AppleTalk Routing

After AppleTalk has been enabled on the router and the appropriate
router interfaces have been configured, you can view the AppleTalk
routing tables on a router and view the configuration of the various
interfaces. You can also view statistics related to the AppleTalk traffic
on the network including packets sent and received by the router.

To take a look at the routing table for a particular router, type show
appletalk route at the user or privileged prompt and then press

_ Enter. Figure 13.8 shows the routing table for a 2505 router that has
its Ethernet 0 interface connected to an AppleTalk LAN and a serial
connection to another 2505 router via its Serial 0 interface. The net-
work ranges marked with a C are directly connected to the router.
The network range (12-20) marked with an R is another AppleTalk
LAN reached via the serial connection to the other router (refer to
Figure 13.5 for a diagram showing how these AppleTalk networks
are connected).

ngayn"n]lnu aﬁplutam route

dved, B — EIGRP derdvsd, € ~ connscted, i — AURP
§ — static P - proxy
routes in intexne

he first zone licted for each entry is its default (prinary) zone.

Het 1 -10 ﬂi)uctl{ cennected, Ethernet@. zane desktop
Het 11-41 directly connected, Serdal@, zone wanconpect
Net |1.2«2l 11787 ofa 11245, "0 cocr Seriaib, zone multimedia
apeye

Several show related commands are useful for monitoring the
AppleTalk setup on the router. You can view information related to a
particular intetface or use a broader command that shows AppleTalk
configuration information for all enabled interfaces. You can also
view AppleTalk zones and their associated network ranges. Table
13.2 provides a summary of some of these commands. These com-
mands can be used at the user or privileged prompt.
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Command

Shows

Show appletalk

Show appletalk

Show appletalk

Show appletalk

Show appletalk

interface brief

interface

interface e0@

zone

global

Provides a short summary of all the
interfaces on the router and their
AppleTalk configurations

Provides more detailed information on
the router interfaces and their
AppleTalk configurations

Enables you to view detailed
AppleTalk configuration information
for a specified router interface

Provides zone and network informa-
tion for the zone available on the
internetwork.

Provides information on the number
of networks and zones available on the
internetwork and the time interval for

ZIP queries and RTMP updates,

Figure 13.9 shows the results of the show appletalk interface brief
command. Figure 13.10 shows the results of the show appletalk zone
command and Figure 13.11 provides a view of the results of the show
appletalk global command.

Intarta

fpopeyetish apple int brief
ce fiddvess Con£ i Status/Lina Frotosol Atalk Pratocol
8 ?.169 Extended up up

Serinld 1i.15 Extanded up up

Kerdalt unassigned not confly’d down n/a
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opevellsh apple zone
jarn Retuork<s)
anconnact 1i-41
ultinndia 12-20
eckta i-18
atal bf 3 zonos

opeye il

lnformauon n'the nte
'network ; )

npeyﬂll*‘h apple_glohal

leTalk ylobal inforpatio;

nternet is incempatible uitll plder, AT Phasei, routerz.

here are 3 router in the internst.

Tiexe ara 3 zonss define

ougging of significant npyleral!( events is disabled.

Il‘ reaends queries svery 18 seconds.
updates are sent ever. égnzannnd,zﬂ 4 3
entries ara considers aftex secende.
Snfvios B3 Gitcanded arte (0. seconds: ; nVera!l AppleTalk config
probe retvansnit count: 10, intexval: 208 msec. :

ANF roqusat xobransnit count: §,"interval: 1000 moss- uratlon on the route

0

THP datagrans uxll be strictly checked.

THP rautes may not be propagated without zonea.

loutes will pot be distributed between routing grntneu

nuting hetueen ]ncal devices on an interface will not be perforped.
PTalk uges the udp basa yort of 768 {Default).

fippleTalk EIGRP iz net enabled.

1ternate node address format will nat be displayed.

coess control of any netwerks of a zone hides the zene.

opoye’

You can also turn on AppleTalk RTMP debugging and view the
RTMP routing updates sent and received by the router. Type debug
apple routing at the privileged prompt and press Enter. Figure
13.12 shows the results of this command. To turn off debugging,
type no debug apple routing, and then press Enter. Otherwise, you
will find it hard to enter any commands at the prompt.

upeyeﬂdehug apple routing
pleTalk RIHP routing dﬂbugging s on
pvlehlk EIGRP routing debugging is on

RIMP fyon 11.45 (nuu 9,01d 1,bad '0,4gn 8, dun
sre=EthernetB:7,.16 s —10, size=22, H l'teb, HTHP pkt aent
sre=Serial0:11.15, d*‘t-—ii—ii, ’sime=16, 1 wte. RIME phkt sent
Route ager stax-bmy on Main AT RoutingTable <3 active nades)
Route ager finished on Hain AT RoutingTable (3 active nodesd
MHP fron 11,45 {new 9, nld 1.bad @,1gn 9, dun B>

3 —El:huk‘ne 9:7 169, d Eefe 10, ylza: 2, % xtes, RIMP pkt asent
5rz=ﬂul‘1ulﬂ 11 5. =1{-11, 16, rte, RIHP pkt sent
Raute age: Hain i Rnllt)ng!’ahle €3 active nades)
Jaute asrl‘ flnxs!lad nn Hain AT RoutingTable (3 active nodes>
RIHP from 11.45 (new B.ulrl 1,bad @,ign @, dun @>
ore=EtheynetB:?7.169, dst=1-1B, size= g 2 ytes, RIHP pkt sent
sre=Serial@:11.15, Act={1- ~11, size=16, 1 vte. RIHP pkt sent
Foute ager stanting on Hain 0T Rontug‘lahle €3 active nodes)
ﬁ outs ager Findshed on Main AT RoutingTable <3 Ectl\le nodes)
o
a
R
b

THP from 11.45 (new B,ald 1,bhad B, ign B, dun
re=Ethernetd:7.169, det: 1—1‘.\. l:u:a=g2, 2 l-tlw, RIHP pkt srnt
1a 15, det= ” HP

a 16, rte,
outs ager stanting on Hain AI RoutingTable <3 actiue nnﬂes)
Route nycr finished on Hain AT RoutingTable <3 active nodes)
ITHP from 11.45 Cnew @, nlxl 1,had a, igu 8, dun 9
arc=Ethernetf:7.169, dat=1-10, =iz 2 vtew, RIHP pkt sent
sre=Seria 1.15, dot=1i-11, size=i6, 1 »te, RIMP pkt sent
Route agex stm‘k)ng on Hain AT Hnutingl&\hle <3 a-:tiuu nodes)
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As you can see, AppleTalk provides a routing environment every bit
as robust as IP or IPX. And in some ways AppleTalk provides fea-
tures, such as zones and extended networks, that enable you to easily
create complex internetworks of LAN computers at different loca-
tions. However, IP still rules the day (and IPX comes in second) so
your opportunity to implement Apple Talk routing in the workplace
may prove to be very limited.
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Basic Router Troubleshooting
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Understanding Access Lists

So far in this book, you've had a chance to look at how three differ-
ent LAN protocols (T'CP/IP, IPX/SPX, and AppleTalk) are config-
ured on a Cisco router. Interfaces have been configured and
connectivity issues relating to creating an internetwork that supports
these protocols have been discussed.

But whatyou’ve basically done is configure your routers so that the
doors to your internetwork are hanging wide open. Data packets and
broadcast packets have the run of your routers and can enter and
leave from any router port they want; you basically have configured a
Wild West boomtown without a sheriff. An important part of man-
aging routers and internetwork access is shutting the door on some
packets and being a little more selective about what interfaces and
routes are available to the data traffic from certain nodes and LANs
on your internetwork.

This is where an Access list comes in.

The Access list is a list of conditions called permit and deny statements
that help regulate traffic flow in to and out of a router (and can even
control user access to a router via Telnet). A permit statement basi-
cally means that packets meeting a certain conditional statement
won'’t be filtered out. This means that these packets are “permitted”
to continue their journey across the interface. A deny statement (by
some criterion such as IP address or IPX network address) specifies
the packets to be filtered out, or discarded.

Access lists can be used to deny the flow of packets in to a particular

router intetface or out of a particular router interface. They can also

be used to restrict the access capability of certain users and devices to
the routers on the internetwork.

How Access Lists Work

As already mentioned, Access lists are a series of conditional state-
ments that can restrict entry of packets from the internetwork to
your router based on particular criteria. Each statement in the Access
list is read in order, which means that packets coming into a particu-
lar router interface are compared to the list criteria from the top to
the bottom of the list.
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Packets denied are dropped. Packets that are permitted are for-
warded as if no Access list existed. If a packet entering the router
doesn’t match the first statement in the Access list (which can be a
deny or permit statement) the packet is then compared to the next
statement in the list.

This process of matching the packet to the pernit and deny state-
ments continues untl the packet matches a criteria in the Access list
and is either forwarded or dropped. Figuare 14.1 illustrates the
process of a packet being matched to the deny and permit statements
in an Access list.

Router

Packets are checked
against the statements
in the Access list:

Access List For Interface
(Incoming packets)

Permit Statement >:
Permit Statement

Deny Statement

Router Interface

{ncoming Packels

Graveyard of
Dropped Packet

A packet that is forwarded from an incoming interface (based on the
Access list grouped to that interface) may then face another Access

list that is grouped to an outgoing interface on the same router. This
means packets can be filtered when received by an interface and then
filtered again as it is switched to the departure interface.

i
s
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For example, you may have a case where you don’t want packets
entering a router, so you block those packets from entering a partic-
ular interface, such as an Ethernet interface that is connected to a
LAN. Or you may want to filter the packets as they depart the !
router. You don’t want the packets to leave by a particular serial
intetface that is connected to another router by a slow WAN con-
nection. You can then assign a filter to this interface, which won’t
allow packets (addressed in a particular way) to depart from that
interface.

Building an Access List

Any interface the router can be grouped to Access lists. But there

! can only be one Access list associated with the interface for each net-
{ work protocol that the interface supports. For example, on a router’
n Ethernet 0 port (which is configured for IP and IPX) an Access list
grouped to the interface can exist that filters IP traffic and another
Access list can exist that filters IPX traffic. However, you could not
have two lists that filter IP traffic grouped to the same interface.

A real plus with Access lists is that you can associate a single Access
list to more than one interface on a router. So, for example, the same
list could be used by an Ethernet 0 interface and an Ethernet 1 inter-
face on the same router. And you specify whether the Access list is
set to filter incoming packets on the interface or outgoing packets. In
fact, the same Access list could be grouped to one interface where it
i filters incoming packets and grouped to another interface on the
same router where it filters outgoing packets.

Building an Access list is faitly straightforward; you build the list and
then apply it to a particular interface on the router. Be advised, how-
ever, that the Access list must contain at least one functioning permit
statement.

| The tricky part of building an Access list is that you have two condi-
tional statements: deny and permit. You have to determine how you
will use these statements to actually limit traffic on the router (with-
out permitting traffic you don’t want and restricting traffic you do
want).
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For example, your strategy might be to use the permit statement to
allow access to the router for packets originating on certain LANs on
your network (by specifying a separate pernit statement that points
out each network address that will be permitted). This means that
you have several pernit statements in the Access list. You can then
place a deny statement at the end of the Access list that denies entry
to all other networks (which is done in different ways depending on
the type of traffic, such as IP packets, that you are filtering).

Or you can use the deny statement to deny entry to certain node or
network addresses and then place permit statements near the end of
the Access list that allow a number of different networks to move
their packets through the interface on your router. Whichever strat-
egy you use, you certainly can’t permit a particular networl address
access to the router through an interface and chen deny these same
addresses in a later statement. After they hit that permit statement
those packets are forwarded, so they are gone even before they are
compared to the deny statement.

Creating good Access lists is really a journey in the realm of logic,
where you must carefully craft deny and permit statements that for-
ward packets that you want to have routed and drop packets that you
don’t want routed. And each conditional statement in the Access list
must be built so that it doesn’t countermand another statement in
the list. You certainly don’t want the Access list to inadvertently deny
the forwarding of packets by your router, when your router is the
only path for these packets as they move to their final destination.
Let’s look at some specific network protocols and how basic Access
lists are created for each. This will help shed some light onto the
logic of Access lists.

Working with IP Access Lists

Standard TP Access lists examine the source IP address of packets
that are to be filtered on a particular router interface. You use the
source IP address as the match criteria for the various deny and per-
mit statements that you place in the Access list.
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When designing an Access list that will be used on an interface (such
as Ethernet 0 or Serial 1) you must also decide whether the Access
list controls the entry of packets on that interface or whether the
Access list controls the departure of packets from that interface
(which will be forwarded out onto the internetwork). Whether the
Access list is for incoming or outgoing packets will have to be speci-
fied when the Access list is grouped to the interface. Figure 14.2
shows an IP Access list. I will discuss the commands for creating an
Access list in the sections that follow.

lopeyaligh access—-list 1
ard 1P access Is

t 1
arnit 136.16.8.8, wildcard bits 0.8.255.255
289.99.28.06, wildcard bits 0.4.6.255

Let’s take a look at a simple internetwork and use the IP addresses
that it provides to create Access lists for some of the routers on the
internetwork. Figure 14.3 supplies the information that you will use
to create your Access lists.

First, to keep things simple, you will create an Access list for the
Serial 0 interface on Router A, You want the data sent from worksta-
tion 1A to nodes on the 130.10.0.0 network to be able to use the
leased line that connects Router A to Router C as a route. However,
you don’t want any of the other LANs such as the LAN (200.90.20.0)
serviced by router B to use this WAN connection as a possible route
(because router B is directly connected to router C). So your list will
permit packets from workstation Al and deny all other packets (from
the other LANS).

"The fixst step in the process is to create the Access list. The second
step in the process is to group the Access list to an interface.

filtr packets baséd an riot
only the sotirca P addre:

[ but also the destination.” -
o " ~address of the packet and - However, before you actually create the list, you need to look at one
i . partioutar IP protocols such ’ more conceptual item related to IP Access lists—wildcard masks.

as UDP and ICMP. .
: SEE ALSO

» For a review of IP addressing, sec page 174.
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IP Address 200.90.20.8

Network Address 130,10.0.0

Network Address
200.90.20.0

Workslatlo

Ethernet 1
Interface

Ethernet 0
Interface

Serial 1
Ethernet 0 Interface
Interface Router C
Ethernet 2
Interface - |
<cs Fre
Router B Ethernet 1
It 4
gk Leased Line

Ethernet 1
Interface

Ethernet 0
Interface

Serial 0
Interface

Router A

Workstation 1
IP Address 190.10.45.5

IP Wildcard Masks

Because the IP addresses used by in basic IP Access lists can be refer-
ring to node addresses, subnet addresses, or major network
addresses, there must be some mechanism to let the router know
which bits in the source IP address of packets that it received should
be checked against the IP address provided in the Access list. For
example, if the major network address 200.90.20.0 is used in a deny
or permit statement, you want to make sure that the bits in the first
three octets are used by the router when it enforces the statement in
the Access list on packets that are being processed by one of its inter-
faces (the interface that the Access list has been grouped to).

You do this with a wildeard mask. Bits that you want to have checked
in an address must have a wildcard mask vahue of 0. Bits in the
address that you don’t want checked are assigned a wildcard mask bit
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value of 1. So, for your major network address 200.90.20.0, where
you want all the bits in the first, second, and third octets to be
checked by the router, the wildcard mask would be 0.0.0.255 (the
binary equivalent of these decimal values would be 00000000
00000000 00000000 11111111).

In the case of a node address (such as 190.10.45.5) where you want
all the bits in each octet checked against your entry in the Access list
(this would be checked on each packet processed by the interface),
you would use a wildcard mask of 0.0.0.0. This means “check all the
bits in each octet.”

As you can see, when you are working with major network addresses
and node addresses, coming up with the wildcard mask is easy. To do
this, you would use all zero bits—which equal a decimal value of 0—
for octets to be checked, and all 1s or a decimal value of 255 for
octets not to be checked. However, when you are dealing with net-
works that have been subnetted, and you want to permit or deny cer-
tain subnets and ignore others (from your range of subnets found on
your network), you must construct a mask that tells the router which
bits to check in the IP addresses of packets it must process. Let’s say
that you have subnetted your network (a Class B network) into six
subnets as shown in Table 14.1.

Subnet # Subnet Address
1 130.10.32.0
2 130.10.64.0
3 130.10.96.0
4 130.10.128.0
5 130.10.160.0
6 130.10.192.0
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You want to create a deny statement that will deny packets from sub-
nets 1, 2, and 3 (a subnet range of 130.10.32.0 through 130.10.96.0).
This statement would read as deny 130.10.32.0 0.0.31.265. The IP

address of the first subnet follows the deny statement, and the wild-
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card mask follows the IP address. The big question is how did you
come up with the wildcard mask?

For packets to be acted on by the deny statement in the Access list,
their first octet must match the decimal value 130 so the wildcard
mask for that octet in binary will be 00000000—0 in decimal (mean-
ing all the bits in the first octet of the packet must match the binary
value of 130 (10000010). And the second octet must match the
binary equivalent of 10 (00001010), so again, its wildcard mask will
be 00000000 (0 in decimal). So, this means that so far your wildcard
mask is 0.0.

Now things become complicated because you are at the third octet
where bits have been borrowed for subnetting. Subnet 1 has a third
octet value of 32; the binary equivalent of 32 is 00100000. So you
have to make sure the third bit is checked (reading the 8 bits from
left to right) in packets that are being considered by the router to
have the Access list applied to them.

In the second subnet the third octet value is 64 (01000000, so you
have to make sure that the second bit in the third octet of the packet
is checked. In subnet 3 the subnet value in decimal is 96 (binary
value of 01100000), so you need to have the second and third bits
checked in a packet to find packets that are in subnet 3.

"This means that your wildcard mask from left to right will read
00011111 because you need to check the first bit in the octet (128 to
make sure it is off) and you need to check the second and third bit to
make sure they are on or off—the 64 and 32 bits. The rest of the
bits, 4 through 8, don’t need to be checked, so in a wildcard mask
these bits are set to 1 (meaning don’t check). These bits then have
the value 16+8+4+2+1=31. So your wildcard mask for the Access list
deny statement will read: 0.0.31 for the first three octets in the wild-
card mask. :

Now you must determine the value for the last octet in the wildcard
mask. This octet gives us 8 bits of information relating to node
addresses, which you don’t want to have checked (the only octet of
importance to your router when checking packets against the Access
list is octet 3, Octet 4 doesn’t have to be checked, so you use a wild-
card mask value of 255, which in binary is 11111111). Your complete
wildcard mask to filter out (deny) packets from the subnet range
130.10.32.0 through 130.10.96.0 will be: 0.0.31.255.
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Remember that wildcard masks aren’t subnet masks. The only simi-
larity is that you must convert decimal values to binary values to
determine the use of 1s and 0s in the wildcard mask. Now you can
create an Access list.

Creating the Access List

So, you will create an Access list that permits packets from worksta-
don Al (190.10.45.5) to be forwarded out of Serial 0 on Router A
but denies packets from all other IP networks. When you create the
list you need to assign the list a number from 1 to 99. After the list
has been created you will then group it to a particular router inter-
face and at that point make sure to let the router know whether the
Access list is filtering packets in or out of the specified interface.

Creating a standard IP Access list

1. At the Privileged prompt type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To create the first line in the Access list type access-list (list
#] permit or deny (ip address] wildcard mask; where the 1ist
# is a number from 1-99. The statement can only contain deny
or permit (not both) and the IP address is the IP address of a
particular workstation or network on the internetwork. In your
case, you want to block packets from workstation Al
(190.10.45.5), so the command would be access-1ist 1 permit
190.10.45.5 9.0.0.0. Then press Enter to continue.

3. To deny all other network packets, type access-1ist 1 deny any
(see Figure 14.4).

ig t .
Enter canfiguration copnands. one per line. End with
hopeye(configdllaccoss—1ist 1 pernit 198.1d.45.5 8.9.0
lopeye(conf 1y laccess-Tist 1 deny any

CNIL/Z.
.8

poap

4, Press Ctrl+Z to end the configuration session.
5. Press Enter to return to the privileged prompt.
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You can view your Access list using the show command. Type show
access-1ist 1 at the prompt and then press Enter. Figure 14.5
shows the results of this command.

peyalich access—list 1
andard IP access list 1
pernit 198.18.45.5

den any
peyenl

rouping the Access List to an Interface

Now that you have an Access list you can group it to a particular
interface on a router. In this case you would want to group this list
(which would be created on Router A) to the router’s serial 0 inter-
face. You also want the interface to check the packets when they are
being prepared to move out of the interface.

Grouping the list to interface serial 0
1. At the privileged prompt type config t, and then press Enter. »
You are placed in the global configuration mode.
2. To enter the Configuration mode for serial 0, (or any other
interface) type: interface serial @, and then press Enter,

3. At the config-if prompt type ip access-group 1 out (see Figure
14.6). Then press Enter.

ig ¢
ul -i\u‘atinn conmands, one per line. End with CNIL/Z.
wilint =@

1g~4B)1iip accesa-group 1 out
i

. . of incoming 6t outgoing
4. Press Cttl+Z to end the configuration session. packets:

5. Press Enter to return to the privileged prompt.

Now that the list has been grouped to the interface, the router can
use it to filter packets routing to that interface. You can add addi-

tional deny and permit statements to the Access list. These new state-
ments are added using the same command that you used in the steps
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revolving around building your initial Access list. New statements for
the list are added at the bottom of the list just above the deny any
statement (this statement is kind of like a failsafe statement used to
block any IP addresses that you missed in your other deny state-
ments).

@maﬁiﬁag IPX Standard Access Lists

Standard TPX Access lists can deny or permit packets based on their
IPX source and destination address. IPX Access lists are numbered
from 800-899 (this is the range reserved for IPX Access lists) and are
structured similarly to IP Access lists except they use IPX addressing
to specify the incoming or outgoing packets that are to be filtered on
the router interface.

A typical conditional statement in the Access list would appear as
access list 800 deny [source network address] [destination net-
work address]. The number 800 (from the TPX Access range of 800~
899) tells the router that the Access list is an IPX list. The source
network address would be the IPX network (the network number is
provided by the first NetWare server on that network) that serves as
the source of the packets. The destination network address would
be the IPX network address of the network that is the intended
recipient of the packets.

Tn IPX Access lists, the value -1 serves as a wildcard that refers to all
IPX networks and is useful in permit or deny all statements (refer-
ring to all networks that aren’t listed in more specific deny and permit
staternents).

Figure 14.7 shows a simple IPX internetwork. Let’s say that you
want to build an Access list that will deny packets from network _
763B20F3 that are sent to network 02B2F4 via Router C’s Ethernet
0 interface.

As with TP Access lists, you must complete two steps. Create the
Access list and then group it to the appropriate router interface.
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Network Address
763B20F3

NelWare Server

Access List will ba
crealed for this
interface.

Router A

Ethernet 0

Router B Router C

Netwark Address
723GC2

Network Address
02B2F4

NetWare Server NetWare Server

Creating and grouping an IPX Access list

1. At the privileged prompt type config t, and then press Enter.

You are placed in the Global Configuration mode.

. To begin the IPX Access list type access-1ist 8ae (use any num-

ber between 800 and 899 for an IPX list) followed by the source
address for the packets, followed by the destination address for
the packets. In the case of your sample network (see Figure 14.6)
the command would be access-1ist 800 deny 763B20F3 02B2F4
(source network address followed by destination address). Then
press Enter.

. Add additional permit or deny statements as needed. In this case

we will add a permit all statement for all other IPX networks on
our network, Type access-1ist 800 permit -1 -1 (permit pack-
ets from any network going to any other network). Press Enter
to continue.

262




PART IV Advanced Configuration and Configuration Tools

CHAPTER 14

i

opeyaflconfiy €
nten conf

owoyseont 1)1
19

Filtering Router Traffic with Access Lists

4. To group the list to the Ethernet 0 interface on the router, type

nterface Ethernet 0 at the config prompt, and then press

Enter.

5. At the config-if prompt type ipx access-group 800 in (you are
filtering packets coming into the interface). ‘Then press Enter.
Your list is shown in Figure 14.8.

tion commands, one per line. ¥nd uith CNIL/Z-
access-list 808 dony 763B20F3 82B2F4
—Jist 880 permit —1 -1

een grouped to & e Ve CaonE g

bopaya(eont ig)
{popeye Cconfig—:

int a9
£)Mlipx access-group 898 in
1

router's Ethernet 0 inter=~
face. .

You
show

list)
The

ran

100
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6. Press Ctrl+Z to end the configuration session.

7. Press Enter to return to the privileged prompt.

can view your TPX Access list using the show command. Type
access-1ist 820 (or the number you assigned to your Access

and press Enter.

Cisco 108 also provides you with the capability to create

Sl extended TPX access lists (as it does for TP Access lists) where you can
A further filter traffic on the network. Extended lists provide you with

: the capability to filter by network/node source and destination

addresses and filter by particular IPX/SPX protocols such as SAP and

SPX. Information on Extended list commands can be found on the

Cisco TOS Command CD-ROM that is provided with your router.

i SEE ALSO
‘ o For a review of IPX addressing, see page 214.

Creating AppleTalk Standard Access Lists

Access lists can also be built for routers that route AppleTalk taffic.
‘ The list numbers reserved for AppleTalk Access lists by the Cisco
| TOS are 600-699. These Access lists can filter packets based on cable

ges (the network address ranges for a particular physical segment

of the AppleTalk internetwork). For example a permit statement for
an interface may read as; access-1ist 600 permit cable-range

-110.
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AppleTalk Access lists can also be built using AppleTalk zone desig-
nations in permit or deny statements. Using zone designations may
serve as a better way to identify parts of your AppleTalk network in
deny and permit statements because Zones can often include more
than one cable range. For example, let’s say that you have an inter-
face on a router where you want to deny traffic from a particular
AppleTalk zone. Figure 14.9 shows a portion of an AppleTalk inter-
network.

Nelwork 100-110

Network 10

Ethernet 0 >

Access List will be

bullt to deny tralfic
from Zone A

Router C

Other Zones

You want to create an Access list that will deny packets from Zone A
(which includes network 100-110 and network 10) on the Ethernet 0
interface of Router A. You also want to make sure that the list allows
packets from other zones that might be connected to your network.

Creating and grouping an AppleTalk Access list
1. ‘At the Privileged prompt type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. 'To begin the AppleTalk Access list type access-list 600 (use any
number between 600 and 699 for an AppleTalk list) followed by
the zone designation for the packets you want to filter. For the
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sample network (see Figure 14.8) the command would be
access-1ist 600 deny zone ZoneA (the command word zone spec-
ifies that you want to set up the statement using a zone name, in
this case zonea). Then press Enter.

3. Add additonal pernit or deny statements as needed. In your case
you will add a pernit all statement for all the other zones that
are on the internetwork. Type access-1ist 600 permit addi-
tional-zones (this permits packets from any other zone con-~
nected to your internetwork). Press Enter to continue.

4, To group the list to the Ethernet 0 interface on the router, type
interface Ethernet 0 at the config prompt, and then press
Enter.

5, At the config-if prompt type appletalk access-group 600, and
then press Enter. Your list is shown in Figure 14.10.

"
1 Enter configuration compands, one pey line. End with CRIL/Z.
B An-A lpopeyecconf 1golaccens—list 680 deny zone Zanel
Hls Srso : e ot 1sllaceess—lint 600 pernic additional-zones
hopaye (conE1gohintertave o8
0 qi Bobeye conf 1g-ifllappletalk access—group 696
N p : Debecoant ig—if )0

A S o 6. Press Ctrl+Z to end the configuration session.
7. Press Enter to return to the privileged prompt.

i You can use the show access-1ist 60@ (specify the number of your
Access list) command to view your AppleTalk list. Dealing with
AppleTalk Access lists is actually a little more difficult than IP and
IPX lists because of the use of zones and cable ranges to specify net-
. , work grouping and networks. Considering that you might only deal
B with small numbers of Macintoshes on a corporate internetwork, the
need for filtering might be minimal.

SEE ALSO
3 For a review of AppleTilk addressing, see page 229.
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Understanding Serial and WAN Interfaces

Most of the discussion so far has been related to connecting LANS to
Cisco routers (such as Ethernet LANs using IP, IPX, or AppleTalk as
the network protocol), but these routers also enable you to connect
routers using a variety of WAN technologies and WAN protocols.
The serial interfaces on the router provide the connectivity to the
different WAN technologies discussed in Chapter 3, “Wide Area
Networking.” Routers connecting remotely to other routers using
ISDN will typically be outfitted with an ISDN interface.

Tn this chapter, you will look at the Cisco IOS commands that enable
you to configure the different WAN protocols on your router or
routers. WAN connectivity in general has become much more cost-
effective in recent years. Whereas companies once might have used a
Switched 56K line connection because of its relative low cost, they
now can now use Frame Relay over a T1 line for roughly the same
cost.

The type of connection you use will, no doubt, center on cost and
line speed. Do your homework before you make the final decision on
any WAN connection.

Typically, routers function as Digital Terminal Equipment (D'TE)
and so a DTE cable would be connected to the serial port on the
router and then to a CSU/DSU device (referred to as the Digital
Communication Equipment, or DCE) that is then hooked to the line
i ' supplied by the phone company. The CSU/DSU device supplies the
clock rate for the synchronous transmission.

i

Nt
i
t

You can quickly check the encapsulation (the WAN protocol set) for
a serial interface using the show interface serial [interface

number] command. The interface number would be the serial inter-
face you want to examine. For example, to examine serial 0, the com-
mand would be show interface serial @ (remember thatyou can
abbreviate your commands). Figure 15.1 shows the results of this
command. Note that the interface is currently configured for PPP.
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opeyelich int s8

erialdl is up. line protocal is up

Havdvare i HD64578

Description: connected u CREL u

lntmnut address is 138.18,64.1,
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SEE ALSO
» For an overview of packet-switching protocols such as X.25 and Frame Relay, see page 62.
- For an overview of other WAN protocols such as HDLC and PPP, see page 65.

¥ For an overview of serial interfaces, see page 104.

Jata Link Control

HDLC)
HDLC is a point-to-point WAN protocol that serves as the default
WAN protocol on Cisco routers. It is already enabled by default. If it
isn’t enabled on the router, a simple encapsulation command turns
HDLC on. One other parameter that you might have to provide
when configuring HDLC is bandwidth. This is the throughput of
the line that you have leased from the phone company (for example,
a 56K line would have a bandwidth of 56). Bandwidth is measured in
kilobits/second and is a necessary parameter if you are using IGRP as

your routing protocol because IGRP uses bandwidth as one of its
metrics.

If HDLC isn’t the current WAN protocol for a particular interface,
it is quite easy to enable it on a serial interface.
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; dependmg on the carifie i
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" zable attachied o Yyour rotiter. .
“{DTE or DCE) using the ‘shiow:

controller serial,’
[1nterface number]
command,




. and the pot is the
. nurnber on' that sk

PART IV Advanced Configuration and Configuration Tools

CHAPTER 15 Configuring WAN Protocols

Configuring HDLG on a serial interface

1. At the privileged prompt, type config 1, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 1. Then press
Enter. The prompt changes to the config-if mode.

3. ‘Type encapsulation HDLC, and then press Enter.

4. If you need to set the bandwidth for the interface, type bandwidth
{kilobits/second], where the kilobits/second is the speed of the
line. For instance, for a S6K line you can type bandwidth 56, and
then press Enter to input a bandwidth (see Figure 15.2).

oopayaltcontis t
En tex cnnf’im‘a(‘?inn connands, one pex line. End with CHIL/Z.
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5. To end the configuration of the interface, press Cul+Z.

6. DPress Enter again to return to the privileged prompt.

Configuring PPP
Point-to-Point Protocol (PPP) is the TCP/IP stack’s point-to-point
protocol and can be used for connections between routers using
leased lines (in much the same way as HDLC). PPP is an open sys-
tem protocol and works with IE, TPX, or AppleTalk routing.

Configuring PPP is very straightforward using the encapsulation
command. You can also set the bandwidth for the connection as was
done for HDLC in the previous section.

Configuring PPP on a serial interface

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press

Enter. The prompt changes to the config-if mode.
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3. Type encapsulation PPP, and then press Enter.

4. If you need to set the bandwidth for the interface, type bandwidth
[kilobits/second], where the kilobits/second is the speed of the
line. For instance, for a 56K line you can type bandwidth 56, and
then press Enter to input a bandwidth (see Figure 15.3).

apeyeficonfiy t

nter configuration conmands, one per line. End with CNTL/Z.
opeyalconfigdint s@

opeye(config—if Yltencapsulation ppp

opeyel{config-if YRbandyidth S6

5. To end the configuradon of the interface, press Ctrl+Z.
6. Press Enter again to return to the privileged prompt.

To check your PPP connection to another router, you can use the
ping command to make sure that both ends of the WAN line are
communicating. For example, I have two routers connected or a
WAN connection via their serial 0 interfaces. PPP is the encapsula-
tion type. If I know that IP address of the serial interface on the
other end of the WAN connection, I can check the line by typing
ping [ip address]. Figure 15.4 shows the results of the ping com-
mand. The destination address was a serial interface on another
router with the IP address of 130.10.64.2 (this wouldn’t be a possi-
bility if T had configured my serial ports as IP unnumbered).

peyellping 130.10.64.2

yps escape zaquence ta abort.
lili.nﬂ S, 188-byte ICHP Echos te¢ 138.18.64.2. tineout is 2 seconds:
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Configuring X.25

The X.25 protocol, developed in the 1970s, seems older than the
hills now (when compared to Frame-Relay and other more recent
and efficient additons to the packet-switching protocol family),
but is still employed by companies and institations for WAN
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connections. X.25 provides connections between DTEs (such as your
router) and DCEs (such as a CSU/DSU).

X.25 uses the X121 telephone standards addressing scheme (also
known as International Data Numbers) that is comprised of one to
14 decimal digits. This number identifies the local X.121 address for
A your serial interface and must be configured on the router that is
e being enabled for X.25.

Depending on the type of X.25 switch your router will connect to,
you might also have to set the size of the input and output packets
that are moved in to and out of the router over the X.25 connection
(the default size is 128 bytes). And again, depending on the type of
X.25 switch that serves as your entrance to the X.25 packet-switched
cloud, you might also have to set the input and output window size
for packets that is used by X.25 flow control (the default window size
is 2 packets). All this information should be provided by your con-
nection service provider.

Configuring X.25 on a serial interface

1. At the privileged prompt type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 1. Then press
Enter. The prompt changes to the config-if mode.

3. ‘Type encapsulation x25, and then press Enter.

4. To set the X.121 address for the router interface, type x25
address [data link address}. The data link address is the deci-
mal address number (provided by your X.25 provider). For
example, you can use the command x25 address 347650001
(where 347650001 is the X.121 decimal address). Press Enter to
continue.

5. To set the input packet size, type x25 ips [bits], where bits is
the size of a legal incoming packet. For a packet size of 256, the
command would read x25 ips 256. Press Enter to continue.

6. Output packet size might also have to be set; type x25 ops

ibits]. To set an outgoing packet size of 256 the command

would read x25 ops 256. Press Enter to continue.
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7. 'To set the window size (based on number of flow control pack-
ets) for input to the router, type x25 win [number of packets].
You could set the window size to 5 and the command would read
win 5. Press Enter.

8. 'To set the window out setting, type x25 wout followed by the
number of packets, such as x25 wout 5. Press Enter to continue.
Figure 15.5 shows the commands entered in steps 1-8 as they
appear on the router console.

guration copmande. one per line. Ead with CNIL/Z.
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9. To end the configuration of the interface, press Ctrl+Z.
10. Press Enter again to return to the privileged prompt. |

You can quickly view your X.25 settings on a serial interface. Type
show interface [serial #], where the serial # specifies the serial
interface that you configured for X.25.

SEE ALSO

E= For an overview of X.z25, see page 62.

Configuring Frame Relay

Frame Relay is a packet-switching, Data Link layer protocol that is
used to connect DTE (routers) and DCE devices. The DCE devices
on Frame Relay networks consist of the carrier-owned switches (see
Figure 15.6). The Frame Relay network (a private or public switched
telephone network) is typically represented as a cloud.

Frame Relay uses permanent virtual circuits for communication ses-
sions between points on the WAN. These virtual circuits are identi-
fied by a DLCI (data link connection identifier)—a value provided by
the Frame Relay service provider. The DLCI is provided for the
connection between the router and the switch (see Figure 15.6) and
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a DLCI number must be input when configuring Frame Relay on

the router.

Router
{\_—

DLCI 100

Frame Relay Cloud

Pubtic Switch

Public Switch

DLCI 200

Router

Another parameter that can be configured for Frame Relay is the
LMI (focal Managemens Interface). LMI is the signaling standard used

betwe
are supported by Cisco routers:

en the router and the Frame Relay switch. Three LMI types

u cisco—Cisco, Northern Telecom, DEC, and StrataCom LMI

type .

w ansi—American National Standards LMI type
s q933a—International Telecommunications standard LMI type

Configurin,
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g Frame Relay on the router is similar to configuring the
other WAN protocols discussed.
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Configuring Frame Relay on a serial interface

1. At the Privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press !
Enter. The prompt changes to the config-if mode.

3. Type encapsulation frame, and then press Enter.

4, To set the DLCI for the connection between the router and the
Frame Relay switch, type frame-relay interface-dici [#],
where the # is the DLCI number provided for the line between
the router and the switch. If the DLCI number provided is 100,
the command would read frame-relay interface-dlci 100. Press
Enter to continue.

5. The frame-relay interface-dlci 100 command actually places
you at a dlci prompt to configure advanced parameters related to
the dlci virtual circuit. To return to the Interface Configuration
mode, type int so, and press Enter.

6. To configure the LMI (only perform this if you have a version of
the IOS older then version 11.2), type frame-relay imi-type
[LMI typel, where LMI type is cisco, ansi, or q933a. To set ansi as
the LMI type, the command would read frame-relay 1mi-type
ansi. Press Enter after entering the command (see Figure 15.7).

ds, one per ldne. FEnd with CNIL/Z.
58
encap Frame
Bfrape-relay interface—dlci 109
Joidftint_s@

3 frane-relay Ini-type ansi

7. To end the configuration of the interface, press Ctrl+Z.
8. Press Enter again to return to the privileged prompt,

After you have configured your router, you can use the show inter-
face serial [interface number] command to view the configuration
parameters for Frame Relay. Two other commands that are useful for
verifying the Frame Relay configuration on your router are show
frame-relay 1lmi and show frame-relay map.
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The show frame-relay Imi command provides a listing of invalid
messages that have been sent or received by the router and also
shows the valid LMI messages that have been sent and received.
Figure 15.8 shows the result of this command (you can use the
command at the User or Privileged prompt).
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"The show frame-relay map command shows how the DLCI number
has been mapped to each of the network protocols that have been
configured on the router. For example, Figure 15.9 shows the DLCI
100 mapped to IP, IPX, and AppleTalk.
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One advanced trick to remember is that a single router interface can
be configured for multiple DLCI numbers (virtual circuits) using
subinterfaces. For example, after configuring interface serial 0, you
can specify at the configuration prompt that you want to configure
serial interface serial 0.1, where the 1 is the first subinterface. You
would then configure this subinterface with a particular DCI.I num-
ber.

Configuring ISDN

ISDN (Integrated Services Digital Network) is a digital service that
actually functions over the existing phone lines. It comes in two fla-
vors: Basic Rate ISDN (BRI) and Primary Rate ISDN (PRI).
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"Typically, if you want to configure ISDN on your router, you want
to make sure that you have a router with a built-in ISDN interface.
Otherwise, you will have to purchase a terminal adapter (also known
as an ISDN modem) and connect it to one of the router’s serial
interfaces.

ISDN is a little different than the other WAN protocols that you've
looked at in this chapter. ISDN is the physical conveyance of the
data as it moves from a router to the Public Switched Telephone net-
work. It isn’t the encapsulation type. You still have to specify an
encapsulation type such as PPP or Frame-Relay after you configure
the router to use ISDN.

Let’s take a look at how you would configure Basic Rate ISDN on a
router. Remember that BRI consists of two B channels each provid-
ing 64K of bandwidth (which can be combined for a throughput of
128K). Each of these channels must be identified by a SPID (service
profile identifier). The SPID number authenticates the channel to the
switch that connects the ISDN-enabled route to the phone system.
Each channel must have a different SPID number.

Another piece of information that you need to configure ISDIN is the
switch type, which is an identifier code that refers to a particular man-
ufacturer’s ISDN switch that you connect to. After you have the
SPID numbers and the switch type, all you have to do is provide the
encapsulation type for the connection (such as PPP or HDLC).

Configuring BRI ISDN on an I1SDN interface

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To set the switch type for your ISDN connection, type isdn
switch type basic-[switch identifier], where the switch iden-
titier is the manufacturer ID code for the switch type you will
connect to. Then press Enter.

3. Now you can configure the ISDN interface. Type int bri [num-
ber], where the nimber is the BRI interface number on the
router, such as BRI 0 or BRI 1. Press Enter.

4. At the config-if prompt enter the encapsulation type (such as
encap ppp), and then press Enter.
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5. To provide the SPID number for the two ISDN B channels at
the config-if prompt, type isdn spidi [SPID #], where the SPID
# is the telephone number provided by your service provider to
reach the particular channel (such as 6125551234). Using this
example, the full command would be isdn spidi 6125651234,
: Press Enter.

6. To provide the SPID number for the second channel, repeat the
isdn spid2 [SPID #] command using the SPID number for the
second channel. Press Enter after typing the command at the
config-if prompt.

7. When you have finished entering the outlined information, press
Ctrl+Z to end the configuration session.

After configuring your ISDN interface you can use the show int
bri{number] command to view your configuration settings. Make sure

that you use the copy running-config startup-config command to
save the new configuration settings to the router’s NVRAM.

SEE ALSO
¥ For an overview of ISDN, see page 6o.

= For more about NVRAM, see page 113. N
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What Is Cisco ConfigMaker?

ConfigMaker is an incredible, basic router configuration tool that
Cisco provides for free. You can download it from the Cisco Web
site and it comes with newer versions of the Cisco IOS on a separate
CD. You can use ConfigMaker to build your router configuration
(you can even build the configurations of all the routers on your
internetwork) and then load them onto the routers via your network.
If your network isn’t up and running yet you can load the router
configuration from a PC that is running ConfigMaker and is con-
nected to the router via the Console port.

I've saved the discussion of ConfigMaker until late in the book
because, although it is extremely easy to use, it isn’t a substitute for
an understanding and knowledge of the Cisco IOS commands that
are used at the command line on a router console. ConfigMaker is a
good way to quickly get a new router up and running, but the fine-
tuning of the router configuration will have to be made at the com-
mand line. ConfigMaker also doesn't provide any of the router
monitoring commands (like show, although you can use ping from
within ConfigMaker).

One hitch in using ConfigMaker to configure a router is that the
router must have Cisco IOS 11.2 or newer installed on it (The Cisco
TOS was up to version 12.0 at the time of the writing of this book).
To check the IOS version on your router use the show version
command on the router console (at the user or privileged prompt).

If you are using one of the IOS versions that supports ConfigMaker,
you're all set. If not, you can still use ConfigMaker to create a net-
work diagram. You can also use it to become more familiar with con-
figuring LAN protocols and their addressing systems on router
interfaces.

Downloading ConfigiMaker

If you didn’t receive Cisco ConfigMaker with an IOS upgrade or
with your router, and would still like to use it, you can download it
from the Cisco Web site, You can download it even if you don’t

own a Cisco router, but be advised you cannot use it to configure
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internetworking devices from other manufacturers. When you do
download ConfigMaker from the Cisco Web site, you will have to
fill out a registraton form.

Connect to the Internet and open your Web browser. In the address
box on the Web browser type http://www.cisco.com/warp/pub-
1lic/734/configmkr. Then press Enter.

On the ConfigMaker Web page that opens, click the To Download
Cisco ConfigMaker, Click Here link. You will be taken to the reg-
istration form page. Fill out the form and then click Submit. You
will then be provided links to several FTP sites that you can down-
load the ConfigMaker installation file. Select an FTP site and com-
plete the download process.

After the download is complete, you will be ready to install
ConfigMaker on your computer.

Installing ConfigMaker

Cisco ConfigMaker runs on Microsoft Windows 95/98—, Windows
NT 4.0-, and Windows 2000-based computers. The basic system
requirements for running the software are as follows:

= 486 or better (Pentium recommended) computer

= 16MB of RAM

u 20MB of free hard drive space

a SVGA monitor at 800x600 with, at least 256 colors

= CD-ROM drive (if installing ConfigMaker from a CD)
As stated earlier, you can install ConfigMaker from a CD-ROM (if
you received ConfigMaker with your router or an I0OS upgrade) or

you can install it from the download version of the ConfigMaker
installation program.

For a CD-ROM installation, place the CD in your CD-ROM drive.
The installation will start automatically. Follow the prompts to
install ConfigMaker to a particular drive and folder on your com-
puter.

280
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If you are installing from the downloaded ConfigMaker installation
file, locate the file on your computer using Windows Explorer, and
then double-click on the filename. The installation process will
begin. Follow the prompts provided to complete the installation.

Now that ConfigMaker is installed on your computer, you can use it
to create internetwork diagrams and configure the routers you insert
onto the diagram.

esigning Your Internetwork with

ConfigMaker

281

ConfigMaker is really a drawing tool where you create a map or dia-
gram of your internetwork. Icons are available for routers, hubs,
LANS, Corporate networks, and a variety of other devices. You basi-
cally drag a particular device out onto the network diagram area.

When you drag devices, such as Cisco routers, onto the network dia-
gram, you will be asked to name the device and provide passwords
for the device (you will be asked to provide the login password for
the router and the Privileged password for the router). In the case of
routers, you will also be asked to specify the network protocols (IP,
IPX, and AppleTalk) that the router will support,

ConfigMaker handles a number of tasks with easy-to-use Wizards.
There is an Address Network Wizard that can be used to address the
router interfaces on the various routers in the internetwork and there
is a Deliver Configuration Wizard, which walks you through the
steps of delivering a router configuration to a router.

The first step in designing your own internetwork with ConfigMaker
is to start the software. You can start ConfigMaker from the
‘Windows Start menu (click Start, point at Programs, and then click
Cisco ConfigMaker) or double-click the ConfigMaker icon that
was placed on the Windows desktop during the ConfigMaker instal-
ladon.

Whichever method you use, the ConfigMaker application window
will open as shown in Figure 16.1. If this is the first time you've
started ConfigMaker you will be asked if you want to view the
Getting Started Tutorial; for now let’s forgo the tutorial by clicking
No. This clears the tutorial dialog box from the screen.
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The ConfigMaker Application window is broken down into several

key areas (which are also referred to as windows):

w Devices window—This window provides icons for a number of
Cisco devices including routers, hubs, and switches. It also con-
tains the icons for other network devices such as LANs and

Corporate Networks.

= Connection window—This window provides the icons for the
different types of connections that you can make between the
devices that you place in your network diagram. There are LAN
connections such as Ethernet and WAN connections such as

HDLC and PPP.

a Network Diagram window—This is the space where you build
your network diagram using the device icons from the Device
window and the various connection icons from the Connection

window.
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n Task list—This window provides a checldist of all the tasks you
must complete to build an internetwork diagram and connect
the devices in the diagram. You can hide the Task list to give
yourself more room to work in the Diagram window. Click the
View menu, and then click Task List to clear the checkmark

and remove the window from the application window (use these

same steps to put the window back in the application window).

w Status bar—Provides information on the status of devices when
you are loading configurations from ConfigMaker to a device.

Now that you’re familiar with the geography of the Confighaker
window, you can begin to build your internetwork. The first step is
to add the devices, such as routers, that will be a part of your inter-
network.

Adding Devices

Adding devices to the internetwork diagram is very straightforward.
You can add routers (which is of special interest to us, of course) and
other devices such as LANG. Let’s walk through the steps of adding
two devices: a 2505 router and an Ethernet LAN.

Adding routers fo the Diagram window

1. First, you will add a 2505 router to the diagram. Scroll down
through the Device list until you see the 2505 router folder.
Click the Plus (+) symbol on the left of the folder to open it,
This lists all the routers in the 2500 series family (see Figure
16.2).

2. To add a 2505 router to the diagram, click the 2505 icon and

then click in the Diagram window. The Cisco 2505 Router
Wizard will appear.

that you want to give to your router (in this case you will use
Popeye). After typing the name, click Next.

4. The next Wizard screen asks you to provide a router password

and a Privileged password (see Figure 16.3). Type the passwords
you want to use in the appropriate boxes and then click Next.

i

. In the Device Name box (in the Wizard window), type the name
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Your router will appear in the Diagram window. You can change the
position of the router in the window by dragging it to a new loca-
tion. Now that you have a router on the diagram, let’s add a LAN
that you can connect to the router.

Adding a LAN is very simple. Locate the Ethernet LAN icon in the
Devices window. Click the icon in the Devices window and then
click on the Diagram window where you want to position the LAN
icon.

The Ethernet LAN will appear in the Diagram window. Figure 16.5
shows your work so far. You have a router and a LAN jn the diagram
window. You need to connect them with the appropriate connection

type.

Connecting LANSs to Routers

Connecting LANS to routers is vety straightforward. All you have to
do is choose the appropriate connection type from the Connection
window and then place it between the router and the LAN. At that
point you will also have to supply addressing information such as the
IP address for the router interface and the subnet mask. If you chose
1PX and AppleTalk as supported protocols when you placed the
router on the diagram, you will also have to supply addressing infor-
mation for each of these protocols.
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Connecting a router to a LAN
1. Because you have an Ethernet LAN, the connection between the
LAN and the router must be an Ethernet connection. Locate the
Ethernet Connection icon in the Connection window. Click on
the icon to select it.
2. Click on the router and then click on the Ethernet LAN, This
strings the Ethernet connection between the two device icons.

3. As soon as you click on the second icon (the Ethernet LAN), the
Ethernet Wizard appears. The wizard helps you set up the con-
nection between an Ethernet LAN and a router Ethernet inter-
face. Click Next to begin.

4. You are asked to enter the IP address and subnet mask for the
Ethernet interface on Popeye (if you were routing IPX, you
would be asked for the TPX network address, for AppleTalk you
would be asked the cable range and the zone name). Type the IP
address for the router interface in the IP address box (see Figure

16.6).
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5. Enter the subnet mask for the interface in the Subnet Mask
box. You can alternatively enter the number of network bits plus
the number of subnet bits used to create your subnets. See
Chapter 10, “T'CP/IP Primer,” to remind you what 'm talking
about).

% Yol roliter interface.

6. After entering the IP address and the subnet mask, click Next to
continue.

7. You are told by the last wizard screen that your connection was
created successfully. Click Finish to close the wizard.

Your connection will appear between the router and the Ethernet
LAN. To view the addressing related to the connection (the router
interface), click the View menu, point at Attributes, and then
choose either IP Address, IPX Address, or AppleTalk Address
(depending on the type of network addressing you are vsing on the
“network address for the Ethernet LAN and the router). As you know, you can have more
; “?‘7?“‘“?"V",’Pff'?"PF‘,“!HQ%‘ than one addressing scheme on the router, so you may want to select
(vl burtsit Paddrass fron, more than one option on the Attributes submenu,
When you figure out the . :
i i rariges of IP addresses in- -
A . your subnet (see Chapter-.

You can also use the Attributes submenu to label the interfaces on

: 10}, use the IP calculatof in the routers that appear in your diagram. Click the View menu, point
the Ethernet Wizard to at Attributes, and then choose Port Number. Figure 16.7 shows the

check your math, connection that you created between your router and the Ethernet

: 1" : LAN with the router interface labeled with interface number and IP
addressing information.

eIl Now that you've seen how to connect a LAN to a router, let’s take a
: Jook at how you use ConfigMaker to set up serial connections
between routers.
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Connecting Routers to Routers

As you already know, routers can be connected using LAN cabling
(you can connect two routets in ConfigMaker using the Ethernet
connection) or connected to each other remotely using serial con-
nections and a particular WAN protocol such as PPP or Frame-
Relay. ConfigMaker makes it very easy for you to create serial
connections between the routers on your diagrams. First, you will
add another router (it doesn’t matter what kind, you may want to
explore some of the high end routers in ConfigMaker, even if your
company doesn’t use them), I've placed another 2505 router on my
diagram (see Figure 16.8) and will connect it to the router that is
currently in the diagram (Popeye).
Connecting a router to a router with a WAN protocol

1. With the two routers visible in the Diagram window, click the

‘Wan Protocol connection type (such as PPP) in the Connection
window.

2. Click the first router and then click the second router to specify
where you want to create the connection.
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3. As soon as you click on the second router icon, the Wizard for
the WAN protocol that you selected (such as PPP or HDLC)
will open. In the figures shown in subsequent steps you will see
that I chose PPP.

4. To begin the connection process click Next.

5. On the next screen you are asked to select a serial interface (such
as Serial 0) to configure for the WAN connection. Use the drop-
down arrow on the Wizard screen to select the serial interface

you want to use (see Figure 16.9). Then click Next to continue.
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On the next screen you are asked to enter the addressing infor-
mation for the Serial port that you chose (see Figure 16.10). In
this case (because I set up the router’s to route IP only, you must
provide the IP address and subnet mask for the serial interface
on Olive. Enter the IP address and Subnet Mask and then click
Next to continue.

On the next screen you are asked to select the serial interface on
the other router (in this case Popeye) After using the drop-down
arrow to select a serial interface, click Next.

. Supply the addressing information (such as IP address and sub-

net mask) as you did for the other router in step 6. Click Next to
continue.

‘The next screen asks you if you want to create a backup connec-
tion for this WAN connection. In this case, you will go with No
Backup (the default). Click Next.

On the last screen yoware told that you have successfully created
a WAN connection. Click Finish.

The connection will be created in the Diagram window (see Figure
16.11). If you have the View Addressing attribute turned on (using
the View menu), you can see the addressing information for the ser-
ial interface on each of the created routers.
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Delivering the Configuration to a Router

You can use ConfigMaker to build an entire internetwork diagram.
You can connect LANs and routers, hosts and routers, and connect
routers to routers. All the devices that you could possibly need and
the various connection types are available in the Device and
Connection windows respectively. After you build your internetwork,
you can actually use the configuration settings that you provided for
your router {or routers) interfaces directly to the router.

You can download a configuration to a router or routets using a PC
that is running ConfigMaker and is connected to the same network
that the routers are connected to. You must have configured the PC
and routers with IP addresses, however, before ConfigMaker can
send the configuration over the network. This requires that you
“preconfigure” the router using the router console.

An easier method of quickly delivering a configuration to a router

that contains no configuration what-so-ever, is to download the con-
figuration from a PC running ConfigMaker that is connected to the
router using the console port and console roll-over cable. You would
connect the PC to the router as you would connect a PC console.
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One thing that you should check before you try to deliver the con~
figuration (as shown in the steps that follow), is that ConfigMaker
will deliver the configuration port using the correct serial port on
your computer. The default setting is COM port 1.

If you need to change the COM port setting, click the View menu,

and then select Options. In the Options dialog box that appears use

the COM port drop-down arrow to select he appropriate COM port

and then click OK.

Delivering a router configuration using the Console port

1. With the internetwork diagram open in ConfigMaker that con-

tains the router configuration that you want to deliver, select the
appropriate router icon (see Figure 16.12). I selected the Popeye
configuration).
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2. Click the Deliver button on the ConfigMaker toolbar. The
Deliver Configuration Wizard will open, listing the router that
you selected in your diagram.
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3. Click Next to continue. The next screen tells you to make sure

that no other programs are using the COM port that will be
used to deliver the configuration (if this PC also serves as the
router’s console, make sure that your terminal emulation soft-
ware isn’t running).

4. When you are ready to deliver the configuration, click Next.

‘That status of the configuration delivery will be displayed on the
‘Wizard screen (see Figure 16.13). The current configuration on the
router (if any) will be erased and then the router will be rebooted.
The new configuration will then be loaded into the router’s

: : A final wizard screen will appear providing the router name, the
R delivery method (console) and the time and date that the delivery
i was completed. Click Finish to close the wizard box.

Your router is now configured with the configuration that was
downloaded. Use your terminal emulation software and check out
the delivered configuration using the show startup-config command.
You should see the same settings that you placed in the configuration
for the router that appeared in your ConfigMaker diagram.

When you have finished working on a particular internetwork dia-
gram, click the Save button on the ConfigMaker toolbar. In the Save
As dialog box type a name for the internetwork diagram and use the
Save In drop-down box to specify a drive and folder for the file.
Click Save in the dialog box to save your diagram.




