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Let's say that you've been assigned a Class B network address of
l80.10.0.0. To subnet this network, you will have to steal bits from

the third octet. You have determined that you want to create six sub-

nets. Figure 10.11 walks you through the process of creating the sub-
nets and creating the new subnet mask.

Basic Subnet Mask: 255.255,0.0
Network Address: 180.10.0.0

/\First Node Oclel

3 bits are required to
create 6 subnets

Add high»order bits to create
new subnet mask,

12B+64+B2=224

New Subnet Mask: 255.255.2243

The new subnet mask for the network would be 25 5.255 .224.0 (see
Figure 10.12). To figure out the range of IP addresses in each of the
six subnets, you use the lowest of the high—order hits that were added
to determine the new subnet mask number for the third octet. This

would be 32 (again, taken from Figure 10.12). So, the first address in
the first subnet would be 180.10.32.1 (180.10.32.0 is reserved as the

subnetwork address and so cannot be used as a node address). To
come up with the starting IP address of the second subnet, add 32 to
the third octet (64). The second subnet would start with 180.10.64.1.

Table 10.5 shows the ranges for the six subnets created from this
Class B network address.

’idd’tl1e's::i_rrie'.‘riumberei’.
I irigiremrdeyr birsmc e __ate thesubriet mask; 1 ‘
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Subnet#

1

StartAddress

180.10.32.1

18010.64-.1

180.10.96.1

l80.10‘128.1

180.10.160.1

18D.10.l92.1

End Address

180.10.63.254

180.10.95.254

180.10.127.254

180.l0.159.254

180.10.191.254

l80.10.223.254

Because you took 3 bits to create your subnets, you are left with 13
bits for nodes. So, 213-2: 8190. That’s 8190 IP addresses available per
subnet.

Class C Subneiting

Class C subnetting is a little more problematic than Class A and B

networks because you only have one octet to steal bits from to create

your subnets. Class C networks are also small to begin with (only
254 IP addresses are available), so creating more than just a few sub-

nets will leave you with a very small number of node addresses avail-
able in each subnet.

Let’s walk through an example that allows us to examine the idiosyn-
crasies of Class C subnetting. The network address is 200.10.44.0.
One octet is available for node addresses (the fourth octet). This is

also the octet that you must borrow bits from to create your subnets.

You will divide the Class C network into two subnets. To create the

two subnets you must borrow the first two lower order bits that have
the decimal value of 1 and 2 (1+2—1=2 subnets). You then move to

the other end of the decimal bit values and use the first 2 high—order

bits (because you borrowed 2 bits for the subnets) to create the new
subnet mask for the network. The two high—order bits are 128 and

64. Add them together and you get 192. So the new subnet mask for
the network is 255.255.255.192.

Figure 10.12 summarizes the steps that were followed to create the

new network subnet mask by borrowing the appropriate number of
bits to create 2 subnets.
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Basic Subnet Mask: 255.255.2550
Network Address: 200.10/$4.0

Borrow 2 high—order / N°de Oclet
bilslo create subnet 12B 64 32 16 B 4 2 1

mask.

2 bits are requlred to
create 6 subnets

‘ 1 +2-1 =2 subnet: ‘

0 Add high—order bits to createnew subnet mask.

128 +64 = 192

New Subnet Mask: 255.255.225.192

Now you need to figure out the range of IP addresses that will be

available in the two subnets. The lowest of the high—o1'der bits used
to create the new subnet mask was 64, which becomes the incre-

ment for the subnet ranges. So, using what you learned when creat-

ing Class A and Class B subnets, you would assume that the start
address of the first subnet would be 200.10.44.64. However, remem-

ber that an address in the range must be reserved as the subnetwork
address. Because you are working with only one octet, the first
usable address in the range of IP addresses for the subnet must be
reserved as the subnetwork address. So, 200.10.44.64 is reserved for
the subnet address.

That means that the beginning of the range of IP addresses in the

first subnet that you can use for node addresses begins with
200.10.44.65. And the next subnet, which begins With Z00.10.44.l28

(you add the increment to itself to get the start of the next subnet
range) also reserves the first address (200.l0.44.12 8) as the subnet—

work address (it identifies the subnet as a separate entity on the
whole network). So the second subnet range of addresses that can be
used for nodes begins with 200.10.44.129.
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Table 10.6 shows the ranges for the two Class C subnets and also
shows addresses such as the subnetwork address that cannot be used

for node addressing.

Subnetwork Start Address End Address Broadcast
Address Address

200.10.44.64 200.10.44.65 200.1044-.126 200.10.4-4.127

200.10.44-.128 200.10.44.129 200.l0.44.190 200.10.44.191

The big problem with subnetting a Class C network is that you lost a
lot of normally usable IP addresses. You lost 2 addresses in each sub-
net, one for the subnctwork address, and one for the hroadcast
address. You also lost all the addresses that come before

200.10.44.64. That means you lose 200.10/14.1 through

200.10.44.63. That’s quite a few addresses, especially when you don’t
get that many addresses with a Class C anyway.

Understanding Subset 0

There is a way to “cheat” and use these lost addresses for your net-
work nodes (in our case addresses 200.10.44.2 through 200.10.44.62-
200.10.44.l is reserved for the S11l311CtW0l‘iC address and 200.10.44.63

would be the broadcast address). These “lost” addresses are referred

to as subnet O and normally cannot be used. However, you can con—

figure your router to take advantage of me subnet 0 IP addresses:

type the ip subnet-zero command at the config prompt and then
press Enter (this is a global configuration command, so you don’t

have to enter it for any particular router interface).

Using subnet 0 means that only 1 bit needs to be stolen to create
subnet 0 and subnet 1. So, the subnet mask would now be

255.255.255.128 (only 1 high—order hit is used to create the new sub-

net mask). The range of IP addresses for the two subnets would be
200.10.44.1—200.10.44.126 (200.10.44.127 is the broadcast address)
for subnet 0 and 20010.44.129-200.10/44.254 (200.10.44.128 is the

subnetwork number and 200.10.4-4.255 is the broadcast address) for
subnet 1.
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Because using subnet 0 makes the calculation of subnets a little more
difficult (When compared to Class A or B), Table 10.7 provides a

summary of the fourth octet numbers that would be available for
each subnet when a Class C network is subnetted with subnet 0 used

as a valid subnet. Values are provided for 2, 4, and 8 subnets on the
Class C network.

The big thing to remember when using subnet 0 is that you don’t
subtract 1 from the low-order bits when you determine the number

of hits you must steal to create the required number of subnets.

Subnet Mask Start Address End Address

255.255.255.128 x.x.x.l x.x.x.126

x.x.x.129 x.x.x,254

255.255.255.192 X.x.X.62

x.x.x.126

x.x,x.19O ;~;_,,.t...x;¢.—.x.X.x.254

255.255.255.224 x.x.x.1 x.x.x.31

:
l
iI

E7
E

x.x.x.3 3 x.x.x.63

x.x.x.65 x.x.x.95

x.x.x.97 x.x.x. 127

x.x.x.129 x.x.x.l59

x.x.x.l6l x.x.x.191

x.x.x.193 x.x.x.223

x.X.X.225 x.x.x.255
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% Fatal Word on gtlfianetttag

On any network that uses internetworking connectivity strategies,

you will most likely face the issue of dividing a particular IP network
into a group of subnets. And understanding the simple math pre-
sented in this chapter will make it very easy for you to create subnets

on any class of network; however, sometimes it can be even simpler
to just look up the information on a chart.

1

Table 10.8 provides a sunmiaiy of the subnet mask and the number
of hosts available when you divide a Class A network into a particular
number of subnets (subnet 0 has not been allowed). Table 10.9 pros
vides the same information for Class B networks (subnet O has not

been allowed).

# Of Subnets Bits Used Suhnet Mask Hosts/Subnet

2 2 25S.192.0.0 4,194,302

6 3 2S5.224.0.0 2,097,150

14 4 255.240.0.0 1,048,574

5 255.248.0.0 524,286

6 255.252.0.0 262,142

7 255.254-.0.0 131,070

255.255.0.D 65,534

# Of Subnets Bils Used Subnet Mask Hosts/Subnet

2 ‘ 255.255.1920 16,382

6 255.255.2211-.0 8,190

14 255.255.2400 4,094

30 255.255.248.0 2,046

62 255.255,252.0 1,022

255255.254-.0 510

255.255.2551) 254 
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fiantigttrittg heater tatertaees
As you’ve already heard several times in this book, TCP/IP is the de
facto network protocol for the networks of the world (due to the
Internet exp1osion——everyone wants to be part of this planetwidc
network). It is a routable and robust network protocol stack. You
learned all about ll) addresses and II’ subnetting in Chapter 10,
“TCP/ll? Primer.” Now, yo11 can take some of the concepts learned
in that chapter and apply them directly to router configurations.

Routing II’ on an internetwork requires that you complete two main
tasks: configure LAN and WAN interfaces with the correct I]? and
subnet mask information, and then enable an IP routing protocol on
your router or routers. GP routing is automatically enabled on the
router in contrast to IPX and AppleTalk, which aren’t.) VVhen rout~
ing 11’, you have more than one choice for your routing protocol
(such as RIP Versus IGRP).

Let’s walk through the steps of configuring LAN interfaces on a
router first and apply some of the information that you picked up on
IP subnetting in Chapter 10. For example, assume your example net-
work is a Class B network with the network address 130.10.0.0. You
will create 6 subnets on this network. The new subn et mask for the
network would be 255.25 5.2.24.0.

Table 11.1 provides the range of IP addresses for the 6 subnets.

Start Address End Address

130.10.32.1 130.10.63.254

130.10.64.1 130.10.95.254

130.‘10.96.1 130.10.127.25‘!

130.10.128.1 130.10.159.254

130.10.160.1 130.10.191.254

130.10.192.1 130.10.223.254

-.~‘§‘3’\“’3“5<'7é‘il‘l‘iI-\i1~s1L'w)N/I‘*A‘v"t~fiw$ria$W~m».~2e:.,.,,;L~L"'IIV)'V!>V«v\;'q»>fi\\‘\b““<«;,¢fi;-«Ib1'V.‘|‘
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Figure 11.1 shows a diagram of a portion of a company internet-
work. IP addresses (from our range in Table 11.1) have been assigned
to the router interfaces on each of the routers. This figure will help

provide some context to the IOS commands that you are going to
work with in this chapter.

Branch Office A Eirarich Office B

intedace IP Address Interface iP Address
Elherncto 130.10.32.1 Eihernem 130.10.96.1
Serial 0 130,10.64,1 Serial 0 130.10.64.2

Ethernet Seriali 1ao.1o.12s.1 Seriali 130.10.160.1

’ Serial 0 Serial 0

4500 Series
Hauler

Central Offices

You will configure the 2505 router at the Branch A location. This
means that the router (which has three interfaces, one Ethernet, and

two serial) must have each interface configured with a different [P
address that is in a different subnet range. Table 11.2 lists the IP

addresses (also shown in Figure 11.1) that you will use to configure
this router‘ You will learn about configuring LAN interfaces (such as

Ethernet ports) in the next section, “LAN Interfaces” and WAN
interfaces in the section after that, “WAN Interfaces.”
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Interface IP Address

Ethernet 0 l30.10.32.1

Serial 0 13010.64-.1

Serial 1 l30.10.128.I

SEE ALSO

For an ouerzlim vfIP ro1m'11gpratawI.r.mc/J :7: RIP and IGRP, see page 93.

LAN interfaces

LAN interfaces, such as Ethernet ports or Token Ring ports, wi]
the connection point between the router and a local area networ
The number of subnets at 3

her of LAN interfaces required on the router (if only one router
used).

Each of these LAN interfaces will he on a separate snhnet. The
plest way to assign IP addresses to a LAN interface is to use the
II’ address available in the address range of the subnet that the i
face will connect to.

Configuring IP addressing for a LAN interface

1. At the Privileged prompt type config t, and then press Ent
You are placed in the Global Configuration mode.

. To configure a particular LAN interface, type the name 0
interface at the prompt, such as interface etherne ‘

ress Enter. The rom t chan es to the config-if mode.P P P E

. Now you can enter the ip address command followed by the;
address for the interface and the suhnet mas '

this example, the command would be ip address 13o.1@ .3
255.255 .224. 0 (see Figure 11.2). Press Enter to complete

»

command.

4. To end the configuration of the interface, press Ctrl+Z.

5. Press Enter again to return to the privileged prompt.
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payulicuufi-.1 v:
tor nunfi In-utinn em-manrln. una per line. End with curl./z.npoyn(unI|P g)Nint an

ny.ya<cnnfig—J£)lIip addreas 1aB.1u.a2,x. 25: 255.22-LiaLu1£y=(cImEig—if)fl

1 You can quickly check the configuration parameters for a LAN port
using the show ip interface command. For example, to see the IP
addressing for Ethernet 0, you would type show ip interface em and
then press Enter. Figure 11.3 shows the results of this command on
our 25 O5 router.

eyeflslwu in int all
- liarnctfl is up, line rvlrncul is upInternet nidrezxx is 3B.1E.32.i/19Brnadcast addv-nun in 255.255.255.255

fldllx-nus data:-ninnd by setup unnnzmdHIII ‘ls isms bytes"ulnar address in not set
Diracted ]u‘un|'1cast ram-u-ding is enabledOutgnins acuuuc list in not notInbuunll accnuz list is nut setProxy M11’ is cnnblcrlBaum-ity levnl is dnfiaultSplit lluriaon it enabled
[GNP )\:IlirN:|:n 31-3 111-1391: wantICMP unrnachahlar: are always sentICHP mask l'fl]I17lE: arn rumor sent[P Faust nuitclling is disahirl
[P Past zmitlflliml an the same intn|~Fa::a it disabledH-‘ nultiuast fast suibuhilw is enabledflnutar Disc-Ivory in dluablnrl[P nuepu: yicket Accounting is disabledIP accent violation announcing‘ is disabled{GP/IF header cnnpressiuu 1:: disabledPm):-a prnxy qmna replies are IlinahladGateway luucnu-my 1: nil.-mblndPolicy rnutimz is xlinahlall
Nutwflvli addxza: kranslatiun is disabled

Ifyou look at the IP information provided in Figure 11.3, the IP
address reads as 130.10.32.1/19, and no suhnet mask information is
provided. You entered 130.] 0.32.1 as the IP address for the interface

in the previous set of steps. So, What does the /19 mean? Actually,
this is the router’s way of telling you the subnet mask.

The 19 is the number of bits that are used for network addressing
plus the number of bits used to create the subnets on this network.
Normally, a Class B network uses two octets (16 bits) to define the
network number for the network: in this case 19—16=3. This shows

you the number of bits stolen for subnetting. If you take the first
three high—order bits and add them (128+64+32), you get 224, which
tells you that the subnet mask is 255.255 .224.0.

er

IP addressinnjbf all mg __ I
interfaces on the‘router‘ ’ V
willbe displayedt E =
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VVhenever you see notation like the /19, just take that number and
subtract the number of bits that are normally used for the class of

network that you are working with. This always gives you the subnet
bits, which can then be used to quickly calculate the subnet mask.

WAN interfaces

WAN interfaces can be configured with IP addresses exactly in the

same way that you configure LAN interfaces. To configure a serial 0
interface on a router, you would complete the following steps.

Configuring IP addressing tor a serial interface

1. At the Privileged prompt, type config t, and then press Enter.

You are placed in the Global Configuration mode.

. To configure a particular LAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press

Enter. The prompt changes to the config-if mode.

. Now you can enter the IP address command followed by the II’
address for the interface and the subnct mask for the network. In

this example, the command would be ip address 13@.1@.64.1

255.255 .224. 0 (see Figure 11.4). Press Enter to complete the
command.

upuyuikclznfjg :

ter configuration cuunamiz. mu: yer 1in=. End with ENTI./Z.upauz(¢:uuf zflllinl: sfi
up-:yu(cunl‘:ig if)Ili address.‘ 1ElB.1fl.6§.1 255.255.2211.!). (cmlfi EN!

4. Toiend the configuration of the interface, press Ctrl+Z.

5. Press Enter again to return to the privileged prompt.

You can use the’ show ip interface so command to check the config-
uration of the serial interface.

One issue relating to the number of IP addresses you have available

to configure the routers, hosts, and servers on your network rears its

ugly head when you are configuring WAN interfaces. An entire sub-
net (an entire range of IP addresses) must be wasted to configure the
serial interfaces on two routers that are connected by a particular

connection.
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For example, in the case of our two 2505 routers in Figure 11.1, they
are connected by their serial 0 interfaces (using a particular WAN
connection and protocol). This connection must be configured as a

separate subnet, meaning the serial 0 interface on the Branch Office
A router will use one address in the chosen subnet range and the ser—
ial 0 interface on the Branch Office B router will use one address

from that same subnet range. So, you basically fritter away all the
other addresses in that subnet range.

To overcome this obvious waste of IP addresses, you can configure

your serial interfaces without IP addresses (they will still route IP

packets even though they are designated as IP mzm71l1ered). The com-
mand used at the configuration prompt for the interface is ip unnum-
bered [interface or virtual interface]. The interface or virtual

interface parameter is the designation of an actual interface, such as
Ethernet 0, or a Virtual interface such as loopback 0, that has been

configured with an IP address (see Figure 11.5).

npayallnunfiu tn ‘tar Iznnl’l§\n'atinn Imnnamln, unu her line. Em! with min/z.a1zeva(::nnf1g>iIine .-:1nimyntonnfirinlin unnunhm-er! ctllcrnut ul

If you use if) unnumbered on a serial interface, the serial interface that
it connects to via a WAN connection must also be configured as IP

unnumbered. The drawbacks of configuring a serial interface as IP

unnumbered, is that you cannot Telnet to that serial interface or ping
that interface (because it doesn’t have its own IP address). Also, if the

interface to which you “hooked” the serial port, such as Ethernet 0

(shown in Figure 11.5) goes down, you might not be able to reach
the connection that the serial interface is attached to.

Configuring 3 Routing Protocol
After you have the interfaces on the router configured with the

appropriate IP addresses and subnet mask, you can configure a rout-
ing protocol. Different lnterior Routing Protocols (protocols used
for routing on your internal internetwork) are available and your

choice of a routing protocol will depend on the size of your internet—
work. For example, RIP is fine for small internetworks but is limited
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to 15 hops (from router to router), making its use on large internet—
works a problem. For larger internetworks you may want to use
IGRP or OSPF. You will look at the configuration of RIP and the

configuration of IGRP in the next two sections of this chapter.
SEE ALSO

For an overview rfll’ rat/ri11gp1'omcnlr rm}; (1: RIP mm’ ICRR tee page pg.

Configuring REP

RIP is a distance—vector routing protocol that uses hop count as its
metric. RIP summarizes the information in the routing table by IP

network numbers (also referred to as major network numbers).

Configuring RIP is very straightforward. You must first select RIP as
your routing protocol and then let RIP know the major network

number for each interface you have enabled for IP routing. In the

m an éhme ou_.Ca sample network that you have been discussing (see Figure 11.1), you
the c5nfig’u’,afi0n ’ ' ' are working with only one major network number, 130.10.0.0. So,

" ' you only need to specify this network when configuring RIP on our
router.

Configuring RIP

1. At the privileged prompt, type config t, and then press Enter.

You are placed in the Global Configuration mode.

. At the config prompt, type router rip, and then press Enter.

This selects RH’ as the routing protocol.

. Type network [major network number] at the Config prompt. The
major network number is the network address for a class A, B, or

C network that is directly connected to the router. In your case,

you are connected to one major network 130.10.0.0. ' ‘herefore,

the command would be network 130.10.0 . 0 (see Figure 11.6).
Press Enter to continue.

. Repeat the network [major network number] for each IP network

that the router is directly connected to. For example, if different
Class C networks are connected to several Ethernet interfaces,

you must repeat the network command for each of the network
addresses for these Class C networks.
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nte-L‘ configuration commands, nnn per line. End um. CHTL/Z.npey:-.<cunng)n:-uutm- ripurn-)IIueo;uu:-k 13Ia.1B.B.B

. When you have finished entering the directly connected net-
works, press Ctrl+Z to end the configuration session.

6. Press Enter to return to the Privileged prompt.

After you’ve configured RIP on your router, you can use the IOS
commands that provide a view of RIP routing information such as
the routing table and the settings for RIP broadcasts.

To View the RIP routing table, type show ip route at the user or

privileged prompt and then press Enter. Figure 11.7 shows the
results of this command on a 2505 router that is connected to

another 2505 router via a serial connection. Subnets that are directly
connected to the router are marked with a C (interfaces that were

configured on that router). Other subnets that are reached by a par-
ticular directly connected subnet are marked with an R (these net-
work locations are learned by RIP).

npeya 117 rnute
urlns: C - ennnected, S — static, I - IGRP. Tl - RU‘. H nubile, II - IMP1) — Emnr. Ex — mnnr external, 0 — 05911, In — DSFF inI:I:r area

ML - OSPF NSSII external type 1, NZ - 081'? NSSFI uxtevnal byfio 2E1 — OSPP external tyne 1. El —- as»? external type 2, E — GP:1 ~ 1545. L1 ~ I3-ls level-1, 1.2 — [S-IS 1aUn1~2, -x- — nnduatu defaultU - pea‘-uaur static rulktn. u — ODJ1
azmmy of last x-emu-I: is not use

13e.m.u.ta/1v is subnerzzd, 3 sulmate135.10.32.53 in directly cnnnncl.‘-ad, Etlu-n-new138.1l5.fi1.B is directly cnnnzcted, Sex-inlfl
1au.1u.9t.a [12E/1] via 13fl.1Fi.fi4_2, Im:aa:19, Sariallinpayell

You can use the show ip protocol command to View the timing
information related to RIP. For example, RIP updates are sent eveiy
30 seconds. The hold—down time for RIP is 180 seconds. This means

that if a router doesn’t receive :1 RIP update from a connected

router, it waits 180 seconds from the last received update and then
flags the subnet path as suspect. After 240 seconds, the router will
actually remove the path information related to the other router

from the routing table because it considers the path no longer
usable.
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Type show ip protocol at the user or privileged prompt and then
press Enter. Figure 11.8 shows the results of this colnzuarid.

npayauah ip pl-ntm:I7J.nuting Protocol is "rip"
Sending update: em-y an nenullilx. ma: due in 2 secondsInvalid a car 13!] saimmlu. hold down 183. flu-zlicd after 248
Outgnim; upnlalu filtum link fnr all inturfacas iv: not setIncnmin umlutn filter list For all inter-facas is not set
flenlislrr utingt rip _Default Uersinn cnntx-cl: snnd var.-axon 1,_ receive any uex-sinnInbnrfacs Send liacu Kuy—i:l1a).nEtlievnew J. 1 2Saxiialfl 1 1 2Saxliali 1 1 Z1\.nul:in for Nntum-kc:13B. E.fl.fl
Routing Infurnntinn Emu-nun:Gateway Distance Last Update13H.1B.64..2 128 uflcflfiififlllistanne: (default u 12m)

npayall

If you want to View RIP update messages as they are sent and
received by 21 router, you can use the debug ip rip command. Type
debug ip rip at the privileged prompt and then press Enter. Figure
11.9 shows the results of this command.

yufldahus 1;; Vin
m'ato|:nl dzflillqsillg in MI

I:
RIP: nacuiuad U1 update E1-an 13fl.1fl.fi-1.2 rm Sm-lnllfl13B.ifl.96.B in 1 ImpsRIP: sending U1 update tn 255.255.255.255 via Etliax-natfl C1ElB.1B.32.1)nuhnat 13fl.1fl.fi‘i.B. matric 1

aulrmst 13fl.1fl.96.Ei. netri-: 2
RIP: sending 01 u date (in 255.255.255.255 via Serialfl 0.33.13.54.13uulznnk 198. 8.32.5, nut:-in 1INF: runaiuad 01 update from 13D.1fl.EIL2 flll Serialfl'13U.1H.96.B in 1 hops
NIP: sanding 01 1| olnte tn 255.255.255.255 via Etharnntfl (13E|.1B.32.1)aulmet: 13B. fl.61.B. Metric 1sulmet 198.1!!.96.fl. metric 2

M1’: sanding v1 update tn 255.255.255.255 via Sm-ialfl <13l3.1B.61.1)nulrnet 130. 9.32.9. netxtia

To turn off RIP debugging, type no debug ip rip and press Enter
(otherwise the update messages will drive you crazy if you are trying
to work on the router).

SEE ALSO

F For izzfimmzrion on /Jaw rvlrters‘ work /md 1/sing routing protocol; to [mild routing miller, ma
page 82.

Configuring IGRP

Because RIP is limited to routes of less than 16 hop counts, interme—

diate and large internetworks need a routing protocol that can handle
the scale of the network. IGRP is a distance vector routing protocol
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like (RIP) that uses several metrics such as delay, bandwidth, and
reliability. IGRP doesn’t use hop count as a meuic but it can provide
routing information for a path of up to 25 5 hops, which makes it

ideal for large internetworks.

Configuring IGRP is similar to configuring RIP. You must enable

the IGRP protocol and specify the major ll’ networks that are

directly connected to the routers interfaces. However, because IGRP
is used on larger internetworks (such as a complete corporate net

work), you must specify the autonomous system number for the
autonomous system (AS) that the router belongs to. Several different

networks (Class A, B, or C) can be part of a particular autonomous

system. Autonomous systems are tied together by core routers that
run an Exterior Gateway Protocol, such as Border Gateway Protocol
(BGP).

Configuring IGHP

1. At the privileged prompt, type config -t, and then press Enter.

You are placed in the Global Configuration mode.

. At the config prompt, type router igrp [autonomous system numa

her] , where the autonomous system number is the AS number

assigned to the AS to which your router belongs. For example,

router igrp 10 would enable IGRP routing and specify the AS

number 10. After entering the command, press Enter.

. Type network [major network number] at the config prompt. The
major network number is the network address for a Class A, B, or

C network that is directly connected to the router. In this case,

you are connected to one major network, 130.l0.0.0, so the

command would be network 130.1u.0.0 (see Figure 11.10). Press
Enter to continue.

. Repeat the network [major neLwork number] for each IP network
that the router is directly connected to. For example, if different
Class C networks are connected to several Ethernet interfaces,

you must repeat the network command for each of the network
addresses for these Class C networks. '

Séé'Appendrx C‘
Cisco Route‘

Spéeific_atrons,.
C « rnatienion the 7500 series

. 'ofCisco that might be”us‘ed‘as Core routers,"
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» .. npaya (nanf
npeycilnnnfia e
tr unnfiiun)-fition unqmandga ans ye)‘ line. End um. cumzz.9 1-nutsr gr]:peyecmmMy-;-uutex-)tzummrk 13a.1a.a.n

_ . p.y..<=unrrg—;-sum-)u

5. VVhen you have entered the directly connected networks, press

Ctrl+Z to end the configuration session.

You can also use the show commands (and variations of these com—

rnands related to IGRP) that were discussed in the section on RIP

routing. For example, the Show ip route command now shows the
routing table built by IGRP (see Figure 11.11). Network addresses
marked with a C are directly connected to the router; addresses
marked with an I are those discovered by IGRP.

uyulslu in ruucuas: G *' Imnnactnd. 3 " static, I " IGRP. R 7 RH’. H * nubile. 11 > IIGPD 7 EIGRP, Ell ~ EIGRP cxtcrnal, 0 — OSPF. Ifl — OSPF inter areaH1 - 03?)’ NEW] external type 1. NZ - OSFP NSSR external type 2E1 — 08.?!’ external type 1, K2 — osvn oxtmnual typa 2, I1 — Eu?1 - IS-IS, L1 - Is—ls lalml-1, L2 — 1s—xs 1aun1—2, as — nnurlirlntn defaultll — pa)-usexl gratin: nnlte, n — mm
3 ntui-my of last rasnrl. is mu; snt

1JB.1l!..B/19 is suhllltted, fl subtler:i3fl.1B.32.B is directly nannentad. Ethel-nnI:B130.1B.6!.E is directly nannacted. Sndalfl1.39d.1U.96.lI [1HB/71flD] via 13B..1B.E4.2, 09581287, Seriatlfinpayalll

IGRP sends updates every 90 seconds (as opposed to RIP’s 30-second
interval). Routes not confirmed for 630 seconds are flushed from the

routers routing table. You can View this information using the show
ip route command.

To View a summary of the IGRP routing update messages as they exit
and enter the router, use the debug ip ig rp events command at the

Privileged prompt. Figure 11.12 shows the results of this command.

lf you want to see information related to the update messages such as
the rnenic used (a number representing a value based on all the
IGRP metrics), use the debug ip igrp transaction command. Figure

11.13 displays the results of this command.

...v..wi..;«4~s»;««:w;»~.-ww»«»«:e;~<:::v'*""*_..%..._t,:3‘:-swzmzesizviww-::r;1~::r:.Tv‘*_._“'L:::r
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uyaild bin 1 x 1-p an m:
- v wait ialnligs :15 been:

: yeeniunrl update rum 1ClD.1B.E4.2 an Sal-ialfi
: : Umlatr. rznntains 1 interior, 8 2:]/nhan, and la ext-via» routes.: (GNP: Total x-nutns in updattz: 1= IGI'll’= sanding u]|IIa1.‘u tu 255.255.255.255 -mi athnunucla ¢1:aa.m.32.1>: IGRP: Uprlnt: cuntains 2 iuterlur, B syatun, and la axtm-inn routes.: IGRP: Inbnl ruutcs in update: 2: IGHFE uending ujnlnht (:1: 255.255.255.255 uiu Sarialfl (13G.1B.$d.i): IGRP: Update contains 1 :l.ntur1ar. E ::!M:nIw. and B uxterinr routes.II: IGRP: Ionl route: in update.’ 1: mm‘: received update Eran 13Ia.1u.r:4.2 un Sm-ialla‘ IGBP: Update contains 1 tints:-inn-, E syutan, and E e)¢tm.<inu 1-nukes.‘ IGRP: ‘Intel rnuhas in updabn: 1: !GRP: sending lI}II.lrll.E tn 255.255.255.255 uia Etluu-nntfl (13H.iB_32.1)' IGl'lP= Update contains 2 :i.uLex-luv. 3 system. and B axtux-inn‘ rnuta-.:.. IGRP! Intal routes in update: 2. 1Gl'(P= sanding uvdate to 255.255.255.255 uia Surinlfl (1JB.1I!.E4.1)- IGRP: Update contain: 1 interior, a cyaenn, and 8 nxl:arim< rnutns.. IGRP: Intul routes in update: 1tom: 2-annivell npdatn Eran 1'.iB.1l6.64.2 an samlala

IGHP: Umlate cuntnins 1 in I‘, B Ry-Item, and I2) axtariuu rautoc.IGl'iI'= Total n-uuhw in u dn

nyuyuflflahug ip igrp |§l‘fllI5fl(:tifll’|
[GNP Dfiuluucl dzhugginu is an
- u u

5: IGRPR (landing update to 255.255.255.255 via Etlvarnetfl (13fl.1B.32.1)dD3l): uubnel: 13B.1B.E‘l.K, l7u:C|‘ic='7BBB2 cuhlmt 13B.1B.96.B, ne<-.rie'~?1Bfl
: IGRP: sending update to 255.255.255.255 Ulla Burialfl (19I3.1B.G4.i)' suhnut 13B.1B.32.3. lIoh‘ii:=11fli]Jtamaiuail Ilprlata from 13fl.1B.64.2 nn Sex-ialfl96 Evil: 71 ueiylnhur LIBB)

see ALSO used}: g ‘-
E-.~ Forbm:kg7mI11rIiIy‘?2772mtianoI1IGRI-Lreepngepg. I ’ ' ’

‘and the metiibyailue

For (112 ovemiew afE.vtc7'im' G/zteway Protocols, seepage 95'.

ynamie Roasting Verses Static fieastiasg
The previous two sections of this chapter enabled the router for
dynamic routing. The selected routing protocol (RIP or IGRP)

builds a routing table using information received from neighboring

routers. You can also configure your routers for ytzztic ranting where
you specify the routes in a stauc routing table. Static routing also
requires that you update the routing tables manually.

Static routing doesn’t require die use of a routing protocol. You are

in charge of the routing tables. However, static routing should prob-
ably only be used in cases where the internetwork paths are fairly
simple and there is only one route between the network or networks

serviced by your router and another router’s networks. Static routing
tables cannot react to route changes because of lines going down.
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Let’s keep this simple and use two routers that support networks that
have not been subnetted (several different Class C networks). For

example, let’s say you have two routers connected as shown in Figure
11.14. You want to set up 3 static route from the router at Branch
Office A to the LAN at Branch Office B (Class C network address

194.10.30.0).

Branch Oflicerl Branch Office B

Network Network
Address Address

194.10.10.0 194.10.30.0

Interface IP Address Interface IP Address
Ethemeto 194.10.10.1 Elherneto 194.10.30.1
Serial 0 194.10.20.1 Serial 0 194.10.20.2

Ethernet
0

Serial 0

“F "  
2505 Router 2505 Router

At the configuration prompt (on the Branch Office A router), you

would type the command ip route 194.1o.sm.o 255.255.255.02

194.1o.2o.2. This tells your router (at Branch Office A) to build a

static routing table where network 194.10.30.0 (the LAN at Branch
Office B) is reached by the serial connection between the two
routers, with the interface on the Branch Office B router Configured

with the 1}‘ address 194.10.20.Z. Figure 11.15 shows how this com-
mand would look on the router console.

You would have to provide paths for all the routes served by remote

routers for your Branch Office A router. And because you have a
router at Branch Office B, you would have to use the ip route com—

mand to configure its static routing table to LANS serviced by other
routers (such as the Branch Office A router). '
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npayetlcnnfiir K‘ Inter nunfimu-alzian cnnnanrls, nna pm» Hun. Fm] un-.11 r.N'n./7:.\uu:yu(\:unl'iu)Nip 1-mm: 194.1H.3n.a 255.255.2551! 19-1.1a.2e.2

As you can see, building your own routing tables statically requires a
lot of up—front work. You would also have to update the tables on all

the routers involved if any of the routes changed.

Static routing does provide you with complete control over the paths
that packets are routed on. However, on large, dynamic internet—

works, dynamic routing is probably the way you will want to go
when configuring your routers.

Using Telnet

One big plus of configuring IP on your router interfaces is that you
can Telnet (connect to) another router using the IP address of one of
its interfaces. For example, you have been working with two 2505

routers connected by a serial cable. The router that you are con-
nected to via a serial connection has an IP address of 13096.1 on its

Ethernet 0 port and 13010.64-.2 on its Serial 0 port. You can use
either of these IP addresses to gain entry (Telnet) to the other router.

After connecting to the router, you must provide the virtual terminal
password that was configured on the router.

Using Telnet to connect to another router

1. At the user or privileged prompt, type telnet [ip address],
where ip address is the IP address of one of the interfaces on

the other router. To Telnet to the Olive router, directly e0n—

nected via a serial connection to our Popeye router, type telnet

13o.1e.9e.1 (the IP address of its Ethernet 0 port), and then

press Enter.

. You are connected to the other router and asked to provide the

virtual terminal password. Type the virtual terminal password,
and then press Enter.

You are now logged on to the other router (see Figure 11.16).
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Hzpnyallteln 13fl.1B.‘7fi.1flying 13H‘ __ Dllevl
mar nausea |lar:lfiea¢:inn

rusxuurd:- Lin 5 )

urefthe route

If you know the enable password, you can enter the Privileged mode
on this router and even change the configuration of the router

remotely. VVhen you have finished working on the remote router,

type quit at the prompt. You are logged off the remote router and
returned to the prompt for your local router.

Telnet is a great tool for connecting to remote routers and monitor-

ing or configuring them. It’s as if you are sitting at the console com-

puter directly connected to that router.
SEE ALSO

’ For iizfommtfon an sming tbe vimml [em/1'm1Ipn.muarrl mlmz firrt zranfignrizlg r/Jr rozmv; see
page I 29.
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introducing EPX/SPX
Novell NetWare is a popular network operating system (NOS) that

has provided file and print server functionality to LANs since the

early 1980s. NetWare has its own proprietary network protocol
stack called IPX/SPX. IPX is similar to TCP/IP in that the proto-

cols that make up the IPX/SPX stack don’t directly map to the layers
of the OSI model. IPX’/SPX gained a strong foothold in early local

area networking because it was strong on performance and did not
require the overhead that is needed to run TCP/IP. For many years,
NetVVare was the leading NOS of choice and can provide client
machines with access to LAN and VVAN resources.

NoVellNetWa1'e is an excellent example of a pure
client/server-based NOS. Computers on the network are either

clients (who receive services) or servers (who provide services).

IPX/SPX is a routable protocol and so important to our discussion of

routing and Cisco routers in particular. Figure 12.1 shows the
IPX/SPX stack mapped to the OSI model. The next two sections

discuss the protocols in the IPX/SPX stack and how IPX addressing
works.

osr Model IPX/SPX Stack,“

Application

Presentation
Netware

Shell

‘ IPX

fl
IEEE Architectures (Ethernet, Token Fting, etc.)WAN Protocols (PPF, Frame-Ftetay, etc.)
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SEE ALSO

33' Hi)‘ rz quick review ofIPX/SPX in 7-elrmlm to other 11etwarlcingp1'otocnIr (.\‘II¢.‘/J at TCP/IP and
App/€771//e), see page 48.

Fe Fora quick review oft/1e OSI1;/ode/, 539 page 34.

Routing-Related IPX/SPX Protocols

As with TCP/IP, a number of different protocols with different
duties make up the IPX/SPX stack. For example, the Natl/I/Fire Core
Protocol (NCP) handles network functions at the Application,

Presentation and Session layers of the OSI model. The NetW711‘e
VLMs (Virt1mlLo/Id/zble Modules) establish and maintain network ses—

sions between the clie11t and sewer. More important to this discus-
sion of roufing are the IPX’/SPX protocols that are involved in the
routing process:

a SPX (Sequence Packet Exc}21mge)—A eonnection—oriented trans-
port protocol that provides the upper—layer protocols with a
direct connection between the sending and receiving machines.

SPX uses virtual circuits to provide the connection between

computers and will display a connection ID in the SPX datagram
header (SPX is similar to TC}? in the TCP/ll’ protocol).

IPX (Internet Package Ext}:/Inge Progmm)—A connectionless

transport protocol, IPX provides the addressing system for the

IPX/SPX stack. Operating at the Network and Transport layers

of the OSI model, IPX directs the movement of packets on the

internetwork using information that it gains from the IPX

Routing Information Protocol (RIP).

RIP(Ronting Infimn/ztian P1'otoml)~—A routing protocol that uses
two metrics, clock ticks (1/18 of a second) and hop count, to route

packets through an IPX internetwork. IPX RIP (like TCP/IP
RIP) is a distance vector—rouu'ng protocol that builds and main-

tains routing tables between IPX—enabled routers and NctWare
servers.

SAP (Service Advertisenmzt Pr0tocol)—A protocol that advertises

the availability of various resources on the NetWare network.

NetWare servers broadcast SAP packets every 60 seconds, let—

ting client machines on the network know where file and print

1” ' the 'co”rnpiiter world: fade’ 7“
3 Go'odquesti’on'”
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services can be accessed (each type of service is denoted by a dif~

ferent hexadecimal number in the SAP packets).

an NLSP (NetW?t1‘e Link Services P7'otoml)—A Novelhdeveloped

link—state routing protocol that can be used to replace RIP (and

SAP) as the configured routing protocol for IPX routing. The

RIP/SAP relationship will be discussed further in the

“Configuring IPX Routing” section of this chapter.

As you can see from the discussion of TCP/IP in Chapter 10,
“TCP/IP Primer,” IPX/SPX is a comparable stack (although it does

operate somewhat: differently). It has several different protocols that

operate at the lower layers of the OSl model (Networking and Data
Link) and are involved in the routing process. Before you learn how
these protocols interact to make routing of the IPX/SPX packets a

reality, you’ll learn how IPX/SPX provides an addressing system that
defines networks and clients on the network.

flttalferstanding EPX Addressing

IPX addressing uses an 80-bit (10 byte) system (remember, TCP/IP

used a 32-bit system), which is comprised of both network and node
information, making it a hierarchical addressing system like IP
addresses. IPX addresses appear in hexadecimal format and are bro-

ken down into two parts. The first part of the address, which can be
up to 16 hexadecimal characters in length (this part of the address is
32 bits), is the IPX rzerzvork number. The remaining 12 hexadecimal

digits in the address make up the node address (which makes up the
remaining 48 bits of the address). Figure 12.2 shows a typical IPX
address for a node on a Novell network.

The question then arises as to where the network number comes

from and where you get the node address information. I’ll discuss the
network number first.

When the first NetWare server is brought online in a Novell LAN, :1

network number is generated during the server software installation.
This hexadecimal number becomes the network number for the

LAN, no matter how many additional NetWare servers (additional

file and print servers) are added to the LAN. So, all client machines
(and additional servers) on the LAN will be assigned the same net-

work number (such as 763B20F3, shown in Figure 12.2).



222

PART Ill

Understanding IPX Addressing CHAPTER 12

Network Number

763B20F3. OO.60.08.AC.01.74

Node Address

VVhen another new LAN (a separate network entity from the first

LAN brought onlinc) is brought into service, its network number
will be provided by the first NetWare server brought onljne on that

particular LAN. So, IPX networks are differentiated by their net-
work numbers (whereas IP networks were differentiated by their
subnet masks and the subnet bits in the IP addresses). Any routers

that play a part in routing packets from a particular LAN will be
configured with the network number for that NetWare LAN. This
means that the Ethernet 0 interface on the router is connected to a

particular NetWare LAN, so it will use that LAN’s network number
in its interface configuration.

‘Dealing with the node address for IPX clients is a real no—brainer. It

is actually dynamically assigned to the nodes on the network and _ - I-Erma M.“ We. he
consists of the MAC address on their network interface card. So, an 3 v NE-’[\Ngfl( infb,ml;,fig' '

IPX address is the network number followed by the computers MAC if Sfifeeifis from ‘N’-VMODIYOE.‘
address. Figure 12.3 shows two nodes and a sewer on the same " windmii f ’ i A I‘
NetWare LAN.

SEE ALSO

For infm/mtivzz on. MAC lmrrlw/Ire zrddremr, see page 4;.
For ll qitick review nf11at'mm'k iizteifizce rank, see page 13.
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The NetWare sewer provides the
network address for the LAN.

NelwareNetwork Address Server7S3B20F3

%VOW<>55iF5"0"l

§ ..J..-—'

Workstation Workstation
IPX Address for Node IPX Address tor Node

763B20F3. 00.60.0B.AC.01.74 763B20F3. O0,C0.09iAC.44.07

Network MAC Network MAC
Address Address Address Address

Understanding SAP

One other aspect of NctWare that I must discuss before I can turn to
the configuration aspects of IPX on a router is the part that SAP
broadcasts play in [PX networking. Novell servers broadcast SAP
announcements every 60 seconds. These broadcasts consist of all the
services provided by the server making the SAP announcement and
any other services that the server has learned about that are provided
by other NetWare servers. The information that a particular server
has gathered about other servers and the services they offer is logged
in the server’s SAP table.

VVhen 3 pardcular server broadcasts a SAP advertisement, it is
actually broadcasting its entire SAP table and is providing the SAP
information to any server (or router) on the network that cares to
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listen (and all sewers do). This means that the SAP informauon is
shared among the servers.

Cisco routers that have interfaces configured for IPX will also build
SAP tables and broadcast their SAP information to the networks that

the router’s interfaces are Connected to. Cisco routers don’t, however,

forward SAP broadcasts from one Novell LAN to another but

broadcast their own SAP table (which is :1 srunlnary of the services
offered by each LAN connected to a different router interface). The

router provides a summary of all the different LAN SAP tables to
each of the different networks. Figure 12.4 shows how the Cisco
router would collect the SAP tables from the different networks.

The Router builds a summary SAP labia '
and broadcasts hack lo all Nelwaue » ., NGKWBTS 397‘/9|’Sewers on [he lnternelwork. _

SAP Broadoasl
from Nelware

SAP Broadcast
Irom Netware

SAP Broadcast
(tom Narware

Configuring PX Routing
Now that you have :1 feel for how IPX addresses work and the
IPX/SPX protocols that are involved in routing, you can configure a

router for IPX routing. First, you must start the IPX routing

process, and then individual interfaces can be configured.
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Enabling IPX flouting

‘I. At the privileged prompt, type config t, and then press Enter.
This places you in the Global Configuration mode and you are

Configuring from the console terminal (“t”).

2. Type ipx routing at the configuration prompt, and then press
‘nter. The configuration command is entered (see Figure 12.5).

-opeyellnnnfig c
nus» ennfigurntion cnnnnlldn, am: pm‘ Iinn. End with cmwz.

»mpaye<u:a nfigfllfipx Puntingnpaye(cunFl_u)|l

3. To complete the process and exit the Configuration mode, press
Ctrl+Z.

4. You may have to press Enter again to return to the privileged
mode prompt.

You can easily check and see whether IPX routing has been enabled.
Type show protocol at the prompt and then press Enter. A list of the
network protocols enabled for routing will appear (see Figure 12.6).
Inforn1a’u'on related to the protocols is also provided for the inter-
faces on the router.

‘I Dliuyullslww prntncal* lubal Values:
Intru-net Pvnlznnul wanting is enahiadIPX routing is enabled

' thernetfl 1: up, lim-. vorncnl in up
= EIntel-nut zuldnss is 3B.1B.6-L1/17IPX adtlrass is FB'7C2EOF.EB19.'7b3a.5fll13
fa.-ram is nu, line ‘protocol in In

P
Internal: mini».-.3; is 133.19.22.1/19mi nddrnzx i: 763D28F3.flH1B.7h3n.!$t1h3P1311 is duun, line )1:-utucol is drumInternal: address is 15.96.V.|.1/11pnynll

VVhen you turn on IPX routing using the ipx routing CO111I11a11d, this
also automatically configures IPX RIP as the routing protocol. As
mentioned before, RIP uses hop counts and clock ticks as the metric

(the RIP used for IP routing used only hop counts). The way in
which the two metrics work together is pretty straightforward, if two

paths to a particular destination are found (using a router’s lPX rout-
ing table) that have the same hop count (say, five hops). The more
recent of the entries in the routing table, the path with the least
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number of clock ticks, will be used as the route for the packets. The

reverse is also uue; when paths have the same tick count, the path
with the fewest number of hops is chosen.

Figure 12.7 shows an IPX internerwork where two paths exist

between two computers (one sending, one receiving). The paths have
the same number of hops Ifyou look at the ticks for the IPX
route via Network 2 (3 serial connection between router A and one

of its neighbors), however, it has only 3 ticks, making it the path that
router A will use to forward the packets.

Network 5 Receiving Compuier

Network 1 Network 2

Sending Computer Router A

IPX Routing Table for Router A
Network 5 [5l2] via network 1
Network 5 [3/2] via network 2

Worksta
Ticks Hops

terieeee with Wfieniigtiring %oi,ater

After IPX routing has been globally enabled, you can configure the
router interfaces that you will route IPX on. The interfaces must be
configured for a particular IPX network (dictated by the network

rnoré iabdutithis inihe ‘see’-f
tion "Configuring Hu'ut‘ei
interfaces with IP)(.’'.: V’ .

219
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number generated by the first Novell server up and running on that
LAN). Because the node numbers are supplied by the MAC

addresses of the interfaces, you don’t have to worry about that.

It would seem that configuring IPX is easier than dealing with IP

routing. But hold on, IPX throws its own curve at you related to the

encapsulation type set on LAN interfaces on the router.

LAN interfaces

All data on a network is encapsulated in a particular frame type as it
moves over the network media as a bit stream. Encapsulation is

pretty straightforward with LAN protocols: Ethernet networks use
an Ethernet frame, Token Ring networks use a Token Ring frame,
FDDI networks use an FDDI frame.

Well unfortunately, NctWare supports more than one frame type for

the popular LAN a.rchite<:tures—Ethernet, Token Ring, and EDDI.
And if you don’t configure your interfaces with the correct frame

type or types, they aren’t gohig to talk to nodes on the network or
other routers on the internetwork.

NctWare actually supports four different frame types for Ethernet.
Because Ethernet networks are so common, Table 12.1 describes

each frame type and where you might run into it. The Cisco IOS

command (the word you use to set the Ethernet frame type on an
interface) is also supplied.

Novel! Ethernet Where You Cisco IOS Command
Frame Type Find It

Ethernet 802.3 Default Frame Type for novell — ether
early versions of
NetWare (versions 2-3 .1 1).
This is the default

[tame type chosen when
you enable IPX routing
on the router.

Ethernet 802.2 Default Frame Type for
NetW'are versions 3.12~S.
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Novell Ethernet Where You Cisco 108 Command
Frame Type Find It

Etllernet II Used in networks running a Ppa
TCP/IP and/or DF.Cnet.

Ethernet SNAP Used in networks running snap
TCP/[P and/or AppleTalk.

You can specify multiple frame types (encapsulations) on a particular
router interface, but each encapsulation must use a separate network
number. You are, in effect, using different “virtual” networls to route

the different frame types over an interface (when you check the net~
work number on a NetWarc server as described in the earlier side- 1. sum. tout .2,V _

‘ _ A FUD! HAW (HJDI rra
bar, there 18 actually a different network number provided for each of ; ' t|1atd0n'fmg’efme [E5

the different Ethernet frame types). ' 39903)?‘ ‘ 1 1

So, configuring a LAN interface for IPX means that you must supply
the network number and the encapsulation type (or types) for the
interface. The node address is a given because it is the MAC address
of the interface.

Configuring IPX on LAN Interface

1. At the Privileged prompt, type config t, and then press Enter.

This places you in the global configuration mode and you are
configuring from the console terminal (“t”).

. To configure an Ethernet port for IPX (such as Ethernet 0), type
interface ethernet 0 at the configuration prompt, and then

press Enter. The configuration prompt changes to config—if, let-
ting you know that you can now enter the IPX information for
the interface.

Type ipx network : ipx network "network number" encapsu1a~
tion "frame type", where network number is the NetWare net-

work number provided to you by the NetWare administrator.

You must also provide the encapsulation type in this compound

command. Suppose you are connecting an Ethernet interface to
a Novell network that is running Novcll IntraNetWare 4.11.

This NOS uses the Ethernet 802.3 frame (the Cisco IOS com-

mand is sap). Therefore, a complete command would be ipx
network f87c2e@f encapsulation sap (see Figure 12.8). Press
Enter to execute the command.
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' opayallcnniig‘ t
nter configuration nnmnands, mm per linu. End with CNH./Z.H \ nm...(mnr 9)lM|)Le1~fax:e E'.’)Ill‘i1EC H

‘ uyuyu(cunfig*if)Ni]n¢ nekunrk l‘G’?c2eBF cnlrnpsulutinn sap- apeyu(cnnIi§'-if)||

4. To complete the process and exit the Configuration mode, press
Ctrl-1-Z.

5. You might have to press Enter again to return to the Privileged
mode prompt.

Now you can take a look at the [PX configuration for a particular
interface. For example, to check out my Ethernet 0 interface (after

configuring it for IPX), I would type show ipx interface Ethernet 42)
and then press Enter. Figure 12.9 shows the IPX i11for1nat.ionfo1‘
Ethernet 0 on a 2505 router.

pnpnysllrhnw ipx ilIl:e|~Ear:e alshex-nat HE:|a1'nel:fl in II , linn pl-nrocnl is upIPK adflrens n FB7CZEBF.BElfl.7'lI3a.5Dl.v3. SOP [uh]
Delay nf this [PK nabwur . in ticks in 1 tluruugllpub 6 link dalay 9IPXHRN prncwaxing nut enabled on this inturfann.IX‘)! sm'- update illtorvnl is 1 ninIIte(c)
IPH type 20 17rnpaga\:lnn packet Euvuamiirlsl is dinahlzlilnannmg accesn l1n(: is not setOutguing EIIDESB liar is nut set1!’! helper access list in Inn: ::At
snr nus mum-.n:ing enanlad. Iluldy 6 ns. uutmfl: filter list in rm: sotSM’ Irumt filtnr lixi.‘ is nut satERP Output Filter list not szt$1? Rnutur Filter list 1: not actInput Filter 1131: is nut: nubOutput filter list is nul: nab‘(hunter filtar list is nnl: set
Mathias Input llnnt access 1191: 14: not: satNaehion Input bytes accuus list in nut sol.-
Necllinu output hast access list L1; not set:Nat.-bins Output bytun acazasn list In nae satUyulatax: anal: 60 seconds, is ing multiples RIP: 3 NIP: 3
cap inberparnlmt delay in 5? 11:. maximum size is use hytc:RIP intex-paukeb delay is 55 ns, maximum 2529 in 432 hytaxIF)! accounting is disabledIPX rut suitchirlu is cantigux-an (nnahlad)
RIF packet: remxiverl 9, RIP packets aunt 173SM’ packatzz renaivzll 9. SM’ uuckatz; snnt 4. I nlzuycfl

f um.-yea

SEE ALSO

For (m ow.-ruicw oft/Jep Cixca IOS and the drfilerelzt IOS 7;/adex, we page I42.

WAN Entefiaees

Serial interfaces (using WAN protocols) are configured exactly the

same Way that you configure a LAN interface for IPX. However,
because WAN protocols use their own encapsulation types (they use
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the frame type supported by the WAN protocol that they are config-

ured for), you don’t have to provide an encapsulation type with the
IPX network number as you do for LAN interfaces. The encapsula-

tion type for WAN interfaces is set with a separate command where

you have to provide 2 WAN encapsulation method such as PPP or
Frame—Relay. The default is HDLC (you will learn how to set differ-
ent WAN encapsulations like HDLC, Frarne—Relay, and PPP in

Chapter 15, “Configuring WAN Protocols”).

Figure 12.10 shows the configuration parameters for a Serial 0
interface on :1 2505 router. One thing that you must remember when

configuring serial interfaces is that two connected serial interfaces

(two routers connected to their serial interfaces by a Fran1e—Relay
connection) must: inhabit the same IPX network. This isn’t unlike IP

routing where connected serial interfaces had to be on the same IP
subnet.

Em]. tlitll GNTI./Z.

SEE ALS 0

lie For /I qzzicle review ofI/V/1NprotoL‘u/s SIIC/J as HDLC mm’ PPR see page 65.

After you’ve configured your router or routers to route IPX, you can
View the IPX routing tables that are built by the routers. These

tables show the networks that the router is directly connected to and
other networks that the router has learned about from other routers.

You can enter this command in the User or Privileged mode: type

show ipx route. Then press Enter.

Figure 12.11 shows the IPX routing table for a 2505 router con-
nected to another 2505 router via a serial connection. Notice that

two networks (763B20F3 and F87C2EOF) are directly connected to
the router (denoted with a capital C). Also notice that Network
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B86CO33F (connected to the Ethernet 0 interface on the other

router) is shown in the routing information and can be reached in 7
ucks and 1 hop (7/1).

n5eyE>SDflu ipx x-nuts:.2 2:: It — Cnnnnntad urinary net:\m1~}1. c — Connected srscundary natum-)<S - Static. F * Floating static, L — Luca]. (internal), ll 4 IPHURNR - RIP. )1 7 1316111’, N — NLSP. M - External, I? — nggregatn:: — serznmis. u — uses
Intel IF)! 1-nukes. Up to 1 parallel paths and 16 Imps alluuarl.

' a default vault: Ia-nun.
7331123113 (HIP). Sela

I 1'57G2EflF (sm=>. Hm11360333!’ [B7/BL] uia '?63)l2Bi73.EB1l!.‘Jb3a.5Bc3, 53;, sen
p um: us)

This network is in the routing table because this router received IPX

routing information from the other router that it is connected to.
This is how IPX routing tables and routing tables in general, no mat-

ter the protocol, are built. Connected routers share information
about the in ternetworlc topology.

A couple of other commands that you may find useful when monitor-
ing IPX routing are show ipx traffic and debug ipx routing activ-
ity. The show ipx traffic conunand enables you to View the number x

and type of IPX packets that have been sent and received by your
router. Figure 12.12 shows the syntax for this command and its
results.

n|)uI]e>:l)\u\1 ipx traffic:
ynten Traffic for fl.BB9B.DflBH.l)W]1. Synteln-Name: papayacud: - 235 total. 2 Eurnat nu--u»s, 9 ::I\e|:)<:: . umsurx. B had Imp count,1-) packet: pitclimi, 217 lnnal duulin iuru a nulhicaetcart: 213 received, 454 sanl.
ant: 445 generated, a fox~\m.rrl=rl‘I encalisulntinn failed. (6 nu rnuizuB SM‘ rnquests, B SM’ replica, B an-var:nr Nam-est Nan: x-mmes. u repliesF Gnnnral Hans requnstz, ll l‘E]!]J.E.'.‘P Edwin-ticnnanrs rennivml, E1 wantP flan]: updates: Hunt. 3 SM’ En:-Mal. u:n'u)-:1

P x-enmexts, I) III!’ 1-uvlix-,5. 3 ruutca;RH’ azluertinnmanta xucesluud, 443 sent
11’ flash updates sent. B RIP Enrnat an-01's1:: d 8 requests, 8 replies: I: B requests, B rapliurnImnIlII= 0 nu nnckat, 5 Filtered. nn IuelpnD EflPs tlmnttlzd, freed NT!!! 19.?! VIRto]\dIm5

a packet: 1-acnivad, B repliux synufedmm: lengths:
IFX ilunlt: B. 80)’ B, RIP D, (INS DSM’ Llvruttling length! B/(nn limit), B net: yanrling lust rnuta 2-aplyDelayed prunes: creation! 3IGRI"-‘ Tnhil I'm:I:i\Ied El, nenl: D
llpdntca runeivall H. sent 6Q1131-is: 1‘nI:ei.I.IaI! , cunt BRejrlius received fl, maul: BSn)’: rauaiuefl B, mint 3Lnual-'1 Hell-1:: naueivud 3. soul: B
PI)‘ Ilellu 1-euaivzt! IL sent I!Lcvelii LSPG rcccnved B. aunt inLS1‘ IIuh~anm-d:2:inm:: BLS1’ ulxaukaun at-mu‘: 1'Bc¢Ii.Ued: E1L91’ IIT=B cl|aI:l<sIAnI nu-nu-n vacniunlli BLevel-1 CSNPS recniuad - Hull’: 9Leue1—1 FSNP! 1-omziuud B aunt B

.. :-.-:~l:w-:n:a:nu-«=5»are-«xxx:-.-sass C:
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The debug ipx routing activity command is a little different in that

it doesn’t provide a static table of information like the show ipx

route and show ipx traffic commands (those commands are like

snapshots of the current status of the router). It actually lets you see
the R P and SAP broadcasts as your router sends and receives them.
You must execute this command in the Privileged mode,

. Eayalldcbug iyx muting nativityranting dahugging is ann a -

dl9l;ii= 1PKRlP= pnniting full update to '?S3ll2GP3.PEPP.ffFf.ffFE uin Sax-1.118 (hrnnllcuutcmzh: IPKRIP: .~n-e='7£.3B2m1a.un1o.'Jb3a.5mz3, dct—‘-7fi3E2BF3.ffFf.£'fFFJEFF, packet sent(19211: nu!-Imrk l‘B'ICZEBF. Imps 1, delay 7
E10211: IPKHIP: uyllntu from 763B2lbF3.BBLB.7h3a.5B|:3 ;_dlalll: DHGCBJSP in 1 Imps. Llulny 7 ;"
:§2)I= IPHHIPE positing full. uvrlatu to FB'n‘02EBF.EffF.fffE.ffEf via Etluermztfl (lu~nm1czt~.

:lB2h: IPHNIP: r:x~o=FB7GZEBF.Bl!1E.7h3a.SBb3, Iiu(:—"F§l'?C2IEllF.ffIF.lTl‘F.FfFF. packet mm: untunlk llh‘6Cid33F, Imps Z, (Inlay 3network 7631322171, pa 1, rlalzy 2

After you turn on debugging, you will find that you really can’t do a
Whole lot else on the router because incoming broadcasts keep inter-
rupting your comrnands. This next command is pretty much worth
the price of this book: no debug ipx routing activity. This com—

tnand shuts off the IPX debugging. Never turn it on if you can’t
remember how to turn it off.
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Understanding Appieiair

AppleTalk is a routable network protocol stack that provides network
connectivity for peer computers (typically Apple Macintosh comput-
ers) that want to share files and other network resources such as

printers. AppleTalk has its own suategy for network addressing and
the grouping of computers into logical workgroups, called zmzer.

Because there always seems to he at least a few Apple computers at

every company or institution for multimedia and desktop publishing
tasks, it makes sense to be able to route AppleTalk on a Cisco router
and allow these computers to share information over an internetwork.

Macintosh computers come equipped with a huiltein network inter-
face that can be attached to a hub or other connectivity device using

an Apple shielded twisted—pair cable (You have been able to network
Macs since they arrived on the scene. The new PowerMacs and G3
computers ship with builtein Ethernet ports). Macintoshes that are

integrated into other network architectures can be outfitted with an
additional network interface card for that particular architecture

(such as an EtherTa].k card). AppleTalk supports Ethernet

(EtherTalk), 'lbken Ring (TokenTalk), and FDDI (FDDITalk).

Figure 13.1 shows the protocols in the AppleTalk stack that reside at
the lower levels of the OSI model. These protocols are used by com-

puters and routers on the internetwork to exchange information such
as the location of resources (a server or printer) These protocols are
discussed in the following list:

' DDP (Dzttugmm Delivery Pr'otocal)—A Network layer protocol

that provides a conncctionless datagram delivery system similar
to UDP in the 'l‘Cl’/IP stack.

' AARP (Apple'1/‘I1/aAdd7‘e:s Rexolutiurz P1‘ot0col)—A Network layer

protocol that resolves AppleTalk network addresses with hard-
ware addresses. AARP sends broadcasts to all stations on the net-

work to match hardware addresses to logical destination

addresses for packets.

ZIP (Zone Iizfbrmatiaiz P1'otocal)-—A Network and Transport layer

protocol that is used to assign logical network addresses to nodes
on the network. This protocol is discussed in more detail in the
next section.
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0 RTMP flouting Ykble Mzzintemmce Protoc0l)——A Transport layer
protocol that is responsible for establishing and maintaining
routing tables on routers that are enabled to route AppleTallc.
Routers periodically broadcast roufing table information to

neighboring routers providing the hops to and the locati on of
AppleTalk networks on the internetworlc

NBP (Name Bindiazg P7'0t0c0l}—-A Transport layer protocol that

maps lower layer addresses to AppleTalk names that identify a
particular network resource such as a printer sewer that is acces-
sible over the internetwork.

D 2 L' k
IEEE Architectures (Ethernet, Token Ring, etc.)

Physica|

SEE ALSO

For'ge21ei7Il infizrvmrtion WI App/e'I?I1/e in 1'el11ti071 to otber rzetwar/aing rt1'clJiter£m'exr111tIa [oak
at tbs/1ppIe'I}1lk protoL'01rt(Ic/e, see page 49.

AppleTa|k Addressing

AppleThlk uses a 24-bit addressing system that identifies the network
segment that the node exists on and the node address itself, which
identifies the actual workstation or server.



237

Aop|eTalk ph_asef
‘~ the a'pbropriat ad
5 schemeifor riroiperly~Vconiig;:: ‘

: ’ riring Cisco routers for the
Vj ‘muting ofAopleTall<) ~

Dynamic addressing , _
versus static addressing’

Asalready ho'fe‘d,’ ~. " 5 ‘
Macintosh computers Z I
dynamically generatea net-
work node number on the
network. In stark contrast
is Novell Netware (running
lF‘X/SPX)where the node
address is assigned stati-
cally using the computers
MAC hardware address.

PART lll Routing LAN Protocols

CHAPTER 13 Routing App|eTa|k

The network address is 16 bits long and the node address portion of

the AppleTalk address is 8 bits. Because the number of bits is always
fixed for network and node address, you cannot subnet AppleTalk

networks as you can with IP addressing. Written in dotted decimal
format, the AppleTalk address for particular node would take the for-
mat: network.node.

Network addresses are assigned to the various AppleTalk networks

by the network administrator and can be a single number designating
one network on the network wire or it can be a range of network

numbers specifying a number of networks on the same wire. For
example, a network address designated as 10-10 means that only one
network (network 10) exists on the physical Wire that the computers,
Various hubs, and printers are connected to. A range such as 100-130

would designate multiple networks inhabiting the same network
wire. This would be referred to as a table range.

VVhen multiple network numbers inhabit the same AppleTalk net-
work segment this segment is called an extended regmerzt. Those with
only one network number are called norzexterzded. Each extended net-
work segment can have 253 node numbers associated with each of
the network numbers assigned to that particular physical network.

Figure 13.2 shows an AppleTalk internetwork with a large LAN
made up of extended segments and a LAN that is a nonextended seg-
ment. The fact that multiple network addresses can be assigned to

the segment (with each network number limited to 25 3 nodes) makes
it possible to put a large number of nodes on any one network seg-
ment. Remember that the 8-bit node address limits the number of

nodes available, so increasing the number of network addresses avail-
able on the network segment increases the number of nodes you can

place on it.

AppleT1lk node addresses are very easy for the network administra-
tor to deal with because they are dynamically assigned. VVhen a
Macintosh comes online with the network, the computer will send

out a Zll) broadcast to determine the network number or range of
network numbers available on the Wire. It will also generate a ran-

dom node number. The node determines whether the node number

is already in use by issuing an AARP broadcast.
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Network 100-115

Large AppleTalk LAN Each Mac
with mumple network represenls 3

numbers p Y . group ofv — » = » I workstations

Network 10
Sma|lAppleTalk LAN
wllh single network

Scalability of App|eTa|k network is number
controlled by the use of single or mulliple

network numbers on a segment.

Each Mac
represents a

group 01workstations

If the chosen node address on the network number is already taken,
the computer will generate another random node address and send

out a new AARP broadcast. If the computer finds that all the node

numbers are used up on a particular network number, it will choose a

new network number and then continue to attempt to take posses-
sion of random node addresses on that network (in cases where
extended segments have been configured).

After the computer finds a network number and an appropriate node
number combination that is available, it will use that address (net—
work.node) as its permanent network address. For example, a com-
puter on network 10 that takes possession of node number 200
would have the permanent address of 10.200.

:..—.m;.~.r;r...;».,u.

"'......~,.....,....v....4,;



239

PART Ill Routing LAN Protocols

l3HAPTEB13 Routing AppleTa|k

SEE ALSO

Fa1'i71jb7'I1mtimI on IP.vu1metting, res pnge 180.

Appleialk Zones

Another network management tool provided by AppleTalk is the

ability to divide the AppleTalk network into zones. Zones are logical
groupings of users, similar to the concept of Workgroups in
Microsoft peer-to-peer networking. For example, you may have your

desktop publishing staff spread throughout your building; let’s say

you have Mac users in the Marketing department, some in the
Publications department, and so on. You can group these desktop

publishers into a logical networking group (known as a logical zone)
even though they are attached to different segments of the physical
AppleTalk network.

Grouping all the desktop publishing staff into the logical zone “desk-

top” allows these groups to advertise for and access printing and
other network services that are spread throughout the building.
Routers enabled for AppleTalk will actually build zone tables that can

forward broadcast messages from segment to segment on the net-

work, if they are part of the same logical zone.

Zone names are flexible and contain alphanumeric and numeric

characters. Marketingl would be a legal zone name as would

destkopA1. Figure 13.3 illustrates the concept of combining

AppleTalk LAN segments into the same zone;

fioniiguring fippleieik Rotating

_ When you enable Apple'I2alk on your routers and then appropriately
: ~ iiohj_onvgAppleTelk;_cheC ' configure the router interfaces, the routers will build routing tables

" °”‘A9pl9 C.°”‘Pl“e"g , ‘ that contain network path information much like IP networks. These

~ : For more general ihfnrma

".t ' .
(;1.:1:p-rf;y;:c11- routing tables allow routers on the internetwork to forward packets

g. 'pplé'_‘cb']i']‘ Addmgna on to the appropriate router as the packets move from the sending
d“””'"9“‘3“°” node to the receiving node.
AppleTaIk and the Disc’

IOSV can be fountl at " Before you can configure the router interfaces for AppleTalk routing,
WWW‘ °15°° ' cw: f ‘ you must use a global configuration command to turn AppleTa.lk

routing on.
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Second Floor

First Floor

Enabling AppleTall( Routing

1. At the Privileged prompt type config 1:, and then press Enter.

2. Type appletalk routing, and then press Enter (see Figure 13.4).

3. To end the configuration session, press Ct1'l+Z.

guratlnn lznmvancls arm per line. End. uith CNIL/Z.gmagupla t.-rm 3-nuéi rugIuIuye(I:nlIfi§N1

4. Press Enter to return to the Privileged prompt.

VVhen you use the appletalk routing command, RTMP is configured

automatically as the AppleTalk routing protocol, so it doesn’t have to

be configured separately (as RIP and other IP routing protocols did).

> L:Jsé‘dto._‘;utIVt1;riei‘\/_vcV_1r:‘
ségmentsinta one lugii.
cal vi/nrkqroup.

before intérfaees Eah
configured;

ms,‘
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Now that AppleTalk routing has been enabled, the interfaces that
will be involved in routing AppleTalk packets can he configured.

Both the cable range (the range of networks on each segment) and

the AppleTall< zones that will be used must be configured on each
interface. Figure 13.5 shows two different sites connected using
2 5 O5 routers.

AppleTnlk LAN 1

At: 1-1 0, desktop

P0995/9

At: 11-11, WAN_ CONNECT

At: 11-11,WAN_CONNECT HDLC

Al: 12-20, multimedia

AppleTaIk LAN 2

Each LAN uses a cable range (providing a greater number of node

addressing possibilities) and the WAN connection uses one network
address (which much he configured on the serial port of each con-
nected router). For convenience, the WAN connection is also pro-
vided a zone name: WANCONNECT.

Table 13.1 summarizes the configuration information for the

AppleTalk network shown in Figure 13.5. We will use this configura-
tion information as examples when we configure the LAN and WAN

interfaces for AppleTalk in the next two sections of this chapter.
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Interface A Ceble liange Zone‘

Ethernet 0 1-10 Desktop
Serial 0 11 WANCONNECT

Ethernet 0 12— 20 Multimedia

Serial 0 I1 . WANCONNECT

Ceniiggurieg LAN lnteriaeee

Configuring LAN interfaces for AppleTa.lk is Veiy similar to config-
uring LAN interfaces for IP or IPX. Network and zone information

must be supplied in the Configuration mode for the interface you
want to configure.

Configuring a LAN interface for Apple-Talk

1. At the privileged prompt type config t, and then press Enter.
You will be placed in the Global Configuration mode.

. Type interface ethernet 0 (remember you can abbreviate your
comniands), and then press Enter.

. At the c0nfig—ifpr0n1pt type appletalk cable -range 1~10, and
then press Enter. (Use the cable range you have determined for

your Applelialk LAN This specifies the cable range for the
LAN that is connected to the LAN interface on the router.

. To specify the zone for the interface, type appletalk zone desk-

top. Desktop is the name I am using as a sample LAN zone; you

would enter the name of your zone. Then press Enter (see
Figure 13.6).

g“'in: H , flue par linn. End with GNU/5.
a

sys(I:nnEi91‘.1.f>|lam)l.sta].l-C nabh-1-anga 1—1E
ny:§I:nn£3£_g_{§;§i“,*uta1!c =on: rluclstnp
syn can 11-

am iiircsrniaiio '
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5. To end the configuration press CtIl+Z.

6. Press Enter to return to the privileged prompt.

This procedure would be repeated for each LAN interface you want
to enable to support AppleTall<: routing. Remember to provide the

correct network range and zone information for each interface.

Inadvertently using the same cable range twice would be similar to

using the same IP address on two different router interfaces; you
Won't get the routing that you expect between the networks.

Configuring WAN interfaces

Configuring WAN interfaces is very straightforward. You must con-

figure the serial ports involved on each router for the appropriate
WAN protocol. You must also configure these interfaces with the
appropriate network and zone information. Two routers connected
via their serial interfaces will have the serial interfaces configured so

that they are on the same network and same zone (similar to IP
addressing, where both routers must have the connected serial inter-
faces on the same IP subnet).

configuring a WAN interface for AppleTalk

1. At the privileged prompt type eonfig t, and then press Enter.

You will be placed in the Global Configuration mode.

2. Type interface serial o (remember you can abbreviate your
commands), and then press Enter.

. At the config—if prompt type appletalk cable~r‘ange 11. Use the

network number you have determined for your WAN connec-
tion. Then press Enter.

. To specify the zone for the interface, type appletalk zone wan -

connect (wanconneot is used to provide a zone name for the serial
coiinection and also used as a reminder that this is a WAN

connection). Then press Enter (see Figure 13.7).

5. To end the configuration press Ctrl+Z.

6. Press Enter to return to the privileged prompt.
SEE ALSO

.11“ Fur injbzv/mtian an configuring 11 nzmzlier of the cailmmzly -used W71Np7'oton7/r on [1 Cirm
rontei; ree page 259.
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upeyettcanfig ttar ennfiurahiun commands. an: par line. End uich CNTL/Z.n1-iaye(::anf g)Ilint 38upeyn (naniig-iE)Happ1cl:a1}s c.u.1e~m.ga 11-11payn(v:unf:ig-ii-‘)||a plotsllt zann uancnrment:
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' — Mentoring Appieiaiir fiotating
After AppleTalk has been enabled on the router and the appropriate
router interfaces have been configured, you can View the AppleTalk
routing tables on a router and view the configuration of the various
interfaces. You can also View statistics related to the AppleTalk traffic

on the network including packets sent and received by the router.

To take a look at the routing table for a particular router, type show
appletalk route at the user or privileged prompt and then press

Enter. Figure 13.8 shows the routing table for a 2505 router that has

its Ethernet 0 interface connected to an AppleTalk LAN and a serial
connection to another 2505 router via its Serial 0 interface. The net—

work ranges marked with a C are directly connected to the router.
The network range (12-20) marked with an R is another AppleTalk
LAN reached via the serial connection to the other router (refer to

Figure 13.5 for a diagram showing how these AppleTall{ networks
are connected).

npngnlhzhnu a plutallt routeacres: )1 — m 1- derived, I3 -— lillélll‘ danivad, c - cannucted. n — nunv
S — static P — proxy: 1-antes in ant:-:1-nc:

he fix-at zone licked for Each entry is iLs deflmlt (|ll‘i1‘lfll‘|.') znnn.
Nut 1:10 diw:cl:1 connected, Etliernetfl, zuna desktop

Hut 11-11. diveutix cannectml. Serialfl. zun: uancannmtr
|‘ Net 12--23 [1/G] II a 11.45, B see, Serialfl, znue multimedia

Several show related commands are useful for monitoring the
Apple'E1lk setup on the router. You can View information related to a

particular interface or use a broader command that shows AppleTalk
configuration information for all enabled interfaces. You can also

View AppleTalk zones and their associated network ranges. Table

13 .2 provides a summary of some of these commands. These com-
mands can be used at the user or privileged prompt.
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Command

Show appletalk interface brief

Show appletalk interface

Show appletalk interface e0

Show appletalk

Show appletalk

Shows

Provides a short summary of all the
interfaces on the router and their

AppleTalk configurations
Provides more detailed information on
the router interfaces and their

App1eTa1k configurations

liuables you Lo View detailed
AppleTa1k configuration information
for -.1 specified router interface

Provides zone and network informae
tion for the zone available on the
interne Lwork.

Provides information on the number
of networks and zones available on the
internetwork and the time interval for

ZIP queries and RTMP updates.

Figure 13.9 shows the results of the show appletalk interface brief
command. Figure 13.10 shows the results of the show appletalk zone

command and Figure 13.11 provides a View of the results of the show
appletalk global command.

lvpuynlili «W1: int )1:-isf
lIta).‘Faca ndd:-ens CunEii| tllernotfl 7.169 Extan all up11 .15 Extanded III!ex-iall unassigned nnl; r:nnfiy'\l Ilnuu

Status/Lilla Pnnlrnnnl fltalk Px'ntm‘.nlMUupD/R
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FIGURE 131
;i;E|1:;1~]1(x;) '12—2B1-19
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You can also turn on App1eTa1k RTMP debugging and view the

RTMP routing updates sent and received by the router. T3/pe debug
apple routing at the privileged prompt and press Enter. Figure
13.12 shows the results of this cormnand. To turn off debugging,

type no debug apple r‘out.1'.ng, and then press Enter. Otherwise, you

will find it hard to enter any commands at the prompt.

upeyelldehug apple rantingmrlaixlk mnr ranting‘ debugging 11,- onPvlainlk Eu.-m> rnutilw dahusvlnn is an

33?” or: 1mm mu. 11.4: (nun 8,01 1,b1d'|],ign n, dun 8) v. a-p'p]_-epprout n
:1-c=m...m...cu-7.169, ds —1u, 512.42. 2 ms». Irmr pkt sentSl'I2=SEl‘icl1H:1 .15, .ms1 11, 3129-15, 1 1021:, may phi’: mmlhlutr: agar starting an flnin nr Rnutingiahlu (:1 nctiuu nudcn)Runtu finer finishnd. rm rm... M Rnutivlnflahln :3 “cm. nndcn)
mnp Eran 11.4: (new a.-21a 1.1.11 9,15" In. dun B)su=s:mwnaeu:'.'I.1sv, dal:=J.-10, sizu= 2. 2 us... nrnr pkt aunt5ru=Geriu].B=11.15. :1..c=11—11, :12 16, \ rtu, mm’ pm: sentnuuca agml st ‘ting nn nan. n1 nnue1ugm.12 <1 nctiun mam.->Jhutr: agar finixlnerl nn Hain M‘ nnueingrahla (3 active undue)urn? Fran 11.-15 (neu Build 1 bad a ' n a, dun a>
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As you can see, AppleTalk provides a routing environment every bit
as robust as IP or IPX. And in some ways Applelhlk provides fea-

tures, such as zones and extended networks, that enable you to easily

create complex internetworks of LAN computers at different loca-
tions. However, IP still rules the day(a11d IPX comes in second) so

your opportunity to implement AppleTalk routing in the workplace
may prove to be very limited.



248



249



250



251

PART ii! Advanced Configuration and Configuration Tools

CHAPTER ill Filtering Router Traffic with Access Lists

fintietstanang Assess tsts

So far in this book, you’ve had a chance to look at how three differ-
ent LAN protocols (TCP/IP, IPX/SPX, and AppleTalk) are config-
ured on a Ciseo router. Interfaces have been configured and

connectivity issues relating to creating an internetwork that supports

these protocols have been discussed.

But whatyou’ve basically done is configure your routers so that the
doors to your internetworlc are hanging Wide open. Data packets and

broadcast packets have the run of your routers and can enter and
leave from any router port they Want; you basically have configured a
V/Vild VVest boomtown without a sheriff. An important part of man-

aging routers and internetwork access is shutting the door on some
packets and being a little more selective about what interfaces and
routes are available to the data traffic from certain nodes and LANS

on your internetwork.

This is where an Access list comes in.

The Arccrr list is a list of conditions called permit and deny mztemerzts

that help regulate traffic flow in to and out of a router (and can even
control user access to a router via Telnet). A permit statement basi-

cally means that packets meeting a certain conditional statement
Won’t be filtered out. This means that these packets are “permitted”
to continue their journey across the interface. A deny statement (by
some criterion such as IP address or IPX network address) specifies

the packets to be filtered out, or discarded.

”rnatiori' héizknuta
www.'eiscoL c
talk t0'\/our lucalifliiscof
training grou'p"ltiaiiiing'i V

' information is also avail

Bug on the Cisco we ’ ‘ router interface or out of a particular router interface. They can also
Siiel Thev PTO‘/ide l13"d5~. ’ be used to restrict the access capability of certain users and devices to

Access lists can be used to deny the flow of packets in to a particular

on classes that can help}
you with a number oi ‘ = A;
advanced subjects related
to routers and the Ciscn . - .

Ius. lieu! Access tests Weak

the routers on the internetwork.

As already mentioned, Access lists are a series of conditional state-

ments that can restrict entry of packets from the internetwork to

your router based on particular criteria. Each statement in the Access

list is read in order, which means that paclcets coming into a particu~
lar router interface are compared to the list criteria from the top to
the bottom of the list.
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Packets denied are dropped. Packets that are permitted are for—
warded as if no Access list existed. If a packet entering the router
doesn’t match the first statement in the Access list (which can be a

deny or permit statement) the packet is then compared to the next
statement in the list.

This process of matching the packet to the permit and deny state-
ments continues until the packet matches a criteria in the Access list

and is either forwarded or dropped. Figure 14.1 illustrates the
process of a packet being matched to the deny and permit statements
in an Access list.

Packets are checked
against me slalemants

in the Access Iislz

H5u[e.—|n1e,«{acB Access Llsl For Interface
(Incoming packets)

"‘C°"'i”9 Packels Parrnll Statement

Permit Statement

Deny Statement

Graveyard of
Dro ed Packel

A packet that is forwarded from an incoming interface (based on the

Access list grouped to that interface) may then face another Access
list that is grouped to an outgoing interface on the same router. This

means packets can be filtered when received by an interface and then

filtered again as it is switched to the departure interface.
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For example, you may have a case where you don’t want packets
entering a router, so you block those packets from entering a partic-
ular interface, such as an Ethernet interface that is connected to a

LAN. Or you may want to filter the packets as they depart the
router. You don’t want the packets to leave by a particular serial
interface that is connected to another router by :1 slow WAN con-

nection. You can then assign a filter to this interface, which won’t

allow packets (addressed in a particular way) to depart from that
interface.

Building an Access list

Any interface the router can be grouped to Access lists. But there
can only be one Access list associated with the interface for each net~

work protocol that the interface supports. For example, on a router’s
Ethernet 0 port (which is configured for IP and IPX) an Access list

grouped to the interface can exist that filters IP traffic and another
Access list can exist that filters IPX traffic. However, you could not
have two lists that filter TP traffic grouped to the same interface.

A real plus with Access lists is that you can associate a single Access
list to more than one interface on a router. So, for example, the same

list could he used by an Ethernet 0 interface and an Ethernet 1 inter-

face on the same router. And you specify whether the Access list is

set to filter incoming packets on the interface or outgoing packets. In
fact, the same Access list could be grouped to one interface where it

filters incoming packets and grouped to another interface on the
same router where it filters outgoing packets.

Building an Access list is fairly straightforward; you build the list and

then apply it to a particular interface on the router. Be advised, how-
ever, that the Access list must contain at least one functioning permit
statement.

The tricky part of building an Access list is that you have two condi~
tional statements: deny a11d permit. You have to determine how you

will use these statements to actually limit traffic on the router (with-

out permitting traffic you don’t want and restricting traffic you do
want).
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For example, your strategy might be to use tl1e permit statement to
allow access to the router for packets originating on certain LANs on

your network (by specifying a separate permit statement that points
out each network address that will be permitted). This means that

you have several permit statements in the Access list. You can then
place a deny statement at the end of the Access list that denies entry
to all other networks (which is done in different ways depending on

the type of traffic, such as JP packets, that you are filtering).

Or you can use the deny statement to deny entry to certain node or
network addresses and then place permit statements near the end of
the Access list that allow a number of different networks to move

their packets through the interface on your router. Whichever strat-
egy you use, you certainly can’t permit a particular network address
access to the router through an interface and then deny these same
addresses in a later statement. After they hit that permit statement

those packets are forwarded, so they are gone even before they are

compared to’ the deny statement.

Creating good Access lists is really a journey in the realm of logic,
where you must carefully craft deny and permit statements that for-

ward packets that you want to have routed and drop packets that you
don’t want routed. And each conditional statement in the Access list

must be built so that it doesn’t countermand another statement in

the list. You certainly don’t want the Access list to inadvertently deny
the forwarding of packets by your router, when your router is the

only path for these packets as they move to their final destination.
Let’s look at some specific network protocols and how basic Access
lists are created for each. This will help shed some light onto the

logic of Access lists.

Washing with @ Access tiers
Standard IP Access lists examine the source If’ address of packets

that are to be filtered on a particular router interface. You use the
source IP address as the match criteria for the various deny and per»

mit statements that you place in the Access list.
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When designing an Access list that will be used on an interface (such
as Ethernet 0 or Serial 1) you must also decide whether the Access
list controls the entry of packets on that interface or whether the
Access list controls the departure of packets from that interface

(which will be forwarded out onto the internetwork). Whether the
Access list is for incoming or outgoing packets will have to be speci-
fied when the Access list is grouped to the interface. Figure 142
shows an IP Access list. I will discuss the commands for creating an
Access list in the sections that follow.

opt: nflall acces:—1iat 11rd iv accazw list 1
I31-nit 1:m.ua.a_n, uilduarll bits e.o.2s5.2ss
zny 2ua.9a.2B.n. wllrlcaril hits fl.id.|!.2S5any

Let’s take a look at a sirnple internetwork and use the IP addresses
that it provides to create Access lists for some of the routers on the
internetworlc. Figure 14.3 supplies the information that you will use
to create your Access lists.

First, to keep things simple, you will create an Access list for the
Serial 0 interface on Router A. You Want the data sent from worksta-
tion IA to nodes on the 130.10.0.0 network to be able to use the
leased line that connects Router A to Router C as a route. However,

you don’t want any of the other LANS such as the LAN (200.90.20.0)
serviced by router B to use this WAN connection as a possible route
(because router B is directly connected to router C). So your list will

_ p I permit packets from workstation A1 and deny all other packets (from
E °f °"“-"”““*“~ V . the other LANs).

$30: > The first step in the process is to create the Access list. The second
; hmals-mhe desgmatidny step in the process is to group the Access list to an interface.
V "address of the’ packet‘ and. I However, before you actually create the list, you need to look at one

Pa'ltJil“)‘;l3' lgllgtl/;‘l‘)"3°l3 3”“ A more conceptual item related to IP Access lists——wildCard masks.35 all . ‘ V
SEE ALSO

is For a review afIP Ilddresxiizg, see page 174.



256

PART IV

Working with IP Access Lists CHAPTER 14

IP Address 200.90.20.B

Network Address 13010.00
Network Address

200.90.20.0

Wnrkslatlnn

Ethernet 1
Interface

Ethernet 0
In lerface

Ethernet 0
lnterlace

Ethernet 2
tnterface

Fthernet 1

interface Leased Line

.1...

station 1
IP Address 190.10.45.5

IF Witdcard Masks

Because the IP addresses used by in basic IP Access lists can be refer-

ring to node addresses, subnet addresses, or major network
addresses, there must be some mechanism to let the router know

which bits in the source IP address of packets that it received should

be checked against the IP address provided in the Access list. For
example, if the major network address Z0O.90;20.0 is used in 21 deny
or permit statement, you want to make sure that the bits in the first
three octets are used by the router when it enforces the statement in

the Access list on packets that are being processed by one of its inter!

faces (the interface that the Access list has been grouped to).

You do this with a wildctml mas/e. Bits that you want to have checked
in an address must have a wildcard mask value of 0. Bits in the

address that you don't want checked are assigned a wildcard mask bit
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value of 1. So, for your major network address 200.90.20.0, where

you want all the bits in the First, second, and third octets to be
checked by the router, the wildcard mask would be 0.0.0.255 (the
binary equivalent of these decimal values would be 00000000
00000000 00000000 11111111).

In the case of a node address (such as 19010.45 .5) where you want

all the bits in each octet checked against your entry in the Access list

(this would be checked on each packet processed by the interface),

you would use a wildcard mask of 0.0.0.0. This means “check all the
bits in each octet.”

As you can see, when you are working with major network addresses
and node addresses, coming up with the wildcard mask is easy. To do

this, you would use all zero bits—which equal a decimal value of 0-
for octets to be checked, and all 15 or a decimal value of 255 for

octets not to be checked. However, when you are dealing with net-

works that have been subnetted, and you want to permit or deny ce1'~

tain subnets and ignore others (from your range of subnets found on

your network), you must construct a mask that tells the router which
bits to check in the IP addresses of packets it must process. Let’s say

that you have subnetted your network (a Class B network) into six
subnets as shown in Table 14.1.

Subnet# Subnet Address

130.10.32.0

130.10.64.0

130.10.96.0

130.10.l28.0

13().10.160.0

130.l0.192.0

You want to create a deny statement that will deny packets from sub-

nets 1, 2, and 3 (a subnet range of 130.10.32.0 through 130.10.96.0).
This statement would read as deny 130. ‘i0.32.0 0.0.31 .255. The I]?

address of the first subnet follows the deny statement, and the wild-
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card mask follows the IP address. The big question is how did you
come up with the wildcard mask?

For packets to he acted on by the deny statement in the Access list,
their first octet must match the decimal Value 130 so the wildcard

mask for that octet in binary will be O0O00000—0 in decimal (mean-

ing all the bits in the first octet of the packet must match the binary
value of 130 (10000010). And the second octet must match the

binary equivalent of 10 (00O01010), so again, its Wildcard mask will

be 00000000 (0 in decimal). So, this means that so far your wildcard
mask is 0.0.

Now things become complicated because you are at the third octet
Where bits have been borrowed for subnetting. Subnet 1 has a third

octet Value 01:32; the binary equivalent of 32 is 00100000. So you

have to make sure the third bit is checked (reading the 8 bits from
left to right) in packets that are being considered by the router to
have the Access list applied to them.

In the second subnet the third octet value is 64 (01000000), so you
have to make sure that the second bit in the third octet of the packet

is checked. In subnet 3 the subnet Value in decimal is 96 (binary
value of 01100000), so you need to have the second and third bits

‘checked in a packet to find packets that are in subnet 3.

This means that your wildcard mask from left to right will read

00011111 because you need to check the first bit in the octet (128 to
make sure it is off) and you need to check the second and third bit to

make sure they are on or off——the 64 and 32 bits. The rest of the
bits, 4 through 8, don’t need to be checked, so in a wildcard mask

these hits are set to 1 (meaning don’t check). These bits then have
the Value 16+8+4+2+1=31. So your wildcard mask for the Access list
deny statement will read: 0.0.31 for the first three octets in the wild-
card mask.

Now you must determine the value for the last octet in the wildcard

mask. This octet gives us 8 bits of information relating to node

addresses, which you don’t want to have checked (the only octet of
importance to your router when checking packets against the Access

list is octet 3. Octet 4 doesn’t have to be checked, so you use a wild-
card mask value of 2 5 5 , which in binary is 111111 11). Your complete

Wildcard mask to filter out (deny) packets from the Subnet range
130.10.32.0 through 130.10.96.0 will be: 0.031.255.



259

PART IV Advanced Configuration and Configuration Tools

CHAPTER 14 Filtering Router Traffic with Access Lists

Remember that wildcard masks aren’t subnet masks. The only simi-

larity is that you must convert decimal values to binaiy Values to
determine the use of is and Os in the wildcard mask. Now you can
create an Access list.

Creating the Access List

So, you will create an Access list that permits packets from worksta-
tion A1 (190.l0.45.5) to he forwarded out of Serial 0 on Router A

but denies packets from all other II’ networks. VVhcn you create the

list you need to assign the list a number from 1 to 99. After the list
has been created you will then group it to a particular router inter-

face and at that point make sure to let the router know whether the
Access list is filtering packets in or out of the specified interface.

creating a standard IP Access list

1. At the Privileged prompt type config t, and then press Enter.

You are placed in the Global Configuration mode.

2. To create the first line in the Access list type access—list [list
#1 permit or deny [ip address] wildeard mask; Where the list

# is 21 number from 1-99. The staternent can only contain deny

or permit (not both) and the IP address is the IP address of a

particular workstation or network on the internetwork. In your

case, you want to block packets from workstation A1

(l90.l0.45.5), so the command would be access -list 1 permit
19o . 10.4515 o.m.u.o. Then press Enter to continue.

3. To deny all other network packets, type access—1ist 1 deny any

(see Figure 14.4).

lpnpeyeucanng e rV nter nnnfiquratiun cnnmands. um: urn‘ line. Em! nit]: cmr./z.ruleye(r:u|1fig)llnr;I:uss-lizilz 1 uarnil: 11u.1a.-15.5 a.o.n.uu;myu(w..:1g)ilncmsylise 1 deny anynpeyaficnnfig)

4. Press Ctrl+Z to end the configuration session.

5. Press Enter to return to the privileged prompt.
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revolving around building your initial Access list. New statements for
the list are added at the bottom of the list just above the deny any

statement (this statement is kind of like a failsafe statement used to

block any IP addresses that you missed in your other deny state-
merits).

Ereatinig W Standard Access Lets
Standard IPX Access lists can deny or permit packets based on their
lPX source and destination address. IPX Access lists are numbered

from 800-899 (this is the range reserved for IPX Access lists) and are

structured similarly to IP Access lists except they use IPX addressing

to specify the incoming or outgoing packets that are to be filtered on
the router interface.

A typical conditional statement in the Access list would appear as
access list 800 deny [source network address] [destination net-

work address]. The number Boo (from the IPX Access range of 800-

899) tells the router that the Access list is an IPX list. The source
network address would be the IPX network (the network number is

provided by the first NetWare server on that network) that serves as
the source of the packets. The destination network address would
be the IPX network address of the network that is the intended

recipient of the packets.

ln IPX Access lists, the value -1 serves as a wildcard that refers to all
IPX networks and is useful in permit or deny all statements (refer-

ring to all networks that aren’t listed in more specific deny and permit
statements).

Figure 14.7 shows a simple lPX internetwork. Let’s say that you
want to build an Access list that will deny packets from network _
763B20F3 that are sent to network OZBZF4- via Router C’s Ethernet
0 interface.

As with IP Access lists, you must complete two steps. Create the

Access list and then group it to the appropriate router interface.
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Network Address
763B20F3

Nslwate Server

Access List wlll bu
enaaled for lhis

/ inlerface.Elhemel D

FloularB i V

Network Address 7 Nelwmk Address
72302 ' 02B2F4

N9[\I\/aye Samar Nelware Server

Creating and grouping an IPX Access list

1. At the privileged prompt type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To begin the IPX Access list type aocess—1ist 8010 (use any num-
ber between 800 and 899 for an IPX list) followed by the source

address for the packets, followed by the destination address for

the packets. In the case of your sample network (see Figure 14.6)
the command would be access—list we deny 763B20F3 a2B2F4

(source network address followed by destination address). Then
press Enter.

. Add additional permit or deny statements as needed. In this case
we will add 2 permit all statement for all other ]I’X networks on

our network, Type access 11315 800 permit -1 -1 (permit pack-
ets from any network going to any other network). Press Enter
to continue.
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4. To group the list to the Ethernet 0 interface on the router, type
interface Ethernet 0 at the config prompt, and then press
Enter.

5. At the config—if prompt type ipx acccss—gI‘0up 800 in (you are
filtering packets coming into the interface). Then press Enter.
Your list is shown in Figure 14.8.

aL1'un commands. one pal‘ line. Furl uitIICNHA/12., r.-lint BIAH (lnny 763B2l|F3 BZBZF1
peys<uunss.;>rIaceuas—use man permit: -1 -1pnqa(r;unP:'|g)ilint all
17eye<vnnFig—~i_F)lIiyx annuuu~g|‘Du11 can in

been grouped to at - :>cys:<m>nr:is—mu
‘router's Ethernet 0 inie’r- ‘
face.

6. Press Ctrl+Z to end the configuration session.

7. Press Enter to return to the privileged prompt.

You can view your IPX Access list using the show command. Type
show access-list Boo (or the number you assigned to your Access

list) and press Enter.

The Cisco 105 also provides you with the capability to create
extended IPX access lists (as it does for IP Access lists) where you can
further filter traffic on the network. Extended lists provide you with

the capability to filter by network/node source and destination
addresses and filter by particular IPX/SPX protocols such as SAP and
SPX. Information on Extended list commands can be found on the
Cisco IOS Command CD—ROM that is provided with your router.

SEE ALSQ

_7~; For (I review 0fZPX I/zizlrenilzg, rec page 214.

Steering flgageieieiir Standard Access Lists
Access lists can also be built for routers that route AppleTalk traffic.
The list numbers reserved for AppleTalk Access lists by the Cisco
IOS are 600~699. These Access lists can filter packets based on cable

ranges (the network address ranges for a pardcular physical segment
of the AppleTalk internetwork). For example a permit statement for
an interface may read as: access —list 600 permit cab1e- range
1 00 -‘l 10.
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AppleTalk Access lists can also be built using AppleTalk zone desig-
nations in permit or deny stateinents. Using zone designations may
serve as a better way to identify parts of your ApplcTalk network in
deny and permit statements because Zones can often include more

than one cable range. For example, lets say that you have an inter-

face on a router where you want to deny traffic from a particular
AppleTalk zone. Figure 14.9 shows a portion of an AppleTalk inter-
network.

Nelwmk 100-110
Network 10

Access Usi will be
bull! to deny Hallietram Zone A

Olher Zones

You want to create an Access list that will deny packets from Zone A
(which includes network 100-110 and network 10) on the Ethernet 0
interface of Router A. You also want to make sure that the list allows

packets from other zones that might be connected to your network.

Creating and grouping an AppleTalk Access list

1. ‘At the Privileged prompt type config t, and then press Enter.

You are placed in the Global Configuration mode.

2. To begin the AppleTallc Access list type access-list 600 (use any
number between 600 and 699 for an AppleTalk list) followed by

the zone designation for the packets you want to filter. For the
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sample network (see Figure 14.8) the command would be
access—list 600 deny Zone ZuneA (the command word zone spec-

ifies that you want to set up the statement using a zone name, in
this case zoneA). Then press Enter.

. Add additional permit or deny statements as needed. In your case

you will add a permit all statement for all the other zones that
are on the internetwork. Type access-list 600 permit addi~

tional— zones (this permits packets from any other zone con-

nected to your internetwork). Press Enter to continue.

To group the list to the Ethernet 0 interface on the router, type
interface Ethernet 0 at the config prompt, and then press
Enter.

. At the config—if prompt type appletalk access-group 60, and

then press Enter. Your list is shown in Figure 14.10.

opayaflponfig E:
tev cunfiiuratiun cungmnus, one mar mm. End um; cnu./z.npeye(cnni' g)l¥av:t:ens-luit sun deny zuna ZulwflnpayB(::nnE1q)Il-11:22:s-lint sun psrlrvfl. ..1.iia.in..a1—zun=snpaya(::nnfig)||inl:|wfane an:;npag¢<u...rig—it>IIa rllcltlxlk minus:-group mm

= »p=ge<cnnrisri:>i:|"

6. Press CtrI+Z to end the configuration session.

7. Press Enter to return to the privileged prompt.

You can use the show access-list 600 (specify the number ofyour

Access list) command to View your Apple'l’alk list. Dealing with

AppleTalk Access lists is actually a little more difficult than IP and
IPX lists because of the use of zones and cable ranges to specify net-

work grouping and networks. Considering that you might only deal
with small numbers of Macintoshes on a corporate internetwork, the

need for filtering might be ntininial.
SEE ALSO

P“ For 17 review 0fAppIe'I/'71/e /m'r11'e.v.r1'21g,5eep//ge 229.



266



267

PART IV Advanced Configuration and Configuration Tools

CHAPTER 15 Configuring WAN Protocols

Understanding Setiai and WAN Eateriaees
Most of the discussion so far has been related to connecting LANS to

Cisco routers (such as Ethernet LANs using TP, IPX, or AppleTalk as

the network protocol), but these routers also enable you to connect

routers using a variety of WAN technologies and VVAN protocols.
The serial interfaces on the router provide the connectivity to the

different WAN technologies discussed in Chapter 3, “Vi/ide Area

Networking.” Routers connecting remotely to other routers using
ISDN will typically be outfitted with an ISDN interface.

In this chapter, you will look at the Cisco IOS commands that enable
you to configure the different WAN protocols on your router or
routers. V/VAN connectivity in general has become much more cost-

effcctive in recent years. VVhereas companies once might have used a
Switched 56K line connection because of its relative low cost, they

now can now use Frame Relay over a T1 line for roughly the same
cost.

The type of connection you use will, no doubt, center on cost and
line speed. Do your homework before you make the final decision on
any VVAN connection.

Typically, routers function as Digital Terminal Equipment (DTE)
and so a DTE cable would be connected to the serial port on the

router and then to a CSU/DSU device (referred to as the Digital

Communication Equipment, or DCE) that is then hooked to the line

supplied by the phone company. The CSU/DSU device supplies the
clock rate for the synchronous transmission.

You can quickly check the encapsulation (the WAN protocol set) for
a serial interface using the show interface serial [interface

number] command. The interface number would be the serial inter-

face you want to examine. For example, to examine serial 0, the com-
mand would be show interface serial 0 (remember that you can

abbreviate your commands). Figure 15.1 shows the results of this
command. Note that the interface is currently configured for PPP.
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Configuring HDLC on a serial interface

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 1. Then press
Enter. The prompt changes to the config—if mode.

3. Type encapsulation HDLC, and then press Enter.

4. If you need to set the bandwidth for the interface, type bandwidth
[kilobits/second], where the kilobits/second is the speed of the
line. For instance, for a 56K line you can type bandwidth 56, and
then press Enter to input a bandwidth (see Figure 15.2).

» ‘npayurrcuursg I:an cnnfi in-atiun commando. on: par lina. End uitlu GHIL/Z.. n[wya(r:nnf g)llim: :1
; "pays(nuns1g~ir>iicn=spau1.esnn hdll:\I upeyu (uunfignifillhanduidfli 56ll upaya(conF:1g—i£)|i

5. To end the configuration of the interface, press Ctrl+Z.

6. Press Enter again to return to the privileged prompt.

Qentgttting PF?
Point—to—Point Protocol (PPP) is the TCP/IP staok’s point—to~point
protocol and can be used for Connections between routers using
leased lines (in much the same way as HDLC). PPP is an open sys-
tem protocol and W01‘l(S with IP, IPX, or AppleTalk routing.

Configuring PPP is Very straigl1tfo1ward using the encapsulation
command. You can also set the bandwidth for the connection as was
done for HDLC in the previous section.

Configuring PPP on a serial interface

1. At the privileged prompt, type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press
Enter. The prompt changes to the config-if mode.
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3. Type encapsulation PPP, and then press Enter.

4. If you need to set the bandwidth for the interface, type bandwidth

[kilnbits/second], where the kilobits/second is the speed of the

line. For instance, for a 56K line you can type bandwidth 56, and

then press Enter to input a bandwidth (see Figure 15.3).

npeynflcnnfig e
nter cunl-‘iguratinn cnnnands, uns pal‘ 1.-me. End with mm./z.npaya(1:nnE1g>J|int all
npuyetuunrig-1£>Ine-ma;m.1a¢ann pnpuylxye:(I:unf15‘if7Ill7alIdHidi;lI ss

5. To end the configuration of the interface, press Ctrl+Z.

6. Press Enter again to return to the privileged prompt.

To check your PPP connection to another router, you can use the
ping command to make sure that both ends of the WAN line are

communicating. For example, I have two routers connected or a

WAN connection via their serial 0 interfaces. PP]? is the encapsula~
tion type. If I know that IP address of the serial interface on the

other end of the WAN connection, I can check the line by typing
ping [ip address]. Figure 15.4 shows the results of the ping com-
mand. The destination address was a serial interface on another

router with the IP address of 130.10.64.2 (this wouldn’t be a possi-
bility if I had configured my serial ports as IP unnumbered).

jleyallpinn’ 13B.1B.61.2
ypu escape uqunnca (in share.

lillilgaw 5. 1DB‘X1ytB ICHP Euhaz: ta i?WJ.1D.61.2. tinenut: is 2 sacnnfls:ccnau rats is iflfl yummut (5/5). 1-uuundetn-in nin/avg/nax = 4/1/4 umpays"!

fiaafigiarirag X25

The X.25 protocol, developed in the 19703, seems older than the

hills now (when compared to Frame-Relay and other more recent

and efficient additions to the packet—switching protocol family),
but is still employed by companies and institutions for WAN
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connections. X.Z5 provides connections between DTEs (such as your
router) and DCES (such as a CSU/ )SU).

X.25 uses the X121 telephone standards addressing scheme (also
known as International Data Numbers) that is comprised of one to

14 decimal digits. This number identifies the local X.121 address for
your serial interface and must be configured on the router that is
being enabled fo1'X.25.

Depending on the type of X25 switch your router will connect to,
you might also have to set the size of the input and output packets
that are moved in to and out of the router over the X25 connection

(the default size is 128 bytes). And again, depending on the type of
X25 switch that serves as your entrance to the X25 paeket—switched
cloud, you might also have to set the input and output window size
for packets that is used by X25 flow control (the default window size
is 2 packets). All this iriforinaiion should be provided by your con-
nection service provider.

Configuring X.25 on a serial interface

1. At the privileged prompt type config t, and then press Enter.
You are placed in the Global Configuration mode.

2. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 1. Then press

Enter. The prompt changes to the config~if mode.

. Type encapsulation x25, and then press Enter.

To set the X.121 address for the router interface, type x25

address [data link address]. The data link address is the deci-

mal address number (provided by your X25 provider). For

example, you can use the command x25 address 347650001
(where 3476500011 is the X121 decimal address). Press Enter to
continue.

To set the input packet size, type x25 ips [bits], where bits is
the size of a legal incoming packet. For a packet size of 256, the
command would read x25 ips 256. Press Enter to continue.

. Output packet size might also have to be set; type x25 ops
[bits]. To set an outgoing packet size of 256 the command
would read x25 ops 256. Press Enter to continue.
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7. To set the window size (based on number of flow control pack-

ets) for input to the router, type x25 win [number of packets].
You could set the window size to 5 and the command would read
win 5. Press Enter.

. To set the window out setting, type X25 wout followed by the

number of packets, such as x25 wout 5. Press Enter to continue.

Figure 15.5 shows the commands entered in steps 1-8 as they

appear on the router console.

c-puyelconfig ttntni‘ cnnFigIIi~a€'.'inn nnmmanrln, mu! jinn‘ "link. End with CNTL/L.n13aya(cnnfigr)|Unt SEI away:(cnnfiqsifilencansulatinn x25nlzny-:(cnnfi:rif)||x25 address 347650381u1;aye(cnnf:i1riI)lIx2S ins 256nyeye(cunFig~i£>lIx2E ops 256n1:e_9a(z:nnFig—1.f)||x25 Hit! 5npeye(cnnE1g—i£)Ilx25 must 5upayu(conF1g—i.f)ll

9. To end the configuration of the interface, press CtrI+Z.

10. Press Enter again to return to the privileged prompt.

You can quickly View your X25 settings on a serial interface. Type
show interface [serial #], Where the serial # Specifies the serial

interface that you configured for X.25 .
SEE ALSO

For an overview afX. 25, yes page 62.

Cenigaariug Frame Relay

Frame Relay is a packet—switching, Data Link layer protocol that is
used to connect DTE (routers) and DCE devices. The DCE devices

on Frame Relay networks consist of the carrier—owned switches (see
Figure 15.6). The Frame Relay network (a private or public switched

telephone network) is typically represented as a cloud.

Frame Relay uses permanent virtual circuits for communication ses-
sions between points on the WAN. These virtual circuits are identi-

fied by a DLCI (data link connection idcntifier)——a value provided by

the Frame Relay service provider. The DLCI is provided for the
connection between the router and the switch (see Figure 15 .6) and
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3 DLCI number must be input when configuring Frame Relay on
the router.

DLCI 100

Frame Relay Cloud

Public Switch Public Switch

DLCI 200

Another parameter that can be configured for Frame Relay is the
LIVII (local Mzmrzgement Interfzice). LlV[[ is the signaling standard used
between the router and the Frame Relay switch. Three LIVII types
are supported by Ciseo routers: ‘

u cisco——Cisco, Northern Telecom, DEC, and StrataCom LMI
WP‘: ‘

- ansi—American National Standards LMI type

- q933a~International Tel ecorrununications standard LMI type

Configuring Frame Relay on the router is similar to configuring the
other WAN protocols discussed.
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Configuring Frame Relay on a serial interface

1. At the Privileged prompt, type config t, and then press Enter.

You are placed in the Global Configuration mode.

. To configure a particular WAN interface, type the name of the
interface at the prompt, such as interface serial 0. Then press

Enter. The proinpt changes to the config—if mode.

Type encapsulation frame, and then press Enter.
. To set the DLCI for the connection between the router and the

Frame Relay switch, type frame-relay interface—d1ci [#1,

where the # is the DLCI number provided for the line between
the router and the switch. If the DLCI number provided is 100,
the command would read frame~re1ay interfacculci 100. Press
Enter to continue.

The frame -relay interface-dlei 100 command actually places

you at a dlci prompt to configure advanced parameters related to
the dlci virtual circuit. To return to the Interface Configuration

mode, type int 5%, and press Enter.

To configure the LMI (only perform this if you have a version of
the IOS older then version 11.2), type frame»re1ay lmi-type

[LMI type], where LMI type is cisco, ansi, or q933a. To set ansi as

the LMI type, the command would read frame -relay lmi~type
ansi. Press Enter after entering the command (see Figure 15.7).

peyzllconfig ttan nanfiaun-atiun connande. nna yer line. End with [ZNIL/Z.pagan-.nnEig)|h‘nt anp=\Je(cnnfig—iF)|l:m:a]) Pram:pay:(config-iF)lIFrar=xe‘I'a1ay 1nI:m>far.e-nllci mapeya(cnnf1g-fr-1llniNlinI: zfl1n1yn(uuufiy"1l’)flfran:-relay lnirtynn nnsiDI=ys<cuufis~;u‘)l

7. To end the configuration of the interface, press Ctrl+Z.

8, Press Enter again to return to the privileged prompt.

After you have configured your router, you can use the show inter«
face serial [interface number] command to View the configuration

parameters for Frame Relay. Two other commands that are useful for

verifying the Frame Relay configuration on your router are Show
frame-relay mi and show frame-relay map.
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The show frame-relay lmi command provides a listing of invalid

messages that have been sent or received by the router and also
shows the valid LMI messages that have been sent and received.

Figure 15.8 shows the result of this command (you can use the
command at the User or Privileged prompt).

opaya immu frame-I-alay llni
_ .lIl Statistics EDI‘ interface Snvinlfl (Frame Relay DCE) Lfll TYPE = HNSIInvalid Uummbex--.-d info is Invalid Prat Dim: E

lnvaud rlunny Cull Ref (3 inoalgd Meg Type 9:Invalid Status Message o lnvahd Lack slur: 5Inunlid Into».-ineian ID 0 lnualid Report 11; Len B
Invalid Rum-t Request a Invalid Keel! us Len 0Nun scams linq. Rcufl so Mun status nuau sent 54Num Update Status Saul: o Nun so Elm. Tinttuuts E

The show frame -relay map connnand shows how the DLCI number

has been mapped to each of the network protocols that have been
configured on the router. For example, Figure 15.9 shows the. DLCI
100 mapped to II’, IPX, and AppleTalk.

; . peyeflsli E)-mun map‘ax-ialll (up): 11) 1:m.m.a-1.2 dlci 1flfl(Ex61,B)dB4B), dynaniz,hrnutlcxlsfi... ntnbulr dufinud, activa
avialfl (up): ipx ?63BZflF3.|lflIId.'Ih3a.hflu3 rllci 1oo<xs4,ox1s4m, dynanin.1n~nad-:a:t,. status defined, active
an-ialli (up): iypletnlk 11.45 111121 1mi(nxs4,nx1a~1n>, rlynanin,lvvnadna.-Lt,. status defined. active

One advanced trick to remember is that a single router interface can

be configured for multiple DLCI numbers (virtual circuits) using
subinterfaces. For example, after configuring interface serial 0, you

can specify at the configuration prompt that you want to configure
serial interface serial 0.1, where the 1 is the first subinterface. You

would then configure this subinterface with a particular DCLI num-
ber.

Configuring 53 N

ISDN (Integrated Service: Digital Network) is a digital service that
actually functions over the existing phone lines. It comes in two fla-
vors: Basic Rate ISDN (BRI) and Primary Rate ISDN (PR1).
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Typically, if you want to configure TSDN on your router, you want

to make sure that you have a router with a built—in ISDN interface.
Otherwise, you will have to purchase a teimin/ll ml/zpter (also known
as an ISDN modem) and connect it to one of the router’s serial
interfaces.

ISDN is a little different than the other VVAN protocols that you’ve
looked at in this chapter. ISDN is the physical conveyance of the
data as it moves from a router to the Public Switched Telephone net-
work. It isn’t the encapsulation type. You still have to specify an

encapsulation type such as PPP or Frame-Relay after you configure
the router to use ISDN.

Let's take a look at how you would configure Basic Rate ISDN on a
router. Remember that BRI consists of two B channels each provid-

ing 64K of bandwidth (which can be combined for a throughput of
128K). Each of these channels must be identified by a SPID (service

prqfile z'de7ztifie7'). The SPID number authenticates the channel to the
switch that connects the ISDN—enabled route to the phone system.
Each channel must have a different SPID number.

Another piece of information that you need to configure ISDN is the
570172‘:/J type, which is an identifier code that refers to a particular 1nan«

ufacturefs ISDN switch that you connect to. After you have the
SPID numbers and the switch type, all you have to do is provide the

encapsulation type for the connection (such as PPP or HDLC).

Configuring BRI ISDN on an ISDN interface

1. At the privileged prompt, type config t, and then press Enter.

You are placed in the Global Configuration mode.

. To set the switch type for your ISDN connection, type isdn
switch type basic-[switch identifier], where the switch iden-

tifier‘ is the manufacturer ID code for the switch type you will

connect to. Then press Enter.

. Now you can configure the ISDN interface. Type int bri [num-
ber] , where the number is the BRI interface number on the

router, such as BRI 0 or BRI 1. Press Enter.

4. At the config -if prompt enter the encapsulation type (such as
encap ppp), and then press Enter.

V command arms ‘grabs
cmifig prom" 't-' '

:' 2 ’d¢¢_‘u.ri*%ntati9n., .9-WM
‘“ (provided. with your Cisco

rout'e‘r.'_
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5. To provide the SPID number for die two ISDN B channels at

the config—if prompt, type isdn spid1 [SPID #1, where the SPID

# is the telephone number provided by your service provider to

reach the particular channel (such as 6125 55 1234). Using this

example, the full command would be isdn spid1 6125551234.
Press Enter.

. To provide the SPID number for the second channel, repeat the

isdn spidz [SPID #] command using the SPID number for the

second channel. Press Enter after typing the command at the

config-if prompt.

7. VVhen you have finished entering the outlined informauon, press

Ctrl+Z to end the configuration session.

After configuring your ISDN interface you can use the show int
bri[number] command to View your configuration settings. Make sure

that you use the copy running-config startup-config command to
save the new configuration settings to the routers NVRAM.
SEE ALSO

X» For an overview of1SDN, ma page 60.

For more zzbozzt NVRAM, see page 113.
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What is Esee Ceniigfieirer?

ConfigMaker is an incredible, basic router configuration tool that
Cisco provides for free. You can download it from the Cisco Web
site and it comes with newer versions of the Cisco IOS on a separate

CD. You can use ConfigMaker to build your router configuration

(you can even build the configurations of all the routers on your
internetwork) and then load them onto the routers via your network,

If your network isn’t up and running yet you can load the router
configuration from :1 PC that is running ConfigMaker and is con-
nected to the router via the Console port.

I’ve saved the discussion of ConfigMaker until late in the book

because, although it is extremely easy to use, it isn’t a substitute for
an understanding and knowledge of the Cisco IOS commands that
are used at the comma11d line on a router console. ConfigMaker is a

good way to quickly get a new router up and running, but the fine-
tuning of the router configuration will have to he made at the C0111-
mand line. ConflgMaker also doesn't provide any of the router

monitoring commands (like show, although you can use ping from
within ConfigMaker).

One hitch in using CoufigMaker to configure a router is that the
router must have Cisco IOS 11.2 or newer installed on it (The Cisco

IOS was up to version 12.0 at the time of the writing of this book).
To check the IOS version on your router use the Show version
command on the router console (at the user or privileged prompt).

If you are using one of the IOS versions that supports ConfigMalcer,
you’re all set. If not, you can still use C0nfigMal<er to create a net-
work diagram. You can also use it to become more familiar with con—
figuring LAN protocols and their addressing systems on router
interfaces.

ewniuading Eontgwieirer

If you didn’t receive Cisco ConfigMaker with an IOS upgrade or
with your router, and would still like to use it, you can download it
from the Cisco Web site. You can download it even if you don’t

own a Cisco router, but be advised you cannot use it to configure
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internetworlting devices from other manufacturers. VVhen you do
download ConfigMaker from the Cisco Web site, you will have to
fill out a registration form.

Connect to the Internet and open your VVeb browser. In the address
box on the Web browser type http : //www.cisco . conI/warp/pub-
lic/734/configmkr‘. Then press Enter.

On the ConfigMaker Web page that opens, click the To Download

Cisco ConfigMaker, Click Here link. You will be taken to the reg-
istration form page. Fill out the form and then click Submit. You

will then be provided links to several FTP sites that you can down-
load the ConfigMaker installation file. Select an FTP site and com-
plete the download process.

After the download is complete, you will be ready to install
ConfigMal<:er on your computer.

Cisco ConfigMal<er runs on Microsoft Vi/indows 95/98-, Windows
NT 4.0~, and Windows 2000—based computers. The basic system
requirements for running the software are as follows:

- 486 or better (Pentium reconnnended) computer
- 16MB of RAM

- 20MB of free hard drive space

a SVGA monitor at 800x600 with at least 256 colors

- CD—ROM drive (if installing ConfigMal<er from a CD)

As stated earlier, you can install ConfigMaker from a CD—ROM (if
you received ConfigMalcer with your router or an 108 upgrade) or

you can install it from the download version of the ConfigMaker
installation program.

For a CD~ROM installation, place the CD in your CD—ROM drive.

The installation will start automatically. Follow the prompts to

install ConflgMaker to a particular drive and folder on your com-
puter.
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If you are installing from the downloaded ConfigMaker installation
file, locate the file on your computer using VV1ndows Explorer, and
then double—click on the filenarne. The installation process will

begin. Follow the prompts provided to complete the installation.

Now that ConfigMaker is installed on you.r computer, you can use it
to create internetwork diagrams and configure the routers you insert

onto the diagram.

esigstiag Your Eraternetwetit with

fieniigmaitet

ConfigMaker is really a drawing tool where you create a map or dia-

gram of your internetwork. Icons are available for routers, hubs,
LANS, Corporate networks, and a variety of other devices. You basi-
cally drag a particular device out onto the network diagram area.

When you drag devices, such as Cisco routers, onto the network dia-

gram, you will be asked to name the device and provide passwords
for the device (you will be asked to provide the login password for
the router and the Privileged password for the router). In the case of

routers, you will also be asked to specify the network protocols (IP,
IPX, and AppleTalk) that the router will support,

ConfigMaker handles a number of tasks with easy—to—use Vifizards.
There is an Address Network VVizard that can be used to address the
router interfaces on the various routers in the internetwork and there

is a Deliver Configuration Wizard, which walks you through the

steps of delivering a router configuration to a router.

The first step in designing your own internetwork with ConfigMaker
is to start the software. You can start ConfigMaker from the

Wurdows fitart menu (click fitart, point at Erograms, and then click

Cisco ConfigMaker) or double-click the ConfigMaker icon that

was placed on the Windows desktop during the ConfigMaker instal-
lation.

Whichever method you use, the ConfigMalcer application window

will open as shown in Figure 16.1. If this is the first time you’Ve
started ConfigMaker you will be asked if you want to View the

Getting Started Tutorial; for now let's forgo the tutorial by clicking
No. This clears the tutorial dialog box from the screen.
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The ConfigMake1' Application window is broken down into several

key areas (which are also referred to as windows):

I: Devices window—This window provides icons for a number of

Cisco devices including routers, hubs, and switches. It also con—
tains the icons for other network devices such as LANs and

Corporate Networks.

Connection wind0w—This window provides the icons for the

different types of connections that you can make between the

devices that you place in your network diagram. There are LAN
connections such as Ethernet and WAN connections such as
HDLC and PPP.

Network Diagram window——This is the space where you build

your network diagram using the device icons from the Device
window and the various connection icons from the Connection
window.
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I Task list This window provides a checklist of all the tasks you
must complete to build an internetwork diagram and connect

the devices in the diagram. You can hide the Task list to give
yourself more room to work in the Diagram window. Click the
yiew menu, and then click Task List to clear the checkmarlc

and remove the window from the application window (use these

same steps to put the window back in the application window).

a Status bar—~Provides information on the status of devices when

you are loading configurations from ConfigMaker to a device.

Now that you’re familiar with the geography of the ConiigMaker
window, you can begin to build your internetwork. The first step is
to add the devices, such as routers, that will be a part of your inter-
network.

Adding Devices

Adding devices to the internetwork diagram is very straightforward.
You can add routers (which is of special interest to us, of course) and
other devices such as LANS. Let’s walk through the steps of adding
two devices: a 2505 router and an Ethernet LAN.

Adding routers to the Diagram window

1. First, you will add a 2505 router to the diagram. Scroll down
through the Device list until you see the 2505 router folder.

Click the Plus (+) symbol on the left of the folder to open it.
This lists all the routers in the 2500 series family (see Figure
15.2).

. To add a 2505 router to the diagram, click the 2505 icon and
then click in the Diagram window. The Cisco 2505 Router

Vi/"izard will appear.

. In the Device Name box (in the Wizard window), type the name
that you want to give to your router (in this case you will use
Popeye). After typing the name, click _Next.

. The next VV1zard screen asks you to provide a router password
and a Privileged password (see Figure 16.3). Type the passwords
you want to use in the appropriate boxes and then click _l\_Iext.
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Your router will appear in the Diagram window. You can change the

position of the router in the window by dragging it to a new loca-
tion. Now that you have a router on the diagram, let’s add 2 LAN
that you can connect to the router.

Adding a LAN is very simple. Locate the Ethernet LAN icon in the
Devices window. Click the icon in the Devices window and then

click on the Diagram window where you want to position the LAN
icon.

déVi¢3—3ndvpws»s;n la . The Ethernet LAN will appear in the Diagram window. Figure 16.5
shows your Work so far. You have a router and a LAN in the diagram
window. You need to connect them with the appropriate connection
type.

Eonraecting LAMS to Reuters

Connecting LANs to routers is very straightforward. All you have to
do is choose the appropriate connection type from the Connection

window and then place it between the router and the LAN. At that

point you will also have to supply addressing information such as the
IP address for the router interface and the subnet mask. Ifyou chose

IPX and Apple'l‘alk as supported protocols when you placed the
router on the diagram, you will also have to supply addressing infor—

mation for each of these protocols.
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5. Enter the subnet mask for the interface in the Subnet Mask

box. You can alternatively enter the number of network bits plus
the number of subnet bits used to create your subnets. See

Chapter 10, “TCP/1P Primer,” to remind you what I’m talking
about).

fithe subnérméskr‘
3’ ‘your router interface,

6. After entering the IP address and the subnet mask, click Next to
continue.

7. You are toldgby the last Wizard screen that your connection was

created successfully. Click Finish to close the wizard.

Your connection will appear between the router and the Ethernet
LAN. To view the addressing related to the connection (the router

interface), click the \_7iew menu, point at Attributes, and then

choose either 113 Address, IPX Address, or AppleTalk Address

‘ (depending on the type of network addressing you are using on the

‘ em/mk»add;ess tonne " 3 . Ethernet LAN and the router). As you know, you can have more

'Sill"???1l??l‘Y0Pf[$"PF'_lll” A’ than one addressing scheme on the router, so you may want to select
, flip? mrlenl “'93? mm?‘ more than one option on the Attributes submenu.When you figure out th

@995 °f H) addresses inf ' You can also use the Attributes subrnenu to label the interfaces on
‘your subnetisee Chapter» th V th . " , . d, Cu k h V, , tmy use the "3 calwratm; in 6 10\1t6I'S at appear III V0111 iagram. 4 C i‘ 6 ___lCW T116111], POM’)

the Ethernet Wizard to at Attributes, and then choose _12ort Number. Figure 16.7 shows the

“heck V°”’ math‘ connection that you created between your router and the Ethernet
LAN with the router interface labeled with interface number and IP

addressing information.

Now that you’ve seen how to connect a LAN to a router, let’s take :1

look at how you use ConfigMaker to set up serial connections
between routers.
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Connecting Routers t Routers

As you already know, routers can be connected using LAN cabling

(you can connect two routers in ConfigMal<er using the Ethernet
connection) or connected to each other remotely using serial con-

nections and a particular VVAN protocol such as PPP or Frame-

Relay. Confi gMal(er makes it very easy for you to create serial
connections between the routers on your diagrams. First, you will
add another router (it doesn’t matter what kind, you may want to

explore some of the high end routers in ConfigMaker, even if yo1n'
company doesn’t use them). I’ve placed another 2505 router on my

diagram (see Figure 16.8) and will connect it to the router that is
currently in the diagram (Popeye).

Connecting a router to a router with a WAN protocol

1. VV1th the two routers visible in the Diagram window, click the

Wan Protocol connection type (such as PPP) in the Connection
Window.

2. Click the first router and then click the second router to specify

Where you want to create the connection.
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3. As soon as you click on the second router icon, the Wizard for

the WAN protocol that you selected (such as PPP or HDLC)

will open. In the figures shown in subsequent steps you will see
that 1 chose PPP.

4. To begin the connection process click flext.

5. On the next screen you are asked to select a serial interface (such

as Serial 0) to configure for the WAN connection. Use the drop-
down arrow on the VVizard screen to select the serial interface

you want to use (see Figure 16.9). Then click flext to continue.
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6. On the next screen you are asked to enter the addressing infor-

mation for the Serial port that you chose (see Figure 16.10). In

this case (because I set up the router’s to route IP only, you must

provide the IP address and subnet mask for the serial interface
on Olive. Enter the IP address and Subnet Mask and then click

Next to continue.

On the next screen you are asked to select the serial interface on

the other router (in this case Popeye) After using the drop—down
arrow to select a serial interface, click Next.

. Supply the addressing information (such as IP address and sub—

net mask) as you did for the other router in step 6. Click flext to
continue.

The next screen asks you if you want to create a backup connec—

tion for this VVAN connection. In this case, you will go with No

Backup ‘(the default). Click flext.

On the last screen youare told that you have successfully created
a WAN connection. Click Finish.

The connection will be created in the Diagram window (see Figure

16.11). If you have the View Addressing attribute turned on (using
the Xiew menu), you can see the addressing information for the ser-
ial interface on each of the created routers.
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Delivering the Configuration to e Eouter

You can use C0nfigl\/Iaker to build an entire internetwork diagram.
You can connect LANS and routers, hosts and routers, and connect

routers to routers. All the devices that you could possibly need and
the various connection types are available in the Device and

Connection windows respectively. After you build your internetworlc,
you can actually use the configuration settings that you provided for

your router (or routers) interfaces directly to the router.

You can download a configuration to a router or routers using a PC
that is running ConfigMal{er and is connected to the same network

that the routers are connected to. You must have configured the PC

and routers with IP addresses, however, before ConfigMaker can
send the configuration over the network. This requires that you

“preconfigure” the router using the router console.

An easier method of quickly delivering a Configuration to a router
that contains no configuration what—so—ever, is to download the con-

figuration from a PC running ConfigMaker that is connected to the
router using the console port and console roll—0Ver cable. You would
connect the PC to the router as you would connect a PC console.
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3. Click ljext to continue. The next screen tells you to make sure

that no other programs are using the COM port that will be

used to deliver the configuration (if this PC also serves as the

router’s console, make sure that your terminal emulation soft-

ware isn’t running).

4. When you are ready to deliver the configuration, click Hext.

That status of the configuration delivery will be displayed on the
Wizard screen (see Figure 16.} 3). The current configuration on the

router (if any) will be erased and then the router will be rebooted.
The new configuration will then be loaded into the router's

A final wizard screen will appear providing the router name, the

delivery method (console) and the time and date that the delivery
was completed. Click Finish to close the wizard box.

Your router is now configured with the configuration that was

downloaded. Use your terminal emulation software and check out

the delivered configuration using the show startup-config command.
You should see the same settings that you placed in the configuration

for the router that appeared in your ConfigMaker diagram.

VVhen you have finished working on a particular internetwork dia—
gram, click the Save button on the ConfigMaker toolbar. In the Save

As dialog box type a name for the internetwork diagram and use the
Save In drop—down box to specify a drive and folder for the file.
Click §ave in the dialog box to save your diagram.


