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Routing algorithms use a mezric to determine the suitability of one
path over another. The metric can be several different things such as
the path length, the actual cost of sending the packets over a certain
route, or the reliability of a particular route between the sending and
receiving computers.

For example, RIP, a distance vector routing protocol, uses hop count
as its metric. A hop is the movement of the packets from one router
to another router. If two paths are available to get the packets from
one location to another, RIP will choose the most desirable path
based on the smallest number of hop counts. Figure 5.5 shows an
SRl A Rt g e internetwork where two paths are possible for the routing of packets
ends its tipdatad roiting between the sending and receiving computers. Because Route A

ot requires only one hop, it is considered the optimum route for the
packets.
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The problem with routing protocols that use only one metric (such i
as hop count) is that they become very single minded in their pursuit 1
of the best route for a particular set of packets. RIF, for example, 1
doesn’t take the speed or reliability of the lines into account when it
chooses the best path, just the number of hops. So, as shown in
Figure 5.5, even though Route A is the best path according to the
number of hops (and RIP), you are forced to route your packets over
a slower line (the 56-kilobit leased line). This line is not only slow, it 5
also costs you money. Route B is actually over wire that the company
owns (part of the network infrastructure) and is actually a faster L RH
medium (fast Ethernet at 100Mbps). However, when you use a 1
fouting protocol that uses hop count as the metric it will choose

Route A.

To overcome the lack of flexibility provided by hop count as a met-
ric, several other routing protocols that use more sophisticated met-
rics are available. For example, the Interior Gateway Routing
Protocol (IGRP) is another distance-vector routing protocol that can
actually use 1 to 255 metrics depending on the number set by the 1
network administrator, These metrics can include bandwidth (the Z it
capacity of the lines involved), load (the amount of traffic already 1
being handled by a particular router in the path), and communica- fi
tion cost (packets are sent along the least expensive route). When T
several routing metrics are used together to choose the path for
packets, a much more sophisticated determination is made. For |
example, in the case of Figure 5.5 a routing protocol that uses met-
rics other than hop counts (such as communication cost) would
choose the route with more hops but less cost to move the packets to

their destination.

Types of Routing Protocols

Real-world internetworks (particularly those for an entire enterprise) i NN
will consist of several routers that provide the mechanism for moving L
packets between the various subnets found on the network. To move s
packets efficiently it’s not uncommon fo divide several connected |
routers into subsets of the internetwork. A subset containing several :
member routers is referred to as an area. When several areas are
grouped into a higher-level subset, this organizational level is called 2

routing domain.
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Figure 5.6 shows an internetwork divided into areas. Each area is
terminated by a high-end router called a border router (or core
router as mentioned in the sidebar). The two border routers are con-
nected to each other, which, in effect, connects the two routing
domains (or autonomous systems on an IP internetwork).

Router

Sz | | (oo |
Router

Router

Area Border
Router

Router

Router

The fact that internetworks can be divided into logical groupings
such as routing domains (or autonomous systems) gives rise to two
different kinds of routing protocols: routing protocols that provide
the routing of packets between routers in a routing domain and rout-
ing protocols that provide the routing of packets between routing
domains.

Interior Gateway Protocols (IGPs) provide the routing of packets within
the routing domain. IGPs such as RIP or IGRP would be configured
on each of the routers in the router domain,
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Protocols that move data between the routing domains are called
Exterior Gateway Protocols (EGPs). Examples of EGPs are Border
Gateway Protocol (BGP) and Exterior Gateway Protocol (EGP).

Interior Gateway Protocols

The Interior Gateway Protocols consist of distance-vector and link-
state routing protocols. Several different IGPs are available and vary
on the number of metrics used to determine optimum routing paths.
The oldest IGP is the Routing Information Protocol and is discussed
in the following section, along with some of the other commonly
used IGPs.

Routing Information Protocol

Routing Information Protocol (RIP) is a distance-vector, IP-routing pro-
tocol that uses hop count as its metric. And although it is the oldest
IGP, RIP is still in use,

RIP sends out a routing update message every 30 seconds (by Cisco
default), which consists of the router’s entire routing table. RIP uses
the User Datagram Protocol—UDP—(part of the TCP/IP stack) as
the encapsulation method for the sending of routing advertisements.

RIP is limited, however, in that the maximum number of hops that it
will allow for the routing of specific packets is 15, This means that
RIP is fine for smaller, homogenous internetworks, but doesn’t pro-
vide the metric flexibility needed on larger networks.

SEE ALSO

For information on configuring RIP on a Cisco router; see page 202.

Interior Gateway Routing Protocol

The Interior Gateway Routing Protocol (IGRP) was developed by Cisco
in the 1980s. IGRP is a distance-vector routing protocol.

IGRP uses a composite metric that takes into account several vari-
ables; it also overcomes certain limitations of RIP, such as the hop

count metric and the inability of RIP to route packets on networks
that require more than 15 hops.

;. subinet masks wil
¢ ~cssed in Chapter 11"




PART | Networking Overview

CHAPTER 5 How a Router Works

IGRP (when compared to RIP) also employs a longer time period
between routing updates and uses a more efficient format for the

update packets that are passed between routers. IGRP also supports
the use of autonomous systems (similar to the areas discussed earlier in

the chapter), so routers running IGRP can be sequestered into
domains where the router traffic in a particular domain remains

local. This cats down on the amount of router broadcast communi-
cations using up vahuable bandwidth throughout the entire internet-

work.

IGRP’s metric consists of a composite that takes into consideration

bandwidth, delay, load, and reliability when determining the best
route for data moving from a sending node to a particular destina-
tion node. The following list describes how each of these network

parameters is viewed by IGRP when the routing algorithm is used to

build or update a router’s routing table:

& Bandwidth is the capacity of a particular interface in kilobits. A
serial interface may have a bandwidth of 100,000 kilobits (this

would be a serial interface connected to an ATM switch, which
typically supplies this amount of bandwidth). Unfortunately, the

bandwidth of a particular interface isn’t measured dynamically
(measuring the actual bandwidth available at a particular time)
but set statically by the network administrator using the band-

width command. More about setting serial interfaces will be dis-

cussed in Chapter 15, “Configuring WAN Protocols.”

s Delay is the amount of time it takes to move a packet from the
interface to the intended destination. Delay is measured in

microseconds and is a static figure set by the network adminis-
trator using the delay comtmand, Several delays have been com-

puted for common interfaces such as Fast Ethernet and IBM

"Token Ring. For example, the delay for a Fast Ethernet interface

is 100 microseconds.

w Reliability is the ratio of expected-to-received keepalives on a

particular router interface. (Keepalives are messages sent by net-
work devices to tell other network devices, such as routers, that

the link between them still exists.) Reliability is measured

dynamically and is shown as a fraction when the show interface

command is used on the router. For example, the fraction
255/255 represents a 100% reliable link.
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Load is the current amount of data traffic on a particular inter-
face. Load is measured dynamically and is represented as 2 frac-
tion of 255. For example, 1/255 would be an interface with a
minimal amount of traffic, whereas 250/255 would be a fairly
congested interface. Load can be viewed on the router using the
show interface command.

As you can see, IGRP takes a lot of information into consideration
when it uses its algorithm to update a router’s routing table. It is
often implemented in larger internetworks where RIP would be inef-
fectual.

SEE ALSO
» For information on configuring IGRP on a Cisco router; see page 204.

Open Shortest Path First Routing Protocol

Open Shortest Path First (OSPE) is a link-state protocol developed by
the Internet Engineering Task Force (IETF) as a replacement for
RIP. Basically, OSPF uses a shortest path first algorithm that enables
it to compute the shortest path from source to destination when it
determines the route for a specific group of packets.

OSPF employs the Hello Protocol as the mechanism by which Al
routers identify their neighbors. Hello packet intervals can be config- :
ured for each interface on the router that is using OSPF (the default
is every 10 seconds). The command for adjusting the Hello Interval
is ip ospf hello-interval.

OSPF routing networks can also take full advantage of the -

autonomous systemns feature on large IP networks (also discussed in
this chapter as areas and domains), which keeps link-state advertise- 1
ment of member routers local to a particular autonomous system. g
Area border routers are used to connect the various autonomous sys- !
tem areas into one internetwork. ' ’

Exterior Gateway Protocols i

As mentioned earlier, Exterior Gateway Protocols (EGPs) are used
to route traffic between autonomous systems (routing domains).

Border Gateway Protocol (BGP) is a commonly used routing protocol
for inter-domain routing. It is the standard EGP for the Internet.
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BGP handles the routing between two or more routers that serve as
the border routers for particular autonomous systems. These border

routers are also referred to as core routers. Basically, these core routers
serve as neighbors and share routing table information with each
other. This enables the core routers to build a list of all the paths to
a particular network.

BGP uses a single metric to determine the best route to a particular
network. Each link is assigned an arbitrary number that specifies the
degree of preference for that link. The preference degree number for
a particular link is assigned by the network administrator.
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Router interfaces

A router interface supplies the physical connection between the
router and a particular network medium type. Cisco interfaces are
often referred to as ports, and each port will be physically designed to
appropriately connect the type of network technology it is supposed
to serve. For example, a LAN #nterface, such as an Ethernet port on
the router, will consist of a female RJ-45 connector (which is con-
nected to an Ethernet hub using a twisted-pair cable with male RJ-
45 connectors on either end).

Built-in ports are designated by their connection type followed by a
number. For example, the first Ethernet port on a router would be
designated as EO. The second Ethernet port would be E1, and so on
(in some cases, the Ethernet port will be set up as a hub, such as on
the 2505 router). Serial ports are designated likewise with the first
serial port being S0. Figure 6.1 shows two setial ports and their
numeric designation on a Cisco 2505 router and the Ethernet 0 hub
ports (1 through 8).
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Cisco routers such as those in the 2500 Series family basically are
off-the-shelf routers that come with a predetermined number of
LAN, WAN, and serial ports. Higher-end routers like the Cisco
4500 are modular and actually contain empty slots that can be filled
with several different interface cards.

Not only are different interface cards available (such as LAN versus
‘WAN), but the number of ports on the card can also be selected. For
example, one of the three empty slots on the 4500 router can be
filled with an Fthernet card that contains six Ethernet ports. Figure
6.2 shows the Cisco ConfigMaker hardware configuration screen for
the Cisco 4500 router (you will work with ConfigMaker in Chapter
16). Three slots are available (shown on the right of the screen) and
can be filled with several different cards (listed on the left of the
screen).

Modular routers (like the 4500) designate their ports by connection
type, followed by slot number, followed by port number. For exam-
ple, the first Ethernet port on an Ethernet card placed in the router’s
first slot would be designated as Ethernet 1/0 (the slot is designated
first, followed by the port number).

Viewing the interfaces (and their status) on a particular router is han-
dled by the show interfaces command. Figure 6.3 shows the results
of the show interfaces command on a 2505 router that has one
Ethernet port (E0) and two serial ports (SO and S1), The status of the
various ports is related to whether the ports have been connected
(physically to the internetwork) and whether they have been config-
ured.

-
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Configuring a particular interface depends on the type of network
protocol used by the network to which the interface port is con-
nected. For example, an Ethernet port connected to an TP network
will be configured for the routing of IP. An Ethernet port connected
to an AppleTalk network will be configured for AppleTalk routing.
Interface configuration is covered in Chapters 11, “Configuring IP
Routing,” 12, “Routing Novell IPX,” and 13, “Routing AppleTalk.”

SEE ALSO

¥ Connecting LAN and serial ports to network media is discussed on page 119.

LAN Interfaces

Cisco routers support several commonly used LAN networks. The
most common LAN router interfaces are Ethernet, Fast Ethernet,
TBM Token Ring, and Fiber Distributed Data Interface (FDDI).

All these LAN protocols mentioned embrace the same Data Link
layer physical addressing system (the MAC hardware address on a
NIC or the MAC hardware address found on the controller of the
router interface), These addresses are unique for each device.
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Each LAN technology is discussed briefly in the list that follows:

e Ethernet provides a network throughput of up to 10Mbps. It is a
passive network architecture that uses carrier sense multiple
access with collision detection (CSMA/CD) as its network access
strategy. A Cisco router can be used to segment an Ethernet net-
work into logical subnets (such as IP subnets). Typically, a router
is connected to an Ethernet network using UTP cable with an
RJ-45 connector. Some routers, such as the Cisco 2505, provide
direct hub connections that can be used to directly connect
workstations to hub ports built into the router (see Figure 6.4).

Fast Ethernet operates at speeds of up to 100Mbps. It uses the
same access strategy as regular Ethernet (CSMA/CD) and runs
on UTP cable (as does regular Ethernet). Fast Ethernet does
require special interfaces on routers (Fast Ethernet Interfaces)
and Fast Ethernet NICs on nodes, Any hubs used as part of the
network topology must also be Fast Ethernet hubs.

Token Ring is a proprietary network architecture developed by
IBM. Token Ring networks run on a logical ring (the ring is -+, Touteq, TIOUtes and fouting:
. . . . : - protocols are discussed in’ -
provided internally by the multi access units (MAUs) that are " Chapter 5, "How'a Roiter -
used to connect the various nodes on the network. Token Ring Works."
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networks use token passing as the network access strategy.
Routers used on Token Ring networks must contain a special
Token Ring interface for connection to the network. Parameters
such as the speed of the ring (either 4Mbps or 16Mbps) must be
set on the router’s Token Ring interface so the throughput speed
matches that of the Token Ring network.

FDDI is a token passing network that uses two redundant rings
(passing tokens in opposite directions) as a fault tolerance
method (fault tolerance is keeping the network up and running
when one of the rings breaks down). FDDI, which is often
employed as a fiber-optic backbone for larger networks or
municipal area networks (MANS), can provide network through-
put of up to 100Mbps. Routers used on FDDI networks must
have an FDDI interface.

All the LAN protocols require a matching interface on the router
that serves them. For example, a Token Ring network can only be
attached to a router with the appropriate Token Ring interface.
Specifications for some of the routers built by Cisco are discussed in
Appendix C, “Selected Cisco Router Specifications.” You can also
yiew the various specifications of Cisco routers on Cisco’s Web site
at ww. cisco. con. It is obviously important that when you plan your
internetwork, you purchase a router that will provide you with all the
necessary interfaces that your various LAN connections will require.
Figure 6.5 shows the diagram of a network where several different
LAN architectures have been connected using routers (the diagram
is actually based on the network map of a real company’ internet-
work),

SEE ALSO

¥ MAC addvesses are discussed on page 41.
- For more information on LAN architectures such as Ethernet or FDDI, see page 25.

Serial Interfaces

Serial router interfaces provide a way to connect LANs using WAN
technologies. WAN protocols move data across asynchronous and
synchronous serial interfaces (on routers), which are connected via
leased lines and other third-party connectivity technologies.
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( IBM Token Ring Network x

Cisco 4000 Router

Cisco 2500 Router

Cisco 2500 Router

Ethernet Networks

Some of the commonly used WAN Data Link layer technologies are
High Level Data Link Control (HDLC), X.25, Frame Relay,
Integrated Services Digital Network (ISDN), and Point to Point
Protocol (PPP). All the WAN protocols discussed are configured on
particular router interfaces (such as a serial interface or an ISDN
interface) when the router is in the configuration mode. The actual
command sets and the ins and outs of configuring WAN protocols
on a Cisco router are discussed in Chapter 15, “Configuring WAN
Protocols.”

« HDLC is a Data Link layer protocol that provides the encapsu-
lation of data transferred across synchronous data links, This
means that a device such as a DCE (Data Communication
Equipment) provides a connection to the network and provides a

clocking signal that synchronizes the transfer of data between
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the two ends of the serial link. Serial ports on a router are con-
nected to a modem or other CSU/DSU device via special cables
such as a V35 cable. HDLC is the default WAN protocol for
Cisco routers. Cisco’s HDLC implementation is proprietary,
however, and will not communicate with other vendor’s HDLC
(this is why trying to mix routers from different vendors such as
Cisco and 3Com can be a real nightmare). HDLC is considered
a point-to-point protocol and provides a direct connection
between sending and receiving devices (such as two routers).

Point to Point Protocol (PPP) is another Data Link layer point-
to-point protocol supported by Cisco routers. It isn’t proprietary,
50 it can be used to connect Cisco routers to internetworking
devices from other vendors. PPP actually operates in both syn-
chronous and asynchronous modes (meaning it can provide
either encapsulation type). A flag (which is actually several bits
inserted into the data stream) is used to signify the beginning or
end of a frame or datagram of information flowing across the
PPP connection. PPP can be used for connecting IP, AppleTalk,
and IPX networks over WAN connections.

PPP is configured on the serial port of the router that provides
the connection to a leased line or some other WAN connection.
You may already be familiar with PPP because it is the protocol
used to connect workstations to Internet service providers over

* analog phone lines via a modem.

X.25 is a packet-switching protocol for use over public switched
telephone networks. Data is passed along the switched network
using virtual circuits (such as permanent virtual circuits). X.25 is
a slow protocol when compared to newer WAN technologies
like Frame Relay because it provides a great deal of error check-
ing (which was a must when X.25 was first implemented several
years ago over fairly low-grade telephone lines). X.25 is typically
implemented between 2 D'TE device and a DCE device. The
DTE is typically a Cisco router, and the DCE is the X.25 switch
owned by the public switched network. Figure 6.6 shows how
two routers would be connected across an X.25 serial connec-
ton.
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Soood Router - equipment and ?OH, 5
Switeh . ~“ured for WAN protocols: :
suchas X.25.
X.25 WAN Cloud

Router

= Frame Relay is a packet switching Data Link layer protocol that
was otiginally developed for use over ISDN connections. It has
now replaced X.25 as the protocol of choice over switched net-
works, and it uses virtual circuits to define a route between two
devices (such as two routers) communicating over the WAN. In
a Frame Relay connection, a DTE such as a router is attached to
a DCE such as a CSU/DSU (most CSU/DSUs can be con-
nected to the router using a V.35 serial cable). Or the router can
be connected directly to the phone company’s switching equip-
ment. Frame Relay[nd]based WANSs looked similar to the X.25
packet switching network depicted in Figure 6.6.

isa of ISDN it is

' . . - 2" typically cdﬁh’éétéd toan:
u Integrated Services Digital Network (ISDN) uses digital tech- - ISDN'port that is provided "
nology to move data, voice, and video over existing phone lines. © by a specific model of .-

router. - ..

It is an asynchronous WAN protocol. ISDN requires that the
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network be connected to the phone line using terminal equip-
ment that is commonly referred to as an ISDN modem.
However, Cisco routers can be purchased that have a BRI inter-
face (BRI stands for Basic Rate Interface) included on the router.
The BRI interface is then connected directly to the phone lines.
In cases where your router doesn’t have the BRI port, you will
have to connect one of the existing serial ports to an ISDN ,

modem (or buy a new router).

SEE ALSO
- WAN protocols and how they work are discussed in greater detail on page §3.

Logical Interfaces

Before we conclude our discussion of router interfaces, we must take

at look at logical interfaces. A logical interface is a software-only inter- ‘
face and is created using the router’s JOS. Cisco’s I0S is explored in
Chapter 9, “Working with the Cisco IOS.” ‘

Logical interfaces don’t exist as actual hardware interfaces on the
router. You can think of logical interfaces as virtual interfaces that
have been created with a series of router software commands.

These virtual interfaces can be viewed by devices on the network as

real interfaces, just as a hardware interface such as a serial portis a

real interface. You can configure different types of logical interfaces |
on a router including Loopback interfaces, Null interfaces, and

Tunnel interfaces.

Loopback Interfaces

A Loopback interface is a software-only interface that emulates an
actual physical interface on the router. Loopbacks are typically con-
figured on a high-end router that serves as the core router between
two corporate internetworks or between a corporate network and the
Internet, Routers serving as core routers will be configured with an
exterior gateway protocol such as Border Gateway Protocol that
routes the packets between the two separate internetworks.
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Because the router serves as such an important link between inter- . : o _
networks, you don’t want it dumping data packets if a particular ‘ :
physical interface goes down on the router. So the Loopback virtual
interface is created and configured as the termination address for the o j
Border Gateway Protocol (BGP) sessions. In this way the traffic is ' A ’ ‘
processed locally on the router, which assures you that the packets
get to their final destination.

Null Interfaces

Another logical interface is the Null interface. It is set up on a router : . o ‘ ;
using the appropriate router commands and serves as a brick wall - v ; '
that can be used to keep out certain traffic. For example, if you don’t L S 3
want traffic from a particular network to move through a particular '
router (but move through the internetwork by other routes) you can
configure the Null interface so that it receives and dumps any pack-
ets that the network sends to the router. Normally Access lists (dis-
cussed in Chapter 14, “Filtering Router Traffic with Access Lists”)
are used to filter traffic on an internetwork and define valid routes

for certain networks. The Null interface is pretty much a sledgeham-
mer approach to a process that is normally handled with jeweler’s V
tools. '

Tunnel Interfaces

A Tunmel interface is another logical interface that can be used to

move packets of a particular type over a connection that doésn’t typi-
cally support these types of packets. For example, a Tunnel interface -
can be set up on each of two routers that are responsible for routing .
AppleTalk packets from their LANS. These two routers are con-
nected by a serial connection (see Figure 6.7). The Tunnel interface
can be configured to route IP. And although AppleTalk would not be - :
typically routed over an IP interface, the AppleTalk packets are .
encapsulated (stuffed in a generic envelope) and then moved across v 1]
the Tunnel as if they were IP packets. Cisco routers provide the . e : ' i
Generic Route Encapsulation Protocol (GRE), which handles the o
encapsulation of packets moved over a Tunnel interface. 2
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Becomihg Familiar with Your Router

Routers provide the hardware and software necessary for routing.
They are important internetworking devices for connecting LAN
‘subnets and for making wide area connections between subnets.
“Chapter 5, “How a Router Works,” provided the theory behind how
a router works, and now we will take a look at the nuts and bolts of
actually getting a router out of the box and ready for deployment on
the network. Figure 7.1 shows the front and back of the Cisco 2505
router. The 2505 router provides only three interfaces, one LAN and
two serial interfaces, and is typically used to connect subnets over
sefial connections such as ISDN, T1 leased lines, and other WAN
avltekrnativ'es.

Several different Cisco Router models are available; each designed to
satisfy a particular networking or set of networking needs. The num-
. ber of ports and the type of ports on the different router models will
vary, and rightly so because you will want to acquire a router
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(or routers) with the appropriate connections to fill your internet- -
working requirements. (Many of the higher-end routers allow you to
customize the type and number of interfaces found on the router.)

Cisco Router Design

Cisco routers must be able to build routing tables, execute com-
mands, and route packets across network interfaces using routing
protocols. This means that the router must have processing power,
some sort of storage capacity, and available random access memory.
Appropriate software such as an operating system that can be used to
configure routed and routing protocols is also necessary (and is dis-
cussed in Chapter 9, “Working with the Cisco IOS”).

Router CPUs

Routers aren’t unlike PCs in that they contain a microprocessor. And
just like PCs, different Cisco router models come with different
processors. For example, the Cisco 2505 Router (which is the router
that you will see in the various figures throughout this book) con-~
tains a 20MHz Motorola 68EC030 processor. A higher-end router:
like the Cisco 7010 Router contains a 25MHz Motorola MC68040
CPU. (Many of the lower-end routers use some of the same
Motorola processors that are used in a variety of Apple Macintosh
computers. Some of the very high-end routers use Risc processots
that you would typically find on miniframe computers or very high-
end servers.)

SEE ALSO

»- For more information on specific Cisco routers, see page 337.

Router Memary Components

As already mentioned, routers not only need processing power, they
also need a place to store configuration information, a place to boot
the router operating system (I0S), and memory that can be used to
hold dynamic information as the router does its job of moving pack-
ets on the internetwork. Cisco routers actually contain different
types of memory components that provide the storage and dynamic

- descriptions arid sp :
¢ tidns for'some of the Cisco”
_ routers availablg, -t
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caching required. The following list provides information on the dif-
ferent memory components found in a Cisco router:

s ROM—Contains the Power-on Self-Test (POST) and the boot-
strap program for the router. The ROM chips also contain
either a subset or the complete router IOS (for example, the
ROM on the 2505 router only contains a subset of the IOS,
whereas the 7000 series contains the full IOS). Because the I0S
is available on the ROM, you can recover from major disasters
such as the wiping out of your Flash RAM. The ROM chips on
Cisco routers are removable and can be upgraded or replaced.

NVRAM (nonvolatile RAM)—Stores the startup configuration
file for the router, NVRAM can be erased, and you can copy the
running configuration on the router to NVRAM. The great
thing about NVRAM is that it retains the information that it
holds even if the router is powered down (which is extremely
useful considering you won’t want to have to reconfigure the
router every time after the power goes down),

Flash RAM—Flash is a special kind of ROM that you can actu-
ally erase and reprogram. Flash is used to store the Cisco I0S
that runs on your router. You can also store alternative versions
of the Cisco IOS on the Flash (such as an upgrade of your cur-
rent IOS), which makes it very easy for you to upgrade the
router, Flash RAM actually comes in the form of SIMMS
(Single-Inline Memory Modules) and depending on the router
you have, additional Flash RAM may be installed.

RAM~—Similar to the dynamic memory you use on your PC,
RAM provides the temporary storage of information (packets are
held in RAM when their addressing information is examined by
the router) and holds information such as the current routing
table. RAM also holds the currently running router configura-
tion (changes that you make to the configuration are kept in
RAM until you save them to NVRAM).

These various memory components all play an important role in
what happens when you boot the router. The various possibilities
revolving around the router system startup and where the router

finds its IOS and start-up configuration files are discussed in the next

chapter.
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SEE ALSO

s The role that the different memory types play in the router boot up sequence are discussed in
the next chapter; beginning on page 126.
SEE ALSO

¥ The Cisco Router interfces are another important bardware comsponent of the router. They are
discussed in Chapter 6, starting on page 99.

Connecting the Gonsole

With an overview of the internal components of the router and the
router interfaces (in the previous chapter) taken care of, it’s now time
to walk through the steps of getting a new router out of its box and
connecting it to the LANG that it will service (either by direct con-
nection using a LAN port such as an Ethernet port or by connecting
LANs using WAN connections). Configuring the router is discussed
in Chapter 8, “Basic Router Configuration,” with additional IOS
configuration commands discussed in Chapters 9, 11, 12, 13, and 15.

Before you attempt to connect the router, it makes sense to take a
look at the contents of the box that were shipped to you by Cisco or
your Cisco reseller. Make sure you got what you paid for. Check the
cable specifications (they are printed on the cable near the connec-
tors), check the TOS that was shipped (the router won’t work with
the wrong IOS version), and make sure that the router contains the
interfaces you ordered. If anything is missing or the router doesn’t
contain the correct interfaces (or interface cards used on the higher-
end routers), get on the phone to Cisco (1-800-462-4726) or your
local Cisco reseller.

After you have inventoried the router, cables, and software that you
were shipped, you can start to put the router together. Connect the !
router’s power cord to the router and a power source (make sure that -
the router is turned off); the next step is to connect a PC to the i
router to act as the router’s console. The console can be pretty much ;
any PC that has a serial port and can run some type of terminal emu-
lation software. The PC, in effect, becomes a dumb terminal and
provides you with the interface that you use to configure and moni-
tor the router.
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The console computer and the router are connected by the roll-over
cable that ships with the router. The cable is terminated on both ends
with an RJ-45 connector (see Figure 7.2).

‘The router also comes with several different serinl adapters that con-
tain an RJ-45 port so that they can be connected to the roll-over
cable and then to the serial port on the PC that you will use as the
router’s console (see Figure 7.2). After you've selected the appropriate
serial adapter you are ready to connect the router and the console.

Connecting the router and the console

1. Place the RJ-45 male adapter on the roll-over cable in the port
on the back of the router marked CONSOLE (see Figure 7.3).

2. Attach the serial adapter to the appropriate serial port on the PC
that will sexrve as the console.

racks anid other server.
closet eqiipment facks. If: -
the router will be placed in - With the physical connection of the router to the PC taken care of,
30\:?2!:‘”2;2%;322?5”,1 : you now must set up some type of terminal emulation software on the
router (discussed in " PC, Terminal emulation software and the communication settings
Chapter 8) before yo! - necessary to talk to the router are covered in the next section.

connect it to the various
lines and LAN connections.
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Configuring the Router Console

The PC serving as the console communicates with the router
terminal emulation software. A number of these software pac
exist, such as Hyper'Terminal (which ships as part of the Win,

using
kages

dows
95, 98, and Windows 2000 Professional operating systems) and

* ProComm Plus (2 commercial communication program that offers

faxing, terminal emulation, and other communication possibilities). A
number of other possibilities are available on the Internet and can be
downloaded as freeware or shareware (such as Tera Term Pro, an
extremely easy-to-use and configure terminal emulator shown in

Figure 7.4 and used throughout this book).
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After you have installed a particular terminal emulation software
package, you must set up the communication parameters for the
serial port that you will use to talk to the router. Table 7.1 shows the
communication settings to be used by the software.

Parameter Setting

"Terminal Emulation VT100

Baud rate 9600

Parity none

Data bits 8

Stop bits 1 (2 stop bits for the 2500 series)

Working with the Terminal Emulation
Software

Fach terminal emulation package will operate a little differently, but
each will provide some sort of menu/dialog box system that gives you
access to the various settings for the software. Figure 7.5 shows the
Serial port setup dialog box in Tera Term. Communication settings
are configured using drop-down boxes.

After you've correctly configured the console’s terminal emulator, it’s
really quite easy to establish comumunications with the router.
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Establishing communications between the router and the console

1. Start your terminal emulator and make sure that you have
selected the appropriate serial port for communications (and set
the communication parameters shown in Table 7.1)

2. Power on the router (press the on/off switch on the router—it’s
on the back, left of the 2500 Series routers),

The banner for the router (as shown in Figure 7.4) should appear. If
you seem to have a connection with the router, check your serial and
console connections (on the roll-over cable) and make sure that you
have specified the correct serial port for the communication session
in the terminal emulator.

Routers right out of the box will not be configured. This means that
none of the interfaces has been prepared for communications nor
have the appropriate routed and routing protocols been set up on the
new router. To configure a new router you'll need to follow the steps
for router configuration found in Chapter 8.

SEE ALSO

» Configuring a new router is discussed in the next chapter; starting on page 123.

Connecting the Router to the Network

After the router is connected to the console you have a means to
configure the various router parameters (other methods of configur-
ing the router also are available, as outlined in the next chapter). The
next step is connecting the router to the networks that it will service.

As discussed in Chapter 6, “Understanding Router Interfaces,” sev-
eral different interfaces can be available on your router (depending
on the router model and the configuration that you chose for the

router). For a basic walk through of some of the connection options, “data stréam 6 signal th

we will take a look at a 2505 Cisco Hub/Router. ¢~ endof a‘P?ﬁiCPl'ﬂf packet;

% bits sent at the énd of 4

LAN Connections

" Depending on the type of router you have, LAN connections are
typically made to an Ethernet or Token Ring interface port on the
router and then to a hub or MAU (Multistation Access Unit, see
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Chapter 1 for more information) that supplies the connections for
the various computers on the network. Let’s assume that we are con-
necting an Ethernet LAN to our router. Typically a hub will be con-
nected to the Ethernet port using CAT S twisted pair (the Ethernet
interface provides an RJ-45 female port). The various computers on
the network will then be connected to the hub.

To use a straight-through CAT 5 twisted pair cable (the cable used
for connecting PCs to hubs), you must switch the MDI/MDI-X
switch on the router to the MDI-X position. For routers such as the
Cisco 2505 and 2507 routers (which don’t have the MDI/MDI-X
switch), the router must be connected to a hub using a crossover
cable (a cross-over cable is a modified straight-through twisted pair
cable, where the pairs have been “reorganized” to reverse the trans-
mit and receive electrical signals).

Some routers, such as the Cisco 2505 Router, actually provide the
Ethernet interface in the form of a hub (see Figure 7.6). This negates
the need for a separate hub, and PCs can be plugged directly into the
hub ports available on the router. If more hub ports are required, a
crossover cable can be used to connect one of the hub ports on the
router to a port on an addidonal hub.

SEE ALSO

» For mnore information on twisted pair cabling, see page 7.
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Serial Connections ‘ |

Serial connections on the router can be configured for several differ-
ent WAN protocols. The actual physical serial connection on Cisco
routers is a 60-pin female port (see Figure 7.7).

The Cisco 2505 Router (shown in Figure 7.6) supplies two serial
ports. The serial port supports several different signaling standards
including V.35, X.21bis, and EIA-530. Figure 7.8 shows a V.35 cable
that supplies the male 60-pin connector for connection to the
router’s serial port. The other end of the V.35 cable would typically
be placed in a CSU/DSU or other device in WAN connections. usally 1 th
Table 7.2 lists some of the signaling standards supported by Cisco rotiter as the fact that th
c 1 i paticular interface is up
serial interfaces.  * meahing it is dctive (evenif.
an appropriate profocol has:
not yet been configured for:
the interface).. . " wi

© will Usaally register on th

Standard Specification

V3s Synchronous communications between networks and packet-
switching WANS
X.21bis Defines communications between DTEs and DCEs in an X.25
WAN
EIA-530 RS232 standard for unbalanced serial communications 121
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" rotter’s serial port and®: -
another device sich'as a
csu/psu.

A Final Word on Physical Router
Connections

Whether you should configure the router before connecting it to the
serial and LAN interfaces that it will service, or connect the router
and then configure it, is pretty much a chicken-or-egg dilemma.
Configuring the router with a very basic configuration so that it can
be seen on the network can allow you to then connect the router to
all its various physical connections and then complete the configura-
ton of the router using a virtual terminal over the network (virtual
terminals are discussed in the next chapter).

i * ‘you'cal foryour :
*- equipment; bé very spécific
about your cable ;
specifications. - . :

B If the router can be connected to the various LAN and WAN devices
before you configure the router, this allows you to fully configure
and test the connections immediately. However, if the router is
placed in an area that is somewhat difficult to access (such as a small
closet on a hub rack), it might be difficult to directly connect a PC to
the router for configuration purposes.

Whatever the case, the next chapter discusses how to configure a
new router right out of the box.




Basic Router Configuration

Configuring a Router
Router Boot Sequence

Working with the System
Configuration Dialog Box

Using the Different Router Modes
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Configuring a Router

Setting up a basic configuration for a router is a matter of enabling
the various interfaces on the router and setting the software settings
for the routed and routing protocols. For example, if you are routing
IP, the interfaces must be assigned appropriate IP addresses. Routing
protocols must also be configured (if you are going to use RIP or
IGRP, you must configure these protocols). And any serial interfaces
that you use must also be configured with an appropriate WAN layer
2 protocol (such as HDLC or Frame Relay). Basic configuration
information may also include bandwidth information and timing
information for WAN connections.

Bottom line—the configuration file for your router uses software set-
tings that tell the router what to route and how to route it. All the
commands that you use to configure the router are part of the Cisco
IOS command set, You will also find that there are several different
ways that you can configure the router, cither directly by using the
router console, or by loading a configuration file that has been
placed on a Tiivial File Transport Protocol (TFTP) server on your
network. The following list shows some of the possibilities for load-
ing configuration information onto a router:

a Router Console—You can configure the router directly from a
PC—the router console—that is connected to the router console
port using the rollover cable that comes with the router. The PC
must be ranning terminal emulation software that allows you to
connect to the router through the PC’s serial port. You also can
connect directly to the router using the router’s auxiliary port,
which is typically housed next to the console port on the back of
the router.

w Virtual Terminal—If the router has already been provided a
basic configuration that gets at least some of the interfaces up
and running on the network (such as an Ethernet port), you can
"Telnet to the router via a virtual terminal, This simply means

that a computer on the network that is running a Telnet pro-

gram can connect to the router and configure the router (if the
appropriate passwords are known—which will be discussed in
more detail later in this chapter).
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= Network Management Workstation—Routers can also be con-
figured from a workstation on the network that runs special net-
work management software, such as Cisco’s CiscoWorks or a
similar product from Hewlett Packard known as HP OpenView.

Cisco ConfigMaker—This graphics-based program (see Figure

8.1) allows you to build a configuration for a router or routers

on a network and then load the configuration to a router that is

directly connected to a router console (the PC that is running

ConfigMaker) or other routers that are connected to the net-

work. Delivering router configurations from ConfigMaker to

routers on the network requires that the network interfaces on |
these routers already be configured. ConfighMaker will be dis-

cussed in greater detail in Chapter 16, “Configuring the Router

with Cisco ConfigMaker.”

e TFTP Server—A configuration for a router can be loaded from a
TFTP server on the network. Saving configurations to a TFTP
server and then downloading them to a particular router is very
straightforward. TFTP servers will be discussed in Chapter 17,
“Using a TETP Server for Router Configuration Storage.”

B
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Of all the configuration methods available, probably the easiest and
the most directly hands-on is configuring the router by directly con-
necting a PC to the router console port (see Figure 8.2). This not
only allows you to quickly set up a basic configuration on the router
using the router System Configuration dialog, but it also allows you
to fine-tune your configuration in the router Configuration mode.

Both of these configuration methods will be discussed in the chapter.

Before you take a look at how to set up a basic configuration using
the System Configuration dialog on a new router, let’s take a look at
the router boot sequence. This will also give us some insight into
where the router looks for a configuration file when it comes online.

SEE ALSO

~ For more information about TFTP servers, see page 289.

SEE ALSO

« For more information about basic router comsmands and confignring a router; see page 141,

Router Boot Sequence

You've already learned the different memory types found in the
router (such as RAM, NVRAM, Flash RAM, and ROM). And all
these memory types play a part in the boot sequence of a router.
Before you walk through the sequence of steps to configure a brand
new router right out of the box, some discussjon is required to
explain the router boot sequence and the various places that the
router will look for a configuration file.
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When you power the router on, the ROM chip runs a Power On Self
Test (POST) that checks the router’s hardware such as the processor,
interfaces, and memory. This test isn’t unlike the power-on test that
a PC runs when you power it on (RAM, CPU, and other hardware
is checked).

The next step in the router boot-up sequence is the execution of a
bootstrap program that is stored in the router’s ROM. This boot-
strap program searches for the CISCO IOS. The IOS can be loaded
from the ROM itself (routers either have a partial or complete copy
of the CISCO IOS in ROM), the router’s FLASH RAM, or from a
TFTP server on the network (commands for loading the IOS from
various locations will be discussed in the next chapter). The IOS is
typically stored in the router’s Flash RAM.

After the router’s IOS is loaded, the router searches for the configu-
ration file. The configuration file is normally held in NVRAM (a
copy command is used to copy a running configuration to NVRAM).
As with the IOS, however, the configuration file can be loaded from
a TFTP server (again, the location of the configuration file would be
dictated by information held in the router’s NVRAM).

After the router loads the configuration file, the information in the
file enables the interfaces and provides parameters related to routed
and routing protocols in force on the router. Figure 8.3 provides a
summary of the router start-up process. Keep in mind that loading
the TOS from a source other than Flash RAM requires a notation in
the ROM’s configuration Registry and that to load the configuration
file from a source other than NVRAM, information pointing to the
location of the file has to be contained in NVRAM.

If a configuration isn’t found in NVRAM or in another place speci-
fied (such as a TFTP server), the Setup mode is entered and the
System Configuration dialog appears on the router console screen.
The next section discusses how to set up a basic router configuration
using the dialog.

SEE ALSO

o veview the different memtory components on a router; see page r13.

SEE ALSO
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ROM

T
TFTP Server "3

Load IOS

Load
Configuration

No Configuration
Run Setup Dialog

Working with the System Configuration
Dialog Box
When you boot up a new router (or a router where the configuration
file has been deleted), the System Configuration dialog is loaded (see -

Figure 8.4). This Setup mode asks you a series of questions; the
answers to those questions provide a basic configuration for the router.

Working through the Setup dialog is very straightforward. You do
need to know certain parameters related to the configuration of the
router, howevet, such as which network protocols you will route (IP,
IPX, AppleTalk) and the parameters related to the various interfaces.
For example, if you route IP you will need to know the IP addresses
of the router interfaces that you want to configure (the following
steps provide sample addresses). If you have a router that you want
to configure, follow the steps provided.
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SEE ALSO
- For mmore about IP addressing, see page 195.

Starting the Setup Dialog Box

The Setup dialog can ask you quite a few questions related to setting
various passwords for the routers and configuring the interfaces on
the router. The first part of the setup configuration relates to setting
up enable and virtual terminal passwords for the router.

Starting the configuration process with the Setup dialog

1. You will be asked Would you like to enter the initial config-
uration dialog? (see Figure 8.4). Press Enter to answer yes (the :
default option) and continue. 2 ouss the fouting of 1P, IPX,

. . ) 2 and AppleTalk; the most .
You will then be asked if you want to see the current interface commonly routed nétwork

summary. This allows you to view the interfaces on the router, * protocols. ‘ '
Press Enter to continue. A summary of the interfaces on the

router will be provided as shown in Figure 8.5. Note that the

Ethernet 0 interface is up, but that both the serial interfaces on

this router are down. Also, no IP numbers have been assigned to

the interfaces.

N

3. Next, you are asked to provide a name for the router. Type a
name (such as ciscokid) and then press Enter. g
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KConfiguring global parameters:

4. The next Setup dialog question asks you to provide an enable
secret password. This password is encrypted and will provide
you with access to the router’s Enable mode (the mode that
allows you to make changes to the router’s configuration). Type
an appropriate password, and then press Enter.

o

You are then asked to provide an “enable” password, which
seems redundant because youn have already provided a secret
password for the Enable mode. This second password is related
to earlier versions of the Cisco IOS that didn’t provide the capa-
bility to create an encrypted password for the Enable mode.
Because you aren’t allowed to leave this password blank (even
though you won’t use it), type a value (something you can
remember but isn’t apparent to someone trying to access the
router who shouldn’t). In this case I will use password. Press
Enter to continue.

6. You will then be asked to provide a virtual terminal password for
the router. This password is used by virtual terminals that Telnet
to the router over the network. This enables you to monitor
(and even configure a router) from a remote workstation on the
network. Provide a virtual terminal password, and press Enter
to continue.

7. The next Setup dialog question asks you if you want to enable
SNMP (Simple Network Management Protoco). This protocol pro-
vides baselines for network operations and provides a way to
monitor changes in the network using a management station
(which requires software such as CiscoWorks). If you won’t use
management software to manage the routers, there is no reason
to enable SNMP). In this case you won't enable it. Type no at

the prompt and press Enter to continue.
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Configuring Routed Protocols

The next portion of the Setup dialog is related to the configuration
of routed and routing protocols that will be used on the router. You
will be asked if you want to enable each of the routed protocols sup-
ported by your version of the IOS and to choose which routing pro-
tocols you want to enable.

Configuring protocols with the Setup dialog

1. In the case of the 2505 router that you are configuring, the next
prompt asks if DECnet should be enabled (DECnet is a protocol
stack supported by the Digital Equipment Corporation). The
default response is No. Press Enter to continue,

2. In the case of our 2505 router, the next dialog prompt asks if
AppleTalk should be configured. For now, you will respond with
no (the default). Chapter 13, “Routing AppleTalk,” covers the
ins and outs of AppleTalk routing and T'll defer Apple Talk until
then, Press Enter to continue.

3. The next dialog prompt asks if IPX should be configured (IPX is
covered in detail in Chapter 12, “Routing Novell IPX,”). To
answer no, press Enter.

4. 'The next prompt asks if IP should be configured and the default
answer is Yes (see Figure 8.6). Although IP will be covered in
great detail in Chapters 10, “TCP/IP Primer,” and 11,
“Configuring IP Routing,” it makes sense to enable IP at this
point. This enables you to get the router up and running on the
network, and then you can farther configure the router using a
virtual terminal or by loading a ready-made configuration file
from Cisco ConfigMaker or a TFTP server. Press Enter (to say
yes) and continue,

5. You will then be asked if you want to configure IGRP on the
router. IGRP is one of the IP routing protocols. Configuring
IGRP and RIP will be covered in Chapter 11, so for the moment
you can say no. Type no and press Enter to continue.

6. You will then be asked to configure RIP. No is the default, so
press Enter to continue.

7. The next dialog asks if bridging should be enabled on the router.
Press Enter to continue (No is the default).
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Configuring Router Interfaces

The next part of the Setup dialog is related to the configuration of
the router’s interfaces. You will be asked which router interfaces will
be in use on the router (such as Ethernet and serial interfaces). Also,
because IP was enabled for routing, you will have to supply 1P
addresses for the various interfaces on the router. How these IP
addresses were arrived at will be discussed in Chapter 10.

Configuring interfaces with the Setup dialog
1. The next prompt relates to the first interface on the router,
which in the case of the 2505 router is the Ethernet 0 interface.
You will be asked if this interface is in use. Yes is the default
value, so to enable the interface, press Enter.

2. The next prompt asks if IP should be configured on the interface
(E0). The default value is Yes; press Enter to continue.

3. The next prompt asks for the IP address of the interface (intex-
faces on the router use IP addresses just like any other node on
the network). Type 10.16.1.1 as the address for the EO interface
(see Figure 8.7). Then press Enter to continue.

4. The next prompt asks how many bits are in the subnet field.
"This number relates to how many IP subnets have been created
for your internetwork. This will be discussed in Chapter 10. For
now, trust that I've divided the available network addresses

(which are class A addresses) into 14 subnets, which requires 4

bits in the subnet field (this will make sense after you read

Chapter 10). Type 4 and then press Enter.
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«f Configuring interface Ethernetd:
4] Is this intevface in use? Lyes
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Because the 2505 router’s EQ interface is actually an eight-port
hub, you are asked if you want to enable all ports on the hub.
The default is Yes (and you want to say yes), so press Enter to
continue.

. You are then asked if you want to configure the next interface on

the router, which in this case is serial 0. Yes is the default, Press
Enter to continue.

. You are then asked if you want to configure IP on the SO inter-

face. Press Enter and continue.

. You are given the option of configuring the SO interface as IP

unnumbered (this means that the interface will route IP but
doesn't require its own IP number). This is done to actually save
your IP addresses (from the pool of IP addresses that you have
ayailable). Configuring serial interfaces with IP addresses will be
handled in more detail in Chapter 11. For now, press Enter to
say no.

. You are then asked to provide an IP address for the SO interface.

"Type 10.32.1.1. Then press Enter.

You will then be asked to provide the subnet field bits. "This is
defaulted to 4, which was entered in step 4. Press Enter to use
the same bit count.

You are now asked to configure the Serial 1 interface. Press
Enter to say yes.

Press Enter to say no to IP unnumbered.

Type the IP address 10.48.1.1 at the prompt (see Figure 8.8).
Then press Enter.
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Using the

After the router contains a basic configuration, you can begin to
examine the different router modes available. The router supplies
you with three basic levels of access: User mode, Privileged mode, and
Configuration mode.
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s13
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The next prompt is where you enter the subnet bits (4 is sup-
plied as the default number of subnet bits). Then press Enter.

After you press Enter, the screen will scroll rapidly, showing link
tests for the interfaces that you have configured. You will be asked
if you want to use the current configuration. Type yes and then
press Enter to save the configuration file that you created using the
System dialog. The router will build the configuration and save it
to NVRAM.

The next time you press Enter, the router will take you to the
router’s User mode prompt. You are now ready to view the configura-
tion parameters on the router or edit the configuration of the router.

ifferent Router Modes

Each of the basic router modes provides a higher degree of access to
the router’s configuration and also gives you greater capabilities to
edit the configuration of the router. The list that follows briefly
describes the three router modes:

u User mode—This mode provides limited access to the router. You
are provided with a set of nondestructive commands that allow
examination of certain router configuration parameters, You can-
not, however, make any changes to the router configuration.
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n Privileged mode—Also known as the Enabled mode, this mode
allows greater examination of the router and provides a more
robust command set than the User mode. After you enter the
Privileged mode using the secret or enable password (if a secret
encrypted password was not set), you have access to the configu-
ration commands supplied in the Configuration mode, meaning
you can edit the configuration for the router.

Configuration mode—Also called the Global Configuration
mode, this mode is entered from the Privileged mode and sup-
plies the complete command set for configuring the router.
Subsets of the Configuration mode exist for protocols, inter-
faces, and other aspects of the router operation.

User (Unprivileged) Mode

As I've already noted, the User mode enables you to do a limited sor-
vey of the router’s configuration. The User mode is the default mode
when you reboot a router. Even access to the User mode can be pro-
tected by a console password (see the “Configuration Mode” section
that follows for information on the various password commands).

Figure 8.9 shows the user prompt on the router you configured
using the System dialog. The prompt is the router’s name followed
by > (the greater than sign). This figure also shows a portion of the
results from the show interfaces command.
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142




PART Il Router Design and Basic Configuration

CHAPTER 8 Basic Router Configuration

The User mode is pretty much a “you can look but don’t touch”
environment. Tt can, however, provide a wealth of information about
the router and its current status. More about the commands available
in the User mode are discussed in Chapter 9, “Working with the
Cisco I0S.”

SEE ALSO
For more information about router examination commands auailable in the User mode, see

page 141.

w

Privileged Mode

The Privileged mode provides all the commands found in the User
mode, but also includes an extended set of commands for examina-
tion. of the router status (such as the show running-config command
for examining the current running configuration on the router). The
Privileged mode also supplies the conig command, which enables
you to enter the Configuration mode for the router.

The Privileged mode really controls the router. So, it's important
that the enable password be considered a thing of great value. You
don’t want just anyone messing with the router’s configuration (if
you just want to let someone take a look at some of the router para-
meters, they can use the User mode).

To enter the Privileged mode on a router, type enable at the User
mode prompt and then press Enter. Provide the enable password
(which will be the secret encrypted password that you set for the
router) and press Enter. Figure 8.10 shows the router in the
Privileged mode after the show running-config command has been
invoked. The Privileged prompt is the router’s name followed by the
# (number) symbol. :

When you have finished working in the Privileged mode, it makes
sense to return to the User mode. Otherwise, you leave the router
wide open to be configured by anyone who happens by the terminal.
To return to the User mode, type disable and press Enter. If you
want to totally log off the router, type logout and press Enter. This
means that the next person to use the console will have to enter the
router password (if one exists) to enter the User mode.
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Configuration Mode

The Configuration mode allows you to set all the parameters related
to the hardware and software running on the router. You can config-
ure interfaces, routed protocols, and routing protacols. You can also
set router passwords and configure the WAN protocols used by the
router’s serial interfaces. Some of the configurable options related to
the router can be set on a new router using the System
Configuration dialog. The Configuration mode gives you access to
absolutely all the commands that you would use to configure or fine-
tune the configuration for the router.

The Configuration mode is reached from the Privileged mode. Type

config at the Privileged prompt and then press Enter. Let’s take a look N
at the global configuration commands that allow you to change the |
router’s name and the varjous passwords that you can set on the router. :

Using the Configuration mode
1. At the Privileged prompt type config, and then press Enter.

2, You will be asked if you want to configure from the terminal,
memory, or the network. The default is the console términal, so
press Enter to continue.
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3.

opeyelicanfig

To change the name that has been given to the router, type host-
name [namel, where name is the name you want to give to the
router. After entering the command, press Enter. The new
router name will appear at the Config prompt (see Figure 8.11).

onfiguring From terminal, nemory. or network [terminall?
ter conf guratian copmands, ane per line. End uith CHIL/Z.

Jlhostnane Yinpy

in
inpyoonfig-line)lipassuord eisco
bimpy<config-1inedll

. 'To set the enable password, type enable secret [password] at the

Config prompt, where [password] is the word that you will use as
your secret password to get into the Privileged mode. Then press
Enter. I've set my password as hamburger (see Figure 8.11).

Now you can set a password for the router. This means that any-
one logging in t6 the router will have to provide this password to
even access the User mode. To set the password you must get into
the Line Console mode. Type line console @, and then press
Enter.

You are now in the line console Configuration mode; type login,
and then press Enter.

To specify the login password, type password [password], where
the [password] is the word you want to use to log in to the
router, For example, 've made my login password cisco (see
Figure 8.11).

When you have completed your configuration changes, press
Cutrl+Z. This will save your changes to the router’s running
configuration and return you to the Privileged prompt.
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After you have made changes to the running-config, you may want to
save them to your startup-configuration in NVRAM. This is the file
that is loaded when the router is rebooted or restarted. At the
Privileged prompt, type copy running-config startup-config, and
then press Enter. The new startup-configuration will be displayed
on the console screen.

Getting Around Lost Passwords

Sometimes you just forget those passwords, which can be bad news
if you need to enter the Privileged mode and change a router’s
configuration.

Replacing a lost password

1.

Turn the router off and after waiting five seconds turn it back
on. As the router reboots, press Ctrl+Break,

. You will enter the ROM Monitor mode. Type e/s2000002, and

then press Enter. Write down the virtual configuration number
that appears.

. Now at the prompt type o/rox2142 and press Enter (this makes

the router ignore the configuration file in NVRAM). Type i at
the prompt, and press Enter. The router will reboot and enter
the configuration dialog. Click No at the dialog prompt, and
then press Enter.

At the router prompt type enable to enter the Privileged mode.
Type copy startup-config running-config, and then press Enter
to get your original configuration into the router’s RAM.

. At the enabled prompt type config. You are now in the

Configuration mode. Type enable secret new password, where
new password is your new secret password. Now you must set the
register contents back to the original contents,

. At the config prompt, type the config-register ox virtual con-

figuration mumber (which is the virtual configuration number
that you wrote down). Press Enter.

. Now Type end and press Enter to get out of the Configuration

mode. Reboot the router. Now you should have a new secret pass-
word, and the router should be back to its normal configuration.
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Becoming familiar with the various modes of the router and the com-
mands that they offer is an extremely important aspect of overall router !
management. In the next chapter you will become more familiar with |
the Cisco IOS and the commands and command structure that it offers.
Each of the modes discussed in this chapter will be covered in the con-

text of the IOS commands available in a particular mode.
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Introducing the Internetworking Operating
System

The Cisco Internerworking Operating System (I0S) is the software that
provides the router hardware with the capability to route packets on
an internetwork. The IOS, like any operating system, provides the
command sets and software functionality that you use.to monitor and
configure the router, and it also provides the functionality for the
various protocols—both routed and routing—that make internet-
working a reality.

Configuring the router means that you enable the various interfaces

and protocols on the router. You must use commands that bring your
various hardware interfaces such as Ethernet or serial interfaces to

life. You must also provide configuration information for the proto- !
cols that are routed, such as IP or IPX/SPX. And you must also con-
figure routing protocols such as RIP and IGRP. After the router is
configured, you must manage your configuration files. The list that
follows details some of the things you would do with the IOS com-~

mand set:

= Configure the router LAN interfaces—Configuring the router
LAN interfaces should be done after you have made the physical
connections, assembling the router hardware and connecting the
various cables to LAN or WAN networks. The router interfaces
.must be configured for use on these networks. For example, on a
network that routes IP, each Ethernet interface involved must be ,
configured with an appropriate IP address and subnet mask. .

s Configure Serial Connections and WAN protocols—In cases

where your router is connected to a WAN by a leased line or
some other WAN technology, you must configure the WAN

protocol used on the serial interfaces of the router.

s Manage router configuration files—After the router is config-
ured, you will want to maintain copies of the configuration file.
You will save the running configuration to NV RAM where it is

stored as the startup configuration. You may also want to save a

configuration file or load a configuration file from a TETP

server (this is covered in Chapter 17, “Using a TFTP Server for

Router Configuration Storage”).
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e Monitor and maintain the router—You will also use the IOS
command set to monitor and troubleshoot problems with the
router. A time may also come when you need to update the
router IOS in Flash RAM. The command set provides all the
tools necessary to keep an eye on the router and update its I0S
and feature set if required.

Although this list may seem exhausting in terms of what you must do
to maintain routing on your network, it is by no means exhaustive.
The Cisco IOS command set is huge and the subject of a number of
books. Cisco publishes a software command summary for each of the
IOS versions, and these books are as thick as the New York City
telephone directory. The command reference for IOS 11.3 is in
excess of 1,000 pages. You will find, however, that you will use only a-
fairly small percentage of all the IOS commands available, even if
you become a routing maniac and have an opportunity to work with
some of the higher end routers on a large internetwork.

Cisco provides a Commtand-Line Interface (CLI) that you can use to
configure and maintain your router. You can access the CLI using a
router console or by Telnetting to a router using a virtual terminal.

This chapter will provide an overview of the IOS and the CLI and
let you get your feet wet with a very complex and robust operating
system. Commands related to configuring IP, IPX, AppleTalk, and
router serial interfaces (and WAN protocols) are discussed in subse-
quent chapters.

If you are a DOS or UNIX aficionado, you will find the CLI famil-
iar. It is a very typical command-line interface. If you aren’t familiar
with command-line interfaces, figures are provided to keep you on
track with the commands discussed. You will find that the command
structure is fairly straightforward.

SEE ALSO
For more information about the routing protocols such as RIP and IGRF, see page 131.
For a summary of the 10S commands discussed in this book, see page 324.
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Command Structure

You already worked with the IOS command set briefly in Chapter 8,
“Basic Router Configuration,” when you explored the different
router modes: User, Privileged, and Configuration. Each of these
modes provides a different set of commands:

s The User mode provides only basic commands that enable you
to view system information and perform basic tests.

a The Privileged mode provides a larger set of commands for
viewing router information and also provides access to the
Configuration mode.

= The Configuration mode provides the command set that enables
you to configure the interfaces and protocols used on the router.

SEE ALSO

¥ For more information about the different router anodes, see page 134.

Exec Commands

The Cisco IOS uses a command interpreter to execute your com-
mands (it interprets the command and then executes it) called the
Exec, and the User mode and the Privileged mode are considered dif-
ferent levels of the Exec. So, when you are in the User mode or the
Privileged mode, the commands available take on a particular basic
structate: the command followed by the router parameter. The com-
mand will be one of the IOS commands, such as show, and the router
parameter is the item on which you want the command to act.

So, for example, the command show Ethernet o will display the para-
meters related to the first Ethernet interface on the router, Figure
9.1 shows this command and its results on a 2505 router running
IOS 11.2.

To actually execute the commands that you use in the various router
modes, always press Enter after typing the command. The results of
the command are then displayed on the router console or virtual
terminal screen.
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Configuration Mode

The Configuration mode handles its commands in a slightly differ-
ent way. Whereas the Exec commands are two-part requests where
you specify the command and what you want it to act on, the configu-
yation commands require that you execute several commands that, lay-
ered together, actually change the parameters related to a particular

; interface or a particular protocol. For example, let’s say that you

‘ want to select the WAN protocol that you will use on a particular
serial interface on the router (in this example, serial 1). Remember
that you have to be in the Privileged mode to enter the
Configuration mode.

Configuring a WAN protecol for a serial interface
§ 1. At the Privileged prompt type config, and then press Enter.

2. You will be asked if you want to configure from the terminal,
memory, or the network. The default is the console terminal, so
press Enter to continue.

3. After you are in the Configuration mode (at the Config prempt),
you then have to specify the IOS device that you want to config-
ure. So to configure the serial 1 interface, type interface serial

1 (see Figure 9.2).
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4. When you press Enter, the prompt changes to config-if, mean-
ing that you have specified a particular interface (in this case,
serial 1).

5. Now you can type in the command that will actually change the
configuration of the specified interface. To enable point-to-point
protocol for example, type encapsulation ppp, and then press
Enter.

6. You can now type additional commands that will configure para-
meters related to the serial 1 interface. When you have com-
pleted the configuration, type end (or press Ctrl+Z), and then
press Enter. This ends the configuration session for the serial 1
interface.

As you can see, configuration commands move from the general to
the specific. First, you let the IOS know that you want to configure
something, then you let it know what you what to configure, and
then you provide it with the specific configuration parameters. Much
of your router configuration takes this format. There are, however,
some configuration commands that can be fired off as one-liners
such as the hostname command, which enables you to change the
name of your router. In fact, router configuration commands can be
broken down into three categories:

a Global commands—Global commuands are self contained, one-line
commands that affect the overall global configuration of the
router. Examples are hostname and enable secret (which sets the
secret password for the Privileged mode). These types of com-
mands are global because they affect a parameter that affects the
overall functionality of the router, such as the router’s name or
the password you type to get in the Privileged mode.

" Chapter 15, “Configitring -

- WAN Protacals, ™ as

. elates to specific proto:
eols,
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= Port Commands—~Port Commmands are a set of commands that
enable you to specify a particular interface or controller for con-
figuration; these commands must be followed by subcommands
that provide additional configuration information related to a
particular interface or controller. For example, a port command

to specify that serial 0 should be configured would be interface
serial @.

w Subcommands—Subcornmands provide specific configuration
information for the interface or controller that you specify with
a particular port command. For example, to provide an IP
address for a serial interface, you would type 1P Address followed
by a specific IP address and subnet mask.

You will have an opportunity to work in the Configuration mode
later in this chapter and subsequent chapters where configuration

information is given for specific network protocols such as IP, IPX,
and AppleTalk,

The 10S Help System

No matter what mode you are in, the Cisco TOS can provide help.
Now, I'm not talking about the handholding type of help you are
used to getting with the various Windows-based programs that you
probably use, but a more subtle type of help that is pretty decent for
a command-line interface.

Suppose you are in the User mode and would like to see a complete
list of the commands available. Type 7 and then press Enter. The
commands are listed on the console screen as shown in Figure 9.3.

Okay, so now after checking out the commands available in the User
mode, you find that you would like to use a particular command, but
would like additional help on how that command should be entered
at the prompt. For example, let’s say you would like to see how to
use the show command. Type show (or the command that you want to
get help with) at the prompt followed by ? (place a space between
show and the question mark or you will get a “bad command” notifi-
cation), and then press Enter. You will be provided with help specific
to the chosen command, as shown in Figure 9.4.
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After providing help on the specific command, the command itself is
automatically retyped for you at the command prompt (see Figure
9.4). You can then add specific parameters to the command and press
Enter to execute it. For example, in the case of the show command,
you can add version to the command and then press Enter.
Parameters related to IOS currently installed on the router will be
displayed on the screen (see Figure 9.5).
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As stated before, the help system is also available in the Privileged
and Configuration modes. The Privileged mode help is similar to
that found in the User mode. You can receive general help by typing
? or more specific help by typing a command followed by ».

Figure 9.6 shows the Help screen for the Privileged mode. Notice
that it provides a larger number of commands than the User mode
(which makes sense because the Privileged mode is a password-
protected mode that provides greater access to the router).

You can also get help in the Configuration mode. For example, you
may be in the middle of configuring a particular router interface and
would like to see a list of subcommands available. Type 7 at the con-
figure interface prompt and you will receive a list of available com-
mands, as shown in Figure 9.7.

“prampt; press Escapl
{Esc).

Router Examination Commands

‘When you work in the Exec modes (User and Privileged) a number
of the commands you use center around examining the various con-
figuration settings and hardware parameters of the router. One of the
most useful commands is the show command. You can use this com-
mand to view the status of all the interfaces on the router and view
the statistics for such items as Flash RAM and the network protocols
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currently being routed. You will find the show command invaluable in
both the User and Privileged modes.
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You’ve already seen in the preceding section that the User mode pro-
vides you with a set of commands that you can use to examine the
router status, and it is actually a subset of commands that are avail-
able to you in the Privileged mode. And even though you are work-
ing with a subset of types of items you can view with the show
command, you can actually learn quite a lot about how the router
has been configured in the User mode.

So, suppose you are stuck in the User mode on a router (you don’t
have the Privileged mode password) and want to examine the router.
The first thing you would like to view is the interfaces available on
the router. '

Using the show interfaces command
1. At the User pfompt, type show interface.

2. Press Enter to execute the command.

"The results of the command will appear on the router console
screen. Figure 9.8 shows the results of the show interfaces command
on a 2505 router that has one Ethernet and two serial interfaces. It
shows one screen-full of information; to see the rest of the output,
you would have to press the Spacebar.

Quite 2 lot of information is provided by this one command. The
hardware address (MAC) and the IP address are shown for Ethernet
0. The status of the interface (such as up or down) and the status of
the protocol (or protocols) configured on that interface also appear.
Additional information relates to the number of packets that have
been input and output by the interface. Because this is an Ethernet
interface (which uses CSMA/CD as the network access strategy), the
number of collisions and illegal frames (giants and runts) are also
provided. '

Information on the other interfaces on the router will also be pro-
vided by this command. Note the Serial 0 interface information
shown in Figure 9.8. The IP address for the interface is shown and
the encapsulation type, PPP (which is the WAN protocol being used
on this interface).
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The show interfaces command will give you information on all the
interfaces on a particular router. In the case of the 2505 router, I
would have to press the Spacebar to show the next screen so that
can see the parameters related to the Serial 1 interface on the router,
If you are using a higher-end router with several interfaces, you will
have to continue to press Enter or the Spacebar to view the infor-
mation. When you have come to the end of the information pro-
vided by the command, you will be returned to the user prompt.

If you find that show interfaces provides you with more information
than you need and you just want to hone in on a particular interface
on the router, you can use the show command to view the paramcters
related to just one interface.

Narrowing the focus of the show command
1. At the user prompt, type show interface Ethernet 0.

2. Press Enter to execute the command.

You will see results similar to those shown in Figure 9.8, but only the
information for the Ethernet 0 interface will be provided.




PART I

Using the Privileged Mode CHAPTER 9

The show command can also be used to gather other information
related to the router. ‘Table 9.1 lists some of the additional show-
related commands that you can use in the User mode (all these show
derivations will also work in the Privileged mode).

Command Provides

Show clock The tdme and date settings for the router ‘
Show version The version of the IOS currently running on the router

Show protocols Lists the network protocols configured on the router

Show processes CPU utilization information

Show history A list of your last 10 commands

Show hub Information on the status of the hub ports of a 2505 router

A number of other show-related commands exist. I will discuss several
more show commands in the context of the particular network or
routing protocol that they are used to monitor.

: ‘commanid and et you kiow.

SEE ALSO i+ that thers wis invalid input:
¥ For more information on using show to view IP-related parameters, see page 195. 0 & incorfiplets Qommgpd;
e For move information on using show to view IPX-related parameters, see page 211.

¥ For niore information on using Show te view AppleTalk-related parameters, see page 227. 9

Using the Privileged Mode

The Privileged mode also allows you take advantage of all the show
commands discussed in the previous section and several others that
aren’t available in the User mode. You will learn some of these “priv-
ileged” show commands, such as show running-config, in the
“Checking Router Memory” section of this chapter. ;

More importantly, the Privileged mode provides you with the
capability to access more complete information on the router’s
configuration and set operating system parameters (and you already
know that you must be in the Privileged mode to enter the router’s
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Configuration mode). Let’s say that you would like to set the system
clock for the router; you must do it in the Privileged mode.

Setting the time and date

1. At the User prompt, type enable, and then press Enter,

2. 'Type the Privileged mode password and press Enter. You are

now in the Privileged mode. i

3. Type clock set followed by the time, day, month, and year; a
correct entry for the time would be clock set 21:43:05 (hour,
minutes, seconds); a correct entry for the date would be 13 June
1999. Using the example data shown, the complete command
would read clock set 21:43:05 13 June 1999, as shown in
Figure 9.9.

4. Press Enter to execute the command.

| 5. To check the new settings type show clock, and then press Enter
(see Figure 9.9).

popayaficlock set 21:43:@5 13 June 1999

papeyatish clock
£1:43:12.323 UIC Sun Jun 13 1999
fopoye s

Several other Privileged commands exist that you will use on a regu-
lar basis. For example, show cdp neighbors is an internetwork
exploratory tool that I will discuss in the “Checking Out the
Internetwork Neighborhood” section found later in. this chapter.
Other Privileged commands are discussed in the next section.

( Checking Router Memory

‘When you configure the various interface and protocol parameters
for a router, this information is stored in the router’s RAM. It’s
important that you store this information somewhere, in case the

\ router loses power. In the Privileged mode you can save your run-

‘ ning configuration to NVRAM where it becomes the router’s startup
configuration (and is loaded if the router is rebooted).
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The Privileged mode also allows you to examine the contents of
RAM and NVRAM using the show command. These commands
aren’t available in the User mode.

Viewing the running configuration

» 1. At the User prompt, type enable, and then press Enter (if you
aren’t in the Privileged mode).
2. Type the Privileged mode password and press Enter. You are

now in the Privileged mode.

3. Type show running-config, and then press Enter to execute the
command. The command results will appear on the router (see
Figure 9.10).

4. To advance through the information on the screen, press

‘ Spacebar for an entire screen or Enter to advance line by line.

MW
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The running configuration provides information on how the different
. interfaces are currently configured and which routing protocols have
! been enabled. It also shows the passwords that have been set on the
' router (however, remember that the Privileged mode secret pass-
word is encrypted, so you can’t tell what it is). The running-config
command provides a complete picture of the parameters running on
the router, and this is why it is a Privileged mode command; it’s
information important to the router’s administrator, so it should be
protected.

i
!
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As you fine-tune your running configuration, a time will come when
you would want to save it to NVRAM as the startup configuration.
The great thing about the copy command is that you can copy infor-
mation from RAM to NVRAM (running to startup). Or if you mess
up your running configuration, you can copy information from
NVRAM to RAM (startup to running). The command you use to
copy information from one type of memory to another is copy.

Copying the running configuration
1. In Privileged mode, type copy running-config startup-config.

2. Press Enter to execute the command.

The router will pause for 2 moment. Building configuration will be
displayed on the screen. Then “[OK]” will appear. The running
configuration has been copied to the startup configuration. You can
quickly check your new startup configuration with the show startup-
config command (the output will be similar to the running-config
shown in Figure 9.10). The results of this command also show you
how much NVRAM is being used on the system to store the config-
uration file.

Another memory type on the router is Flash RAM. This is where the
router’s IOS is stored. You can view the contents of Flash in both the
User and Privileged mode.

Viewing Flash contents
1. In the Privileged or User mode, type show flash.
2. Press Enter to execute the command.
The results of the command will appear on the console screen (see

Figure 9.11). The IOS filename is given and the amount of free and
used Flash RAM is displayed.

popeyefishow Flash

"[eysten Flash ddvactory:

ile Length Har\e/"tatus
5334792 8@114169.h:

[5334856 bytes used, 3953752 avallable, B3BB6AS totall
K hytes of processor board System Flash (Read OHLY)
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Checking Out the Internetwork
Neighborhood

When you work with internetworks, it's important to be able to
gather information related to routers that are directly connected to
your router. These routers are typically referred to as neighbors.
Cisco routers have a proprietary protocol, Cisco Discovery Protocol
(CDP), that provides you with the capability to access information
related to neighboring routers. CDP uses Data Link broadcasts to
discover neighboring Cisco routets that are also running CDP (CDP
is turned on automatically on routers running IOS 10.3 or newer).

Working with CDP

Before you use CDP to view information about other routers, you
may want to check your router interfaces to make sure that CDP is
enabled. This is done using the show cdp interface command.

Viewing CDP interfaces
1. At the User or Privileged prompt type show cdp interface.

2. Press Enter to execute the command.

The results of the command will appear on the router console screen
(see Figure 9.12), The CDP information for all the interfaces on the
router will appear.
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You can also view the CDP information for a particular interface.

For example, in Figure 9.12, the command that follows the initial

show cdp interface command is show cdp interface se. This pro-
vides the CDP information for just interface serial 0.

In Figure 9.12, you will see two pieces of information that warrant
further discussion: the CDP packet send interval and the CDP hold-
time. Notice that CDP packets are sent by CDP-enabled interfaces
every 60 seconds. This means that they are broadcasting information
to their CDP neighbors every minute.

‘The holdtime refers to the amount of time a router should hold the
CDP information that it has received from a neighboring router. If 2
router doesn’t receive an update message from a neighbor within
three minutes (180 seconds), it must discard the old CDP informa-
tion that it holds.

Remember that the purpose of CDP is to stay up to date on the sta-
tus of your neighboring routers. So, if a line is down or some other

problem causes you to lose contact with a neighbor, you don’t want

your router relying on old information when it makes routing deci-

sions.

If a particular interface isn’t enabled for CDP, you can enable it in
the configuration mode.

Enabling CDP on an interface

1. At Privileged prompt type config terminal. You are placed in
the configuration mode with the console (terminal is the source
for the configuration information).

" seconds is the tine
" interval for the holdtime;,

2. At the Config prompt type the interface you want to enable for
CDP, such as interface serial o. Then press Enter, The
prompt changes to the Config-If prompt, letting you know that
you can now enter information for the configuration of the
designated interface.

3. Type cdp enable, and then press Enter.

4. To end the configuration of the serial interface, press Ctrl+Z.
You will be returned to the Privileged prompt (see Figure 9.13).
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Viewing CDP Neighbors

After you have viewed the status of CDP on your various
interfaces, you can use CDP to take a look at platform and
protocol information on a neighboring router or routers.

Viewing CDP neighbors
1. At the User or Privileged prompt type show cdp neighbors.

2. Press Enter to execute the command.

Figure 9.14 shows the result of this command for 22505 router that
only has one neighbor, which is connected via a serial interface.
Table 9.2 describes the information shown in Figure 9.14.

opeyalish odp neighbox
apability Codes: T~ Router. T~ Trans Bridge. B - Source Raute Dridge

— Suiteh, H ~ Hoat. I — IGHP, r ~ Repoator
poice 1D Local Intrfce Holdtne Capability Platforn Pert 1D
Live M Ser @ 126 R 2505 Ser @
ope yo!

Parameter Meaning Example from Figure 9.14

Device ID The neighbor’s or neighbors’ Olive
hostname(s) .
Local Interface The interface on the local Serial 0

router that provides the
connection to the neighbor

Capability Whether the router is R (this router is only
configured to serve configured to route)
muldple funcdons such as
routing (R), Bridging (B),
and switching (S).

continues...

“anid View directly,

connected raiters..:
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Parameter Meaning Example from Figure 9,14

Platform The type of Cisco router, 2505 (the neighbor is a 2505
router)
Port ID The interface used on the Serial 0 !

neighbor to connect to your
local router

Obviously, if you are using a higher-end router that is connected to
many different neighbors via its various interface ports, the number
of neighbors shown using the show cdp neighbors command would
be greater than that shown in Figure 9.14.

o A oo If you want to see more details concerning your CDP neighbors, you
dp " Pi And is tsed At - can use the show cdp neighbor details command. You can enter this
* “the Privileged promipt; =+ . command at the User or Privileged prompt. Figure 9.15 shows the
R results of this command. Notice that this command provides the TP
address of the neighbor’s interface and the version of the I0S that
the neighbor is running.

[ Using Ping

A command that can be very useful when you are working with
routers is ping. And if you use the Internet a great deal you may have
already used this command to test the lag time between you and
another computer on the Net. Ping (which is short for Packet
InterNet Groper) is used to test the connection between two or more
nodes on a network. These nodes can be host computers, servers, or
routers.

Ping can be used with a number of Layer 3 protocols such as IP,
IPX, and AppleTalk, and uses the logical address assigned to the
node on the network. On routers, you can Ping different interfaces
because in most cases they will each be assigned a logical address.
For example, if you are routing IP, each interface on your router will
probably be assigned an TP address.

For example, let’s say you want to see whether your connection to
another router is up and running. All you have to do is ping the
interface on the other router that your router is connected to.
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Pinging a neighbor
1. At the User or Privileged prompt type ping ip address. In this
case you are trying to ping the Olive router that is connected to

your router via a serial interface. So, the command reads ping
130.10.32.2.

2, Press Enter to execute the command.
The results of the Ping command appear in Figure 9.15. Notice that

the success rate is 100%. In cases where you can’t reach the node
that you’ve pinged, the success rate will be 0%.

opeyeliping 130,18.32.2

ype escaps sequence to abart

????“g 5, 198-byte ICHP E:)w; to 138.18.32.2, tinesut is 2 sacondst

uccpc;z’ rate iz 160 percent <5/5>, round-trdp min/avg/max = 4/4/4 ng
opeye:

Ping will be discussed in more detail later in this book (as will the
Trace and Extended Ping commands in Chapter 18, “Basic
Troubleshooting®).

SEE ALSO
% For more about ping and extended ping, see page 314.

¥ Another TCP/IP protocol stack ruember, Telnet, can also be used to connect to other routers on

the internetwork, For miore information, see page 209.

Creating a Router Banner

You have explored the Cisco IOS in the User and Privileged mode
(and worked with a number of different and useful IOS commands)
in this chapter, and you should also spend some time working in the
Configuration mode. Because several chapters are devoted to config-
uring specific LAN, WAN, and routing protocols on the router, let’s
work on something fun in the Configuration mode—the creation of
a banner. This banner will appear on your console screen when the
router is booted (or rebooted) and will also appear on the screen of
virtual terminals that are used to log in to your router (using Telnet,
which is discussed in Chapter 11, “Configuring TP Routing”).
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The router banner is created in the Configuration mode. The com-
mand is banner motd end character; where the end character is a
keyboard character of your choice that tells the configuration mode ]
when you have completed your banner text (notd actually stands for f
message of the day). For example, you will want to choose a charac-
ter such as the number sign (#), dollar sign (§), or other character
that will not appear in the body of your banner (such as most letters
of the alphabet).

Creating a router banner

1. At the Privileged prompt type config terminal. You are placed
in Configuration mode with the console (terminal is the source
for the configuration information). :

2. Twill use the dollar sign ($) as our end character. Type banner
motd $. Then press Enter. You will be told to type your banner
text and end the banner with the $ character.

3. Type the text for your banner. Use the Enter key to place blank
lines in the banner text. Use the Spacebar to position items
from left to right in the banner. Figure 9.16 shows a sample
router banner.

4. Type your selected end character ($ in this case) and press
Enter. You will be returned to Configuration mode.

B, Press Ctrl+Z to save your banner and exit Configuraton mode.

pmopeyeliconfig terminal
Enter configuration commande, one per line. End with CNIL/Z.
opeye (configdbanney_motd

Enter TEXT mescage. End with the character ’§7.

VELCOHE TO THE POPEYE ROUTERt§¢f
I AN WIAT T ARY

NON-AUTHORIZED PERSONNEL LOG OFF AND
FAT YOUR SPINACH

a
bopeye (configdh

After exiting the Configuration mode, you may have to press Enter
once to return to the Privileged prompt. To view your router banner,
type quit and press Enter.

This exits you from the router. When you press Enter on the initial
router screen, your router banner will appear (see Figure 9.17). If
you have set up the router with a login password, you will be asked
to provide the password to enter the router.
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papeye cenBl 1z novw available

£ on to the Touter

[Press REIURN te get started.

WELCOHE TO THE POPEYE ROUTERf$1f
I AH UHAT T AHY |

HON-AUTHORIZED PENSONNEL LOG OPR AND
ERT YOUR SPINACH

zer fccess UeriFication

As you can see from this chapter, the Cisco IOS provides a large and
A robust command set. You will remember the commands that you use
; often and probably have to look up the commands that you don’. A

} sumnary of the basic commands covered in this book is available in

\ Appendix A, “Basic Router Command Summaty,” as a resource.

SEE ALSO

) ¥ For more information on setting passwords on the router (in the Configuration mode),
: see page 1377.

¥ The password commands also appear in the command reference in Appendix: B; see page 323.
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The TCP/IP Protocol Stack

P

TCP/IP (Transmission Control Protocol/Internet Protocol) has
become the common language for the networking world and is a
commonly deployed protocol suite on enterprise networks. It is also
the foundation for the worldwide Internet—the mega network of
networks. Many network operating systems (NOS), such as Windows
NT 4.0 Server, Windows 2000 Server, and Novell Netware 5.0,
embrace TCP/IP as their default networking protocol.

I discussed TCP/IP briefly in the Chapter 2, “The OSI Model and
Network Protocols.” And as you already know, TCP/IP was devel-
oped originally as a set of WAN protocols that could be used to
maintain communication links between sites even if certain sites
became inoperable during a worldwide nuclear war. In light of the
kind of fun people have on the Internet today using the TCP/IP
stack, it is somewhat ironic (and somewhat depressing) that the suite
was originally developed as a sort of wartime network failsafe system
by the Department of Defense.

Another point that must be made about TCP/IP is that it has
become an integral part of operating and supporting routers on an
internetwork. Cisco router administrators use Telnet (a member of
the TCP/IP stack) to communicate with remote routers and use
TFTP (another TCP/IP protocol) as a mechanism for copying and
saving configuration files and loading new IOS software on the
router, Most big networks use T'CP/IP as their network protocol, so
a lack of understanding of the TCP/IP stack will make it pretty hard
for you to work with routers and internetworks. TFTP is discussed
in more detail in Chapter 17, “Using a TFTP Server for Router
Configuration Storage.”

SEE ALSO
T check out some of the other overview information an TCP/IE, see page 45.

TCP/IP and the 0SI Model

TCP/IP was developed in the 1970s and so preceded the completion
of the OSI model (in the 1980s). This means that the different
protocols in the TCP/IP stack don’t map directly to a single layer in
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the OSI model (although the lower-layer Network and Data Link
protocols, such as IP and ARP, do map somewhat closely to their
conceptual equivalent in the OSI model).

‘When TCP/IP was developed, the Department of Defense (DOD)
developed its own conceptual model—the DOD model—(also known
as the DARPA model) for how the various protocols in the TCP/IP
stack operate. This reference model divides the movement of data
from a sending node to a receiving node into four layers (compared
to the seven layers of the OSI model). Figure 10.1 shows how the
DOD model maps to the OSI model.

0S| Model DOD -~ TCP/IP Model
Application
Presentation ] Application
Session
Transport R Host to Host
Network ] Internet
Data Link
< Network Interface
Physical

Each layer in the DOD-TCP/IP conceptual stack defines the job
that TCP/IP protocols do that operate at that particular level (just as
the OSI model does). In the next four sections you will take a look at
what happens at each layer of the DOD-TCP/IP conceptual stack
and the actual T'CP/IP stack protocols that operate at these levels.
Figure 10.2 shows the TCP/IP stack mapped to the DOD model.

SEE ALSO
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Application Layer

The Applicadon layer protocols provide the user interface for the
various protocols and applications that access the network.
Application layer protocols in the TCP/IP stack handle file transfer,
remote login to other nodes, email functionality, and network moni-

toring. A number of different protocols reside at this level:

w FTP (File Transfer Protocol) is a protocol that provides the capa-
bility to transfer files between two computers, FTP is actually a
full-blown application (FTP clients can be downloaded from the
Internet and used to move files between computers) and a proto-
col that is supported by other applications such as Web
browsers.

w TFTP (Trivial File Transfer Protocol) is a stripped down version of
FTP that provides a way to move files without any type of
authentication (meaning no username or password). TFTP is
used in the router world as a way to save router configuration
files or update the IOS of a router (this protocol is described
extensively in Chapter 17).

& SMTP (Simple Mail Transport Protocol) is a protocol that provides
mail delivery between two computers. It is a protocol supported
by email clients and used for sending and receiving email on the
Internet.

s SNMP (Simple Network Management Protocol) is a protocol that
provides the capability to collect network information. SNMP
uses agents (software watchdogs that keep an eye on network
processes) that collect data on network performance. The col-
lected data can then be compared to baseline information.
Software packages like CiscoWorks use SNMP to help network
administrators monitor the relative health of a network.

u Téfnet is a terminal emulation protocol that allows you to con-
nect a local computer with a remote computer (or other device
such as a router). The local computer becomes a virtnal terminal

that has access to applications and other resources on the remote
computer. Telnet will be used to log on to a remote router from
a local router in Chapter 11, “Configuring IP Routing.”
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Host-to-Host Layer

The Host-to-Host layer protocols provide flow control and connec-
tion reliability as data moves from a sending to a receiving computer.
This layer takes the data from the Application layer protocols and
begins the process of readying the data for movement out over the
network, Two TCP/IP suite protocols inhabit the Host-to-Host
layer: TCP and UDP.

a TCP (Transport Control Protocol) is a connection-oriented proto-
col that provides a virtual circuit (not unlike establishing a phone
call between the sending and receiving nodes) between user
applications on the sending and receiving machines, TCP takes

[ the data from the Application layer protocols and breaks it into

segments and then makes sure that they are reassembled on the

receiving end. T'CP requires that the sending and receiving
computer establish a synchronized connection, which is done by

the exchange of packets carrying sequencing numbers and a

synch control bit. TCP requires a lot of network overhead.

= UDP (User Datagram Protocol) is a connectionless transport
protocol that provides a connection between Application layer
protocols that don’t require the acknowledgements and synchro-
] nization provided by TCP. UDP is like sending a postcard

' through the mail system. The packet is addressed for the receiv-
ing node and sent on its way. UDP is much more passive than
TCP. Application layer protocols that use UDP include TFTP
and SNMP.

Internet Layer

; The Internet layer (corresponding to the OSI Network layer) is
responsible for the routing of data across logical network paths and
provides an addressing system to the upper layers of the conceptual
model, This layer also defines the packet format used for the data as

* Network Access fayér-:"
- {described in the next sec- -

; it moves onto the internetwork. The Internet layer really revolves © tion) and-at the Data Link:
»»»»»» around one protocol—IP. Other protocols at this layer basically pro- - fayer of the 05/ modsl. This
L ) vide support for the TP addressing system and packet format. An IP datagram is a good: - -
! . . h , \ example of how the layers
i important job of the Internet layer is resolving logical addresses work together to get data

(such as IP addresses) to the actual hardware (MAC) addresses of the to its destination.
nodes on the network.
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a IP (Internet Protocol)—IP takes the data from the Host-to-Host
layer and fragments the information into packets or datagrams. It
labels each packet with the IP address of the sending device and
the IP address of the receiving device. IP also reassembles data-
grams on the receiving machine into segments for the upper- i
layer protocols. IP is a connectionless protocol that has no
interest in the contents of the datagrams. Its only desire is to
address and move the datagrams toward their destination.

s ARP (Addyess Resolution Protoco)—When IP prepares a datagram,
it knows the IP address of the sending and receiving computers
(it receives this information from the upper layer protocols such
as Telnet or SMTP). IP also needs the MAC hardware address
for the receiving computer because it must provide this informa-
tion to the Network Access layer protocol used on the network
(such as Ethernet). ARP provides the mechanism for resolving ,
the IP address to an actual hardware address. ARP sends out
broadcasts with the receiving computer’s IP address and asks the

computer to reply with its hardware address.

a [CMP (Internet Control Message Protocol)—This protocol is a mes-
sage service provider and management protocol that is used by
routers to send messages to host computers that are sending data
that must be routed. Routers can let the sending host know
when a destination is unreachable or when the router’s memory
buffer is full of data. Again, ICMP is basically used as a support
protocol for IP addressing as ARP is.

# The logical addressing systen provided by IP is discussed in greater detail later in this chapter
on page 180,

+108,” and tracerouts v
looKed at in Chapter 1
“Basic Router -

Troubleshooting.” -

Network Access Layer

The Network Access layer consists of the protocols that take the
datagrams from the Internet layer and envelope them in a specific
frame type that is then placed on the network’s physical medium as a
bit stream. You are already familiar with these protocols, which were
previously described as the Data Link layer protocols of the OSI
model and include such network architectures as Ethernet, Token
Ring, and FDDL The IEEE specifications described in Chapter 2
provide the specifications for the different frame types used by these
network architectures.
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Because these protocols reside at the MAC layer (a part of the
Network Access Layer of the DOD model and the Data link layer of
the OSI model), they are integrally involved in the physical address-
ing of the data packets. The physical address for a computer is actu-~
ally burned on the network interface card that is placed in the
computer. Router Ethernet, Token Ring, and FDDI interfaces also
have MAC addresses burned into the ROM chip of the controller for
the interface (serial interfaces on routers don’t have MAC addresses).

Figure 10.2 provides a summary of how the OSI model maps to the
DOD model and provides the TCP/IP stack mapped to the DOD
model. The protocols shown in the TCP/IP stack will be discussed
further in respect to how they relate to routers and routing.

OSl Model DOD Model
Application
Presentation <] Application
Session
Transport €] Host to Host
Network <] Internet
. Network Interface
Data Link MAC layer protocols:
Ethernet
< Token Ring
FDDI
Physical
Physical Medium of Network

180

TCP/IP Stack
Protocols

FTP
TFTP
SMTP
SNP
TELNET

P
ARP
ICMP
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An important question arises as to how the logical addressing system
provided by IP is resolved to the MAC hardware addresses found on
the various network nodes. This subject will be discussed in the next
section, which provides a basic overview of IP addressing.

SEE ALSO
# For an overview of network architectures, see page 25.

X For more information on the IEEE, specifications, see page 47.

Working with IP Addresses

IP addresses are 32 bits long and consist of four 8-bit octets (each
octet is one byte). A typical IP address would be 200.1.25.7 (as
shown in dotted decimal format). The IP address actually exists as a
binary number (s and 0s), which, as you will see when you get to
subnetting, becomes very important in calculating subnets,

An IP address can be written in three different forms:

u Dotted decimal: 200.1.25.7

s Binary: 11001000 00000001 00011001
00000111

a Hexadecimal: Cc81197

IP addresses are hierarchical addresses in that they provide different
levels of information; they can tell you the network that the node
resides on, the subnet it belongs to, and the actual node address.
‘The IP addressing system isn’t unlike the system used to designate
your home address by the U.S. Post Office. A letter to you provides
your street address, city, and state (and of course zip code). A num-
ber of people can live in your city or state, but only you live at the
particular postal address.

IP addresses use this same strategy, so part of the IP address tells you
the network the node is on, part of it tells you the subnet, and most
importantly part of the IP address tells you the node designation.
This type of addressing system makes routing practical because data
can be forwarded by routers using the network and subnet informa-
tion (they don’ have to actually know the physical MAC address of
the recelving node) to the router that serves that particular subnet
(meaning it is connected to that subnet).
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After the router that serves a particular subnet has the packets for a
node that resides on that subnet, it can make sure the packets get to
their final destination by resolving the IP address in the packet to the
MAC address on the receiving computer. Again, this is like your
home address; if you reside in California, mail from the East Coast is
forwarded to intermediary post offices in the Midwest using the Zip
Code and eventually arrives at your local post office. From your local
post office your mail is “resolved” to your home address and deliv-
ered by a mail carrier.

Having a network portion to the address means that a router only
has to know how to get the packets to that network address (through
a maze of routers). And it gets help from the other routers on the
internetwork as the packets hop from router to router on the way to
their final destination.

Understanding which part of the IP address refers to the network
subnet, and which part refers to the node, is a very important aspect
of working with IP addresses. The next section explores the different
1P classes and the subnet masks they use to make this whole IP
addressing thing work.

IP Classes

IP addresses have been broken down into 3 classes based on the size
of the network that they serve. There are Class A, Class B, and Class
C IP internetworks, :

i w Class A is used for very large networks and supplies over 16 mil-

lion node addresses for the network. Because of the way IP

‘ addresses are structured, a Class A network can serve a huge

! number of host computers (nodes), but there can only be 127

‘ class A networks. The reason for this will become apparent
shortly—read on! ARPAnet (built in the early days of the
Internet) is an example of a Class A network. » '

» Class B is used for networks that still need a lot of node '

addresses, such as a large company or institution, There are

16,384 Class B network addresses, with each Class B supplying

over 65,000 host addresses.
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a Class C is used for small networks and there are over 2 million
Class C network addresses available. Class C networks only
provide 254 node addresses, however.

Each of these classes used a certain number of octets in an IP address
to denote the network portion of the address and the node portion of
the address. For example, a Class A IP address such as 10.5.25.8
denotes the IP network using the first octet. This means that the
network number is 10. The rest of the address, 5.25.8, denotes the
host address. So, if only the first octet is used for network addresses,
there can only be a limited number of network addresses in a Class A
(because you limit the possibilities to one octet), whereas you are
using three octets to specify the host address, which gives you a lot
of different possible combinations. This is why there are only a lim-
ited number of Class A networks available, but each Class A network
supplies a huge number of host addresses (over 16 million).

Contrasting this Class A address with a Class C address, 200.44.26.3,
will help emphasize the point. The first three octets of a Class C
address denote the IP network number (200.44.26). Only the last
octet is available to assign host numbers. So, you can see that having
three octets available for network numbers gives you a huge number
of possibilities; whereas using only one octet as a source of host
addresses really limits the possibilities.

Figure 10.3 shows each of the IP Network classes and the octets that
they use for network addresses and for host addresses. The greater
the number of octets used for host addresses, the more possible
hosts. The greater the number of octets used for network addresses,
the greater the number of possible networks; it’s that straightforward.

Table 10.1 summarizes the decimal range for the first octet of each
of the IP network classes and the number of networks and nodes that
are available with each class. A sample IP address is also provided for
each of the different classes.
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First Octet ~ Second Octet Third Octet Fourth Octet
Network Host Host Host
Class A

Network Network Host Host
Class B
i :
1 A
| i
Network Networl Network Host
Class C
i

; i Class First Octet Number of Number of Sample Adarevss

| Range Networks Hosts

i 'fi A 1-126 127 16,777,214 10,15.121.5

¥ B 128-191 16,384 65,534 130.13.44.52
192-223 2,097,152 254 200.15.23.8

Binary Equivalents and First Octets

Remember that when you see an IP address such as 200.1.25.7 (and
the sample addresses shown in Table 10.1), you are actually looking
at a convenient dotted decimal representation of a series of 32 bits
that are divided into four 8-bit octets. Each octet consists of 8 bits,
which is one byte. So in actuality the IP address 200.1.25.7 is really a G M L ayarans [orts
series of 32 1s and 0s—11001000 00000001 00011001 0000011 1. - Dol ke yoband e

< which'isn't avaiiable
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How the decimal number 200 is converted to the binary number
11001000 or vice versa will be discussed in “Subnetting IP
Addresses,” later in this chapter. So, for now, you only need to
understand that IP addresses are written in the dotted decimal for-
mat really as a convenience and they actually exist as a series of 1s
and Os, '

Rules have been established for the leading bits in the first octet of each
of the classes you've discussed (A, B, and C). This enables a router to
look at the first octet of an IP address and immediately know which
class of IP address it is looking at (it’s also a convenient way for you to
quickly tell a Class A address from a Class B or C address).

a In Class A addresses the first bit of the first octet is set to 0.

a In Class B addresses the first bit of the first octet is set to 1, and
the second bit is set to 0.

.a In Class C addresses the first two bits of the first octet are set to
1 and the third bit is set to 0.

Figure 10.4 shows the first octet of a Class A, B, and C IP address in
binary format respectively. Converting binary to decimal is a subject
that you shall cover in a2 moment. However, you should take a look at
IP subnet masks before you get into the math.

Basic Subnet Masks

Another aspect of IP addressing that is extremely important to how
IP addressing works is the use of subnet masks. An IP address without
the appropriate subnet mask is like Laurel without Hardy (or T guess
now that’s Beavis without Butthead). The subnet mask for a particu-
lar IP address is actually used by the router to resolve which part of
the IP address is providing the network address and which part of
the address is providing host address.

The basic subnet masks for each class are provided in Table 10.2.
Subnet masks also consist of four octets of information. A router
matches up the information in the subnet mask with the actual IP
address and determines the network address and the node address.
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Class A First Octet: 01100011

Class B First Octet: 10110001

Class C First Octet: 11000111

First Bit
setto 0

First Bit set to 1,
second Bit set to 0

First 2 Bits set to 1,
third Bit set to 0

The big question is how does a router use the subnet mask to deter-
mine which part of an IP address refers to the network address. It
actually uses a process called anding where it “ands” the bits in the
subnet mask with the bits in the IP address to determine the network

Here’s how anding works: the IP address and the subnet mask are

both viewed by the router in binary format (which you will learn to
do in the next section of this chapter). The bits in the subnet mask
are then “anded” with the corresponding bits in the IP address. : :
Table 10.3 shows the results of anding binary bits (1s and Os). * Class A ntwoiks s afiways:

In the basic subnet masks (where no subnetting has been done) the
octet either has all the bits turned on (represented by 1s) or all the
bits turned off (represented by 0s). When all the bits are turned on
(all 8 bits are represented by 1s) the decimal equivalent is 255. When
all the bits are set to the binary 0, the decimal equivalent is 0. Figure
10.5 shows the binary equivalent of the Class B basic subnet mask.

it worth anything (m
it's 0'in‘decimal
-+ So; the firstottet valus f
tess than 128 {take'd fook.:
. < at the first octet detimal .-
: - range for Class A = 7
addresses in Table 10.1), -
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Class B Subnet Mask
Decimal: 255.265.0.0
Binary: 11111111 11111111 00000000 00000000

Bit Combination Result
land1 1
1and 0 0
0and 0 0

Let’s take a look at some actual anding. In Figure 10.6 a Class B IP
address and its basic subnet mask are converted to binary. The binary
equivalents of the IP address and the subnet mask are anded. The
result is the IP address for the network (in this case 180.20.000.000).

Anding A Class B IP Address Binary Equivalents
Subnet Mask: 265.265.0.0 11911111 11111111 00000000 00000000
and > and
IP Address: 180.20.5.9 10110100 00010100 00000101 00001001
Network Address: 180.20 <& 10110100 00010100 06000000 00000000

Subnetting IP Addresses

Now that you've been introduced to the format for IP addresses and
their subnet masks, you can tackle subnetting. Basically, subnetting
enables you to take a number of LANs and connect them together
into one internetwork. It also provides you with the capability to
break a large network into subnets that are connected with routers.
Segmenting a large network using routers allows you to maximize
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187




PART 11

Subnetting IP Addresses CHAPTER 10

the bandwidth of the network because the routers keep the traffic on
each subnet local; the data isn’t broadcast to the entire network.

Each of the classes that you discussed in the previous section (Class
A, B, and C) can be subnetted. Before you get into the actual math
involved in determining subnets and the new network subnet mask,
let’s look at how dotted decimal IP addresses are converted to deci-
mal and vice versa.

SEE ALSO

¥ T review bow routers work, see page 78.

Binary and Decimal Conversions

Each octet in the TP address (although represented as a decimal
number) consists of 8 bits. Each bit position has a decimal equiva-
lent. That decimal equivalent isn’t realized, however, unless the bit is
represented as a 1 (0 bits have no decimal value). Figure 10.7 shows
the decimal value of each bit position in the octet and the total value
for the octet when certain bits have the binary value of 1.

The first bit in any octet of an IP address will have a decimal value
of 128 followed by a bit that has a decimal value of 64. The bits on
the far left of the octet are referred to as the high-order bits. If you
move down to the right end of the octet, where the last bit’s decimal
value is 1 (followed by a bit on the left that has a decimal value of 2),
you are working with the lower-order bits.

Decimal Value of Bit Positions

128 64 32 16 8 4 2 1 Decimal
1 0 0 0 0 0 0 0 128
1 1 0 0 0 o [} 0 192
1 1 1 0 0 0 0 0 224
1 i 1 1 0 0 0 0 240

248
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Figure 10.7 gives you the total decimal value for an octet when you
turn on bits (bit values of 1) working from the high-order bits to the
low-order bits. Note that when all the bit values are set to 1, the
total decimal value is 255.

Obviously, you will run across IP address octets where only lower
order bits have decimal values. For example, if the first low-order bit
and the second low-order bit are both set to the binary 1, you have
an octet decimal value of 3 (1+2).

When you do IP subnetting, you work with both the high-order and
low-order bits. And although the math involved in the subnetting
process has you hopping from one end of the octet to the other
(using the low-order bits for some calculations and the high-order
bits for others), the process is pretty straightforward.

Just to make a point, let’s convert the octet 01110001 to decimal
using the information in Figure 10.8. The answer would be
64+32+16+1=113. All you have to do is add the decimal equivalents
of the bits in the octet that are set to 1.

Creating Subnets on a Class A Network

The easiest way to learn subnetting is to actually do it. So let’s take a
look at a Class A network and walk through the steps of subnetting it
(remember that they are only very few Class A networks, but the
subnetting math is actually easiest when working with Class A and
Class B networks),

The first octet of a Class A network can be in the decimal range of

1-126. So let’s say that you've been assigned the network address
10.0.0.0.

In Class A networks, the first octet defines the network address. The
remaining three octets provide the node address information because
you have all the possible bit combinations available in 3. octets.
That's 24 bit positions, so the number of node addresses available
would be 22 or 16,777,214 (you take 2 to the power of the number
of bits that are available to create node addresses—in this case 3
octets or 24 bits). ;

{ work with & Class
figtwork; a network p
* viding that many possible
hosts would cértainly b
subnetted. i
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The reason that you must subtract 2 from the possible node
addresses (224) is that you lose two possibilities because the bits in
the node octets cannot be set to all 1s or 0s. When the node octets
are all set to 1, that address is used to broadcast messages to all the
nodes on the network—it means all nodes—and so can’t be used for
an actual node address. When the node octets are all set to 0, that
address signifies the network wire address. In our case, if all the node
octets are set to 0, you get the address 10.0.0.0, which remember is
our network address, which becomes very important when you con-
figure IP networks on a router.

Figure 10.8 summarizes what you’ve talked about so far. Now you
also know that you take the number of bits available for node
addresses and can quickly figure out how many possible node
addresses that gives you by raising 2 to the power of the node bit
total and then subtracting 2.

Nelwork Address: 10.0.0.0

Binary Equivalent 00001010 00000000 00000000 00000000

Bit Combinations for
Node Addresses

3 Octets (24 bits) available for node addresses

2242 216,777,214

Now, if you're with me so far, you probably feel pretty good, but
you've only scratched the surface of this whole subnetting issue. The
next step is to determine how many subnets you will need for your
netwotk. If you have a Class A network, your operation will proba-
bly be spread across a wide geographical area and use both LAN and
WAN technology. Let’s keep this simple, however. Say you want to
divide your large network into 30 subnets (you will also have to have
a separate router interface to service each subnet so, even for 30
subnets you are talking about several routers that each have 2 num-
ber of interfaces (such as Ethernet intexfaces) to connect to the dif-
ferent subnets).




PART 1l Routing LAN Protocols
CHAPTER 10 TCP/IP Primer T

Figure 10.9 shows a portion of the network that you are dividing
into 30 subnets. You are looking at just one location (one building) i
the larger network, where six subnets out of the total 30 will be used,
Each LAN will be its own subnet (meaning the LAN interface of, |
the router connected to the LAN will be part of the same subnet),

The serial connection between the two routers also requires that jt
be a separate subnet, so one of the subnets you create will be used

for that set of interfaces (on both the routers).

Subnet 6 Is used
by the Serial
connection
between the two
routers

Router

Now that you know how many subnets you need, you can begin to
work through the process of stealing bits to create our subnets, The

first thing that you will do is create the new subnet mask that will be -
used for the entire network.

Creating the Network Subnet Mask

You want 30 subnets. Right now our network address 10.0.0.0 only
supplies bits for the network address (the first octet) and bits for
node addresses (the other three octets). So, how do you create sub-
nets? You steal some bits from the node octets and use them to create
our subnets (you can’t steal bits from the network octet because this

is provided to you by the people who assign IP networks—it is basi-
cally cast in stone).
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So, you will steal bits from the first node octet to create our subnets
(the second octet in the 10.0.0.0 address—from left to right). This
means that the possible number of node addresses is going to be
decreased because you are going to take some of the bits to create
subnets (with bits removed for subnets, you get less node addresses).

Stealing the bits will not only let us compute ranges of IP addresses
for each subnet (each of the 30 subnets will have a different range of
TP addresses), but it also lets us create a new subnet mask for the
entire network. ‘This new subnet mask will let routers and other
devices on the network know that you have divided our network into
subnets and it will also tell them how many logical subnets have been
created.

But first things first, you must figure out how many bits you need to
steal to come up with 30 subnets. Remember that each bit in an octet gkt e v
has a decimal value. For example, the first low-order bit on the far ¢ Use them all you can St .+ !

: : raer ¢St up 26 ‘subnets on your "
right of the octet has a decimal value of 1, the bit to its left has a 7 figtwiork; it’s jist that you:;
value of 2 and so on. So, to create 30 subnets you add the lower © “can't creafe that exact

order bits’ decimal values until you come up with a value of 31. Why numbe.

31 and not 30? You cannot use subnet 0, which is what you derive
when you steal only the first lower-order bit. So the formula is actu-
ally: total decimal value of stolen lower-order bits minus 1. Figure
10.10 shows you how five lower order bits were used to come up ;
with 30 subnets. e

When you know how many bits it takes to create 30 subnets—5
bits—you can create the new subnet mask for the entire Class A net-
work. Forget for the moment that you used lower order bits (adding
from right to left) to come up with the 30 subnets.

Take the first five high-order bits (128, 64, 32, 16, and 8) working
from left to right. Add them together: 128+64+32+16+8=248. The
248 is very important. Normally, a Class A subnet mask is 255.0.0.0.
But this Class A network has been subnetted (using bits in the sec-
ond octet). So the new subnet mask is 255.248.0.0.

This new subnet mask tells routers and other devices that this Class
A network contains 30 subnets. Now that you have the subnet mask
for the entire network (this subnet mask would be used as the subnet
mask for router interfaces and computers on the network no matter
which of the 30 subnets that node is on) you can figure out the range
of IP addresses that would be available in each of the 30 subnets.
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Network Address: 10.0.0.0

Binary Equivalent 00001010 00000000 00000000 00000000

First Node Octet
Decimal Values of Octet

128 6432168 4 2 1

5 bits are required to
creale 30 subnets

[1+2+4+8+16-1=30]

Calculating IP Subnet Ranges
Calculating the subnet ranges is pretty straightforward. You used five
high-order bits to determine the binary number used in the second
octet of our new subnet mask for the network. These high-order bits
also provide the secret for determining the IP address ranges for

each subnet. The high-order decimal values that you used for the
subnet mask were: 128, 64, 32, 16, and 8.

Take the lowest of the high-order bits that you used to calculate the
new subnet mask, in this case 8. This number becomes the incre-
ment used to create the IP address ranges for the 30 subnets.

For example, the first subnet (of our 30) will begin with the IP
address 10.8.0.1. The 8 is used as the starting increment for the sec-
ond octet in the IP address. Remember, it was the second octet that
you stole the bits from to create our subnets. So, all IP addresses that
have a second octet decimal value of less than 8 are invalid values. To
calculate the beginning number of our next subnet add 8 to the sec-
ond octet, you get 16. So, the starting address for the second subnet
will be 10.16.0.1. Continue to add 8 to the second octet to determine
the start address for all 30 of the subnets.
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Now, you probably wonder whete T came up with the 0 in the third
octet and the 1 in the fourth octet. The possible decimal values of

any octet range from 0 (where all bits are set to 0) to 255 (where all
bits are set to 1). So the first IP address in the subnet can have all Os

Remember, I said eatlier that the node address could not be repre-
sented by octets containing all Os or all 1s. If the fourth octet was 0,
both the node octets (the third and the fourth) would be all 0s, which
is used to denote the subnetwork address, and so it isn’t a legal
address for a node.

To determine the range of addresses for a particular subnet, you take
that subnet’s starting address and use all the addresses that are
between it and the starting address of the next subnet. For example,
the first subnet will contain all the addresses between 10.8,0.1 and
10.16.0.1 (but not including 10.16.0.1).

Table 10.4 gives the start and end address for the first 10 of the 30
subnets that you created. To figure out the other 20 ranges, simply
add the increment (8) to the second octet (the subnet octet).

Start Address

Subnet # End Address

1 10.8.0.1 10.15.255.254
2 10.16.0.1 10.23.255.254
3 10.24.0.1 10.31.255.254
4 10.32.0.1 10.39.255.254
M 10.40.0.1 10.47.255.254
6 10.48.0.1 10.55.255.254
7 10.56.0.1 10.63.255.254
8 10.64.0.1 10.71.255.254
9 10.72.0.1 10.79.255.254

—
<

10.80.0.1

10.87.255.254




: sitbietted provides?
16,777,214 fods addresses
% Now, you computed that if. &
- yoiu credte 30 stibriefs dn a.”
.. class A nétwork you get; "

524,286 IP addresses per .
subnet. Multiply 524,286 by
30, You get 15,728,580. So,
16,777,214 minus .
15,728,580 is 1,048,634. You
fose a lot of potential node
addresses by subnetting.
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Calculating Available Node Addresses

T've already stressed the importance of creating the appropriate num-
ber of IP subnets for your network (with growth figured in). But you
also need to make sure that the number of node addresses available
for each subnet will accommodate the number of computers and
other devices that you plan to deploy on the subnets. Each subnet is
a mini-network unto itself and you can't steal IP addresses from one
of the other subnets, if you find that you don’t have enough
addresses for all your devices.

Calculating the number of node addresses available in each subnet is
very straightforward. In our Class A network, you originally had 24
bits dedicated to node addressing. To create the 30 subnets, you had !
to steal S bits from the second octet. This means that now only 19
bits (24-5) are available to create node IP addresses. To calculate the
nodes addresses per subnet, take 2 and raise it to the 19th power and
then subtract 2 (2”-2). This results in 524,286 IP addresses per sub-
net. Obviously, Class A networks provide a huge number of
addresses and coming up short is pretty improbable. But when you
work with the subnetting of Class B and Class C addresses, you need
to make special note of how many addresses you have available in
each subnet.

Creating Class B and Class C Subnets

‘The process of creating Class B and Class C subnets is very similar
to creating Class A subnets. The math is all the same, however, you
are working with a smaller pool of potendal node addresses when
you subnet. Let’s look at each of these classes briefly.

Class B Subnetting

Class B networks that aren’t subnetted provide 2 octets (16 bits) for
node addressing. This provides 65,534 node addresses. The basic
subnet mask for a Class B network is 255.255.0.0.

195



