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Routing algorithms use a metric to determine the suitability of one
path over another. The metric can be several different things such as
the path length, the actual cost of sending the packets over a certain

route, or the reliability of a particular route between the sending and
receiving computers.

For example, RIP, a distance Vector routing protocol, uses /yap count

as its metric. A hop is the movement of the packets from one router
to another router. If two paths are available to get the packets from

one location to another, RIP will choose the most desirable path
based on the smallest number of hop counts. Figure 5.5 shows an

internetwork where two paths are possible for the routing of packets
between the sending and receiving computers. Because Route A

requires only one hop, it is considered the optimum route for the
packets.

Metrle : Hop Count

Route A :1 HOP

Packets take
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The problem with routing protocols that use only one metric (such
as hop count) is that they become very single minded in their pursuit
of the best route for a particular set of packets. RIB for example,
doesn’t take the speed or reliability of the lines into account when it
chooses the best path, just the number of hops. So, as shown in
Figure 5 .5 , even though Route A is the best path according to the
number of hops (and RIP), you are forced to route your packets over
a slower line (the 56-lcilobit leased line). This line is not only slow, it
also costs you money. Route B is actually over wire that the company
owns (part of the network infrastructure) and is actually a faster
medium (fast Ethernet at 10OMbps). However, when you use a
routing protocol that uses hop count as the metric it will choose
Route A.

To overcome the lack of flexibility provided by hop count as a met—
ric, several other routing protocols that use more sophisticated met-
rics are available. For example, the Interior Gateway Routing
Protocol (IGRP) is another distanee—vector routing protocol that can
actually use 1 to 25 S metrics depending on the number set by the
network administrator. These metrics can include bandwidth (the
capacity of the lines involved), load (the amount of traffic already
being handled by :1 particular router in the path), and communica-
tion cost (packets are sent along the least expensive route). VVhen
several routing metrics are used together to choose the path for
packets, a much more sophisticated determination is made. For
example, in the case of Figure 5.5 a routing protocol that uses met-
rics other than hop counts (such as communication cost) would
choose the route with more hops but less cost to move the packets to
their destination.

lypes st éfieutlteg Pteteeels
Real—world internetworks (particularly those for an entire enterprise)
will consist of several routers that provide the mechanism for moving
packets between the various subnets found on the network. To move
packets efficiently it’s not uncommon to divide several connected
routers into subsets of the intcrnetwork. A subset containing several
member routers is referred to as an rzrezz. When several areas are

grouped into a higher—level subset, this organizational level is called a
romiing domain.
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Figure 5.6 shows an internetwork divided into areas. Each area is

terminated by a high—end router called a border router (or core
router as mentioned in the sidebar). The two border routers are con-

nected to each other, which, in effect, connects the two routing
domains (or autonomous sys :e111s on an IP internetwork).

5 VS-"‘L’é
Area Border Router

~. 9,314,‘ : i A
Area Border

Rouler

The fact that internetworks can be divided into logical groupings
such as routing domains (or autonomous systems) gives rise to two
different kinds of routing protocols: routing protocolsthat provide

the routing of packets between routers in a routing domain and rout-
ing protocols that provide the routing of packets between routing
domains.

I71.te1‘ior Gateway Protorolr (IGPS) provide the routing of packets within

the routing domain. IGPS such as RIP or IGRP would be configured
on each of the routers in the router domain.
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Protocols that move data between the routing domains are called
Exterior Gateway Protocol: (EGPS). Examples of 4 GPs are Border

Gateway Protocol (BGP) and Exterior Gateway Protocol (EGP).

interior Gateway Protocols

The Interior Gateway Protocols consist of distance-vector and link-

state routing protocols. Several different IGPs are available and vary
on the number of metrics used to determine optimum routing paths.
The oldest IGP is the Routing Information Protocol and is discussed

in the following section, along with some of the other commonlyused IGPS.

Routing Information Protocol

Routing Injirrm/ttion Protocol (RIP) is a dista.nce—vector, IP—routing pro-
tocol that uses hop count as its metric. And although it is the oldest
IGP, RIP is still in use.

RIP sends out a routing update message every 30 seconds (by Cisco
default), which consists of the router’s entire routing table. RIP uses
the User Datagram Protocol——-UDI’—(part: of the TCP/IP stack) as
the encapsulation method for the sending of routing advertisements.

RIP is limited, however, in that the maximum number of hops that it
will allow for the routing of specific packets is 15 . This means that

RIP is fine for smaller, homogenous internetworks, but doesn’t pro-
vide the metric flexibility needed on larger networks.
SEE ALSO

" For infarvmztion on co/zjigtmfig RIP on /1 Cisco router; see page 202.

Interior Gateway Routing Protocol . , 4. .
;. suiinetmasksvvnl

T/ye Interior G/zteway Routing Protocol (IGRP) was developed by Cisco ’ cussed in Chapter 1 1‘;
in the 19803. IGRP is a distance—vector routing protocol. : ' ‘A I ' ’ I

IGRP uses a composite metric that takes into account several vari-

ables; it also overcomes certain limitations of RIP, such as the hop
count metric and the inability of RIP to route packets on networks
that require more than 15 hops.
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IGRP (when compared to RIP) also employs a longer time period
between routing updates and uses a more efficient format for the

update packets that are passed between routers. IGRP also supports
the use of autmzomom symzvm‘ (similar to the areas discussed earlier in

the chapter), so routers running IGRP can be sequestered into
domains where the router Lraffic in a particular domain remains
local. This cuts down on the amount of router broadcast communi-

cations using up valuable bandwidth throughout the entire internet—
work.

IGRPE metric consists of a composite that takes into consideration

bandwidth, delay, load, and reliability when determining the best
route for data moving from a sending node to a particular destina-
tion node. The following list describes how each of these network

parameters is viewed by IGRP when the routing algorithm is used to
build or update a router’s routing table:

a Bzmzlwidt/1 is the capacity of a particular interface in kilobits. A

serial interface may have a bandwidth of 100,000 ldlobits (this
would be a serial interface Connected to an ATM switch, which

typically supplies this amount of bandwidth). Unfortunately, the
bandwidth of a particular interface isn’t measured dynamically

(measuring the actual bandwidth available at a particular time)

but set statically by the network administrator using the band-
width command. Nlore about setting serial interfaces will be dis-

cussed in Chapter 15, “Configuring WAN Protocols.”

Delay is Lhe amount of time it takes to move a packet fiom the
interface to the intended destination. Delay is measured in

microseconds and is a static figure set by the network adminis-

trator using the delay command. Several delays have been com-

puted for common interfaces such as Fast Ethernet and IBM
Token Ring. For example, the delay for a Fast Ethernet interface
is 100 microseconds.

Reliability is the ratio of expected—to—received lceepalives on a

particular router interface. (Keeprzlives are messages sent by net-
work devices to tell other network devices, such as routers, that

the link between them still exists.) Reliability is measured

dynamically and is shown as a fraction when the show interface
command is used on the router. For example, the fraction

2 55/2 5 5 represents a 100 % reliable link.
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a Land is the current amount of data traffie on a particular inter-

face. Load is measured dynamically and is represented as a frac-

tion of 255 . For example, 1/25 5 would be an interface with a

minimal amount of traffic, whereas 250/255 would be a fairly

congested interface. Load can be viewed on the router using the
show interface Command.

As you can see, IGRP takes a lot of information into consideration
when it uses its algorithm to update a r0uter’s routing table. It is

often implemented in larger internetworks where RIP would be inef~
fectual.

SEE ALSO

> Fo7‘i1zfm/mtian an to/zfig-ming IGRP on /I Cisco rontez; rec page 204.

Open Shortest Path First Routing Protocol

Open S/7o1'tcrtPmt}.1 First (OSPF) is a link—state protocol developed by

the Internet Engineering Task Force (IETF) as a replacement for

RIP. Basically, OSPF uses a shortest path first algorithm that enables

it to compute the shortest path from source to destination when it

determines the route for a specific group of packets.

OSPF employs the Hello Protocol as the mechanism by which
routers identify their neighbors. Hello packet intervals can be config-

ured for each interface on the router that is using OSPF (the default

is every 10 seconds). The command for adjusting the Hello Interval
is ip ospf hell-3—interval.

OSPF routing networks can also take full advantage of the ‘

autonomous systems feature on large IP networks (also discussed in

this chapter as areas and domains), which keeps link—state advertise-

ment of member routers local to a particular autonomous system.
Area border routers are used to connect the Various autonomous sys-
tem areas into one internetwork. '

Exterior Gateway Protocols

As mentioned earlier, Exterior Gateway Protocols (EGPs) are used
to route traffic between autonomous systems (routing domains).

Border Gateway Protocol (BGP) is a commonly used routing protocol
for inter—domain routing. It is the standard EGP for the Internet.
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BGP handles the routing between two or more routers that serve as

the border routers for particular autonomous systems. These border
routers are also referred to as core routers. Basically, these core routers

serve as neighbors and share routing table information with each
other. This enables the Core routers to build a list of all the paths to

a particular network.

BGP uses a single metric to determine the best route to a particular
network. Each link is assigned an arbitrary number that specifies the

degree of preference for that link. The preference degree number for
a particular link is assigned by the network administrator.
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Cisco routers such as those in the 2500 Series family basically are
off—the—shelf routers that come with a predetermined number of
LAN, WAN, and serial ports. Higher—end routers like tl1e Ciseo

4500 are modular and actually contain empty slots that can be filled
with several different interface cards.

Not only are different interface cards available (such as LAN versus

WAN), but the number of ports on the card can also be selected. For
example, one of the three empty slots on the 4500 router can be

filled with an Ethernet card that contains six Ethernet ports. Figure
6.2 shows the Cisco ConfigMal{er hardware configuration screen for

the Cisco 4500 router (you will work with ConfigMaker in Chapter
16). Three slots are available (shown on the right of the screen) and
can be filled with several different cards (listed on the left of the
screen).

2 Said, l8A:)|nc/S3
‘ 4lSD_H Dmfl-l.S/ll

3150}: with sm‘1 T1/ISDN

Modular routers (like the 4500) designate their ports by connection
type, followed by slot number, followed by port number. For exam-
ple, the first Ethernet port on an Ethernet card placed in the router’s

first slot would be designated as Ethernet 1/0 (the slot is designated
first, followed by the port number).

Viewing the interfaces (and their status) on a particular router is han-
dled by the show interfaces command. Figure 6.3 shows the results
of the show interfaces command on a 2505 router that has one

Ethernet port (E0) and two serial ports (S0 and S1). The status of the

various ports is related to whether the ports have been connected

(physically to the internetworlr) and whether they have been config-
ured.
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Configuring a particular interface depends on the type of network
protocol used by the network to which the interface port is con-
nected. For example, an Ethernet port connected to an ll’ network

will be configured for the routing of II’. An Ethernet port connected
to an AppleTalk network will be configured for AppleTalk routing.
Interface configuration is covered in Chapters 11, “Configuring IP

Routing,” 12, "Routing Novel] IPX,” and 13, “Routing AppleTall-2.”
SEE ALSO

Crnmerting LAN zI)1dm'/'1/Ipon‘.r ta netzuar/c merlizr is zlixurrnerl on page I I9.

LAN ntetteces

Cisco routers support several commonly used LAN networks. The
most Common LAN router interfaces are Ethernet, Fast Ethernet,

IBM Token Ring, and Fiber Distributed Data Interface (FDDI).

All these LAN protocols mentioned embrace the same Data Link

layer physical addressing system (the MAC hardware address on a
NIC or the MAC hardware address found on the controller of the

router interface). These addresses are unique for each device.
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networks use token passing as the network access strategy.

Routers used on Token Ring networks must contain a special

Token Ring interface for connection to the network. Parameters
such as the speed of the ring (either 4Mbps or 16Mbps) must be
set on the router’s Token Ring interface so the throughput speed
matches that of the Token Ring network.

FDDI is a token passing network that uses two redundant rings

(passing tokens in opposite directions) as a fault tolerance
method (fimlt tulemizce is keeping the network up and running
when one of the rings breaks down). FDDI, which is often

employed as a fiber—optic backbone for larger networks or
municipal area networks (MANS), can provide network through-
put of up to 100Mbps. Routers used on FDDI networks must
have an FDDI interface.

All the LAN protocols require a matching interface on the router
that serves them. For example, a Tbken Ring network can only be
attached to a router with the appropriate Token Ring interface.

Specifications for some of the routers built by Cisco are discussed in
Appendix C, “Selected Cisco Router Specifications.” You can also
View the various specifications of Cisco routers on Cisco’s Vi/eb site
at www. cisco. com. It is obviously important that when you plan your

internetwork, you purchase a router that will provide you with all the
necessary interfaces that your various LAN connections will require.
Figure 6.5 shows the diagram of a network where several different
LAN architectures have been connected using routers (the diagram

is actually based on the network map of a real company’s internet—
work).

SEE ALSO

2+» ll/LAC (I(:'d7'e.\'.ver /We :1/'.rcI1.\'.red on page 41.

2» Frr/'7m71'e infbzwmtion an LAN /W/Jitctrzzrerrzzc/1 as Etliemet or FDDI, rcc page 25.

Serial Interfaces V

Serial router i11£c7fi1ces provide a way to connect LANS using WAN
technologies. WAN protocols move data across asynchronous and
synchronous serial interfaces (on routers), which are connected via
leased lines and other third—party connectivity technologies.
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Ethernet Networks

Some of the commonly used WAN Data Link layer technologies are
High Level Data Link Control (HDLC), X.25 , Frame Relay,
Integrated Services Digital Network (ISDN), and Point to Point
Protocol (PPP). All the WAN protocols discussed are configured on

particular router interfaces (such as a serial interface or an ISDN
interface) when the router is in the configuration mode. The actual
conunand sets and the ins and outs of configuring WAN protocols

on a Cisco router are discussed in Chapter 15, “Configuring WAN
Protocols.”

n HDLC is a Data Link layer protocol that provides the encapsu-

lation of data transferred across synchronous data links. This
means that a device such as a DCE (Data Communication

Equipment) provides a connection to the network and provides a

clocking signal that synchronizes the transfer of data between
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the two ends of the serial link. Serial ports on a router are con-

nected to a modem or other CSU/DSU device via special cables
such as 21 V35 cable. HDLC is the default VVAN protocol for

Cisco routers. Cisco’s HDLC implementation is proprietary,

however, and will not communicate with other vendor’s HDLC
(this is why trying to mix routers from different vendors such as
Cisco and 3Com can be a real nightmare). HDLC is considered

a point—to—point protocol and provides :1 direct connection
between sending and receiving devices (such as two routers).

Point to Point Protocol (PPP) is another Data Link layer point‘

to~point protocol supported by Cisco routers. It isn't proprietary,
so it can be used to connect Cisco routers to internetworlcing

devices from other vendors. PPP actually operates in both syn»

chronous and asynchronous modes (meaning it can provide
either encapsulation type). A flag (which is actually several bits
inserted into the data stream) is used to signify the beginning or

end of a frame or datagram of information flowing across the
PPP connection. PPP can be used for connecting IP, AppleTalk,
and IPX networks over WAN connections.

PPP is configured on the serial port of the router that provides
the connection to a leased line or some other WAN connection.

You may already be familiar with PPP because it is the protocol
used to connect workstations to Internet service providers over

' analog phone lines via a modem.

X.25 is a packet-switching protocol for use over public switched
telephone networks. Data is passed along the switched network
using virtual circuits (such as permanent virtual circuits). X25 is
a slow protocol when compared to newer WAN technologies
like Frame Relay because it provides a great deal of error checl(—
ing (which was a must when X25 was first implemented several
years ago over fairly low~grade telephone lines). X.25 is typically
implemented between a DTE device and a DCE device. The

V . DTE is typically a Cisco router, and the DCE is the X25 switch
’ f9|Y'0'Fl‘5T?‘Tt,i“'lFl 2 owned by the public switched network. Figure 6.6 shows how1 ? to‘ make sure thatthe data _ .
.. is mmb|été|We..ceiV.ed by ii» two routers would be connected across an X.25 serial connec—

the destination interface; V tiO11.
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A such asX.25. ;; '

:1 Frame Relay is a packet switching Data Link layer protocol that
was originally developed for use over ISDN connections. It has

now replaced X.25 as the protocol of choice over switched net-
works, and it uses Virtual circuits to define a route between two

devices (such as two routers) communicating over the WAN. In
:1 Frame Relay connection, 21 DTE such as a router is attached to
a DCE such as a CSU/DSU(i11ost CSU/DSUS can be con-

nected to the router using a V3 5 serial cable). Or the router can

be connected directly to the phone cori1pany’s switching equip~
merit. Frarne Relay[nd]based WANS looked similar to the X.25

packet switching network depicted in Figure 6.6.
1 _ , . _ _ ‘‘ typically comected to ._ .

lritegrated Services Digital Network (ISDN) uses digital tech- .~ |sDN"p'o'mhgn3 prmgdgd,’ _

nology to move data, voice, and video over existing phone lines. 5‘/3' 3P9“lfi° mmél ’
It is an asynchronous WAN protocol. ISDN requires that the 1 mum ‘A ' ‘ ' i ii
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network be connected to the phone line using terminal equip—

ment that is commonly referred to as an ISDN modern.
However, Cisco routers can be purchased that have a BRI inter-

face (BRI stands for Basic Rate Interface) included on the router.
The BRI interface is then connected directly to the phone lines.

In cases where your router doesn’t have the BRI port, you will
have to connect one of the existing serial ports to an ISDN

modem (or buy a new router).

SEE ALSO

TV/lNp1‘aruvuls and bow 2‘/my 7:20/'lc /l7'L' divrllrred in grmter detail on page 53.

tegieai interfaces
Before we conclude our discussion of router interfaces, we must take

at look at logical interfaces. A logical i7ZtE7ffl€€ is a software—only inter-
face and is created using the router’s IOS. Cisco’s lOS is explored in
Chapter 9, “Working with the Cisco IOS.”

Logical interfaces don’t exist as actual hardware interfaces on the
router. You can think of logical interfaces as virtrml i17.Z'ETfiIC65‘ that
have been created with a series of router software commands.

These virtual interfaces can be viewed by devices on the network as

real interfaces, just as a hardware interface such as a serial port is a
real interface. You can configure different types of logical interfaces
on a router including Loopback interfaces, Null interfaces, and
Tunnel interfaces.

toepbaek interfaces

A Looplmc/e interfrzce is a software—only interface that emulates an
actual physical interface on the router. Loopbacks are typically con-
figured on a high—end router that serves as the core router between
two corporate internetworks or between a corporate network and the

Inteinetwork; " i Internet. Routers serving as core routers will be configured with an
if V exterior gateway protocol such as Border Gateway Protocol that

routes the packets between the two separate internetworks.
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Because the router serves as such an important link between»inter-

networks, you don’t want it dumping data packets if a particular p

physical interface goes down on the router. So the Loopbackvirtual
interface is created and configured as the termination address for the

Border Gateway Protocol (BGP) sessions. In this way the traffic is

processed locally on the router, which assures you that the packets
get to their final destination. ‘

Null Interfaces

Another logical interface is the Null inteifrzce. It is set up on a router '-
using the appropriate router commands and serves as a brick wall -
that can be used to keep out certain traffic. For example, if you_don‘t

want traffic from a particular network to move through a_ particular v -
router (but move through the internetwork by other routes) you can ‘
configure the Null interface so that it receives and durnps any pack?
ets that the network sends to the router. Normally Access lists.(dis~ i
cussed in Chapter 14, “Filtering Router Traffic with Access Listsf’)
are used to filter traffic on an internetwork a11d define valid routes

for certain networks. The Null interface is pretty much a sledgeham— '

met approach to a process that is normally handled with jeweler’s V ‘
tools.

Tunnel Interfaces
A Yimnel i7lt€7_'fflC€ is another logical interface that can ‘used, to
move packets of a particular type over a connection that doesn’t ty‘pi— V
cally support these types of packets. For example, a Tunnel interface <
can be set up on each of two routers that are responsible for routing _
AppleTalk packets from their LANS. These two routers are con-_

nected by a serial connection (see Figure 6.7). The Tunnel interface
can he configured to route IP. And although AppleTalk would not be
typically routed over anIP interface, the AppleTalk packets are ..
encapsulated (stuffed in a generic envelope) and then moved across
the Tunnel as if they were TP packets. Cisco routers provide the
Generic Route Encapsulation Protocol (GRE), which handles the N
encapsulation of packets moved over a Tunnel interface. ’ i
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(or routers) with the appropriate connections to fill your internet— .

working requirements. (Many of the hi gher—end routers allow you to
customize the type and number of interfaces found on the router.)

fisee Roaster " esigu

Cisco routers must be able to build routing tables, execute com-

mands, and route packets across network interfaces using routing

protocols. This means that the router must have processing power,
some sort of storage capacity, and available random access memory.

Appropriate software such as an operating system that can be used to
configure routed and routing protocols is also necessary (and is dis- __ i
cussed in Chapter 9, “Working with the Cisco IOS”). A ““°"”"°"‘ 3”“ 39”“tidns for”so‘me‘Of the Cisco "

:_ routers availahleg

Router CPUS

Routers aren’t unlike PCs in that they contain a microprocessor. And

just like PCs, different Cisco router models come with different

processors. For example, the Cisco 2505 Router (which is the router
that you will see in the various figures throughout this book) con-
tains a 201\/IHz Motorola 68EC030 processor. A higher—end router
like the Cisco 7010 Router contains a ZSMHZ Motorola MC68040 .

CPU. (Many of the lower—end routers use some of the same

Motorola processors that are used in a variety of Apple Macintosh
computers. Some of the very high—end routers use Rise processors

that you wou.ld typically find on miniframc computers or very high-
end sewers.)

SEE ALSO

3:» lvbr more informm‘ian on rpzmfir Cim nmrers, rec page 33 7.

Router Memory Components

As already mentioned, routers not only need processing power, they
also need a place to store configuration information, a place to boot

the router operating system (IOS), and memory that can be used to

hold dynamic information as the router does its job of moving pack-
ets on the internetwork. Cisco routers actually contain different

types of memory components that provide the storage and dynamic
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caching required. The following list provides information on the dif-

ferent memory components found in a Cisco router:

in RONI—Contains the Power—on Self—Test (POST) and the boot-

strap program for the router. The ROM chips also contain
either a subset or the complete router IOS (for example, the

ROl\/I on the 2505 router only contains a subset of the IOS,
whereas the 7000 series contains the full IOS). Because the IOS

is available on the ROAL you can recover irom major disasters

such as the wiping out of your Flash RAM. The ROM chips on
Cisco routers are removable and can be upgraded or replaced.

NVRAM (nonvolatile RAM)~—Stores the startup configuration

file for the router. NVRAM can be erased, and you can copy the

running configuration on the router to NVRAM. The great
thing about NVRAM is that it retains the information that it
holds even if the router is powered down (which is extremely

useful considering you won’t Want to have to reconfigure the
router every time after the power goes down).

Flash RAIVI——-Flash is a special kind of ROM that you can actu-

ally erase and reprogram. Flash is used to store the Cisco IOS

that runs on your router. You can also store alternative versions
of the Cisco IOS on the Flash (such as an upgrade of your cur-

rent IOS), which makes it very easy for you to upgrade the

router, Flash RAM actually comes in the form of SINIMS

(Single—Inline Memory Modules) and depending on the router

you have, additional Flash RAM may be installed.

RAM—Si111i.lar to the dynamic memory you use on your PC,

RAM provides the temporary storage of information (packets are
held in RAM when their addressing information is examined by

the router) and holds information such as the current roufing

table. RAM also holds the currently running router configura-

tion (changes that you make to the configuration are kept in

RAM until you save them to NVRAM).

These various memory components all play an important role in
What happens when you boot the router. The various possibilities

revolving around the router system startup and where the router
finds its [OS and start—up configuration files are discussed in the next
chapter.
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' The role r/mt the different memory tflu-J play in the 7'a71terI1aot up sequerm: are disclosed in
rbe wzexr rlmpm; beg/'11m'ng on page 126.
SEE ALSO

7779 Cisco Router inteifrrtex are mmr/yer impm-tmzt IJm'(I11)m'e campanelzr aftbe mute): T}J€_)’1?7‘E
dixrzrxxcti in C11/Ipter 6, n‘/niing 0/1 page 99.

flenneetiarg the Qeesee
VVith an overview of the internal components of the router and the

router interfaces the previous chapter) taken care of, it’s now time

to walk through the steps of getting a new router out of its box and
connecting it to the LANS that it will service (either by direct Con-
nection using a LAN port such as an Ethernet port or by connecting
LAN5 using WAN connections). Configuring the router is discussed
in Chapter 8, “Basic Router Configuration,” with additional IOS
configuration commands discussed in Chapters 9, 11, 12, 13, and 15.

Before you attempt to connect the router, it makes sense to take a
look at the contents of the box that were shipped to you by Cisco or

your Cisco reseller. Make sure you got what you paid for. Check the
cable specifications (they are printed on the cable near the connec-
tors), check the IDS that was shipped (the router won’t work with
the wrong IOS version), and make sure that the router contains the
interfaces you ordered. Tf anything is missing or the router doesn’t
contain the correct interfaces (or interface cards used on the higher-

end routers), get on the phone to Cisco (1—800—462—4726) or your
local Cisco reseller.

After you have inventoried the router, cables, and software that you
were shipped, you can start to put the router together. Connect the
routers power cord to the router and a power source (make sure that
the router is turned off); the next step is to connect a PC to the
router to act as the router’s console. The console can be pretty much

any PC that has 2 serial port and can run some type of terminal emu-
lation software. The PC, in effect, becomes a dumb terminal and

provides you with the interface that you use to configure and moni-
tor thc router.
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Qonfiguring the Router Console

The PC serving as the console communicates with the router using
terminal emulation software. A number of these software packages
exist, such as HyperTern1inal (which ships as part of the VS/“indows
95, 98, and Wn1dows 2000 Professional operating systems) and

~ ProCon1n1 Plus (a commercial communication program that offers
faxing, terminal emulation, and other communication possibilities). A
number of other possibilities are available on the Internet and can be
downloaded as freeware or shareware (such as Tera Term Pro, an
extremely easy—to—use and configure terminal emulator shown in
Figure 7.4 and used throughout this book).

rm um; Inna" Drive’
San Jase. California vs1::4~1'/as

' A :l:n:u Intavnerum-1: ogu-adng System snncmu-a
I L). Uersinn 11.fl(16). RELEIISE SOPIWIRE (Pol!-1997 by ciacu Systems, Inc.Tun 24-Jun-51 12:23 my jaturnnr

mags text-base: BxB3B1)Z614, data-haste: Elxfllaflfliflflfl

sun zsus mma) 5m.msu.- (rmfisiun 14> um. 23-1IH(/2849]! syn: uf nanary..-._—..m- lmard In 9957335. with Ila:-rluave revision ammnmwidginy nnftuare.
.25 1iuH.'Ha)‘a. Uluuaion 2.8, NEIZ, DH? and GOSH‘ uunpliaut.Ethernut/IEEE m32.3 :inl:m~£an:a.
Ethernet/IEEE aa2.1 repeater pnrts.Serial netmxrk intzi-Faces.

' nf nan‘ vulntlla ennrigursesm. nu-mvy.s M‘ prmzcssnr lmavd System [Ins]: (Head ONLY)

.LIN|(-'J—UFDOIlM= lntnufacn Ethe;-netu, cluangnrl r.l:aLu= tn upLINK-3-lJl'DOIlN: lnterfav.-a Seicialfl, changed state to dawnN)(—3-IIPDDUNE Interface Sariull, Irllanged state to dalm
illo yrotucol an Interface Efllnrnebfi. changed Etah: ta up. 5 Line prnlzncol. an Interface Snrialli, mngeil state to dawn

LINEPROl'0—5-LIPDOIJNE Lina prntncnl an Interface Se:-iali. changud utata tu flaw:S~5~CD}{FIGJ: Cnnfigluled from nan-u-9 11! consulsEH5‘-5—RESThHI= System rlsiztan-ted -
iscn [lltBl‘lI:CIlIn'k Operating Sfitng Software

4 .
OS (tn) 3983 Suflulnrn: (IGS>l- srsinn 1.1.80.5), flEI.EflSF SUIUUDIIE (Pei)upyi-iglut (2) 1986-199? by eiscn Systuns, Int:
unniler>llIIm 24-Jun-9'? 12:2n by jatuvner '

r:.w—"
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After you have installed a particular terminal emulation software
package, you must set up the communication parameters for the
serial port that you will use to talk to the router. Table 7.1 shows the
communication settings to be used by the software.

Terminal Emulation

B and rate

Parity
Data bits

Stop bits 1 (2 stop bits for the 2500 series)

:Ifi"t‘9i.F?.°i§F’“"?E¢F?“"9i i Working with the Terminai Emtaiaton" stem an can’ econl '

’iiiédforsc§iial”cuiiimunica-7 gflfiwgfg
— tions (with the settirig ’ ‘

shown in Table 7.1)‘ v_ Fach terminal emulation package will operate a little differently, but

each will provide some sort of menu/dialog box system that gives you
access to the Various settings for the software. Figure 7.5 shows the

Serial port setup dialog box in Tera Term. Communication settings

are configured using drop—down boxes.

After you’Ve correctly configured the console’s terminal emulator, it’s

really quite easy to establish communications with the router.
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fieaiigurrtg a Router

Setting up a basic configuration for a router is a matter of enabling
the various interfaces on the router and setting the software settings

for the routed and routing protocols. For example, if you are routing
IP, the interfaces must be assigned appropriate IP addresses. Routing

protocols must also be configured (if you are going to use RIP or

IGRP, you must configure these protocols). And any serial interfaces
that you use must also be configured with an appropriate WAN layer
2 protocol (such as l-lDLC or Frame Relay). Basic configuration

information may also include bandwidth information and timing
information for WAN connections.

Bottom line—the configuration file for your router uses software set-

tings that tell the router what to route and how to route it. All the

commands that you use to configure the router are part of the Cisco
IOS command set. You will also find that there are several different

ways that you can configure the router, either directly by using the
router console, or by loading a configuration file that has been

placed on a Trivial File Transport Protocol (TFTP) server on your
network. The following list shows some of the possibilities for load-
ing configuration information onto a router:

I Router Cons0le—-You can configure the router directly from a
PC—-—the router comole——that is connected to the router console

port using the rollover cable that comes with the router. The PC

must be running terminal emulation software that allows you to
connect to the router through the PC’s serial port. You also can

connect directly to the router using the routers auxiliary port,

which is typically housed next to the console port on the back of
the router.

Virtual Terminal—If the router has already been provided a

basic configuration that gets at least some of the interfaces up
and running on the network (such as an Ethernet port), you can

Telnet to the router via a vimml ter/iziizzzl. This simply means

that a computer on the network that is running a Telnet pro-

gram can connect to the router and configure the router (if the

appropriate passwords are l<nown—which will be discussed in
more detail later in this chapter).
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a Network Management Workstation—Routers can also be con-

figured from a workstation on the network that runs special net-

work rnanagenlent software, such as Cisco’s CiscoWorks or a

similar product from Hewlett Packard known as HP OpenVicW.

Cisco ConfigMaker—This graphics~bascd program (see Figure

8.1) allows you to build a configuration for a router or routers

on a network and then load the configuration to a router that is

directly connected to a router console (the PC that is running

ConfigMaker) or other routers that are connected to the net-

work. Delivering router configurations from ConfigMaker to

routers on the network requires that the network interfaces on

these routers already be configured. ConfigMaker will be dis-

cussed in greater detail in Chapter 16, “Configuring the Router

with Cisco ConfigMaker.”

TFTP Sorver—A configuration for a router can be loaded from a

'l‘l*TP server on the network. Saving configurations to a TFTP

sewer and then downloading them to a particular router is very

straightforward. TFTP servers will be discussed in Chapter 17,

“Using a TFTP Server for Router Configuration Storage.”

. oLa1:i«Pc:(m§..q: _. Dial-lnPCt(15DNj_' mympusElhamalLAN :, .
I0.i€LL1II2
Ihnmel .. . »

as MlflDHAlbf,_ _ i 1 V V w..m."mn§}i*:ID‘sco150flMw''ao .: ‘r ' ’ BL

' ' Athens E|harnalLAN
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Of all the configuration methods available, probably the easiest and
the most directly hands—on is configuring the router by directly con-
necting a PC to the router console port (see Figure 8.2). This not
only allows you to quickly set up a basic configuration on the router

using the router System Configuration dialog, but it also allows you

to fine—tune your configuration in the router Configuration mode.
Both of these configuration methods will be discussed in the chapter.

Before you take a look at how to set up a basic configuration using
the System Configuration dialog on a new router, lets take a look at
the router boot sequence. This will also give us some insight into
where the router looks for a configuration file when it comes online.
SEE ALSO

* For more infarnmtion about TFTP scrum-, see page 239.
SEE ALSO

Far mm"e z'nfin~m//tion about lmsir router ca7I171I(II1d.r and carzfigm-ing (I 1'aute7; see page 14 I.

Renter Qoet Seoguenee
You’Ve already learned the different memory types found in the
router (such as RAM, NVRAM, Flash RAM, and ROM). And all

these memory types play a part in the boot sequence of a router.

Before you walk through the sequence of steps to configure a brand
new router right out of the box, some discussion is required to
explain the router boot sequence and the various places that the
router will look for a configuration file.
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VVhen you power the router on, the ROM chip runs a Power 07; Self
Tim: (POST) that checks tl1e router’s hardware such as the processor,

interfaces, and memory. This test isn’t unlike the power—on test that
a PC runs when you power it on (RAM, CPU, and other hardware
is checked).

The next step in the router boot—up sequence is the execution of a
bootstrap program that is stored in the router’s ROM. This boot-
strap program searches for the CTSCO IOS. The IOS can be loaded

from the ROM itself (routers either have a partial or complete copy
of the CISCO IOS in ROM), the routers FLASH RAM, or from a

TFTP server on the network (commands for loading the IOS from
various locations will be discussed in the next chapter). The IOS is
typically stored in the router’s Flash RAM.

After the routers IOS is loaded, the router searches for the configu-
ration file. The configuration file is normally held in NVRAM (3
copy command is used to copy a running configuration to NVRAIVI).
As with the IOS, however, the configuration file can be loaded from
a TFTP server (again, the location of the configuration file would be
dictated by information held in the routers NVRAM).

After the router loads the configuration file, the information in the

file enables the interfaces and provides parameters related to routed

and routing protocols in force on the router. Figure 8.3 provides a

summary of the router start—up process. Keep in mind that loading
the 10.5 from a source other than Flash RAM requires a notation in

the ROMB configuration Registry and that to load the configuration

file from a source other than NVRAM, iilformadon pointing to the
locafion of the file has to be contained in NVRANI.

If a configuration isn’t found in NVRAM or in another place speci—
fled (such as a TFTP server), the Setup mode is entered and the
System Configuration dialog appears on the router console screen.

The next section discusses how to set up a basic router configuration
using the dialog.

SEE ALSO

- '1?) nruiew the zlijffireilt memuly wmpuzlemtr on /I route); :92 page 113.
SEE ALSO

For more xzl/out tbs Circa IDS ca:/nmmd set, see page 142.
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No Configuration Load
Run Setup Dialog Configuration

Working with the Systeniconfiguration
Dialog Box

When you boot up a new router (or a router where the configuration
file has heen deleted), the System Configuration dialog is loaded (see ’

Figure 8.4-). This Setup mode asks you a series of questions; the
answers to those questions provide a basic configtlrationfor the router.

Working through the Setup dialog is very straightforward. You do
need to know certain parameters related to the configuration of the
router, however, such as which network protocols you will route (IR
IPX, AppleTalk) and the parameters related to the various interfaces.
For example, if you route IP you will need to know the IP addresses
of the router interfaces that you want to configure (the following

steps provide sample addresses). If you have a router that you Want
to configure, follow the steps provided.
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.isco Intew\M:\-lurk Operating‘ Sgstan Software[OS (tn) 25911 Rnftlaare (CZ5liBv ‘LJ, Uarsinn 11..3(3). RELFJISE SOXWHQHE (fol)Dpyright (C) 1986-1798 11;: ciscn Syvtana. Inc.I numilad Hun 23-fl;u—-98 18:45 by plvanguye'1 Image haxt’ha::= BxB3B31F7C. data-bass: BXBBBMDBB
iecu 25a: (same) p|'nI:c::Sul* (nauicluly )0 uitll 2B4m(/2n«inI( Byte: of mmm-y._ I ,\‘uC2S|S0)' lwnnrd ID ED367326, with liartlimre revisiun BDBBEBBE" i‘idg1rIrI anftuara..25 auflzuarn, Uex-:10» 3.8.6.Ethel-net/IEEK 9412.3 inte»face(a)
Ethernet/[BEE BB2.3 repeater pm-t(a)Serial Iintmu-k 1m:ru'fa:a(x)

2]( bytes of nonwnl-stile cnnfiguratinn manor-gr » . -192K bytes uf pro:-.e5snr haanl ysten flash a: sari ONLY) . 'quegt|Qnsurine: Nwmn invalid. punuihlg due to write arasu.—— Synten Cnnfinul-atlon Dialog —r
i: any point you may enter a question mark '7' Eur lwlp.are Etrlrc Lu «hurt cunrigumeinu dialog at any pa-nmpe.efaull: settings are in square bralxluatn ’ Ll’.
oulnl yuu like to enter the initial cnllfiglu-atiun tlilllu 7 I

SEE ALSO

7* For more rzlwzzt [P /m'a'rming, see page 19;.

Starting the Setup 'alog Box

The Setup dialog can ask you quite a few questions related to setting
various passwords for the routers and configuring the interfaces on

tl1e router. The first part of the setup configuration relates to setting
up enable and virtual terminal passwords for the router.

Starling the configuration process with the Setup dialog

1. You will be asked would you like to enter‘ the initial config- -ApbIéTa"k’_and.DEC.netZ
ur-ation dialog? (see Figure 8.4). Press Enter to answer yes (the rgunng"Ih;§b‘ggk’ ' ‘ '
default Option) and Continue, cuss the routing bi IF, IPX;

and AppIoTa|k, the "most
. You will then be asked if you want to see the current interface ; Commonly muted ngmmk ‘

summary. This allows you to View the interfaces on the router. 1’ P'°l°‘3°l3- ‘

Press Enter to continue. A summary of the interfaces on the

router will be provided as shown in Figure 8.5. Note that the
Ethernet 0 interface is up, but that both the serial interfaces on

this router are down. Also, no IP numbers have been assigned to
the interfaces.

Next, you are asked to provide a name for the router. Type a
name (such as ciscokid) and then press Enter.



137

PART II Router Design and Basic Configuration

CHAPTER 8 Basic Router Configuration

t any point you may sues» a question mam '7' In» 11:11:.se I:('xA1~c to abort: |:nnFigui*z|l:inn dialog at any prunpt.zfault settings are in square lwankats ’U’ .
anum you like to enter um initial cullfluurabion dialog? [yum]:
irat, would you like to an: the mu-rant interface sllnnal-y7 [yes]:
ny interface liatud with ma value "so" data: not have a valid I:alIfigIA:‘ul:inlI

l||t:e)‘laI:e IF-lldflk'zr.-:2 DIN Hetlxnd Status Pratncolthernetfl unasnignzri no unset up up.1-min ullnsziynml no uuzml. am... down.u«i.u_-L Lmnmzignad no unnah duun dolm
unFigIu»ing global pm-mwtat-:;:

4. The next Setup dialog question asks you to provide an enable

secret password. This password is encrypted and will provide

you with access to the router’s Enable mode (the mode that

allows you to make changes to the routers configuration). Type

an appropriate password, and then press Enter.

You are then asked to provide an “enable” password, which

seems redundant because you have already provided a secret

password for the Enable mode. This second password is related

to earlier versions of the Cisco IOS that didn’t provide the capa-

bility to create an encrypted password for the Enable mode.

Because you aren’t allowed to leave this password blank (even

though you won’t use it), type a value (something you can

remember but isn’t apparent to someone trying to access the
router who shouldn’t). In this case I will use password. Press
Enter to continue.

You will then be asked to provide a virtual terminal password for

the router. This password is used by virtual terminals that Telnet
to the router over the network. This enables you to monitor

(and even configure a router) from a remote workstation on the
network. Provide a virtual terminal password, and press Enter
to continue.

The next Setup dialog question asks you ifyou want to enable

SNIVIP (Simple Network Mmmgemerzt Protocol); This protocol pro-
vides baselines for network operations and provides a way to

monitor changes in the network using a management station

(which requires software such as CiscoWorks). If you won’t use
management software to manage the routers, there is no reason

to enable SNMP). In this case you won’t enable it. Type no at

the prompt and press Enter to continue.
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The next portion of the Setup dialog is related to the configuration
of routed and routing protocols that will be used on the router. You

will be asked if you want to enable each of the routed protocols sup-
ported by your Version of the IOS and to choose which routing pro-
tocols you want to enable.

configuring protocols with the Setup dialog

1. In the case of the 2505 router that you are configuring, the next

prompt asks if D *'Cnet should be enabled (DEC1zet is a protocol
stack supported by the Digital Equipment Corporation). The
default response is No. Press Enter to continue.

. In the case of our 2505 router, the next dialog prompt asks if

AppleTalk should be configured. For now, you will respond with
no (the default), Chapter 13, “Routing AppleTalk,” covers the

ins and outs of AppleTa1k routing and I’ll defer Apple'li1lk until
then. Press Enter to continue.

. The next dialog prompt asks if IPX should be configured (IPX is
covered in detail in Chapter 12, “Routing Novel] TPX,”). To
answer no, press Enter.

. The next prompt asks if IP should be configured and the default
answer is Yes (see Figure 8.6). Al though IP will be covered in

great detail in Chapters 10, “TCP/IP Primer,” and 11,
“Configuring IP Routing,” it makes sense to enable D? at this

point. This enables you to get the router up and running on the

network, and then you can further configure the router using a

virtual terminal or by loading a ready—made configuration file

from Cisco ConfigMaker or a TFTP server. Press Enter (to say
yes) and Continue.

. You will then be asked if you want to configure IGRP on the

router. IGRP is one of the TP routing protocols. Configuring
IGRP and RIP will be covered in Chapter 11, so for the moment

you can say no. Type no and press Enter to continue.

. You will then be asked to configure RIP. No is the default, so
press Enter to continue.

. The next dialog asks if bridging should be enabled on the router.

Press Enter to continue (No is the default).
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unfiquring global }|aram:L|:r*;:
Enter must name {neuter}: eiscnldd

1»: ennlslu scent is a one-Hay cvypltnglvapliic secret usmrl‘ stead uf the enable passlmrd uhzn it exintxz.
Enter enable Sfil'.‘]‘£!IZ= passlmrrl

_- .1 .. , he enable ::.':un)'d is used um. there is nn enable :.m«e:
ont nd ulmn using alder software and snnu 1200: images.' ’ ‘ - tnm- uuahlu password:

. f“".f_”mler Configuration" . Nu defaulting allmiedv- : -- , Enron enable vanguard: ciscnEIHSBP virtual ta)-ninal ausunrd: pa.-:s§m|~d
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Configuring Router interfaces

The next part of the Setup dialog is related to the configuration of
the routcr’s interfaces. You will be asked which router interfaces will

be in use on the router (such as Ethernet and serial interfaces). Also,

because IP was enabled for routing, you will have to supply IP
addresses for the Various interfaces on the router. How these IP

addresses were arrived at will be discussed in Chapter 10.

Configuring interfaces with the Setup dialog

1. The next prompt relates to the first interface on the router,
which in the case of the 2505 router is the Ethernet 0 interface.

You will be asked if this interface is in use. Yes is the default

value, so to enable the interface, press Enter.

The next prompt asks if IP should be configured on the interface

(E0). The default value is 3635; press Enter to continue.

The next prompt asks for the IP address of the interface (inter-
faces on lhe router use IP addresses just like any other node on

the network). Type 1o.16. 1 .1 as the address for the E0 interface
(see Figure 8.7). Then press Enter to continue.

The next prompt asks liowmany bits are in the subnet field.
This number relates to how many IP subn ets have been created

for your internetwork. This will be discussed in Chapter 10. For
now, trust that Pve divided the available network addresses

(Which are class A addresses) into 14 subnets, which requires 4
bits in the subnet field (this will make sense after you read

Chapter 10). Type 4 and then press Enter.
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'm{r1-_..u-any interface pmma tars :
nnnuurin intcrfmte Etllernutfl:

Is cms incavraca in «:57 [yea]:
Configure I!’ an thin interface? lie.U‘ address for this iultwrfaue: B

5. Because the 2505 router’s E0 interface is actually an eight—port

hub, you are asked if you Want to enable all ports on the hub.

The default is Yes (and you want to say yes), so press Enter to
continue.

. You are Ll1CI1 asked if you want to configure the next interface on
the router, which in this case is serial 0. Yes is the default. Press
Enter to continue.

. You are then asked if you want to configure I]? on the S0 inter-
face. Press Enter and continue.

. You are given the option of configuring the S0 interface as IP
unnumbered (this means that the interface will route DE‘ but

doesn't require its own H’ number). This is done to actually save

your IP addresses (from the pool of IP addresses that you have
available). Configuring serial interfaces with IP addresses will be

handled in more detail in Chapter 11. For now, press Enter to
say no.

. You are then asked to provide an IP address for the S0 interface.
Type 10.32 .1 .1. Then press Enter.

. You will then beuasked to provide the subnet field bits. This is
defaulted to 4, which was entered in step 4. Press Enter to use
the same hit count.

. You are now asked to configure the Serial 1 interface. Press

Enter to say yes.

. Press Enter to say no to IP unnumbered.

. Type the IP address 10.48.1.1 at the prompt (see Figure 8.8).
Then press Enter.
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The next prompt is where you enter the subnet bits (4 is sup-

plied as the default number of subnet bits). Then press Enter.

After you press Enter, the screen will scroll rapidly, showing link
tests for the interfaces that you have Configured. You will be asked

if you want to use the current configuration. Type yes and then
press Enter to save the configuration file that you created using the

System dialog. The router will build the configuration and save it
to NVRAM.

The next time you press Enter, the router will take you to the
routers User mode prompt. You are now ready to View the configura-

tion parameters on the router or edit the configuration of the router.

iisug the Eitiereut Router Modes
After the router contains a basic configuration, you can begin to
examine the different router modes available. The router supplies

you with three basic levels of access: Urer mode, Privileged mode, and
Carzflgrmntion made.

Each of the basic router modes provides a higher degree of access to
the routers configuration and also gives you greater capabilities to

edit the configuration of the router. The list that follows briefly
describes the three router modes:

in User rnode———This mode provides limited access to the router. You

are provided with a set of nondestructive commands that allow
examination of certain router configuration parameters. You can-

not, however, make any changes to the router configuration.
piisswardsr iv '
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In Privileged rnode——Also known as the Enabled mode, this mode

allows greater examination of the router and provides a more ‘

robust command set than the User mode. After you enter the

Privileged mode using the secret or enable password (if a secret

encrypted password was not set), you have access to the configu-

ration commands supplied in the Configuration mode, meaning
you can edit the configuration for the router.

Configuration rnode—-Also called the Global Configuration

mode, this mode is entered from the Privileged mode and sup-

plies the complete command set for configuring the router.
Subsets of the Configuration mode exist for protocols, inter~

faces, and other aspects of the router operation.

User (Unprivileged) Mode

As I’ve already noted, the User mode enables you to do a limited sur-
vey of the router’s configuration. The User mode is the default mode

when you reboot a router. Even access to the User mode can he pro~
tected by a console password (see the “Configuration Mode” section
that follows for information on the various password commands).

Figure 8.9 shows the user prompt on the router you configured
using the System dialog. The prompt is the route1"s name followed

by > (the greater than sign). This figure also shows a portion of the
results from the show interfaces command.
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The User mode is pretty much a “you can look but don’t touch”
environment. It can, however, provide a wealth of informadon about
the router and its current status. More about the commands available

in the User mode are discussed in Chapter 9, “Working with the
Cisco IOS.”

SEE ALSO

For more i1zfm~mz1t1'mz /Ilzont router e.w17m'7z/ttiuu wmwzznidr nmzilrzlzle in the Um‘ mode, tee
[J/Ige I41.

Privileged Muse

The Privileged mode provides all the commands found in the User
mode, but also includes an extended set of commands for examina-
tion of the router status (such as the show running montig command

for examining the current running configuration on the router). The
Privileged mode also supplies the config command, which enables
you to enter the Configuration mode for the router.

The Privileged mode really controls the router. So, it’s important
that the enable password be considered a thing of great value. You
don’t want just anyone messing with the router’s configuration (if
you just want to let someone take a look at some of the router para-
meters, they can use the User mode).

To enter the Privileged mode on a router, type enable at the User

mode prompt and then press Enter. Provide the enable password
(which will be the secret encrypted password that you set for the
router) and press Enter. Figure 8.10 shows the router in the
Privileged mode after the show running -config command has been
invoked. The Privileged prompt is the router’s name followed by the
# (number) symbol.

When you have finished working in the Privileged mode, it makes
sense to return‘ to the User mode. Otherwise, you leave the router

wide open to be configured by anyone who happens by the terminal.
To return to the User mode, type disable and press Enter. Ifyou

want to totally log off the router, type logout and press Enter. This
means that the next person to use the console will have to enter the

router password (if one exists) to enter the User mode.
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Configuration Mode

The Configuration mode allows you to set all the parameters related

to the hardware and software running on the router. You can config—
ure interfaces, routed protocols, and rouijng protocols. You can also

set router passwords and configure the WAN protocols used by the
routers serial interfaces. Some of the configurable options related to

the router can be set on a new router using the System
Configuration dialog. The Configuration mode gives you access to

absolutely all the commands that you would use to configure or fine-
time the configuration for the router‘

The Configuration mode is reached from the Privileged mode. Type
config at the Privileged prompt and then press Enter. Let’s take a look

at the global configuration commands that allow you to change the

routcr’s name and the various passwords that you can set on the router.

Using the Configuration mode

1. At the Privileged prompt type config, and then press Enter.

2. You will be asked if you Want to configure from the terminal,
memory, or the network. The default is the console terminal, so

press Enter to continue.
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3. To change the name that has been given to the router, type host -

name [name], where name is the name you want to give to the

router. After entering the command, press Enter. The new

router name will appear at the Config prompt (see Figure 8.11).

npayaflnnnfiganfigurin n-on terminal. nurrmry. In‘ nuLmn‘]( l|.erm'.nu1]?
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passwords,“ _ q

. To set theenable password, type enable secret [password] at the

Config prompt, where [password] is the word that you will use as

your secret password to get into the Privileged mode. Then press

Enter. I’ve set my password as hamburger (see Figure 8.11).

Now you can set a password for the router. This means that any-

one logging in to the router will have to provide this password to

even access the User mode. To set the password you must get into

the Line Console mode. Type line console in, and then press
Enter.

You are now in the line console Configuration mode; type login,

and then press Enter.

To specify the login password, type password [password], where
the [password] is the word you want to use to log in to the

router. For example, I’ve made my login password cisco (see

Figure 8.11).

VVhen you have completed your configuration changes, press

Ctrl+Z. This will save your changes to the router’s running

configuration and return you to the Privileged prompt.
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After you have made changes to the running ~config, you may want to
save them to your startup -configuration in NVRAM, This is the file
that is loaded when the router is rebooted or restarted. At the

Privileged prompt, type copy running-config startup-config, and

then press Enter. Tl1e new star'tup»configurat1on will be displayed
on the console screen.

Getting Around Lost Passwords

Sometimes you just forget those passwords, which can be "bad news

ifyou need to enter the Privileged mode and change a router’s
Configuration.

Replacing a lost password

1. Turn the router off and after waiting five seconds turn it back

on. As the router reboots, press Ct-rl+Break. V V p
_ ' 2 Enter" henty e_’ a

. You will enter the ROM Mon1tor mode. Type e / sznneooz, and . V },SpW§,~-
then press Enter. VVrite down the virtual configuration number 2’ ,'Whé§9iii'P6gS§W0!i€!_] IS__

the passwnrd you wantto” 2
that appearS' _ use‘ as the Telnet password.

. Now at the prompt type 0/ rox2142 and press Enter (this makes W938 Cffl+Z YOWEHHB5 . i

the router ignore the configuration file in Type i at configuramm msi°”".f7.i
the prompt, and press Enter. The router will reboot and enter E ' '

the configuration dialog. Click No at the dialog prompt, and
then press Enter.

At the router prompt type enable to enter the Privileged mode.

Type copy startup-config running-config, and then press Enter
to get your original configuration into the router’s RAM.

. At the enabled prompt type config. You are now in the

Configuration mode. Type enable secret new password, where

new password is your new secret password. NOW you must set the

register contents back to the original contents.

. At the config prompt, type the configwegister 01x Virtual Con-

figuration number (which is the virtual configuration number
that you wrote down). Press Enter.

. Now Type end and press Enter to get out of the Configuration

mode. Reboot the router. Now you should have a new secret pass-

word, and the router should be back to its normal configuration.
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Becoming familiar with the various modes of the router and the com-

mands that they offer is an extremely important aspect of overall router
management. In the next chapter you will become more familiar with
the Cisco 10S and the commands and command structure that it offers.

Each of the modes discussed in this chapter will be covered in the con—

text of the IOS commands available in a particular mode.



148



149

PART II Router Design and Basic Configuration

CHAPTER 9 Working with the Cisco IOS

atredtreiag the Eatteruetworitiatgg flgaeratiag

System

The Cisco lnterrzetzuor/eing Opemting System (IOS) is the software that

provides the router hardware with the capability to route packets on
an internetwork. The IOS, like any operating system, provides the
command sets and software functionality that you useto monitor and

configure the router, and it also provides the functionality for the
various protocols—both routed and routing—that make internet—
working a reality.

Configuring the router means that you enable the various interfaces
and protocols on the router. You must use commands that bring your
various hardware interfaces such as Ethernet or serial interfaces to

life. You must also provide configuration information for the proto-

cols that are routed, such as IP or IPX/SPX. And you must also con-

figure routing protocols such as RIP and IGRP. After the router is
configured, you must manage your configuration files. The list that
follows details some of the things you would do with the IOS com-
mand set:

a Configure the router LAN interfaces—Configuring the router

LAN interfaces should be done after you have made the physical

connections, assembling the router hardware and connecting the
various cables to LAN or WAN networks. The router interfaces

.must be configured for use on these networks. For example, on a
network that routes IP, each Ethernet interface involved must be

configured with an appropriate IP address and subnet mask.

Configure Serial Connections and VVAN protocols—In cases

where your router is connected to a WAN by a leased line or

some other WAN technology, you must configure the WAN

protocol used on the serial interfaces of the router.

Manage router configuration files—After the router is config—

ured, you will want to maintain copies of the configuration file.
You will save the running configuration to NV RAM where it is

stored as the startup configuration. You may also want to save a

configuration file or load a configuration file from a TFTP
server (this is covered in Chapter 17, “Using a TFTP Server for

Router Configuration Storage”).
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I Monitor and maintain the router—You will also use the IOS

command set to monitor and troubleshoot problems with the

router. A time may also come when you need to update the

router 10S in Flash RANI. The command set provides all the

tools necessary to keep an eye on the router and update its IOS
and feature set if required.

Although this list may seem exhausting in terms of what you must do
to maintain routing on your network, it is by no means exhaustive.

The Cisco IOS command set is huge and the subject of a number of

books. Cisco publishes a software command summary for each of the

IOS versions, and these books are as thick as the New York City
telephone directory. The coirunand reference for IOS 11.3 is in

excess of 1,000 pages. You will find, however, that you will use only a V
fairly small percentage of all the IOS commands available, even if

you become a routing maniac and have an opportunity to work with
some of the higher end routers on a large internetwork.

Cisco provides a Com77Imzzi—Li7ze Intmftzce (CLI) that you can use to

configure and maintain your router. You can access the CLI using a
router console or by Telnetting to a router using a virtual terminal.

This chapter will provide an overview of the IOS and the CLI and

let you get your feet wet with a very complex and robust operating
system. Commands related to configuring IP, IPX, AppleTall<, and
router serial interfaces (and WAN protocols) are discussed in subse-
quent chapters.

If you are a DOS or UNTX aficionado, you will find the CLI famil-

iar. It is 2 very typical command—line interface. Ifyou aren’t familiar

with command—line interfaces, figures are provided to keep you on
track with the commands discussed. You will find that the command

structure is fairly straightforward.
SEE ALSO

For more iigfln-rzmtfon /iblmt tlyc mrztingprotowlr ms}; (II RIP mid IGRH I68 page 131.

Far1z.ru7m/1m_'y tftbr IOS raw/7/1mm’: rlirmxxezi in this book, yet page 324.
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Comment! Structure

You already worked with the IOS command set briefly in Chapter 8,

“Basic Router Configuration,” when you explored the different
router modes: User, Privileged, and Configuration. Each of these

modes provides a different set of commands:

a The User mode provides only basic commands that enable you

to view system information and perform basic tests.

a The Privileged mode provides a larger set of commands for

viewing router information and also provides access to the

Configuration mode.

in The Configuration mode provides the command set that enables

you to configure the interfaces and protocols used on the router.
SEE ALSO

3*’ For more infbiwnztian alwnt the (I'1fi'ere12t router Moder, I21.’ page I34.

Exec Commands

The Cisco IOS uses a command interpreter to execute your com-
mands (it interprets the command and then executes it) called the
Exec, and the User mode and the Privileged mode are considered dif-

ferent levels of the Exec. So, when you are in the User mode or the
Privileged mode, the commands available take on a particular basic

structure: the command followed by the router parameter. The com-
mand will be one of the IOS commands, such as show, and the router

parameter is the item on which you want the command to act.

So, for example, the command show Ethernet 0 will display the para-
meters related to the first Ethernet interface on the router. Figure
9.1 shows this command and its results on a 2505 router running
IOS 11.2.

To actually execute the commands that you use in the various router
modes, always press Enter after typing the command. The results of

the command are then displayed on the router console or virtual
terminal screen.
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Configuration Mode

The Configuration mode handles its Corrunands in a slightly differ

ent way. Whereas the Exec commands are two—part request; where
you specify the command and what you want it to act on, the configu-
ration caflmzzmds require that you execute several commands that, lay-

ered together, actually change the parameters related to a particular
interface or a particular protocol. For example, let’s say that you

want to select the WAN protocol that you will use on a particular

serial interface on the router (in this example, serial 1). Remember

that you have to be in the Privileged mode to enter the
Configuration mode.

Configuring a WAN protocol for a serial interlace

1. At the Privileged prompt type config, and then press Enter.

2. You will be asked if you want to configure from the terminal,

memory, or the network. The default is the console terminal, so

press Enter to continue.

3. After you are in the Configuration mode (at the Config prompt),

you then have to specify the IOS device that you want to config-
ure. So to configure the serial 1 interface, type interface serial

1 (see Figure 9.2).
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4. Vi/hen you press Enter, the prompt changes to config—if, mean-
ing that you have specified a particular interface (in this case,
serial 1).

. Now you can type in the command that will actually change the
configuration of the specified interface. To enable point-to—point

protocol for example, type encapsulation ppp, and then press
Enter.

. You can now type additional Commands that will configure para-
meters related to the serial 1 interface. VVhen you have com-

pleted the configuration, type end (or press Ctrl+Z), and then
press Enter. This ends the configuration session for the serial 1
interface.

As you can see, configuration commands move from the general to
the specific. First, you let the IOS know that you want to configure
something, then you let it know what you what to configure, and
then you provide it with the specific configuration parameters. Much
of your router configuration takes this format. There are, however,
some configuration commands that can be fired off as one—ljners
such as the hostname command, which enables you to change the

name of your router. In fact, router configuration commands can be
broken down into three categories:

a Global»commands—Glol2/zl commzmzls are self contained, one-line
commands that affect the overall global configuration of the

router. Examples are hostname and enable secret (which sets the

secret password for the Privileged mode). These types of com-

mands are global because they affect a parameter that affects the

overall functionality of the router, such as the router’s name or

the password you type to get in the Privileged mode.



154

PART II

The IDS Help System CHAPTER 9

I Port Commands--Part Commmzdr are a set of commands that

enable you to specify a particular interface or controller for con-

figuration; these commands must be followed by subcomrnands
that provide additional configuration inforn1an'on related to a

particular interface or controller. For example, a port command
to specify that serial 0 should be configured would be interfaceserial to.

Subcommands—Subcammmm’.r provide specific configuration
information for the interface or controller that you specify with
a particular port command. For example, to provide an IP
address for a serial interface, you would type IP Address followed
by a specific IP address and subnet mask.

You will have an opportunity to work in the Configuration mode
later in this chapter and subsequent chapters where configuration
information is given for specific network protocols such as IP, IPX,
and AppleTalk.

The 563 Eiep System

No matter what mode you are in, the Cisco IOS can provide help.
Now, I’m not talking about the handholding type of help you are
used to getting with the various Wmdows-based programs that you
probably use, but a more subtle type of help that is pretty decent for
a con11nand—line interface.

Suppose you are in the User mode and would like to see a complete
list of the commands available. Type ? and then press Enter. The
commands are listed on the console screen as shown in Figure 9.3.

Okay, so now after checking out the commands available in the User

mode, you find that you would like to use a particular command, but
would like additional help on how that command should be entered

at the prompt. For example, let’s say you would like to see how to

use the show command. Type show (or the command that you want to
get help with) at the prompt followed by ? (place a space between
show and the question mark or you will get a “bad command” notifi-

cation), and then press Enter. You will be provided with help specific
to the chosen command, as shown in Figure 9.4.
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tel-vilinal Ditnliw Lbrmzlnal unnfiguratinn jganu-mtorstraffix:-alnayn L)-affix rubs slumping unnfigna~a(3xunusers lliaplny infarnatinn almut: tern):-:3] linesvet-slnn Syxtcn lvan{unr= and snfcuams ctatus

K| upa_yo)s:lmu I

After providing help on the specific command, the c0m111a11ditse1fis
automatically retyped for you at the command prompt (see Figure

9.4). You can then add specific parameters to the command and press
Enter to execute it. For example, in the case of the show command,

you can add version to the command and then press Enter.
Parameters related to IOS currently installed on the router will be

displayed on the screen (see Figure 9.5).
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As stated before, the help system is also available in the Privileged

and Configuration modes. The Privileged mode help is similar to
that found in the User mode. You can receive general help by typing

? or more specific help by typing a command followed by ?.

Figure 9.6 shows the Help screen for the Privileged mode. Notice
that it provides a larger number of commands than the User mode

(which makes sense because the Privileged mode is a password-
protected mode that provides greater access to the router).

You can also get help in the Configuration mode. For example, you

may be in the middle of configuring a particular router interface and
would like to see a list of subcommands available. Type 7 at the con-

figure interface prompt and you will receive a list of available corn-
inands, as shown in Figure 9.7.

Router Examination Sommands

VVhen you Work in the Exec modes (User and Privileged) a number
of the commands you use center around examining the various con-

figuration settings and hardware parameters of the router. One of the
most useful commands is the show command. You can use this com-

mand to View the status of all the interfaces on the router and View

the statistics for such items as Flash RAM and the network protocols
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currently being muted. You will find the show command invaluable in
both the User and Privileged modes.

ulleyull?' xnc cunnands:
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You’ve already seen in the preceding section that the User mode pro-

vides you with a set of commands that you can use to examine the
router status, and it is actually a subset of commands that are avail-
able to you in the Privileged mode. And even though you are work-

ing with a subset of types of items you can view with the show
command, you can actually learn quite a lot about how the router

has been configured in the User mode.

So, suppose you are stuck in the User mode on a router (you don’t
have the Privileged mode password) and want to examine the router.
The first thing you would like to View is the interfaces available on
me router. '

Using the show interfaces command

1. At the User prompt, type show interface.
2. Press Enter to execute the command.

The results of the command will appear on the router console

screen. Figure 9.8 shows the results of the show interfaces command
on a 2505 router that has one Ethernet and two serial interfaces. It

shows one screen—full of information; to see the rest of the output,
you would have to press the Spacebar.

Quite a lot of information is provided by this one command. The
hardware address (MAC) and the IP address are shown for Ethernet

0. The status of the interface (such as up or down) and the status of
the protocol (or protocols) configured on that interface also appear.

Additional information relates to the number of packets that have
been input and output by the interface. Because this is an Ethernet

interface (which uses CSMA/CD as the network access strategy), the

number of collisions and illegal frames (giants and runts) are also

provided. '

Information on the other interfaces on therouter will also be pro-

vided by this command. Note the Serial 0 interface information
shown in Figure 9.8. The IP address for the interface is shown and

the encapsulation type, PPP (which is the WAN protocol being used
on this interface).

Q: ofthé Ine press’0:(rI+E.=;
= Flémemberthatyou must

press the Enlarkey to
execute your commands.
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The show interfaces command will give you information on all the
interfaces on 21 particular router. In the case of the 2505 router, I
would have to press the Spacebar to show the next screen so that I
can see the parameters related to the Serial 1 interface on the router.

If you are using a higher—e11d router with several interfaces, you will
have to continue to press Enter or the Spacebar to View the infor-

mation. Vi/hen you have come to the end of the information pro-
vided by the command, you will be returned to the user prompt.

If you find that show interfaces provides you with more information
than you need and you just Want to hone in on at particular interface

on the router, you can use the Show command to View the parameters
related to just one interface. ‘

Narrowing the locus of the slmwcommand

1. At the user prompt, type show interface Ethernet 0.
2. Press Enter to execute the command.

You will see results similar to those shown in Figure 9.8, but only the
information for the Ethernet 0 interface will be provided.
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The show command can also be used to gather other information
related to the router. Table 9.1 lists some of the additional show-

related commands that you can use in the User mode (all these Show

derivations will also work in the Privileged mode).

Provides

Show clock "he time and date setfings for the router

Show version "he version of the IOS currently rnnnin g on the router

Show protocols Lists the network protocols configured on the router

Show processes CPU utilization information

Show history A list ofyour last 10 commands

Show hub Information on the status of the hub ports of a 2505 router

A number of other show—related commands exist. l Wlll discuss several ~_ thlfigpthét-Wl;|’happen is
more show commands in the context of the particular network or "lhatthe: mm"and iii

routing protocol that they are used to monitor. . iPl9_l‘?_‘W°F‘.‘ F5909 "Z9, V _
-- ’commai1d'and letyo know.‘

3E5 AL30 ‘ ' that there was invalid input;

For more i7Ifi177}lflfi07l an wing sh ow to view IP—reIated jmmizleterx, see page 195. or an incomplete éommafidl
For 7)1orei71fi;7vm/tiem nu m-mg sh ow to view IPX-relatedp/mzmeterzr, seepage 2:1.

:. — For more irzfom/rltion on wing sh ow to view Apple-TrzIl:—re1.7redpmzzr//cram, we page 227‘

Efising the Privileged made

The Privileged mode also allows you take advantage of all the show
commands discussed in the previous section and several others that
aren’t available in the User mode. You will learn some of these “priv-

ileged” show commands, such as show runni_ng~eonfig, in the

“Checking Router Memory” section of this chapter.

More importantly, the Privileged mode provides you with the
capability to access more complete information on the router’s

configuration and set operating system parameters (and you already
know that you must be in the Privileged mode to enter the router’s
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Configuration mode). Let’s say that you would like to set the system
clock for the router; you must do it in the Privileged mode.

Setting the time and date

1. At the User prompt, type enable, and then press Enter.

2. Type the Privileged mode password and press Enter. You are
now in the Privileged mode.

. Type Clock set followed by the time, day, month, and year; a

correct entry for the tjme would be clock set 21 :43:05 (hour,
minutes, seconds); a correct entry for the date would be 13 June

1999. Using the example data shown, the complete command
would read clock set 21 :43:05 13 June 1999, as shown in

Figure 9.9.
. Press Enter to execute the command.

. To check the new settings type show clock, and then press Enter

(see Figure 9.9).

UP5yBl1n1nr:l( IIBIZ 21:43:B§ 13 Jun»! 199‘) — Vnpnyalsll clock1:4J:12.323 IJIC Sun Jun 13 1777
upuycll

Several other Privileged commands exist that you will use on a regu-

lar basis. For example, show cdp neighbors is an internetwork
exploratory tool that I will discuss in the “Checking Out the

Internetwork Neighborhood” section found later in this chapter.

Other Privileged commands are Cl.lSC11SSt3(.l in the next section.

Eheetting Roaster Memory

When you configure the various interface and protocol parameters
for a router, this information is stored in the routers RAM. It’s

important that you store this information somewhere, in case the
router loses power. In the Privileged mode you can save your run—
ning configuration to NVRAM where it becomes the router’s startup

configuration (and is loaded if the router is rebooted).
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The Privileged mode also allows you to examine the contents of
RAM and NVRANI using the show Command. These commands
aren’t available in the User mode.

Viewing the running configuration

1. At the User prompt, type enable, and then press inter (if you
aren’t in the Privileged mode).

2. Type the Privileged mode password and press Enter. You are
now in the Privileged mode.

3. Type show running-config, and then press Enter to execute the

command. The command results will appear on the router (see
Figure 9.10).

4. To advance through the information on the screen, press

Spacebar for an entire screen or Enter to advance line by line.

nturfncn Burialfl
ip add:-ant 13l!.lfl.32.1 2§5.2E5.224.Bencaysulatinn ppy
clnckmte znalmo
Iterfmzn Surzlnli
vlescriptinn conlnented tn Gis-:n25fl5 ,1no 1']: addressnnnnyatllutinn ppp
outer ripval-sin" 2mn:um~k 15.a.n.n
nn nutn—sunmary
o in clnaxlossnnp~.-.ervn- unnnunity public H0

' y a 4password 1' man14n~uc1'mrlngin

The m7mi1zg c0nfigm'zm'u7z provides information on how the different

interfaces are currently configured and which routing protocols have

been enabled. It also shows the passwords that have been set on the

router (however, remember that the Privileged mode secret pass-
word is encrypted, so you can’t tell what it is). The running »config

command provides a complete picture of the parameters running on

the router, and this is why it is a Privileged mode command; its
information important to the routers administrator, so it should be
protected.
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As you fine—tune your running configuration, a time will come when

you would want to save it to NVILAM as the startup configuration.
The great thing about the copy command is that you can copy infor-
mation from RAM to NVRAM (running to startup). Or if you mess

up your running configuration, you can copy iuformai1'on from
NVMM to RAM (startup to running). The command you use to

copy information [tom one type of memory to another is copy.

Copying the running configuration

1. In Privileged mode, type copy running~config startup-config.
2. Press Enter to execute the command.

The router will pause for a moment. Building configuration will be

displayed on the screen. Then “ [OK] ” will appear. The running
configuration has been copied to the startup configuration. You can

quickly check your new startup configuration with the show startup -
oonfig command (the output will be similar to the running-oonfig

shown in Figure 9.10). The results of this command also show you
how much NVRAM is being used on the system to store the config-
uration file.

Another memory type on the router is Flax}: RAM. This is where the
routers IOS is stored. You can View the contents of Flash in both the

User and Privileged mode.

Viewing Flash contents

1. ]_n the Privileged or User mode, type show flash.
2. Press Enter to execute the command.

The results of the eonunand will appear on the console screen (see

Figure 9.11). The IOS filename is given and the amount of free and

used Flash RAM is displayed.

unpeyeflahou Flash
gctsn Flash (H1-notary:7 118 Length1 53347V2 BB11¢1fl9.l1' ' ~ — ~

I53.’-M556 byte: used, 3053752 aunllahla
Nana/status

IIZBBSBE tntull
192M byte: uf pmem.- 1......«.i amen Eras». (Read om)
-maven
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Eheekiiig flirt the iiiterneiworit

Neighhorhood

Wfhen you work with internetworks, it’s important to be able to
gather information related to routers that are directly connected to

your router. These routers are typically referred to as m-igblloitt.
Cisco routers have a proprietary protocol, Circa Discovery Protocol

(CDP), that provides you with the capability to access information
related to neighboring routers. CDP uses Data Link broadcasts to

discover neighboring Cisco routers that are also running CDP (CDP

is turned on automatically on routers running IOS 10.3 or newer).

Working with GDP

Before you use CD}? to View information about other routers, you

may want to check your router interfaces to make sure that CDP is
enabled. This is done using the show cdp interface command. ‘ ‘ ,“1lJ"|"QCDnfIgLiiai‘ nv._

_ _ _ ,V a§‘ihe’s'té’rtu’pfcbniig‘m
Viewing CDP interfaces f. ‘covered in Chaptér'17) ~

1. At the User or Privileged prompt type show cdp interface.
2. Press Enter to execute the command.

The results of the command will appear on the router console screen
(see Figure 9.12). The CDI’ information for all the interfaces on the
router will appear.

‘T‘l.1lfl.T'c_l 7

fieyelhhnu rzdp interfama.t urnntfi is up. line Drutunul in un
’ Elicapsulatiun niimSanding CM’ aclicts every an unccinrlrxiiaideimu is no amount}: ,

again 1: up. 1133; prutncnl is up . , _‘ eapnu at an V ' ‘ ’

fieggziigg cipw Rainer: 23:51-y an sannndi: , Shows which *“1°Tl3F9S
0 t Pm 5: ‘Hanan R ‘C " ' ’ .

El'ia1fl.l it dulutul, line Iirntmzul is : 373 enahled T0‘ CUR . V.
miuufiuiatiun PEP . 'Sand Fl OM‘ ackztis every ta scsuntlzllulllkine is no acuunll:

ariall is thgwi, line yrntnnnl. is doun
Ennngfiulatxon PP!Sand g cur ai:l(:t:i Query 65 smnndaIlnidtimt is 38 secondsuanayzu
yeyellzfliuu ed]: 1..m~rau serial 8

erialfl is mg. line pmtnuai is up- Eni:n§su1nt1olI PP!’semimg cor yacliats ave:-y ea sucnnil:under.-.: is me eacnnds
vaneyefl
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You can also view the CDP information for a particular interface.
For example, in Figure 9.12, the command that follows the initial

show cdp interface command is show cdp interface S. This pro—
vides the CDP information for just interface serial 0.

In Figure 9.12, you will see two pieces of information that warrant
further discussion: the CDP packet send interval and the CDP hold-

tirne. Notice that CDP packets are sent by CDPeenahled interfaces

every 60 seconds. This means that they are broadcasting information
to their C )P neighbors every minute.

The bulrltime refers to the amount of time a router should hold the

CDP information that it has received from a neighboring router. If a
router doesn’t receive an update message from a neighbor within
three minutes (I 80 seconds), it must discard the old CDP informa-
tion that it holds.

Remember that the purpose of CDP is to stay up to date on the sta-
tus of your neighboring routers. So, if a line is down or some other

problem causes you to lose Contact with a neighbor, you don’t want
your router relying on old information when it makes routing deci~SIOIIS.

If a particular interface isn’t enabled for CDP, you can enable it in
the configuration mode.

Enabling CDP on an interface

1. At Privileged prompt type config terminal. You are placed in
. ' 1 the configuration mode With the console (terminal is the source

If for the configuration information).
. At the Config prompt type the interface you want to enable for

CDP, such as interface serial 0. Then press Enter. The

prompt changes to the Config—If prompt, letting you know that

you can now enter information for the configuration of the

designated interface.

. Type cdp enable, and then press Enter.

4. To end the configuration of the serial interface, press CI1‘l+Z.

You will be returned to the Privileged prompt (see Figure 9.13).
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upeyellcnnfig terminalav |:nnfig'uz~at1un cumnands, Dnn pa)‘ linn. Enrl with CNThfl.Dunnvu(|:uiIi‘i§)||:l11|:ErEa\ca suviulfl
f)flv.:rlp enahlu

Viewing 3 P Negithms
After ou have viewed the status of CDP on our VariousY Y

interfaces, you can use CDP to take a look at platform and
protocol information on a neighboring router or routers.

Viewing GDP neighbors

1. At the User or Privileged prompt type show cdp neighbors.
2. Press Enter to execute the command.

Figure 9.14 shows the result of this command for a 2505 router that

only has one neighbor, which is connected via a serial interface.

Table 942 describes the information shown in Figure 9.14.

pa um. ad]: ungimu
. pa ility (Indus: n — Hunter. 1‘ — Trans in-1-tie. n — Sum-cu Rants Bridge3 — Snitch. II — Hunt. 1 — cur, r - Repeatin-
uuicl: ID Lam-ll Int:-Fun Iluldmz Capability Placfnl-u Port H1Hun Bar B 126 R 2595 531- I!

connected routers.

Parameter Meaning Example from Figure 3.14

Device ID The neighbors or neighbors’ Olive
hostI1ame(s) -

Local Interface The interface on the local Serial 0

router that provides the
connection to the neighbor

Capability Whether the router is R (this router is only
configured to serve configured to route)
multiple functions such as
routing (R), Bridging (B),
and switching

continues. ..
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Parameter Meaning Example from Figure 9.14

Platform The type of Cisco router. 2505 (the neighbor is a 2505
router)

Port ID The interface used on Il1e Serial 0

neighbor to connect to yourlocal router._. 

Obviously, if you are using a higher-and router that is connected to

many different neighbors via its Various interface ports, the number
of neighbors shown using the show cdp neighbors command would

be greater than that shown in Figure 9.14.

If you want to see more details concerning your CDP neighbors, you
can use the show cdp neighbor details command. You can enter this

command at the User or Privileged prompt. Figure 9.15 shows die

results of this command. Notice that this command provides the IP
address of the neighborh interface and the version of the IOS that

the neighbor is running.

Using Ping

A command that can be Very useful when you are working with
routers is ping. And if you use the Tnternet a great deal you may have
already used this command to test the lag time between you and
another computer on the Net. Ping (which is short for Packet
I7zte7'Net G1‘apcr) is used to test the connection between two or more

nodes on a network. These nodes can be host computers, servers, orrouters.

Ping can be used with a number of Layer 3 protocols such as IP,

IPX, and AppleTalk, and uses the logical address assigned to the
node on the network. On routers, you can Ping different interfaces
because in most cases they will each be assigned a logical address.
For example, if you are routing IP, each interface on your router will
probably be assigned an IP address.

For example, let’s say you want to see whether your connection to

another router is up and running. All you have to do is ping the
interface on the other router that your router is connected to.
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Pinging a neighbor

1. At the User or Privileged prompt type ping ip address. In this

case you are trying to ping the Olive router that is connected to
your router via a serial interface. So, the command reads ping
13@.1o.32.2.

2. Press Enter to execute the command.

The results of the Ping command appear in Figure 9.15. Notice that
the success rate is 100%. In cases where you can’t reach the node
that you’Ve pinged, the success rate will be 0%.

upeyafipmg i3H.1fl.32.2
ypa ascaply sequence to aim-c.
;7'|lI1:|'|§ 5, iflfl-byta ICNP Echo: ha 13Id.1B.32.2. til'HmL\(: i: 2 Daonndsl
uccuca rat: in ma narcunl: (5/5), mum-l—tx-1p min/any/nax =- 4/-1/4 maapzyu

Ping will be discussed in more detail later in this book (as will the

Trace and Extended Ping commands in Chapter 18, “Basic
Troubleshooting”).
SEE ALSO

is For more nbzmrpizzg and exterzdcd ping, rec page 314.
F9 Anutlyer TCP/[P prataml m/rla 7;/emlzey; Iélnel, am also be rrred to L‘llIIII€L‘23 to 011231‘ roztters on

the izzferz/ez‘2uo1'I<. For more i/xfim/1/Itian, IE9 page 209.

fleeting a Router Banner

You have explored the Cisco IOS in the User and Privileged mode
(and worked with a number of different and useful IOS commands)

in this chapter, and you should also spend some time working in the
Configuration mode. Because several chapters are devoted to config-
uring specific LAN, VVAN, and routing protocols on the router, let's

work on something fun in the Configuration mode—the creation of
a banner. This Banner will appear on your Console screen when the

router is booted (or rebooted) and will also appear on the screen of
virtual terminals that are used to log in to your router (using Telnet,

which is discussed in Chapter 11, “Configuring IP Routing”).
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The router banner is created in the Configuration mode. The corn-
mand is banner motd and character; where the end character is a

keyboard character of your choice that tells the configuration mode

when you have completed your banner text (motd actually stands for
message of the day). For example, you will want to choose a charac-
ter such as the number sign (#), dollar sign ($), or other character

that will not appear in the body of your banner (such as most letters

of the alphabet).

Creating a router banner

1. At the Privileged prompt type config terminal. You are placed

in Configuration mode with the console (terminal is the source
for the configuration information).

I will use the dollar sign as our end character. Type banner

motd $. Then press Enter. You will be told to type your banner
text and end the banner with the $ character.

Type the text for your banner. Use the Enter key to place blank
lines in the banner text. Use the Spacebar to position items

from left to right in the banner. Figure 9.16 shows a sample
router banner.

Type your selected end character ($ in this case) and press
Enter. You will be returned to Configuration mode.

Press Ctrl+Z to save your banner and exit Configuration mode.

upayallnonfig terminal
‘ tor configuration commands. one pint line. End with GNTX4/Z.n;-eya(cnn£1y)I|X1annei- maul 5,ntan- rrxr mnxtaga. End with the clmrulfl.-11> '5'.

|lF.LGOHE 1'0 TIIE POPIYE IIOIJIEIHYQI"I M1 MIMI I ml"
NON-FIUIIIOHIZKD YERSUNNEI4 LOG OFF (INDEm‘ WU]! SPINMIII

L peye(::nnf:lg)Il

After exiting the Configuration mode, you may have to press Enter
once to return to the Privileged prompt. To View your router banner,

type quit and press Enter.

This exits you from the router. When you press Enter on the initial

router screen, your router banner will appear (see Figure 9.17). If
you have set up the router with a login password, you will be asked
to provide the password to enter the router.
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up-ave coma in nun auailahlfi

pass REIIJRN tn get: started.

\.Im.cone ‘[0 nu»: Poms-IE noumnnu‘'1 mi min: I an" .
NON‘flUT)IORIZEIl PETISONNEI4 LOG OFF {INDEITI VDIIR SPINHCII

nor Roost).-x Unrifinatinn

As you can see from this chapter, the Cisco IOS provides a large and
robust cormnand set. You will remember the commands that you use
often and probably have to look up the commands that: you don’t. A
summaly of the basic commands covered in this book is available in

Appendix A, “Basic Router Command SL1rnn1a1y,” as a resource.
SEE ALSO

E27‘ more infiymmtion an .veI'ri11g p/1mv01‘d.r 0/! tbs rnzztez‘ (in tin COI1_fig‘Ifl‘Ilti0}l modc),ma page 137.

2*’ TIM pzmzvord £07117;/miziv also appear in 111:: uozmmrnd rejéreuve in/ippelzzlix B; see page 323.
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fine WP/E? Frotocui Smelt

TCP/IP (Transmission Control Protocol/Internet Protocol) has

become the common language for the networking world and is 21

commonly deployed protocol suite on enterprise networks. It is also
the foundation for the worldwide lnte1'net—the mega network of

networks. Many network operating systems (NOS), such as VVindows
NT 4.0 Server, Windows 2000 Server, and Novell Netware 5 .0,
embrace TCP/IP as their default networking protocol.

I discussed TCP/II’ briefly in the Chapter 2, “The OSI Model and

Network Protocols.” And as you already know, TCP/IP Was devel-

oped originally as a set of WAN protocols that could be used to
maintain comrnunication links between sites even if certain sites

became inoperable during a worldwide nuclear war. In light of the

kind of fun people have on the Internet today using the TCP/IP
stack, it is somewhat ironic (and somewhat depressing) that the suite

was originally developed as a sort of wartime network failsafc system
by the Department of Defense.

Another point that must be made about TCP/IP is that it has
become an integral part of operating and supporting routers on an
internetwork. Cisco router administrators use Telnet (a member of

the TCP/IP stack) to communicate with remote routers and use

TFTP (another TCP/IP protocol) as a mechanism for copying and
saving configuration files and loading new IOS software on the
router. Most big networks use TCP/IP as their network protocol, so

a lack of understanding of the TCP/IP stack will make it pretty hard

for you to work with routers and internetworks. TFTP is discussed
in more detail in Chapter 17, “Using a TFTP Server for Router
Configuration Storage.”
S EE MS 0

‘tr-‘ 7?; cbcrlc out some uftbe at/227* uzmvirrw izzfbrn/ntiuu an TCP/IP, tee page 45'.

TC?/P and the 335 Model

TCP/IP was developed in the 19703 and so preceded the completion
of the OSI model (in the 19805). This means that the different

protocols in the TCP/ll’ stack d0n’t map directly to a single layer in
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the OSI model (although the lower—layer Network and Data Link

protocols, such as IP and ARP, do map somewhat closely to their
conceptual equivalent in the OSI model).

V‘/hen TCP/IP was developed, the )epartment of Defense (DOD)
developed its own conceptual model—the DOD mozIel—(also known
as the DARPA model) for how the various protocols in the TCP/IP
stack operate. This reference model divides the movement of data

fron1 :1 Sending node to a receiving node into four layers (compared
to the seven layers of the OSI model). Figure 10.1 shows how the
DOD model maps to the OSI model.

DOD --TCP/IP Modal

Application

I Application

 Hos! [0 Host
 

Data Link

— Network Interface

Physical '

Each layer in the DOD—TCP/IP Conceptual stack defines the job
that TCP/IP protocols do that operate at that particular level (just as

the OSI model does). In the next four sections you will take a look at
what happens at each layer of the DOD—TCP/D3 conceptual stack

and the actual TCP/II’ stack protocols that operate at these levels.
Figure l0.2 shows the TCP/IP staclc mapped to the DOD model.
SEE ALS 0

3e" Cl?) review the 0SI1zm:leI, Me page 34.



177

PART HI Routing LAN Protocols

CHAPTER 10 TCP/IP Primer

Apgiieetiuii layer

The Application layer protocols provide the user interface for the
various protocols and applications that access the network.

Application layer protocols in the TCP/IP stack handle file transfer,
remote login to other nodes, email functionality, and network moni-

toring. A number of different protocols reside at this level:

a FIP (File Tmrzsfizi‘ Protocol) is a protocol that provides the capa-

bility to transfer files between two computers. FTP is actually a
full—blown application (FTP clients can be downloaded from the

Internet and used to move files between computers) and a proto-

col that is supported by other applications such as Web
browsers.

TFTP (Trivial File Tmmfa7‘ Protocol) is a stripped down Version of

FTP that provides a way to move files without any type of
authentication (meaning no username or password). TFTP is

used in the router world as a way to save router configuration

files or update the IOS of a router (this protocol is described
extensively in Chapter 17).

SMTP (Simple M/til T7‘zm.spa1't Protocol) is a protocol that provides

mail delivery between two computers. It is a protocol supported

by email clients and used for sending and receiving email on the
Internet.

SZWVJP (Simpls Nctzuorle Mmzagcmeizt Protocol) is a protocol that

provides the capability to collect network information. SNMP

uses agevztr (software watchdogs that keep an eye on network
processes) that collect data on network performance. The col-

lected data can then be compared to baseline information.

Software packages like CiscoWorks use SNMP to help network
administrators monitor the relative health of a network.

Yélrzet is a terminal emulation protocol that allows you to con~

nect a local computer with a remote computer (or other device

such as a router). The local computer becomes a virtual terminal

that has access to applications and other resources on the remote

computer. Telnet will be used to log on to a remote router from

a local router in Chapter ll, “Configuring IP Routing.”
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llost-=ta—l=last target

The Host—to—Host layer protocols provide flow control and connec-
tion rcliability as data moves from a sending to a receiving computer,

This layer takes the data from the Application layer protocols and
begins the process of readying the data for movement out over the
network. Two TCP/IP suite protocols inhabit the Host—to—I-Iost

layer: TCP and UDP.

a TCP (Tmrzrport Cm7.t7‘oZ Protocol) is a connectiomoriented proto-

col that provides a virztn/ll ci1‘cm't (not unlike establishing a phone

call between the sending and receiving nodes) between user

applications on the sending and receiving machines, TCP takes

the data from the Application layer protocols and breaks it into

segments and then makes sure that mey are reassembled on the

receiving end. TCP requires that the sending and receiving

computer establish a synchronized connection, which is done by

the exchange of packets carrying sequencing numbers and a

synch control hit. TCP requires a lot of network overhead.

UDP (User Datagram Protocol) is a connectionless transport

protocol that provides a connection between Application layer

protocols that don’t require the acknowledgements and synchro-
nization provided by TCP. UDP is like sending a postcard

through the mail system. The packet is addressed for the receiv-

ing node and sent on its way. UDP is much more passive than

TCP. Application layer protocols that use UDP include TFTP
and SNMP.

Entemet Layer

The Internet layer (corresponding to the OSI Network layer) is _

responsible for the routing of data across logical network paths and gram’ tha:MACp!a:yéfprn
provides an addressing system to the upper layers of the conceptual 1) 'C°l3i9Pl3l3lf*_d?“,hi3’A ~v
model. This layer also defines the packet format used for the data as f Nemqik Aimess,|a.l"?= »I_' _ V (described In the next ser:«
it moves onto the internetwork. The Internet layer really revolves 3 tion] andatthe Data Link)‘
around one protocol——IP. Other protocols at this layer basically pr0- q |aver‘0f1heQS| WDUELWS
vide support for the IP addressing system and packet format. An W dataglam '5 3 gmdf I, _ , , _ example of how the layers
important Job of the Internet layer 1S resolving logical addresses Wmk mgmherm get dam
(such as IP addresses) to the actual hardware (MAC) addresses of the to its destination.
nodes on the network.
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an IP (i’1zte77zetPratoc0l)—IP takes the data from the I-Iost—to-Host

layer and fragments the information into packets or datzzgmms. it

labels each packet with the ll’ address of the sending device and
the IP address of the receiving device. IP also reassembles data-

grams on the receiving machine into segments for the upper-

layer protocols. IP is a connectionless protocol that has no
interest in the contents of the datagrams. Its only desire is to

address and move the datagrams toward their destination.

9! ARP (Address Re.volutz'07z P7"0toc0l)~WheI1IP prepares a datagrarn,

it knows the IP address of the sending and receiving computers

(it receives this information from the upper layer protocols such

as Telnet or SM'l‘l’). IP also needs the MAC hardware address

for the receiving computer because it must provide this informa-

tion to the Network Access layer protocol used on the network

(such as Ethernet). ARP provides the mechanism for resolving
the H’ address to an actual hardware address. ARP sends out

broadcasts with the receiving computers l_P address and asks the

computer to reply with its hardware address.

I ICMP (Ifltemet Co7Ltru1]VIers1zge P'r0tacol)——Tl1is protocol is a mes-

sage service provider and management protocol that is used by
routers to send messages to host computers that are sending data

that must be routed. Routers can let the sending host know
when a destination is unreachable or when the router’s memory

buffer is full of data. Again, ICMP is basically used as a support

protocol for IP addressing as AR]? is.
T112 /agiml zrr/drrrring system provider! by IP is d1'.m1.r.red in. g1'erzterdetrriI}nrcr in tbir clmptcr
0/1 page 180.

‘ loolied ariiiChapter1
"Basic Router." y ' y
Troubleshooting.'f V

Network Access Layer

The Network Access layer consists of the protocols that take the
datagrarns from the Internet layer and envelope them in a specific

frame type that is then placed on the network’s physical medium as a

bit stream. You are already familiar with these protocols, which were

previously described as the Data Link layer protocols of the OSI
model and include such network architectures as Ethernet, Token

Ring, and FDDI. The IEEE specifications described in Chapter 2

provide the specifications for the different frame types used by these
network architectures.
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Because these protocols reside at the MAC layer (5 part of the
Network Access Layer of the DOD model and the Data link layer of

the OSI model), they are integrally involved in the physical address-
ing of the data packets. The physical address for a computer is actu-

ally burned on the network interface card that is placed in the
computer. Router Ethernet, Token Ring, and FDDT interfaces also
have MAC addresses burned into the ROM chip of the controller for
the interface (serial interfaces on routers don’t have MAC addresses).

Figure 10.2 provides a summary of how the OSI model maps to the
DOD model and provides the TCP/IP stack mapped to the DOD

model. The protocols shown in the TCP/IP stack will be discussed

further in respect to how they relate to routers and routing.

DOD Model TCPIIP Stack
Protocols

Application

FTP
TFFP

Presentation ~‘~‘ Application SMTPSNP
TELNET

_ Network interface
Data Lmk MAC layer protocols:Ethernet

" Token Hing
FDDI

Physical
Physical Medium of Network
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An important question arises as to how the logical addressing system
provided by IP is resolved to the MAC hardware addresses found on

the Various network nodes. This subject will be discussed in the next

section, which provides a basic overview of IP addressing.
SEE ALSO

;'~=~ For /m over-view ofnetwork mtlxitem/rer, seepage 25.

Its’ For more inforzzz/ztiozz on tbe IEEE spcc[ficr1t1'on.r, see page 47.

Working with P Addresses

IP addresses are 32 bits long and consist of four 8-bit octets (each
octet is one byte). A typical IP address would be 200.125 .7 (as

shown in dotted decimal format). The IP address actually exists as a
binary number (Is and 0s), which, as you will see when you get to
subnetting, becomes very important in calculating subnets.

An IP address can be written in three different forms:

a Dotted decimal: 200.1.25.7

u Binary: 11001000 00000001 00011001
00000111

n Hexadecimal: C8 1 19 7

IP addresses are hierarchical addresses in that they provide different
levels of information; they can tell you the network that the node
resides on, the subnet it belongs to, and the actual node address.

The IP addressing system isn’t unlike the system used to designate
your home address by the U.S. Post Office. A letter to you provides
your street address, city, and state (and of course zip code). A num-
ber of people can live in your city or state, but only you live at the
particular postal address.

IP addresses use this same strategy; so part of the IP address tells you
the network the node is on, part of it tells you the subnet, and most

importantly part of the 11’ address tells you the node designation.
This type of addressing system makes routing practical because data
can be forwarded by routers using the network and subnet informa-

tion (they don’t have to actually know the physical MAC address of
the receiving node) to the router that serves that particular subnet
(meaning it is connected to that subnet).
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After the router that serves a particular subnet has the packets for a
node that resides on that subnet, it can make sure the packets get to

their final destination by resolving the IP address in the packet to the
MAC address on the receiving computer. Again, this is like your

home address; if you reside in California, mail from the East Coast is
forwarded to intermediary post offices in the Midwest using the Zip

Code and eventually arrives at your local post office. From your local

post office your mail is “resolved” to your home address and deliv-
ered by a mail carrier.

Having a network portion to the address means that a router only
has to know how to get the packets to that network address (through
a maze of routers). And it gets help from the other routers on the

internetwork as the packets hop from router to router on the way to
their final destination.

Understanding which part of the IP address refers to the network
subnet, and which part refers to the node, is a very important aspect

of working with IP addresses. The next section explores the different
IP classes and the subnet masks they use to make this whole IP
addressing thing work.

5? Classes

IP addresses have been broken down i.nto 3 classes based on the size

of the network that they serve. There are Class A, Class B, and Class
C IP internetworks.

I ClzmA is used for very large networks and supplies over 16 mil-
lion node addresses for the network. Because of the way IP

addresses are structured, a Class A network can serve a huge

number of host computers (nodes), but there can only be 127
class A networks. The reason for this will become apparent

shortly—read on! ARPAnet (built in the early days of the

Internet) is an example of a Class A network.
Class B is used for networks that still need a lot of node

addresses, such as a large company or institution. There are
16,384 Class B network addresses, with each Class B supplying
over 65,000 host addresses.
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in Class C is used for small networks and there are over 2 million

Class C network addresses available. Class C networks only
provide 254 node addresses, however.

Each of these classes used a certain number of octets in an IP address

to denote the network portion of the address and the node portion of
the address. For example, a Class A IP address such as 10.5 .2 5 .8
denotes the 11’ network using the first octet. This means that the
network number is 10. The rest of the address, 5 .25 .8, denotes the

host address. So, if only the first octet is used for network addresses,
there can only be a limited number of network addresses in a Class A

(because you limit the possibilities to one octet), whereas you are

using three octets to specify the host address, which gives you a lot
of different possible combinations. This is why there are only a lim-
ited number of Class A networks available, but each Class A network

supplies a huge number of host addresses (over 16 million).

Contrasting this Class A address with a Class C address, 200.4-4.26.3,
will help emphasize the point. The first three octets of a Class C

address denote the IP network number (200.-44.26). Only the last

octet is available to assign host numbers. So, you can see that having
three octets available for network numbers gives you a huge number
of possibilities; whereas using only one octet as a source of host
addresses really limits the possibilities.

Figure 10.3 shows each of the IP Network classes and the octets that

they use for network addresses and for host addresses. The greater
the number of octets used for host addresses, the more possible
hosts. The greater the number of octets used for network addresses,

the greater the number of possible networks; it’s that straightforward.

Table 10.1 sununarizes the decimal range for the first octet of each
of the IP network classes and the number of networks and nodes that

are available with each class. A sample IE’ address is also provided for
each of the different classes.
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First Octet

Network

First Octet
Range

1~126

l28—1‘)l

192-223

Second Octet Third Octet Fourth Octet

Number of
Networks

127

16,384

2,097,152

Class C

Number of
Hosts

16,777,214 10.15.1215

65,534 130.13.44.52

254 200115.233

Sample Address

Binary Equivalents and First fletets

Remember that when you see an IP -address such as 200.125.7 (and

the sample addresses shown in Table 10.1), you are actually looking
at a convenient dotted decimal representation of a series of 32 bits

that are divided into four 8-bit octets. Each octet consists of 8 bits,

which is one byte. So in actuality the IP address 200.125 .7 is really 2
series of 32 ls and 0s—1 1001000 00000001 00011001 00000111.
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How the decimal number 200 is converted to the binary number
11001000 or vice versa will be discussed in “Subnetting IP

Addresses,” later in this chapter. So, for now, you only need to
understand that IP addresses are written in the dotted decimal for-

mat really as a convenience and they actually exist as a series of Is
and 0s. '

Rules have been established for the lemling bit: in the first octet of each
of the classes you’ve discussed (A, B, and C). This enables a router to

look at the first octet of an LP address and immediately know which

class of II’ address it is looking at (it's also a convenient way for you to
quickly tell a Class A address from a Class B or C address).

a In Class A addresses the first hit of the first octet is set to 0.

n In Class B addresses the first bit of the first octet is set to 1, and
the second bit is set to 0.

an In Class C addresses the first two bits of the first octet are set to
1 and the third bit is set to 0.

the lead zeros I by - _ ‘ .
‘ .nUmb.m SW) Smwhn. . I Figure 10.4 shows the fiist octet ofa Class A, B, and C addicss in
.vbit‘pmC-e»S- Wafi [E add, binary format respectively. Converting binary to decimal is a subyect

7 ‘octet YOU Would have: 5- that you shall cover in a moment. However, you should take a look at
‘‘ ‘add the iead_o to this numg -

bckm 1. mm‘ Ta. mm./mt IP subnet masks before you get into the math.
jf biriaiyto denim‘ "click’Bih;

“*“‘*”?‘9f*.3‘VP**"*‘7‘”“‘?'*.3"? Basie Siiiiiiet hiaslts
L‘ binary number(1 andflslfor

’_ the octet.‘ Thenclick Del;-If
to convert to decimal. pf" V" Another aspect of IP addressing that is extremely important to how

IP addressing works is the use of .S‘ll[I7l.81’ wt/Islet. An IP address without

the appropriate subnet mask is like Laurel without Hardy (or I guess

now that’s Beavis without Butthead). The subnet mask for a particu-
lar [P address is actually used by the router to resolve which part of

the IP address is providing the network address and which part of
the address is providing host address.

The basic subnet masks for each class are provided in Table 10.2.
Subnet masks also consist of four octets of information. A router

matches up the information in the subnet mask with the actual IP
address and determines the network address and the node address.
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Firs! Bit

/seitoo
Class A First Octet: 01100011 ‘ ‘FIrstB|1se1lo 1,

/second Bii set to 0
Class B First Octet: 10110001 _ _

F1rsl2 Bits set to 1,

/third Bit set to 0Class C First Octet: 11000111

Suhnet Mask

255.0.0.0

2SS.255.0.0

255.255.2550

In the basic subnet masks (where no subnetting has been done) the

octet either has all the bits turned on (represented by 15) or all the

bits turned off (represented by 05). VVhen all the hits are tinned on
(all 8 bits are represented by Is) the decimal equivalent is 25 5 . VVhen

all the bits are set to the binary D, the decimal equivalent is 0. Figure
10.5 shows the binary equivalent of the Class B basic subnet mask.

The big question is how does a router use the subnet mask to deter

mine which part of an H’ address refers to the network address. It

actually uses a process called zmding where it “ands” the bits in the
subnet mask with the bits in the IP address to determine the network
address.

Here’s how ending Works: the IP address and the subnet mask are
both viewed by the router in binary format (which you will learn to
do in the next section of this chapter). The bits in the subnet mask

are then “anded” with the corresponding bits in the IP address.

Table 10.3 shows the results of anding binary bits (15 and Os). I ‘ Cieiss A’ hetilvorksll '
less Vlhitilil 128 ‘(t'el<ie:a' leek‘-".5;

} ~ atthe first 0‘ctetdecima1._‘
’ > range for C!assA;1y 5. ‘

addresses in Table 1l’D.1).:-
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Class B Subnet Mask
Decimal: 255255.00

Binary: 11111111 11111111 00000000 00000000

“Bit Combination 1 1 1 1 Result
1 and 1

1 and 0

0 and 0

Let’s take a look at some actual anding. In Figure 10.6 a Class B I]?

address and its basic subnet mask are converted to binary. The binary

equivalents of the IP address and the subnet mask are anded. The 1
result is the IP address for the network this case 180.20.000.000).

Anding A Class B IP Address Binary Equivalents

Subnet Mask: 255.255.0.0 11111111 11111111 00000000 00000000

and ’ and

IP Address: 180.20.5.9 10110100 00010100 00000101 00001001

Network Address: 180.20 10110100 00010100 00000000 00000000

Suhsietritag E? Addresses

NOW that you’vc been introduced to the format for IP addresses and
their suhnet masks, you can tackle subnetting. Basically, subnetting

enables you to take a number of LANS and connect them together
into one internetwork. It also provides you with the capability to
break a large network into subnets that are connected with routers.

Segrnenting a large network using routers allows you to maximize
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the bandwidth of the network because the routers keep the traffic on
each subnet local; the data isn’t broadcast to the entire network.

Each of the classes that you discussed in the previous section (Class

A, B, and C) can be subnetted. Before you get into the actual math
involved in determining subnets and the new network subnet mask,
let’s look at how dotted decimal IP addresses are converted to deci~
mal and Vice versa.

SEE ALSO

Iee T?) revilrw bow route-7‘: w01‘1e,:eepz1ge 7-S’.

Binary and Decimal Conversions

Each octet in the IP address (although represented as a decimal

number) consists of 8 bits. Each bit position has a decimal equiva-
lent. That decimal equivalent isn’t realized, however, unless the bit is

represented as a 1 (0 bits have no decimal value). Figure 10.7 shows
the decimal value of each bit position in the octet and the total value

for the octet when certain bits have the binary Value of 1.

The first bit in any octet of an IP address will have a decimal value

of 128 followed by a bit that has a decimal value of 64. The bits on

the far left of the octet are referred to as the high-order bits. If you
move down to the right end of the octet, where the last bit’s decimal
value is 1 (followed by a bit on the left that has a decimal value of 2),

you are working with the lower-order him.

Decimal Value of Bi! Positions
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Figure 10.7 gives you the total decimal value for an octet when you
turn on bits (bit values of 1) working from the high-order bits to the
low—order bits. Note that when all the bit values are set to 1, the
total decimal value is 255.

Obviously, you will run across I]? address octets where only lower
order bits have decimal values. For example, if the fi1'stlow—order bit

and the second low-order bit are both set to the binary 1, you have
an octet decimal value of 3 (1+2).

V/hen you do 11’ subnetting, you work with both the high-order and
low—ordcr bits. And although the math involved in the subnetting
process has you hopping from one end of the octet to the other

(using the low—order bits for some calculations and the high~or(ler
bits for others), the process is pretty straightforward.

Just to make a point, let’s convert the octet 01110001 to decimal

using the information in Figure 10.8. The answer would be

64+32+16+1=113. All you have to do is add the decimal equivalents
of the bits in the octet that are set to 1.

Creating Subnets on a Class A Network

The easiest way to learn subnetting is to actually do it. So let’s take a
look at a Class A network and walk through the steps of subnetting it
(remember that they are only very few Class A networks, but the
subnetting math is actually easiest when working with Class A and
Class B networks). ‘

The first octet of a Class Anetwork can be in the decimal range of
1-126. So let’s say that you’ve been assigned the network address
10.0.0.0.

In Class A networks, the first octet defines the network address. The
remaining three octets provide the node address information because
you have all the possible bit combinations available in 3 octets.

That’s 24 bit positions, so the number of node addresses available

would be 2N—Z or 16,777,214 (you take 2 to the power of the number
3 IF netW0fl('—.a_.neMmkp of bits that are available to create node addresses——in this case 3

‘w viding thiatriiériyipdssihle’ Octets Of 24 bits)-
hosts would certainly lJ'
subnetted. . » '- -. t:
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The reason that you must subtract 2 from the possible node
addresses (224) is that you lose two possibilities because the bits in
the node octets cannot be set to all 15 or Os. VVhen the node octets

are all set to 1, that address is used to broadcast messages to all the
nodes on the network—it means all nodes——and so can’t be used for
an actual node address. VVhen the node octets are all set to 0, that

address signifies the network wire address. In our case, if all the node
octets are set to 0, you get the address 10.0.0.0, which remember is
our network address, which becomes very important when you con—

figure IP networks on a router.

Figure 10.8 summarizes what you’ve talked about so far, Now you
also know that you take the number of bits available for node
addresses and can quickly figure out how many possible node
addresses that gives you by raising 2 to the power of the node bit
total and then subtracting 2.

Nelwork Address: 10.0.0.0

Binary Equivalent 00001010 00000000 00000000 00000000

\/
Bit Combinations for

Node Addresses

3 Octets (24 bits) available for node addresses

224- 2 = 16,777,214

Now, if you’re with me so far, you probably feel pretty good, but
you’ve only scratched the surface of this Whole subnetting issue. The
next step is to determine how many subnets you will need for your
network. If you have a Class A network, your operation will proba-
bly be spread across a wide geographical area and use both LAN and
WAN technology. Lets keep this simple, however. Say you want to

divide your large network into 30 subnets (you will also have to have
a separate router interface to service each subnet so, even for 30
subnets you are talking about several routers that each have a num-
ber of interfaces (such as Ethernet interfaces) to connect to the dif-
ferent subnets).
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Figure 10.9 shows a portion of the network that you are dividing
into 30 subnets. You are looking at just one location (one building) ‘
the larger network, where six subnets out of the total 30 will be used
Each LAN will be its own subnet (meaning the LAN interface on
the router connected to the LAN will be part of the same subnet).
The serial connection between the two routers also requires that it
be a separate subnet, so one of the subnets you create will be used
for that set of interfaces (on both the routers).

Subnel 6 Is used
by the Serial
connection

between the two
routers

Now that you know how many subnets you need, you can begin to
work through the process of stealing bits to create our subnets. The
first thing that you will do is create the new subnet mask that will be '
used for the entire network. '

Creating the Network Subnet Mask

You want 30 subnets. Right now our network address 10.0.0.0 only
supplies bits for the network address (the first octet) and bits for
node addresses (the other three octets). So, how do you create sub-
nets? You steal some bits from the node octets and use them to creat6
our subnets (you can’t steal bits from the network octet because this

is provided to you by the people who assign IP networks——it is basi—
cally cast in stone).
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So, you will steal bits from the first node octet to create our subnets

(the second octet in the 10.0.0.0 address—from left to right). This
means that the possible number of node addresses is going to be

decreased because you are going to take some of the bits to create
subnets (with bits removed for subnets, you get less node addresses).

Stealing the bits will not only let us compute ranges of 11’ addresses
for each subnet (each of the 30 subnets will have a different range of
II’ addresses), but it also lets us create a new subnet mask for Lhe
entire network. This new subnet mask will let routers and other

devices on the network know that you have divided our network into
subnets and it will also tell them how many logical subnets have been
created.

But first things first, you must figure out how many bits you need to

steal to come up with 30 subnets. Remember that each hit in an octet
has a decimal value. For example, the first low—order bit on the far

right of the octet has a decimal value of 1, the bit to its left has a
value of 2 and so on. So, to create 30 subnets you add the lower

order bits’ decimal values until you come up with a value of 31. Why
31 and not 30? You cannot use subnet 0, which is what you derive

when you steal only the first lower—order bit. So the formula is actu-
ally: total decimal value of stolen lower-order bits minus 1. Figure
10.10 shows you how five lower order bits were used to come up
with 30 subnets.

number;

VVhen you know how many bits it takes to create 30 suhnets45

bits——you can create the new subnet mask for the entire Class A net-
work. Forget for the moment that you used lower order bits (adding
from right to left) to come up with the 30 subnets.

Take the first five high—order bits (128, 64, 32, 16, and 8) working
from left to right‘ Add them together: 128+64-+32+16+8=248. The

248 is very important. Normally, a Class A subnet mask is 255 .000.
But this Class A network has been subnetted (using bits i11 the sec-
ond octet). So the new subnet mask is 255.248.0.0.

This new subnet mask tells routers and other devices that this Class

A network contains 30 subnets. Now that you have the subnet mask
for the entire network (this subnet mask would be used as the subnet

mask for router interfaces and computers on the network no matter
which of the 30 subnets that node is on) you can figure out the range
of IP addresses that would be available in each of the 30 subnets.
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Network Address: 10.0.0.0

Binary EqulvalenlO0O0101O 00000000 00000000 00000000

k~/ First Node Octet
Decimal Values of Octet

1285432168421

5 bits are required to
create 30 subnets

1+2+4+8+16~

Calculating HP Subnet Ranges

Calculating the subnet ranges is pretty straightforward. You used five
high—order bits to determine the binary number used in the second
octet of our new subnet mask for the network These high—order bits

also provide the secret for determining the IP address ranges for

each subnet. The high-order decimal values that you used for the
subnet mask were: 128, 64, 32, 16, and 8.

Take the lowest of the high—orde1‘ bits that you used to calculate the
new subnet mask, in this case 8. This number becomes the incre-

ment used to create the IP address ranges for the 30 subnets.

For example, the first subnet (of our 30) Will begin with the IP
address 10.8.0.1. The 8 is used as the starting increment for the sec-
ond octet in the IP address. Remember, it was the second octet that

you stole the bits from to create our subnets. So, all IP addresses that
have a second octet decimal Value of less than 8 are invalid values. To

calculate the beginning number of our next subnet add 8 to the sec-

ond octct, you get 16. So, the starting address for the second subnet
will be lO.l6.0.l. Continue to add 8 to the second octet to determine
the start address for all 30 of the subncts.
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Now, you probably Wonder where I came up with the 0 in the third

octet and the 1 in the fourth octet. The possible decimal Values of
any octet range from 0 (where all bits are set to 0) to 255 (where all
bits are set to 1). So the first IP address in the subnet can have all 03

0 in the third octet. So, Why does the fourth position start with 1?

Remember, 1 said earlier that the node address could not be repre-
sented by octets containing all Os or all 1s.i1f the fourth octet was 0,
both the node octets (the third and the fourth) would be all Os, which

is used to denote the subnetwork address, and so it isn’t a legal
address for a node.

To determine the range of addresses for a particular subnet, you take
that subnet’s starting address and use all the addressesthat are

between it and the starting address of the next subnet. For example,
the first subnet will contain all the addresses between 10.8.0.1 and

10.16.0.1 (but not including 10.16.0.1).

Table 10.4 gives the start and end address for the first 10 of the 30
suhnets that you created. To figure out the other 20 ranges, simply
add the increment (8) to the second octet (the subnet octet).

Start Address

10.8.0.1

10.16.01

10.24.01

10.32.01

10.40.01

10.48.01

10.56.01

10.64.01

10.72.01

10.80.01

End Address

10.15.255.254

10.23.255.254

10.31.255.254

10.39.255.254

10.47.255.254

10.55.255.254

10.63.255.254
10.71.255.254

10.79.255.254

10.87.255.254
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Calculating Available Node Addresses

I’ve already stressed the importance of creating the appropriate num-
ber of IP subnets for your network (with growth figured in). But you
also need to make sure that the number of node addresses available

for each subnet will accommodate tl1e number of computers and

other devices that you plan to deploy on the subnets. Each subnet is
a mini-network unto itself and you can’t steal IP addresses from one

of the other subnets, if you find that you don't have enough

addresses for all your devices.

Calculating the number of node addresses available in each subnet is
very straightforward. In our Class A network, you originally had 24
bits dedicated to node addressing. To create the 30 suhnets, you had

to steal 5 bits from the second octet. This means that now only 19

bits (24-5) are available to create node IP addresses. To calculate the

nodes addresses per subnet, take 2 and raise it to the 19th power and
then subtract 2 (2w—2). This results in 524,286 IP addresses per sub-
net. Obviously, Class A networks provide a huge number of
addresses and coming up short is pretty improbable. But when you

work with the subnetting of Class B and Class C addresses, you need
15,777.21?‘ “Gd? 3fldF9S5E3- to make special note of how many addresses you have available in

'35-. “PW-Vii” lidmplllell that lfiii ‘ each subnet
_y you create 30 stibhefs on a ’ '
2* class A network you get? .

524,286 IP addresses per; ‘— '

s"b"etM”'t‘P*vWB6bv ’ firsstiss Class B and Class 5 Subsets30. You get 15,728,580. So,
16,777,214 minus

1r,72a,5an is 1,040,534. You , , , .
‘(:39 a Iotofpmenflal nude to creating Class A subnets. lhe math 1S all the same, however, you
addresses by subnetling. are working with a smaller pool of potential node addresses when

you subnet. Let’s look at each of these classes briefly.

The process of creating Class B and Class C subnets is very similar

mass 3 Suhnetting

Class )3 networks that aren’t subnetted provide 2 octets (16 bits) for

node addressing. This provides 65 ,534 node addresses. The basic
subnet mask for a Class B network is 255 .25 5 .0.0.


