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In re Patent No. 7,490,151

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent No. 7,490,151

Munger et al. Group Art Unit: Central
Reexamination

Filed: September 30, 2002 Unit

For: ESTABLISHMENT OF A SECURE Examiner: Not assigned.
COMMUNICATION LINK BASED

ON A DOMAIN NAME SERVICE

(DNS) REQUEST

Confirmation No.2 n/a$/\./$/$/$/$/\./$/$/$/\./\J
DECLARATION OF CHRIS A. HOPEN UNDER 37 C.F.R. § 1.132

1, CHRIS HOPEN, do hereby declare and state:

1. I am a citizen of the United States, and reside in 19805 15"’ Avenue NW, Shoreline,

Washington.

2. I am presently the Chief Executive Officer of HomePipe Networks, Inc., based in Seattle,

Washington.

3. Prior to HomePipe, I was affiliated with Aventail, Inc., until that company was acquired

by SonicWall, Inc. in 2007. I helped co-found Aventail in 1996, and served as its Chief

Technical Officer and Vice-President of Engineering from 1996 to 2007.

4. While I was affiliated with Aventail, I was involved in the design, development and

distribution of all of Aventail’s network security products.

5. In 1997, Aventail released a set of SOCKS v5 compliant VPN software products

including AutoSOCKS, MobileVPN and PartnerVPN. AutoSOCKS was a client-based

software product that ran on user’s computers, while Mobile VPN and Partner VPN were

server-based products.

6. When paired with Aventail MobileVPN or PartnerVPN server products, Aventail

AutoSOCKS would automatically establish a VPN to give the remote user access to

secured network resources on a private network. The AutoSOCKS client and the server

would automatically authenticate the remote user and encrypt all communications with

the remote user.
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Version 2.1 of the AutoSOCKS product was publicly distributed in the summer of 1997.

Exhibit A is a copy of a May 2, 1997 Aventail press release announcing the AutoSOCKS,

MobileVPN and PartnerVPN products. Exhibit B is a copy of a June 23, 1997 article in

InfoWorld reviewing the AutoSOCKS v2.1 and MobileVPN v2.0 products.

Aventail included printed manuals with the software packages that it distributed. Exhibit

Cis a copy of the Aventail AutoSOCKS v2.1 Administrator’s Guide that was distributed

with the AutoSOCKS v2.1 software. This document was distributed without any

confidentiality restrictions.

I estimate that thousands of copies of the Aventail AutoSOCKS v2.1 software that

included the AutoSOCKS v2.1 Administrator’s Guide were distributed to customers

during 1997 and 1998.

In the fall of 1998, Aventail announced a product called the Aventail Extranet Center

(“AEC”). Exhibit D is a copy of an October 12, 1998 Aventail press release announcing

the Aventail Extranet Center product.

The AEC product had three components: (i) the Extranet Server (which resided and ran

on a server), (ii) the Aventail Management Server and Config Tool (which was used to

configure server and client installations), and (iii) the Aventail Connect client software

(which resided and ran on client computers).

Like the earlier Aventail VPN solution, Aventail Connect would, when paired with the

Extranet Server, automatically establish a VPN between a remote user and a private

network to give the remote user access to secured network resources on a private

network. The Aventail Connect client and the Extranet Server would automatically

authenticate the remote user and encrypt all communications with the remote user.

The initial release version of the AEC product was version 3.0. The AEC v3.0 product

included version 3.01/2.51 of Aventail Connect and version 3.0 of the Aventail Extranet

Server.

The AEC v3.0 product with its client and server components was publicly distributed

during no later than Januaryof 1999.

Exhibit E is a copy of the Aventail Connect v3.01/2.51 Administrator’s Guide that was

distributed with the Aventail Connect v3.01/2.51 software. Exhibit F is a copy of the

Aventail Extranet Server v3.0 Administrator’s Guide that was distributed with the

Aventail Extranet Server software. Both of these documents were distributed without

any confidentiality restrictions.
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I estimate that Aventail distributed thousands of copies of the AEC V3.0 product

(including the Administrator Guides for Aventail Connect and Extranet Center) during

the first six months of 1999.

Aventail announced Version 3.1 of the Aventail Extranet Center product in May of 1999.

This Version of AEC included Aventail Extranet Server V3.1 and Aventail Connect

V3.1/V2.6. Exhibit G is a May 26, 1999 Aventail press release announcing the AEC V3.1

product. Exhibit H is copy of an August 9, 1999 Aventail press release reporting that

Aventail had begun shipping the AEC V3.1 product to customers.

I recall that Aventail began distributing the AEC V3.1 product to its larger customers in

June and July of 1999. Two such customers that I recall having received the AEC V3.1

product in June or July of 1999 were IBM and Morgan Stanley.

Exhibit I is a copy of the Administrator’s Guide for the Aventail Connect V3.1/V2.6

product that was distributed with the Aventail Connect V3.1/V2.6 client software. This

document was distributed without any confidentiality restrictions.

Aventail customers were not required to accept any obligations limiting their ability to

use or disseminate the information contained in or associated with the AutoSOCKS V2.1

product, the Aventail Connect 3.01/2.51 product or the AEC V3.1 product, or the printed

materials that accompanied each of these products.

I recall that between April and May of 1999, Aventail distributed pre-release Versions of

the AEC V3.1 product to organizations that conduct and report on the testing of network

security products. I recall that Michael Fratto of Network World was one of the

individuals who received a copy of the pre-release Version of AEC V3.1 for testing and

review between April and June of 1999. Mr. Fratto’s review of the pre-release AEC V3.1

product was published in Network World on June 28, 1999. A copy of his review is

provided in Exhibit J.

The pre-release Version of AEC V3.1 provided to Mr. Fratto included a stable and feature

complete Version of Extranet Server component of the AEC V3.1 package. While I recall

that certain bug fixes and other minor changes were made to this pre-release version of

the server component of the AEC V3.1 package before it was distributed to customers,

none of those changes significantly altered the features or functionality of the Extranet

Server component that was later distributed to customers.

The Aventail Connect client in the pre-release Version of AEC V3.1 product provided to

Mr. Fratto, by contrast, was the same Version of the Aventail Connect client that was later

distributed to customers with the AEC v3.1 product in the summer of 1999.
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24. The copy of the Aventail Connect v3. l/v2.6 Administrator’s Guide that Mr. Fratto was

provided with the pre-release version of the AEC v3.l product is the same as the copy of

this guide shown in Exhibit 1. This printed Administrator’s Guide did not change

between the date it was given to Mr. Fratto and the date the final version of the AEC V3.1

product was distributed to customers.

25. The ABC v3.1 software and the Aventail Connect v3. l/v2.6 Administrator’s Guide that

were provided to Mr. Fratto between April and June of 1999 were provided without any

restrictions or limitations on their use. Mr. Fratto was not required to enter into a

agreement restricting his ability to disclose information about the pre-release AEC v3.1

product or the Aventail Connect v3.1/v2.6 Administrator’s Guide as a condition of

receiving and using these materials. Instead, I recall that it was Aventail’s practice to

simply provide recommendations to reviewers about installation and use of a pre-release

version of a product, and information about the intended release date for the product.

***********

I declare that all statements made herein of my own knowledge are true and that all statements

made on information and belief are believed to be true; and further that these statements were

made with the knowledge that willful false statements and the like so made are punishable by

fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that

such willful false statements may jeopardize the validity of the patent subject to this

reexamination proceeding.

% M-..
Chris A. Hopen Date

_ 4 _
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