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6-US-"%"+#+;*+#6-""%6+V#*#I8"A-XV#)M#+-#+;%#!"+%$"%+#?V8"@#HM)c!)'R#
H;%#(JML(#V%$Z%$#+;%"#V%"AV#+;%#+$*9986#+-#+;%#!"+%$"%+#-$#+;%#%T+%$"*7#
"%+X-$Y'#,%+X-$Y#*AU8"8V+$*+-$V#6*"#A%98"%#*#V%+#-9#$?7%V#+;*+#$-?+%#+;8V#
+$*9986'#

<Z%"+*87#M-""%6+#8V#A%V8@"%A#+-#$?"#+$*"VS*$%"+7D#-"#%*6;#X-$YV+*+8-"/#
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A*+*'##(%%/#%'@'/#S*@%#\2#-9#GT;8C8+#E/#X;86;#%TS7*8"VB##

(JML(#Z0#V%$Z%$V#-9+%"#$%h?8$%#*?+;%"+86*+8-"#C%9-$%#*77-X8"@#*66%VV'##
<Z%"+*87#M-""%6+#*?+;%"+86*+8-"#U-A?7%V#A8VS7*D#A8*7-@#C-T%V#+;*+#S$-US+#
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<Z%"+*87#M-""%6+/#*"A#A%S%"A8"@#-"#+;%#6-"98@?$*+8-"#-9#+;%#678%"+/#*"#%$$-$#"-+8986*+8-"#
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6*"#*SS7D#*?+;%"+86*+8-"#*"A#*66%VV#6-"+$-7#$?7%V'#)$-T8%V#6*"#C%#<Z%"+*87#
GT+$*,%+#(%$Z%$V/#-+;%$#(JML(#0#V%$Z%$V/#(JML(#\#V%$Z%$V/#-$#NHH)#
S$-T8%V'a##

^^'! <V#%TS7*8"%A#-"#S*@%#.1#-9#GT;8C8+#E/#8"#+;%#:?7+8)$-TD#V6;%U%/#+;%#678%"+#6-US?+%$#
$?""8"@#<Z%"+*87#M-""%6+#U*"*@%V#+;%#$-?+8"@#-9#+;%V%#6-UU?"86*+8-"V/#*"A#;*"A7%V#
*?+;%"+86*+8-"/#%"6$DS+8-"#*"A#*66%VV#S*$*U%+%$V#+-#%*6;#-9#+;%#8"+%$U%A8*$D#S$-TD#
V%$Z%$V/#X;86;#6-?7A#C%#(JML(#V%$Z%$V#-$#NHH)#S$-TD#V%$Z%$V'##

Petitioner Apple Inc. - Exhibit 1043, p. 18



!"#$%#&'('#)*+%"+#,-'#./012/340# # 5%67*$*+8-"#-9#:86;*%7#<'#=$*++-!

>3]>#

#

^d'! N-X#678%"+#6-US?+%$V#$?""8"@#<Z%"+*87#M-""%6+#U*A%#+;%V%#6-""%6+8-"V#8V#A%V6$8C%A#-"#
S*@%#.1#-9#GT;8C8+#E'###

H;%#V+%SV#9-$#U*Y8"@#*#6-""%6+8-"#?V8"@#:?7+8)$-TD#*$%B#

3'## H;%#678%"+#*SS786*+8-"#$%h?%V+V#*66%VV#+-#+;%#A%V+8"*+8-"#V%$Z%$'#

2'## <Z%"+*87#M-""%6+#%V+*C78V;%V#*#6-""%6+8-"#X8+;#+;%#-?+C-?"A#V%$Z%$#
b(JML(#V%$Z%$#-$#NHH)#S$-TDR'#<Z%"+*87#M-""%6+#+;%"#V%"AV#+;%#
*66%VV#$%h?%V+#+-#+;%#-?+C-?"A#V%$Z%$/#VS%689D8"@#+;%#<Z%"+*87#
GT+$*,%+#(%$Z%$#*V#+;%#A%V+8"*+8-"'#H;%#?V%$#*?+;%"+86*+%V#X8+;#+;%#
-?+C-?"A#V%$Z%$/#89#"%6%VV*$D'#

4'## <Z%"+*87#M-""%6+#8"V+$?6+V#+;%#-?+C-?"A#V%$Z%$#+-#%V+*C78V;#*#
6-""%6+8-"#X8+;#+;%#<Z%"+*87#GT+$*,%+#(%$Z%$#-"#+;%#VS%6898%A#S-$+'#
H;%#?V%$#*?+;%"+86*+%V#X8+;#+;%#<Z%"+*87#GT+$*,%+#(%$Z%$/#89#
"%6%VV*$D'#

\'## <Z%"+*87#M-""%6+#8"V+$?6+V#+;%#<Z%"+*87#GT+$*,%+#(%$Z%$#+-#S$-TD#8+V#
6-""%6+8-"#+-#+;%#98"*7#A%V+8"*+8-"'#

0'## J"6%#+;%#6-""%6+8-"#C%+X%%"#+;%#678%"+#*"A#+;%#<Z%"+*87#GT+$*,%+#
(%$Z%$#8V#%V+*C78V;%A/#+;%#-?+C-?"A#V%$Z%$#V8US7D#$%7*DV#+;%#A*+*'a#

^]'! <7V-/#*V#%TS7*8"%A#-"#S*@%#.1#-9#GT;8C8+#E/#+;%#S$-TD#V%$Z%$#6-US?+%$#b8'%'/#+;%#<Z%"+*87#
GT+$*"%+#(%$Z%$R#`*6+V#C-+;#*V#*#A%V+8"*+8-"#*"A#*#V%$Z%$'#!+#8V#*#A%V+8"*+8-"#C%6*?V%#*#
S$-TD#V%$Z%$#$-?+%V#+$*9986#+-#8+'##!+#8V#*#V%$Z%$#C%6*?V%#8+#$-?+%V#+$*9986#+-#+;%#98"*7#
A%V+8"*+8-"'a##

#
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d1'! <V#%TS7*8"%A#-"#S*@%#.3#-9#GT;8C8+#E/#<Z%"+*87#M-""%6+#6-?7A#C%#6-"98@?$%A#+-#VS%689D#
-"%#-$#U-$%#8"+%$U%A8*$D#S$-T8%V#+;$-?@;#X;86;#6-UU?"86*+8-"V#6-?7A#C%#$-?+%A'##<9+%$#
A%98"8"@#+;%#98"*7#A%V+8"*+8-"#*"A#+;%#%T+$*"%+#V%$Z%$#7-6*+8-"V/#-"%#-$#U-$%#8"+%$U%A8*$D#
S$-TD#V%$Z%$V#6-?7A#C%#*AA%A#b*#`A%V+8"*+8-"aR'##<77#-$#V-U%#-9#+;%#+$*9986#9$-U#+;%#678%"+#
6-?7A#C%#$-?+%A#+;$-?@;#%*6;#A%V+8"*+8-"/#C*V%A#-"#;-X#+;%#678%"+#6-US?+%$#$?""8"@#
<Z%"+*87#M-""%6+#X*V#6-"98@?$%A'#

d3'! <V#%TS7*8"%A#-"#S*@%#.\#-9#GT;8C8+#E/#*"-+;%$#$-?+8"@#V6;%U%#?V%A#CD#678%"+#6-US?+%$V#
$?""8"@#<Z%"+*87#M-""%6+#X*V#6*77%A#`S$-TD#6;*8"8"@'a##!"#+;8V#V6;%U%/#+;%#678%"+#
6-US?+%$#$?""8"@#<Z%"+*87#M-""%6+#X-?7A#C%#6-"98@?$%A#+-#V%"A#+$*9986#+-#*#VS%6898%A#
8"+%$U%A8*$D#S$-TD#V%$Z%$'##H;*+#V%$Z%$#X-?7A#+;%"#9-$X*$A#+;%#+$*9986#-"#+-#-"%#-$#U-$%#
V?CV%h?%"+#S$-TD#V%$Z%$V'##H;%#<Z%"+*87#M-""%6+#678%"+#6-US?+%$#X-?7A#*?+;%"+86*+%#+;%#
6-""%6+8-"#+-#+;%#98$V+#8"+%$U%A8*$D'##<9+%$#+;*+/#+;%#8"+%$U%A8*$D#V%$Z%$V#X-?7A#
*?+;%"+86*+%#+-#+;%#"%T+#S$-TD#V%$Z%$/#*"A#V-#-"'###

d2'! GT;8C8+#E/#*+#S*@%V#.4#+-#.\/#*#6-US*$8V-"#8V#S$-Z8A%A#-9#+;%#*?+;%"+86*+8-"#*"A#*66%VV#
$?7%#Z*$8*C7%V#9-$#+;%#`:?7+8)$-TDa#*"A#`)$-TD#M;*8"8"@a#$-?+8"@#V6;%U%VB#

#

d4'! M78%"+#6-US?+%$V#$?""8"@#<Z%"+*87#M-""%6+#Z4'13c2'03#6-?7A#AD"*U86*77D#C$-XV%#*"A#
*66%VV#$%V-?$6%V#X8+;8"#*#S$8Z*+%#"%+X-$Y#-"6%#*#V%6?$%#6-""%6+8-"#;*A#C%%"#%V+*C78V;%A'###
<V#%TS7*8"%A#-"#S*@%V#]1#+-#313#-9#GT;8C8+#E/#<Z%"+*87#M-""%6+#Z4'13c2'03#8"67?A%A#*#
9%*+?$%#6*77%A#`(%6?$%#GT+$*"%+#GTS7-$%$#b(GGR/a#X;86;#X*V#A%V6$8C%A#*V#9-77-XVB#

(%6?$%#GT+$*"%+#GTS7-$%$#b(GGR#*77-XV#D-?#+-#Z8%X#D-?$#GT+$*"%+#
,%8@;C-$;--A/#X;86;#8V#*66%VV%A#+;$-?@;#+;%#GT+$*"%+#,%8@;C-$;--A#86-"#
-"#D-?$#A%VY+-S'#H;%#GT+$*"%+#,%8@;C-$;--A#?V%$#8"+%$9*6%#$%V%UC7%V#+;*+#
-9#,%+X-$Y#,%8@;C-$;--A'#N-X%Z%$/#X;87%#,%+X-$Y#,%8@;C-$;--A#
A8VS7*DV#*77#6-US?+%$V#-"#D-?$#7-6*7#"%+X-$Y/#GT+$*"%+#,%8@;C-$;--A#
*77-XV#D-?#+-#C$-XV%/#6-SD/#U-Z%/#*"A#A%7%+%#987%V#9$-U#$%U-+%#6-US?+%$V#
Z8*#+;%#<Z%"+*87#M-""%6+#%T+$*"%+#6-""%6+8-"'#I8+;#GT+$*"%+#
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>23>#

,%8@;C-$;--A/#*77#8"+%$*6+8-"#X8+;#+;%#$%U-+%#V%$Z%$#6*"#C%#V%6?$%A'#
,%+X-$Y#*AU8"8V+$*+-$V#A%+%$U8"%#X;86;#7-6*7#*"A#$%U-+%#6-US?+%$V#*$%#
*Z*87*C7%#+-#?V%$V'#

d\'! H;8V#9?"6+8-"*78+D#8"#<Z%"+*87#M-""%6+#Z4'13c2'03#*77-X%A#*#$%U-+%#?V%$#X;-#;*A#
V?66%VV9?77D#%V+*C78V;%A#*#P),#+-#*#S$8Z*+%#"%+X-$Y#+-#V%%#*"A#*66%VV#*77#-9#+;%#"%+X-$Y#
$%V-?$6%V#X;86;#+;*+#?V%$#X*V#*?+;-$8W%A#+-#*66%VV'##H;%#$%U-+%#?V%$#X-?7A#C%#%h?8Z*7%"+#
+-#*#7-6*7#?V%$#8"#+;*+#?V%$fV#*C878+D#+-#V%%#*"Ac-$#*66%VV#"%+X-$Y#$%V-?$6%/#V?6;#*V#*#
V%6?$%#X%CV8+%#-"#+;%#S$8Z*+%#"%+X-$Y'##

d0'! H;%#(GG#6*S*C878+D#X*V#8US7%U%"+%A#8"#<Z%"+*87#M-""%6+#Z4'13c2'03#Z8*#*#I8"A-XV#
GTS7-$%$#V;%77#%T+%"V8-"#b`GT+$*"%+#,%8@;C-$;--AaR#+;*+#%"*C7%A#*#I8"A-XV#678%"+#+-#
Z8V?*77D#"*Z8@*+%#$%V-?$6%V#-"#*#S$8Z*+%#"%+X-$Y#+-#X;86;#+;%#678%"+#;*V#%V+*C78V;%A#*#
P),#6-""%6+8-"'##<V#%TS7*8"%A#-"#S*@%#]3#-9#GT;8C8+#EB#

GT+$*"%+#,%8@;C-$;--A/#*#I8"A-XV#GTS7-$%$#V;%77#%T+%"V8-"/#8V#*#
6-77%6+8-"#-9#I8"A-XV#987%#V%$Z%$V#*"A#I8"A-XV#,H#A-U*8"V'#,%+X-$Y#
,%8@;C-$;--A#A8VS7*DV#-"7D#+;-V%#$%U-+%#6-US?+%$V#+;*+#+;%#"%+X-$Y#
*AU8"8V+$*+-$#;*V#VS%6898%A'#(GG#$%h?8$%V#*#;-V+V#987%#b(GGN-V+VR#+;*+#
A%+%$U8"%V#X;86;#I8"A-XV#987%#V%$Z%$V#*"A#,H#A-U*8"V#*$%#*Z*87*C7%'#
O-?#6*"#8"67?A%#*#(GGN-V+V#987%#X8+;#+;%#<Z%"+*87#M?V+-U8W%$#+--7'#!9#
?V%$V#8"V+*77#*#6?V+-U#S*6Y*@%#+;*+#A-%V#"-+#8"67?A%#*#(GGN-V+V#987%/#+;%"#
+;%#98$V+#+8U%#+;%D#-S%"#GT+$*"%+#,%8@;C-$;--A/#(GG#X877#6$%*+%#*#
(GGN-V+V#987%'#=-$#U-$%#8"9-$U*+8-"/#V%%#+;%#`M?V+-U8W%$a#V%6+8-"#8"#+;%#
<AU8"8V+$*+-$fV#E?8A%'#

GT+$*"%+#,%8@;C-$;--A#-99%$V#<Z%"+*87#M-""%6+#?V%$V#*#V%6?$%#*7+%$"*+8Z%#
+-#+$*A8+8-"*7#987%>C$-XV8"@#U%+;-AV'#&V%$V#6*"#V%6?$%7D#*66%VV#6-US?+%$V#
9$-U#+;%#A%VY+-S#+;$-?@;#GT+$*"%+#,%8@;C-$;--A#bV%%#86-"#C%7-XR/#-$#
+;$-?@;#I8"A-XV#GTS7-$%$'#

E%"%$*77D/#D-?#X877#?V%#GT+$*"%+#,%8@;C-$;--A#+-#6-""%6+#+-#*#$%U-+%#
"%+X-$Y#+;$-?@;#<Z%"+*87#M-""%6+'#=-$#%T*US7%/#D-?#X877#?V%#GT+$*"%+#
,%8@;C-$;--A#X;%"B#

# D-?#*$%#8"V8A%#+;%#-9986%/#-"#+;%#6-$S-$*+%#"%+X-$Y/#*"A#D-?#6-""%6+#
+;$-?@;#*"#<Z%"+*87#GT+$*,%+#(%$Z%$#+-#D-?$#6-US*"DfV#$%U-+%#V8+%/#
-$#+-#*"-+;%$#6-US*"DfV#"%+X-$Y'#

# D-?#*$%#-?+V8A%#+;%#-9986%/#*"A#D-?#6-""%6+#D-?$#7*S+-S#+;$-?@;#*"#
<Z%"+*87#GT+$*,%+#(%$Z%$#+-#D-?$#8"+%$"*7#6-US*"D#"%+X-$Y/#-$#+-#
*"-+;%$#6-US*"DfV#"%+X-$Y'#

d.'! <V#%TS7*8"%A#-"#S*@%#]3#-9#GT;8C8+#E/#+;%#GT+$*"%+#,%8@;C-$;--A#9?"6+8-"*78+D#8"#
<Z%"+*87#M-""%6+#X*V#8US7%U%"+%A#CD#$%A8$%6+8"@#I8"A-XV#6-UU?"86*+8-"V#8"#
,%+Q!J(#b,QHR#+-#I8"(-6Y'##H;8V#*77-X%A#<Z%"+*87#M-""%6+#+-#;*"A7%#+;-V%#
6-UU?"86*+8-"V#8"#+;%#V*U%#X*D#8+#;*"A7%V#-+;%$#5,(#$%h?%V+V#*"A#HM)c!)#+$*9986'##(%%#
GT;8C8+#E#*+#S*@%#]3#b`H-#A%78Z%$#*#V%6?$%A#Z%$V8-"#-9#V+*"A*$A#I8"A-XV#C$-XV8"@/#
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>22>#

<Z%"+*87#M-""%6+#$%A8$%6+V#,QH#6*77V#+-#I8"(-6Y'aR##H;8V#*7V-#%"*C7%A#*#678%"+#6-US?+%$#
$?""8"@#<Z%"+*87#M-""%6+#+-#Z8%X#*"A#*66%VV#*#`AD"*U86#78V+#-9#*Z*87*C7%#I8"A-XV#
;-V+Va#b%'@'/#V%6?$%#V8+%V#X8+;8"#+;%#S$8Z*+%#"%+X-$YR'##H;?V/#*#678%"+#6-US?+%$#$?""8"@#
<Z%"+*87#M-""%6+#Z8*#+;%#GT+$*"%+#,%8@;C-$;--A#9%*+?$%#X-?7A#C%#*C7%#+-#V%%#+;%#V*U%#
$%V-?$6%V#bV?C[%6+#+-#*AU8"8V+$*+-$#A%98"%A#78U8+*+8-"VR#+;*+#-+;%$#?V%$V#-"#+;%#S$8Z*+%#
"%+X-$Y#X-?7A#V%%'###

(6! (=I>:II=CG!CD!ARE!*?EGA@=<!1CGGE>A!?468N96P!*JH=G=IAF@ACFKI!L:=JE!

d^'! <Z%"+*87#M-""%6+#Z4'3c2'.#X*V#Z%$D#V8U87*$#8"#8+V#9?"6+8-"*78+D#+-#<Z%"+*87#M-""%6+#
Z4'13c2'03'##F8Y%#+;%#%*$78%$#S$-A?6+/#<Z%"+*87#M-""%6+#Z4'3c2'.#X-$Y%A#CD#*?+-U*+86*77D#
*?+;%"+86*+8"@#*"A#%"6$DS+8"@#6-UU?"86*+8-"V#C%+X%%"#*#678%"+#6-US?+%$#$?""8"@#
<Z%"+*87#M-""%6+#*"A#*#S$8Z*+%#"%+X-$Y#$%V-?$6%#Z8*#*#P),#V%$Z%$#b+;%#<Z%"+*87#GT+$*"%+#
(%$Z%$#Z4'3R'##N-X#<Z%"+*87#M-""%6+#A8A#+;8V#8V#A%V6$8C%A#-"#S*@%#^#-9#GT;8C8+#gB#

<Z%"+*87#M-""%6+#8V#+;%#678%"+#6-US-"%"+#-9#+;%#<Z%"+*87#GT+$*,%+#M%"+%$'#
<Z%"+*87#M-""%6+#X-$YV#X8+;#+;%#<Z%"+*87#GT+$*,%+#(%$Z%$/#+;%#(JML(#0#
V%$Z%$#6-US-"%"+#-9#+;%#<Z%"+*87#GT+$*,%+#M%"+%$'#O-?#6*"#?V%#<Z%"+*87#
M-""%6+#*V#*#V8US7%#S$-TD#678%"+#9-$#U*"*@%A#-?+C-?"A#*66%VV/#*"A#9-$#
V%6?$%#8"C-?"A#*66%VV'#

<Z%"+*87#M-""%6+#*?+-U*+%V#+;%#oV-6YV8986*+8-"o#-9#H$*"VU8VV8-"#M-"+$-7#
)$-+-6-7c!"+%$"%+#)$-+-6-7#bHM)c!)R#678%"+#*SS786*+8-"V/#U*Y8"@#8+#V8US7%#
9-$#X-$YV+*+8-"V#+-#+*Y%#*AZ*"+*@%#-9#+;%#(JML(#Z0#S$-+-6-7'#I;%"#D-?#
$?"#<Z%"+*87#M-""%6+#-"#D-?$#VDV+%U/#8+#*?+-U*+86*77D#$-?+%V#*SS$-S$8*+%#
"%+X-$Y#+$*9986#9$-U#*#I8"(-6Y#bX8"A-XV#V-6Y%+VR#*SS786*+8-"#+-#*"#
%T+$*"%+#b(JML(R#V%$Z%$/#-$#+;$-?@;#V?66%VV8Z%#V%$Z%$V'#bI8"(-6Y#8V#*#
I8"A-XV#6-US-"%"+#+;*+#6-""%6+V#*#I8"A-XV#)M#+-#+;%#!"+%$"%+#?V8"@#
HM)c!)'R#H;%#(JML(#V%$Z%$#+;%"#V%"AV#+;%#+$*9986#+-#+;%#!"+%$"%+#-$#+;%#
%T+%$"*7#"%+X-$Y'#,%+X-$Y#*AU8"8V+$*+-$V#6*"#A%98"%#*#V%+#-9#$?7%V#+;*+#
$-?+%#+;8V#+$*9986'#

<Z%"+*87#M-""%6+#8V#A%V8@"%A#+-#$?"#+$*"VS*$%"+7D#-"#%*6;#X-$YV+*+8-"/#
X8+;-?+#*AA8"@#-Z%$;%*A#+-#+;%#?V%$fV#A%VY+-S'#!"#U-V+#6*V%V/#?V%$V#X877#
8"+%$*6+#X8+;#<Z%"+*87#M-""%6+#-"7D#X;%"#8+#S$-US+V#+;%U#+-#%"+%$#
*?+;%"+86*+8-"#6$%A%"+8*7V#9-$#*#6-""%6+8-"#+-#*#V%6?$%#%T+$*"%+#b(JML(R#
V%$Z%$'#&V%$V#U*D#*7V-#-66*V8-"*77D#"%%A#+-#V+*$+#*"A#%T8+#<Z%"+*87#
M-""%6+/#*7+;-?@;#"%+X-$Y#*AU8"8V+$*+-$V#-9+%"#6-"98@?$%#8+#+-#$?"#
*?+-U*+86*77D#*+#V+*$+?S'#<Z%"+*87#M-""%6+#A-%V#"-+#$%h?8$%#*AU8"8V+$*+-$V#
+-#U*"?*77D#%V+*C78V;#*"#%"6$DS+%A#+?""%7i#<Z%"+*87#M-""%6+#6*"#%V+*C78V;#
*"#%"6$DS+%A#+?""%7#*?+-U*+86*77D'#b%US;*V8V#*AA%AR#

dd'! <V#%TS7*8"%A#-"#)*@%V#^#*"A#^^#+-#^]#-9#GT;8C8+#g/#*#678%"+#6-US?+%$#$?""8"@#<Z%"+*87#
M-""%6+#Z4'3c2'.#b8R#-S%$*+%A#+$*"VS*$%"+7D#+-#+;%#?V%$#*"A#+;%#678%"+#6-US?+%$/#b88R#X-?7A#
*?+-U*+86*77D"*?+;%"+86*+%#*#?V%$#*++%US+8"@#+-#*66%VV#*#V%6?$%#7-6*+8-"/#b888R#X-?7A#
*?+-U*+86*77D#%"6$DS+#6-UU?"86*+8-"V#C%+X%%"#*#678%"+#6-US?+%$#*"A#+;%#V%6?$%#"%+X-$Y#
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>24>#
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$-?+%A'##<9+%$#A%98"8"@#+;%#98"*7#A%V+8"*+8-"#*"A#+;%#%T+$*"%+#V%$Z%$#7-6*+8-"V/#-"%#-$#U-$%#
8"+%$U%A8*$D#S$-TD#V%$Z%$V#6-?7A#C%#*AA%A#b*#`A%V+8"*+8-"aR'##<77#-$#V-U%#-9#+;%#+$*9986#
9$-U#+;%#678%"+#6-?7A#C%#$-?+%A#+;$-?@;#%*6;#A%V+8"*+8-"/#C*V%A#-"#;-X#+;%#678%"+#
6-US?+%$#$?""8"@#<Z%"+*87#M-""%6+#X*V#6-"98@?$%A'#
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331'! <V#%TS7*8"%A#-"#S*@%V#^2#+-#^4#-9#GT;8C8+#g/#*"-+;%$#$-?+8"@#V6;%U%#?V%A#CD#678%"+#
6-US?+%$V#$?""8"@#<Z%"+*87#M-""%6+#Z4'3c2'.#X*V#6*77%A#`S$-TD#6;*8"8"@'a##!"#+;8V#
V6;%U%/#+;%#678%"+#6-US?+%$#$?""8"@#<Z%"+*87#M-""%6+#X-?7A#C%#6-"98@?$%A#+-#V%"A#
+$*9986#+-#*#VS%6898%A#8"+%$U%A8*$D#S$-TD#V%$Z%$'##H;*+#V%$Z%$#X-?7A#+;%"#9-$X*$A#+;%#
+$*9986#-"#+-#-"%#-$#U-$%#V?CV%h?%"+#S$-TD#V%$Z%$V'##H;%#<Z%"+*87#M-""%6+#678%"+#
6-US?+%$#X-?7A#*?+;%"+86*+%#+;%#6-""%6+8-"#+-#+;%#98$V+#8"+%$U%A8*$D'##<9+%$#+;*+/#+;%#
8"+%$U%A8*$D#V%$Z%$V#X-?7A#*?+;%"+86*+%#+-#+;%#"%T+#S$-TD#V%$Z%$/#*"A#V-#-"'###

333'! J"#S*@%V#^2#*"A#^4#-9#GT;8C8+#g/#*#6-US*$8V-"#8V#S$-Z8A%A#-9#+;%#*?+;%"+86*+8-"#*"A#
*66%VV#$?7%#Z*$8*C7%V#9-$#+;%#`:?7+8)$-TDa#*"A#`)$-TD#M;*8"8"@a#$-?+8"@#V6;%U%VB#

#

332'! M78%"+#6-US?+%$V#$?""8"@#<Z%"+*87#M-""%6+#Z4'#3c2'.#6-?7A#AD"*U86*77D#C$-XV%#*"A#
*66%VV#$%V-?$6%V#X8+;8"#*#S$8Z*+%#"%+X-$Y#-"6%#*#V%6?$%#6-""%6+8-"#;*A#C%%"#%V+*C78V;%A'###
<V#%TS7*8"%A#-"#S*@%V#]0#+-#31.#-9#GT;8C8+#g/#<Z%"+*87#M-""%6+#Z4'3c2'.#8"67?A%A#*#
9%*+?$%#6*77%A#`(%6?$%#GT+$*"%+#GTS7-$%$#b(GGR/a#X;86;#X*V#A%V6$8C%A#*V#9-77-XVB#

(%6?$%#GT+$*"%+#GTS7-$%$#b(GGR#*77-XV#D-?#+-#Z8%X#D-?$#GT+$*"%+#
,%8@;C-$;--A/#X;86;#8V#*66%VV%A#+;$-?@;#+;%#GT+$*"%+#,%8@;C-$;--A#86-"#
-"#D-?$#A%VY+-S'#H;%#GT+$*"%+#,%8@;C-$;--A#?V%$#8"+%$9*6%#$%V%UC7%V#+;*+#
-9#,%+X-$Y#,%8@;C-$;--A'#N-X%Z%$/#X;87%#,%+X-$Y#,%8@;C-$;--A#
A8VS7*DV#*77#6-US?+%$V#-"#D-?$#7-6*7#"%+X-$Y/#GT+$*"%+#,%8@;C-$;--A#
*77-XV#D-?#+-#C$-XV%/#6-SD/#U-Z%/#*"A#A%7%+%#987%V#9$-U#$%U-+%#6-US?+%$V#
Z8*#+;%#<Z%"+*87#M-""%6+#%T+$*"%+#6-""%6+8-"'#I8+;#GT+$*"%+#
,%8@;C-$;--A/#*77#8"+%$*6+8-"#X8+;#+;%#$%U-+%#V%$Z%$#6*"#C%#

V%6?$%A'#,%+X-$Y#*AU8"8V+$*+-$V#A%+%$U8"%#X;86;#7-6*7#*"A#$%U-+%#
6-US?+%$V#*$%#*Z*87*C7%#+-#?V%$V'#
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334'! H;8V#9?"6+8-"*78+D#8"#<Z%"+*87#M-""%6+#Z4'3c2'.#*77-X%A#*#$%U-+%#?V%$#X;-#;*A#
V?66%VV9?77D#%V+*C78V;%A#*#P),#+-#*#S$8Z*+%#"%+X-$Y#+-#V%%#*"A#*66%VV#*77#-9#+;%#"%+X-$Y#
$%V-?$6%V#+;*+#?V%$#X*V#*?+;-$8W%A#+-#*66%VV'##H;%#$%U-+%#?V%$#X-?7A#C%#%h?8Z*7%"+#+-#*#
7-6*7#?V%$#8"#+;*+#?V%$fV#*C878+D#+-#V%%#*"Ac-$#*66%VV#"%+X-$Y#$%V-?$6%/#V?6;#*V#*#V%6?$%#
X%CV8+%#-"#+;%#S$8Z*+%#"%+X-$Y'##

33\'! H;%#(GG#9?"6+8-"*78+D#X*V#8US7%U%"+%A#8"#<Z%"+*87#M-""%6+#Z4'3c2'.#Z8*#*#I8"A-XV#
GTS7-$%$#V;%77#%T+%"V8-"#b`GT+$*"%+#,%8@;C-$;--AaR#+;*+#%"*C7%A#*#I8"A-XV#678%"+#+-#
Z8V?*77D#"*Z8@*+%#$%V-?$6%V#-"#*#S$8Z*+%#"%+X-$Y#+-#X;86;#+;%#678%"+#;*V#%V+*C78V;%A#*#
P),#6-""%6+8-"'##<V#%TS7*8"%A#-"#S*@%#]0#-9#GT;8C8+#gB#

GT+$*"%+#,%8@;C-$;--A/#*#I8"A-XV#GTS7-$%$#V;%77#%T+%"V8-"/#8V#*#
6-77%6+8-"#-9#I8"A-XV#987%#V%$Z%$V#*"A#I8"A-XV#,H#A-U*8"V'#,%+X-$Y#
,%8@;C-$;--A#A8VS7*DV#-"7D#+;-V%#$%U-+%#6-US?+%$V#+;*+#+;%#"%+X-$Y#
*AU8"8V+$*+-$#;*V#VS%6898%A'#(GG#$%h?8$%V#*#;-V+V#987%#b(GGN-V+VR#+;*+#
A%+%$U8"%V#X;86;#I8"A-XV#987%#V%$Z%$V#*"A#,H#A-U*8"V#*$%#*Z*87*C7%'#
O-?#6*"#8"67?A%#*#(GGN-V+V#987%#X8+;#+;%#<Z%"+*87#M?V+-U8W%$#+--7'#!9#
?V%$V#8"V+*77#*#6?V+-U#S*6Y*@%#+;*+#A-%V#"-+#8"67?A%#*#(GGN-V+V#987%/#+;%"#
+;%#98$V+#+8U%#+;%D#-S%"#GT+$*"%+#,%8@;C-$;--A/#(GG#X877#6$%*+%#*#
(GGN-V+V#987%'#=-$#U-$%#8"9-$U*+8-"/#V%%#+;%#oM?V+-U8W%$a#V%6+8-"#8"#+;%#
<AU8"8V+$*+-$fV#E?8A%'#

GT+$*"%+#,%8@;C-$;--A#-99%$V#<Z%"+*87#M-""%6+#?V%$V#*#V%6?$%#*7+%$"*+8Z%#
+-#+$*A8+8-"*7#987%>C$-XV8"@#U%+;-AV'#&V%$V#6*"#V%6?$%7D#*66%VV#6-US?+%$V#
9$-U#+;%#A%VY+-S#+;$-?@;#GT+$*"%+#,%8@;C-$;--A#bV%%#86-"#C%7-XR/#-$#
+;$-?@;#I8"A-XV#GTS7-$%$'#

E%"%$*77D/#D-?#X877#?V%#GT+$*"%+#,%8@;C-$;--A#+-#6-""%6+#+-#*#$%U-+%#
"%+X-$Y#+;$-?@;#<Z%"+*87#M-""%6+'#=-$#%T*US7%/#D-?#X877#?V%#GT+$*"%+#
,%8@;C-$;--A#X;%"B#

# D-?#*$%#8"V8A%#+;%#-9986%/#-"#+;%#6-$S-$*+%#"%+X-$Y/#*"A#D-?#6-""%6+#
+;$-?@;#*"#<Z%"+*87#GT+$*,%+#(%$Z%$#+-#D-?$#6-US*"DfV#$%U-+%#V8+%/#
-$#+-#*"-+;%$#6-US*"DfV#"%+X-$Y'#

# #D-?#*$%#-?+V8A%#+;%#-9986%/#*"A#D-?#6-""%6+#D-?$#7*S+-S#+;$-?@;#*"#
<Z%"+*87#GT+$*,%+#(%$Z%$#+-#D-?$#8"+%$"*7#6-US*"D#"%+X-$Y/#-$#+-#
*"-+;%$#6-US*"DfV#"%+X-$Y'#

330'! <V#%TS7*8"%A#-"#S*@%#].#-9#GT;8C8+#g/#+;%#GT+$*"%+#,%8@;C-$;--A#9?"6+8-"*78+D#8"#
<Z%"+*87#M-""%6+#X*V#8US7%U%"+%A#CD#$%A8$%6+8"@#I8"A-XV#6-UU?"86*+8-"V#8"#
,%+Q!J(#b,QHR#+-#I8"(-6Y'##H;8V#*77-X%A#<Z%"+*87#M-""%6+#+-#;*"A7%#+;-V%#
6-UU?"86*+8-"V#8"#+;%#V*U%#X*D#8+#;*"A7%V#-+;%$#5,(#$%h?%V+V#*"A#HM)c!)#+$*9986'##(%%#
GT;8C8+#g#*+#S*@%#]3#b`H-#A%78Z%$#*#V%6?$%A#Z%$V8-"#-9#V+*"A*$A#I8"A-XV#C$-XV8"@/#
<Z%"+*87#M-""%6+#$%A8$%6+V#,QH#6*77V#+-#I8"(-6Y'aR##H;8V#*7V-#%"*C7%A#*#678%"+#6-US?+%$#
$?""8"@#<Z%"+*87#M-""%6+#+-#Z8%X#*"A#*66%VV#*#`AD"*U86#78V+#-9#*Z*87*C7%#I8"A-XV#
;-V+Va#b%'@'/#V%6?$%#V8+%V#X8+;8"#+;%#S$8Z*+%#"%+X-$YR'##H;?V/#*#678%"+#6-US?+%$#$?""8"@#
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<Z%"+*87#M-""%6+#Z8*#+;%#GT+$*"%+#,%8@;C-$;--A#9%*+?$%#X-?7A#C%#*C7%#+-#V%%#+;%#V*U%#
$%V-?$6%V#bV?C[%6+#+-#*AU8"8V+$*+-$#A%98"%A#78U8+*+8-"VR#+;*+#-+;%$#?V%$V#-"#+;%#S$8Z*+%#
"%+X-$Y#X-?7A#V%%'###

06! 1CHW@F=ICG!CD!1<@=HI!8!AC!89!CD!ARE!K84O!+@AEGA!AC!*?EGA@=<!*:AC)/1.)X!*?EGA@=<!
1CGGE>A!?46M8N96O8!@GJ!*?EGA@=<!1CGGE>A!?468N96P!

86! ,EY:=FEHEGAI!CD!ARE!1<@=HI!CD!ARE!K84O!+@AEGA!

33.'! !"#+;%#3]]d#+-#2111#+8U%#9$*U%/#+;%#S;$*V%#`Z8$+?*7#S$8Z*+%#"%+X-$Ya#-$#`P),a#A8A#"-+#
;*Z%#*#V8"@7%#-$#?"89-$U#A%98"8+8-"'##!"V+%*A/#S%-S7%#?V%A#`P),a#+-#$%9%$#+-#*#@$-?S#-9#
"%+X-$Y8"@#S$-+-6-7V#*"A#+%6;"8h?%V#+;*+#%"*C7%A#*#$%U-+%#?V%$#+-#V%6?$%7D#@*8"#*66%VV#+-#
-"%#-$#U-$%#$%V-?$6%V#*Z*87*C7%#-"#*#S$8Z*+%#"%+X-$Y#Z8*#*#S?C786#"%+X-$Y/#V?6;#*V#+;%#
!"+%$"%+'##

33^'! !#?"A%$V+*"A#+;*+#*#6-?$+#;*V#*7$%*AD#8"+%$S$%+%A#V%Z%$*7#-9#+;%#S;$*V%V#?V%A#8"#+;%#f340#
S*+%"+#67*8UV'##(%%#GT;8C8+#L#bM7*8U#M-"V+$?6+8-"#K?78"@R'##H;%V%#8"67?A%B#

># `P8$+?*7#)$8Z*+%#,%+X-$Y#bP),Ra#X*V#8"+%$S$%+%A#+-#U%*"#`*#"%+X-$Y#-9#
6-US?+%$V#X;86;#S$8Z*+%7D#6-UU?"86*+%#X8+;#%*6;#-+;%$#CD#%"6$DS+8"@#+$*9986#-"#
8"V%6?$%#6-UU?"86*+8-"#S*+;V#C%+X%%"#+;%#6-US?+%$V'a##(%%#GT;8C8+#L/#S*@%V#\#+-#
31#

># `5-U*8"#,*U%#(%$Z86%#b5,(Ra#X*V#8"+%$S$%+%A#+-#U%*"#`*#7--Y?S#V%$Z86%#+;*+#
$%+?$"V#*"#!)#*AA$%VV#9-$#*#$%h?%V+%A#A-U*8"#"*U%'a##(%%#GT;8C8+#L/#S*@%V#33>32'#

># `5-U*8"#,*U%a#X*V#8"+%$S$%+%A#+-#U%*"#`*#"*U%#6-$$%VS-"A8"@#+-#*"#!)#
*AA$%VV'a###(%%#GT;8C8+#L#*+#S*@%V#32>30'##

># `X%C#V8+%a#X*V#8"+%$S$%+%A#+-#U%*"#`-"%#-$#U-$%#$%7*+%A#X%C#S*@%V#*+#*#7-6*+8-"#
-"#+;%#I-$7A#I8A%#I%C'a##(%%#GT;8C8+#L#*+#S*@%V#30>3^'###

># `V%6?$%#X%C#V8+%a#X*V#8"+%$S$%+%A#+-#U%*"#`*#X%C#V8+%#+;*+#$%h?8$%V#*?+;-$8W*+8-"#
9-$#*66%VV#*"A#+;*+#6*"#6-UU?"86*+%#8"#*#P),'a###(%%#GT;8C8+#L#*+#S*@%V#3d>3]'#

># `*?+-U*+86*77D#8"8+8*+8"@#+;%#P),a#X*V#8"+%$S$%+%A#+-#U%*"#`8"8+8*+8"@#+;%#P),#
X8+;-?+#8"Z-7Z%U%"+#-9#*#?V%$'a##(%%#GT;8C8+#L#*+#S*@%V#23>22'#

># `5,(#S$-TD#V%$Z%$a#X*V#8"+%$S$%+%A#+-#U%*"#`*#6-US?+%$#-$#S$-@$*U#+;*+#
$%VS-"AV#+-#*#A-U*8"#"*U%#8"h?8$D#8"#S7*6%#-9#*#5,('a#(%%#GT;8C8+#L#*+#S*@%V#
22>2\'###

33d'! H;%#M-?$+fV#8"+%$S$%+*+8-"V#*$%#@%"%$*77D#6-"V8V+%"+#X8+;#UD#?"A%$V+*"A8"@#-9#+;%#
U%*"8"@#-9#+;%V%#S;$*V%V#A?$8"@#+;%#S%$8-A#3]]d#+-#2111'##

33]'! !"#UD#$%Z8%X#-9#67*8UV#3>32#-9#+;%#f340#S*+%"+/#!#V*X#"-#$%h?8$%U%"+#+;*+#?V%$V#C%#
S$-Z8A%A#?"$%V+$86+%A#*66%VV#+-#*77#+;%#$%V-?$6%V#-"#+;%#S$8Z*+%#"%+X-$Y#+;*+#*$%#U*A%#
*Z*87*C7%#+-#7-6*7#?V%$V'###(8U87*$7D/#"-"%#-9#+;%V%#67*8UV#$%h?8$%#+;*+#*#$%U-+%#?V%$#C%#
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*C7%#+-#6-UU?"86*+%#A8$%6+7D#X8+;#*#7-6*7#?V%$#b8'%'/#"-+#Z8*#*"#8"+%$U%A8*$D#6-US?+%$R'##
,%8+;%$#X-?7A#;*Z%#C%%"#V?$S$8V8"@#8"#+;%#3]]^>2111#+8U%#9$*U%#+-#V-U%-"%#X-$Y8"@#8"#
+;%#98%7A#-9#"%+X-$Y#V%6?$8+D'##=-$#%T*US7%/#*#C*V86#S$8"68S7%#-9#"%+X-$Y#A%V8@"#9-77-X%A#
+;%"#*"A#"-X#8V#+;*+#-"7D#VS%68986/#A%98"%A#"%+X-$Y#$%V-?$6%V#V;-?7A#C%#U*A%#*Z*87*C7%#+-#
?V%$V/#$%@*$A7%VV#-9#X;%+;%$#+;%#?V%$#X*V#$%U-+%#-$#7-6*7'###

321'! !"#*AA8+8-"/#8"#+;%#3]]^#+-#2111#+8U%#9$*U%/#U-V+#"%+X-$Y#V%$Z86%V#X%$%#S$-Z8A%A#CD#*"A#
+;?V#$%@?7*+%A#CD#V%$Z%$V#b%'@'/#U*87#V%$Z%$V/#S$8"+%$#V%$Z%$V/#987%#V%$Z%$VR'##H;%$%#X%$%#
$%7*+8Z%7D#9%X#"%+X-$Y#V%$Z86%V#*+#+;*+#+8U%#X;86;#*77-X%A#6-UU?"86*+8-"V#+-#-66?$#
A8$%6+7D#C%+X%%"#?V%$V#X8+;8"#*#"%+X-$Y'###

323'! H;%#M-?$+fV#A%98"8+8-"#-9#*#P),#A-%V#"-+#*AA#*"D#*AA8+8-"*7#$%h?8$%U%"+V#+-#+;-V%#8"#+;%#
67*8UV#C%6*?V%#+;%#M-?$+fV#A%98"8+8-"#?V%V#*#@%"%$*7#*"A#V8US7%#A%98"8+8-"#-9#*#P),'##
&"A%$#+;*+#A%98"8+8-"/#*#$%U-+%#?V%$fV#6-US?+%$#%V+*C78V;%V#*#P),#V8US7D#CD#
6-UU?"86*+8"@#X8+;#-"%#-+;%$#6-US?+%$#-"#+;%#S$8Z*+%#"%+X-$Y#?V8"@#%"6$DS+%A#
6-UU?"86*+8-"V#-Z%$#*"#8"V%6?$%#6-UU?"86*+8-"#S*+;#b%'@'/#+;%#!"+%$"%+R#C%+X%%"#+;%#
6-US?+%$V'##

96! 1CHW@F=ICG!CD!ARE!1<@=HI!CD!ARE!K84O!+@AEGA!AC!*?EGA@=<!*:AC)/1.)X!
*?EGA@=<!1CGGE>A!?46M8N96O8!@GJ!*?EGA@=<!?468N96P!

322'! !#$%Z8%X%A#+;%#f340#S*+%"+'##!#*7V-#%Z*7?*+%A#+;%#67*8UV#-9#+;%#f340#S*+%"+#*"A#6-US*$%A#
+;%#$%h?8$%U%"+V#-9#+;%#67*8UV#+-#+;%#<Z%"+*87#P),#V-7?+8-"V#+;*+#*$%#A%V6$8C%A#8"#
GT;8C8+V#Q/#E#*"A#g'####

324'! <V#!#%TS7*8"%A#*C-Z%/#+;%#<Z%"+*87#P),#V-7?+8-"V#8"67?A%#678%"+#*"A#V%$Z%$#6-US-"%"+V'#
!"#UD#6-UU%"+V#C%7-X/#X;%"#!#$%9%$#+-#`<Z%"+*87#678%"+Va#!#*U#$%9%$$8"@#+-#<Z%"+*87#
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In re U.S. Patent No. 6,502,135 Declaration of Michael A. Fratto

forwarded by the client computer for resolution when the Aventail Connect client is
configured to proxy all non-local DNS requests. This occurs in step 2.b. of the process
each of the Aventail clients follow in handling the connection request. If authentication
is unsuccessful, an error is returned to the Aventail client by the Aventail VPN server in
each of the VPNs described in Exhibits B, G and 1. See ~~ 34-39, 42-47 (Aventail
AutoSOCKS); ~~ 62-66, 69-72 (Aventail Connect v3.01); ~~ 88, 94-97, 99-102 (Aventail
Connect v3.1).

209. In view of these observations, I believe that the processes and systems described in
Exhibits B, G and I meet every requirement of claims 1 to 12 of the' 135 patent, alone or
in conjunction with the additional publications that I refer to above.

* * * * * * * * * * *

I declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to be true; and further that these statements were
made with the knowledge that willful false statements and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that
such willful false statements may jeopardize the validity of the patent subject to this
reexamination proceeding.
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Introduction
Welcome to the AutoSOCKS" v2.1 secure Windows client for 16- and 32-bit Windows
applications. AutoSOCKS v2.1 is the first commercial application to incorporate the SOCKS
v5 security protocol standard, simplifying SOCKS deployment for end users and network
managers.

AutoSOCKS transparently intercepts WinSock communication requests issued by TCP/IP
applications and processes them based upon a set of routing directives (rules) assigned when
AutoSOCKS is configured. (For more information about WinSock, TCP/IP, and general
network communications, see “Getting Started.”)

On larger networks, AutoSOCKS can address multiple SOCKS v5 servers based on end
destination and type of service. This feature enables network administrators to effectively
monitor and direct network traffic.

Features of AutoSOCKS v2.1:

• Supports both SOCKS v4 and SOCKS v5 standards

• Supports RFC1928 and RFC1929 SOCKS v5 standards

• Network-based setup provides a single configuration point with a simple user interface

• Transparently route connections from Windows applications to external networks through
any SOCKS-based firewall system

• Logging utility to troubleshoot problems with network connections

• Enables internal network connections to pass through without interference

• Enables network redirection through multiple SOCKS servers

• Supports multiple authentication methods including SOCKS v4 Identification,
username/password, CHAP, and SSL 3.0. Other authentication modules can be added

• Supports 16-bit WinSock 1.1 applications under Windows 3.1 and Windows for
Workgroups 3.11

• Supports both 16- and 32-bit applications under Windows 95, Windows NT 3.51, and
Windows NT 4.0

• Provides automated installation and uninstallation

• WinSock interoperability tested at Stardust WinSock Labs

About This Document
The AutoSOCKS v2.1 Administration and User’s Guide provides basic information about
AutoSOCKS v2.1. It is designed to include entry-level data for non-technical users as well as
more advanced installation, setup, and configuration information for network administrators.
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This information is also available via online AutoSOCKS Help and the Aventail web site at
http://www.aventail.com/.

Document Organization
This document is divided into two primary sections: the Administrator’s Guide and the
AutoSOCKS Utilities Reference Guide. The Administrator’s Guide describes procedures for
setting up, installing, and configuring AutoSOCKS for individual and multiple networked
workstations.

The AutoSOCKS Utilities Reference Guide describes the AutoSOCKS system menu
commands and utility programs. It contains detailed information about using Ping and
Traceroute utilities and documents the authentication/encryption modules and settings.

In addition to the AutoSOCKS v2.1 Administration and User’s Guide and the AutoSOCKS
Utilities and Reference Guide, this document includes a removable AutoSOCKS User’s
Supplement which describes screen displays and features that end-users may encounter while
running AutoSOCKS in their client workstations. The document concludes with Appendix 1:
Troubleshooting and a Glossary.

Check the Quick Start Card, a short document designed to help you install AutoSOCKS to an
individual workstation.

Document Conventions
The following typographic conventions are used in this document. Exceptions may be made
for online material; for instance, italics may be difficult to read online.
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Convention Usage

ALL CAPITALS Filenames and extensions, directory names, keynames, and
pathnames.

Bold
Anything the user types, including command-line commands,
addresses or URLs, options, and portions of syntax that must
be typed exactly as shown. Dialog box controls
(Destination field), e-mail addresses
(support@aventail.com), URLs
(http://www.aventail.com/), and IP addresses
(165.121.6.26) are also bold.

Italic Placeholders that represent information the user must insert.

“To Do” Procedures Underlined To Do headings indicate procedures and step-by-
step directions. Multi-step procedures are numbered; single-
step procedures are bulleted.

Technical Support
If you experience problems installing, configuring, or running AutoSOCKS refer to any of the
following:

• The Aventail web site, http://www.aventail.com/, for the latest list of known problems.

• The README.TXT documentation for additional information not contained in the
manual.

If necessary, report problems to Aventail using the Bug Report form at the Aventail web site.

Aventail Technical Support:

Web site: http://www.aventail.com/

E-mail: support@aventail.com

Phone: 206.777.5640

Fax: 206.777.5656
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About Aventail Corporation
Aventail Corporation is the leading vendor of next-generation Internet security systems. Its
software allows organizations to secure their networks, manage their employees’ access to the
Internet and build Virtual Private Networks (VPNs). Creating a VPN gives organizations the
ability to dynamically create a private communication or data channel over the Internet.
Aventail’s adherence to open security standards simplifies VPN deployment, enables
interoperability, and leverages corporations’ existing network investments. Its VPN solutions
allow companies to extend the reach of their corporate Intranets to customers, partners, remote
offices, and worldwide employees.

Aventail Corporation

117 South Main Street

4th Floor

Seattle, WA  98104-2540

Phone: 206.777.5600

Fax: 206.777.5656

http://www.aventail.com/

info@aventail.com
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AutoSOCKS v2.1
Administration and

User’s Guide
This section includes procedural and background information on installing AutoSOCKS to
both single and networked workstations. It includes:

• Getting Started with brief explanations of network security and communications

• Definitions of SOCKS and AutoSOCKS

• AutoSOCKS platform and installation requirements

• Installing AutoSOCKS, including network diagrams of Aventail VPN, Aventail Internet
Policy Manager, and SOCKS v4-based server configurations

• Creating and editing configuration files

Note: Aventail understands the importance of a flexible, easy-to-use installation
process. If you have feedback regarding the AutoSOCKS installation
procedures, or if there are additional features you wish to see implemented,
please e-mail comments to support@aventail.com. Your input is
appreciated.

Getting Started
If you're new to AutoSOCKS technology, the following section will help you understand what
AutoSOCKS is and does, as well as its relationship to network security in general.

Network Security in a Nutshell
Escalating threats of computer viruses and increased potential for unwelcome hackers are
forcing companies to seek ways to safeguard their corporate networks and the information they
exchange. The first response to these concerns has been the development of security
firewalls—software barriers that control the flow of information. But firewalls can’t easily be
configured to handle complex security issues such as monitoring network usage, providing
private communication over public networks, and enabling remote users to gain secure access
to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (IETF)-approved security protocol
targeted at securely traversing corporate firewalls. It was originally developed in 1990, and is
now maintained by NEC. SOCKS acts as a circuit-level proxy mechanism that manages the
flow and security of data traffic to and from your local area network or intranet. A workstation
whose traffic is proxied by SOCKS is considered “socksified.” SOCKS is more than a
standard security firewall. It also features:
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• Client Authentication: (SOCKS v5 only) Authentication allows network managers to
provide selected access to internal and external areas of a network.

• Traffic Encryption: (SOCKS v5 only) Encryption ensures that network traffic is private
and secure.

• UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) has traditionally been
difficult to proxy with the exception of SOCKS v5.

• Cross-Platform Support: Unlike most UNIX security solutions, SOCKS code can easily
be ported to platforms such as Windows NT, Windows 95, and Macintosh systems.

What is AutoSOCKS?
AutoSOCKS automates the “socksification” of client applications, making it simple for
workstations to take advantage of the SOCKS v5 protocol. When you run AutoSOCKS on
your system, it automatically routes appropriate network traffic from a WinSock application to
the SOCKS server. (WinSock is a Windows component that connects a Windows PC to the
Internet using Transmission Control Protocol/Internet Protocol—TCP/IP.) The SOCKS server
then sends the traffic to the Internet or the external network. Your network administrator
defines sets of rules by which this traffic is to be routed.

AutoSOCKS is designed to run transparently on each workstation. In most cases, you’ll
interact with AutoSOCKS only when it prompts you to enter authentication information for a
connection to a secure SOCKS server. You may also occasionally need to start and exit
AutoSOCKS, although network administrators often configure it to run automatically at
startup.

To understand AutoSOCKS, you first need to understand a few basics of TCP/IP
communications.

TCP/IP Communications
Windows TCP/IP networking applications such as e-mail or ftp use WinSock to gain access to
the network or the Internet. WinSock (Windows Sockets) is the core component of TCP/IP
under Windows. (TCP/IP is a suite of protocols that the Internet uses to provide for services
such as e-mail, ftp, and telnet.)

WinSock Connection to A Remote Host
Via WinSock, an application goes through the following steps to connect to a remote host on
the Internet or corporate intranet:

1. The application executes a Domain Name System (DNS) lookup to convert the hostname
into an Internet Protocol (IP) address. If the application already knows the IP address, this
step is skipped.

2. The application requests a connection to the specified remote host. This causes the
underlying stack to begin the TCP handshake. (The TCP handshake is the process by
which two computers initiate communication with each other.) When the handshake is
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complete, the application is notified that the connection is established, and that data may
now be transmitted and received.

3. The application sends and receives data.

What Does AutoSOCKS Do?    
AutoSOCKS slips in between the Windows TCP/IP application and the single access point—
WinSock. In simple terms, AutoSOCKS redirects WinSock calls (both parameters and data)
and reroutes them through a SOCKS-based server when required. The routing is determined
by the rules described in the configuration file created when AutoSOCKS is installed. (See
“Configuring AutoSOCKS.”)

Because AutoSOCKS intercepts calls to WinSock, AutoSOCKS must duplicate WinSock
functionality. Since AutoSOCKS also makes calls directly into WinSock, it must behave as a
typical WinSock application as well. (See Figure 1.)

Figure 1. Network application calls intercepted by AutoSOCKS

With AutoSOCKS running, an application executes additional steps in order to connect to a
remote host through WinSock. These steps must be transparent to the application so that it
cannot differentiate between when AutoSOCKS is running and when it is not. The following
three steps are identical to standard WinSock communications steps described above;
however, nested inside them are additional actions and options introduced by AutoSOCKS.
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1. The application does a DNS lookup to convert the hostname to an IP address. However, if
the application already knows the IP address, this entire step is skipped. Otherwise,
AutoSOCKS does the following:

• If the hostname matches a local domain string or does not match a redirection rule,
AutoSOCKS passes the name resolution query through to the TCP/IP stack on the
local workstation. The TCP/IP stack then performs the lookup as if AutoSOCKS is
not running.

• If the DNS proxy option is disabled, AutoSOCKS allows the request to go through
unchanged.

• If the destination hostname matches a redirection rule domain name (i.e. the host is
part of a domain we are proxying traffic to) then AutoSOCKS creates a false DNS
entry (HOSTENT) that it can recognize during the connection request. AutoSOCKS
will forward the hostname to the SOCKS server in step 2 and the SOCKS server
performs the hostname resolution.

• If the DNS proxy option is enabled and the domain cannot be looked up directly,
AutoSOCKS creates a fake DNS entry that it can recognize later, and returns this to
the calling application. The false entry tells AutoSOCKS that the DNS lookup
should be proxied, and that it should send the fully qualified hostname to the SOCKS
server with the SOCKS connection request.

2. The application requests a connection to the remote host. This causes the underlying stack
to begin the TCP handshake. When the handshake is complete, the application is notified
that the connection is established and that data may now be transmitted and received.
AutoSOCKS does the following:

a. AutoSOCKS checks the connection request.

• If the request contains a false DNS entry (from step 1) it will be proxied.

• If the request contains a real IP address and the rules in the configuration file
say it should be proxied, AutoSOCKS calls WinSock to begin the TCP
handshake with the server designated in the config file.

• If the request contains a real IP address and the configuration file rules says that
it should not be proxied, the request is passed to WinSock and processing jumps
to step 3 as if AutoSOCKS is not running.

b. When the connection is completed, AutoSOCKS begins the SOCKS negotiation.

• It sends the list of authentication methods enabled in the configuration file.

• Once the server chooses an authentication method, AutoSOCKS executes the
specified authentication processing.

• It then sends the proxy request to the SOCKS server. This includes either the IP
address provided by the application or the DNS entry (hostname) provided in
step 1.
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c. When the SOCKS negotiation is completed, AutoSOCKS notifies the application.
From the application’s point of view, the entire SOCKS negotiation including the
authentication negotiation, is merely the TCP handshaking.

3. The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, AutoSOCKS encrypts
the data on its way to the server on behalf of the application. If data is being returned,
AutoSOCKS decrypts it so that the application sees clear text data.

AutoSOCKS Platform Requirements
AutoSOCKS runs under Windows 3.1, Windows for Workgroups 3.11, Windows 95, and
Windows NT 3.51 and 4.0. These five platforms can be divided into two groups. Operating
requirements and interface features unique to each group are described below.

Windows 95 and Windows NT 4.0
Windows 95 and Windows NT 4.0 have virtually identical interfaces. AutoSOCKS commands
are accessed in the Programs list located on the Start menu and from the minimized
AutoSOCKS icon on Taskbar tray.

System Requirements

AutoSOCKS system requirements for Windows 95 and Windows NT 4.0 include the
following:

• Pentium-based personal computer

• Windows 95 or Windows NT 4.0

• 16 MB application RAM (8 MB on Windows 95)

• 3.5 MB hard disk space

• 16- or 32-bit WinSock-based TCP/IP application(s)

• Network-accessible SOCKS v4 or SOCKS v5 compliant server

• A WinSock compatible TCP/IP stack needs to be installed and configured prior to
running AutoSOCKS. This can be the Microsoft-provided TCP/IP stack or a third-party
TCP/IP stack.

Interface Features

• The AutoSOCKS program icon can be accessed via the Start menu, Programs option, and
Aventail AutoSOCKS menu command.

• When AutoSOCKS is running in the background, the AutoSOCKS icon is visible in the
system tray (unless the Hide Icon command is enabled).

• The AutoSOCKS system menu can be displayed by right-clicking the AutoSOCKS icon
located in the Taskbar tray.

• AutoSOCKS can be uninstalled via the Start menu by using the Add/Remove Programs
icon in the Control Panel folder.
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Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51
Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 have similar interfaces.
AutoSOCKS commands are accessible from the Aventail AutoSOCKS program group and
from the minimized icon’s System menu when AutoSOCKS is running.

System Requirements

AutoSOCKS system requirements for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51 include the following:

• 486-based personal computer

• 4 MB application RAM for Windows 3.1 and Windows for Workgroups 3.11; 16 MB for
Windows NT

• 3.5 MB hard disk space

• 16- or 32-bit WinSock-based TCP/IP application(s)

• Network-accessible SOCKS v4 or SOCKS v5 compliant server

• A WinSock compatible TCP/IP stack needs to be installed and configured prior to
running AutoSOCKS. This can be the Microsoft-provided TCP/IP stack or a third-party
TCP/IP stack.

Interface Features

• The AutoSOCKS program icon is accessed via the AutoSOCKS program group window
in Program Manager.

• The AutoSOCKS system menu is displayed by clicking the AutoSOCKS icon located in
the AutoSOCKS program group.

• AutoSOCKS can be uninstalled using the Uninstall icon in the AutoSOCKS program
group window.

• When AutoSOCKS is running in the background, the AutoSOCKS icon is minimized on
the desktop (unless the Hide Icon command is enabled)

Installation Source Media
Regardless of platform, AutoSOCKS can be delivered on CD; in a network-delivered, self-
extracting archive file; or on diskette.

This runs SETUP.EXE and installs AutoSOCKS. You can specify an installation directory, or
AutoSOCKS will install in the default AutoSOCKS directory.

• CD: The CD contains the AutoSOCKS installation program, SETUP.EXE. It also
contains in the \DOCS directory the AutoSOCKS v2.1 Administration and User’s Guide
formatted for Acrobat Reader.
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• Network Delivered Source Media: The network-delivered source media is a self-
extracting archive containing the required disk/directory structure within the archive file.
The archive filename will be similar to AS21ED.EXE.

• Diskette Based Source Media. The diskette based source media is composed of two
separate disks (labeled Disk 1 and Disk 2) that contain all of the AutoSOCKS installation
files.

Installing AutoSOCKS
AutoSOCKS can be installed to a single workstation or to multiple networked workstations. In
either case, you must perform an initial installation of the software and create one or more
configuration files. This procedure is described under "Individual Installation." Once the initial
installation is complete, you can then install to a series of networked computers using the
instructions and information described under “Network Installation.”

Note: Check the Quick Start Card for an easy-to-follow guide to individual
workstation installation.

Configuration Files
Integral to the initial installation of AutoSOCKS is deciding how SOCKS traffic should be
redirected through the network. Network redirection rules (used to determine if and how
SOCKS redirection should occur) are defined in the AutoSOCKS configuration file.
Configuration files are initially created at the end of the installation process; however; they can
be added, edited, and removed at any time using the Config Tool (in Windows 3.1, Windows
for Workgroups 3.11, or Windows NT 3.51 via the System menu in the Aventail Program
Group; in Windows 95 or Windows NT 4.0 via the Aventail icon in the Taskbar tray). The
process of creating one or more configuration files is described under “Configuring
AutoSOCKS.”

If you are installing AutoSOCKS on multiple networked workstations, refer to “Network
Installation” to determine the best method for maintaining and distributing configuration files.
You can then proceed through the initial installation. An Installation Wizard will guide you
through the steps, culminating with the option to create a configuration file.

Individual Installation

To install AutoSOCKS

Before running Setup, it is advisable to close all open Windows applications.

1. Installation procedures vary slightly, depending on which media source you use:

• If you are installing directly from CD-ROM, run SETUP.EXE from the AutoSOCKS
directory (\AS_v21).

• If you are installing directly from diskette, run SETUP.EXE on disk 1.
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• If you are installing from a network-delivered self-extracting archive, simply run the
archive file. This will extract the installation files and automatically launch the setup
program.

The AutoSOCKS Installation Wizard then guides you through the process of installing
the AutoSOCKS application.

2. At the end of the Setup Program you can click the Yes, I want to view the README
file box in the Setup Complete dialog box. This opens the README file for the latest
information on AutoSOCKS.

-OR-

Simply click the Finish button to complete the Setup Program.
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3. The setup program will then ask you if you want to restart now or later.

4. After restarting your PC, start AutoSOCKS for the first time.

5. AutoSOCKS will ask you if you want to run the Configuration Wizard.

If you select Yes, then the Configuration Wizard will launch to help you create a new
configuration file.

If you select No, then AutoSOCKS will ask you to select a configuration file to use.

6. After creating or selecting a configuration file, AutoSOCKS will now be finished
installing.

To uninstall AutoSOCKS

The procedure to uninstall (remove) AutoSOCKS varies depending on whether you are
running a 16- or 32-bit Windows operating system.

! To uninstall AutoSOCKS from Windows 95 and Windows NT 4.0, double-click Add/Remove Programs
in the Control Panel window, select AutoSOCKS from the list of programs on the Install/Uninstall tab, and
click the Add/Remove button.

! To uninstall AutoSOCKS on Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, use the
Uninstall icon in the AutoSOCKS program group.

Network Installation
In general, the process of installing AutoSOCKS to multiple networked workstations involves
selection of a file server to use, creation of a staging area for the AutoSOCKS software, and
copying the AutoSOCKS files to a shared network directory from the source media. Additional

Petitioner Apple Inc. - Exhibit 1043, p. 71



14 • AutoSOCKS v2.1 Administration and User’s Guide

options include adding a default configuration file, and creating a universal batch/script file
that specifies required default command line options when executed by the end user or
installation personnel. AutoSOCKS files should be placed in a network drive which can be
accessed as a mapped drive or, for Microsoft networks, via a UNC path name
(\\computer_name\share_name\AutoSOCKS).

Networked Configuration File Setup
There are a number of ways to set up networked client configuration files. These are the most
common:

• Client configuration file distributed via a mapped network drive (Novell or Microsoft)

• Client configuration file distributed via a Microsoft UNC path and filename

• Local client configuration file common for all users, but distributed via the standard
AutoSOCKS installation and upgrade program

Administrator-Maintained Shared Configuration Files

This is the most desirable configuration method—multiple workstations sharing one or more
administrator-maintained configuration files located in a common directory. It is an easily
managed configuration because the configuration file is maintained by the network
administrator and changes to network topology can be reflected quickly via network
distribution. For example:

• A single-networked (usually read-only) configuration file is shared by more than one
client workstation. This method is appropriate when workstations share identical message
traffic routing rules.

• Multiple configuration files are shared by multiple workstations. This option is useful
when you have workstations organized into functional groups (engineering, marketing,
accounting, etc.) with group-specific message traffic routing rules.

Shared Configuration File Distribution
Shared configuration files can be easily distributed and, if necessary, updated via the network.
All configuration files should be tested first before being distributed.

To distribute a shared configuration file

There are three methods for distributing shared configuration files.

! Copy the file to a Microsoft or Novell network mapped drive accessible by all users. Make sure that end
users configure their AutoSOCKS clients to load the configuration file located on the mapped drive.

-OR-

! Copy the file to a Microsoft Windows workstation supporting UNC-sharing for file resources. (Both the 16-
and 32-bit AutoSOCKS clients support specification of the configuration file using the Microsoft UNCs.)
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This distribution method has all the benefits of placing the file on a network mapped drive with the added
bonus of convenience—end users don’t have to actually map the network drive.

-OR-

! Create a shared configuration file, AUTOSOCK.CFG, to be installed on workstations during the standard
AutoSOCKS installation/upgrade process. (Place the shared configuration file into the DISK1 directory.)
Whenever the AutoSOCKS client is installed or updated, it will to automatically copy AUTOSOCK.CFG to
the end user’s workstation and set AutoSOCKS to use it.

Note: If a configuration file is specified as a command line option in the
Setup program, installation of the AUTOSOCK.CFG configuration file
will be overridden.

Setup Command Line Options
The AutoSOCKS setup program accepts several command line options which allow you to
customize the installation process. By using options on the command line, installation can
either run entirely unattended, or it can be used to specify a network-based AutoSOCKS
configuration file. Each of the command line options are listed in the following table along
with a brief explanation. Specifying any of the options that support unattended mode will
cause the setup program to perform an automatic installation using default values for any
options not explicitly specified.
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Option Explanation Default Value Unattended

config=path Specifies the location of the
AutoSOCKS configuration file.
The destination can be either a
local file, or can be specified with
a UNC filename or common
mapped drive.

Nothing No

dir=path Specifies the directory containing
AutoSOCKS installation files.

C:\Program
Files\Aventail\
AutoSOCKS

Yes

autostart If specified, moves the
AutoSOCKS application into the
Startup group; otherwise
AutoSOCKS must be started
manually.

Don’t put in
startup

Yes

nocfg Specifies that none of the
configuration tools should be
installed. This option will keep the
Config Tool and Configuration
Wizard from being installed.

Configuration
tools are
installed

No

nt=16|32|both Selects the type of WinSock
applications supported by
AutoSOCKS: 16-bit, 32-bit or
both. This option is only valid for
Windows NT

Both Yes

Configuring AutoSOCKS
Configuration files are created using the Config Tool application. This application can be
launched during AutoSOCKS installation or any time you wish to add, modify, or remove a
configuration file.

The steps for creating a new configuration file are:

1. Define the SOCKS servers

2. Define the destinations (networks and hosts)

3. Specify redirection rules

4. Enter Local Name Resolution (optional)

5. Manage authentication modules

These procedures are described in the text below.
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To launch the Config Tool

The Config Tool opens with the Open AutoSOCKS Configuration File dialog box. After a
configuration file is selected or a new file name is entered, the main window of the Config
Tool appears.

1. Click the Yes, I want to configure AutoSOCKS box in the Setup Complete dialog box
(during installation).

-OR-

Select Config Tool from the Aventail AutoSOCKS program group (Windows 3.1,
Windows for Workgroups 3.11, or Windows NT 3.51) or the Aventail AutoSOCKS
menu (Windows 95 or Windows NT 4.0 Programs menu option).

2. If you are creating a new configuration file, enter a name for the configuration file.
(AutoSOCKS defaults to AUTOSOCK.CFG).

-OR-

Select the configuration file you wish to open.

This displays the main window of the Config Tool.

The Config Tool window contains five tabs. The properties defined on each tab can be
edited at any time.
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Tab Function

Redirection Rules Specifies how network requests are routed to the SOCKS
servers.

Servers Defines the SOCKS servers.

Destinations Specifies the network and host addresses that should be
routed through SOCKS servers.

Local Name Resolution (Optional) Specifies hostnames that will be resolved by the
local workstation.

Authentication Enables, disables, and sets properties for the
authentication modules.

You can change the width of any of the fields on the tabs by moving the cursor to the dividing
line between the fields on the field bar. When the cursor changes to a double-headed arrow,
click and drag to resize the field.

Define a SOCKS Server
SOCKS servers are defined on the Servers tab in the Config Tool.
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Field Definition

Alias The descriptive name you assign to the server. (The number is
the SOCKS version.)

Host/IP The hostname and/or IP address of the server.

Port The port on which the server is listening.

To add a SOCKS server

1. On the Server tab, click the Add button.

The Define SOCKS Server dialog box appears.
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Field Definition

Alias Name User-friendly alias for SOCKS server.

Hostname or IP Actual hostname or full numeric IP address for SOCKS
server.

Port Number SOCKS server port. Default value is 1080.

SOCKS Version SOCKS v4: SOCKS Version 4.0

SOCKS v5: SOCKS Version 5.0

Detect Version: Detect SOCKS version number.

Fallback Fallback to
Server:

SOCKS server alias for redundant server

Fallback to Host
Alias:

Use DNS records for redundancy

2. In the Alias Name box, type a user-friendly alias for the SOCKS server.

3. In the Hostname or IP box, type the actual hostname of the SOCKS server or its IP
address.

4. In the Port Number box, type the SOCKS server’s port number. If you don’t enter a value,
it defaults to the standard SOCKS port 1080.

5. Under SOCKS Version, select the version of SOCKS supported by the server. If you’re
unsure of the version, click the Detect button.

Note: Typically you should select SOCKS v5 unless the server can only
support SOCKS v4.

6. Under Fallback, directly specify a SOCKS server for redundancy or use the Host Alias to
specify a SOCKS server.

To edit SOCKS server properties

! Select the SOCKS server you want to edit and click the Edit button.

The Define SOCKS Server dialog box appears with the selected server data filled in. Edit
any of the information.

To remove a SOCKS server definition

! Select the SOCKS server you want to remove and click the Remove button.

The server is deleted from the list. Corresponding redirection rules will also be deleted.

Define a Destination
Destinations are defined on the Destinations tab in the Config Tool.
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After one or more SOCKS servers are defined, destinations to be routed through them should
be added.

Note: The (everything else) destination refers to all network and host addresses
not otherwise defined.

To add a destination

1. On the Destinations tab, click the Add button.

The Define Destination dialog box appears.
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Field Definition

Alias Name User-friendly alias for destination network or host

Single Host A specific destination computer

Hostname: Actual name of destination network or host

IP Address: Full numeric IP address

Lookup: Look up IP address

Network One or more computers in a network

Domain Name: Domain of the network

Address Range: Beginning and ending IP addresses

Subnet: IP address and netmask

From: Address Range: Starting IP address.
Subnet: IP address

To: Address Range: Ending IP address.
Subnet: Net mask
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2. In the Alias Name box, type a user-friendly alias to use for the destination network or
host.

3. Choose either the Single Host or Network option:

Under Single host, type the actual name of the host system and/or its full, numeric IP
address. If you don’t know the Host’s IP address, the Lookup button will help you locate
it.

-OR-

Under Network, type the domain of the network and choose either the Address Range or
Subnet options:

Use To

Address Range Enter a starting and ending IP address. All addresses between the
two will be included as part of the destination. For example, a
starting IP address of 192.168.1.0 and an ending IP address of
192.168.1.255 would include all hosts on the 192.168.1 subnet.

Subnet Enter an IP address and a net mask. This is another way to specify
a group of destinations. For example, an IP address of 192.168.1.0
and a net mask of 255.255.255.0 defines the same address range as
shown above.

To edit a destination

! Select the destination you want to edit and click the Edit button.

The Define Destination dialog box appears with the selected destination data filled in.
Edit the data as necessary.

To remove a destination

! Select the destination you want to remove and click the Remove button.

The destination is deleted from the list. The corresponding redirection rule will also be
deleted.

Enter Redirection Rules
Once servers and destinations are defined, you can then specify how you want AutoSOCKS to
redirect (or deny) access to various hosts and services such as e-mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.
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In the above example, the redirection rules specify that network traffic on the Local Network
will not be redirected through a SOCKS server. All traffic not directed to the Local Network
will be proxied through the Gateway SOCKS Server.

Field Definition

Destination Destinations defined on the Destination tab

Service Type of Internet traffic

SOCKS Server Servers defined on the Server tab

You can change the width of any of the three fields by moving the cursor to the dividing line
between the fields on the field bar. When the cursor changes to a double-headed arrow, click
and drag to resize the field.

To add a redirection rule

As you add destinations, use the arrow buttons to prioritize them. List the most specific rules
first and the general rules last.

Note:  AutoSOCKS scans the list from the top down and uses the first matching rule it finds,
so it is important to list the most specific rules first.

1. On the Redirection Rules tab, click the Add button.
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The Define Redirection Rule dialog box appears.

Field Definition

Destination Host or server destination for message traffic.

Service Type of Internet traffic.

Name or
Port No.:

Select from a list of common service ports
or enter a new port.

Use all ports: Apply the rule to all services.

TCP and UDP: Apply the defined rule to both TCP and
UDP traffic.

TCP only: Apply the defined rule to TCP traffic only.

UDP only: Apply the defined rule to UDP traffic only.

Proxy
Redirection

Specify how to redirect traffic.

Redirect via: Redirect all traffic through the SOCKS server
selected from the list.

Do not redirect: Route traffic directly to the specified
destination without being redirected through
SOCKS.

Deny service: Deny access to the specified destination. The
network connection is blocked locally instead
of at the server level.
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2. Select a destination from the Destination list.

3. Under Service, check the Use all ports box to apply the rule to all services. Otherwise,
select an individual service from the Name or Port No. list.

4. Under Proxy Redirection, select one of three redirection options:

Note: If you select Deny Service and the user has edit control of the Config
file, the option can be circumvented by quitting AutoSOCKS or by
changing the option in the dialog box.

To edit a redirection rule

! Select the redirection rule you want to edit and click the Edit button.

The Define Redirection Rule dialog box appears with the selected data filled in. Edit any
of the information.

To remove a redirection rule

! Select the redirection rule you want to remove and click the Remove button.

The redirection rule is deleted from the dialog box.

Define Local Name Resolution
Local Name Resolution instructs AutoSOCKS to resolve hostnames locally without needing to
venture on to the Internet. This optional feature offers you another level of control over how
AutoSOCKS performs name resolution.

The local workstation resolver is the name resolution component of the local TCP/IP stack.
This feature acts as a shortcut; hostnames matching the strings defined in the Local Name
Resolution dialog box are passed to the local resolver for name resolution instead of being
proxied through the SOCKS v5 server.

For example, if internal.blob.com is added to the Defined Strings list, then a workstation
attempting to connect to www.internal.blob.com would perform hostname resolution using
the local TCP/IP stack.

Local Name Resolution is specified on the Local Name Resolution tab in the Config Tool.
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Field Definition

Specify Domain New domain name

Defined Strings List of domain names that can be resolved locally

Use local resolver Pass through unqualified hostnames to the local resolver

To add a local domain name

! On the Local Name Resolution tab, type the new name in the Specify Domain text box and click the Add
button.

The new name is moved into the Defined Strings text box. It is now active.

To remove a local name

! Select the domain name you want to remove from the Defined Strings text box and click the Remove button.

The domain name is removed from the list.

Managing Authentication Modules
SOCKS v5 servers often require user authentication before allowing access. AutoSOCKS
authentication modules facilitate this process by displaying dialog boxes which ask for
username and password information as well as other authentication credentials.

The current AutoSOCKS authentication modules (SOCKS v4 Identification,
Username/Password, Challenge Handshake Authentication Protocol, and Secure Socket
Layer) support an AutoSOCKS feature known as credential caching. Credential caching is the
process of retaining your authentication credentials once they've been accepted by the SOCKS
server. Using credential caching, you can enter your credentials for a SOCKS server once per
AutoSOCKS session, rather than once for each individual connection (a tedious task for
applications such as WWW browsers).
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AutoSOCKS can cache authentication credentials in memory, based on the option you select
in the Authentication dialog box. Memory caching stores the credentials for the current session
only. When you restart AutoSOCKS or Windows, the memory cache is flushed and you must
renter your credentials as prompted.

Authentication modules are managed and configured on the Authentication tab in the Config
Tool.

Field Definition

Module Name The name of the authentication module on
disk;. <Null Auth> indicates that no
authentication module will be used.

Description The description of the authentication
method.

Indicator Check this option to display a visual
indication of the authentication/encryption
being used as network traffic is generated.

Each authentication module includes its own module-specific configuration. To view or edit a
module’s configuration dialog box, select the module from list on the Authentication tab and
then click the Setup button.

Authentication modules can be selectively enabled and disabled using the Disable/Enable
button. By default, the modules are all enabled. This is indicated by the green button next to
the module name. When a module is disabled, the button is red.
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To configure the SOCKS v4 Identification module

AutoSOCKS includes backward compatibility for the SOCKS v4 protocol. SOCKS v4 does
not support password authentication; only your username is sent unencrypted to the SOCKS
server along with your connection request. Your username is determined by entries in the
SOCKS v4 Identification Module configuration dialog box.

1. On the Authentication tab in the Config Tool, select sv4auth (SOCKS v4 Authentication)
and click the Setup button.

The SOCKS v4 Identification dialog box appears.

Field Description

Use Windows Login Identify users by their Windows Login names.

Use NetWare Login Identify users by their Novell NetWare login names.

Prompt user for name Identify users by the names they enter for this specific purpose.

Allow Memory
Caching

Stores credentials in memory for this
session only. Cache is flushed upon restart;
credentials must be reentered as
prompted.

Allow Disk
Caching

This option is currently unavailable. (Stores
credentials on disk for future sessions.)

2. When the option Prompt user for name is selected, choose the desired caching option.
(Currently only Memory Caching is available.)

3. After making appropriate selections, click OK.

The dialog box closes and the Config Tool is displayed.

To configure the Username/Password authentication module

AutoSOCKS supports the RFC 1928 (Internet standards document) username and password
authentication protocol. This authentication method sends your username and password in
clear text across the network to the destination server. The Username/Password authentication
module dialog box contains only credential caching options.
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1. On the Authentication tab in the Config Tool, select unpw (Clear text
username/password) and click the Setup button.

The Username/Password dialog box appears.

Field Description

Allow Memory Caching Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as
prompted.

Allow Disk Caching This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool is displayed.

To configure the CHAP Authentication module

AutoSOCKS supports the Challenge Handshake Authentication Protocol (CHAP). This
authentication method sends your username and password encrypted across the network to the
destination server. The CHAP authentication module dialog box contains only credential
caching options.

1. On the Authentication tab in the Config Tool, select chap (CHAP) and click the Setup
button.

The CHAP Options dialog box appears.
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Field Description

Allow Memory Caching Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as
prompted.

Allow Disk Caching Currently Unavailable. (Stores encrypted credentials on disk
for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK

The dialog box closes and the Config Tool is displayed.

To configure the SSL security module

AutoSOCKS supports Secure Socket Layer (SSL) v3.0, a session-layer protocol for securing
connections in a general, protocol-independent fashion. At this time, SSL is a TCP-only
enhancement; when using SSL with UDP associations, the bulk data is passed without
protection.

Normally SSL servers are required to have an RSA key pair and a certificate. RSA is a
public/private-key cryptographic system; it creates a key pair: a private key (which, as the
name suggests, is kept absolutely private and never shared) and a public key (which is widely
published.)

However, you normally must then establish some kind of relationship between your RSA
public key and the identity of the server, so that somebody else cannot create their own RSA
key information and use it to impersonate your server. Certificates establish this relationship.
A certificate is essentially an electronic "statement" which verifies that a certain RSA public
key is associated with a particular name.
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Certificates are issued by a Certification Authority (CA), and are linked together to form a
construct called a certificate chain of authorities, each one having a previous entity vouching
for its identity. In practice, chains generally include two certificates: one confirming the
identity of the server, and the other—a "root" certificate—containing the identity and public
key of the CA.

Certificates contain special integrity checks and electronic signatures which verify that the
certificate is genuine, was issued by some certification authority, and was not tampered with.
Anybody can issue a certificate that says anything; the client must know who issued the
certificate, and have some trust relationship in order to believe that it is in fact true. The client
has a list of trusted CAs. A set of certificate chains can be structured as a tree, with new
certificates stemming from old ones. A base CA is sometimes called the “root” or "trusted
root" of this tree.

The SSL module dialog box contains an initial set of options regarding the viewing of
certificates. It expands into more detail when the Advanced button is clicked.

1. On the Authentication tab in the Config Tool, select sslclnt (SSL Security) and click the
Setup button.

The SSL Options dialog box appears.
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Field Description

Upon Successful Connection: The certificate is valid.

View when the server
certificate is new.

Upon successful connection, display the server
certificate if it hasn’t been displayed during the
current session.

Don’t show me the
certificate.

Never display the server’s certificate if it is deemed
valid.

If a server certificate is suspect: The certificate may not be valid.

Always show me suspect
certificates.

Each time a certificate is deemed suspect by
AutoSOCKS, display it.

Show me the same suspect
certificate once.

Once a suspect certificate has been accepted by the
user, don’t display it again.

Show me the certificate, but
reject the connection.

Reject the connection, but display the suspect
certificate.

2. Select an action that AutoSOCKS should take once it deems the server certificate
acceptable. (Under normal circumstances, the server will provide AutoSOCKS with a
certificate to match with one of AutoSOCKS’ trusted roots, if any exist):

• View when the server certificate is new: AutoSOCKS displays the certificate the
first time it’s seen. Subsequent connections to the same SOCKS server will not cause
the certificate to be redisplayed.

• Don’t show me the server certificate: AutoSOCKS will never display a valid
certificate.

3. Select an action that AutoSOCKS should take if it receives a server certificate that is
suspect:

• Always show me suspect certificates: AutoSOCKS will display suspect certificates
each time they are received. The certificate dialog box will appear for each new
connection to the server(s) sending a suspect certificate. (This option allows you to
continue the connection despite the fact that the certificate is questionable.) The SSL
module authenticates the server’s certificate based on the following questions:
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Is the certificate valid?

Did a trusted certificate authority (CA) issue the certificate?

Is the name established by the certificate the same as the name of the
server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certificate.

• Show me the same certificate once: AutoSOCKS will display a suspect certificate
the first time that it is received. If you choose to maintain the connection, the
questionable certificate will not be displayed again during the current session.

• Show me the certificate, but reject the connection: AutoSOCKS will reject a
connection if the certificate is suspect. It will display the certificate to allow you to
view it.

4. Clicking the Advanced button in the dialog box to expand the dialog box into acceptable
cipher (a cryptographic algorithm used to encrypt the data stream) options.
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Field Description

Allow RC4 Offer the RC4 cipher to the server.

Allow DES Offer the DES cipher to the server.

Allow NULL Encryption Do no encryption. SSL will be used to authenticate,
not encrypt.

Allow Diffie-Hellman Anonymous Don’t authenticate the server; only do encryption.

Trusted roots Choose a file with a certificate that specifies
certificate chain roots that are to be trusted.

Add Add a new trusted root.

Import Import a trusted root.

Delete Delete a trusted root.

View View a trusted root certificate file.

During the initial SSL connection negotiation, the client and the server negotiate which
cipher to use. Checking a particular cipher in the dialog box doesn’t mean that it will be
used. Instead, each checked cipher is offered to the server, but the server must make the
final determination. If the server requires a cipher that isn’t selected in this dialog box, the
authentication will fail.

Any or all of the acceptable cipher options can be selected:

• Allow RC4: AutoSOCKS encrypts the information using the RC4 cipher.

• Allow DES: AutoSOCKS encrypts the information using the DES cipher.

• Allow Null Encryption: AutoSOCKS allows the server to choose no encryption.
Message integrity is still assured, but the data will be sent in the clear.

• Allow Diffie-Hellman Anonymous: AutoSOCKS will be able to communicate with
the SOCKS server without requiring a server certificate. The client and server will
not exchange certificates, so there will be no authentication. The encryption will still
be negotiated, and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).

5. If necessary, add a trusted root to the list of trusted roots by pressing the Add button, and
selecting a file that contains a trusted root certificate.

When AutoSOCKS receives a certificate from a server, it looks at the root of the
certificate chain and matches it against AutoSOCKS' list of trusted root certificates.

6. After making appropriate selections, click OK.

The dialog box closes and the Config Tool is displayed.

Example Network Configurations
The following sections describe the setup of AutoSOCKS in an example network
configuration using the Aventail Internet Policy Manager (IPM) and the Aventail VPN Server.
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Configuration Using Aventail Internet Policy Manager
To better describe how to get started configuring AutoSOCKS for use with the Internet Policy
Manager, we have created an example network configuration that will be used in all examples
throughout this section. Below is an example network topology architecture that emphasizes
simplicity to facilitate easy adaptation to real world network designs.

AutoSOCKS in an Aventail Internet Policy Manager Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
general public. The public access is provided through a router that is connected to the public
Internet. The private segment is used to house all of the corporation's private network
resources and data to be used only by internal company employees. To provide protection of
the private LAN from unwanted external access, the Aventail IPM is configured such that
operating system routing is disabled. Therefore, no direct network connections between the
public LAN and the private LAN can be created without being proxied through the Aventail
IPM.
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The end user workstations (10.1.1.99 through 10.1.1.102) illustrate client workstations, onto
which, AutoSOCKS will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail IPM unless they are running
AutoSOCKS, which will automatically proxy their application traffic. In this situation,
AutoSOCKS will forward traffic destined for the Internet to the Aventail IPM. Then, based on
the administrative configuration, the Aventail IPM will proxy end user traffic out beyond the
boundary on which the Aventail IPM is located. The client workstations used in this example
are Microsoft Windows based PC’s.

The other servers on the private segment are “internal” or private servers that contain
information and tools that are not intended for public use or consumption. If these individual
hosts require access beyond the Aventail IPM they can also be configured to use AutoSOCKS.
As in the client workstation case, AutoSOCKS will allow applications running on these hosts
to traverse the Aventail IPM public/private boundary. In most situations, for more stringent
security, these hosts don't have access to the public network at all.

The Aventail IPM in our example, has two network adapters configured to use the internal IP
address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal network
address space is part of the IANA reserved address space (per BCP RFC 1918) routing MUST
be disabled on this host and routing advertisements for this internal network MUST NOT be
propagated to the outside world. End user authentication has been enabled on the Aventail
IPM server, which will require that users present their credentials before being allowed to have
any connectivity to the external public network(s). For this example, Aventail IPM is
configured to use RFC1929 Username/Password for authenticating connections AutoSOCKS
forwards to it. For additional information on how to configure the Aventail IPM product,
consult the Aventail IPM Administration Guide.

Subsequently, in most Aventail IPM environments there are large numbers of clients that
require installation and configuration. For completeness we will illustrate how to install and
configure AutoSOCKS on a large number of client workstations. The easiest and best
mechanism for installation of AutoSOCKS to many client workstations is to follow the
AutoSOCKS network installation procedures. For our example, we will be installing the base
AutoSOCKS client distribution to a network file server that will be used to pull the
AutoSOCKS software and client configuration to the desktops. It is often the case that MIS
personnel install single copies of AutoSOCKS for testing and evaluating prior to mass
deployment. The configuration file that is created through the testing phases will then be
copied to a shared file server for group access. This way each client workstation maintains the
exact same configuration as determined by the network security policy.

Configuration Using Aventail VPN Server
The following example network configurations show the Aventail VPN Server configured for
a Mobile VPN environment and a Partner VPN environment. This example emphasizes
simplicity to facilitate easy adaptation to real world network designs.
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AutoSOCKS in an Aventail Mobile VPN Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
general public. The public access is provided through a router that is connected to the public
Internet. The private segment is used to house all of the corporation's private network
resources and data to be used only by internal company employees. The Aventail VPN Server
depicted in this example is used to provide secure and monitored access to the private LAN for
mobile employees and partners. For security reasons the Aventail VPN Server is configured
such that operating system routing is disabled. Therefore, no direct network connections
between the public LAN and the private LAN can be created without being securely proxied
through the VPN server.

The mobile user workstations connected to the public Internet are the client workstations, onto
which, AutoSOCKS will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail VPN Server unless they are running
AutoSOCKS. Depending on the security policy and the Aventail VPN Server configuration,
AutoSOCKS will automatically proxy their allowed application traffic into the private
network. In this is situation, AutoSOCKS will forward traffic destined for the private internal
network to the Aventail VPN Server. Then, based on the security policy, the Aventail VPN
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Server will proxy mobile end user traffic into the private network but only to those resources
allowed. The client workstations we focus on in this section are Microsoft Windows based
PC’s.

The Aventail VPN Server in our example, has two network adapters configured to use the
internal IP address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal
network address space is part of the IANA reserved address space (per BCP RFC 1918)
routing MUST be disabled on this host and routing advertisements for this internal network
MUST NOT be propagated to the outside world. End user authentication and encryption has
been enabled on the Aventail VPN Server, which will require all end users to use AutoSOCKS
to enable authentication and encryption of their sessions before being allowed to have any
connectivity to the internal private network(s). For this example, the Aventail VPN Server is
configured to use SSL for encryption of all sessions. For additional information on how to
configure the Aventail VPN Server product, consult the Aventail VPN Server Administration
Guide.

Installation and use of AutoSOCKS for remote access purposes differs a bit from its
installation and use with the Aventail IPM product. First, configuration files need to be kept
locally on the end user workstation or laptop. This is due to the inability to have a shared file
server that allows direct access outside the perimeter of the private network. Second, not all
traffic is passed through to the Aventail VPN Server. Only traffic that is destined for the
internal network is authenticated and encrypted, all other traffic passes through AutoSOCKS
unchanged. For instance, browsing the Internet from the mobile user workstation occurs as if
AutoSOCKS was not even running in the background. Large sites with many mobile users
will want to setup an internal file server and perform a network installation for use by all of the
mobile users to install and configure AutoSOCKS easily. For more information, consult the
"Network Installation."
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Figure 4. AutoSOCKS in a Partner VPN Environment
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AutoSOCKS Utilities
Reference Guide

Section II, the AutoSOCKS Utilities Reference Guide, covers the utilities available from the
AutoSOCKS system menu. This section explains:

• Using commands in the System menu including Close, Hide Icon, Help, About,
Credentials, Configuration File, Config Tool

• Using the Logging Tool to track AutoSOCKS activity and S5 Ping to check network
connectivity

System Menu Commands
Even though AutoSOCKS requires little to no interaction with the end user, there are functions
available by way of the AutoSOCKS System menu. To display the System menu, right-click
the minimized AutoSOCKS icon (Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.1) or click the AutoSOCKS icon in the Taskbar tray (Windows 95 and
Windows NT 4.0).

AutoSOCKS System Menu Commands

Menu
Command

Function

Close Closes AutoSOCKS.

Hide Icon Hides the AutoSOCKS icon from view.

Help Accesses online Help.

About Displays Aventail AutoSOCKS About box.

Credentials Displays authentication credentials.

Configuration File Selects a new configuration file.

Config Tool Runs the Config Tool.

Logging Tool Runs the Logging Tool.

S5 Ping Runs the ping and traceroute utilities.

Each of the commands are discussed in the paragraphs below.

Note: The Config Tool, Logging Tool, and S5 Ping commands are optional
components and will only appear when they have been installed by the
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network administrator. They are discussed in the sections "Logging Tool"
and "S5 Ping" below.

Close
This command closes AutoSOCKS. Exiting AutoSOCKS may limit access to certain remote
hosts or prevent you from using certain WinSock applications.

Hide Icon
This command hides the AutoSOCKS icon from view. AutoSOCKS will be running the
background; however, the icon won’t be visible in the system tray (Windows 95, Windows NT
4.0) or minimized on the desktop (for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51).

Help
This command accesses AutoSOCKS online Help menu.

About
This command displays the Aventail AutoSOCKS About box which includes AutoSOCKS
software copyright notification, version information, and so on. The More button displays a
list of files used by the current version of AutoSOCKS.

Credentials
This command displays the Manage Credentials dialog box. Credentials include the
information (such as username/password) that you enter when establishing a connection to a
SOCKS server requiring user authentication. (AutoSOCKS prompts you with an
authentication dialog box.) As long as your credentials are in memory, you can establish
connections to associated SOCKS servers without needing to re-enter the authentication
information.

Currently, there is no way to edit credential data fields; you can only delete the entire
credential entry or clear the password portion of it. In either case, AutoSOCKS will prompt
you to enter updated authentication information when you re-establish a connection to the
associated SOCKS server.
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Field Definition

SOCKS Server SOCKS server name

User Name User name for the SOCKS server

Method Numeric identifier of authentication method
(2=username/password, 3=CHAP, 134=SSL)

To delete a credential entry

Delete authentication credentials when they are no longer correct. After the credentials are
deleted, you’ll be prompted to reenter them the next time you connect to the associated
SOCKS server.

! Select the credential entry you wish to delete and click the Delete button.

This deletes the credential information.

To exit the Manage Credentials dialog box

! Click the OK button to accept changes to the credentials and close the dialog box.

-OR-

Click the Cancel button to close the dialog box without accepting any changes you might
have entered.

Note: The Apply button makes changes permanent but keeps the dialog box
open so you can keep working.

Configuration File
This command lets you load a different configuration file from the Select Configuration dialog
box. AutoSOCKS defaults to AUTOSOCKS.CFG.
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For more information about the configuration file, refer to “Creating Configuration Files.”

To load a configuration file

Check with the network administrator before making any changes to the configuration.

! Select the configuration file you wish to load and click the Open button.

The new configuration file is transparently loaded into AutoSOCKS. AutoSOCKS must
be restarted for the new configuration parameters to take effect.

Config Tool
The AutoSOCKS Config Tool creates configuration files used to determine how network
requests should be routed and which authentication protocols should be enable. (This option
may not be available to all users.)
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Configuration files should be set up by a network administrator. They are usually created
during AutoSOCKS installation but they can also be added, removed, or modified at any time.
If necessary, several configuration files can be created for different users or user groups. Some
configuration files may reside on a networked drive, accessible by multiple users; other
configuration files may be tailored to a specific user on an individual workstation. The Config
Tool dialog box is discussed in detail under "Creating Configuration Files.”

Logging Tool
The Logging Tool is a diagnostic utility used to trace AutoSOCKS activity. (This option may
not be available to all users.) When running a trace, the Logging Tool displays errors,
warnings, and information messages as AutoSOCKS generates them. If desired, the message
list can be saved to a log file for later study. Log files can be used to troubleshoot technical
problems. They are also useful when running AutoSOCKS for the first time to ensure that
network traffic is being routed appropriately.

To trace AutoSOCKS activity

1. Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point
to Aventail AutoSOCKS and click Logging Tool.

-OR-

for Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCKS program group, double-click the Logging Tool program icon.
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2. In the Log menu, select Level and then click one of the three levels of information you
wish to trace.

-OR-

Select one of the three levels from the list on the toolbar.

Choose To Log

Errors Errors only

Warnings Errors and warnings only

Information Errors, warnings, and information

3. In the Log menu, click Trace.

-OR-

Click the Trace On button on the toolbar.

The log window will now record and display trace information as it is generated by
AutoSOCKS. You can tell when the trace function is active because messages are
scrolling down the screen and the Trace On button is depressed.

5. When you’re ready to stop the Trace function, click Trace in the Log menu

-OR-

Click the Trace Off button on the toolbar.

The Trace function is stopped. You can now scroll through the results, print them, and/or
save them to a file.

To save a log file

The Logging Tool allows you to append each new message to the end of a .LOG file as the
trace is executed, or save the contents of the log window at any time. If you save as the trace is
being executed, AutoSOCKS will append messages to the log file until you stop the log
function. Data in the log window will not be retained unless it is saved.
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There is no way to open a log file from within the log window. You must open a log file using
a text editor such as Notepad.

! To save a log file as the data is being generated, click Log to File in the log menu. Enter the filename in the
Select Log File dialog box.

-OR-

Click the File Logging button on the toolbar. Enter the filename in the Select Log File
dialog box.

! To save the contents of the log window at any time, click Save As in the log menu and enter the filename.

To filter messages in the log window

The contents of a log window can be filtered by selecting the types of messages you wish to
view. Selecting a specific type of message can make it easier to scan the information onscreen.
If the data has been saved to a log file, a view filter will not affect the file contents; it merely
adjusts the screen display of those contents.

1. In the View menu, click Filter Messages to display the Filter dialog box

-OR-

Click the Filter button on the toolbar.

Note: The Filter option is an on/off toggle. If the filter is enabled, click Filter
Messages to turn it off, then select it again to display the Filter dialog
box.
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Field Definition

Categories Select any of the three filters to display errors, warnings, and/or
information in the log window.

Type* 32-bit: Show messages from 32-bit applications.

16-bit: Show messages from 16-bit applications.

*These options are disabled if you’re running 16-bit Windows.

2. Under Categories, select one or more the three filter check boxes. The Log window will
adjust the display based on your selection(s).

3. Under Type, select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

! In the View menu, click Font. Enter your font preferences into the standard Windows Font dialog box.

! To display and hide the toolbar and status bar, click Toolbar and/or Status Bar in the View menu.

To copy the log window

The log window contents can be copied to the Windows Clipboard.
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! To copy all of the window contents to the Windows Clipboard, click Select All in the View menu. Then
click Copy in the Edit menu or click the Copy button on the toolbar.

! To copy selected messages to the Windows Clipboard, drag the mouse over the messages to highlight them.
Then click Copy in the Edit menu or click the Copy button on the toolbar.

To print the log window

The contents of the log window can only be printed in its entirety.

! To print the log window contents, click Print in the log menu.

-OR-

Click the Print button on the toolbar.

The entire contents of the window will be printed, regardless of whether you have specific
messages selected. If the display has been filtered, only the filtered messages will be
printed.

To find a specific message

The Find function will only work with data displayed in the window. If the display has been
filtered, only the filtered messages will be searched. The Find dialog box remains active until
you close it.

! In the Edit menu, select Find.

-OR-

Click the Find button on the toolbar.

Then enter your search parameters into the Find dialog box.

To clear the log window

Log window contents should be cleared when you’re ready to execute a new trace, and you no
longer need to see the old data.

! In the Edit menu, select Clear All.

-OR-

Click the Clear All button on the toolbar.

To close the log window

When you’re ready to close the Log window, make sure you’ve saved the contents of the trace
for later reference if necessary. All settings are saved when you exit.

! In the File menu, select Exit.
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S5 Ping
Two of the most useful diagnostic tools in an administrator’s arsenal are ping and traceroute.

• The ping utility checks for network connectivity between two hosts and returns
information about the quality of the connection.

• The Traceroute utility checks for network connectivity by displaying information about
routers between two hosts. It displays information for each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP). SOCKS v5 is
designed to handle TCP and UDP protocols; however, ICMP is not supported. Because ping
and traceroute are based on ICMP, there’s no way to directly proxy a ping or traceroute
request. To circumvent this problem, AutoSOCKS provides a utility called S5 Ping.

S5 Ping will ping (or traceroute to) a host outside of a SOCKS server by having the client
request the SOCKS v5 server to ping the host in question. When a response from the host is
returned, the SOCKS server relays the data back to the client and displays it in the S5 Ping
window.
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Field Definition

Operation Select the program you wish to run.

SOCKS Server The SOCKS server which will execute the operation. If
AutoSOCKS is already configured, this list will be preloaded with
SOCKS servers from the configuration file.

Destination The SOCKS server you wish to ping (or traceroute). If
AutoSOCKS is already configured, this list will be preloaded with
single host destinations defined in the configuration file. (See
“Configuring AutoSOCKS.”)

Results The results of the operation once the connection succeeds. The
format of the results will vary based upon the SOCKS server
platform.

S5 Ping can be used whether or not AutoSOCKS is running. However, if the server that you're
connecting through requires authentication, AutoSOCKS must be loaded. The availability of
S5 Ping is determined by the network administrator when AutoSOCKS is first installed. In
some cases, the S5 Ping command won’t appear on the AutoSOCKS System menu or in the
program group.

To run ping or traceroute using S5 Ping:

1. Launch S5 Ping.

2. Select the network operation to use (ping or traceroute).

3. Choose which SOCKS server will carry out the ping or traceroute operation.

4. Select the host to ping or traceroute.

5. Click the Start button to start the operation.

These procedures are described in the text below.

To launch S5 Ping

S5 Ping can be used whether or not AutoSOCKS is running.

1. Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point
to Aventail AutoSOCKS and click S5 Ping.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCKS program group, double-click the S5 Ping program icon.

-OR-

If AutoSOCKS is already running, choose the S5 Ping menu item from the AutoSOCKS
tray icon menu (Windows 95, Windows NT 4.0) or from the minimized AutoSOCKS
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icon System menu (Windows 3.1, Windows for Workgroups 3.11, and Windows NT
3.51).

The S5 Ping window appears.

Note: S5 Ping will function without a properly configured AutoSOCKS;
however, the user will be required to type the information about the
target SOCKS server and target host into the SOCKS Server and
Destination text boxes.

Once the S5 Ping window opens, you can execute a ping or traceroute network operation.

To run ping or traceroute using S5 Ping

S5 Ping has two modes of operation: ping and traceroute.

1. Under Operation, select one of the two options, Ping or Traceroute.

2. Under SOCKS Server, select a SOCKS server to carry out the operation. If no servers are
listed (because S5 Ping did not locate an AutoSOCKS configuration file), type the
SOCKS server's hostname or IP address.

3. Under Destination, select a single host destination to ping or traceroute. If no hosts are
listed (because S5 Ping did not locate an AutoSOCKS configuration file), type the
hostname or IP address of the host you wish to ping or traceroute.

4. Click the Start button to execute the operation. The Start button then changes to Stop.
Results from any previous operation are cleared from the window.

5. If the SOCKS server requires authentication, you may be prompted with a server
certificate or required to enter a username and password. (For more information about
server certificates and username/password authentication, see “Managing Authentication
Modules” in the AutoSOCKS v2.1 Administration and User's Guide.)

6. Once the connection to the host has been made, the information returned from the server
will be displayed in the Results window.

To stop ping or traceroute

! Click the Stop button.

This stops the operation and changes the Stop button back to Start. The results of the
operation remain displayed in the S5 Ping window.

To exit S5 Ping

! Click the Exit button.

This clears the results and closes the S5 Ping window.
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AutoSOCKS User
Supplement

AutoSOCKS automatically routes appropriate network traffic from a WinSock-compatible
TCP/IP application such as an e-mail program or a web browser to a SOCKS-based server.
(WinSock is a Windows TCP/IP interface that connects a Windows PC to the Internet.) The
SOCKS server then sends the traffic to the Internet or the network. Your network
administrator defines sets of rules by which this message traffic is to be routed.

This AutoSOCKS User Supplement is designed to familiarize you with aspects of the
AutoSOCKS interface. Because AutoSOCKS is designed to run transparently, in most cases
you’ll interact with AutoSOCKS only when it prompts you to enter authentication information
for a connection to a secure SOCKS server on the Internet or corporate intranet. You may also
occasionally need to start and exit AutoSOCKS although network administrators often
configure it to run automatically at startup.

If you have questions about how AutoSOCKS is running on your system, contact your network
administrator. Details about other AutoSOCKS commands and utilities are described in the
AutoSOCKS v2.1 Administration and User’s Guide. You might find the section, “Getting
Started” to be helpful.

How to Start and Close AutoSOCKS
Because network administrators often set up AutoSOCKS to run minimized at startup, you
may never need to actually launch the AutoSOCKS application. When AutoSOCKS is started,
it loads a default configuration file, AUTOSOCKS.CFG. This file contains the rules
AutoSOCKS uses to properly route network traffic to and from your individual workstation.
Your network administrator will inform you if the configuration file name should be different.

Closing AutoSOCKS may limit access to certain remote hosts or prevent you from using
certain WinSock applications. Before closing AutoSOCKS it’s a good idea to check with your
network administrator.

To start AutoSOCKS

! Windows 95 and Windows NT 4.0: From the Programs command in the Start menu, point to Aventail
AutoSOCKS and click AutoSOCKS v2.1.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: In the Aventail
AutoSOCKS program group, double-click the AutoSOCKS v2.1 program icon.

You’ll see a minimized AutoSOCKS icon indicating that AutoSOCKS is running in the
background. In Windows 95 and Windows NT 4.0, this icon is located in the system tray
on the Task bar.
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To close AutoSOCKS

! Windows 95 and Windows NT 4.0: In the system tray, right-click the minimized AutoSOCKS icon to
display the Aventail System menu, and click Close.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: Click the
minimized AutoSOCKS icon to display the Windows System menu, and click Close.

Note: The Config Tool, Logging Tool, and S5Ping may not appear on the
Aventail System menu in the program group. This is a configuration
option determined when AutoSOCKS is first installed.

How to Enter Authentication Credentials
Some SOCKS servers ask you to authenticate yourself before you are allowed to access them.
If you try to connect to a secure SOCKS server, AutoSOCKS may display a dialog box asking
you to enter authentication credentials. (For some types of authentication methods, your input
isn’t required.) Credentials can be as simple as your username or password, or they can be
more complicated information. Credentials are assigned to you by your network administrator.

Note: Never talk about credentials over cellular or cordless phones. These lines
are not secure and you could be compromising system integrity. If you’ve
mistakenly done so, be sure to let your network administrator know so that
you can be assigned a new password.

Currently, AutoSOCKS supports four kinds of user authentication protocols:
Username/Password, Challenge Handshake Authentication Protocol (CHAP), Secure Socket
Layer (SSL), and SOCKS v4 Identification. To read more about these protocols, see
“Managing Authentication Modules” in the AutoSOCKS v2.1 Administration and User’s
Guide.

Once you enter your credentials, AutoSOCKS will save them in memory. This is known as
memory caching. Memory caching stores the credentials for the current session only. When
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you restart AutoSOCKS or Windows, the memory cache is flushed. If you reconnect to the
secure SOCKS server, you must again enter your credentials as prompted.

The following discussion includes Username/Password, CHAP, and SSL authentication.
SOCKS v4 authentication does not require user interaction and therefore is not covered in this
supplement.

Username/Password and CHAP Authentication
Username/Password and CHAP authentication use basically the same dialog boxes.

To enter authentication credentials

If the secure SOCKS server to which you’re connecting uses Username/Password or CHAP
authentication, you’ll see a dialog box similar to the following:

Note: If you don’t know what to enter into the dialog box fields, check with
your network administrator.

1. In the Username text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

2. In the Password text box, type your password.

Your password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

3. Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCKS server and if they are
accepted, you’ll continue your processing without hindrance.
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If your credentials are refused by the server, the application will display an alert stating
that the message traffic didn’t go through. Try the transaction again, reentering your
username/password. If problems persist, contact your network administrator.

SSL Authentication
SSL authentication, originally developed by Netscape for secure Web communications, uses
authentication certificates to identify authorized users. A certificate is essentially an electronic
“statement” which verifies the integrity of a connection. When you attempt to connect to an
SSL server, AutoSOCKS may display the SSL certificate sent by the server. This may not
always be the case, depending on how your network administrator has configured the system.

Note: It isn’t the mission of this supplement to explain the intricacies of
authentication or the components of SSL certificates. If you’re interested in
learning more about them, talk to your system administrator or read about
them in the AutoSOCKS v2.1 Administration and User’s Guide under
“Managing Authentication Modules.”

To accept an SSL certificate

Because anyone can issue a certificate that says anything, you should accept certificates only
from trusted sources. Otherwise, the information you receive may be invalidated. If you have
any concerns about whether or not to accept a certificate, talk with your network administrator.
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1. When you see a trusted certificate display on screen, click Accept.

If you click Reject, your connection won’t be established. If you click Next, you see a
second “page” of the certificate data with the same Accept and Reject buttons.

If you click Accept, the certificate is accepted as valid and AutoSOCKS may display a
Username/Password dialog box for you to fill in. The Username/Password dialog will
only display if sub-authentication is being negotiated. With SSL authentication, the
network administrator has the additional option of requiring you to perform a second
(sub) level of authentication.

.

2. In the Username text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

3. In the Password text box, type your password.

Your password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

4. Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCKS server and if they are
accepted, you’ll continue your processing without hindrance.
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Appendix 1:

Troubleshooting
AutoSOCKS-related problems tend to fall into four categories: Installation, Network
Connectivity, Configuration, and Application and TCP/IP Stack Interoperability.

AutoSOCKS Installation Problems
When the instructions in Installing AutoSOCKS in the AutoSOCKS v2.1 Administration and
User's Guide are followed, problems installing AutoSOCKS are rare. When they occur, they
are often the result of:

Toolbars, virus-checking utilities, or other Windows applications running during the
installation

If any of these are found to have been running during a failed installation, close them, uninstall
AutoSOCKS, reboot, and then re-install AutoSOCKS, taking care to ensure that the toolbars,
virus-checking utilities, or applications were not automatically restarted when the system was
rebooted.

Insufficient RAM or free space on the volume to which AutoSOCKS is being installed

If either of these is suspected as the cause of a failed installation, increase the available
resources according to the System Requirements of the AutoSOCKS v2.1 Administration and
User's Guide and retry the installation.

Corrupted AutoSOCKS installation media or corrupted or incomplete FTP of
AutoSOCKS self-extracting, executable installation file

If corrupted AutoSOCKS installation diskettes are suspected causes of a failed installation,
contact Aventail Technical Support for assistance in determining whether the files on the
diskettes may have been corrupted and whether replacement diskettes must be obtained from
Aventail or your vendor.

If corrupted or incomplete FTP transfer of AutoSOCKS installation files obtained over the
Internet is suspected, retry the transfer, taking care to ensure that the FTP client is in binary
mode and confirm that the transfer completes normally. Contact Aventail Technical Support to
confirm that the byte size of the transferred installation file is correct.

Installation to a workstation on which AutoSOCKS was running or from which a
previous version of AutoSOCKS was not completely uninstalled

If either of these circumstances is suspected causes of a failed installation, contact Aventail
Technical Support.

Installation script errors
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AutoSOCKS is installed with InstallShield. If InstallShield reports errors during a failed
installation, note the text of the error messages and the specific circumstances in which they
occurred and contact Aventail Technical Support.

Network Connectivity Problems
Before AutoSOCKS can be used to successfully redirect WinSock application connections:

1. The workstation on which AutoSOCKS is installed must also have a properly installed,
Winsock-compatible, TCP/IP stack running on it.

This installation can be confirmed by successfully pinging the IP address of the workstation,
from the workstation itself, using a WinSock ping application. If this test fails, the failure
must be corrected before AutoSOCKS can be tested and before Aventail Technical Support
can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation on which
AutoSOCKS is installed and the SOCKS server(s) to which it is configured to redirect
connections.

This connectivity can be confirmed by successfully pinging the SOCKS server(s) by IP
address, from the client workstation. If this test fails, the failure must be corrected before
AutoSOCKS can be tested and before Aventail Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the SOCKS server(s) and the
network host(s) to which the SOCKS server(s) are expected to proxy connections.

This connectivity can be confirmed by successfully pinging the network host(s), by IP address,
from the SOCKS server(s). If this test fails, the failure must be corrected before AutoSOCKS
can be tested and before Aventail Technical Support can provide assistance.

AutoSOCKS Configuration Problems
This section addresses troubleshooting of simple AutoSOCKS configuration problems.
Troubleshooting of complex AutoSOCKS configuration problems is beyond the scope of this
section.

It is easiest to troubleshoot AutoSOCKS configuration problems by creating and testing
simple AutoSOCKS configuration files, such as those that may be created with the
AutoSOCKS Configuration Wizard. However, all references to host and domain names should
be removed from configuration files created with the wizard, before testing, to defer possible
name resolution complications until the files can be demonstrated to work with IP addresses,
alone.

Note: The IP address and SOCKS port number of the SOCKS server(s) to which
AutoSOCKS must connect must be known, before troubleshooting
AutoSOCKS configuration problems. Neither AutoSOCKS, nor Aventail
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Technical Support, can discover the IP address or port number of the
SOCKS server(s).

When troubleshooting AutoSOCKS configuration problems, confirm that the AutoSOCKS
configuration file that is currently selected in the Configuration File… dialog is the one
intended for testing.

After selecting a configuration file to test, open the AutoSOCKS Config Tool and:

1. Confirm that the SOCKS server has been correctly identified by IP address.

Click on the Servers tab, click on the server alias, and then click on the Edit button. Compare
the IP address in the Hostname or IP: field with that of the SOCKS server.

If the SOCKS server is a SOCKS v5 server, click on the SOCKS v4 radio button in the
SOCKS Version section of the Servers tab. Then click on the Detect Version button. The
selection should revert to the SOCKS v5 radio button, indicating that AutoSOCKS detected a
SOCKS v5 server running at the IP address specified in the Hostname or IP: field.

If, on the other hand, the SOCKS server is a SOCKS v4 server, click on the SOCKS v5 radio
button in the SOCKS Version panel. Then click on the Detect Version button. The selection
should revert to the SOCKS v4 radio button, indicating that AutoSOCKS detected a SOCKS
v4 server running at the IP address specified in the Hostname or IP: field.

If Detect Version fails to detect a SOCKS server of either version, it is possible that no
SOCKS server is running on the host identified in the Hostname or IP: field. Contact your
SOCKS server administrator to confirm that the SOCKS server is running at the address
specified.

2. Confirm that all AutoSOCKS Authentication Modules are enabled.

Click on the Authentication tab and confirm that the “traffic light” icons for all of the
Authentication Modules are green, indicating that the modules are enabled. Enabling all the
modules configures AutoSOCKS to attempt any form of authentication demanded by the
SOCKS server or null (no) authentication. Note the form of authentication demanded by the
SOCKS server and, if necessary, obtain the proper authentication credentials, such as a
SOCKS server username and password, from the SOCKS server administrator.

3. Confirm that the network hosts to which the SOCKS server is expected to proxy
connections are within a redirected destination.

Click on the Destinations tab, click on the Destination which includes the network host to
which the SOCKS server is expected to proxy connections, and then click on the Edit button.
Confirm that the definition of the Destination includes the network host.

Next, click on the Redirection Rules tab. Confirm that connections to the Destination are
configured to be redirected by the SOCKS server.

After making any necessary changes to the AutoSOCKS configuration, restart AutoSOCKS
and then restart any WinSock applications, before testing the new configuration.
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Application and TCP/IP Stack
Interoperability Problems
AutoSOCKS is intended to “automatically socksify” all “well-behaved” Winsock applications.
Occasionally, Winsock applications are found which AutoSOCKS does not socksify, due to
interoperability problems with the application.

AutoSOCKS is also intended to run on all WinSock-compliant Microsoft Windows TCP/IP
stacks. Occasionally, WinSock stacks are found on which AutoSOCKS does not run as
expected, due to interoperability problems with the stack.

If an application or stack inter-operability problem is suspected, report it to Aventail Technical
Support. Aventail will make every effort to resolve interoperability problems.

AutoSOCKS Trace Logging
AutoSOCKS includes a Logging Tool for doing traces of AutoSOCKS and Winsock activity.
AutoSOCKS traces are often useful in troubleshooting AutoSOCKS network, SOCKS server,
and Winsock application interoperability problems. Aventail Technical Support engineers may
request that you perform a debug-level trace, log it to file, and e-mail it to them.

Before Starting an AutoSOCKS Trace:

1. Close any WinSock applications that are running on the workstation.

2. Close AutoSOCKS, if it is running.

3. Start an AutoSOCKS Trace.
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4. Click on the Windows Start | Programs | Aventail AutoSOCKS | Logging Tool menu bar
item. The AutoSOCKS Logging Tool window should open, as illustrated in Figure 1, below.

Figure 1

5. In the Logging Tool window Log menu, confirm that the Trace option is checked. If it is
not, click on the Trace option, to check it.

Saving an AutoSOCKS Trace to a File:

1. In the AutoSOCKS Logging Tool window Log menu, confirm that the Log To File... option
is checked. If it is not, click on the Log To File... option, to check it. The AutoSOCKS Logging
Tool window Log menu should appear as illustrated in Figure 2, below.
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Figure 2

2. A Select Log File dialog box should appear, as illustrated in Figure 3, below. Enter a file
name appropriate to later identify the file and click Save.
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Figure 3

Setting the AutoSOCKS Trace Level to Debug:

1. Click on the AutoSOCKS Logging Tool window and then press <Ctrl><4>."Debug" should
appear in the drop-down text box in the AutoSOCKS Logging Tool toolbar, as illustrated in
Figure 4, below.
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Figure 4

Note that, when tracing in Debug mode, not all messages that are displayed are indicative of
error.

Logging Trace Data:

1. Start AutoSOCKS.

2. Start the Winsock application.

3. Reproduce the problem and only the problem.

4. Close the trace log file and confirm that it was saved.

Reporting AutoSOCKS Problems
Report AutoSOCKS problems to Aventail Technical Support, ideally by completing and
submitting an AutoSOCKS Problem Report on the Support page of the Aventail website.
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Glossary
alias
User-friendly name for destination network or host computer.

authentication
A method for identifying a user in order to establish access to a system resource or network.
Authentication information such as username/password is entered via prompts.

certificate
A certificate is essentially an electronic "statement" which verifies that a certain RSA public
key is associated with a particular name. Certificates are issued by a Certification Authority
(CA).

client
A program or Internet service that sends commands to and receive information from a
corresponding program known as a server. Most Internet services run as client/server
programs.

configuration file
A file of information containing traffic redirection rules used to determine if and how SOCKS
redirection should occur.

credentials
Credentials include the information (such as username/password) that you enter when
establishing a connection to a SOCKS server requiring user authentication.

domain
Internet name for a network or computer system.

encryption
A security procedure that converts data into a format which can be read only by the intended
recipient computer.

firewall
Software or hardware barriers that control the flow of information to Private networks.

host
A server connected to the Internet.

Internet Protocol (IP)
The basic data transfer protocol used for the Internet. Information such as the address of the
sender and the recipient is inserted into an electronic “packet” which is then transmitted.

intranet
A network that is internal to a company or organization.
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log window
The window of the Logging Tool which shows alerts, messages, and warnings generated by
AutoSOCKS.

ping
A utility that determines if a remote host computer is up. ping sends data packets to the host. If
the packets are not returned, the host is down.

protocol
Rules and procedures used to exchange information between networks and computer systems.

redirection rule
Rules defined in the configuration file which specify how network requests are routed to
SOCKS servers.

server
A networked computer that shares resources with other computers. Servers “serve up”
information to clients.

SOCKS
SOCKS is a security protocol. It acts as a proxy mechanism that manages the flow and
security of data traffic to and from your local area network or intranet.

SSL
Security Sockets Layer, an authentication protocol.

Transmission Control Protocol (TCP)
A means of sending data over the Internet with guaranteed delivery.

Transmission Control Protocol/Internet Protocol (TCP/IP)
A suite of protocols the Internet uses to provide for services such as e-mail, ftp, and telnet.

traceroute
A utility that traces the routing of data over the Internet to a specific computer. Traceroute
sends a data packet and then lists the intermediate host computers that it traverses on it’s way
to the destination machine.

User Datagram Protocol (UDP)
A means of sending data over the Internet without guaranteed delivery. Also known as
“connectionless” protocol, it is used for data such as RealAudio®.

Universal Naming Convention (UNC)
A way of accessing a file or directory on another computer. For example:
//host/share/directory/file (“share” refers to the alias used to make the resource available.)

WinSock
(Windows Socket) A Windows component that connects a Windows PC to the Internet using
TCP/IP.

workstation
Any computer connected to a network.
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IPM Environment.......................36

AutoSOCKS in an Aventail
Mobile VPN
Environment...............................38
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CHAP ............................................44

CHAP authentication .....................30

Close ..............................................42

Close command .............................43

closing AutoSOCKS......................56

Config Tool....................................42

Configuration file
distribution.................................14
network ......................................14
shared.........................................14

Configuration File..........................42
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Configuration File
command....................................44

Configuration Files ........................11

Configuring AutoSOCKS..............45

Credentials ...............................42, 43
delete..........................................44
exit dialog box............................44

Define a Destination ......................20

Define a SOCKS Server.................18

Destination
add .............................................21
define .........................................20
remove........................................23

Encryption........................................6

Enter Redirection Rules .................23

Features of AutoSOCKS..................1

filter messages ...............................48

Getting Started .................................5

Glossary .........................................70

Hardware Requirements ............9, 10

Help ...............................................42

Help command...............................43

Hide Icon........................................42

Hide Icon command.......................43

How to Enter
Authentication
Credentials .................................56

Installation Source Media ........10, 11

Installing AutoSOCKS ..................11

Interface Features.......................9, 10

Introduction......................................1

IPM Environment ..........................36

Local Name Resolution............18, 26

Log File
clear............................................50
close ...........................................50
copy............................................49
filter............................................48
find.............................................50
print............................................50
save ............................................47
view parameters .........................49

Logging Tool............................42, 46

Managing Authentication
Modules .....................................27

Network Installation ......................13

Network Security in a
Nutshell........................................5

Networked Configuration
File Setup ...................................14

Ping42, 52

Platform Requirements ....................9

procedures
To accept an SSL

certificate................................58
To add a destination...................21
To add a local domain

name.......................................27
To add a redirection rule ............24
To add a SOCKS server .............19
To change the view

parameters..............................49
To clear the log window.............50
To close AutoSOCKS ................56
To close the log window ............50
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To configure the CHAP
Authentication module...........30

To configure the SOCKS
v4 authentication
module ...................................29

To configure the SSL
security model ........................31

To configure the
Username/Password
authentication module ............29

To copy the log window.............49
To delete a credential

entry .......................................44
To distribute a shared

configuration file ....................14
To edit a destination...................23
To edit a redirection rule ............26
To edit SOCKS server

properties................................20
To enter authentication

credentials ..............................57
To exit the Manage

Credentials dialog box ...........44
To filter messages in the

log window ............................48
To find a specific

message..................................50
To install AutoSOCKS ..............11
To launch S5 Ping......................52
To launch the Config tool...........17
To load a configuration

file ..........................................45
To print the log window.............50
To remove a local name .............27
To remove a redirection

rule .........................................26
To remove a SOCKS

server definition......................20
To run Ping or Traceroute

using S5 Ping .........................53
To save a log file ........................47
To start AutoSOCKS .................55

To stop Ping or
Traceroute and close
S5 Ping...................................53

To trace AutoSOCKS
activity....................................46

To uninstall AutoSOCKS ..........13

redirection rules
add .............................................24
enter ...........................................23
remove........................................26

S5 Ping
Ping............................................42
Traceroute ..................................42

S5 Ping...........................................51

Setup Command Line
Options.......................................15

Shared Configuration File
Distribution................................14

SOCKS Server
add .............................................19
define .........................................18
remove........................................20

SOCKS V4 authentication.............29

socksification ...................................6

SSL 58

SSL authentication...................31, 58

Stardust WinSock Labs....................1

Starting and Closing
AutoSOCKS ..............................55

starting AutoSOCKS .....................55

Subnet ............................................23

System menu
About command.........................43
Close command..........................43
commands..................................42
Credentials command ................43
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Help command...........................43
Hide Icon command...................43

TCP/IP Communications .................6

Technical Support ............................3

trace
Logging tool...............................46

Traceroute ................................42, 52

Troubleshooting .............................61

UDP.....................................6, 25, 71

User Supplement............................55

Username/Password and
CHAP Authentication ................57

Username/Password
authentication.............................29

VPN Environment..........................38

VPN Partner Network....................40

What is AutoSOCKS? .....................6
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Aventail Ships the First Standards-Based Virtual Private
Network Software Solution
Publication: PR Newswire  PR Newswire  Publish date: May 2,  1997May 2,  1997

Aventail MobileVPN and PartnerVPN Include Granular Access Controls and Support

 
  For Multiple Authentication and Encryption Methods 

SEATTLE, May 2 /PRNewswire/ -- Aventail Corporation announced today the availability of the
industry's only standards-based Virtual Private Network (VPN) software solutions. Aventail MobileVPN
and Aventail PartnerVPN for Windows NT will begin shipping today and pricing starts at $4,995. UNIX
versions will be available at the end of this month.

Aventail MobileVPN and Aventail PartnerVPN enable organizations to securely communicate over the
Internet, allowing companies to extend the reach of their corporate intranet to customers, partners,
remote offices, and mobile employees. Aventail's adherence to standards simplifies VPN deployment,
enables interoperability, and leverages corporations' existing network investments.

"Aventail has moved the concept of a VPN to the next level. They are the only company providing a
highly secure circuit-level solution that is deployable over existing network infrastructure and has the
ability to work with a variety of authentication and encryption technologies," says Ira Machefsky, vice
president at Giga Information Group.

The Only Standards-Based VPN Product

Aventail MobileVPN and Aventail PartnerVPN are the first VPN solutions based on SOCKS v5, an
open Internet Engineering Task Force (IETF) standard. SOCKS is a distributed network security
standard that represents the next-generation of Internet security. The SOCKS protocol has received
widespread support from leading Internet vendors, including Netscape (Nasdaq: NSCP), Microsoft
(Nasdaq: MSFT), IBM (NYSE: IBM), Sterling Software (NYSE: SSW), NetManage (Nasdaq: NETM),
FTP Software (Nasdaq: FTPS), and Pointcast. NEC USA, Incorporated has been the driving force
behind SOCKS with the vision that it would be the most important communication technology for the
Internet.

Powerful Security and Management Tools

Aventail MobileVPN and Aventail PartnerVPN are the only products to support all of the popular
authentication and encryption methods, such as SSL, DES, TripleDES, CHAP, RC4, MD4, MD5, and
RADIUS. Other features include:

* Access Control Tool allows the IS administrator to specify access based on destination, source,
application usage, type of encryption and/or authentication, and specific filtering profiles.

* Protocol Filtering blocks specific JAVA, ActiveX or any other application that could demand too
much bandwidth or infect the network with a virus.

* Content Filtering blocks out objectionable content that may interfere with employee productivity.

* Traffic Monitor shows real-time inbound and outbound traffic through a graphical interface.

* Reporting and Logging Tool monitors and logs server activity so that reports can easily be produced
from any SQL supported database.

* Administration Tool enables IS managers to easily configure the server and add or modify security
or management modules.

Product Demonstrations at Networld+Interop

Aventail will be conducting product demonstrations in Booth 1710 at Networld+Interop in Las Vegas
from May 6th to 8th.

About Aventail

Aventail Corporation is the leading developer of Virtual Private Network (VPN) solutions. Aventail
software allows organizations to build session- layer VPNs so corporations can privately communicate
with mobile employees, remote offices, and business partners. Aventail's standards-based products
represent the next-level of secure communication by providing strong authentication and encryption,
customizable access controls, comprehensive monitoring, logging and reporting capabilities.

Aventail offers four security solutions: Aventail MobileVPN, Aventail PartnerVPN, Aventail Internet
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Aventail offers four security solutions: Aventail MobileVPN, Aventail PartnerVPN, Aventail Internet
Policy Manager (IPM), and Aventail AutoSOCKS. Aventail MobileVPN enables mobile or remote
employees to have secure and managed access into the corporate network. Aventail PartnerVPN
allows a company to extend their network to customers, suppliers, remote offices or corporate
partners. Aventail IPM allows corporations to control and implement their Internet security policies.
Aventail AutoSOCKS enables client TCP/IP applications to securely traverse existing SOCKS-based
firewalls and servers.

The company has offices in Seattle, Washington and can be contacted by phone: 888-SOCKSV5
(762-5785), fax: 206-777-5656, or email: info@aventail.com. Aventail's Web address is
www.aventail.com.

NOTE: Aventail, MobileVPN, and PartnerVPN are trademarks of Aventail Corporation. All other
brands, products, and service names mentioned are trademarks or registered service marks of their
respective owners.

SOURCE Aventail Corporation

 
-0- 05/02/97 

/CONTACT: Deanna Leung of Aventail Corporation, 206-777-5617, or deanna@aventail.com; or
Jessica Maco of Reed, Revell-Pechar, Inc., 206-462-4777, or jmaco@rrp.com/
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Copyright 1997 InfoWorld Media Group   
InfoWorld 

 
 June 23, 1997 

 
SECTION: NETWORKING: Product Reviews; Pg. 64d 
 
LENGTH: 1067 words 
 
HEADLINE: Aventail delivers highly secure, flexible VPN solution 
 
BYLINE: By Lai-Han Szeto 
 
BODY: 
For secure remote-access needs, Aventail's MobileVPN 2.0 and AutoSocks    
 2.1 comprise a virtual private network (VPN) software solution that lets you    
 monitor and maintain access to your central site via application-level    
 proxies.    
    
 Most VPN products, such as Microsoft's Steelhead technology, Digital's    
 AltaVista Tunnel, and Data Fellow's F-Secure, do not address security issues    
 beyond initial log-ins, tending to be server-centric.  Aventail has en-    
 gineered a solution that is user-centric, taking a more in-depth approach to    
 VPN implementation.    
    
 Boasting nearly unmatched interoperability with other security protocols,    
 MobileVPN and AutoSocks succeed as a VPN solution, but not without drawbacks:    
 Unidirectional data flow prohibits broadcasting and remote administration,    
 and the system requires third-party products for specific IP-layer features,    
 such as IPX encapsulation.     
    
    
 High level of security    
    
 Aventail has developed its own connectivity protocol, Socks 5, which    
 represents the next step in the evolution of the well-known Socks 4 protocol.    
 The addition of security protocols makes Socks 5 a viable VPN tool and a    
 contender to Microsoft's Point to Point Tunneling Protocol (PPTP).  Aventail    
 implements the Socks 5 protocol in the Aventail Server, the engine of its VPN    
 package.  Socks 5 is based on directed architecture, as opposed to the    
 tunneled architecture one usually associates with VPN technology.    
    
 The server establishes a unidirectional connection with a remote client    
 (AutoSocks) or second host site.  A secured user can read, write, and execute    
 to the host Server site according to the user's permission profile, but the    
 host cannot likewise carry out transactions on the user's machine.  This    
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 setup prevents an intruder from accessing both sites.    
    
 Unlike IP-based protocols such as IP Security Architecture (IPSec), a    
 tunneling protocol currently in the draft stage, Socks 5 compels a user to    
 pass permission requirements once that user passes the system perimeter.     
 Once users traverse firewalls, Socks 5 limits access to specific parts of    
 your host system.  The system locks out users from directories and    
 applications according to their permission profile.    
    
 Socks 5 performs encryption and authentication at the session layer (Layer 5)    
 of the IP packet, enabling an interoperability unmatched by most of    
 Aventail's competitors.    
    
 Aventail products support Challenge Handshake Authentication Protocol, Secure    
 Sockets Layer, and Remote Access Dial-In User Service authentication.  In    
 addition, Aventail deploys an open architecture to further enhance the    
 flexibility of its products.  Key management is compliant with Public Key    
 Cryptography Standards.  Encryption is DES and triple-DES enabled.  Recently,    
 Aventail announced Socks 5 capability with the IPSec, PPTP, and Layer 2    
 Tunneling Protocol security protocols.    
    
    
 Outside authority    
    
 MobileVPN represents an achievement in usability.  I ran my VPN server on    
 Windows NT 4.0 and used a Windows 95 client unit running AutoSocks.    
    
 MobileVPN carries handy administrative tools such as Proxy Chaining and    
 Credential Caching, as well as myriad conventional utilities for alias    
 tables, filtering, and session parameters.    
    
 AutoSocks acts as the remote-access agent that intercepts application    
 requests between the client application itself and the WinSock interface.  It    
 offers logging and configuration GUIs that resemble a miniature version of    
 MobileVPN, minus the high-level host controls.    
    
 I installed both pieces with minimal hassle, minus a certificate authority    
 component.  Aventail has no plans to become a certificate authority vendor,    
 leaving the task to third parties, such as VeriSign.  Unfortunately, this    
 extra service can cost from $290 to as much as $2,000 per year per server.    
    
 Add this to Aventail's tiered licensing scheme, and the bottom line becomes a    
 little steeper than that of most conventional VPN solutions.  Whether it is    
 worth the cost depends on the complexity of your security policies.    
    
    
 Fluctuating protocols    
    
 Implementing VPNs is not for the faint of heart or pocketbook.  Tunneling    
 protocols are maturing even as I write.  The key to maintaining a foothold in    
 the market is flexibility.  In general, developers are building modular    
 products in anticipation of the Internet Engineering Task Force's final draft    
 of IPSec.  It is hard to say what will become of Socks 5 (or Socks 6), but    
 for now it has found a little-explored niche in secured connectivity.    
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 Although MobileVPN and AutoSocks lack bidirectional communication and    
 IP-layer features, their open architecture makes them compatible with    
 multiple standards and provides a high level of security.    
    
 Lai-Han Szeto (laihan_szeto@infoworld.com) is a contract analyst at the    
 InfoWorld Test Center.    
    
    
 THE BOTTOM LINE: EXCELLENT    
    
 MobileVPN 2.0 and AutoSocks 2.1    
    
 This virtual private network (VPN) software combination offers a secure and    
 easy-to-manage remote-access solution.    
    
 Pros: Excellent proxy-level management; flexible architecture that    
 complements other VPN and security products.    
    
 Cons: Third-party products required for specific IP-layer features such as    
 IPX encapsulation; no broadcasting or remote administration.    
    
 Aventail Corp., Seattle; (888) 762-5785 (toll-free), (206) 777-5600; fax:    
 (206) 777-5656; http://www.aventail.com.    
    
 Price: $4,999 per server for fewer than 25 connections; $66 per client seat    
 for fewer than 25 seats. (Tiered pricing available.)    
    
 Platforms: MobileVPN: Unix, Windows NT; AutoSocks: Unix, Windows 3.x, Windows    
 95, Windows NT.    
    
    
 
LOAD-DATE: June 23, 1997 
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% Aventail VPN 2.5: not your father's Socks. (virtual
private network) (Socks protocol that consists of an

application-layer proxy) (Software Review)(Evaluation)

Network Computing | October 1, 1997 | Fratto, Mike

Aventail VPN 2.5, a solution that includes Aventail VPN Server 2.5 and Aventail AutoSOCKS 2.2

client, lets you and your remote users make secure, authenticated connections over IP links. The

Socks protocol is an application-layer proxy that relays TCP and User Datagram Protocol (UDP)
packets from one network to another based on a server administrator-defined set of rules.

To use Socks, you need the server running on the edge of the network (VPN Server 2.5, in this

case) and a client that redirects the connection on the client computer, such as AutoSOCKS 2.2.

The Socks 5 Protocol, which Aventail Corp.’s VPN Server and AutoSOCKS use, provides
authentication and authorization.

I tested beta versions of Aventail's latest VPN Server and the AutoSOCKS client in Network

Computing‘s lab at Syracuse University and noted their tighter integration with Windows domains,
and robust, secure authentication and authorization.

Trying On Socks for Size The VPN Server includes some new installation and management

features for network administrators. With previous versions, you had to manually add users to the

VPN Server. When a user tried to use the proxy service, the VPN Server authenticated the client

and set up a secure session, then the user namelpassword in the NT Domain controller

authenticated the user. Setting up initial access involved manually adding the users to the access
control lists.

With version 2.5, you can manage Socks through the Windows NT Domain database. More

important, you can add users both individually and in groups. The VPN Server accesses not only

the domain in which the server is participating, but other domains that are visible to it.

Adding users is a snap. in the Internet Policy Manager Configuration Tool (the VPN Server

management GUI), I added users from both the local server and the domain into a group alias.

Each NT Domain is added manually as a resource and displayed as available. By drilling down

through the users and groups, I selected individual users and groups and then added them to the

selected window. Once the users were selected, l gave the group the name "NWC Domain

Users" and closed the box. Wherever I needed to apply a rule to a set of users, I selected NWC
Domain Users.

Once groups are created, you can begin applying rules to specific group aliases. However, you

must be careful setting the filtering and access rules; when these rules are applied to NT Groups

in a group alias, they affect all the users in the NT Group. You can create VPN Server-specific

groups by adding individual users to groups in the Internet Policy Manager Configuration Tool.

Oddly enough, Aventail VPN Server does not offer any way to add individual users or NT Groups

to the filter rules without first redefining them in the Internet Policy Manager. Here, all user and

group management are meshed into one tab in the Internet Policy Manager, conveniently creating

one place to make changes. This functionality reduces the probability for conflicting names in the

rules, as well as the chance for creating loopholes in users‘ permissions. With VPN Server 2.5,

you simply create a group alias and add users and groups across any number of domains quickly

and easily.

http://business.highbeam.com/4113/article-1G 1- 1980522 5/aventail—vpn—2S—not—your-father—socks/print Page 1 of 2
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Mike Fratto can be reached at mfratto@nwc.com.

Copyright 1997 CMP Media Inc.

Fratto, Mike

Copyright Network Computing

htt ://business.hi hbeam.com/4113/article—1G1-19805225/aventail-v n-25—not— our-father-socks  

HighBeam Business is operated by Cengage Learning. © Copyright 2011. All rights reserved.
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Footloose And Fancy Free With Three Socks 5-Based Proxy
fi Servers

Network Computing l June 15, 1998 l Fratto, Mike

The sun is out, the birds are singing and we're lacing up our ‘blades for a few hours of skating. Rollerblading is rough
on the feet-your toes take a lot of abuse encased in stiff plastic and mylar netting. For relief, well-padded cotton
socks do the trick-a simple, functional, utilitarian solution. Just slip ‘em on and forget ‘em.

Network security solutions would do well to follow this example: Keep it highly functional and simple in design. Add
thorough logging and secure management, and it's much easier to tailor your security architecture.

When it comes to network security, firewalls solve many problems-and raise some, too. They keep the bad guys out,
but also block legitimate users, or at least make it more difficult to gain access.

You could open holes in your firewall to let authorized users access resources from outside the network, but you
also risk intruders sneaking through. Many firewalls have custom clients that will secure traffic over the firewall, but
they add management complexity.

Here's where you can take a page from the ’bladers' book, and look for well-chosen socks-Socks 5, or the
Authenticated Firewall Traversal protocol. It provides a way to securely allow users access across a firewall,
regardless of direction, via a standard protocol. (For more information about Socks, see ”Socks Version 5: The
UnFirewall" at www.netvvorkcomputing.com/905/905ws1.html.)

Socks 5 proxies sit between users and network servers. Unlike standard network requests, in which users access
servers directly, users connected to a Socks 5 server pass (or proxy) requests to the server-end users never are
connected directly to servers that are proxied. In this model. the Socks 5 proxy server can enforce user-access
control policies, such as filtering destinations based on address and domain name. It also allows for content filtering.

Like all network and security devices, Socks servers require specific features for successful deployment: strong
management, thorough logging and robust security. If you leverage network services such as user directories and
SNMP management, it's a good indication that you'll be able to install and scale the server with little impact on your
network.

For this review, we requested Socks 5 proxy servers that support RFC 1928, Socks Protocol Version 5 and RFC
1929 Username/Password Authentication for Socks 5. While you have the option to implement Socks 5 without
authentication, doing so essentially defeats the purpose.

We tested Aventail Corp.'s Aventail VPN Server 2.6, Deerfield.com's WinGate 2.1 and Netscape Communications

Corp.'s Proxy Server 3.5. Aventail's VPN Server took top honors with exceptional support for strong authentication
and encryption, excellent access control, leverage of network services and a host of other features. Deerfield.com‘s
WinGate and Netscape's Proxy Server both support RFC 1928 and RFC 1929, but neither offers data encryption or
strong authentication via Socks 5.

Aventail Corp. Aventail VPN Server 2.6

Aventail bets the farm on Socks 5 security. The company leverages Socks‘ modular architecture to authenticate and
encrypt sessions based on users rather than on IP addresses. Among the products we tested, VPN Server provides
the broadest support for user authentication, data encryption and access control. Its relatively simple management
platform greatly eases the complexities of configuring and managing the server. On the down side, configuration
must be accomplished locally-currently there are no remote management capabilities, and therefore server
management suffers. We also found the logging and reporting functions somewhat weak when stacked up against
the WlnGate and Proxy Server offerings.

Aventail provides a Socks 5 client called AutoSocks 2.6s. AutoSocks wraps around WinSock and "socksifies“
connections based on a set of redirection rules, which can be as simple as stating that "any traffic bound for this
network should be proxied." You can also configure applications that should not be proxied. The AutoSocks client is
set up by the end user or the administrator through configuration files, which can be distributed by e-mail or disk. All
of AutoSocks' configuration information is kept on the server, so you can maintain tight control over user access. We

http://business.hlghbeam.com/41 13 /article-1G 1—500785 12/footloose—and—fancy—free—three—socks—5 based—proxy—serve rs/print Page 1 of 4
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successfully tested the AutoSocks client with all three servers in this review, as well as with NEC Corp.'s freeware
SocksCAP client.

VPN Server is the only product in this roundup that offers encryption between the user and the server (this feature
requires the AutoSocks client). At the first connection request, the server and client negotiate an SSL (Secure
Sockets Layer) 3.0 connection, which is used to secure user authentication and configuration requests in transit.
Once a user is authenticated, the server and client can establish other encryption routines, such as DES (Data
Encryption Standard), triple-DES or RC4.

Aventail provides several options for user authentication: internal user lists, NT Domains, NDS, RADIUS and Unix

/etc/password files. Users are grouped on the server for easier management when you're building access rules. All
user management on the VPN Server is accomplished via groups-even if it's a group of one. We set up our server
using NT Domains and created a few specific user groups. Adding users and NT groups was as simple as pointing
the server to our PDC (Primary Domain Controller). Once the list was acquired, we could move users into assigned
groups on the VPN Server.

After creating a set of rules and a security policy (see "Putting On The Socks: How We Tested" on page 116),
applying them was a snap. With Aventail you tailor the rules to include "everyone" or custom groups, in which the
rules are ordered hierarchically. Of course, you can also enforce asymmetric security by applying the rules to
particular interfaces and specifying source networks. We set up our server to allow HTTP traffic from the local
network to anywhere, but denied all incoming connections. We also set up Socks to chain connections to a second
proxy sewer. Proxy chaining allows you to control access to your network as well as to your trading partner's
network.

Aventail bundles URL filtering from CyberPatrol and SmartFilter. These managed URL filters allow you to block
access to Web sites that match certain non-business-related criteria, such as those containing sports, entertainment
and adult material. While testing, we found that we were blocked from accessing some adult and sports sites, but we
were able to access wvvw.playboy.com. in addition, we were denied access to the AltaVista search engine home
page. After conferring with Aventail, we configured our server to perform reverse DNS lookups and set a ".com"
domain alias to force lP lookup on commercial sites. Though this change blocked access to Playboy and other sites
we intended to filter, it did not lift our AltaVista denial.

Lacking in Tracking Logging is central to effective network and security management. We found Aventail‘s logging
was less appealing than either WinGate or Proxy Server. Most notably, all of Aventail VPN Server's connections are
logged to a single file, which can grow significantly large as connections are made, and unlike WinGate, VPN Server
has no automatic rollover.

VPN Server logs information either to a text file or to the Windows NT Event Log. We find text—based logging more
useful, with greater detail than the Event Log provides. For example, when using the NT Event Log, you must
tediously drill down into each event to determine what an actual event means. We prefer to use event numbers,
which let you visually filter events quickly, without examining each Event Log entry.

The NT Event Log tracks some information, but filters are not included. To view filter information, you must use text-
file logging. Similarly, if you're looking for custom reporting and accounting information, you will have to write custom
scripts that parse the log and format the results.

Aventail says its next version of VPN Server, which should be available by the time you read this, will address these
shortcomings. it will simultaneously log to the NT Event Log, a static file and a logging tool for real-time detailed
logging. Aventail is also expanding the logging functionality to export log data in a format easier for spreadsheet and
other reporting tools to accept.

Deerfield.com WinGate 2.1

V\finGate is more than a Socks 5 proxy server; in addition to traditional proxy functionality, it offers full application
proxy facilities. But Deerfield.com's solution focuses on access control rather than data encryption, and unlike the
VPN Server and Proxy Sewer, it does not allow proxy chaining. WinGate offers excellent logging and incorporates
solid packet filtering, but it does not let you filter based on content.

WinGate associates user names with IP addresses only for accounting purposes, either via GateKeeper, V\finGate's

client utility, or by setting up "Assumed Users." With GateKeeper, users must log into WinGate, where their current IP
addresses will be associated with their user names. Using Assumed Users, any traffic arriving from a predefined IP
address is automatically associated with a specific user. This approach is OK if you know users‘ IP addresses
beforehand, but in the world of dynamic IP (via DHCP) or an ISP, this isn't a realistic option.

Think Globally, Act Locally We found the security and filtering configuration less straightforward than in the other two
products we tested. Access control is set through system policy (filtering) tabs at either the global level or within
individual services. Because WinGate is more than a simple proxy service, care should be taken when setting global
access-control policies. Global policies will affect all services, such as the Socks 5 proxy, HTTP proxy, SMTP proxy,

http://business.highbeam.com/41 1 3/article—1G 1—500785 12/footloose-and-fancy—free—three—socks—5 based-proxy~servers/ print Page 2 of 4
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etc. For greater control, we preferred to set access control at a service level You must decide where to set policies-
either globally or service by service-or you'll have a tough time getting correct permissions. WinGate expects to act
as a proxy. so it looks for a rule to pass incoming data, even if there are conflicting rules. Unfortunately. WinGate
offers no easy way to view configured filtering rules.

To control access to Internet sites. WinGate can set up a Elan List. a simplified filtering system that lets you take one
of two security positions: "everything not allowed is denied" or "everything not denied is allowed." You configure the
Ben List by allowing access to entire sites. regardless of the service the user is attempting to use. For example. we
configured our WinGate to deny access to zdnetcom. For finer control. you can set up access permissions via the
Advanced tab in the Socks service. For example, we blocked access to ZDnet's FTP site but not its Web site
{though in Netscape it shows up as a network error rather than an access denial].

WinGate offers an HTTP proxy service. which lets you simplify management by setting up the Soclrs 5 service to use
the HTTP access policies for HTTP requests received through Socks. Instead of making the same rules in both
services or forcing users to configure their browsers for proxy access, leveraging an existing HTTP ensures HTTP
access is uniformly applied. Unlike Proxy Server. WinGate doesn't make users configure an HTTP proxy in their
browsers—as long as their HTTP traffic is "soclrsified."

To authenticate any user against WinGate. you must use Gatel<eepei. which allows WinGate to relate incoming user
names with lP addresses. Without GateKeeper. users are not authenticated and appear as guests on WinGate's
management station. Unauthenticated users are tracked in a separate guest log.

We found WinGate's logging to be very thorough, offering varying levels of detail that can be set for both users and
the service. Vlfint-‘iate keeps two separate logs. allowing users to correlate events between users and service
statuses. The service log tracks seivicespecific information. such as access. configuration changes, start-and-stop
status_. and errors or service events. User logs track specific access. showing each separate proxy access on its own
line. We liked the way WinGate's logging calculates access charges based on byte counts. Charges are calculated
per file transfer and can easily be accumulated by a third—party program The system can be configured to roll over
logs at preset intervals for easier file management.

Unlike in Proxy Server. users show up in the management station as they access services through WinGate. Guests
do, too. but only as long as they are actually using a service. This allows real-time monitoring of who‘s on the
system. Unfortunately. Socks 5 user sessions are treated as dynamic. when in fact they are static

Netscape Communications Corp. Netscape Proxy Server 3.5

Like WinGate. Netscapes Proxy Server is more than a Socks 5 server; it lets you proxy HTTP, FTP and Gopher
connections. Proxy Server is easy to configure and manage. and offers the most intuitive. straightforward
management interface among the products we tested. if you‘re comfortable building packet-filtei' rules. for example.
configuring Socks 5 filtering will be a snap. Although we found initial connections to be somewhat slower than with
either VPN Server or WinGate. we suspect this was due to Web caching, not server load.

Setting up filtering was a breeze. With Pnoxy Senier. you just set the address fields. port numbers and configuration.
After setting our "everything not allowed is denied" rule. we were pleased to see Proxy Server's paclaetv-filter rules
processed in the order they're entered (from top to bottom); when Proxy Server finds a match. it processes the
connection. You have good control over the way connections are made. as packet filtering is hierarchical rather than
driven by connection or service type.

Unfortunately. we were unable to configure Proxy Servers URL filters to block access to specific Web sites. Unlike
WinGate. which lets you apply an HTTP filter to the proxy, Proxy Server demands that all browsers be set up to
proxy HTTP through Proxy Server. This defeats some of the advantages of using Socks 5-you must set up filtering
in two places. or have users alter their local configurations to send HTTP to Proxy Server Using Socks 5. we filtered
HTTP tags. such as Java applets and Javascript. without having to redirect users to the URL filter

While testing Netsca-ipe's filter Rule Manager. we hit a snag attempting to set a filter rule specifying a destination
address and port number. The destination address kept showing up in the source port field. We were offered the

following solution: Edit the socl<5.conf file by hand and reapply the changes to Proxy Server. then restart the Socks
server The rule continued to be swapped back and font: on each successive save and apply N9i5C‘='=‘De promises a
fix is forthcoming

Logging for Socks 5 information was extensive. with great detail about who is making connections. where they are
connecting and how much data is being transferred. A complete log entry has two lines: the request. which shows
date and time of connection and destination. and a line showing how much data was sent and received while
processing the connection Denials of service are also logged. showing who is running up against filler rules and
how often.

Mike Fratto can be reached at mfratlo@nwc com.

Putting On The Socks. How We Tested
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In this review we were interested in the management and security issues surrounding Socks 5 implementations.
Major stumbling blocks to the rollout of protocols such as Socks include the impact and management overhead
involved when integrating them into an existing security framework. We particularly kept an eye on how each of
these servers leverage existing network services for user management and event logging for auditing and
accounting.

For our setup, we configured each solution to allow some internal users out onto the Internet, but only after they had
authenticated to the Socks server. And we attempted to restrict HTTP access to non—business—related sites with
sports, entertainment and adult content. In addition. we wanted to track usage (per user) and destination
information. Access by external users to specific servers on our internal LAN was granted only after users
authenticated to the Socks server. External users could access our internal Web server and internal FTP server for

downloads only.

We set up each server on a 200-MHz Pentium Pro with 128 MB of RAM and two 3Com Corp. 3C509 10/100
network adapters. The servers straddled our internal and external networks, forcing all traffic to traverse the Socks
server. We used similarly configured servers for the Socks proxy chain. A Cisco Systems 4700 router tied the
networks together. Meanwhile, we installed Aventail Corp.'s AutoSocks 2.3 and NEC Corp.'s freeware SocksCAP on
Windows 95 clients. Each client was configured similarly, and we redirected specific network traffic to the Socks
server while directly connecting all other traffic.

Copyright 1998 CMP Media lnc.

June 15, 1998

Fratto, Mike

Copyright Network Computing

htt ://business.hi hbeam.com/4113/article-1G1-50078512/footloose-and-fanc -free-three-socks-5based- rox -
servers
    

HighBeam Business is operated by Cengage Learning. © Copyright 2011. All rights reserved.
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Welcome to the Aventail Connect 3.01/2.51 secure Windows client for 16- and 
32-bit Windows applications. The client component of the Aventail ExtraNet 
Center, Aventail Connect is a secure proxy client based on SOCKS 5, the IETF 
standard for authenticated firewall traversal. Aventail Connect delivers enhanced 
security and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects WinSock calls and reroutes them based upon a set of 
routing directives (rules) assigned when Aventail Connect is configured. (For 
more information about WinSock, TCP/IP, and general network communications, 
see “Getting Started.”)

On larger networks, Aventail Connect can address multiple SOCKS 5 servers 
based on end destination and type of service. This feature enables network 
administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability 
to encrypt inbound or outbound information.

Features of Aventail Connect:

• Aventail Connect supports X.509 client certificates for strong authenti-
cation with SSL (when encryption is enabled)

• Automated Customizer utility simplifies client configuration, distribution, 
and installation 

• SSL compression detects low bandwidth connections and compresses 
encrypted data (when encryption is enabled)

• Secure Extranet Explorer (via Extranet Neighborhood icon on desk-
top) allows users to securely access Windows or SMB hosts over an 
extranet connection (Windows 95, Windows 98, and Windows NT 4.0 
only) 

• Supports WinSock 2.0 (LSP) applications in Windows 98, and Windows 
NT 4.0, and WinSock 1.1 and WinSock 2.0 applications in Windows 95

• Supports WinSock 1.1 applications in Windows 3.1, Windows for Work-
groups 3.11, and Windows NT 3.51

• MultiProxy feature allows you to use a SOCKS server or an HTTP 
proxy to control outbound access

• Allows the use of port ranges for redirection rules
• Provides integration with SoftID™ and SecurID™ tokens
• Provides automated installation and uninstallation
• Credential cache timeout feature allows administrators to specify when 

credentials expire
• Provides optional password protection for configuration files
• Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929) 

standards

In t ro d u c t io n
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• Enables network redirection through successive extranet (SOCKS) 
servers

• Includes a logging utility to troubleshoot problems with network connec-
tions

• Includes a Configuration wizard for simplified step-by-step creation of 
configuration files

• Allows internal network connections to pass through without interfer-
ence

• Supports multiple authentication methods including SOCKS v4 identifi-
cation, username/password, CHAP, CRAM, HTTP Basic (username/
password), and SSL 3.0

.

SEE ALSO: For more information on the differences between 
Aventail Connect 3.01 and Aventail Connect 2.51, 
see “What Does Aventail Connect Do?” in the Admin-
istrator’s Guide.

NOTE: Not all versions of Aventail Connect have encryption 
enabled.
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ABOUT THIS DOCUMENT
This Administrator’s Guide provides basic information about Aventail Connect. It 
includes entry-level data for non-technical users, plus installation, setup, and 
configuration information for network administrators. This information is also 
available via Aventail Connect Help and the Aventail Web site at
http://www.aventail.com/content/products/docs/.

DOCUMENT ORGANIZATION
This document is divided into three main sections: Administrator’s Guide, Utili-
ties Reference Guide, and Troubleshooting. 

The Administrator’s Guide describes procedures for setting up, installing, and 
configuring Aventail Connect for individual and multiple networked workstations. 
It also describes how to create a customized Aventail Connect package for distri-
bution to multiple users.

The Utilities Reference Guide describes the Aventail Connect system menu 
commands and utility programs. It contains detailed information about using the 
S5 Ping utility and the Logging Tool, and documents the authentication/encryp-
tion modules and settings.

The document concludes with Troubleshooting and the Glossary.

You can also use the Quick Start Card, a short document designed to help you 
install Aventail Connect to an individual workstation, and the Aventail Connect 
flowchart, at
http://www.aventail.com/contents/solutions/presentations/quickstart/
vpnclient.pdf.
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DOCUMENT CONVENTIONS
The following typographic conventions are used in this document. Exceptions 
may be made for online material; for instance, italics may be difficult to read 
online.

Convention Usage

Courier font Filenames, extensions, directory names, 
keynames, and pathnames.
Command-line commands, options, and portions 
of syntax that must be typed exactly as shown.

Bold Dialog box controls (Edit… buttons), e-mail 
addresses (support@aventail.com), URLs, 
(www.aventail.com), and IP addresses 
(165.121.6.26).

Italic Placeholders that represent information the user 
must insert.

SEE ALSO: A reference to additional useful information.

NOTE: Information the user should be aware of to increase 
understanding and/or efficiency of the software.

CAUTION: An operational item that the user should be aware of to 
avoid a network policy/software conflict, or lapse, which 
may create a MINOR security flaw.

WARNING: An operational item that the user should be aware of to 
avoid a network policy/software conflict, or lapse, which 
may create a SERIOUS security flaw.
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AVENTAIL TECHNICAL SUPPORT
Contact Aventail Technical Support if you have questions about installation, con-
figuration, or general usage of Aventail Connect. Refer to the Aventail Support 
Web site, at http://www.aventail.com/index.phtml/support/
online_support.phtml, or the Aventail Knowledge Base, at
http://www.aventail.com/index.phtml?page_id=03110000, for the latest tech-
nical notes and information. Refer to the readme.txt documentation for addi-
tional information not included in the Administrator’s Guide.

Aventail Technical Support:
Web site: http://www.aventail.com/index.phtml/support/index.phtml
E-mail: support@aventail.com
Phone: 206.215.0078
Fax: 206.215.1120

ABOUT AVENTAIL CORPORATION
Aventail Corporation is the leading vendor of extranet software. Its extranet solu-
tions allow organizations to secure their networked communications and man-
age their employees’ access to the Internet. Building an extranet gives 
organizations the ability to dynamically create a private communication or data 
channel over the Internet. Aventail’s adherence to open security standards sim-
plifies extranet deployment, enables interoperability, and leverages corporations’ 
existing network investments. Its extranet solutions allow companies to extend 
the reach of their corporate extranets to customers, partners, remote offices, and 
worldwide employees.

Aventail Corporation
808 Howell Street, Second Floor
Seattle, WA  98101
Phone:206.215.1111
Fax:206.215.1120
http://www.aventail.com/
info@aventail.com

An aventail is a piece of chainmail armor worn around the neck area. In the 14th 
century, knights wore an aventail to protect themselves while in combat. Today, 
Aventail continues the tradition of protection by allowing organizations to 
securely communicate over the Internet.
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This section includes procedural and background information on installing Aven-
tail Connect on both single and networked workstations. It includes:

• "Getting Started," with brief explanations of network security and com-
munications

• Definitions of SOCKS and Aventail Connect
• Aventail Connect platform and installation requirements, with an intro-

duction to WinSock 2.0 and LSP architecture
• "Installing Aventail Connect," which includes network diagrams of 

Aventail ExtraNet Center and SOCKS v4-based server configurations
• Directions on how to create and edit configuration files, and an intro-

duction to the Aventail Customizer

GETTING STARTED
If you are new to Aventail Connect technology, the following section will help you 
understand what Aventail Connect is and does, and its relationship to network 
security in general.

NETWORK SECURITY IN A NUTSHELL
Escalating security threats are forcing companies to seek ways to safeguard 
their corporate networks and the information they exchange. The first response 
to these concerns has been the development of security firewalls—software bar-
riers that control the flow of information. But firewalls are not designed to handle 
complex security issues, such as monitoring network usage, providing private 
communication over public networks, and enabling remote users to gain secure 
access to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (IETF)-approved security 
protocol targeted at securely traversing corporate firewalls. SOCKS was origi-
nally developed in 1990, and is now maintained by NEC. SOCKS acts as a cir-
cuit-level proxy mechanism that manages the flow and security of data traffic to 
and from your local area network (LAN) or extranet. An application whose traffic 

             A d m in is t r a t or’s  G u id e

NOTE: Aventail understands the importance of a flexible, easy-to-use 
installation process. If you have feedback regarding the Aventail 
Connect installation procedures, or if there are additional features 
you want to see implemented, please e-mail comments to sup-
port@aventail.com. Your input is appreciated.
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is proxied by SOCKS is considered “socksified.” SOCKS is more than a stan-
dard security firewall. Other features:

• Client Authentication: (SOCKS v5 only) Authentication allows network 
managers to provide selected user access to internal and external 
areas of a network.

• Traffic Encryption: (SOCKS v5 only) Encryption ensures that network 
traffic is private and secure.

• UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) traffic 
has traditionally been difficult to proxy, with the exception of SOCKS v5.

• Aventail Connect supports X.509 client certificates within SSL: Includes 
a Certificate wizard for generating and processing client certificate 
requests.

• Cross-Platform Support: Unlike many other security solutions, SOCKS 
can be used on various platforms, such as Windows NT, Windows 95, 
Windows 98, and various forms of UNIX.

WHAT IS AVENTAIL CONNECT?
Aventail Connect is the client component of the Aventail ExtraNet Center. Aven-
tail Connect works with the Aventail ExtraNet Server, the SOCKS 5 server com-
ponent of the Aventail ExtraNet Center. You can use Aventail Connect as a 
simple proxy client for managed outbound access, and for secure inbound 
access.

Aventail Connect automates the “socksification” of Transmission Control Proto-
col/Internet Protocol (TCP/IP) client applications, making it simple for worksta-
tions to take advantage of the SOCKS v5 protocol. When you run Aventail 
Connect on your system, it automatically routes appropriate network traffic from 
a WinSock application to an extranet (SOCKS) server, or through successive 
servers. (WinSock is a Windows component that connects a Windows PC to the 
Internet using TCP/IP.) The SOCKS server then sends the traffic to the Internet 
or the external network. Network administrators can define a set of rules that 
route this traffic.

Aventail Connect is designed to run transparently on each workstation, without 
adding overhead to the user’s desktop. In most cases, users will interact with 
Aventail Connect only when it prompts them to enter authentication credentials 
for a connection to a secure extranet (SOCKS) server. Users may also occasion-
ally need to start and exit Aventail Connect, although network administrators 
often configure it to run automatically at startup. Aventail Connect does not 
require administrators to manually establish an encrypted tunnel; Aventail Con-
nect can establish an encrypted tunnel automatically.

To understand Aventail Connect, you first need to understand a few basics of
TCP/IP communications. 

NOTE: Not all versions of Aventail Connect include the SSL module for 
encryption.
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TCP/IP COMMUNICATIONS
Windows TCP/IP networking applications (such as telnet, e-mail, Web browsers, 
and ftp) use WinSock (Windows Sockets) to gain access to networks or the 
Internet. WinSock is the core component of TCP/IP under Windows, and is the 
interface that most Windows applications use to communicate to TCP/IP. 

WINSOCK CONNECTION TO A REMOTE HOST
Via WinSock, an application goes through the following steps to connect to a 
remote host on the Internet or corporate extranet:

1. The application executes a Domain Name System (DNS) lookup to convert 
the hostname into an Internet Protocol (IP) address. If the application already 
knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host. This 
causes the underlying stack to begin the TCP handshake, when two comput-
ers initiate communication with each other. When the handshake is complete, 
the application is notified that the connection is established, and data can then 
be transmitted and received.

3. The application sends and receives data.
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WHAT DOES AVENTAIL CONNECT DO?
Aventail Connect slips in between WinSock and the underlying TCP/IP stack. 
(See diagram below.) As an application that sits between WinSock and the TCP/
IP stack, Aventail Connect 3.01 is a Layered Service Provider (LSP). Aventail 
Connect can change data (compressing it or encrypting it, for example) before 
routing it to the TCP/IP stack for transport over the network. The routing is deter-
mined by the rules described in the configuration file.

Windows TCP/IP applications and Aventail Connect have no direct contact with 
one another; instead, each of them communicates through WinSock. Multiple 
LSP applications can be installed at the LSP level.

_w, TepM' "PIkotoo 
(u,e, el her_Soc, 1.1 c< 

_Soc,2) 

",,,,,,,,,1.1 

_Soc, 2 

Aventail Connect 
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When the Aventail Connect LSP receives a connection request, it determines 
whether or not the connection needs to be redirected (to an Aventail ExtraNet 
Server) and/or encrypted (in SSL). When redirection and encryption are not nec-
essary, Aventail Connect simply passes the connection request, and any subse-
quent transmitted data, to the TCP/IP stack.

The two most popular versions of WinSock are version 1.1 and version 2. Aven-
tail Connect 3.01, like all LSPs, requires WinSock 2.0; WinSock 1.1 does not 
support LSPs. WinSock 2.0 includes backward-compatibility with all WinSock 
1.1 applications. Not every platform supports WinSock 2.0 and its LSP structure.

• Windows 98 and Windows NT 4.0 support WinSock 2.0 natively. (Win-
dows NT 4.0 requires Service Pack 3 or above, available from 
Microsoft.)

• Windows 95 supports WinSock 1.1. Windows 95 can also support Win-
Sock 2.0, but you must install a Microsoft patch to add support for Win-
Sock 2.0.

• Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 do 
not support WinSock 2.0; they support only WinSock 1.1.

For those platforms that do not support WinSock 2.0 and LSP applications, 
Aventail includes Aventail Connect 2.51 on the Aventail Connect 3.01/2.51 CD. 
Aventail Connect 2.51 was designed for operating systems that support only 
WinSock 1.1. For Windows 3.1, Windows for Workgroups 3.11, or Windows NT 
3.51 operating systems, setup will install Aventail Connect 2.51. If you are work-
ing on a Windows 95 operating system, setup will detect whether you have 
installed the Microsoft Windows 95 WinSock 2.0 Update. If setup detects the 
Microsoft update, which upgrades Windows 95 to support WinSock 2.0, setup 
will install Aventail Connect 3.01. If setup does not detect the Microsoft update, it 
will install Aventail Connect 2.51.

The Aventail Connect 2.51 user interface is identical to that of Aventail Connect 
3.01; however, Aventail Connect 3.01 includes MultiProxy (see “Multiple Firewall 
Traversal”). Aventail Connect 2.51 does not include MultiProxy.

In the future, more Windows applications may require WinSock 2.0.

During installation, setup determines which version of Aventail Connect to install. 
On WinSock 2.0 platforms, Aventail Connect 3.01 is installed. On WinSock 1.1 
platforms, Aventail Connect 2.51 is installed. The following table shows how 
setup determines which version of Aventail Connect to install.

NOTE: Aventail Connect does not alter or replace WinSock or any other 
core TCP/IP components (files) provided by the operating system.
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You can create custom packages that include one or both versions of Aventail 
Connect (3.01 and 2.51) Setup will determine which version to install on each 
workstation. (For more information, see “Customizer.”)

WINDOWS 95 AND WINSOCK
The Microsoft Windows 95 WinSock 2.0 Update upgrades WinSock 1.1 to Win-
Sock 2.0 in Windows 95. This patch (filename w95ws2setup.exe) is available 
from the Microsoft Web site, at http://www.microsoft.com/windows/down-
loads/contents/Updates/W95Sockets2/default.asp. Unless you need specific 
Aventail Connect 3.01 features, Aventail recommends that you do not upgrade 
from WinSock 1.1 to WinSock 2.0. If you do not upgrade to WinSock 2.0, Aven-
tail Connect 2.51 will be installed.

If you do need to install the Microsoft Windows 95 WinSock 2.0 Update, follow 
the instructions provided by Microsoft. Reboot your computer after upgrading, 
prior to installing Aventail Connect.

HOW DOES AVENTAIL CONNECT WORK?
The following three steps are identical to standard WinSock communications 
steps described above; however, nested inside them are additional actions and 
options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hostname to an IP address. 
If the application already knows the IP address, this entire step is skipped. 
Otherwise, Aventail Connect does the following:

• If the hostname matches a local domain string or does not match a redi-
rection rule, Aventail Connect passes the name resolution query 
through to the TCP/IP stack on the local workstation. The TCP/IP stack 
performs the lookup as if Aventail Connect were not running.

• If the destination hostname matches a redirection rule domain name 
(i.e., the host is part of a domain we are proxying traffic to) then Aventail 
Connect creates a false DNS entry (HOSTENT) that it can recognize 

Operating System WinSock Support Aventail Connect Version 
Installed

Windows 98,
Windows NT 4.0

WinSock 2.0 Aventail Connect 3.01

Windows 95 With Microsoft 
patch: WinSock 2.0

Aventail Connect 3.01

Without Microsoft 
patch: WinSock 1.1

Aventail Connect 2.51

Windows 3.1,
Windows for Workgroups 3.11,
Windows NT 3.51

WinSock 1.1 Aventail Connect 2.51
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during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server 
performs the hostname resolution.

• If the DNS proxy option is enabled and the domain cannot be looked up 
directly, Aventail Connect creates a fake DNS entry that it can recog-
nize later, and returns this to the calling application. The false entry tells 
Aventail Connect that the DNS lookup must be proxied, and that it must 
send the fully qualified hostname to the SOCKS server with the SOCKS 
connection request.

2. The application requests a connection to the remote host. This causes the 
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that 
data may now be transmitted and received. Aventail Connect does the follow-
ing:

a. Aventail Connect checks the connection request.

• If the request contains a false DNS entry (from step 1), it will be 
proxied.

• If the request contains a routable IP address, and the rules in the 
configuration file say it must be proxied, Aventail Connect will call 
WinSock to begin the TCP handshake with the server designated 
in the configuration file.

• If the request contains a real IP address and the configuration file 
rule says that it does not need to be proxied, the request will be 
passed to WinSock and processing jumps to step 3 as if Aventail 
Connect were not running.

b. When the connection is completed, Aventail Connect begins the 
SOCKS negotiation.

• It sends the list of authentication methods enabled in the configu-
ration file.

• Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

• It then sends the proxy request to the extranet (SOCKS) server. 
This includes either the IP address provided by the application or 
the DNS entry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect notifies 
the application. From the application’s point of view, the entire SOCKS 
negotiation, including the authentication negotiation, is merely the TCP 
handshaking.

3 The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, Aven-
tail Connect encrypts the data on its way to the server on behalf of the appli-
cation. If data is being returned, Aventail Connect decrypts it so that the 
application sees cleartext data.
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AVENTAIL CONNECT PLATFORM REQUIREMENTS
The following table lists the minimum system requirements for each of the plat-
forms that Aventail Connect supports.

Aventail Connect 3.01 runs on the following operating systems:

• Windows 98
• Windows NT 4.0 (with Service Pack 3 or above, available from 

Microsoft)
• Windows 95, with the Microsoft WinSock 2.0 update (To install Aventail 

Connect 3.01, you must upgrade Windows 95 with the Microsoft Win-
Sock 2.0 update prior to Aventail Connect installation and setup. If you 
do not install the Microsoft patch, Aventail Connect 2.51 will be 
installed. For more information, see “What Does Aventail Connect 
Do?”.)

Aventail Connect 2.51 runs on the following operating systems:

• Windows 3.1
• Windows for Workgroups 3.11
• Windows NT 3.51
• Windows 95, without the Microsoft WinSock 2.0 update (If you do not 

upgrade Windows 95 with the Microsoft WinSock 2.0 update, Aventail 
Connect 2.51 will be installed. For more information, see “What Does 
Aventail Connect Do?”.)

Platform Processor RAM Extranet (SOCKS) Server

Windows 98; 
Windows NT 4.0 
(requires 
Microsoft Service 
Pack 3 or above)

x86-based or 
Pentium personal 
computer

16 MB Network-accessible 
SOCKS v4 or v5 compliant 
server

Windows 95; 
Windows NT 3.51

x86-based or 
Pentium personal 
computer

8 MB Network-accessible 
SOCKS v4 or v5 compliant 
server

Windows 3.1; 
Windows for 
Workgroups 3.11

x86-based or 
Pentium personal 
computer

4 MB Network-accessible 
SOCKS v4 or v5 compliant 
server

NOTE: A WinSock-compatible 16- or 32-bit TCP/IP application must be 
installed and configured prior to running Aventail Connect. This 
can be the Microsoft-provided TCP/IP stack or a third-party TCP/
IP stack.

Petitioner Apple Inc. - Exhibit 1043, p. 166



Administrator’s Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 14

INTERFACE FEATURES
The following table lists the interface features for each platform. Each of these 
features is discussed in greater detail later in the Administrator’s Guide.

INSTALLATION SOURCE MEDIA
Regardless of platform, Aventail Connect can be delivered on CD or as a net-
work-delivered, self-extracting archive file.

• CD: The CD contains the Aventail Connect setup program, 
setup.exe. The setup program allows for an administrative setup. It 
also contains the Administrator’s Guide and the User’s Guide in the 
\docs directory, formatted for Adobe® Acrobat Reader.

• Network-delivered Source Media: The network-delivered source 
media is a self-extracting archive containing the required disk/directory 
structure within the archive file. The executable automatically extracts 
the Aventail Connect installation files and initiates setup. The archive 
filename will be similar to as30s.exe. This archive, or package, will 
also be available on the CD (located in the Utilities directory) to be used 
with the Customizer application. For more information, see the “Cus-
tomizer” section.

Platform Start Aventail 
Connect

Display 
System 
Menu

Open Secure 
Extranet 
Explorer

View 
Program 
Icon

Hide 
Program 
Icon

Windows 95,
Windows 98,
Windows NT 
4.0

Start\Programs
\Aventail 
Connect menu

Right-click 
Aventail 
Connect 
icon in 
system tray

Double-click 
Extranet 
Neighborhood 
icon on 
desktop

In system 
tray

Not 
available

Windows 3.1,
Windows for 
Workgroups 
3.11,
Windows NT 
3.51

Aventail 
Connect icon 
in Aventail 
Connect 
program group 
window

Click 
Aventail 
Connect 
icon in 
Aventail 
Connect 
program 
group 
window

Not available Minimized 
on desktop

Configure 
during 
setup
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INSTALLING AVENTAIL CONNECT
After your Aventail ExtraNet Server is set up, Aventail Connect can be installed 
to a single workstation or to multiple networked workstations. In either case, you 
must perform an initial installation of the software and create one or more config-
uration (.cfg) files. This procedure is described under "Individual Installation." 
Once the initial installation is complete, you can then install to a series of net-
worked computers using the instructions and information described under “Net-
work Installation.”

If you are upgrading from an earlier version of Aventail Connect (VPN Client or 
AutoSOCKS), the following message may appear on your screen if you install a 
custom setup package using Aventail Customizer. This is not an error message. 
If this message appears, click OK and reboot your computer.

CONFIGURATION FILES
Integral to the initial installation of Aventail Connect is deciding how SOCKS traf-
fic will be redirected through the network. Network redirection rules (used to 
determine if and how SOCKS redirection will occur) are defined in the Aventail 
Connect configuration (.cfg) file. Configuration files are initially created at the 
end of the installation process; however, you can add, edit, and remove configu-
ration files at any time using the Config Tool (in Windows 95, Windows 98, or 
Windows NT 4.0 via the Aventail icon in the system tray on the taskbar; in Win-
dows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 via the Aventail 
Program Group). The process of creating one or more configuration files is 
described under “Configuring Aventail Connect.”

If you are installing Aventail Connect on multiple networked workstations, refer 
to “Network Installation” to determine the best method for maintaining and dis-
tributing configuration files. You can then proceed through the initial installation. 
The Installation Wizard will guide you through the steps, culminating with the 
option to create a configuration file.

CUSTOMIZED CONFIGURATION AND DISTRIBUTION
The Aventail Customizer is a utility that allows network administrators to custom-
ize Aventail Connect installation packages for distribution to multiple client work-

NOTE: To install or uninstall Aventail Connect on Windows NT 
machines, you must have administrative privileges on the 
machine (but not necessarily on the domain).
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stations. Giving network administrators control over how setup packages are 
configured eliminates the need for end users to make installation and setup deci-
sions at their workstations. The installation package is a self-extracting execut-
able file. You can customize this file by adding license file, configuration file, or 
setup information for different authentication and encryption policies to meet var-
ious client-access needs of individuals or workgroups. You can customize con-
figurations for multiple users and then distribute the package, providing easy 
access, download, and installation for users. You can reconfigure the Aventail 
Connect installation package anytime your network topology or security profiles 
change.

For more information about the Aventail Customizer, see the “Customizer” sec-
tion.

INDIVIDUAL INSTALLATION
Before running setup, close all open Windows applications.

To install Aventail Connect

1. Installation procedures vary slightly, depending on which media source you 
use:

• If you are installing directly from CD-ROM, run setup.exe from the 
Aventail Connect directory.

• If you are installing from a network-delivered self-extracting archive, 
simply execute the archive file. This will extract the installation files and 
automatically launch the setup program.

The Aventail Connect installation wizard then guides you through the process 
of installing the Aventail Connect application.

2. At the end of the setup program you can select the Yes, I want to view the 
README file box in the Setup Complete dialog box. This opens the 
readme.txt file, which contains the latest information on Aventail Connect.

-OR-

Simply click Finish to complete the setup program.

NOTE: You will be asked during the installation procedure if you would 
like Aventail Connect to be run automatically during startup. In 
most cases, you will select the yes option. Exceptions to this can 
be determined by the network administrator.
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3. The setup program will then ask you if you want to restart your machine now 
or later.
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4. After restarting your PC, Aventail Connect will launch automatically if, during 
installation, you chose “yes” when asked if Aventail Connect should be added 
to your startup directory. (If you selected the no option during installation, start 
Aventail Connect from the Programs menu.)

5. Aventail Connect will ask you if you want to run the configuration wizard.

If you click Yes, then the configuration wizard will launch to help you create a 
new configuration file.

If you click No, then Aventail Connect will ask you to select a configuration 
file.

6. After creating or selecting a configuration file, Aventail Connect will finish its 
installation procedure.

To uninstall Aventail Connect

The procedure to uninstall (remove) Aventail Connect varies depending on 
whether you are running a 16- or 32-bit Windows operating system.

• To uninstall Aventail Connect from Windows 95, Windows 98, and Win-
dows NT 4.0, double-click Add/Remove Programs in the Control 
Panel window, click Aventail Connect on the list of programs on the 
Install/Uninstall tab, and click Add/Remove.

• To uninstall Aventail Connect on Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51, use the Uninstall icon in the Aven-
tail Connect program group.

NETWORK INSTALLATION
In general, the process of installing Aventail Connect to multiple networked 
workstations involves selecting a file server to use, creating a staging area for 
the Aventail Connect software, and placing the Aventail Connect package in a 
shared network directory or other publicly accessible location. Additional options 
include adding a default configuration file, license file, certificate and roots files, 
and SEEHosts files. You must place Aventail Connect files on a network drive 
that can be accessed as a mapped drive or, for Microsoft networks, via a UNC 
path name (\\computer_name\share_name\Connect).
An executable archive file (with a filename similar to as30s.exe) automatically 
extracts the Aventail Connect installation files and initiates setup. This archive, 
or package, is located in the Utilities directory of the CD and can be used in con-
junction with the Customizer application. The package can also be manually 
configured to suit your network specifications. The default package includes all 
of the core Aventail Connect files, but does not include the custom network infor-
mation.

NETWORKED CONFIGURATION FILE SETUP
There are a number of ways to set up networked client configuration files. These 
are the most common:
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• Client configuration file shared on a mapped network drive (Novell or 
Microsoft)

• Client configuration file distributed via a Microsoft UNC path and file-
name

• Local client configuration file common for all users, but distributed via 
an Aventail Connect package

ADMINISTRATOR-MAINTAINED SHARED CONFIGURATION FILES
This is the most desirable configuration method—multiple workstations sharing 
one or more administrator-maintained configuration files located in a common 
directory. The network administrator maintains the configuration file, and the 
administrator can quickly adapt any changes to network topology through a sin-
gle configuration file. For example:

• A single networked (usually read-only) configuration file is shared by 
more than one client workstation. This method is appropriate when mul-
tiple workstations share identical traffic routing rules.

• Multiple configuration files are shared by multiple workstations. This 
option is useful when you have workstations organized into functional 
groups (engineering, marketing, accounting, etc.) with group-specific 
redirection rules.

SHARED CONFIGURATION FILE DISTRIBUTION
Shared configuration files can be easily distributed and, if necessary, updated 
via the network. Aventail recommends that you test all configuration files before 
distribution.

To distribute a shared configuration file

There are three methods for distributing shared configuration files.

• Copy the file to a Microsoft or Novell network drive accessible by all 
users. Make sure that users configure Aventail Connect to load the con-
figuration file located on the mapped drive. You can preconfigure this 
information for users from a package install.

-OR-

• Copy the file to a Microsoft Windows workstation supporting UNC-shar-
ing for file resources. (Both the 16- and 32-bit versions of Aventail Con-
nect support specification of the configuration file using the Microsoft 
UNCs.) This distribution method has all the benefits of placing the file 
on a network mapped drive with the added bonus of convenience—
users do not need to actually map the network drive.

-OR-

• Create a shared configuration file to be installed on workstations during 
the standard Aventail Connect installation/upgrade process. (You can 
build the configuration file into a package with Customizer.) Whenever 
Aventail Connect is installed or updated, it will automatically copy the 
shared configuration file to the user’s workstation and set Aventail Con-
nect to use it.
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You can create and distribute shared configuration files with the Aventail Cus-
tomizer. This automated wizard allows you to create custom setup packages for 
multiple users and then store the packages in a networked directory, providing 
easy access, download, and installation for users. You can include multiple local 
and/or remote configuration files.

ADMINISTRATIVE SETUP
There are two ways to install Aventail Connect: from the setup program 
(setup.exe), or from a setup package that you create using the Aventail Cus-
tomizer. The setup program (setup.exe) allows you to manually install Aventail 
Connect. With the Aventail Connect setup package, you can select options that 
will customize setup based on your unique network environment. You can cus-
tomize the setup package through the Customizer Editor or the Customizer Wiz-
ard. The Customizer Editor is a dialog box that allows you to manually enter or 
modify information about your custom installation package. The Customizer Wiz-
ard walks you through each step of creating a custom installation package. 
Aside from the user-interface differences, the Customizer Wizard and the Cus-
tomizer Editor are identical. You can use both the Customizer Wizard and the 
Customizer Editor to create or modify a setup package. For example, you can 
create a package using the Customizer Wizard, then modify it with the Custom-
izer Editor.

CUSTOMIZER
The Aventail Customizer simplifies and customizes the installation and setup 
process. Network administrators can reconfigure the self-extracting executable 
installation package (included in the Customizer directory of the distribution CD) 
to meet the various client-access needs of individuals or workgroups. Custom-
izer offers a centralized approach to network configuration; network administra-
tors may select the unattended setup mode, which eliminates the need for 
individual users to answer any setup configuration questions. Specifying unat-
tended mode will cause the setup program to automatically install using default 
values for any options not explicitly specified.

The setup program (setup.exe) allows users to select any available setup 
options during installation of Aventail Connect. Customizer modifies the setup 
control file of a custom package; this file controls all of the settings within the 
setup package, before users receive the setup package. With a customized 
package, users will receive an installation package based on the administrator’s 
defined settings.

As Customizer allows you to select various options to suit your setup and instal-
lation needs, the size of the setup package will vary, depending on which options 
you select. If size of the setup package is a concern, select setup options care-
fully to keep the package size manageable.

The Aventail Connect CD includes both versions of Aventail Connect (3.01 and 
2.51). You can create custom packages that include one or both versions of 
Aventail Connect; setup will determine which version to install on each worksta-
tion. (For more information, see “What Does Aventail Connect Do?”)
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Aventail Connect requires a valid Aventail license file (aventail.alf) and one 
or more configuration (.cfg) files in order to function properly. Before installing 
Aventail Connect, make sure that users have these files. If users do not have a 
valid license file and/or configuration file(s), Aventail recommends that you 
include them in the installation package.

RUNNING CUSTOMIZER
The Customizer and the Aventail Connect installation package are included in 
the Customizer directory on the Aventail Connect CD. Before running Custom-
izer, you must copy Customizer from the Aventail Connect CD to the local drive. 
You must also modify the Customizer attributes so it is not read-only.

To run Customizer, double-click the Customizer icon in the Customizer direc-
tory. To run Customizer from your hard drive, copy the Customizer and Aventail 
Connect directories into a common folder on the hard drive.

When you run Customizer, you will be prompted to select either the Customizer 
Wizard or the Customizer Editor.

• Customizer Wizard: This automated wizard walks you through the 
process of creating a new installation package or modifying an existing 
package. If you are unsure about which method to use, Aventail recom-
mends that you use the Customizer Wizard.

• Customizer Editor: The Customizer Editor is a dialog box that allows 
you to manually enter information about the package you are creating 
or modifying.
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CUSTOMIZER WIZARD
If you are using the Customizer Wizard to create a new setup package or modify 
an existing package, the Customizer Wizard will display a Welcome... screen, 
and will prompt you to enter the pathname of the package that you will be creat-
ing or modifying.

After you have specified the pathname of the package, the Customizer Wizard 
will prompt you to:

• Specify which platform(s) to support
• Add a license file, or leave an existing license file in the package
• Add or remove configuration files
• Select X.509 certificate files
• Select an extranet hosts (SEEHosts) file
• Specify a custom destination directory
• Specify whether or not to put program icons in a custom folder
• Enter command-line switches
• Specify whether or not to run setup in unattended mode
• Specify whether or not to add Aventail Connect to the startup directory
• Select any, all, or none of the following Aventail Connect components:

• Extranet Neighborhood (Secure Extranet Explorer)

• Configuration Tools (Config Tool and Configuration File command)

• Diagnostic Tools (Logging Tool and S5 Ping)

• Certificate Tools
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• Install 32-bit support only (on Windows NT 3.51)

• Select any, all, or none of the following authentication modules:
• SSL (Secure Sockets Layer)

• CRAM (Challenge Response Authentication Method)

• CHAP (Challenge Handshake Authentication Protocol)

• UNPW (Username/Password)

• SOCKS 4

• HTTP Basic (username/password)

• Specify whether or not to run a command after Setup
All of the features listed above are optional.

After entering or modifying the package information, the Finished Installation 
Package dialog box appears.

Clicking Finish saves your specifications and closes the Customizer Wizard. 
Clicking Customize Further allows you to view the Customizer Editor dialog 
box, where you can manually edit any of the information about your custom 
installation package.
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CUSTOMIZER EDITOR
If you select the Customizer Editor as your tool to create a new setup package or 
modify an existing package, the Customizer Editor dialog box will appear. In 
this dialog box, you can manually enter or modify information about your custom 
installation package.

After entering or editing your setup package information in the Customizer Edi-
tor, click Save (or Save As) on the File menu to save your changes. To close the 
Customizer Editor window, click Exit on the File menu.

NOTE: To view a list of tips on creating custom setup packages, click 
Tips on the Help menu in the Customizer Editor dialog box.

Petitioner Apple Inc. - Exhibit 1043, p. 177



Administrator’s Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 25

The options in the Customizer Editor are identical to the options in the Custom-
izer Wizard. These options are explained in the following paragraphs and tables.

Option Settings Default Setting

Pathname Enter pathname None

License file Enter name of Aventail license file 
(must use aventail.alf)

None

Trusted roots file Enter name of trusted roots file None

Client certificate file Enter name of file that contains 
certificate

None

Extranet (SEE) Hosts 
File

Enter name of extranet (SEE) hosts 
file

None

Destination directory Enter name of destination directory None

Program folder Enter name of program folder None

Run command after 
setup

Enter command to be run after setup None

Command line switches Enter command line switches None

Configuration Files Enter name(s) of local and/or remote 
configuration file(s) that Aventail 
Connect will use

None

Authentication Modules SSL, CRAM, CHAP, UNPW, S4, or 
HTTP Basic

All

Tools Configuration tools, Certificate tools, 
Diagnostic tools, or Extranet 
Neighborhood

All

32-bit support only, on 
Windows NT 3.51

Yes/No Yes

Unattended Setup 
Mode/Automated 
installation

Yes/No No

Add to Startup Directory Yes/No Yes

Install SEE help Yes/No Yes

Install help Yes/No Yes

Select platform Windows NT 4.0, Windows 98, 
Windows 95 with WinSock 2.0 
upgrade, Windows 95 without 
WinSock 2.0 upgrade, Windows NT 
3.51, Windows 3.1, or Windows for 
Workgroups 3.11

All
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The setup package options are discussed below.

• Specify path for installation: You can specify a path for installation, or 
you can select the default path. The default path for 32-bit operating 
systems is c:\Program Files\Aventail\Connect.
For 16-bit-only operating systems, the default is
c:\Connect.

• Platforms: You must specify which operating systems need to be sup-
ported in the setup package. Aventail Connect 3.01 supports Windows 
95 (with the Microsoft WinSock 2.0 update), Windows 98, and Windows 
NT 4.0 (with Service Pack 3 or above, available from Microsoft). Aven-
tail Connect 2.51 supports Windows 95 (without the Microsoft WinSock 
2.0 update), Windows 3.1, Windows for Workgroups 3.11, and Win-
dows NT 3.51. For more information, refer to “What Does Aventail Con-
nect Do?”

• Trusted Roots File and Certificate File: If you want to use server cer-
tificates, you must include the trusted roots file that contains those cer-
tificates. If you want to use client certificates, you must specify the 
location of the file that contains the X.509 certificate.

• Running Setup in Unattended Mode: Unattended setup mode simpli-
fies distribution of numerous client configuration files. The network 
administrator specifies all settings before users receive the Aventail 
Connect setup package file. No end-user input is required because the 
network administrator has already selected the setup options; users 
simply open the package file, which will automatically install on their 
workstations.

• Adding Aventail Connect to the Startup Directory: If you choose to 
add Aventail Connect to the startup directory, Aventail Connect will 
automatically start when Windows starts.

• Select Tools: Aventail Connect gives you the option to install various 
components, including Extranet Neighborhood/Secure Extranet 
Explorer (SEE), configuration tools (Config Tool and Configuration File 
command), or diagnostic tools (Logging Tool and S5 Ping). The default 
value is to install all package components.
• Secure Extranet Explorer: Secure Extranet Explorer (SEE) allows 

you to view your Extranet Neighborhood, which is accessed through 

NOTE: If you are upgrading from an earlier version of Aventail Connect, 
Aventail Connect will install to the same directory that the earlier 
version of it was installed to.

NOTE: Specifying unattended setup mode will cause the setup package 
to automatically install using default values for any options not 
explicitly specified.
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the Extranet Neighborhood icon on your desktop. Extranet Neigh-
borhood functions much like Network Neighborhood, except Extranet 
Neighborhood allows you to browse, copy, move, and delete files 
from secured remote computers via an extranet, while Network 
Neighborhood displays all computers on your local network.

• Config Tool: The Aventail Connect Config Tool allows you to create 
configuration files that determine how network requests will be routed 
and which authentication protocols will be enabled. You can add, 
remove, or edit configuration files at any time. If necessary, you can 
create several configuration files for different users or user groups. If 
you want to prohibit end users from editing configuration files, do not 
include the Config Tool in the installation package.

• S5 Ping: S5 Ping allows you to use the ping and traceroute utilities, 
two diagnostic tools. The ping utility checks for network connectivity 
between two hosts and returns information about the quality of the 
connection. The traceroute utility checks for network connectivity by 
displaying information about routers between two hosts; it displays 
information for each hop.

• Logging Tool: The Logging Tool is a diagnostic utility that traces 
Aventail Connect activity. When running a trace, the Logging Tool dis-
plays errors, warnings, and information as Aventail Connect gener-
ates them. If necessary, the message list can be saved to a log file 
that can be used by Aventail Technical Support in troubleshooting 
technical problems. These traces are also useful when running Aven-
tail Connect for the first time to ensure that network traffic is being 
routed appropriately.

• Select Authentication Modules: Aventail Connect lets you select any, 
all, or none of the following authentication modules: SSL, CRAM, 
CHAP, UN/PW, SOCKS v4, or HTTP Basic (username/password).
• Secure Sockets Layer: Secure Sockets Layer (SSL) is a session-

layer protocol for securing connections in a general, protocol-inde-
pendent fashion.

• CRAM: The Challenge Response Authentication Method (CRAM) 
sends your username and password as clear text between extranet 
(SOCKS) servers, but encrypted between servers that support 
CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

NOTE: In versions of Aventail Connect that do not include encryption, 
the Secure Sockets Layer (SSL) authentication module is not 
included.

NOTE: In versions of Aventail Connect that do not include encryption, 
the CRAM authentication module is not included.
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• CHAP: The Challenge Handshake Authentication Protocol (CHAP) 
sends your username and password encrypted across the network to 
the destination server.

• Username/Password: The RFC 1928 (Internet standards docu-
ment) Username/Password (UNPW) authentication protocol sends 
your username and password in clear text across the network to the 
destination server.

• SOCKS 4 Identification: Aventail Connect includes backward com-
patibility for the SOCKS 4 protocol. SOCKS 4 does not support pass-
word authentication, so only your username is sent, unencrypted, to 
the SOCKS server along with your connection request.

• HTTP Basic (Username/Password): The HTTP Basic authentica-
tion module enables username/password authentication against 
HTTP proxies that implement the RFC 2068 HTTP Basic authentica-
tion protocol.

• Configuration Files: Aventail Connect needs at least one configura-
tion (.cfg) file in order to function properly. The configuration file con-
tains all of the authentication and traffic routing instructions that you 
specify. You can include one or more configuration files in the setup 
package; however, each configuration file must have a different name. 
If you include only one configuration file in a setup package, Aventail 
Connect will automatically use that configuration file. If, however, you 
include multiple configuration files, Aventail Connect will prompt users 
to select a configuration file at startup.
You can include local configuration files, remote configuration files, or a 
combination of both. Local configuration files are included in the setup 
package and are installed on users’ machines. If you include remote 
configuration files, pointers to those files are included in the package; 
the remote configuration files remain in their original location on the net-
work, where they can be shared by multiple users.

If your setup package does not already contain a configuration file, you 
can add a configuration file to the package. If your setup package con-
tains one or more configuration files, you can remove or replace any or 
all of the existing configuration files, or you can leave them, unchanged, 
in the package. If you are upgrading from an earlier version of Aventail 
Connect, you may not need a new configuration file.

• License Files: Aventail Connect requires a valid license file in order to 
function properly. If your setup package contains a license file, you can 
remove or replace the existing license file, or you can leave it, 
unchanged, in the package. If your setup package does not contain a 

NOTE: Not all versions of Aventail Connect have encryption enabled.
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license file, you can add one to the package. You must use the pack-
aged Aventail license file, aventail.alf.

• Extranet (SEE) Hosts Files: Secure Extranet Explorer (SEE) allows 
you to browse remote computers using Extranet Neighborhood. SEE 
requires a hosts file that specifies which Windows domains, WINS serv-
ers, and other computers are available in Extranet Neighborhood. The 
extranet hosts (SEEHosts) file is contained in the setup package. If you 
install SEE, this file is placed in the target directory. If you do not include 
a hosts file in the setup package, Aventail Connect will automatically 
create a hosts file on users’ machines the first time they open Extranet 
Neighborhood. (Available only in Windows 95, Windows 98, and Win-
dows NT 4.0.)

CREATING, LOADING, AND SAVING PACKAGES
You can create, load, or save custom setup packages through either the Cus-
tomizer Editor or the Customizer Wizard.

To create a new package

There are two ways to create a new custom setup package:

• In the Customizer Editor window, select File | New.
-OR-

• Type the filename of a new package in the first window of the Custom-
izer Wizard and click Next.

To load a package

There are two ways to load an existing setup package:

• In the Customizer Editor window, select File | Open, and then enter 
the filename of the package you want to load

-OR-

• Type the filename of the package in the first window of the Customizer 
Wizard and then click Next.

When you load a package, Customizer reads the setup control file to determine 
what information the package contains. Customizer uses this information to pop-
ulate the Customizer Editor window. Customizer also reads the configuration 
file(s) into memory; configuration files are stored in memory to facilitate adding 
them to and removing them from a package.

CAUTION: Aventail Connect 3.01 and 2.51 use a different license (.alf) 
file format than earlier versions of Aventail Connect (VPN Cli-
ent or AutoSOCKS) did. If you are upgrading from an earlier 
version of Aventail Connect (2.42 or earlier), you must include 
a new Aventail license file.

Petitioner Apple Inc. - Exhibit 1043, p. 182



Administrator’s Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 30

To save changes to a package

There are two ways to save changes to a setup package:

• After making the desired changes to the package, click Save (or Save 
As) on the File menu in the Customizer Editor window

-OR-

• Click Save Package in the final window of the Customizer Wizard.

CUSTOMIZER TIPS
The following tips will help you use the Aventail Customizer more efficiently.

• Keep the package size small: You can control the size of your custom 
setup packages by selecting components carefully. To keep the pack-
age as small as possible, include only the options that you need, and 
support only the platforms (e.g., Windows 98, Windows NT 4.0, etc.) 
that your users work with. You may find that creating two separate, 
smaller packages is preferable to creating one larger package. For 
example, you might create one package that supports Windows 98 and 
Windows NT 4.0 operating systems, and another separate package 
that supports Windows 3.1 and Windows 95 operating systems.

• Use descriptive package names: When naming setup packages, 
assign descriptive, recognizable names that will help users identify the 
setup packages.

• Select components carefully: If you include the Config Tool in the 
package, users will be able to view and modify the settings in the Con-
fig Tool. Aventail recommends that, in most cases, you do not include 
the Config Tool in your custom setup package(s). Excluding options 
such as the Config Tool will eliminate users’ ability to modify your set-
tings, and will keep the package size smaller. However, the S5 Ping 
and Logging Tool utilities are useful diagnostic tools, and Aventail rec-
ommends including these options in the setup package whenever pos-
sible. 

• Install Aventail Connect 2.51 on Windows 95: By default, Windows 
95 does not support WinSock 2.0, but you can upgrade it to support 
WinSock 2.0 with a Microsoft patch. (The patch, w95ws2setup.exe, 
is available from Microsoft, at
http://www.microsoft.com/windows/downloads/contents/Updates/
W95Sockets2/default.asp. However, this procedure adds an extra 
step to the installation and setup process. Unless users need the Multi-
Proxy feature, which is available only in Aventail Connect 3.01, Aventail 
recommends that you install Aventail Connect 2.51 rather than 3.01 on 
machines running the Windows 95 operating system.

• Include a hosts file: If you install Secure Extranet Explorer (SEE) with-
out also installing a corresponding hosts file, SEE will automatically cre-
ate a hosts file the first time that users open SEE. If you want to control 
which hosts users can view, Aventail recommends that you include a 
hosts file in the custom setup package.
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• Include a license file: Aventail Connect requires a valid license file 
(aventail.alf) to function properly. Aventail Connect 3.01/2.51 uses 
a different license file than earlier versions of Aventail Connect (VPN 
Client or AutoSOCKS) did. If you are upgrading from an earlier version 
of Aventail Connect (2.42 or earlier), you must use the new Aventail 
license file, aventail.alf. Including this license file in the custom 
setup package is a simple way to install the license file.

• Test each custom package: Aventail recommends that you thoroughly 
test each custom setup package before distribution to users.

CONFIGURING AVENTAIL CONNECT
Create configuration files using the Config Tool or the Configuration wizard. You 
can launch either during the Aventail Connect installation or any time you want 
to add, modify, or remove a configuration file.

The steps for creating a new configuration file are:

1. Define the extranet (SOCKS) servers

2. Define the destinations (networks and hosts)

3. Specify redirection rules

4. Enter Local Name Resolution information (optional)

5. Manage authentication modules

6. Enable password protection (optional)

These procedures are described in the text below.

To launch the Config Tool

The Config Tool opens with the Open Aventail Connect Configuration File 
dialog box. After you select a configuration file or enter a new file name, the main 
window of the Config Tool appears.

1. Select the Yes, I want to configure Aventail Connect box in the Setup 
Complete dialog box (during installation).

-OR-

Right-click the Aventail Connect icon in the taskbar and click Config Tool 
(Windows 95, Windows 98, or Windows NT 4.0 programs menu option), or 
double-click the Config Tool icon in the Aventail Connect program group 
(Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

2. If you are creating a new configuration file, enter a name for the configuration 
file

-OR-

Select the configuration file you want to open.

This displays the main window of the Config Tool.
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The Config Tool window contains six tabs. The properties defined on each tab 
can be edited at any time.

You can change the width of any of the fields on the tabs by positioning the cur-
sor over the dividing line between the fields on the field bar. When the cursor 
changes to a double-headed arrow, click and drag to resize the field.

Tab Function

Servers Defines the extranet (SOCKS) server(s).

Destinations Specifies the network and host addresses that will be routed 
through the SOCKS server(s).

Redirection Rules Specifies how network requests are routed to the SOCKS 
server(s).

Local Name 
Resolution

(Optional) Specifies hostnames that will be resolved by the 
local workstation.

Authentication Enables, disables, and sets properties for the authentication 
modules.

Advanced Enables/disables extranet (SOCKS) traffic through successive 
SOCKS servers, enables/disables the Application Exclusion/
Inclusion List, secures selected applications, and sets 
credential cache timeouts.
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DEFINE AN EXTRANET (SOCKS) SERVER
SOCKS servers are defined on the Servers tab in the Config Tool.

Field Definition

Alias The name you assign to the server.

Host/IP The hostname or IP address of the server.

Port The port on which the server is listening.
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To add an extranet (SOCKS) server

1. On the Servers tab, click Add…. The Define SOCKS Server dialog box 
appears.

2. In the Alias Name box, type a user-friendly alias for the extranet (SOCKS) 
server. Do not leave this box blank.

Field Definition

Alias Name User-friendly alias for extranet (SOCKS) server.

Hostname or IP Actual hostname or full numeric IP address for SOCKS server.

Port Number SOCKS server port. Default value is 1080.

Server Type SOCKS v4 SOCKS Version 4.0.

SOCKS v5 SOCKS Version 5.0.

HTTP Proxy HTTP proxy server.

Detect Version Detect SOCKS version 
number.

Fallback Fallback to Server: SOCKS server alias for 
redundant server.

Fallback to Host Alias Use DNS records for 
redundancy.
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3. In the Hostname or IP address box, type the actual hostname of the SOCKS 
server or its IP address.

4. In the Port Number box, type the extranet server’s port number. If you do not 
enter a value, it defaults to the standard SOCKS port 1080.

5. Under “Server Type,” select the version of SOCKS supported by the server. If 
you are unsure of the version, click Detect Version.

6. Under “Fallback,” directly specify an extranet server for redundancy or use the 
Host Alias to specify an extranet server.

To edit extranet (SOCKS) server properties

• Select the extranet server you want to edit and click Edit.
The Define SOCKS server dialog box appears with the selected server 
data filled in. Edit any of the information.

To remove an extranet (SOCKS) server definition

• Select the extranet server you want to remove and click Remove.

The server is deleted from the list. Corresponding redirection rules will also 
be deleted.

DEFINE A DESTINATION
Destinations are defined on the Destinations tab in the Config Tool.

NOTE: Typically you should select SOCKS v5 unless the server can 
support only SOCKS v4.
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After one or more extranet servers are defined, add destinations to be routed 
through them. 

To add a destination

In the Define Destination dialog box, you can define subnets, individual host 
computers, or IP address ranges, and set up rules about redirecting some or 
none of the IP traffic to these defined destinations.

1. On the Destinations tab, click Add…. 

The Define Destination dialog box appears.

NOTE: The “(everything else)” destination refers to all network and host 
addresses not otherwise defined. You cannot delete or modify 
“(everything else)”.
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2. In the Alias Name box, type a user-friendly alias for the destination network 
or host.

3. Select either the Single Host or Network option:

• Under “Single host,” type the actual name of the host system and/or its 
full, numeric IP address. If you do not know the host’s IP address, click 
Lookup to search for it.

-OR-

• Under “Network,” type the domain of the network and then select either 
Address Range or Subnet.

To edit a destination

• Select the destination you want to edit and click Edit….

The Define Destination dialog box appears with the selected destination 
data filled in. Edit the data as necessary.

Field Definition

Alias Name User-friendly alias for destination network or host

Single Host A specific destination computer

Hostname Actual name of destination network or 
host

IP Address Full numeric IP address

Lookup Look up IP address

Network One or more computers in a network

Domain Name Domain of the network

Subnet IP address and netmask address

Address Range Beginning and ending IP addresses
From Starting IP address
To Ending IP address

Use To

Address 
Range

Enter a starting and ending IP address. All addresses between the 
two will be included as part of the destination. For example, a 
starting IP address of 192.1.1.0 and an ending IP address of 
192.1.1.255 would include all hosts of the 192.1.1.x subnet.

Subnet Enter an IP address and a netmask address. This is another way 
to specify a group of destinations. For example, an IP address of 
192.1.1.0 and a net mask of 255.255.255.0 defines the same 
address range as shown above.
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To remove a destination

• Select the destination you want to remove and click Remove.

The destination is deleted from the list. The corresponding redirection 
rules will also be deleted.

ENTER REDIRECTION RULES
Once servers and destinations are defined, you can specify how you want Aven-
tail Connect to redirect (or deny) access to various hosts and services such as e-
mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.

.

You can change the width of any of the three fields by moving the cursor to the 
dividing line between the fields on the field bar. When the cursor changes to a 
double-headed arrow, click and drag to resize the field.

To add a redirection rule

As you add destinations, use the arrow buttons to prioritize them. List the most 
specific rules first and the general rules last.

Field Definition

Destination Destinations defined on the Destinations tab

Service Type of Internet traffic

Proxy Redirection Specify how to redirect traffic
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1. On the Redirection Rules tab, click Add.

The Define Redirection Rule dialog box appears.

NOTE: Aventail Connect scans the list from the top down and uses the 
first matching rule it finds, so it is important to list the most spe-
cific rules first.
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2. Select a destination from the Destination list.

3. Under “Service,” select the Use all ports box to apply the rule to all services. 
Otherwise, select a range of ports. To select a single port, enter that port num-
ber in both the Beginning of port range and End of port range boxes.

4. Under "Proxy Redirection," select one of three redirection options.

To edit a redirection rule

• Select the redirection rule you want to edit and click Edit….

The Define Redirection Rule dialog box appears with the selected data 
filled in. Edit any of the information.

Field Definition

Destination Host or server destination for message traffic.

Service Type of Internet traffic

Use all ports Apply the defined rule to all ports.

Beginning of port 
range

Apply the defined rule to this range of ports.

End of port range

TCP and UDP Apply the defined rule to both TCP and UDP 
traffic.

TCP only Apply the defined rule to TCP traffic only.

UDP only Apply the defined rule to UDP traffic only.

Proxy 
Redirection

Specify how to redirect traffic.

Redirect via Redirect all traffic through the extranet server 
selected from the list.

Do not redirect Route traffic directly to the specified destination 
without being redirected through SOCKS.

Deny service Deny access to the specified destination. The 
network connection is blocked locally instead of 
at the server level.

CAUTION: If you select Deny Service and the user has edit control 
of the configuration file, the option can be circumvented 
by quitting Aventail Connect or by changing the option in 
the dialog box.
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To remove a redirection rule

• Select the redirection rule you want to remove and click Remove.

The redirection rule is deleted from the dialog box.

DEFINE LOCAL NAME RESOLUTION
Local Name Resolution instructs Aventail Connect to resolve hostnames locally 
without needing to venture on to the Internet. This optional feature offers you 
another level of control over how Aventail Connect performs name resolution.

The local workstation resolver is the name resolution component of the local 
TCP/IP stack. This feature acts as a shortcut; hostnames matching the strings 
defined in the Local Name Resolution dialog box are passed to the local 
resolver for name resolution instead of being proxied through the SOCKS v5 
server.

For example, if aventail.com is added to the "Defined Strings" list, then a work-
station attempting to connect to www.aventail.com would perform hostname 
resolution using the local TCP/IP stack.

Local Name Resolution is specified on the Local Name Resolution tab in the 
Config Tool.
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To add a local domain name

• On the Local Name Resolution tab, type the new name in the Specify a 
domain box and click Add….

The new name is moved into the Known Domains box. It is now active.

To remove a local domain name

• Select the domain name you want to remove from the Known Domains box 
and click Remove.

The domain name is removed from the list.

MANAGE AUTHENTICATION MODULES
SOCKS v5 servers often require user authentication before allowing access. 
Aventail Connect authentication modules display dialog boxes that prompt users 
to enter username and password information as well as other authentication cre-
dentials.

The current Aventail Connect authentication modules are SOCKS v4 Identifica-
tion, Username/Password, Challenge Handshake Authentication Protocol 
(CHAP), Challenge Response Authentication Method (CRAM), Secure Sockets 
Layer (SSL), and HTTP Basic (username/password). Each of these authentica-
tion modules supports an Aventail Connect feature known as credential caching. 
Credential caching retains your authentication credentials once the extranet 
server has accepted them. Using credential caching, you can enter your creden-
tials for an extranet server once per Aventail Connect session, rather than once 
for each individual connection (a tedious task for applications such as WWW 
browsers).

Aventail Connect can cache authentication credentials in memory, based on the 
option you select in the Authentication dialog box. Memory caching stores the 
credentials for the current session only. When you restart Aventail Connect or 

Field Definition

Specify a domain 
recognized by the 
workstation resolver

New domain name

Known Domains List of domain names that can be resolved locally

Redirect unqualified 
names via

Pass through unqualified hostnames to the local resolver

NOTE: Not all versions of Aventail Connect have encryption enabled.
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Windows, the memory cache is flushed and you must reenter your credentials 
as prompted.

Authentication modules are managed and configured through the Authentica-
tion tab in the Config Tool.

Each authentication module includes its own module-specific configuration. To 
view or edit a module’s configuration, select the module from the list on the 

Field Definition

Module Name The name of the authentication module on disk. <Null Auth> 
indicates that no authentication module will be used.

Description The description of the authentication method.

Indicator Check this option to display network traffic passing through a selected 
authentication/encryption module. See the example below (for 
Windows 95, Windows 98, and Windows NT 4.0).

SEE ALSO: For additional information on credential caching, see 
“Credential Cache Timeouts” in the “Advanced Tab 
Options” section of this Administrator’s Guide.
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Authentication tab and then click Setup. An options dialog box for the specific 
module will appear.

Enable and disable authentication modules with the Disable/Enable button. By 
default, the modules are all enabled. The green button next to the module name 
indicates an active module. This is the default state of all the modules. The 
green button changes to red when you disable the module.

To configure the SOCKS 4 Identification module

Aventail Connect includes backward compatibility for the SOCKS 4 protocol. 
SOCKS 4 does not support password authentication, so only your username is 
sent unencrypted to the extranet (SOCKS) server along with your connection 
request.

Your username is determined by entries in the SOCKS 4 Identification Module 
Configuration dialog box.

1. On the Authentication tab in the Config Tool, click s4auth (SOCKS v4 Identi-
fication) and click Setup.

The SOCKS 4 Identification Options dialog box appears.

Field Description

Use Windows 
Login

Identify users by their Windows Login names.

Use NetWare 
Login

Identify users by their Novell NetWare Login names.

Prompt user 
for name

Identify users by the names they enter for this specific purpose.

Allow Memory 
Caching

Stores credentials in memory for this session 
only. Cache is flushed upon restart; 
credentials must be reentered as prompted.

Allow Disk Caching This option is currently unavailable. (Stores 
credentials on disk for future sessions.)
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2. When you select the Prompt user for name option, you must also select the 
desired caching option. (Currently only Memory Caching is available.) 

3. After making appropriate selections, click OK.

The dialog box closes and the Config Tool reappears.

To configure the Username/Password authentication module

Aventail Connect supports the RFC 1928 (Internet standards document) user-
name and password authentication protocol. This authentication method sends 
your username and password in cleartext across the network to the destination 
server. The Username/Password authentication module dialog box contains 
only credential caching options.

1. On the Authentication tab in the Config Tool, select unpw and click Setup.

The Username/Password Options dialog box appears.

2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool reappears.

To configure the CHAP authentication module

Aventail Connect supports the Challenge Handshake Authentication Protocol 
(CHAP). This authentication method sends your username and password 
encrypted across the network to the destination server. The CHAP authentica-
tion module dialog box contains only credential caching options.

1. On the Authentication tab in the Config Tool, select chap and click Setup.

The CHAP Options dialog box appears.

Field Description

Allow memory 
caching

Stores credentials in memory for this session only. Cache is 
flushed upon restart; credentials must be reentered as prompted.

Allow Disk Caching This option is currently unavailable. (Stores encrypted 
credentials on disk for future sessions.)
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2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool reappears.

To configure the CRAM authentication module

Aventail Connect supports the Challenge Response Authentication Method 
(CRAM). This authentication method sends your username and passcode as 
cleartext between extranet (SOCKS) servers, but encrypted between servers 
that support CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

Field Description

Allow memory 
caching

Stores credentials in memory for this session only. Cache is 
flushed upon restart; credentials must be reentered as prompted.

Allow disk caching This option is currently unavailable. (Stores encrypted 
credentials on disk for future sessions.)
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You do not need to configure the CRAM authentication module. You can enable/
disable it, by clicking on the Disable/Enable button. The button at the left of the 
module name will change from green to red, accordingly.

To configure the SSL security module

Aventail Connect supports Secure Sockets Layer (SSL) 3.0, a session-layer pro-
tocol for securing connections in a general, protocol-independent fashion. 

Normally SSL servers are required to have an RSA key pair and a certificate. 
Aventail uses an RSA algorithm to create a cryptographic system: a private key 
(which, as the name suggests, is kept absolutely private and never shared) and 
a public key (which is widely published).

However, as the client, you normally must then establish some kind of relation-
ship between your RSA public key and the identity of the server, so that some-
body else cannot create their own RSA key information and use it to 
impersonate your server. Certificates establish this relationship. A certificate is 
essentially an electronic "statement" that verifies that a certain RSA public key is 
associated with a particular name.

Certificates are issued by a Certification Authority (CA), and are linked together 
to form a construct called a certificate chain of authorities, each one having a 
previous entity vouching for its identity. In practice, chains generally include two 
certificates: one confirming the identity of the server, and the other—a "root" cer-
tificate—containing the identity and public key of the CA.

Certificates contain special integrity checks and electronic signatures that verify 
that the certificate is genuine, was issued by a certification authority, and was not 
tampered with. Anybody can issue a certificate that says anything; the client 
must know who issued the certificate, and have some trust relationship in order 
to believe that it is in fact true. The client has a list of trusted CAs. A set of certif-
icate chains can be structured as a tree, with new certificates stemming from old 
ones. A base CA is sometimes called the “root” or "trusted root" of this tree.

It is becoming common practice for both clients and servers to exchange certifi-
cate information. However, in Aventail Connect the client-side of this exchange 
is transparent. The client only needs to deal with the information from the server 
certificate and this is done through the SSL module.

The SSL module dialog box contains an initial set of options regarding the view-
ing of certificates. 

NOTE: Currently, SSL is a TCP-only enhancement. When using SSL 
with User Datagram Protocol (UDP) applications, bulk data is 
passed without encryption.

NOTE: In versions of Aventail Connect that do not include encryption, 
SSL is not available.
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1. On the Authentication tab in the Config Tool, select sslclnt (SSL 3.0) and 
click Setup.

The SSL Options dialog box appears.

2. Select an action that Aventail Connect must take once it accepts the validity of 
the server certificate. (Under normal circumstances, the server will provide 
Aventail Connect with a certificate to match one of Aventail Connect’s trusted 
roots, if any exist):

• View when the server certificate is new: Aventail Connect displays 
the certificate the first time it is seen. The certificate will not appear on 
subsequent connections to the same extranet server.

• Do not show me the server certificate: Aventail Connect will never 
display a valid certificate.

3. Select an action that Aventail Connect must take if it receives a server certifi-
cate that is suspect:

Field Description

Upon Successful Connection The certificate is valid.

View when the server 
certificate is new.

Upon successful connection, display the server 
certificate if it has not been displayed during the 
current session.

Do not show me the 
certificate.

Never display a valid server certificate.

If a server certificate is suspect The certificate may not be valid.

Always show me suspect 
certificates.

Each time Aventail Connect suspects a certificate 
may not be valid, show the certificate.

Show me the same 
suspect certificate once.

Once a suspect certificate has been accepted by 
the user, do not display it again.

Show me the certificate, 
but reject the connection.

Reject the connection, but display the suspect 
certificate.
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• Always show me suspect certificates: Aventail Connect will display 
suspect certificates each time they are received. The Certificate dialog 
box will appear for each new connection to the server(s) sending a sus-
pect certificate. (This option allows you to continue the connection 
despite the fact that the certificate is questionable.) The SSL module 
authenticates the server’s certificate based on the following questions:
• Is the certificate valid?

• Did a trusted certificate authority (CA) issue the certificate?

• Is the name established by the certificate the same as the name of 
the server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certifi-
cate.

• Show me the same certificate once: Aventail Connect will display a 
suspect certificate the first time that it is received. If you choose to 
maintain the connection, the questionable certificate will not be dis-
played again during the current session.

• Show me the certificate, but reject the connection: Aventail Con-
nect will reject a connection if the certificate is suspect. It will display the 
certificate to allow you to view it.

4. Click Advanced in the dialog box to show the acceptable cipher (a crypto-
graphic algorithm used to encrypt the data stream) options.
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During the initial SSL connection, the client and the server negotiate which 
cipher to use. Checking a particular cipher in the dialog box does not mean 
that it will be used. Instead, each checked cipher is offered to the server, but 
the server determines which cipher to use. If the server requires a cipher that 
is not selected in this dialog box, the authentication will fail.

Any or all of the acceptable cipher options can be selected:

• Allow RC4: Aventail Connect encrypts the information using the RC4 
cipher.

• Allow DES: Aventail Connect encrypts the information using the DES 
cipher.

• Allow NULL Encryption: Aventail Connect allows the server to select 
no encryption. Message integrity is still assured, but the data will be 
sent in cleartext.

• Allow Diffie-Hellman Anonymous: Aventail Connect will be able to 
communicate with the extranet (SOCKS) server without requiring a 
server certificate. The client and server will not exchange certificates, 
so there will be no authentication. The encryption will still be negotiated, 
and the data stream will still be encrypted (unless NULL encryption is 
chosen by the server).

Field Description

Acceptable Ciphers

Allow RC4 Offer the RC4 cipher to the server.

Allow DES Offer the DES cipher to the server.

Allow NULL Encryption Do not encrypt using SSL. SSL will be used to 
authenticate only.

Allow Diffie-Hellman 
Anonymous

Do not authenticate the server; only do encryption.

Enable Compression Use SSL compression to improve performance when 
slower connections are detected.

Trusted Roots Select a certificate file that specifies trusted certificate 
chain roots, and specify the maximum allowable 
certificate-chain length.
NOTE: The trusted root file MUST be placed in the same directory as the 
Aventail Connect configuration file.

Browse Select the specific file

Client Certificate Select a client certificate file.
NOTE: The client certificate MUST be placed in the same directory that 
Aventail Connect was installed to.

Browse Select the specific file
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• Enable Compression: To speed the encryption process and enhance 
overall performance, Aventail Connect will automatically compress 
encryption when a narrow bandwidth and/or slow modem are detected.

5. If necessary, add (or delete) a trusted root (*.rot) to (or from) the list of 
trusted roots by clicking Browse. Only the filename of the roots file loads via 
the Browse button, and not the pathname. 

If Aventail Connect sends a client certificate to the server during the initial 
authentication exchange, it sends the certificate identified in the Client Certif-
icate window. To load the client certificate, press Browse and then select the 
client certificate (*.cer) from the Aventail Connect directory. Only the file-
name of the certificate file loads via the Browse button, and not the path-
name.

When Aventail Connect receives a certificate from a server, it looks at the root 
of the certificate chain and matches it against the Aventail Connect list of 
trusted roots.

You can specify the maximum number of certificates in a certificate chain. The 
default maximum length is two certificates. In most instances, Aventail recom-
mends allowing no more than two certificates to form a chain, although you 
can specify up to ten. The longer the certificate chain, the less secure the 
chain is.

6. After making appropriate selections, click OK.

The dialog box closes and the Config Tool reappears.

ADVANCED TAB OPTIONS
The Advanced tab in the Config Tool contains three advanced options. In the 
Advanced tab, you can allow SOCKS tunneling through successive extranet 
(SOCKS) servers, secure selected applications, and set credential cache time-
outs.

CAUTION: The trusted root file must be in the same directory as 
the Aventail Connect configuration file.

CAUTION: The client certificate file must be placed in the Aventail 
Connect directory.

CAUTION: In most instances, Aventail recommends allowing no more 
than two certificates in a certificate chain. Allowing more 
than two certificates can compromise security.
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ALLOW SOCKS TUNNELING THROUGH SUCCESSIVE EXTRANET SERVERS
Once servers and destinations are defined, you can direct SOCKS traffic 
through successive extranet (SOCKS) servers.

On the Advanced tab in the Config Tool, select the Enable redirection... box to 
allow credential information to forward to successive extranet servers.

SECURE SELECTED APPLICATIONS
This option allows you to:

• secure all applications except those listed,
• secure only the applications that are listed,
• or secure all applications, enabling neither exclusion nor inclusion.

You can exclude or include specified applications in the Exclusion/Inclusion List. 
With the Exclusion/Inclusion List, you can secure all applications except those 
on the list, or you can secure only those applications on the list. The default set-
ting is to secure (hook) all network applications.

NOTE: You can exclude and include only 32-bit applications. You cannot 
exclude and include 16-bit applications.
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Excluding Applications
You can exclude specific applications through the Exclusion/Inclusion List. When 
you enable the “Secure all applications except listed” option, Aventail Connect 
will not proxy any applications that are on the Exclusion/Inclusion List.

To exclude an application

1. Under “Applications to Secure,” select Secure all applications except listed 
and click Modify List.

The Edit List dialog box appears.

2. Click Add….
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The Specify Application dialog box appears.

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then 
click Open.

The Specify Application dialog box disappears and the applications are now 
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

• Only this occurrence: Selecting this option excludes only the speci-
fied application.

• All occurrences: Selecting this option excludes all applications with 
the specified filename.

To undo application exclusion

1. Under “Applications to secure,” select Secure all applications except listed, 
and then click Modify List.
The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List, 
and then click Remove.

The application is removed from the Exclusion/Inclusion List.

NOTE: You may have more than one path (instance) of a specified file-
name (e.g., ftp.exe). You can choose to exclude one specified 
application, with a fully qualified pathname (e.g., C:\Win-
dows\Sys32\ftp.exe), or all instances of a specified filename 
(e.g., all instances of ftp.exe).
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Including Applications
You can include specific applications through the Exclusion/Inclusion List. When 
you enable the “Secure only applications listed” option, Aventail Connect will 
hook only those applications that are on the Exclusion/Inclusion List.

To include an application

1. Under “Applications to secure,” select Secure only applications listed, and 
then click Modify List.
The Edit List dialog box appears.

2. Click Add.

The Specify Application dialog box appears.

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then 
click Open.

The Specify Application dialog box disappears and the applications are now 
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

• Only this occurrence: Selecting this option excludes only the speci-
fied application.

• All occurrences: Selecting this option excludes all applications with 
the specified filename.

To undo application inclusion

1. Under “Applications to secure,” select Secure only applications listed, and 
then click Modify List.
The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List, 
and then click Remove.

The application is removed from the Exclusion/Inclusion List.

Securing all Applications
You can secure all applications, enabling neither exclusion nor inclusion. When 
you secure all applications, Aventail Connect ignores any applications on the 
Exclusion/Inclusion List.

NOTE: You may have more than one instance of a specified application 
(e.g., ftp.exe). You can choose to include one specified appli-
cation, with a fully qualified pathname (e.g., C:\Win-
dows\Sys32\ftp.exe), or all instances of a specified 
application (e.g., all instances of ftp.exe).
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To secure all applications

• On the Advanced tab, under “Applications to Secure,” select Secure all 
applications.

CREDENTIAL CACHE TIMEOUTS
With the credential cache timeout feature, you can control when credentials 
expire (time out). If a user has not made a connection to the extranet (SOCKS) 
server for a certain length of time (determined by the administrator), then the 
credentials will automatically be deleted from the credential cache. If a credential 
times out, the user must reauthenticate by entering the proper credentials before 
regaining access to the extranet. This feature can help to prevent unauthorized 
users from gaining access to secured areas.

There are three credential cache timeout options.

• Never time out cached credentials: Credentials never time out.

NOTE: Aventail Connect secures all applications by default. Unless you 
need to exclude or include specific applications, Aventail recom-
mends that you use the default Secure all applications setting.

CAUTION: Microsoft Internet server products (including Microsoft Inter-
net Information Server (IIS) and Microsoft Peer Web Server) 
include inetinfo.exe, which conflicts with Aventail Connect 
3.01. To eliminate this conflict, exclude inetinfo.exe through 
the Application Exclusion/Inclusion List in the Config Tool.
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• Time out credentials from time first entered: Credentials time out x 
minutes after the user first entered the credentials (where “x” is the 
number of minutes you enter in the Min. box).

• Time out credentials from time last used: Credentials time out x min-
utes after the user last connected through the extranet server (where 
“x” is the number of minutes you enter in the Min. box).

ENABLE PASSWORD PROTECTION
You can enable password protection for a configuration file. If you enable pass-
word protection, users will not be able to view or modify the configuration file 
without the assigned password. A password is not required to use the configura-
tion file with Aventail Connect.

To enable password protection

1. From any tab of the Config Tool, select File | Set Password.

The Configuration File Password dialog box will appear.

2. Enter the desired password.

3. Reenter the password to confirm, and then click OK.

CAUTION: If your mail program is configured to check for e-mail at 
regular intervals, the mail-checking frequency must be 
longer than the credential cache timeout. For example, if 
your mail program is configured to check for mail every 
ten minutes, you should set the credential cache to less 
than ten minutes.
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To disable password protection

1. From any tab of the Config Tool, select File | Set Password.

The Configuration File Password dialog box will appear.

2. Clear the password from both boxes, and then click OK.

MULTIPLE FIREWALL TRAVERSAL
To gain access to your extranet, users may need to traverse multiple firewalls. In 
the simplest case, this involves an employee at a partner company gaining 
access to the Internet via an outbound proxy server at the partner company, and 
having an authenticated, encrypted, and controlled connection to your internal 
network via an Aventail ExtraNet Server. This capability is provided in Aventail 
Connect 3.01 by the Aventail MultiProxy feature. Aventail Connect can open 
connections through SOCKS servers, through HTTP proxies, or through proxy 
chaining.

• MultiProxy with SOCKS Server: Uses a SOCKS server to control out-
bound access.

• MultiProxy with HTTP Proxy: Uses an HTTP proxy to control out-
bound access.

• Proxy Chaining: Uses two Aventail ExtraNet Servers, where one 
Aventail ExtraNet Server acts as a client to another Aventail ExtraNet 
Server.

AVENTAIL MULTIPROXY
The Aventail MultiProxy feature allows Aventail Connect to traverse multiple fire-
walls by making connections through successive proxy servers. Aventail Con-
nect makes a connection with each proxy server individually. Each proxy server 
forms a link in a chain that connects Aventail Connect to the final destination. 
Any or all of the proxy servers can apply authentication and access control rules. 
Proxies can be Aventail ExtraNet Servers, other SOCKS 5 servers, SOCKS 4 
servers, or HTTP proxies.

Using an HTTP proxy server to control outbound traffic eliminates the need to 
install a separate SOCKS server. This HTTP proxy can filter outbound connec-
tion requests and route those requests to the specified servers. MultiProxy sup-
ports RFC 2068 HTTP Basic (username/password) authentication. If your proxy 
uses HTTP Basic (username/password) authentication, Aventail Connect will 
store the username and password information in the credential cache, as it does 
with SOCKS servers.

NOTE: If you save an existing configuration file using the Save As com-
mand, Aventail Connect will prompt you to enter the correct pass-
word for the configuration file.
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The steps for making a connection using MultiProxy are:

1. The client application requests access to the destination server.

2. Aventail Connect establishes a connection with the outbound server (SOCKS 
server or HTTP proxy). Aventail Connect then sends the access request to 
the outbound server, specifying the Aventail ExtraNet Server as the destina-
tion. The user authenticates with the outbound server, if necessary.

3. Aventail Connect instructs the outbound server to establish a connection with 
the Aventail ExtraNet Server on the specified port. The user authenticates 
with the Aventail ExtraNet Server, if necessary.

4. Aventail Connect instructs the Aventail ExtraNet Server to proxy its connec-
tion to the final destination.

5. Once the connection between the client and the Aventail ExtraNet Server is 
established, the outbound server simply relays the data.

The following example illustrates the connections made during a MultiProxy con-
nection through three proxy servers.

In the following diagram, the Aventail ExtraNet Server acts as both a destination 
and a server. It is a destination because a proxy server routes traffic to it. It is a 
server because it routes traffic to the final destination.

NOTE: The MultiProxy feature supports the use of HTTP proxies in 
Aventail Connect 3.01 only. HTTP proxies cannot be used in 
Aventail Connect 2.51.
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Configuring Aventail MultiProxy
You have two options for configuring MultiProxy. You can configure Aventail 
Connect 3.01 to redirect all Internet traffic (including extranet traffic) through 
your outbound proxy, or you can configure Aventail Connect 3.01 to redirect only 
extranet traffic through your outbound proxy.

To configure Aventail MultiProxy

1. Create a destination (“Final destination”).

2. Create a server (“Extranet server”).

3. To redirect only extranet traffic: Create a destination (“Extranet server”), 
using the same information from step 2, above.

-OR-

To redirect all Internet traffic (including extranet traffic): Create a destina-
tion (“Local network,” the network local to Aventail Connect).

4. Create a server (“Outbound proxy”). This can be a SOCKS 5, SOCKS 4, or 
HTTP proxy server.

5. Create a redirection rule (Redirect “Final destination” through “Extranet 
server”).

6. To redirect only extranet traffic: Create a redirection rule (Redirect “Extra-
net server” through “Outbound proxy”). Do not redirect “(everything else).”

-OR-

To redirect all Internet traffic (including extranet traffic): Create a redirec-
tion rule (Do not redirect “Local network”). Redirect “(everything else)” through 
the outbound proxy. (NOTE: Your outbound proxy must belong to “Local net-
work.”)

CAUTION: If using an HTTP proxy, you must configure your HTTP 
proxy and firewall to allow HTTPS/SSL connections to 
port 1080, OR you must run the Aventail ExtraNet 
Server on port 443 or port 563.

NOTE: If you have multiple domains or subnets, you may need to create 
multiple destinations.
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Redirect only extranet traffic Redirect all Internet traffic (including extranet 
traffic)

Redirect only the extranet traffic through 
the outbound proxy. Leave all other 
traffic alone.

Redirect all Internet traffic through the 
outbound proxy. Leave only “Local network” 
traffic alone.
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PROXY CHAINING
Proxy chaining is an Aventail ExtraNet Server feature. With proxy chaining, 
Aventail ExtraNet Servers forward connections for certain destinations to other 
proxy servers.

The following diagram and table illustrate the differences between MultiProxy 
and proxy chaining. In many cases, MultiProxy is the preferred method for tra-
versing multiple firewalls. With MultiProxy, each proxy server can provide 
authentication, access control, and encryption.
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Criteria MultiProxy Proxy Chaining

Server 1 Can be Aventail ExtraNet 
Server, other SOCKS 5 server, 
SOCKS 4 server, or HTTP 
proxy.

Must be Aventail ExtraNet 
Server.

Server 2 Must be Aventail ExtraNet 
Server.

Must be Aventail ExtraNet 
Server.

Authentication 
to Server 1

User authenticates (if 
necessary).

User authenticates.

Authentication 
to Server 2

User authenticates. Server 1 authenticates 
automatically.

Trust model for 
Server 2

Not inherited. Each user must 
individually authenticate with 
Server 2.

Inherited from Server 1. Server 
2 trusts everyone who 
authenticates to Server 1 
equally.

Access control 
rules

Can be for specific users. Treats everyone who 
authenticates to Server 1 
equally.

Client 
configuration 
redirection rules

Advantages • Server 1 can be an Aventail 
ExtraNet Server, other SOCKS 
5 server, SOCKS 4 server, or 
HTTP proxy.
• Most secure, because no 
security policy is inherited from 
Server 1.

• Client is aware of Server 1 
only.
• User authenticates only once, 
to Server 1.

Disadvantages • User may need to authenticate 
more than once.
• Client must be aware of 
Server 1 and Server 2.

• All users connecting through 
Server 1 appear as a single 
user to Server 2.
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HTTP PROXIES AND WEB BROWSERS
Extranets often include Web pages that must be viewed with a Web browser. 
When a Web browser uses an HTTP proxy server, Aventail Connect sees con-
nections being made to the HTTP proxy rather than to the final destination. 
Therefore, Aventail Connect cannot redirect the connections to the Aventail 
ExtraNet Server or provide authentication and encryption. For Aventail Connect 
to function properly, the Web browser cannot use the HTTP proxy to connect 
with sites protected in the extranet; this is because Aventail Connect must redi-
rect and encrypt connections. The Web browser can still use the HTTP proxy to 
connect to sites that are not protected in the extranet.

If access to Web pages behind the Aventail ExtraNet Server requires users to 
connect through a Web browser (e.g., Microsoft Internet Explorer or Netscape 
Navigator), you must configure the Web browser to not use the HTTP proxy in 
the Web browser for those sites protected in the extranet.

When users need to access Web pages behind an Aventail ExtraNet Server, you 
must properly configure the Web browser.

Configuring Aventail Connect and the Web Browser
There are two approaches to configuring Aventail Connect for use with a Web 
browser.

• Configure the Web browser to not use the HTTP proxy for any traffic. 
(Aventail Connect redirects all connections through the outbound 
proxy.)

-OR-

• Configure the Web browser to not use the HTTP proxy for only those 
sites that are protected in the secure extranet. (Aventail Connect redi-
rects only extranet connections through the outbound proxy.)

To use either approach, you must first configure Aventail Connect. The Aventail 
Connect configuration is the same for both approaches, whether you are config-
uring your browser to not use the HTTP proxy for all traffic or for protected sites 
only.

To configure Aventail Connect for use with a Web browser

1. In the Servers tab of the Config Tool, add the HTTP proxy as a server.

2. In the Destinations tab of the Config Tool, add the HTTP proxy as a destina-
tion.

3. In the Redirection Rules tab of the Config Tool, edit the “(everything else)” 
rule to redirect all traffic to the HTTP proxy server.

4. In the Redirection Rules tab, select the HTTP proxy and select the Do not 
redirect option.
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To configure the Web browser to not use the HTTP proxy for all traffic

After you have configured Aventail Connect by following the instructions above, 
configure the Web browser by using one of the following procedures.

• Microsoft Internet Explorer
a. On the View menu, click Internet Options.
b. Click the Connection tab.

c. Click to clear the Access the Internet using a proxy server check box.

• Netscape Navigator
a. On the Edit menu, click Preferences.

b. Under “Category,” click to expand Advanced, and then click Proxies.

c. Select Direct Connection to the Internet, and then click OK.

To configure the Web browser to not use the HTTP proxy for protected 
sites only

After you have configured Aventail Connect, configure the Web browser by 
using one of the following procedures.

• Microsoft Internet Explorer
a. On the View menu, click Internet Options.

b. Click the Connection tab.

c. Under “Proxy Server,” click Advanced.

d. In the Exceptions box, type the URL of each site that is in the protected 
extranet.

• Netscape Navigator
a. On the Edit menu, click Preferences.

b. Under “Category,” click to expand Advanced, and then click Proxies.

c. Select Manual Proxy Configuration, and then click View.

d. In the Exceptions box, type the URL of each site that is in the protected 
extranet.

CAUTION:  Make sure you do not redirect the outbound proxy. 
Redirecting the outbound server or proxy will instruct 
the outbound proxy to redirect traffic to itself, causing 
Aventail Connect to behave unpredictably.
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CONFIGURING THE HTTP PROXY
To allow SSL connections to destination ports other than 443 (https) and 563 
(snews), you may need to configure your HTTP proxy. Typically, if you plan to 
connect to a SOCKS server on port 1080 using an HTTP proxy, you must 
change the HTTP proxy configuration.

To avoid changing the HTTP proxy configuration, you must run the destination 
Aventail ExtraNet Server on port 443 or port 563, and configure Aventail Con-
nect accordingly.

Most HTTP proxies can allow connections to port 1080. The following instruc-
tions describe how to configure the Microsoft Proxy Server, Netscape Proxy 
Server, or Apache Web Server to allow port 1080 connections.

• Microsoft Proxy Server 2.0: Follow the Microsoft instructions at
http://support.microsoft.com/support/kb/articles/q184/0/28.asp.
You must modify a registry setting with regedt32.exe.
(regedit.exe will not work; you must use regedt32.exe.)

• Netscape Proxy Server 3.5: Add the following to your obj.conf file:
<Object ppath=”connect://*”> (all ports)
Service fn=”connect” method=”CONNECT”
</Object>
To specify a particular port, add the following to your obj.conf file:
<Object ppath=”connect://*:1080”

• Apache Web Server 1.3.2 (Linux) with Proxy Support: The following 
two lines must be included in the httpd.conf file:
Proxy Requests On
AllowCONNECT <port list> (NOTE: This feature is available only 
on version 1.3.2 and greater.)

THE CERTIFICATE WIZARD
Aventail Connect supports client certificates and provides you with a certificate 
wizard to help generate and process a certificate. You start the certificate wizard 
through the Aventail Connect program group (via the Start button or Program 
Manager).

The Certificate wizard can create certificates for clients and servers. In this case, 
you are only interested in creating a client certificate. However, whether for client 
or server, you will need to run this wizard twice: Once to generate a Certificate 
Signing Request (CSR) to submit to your Certificate Authority (CA); the second 
time, to process the certificate file. If this is your first time in generating a certifi-
cate request, Aventail recommends that you complete the second step immedi-
ately after the first.

To generate the client key pair and Certificate Signing Request (CSR)

1. Select the certificate wizard from the Aventail Connect program group.
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2. In the Certificate Type dialog box, select the client certificate option, and 
then click Next.

3. Provide the requested information by following the prompts in the subsequent 
dialog boxes.

4. In the Key Length dialog box, select the size of your key. 

NOTE: Not all CAs accept keys larger than 512 bits. It is prudent to know 
which key lengths your CA accepts prior to generating your key 
pair. For testing purposes use 512 bits.
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5. Once you have generated the random data, continue through the screen 
prompts until the Congratulations! screen, where you will see the name and 
path to the new certificate request.

To submit the Certificate Signing Request (CSR)

1. You are now ready to submit the CSR (the *.req file) to your CA (usually 
via e-mail).

Aventail works with many certificate servers and certification authorities. Com-
panies such as VeriSign (www.verisign.com) issue both client and server 

Petitioner Apple Inc. - Exhibit 1043, p. 222



Administrator’s Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 70

certificates. The Aventail Web site (www.aventail.com) gives concise instruc-
tions (see "TechNotes") on how to use these programs with Aventail's certifi-
cate wizard. Aventail CSRs are generated in a standard PKCS #10 format.

The CA will create a certificate file and issue a trusted roots file.

2. On receipt, copy (or place) the trusted roots file into the same directory as the 
configuration file, and the certificate file into the Aventail Connect directory.

To process the CSR

1. Run the certificate wizard, again. The wizard will detect the pending requests. 
Click Process.

2. Follow the prompts on the following screens. You will be asked to paste or 
load the certificate response information in a window area. Click Next.
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3. Provide the root certificate file name in the Root Certificate screen. The root 
certificate is your "trusted" root file. Click Next.

4. The Summary screen will identify the pathnames to your key file, and certifi-
cate. 

Verify that the roots file is in the same directory as the configuration file and 
that the certificate file is in the Aventail Connect directory.

You have successfully created a client certificate and key pair.
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EXAMPLE NETWORK CONFIGURATION
The following section describes the setup of Aventail Connect in an example net-
work configuration using the Aventail ExtraNet Server.

CONFIGURATION USING AVENTAIL EXTRANET SERVER
The following example network configurations show the Aventail ExtraNet 
Server configured for a Mobile Extranet environment and a Partner Extranet 
environment. This example emphasizes simplicity to facilitate easy adaptation to 
real world network designs.

The design used in the example above consists of two individual Ethernet seg-
ments, one public and one private. The public segment is used to host anony-
mous services available to the general public. The public access is provided 
through a router that is connected to the public Internet. The private segment is 
used to house all of the corporation's private network resources and data to be 
used only by internal company employees. The Aventail ExtraNet Server 
depicted in this example is used to provide secure and monitored access to the 
private LAN for mobile employees and partners. For security reasons the Aven-
tail ExtraNet Server is configured such that operating system routing is disabled. 
Therefore, no direct network connections between the public LAN and the pri-
vate LAN can be created without being securely proxied through the Aventail 
ExtraNet Server.

The mobile user workstations connected to the public Internet are the client 
workstations, onto which, Aventail Connect will be deployed. Due to the routing 
restrictions described above, these clients will have no network access beyond 
the Aventail ExtraNet Server unless they are running Aventail Connect. Depend-
ing on the security policy and the Aventail ExtraNet Server configuration, Aven-
tail Connect will automatically proxy their allowed application traffic into the 
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private network. In this situation, Aventail Connect will forward traffic destined for 
the private internal network to the Aventail ExtraNet Server. Then, based on the 
security policy, the Aventail ExtraNet Server will proxy mobile user traffic into the 
private network but only to those resources allowed. The client workstations we 
focus on in this section are Microsoft Windows based PCs.

The Aventail ExtraNet Server in our example, has two network adapters config-
ured to use the internal IP address of 10.1.1.1 and an external address of 
129.79.100.64. 

User authentication and encryption on the Aventail ExtraNet Server require all 
users to use Aventail Connect to authenticate and encrypt their sessions before 
any connection to the internal private network(s). For this example, the Aventail 
ExtraNet Server encrypts all sessions with SSL.

Installing and using Aventail Connect for remote access purposes differs a bit 
from its installation and use within a corporate network. First, configuration files 
need to be kept locally on the workstation or laptop. This is due to the inability to 
share a file server that allows direct access outside the perimeter of the private 
network. Second, not all traffic passes through to the Aventail ExtraNet Server. 
Only traffic destined for the internal network is authenticated and encrypted; all 
other traffic passes through Aventail Connect unchanged. For instance, brows-
ing the Internet from the mobile user workstation occurs as if Aventail Connect is 
not even running in the background. Large sites with many mobile users will 
want to set up an internal file server for a network installation for all mobile users 
to easily install and configure Aventail Connect. For more information, refer to 
"Network Installation."

CAUTION: Since the internal network address space is part of the 
IANA reserved address space (per BCP RFC 1918) 
routing MUST be disabled on this host and routing 
advertisements for this internal network MUST NOT be 
propagated to the outside world.

SEE ALSO: For additional information on how to configure the 
Aventail ExtraNet Server product, consult the Aventail 
ExtraNet Server Administrator’s Guide.
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This section explains:

• Commands on the System menu, including Close, Hide Icon (in Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51), Help, 
About, Credentials, and Configuration File

• How to use the Aventail Connect utilities, including the Config Tool, the 
Logging Tool, and S5 Ping, all displayed through the Utility Programs 
menu.

• How to use Secure Extranet Explorer (SEE)/Extranet Neighborhood.

SYSTEM MENU COMMANDS
Even though Aventail Connect requires little to no interaction with the user, there 
are commands on the Aventail Connect System menu. To display the System 
menu, right-click the Aventail Connect icon in the system tray on the taskbar 
(Windows 95, Windows 98, and Windows NT 4.0) or click the minimized Aven-
tail Connect icon (Windows 3.1, Windows for Workgroups 3.11, or Windows NT 
3.51).

Aventail Connect System Menu Commands

Each of the commands is discussed below.

CLOSE
This command closes Aventail Connect. Exiting Aventail Connect may limit 
access to certain remote hosts or prevent you from using certain WinSock appli-
cations.

Menu Command Function

Close Closes Aventail Connect.

Hide Icon Hides the Aventail Connect icon from view. Not available in 
Windows 95, Windows 98, and Windows NT 4.0.

Help Accesses Help.

About Displays Aventail Connect About box.

Credentials Displays authentication credentials.

Configuration File Selects a new configuration file via Startup Options dialog box.

      U t i l i t i e s  R e f e r e n c e  G u id e
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HIDE ICON
This command hides the Aventail Connect icon from view (Windows 3.1, Win-
dows for Workgroups 3.11, and Windows NT 3.51 only). Aventail Connect will 
run in the background. The Hide Icon command is not available in Windows 95, 
Windows 98, and Windows NT 4.0.

HELP
This command accesses Aventail Connect Help.

ABOUT
This command displays the Aventail Connect About box, which includes Aven-
tail Connect software copyright notification, version information, and so on. 
Clicking More displays a list of files used by the current version of Aventail Con-
nect.

CREDENTIALS
This command displays the Manage Credentials dialog box. Credentials 
include the information (such as username/password) that you enter when 
establishing a connection to an extranet (SOCKS) server requiring user authen-
tication. (Aventail Connect prompts you with an authentication dialog box.) As 
long as your credentials are in memory, you can establish connections to associ-
ated extranet servers without needing to reenter your authentication information.

You cannot edit credential data fields; you can, however, delete individual cre-
dential entries. Aventail Connect will prompt you to enter updated authentication 
information when you reestablish a connection to the associated extranet server.
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To delete a credential entry

Delete authentication credentials when they are no longer correct. After the cre-
dentials are deleted, you will be prompted to reenter them the next time you con-
nect to the associated extranet server.

• Select the credential entry you want to delete and click Delete. 

This deletes the credential information. 

To exit the Manage Credentials dialog box

• Click OK to accept changes to the credentials and close the dialog box.

-OR-

• Click Cancel to close the dialog box without accepting any changes you 
might have entered.

CONFIGURATION FILE
This command lets you load a different configuration file via the Aventail Con-
nect Startup Options dialog box.

Field Definition

SOCKS Server Extranet (SOCKS) server name.

User Name User name for the extranet server.

Method Authentication method.

NOTE: You cannot edit the “AUTHINFO” entries in the Manage Creden-
tials dialog box. This information is for diagnostic purposes only.

NOTE: Clicking Apply saves changes but keeps the dialog box open so 
you can keep working.
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For more information about the configuration file, refer to “Creating Configuration 
Files.”

To load a configuration file

Check with your network administrator before making any changes to the config-
uration. 

• Select the configuration file you want to load (use the Browse button), and 
then click OK.

• If you want Aventail Connect to start automatically with your most recent 
choice of configuration file, select the Automatically start... check box, and 
then select the start delay (in seconds).

The new configuration file transparently loads into Aventail Connect. You 
can close and restart Aventail Connect for your change to take effect, or 
wait the specified length of time if you selected the Automatically start... 
checkbox.

UTILITIES
To display the Utility Programs menu, right-click the Aventail Connect icon in 
the system tray on the taskbar (Windows 95, Windows 98, or Windows NT 4.0) 
or click the minimized Aventail Connect icon (Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51).

Aventail Connect Utility Program Menu Commands.

Each of the commands is discussed below.

Menu Command Function

Config Tool Runs the Config Tool. (Optional)

Logging Tool Runs the Logging Tool. (Optional)

S5 Ping Runs the ping and traceroute utilities. (Optional)
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CONFIG TOOL
The Aventail Connect Config Tool creates configuration files that determine how 
network requests will be routed and which authentication protocols will be 
enabled. (This option may not be available to all users if the network administra-
tor has chosen not to install it.)

Network administrators generally create configuration files during Aventail Con-
nect installation. However, you can add, remove, or modify configuration files at 
any time. If necessary, you can create several configuration files for different 
users or user groups. Some configuration files may reside on a networked drive, 
accessible by multiple users. Other configuration files may be tailored to a spe-
cific user on an individual workstation. "Creating Configuration Files” discusses 
the Config Tool in detail.

LOGGING TOOL
The Logging Tool is an optional diagnostic utility for tracing Aventail Connect and 
WinSock activity. When running a trace, the Logging Tool displays errors, warn-
ings, and information as Aventail Connect generates them. You can save the 
message list to a log file that Aventail Technical Support can use in troubleshoot-
ing technical problems, including Aventail Connect network, extranet (SOCKS) 
server, and WinSock application interoperability problems. Aventail Technical 
Support engineers may request that you perform a verbose trace, log it to a file, 

NOTE: The Config Tool, Logging Tool, and S5 Ping commands are 
optional components and will only appear when the network 
administrator has included them in a custom setup package. 
They are discussed in the sections “Config Tool,” "Logging Tool," 
and "S5 Ping.”
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and e-mail it to them as an attachment. Log files are also useful when running 
Aventail Connect for the first time, to ensure that network traffic is being routed 
properly.

To trace Aventail Connect activity

1. Windows 95, Windows 98, or Windows NT 4.0: Either right-click the Aventail 
Connect icon (in the system tray on the taskbar) and click Logging Tool, or 
select Start | Programs | Aventail Connect | Logging Tool.

-OR-

Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51: From the 
Aventail Connect program group, double-click the Logging Tool program 
icon.

2. In the Log menu, click Level and select one of the five levels of information 
you want to trace.

-OR-

Select one of the five levels from the drop-down list on the toolbar.
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3. On the Log menu, click Trace.
-OR-

Click the Trace On button on the toolbar (shown below).

The log window will now record and display trace information as it is generated 
by Aventail Connect. You can tell when the trace function is active because mes-
sages are scrolling down the screen and the Trace On button is depressed.

4. When you are ready to stop the Trace function, click Trace on the Log menu.

-OR-

Click the Trace Off button on the toolbar (shown below).

Select To Log

Fatal Errors Fatal errors only

Errors Errors and fatal errors only

Warnings Errors and warnings only

Information Errors, warning, and information

Verbose All of the above, and more descriptive information on progress of 
connections
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The Trace function stops. You can now scroll through the results, print them, 
and/or save them to a file.

To save a log file

The Logging Tool allows you to append each new message to the end of a .LOG 
file during the trace, or save the contents of the log window at any time. If you 
save during a trace, Aventail Connect will append messages to the log file until 
you stop the log function. You must save data in the log window to retain it.

You cannot open a preexisting log file from within the log window. To open a pre-
existing log file, you must open it in a text editor such as Notepad.

1. To save a log file as the data is being generated, click Log to File on the Log 
menu. Enter the filename in the Select Log File dialog box. 

-OR-

Click the File Logging button on the toolbar (shown below).
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2. Enter the filename in the Select Log File dialog box.

• To save the contents of the log window at any time, click Save As on 
the Log menu and then enter the filename.

To filter messages in the log window

You can filter the contents of a log window by selecting the types of messages 
you want to view. By selecting a specific type of message, you can easily scan 
the information on-screen. If you save data to a log file, a view filter will not affect 
the file contents; it merely adjusts the screen display of those contents.

1. On the View menu, click Filter Messages to display the Filter dialog box

-OR-

Click the Filter button on the toolbar (shown below) to display the Filter dialog 
box.
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NOTE: The Filter function is an on/off toggle. If the filter is enabled, 
select Filter Messages to turn it off, then select it again to dis-
play the Filter dialog box.
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2. Under "Categories," select one or more of the five filter check boxes. The log 
window will adjust the display based on your selection(s).

3. Under “Log Type,” select the log type to filter.

4. Under "Application Type," select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

• On the View menu, click Font. Enter your font preferences into the standard 
Windows Font dialog box.

• To display or hide the toolbar and status bar, click Toolbar and/or Status 
Bar on the View menu.

To copy the log window

You can copy the log window contents to the Windows Clipboard.

• To copy all of the log window contents to the Windows Clipboard, click 
Select All on the Edit menu. Then click Copy on the Edit menu, or click the 
Copy button on the toolbar.

• To copy selected messages to the Windows Clipboard, drag the mouse over 
the messages to highlight them. Then select Copy on the Edit menu or click 
the Copy button on the toolbar.

Field Definition

Categories Select any of the five filters to display errors, fatal errors, warnings, 
information and/or verbose information in the log window.

Log Type Select the type of log to be filtered. (Currently, the only valid log 
type used in Aventail Connect is Miscellaneous.)

Application 
Type*

32-bit Show messages from 32-bit applications.

16-bit Show messages from 16-bit applications.

*These options are disabled if you are running 16-bit Windows.
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To print the log window

You can print the contents of the log window can be printed only in its entirety.

• On the Log menu, click Print.
-OR-

Click the Print button on the toolbar.

The entire contents of the window will print, regardless of whether you 
have specific messages selected. If you have filtered the display, only the 
filtered messages will print.

To find a specific message

The Find command will only work with data displayed in the window. If the dis-
play has been filtered, only the filtered messages will be searched. The Find dia-
log box remains active until you close it.

• On the Edit menu, click Find.

-OR-

Click the Find button on the toolbar.

Then enter your search parameters in the Find dialog box.

To clear the log window

Clear the log window contents when you are ready to execute a new trace.

• On the Edit menu, click Clear All.
-OR-
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Click the Clear All button on the toolbar.

To close the log window

When you are ready to close the log window, make sure you have saved the 
contents of the trace for later reference. All settings are saved when you exit.

• On the File menu, click Exit.

S5 PING
Two of the most useful diagnostic tools in an administrator’s arsenal are the ping 
and traceroute utilities.

• The ping utility checks for network connectivity between two hosts and 
returns information about the quality of the connection.

• The traceroute utility checks for network connectivity by displaying 
information about routers between two hosts. It displays information for 
each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP). 
SOCKS v5 is designed to handle TCP and UDP protocols; however, SOCKS v5 
does not support ICMP. Because ping and traceroute are based on ICMP, there 
is no way to directly proxy a ping or traceroute request. To circumvent this prob-
lem, Aventail Connect provides a utility called S5 Ping.

S5 Ping determines whether a host outside of an extranet server is active. After 
a response from the host returns, the extranet server relays the data back to the 
client and displays it in the S5 Ping dialog box.

To launch S5 Ping 

You can use S5 Ping whether or not Aventail Connect is running. However, if the 
server that you are connecting through requires authentication, you must load 
Aventail Connect before reconnecting.

• Windows 95, Windows 98, or Windows NT 4.0: Select Start | Programs | 
Aventail Connect | S5 Ping.

-OR-

Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51: From 
the Aventail Connect program group, double-click the S5 Ping program 
icon.

-OR-

If Aventail Connect is already running, right-click the Aventail Connect 
icon on the taskbar and click S5 Ping (Windows 95, Windows 98, or Win-
dows NT 4.0), click the minimized Aventail Connect icon in the System 
menu (Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

The S5 Ping dialog box appears.
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S5 Ping can be used whether or not Aventail Connect is running. However, if the 
server that you are connecting through requires authentication, you must load 

Field Definition

Operation Select ping or traceroute.

SOCKS Server The Extranet (SOCKS) server that will execute the 
operation. If Aventail Connect is already configured, this list 
will be preloaded with extranet servers from the 
configuration file.

Destination The extranet server you want to ping (or traceroute). If 
Aventail Connect is already configured, this list will be 
preloaded with single host destinations defined in the 
configuration file. (See “Configuring Aventail Connect.”)

Results The results of successful connection. The format of the 
results will vary based upon the extranet server platform.

NOTE: S5 Ping will function without a properly configured Aventail Con-
nect; however, the user will be required to type the information 
about the target extranet server and target host into the SOCKS 
Server and Destination boxes.
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Aventail Connect before connecting. The network administrator may or may not 
make S5 Ping available to users during installation. In some cases, the S5 Ping 
command will not appear on the Aventail Connect System menu or in the pro-
gram group.

Once the S5 Ping dialog box opens, you can execute a ping or traceroute net-
work operation.

To run ping or traceroute using S5 Ping

S5 Ping has two modes of operation: ping and traceroute.

1. Under "Operation," select one of the two options, Ping or Traceroute.

2. Under "SOCKS Server," select an Aventail ExtraNet Server to carry out the 
operation. If no servers are listed (because S5 Ping did not locate an Aventail 
Connect configuration file), type the extranet server's hostname or IP 
address.

3. Under "Destination," select a single host destination to ping or traceroute. If 
no hosts are listed (because S5 Ping did not locate an Aventail Connect con-
figuration file), type the hostname or IP address of the host you want to ping 
or traceroute.

4. Click Start to execute the operation. Start then changes to Stop. Results 
from any previous operation are cleared from the window.

5. If the extranet server requires authentication, you may be prompted with a 
server certificate or required to enter a username and password. (For more 
information about server certificates and username/password authentication, 
see "Manage Authentication Modules" in the Administrator’s Guide.)

6. Once the connection to the host has been made, the information returned 
from the server will be displayed in the Results window.

To stop ping or traceroute

• Click Stop.

This stops the operation and changes Stop to Start. The results of the 
operation remain displayed in the S5 Ping dialog box.

To exit S5 Ping

• Click Exit.
This clears the results and closes the S5 Ping dialog box.
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SECURE EXTRANET EXPLORER
Secure Extranet Explorer (SEE) allows you to view your Extranet Neighborhood, 
which is accessed through the Extranet Neighborhood icon on your desktop. 
The Extranet Neighborhood user interface resembles that of Network Neighbor-
hood. However, while Network Neighborhood displays all computers on your 
local network, Extranet Neighborhood allows you to browse, copy, move, and 
delete files from remote computers via the Aventail Connect extranet connec-
tion. With Extranet Neighborhood, all interaction with the remote server can be 
secured. Network administrators determine which local and remote computers 
are available to users.

Extranet Neighborhood, a Windows Explorer shell extension, is a collection of 
Windows file servers and Windows NT domains. Network Neighborhood dis-
plays only those remote computers that the network administrator has specified. 
SEE requires a hosts file (SEEHosts) that determines which Windows file serv-
ers and NT domains are available. You can include a SEEHosts file with the 
Aventail Customizer tool. If users install a custom package that does not include 
a SEEHosts file, then the first time they open Extranet Neighborhood, SEE will 
create a SEEHosts file. For more information, see the “Customizer” section in 
the Administrator’s Guide.

Extranet Neighborhood offers Aventail Connect users a secure alternative to tra-
ditional file-browsing methods. Users can securely access computers from the 
desktop through Extranet Neighborhood (see icon below), or through Windows 
Explorer.

Generally, you will use Extranet Neighborhood to connect to a remote network 
through Aventail Connect. For example, you will use Extranet Neighborhood 
when:

• you are inside the office, on the corporate network, and you connect 
through an Aventail ExtraNet Server to your company’s remote site, or 
to another company’s network.

• you are outside the office, and you connect your laptop through an 
Aventail ExtraNet Server to your internal company network, or to 
another company’s network.

NOTE: Some installations of Aventail Connect may not include SEE. 
Network administrators can decide whether or not to include SEE 
in a custom setup package.
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HOW EXTRANET NEIGHBORHOOD WORKS
Typically, with Windows networking, the Microsoft Windows Explorer and Net-
work Neighborhood browse files using NetBIOS (NBT), over TCP. Network 
Neighborhood does not use the standard WinSock programming interface. This 
prevents Aventail Connect from redirecting TCP connections. Since Aventail 
Connect redirects only WinSock calls, it cannot redirect NBT calls.

To deliver a secured version of standard Windows browsing, Aventail Connect 
redirects NBT calls to WinSock. This allows Aventail Connect to redirect this traf-
fic based on a set of redirection rules, as defined in the Aventail Connect config-
uration file.

Extranet Neighborhood can use either hosts files or Windows Internet Naming 
Service (WINS) servers to map a computer’s Internet (host) name to its Win-
dows machine name. Without a hosts file or a WINS server, Extranet Neighbor-
hood cannot associate a computer’s Internet name with its Windows machine 
name.

Extranet Neighborhood includes a browsing mode, which allows you to view a 
dynamic list of available Windows hosts. Hosts files provide a static list of hosts.

There are two basic methods for configuring Extranet Neighborhood.

• Listing WINS Servers: List only WINS servers for the domain(s) in the 
hosts file. You do not need to list individual hosts within the domain.

• Listing Individual Hosts: List every individual host in the hosts file that 
will be accessible to users.

LISTING WINS SERVERS
To use Extranet Neighborhood in the browsing mode, you must configure Extra-
net Neighborhood to use WINS, and you must identify the IP address (host-
name) of the WINS server(s) and, possibly, the primary domain controller (PDC) 
for the domain. If you do not specify a WINS server, you will not be able to use 
Extranet Neighborhood in the browsing mode.

The PDC for the domain is required only if the destination network is not acces-
sible by UDP. (For example, when using MultiProxy, the destination network is 
not UDP-accessible.) When Extranet Neighborhood is in browsing mode, it must 
be able to resolve the name of the host. If the destination network is UDP-acces-
sible, then the WINS server is used to map a computer’s Internet (host) name to 
its Windows machine name. If the destination network is not UDP-accessible, 
then Extranet Neighborhood uses the PDC and DNS to determine the host’s 
address.

NOTE: To use Extranet Neighborhood with remote hosts, Aventail Con-
nect must be running and configured correctly.
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LISTING INDIVIDUAL HOSTS
To use Extranet Neighborhood in the static host list mode, you must define, in 
the hosts file, each individual host in the domain. This allows you to restrict 
access to designated hosts only. In the hosts file, you must specify the host’s IP 
address or DNS name along with the Windows machine name. WINS and PDC 
are not used in this method.

INSTALLING EXTRANET NEIGHBORHOOD
When installed, Extranet Neighborhood appears on your desktop as an icon, 
and in Windows Explorer. You can open, move, copy, and delete files in Extranet 
Neighborhood just as you would in Network Neighborhood.

If you need to install Extranet Neighborhood, install it from the Aventail Connect 
CD. Or, if you downloaded your copy of Aventail Connect, run the downloaded 
executable package. When the Installation Components and Sub-compo-
nents dialog box appears, select Extranet Neighborhood (located under Com-
ponents). Continue with the installation process.

The default installation directory is
\Program Files\Aventail\Connect.

CONFIGURING EXTRANET NEIGHBORHOOD
You can include a SEEHosts file with the Aventail Customizer tool. Only by 
installing a custom package will users have a local or remote hosts file 
automatically configured. If users install a custom package that does not include 
a SEEHosts file, the SEE Configuration wizard will run when users open 
Extranet Neighborhood for the first time. The SEE Configuration wizard walks 
you through the process of defining local or remote hosts files. Aventail 
recommends that you use the Customizer tool to distribute Extranet 
Neighborhood, bundled with a hosts file, in a custom setup package.

Extranet Neighborhood can automatically construct a hosts file from your local 
network or a remote network. Using the Search feature, Extranet Neighborhood 
can automatically “browse” available computers and build the local hosts file. 
The Search feature is available through the Extranet Neighborhood Proper-
ties | Local tab. Alternatively, you can enter the names of the available comput-
ers manually. The Search feature browses only those computers that are within 
your internal network. To search remote networks, you must manually enter the 
fully qualified hostname of each remote WINS server that is outside your Aven-
tail ExtraNet Server. When using the Search feature, the same UDP restrictions 
described in “Listing WINS Servers” apply.

NOTE: Secure Extranet Explorer/Extranet Neighborhood is available 
only on Windows 95, Windows 98, and Windows NT 4.0 operat-
ing systems.
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Do not use the Search feature if you are using the WINS-browsing mode. The 
Search feature builds the local hosts file for all of the computers, which is not 
necessary with WINS. Use Search when creating a local hosts file using the “list-
ing individual hosts” method.

To create a hosts file

Use this procedure if you have not yet created a hosts file.

1. Decide which method, listing WINS servers or listing all individual hosts, to 
use.

2. If no hosts file exists, launch Extranet Neighborhood (Extranet Neighborhood 
will prompt you automatically if you are running Extranet Neighborhood for the 
first time),

-OR-

Right-click the Extranet Neighborhood icon on your desktop and then click 
Properties.

3. Follow the on-screen instructions to create the hosts file.

4. To distribute the new hosts file, include the SEEHosts file in your custom 
setup package, if using the Customizer tool.

After creating the hosts file, users can browse only those domains and machines 
that the network administrator has included in that list of hosts. This list may be a 
local hosts file called “SEEHosts” and/or a remote host list, which is identified by 
[share]\[path]\[filename].

NOTE: To use the Search feature, Aventail Connect must be running and 
configured correctly.

NOTE: When you click Search, you may see more than one domain in 
the resulting local hosts file. This is because Search includes 
trusted domains.

NOTE: To use the browsing mode, you must specify the domain’s WINS 
server(s) in the local hosts file.

CAUTION: SEE cannot recognize share names that contain special 
characters (e.g., é) or multiple spaces (e.g., Aventail 
Custom Computer). SEE also will not recognize hidden 
one-letter share names (e.g., C$ or D$).
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SEE CONFIGURATION METHODS
There are numerous methods for configuring SEE. The three most common 
methods are described below.

Local Hosts File Method
With this method, the hosts file contains a list of all domains and servers in the 
local hosts file. Every host is listed.

There are two ways to configure SEE using this method.

• In the Extranet Neighborhood Properties | Local tab, manually add 
each domain and host to the local hosts file

-OR-

• On the Local tab, click Search, click Search Local Network, and then 
search any remote networks, if necessary. SEE automatically builds a 
list of all hosts. You may delete hosts from the local hosts file if you do 
not want users to view them.

Remote Hosts File Method
With this method, the local hosts file contains the path of the remote hosts file, 
and the remote hosts file contents are determined by which configuration 
method you use.

To use this method, first create the remote hosts file, and then create a local 
hosts file that points to the remote hosts file.

To configure SEE using the remote hosts file method

1. Create a local hosts file, using one of the methods listed above, and copy it to 
a central location. (This creates a remote hosts file; this file is not distributed 
with Aventail Connect.)

2. On the Remote tab, click Add, and then add a pointer to the remote hosts file 
that you created in Step 1. (This file is distributed with Aventail Connect.)

WINS Browsing Method
With this method, the hosts file contains a list of all domains, and the WINS serv-
ers for each domain. You do not need to list all of the computers.

NOTE: To view your domains, double-click the Extranet Neighborhood 
icon on your desktop. If you make changes to the hosts file, you 
can reload the Extranet Neighborhood domains window by 
pressing the F5 key.

NOTE: You can point to multiple remote hosts files on a single list.

Petitioner Apple Inc. - Exhibit 1043, p. 247



Utilities Reference Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 95

To use this method, add each domain in the Local tab, specifying the primary 
WINS server and, if applicable, the secondary WINS server, and then select the 
Make domain browsable check box in the Windows Domain dialog box.

Choosing a Method
Each of the three methods has advantages and disadvantages. The table below 
lists pros and cons for each of the three methods.

You are not limited to using only one method for configuring SEE. You can use a 
combination of the various methods. For example:

• Use WINS browsing for some domains, and explicitly list hosts for other 
domains

-OR-

• Use multiple remote hosts files

Method Advantages Disadvantages

Local hosts 
file with 
individual 
computers

The administrator 
controls exactly 
which hosts the users 
can see. On slower 
connections, this 
method is fastest 
since you do not 
need to send a list of 
servers to the client.

The administrator must update the local 
hosts file if file servers are added to or 
removed from the domains.

Remote hosts 
file

• The administrator 
can edit the centrally 
stored hosts file 
whenever necessary.
• If the hosts file is 
stored behind a 
firewall, SEE can go 
through an extranet 
server (using 
encryption and 
authentication) to 
reach it.

•  Users are immediately prompted to 
enter authentication credentials upon 
opening SEE (because SEE must load 
the remote hosts file).
• If a user loses network connectivity to 
the hosts file, SEE will not display the list 
of hosts/computers.

Local hosts 
file with WINS 
browsing

The administrator 
does not need to 
update the hosts file 
if new computers are 
added or removed.

• The administrator must update the local 
hosts file if domains are added or 
removed.
• The administrator cannot control which 
computers appear in SEE; all computers 
in the NT domain are displayed.
• On slower connections, this method is 
slower than other methods because a list 
of computers must be sent to the client.
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-OR-

• Specify some computers in a local hosts file and others in a remote 
hosts file.

SEE PROPERTIES
To access information about the current configuration of SEE, or to make 
changes to that configuration, right-click the Extranet Neighborhood icon and 
click Properties, or click View | Options in any open SEE window. The Extra-
net Neighborhood Properties window will appear with the General tab 
selected.

THE GENERAL TAB
The General tab displays information about the current configuration of SEE.

THE LOCAL TAB
The Local tab displays the computers that are listed in the local hosts file.
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If you have specified a host in the local hosts file, you can add, edit, or remove 
computers or domains that appear in the Local tab. If you have specified hosts 
in the remote hosts file, they will not appear in this tab. To edit hosts in the 
remote hosts file, you must copy the file to your Aventail Connect directory, edit 
it, and then replace it in the remote hosts directory.

If you are using the WINS browsing mode, the individual computer names will 
not appear. Any hosts specified in remote hosts files, including WINS servers, 
will not appear in this tab.

The Add Host and Add Domain buttons allow you to add additional computers 
or domains in the Add Host to Aventail dialog box and the Windows Domain 
dialog box.

If no computers or domains appear in your Local tab, check the Remote tab. It 
is possible that your network administrator has configured Extranet Neighbor-
hood with only a remote hosts file.

The Search feature can automatically browse available computers in local or 
remote domains and populate your local hosts file. Alternatively, you can enter 
the names of the hosts files manually.
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Hosts File Locking
If the controls in this window are disabled (dimmed), then the hosts file has been 
“locked.” The network administrator determines which, if any, hosts files are 
locked.

You can lock and unlock files from any Extranet Neighborhood Properties tab.

• To lock a file, use the Ctrl+L command.
• To unlock a file, use the Ctrl+U command.

Windows Domain Dialog Box
To open the Windows Domain dialog box, click Add Domain in the Extranet 
Neighborhood Properties | Local tab.

For each domain, you can either specify the WINS server names or specify each 
individual host that should appear in the domain. Listing WINS servers will result 
in a smaller, more manageable hosts file. You must add a domain before you 
can add hosts to that domain.

NOTE: To view your domains, double-click the Extranet Neighborhood 
icon on your desktop. To reload the hosts files in the Extranet 
Neighborhood domains window, press the F5 key.

NOTE: In the Local tab, “browsable” domains do not show individual 
computers in them.

Petitioner Apple Inc. - Exhibit 1043, p. 251



Utilities Reference Guide

Aventail Connect 3.01/2.51 Administrator’s Guide • 99

To make the specified domain “browsable,” enter WINS server information in the 
Primary WINS Server box and, if desired, the Secondary WINS Server box. In 
both of these boxes, you can enter either the server’s IP address or its fully qual-
ified host name. You must also select the Make domain browsable check box. 
If you do not select the Make domain browsable check box, Extranet Neighbor-
hood will display only those computers in the local or remote hosts file, even if 
you have specified a WINS server.

To view your domains, double-click the Extranet Neighborhood icon on your 
desktop. To reload the hosts files in this screen, press the F5 key.

Add Host to Aventail Dialog Box
To open the Add Host to Aventail dialog box, click Add Host on the Extranet 
Neighborhood Properties | Local tab.

Aventail Connect automatically places hosts within the domain that is selected 
when you click Add Host. Select the correct domain before clicking Add Host. 
You must specify a domain before you can add hosts to that domain.

In the Host name or IP address box, be sure to enter the server’s Internet 
address, not its Windows machine name.

THE REMOTE TAB
If the network administrator has configured Extranet Neighborhood to use a 
remote hosts file, this tab displays the information about the currently configured 
remote hosts file(s). Server name, host name or address, pathname, and user-
name are all configurable through the Remote tab.

NOTE: To use the browsing mode for a domain, you must specify the 
domain’s WINS server(s) in the hosts file. You must specify the 
WINS server(s) only if you want to use the browsing mode.
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Remote hosts files are always used in conjunction with a local hosts file. When 
you add a remote hosts file to the list, Extranet Neighborhood adds the path to 
the local hosts file. Extranet Neighborhood always has a single local hosts file; 
this file can include references to multiple remote hosts files.

The most common configuration is one remote hosts file (with all domains and 
hosts in the remote hosts file) and one local hosts file that contains a pointer to 
the remote hosts file. If you want users to share a common hosts file, and if you 
want to simplify administration, use a remote hosts file.

To add entries to the list of remote hosts files, click Add. The Remote Hosts File 
dialog box appears, and you can type the names of the remote hosts file(s) you 
want to add.

Remote Hosts File Dialog Box
To open the Remote Hosts File dialog box, click Add on the Remote tab.

NOTE: To access remote hosts files, Aventail Connect must be running 
and configured correctly.
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When entering the Universal Naming Convention (UNC) filename of the remote 
hosts file that you are adding, note that the [SERVER] name is the Windows 
machine name, not its IP address or hostname.

In the Host name or IP address of Server box, be sure to enter the server’s 
Internet address, not its Windows machine name.

NOTE: Extranet Neighborhood ignores any remote hosts files that it can-
not access.
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Aventail Connect-related problems tend to fall into four categories: Installation, 
Network Connectivity, Configuration, and Application and TCP/IP Stack Interop-
erability.

AVENTAIL CONNECT INSTALLATION PROBLEMS
When the instructions in "Installing" in the Administrator’s Guide are followed, 
Aventail Connect installation problems rarely occur. When they do occur, they 
are often the result of:

• Toolbars, virus-checking utilities, or other Windows applications 
running during the installation
If any of these are running during a failed installation, close them, unin-
stall Aventail Connect, reboot, and then re-install Aventail Connect, 
ensuring that the toolbars, virus-checking utilities, or applications are 
not automatically restarted when the system reboots.

• Insufficient RAM or free space on the volume to which Aventail 
Connect is being installed
If you suspect either of these as the cause of a failed installation, 
increase the available resources and retry the installation.

• Corrupted Aventail Connect installation media, or corrupted or 
incomplete FTP of Aventail Connect self-extracting, executable 
installation file
If you suspect corrupted Aventail Connect installation diskettes as the 
cause of a failed installation, contact Aventail Technical Support 
(206.215.0078) for assistance in determining whether the files on the 
diskettes may have been corrupted and whether Aventail or your ven-
dor must supply replacement diskettes.

If you suspect a corrupted or incomplete FTP transfer of Aventail Con-
nect installation files obtained over the Internet, retry the transfer, taking 
care to ensure that the FTP client is in binary mode and confirm that the 
transfer completes normally. Contact Aventail Technical Support to con-
firm that the byte size of the transferred installation file is correct.

• Installation to a workstation on which Aventail Connect was run-
ning or from which a previous version of Aventail Connect was not 
completely uninstalled
If you suspect either of these circumstances as the cause of a failed 
installation, contact Aventail Technical Support.

T ro u b l e s h o o t in g
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• Installation script errors
Aventail Connect is installed with InstallShield. If InstallShield reports 
errors during a failed installation, note the text of the error messages 
and the specific circumstances in which they occurred and contact 
Aventail Technical Support.

NETWORK CONNECTIVITY PROBLEMS
Before Aventail Connect can successfully redirect WinSock application connec-
tions:

1. The workstation on which Aventail Connect is installed must also have a prop-
erly installed, WinSock-compatible, TCP/IP stack running on it.

This installation can be confirmed by successfully pinging the IP address of 
the workstation, from the workstation itself, using a WinSock ping application. 
If this test fails, the failure must be corrected before Aventail Connect can be 
tested and before Aventail Technical Support can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation 
on which Aventail Connect is installed and the extranet (SOCKS) server(s) to 
which it is configured to redirect connections.

This connectivity can be confirmed by successfully pinging the extranet 
server(s) by IP address, from the client workstation. If this test fails, the failure 
must be corrected before Aventail Connect can be tested and before Aventail 
Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the extranet 
server(s) and the network host(s) to which the extranet server(s) are expected 
to proxy connections.

This connectivity can be confirmed by successfully pinging the network 
host(s), by IP address, from the extranet server(s). If this test fails, the failure 
must be corrected before Aventail Connect can be tested and before Aventail 
Technical Support can provide assistance.

AVENTAIL CONNECT CONFIGURATION PROBLEMS
This section addresses troubleshooting of simple Aventail Connect configuration 
problems. Troubleshooting complex Aventail Connect configuration problems is 
beyond the scope of this section.

It is easiest to troubleshoot Aventail Connect configuration problems by creating 
and testing simple Aventail Connect configuration files, such as those that may 
be created with the Aventail Connect configuration wizard. However, all refer-
ences to host and domain names must be removed from configuration files cre-
ated with the wizard, before testing, to defer possible name resolution 
complications until the files can be demonstrated to work with IP addresses 
alone.
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When troubleshooting Aventail Connect configuration problems, confirm that the 
Aventail Connect configuration file that is currently selected in the Configura-
tion File dialog box is the one intended for testing.

After selecting a configuration file to test, open the Aventail Connect Config Tool 
and:

1. Confirm that the extranet server has been correctly identified by IP address.

Click the Servers tab, select the server alias and then click Edit…. Compare 
the IP address in the Hostname or IP box with that of the extranet server.

If the extranet server is a SOCKS v5 server, click SOCKS v4 in the “SOCKS 
Version” area of the Servers tab. Then click Detect Version. The selection 
will revert to SOCKS v5, indicating that Aventail Connect detected a SOCKS 
v5 server running at the IP address specified in the Hostname or IP box.

If, on the other hand, the extranet server is a SOCKS v4 server, click SOCKS 
v5 in the “SOCKS Version” area. Then click Detect Version. The selection 
will revert SOCKS v4, indicating that Aventail Connect detected a SOCKS v4 
server running at the IP address specified in the Hostname or IP box.

If Detect Version fails to detect an extranet server of either version, it is pos-
sible that no extranet server is running on the host identified in the Hostname 
or IP box. Contact your extranet server administrator to confirm that the extra-
net server is running at the address specified.

2. Confirm that all Aventail Connect authentication modules are enabled.

Click the Authentication tab and confirm that the “traffic light” icons for all of 
the authentication Modules are green, indicating that the modules are 
enabled. Enabling all the modules configures Aventail Connect to attempt any 
form of authentication demanded by the extranet server or null (no) authenti-
cation. Note the form of authentication demanded by the extranet server and, 
if necessary, obtain the proper authentication credentials, such as an extranet 
server username and password, from the extranet server administrator.

3. Confirm that the network hosts to which the extranet server is expected to 
proxy connections are within a redirected destination.

Click the Destinations tab, select the destination that includes the network 
host to which the extranet server is expected to proxy connections, and then 
click Edit…. Confirm that the definition of the Destination includes the network 
host.

Next, click the Redirection Rules tab. Confirm that connections to the Desti-
nation are configured to be redirected by the extranet server.

NOTE: The IP address and SOCKS port number of the extranet 
(SOCKS) server(s) to which Aventail Connect must connect must 
be known before troubleshooting Aventail Connect configuration 
problems. Neither Aventail Connect, nor Aventail Technical Sup-
port, can discover the IP address or port number of the extranet 
server(s).

Petitioner Apple Inc. - Exhibit 1043, p. 257



Troubleshooting

Aventail Connect 3.01/2.51 Administrator’s Guide • 105

After making any necessary changes to the Aventail Connect configuration, 
restart Aventail Connect and then restart any WinSock applications before 
testing the new configuration.

APPLICATION AND TCP/IP STACK INTEROPERABILITY 
PROBLEMS

Aventail Connect is intended to “automatically socksify” all “well-behaved” Win-
Sock applications. Occasionally, you may find WinSock applications that Aven-
tail Connect does not socksify, due to interoperability problems with the 
application.

Aventail Connect is also intended to run on all WinSock-compliant Microsoft 
Windows TCP/IP stacks. Aventail Connect does not alter or replace WinSock or 
any other core TCP/IP components (files) provided by the operating system. 
Occasionally, you may find WinSock stacks on which Aventail Connect does not 
run as expected, due to interoperability problems with the stack.

If you suspect an application or stack interoperability problem, report it to Aven-
tail Technical Support. Aventail will make every reasonable effort to resolve 
interoperability problems.

AVENTAIL CONNECT TRACE LOGGING
Aventail Connect includes a Logging Tool for tracing Aventail Connect and Win-
Sock activity. Aventail Connect traces are often useful in troubleshooting Aven-
tail Connect network, extranet server, and WinSock application interoperability 
problems. Aventail Technical Support engineers may request that you perform a 
verbose trace, log it to a file, and e-mail it to them as an attachment.

To run an Aventail Connect trace

1. Close any WinSock applications that are running on the workstation.

2. If Aventail Connect is running, close it and then restart it.

3. Start an Aventail Connect trace.

In Windows 95, Windows 98, and Windows NT 4.0, right-click the minimized 
Aventail Connect icon in the system tray, and click Logging Tool. In Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, double-click 
the Logging Tool icon in the Aventail program group. The Aventail Connect 
Logging Tool window will open, as illustrated in Figure 1, below.

4. On the Log menu, confirm that the Trace command is checked. If it is not, 
click Trace to enable it.
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To save an Aventail Connect trace to a file

1. On the Log menu, confirm that the Log To File command is checked. If it is 
not, click Log To File to enable it.

2. The Select Log File dialog box (shown below) appears. Enter a file name and 
click Save.

ERROR MESSAGES
Occasionally, you may see an error message while running Aventail Connect. 
The following table explains some of the more common Aventail Connect error 
messages.

 Error Message Meaning

Setup has determined that your 
computer does not have this 
support and needs the WinSock 
2.0 patch, available from 
Microsoft.

SETUP: To install Aventail Connect 3.01, you 
must first install the Microsoft WinSock 2.0 
upgrade.

The patch is available for 
download on the Microsoft Web 
site, at www.microsoft.com/
windows/downloads/contents/
Updates/W95Sockets2/
default.asp.

SETUP: Location of the Microsoft WinSock 2.0 
upgrade.

You must have administrator 
privileges to install.

SETUP: On Windows NT machines, you must 
have administrative privileges to install or uninstall 
Aventail Connect.
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REPORTING AVENTAIL CONNECT PROBLEMS
Report Aventail Connect problems to Aventail Technical Support by completing 
and submitting an Online Support form on the Support page of the Aventail Web 
site, http://www.aventail.com.

Setup has detected that a previous 
installation of (....) is present. 
Would you like to continue and 
upgrade to (....)? Pressing NO will 
leave your existing installation 
intact and will cause Setup to 
terminate.

SETUP: Retain the previous installation of 
Aventail Connect by pressing NO. Replace with 
the newer installation by pressing YES.

The package does not contain the 
necessary 3.01 files. Please 
contact your administrator.

SETUP: Setup cannot find the necessary Aventail 
Connect 3.01 files.

The package does not contain the 
necessary 2.51 files. Please 
contact your administrator.

SETUP: Setup cannot find the necessary Aventail 
Connect 2.51 files.

The file you have selected is not a 
valid Aventail setup file. Would you 
like to create it?

CUSTOMIZER: Create a new setup file, or retain a 
previous setup file.

Customizer must be run from a 
valid Customize directory. Your 
changes will not be saved.

CUSTOMIZER: Must run Customizer from a valid 
Customize directory.

The Connect executable does not 
have a valid Aventail digital 
signature.

The specified signature is not valid.

Connect cannot find your license 
file, aventail.alf.

Aventail Connect cannot find a valid Aventail 
license file, aventail.alf.

Connect cannot load because your 
license file does not contain a 
license.

The license file exists, but it contains no license.

This version of Connect does not 
support HTTP servers.

Aventail Connect 2.51 does not support HTTP 
servers.

 Error Message Meaning
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ALIAS
User-friendly name for destination network or host computer.

AUTHENTICATION
A method for identifying a user in order to establish access to a system 
resource or network. Authentication information such as username/password 
is entered via prompts.

CERTIFICATE
A certificate is essentially an electronic "statement" which verifies that a cer-
tain RSA public key is associated with a particular name. Certificates are 
issued by a Certification Authority (CA).

CLIENT
A program or Internet service that sends commands to and receive informa-
tion from a corresponding program known as a server. Most Internet services 
run as client/server programs.

CONFIGURATION FILE
A file of information containing traffic redirection rules used to determine if 
and how SOCKS redirection should occur.

CREDENTIALS
Credentials include the information (such as username/password) that you 
enter when establishing a connection to a SOCKS server requiring user 
authentication.

DOMAIN
Internet name for a network or computer system.

ENCRYPTION
A security procedure that converts data into a format which can be read only 
by the intended recipient computer.

EXTRANET
A network that is partially accessible to outsiders.

FIREWALL
Software or hardware barriers that control the flow of information to Private 
networks.

G lo s s a r y
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GATEWAY
A communications device/program that passes data between networks.

HACKER
A person who enjoys using computers and has a thorough understanding of 
how they work, as well as the networks they run on. Often used to mean 
"cracker," the correct term for someone who accesses computer systems 
without authorization.

HOST
A server connected to the Internet.

IETF
Internet Engineering Task Force: An open community of network designers, 
vendors, etc. who resolve protocol and architectural issues for the quickly 
evolving Internet.

INTERNET PROTOCOL (IP)
The basic data transfer protocol used for the Internet. Information such as the 
address of the sender and the recipient is inserted into an electronic “packet” 
which is then transmitted. 

INTRANET
A network that is internal to a company or organization.

LAN
Local area network

LAYERED SERVICE PROVIDER (LSP)
A program that is installed just below WinSock 2.0, allowing two-way commu-
nication between the WinSock 2.0-compatible application and the underlying 
TCP/IP stack. An LSP can redirect and/or change data before sending the 
data to the operating system’s TCP/IP stack for transport over the network.

LOG WINDOW
The window of the Logging Tool which shows alerts, messages, and warnings 
generated by Aventail Connect.

PING
A utility that determines if a remote host computer is up. ping sends data 
packets to the host. If the packets are not returned, the host is down.

PROTOCOL
Rules and procedures used to exchange information between networks and 
computer systems.
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REDIRECTION RULES
Rules defined in the configuration file which specify how network requests are 
routed to SOCKS servers.

ROUTER
A device that transmits traffic between networks

SERVER
A networked computer that shares resources with other computers. Servers 
“serve up” information to clients.

SMB
Server Message Block. A message format used by DOS and Windows for 
sharing files, directories, and other resources.

SOCKS
SOCKS is a security protocol. It acts as a proxy mechanism that manages the 
flow and security of data traffic to and from your local area network or intra-
net.

SSL
Security Sockets Layer. An authentication and encryption protocol.

TRACEROUTE
A utility that traces the routing of data over the Internet to a specific computer. 
Traceroute sends a data packet and then lists the intermediate host comput-
ers that it traverses on it’s way to the destination machine.

TRANSMISSION CONTROL PROTOCOL (TCP)
A means of sending data over the Internet with guaranteed delivery.

TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL (TCP/IP)
A suite of protocols the Internet uses to provide for services such as e-mail, 
ftp, and telnet.

USER DATAGRAM PROTOCOL (UDP)
A means of sending data over the Internet without guaranteed delivery. Also 
known as “connectionless” protocol, it is used for data such as RealAudio®.

UNIVERSAL NAMING CONVENTION (UNC)
A way of accessing a file or directory on another computer. For example: //
host/share/directory/file (“share” refers to the alias used to make the resource 
available.)

VIRUS
A self-replicating code segment that can infect a computer or network, caus-
ing minor to major damage
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VPN
Virtual Private Network: A secure channel used to transmit data over a public 
network

WINSOCK
Windows Sockets. A Windows component that connects a Windows PC to 
the Internet using TCP/IP.

WORKSTATION
Any computer connected to a network.

X.509
An ISO format standard for client and server certificates.

Petitioner Apple Inc. - Exhibit 1043, p. 264



Index

Aventail Connect 3.01/2.51 Administrator’s Guide • 112

A
About command 75
adding

applications to Exclusion/Inclusion List 54
destinations 36
domains 97, 98
hosts 97
local domain names 42
redirection rules 38
remote hosts 99, 100
servers 34

Advanced tab options 52
alias 33, 37
applications

excluding 54
including 54
interoperability problems 105
securing 53
TCP/IP 7, 9, 13

authentication
CHAP 28, 42
client 7
CRAM 27, 42
disabling modules 44
enabling modules 44
HTTP 28
modules 12, 27, 32, 42
SOCKS v4 28, 42
SSL 27, 42
UNPW 28, 42

Aventail Connect
authentication modules 27
Config Tool 27, 31, 78
configuration files 28, 52
configuring 31, 65, 103
Customizer 15, 20
features 1, 10, 14
how does it work? 11
in startup directory 16, 26
individual installation 16
installing 10, 14, 102
interface features 14
license files 21, 28
Logging Tool 27, 78
network installation 18
overview 7
platform requirements 13
S5 Ping 27, 78
setup 10, 26
starting 18

TCP/IP applications and 9
tracing activity 27, 80, 105
v2.5 10
v3.0 10
what does it do? 9
what is it? 7

Aventail Corporation, about 5
Aventail Customizer 15, 20, 92, 93
Aventail ExtraNet Center 90
Aventail ExtraNet Server 60, 72, 92
Aventail Knowledge Base 5
Aventail MultiProxy 59
Aventail Technical Support 5

B
browsing

remote computers 29
trusted roots 52
WINS 94

browsing mode 91, 92, 97

C
caching 42, 45
Certificate Authority (CA) 67
certificate files 26
Certificate Signing Request (CSR) 67
Certificate wizard 7, 67
certificates

chains 47, 52
client 7, 26, 51, 68
generating 67
processing 67
RSA 47
server 26, 47
validating 48
X.509 7, 26

Certification Authority (CA) 47
CHAP 28, 42, 45
ciphers

DES 51
NULL encryption 51
RC4 51

clearing the log window 86
client authentication 7
client certificates 7, 26, 51, 68
client key pairs 67
Close command 75
closing the log window 87
commands

About 75
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Close 75
Configuration File 75
Credentials 75
Help 75
Hide Icon 75

components, setup package 26
Config Tool 27, 31, 78, 79
Configuration File command 75
configuration files 9, 15, 28, 31, 52

password protection 58
Configuration wizard 18, 31
configuring

Aventail Connect 31, 65, 103
CHAP authentication 45
CRAM authentication 46
Extranet Neighborhood 91
hosts files 99
HTTP proxies 67
MultiProxy 61
networks 72
SOCKS 4 authentication 44
SSL authentication 47
UNPW authentication 45

configuring Extranet Neighborhood 91, 100
copying

log windows 85
CRAM 27, 42, 46
creating

hosts files 93
setup packages 11, 16, 29

credential cache timeouts 57
credential caching 42, 45, 57
credentials 42

deleting 77
managing 77

Credentials command 75
Customizer 15, 20, 92, 93

tips 30
Customizer editor 24
Customizer options 22
Customizer wizard 22

D
defining

destinations 32
hosts 36
IP address 36
local name resolution 41
SOCKS server 33
subnets 36

deleting
credential entries 77

DES 51
destinations

adding 36
defining 32
editing 37
networks 37
removing 38
servers 45

Diffie-Hellman 51
directories

installation 92
startup 16, 26

distributing
configuration files 19

Domain Name System (DNS) 8, 11
domains 91, 93, 97, 98, 99

names 11, 37, 42
strings 11
Windows 29

E
editing

destinations 37
hosts 97
redirection rules 40

enabling password protection 58
encryption 7, 10, 27, 42, 51
error messages 106
example network configuration 72
excluding applications 54
Exclusion/Inclusion List

adding applications to 54
Extranet hosts files 29
Extranet Neighborhood 26, 29

browsing mode 91, 92, 97
configuring 91, 92, 100
how it works 91
icon 90, 92, 99
installing 92
launching 93
overview 90
properties 96
remote access and 90
Search feature 92, 97

Extranet servers 31, 42, 72, 77
extranet servers 33
extranets 6, 33
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F
file servers 18
files

certificate 26
configuration 9, 15, 28, 31, 52
hosts 29, 90, 91, 92
license 21, 28
local hosts 93, 96, 100
reloading 99
remote hosts 93
SEEHosts 93
shared configuration 19
trusted root 26, 48, 51

filtering messages in log window 83
firewalls 6, 59

G
generating

certificates 67
client key pairs 67

Getting Started 6
Glossary 108

H
Help command 75
Hide Icon command 75
hostname 11, 33, 37, 41
hosts 29

adding 97, 99
defining 36, 37
editing 97
local 96, 100
remote 8, 99

hosts files
adding 90, 92
configuring 99
creating 93
locking 98
populating 92
SEEHosts 90
unlocking 98

HTTP authentication 28
HTTP proxies 59

configuring 67

I
icon 90, 92, 99
including applications 54
individual installation 16
installation directory 92

installation pathname 26
installing Aventail Connect 10, 14, 102
installing Extranet Neighborhood 92
Internet Engineering Task Force (IETF) 6
Introduction 90
IP address 8, 11, 33, 36, 37

K
keys

length 68
pairs 47, 67
private 47
public 47

L
launching Extranet Neighborhood 93
Layered Service Provider (LSP) 9
license files 21, 28
loading

packages 29
local hosts files 92, 93, 96, 100
local name resolution 32, 41
locking hosts files 98
log files, saving 82
Logging Tool 27, 78, 79

M
managing authentication modules 42
managing credentials 77
menu commands 75
multiple firewall traversal 59
MultiProxy 59

configuring 61

N
NetBIOS 91
network installation 18
Network Neighborhood 90, 92
networks

configuring 72
connectivity problems 103
destinations 37
security 6

O
options

Customizer 22
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P
password protection 58
pathname, installation 26
ping 27, 87
platform requirements 92
platforms 7, 10, 13, 26
ports 33
printing

log windows 86
processing certificates 67
proxies 6, 40, 63, 73

HTTP 59
proxy chaining 63

R
RC4 51
redirection rules 11, 15, 32, 36, 38, 91
reloading hosts files 99
remote access 90
remote computers 29
remote hosts 8
remote hosts files 93, 99, 100
removing

destinations 38
local domain names 42
redirection rules 41

RSA 47

S
S5 Ping 27, 78, 87
saving

log files 82
setup packages 30

Search feature 92, 97
Secure Extranet Explorer

overview 90
platform requirements 92

Secure Sockets Layer (SSL) 10, 27, 42, 47
securing applications 56
securing selected applications 53
security

firewalls 6
network 6
protocols 6

SEEHosts file 93
SEEHosts files 29
server certificates 26, 47
servers

adding 34
alias 33

Aventail ExtraNet Server 92
destination 45
Extranet 31, 42, 72, 77
file 18
SOCKS 33, 59, 77
WINS 29, 91, 92, 98

setup 10, 16, 26
setup package components 26
setup packages 16, 20, 29
shared configuration files 19
SOCKS 12, 15, 77
SOCKS servers 33, 59
SOCKS tunneling 53
SOCKS v4 28, 42, 44
SOCKS v5 6, 7, 35, 42, 87
SSL compression 51
starting Aventail Connect 18
startup directory 16, 26
subnets 36, 37
system menu commands 75

T
TCP 91
TCP/IP

applications 7, 9, 13
overview 8
stack 9, 11, 41, 105
WinSock and 7

Technical Support 5
To 55
traceroute 27, 87
tracing Aventail Connect activity 27, 80, 105
Troubleshooting 102
trusted root files 26, 48, 51
tunneling, SOCKS 53

U
unattended setup mode 26
unlocking hosts files 98
UNPW 28, 42, 45
User Datagram Protocol (UDP) 7
utilities

Config Tool 27, 78
Logging Tool 27, 78
ping 27
S5 Ping 27, 78
traceroute 27
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W
Web browsers

HTTP proxies and 63, 65
Windows 95

WinSock and 10, 11, 13
Windows Explorer 90
WINS browsing 94
WINS servers 29, 91, 98
WinSock 7, 10, 11

X
X.509 certificates 7, 26
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M,/;:?\.;,,,, Aventail Ships Directory-enabled Extranet
Solution; Aventail Extranet Center V3.1
Available At www.aventail.com.

Publication: Business Wire Publish date: August 9. 1999

SEATI'LE—(BUSINESS WIRE)--Aug. 9, 1999--

Aventail Corporation, the leading provider of Extranet Management and Security (EMS)
solutions, announced today that they have shipped the latest versions of its award-
winning product, Aventail ExtraNet Center(tm).

This latest offering simplifies extranet user management by including broader support for
Public Key Infiastructure (PKI) and Lightweight Directory Access Protocol (LDAP)-enabled
directories as well as automatic client updating. With these enhancements, Aventail has
greatly simplified how large multi-enterprise organizations deploy and manage world-class
extranets.

“I was quite impressed with the latest version of Aventail ExtraNet Center and its ability to
seamlessly integrate with various LDAP directories and PKI environments," stated Ken
Aull, Technical Fellow for TRW. "Aventail ExtraNet Center is a perfect tool for any
enterprise organization conducting business-to—business commerce and collaboration.
Aventail's standards-based solution reassures corporations that their extranet will work
now as well as in the future."

Simplifying User Management

Aventail ExtraNet Centers latest features enable deployments that are easily scalable for
any number of extranet users. These new features include:

—— LDAP-enabled Authentication and Authorization: Aventail ExtraNet

Center V3.1 allows corporations implementing various LDAP

directories, including Netscape (NYSE:AOL) Directory Server, IBM

(NYSE:lBM) Secureway Directory, and Lotus Domino, to authorize

users and groups from an authoritative directory. Aventail's LDAP

implementation complements its existing support for NDS and

Bindery, RADIUS, Windows NT Domain, UNIX Passwrd Files, and

Security Dynamics‘ ACE/Server. — Increased Support for Emerging PKI Standards: Adding
broader PKI

support gives users more choices when using digital certificates.

These include the ability to acquire a certificate via a browser

(PKCS #12) and support for smart card and other device-based

authentication (PKCS #11) such as SPYRUS’ Rosetta Smart Card. The

expanded suppourID, Hewlett-Packards' (NYSE:HWP) Authorization Server, and

x.509 certificates from Verisign (Nasdaq:VRSN), Netscape

(Nasdaq:NSCP), GTE (Nasdaq:GTE), and Microsoft (Nasdaq:MSFI"). -- Automated
Configuration Updates: Aventail ExtraNet Center also

includes the ability to easily configure, distribute, and

automatically update client configuration files. Utilizing

http://www.highbeam.com/DocPrint.aspx?DocId=1G1:55379176 Page 1 of 3
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Aventail Customizer(tm), administrators can easily configure and

distribute pre-packaged clients via e-mail, FTP, HTTP, or

application deployment products such as Microsoft's SMS. After

deployment, Aventail‘s AutoUpdate(tm) allows new configuration

files to be automatically installed without user intervention at

an interval set by the administrator. This easy-to-use

administrative tool reiterates Aventail‘s efforts in providing a

transparent client for business partners, suppliers, consultants,

and customers.

Pricing and Availability

Aventail ExtraNet Center is currently shipping on Windows NT and Solaris. Additional
platfonn support will be available at the end of August.

Aventail ExtraNet Center is available through Aventail‘s worldwide sales team and
Aventail Extranet Advantage VAR partners as well as leading security vendors such as
Hewlett-Packard and Bu|lSoft. Pricing begins at $10,000 depending on client
requirements.

A Comprehensive Solution for Extranet Management and Security

Aventail ExtraNet Center is a clientlserver software solution that includes integrated
encryption, authentication and authorization services using the popular lETF standards
SSL and SOCKS v5.

Aventail ExtraNet Center has the ability to seamlessly integrate into any existing
infrastructure, making it less costly to install and easier to implement and support than
other extranet solutions. Aventail ExtraNet Center works with any IP-based application,
including legacy host, mainframe, Java, CORBA-based, custom corporate, and
clientlserver applications from vendors such as SAP (NYSE:SAP), BAAN
(Nasdaq:BAANF), Oracle (Nasdaq:ORCL), and Peop|eSoft (Nasdaq: PSFT). Aventail
ExtraNet Center can also traverse any firewall, such as Check Point Software Ltd.'s
(Nasdaq:CHKP) Firewall-1NPN-1, AXENT Technologies‘ (Nasdaq:AXNT) Raptor Firewall,
and IBM's (NYSE:lBM) eNetwork Firewall.

About Aventail Corporation

Founded in 1996, Aventail has quickly emerged as the leading provider of EMS solutions
for the Global 2000. Aventail‘s solutions allow organizations to securely extend their
enterprise resources to strategic partners, suppliers, customers, consultants and other key
individuals over public IP networks.

Leading corporations are using Aventail‘s solutions to help them increase their competitive
advantage,» raise profits, and leverage investments in existing and future enterprise
systems. Aventail‘s solutions are currently deployed at companies such as Aetna, Bear
Steams, Kodak, Hewlett-Packard, IBM, IKON, Maniott, and Xerox. With a strong
reputation for providing highly secure and easy-to-manage software solutions, Aventail
has received numerous industry awards from publications and industry analyst firrns such
as Giga lnfonnation Group, lnfoWorld, Network Computing, LAN Times, BYTE Magazine,
Software Digest, and Computer Reseller News.

Aventail Corporation is privately held and headquartered in Seattle, Washington. For more
information on the company or to download a trial version of Aventail ExtraNet Center,
please visit www.aventail.com, or contact the company directly at 206-215-1111, 877-
AVENTAlL, or info@aventail.com. lnfonnation on Aventail can also be obtained through
Yahoo (Nasdaq:YHOO), lnfoseek (Nasdaq:SEEK), Lyoos (Nasdaq:LCOS), and Excite
(Nasdaq:XClT).

Aventail is a registered trademark of Aventail Corporation. Aventail ExtraNet Center,
Aventail Customizer and Aventail AutoUpdate are trademarks of Aventail Corporation. All
other trademarks are the property of their respective owners.

COPYRIGHT 2009 Business Vlfire. This material is published under license from the publisher through the Gale
Group, Farminaton Hills. Michigan. All inquiries regarding rights should be directed to the Gale Group. For
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By Paul McNamara
Cambridgt. Mats.

Messaging vendors have
been tripping oter one another
recently in a mad dash to pro-
vide wireless c-mail support for
popular handheld dericcs and
cell phones.

However, whether this prod-
uct development and lnIIrli('l-
ing frenzy signals the next big
thing or wishful thinking on
the part of tendon depends
upon whom you ask.

Christopher Ht-rot. seniordirector of the Mobile
Communications Group at
Lotus, insists his C(lltl[);|tl}"§internal research has detcctcd
both current dctn-and and sig-
nificant growth potential forwireless e-mail.

‘About 20'}: of customers
say they're undcr prcssttrt: to
provide pager connection orlIl()l)ilt.‘ e-rrtail rnnttcctimt
today." says iicrot.When those customers \vt't'c
asked if they will rcquirc such 

In-Site

support within the next year,
that demand ‘goes up to
25% and within thrce years
it's almost everybody,” he con-tends.

The Cambridge, Mass. IBM

l'llliEl.£SS IJOMINO LETS Pll.lI‘| USERS DD
THE Fllll0WlllG:

otiettpanoasmnommoviacottutarotmt H grPacket Data.

<5 Read, reply, forward, fax and compasse-mall messages
0 View and tax calendar schedules:

create new entries.
0 Search for names and addresses

in dlmctatles.

subsidiary rvcctttly utm-,ilrd its
\\'ireic.\‘s Dotnitto .-\ccc.s.\ pro-
gram. which ztlluus rtistotncrs
to acccss C-mail wirclcssly
irom rt Domino Server using
tilt: SCOtn i":tltni"ilut. Pttlttt ill

or IBM \\’orltP:td. The soft-
ware works in conjunctionwith a Minstrel Wireless IP
Modem from Nnvatel Wireless
and it microbrowser from
Untvircd Planet.

 

 
 

Lotus has been particulztriy
active but by no nicans alone
among messaging vendors
that art: enhancing Illcir wire-less and remote-access offer-
ings. often with the help of

Swiss bank battens down Web hatches
By Ellen Moumot
Ztniclt, smia.-ytamt

Mindful of hacker: deter-
mined to break imo Web
Ictvers, Union Bank of
Switzerland (UB5) took a
long, hard look at how to
securely offer its wide array offinancial services on the
lntemct when the Swiss bank-
ing giant entered onllne
banking earlier this year.Aware of the critial nature
of banlting transactions, UB5
opted for a customized Web
Iener built according to the
US. military’: Bl operating :71:
(cm Iccurity rating. which czdls
for mandatory access conuvols
and comparunentalized ser-
vices. UBS not only ordered
a Web server built to military
security spedficadons. but it
also integrated a home-grown
Web authentication applica-
tion, 3Cnlll.lbcWachl.lg\Hlg!r

systeme. into the system.The Web became an issue
when UBS business units
began clamoring to offer
banking services globally via

 
ues' catun Hp: pm: vilal
information.

the ‘Net and demanded that
the UB5 1'!‘ division Find it way

to do it, says Silvano Caliam.executive director of UB5 IT
services. Culiaro nvcrsces a
stat!’ of 4.000 supporting the
UB8 TCP/lP network and
applications worldwide.

The pressure from the
business manager: was very
high,‘ he notes. ‘Our expert:
asked questions of the busi-
ness managers. and we felt we
needed to develop this secureserver.‘

Atler a review of proposals,
Um last year picked Cham-
paign. ill.. company Argus Sys-
tems Gmup to build the Web
Ierver. Argus. which has sold a
Bl-accredited trusted operat-
lng system for four years, spent
several months building theWeb acner for UBS.

‘Our Gibraltar operating
system and Web server mod-ule Ls installed on a standard
oiT-theaheif Soiarls system."

partnerships and t.hird~party
providers.

Microsoft and Novel], for
example, have been pitchingvarious mobile mechanisms
for accessing their rcspcctive
Exchange and Groupwiscscn'crs.

Customers can cxpcrt tohear more about such fea-
tures, according to David
Ferris, an analyst with FerrisResearch in San Francisco.

“Lotus wants to provide
good support for mobile pro-
fessionals and is taking a lead-
ing role among leading soft-
ware vendors in pro\1'ding that
support.’ Ferris says.

“FDA integnttioti will bc ahot area for users and \'t.-ndurs
alilte over the next couple of
years,’ he adds.

Right now. at least. it
remains easier to lind skeptics
and \\'indn\\' shnppcrs than
customers who are wirlt-it:

 

dcploying these wirelcss
Sue Messaging, page 56

explains Argus President
Randy Sandonc. The advan-
tagc of the B] architecture isit diminishes the hach:r's abil-
ity to exploit butler overflows
to gain root access.

Gibraltar, which encryptsdata between the user and the
U35 back-end systems, pro-
vides isolated compartments
for nmning multiple applica-
tiom to access this legacy‘data. On the Web server. UB5
in running four applications

Sn UBS, page 56

Eat more onlina;
oAnuveMawo1tho

Natl Gibraltar '
nrver used by UB5.

9 A loolt at how US. bank: an
inning dlyul certificates.

Wlill;lJ.llllllll.illlll.l2lll‘l
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Introduction

_ntroduction
Welcome to the Aventail Connect 3.1/2.6 secure Windows client for 16- and 32-

bit Windows applications. The client component of the Aventail ExtraNet Center,
Aventail Connect is a secure proxy client based on SOCKS 5, the IETF standard

for authenticated firewall traversal. Aventail Connect delivers enhanced security
and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects VVinSock calls and reroutes them based upon a set of
routing directives (rules) assigned when Aventail Connect is configured. (For

more information about WinSock, TCP/IP, and general network communications,
see “Getting Started")

On larger networks, Aventail Connect can address multiple SOCKS 5 servers

based on end destination and type of service. This feature enables network

administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability
to encrypt inbound or outbound information.

Features of Aventail Connect:

- Aventail Connect supports X.509 client certificates for strong authenti~
cation with SSL (when encryption is enabled)

- Automated Customizer utility simplifies client configuration, distribution,
and installation

- SSL compression detects low bandwidth connections and compresses
encrypted data (when encryption is enabled)

- Secure Extranet Explorer (via Extranet Neighborhood icon on desk-

top) allows users to securely access Windows or SMB hosts over an

extranet connection (Windows 95, Windows 98, and Windows NT 4.0

only)

- Supports WinSock 2 (LSP) applications in Windows 98, and Windows

NT 4.0, and V\finSock 1.1 and V\finSock 2 applications in Vifindows 95

- Supports V\finSock 1.1 applications in Vwndows 3.1, Vifindows for Work-
groups 311, and Windows NT 3.51

- Multi Proxy feature allows you to use a SOCKS server or an HTTP

proxy to control outbound access

- Allows the use of port ranges for redirection rules

- Provides integration with SoftlDT'“ and SecurlDT"" tokens

- Provides automated installation and uninstallation

- Credential cache timeout feature allows administrators to specify when
credentials expire

- Provides optional password protection for configuration files

- Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929)
standards

Aventail Connect 3. 1/26 Administrator's Guide - 1
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- Enables network redirection through successive extranet (SOCKS)
servers

- includes a logging utility to troubleshoot problems with network connec-
fions

- includes a Configuration wizard for simplified step-by-step creation of
configuration files '

- Allows internal network connections to pass through without interfer-
ence

- Supports multiple authentication methods including SOCKS v4 identifi-
cation, username/password, CHAP, CRAM, HTTP Basic (username/
password), and SSL 3.0

_:. NOTE: Not all versions of Aventail Connect have encryption
““ enabled.

Aventail Connect 3. 1/2.6 Administrator's Guide - 2
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ABOUT THIS DOCUMENT

This Administratofs Guide provides basic information about Aventail Connect. It

includes entry-level data for non-technical users, plus installation, setup, and
configuration information for network administrators. This information is also

available via Aventail Connect Help and the Aventail Web site at

http://www.aventaiI.comlcontentlproducts/docsl.

DOCUMENT ORGANIZATION

This document is divided into three main sections: Administratofs Guide, Utili-
ties Reference Guide, and Troubleshooting.

The Administrator's Guide describes procedures for setting up, installing, and
configuring Aventail Connect for individual and multiple networked workstations.
it also describes how to create a customized Aventail Connect package for distri-
bution to multiple users.

The Utilities Reference Guide describes the Aventail Connect system menu

commands and utility programs. It contains detailed information about using the
S5 Ping utility and the Logging Tool, and documents the authentication/encryp-
tion modules and settings.

The document concludes with Troubleshooting and the Glossary.

You can also use the Quick Start Card, a short document designed to help you
install Aventail Connect to an individual workstation, and the Aventail Connect
flowchart, at ‘

http:/lwww.aventaiI.comIcontents/solutionslpresentationslquickstartl
vpnclient.pdf.

Aventail Connect 3. 1/2.6 Administrator's Guide - 3
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DOCUMENT CONVENTIONS

The following typographic conventions are used in this document. Exceptions
may be made for online material; for instance, italics may be difficult to read
online.

 Filenames, extensions, directory names,
keynames, and pathnames.

Command-line commands, options, and portions
of syntax that must be typed exactly as shown.

Bold Dialog box controls (Edit... buttons), e-mail
addresses (support@aventail.com), URLs,
(www.aventaiI.com), and IP addresses
(165.121.6.26).

 

Italic Placeholders that represent information the user
must insert.

SEE ALSO: A reference to additional useful information.

NOTE: Information the user should be aware of to increase

understanding and/or efficiency of the software.

CAUTION: An operational item that the user should be aware of to

avoid a network policy/software conflict, or/apse, which
may create a MINOR security flaw.

WARNING: An operational item that the user should be aware of to

avoid a network policy/software conflict, or lapse, which
may create a SERIOUS security flaw.

Aventail Connect 3. 1/2.6 Administrator's Guide - 4
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AVENTAIL TECHNICAL SUPPORT

Contact Aventail Technical Support if you have questions about installation, con-

figuration, or general usage of Aventail Connect. Refer to the Aventail Support
Web site, at http:/Iwww.aventail.comlindex.phtmlIsupportl
online_support.phtml, or the Aventail Knowledge Base, at
http://www.aventaiI.comlindex.phtml?page_id=03110000, for the latest tech-
nical notes and information. Refer to the readme . txt documentation for addi-

tional information not included in the Administrators Guide.

Aventail Technical Support:

Web site: http://www.aventail.com/index.phtml/support/index.phtml
. E-mail: support@aventai|.com

Phone: 206.215.0078

Fax: 206.215.1120

ABOUT AVENTAIL CORPORATION

Aventail Corporation is the leading vendor of extranet software. lts extranet solu-

tions allow organizations to secure their networked communications and man-

age their employees’ access to the Internet. Building an extranet gives
organizations the ability to dynamically create a private communication or data

channel over the Internet. Aventail’s adherence to open security standards sim-

plifles extranet deployment, enables interoperability, and leverages corporations’
existing network investments. lts extranet solutions allow companies to extend
the reach of their corporate extranets to customers, partners, remote offices, and
worldwide employees.

Aventail Corporation
808 Howell Street, Second Floor

Seattle, WA 98101
Phone:206.215.1111

Fax:206.215.1120

http://www.aventail.com/

info@aventail.com

E?
Aventail

An aventail is a piece of chainmail armor worn around the neck area. In the 14"‘

century, knights wore an aventail to protect themselves while in combat. Today,
Aventail continues the tradition of protection by allowing organizations to
securely communicate over the Internet.
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This section includes procedural and background information on installing Aven-
tail Connect on both single and networked workstations. it includes:

- "Getting Started," with brief explanations of network security and com-
munications

- Definitions of SOCKS and Aventail Connect

- Aventail Connect platform and installation requirements, with an intro-
duction to Winsock 2 and LSP architecture

- "Installing Aventail Connect," which includes network diagrams of
Aventail ExtraNet Center and SOCKS v4—based sewer configurations

- Directions on how to create and edit configuration files, and an intro-
duction to the Aventail Customizer

NOTE: Aventail understands the importance of a flexible, easy—to—use
installation process. If you have feedback regarding the Aventail
Connect installation procedures, or if there are additional features

you want to see implemented, please e-mail comments to

support@aventaiI.com. Your input is appreciated.

 

GETTING STARTED

If you are new to Aventail Connect technology, the following section will help you
understand what Aventail Connect is and does, and its relationship to network
security in general.

NETWORK SECURITY IN A NUTSHELL

Escalating security threats are forcing companies to seek ways to safeguard
their corporate networks and the information they exchange. The first response
to these concerns has been the development of security firewal|s—software bar-
riers that control the flow of information. But firewalls are not designed to handle
complex security issues, such as monitoring network usage, providing private
communication over public networks, and enabling remote users to gain secure
access to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (lETF)—approved security
protocol targeted at securely traversing corporate firewalls, SOCKS was origi-
nally developed in 1990, and is now maintained by NEC. SOCKS acts as a cir-
cuit—level proxy mechanism that manages the flow and security of data traffic to
and from your local area network (LAN) or extranet. An application whose traffic

Aventail Connect 3. 1/26 Administrator's Guide - 6
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is proxied by SOCKS is considered "socl<sified.” SOCKS is more than a stan-
dard security firewall. Other features:

- Client Authentication: (SOCKS v5 only) Authentication allows network
managers to provide selected user access to internal and external
areas of a network.

- Traffic Encryption: (SOCKS v5 only) Encryption ensures that network
traffic is private and secure.

- UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) traffic
has traditionally been difficult to proxy, with the exception of SOCKS v5.

- Aventail Connect supports X.509 client certificates within SSL.

- Cross-Platform Support: Unlike many other security solutions, SOCKS
can be used on various platforms, such as Vwndows NT. Windows 95,
Windows 98, and various forms of UNIX.

NOTE: Not all versions of Aventail Connect include the SSL module for
encryption. 

WHAT IS AVENTAIL CONNECT?

Aventail Connect is the client component of the Aventail ExtraNet Center. Aven-
tail Connect (works) with the_Aventail ExtraNet Server, the SOCKS 5 server com-
ponent ofthe Aventail ExtraNet Center. You can use Aventail Connect as a
simple proxy client for managed outbound access, and for secure inbound
access.

Aventail Connect automates the “socksiflcation" of Transmission Control Proto-

colllnternet Protocol (TCPl|P) client applications, making it simple for worksta- y
tions to take advantage of the SOC KS v5 protocol. When you run Aventail
Connect on your system, it, automatically routes appropriate network traffic, from
a Vlfinsock (Vwndows sockets) application to an extranet (SOCKS) server, or,
through successive servers, (V\finSock is a Windows, component that.,connects a_
Windows PC to the Internet using_,TCP/l P.) The SOCKS server then sends the
traffic to the Internet or the external network. Network administrators can define
a set of rules that route this traffic.

Aventail Connect is designed to run transparently on each workstation, without
adding overhead to the user’s desktop. In most cases, users will interactywithm
Aventail Connect only when it prompts them to enter authentication credentials
for a connection to a secure extranet (SOCKS) server. Users may also occasion-
ally need to start and exit Aventail Connect, although network administrators
often configure it to run automatically at startup. Aventail Connect does not

require administrators to manually establish an encrypted tunnel; Aventail Con-
nect can establish an encrypted tunnel automatically.

To understand Aventail Connect, you first need to understand a few basics of
TCP/lP communications.

Aventail Connect 3.1/2.6 Administrator's Guide - 7
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TCP/IP COMMUNICATIONS

Vwndows TCP/IP networking applications (such as telnet, e—mail, Web browsers; it
and ftp) use VVinSock to gain access to networks or the lntemet. Wmsock is the

core component of TCP/IP under Windows, and is the interface that most V\fin-
dows applications use to communicate to TCP/IP.

WINSOCK CONNECTION TO A REMOTE HOST

Via VVInSock,i an application goes through the following steps to connect to a
remote host on the lnternet or corporate extranet:

1. The application executes a Domain Name System (DNS) lookup to convert
the hostname into an Internet Protocol (IP) address or, in rare cases, it will do
a reverse DNS lookup to convert the IP address into a hostname. if the appli-
cation already knows the IP address, this step is skipped.

2. The applicationirequests a connection to the specified remote host. This
causes the underlying stack to begin the TCP handshake, when two comput-
ers initiate communication with each other. When the handshake is complete,
the application is notified that the connection is established, and data can then
be transmitted and received.

3. The application sends and receives data.

Aventa/‘I Connect 3. 1/2.6 Administrator's Guide v 8
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WHAT Does AVENTAIL CONNECT Do?

Aventall Connect stlipsw in between Vvinsoclseand thepu,ntderlyingTCP/,lP stack.”
(See diagr,a.m,t2tett9ytL)iAgieneppltceti9._r11t1a.t.§tt§itzeMeet1.\!\An§g§.|s.ei1st_ttLe_IQP/
|.E§.t.e.c.t.. Ave. ‘Q tail Qgnnect3.1i§ia.iLayered_S;ervice Er ‘det .(L;§iP).,..Ayen:ei!..;;

tclieagetstatattsempre§§tn9t.ii.9r en9ry9tin9titt,.tf°' example) before -
routing it to the TCP/lP stack for transport over the network, The routing is deter-
mined by the rules described in the configuration file. -

   

Windows TCPi1P application
(uses either Winsock 1.1 or

V‘-iinsock 2)

'I'UirtSoi:K 1.1
(convert; cal};

I.aWir¢Soi::2]

- Multiple LSPS can
Aventail Connect be ma,,ed at this

{Layered Service Provider} level

TCPIIP Stack

Physical network

Windows TC P/IP applications and Aventail Connect have no direct contact with

one another; instead, each of them communicates through VVinSock. Multiple
LSP applications can be installed at the LSP level.
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NOTE: Aventail Connect does not alter or replace WinSock or any other
core TCP//P components (files) provided by the operating system. 

When the Aventail Connect LSP receives a connection request, it determines V
whether or not the con_nection need;to be redirected (to__a__r_1 Aventail ExtraNet L
$.9..l.\!,6f.)...a..[1d./.51!&nC_l’¥.9.!§§1.(ifl S..S.L)... Vlmen.red.irection and enc.rypfi.on are. nottnec-.
essary, Aventail Cognnewct simply passes the connection request, and any subse-
quent transmitted data, to the TCP/lP stack.

The two most popular versions of V\finSock are versions 1.1 and 2. Aventail Con-

nect 3.1, like all LSPs, requires V\finSocK 2; V\finSock 1.1 does not support LSPs.
VVinSock 2 includes backward-compatibility with all V\flnSock 1.1 applications.
Not every platform supports VVinSock 2 and its LSP structure.

- V\findows 98 and Vwndows NT 4.0 support V\finSock 2 natively. (Wm-
dows NT 4.0 requires Service Pack 3 or above, available from
Microsoft.)

- V\findows 95 supports V\finSock 1.1. Vwndows 95 can also support VVin-
Sock 2, but you must install a patch (available from Microsoft) to add
support for V\AnSock 2.

- Vwndows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 do .

not support V\/inSock 2; they support only VVinSock 1.1.

For those platforms that do not support V\finSock 2 and LSP applications, Aven-
tail includes Aventail Connect 2.6 on the Aventail Connect 3.1/2.6 CD. Aventail

Connect 2.6 was designed for operating systems that support only VVinSock 1.1.
On Vwndows 3.1, Vwndows for Workgroups 3.11, or Vwndows NT 3.51 operating
systems, setup will install Aventail Connect 2.6. lfyou are working on a Vlfindows
95 operating system, setup will detect whether you have installed the Microsoft

Windows 95 V\/inSock 2 Update. If setup detects the Microsoft update, which
upgrades Windows 95 to support V\finSock 2, setup will install Aventail Connect’
3.1. if setup does not detect the Microsoft update, it will install Aventail Connect
26.

The Aventail Connect 2.6 user interface is identical to that of Aventail Connect
3.1; however, Aventail ,Connect 3.1 includes MultiProxy. functionality (see “Multi-
ple Firewall Traversal”). Aventail Connect 2.6 does not include MultiProxy.

in the future, more Windows applications may require V\finSock 2.

During installation, setup determines which version ofAventail Connect to install.

On V\flnSock 2 platforms, Aventail Connect 31 is installed. On V\finSock 1.1 plat-
forms, Aventail Connect 2.6 is installed. The following table shows how setup
determines which version of Aventail Connect to install.

Aventail Connect 3. 1/2. 6 Administrator’s Guide - 10

Petitioner Apple Inc. - Exhibit 1043, p. 290



Petitioner Apple Inc. - Exhibit 1043, p. 291

Administrator's Guide

 
  

it

E Aventail Connect 3.1
  

Windows 98, Winsock 2
Vtfindows NT 4.0

Windows 95 P Vlfith Microsoft Aventail Connect 3.1
patch: Winsock 2

Vlfithout Microsoft Aventail Connect 2.6
patch: Winsock 1.1

w‘.'n1t;;;; {fit’ 1' vlia§6£fi.i " C ’ ‘T ?{Q;}lTa"ai*E*5aE;cT’§.ET
Windows for Workgroups 3.11,
Vwndows NT 3.51

You can create custom packages that include one or both versions of Aventail

Connect (3.1 and 2.6). Setup will determine which version to install on each

workstation. (For more information, see “Customizer.")

WINDOWS 95 AND WINSocK

The Microsoft Vwndows 95 V\/lnSock 2 Update upgrades V\finSock 1.1 to VVIn-
Sock 2 in Vwndows 95. This patch (filename w95ws2setup . exe) is available
from the Microsoft Web site, at http:/lwww.microsoft.com/Windows95Idown-

loadslcontents/wuadmintools/s_wunetworkingtoolsIW95Sockets2l
default.asp. Unless you need specific Aventail Connect 3.1 features, Aventail

recommends that you do not upgrade from Winsock 1.1 to WinSock 2. If you do
not upgrade to V\/lnSock 2, Aventail Connect 2.6 will be installed on Vwndows 95

systems,

If you do need to install the Microsoft V\/indows 95 V\flnSock 2 Update, follow the
instructions provided by Microsoft. Reboot your computer after upgrading, prior
to installing Aventail Connect.

How Does AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications

steps described above; however, nested inside them are additional actions and

options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hostname to an IP address

or, in rare cases, it will do a reverse DNS lookup to convert the IP address to a

hostname. If the application already knows the IP address, this entire step is
skipped. Otherwise, Aventail Connect does the following:

- If the hostname matches a local d°.main .s,trin9.o.,r..d9es.no.t.match..a,.redi-
rection rule, Aventail Connect passes the Wnarne resolution query , l_
through to the,TCF’/|,P,stack on the localv workstation... The...T.CP/IP stack
performs the lookup as if Aventail Connect were not running.

Aventail Connect 3. 1/2. 6 Administrator's Guide - 11
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- If the destination hostname matches a redirection rule domain name
(i.e., the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. Aventail Connect will forward the host-, ,
name to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hostname resolution.

- If the DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a false DNS entry that it can recog-
nize Iater, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, andthat it m,u,s,t__
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request.

CAUTION: The reverse DNS process can create unexpected
delays, causing Aventail Connect to behave unpredict-
ably. Aventail recommends that you do not enable this
option unless you specifically require the Reverse DNS
functionality

2. The application requests a connection to the remote host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that
data may now be transmitted and received. Aventail Connect does the
following:

a. Aventail Connect checks the connection request.

- If the request contains a false DNS entry (from step 1), it will be
proxied.

- If the request contains a.r.o,uteb|e ll? address, and the rulesin the, .
configuratign. file. say. it must be rzrszxiesi. .Ay.entai.l.,.C.orin.ectwill ca.ll..
Vtfinsock to begin, the TCP handshakewith the server designated
in the configuration file.

- If the request contains a ,re_allP address gandgthe configuration file
rule says that it does not need to be p,roxi,e,d, the request will be
passed to V\finSock and processing jumps to step 3 as if Aventail
Connect were not running.

b. When the connection is completed, Aventail Connect begins the
SOCKS negotiation.

- It sends the list of authentication methods enabled in the configu-
ration file.

- Once the server selects an authenticatipnmethod, Aventail Con-
nect executes the specified authentication processing.

- It then sends the proxy request to the" extranet (SOCKS) server.
This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect notifies

the application. From the applications point of view, the entire SOCKS

Aventail Connect 3. 1/2. 6 Administrator’s Guide ~ 12

Petitioner Apple Inc. - Exhibit 1043, p. 292



Petitioner Apple Inc. - Exhibit 1043, p. 293

Administrators Guide

negotiation, including the authentication negotiation, is merely the TCP
handshaking.

3. The application transmits and receives data.

if an encryption module is enabled and selected by the SOCKS server, Aven-

tail Connect encrypts the data on its way to the serveron behalf ofthe appli-
cation. if data is being returned, Aventail Connect decrypts it so that the
application sees cleartext data.

AVENTAIL CONNECT PLATFORM REQUIREMENTS

The following table lists the minimum system requirements for each of the plat-
forms that Aventail Connect supports.

 
Windows 98; x86-based or 16 MB Netvvork-accessible
Windows NT 4.0 Pentium personal SOCKS v4 or v5 compliant
(requires computer server
Microsoft Service

Pack 3 or above) i

Windows 95; x86—based or 8 MB Network-accessible

V\findows NT 3.51 Pentium personal SOCKS v4 or v5 compliant

L computer server

Windows 3.1; x86-based or 4 MB Network—accessib|e

Windows for Pentium personal SOCKS v4 or v5 compliant
Workgroups 3.11 computer server

J. L ._J

Aventail Connect 3.1 runs on the following operating systems:

- Windows 98

~ Vlfindows NT 4.0 (with Service Pack 3 or above, available from
Microsoft)

- Windows 95, with the Microsoft V\finSock 2 update (To install Aventail
Connect 3.1, you must upgrade Vlfindows 95 with the Microsoft Win-

Sock 2 update prior to Aventail Connect installation and setup. if you do
not install the Microsoft patch, Aventail Connect 2.6 will be installed.

For more information, see “What Does Aventail Connect Do’?".)

Aventail Connect 2.6 runs on the following operating systems:

- Windows 3.1

- Windows for Workgroups 3.11

- V\findows NT 3.51

- Vlfindows 95, without the Microsoft V\finSock 2 update (if you do not
upgrade Vwndows 95 with the Microsoft Vlfinsock 2 update, Aventail
Connect 2.6 will be installed. For more information, see “What Does
Aventail Connect Do?”.)
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NOTE: A l/VinSock-compatible 16- or 32-bit TCP/IP application must be
installed and configured prior to running Aventail Connect. This

can be the Microsoft-provided TCP//P stack or a third—party TCP/
/P stack.

INTERFACE FEATURES

The following table lists the interface features for each platform. Each of these
features is discussed in greater detail later in the Administrators Guide.

. .,.r‘ '13.‘

 
 Windows 95, Stait\Progra ms Double-click 

Windows 98, \Aventai| Aventail Extranet tray available
Vwndows NT Connect menu Connect Neighborhood
4.0 icon in icon on

system tray desktop I
Vlfindows 3.1, f Aventail Click Not available Minimized Configure i
Vwndows for Connect icon Aventail on desktop during
Workgroups in Aventail Connect setup
3.11, Connect icon in

Windows NT program group Aventail
3.51 window Connect

program

group

L window -1 _J

INSTALLATION SOURCE MEDIA

Regardless of platform, Aventail Connect can be delivered on CD or as a net-

work—de|ivered, self-extracting archive file.

- CD: The CD contains the Aventail Connect setup program,
setup. exe. The setup program allows for an administrative setup. it
also contains the Administrator’s Guide and the Usefs Guide in the

\docs directory, formatted for Adobe® Acrobat Reader.

- Network-delivered Source Media: The network—delivered source

media is a self-extracting archive containing the required disk/directory
structure within the archive file. The executable automatically extracts
the Aventail Connect installation files and initiates setup. The archive

filename will be similar to 513315 .exe. This archive, or package, will
also be available on the CD (located in the Utilities directory) to be
used with the Customizer application. For more information, see the
“Customized section.
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INSTALLING AVENTAIL CONNECT

After your Aventail ExtraNet Server is set up, Aventail Connect can be installed

to a single workstation or to multiple networked workstations. In either case, you
must perform an initial installation of the software and create one or more config-
uration (.c;fg) files. This procedure is described under "|ndividual lnstallation."

Once the initial installation is complete, you can then install to a series of net-
worked computers using the instructions and information described under “Net-
work installation."

NOTE: To install or uninstall Aventail Connect on l/Vndows NT

machines, you must have administrative privileges on the
machine (but not necessarily on the domain). 

If you are upgrading from an earlier version of Aventail Connect (Aventail VPN
Client or Aventail AutoSOCKS), the following message may appear on your
screen if you install a custom setup package using Aventail Customizer. This is

not an error message. if this message appears, click OK and reboot your com-
puter.

¥nl‘‘=:JI‘iu.s1ii:in ‘ C i V I I §‘w§

 
CONFIGURATION FILES

Integral to the initial installation of Aventail Connect is deciding how SOCKS traf-
fic will be redirected through the network. Network redirection rules (used to
determine if and how SOCKS redirection will occur) are defined in the Aventail
Connect configuration (.cfg) file. Configuration files are initially created at the
end of the installation process; however, you can add, edit, and remove configu-
ration files at any time using the Config Tool (in Windows 95, Vlfindows 98, or
Vwndows NT 4.0 via the Aventail icon in the system tray on the taskbar; in VVin—
dows 3.1, Vlfindows for Workgroups 3.11, or Windows NT 3.51 via the Aventail

Program Group). The process of creating one or more configuration files is
described under “Configuring Aventail Connect.”

if you are installing Aventail Connect on multiple networked workstations, refer
to “Network Installation’’ to determine the best method for maintaining and dis-
tributing configuration files. You can then proceed through the initial installation.
The Installation Vwzard will guide you through the steps, culminating with the
option to create a configuration file.
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CUSTOMIZED CONFIGURATION AND DISTRIBUTION

The Aventail Customizer is a utility that allows network administrators to custom-

ize Aventail Connect installation packages for distribution to multiple client work-
stations. Giving network administrators control over how setup packages are
configured eliminates the need for end users to make installation and setup deci-
sions at their workstations. The installation package is a self-extracting execut-
able file. You can customize this file by adding license file, configuration file, or
setup information for different authentication and encryption policies to meet var-
ious client-access needs of individuals or workgroups. You can customize con-

figurations for multiple users and then distribute the package, providing easy
access, download, and installation for users. You can reconfigure the Aventail
Connect installation package anytime your network topology or security profiles
change.

For more information about the Aventail Customizer, see the "Customizer” sec-
tion.

INDIVIDUAL INSTALLATION

Before running setup, close all open Windows applications.

_.T9?...i.".-‘E.t?J.'. .‘.'.’.*,\’,.‘.‘,’.',‘.."<‘.l'.9.9!?1“‘-‘.‘?.t... .. . ,._ . _, -.

1. Installation procedures vary slightly, depending on which media source youuse:

- if you are installing directly from CD—ROM, run setI_1p.exe from the
Aventail Connect directory.

- If you are installing from a network-delivered self-extracting archive,
simply execute the archive file. This will extract the installation files and

automatically launch the setup program.

The Aventail Connect Installation Vwzard then guides you through the process
of installing the Aventail Connect application.

NOTE: You will be asked during the installation procedure if you would
like Aventail Connect to be run automatically during startup. in
most cases, you will select yes. Exceptions to this can be deter-
mined by the network administrator.

 

2. At the end of the setup program, you can select Yes, I want to view the

README file in the Setup Complete dialog box. This opens the
readme . txt file, which contains the latest information on Aventail Connect. a

_OR-

Simply click Finish in the Setup Complete dialog box to complete the setup
program.
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3. The setup program will then ask you if you want to restart your machine now
or later.

about H eqairad
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4. After restarting your PC, Aventail Connect will launch automatically if, during
installation, you selected Yes when asked if Aventail Connect should be

added to your startup directory. (if, during installation, you specified that Aven-
tail Connect not be added to the startup directory, start Aventail Connect from
the Programs menu.)

5. Aventail Connect will ask you if you want to run the configuration wizard.

if you click Yes, then the configuration wizard will launch to help you create a
new configuration file.

if you click No, then Aventail Connect will ask you to select a configuration
file.

6. After creating or selecting a configuration file, Aventail Connect will finish its
installation procedure.

To uninstall Aventail Connect

The procedure to uninstall (remove) Aventail Connect varies depending on
whether you are running a 16- or 32-bit Vwndows operating system.

- To uninstall Aventail Connect from Windows 95, Windows 98, and Win-
dows NT 4.0, double-click AddlRemove Programs in the Control
Panel window, click Aventail Connect on the list of programs on the
|nstalIlUninstall tab, and then click AddlRemove.

~ To uninstall Aventail Connect on Vlfindows 3.1, Windows for Work-

groups 3.11, or Vwndows NT 3.51, use the Uninstall icon in the Aven-

tail Connect program group.

NETWORK INSTALLATION

in general, the process of installing Aventail Connect to multiple networked
workstations involves selecting a file server to use, creating a staging area for
the Aventail Connect software, and placing the Aventail Connect package in a
shared network directory or other publicly accessible location. Additional options
include adding a default configuration file, license file, certificate and roots files,
and SEEHosts files. You must place Aventail Connect files on a network drive

that can be accessed as a mapped drive or, for Microsoft networks, via a UNC

path name (\\computer V name\sharep name\Connect) .

An executable archive file (with a filename similar to as31s . exe) automatically
extracts the Aventail Connect installation files and initiates setup. This archive,
or package, is located in the Utilities directory of the CD and can be used in con-
junction with the Customizer application. (For more information, see “Custom-
izer.”) The package can also be manually configured to suit your network
specifications. The default package includes all of the core Aventail Connect
files, but does not include the custom network information.

NETWORKED CONFIGURATION FILE SETUP

There are a number of ways to set up networked client configuration files. These
are the most common:
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- Remote UNC: Remote client configuration file on a Windows share

using UNC path and filename (e.g., \\:internal\common\a . cfg)

- Local Configuration File: Local client configuration file common for all

users, but distributed via a locally stored Aventail Connect package

- Remote Web Server: Remote configuration files stored on a Web
server using URL (e.g., http://internalla.cfg)

  
Remote UNC Vwndows share - Configuration file can - File server must be on

using UNC path be centrally maintained. local network. lffile

and filename - No local caching server is unavailable,
required. Aventail Connect will

l not function.‘T

Local i_Loca|ly stored - Does not require - Configuration files
Configuration setup package network connection; cannot be centrally
File configuration file is maintained.

always available.-1 ~ 1 r

Remote Web Web server - Configuration file can - Requires Web server.
Server be centrally maintained. ~ Requires network

- Connection to Web connection for updates.
server can be made

across the Internet, and

can traverse proxies.
v Supports
authentication and

encryption.
- If Web server is

unavailable, locally
cached copy can be
used.1

ADMINISTRATOR-MAINTAINED SHARED CONFIGURATION FILES

This is the most desirable configuration method—multiple workstations sharing
one or more administrator-maintained configuration files located in a common

directory. The network administrator maintains the configuration file, and the
administrator can quickly adapt any changes to network topology through a sin-
gle configuration file. For example:

- A single networked (usually read—only) configuration file is shared by
more than one client workstation. This method is appropriate when mul-
tiple workstations share identical traffic routing rules.

v Multiple configuration files are shared by multiple workstations. This

option is useful when you have workstations organized into functional
groups (engineering, marketing, accounting, etc.) with group—specific
redirection‘ rules.
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SHARED CONFIGURATION FILE DlSTR|BUTlON

Shared configuration files can be easily distributed and, if necessary, updated
via the network or a Web server. Aventail recommends that you test all configu-
ration files before distribution.

You can distribute shared configuration files with the Aventail Customizer. This

automated wizard allows you to create custom setup packages for multiple users
and then store the packages in a networked directory, providing easy access,
download, and installation for users. You can include multiple local and/or
remote configuration files. For more information, refer to the "Customized sec-
tion.

To distribute a shared cognfigguration file

There are three methods for distributing shared configuration files.

- Remote UNC: Copy the file to a Microsoft or Novell network drive

accessible by all users, or to a Microsoft Vwndows workstation support-
ing UNC-sharing for file resources. (Both the 16- and 32-bit versions of

Aventail Connect support specification of the configuration file using the
Microsoft UNCs.) If you copy the tile to a network drive, make sure that

users configure Aventail Connect to load the configuration file located
on the mapped drive. You can preconfigure this information for users
from a package install.

-OR-

- Local Configuration File: Create a shared configuration file to be
installed on workstations during the standard Aventail Connect installa-
tion/upgrade process. Whenever Aventail Connect is installed or

updated, it will automatically copy the shared configuration file to the
user’s workstation and set Aventail Connect to use it.

-OR..

- Web Server: Copy the file to a Web server. The Web server can be

directly accessible to the workstation, or it can be behind a proxy
server. To keep configuration files secure, you can redirect the configu-
ration file connection, authenticated and encrypted, across firewalls.

Storing Remote Configuration Files on a Web Server

When you specify the remote configuration file in Aventail Connect,
include the entire URL (e.g., http://aventail.com/server1/config.cfg). You
can specify this URL in the Aventail Connect Configuration File dia-
log box, or with Customizer.

Aventail Connect keeps a temporary local copy of the remote configura-
tion file in its program directory, with the filename_ashttpX.cfg, where X
is a number between 0 and 9. Keeping a local copy of the remote con-

figuration file allows the connection to the Web server to be proxled
(with authentication and encryption) if necessary. Whenever the remote
configuration file needs to be downloaded, Aventail Connect will check

the cached copy of the configuration file to determine whether redirec-
tion is necessary.
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Aventail Connect can download remote configuration files either every
time Aventail Connect starts or on a scheduled basis. You can config-
ure this setting in the Aventail Connect Configuration File dialog box,
or when adding a remote configuration file to a custom installation

package with Customizer. When you add a remote configuration file
with Customizer. a cached copy of the file can automatically be added
to the package.

7° 5t°'° '°'“°.t£.9£!‘fl99"3"°fl§!.§§I99 §,,Y‘{e,9,§9fV§'7, W V

1. Place an Aventail Connect configuration file on a Web server.

2. If redirection through a proxy server is required to reach the Web server, con-
figure Aventail Connect to use a configuration file that can access the Web

server. If redirection is not required, skip this step.

3. Vlfith Aventail Connect running, select Configuration File from the system
tray menu.

The Aventail Connect Configuration File dialog box will open.

4. Enter the URL and filename of the configuration file, e.g., http:Ilweb-
server.company.comlcfg__filesIsamp|e.cfg. Click OK.

   

nlwrnfiad Eannwel rcmrsgui "stien Fillllt

  
5. Under “HTTP Config File Updating,” specify how often Aventail Connect will

download the configuration file. Click OK.

The configuration file will automatically be downloaded, and Aventail Connect

will begin using it immediately. A local copy of the configuration file will be
cached in the Aventail Connect program directow.

ADMINISTRATIVE SETUP

There are two ways to install Aventail Connect: from the setup program
(setup . exe), or from a setup package that you create using the Aventail Cus-
tomizer. The setup program (setup . exe) allows you to manually install Aventail

Aventail Connect 3. 1/2. 6 Administrator's Guide - 21

Petitioner Apple Inc. - Exhibit 1043, p. 301



Petitioner Apple Inc. - Exhibit 1043, p. 302

Administrator's Guide

Connect. With the Aventail Connect setup package, you can select options that
will customize setup based on your unique network environment. You can cus-
tomize the setup package through the Customizer Editor or the Customizer Wiz-

ard. The Customizer Editor is a dialog box that allows you to manually enter or
modify information about your custom installation package. The Customizer VWz-
ard walks you through each step of creating a custom installation package.
Aside from the user-interface differences, the Customizer V\fizard and the Cus-
tomizer Editor are identical. You can use both the Customizer Wizard and the

Customizer Editor to create or modify a setup package. For example, you can
create a package using the Customizer Wizard, then modify it with the Custom-
izer Editor.

CUSTOMIZER

The Aventail Customizer simplifies and customizes the installation and setup
process. Network administrators can reconfigure the self-extracting executable
installation package (included in the Customizer directory of the distribution CD)
to meet the various client-access needs of individuals or workgroups. Custom-
izer offers a centralized approach to network configuration; network administra-
tors can select the unattended setup mode, which eliminates the need for

individual users to answer any setup configuration questions. Specifying unat-
tended mode will cause the setup program to automatically install using default
values for any options not explicitly specified.

The setup program (setup . exe) allows users to select any available setup
options during installation of Aventail Connect. Customizer modifies the setup
control. file of a custom package; this file controls all of the settings within the
setup package, before users receive the setup package. V\fith a customized
package, users will receive an installation package based on the administrator’s

defined settings. (For more information, see “Network lnstallation.”)

As Customizer allows you to select various options to suit your setup and instal-
lation needs, the size of the setup package will vary, depending on which options
you select. lfvsize of the setup package is a concern, select setup options care-
fully to keep the package size manageable.

The Aventail Connect CD includes both versions of Aventail Connect (3.1 and
2.6). You can create custom packages that include one or both versions of Aven-
tail Connect; setup will determine which version to install on each workstation.

(For more information, see “What Does Aventail Connect Do?")

Aventail Connect requires a valid Aventail license file (ave ntail . al f) and one
or more configuration (.c-fg) files in order to function properly. Before installing
Aventail Connect, make sure that users have these files. if users do not have a

valid license file and/or configuration file(s), Aventail recommends that you
include them in the installation package.

RUNNING CUSTOMIZER

The Customizer and the Aventail Connect installation package are included in
the Customizer directory on the Aventail Connect CD. Before running Custom-
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izer, you must copy Customizer from the Aventail Connect CD to the local drive.

You must also modify the Customizer attributes so it is not read-only.

To run Customizer, double-click the Customizer icon in the Customizer direc-

tory. To run Customizer from your hard drive, copy the Customizer and Aventail
Connect directories into a common folder on the hard drive.

When you run Customizer, you will be prompted to select either the Customizer
Wizard or the Customizer Editor.

  

5 CuxtuaiiizH

 
- Customizer Wizard: This automated wizard walks you through the

process of creating a new installation package or modifying an existing
package. If you are unsure about which method to use, Aventail recom-
mends that you use the Customizer V\fizard.

~ Customizer Editor: The Customizer Editor is a dialog box that allows

you to manually enter information about the package you are creating
or modifying.
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CUSTOMIZER WIZARD

if you are using the Customizer Wizard to create a new setup package or modify
an existing package, the Customizer Vlfizard will display a Welcome... screen,
and will prompt you to enter the pathname of the package that you will be creat-
ing or modifying.

Welicomc in the Aventmf Customize: Wizard

After you have specified the pathname of the package, the Customizer V\fizard
will prompt you to:

- Specify which platform(s) to support

- Add a license file, or leave an existing license file in the package
- Add or remove configuration files

- Select X509 certificate files

- Select an extranet hosts (SEEHosts) file

- Specify a custom destination directory

- Specify whether or not to put program icons in a custom folder
- Enter command-line switches

- Specify whether or not to run setup in unattended mode

v Specify whether or not to add Aventail Connect to the startup directory

- Select any, all, or none of the following Aventail Connect components:

- Extranet Neighborhood (Secure Extranet Explorer)

- Configuration Tools (Config Tool and Configuration File command)

- Diagnostic Tools (Logging Tool and S5 Ping)

- Certificate Tools
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- install 32-bit support only (on Windows NT 3.51)

- Select any, all, or none of the following authentication modules:

- SSL (Secure Sockets Layer)

- CRAM (Challenge Response Authentication Method)

- CHAP (Challenge Handshake Authentication Protocol)

- UNPW(Username/Password)

- SOCKS 4

- HTTP Basic (username/password)

- Specify whether or not to run a command after setup

All of the features listed above are optional.

After entering or modifying the package information, the Finished Installation
Package dialog box appears.

A Clicking Finish saves your specifications and closes the Customizer Wizard.
Clicking Customize Further allows you to view the Customizer Editor dialog
box, where you can manually edit any of the information about your custom
installation package.
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CUSTOMIZER EDITOR

If you select the Customizer Editor as your tool to create a new setup package or
modify an existing pack_age, the Customizer Editor dialog box will appear. In
this dialog box, you can manually enter or modify information about your custom
installation package.

NOTE: To view a list of tips on creating custom setup packages, click
Tips on the Help menu in the Customizer Editor dialog box, 

After entering or editing your setup package information in the Customizer Edi-

tor, click Save (or Save As) on the File menu to save your changes. To close the
Customizer Editor window, click Exit on the File menu.
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The options in the Customizer Editor are identical to the options in the Custom-
izer Vtfizard. These options are explained in the following paragraphs and tables.

 
 
 
 
  

,3:

Pathname Enter pathname 1 None
License file Enter name of/filniientail license fileml None — A‘

(must use aventail . al E)

Trusted roots file Enter name of trusted roots file None 4
Client certificate file Enter name offlle that contains None

certificate

Extranet (SEE) Hosts j Enter name of extranet (SEE) hosts 1 None
File file

L '7 .

Destination directory L Enter name of destination directory T None,,,,,,,,,,4 __ _ ,_- ,,,,._.._,_,-...,_ ,,,_...__...,v, __,,-__ _,,,+__ ,__,,,.,.,,i,,_..W_,,,,_.c. __,4

Program folder K Enter name of program folder None

Run. command after Enter commandrto be run after setup None
setup

Command line switches Enter command line switches J None
Configuration Files Enter name(s) of local and/or remote None

configuration file(s) that Aventail

Connect will use ‘J——l

Authentication Modules SSL, CRAM, CHAP, UNPW. S4, or All
HTTP Basic

Tools Configuration tools, Certificate tools, All 7
Diagnostic tools, or Extranet

Neighborhood 4_———4

32-bit support only, on Yes/No Yes 1

Windows NT 3.51 J
._.l.

Unattended setup Yes/No No
mode/automated
installation

Add to Startup Directory Yes/No Yes
_ _ .._L .7 - p l

Install SEE help Yes/No Yes

lnstall help Yes/No 7 Wes

Select platform Vwndows NT 4.0. Windows 98, All

Windows 95 with VVinSock2 upgrade,
Vlfindows 95 without Winsock 2

upgrade, Windows NT 3.51, Vlfindows

» 3.1, or Vl/indows for Workgroups 3.11

The setup package options are discussed below.
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- Specify path for installation: You can specify a path for installation, or

you can select the default path. The default path for 32-bit operating
systems is c : \Program Fi les\Aver1t:ail\Connect.

For 16-bit-only operating systems, the default is
c:\Connect,

NOTE: if you are upgrading from an earlier version of Aventail Connect,
Aventail Connect will install to the same directory that the earlier
version of it was installed to. 

- Platforms: You must specify which operating systems need to be sup-
ported in the setup package. Aventail Connect 3.1 supports Vwndows
95 (with the Microsoft V\finSock 2 update), Windows 98, and Vwndows

NT 4.0 (with Service Pack 3 or above, available from Microsoft). Aven-
tail Connect 2.6 supports Vifindows 95 (without the Microsoft V\finSock 2

update), V\findows 3.1, V\findows for Workgroups 3.11, and V\/rndows NT
3.51. For more information, refer to “What Does Aventail Connect Do?”

- Trusted Roots File and Certificate File: if you want to use server cer-
tificates, you must include the trusted roots file that contains those cer-

tificates. if you want to use client certificates, you must specify the
location of the file that contains the X.509 certificate.

- Running Setup in Unattended Mode: Unattended setup mode simpli-
fies distribution of numerous client configuration files. The network
administrator specifies all settings before users receive the Aventail

Connect setup package file. No end-user input is required because the

network administrator has already selected the setup options; users

simply open the package file, which will automatically installon their
workstations.

NOTE: Specifying unattended setup mode will cause the setup package
to automatically install using default values for any options not
explicitly specified.

 

- Adding Aventail Connect to the Startup Directory: If you choose to
add Aventail Connect to the startup directory, Aventail Connect will
automatically start when Windows starts.

- Select Tools: Aventail Connect gives you the option to install various

components, including Extranet Neighborhood/Secure Extranet

Explorer (SEE), configuration tools (Config Tool and Configuration File
command), or diagnostic tools (Logging Tool and S5 Ping). The default
value is to install all package components.

- Secure Extranet Explorer: Secure Extranet Explorer (SEE) allows
you to view your Extranet Neighborhood, which is accessed through

the Extranet Neighborhood icon on your desktop. Extranet Neigh— V
borhood functions much like Network Neighborhood, except Extranet
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Neighborhood allows you to browse, copy, move, and delete files
from secured remote computers via an extranet, while Network

Neighborhood displays all computers on your local network.

- Config Tool: The Aventail Connect Config Tool allows you to create
configuration files that determine how network requests will be routed

and which authentication protocols will be enabled. You can add,
remove, or edit configuration files at any time. if necessary, you can

create several configuration files for different users or user groups. If
you want to prohibit end users from editing configuration files, do not

include the Config Tool in the installation package.

- S5 Ping: S5 Ping allows you to use the ping and traceroute utilities,

two diagnostic tools. The ping utility checks for network connectivity
between two hosts and returns information about the quality of the

connection. The traceroute utility checks for network connectivity by
displaying information about routers between two hosts; it displays
information for each hop.

- Logging Tool: The Logging Tool is a diagnostic utility that traces
Aventail Connect activity. When running a trace, the Logging Tool dis-
plays errors, warnings, and information as Aventail Connect gener-
ates them. If necessary, the message list can be saved to a log file

that can be used by Aventail Technical Support in troubleshooting
technical problems. These traces are also useful when running Aven-
tail Connect for the first time to ensure that network traffic is being
routed appropriately.

- Select Authentication Modules: Aventail Connect lets you select any,
all, or none of the following authentication modules: SSL, CRAM,

CHAP, UN/PVV, SOCKS v4, or HTTP Basic (username/password).

- Secure Sockets Layer: Secure Sockets Layer (SSL) is a session-
layer protocol for securing connections in a general, protocol-inde-
pendent fashion.

NOTE: In versions of Aventail Connect that do not include encryption,
the Secure Sockets Layer {SSL) authentication module is not
included.

- CRAM: The Challenge Response Authentication Method (CRAM)
sends your username and password as clear text between extranet

(SOCKS) servers, but encrypted between servers that support
CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

NOTE: in versions of Aventail Connect that do not include encryption,
the CRAM authentication module is not included.
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- CHAP: The Challenge Handshake Authentication Protocol (CHAP)
sends your username and password encrypted across the network to
the destination server.

- Username/Password: The RFC 1928 (Internet standards docu-

ment) Username/Password (UNPVV) authentication protocol sends
your username and password in clear text across the network to the
destination server.

- SOCKS 4 Identification: Aventail Connect includes backward com-

patibility for the SOCKS 4 protocol. SOCKS 4 does not support pass-
word authentication, so only your username is sent, unencrypted, to
the SOCKS server along with your connection request.

- HTTP Basic (UsernamelPassword): The HTTP Basic authentica-

tion module enables username/password authentication against
HTTP proxies that implement the RFC 2068 HTTP Basic authentica-
tion protocol.

NOTE: Not all versions of Aventail Connect have encryption enabled.

- Configuration Files: Aventail Connect needs at least one configura-
tion (.cfg) file in order to function properly. The configuration file con-
tains all of the authentication and traffic routing instructions that you
specify. You can include one or more configuration files in the setup
package; however, each configuration file must have a different name.

If you include only one configuration file in a setup package, Aventail
Connect will automatically use that configuration file. it, however, you
include multiple configuration files, Aventail Connect will prompt users
to select a configuration file at startup.

You can include local configuration files, remote configuration files, or a

combination of both. Local configuration files are included in the setup
package and are installed on users’ machines. if you include remote

configuration files, pointers to those files are included in the package;
the remote configuration files remain in their original location on the net-
work, where they can be shared by multiple users.

If your setup package does not already contain a configuration file, you
can add a configuration file to the package. If your setup package con-
tains one or more configuration files, you can remove or replace any or
all of the existing configurationfiles, or you can leave them, unchanged,
in the package. lf you are upgrading from an earlier version of Aventail

Connect, you may not need a new configuration file.

- License Files: Aventail Connect requires a valid license file in order to

function properly. If your setup package contains a license file, you can
remove or replace the existing license file, or you can leave it,

unchanged, in the package. If your setup package does not contain a
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license file, you can add one to the package. You must use the pack-
aged Aventail license file, avent ail . al 5.

format than earlier versions of Aventail Connect (VPN Client or
AutoSOCKS) did. If you are upgrading from an earlier version

of Aventail Connect (V2.42 or earlier), you must include a new
Aventail license file.

 - CAUTION: Aventail Connect 3. 1 and 2.6 use a different license ( . alf) file

° Extranet (SEE) Hosts Files: Secure Extranet Explorer (SEE) allows
you to browse remote computers using Extranet Neighborhood. SEE
requires a hosts file that specifies which Vwndows domains, WINS serv-

ers, and other computers are available in Extranet Neighborhood. The
extranet hosts (SEEHosts) file is contained in the setup package. If you
install SEE, this file is placed in the target directory. if you do not include
a hosts file in the setup package, Aventail Connect will automatically
create a hosts file on users’ machines the first time they open Extranet
Neighborhood. (Available only in V\findows 95, Windows 98, and V\fin-
dows NT 4.0.)

CREATING, LOADING, AND SAVING PACKAGES

You can create, load, or save custom setup packages through either the Cus-
tomizer Editor or the Customizer Vwzard.

To create a new package

There are two ways to create a new custom setup package:

- in the Customizer Editor window, select File | New.
-QR-

- Type the filename of a new package in the first window of the Custom-
izer Wizard and click Next.

To load a package, y 7*

There are two ways to load an existing setup package:

- In the Customizer Editor window, select File | Open, and then enter
the filename of the package you want to load

-OR_

- Type the filename of the package in the first window of the Customizer
V\fizard and then click Next.

When you load a package, Customizer reads the setup control file to determine

what information the package contains. Customizer uses this information to pop-
ulate the Customizer Editor window. Customizer also reads the configuration
fi|e(s) into memory; configuration files are stored in memory to facilitate adding
them to and removing them from a package.
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To save. <=han9es.,t9 :1 .P?°k39?,-. . .

There are two ways to save changes to a setup package:

- After making the desired changes to the package, click Save (or Save
As) on the File menu in the Customizer Editor window

-QR-

- Click Save Package in the final window of the Customizer Vlfizard.

CUSTOMIZER TIPS

The following tips will help you use the Aventail Customizer more efficiently.

- Keep the package size small: You can control the size of your custom
setup packages by selecting components carefully. To keep the pack-
age as small as possible, include only the options that you need, and

support only the platforms (e.g., Vlfindows 98, Vlfindows NT 4.0, etc.)
that your users work with. You may find that creating two separate,
smaller packages is preferable to creating one larger package. For
example, you might create one package that supports Windows 98 and

Vwndows NT 4.0 operating systems, and another separate package

that supports Vlfindows 3.1 and Vwndows 95 operating systems.
- Use descriptive package names: When naming setup packages,

assign descriptive, recognizable names that will help users identify the
setup packages.

- Select components carefully: If you include the Config Tool in the
package, users will be able to view and modify the settings in the Con-
fig Tool. Aventail recommends that, in most cases, you do not include

the Config Tool in your custom setup package(s). Excluding options
such as the Config Tool will eliminate users’ ability to modify your set-
tings, and will keep the package size smaller. However, the S5 Ping
and Logging Tool utilities are useful diagnostic tools, and Aventail rec-

ommends including these options in the setup package whenever pos-
sible.

- Install Aventail Connect 2.6 on Windows 95: By default, Windows 95

does not support VVinSock 2, but you can upgrade it to support Win-
Sock 2 with a Microsoft patch. (The patch, w95ws2setup . exe, is
available from Microsoft, at

http:l/www.microsoft.com/Windows95ldownloads/contents/wuad-

mintools/s_wunetworkingtoolsIW95Sockets2ldefauIt.asp. How-
ever, this procedure adds an extra step to the installation and setup
process. Unless users need the MultiProxy feature, which is available

only in Aventail Connect 3.1, Aventail recommends that you install
Aventail Connect 2.6 rather than 3.1 on machines running the Vlfindows
95 operating system.

- Include a hosts file: If you install Secure Extranet Explorer (SEE) with-
out also installing a corresponding hosts file, SEE will automatically cre-
ate a hosts file the first time that users open SEE. If you want to control
which hosts users can view, Aventail recommends that you include a
hosts file in the custom setup package.
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- Include a license file: Aventail Connect requires a valid license file

(avert ta 11 .al f) to function properly. Aventail Connect 3.1/2.6 uses a

different license file than earlier versions of Aventail Connect (VPN Cli-

ent or AutoSOCKS) did. If you are upgrading from an earlier version of

Aventail Connect (v2.42 or earlier), you must use the new Aventail

license file, aventail . alf. Including this lioense filein the custom

setup package is a simple way to install the license file.

- Test each custom package: Aventail recommends that you thoroughly
test each custom setup package before distribution to users.

CONFIGURING AVENTAIL CONNECT

Create configuration files using the Config Tool or the Configuration wizard. You

can launch either during the Aventail Connect installation or any time you want
to add, modify, or remove a configuration file.

The steps for creating a new configuration file are:

1. Define the SOCKS servers

2. Define the destinations (networks and hosts)

3. Specify redirection rules

4. Enter Name Resolution information (optional)

5. Manage authentication modules

6. Enable password protection (optional)

These procedures are described in the text below.

To '.aun<.=*1 the. <?<>r?fi9..T°°'

The Config Tool opens with the Open Aventail Connect Configuration File

dialog box. After you select a configuration file or enter a new file name, the main

window of the Config Tool appears.

1. Select the Yes, I want to configure Aventail Connect box in the Setup
Complete dialog box (during installation).

-0 R-

Right-click the Aventail Connect icon in the taskbar and click Config Tool
(vlfindows 95, Windows 98, or VVll'ld0WS NT 4.0 programs menu option), or

double—click the Config Tool icon in the Aventail Connect program group

(vtfindows 8.1, Vtfindows for Workgroups 3.11, or Vwndows NT 3.51).

2. If you are creating a new configuration file, enter a name for the configuration
file

_QR-

Select the configuration file you want to open.

This displays the main window of the Config Tool.
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The Config Tool window contains six tabs. The properties defined on each tab
can be edited at any time.

 Defines the extranet (SOCKS) server(s).

Specifies the networlg and [host addresses that will be routed
through the SOCKS server(s).

Specifieis. how network requests are‘ routedto the SOCKS
server(s).

(Optional) Specifies hostnames that will be resolved by the
local workstation.

Servers

  
Destinations

     
Redirection Rules

 
  

  Name Resolution
  
 

  
 

Authentication Enables, disables. and sets properties for the authentication
modules.

Advanced Enables/disables extranet (SOCKS) traffic through successive
SOCKS servers, enables/disables the Application Exclusionl
Inclusion List, secures selected applications, and sets
credential cache timeouts.

You can change the width of any of the fields on the tabs by positioning the cur-
sor over the dividing line between the fields on the field bar. When the cursor

changes to a doub|e—headed arrow, click and drag to resize the field.

Aventail Connect 3.1 allows you to create or modify a configuration file and then

immediately use it, without needing to restart Aventail Connect and any Aventail-
processed applications. When you modify a configuration file, Aventail Connect

can re—read the updated configuration file; all applications being processed by
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Aventail Connect will then immediately begin using the new configuration infor-
mation.

When you make a modified configuration file active, Aventail Connect will save

the current (modified) configuration file, update the registry, and load the

selected configuration file. Aventail Connect will begin using the modified config-

uration file with any subsequent TCP connection requests, and/or any subse-
quent UDP activity.

NOTE: The configuration file “refresh" feature is supported in Aventail

Connect 3.1 only. It is not supported in Aventail Connect 2. 6. To

activate modified configuration files in Aventail Connect 2. 6, you

must first shut down and restart Aventail Connect and all app/ica-

tions being processed through Aventail Connect.

 

T9 .'°,adu asm,9‘!if[¢§,,E9Df19E!§S?2“ f'!F_f°Et.il“!"°d‘a*._f3 395°

° With the newly modified configuration file open, select Make Active from

the File menu of the Config Tool

-OR-

' From the system tray menu, select Configuration File, and select (or enter

the name of) the configuration file that you want to use. Click OK.

DEFINE AN EXTRANET (SOCKS) SERVER

SOCKS servers are defined on the Servers tab in the Config Tool.

it
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  The name you assign to the server.

All-lostilCFk’ if C—TheflhosthameorlPaAddress oftheserver.

Port The port on which the server is listening.

Aventaii Connect 3.1 allows you to set a server fallback timeout for every Aven-
tail ExtraNet Sewer. If a primary SOCKS server is down, or otherwise unable to

accept connections, Aventall Connect can fall back to a secondary server. You

can set the server fallback timeout, in seconds, on a server-by-server basis. If

you do set a server fallback timeout, each connection to a primary server must
be completed within the specified length of time or else the connection will fall
back to the secondary server.

NOTE: Server fa//back timeouts are supported in Aventaii Connect 3.1
only. You cannot set a server fa//back timeout in Aventaii Connect

2. 6,’ you must let the TCP/IP stack time out.
 

NOTE: Aventaii Connect can fall back to only one server. For example,
Aventaii Connect could fall back from Server A (primary server)
to Server B (secondary server). Aventaii Connect could not, how-
ever, fall back from Server A to Server B to Server C.

 

During normal operation, if you configure Aventall Connect to fall back to a sec-

ondary server, connections will be directed to the primary server. If the primary
server does not respond or accept the connection by the end of the fallback tim-

eout period, the connection will be redirected to the secondary server. If the sec-
ondary server accepts the connection, all subsequent connections will

automatically be directed to the secondary server. The secondary server is gen-
erally meant to be used only when the primary server is unable to accept con-
nections. To prevent the secondary server from automatically becoming the
default server for all subsequent connection, Aventail Connect will check the pri-
mary server's status every ten minutes. if the primary server is back up and able
to accept connection, all subsequent connections will be routed through the pri-
mary server.

CAUTION: Do not enable the server fa//back option if you are using plug
gateways.
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1. On the Servers tab. click Add.... The Define SOCKS Server dialog box
appears.

Define s;rr;xs Serve:

 
  

Alias Name
  

User-friendly alias for extranet (SOCKS) server.
 

L

Hostname or IP 1 Actual hostname or full numeric IP address for SOCKS server.
~ ~ 4

Port Number SOCKS server port. Default value is 1080. J
Server Type SOCKS v4 SOCKS Version 4.0.L_...,..,.. _, ._ . ., .. . . ., ... , , ,7. , . - ,, __ _..__.._,..,,, ,,,.,,, ,__,,,.

SOCKS v5 SOCKS Version 5.0.

HTTP Proxy HTTP proxy server.

Detect Version T Detect SOCKS version

L number.
Fallback Fall back to secondary server Serverfallback timeout period

I aflerx seconds 4 (in seconds).
Fall back to Server: SOCKS server alias for

redundant server.

Fall back to Host Alias fl Use DNS records for
redundancy. .._l
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2. In the Alias Name box, type a user—friendly alias for the extranet (SOCKS)
server. Do not leave this box blank.

3. In the Hostname or IP address box, type the actual hostname of the SOCKS
server or its IP address.

4. In the Port Number box, type the extranet server's port number. If you do not
enter a value, it defaults to the standard SOCKS port 1080.

5. Under “Server Type," select the version of SOCKS supported by the server. If
you are unsure of the version, click Detect Version.

NOTE: Typically you should select SOCKS V5 unless the server can

support only SOCKS v4. 
6. If you want to use a fallback server, select Fall back to secondary server

after... under “Fallback.” Either select Fall back to server and directly specify
an extranet server for redundancy, or select Fall back to host alias. Select or

enter, in seconds, the fallback timeout period. Click OK.

.I999‘?§§V?.’1‘?E(§9§.'$§)_§9"{9I.E[‘?_P?W9§, _,.._-... .. ._. _ --. , ..

' Select the extranetserver you want to edit and click Edit.

The Define SOCKS server dialog box appears with the selected server
data filled in. Edit any of the information, and then click OK.

.T9I§°I1‘.9.‘.(9 9'1 .‘_".'7.’9'_T..".?‘_.."‘3t (S°9'$§)..§.°EVP[ €‘°fi"m°°."

' Select the extranet server you want to remove and click Remove.

The server is deleted from the list. Corresponding redirection rules will also
be deleted.
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DEFINE A DESTINATION

Destinations are defined on the Destinations tab in the Config Tool.

ls; conri It:—\. venailvetaicfg E

  [everything else]

After one or more SOCKS servers are defined, add destinations to be routed

through them.

NOTE: The "(everything else)" destination refers to all network and host

addresses not otherwise defined. You cannot delete or modify
“(everything else). ”

WLA IOTA ll

Aventail Connect supports...the.use9f.xvi,ld9ard..9h.atact§rs in. desilnatiqn host- .
names. Yon can use,.wildcards, whendefinlng named desttnatiqns (hostnames);
you cannot use wildcards when defining numerical destinations, such as IP
addresses or subnet masks.

Acceptable wildcard characters are ff?” and.“*7f.,(where, “'2'” represents one char-

acter, and “*” represents any number of characters). For example:

e*tra . in . aventail . com matches extra . in . aventail . com

e?tra. in . aventail . com matches extra . in . aventail .com

e?ra . in. aventail . com does NOT match extra . in . aventail . com-

You can use any combination of “'2” and “*” characters between each set of peri-

ods. However, each section must contain at least one non-wildcard character.
For example, the following destination names would be allowed:

e?t?a. in. aventail . com

*xtr? . in . aventait . com

e???a. in . ave* . com

e* . in. *tai1. com

The following destination names, however, would not be allowed:
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extra.*.aventail.com

*.*.aventail.com

extra.in.*.com

to represent multiple sections. Any wildcard character in a section can CAUTION: You cannot use a wi/dcard character, or a series of wildcard characters,
represent characters within that section only For example:

er‘ . in. aventail . com matches extra . in. at/entail . Com

:2 * . aventail . com does NOT match extra . in . at/entail . com

i'o_adda destination

In the Define Destination’ ditaIiogc,box.t ynu ician define su.bnetS.tiiindiyicttmhpst‘
compiuterst or, I ,Ri,ads1te§s;.ran9ce$.i.ian stew! unn;4ie§.,,; about redirecting some or?
none of the.iP traffic to these defined destinations.

1. On the Destinations tab, click Add....

The Define Destination dialog box appears.

689531‘!-ié Desiinetimn
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Alias Name User-friendly alias for destination network or host

Single Host A specific destination computer

Hostname Actual name of destination network or
host

IP Address (optional) J Full numeric IP address J
Lookup Look up IP address

Network One or more computers in a network

Domain Name Domain of the network

I Subnet (optional) IP address and netmask address

Address Range Beginning and ending IP addresses

I (optional) From Starting IP address
To Ending IP address

L .1

CAUTION: The IP Address, Subnet, and Address Range fields
are all optional. However, in order to apply redirection
rules when connecting by IP address, you must enter IP
address and subnet information.

2. In the Alias Name box, type a user-friendly alias for the destination network
or host.

3. Select either the Single Host or Network option:

- Under “Single host," type the actual name of the host system and/or its
full, numeric IP address. If you do not know the host’s IP address, click
Lookup to search for it.

_OR_

- Under “Network," type the domain of the network and then, if applica-
ble, select either Address Range or Subnet.

 rr.

  Enter a starting and ending IP address. All addresses between the

two will be included as part of the destination. For example, a
starting IP address of 192.1.1.0 and an ending IP address of
192.1.1.255 would include all hosts of the 192.1.1.x subnet.

’ Enter an lP address and a netmask address. This is another way
to specify a group of destinations. For example, an IP address of
192.1.1.0 and a net mask of 255.255.255.0 defines the same
address range as shown above.
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To edit a destination

° Select the destination you want to edit and click Edit....

The Define Destination dialog box appears with the selected destination

data filled in. Edit the data as necessary.

To remove a destination

' Select the destination you want to remove and click Remove.

The destination is deleted from the list. The corresponding redirection
rules will also be deleted.

ENTER RE DIRECTION RULES

Once servers and destinations are defined, you can specify how youowant. Aven- .

tail Connect to redirect (or deny) access to various hosts and services such as e-

mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.

2 "ii 1‘ niiqa, i'(}l‘.‘ii“~V ‘ ‘t...'U\\rntaii‘=Avnt.'1ii ri I

 
   

 

Destination

 
 
 

Service Type of lnternet traffic

 K Proxy Redirection Specify how to redirecitraffic
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You can change the width of any of the three fields by moving the cursor to the

dividing line between the fields on the field bar. When the cursor changes to a

double-headed arrow, click and drag to resize the field.

To add a redirection rule W

As you add destinations, use the arrow buttons to prioritize them. List the most

specific rules first and the general rules last.

NOTE: Aventail Connect scans the list from the top down and uses the

first matching rule it finds, so it is important to list the most spe-
cific rules first.

 
1. On the Redirection Rules tab, click Add.

The Define Redirection Rule dialog box appears.

"‘ii: I V
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   Host or server destination for message traffic.

Service Type of Internet traffic

 

 
  

F Use all ports Apply the defined ruie to all ports.

Beginning ofport Apply the defined rule toithis range of ports.
range

 

End of port range

TCP and UDP Apply the defined rule to both TCP and UDP
traffic.

TCP only Apply the defined rule to TCP tramc only.

UDP only Apply the defined rule to UDP traffic only.

Proxy fl Specify how to redirect traffic.
Redirection _ _ , * ,

Redirect via Redirect all trafficthrough the extranet server
selected from the list.

I Do not redirect Rou/tetrafflc,di_rectlyyto thespecyified destination
without being redirected through SOCKS.

 

 
 Dlehvla9ces.s[t.<2.th.especified ldestinaiti0n- The

network connection is blocked locally instead of
at the server level.

Deny service

2. Select a destination from the Destination list.

3. Under “Service,” select the Use all ports box to apply the rule to all services.

Otherwise, select a range of ports. To select a single port, enter that port num-

ber in both the Beginning of port range and End of port range boxes.

4. Under "Proxy Redirection," select one of three redirection options.

of the configuration file, the option can be circumvented - CAUTION: if you select Deny Service and the user has edit control
by quitting Aventaii Connect or by changing the option in

the dialog box.

_T9ooe_di* :!_'e<¥iE¢9¥i9" "H9 7

- Select the redirection rule you want to edit and click Edit....

The Define Redirection Rule dialog box appears with the selected data
filled in. Edit any of the information.
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7° ’e’“°"F’ 3I°F“’,,e.9.t.i.9" T9"?

' Select the redirection rule you want to remove and click Remove.

The redirection rule is deleted from the dialog box.

DEFINE NAME RESOLUTION

Name Resolution instructs Aventail Connect totresolve ‘hostnames locally with .
out needing to venture on tothe lnternet. Thisoptional feature offerstyou another
level of control over how Aventail Connect performs name resolution;

The local workstation resolver is the name resolution component of the local
TCP/IP stack. This feature acts as a shortcut; hostnames matching the strings
defined in the Name Resolution dialog box are passed to the local resolver for
name resolution instead of being proxied through the SOCKS v5 server.

For example, if aventail.com is added to the Defined Strings list, then a work-
station attempting to connect to www.aventail.com would perform hostname
resolution using the local TCP/lP stack.

Name Resolution is specified on the Name Resolution tab in the Config Tool.
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   Specify a domain

recognized by the
workstation resolver

New domain name

Known Domains List of domain names that can be resolved locally

Redirect unqualified Pass through unqualified hostnames to the local resolvernames via r

Allow Reverse DNS Enable Reverse DNS (converts IP addresses into hostnames)for destination

matching ._ __L_ .:,_,_ _

T°add.a.!°9a|clemainname . ..

° On the Name Resolution tab, type the new name in the Specify a domain
box and click Add.... ’

- If necessary, select Allow Reverse DNS for destination matching.

The new name is moved into the Known Domains box. it is now active.

CA UTION: The reverse DNS process can create unexpected
delays, causing Aventail Connect to behave unpredict- ' ably. Aventail recommends that you do not enable this
option unless you specifically require the Reverse DNS
functionality

To remove a local domain name

° Select the domain name you want to remove from the Known Domains box
and click Remove.

The domain name is removed from the list.

MANAGE AUTHENTICATION MODULES

SOCKS v5 servers often require user authentication before allowing access.
Aventail Connect authentication modules display dialog boxes that prompt users
to enter username and password information as well as other authentication cre-
dentials.

NOTE: Not all versions of Aventail Connect have encryption enabled. 
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The current Aventail Connect authentication moduies are SOCKS v4 identifica-
tion, Username/Password, Challenge Handshake Authentication Protocol
(CHAP), Challenge Response Authentication Method (CRAM), Secure Sockets
Layer (SSL), and HTTP Basic (username/password). Each of these authentica-
tion modules supports an Aventail Connect feature known as credential caching.
Credential caching retains your authentication credentials once the extranet
server has accepted them. Using credential caching, you can enter your creden-
tials for an extranet server once per Aventail Connect session, rather than once
for each individual connection (a tedious task for applications such as VW\/W
browsers).

Aventail Connect can cache authentication credentials in memory, based on the
option you select in the Authentication dialog box. Memory caching stores the
credentials for the current session only. When you restart Aventail Connect or
Windows, the memory cache is flushed and you must reenter your credentials
as prompted.

SEE ALSO: For additional information on credential caching, see
"Credential Cache Timeouts" in the "Advanced Tab
Options” section of this Administrators Guide.

Authentication modules are managed and configured through the Authentica-
tion tab in the Config Tool.

mag,-t eon - C:\...‘s.'w:‘w3i§‘i.i'tii.l¢ii§.t:E¢;3 

 v3. 0 irisceets-ii: iuungihi
t".T.i:xart.=.:.r:~d pm:-v. moi ‘u=ik:g C
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1.... ,r.. 1.

The name of the authentication module on disk. <Null Au th>
indicates that no authentication module will be used.

 
 Module Name

5 _l_

Description The description of the authentication method.L .-

lndicator Check this option to display network tratfic passing through a selected 1
authentication/encryption module. See the example below (for
Windows 95, Vwndows 98, and Viflndows NT 4.0).

Application NETSCAF-‘E.E><E
U semame/Password C nection lo Aventail 
  

-M rvli‘ .1» «~

    
x

Each authentication module includes its own module-specific configuration. To
view or edit a module's configuration, select the module from the list on the
Authentication tab and then click Setup. An options dialog box for the specific
module will appear.

Enable and disable authentication modules with the DisablelEnab|e button. By
default, the modules are all enabled. The green button next to the module name
indicates an active module. This is the default state of all the modules. The
green button changes to red when you disable the module.

To configure the SOCKS 4 Identification module

Aventail Connect includes backward compatibility for the SOCKS 4 protocol.
SOCKS 4 does not support password authentication, so only your username is
sent unencrypted to the extranet (SOCKS) server along with your connection
request.

Your username is determined by entries in the SOCKS 4 identification Module
Configuration dialog box.

1. On the Authentication tab in the Config Tool, click s4auth (SOCKS v4 Identi-
fication) and click Setup.

The SOCKS 4 Identification Options dialog box appears.
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 it t,.. M.)

 
 

 

 
  

Use Vlflndows Identify users by their Vlfindows Login names.
Login

Use NetWare identify users by their Novell NetWare Login names.
Login

Prompt user Identify users by the names they enter for this specific purpose.
to name *r Allow Memory Stores credentials in memory for this session

Caching only. Cache is flushed upon restart;
credentials must be reentered as prompted.

Thisoptlon is currently unayailable. -{Stores
credentials on disk for future sessions.)

2. When you select the Prompt user for name option, you must also select the
desired caching option. (Currently only Memory Caching is available.)

3. After making appropriate selections, click OK.

The dialog box closes and the Config Tool reappears.

To configure the UsernameIPassword authentication module

Aventail Connect supports the RFC 1928 (Internet standards document) user-
name and password authentication protocol. This authentication method sends
your username and password If] C/eartext across the network to the destination
server. The UsernamelPassword authentication module dialog box contains
only credential caching options.

1qOn the Authentication tab in the Config Tool, select unpw and click Setup.
The Username/Password Options dialog box appears.
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 Stores credentials in memory for thisisession only. Cachefiis
flushed upon restart; credentials must be reentered as prompted.

 

 

“Allow memory
caching

Allow Disk Caching  This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)  

2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool reappears.

To ccnfigtare the CHAP au!henti¢ati°.n .m9d9ls .

Aventail Connect supports the Challenge Handshake Authentication Protocol
(CHAP). This authentication method sends your username and password
encrypted across the network to the destination server. The CHAP authentica-
tion module dialog box contains only credential caching options.

1. On the Authentication tab in the Config Tool, select chap and click Setup.
The CHAP Options dialog box appears.

F

 
Allow memory Stores credentials in memory for this session only. Cache is
caching -* flushed upon restart; credentials must be reentered as prompted.

Allow disk caching Mi This optionis currently unavailable. (Stores encrypted
3' credentials on disk for future sessions.)___- _t _-..,__
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2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool reappears.

.T°.°.°.nfi9ure ¥h.s..9BAM.§9FbsI“i°ati9!1lT!2$1U'e

Aventail Connect supports the Challenge Response Authentication Method
(CRAM). This authentication method sends your username and passcode as
cleartext between extranet (SOCKS) servers, but encrypted between servers
that support CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

?$ uautig feel -l3:\...\Ave.ntaii‘.}\vttntail.u!ga

E:ur1=l»iri fNLll..:l_i?ii..rl.t'ns urea tléoihtlizt

lIH-.“:.F‘.. Litsirii-3 uzaclrie srriariagei

{ti ‘fiii-t.'+l"i;}!;‘ Hit» 1 :‘=:.x:':t2s a"‘a..i.t.‘s*.i3rm::- {min tel art?‘ 
You do not need to configure the CRAM authentication module. You can enable/
disable it, by clicking on the DisableiEnabIe button. The button at the left of the
module name will change from green to red, accordingly.

.T.° °9’1“99."e the 35'-: 5°.‘?‘.""Y 'T°.d”'9.. . .

Aventailconnect supports secure. 3%c..ke.ts Layer. (SSL) v3,.Q.. a sess.iQn-lay.er
protocol for securing connections in a general, protocol-independent fashion.

NOTE: Currently, SSL is a TCP-only enhancement. When using SSL
with User Datagram Protocol (UDP) applications, bulk data is
passed without encryption.

 

Normally SSL servers are required to have an RSA key pair and a certificate.
Aventail uses an RSA algorithm to create a cryptographic system; a private key» V
(which, as the name suggests, is kept absolutely private and never shared) and
a public key (which is widely published).

Aventail Connect 3.1/2.6 Administrator’s Guide - 57

Petitioner Apple Inc. - Exhibit 1043, p. 331



Petitioner Apple Inc. - Exhibit 1043, p. 332

 

Administrator's Guide

NOTE: in versions of Aventail Connect that do not include encryption,
SSL is not available.

However, as the client, you normally must then establish some kind of relation-
ship between your RSA public key and the identity of the server, so that some-
body else cannot create their own RSA key information and use it to

impersonate your server. Certificates establish this relationship. A certificate is
essentially an electronic "statement" that verifies that a certain RSA public key is
associated with a particular name.

Certificates are issued by a Certification Authority (CA), and are linked together
to form a construct called a certificate chain of authorities, each one having a
previous entity vouching for its identity. In practice, chains generally include two
certificates: one confirming the identity of the server, and the other——a "root" cer-
tificate-—containing the identity and public key of the CA.

Certificates contain special integrity checks and electronic signatures that verify
that the certificate is genuine, was issued by a certification authority, and was not
tampered with. Anybody can issue a certificate that says anything; the client
must know who issued the certificate, and have some trust relationship in order
to believe that it is in fact true. The client has a list of trusted CAs. A set of certif-

icate chains can be structured as a tree, with new certificates stemming from old
ones. A base CA is sometimes called the “root” or "trusted root" of this tree.

it is becoming common practice for both clients and servers to exchange certifi-
cate information. However, in Aventail Connect the client-side of this exchange
is transparent. The client only needs to deal with the information from the server
certificate and this is done through the SSL module.

The SSL module dialog box contains an initial set of options regarding the view-
ing of certificates.

1. On the Authentication tab in the Config Tool, select sslclnt (SSL v3.0) and
click Setup.

The SSL Options dialog box appears.
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L

Upon Successful ConnectionL- The certificate is valid.

View whenmthevserver
certificate is new.

rig mar Show me me C
certificate.

lfa server certificate is suspect

3 Upon succemssfuiconnectionidispiaytheserveri i

' T

certificate if it has not been displayed during the
current session.

swag; mgiagia Jérici Eérvéri ¢énifi¢é}e." 3 3
L

The certificate may not be valid.

Always show me suspect
certificates.

4

Each time Aventail Connect suspects a certificate

may not be valid, show the certificate. J
Show me the same
suspect certificate once.

I Once a suspect certificate has been accepted by
Lthe user, do not display it again.

Show me the certificate,
but reject the connection.

Reject the connection, but display the suspect

L certificate.

2. Select an action that Aventail Connect must take once it accepts the validity of
the server certificate. (Under normal circumstances, the server will provide
Aventail Connect with a certificate to match one of Aventail Connect’s trusted
roots, if any exist):

- View when the server certificate is new: Aventail Connect displays
the certificate the first time it is seen. The certificate will not appear on
subsequent connections to the same extranet server.

- Do not show me the server certificate: Aventail Connect will never
display a valid certificate.

3. Select an action that Aventail Connect must take if it receives a server certifi-
cate that is suspect:

- Always show me suspect certificates; Aventail Connect will display
suspect certificates each time they are received. The Certificate dialog
box will appear for each new connection to the server(s) sending a sus-
pect certificate. (This option allows you to continue the connection

despite the fact that the certificate is questionable.) The SSL module
authenticates the server’s certificate based on the following questions:
- Is the certificate valid’?

- Did a trusted certificate authority (CA) issue the certificate’?

- Is the name established by the certificate the same as the name of
the server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certifi-
Cate.

- Show me the same certificate once: Aventail Connect will display a
suspect certificate the first time that it is received. if you choose to
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maintain the connection, the questionable certificate will not be dis-
played again during the current session.

- Show me the certificate, but reject the connection: Aventail Con-

nect will reject a connection if the certificate is suspect. It will display the
certificate to allow you to view it.

4. Click Advanced in theydialog box to show the acceptable cipher (a crypto-
graphic algorithm used to encrypt the data stream) options.

$§uIt;3 “ ’
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Acceptable Ciphers

Allow RC4

 

Offer the RC4 cipher to the server.

Allow DES
L Offer the DES cipher to the server.

Allow NULL Encryption

-1

Do not encrypt using SSL. SSL will be used to
authenticate only.

Allow Diffie-Hellman

Anonymousl.
Do not authenticate the sewer; only do encryption.

Enable Compression ruse SSL compression to improve performance when
slower connections are detected.

Server ValidationF’

Trusted Roots
W

Use a trusted roots file to validate trusted certificate
chain roots.

NO TE‘ The trusted roots file MUST be placed in the same directory as
the Aventail Connect configuration file.

Configure Configure trusted roots

LDAP
Use an LDAP server to validate trusted certificates.

l
Configure iconfigure LDAP 1

Maximum Chain Length Specify the maximum allowable certificate-chain length. i
Client Certificate

l
Select a client certificate file.

NO TE; The client certificate MUST be placed in the same directorythat A ventail Connect was installed to.

1
Browse

J Select the specific file

During the initial SSLgconnection, the client andgthe server negotiate which my C
Cir>her.to use. Checklnga particular cipher in the..clJa|°eb.ox does...not.mean .
that it will be used. instead, each ychecgkedvcipheris offered to theyyseryver. but is y
the server de.*9l'.lTline5 Whi9h..C?Ph6t’ .t.0.US6- lf.ih€.$.eF§’.§F F9£lU5F9S 3 Cipher that
is not selected in this dialog box, the authentication will fail.

Any or all of the acceptable cipher options can be selected:

- Allow RC4: Aventail Connect encrypts the information using the RC4
cipher.

- Allow DES: Aventail Connect encrypts the information using the DES
cipher.

- Allow NULL Encryption: Aventail Connect allows the server to select
no encryption. Message integrity is still assured, but the data will be
sent in cleartext.

- Allow Diffie-Hellman Anonymous: Aventail Connect will be able to
communicate with the extranet (SOCKS) server without requiring a
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server certificate. The client and server will not exchange certificates,
so there will be no authentication. The encryption will still be negotiated,
and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).

- Enable Compression: To speed the encryption process and enhance
_ overall performance, Aventail Connect will automatically compress
encryption when a narrow bandwidth and/or slow modem are detected.

5. if necessary, add (or delete) a trusted roots (* . rot) file and/or an LDAP
server definition.

To add or remove a trusted root

a. in the SSL Options—Advanced dialog box. under “Server Validation,”
select Use local trusted roots file, and then click Configure.

The Trusted Roots dialog box will appear.

b. Enter the name of the trusted roots file, or click Browse to search for the
file, and then click OK.

CAUTION: The trusted root file must be in the same directory as
the Aventail Connect configuration file.

To configure LDAP

a. In the SSL Options—Advanced dialog box, under “Server Validation,"
select Use LDAP, and then click Configure.

The LDAP Configuration dialog box appears.
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 LDAP Server

Server Name "‘en'{e} ii§€L6AE>

”l' 
server hostname.

. 4

Login DN Enter the login DN (distinguished name) for the LDAPserver.

Password Enterthe password for the LDAP server.

Search Criteria

Search Base

...,_

Enterthe DN to

Query
b
Search available DNs to use as search

use as the search base.
_i

858.

Certificate Attribute r'Enterthe certificate attribute.i
«.

Certificate template file:

Alias Matching ’

-SSL‘i3ropeity/L¢DAP Alias T Names of égfproperty and corresponding LDAP alias.

it Add Alias ‘ A A i if iiAaa‘a}}LbAi=3ii§é?ssL}3iE5'5Ei§f“W‘Wi"“”i"‘”‘
Modify Alias Modify an LDAP alias. 1

[ Delete Alias Delete an LDAP alias/SSL property.

template.
Y (Optional) Enter name of certificate file to use as

Browse4 Search available certificate files.

b. Under “LDAP Server,” enter the LDAP server name, and the DN and

password that you want to log in under.

Under “Search Criteria,” enter or select the DN to use as the search

base, and enter the certificate attribute. (In most cases, the certificate
attribute will be “usercertificate.”)

as search criteria.
Under “Alias Matching,” select the SSL properties that you want to use

If necessary, you can modify any of the LDAP aliases to map to the SSL
properties. To modify an LDAP alias, click Modify Alias. In the LDAP

Alias Matching dialog box, enter the LDAP Attribute that will map to the
SSL Distinguished Name Component. You can also Add or Remove an

SSL property/LDAP alias in the LDAP Alias Matching dialog box.
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in the Certificate template file: box, you can specify a certificate file to
use as a template. If you specify a certificate template file, Aventail Con-
nect will automatically populate the “SSL Property/LDAP Alias" box with
the attributes used in the specified certificate template file.

e. Click OK.

6. If Aventail Connect sends a client certificate to the server during the initial
authentication exchange, it sends the certificate identified in the Client Certif-

icate window. To load the client certificate, press Browse and then select the

client certificate (* . oer) from the Aventail Connect directory. Only the file-
name of the certificate file loads via the Browse button, and not the path-name.

 _ CAUTION: The client certificate file must be placed in the Aventail
Connect directory

When Aventail Connect receives a certificate from a server, it looks at the root
of the certificate chain and matches it against the Aventail Connect list of
trusted roots.

You can specify the maximum number of certificates in a certificate chain. The

default maximum length is two certificates. In most instances, Aventail recom-

mends allowing no more than two certificates to form a chain, although you
can specify up to ten. The longer the certificate chain, the less secure the
chain is.

than two certificates in a certificate chain. A/lowing more
CAUTION: In most instances, Aventail recommends allowing no more

 than two certificates can compromise security.
7. After making appropriate selections, click OK.

PKCS #12 CERTIFICATES FOR USER AUTHENTICATION

Aventail Connect supports PKCS #12-formatted X.509 client certificates for SSL

authentication. PKCS #12—formatted certificates are stored in a portable format
for easy exchange between applications. You can generate client certificates by
enrolling with a public—key infrastructure (PKI), such as VeriSign OnSite. You can
then use your Web browser to export the client certificate to a PKCS #12 file in
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the Aventail program directory. When users connect to an Aventail ExtraNet
Server for the first time, they will be prompted to select a certificate.

To export a PKCS #12-formatted X.509 certificate

1. Using a Web browser and a CA, such as VeriSign Onsite, obtain a client cer-
tificate.

2. Export the certificate to a file in the Aventail program directory. You can use
any filename. This step varies from browser to browser.

Microsoft lnternet Explorer 4.01

a. Select View|lnternet Options...|Content|Certificates|Personal....

b Select the certificate that you want to export, and click Export....

c. Specify a password to protect the certificate.

d Save the file to the Aventail Connect program directory.

CAUTION: On Windows NT, Microsoft Internet Explorer 4.01 does not
export PKCS #12 certificates properly. This problem was cor-
rected in Microsoft Internet Explorer 5.0.

Microsoft Internet Explorer 5.0

a. Select Too|s|lnternet Options...|Contentlcertlficates|Persona|....

b. Select the certificate that you want to export, and click Export....

In the Certificate Export Wizard, click Export the Private Key.

Specify a password to protect the certificate.

Select the PKCS #12 format.

Select Include all certificates in the certificate path if possible.

g. Save the file to the Aventail Connect program directory.

Netscape Navigator 4.5

a. Click the Lock icon in the lower-left corner of the main Netscape Naviga-
tor window.

Select Certificate|Yours.

Select the certitficate that you want to export, and click Export.

Specify a password to protect the certificate.

"*‘.‘°.°~.0

.0-0.0"
e. Save the file to the Aventail Connect program directory.

3. Use an Aventail Connect configuration file and server setup that forces the
user to authenticate using client certificates. Configure the Aventail ExtraNet
Server.

4. Initiate a connection that forces the user to authenticate. You will be prompted
for a certificate file. Select the certificate that you just exported, and then click
OK.
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PKCS #11 SMART CARDS FOR USER AUTHENTICATION

Aventail Connect can use client certificates that are stored on PKCS #11—com—

patible smart cards for SSL authentication. Currently, Aventail Connect supports
the DataKey and Spyrus Rosetta smart cards.

Aventail Connect will be prompted for a file (or smart card) containing certificate
information only when the SOCKS server requests client authentication using a
certificate. if a SOCKS server requests client authentication with a certificate,
and no certificate is already specified for that host, the user will be prompted to
select a certificate. You can configure passwords or PlNs to be cached to mem-

ory, or you can specify that users enter passwords or PlNs each time they use a
smart card to authenticate.

To configure PKCS #1 ‘lg smart-cpagrpdguser authentication

1. Use a smart card with an X509 certificate stored on it.

2. install the appropriate smart card software on the user’s computer.

3. Include the public certificates of the CA (and any intermediary CA5) for the cli-
ent certificate in the trusted roots file that Aventail Connect is configured touse.

4. Configure Aventail Connect to redirect to an Aventail ExtraNet Server that
requires client certificates.

5. Initiate a connection.

6. When prompted, specify whether you want to authenticate with a client certifi-

cate that is stored in a file, a client certificate that is stored on a smart card, or
no client certificate at all.

7. Aventail Connect will prompt you for the path of the dynamic link library (DLL)
for the smart card's PKCS #11 module. This is the same DLL that is used with

Netscape Navigator. Enter the DLL pathhame and click OK.

8. Aventail Connect will display a list of all detected smart cards on the system. if
you have not yet inserted your smart card into the appropriate reader, insert it
and click Refresh List.

9. Select your smart card and click OK.

10.lf the smart card is protected with a PIN, you will be prompted to enter it.

11.Select the private key you want to use, and click OK.

NOTE: Once you specify a smart card taken or client certificate to be

used with a server, this setting will be remembered indefinitely To
reset the setting, select Credentials from the Aventail Connect

system tray menu, select (highlight) the credentials, and click
Delete. Your P/N will not be remembered.
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ADVANCED TAB OPTIONS

The Advanced tab in the Config Tool contains three advanced options. ln the
Advanced tab, you can allow SOCKS tunneling through successive extranet
(SOCKS) sewers, secure selected applications, and set credential cache time-
outs.

 
ALLOW SOCKS TUNNELING THROUGH SuccEssivE EXTRANET SERVERS

Once servers and destinations are defined, you can direct SOCKS traffic
through successive extranet (SOCKS) servers.

On the Advanced tab in the Config Tool, select the Enable redirection... box to
allow credential information to forward to successive extranet servers.

SECURE SELECTED APPLICATIONS

This option allows you to:

- secure all applications except those listed,

- secure only the applications that are listed,

- or secure all applications, enabling neither exclusion nor inclusion.

NOTE: You can exclude and include only 32-bit applications. You cannot
exclude and include 16-bit applications.

 

You can exclude or include specified applications in the Exclusion/Inclusion List.

Vlfith the Exclusion/Inclusion List, you can secure all applications except those
on the list, or you can secure only those applications on the list. The default set-
ting is to secure (hook) all network applications.

Aventail Connect 3. 1/2. 6 Administrator’s Guide - 62

 

Petitioner Apple Inc. - Exhibit 1043, p. 342



Petitioner Apple Inc. - Exhibit 1043, p. 343

Administrator's Guide

Excluding Applications

You can exclude specific applicaetionsthrough the Exclusion/Inclusion Lisvt.ptWW‘hen
you enable the t“Seculre all applications except listedf’ option, Ayentail Connect
will not proxy any applications that are on the Exclusion/Inclusion List.

To exclude an application

1. Under “Applications to Secure,” select Secure all applications except listed
and click Modify List.

F.

  
The Edit List dialog box appears.

 
2. Click Add....
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The Specify Application dialog box appears.._r, ..s . s yaf,)zK,.'7 »A.=-:v‘;—n-v«€A»£:wae. .;wm..w.-\».. 4 _. aeltmflfila-i»w« ’~I,"‘-»’§w' io«x¢‘«~".4:.4z-‘1~ . .M 2... l;7$avo4«J.>~L»'sav¢;i.«1§>sLi.v»uaoa‘a14/«=24 ¢ . em»wt»; «me A36-:floB4vi<5Afir.'1v2W4M«*4§ VM .»..«,.u

E NpWrap.exe

nsnotilyexe   
3.iwlfliiQg,i1iiig%t“1“t*ihwe:Wapplication(s) to add to the Exclusion/Inclusion List, and then

click Open.

The Specify Application dialog box disappears and the applications are now
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one path (instance) of a specified file-
name (e.g., ftp . exe). You can choose to exclude one specified
application, with a fully qualified pathname (e. g., C: \Win-

dows \ Sys 3 2\ ftp. exe), or all instances ofa specified filename
(e.g., all instances of ftp. exe).

 

- Only this occurrence: Selecting this option excludes only the speci-
fied application.

- All occurrences: Selecting this option excludes all applications with
the specified filename.

T‘? ”"d‘? a.PP'i.Fa.“°'?..‘?’Sf7'955°” .

1. Under “Applications to secure,” select Secure all applications except listed,
and then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List.
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Including Applications

You can include specific applications through the Exclusion/Inclusion List. When
you enable the “Secure only applications listed" option, Aventail Connect will
hook only those applications that are on the Exclusion/inclusion List.

To include an application

1. Under "Applications to secure,” select Secure only applications listed, and
then click Modify List.

The Edit List dialog box appears.

2. Click Add.

The Specify Application dialog box appears.

3. Highlight theapp|icatlon(s) to add to the Exclusion/Inclusion List, and then
click Open.

The Specify Applicationdialog box disappears and the applications are now
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one instance of a specified application
(eg., ftp. exe). You can choose to include one specified appli-
cation, with a fully qualified pathname (e.g., C -: \Win—

dows \ Sys3 2\ ftp. exe), or all instances of a specified
application (eg, all instances of ftp . axe).

 

- Only this occurrence: Selecting this option excludes only the speci-
fied application.

- All occurrences: Selecting this option excludes all applications with
the specified filename.

,.T° ‘W519,?RP!i9'??‘9"f,[“??.‘?§i9”u _ . _ . . .,

1. Under “Applications to secure,” select Secure only applications listed, and
then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List.

Securing all Applications

You can secure all applications, enabling neither exclusion nor inclusion. When

you secure all applications, Aventail Connect ignores any applications on the
Exclusion/Inclusion List.

Aventail Connect 3. 1/2. 6 Administrator’s Guide - 65

 

Petitioner Apple Inc. - Exhibit 1043, p. 345



Petitioner Apple Inc. - Exhibit 1043, p. 346

Administrator's Guide

To secure all applications

° On the Advanced tab, under “Applications to Secure," select Secure all
applications.

NOTE: Aventail Connect secures all applications by default. Unless you
need to exclude or include specific applications, Aventail recom-

mends that you use the default Secure all applications setting.

 

net Information Server (IIS) and Microsoft Peer Web Server)
include inetinfoexe, which conflicts with Aventail Connect

3.1. To eliminate this conflict, exclude inetinfoexe through
the Application Exclusion/Inc/usion List in the Config Tool.

 - CAUTION: Microsoft Internet server products (including Microsoft Inter-

CREDENTIAL CACHE TIMEOUTS

V\fith the credential cache timeout feature, you can control when credentials

expire (time out). If a user has not made a connection to the extranet (SOCKS)
server for a certain length of time (determined by the administrator), then the
credentials will automatically be deleted from the credential cache. if a credential

times out, the user must reauthenticate by entering the proper credentials before
regaining access to the extranet. This feature can help to prevent unauthorized
users from gaining access to secured areas.

::;\.maai;my "C wit. tig ‘

  
There are three credential cache timeout options.

- Never time out cached credentials: Credentials never time out.
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- Time out credentials from time first entered: Credentials time out x

minutes after the user first entered the credentials (where "x' is the
number of minutes you enter in the Min. box).

- Time out credentials from time last used: Credentials time out x min-

utes after the user last connected through the extranet server (where
“x’ is the number of minutes you enter in the Min. box).

regular intervals, the ma/'/-checking frequency must be

longer than the credential cache timeout, For example, if
your mail program is configured to check for mail every
ten minutes, you should set the credential cache to less
than ten minutes.

 ' CAUTION: if your mail program is configured to check for e—mail at

ENABLE PASSWORD PROTECTION

You can enable password protection for a configuration file. If you enable pass-
word protection, users will not be able to view or modify the configuration file
without the assigned password. A password is not required to use the configura-
tion file with Aventail Connect.

To enable password protection

1. From any tab of the Config Tool, select File | Set Password.

 
   

The Configuration File Password dialog box will appear.

2. Enter the desired password.

3. Reenter the password to confirm, and then click OK.
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1. From any tab of the Config Tool, select File | Set Password.

The Configuration File Password dialog box will appear.

2. Clear the password from both boxes, and then click OK.

NOTE: if you save an existing configuration file using the Save As com-
mand, Aventail Connect will prompt you to enter the correct pass-
word for the configuration file.

 

MULTIPLE FIREWALL TRAVERSAL

To gain access to your extranet, users may need to traverse multiple firewalls. In
the simplest case, this involves an employee at a partner company gaining
access to the Internet via an outbound proxy server at the partner company, and
having an authenticated, encrypted, and controlled connection to your internal
network via an Aventail ExtraNet Server. This capability is prQvided,,in,Ave,ntaii
Connect 3.1 by the Aventail MultiPr.oxy. feature. ..Aventail- C.onriect.canope.n con-
nectionsthrough SOCKS sewers, through HTTP proxies, or through proxy
chaining.

- MultiProxy with SOCKS Server: Uses a SOCKS server to control out~
bound access.

- MuItiProxy with HTTP Proxy: Uses an HTTP proxy to control out-
bound access.

- Proxy Chaining: Uses two Aventail ExtraNet Servers, where one
Aventail ExtraNet Server acts as a client to another Aventail ExtraNet
Server.

AVENTAIL MULTIPROXY

The Aventail MultiProxy,feature allows Aven,tail,Connectto traverse, multiple fire-
walls bymaking connections through successive proxy servers. Aventail Con: ,
nect makes a connection with each proxy sewer individualrly. Each proxy, server
forms a link in a chain that connects Aventail Connect to the final. destination.
Any or all of the proxy servers can apply authentication and access control rules.

Proxies can be Aventail ExtraNet Servers, other SOCKS 5 servers, SOCKS 4
servers, or HTTP proxies.

Using an HTTP proxy server to control outbound traffic eliminates the need to

install a separate SOCKS server. This HTTP proxy can filter outbound connec-

tion requests and route those requests to the specified servers. MultiProxy sup-
ports RFC 2068 HTTP Basic (username/password) authentication. If your proxy
uses HTTP Basic (username/password) authentication, Aventail Connect will

store the username and password information in the credential cache, as it does
with SOCKS servers.
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NOTE: The Mu/tiProxy feature supports the use of HTTP proxies in
Aventail Connect 3. 1 only. HTTP proxies cannot be used in Aven-
tail Connect 2.6.

The steps for making a connection using MultiProxy are:

1. The client application requests access to the destination server.

2. Aventail Connect establishes a connection with the outbound sewer (SOCKS
server or HTTP proxy). Aventail Connect then sends the access request to
the outbound server, specifying the Aventail ExtraNet Server as the destina-

tion. The user authenticates with the outbound server, if necessary.

3. Aventail Connect instructs the outbound server to establish a connection with

the Aventail ExtraNet Server on the specified port. The user authenticates
with the Aventail ExtraNet Server, if necessary.

4. Aventail Connect instructs the Aventail ExtraNet Server to proxy its connec-
tion to the final destination.

5. Once the connection between the client and the Aventail ExtraNet Server is

established, the outbound server simply relays the data.

The following example illustrates the connections made during a MultiProxy con-
nection through three proxy servers.

    
Avental Comect proxy 1 proxy 2

» l l

connection #1 ISCCKS I ‘

connection #2 {SOCKS :

corinetticun #3 :SCCKS

 
i
l
I
l
l
I
I 

connection #4 pmnuuunumaumuunnumau Iappticatlcri 

in the following diagram, the Aventail ExtraNet Server acts as both a destination l
and a server. It is a destination because a proxy server routes traffic to it. it is a.
server because it routes traffic to the final destination;

 
outbound proxy server Aventail ExtraNet

Center server

Aventail Connect 3. 1/2, 6 Administrator's Guide - 69_

Petitioner Apple Inc. - Exhibit 1043, p. 349



Petitioner Apple Inc. - Exhibit 1043, p. 350

 

Administrator's Guide

proxy and firewall to allow HTTPS/SSL connections to

port 1080, OR you must run the Aventail ExtraNet

Server on port 443 or port 563.

(Q. CAUTION: if usingian HTTP proxy, you must configure your HTTP

Configuring Aventail MuItiProxy

You have two options for configuring MultiProxy. You can configure Aventail
Connect 3.1 to redirect all lnternet traffic (including extranet traffic) through your
outbound proxy, or you can configure Aventail Connect 3.1 to redirect only extra-
net traffic through your outbound proxy.

‘To configure Aventail llilultiProxy _

1. Create a destination (“Final destination”).

2. Create a server (“Extranet server’).

3. To redirect only extranet traffic: Create a destination (“Extranet server”),
using the same information from step 2, above.

_QR-

To redirect all lntemet traffic (including extranet traffic): Create a destina-
tion (“Local network,” the network local to Aventail Connect).

NOTE: if you have multiple domains or subnets, you may need to create
multiple destinations.

4. Create a server (“Outbound proxy”). This can be a SOCKS 5, SOCKS 4, or
HTTP proxy server.

5. Create a redirection rule (Redirect “Final destination” through “Extranet
server”).

6. To redirect only extranet traffic: Create a redirection rule (Redirect “Extra-

net server” through "Outbound proxy”). Do not redirect “(everything else).”

-OR-

To redirect all lntemet traffic (including extranet traffic): Create a redirec-

tion rule (Do notredirect “Local network”). Redirect “(everything else)" through
the outbound proxy. (NOTE: Your outbound proxy must belong to “Local net-
work”)
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Status of this Memo

   This document specifies an Internet standards track protocol for the
   Internet community, and requests discussion and suggestions for
   improvements.  Please refer to the current edition of the "Internet
   Official Protocol Standards" (STD 1) for the standardization state
   and status of this protocol.  Distribution of this memo is unlimited.

Acknowledgments

   This memo describes a protocol that is an evolution of the previous
   version of the protocol, version 4 [1]. This new protocol stems from
   active discussions and prototype implementations.  The key
   contributors are: Marcus Leech: Bell-Northern Research, David Koblas:
   Independent Consultant, Ying-Da Lee: NEC Systems Laboratory, LaMont
   Jones: Hewlett-Packard Company, Ron Kuris: Unify Corporation, Matt
   Ganis: International Business Machines.

1.  Introduction

   The use of network firewalls, systems that effectively isolate an
   organizations internal network structure from an exterior network,
   such as the INTERNET is becoming increasingly popular.  These
   firewall systems typically act as application-layer gateways between
   networks, usually offering controlled TELNET, FTP, and SMTP access.
   With the emergence of more sophisticated application layer protocols
   designed to facilitate global information discovery, there exists a
   need to provide a general framework for these protocols to
   transparently and securely traverse a firewall.

Leech, et al                Standards Track                     [Page 1]
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   There exists, also, a need for strong authentication of such
   traversal in as fine-grained a manner as is practical. This
   requirement stems from the realization that client-server
   relationships emerge between the networks of various organizations,
   and that such relationships need to be controlled and often strongly
   authenticated.

   The protocol described here is designed to provide a framework for
   client-server applications in both the TCP and UDP domains to
   conveniently and securely use the services of a network firewall.
   The protocol is conceptually a "shim-layer" between the application
   layer and the transport layer, and as such does not provide network-
   layer gateway services, such as forwarding of ICMP messages.

2.  Existing practice

   There currently exists a protocol, SOCKS Version 4, that provides for
   unsecured firewall traversal for TCP-based client-server
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   applications, including TELNET, FTP and the popular information-
   discovery protocols such as HTTP, WAIS and GOPHER.

   This new protocol extends the SOCKS Version 4 model to include UDP,
   and extends the framework to include provisions for generalized
   strong authentication schemes, and extends the addressing scheme to
   encompass domain-name and V6 IP addresses.

   The implementation of the SOCKS protocol typically involves the
   recompilation or relinking of TCP-based client applications to use
   the appropriate encapsulation routines in the SOCKS library.

Note:

   Unless otherwise noted, the decimal numbers appearing in packet-
   format diagrams represent the length of the corresponding field, in
   octets.  Where a given octet must take on a specific value, the
   syntax X'hh' is used to denote the value of the single octet in that
   field. When the word 'Variable' is used, it indicates that the
   corresponding field has a variable length defined either by an
   associated (one or two octet) length field, or by a data type field.

3.  Procedure for TCP-based clients

   When a TCP-based client wishes to establish a connection to an object
   that is reachable only via a firewall (such determination is left up
   to the implementation), it must open a TCP connection to the
   appropriate SOCKS port on the SOCKS server system.  The SOCKS service
   is conventionally located on TCP port 1080.  If the connection
   request succeeds, the client enters a negotiation for the

Leech, et al                Standards Track                     [Page 2]
 
RFC 1928                SOCKS Protocol Version 5              March 1996

   authentication method to be used, authenticates with the chosen
   method, then sends a relay request.  The SOCKS server evaluates the
   request, and either establishes the appropriate connection or denies
   it.

   Unless otherwise noted, the decimal numbers appearing in packet-
   format diagrams represent the length of the corresponding field, in
   octets.  Where a given octet must take on a specific value, the
   syntax X'hh' is used to denote the value of the single octet in that
   field. When the word 'Variable' is used, it indicates that the
   corresponding field has a variable length defined either by an
   associated (one or two octet) length field, or by a data type field.

   The client connects to the server, and sends a version
   identifier/method selection message:

                   +----+----------+----------+
                   |VER | NMETHODS | METHODS  |
                   +----+----------+----------+
                   | 1  |    1     | 1 to 255 |
                   +----+----------+----------+

   The VER field is set to X'05' for this version of the protocol.  The
   NMETHODS field contains the number of method identifier octets that
   appear in the METHODS field.

   The server selects from one of the methods given in METHODS, and
   sends a METHOD selection message:

                         +----+--------+
                         |VER | METHOD |
                         +----+--------+
                         | 1  |   1    |
                         +----+--------+

   If the selected METHOD is X'FF', none of the methods listed by the
   client are acceptable, and the client MUST close the connection.

   The values currently defined for METHOD are:

          o  X'00' NO AUTHENTICATION REQUIRED
          o  X'01' GSSAPI
          o  X'02' USERNAME/PASSWORD
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          o  X'03' to X'7F' IANA ASSIGNED
          o  X'80' to X'FE' RESERVED FOR PRIVATE METHODS
          o  X'FF' NO ACCEPTABLE METHODS

   The client and server then enter a method-specific sub-negotiation.
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   Descriptions of the method-dependent sub-negotiations appear in
   separate memos.

   Developers of new METHOD support for this protocol should contact
   IANA for a METHOD number.  The ASSIGNED NUMBERS document should be
   referred to for a current list of METHOD numbers and their
   corresponding protocols.

   Compliant implementations MUST support GSSAPI and SHOULD support
   USERNAME/PASSWORD authentication methods.

4.  Requests

   Once the method-dependent subnegotiation has completed, the client
   sends the request details.  If the negotiated method includes
   encapsulation for purposes of integrity checking and/or
   confidentiality, these requests MUST be encapsulated in the method-
   dependent encapsulation.

   The SOCKS request is formed as follows:

        +----+-----+-------+------+----------+----------+
        |VER | CMD |  RSV  | ATYP | DST.ADDR | DST.PORT |
        +----+-----+-------+------+----------+----------+
        | 1  |  1  | X'00' |  1   | Variable |    2     |
        +----+-----+-------+------+----------+----------+

     Where:

          o  VER    protocol version: X'05'
          o  CMD
             o  CONNECT X'01'
             o  BIND X'02'
             o  UDP ASSOCIATE X'03'
          o  RSV    RESERVED
          o  ATYP   address type of following address
             o  IP V4 address: X'01'
             o  DOMAINNAME: X'03'
             o  IP V6 address: X'04'
          o  DST.ADDR       desired destination address
          o  DST.PORT desired destination port in network octet
             order

   The SOCKS server will typically evaluate the request based on source
   and destination addresses, and return one or more reply messages, as
   appropriate for the request type.
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5.  Addressing

   In an address field (DST.ADDR, BND.ADDR), the ATYP field specifies
   the type of address contained within the field:

          o  X'01'

   the address is a version-4 IP address, with a length of 4 octets

          o  X'03'

   the address field contains a fully-qualified domain name.  The first
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   octet of the address field contains the number of octets of name that
   follow, there is no terminating NUL octet.

          o  X'04'

   the address is a version-6 IP address, with a length of 16 octets.

6.  Replies

   The SOCKS request information is sent by the client as soon as it has
   established a connection to the SOCKS server, and completed the
   authentication negotiations.  The server evaluates the request, and
   returns a reply formed as follows:

        +----+-----+-------+------+----------+----------+
        |VER | REP |  RSV  | ATYP | BND.ADDR | BND.PORT |
        +----+-----+-------+------+----------+----------+
        | 1  |  1  | X'00' |  1   | Variable |    2     |
        +----+-----+-------+------+----------+----------+

     Where:

          o  VER    protocol version: X'05'
          o  REP    Reply field:
             o  X'00' succeeded
             o  X'01' general SOCKS server failure
             o  X'02' connection not allowed by ruleset
             o  X'03' Network unreachable
             o  X'04' Host unreachable
             o  X'05' Connection refused
             o  X'06' TTL expired
             o  X'07' Command not supported
             o  X'08' Address type not supported
             o  X'09' to X'FF' unassigned
          o  RSV    RESERVED
          o  ATYP   address type of following address
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             o  IP V4 address: X'01'
             o  DOMAINNAME: X'03'
             o  IP V6 address: X'04'
          o  BND.ADDR       server bound address
          o  BND.PORT       server bound port in network octet order

   Fields marked RESERVED (RSV) must be set to X'00'.

   If the chosen method includes encapsulation for purposes of
   authentication, integrity and/or confidentiality, the replies are
   encapsulated in the method-dependent encapsulation.

CONNECT

   In the reply to a CONNECT, BND.PORT contains the port number that the
   server assigned to connect to the target host, while BND.ADDR
   contains the associated IP address.  The supplied BND.ADDR is often
   different from the IP address that the client uses to reach the SOCKS
   server, since such servers are often multi-homed.  It is expected
   that the SOCKS server will use DST.ADDR and DST.PORT, and the
   client-side source address and port in evaluating the CONNECT
   request.

BIND

   The BIND request is used in protocols which require the client to
   accept connections from the server.  FTP is a well-known example,
   which uses the primary client-to-server connection for commands and
   status reports, but may use a server-to-client connection for
   transferring data on demand (e.g. LS, GET, PUT).

   It is expected that the client side of an application protocol will
   use the BIND request only to establish secondary connections after a
   primary connection is established using CONNECT.  In is expected that
   a SOCKS server will use DST.ADDR and DST.PORT in evaluating the BIND
   request.
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   Two replies are sent from the SOCKS server to the client during a
   BIND operation.  The first is sent after the server creates and binds
   a new socket.  The BND.PORT field contains the port number that the
   SOCKS server assigned to listen for an incoming connection.  The
   BND.ADDR field contains the associated IP address.  The client will
   typically use these pieces of information to notify (via the primary
   or control connection) the application server of the rendezvous
   address.  The second reply occurs only after the anticipated incoming
   connection succeeds or fails.
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   In the second reply, the BND.PORT and BND.ADDR fields contain the
   address and port number of the connecting host.

UDP ASSOCIATE

   The UDP ASSOCIATE request is used to establish an association within
   the UDP relay process to handle UDP datagrams.  The DST.ADDR and
   DST.PORT fields contain the address and port that the client expects
   to use to send UDP datagrams on for the association.  The server MAY
   use this information to limit access to the association.  If the
   client is not in possesion of the information at the time of the UDP
   ASSOCIATE, the client MUST use a port number and address of all
   zeros.

   A UDP association terminates when the TCP connection that the UDP
   ASSOCIATE request arrived on terminates.

   In the reply to a UDP ASSOCIATE request, the BND.PORT and BND.ADDR
   fields indicate the port number/address where the client MUST send
   UDP request messages to be relayed.

Reply Processing

   When a reply (REP value other than X'00') indicates a failure, the
   SOCKS server MUST terminate the TCP connection shortly after sending
   the reply.  This must be no more than 10 seconds after detecting the
   condition that caused a failure.

   If the reply code (REP value of X'00') indicates a success, and the
   request was either a BIND or a CONNECT, the client may now start
   passing data.  If the selected authentication method supports
   encapsulation for the purposes of integrity, authentication and/or
   confidentiality, the data are encapsulated using the method-dependent
   encapsulation.  Similarly, when data arrives at the SOCKS server for
   the client, the server MUST encapsulate the data as appropriate for
   the authentication method in use.

7.  Procedure for UDP-based clients

   A UDP-based client MUST send its datagrams to the UDP relay server at
   the UDP port indicated by BND.PORT in the reply to the UDP ASSOCIATE
   request.  If the selected authentication method provides
   encapsulation for the purposes of authenticity, integrity, and/or
   confidentiality, the datagram MUST be encapsulated using the
   appropriate encapsulation.  Each UDP datagram carries a UDP request
   header with it:
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      +----+------+------+----------+----------+----------+
      |RSV | FRAG | ATYP | DST.ADDR | DST.PORT |   DATA   |
      +----+------+------+----------+----------+----------+
      | 2  |  1   |  1   | Variable |    2     | Variable |
      +----+------+------+----------+----------+----------+

Petitioner Apple Inc. - Exhibit 1043, p. 410



RFC 1928 - SOCKS Protocol Version 5

http://tools.ietf.org/html/rfc1928[7/8/2011 9:00:12 AM]

     The fields in the UDP request header are:

          o  RSV  Reserved X'0000'
          o  FRAG    Current fragment number
          o  ATYP    address type of following addresses:
             o  IP V4 address: X'01'
             o  DOMAINNAME: X'03'
             o  IP V6 address: X'04'
          o  DST.ADDR       desired destination address
          o  DST.PORT       desired destination port
          o  DATA     user data

   When a UDP relay server decides to relay a UDP datagram, it does so
   silently, without any notification to the requesting client.
   Similarly, it will drop datagrams it cannot or will not relay.  When
   a UDP relay server receives a reply datagram from a remote host, it
   MUST encapsulate that datagram using the above UDP request header,
   and any authentication-method-dependent encapsulation.

   The UDP relay server MUST acquire from the SOCKS server the expected
   IP address of the client that will send datagrams to the BND.PORT
   given in the reply to UDP ASSOCIATE.  It MUST drop any datagrams
   arriving from any source IP address other than the one recorded for
   the particular association.

   The FRAG field indicates whether or not this datagram is one of a
   number of fragments.  If implemented, the high-order bit indicates
   end-of-fragment sequence, while a value of X'00' indicates that this
   datagram is standalone.  Values between 1 and 127 indicate the
   fragment position within a fragment sequence.  Each receiver will
   have a REASSEMBLY QUEUE and a REASSEMBLY TIMER associated with these
   fragments.  The reassembly queue must be reinitialized and the
   associated fragments abandoned whenever the REASSEMBLY TIMER expires,
   or a new datagram arrives carrying a FRAG field whose value is less
   than the highest FRAG value processed for this fragment sequence.
   The reassembly timer MUST be no less than 5 seconds.  It is
   recommended that fragmentation be avoided by applications wherever
   possible.

   Implementation of fragmentation is optional; an implementation that
   does not support fragmentation MUST drop any datagram whose FRAG
   field is other than X'00'.
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   The programming interface for a SOCKS-aware UDP MUST report an
   available buffer space for UDP datagrams that is smaller than the
   actual space provided by the operating system:

          o  if ATYP is X'01' - 10+method_dependent octets smaller
          o  if ATYP is X'03' - 262+method_dependent octets smaller
          o  if ATYP is X'04' - 20+method_dependent octets smaller

8.  Security Considerations

   This document describes a protocol for the application-layer
   traversal of IP network firewalls.  The security of such traversal is
   highly dependent on the particular authentication and encapsulation
   methods provided in a particular implementation, and selected during
   negotiation between SOCKS client and SOCKS server.

   Careful consideration should be given by the administrator to the
   selection of authentication methods.
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1. STATUS OF THIS MEMO

This RFC describes the details of the domain system and protocol, and
assumes that the reader is familiar with the concepts discussed in a
companion RFC, "Domain Names - Concepts and Facilities" [RFC-1034].

The domain system is a mixture of functions and data types which are an
official protocol and functions and data types which are still
experimental.  Since the domain system is intentionally extensible, new
data types and experimental behavior should always be expected in parts
of the system beyond the official protocol.  The official protocol parts
include standard queries, responses and the Internet class RR data
formats (e.g., host addresses).  Since the previous RFC set, several
definitions have changed, so some previous definitions are obsolete.

Experimental or obsolete features are clearly marked in these RFCs, and
such information should be used with caution.

The reader is especially cautioned not to depend on the values which
appear in examples to be current or complete, since their purpose is
primarily pedagogical.  Distribution of this memo is unlimited.
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2. INTRODUCTION

2.1. Overview

The goal of domain names is to provide a mechanism for naming resources
in such a way that the names are usable in different hosts, networks,
protocol families, internets, and administrative organizations.

From the user's point of view, domain names are useful as arguments to a
local agent, called a resolver, which retrieves information associated
with the domain name.  Thus a user might ask for the host address or
mail information associated with a particular domain name.  To enable
the user to request a particular type of information, an appropriate
query type is passed to the resolver with the domain name.  To the user,
the domain tree is a single information space; the resolver is
responsible for hiding the distribution of data among name servers from
the user.

From the resolver's point of view, the database that makes up the domain
space is distributed among various name servers.  Different parts of the
domain space are stored in different name servers, although a particular
data item will be stored redundantly in two or more name servers.  The
resolver starts with knowledge of at least one name server.  When the
resolver processes a user query it asks a known name server for the
information; in return, the resolver either receives the desired
information or a referral to another name server.  Using these
referrals, resolvers learn the identities and contents of other name
servers.  Resolvers are responsible for dealing with the distribution of

Petitioner Apple Inc. - Exhibit 1043, p. 415



RFC 1035 - Domain names - implementation and specification

http://tools.ietf.org/html/rfc1035[7/8/2011 8:57:20 AM]

the domain space and dealing with the effects of name server failure by
consulting redundant databases in other servers.

Name servers manage two kinds of data.  The first kind of data held in
sets called zones; each zone is the complete database for a particular
"pruned" subtree of the domain space.  This data is called
authoritative.  A name server periodically checks to make sure that its
zones are up to date, and if not, obtains a new copy of updated zones
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from master files stored locally or in another name server.  The second
kind of data is cached data which was acquired by a local resolver.
This data may be incomplete, but improves the performance of the
retrieval process when non-local data is repeatedly accessed.  Cached
data is eventually discarded by a timeout mechanism.

This functional structure isolates the problems of user interface,
failure recovery, and distribution in the resolvers and isolates the
database update and refresh problems in the name servers.

2.2. Common configurations

A host can participate in the domain name system in a number of ways,
depending on whether the host runs programs that retrieve information
from the domain system, name servers that answer queries from other
hosts, or various combinations of both functions.  The simplest, and
perhaps most typical, configuration is shown below:

                 Local Host                        |  Foreign
                                                   |
    +---------+               +----------+         |  +--------+
    |         | user queries  |          |queries  |  |        |
    |  User   |-------------->|          |---------|->|Foreign |
    | Program |               | Resolver |         |  |  Name  |
    |         |<--------------|          |<--------|--| Server |
    |         | user responses|          |responses|  |        |
    +---------+               +----------+         |  +--------+
                                |     A            |
                cache additions |     | references |
                                V     |            |
                              +----------+         |
                              |  cache   |         |
                              +----------+         |

User programs interact with the domain name space through resolvers; the
format of user queries and user responses is specific to the host and
its operating system.  User queries will typically be operating system
calls, and the resolver and its cache will be part of the host operating
system.  Less capable hosts may choose to implement the resolver as a
subroutine to be linked in with every program that needs its services.
Resolvers answer user queries with information they acquire via queries
to foreign name servers and the local cache.

Note that the resolver may have to make several queries to several
different foreign name servers to answer a particular user query, and
hence the resolution of a user query may involve several network
accesses and an arbitrary amount of time.  The queries to foreign name
servers and the corresponding responses have a standard format described
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in this memo, and may be datagrams.

Depending on its capabilities, a name server could be a stand alone
program on a dedicated machine or a process or processes on a large
timeshared host.  A simple configuration might be:

                 Local Host                        |  Foreign
                                                   |
      +---------+                                  |
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     /         /|                                  |
    +---------+ |             +----------+         |  +--------+
    |         | |             |          |responses|  |        |
    |         | |             |   Name   |---------|->|Foreign |
    |  Master |-------------->|  Server  |         |  |Resolver|
    |  files  | |             |          |<--------|--|        |
    |         |/              |          | queries |  +--------+
    +---------+               +----------+         |

Here a primary name server acquires information about one or more zones
by reading master files from its local file system, and answers queries
about those zones that arrive from foreign resolvers.

The DNS requires that all zones be redundantly supported by more than
one name server.  Designated secondary servers can acquire zones and
check for updates from the primary server using the zone transfer
protocol of the DNS.  This configuration is shown below:

                 Local Host                        |  Foreign
                                                   |
      +---------+                                  |
     /         /|                                  |
    +---------+ |             +----------+         |  +--------+
    |         | |             |          |responses|  |        |
    |         | |             |   Name   |---------|->|Foreign |
    |  Master |-------------->|  Server  |         |  |Resolver|
    |  files  | |             |          |<--------|--|        |
    |         |/              |          | queries |  +--------+
    +---------+               +----------+         |
                                A     |maintenance |  +--------+
                                |     +------------|->|        |
                                |      queries     |  |Foreign |
                                |                  |  |  Name  |
                                +------------------|--| Server |
                             maintenance responses |  +--------+

In this configuration, the name server periodically establishes a
virtual circuit to a foreign name server to acquire a copy of a zone or
to check that an existing copy has not changed.  The messages sent for
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these maintenance activities follow the same form as queries and
responses, but the message sequences are somewhat different.

The information flow in a host that supports all aspects of the domain
name system is shown below:

                 Local Host                        |  Foreign
                                                   |
    +---------+               +----------+         |  +--------+
    |         | user queries  |          |queries  |  |        |
    |  User   |-------------->|          |---------|->|Foreign |
    | Program |               | Resolver |         |  |  Name  |
    |         |<--------------|          |<--------|--| Server |
    |         | user responses|          |responses|  |        |
    +---------+               +----------+         |  +--------+
                                |     A            |
                cache additions |     | references |
                                V     |            |
                              +----------+         |
                              |  Shared  |         |
                              | database |         |
                              +----------+         |
                                A     |            |
      +---------+     refreshes |     | references |
     /         /|               |     V            |
    +---------+ |             +----------+         |  +--------+
    |         | |             |          |responses|  |        |
    |         | |             |   Name   |---------|->|Foreign |
    |  Master |-------------->|  Server  |         |  |Resolver|
    |  files  | |             |          |<--------|--|        |
    |         |/              |          | queries |  +--------+
    +---------+               +----------+         |
                                A     |maintenance |  +--------+
                                |     +------------|->|        |
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                                |      queries     |  |Foreign |
                                |                  |  |  Name  |
                                +------------------|--| Server |
                             maintenance responses |  +--------+

The shared database holds domain space data for the local name server
and resolver.  The contents of the shared database will typically be a
mixture of authoritative data maintained by the periodic refresh
operations of the name server and cached data from previous resolver
requests.  The structure of the domain data and the necessity for
synchronization between name servers and resolvers imply the general
characteristics of this database, but the actual format is up to the
local implementor.
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Information flow can also be tailored so that a group of hosts act
together to optimize activities.  Sometimes this is done to offload less
capable hosts so that they do not have to implement a full resolver.
This can be appropriate for PCs or hosts which want to minimize the
amount of new network code which is required.  This scheme can also
allow a group of hosts can share a small number of caches rather than
maintaining a large number of separate caches, on the premise that the
centralized caches will have a higher hit ratio.  In either case,
resolvers are replaced with stub resolvers which act as front ends to
resolvers located in a recursive server in one or more name servers
known to perform that service:

                   Local Hosts                     |  Foreign
                                                   |
    +---------+                                    |
    |         | responses                          |
    | Stub    |<--------------------+              |
    | Resolver|                     |              |
    |         |----------------+    |              |
    +---------+ recursive      |    |              |
                queries        |    |              |
                               V    |              |
    +---------+ recursive     +----------+         |  +--------+
    |         | queries       |          |queries  |  |        |
    | Stub    |-------------->| Recursive|---------|->|Foreign |
    | Resolver|               | Server   |         |  |  Name  |
    |         |<--------------|          |<--------|--| Server |
    +---------+ responses     |          |responses|  |        |
                              +----------+         |  +--------+
                              |  Central |         |
                              |   cache  |         |
                              +----------+         |

In any case, note that domain components are always replicated for
reliability whenever possible.

2.3. Conventions

The domain system has several conventions dealing with low-level, but
fundamental, issues.  While the implementor is free to violate these
conventions WITHIN HIS OWN SYSTEM, he must observe these conventions in
ALL behavior observed from other hosts.

2.3.1. Preferred name syntax

The DNS specifications attempt to be as general as possible in the rules
for constructing domain names.  The idea is that the name of any
existing object can be expressed as a domain name with minimal changes.

Mockapetris                                                     [Page 7]
 
RFC 1035        Domain Implementation and Specification    November 1987

However, when assigning a domain name for an object, the prudent user
will select a name which satisfies both the rules of the domain system
and any existing rules for the object, whether these rules are published
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or implied by existing programs.

For example, when naming a mail domain, the user should satisfy both the
rules of this memo and those in RFC-822.  When creating a new host name,
the old rules for HOSTS.TXT should be followed.  This avoids problems
when old software is converted to use domain names.

The following syntax will result in fewer problems with many

applications that use domain names (e.g., mail, TELNET).

<domain> ::= <subdomain> | " "

<subdomain> ::= <label> | <subdomain> "." <label>

<label> ::= <letter> [ [ <ldh-str> ] <let-dig> ]

<ldh-str> ::= <let-dig-hyp> | <let-dig-hyp> <ldh-str>

<let-dig-hyp> ::= <let-dig> | "-"

<let-dig> ::= <letter> | <digit>

<letter> ::= any one of the 52 alphabetic characters A through Z in
upper case and a through z in lower case

<digit> ::= any one of the ten digits 0 through 9

Note that while upper and lower case letters are allowed in domain
names, no significance is attached to the case.  That is, two names with
the same spelling but different case are to be treated as if identical.

The labels must follow the rules for ARPANET host names.  They must
start with a letter, end with a letter or digit, and have as interior
characters only letters, digits, and hyphen.  There are also some
restrictions on the length.  Labels must be 63 characters or less.

For example, the following strings identify hosts in the Internet:

A.ISI.EDU XX.LCS.MIT.EDU SRI-NIC.ARPA

2.3.2. Data Transmission Order

The order of transmission of the header and data described in this
document is resolved to the octet level.  Whenever a diagram shows a
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group of octets, the order of transmission of those octets is the normal
order in which they are read in English.  For example, in the following
diagram, the octets are transmitted in the order they are numbered.

     0                   1
     0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    |       1       |       2       |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    |       3       |       4       |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    |       5       |       6       |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Whenever an octet represents a numeric quantity, the left most bit in
the diagram is the high order or most significant bit.  That is, the bit
labeled 0 is the most significant bit.  For example, the following
diagram represents the value 170 (decimal).

     0 1 2 3 4 5 6 7
    +-+-+-+-+-+-+-+-+
    |1 0 1 0 1 0 1 0|
    +-+-+-+-+-+-+-+-+

Similarly, whenever a multi-octet field represents a numeric quantity
the left most bit of the whole field is the most significant bit.  When
a multi-octet quantity is transmitted the most significant octet is
transmitted first.
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2.3.3. Character Case

For all parts of the DNS that are part of the official protocol, all
comparisons between character strings (e.g., labels, domain names, etc.)
are done in a case-insensitive manner.  At present, this rule is in
force throughout the domain system without exception.  However, future
additions beyond current usage may need to use the full binary octet
capabilities in names, so attempts to store domain names in 7-bit ASCII
or use of special bytes to terminate labels, etc., should be avoided.

When data enters the domain system, its original case should be
preserved whenever possible.  In certain circumstances this cannot be
done.  For example, if two RRs are stored in a database, one at x.y and
one at X.Y, they are actually stored at the same place in the database,
and hence only one casing would be preserved.  The basic rule is that
case can be discarded only when data is used to define structure in a
database, and two names are identical when compared in a case
insensitive manner.
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Loss of case sensitive data must be minimized.  Thus while data for x.y
and X.Y may both be stored under a single location x.y or X.Y, data for
a.x and B.X would never be stored under A.x, A.X, b.x, or b.X.  In
general, this preserves the case of the first label of a domain name,
but forces standardization of interior node labels.

Systems administrators who enter data into the domain database should
take care to represent the data they supply to the domain system in a
case-consistent manner if their system is case-sensitive.  The data
distribution system in the domain system will ensure that consistent
representations are preserved.

2.3.4. Size limits

Various objects and parameters in the DNS have size limits.  They are
listed below.  Some could be easily changed, others are more
fundamental.

labels          63 octets or less

names           255 octets or less

TTL             positive values of a signed 32 bit number.

UDP messages    512 octets or less

3. DOMAIN NAME SPACE AND RR DEFINITIONS

3.1. Name space definitions

Domain names in messages are expressed in terms of a sequence of labels.
Each label is represented as a one octet length field followed by that
number of octets.  Since every domain name ends with the null label of
the root, a domain name is terminated by a length byte of zero.  The
high order two bits of every length octet must be zero, and the
remaining six bits of the length field limit the label to 63 octets or
less.

To simplify implementations, the total length of a domain name (i.e.,
label octets and label length octets) is restricted to 255 octets or
less.

Although labels can contain any 8 bit values in octets that make up a
label, it is strongly recommended that labels follow the preferred
syntax described elsewhere in this memo, which is compatible with
existing host naming conventions.  Name servers and resolvers must
compare labels in a case-insensitive manner (i.e., A=a), assuming ASCII
with zero parity.  Non-alphabetic codes must match exactly.
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3.2. RR definitions

3.2.1. Format

All RRs have the same top level format shown below:

                                    1  1  1  1  1  1
      0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                                               |
    /                                               /
    /                      NAME                     /
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                      TYPE                     |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                     CLASS                     |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                      TTL                      |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                   RDLENGTH                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--|
    /                     RDATA                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

NAME            an owner name, i.e., the name of the node to which this
                resource record pertains.

TYPE            two octets containing one of the RR TYPE codes.

CLASS           two octets containing one of the RR CLASS codes.

TTL             a 32 bit signed integer that specifies the time interval
                that the resource record may be cached before the source
                of the information should again be consulted.  Zero
                values are interpreted to mean that the RR can only be
                used for the transaction in progress, and should not be
                cached.  For example, SOA records are always distributed
                with a zero TTL to prohibit caching.  Zero values can
                also be used for extremely volatile data.

RDLENGTH        an unsigned 16 bit integer that specifies the length in
                octets of the RDATA field.

Mockapetris                                                    [Page 11]
 
RFC 1035        Domain Implementation and Specification    November 1987

RDATA           a variable length string of octets that describes the
                resource.  The format of this information varies
                according to the TYPE and CLASS of the resource record.

3.2.2. TYPE values

TYPE fields are used in resource records.  Note that these types are a
subset of QTYPEs.

TYPE            value and meaning

A               1 a host address

NS              2 an authoritative name server

MD              3 a mail destination (Obsolete - use MX)

MF              4 a mail forwarder (Obsolete - use MX)

CNAME           5 the canonical name for an alias

SOA             6 marks the start of a zone of authority
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MB              7 a mailbox domain name (EXPERIMENTAL)

MG              8 a mail group member (EXPERIMENTAL)

MR              9 a mail rename domain name (EXPERIMENTAL)

NULL            10 a null RR (EXPERIMENTAL)

WKS             11 a well known service description

PTR             12 a domain name pointer

HINFO           13 host information

MINFO           14 mailbox or mail list information

MX              15 mail exchange

TXT             16 text strings

3.2.3. QTYPE values

QTYPE fields appear in the question part of a query.  QTYPES are a
superset of TYPEs, hence all TYPEs are valid QTYPEs.  In addition, the
following QTYPEs are defined:
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AXFR            252 A request for a transfer of an entire zone

MAILB           253 A request for mailbox-related records (MB, MG or MR)

MAILA           254 A request for mail agent RRs (Obsolete - see MX)

*               255 A request for all records

3.2.4. CLASS values

CLASS fields appear in resource records.  The following CLASS mnemonics
and values are defined:

IN              1 the Internet

CS              2 the CSNET class (Obsolete - used only for examples in
                some obsolete RFCs)

CH              3 the CHAOS class

HS              4 Hesiod [Dyer 87]

3.2.5. QCLASS values

QCLASS fields appear in the question section of a query.  QCLASS values
are a superset of CLASS values; every CLASS is a valid QCLASS.  In
addition to CLASS values, the following QCLASSes are defined:

*               255 any class

3.3. Standard RRs

The following RR definitions are expected to occur, at least
potentially, in all classes.  In particular, NS, SOA, CNAME, and PTR
will be used in all classes, and have the same format in all classes.
Because their RDATA format is known, all domain names in the RDATA
section of these RRs may be compressed.

<domain-name> is a domain name represented as a series of labels, and
terminated by a label with zero length.  <character-string> is a single
length octet followed by that number of characters.  <character-string>
is treated as binary information, and can be up to 256 characters in
length (including the length octet).
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3.3.1. CNAME RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                     CNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

CNAME           A <domain-name> which specifies the canonical or primary
                name for the owner.  The owner name is an alias.

CNAME RRs cause no additional section processing, but name servers may
choose to restart the query at the canonical name in certain cases.  See
the description of name server logic in [RFC-1034] for details.

3.3.2. HINFO RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                      CPU                      /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                       OS                      /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

CPU             A <character-string> which specifies the CPU type.

OS              A <character-string> which specifies the operating
                system type.

Standard values for CPU and OS can be found in [RFC-1010].

HINFO records are used to acquire general information about a host.  The
main use is for protocols such as FTP that can use special procedures
when talking between machines or operating systems of the same type.

3.3.3. MB RDATA format (EXPERIMENTAL)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   MADNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

MADNAME         A <domain-name> which specifies a host which has the
                specified mailbox.
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MB records cause additional section processing which looks up an A type
RRs corresponding to MADNAME.

3.3.4. MD RDATA format (Obsolete)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   MADNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

MADNAME         A <domain-name> which specifies a host which has a mail
                agent for the domain which should be able to deliver
                mail for the domain.
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MD records cause additional section processing which looks up an A type
record corresponding to MADNAME.

MD is obsolete.  See the definition of MX and [RFC-974] for details of
the new scheme.  The recommended policy for dealing with MD RRs found in
a master file is to reject them, or to convert them to MX RRs with a
preference of 0.

3.3.5. MF RDATA format (Obsolete)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   MADNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

MADNAME         A <domain-name> which specifies a host which has a mail
                agent for the domain which will accept mail for
                forwarding to the domain.

MF records cause additional section processing which looks up an A type
record corresponding to MADNAME.

MF is obsolete.  See the definition of MX and [RFC-974] for details ofw
the new scheme.  The recommended policy for dealing with MD RRs found in
a master file is to reject them, or to convert them to MX RRs with a
preference of 10.
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3.3.6. MG RDATA format (EXPERIMENTAL)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   MGMNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

MGMNAME         A <domain-name> which specifies a mailbox which is a
                member of the mail group specified by the domain name.

MG records cause no additional section processing.

3.3.7. MINFO RDATA format (EXPERIMENTAL)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                    RMAILBX                    /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                    EMAILBX                    /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

RMAILBX         A <domain-name> which specifies a mailbox which is
                responsible for the mailing list or mailbox.  If this
                domain name names the root, the owner of the MINFO RR is
                responsible for itself.  Note that many existing mailing
                lists use a mailbox X-request for the RMAILBX field of
                mailing list X, e.g., Msgroup-request for Msgroup.  This
                field provides a more general mechanism.

EMAILBX         A <domain-name> which specifies a mailbox which is to
                receive error messages related to the mailing list or
                mailbox specified by the owner of the MINFO RR (similar
                to the ERRORS-TO: field which has been proposed).  If
                this domain name names the root, errors should be
                returned to the sender of the message.

MINFO records cause no additional section processing.  Although these
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records can be associated with a simple mailbox, they are usually used
with a mailing list.
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3.3.8. MR RDATA format (EXPERIMENTAL)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   NEWNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

NEWNAME         A <domain-name> which specifies a mailbox which is the
                proper rename of the specified mailbox.

MR records cause no additional section processing.  The main use for MR
is as a forwarding entry for a user who has moved to a different
mailbox.

3.3.9. MX RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                  PREFERENCE                   |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   EXCHANGE                    /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

PREFERENCE      A 16 bit integer which specifies the preference given to
                this RR among others at the same owner.  Lower values
                are preferred.

EXCHANGE        A <domain-name> which specifies a host willing to act as
                a mail exchange for the owner name.

MX records cause type A additional section processing for the host
specified by EXCHANGE.  The use of MX RRs is explained in detail in
[RFC-974].

3.3.10. NULL RDATA format (EXPERIMENTAL)

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                  <anything>                   /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

Anything at all may be in the RDATA field so long as it is 65535 octets
or less.
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NULL records cause no additional section processing.  NULL RRs are not
allowed in master files.  NULLs are used as placeholders in some
experimental extensions of the DNS.

3.3.11. NS RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   NSDNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
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where:

NSDNAME         A <domain-name> which specifies a host which should be
                authoritative for the specified class and domain.

NS records cause both the usual additional section processing to locate
a type A record, and, when used in a referral, a special search of the
zone in which they reside for glue information.

The NS RR states that the named host should be expected to have a zone
starting at owner name of the specified class.  Note that the class may
not indicate the protocol family which should be used to communicate
with the host, although it is typically a strong hint.  For example,
hosts which are name servers for either Internet (IN) or Hesiod (HS)
class information are normally queried using IN class protocols.

3.3.12. PTR RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   PTRDNAME                    /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

PTRDNAME        A <domain-name> which points to some location in the
                domain name space.

PTR records cause no additional section processing.  These RRs are used
in special domains to point to some other location in the domain space.
These records are simple data, and don't imply any special processing
similar to that performed by CNAME, which identifies aliases.  See the
description of the IN-ADDR.ARPA domain for an example.
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3.3.13. SOA RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                     MNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                     RNAME                     /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    SERIAL                     |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    REFRESH                    |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                     RETRY                     |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    EXPIRE                     |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    MINIMUM                    |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

MNAME           The <domain-name> of the name server that was the
                original or primary source of data for this zone.

RNAME           A <domain-name> which specifies the mailbox of the
                person responsible for this zone.

SERIAL          The unsigned 32 bit version number of the original copy
                of the zone.  Zone transfers preserve this value.  This
                value wraps and should be compared using sequence space
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                arithmetic.

REFRESH         A 32 bit time interval before the zone should be
                refreshed.

RETRY           A 32 bit time interval that should elapse before a
                failed refresh should be retried.

EXPIRE          A 32 bit time value that specifies the upper limit on
                the time interval that can elapse before the zone is no
                longer authoritative.
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MINIMUM         The unsigned 32 bit minimum TTL field that should be
                exported with any RR from this zone.

SOA records cause no additional section processing.

All times are in units of seconds.

Most of these fields are pertinent only for name server maintenance
operations.  However, MINIMUM is used in all query operations that
retrieve RRs from a zone.  Whenever a RR is sent in a response to a
query, the TTL field is set to the maximum of the TTL field from the RR
and the MINIMUM field in the appropriate SOA.  Thus MINIMUM is a lower
bound on the TTL field for all RRs in a zone.  Note that this use of
MINIMUM should occur when the RRs are copied into the response and not
when the zone is loaded from a master file or via a zone transfer.  The
reason for this provison is to allow future dynamic update facilities to
change the SOA RR with known semantics.

3.3.14. TXT RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    /                   TXT-DATA                    /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

TXT-DATA        One or more <character-string>s.

TXT RRs are used to hold descriptive text.  The semantics of the text
depends on the domain where it is found.

3.4. Internet specific RRs

3.4.1. A RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    ADDRESS                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

ADDRESS         A 32 bit Internet address.

Hosts that have multiple Internet addresses will have multiple A
records.
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A records cause no additional section processing.  The RDATA section of
an A line in a master file is an Internet address expressed as four
decimal numbers separated by dots without any imbedded spaces (e.g.,
"10.2.0.52" or "192.0.5.6").
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3.4.2. WKS RDATA format

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    ADDRESS                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |       PROTOCOL        |                       |
    +--+--+--+--+--+--+--+--+                       |
    |                                               |
    /                   <BIT MAP>                   /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

ADDRESS         An 32 bit Internet address

PROTOCOL        An 8 bit IP protocol number

<BIT MAP>       A variable length bit map.  The bit map must be a
                multiple of 8 bits long.

The WKS record is used to describe the well known services supported by
a particular protocol on a particular internet address.  The PROTOCOL
field specifies an IP protocol number, and the bit map has one bit per
port of the specified protocol.  The first bit corresponds to port 0,
the second to port 1, etc.  If the bit map does not include a bit for a
protocol of interest, that bit is assumed zero.  The appropriate values
and mnemonics for ports and protocols are specified in [RFC-1010].

For example, if PROTOCOL=TCP (6), the 26th bit corresponds to TCP port
25 (SMTP).  If this bit is set, a SMTP server should be listening on TCP
port 25; if zero, SMTP service is not supported on the specified
address.

The purpose of WKS RRs is to provide availability information for
servers for TCP and UDP.  If a server supports both TCP and UDP, or has
multiple Internet addresses, then multiple WKS RRs are used.

WKS RRs cause no additional section processing.

In master files, both ports and protocols are expressed using mnemonics
or decimal numbers.
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3.5. IN-ADDR.ARPA domain

The Internet uses a special domain to support gateway location and
Internet address to host mapping.  Other classes may employ a similar
strategy in other domains.  The intent of this domain is to provide a
guaranteed method to perform host address to host name mapping, and to
facilitate queries to locate all gateways on a particular network in the
Internet.

Note that both of these services are similar to functions that could be
performed by inverse queries; the difference is that this part of the
domain name space is structured according to address, and hence can
guarantee that the appropriate data can be located without an exhaustive
search of the domain space.

The domain begins at IN-ADDR.ARPA and has a substructure which follows
the Internet addressing structure.

Domain names in the IN-ADDR.ARPA domain are defined to have up to four
labels in addition to the IN-ADDR.ARPA suffix.  Each label represents
one octet of an Internet address, and is expressed as a character string
for a decimal value in the range 0-255 (with leading zeros omitted
except in the case of a zero octet which is represented by a single
zero).

Host addresses are represented by domain names that have all four labels
specified.  Thus data for Internet address 10.2.0.52 is located at
domain name 52.0.2.10.IN-ADDR.ARPA.  The reversal, though awkward to
read, allows zones to be delegated which are exactly one network of
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address space.  For example, 10.IN-ADDR.ARPA can be a zone containing
data for the ARPANET, while 26.IN-ADDR.ARPA can be a separate zone for
MILNET.  Address nodes are used to hold pointers to primary host names
in the normal domain space.

Network numbers correspond to some non-terminal nodes at various depths
in the IN-ADDR.ARPA domain, since Internet network numbers are either 1,
2, or 3 octets.  Network nodes are used to hold pointers to the primary
host names of gateways attached to that network.  Since a gateway is, by
definition, on more than one network, it will typically have two or more
network nodes which point at it.  Gateways will also have host level
pointers at their fully qualified addresses.

Both the gateway pointers at network nodes and the normal host pointers
at full address nodes use the PTR RR to point back to the primary domain
names of the corresponding hosts.

For example, the IN-ADDR.ARPA domain will contain information about the
ISI gateway between net 10 and 26, an MIT gateway from net 10 to MIT's
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net 18, and hosts A.ISI.EDU and MULTICS.MIT.EDU.  Assuming that ISI
gateway has addresses 10.2.0.22 and 26.0.0.103, and a name MILNET-
GW.ISI.EDU, and the MIT gateway has addresses 10.0.0.77 and 18.10.0.4
and a name GW.LCS.MIT.EDU, the domain database would contain:

    10.IN-ADDR.ARPA.           PTR MILNET-GW.ISI.EDU.
    10.IN-ADDR.ARPA.           PTR GW.LCS.MIT.EDU.
    18.IN-ADDR.ARPA.           PTR GW.LCS.MIT.EDU.
    26.IN-ADDR.ARPA.           PTR MILNET-GW.ISI.EDU.
    22.0.2.10.IN-ADDR.ARPA.    PTR MILNET-GW.ISI.EDU.
    103.0.0.26.IN-ADDR.ARPA.   PTR MILNET-GW.ISI.EDU.
    77.0.0.10.IN-ADDR.ARPA.    PTR GW.LCS.MIT.EDU.
    4.0.10.18.IN-ADDR.ARPA.    PTR GW.LCS.MIT.EDU.
    103.0.3.26.IN-ADDR.ARPA.   PTR A.ISI.EDU.
    6.0.0.10.IN-ADDR.ARPA.     PTR MULTICS.MIT.EDU.

Thus a program which wanted to locate gateways on net 10 would originate
a query of the form QTYPE=PTR, QCLASS=IN, QNAME=10.IN-ADDR.ARPA.  It
would receive two RRs in response:

    10.IN-ADDR.ARPA.           PTR MILNET-GW.ISI.EDU.
    10.IN-ADDR.ARPA.           PTR GW.LCS.MIT.EDU.

The program could then originate QTYPE=A, QCLASS=IN queries for MILNET-
GW.ISI.EDU. and GW.LCS.MIT.EDU. to discover the Internet addresses of
these gateways.

A resolver which wanted to find the host name corresponding to Internet
host address 10.0.0.6 would pursue a query of the form QTYPE=PTR,
QCLASS=IN, QNAME=6.0.0.10.IN-ADDR.ARPA, and would receive:

    6.0.0.10.IN-ADDR.ARPA.     PTR MULTICS.MIT.EDU.

Several cautions apply to the use of these services:
   - Since the IN-ADDR.ARPA special domain and the normal domain
     for a particular host or gateway will be in different zones,
     the possibility exists that that the data may be inconsistent.

   - Gateways will often have two names in separate domains, only
     one of which can be primary.

   - Systems that use the domain database to initialize their
     routing tables must start with enough gateway information to
     guarantee that they can access the appropriate name server.

   - The gateway data only reflects the existence of a gateway in a
     manner equivalent to the current HOSTS.TXT file.  It doesn't
     replace the dynamic availability information from GGP or EGP.
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3.6. Defining new types, classes, and special namespaces

The previously defined types and classes are the ones in use as of the
date of this memo.  New definitions should be expected.  This section
makes some recommendations to designers considering additions to the
existing facilities.  The mailing list NAMEDROPPERS@SRI-NIC.ARPA is the
forum where general discussion of design issues takes place.

In general, a new type is appropriate when new information is to be
added to the database about an existing object, or we need new data
formats for some totally new object.  Designers should attempt to define
types and their RDATA formats that are generally applicable to all
classes, and which avoid duplication of information.  New classes are
appropriate when the DNS is to be used for a new protocol, etc which
requires new class-specific data formats, or when a copy of the existing
name space is desired, but a separate management domain is necessary.

New types and classes need mnemonics for master files; the format of the
master files requires that the mnemonics for type and class be disjoint.

TYPE and CLASS values must be a proper subset of QTYPEs and QCLASSes
respectively.

The present system uses multiple RRs to represent multiple values of a
type rather than storing multiple values in the RDATA section of a
single RR.  This is less efficient for most applications, but does keep
RRs shorter.  The multiple RRs assumption is incorporated in some
experimental work on dynamic update methods.

The present system attempts to minimize the duplication of data in the
database in order to insure consistency.  Thus, in order to find the
address of the host for a mail exchange, you map the mail domain name to
a host name, then the host name to addresses, rather than a direct
mapping to host address.  This approach is preferred because it avoids
the opportunity for inconsistency.

In defining a new type of data, multiple RR types should not be used to
create an ordering between entries or express different formats for
equivalent bindings, instead this information should be carried in the
body of the RR and a single type used.  This policy avoids problems with
caching multiple types and defining QTYPEs to match multiple types.

For example, the original form of mail exchange binding used two RR
types one to represent a "closer" exchange (MD) and one to represent a
"less close" exchange (MF).  The difficulty is that the presence of one
RR type in a cache doesn't convey any information about the other
because the query which acquired the cached information might have used
a QTYPE of MF, MD, or MAILA (which matched both).  The redesigned
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service used a single type (MX) with a "preference" value in the RDATA
section which can order different RRs.  However, if any MX RRs are found
in the cache, then all should be there.

4. MESSAGES

4.1. Format

All communications inside of the domain protocol are carried in a single
format called a message.  The top level format of message is divided
into 5 sections (some of which are empty in certain cases) shown below:

    +---------------------+
    |        Header       |
    +---------------------+
    |       Question      | the question for the name server
    +---------------------+
    |        Answer       | RRs answering the question
    +---------------------+
    |      Authority      | RRs pointing toward an authority
    +---------------------+
    |      Additional     | RRs holding additional information
    +---------------------+
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The header section is always present.  The header includes fields that
specify which of the remaining sections are present, and also specify
whether the message is a query or a response, a standard query or some
other opcode, etc.

The names of the sections after the header are derived from their use in
standard queries.  The question section contains fields that describe a
question to a name server.  These fields are a query type (QTYPE), a
query class (QCLASS), and a query domain name (QNAME).  The last three
sections have the same format: a possibly empty list of concatenated
resource records (RRs).  The answer section contains RRs that answer the
question; the authority section contains RRs that point toward an
authoritative name server; the additional records section contains RRs
which relate to the query, but are not strictly answers for the
question.
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4.1.1. Header section format

The header contains the following fields:

                                    1  1  1  1  1  1
      0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                      ID                       |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |QR|   Opcode  |AA|TC|RD|RA|   Z    |   RCODE   |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    QDCOUNT                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    ANCOUNT                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    NSCOUNT                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                    ARCOUNT                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

ID              A 16 bit identifier assigned by the program that
                generates any kind of query.  This identifier is copied
                the corresponding reply and can be used by the requester
                to match up replies to outstanding queries.

QR              A one bit field that specifies whether this message is a
                query (0), or a response (1).

OPCODE          A four bit field that specifies kind of query in this
                message.  This value is set by the originator of a query
                and copied into the response.  The values are:

                0               a standard query (QUERY)

                1               an inverse query (IQUERY)

                2               a server status request (STATUS)

                3-15            reserved for future use

AA              Authoritative Answer - this bit is valid in responses,
                and specifies that the responding name server is an
                authority for the domain name in question section.

                Note that the contents of the answer section may have
                multiple owner names because of aliases.  The AA bit
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                corresponds to the name which matches the query name, or
                the first owner name in the answer section.

TC              TrunCation - specifies that this message was truncated
                due to length greater than that permitted on the
                transmission channel.

RD              Recursion Desired - this bit may be set in a query and
                is copied into the response.  If RD is set, it directs
                the name server to pursue the query recursively.
                Recursive query support is optional.

RA              Recursion Available - this be is set or cleared in a
                response, and denotes whether recursive query support is
                available in the name server.

Z               Reserved for future use.  Must be zero in all queries
                and responses.

RCODE           Response code - this 4 bit field is set as part of
                responses.  The values have the following
                interpretation:

                0               No error condition

                1               Format error - The name server was
                                unable to interpret the query.

                2               Server failure - The name server was
                                unable to process this query due to a
                                problem with the name server.

                3               Name Error - Meaningful only for
                                responses from an authoritative name
                                server, this code signifies that the
                                domain name referenced in the query does
                                not exist.

                4               Not Implemented - The name server does
                                not support the requested kind of query.

                5               Refused - The name server refuses to
                                perform the specified operation for
                                policy reasons.  For example, a name
                                server may not wish to provide the
                                information to the particular requester,
                                or a name server may not wish to perform
                                a particular operation (e.g., zone
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                                transfer) for particular data.

                6-15            Reserved for future use.

QDCOUNT         an unsigned 16 bit integer specifying the number of
                entries in the question section.

ANCOUNT         an unsigned 16 bit integer specifying the number of
                resource records in the answer section.

NSCOUNT         an unsigned 16 bit integer specifying the number of name
                server resource records in the authority records
                section.

ARCOUNT         an unsigned 16 bit integer specifying the number of
                resource records in the additional records section.
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4.1.2. Question section format

The question section is used to carry the "question" in most queries,
i.e., the parameters that define what is being asked.  The section
contains QDCOUNT (usually 1) entries, each of the following format:

                                    1  1  1  1  1  1
      0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                                               |
    /                     QNAME                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                     QTYPE                     |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                     QCLASS                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

QNAME           a domain name represented as a sequence of labels, where
                each label consists of a length octet followed by that
                number of octets.  The domain name terminates with the
                zero length octet for the null label of the root.  Note
                that this field may be an odd number of octets; no
                padding is used.

QTYPE           a two octet code which specifies the type of the query.
                The values for this field include all codes valid for a
                TYPE field, together with some more general codes which
                can match more than one type of RR.
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QCLASS          a two octet code that specifies the class of the query.
                For example, the QCLASS field is IN for the Internet.

4.1.3. Resource record format

The answer, authority, and additional sections all share the same
format: a variable number of resource records, where the number of
records is specified in the corresponding count field in the header.
Each resource record has the following format:
                                    1  1  1  1  1  1
      0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                                               |
    /                                               /
    /                      NAME                     /
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                      TYPE                     |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                     CLASS                     |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                      TTL                      |
    |                                               |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    |                   RDLENGTH                    |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--|
    /                     RDATA                     /
    /                                               /
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

where:

NAME            a domain name to which this resource record pertains.

TYPE            two octets containing one of the RR type codes.  This
                field specifies the meaning of the data in the RDATA
                field.

CLASS           two octets which specify the class of the data in the
                RDATA field.

TTL             a 32 bit unsigned integer that specifies the time
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                interval (in seconds) that the resource record may be
                cached before it should be discarded.  Zero values are
                interpreted to mean that the RR can only be used for the
                transaction in progress, and should not be cached.
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RDLENGTH        an unsigned 16 bit integer that specifies the length in
                octets of the RDATA field.

RDATA           a variable length string of octets that describes the
                resource.  The format of this information varies
                according to the TYPE and CLASS of the resource record.
                For example, the if the TYPE is A and the CLASS is IN,
                the RDATA field is a 4 octet ARPA Internet address.

4.1.4. Message compression

In order to reduce the size of messages, the domain system utilizes a
compression scheme which eliminates the repetition of domain names in a
message.  In this scheme, an entire domain name or a list of labels at
the end of a domain name is replaced with a pointer to a prior occurance
of the same name.

The pointer takes the form of a two octet sequence:

    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    | 1  1|                OFFSET                   |
    +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

The first two bits are ones.  This allows a pointer to be distinguished
from a label, since the label must begin with two zero bits because
labels are restricted to 63 octets or less.  (The 10 and 01 combinations
are reserved for future use.)  The OFFSET field specifies an offset from
the start of the message (i.e., the first octet of the ID field in the
domain header).  A zero offset specifies the first byte of the ID field,
etc.

The compression scheme allows a domain name in a message to be
represented as either:

   - a sequence of labels ending in a zero octet

   - a pointer

   - a sequence of labels ending with a pointer

Pointers can only be used for occurances of a domain name where the
format is not class specific.  If this were not the case, a name server
or resolver would be required to know the format of all RRs it handled.
As yet, there are no such cases, but they may occur in future RDATA
formats.

If a domain name is contained in a part of the message subject to a
length field (such as the RDATA section of an RR), and compression is
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used, the length of the compressed name is used in the length
calculation, rather than the length of the expanded name.

Programs are free to avoid using pointers in messages they generate,
although this will reduce datagram capacity, and may cause truncation.
However all programs are required to understand arriving messages that
contain pointers.

For example, a datagram might need to use the domain names F.ISI.ARPA,
FOO.F.ISI.ARPA, ARPA, and the root.  Ignoring the other fields of the
message, these domain names might be represented as:
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       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    20 |           1           |           F           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    22 |           3           |           I           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    24 |           S           |           I           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    26 |           4           |           A           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    28 |           R           |           P           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    30 |           A           |           0           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    40 |           3           |           F           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    42 |           O           |           O           |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    44 | 1  1|                20                       |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    64 | 1  1|                26                       |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
    92 |           0           |                       |
       +--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

The domain name for F.ISI.ARPA is shown at offset 20.  The domain name
FOO.F.ISI.ARPA is shown at offset 40; this definition uses a pointer to
concatenate a label for FOO to the previously defined F.ISI.ARPA.  The
domain name ARPA is defined at offset 64 using a pointer to the ARPA
component of the name F.ISI.ARPA at 20; note that this pointer relies on
ARPA being the last label in the string at 20.  The root domain name is
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defined by a single octet of zeros at 92; the root domain name has no
labels.

4.2. Transport

The DNS assumes that messages will be transmitted as datagrams or in a
byte stream carried by a virtual circuit.  While virtual circuits can be
used for any DNS activity, datagrams are preferred for queries due to
their lower overhead and better performance.  Zone refresh activities
must use virtual circuits because of the need for reliable transfer.

The Internet supports name server access using TCP [RFC-793] on server
port 53 (decimal) as well as datagram access using UDP [RFC-768] on UDP
port 53 (decimal).

4.2.1. UDP usage

Messages sent using UDP user server port 53 (decimal).

Messages carried by UDP are restricted to 512 bytes (not counting the IP
or UDP headers).  Longer messages are truncated and the TC bit is set in
the header.

UDP is not acceptable for zone transfers, but is the recommended method
for standard queries in the Internet.  Queries sent using UDP may be
lost, and hence a retransmission strategy is required.  Queries or their
responses may be reordered by the network, or by processing in name
servers, so resolvers should not depend on them being returned in order.

The optimal UDP retransmission policy will vary with performance of the
Internet and the needs of the client, but the following are recommended:

   - The client should try other servers and server addresses
     before repeating a query to a specific address of a server.

   - The retransmission interval should be based on prior
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     statistics if possible.  Too aggressive retransmission can
     easily slow responses for the community at large.  Depending
     on how well connected the client is to its expected servers,
     the minimum retransmission interval should be 2-5 seconds.

More suggestions on server selection and retransmission policy can be
found in the resolver section of this memo.

4.2.2. TCP usage

Messages sent over TCP connections use server port 53 (decimal).  The
message is prefixed with a two byte length field which gives the message
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length, excluding the two byte length field.  This length field allows
the low-level processing to assemble a complete message before beginning
to parse it.

Several connection management policies are recommended:

   - The server should not block other activities waiting for TCP
     data.

   - The server should support multiple connections.

   - The server should assume that the client will initiate
     connection closing, and should delay closing its end of the
     connection until all outstanding client requests have been
     satisfied.

   - If the server needs to close a dormant connection to reclaim
     resources, it should wait until the connection has been idle
     for a period on the order of two minutes.  In particular, the
     server should allow the SOA and AXFR request sequence (which
     begins a refresh operation) to be made on a single connection.
     Since the server would be unable to answer queries anyway, a
     unilateral close or reset may be used instead of a graceful
     close.

5. MASTER FILES

Master files are text files that contain RRs in text form.  Since the
contents of a zone can be expressed in the form of a list of RRs a
master file is most often used to define a zone, though it can be used
to list a cache's contents.  Hence, this section first discusses the
format of RRs in a master file, and then the special considerations when
a master file is used to create a zone in some name server.

5.1. Format

The format of these files is a sequence of entries.  Entries are
predominantly line-oriented, though parentheses can be used to continue
a list of items across a line boundary, and text literals can contain
CRLF within the text.  Any combination of tabs and spaces act as a
delimiter between the separate items that make up an entry.  The end of
any line in the master file can end with a comment.  The comment starts
with a ";" (semicolon).

The following entries are defined:

    <blank>[<comment>]
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    $ORIGIN <domain-name> [<comment>]

    $INCLUDE <file-name> [<domain-name>] [<comment>]

    <domain-name><rr> [<comment>]
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    <blank><rr> [<comment>]

Blank lines, with or without comments, are allowed anywhere in the file.

Two control entries are defined: $ORIGIN and $INCLUDE.  $ORIGIN is
followed by a domain name, and resets the current origin for relative
domain names to the stated name.  $INCLUDE inserts the named file into
the current file, and may optionally specify a domain name that sets the
relative domain name origin for the included file.  $INCLUDE may also
have a comment.  Note that a $INCLUDE entry never changes the relative
origin of the parent file, regardless of changes to the relative origin
made within the included file.

The last two forms represent RRs.  If an entry for an RR begins with a
blank, then the RR is assumed to be owned by the last stated owner.  If
an RR entry begins with a <domain-name>, then the owner name is reset.

<rr> contents take one of the following forms:

    [<TTL>] [<class>] <type> <RDATA>

    [<class>] [<TTL>] <type> <RDATA>

The RR begins with optional TTL and class fields, followed by a type and
RDATA field appropriate to the type and class.  Class and type use the
standard mnemonics, TTL is a decimal integer.  Omitted class and TTL
values are default to the last explicitly stated values.  Since type and
class mnemonics are disjoint, the parse is unique.  (Note that this
order is different from the order used in examples and the order used in
the actual RRs; the given order allows easier parsing and defaulting.)

<domain-name>s make up a large share of the data in the master file.
The labels in the domain name are expressed as character strings and
separated by dots.  Quoting conventions allow arbitrary characters to be
stored in domain names.  Domain names that end in a dot are called
absolute, and are taken as complete.  Domain names which do not end in a
dot are called relative; the actual domain name is the concatenation of
the relative part with an origin specified in a $ORIGIN, $INCLUDE, or as
an argument to the master file loading routine.  A relative name is an
error when no origin is available.
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<character-string> is expressed in one or two ways: as a contiguous set
of characters without interior spaces, or as a string beginning with a "
and ending with a ".  Inside a " delimited string any character can
occur, except for a " itself, which must be quoted using \ (back slash).

Because these files are text files several special encodings are
necessary to allow arbitrary data to be loaded.  In particular:

                of the root.

@               A free standing @ is used to denote the current origin.

\X              where X is any character other than a digit (0-9), is
                used to quote that character so that its special meaning
                does not apply.  For example, "\." can be used to place
                a dot character in a label.

\DDD            where each D is a digit is the octet corresponding to
                the decimal number described by DDD.  The resulting
                octet is assumed to be text and is not checked for
                special meaning.

( )             Parentheses are used to group data that crosses a line
                boundary.  In effect, line terminations are not
                recognized within parentheses.

;               Semicolon is used to start a comment; the remainder of
                the line is ignored.
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5.2. Use of master files to define zones

When a master file is used to load a zone, the operation should be
suppressed if any errors are encountered in the master file.  The
rationale for this is that a single error can have widespread
consequences.  For example, suppose that the RRs defining a delegation
have syntax errors; then the server will return authoritative name
errors for all names in the subzone (except in the case where the
subzone is also present on the server).

Several other validity checks that should be performed in addition to
insuring that the file is syntactically correct:

   1. All RRs in the file should have the same class.

   2. Exactly one SOA RR should be present at the top of the zone.

   3. If delegations are present and glue information is required,
      it should be present.
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   4. Information present outside of the authoritative nodes in the
      zone should be glue information, rather than the result of an
      origin or similar error.

5.3. Master file example

The following is an example file which might be used to define the
ISI.EDU zone.and is loaded with an origin of ISI.EDU:

@   IN  SOA     VENERA      Action\.domains (
                                 20     ; SERIAL
                                 7200   ; REFRESH
                                 600    ; RETRY
                                 3600000; EXPIRE
                                 60)    ; MINIMUM

        NS      A.ISI.EDU.
        NS      VENERA
        NS      VAXA
        MX      10      VENERA
        MX      20      VAXA

A       A       26.3.0.103

VENERA  A       10.1.0.52
        A       128.9.0.32

VAXA    A       10.2.0.27
        A       128.9.0.33

$INCLUDE <SUBSYS>ISI-MAILBOXES.TXT

Where the file <SUBSYS>ISI-MAILBOXES.TXT is:

    MOE     MB      A.ISI.EDU.
    LARRY   MB      A.ISI.EDU.
    CURLEY  MB      A.ISI.EDU.
    STOOGES MG      MOE
            MG      LARRY
            MG      CURLEY

Note the use of the \ character in the SOA RR to specify the responsible
person mailbox "Action.domains@E.ISI.EDU".
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6. NAME SERVER IMPLEMENTATION

6.1. Architecture

The optimal structure for the name server will depend on the host
operating system and whether the name server is integrated with resolver
operations, either by supporting recursive service, or by sharing its
database with a resolver.  This section discusses implementation
considerations for a name server which shares a database with a
resolver, but most of these concerns are present in any name server.

6.1.1. Control

A name server must employ multiple concurrent activities, whether they
are implemented as separate tasks in the host's OS or multiplexing
inside a single name server program.  It is simply not acceptable for a
name server to block the service of UDP requests while it waits for TCP
data for refreshing or query activities.  Similarly, a name server
should not attempt to provide recursive service without processing such
requests in parallel, though it may choose to serialize requests from a
single client, or to regard identical requests from the same client as
duplicates.  A name server should not substantially delay requests while
it reloads a zone from master files or while it incorporates a newly
refreshed zone into its database.

6.1.2. Database

While name server implementations are free to use any internal data
structures they choose, the suggested structure consists of three major
parts:

   - A "catalog" data structure which lists the zones available to
     this server, and a "pointer" to the zone data structure.  The
     main purpose of this structure is to find the nearest ancestor
     zone, if any, for arriving standard queries.

   - Separate data structures for each of the zones held by the
     name server.

   - A data structure for cached data. (or perhaps separate caches
     for different classes)

All of these data structures can be implemented an identical tree
structure format, with different data chained off the nodes in different
parts: in the catalog the data is pointers to zones, while in the zone
and cache data structures, the data will be RRs.  In designing the tree
framework the designer should recognize that query processing will need
to traverse the tree using case-insensitive label comparisons; and that
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in real data, a few nodes have a very high branching factor (100-1000 or
more), but the vast majority have a very low branching factor (0-1).

One way to solve the case problem is to store the labels for each node
in two pieces: a standardized-case representation of the label where all
ASCII characters are in a single case, together with a bit mask that
denotes which characters are actually of a different case.  The
branching factor diversity can be handled using a simple linked list for
a node until the branching factor exceeds some threshold, and
transitioning to a hash structure after the threshold is exceeded.  In
any case, hash structures used to store tree sections must insure that
hash functions and procedures preserve the casing conventions of the
DNS.

The use of separate structures for the different parts of the database
is motivated by several factors:

   - The catalog structure can be an almost static structure that
     need change only when the system administrator changes the
     zones supported by the server.  This structure can also be
     used to store parameters used to control refreshing
     activities.
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   - The individual data structures for zones allow a zone to be
     replaced simply by changing a pointer in the catalog.  Zone
     refresh operations can build a new structure and, when
     complete, splice it into the database via a simple pointer
     replacement.  It is very important that when a zone is
     refreshed, queries should not use old and new data
     simultaneously.

   - With the proper search procedures, authoritative data in zones
     will always "hide", and hence take precedence over, cached
     data.

   - Errors in zone definitions that cause overlapping zones, etc.,
     may cause erroneous responses to queries, but problem
     determination is simplified, and the contents of one "bad"
     zone can't corrupt another.

   - Since the cache is most frequently updated, it is most
     vulnerable to corruption during system restarts.  It can also
     become full of expired RR data.  In either case, it can easily
     be discarded without disturbing zone data.

A major aspect of database design is selecting a structure which allows
the name server to deal with crashes of the name server's host.  State
information which a name server should save across system crashes
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includes the catalog structure (including the state of refreshing for
each zone) and the zone data itself.

6.1.3. Time

Both the TTL data for RRs and the timing data for refreshing activities
depends on 32 bit timers in units of seconds.  Inside the database,
refresh timers and TTLs for cached data conceptually "count down", while
data in the zone stays with constant TTLs.

A recommended implementation strategy is to store time in two ways:  as
a relative increment and as an absolute time.  One way to do this is to
use positive 32 bit numbers for one type and negative numbers for the
other.  The RRs in zones use relative times; the refresh timers and
cache data use absolute times.  Absolute numbers are taken with respect
to some known origin and converted to relative values when placed in the
response to a query.  When an absolute TTL is negative after conversion
to relative, then the data is expired and should be ignored.

6.2. Standard query processing

The major algorithm for standard query processing is presented in
[RFC-1034].

When processing queries with QCLASS=*, or some other QCLASS which
matches multiple classes, the response should never be authoritative
unless the server can guarantee that the response covers all classes.

When composing a response, RRs which are to be inserted in the
additional section, but duplicate RRs in the answer or authority
sections, may be omitted from the additional section.

When a response is so long that truncation is required, the truncation
should start at the end of the response and work forward in the
datagram.  Thus if there is any data for the authority section, the
answer section is guaranteed to be unique.

The MINIMUM value in the SOA should be used to set a floor on the TTL of
data distributed from a zone.  This floor function should be done when
the data is copied into a response.  This will allow future dynamic
update protocols to change the SOA MINIMUM field without ambiguous
semantics.

6.3. Zone refresh and reload processing

In spite of a server's best efforts, it may be unable to load zone data
from a master file due to syntax errors, etc., or be unable to refresh a
zone within the its expiration parameter.  In this case, the name server
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should answer queries as if it were not supposed to possess the zone.

If a master is sending a zone out via AXFR, and a new version is created
during the transfer, the master should continue to send the old version
if possible.  In any case, it should never send part of one version and
part of another.  If completion is not possible, the master should reset
the connection on which the zone transfer is taking place.

6.4. Inverse queries (Optional)

Inverse queries are an optional part of the DNS.  Name servers are not
required to support any form of inverse queries.  If a name server
receives an inverse query that it does not support, it returns an error
response with the "Not Implemented" error set in the header.  While
inverse query support is optional, all name servers must be at least
able to return the error response.

6.4.1. The contents of inverse queries and responses          Inverse
queries reverse the mappings performed by standard query operations;
while a standard query maps a domain name to a resource, an inverse
query maps a resource to a domain name.  For example, a standard query
might bind a domain name to a host address; the corresponding inverse
query binds the host address to a domain name.

Inverse queries take the form of a single RR in the answer section of
the message, with an empty question section.  The owner name of the
query RR and its TTL are not significant.  The response carries
questions in the question section which identify all names possessing
the query RR WHICH THE NAME SERVER KNOWS.  Since no name server knows
about all of the domain name space, the response can never be assumed to
be complete.  Thus inverse queries are primarily useful for database
management and debugging activities.  Inverse queries are NOT an
acceptable method of mapping host addresses to host names; use the IN-
ADDR.ARPA domain instead.

Where possible, name servers should provide case-insensitive comparisons
for inverse queries.  Thus an inverse query asking for an MX RR of
"Venera.isi.edu" should get the same response as a query for
"VENERA.ISI.EDU"; an inverse query for HINFO RR "IBM-PC UNIX" should
produce the same result as an inverse query for "IBM-pc unix".  However,
this cannot be guaranteed because name servers may possess RRs that
contain character strings but the name server does not know that the
data is character.

When a name server processes an inverse query, it either returns:

   1. zero, one, or multiple domain names for the specified
      resource as QNAMEs in the question section
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   2. an error code indicating that the name server doesn't support
      inverse mapping of the specified resource type.

When the response to an inverse query contains one or more QNAMEs, the
owner name and TTL of the RR in the answer section which defines the
inverse query is modified to exactly match an RR found at the first
QNAME.

RRs returned in the inverse queries cannot be cached using the same
mechanism as is used for the replies to standard queries.  One reason
for this is that a name might have multiple RRs of the same type, and
only one would appear.  For example, an inverse query for a single
address of a multiply homed host might create the impression that only
one address existed.

6.4.2. Inverse query and response example          The overall structure
of an inverse query for retrieving the domain name that corresponds to
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Internet address 10.1.0.52 is shown below:

                         +-----------------------------------------+
           Header        |          OPCODE=IQUERY, ID=997          |
                         +-----------------------------------------+
          Question       |                 <empty>                 |
                         +-----------------------------------------+
           Answer        |        <anyname> A IN 10.1.0.52         |
                         +-----------------------------------------+
          Authority      |                 <empty>                 |
                         +-----------------------------------------+
         Additional      |                 <empty>                 |
                         +-----------------------------------------+

This query asks for a question whose answer is the Internet style
address 10.1.0.52.  Since the owner name is not known, any domain name
can be used as a placeholder (and is ignored).  A single octet of zero,
signifying the root, is usually used because it minimizes the length of
the message.  The TTL of the RR is not significant.  The response to
this query might be:

Mockapetris                                                    [Page 41]
 
RFC 1035        Domain Implementation and Specification    November 1987

                         +-----------------------------------------+
           Header        |         OPCODE=RESPONSE, ID=997         |
                         +-----------------------------------------+
          Question       |QTYPE=A, QCLASS=IN, QNAME=VENERA.ISI.EDU |
                         +-----------------------------------------+
           Answer        |  VENERA.ISI.EDU  A IN 10.1.0.52         |
                         +-----------------------------------------+
          Authority      |                 <empty>                 |
                         +-----------------------------------------+
         Additional      |                 <empty>                 |
                         +-----------------------------------------+

Note that the QTYPE in a response to an inverse query is the same as the
TYPE field in the answer section of the inverse query.  Responses to
inverse queries may contain multiple questions when the inverse is not
unique.  If the question section in the response is not empty, then the
RR in the answer section is modified to correspond to be an exact copy
of an RR at the first QNAME.

6.4.3. Inverse query processing

Name servers that support inverse queries can support these operations
through exhaustive searches of their databases, but this becomes
impractical as the size of the database increases.  An alternative
approach is to invert the database according to the search key.

For name servers that support multiple zones and a large amount of data,
the recommended approach is separate inversions for each zone.  When a
particular zone is changed during a refresh, only its inversions need to
be redone.

Support for transfer of this type of inversion may be included in future
versions of the domain system, but is not supported in this version.

6.5. Completion queries and responses

The optional completion services described in RFC-882 and RFC-883 have
been deleted.  Redesigned services may become available in the future.
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7. RESOLVER IMPLEMENTATION

The top levels of the recommended resolver algorithm are discussed in
[RFC-1034].  This section discusses implementation details assuming the
database structure suggested in the name server implementation section
of this memo.

7.1. Transforming a user request into a query

The first step a resolver takes is to transform the client's request,
stated in a format suitable to the local OS, into a search specification
for RRs at a specific name which match a specific QTYPE and QCLASS.
Where possible, the QTYPE and QCLASS should correspond to a single type
and a single class, because this makes the use of cached data much
simpler.  The reason for this is that the presence of data of one type
in a cache doesn't confirm the existence or non-existence of data of
other types, hence the only way to be sure is to consult an
authoritative source.  If QCLASS=* is used, then authoritative answers
won't be available.

Since a resolver must be able to multiplex multiple requests if it is to
perform its function efficiently, each pending request is usually
represented in some block of state information.  This state block will
typically contain:

   - A timestamp indicating the time the request began.
     The timestamp is used to decide whether RRs in the database
     can be used or are out of date.  This timestamp uses the
     absolute time format previously discussed for RR storage in
     zones and caches.  Note that when an RRs TTL indicates a
     relative time, the RR must be timely, since it is part of a
     zone.  When the RR has an absolute time, it is part of a
     cache, and the TTL of the RR is compared against the timestamp
     for the start of the request.

     Note that using the timestamp is superior to using a current
     time, since it allows RRs with TTLs of zero to be entered in
     the cache in the usual manner, but still used by the current
     request, even after intervals of many seconds due to system
     load, query retransmission timeouts, etc.

   - Some sort of parameters to limit the amount of work which will
     be performed for this request.

     The amount of work which a resolver will do in response to a
     client request must be limited to guard against errors in the
     database, such as circular CNAME references, and operational
     problems, such as network partition which prevents the
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     resolver from accessing the name servers it needs.  While
     local limits on the number of times a resolver will retransmit
     a particular query to a particular name server address are
     essential, the resolver should have a global per-request
     counter to limit work on a single request.  The counter should
     be set to some initial value and decremented whenever the
     resolver performs any action (retransmission timeout,
     retransmission, etc.)  If the counter passes zero, the request
     is terminated with a temporary error.

     Note that if the resolver structure allows one request to
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     start others in parallel, such as when the need to access a
     name server for one request causes a parallel resolve for the
     name server's addresses, the spawned request should be started
     with a lower counter.  This prevents circular references in
     the database from starting a chain reaction of resolver
     activity.

   - The SLIST data structure discussed in [RFC-1034].

     This structure keeps track of the state of a request if it
     must wait for answers from foreign name servers.

7.2. Sending the queries

As described in [RFC-1034], the basic task of the resolver is to
formulate a query which will answer the client's request and direct that
query to name servers which can provide the information.  The resolver
will usually only have very strong hints about which servers to ask, in
the form of NS RRs, and may have to revise the query, in response to
CNAMEs, or revise the set of name servers the resolver is asking, in
response to delegation responses which point the resolver to name
servers closer to the desired information.  In addition to the
information requested by the client, the resolver may have to call upon
its own services to determine the address of name servers it wishes to
contact.

In any case, the model used in this memo assumes that the resolver is
multiplexing attention between multiple requests, some from the client,
and some internally generated.  Each request is represented by some
state information, and the desired behavior is that the resolver
transmit queries to name servers in a way that maximizes the probability
that the request is answered, minimizes the time that the request takes,
and avoids excessive transmissions.  The key algorithm uses the state
information of the request to select the next name server address to
query, and also computes a timeout which will cause the next action
should a response not arrive.  The next action will usually be a
transmission to some other server, but may be a temporary error to the
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client.

The resolver always starts with a list of server names to query (SLIST).
This list will be all NS RRs which correspond to the nearest ancestor
zone that the resolver knows about.  To avoid startup problems, the
resolver should have a set of default servers which it will ask should
it have no current NS RRs which are appropriate.  The resolver then adds
to SLIST all of the known addresses for the name servers, and may start
parallel requests to acquire the addresses of the servers when the
resolver has the name, but no addresses, for the name servers.

To complete initialization of SLIST, the resolver attaches whatever
history information it has to the each address in SLIST.  This will
usually consist of some sort of weighted averages for the response time
of the address, and the batting average of the address (i.e., how often
the address responded at all to the request).  Note that this
information should be kept on a per address basis, rather than on a per
name server basis, because the response time and batting average of a
particular server may vary considerably from address to address.  Note
also that this information is actually specific to a resolver address /
server address pair, so a resolver with multiple addresses may wish to
keep separate histories for each of its addresses.  Part of this step
must deal with addresses which have no such history; in this case an
expected round trip time of 5-10 seconds should be the worst case, with
lower estimates for the same local network, etc.

Note that whenever a delegation is followed, the resolver algorithm
reinitializes SLIST.

The information establishes a partial ranking of the available name
server addresses.  Each time an address is chosen and the state should
be altered to prevent its selection again until all other addresses have
been tried.  The timeout for each transmission should be 50-100% greater
than the average predicted value to allow for variance in response.

Some fine points:
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   - The resolver may encounter a situation where no addresses are
     available for any of the name servers named in SLIST, and
     where the servers in the list are precisely those which would
     normally be used to look up their own addresses.  This
     situation typically occurs when the glue address RRs have a
     smaller TTL than the NS RRs marking delegation, or when the
     resolver caches the result of a NS search.  The resolver
     should detect this condition and restart the search at the
     next ancestor zone, or alternatively at the root.
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   - If a resolver gets a server error or other bizarre response
     from a name server, it should remove it from SLIST, and may
     wish to schedule an immediate transmission to the next
     candidate server address.

7.3. Processing responses

The first step in processing arriving response datagrams is to parse the
response.  This procedure should include:

   - Check the header for reasonableness.  Discard datagrams which
     are queries when responses are expected.

   - Parse the sections of the message, and insure that all RRs are
     correctly formatted.

   - As an optional step, check the TTLs of arriving data looking
     for RRs with excessively long TTLs.  If a RR has an
     excessively long TTL, say greater than 1 week, either discard
     the whole response, or limit all TTLs in the response to 1
     week.

The next step is to match the response to a current resolver request.
The recommended strategy is to do a preliminary matching using the ID
field in the domain header, and then to verify that the question section
corresponds to the information currently desired.  This requires that
the transmission algorithm devote several bits of the domain ID field to
a request identifier of some sort.  This step has several fine points:

   - Some name servers send their responses from different
     addresses than the one used to receive the query.  That is, a
     resolver cannot rely that a response will come from the same
     address which it sent the corresponding query to.  This name
     server bug is typically encountered in UNIX systems.

   - If the resolver retransmits a particular request to a name
     server it should be able to use a response from any of the
     transmissions.  However, if it is using the response to sample
     the round trip time to access the name server, it must be able
     to determine which transmission matches the response (and keep
     transmission times for each outgoing message), or only
     calculate round trip times based on initial transmissions.

   - A name server will occasionally not have a current copy of a
     zone which it should have according to some NS RRs.  The
     resolver should simply remove the name server from the current
     SLIST, and continue.
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7.4. Using the cache

In general, we expect a resolver to cache all data which it receives in
responses since it may be useful in answering future client requests.
However, there are several types of data which should not be cached:
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   - When several RRs of the same type are available for a
     particular owner name, the resolver should either cache them
     all or none at all.  When a response is truncated, and a
     resolver doesn't know whether it has a complete set, it should
     not cache a possibly partial set of RRs.

   - Cached data should never be used in preference to
     authoritative data, so if caching would cause this to happen
     the data should not be cached.

   - The results of an inverse query should not be cached.

   - The results of standard queries where the QNAME contains "*"
     labels if the data might be used to construct wildcards.  The
     reason is that the cache does not necessarily contain existing
     RRs or zone boundary information which is necessary to
     restrict the application of the wildcard RRs.

   - RR data in responses of dubious reliability.  When a resolver
     receives unsolicited responses or RR data other than that
     requested, it should discard it without caching it.  The basic
     implication is that all sanity checks on a packet should be
     performed before any of it is cached.

In a similar vein, when a resolver has a set of RRs for some name in a
response, and wants to cache the RRs, it should check its cache for
already existing RRs.  Depending on the circumstances, either the data
in the response or the cache is preferred, but the two should never be
combined.  If the data in the response is from authoritative data in the
answer section, it is always preferred.

8. MAIL SUPPORT

The domain system defines a standard for mapping mailboxes into domain
names, and two methods for using the mailbox information to derive mail
routing information.  The first method is called mail exchange binding
and the other method is mailbox binding.  The mailbox encoding standard
and mail exchange binding are part of the DNS official protocol, and are
the recommended method for mail routing in the Internet.  Mailbox
binding is an experimental feature which is still under development and
subject to change.
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The mailbox encoding standard assumes a mailbox name of the form
"<local-part>@<mail-domain>".  While the syntax allowed in each of these
sections varies substantially between the various mail internets, the
preferred syntax for the ARPA Internet is given in [RFC-822].

The DNS encodes the <local-part> as a single label, and encodes the
<mail-domain> as a domain name.  The single label from the <local-part>
is prefaced to the domain name from <mail-domain> to form the domain
name corresponding to the mailbox.  Thus the mailbox HOSTMASTER@SRI-
NIC.ARPA is mapped into the domain name HOSTMASTER.SRI-NIC.ARPA.  If the
<local-part> contains dots or other special characters, its
representation in a master file will require the use of backslash
quoting to ensure that the domain name is properly encoded.  For
example, the mailbox Action.domains@ISI.EDU would be represented as
Action\.domains.ISI.EDU.

8.1. Mail exchange binding

Mail exchange binding uses the <mail-domain> part of a mailbox
specification to determine where mail should be sent.  The <local-part>
is not even consulted.  [RFC-974] specifies this method in detail, and
should be consulted before attempting to use mail exchange support.

One of the advantages of this method is that it decouples mail
destination naming from the hosts used to support mail service, at the
cost of another layer of indirection in the lookup function.  However,
the addition layer should eliminate the need for complicated "%", "!",
etc encodings in <local-part>.

The essence of the method is that the <mail-domain> is used as a domain
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name to locate type MX RRs which list hosts willing to accept mail for
<mail-domain>, together with preference values which rank the hosts
according to an order specified by the administrators for <mail-domain>.

In this memo, the <mail-domain> ISI.EDU is used in examples, together
with the hosts VENERA.ISI.EDU and VAXA.ISI.EDU as mail exchanges for
ISI.EDU.  If a mailer had a message for Mockapetris@ISI.EDU, it would
route it by looking up MX RRs for ISI.EDU.  The MX RRs at ISI.EDU name
VENERA.ISI.EDU and VAXA.ISI.EDU, and type A queries can find the host
addresses.

8.2. Mailbox binding (Experimental)

In mailbox binding, the mailer uses the entire mail destination
specification to construct a domain name.  The encoded domain name for
the mailbox is used as the QNAME field in a QTYPE=MAILB query.

Several outcomes are possible for this query:
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   1. The query can return a name error indicating that the mailbox
      does not exist as a domain name.

      In the long term, this would indicate that the specified
      mailbox doesn't exist.  However, until the use of mailbox
      binding is universal, this error condition should be
      interpreted to mean that the organization identified by the
      global part does not support mailbox binding.  The
      appropriate procedure is to revert to exchange binding at
      this point.

   2. The query can return a Mail Rename (MR) RR.

      The MR RR carries new mailbox specification in its RDATA
      field.  The mailer should replace the old mailbox with the
      new one and retry the operation.

   3. The query can return a MB RR.

      The MB RR carries a domain name for a host in its RDATA
      field.  The mailer should deliver the message to that host
      via whatever protocol is applicable, e.g., b,SMTP.

   4. The query can return one or more Mail Group (MG) RRs.

      This condition means that the mailbox was actually a mailing
      list or mail group, rather than a single mailbox.  Each MG RR
      has a RDATA field that identifies a mailbox that is a member
      of the group.  The mailer should deliver a copy of the
      message to each member.

   5. The query can return a MB RR as well as one or more MG RRs.

      This condition means the the mailbox was actually a mailing
      list.  The mailer can either deliver the message to the host
      specified by the MB RR, which will in turn do the delivery to
      all members, or the mailer can use the MG RRs to do the
      expansion itself.

In any of these cases, the response may include a Mail Information
(MINFO) RR.  This RR is usually associated with a mail group, but is
legal with a MB.  The MINFO RR identifies two mailboxes.  One of these
identifies a responsible person for the original mailbox name.  This
mailbox should be used for requests to be added to a mail group, etc.
The second mailbox name in the MINFO RR identifies a mailbox that should
receive error messages for mail failures.  This is particularly
appropriate for mailing lists when errors in member names should be
reported to a person other than the one who sends a message to the list.
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New fields may be added to this RR in the future.
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Abstract
Using traffic analysis, it is possible to infer who is
talking to whom over a public network.  This paper
describes a flexible communications infrastructure, onion
routing, which is resistant to traffic analysis.  Onion
routing lives just beneath the application layer, and is
designed to interface with a wide variety of unmodified
Internet services by means of proxies.  Onion routing has
been implemented on Sun Solaris 2.4; in addition, proxies
for World Wide Web browsing (HTTP), remote logins
(RLOGIN), e-mail (SMTP), and file transfers (FTP) have
been implemented.

Onion routing provides application independent, real-time,
and bi-directional anonymous connections that are
resistant to both eavesdropping and traffic analysis.
Applications making use of onion routing’s anonymous
connections may (and usually should) identify their users
over the anonymous connection.  User anonymity may be
layered on top of the anonymous connections by
removing identifying information from the data stream.
Our goal here is anonymous connections, not anonymous
communication.   The use of a packet switched public
network should not automatically reveal who is talking to
whom.  This is the traffic analysis that onion routing
complicates.

1.  Introduction

1.1 The Problem
Using traffic analysis, it is possible to infer who is
talking to whom over a public network (Figure 1).  For
example, in a packet switched network [11], packets have
a header used for routing, and a payload that carries the
data.  The header, which must be visible to the network
(and to observers of the network),  reveals the source and
destination of the packet.  Even if the header were
obscured in some way, the packet could still be tracked as
it moves through the network.  Encrypting the payload is
similarly ineffective, because the goal of traffic analysis is
to identify who is talking to whom and not (to identify
directly) the content of that conversation.

Initiator

Public Network

Responder

Figure 1.  Communication over a Public Network

The efficiencies of the public Internet are strong
motivation for companies to use it instead of private
intranets. However, these companies may want to protect
their interests.  For example,  a researcher using the World
Wide Web (Web) may expect his particular focus to
remain private, and inter-company collaborations should
be confidential.  Individuals may wish to protect their
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privacy as well.  For example, the sending of e-mail
should keep the identities of the sender and recipient
hidden from observers.  Also, a person shopping online
may not want his visits tracked.  Certainly someone
spending anonymous e-cash would expect that the source
of the e-cash be untraceable.

The use of a packet switched public network should not
require revealing who is talking to whom.  This paper
presents a flexible communications infrastructure, onion
routing, which is resistant to traffic analysis.

1.2 Objective
Onion routing is an infrastructure that

• complicates traffic analysis,

• separates identification from routing,

• supports many different applications.

Without dedicated links between every node and full
utilization of each link, traffic analysis can, in principle,
always be effective.  But traffic analysis can be made more
costly.  Onion routing accomplishes this goal by
separating identification from routing.  Onion routing
provides anonymous connections that are resistant to both
eavesdropping and traffic analysis. Instead of containing
source and destination information, packets moving along
an anonymous connection contain only next hop and
previous hop information.  These anonymous connections
can replace socket connections. Since socket connections
are commonly used to support applications running over
the Internet (like Web browsers, remote login, and e-mail)
onion routing’s anonymous connections can support a
wide variety of unmodified applications using proxies that
interface between applications and the onion routing
network.

1.3 Overview of the Solution
Onion routing works in the following way: An
application, instead of making a (socket) connection
directly to a destination machine, makes a connection to
an onion routing proxy on some remote machine.  That
onion routing proxy builds an anonymous connection
through several other onion routers to the destination.
Each onion router can only identify adjacent onion routers
along the route.  When the connection is broken, even
this limited information about the connection is cleared at
each onion router.  Data passed along the anonymous
connection appears different at  and to each onion router,
so data cannot be tracked en route and compromised onion
routers cannot cooperate.  An onion routing network can

exist in several configurations that permit efficient usage
by both large institutions and individuals.

1.4 Traffic Analysis
Traffic analysis makes inferences from three sources of
information:

• Routing information

• Coincidences

• Load

Routing information is available in many forms:  packet
headers, phone touch-tones, and envelope addresses.   This
is the most obvious source that needs protecting.
Coincidences, like similar traffic entering or leaving a
node, or connections opening or closing at roughly the
same time, are more difficult to hide.  Finally, the very
presence of communication over some link may reveal
sensitive information.  But load is very difficult to
obscure if one is unwilling to use a constant amount of
capacity all the time.

1.5 Organization of Paper
This paper is organized in the following way:  Section 2
presents background information.  Section 3 presents our
goals and threat model.  Section 4 presents our solution,
and sections 5 and 6 provide more details.  Section 7
describes the implemented prototype.  Section 8 discusses
vulnerabilities, costs, and variants of onion routing.
Section 9 presents some concluding remarks.

2.  Background
Chaum [1,2]  defines a mechanism for routing data
through intermediate nodes, called mixes.  These
intermediate nodes may reorder, delay, and pad traffic to
complicate traffic analysis. Our onion routers are based
upon mixes.

Anonymous Remailers [4,6] use mixes to provide
anonymous e-mail services and also invent an address
through which mail can be forwarded back to the original
sender.  Remailers work in a store-and-forward manner at
the mail application layer by stripping off headers at each
mix and forwarding the mail message to the next mix.
Some remailers provide confirmation of delivery.

In [8,9],  mixes are used to provide untraceable
communication in an ISDN network.  In the described
phone system, each telephone line is assigned to a
particular local switch (i.e., local exchange), and switches
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 are interconnected by a (long distance) network.
Anonymous calls in ISDN rely upon an anonymous
connection within each switch between the caller and the
long distance network, which is obtained by routing calls
through a predefined series of mixes.  The long distance
endpoints of the connection are then mated to complete
the call.  (Notice that observers can tell which local
switches are connected.)  This approach relies upon two
unique features of ISDN switches.  Since each phone line
has a subset of the switch's total capacity pre-allocated to
it, there is no (real) cost associated with keeping a phone
line active all the time, either by making calls to itself, to
other phone lines on the same switch, or to the long
distance network.  Keeping phone lines active complicates
traffic analysis because an observer cannot track
coincidences.

Also, since each phone line has a control circuit
connection to the switch, the switch can broadcast
messages to each line using these control circuits.  So,
within a switch a truly anonymous connection can be
established: a phone line makes an anonymous connection
to some mix.  That mix broadcasts a token identifying
itself and the connection.  A recipient of that token can
make another anonymous connection to the specified mix,
which mates the two connections to complete the call.

Our goal of anonymous connections over the Internet
differs from anonymous remailers and anonymous ISDN.
Unlike anonymous remailers, anonymous connections are
application independent and are meant to be used by a wide
variety of Internet applications.  The data carried by
anonymous connections is varied, with real-time
constraints often more severe than mail, but usually
somewhat looser than voice.  Both Web and ISDN
connections are bi-directional, but, unlike ISDN, Web
connections are likely to be small requests followed by
short bursts of returned data. In a local switch, capacity is
pre-allocated to each phone line, and broadcasting is
efficient.  But broadcasting over the Internet is not free,
and defining broadcast domains is not trivial.  Most
importantly, the network topology of the Internet is more
akin to the network topology of the long distance network
between switches, where capacity is a shared resource.  In
anonymous ISDN, the mixes hide communication within
the local switch, but connections between switches are not
hidden.  This implies that all calls between two
businesses, each large enough to use an entire switch,
reveal which businesses are communicating.  In onion
routing, because of the topology of the Internet, mixing
has to be dispersed throughout the Internet, so hiding is
greatly improved.

3.  Objectives

3.1 Applications
Onion routing’s anonymous connections are designed to
replace TCP/IP socket connections [3] and to be able to
work with unmodified applications.  A socket connection
is a reliable bi-directional connection carrying a stream of
data between two machines. Socket connections provide
the abstraction that shields an application from the
unreliable and unordered communication that is provided
by lower levels of the IP stack.

Many applications use socket connections:

• Web requests (HTTP)

• Remote logins (RLOGIN)

• e-mail  (SMTP)

• File transfer (FTP)

• Internet Relay Chat (IRC)

• Encrypted IP Tunnel

These applications can connect to onion routing’s
anonymous connections using proxies.  A proxy [11] is
usually a relay between an initiating and responding
application.  In onion routing, anonymous connections
are terminated by application specific proxies that relay
information between the connection and the unmodified
applications.  Many applications are already proxy aware
because proxies are commonly used to communicate
through firewalls.  For example, a Web browser on a
network with a firewall will reach sites outside the
firewall through an HTTP proxy on the firewall machine.
In that way, direct connections are never made between
internal and external machines.

3.2 Threat Model:  Active and Passive Attacks
Onion routing’s design is very conservative since it
assumes that the public network is very vulnerable.  In
particular, we assume that:

• All traffic is visible.

• All traffic can be modified.

• Onion routers may be compromised.

• Compromised onion routers may cooperate.

In addition, a sophisticated adversary may be able to detect
timing coincidences such as the near simultaneous
opening of connections.  Timing coincidences are very
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 difficult to overcome, especially when real-time
communication is important.  But, if connections are
routed over an unpredictable path in a busy network, this
sort of attack is also very expensive.

The first four vulnerabilities, however, directly motivate
certain design decisions in onion routing.  Because traffic
is visible, the headers and payloads of all traffic are
essentially link encrypted between onion routers so the
same data looks different when traveling between routers.
Because traffic can be modified, stream ciphers [10] are
used for encryption.  Inserting, deleting, or modifying
traffic en route will disrupt the stream and produce random
bits downstream.  Because onion routers may be
compromised, anonymous connections span several onion
routers, even though a single “perfect” mix  is adequate to
provide privacy.  Because compromised onion routers may
cooperate, data is encrypted in a layered fashion so it
appears different to each onion router, not only between
onion routers.

4.  The Solution: Onion Routing
Onion routing has two parts:  A network infrastructure
that carries anonymous connections, and a proxy interfaces
that mate these connections to unmodified applications.

4.1 Onion Routing:  Network Infrastructure
The public network contains a set of onion routers.  Each
onion router has a single (socket) connection to each of a
small set of neighboring onion routers. Onion routers
only talk to their neighbors.  Neighboring onion routers
are neighbors for onion routing only.  That is,
communication between two neighboring onion routers is
carried over a socket connection, and packets are routed
(perhaps dynamically) through many hops by the IP
protocol.

An anonymous connection  is routed through a sequence
of neighboring onion routers.  Common segments of
these routes are multiplexed over the single connection
between neighbors. An onion router’s obligation is to
pass data from one connection to another after applying
the appropriate cryptographic operations.

An anonymous connection from an initiator to a responder
through four onion routers is illustrated in Figure 2.

Initiator
Onion Routers

Responder

Figure 2.  Onion Routing Network Infrastructure

4.2 Onion Routing:  Proxy Interface
How are anonymous connections used? Proxies interface
between applications and the network infrastructure. When
a proxy is used on a firewall, it relays traffic between the
protected site and the rest of the world.  In onion routing,
a proxy’s functions are split into two:  one part links the
initiator to the anonymous connection and the other part
links the anonymous connection to the responder.  In this
way, the initiating and responding applications need not
be modified (although they do have to be able to use
proxies).

Imagine an initiator sitting at her workstation  using a
Web browser.  When she “clicks” on a URL link, the
browser sends an HTTP request for that URL to some
onion routing proxy instead of directly to the responder.  
In Figure 3, this is the onion routing proxy named W.  W
looks at the request and chooses a route through several
other onion routers (e.g., W-X-Y-Z).  W then sends an
onion (see section 5.1) along that route; the onion is an
instruction to those onion routers to construct an
anonymous connection.

The last onion router in the route (Z) also functions as an
onion routing proxy for the responder.  Z passes data from
the anonymous connection to the responder, and passes
data from the responder back to the connection.  

Responder

Onion Routing
Proxies

Initiator

W

X Y Z

Figure 3: Onion Routing Proxy Interface

Instead of a single socket connection between an initiator
and a responder, onion routing requires a socket
connection between the initiator and his proxy, an
anonymous connection between the initiator’s proxy and
the responder’s proxy, and a socket connection between
the responder’s proxy and the responder.  However, the
three connections function as if they were a single (bi-
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directional and real-time) socket connection between the
initiator and responder.

There are many configurations of an onion routing
network.  In one basic configuration, a site that is
concerned about traffic analysis should control an onion
routing proxy in order to protect communication between
that proxy and its users.  That onion routing proxy must
also function as an intermediate onion router in other
anonymous connections.  If it is not used in this way,
observers can monitor the load coming from onion
routing proxy and trace it back to the sensitive site.
However, if the onion routing proxy is also a busy
intermediate onion router, observers cannot tell whether
the sensitive site is consuming, producing, or relaying
traffic.  

Individuals may access an onion router through their
Internet Services Provider (ISP), if the ISP controls an
onion routing proxy.  An individual could also make an
encrypted connection to some public domain onion
routing proxy.  Finally, a user could run an onion routing
proxy on his workstation, and route anonymous
connections through other onion routers.

5.  Using Onion Routing
After the initiator contacts his proxy, onion routing
follows four stages:

1. Define the route.

2. Construct the anonymous connection.

3. Move data through the anonymous connection.

4. Destroy the anonymous connection.

The next four sections describe these stages in more detail.
(The extra details in each Details subsection are
independent of the rest of the paper.)

5.1 Defining the Route
Consider Figure 3.  The initiator’s proxy, W, chooses to
make an anonymous connection through (W-X-Y-Z).
Therefore, W constructs a layered data structure called an
onion (Figure 4):

Each layer of the onion is intended for a particular onion
router and contains the identity of the next onion router in
the anonymous connection, and the key that should be
used when communicating with the previous onion router
in the connection.  The final layer of the onion is intended
for Z.  Since Z is the last onion router in the connection,
its layer only contains a key.

(X Connect to Y,    )

(Y Connect to Z,    )

Figure 4:  An Onion

Using public key cryptography [10], the onion is
constructed so only the intended recipient can peel off the
outermost layer, thereby revealing both his layer and the
onion embedded inside. No recipient knows who created
the onion. So, onion routers can identify only whom they
received an onion from and to whom they are obliged to
send the embedded onion.  And, no recipient can determine
what the other onions embedded in an onion look like.

The onion routing proxy that creates an onion keeps a
copy of the keys in the onion until the anonymous
connection is destroyed.  We will see how these keys are
used in sections 5.3 and 5.4.

5. 1. 1 Onion Details
The onion routing proxy routes the anonymous
connection through neighboring onion routers.  Therefore,
it must know the topology of the onion routing network.

The size of an onion limits the length of a route.  To
prevent observers from inferring the length of a route,
onions are padded to some fixed size. This padding
becomes part of and is indistinguishable from the already
embedded onion.

The key at each layer of the onion is used for bi-
directional communication between an onion router and
the previous onion router.  Therefore, the key really
specifies two stream ciphers, one for forward
communication (in the direction the onion travels) and the
other for backward communication (in the opposite
direction).

Each layer of an onion also contains an expiration time.
An onion router is to ignore an expired onion and is to
ignore replayed onions.  Therefore, onion routers must
keep track of onions during their lifetimes.

For efficiency, the entire onion is not encrypted using a
public key cryptosystem.  Instead some prefix
(corresponding to the block size of the public key
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cryptosystem) of the onion is encrypted using public key
cryptography, and the rest of the onion is encrypted using
an efficient stream cipher initialized with a key specified
in the prefix [5,7,10].

5.2 Constructing the Anonymous Connection
After constructing the onion, W sends the onion to the
first onion router in the anonymous connection. The
onion moves between onion routers (Figure 5):

Initiator ResponderPublic N etwork

W X Y Z

Figure 5:  Use of an Onion

Each layer of the onion is intended for a particular onion
router, and can be peeled off only by that onion router.
The first layer of this onion is intended for X.  When X
peels off that layer, it obtains a key that it will use when
communicating with W (from whom X received the
onion), and notes that future traffic from that connection
should be forwarded to Y.  X also forwards the embedded
onion to Y.  In a similar way, Y peels off its layer of the
onion, revealing the key that it should use to
communicate with X (from whom Y received the onion),
and notes that future traffic from that connection should be
forwarded to Z.  Z peels off its layer, revealing only the
key that it will use to communicate with Y, and notes
that it is the last onion router in the anonymous
connection.  The first data that Z receives along that
anonymous connection will identify the intended
responder.

5. 2. 1 Anonymous Connection Construction
Details
To keep onion size constant, each onion router is obliged
to add padding to the onion corresponding to the fixed size
layer that was removed.  Onion routers cannot distinguish
padding from embedded onions.  If an onion router fails to
pad an onion, however, the next onion router will notice
that the onion it received is too small and will not process
the onion.  Because of the padding, even onion routers
themselves cannot tell how much of an anonymous
connection has been constructed.

Remember that all communication between neighboring
onion routers is multiplexed in the data stream of a single
socket connection.  Therefore, all data travels in a series of

 fixed size cells.  Each cell has a header that identifies the
anonymous connection it is assigned to, as well as the
type of payload it carries.  For example, cells carrying
onions will be labeled as onion cells, and will also
contain the identifier of the new anonymous connection
that is to be multiplexed over that socket connection.
Notice that this identifier is chosen by the onion router
relaying the onion, and in each socket connection carrying
a  segment of an anonymous connection, the anonymous
connection may have a different identifier.  Each onion
router maintains a table that maps between the identifiers
of incoming connections and outgoing connections, and
the cryptographic keys that are to be applied to data
moving along an anonymous connection.

Cells traveling over a socket connection between onion
routers are link encrypted in a peculiar way:  headers and
payloads are encrypted separately, for efficiency.  For
example, headers are encrypted with some stream cipher
negotiated between the neighboring onion routers.  The
payload of a cell of type onion need not be encrypted,
since the onion was already encrypted for the next onion
router by the onion routing proxy that created the onion.

Because of the link encryption, observers monitoring the
data stream between onion routers cannot read cell headers.
Therefore, observers cannot distinguish between onions
and other types of cells.

5.3 Moving Data Forward
The anonymous connection moves data from the
initiator’s proxy to the responder’s proxy and vice versa.
In the forward direction, the initiator sends plaintext to his
onion routing proxy.  The onion routing proxy repeatedly
crypts1 the data using the inverse of the keys2 specified in
the onion, applying the keys innermost first.  Each onion
router along the route removes one layer of cryption.  The
responder’s proxy forwards the plaintext to the responder.

This is illustrated in Figure 6.

                                                
1 We define the verb crypt to mean the application of a

cryptographic operation, be it encryption or decryption,
where the two are logically interchangeable.  For
example, in a stream cipher using Output Feedback
Mode (e.g., DES OFB), encryption and decryption are
the same operation.

2  Each key really specifies a stream cipher.  The inverse
of a key, therefore, is the inverse of the corresponding
stream cipher.
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text

text tex t
tex t

tex t

Initiator ResponderPublic Network

W X Y Z

Figure 6: Moving Data Forward

The purpose of the pre-cryptions is to make the data look
different as it travels through the anonymous connections,
both to outside observers and to the onion routers.  Notice
that observers cannot match data along the route, and
onion routers cannot predict what data will look like later.

Notice that each onion router does one cryption, while the
initiator’s onion routing proxy does one pre-cryption for
each subsequent onion router in the connection.

5. 3. 1 Moving Data Forward Details
Data moving in the direction that the onion was sent is
defined to be moving in the forward direction.  Data
moving in the reverse direction is defined to be moving
backward.  This distinction is important when discussing
reply onions (section 6).

As with onions, data is carried in cells through the
multiplexed socket connections.  The cells have type
data and are labeled with the identifier of the associated
anonymous connection.  Although the headers of data
cells are link encrypted between onion routers, the
payloads of data cells are not link encrypted, as the
cryption operation done at each onion router is sufficient.

When a data cell arrives, the onion router looks up the
cell’s identifier in its tables and finds the corresponding
outbound identifier.  The appropriate cryptographic
operation is applied and the crypted payload is formed and
sent along the outbound connection.

As with the link encryption of the headers, the payloads of
data cells are encrypted using stream ciphers.

5.4 Moving Data Backward
Moving data backward is just the reverse of sending data
forward.  The responder’s onion routing proxy receives
plaintext from the responder.  It and each subsequent
onion router adds one layer of cryption and sends the data
to the next onion router.  The initiator’s onion routing
proxy removes the layers of cryption by applying the
inverse of the keys in the onion outermost first.  The
resulting plaintext is forwarded to the initiator.

This is illustrated in Figure 7.

text

text tex t
tex t

tex t

Initiator ResponderPublic Network

W X Y Z

Figure 7:  Moving Data Backward

5. 4. 1 Moving Data Backward Details
As with forward data, the initiator’s onion routing proxy
handles the bulk of the cryption burden.

5.5 Destroying the Anonymous Connection
Just as socket connections are torn down, anonymous
connections need to be destroyed when the connection is
broken.  An onion router that decides to tear down a
connection sends a destroy  message forward and backward
along the anonymous connection.  It also cleans up its
own tables.  An onion router that receives a destroy
message is obliged to clean up its own table and relay the
message in the same direction.

This is illustrated in Figure 8.

destroy destroy

Initia tor ResponderPublic Network

W X Y Z

Figure 8:  Destroying an Anonymous Connection

Notice that the multiplexed socket connections between
neighboring onion routers remain active.

5. 5. 1 Destroy Details
Destroy messages are sent in cells of type destroy.
The header identifies the anonymous connection that is to
be destroyed.  The payload is random and changes at each
onion router.

6.  Reply Onions
The (forward) onion described in section 5 is used by the
initiator’s onion routing proxy to construct an anonymous
connection to some responder’s onion routing proxy.
What happens if an initiator expects a later reply from the
responder?  An obvious solution is to keep the
anonymous connection open.  This may not always be
practical.  Another solution is a reply onion.
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An initiator’s onion routing proxy can create a reply
onion that defines a route back to him.  For example,

Figure 9 illustrates a reply onion that will construct an
anonymous connection back to W from Z through onion
routers Y and X:

(Z Connect to Y,    )

(Y Connect to X ,    )

(X Connect to W,    )

Figure 9:  A Reply Onion

The reply onion is sent by the responder to onion routing
proxy Z, who peels off its first layer, and sends the
embedded reply onion on to onion router Y after extracting
the key that Z will use when communicating with Y.
Onion routers Y and X do the same operation.  Onion
routing proxy W receives a reply onion with a sequence of
keys.

The anonymous connection established by this reply
onion is illustrated in Figure 6, and is identical to the
anonymous connection established by the (forward) onion
illustrated in Figure 4.  Once the anonymous connection
is established, each onion router has the same role it has
in a forward connection from the initiator to the responder:
That is, the initiator’s onion routing proxy repeatedly pre-
crypts data and other onion routers crypt only once.

Reply onion’s can also be used to allow anonymous
replies back to some initiator.  The initiator may publish
a reply onion, which can be picked up and used by any
responder.  The responder forwards the onion to the
designated onion routing proxy and an anonymous
connection back to the initiator will be constructed.

6.1 Reply Onion Details
As with forward onions, reply onions contain expiration
times to prevent replays.  This means that published reply
onions can only be used once.  If an initiator expects
several replies, he should publish many reply onions.

During connection construction, both the responder’s and
initiator’s onion routing proxies know that they have a
reply onion.  Once the connection is established, however,
this distinction is irrelevant.  Intermediate onion routers

can never distinguish between forward and reply onions.
In fact, the only difference between anonymous
connections formed by forward onions and those formed
by reply onions is that the sets of keys used to crypt data
in each direction are swapped:  forward keys are used as
backward keys and vice versa.

A reply onion may also be created by a third party to
define an anonymous connection back to some initiator.
Third party reply onions are unusual because both the
third party and the initiator know all the onion keys.  

7.  Implementation
Onion routing has been implemented on Sun Solaris 2.4.
Onion routing proxies for Web browsing (HTTP),
RLOGIN, e-mail (SMTP), and FTP have been
implemented also.  Furthermore, versions of these proxies
that anonymize the data stream have been implemented.
These proxies allow anonymous communication that is
resistant to both eavesdropping and traffic analysis.

An extension to this prototype must handle changes to the
topology of the onion routing network.  This includes, for
example, new onion routers, different neighbors, and
distribution of onion routers’ public keys.

8.  Discussion
To be effective, onion routing must be widely deployed
and there must be significant use of all the onion routers.
Furthermore, onion routing proxies must also be
intermediate onion routers.  Otherwise, it is easy to infer
that traffic to and from a particular onion routing proxy is
really to and from the sensitive site that controls the
proxy.

8.1 Vulnerabilities
Onion routing is not invulnerable to traffic analysis
attacks.  With enough data, it is still possible to analyze
usage patterns and make educated guesses about the
routing of messages.  Also, since our first application
(Web requests) requires real-time communication, it may
be possible to detect the near simultaneous opening of
socket connections on the initiator’s and responders’ onion
routing proxies, thereby revealing who is requesting what
information.  (Of course, even this attack is impossible if
the initiator’s onion routing proxy is controlled by his
sensitive site.)  However, these sorts of attacks require the
collection and analysis of huge amounts of data by
external observers.
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One way to further complicate this sort of analysis is to
pass dummy traffic through the network to make the
traffic level fairly constant.  There is an obvious tradeoff
here between security and cost:  Adding dummy traffic
undermines the efficiencies of the Internet as a shared
resource.  It is difficult to calculate the value of this
tradeoff.  If traffic is very bursty  and response time is
important, smoothing out network traffic requires wasting
capacity.  If, however, traffic is relatively constant,
additional smoothing may not be necessary.  From a
practical point of view, the Internet may not provide the
control necessary to smooth out traffic:  unlike ATM,
users do not own capacity on shared connections.  The
important observation, however, is that onion routing
provides an architecture within which these tradeoffs can
be made and explored.

Other attacks depend upon compromised onion routers.  If
the initiator’s onion routing proxy is compromised, then
all information is revealed.  In general, it is sufficient for
a single onion router to be uncompromised to complicate
traffic analysis.  

Any compromised onion router can still destroy
connections or stop forwarding messages, resulting in
denial of service attacks. Although this appears to be akin
to the denial of service problem in IP source routing,
where the unreachability of any part of the route causes
packet loss, the situation is closer to loose source routing
where packets may be routed arbitrarily between the
prespecified routers.  Furthermore, in onion routing, if the
connection is broken, the rest of the onion routers are
informed via destroy messages.

Onion routing uses expiration times to prevent replay
attacks.  It is curious that, unlike other services that
depend upon a common clock, the vulnerability due to
poor synchronization here is a denial of service attack,
instead of a replay attack.  If an onion router’s clock is too
fast, otherwise timely onions will appear to have already
expired.  Also, since expiration times define the window
during which onion routers must store used onions, an
onion router with a slow clock will end up storing more
information.

The data stream cannot be replayed, as stream ciphers are
used for encryption.  If the data stream is changed in any
way, synchrony will be lost and the data stream will
become irreversibly corrupted.  Since TCP/IP socket
connections are used to carry the data stream, we expect
error free data delivery.

8.2 Cryptographic Overhead
In onion routing, the cryptographic overhead on
intermediate onion routers is less than the burden of link
encryption on routers.  In link encryption, each packet is
encrypted by each sender and decrypted by each recipient.
In onion routing, only one cryptographic operation is
applied between every two onion routers.  This is because
the initiator’s onion routing proxy repeatedly pre-crypts
data.

The total number of encryptions remains the same,
however.  It is interesting to note that shifting the
encryption burden provides (for free):

• Link encryption.

• End to end encryption.

• Data hiding:  the same data looks different to each
onion router.

8.3 Infrastructure Variations
An interesting application of onion routing is a variation
of IRC (Internet Relay Chat).  Two sites can build
anonymous connections through onion routers they each
trust to meet at a designated onion routing proxy.  That
proxy mates the two connections.  Privacy is guaranteed,
and neither party needs to trust the other to hide his
participation from outside observers.

Since connection setup is relatively expensive, it may be
useful to delink sockets and anonymous connections.  For
example, when using a Web browser to view a particular
Web page, several socket connections may be established
to retrieve various parts of the document.  There is no
reason that those socket connections could not all use
(either serially or in parallel) the same anonymous
connection.

It is interesting to consider protocol encapsulation.
Onions can be carried over the anonymous connections.
This would enable extending connections and may enable
using parts of connections or linking together parts of
connections.  This process allows the length of
anonymous connection routes to be extended indefinitely,
and permits the size of the onion routing network to grow
arbitrarily.

Since real-time connections are inherently more vulnerable
to traffic analysis than less time critical applications, it
makes sense to tag connections with various service
guarantees.  A real-time connection will be less resistant
to traffic analysis than a slow connection because
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 intermediate onion routers have less flexibility with
buffering its data stream.

Onion routing networks can exist in many configurations
to accommodate the requirements of large institutions,
ISPs, and individuals through a combination of institution
or ISP controlled onion routing proxies, public domain
onion routing proxies, and public domain onion routers.
The combination of many sources of traffic enables the
network to further complicate traffic analysis.

8.4 Lower Levels of the Stack
Can onion routing be implemented at lower levels of the
communications stack?  The obvious advantage is that
this would eliminate the need for application specific
onion routing proxies. The difficulty with pushing onion
routing beneath the socket layer of the IP stack is that
onion routing’s connection setup is relatively expensive,
and is impractical to use each time a packet is sent over a
connectionless circuit.

Since ATM is connection based, however, it is perfectly
reasonable to consider using onion routing’s approach for
connection setup to make anonymous ATM connections.  
In fact, in our prototype, we are modeling our cells based
on ATM cells.

9.  Conclusion
Onion routing provides real-time, bi-directional
communication through anonymous connections that are
resistant to both eavesdropping and traffic analysis.   
These anonymous connections can substitute for socket
connections in a wide variety of unmodified Internet
applications using proxies.  Our prototype of onion
routing includes proxies for Web browsers (HTTP),
remote login, e-mail, and file transfer protocols as well as
anonymizing versions of these protocols  The
anonymizing version of the e-mail proxy creates an
anonymous connection between two sendmail daemons
and removes identifying information from the headers of
the mail message. This approach contrasts with
Anonymous Remailers, where each remailer provides a
single hop in a chain of mail forwarding.  This highlights
the difference between onion routing and other uses of
Chaum mixes:  Privacy and anonymity are moved beneath
the application layer and made application independent.

Onion routing will only be effective in complicating
traffic analysis if its infrastructure is widely deployed and
widely used.  This deployment is considerably simplified
because applications need not be modified.

Our motivation here is not to provide anonymous
communication, but to separate identification from
routing.  Authenticating information must be carried in
the data stream.  Applications can (and usually should)
identify themselves to each other.  But, the use of a public
network should not automatically reveal the identities of
communicating parties.  The goal here is anonymous
routing, not anonymity.
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