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)
Munger et al. ) Group Art Unit: Central
) Reexamination Unit
Filed: February 15, 2000 )
)
For: AGILE NETWORK PROTOCOL FOR )
SECURE COMMUNICATIONS )
WITH ASSURED SYSTEM )
AVAILABILITY )
)
)

DECLARATION OF MICHAEL ALLYN FRATTO UNDER 37 C.F.R. §1.132

I, MICHAEL ALLYN FRATTO, do hereby declare and state:

1. I am a citizen of the United States, and reside in Syracuse, New York. My c.v. is
attached as Exhibit A.
2. I am presently Editor of the Network Computing magazine and website. In that position,

I review and evaluate networking products, including network security products, and
report on industry developments in the field of networking and network security. I also
write articles about network infrastructure, data center, and network access control items
which are published on the Network Computing website.

3. I presently serve as an adjunct faculty member of School of Information Studies at
Syracuse University.

4. Since before 1999, I have had an extensive background and experience in network
security systems, software and related technologies. I have been on staff of Network
Computing conducting and writing comparative product reviews of networking and
security products for the magazine, interviewing I'T administrators and executives about
networking and security issues trying to understand their needs. During the course of a
review, I have to understand a problem set, understand technologies and standards that
address a problem set, and create a set of comparative measures to asses a products
ability to execute. I would set up a test network, verify its operation, conduct the tests,
and ensure the results were accurate. In the 1997 to 2000 time frame, I focused on
remote access products including modems, ISDN, and virtual private networking
products, technologies, and standards as well as network and host-based firewalls.

5. I am being compensated for my time at a rate of $250.00 per hour.
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A. Public Availability of Certain Aventail Documents

6. Between 1997 and 1999, 1 reviewed and published articles on a number of VPN products
distributed by Aventail, Inc. I recall that Aventail distributed two series of VPN products
during this period. One series included client software called “AutoSOCKS” and server
software called “Aventail VPN Server” or “Aventail Mobile VPN.” A later product was
called the Aventail Extranet Center (“AEC”), which included client software called
“Aventail Connect” and server software called “Aventail Extranet Server.”

7. Aventail distributed several versions of the client and server products in each series
during this period. I recall receiving and evaluating at least versions 2.1, 2.2 and 2. 6 of
the AutoSOCKS product, versions 3.01/2.51 and 3.1/2.6 of the Aventail Connect product,
and at least versions 3.01 and 3.1 of the AEC product.

1. Aventail AutoSOCKS v2.1 Administrator’s Guide

8. Exhibit B is a copy of the Aventail AutoSOCKS v2.1 Administration & User’s Guide
(“AutoSOCKS”). Exhibit B was distributed with the AutoSOCKS v2.1 software
product.

0. Aventail announced that they had shipped version 2.1 of AutoSOCKS in May of 1997.
See Exhibit C (PR Newswire, “Aventail Ships the First Standards-Based Virtual Private
Network Software Solution,” May 2, 1997). On June 23, 1997, InfoWorld published a
review of the AutoSOCKS v2.1 product. See Exhibit D (Infoworld, Vol. 19, Issue 25
(June 23, 1997) at page 70).

10. I recall receiving a copy of Exhibit B with Aventail Autosocks v2.1 no later than March
of 1997. The copy of Exhibit B that I received in March of 1997 was not marked as
being confidential, and no restrictions were imposed on my use of it or information in it.

11. I also recall receiving and reviewing subsequent versions of Aventail AutoSOCKS
between September of 1997 and June of 1998. For example, I published an article
evaluating the Aventail VPN Server version 2.5 and AutoSOCKS version 2.2 in Network
Computing in October of 1997. See Exhibit E (Fratto, “Aventail VPN 2.5: Not Your
Father’s Socks,” Network Computing, Vol. 8, No. 18 (October 1, 1997)). Ialso
published a review of the Aventail VPN Server v2.6 in June of 1998. See, Exhibit F
(Fratto, “Footlose and Fancy Free with Three SOCKS 5-based proxy servers,” Network
Computing, Vol. 9, Issue 11 (June 15, 1998)).

2. Aventail Connect v3.01/2.51 Administrator’s Guide

12. Exhibit G is a copy of the Aventail Connect v3.01/2.51 Administrator’s Guide (“Aventail
Connect v3.01”). The Aventail Connect 3.01/2.51 Administrator’s Guide was distributed
with the AEC v3.0 product.

13. Aventail announced AEC v3.0 in August of 1998. See Exhibit H (PR Newswire,
“Aventail Ships Directory-enabled Extranet Solution; Aventail Extranet Center V3.1
Available At www.aventail.com.” (August 9, 1999)). The AEC v3.0 product was
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distributed by Aventail in the fall of 1998. See, for example, Exhibit I (“Intranet
Applications: Briefs,” Network World, at page 55 (October 19, 1998)).

14.  Irecall receiving Exhibit G with the Aventail Extranet Center v3.0 product in
approximately October of 1998. The copy of Exhibit G that I received in October of
1998 was not marked as being confidential, and no restrictions were imposed on my use
of it or information in it.

3. Aventail Connect v3.1/2.6 Administrator’s Guide

15. Exhibit J is a copy of the Aventail Connect v3.1/v2.6 Administrator’s Guide (“Aventail
Connect v3.17). Exhibit J was distributed with the Aventail Extranet Center (AEC) v3.1
product.

16.  Aventail announced that they had begun shipping the AEC v3.1 product in August of
1999. See, Exhibit K (“Aventail Ships Directory-enabled Extranet Solution; Aventail
Extranet Center v3.1 available at www.aventail.com,” Business Wire (August 9, 1999)).

17. I recall receiving a pre-release copy of the AEC v3.1 product sometime during April of
1999. The AEC v3.1 product I received included installation media for the Aventail
Extranet Server, Aventail Connect and Aventail Management Server and Config Tool
software packages. It also included printed administrator guides for the three software
packages.

18. The AEC v3.1 product and the Aventail Connect v3.1 Administrator’s Guide that I
received in April of 1999 was not marked as being confidential, no restrictions were
imposed on my use of it or the information in it.

19. On June 28, 1999, Network Computing published an article I wrote about the Aventail
ExtraNet Center (AEC) v3.1 product. A copy of this article is provided as Exhibit K.

20. Before preparing Exhibit K, I oversaw the installation of the Extranet Server and Aventail
Connect software on computers in our testing facility at Syracuse University in April of
1999. Between April and June of 1999, I directed or performed a series of tests and
evaluations of the features and functionality of the AEC v3.1 product.

21. My June 28, 1999 Network Computing article indicates that I tested a “beta” version of
the AEC 3.1 product. The versions of the three software packages that I tested between
April and June of 1999 were stable and feature-complete. I am not aware of any
significant differences between the versions of the products that I tested and those that
were shipped to customers later that summer. For example, I note that Network
Computing ordinarily would perform reviews on “pre-release” versions of products
within about 30 days of the release of the final version of the product.
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B. Discussion of the Aventail AutoSocks v2.1 Administrator’s Guide

22. As I explained above, Aventail AutoSOCKS was the client component of a VPN solution
that was distributed by Aventail Corporation. AutoSOCKS ran on client computers
running the Windows operating systems.

23.  AutoSOCKS would act on DNS requests made by applications running on the client
computer, such as web browsers and email clients. When one of these applications made
a DNS request (e.g., a user typed a hostname in a web browser), AutoSOCKS would
intercept the DNS request, evaluate it and automatically establish the VPN if the client
was authorized.

24. AutoSOCKS did this transparently — neither the requesting application nor the user would
know that AutoSOCKS was functioning. See Exhibit B, page 1 (“AutoSOCKS
transparently intercepts WinSock communication requests issued by TCP/IP applications
and processes them based upon a set of routing directives (rules) assigned when
AutoSOCKS is configured.”); Exhibit B, page 6 (“AutoSOCKS is designed to run
transparently on each workstation. In most cases, you’ll interact with AutoSOCKS only
when it prompts you to enter authentication information for a connection to a secure
SOCKS server. You may also occasionally need to start and exit AutoSOCKS, although
network administrators often configure it to run automatically at startup.”); Exhibit B,
page 7 (“With AutoSOCKS running, an application executes additional steps in order to
connect to a remote host through WinSock. These steps must be transparent to the
application so that it cannot differentiate between when AutoSOCKS is running and
when it is not. The following three steps are identical to standard WinSock
communications steps described above; however, nested inside them are additional
actions and options introduced by AutoSOCKS.”)(emphasis added).

25.  Exhibit B, at pages 6 to 8, explains that AutoSOCKS intercepted DNS requests by
working within the existing TCP/IP handling procedures of a client computer. This part
of Exhibit B shows that AutoSOCKS would replicate the way that handle DNS requests
were handled WinSock and the TCP/IP stack on client computers running Windows. On
page 6, Exhibit B explained the general way DNS requests were handled by the Windows
operating system:

Via WinSock, an application goes through the following steps to connect
to a remote host on the Internet or corporate intranet:

1. The application executes a Domain Name System (DNS) lookup to
convert the hostname into an Internet Protocol (IP) address. Ifthe
application already knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host.
This causes the underlying stack to begin the TCP handshake. (The
TCP handshake is the process by which two computers initiate
communication with each other.) When the handshake is complete,
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the application is notified that the connection is established, and that
data may now be transmitted and received.

3. The application sends and receives data.

26.  So, if an application on the client computer made a DNS request that contained a
hostname (e.g., a domain name specifying a website), a DNS resolution step would be
performed to determine the IP address of the target. If the application made a DNS
request that included the “real” IP address (e.g., 1.2.3.4), there would be no need for
resolution of the hostname.

27. Exhibit B on page 7 explains how AutoSOCKS worked in conjunction with the native
TCP/IP handling procedures of the client computer:

AutoSOCKS slips in between the Windows TCP/IP application and the
single access point — WinSock. In simple terms, AutoSOCKS redirects
WinSock calls (both parameters and data) and reroutes them through a
SOCKS-based server when required. The routing is determined by the
rules described in the configuration file created when AutoSOCKS is
installed (See “Configuring AutoSOCKS”).

Because AutoSOCKS intercepts calls to Winsock, AutoSOCKS must
duplicate WinSock functionality. Since AutoSOCKS also makes calls
directly into WinSock, it must behave as a typical WinSock application as
well. (See Figure 1.)

28.  Because AutoSOCKS had to replicate the WinSock functionality of the Windows OS, it
inherently would be able to handle standard TCP/IP protocols for handshaking, routing
and transmission that were defined in TCP/IP standards. For example, AutoSOCKS
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Petitioner Apple Inc. - Exhibit 1043, p. 5



In re U.S. Patent No. 6,502,135 Declaration of Michael A. Fratto

would have to be able to recognize and handle standard error messages that are provided
by an unsuccessful transmission under the TCP/IP protocol (e.g., “host not found”).

29. Page 37 of Exhibit B describes a VPN based on the use of AutoSOCKS software on
client computers (called “mobile users”) and the Aventail VPN Server software (also
called “Mobile VPN”) running on a separate computer that sits between the private
network and the public Internet and regulates access to the private network (a “gateway”
computer).

30.  The following explanation of this VPN is provided on page 38 of Exhibit B:

The mobile user workstations connected to the public Internet are the
client workstations, onto which, AutoSOCKS will be deployed. Due to the
routing restrictions described above, these clients will have no network
access beyond the Aventail VPN Server unless they are running
AutoSOCKS. Depending on the security policy and the Aventail VPN
Server configuration, AutoSOCKS will automatically proxy their allowed
application traffic into the private network. In this [sic] situation,
AutoSOCKS will forward traffic destined for the private internal network
to the Aventail VPN Server. Then, based on the security policy, the
Aventail VPN Server will proxy mobile end user traffic into the private
network but only to those resources allowed. (emphasis added)
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31.  Inthe VPN described on pages 37 to 39 of Exhibit B, communications between the
mobile user and the target computer inside the private network are both authenticated and
encrypted (“end user authentication and encryption has been enabled on the Aventail
VPN Server, which will require all end users to use AutoSOCKS to enable authentication
and encryption of their sessions before being allowed to have any connectivity to the
internal private network(s).”)

32.  Client computers running AutoSOCKS in the VPN described on pages 37 to 39 of
Exhibit B handle requests for non-secure destinations, such as a web site on the Internet,
by simply passing the DNS request on to the client computer for local handling. As
explained on page 39 of Exhibit B:

Second, not all traffic is passed through to the Aventail VPN Server. Only
traffic that is destined for the internal network is authenticated and
encrypted, all other traffic passes through AutoSOCKS unchanged. For
example, browsing the Internet from the mobile user workstation occurs as
if AutoSocks was not even running in the background. (emphasis added)

33. This feature is explained in more detail on page 8 of Exhibit B, which specifies:

If the hostname matches a local domain string or does not match a
redirection rule, AutoSOCKS passes the name resolution query through to
the TCP/IP stack on the local workstation. The TCP/IP stack then
performs the lookup as if AutoSOCKS is not running.

34. A “redirection rule” is used by the AutoSOCKS software running on a client computer to
determine if a destination specified in a DNS request requires authentication and/or
encrypted communications. Redirection refers to the transfer of the DNS request to
another computer for hostname resolution (if required) and handling.

35. A redirection rule identifies a target destination by hostname or IP address, and for each
destination, defines how the client computer running AutoSOCKS would handle a DNS
request containing that hostname or IP address. How redirection rules were implemented
in AutoSOCKS is described in more detail on pages 20 to 27 of Exhibit B.

36.  First, destinations would be entered using the configuration tool. See pages 20-23. Then,
for each destination, options would be entered that told AutoSOCKS how to handle DNS
entries matching that destination. See pages 23-27. This configuration process yielded a
table of entries having hostnames and/or IP addresses, and policies that were to be
followed for those entries (e.g., redirect DNS request to specified server, deny DNS
request, route DNS request to destination).

37.  For example, as shown on page 25 of Exhibit B, a client computer running AutoSOCKS
v2.1 could be configured to route network traffic for a specified destination to a SOCKS
server, directly to the specified destination or block access locally to that destination.
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38.

39.

40.

41.

42.

In addition, a client computer running AutoSOCKS could be configured in one of two
ways. First, it could be configured to locally resolve DNS requests containing
hostnames. As explained on page 26 of Exhibit B:

Local Name Resolution instructs AutoSOCKS to resolve hostnames
locally without needing to venture on to the Internet. This option feature
offers you another level of control over how AutoSOCKS performs name
resolution.

The local workstation resolver is the name resolution component of the
local TCP/IP stack. This feature acts as a shortcut; hostnames matching
the strings defined in the Local Name Resolution dialog box are passed to
the local resolver for name resolution instead of being proxied through the
SOCKS v5 server.

In other words, AutoSOCKS could perform DNS resolution on the client computer to
yield an IP address from a hostname in a DNS request without accessing the Internet
using its local name resolution feature.

Pages 7 to 9 of Exhibit B describe how AutoSOCKS worked to determine if DNS
requests contained destinations that required a VPN.

Initially, the client computer running AutoSOCKS would determine if a DNS request
contained a hostname requiring resolution (i.e., a determination of the IP address
associated with the hostname). If it did, then AutoSOCKS would do the following, as
described on pages 7 and 8 of Exhibit B:

- If the client computer running AutoSOCKS determined that a “hostname
matches a local domain string or does not match a redirection rule,
AutoSOCKS passes the name resolution query through to the TCP/IP
stack on the local workstation. The TCP/IP stack then performs the
lookup as if AutoSOCKS is not running.” A hostname would match a
local domain string if the hostname specified a computer on the local
network or was the same as an entry in a local resolution rule. See page 8
of Exhibit B, step 1.

- If the client computer running AutoSOCKS determined that the DNS
request contained a hostname matching “a redirection rule domain name
(i.e. the host is part of a domain we are proxying traffic to) then
AutoSOCKS creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. AutoSOCKS will forward the hostname to
the SOCKS server in step 2 and the SOCKS server performs the hostname
resolution.” See, page 8 of Exhibit B, step 1.

A second way in which client computers running AutoSOCKS could be configured was
to send all DNS requests containing hostnames requiring resolution (other than those
matching a local domain string) to another computer (i.e., a DNS proxy server) for
resolution. In particular, the client computer would establish communication with the
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Petitioner Apple Inc. - Exhibit 1043, p. 8



In re U.S. Patent No. 6,502,135 Declaration of Michael A. Fratto

Aventail VPN Server and, after being authenticated, would send the hostname from the
initial DNS request to the Aventail VPN Server (the “SOCK server”). The Aventail VPN
server would resolve the received hostname and then determine whether it was necessary
to establish a VPN. Page 8 of Exhibit D describes the outset of the process:

. If the DNS proxy option is enabled and the domain cannot be looked up
directly, AutoSOCKS creates a fake DNS entry that it can recognize later,
and returns this to the calling application. The false entry tells
AutoSOCKS that the DNS lookup should be proxied, and that it should
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request.

43.  In other words, if the DNS proxy option was enabled, all DNS requests containing
hostnames matching a redirection rule and not matching a local domain string would be
sent to the DNS proxy server for resolution. If the DNS proxy option were not enabled,
then only DNS requests in the first category (i.e., containing hostnames matching a
redirection rule) would be sent to the DNS proxy server for resolution.

44. Page 8 of Exhibit B explains that AutoSOCKS would flag DNS requests containing
hostnames matching a redirection rule in the first step by inserting a false DNS entry that
AutoSOCKS could recognize in the second step of the process AutoSOCKS followed. In
that second step, AutoSOCKS would use the false DNS flag to identify those DNS
requests containing a hostname that had to be proxied (i.e., those that required a VPN).

45. As explained on pages 8 and 9 of Exhibit B, AutoSOCKS monitored TCP/IP connection
requests to determine if a request was seeking access to a destination that required
authentication and/or encrypted communications (e.g., a secure website inside a private
network in the VPN described on pages 37 to 39).

- If AutoSOCKS determined that connection request contained a false DNS
entry that been inserted during a DNS resolution in step 1 (e.g., because
the DNS request specified a hostname matching a redirection rule) or if
the connection request contained a “real” IP address that matched a
redirection rule, then the client computer running AutoSOCKS would call
WinSock to begin the TCP handshake with a predefined server (e.g., a
“gateway” or “proxy” computer hosting the VPN Server shown on pages
37 to 39).

- If AutoSOCKS determined that a connection request specified a
destination that did not match a redirection rule (e.g., a non-secure web
site on the Internet), AutoSOCKS would hand the connection request off
to the client computer for handling by the TCP/IP stack on that computer.
In that situation, if the DNS request contained a hostname, then,
depending on the configuration of the AutoSOCKS client, either the client
computer or a designated server computer would resolve the hostname,
and the resolved IP address would then be handed off to the local
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computer. Ifthe DNS request contained a “real” IP address, there would
be no need to conduct step 1 (i.e., resolution of the hostname).

46. If AutoSOCKS determined that it needed to establish a VPN based on its evaluation of
the connection request, it would perform the following steps as explained on page 8 of
Exhibit B:

When the connection is completed, AutoSOCKS begins the SOCKS
negotiation.

. It sends the list of authentication methods enabled in the
configuration file.

. Once the server chooses an authentication method, AutoSOCKS
executes the specified authentication processing.

. It then sends the proxy request to the SOCKS server. This includes
either the IP address provided by the application or the DNS entry
(hostname) provided in step 1.

47.  In other words, AutoSOCKS would not send the proxy computer the information in the
original DNS request (i.e., the hostname requiring DNS resolution or the real IP address)
to the DNS proxy server until after the user had successfully authenticated with the
server. If Step 2.b was successfully completed, “AutoSOCKS notifies the application”
and then, in step 2.c, “the application transmits and receives data [from the secure
destination].” See Exhibit B, pages 8 to 9.

48.  Inote that when Aventail Connect was configured to proxy all DNS requests to the proxy
server for resolution, Aventail VPN Server rather than the client computer running
AutoSOCKS would resolve the hostname (if necessary) and determine if the VPN had to
be established. While Exhibit B does not explain that the VPN Server would perform
both steps, this is inherent in the way that AutoSOCKS worked. For example, as I
explain in paragraph 49, authentication of the client preceded the sending of the DNS
request that contained the hostname. Once the client had been successfully authenticated,
there would be no reason to send the resolved hostname back to the client so that the
client could send that same information back to the Aventail VPN Server.

49. AutoSOCKS could be configured to use any of a number of different authentication
procedures and techniques including as described on pages 27 to 35 of Exhibit B.

50. AutoSOCKS and the VPN Server required authentication to succeed before a VPN would
be established and data communications could proceed. See Exhibit B, page 27
(“SOCKS v5 servers often require user authentication before allowing access.
AutoSOCKS authentication modules facilitate this process by displaying dialog boxes
which ask for username and password information as well as other authentication
credentials.”); page 37 (“End user authentication and encryption has been enabled on the
Aventail VPN Server, which will require all end users to use AutoSOCKS to enable
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authentication and encryption of their sessions before being allowed to have any
connectivity to the internal private network(s).”) (emphasis added)

51. So, in the VPN described on pages 37 to 39 of Exhibit B, a mobile user with a client
computer running AutoSOCKS would have to successfully authenticate itself before the
VPN Server would automatically establish the VPN and allow data transmissions
between the client and the secure destination to proceed.

52.  If authentication failed, an error would be returned to the client computer running
Aventail AutoSOCKS, and depending on the configuration of the client, an error
notification would be provided to the user. For example, if AutoSOCKS was configured
to use a certificate-based authentication procedure, and the server certificate was suspect,
AutoSOCKS would display the certificate to the user during the authentication process
and, depending on the configuration of the client, reject the connection. See Exhibit B at
page 34. AutoSOCKS could also be configured to simply reject the connection in this
scenario. See Exhibit B at pages 33-34.

53.  Client computers running AutoSOCKS could be configured to encrypt all data
communications occurring after a TCP/IP connection was established and authenticated.
See, Exhibit B at page 9 (“If an encryption module is enabled and selected by the SOCKS
server, AutoSOCKS encrypts the data on its way to the server on behalf of the
application. If the data is being returned, AutoSOCKS decrypts it so that the application
sees clear text data.”)

54.  Inthe VPN described on pages 37 to 39 of Exhibit B, AutoSOCKS is configured to
require authentication and encryption of all communications other than those to non-
secure web sites:

End user authentication and encryption has been enabled on the Aventail
VPN Server, which will require all end users to use AutoSOCKS to enable
authentication and encryption of their sessions before being allowed to
have any connectivity to the internal private network(s). For this example,
the Aventail VPN Server is configured to use SSL for encryption of all
sessions. ...

Second, not all traffic is passed through to the Aventail VPN Server. Only
traffic that is destined for the internal network is authenticated and
encrypted, all other traffic passes through AutoSOCKS unchanged.

C. Discussion of the Aventail Connect v3.01/v2.51 Administrator’s Guide

55. The Aventail Connect v3.01/v2.51 client shared much of the functionality of the Aventail
AutoSOCKS client. Like the AutoSOCKS client described above, Aventail Connect
v3.01/2.51 worked by automatically authenticating and encrypting communications
between a client computer running Aventail Connect and a private network resource via a
VPN server called the Aventail Extranet Server. How Aventail Connect did this is
described on page 7 of Exhibit G:

-11-
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When you run Aventail Connect on your system, it automatically routes
appropriate network traffic from a WinSock application to an extranet
(SOCKS) server, or through successive servers. (WinSock is a Windows
component that connects a Windows PC to the Internet using TCP/IP.)
The SOCKS server then sends the traffic to the Internet or the external
network. Network administrators can define a set of rules that route this
traffic.

Aventail Connect is designed to run transparently on each workstation,
without adding overhead to the user’s desktop. In most cases, users will
interact with Aventail Connect only when it prompts them to enter
authentication credentials for a connection to a secure extranet (SOCKS)
server. Users may also occasionally need to start and exit Aventail
Connect, although network administrators often configure it to run
automatically at startup. Aventail Connect does not require administrators
to manually establish an encrypted tunnel; Aventail Connect can establish
an encrypted tunnel automatically. (emphasis added)

56. In other words, a client computer running Aventail Connect v3.01/2.51 (i) operated
transparently to the user and the client computer, (ii) would automatically authenticate a
user attempting to access a secure location, (iii) would automatically encrypt
communications between a client computer and the secure network destination, and (iv)
that network administrators could route the TCP/IP traffic through intermediary
destinations between the client computer and the final secure network destination.

57.  Aventail Connect worked with applications that communicate via TCP/IP, and was
implemented in WinSock on client computers running Windows. Among other things,
this meant that the client computer running Aventail Connect would act on DNS requests,
which could contain either hostnames or IP addresses.

58.  Asexplained on page 8 of Exhibit G, an application on a client computer running
Windows, via WinSock, “goes through the following steps to connect to a remote host on
the Internet or corporate network:

1. The application executes a Domain Name System (DNS) lookup to
convert the hostname into an Internet Protocol (IP) address. If the
application already knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host. This
causes the underlying stack to begin the TCP handshake, when two
computers initiate communication with each other. When the handshake is
complete, the application is notified that the connection is established, and
data can then be transmitted and received.

3. The application sends and receives data.”

59.  Pages 9 to 10 of Exhibit G explain how Aventail Connect functioned within these TCP/IP
handling procedures of the client computer:

-12-
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Aventail Connect slips in between WinSock and the underlying TCP/IP
stack. (See diagram below.) As an application that sits between WinSock
and the TCP/IP stack, Aventail Connect 3.01 is a Layered Service
Provider (LSP). Aventail Connect can change data (compressing it or
encrypting it, for example) before routing it to the TCP/IP stack for
transport over the network. The routing is determined by the rules
described in the configuration file.

Windowes TCPIP applicstion
[uses either Winsock 1.1 or
Winsock 2)

Wingact 1.1
(oamaeds ol
La iV inSactk. 2 WinSock 2

f Multiple L=P= can
Aventail Connect it ittt

(Layered Service Provider) level

TCPAP stack

Phy=ical netwark

60. Page 10 of Exhibit B explains:

When the Aventail Connect LSP receives a connection request, it
determines whether or not the connection needs to be redirected (to an
Aventail ExtraNet Server) and/or encrypted (in SSL). When redirection
and encryption are not necessary, Aventail Connect simply passes the
connection request, and any subsequent transmitted data, to the TCP/IP
stack

61. Thus, if a client computer running Aventail Connect received a DNS request specifying a
destination that did not match a redirection rule and thus did not need a VPN (e.g., a non-
secure website on the Internet), it would simply pass that DNS request on to the TCP/IP
stack of the client computer for handling. In that scenario, the client computer handled
the DNS request as if Aventail Connect were not running on the client computer.

62.  However, if the client computer running Aventail Connect determined that a DNS request
matched a redirection rule requiring a VPN (e.g., a secure website inside a private
network), it would automatically handle authentication of the user to the private network
and encrypt the communications between the client computer and the private network.
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The authentication and encryption steps were transparent both to the client computer and
the user. See Exhibit G at page 7 (“Aventail Connect is designed to run transparently on
each workstation, without adding overhead to the user’s desktop. In most cases, users will
interact with Aventail Connect only when it prompts them to enter authentication
credentials for a connection to a secure extranet (SOCKS) server.”)

63. How Aventail Connect did this is explained on pages 11 to 12 of Exhibit G. First,
Aventail Connect would determine if the DNS request contained a hostname requiring
resolution (e.g., “securenet.com”). If it did, Aventail Connect would do the following to
resolve the hostname, depending on how Aventail was configured.

. “If the hostname matches a local domain string or does not match a
redirection rule, Aventail Connect passes the name resolution query
through to the TCP/IP stack on the local workstation. The TCP/IP stack
performs the lookup as if Aventail Connect were not running.”

. “If the destination hostname matches a redirection rule domain name (i.e.,
the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. Aventail Connect will forward the
hostname to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hostname resolution.”

. “If the DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a fake DNS entry that it can recognize
later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request.”

64. In other words, depending on its configuration, Aventail Connect either would flag all
DNS requests containing hostnames specifying non-local destinations (i.e., “if the DNS
proxy option is enabled”) or only those DNS requests with hostnames matching a
redirection rule. Hostnames matching a redirection rule were destinations that required a
VPN (i.e., authentication and encryption). Also, like the AutoSOCKS product, if the
DNS proxy option were enabled, the client computer would establish communication
with the Aventail VPN Server (Aventail Extranet Server) and, after being authenticated,
would send the hostname from the initial DNS request to the Aventail VPN Server (the
“SOCKS server”). The Aventail VPN server would resolve the received hostname and
then determine whether it was necessary to establish a VPN.

65. After DNS resolution or in cases where a DNS request specified a “real” IP address,
Aventail Connect would handle connection requests as described in step “2” of page 12
of Exhibit G. This section explains that after the TCP/IP handshake was completed (i.e.,
“by the underlying stack™ on the client computer), the application on the client computer
would be notified that the TCP/IP connection had been established and that data could
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66.

67.

68.

then be transmitted and received. At this point, Aventail Connect would evaluate the
connection request, and do one of several things.

(a) If Aventail Connect determined that the connection request contained a
“false DNS entry” (i.e., because the DNS request specified a hostname for
a secure website in step 1 or because it could not be resolved locally on
the client computer), the DNS request would be “proxied” (i.e., sent to
another computer for resolution of the hostname).

(b) If Aventail Connect determined that the connection “request contains a
routable IP address, and the rules in the configuration file say it must be
proxied, Aventail Connect will call WinSock to begin the TCP handshake
with the server specified in the configuration file.” In other words, if the
connection request contained a “real” IP address (e.g., “1.2.3.4”) which
specified a secure website on a private network which required
authentication and encrypted communications, then Aventail Connect
would send the connection request to the VPN server for handling (e.g.,
the Aventail Extranet Server).

(©) If the “request contains a real IP address and the configuration file rule
says that it does not need to be proxied, the request will be passed to
WinSock and processing jumps to step 3 as if Aventail Connect were not
running.”

As explained on page 12 of Exhibit G, if the hostname or real IP address specified a
destination requiring authentication and/or encrypted communications (e.g., a secure
website on a private network), Aventail Connect would cause the client computer to
communicate with the “proxy” computer (e.g., a “gateway” computer running Aventail
Extranet Server). The client computer and the proxy computer would then do the
following:

- First, the client computer running Aventail Connect “sends the list of
authentication methods enabled in the configuration file.”

- Then, “once the server selects an authentication method, Aventail Connect
executes the specified authentication processing.”

- If the authentication step is successful, the client computer running
Aventail Connect “then sends the proxy request to the extranet (SOCKS)
server. This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1.”

In other words, the client computer running Aventail Connect would not send the original
hostname in the DNS request to the DNS proxy server (Aventail Extranet Server) for
resolution until after the client had been successfully authenticated.

Pages 72 to 74 of Exhibit G describe a VPN implemented using the Aventail Connect
v3.01/2.51 software running on client computers (called “mobile users™) in conjunction
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with an Aventail VPN Server (i.e., the Aventail Extranet Server v3.0) running on a
running on a separate computer that sits between the private network and the public
Internet and regulates access to the private network (a “gateway” computer). A figure
describing this VPN is shown on page 73 of Exhibit G and is reproduced below:
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Example Corporate Network Design using Mobile VPN

69.  Pages 72 to 73 of Exhibit G describe how Aventail Connect and Aventail Extranet Server
could be configured to establish a VPN between a client computer and network resources
on a private network:

The design used in the example above consists of two individual Ethernet
segments, one public and one private. The public segment is used to host
anonymous services available to the general public. The public access is
provided through a router that is connected to the public Internet. The
private segment is used to house all of the corporation's private network
resources and data to be used only by internal company employees. The
Aventail ExtraNet Server depicted in this example is used to provide
secure and monitored access to the private LAN for mobile employees and
partners. For security reasons the Aventail ExtraNet Server is configured
such that operating system routing is disabled. Therefore, no direct
network connections between the public LAN and the private LAN can be
created without being securely proxied through the Aventail ExtraNet
Server.

The mobile user workstations connected to the public Internet are the
client workstations, onto which, Aventail Connect will be deployed. Due
to the routing restrictions described above, these clients will have no
network access beyond the Aventail ExtraNet Server unless they are
running Aventail Connect. Depending on the security policy and the
Aventail ExtraNet Server configuration, Aventail Connect will
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automatically proxy their allowed application traffic into the private
network. In this situation, Aventail Connect will forward traffic destined
for the private internal network to the Aventail ExtraNet Server. Then,
based on the security policy, the Aventail ExtraNet Server will proxy
mobile user traffic into the private network but only to those resources
allowed. The client workstations we focus on in this section are Microsoft
Windows based PCs.

User authentication and encryption on the Aventail ExtraNet Server
require all users to use Aventail Connect to authenticate and encrypt their
sessions before any connection to the internal private network(s). For this
example, the Aventail ExtraNet Server encrypts all sessions with SSL.

Installing and using Aventail Connect for remote access purposes differs a
bit from its installation and use within a corporate network. First,
configuration files need to be kept locally on the workstation or laptop.
This is due to the inability to share a file server that allows direct access
outside the perimeter of the private network. Second, not all traffic passes
through to the Aventail ExtraNet Server. Only traffic destined for the
internal network is authenticated and encrypted; all other traffic passes
through Aventail Connect unchanged. For instance, browsing the Internet
from the mobile user workstation occurs as if Aventail Connect is not even
running in the background. Large sites with many mobile users will want
to set up an internal file server for a network installation for all mobile
users to easily install and configure Aventail Connect. For more
information, refer to "Network Installation."

70. “Extranets” are functionally identical to VPNs — an “extranet” is simply a VPN that has
been established between a non-employee’s client computer and the private network.
The same procedures and steps are followed regardless of whether a client connection
being managed by Aventail Connect was connecting to a “VPN” or an “extranet.”

71.  Client computers running Aventail Connect could be configured to use a number of
different authentication techniques. See Exhibit G, at pages 42 to 58. Logically, in any
of these schemes, authentication must succeed before Aventail Connect and the Aventail
Extranet Server would permit establishment of a secure connection and transmission of
data. See, e.g., page 42 of Exhibit G, which explains:

SOCKS v5 servers often require authentication before allowing access.
Aventail Connect authentication modules display dialog boxes that prompt
users to enter username and password information as well as other
authentication credentials. (emphasis added)

72. If authentication failed, an error would be returned to the client computer running
Aventail Connect, and depending on the configuration of the client, an error notification
would be provided to the user. For example, an Aventail Connect client computer
configured to use SSL for authentication and encryption would display to the user a
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certificate it determined to be suspect, or would both display the certificate and reject a
connection based on this authentication failure. See Exhibit G at pages 48 to 49.

73. Communications between a client computer running Aventail Connect and the server
computer (e.g., the gateway computer running the Aventail Extranet Server) could be
automatically encrypted. As explained on page 12 of Exhibit G:

If an encryption module is enabled and selected by the SOCKS server,
Aventail Connect encrypts the data on its way to the server on behalf of
the application. If data is being returned, Aventail Connect decrypts it so
that the application sees cleartext data.

74. So, if a gateway computer running Aventail Extranet Server (the “proxy”) was
configured to require encrypted communications with client computers running Aventail
Connect, then all outgoing and incoming TCP/IP communications would be
automatically encrypted and decrypted.

75. On pages 59 to 67, Exhibit G explains that client computers running Aventail Connect
and server computers running Aventail Extranet Server could be configured to route
TCP/IP communications between the client and the server computers through
intermediary destinations according to different routing schemes.

76. One routing scheme in Exhibit G was called “Aventail Multiproxy.” This technique is
generally described on page 59 of Exhibit B:

The Aventail MultiProxy feature allows Aventail Connect to traverse
multiple firewalls by making connections through successive proxy
servers. Aventail Connect makes a connection with each proxy server
individually. Each proxy server forms a link in a chain that connects
Aventail Connect to the final destination. Any or all of the proxy servers
can apply authentication and access control rules. Proxies can be Aventail
ExtraNet Servers, other SOCKS 5 servers, SOCKS 4 servers, or HTTP
proxies.”

77. As explained on page 60 of Exhibit G, in the MultiProxy scheme, the client computer
running Aventail Connect manages the routing of these communications, and handles
authentication, encryption and access parameters to each of the intermediary proxy
servers, which could be SOCKS servers or HTTP proxy servers.

-18-

Petitioner Apple Inc. - Exhibit 1043, p. 18



In re U.S. Patent No. 6,502,135 Declaration of Michael A. Fratto

78.

79.

How client computers running Aventail Connect made these connections is described on
page 60 of Exhibit G.

The steps for making a connection using MultiProxy are:
1.  The client application requests access to the destination server.

2. Aventail Connect establishes a connection with the outbound server
(SOCKS server or HTTP proxy). Aventail Connect then sends the
access request to the outbound server, specifying the Aventail
ExtraNet Server as the destination. The user authenticates with the
outbound server, if necessary.

3.  Aventail Connect instructs the outbound server to establish a
connection with the Aventail ExtraNet Server on the specified port.
The user authenticates with the Aventail ExtraNet Server, if
necessary.

4.  Aventail Connect instructs the Aventail ExtraNet Server to proxy its
connection to the final destination.

5. Once the connection between the client and the Aventail ExtraNet
Server is established, the outbound server simply relays the data.”

Also, as explained on page 60 of Exhibit G, the proxy server computer (i.e., the Aventail
Extranet Server) “acts both as a destination and a server. It is a destination because a
proxy server routes traffic to it. It is a server because it routes tra