EXHIBIT E1

DECLARATION OF CHRIS HOPEN

Petitioner Apple Inc. - Ex. 1023, Cover



In re Patent No. 7,490,151

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

(DNS) REQUEST

In re Patent No. 7,490,151 )
)
Munger et al. ) Group Art Unit: Central
) Reexamination
Filed: September 30, 2002 ) Unit
)
For: ESTABLISHMENT OF A SECURE ) Examiner: Not assigned.
COMMUNICATION LINK BASED )
ON A DOMAIN NAME SERVICE ) Confirmation No.: n/a
)
)
)

DECLARATION OF CHRIS A. HOPEN UNDER 37 C.F.R. § 1.132

I, CHRIS HOPEN, do hereby declare and state:

1. I am a citizen of the United States, and reside in 19805 15" Avenue NW, Shoreline,
Washington.

2. I am presently the Chief Executive Officer of HomePipe Networks, Inc., based in Seattle,
Washington.

3. Prior to HomePipe, I was affiliated with Aventail, Inc., until that company was acquired

by SonicWall, Inc. in 2007. Ihelped co-found Aventail in 1996, and served as its Chief
Technical Officer and Vice-President of Engineering from 1996 to 2007.

4. While I was affiliated with Aventail, | was involved in the design, development and
distribution of all of Aventail’s network security products.

5. In 1997, Aventail released a set of SOCKS v5 compliant VPN software products
including AutoSOCKS, MobileVPN and PartnerVPN. AutoSOCKS was a client-based
software product that ran on user’s computers, while Mobile VPN and Partner VPN were
server-based products.

6. When paired with Aventail MobileVPN or Partner VPN server products, Aventail
AutoSOCKS would automatically establish a VPN to give the remote user access to
secured network resources on a private network. The AutoSOCKS client and the server
would automatically authenticate the remote user and encrypt all communications with
the remote user.
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Version 2.1 of the AutoSOCKS product was publicly distributed in the summer of 1997.
Exhibit A is a copy of a May 2, 1997 Aventail press release announcing the AutoSOCKS,
MobileVPN and Partner VPN products. Exhibit B is a copy of a June 23, 1997 article in
InfoWorld reviewing the AutoSOCKS v2.1 and MobileVPN v2.0 products.

Aventail included printed manuals with the software packages that it distributed. Exhibit
C is a copy of the Aventail AutoSOCKS v2.1 Administrator’s Guide that was distributed
with the AutoSOCKS v2.1 software. This document was distributed without any
confidentiality restrictions.

I estimate that thousands of copies of the Aventail AutoSOCKS v2.1 software that
included the AutoSOCKS v2.1 Administrator’s Guide were distributed to customers
during 1997 and 1998.

In the fall of 1998, Aventail announced a product called the Aventail Extranet Center
(“AEC”). Exhibit D is a copy of an October 12, 1998 Aventail press release announcing
the Aventail Extranet Center product.

The AEC product had three components: (i) the Extranet Server (which resided and ran
on a server), (i1) the Aventail Management Server and Config Tool (which was used to
configure server and client installations), and (iii) the Aventail Connect client software
(which resided and ran on client computers).

Like the earlier Aventail VPN solution, Aventail Connect would, when paired with the
Extranet Server, automatically establish a VPN between a remote user and a private
network to give the remote user access to secured network resources on a private
network. The Aventail Connect client and the Extranet Server would automatically
authenticate the remote user and encrypt all communications with the remote user.

The initial release version of the AEC product was version 3.0. The AEC v3.0 product
included version 3.01/2.51 of Aventail Connect and version 3.0 of the Aventail Extranet
Server.

The AEC v3.0 product with its client and server components was publicly distributed
during no later than January of 1999,

Exhibit E is a copy of the Aventail Connect v3.01/2.51 Administrator’s Guide that was
distributed with the Aventail Connect v3.01/2.51 software. Exhibit F is a copy of the
Aventail Extranet Server v3.0 Administrator’s Guide that was distributed with the
Aventail Extranet Server software. Both of these documents were distributed without
any confidentiality restrictions.
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I estimate that Aventail distributed thousands of copies of the AEC v3.0 product
(including the Administrator Guides for Aventail Connect and Extranet Center) during
the first six months of 1999.

Aventail announced version 3.1 of the Aventail Extranet Center product in May of 1999.
This version of AEC included Aventail Extranet Server v3.1 and Aventail Connect
v3.1/v2.6. Exhibit G is a May 26, 1999 Aventail press release announcing the AEC v3.1
product. Exhibit H is copy of an August 9, 1999 Aventail press release reporting that
Aventail had begun shipping the AEC v3.1 product to customers.

I recall that Aventail began distributing the AEC v3.1 product to its larger customers in
June and July of 1999. Two such customers that I recall having received the AEC v3.1
product in June or July of 1999 were IBM and Morgan Stanley.

Exhibit | is a copy of the Administrator’s Guide for the Aventail Connect v3.1/v2.6
product that was distributed with the Aventail Connect v3.1/v2.6 client software. This
document was distributed without any confidentiality restrictions.

Aventail customers were not required to accept any obligations limiting their ability to
use or disseminate the information contained in or associated with the AutoSOCKS v2.1
product, the Aventail Connect 3.01/2.51 product or the AEC v3.1 product, or the printed
materials that accompanied each of these products.

I recall that between April and May of 1999, Aventail distributed pre-release versions of
the AEC v3.1 product to organizations that conduct and report on the testing of network
security products. I recall that Michael Fratto of Network World was one of the
individuals who received a copy of the pre-release version of AEC v3.1 for testing and
review between April and June of 1999. Mr. Fratto’s review of the pre-release AEC v3.1
product was published in Network World on June 28, 1999. A copy of his review is
provided in Exhibit J.

The pre-release version of AEC v3.1 provided to Mr. Fratto included a stable and feature
complete version of Extranet Server component of the AEC v3.1 package. While I recall
that certain bug fixes and other minor changes were made to this pre-release version of
the server component of the AEC v3.1 package before it was distributed to customers,
none of those changes significantly altered the features or functionality of the Extranet
Server component that was later distributed to customers.

The Aventail Connect client in the pre-release version of AEC v3.1 product provided to
Mr. Fratto, by contrast, was the same version of the Aventail Connect client that was later
distributed to customers with the AEC v3.1 product in the summer of 1999.
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24.  The copy of the Aventail Connect v3.1/v2.6 Administrator’s Guide that Mr. Fratto was
provided with the pre-release version of the AEC v3.1 product is the same as the copy of
this guide shown in Exhibit I. This printed Administrator’s Guide did not change
between the date it was given to Mr. Fratto and the date the final version of the AEC v3.1
product was distributed to customers.

25.  The AEC v3.1 software and the Aventail Connect v3.1/v2.6 Administrator’s Guide that
were provided to Mr. Fratto between April and June of 1999 were provided without any
restrictions or limitations on their use. Mr. Fratto was not required to enter into a
agreement restricting his ability to disclose information about the pre-release AEC v3.1
product or the Aventail Connect v3.1/v2.6 Administrator’s Guide as a condition of
receiving and using these materials. Instead, I recall that it was Aventail’s practice to
simply provide recommendations to reviewers about installation and use of a pre-release
version of a product, and information about the intended release date for the product.

% %k k ok ok ok k ok ok k

I declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to be true; and further that these statements were
made with the knowledge that willful false statements and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that
such willful false statements may jeopardize the validity of the patent subject to this
reexamination proceeding.

(Vo

Chris A. Hopen Date
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Exhibit A
May 2, 1997 Aventalil Press Release

“Aventail Ships the First Standards-Based Virtual Private
Network Software Solution,” PR Newswire, PR Newswire
Association LLC. May 2, 1997
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Page 2
Aventail delivers highly secure, flexible VPN solution InfoWorld June 23, 1997

setup prevents an intruder from accessing both sites.

Unlike IP-based protocols such as IP Security Architecture (IPSec), a
tunneling protocol currently in the draft stage, Socks 5 compels a user to
pass permission requirements once that user passes the system perimeter.
Once users traverse firewalls, Socks 5 limits access to specific parts of
your host system. The system locks out users from directories and
applications according to their permission profile.

Socks 5 performs encryption and authentication at the session layer (Layer 5)
of the IP packet, enabling an interoperability unmatched by most of
Aventail's competitors.

Aventail products support Challenge Handshake Authentication Protocol, Secure
Sockets Layer, and Remote Access Dial-In User Service authentication. In
addition, Aventail deploys an open architecture to further enhance the

flexibility of its products. Key management is compliant with Public Key
Cryptography Standards. Encryption is DES and triple-DES enabled. Recently,
Aventail announced Socks 5 capability with the IPSec, PPTP, and Layer 2
Tunneling Protocol security protocols.

Outside authority

Mobile VPN represents an achievement in usability. I ran my VPN server on
Windows NT 4.0 and used a Windows 95 client unit running AutoSocks.

Mobile VPN carries handy administrative tools such as Proxy Chaining and
Credential Caching, as well as myriad conventional utilities for alias
tables, filtering, and session parameters.

AutoSocks acts as the remote-access agent that intercepts application
requests between the client application itself and the WinSock interface. It
offers logging and configuration GUIs that resemble a miniature version of
Mobile VPN, minus the high-level host controls.

I installed both pieces with minimal hassle, minus a certificate authority
component. Aventail has no plans to become a certificate authority vendor,
leaving the task to third parties, such as VeriSign. Unfortunately, this

extra service can cost from $290 to as much as $2,000 per year per server.

Add this to Aventail's tiered licensing scheme, and the bottom line becomes a
little steeper than that of most conventional VPN solutions. Whether it is
worth the cost depends on the complexity of your security policies.

Fluctuating protocols

Implementing VPNs is not for the faint of heart or pocketbook. Tunneling
protocols are maturing even as I write. The key to maintaining a foothold in
the market is flexibility. In general, developers are building modular
products in anticipation of the Internet Engineering Task Force's final draft
of IPSec. It is hard to say what will become of Socks 5 (or Socks 6), but

for now it has found a little-explored niche in secured connectivity.
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Although MobileVPN and AutoSocks lack bidirectional communication and
IP-layer features, their open architecture makes them compatible with
multiple standards and provides a high level of security.

Lai-Han Szeto (laihan_szeto@infoworld.com) is a contract analyst at the
InfoWorld Test Center.

THE BOTTOM LINE: EXCELLENT

MobileVPN 2.0 and AutoSocks 2.1

This virtual private network (VPN) software combination offers a secure and
easy-to-manage remote-access solution.

Pros: Excellent proxy-level management; flexible architecture that
complements other VPN and security products.

Cons: Third-party products required for specific IP-layer features such as
IPX encapsulation; no broadcasting or remote administration.

Aventail Corp., Seattle; (888) 762-5785 (toll-free), (206) 777-5600; fax:
(206) 777-5656; http://www.aventail.com.

Price: $4,999 per server for fewer than 25 connections; $66 per client seat
for fewer than 25 seats. (Tiered pricing available.)

Platforms: MobileVPN: Unix, Windows NT; AutoSocks: Unix, Windows 3.x, Windows
95, Windows NT.

LOAD-DATE: June 23, 1997
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Aventail AutoSOCKS v2.1 Administrator’'s Guide
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Aventail AutoSOCKS v2.1 Administration and User’s Guide
Copyright © 1996-1997 Aventail Corporation. All rights reserved.

117 South Main Street
4™ Floor

Seattle, WA 98104-2540
USA

Printed in the United States of America.

Trademarks and Copyrights

Aventail, AutoSOCKS, Internet Policy Manager, Aventail VPN, Mobile VPN, and Partner
VPN are trademarks of Aventail Corporation.

SocksbToolkit is atrademark of NEC Corporation. MD4 Message-Digest Algorithm and
MD5 Message-Digest Algorithm are trademarks of RSA Data Security, Inc. Microsoft, MS,
Windows, Windows 95, and Windows NT are either registered trademarks or trademarks of
Microsoft Corporation. RealAudio is atrademark of Progressive Networks.

Other product names mentioned in this manual may be trademarks or registered trademarks of
their respective companies and are the sole property of their respective manufacturers.

Copyright © 1995-1996 NEC Corporation. All rights reserved.
Copyright © 1990-1992, RSA Data Security, Inc. All rights reserved.
Copyright © 1991-1992, RSA Data Security, Inc. All rights reserved.
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Introduction

Welcome to the AutoSOCKS™ v2.1 secure Windows client for 16- and 32-bit Windows
applications. AutoSOCK S v2.1 isthe first commercial application to incorporate the SOCKS
v5 security protocol standard, ssimplifying SOCK S deployment for end users and network
managers.

AutoSOCK S transparently intercepts WinSock communication requests issued by TCP/IP
applications and processes them based upon a set of routing directives (rules) assigned when
AutoSOCKS is configured. (For more information about WinSock, TCP/IP, and general
network communications, see “Getting Started.”)

On larger networks, AutoSOCK S can address multiple SOCK S v5 servers based on end
destination and type of service. This feature enables network administrators to effectively
monitor and direct network traffic.

Features of AutoSOCKSv2.1:

e Supports both SOCK S v4 and SOCK S v5 standards

e Supports RFC1928 and RFC1929 SOCK S v5 standards

»  Network-based setup provides a single configuration point with a simple user interface

e Transparently route connections from Windows applications to external networks through
any SOCK S-based firewall system

»  Logging utility to troubleshoot problems with network connections
e Enablesinterna network connections to pass through without interference
»  Enables network redirection through multiple SOCK S servers

e Supports multiple authentication methods including SOCK S v4 Identification,
username/password, CHAP, and SSL 3.0. Other authentication modules can be added

e Supports 16-bit WinSock 1.1 applications under Windows 3.1 and Windows for
Workgroups 3.11

e Supports both 16- and 32-bit applications under Windows 95, Windows NT 3.51, and
Windows NT 4.0

*  Provides automated installation and uninstallation
*  WinSock interoperability tested at Stardust WinSock Labs

About This Document

The AutoSOCK S v2.1 Administration and User’ s Guide provides basic information about
AutoSOCKSv2.1. It isdesigned to include entry-level datafor non-technical users aswell as
more advanced installation, setup, and configuration information for network administrators.
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Thisinformation is aso available via online AutoSOCK S Help and the Aventail web site at
http://www.aventail.com/.

Document Organization

This document is divided into two primary sections: the Administrator’s Guide and the
AutoSOCK S Utilities Reference Guide. The Administrator’ s Guide describes procedures for
setting up, installing, and configuring AutoSOCK S for individual and multiple networked
workstations.

The AutoSOCK S Utilities Reference Guide describes the AutoSOCK S system menu
commands and utility programs. It contains detailed information about using Ping and
Traceroute utilities and documents the authentication/encryption modules and settings.

In addition to the AutoSOCK S v2.1 Administration and User’ s Guide and the AutoSOCK S
Utilities and Reference Guide, this document includes aremovable AutoSOCKS User’s
Supplement which describes screen displays and features that end-users may encounter while
running AutoSOCK S in their client workstations. The document concludes with Appendix 1:
Troubleshooting and a Glossary.

Check the Quick Start Card, a short document designed to help you install AutoSOCK S to an
individual workstation.

Document Conventions

The following typographic conventions are used in this document. Exceptions may be made
for online material; for instance, italics may be difficult to read online.

2 ¢ AutoSOCKS v2.1 Administration and User’s Guide
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Convention Usage

ALL CAPITALS Filenames and extensions, directory names, keynames, and
pathnames.

Bold
Anything the user types, including command-line commands,
addresses or URLs, options, and portions of syntax that must
be typed exactly as shown. Dialog box controls
(Destination field), e-mail addresses
(support@aventail.com), URLs
(http:/Avww.aventail.com/), and IP addresses
(165.121.6.26) are also bold.

Italic Placeholders that represent information the user must insert.

“To Do” Procedures Underlined To Do headings indicate procedures and step-by-
step directions. Multi-step procedures are numbered; single-
step procedures are bulleted.

Technical Support

If you experience problems installing, configuring, or running AutoSOCKS refer to any of the
following:

e TheAvental web site, http://www.aventail.com/, for the latest list of known problems.

e The README.TXT documentation for additional information not contained in the
manual.

If necessary, report problemsto Aventail using the Bug Report form at the Aventail web site.
Aventail Technica Support:

Web site: http://www.aventail.com/

E-mail: suppor t@aventail.com
Phone: 206.777.5640
Fax: 206.777.5656
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About Aventail Corporation

Aventail Corporation is the leading vendor of next-generation Internet security systems. Its
software allows organizations to secure their networks, manage their employees’ accessto the
Internet and build Virtual Private Networks (VPNs). Creating a VPN gives organizations the
ability to dynamically create a private communication or data channel over the Internet.
Aventail’ s adherence to open security standards simplifies VPN deployment, enables
interoperability, and leverages corporations’ existing network investments. Its VPN solutions
allow companies to extend the reach of their corporate Intranets to customers, partners, remote
offices, and worldwide employees.

Aventail Corporation

117 South Main Street

4™ Floor

Seattle, WA 98104-2540
Phone: 206.777.5600
Fax: 206.777.5656

http://www.aventail.com/

info@aventail.com

4 o AutoSOCKS v2.1 Administration and User’s Guide
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AutoSOCKS v2.1
Administration and
User’s Guide

This section includes procedura and background information on installing AutoSOCK S to
both single and networked workstations. It includes:

e Getting Started with brief explanations of network security and communications
»  Définitions of SOCKS and AutoSOCKS
e AutoSOCKS platform and installation requirements

e Installing AutoSOCKS, including network diagrams of Aventail VPN, Aventail Internet
Policy Manager, and SOCK S v4-based server configurations

e Creating and editing configuration files

Note:  Aventail understands the importance of aflexible, easy-to-use installation
process. If you have feedback regarding the AutoSOCK S installation
procedures, or if there are additional features you wish to see implemented,
please e-mail comments to support@aventail.com. Your input is
appreciated.

Getting Started

If you're new to AutoSOCK S technology, the following section will help you understand what
AutoSOCK S is and does, as well asits relationship to network security in general.

Network Security in a Nutshell

Escalating threats of computer viruses and increased potentia for unwelcome hackers are
forcing companies to seek ways to safeguard their corporate networks and the information they
exchange. The first response to these concerns has been the development of security
firewalls—software barriers that control the flow of information. But firewalls can’t easily be
configured to handle complex security issues such as monitoring network usage, providing
private communication over public networks, and enabling remote users to gain secure access
to internal network resources.

Enter SOCKS V5, an Internet Engineering Task Force (IETF)-approved security protocol
targeted at securely traversing corporate firewalls. It was originally developed in 1990, and is
now maintained by NEC. SOCKS acts as a circuit-level proxy mechanism that manages the
flow and security of datatraffic to and from your local area network or intranet. A workstation
whose traffic is proxied by SOCKS is considered “socksified.” SOCK S is more than a
standard security firewall. It also features:
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e Client Authentication: (SOCKS v5 only) Authentication allows network managers to
provide selected access to internal and external areas of a network.

e Traffic Encryption: (SOCKS v5 only) Encryption ensures that network traffic is private
and secure.

e UDP Support: (SOCKSv5 only) User Datagram Protocol (UDP) has traditionally been
difficult to proxy with the exception of SOCKS v5.

e Cross-Platform Support: Unlike most UNIX security solutions, SOCK 'S code can easily
be ported to platforms such as Windows NT, Windows 95, and Macintosh systems.

What is AutoSOCKS?

AutoSOCK S automates the “ socksification” of client applications, making it smple for
workstations to take advantage of the SOCK S v5 protocol. When you run AutoSOCK S on
your system, it automatically routes appropriate network traffic from a WinSock application to
the SOCK S server. (WinSock is a Windows component that connects a Windows PC to the
Internet using Transmission Control Protocol/Internet Protocol—TCP/IP.) The SOCKS server
then sends the traffic to the Internet or the external network. Y our network administrator
defines sets of rules by which thistraffic isto be routed.

AutoSOCK S is designed to run transparently on each workstation. In most cases, you'll
interact with AutoSOCK S only when it prompts you to enter authentication information for a
connection to a secure SOCK S server. Y ou may aso occasionally need to start and exit
AutoSOCKS, although network administrators often configure it to run automatically at
startup.

To understand AutoSOCKS, you first need to understand afew basics of TCP/IP
communications.

TCP/IP Communications

Windows TCP/IP networking applications such as e-mail or ftp use WinSock to gain access to
the network or the Internet. WinSock (Windows Sockets) is the core component of TCP/IP
under Windows. (TCP/IP is asuite of protocols that the Internet uses to provide for services
such as e-mail, ftp, and telnet.)

WinSock Connection to A Remote Host

ViaWinSock, an application goes through the following steps to connect to aremote host on
the Internet or corporate intranet:

1. Theapplication executes a Domain Name System (DNS) lookup to convert the hostname
into an Internet Protocol (IP) address. If the application aready knows the | P address, this
step is skipped.

2. The application requests a connection to the specified remote host. This causes the
underlying stack to begin the TCP handshake. (The TCP handshake is the process by
which two computers initiate communication with each other.) When the handshake is

6 ¢ AutoSOCKS v2.1 Administration and User’s Guide
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complete, the application is notified that the connection is established, and that data may
now be transmitted and received.

3. The application sends and receives data.

What Does AutoSOCKS Do?

AutoSOCK S dipsin between the Windows TCP/IP application and the single access point—
WinSock. In simple terms, AutoSOCK S redirects WinSock calls (both parameters and data)
and reroutes them through a SOCK S-based server when required. The routing is determined
by the rules described in the configuration file created when AutoSOCK Sisinstaled. (See
“Configuring AutoSOCKS.")

Because AutoSOCK S intercepts calls to WinSock, AutoSOCK S must duplicate WinSock
functionality. Since AutoSOCK S also makes calls directly into WinSock, it must behave as a
typical WinSock application as well. (See Figure 1.)

‘ Windows TCPAP Application

Tries to connect to
remate host
Returns SOCKS
SErver
AutoSOCKS

Tries to connect to Sends data to
SOCKS server SOCKS server
Connects Returns SOCKS
successully result

Sends and
receives
data (on

successiul

connection)

| WinSock h
| Physical Network Q
‘ SOCKS Server ‘

=
Figure 1. Network application callsintercepted by AutoSOCK S

With AutoSOCKS running, an application executes additional stepsin order to connect to a
remote host through WinSock. These steps must be transparent to the application so that it
cannot differentiate between when AutoSOCK Sis running and when it is not. The following
three steps are identical to standard WinSock communi cations steps described above;
however, nested inside them are additional actions and options introduced by AutoSOCKS.

Petitioner Apple Inc. - Ex. 1023, p. 23



1. Theapplication does a DNS lookup to convert the hosthame to an | P address. However, if
the application aready knows the | P address, this entire step is skipped. Otherwise,
AutoSOCK S does the following:

e If the hostname matches alocal domain string or does not match aredirection rule,
AutoSOCK S passes the name resol ution query through to the TCP/IP stack on the
local workstation. The TCP/IP stack then performs the lookup as if AutoSOCKSis
not running.

» |If the DNS proxy option is disabled, AutoSOCKS allows the request to go through
unchanged.

»  If the destination hostname matches a redirection rule domain name (i.e. the host is
part of adomain we are proxying traffic to) then AutoSOCKS creates afase DNS
entry (HOSTENT) that it can recognize during the connection request. AutoSOCK S
will forward the hostname to the SOCK S server in step 2 and the SOCK S server
performs the hostname resolution.

« |If the DNS proxy option is enabled and the domain cannot be looked up directly,
AutoSOCKS creates a fake DNS entry that it can recognize later, and returns this to
the calling application. The false entry tells AutoSOCK S that the DNS lookup
should be proxied, and that it should send the fully qualified hostname to the SOCKS
server with the SOCKS connection request.

2. The application requests a connection to the remote host. This causes the underlying stack
to begin the TCP handshake. When the handshake is complete, the application is notified
that the connection is established and that data may now be transmitted and received.
AutoSOCK S does the following:

a.  AutoSOCKS checks the connection request.
» If therequest contains afalse DNS entry (from step 1) it will be proxied.

» If therequest contains areal |P address and the rulesin the configuration file
say it should be proxied, AutoSOCK S calls WinSock to begin the TCP
handshake with the server designated in the config file.

» If therequest contains areal |P address and the configuration file rules says that
it should not be proxied, the request is passed to WinSock and processing jumps
to step 3 asif AutoSOCKSis not running.

b.  When the connection is completed, AutoSOCK S begins the SOCK S negotiation.
» It sendsthelist of authentication methods enabled in the configuration file.

*  Oncethe server chooses an authentication method, AutoSOCK S executes the
specified authentication processing.

e |t then sends the proxy request to the SOCK S server. Thisincludes either the IP
address provided by the application or the DNS entry (hostname) provided in
step 1.

8 ¢ AutoSOCKS v2.1 Administration and User’s Guide
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c.  When the SOCKS negotiation is completed, AutoSOCK S notifies the application.
From the application’s point of view, the entire SOCK S negotiation including the
authentication negotiation, is merely the TCP handshaking.

3.  Theapplication transmits and receives data.

If an encryption module is enabled and selected by the SOCK'S server, AutoSOCK S encrypts
the data on its way to the server on behalf of the application. If datais being returned,
AutoSOCKSS decrypts it so that the application sees clear text data.

AutoSOCKS Platform Requirements

AutoSOCKSS runs under Windows 3.1, Windows for Workgroups 3.11, Windows 95, and
Windows NT 3.51 and 4.0. These five platforms can be divided into two groups. Operating
requirements and interface features unique to each group are described below.

Windows 95 and Windows NT 4.0

Windows 95 and Windows NT 4.0 have virtually identical interfaces. AutoSOCK S commands
are accessed in the Programs list located on the Start menu and from the minimized
AutoSOCKS icon on Taskbar tray.

System Requirements

AutoSOCKS system requirements for Windows 95 and Windows NT 4.0 include the
following:

e Pentium-based persona computer

*  Windows 95 or Windows NT 4.0

e 16 MB application RAM (8 MB on Windows 95)

e 3.5MB hard disk space

e 16- or 32-bit WinSock-based TCP/IP application(s)

*  Network-accessible SOCKS v4 or SOCKS v5 compliant server

A WinSock compatible TCP/IP stack needsto be installed and configured prior to
running AutoSOCK S. This can be the Microsoft-provided TCP/IP stack or athird-party
TCP/IP stack.

Interface Features

*  The AutoSOCKS program icon can be accessed via the Start menu, Programs option, and
Aventail AutoSOCK'S menu command.

e When AutoSOCK Sis running in the background, the AutoSOCK Sicon isvisible in the
system tray (unless the Hide Icon command is enabled).

*  The AutoSOCKS system menu can be displayed by right-clicking the AutoSOCK S icon
located in the Taskbar tray.

e AutoSOCKS can be uninstalled via the Start menu by using the Add/Remove Programs
icon in the Control Panel folder.
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Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 have similar interfaces.
AutoSOCK S commands are accessible from the Aventail AutoSOCK S program group and
from the minimized icon’s System menu when AutoSOCKS is running.

System Requirements

AutoSOCKSS system requirements for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51 include the following:

e 486-based persona computer

e 4 MB application RAM for Windows 3.1 and Windows for Workgroups 3.11; 16 MB for
Windows NT

e 3.5MB hard disk space
e 16- or 32-bit WinSock-based TCP/IP application(s)
*  Network-accessible SOCKS v4 or SOCKS v5 compliant server

A WinSock compatible TCP/IP stack needs to be installed and configured prior to
running AutoSOCK S. This can be the Microsoft-provided TCP/IP stack or athird-party
TCP/IP stack.

Interface Features
e The AutoSOCKS program icon is accessed via the AutoSOCK S program group window
in Program Manager.

e The AutoSOCKS system menu is displayed by clicking the AutoSOCK S icon located in
the AutoSOCK S program group.

e AutoSOCKS can be uninstalled using the Uninstall icon in the AutoSOCK S program
group window.

e When AutoSOCK Sis running in the background, the AutoSOCK S icon is minimized on
the desktop (unless the Hide Icon command is enabled)

Installation Source Media

Regardless of platform, AutoSOCKS can be delivered on CD; in a network-delivered, self-
extracting archive file; or on diskette.

Thisruns SETUP.EXE and installs AutoSOCKSS. Y ou can specify an installation directory, or
AutoSOCK S will ingtall in the default AutoSOCK S directory.

e CD: The CD contains the AutoSOCK S installation program, SETUP.EXE. It also
contains in the \DOCS directory the AutoSOCK S v2.1 Administration and User’s Guide
formatted for Acrobat Reader.
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*  Network Delivered Source Media: The network-delivered source mediais a self-
extracting archive containing the required disk/directory structure within the archive file.
The archive filename will be similar to AS21ED.EXE.

» Diskette Based Source Media. The diskette based source mediais composed of two
separate disks (labeled Disk 1 and Disk 2) that contain all of the AutoSOCK S installation
files.

Installing AutoSOCKS

AutoSOCKS can be installed to a single workstation or to multiple networked workstations. In
either case, you must perform an initial installation of the software and create one or more
configuration files. This procedure is described under "Individual Installation." Once the initial
installation is complete, you can then install to a series of networked computers using the
instructions and information described under “ Network Installation.”

Note  Check the Quick Start Card for an easy-to-follow guide to individual
workstation installation.

Configuration Files

Integral to the initial installation of AutoSOCK Sis deciding how SOCK S traffic should be
redirected through the network. Network redirection rules (used to determine if and how
SOCK S redirection should occur) are defined in the AutoSOCK S configuration file.
Configuration files areinitialy created at the end of the installation process; however; they can
be added, edited, and removed at any time using the Config Tool (in Windows 3.1, Windows
for Workgroups 3.11, or Windows NT 3.51 viathe System menu in the Aventail Program
Group; in Windows 95 or Windows NT 4.0 viathe Aventail icon in the Taskbar tray). The
process of creating one or more configuration filesis described under “ Configuring
AutoSOCKS.”

If you are installing AutoSOCK S on multiple networked workstations, refer to “ Network
Installation” to determine the best method for maintaining and distributing configuration files.
Y ou can then proceed through the initia installation. An Installation Wizard will guide you
through the steps, culminating with the option to create a configuration file.

Individual Installation

To install AutoSOCKS

Before running Setup, it is advisable to close al open Windows applications.
1. Ingtalation procedures vary dightly, depending on which media source you use:

e If you areingtaling directly from CD-ROM, run SETUP.EXE from the AutoSOCK S
directory (\AS v21).

* If you areingtaling directly from diskette, run SETUP.EXE on disk 1.
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» If you areingtalling from a network-delivered self-extracting archive, smply run the
archivefile. Thiswill extract the installation files and automatically launch the setup

program.

The AutoSOCKS Installation Wizard then guides you through the process of installing
the AutoSOCK S application.

2. Attheend of the Setup Program you can click the Yes, | want to view the README
file box in the Setup Complete dialog box. This opens the README file for the latest
information on AutoSOCKS.

-OR-
Simply click the Finish button to compl ete the Setup Program.
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3. The setup program will then ask you if you want to restart now or later.

4. After restarting your PC, start AutoSOCK S for thefirst time.
5. AutoSOCKSwill ask you if you want to run the Configuration Wizard.

If you select Y es, then the Configuration Wizard will launch to help you create a new
configuration file.

If you select No, then AutoSOCK S will ask you to select a configuration file to use.
6. After creating or selecting a configuration file, AutoSOCK S will now be finished
installing.

To uninstall AutoSOCKS

The procedure to uninstall (remove) AutoSOCK S varies depending on whether you are
running a 16- or 32-bit Windows operating system.

B Touninstall AutoSOCKS from Windows 95 and Windows NT 4.0, double-click Add/Remove Programs
in the Control Panel window, select AutoSOCK S from the list of programs on the Install/Uninstall tab, and
click the Add/Remove button.

B Touninstall AutoSOCKS on Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, use the
Uninstall icon in the AutoSOCK S program group.

Network Installation

In generdl, the process of installing AutoSOCK S to multiple networked workstations involves
selection of afile server to use, creation of a staging area for the AutoSOCK S software, and
copying the AutoSOCK S files to a shared network directory from the source media. Additional
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options include adding a default configuration file, and creating a universal batch/script file
that specifies required default command line options when executed by the end user or
installation personnel. AutoSOCK S files should be placed in a network drive which can be
accessed as a mapped drive or, for Microsoft networks, viaa UNC path name
(\computer_nameé\share_name\AutoSOCK S).

Networked Configuration File Setup

There are anumber of ways to set up networked client configuration files. These are the most
common:

e Client configuration file distributed via a mapped network drive (Novell or Microsoft)

e Client configuration file distributed via a Microsoft UNC path and filename

e Loca client configuration file common for al users, but distributed via the standard
AutoSOCK S installation and upgrade program

Administrator-Maintained Shared Configuration Files

Thisisthe most desirable configuration method—multiple workstations sharing one or more
administrator-maintained configuration files located in a common directory. It is an easily
managed configuration because the configuration file is maintained by the network
administrator and changes to network topology can be reflected quickly via network
distribution. For example:

e A single-networked (usualy read-only) configuration file is shared by more than one
client workstation. This method is appropriate when workstations share identical message
traffic routing rules.

e Multiple configuration files are shared by multiple workstations. This option is useful
when you have workstations organized into functional groups (engineering, marketing,
accounting, etc.) with group-specific message traffic routing rules.

Shared Configuration File Distribution

Shared configuration files can be easily distributed and, if necessary, updated via the network.
All configuration files should be tested first before being distributed.

To distribute a shared configuration file

There are three methods for distributing shared configuration files.

Copy thefileto aMicrosoft or Novell network mapped drive accessible by all users. Make sure that end
users configure their AutoSOCKS clients to load the configuration file located on the mapped drive.

-OR-

Copy the file to a Microsoft Windows workstation supporting UNC-sharing for file resources. (Both the 16-
and 32-bit AutoSOCKS clients support specification of the configuration file using the Microsoft UNCs.)
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This distribution method has al the benefits of placing the file on a network mapped drive with the added
bonus of convenience—end users don’t have to actually map the network drive.

-OR-

Create a shared configuration file, AUTOSOCK.CFG, to be installed on workstations during the standard
AutoSOCK S ingtall ation/upgrade process. (Place the shared configuration file into the DISK1 directory.)
Whenever the AutoSOCK S client isinstalled or updated, it will to automatically copy AUTOSOCK.CFG to
the end user’ s workstation and set AutoSOCKS to use it.

Note  If a configuration file is specified as a command line option in the
Setup program, installation of the AUTOSOCK.CFG configuration file
will be overridden.

Setup Command Line Options

The AutoSOCK S setup program accepts several command line options which allow you to
customize the installation process. By using options on the command line, installation can
either run entirely unattended, or it can be used to specify a network-based AutoSOCKS
configuration file. Each of the command line options are listed in the following table along
with a brief explanation. Specifying any of the options that support unattended mode will
cause the setup program to perform an automatic installation using default values for any
options not explicitly specified.
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Explanation Default Value Unattended
config=path Specifies the location of the Nothing No
AutoSOCKS configuration file.
The destination can be either a
local file, or can be specified with
a UNC filename or common
mapped drive.
dir=path Specifies the directory containing | C:\Program Yes
AutoSOCKS installation files. Files\VAventail\
AutoSOCKS
autostart If specified, moves the Don’t put in Yes
AutoSOCKS application into the startup
Startup group; otherwise
AutoSOCKS must be started
manually.
nocfg Specifies that none of the Configuration No
configuration tools should be tools are
installed. This option will keep the | installed
Config Tool and Configuration
Wizard from being installed.
nt=16|32|both Selects the type of WinSock Both Yes
applications supported by
AutoSOCKS: |6-bit, 32-bit or
both. This option is only valid for
Windows NT

Configuring AutoSOCKS

Configuration files are created using the Config Tool application. This application can be
launched during AutoSOCK S installation or any time you wish to add, modify, or remove a
configuration file.

The steps for creating a new configuration file are:
Define the SOCK'S servers

1
2
3.
4
5

Define the destinations (networks and hosts)

Specify redirection rules

Enter Local Name Resolution (optional)

Manage authentication modules

These procedures are described in the text below.
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To launch the Config Tool

The Config Tool opens with the Open AutoSOCK S Configuration File dialog box. After a
configuration file is selected or anew file nameis entered, the main window of the Config
Tool appears.

1. Click theYes, | want to configure AutoSOCK S box in the Setup Complete dialog box
(during installation).

-OR-

Select Config Tool from the Aventail AutoSOCK S program group (Windows 3.1,
Windows for Workgroups 3.11, or Windows NT 3.51) or the Aventail AutoSOCKS
menu (Windows 95 or Windows NT 4.0 Programs menu option).

2. If you are creating a new configuration file, enter a name for the configuration file.
(AutoSOCK S defaultsto AUTOSOCK.CFG).

-OR-
Select the configuration file you wish to open.
This displays the main window of the Config Tool.

‘S Config Tool - C:\___\utoS0CKS\blob_clg

Local Hame Rezolution I Authentication I
Redirection Rules | Servers I Destinationz

Deztination Semice | SOCKS Server

; L [all] [MOME]
= [ewemnthing elee]  [ALL] Gateway SOCKS Server

sdd. | Edt. | Bemove |

k. I Cancel | Help |

The Config Tool window contains five tabs. The properties defined on each tab can be
edited at any time.
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Tab Function

Redirection Rules Specifies how network requests are routed to the SOCKS
servers.

Servers Defines the SOCKS servers.

Destinations Specifies the network and host addresses that should be

routed through SOCKS servers.

Local Name Resolution | (Optional) Specifies hostnames that will be resolved by the
local workstation.

Authentication Enables, disables, and sets properties for the
authentication modules.

Y ou can change the width of any of the fields on the tabs by moving the cursor to the dividing
line between the fields on the field bar. When the cursor changes to a double-headed arrow,
click and drag to resize the field.

Define a SOCKS Server
SOCKS servers are defined on the Serverstab in the Config Tool.

‘Ek Config Tool - C:%___\AutoSOCKSAblob_cfg

Local Hame Rezolution ; Authentication ;
Redirection Fules Servers i Destinationz

t/IP

&lia

tad.. | Edt. | Bemove |

k. i Cancel ; Help 1
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Field Definition

Alias The descriptive name you assign to the server. (The number is
the SOCKS version.)

Host/IP The hostname and/or IP address of the server.

Port The port on which the server is listening.

To add a SOCKS server

1. Onthe Server tab, click the Add button.
The Define SOCKS Server dialog box appears.

Define SOCKS Server B
Alaz Hame: Gateway 50
Hostname or IP: isucksng.internal.blnb.l:l:nm
FPort Humber: W
5--5DEK5 Yerzion
" SOCKS wi
Detect Yersion 1
&+ SOCKS +5
-Fallback
" Fallback to Server: ;Eal-:;l,.'.,:ay SOCKS Senver ¥
% Fallback to Host &lias

(] i Cancel 1 Help
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Field Definition

Alias Name User-friendly alias for SOCKS server.

Hostname or IP Actual hostname or full numeric IP address for SOCKS
server.

Port Number SOCKS server port. Default value is 1080.

SOCKS Version SOCKS v4: SOCKS Version 4.0
SOCKS v5: SOCKS Version 5.0
Detect Version: | Detect SOCKS version number.

Fallback Fallback to SOCKS server alias for redundant server
Server:

Fallback to Host | Use DNS records for redundancy
Alias:

2. Inthe Alias Name box, type auser-friendly alias for the SOCKS server.

3. Inthe Hostname or |P box, type the actual hostname of the SOCK S server or its IP
address.

4. Inthe Port Number box, type the SOCK S server’s port number. If you don’t enter avalue,
it defaults to the standard SOCK S port 1080.

5. Under SOCKS Version, select the version of SOCK S supported by the server. If you're
unsure of the version, click the Detect button.

Note  Typicaly you should select SOCKS v5 unless the server can only
support SOCKS v4.

6. Under Fallback, directly specify a SOCKS server for redundancy or use the Host Alias to
specify a SOCKS server.

To edit SOCKS server properties

B Sdlect the SOCKS server you want to edit and click the Edit button.

The Define SOCKS Server dialog box appears with the selected server datafilled in. Edit
any of theinformation.

To remove a SOCKS server definition

B Sdlect the SOCKS server you want to remove and click the Remove button.

The server is deleted from the list. Corresponding redirection rules will also be deleted.

Define a Destination
Destinations are defined on the Destinations tab in the Config Tool.
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After one or more SOCKSS servers are defined, destinations to be routed through them should
be added.

Notee  The (everything else) destination refers to all network and host addresses
not otherwise defined.

To add a destination

1. Onthe Destinations tab, click the Add button.

The Define Destination dialog box appears.
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Define Deztination

7" Single Host

Aliaz Hame:

|ozal M etwark)

Hosl Hane: ;

[P & ddress:

| 0

F{v Metwork

Drarmain Mame: ;internal.l:ulul:u.ccum

= Address Range ¥ Syubret
IPAddess: [ 10. 1 . 1 . 1 |
Methask: [255. 0 . 0 . 0 |
] i Cancel 1 Help 1

Field Definition

Alias Name User-friendly alias for destination network or host

Single Host A specific destination computer
Hostname: Actual name of destination network or host
IP Address: Full numeric IP address
Lookup: Look up IP address

Network One or more computers in a network

Domain Name:

Domain of the network

Address Range:

Beginning and ending IP addresses

Subnet: IP address and netmask

From: Address Range: Starting IP address.
Subnet: IP address

To: Address Range: Ending IP address.

Subnet: Net mask
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2. Inthe Alias Name box, type a user-friendly alias to use for the destination network or
host.

3. Choose either the Single Host or Network option:

Under Single host, type the actual name of the host system and/or its full, numeric IP
address. If you don’t know the Host’ s | P address, the L ookup button will help you locate
it.

-OR-
Under Network, type the domain of the network and choose either the Address Range or
Subnet options:

Use To

Address Range Enter a starting and ending IP address. All addresses between the
two will be included as part of the destination. For example, a
starting IP address of 192.168.1.0 and an ending IP address of
192.168.1.255 would include all hosts on the 192.168.1 subnet.

Subnet Enter an IP address and a net mask. This is another way to specify
a group of destinations. For example, an IP address of 192.168.1.0
and a net mask of 255.255.255.0 defines the same address range as
shown above.

To edit a destination

B Select the destination you want to edit and click the Edit button.

The Define Destination dialog box appears with the selected destination datafilled in.
Edit the data as necessary.

To remove a destination

B Sedlect the destination you want to remove and click the Remove button.

The destination is deleted from the list. The corresponding redirection rule will also be
deleted.

Enter Redirection Rules

Once servers and destinations are defined, you can then specify how you want AutoSOCK Sto
redirect (or deny) access to various hosts and services such as e-mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.
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Local Hame Rezolution i Authentication i
Redirection Rules ; Servers i Destinations i

Destination Service | SOCKS Server

; g wark, [ALL] [MOME]
+ | =f [eventhing elze]  [aLL] Gateway SOCES Server

Add... Edit... Bemove

In the above example, the redirection rules specify that network traffic on the Local Network
will not be redirected through a SOCK S server. All traffic not directed to the Local Network
will be proxied through the Gateway SOCK S Server.

Field Definition

Destination Destinations defined on the Destination tab
Service Type of Internet traffic
SOCKS Server Servers defined on the Server tab

Y ou can change the width of any of the three fields by moving the cursor to the dividing line
between the fields on the field bar. When the cursor changes to a double-headed arrow, click
and drag to resize the field.

To add a redirection rule

Asyou add destinations, use the arrow buttons to prioritize them. List the most specific rules
first and the general rules|ast.

Note: AutoSOCKS scans the list from the top down and uses the first matching ruleit finds,
so it isimportant to list the most specific rulesfirst.

1. Onthe Redirection Rules tab, click the Add button.
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The Define Redirection Rule dialog box appears.

Field Definition

Destination Host or server destination for message traffic.
Service Type of Internet traffic.
Name or Select from a list of common service ports
Port No.: or enter a new port.
Use all ports: Apply the rule to all services.
TCP and UDP: Apply the defined rule to both TCP and
UDP traffic.
TCP only: Apply the defined rule to TCP traffic only.
UDP only: Apply the defined rule to UDP traffic only.
Proxy Specify how to redirect traffic.
Redirection

Redirect via:

Redirect all traffic through the SOCKS server
selected from the list.

Do not redirect:

Route traffic directly to the specified
destination without being redirected through
SOCKS.

Deny service:

Deny access to the specified destination. The
network connection is blocked locally instead
of at the server level.
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2. Select adestination from the Destination list.

3. Under Service, check the Use all ports box to apply the rule to all services. Otherwise,
select an individual service from the Name or Port No. list.

4. Under Proxy Redirection, select one of three redirection options:

Note  If you select Deny Service and the user has edit control of the Config
file, the option can be circumvented by quitting AutoSOCKS or by
changing the option in the dia og box.

To edit a redirection rule

B Select the redirection rule you want to edit and click the Edit button.

The Define Redirection Rule dialog box appears with the selected datafilled in. Edit any
of the information.

To remove a redirection rule

B Sdect the redirection rule you want to remove and click the Remove button.

The redirection rule is deleted from the dialog box.

Define Local Name Resolution

Local Name Resolution instructs AutoSOCK S to resolve hostnames locally without needing to
venture on to the Internet. This optional feature offers you another level of control over how
AutoSOCK S performs name resolution.

The local workstation resolver is the name resolution component of the local TCP/IP stack.
This feature acts as a shortcut; hosthames matching the strings defined in the Local Name

Resolution dialog box are passed to the local resolver for name resolution instead of being

proxied through the SOCK S v5 server.

For example, if internal.blob.com is added to the Defined Strings list, then aworkstation
attempting to connect to www.inter nal.blob.com would perform hostname resolution using
thelocal TCP/IP stack.

Local Name Resolution is specified on the Local Name Resolution tab in the Config Toal.
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R edirection Rules i Servers i Destinations i
Local Mame Rezolution 1 Authentication i

Specify a domain recognized by the wiark station resalver:

iriternal. blob. com &dd

i~ Defined Strings

I iniermal Dok com

. Bemove ’ .

¥ Use local rezolver for ungualified names

Field Definition

Specify Domain New domain name

Defined Strings List of domain names that can be resolved locally

Use local resolver | Pass through unqualified hostnames to the local resolver

To add a local domain name

B Onthe Local Name Resolution tab, type the new name in the Specify Domain text box and click the Add
button.

The new name is moved into the Defined Strings text box. It is now active.

To remove a local name

B Sdlect the domain name you want to remove from the Defined Strings text box and click the Remove button.

The domain name is removed from the list.

Managing Authentication Modules

SOCK S v5 servers often require user authentication before allowing access. AutoSOCK S
authenti cation modules facilitate this process by displaying dialog boxes which ask for
username and password information as well as other authentication credentials.

The current AutoSOCK S authentication modules (SOCK S v4 I dentification,
Username/Password, Challenge Handshake Authentication Protocol, and Secure Socket
Layer) support an AutoSOCK S feature known as credential caching. Credential caching isthe
process of retaining your authentication credentials once they've been accepted by the SOCKS
server. Using credential caching, you can enter your credentials for a SOCK'S server once per
AutoSOCKSS session, rather than once for each individual connection (atedious task for
applications such as WWW browsers).
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AutoSOCKS can cache authentication credentials in memory, based on the option you select
in the Authentication dialog box. Memory caching stores the credentials for the current session
only. When you restart AutoSOCK S or Windows, the memory cacheis flushed and you must
renter your credentials as prompted.

Authentication modules are managed and configured on the Authentication tab in the Config
Tool.

Field Definition

Module Name The name of the authentication module on
disk;. <Null Auth> indicates that no
authentication module will be used.

Description The description of the authentication
method.
Indicator Check this option to display a visual

indication of the authentication/encryption
being used as network traffic is generated.

Each authentication module includes its own modul e-specific configuration. To view or edit a
modul€’ s configuration dialog box, select the module from list on the Authentication tab and
then click the Setup button.

Authentication modules can be selectively enabled and disabled using the Disable/Enable
button. By default, the modules are all enabled. Thisisindicated by the green button next to
the module name. When amodule is disabled, the button is red.
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To configure the SOCKS v4 Identification module

AutoSOCK S includes backward compatibility for the SOCKS v4 protocol. SOCK S v4 does
not support password authentication; only your username is sent unencrypted to the SOCKS
server along with your connection request. Y our username is determined by entriesin the
SOCK S v4 Identification Module configuration dialog box.

1. Onthe Authentication tab in the Config Tool, select sv4auth (SOCKS v4 Authentication)
and click the Setup button.

The SOCKS v4 Identification dialog box appears.

SOCKS w4 Identification Options

&+ Use Windows Login
i~ Usze Mefafare Login

Cancel

" Prompt user for name ’

Help
| Allevemen Eaching —

Field Description

Use Windows Login Identify users by their Windows Login names.

Use NetWare Login Identify users by their Novell NetWare login names.

Prompt user for name | Identify users by the names they enter for this specific purpose.

Allow Memory Stores credentials in memory for this

Caching session only. Cache is flushed upon restart;
credentials must be reentered as
prompted.

Allow Disk This option is currently unavailable. (Stores

Caching credentials on disk for future sessions.)

2. When the option Prompt user for nameis selected, choose the desired caching option.
(Currently only Memory Caching is available.)

3. After making appropriate selections, click OK.
The dialog box closes and the Config Tool is displayed.

To configure the Username/Password authentication module

AutoSOCK S supports the RFC 1928 (Internet standards document) username and password
authentication protocol. This authentication method sends your username and password in
clear text across the network to the destination server. The Username/Password authentication
module dialog box contains only credential caching options.
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1. Onthe Authentication tab in the Config Tool, select unpw (Clear text
username/password) and click the Setup button.

The Username/Password dialog box appears.

Field Description

Allow Memory Caching

Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as
prompted.

Allow Disk Caching

This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)

2. Thesdection defaultsto Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool is displayed.

To configure the CHAP Authentication module

AutoSOCK S supports the Challenge Handshake Authentication Protocol (CHAP). This
authenti cation method sends your username and password encrypted across the network to the
destination server. The CHAP authentication module dialog box contains only credential

caching options.

1. Onthe Authentication tab in the Config Tool, select chap (CHAP) and click the Setup

button.

The CHAP Options dialog box appears.
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Field Description

Allow Memory Caching | Stores credentials in memory for this session only. Cache is
flushed upon restart, credentials must be reentered as

p
prompted.

Allow Disk Caching Currently Unavailable. (Stores encrypted credentials on disk
for future sessions.)

2. Thesdection defaultsto Allow Memory Caching. Click OK
The dialog box closes and the Config Tool is displayed.

To configure the SSL security module

AutoSOCK S supports Secure Socket Layer (SSL) v3.0, a session-layer protocol for securing
connections in ageneral, protocol-independent fashion. At thistime, SSL isa TCP-only
enhancement; when using SSL with UDP associations, the bulk datais passed without
protection.

Normally SSL servers are required to have an RSA key pair and a certificate. RSA isa
public/private-key cryptographic system; it creates akey pair: a private key (which, asthe
name suggests, is kept absolutely private and never shared) and a public key (which iswidely
published.)

However, you normally must then establish some kind of relationship between your RSA
public key and the identity of the server, so that somebody else cannot create their own RSA
key information and use it to impersonate your server. Certificates establish this relationship.
A certificate is essentially an electronic "statement” which verifies that a certain RSA public
key is associated with a particular name.
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Certificates are issued by a Certification Authority (CA), and are linked together to form a
construct called a certificate chain of authorities, each one having a previous entity vouching
for itsidentity. In practice, chains generaly include two certificates: one confirming the
identity of the server, and the other—a "root" certificate—containing the identity and public
key of the CA.

Certificates contain special integrity checks and electronic signatures which verify that the
certificate is genuine, was issued by some certification authority, and was not tampered with.
Anybody can issue a certificate that says anything; the client must know who issued the
certificate, and have some trust relationship in order to believe that it isin fact true. The client
has alist of trusted CAs. A set of certificate chains can be structured as a tree, with new
certificates ssemming from old ones. A base CA is sometimes called the “root” or "trusted
root" of thistree.

The SSL module dialog box contains an initia set of options regarding the viewing of
certificates. It expands into more detail when the Advanced button is clicked.

1. Onthe Authentication tab in the Config Tool, select sslcInt (SSL Security) and click the
Setup button.

The SSL Options dialog box appears.
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Field Description

Upon Successful Connection: The certificate is valid.
View when the server Upon successful connection, display the server
certificate is new. certificate if it hasn’t been displayed during the

current session.

Don’t show me the Never display the server’s certificate if it is deemed
certificate. valid.

If a server certificate is suspect: The certificate may not be valid.
Always show me suspect Each time a certificate is deemed suspect by
certificates. AutoSOCKS, display it.

Show me the same suspect | Once a suspect certificate has been accepted by the
certificate once. user, don’t display it again.

Show me the certificate, but | Reject the connection, but display the suspect
reject the connection. certificate.

Select an action that AutoSOCK S should take once it deems the server certificate
acceptable. (Under normal circumstances, the server will provide AutoSOCKS with a
certificate to match with one of AutoSOCKS' trusted roots, if any exist):

* View when the server certificateis new: AutoSOCKS displays the certificate the
first timeit's seen. Subsequent connections to the same SOCK S server will not cause
the certificate to be redisplayed.

e Don't show metheserver certificate: AutoSOCK S will never display avalid
certificate.

Select an action that AutoSOCK S should take if it receives a server certificate that is
suspect:

»  Always show me suspect certificates: AutoSOCK S will display suspect certificates
each time they are received. The certificate dialog box will appear for each new
connection to the server(s) sending a suspect certificate. (This option allows you to
continue the connection despite the fact that the certificate is questionable.) The SSL
module authenticates the server’ s certificate based on the following questions:
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Isthe certificate valid?
Did atrusted certificate authority (CA) issue the certificate?

Is the name established by the certificate the same as the name of the
server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certificate.

e Show methe same certificate once: AutoSOCK S will display a suspect certificate
thefirst timethat it is received. If you choose to maintain the connection, the
guestionable certificate will not be displayed again during the current session.

e Show methe certificate, but reject the connection: AutoSOCKSwill regject a
connection if the certificate is suspect. It will display the certificate to allow you to
view it.

4. Clicking the Advanced button in the dialog box to expand the dialog box into acceptable
cipher (acryptographic agorithm used to encrypt the data stream) options.
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Field Description

Allow RC4 Offer the RC4 cipher to the server.
Allow DES Offer the DES cipher to the server.
Allow NULL Encryption Do no encryption. SSL will be used to authenticate,
not encrypt.
Allow Diffie-Hellman Anonymous Don’t authenticate the server; only do encryption.
Trusted roots Choose a file with a certificate that specifies
certificate chain roots that are to be trusted.
Add Add a new trusted root.
Import Import a trusted root.
Delete Delete a trusted root.
View View a trusted root certificate file,

During theinitial SSL connection negotiation, the client and the server negotiate which
cipher to use. Checking a particular cipher in the dialog box doesn't mean that it will be
used. Instead, each checked cipher is offered to the server, but the server must make the
final determination. If the server requires a cipher that isn’t selected in this dialog box, the
authentication will fail.

Any or al of the acceptable cipher options can be selected:
* Allow RC4: AutoSOCKS encrypts the information using the RC4 cipher.
* Allow DES: AutoSOCKS encrypts the information using the DES cipher.

e Allow Null Encryption: AutoSOCKS allows the server to choose no encryption.
Message integrity is still assured, but the data will be sent in the clear.

e Allow DiffieeHellman Anonymous: AutoSOCK S will be able to communicate with
the SOCK S server without requiring a server certificate. The client and server will
not exchange certificates, so there will be no authentication. The encryption will still
be negotiated, and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).

5. If necessary, add atrusted root to the list of trusted roots by pressing the Add button, and
selecting afile that contains atrusted root certificate.

When AutoSOCK S receives a certificate from a server, it looks at the root of the
certificate chain and matches it against AutoSOCKSS list of trusted root certificates.

6. After making appropriate selections, click OK.
The dialog box closes and the Config Tool is displayed.

Example Network Configurations

The following sections describe the setup of AutoSOCK S in an example network
configuration using the Aventail Internet Policy Manager (IPM) and the Aventail VPN Server.
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Configuration Using Aventail Internet Policy Manager

To better describe how to get started configuring AutoSOCK S for use with the Internet Policy
Manager, we have created an example network configuration that will be used in al examples
throughout this section. Below is an example network topology architecture that emphasizes
simplicity to facilitate easy adaptation to real world network designs.

AutoSOCKS in an Aventail Internet Policy Manager Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
genera public. The public accessis provided through arouter that is connected to the public
Internet. The private segment is used to house al of the corporation's private network
resources and data to be used only by internal company employees. To provide protection of
the private LAN from unwanted external access, the Aventail IPM is configured such that
operating system routing is disabled. Therefore, no direct network connections between the
public LAN and the private LAN can be created without being proxied through the Aventail
IPM.
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The end user workstations (10.1.1.99 through 10.1.1.102) illustrate client workstations, onto
which, AutoSOCK S will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail IPM unless they are running
AutoSOCKS, which will automatically proxy their application traffic. In this situation,
AutoSOCK S will forward traffic destined for the Internet to the Aventail IPM. Then, based on
the administrative configuration, the Aventail IPM will proxy end user traffic out beyond the
boundary on which the Aventail IPM islocated. The client workstations used in this example
are Microsoft Windows based PC’s.

The other servers on the private segment are “interna” or private servers that contain
information and tools that are not intended for public use or consumption. If these individual
hosts require access beyond the Aventail IPM they can also be configured to use AutoSOCKS.
Asin the client workstation case, AutoSOCK S will alow applications running on these hosts
to traverse the Aventail IPM public/private boundary. In most situations, for more stringent
security, these hosts don't have access to the public network at all.

The Aventail IPM in our example, has two network adapters configured to use theinternal |P
address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal network
address space is part of the IANA reserved address space (per BCP RFC 1918) routing MUST
be disabled on this host and routing advertisements for thisinternal network MUST NOT be
propagated to the outside world. End user authentication has been enabled on the Aventail

IPM server, which will require that users present their credentials before being allowed to have
any connectivity to the external public network(s). For this example, Aventail IPM is
configured to use RFC1929 Username/Password for authenticating connections AutoSOCK S
forwardsto it. For additional information on how to configure the Aventail IPM product,
consult the Aventail IPM Administration Guide.

Subseguently, in most Aventail IPM environments there are large numbers of clients that
require installation and configuration. For completeness we will illustrate how to install and
configure AutoSOCK S on alarge number of client workstations. The easiest and best
mechanism for installation of AutoSOCK S to many client workstationsis to follow the
AutoSOCKSS network installation procedures. For our example, we will be installing the base
AutoSOCKS client distribution to a network file server that will be used to pull the
AutoSOCK S software and client configuration to the desktops. It is often the case that MIS
personnel install single copies of AutoSOCK S for testing and evaluating prior to mass
deployment. The configuration file that is created through the testing phases will then be
copied to a shared file server for group access. Thisway each client workstation maintains the
exact same configuration as determined by the network security policy.

Configuration Using Aventail VPN Server

The following example network configurations show the Aventail VPN Server configured for
aMabile VPN environment and a Partner VPN environment. This example emphasizes
simplicity to facilitate easy adaptation to real world network designs.
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AutoSOCKS in an Aventail Mobile VPN Environment

The design used in the example above consists of two individual Ethernet segments, one
public and one private. The public segment is used to host anonymous services available to the
genera public. The public accessis provided through arouter that is connected to the public
Internet. The private segment is used to house al of the corporation's private network
resources and data to be used only by internal company employees. The Aventail VPN Server
depicted in this example is used to provide secure and monitored access to the private LAN for
mobile employees and partners. For security reasons the Aventail VPN Server is configured
such that operating system routing is disabled. Therefore, no direct network connections
between the public LAN and the private LAN can be created without being securely proxied
through the VPN server.

The mobile user workstations connected to the public Internet are the client workstations, onto
which, AutoSOCK S will be deployed. Due to the routing restrictions described above, these
clients will have no network access beyond the Aventail VPN Server unless they are running
AutoSOCKS. Depending on the security policy and the Aventail VPN Server configuration,
AutoSOCK S will automatically proxy their allowed application traffic into the private
network. In thisis situation, AutoSOCK S will forward traffic destined for the private internal
network to the Aventail VPN Server. Then, based on the security policy, the Aventail VPN

38 * AutoSOCKS v2.1 Administration and User’s Guide

Petitioner Apple Inc. - Ex. 1023, p. 54



Server will proxy mobile end user traffic into the private network but only to those resources
allowed. The client workstations we focus on in this section are Microsoft Windows based
PC's.

The Aventail VPN Server in our example, has two network adapters configured to use the
internal 1P address of 10.1.1.1 and an external address of 129.79.100.64. Since the internal
network address space is part of the IANA reserved address space (per BCP RFC 1918)
routing MUST be disabled on this host and routing advertisements for thisinternal network
MUST NOT be propagated to the outside world. End user authentication and encryption has
been enabled on the Aventail VPN Server, which will require al end users to use AutoSOCK S
to enable authentication and encryption of their sessions before being alowed to have any
connectivity to the internal private network(s). For this example, the Aventail VPN Server is
configured to use SSL for encryption of all sessions. For additional information on how to
configure the Aventail VPN Server product, consult the Aventail VPN Server Administration
Guide.

Installation and use of AutoSOCK S for remote access purposes differs a bit from its
installation and use with the Aventail IPM product. First, configuration files need to be kept
locally on the end user workstation or laptop. Thisis due to the inability to have a shared file
server that allows direct access outside the perimeter of the private network. Second, not all
traffic is passed through to the Aventail VPN Server. Only traffic that is destined for the
internal network is authenticated and encrypted, al other traffic passes through AutoSOCK S
unchanged. For instance, browsing the Internet from the mobile user workstation occurs as if
AutoSOCK S was not even running in the background. Large sites with many mobile users
will want to setup an internd file server and perform a network installation for use by all of the
mobile usersto install and configure AutoSOCKS easily. For more information, consult the
"Network Installation.”
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Figure 4. AutoSOCKS in a Partner VPN Environment
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AutoSOCKS Utilities
Reference Guide

Section |1, the AutoSOCK S Utilities Reference Guide, covers the utilities available from the
AutoSOCKSS system menu. This section explains:

e Using commands in the System menu including Close, Hide Icon, Help, About,
Credentias, Configuration File, Config Tool

e Using the Logging Tool to track AutoSOCK S activity and S5 Ping to check network
connectivity

System Menu Commands

Even though AutoSOCK S requires little to no interaction with the end user, there are functions
available by way of the AutoSOCK S System menu. To display the System menu, right-click
the minimized AutoSOCK Sicon (Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.1) or click the AutoSOCK Sicon in the Taskbar tray (Windows 95 and
Windows NT 4.0).

AutoSOCKS System Menu Commands

Menu Function

Command

Close Closes AutoSOCKS.

Hide Icon Hides the AutoSOCKS icon from view.
Help Accesses online Help.

About Displays Aventail AutoSOCKS About box.
Credentials Displays authentication credentials.

Configuration File | Selects a new configuration file.

Config Tool Runs the Config Tool.
Logging Tool Runs the Logging Tool.
S5 Ping Runs the ping and traceroute utilities.

Each of the commands are discussed in the paragraphs below.

Notee  The Config Tool, Logging Tool, and S5 Ping commands are optional
components and will only appear when they have been installed by the
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network administrator. They are discussed in the sections "Logging Tool"
and "S5 Ping" below.

Close

This command closes AutoSOCK S. Exiting AutoSOCK S may limit access to certain remote
hosts or prevent you from using certain WinSock applications.

Hide Icon

This command hides the AutoSOCKS icon from view. AutoSOCK S will be running the
background; however, the icon won't be visible in the system tray (Windows 95, Windows NT
4.0) or minimized on the desktop (for Windows 3.1, Windows for Workgroups 3.11, and
Windows NT 3.51).

Help

This command accesses AutoSOCK S online Help menu.

About

This command displays the Aventail AutoSOCKS About box which includes AutoSOCK S
software copyright notification, version information, and so on. The M or e button displays a
list of files used by the current version of AutoSOCKS.

Credentials

This command displays the Manage Credentials dialog box. Credentials include the
information (such as username/password) that you enter when establishing a connection to a
SOCK S server requiring user authentication. (AutoSOCK S prompts you with an
authentication dialog box.) Aslong as your credentials are in memory, you can establish
connections to associated SOCK S servers without needing to re-enter the authentication
information.

Currently, thereis no way to edit credential data fields; you can only delete the entire
credential entry or clear the password portion of it. In either case, AutoSOCK S will prompt
you to enter updated authentication information when you re-establish a connection to the
associated SOCKS server.
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Field Definition

SOCKS Server SOCKS server name

User Name User name for the SOCKS server

Method Numeric identifier of authentication method
(2=username/password, 3=CHAP, 134=SSL)

To delete a credential entry

Delete authentication credentials when they are no longer correct. After the credentials are
deleted, you'll be prompted to reenter them the next time you connect to the associated
SOCKS server.

B Sedlect the credential entry you wish to delete and click the Delete button.
This deletes the credential information.

To exit the Manage Credentials dialog box

B Click the OK button to accept changes to the credentials and close the dialog box.
-OR-

Click the Cancel button to close the dialog box without accepting any changes you might
have entered.

Notee  The Apply button makes changes permanent but keeps the dialog box
open so you can keep working.

Configuration File

This command lets you load a different configuration file from the Select Configuration dialog
box. AutoSOCK S defaults to AUTOSOCKS.CFG.
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For more information about the configuration file, refer to “Creating Configuration Files.”

To load a configuration file

Check with the network administrator before making any changes to the configuration.
B Select the configuration file you wish to load and click the Open button.

The new configuration fileis transparently loaded into AutoSOCK S. AutoSOCK S must
be restarted for the new configuration parameters to take effect.

Config Tool

The AutoSOCK S Config Tool creates configuration files used to determine how network
requests should be routed and which authentication protocols should be enable. (This option
may not be available to all users.)
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| Remove |

Cancel | Help |

Configuration files should be set up by a network administrator. They are usually created
during AutoSOCK S installation but they can also be added, removed, or modified at any time.
If necessary, several configuration files can be created for different users or user groups. Some
configuration files may reside on a networked drive, accessible by multiple users; other
configuration files may be tailored to a specific user on an individual workstation. The Config
Tool dialog box is discussed in detail under "Creating Configuration Files.”

Logging Tool

The Logging Tool is adiagnostic utility used to trace AutoSOCK S activity. (This option may
not be available to all users.) When running atrace, the Logging Tool displays errors,
warnings, and information messages as AutoSOCK S generates them. If desired, the message
list can be saved to alog file for later study. Log files can be used to troubleshoot technical
problems. They are also useful when running AutoSOCK S for the first time to ensure that

network traffic is being routed appropriately.

To trace AutoSOCKS activity

1

-OR-

Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point
to Aventail AutoSOCK S and click Logging Tool.

for Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCKS program group, double-click the Logging Tool program icon.
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2. IntheLog menu, select L evel and then click one of the three levels of information you
wish to trace.

-OR-

Select one of the three levels from the list on the toolbar.

Choose To Log

Errors Errors only
Warnings Errors and warnings only
Information Errors, warnings, and information

3. InthelLogmenu, click Trace.
-OR-
Click the Trace On button on the toolbar.

The log window will now record and display trace information asit is generated by
AutoSOCKS. Y ou can tell when the trace function is active because messages are
scrolling down the screen and the Trace On button is depressed.

5. When you're ready to stop the Trace function, click Trace in the Log menu
-OR-
Click the Trace Off button on the toolbar.
The Trace function is stopped. Y ou can now scroll through the results, print them, and/or
save them to afile.

To save a log file

The Logging Tool alows you to append each new message to the end of a.LOG file asthe
trace is executed, or save the contents of the log window at any time. If you save asthetraceis
being executed, AutoSOCK S will append messages to the log file until you stop the log
function. Datain the log window will not be retained unlessit is saved.
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Thereis no way to open alog file from within the log window. Y ou must open alog file using
atext editor such as Notepad.

To save alog file as the data is being generated, click L og to Filein the log menu. Enter the filename in the
Select Log File dialog box.

-OR-

Click the File L ogging button on the toolbar. Enter the filename in the Select Log File
dialog box.

To save the contents of the log window at any time, click Save Asin the log menu and enter the filename.

To filter messages in the log window

The contents of alog window can be filtered by selecting the types of messages you wish to
view. Selecting a specific type of message can make it easier to scan the information onscreen.
If the data has been saved to alog file, aview filter will not affect the file contents; it merely
adjusts the screen display of those contents.

1. IntheView menu, click Filter Messages to display the Filter dial og box
-OR-
Click the Filter button on the toolbar.

Notee  The Filter option is an on/off toggle. If the filter is enabled, click Filter
M essages to turn it off, then select it again to display the Filter dialog
box.
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Field Definition

Categories Select any of the three filters to display errors, warnings, and/or
information in the log window.

Type* 32-bit: Show messages from 32-bit applications.

1 6-bit: Show messages from |6-bit applications.

*These options are disabled if you're running 16-bit Windows.

2. Under Categories, select one or more the three filter check boxes. The Log window will
adjust the display based on your selection(s).

3. Under Type, select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

B |ntheView menu, click Font. Enter your font preferences into the standard Windows Font dialog box.

B Todisplay and hide the toolbar and status bar, click Toolbar and/or Status Bar in the View menu.

To copy the log window

The log window contents can be copied to the Windows Clipboard.
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B To copy dl of the window contents to the Windows Clipboard, click Select All in the View menu. Then
click Copy in the Edit menu or click the Copy button on the toolbar.

B To copy selected messages to the Windows Clipboard, drag the mouse over the messages to highlight them.
Then click Copy in the Edit menu or click the Copy button on the toolbar.

To print the log window

The contents of the log window can only be printed in its entirety.
B To print thelog window contents, click Print in the log menu.
-OR-
Click the Print button on the toolbar.

The entire contents of the window will be printed, regardless of whether you have specific
messages selected. If the display has been filtered, only the filtered messages will be
printed.

To find a specific message

The Find function will only work with data displayed in the window. If the display has been
filtered, only the filtered messages will be searched. The Find dialog box remains active until
you closeit.

B |nthe Edit menu, select Find.
-OR-
Click the Find button on the toolbar.

Then enter your search parameters into the Find dialog box.

To clear the log window

Log window contents should be cleared when you' re ready to execute a new trace, and you no
longer need to see the old data.

B |nthe Edit menu, select Clear All.
-OR-
Click the Clear All button on the toolbar.

To close the log window

When you're ready to close the Log window, make sure you' ve saved the contents of the trace
for later reference if necessary. All settings are saved when you exit.

B |nthe File menu, select Exit.
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S5 Ping
Two of the most useful diagnostic tools in an administrator’s arsena are ping and traceroute.

e The ping utility checksfor network connectivity between two hosts and returns
information about the quality of the connection.

e The Traceroute utility checks for network connectivity by displaying information about
routers between two hosts. It displaysinformation for each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP). SOCKSvV5is
designed to handle TCP and UDP protocols; however, ICMP is not supported. Because ping
and traceroute are based on ICMP, there's no way to directly proxy aping or traceroute
request. To circumvent this problem, AutoSOCKSS provides a utility called S5 Ping.

S5 Ping will ping (or traceroute to) a host outside of a SOCK S server by having the client
request the SOCK S v5 server to ping the host in question. When a response from the host is
returned, the SOCK S server relays the data back to the client and displaysit in the S5 Ping
window.
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Field Definition

Operation Select the program you wish to run.

SOCKS Server The SOCKS server which will execute the operation. If
AutoSOCKS is already configured, this list will be preloaded with
SOCKS servers from the configuration file.

Destination The SOCKS server you wish to ping (or traceroute). If
AutoSOCKS is already configured, this list will be preloaded with
single host destinations defined in the configuration file. (See
“Configuring AutoSOCKS.”)

Results The results of the operation once the connection succeeds. The
format of the results will vary based upon the SOCKS server
platform.

S5 Ping can be used whether or not AutoSOCK Siis running. However, if the server that you're
connecting through requires authentication, AutoSOCK S must be loaded. The availability of
S5 Ping is determined by the network administrator when AutoSOCKSisfirst installed. In
some cases, the S5 Ping command won't appear on the AutoSOCK S System menu or in the
program group.

To run ping or traceroute using S5 Ping:

1. Launch S5Ping.

2. Select the network operation to use (ping or traceroute).

3. Choose which SOCKS server will carry out the ping or traceroute operation.
4. Sdlect the host to ping or traceroute.

5. Click the Start button to start the operation.

These procedures are described in the text below.

To launch S5 Ping

S5 Ping can be used whether or not AutoSOCK Sis running.

1. Windows 95 or Windows NT 4.0: From the Programs command in the Start menu, point
to Aventail AutoSOCK S and click S5 Ping.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: From Aventail
AutoSOCK S program group, double-click the S5 Ping program icon.

-OR-

If AutoSOCK Sis already running, choose the S5 Ping menu item from the AutoSOCK S
tray icon menu (Windows 95, Windows NT 4.0) or from the minimized AutoSOCK S
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icon System menu (Windows 3.1, Windows for Workgroups 3.11, and Windows NT
3.51).

The S5 Ping window appears.

Notee S5 Ping will function without a properly configured AutoSOCKS;
however, the user will be required to type the information about the
target SOCKS server and target host into the SOCKS Server and
Destination text boxes.

Once the S5 Ping window opens, you can execute a ping or traceroute network operation.

To run ping or traceroute using S5 Ping

S5 Ping has two modes of operation: ping and traceroute.
1.  Under Operation, select one of the two options, Ping or Traceroute.

2. Under SOCKS Server, select a SOCK S server to carry out the operation. If no servers are
listed (because S5 Ping did not locate an AutoSOCKSS configuration file), type the
SOCKS server's hostname or | P address.

3. Under Destination, select a single host destination to ping or traceroute. If no hosts are
listed (because S5 Ping did not locate an AutoSOCKSS configuration file), type the
hostname or |P address of the host you wish to ping or traceroute.

4. Click the Start button to execute the operation. The Start button then changes to Stop.
Results from any previous operation are cleared from the window.

5. If the SOCKS server requires authentication, you may be prompted with a server
certificate or required to enter a username and password. (For more information about
server certificates and username/password authentication, see “Managing Authentication
Modules’ in the AutoSOCK S v2.1 Administration and User's Guide.)

6. Once the connection to the host has been made, the information returned from the server
will be displayed in the Results window.

To stop ping or traceroute

B Click the Stop button.

This stops the operation and changes the Stop button back to Start. The results of the
operation remain displayed in the S5 Ping window.

To exit S5 Ping

B Click the Exit button.

This clears the results and closes the S5 Ping window.
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AutoSOCKS User
Supplement

AutoSOCK S automatically routes appropriate network traffic from a WinSock-compatible
TCP/IP application such as an e-mail program or aweb browser to a SOCK S-based server.
(WinSock is a Windows TCP/IP interface that connects a Windows PC to the Internet.) The
SOCKS server then sends the traffic to the Internet or the network. Y our network
administrator defines sets of rules by which this message traffic is to be routed.

This AutoSOCK S User Supplement is designed to familiarize you with aspects of the
AutoSOCK S interface. Because AutoSOCK Sis designed to run transparently, in most cases
you'll interact with AutoSOCKS only when it prompts you to enter authentication information
for a connection to a secure SOCK S server on the Internet or corporate intranet. Y ou may aso
occasionally need to start and exit AutoSOCK S although network administrators often
configure it to run automatically at startup.

If you have questions about how AutoSOCKS is running on your system, contact your network
administrator. Details about other AutoSOCK S commands and utilities are described in the
AutoSOCK S v2.1 Administration and User’s Guide. Y ou might find the section, “Getting
Started” to be helpful.

How to Start and Close AutoSOCKS

Because network administrators often set up AutoSOCK S to run minimized at startup, you
may never need to actually launch the AutoSOCK S application. When AutoSOCK S is started,
it loads a default configuration file, AUTOSOCKS.CFG. Thisfile contains the rules
AutoSOCK S uses to properly route network traffic to and from your individual workstation.

Y our network administrator will inform you if the configuration file name should be different.

Closing AutoSOCK S may limit access to certain remote hosts or prevent you from using
certain WinSock applications. Before closing AutoSOCK Sit’s a good idea to check with your
network administrator.

To start AutoSOCKS

B Windows 95 and Windows NT 4.0: From the Programs command in the Start menu, point to Aventail
AutoSOCKS and click AutoSOCKS v2.1.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: In the Aventail
AutoSOCKSS program group, double-click the AutoSOCK S v2.1 program icon.

You'll see aminimized AutoSOCK Sicon indicating that AutoSOCK Sisrunning in the
background. In Windows 95 and Windows NT 4.0, thisicon islocated in the system tray
on the Task bar. +
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To close AutoSOCKS

B Windows 95 and Windows NT 4.0: In the system tray, right-click the minimized AutoSOCKSicon to
display the Aventail System menu, and click Close.

-OR-

Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51: Click the
minimized AutoSOCKS icon to display the Windows System menu, and click Close.

Notee  The Config Tool, Logging Tool, and S5Ping may not appear on the
Aventail System menu in the program group. This is a configuration
option determined when AutoSOCKS isfirst installed.

How to Enter Authentication Credentials

Some SOCK S servers ask you to authenticate yourself before you are alowed to access them.
If you try to connect to a secure SOCK S server, AutoSOCK S may display a dialog box asking
you to enter authentication credentials. (For some types of authentication methods, your input
isn't required.) Credentials can be as simple as your username or password, or they can be
more complicated information. Credentials are assigned to you by your network administrator.

Notee  Never tak about credentials over cellular or cordless phones. These lines
are not secure and you could be compromising system integrity. If you've
mistakenly done so, be sure to let your network administrator know so that
you can be assigned a new password.

Currently, AutoSOCKS supports four kinds of user authentication protocols:
Username/Password, Challenge Handshake Authentication Protocol (CHAP), Secure Socket
Layer (SSL), and SOCK S v4 Identification. To read more about these protocols, see
“Managing Authentication Modules’ in the AutoSOCK S v2.1 Administration and User’s
Guide.

Once you enter your credentials, AutoSOCK S will save them in memory. Thisisknown as
memory caching. Memory caching stores the credentials for the current session only. When
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you restart AutoSOCK S or Windows, the memory cache is flushed. If you reconnect to the
secure SOCK S server, you must again enter your credentials as prompted.

The following discussion includes Username/Password, CHAP, and SSL authentication.
SOCK S v4 authentication does not require user interaction and therefore is not covered in this
supplement.

Username/Password and CHAP Authentication
Username/Password and CHAP authentication use basically the same dialog boxes.

To enter authentication credentials

If the secure SOCK S server to which you' re connecting uses Username/Password or CHAP
authentication, you'll see adialog box similar to the following:

Note  If you don't know what to enter into the dialog box fields, check with
your network administrator.

1. Inthe Username text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

2. Inthe Password text box, type your password.

Y our password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

3. Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCK S server and if they are
accepted, you'll continue your processing without hindrance.
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If your credentials are refused by the server, the application will display an dert stating
that the message traffic didn’t go through. Try the transaction again, reentering your
username/password. |f problems persist, contact your network administrator.

SSL Authentication

SSL authentication, originaly devel oped by Netscape for secure Web communications, uses
authentication certificates to identify authorized users. A certificate is essentially an electronic
“statement” which verifies the integrity of a connection. When you attempt to connect to an
SSL server, AutoSOCK S may display the SSL certificate sent by the server. This may not
always be the case, depending on how your network administrator has configured the system.

Note It isn't the mission of this supplement to explain the intricacies of
authentication or the components of SSL certificates. If you're interested in
learning more about them, talk to your system administrator or read about
them in the AutoSOCKS v2.1 Administration and User’s Guide under
“Managing Authentication Modules.”

To accept an SSL certificate

Because anyone can issue a certificate that says anything, you should accept certificates only
from trusted sources. Otherwise, the information you receive may be invalidated. If you have
any concerns about whether or not to accept a certificate, talk with your network administrator.
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When you see atrusted certificate display on screen, click Accept.

If you click Reject, your connection won't be established. If you click Next, you seea
second “page” of the certificate data with the same Accept and Reject buttons.

If you click Accept, the certificate is accepted as valid and AutoSOCKS may display a
Username/Password dialog box for you to fill in. The Username/Password dialog will
only display if sub-authentication is being negotiated. With SSL authentication, the
network administrator has the additional option of requiring you to perform a second
(sub) leve of authentication.

In the User name text box, type your user name.

Press TAB to move to the next field, or click the Password text box to place the insertion
point. Be sure to type your username and password accurately.

In the Password text box, type your password.

Y our password is concealed as you type it; it displays on screen as a series of asterisk (*)
characters.

Under Credential Caching, use the default option Cache for this session. Click OK.

When you click OK, your credentials are sent to the secure SOCK S server and if they are
accepted, you'll continue your processing without hindrance.
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Appendix I:
Troubleshooting

AutoSOCK S-related problems tend to fall into four categories: Installation, Network
Connectivity, Configuration, and Application and TCP/IP Stack Interoperability.

AutoSOCKS Installation Problems

When the instructions in Installing AutoSOCK S in the AutoSOCK S v2.1 Administration and
User's Guide are followed, problems installing AutoSOCK S are rare. When they occur, they
are often the result of:

Toolbars, virus-checking utilities, or other Windows applicationsrunning during the
installation

If any of these are found to have been running during afailed installation, close them, uninstall
AutoSOCKS, reboot, and then re-install AutoSOCK' S, taking care to ensure that the toolbars,
virus-checking utilities, or applications were not automatically restarted when the system was
rebooted.

Insufficient RAM or free space on the volume to which AutoSOCK Sisbeing installed

If either of these is suspected as the cause of afailed installation, increase the available
resources according to the System Requirements of the AutoSOCKS v2.1 Administration and
User's Guide and retry the installation.

Corrupted AutoSOCK Sinstallation media or corrupted or incomplete FTP of
AutoSOCK S sdlf-extracting, executable installation file

If corrupted AutoSOCK S installation diskettes are suspected causes of afailed installation,
contact Aventail Technical Support for assistance in determining whether the files on the
diskettes may have been corrupted and whether replacement diskettes must be obtained from
Aventail or your vendor.

If corrupted or incomplete FTP transfer of AutoSOCKS ingtdllation files obtained over the
Internet is suspected, retry the transfer, taking care to ensure that the FTP client isin binary
mode and confirm that the transfer completes normally. Contact Aventail Technical Support to
confirm that the byte size of the transferred installation file is correct.

Installation to a workstation on which AutoSOCK Swas running or from which a
previous version of AutoSOCK Swas not completely uninstalled

If either of these circumstances is suspected causes of afailed installation, contact Aventail
Technical Support.

Installation script errors
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AutoSOCKSisinstalled with Install Shield. If Install Shield reports errors during a failed
installation, note the text of the error messages and the specific circumstances in which they
occurred and contact Aventail Technical Support.

Network Connectivity Problems
Before AutoSOCK S can be used to successfully redirect WinSock application connections:

1. The workstation on which AutoSOCK Sisinstalled must also have a properly installed,
Winsock-compatible, TCP/IP stack running on it.

Thisinstallation can be confirmed by successfully pinging the IP address of the workstation,
from the workstation itself, using a WinSock ping application. If thistest fails, the failure
must be corrected before AutoSOCK S can be tested and before Aventail Technical Support
can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation on which
AutoSOCKSisinstalled and the SOCK S server(s) to which it is configured to redirect
connections.

This connectivity can be confirmed by successfully pinging the SOCK S server(s) by IP
address, from the client workstation. If thistest fails, the failure must be corrected before
AutoSOCKS can be tested and before Aventail Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the SOCK S server(s) and the
network host(s) to which the SOCK S server(s) are expected to proxy connections.

This connectivity can be confirmed by successfully pinging the network host(s), by |P address,
from the SOCK S server(s). If thistest fails, the failure must be corrected before AutoSOCK S
can be tested and before Aventail Technical Support can provide assistance.

AutoSOCKS Configuration Problems

This section addresses troubleshooting of simple AutoSOCKS configuration problems.
Troubleshooting of complex AutoSOCK S configuration problems is beyond the scope of this
section.

Itis easiest to troubleshoot AutoSOCK S configuration problems by creating and testing
simple AutoSOCK S configuration files, such as those that may be created with the
AutoSOCKSS Configuration Wizard. However, al references to host and domain names should
be removed from configuration files created with the wizard, before testing, to defer possible
name resolution complications until the files can be demonstrated to work with | P addresses,
aone.

Notee  The IP address and SOCKS port number of the SOCKS server(s) to which
AutoSOCKS must connect must be known, before troubleshooting
AutoSOCKS configuration problems. Neither AutoSOCKS, nor Aventail
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Technical Support, can discover the IP address or port number of the
SOCKS server(s).

When troubleshooting AutoSOCK S configuration problems, confirm that the AutoSOCK S
configuration file that is currently selected in the Configuration File... diaog isthe one
intended for testing.

After selecting a configuration file to test, open the AutoSOCK S Config Tool and:
1. Confirm that the SOCK S server has been correctly identified by 1P address.

Click on the Serverstab, click on the server dias, and then click on the Edit button. Compare
the IP address in the Hostname or IP: field with that of the SOCK S server.

If the SOCK S server isa SOCKS v5 server, click on the SOCK S v4 radio button in the
SOCKS Version section of the Serverstab. Then click on the Detect Version button. The
selection should revert to the SOCK S v5 radio button, indicating that AutoSOCK S detected a
SOCK S v5 server running at the | P address specified in the Hostname or IP: field.

If, on the other hand, the SOCK S server is a SOCKS v4 server, click on the SOCKS v5 radio
button in the SOCKS Version panel. Then click on the Detect Version button. The selection
should revert to the SOCK S v4 radio button, indicating that AutoSOCK S detected a SOCK S
v4 server running at the | P address specified in the Hostname or P field.

If Detect Version fails to detect a SOCK S server of either version, it is possible that no
SOCK S server isrunning on the host identified in the Hostname or IP: field. Contact your
SOCKS server administrator to confirm that the SOCK S server is running at the address
specified.

2. Confirm that all AutoSOCK S Authentication Modules are enabled.

Click on the Authentication tab and confirm that the “traffic light” icons for dl of the
Authentication Modules are green, indicating that the modules are enabled. Enabling all the
modules configures AutoSOCK S to attempt any form of authentication demanded by the
SOCKS server or null (no) authentication. Note the form of authentication demanded by the
SOCK S server and, if necessary, obtain the proper authentication credentials, such asa
SOCK S server username and password, from the SOCK S server administrator.

3. Confirm that the network hosts to which the SOCK S server is expected to proxy
connections are within a redirected destination.

Click on the Destinations tab, click on the Destination which includes the network host to
which the SOCK S server is expected to proxy connections, and then click on the Edit button.
Confirm that the definition of the Destination includes the network host.

Next, click on the Redirection Rules tab. Confirm that connections to the Destination are
configured to be redirected by the SOCKS server.

After making any necessary changes to the AutoSOCKSS configuration, restart AutoSOCK S
and then restart any WinSock applications, before testing the new configuration.
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Application and TCP/IP Stack

Interoperability Problems

AutoSOCK S isintended to “automatically socksify” al “well-behaved” Winsock applications.
Occasionally, Winsock applications are found which AutoSOCK S does not socksify, due to
interoperability problems with the application.

AutoSOCKSis also intended to run on al WinSock-compliant Microsoft Windows TCP/IP
stacks. Occasionally, WinSock stacks are found on which AutoSOCK S does not run as
expected, due to interoperability problems with the stack.

If an application or stack inter-operability problem is suspected, report it to Aventail Technical
Support. Aventail will make every effort to resolve interoperability problems.

AutoSOCKS Trace Logging

AutoSOCKS includes aLogging Tool for doing traces of AutoSOCKS and Winsock activity.
AutoSOCKS traces are often useful in troubleshooting AutoSOCK S network, SOCK S server,
and Winsock application interoperability problems. Aventail Technical Support engineers may
request that you perform a debug-level trace, log it to file, and e-mail it to them.

Before Starting an AutoSOCK S Trace:

1. Close any WinSock applications that are running on the workstation.
2. Close AutoSOCKS, if it isrunning.

3. Start an AutoSOCK S Trace.
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4. Click on the Windows Start | Programs | Aventail AutoSOCKS | Logging Tool menu bar
item. The AutoSOCK S Logging Tool window should open, asillustrated in Figure 1, below.

Figure 1

5. In the Logging Tool window Log menu, confirm that the Trace option is checked. If itis
not, click on the Trace option, to check it.

Saving an AutoSOCKS Traceto aFile:

1. Inthe AutoSOCK'S Logging Tool window Log menu, confirm that the Log To File... option
is checked. If it isnot, click on the Log To File... option, to check it. The AutoSOCKS Logging
Tool window Log menu should appear as illustrated in Figure 2, below.
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Figure 2

2. A Select Log File dialog box should appear, asillustrated in Figure 3, below. Enter afile
name appropriate to later identify the file and click Save.

66 * AutoSOCKS v2.1 Administration and User’s Guide

Petitioner Apple Inc. - Ex. 1023, p. 82



Figure 3

Setting the AutoSOCK S Trace Level to Debug:

1. Click on the AutoSOCK 'S Logging Tool window and then press <Ctrl><4>."Debug" should
appear in the drop-down text box in the AutoSOCK S Logging Tool toolbar, asillustrated in
Figure 4, below.
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Figure 4

Note that, when tracing in Debug mode, not all messages that are displayed are indicative of
error.

Logging Trace Data:

1. Start AutoSOCKS.

2. Start the Winsock application.

3. Reproduce the problem and only the problem.

4. Close the trace log file and confirm that it was saved.

Reporting AutoSOCKS Problems

Report AutoSOCK S problems to Aventail Technical Support, ideally by completing and
submitting an AutoSOCK S Problem Report on the Support page of the Aventail website.
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Glossary

alias
User-friendly name for destination network or host computer.

authentication
A method for identifying a user in order to establish access to a system resource or network.
Authentication information such as username/password is entered via prompts.

certificate

A certificate is essentially an electronic "statement” which verifies that a certain RSA public
key is associated with a particular name. Certificates are issued by a Certification Authority
(CA).

client

A program or Internet service that sends commands to and receive information from a
corresponding program known as a server. Most Internet services run as client/server
programs.

configuration file
A file of information containing traffic redirection rules used to determine if and how SOCKS
redirection should occur.

credentials
Credentials include the information (such as username/password) that you enter when
establishing a connection to a SOCK S server requiring user authentication.

domain
Internet name for a network or computer system.

encryption
A security procedure that converts data into aformat which can be read only by the intended

recipient computer.

firewall
Software or hardware barriers that control the flow of information to Private networks.

host
A server connected to the Internet.

Internet Protocol (IP)
The basic data transfer protocol used for the Internet. Information such as the address of the
sender and the recipient is inserted into an electronic “packet” which is then transmitted.

intranet
A network that isinterna to acompany or organization.

70 » AutoSOCKS v2.1 Administration and User’s Guide

Petitioner Apple Inc. - Ex. 1023, p. 86



log window
The window of the Logging Tool which shows alerts, messages, and warnings generated by
AutoSOCKS.

ping
A utility that determinesif aremote host computer is up. ping sends data packets to the host. If
the packets are not returned, the host is down.

protocol
Rules and procedures used to exchange information between networks and computer systems.

redirection rule
Rules defined in the configuration file which specify how network requests are routed to
SOCKS servers.

server
A networked computer that shares resources with other computers. Servers “ serve up”
information to clients.

SOCKS
SOCK Sisasecurity protocol. It acts as a proxy mechanism that manages the flow and
security of datatraffic to and from your loca area network or intranet.

SSL
Security Sockets Layer, an authentication protocol.

Transmission Control Protocol (TCP)
A means of sending data over the Internet with guaranteed delivery.

Transmission Control ProtocolAnternet Protocol (TCPAP)
A suite of protocolsthe Internet usesto provide for services such as e-mail, ftp, and telnet.

traceroute

A utility that traces the routing of data over the Internet to a specific computer. Traceroute
sends a data packet and then lists the intermediate host computers that it traverses on it's way
to the destination machine.

User Datagram Protocol (UDP)
A means of sending data over the Internet without guaranteed delivery. Also known as
“connectionless’ protocoal, it is used for data such as Real Audio®.

Universal Naming Convention (UNC)
A way of accessing afile or directory on another computer. For example:
/Ihost/shar e/directory/file (“share’ refers to the alias used to make the resource available.)

WinSock
(Windows Socket) A Windows component that connects a Windows PC to the Internet using
TCPIIP.

workstation
Any computer connected to a network.
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Exhibit D
October 12, 1998 Aventail Press Release

"Aventail Introduces The First Extranet-Ready Platform; Aventail
Previews its Latest Solution, Aventail ExtraNet Center, at
Networld+Interop in Atlanta." PR Newswire. PR Newswire

Association LLC (October 12, 1998).
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Networld+interop in Atlanta.

Publication: PR Newswire Publish date: October 12, 1998

SEATTLE, Oct. 12 /PRNewswire/ -- With a strong reputation for providing easy-to-manage
security software solutions, Aventail Corporation today announced the introduction of
Aventail ExtraNet Center(TM).

Aventail ExtraNet Center enables corporations to securely extend their enterprise
applications to business partners, suppliers, and customers over the Internet and other
public networks. It is the only extranet-ready platform that delivers the necessary security,
centralized management, and application and network integration for building an extranet,
eliminating the barriers that have previously deterred the widespread deployment of
extranets.

“Businesses are realizing that in order to stay competitive in this global market, they must
constantly evaluate and improve their business processes. It is imperative that they think
of innovative ways to improve the delivery of information to key individuals,” said Evan
Kaplan, president & CEO of Aventail Corporation. "Aventail ExtraNet Center enables
corporations to improve customer relations, facilitate collaborative projects with partners,
and increase employee productivity.”

Today's Extranet Challenges Addressed

Aventail Extranet Center is a client/server software solution that addresses the specific
security, management, and deployment issues that many corporations face when
designing a system to share information with extranet users.

The complete solution provides the foiiowing:

* Sophisticated Security and Access Controls Aventail ExtraNet Center not only provides
strong encryption and authentication, but also granular access controls that enable
administrators to define user privileges based on a broad range of parameters, including
authentication/encryption method, user ID, information resource, group affiliation, and day
and time. This provides corporations with the flexibility to build custom access profiles to
reflect the unique business relationship of each partner.

* Application Independent

Currently, many corporations are deploying extranets with products that only support Web-
based applications, greatly limiting the functionality of the extranet. Aventail ExtraNet
Center supports all IP-based applications including legacy host, Web, JAVA, ActiveX,
CORBA, DCOM+, custom corporate, and client/server applications from corporations such
as SAP, BAAN and PeopleSoft.

* Simple User Management

Aventail ExtraNet Center makes deployment easy for the administrator, even if there are
thousands or millions of users. Through the Aventail Policy Console, a single intuitive
interface, administrators can easily create, delete, or modify extranet users' profiles. Using
the Aventail Management Console, these functionalities can also be securely administered
from any remote or desktop workstation.

* Infrastructure Independent

Aventail ExtraNet Center runs on most operating systems and works with any firewall,
encryption and authentication method, and proxy server. The ability to seamlessly
integrate into any existing infrastructure allows corporations to leverage their existing and
future network and security infrastructure investments. In addition, it makes it easy for
corporations and their business partners to select "best-of-breed" technologies that
address their specific business requirements.

* Transparent Client

Designed for non-technical users, Aventail Extranet Client is a highly functional piece of
software that is completely transparent to the end user. It can be installed in minutes,
makes no technical modifications to the desktop, and can securely traverse any firewall

without administrator intervention. Aventail Extranet Client includes Extranet
Neiaghborhood, a revolutionary application that enables users to browse selected 32-bit
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Windows-based file systems.‘Us'ihg the popular and weli-known Microsoft Windows
Explorer user interface, Extranet Neighborhood does not require any end-user training.

* Automated Client Configuration and Distribution

Network administrators can create up to tens of thousands of custom Aventail Extranet
Clients in one easy step with the Aventail Customizer. With this tool, network
administrators can easily distribute clients and make them available in a central,
networked directory for easy access, download, and installation.

"Information Systems (IS) decision makers charged with protecting core business
information and the brand-equity of the enterprise will want to look at Aventail ExtraNet
Center,” said Jim Huriey, managing director of the information security practice with
Aberdeen Group. "Our clients are wrestling with how to safely deploy and maintain
enterprise commerce activities with key customers, partners and suppliers. Aventail
ExtraNet Center is positioned to meet this need."

Real-Life Extranet Deployments

To date, many organizations in the healthcare, financial services, consulting,
manufacturing, insurance, and high technology industries have benefited greatly from
successful extranet deployments using Aventail solutions.

For example, Ari Friedman, a network engineer at University Health Systems, uses
Aventail to provide doctors, medical students, and staff members at The University of
Texas Health Sclence Center in San Antonio with secure access to patient billing,
scheduling, and lab resuits. By deploying Aventail's extranet solution, the users at the
Health Science Center can be more productive and spend more time with their patients,
giving them better care.

"I evaluated several VPN hardware products and firewall solutions. The hardware products
were unacceptable because the client would have been a nightmare to deploy, and it
meant managing and purchasing another device. Firewalls were out of the question
because they provided terrible performance,” said Friedman. "Aventail meets all of my
requirements. Their solution is dependable, versatile, and something that scales well.”

Pricing and Availability

Aventail ExtraNet Center will be available in November through Aventail's woridwide sales
team and Aventail's Extranet Advantage VAR partners. Pricing details will be available at
the time of product release.

About Aventail

Aventail is at the forefront of providing extranet security and management software
solutions that altow organizations to securely extend their enterprise applications to
strategic partners, suppliers, customers, consultants, and other key individuals. Aventail's
extranet solutions enable organizations to increase their competitive advantage, raise
profits, and leverage their investments in existing and future enterprise systems. With a
strong reputation for providing highly secure and easy-to-manage software solutions,
Aventail has received numerous industry awards from publications such as InfoWorld,
Network Computing, LAN Times, BYTE Magazine, Software Digest, and Computer
Reseller News.

Aventail Corporation is a privately held company headquartered in Seattle, Washington.
For more information on the company and its products, please visit the company's Web
site at www.aventail.com, or contact the company directly at 206-215-1111, 877-
AVENTAIL, or info@aventail.com.

Aventail and Aventail ExtraNet Center are trademarks of Aventail Corporation. All other
trademarks are the property of their respective owners.

COPYRIGHT 2008 PR Newswire Association LLC. This material is published under license from the publisher
through the Gale Group, Farmington Hiils, Michigan. All inquiries regarding rights should be directed to the Gale
Group. For permission to reuse this article, contact Copyright Clearance Center.

HighBeam® Research, a part of The Gale Group, Inc. © Copyright 2011. All rights reserved. www highbeam.com
The HighBeam advertising network includes: womensforusyscom Glamsamity
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AVENTAIL CONNECT 3.01/2.51 ADMINISTRATOR’S GUIDE

©1996-1999 Aventail Corporation. All rights reserved.

808 Howell Street, Second Floor
Seattle, WA 98101
USA

http://www.aventail.com/

Printed in the United States of America.

TRADEMARKS AND COPYRIGHTS

Aventail is a registered trademark of Aventail Corporation. AutoSOCKS, Internet Pol-
icy Manager, Aventail VPN, Aventail VPN Client, Aventail ExtraNet Center, and Aven-
tail ExtraNet Server are trademarks of Aventail Corporation.

Socks5Toolkit is a trademark of NEC Corporation. MD4 Message-Digest Algorithm
and MD5 Message-Digest Algorithm are trademarks of RSA Data Security, Inc.
Microsoft, MS, Windows, Windows 95, Windows 98, and Windows NT are either regis-
tered trademarks or trademarks of Microsoft Corporation. RealAudio is a trademark of
RealNetworks. SecurlD, SoftID, ACE/Server, and SDTI are either registered trade-
marks or trademarks of Security Dynamics Technologies, Inc.

Other product names mentioned in this manual may be trademarks or registered
trademarks of their respective companies and are the sole property of their respective
manufacturers.

© 1995-1996 NEC Corporation. All rights reserved.
© 1990-1992 RSA Data Security, Inc. All rights reserved.

© 1996 Hi/fn Inc., including one or more U.S. patents: 4701745, 5016009, 5126739,
and 5146221, and other patents pending.

© 1996-1997 Consensus Development Corporation. All rights reserved.
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Introduction

Introduction

Welcome to the Aventail Connect 3.01/2.51 secure Windows client for 16- and
32-bit Windows applications. The client component of the Aventail ExtraNet
Center, Aventail Connect is a secure proxy client based on SOCKS 5, the IETF
standard for authenticated firewall traversal. Aventail Connect delivers enhanced
security and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects WinSock calls and reroutes them based upon a set of
routing directives (rules) assigned when Aventail Connect is configured. (For
more information about WinSock, TCP/IP, and general network communications,
see “Getting Started.”)

On larger networks, Aventail Connect can address multiple SOCKS 5 servers
based on end destination and type of service. This feature enables network
administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability
to encrypt inbound or outbound information.

Features of Aventail Connect:
» Aventail Connect supports X.509 client certificates for strong authenti-
cation with SSL (when encryption is enabled)

» Automated Customizer utility simplifies client configuration, distribution,
and installation

» SSL compression detects low bandwidth connections and compresses
encrypted data (when encryption is enabled)

» Secure Extranet Explorer (via Extranet Neighborhood icon on desk-
top) allows users to securely access Windows or SMB hosts over an
extranet connection (Windows 95, Windows 98, and Windows NT 4.0

only)

» Supports WinSock 2.0 (LSP) applications in Windows 98, and Windows
NT 4.0, and WinSock 1.1 and WinSock 2.0 applications in Windows 95

e Supports WinSock 1.1 applications in Windows 3.1, Windows for Work-
groups 3.11, and Windows NT 3.51

» MultiProxy feature allows you to use a SOCKS server or an HTTP
proxy to control outbound access

» Allows the use of port ranges for redirection rules
» Provides integration with SoftiD™ and SecurlD™ tokens
» Provides automated installation and uninstallation

* Credential cache timeout feature allows administrators to specify when
credentials expire

» Provides optional password protection for configuration files

» Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929)
standards

Aventail Connect 3.01/2.51 Administrator's Guide « 1
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» Enables network redirection through successive extranet (SOCKS)
servers

* Includes a logging utility to troubleshoot problems with network connec-
tions

* Includes a Configuration wizard for simplified step-by-step creation of
configuration files

» Allows internal network connections to pass through without interfer-
ence

» Supports multiple authentication methods including SOCKS v4 identifi-
cation, username/password, CHAP, CRAM, HTTP Basic (username/
password), and SSL 3.0

SEE ALSO: For more information on the differences between
Aventail Connect 3.01 and Aventail Connect 2.51,

see “What Does Aventail Connect Do?” in the Admin-
istrator’'s Guide.

NOTE: Not all versions of Aventail Connect have encryption
enabled.

Aventail Connect 3.01/2.51 Administrator's Guide « 2

Petitioner Apple Inc. - Ex. 1023, p. 101



Introduction

ABOUT THIS DOCUMENT

This Administrator's Guide provides basic information about Aventail Connect. It
includes entry-level data for non-technical users, plus installation, setup, and
configuration information for network administrators. This information is also
available via Aventail Connect Help and the Aventail Web site at
http://www.aventail.com/content/products/docs/.

DOCUMENT ORGANIZATION

This document is divided into three main sections: Administrator’'s Guide, Utili-
ties Reference Guide, and Troubleshooting.

The Administrator’s Guide describes procedures for setting up, installing, and
configuring Aventail Connect for individual and multiple networked workstations.
It also describes how to create a customized Aventail Connect package for distri-
bution to multiple users.

The Utilities Reference Guide describes the Aventail Connect system menu
commands and utility programs. It contains detailed information about using the
S5 Ping utility and the Logging Tool, and documents the authentication/encryp-
tion modules and settings.

The document concludes with Troubleshooting and the Glossary.

You can also use the Quick Start Card, a short document designed to help you
install Aventail Connect to an individual workstation, and the Aventail Connect
flowchart, at
http://www.aventail.com/contents/solutions/presentations/quickstart/
vpnclient.pdf.

Aventail Connect 3.01/2.51 Administrator's Guide * 3
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DOCUMENT CONVENTIONS

The following typographic conventions are used in this document. Exceptions
may be made for online material; for instance, italics may be difficult to read
online.

Convention Usage

Courier font Filenames, extensions, directory names,
keynames, and pathnames.

Command-line commands, options, and portions
of syntax that must be typed exactly as shown.

Bold Dialog box controls (Edit... buttons), e-mail
addresses (support@aventail.com), URLSs,
(www.aventail.com), and IP addresses
(165.121.6.26).

Italic Placeholders that represent information the user
must insert.

SEE ALSO: A reference to additional useful information.

NOTE: Information the user should be aware of to increase
understanding and/or efficiency of the software.

CAUTION: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a MINOR security flaw.

WARNING: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a SERIOUS security flaw.

Aventail Connect 3.01/2.51 Administrator’'s Guide « 4
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AVENTAIL TECHNICAL SUPPORT

Contact Aventail Technical Support if you have questions about installation, con-
figuration, or general usage of Aventail Connect. Refer to the Aventail Support
Web site, at http://www.aventail.com/index.phtml/support/
online_support.phtml, or the Aventail Knowledge Base, at
http://www.aventail.com/index.phtml?page_id=03110000, for the latest tech-
nical notes and information. Refer to the r eadne. t xt documentation for addi-
tional information not included in the Administrator’s Guide.

Aventail Technical Support:

Web site: http://www.aventail.com/index.phtml/support/index.phtml
E-mail: support@aventail.com

Phone: 206.215.0078

Fax: 206.215.1120

ABOUT AVENTAIL CORPORATION

Aventail Corporation is the leading vendor of extranet software. Its extranet solu-
tions allow organizations to secure their networked communications and man-
age their employees’ access to the Internet. Building an extranet gives
organizations the ability to dynamically create a private communication or data
channel over the Internet. Aventail's adherence to open security standards sim-
plifies extranet deployment, enables interoperability, and leverages corporations’
existing network investments. Its extranet solutions allow companies to extend
the reach of their corporate extranets to customers, partners, remote offices, and
worldwide employees.

Aventail Corporation

808 Howell Street, Second Floor
Seattle, WA 98101
Phone:206.215.1111
Fax:206.215.1120
http://www.aventail.com/
info@aventail.com

An aventail is a piece of chainmail armor worn around the neck area. In the 14t
century, knights wore an aventail to protect themselves while in combat. Today,
Aventail continues the tradition of protection by allowing organizations to
securely communicate over the Internet.

Aventail Connect 3.01/2.51 Administrator's Guide * 5
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Administrator’s Guide

This section includes procedural and background information on installing Aven-
tail Connect on both single and networked workstations. It includes:

» "Getting Started," with brief explanations of network security and com-
munications

» Definitions of SOCKS and Aventail Connect

» Aventail Connect platform and installation requirements, with an intro-
duction to WinSock 2.0 and LSP architecture

* "Installing Aventail Connect,” which includes network diagrams of
Aventail ExtraNet Center and SOCKS v4-based server configurations

» Directions on how to create and edit configuration files, and an intro-
duction to the Aventail Customizer

NOTE: Aventail understands the importance of a flexible, easy-to-use
installation process. If you have feedback regarding the Aventail
Connect installation procedures, or if there are additional features
you want to see implemented, please e-mail comments to sup-
port@aventail.com. Your input is appreciated.

GETTING STARTED

If you are new to Aventail Connect technology, the following section will help you
understand what Aventail Connect is and does, and its relationship to network
security in general.

NETWORK SECURITY IN A NUTSHELL

Escalating security threats are forcing companies to seek ways to safeguard
their corporate networks and the information they exchange. The first response
to these concerns has been the development of security firewalls—software bar-
riers that control the flow of information. But firewalls are not designed to handle
complex security issues, such as monitoring network usage, providing private
communication over public networks, and enabling remote users to gain secure
access to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (IETF)-approved security
protocol targeted at securely traversing corporate firewalls. SOCKS was origi-
nally developed in 1990, and is now maintained by NEC. SOCKS acts as a cir-
cuit-level proxy mechanism that manages the flow and security of data traffic to
and from your local area network (LAN) or extranet. An application whose traffic

Aventail Connect 3.01/2.51 Administrator's Guide * 6
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is proxied by SOCKS is considered “socksified.” SOCKS is more than a stan-
dard security firewall. Other features:

» Client Authentication: (SOCKS v5 only) Authentication allows network
managers to provide selected user access to internal and external
areas of a network.

» Traffic Encryption: (SOCKS v5 only) Encryption ensures that network
traffic is private and secure.

* UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) traffic
has traditionally been difficult to proxy, with the exception of SOCKS v5.

» Aventail Connect supports X.509 client certificates within SSL.: Includes
a Certificate wizard for generating and processing client certificate
requests.

» Cross-Platform Support: Unlike many other security solutions, SOCKS
can be used on various platforms, such as Windows NT, Windows 95,
Windows 98, and various forms of UNIX.

NOTE: Not all versions of Aventail Connect include the SSL module for
encryption.

WHAT IS AVENTAIL CONNECT?

Aventail Connect is the client component of the Aventail ExtraNet Center. Aven-
tail Connect works with the Aventail ExtraNet Server, the SOCKS 5 server com-
ponent of the Aventail ExtraNet Center. You can use Aventail Connect as a
simple proxy client for managed outbound access, and for secure inbound
access.

Aventail Connect automates the “socksification” of Transmission Control Proto-
col/Internet Protocol (TCP/IP) client applications, making it simple for worksta-
tions to take advantage of the SOCKS v5 protocol. When you run Aventalil
Connect on your system, it automatically routes appropriate network traffic from
a WinSock application to an extranet (SOCKS) server, or through successive
servers. (WinSock is a Windows component that connects a Windows PC to the
Internet using TCP/IP.) The SOCKS server then sends the traffic to the Internet
or the external network. Network administrators can define a set of rules that
route this traffic.

Aventail Connect is designed to run transparently on each workstation, without
adding overhead to the user’s desktop. In most cases, users will interact with
Aventail Connect only when it prompts them to enter authentication credentials
for a connection to a secure extranet (SOCKS) server. Users may also occasion-
ally need to start and exit Aventail Connect, although network administrators
often configure it to run automatically at startup. Aventail Connect does not
require administrators to manually establish an encrypted tunnel; Aventail Con-
nect can establish an encrypted tunnel automatically.

To understand Aventail Connect, you first need to understand a few basics of
TCP/IP communications.

Aventail Connect 3.01/2.51 Administrator's Guide * 7
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TCP/IP COMMUNICATIONS

Windows TCP/IP networking applications (such as telnet, e-mail, Web browsers,
and ftp) use WinSock (Windows Sockets) to gain access to networks or the
Internet. WinSock is the core component of TCP/IP under Windows, and is the
interface that most Windows applications use to communicate to TCP/IP.

WINSOCK CONNECTION TO A REMOTE HOST

Via WinSock, an application goes through the following steps to connect to a
remote host on the Internet or corporate extranet:

1. The application executes a Domain Name System (DNS) lookup to convert
the hostname into an Internet Protocol (IP) address. If the application already
knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host. This
causes the underlying stack to begin the TCP handshake, when two comput-
ers initiate communication with each other. When the handshake is complete,
the application is notified that the connection is established, and data can then
be transmitted and received.

3. The application sends and receives data.

Aventail Connect 3.01/2.51 Administrator's Guide « 8
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WHAT DOES AVENTAIL CONNECT DO?

Aventail Connect slips in between WinSock and the underlying TCP/IP stack.
(See diagram below.) As an application that sits between WinSock and the TCP/
IP stack, Aventail Connect 3.01 is a Layered Service Provider (LSP). Aventail
Connect can change data (compressing it or encrypting it, for example) before
routing it to the TCP/IP stack for transport over the network. The routing is deter-
mined by the rules described in the configuration file.

Windowes TCPAP application
(uzes ether WinZock 1.1 or

Winzock 27
NinSact, 1.1
[cameads il
La W inSact 2] Winzock 2

1

. Muttiple L=Pz can
Aventail Connect be installed ot this
(Layered Service Provider)

lewel

TCPAP stack

1

Phyzical network

Windows TCP/IP applications and Aventail Connect have no direct contact with
one another; instead, each of them communicates through WinSock. Multiple
LSP applications can be installed at the LSP level.

Aventail Connect 3.01/2.51 Administrator's Guide « 9
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NOTE: Aventail Connect does not alter or replace WinSock or any other
core TCP/IP components (files) provided by the operating system.

When the Aventail Connect LSP receives a connection request, it determines
whether or not the connection needs to be redirected (to an Aventail ExtraNet
Server) and/or encrypted (in SSL). When redirection and encryption are not nec-
essary, Aventail Connect simply passes the connection request, and any subse-
guent transmitted data, to the TCP/IP stack.

The two most popular versions of WinSock are version 1.1 and version 2. Aven-
tail Connect 3.01, like all LSPs, requires WinSock 2.0; WinSock 1.1 does not
support LSPs. WinSock 2.0 includes backward-compatibility with all WinSock
1.1 applications. Not every platform supports WinSock 2.0 and its LSP structure.

*  Windows 98 and Windows NT 4.0 support WinSock 2.0 natively. (Win-
dows NT 4.0 requires Service Pack 3 or above, available from
Microsoft.)

* Windows 95 supports WinSock 1.1. Windows 95 can also support Win-
Sock 2.0, but you must install a Microsoft patch to add support for Win-
Sock 2.0.

*  Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 do
not support WinSock 2.0; they support only WinSock 1.1.

For those platforms that do not support WinSock 2.0 and LSP applications,
Aventail includes Aventail Connect 2.51 on the Aventail Connect 3.01/2.51 CD.
Aventail Connect 2.51 was designed for operating systems that support only
WinSock 1.1. For Windows 3.1, Windows for Workgroups 3.11, or Windows NT
3.51 operating systems, setup will install Aventail Connect 2.51. If you are work-
ing on a Windows 95 operating system, setup will detect whether you have
installed the Microsoft Windows 95 WinSock 2.0 Update. If setup detects the
Microsoft update, which upgrades Windows 95 to support WinSock 2.0, setup
will install Aventail Connect 3.01. If setup does not detect the Microsoft update, it
will install Aventail Connect 2.51.

The Aventail Connect 2.51 user interface is identical to that of Aventail Connect
3.01; however, Aventail Connect 3.01 includes MultiProxy (see “Multiple Firewall
Traversal”). Aventail Connect 2.51 does not include MultiProxy.

In the future, more Windows applications may require WinSock 2.0.

During installation, setup determines which version of Aventail Connect to install.
On WinSock 2.0 platforms, Aventail Connect 3.01 is installed. On WinSock 1.1
platforms, Aventail Connect 2.51 is installed. The following table shows how
setup determines which version of Aventail Connect to install.

Aventail Connect 3.01/2.51 Administrator's Guide ¢ 10
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Aventail Connect Version

Operating System WinSock Support Installed

Windows 98, WinSock 2.0 Aventail Connect 3.01
Windows NT 4.0

Windows 95 With Microsoft Aventail Connect 3.01

patch: WinSock 2.0

Without Microsoft Aventail Connect 2.51
patch: WinSock 1.1

Windows 3.1, WinSock 1.1 Aventail Connect 2.51
Windows for Workgroups 3.11,
Windows NT 3.51

You can create custom packages that include one or both versions of Aventalil
Connect (3.01 and 2.51) Setup will determine which version to install on each
workstation. (For more information, see “Customizer.”)

WINDOWS 95 AND WINSOCK

The Microsoft Windows 95 WinSock 2.0 Update upgrades WinSock 1.1 to Win-
Sock 2.0 in Windows 95. This patch (filename wo5ws2set up. exe) is available
from the Microsoft Web site, at http://www.microsoft.com/windows/down-
loads/contents/Updates/W95Sockets2/default.asp. Unless you need specific
Aventail Connect 3.01 features, Aventail recommends that you do not upgrade
from WinSock 1.1 to WinSock 2.0. If you do not upgrade to WinSock 2.0, Aven-
tail Connect 2.51 will be installed.

If you do need to install the Microsoft Windows 95 WinSock 2.0 Update, follow
the instructions provided by Microsoft. Reboot your computer after upgrading,
prior to installing Aventail Connect.

How DOES AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
steps described above; however, nested inside them are additional actions and
options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hosthame to an IP address.
If the application already knows the IP address, this entire step is skipped.
Otherwise, Aventail Connect does the following:

 If the hostname matches a local domain string or does not match a redi-
rection rule, Aventail Connect passes the name resolution query
through to the TCP/IP stack on the local workstation. The TCP/IP stack
performs the lookup as if Aventail Connect were not running.

+ If the destination hostname matches a redirection rule domain name
(i.e., the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
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during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hosthame resolution.

» If the DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a fake DNS entry that it can recog-
nize later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request.

2. The application requests a connection to the remote host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that
data may now be transmitted and received. Aventail Connect does the follow-

ing:
a. Aventail Connect checks the connection request.

» If the request contains a false DNS entry (from step 1), it will be
proxied.

» If the request contains a routable IP address, and the rules in the
configuration file say it must be proxied, Aventail Connect will call
WinSock to begin the TCP handshake with the server designated
in the configuration file.

» Ifthe request contains a real IP address and the configuration file
rule says that it does not need to be proxied, the request will be
passed to WinSock and processing jumps to step 3 as if Aventail
Connect were not running.

b. When the connection is completed, Aventail Connect begins the
SOCKS negotiation.

» It sends the list of authentication methods enabled in the configu-
ration file.

* Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

» It then sends the proxy request to the extranet (SOCKS) server.
This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect notifies
the application. From the application’s point of view, the entire SOCKS
negotiation, including the authentication negotiation, is merely the TCP
handshaking.

3 The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, Aven-
tail Connect encrypts the data on its way to the server on behalf of the appli-
cation. If data is being returned, Aventail Connect decrypts it so that the
application sees cleartext data.
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AVENTAIL CONNECT PLATFORM REQUIREMENTS

The following table lists the minimum system requirements for each of the plat-
forms that Aventail Connect supports.

Platform Processor RAM Extranet (SOCKS) Server
Windows 98; x86-based or 16 MB | Network-accessible
Windows NT 4.0 Pentium personal SOCKS v4 or v5 compliant
(requires computer server

Microsoft Service

Pack 3 or above)

Windows 95; x86-based or 8 MB Network-accessible
Windows NT 3.51 | Pentium personal SOCKS v4 or v5 compliant
computer server

Windows 3.1; x86-based or 4 MB Network-accessible
Windows for Pentium personal SOCKS v4 or v5 compliant
Workgroups 3.11 computer server

Aventail Connect 3.01 runs on the following operating systems:

Windows 98

Windows NT 4.0 (with Service Pack 3 or above, available from
Microsoft)

Windows 95, with the Microsoft WinSock 2.0 update (To install Aventail
Connect 3.01, you must upgrade Windows 95 with the Microsoft Win-
Sock 2.0 update prior to Aventail Connect installation and setup. If you
do not install the Microsoft patch, Aventail Connect 2.51 will be
installed. For more information, see “What Does Aventail Connect
Do?")

Aventail Connect 2.51 runs on the following operating systems:

Windows 3.1
Windows for Workgroups 3.11
Windows NT 3.51

Windows 95, without the Microsoft WinSock 2.0 update (If you do not
upgrade Windows 95 with the Microsoft WinSock 2.0 update, Aventail
Connect 2.51 will be installed. For more information, see “What Does
Aventail Connect Do?".)

NOTE: A WinSock-compatible 16- or 32-bit TCP/IP application must be

installed and configured prior to running Aventail Connect. This
can be the Microsoft-provided TCP/IP stack or a third-party TCP/
IP stack.
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INTERFACE FEATURES

The following table lists the interface features for each platform. Each of these
features is discussed in greater detail later in the Administrator's Guide.

: Display Open Secure View Hide
Platform SUENEAVEITE System Extranet Program Program
Connect

Menu Explorer Icon Icon
Windows 95, | Start\Programs | Right-click Double-click In system Not
Windows 98, | \Aventail Aventail Extranet tray available
Windows NT | Connect menu | Connect Neighborhood
4.0 icon in icon on

system tray desktop
Windows 3.1, | Aventail Click Not available Minimized Configure
Windows for | Connect icon Aventail on desktop | during
Workgroups in Aventail Connect setup
3.11, Connect icon in
Windows NT | program group | Aventail
3.51 window Connect

program

group

window

INSTALLATION SOURCE MEDIA

Regardless of platform, Aventail Connect can be delivered on CD or as a net-
work-delivered, self-extracting archive file.

e CD: The CD contains the Aventail Connect setup program,
set up. exe. The setup program allows for an administrative setup. It
also contains the Administrator’s Guide and the User’s Guide in the
\docs directory, formatted for Adobe® Acrobat Reader.

* Network-delivered Source Media: The network-delivered source
media is a self-extracting archive containing the required disk/directory
structure within the archive file. The executable automatically extracts
the Aventail Connect installation files and initiates setup. The archive
filename will be similar to as30S. exe. This archive, or package, will
also be available on the CD (located in the Utilities directory) to be used
with the Customizer application. For more information, see the “Cus-
tomizer” section.
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INSTALLING AVENTAIL CONNECT

After your Aventail ExtraNet Server is set up, Aventail Connect can be installed
to a single workstation or to multiple networked workstations. In either case, you
must perform an initial installation of the software and create one or more config-
uration (.cf g) files. This procedure is described under "Individual Installation."
Once the initial installation is complete, you can then install to a series of net-
worked computers using the instructions and information described under “Net-
work Installation.”

NOTE: To install or uninstall Aventail Connect on Windows NT
machines, you must have administrative privileges on the
machine (but not necessarily on the domain).

If you are upgrading from an earlier version of Aventail Connect (VPN Client or

AutoSOCKS), the following message may appear on your screen if you install a
custom setup package using Aventail Customizer. This is not an error message.
If this message appears, click OK and reboot your computer.

Information E2

Some files could not be installed because they are currently in use by other proarams in the system. Ta allow for the
proper operation of the new program you should restart your system at this time.

CONFIGURATION FILES

Integral to the initial installation of Aventail Connect is deciding how SOCKS traf-
fic will be redirected through the network. Network redirection rules (used to
determine if and how SOCKS redirection will occur) are defined in the Aventail
Connect configuration (.cf g) file. Configuration files are initially created at the
end of the installation process; however, you can add, edit, and remove configu-
ration files at any time using the Config Tool (in Windows 95, Windows 98, or
Windows NT 4.0 via the Aventail icon in the system tray on the taskbar; in Win-
dows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 via the Aventail
Program Group). The process of creating one or more configuration files is
described under “Configuring Aventail Connect.”

If you are installing Aventail Connect on multiple networked workstations, refer
to “Network Installation” to determine the best method for maintaining and dis-
tributing configuration files. You can then proceed through the initial installation.
The Installation Wizard will guide you through the steps, culminating with the
option to create a configuration file.

CuUsTOMIZED CONFIGURATION AND DISTRIBUTION

The Aventail Customizer is a utility that allows network administrators to custom-
ize Aventail Connect installation packages for distribution to multiple client work-
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stations. Giving network administrators control over how setup packages are
configured eliminates the need for end users to make installation and setup deci-
sions at their workstations. The installation package is a self-extracting execut-
able file. You can customize this file by adding license file, configuration file, or
setup information for different authentication and encryption policies to meet var-
ious client-access needs of individuals or workgroups. You can customize con-
figurations for multiple users and then distribute the package, providing easy
access, download, and installation for users. You can reconfigure the Aventalil
Connect installation package anytime your network topology or security profiles
change.

For more information about the Aventail Customizer, see the “Customizer” sec-
tion.

INDIVIDUAL INSTALLATION
Before running setup, close all open Windows applications.

To install Aventail Connect

1. Installation procedures vary slightly, depending on which media source you
use:

« |If you are installing directly from CD-ROM, run Set up. exe from the
Aventail Connect directory.

» If you are installing from a network-delivered self-extracting archive,
simply execute the archive file. This will extract the installation files and
automatically launch the setup program.

The Aventail Connect installation wizard then guides you through the process
of installing the Aventail Connect application.

NOTE: You will be asked during the installation procedure if you would
like Aventail Connect to be run automatically during startup. In
most cases, you will select the yes option. Exceptions to this can
be determined by the network administrator.

2. At the end of the setup program you can select the Yes, | want to view the
README file box in the Setup Complete dialog box. This opens the
readne. t xt file, which contains the latest information on Aventail Connect.

-OR-

Simply click Finish to complete the setup program.
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Setup Complete

Ayventall Connect 3.0 5 Setup iz now complete.
Check the box below o wiew the README file.

¥ ez, | want to view the README file

Click. Finizh o complete Setup.

| Finizh |

3. The setup program will then ask you if you want to restart your machine now
or later.

Reboot Required

Aventall Connect has successfully installed. Please restart your
gyztemn at thiz time. *'ou will not be able to run Avental Connect
Linkil pou do go.

f+ ez, | want bo restart my computer now.

" Mo, | will restart my computer later.

Femove any disks fram their drives, and then click Finizh to
complete Setup.

| Finizh |
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4. After restarting your PC, Aventail Connect will launch automatically if, during
installation, you chose “yes” when asked if Aventail Connect should be added
to your startup directory. (If you selected the no option during installation, start
Aventail Connect from the Programs menu.)

5. Aventail Connect will ask you if you want to run the configuration wizard.

If you click Yes, then the configuration wizard will launch to help you create a
new configuration file.

If you click No, then Aventail Connect will ask you to select a configuration
file.

6. After creating or selecting a configuration file, Aventail Connect will finish its
installation procedure.

To uninstall Aventail Connect

The procedure to uninstall (remove) Aventail Connect varies depending on
whether you are running a 16- or 32-bit Windows operating system.

e To uninstall Aventail Connect from Windows 95, Windows 98, and Win-
dows NT 4.0, double-click Add/Remove Programs in the Control
Panel window, click Aventail Connect on the list of programs on the
Install/Uninstall tab, and click Add/Remove.

» To uninstall Aventail Connect on Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51, use the Uninstall icon in the Aven-
tail Connect program group.

NETWORK INSTALLATION

In general, the process of installing Aventail Connect to multiple networked
workstations involves selecting a file server to use, creating a staging area for
the Aventail Connect software, and placing the Aventail Connect package in a
shared network directory or other publicly accessible location. Additional options
include adding a default configuration file, license file, certificate and roots files,
and SEEHosts files. You must place Aventail Connect files on a network drive
that can be accessed as a mapped drive or, for Microsoft networks, via a UNC
path name (\\ comput er _nane\ shar e_nane\ Connect).

An executable archive file (with a filename similar to as30s. exe) automatically
extracts the Aventail Connect installation files and initiates setup. This archive,
or package, is located in the Utilities directory of the CD and can be used in con-
junction with the Customizer application. The package can also be manually
configured to suit your network specifications. The default package includes all
of the core Aventail Connect files, but does not include the custom network infor-
mation.

NETWORKED CONFIGURATION FILE SETUP

There are a number of ways to set up networked client configuration files. These
are the most common:
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» Client configuration file shared on a mapped network drive (Novell or
Microsoft)

» Client configuration file distributed via a Microsoft UNC path and file-
name

» Local client configuration file common for all users, but distributed via
an Aventail Connect package

ADMINISTRATOR-MAINTAINED SHARED CONFIGURATION FILES

This is the most desirable configuration method—multiple workstations sharing
one or more administrator-maintained configuration files located in a common
directory. The network administrator maintains the configuration file, and the
administrator can quickly adapt any changes to network topology through a sin-
gle configuration file. For example:

» A ssingle networked (usually read-only) configuration file is shared by
more than one client workstation. This method is appropriate when mul-
tiple workstations share identical traffic routing rules.

» Multiple configuration files are shared by multiple workstations. This
option is useful when you have workstations organized into functional
groups (engineering, marketing, accounting, etc.) with group-specific
redirection rules.

SHARED CONFIGURATION FILE DISTRIBUTION

Shared configuration files can be easily distributed and, if necessary, updated
via the network. Aventail recommends that you test all configuration files before
distribution.

To distribute a shared configuration file

There are three methods for distributing shared configuration files.

» Copy the file to a Microsoft or Novell network drive accessible by all
users. Make sure that users configure Aventail Connect to load the con-
figuration file located on the mapped drive. You can preconfigure this
information for users from a package install.

-OR-

» Copy the file to a Microsoft Windows workstation supporting UNC-shar-
ing for file resources. (Both the 16- and 32-bit versions of Aventail Con-
nect support specification of the configuration file using the Microsoft
UNCs.) This distribution method has all the benefits of placing the file
on a network mapped drive with the added bonus of convenience—
users do not need to actually map the network drive.

-OR-

» Create a shared configuration file to be installed on workstations during
the standard Aventail Connect installation/upgrade process. (You can
build the configuration file into a package with Customizer.) Whenever
Aventail Connect is installed or updated, it will automatically copy the
shared configuration file to the user’s workstation and set Aventail Con-
nect to use it.
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You can create and distribute shared configuration files with the Aventail Cus-
tomizer. This automated wizard allows you to create custom setup packages for
multiple users and then store the packages in a networked directory, providing
easy access, download, and installation for users. You can include multiple local
and/or remote configuration files.

ADMINISTRATIVE SETUP

There are two ways to install Aventail Connect: from the setup program

(set up. exe), or from a setup package that you create using the Aventail Cus-
tomizer. The setup program (set up. exe) allows you to manually install Aventail
Connect. With the Aventail Connect setup package, you can select options that
will customize setup based on your unique network environment. You can cus-
tomize the setup package through the Customizer Editor or the Customizer Wiz-
ard. The Customizer Editor is a dialog box that allows you to manually enter or
modify information about your custom installation package. The Customizer Wiz-
ard walks you through each step of creating a custom installation package.
Aside from the user-interface differences, the Customizer Wizard and the Cus-
tomizer Editor are identical. You can use both the Customizer Wizard and the
Customizer Editor to create or modify a setup package. For example, you can
create a package using the Customizer Wizard, then modify it with the Custom-
izer Editor.

CUSTOMIZER

The Aventail Customizer simplifies and customizes the installation and setup
process. Network administrators can reconfigure the self-extracting executable
installation package (included in the Customizer directory of the distribution CD)
to meet the various client-access needs of individuals or workgroups. Custom-
izer offers a centralized approach to network configuration; network administra-
tors may select the unattended setup mode, which eliminates the need for
individual users to answer any setup configuration questions. Specifying unat-
tended mode will cause the setup program to automatically install using default
values for any options not explicitly specified.

The setup program (set up. exe) allows users to select any available setup
options during installation of Aventail Connect. Customizer modifies the setup
control file of a custom package; this file controls all of the settings within the
setup package, before users receive the setup package. With a customized
package, users will receive an installation package based on the administrator’s
defined settings.

As Customizer allows you to select various options to suit your setup and instal-
lation needs, the size of the setup package will vary, depending on which options
you select. If size of the setup package is a concern, select setup options care-

fully to keep the package size manageable.

The Aventail Connect CD includes both versions of Aventail Connect (3.01 and
2.51). You can create custom packages that include one or both versions of
Aventail Connect; setup will determine which version to install on each worksta-
tion. (For more information, see “What Does Aventail Connect Do?”)
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Aventail Connect requires a valid Aventail license file (avent ai | . al f) and one
or more configuration (.cf g) files in order to function properly. Before installing
Aventail Connect, make sure that users have these files. If users do not have a
valid license file and/or configuration file(s), Aventail recommends that you
include them in the installation package.

RUNNING CUSTOMIZER

The Customizer and the Aventail Connect installation package are included in
the Customizer directory on the Aventail Connect CD. Before running Custom-
izer, you must copy Customizer from the Aventail Connect CD to the local drive.
You must also modify the Customizer attributes so it is not read-only.

To run Customizer, double-click the Customizer icon in the Customizer direc-
tory. To run Customizer from your hard drive, copy the Customizer and Aventail
Connect directories into a common folder on the hard drive.

When you run Customizer, you will be prompted to select either the Customizer
Wizard or the Customizer Editor.

Customizer |

WWould you like to create or modify a custom client package wsing
the Custamizer Editor ar the Custormizer ‘Wizard?

First-time uzers should uze the Customizer Wizard.
Fackages created by the Wizard can be modified with the Editar,

while packages modifed by the Editor can also be modified by the
Wizard.

Custarnizer Editor | Cancel |

e Customizer Wizard: This automated wizard walks you through the
process of creating a new installation package or modifying an existing
package. If you are unsure about which method to use, Aventail recom-
mends that you use the Customizer Wizard.

» Customizer Editor: The Customizer Editor is a dialog box that allows
you to manually enter information about the package you are creating
or modifying.
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CuUsTOMIZER WIZARD

If you are using the Customizer Wizard to create a new setup package or modify
an existing package, the Customizer Wizard will display a Welcome... screen,
and will prompt you to enter the pathname of the package that you will be creat-
ing or modifying.

Welcome to the Aventail Customizer Wizard |

YWielcome to the Avental Custarmzer “Wizard. This wizard
will allaws o toadd or remove configuration and license
files, ag well az configure setup runtime options.

Y'ou may select an existing setup package ta madify, ar
tupe the name of a package to create.

IE:'\TEST'\.&SE#S.EKE

Browsze |

< Black

Cancel |

After you have specified the pathname of the package, the Customizer Wizard
will prompt you to:

» Specify which platform(s) to support

* Add a license file, or leave an existing license file in the package

* Add or remove configuration files

» Select X.509 certificate files

» Select an extranet hosts (SEEHosts) file

» Specify a custom destination directory

» Specify whether or not to put program icons in a custom folder

» Enter command-line switches

» Specify whether or not to run setup in unattended mode

» Specify whether or not to add Aventail Connect to the startup directory

» Select any, all, or none of the following Aventail Connect components:
» Extranet Neighborhood (Secure Extranet Explorer)

» Configuration Tools (Config Tool and Configuration File command)
» Diagnostic Tools (Logging Tool and S5 Ping)

» Certificate Tools
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* Install 32-bit support only (on Windows NT 3.51)

» Select any, all, or none of the following authentication modules:
» SSL (Secure Sockets Layer)

 CRAM (Challenge Response Authentication Method)

» CHAP (Challenge Handshake Authentication Protocol)
* UNPW (Username/Password)

« SOCKS 4

» HTTP Basic (username/password)

» Specify whether or not to run a command after Setup
All of the features listed above are optional.

After entering or modifying the package information, the Finished Installation
Package dialog box appears.

Finished Installation Package |

Puzhing the finizk button will cauze the following

8 You have finighed cugtomizing your package. Pressing
the Finizh button will zave your modifications and cloze
the Custormizer YWizard.

You may return to the main Customizer view to see the
contents af this package and make any further
modifcations by clicking the Cuztomize Further... button,

Customize Further... Py
W

< Back

Cancel |

Clicking Finish saves your specifications and closes the Customizer Wizard.
Clicking Customize Further allows you to view the Customizer Editor dialog
box, where you can manually edit any of the information about your custom
installation package.
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CUSTOMIZER EDITOR

If you select the Customizer Editor as your tool to create a new setup package or
modify an existing package, the Customizer Editor dialog box will appear. In
this dialog box, you can manually enter or modify information about your custom
installation package.

Customizer - A5245 EXE EHE
File Help

You may include license and certificate files in the installation. Existing files with the zame name will be ovenwritten

License file || . | —Authentication— — Tools
- . .
Truzted roats file I Browse... | I CHAP :: Sl L e et
v Certificate tools
Client cartiicate fie | Browss.. | | CRAM WV Diagrostic taols
SEE host file I Browse. . | v SOCKS4 ¥ Estranet neighborhood
Destination directary I ¥ 551 .
¥ 32-bit support on MT 251 only.
Program folder I V¥ UNPw [T &utomated installation
Run command after zetup I Browse... | ¥ HTTF ¥ Flace client in startup group
Command line switches I ﬁ izl S22 vz
v Inztall help
— Configuration files —Select platform

V¥ windows MT 4.0, Windows 98, Windows

o may include one or more configuration files in the package. 1 )
95 with Wingock 2.0 upgrade.

Add File |
: ¥ windows NT 251, Windows 95 without
Add Remate File "Winsock 2.0 upgrade
Bemove | IV Windows 3.1, Windaows for Workaroups 3.11

NOTE: To view a list of tips on creating custom setup packages, click
Tips on the Help menu in the Customizer Editor dialog box.

After entering or editing your setup package information in the Customizer Edi-
tor, click Save (or Save As) on the File menu to save your changes. To close the
Customizer Editor window, click Exit on the File menu.
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The options in the Customizer Editor are identical to the options in the Custom-
izer Wizard. These options are explained in the following paragraphs and tables.

Option Settings Default Setting
Pathname Enter pathname None
License file Enter name of Aventail license file None
(must use avent ai |l . al f)
Trusted roots file Enter name of trusted roots file None
Client certificate file Enter name of file that contains None
certificate
Extranet (SEE) Hosts Enter name of extranet (SEE) hosts None
File file
Destination directory Enter name of destination directory None
Program folder Enter name of program folder None
Run command after Enter command to be run after setup | None
setup
Command line switches | Enter command line switches None
Configuration Files Enter name(s) of local and/or remote | None
configuration file(s) that Aventail
Connect will use
Authentication Modules | SSL, CRAM, CHAP, UNPW, S4, or All
HTTP Basic
Tools Configuration tools, Certificate tools, All
Diagnostic tools, or Extranet
Neighborhood
32-bit support only, on Yes/No Yes
Windows NT 3.51
Unattended Setup Yes/No No
Mode/Automated
installation
Add to Startup Directory | Yes/No Yes
Install SEE help Yes/No Yes
Install help Yes/No Yes
Select platform Windows NT 4.0, Windows 98, All
Windows 95 with WinSock 2.0
upgrade, Windows 95 without
WinSock 2.0 upgrade, Windows NT
3.51, Windows 3.1, or Windows for
Workgroups 3.11
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The setup package options are discussed below.

» Specify path for installation: You can specify a path for installation, or
you can select the default path. The default path for 32-bit operating
systemsis c: \ Program Fi | es\ Avent ai | \ Connect .

For 16-bit-only operating systems, the default is
c:\ Connect.

NOTE: If you are upgrading from an earlier version of Aventail Connect,
Aventail Connect will install to the same directory that the earlier
version of it was installed to.

* Platforms: You must specify which operating systems need to be sup-
ported in the setup package. Aventail Connect 3.01 supports Windows
95 (with the Microsoft WinSock 2.0 update), Windows 98, and Windows
NT 4.0 (with Service Pack 3 or above, available from Microsoft). Aven-
tail Connect 2.51 supports Windows 95 (without the Microsoft WinSock
2.0 update), Windows 3.1, Windows for Workgroups 3.11, and Win-
dows NT 3.51. For more information, refer to “What Does Aventail Con-
nect Do?”

» Trusted Roots File and Certificate File: If you want to use server cer-
tificates, you must include the trusted roots file that contains those cer-
tificates. If you want to use client certificates, you must specify the
location of the file that contains the X.509 certificate.

* Running Setup in Unattended Mode: Unattended setup mode simpli-
fies distribution of numerous client configuration files. The network
administrator specifies all settings before users receive the Aventail
Connect setup package file. No end-user input is required because the
network administrator has already selected the setup options; users
simply open the package file, which will automatically install on their
workstations.

NOTE: Specifying unattended setup mode will cause the setup package
to automatically install using default values for any options not
explicitly specified.

» Adding Aventail Connect to the Startup Directory: If you choose to
add Aventail Connect to the startup directory, Aventail Connect will
automatically start when Windows starts.

» Select Tools: Aventail Connect gives you the option to install various
components, including Extranet Neighborhood/Secure Extranet
Explorer (SEE), configuration tools (Config Tool and Configuration File
command), or diagnostic tools (Logging Tool and S5 Ping). The default
value is to install all package components.

» Secure Extranet Explorer: Secure Extranet Explorer (SEE) allows
you to view your Extranet Neighborhood, which is accessed through
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the Extranet Neighborhood icon on your desktop. Extranet Neigh-
borhood functions much like Network Neighborhood, except Extranet
Neighborhood allows you to browse, copy, move, and delete files
from secured remote computers via an extranet, while Network
Neighborhood displays all computers on your local network.

» Config Tool: The Aventail Connect Config Tool allows you to create
configuration files that determine how network requests will be routed
and which authentication protocols will be enabled. You can add,
remove, or edit configuration files at any time. If necessary, you can
create several configuration files for different users or user groups. If
you want to prohibit end users from editing configuration files, do not
include the Config Tool in the installation package.

» S5 Ping: S5 Ping allows you to use the ping and traceroute utilities,
two diagnostic tools. The ping utility checks for network connectivity
between two hosts and returns information about the quality of the
connection. The traceroute utility checks for network connectivity by
displaying information about routers between two hosts; it displays
information for each hop.

* Logging Tool: The Logging Tool is a diagnostic utility that traces
Aventail Connect activity. When running a trace, the Logging Tool dis-
plays errors, warnings, and information as Aventail Connect gener-
ates them. If necessary, the message list can be saved to a log file
that can be used by Aventail Technical Support in troubleshooting
technical problems. These traces are also useful when running Aven-
tail Connect for the first time to ensure that network traffic is being
routed appropriately.

» Select Authentication Modules: Aventail Connect lets you select any,
all, or none of the following authentication modules: SSL, CRAM,
CHAP, UN/PW, SOCKS v4, or HTTP Basic (username/password).

» Secure Sockets Layer: Secure Sockets Layer (SSL) is a session-
layer protocol for securing connections in a general, protocol-inde-
pendent fashion.

NOTE: In versions of Aventail Connect that do not include encryption,
the Secure Sockets Layer (SSL) authentication module is not
included.

 CRAM: The Challenge Response Authentication Method (CRAM)
sends your username and password as clear text between extranet
(SOCKS) servers, but encrypted between servers that support
CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

NOTE: In versions of Aventail Connect that do not include encryption,
the CRAM authentication module is not included.
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* CHAP: The Challenge Handshake Authentication Protocol (CHAP)
sends your username and password encrypted across the network to
the destination server.

» Username/Password: The RFC 1928 (Internet standards docu-
ment) Username/Password (UNPW) authentication protocol sends
your username and password in clear text across the network to the
destination server.

» SOCKS 4 Identification: Aventail Connect includes backward com-
patibility for the SOCKS 4 protocol. SOCKS 4 does not support pass-
word authentication, so only your username is sent, unencrypted, to
the SOCKS server along with your connection request.

 HTTP Basic (Username/Password): The HTTP Basic authentica-
tion module enables username/password authentication against
HTTP proxies that implement the RFC 2068 HTTP Basic authentica-
tion protocol.

NOTE: Not all versions of Aventail Connect have encryption enabled.

» Configuration Files: Aventail Connect needs at least one configura-
tion (.cf g) file in order to function properly. The configuration file con-
tains all of the authentication and traffic routing instructions that you
specify. You can include one or more configuration files in the setup
package; however, each configuration file must have a different name.
If you include only one configuration file in a setup package, Aventail
Connect will automatically use that configuration file. If, however, you
include multiple configuration files, Aventail Connect will prompt users
to select a configuration file at startup.

You can include local configuration files, remote configuration files, or a
combination of both. Local configuration files are included in the setup
package and are installed on users’ machines. If you include remote
configuration files, pointers to those files are included in the package;
the remote configuration files remain in their original location on the net-
work, where they can be shared by multiple users.

If your setup package does not already contain a configuration file, you
can add a configuration file to the package. If your setup package con-
tains one or more configuration files, you can remove or replace any or
all of the existing configuration files, or you can leave them, unchanged,
in the package. If you are upgrading from an earlier version of Aventail
Connect, you may not need a new configuration file.

» License Files: Aventail Connect requires a valid license file in order to
function properly. If your setup package contains a license file, you can
remove or replace the existing license file, or you can leave it,
unchanged, in the package. If your setup package does not contain a
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license file, you can add one to the package. You must use the pack-
aged Aventall license file, aventai | . al f.

CAUTION: Aventail Connect 3.01 and 2.51 use a different license (. al f)
file format than earlier versions of Aventail Connect (VPN Cli-
ent or AutoSOCKS) did. If you are upgrading from an earlier
version of Aventail Connect (2.42 or earlier), you must include
a new Aventall license file.

» Extranet (SEE) Hosts Files: Secure Extranet Explorer (SEE) allows
you to browse remote computers using Extranet Neighborhood. SEE
requires a hosts file that specifies which Windows domains, WINS serv-
ers, and other computers are available in Extranet Neighborhood. The
extranet hosts (SEEHosts) file is contained in the setup package. If you
install SEE, this file is placed in the target directory. If you do not include
a hosts file in the setup package, Aventail Connect will automatically
create a hosts file on users’ machines the first time they open Extranet
Neighborhood. (Available only in Windows 95, Windows 98, and Win-
dows NT 4.0.)

CREATING, LOADING, AND SAVING PACKAGES

You can create, load, or save custom setup packages through either the Cus-
tomizer Editor or the Customizer Wizard.

To create a new package

There are two ways to create a new custom setup package:
* Inthe Customizer Editor window, select File | New.
-OR-

» Type the filename of a new package in the first window of the Custom-
izer Wizard and click Next.

To load a package

There are two ways to load an existing setup package:

* Inthe Customizer Editor window, select File | Open, and then enter
the filename of the package you want to load

-OR-
» Type the filename of the package in the first window of the Customizer
Wizard and then click Next.

When you load a package, Customizer reads the setup control file to determine
what information the package contains. Customizer uses this information to pop-
ulate the Customizer Editor window. Customizer also reads the configuration
file(s) into memory; configuration files are stored in memory to facilitate adding
them to and removing them from a package.
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To save changes to a package

There are two ways to save changes to a setup package:

» After making the desired changes to the package, click Save (or Save
As) on the File menu in the Customizer Editor window

-OR-

» Click Save Package in the final window of the Customizer Wizard.

CUSTOMIZER TIPS
The following tips will help you use the Aventail Customizer more efficiently.

» Keep the package size small: You can control the size of your custom
setup packages by selecting components carefully. To keep the pack-
age as small as possible, include only the options that you need, and
support only the platforms (e.g., Windows 98, Windows NT 4.0, etc.)
that your users work with. You may find that creating two separate,
smaller packages is preferable to creating one larger package. For
example, you might create one package that supports Windows 98 and
Windows NT 4.0 operating systems, and another separate package
that supports Windows 3.1 and Windows 95 operating systems.

» Use descriptive package names: When naming setup packages,
assign descriptive, recognizable names that will help users identify the
setup packages.

» Select components carefully: If you include the Config Tool in the
package, users will be able to view and modify the settings in the Con-
fig Tool. Aventail recommends that, in most cases, you do not include
the Config Tool in your custom setup package(s). Excluding options
such as the Config Tool will eliminate users’ ability to modify your set-
tings, and will keep the package size smaller. However, the S5 Ping
and Logging Tool utilities are useful diagnostic tools, and Aventail rec-
ommends including these options in the setup package whenever pos-
sible.

* Install Aventail Connect 2.51 on Windows 95: By default, Windows
95 does not support WinSock 2.0, but you can upgrade it to support
WinSock 2.0 with a Microsoft patch. (The patch, wo5ws2set up. exe,
is available from Microsoft, at
http://www.microsoft.com/windows/downloads/contents/Updates/
W95Sockets2/default.asp. However, this procedure adds an extra
step to the installation and setup process. Unless users need the Multi-
Proxy feature, which is available only in Aventail Connect 3.01, Aventail
recommends that you install Aventail Connect 2.51 rather than 3.01 on
machines running the Windows 95 operating system.

* Include a hosts file: If you install Secure Extranet Explorer (SEE) with-
out also installing a corresponding hosts file, SEE will automatically cre-
ate a hosts file the first time that users open SEE. If you want to control
which hosts users can view, Aventail recommends that you include a
hosts file in the custom setup package.
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* Include alicense file: Aventail Connect requires a valid license file
(avent ai | . al f) to function properly. Aventail Connect 3.01/2.51 uses
a different license file than earlier versions of Aventail Connect (VPN
Client or AutoSOCKS) did. If you are upgrading from an earlier version
of Aventail Connect (2.42 or earlier), you must use the new Aventail
license file, avent ai | . al f. Including this license file in the custom
setup package is a simple way to install the license file.

» Test each custom package: Aventail recommends that you thoroughly
test each custom setup package before distribution to users.

CONFIGURING AVENTAIL CONNECT

Create configuration files using the Config Tool or the Configuration wizard. You
can launch either during the Aventail Connect installation or any time you want
to add, modify, or remove a configuration file.

The steps for creating a new configuration file are:

1. Define the extranet (SOCKS) servers

2. Define the destinations (networks and hosts)

3. Specify redirection rules

4. Enter Local Name Resolution information (optional)
5. Manage authentication modules

6. Enable password protection (optional)

These procedures are described in the text below.

To launch the Config Tool

The Config Tool opens with the Open Aventail Connect Configuration File
dialog box. After you select a configuration file or enter a new file name, the main
window of the Config Tool appears.

1. Select the Yes, | want to configure Aventail Connect box in the Setup
Complete dialog box (during installation).

-OR-

Right-click the Aventail Connect icon in the taskbar and click Config Tool
(Windows 95, Windows 98, or Windows NT 4.0 programs menu option), or
double-click the Config Tool icon in the Aventail Connect program group
(Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

2. If you are creating a new configuration file, enter a name for the configuration
file

-OR-
Select the configuration file you want to open.

This displays the main window of the Config Tool.
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'Sk Config Tool - C:\.__VAventail\iventail.cfig

File Help
Local Mame Rezolution I Advanced I ALthentication
Redirection Hules I Servers I Destinations
| D estination | Servicels] | SOCES Server |

Add... Edit... Bemove

The Config Tool window contains six tabs. The properties defined on each tab
can be edited at any time.

Tab Function

Servers Defines the extranet (SOCKS) server(s).

Destinations Specifies the network and host addresses that will be routed
through the SOCKS server(s).

Redirection Rules Specifies how network requests are routed to the SOCKS
server(s).

Local Name (Optional) Specifies hostnames that will be resolved by the

Resolution local workstation.

Authentication Enables, disables, and sets properties for the authentication
modules.

Advanced Enables/disables extranet (SOCKS) traffic through successive

SOCKS servers, enables/disables the Application Exclusion/
Inclusion List, secures selected applications, and sets
credential cache timeouts.

You can change the width of any of the fields on the tabs by positioning the cur-
sor over the dividing line between the fields on the field bar. When the cursor
changes to a double-headed arrow, click and drag to resize the field.
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DEFINE AN EXTRANET (SOCKS) SERVER
SOCKS servers are defined on the Servers tab in the Config Tool.

‘Ce Config Tool - C:A___\Aventail\Aventail.cig

File Help
Local Hame Resolution I Advanced I Authentication
Redirection Rules Servers | Destinations
Alias | HostAP | Part
Add... Edit... Bemove
Field Definition
Alias The name you assign to the server.
Host/IP The hostname or IP address of the server.
Port The port on which the server is listening.
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1. On the Servers tab, click Add.... The Define SOCKS Server dialog box

appears.

Define SOCKS Server

=]|

Alias Hame:

I.i'-.ventail Ewtratet Server

Hostname or IP:

[123.456.7.8

R

Port Humber:

—Server Type

= SOCKS w4
£ SOCKS +5
" HTTP Prosy

Detect Wersion |

— Fallback

¥ Fallback to Host Alias

" Fallback to Server: IﬂventailExtraNetSewer =]

o |

Cancel | Help |

Field Definition

Alias Name

User-friendly alias for extranet (SOCKS) server.

Hostname or IP

Actual hostname or full numeric IP address for SOCKS server.

Port Number

SOCKS server port. Default value is 1080.

Server Type SOCKS v4 SOCKS Version 4.0.
SOCKS v5 SOCKS Version 5.0.
HTTP Proxy HTTP proxy server.
Detect Version Detect SOCKS version
number.
Fallback Fallback to Server: SOCKS server alias for

redundant server.

Fallback to Host Alias

Use DNS records for
redundancy.

2. In the Alias Name box, type a user-friendly alias for the extranet (SOCKS)

server. Do not leave this box blank.
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3. Inthe Hostname or IP address box, type the actual hostname of the SOCKS
server or its IP address.

4. In the Port Number box, type the extranet server’s port number. If you do not
enter a value, it defaults to the standard SOCKS port 1080.

5. Under “Server Type,” select the version of SOCKS supported by the server. If
you are unsure of the version, click Detect Version.

NOTE: Typically you should select SOCKS v5 unless the server can
support only SOCKS v4.

6. Under “Fallback,” directly specify an extranet server for redundancy or use the
Host Alias to specify an extranet server.

To edit extranet (SOCKS) server properties

® Select the extranet server you want to edit and click Edit.

The Define SOCKS server dialog box appears with the selected server
data filled in. Edit any of the information.

To remove an extranet (SOCKS) server definition

* Select the extranet server you want to remove and click Remove.

The server is deleted from the list. Corresponding redirection rules will also
be deleted.

DEFINE A DESTINATION
Destinations are defined on the Destinations tab in the Config Tool.

‘B¢ Config Tool - C:\...\Aventail\Aventail.cfg |
File Help
Local Hame Resolution I Advanced | Authentication |
Redirection Fules I SErvers D estinations

Il Qytside

M dventail
= [evemthing elze)

Add... Edit... Bemowve

Aventail Connect 3.01/2.51 Administrator's Guide ¢ 35

Petitioner Apple Inc. - Ex. 1023, p. 134



Administrator’'s Guide

After one or more extranet servers are defined, add destinations to be routed
through them.

NOTE: The “(everything else)” destination refers to all network and host
addresses not otherwise defined. You cannot delete or modify
“(everything else)”.

To add a destination

In the Define Destination dialog box, you can define subnets, individual host
computers, or IP address ranges, and set up rules about redirecting some or
none of the IP traffic to these defined destinations.

1. On the Destinations tab, click Add....

The Define Destination dialog box appears.

Define Deztination |

Aliaz Mame: ||

i Single Host

Host Marme: I

IP &ddress: | o. o0 .0 .0 [

" Metwork

[Mearmam W ame: I

= Subnet 0 Addiess Fange

0

1R el |n .0 .0 .0 |
[t b Esk: | A I 1

0]

] I Cancel | Help
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Field Definition
Alias Name User-friendly alias for destination network or host
Single Host A specific destination computer
Hostname Actual name of destination network or
host
IP Address Full numeric IP address
Lookup Look up IP address
Network One or more computers in a network
Domain Name Domain of the network
Subnet IP address and netmask address
Address Range Beginning and ending IP addresses
From Starting IP address
To Ending IP address

2. In the Alias Name box, type a user-friendly alias for the destination network
or host.

3. Select either the Single Host or Network option:

» Under “Single host,” type the actual name of the host system and/or its
full, numeric IP address. If you do not know the host’s IP address, click
Lookup to search for it.

-OR-

» Under “Network,” type the domain of the network and then select either
Address Range or Subnet.

Use To
Address Enter a starting and ending IP address. All addresses between the
Range two will be included as part of the destination. For example, a

starting IP address of 192.1.1.0 and an ending IP address of
192.1.1.255 would include all hosts of the 192.1.1.x subnet.

Subnet Enter an IP address and a netmask address. This is another way
to specify a group of destinations. For example, an IP address of
192.1.1.0 and a net mask of 255.255.255.0 defines the same
address range as shown above.

To edit a destination

* Select the destination you want to edit and click Edit....

The Define Destination dialog box appears with the selected destination
data filled in. Edit the data as necessary.
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To remove a destination

® Select the destination you want to remove and click Remove.

The destination is deleted from the list. The corresponding redirection
rules will also be deleted.

ENTER REDIRECTION RULES

Once servers and destinations are defined, you can specify how you want Aven-
tail Connect to redirect (or deny) access to various hosts and services such as e-
mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.

‘S Config Tool - C:\.__\Aventail\Aventail.cfg

File Help
Local Mame Reszolution I Advanced I Authentication
Fedirection Rules I Cervers I Cestinations
| D estination | Servicels] | SOCES Server |

Add... Edit... Bemove
Field Definition
Destination Destinations defined on the Destinations tab
Service Type of Internet traffic
Proxy Redirection | Specify how to redirect traffic

You can change the width of any of the three fields by moving the cursor to the
dividing line between the fields on the field bar. When the cursor changes to a
double-headed arrow, click and drag to resize the field.

To add aredirection rule

As you add destinations, use the arrow buttons to prioritize them. List the most
specific rules first and the general rules last.
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NOTE: Aventail Connect scans the list from the top down and uses the
first matching rule it finds, so it is important to list the most spe-
cific rules first.

1. On the Redirection Rules tab, click Add.

The Define Redirection Rule dialog box appears.

Define Hedirection Rule |

Destination:

—Service
¥ Usze all ports

B eginning of Paort Fange Iechu:u j

End of Port Range Ieu:hu:u j

Include: & TCPRand UDP ¢ TCPonly ¢ LIDF only

— Proxy Redirection

% Fediect via: I j
i~ Da ot redirect

" Deny service

k. I Cancel | Help |
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Field Definition
Destination Host or server destination for message traffic.
Service Type of Internet traffic
Use all ports Apply the defined rule to all ports.
Beginning of port Apply the defined rule to this range of ports.
range
End of port range
TCP and UDP Apply the defined rule to both TCP and UDP
traffic.
TCP only Apply the defined rule to TCP traffic only.
UDP only Apply the defined rule to UDP traffic only.
Proxy Specify how to redirect traffic.
Redirection

Redirect via

Redirect all traffic through the extranet server
selected from the list.

Do not redirect

Route traffic directly to the specified destination
without being redirected through SOCKS.

Deny service

Deny access to the specified destination. The
network connection is blocked locally instead of
at the server level.

2. Select a destination from the Destination list.

3. Under “Service,” select the Use all ports box to apply the rule to all services.
Otherwise, select a range of ports. To select a single port, enter that port num-
ber in both the Beginning of port range and End of port range boxes.

4. Under "Proxy Redirection," select one of three redirection options.

CAUTION:

To edit a redirection rule

If you select Deny Service and the user has edit control
of the configuration file, the option can be circumvented
by quitting Aventail Connect or by changing the option in
the dialog box.

® Select the redirection rule you want to edit and click Edit....

The Define Redirection Rule dialog box appears with the selected data
filled in. Edit any of the information.
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To remove aredirection rule

® Select the redirection rule you want to remove and click Remove.

The redirection rule is deleted from the dialog box.

DEFINE LocAL NAME RESOLUTION

Local Name Resolution instructs Aventail Connect to resolve hostnames locally
without needing to venture on to the Internet. This optional feature offers you
another level of control over how Aventail Connect performs name resolution.

The local workstation resolver is the name resolution component of the local
TCP/IP stack. This feature acts as a shortcut; hostnames matching the strings
defined in the Local Name Resolution dialog box are passed to the local
resolver for name resolution instead of being proxied through the SOCKS v5
server.

For example, if aventail.com is added to the "Defined Strings" list, then a work-
station attempting to connect to www.aventail.com would perform hostname
resolution using the local TCP/IP stack.

Local Name Resolution is specified on the Local Name Resolution tab in the
Config Tool.

‘Ce Config Tool - C:A.._\Aventail\Aventail.cig

File Help
Fedirection Rules | Sermvers I Deztinations
Local Hame Resclution | Advanced | Authentication

Specify a domain recognized by the wark station resolver:

AL Nt s Cape, SO Edd

Known Domains

=CApe. Corm

Bemove |
[

[ Redirect unqualified names via:
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Field Definition

Specify a domain New domain name
recognized by the
workstation resolver

Known Domains List of domain names that can be resolved locally

Redirect unqualified | Pass through unqualified hostnames to the local resolver
names via

To add a local domain name

® On the Local Name Resolution tab, type the new name in the Specify a
domain box and click Add....

The new name is moved into the Known Domains box. It is now active.

To remove a local domain name

* Select the domain nhame you want to remove from the Known Domains box
and click Remove.

The domain name is removed from the list.

MANAGE AUTHENTICATION MODULES

SOCKS v5 servers often require user authentication before allowing access.
Aventail Connect authentication modules display dialog boxes that prompt users
to enter username and password information as well as other authentication cre
dentials.

NOTE: Not all versions of Aventail Connect have encryption enabled.

The current Aventail Connect authentication modules are SOCKS v4 Identifica-
tion, Username/Password, Challenge Handshake Authentication Protocol
(CHAP), Challenge Response Authentication Method (CRAM), Secure Sockets
Layer (SSL), and HTTP Basic (username/password). Each of these authentica-
tion modules supports an Aventail Connect feature known as credential caching.
Credential caching retains your authentication credentials once the extranet
server has accepted them. Using credential caching, you can enter your creden-
tials for an extranet server once per Aventail Connect session, rather than once
for each individual connection (a tedious task for applications such as WWW
browsers).

Aventail Connect can cache authentication credentials in memory, based on the
option you select in the Authentication dialog box. Memory caching stores the
credentials for the current session only. When you restart Aventail Connect or
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Windows, the memory cache is flushed and you must reenter your credentials

as prompted.

SEE ALSO: For additional information on credential caching, see
“Credential Cache Timeouts” in the “Advanced Tab
Options” section of this Administrator’'s Guide.

Authentication modules are managed and configured through the Authentica-
tion tab in the Config Tool.

‘Ce Config Tool - C:A.._\Aventail\Aventail.cig

File Help
Fedirection Rules I Sermvers Deztinations
Local Hame Fesolution I Advanced Authentication

| b odule Mame | Dezcription

| <Hull duthe:  Built-in HULL Authentication Module =

CHAF, using cache manager

zdauth SOCKS 4 [dentification
cram Challenge-Response Authentication Meth .,
zzlcint S5L »3.0 [domestic strength] |
LIFIp Cleartest paszword, uzing cache manager
[T BEC 2060 HTTE B acic A bkaske ahoe ﬂ
[ Indicator Dizable [}l About... Setup... |
Field Definition

Module Name

The name of the authentication module on disk. <Nul |
indicates that no authentication module will be used.

Aut h>

Description

The description of the authentication method.

Indicator

Check this option to display network traffic passing through a selected
authentication/encryption module. See the example below (for

Windows 95, Windows 98, and Windows NT 4.0).

Application NETSCAPE.ExE
U zerame/Pazzword Connechion to Aventail

I 117 M

Each authentication module includes its own module-specific configuration. To
view or edit a module’s configuration, select the module from the list on the
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Authentication tab and then click Setup. An options dialog box for the specific
module will appear.

Enable and disable authentication modules with the Disable/Enable button. By
default, the modules are all enabled. The green button next to the module name
indicates an active module. This is the default state of all the modules. The
green button changes to red when you disable the module.

To configure the SOCKS 4 Identification module

Aventail Connect includes backward compatibility for the SOCKS 4 protocol.
SOCKS 4 does not support password authentication, so only your username is
sent unencrypted to the extranet (SOCKS) server along with your connection
request.

Your username is determined by entries in the SOCKS 4 Identification Module
Configuration dialog box.

1. On the Authentication tab in the Config Tool, click s4auth (SOCKS v4 Identi-
fication) and click Setup.

The SOCKS 4 Identification Options dialog box appears.

SOCKES v4 ldentification Options

& Use Windows Login
' Use Netware Login

Cancel

£ Prompt user for name |

Help
=) fllav i emeny Eaeting

™| ellavs Diek Eacking

Field Description

Use Windows | Identify users by their Windows Login names.

Login

Use NetWare | Identify users by their Novell NetWare Login names.

Login

Prompt user Identify users by the names they enter for this specific purpose.

for name
Allow Memory Stores credentials in memory for this session
Caching only. Cache is flushed upon restart;

credentials must be reentered as prompted.

Allow Disk Caching This option is currently unavailable. (Stores
credentials on disk for future sessions.)
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2. When you select the Prompt user for name option, you must also select the
desired caching option. (Currently only Memory Caching is available.)

3. After making appropriate selections, click OK.
The dialog box closes and the Config Tool reappears.

To configure the Username/Password authentication module

Aventail Connect supports the RFC 1928 (Internet standards document) user-
name and password authentication protocol. This authentication method sends
your username and password in cleartext across the network to the destination
server. The Username/Password authentication module dialog box contains
only credential caching options.

1. On the Authentication tab in the Config Tool, select unpw and click Setup.

The Username/Password Options dialog box appears.

Usermname/Pazsword Options |

V¥ Allow Memomy Caching
™| &llav Diek Eaching

Field Description
Allow memory Stores credentials in memory for this session only. Cache is
caching flushed upon restart; credentials must be reentered as prompted.

Allow Disk Caching | This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK.
The dialog box closes and the Config Tool reappears.

To configure the CHAP authentication module

Aventail Connect supports the Challenge Handshake Authentication Protocol
(CHAP). This authentication method sends your username and password
encrypted across the network to the destination server. The CHAP authentica-
tion module dialog box contains only credential caching options.

1. On the Authentication tab in the Config Tool, select chap and click Setup.
The CHAP Options dialog box appears.
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¥ Allow Memary Caching

Cancel

™| &llav Diek Eaching 4|

Help
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Field

Description

Allow memory
caching

Stores credentials in memory for this session only. Cache is
flushed upon restart; credentials must be reentered as prompted.

Allow disk caching

credentials

This option is currently unavailable. (Stores encrypted

on disk for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK.

The dialog box closes and the Config Tool reappears.

To configure the CRAM authentication module

Aventail Connect supports the Challenge Response Authentication Method
(CRAM). This authentication method sends your username and passcode as
cleartext between extranet (SOCKS) servers, but encrypted between servers
that support CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

‘S Config Tool - C:\.__\Aventail\Aventail.cfg

File Help
Redirection Rules I Servers D estinations |
Local Marme Fesalution I Advanced Authentication
| td odule Mame | D'escription

sdauth
| cram
gzlcint
LN
bbb =k

<Mull duthe:  Built-in MULL &uthentication Module
chap CHAP, uzing cache manager

S0CES 4 [dentification
Challenge-Responze Authentication Meth
S5L 3.0 [domestic strength]

Cleartext pazswaord, uzing cache manager
PECMERHTTR P ocie AoHaanbie shioe

v |ndicatar Enable I Ahout,. Setup...

=l
|
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You do not need to configure the CRAM authentication module. You can enable/
disable it, by clicking on the Disable/Enable button. The button at the left of the
module name will change from green to red, accordingly.

To configure the SSL security module

Aventail Connect supports Secure Sockets Layer (SSL) 3.0, a session-layer pro-
tocol for securing connections in a general, protocol-independent fashion.

NOTE: Currently, SSL is a TCP-only enhancement. When using SSL
with User Datagram Protocol (UDP) applications, bulk data is
passed without encryption.

Normally SSL servers are required to have an RSA key pair and a certificate.
Aventail uses an RSA algorithm to create a cryptographic system: a private key
(which, as the name suggests, is kept absolutely private and never shared) and
a public key (which is widely published).

NOTE: In versions of Aventail Connect that do not include encryption,
SSL is not available.

However, as the client, you normally must then establish some kind of relation-
ship between your RSA public key and the identity of the server, so that some-
body else cannot create their own RSA key information and use it to
impersonate your server. Certificates establish this relationship. A certificate is
essentially an electronic "statement" that verifies that a certain RSA public key is
associated with a particular name.

Certificates are issued by a Certification Authority (CA), and are linked together
to form a construct called a certificate chain of authorities, each one having a
previous entity vouching for its identity. In practice, chains generally include two
certificates: one confirming the identity of the server, and the other—a "root" cer-
tificate—containing the identity and public key of the CA.

Certificates contain special integrity checks and electronic signatures that verify
that the certificate is genuine, was issued by a certification authority, and was not
tampered with. Anybody can issue a certificate that says anything; the client
must know who issued the certificate, and have some trust relationship in order
to believe that it is in fact true. The client has a list of trusted CAs. A set of certif-
icate chains can be structured as a tree, with new certificates stemming from old
ones. A base CA is sometimes called the “root” or "trusted root" of this tree.

It is becoming common practice for both clients and servers to exchange certifi-
cate information. However, in Aventail Connect the client-side of this exchange
is transparent. The client only needs to deal with the information from the server
certificate and this is done through the SSL module.

The SSL module dialog box contains an initial set of options regarding the view-
ing of certificates.
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1. On the Authentication tab in the Config Tool, select sslcint (SSL 3.0) and

click

Setup.

The SSL Options dialog box appeatrs.

SSL Options

— pon Succeszful Connection

Ok

= Miew when the server certificate iz new

¢~ Don't show me the zerver cerlificate.

Cancel

Help

If & zerver certificate iz suzpect

% flways show me suspect certificates. Defaults
" Show me the zame suspect certificate once.
i~ Show me the certificate, but reject the connection.

A,

Advanced >

Field

Description

Upon Successful Connection

The certificate is valid.

View when the server
certificate is new.

Upon successful connection, display the server
certificate if it has not been displayed during the
current session.

Do not show me the
certificate.

Never display a valid server certificate.

If a ser

ver certificate is suspect

The certificate may not be valid.

Always show me suspect
certificates.

Each time Aventail Connect suspects a certificate
may not be valid, show the certificate.

Show me the same
suspect certificate once.

Once a suspect certificate has been accepted by
the user, do not display it again.

Show me the certificate,
but reject the connection.

Reject the connection, but display the suspect
certificate.

2. Select an action that Aventail Connect must take once it accepts the validity of
the server certificate. (Under normal circumstances, the server will provide
Aventail Connect with a certificate to match one of Aventail Connect’s trusted

roots

, if any exist):

* View when the server certificate is new: Aventail Connect displays
the certificate the first time it is seen. The certificate will not appear on
subsequent connections to the same extranet server.

« Do not show me the server certificate: Aventail Connect will never

di

splay a valid certificate.

3. Select an action that Aventail Connect must take if it receives a server certifi-
cate that is suspect:
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» Always show me suspect certificates: Aventail Connect will display
suspect certificates each time they are received. The Certificate dialog
box will appear for each new connection to the server(s) sending a sus-
pect certificate. (This option allows you to continue the connection
despite the fact that the certificate is questionable.) The SSL module
authenticates the server’s certificate based on the following questions:

* Is the certificate valid?
» Did a trusted certificate authority (CA) issue the certificate?

* Is the name established by the certificate the same as the name of
the server for this connection?

If a certificate does not pass all three tests, it is considered a suspect certifi-
cate.

* Show me the same certificate once: Aventail Connect will display a
suspect certificate the first time that it is received. If you choose to
maintain the connection, the questionable certificate will not be dis-
played again during the current session.

* Show me the certificate, but reject the connection: Aventail Con-
nect will reject a connection if the certificate is suspect. It will display the
certificate to allow you to view it.

4. Click Advanced in the dialog box to show the acceptable cipher (a crypto-
graphic algorithm used to encrypt the data stream) options.
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Field Description

Acceptable Ciphers

Allow RC4 Offer the RC4 cipher to the server.

Allow DES Offer the DES cipher to the server.

Allow NULL Encryption | Do not encrypt using SSL. SSL will be used to
authenticate only.

Allow Diffie-Hellman Do not authenticate the server; only do encryption.
Anonymous
Enable Compression Use SSL compression to improve performance when

slower connections are detected.

Trusted Roots Select a certificate file that specifies trusted certificate
chain roots, and specify the maximum allowable

certificate-chain length.
NOTE: The trusted root file MUST be placed in the same directory as the
Aventail Connect configuration file.

Browse Select the specific file

Client Certificate Select a client certificate file.
NOTE: The client certificate MUST be placed in the same directory that
Aventail Connect was installed to.

Browse Select the specific file

During the initial SSL connection, the client and the server negotiate which
cipher to use. Checking a particular cipher in the dialog box does not mean
that it will be used. Instead, each checked cipher is offered to the server, but
the server determines which cipher to use. If the server requires a cipher that
is not selected in this dialog box, the authentication will fail.

Any or all of the acceptable cipher options can be selected:

» Allow RC4: Aventail Connect encrypts the information using the RC4
cipher.

* Allow DES: Aventail Connect encrypts the information using the DES
cipher.

» Allow NULL Encryption: Aventail Connect allows the server to select
no encryption. Message integrity is still assured, but the data will be
sent in cleartext.

» Allow Diffie-Hellman Anonymous: Aventail Connect will be able to
communicate with the extranet (SOCKS) server without requiring a
server certificate. The client and server will not exchange certificates,
so there will be no authentication. The encryption will still be negotiated,
and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).
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» Enable Compression: To speed the encryption process and enhance
overall performance, Aventail Connect will automatically compress
encryption when a narrow bandwidth and/or slow modem are detected.

5. If necessary, add (or delete) a trusted root (* . r Ot ) to (or from) the list of
trusted roots by clicking Browse. Only the filename of the roots file loads via
the Browse button, and not the pathname.

CAUTION: The trusted root file must be in the same directory as
the Aventail Connect configuration file.

If Aventail Connect sends a client certificate to the server during the initial
authentication exchange, it sends the certificate identified in the Client Certif-
icate window. To load the client certificate, press Browse and then select the
client certificate (* . cer ) from the Aventail Connect directory. Only the file-
name of the certificate file loads via the Browse button, and not the path-
name.

CAUTION: The client certificate file must be placed in the Aventail
Connect directory.

When Aventail Connect receives a certificate from a server, it looks at the root
of the certificate chain and matches it against the Aventail Connect list of
trusted roots.

You can specify the maximum number of certificates in a certificate chain. The
default maximum length is two certificates. In most instances, Aventail recom-
mends allowing no more than two certificates to form a chain, although you
can specify up to ten. The longer the certificate chain, the less secure the
chain is.

CAUTION: In most instances, Aventail recommends allowing no more
than two certificates in a certificate chain. Allowing more
than two certificates can compromise security.

6. After making appropriate selections, click OK.

The dialog box closes and the Config Tool reappears.

ADVANCED TAB OPTIONS

The Advanced tab in the Config Tool contains three advanced options. In the
Advanced tab, you can allow SOCKS tunneling through successive extranet
(SOCKS) servers, secure selected applications, and set credential cache time-
outs.
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'Sk Config Tool - C:\.__VAventail\iventail.cfig

File Help
Redirection Fules Servers | D estinations
Lacal Mame Rezolution Advanced | Authentication

¥ Enable redirection thiough successive SOCKS servers)
— Applications to Secure

' Secure all applications —
" Secure all applications except listed e[ I i

' Secure only applications listed

— Credential Timeouts

£ Never time out cached credentials.

™ Time out credentials from b f'ttd-l_*
Ime out credentials rmom ime frst enlere _I :II erl

€ Time out credentials from time last used.

ALLOW SOCKS TUNNELING THROUGH SUCCESSIVE EXTRANET SERVERS

Once servers and destinations are defined, you can direct SOCKS traffic
through successive extranet (SOCKS) servers.

On the Advanced tab in the Config Tool, select the Enable redirection... box to

allow credential information to forward to successive extranet servers.
SECURE SELECTED APPLICATIONS

This option allows you to:

» secure all applications except those listed,
» secure only the applications that are listed,
» or secure all applications, enabling neither exclusion nor inclusion.

NOTE: You can exclude and include only 32-bit applications. You cannot
exclude and include 16-bit applications.

You can exclude or include specified applications in the Exclusion/Inclusion List.
With the Exclusion/Inclusion List, you can secure all applications except those
on the list, or you can secure only those applications on the list. The default set-
ting is to secure (hook) all network applications.
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Excluding Applications

You can exclude specific applications through the Exclusion/Inclusion List. When
you enable the “Secure all applications except listed” option, Aventail Connect
will not proxy any applications that are on the Exclusion/Inclusion List.

To exclude an application

1. Under “Applications to Secure,” select Secure all applications except listed
and click Modify List.

‘Ce Config Tool - C:A.._\Aventail\Aventail.cig

File Help
Fedirection Rules Servers | Deztinations
Local Hame Rezolution Advanced | Authentication

[T Enable redirection through successive SOCKS servers.
—Applications o Secure

" Secure all applications —
i Secue all applications except listed Madify List Q
" Secure only applications lizted

— Credential Timeouts

% Never time out cached credentials.

T b credentialz from time first entered. .
Ime out credentials rmom ime first enlere I_I_j er‘l

" Time out credentials from time last used.

The Edit List dialog box appears.

Edit List |

Add
Bemove |
KN i

— Applications

4l ococumences.,

= Only thiz occurence.

k. I Cancel Help

2. Click Add....
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The Specify Application dialog box appears.

Specify Application

Laoak jn: I 3 Program

i L SpellChi
Defaults E:ﬁ netscape. exe
DyrFonts E Mptirap. exe
Java T nznotify. exe
MetHelp

Fluginz

Flopame: | | Oeen |
Files of type: I.-’-'-.ppli-:atin:nns j Cancel |

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then
click Open.

The Specify Application dialog box disappears and the applications are now
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one path (instance) of a specified file-
name (e.g., ft p. exe). You can choose to exclude one specified
application, with a fully qualified pathname (e.g., C: \ W n-
dows\ Sys32\ ft p. exe), or all instances of a specified filename
(e.g., all instances of ftp. exe).

» Only this occurrence: Selecting this option excludes only the speci-
fied application.

» All occurrences: Selecting this option excludes all applications with
the specified filename.

To undo application exclusion

1. Under “Applications to secure,” select Secure all applications except listed,
and then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List.
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Including Applications

You can include specific applications through the Exclusion/Inclusion List. When
you enable the “Secure only applications listed” option, Aventail Connect will
hook only those applications that are on the Exclusion/Inclusion List.

To include an application

1. Under “Applications to secure,” select Secure only applications listed, and
then click Modify List.

The Edit List dialog box appears.
2. Click Add.
The Specify Application dialog box appears.

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then
click Open.

The Specify Application dialog box disappears and the applications are now
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one instance of a specified application
(e.g., ftp.exe). You can choose to include one specified appli-
cation, with a fully qualified pathname (e.g., C: \ W n-
dows\ Sys32\ ft p. exe), or all instances of a specified
application (e.g., all instances of ft p. exe).

» Only this occurrence: Selecting this option excludes only the speci-
fied application.

» All occurrences: Selecting this option excludes all applications with
the specified filename.

To undo application inclusion

1. Under “Applications to secure,” select Secure only applications listed, and
then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List.

Securing all Applications

You can secure all applications, enabling neither exclusion nor inclusion. When
you secure all applications, Aventail Connect ignores any applications on the
Exclusion/Inclusion List.
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To secure all applications

* On the Advanced tab, under “Applications to Secure,” select Secure all
applications.

NOTE: Aventail Connect secures all applications by default. Unless you
need to exclude or include specific applications, Aventail recom-
mends that you use the default Secure all applications setting.

CAUTION: Microsoft Internet server products (including Microsoft Inter-
net Information Server (11S) and Microsoft Peer Web Server)
include inetinfo.exe, which conflicts with Aventail Connect
3.01. To eliminate this conflict, exclude inetinfo.exe through
the Application Exclusion/Inclusion List in the Config Tool.

CREDENTIAL CACHE TIMEOUTS

With the credential cache timeout feature, you can control when credentials
expire (time out). If a user has not made a connection to the extranet (SOCKS)
server for a certain length of time (determined by the administrator), then the
credentials will automatically be deleted from the credential cache. If a credential
times out, the user must reauthenticate by entering the proper credentials before
regaining access to the extranet. This feature can help to prevent unauthorized
users from gaining access to secured areas.

‘Ce Config Tool - C:A.._\Aventail\Aventail.cig

File Help
Fedirection Rules Servers | Deztinations
Local Hame Rezolution Advanced | Authentication

[T Enable redirection through successive SOCKS servers.
—Applications o Secure

' Secure all applications
" Secure &l applications except listed el st
" Secure only applications lizted

— Credential Timeouts

' Mewver time out cached credentials.

' Time out credentials from time first entered. IF::II M

& iTime out credentialz from time last uzed;

There are three credential cache timeout options.

* Never time out cached credentials: Credentials never time out.
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» Time out credentials from time first entered: Credentials time out x
minutes after the user first entered the credentials (where “x” is the
number of minutes you enter in the Min. box).

* Time out credentials from time last used: Credentials time out x min-
utes after the user last connected through the extranet server (where
“x" is the number of minutes you enter in the Min. box).

CAUTION: If your mail program is configured to check for e-mail at
regular intervals, the mail-checking frequency must be
longer than the credential cache timeout. For example, if
your mail program is configured to check for mail every
ten minutes, you should set the credential cache to less
than ten minutes.

ENABLE PASSWORD PROTECTION

You can enable password protection for a configuration file. If you enable pass-
word protection, users will not be able to view or modify the configuration file
without the assigned password. A password is not required to use the configura-
tion file with Aventail Connect.

To enable password protection

1. From any tab of the Config Tool, select File | Set Password.

'Sk Config Tool - C:\.__VAventail\iventail.cfig

Help

Hew o
entication

Open... =
tinatioms

Save

Save bs... k.5 Server

ke Setive

Set Password

E xit

C:%Program Filezhdwentailhdyentail cfg

i

The Configuration File Password dialog box will appear.
2. Enter the desired password.

3. Reenter the password to confirm, and then click OK.
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To disable password protection

1. From any tab of the Config Tool, select File | Set Password.
The Configuration File Password dialog box will appear.

2. Clear the password from both boxes, and then click OK.

NOTE: If you save an existing configuration file using the Save As com-
mand, Aventail Connect will prompt you to enter the correct pass-
word for the configuration file.

MULTIPLE FIREWALL TRAVERSAL

To gain access to your extranet, users may need to traverse multiple firewalls. In
the simplest case, this involves an employee at a partner company gaining
access to the Internet via an outbound proxy server at the partner company, and
having an authenticated, encrypted, and controlled connection to your internal
network via an Aventail ExtraNet Server. This capability is provided in Aventail
Connect 3.01 by the Aventail MultiProxy feature. Aventail Connect can open
connections through SOCKS servers, through HTTP proxies, or through proxy
chaining.

* MultiProxy with SOCKS Server: Uses a SOCKS server to control out-
bound access.

* MultiProxy with HTTP Proxy: Uses an HTTP proxy to control out-
bound access.

* Proxy Chaining: Uses two Aventail ExtraNet Servers, where one
Aventail ExtraNet Server acts as a client to another Aventail ExtraNet
Server.

AVENTAIL MULTIPROXY

The Aventail MultiProxy feature allows Aventail Connect to traverse multiple fire-
walls by making connections through successive proxy servers. Aventail Con-
nect makes a connection with each proxy server individually. Each proxy server
forms a link in a chain that connects Aventail Connect to the final destination.
Any or all of the proxy servers can apply authentication and access control rules.
Proxies can be Aventail ExtraNet Servers, other SOCKS 5 servers, SOCKS 4
servers, or HTTP proxies.

Using an HTTP proxy server to control outbound traffic eliminates the need to
install a separate SOCKS server. This HTTP proxy can filter outbound connec-
tion requests and route those requests to the specified servers. MultiProxy sup-
ports RFC 2068 HTTP Basic (username/password) authentication. If your proxy
uses HTTP Basic (username/password) authentication, Aventail Connect will
store the username and password information in the credential cache, as it does
with SOCKS servers.
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NOTE: The MultiProxy feature supports the use of HTTP proxies in
Aventail Connect 3.01 only. HTTP proxies cannot be used in
Aventail Connect 2.51.

The steps for making a connection using MultiProxy are:
1. The client application requests access to the destination server.

2. Aventail Connect establishes a connection with the outbound server (SOCKS
server or HTTP proxy). Aventail Connect then sends the access request to
the outbound server, specifying the Aventail ExtraNet Server as the destina-
tion. The user authenticates with the outbound server, if necessary.

3. Aventail Connect instructs the outbound server to establish a connection with
the Aventail ExtraNet Server on the specified port. The user authenticates
with the Aventail ExtraNet Server, if necessary.

4. Aventail Connect instructs the Aventail ExtraNet Server to proxy its connec-
tion to the final destination.

5. Once the connection between the client and the Aventail ExtraNet Server is
established, the outbound server simply relays the data.

The following example illustrates the connections made during a MultiProxy con-
nection through three proxy servers.

Bventdl Connect proeey 1 proecy 2 proecy 3 find destination
. | | |
connection #1 {:::-ISCCKS | |
1

T ¥ I I
il

[
|
|
conneckian #£2 4 wloog s ' |
|
|

I
connection #3 4 : : :;:SOCKS
Fl 1 1

[ I

conneckion #4 ¢ :s:apdicatim

In the following diagram, the Aventail ExtraNet Server acts as both a destination
and a server. It is a destination because a proxy server routes traffic to it. It is a
server because it routes traffic to the final destination.

Aorertail Conmect = Intermet final destination

outbound proxy server Aovrentail Extrabet
Zerter serwer
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CAUTION: If using an HTTP proxy, you must configure your HTTP
proxy and firewall to allow HTTPS/SSL connections to
port 1080, OR you must run the Aventail ExtraNet
Server on port 443 or port 563.

Configuring Aventail MultiProxy

You have two options for configuring MultiProxy. You can configure Aventalil
Connect 3.01 to redirect all Internet traffic (including extranet traffic) through
your outbound proxy, or you can configure Aventail Connect 3.01 to redirect only
extranet traffic through your outbound proxy.

To configure Aventail MultiProxy

1. Create a destination (“Final destination”).
2. Create a server (“Extranet server”).

3. To redirect only extranet traffic: Create a destination (“Extranet server”),
using the same information from step 2, above.

-OR-

To redirect all Internet traffic (including extranet traffic): Create a destina-
tion (“Local network,” the network local to Aventail Connect).

NOTE: If you have multiple domains or subnets, you may need to create
multiple destinations.

4. Create a server (“Outbound proxy”). This can be a SOCKS 5, SOCKS 4, or
HTTP proxy server.

5. Create a redirection rule (Redirect “Final destination” through “Extranet
server”).

6. To redirect only extranet traffic: Create a redirection rule (Redirect “Extra-
net server” through “Outbound proxy”). Do not redirect “(everything else).”

-OR-

To redirect all Internet traffic (including extranet traffic): Create a redirec-
tion rule (Do not redirect “Local network”). Redirect “(everything else)” through
the outbound proxy. (NOTE: Your outbound proxy must belong to “Local net-
work.”)
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Redirect only extranet traffic

Redirect all Internet traffic (including extranet

traffic)

Lk Config Toal - Untitled

3 outbound prosy
=W [ewenylbing szl [ALL] MOME]

o

Lk Config Toal - Untitled

B Local ratwark
=W [eveniltang slie]

[ALL]
[ALL]

Edt.

Redirect only the extranet traffic through
the outbound proxy. Leave all other
traffic alone.

Redirect all Internet traffic through the
outbound proxy. Leave only “Local network”

traffic alone.
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PROXY CHAINING
Proxy chaining is an Aventail ExtraNet Server feature. With proxy chaining,
Aventail ExtraNet Servers forward connections for certain destinations to other
proxy servers.

The following diagram and table illustrate the differences between MultiProxy
and proxy chaining. In many cases, MultiProxy is the preferred method for tra-
versing multiple firewalls. With MultiProxy, each proxy server can provide
authentication, access control, and encryption.

PROXY CHAINING: Serverl appeats as a user ko serverz,

(= e

Aventail Connect serverl SEFVErS Destination server
client (outbound) (Aventail Extrafet
Server)

MULTIPROXY: The user authenticates with server direckly,

Internek

H =1
fvvenkail Connect serverl Destination server

servers?
client routbound) [ Aventail Extraket
Server)

<::> Authenticated and encrypted tunnel

In MulkiPraosxy, an authenticated and encrypted
tunnel exists bebween the client and the Awventail

ExtraMet Server,
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Criteria MultiProxy Proxy Chaining

Server 1 Can be Aventail ExtraNet Must be Aventail ExtraNet
Server, other SOCKS 5 server, Server.
SOCKS 4 server, or HTTP
Proxy.

Server 2 Must be Aventail ExtraNet Must be Aventail ExtraNet

Server.

Server.

Authentication
to Server 1

User authenticates (if
necessary).

User authenticates.

Authentication
to Server 2

User authenticates.

Server 1 authenticates
automatically.

Trust model for
Server 2

Not inherited. Each user must
individually authenticate with
Server 2.

Inherited from Server 1. Server
2 trusts everyone who
authenticates to Server 1
equally.

Access control
rules

Can be for specific users.

Treats everyone who
authenticates to Server 1
equally.

Client
configuration
redirection rules

- Conlig Tool - Undithed
Es ek
LocalbareFesillen | sovnced | Auhesestion
Feteicnrme: | Cwwn | Dssinetios
[netinetion S SCKE Sonvsy
B dntr i [ALL] curml
=T leverphngdbinl  [ALL) INDNE]
CE_ce | e |

P Canili 1ol - Unfilled
P
LocalHansRewimcn | dvweed | Auheicshon |
AafumnAukt | G | Owtieios
Clnstinetion i SOCES Genvey
E =F jvarihingakm] AL NEHE]

=HN | B | peees

Advantages

» Server 1 can be an Aventail
ExtraNet Server, other SOCKS
5 server, SOCKS 4 server, or
HTTP proxy.

» Most secure, because no
security policy is inherited from
Server 1.

* Client is aware of Server 1
only.

» User authenticates only once,
to Server 1.

Disadvantages

« User may need to authenticate
more than once.

« Client must be aware of
Server 1 and Server 2.

* All users connecting through
Server 1 appear as a single
user to Server 2.
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HTTP PROXIES AND WEB BROWSERS

Extranets often include Web pages that must be viewed with a Web browser.
When a Web browser uses an HTTP proxy server, Aventail Connect sees con-
nections being made to the HTTP proxy rather than to the final destination.
Therefore, Aventail Connect cannot redirect the connections to the Aventail
ExtraNet Server or provide authentication and encryption. For Aventail Connect
to function properly, the Web browser cannot use the HTTP proxy to connect
with sites protected in the extranet; this is because Aventail Connect must redi-
rect and encrypt connections. The Web browser can still use the HTTP proxy to
connect to sites that are not protected in the extranet.

If access to Web pages behind the Aventail ExtraNet Server requires users to
connect through a Web browser (e.g., Microsoft Internet Explorer or Netscape
Navigator), you must configure the Web browser to not use the HTTP proxy in
the Web browser for those sites protected in the extranet.

When users need to access Web pages behind an Aventail ExtraNet Server, you
must properly configure the Web browser.

Configuring Aventail Connect and the Web Browser

There are two approaches to configuring Aventail Connect for use with a Web
browser.

» Configure the Web browser to not use the HTTP proxy for any traffic.
(Aventail Connect redirects all connections through the outbound
proxy.)

-OR-

» Configure the Web browser to not use the HTTP proxy for only those
sites that are protected in the secure extranet. (Aventail Connect redi-
rects only extranet connections through the outbound proxy.)

To use either approach, you must first configure Aventail Connect. The Aventalil
Connect configuration is the same for both approaches, whether you are config-
uring your browser to not use the HTTP proxy for all traffic or for protected sites
only.

To configure Aventail Connect for use with a Web browser

1. In the Servers tab of the Config Tool, add the HTTP proxy as a server.

2. In the Destinations tab of the Config Tool, add the HTTP proxy as a destina-
tion.

3. In the Redirection Rules tab of the Config Tool, edit the “(everything else)”
rule to redirect all traffic to the HTTP proxy server.

4. In the Redirection Rules tab, select the HTTP proxy and select the Do not
redirect option.
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CAUTION: Make sure you do not redirect the outbound proxy.
Redirecting the outbound server or proxy will instruct
the outbound proxy to redirect traffic to itself, causing
Aventail Connect to behave unpredictably.

To configure the Web browser to not use the HTTP proxy for all traffic

After you have configured Aventail Connect by following the instructions above,
configure the Web browser by using one of the following procedures.

* Microsoft Internet Explorer
a. On the View menu, click Internet Options.

b. Click the Connection tab.
c. Click to clear the Access the Internet using a proxy server check box.

* Netscape Navigator
a. On the Edit menu, click Preferences.

b. Under “Category,” click to expand Advanced, and then click Proxies.
c. Select Direct Connection to the Internet, and then click OK.

To configure the Web browser to not use the HTTP proxy for protected
sites only

After you have configured Aventail Connect, configure the Web browser by
using one of the following procedures.

* Microsoft Internet Explorer
On the View menu, click Internet Options.

Click the Connection tab.

Under “Proxy Server,” click Advanced.

o o T W

In the Exceptions box, type the URL of each site that is in the protected
extranet.

* Netscape Navigator
On the Edit menu, click Preferences.

a.
b. Under “Category,” click to expand Advanced, and then click Proxies.

o

Select Manual Proxy Configuration, and then click View.

d. Inthe Exceptions box, type the URL of each site that is in the protected
extranet.
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CONFIGURING THE HTTP PROXY

To allow SSL connections to destination ports other than 443 (https) and 563
(snews), you may need to configure your HTTP proxy. Typically, if you plan to
connect to a SOCKS server on port 1080 using an HTTP proxy, you must
change the HTTP proxy configuration.

To avoid changing the HTTP proxy configuration, you must run the destination
Aventail ExtraNet Server on port 443 or port 563, and configure Aventail Con-
nect accordingly.

Most HTTP proxies can allow connections to port 1080. The following instruc-
tions describe how to configure the Microsoft Proxy Server, Netscape Proxy
Server, or Apache Web Server to allow port 1080 connections.

» Microsoft Proxy Server 2.0: Follow the Microsoft instructions at
http://support.microsoft.com/support/kb/articles/q184/0/28.asp.
You must modify a registry setting with r egedt 32. exe.

(regedi t . exe will not work; you must use r egedt 32. exe.)

* Netscape Proxy Server 3.5: Add the following to your obj . conf file:
<Qbj ect ppat h="connect://*”> (all ports)
Servi ce fn="connect” mnet hod=" CONNECT"
</ vj ect >
To specify a particular port, add the following to your obj . conf file:
<Obj ect ppat h="connect://*:1080"

* Apache Web Server 1.3.2 (Linux) with Proxy Support: The following
two lines must be included in the ht t pd. conf file:

Proxy Requests On

Al l owCONNECT <port |ist>(NOTE: This feature is available only
on version 1.3.2 and greater.)

THE CERTIFICATE WIZARD

Aventail Connect supports client certificates and provides you with a certificate
wizard to help generate and process a certificate. You start the certificate wizard
through the Aventail Connect program group (via the Start button or Program
Manager).

The Certificate wizard can create certificates for clients and servers. In this case,
you are only interested in creating a client certificate. However, whether for client
or server, you will need to run this wizard twice: Once to generate a Certificate
Signing Request (CSR) to submit to your Certificate Authority (CA); the second
time, to process the certificate file. If this is your first time in generating a certifi-
cate request, Aventail recommends that you complete the second step immedi-
ately after the first.

To generate the client key pair and Certificate Signing Request (CSR)

1. Select the certificate wizard from the Aventail Connect program group.
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2. In the Certificate Type dialog box, select the client certificate option, and
then click Next.

Certificate Type |

YWelcame to the Awventail K.ep Generation and Certificate Bequest
YWizard, ‘Wwith vour help, thiz wizard will create new public/private
key-pairz along with a certificate request that can be proceszed
by pour certificate authority [T,

Pleaze zelect the type of certificate pou wish to generate. A
Server certificate iz ane which identifies a particular host. & client
certificate iz one which identifies a person.

" Create a server certificate

% Create a client certficate

et » I Cancel

3. Provide the requested information by following the prompts in the subsequent
dialog boxes.

4. In the Key Length dialog box, select the size of your key.

NOTE: Not all CAs accept keys larger than 512 bits. It is prudent to know

which key lengths your CA accepts prior to generating your key
pair. For testing purposes use 512 bits.
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Keplongh

YWhat sizedztrenagth of keys would vou like to generate?

The key zize or length directly impacts the strength of encreption
uzed. The larger the key zize the stronger the enciyption.
Howewver, stronger encryplion requires more processing power.

™ 512 hits, low
¥ 7E8 bits, medium
1024 bits, high

< Back

Cancel |

5. Once you have generated the random data, continue through the screen
prompts until the Congratulations! screen, where you will see the name and
path to the new certificate request.

Congratulations! |

The certifizate request and keys far v are now ready ta be zent ta
wovr certifying autharity for proceszing. vour certificate authaoriky
will contact diEh far additional infarmation iF needed.

The certifizate request has been saved in;:
CAPROGRAM FILESYSWVEMTAILMPHCLIEMTYS ocksh01. req

Once you receive wour new certificate, use thiz wizard again to
process it along with the newly created key file, Socksb01 keys.
Thiz will produce the certificate file, The wizard will detect any
pending requests and guide pau thraugh the procedure.

To submit the Certificate Signing Request (CSR)

1. You are now ready to submit the CSR (the *. 1 e( file) to your CA (usually
via e-mail).

Aventail works with many certificate servers and certification authorities. Com-
panies such as VeriSign (www.verisign.com) issue both client and server
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certificates. The Aventail Web site (www.aventail.com) gives concise instruc-
tions (see "TechNotes") on how to use these programs with Aventail's certifi-
cate wizard. Aventail CSRs are generated in a standard PKCS #10 format.

The CA will create a certificate file and issue a trusted roots file.

2. On receipt, copy (or place) the trusted roots file into the same directory as the
configuration file, and the certificate file into the Aventail Connect directory.

To process the CSR

1. Run the certificate wizard, again. The wizard will detect the pending requests.
Click Process.

Certificate Requests Detected |

You have 2 pending certificate request[z).

[f you have received a confirmation from waur Certifying Authority,
wou may now complete pour request and create a cerhificate file.
Thiz file zan then be used by Aventail security products.

YWhould you like to process an existing request or generate a new
requesty

Process

Cancel |

2. Follow the prompts on the following screens. You will be asked to paste or
load the certificate response information in a window area. Click Next.
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Import Responsze |

our Certifving Autharity may have delivered pour responze in
vanious forms. Please provide the responze information by
pazting into the area below or by loading the information from a
file.

[ -
. of
Load |

| < Back I Mest > I Cancel |

3. Provide the root certificate file name in the Root Certificate screen. The root
certificate is your "trusted" root file. Click Next.

Provide Root Certificate |

Pleasze zpecify the file that containg your Certifving Autharit's
certificate information.

|| =

< Back I Mest > I Cancel

4. The Summary screen will identify the pathnames to your key file, and certifi-
cate.

Verify that the roots file is in the same directory as the configuration file and
that the certificate file is in the Aventail Connect directory.

You have successfully created a client certificate and key pair.
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EXAMPLE NETWORK CONFIGURATION

The following section describes the setup of Aventail Connect in an example net-
work configuration using the Aventail ExtraNet Server.

CONFIGURATION USING AVENTAIL EXTRANET SERVER

The following example network configurations show the Aventail ExtraNet
Server configured for a Mobile Extranet environment and a Partner Extranet
environment. This example emphasizes simplicity to facilitate easy adaptation to
real world network designs.

(2853 A AL MNEAS MnFrame
114 0115

B
Sanver
10.1.1.102 A0.1.1.901
[&am]
0112 ERRES A R 0ALT
ke B e Beho 101,14
sacksSgwintemal blot.com
110111
Aventail
PN Server
10.1
1 c
(12078100
129731002
Fouter
Internal Domain Name: 1337 1001
internal.blob.com (10.1.1.)

FPutdc Ethemet Backbone (129 79 100°]
ChE, EMTR Reely FTE

External Domain Name:

blob.com (128.79.100.64) Q
Roaming User using any okl Lisar
dynamic IP addressing Q

okl Ligar

T
T Public Internet

Example Corporate Network Design using Mobile VPN

The design used in the example above consists of two individual Ethernet seg-
ments, one public and one private. The public segment is used to host anony-
mous services available to the general public. The public access is provided
through a router that is connected to the public Internet. The private segment is
used to house all of the corporation's private network resources and data to be
used only by internal company employees. The Aventail ExtraNet Server
depicted in this example is used to provide secure and monitored access to the
private LAN for mobile employees and partners. For security reasons the Aven-
tail ExtraNet Server is configured such that operating system routing is disabled.
Therefore, no direct network connections between the public LAN and the pri-
vate LAN can be created without being securely proxied through the Aventail
ExtraNet Server.

The mobile user workstations connected to the public Internet are the client
workstations, onto which, Aventail Connect will be deployed. Due to the routing
restrictions described above, these clients will have no network access beyond
the Aventail ExtraNet Server unless they are running Aventail Connect. Depend-
ing on the security policy and the Aventail ExtraNet Server configuration, Aven-
tail Connect will automatically proxy their allowed application traffic into the
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private network. In this situation, Aventail Connect will forward traffic destined for
the private internal network to the Aventail ExtraNet Server. Then, based on the
security policy, the Aventail ExtraNet Server will proxy mobile user traffic into the
private network but only to those resources allowed. The client workstations we
focus on in this section are Microsoft Windows based PCs.

The Aventail ExtraNet Server in our example, has two network adapters config-
ured to use the internal IP address of 10.1.1.1 and an external address of
129.79.100.64.

CAUTION: Since the internal network address space is part of the
IANA reserved address space (per BCP RFC 1918)
routing MUST be disabled on this host and routing
advertisements for this internal network MUST NOT be
propagated to the outside world.

User authentication and encryption on the Aventail ExtraNet Server require all
users to use Aventail Connect to authenticate and encrypt their sessions before
any connection to the internal private network(s). For this example, the Aventail
ExtraNet Server encrypts all sessions with SSL.

SEE ALSO: For additional information on how to configure the
Aventail ExtraNet Server product, consult the Aventail
ExtraNet Server Administrator’s Guide.

Installing and using Aventail Connect for remote access purposes differs a bit
from its installation and use within a corporate network. First, configuration files
need to be kept locally on the workstation or laptop. This is due to the inability to
share a file server that allows direct access outside the perimeter of the private
network. Second, not all traffic passes through to the Aventail ExtraNet Server.
Only traffic destined for the internal network is authenticated and encrypted; all
other traffic passes through Aventail Connect unchanged. For instance, brows-
ing the Internet from the mobile user workstation occurs as if Aventail Connect is
not even running in the background. Large sites with many mobile users will
want to set up an internal file server for a network installation for all mobile users
to easily install and configure Aventail Connect. For more information, refer to
"Network Installation."
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Utilities Reference Guide

This section explains:

» Commands on the System menu, including Close, Hide Icon (in Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51), Help,
About, Credentials, and Configuration File

» How to use the Aventail Connect utilities, including the Config Tool, the
Logging Tool, and S5 Ping, all displayed through the Utility Programs
menu.

* How to use Secure Extranet Explorer (SEE)/Extranet Neighborhood.

SYSTEM MENU COMMANDS

Even though Aventail Connect requires little to no interaction with the user, there
are commands on the Aventail Connect System menu. To display the System
menu, right-click the Aventail Connect icon in the system tray on the taskbar
(Windows 95, Windows 98, and Windows NT 4.0) or click the minimized Aven-
tail Connect icon (Windows 3.1, Windows for Workgroups 3.11, or Windows NT
3.51).

Aventail Connect System Menu Commands

Menu Command Function
Close Closes Aventail Connect.
Hide Icon Hides the Aventail Connect icon from view. Not available in

Windows 95, Windows 98, and Windows NT 4.0.

Help Accesses Help.

About Displays Aventail Connect About box.

Credentials Displays authentication credentials.

Configuration File Selects a new configuration file via Startup Options dialog box.

Each of the commands is discussed below.

CLOSE

This command closes Aventail Connect. Exiting Aventail Connect may limit
access to certain remote hosts or prevent you from using certain WinSock appli-
cations.
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HIDE ICON

This command hides the Aventail Connect icon from view (Windows 3.1, Win-
dows for Workgroups 3.11, and Windows NT 3.51 only). Aventail Connect will
run in the background. The Hide Icon command is not available in Windows 95,
Windows 98, and Windows NT 4.0.

HELP
This command accesses Aventail Connect Help.

ABOUT

This command displays the Aventail Connect About box, which includes Aven-
tail Connect software copyright notification, version information, and so on.
Clicking More displays a list of files used by the current version of Aventail Con-
nect.

CREDENTIALS

This command displays the Manage Credentials dialog box. Credentials
include the information (such as username/password) that you enter when
establishing a connection to an extranet (SOCKS) server requiring user authen-
tication. (Aventail Connect prompts you with an authentication dialog box.) As
long as your credentials are in memory, you can establish connections to associ-
ated extranet servers without needing to reenter your authentication information.

You cannot edit credential data fields; you can, however, delete individual cre-
dential entries. Aventail Connect will prompt you to enter updated authentication
information when you reestablish a connection to the associated extranet server.

Manage Credentials |
SOCES Server | Ilzer Mame | bl ethod | [e|ete I
BIITHIMFO gzleint ERY2a
ELTHIMFO enabled ER793
BTHIMFO LI B5796
ETHIMFO clam E5799
ALTHINFO

] Cancel Apply Help
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NOTE: You cannot edit the “AUTHINFO” entries in the Manage Creden-
tials dialog box. This information is for diagnostic purposes only.

Field Definition

SOCKS Server Extranet (SOCKS) server name.
User Name User name for the extranet server.
Method Authentication method.

To delete a credential entry

Delete authentication credentials when they are no longer correct. After the cre-
dentials are deleted, you will be prompted to reenter them the next time you con-
nect to the associated extranet server.

* Select the credential entry you want to delete and click Delete.
This deletes the credential information.

To exit the Manage Credentials dialog box

* Click OK to accept changes to the credentials and close the dialog box.
-OR-
* Click Cancel to close the dialog box without accepting any changes you
might have entered.

NOTE: Clicking Apply saves changes but keeps the dialog box open so
you can keep working.

CONFIGURATION FILE

This command lets you load a different configuration file via the Aventail Con-
nect Startup Options dialog box.
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Connect Startup Options |
f;& Fleaze choose a configuration file to use with
i Caonnect. Cancel |

I'x'ﬂ.ﬂ-.ventail'xcnmman'xcanfig file. zf] j Browsze. .. |

[ Prompt at startup to determine the Connect configuration file,

™| Automaticallystart with the most rezent choice after |1 5 i’ geconds.

For more information about the configuration file, refer to “Creating Configuration
Files.”

To load a configuration file

Check with your network administrator before making any changes to the config-
uration.

* Select the configuration file you want to load (use the Browse button), and
then click OK.

* |f you want Aventail Connect to start automatically with your most recent
choice of configuration file, select the Automatically start... check box, and
then select the start delay (in seconds).

The new configuration file transparently loads into Aventail Connect. You
can close and restart Aventail Connect for your change to take effect, or
wait the specified length of time if you selected the Automatically start...
checkbox.

UTILITIES

To display the Utility Programs menu, right-click the Aventail Connect icon in
the system tray on the taskbar (Windows 95, Windows 98, or Windows NT 4.0)
or click the minimized Aventail Connect icon (Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51).

Aventail Connect Utility Program Menu Commands.

Menu Command Function

Config Tool Runs the Config Tool. (Optional)
Logging Tool Runs the Logging Tool. (Optional)
S5 Ping Runs the ping and traceroute utilities. (Optional)

Each of the commands is discussed below.

Aventail Connect 3.01/2.51 Administrator's Guide « 78

Petitioner Apple Inc. - Ex. 1023, p. 177



Utilities Reference Guide

NOTE: The Config Tool, Logging Tool, and S5 Ping commands are
optional components and will only appear when the network
administrator has included them in a custom setup package.
They are discussed in the sections “Config Tool,” "Logging Tool,"
and "S5 Ping.”

CONFIG TooL

The Aventail Connect Config Tool creates configuration files that determine how
network requests will be routed and which authentication protocols will be
enabled. (This option may not be available to all users if the network administra-
tor has chosen not to install it.)

‘Ce Config Tool - C:A.._\Aventail\Aventail.cig

File Help
Local Hame Resolution I Advanced I Authentication
Redirection Fules I Servers I C'estinations
| D estination | Service(z) | SOCKS Server |

Add... Edit... Bemowve

Network administrators generally create configuration files during Aventail Con-
nect installation. However, you can add, remove, or modify configuration files at
any time. If necessary, you can create several configuration files for different
users or user groups. Some configuration files may reside on a networked drive,
accessible by multiple users. Other configuration files may be tailored to a spe-
cific user on an individual workstation. "Creating Configuration Files” discusses
the Config Tool in detail.

LOGGING TooL

The Logging Tool is an optional diagnostic utility for tracing Aventail Connect and
WinSock activity. When running a trace, the Logging Tool displays errors, warn-
ings, and information as Aventail Connect generates them. You can save the
message list to a log file that Aventail Technical Support can use in troubleshoot-
ing technical problems, including Aventail Connect network, extranet (SOCKS)
server, and WinSock application interoperability problems. Aventail Technical
Support engineers may request that you perform a verbose trace, log it to a file,

Aventail Connect 3.01/2.51 Administrator's Guide « 79

Petitioner Apple Inc. - Ex. 1023, p. 178



Utilities Reference Guide

and e-mail it to them as an attachment. Log files are also useful when running
Aventail Connect for the first time, to ensure that network traffic is being routed

properly.
To trace Aventail Connect activity

1. Windows 95, Windows 98, or Windows NT 4.0: Either right-click the Aventail
Connect icon (in the system tray on the taskbar) and click Logging Tool, or
select Start | Programs | Aventail Connect | Logging Tool.

-OR-

Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51: From the
Aventail Connect program group, double-click the Logging Tool program
icon.

& Logging Tool M=] E3

Log Edit Yiew Help

ITLI IInfu:urmatiu:un j ngl DII ﬁlvl

Message ITypt:I Date | Time
@ fffade01 Running on Win9 _ &  12/08/98 11:00:18 -
€ fifade01 Redirecting conn . [ 12/08/98 11:00:19
€ fffae319 CCM: Authenticati [ 12/08/98 11:00:24 —
€ fifade01 Redirecting conn . [ 12/08/98 11:00:25
€ fifae319 CCM: Authenticati [ 12/08/98 11:00:26
€ fffade01 Redirecting conn . [§ 12/08/98 11:00:28
€ fifade01 Redirecting conn . [ 12/08/98 11:00:29
€ fifae319 CCM: Authenticati [ 12/08/98 11:00:29
€ fifae319 CCM: Authenticati [ 12/08/98 11:00:29
Ty fifade01 NetSocket revev]) . [ 1208/98 11:00:39
Ty fifade01 NetSocket revev]) . [ 1208/98 11:00:39
€ fffade01 Redirecting conn . [§ 12/08/98 11:00:39
For Help, press F1 |LOG | |

| Bl

2. In the Log menu, click Level and select one of the five levels of information
you want to trace.

-OR-

Select one of the five levels from the drop-down list on the toolbar.
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Select

To Log

Fatal Errors

Fatal errors only

Errors Errors and fatal errors only

Warnings Errors and warnings only

Information Errors, warning, and information

Verbose All of the above, and more descriptive information on progress of

connections

3. On the Log menu, click Trace.

-OR-

Click the Trace On button on the toolbar (shown below).

& Logging Tool =] E3
Log Edit “iew Help

IT[\LI R arnings H | %l | I I oy I ?l

M{(Trace an I T".'l"l-"EI Date I Time I
Enahle Ingging [LOG | | 4

The log window will now record and display trace information as it is generated
by Aventail Connect. You can tell when the trace function is active because mes-
sages are scrolling down the screen and the Trace On button is depressed.

4. When you are ready to stop the Trace function, click Trace on the Log menu.

-OR-

Click the Trace Off button on the toolbar (shown below).

Aventail Connect 3.01/2.51 Administrator's Guide « 81

Petitioner Apple Inc. - Ex. 1023, p. 180



Utilities Reference Guide

& Logging Tool =] E3
Log Edt “iew Help

D SENEE R

Meseﬁm | Typel Date | Time |
Dizable logging ||-':”3 | | S

The Trace function stops. You can now scroll through the results, print them,
and/or save them to a file.

To save alog file

The Logging Tool allows you to append each new message to the end of a . LOG
file during the trace, or save the contents of the log window at any time. If you
save during a trace, Aventail Connect will append messages to the log file until
you stop the log function. You must save data in the log window to retain it.

You cannot open a preexisting log file from within the log window. To open a pre-
existing log file, you must open it in a text editor such as Notepad.

1. To save a log file as the data is being generated, click Log to File on the Log
menu. Enter the filename in the Select Log File dialog box.

-OR-
Click the File Logging button on the toolbar (shown below).
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& Logging Tool =] E3
Log Edt “iew Help
EEINE N
Message File Logaing| Date | Time |
Log directly to a file |LOG | | i

2. Enter the filename in the Select Log File dialog box.

» To save the contents of the log window at any time, click Save As on
the Log menu and then enter the filename.

To filter messages in the log window

You can filter the contents of a log window by selecting the types of messages
you want to view. By selecting a specific type of message, you can easily scan
the information on-screen. If you save data to a log file, a view filter will not affect
the file contents; it merely adjusts the screen display of those contents.

1. On the View menu, click Filter Messages to display the Filter dialog box
-OR-

Click the Filter button on the toolbar (shown below) to display the Filter dialog
box.
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& Logging Tool =] E3

Log Edt “iew Help
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Dizplay only selected entries |LOG | | i

NOTE: The Filter function is an on/off toggle. If the filter is enabled,
select Filter Messages to turn it off, then select it again to dis-

play the Filter dialog box.

Filter |

— Categories
[ Eatal Errors [T Errars

[~ Wamings [ Information
[T Werbose [ Debugl Help
[T Debug? [ Debugl

Cancel

[
[ e |

Reszet

— Log Type
[ System [ Security
[ Mizcellaneous

—Application Type
[ 32-hit [ 1E-hit

Aventail Connect 3.01/2.51 Administrator's Guide « 84

Petitioner Apple Inc. - Ex. 1023, p. 183



Utilities Reference Guide

Field Definition

Categories Select any of the five filters to display errors, fatal errors, warnings,
information and/or verbose information in the log window.

Log Type Select the type of log to be filtered. (Currently, the only valid log
type used in Aventail Connect is Miscellaneous.)

Application 32-bit Show messages from 32-bit applications.

Type*

P 16-hit Show messages from 16-bit applications.

*These options are disabled if you are running 16-bit Windows.

2. Under "Categories," select one or more of the five filter check boxes. The log
window will adjust the display based on your selection(s).

3. Under “Log Type,” select the log type to filter.
4. Under "Application Type," select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

* On the View menu, click Font. Enter your font preferences into the standard
Windows Font dialog box.

* To display or hide the toolbar and status bar, click Toolbar and/or Status
Bar on the View menu.

To copy the log window

You can copy the log window contents to the Windows Clipboard.

* To copy all of the log window contents to the Windows Clipboard, click
Select All on the Edit menu. Then click Copy on the Edit menu, or click the
Copy button on the toolbar.

* To copy selected messages to the Windows Clipboard, drag the mouse over
the messages to highlight them. Then select Copy on the Edit menu or click
the Copy button on the toolbar.
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To print the log window

You can print the contents of the log window can be printed only in its entirety.
* On the Log menu, click Print.
-OR-
Click the Print button on the toolbar.

The entire contents of the window will print, regardless of whether you
have specific messages selected. If you have filtered the display, only the
filtered messages will print.

To find a specific message

The Find command will only work with data displayed in the window. If the dis-
play has been filtered, only the filtered messages will be searched. The Find dia-
log box remains active until you close it.

* On the Edit menu, click Find.
-OR-
Click the Find button on the toolbar.
Then enter your search parameters in the Find dialog box.

To clear the log window

Clear the log window contents when you are ready to execute a new trace.
* On the Edit menu, click Clear All.
-OR-
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Click the Clear All button on the toolbar.

To close the log window

When you are ready to close the log window, make sure you have saved the
contents of the trace for later reference. All settings are saved when you exit.

* On the File menu, click Exit.

S5 PING

Two of the most useful diagnostic tools in an administrator’s arsenal are the ping
and traceroute utilities.

» The ping utility checks for network connectivity between two hosts and
returns information about the quality of the connection.

» The traceroute utility checks for network connectivity by displaying
information about routers between two hosts. It displays information for
each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP).
SOCKS v5 is designed to handle TCP and UDP protocols; however, SOCKS v5
does not support ICMP. Because ping and traceroute are based on ICMP, there
iS no way to directly proxy a ping or traceroute request. To circumvent this prob-
lem, Aventail Connect provides a utility called S5 Ping.

S5 Ping determines whether a host outside of an extranet server is active. After
a response from the host returns, the extranet server relays the data back to the
client and displays it in the S5 Ping dialog box.

To launch S5 Ping

You can use S5 Ping whether or not Aventail Connect is running. However, if the
server that you are connecting through requires authentication, you must load
Aventail Connect before reconnecting.

* Windows 95, Windows 98, or Windows NT 4.0: Select Start | Programs |
Aventail Connect | S5 Ping.

-OR-

Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51: From
the Aventail Connect program group, double-click the S5 Ping program
icon.

-OR-

If Aventail Connect is already running, right-click the Aventail Connect
icon on the taskbar and click S5 Ping (Windows 95, Windows 98, or Win-
dows NT 4.0), click the minimized Aventail Connect icon in the System
menu (Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

The S5 Ping dialog box appears.
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— Operation SOCES Server

&+ Ping ' Traceroute |V|,é-,ventai| j

= - Start

— Destination Sbout |

" | e |
— Besults

Ready

NOTE: S5 Ping will function without a properly configured Aventail Con-
nect; however, the user will be required to type the information
about the target extranet server and target host into the SOCKS
Server and Destination boxes.

Field Definition
Operation Select ping or traceroute.
SOCKS Server The Extranet (SOCKS) server that will execute the

operation. If Aventail Connect is already configured, this list
will be preloaded with extranet servers from the
configuration file.

Destination The extranet server you want to ping (or traceroute). If
Aventail Connect is already configured, this list will be
preloaded with single host destinations defined in the
configuration file. (See “Configuring Aventail Connect.”)

Results The results of successful connection. The format of the
results will vary based upon the extranet server platform.

S5 Ping can be used whether or not Aventail Connect is running. However, if the
server that you are connecting through requires authentication, you must load
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Aventail Connect before connecting. The network administrator may or may not
make S5 Ping available to users during installation. In some cases, the S5 Ping
command will not appear on the Aventail Connect System menu or in the pro-
gram group.

Once the S5 Ping dialog box opens, you can execute a ping or traceroute net-
work operation.

To run ping or traceroute using S5 Ping

S5 Ping has two modes of operation: ping and traceroute.
1. Under "Operation,” select one of the two options, Ping or Traceroute.

2. Under "SOCKS Server," select an Aventail ExtraNet Server to carry out the
operation. If no servers are listed (because S5 Ping did not locate an Aventalil
Connect configuration file), type the extranet server's hostname or IP
address.

3. Under "Destination," select a single host destination to ping or traceroute. If
no hosts are listed (because S5 Ping did not locate an Aventail Connect con-
figuration file), type the hostname or IP address of the host you want to ping
or traceroute.

4. Click Start to execute the operation. Start then changes to Stop. Results
from any previous operation are cleared from the window.

5. If the extranet server requires authentication, you may be prompted with a
server certificate or required to enter a username and password. (For more
information about server certificates and username/password authentication,
see "Manage Authentication Modules" in the Administrator’s Guide.)

6. Once the connection to the host has been made, the information returned
from the server will be displayed in the Results window.

To stop ping or traceroute

* Click Stop.

This stops the operation and changes Stop to Start. The results of the
operation remain displayed in the S5 Ping dialog box.

To exit S5 Ping

* Click Exit.

This clears the results and closes the S5 Ping dialog box.
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SECURE EXTRANET EXPLORER

Secure Extranet Explorer (SEE) allows you to view your Extranet Neighborhood,
which is accessed through the Extranet Neighborhood icon on your desktop.
The Extranet Neighborhood user interface resembles that of Network Neighbor-
hood. However, while Network Neighborhood displays all computers on your
local network, Extranet Neighborhood allows you to browse, copy, move, and
delete files from remote computers via the Aventail Connect extranet connec-
tion. With Extranet Neighborhood, all interaction with the remote server can be
secured. Network administrators determine which local and remote computers
are available to users.

NOTE: Some installations of Aventail Connect may not include SEE.
Network administrators can decide whether or not to include SEE
in a custom setup package.

Extranet Neighborhood, a Windows Explorer shell extension, is a collection of
Windows file servers and Windows NT domains. Network Neighborhood dis-
plays only those remote computers that the network administrator has specified.
SEE requires a hosts file (SEEHosts) that determines which Windows file serv-
ers and NT domains are available. You can include a SEEHosts file with the
Aventail Customizer tool. If users install a custom package that does not include
a SEEHosts file, then the first time they open Extranet Neighborhood, SEE will
create a SEEHosts file. For more information, see the “Customizer” section in
the Administrator’'s Guide.

Extranet Neighborhood offers Aventail Connect users a secure alternative to tra-
ditional file-browsing methods. Users can securely access computers from the
desktop through Extranet Neighborhood (see icon below), or through Windows
Explorer.

) et

M Eigh b n:nrl:| lél ad

Generally, you will use Extranet Neighborhood to connect to a remote network
through Aventail Connect. For example, you will use Extranet Neighborhood
when:

» you are inside the office, on the corporate network, and you connect
through an Aventail ExtraNet Server to your company’s remote site, or
to another company’s network.

* you are outside the office, and you connect your laptop through an
Aventail ExtraNet Server to your internal company network, or to
another company’s network.
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NOTE: To use Extranet Neighborhood with remote hosts, Aventail Con-
nect must be running and configured correctly.

How EXTRANET NEIGHBORHOOD WORKS

Typically, with Windows networking, the Microsoft Windows Explorer and Net-
work Neighborhood browse files using NetBIOS (NBT), over TCP. Network
Neighborhood does not use the standard WinSock programming interface. This
prevents Aventail Connect from redirecting TCP connections. Since Aventail
Connect redirects only WinSock calls, it cannot redirect NBT calls.

To deliver a secured version of standard Windows browsing, Aventail Connect
redirects NBT calls to WinSock. This allows Aventail Connect to redirect this traf-
fic based on a set of redirection rules, as defined in the Aventail Connect config-
uration file.

Extranet Neighborhood can use either hosts files or Windows Internet Naming
Service (WINS) servers to map a computer’s Internet (host) name to its Win-
dows machine name. Without a hosts file or a WINS server, Extranet Neighbor-
hood cannot associate a computer’s Internet name with its Windows machine
name.

Extranet Neighborhood includes a browsing mode, which allows you to view a
dynamic list of available Windows hosts. Hosts files provide a static list of hosts.

There are two basic methods for configuring Extranet Neighborhood.

» Listing WINS Servers: List only WINS servers for the domain(s) in the
hosts file. You do not need to list individual hosts within the domain.

« Listing Individual Hosts: List every individual host in the hosts file that
will be accessible to users.

LISTING WINS SERVERS

To use Extranet Neighborhood in the browsing mode, you must configure Extra-
net Neighborhood to use WINS, and you must identify the IP address (host-
name) of the WINS server(s) and, possibly, the primary domain controller (PDC)
for the domain. If you do not specify a WINS server, you will not be able to use
Extranet Neighborhood in the browsing mode.

The PDC for the domain is required only if the destination network is not acces-
sible by UDP. (For example, when using MultiProxy, the destination network is
not UDP-accessible.) When Extranet Neighborhood is in browsing mode, it must
be able to resolve the name of the host. If the destination network is UDP-acces-
sible, then the WINS server is used to map a computer’s Internet (host) name to
its Windows machine name. If the destination network is not UDP-accessible,
then Extranet Neighborhood uses the PDC and DNS to determine the host’s
address.
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LISTING INDIVIDUAL HOSTS

To use Extranet Neighborhood in the static host list mode, you must define, in
the hosts file, each individual host in the domain. This allows you to restrict
access to designated hosts only. In the hosts file, you must specify the host’s IP
address or DNS name along with the Windows machine name. WINS and PDC
are not used in this method.

INSTALLING EXTRANET NEIGHBORHOOD

When installed, Extranet Neighborhood appears on your desktop as an icon,
and in Windows Explorer. You can open, move, copy, and delete files in Extranet
Neighborhood just as you would in Network Neighborhood.

If you need to install Extranet Neighborhood, install it from the Aventail Connect
CD. Or, if you downloaded your copy of Aventail Connect, run the downloaded
executable package. When the Installation Components and Sub-compo-
nents dialog box appears, select Extranet Neighborhood (located under Com-
ponents). Continue with the installation process.

The default installation directory is
\ Program Fi | es\ Avent ai | \ Connect .

NOTE: Secure Extranet Explorer/Extranet Neighborhood is available
only on Windows 95, Windows 98, and Windows NT 4.0 operat-
ing systems.

CONFIGURING EXTRANET NEIGHBORHOOD

You can include a SEEHosts file with the Aventail Customizer tool. Only by
installing a custom package will users have a local or remote hosts file
automatically configured. If users install a custom package that does not include
a SEEHosts file, the SEE Configuration wizard will run when users open
Extranet Neighborhood for the first time. The SEE Configuration wizard walks
you through the process of defining local or remote hosts files. Aventail
recommends that you use the Customizer tool to distribute Extranet
Neighborhood, bundled with a hosts file, in a custom setup package.

Extranet Neighborhood can automatically construct a hosts file from your local
network or a remote network. Using the Search feature, Extranet Neighborhood
can automatically “browse” available computers and build the local hosts file.
The Search feature is available through the Extranet Neighborhood Proper-
ties | Local tab. Alternatively, you can enter the names of the available comput-
ers manually. The Search feature browses only those computers that are within
your internal network. To search remote networks, you must manually enter the
fully qualified hostname of each remote WINS server that is outside your Aven-
tail ExtraNet Server. When using the Search feature, the same UDP restrictions
described in “Listing WINS Servers” apply.
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NOTE: To use the Search feature, Aventail Connect must be running and
configured correctly.

Do not use the Search feature if you are using the WINS-browsing mode. The
Search feature builds the local hosts file for all of the computers, which is not
necessary with WINS. Use Search when creating a local hosts file using the “list-
ing individual hosts” method.

NOTE: When you click Search, you may see more than one domain in
the resulting local hosts file. This is because Search includes
trusted domains.

To create a hosts file

Use this procedure if you have not yet created a hosts file.

1. Decide which method, listing WINS servers or listing all individual hosts, to
use.

2. If no hosts file exists, launch Extranet Neighborhood (Extranet Neighborhood
will prompt you automatically if you are running Extranet Neighborhood for the
first time),

-OR-

Right-click the Extranet Neighborhood icon on your desktop and then click
Properties.

3. Follow the on-screen instructions to create the hosts file.

4. To distribute the new hosts file, include the SEEHosts file in your custom
setup package, if using the Customizer tool.

After creating the hosts file, users can browse only those domains and machines
that the network administrator has included in that list of hosts. This list may be a
local hosts file called “SEEHosts” and/or a remote host list, which is identified by
[share]\[path]\[fil enane].

NOTE: To use the browsing mode, you must specify the domain’s WINS
server(s) in the local hosts file.

CAUTION: SEE cannot recognize share names that contain special
characters (e.g., €) or multiple spaces (e.g., Aventail
Custom Computer). SEE also will not recognize hidden
one-letter share names (e.g., C$ or D$).
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SEE CONFIGURATION METHODS

There are numerous methods for configuring SEE. The three most common
methods are described below.

Local Hosts File Method

With this method, the hosts file contains a list of all domains and servers in the
local hosts file. Every host is listed.

There are two ways to configure SEE using this method.

* Inthe Extranet Neighborhood Properties | Local tab, manually add
each domain and host to the local hosts file

-OR-

« Onthe Local tab, click Search, click Search Local Network, and then
search any remote networks, if necessary. SEE automatically builds a
list of all hosts. You may delete hosts from the local hosts file if you do
not want users to view them.

NOTE: To view your domains, double-click the Extranet Neighborhood
icon on your desktop. If you make changes to the hosts file, you
can reload the Extranet Neighborhood domains window by
pressing the F5 key.

Remote Hosts File Method

With this method, the local hosts file contains the path of the remote hosts file,
and the remote hosts file contents are determined by which configuration
method you use.

To use this method, first create the remote hosts file, and then create a local
hosts file that points to the remote hosts file.

To configure SEE using the remote hosts file method

1. Create a local hosts file, using one of the methods listed above, and copy it to
a central location. (This creates a remote hosts file; this file is not distributed
with Aventail Connect.)

2. On the Remote tab, click Add, and then add a pointer to the remote hosts file
that you created in Step 1. (This file is distributed with Aventail Connect.)

NOTE: You can point to multiple remote hosts files on a single list.

WINS Browsing Method

With this method, the hosts file contains a list of all domains, and the WINS serv-
ers for each domain. You do not need to list all of the computers.

Aventail Connect 3.01/2.51 Administrator's Guide « 94

Petitioner Apple Inc. - Ex. 1023, p. 193



Utilities Reference Guide

To use this method, add each domain in the Local tab, specifying the primary
WINS server and, if applicable, the secondary WINS server, and then select the
Make domain browsable check box in the Windows Domain dialog box.

Choosing a Method

Each of the three methods has advantages and disadvantages. The table below

lists pros and cons for each of the three methods.

connections, this
method is fastest
since you do not
need to send a list of
servers to the client.

Method Advantages Disadvantages

Local hosts The administrator The administrator must update the local
file with controls exactly hosts file if file servers are added to or
individual which hosts the users | removed from the domains.

computers can see. On slower

Remote hosts | e The administrator

® Users are immediately prompted to

if new computers are
added or removed.

file can edit the centrally | enter authentication credentials upon
stored hosts file opening SEE (because SEE must load
whenever necessary. | the remote hosts file).
® |f the hosts file is ® |f a user loses network connectivity to
stored behind a the hosts file, SEE will not display the list
firewall, SEE can go of hosts/computers.
through an extranet
server (using
encryption and
authentication) to
reach it.
Local hosts The administrator * The administrator must update the local
file with WINS | does not need to hosts file if domains are added or
browsing update the hosts file removed.

® The administrator cannot control which
computers appear in SEE; all computers
in the NT domain are displayed.

® On slower connections, this method is

slower than other methods because a list
of computers must be sent to the client.

You are not limited to using only one method for configuring SEE. You can use a

combination of the various methods. For example:

» Use WINS browsing for some domains, and explicitly list hosts for other

domains
_OR_

* Use multiple remote hosts files
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-OR-

» Specify some computers in a local hosts file and others in a remote
hosts file.

SEE PROPERTIES

To access information about the current configuration of SEE, or to make
changes to that configuration, right-click the Extranet Neighborhood icon and
click Properties, or click View | Options in any open SEE window. The Extra-

net Neighborhood Properties window will appear with the General tab
selected.

THE GENERAL TAB

The General tab displays information about the current configuration of SEE.

Extranet Meighborhood Properties |

ILn:n::aI I Flemn:ntel

% E stranet Weighborhood

Type: Secure Enterprize Explorer
Lacatian: C:hAPragram Filesdwentails PR Client
"Werzion: a0

Coppright & 1393, Aventail Corporation
All rights rezerved.

| (] I Cancel e[

THE LocAL TAB

The Local tab displays the computers that are listed in the local hosts file.
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E xtranet Heighborhood Properties |

AVEMTAIL [not browezable]
BOBKA [not browsable]

TEST [not browsable]
TRUSTODOMAIM [not browsable)
WORKGROUP [not brovwzable]

Add Domain | AddHgst | Edt |

Delete | Search... | Help |

| ] I Cancel | Sl |

If you have specified a host in the local hosts file, you can add, edit, or remove
computers or domains that appear in the Local tab. If you have specified hosts
in the remote hosts file, they will not appear in this tab. To edit hosts in the
remote hosts file, you must copy the file to your Aventail Connect directory, edit
it, and then replace it in the remote hosts directory.

If you are using the WINS browsing mode, the individual computer names will
not appear. Any hosts specified in remote hosts files, including WINS servers,
will not appear in this tab.

The Add Host and Add Domain buttons allow you to add additional computers
or domains in the Add Host to Aventail dialog box and the Windows Domain
dialog box.

If no computers or domains appear in your Local tab, check the Remote tab. It
is possible that your network administrator has configured Extranet Neighbor-
hood with only a remote hosts file.

The Search feature can automatically browse available computers in local or
remote domains and populate your local hosts file. Alternatively, you can enter
the names of the hosts files manually.
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NOTE: To view your domains, double-click the Extranet Neighborhood
icon on your desktop. To reload the hosts files in the Extranet
Neighborhood domains window, press the F5 key.

NOTE: Inthe Local tab, “browsable” domains do not show individual
computers in them.

Hosts File Locking

If the controls in this window are disabled (dimmed), then the hosts file has been
“locked.” The network administrator determines which, if any, hosts files are
locked.

You can lock and unlock files from any Extranet Neighborhood Properties tab.

* To lock a file, use the Ctrl+L command.
e To unlock a file, use the Ctrl+U command.
Windows Domain Dialog Box

To open the Windows Domain dialog box, click Add Domain in the Extranet
Neighborhood Properties | Local tab.

Windows Domain

Cromain M ame:; ||

Comment; I Cancel

ddif

[ Make domain brawsable. Help

— Browszable Domain

Primary %1MS Semver: I

Secondary "WIMS Server I

Primary Diamain Cantraller: I

Mote: The Prmary Domain Controller iz required only if the destination network. i=
hot accezzible using LDF.

For each domain, you can either specify the WINS server names or specify each
individual host that should appear in the domain. Listing WINS servers will result
in a smaller, more manageable hosts file. You must add a domain before you
can add hosts to that domain.
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To make the specified domain “browsable,” enter WINS server information in the
Primary WINS Server box and, if desired, the Secondary WINS Server box. In
both of these boxes, you can enter either the server’s IP address or its fully qual-
ified host name. You must also select the Make domain browsable check box.

If you do not select the Make domain browsable check box, Extranet Neighbor-

hood will display only those computers in the local or remote hosts file, even if
you have specified a WINS server.

NOTE: To use the browsing mode for a domain, you must specify the
domain’s WINS server(s) in the hosts file. You must specify the
WINS server(s) only if you want to use the browsing mode.

To view your domains, double-click the Extranet Neighborhood icon on your
desktop. To reload the hosts files in this screen, press the F5 key.

Add Host to Aventail Dialog Box

To open the Add Host to Aventail dialog box, click Add Host on the Extranet
Neighborhood Properties | Local tab.

Add Host to AVENTAIL

Wwindows Server Mame: i

Hast Mame ar [P Addreszs:
I Help

Cancel

aal

Description:

Aventail Connect automatically places hosts within the domain that is selected
when you click Add Host. Select the correct domain before clicking Add Host.
You must specify a domain before you can add hosts to that domain.

In the Host name or IP address box, be sure to enter the server’s Internet
address, not its Windows machine name.

THE REMOTE TAB

If the network administrator has configured Extranet Neighborhood to use a
remote hosts file, this tab displays the information about the currently configured
remote hosts file(s). Server name, host name or address, pathname, and user-
name are all configurable through the Remote tab.
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E xtranet Heighborhood Properties |

Generall Local  Remobe |

The following remote host filez are currently being used. v'ou may
add and remove entriez from the list.

add | Edt | Deletz |

Help |
| ] I Cancel | Sl |

Remote hosts files are always used in conjunction with a local hosts file. When
you add a remote hosts file to the list, Extranet Neighborhood adds the path to
the local hosts file. Extranet Neighborhood always has a single local hosts file;
this file can include references to multiple remote hosts files.

The most common configuration is one remote hosts file (with all domains and
hosts in the remote hosts file) and one local hosts file that contains a pointer to
the remote hosts file. If you want users to share a common hosts file, and if you
want to simplify administration, use a remote hosts file.

To add entries to the list of remote hosts files, click Add. The Remote Hosts File
dialog box appears, and you can type the names of the remote hosts file(s) you
want to add.

NOTE: To access remote hosts files, Aventail Connect must be running
and configured correctly.

Remote Hosts File Dialog Box

To open the Remote Hosts File dialog box, click Add on the Remote tab.
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Femote Host File |

UMLC filename of remate host file:
WWSERYERMSHARE MDIRTMFILE]

I Cancel

Help

_con |
e |

YWindows domain ar workgroup of server:

Hast name or IP address of zerver:

When entering the Universal Naming Convention (UNC) filename of the remote

hosts file that you are adding, note that the [SERVER] name is the Windows
machine name, not its IP address or hostname.

In the Host name or IP address of Server box, be sure to enter the server’s
Internet address, not its Windows machine name.

NOTE: Extranet Neighborhood ignores any remote hosts files that it can-
not access.
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Troubleshooting

Aventail Connect-related problems tend to fall into four categories: Installation,
Network Connectivity, Configuration, and Application and TCP/IP Stack Interop-
erability.

AVENTAIL CONNECT INSTALLATION PROBLEMS

When the instructions in "Installing" in the Administrator’s Guide are followed,
Aventail Connect installation problems rarely occur. When they do occur, they
are often the result of:

* Toolbars, virus-checking utilities, or other Windows applications
running during the installation

If any of these are running during a failed installation, close them, unin-
stall Aventail Connect, reboot, and then re-install Aventail Connect,
ensuring that the toolbars, virus-checking utilities, or applications are
not automatically restarted when the system reboots.

» Insufficient RAM or free space on the volume to which Aventail
Connect is being installed

If you suspect either of these as the cause of a failed installation,
increase the available resources and retry the installation.

» Corrupted Aventail Connect installation media, or corrupted or
incomplete FTP of Aventail Connect self-extracting, executable
installation file

If you suspect corrupted Aventail Connect installation diskettes as the
cause of a failed installation, contact Aventail Technical Support
(206.215.0078) for assistance in determining whether the files on the
diskettes may have been corrupted and whether Aventail or your ven-
dor must supply replacement diskettes.

If you suspect a corrupted or incomplete FTP transfer of Aventail Con-
nect installation files obtained over the Internet, retry the transfer, taking
care to ensure that the FTP client is in binary mode and confirm that the
transfer completes normally. Contact Aventail Technical Support to con-
firm that the byte size of the transferred installation file is correct.

* Installation to a workstation on which Aventail Connect was run-
ning or from which a previous version of Aventail Connect was not
completely uninstalled

If you suspect either of these circumstances as the cause of a failed
installation, contact Aventail Technical Support.
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* Installation script errors

Aventail Connect is installed with InstallShield. If InstallShield reports
errors during a failed installation, note the text of the error messages
and the specific circumstances in which they occurred and contact
Aventail Technical Support.

NETWORK CONNECTIVITY PROBLEMS

Before Aventail Connect can successfully redirect WinSock application connec-
tions:

1. The workstation on which Aventail Connect is installed must also have a prop-
erly installed, WinSock-compatible, TCP/IP stack running on it.

This installation can be confirmed by successfully pinging the IP address of
the workstation, from the workstation itself, using a WinSock ping application.
If this test fails, the failure must be corrected before Aventail Connect can be
tested and before Aventail Technical Support can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation
on which Aventail Connect is installed and the extranet (SOCKS) server(s) to
which it is configured to redirect connections.

This connectivity can be confirmed by successfully pinging the extranet
server(s) by IP address, from the client workstation. If this test fails, the failure
must be corrected before Aventail Connect can be tested and before Aventail
Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the extranet
server(s) and the network host(s) to which the extranet server(s) are expected
to proxy connections.

This connectivity can be confirmed by successfully pinging the network
host(s), by IP address, from the extranet server(s). If this test fails, the failure
must be corrected before Aventail Connect can be tested and before Aventail
Technical Support can provide assistance.

AVENTAIL CONNECT CONFIGURATION PROBLEMS

This section addresses troubleshooting of simple Aventail Connect configuration
problems. Troubleshooting complex Aventail Connect configuration problems is
beyond the scope of this section.

It is easiest to troubleshoot Aventail Connect configuration problems by creating
and testing simple Aventail Connect configuration files, such as those that may
be created with the Aventail Connect configuration wizard. However, all refer-
ences to host and domain names must be removed from configuration files cre-
ated with the wizard, before testing, to defer possible name resolution
complications until the files can be demonstrated to work with IP addresses
alone.
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NOTE: The IP address and SOCKS port number of the extranet
(SOCKS) server(s) to which Aventail Connect must connect must
be known before troubleshooting Aventail Connect configuration
problems. Neither Aventail Connect, nor Aventail Technical Sup-
port, can discover the IP address or port number of the extranet
server(s).

When troubleshooting Aventail Connect configuration problems, confirm that the
Aventail Connect configuration file that is currently selected in the Configura-
tion File dialog box is the one intended for testing.

After selecting a configuration file to test, open the Aventail Connect Config Tool
and:

1. Confirm that the extranet server has been correctly identified by IP address.

Click the Servers tab, select the server alias and then click Edit.... Compare
the IP address in the Hostname or IP box with that of the extranet server.

If the extranet server is a SOCKS v5 server, click SOCKS v4 in the “SOCKS
Version” area of the Servers tab. Then click Detect Version. The selection
will revert to SOCKS v5, indicating that Aventail Connect detected a SOCKS
v5 server running at the IP address specified in the Hostname or IP box.

If, on the other hand, the extranet server is a SOCKS v4 server, click SOCKS
v5 in the “SOCKS Version” area. Then click Detect Version. The selection
will revert SOCKS v4, indicating that Aventail Connect detected a SOCKS v4
server running at the IP address specified in the Hostname or IP box.

If Detect Version fails to detect an extranet server of either version, it is pos-
sible that no extranet server is running on the host identified in the Hostname
or IP box. Contact your extranet server administrator to confirm that the extra-
net server is running at the address specified.

2. Confirm that all Aventail Connect authentication modules are enabled.

Click the Authentication tab and confirm that the “traffic light” icons for all of
the authentication Modules are green, indicating that the modules are
enabled. Enabling all the modules configures Aventail Connect to attempt any
form of authentication demanded by the extranet server or null (no) authenti-
cation. Note the form of authentication demanded by the extranet server and,
if necessary, obtain the proper authentication credentials, such as an extranet
server username and password, from the extranet server administrator.

3. Confirm that the network hosts to which the extranet server is expected to
proxy connections are within a redirected destination.

Click the Destinations tab, select the destination that includes the network
host to which the extranet server is expected to proxy connections, and then
click Edit.... Confirm that the definition of the Destination includes the network
host.

Next, click the Redirection Rules tab. Confirm that connections to the Desti-
nation are configured to be redirected by the extranet server.
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After making any necessary changes to the Aventail Connect configuration,
restart Aventail Connect and then restart any WinSock applications before
testing the new configuration.

APPLICATION AND TCP/IP STACK INTEROPERABILITY
PROBLEMS

Aventail Connect is intended to “automatically socksify” all “well-behaved” Win-
Sock applications. Occasionally, you may find WinSock applications that Aven-
tail Connect does not socksify, due to interoperability problems with the
application.

Aventail Connect is also intended to run on all WinSock-compliant Microsoft
Windows TCP/IP stacks. Aventail Connect does not alter or replace WinSock or
any other core TCP/IP components (files) provided by the operating system.
Occasionally, you may find WinSock stacks on which Aventail Connect does not
run as expected, due to interoperability problems with the stack.

If you suspect an application or stack interoperability problem, report it to Aven-
tail Technical Support. Aventail will make every reasonable effort to resolve
interoperability problems.

AVENTAIL CONNECT TRACE LOGGING

Aventail Connect includes a Logging Tool for tracing Aventail Connect and Win-
Sock activity. Aventail Connect traces are often useful in troubleshooting Aven-
tail Connect network, extranet server, and WinSock application interoperability
problems. Aventail Technical Support engineers may request that you perform a
verbose trace, log it to a file, and e-mail it to them as an attachment.

To run an Aventail Connect trace

1. Close any WinSock applications that are running on the workstation.
2. If Aventail Connect is running, close it and then restart it.
3. Start an Aventail Connect trace.

In Windows 95, Windows 98, and Windows NT 4.0, right-click the minimized
Aventail Connect icon in the system tray, and click Logging Tool. In Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, double-click
the Logging Tool icon in the Aventail program group. The Aventail Connect
Logging Tool window will open, as illustrated in Figure 1, below.

4. On the Log menu, confirm that the Trace command is checked. If it is not,
click Trace to enable it.
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To save an Aventail Connect trace to a file

1. On the Log menu, confirm that the Log To File command is checked. If it is
not, click Log To File to enable it.

2. The Select Log File dialog box (shown below) appears. Enter a file name and

click Save.

Select Log File

Save i

| £ WPNCliert

R N=ES

] CopyHook,

File name:

Save I

Save as bype: [Log Files

j Cancel |

ERROR MESSAGES

Occasionally, you may see an error message while running Aventail Connect.
The following table explains some of the more common Aventail Connect error

messages.

Error Message

Meaning

Setup has determined that your
computer does not have this
support and needs the WinSock
2.0 patch, available from
Microsoft.

SETUP: To install Aventail Connect 3.01, you
must first install the Microsoft WinSock 2.0
upgrade.

The patch is available for
download on the Microsoft Web
site, at www.microsoft.com/
windows/downloads/contents/
Updates/W95Sockets?2/
default.asp.

SETUP: Location of the Microsoft WinSock 2.0
upgrade.

You must have administrator
privileges to install.

SETUP: On Windows NT machines, you must
have administrative privileges to install or uninstall
Aventail Connect.
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Error Message

Meaning

Setup has detected that a previous
installation of (....) is present.
Would you like to continue and
upgrade to (....)? Pressing NO will
leave your existing installation
intact and will cause Setup to
terminate.

SETUP: Retain the previous installation of
Aventail Connect by pressing NO. Replace with
the newer installation by pressing YES.

The package does not contain the
necessary 3.01 files. Please
contact your administrator.

SETUP: Setup cannot find the necessary Aventail
Connect 3.01 files.

The package does not contain the
necessary 2.51 files. Please
contact your administrator.

SETUP: Setup cannot find the necessary Aventail
Connect 2.51 files.

The file you have selected is not a
valid Aventail setup file. Would you
like to create it?

CUSTOMIZER: Create a new setup file, or retain a
previous setup file.

Customizer must be run from a
valid Customize directory. Your
changes will not be saved.

CUSTOMIZER: Must run Customizer from a valid
Customize directory.

The Connect executable does not
have a valid Aventail digital
signature.

The specified signature is not valid.

Connect cannot find your license
file, aventail.alf.

Aventail Connect cannot find a valid Aventail
license file, aventail.alf.

Connect cannot load because your
license file does not contain a
license.

The license file exists, but it contains no license.

This version of Connect does not
support HTTP servers.

Aventail Connect 2.51 does not support HTTP
servers.

REPORTING AVENTAIL CONNECT PROBLEMS

Report Aventail Connect problems to Aventail Technical Support by completing
and submitting an Online Support form on the Support page of the Aventail Web

site, http://www.aventail.com.
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[

ALIAS
User-friendly name for destination network or host computer.

AUTHENTICATION
A method for identifying a user in order to establish access to a system
resource or network. Authentication information such as username/password
is entered via prompts.

CERTIFICATE
A certificate is essentially an electronic "statement" which verifies that a cer-
tain RSA public key is associated with a particular name. Certificates are
issued by a Certification Authority (CA).

CLIENT

A program or Internet service that sends commands to and receive informa-
tion from a corresponding program known as a server. Most Internet services
run as client/server programs.

CONFIGURATION FILE

A file of information containing traffic redirection rules used to determine if
and how SOCKS redirection should occur.

CREDENTIALS

Credentials include the information (such as username/password) that you
enter when establishing a connection to a SOCKS server requiring user
authentication.

DOMAIN
Internet name for a network or computer system.

ENCRYPTION

A security procedure that converts data into a format which can be read only
by the intended recipient computer.

EXTRANET
A network that is partially accessible to outsiders.

FIREWALL

Software or hardware barriers that control the flow of information to Private
networks.
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GATEWAY
A communications device/program that passes data between networks.

HACKER

A person who enjoys using computers and has a thorough understanding of
how they work, as well as the networks they run on. Often used to mean
"cracker," the correct term for someone who accesses computer systems
without authorization.

HOST

A server connected to the Internet.

IETF

Internet Engineering Task Force: An open community of network designers,
vendors, etc. who resolve protocol and architectural issues for the quickly
evolving Internet.

INTERNET PROTOCOL (IP)
The basic data transfer protocol used for the Internet. Information such as the
address of the sender and the recipient is inserted into an electronic “packet”
which is then transmitted.

INTRANET
A network that is internal to a company or organization.

LAN
Local area network

LAYERED SERVICE PROVIDER (LSP)
A program that is installed just below WinSock 2.0, allowing two-way commu-
nication between the WinSock 2.0-compatible application and the underlying
TCP/IP stack. An LSP can redirect and/or change data before sending the
data to the operating system’s TCP/IP stack for transport over the network.
LOG WINDOW
The window of the Logging Tool which shows alerts, messages, and warnings
generated by Aventail Connect.
PING
A utility that determines if a remote host computer is up. ping sends data
packets to the host. If the packets are not returned, the host is down.
PROTOCOL

Rules and procedures used to exchange information between networks and
computer systems.
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REDIRECTION RULES
Rules defined in the configuration file which specify how network requests are
routed to SOCKS servers.

ROUTER
A device that transmits traffic between networks

SERVER

A networked computer that shares resources with other computers. Servers
“serve up” information to clients.

SMB

Server Message Block. A message format used by DOS and Windows for
sharing files, directories, and other resources.

SOCKS

SOCKS is a security protocol. It acts as a proxy mechanism that manages the
flow and security of data traffic to and from your local area network or intra-
net.

SSL
Security Sockets Layer. An authentication and encryption protocol.

TRACEROUTE

A utility that traces the routing of data over the Internet to a specific computer.
Traceroute sends a data packet and then lists the intermediate host comput-
ers that it traverses on it's way to the destination machine.

TRANSMISSION CONTROL ProTocoL (TCP)
A means of sending data over the Internet with guaranteed delivery.

TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL (TCP/IP)

A suite of protocols the Internet uses to provide for services such as e-mail,
ftp, and telnet.

USER DATAGRAM PRrRoTOcoL (UDP)
A means of sending data over the Internet without guaranteed delivery. Also
known as “connectionless” protocol, it is used for data such as RealAudio®.
UNIVERSAL NAMING CONVENTION (UNC)

A way of accessing a file or directory on another computer. For example: //
host/share/directory/file (“share” refers to the alias used to make the resource
available.)

VIRUS

A self-replicating code segment that can infect a computer or network, caus-
ing minor to major damage
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VPN

Virtual Private Network: A secure channel used to transmit data over a public
network

WINSOCK

Windows Sockets. A Windows component that connects a Windows PC to
the Internet using TCP/IP.

WORKSTATION
Any computer connected to a network.

X.509
An ISO format standard for client and server certificates.
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Aventail ExtraNet Server Quick Start Guide

Welcome to the Aventail ExtraNet Server Quick Start Guide.

Aventail ExtraNet Server is the server component of the Aventail ExtraNet Center, a
client/server solution for management of sophisticated extranets. Setup of the Aventalil
ExtraNet Center requires that installation on both a server and multiple client machines.
Setup of the Aventail ExtraNet Server consists of installing several components.

AVENTAIL EXTRANET CENTER COMPONENTS

The following are the components of the Aventail ExtraNet Center.

» Aventail ExtraNet Server: The primary component of Aventail ExtraNet Cen-
ter is the ExtraNet Server. This is a SOCKS v5 proxy server that manages the
authentication of users and processes all of the connection requests. Aventalil
ExtraNet Server can manage traffic for both incoming (external users attempt-
ing to reach internal network resources) and outgoing (internal users attempt-
ing to reach external network resources) network traffic.

« Aventail Policy Console: The Aventail Policy Console is the graphical admin-
istrative tool for creating, viewing and managing the policies for your extranet.
It can also be used for starting and stopping the ExtraNet Server as well as
viewing log and license files.

The Policy Console provides a graphical front-end for the configuration file
that the Aventail ExtraNet Server uses. The Policy Console can be run locally
on the machine that the ExtraNet Server is installed on or remotely to manage
a server that resides on another machine. When the Policy Console is being
run remotely, it will establish a secure LAN, WAN or Internet connection via
the Management Server (see below). A remote Policy Console running on a
Windows NT machine can configure a UNIX Aventail ExtraNet Server and
vice versa.

« Aventail Management Server: The Aventail Management Server is an
optional service that allows administrators to remotely manage an ExtraNet
Server. The Management Server and Policy Console communicate via a
secure, encrypted connection.

The Management Server must be installed on the same machine as the
ExtraNet Server.

« Aventail Management Server Config Tool: The Aventail Management Server
Config Tool is the administrative utility that establishes a policy specific to the
Management Server. This policy will determine which administrators can man-
age the ExtraNet Server, how they must authenticate and which network inter-
faces the server will accept traffic from. The policy also defines the specific
directories that can be browsed remotely.

» Aventail Connect: Aventail Connect is the client component of the Aventail
ExtraNet Center solution.
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AVENTAIL EXTRANET SERVER INSTALLATION

The following instructions will get the Aventail ExtraNet Server up and running in a very
basic configuration.

Windows NT

The general Aventail ExtraNet Server configuration will require encrypted sessions only
and force all users to authenticate against the accounts in the Windows NT Server
username/password database. This configuration provides unrestricted access for both
outbound and inbound traffic. A sample X.509 certificate is supplied and configured
during installation and should be used for non-secure testing purposes only.

Instructions on tightening access controls, configuration as a dual-homed server,
obtaining “real” digital certificates, configuring the Aventail Management Server, and
changing other parameters may be found in the “Aventail ExtraNet Center Administration
Guide” located in the “\ docs” directory.

1. Installation: Run set up. exe from the Aventail ExtraNet Center directory of the CD-
ROM or run the downloaded distribution file.

2. License File: Copy the avent ai | . al f license file into the C. \ Aventail \etc
directory. (The license file is obtained automatically via email after downloading or
provided on diskette following purchase.)

3. Run the Policy Console: Start | Programs | Aventail ExtraNet Center | Policy Con-
sole.

4. Modify Default Configuration File: From the Access Control tab, click on the red
box to the left of the Action column to change the rule from Deny to Permit. The box
color will turn green and the text under the Action column will change to Permit.

5. Start the Aventail ExtraNet Server:

» From Policy Console menu bar, select File | Save.
» Select Services | Configure.

» Select “Aventail ExtraNet Server.”

* Click “Start.”

UNIX

The general configuration will require encrypted sessions only and force all users to
authenticate against the accounts in the UNIX “/ et c/ passwd” file. This configuration
provides unrestricted access for both outbound and inbound traffic. A sample X.509
certificate is supplied and configured during installation and should be used for non-
secure testing purposes only.

Instructions on tightening access controls, configuration as a dual-homed server,

obtaining “real” digital certificates, configuring the Aventail Management Server, and

changing other parameters may be found in the “Aventail ExtraNet Center Administrator’s

Guide” located in the “/ docs” directory.

1. Installation: Runthei nstal | . sh script from the Aventail ExtraNet Center directory
of the CD-ROM or install the downloaded distribution file.

Aventail ExtraNet Server Administrator’s Guide (UNIX and Windows NT) ¢ 6

Petitioner Apple Inc. - Ex. 1023, p. 222



Quick Start Guide

NOTE: This will install into the default directory, / usr /1 ocal /
avent ai | . If you wish to install into a different location, specify by
executing theinst al | . sh script with the “prefix” switch. For
example:
install.sh --prefix=/<install directory>/
where <i nstal | directory> isthe location to install.

2. License File: Copy the avent ai | . al f license file into the / et ¢ directory of the
installation root. The defaultis / usr/ |1 ocal / avent ai | / et c. (The license file is
obtained automatically via email after downloading or provided on diskette following
purchase.)

3. Run the Policy Console: At the command line, type:

<install directory>/bin/apc

4. Modify Default Configuration: File From the Access Control tab, click on the red
box to the left of the Action column to change the rule from Deny to Permit. The box
color will turn green and the text under the Action column will change to Permit.

5. Start the Aventail ExtraNet Server:

» From the Policy Console menu bar, select File | Save.
» Select Services | Configure.
» Select “Aventail ExtraNet Server.”
* Click “Start.”
-OR -
From the command line, type:
<install directory>/bin/socksb
-s for log to stderr -p <port > for port values other than 1080

CLIENT INSTALLATION

These installation steps will get the client component of Aventail ExtraNet Center,
Aventail Connect, up and running in a basic configuration. Instructions covering advanced
configuration options, public certificates, and troubleshooting may be found in the
“Aventail Connect Administrator’'s Guide” and in the online Help.

NOTE: Leave all settings not described below as DEFAULTS.

1. Installation: Run set up. exe from the Aventail Connect directory of the CD-ROM or
run the downloaded distribution file.

2. License File: Copy the avent ai | . al f license file into the C: \ Pr ogr am
Fi | es\ Avent ai | \ Connect directory. (The license file is obtained automatically via
email after downloading or provided on diskette following purchase.)

3. Create a Configuration File:

» Select Programs | Aventail Connect | Configuration Tool.

» Select File | New.
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4. Add Server Definition:
* From the Servers tab, click Add.
» Type in Alias name ="Aventail ExtraNet Server.”

» Hostname or IP address = public DNS hostname or IP address of machine with
Aventail ExtraNet Server installed and running. This host must be reachable by
TCP/IP (i.e., ping test).

» Click OK.
5. Define Destinations:
» From the Destinations tab, click Add.
» Type in Alias name = “Private Network.”
» Select “Network.”
« Domain Name = <internal DNS Domain name for private network>.
» Select “Subnet.”
» Enter network IP Address/Subnet mask.
» Click OK.
6. Specify Redirection Rules:
» From the Redirection Rules tab, click Add.
» Select Destination “Private Network.”
» Select Redirect via “Aventail ExtraNet Server.”
» Click OK.
 Click Add.
» Select Destination “Everything Else.”
» Do not Redirect.
» Click OK.
7. Save Client Configuration File:
« From the Config Tool menu bar, select File | Save.
* Type aventail . cfg.
» Click OK.
» Select File | Select Make Active.
» Select File.
» Select Exit.
8. Start Aventail Connect:
» Start | Programs | Aventail Connect | Connect.
» Point to new configuration file avent ai | . cf g.
» Select OK.
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» Start any TCP application to initiate the connection. The ExtraNet Server or
other SOCKS proxy server must be running.

ESSENTIAL CONCEPTS FOR AVENTAIL EXTRANET SERVER POLICIES

It is important to understand the primary components of the Aventail Policy Manager that
are used to build an extranet policy. There are four types of rules that can be used to build
an Aventail ExtraNet Server policy:

Access Control Rules

Access control rules define the network resources and services that are accessible to
users and groups based on where they are coming from, what day or time it is, how they
authenticated, and what their encryption strength is.

The following are the parameters that make up an access control rule:
» Active/lnactive: Temporarily disables a rule without having to delete it.

» Permit/Deny: Defines whether the rule will permit or deny access based on
the criteria selected.

» Source Networks: Defines the originating source of the connection for the rule
to be applicable.

» Source Ports: Defines the originating ports (services) of the connection for the
rule to be applicable.

» Destination Networks: Defines which network resource(s) the rule will permit
or deny access to.

* Destination Ports: Defines which services on the Destination Networks can
be used by the rule.

» Users and Groups: Defines which users and groups the rule applies to.
e Times: Defines the times or days the rule is active.

» Authentication Matching: Defines the authentication methods to be used for
the rule to be applicable.

« Key Length: Specifies the encryption strength required for the rule to be appli-
cable.

 Commands: Defines the commands that can be used on the specified Desti-
nation Networks.

Authentication Rules

Authentication rules define the authentication options available to users or groups based
on where they are coming from.

The following are the parameters that make up an authentication rule:

» Source Networks: Defines the originating source of the connection for the rule
to be applicable.

* Authentication: Defines the authentication methods available.
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Filter Rules

Filters can be applied to network traffic based on the same parameters as an access
control rule. This means that you can apply filters on a very granular level, such as only
apply them to specific users, traffic between two locations, or during certain times.

 Filter Type: Defines which of the loaded (and configured) filters should be
used for the rule.

 All other components used for access control rules except permit and deny.

Proxy Chaining Rules

Defines the methods for accessing network destinations located behind other ExtraNet
Servers.

» Destination Networks: Specifies which network resources the rule will permit
or deny access to.

» Proxy Server: Specifies the IP address or hosthame of the ExtraNet Server
that secures the intended network destination.

NOTE: In order to use proxy chaining, server-to-server authentication
methods must be loaded first. Please reference the Aventail
ExtraNet Center Administrator’s Guide for more information.

Objects Used to Build Aventail ExtraNet Server Policies

» Groups: These can be made up from six different types of user databases:
Windows NT, Novell NDS, UNIX passwd, Host, SSL User (X.509), and Single
User. Only SSL Users and Single Users can be created and deleted by the
administrator. Administrators can select any combination of these six types of
users and groups and apply them to rules. Administrators can also select any
combination of users and groups and place them in a folder for easy re-use in
multiple rules.

» Source or Destination Networks and Ports: Network resources can be a
host, domain, IP range or subnet. Administrators can select any combination of
network resources they have created to use in rules. Administrators can also
select any combination of network resources and place them in a folder for
easy re-use in multiple rules. Combinations of single ports and port ranges can
be applied to source and destination networks to restrict the available services
a user can access.

» Time: Days of the week and hours during those days or date range for which a
rule is applicable.

« Authentication method: Available methods include SSL which can use any of
the following methods to sub-authenticate users. These methods can also be
used individually but will not provide encryption unless used with SSL for sub-
authentication. Client certificates can be used in conjunction as well.

* Username/Password back-ended to Windows NT, NetWare bindery/
NDS, RADIUS, File, Crypt file, UNIX passwd file.
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« CRAM back-ended to RADIUS or ACE/Server.
« CHAP back-ended to RADIUS or file.

» Key length requirements: Can be set to any, 40-bit or higher, 56-bit or higher,
or 128-bit or higher.

» Filters: Available filters include an HTTP filter and an authentication forwarder
filter.

« Commands: Available commands include any, traceroute, ping, UDP, connect
and bind
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Policy Console

Introduction

The Aventail Policy Console is the graphical administrative tool for creating, viewing, and
managing the policies for your extranet. You can also use the Policy Console to start and
stop the Aventail ExtraNet Server, or to view log files and license files. The Policy
Console provides a graphical front-end for the configuration file that the Aventail ExtraNet
Server uses to handle connection requests. There are no major differences between the
Windows NT and UNIX Policy Consoles.

The first section of this chapter covers the server settings. These are server-level settings
that specify, among other settings, which port to run on, logging, and starting and
stopping the Aventail ExtraNet Server. The next section covers the policy part of the
server. These various rules consist of access-control rules, authentication rules, filter
rules, proxy-chaining rules, and network rules. The Policy Console Tools are covered at
the end of this chapter.

For more information on using the Policy Console to manage a remote Aventail ExtraNet
Server, refer to the “Management Server” chapter.

Running the Policy Console

On Windows NT:

Start | Programs | Aventail ExtraNet Center | Policy Console
On UNIX:

At the command line, type <i nstal | directory>/bin/apc

Server Settings

(Add some introductory content here)

SERVER OPTIONS

(Add some introductory content here)

General

The Aventail ExtraNet Server requires fundamental licensing and connection information
prior to a specific network configuration: how to handle UDP, connection timeouts,
concurrent connections, etc.

To open the Server options dialog box, at the Policy Console menu select View | Server
Options.
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~ Server oplions x|

General |Logging |

SOCKS port: |1|:IBEI

— Miscellaneous

™ Use client's UDP part

— Connection
Timeout: |15 j‘ IMinutes j

— Licenze Alert

Thieshold: (0% ; Frequency: |'| __;" ISecnnds

Minutes
Howrs
Days
Weeks

OF. I LCancel Help

SOCKS PORT

This is the port on which the server wil listen for incoming connections. The default
is 1080.

USE THE CLIENT'S UDP PORT

Checking this enables support for unknown UDP connections. If enabled, the Aventail
ExtraNet Server relays packets from hosts to which it has not previously sent data.

SETTING THE CONNECTION TIMEOUT

Controls the duration of client connections. If there is no activity after a specified period,
the client connection will timeout. You can establish a timeout interval of seconds to
weeks.

CONFIGURING THE LICENSE ALERT

The license alert will create logging information at predetermined intervals that you are at
"X" percentage of your license limit. For example, if you have an Aventail license for
1,000 users and you establish a threshold of 80%, alerts will be sent to your logging at the
intervals you determine every time concurrent connections exceed 800.

Logging and Auditing

Logging is an essential part of diagnosing and maintaining server function. With logging
you can track user activity, diagnose failed connections, repair system failures, and
configure the logging output for Aventail or WebTrends formats.
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~ Server oplions x|

General  Logging |
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Debug 1 —
IC:\aventaiI\logs Debug 2 -l
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— Log to audit file

IE:'\aventaiI'\Iogs QI

Format: IWeleends VI

OF. I LCancel Help

LOGGING

You can select one of three logging methods, one of eight levels of information, and three
output options.

LoG METHODS

» Security- Security information will consist of failed authentication
attempts and methods. Select the logging level from the drop-down
menu and check the desired output option. The default filename is
security.log.

» System- System information will point out network problems as they
affect the Aventail ExtraNet Server; i.e., low memory, timing out, a
SOCKS server crashing, etc. Select the logging level from the drop-
down menu and check the desired output option. The default filename
is system.log.

» Miscellaneous- Miscellaneous information will consist of everything
else not covered by the two prior methods. Select the logging level from
the drop-down menu and check the desired output option. The default
filename is misc.log.

LOG LEVELS

NOTE: Processing large amount of information may impact the server's
performance for brief periods of time.

« Fatal- Fatal error information only.
» Error- Critical error information only.

» Warning- Non-critical warning information, as well as Error level
information.

» Information- Detailed logging information, including all previous level
data.

» Verbose- All previous level data, but less data than Debug 1.
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» Debug 1, Debug 2, and Debug 3- Debugging programs of increasing
debug information. This can be a large amount of data, and should be
used only when troubleshooting.

OUTPUT OPTIONS

» Event Viewer- Logging information will output to the Windows NT Event
Viewer's Application Log. Note that the server will always log startup

information to the Event Viewer, regardless of settings at the Logging
tab.

» (S5) Logging Tool (Windows only)- The (S5) Logging Tool is the
dynamic logging tool for all (Windows) Aventail ExtraNet Server activity.
Start the (S5) Logging Tool via the Tools | Logging Tool menu of the
Policy Console.

» Plain-text file- Aventail ExtraNet Server activity information will output to

the default logging file, server.log in the Aventail ExtraNet Server
installation directory

AUDITING

Enabling this option will direct exportable logging information to the audit log.
OUTPUT FORMATS
« Aventail- outputs information into the Aventail format.

* Webtrends- Outputs audit log information in the Webtrends format. For
more information on Webtrends, contact http://www.webtrends.com.

Tips: - To debug the server, use the (S5) Logging Tool (Windows only),
@ and set the Debug level to 3.
- For normal operations, either log to the system log, or log to file.
-To archive traffic through the server, and process reports on it, use
the audit log. There are maximum no log settings. However, log-
ging at one of the Debug levels could exhaust server memory.
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LOG VIEWER

B C:\aventail\logsimisc.log Hi=E

File | Wiew Clear

Mizcellaneous.  |[EENECEE L

[bers were sper

12/14
12114 puditLogs System..

Security..

NOTE: Atthe Policy Console menu, select View | Server Options...to
configure the level of information the server will generate for Log
files.

Opening the Log Viewer

Via the View|Log Files... menu command on the Policy Console, you can view the
Miscellaneous, System and Security Log files, and the Error, Accounting and Security
Audit logs.

NOTE: Select View[Server Options...[Logging tab to configure the level
of information the server will generate for Log files.

CLEARING LOG AND AUDIT FILES

You can clear the logging or auditing information from a selected file, whether you are
viewing it or not. At the Log Viewer, select and:

« the type of log or audit file,
» Current (the file you are viewing), or
 All (files).

RELOADING LOG AND AUDIT FILES

At the Log Viewer, for any log or audit file you are viewing, you can refresh the window
with the latest information the server generates for that specific log. You can do this in one
of three ways:

* By cursor, select File | Reload at the Log Viewer menu,
» by the keystroke, Ctrl+R, or
by clicking the Reload button at the bottom of the Log Viewer.

NOTE: More than one Log Viewer can be opened at one time.
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CONFIGURING SERVICES

The Aventail ExtraNet Server has three services (ExtraNet Server, Management Server,
and Traffic Monitor) that you can start, stop, and reconfigure. The difference between
Start/Stop and Reconfigure is that reconfiguration refreshes your configuration file “on the
fly” without having to stop and restart server connections.

This means existing client connections will not be lost and will continue to use the old
policy. New incoming connections will use the new paolicy.

= Services Viewer

Dezcription Status | Startup

Avental Extratlet Server Bl ER ) =TS Start |

Aventall M anagement Server Stopped kM anual

Avwentail Traffic Maonitor Stopped Manual EEcomtigure |
Ston |

PBroperties.. |

Cloze | Help |

NOTE: You cannot stop the Management Server remotely.

Configuring server services

Select Services | Configure... from the Policy Console menu to display the Services
Viewer. The Services Viewer displays available services, whether they are running or not,
and the buttons for managing the services.

Viewing available services

The window of the Services Viewer contains the description (name) of the service, it
status, and its startup configuration (whether automatic, manual or disabled). You can
adjust the column width of the Description-Status-Startup bar by dragging the separator
bars to the desired width.

Starting a service
Select the service in the Services Viewer and click Start.

Changing startup properties

To configure a service to start automatically or manually, or to disable it, select that
service in the Service Viewer and click Properties. The Properties dialog box will appear.
Select one of the three options and click OK.

NOTE: If you want to run the (S5) Logging Tool, you must check the

“Interact with desktop” box at the Properties dialog box
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Reconfiguring a service

If you've made modifications to your configuration file but are actively using the Aventail
ExtraNet Server, you can refresh the configuration file by clicking Reconfigure, and the
server will use the new configuration file for all new incoming connections, but continue to
use the old one for existing connections.

Viewing server status

Select Services | Status from the Policy Console menu to view the activity status of the
Aventail ExtraNet Server, Management Server, and Traffic Monitor.

CONNECT TO REMOTE

With proper configuration, the Management Server can establish a connection with
another Host, domain, or subnetwork.

Connecting to a remote server

Click Connect on the Policy Console; the Establish Remote Connection dialog box
appears. Two text boxes on the dialog box, Host and Port, let you specify the remote
server to which you want to connect.

* Host -- enter the IP or host name of the remote ExtraNet

« Port -- enter port on which the Management server is listed. The default port is
2080

After the connection is established the Policy Console is automatically populated with the
remote server configuration file. The name of the remote server appears in the titlebar of
the Policy console. Browsing in the remote Files, Users, and Groups can now be
accomplished from your Policy Console.

To end the remote browsing session, click Disconnect on the Policy Console.
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Access Control

Access Control rules determine which people and groups can access what machines and
services based on where they came from, the time of day, how they authenticated, and
encryption strength, etc.

ACCESS CONTROL TAB

The Access Control tab is where you define the rules for specifying which people and
groups can access what machines and services. Rule elements include: where they
came from, the time of day, how they authenticated, and encryption strength, etc. Rules
for machine and services appear on the Access Control tab as row in a grid.

. Aventail Policy Console - C:\aventail\etchs5.conf

File Services  Wiew Policy  Toole  Help

“Dlﬁ’rﬂ ¥ 3 R & =T oW @

Mew Open Sawe Connect Disconnect Transfer Fle Services Intefaces Modules Server Options Help
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Column headings (definitions)

When you create an access control rule, by either adding or editing, the information
appears beneath the column headings of that rule.

How TO ADJUST COLUMN WIDTH AND DISPLAY CELL CONTENTS

» To adjust the width of the columns, click on the separator bar between column
headings (the cursor will change to arrows), and drag the separator bar, left or
right, to the desired width.

» To view the contents of a cell populated with information that runs beyond the
cell width, place your cursor in the cell and a ToolTip will display all configured
properties for that cell.

You create access control rules with the Access Control Builder. Every access control rule
is populated by rule elements located under each column on the grid of the Access
Control tab. The server checks client access requests against the access control rules,
starting with rule #1, and continues down the list seeking a match between the request
and the access requirements of each rule. It does this by comparing any combinations of
rule elements. At the first instance of a match, the server stops searching and permits (or
denies) access to the client. For this reason you must be sure to create a logical flow to
your access rules, from the top down. This is known as rule order.
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Changing rule order

» To establish the order of a rule, select the entire rule or a cell of that rule. Use
the up/down arrows located on the left side of the Access Control tab to move
the rule to its new position in rule order.

-OR-

» Right-click a selected cell of the rule you want to reorder, and select the "move
up" or "move down" arrow commands from the shortcut menu.
Adding rules

* On the Access Control tab, click New...
-OR-

 Right-click anywhere in the white area of the Access Control tab grid and select
New... from the shortcut menu
-OR-

» Double-click anywhere in the white area of the Access Control tab grid. Any of
these actions will open the Access Control Builder.
Editing rules

» Onthe Access Control tab, select the cell in a rule that you want to modify, and
click Edit...
-OR-

» Select the cell in a rule that you want to modify, right-click and select Edit...
from the shortcut menu.
-OR-

» Double-click any cell of a rule.
Any of these actions will open the Access Control Builder at the appropriate tab
for the selected cell, with the rule number of the selected cell displayed in the
title bar.
Deleting rules

» On the Access Control tab, select the entire rule or any cell in that rule. Click
Delete,
_OR_

» Right-click the selected rule or cell, and select Delete from the shortcut menu.
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ACCESS CONTROL BUILDER

The Access Control Builder gives you access to all the tools necessary to build your
access rules: Source and destination networks, users and groups, time-based access
limits, authentication matching, key length requirements, commands, etc.

& Access Control Builder Hi=1 &3
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Creating access control rules

Click the appropriate tab on the Access Control Builder to configure that part of the new
rule you are creating or existing rule you want to edit:

» Source Networks -- This is where you create or identify your source network for
this rule, as well as assign services (ports).

» Destination Networks -- This is where you create or identify your destination
network for this rule, and assign services (ports).

» Users and Groups -- You can select a user or group from the Available Users
pane or create a new user or group.

« Advanced -- It is at the Advanced tab that you can configure time constraints
for the rule, select loaded authentication methods for the rule, require specific
key lengths or none, and/or assign network commands (traceroute, ping, UDP,
etc.) to the rule.

Assigning a "permit” or "deny" status to a rule

As you create a rule, select either Action: option before you click OK. If you select Permit,
the server evaluates the rule according to the rule order and offers it to client requests for
access to that specific network. If you select deny, the server will evaluate the rule, but
not offer it to client requests. You can also assign a permit or deny status to the rule at
any time via the Policy Console.

Making a rule active or inactive

Check the Active: box to make the access control rule active, if it is not. This puts the rule
in the rule order queue for server evaluation. If you make the rule inactive, the server will
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not evaluate the rule or offer it to client requests. You can also make the rule active or
inactive at any time via the Policy Console.

Source networks

For your Extranet, traffic starts from a source and travels to a destination, either on the
same network, or another network, by way of address protocols. Any host machine on
any network has a unigue address and can send and receive message traffic, hence it
can be both a source and a destination. However, when you need to control message
traffic, you must identify source networks and determine where you will allow their
message traffic to go. For example, your company (ABC, Inc.) has a relationship with a
development team at an XYZ, Inc. office, and all members (groups and users) of that
team need to communicate with all members of the product development team from your
company. You can assign authentication attributes to the network, create a folder, add the
XYZ network to the folder, and select that folder as an active, source network. Once you
select the XYZ network as a source network, you can then refine the access rights of
anyone coming from that network, e.g., by limiting access to only a specific destination
network (Destination Networks tab), during certain times of the day (Advanced tab | Time
Editor).

& Access Control Builder Hi=1 &3
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AVAILABLE NETWORKS

The right pane (Available Networks) is for adding network objects. You can
create and edit network objects only in the Available pane. You must move
the network object to the Selected Source Networks pane to make it a part of
an access control rule.

The checkbox located above the right pane indicates whether the access
control rule for the selected network is active or disabled.

You can create five types of network objects and assign them unique names:

» Folders

e Hosts

e Domains
* Subnets
* Ranges
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SELECTED SOURCE NETWORKS

In order to add a source network object to an access control rule (or filter
rule), you must move network objects from the right pane into the left pane.
The network objects then become Selected Source Networks.

NOTE: A check mark appears in the Available pane to the right of
objects and/or folders to indicate they are active in the Selected
pane.

TooLs

The tools located at the bottom of the Access Control builder become active
as you roll your mouse over them: All of the tools are functional only when
you select a network object in the Available Networks pane, or create a new
network object (host, domain, subnet or range). When you select a network
object in the Selected Source Networks pane, the Select Services and New
tools remain functional, but the Edit, Delete and Add to Folder tools become
unusable.

CREATING A NEW (FOLDER, HOST, DOMAIN, SUBNET, RANGE)

» To add a network object to an Available Networks pane, either right-
click anywhere in the Policy Console window and select New... from the
shortcut menu,

-OR-

click New...at the Policy Console, then click New... in the Access
Control Builder and select the type of network object you want to add. A
Network Objects dialog box will appear with the object type (folder,
host, domain, subnet or range) in the title bar. Enter the name or
address for the object and click OK. You may also enter Optional
Information.

NOTE: If you enter any name or address in an Optional Information text
box, that name/address will appear in the Available Networks
pane. If you delete the optional name/address, the object’s name
defaults to the name/address in the text box above the Optional
Information text box.

FOLDERS

Folders allow you to group similar network objects under a common name.
You can create folders in the Available Networks pane, into or out of which
you can move selected networks and groups (only while that folder is in the
Available Networks pane). To make that folder an active source network,
move it from the Available Networks pane to the Selected Source networks
pane, using the arrows, or you can also double-click the network object
(folder) to move it back and forth, from one pane to another.

ADDING OBJECTS TO A FOLDER

To add network objects to a folder, right-click on those objects while they are
in the Available Networks pane of the Access Control Builder and select Add
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to from the shortcut menu-OR-Select the objects and click the Add to Folder
tool. This will open the Add to Folder dialog box.

NOTE: If you have more than one network object to add to a folder,
multi-select the objects by either holding the Shift key down as
you click the first and last objects of a continuous list, or by hold-
ing the Control key to select individual, non-adjacent objects.

EDITING A SOURCE NETWORK/OBJECT

Right-click a cell under the Source Network column on the Policy Console
and select Edit... from the shortcut menu, or double-click the cell. Either
action will open the Access Control Builder at the Source Networks tab.
Select the network object you want to edit from the Available pane . Then
click the Edit tool on the Access Control Rule. The Network Objects dialog
box appears. You can enter new or edit existing information. Click OK after
entering or editing your information. The change to the Source Network is
global.

DELETING A SOURCE NETWORK/OBJECT

To delete a source network object from an access control rule, select the
object in the Available Networks pane and click the Delete tool. A Delete
Confirmation dialog box will appear displaying the network object you
selected for deletion, and the access control rules that will be disabled due to
the security risks as a result of the deletion. Clicking OK will complete the
deletion of the network object.

ADDING OR EDITING SERVICES (PORTS)

* You can only add or edit ports for networks or network objects in the
Selected Source networks pane. Right-click an object in that pane and
select Edit Services from the shortcut menu,

-OR-

» Select the object in that pane and click Select Services. Either action
will open the Selected Services dialog box where you can add or edit
network services (ports) to your selected network object.

NOTE: By allowing only selected services you will restrict the port on
which that the client can make the initial access request.

Destination networks

On an extranet, message traffic starts from a source and travels to a destination, either on
the same network, or another network, by way of address protocols. Any host machine on
any network has a unigue address and can send and receive message traffic, hence it
can be both a source and a destination. However, when you need to control message
traffic, you must identify destination networks to direct message traffic. For example, your
company (ABC, Inc.) has a relationship with a development team at an XYZ, Inc. office,
and all members of that team need to communicate with all members of the product
development team from your company. You can configure your network with
authentication to match theirs. Once you add the XYZ network as a destination network,
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you can then refine the access rights of anyone going to that network, e.g., limiting
access to a destination network during certain times of the day. In doing so, you create an
access control rule with the Destination Network information as an integral part of that
rule.

AVAILABLE NETWORKS

You can create and edit network objects only in the Available Networks
pane.To access the Destination Networks tab, at the Policy Console select a
cell under the Destination Networks column and double-click, or click New...
or Edit.... Any of these actions will open the Access Control Builder at the
Destination Networks tab.
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The right pane (Available Networks) is for adding network objects. You can
create and edit network objects only in the Available pane. You must move
the network object to the Selected Destination Networks pane to make it a
part of an access control rule. The checkbox located above the right pane
indicates whether the access control rule for the selected network is active or
disabled.

You can create five types of network objects and assign them unique names:
» Folders

e Hosts

» Domains

* Subnets

* Ranges

SELECTED DESTINATION NETWORKS

In order to add a destination network object to an access control, filter, or
proxy servers rule, you must move network objects from the right pane into
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the left pane. The network objects then become Selected Destination
Networks.

NOTE: A check mark appears in the Available pane directly to the right
of objects and/or folders to indicate they are active in the
Selected pane.

TooLs

The tools located at the bottom of the Access Control builder become active
as you roll your mouse over them: All of the tools are functional only when
you select a network object in the Available networks pane, or create a new
network object (host, domain, subnet or range). When you select a network
object in the Selected Destination networks pane, the Select Services and
New tools remain functional, but the Edit, Delete and Add to Folder tools
become unusable.

CREATING A NEW... (FOLDER, HOST, DOMAIN, SUBNET, RANGE)

« To add a network object to an Available Networks pane, either right-
click anywhere in the Policy Console window and select New... from the
shortcut menu,

-OR-

» click New...at the Policy Console, then click New... in the Access
Control Builder and select the type of network object you want to add. A
Network Objects dialog box will appear with the object type (folder,
host, domain, subnet or range) in the title bar. Enter the name or
address for the object and click OK.

You may also enter Optional Information.

NOTE: If you enter any name or address in an Optional Information text
box, that name/address will appear in the Available Networks
pane. If you delete the optional name/address, the object’s name
defaults to the name/address in the text box above the Optional
Information text box.

FOLDERS

Folders are a convenience that allow you to group similar network objects
under a common name. You can create folders (which function like aliases) to
appear in the Available Networks pane, into or out of which you can move
selected networks (only while that folder is in the Available Networks pane).
To make that folder an active destination network, move it from the Available
Networks pane to the Selected Destination Networks pane, using the arrows,
or you can double-click the network object (folder) to move it back and forth,
from one pane to another.

ADDING OBJECTS TO A FOLDER

» To add network objects to a folder, right-click on those objects while
they are in the Available Networks pane of the Access Control Builder
and select Add to from the shortcut menu
-OR-
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» Select the objects and click the Add to Folder tool. This will open the
Add to Folder dialog box.

NOTE: If you have more than one network object to add to a folder,
multi-select the objects by either holding the SHIFT key down as
you click the first and last objects of a continuous list, or by hold-
ing the CONTROL key to select individual, non-continuous
objects.

EDITING A NETWORK/OBJECT

Either right-click a cell under the Destination Networks column on the Policy
Console and select Edit... from the shortcut menu, or double-click the cell.
The Access Control Builder will appear. Select from the Available Networks
pane the network object you want to edit. Then click the Edit tool on the
Access Control Builder. The Network Objects dialog box appears. You can
enter new or edit existing information. Click OK after entering or editing your
information. The change to that Destination Network is global.

DELETING A DESTINATION NETWORK/OBJECT

To delete a destination network object from an access control rule, select the
object in the Available Networks pane and click the Delete tool. A Delete
Confirmation dialog box will appear displaying the network object you
selected for deletion, and the rules that will be disabled due to security risks
as a result of the deletion. Clicking OK will complete the deletion of the
network object.

ADDING AND/OR EDITING SERVICES (PORTS)

* You can only add or edit network services (ports) to network objects in
the Selected Destination Networks pane. Right-click an object in that
pane and select Edit Services from the shortcut menu
-OR-

» Select the object in that pane and click Select Services. Either action
will open the Selected Services dialog box where you can add or edit
network services (ports) to your selected network object.

SERVICES (PORTS)

The port number is an identifier for the type of service that runs on that network; e.g. e-
mailers send and receive on port 25 (the SMTP port), Web servers send and receive on
port 80 (the HTTP port), and telnet is on port 23. On the Aventail ExtraNet Server, you
can assign any number to any service on a network. However, the industry standard is for
servers to use the commonly accepted port numbers (up to 1024) for specific services.

SELECTED PORTS

By allowing only selected services you will restrict the services that the clients can
access on the destination machine.
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DEFAULT CONFIGURATION

| 2]

Prior to configuring your ports, the Aventail ExtraNet Server’s default will be to allow
any (all) ports for an access control rule. The Selected Services dialog box will
present eight commonly used services/ports when you initially open it. You may add
or delete ports via the Add/Modify Ports dialog box to build a suite of your most
commonly used ports.

ADDING A SERVICE (PORT)
To add a service (port) to a rule:

1. Inthe Policy Console, double-click the Access Control rule that contains the net
work to which you want to add a port, then click Select Services at the bottom of
the Selected pane,

-OR-
Click Add

2. Select the source or destination network to which you want to add a port. Make

certain the network is in the Selected pane.

Click the Edit Ports tool.

Choose either the All Ports or Selected Ports option on the Select Ports dialog

box. If you choose Selected Ports check the port number you want to assign to

the network,

-OR-

If you choose Selected Ports, click the Add tool at the bottom of the Select Ports

dialog box, and the Add Port dialog box will appear. You have the option of

selecting a port name (service) from the Port: list box, or entering a from-to port
range.

5. After entering your information, click OK on all open dialogs until you return to
the Policy Console.

how
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EDITING A PORT

1. To modify a port, follow steps 1 and 2 from above.

2. Select Edit.... The Edit Ports dialog box appears.
The selected port number or port range appears in the appropriate boxes.

3. After entering your new information, click OK on all open dialog boxes until you
return to the Policy Console.

DELETING A PORT
To delete a port from your suite of commonly used ports:

1. Select that port in the Select Ports dialog box, and click Delete (at the bottom of
the Select Ports dialog box).
2. Click OK on the successive windows until you are at the Policy Console.

To simply remove the port from its access control rule without removing the port:
1. Clear the check box in the Select Ports dialog box.

2. Click OK on the successive windows until you are at the Policy Console.
WHAT SERVICES ARE ON WHICH PORTS

When the Aventail ExtraNet Server detects the type of service carrying a
client request, the service name will appear in the Select Ports dialog box.

NOTE: The Port: list box in the Add/Modify dialog box will list the suite of
ports available on your machine.

Users and Groups

The Aventail ExtraNet Server will automatically populate the Policy Console with
available (browseable) NT and NDS users and groups, as well as UNIX populations,
depending on your network setups. You can add non-browseable users and edit these
users. You cannot manually add groups.
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You can add new single users, new SSL users, and folders. You can create these entities
only in the Available Users pane of the Users and Groups tab. To add these entities to an
access control rule, you must move them to the Selected pane.
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ADDING USERS OR GROUPS
To add a single or SSL user, from the Access Control tab, either:

1. Atthe Policy console, select a cell in the Users and Groups column and double-
click to open the Access Control Builder
-OR-
Click Add....
The Users and Groups tab will appear as the active tab. The Available Users
pane displays your NT, NDS and UNIX (depending on your platforms) users and
groups.

2. Select New | SSL, Single User, or Folder.

EDITING USERS OR GROUPS

NOTE: You can only edit users that you manually create.

At the Users and Groups tab, select the entity you want to modify In the
Available Users pane, and either

» Right-click and select Edit... from the shortcut menu,
_OR_
» Click Edit.

Either action will open the New User dialog box where you can enter your
changes. When you finish entering your changes, click OK. Your changes
now appear in the Available Users pane. To make those changes active in an
access control rule, move the entity to the Selected pane and click OK.

REMOVING USERS OR GROUPS

Select the entity you want to remove (delete) in the Available Users pane,
and click Delete or right-click and select Delete from the shortcut menu.
Depending on your User and Groups setup, a Delete Confirmation dialog box
will open stating that the user or group will be deleted from the "following
rules" or that specific rules will be deactivated due to security risks. Click OK.
The Delete Confirmation dialog closes. Then click OK at the Access Control
Builder.

SINGLE USER

The Aventail ExtraNet Server will automatically populate the Policy Console
with available (browseable) NT and NDS users and groups, as well as UNIX
populations, depending on your network setups. You can add single users
(non-browseable; i.e., RADIUS, text file), and edit or delete them.

Ll zernarne: I
[F | LCancel | Help |

Mew
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ADDING A SINGLE USER
To add a new, single user,

1. click Add... at the bottom of the Policy Console
-OR-

Double-click an access control rule in the Users and Groups column.The
Access Control Builder will appear with the Users and Groups tab active.

2. Select New | Single User in the toolbar,
_OR_

Right-click the white space in the Available Users pane and select New |
Single User from the shortcut menu. The New User dialog box appears.

3. Enter the appropriate information and click OK. The new user appears in the
"plain” directory in the Available Users and Groups pane of the Access Control
Rule.To add the new user to a rule, you must move the new user to the Selected
Users pane.

DELETING A SINGLE USER

To delete a single user, make certain the single user’'s name shows in the
Available Users and Groups pane of the Access Control Builder, select it, and
click Delete in the toolbar. The Delete Confirmation dialog box will open, with
the rule number and type of rule displaying in the dialog window. It warns you
that either,

« the rule(s) affected by the deletion will be deactivated because of a
security risk
-OR-

« it will notify you of all the rules affected by deleting the single user.

Click OK. If the deletion will cause a security risk, the check mark at the
beginning of that rule on the Policy Console/Access Control tab will
disappear, as will the check mark in the upper right-hand corner of the Access
Control Builder. The ACL rule will be unavailable to the server until you
reactivate it. Whether or not the deletion causes a security warning, that
single user will no longer appear in the Available Users pane.

SSL USER

You can organize and maintain certificate information (RFC 1485) for users
and groups via the SSL User dialog. How you organize that information
depends on your certificate format, information, and the number of users
requiring certificates. Once you enter certificate information into the SSL User
dialog box, you can add the SSL user to Available users and groups

To organize standard or advanced SSL certificate information by specific
users or by groups, click New at the Users and Groups tab and select SSL
User, or right-click in the Available pane at the users and Groups tab and
select New | SSL User from the shortcut menu.
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You can enter distinguished name information through either the Standard or
Advanced sections of the SSL User dialogs.

ENTERING STANDARD CERTIFICATE INFORMATION

You must type appropriate certificate information into each text box. The text
boxes will populate as you add information for successive SSL users. This
will allow you to use the "pull-down" features of the text boxes.

ENTERING ADVANCED CERTIFICATE INFORMATION

You can cut distinguished name information from a certificate via a text
viewer, and paste it into the Advanced window of the SSL User dialog.

ENTERING OPTIONAL INFORMATION
If you enter an optional name, it will appear in the Available pane on the

Users and Groups tab after you click OK to close the SSL User dialog box.
Otherwise, the distinguished name will appear in the SSL User tree.
Advanced

You can access the Advanced tab via the Access Control Builder and Filter Builder. On
the Advanced tab, you can:

+ add time-based restrictions to access rules,
* match authentication between client and server,

 establish a required key length for client access,
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» and configure the network commands for the Aventail ExtraNet Server.
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TIME ATTRIBUTES

In addition to controlling access by destinations, users and groups, and
authentication, you can also control access by days of the week and hours of
the day. This means you can limit people to coming in only during business
hours, or, limit a contractor to coming for only a two-week period.
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TIME EDITOR

You modify the default time-based rule of "Any" via the Time Editor. To do
that, select the Access Control Rule | Advanced tab. You will see the default
configuration Any in the Time pane of the Advanced tab. To change that
configuration, select Edit on the Advanced tab and the Time Editor appears.
The Time Editor will display the Shifts (24-hour/7-day) grid as completely
blue.
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» To completely limit access by time-based rules, click Never. The 24-
hour/7-day grid clears to grey.
-OR-

» Select (either or both?) the Shift or Range options on the Time Editor to
configure a limited, time-based rule.

CONFIGURING SHIFTS

1. Click on any number of squares in the 24/7 grid to designate access hours and
day(s),
-OR-
Click and drag your cursor to include start/end access times from a specific start
day to end day of the week.

2. Click OK on the Time Editor and the access days/hours appear in the Time win-
dow of the Advanced tab.

3. Click OK and the days/hours appear on the Policy Console in the Times cell of
the rule to which you applied time-access constraints.

Range

1.Upon selecting the Range option on the Time Editor, the 24/7 grid clears to grey.
2. Click the starting date button (left side) and a calendar dialog box opens.
Select your starting date and time.

The calendar closes and the starting date appears on the starting date button.
Repeat the process with the ending date button (right side) and calendar.

N

Click OK on the Time Editor and the start/end dates/times appear in the Time
window of the Advanced tab.

7. Click OK and the start/end dates appear in the Times cell of the rule to which
you applied time-access constraints.

ADDING AUTHENTICATION MATCHING

Authentication matching simply means that you configure an access control
rule to offer a specific or several authentication methods to match an
incoming or outgoing access request. In order to match authentication
requirements between client and server, you must first load and assign the
authentication method(s) to a source network. You can load the
authentication modules via the Add/Edit button of the Authentication Methods
tab on the Authentication Builder. Once you configure and load the modules,
they appear in the windows of the Authentication Methods tab and the
Authentication Matching window on the Advanced tab. However, they are not
enabled.

» Click Select All to enable all the loaded modules,
-OR-

» Check specific modules to enable them.

* Click OK.

ADDING KEY LENGTH REQUIREMENTS

This is a new feature in the ExtraNet Center. The key length requirement can
force 128-bit encryption to certain resources when a client allows a
combination of null, 56-bit and 128-bit encryption. You do this via the
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Advanced tab. If you allow 40-, 56-, and 128-bit encryption, the server will
always try to establish a 128-bit session, but if the client is restricted to 40-bit
strength due to export restrictions, the server will "dumb down" to the 40-bit
session. You can restrict access to sensitive information to 128-bit uses with

ADDING NETWORK COMMANDS

To enable basic network commands (Traceroute, Ping, UDP, Bind, and
Connect) select the Any Commands option on the Advanced tab. To enable
specific commands, select the Specific Commands option which will make
the commands available, then check the desired commands in the
Authentication Matching window.
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Authentication

When the server receives an incoming client request, it will poll its suite of authentication

rules in descending order to match the user's source (IP, host name, domain name,

range, or subnet) to a source in an authentication rule. When the server finds a match, it

then compares authentication methods available to the client source against methods the

client offers the server. The server then selects the appropriate method for the client if it is

in the Config file.

» If the source of the client request is "Anywhere," the server will match this rule and
look no further.

» If the server cannot match a client source, it will deny the connection.

» If the client cannot use any source the server specifies in an authentication rule,
the server will deny the connection.

NOTE: The Aventail ExtraNet Server will not start without authentication
rules.

. Aventail Policy Console - C:\aventail\etchs5.conf
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Each authentication rule consists of two configurable elements:

* the source networks,
« and the authentication method(s) assigned to those networks.

As an example (see above), rule #1 requires a user coming from the company's internal
subnet to authenticate with a username and password. Rule #2 requires the user to
subauthenticate with username/password; i.e., if the client comes from anywhere other
than the internal subnet, it must first establish an SSL (encrypted) session, then
authenticate with, in this case, username/password as a secondary method. You must
first select a source network before you can apply an authentication method to it.

Changing rule order

» To establish the order of a rule, select the entire rule or a cell of that rule. Use the up/
down arrows located on the left side of the Authentication tab to move the rule to its
new position in rule order.

-OR-
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Right-click a selected cell of the rule you want to reorder, and select the "move up" or
"move down" arrow commands from the shortcut menu.

Adding authentication rules

» On the Authentication tab, click New...
-OR-

« Right-click anywhere in the white area of the Authentication tab and select New...
from the shortcut menu.
-OR-

» Double-click anywhere in the white area of the Authentication tab.Any of these
actions will open the Authentication Builder.

Editing authentication rules

« At the Authentication tab, select the cell in a rule that you want to modify, and click
Edit...
-OR-
» Select the cell in a rule that you want to modify, right-click and select Edit... from the
shortcut menu.
-OR-
» Double-click any cell of a rule.
-OR-
* Use the arrow keys to move the highlighted focus to a desired cell, then click Enter.
« Any of these actions will open the Authentication Builder at the appropriate tab for the
selected cell, with the rule number of the selected cell displayed in the title bar.

Deleting authentication rules

« At the Authentication tab, select the entire rule or any cell in that rule. Click Delete.
-OR-
Right-click the selected rule or cell, and select Delete from the shortcut menu.
_OR_
Use the arrow keys to move the highlighted focus to a desired cell, then click Delete.
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AUTHENTICATION BUILDER

You can configure and view authentication rules via the Authentication Builder. The
configurable properties of the Source Networks tab plus the contents of the
Authentication Methods tab constitute an authentication rule.

FE Authentication Builder Hi=1 &3
W Active

.f;"-@ource Hetworkz @uthenticalion b ethodz |

Selected Source Metworks
.,I'!'Intemal Subret

Available Metworks

- Intermal Subnet Subret

5 A 4 x =

MHew E dit Delete Add to Folder

0K I LCancel |

"Active" checkbox in the upper right-hand corner of the Authentication Builder will
temporarily deactivate rules without having to delete them.

Via the Source Networks tab you can configure the network information for your
authentication rule.

Via the Authentication Methods tab of the Authentication Builder, you can configure, load

and enable the authentication method for your authentication rules.

Source Networks

The Aventail ExtraNet Server uses two, integral, configurable elements to create

authentication rules. The source network is one part, and authentication method is the

other.

FE Authentication Builder [ _[Of =]
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AVAILABLE NETWORKS

The right pane (Available Networks) is for adding network objects. You can create and
edit network objects only in the Available pane. In order to assign an authentication
method to the source network, you must move the network object to the Selected Source
Networks pane.

You can create five types of network objects and assign them unique names:

« Folders

e Hosts
 Domains
* Subnets
« Ranges

SELECTED SOURCE NETWORKS

In order to add a source network object to an authentication rule, you must move network
objects from the right pane into the left pane. The network objects then become Selected
Source Networks.

NOTE: A check mark appears in the Available pane to the right of objects
and/or folders to indicate they are active in the Selected pane. (See
above).

TooLs

The tools located at the bottom of the Access Control builder become active as you roll
your mouse over them: All of the tools are functional only when you select a network
object in the Available Networks pane, or create a new network object (host, domain,
subnet or range). When you select a network object in the Selected Source Networks
pane, the New tools remain functional, but the Edit, Delete and Add to Folder tools
become unusable.

CREATING A NETWORK/OBJECT... (FOLDER, HOST, DOMAIN, SUBNET, RANGE)

To add a network object to an Available Networks pane, either right-click anywhere
in the Available pane and select New... from the shortcut menu,

-OR-

click New... at the Source Networks tab of the Authentication Builder and select the
type of network object you want to add. A Network Objects dialog box will appear
with the object type (folder, host, domain, subnet or range) in the title bar. Enter the
name or address for the object and click OK.You may also enter Optional
Information.

NOTE: If you enter any name or address in an Optional Information text
box, that name/address will appear in the Available Networks
pane. If you delete the optional name/address, the object’s name
defaults to the name/address in the text box above the Optional
Information text box.

FOLDERS

Folders are a convenience that allow you to group similar network objects under a
common name. You can create folders (which function like aliases) that will appear
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in the Available Networks pane, into or out of which you can move selected
networks and groups (only while that folder is in the Available Networks pane). To
make that folder an active source network, move it from the Available Networks
pane to the Selected Source networks pane, using the arrows, or you can also
double-click the network object (folder) to move it back and forth, from one pane to
another.

ADDING OBJECTS TO A FOLDER

To add network objects to a folder, right-click on those objects while they are in the
Available Networks pane of the Source Networks tab and select Add to from the
shortcut menu

-OR-

Select the objects and click the Add to Folder tool. This will open the Add to Folder
dialog box.

NOTE: If you have more than one network object to add to a folder,
multi-select the objects by either holding the SHIFT key down as
you click the first and last objects of a continuous list, or by hold-
ing the CONTROL key to select individual, non-continuous
objects.

EDITING AN AUTHENTICATION SOURCE NETWORK/OBJECT

Right-click a cell under the Source Network column on the Authentication tab of the Policy
Console and select Edit... from the shortcut menu, or double-click the cell. Either action
will open the Authentication Builder at the Source Networks tab. Select from the Available
pane the network object you want to edit.

Then click the Edit tool. The Network Objects dialog box appears. You can enter new or
edit existing information. Click OK after entering or editing your information. The change
to that Source Network is global.

DELETING A SOURCE NETWORK/OBJECT

To delete a source network object from an authentication rule, select the object in the
Available Networks pane and click the Delete tool. A Delete Confirmation dialog box will
appear displaying the network object you selected for deletion, and the access control
rules that will be disabled due to the security risks as a result of the deletion. Clicking OK
will complete the deletion of the network object.

Authentication Methods

The Authentication Methods tab is where you select an acceptable authentication method
for a source network. This tab displays all loaded authentication modules. To apply an
authentication method to a source network, check the box of the desired method. You can
also add (load) or edit authentication modules via the Authentication Methods tab.

If you select more than one method and the client can authenticate with any of them, the
server will select the first authentication rule (#1 of the ordered list of authentication
rules). You can configuring the Aventail ExtraNet Server to offer multiple authentication
methods.

You can also configure the server to require encrypted messages, or SSL, without
requiring authentication, or to require only authentication without encryption. Customarily,
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you will require subauthentication when using SSL, which means that you specify an
authentication method within the SSL module.

NOTE: Loading and checking both SSL and an additional authentication
method at the Authentication Methods tab DOES NOT mean that
the authentication will automatically encrypted. You MUST iden-
tify the authentication you want to encrypt (called “subauthentica-
tion” via the SSL module if you want to assure that the server will
encrypt your authentication

8 Authentication Builder =] E3
¥ Active
Ergf-‘!Eourc:e Networks  B9wthentication Methods |

Add/Edit |

Ok I Lancel Help

ADDING OR EDITING AUTHENTICATION MODULES

To load, configure and edit an authentication module, click Add/Edit (at the
Authentication Methods tab of the Authentication Builder) to open the Authentication
Modules dialog box. Once you have loaded and configured your authentication modules,
and they appear at the Authentication Methods tab, you can.

NOTE: You must first select a source network before you can apply an
authentication method to it.

* Click Select All to make all loaded authentication available for the source network
-OR-
» Check only specific method(s) for the selected source network.

* Click OK to close the Authentication Builder. This puts you back at the Policy Con-
sole. You will see the new rule on the Authentication tab.

SUBAUTHENTICATING (WITH SSL)

If you select only CHAP, CRAM or password for an authentication method, clients will
authenticate but the traffic that matches the specific rule will be in the clear; i.e., not
encrypted. If you select SSL (encryption) and you do not specify a secondary
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authentication method within the SSL module, the server will encrypt that traffic but not
require authentication.

CONFIGURE SSL

To both encrypt and authenticate traffic, you must correctly configure SSL.:

1.First, load the desired authentication methods (CHAP, CRAM, or password).

2.Begin the process of loading SSL, and at the Authentication Modules dialog box
select the Client Auth. tab of the SSL module.

3.Enable "Require Client Authentication," and the Secondary Authentication window
will become active and display the loaded secondary authentication methods.

4.Select the desired secondary authentication method, and click OK. Return to the
Authentication Methods tab of the Authentication Builder. You will see the secondary
methods and SSL as available authentication methods.

If you select SSL as the only method for your authentication rule, the server will

encrypt (transparently) and require authentication based on the secondary
authentication method.

?g% ource Metworks @.uthenticatinn

| 1 Cleartest password, checked against MT user database

This means that clients only have the option of SSL (encryption) and must
subauthenticate with the NT username and password (when coming from a
specified source).

If you select SSL and a secondary method, you are efffectively giving the server a
choice of methods.

#-_5‘3 aurce Mebwarks ﬁ.uthenticatinn

L1 Kl
S5L 3.0 [domestic strength)

This means the clients have the option of using SSL (encryption) and must
subauthenticate with NT username and password,

-OR-

Clients can use the NT username and password without encryption (when coming
from a specified source).
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Authentication Modules

The Aventail ExtraNet Server used authentication rules to check incoming (server) and
outgoing (client) requests for access. An authentication module is one of two integral,
configurable elements of any authentication rule. The source network is the other.

LOADING A MODULE

Select a CHAP, CRAM, cleartext password, or SSL module from the Add Module dialog
box, then click OK. This loads the module into, and opens, the Authentication Modules

dialog box for configuration. The configurable properties of each module are explained

below:

CHAP, CHECKED AGAINST A RADIUS SERVER

Incoming module that uses the CHAP protocol for transmission.
Password checking is against a RADIUS user database.
GENERAL TAB

* RADIUS server: The name of the RADIUS database server.

* RADIUS password: The RADIUS database server logon.

* Inherit Ascend-Data-Filter rules: Allows administrators to use Ascend
RADIUS rules in conjunction with the Aventail ExtraNet Server.

ADVANCED TAB

» RADIUS identifier: The NAS identifier of your RADIUS request. If empty, this
defaults to hostname.Transmission timeout: The number of seconds before
the server attempts retransmissions and/or using auxiliary servers, if needed.

CHAP, CHECKED AGAINST A PLAIN TEXT FILE

Incoming module that uses the CHAP protocol with MD5. Password checking is
against a specified password file.

» Password File: Verification is against this password file. The file must contain
one username/password combination, separated by whitespace, per line.

CRAM, CHECKED AGAINST A RADIUS SERVER

Incoming module that uses the Challenge-Response Authentication Method against
a RADIUS database.

GENERAL TAB
+ RADIUS server: The name of the RADIUS database server.
* RADIUS password: The RADIUS database server logon.

* Inherit Ascend-Data-Filter rules: Allows administrators to use Ascend
RADIUS rules in conjunction with the Aventail ExtraNet Server.

» Always prompt for password without consulting RADIUS server:
ADVANCED TAB

* RADIUS identifier: The NAS identifier of your RADIUS request. If empty, this
defaults to hostname.
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» Transmission timeout: The number of seconds before the server attempts
retransmissions and/or using auxiliary servers, if needed.

CRAM, CHECKED AGAINST AN ACE SERVER

Incoming module that uses the Challenge-Response Authentication Method via
SecurlD tokens against a user/token database on an ACE server. Requires no
configuration.

CLEARTEXT PASSWORD, CHECKED AGAINST NT USER DATABASE

Incoming module that applies cleartext-password checking against the Windows NT
user database. The server authenticates against LognUser value, for both member
and trusted domains.

WARNING: You must disable the NT Guest Account on the NT server. If you
do not, the NT logon module will authenticate any user.

AUTHORIZATION SCOPE

» SOCKS Server Only: Default value. Verifies password with only the local
user database on the server.

» SOCKS Server and Windows NT domains: Verifies the password with the
local user database on the server as well as on any trusted domains. If you
check Let User Specify Domain, the users can specify which domain to use
for authentication. This is an appropriate option when users have accounts
on several domains, but different access rights. The format for a user-speci-
fied domain is domain\\username.

 Allow user password update: Prompts user to update their password (check
on this).

» Export additional user information: Forwards authentication information to
another server. It eliminates having to enter authentication information at
every server.

CLEARTEXT PASSWORD, CHECKED AGAINST NETWARE

Incoming module applied to NetWare servers using either NDS (NetWare Directory
Services) or Bindery NetWare function calls. Because this module needs to make
NetWare C Interface Library function calls, the NetWare client for Windows NT must
be installed on the same server as the Aventail ExtraNet Server.

NDS (NetWare Directory Services) Authorization: If you check this, the ExtraNet
Server will perform authentication against the local

* Novell NDS server on the network. The Aventail ExtraNet Server will always
attempt Novell NDS before any specific bindery servers listed in the NetWare
Bindery section.

« Name-Enter user name (and context); e.g., kevin.xena.fox.
e Password-Enter required password.
» Tree-Select appropriate tree from pulldown menu.

* NetWare Bindery Servers: If checked, the Aventail ExtraNet Server will
attempt authentication of clients against one or more Novell NetWare bind-
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ery-based servers. The Aventail ExtraNet Server will attempt to authenticate
users against each listed server until 1) one is found that positively authenti-
cates the user or 2) the list of servers is exhausted. You dictate the server
order in the listbox, which you can rearrange via the up and down arrows.

Export additional user information: Forwards authentication information to another
server.

CLEARTEXT PASSWORD, CHECKED AGAINST A RADIUS SERVER

Incoming module that checks passwords against a RADIUS user database, caches
credentials, and forwards user authentication information.

GENERAL TAB
* RADIUS server: The name of the RADIUS database server.
* RADIUS password: The RADIUS database server logon.

» Export additional user information: Forwards authentication information to
another server. It eliminates having to enter authentication information at
every server.

* Inherit Ascend-Data-Filter rules: Allows administrators to use Ascend
RADIUS rules in conjunction with the Aventail ExtraNet Server.

CACHING TAB
» Cache Credentials: Check to enable cache file.
» Cache file: Name of RADIUS caching file.

« Lifetime (hours): Number of hours cache retains credential information.
ADVANCED TAB

* RADIUS identifier: The NAS identifier of your RADIUS request. If empty, this
defaults to hostname.

» Transmission timeout: The number of seconds before the server attempts
retransmissions and/or using auxiliary servers, if needed.

CLEARTEXT PASSWORD, CHECKED AGAINST A PLAIN TEXT FILE
The module applies password checking against a specified password file.

Filename: Verification is against this password file. The file must contain one
username/password combination, separated by whitespace, per line.

Export additional user information: Forwards authentication information to another
server.

SSL v3.0

Incoming module that applies one or more encryption algorithms to message traffic,
plus compression.

GENERAL TAB

» Acceptable Ciphers: RC4, DES, NULL (no encryption), Diffie-Hellman (not
recommended except for testing).
Advanced... button: See below.
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» Credentials Cache
SSL session resumption requires that you store certificate information. This
box allows to specify where the file will be stored via the browse button.
Cache file: Specifies the storage file for certificate information. If you do not
specify a file, the default is sslsrvdata in the temp directory.
Lifetime (hours): Specifies how long to keep data before considering it stale.

* Miscellaneous
Max. Certificate Chain Length: You specify the maximum length for a certifi-
cate chain, starting with not less
than two certificates.
Enable Compression: Transparently compresses encrypted data, depending
on available network bandwidth.

ADVANCED BUTTON

The Advanced SSL Server Option Dialog box allows combinations of encryption
strengths plus various encryption standards. Its default configuration allows 40- to
128-bit encryption modes.

» Advanced RC4 Options
RC4 with MD5 (default cipher suite, combining excellent security with
speed).
RC4 with SHA (a more secure suite, but considerably slower).
RC4 exportable (40-bit) with MD5 Legal encryption strength for U.S. export
(clearing checkbox disables 40-bit encryption).

» Advanced DES Options
DES with SHA (very secure but slow cipher suite).
Triple DES with SHA (more secure suite than above, but even slower).
DES exportable (40-bit) with SHA (legal encryption strength for U.S. export)
(clearing checkbox disables 40-bit encryption).
NULL with SHA-Offers stronger protection to authenticated (not encrypted)
traffic.
NULL with MD5-Offers faster protection to authenticated (not encrypted) traf-
fic.
Reset Defaults Restores all Advanced RC4 and DES option to fully enabled
state.

CERTIFICATES TAB

« Certificate File Specifies the filename which contains the certificate informa-
tion created by the Certificate Wizard. Note that this is optional. It is only
needed if client-side authentication is required.

« Certificate information: Displays information about the specified certificate
file.
Password-Password for certificate file.
Reset- Clears the Certificate File and Certificate Information fields.

CERTIFICATE AUTHORITIES TAB

» Roots File - Specifies a filename containing the root(s) CAs that the client
trusts. If no file is specified, any/all roots are allowed.
Add: Reads a file containing trusted roots and adds its contents to the roots
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file.

Remove - Deletes the highlighted trusted root from the roots file.

Describe - Pops up a box displaying more information about the highlighted
root.

Reset - Clears the Roots File field.

CLIENT AUTHENTICATION TAB
» Require Client Authentication: Enables client authentication.

» Cache File - Specifies the file in which the user information associated with
client authentication will be stored. If you do not specify a file, the default is
ssisrvdata in the temp directory.

« Client certificates are:- “Never asked for” (a secondary authentication
method must be used since the client certificates will not be used), optional
(secondary authentication may be used in addition to the optional client cer-
tificates), “required” (secondary authentication may be used in addition to the
required client certificates).

» Secondary Authentication Methods:- NULL (default), SSL (specifies the cli-
ent authenticate itself with its own certificate as part of the SSL handshake).
Other methods, like password, CRAM and CHAP specify that specific
method as the secondary method, over the SSL-encrypted channel.

If you select both SSL and other methods (other methods only appear if you load
them prior to subauthenticating), the server will attempt SSL first, and attempt to
authenticate with other methods only when SSL authentication fails.
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Filtering

HTTP content filtering can be an integral part of your access control rules for any network
in your system. With the Filter Builder you can use HTTP filtering to control URL content
for Source/Destination Network, and Group/User access. For example, you can apply
HTTP filtering with time-based parameters, to a group (Marketing).

Marketing will not have HTTP access to:

» URLs of dating and introduction services, extreme/gross/indecent content,
gambling or gambling

« information, sex content, or UseNet news sites,

« from 8 a.m. to 6 p.m., Monday through Friday.
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E‘ CAUTION: You cannot apply two filters to the same rule. The server will

apply the first filter it finds for a rule and look no further.

HTTP Content Filter

The HTTP Content filter offers both fine-grained, text-editable content control
(Aventailfilter), as well as a predefined definition file (SmartFilter) of "deny" categories.
Usually, you will use the text-editable filter only when content gets past the SmartFilter
and continues to the end user.

HTTP Authentication Forwarding filter

The HTTP Authentication Forwarding filter allows you to forward user credentials in the
HTTP header to an IS Web server or any Web server that supports the same protocol(s)
used by the Aventail ExtraNet server. This eliminates the need to repeatedly enter
authentication information.

NOTE: The forwarding filter does not require configuration.
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Adding Filtering Rules
At the filters tab of the Policy Console,

» Double-click in the white space of the Filters tab,
-OR_

* Right-click and select New,
-OR-

e Click New.

Any of these actions will open the Filter Builder. It is with the Filter Builder that you
configure and enable a filter.

Editing Filtering Rules

At the Filters tab, select the appropriate cell of the rule you want to edit:

1. Right-click and select Edit... from the shortcut menu,
-OR-

2. Click Edit...Either of these actions will open the Filter Builder where you can make
your changes.

Removing Filtering Rules

At the Filters tab, select the whole rule or a cell of the rule you want to delete.

1. Right-click and select Delete from the shortcut menu,
_OR_
2. Click Delete.Either action will remove the rule.

FILTER BUILDER

With the filter builder you can apply HTTP content filtering, HTTP authentication
forwarding, and packet printer filtering to

* Source Networks

Destination Networks

» Users and Groups

« and content available through the Advanced tab of the Filter Builder.
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Select Services Mew E dit Delete Add to Folder
ak LCancel |
14
[ 1 HTTP authentication fonwarder LConfigure... g
HTTP content filker
| 1 Packet Printer

OF. I LCancel |

ADDING FILTERING TO A NETWORK, USER/GROUP, OR TIME-BASED RULE

1. Atthe Filter Builder, select the appropriate tab and network or user/group object to
which you will apply filtering.

NOTE: Make certain that the object appears in the "Selected” pane.

2. Once you select your object, click Select Filters.... This opens the Filters... dialog box.
3. Enable the appropriate filter and click OK.The enabled filter now appears in the Apply
Filter... text box of the Filter Builder.

NOTE: Checking the HTTP Content filter activates the Configure...
button.

The new filter rule appears on the Filters tab.
EDITING FILTERING FOR A NETWORK, USER/GROUP, OR TIME-BASED RULE
At the Filter tab, select the whole rule or a cell of the rule you want to edit.

» Right-click and select Edit... from the shortcut menu,
-OR-

» Click Edit...,
_OR_
Double-click the selected cell.

» Any of these actions will open the Filter Builder. Make the appropriate changes,
and
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« click OK. The changes will appear at the Filters tab.

DELETING FILTERING FROM A NETWORK, USER/GROUP, OR TIME-BASED RULE
At the Filters tab, select the rule you want to delete, and

» Click Delete,
-OR-

» Right-click and select Delete from the shortcut menu.This removes the rule
from the Filters tab.

HTTP Content Filter

The HTTP filter will allow you to make sophisticated policy decisions, not just "user X can
(or cannot) connect to host Y." In addition to controlling URL access, you can remove
content, strip HTML tags, and deny JAVA and ActiveX controls. The HTTP filter currently
consists of two filters:

HTTP Filter

General  SmartFilker |

—  SmartFilter

Dictionary file ID:\avenlaiI\modules\filters'\htlp_filter.cfm _||

Deny Categories I -

Alkermative Joumals
At and Culture

Criminal Skills Select Al :ﬁl
Cult/Occult

D ating and Introduction S ervice Clear Al |
Entertainment T— |
Estreme/Grogs/Indecent

Gambling or Gambling Information

Games
General News vI

ARIEEIREIEEIRIE

OF. I LCancel |

» SmartFilter -- SmartFilter blocks URLs based on deny categories in a definition
file supplied with the HTTP filter. You must load the dictionary file to enable the
SmartFilter to block URLSs.

» General tab (Aventail) -- The Aventail filter offers fine-grained, text-based con-
trol to block Netscape Plug-ins, JAVA applets, and ActiveX controls. You must
load the filter configuration file to block HTTP content.

CONFIGURING AND LOADING THE HTTP CONTENT FILTER

To configure and enable the SmartFilter module, select the SmartFilter tab of the HTTP
Filter dialog box.

1. Check the SmartFilter box. Browse for the dictionary file

(aventai I\ nodul es\filters\http filter.nod),
2. select and load it into the text box.
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3. Atthe Deny Categories window, check the categories you want to exclude,
-OR-
click Select All.

NOTE: The Invert button reverses "deny" selections within the Deny Cat-
egories window. It does not clear them.

4. Click OK. This returns you to the Filters dialog box.
5. Click OK.

The HTTP Content filter now appears in the Apply filter: text box at the Filter Builder,
ready to deny access to the URLSs in the selected categories. You can apply it to any
network, user, group or time-based rule.

To configure and enable the Aventail filter (General tab), select the General tab of the
HTTP Filter dialog box.

1. Check the Aventail box.

2. Browse for and select the filter file:

(aventai |l \nodul es\filters\http filter.cfm.text-editable file.

3. Click OK. This returns you to the Filters dialog box.

4. Click OK.

The HTTP Content filter now appears in the Apply filter: text box at the Filter Builder,
ready to remove Netscape plugins, JAVA applets, ActiveX controls, etc. from HTTP
content. You can apply it to any network, user, group or time-based rule.

To configure and enable the Aventail filter (General tab), select the General tab of the
HTTP Filter dialog box.

1. Check the Aventail box.

2. Browse for and select the filter file

(aventai l\nodul es\filters\http_filter.cfm. text-editable file.

3. Click OK. This returns you to the Filters dialog box.

4. Click OK.

The HTTP Content filter now appears in the Apply filter: text box at the Filter Builder,
ready to remove Netscape plugins, JAVA applets, ActiveX controls, etc. from HTTP
content. You can apply it to any network, user, group or time-based rule.
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Proxy Chaining

Proxy chaining is when one SOCKS server acts as a gatekeeper to route requests for
information that resides behind another SOCKS server. In this capacity, the gatekeeper
server evaluates its security policies to authenticate the user (client) request and
determine if the user has access to the requested destination. If the user request is valid,
the gatekeeper server acts as a client and proxies the user request to another SOCKS
server by authenticating to the secondary SOCKS server. If the secondary server has
access to the destination, the user passes through to the destination.

You can assign a destination to a server's address, so all requests to this destination will
be proxied (forwarded) to that server. Additionally, you can prioritize proxy servers.

To proxy chain a server, you configure the proxy server name and address, the name of a
fallback server (optional), the destination network, and the network services (ports).

ADDING A PROXY
At the Proxy Servers tab on the Policy Console,

» Double-click in the white space
-OR-

* click New...,
-OR-

» Right-click and select New... from the shortcut menu.

Any of these actions will open the Proxy Chain Builder.

Editing a Proxy
At the Proxy Servers tab, select a cell of a rule that you want to edit, and

« right-click and select Edit... from the shortcut menu,
_OR_

* click Edit....

Either action will open the Proxy Chain Builder at the appropriate tab.

Deleting a Proxy
At the Proxy Servers tab, select the proxy rule you want to delete, and

» Right-click and select Delete from the shortcut menu,
-OR-

» click Delete.

PROXY CHAIN BUILDER

The Server tab allows you to identify and configure the proxy and fallback servers for the
destination network. The default status of the Server tab is to allow a direct connection,
not proxied.
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To proxy a server, you will need to
 select the Proxy option on the Server tab of the Proxy Chain Builder,
» enter host and port information for the proxy server,

» and enter host and port information for the fallback server, if you use a fallback
server.

Additionally, you need to select a SOCKS version.

Adding a primary/fallback host and port

Select the Proxy option on the Server tab. If you will use a fallback server, enable the Use
Fallback option. Enter a qualified name, fully qualified name or IP address for the primary
(and fallback) host. Enter a single port.

Editing a primary/fallback host and port

At the Proxy Servers tab on the Policy Console, select the cell containing the information
you want to edit, and either right-click and select Edit,

-OR-

Click Edit. The Proxy Server Builder will open at the correct tab for your edits. When you
finish entering the new information, click OK to return to the Policy Console.

Determining SOCKS version
Select a SOCKS version option or click Detect, then click OK.

Active/disabled (checkbox)

The checkbox in the right-hand corner of the Proxy Chain Builder indicates the enabled/
disabled status of the proxy rule. This information corresponds to the checkmark at the
beginning of each Access Control rule.
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Network Setup

Network Setup is for "multihomed" servers (a server with two or more installed network
interface cards). To properly configure your network setup you must specify what internal
and external network traffic goes to which network interface cards (NIC). You do this with
“"routing rules."

NOTE: To neutralize IP spoofing attacks you must properly configure
multihomed servers.

MNetwork Setup

Source Metworks | Network, Interface
1+

Gl

LClose | Help |

To correctly configure your routing rules, you must identify a source network available to
any specific interface card. The Aventail ExtraNet Server transparently detects installed
network cards. This information appears at the Routing information dialog box.

ROUTING RULES

Routing rules specify what internal and external network traffic goes to which network
interface cards (NIC) on a server. Routing rules work only for multihomed servers (a
server with two or more installed network interface cards), and are not necessary for the
server to properly function. However, you must properly configure multihomed servers in
order to proxy chain and neutralize IP spoofing attacks.

The Aventail ExtraNet Server transparently detects installed network cards and available
networks. This information appears in the Routing information dialog box where you can
configure your routing rules.

== Routing information
Interface: INdis\A-"anS (0.0.0.00 j IV Active
Selected Sounce Metwaorks I Svailable Networks I Tupe I I
Anywhere =
B & = K X [ ]
Select Services MNew Edit Delete Sdd ta Folder
ak I LCancel | Help |
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Adding a route

At the Routing information dialog box,

1. Select the appropriate card that appears in the Interface: list box.
2. From the Available Networks pane, select the target network and move it to the
Selected Source Networks pane.

Click OK. The new routing rule will appear in the Network Setup dialog box.

NOTE: If you do not select a network but click OK, all network traffic will
route through the card displayed in the Interface: text box.

Editing a route

At the Routing information dialog box, either:
1. Select a new network in the Available Networks pane.
2. Move that network to the Selected Source Networks pane
-OR-
Move the Selected Source Network to the Available pane,
-AND/OR-
Select a different card in the Interface: text box
3. Click OK. The edited routing rule will appear in the Network Setup dialog box.

Deleting a route
You can delete a route at the Network Setup dialog box.

Adding a routing rule

1. Atthe Policy Console, click Network Setup at the toolbar
-OR-
select View | Network Setup from the menu. Either action opens the Network Setup
dialog box.

2. Click New... to open the Routing Information dialog box where you will configure your
new routing setup.

Editing a routing rule

From the Policy Console menu,

1. select View | Network Setup...
-OR-
Click Network Setup on the tool bar. Either action opens the Network Setup dialog
box.

2. At the Network Setup dialog box, Double-click in the white space of the Network
Setup window,
-OR-
Right-click and select Edit... from the shortcut menu,
-OR-
Click Edit...to open the Routing Information dialog box where you can reconfigure
your routing setup.
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Deleting a routing rule

From the Policy Console menu,

1. select View | Network Setup...
-OR-
Click Network Setup on the tool bar. Either action opens the Network Setup dialog
box.

2. At the Network Setup dialog box, select the rule you want to delete, and Right-click
and select Delete from the shortcut menu,
-OR-
Click Delete. Either action removes the rule from the Network Setup dialog box.
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Configuration File Format

INTRODUCTION

The configuration file s5. conf controls all aspects of the Aventail ExtraNet
Server. By default, this file is located in <pr ef i x>/ et ¢/ s5. conf , where
<pr ef i x> is the directory the Aventail ExtraNet Server was installed to (typi-
cally /usr /| ocal / avent ai | ). You can edit this file using a text editor.

The Aventail ExtraNet Server reads this configuration file the first time the server
is started, and each time the process is restarted. This file contains all the policy
information that the Aventail ExtraNet Server needs to handle a connection.

GENERAL SYNTAX
All entries in the configuration file are of the following format:

type nane {
key = val ue;
key = val ue;

}

Case, new lines, and spacing are not significant, unless referring to an object
name, or data within a quoted string. The name of the object is not significant, as
long as it is unique within the configuration file.

The type of object determines which keys are within the block. The order of keys
within the block is significant only in the Policy Object. In the Policy Object, the
server reads each line, from top to bottom, until it makes a match; for a line to
match, each entry within the line must match. For more information, refer to the
“Policy” section.

DATA TYPES

There are five basic data types in the configuration file: tokens, booleans, inte-
gers, simple strings, and strings. The following object is used as an example in
the definitions below:

installation @onverted_installation

{
comment = “Automatically converted fromv2.x file:socks5. conf”;
port = 1080;
reversedns = TRUE;

}
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Tokens

Tokens are the internal keywords that the parser recognizes. Tokens determine
the type of data that can come after them. In the example above, i nst al | a-
tion, comment, port, reversedns, and TRUE are all tokens.

Tokens are not case-sensitive. Tokens should never be contained within quota-
tion marks.

Booleans

Booleans can be either TRUE or FALSE. TRUE and FALSE are tokens that the
parser recognizes internally. In the example above, TRUE is a boolean.

Booleans are not case-sensitive. Booleans should never be contained within
guotation marks.

Integers

An integer can be any sequence of numbers. In the example above, 1080 is an
integer.

Numbers cannot be negative, and floating point numbers are not allowed.

Simple Strings
A simple string must start with an “@"“ symbol, and must contain only alphabetic

characters (a-z or A-Z), digits (0-9), and/or underscores (). In the example
above, @onverted_instal |l ati on is a simple string.

Strings
To avoid parse errors, a typical string is usually contained within quotation

marks; this can reduce confusion between strings and tokens that otherwise
appear identical.

In cases where quotation marks must be included within the string, basic escape
mechanisms are available. To include a quotation mark within a string, type
“\'"""'_Toinclude a literal backslash character, type ‘\\' . Placing any other
character directly after a backslash (\) simply inserts that character. In the exam-
ple above, “ Automatically converted fromv2. x

file:socks5. conf” is a string in quotation marks.

COMMON ATTRIBUTES

Any object(s) can have the comment = STRI NG attribute included within the
object body. This freeform string can contain information about the object. It is
not parsed by the server or the graphic user interface (GUI) administration tool in
any way. It is strictly for informational purposes.

Aventail ExtraNet Server v3.0 Administrator’s and User’s Guide « 59

Petitioner Apple Inc. - Ex. 1023, p. 275



Appendix B: Aventail ExtraNet Server Configuration File Format

ORDER OF OBJECTS

You must define all objects before using them. (This limitation will be removed in
a future release of the Aventail ExtraNet Server.) The following example would
result in a parse error because “Second G oup” is used before it is defined.

group “First G oup”

{
| ocal group “Second G oup”;
}
group “Second G oup”
{
}
MODULES

All filters and authentication methods (except NULL) are defined in loadable
modules so that, if desired, only the necessary functionality can be loaded into
memory. Loadable modules also allow for in-house development of custom
authentication methods or content filters.

You must complete three steps before a server will actually use a module. You
must load the module, apply the module to a specific installation, and use the
module in an access-control, authentication, or filter rule.

Loading a Module

You must load each module individually, in the module section. The module sec-
tion also contains all configuration information for the module. The following
example is used in the definitions below:

nmodul e “http _filter”

{
comment = “HTTP content filter”;
filename = “nodul es/filters/http-filter.nod”;
stub = “http_ filter”;
option “aventail” = “/usr/local/aventail/etc/avfilter.conf”;
}
Parameter Description
filename Specifies where the loadable module can be found. This

can be a fully qualified pathname (e.g., / usr/ 1 ocal /
avent ai | / nodul es/ aut henti cati on/ t est. nod),
or relative to the installation directory (e.g., nodul es/
aut henti cati on/test. nod).
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Parameter Description

stub The unique identifier for the module. Itis used to find all of
the functions that the server needs. This is typically the
name of the module, without the . nod suffix. All * -

characters will be converted to © " .

option All configuration information for the module includes any
number of “option” statements. Options are module-spe-
cific.

Including a Module in an Installation

You must use a module in an installation before you can use it in the installa-
tion’s ACL, filter, or authentication rule. To include a module in an installation,
use the “module” keyword. For example:

install ation “Converted”

{
}

nmodul e “http filter”;

Referencing a Module in a Rule

Once you have loaded and included a module in an installation, any rule in that
installation can reference the module. The type of module determines which ref-
erencing method to use.

» Client-side Authentication: Client-side modules are used only when proxy
chaining, and do not need to be explicitly used in a rule. If the server you are
chaining to requires authentication, all configured authentication methods will
be offered in the negotiation phase, and the remote server will select the most
appropriate method.

» Server-side Authentication: Server-side modules are used to force clients to
authenticate in a certain way. Authentication methods are referenced by a
short, unique string, which maps to a specific authentication method. The
Aventail ExtraNet Center includes the following authentication methods by
default: SSL, Username/Password, CHAP, CRAM, and Null. Other methods
can be installed by third parties or local system administrators. If you are
unsure of which authentication methods are available in your installation, con-
tact your local system administrator.

To configure the server to require a certain authentication method, include that
method in an authentication rule and, if necessary, in any access control or fil-
tering rules that might require greater control than an authentication rule can
provide.

» Content Filters: Content filters are referenced by a short, unique string, which
maps to a specific filter method. Content filters are used only in filter rules. The
Aventail ExtraNet Center includes the following filters by default: http, http-for-
warder, and print. Other methods can be installed by third parties or local sys-
tem administrators. If you are unsure of which filters are available in your
installation, contact your local system administrator.
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» Access Control: Access-control modules do not need to be explicitly used in a
rule. Access-control modules are used in the order in which you load them. If a
module refuses a connection, none of the subsequent modules will be con-
sulted.

The Aventail ExtraNet Center does not ship with any access-control modules
by default; however, other methods can be installed by third parties or local
system administrators. If you are unsure of which access-control methods are
available in your installation, contact your local system administrator.

DEFINING USERS AND GROUPS

You do not need to explicitly define users and groups before using them in a rule
or group definition; the users and groups are self-describing.

The standard user/group notation is “backend: name” where “backend” is a
string that uniquely identifies a backend where the actual authentication informa-
tion is stored, and “nane” is the user/group name. Specifying the special back-
end “any” means that any backend should match the username.

To use a user or group in a rule or group, use the group or user keywords. For
example:

access pernit @clo

{
user “uni x:root”;
group “uni x: wheel ”;
user “uni x: dhdore”;
user “any:ichabod”;
}

When using the same set of users in many rules, it is easier to put them into a
group locally and use those groups in the rules. The “group” object defines a
local group. You can include users, groups, and other local groups in a local
group. You can also mix and match backends. For example:

group “Special Users”

{
user “uni x:root”;
group “uni x: wheel ”;
user “uni x: dhdore”;
user “any:ichabod”;
}
access permt @cll
{
| ocal group “Special Users;
}
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DEFINING NETWORKS

To define networks and hosts, use the network object. There are four types of
networks; they all follow the same pattern in the configuration file:

net wor k <TYPE> “name

{
keyl
key2
}

The <TYPE> determines which keys are valid.

val ue 1;
val ue 2;

» Domain: This type of network is used to match an entire domain of machines.
The domain keyword is used to define the domain. For example:

networ k domai n “GNU Donai n”

{
}

Any machine name that ends with the domain matches. Examples of matches
and mismatches:

domain = “gnu.org”;

ww. aventai | . comlSin. aventail.com
www. avent ai | . comIS NOT in. bob. aventail . com
patrick.in.aventail.comlISin.aventail.com

» Host: This matches a specific machine. You can match the host machine with
either the IP address or the hostname keywords. The IP address should be in
dotted-decimal notation, and the hostname should be a string. For example:

networ k host “Mythical machine”

{

i paddress = “123.456.7.8";
}
net wor k host “Anot her Myt hical machi ne”
{

hostname = “test.test.ick.bin.org”;
}

Hostname comparisons are case-insensitive; therefore, WAV AVEnTAI L. com
matches ww. avent ai | . com and vice versa.

e Subnet: You can define an entire subnet with this type of network. The IP
address and netmask keywords recognized and should be in the standard dot-
ted-decimal notation. For example:
net wor k subnet “123.456. 7. 8. xxx Subnet”

{
i paddress = “123.456.7.1";

net mask = “255. 255. 255. 0"
}

* Range: Occasionally, a grouping of machines cannot easily be described with
a subnet mask. A network can also be a consecutive range of IP addresses.
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The from and to keywords specify the beginning and end of a range in dotted-
decimal notation. For example:
network range “Subrange of 123.456. 7. xxx”

{
from= “123.456.7.5";

to = “123.456.7.25";
}

The range is inclusive, which means that the endpoints are included in the
range. In the example above, “123. 456. 7. 5” and “123. 456. 7. 25” would
match the specified range.

DEFINING SOCKS SERVERS

SOCKS server definitions are used in proxy chaining rules. The following table
explains the attributes that you can specify.

Parameter Description

hosthame The hostname of the SOCKS server. If you specify the
hostname, you do not need to specify the IP address.

ipaddress The hostname of the SOCKS server in dotted-decimal
notation. If you specify the IP address, you do not need to
specify the hosthame.

port The port number that the server is listening on.

version The SOCKS protocol version the server speaks. Valid
version numbers are “4” and “5.”

An example of a SOCKS server definition is:

server “slow’;

{
host name = “sl ow’;
port = 1080;
version = 5;
}
RULES

There are five types of rules that determine how a connection will be handled:
Authentication, Access-control, Filters, Routing Entries, and Proxy-chaining.
Rules are evaluated in the order in which you list them in the installation object.
The server applies the first matching rule to the connection, then the second
matching rule, and so on.
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Rule Description

Authentication Rule Determines how a client will be allowed to authenticate to
the server.

Access-control Rule | Specifies the class(es) of connection allowed through the
server. Connections can be accepted or rejected.

Filter Rule Determines whether or not a content filter needs to be
applied to the data stream. This is the final decision made
before starting to proxy data.

Routing Entries Specifies which network interface each machine can use.

Proxy-chaining Rule | Controls which traffic (if any) will be directed through sub-
sequent servers. This is typically used for access to part-
ners’ networks where individual users in the company do
not have accounts but the company as a whole does.

Common Attributes of Rules

You can use the following attributes in any of the rule types. If you specify multi-
ple networks, network groups, users, or groups, this becomes an “OR” opera-
tion. For example, the user could be “Deb” or “Dale” or “Eric,” etc.

Attribute Description

enabled Controls whether or not the rule will actually be consid-
ered when the server looks for matches. If FALSE, it will
be skipped completely. This is useful for temporarily dis-
abling a certain set of access rights.

network source name | Specifies that the user’s connection must originate from
the network source for the rule to apply.

network group Specifies that the user’s connection must originate from
source name the network source for the rule to apply.
source services Specifies that the user’s connection must originate from

any of the listed ports for the rule to apply. You can list
either single services or ranges of services.

methods Specifies that the user must authenticate using one of the
methods listed for the rule to apply. For information about
which authentication modules are supported, refer to
“Authentication.”
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Attribute Description

keylength Specifies that the session must be encrypted with a key of
a certain minimum length for the rule to apply. Valid key
lengths are 0, 40, 56, or 128 bits.

user backend Specifies that the authenticated user must be the named
user according to the backend in order for the rule to

apply.

group backend Specifies that the authenticated user must be in the
named group according to backend in order for the rule to
apply.

local group name Specifies that the authenticated user must be in the
locally defined group name in order for the rule to apply.

DAY One of Sunday, Monday, Tuesday, Wednesday, Thursday,
Friday, or Saturday. The right-hand side is a list of one or
more time ranges, in 24-hour format. The granularity of

the times is on the half hour only. Time ranges are inclu-

sive.
startdate Start date in mm/dd/yyyy notation.
enddate End date in mm/dd/yyyy notation.
starttime Start time in hh:mm notation.
endtime End time in hh:mm notation.

Authentication

The methods keyword determines which authentication method(s) will be
accepted from different networks. There are no new keywords available for this
object type. For example:

aut henticati on @clo0

enabl ed = TRUE;
net work source = “Anywhere”;
met hods = “password “ “crant

}

ssl”;

Access Control

Access-control rules determine who can go where, and when, through the
server. An access-control rule specifies, in the object definition, whether it will
permit or deny access to the listed resources. Each entry on the line must match
for the entire line to match. For example:

access pernit @clo

enabl ed = TRUE;
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network source “Anywhere”;
network destination “Anywhere”;

}

access deny @cll

enabl ed = TRUE
net wor k source “Anywhere”;
networ k destination “Anywhere”;

}

You can apply the following new attributes to access-control rules.

Attribute Description

commands Specifies that the user can use only the commands listed.
Recognized commands are “connect,” “bind,” udp,”
“ping,” or “traceroute.” The commands correspond to the
SOCKS commands for proxying different types of traffic.

network destination Specifies that the user must be attempting to reach the

name network name for the rule to apply.

network group Specifies that the user must be attempting to reach any of
destination name the networks in name for the rule to apply.

source services Specifies that users must be attempting to reach any of

the listed ports for the rule to apply. You can list either sin-
gle services or ranges of services.

Filters

Filter rule objects can have any of the common attributes and access-control
attributes, and include the following attributes:

e module = filternane;

This attribute specifies the name of the filter to apply if the connection matches
this rule. For more information on content filters, refer to “Filters.”

e filter @ilter0

{
enabl ed = TRUE
nodul e = “http”
SUNDAY = 00: 00- 24: 00
MONDAY = 00: 00- 24: 00
TUESDAY = 00: 00-24: 00
WEDNESDAY = 00: 00- 24: 00
THURSDAY = 00: 00- 24: 00
FRI DAY = 00: 00- 24: 00
SATURDAY = 00: 00- 24: 00
}
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Routing Entries

On machines with multiple network interfaces (i.e., IP addresses), it is important
to ensure that the machines use certain network interfaces in conjunction with
certain addresses. This prevents IP spoofing (where machines outside the net-
work pretend to be machines inside the network) by ensuring that inside
machines use the inside network and outside machines use the outside network.
This is also used by SOCKS servers in determining which network interface to
bind on when accepting a BIND request, or when issuing a SENDTO request. If
no entry matches, the SOCKS server uses INADDR_ANY to bind, and a con-
nection can be received on any interface. Single-homed hosts do not need rout-
ing entries; they are necessary only when machines have more than one
network interface. The format for the routing-entry object is:

card = string;

Proxy Chaining

Proxy-chaining entries describe the addresses of SOCKS proxy servers. There
lines tell the server how to contact a given host. If no lines match a host, the
server contacts the host directly. The format for the proxy-chaining object is:

nopr oxy = bool ean;

server = nane;

INSTALLATION
The following table describes the attributes of the installation object.

Attribute Description

port Specifies the port number that the server should listen on
for incoming connections.

identd Specifies whether to use the IDENTD protocol when
using NULL authentication. (This attribute is not sup-
ported in v3.0.)

reversedns Specifies whether to attempt reverse DNS. This is a leg-
acy option. The server does reverse DNS only when nec-
essary (e.g., when a rule needs to check it against a
domain-based network, etc.).

udprestrict Specifies whether the server should accept UDP traffic
from anyone, or only from machines that it has previously
talked to.

udpclientsport Specifies whether the server should try to use the same

port number on its external interface that the client has
used internally. This can improve the performance of
some UDP applications.

udpbind This attribute is no longer used.
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Attribute Description

timeout Specifies how long idle connections are allowed to stay
active. This attribute is used in conjunction with the time-
unit attribute (below).

timeunit Used in conjunction with the timeout attribute (above) to
specify how long idle connections are allowed to stay
active.

secout Specifies where to log security warnings to. SYSTEM

refers to the system logger (syslog under Unix, Event-
Viewer under Windows NT). LOGFILE refers to the
security. | og file under logroot. LOGTOOL refers to
the Logging Utility application under Windows NT. For
more information, see “Logging.”

sysout Specifies where to log security warnings to. SYSTEM
refers to the system logger (syslog under Unix, Event-
Viewer under Windows NT). LOGFILE refers to the sys-
t em | og file under logroot. LOGTOOL refers to the
Logging Utility application under Windows NT. For more
information, see “Logging.”

miscout Specifies where to log security warnings to. SYSTEM
refers to the system logger (syslog under Unix, Event-
Viewer under Windows NT). LOGFILE refers to the

m sc. | og file under logroot. LOGTOOL refers to the
Logging Utility application under Windows NT. For more
information, see “Logging.”

seclevel Specifies the error level for logging security messages.
For more information, refer to “Logging.”

syslevel Specifies the error level for logging system messages.
For more information, refer to “Logging.”

misclevel Specifies the error level for logging miscellaneous mes-
sages. For more information, refer to “Logging.”

logroot Specifies the directory that will contain the log files.

auditlog Specifies whether to keep an audit log of all connections

processed by the server.

auditpath Specifies the directory that will contain the audit files.
Three files are created in this directory: accounting, which
contains the main audit trail; security, which contains
additional security information; and errors, which contains
information about failed connections (due to network
errors, etc.).
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Attribute

Description

auditformat

Specifies which format to log the auditing information in.
Currently supported formats are the WebTrends
Enhanced Log Format (WELF) and a flat text file specific
to Aventail, which is easily imported into spreadsheets or
databases.

buffersize

Specifies how much data to attempt to read from the net-
work at one time. Larger sizes may improve throughput,
but will increase memory usage.

maxchildren

Maximum number of connections to allow at any one
time. The license should do this automatically.

servicenames

Specifies whether to look up service names to use in log-
ging messages and audit files.

backlog

Specifies how many pending connections to allow to
“stack up.” The default value is “5.” On some versions of
Unix, the TCP/IP stack ignores this value. Once the maxi-
mum allowable nhumber of connections is in the queue,
the server will reject new connections.

pidfile

(Unix only) Specifies where to store the process ID. This
file is used by the stopsocks script. You usually do not
need to specify this attribute.

ipspoofing

Specifies whether to watch for IP spoofing attacks, and
reject potentially bad connections. If this option is acti-
vated (TRUE), the server will reject any connection that
originates from a network interface that it would not use in
talking to that host. In complicated network setups, this
can cause problems, and should probably not be acti-
vated (set to FALSE).

alertfrequency

alertthreshold

tracerouteprogram

Specifies which program to execute when a “traceroute”
command is proxied. This should be the executable name
by itself, or a fully qualified pathname to the executable (if
it is not in the default path for the user the server is run-
ning as).

pingprogram

Specifies which program to execute when a “ping” com-
mand is proxied. This should be the executable name by
itself, or a fully qualified pathname to the executable (if it
is not in the default path for the user the server is running
as).
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Attribute Description

nisdirectory Specifies where to find the NLS catalogs for the server. In
most cases, this attribute should not be set. The server
will automatically determine where the catalogs are

installed.
module Use the module module_name in this installation. This
module_name means that the module will be loaded and available for

use in any rules in the Policy section (see below).

PoLicy

The policy object is where you arrange all of the rules and give them a specific
ordering. The ordering of similar attributes is important, and can significantly
affect the policy enforced by the server. Be sure to order or reorder rules care-
fully.

The following table describes the additional attributes that are valid in a policy
object.

Attribute Description
interface string Imports the routing rule named “string” into the current
policy.

authentication string Imports the authentication rule named “string” into the
current policy.

proxy string Imports the proxy chaining rule named “string” into the
current policy.

filter string Imports the filter rule named “string” into the current pol-
icy.

access string Imports the access-control rule named “string” into the

current policy.

An example of a policy object is:

policy “Converted”
{
interface @ outeO0;
aut henti cati on @ut hO;
proxy @roxyO0;
proxy @roxyl;
filter @ilterO;
access @clo;
access @clz2;
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LOGGING

Logging is an essential part of maintaining server function. With logging, you can
track user activity, diagnose failed connections, repair system failures, and con-
figure the logging output for Aventail or WebTrends formats.

Logging options include three logging methods, eight levels of information, four
output options, and two output formats.

Log Methods

There are three log methods: Security, System, and Miscellaneous. When log-
ging server activity, select one of the three methods.

e Security: Security information consists of failed authentication attempts and
methods. When logging to LOGFILE, the filename is security. | og.

» System: System information identifies and displays network problems as they
affect the ExtraNet Server. Examples of network problems include low memory,
timing out, a SOCKS server crash, etc. When logging to LOGFILE, the file-
name is system | og.

» Miscellaneous: Miscellaneous information consists of everything else not
included in the Security and System methods. When logging to LOGFILE, the
filename is m sc. | og.

Log Levels

There are eight log levels: Fatal, Error, Warning, Information, Verbose, Debugl,
Debug2, and Debug3. When logging server activity, select one of the eight meth-
ods.

NOTE: Processing large amounts of information by logging at the Ver-
bose level or higher can impact the server’s performance for brief
periods of time.

NOTE: Logging at a certain level includes all levels below that level as
well. For example, logging at the Warning level includes Fatal
and Error messages as well.

Log Level Description

Fatal Fatal error information only.
Error Critical error information only.
Warning Non-critical warning information.
Information Detailed logging information.
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Log Level Description

Verbose More detailed logging information than the Information
level, but not as detailed as the Debug-level information.

Debugl, Debug2, Debugging levels of increasing verbosity. This can cause

Debug3 large amounts of data to be written, and should be used

only when troubleshooting.

Log Output Options

There are three log-output options: SYSTEM, LOGTOOL, and LOGFILE. You
can specify multiple output options at once.

» SYSTEM: Selecting this log-output option will cause logging information to out-
put to the system logger. Under Unix, the system logger is syslog, and under
Windows NT it is the Event Viewer Application Log. Under Windows NT, the
server will always log startup information to the Event Viewer.

» LOGTOOL: This option is currently valid only under Windows NT. The Logging
Tool is the dynamic logging tool for all Aventail ExtraNet Server activity. The
Logging Tool can dynamically filter out certain types of log messages and is
useful for debugging quickly without having to bring the server up and down to
change log levels.

» LOGFILE: Selecting this log-output option will cause logging information to log
to the appropriate flat file in the logroot directory.

Auditing

The auditing subsystem tracks where users are going, and how much bandwidth

they are using. Auditing can be useful for fine-tuning policy if certain types of

traffic start using too much bandwidth.

Audit Log Types

There are three audit log types: Error Audit Log, Accounting Audit Log, and

Security Audit Log.

* Error Audit Log: The Error Audit Log records failed connections that result
from system or hardware lapses or failures.

» Accounting Audit Log: The Accounting Audit Log records successful system
and authentication connections.

e Security Audit Log: The Security Audit Log records failed connections that
result from authentication lapses or failures.

Information Types

Log entries can contain varying amounts of information, depending on the type
of log and the connection status of each entry. Log entries are in a text-only,
space-delimited format (with date and time within quotation marks). Log entries
allow administrators to track

» Traffic date and time
« Source and destination
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» Connection duration

» Authentication methods
« Commands

» Bytes received

Exit status

Output Formats

The two valid output formats are the Aventail format and the WebTrends
Enhanced Log Format (WELF).

» Aventail: This is a flat text file format specific to Aventail, which is easily
imported into spreadsheets or databases. Below is an example entry format.
bob. bp. aventail . com 1234 nul|l dhdore “15 May 1998
09: 20: 57" v4 connect www. gnu.org: http 0 19252 1195 38

 WebTrends Enhanced Log Format (WELF): With WebTrends products, you
can save, FTP, or e-mail reports in Microsoft Word, Microsoft Excel, HTML,
text, or comma-delimited text formats. For more information about WebTrends,
contact WebTrends at ht t p: / / www. webt r ends. com
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QONEN AVENTAIL: Aventail announces new
directory-enabled extranet solution.
Publication: M2 Presswire Publish date: May 26, 1999

M2 PRESSWIRE-26 May 1999-AVENTAIL: Aventail announces new directory-enabled
extranet solution (C)1994-99 M2 COMMUNICATIONS LTD

RDATE:250599

* Aventail ExtraNet Center Supports Leading LDAP Directories from Netscape, IBM, and
Lotus

For the rapid deployment of secure extranets, Aventail has announced a new version of its
award-winning Extranet Management and Security {EMS) solution, Aventail ExtraNet
Center v3.1. This latest offering simplifies extranet user management by including broader
support for Public Key Infrastructure (PKI) and Lightweight Directory Access Protocol
{LDAP)-enabled directories and automatic client updating. With these enhancements.

large multi-enterprise organisations can quickly and easily deploy and manage powerful
and secure extranet applications.

"Extranets are rapidly evolving into a mainstream technology as the Fortune 1 000 begin
to implement strategic business plans around extranets to improve communication, reduce
supplier costs, increase customer response time, improve quality and decrease inventory,”
says Colin Tankard, European managing director at Aventail. This view is supported by a
recent report from Giga Information Group that states that the comerstone of extranets will
be the directory services that provide authonisation access to applications and data.

Currently, less than 1 0 percent of corporations deploying extranets today use a directory
service, but by the end of 2000, Giga predicts that 70 percent of corporations will be
utilising directories within their extranet infrastructure.

Simplifying User Management

Aventail ExtraNet Center's latest features enable deployments that are easily scalable for
any number of extranet users. These new features include:

LDAP-enabled Authentication and Authorisation: Aventail ExtraNet Center v3.1 allows
companies implementing various LDAP directories, including Netscape Directory Server,
IBM SecureWay Directory and Lotus Domino, to authorise users and groups from an
authoritative directory.

Aventail's LDAP implementation complements its existing support for NDS and Bindery,
RADIUS, Windows NT Domain, UNIX Password Files and Security Dynamics'
ACE/Server.

Increased Support for Emerging PKI Standards: Adding broader PKI support gives users
more choices when using digital certificates. These include the ability to acquire a
certificate via a browser (PKCS #1 2) and support for smart card and other device- based
authentication (PKCS #1 1). Expanded support for PKI standards enhances Aventail's
current support of authentication methods including RADIUS, CHAP, Windows NT
Domain, NDS, Security Dynamics' SecurlD, Hewlett-Packards' Authorization Server and
x.509 certificates from VenSign, Netscape, GTE and Microsoft.

Automated Configuration Updates: Utilising Aventail Customizer, Administrators can easily
configure and distribute prepackaged clients via e-mail, FTP, HTTP or application
deployment products such as Microsoft's SMS. After deployment, Aventail's AutoUpdate
allows new configuration files to be installed automatically without user intervention at an
interval set by the administrator.

"Aventail focuses on the needs of major enterprises building production-ready extranets,”
said Aventail's Colin Tankard. "Directory and PKI are large investments with strategic
implications; we allow organisations to bring those investments to bear when collaborating
with their extranet partners.”

Pricing and Availability
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mm Aventail Ships Directory-enabled Extranet
Solution; Aventail Extranet Center V3.1
Available At www.aventail.com.

Publication: Business Wire Publish date: August 9, 1999

SEATTLE--(BUSINESS WIRE)--Aug. 9, 1999--

Aventail Corporation, the leading provider of Extranet Management and Security (EMS)
solutions, announced today that they have shipped the latest versions of its award-
winning product, Aventail ExtraNet Center(tm).

This latest offering simplifies extranet user management by including broader support for
Public Key Infrastructure (PKI) and Lightweight Directory Access Protocol (LDAP)-enabled
directories as well as automatic client updating. With these enhancements, Aventail has
greatly simplified how large multi-enterprise organizations deploy and manage world-class
extranets.

" was quite impressed with the latest version of Aventail ExtraNet Center and its ability to
seamlessly integrate with various LDAP directories and PKI environments,” stated Ken
Aull, Technical Fellow for TRW. "Aventail ExtraNet Center is a perfect tool for any
enterprise organization conducting business-to-business commerce and collaboration.
Aventail's standards-based solution reassures corporations that their extranet will work
now as well as in the future.”

Simplifying User Management

Aventail ExtraNet Center's latest features enable deployments that are easily scalable for
any number of extranet users. These new features inciude:

-- LDAP-enabled Authentication and Authorization: Aventail ExtraNet
Center v3.1 allows corporations implementing various LDAP
directories, including Netscape (NYSE:AQL) Directory Server, IBM
(NYSE:IBM) SecureWay Directory, and Lotus Domino, to authorize
users and groups from an authoritative directory. Aventail's LDAP
implementation complements its existing support for NDS and
Bindery, RADIUS, Windows NT Domain, UNIX Passwrd Files, and

Security Dynamics' ACE/Server. -- Increased Support for Emerging PKI Standards: Adding
broader PKI

support gives users more choices when using digital certificates.

These include the ability to acquire a certificate via a browser

(PKCS #12) and support for smart card and other device-based

authentication (PKCS #11) such as SPYRUS' Rosetta Smart Card. The
expanded suppourlD, Hewiett-Packards' (NYSE:HWP) Authorization Server, and
x.509 certificates from VeriSign (Nasdaq:VRSN), Netscape

(Nasdaq:NSCP), GTE (Nasdaq:GTE), and Microsoft (Nasdaq:MSFT). -- Automated
Configuration Updates: Aventail ExtraNet Center also

includes the ability to easily configure, distribute, and

automatically update client configuration files. Utilizing
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Aventail Customizer(tm), administrators can easily configure and
distribute pre-packaged clients via e-mail, FTP, HTTP, or
application deployment products such as Microsoft's SMS. After
deployment, Aventail's AutoUpdate(tm) allows new configuration
files to be automatically installed without user intervention at

an interval set by the administrator. This easy-to-use
administrative tool reiterates Aventail's efforts in providing a
transparent client for business partners, suppliers, consultants,
and customers.

Pricing and Availability

Aventail ExtraNet Center is currently shipping on Windows NT and Solaris. Additional
platform support will be available at the end of August.

Aventail ExtraNet Center is available through Aventail's worldwide sales team and
Aventail Extranet Advantage VAR partners as well as leading security vendors such as
Hewlett-Packard and BullSoft. Pricing begins at $10,000 depending on client
requirements.

A Comprehensive Solution for Extranet Management and Security

Aventail ExtraNet Center is a client/server software solution that includes integrated
encryption, authentication and authorization services using the popular IETF standards
SSL and SOCKS v5.

Aventail ExtraNet Center has the ability to seamlessly integrate into any existing
infrastructure, making it less costly to install and easier to implement and support than
other extranet solutions. Aventail ExtraNet Center works with any IP-based application,
including legacy host, mainframe, Java, CORBA-based, custom corporate, and
client/server applications from vendors such as SAP (NYSE:SAP), BAAN
(Nasdaq:BAANF), Oracle (Nasdaq:ORCL), and PeopleSoft (Nasdaq: PSFT). Aventail
ExtraNet Center can also traverse any firewall, such as Check Point Software Ltd.'s
(Nasdaq:CHKP) Firewall-1/VPN-1, AXENT Technologies' (Nasdaq:AXNT) Raptor Firewall,
and IBM's (NYSE:IBM) eNetwork Firewall.

About Aventail Corporation

Founded in 1986, Aventail has quickly emerged as the leading provider of EMS solutions
for the Global 2000. Aventail's solutions allow organizations to securely extend their
enterprise resources to strategic partners, suppliers, customers, consultants and other key
individuals over public IP networks.

Leading corporations are using Aventail's solutions to help them increase their competitive
advantage, raise profits, and leverage investments in existing and future enterprise
systems. Aventail's solutions are currently deployed at companies such as Aetna, Bear
Steams, Kodak, Hewlett-Packard, I1BM, IKON, Marriott, and Xerox. With a strong
reputation for providing highly secure and easy-to-manage software solutions, Aventail
has received numerous industry awards from publications and industry analyst firms such
as Giga Information Group, InfoWorld, Network Computing, LAN Times, BYTE Magazine,
Software Digest, and Computer Reseller News.

Aventail Corporation is privately held and headquartered in Seattle, Washington. For more
information on the company or to download a trial version of Aventail ExtraNet Center,
please visit www.aventail.com, or contact the company directly at 206-215-1111, 877-
AVENTAIL, or info@aventail.com. Information on Aventail can also be obtained through
Yahoo (Nasdaq:YHOO), Infoseek (Nasdaq:SEEK), Lycos (Nasdaq:LCOS), and Excite
(Nasdaq:XCIT).

Aventail is a registered trademark of Aventail Corporation. Aventail ExtraNet Center,

Aventail Customizer and Aventail AutoUpdate are trademarks of Aventail Corporation. All
other trademarks are the property of their respective owners.

COPYRIGHT 2009 Business Wire. This material is published under license from the publisher through the Gale
Group, Farmington Hills, Michigan. All inquiries regarding rights should be directed to the Gale Group. For
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© 1996-1999 Aventail Corporation. All rights reserved.
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http://www.aventail.com/
Printed in the United States of America.

TRADEMARKS AND COPYRIGHTS

Aventail is a registered trademark of Aventail Corporation. AutoSOCKS, Internet
Policy Manager, Aventail VPN, Aventail VPN Client, Aventail ExtraNet Center,
and Aventail ExtraNet Server are trademarks of Aventail Corporation.

Socks5Toolkit is a trademark of NEC Corporation. MD4 Message-Digest Algo-
rithm and MD5 Message-Digest Algorithm are trademarks of RSA Data Security,
Inc. Microsoft, MS, Windows, Windows 95, Windows 98, and Windows NT are
either registered trademarks or trademarks of Microsoft Corporation. RealAudio
is a trademark of RealNetworks. SecurlD, SoftlD, ACE/Server, and SDTI are
either registered trademarks or trademarks of Security Dynamics Technologies,
Inc.

This product includes software written by Dr. Stephen Henson.

Other product names mentioned in this manual may be trademarks or registered
trademarks of their respective companies and are the sole property of their
respective manufacturers.

© 1995-1996 NEC Corporation. All rights reserved.
© 1990-1992 RSA Data Security, Inc. All rights reserved.

© 1996 Hi/fn Inc., including one or more U.S. patents; 4701745, 5016009,
5126739, and 5146221, and other patents pending.

© 1996-1997 Consensus Development Corporation. All rights reserved.
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Introduction

Introduction

Welcome to the Aventail Connect 3.1/2.6 secure Windows client for 16- and 32-
bit Windows applications. The client component of the Aventail ExtraNet Center,
Aventail Connect is a secure proxy client based on SOCKS 5, the IETF standard
for authenticated firewall traversal. Aventail Connect delivers enhanced security
and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects WinSock calls and reroutes them based upon a set of
routing directives (rules) assigned when Aventail Connect is configured. (For
more information about WinSock, TCP/IP, and general network communications,
see “Getting Started.”)

On larger networks, Aventail Connect can address multiple SOCKS 5 servers
based on end destination and type of service. This feature enables network
administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability
to encrypt inbound or outbound information.

Features of Aventail Connect:
+ Aventail Connect supports X.509 client certificates for strong authenti-
cation with SSL (when encryption is enabled)

+ Automated Customizer utitity simplifies client configuration, distribution,
and installation

+ SSL compression detects low bandwidth connections and compresses
encrypted data (when encryption is enabled)

» Secure Extranet Explorer (via Extranet Neighborhood icon on desk-
top) allows users to securely access Windows or SMB hosts over an
extranet connection (Windows 95, Windows 98, and Windows NT 4.0
only)

+ Supports WinSock 2 (LSP) applications in Windows 98, and Windows
NT 4.0, and WinSock 1.1 and WinSock 2 applications in Windows 95

+ Supports WinSock 1.1 applications in Windows 3.1, Windows for Work-
groups 3.11, and Windows NT 3.51

»  MultiProxy feature allows you to use a SOCKS servér or an HTTP
proxy to control outbound access

+ Allows the use of port ranges for redirection rutes
» Provides integration with SoftiD™ and SecurlD™ tokens
» Provides automated installation and uninstallation

+ Credential cache timeout feature allows administrators to specify when
credentials expire

+ Provides optional password protection for configuration files

*+ Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929)
standards

Aventail Connect 3.1/2.6 Administrator’s Guide » 1
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* Enables network redirection through successive extranet (SOCKS)
servers

* Includes a logging utility to troubleshoot problems with network connec-
tions

* Includes a Configuration wizard for simplified step-by-step creation of
configuration files '

* Allows internal network connections to pass through without interfer-
ence

+ Supports multiple authentication methods including SOCKS v4 identifi-
cation, username/password, CHAP, CRAM, HTTP Basic (username/
password), and SSL 3.0

o~ NOTE: Not all versions of Aventail Connect have encryption
- enabled.

Aventail Connect 3.1/2.6 Administrator's Guide + 2
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ABOUT THIS DOCUMENT

This Administrator's Guide provides basic information about Aventail Connect. It
includes entry-level data for non-technical users, plus installation, setup, and
configuration information for network administrators. This information is also
available via Aventail Connect Help and the Aventail Web site at
http://lwww.aventail.com/content/products/docs/.

DOCUMENT ORGANIZATION

This document is divided into three main sections: Administrator's Guide, Utilj-
ties Reference Guide, and Troubleshooting.

The Administrator’'s Guide describes procedures for setting up, installing, and
configuring Aventail Connect for individual and multiple networked workstations.
It also describes how to create a customized Aventail Connect package for distri-
bution to multiple users.

The Utilities Reference Guide describes the Aventail Connect system menu
commands and utility programs. It contains detailed information about using the
S5 Ping utility and the Logging Tool, and documents the authentication/encryp-
tion modules and settings.

The document concludes with Troubleshooting and the Glossary.

You can also use the Quick Start Card, a short document designed to help you
install Aventail Connect to an individual workstation, and the Aventail Connect
flowchart, at '
http://iwww.aventail.com/contents/solutions/presentations/quickstart/
vpnclient.pdf.
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DOCUMENT CONVENTIONS

The following typographic conventions are used in this document. Exceptions
may be made for online material; for instance, italics may be difficult to read
oniine.

Courier font Filenames, extensions, directory names,
keynames, and pathnames.

Command-line commands, options, and portions
of syntax that must be typed exactly as shown.

Boid Dialog box controls (Edit... buttons), e-mail
addresses (support@aventail.com), URLs,
(www.aventail.com), and IP addresses
(165.121.6.26).

ltalic Placeholders that represent information the user
must insert.

@ SEE ALSO: A reference to additional useful information.

NOTE: Information the user should be aware of to increase
understanding and/or efficiency of the software.

CAUTION: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a MINOR secunity flaw.

WARNING: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a SERIOUS security flaw.

Aventail Connect 3.1/2.6 Administrator's Guide + 4
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AVENTAIL TECHNICAL SUPPORT

Contact Aventail Technical Support if you have questions about installation, con-
figuration, or general usage of Aventail Connect. Refer to the Aventail Support
Web site, at http://www.aventail.com/index.phtmi/support/
online_support.phtml, or the Aventail Knowledge Base, at
http://lwww.aventail.com/index.phtmi?page_id=03110000, for the latest tech-
nical notes and information. Refer to the readme . txt documentation for addi-
tional information not included in the Administrator's Guide.

Aventail Technical Support:

Web site: http://www.aventail.com/index.phtml/support/index.phtmi
. E-mail: support@aventail.com

Phone: 206.215.0078

Fax: 206.215.1120

ABOUT AVENTAIL CORPORATION

Aventail Corporation is the leading vendor of extranet software. Its extranet solu-
tions allow organizations to secure their networked communications and man-
age their employees’ access to the Internet. Building an extranet gives
organizations the ability to dynamically create a private communication or data
channel over the Internet. Aventail's adherence to open security standards sim-
plifies extranet deployment, enables interoperability, and leverages corporations’
existing network investments. Its extranet solutions allow companies to extend
the reach of their corporate extranets to customers, partners, remote offices, and
worldwide employees.

Aventail Corporation

808 Howeli Street, Second Floor
Seattle, WA 98101
Phone:206.215.1111
Fax:208.215.1120
http://lwww.aventail.com/
info@aventail.com

s

Aventail

An aventail is a piece of chainmail armor wom around the neck area. In the 14t
century, knights wore an aventail to protect themselves while in combat. Today,
Aventail continues the tradition of protection by allowing organizations to
securely communicate over the Internet.
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| Wﬁ&‘ministrator’s Guide

F

This section includes procedural and background information on installing Aven-
tail Connect on both single and networked workstations. It includes:

+ "Getting Started,” with brief explanations of network security and com-
munications

» Definitions of SOCKS and Aventail Connect

+ Aventail Connect platform and instaliation requirements, with an intro-
duction to WinSock 2 and LSP architecture

* "Installing Aventail Connect,” which includes network diagrams of
Aventail ExtraNet Center and SOCKS v4-based server configurations

» Directions on how to create and edit configuration files, and an intro-
duction to the Aventail Customizer

NOTE: Aventail understands the importance of a flexible, easy-to-use
installation process. If you have feedback regarding the Aventail
Connect installation procedures, or if there are additional features
you want to see implemented, please e-mail comments to
support@aventail.com. Yourinput is appreciated.

GETTING STARTED

If you are new to Aventail Connect technology, the following section will help you
understand what Aventail Connect is and does, and its relationship to network
security in general.

NETWORK SECURITY IN A NUTSHELL

Escalating security threats are forcing companies to seek ways to safeguard
their corporate networks and the information they exchange. The first response
to these concerns has been the development of security firewalls—software bar-
riers that control the flow of information. But firewalls are not designed to handle
complex security issues, such as monitoring network usage, providing private
communication over public networks, and enabling remote users to gain secure
access to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (IETF)-approved security
protocol targeted at securely traversing corporate firewalls. SOCKS was origi-
nally-developed in 1990, and is now maintained by NEC. SOCKS acts as a cir-
cuit-level proxy mechanism that manages the flow and security of data traffic to
and from your local area network (LAN) or extranet. An application whose traffic
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is proxied by SOCKS is considered “socksified.” SOCKS is more than a stan-
dard security firewall. Other features:

+ Client Authentication: (SOCKS v5 only) Authentication allows network
managers to provide selected user access to internal and external
areas of a network.

« Traffic Encryption: (SOCKS v5 only) Encryption ensures that network
traffic is private and secure.

+ UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) traffic
has traditionally been difficult to proxy, with the exception of SOCKS v5.

+ Aventail Connect supports X.509 client certificates within SSL.

» Cross-Platform Support: Unlike many other security solutions, SOCKS
can be used on various platforms, such as Windows NT, Windows 95,
Windows 98, and various forms of UNIX.

NOTE: Not all versions of Aventail Connect include the SSL module for
encryption.

WHAT IS AVENTAIL CONNECT?

Aventail Connect is the client component of the Aventail ExtraNet Center. Aven-
tail Connect works with the Aventail ExtraNet Server, the SOCKS 5 server com-
ponent of the Aventail ExtraNet Center. You can use Aventail Connect as a
simple proxy client for managed outbound access, and for secure inbound
access.

Aventail Connect automates the “socksification” of Transmission Control Proto-
col/Internet Protocol (TCP/IP) client applications, making it simple for worksta-
tions to take advantage of the SOCKS v5 protocol. When you run Aventail
Connect on your system, it automatically routes appropriate network traffic from
a WinSock (Windows sockets) application to an extranet (SOCKS) server, or
through successive servers. (WinSock is a Windows component that connects a
Windows PC to the Internet using TCP/IP.) The SOCKS server then sends the
traffic to the Internet or the external network. Network administrators can define
a set of rules that route this traffic.

Aventail Connect is designed to run transparently on each workstation, without
adding overhead to the user's desktop. In most cases, users will interact with
Aventail Connect only when it prompts them to enter authentication credentials
for a connection to a secure extranet (SOCKS) server. Users may also occasion-
ally need to start and exit Aventail Connect, although network administrators
often configure it to run automatically at startup. Aventail Connect does not
require administrators to manually establish an encrypted tunnel; Aventail Con-
nect can establish an encrypted tunnel automatically.

To understand Aventail Connect, you first need to understand a few basics of
TCP/IP communications.

Aventail Connect 3.1/2.6 Administrator's Guide »
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TCPI/IP COMMUNICATIONS

Windows TCP/IP networking applications (such as teinet, e-mail, Web browsers, -
and ftp) use WinSock to gain access to networks or the Internet. WinSock is the
core component of TCP/IP under Windows, and is the interface that most Win-
dows applications use to communicate to TCP/IP.

WINSOCK CONNECTION TO A REMOTE HOST

Via WinSock, an application goes through the following steps to connect to a
remote host on the Internet or corporate extranet:

1. The application executes a Domain Name System (DNS) lookup to convert
the hostname into an Internet Protacol (IP) address or, in rare cases, it will do
a reverse DNS lookup to convert the IP address into a hostname. If the appli-
cation already knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host. This
causes the underlying stack to begin the TCP handshake, when two comput-
ers initiate communication with each other. When the handshake is complete,
the application is notified that the connection is established, and data can then
be transmitted and received.

3. The applicatioh sends and recejves data.

Aventail Connect 3.1/2.6 Administrator's Guide + 8
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Aventail Connect slips in between WinSock and the underlying TCP/IP stack,
(See diagram below.) As an application that sits between WinSock and the TCP/

IP stack, Aventail Connect 3.1 is a Layered | Service Provider (LSP). Aventail

Connect can change data (compressmg itore

rypting it, for example) before

routing it to the TCP/P stack for transport over the network, The routing is deter-
mined by the rules described in the configuration file.

Windows TCPIP application
(uses either WinSock 1.1 or
WinSock 2)

4 3

WinSact 1.1

(cameeds cails

la'WinSact 2}

YWinSock 2

Aventail Connect
(Layered Service Provider)

9

TCPAP stack

r

Physical network

Multiple LSPs can
be instalied at this
level

Windows TCP/IP applications and Aventail Connect have no direct contact with
one another; instead, each of them communicates through WinSock. Multiple

LSP applications can be instalied at the LSP level.
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NOTE: Aventail Connect does not alter or replace WinSock or any other
core TCFP/IP components (files) provided by the operating system.

When the Aventail Connect LSP receives a connection request, it determines
whether or not the connection needs 1o be redirected (to an Aventail ExtraNet ;
Sewer) and/or encrypted (in SSL). V\Men rednrectlon and encryption are not nec-
essary, Aventail Connect simply passes the connection request, and any subse-
quent transmitted data, to the TCP/IP stack.

The two most popular versions of WinSock are versions 1.1 and 2. Aventail Con-
nect 3.1, like all LSPs, requires WinSock 2; WinSock 1.1 does not support LSPs.
WinSock 2 includes backward-compatibility with all WinSock 1.1 applications.
Not every platform supports WinSock 2 and its LSP structure.

* Windows 98 and Windows NT 4.0 support WinSock 2 natively. (Win-
dows NT 4.0 requires Service Pack 3 or above, available from
Microsoft.)

+ Windows 95 supports WinSock 1.1. Windows 95 can also support Win-
Sock 2, but you must install a patch (available from Microsoft) to add
support for WinSock 2.

+ Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 do |
not support WinSock 2; they support only WinSock 1.1.

For those platforms that do not support WinSock 2 and LSP applications, Aven-
tail includes Aventail Connect 2.6 on the Aventail Connect 3.1/2 .6 CD. Aventail
Connect 2.6 was designed for operating systems that support only WinSock 1.1.
On Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 operating
systems, setup will install Aventail Connect 2.6. If you are working on a Windows
95 operating system, setup will detect whether you have installed the Microsoft
Windows 95 WinSock 2 Update. If setup detects the Microsoft update, which
upgrades Windows 95 to support WinSock 2, setup will install Aventail Connect’
3.1. If setup does not detect the Microsoft update, it will install Aventail Connect
26.

The Aventail Connect 2.6 user interface is identical to that of Aventail Connect
3.1; however, Aventail Connect 3.1 includes MultiProxy functionality (see “Multi-
ple Flrewall Traversal”). Aventail Connect 2.6 does not include MuitiProxy.

In the future, more Windows applications may require WinSock 2.

During installation, setup determines which version of Aventail Connect to install.
On WinSock 2 platforms, Aventail Connect 3.1 is installed. On WinSock 1.1 plat-
forms, Aventail Connect 2.6 is installed. The following table shows how setup
determines which version of Aventail Connect to install.
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T

Windows 98, WinSock 2 Aventail Connect 3.1
Windows NT 4.0

Windows 95 With Microsoft Aventail Connect 3.1
patch: WinSock 2

Without Microsoft Aventail Connect 2.6
patch: WinSock 1.1

WinSock 1.1 Aventail Connect 2.6

) \)\?IHdOWS 3.1, 7
Windows for Workgroups 3.11,
Windows NT 3.51

You can create custom packages that include one or both versions of Aventail
Connect (3.1 and 2.6). Setup will determine which version to install on each
workstation. (For more information, see “Customizer.”)

WINDOWS 95 aND WINSOCK

The Microsoft Windows 95 WinSock 2 Update upgrades WinSock 1.1 to Win-
Sock 2 in Windows 85. This patch (filename w95ws2setup. exe) is available
from the Microsoft Web site, at http://www.microsoft.com/Windows95/down-
loads/contents/wuadmintools/s_wunetworkingtools/W95Sockets 2/
default.asp. Unless you need specific Aventail Connect 3.1 features, Aventail
recommends that you do not upgrade from WinSock 1.1 to WinSock 2. If you do
not upgrade to WinSock 2, Aventail Connect 2.6 will be installed on Windows 95
systems,

If you do need to install the Microsoft Windows 95 WinSock 2 Update, follow the
instructions provided by Microsoft. Reboot your computer after upgrading, prior
to installing Aventail Connect.

How DOES AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
steps described above; however, nested inside them are additional actions and
options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hostname to an IP address
or, in rare cases, it will do a reverse DNS lookup to convert the IP address to a
hostname. If the application already knows the IP address, this entire step is
skipped. Otherwise, Aventail Connect does the following:

« Ifthe hostname matches a local domain string or does not match a redi-
rection rule, Aventail Connect passes the name resolution query
through to the TCP/IP stack on the local workstation. The TCP/IP stack
performs the lookup as if Aventail Connect were not running.
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* Ifthe destination hostname matches a redirection rule domain name
(i.e., the hostis part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hostname resolution.

+ Ifthe DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a false DNS entry that it can recog-
nize later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request.

delays, causing Aventail Connect to behave unpredict-
ably. Aventail recommends that you do not enable this

option unless you specifically require the Reverse DNS
functionality.

@- CAUTION:  The reverse DNS process can create unexpected

2. The application requests a connection to the remote host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that
data may now be transmitted and received. Aventail Connect does the
following:

a. Aventail Connect checks the connection request.

*  If the request contains a false DNS entry (from step 1), it will be
proxied.

*  Ifthe request contains a routable IP address, and the rules in the
configuration file say it must be proxied, Aventail Connect will call -
WinSock to begin the TCP handshake with the server designated
in the configuration file. ;

+  If the request contains a real IP address and the configuration file
rule says that it does not need to be proxied, the request will be
passed to WinSock and processing jumps to step 3 as if Aventail
Connect were not running.

b.  When the connection is completed, Aventail Connect begins the

SOCKS negotiation.

* It sends the list of authentication methods enabled in the configu-
ration file.

*+  Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

* Itthen sends the proxy request to the extranet (SOCKS) server,
This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect notifies
the application. From the application’s point of view, the entire SOCKS
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negotiation, including the authentication negotiation, is merely the TCP
handshaking.

3. The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, Aven-
tail Connect encrypts the data on its way to the server on behalf of the appli-
cation. If data is being returned, Aventail Connect decrypts it so that the
application sees cleartext data.

AVENTAIL CONNECT PLATFORM REQUIREMENTS

The following table lists the minimum system requirements for each of the plat-
forms that Aventail Connect supports.

Windows 98; x86-based or 16 MB Network-accessible

Windows NT 4.0 Pentium personal SOCKS v4 or v5 compliant
(requires computer server

Microsoft Service
Pack 3 or above)

Windows 95; x86-based or 8 MB Network-accessible
Windows NT 3.51 - | Pentium personal SOCKS v4 or v5 compliant
computer server

Windows 3.1; x86-based or 4 MB Network-accessible
Windows for Pentium personal SOCKS v4 or v5 compliant
Workgroups 3.11 computer server

Aventail Connect 3.1 runs on the following operating systems:

+ Windows 98

+ Windows NT 4.0 (with Service Pack 3 or above, available from
Microsoft)

+  Windows 95, with the Microsoft WinSock 2 update (To install Aventail
Connect 3.1, you must upgrade Windows 95 with the Microsoft Win-
Sock 2 update prior to Aventail Connect installation and setup. if you do
not install the Microsoft patch, Aventail Connect 2.6 will be installed.
For more information, see “What Does Aventail Connect Do?")

Aventail Connect 2.6 runs on the following operating systems:

+ Windows 3.1
«  Windows for Workgroups 3.11
+  Windows NT 3.51

+  Windows 95, without the Microsoft WinSock 2 update (If you do not
upgrade Windows 95 with the Microsoft WinSock 2 update, Aventail
Connect 2.6 will be installed. For more information, see “What Does
Aventail Connect Do?”)
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NOTE: A WinSock-compatible 16- or 32-bit TCP/IP application must be
installed and configured prior to running Aventail Connect. This
can be the Microsoft-provided TCP/IP stack or a third-party TCP/
IP stack.

INTERFACE FEATURES

The following table lists the interface features for each platform. Each of these
features is discussed in greater detail later in the Administrator's Guide.

Windows 95, | Start\Programs | Right-click Double-click In system Not
Windows 98, | \Aventail Aventail Extranet tray available
Windows NT | Connect menu | Connect Neighborhood

40 icon in icon on

system tray desktop

Windows 3.1, | Aventail Click Not available Minimized Configure
Windows for | Connect icon Aventail on desktop | during
Workgroups in Aventail Connect setup
31, Connect icon in
Windows NT | program group | Aventail
3.51 window Connect

program

group

window

INSTALLATION SOURCE MEDIA

Regardless of platform, Aventail Connect can be delivered on CD or as a net-
work-delivered, self-extracting archive file.

* CD: The CD contains the Aventail Connect setup program,
setup.exe. The setup program allows for an administrative setup. It
also contains the Administrator's Guide and the User's Guide in the
\docs directory, formatted for Adobe® Acrobat Reader.

+ Network-delivered Source Media: The network-delivered source
media is a self-extracting archive containing the required disk/directory
structure within the archive file. The executable automatically extracts
the Aventail Connect installation files and initiates setup. The archive
filename will be similar to as31s.exe. This archive, or package, will
also be available on the CD (located in the Utilities directory) to be
used with the Customizer application. For more information, see the
‘Customizer” section.
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INSTALLING AVENTAIL CONNECT

After your Aventail ExtraNet Server is set up, Aventail Connect can be installed
to a single workstation or to multiple networked workstations. In either case, you
must perform an initial installation of the software and create one or more config-
uration (.cfg) files. This procedure is described under “Individual Installation.”
Once the initial installation is complete, you can then install to a series of net-
worked computers using the instructions and information described under “Net-
work Installation.”

NOTE: To install or uninstall Aventail Connect on Windows NT
machines, you must have administrative privileges on the
machine (but not necessarily on the domain).

If you are upgrading from an earlier version of Aventail Connect (Aventail VPN
Client or Aventail AutoSOCKS), the following message may appear on your
screen if you install a custom setup package using Aventail Customizer. This i$
not an error message. If this message appears, click OK and reboot your com-
puter.

nfarmation

CONFIGURATION FILES

Integral to the initial installation of Aventail Connect is deciding how SOCKS traf-
fic will be redirected through the network. Network redirection rules (used to
determine if and how SOCKS redirection will occur) are defined in the Aventail
Connect configuration (.c£g) file. Configuration files are initially created at the
end of the installation process; however, you can add, edit, and remove configu-
ration files at any time using the Config Tool (in Windows 95, Windows 98, or
Windows NT 4.0 via the Aventail icon in the system tray on the taskbar: in Win-
dows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 via the Aventail
Program Group). The process of creating one or more configuration files is
described under “Configuring Aventail Connect.”

If you are installing Aventail Connect on multiple networked workstations, refer
to “Network Installation” to determine the best method for maintaining and dis-
tributing configuration files. You can then proceed through the initial installation.
The Installation Wizard will guide you through the steps, culminating with the
option to create a configuration file.
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CusTOMIZED CONFIGURATION AND DISTRIBUTION

The Aventail Customizer is a utility that allows network administrators to custom-
ize Aventail Connect installation packages for distribution to multiple client work-
stations. Giving network administrators control over how setup packages are
configured eliminates the need for end users to make installation and setup deci-
sions at their workstations. The installation package is a self-extracting execut-
able file. You can customize this file by adding license file, configuration file, or
setup information for different authentication and encryption policies to meet var-
ious client-access needs of individuals or workgroups. You can customize con-
figurations for multiple users and then distribute the package, providing easy
access, download, and installation for users. You can reconfigure the Aventail
Connect installation package anytime your network topology or security profiles
change.

For more information about the Aventail Customizer, see the “"Customizer” sec-
tion.

INDIVIDUAL INSTALLATION
Before running setup, close all open Windows applications.

_Toinstall Aventail Connget =~

1. Installation procedures vary slightly, depending on which media source you
use:

» If you are installing directly from CD-ROM, run setup.exe from the
Aventail Connect directory.

- If you are installing from a network-delivered self-extracting archive,
simply execute the archive file. This will extract the installation files and
automatically launch the setup program.

The Aventail Connect Installation Wizard then guides you through the process
of installing the Aventail Connect application.

NOTE: You will be asked during the installation procedure if you would
like Aventail Connect to be run automatically during startup. In
most cases, you will select yes. Exceptions to this can be deter-
mined by the network administrator,

2. At the end of the setup program, you can select Yes, | want to view the
README file in the Setup Complete dialog box. This opens the
readme . txt file, which contains the latest information on Aventail Connect,

-OR-

Simply click Finish in the Setup Complete dialog box to complete the setup
program.
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3. The setup program will then ask you if you want to restart your machine now
or later.

Reboot Required
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4. After restarting your PC, Aventail Connect will launch automatically if, during
installation, you selected Yes when asked if Aventail Connect should be
added to your startup directory. (If, during installation, you specified that Aven-
tail Connect not be added to the startup directory, start Aventail Connect from
the Programs menu.)

5. Aventail Connect will ask you if you want to run the configuration wizard.

If you click Yes, then the configuration wizard will launch to help you create a
new configuration file.

If you click No, then Aventail Connect will ask you to select a configuration
file.

6. After creating or selecting a configuration file, Aventail Connect will finish its
installation procedure.

To uninstall Aventail Connect

The procedure to uninstall (remove) Aventail Connect varies depending on
whether you are running a 16- or 32-bit Windows operating system.

* To uninstall Aventail Connect from Windows 95, Windows 98, and Win-
dows NT 4.0, double-click Add/Remove Programs in the Control
Panel window, click Aventail Connect on the list of programs on the
Install/Uninstall tab, and then click Add/Remove.

+ To uninstall Aventail Connect on Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51, use the Uninstall icon in the Aven-
tail Connect program group.

NETWORK INSTALLATION

In general, the process of installing Aventail Connect to multiple networked
workstations involves selecting a file server to use, creating a staging area for
the Aventail Connect software, and placing the Aventail Connect package in a
shared network directory or other publicly accessible location. Additional options
include adding a default configuration file, license file, certificate and roots files,
and SEEHosts files. You must place Aventail Connect files on a network drive
that can be accessed as a mapped drive or, for Microsoft networks, via a UNC
path name (\\computer name\share name\Connect).

An executable archive file (with a filename similar to as31s. exe) automatically
extracts the Aventail Connect installation files and initiates setup. This archive,
or package, is located in the Utilities directory of the CD and can be used in con-
junction with the Customizer application. (For more information, see “Custom-
izer.”) The package can also be manually configured to suit your network
specifications. The default package includes all of the core Aventail Connect
files, but does not include the custom network information.

NETWORKED CONFIGURATION FILE SETUP

There are a number of ways to set up networked client configuration files. These
are the most common:
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* Remote UNC: Remote client configuration file on a Windows share
using UNC path and filename (e.g., \\internal\common\a. ctg)

+ Local Configuration File: Local client configuration file common for all
users, but distributed via a locally stored Aventail Connect package

* Remote Web Server: Remote configuration files stored on a Web
server using URL (e.g., http://internal/a.cfg)

gl

& fag it

Remote UNC

Windows share

= Configuration file can

* File server must be on

using UNC path be centraily maintained. | local network. If file
and filename * No local caching server is unavailable,
required. Aventail Connect will
not function.
Local Locally stored * Does not require + Configuration files
Configuration setup package network connection; cannot be centrally
File configuration file is maintained.
always available.
Remote Web Web server + Configuration file can * Requires Web server.
Server be centrally maintained. | * Requires network

» Connection to Web

connection for updates.

server can be made
across the Internet, and
can traverse proxies.

* Supports
authentication and
encryption.

* If Web server is
unavailable, locally
cached copy can be
used.

ADMINISTRATOR-MAINTAINED SHARED CONFIGURATION FILES

This is the most desirable configuration method—multiple workstations sharing
one or more administrator-maintained configuration files located in a common
directory. The network administrator maintains the configuration file, and the
administrator can quickly adapt any changes to network topology through a sin-
gle configuration file. For example:

* A single networked (usually read-only) configuration file is shared by
more than one client workstation. This method is appropriate when mul-
tiple workstations share identical traffic routing rules.

* Muitiple configuration files are shared by multiple workstations. This
option is useful when you have workstations organized into functional
groups (engineering, marketing, accounting, etc.) with group-specific
redirection rules.
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SHARED CONFIGURATION FILE DISTRIBUTION

Shared configuration files can be easily distributed and, if necessary, updated
via the network or a Web server. Aventail recommends that you test all configu-
ration files before distribution.

You can distribute shared configuration files with the Aventail Customizer. This
automated wizard allows you to create custom setup packages for multiple users
and then store the packages in a networked directory, providing easy access,
download, and installation for users. You can include multiple local and/or
remote configuration files. For more information, refer to the “Customizer” sec-
tion.

To distribute a shared configuration file

There are three methods for distributing shared configuration files,

+ Remote UNC: Copy the file to a Microsoft or Novell network drive
accessible by all users, or to a Microsoft Windows workstation support-
ing UNC-sharing for file resources. (Both the 16- and 32-bit versions of
Aventail Connect support specification of the configuration file using the
Microsoft UNCs.) If you copy the file to a network drive, make sure that
users configure Aventail Connect to load the configuration file located
on the mapped drive. You can preconfigure this information for users
from a package install.

-OR-

+ Local Configuration File: Create a shared configuration file to be
installed on workstations during the standard Aventail Connect installa-
tion/upgrade process. Whenever Aventail Connect is installed or
updated, it will automatically copy the shared configuration file to the
user’s workstation and set Aventail Connect to use it.

-OR-

+ Web Server: Copy the file to a Web server. The Web server can be
directly accessible to the workstation, or it can be behind a proxy
server. To keep configuration files secure, you can redirect the configu-
ration file connection, authenticated and encrypted, across firewalls.

Storing Remote Configuration Files on a Web Server
When you specify the remote configuration file in Aventail Connect,
include the entire URL (e.g., http:/faventail.com/server1/config.cfg). You
can specify this URL in the Aventail Connect Configuration File dia-
log box, or with Customizer.

Aventail Connect keeps a temporary local copy of the remote configura-
tion file in its program directory, with the filename _ashttpX.cfg, where X
is @ number between 0 and 9. Keeping a local copy of the remote con-
figuration file allows the connection to the Web server to be proxied
(with authentication and encryption) if necessary. Whenever the remote
configuration file needs to be downloaded, Aventail Connect will check
the cached copy of the configuration file to determine whether redirec-
tion is necessary.
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Aventail Connect can download remote configuration files either every
time Aventail Connect starts or on a scheduled basis. You can config-
ure this setting in the Aventail Connect Configuration File dialog box,
or when adding a remote configuration file to a custom installation
package with Customizer. When you add a remote configuration file
with Customizer, a cached copy of the file can automatically be added
to the package.

‘ 19 store remote configuration fileggr] ﬁ,,W?,?,ﬁerSf, o

1. Place an Aventail Connect configuration file on a Web server.

2. If redirection through a proxy server is required to reach the Web server, con-
figure Aventail Connect to use a configuration file that can access the Web
server. |f redirection is not required, skip this step.

3. With Aventail Connect running, select Configuration File from the system
tray menu.

The Aventail Connect Configuration File dialog box will open.

4. Enter the URL and filename of the configuration file, e.g., http://web-
server.company.com/cfg_files/sample.cfg. Click OK.

A naect Configuiation File

5. Under “HTTP Config File Updating,” specify how often Aventail Connect will
download the configuration file. Click OK.

The configuration file will automatically be downicaded, and Aventail Connect
will begin using it immediately. A local copy of the configuration file will be
cached in the Aventail Connect program directory.

ADMINISTRATIVE SETUP

There are two ways to install Aventail Connect: from the setup program
(setup.exe), or from a setup package that you create using the Aventail Cus-
tomizer. The setup program (setup. exe) allows you to manually install Aventaii
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Connect. With the Aventail Connect setup package, you can select options that
will customize setup based on your unique network environment. You can cus-
tomize the setup package through the Customizer Editor or the Customizer Wiz-
ard. The Customizer Editor is a dialog box that allows you to manually enter or
modify information about your custom installation package. The Customizer Wiz-
ard walks you through each step of creating a custom installation package.
Aside from the user-interface differences, the Customizer Wizard and the Cus-
tomizer Editor are identical. You can use both the Customizer Wizard and the
Customizer Editor to create or modify a setup package. For example, you can
Create a package using the Customizer Wizard, then modify it with the Custom-
izer Editor.

CUSTOMIZER

The Aventail Customizer simplifies and customizes the installation and setup
process. Network administrators can reconfigure the self-extracting executable
installation package (included in the Customizer directory of the distribution CD)
to meet the various client-access needs of individuals or workgroups. Custom-
izer offers a centralized approach to network configuration; network administra-
tors can select the unattended setup mode, which eliminates the need for
individual users to answer any setup configuration questions. Specifying unat-
tended mode will cause the setup program to automatically install using default
values for any options not explicitly specified.

The setup program (setup.exe) allows users to select any available setup
options during installation of Aventail Connect. Customizer modifies the setup
control file of a custom package:; this file controls all of the settings within the
setup package, before users receive the setup package. With a customized
package, users will receive an installation package based on the administrator's
defined settings. (For more information, see “Network Installation.”)

As Customizer allows you to select various options to suit your setup and instal-
lation needs, the size of the setup package will vary, depending on which options
you select. If size of the setup package is a concern, select setup options care-
fully to keep the package size manageable.

The Aventail Connect CD includes both versions of Aventail Connect (3.1 and
2.6). You can create custom packages that include one or both versions of Aven-
tail Connect; setup will determine which version to install on each workstation.
(For more information, see “What Does Aventail Connect Do?")

Aventail Connect requires a valid Aventail license file (aventail.alf) and one
or more configuration (.c£q) files in order to function properly. Before installing
Aventail Connect, make sure that users have these files. If users do not have a
valid license file and/or configuration file(s), Aventail recommends that you
include them in the installation package.

RUNNING CUSTOMIZER

The Customizer and the Aventail Connect installation package are included in
the Customizer directory on the Aventail Connect CD. Before running Custom-
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izer, you must copy Customizer from the Aventail Connect CD to the local drive.
You must also modify the Customizer attributes so it is not read-only.

To run Customizer, double-click the Customizer icon in the Customizer direc-
tory. To run Customizer from your hard drive, copy the Customizer and Aventail
Connect directories into a common foider on the hard drive.

When you run Customizer, you will be prompted to select either the Customizer
Wizard or the Customizer Editor.

+ Customizer Wizard: This automated wizard walks you through the
process of creating a new installation package or modifying an existing
package. If you are unsure about which method to use, Aventail recom-
mends that you use the Customizer Wizard.

+ Customizer Editor: The Customizer Editor is a dialog box that allows
you to manually enter information about the package you are creating
or modifying.
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CusTOMIZER WIZARD

If you are using the Customizer Wizard to create a new setup package or modify
an existing package, the Customizer Wizard will display a Welcome... screen,
and will prompt you to enter the pathname of the package that you will be creat-
ing or modifying.

Welcome to the Avental Customizer Wizard

After you have specified the pathname of the package, the Customizer Wizard
will prompt you to:

+ Specify which platform(s) to support

* Add alicense file, or leave an existing license file in the package

* Add or remove configuration files

+ Select X 509 certificate files

+ Select an extranet hosts (SEEHosts) file

+ Specify a custom destination directory

+ Specify whether or not to put program icons in a custom folder

» Enter command-line switches

+ Specify whether or not to run setup in unattended mode

+ Specify whether or not to add Aventail Connect to the startup directory

+ Select any, all, or none of the following Aventail Connect components:

+ Extranet Neighborhood (Secure Extranet Explorer)

« Configuration Tools (Config Tool and Configuration File command)
+ Diagnostic Tools (Logging Tool and S5 Ping)

Certificate Tools
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+ Install 32-bit support only (on Windows NT 3.51)

+ Select any, all, or none of the following authentication modules:
» SSL (Secure Sockets Layer)

« CRAM (Challenge Response Authentication Method)

+ CHAP (Challenge Handshake Authentication Protocol)
* UNPW (Username/Password)

+ SOCKS 4

* HTTP Basic (username/password)

* Specify whether or not to run a command after setup
All of the features listed above are optional.

After entering or modifying the package information, the Finished Installation
Package dialog box appears.

Fienshed InstaBation Packa

Clicking Finish saves your specifications and closes the Customizer Wizard.
Clicking Customize Further ailows you to view the Customizer Editor dialog
box, where you can manually edit any of the information about your custom
installation package.
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CusToMmiZzER EDITOR

If you select the Customizer Editor as your tool to create a new setup package or
modify an existing package, the Customizer Editor dialog box will appear. In
this dialog box, you can manually enter or modify information about your custom

installation package.

NOTE: To view a list of tips on creating custom setup packages, click
Tips on the Help menu in the Customizer Editor dialog box.

After entering or editing your setup package information in the Customizer Edi-
tor, click Save (or Save As) on the File menu to save your changes. To close the
Customizer Editor window, click Exit on the File menu.
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The options in the Customizer Editor are identical to the options in the Custom-

izer Wizard. These options are explained in the following paragraphs and tables.

Pathname Enter pathname
License file Enter name of Aventail license file None
(must use aventail.alf)
Trusted roots file Enter name of trusted roots file None
Client certificate file Enter name of file that contains None
certificate
Extranet (SEE) Hosts Enter name of extranet (SEE) hosts None
File file
Destination directory Enter name of destination diréctory None
Program folder Enter name of program folder None
Rur{ C(i)ﬂmmand after Ehtér commandwto be run after setup | None '
setup
Command line switches | Enter command line switches None
Configuration Files Enter name(s) of local and/or remote | None
configuration file(s) that Aventail
Connect will use
Authentication Modules | SSL, CRAM, CHAP, UNPW, S4, or All
HTTP Basic
Tools Configuration 1ools, Certificate tools, All
Diagnostic tools, or Extranet
Neighborhood
32-bit support only, on Yes/No Yes
Windows NT 3.51
Unattended setup Yes/No No
mode/automated
installation
Add to Startup Directory | Yes/No Yes
Install SEE help Yes/No Yes
install help Yes/No Yes
Select platform Windows NT 4.0, Windows 98, All
Windows 95 with WinSock 2 upgrade,
Windows 95 without WinSock 2
upgrade, Windows NT 3.51, Windows
3.1, or Windows for Workgroups 3.11

The setup package options are discussed below.
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* Specify path for installation: You can specify a path for installation, or
you can select the default path. The default path for 32-bit operating
systems is c:\Program Files\Aventail\Connect.

For 16-bit-only operating systems, the default is
c:\Connect.

NOTE: If you are upgrading from an earlier version of Aventail Connect,
Aventail Connect will install to the same directory that the earfier
version of it was installed to.

* Platforms: You must specify which operating systems need to be sup-
ported in the setup package. Aventail Connect 3.1 supports Windows
95 (with the Microsoft WinSock 2 update), Windows 98, and Windows
NT 4.0 (with Service Pack 3 or above, available from Microsoft). Aven-
tail Connect 2.6 supports Windows 95 (without the Microsoft WinSock 2
update), Windows 3.1, Windows for Workgroups 3.11, and Windows NT
3.51. For more information, refer to “What Does Aventail Connect Do?”

* Trusted Roots File and Certificate File: If you want to use server cer-
tificates, you must include the trusted roots file that contains those cer-
tificates. if you want to use client certificates, you must specify the
location of the file that contains the X.509 certificate.

* Running Setup in Unattended Mode: Unattended setup mode simpli-
fies distribution of numerous client configuration files. The network
administrator specifies all settings before users receive the Aventail
Connect setup package file. No end-user input is required because the
network administrator has already selected the setup options: users
simply open the package file, which will automatically install on their
workstations.

NOTE: Specifying unattended setup mode will cause the setup package
to automatically install using default values for any options not
explicitly specified.

+ Adding Aventail Connect to the Startup Directory: If you choose to
add Aventail Connect to the startup directory, Aventail Connect will
automatically start when Windows starts.

- Select Tools: Aventail Connect gives you the option to install various
components, including Extranet Neighborhood/Secure Extranet
Explorer (SEE), configuration tools (Config Tool and Configuration File
command), or diagnostic tools (Legging Tool and S5 Ping). The default
value is to install all package components.

+ Secure Extranet Explorer: Secure Extranet Explorer (SEE) aliows
you to view your Extranet Neighborhood, which is accessed through
the Extranet Neighborhood icon on your desktop. Extranet Neigh- ,
borhood functions much like Network Neighborhood, except Extranet
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Neighborhood allows you to browse, copy, move, and delete files
from secured remote computers via an extranet, while Network
Neighborhood displays all computers on your local network.

+ Config Tool: The Aventail Connect Config Tool allows you to create
configuration files that determine how network requests will be routed
and which authentication protocols will be enabled. You can add,
remove, or edit configuration files at any time. If necessary, you can
create several configuration files for different users or user groups. If
you want to prohibit end users from editing configuration files, do not
include the Config Tool in the installation package.

+ S5 Ping: S5 Ping allows you to use the ping and traceroute utilities,
two diagnostic tools. The ping utility checks for network connectivity
between two hosts and returns information about the quality of the
connection. The traceroute utility checks for network connectivity by
displaying information about routers between two hosts; it displays
information for each hop.

* Logging Tool: The Logging Tool is a diagnostic utility that traces
Aventail Connect activity. VWWhen running a trace, the Logging Tool dis-
plays errors, warnings, and information as Aventail Connect gener-
ates them. If necessary, the message list can be saved to a log file
that can be used by Aventail Technical Support in troubleshooting
technical problems. These traces are also useful when running Aven-
tail Connect for the first time to ensure that network traffic is being
routed appropriately.

+ Select Authentication Modules: Aventail Connect lets you select any,
all, or none of the following authentication modules: SSL, CRAM,
CHAP, UN/PW, SOCKS v4, or HTTP Basic (username/password).

+ Secure Sockets Layer: Secure Sockets Layer (SSL) is a session-
layer protocol for securing connections in a general, protocol-inde-
pendent fashion.

NOTE: In versions of Aventail Connect that do not include encryption,
the Secure Sockets Layer (SSL) authentication module is not
included.

+ CRAM: The Challenge Response Authentication Method (CRAM)
sends your username and password as clear text between extranet
(SOCKS) servers, but encrypted between servers that support
CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

NOTE: In versions of Aventail Cohnect that do not include encryption,
the CRAM authentication module is not included.
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» CHAP: The Challenge Handshake Authentication Protocol (CHAP)
sends your username and password encrypted across the network to
the destination server.

*+ Username/Password: The RFC 1928 (Internet standards docu-
ment) Username/Password (UNPW) authentication protocol sends
your username and password in clear text across the network to the
destination server.

+ SOCKS 4 Identification: Aventail Connect includes backward com-
patibility for the SOCKS 4 protocol. SOCKS 4 does not support pass-
word authentication, so only your username is sent, unencrypted, to
the SOCKS server along with your connection request.

» HTTP Basic (Username/Password): The HTTP Basic authentica-
tion module enables username/password authentication against
HTTP proxies that implement the RFC 2068 HTTP Basic authentica-
tion protocol.

NOTE: Not all versions of Aventail Connect have encryption enabled.

+ Configuration Files: Aventail Connect needs at least one configura-
tion (.c£q) file in order to function properly. The configuration file con-
tains all of the authentication and traffic routing instructions that you
specify. You can include one or more configuration files in the setup
package; however, each configuration file must have a different name.
If you include only one configuration file in a setup package, Aventail
Connect will automatically use that configuration file. If, however, you
include multiple configuration files, Aventail Connect will prompt users
to select a configuration file at startup.

You can include local configuration files, remote configuration files, or a
combination of both. Local configuration files are included in the setup
package and are installed on users’ machines. If you include remote
configuration files, pointers to those files are included in the package;
the remote configuration files remain in their original location on the net-
work, where they can be shared by multiple users.

If your setup package does not already contain a configuration file, you
can add a configuration file to the package. If your setup package con-
tains one or more configuration files, you can remove or replace any or
all of the existing configuration files, or you can leave them, unchanged,
in the package. If you are upgrading from an earlier version of Aventail
Connect, you may not need a new configuration file.

* License Files: Aventail Connect requires a valid license file in order to
function properly. If your setup package contains a license file, you can
remove or replace the existing license file, or you can leave it,
unchanged, in the package. If your setup package does not contain a
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license file, you can add one to the package. You must use the pack-
aged Aventail license file, aventail.alf.

format than earlier versions of Aventail Connect (VPN Client or
AutoSOCKS) did. If you are upgrading from an earlier version
of Aventail Connect (v2.42 or earlier), you must include a new
Aventail license file.

[@- CAUTION: Aventail Connect 3.1 and 2.6 use a different license (.alf)file

* Extranet (SEE) Hosts Files: Secure Extranet Explorer (SEE) allows
you to browse remote computers using Extranet Neighborhood. SEE
requires a hosts file that specifies which Windows domains, WINS serv-
ers, and other computers are available in Extranet Neighborhood. The
extranet hosts (SEEHosts) file is contained in the setup package. if you
install SEE, this file is placed in the target directory. If you do not include
a hosts file in the setup package, Aventail Connect will automatically
create a hosts file on users’ machines the first time they open Extranet
Neighborhood. (Available only in Windows 95, Windows 98, and Win-
dows NT 4.0.)

CREATING, LOADING, AND SAVING PACKAGES

You can create, load, or save custom setup packages through either the Cus-
tomizer Editor or the Customizer Wizard.

To create a new package

There are two ways to create a new custom setup package:

* Inthe Customizer Editor window, select File | New.
-OR-
+ Type the filename of a new package in the first window of the Custom-
izer Wizard and click Next.

To load a package

There are two ways to load an existing setup package:

* Inthe Customizer Editor window, select File | Open, and then enter
the filename of the package you want to load
-OR-
+ Type the filename of the package in the first window of the Customizer
Wizard and then click Next.
When you load a package, Customizer reads the setup control file to determine
what information the package contains. Customizer uses this information to pop-
ulate the Customizer Editor window. Customizer also reads the configuration
file(s) into memory; configuration files are stored in memory to facilitate adding
them to and removing them from a package.
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To save changes to a‘_packaggm B

There are two ways to save changes to a setup package:

* After making the desired changes to the package, click Save (or Save
As) on the File menu in the Customizer Editor window

-OR-
- Click Save Package in the final window of the Customizer Wizard.

CusTOMIZER TIPS
The following tips will help you use the Aventail Customizer more efficiently.

+ Keep the package size small: You can contro! the size of your custom
setup packages by selecting components carefully. To keep the pack-
age as small as possible, include only the options that you need, and
support only the platforms (e.g., Windows 98, Windows NT 4.0, etc.)
that your users work with. You may find that creating two separate,
smaller packages is preferable to creating one larger package. For
example, you might create one package that supports Windows 98 and
Windows NT 4.0 operating systems, and another separate package
that supports Windows 3.1 and Windows 95 operating systems.

* Use descriptive package names: When naming setup packages,
assign descriptive, recognizable names that will help users identify the
setup packages.

* Select components carefully: If you include the Config Tool in the
package, users will be able to view and modify the settings in the Con-
fig Tool. Aventail recommends that, in most cases, you do not include
the Config Tool in your custom setup package(s). Excluding options
such as the Config Tool will eliminate users’ ability to modify your set-
tings, and will keep the package size smaller. However, the S5 Ping
and Logging Tool utilities are useful diagnostic tools, and Aventail rec-
ommends including these options in the setup package whenever pos-
sible.

* Install Aventail Connect 2.6 on Windows 95: By default, Windows 95
does not support WinSock 2, but you can upgrade it to support Win-
Sock 2 with a Microsoft patch. (The patch, w35SwsZsetup.exe, is
available from Microsoft, at
http://Iwww.microsoft.com/Windows95/downloads/contents/wuad-
mintools/s_wunetworkingtools/W95Sockets2/default.asp. How-
ever, this procedure adds an extra step to the installation and setup
process. Unless users need the MultiProxy feature, which is available
only in Aventail Connect 3.1, Aventail recommends that you install
Aventail Connect 2.6 rather than 3.1 on machines running the Windows
95 operating system.,

+ Include a hosts file: If you install Secure Extranet Explorer (SEE) with-
out also installing a corresponding hosts file, SEE will automatically cre-
ate a hosts file the first time that users open SEE. If you want to control
which hosts users can view, Aventail recommends that you include a
hosts file in the custom setup package.
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+ Include a license file: Aventail Connect requires a valid license file
(aventail.alf) to function properly. Aventail Connect 3.1/2.6 uses a
different license file than earlier versions of Aventail Connect (VPN Cli-
ent or AutoSOCKS) did. If you are upgrading from an earlier version of
Aventail Connect (v2.42 or earlier), you must use the new Aventail
license file, aventail.alf. Including this license file'in the custom
setup package is a simple way to install the license file.

+ Test each custom package: Aventail recommends that you thoroughly
test each custom setup package before distribution to users.

CONFIGURING AVENTAIL CONNECT

Create configuration files using the Config Tool or the Configuration wizard. You
can launch either during the Aventail Connect installation or any time you want
to add, modify, or remove a configuration file.

The steps for creating a new configuration file are:
1. Define the SOCKS servers

2. Define the destinations (networks and hosts)

3. Specify redirection ruies

4. Enter Name Resolution information (optional)
5. Manage authentication modules

6. Enable password protection (optional)

These procedures are described in the text below.
To launch the Config Tool

The Config Tool opens with the Open Aventail Connect Configuration File
dialog box. After you select a configuration file or enter a new file name, the main
window of the Config Tool appears.

1. Select the Yes, | want to configure Aventail Connect box in the Setup
Complete dialog box (during installation).

-OR-

Right-click the Aventail Connect icon in the taskbar and click Config Tool
(Windows 95, Windows 98, or Windows NT 4.0 programs menu option), or
double-click the Config Tool icon in the Aventail Connect program group
(Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

2. If you are creating a new configuration file, enter a name for the configuration
file

-OR-
Select the configuration file you want to open.

This displays the main window of the Config Tool.
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B Candig Tool - (A \Aventsd\Aventad 8] :

The Config Tool window contains six tabs. The properties defined on each tab
can be edited at any time.

Servers Defines the extranet (SOCKS) server(s).

Destinations Specifies the network and host addresses that will be routed
through the SOCKS server(s).

Redirection Rules Specifies how network requests are routed to the SOCKS
server(s).

Name Resolution (Optional) Specifies hostnames that will be resolved by the
focal workstation.

Authentication Enables, disables, and sets properties for the authentication
modules.

Advanced Enables/disables extranet (SOCKS) traffic through successive

SOCKS servers, enables/disables the Application Exclusion/
Inclusion List, secures selected applications, and sets
credential cache timeouts,

You can change the width of any of the fields on the tabs by positioning the cur-
sor over the dividing line between the fields on the field bar. When the cursor
changes to a double-headed arrow, click and drag to resize the field.

Aventail Connect 3.1 allows you to create or modify a configuration file and then
immediately use it, without needing to restart Aventail Connect and any Aventail-
processed applications. When you modify a configuration file, Aventail Connect

can re-read the updated configuration file; all applications being processed by
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Aventail Connect will then immediately begin using the new configuration infor-
mation.

When you make a modified configuration file active, Aventail Connect will save
the current (modified) configuration file, update the registry, and load the
selected configuration file. Aventail Connect will begin using the modified config-
uration file with any subsequent TCP connection requests, and/or any subse-
quent UDP activity.

NOTE: The configuration file “refresh” feature is supported in Aventail
Connect 3.1 only. It is not supported in Aventail Connect 2.6. To
activate modified configuration files in Aventail Connect 2.6, you
must first shut down and restart Aventail Connect and all applica-
tions being processed through Aventail Connect.

To load a modified configuration file for immediate use

* With the newly modified configuration file open, select Make Active from
the File menu of the Config Tool

-OR-

* From the system tray menu, select Configuration File, and select (or enter
the name of) the configuration file that you want to use. Click OK.

DEFINE AN EXTRANET (SOCKS) SERVER
SOCKS servers are defined on the Servers tab in the Config Tool.

gt n R A s
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Alias The name you assign to the server.
Host/IP The hostname or IP address of the server.
Port The port on which the server is listening.

Aventail Connect 3.1 allows you to set a server fallback timeout for every Aven-
tail ExtraNet Server. If a primary SOCKS server is down, or otherwise unable to
accept connections, Aventail Connect can fall back to a secondary server. You
can set the server fallback timeout, in seconds, on a server-by-server basis. If
you do set a server fallback timeout, each connection to a primary server must
be completed within the specified length of time or else the connection will fall
back to the secondary server.

NOTE: Server fallback timeouts are supported in Aventail Connect 3.1
only. You cannot set a server fallback timeout in Aventail Connect
2.6, you must let the TCP/IP stack time out.

NOTE: Aventail Connect can fall back to only one server. For example,
Aventail Connect could fall back from Server A (primary server)
to Server B (secondary server). Aventail Connect could not, how-
ever, fall back from Server A to Server B to Server C.

During normal operation, if you configure Aventail Connect to fall back to a sec-
ondary server, connections will be directed to the primary server. If the primary
server does not respond or accept the connection by the end of the fallback tim-
eout period, the connection will be redirected to the secondary server. If the sec-
ondary server accepts the connection, all subsequent connections will
automatically be directed to the secondary server. The secondary server is gen-
erally meant to be used only when the primary server is unable to accept con-
nections. To prevent the secondary server from automatically becoming the
default server for all subsequent connection, Aventail Connect will check the pri-
mary server’s status every ten minutes. If the primary server is back up and able
to accept connection, all subsequent connections will be routed through the pri-
mary server.

CAUTION: Do not enable the server fallback option if you are using plug
gateways.
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To add an extranet (SOCKS) server

1. On the Servers tab, click Add.... The Define SOCKS Server dialog box
appears. ‘

Defitwe SOUKS Server

S e gzt ERaL EA R i idii R bsebie il SR i
Alias Name User-friendly alias for extranet (SOCKS) server.
Hostname or IP Actual hostname or full numeric IP address for SOCKS server.
Port Number SOCKS server port. Default value is 1080.
Server Type SOCKS v4 SOCKS Version 4.0.
SQCKS v5 SOCKS Version 5.0.
HTTP Proxy HTTP proxy server.
Detect Version Detect SOCKS version
number.
Fallback Fall back to secondary server Server fallback timeout period
after x seconds (in seconds).
Fall back to Server: SOCKS server alias for
redundant server.
Fall back to Host Alias Use DNS records for
redundancy.
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2. In the Alias Name box, type a user-friendly alias for the extranet (SOCKS)
server. Do not feave this box blank.

3. In the Hostname or IP address box, type the actual hostname of the SOCKS
server or its |P address.

4. In the Port Number box, type the extranet server’s port number. If you do not
enter a value, it defaults to the standard SOCKS port 1080.

5. Under "Server Type,” select the version of SOCKS supported by the server. If
you are unsure of the version, click Detect Version.

NOTE: Typically you should select SOCKS v5 unless the server can
support only SOCKS v4.

6. If you want to use a fallback server, select Fall back to secondary server
after... under “Fallback.” Either select Fall back to server and directly specify
an extranet server for redundancy, or select Fall back to host alias. Select or
enter, in seconds, the fallback timeout period. Click OK.

_To edit extranet (SOCKS) server properties

» Select the extranet server you want to edit and click Edit.

The Define SOCKS server dialog box appears with the selected server
data filled in. Edit any of the information, and then click OK.

Iq[_e_move an extranet (SOCKS) server definition

* Select the extranet server you want to remove and click Remove.

The server is deleted from the list. Corresponding redirection rules will also
be deleted.
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DEFINE A DESTINATION
Destinations are defined on the Destinations tab in the Config Tool.

‘S Conl’ vToI C‘\. ; venailventail.cfg

Aventail
(everything else)

After one or more SOCKS servers are defined, add destinations to be routed
through them,

NOTE: The “(everything else)” destination refers to all network and host
addresses not otherwise defined. You cannot delete or modify
“(everything else).”

WILDCA IN HOSTNA INI

Aventail Connect supports the use of wildcard characters in destination host- -
names. You can use wildcards when defining named destinations (hostnames);
you cannot use wildcards when defining numerical destinations, such as IP
addresses or subnet masks.

Acceptable wildcard characters are "?” and ™*” (where “?* represents one char-
acter, and “*" represents any number of characters). For example:

e*tra.in.aventail.com matches extra.in.aventail .com
e?tra.in.aventail.com matches extra.in.aventail .com
e?ra.in.aventail.com does NOT match extra.in.aventail.com-

You can use any.combination of “?” and “*" characters between each set of peri-
ods. However, each section must contain at least one non-wildcard character.
For example, the following destination names would be allowed:

e?t?a.iln.aventail.com
*xtr?.in.aventail.com
e???a.in.ave*.com
e*.in.*tail.com

The following destination names, however, would not be allowed:
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extra.*.aventail.com
*.* ., aventail.com
extra.in.*.com

CAUTION: You cannot use a wildcard character, or a series of wildcard characters,
to represent multiple sections. Any wildcard character in a section can
represent characters within that section only. For example:

e*.in.aventail.commatches extra.in.aventail.com
e*.aventail.com does NOT match extra.in.aventail.com

T°ﬁqq§ destination

In the Define Destination dialog box, you can define subnets, individual host
computers, or IP address ranges, and set up rules about redirecting some or’
none of the |P traffic to these defined destinations:

1. On the Destinations tab, click Add....
The Define Destination dialog box appears.

E Dadine Destination
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Alias Name User-friendly alias for destination network or host
Single Host | A specific destination computer
Hostname Actual name of destination network or
host
IP Address (optional) | Full numeric IP address
Lookup Look up IP address
Network One or more computers in a network
Domain Name Domain of the network
Subnet (optional) IP address and netmask address
Address Range Beginning and ending IP addresses
(optional) From Starting IP address
To Ending IP address

CAUTION: The IP Address, Subnet, and Address Range fields
are all optional. However, in order to apply redirection
rules when connecting by IP address, you must enter |P
address and subnet information.

2. In the Alias Name box, type a user-friendly alias for the destination network
or host.

3. Select either the Single Host or Network option:

* Under “Single host,” type the actual name of the host system and/or its
full, numeric IP address. If you do not know the host’s IR address, click
Lookup to search for it.

-OR-

* Under “Network,” type the domain of the network and then, if applica-
ble, select either Address Range or Subnet.

Address Enter a starling and ending IP address. All addresses between the
Range two will be included as part of the destination. For example, a
starting IP address of 192.1.1.0 and an ending IP address of
192.1.1.255 would include all hosts of the 192.1.1.x subnet.

Subnet Enter an IP address and a netmask address. This is another way
to specify a group of destinations. For example, an IP address of
192.1.1.0 and a net mask of 255.255.255.0 defines the same
address range as shown above.
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To edit a destination

* Select the destination you want to edit and click Edit....

The Define Destination dialog box appears with the setected destination
data filled in. Edit the data as necessary.

To remove a destination

* Select the destination you want to remove and click Remove.

The destination is deleted from the list. The corresponding redirection
rules will also be deleted.

ENTER REDIRECTION RULES

Once servers and destinations are defined, you can specify how you want Aven-
tail Connect to redirect (or deny) access to various hosts and services such as e-
mail, FTP, and HTTP.

Redirection rules are specified on the Redirection Rules tab in the Config Tool.

g Gonhig ool - U4 \ventad\Aventat cig

Destination on the Destinations tab

Service Type of Internet traffic

Proxy Redirection | Specify how to redirect traffic
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You can change the width of any of the three fields by moving the cursor to the
dividing fine between the fields on the field bar. When the cursor changes to a
double-headed arrow, click and drag to resize the field.

To add a redirection rule B

As you add destinations, use the arrow buttons to prioritize them. List the most
specific rules first and the general rules last.

NOTE: Aventail Connect scans the list from the top down and uses the
first matching rule it finds, so it is important to list the most spe-
cific rules first.

1. On the Redirection Rules tab, click Add.
The Define Redirection Rule dialog box appears.

Define Heduectian Rule
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Destination Host or server destination for message traffic.
Service Type of Intemet traffic
Use all ports Apply the defined rule to all ports.
Beginning of port Apply the defined rule to this range of ports.
range
End of port range
TCP and UDP Apply the defined rule to both TCP and UDP
traffic.
TCP only Apply the defined rule to TCP traffic only.
UDRP only Apply the defined rule to UDP traffic only.
Proxy Specify how to redirect traffic.
Redirection - . N ~ :
Redirect via Redirect all traffic through the exiranet server.
selected from the list.
Do not redirect Route traffic directly to the specified destination
without being redirected through SOCKS,
Deny service Deny access to the specified destination. The
network connection is blocked locally instead of
at the server level.

2. Select a destination from the Destination list.

3. Under “Service,” select the Use all ports box to apply the rule to all services.
Otherwise, select a range of ports. To select a single port, enter that port num-
ber in both the Beginning of port range and End of port range boxes.

4. Under "Proxy Redirection,” select one of three redirection options.

of the configuration file, the option can be circumvented
by quitting Aventail Connect or by changing the option in
the dialog box.

r@- CAUTION: If you select Deny Service and the user has edit control

To edit a redirection rule

* Select the redirection rule you want to edit and click Edit....

The Define Redirection Rule dialog box appears with the selected data
filled in. Edit any of the information.
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Toremove a redirection rule

* Select the redirection rule you want to remove and click Remove.

The redirection rule is deleted from the dialog box.

DEFINE NAME RESOLUTION

Name Resolution instructs Aventail Connect to resolve hostnames locally with-
out needing to venture on to the Intemet. This optional feature offers you another
level of control over how Aventail Connect performs name resolution.

The local workstation resolver is the name resolution component of the local
TCP/IP stack. This feature acts as a shortcut; hostnames matching the strings
defined in the Name Resolution dialog box are passed to the local resolver for
name resolution instead of being proxied through the SOCKS v5 server.

For example, if aventail.com is added to the Defined Strings list, then a work-
station attempting to connect to www.aventail.com would perform hostname
resolution using the local TCP/IP stack.

Name Resolution is specified on the Name Resolution tab in the Config Tool.

5 Condig ¥ col Untitled
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Specify a domain New domain name
recognized by the
waorkstation resolver

Known Domains List of domain names that can be resolved locally

Redirect unqualified | Pass through unqualified hostnames to the local resolver
names via

Allow Reverse DNS | Enable Reverse DNS (converts IP addresses into hostnames)
for destination
matching

To add a local domain name
* On the Name Resolution tab, type the new name in the Specify a domain
box and click Add.... ’
* If necessary, select Allow Reverse DNS for destination matching.

The new name is moved into the Known Domains box. It is now active.

CAUTION: The reverse DNS process can create unexpected
delays, causing Aventail Connect to behave unpredict-
ably. Aventail recommends that you do not enable this
option unless you specifically require the Reverse DNS
functionality.

To remove a local domain name

* Select the domain name you want to remove from the Known Domains box
and click Remove.

The domain name is removed from the list.

MANAGE AUTHENTICATION MODULES

SOCKS v5 servers often require user authentication before allowing access.
Aventail Connect authentication modules display dialog boxes that prompt users
to enter username and password information as well as other authentication cre-
dentials.

NOTE: Not all versions of Aventail Connect have encryption enabled.
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The current Aventail Connect authentication modules are SOCKS v4 Identifica-
tion, Username/Password, Challenge Handshake Authentication Protocol
(CHAP), Challenge Response Authentication Method (CRAM), Secure Sockets
Layer (SSL), and HTTP Basic (username/password). Each of these authentica-
tion modules supports an Aventail Connect feature known as credential caching.
Credential caching retains your authentication credentials once the extranet
server has accepted them. Using credential caching, you can enter your creden-
tials for an extranet server once per Aventail Connect session, rather than once
for each individual connection (a tedious task for applications such as VWWW
browsers).

Aventail Connect can cache authentication credentials in memory, based on the
option you select in the Authentication dialog box. Memary caching stores the
credentials for the current session only. When you restart Aventail Connect or
Windows, the memory cache is flushed and you must reenter your credentials
as prompted.

SEE ALSO: For additional information on credential caching, see
‘Credential Cache Timeouts” in the “Advanced Tab
Options” section of this Administrator's Guide.

Authentication modules are managed and configured through the Authentica-
tion tab in the Config Tool.
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Module Name

The name of the authentication module on disk. <Null Auth>
indicates that no authentication module will be used.

Description The description of the authentication method.

Indicator Check this option to display network traffic passing through a selected
authentication/encryption module. See the example below (for
Windows 95, Windows 98, and Windows NT 4.0).

| Apphication NE TSCAPE EXE
Usemame/Password Connection 1o Ay

entail
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Each authentication module includes its own module-specific configuration. To
view or edit a module's configuration, select the module from the list on the
Authentication tab and then click Setup. An options dialog box for the specific

module will appear.

Enable and disable authentication modules with the Disable/Enable button. By
default, the modules are all enabled. The green button next to the module name
indicates an active module. This is the default state of all the modules. The
green button changes to red when you disable the module.

To configure the SOCKS 4 identification module

Aventail Connect includes backward compatibility for the SOCKS 4 protocol.
SOCKS 4 does not support password authentication, so only your username is
sent unencrypted to the extranet (SOCKS) server along with your connection

request.

Your username is determined by entries in the SOCKS 4 Identification Module

Configuration dialog box.

1. On the Authentication tab in the Config Tool, click s4auth (SOCKS v4 |denti-

fication) and click Setup.

The SOCKS 4 Identification Options dialog box appears.
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Field

Use Windows | Identify users by their Windows Login names.

Login

Use NetWare | Identify users by their Novell NetWare Login names.

Login

Prompt user Identify users by the names they enter for this specific purpose.

for name .
Allow Memory Stores credentials in memory for this session
Caching only. Cache is flushed upon restart:

credentials must be reentered as prompted.

l‘ Allow Disk Caching This option is currently unavailable. (Stores
credentials on disk for future sessions.
- )

2. When you select the Prompt user for name option, you must also select the
desired caching option. (Currentiy only Memory Caching is available.)

3. After making appropriate selections, click OK.

The dialog box closes and the Config Tool reappears.
To configure the Username/Password authentication module
Aventail Connect supports the RFC 1928 (Internet standards document) user-
name and password authentication protocol. This authentication method sends
your username and password i1 cleartext across the network to the destination

server. The Username/Password authentication module dialog box contains
only credential caching options.

1.-On the Authentication tab in the Config Tool, select unpw and click Setup.

The Username/Password Options dialog box appears.
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23

Allow memory a;nly. Cache is
caching flushed upon restart; credentials must be reentered as prompted.

Allow Disk Caching This option is currently unavailable. (Stores encrypted
credentials on disk for future sessions.)

2. The selection defaults to Allow Memory Caching. Click OK.
The dialog box closes and the Config Tool reappears.
To configure the CHAP authentication module

Aventail Connect supports the Challenge Handshake Authentication Protocol
(CHAP). This authentication method sends your username and password
encrypted across the network to the destination server. The CHAP authentica-
tion module dialog box contains only credential caching options.

1. On the Authentication tab in the Config Tool, select chap and click Setup.
The CHAP Options dialog box appears.

HAP Ophiang

I

Allow memory Stores credentials in memory for this session only. Cache is
caching - flushed upon restart; credentials must be reentered as prompted.

Gl

Allow disk caching ' This option is currently unavailable. (Stores encrypted
| credentials on disk for future sessions.)
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2. The selection defaults to Allow Memory Caching. Click OK.
The dialog box cioses and the Config Tool reappears.
_To configure the CRAM authentication module

Aventait Connect supports the Challenge Response Authentication Method
(CRAM). This authentication method sends your username and passcode as
cleartext between extranet (SOCKS) servers, but encrypted between servers
that support CRAM. Typically, CRAM subauthenticates within SSL, which pro-
vides both encryption and credential caching options.

'S Cankig Tool - C:\.... \Aventad®Aventad, cin
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You do not need to configure the CRAM authentication module. You can enable/
disable it, by clicking on the Disable/Enable button. The button at the left of the
module name will change from green to red, accordingly.

To configure the SSL security module

Aventail Connect supports Secure Sockets Layer (SSL) v3.0, a session-layer
protocol for securing connections in a general, protocei-independent fashion;

NOTE: Currently, SSL is a TCP-only enhancement. When using SSL
with User Datagram Protocol (UDP) applications, bulk datais
passed without encryption.

Normally SSL servers are required to have an RSA key pair and a certificate.
Aventail uses an RSA algorithm to create a cryptographic system: a private key
(which, as the name suggests, is kept absolutely private and never shared) and

a public key (which is widely published).
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NOTE: In versions of Aventail Connect that do not include encryption,
SSL is not available.

However, as the client, you normally must then establish some kind of relation-
ship between your RSA public key and the identity of the server, so that some-
body else cannot create their own RSA key information and use it to
impersonate your server. Certificates establish this relationship. A certificate is
essentially an electronic "statement" that verifies that a certain RSA public key is
associated with a particular name.

Certificates are issued by a Certification Authority (CA), and are linked together
to form a construct called a certificate chain of authorities, each one having a
previous entity vouching for its identity. In practice, chains generally include two
certificates: one confirming the identity of the server, and the other—a "root" cer-
tificate—containing the identity and public key of the CA.

Certificates contain special integrity checks and electronic signatures that verify
that the certificate is genuine, was issued by a certification authority, and was not
tampered with. Anybody can issue a certificate that says anything; the client
must know who issued the certificate, and have some trust relationship in order
to believe that it is in fact true. The client has a list of trusted CAs. A set of certif-
icate chains can be structured as a tree, with new certificates stemming from old
ones. A base CA is sometimes called the “root” or "trusted root" of this tree

It is becoming common practice for both clients and servers to exchange certifi-
cate information. However, in Aventail Connect the client-side of this exchange
is transparent. The client only needs to deal with the information from the server
certificate and this is done through the SSL module.

The SSL module dialog box contains an initial set of options regarding the view-
ing of certificates.

1. On the Authentication tab in the Config Tool, select sslcint (SSL v3.0) and
click Setup.

The SSL Options dialog box appears.

551 fiptions. T
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Upon Successful Connection The certificate is valid.
View when the server Upon successful connection, display the server
certificate is new. certificate if it has not been displayed during the

current session.

Do not show me the Never display a valid server certificate.
certificate.

it a server certificate is suspect The cenificate may not be valid.
Always show me suspect Each time Aventail Connect suspects a certificate
certificates. may not be valid, show the certificate.
Show me the same Once a suspect certificate has been accepted by
suspect certificate once. the user, do not display it again.
Show me the certificate, Reject the connection, but display the suspect

but reject the connection. certificate.

2. Select an action that Aventail Connect must take once it accepts the validity of
the server certificate. (Under normal circumstances, the server will provide
Aventail Connect with a certificate to match one of Aventail Connect's trusted
roots, if any exist):

* View when the server certificate is new: Aventail Connect displays
the certificate the first time it is seen. The certificate will not appear on
subsequent connections to the same extranet server.

+ Do not show me the server certificate: Aventail Connect will never
display a valid certificate.

3. Select an action that Aventail Connect must take if it receives a server certifi-
cate that is suspect:

« Always show me suspect certificates: Aventail Connect will display
suspect certificates each time they are received. The Certificate dialog
box will appear for each new connection to the server(s) sending a sus-
pect certificate. (This option allows you to continue the connection
despite the fact that the certificate is questionable.) The SSL module
authenticates the server's certificate based on the following questions:

+ Is the certificate valid?
+ Did a trusted certificate authority (CA) issue the certificate?

* Is the name established by the certificate the same as the name of
the server for this connection?

If a certificate does not pass all three tests, itis considered a suspect certifi-
cate,

+ Show me the same certificate once: Aventail Connect will display a
suspect certificate the first time that it is received. If you choose to
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maintain the connection, the questionable certificate will not be dis-
played again during the current session.

+ Show me the certificate, but reject the connection: Aventail Con-
nect will reject a connection if the certificate is suspect. It will display the
certificate to allow you to view it.

4. Click Advanced in the dialog box to show the acceptable cipher (a crypto-
graphic algorithm used to encrypt the data stream) options.

SSL Optons.
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Acceptable Ciphers

Allow RC4 Offer the RC4 cipher to the server.
Allow DES Offer the DES cipher to the server.

Aliow NULL Encryption Do not encrypt using SSL. SSL will be used to
authenticate only.

Allow Diffie-Heliman Do not authenticate the server; only do encryption.
Anonymous
Enable Compression Use SSL compression to improve performance when

slower connections are detected.

Server Validation

Trusted Roots Use a trusted roots file to validate trusted certificate
chain roots.

NOTE: The trusted roots file MUST be placed in the same directory as
the Aventail Connect configuration file.

Configure Configure trusted roots
LDAP Use an LDAP server to validate trusted certificates.
Configure Configure LDAP

Maximum Chain Length Specify the maximum allowable certificate-chain length.

Client Certificate Select a client certificate file.
NOTE: The client certificate MUST be placed in the same directory
that Aventail Connect was installed to.

Browse Select the specific file

During the initial SSL connection, the client and the server negotiate which
cipher to use. Checking a particular cipher in the dialog box does not mean
that it will be used. Instead, each checked cipher is offered to the server, but
the server determines which cipher to use. If the server requires a cipher that

is not selected in this dialog box, the authentication will fail.

Any or all of the acceptable cipher options can be selected:
* Allow RC4: Aventail Connect encrypts the information using the RC4
cipher.

« Allow DES: Aventail Connect encrypts the information using the DES
cipher.

* Allow NULL Encryption: Aventail Connect allows the server to select
no encryption. Message integrity is still assured, but the data will be
sent in cleartext.

* Aliow Diffie-Hellman Anonymous: Aventail Connect will be able to
communicate with the extranet (SOCKS) server without requiring a
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server certificate. The client and server will not exchange certificates,
so there will be no authentication. The encryption will still be negotiated,
and the data stream will still be encrypted (unless NULL encryption is
chosen by the server).
- Enable Compression: To speed the encryption process and enhance
.overall performance, Aventail Connect will automatically compress
encryption when a narrow bandwidth and/or slow modem are detected.

5. If necessary, add (or delete) a trusted roots (* . rot) file and/or an LDAP
server definition.

To add or remove a trusted root

a. Inthe SSL Options—Advanced dialog box, under “Server Validation,”
select Use local trusted roots file, and then click Configure.

The Trusted Roots dialog box will appear.

b. Enter the name of the trusted roots file, or click Browse to search for the
file, and then click OK.

CAUTION: The trusted root file must be in the same directory as
the Aventail Connect configuration file.

To configure LDAP

a. Inthe SSL Options—Advanced dialog box, under “Server Validation,”
select Use LDAP, and then click Configure.

The LDAP Configuration dialog box appears.
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LDAP Contiguration
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Fledt .
LDAP Server
B 7wSérver Nagwg Enter the LDAP server hostname. ) N
Login DN Enter the login DN (distinguished name) for the LDAP
server.
Password Enter the password for the LDAP server. »
Search Criteria
Search Base Enter the DN to use as the search base.
Query Search available DNs to use as search
base.
Certificate Attribute Enter the certificate attribute.

Alias Matching

SSL Property/LDAP Alias Names of SSL property and corresponding LDAP alias.

© Add Alias ' Add an LDAP alias/SSL property.
Modify Alias Modify an LDAP alias.
Delete Alias Delete an LDAP alias/SSL property.
Certificate template file: (Optional) Enter name of certificate file to use as
template.
Browse Search available certificate files.

b. Under “LDAP Server,” enter the LDAP server name, and the DN and

password that you want to log in under.

Under “Search Criteria,” enter or select the DN to use as the search
base, and enter the certificate attribute. (In most cases, the certificate
attribute will be “usercertificate.”)

Under “Alias Matching,” select the SSL properties that you want to use
as search criteria.

If necessary, you can modify any of the LDAP aliases to map to the SSL
properties. To modify an LDAP alias, click Modify Alias. In the LDAP
Alias Matching dialog box, enter the LDAP Attribute that will map to the
SSL Distinguished Name Component. You can also Add or Remove an
SSL property/LDAP alias in the LDAP Alias Matching dialog box.
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In the Certificate template file: box, you can specify a certificate file to
use as atemplate. If you specify a certificate template file, Aventail Con-
nect will automatically populate the “SSL Property/LDAP Alias” box with
the attributes used in the specified certificate template file.

e. Click OK.

8. If Aventail Connect sends a client certificate to the server during the initial
authentication exchange, it sends the certificate identified in the Client Certif-
icate window. To load the client certificate, press Browse and then select the
client certificate (* . cer) from the Aventail Connect directory. Only the file-
name of the certificate file loads via the Browse button, and not the path-
name.

@_ CAUTION: The client certificate file must be placed in the Aventail
Connect directory.

When Aventail Connect receives a certificate from a server, it looks at the root
of the certificate chain and matches it against the Aventail Connect list of
trusted roots.

You can specify the maximum number of certificates in a certificate chain. The
default maximum length is two certificates. In most instances, Aventail recom-
mends allowing no more than two certificates to form a chain, although you
can specify up to ten. The longer the certificate chain, the less secure the
chain is.

than two certificates in a certificate chain. Allowing more

CAUTION: In most instances, Aventail recommends allowing no more
@h than two certificates can compromise security.

7. After making appropriate selections, click OK.

PKCS #12 CERTIFICATES FOR USER AUTHENTICATION

Aventail Connect supports PKCS #12-formatted X.509 client certificates for SSL
authentication. PKCS #12-formatted certificates are stored in a portable format
for easy exchange between applications. You can generate client certificates by
enrolling with a public-key infrastructure (PKI), such as VeriSign OnSite. You can
then use your Web browser to export the client certificate to a PKCS #12 file in
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the Aventail program directory. When users connect to an Aventail ExtraNet
Server for the first time, they will be prompted to select a certificate.

To export a PKCS #12-formatted X.509 certificate
1. Using a Web browser and a CA, such as VeriSign Onsite, obtain a client cer-
tificate.

2. Export the certificate to a file in the Aventail program directory. You can use
any filename. This step varies from browser to browser.

Microsoft Internet Explorer 4.01

a. Select View|Internet Options...|Content|Certificates|Personal....
b. Select the certificate that you want to export, and click Export....

c. Specify a password to protect the certificate.

d. Save the file to the Aventail Connect program directory.

CAUTION: On Windows NT, Microsoft Internet Explorer 4.01 does not
export PKCS #12 certificates properly. This problem was cor-
rected in Microsoft Internet Explorer 5.0.

Microsoft Internet Explorer 5.0

a. Select Tools|internet Options...|Content|Certlificates|Personal....

o

Select the certificate that you want to export, and click Export....
In the Certificate Export Wizard, click Export the Private Key.
Specify a password to protect the certificate.

Select the PKCS #12 format.

Select Include all certificates in the certificate path if possible.

- o a o

g. Save the file to the Aventail Connect program directory.

Netscape Navigator 4.5

a. Click the Lock icon in the lower-left corner of the main Netscape Naviga-
tor window.

Select Certificate|Yours.

Select the certitficate that you want to export, and click Export.

o o o

Specify a password to protect the certificate.
e. Save the file to the Aventail Connect program directory.

3. Use an Aventail Connect configuration file and server setup that forces the
user to authenticate using client certificates. Configure the Aventail ExtraNet
Server.

4. Initiate a connection that forces the user to authenticate. You will be prompted
for a certificate file. Select the certificate that you just exported, and then click
OK.
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PKCS #11 SMART CARDS FOR USER AUTHENTICATION

Aventail Connect can use client certificates that are stored on PKCS #11-com-
patible smart cards for SSL authentication. Currently, Aventail Connect supports
the DataKey and Spyrus Rosetta smart cards.

Aventail Connect will be prompted for a file (or smart card) containing certificate
information only when the SOCKS server requests client authentication using a
certificate. If a SOCKS server requests client authentication with a certificate,
and no certificate is already specified for that host, the user will be prompted to
select a certificate. You can configure passwords or PINs to be cached to mem-
ory, or you can specify that users enter passwords or PINs each time they use a
smart card to authenticate.

To configure PKCS #11 smart-card user authentication

e

. Use a smart card with an X.509 certificate stored on it.
2. Install the appropriate smart card software on the user's computer.

3. Include the public certificates of the CA (and any intermediary CAs) for the cli-
ent certificate in the trusted roots file that Aventail Connect is configured to
use.

4. Configure Aventail Connect to redirect to an Aventail ExtraNet Server that
requires client certificates.

5. Initiate a connection.

8. When prompted, specify whether you want to authenticate with a client certifi-
cate that is stored in a file, a client certificate that is stored on a smart card, or
no client certificate at all.

7. Aventail Connect will prompt you for the path of the dynamic link library (DLL)
for the smart card’s PKCS #11 module. This is the same DLL that is used with
Netscape Navigator. Enter the DLL pathname and click OK.

8. Aventail Connect will display a list of all detected smart cards on the system. If
you have not yet inserted your smart card into the appropriate reader insert it
and click Refresh List.

9. Select your smart card and click OK.
10.1f the smart card is protected with a PIN, you will be prompted to enter it.
11 Select the private key you want to use, and click OK.

NOTE: Once you specify a smart card token or client certificate to be
used with a server, this setting will be remembered indefinitely. To
reset the setting, select Credentials from the Aventail Connect
System tray menu, select (highlight) the credentials, and click
Delete. Your PIN will not be remembered.
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ADVANCED TAB OPTIONS

The Advanced tab in the Config Tool contains three advanced options. In the
Advanced tab, you can allow SOCKS tunneling through successive extranet
(SOCKS) servers, secure selected applications, and set credential cache time-
outs.

ALLow SOCKS TUNNELING THROUGH SUCCESSIVE EXTRANET SERVERS

Once servers and destinations are defined, you can direct SOCKS traffic
through successive extranet (SOCKS) servers.

On the Advanced tab in the Config Tool, select the Enable redirection... box to
allow credential information to forward to successive extranet servers.

SECURE SELECTED APPLICATIONS
This option allows you to:

» secure all applications except those listed,
= secure only the applications that are listed,
« or secure all applications, enabling neither exclusion nor inclusion.

NOTE: You can exclude and include only 32-bit applications. You cannot
exclude and include 16-bit applications.

You can exclude or include specified applications in the Exclusion/Inclusion List.
With the Exclusion/inclusion List, you can secure all applications except those
on the list, or you can secure only those applications on the list. The default set-
ting is to secure (hook) all network applications.
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Excluding Applications

You can exclude specific applications through the Exclusiorvinclusion List. When
you enable the “Secure all applications except listed” option, Aventail Connect
will not proxy any applications that are on the Exclusion/inclusion List.

To exclude an application

1. Under “Applications to Secure,” select Secure all applications except listed
and click Modify List.

v‘ Tazarll - “ ,\A‘*Avmaﬁ

The Edit List dialog box appears.

2. Click Add....
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The Specify Application dialog box appears.

Specify Application

I =~ F’@;m
3L AETEN
T3am (1 SpelChk
] Defaults E\ﬁ netscape. exe
f ] DynFonts @ NpWwrap.exe
TJava I nsnotify.exe
23 NetHelp

23 Plugins
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JApplications

47 e

‘ii;:

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then
click Open.

The Specify Application dialog box disappears and the applications are now
in the Edit List dialog box.

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one path (instance) of a specified file-
name (e.g., ftp.exe). Youcan choose to exclude one specified
application, with a fully qualified pathname (e.g., C: \Win-
dows\8Sys32\ftp. exe), or all instances of a specified filename
(e.g., all instances of ftp.exe).

* Only this occurrence: Selecting this option excludes only the speci-
fied application.

* All occurrences: Selecting this option excludes all applications with
the specified filename.

To undo application exclusion ]

1. Under “Applications to secure,” select Secure all applications except listed,
and then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List.
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Including Applications

You can include specific applications through the Exclusion/Inclusion List. When
you enable the “Secure only applications listed” option, Aventail Connect will
hook only those applications that are on the Exclusion/Inclusion List.

To include an application

1. Under "Applications to secure,” select Secure only applications listed, and
then click Modify List:-
The Edit List dialog box appears.

2. Click Add.
The Specify Application dialog box appears.

3. Highlight the application(s) to add to the Exclusion/Inclusion List, and then
click Open.

The Specify Application dialog box disappears and the apphcatxons are now
in the Edit List dialog box:

4. In the Edit List dialog box, select All occurrences or Only this occurrence.

NOTE: You may have more than one instance of a specified application
(e.9., ftp.exe). You can choose to include one specified appli-
cation, with a fully qualified pathname (e.g., C: \Win-
dows\Sys32\ftp.exe), or all instances of a specified
application (e.g., all instances of ftp.exe).

+ Only this occurrence: Selecting this option excludes only the speci-
fied application.

* All occurrences: Selecting this option excludes all applications with
the specified filename.

_To undo application inclusion

1. Under “Applications to secure,” select Secure only applications listed, and
then click Modify List.

The Edit List dialog box appears.

2. Highlight the application you want to remove from the Exclusion/Inclusion List,
and then click Remove.

The application is removed from the Exclusion/Inclusion List,

Securing all Applications

You can secure all applications, enabling neither exclusion nor inclusion. When
you secure all applications, Aventail Connect ignores any applications on the
Exclusion/Inclusion List.
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To secure all applications

* On the Advanced tab, under "Applications to Secure,” select Secure all
applications.

NOTE: Aventail Connect secures all applications by default. Unless you
need to exclude or include specific applications, Aventail recom-
mends that you use the default Secure all applications setting.

net Information Server (IIS) and Microsoft Peer Web Server)
include inetinfo.exe, which conflicts with Aventail Connect
3.1. To eliminate this conflict, exclude inetinfo.exe through
the Application Exclusion/inclusion List in the Config Tool.

@- CAUTION: Microsoft Internet server products (including Microsoft Inter-

CREDENTIAL CACHE TIMEOUTS

With the credential cache timeout feature, you can control when credentials
expire (time out). If a user has not made a connection to the extranet (SOCKS)
server for a certain length of time (determined by the administrator), then the
credentials will automatically be deleted from the credential cache. If a credential
times out, the user must reauthenticate by entering the proper credentials before
regaining access to the extranet. This feature can help to prevent unauthorized
users from gaining access to secured areas.

CA.. MyvestalbAvental, cfg

There are three credential cache timeout options.

* Never time out cached credentials: Credentials never time out.
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+ Time out credentials from time first entered: Credentials time out x
minutes after the user first entered the credentials (where “x” is the
number of minutes you enter in the Min. box).

+ Time out credentials from time last used: Credentials time out x min-
utes after the user last connected through the extranet server (where
“x" Is the number of minutes you enter in the Min. box).

regular intervals, the mail-checking frequency must be
longer than the credential cache timeout. For example, if
your mail program is configured to check for mail every
ten minutes, you should set the credential cache to less
than ten minutes.

@. CAUTION: If your mail program is configured to check for e-mail at

ENABLE PASSWORD PROTECTION

You can enable password protection for a configuration file. If you enable pass-
word protection, users will not be able to view or modify the configuration file
without the assigned password. A password is not required to use the configura-
tion file with Aventail Connect.

To enable password protection

1. From any tab of the Config Tool, select File | Set Password.

The Configuration File Password dialog box will appear.
2. Enter the desired password.
3. Reenter the password to confirm, and then click OK.
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To disable password protection
1. From any tab of the Config Tool, select File | Set Password.

The Configuration File Password dialog box will appear.
2. Clear the password from both boxes, and then click OK.

NOTE: If you save an existing configuration file using the Save As corm-
mand, Aventail Connect will prompt you to enter the correct pass-
word for the configuration file.

MULTIPLE FIREWALL TRAVERSAL

To gain access to your extranet, users may need to traverse multiple firewalls. in
the simplest case, this involves an employee at a partner company gaining
access to the Internet via an outbound proxy server at the partner company, and
having an authenticated, encrypted, and controlled connection to your internal
network via an Aventail ExtraNet Server. This capability is provided in Aventail
Connect 3.1 by the Aventail MultiProxy feature. Aventail Connect can open con-
nections through SOCKS servers, through HTTP proxies, or through proxy
chaining.

* MultiProxy with SOCKS Server: Uses a SOCKS server to control out-
bound access.

* MultiProxy with HTTP Proxy: Uses an HTTP proxy to control out-
bound access. .

 Proxy Chaining: Uses two Aventail ExtraNet Servers, where one
Aventail ExtraNet Server acts as a client to another Aventail ExtraNet
Server.

AVENTAIL MULTIPROXY

The Aventail MultiProxy feature allows Aventail Connect to traverse muitiple fire-
walls by making connections through successive proxy servers. Aventail Con-
nect makes a connection with each proxy server individually. Each proxy server
forms a link in a chain that connects Aventail Connect to the final destination.
Any or all of the proxy servers can apply authentication and access control rules.
Proxies can be Aventail ExtraNet Servers, other SOCKS 5 servers, SOCKS 4
servers, or HTTP proxies.

Using an HTTP proxy server to control outbound traffic eliminates the need to
install a separate SOCKS server. This HTTP proxy can filter outbound connec-
tion requests and route those requests to the specified servers. MultiProxy sup-
ports RFC 2068 HTTP Basic (username/password) authentication. If your proxy
uses HTTP Basic (username/password) authentication, Aventail Connect will
store the username and password information in the credential cache, as it does
with SOCKS servers.

Aventail Connect 3.1/2.6 Administrator's Guide » 68

Petitioner Apple Inc. - Ex. 1023, p. 369



Administrator's Guide

NOTE: The MultiProxy feature supports the use of HTTP proxies in
Aventaif Connect 3.1 only. HTTP proxies cannot be used in Aven-
tail Connect 2.6.

The steps for making a connection using MultiProxy are:
1. The client application requests access to the destination server.

2. Aventail Connect establishes a connection with the outbound server (SOCKS
server or HTTP proxy). Aventail Connect then sends the access request to
the outbound server, specifying the Aventail ExtraNet Server as the destina-
tion. The user authenticates with the outbound server, if necessary.

3. Aventail Connect instructs the outbound server to establish a connection with
the Aventail ExtraNet Server on the specified port. The user authenticates
with the Aventail ExtraNet Server, if necessary.

4. Aventail Connect instructs the Aventail ExtraNet Server to proxy its connec-
tion to the final destination.

5. Once the connection between the client and the Aventail ExtraNet Server is
established, the outbound server simply relays the data.

The following example illustrates the connections made during a MultiProxy con-
nection through three proxy servers.

find degination

Aventdl Comnect proxy 1
connection #1 :SCCKS ' !

connection #2 &

connection ¥3 ¢

P 5 —t+ -1

. . N .
connection #4 ¢ 00 L LS RSAARIRE G VA D T z_'»—slap;hcahm

In the following diagram, the Aventail ExtraNet Server acts as both a destination
and a server. It is a destination because a proxy server routes traffic to it. ltis a
server because it routes traffic to the final destination.

Internet

outbound proxy server Aventail ExtraNet
Center server

Aventail Cormect fimal destination
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proxy and firewall to allow HTTPS/SSL connections to
port 1080, OR you must run the Aventail ExtraNet
Server on port 443 or port 563.

(@. CAUTION: If using an HTTP proxy, you must configure your HTTP

Configuring Aventail MultiProxy

You have two options for configuring MultiProxy. You can configure Aventail
Connect 3.1 to redirect all internet traffic (including extranet traffic) through your
outbound proxy, or you can configure Aventail Connect 3.1 to redirect only extra-
net traffic through your outbound proxy.

To configure Aventail MultiProxy

1. Create a destination (“Final destination”).
2. Create a server (“Extranet server”).

3. To redirect only extranet traffic: Create a destination (“Extranet server’),
using the same information from step 2, above.

-OR-

To redirect all Internet traffic (including extranet traffic): Create a destina-
tion (“Local network,” the network local to Aventail Connect).

NOTE: If you have multiple domains or subnets, you may need to create
multiple destinations.

4. Create a server (“Outbound proxy”). This can be a SOCKS 5, SOCKS 4, or
HTTP proxy server.

5. Create a redirection rule (Redirect “Final destination” through “Extranet
server”).

8. To redirect only extranet traffic: Create a redirection rule (Redirect “Extra-
net server” through “Outbound proxy”). Do not redirect “(everything else).”

-OR-

To redirect all Internet traffic (including extranet traffic): Create a redirec-
tion rule (Do not redirect “Local network”). Redirect “(everything else)” through
the outbound proxy. (NOTE: Your outbound proxy must belong to “Local net-

work.”)
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i e
gl

Redirect only the extranet traffic through
the outbound proxy. Leave all other
traffic alone.

Redirect all Internet traffic through the
outbound proxy. Leave only “Local network”
traffic alone.
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PrRoOxY CHAINING ,
Proxy chaining is an Aventail ExtraNet Server feature. With proxy chaining,
Aventail ExtraNet Servers forward connections for certain destinations to other
proxy servers.

The following diagram and table illustrate the differences between MultiProxy
and proxy chaining. In many cases, MultiProxy is the preferred method for tra-
versing multiple firewalls. With MuitiProxy, each proxy server can provide
authentication, access control, and encryption.

PROXY CHAINING: Server! appears as a user to server2,

Aventail Connect sarverl servere
client {outbound) {Aventail Extrablet
Server)

MULTIPROXY: The user authenticates with server2 directly.

N L

Aventail Connect serverl server2 Destination server
client {outbound) (Aventail ExtraNet
Server)

<L;> Authenticated and sncrypted tunnel

In MuttiProxy, an authenticated and encrypted
tunnel exists between the client and the Aventail
ExtraMet server,
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ik

Can be Aventail ExtraNet

Must be Aventail ExtraNet

Server 1
Server, other SOCKS 5 server, Server.
SOCKS 4 server, or HTTP
proxy.
Server 2 Must be Aventail ExtraNet Must be Aventail ExtraNet

Server.

Server.

Authentication
to Server 1

User authenticates (if
necessary).

User authenticates.

Authentication
to Server 2

Trust model for

Server 2

User authenticates.

Not inherited. Each user must
individually authenticate with
Server 2.

automatically.

lnherited from Server 1. Server

Server 1 authenticates

2 trusts everyone who
authenticates to Server 1
equally.

Access control
rules

Can be for specific users.

Treats everyone who
authenticates to Server 1
equally.

Client
configuration
redirection rules

Advantages

« Server 1 can be an Aventail
ExtraNet Server, other SOCKS
S server, SOCKS 4 server, or
HTTP proxy.

* Most secure, because no
security policy is inherited from
Server 1.

Disadvantages

Server 1 and Server 2.

+ Client is aware of Server 1 ]

only.
* User authenticates only once,
to Server 1.

* User may need to authenticate
more than once.
* Client must be aware of

i
* All users connecting through 7‘
Server 1 appear as a single %
user to Server 2.

I
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HTTP PROXIES AND WEB BROWSERS

Extranets often include Web pages that must be viewed with a Web browser.
When a Web browser uses an HTTP proxy server, Aventail Connect sees con-
nections being made to the HTTP proxy rather than to the final destination.
Therefore, Aventail Connect cannot redirect the connections to the Aventail
ExtraNet Server or provide authentication and encryption. For Aventail Connect
to function properly, the Web browser cannot use the HTTP proxy to connect
with sites protected in the extranet; this is because Aventail Connect must redi-
rect and encrypt connections. The Web browser can still use the HTTP proxy to
connect to sites that are not protected in the extranet.

If access to Web pages behind the Aventail ExtraNet Server requires users to
connect through a Web browser (e.g., Microsoft Internet Explorer or Netscape
Navigator), you must configure the Web browser to not use the HTTP proxy in
the Web browser for those sites protected in the extranet.

When users need to access Web pages behind an Aventail ExtraNet Server, you
must properly configure the Web browser.

Configuring Aventail Connect and the Web Browser

There are two approaches to configuring Aventail Connect for use with a Web
browser.

+ Configure the Web browser to not use the HTTP proxy for any traffic.
(Aventail Connect redirects all connections through the outbound
proxy.)

-OR-

+ Configure the Web browser to not use the HTTP proxy for only those
sites that are protected in the secure extranet. (Aventail Connect redi-
rects only extranet connections through the outbound proxy.)

To use either approach, you must first configure Aventail Connect. The Aventail
Connect configuration is the same for both approaches, whether you are config-
uring your browser to not use the HTTP proxy for all traffic or for protected sites
only.

_To configure Aventail Connect for use with a Web browser

1. In the Servers tab of the Config Tool, add the HTTP proxy as a server.

2. In the Destinations tab of the Config Tool, add the HTTP proxy as a destina-
tion.

3. In the Redirection Rules tab of the Config Tool, edit the “(everything else)”
rule to redirect all traffic to the HTTP proxy server.

4. In the Redirection Rules tab, select the HTTP proxy and select the Do not
redirect option.
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CAUTION: Make sure you do not redirect the outbound Proxy.
Redirecting the outbound server or proxy will instruct
the outbound proxy to redirect traffic to itself, causing
Aventail Connect to behave unpredictably.

To configure the Web browser to not use the HTTP proxy for all traffic
After you have configured Aventail Connect by following the instructions above,
configure the Web browser by using one of the following procedures.

* Microsoft Internet Explorer
a. On the View menu, click Internet Options.

b. Click the Connection tab.
c. Click to clear the Access the Internet using a proxy server check box.

* Netscape Navigator
a. On the Edit menu, click Preferences.

b. Under “Category,” click to expand Advanced, and then click Proxies.
c. Select Direct Connection to the Internet, and then click OK.

To configure the Web browser to not use the HTTP proxy for protected
sitesonly

After you have configured Aventail Connect, configure the Web browser by
using one of the following procedures.

* Microsoft internet Explorer
On the View menu, click Internet Options.

a.
b. Click the Connection tab.

c. Under “Proxy Server,” click Advanced.
d.

In the Exceptions box, type the URL of each site that is in the protected
extranet.

* Netscape Navigator
a. Onthe Edit menu, click Preferences.

b. Under “Category,” click to expand Advanced, and then click Proxies.

Select Manual Proxy Configuration, and then click View.

a

In the Exceptions box, type the URL of each site that is in the protected
extranet,
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CONFIGURING THE HTTP ProOXY

To allow SSL connections to destination ports other than 443 (https) and 563
(snews), you may need to configure your HTTP proxy. Typically, if you plan to
connect to @ SOCKS server on port 1080 using an HTTP proxy, you must
change the HTTP proxy configuration.

To avoid changing the HTTP proxy configuration, you must run the destination
Aventail ExtraNet Server on port 443 or port 563, and configure Aventail Con-
nect accordingly.

Most HTTP proxies can allow connections to port 1080. The following instruc-
tions describe how to configure the Microsoft Proxy Server, Netscape Proxy
Server, or Apache Web Server to allow port 1080 connections.

* Microsoft Proxy Server 2.0: Follow the Microsoft instructions at
http://support.microsoft.com/support/kb/articies/q184/0/28.asp.
You must modify a registry setting with regedt32. exe.
(regedit.exe will not work; you must use regedt32.exe.)

= Netscape Proxy Server 3.5: Add the following to your ob . conf file:
<Cbject ppath="connect://*"> (all ports)
Service fn="connect’” method="CONNECT"
</Object>
To specify a particular port, add the following to your oby . conf file:
<Object ppath="connect://*:1080"”

* Apache Web Server 1.3.2 (Linux) with Proxy Support: The following
two lines must be included in the httpd. conf file:

Proxy Requests On

AllowCONNECT <port list> (NOTE: This feature is available only
on version 1.3.2 and greater.)

EXAMPLE NETWORK CONFIGURATION

The following section describes the setup of Aventail Connect in an example net-
work configuration using the Aventail ExtraNet Server.

CONFIGURATION USING AVENTAIL EXTRANET SERVER

The following example network configurations show the Aventail ExtraNet
Server configured for a Mobile Extranet environment and a Partner Extranet ,
environment. This example emphasizes simplicity to facilitate easy adaptation to
real world network designs.
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Example Corporate Network Design using Mobile VPN

The design used in the example above consists of two individual Ethernet seg-
ments, one public and one private. The public segment is used to host anony-
mous services available to the general public. The public access is provided
through a router that is connected to the public Internet. The private segment is
used to house all of the corporation's private network resources and data to be
used only by internal company employees. The Aventail ExtraNet Server
depicted in this example is used to provide secure and monitored access to the
private LAN for mobile employees and partners. For security reasons the Aven-
tail ExtraNet Server is configured such that operating system routing is disabled.
Therefore, no direct network connections between the public LAN and the pri-
vate LAN can be created without being securely proxied through the Aventail
ExtraNet Server.

The mobile user workstations connected to the public Internet are the client
workstations, onto which, Aventail Connect will be deployed. Due to the routing
restrictions described above, these clients will have no network access beyond
the Aventail ExtraNet Server unless they are running Aventail Connect. Depend-
ing on the security policy and the Aventail ExtraNet Server configuration, Aven-
tail Connect will automatically proxy their allowed application traffic into the
private network. In this situation, Aventail Connect will forward traffic destined for
the private internal network to the Aventail ExtraNet Server. Then, based on the
security policy, the Aventail ExtraNet Server will proxy mobile user traffic into the
private network but only to those resources allowed. The client workstations we
focus on in this section are Microsoft Windows based PCs.

The Aventail ExtraNet Server in our example, has two network adapters config-
ured to use the internal [P address of 10.1.1.1 and an external address of
129.79.100.64.
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CAUTION:  Since the internal network address space is part of the
IANA reserved address space (per BCP RFC 1918)
routing MUST be disabled on this host and routing
advertisemnents for this internal network MUST NOT be
propagated to the outside world.

User authentication and encryption on the Aventail ExtraNet Server require all
users to use Aventail Connect to authenticate and encrypt their sessions before
any connection to the internal private network(s). For this example, the Aventail
ExtraNet Server encrypts all sessions with SSL.

Aventail ExtraNet Server product, consult the Aventail
ExtraNet Server Administrator’'s Guide.

@3 SEE ALSO: For additional information on how to configure the

Installing and using Aventail Connect for remote access purposes differs a bit
from its installation and use within a corporate network. First, configuration files
need to be kept locally on the workstation or laptop. This is due to the inability to
share a file server that allows direct access outside the perimeter of the private
network. Second, not all traffic passes through to the Aventail ExtraNet Server.
Only traffic destined for the internal network is authenticated and encrypted; all
other traffic passes through Aventail Connect unchanged. For instance, brows-
ing the Internet from the mobile user workstation occurs as if Aventail Connect is
not even running in the background. Large sites with many mobile users will
want to set up an internal file server for a network installation for all mobile users
to easily install and configure Aventail Connect. For more information, refer to
"Network Instaliation.”
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Example Corporute Network Design using Partaer VPN
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k

This section explains:

+ Commands on the System menu, including Close, Hide Icon (in Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51), Help,
About, Credentials, and Configuration File

* How to use the Aventail Connect utilities, including the Config Tool, the
Logging Tool, and S5 Ping, all displayed through the Utility Programs
menu.

* How to use Secure Extranet Explorer (SEE)/Extranet Neighborhood.

SYSTEM MENU COMMANDS

Even though Aventail Connect requires little to no interaction with the user, there
are commands on the Aventail Connect System menu. To display the System
menu, right-click the Aventail Connect icon in the system tray on the taskbar
(Windows 95, Windows 98, and Windows NT 4.0) or click the minimized Aven-
tail Connect icon (Windows 3.1, Windows for Workgroups 3.11, or Windows NT
3.51).

Close Closes Aventail Connect.

Hide Icon Hides the Aventail Connect icon from view. Not available in
Windows 95, Windows 98, and Windows NT 4.0.

Heip Accesses Help.
About Displays Aventail Connect About box.
Credentials Displays authentication credentials.
zonﬁguration File Selects new configuration file via Aventail Connect

Configuration File dialog box.

Each of the commands is discussed below.

CLOSE

This command closes Aventail Connect. Exiting Aventail Connect may limit
access to certain remote hosts or prevent you from using certain WinSock appli-
cations.
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HIDE IcON

This command hides the Aventail Connect icon from view (Windows 3.1, Win-
dows for Workgroups 3.11, and Windows NT 3.51 only}. Aventail Connect will
run in the background. The Hide Icon command is not available in Windows 95,
Windows 98, and Windows NT 4.0.

HELP
This command accesses Aventail Connect Help.

ABoOuUT

This command displays the Aventail Connect About box, which includes Aven-
tail Connect software copyright notification, version information. and so on.
Clicking More displays a list of files used by the current version of Aventail Con-
nect.

CREDENTIALS

This command displays the Manage Credentials dialog box. Credentials
include the information (such as username/password) that you enter when
establishing a connection to an extranet (SOCKS) server requiring user authen-
tication. (Aventail Connect prompts you with an authentication dialog box.) As
long as your credentials are in memory, you can establish connections to associ-
ated extranet servers without needing to reenter your authentication information.

You cannot edit credential data fields; you can, however, delete individual cre-
dential entries. Aventail Connect will prompt you to enter updated authentication
information when you reestablish a connection to the associated extranet server.

] Manage Credentials
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NOTE: You cannot edit the "AUTHINFQ” entries in the Manage Creden-
tials dialog box. This information is for diagnostic purposes only.

E i

SOCKS Server Extranet (SOCKS) server name.

User Name User name for the extranet server.
Method Authentication method.

To‘delevte a crredrer)ti‘a”l entry

Delete authentication credentials when they are no longer correct. After the cre-
dentials are deleted, you will be prompted to reenter them the next time you con-
nect to the associated extranet server.

* Select the credential entry you want to delete and click Delete.
This deletes the credential information.
To exit the Manage Credentials dialog box
* Click OK to accept changes to the credentials and close the dialog box.
-OR-

* Click Cancel to close the dialog box without accepting any changes you
might have entered.

NOTE: Clicking Apply saves changes but keeps the dialog box open so
you can keep working.

CONFIGURATION FILE

This command lets you load a different configuration file via the Aventail Con-
nect Configuration File dialog box. Aventail Connect 3.1 allows you to use a
new or modified configuration file immediately, without needing to restart Aven-
tail Connect and any Aventail-processed applications.

For more information about the configuration file, refer to “Configuring Aventail
Connect.”
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To load a configuration file

* Select the configuration file you want to load (use the Browse button), and
then click OK.

* If you want Aventail Connect to start automatically with your most recent
choice of configuration file, select the Automatically start... check box, and
then select the start delay (in seconds).

The new configuration file transparently loads into Aventail Connect. You
can close and restart Aventail Connect for your change to take effect, or
wait the specified length of time if you selected the Automatically start...
checkbox.

UTILITIES

To display the Utility Programs menu, right-click the Aventail Connect icon in
the system tray on the taskbar (Windows 95, Windows 98, or Windows NT 4.0)
or click the minimized Aventail Connect icon (Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51).

Aventail Connect Utility Program Menu Commands.
T s = et = ;:3
R
iz ¥ iy 53 =iy
Config Tool Runs the Config Tool. (Optional)
Logging Tool Runs the Logging Tool. (Optional)
S5 Ping Runs the ping and traceroute utilities. (Optional) J

Each of the commands is discussed below.
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optional components and will only appear when the network
administrator has included them in a custom setup package.
They are discussed in the sections “Config Tool,” "Logging Tool,"
and "S5 Ping.”

Z’ : i NOTE: The Config Tool, Logging Tool, and S5 Ping commands are
T —

CONFIG TooL

The Aventail Connect Config Tool creates configuration files that determine how
network requests will be routed and which authentication protocols will be
enabled. (This option may not be available to all users if the network administra-
tor has chosen not to install it.)

5 Config Yool - l'ﬁzih.\a&wﬁnmi%vntaﬂt:fg ‘

Network administrators generally create configuration files during Aventail Con-
nect installation. However, you can add, remove, or maodify configuration files at
any time. If necessary, you can create several configuration files for different
users or user groups. Some configuration files may reside on a networked drive,
accessible by multiple users. Other configuration files may be tailored to a spe-
cific user on an individual workstation. "Configuring Aventail Connect” discusses
the Config Tool in detail.

LOGGING TooL

The Logging Tool is an optional diagnostic utility for tracing Aventail Connect and
WinSock activity. When running a trace, the Logging Tool displays errors, warn-
ings, and information as Aventail Connect generates them. You can save the
message list to a log file that Aventail Technical Support can use in troubleshoot-
ing technical problems, including Aventail Connect network, extranet (SOCKS)
server, and WinSock application interoperability problems. Aventail Technical
Support engineers may request that you perform a verbose trace, log it to a file,
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and e-mail it to them as an attachment. Log files are also useful when running
Aventail Connect for the first time, to ensure that network traffic is being routed

properly.
To trace Aventail Connect activity

1. Windows 95, Windows 98, or Windows NT 4.0: Either right-click the Aventail
Connect icon (in the system tray on the taskbar) and click Logging Tool, or
select Start | Programs | Aventail Connect | Logging Tool.

-OR-

Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51- From the
Aventail Connect program group, double-click the Logging Tool program
icon.

e
v W information  w

| Message = - cEoi i Typel Date! | Thnew

|€® ftfade01 Running on Win9 . 12;08/98 11:00:18

1O fifadedl Redirecting conn .. : 12/08/98 11:00:19

1@ ffae319 CCM; Authenticati _ 1208798  11:00:24

@ fifade01 Redirecting conn 12/08/98 11:00:25

1 fffae319 CCM:; Authenticati 12408498 11:00:26

1@ fffade01 Redirecting conn . [ 1208798 11:00:28

€ ftfade01 Redirecting conn .. 12/08/98 11:00:29

'@ fifae319 CCM: Authenticati 12/08/98 11:00:29

o fffae319 CCM: Authenticati _A 12J08/98 11:00:29

D fffade01 NetSocket revev() . % 12/08/98 11:00:39

[D fttade01 NetSacket revev() % 12/08/98 11:00:39 ‘
|® fttade01 Redirecting conn 1240898 11:00:39 , , _‘*J

2. In the Log menu, click Level and select one of the five levels of information
you want to trace.

-OR-
Select one of the five levels from the drop-down list on the toolbar.
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Select

Fatal Errors Fatal errors only

Errors

Errors and fatal errors only
_Warnings Errors and warnings only
Information Errors, warning, and information
Verbose All of the above, and more descriptive information on progress of

connections

3. On the Log menu, click Trace.
-OR-
Click the Trace On button on the toolbar (shown below).

M Trace onlil

The log window will now record and display trace information as it is generated
by Aventail Connect. You can tell when the trace function is active because mes-
sages are scrolling down the screen and the Trace On button is depressed.

4. When you are ready to stop the Trace function, click Trace on the Log menu.
-OR-
Click the Trace Off button on the toolbar (shown below).
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& Logging Tool
s

Ty o

 Dakid lgging:

The Trace function stops. You can now scroll through the results, print them,
and/or save them to a file.

To save a log file

The Logging Tool allows you to append each new message totheend of a . LoG
file during the trace, or save the contents of the log window at any time. If you
save during a trace, Aventail Connect will append messages to the log file until
you stop the log function. You must save data in the log window to retain it.

You cannot open a preexisting log file from within the log window. To open a pre-
existing log file, you must open it in a text editor such as Notepad.

1. To save a log file as the data is being generated, click Log to File on the Log
menu. Enter the filename in the Select Log File dialog box.

-OR-
Click the File Logging button on the toolbar (shown below).
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4 Logging Tool

File LognglD%té}(;«L" T

Lbgdieclytoafie et e sk R [T TET Uy

2. Enter the filename in the Select Log File dialog box.

+ To save the contents of the log window at any time, click Save As on
the Log menu and then enter the filename.

To filter messages in the log window - -

You can filter the contents of a log window by selecting the types of messages
you want to view. By selecting a specific type of message, you can easily scan
the information on-screen. If you save data to a log file, a view filter will not affect
the file contents; it merely adjusts the screen display of those contents.

1. On the View menu, click Filter Messages to display the Filter dialog box
-OR-

Click the Filter button on the toolbar (shown below) to display the Filter dialog
box.
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- ﬁlterid;’., o

NOTE: The Filter function is an on/off toggle. If the filter is enabled,
select Filter Messages to turn it off, then select jt again to dis-
play the Filter dialog box.
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e SR

Select any of the five filters to display errors, fatal errors, warnings,

Categories

information and/or verbose information in the log window.
Log Type Select the type of log to be filtered. (Cumently, the only valid log

type used in Aventail Connect is Misceltaneous.)

Application 32-bit Show messages from 32-bit applications.r

Type*

16-bit Show messages from 16-bit applications.

*These options are disabled if you are running 16-bit Windows,

2. Under "Categories," select one or mare of the five filter check boxes. The log
window will adjust the display based on your selection(s).

3. Under “Log Type,” select the log type to filter.
4. Under "Application Type," select one or both of the check boxes.

To change the view parameters

The display font and window options can be customized as follows:

*On the View menu, click Font. Enter your font preferences into the standard
Windows Font dialog box.

* To display or hide the toolbar and status bar, click Toolbar and/or Status
Bar on the View menu.

To copy the log window

You can copy the log window contents to the Windows Clipboard.

* To copy all of the log window contents to the Windows Clipboard, click
Select All on the Edit menu. Then click Copy on the Edit menu, or click the
Copy button on the toolbar.

* To copy selected messages to the Windows Clipboard, drag the mouse over
the messages to highlight them. Then select Copy on the Edit menu or click
the Copy button on the toolbar.
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4 Logging Tool

B B ) g T

Copy the selection and put i or}

To print the log window

You can print the contents of the log window can be printed only in its entirety.
* On the Log menu, click Print.
-OR-
Click the Print button on the toolbar.

The entire contents of the window will print, regardless of whether you
have specific messages selected. If you have filtered the display, only the
filtered messages will print.

To find a specific message

The Find command will only work with data displayed in the window. If the dis-
play has been filtered, only the filtered messages will be searched. The Find dia-
log box remains active until you close it.

* On the Edit menu, click Find.
-OR-
Click the Find button on the toolbar.

Then enter your search parameters in the Find dialog box.

Clear the log window contents when you are ready to execute a new trace.
* On the Edit menu, click Clear All.
-OR-
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Click the Clear All button on the toolbar.

To cloge the qu window

When you are ready to close the log window, make sure you have saved the
contents of the trace for later reference. All settings are saved when you exit.

* On the File menu, click Exit.

S5 PING

Two of the most useful diagnostic tools in an administrator's arsenal are the ping
and traceroute utilities.

* The ping utility checks for network connectivity between two hosts and
returns information about the quality of the connection.

+ The traceroute utility checks for network connectivity by displaying
information about routers between two hosts. It displays information for
each hop.

Ping and traceroute both use Internet Control Message Protocol (ICMP).
SOCKS v5 is designed to handle TCP and UDP protocols; however, SOCKS v5
does not support ICMP. Because ping and traceroute are based on ICM P, there
is no way to directly proxy a ping or traceroute request. To circumvent this prob-
lem, Aventail Connect provides a utility called S5 Ping.

S5 Ping determines whether a host outside of an extranet server is active. After
aresponse from the host returns, the extranet server relays the data back to the
client and displays it in the S5 Ping dialog box.

To launch S5 Ping

You can use S5 Ping whether or not Aventail Connect is running. However, if the
server that you are connecting through requires authentication, you must load
Aventail Connect before reconnecting.

* Windows 95, Windows 98, or Windows NT 4.0: Select Start | Programs |
Aventail Connect | S5 Ping.
-OR-
Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51: From
the Aventail Connect program group, double-click the S5 Ping program
icon.
-OR-

If Aventail Connect is already running, right-click the Aventail Connect
icon on the taskbar and click S5 Ping (Windows 95, Windows 98, or Win-
dows NT 4.0), click the minimized Aventail Connect icon in the System
menu (Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51).

The S5 Ping dialog box appears.
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NOTE: S5 Ping will function without a properly configured Aventail Con-
nect; however, the user will be required to type the information
about the target extranet server and target host into the SOCKS
Server and Destination boxes.

Operation Select ping or traceroute.

SOCKS Server The Extranet (SOCKS) server that will execute the
operation. If Aventail Connect is already configured, this list
will be preloaded with extranet servers from the
configuration file.

Destination The extranet server you want to ping (or traceroute). If
Aventail Connect is already configured, this list will be
preloaded with single host destinations defined in the
configuration file. (See “Configuring Aventail Connect.”)

Results The results of successful connection. The format of the
results will vary based upon the extranet server platform.

|

S5 Ping can be used whether or not Aventail Connect is running. However, if the
server that you are connecting through requires authentication, you must load
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Aventail Connect before connecting. The network administrator may or may not
make S5 Ping available to users during installation. In some cases, the S5 Ping
command will not appear on the Aventail Connect System menu or in the pro-
gram group.

Once the S5 Ping dialog box opens, you can execute a ping or traceroute net-
work operation.

To run ‘p,ing or "acs%r!’!%téysiﬂq§5 Ping

S5 Ping has two modes of operation: ping and traceroute.
1. Under "Operation," select one of the two options, Ping or Traceroute.

2. Under "SOCKS Server," select an Aventail ExtraNet Server to carry out the
operation. If no servers are listed (because S5 Ping did not locate an Aventail
Connect configuration file), type the extranet server's hostname or IP
address.

3. Under "Destination," select a single host destination to ping or traceroute. If
no hosts are listed (because S5 Ping did not locate an Aventail Connect con-
figuration file), type the hostname or IP address of the host you want to ping
or traceroute.

4. Click Start to execute the operation. Start then changes to Stop. Results
from any previous operation are cleared from the window.

5. If the extranet server requires authentication, you may be prompted with a
server certificate or required to enter a username and password. (For more
information about server certificates and username/password authentication,
see "Manage Authentication Modules" in the Administrator's Guide.)

6. Once the connection to the host has been made, the information returned
from the server will be displayed in the Results window.

To stop ping or traceroute

* Click Stop.

This stops the operation and changes Stop to Start. The results of the
operation remain displayed in the S5 Ping dialog box.

To exit S5 Ping

* Click Exit.

This clears the results and closes the S5 Ping dialog box.
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SECURE EXTRANET EXPLORER

Secure Extranet Explorer (SEE) allows you to view your Extranet Neighborhood,
which is accessed through the Extranet Neighborhood icon on your desktop.
The Extranet Neighborhood user interface resembles that of Network Neighbor-
hood. However, while Network Neighborhood displays all computers on your
local network, Extranet Neighborhood allows you to browse, copy, move, and
delete files from remote computers via the Aventail Connect extranet connec- .
tion. With Extranet Neighborhood, all interaction with the remote server can be
secured. Network administrators determine which local and remote computers
are available to users.

NOTE: Some installations of Aventail Connect may not include SEE.
Network administrators can decide whether or not to include SEE
in a custom setup package.

Extranet Neighborhood, a Windows Explorer shell extension, is a collection of
Windows file servers and Windows NT domains. Network Neighborhood dis-
Plays only those remote computers that the network administrator has specified, -
SEE requires a hosts file (SEEHosts) that determines which Windows file se Ve
ers and NT domains are available. You can include a SEEHosts file with the -
Aventail Customizer tool. If users install a custom package that does not include
a SEEHosts file, then the first time they open Extranet Neighborhood, SEE will
create a SEEHosts file. For more information, see the "Customizer” section in
the Administrator's Guide.

Extranet Neighborhood offers Aventail Connect users a secure alternative to tra-
ditional file-browsing methods. Users can securely access computers from the
desktop through Extranet Neighborhood (see icon below), or through Windows
Explorer.

Generally, you will use Extranet Neighborhood to connect to a remote network
through Aventail Connect. For example, you will use Extranet Neighborhood
when:

* Yyou are inside the office, on the corporate network, and you connect
through an Aventail ExtraNet Server to your company’s remote site, or
to another company’s network.

* you are outside the office, and you connect your laptop through an
Aventail ExtraNet Server to your internal company network, or to
another company’s network.
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NOTE: To use Extranet Neighborhood with remote hosts, Aventail Con-
nect must be running and configured correctly.

HOw EXTRANET NEIGHBORHOOD WORKS

Typnca}ly, with Windows networking, the Microsoft Windows Explorer and Net-
work Neighborhood browse files using NetBIOS (NBT), over TCP. Network
Neighborhood does not use the standard WinSock programming interface. This
prevents Aventail Connect from redirecting TCP connections. Since Aventail
Connect redirects only WinSock calls, it cannot redirect NBT cails.

To deliver a secured version of standard Windows browsing, Aventail Connect
redirects NBT calls to WinSock. This allows Aventail Connect to redirect this traf-
fic based on a set of redirection rules, as defined in the Aventail Connect config-
uration file.

Extranet Neighborhood can use either hosts files or Windows Internet Naming
Service (WINS) servers to map a computer’s Internet (host) name to its Win-
dows machine name. Without a hosts file or a WINS server, Extranet Neighbor-
hood cannot associate a computer’s Internet name with its Windows machine
name.

Extranet Neighborhood includes a browsing mode, which aliows you to view a
dynamic list of available Windows hosts. Hosts files provide a static list of hosts

There are two basic methods for configuring Extranet Neighborhood.

* Listing WINS Servers: List only WINS servers for the domain(s) in the
hosts file. You do not need to list individual hosts within the domain.

* Listing Individual Hosts: List every individual host in the hosts file that
will be accessible to users.

LisTING WINS SERVERS

To use Extranet Neighborhood in the browsing mode, you must configure Extra-
net Neighborhood to use WINS, and you must identify the IP address (host-
name) of the WINS server(s) and, possibly, the primary domain controller (PDC)
for the domain. If you do not specify a WINS server, you will not be able to use
Extranet Neighborhood in the browsing mode.

The PDC for the domain is required only if the destination network is not acces-
sible by UDP. (For example, when using MultiProxy, the destination network is
not UDP-accessible.) When Extranet Neighborhood is in browsing mode, it must
be able to resolve the name of the host. If the destination network is UDP-acces-
sible, then the WINS server is used to map a computer’s Internet (host) name to
its Windows machine name. If the destination network is not UDP-accessible,
then Extranet Neighborhood uses the PDC and DNS to determine the host's
address.
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LISTING INDIVIDUAL HOSTS

To use Extranet Neighborhood in the static host list mode, you must define, in
the hosts file, each individual host in the domain. This allows you to restrict -
access to designated hosts only. In the hosts file, you must specify the host's IP
address or DNS name along with the Windows machine name. WINS and PDC
are not used in this method.

INSTALLING EXTRANET NEIGHBORHOOD

When installed, Extranet Neighborhood appears on your desktop as an icon,
and in Windows Explorer. You can open, move, copy, and delete files in Extranet
Neighborhood just as you would in Network Neighborhood.

If you need to install Extranet Neighborhood, install it from the Aventail Connect
CD. Or, if you downloaded your copy of Aventail Connect, run the downloaded
executable package. When the Installation Components and Sub-compo-
nents dialog box appears, select Extranet Neighborhood (located under Com-
ponents). Continue with the installation process.

The default installation directory is
\Program Files\Aventail\Connect.

NOTE: Secure Extranet Explorer/Extranet Neighborhood is available
only on Windows 95, Windows 98, and Windows NT 4.0 operat-
ing systems.

CONFIGURING EXTRANET NEIGHBORHOOD

You can include a SEEHosts file with the Aventail Customizer tool. Only by
installing a custom package will users have a local or remote hosts file
automatically configured. If users install a custom package that does not include
a SEEHosts file, the SEE Configuration wizard will run when users open
Extranet Neighborhood for the first time The SEE Configuration wizard walks
you through the process of defining local or remote hosts files. Aventail
recommends that you use the Customizer tool to distribute Extranet
Neighborhood, bundled with a hosts file, in a custom setup package.

Extranet Neighborhood can automatically construct a hosts file from your local
network or a remote network. Using the Search feature, Extranet Neighborhood
can automatically “browse” available computers and build the local hosts file.
The Search feature is available through the Extranet Neighborhood Proper-
ties | Local tab. Alternatively, you can enter the names of the available comput-
ers manually. The Search feature browses only those computers that are within
your internal network. To search remote networks, you must manually enter the
fully qualified hostname of each remote WINS server that is outside your Aven-
tail ExtraNet Server. When using the Search feature, the same UDP restrictions
described in “Listing WINS Servers” apply
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NOTE: To use the Search feature, Aventail Connect must be running and
configured correctly.

Do not use the Search feature if you are using the WINS-browsing mode. The
Search feature builds the local hosts file for all of the computers, which is not
necessary with WINS. Use Search when creating a local hosts file using the “list-
ing individual hosts” method.

NOTE: When you click Search, you may see more than one domain in
the resulting local hosts file. This is because Search includes
trusted domains.

To create a hosts file

Use this procedure if you have not yet created a hosts file.

1. Decide which method, listing WINS servers or listing all individual hosts, to
use.

2. If no hosts file exists, launch Extranet Neight;orhood (Extranet Neighborhood
will prompt you automatically if you are running Extranet Neighborhood for the
first time),

-OR-
Right-click the Extranet Neighborhood icon on your desktop and then click
Properties.

3. Follow the on-screen instructions to create the hosts file.

4. To distribute the new hosts file, include the SEEHosts file in your custom
setup package, if using the Customizer tool.

After creating the hosts file, users can browse only those domains and machines
that the network administrator has included in that list of hosts. This list may be a
local hosts file called “SEEHosts” and/or a remote host list, which is identified by
[snare]\[patn]\[filename].

NOTE: To use the browsing mode, you must specify the domain’s WINS
server(s) in the local hosts file.

CAUTION: SEE cannot recognize share names that contain special
characters (e.g., €) or multiple spaces (e.g., Aventail
Custom Computer). SEE also will not recognize hidden
one-letter share names (e.g., C$ or D$).
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SEE CONFIGURATION METHODS

There are numerous methods for configuring SEE. The three most common
methods are described below.

Local Hosts File Method

With this method, the hosts file contains a list of all domains and servers in the
local hosts file. Every host is listed.

There are two ways to configure SEE using this method.

* Inthe Extranet Neighborhood Properties | Local tab, manually add
each domain and host to the local hosts file

-OR-

+ Onthe Local tab, click Search, click Search Local Network, and then
search any remote networks, if necessary. SEE automatically builds a
list of all hosts. You may delete hosts from the local hosts file if you do
not want users to view them.

NOTE: To view your domains, double-click the Extranet Neighborhood
fcon on your desktop. If you make changes to the hosts file, you
can reload the Extranet Neighborhood domains window by
pressing the r% key.

Remote Hosts File Method

With this method, the local hosts file contains the path of the remote hosts file,
and the remote hosts file contents are determined by which configuration
method you use.

To use this method, first create the remote hosts file, and then create a local
hosts file that points to the remote hosts file.

To configure SEE using the remote hosts file method
1. Create a local hosts file, using one of the methods listed above, and copy it to

a central {ocation. (This creates a remote hosts file; this file is not distributed
with Aventail Connect.)

2. On the Remote tab, click Add, and then add a pointer to the remote hosts file
that you created in Step 1. (This file is distributed with Aventail Connect.)

NOTE: You can point to multiple remote hosts files on a single list

WINS Browsing Method

With this method, the hosts file contains a list of all domains, and the WINS serv-
ers for each domain. You do not need to list all of the computers.

Aventail Connect 3.1/2.6 Administrator’s Guide * 99

Petitioner Apple Inc. - Ex. 1023, p. 400



Utilities Reference Guide

To use this method, add each domain in the Local tab, specifying the primary
WINS server and, if applicable, the secondary WINS server, and then select the
Make domain browsable check box in the Windows Domain dialog box.

Choosing a Method

Each of the three methods has advantages and disadvantages. The table below
lists pros and cons for each of the three methods.

froH

Local hosts The administrator The administrator must update the local

file with controls exactly hosts file if file servers are added to or
individual which hosts the users | removed from the domains.
computers can see. On slower

connections, this
method is fastest
since you do not
need to send a list of
servers to the client.

Remote hosts | « The administrator | * Users are immediately prompted to

file can edit the centrally | enter authentication credentials upen
stored hosts file opening SEE (because SEE must load
whenever necessary. | the remote hosts file).
* If the hosts file is * If a user loses network connectivity to
stored behind a the hosts file, SEE will not display the list
firewall, SEE can go of hosts/computers.
through an extranet
server (using
encryption and
authentication) to
reach it.
Local hosts The administrator * The administrator must update the local
file with WINS | does not need to , hosts file if domains are added or
browsing update the hosts file removed.

if new computers are

added or removed. * The administrator cannot control which

computers appear in SEE; all computers
in the NT domain are displayed.

* On slower connections, this method is

slower than other methods because a list
of computers must be sent to the client.

You are not limited to using only one method for configuring SEE. Youcan use a
combination of the various methods. For example:

+ Use WINS browsing for some domains, and explicitly list hosts for other
domains

-OR-

* Use multiple remote hosts files
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-OR-

* Specify some computers in a local hosts file and others in aremote
hosts file.

SEE PROPERTIES

To access information about the current configuration of SEE, or to make
changes to that configuration, right-click the Extranet Neighborhood icon and
click Properties, or click View | Options in any open SEE window. The Extra-
net Neighborhood Properties window will appear with the General tab
selected.

THE GENERAL TAB
The General tab displays information about the current configuration of SEE.

$ E stranet Mesgbbodseod Progiets

THE LocaL Tas
The Local tab displays the computers that are listed in the local hosts file.
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Extranet N

AYENTAJL: not browsable}
BOBKA [not browsable}
TEST [nat browsable
TRUSTDOMAIN [not browsable)
WORKGROUP {not browsable]

W EEE )

If you have specified a host in the local hosts file, you can add, edit, or remove
computers or domains that appear in the Local tab. If you have specified hosts
in the remote hosts file, they will not appear in this tab. To edit hosts in the
remote hosts file. you must copy the file to your Aventail Connect directory, edit
it, and then replace it in the remote hosts directory.

If you are using the WINS browsing mode, the individual computer names will
not appear. Any hosts specified in remote hosts files, including WINS servers,
will not appear in this tab.

The Add Host and Add Domain buttons allow you to add additional computers
or domains in the Add Host to Aventail dialog box and the Windows Domain
dialog box.

If no computers or domains appear in your Local tab, check the Remote tab. It
Is possible that your network administrator has configured Extranet Neighbor-
hood with only a remote hosts file.

The Search feature can automatically browse available computers in local or
remote domains and populate your local hosts file. Alternatively, you can enter
the names of the hosts files manually.
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b NOTE: To view your domains, double-click the Extranet Neighborhood
-~ icon on your desktop. To reload the hosts files in the Extranet
Neighborhood domains window. press the r5 key.

NOTE: Inthe Local tab, “browsable” domains do not show individual
computers in them.

Hosts File Locking

If the controls in this window are disabled (dimmed), then the hosts file has been
“locked.” The network administrator determines which, if any, hosts files are
locked.

You can lock and unlock files from any Extranet Neighborhood Properties tab.
+ Tolock a file, use the Ctri+L command.
+ Tounlock a file, use the Ctrl+U command.
Windows Domain Dialog Box

To open the Windows Domain dialog box, click Add Domain in the Extranet
Neighborhood Properties | Local tab.

For each domain, you can either specify the WINS server names or specify each
individual host that should appear in the domain. Listing WINS servers will result
in a smaller, more manageable hosts file. You must add a domain before you
can add hosts to that domain.
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To make the specified domain ‘browsable,” enter WINS server information in the
Primary WINS Server box and, if desired, the Secondary WINS Server box. In
both of these boxes, you can enter either the server's IP address or its fully qual-
ified host name. You must also select the Make domain browsable check box.
If you do not select the Make domain browsable check box, Extranet Neighbor-
hood will display only those computers in the local or remote hosts file, even if
you have specified a WINS server.

NOTE: To use the browsing mode for a domain, you must specify the
domain's WINS server(s) in the hosts file. You must specify the
WINS server(s) only if you want to use the browsing mode.

To view your domains, double-click the Extranet Neighborhood icon on your
desktop. To reload the hosts files in this screen, press the £5 key.

Add Host to Aventail Dialog Box

To open the Add Host to Aventail dialog box, click Add Host on the Extranet
Neighborhood Properties | Local tab.

[Add Host 1o AVENTAIL

Aventail Connect automatically places hosts within the domain that is selected
when you click Add Host. Select the correct domain before clicking Add Host.
You must specify a domain before you can add hosts to that domain.

In the Host name or IP address box, be sure to enter the server’s Internet
address, not its Windows machine name.

THE REMOTE TAB

If the network administrator has configured Extranet Neighborhood to use a
remote hosts file, this tab displays the information about the currently configured
remote hosts file(s). Server name, host name or address, pathname, and user-
name are all configurable through the Remote tab.
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Remote hosts files are always used in conjunction with a local hosts file. VWhen
you add a remote hosts file to the list, Extranet Neighborhood adds the path to
the local hosts file. Extranet Neighborhood always has a single local hosts file;
this file can include references to multiple remote hosts files.

The most common configuration is one remote hosts file (with all domains and
hosts in the remote hosts file) and one local hosts file that contains a pointer to
the remote hosts file. If you want users to share a common hosts file, and if you
want to simplify administration, use a remote hosts file.

To add entries to the list of remote hosts files, click Add. The Remote Hosts File
dialog box appears, and you can type the names of the remote hosts file(s) you
want to add.

NOTE: To access remote hosts files, Aventail Connect must be running
and configured correctly.

Remote Hosts File Dialog Box

To open the Remote Hosts File dialog box, click Add on the Remote tab.
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Host File

When entering the Universal Naming Convention (U NC) filename of the remote
hosts file that you are adding, note that the [SERVER] name is the Windows
machine name, not its IP address or hostname.

In the Host name or IP address of Server box, be sure to enter the server's
internet address, not its Windows machine name.

NOTE: Extranet Neighborhood ignores any remote hosts files that it can-
not access.
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Troubleshooting

F

Aventail Connect-related problems tend to fall into four categories: Installation,
Netwark Connectivity, Configuration, and Application and TCP/IP Stack Interop-
erability.

AVENTAIL CONNECT INSTALLATION PROBLEMS

When the instructions in "l nstalling” in the Administrator's Guide are followed,
Aventail Connect installation problems rarely occur. When they do occur, they
are often the result of:

* Toolbars, virus-checking utilities, or other Windows applications
running during the installation

If any of these are running during a failed installation, close them, unin-
stall Aventail Connect, reboot, and then re-install Aventail Connect,
ensuring that the toolbars, virus-checking utilities, or applications are
not automatically restarted when the system reboots.

* Insufficient RAM or free space on the volume to which Aventail
Connect is being installed
If you suspect either of these as the cause of a failed installation,
increase the available resources and retry the installation.

* Corrupted Aventail Connect installation media, or corrupted or
incomplete FTP of Aventail Connect self-extracting, executable
installation file

If you suspect corrupted Aventail Connect installation diskettes as the
cause of a failed installation, contact Aventail Technical Support
(206.215.0078) for assistance in determining whether the files on the
diskettes may have been corrupted and whether Aventail or your ven-
dor must supply replacement diskettes.

If you suspect a corrupted or incomplete FTP transfer of Aventail Con-
nect installation files obtained over the Internet, retry the transfer taking
care to ensure that the FTP client is in binary mode and confirm that the
transfer completes normally. Contact Aventail Technical Support to con-
firm that the byte size of the transferred installation file is correct

* Installation to a workstation on which Aventail Connect was run-
ning or from which a previous version of Aventail Connect was not
completely uninstalled
If you suspect either of these circumstances as the cause of a failed
installation, contact Aventail Technical Support.
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* Installation script errors

Aventail Connect is installed with InstaliShield. If InstallShield reports
errors during a failed installation, note the text of the error messages
and the specific circumstances in which they occurred and contact
Aventail Technical Support.

NETWORK CONNECTIVITY PROBLEMS

Before Aventail Connect can successfully redirect WinSock application connec-
tions:

1. The workstation on which Aventail Connect is installed must also have a prop-
erly installed, WinSock-compatible, TCP/IP stack running on it.

This installation can be confirmed by successfully pinging the IP address of
the workstation, from the workstation itself, using a WinSock ping application.
If this test fails, the failure must be corrected before Aventail Connect can be
tested and before Aventail Technical Support can provide assistance.

2. Basic TCP/IP network connectivity must exist between the client workstation
on which Aventail Connect is installed and the extranet (SOCKS) server(s) to
which it is configured to redirect connections.

This connectivity can be confirmed by successfully pinging the extranet
server(s) by IP address, from the client workstation. If this test fails, the failure
must be corrected before Aventail Connect can be tested and before Aventail
Technical Support can provide assistance.

3. Basic TCP/IP network connectivity must also exist between the extranet
server(s) and the network host(s) to which the extranet server(s) are expected
to proxy connections.

This connectivity can be confirmed by successfully pinging the network
host(s), by IP address, from the extranet server(s). If this test fails, the failure
must be corrected before Aventail Connect can be tested and before Aventail
Technical Support can provide assistance.

AVENTAIL CONNECT CONFIGURATION PROBLEMS

This section addresses troubleshooting of simple Aventail Connect configuration
problems. Troubleshooting complex Aventail Connect configuration problems is
beyond the scope of this section.

It is easiest to troubleshoot Aventail Connect configuration problems by creating
and testing simple Aventail Connect configuration files, such as those that may
be created with the Aventail Connect configuration wizard. However, all refer-
ences to host and domain names must be removed from configuration files cre-
ated with the wizard, before testing, to defer possible name rasoiution
complications until the files can be demonstrated to work with IP addresses
alone.
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NOTE: The IP address and SOCKS port number of the extranet
(SOCKS) server(s) to which Aventail Connect must connect must
be known before troubleshooting Aventail Connect configuration
problems. Neither Aventail Connect, nor Aventail Technical Sup-
port, can discover the IP address or port number of the extranet
server(s).

When troubleshooting Aventail Connect configuration problems; confirm that the
Aventail Connect configuration file that is currently selected in the Configura-
tion File dialog box is the one intended for testing.

After selecting a configuration file to test, open the Aventail Connect Config Tool
and:

1. Confirm that the extranet server has been correctly identified by IP address.

Click the Servers tab, select the server alias and then click Edit.... Compare
the IP address in the Hostname or IP box with that of the extranet server.

If the extranet server is a SOCKS v5 server, click SOCKS v4 in the “SOCKS
Version” area of the Servers tab. Then click Detect Version. The selection
will revert to SOCKS v5, indicating that Aventail Connect detected a SOCKS
v5 server running at the |IP address specified in the Hostname or IP box.

If, on the other hand, the extranet server is a SOCKS v4 server, click SOCKS
v§ in the “SOCKS Version” area. Then click Detect Version. The selection
will revert SOCKS v4, indicating that Aventail Connect detected a SOCKS v4
server running at the IP address specified in the Hostname or IP box.

If Detect Version fails to detect an extranet server of either version, it is pos-
sible that no extranet server is running on the host identified in the Hostname
or IP box. Contact your extranet server administrator to confirm that the extra-
net server is running at the address specified.

2. Confirm that all Aventail Connect authentication modules are enabled.

Click the Authentication tab and confirm that the “traffic light” icons for all of
the authentication Modules are green, indicating that the modules are
enabled. Enabling all the modules configures Aventail Connect to attempt any
form of authentication demanded by the extranet server or null (no) authenti-
cation. Note the form of authentication demanded by the extranet server and,
if necessary, obtain the proper authentication credentials, such as an extranet
server username and password, from the extranet server administrator.

3. Confirm that the network hosts to which the extranet server is expected to
proxy connections are within a redirected destination.

Click the Destinations tab, select the destination that includes the network
host to which the extranet server is expected to proxy connections, and then
click Edit.... Confirm that the definition of the Destination includes the network
host.

Next, click the Redirection Rules tab. Confirm that connections to the Desti-
nation are configured to be redirected by the extranet server.
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After making any necessary changes to the Aventail Connect configuration,
restart Aventail Connect and then restart any WinSock applications before
testing the new configuration.

APPLICATION AND TCP/IP STACK INTEROPERABILITY
PROBLEMS

Aventail Connect is intended to “automatically socksify” all “well-behaved” Win-
Sock applications. Occasionally, you may find WinSock applications that Aven-
tail Connect does not socksify, due to interoperability problems with the
application.

Aventail Connect is also intended to run on all WinSock-compliant Microsoft
Windows TCP/IP stacks. Aventail Connect does not alter or replace WinSock or
any other core TCP/IP components (files) provided by the operating system.
Occasionally, you may find WinSock stacks on which Aventail Connect does not
run as expected, due to interoperability problems with the stack.

If you suspect an application or stack interoperability problem, report it to Aven-
tail Technical Support. Aventail will make every reasonable effort to resolve
interoperabitity problems.

AVENTAIL CONNECT TRACE LOGGING

Aventail Connect includes a Logging Tool for tracing Aventail Connect and Win-
Sock activity. Aventail Connect traces are often useful in troubleshooting Aven-
tail Connect network, extranet server, and WinSock application interoperability
problems. Aventail Technical Support engineers may request that you perform a
verbose trace, log it to a file, and e-mail it to them as an attachment.

Torunan Aventail Connect trace o

1. Close any WinSock applications that are running on the workstation.
2. If Aventail Connect is running, close it and then restart it.
3. Start an Aventail Connect trace.

In Windows 95, Windows 98, and Windows NT 4.0, right-click the minimized
Aventail Connect icon in the system tray, and click Logging Tool. In Win-
dows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51, double-click
the Logging Tool icon in the Aventail program group. The Aventail Connect
Logging Tool window will open, as illustrated in Figure 1, below.

4. On the Log menu, confirm that the Trace command is checked. If it is not,
click Trace to enable it.
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To save an Aventail Connect trace to a file
1. On the Log menu, confirm that the Log To File cdmmand is checked. If it is
not, click Log To File to enable it.

2. The Select Log File dialog box (shown below) appears. Enter a file name and
click Save.

&3 VPNClient

CopyHook

ERROR MESSAGES

Occasionally, you may see an error message while running Aventail Connect.
The following table explains some of the more common Aventail Connect error
messages.

| Error Message. -
Setup has determined that your SETUP: To instalt Aventail Connect 3.1, you must
computer does not have this first install the Microsoft WinSock 2 upgrade.

support and needs the WinSock 2
patch, available from Microsoft.

The patch is available for SETUP: Location of the Microsoft WinSock 2
downioad on the Microsoft Web upgrade.

site, at http://
www.microsoft.com/
Windows95/downloads/
contents/wuadmintools/
S_wunetworkingtools/
W95Sockets2/default asp.
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Message "

2t

You must have administrator
privileges to install.

| SETUP: On Windows NT machines, you must
have administrative privileges 1o install or uninstall
Aventail Connedt,

Setup has detected that a previous
installation of (....) is present.
Would you like to continue and
upgrade to (....)? Pressing NO will
leave your existing installation
intact and will cause Setup to
terminate.

The package does not contain the
necessary 3.1 files. Please contact
your administrator.

SETUP: Retain the previous installation of
Aventail Connect by pressing NO. Replace with
the newer installation by pressing YES.

Connect 3.1 files.

The package does not contain the
necessary 2 6 files. Please contact
your administrator.

SETUP: Setup cannot find the necessary Aventail
Connect 2.6 files.

The file you have selected is not a
valid Aventail setup file. Would you
like to create it?

CUSTOMIZER: Create a new setup file, or retain a
previous setup file.

Customizer must be run from a
valid Customize directory. Your
changes will not be saved.

CUSTOMIZER: Must run Customizer from a valid
Customize directory.

The Connect executable does not
have a valid Aventail digital
signature.

The specified signature is not valid.

Connect cannot find your license
file, aventail alf.

Aventail Connect cannot find a valid Aventail
license file, aventail.alf.

Connect cannot load because your
license file does not contain a
license.

The license file exists, but it contains no license.

}_, S
This version of Connect does not

support HTTP servers.

Aventail Cannect 2.6 does not support HTTP

Servers.

REPORTING AVENTAIL CONNECT PROBLEMS

Report Aventail Connect problems to Aventail Technical Support by completing
and submitting an Online Support form on the Support page of the Aventail Web

site, http://lwww.aventail.com.

Aventail Connect 3.1/2.6 Administrator's Guide »

112

Petitioner Apple Inc. - Ex. 1023, p. 413



Glossary

Glossary

F

ALIAS
User-friendly name for destination network or host computer.

AUTHENTICATION

A method for identifying a user in order to establish access to a system
resource or network. Authentication information such as username/password
is entered via prompts.

CERTIFICATE

A certificate is essentially an electronic "statement" which verifies that a cer-
tain RSA public key is associated with a particular name. Certificates are
issued by a Certification Authority (CA).

CLIENT
A program or Internet service that sends commands to and receive informa-
tion from a corresponding program known as a server. Most Internet services
run as client/server programs.

CONFIGURATION FILE

' A file of information containing traffic redirection rules used to determine if

and how SOCKS redirection should occur.

CREDENTIALS
Credentials include the information (such as username/password) that you
enter when establishing a connection to a SOCKS server requiring user
authentication.

DOMAIN
Internet name for a network or computer system.

ENCRYPTION
A security procedure that converts data into a format which can be read only
by the intended recipient computer,

EXTRANET ,
A network that is partially accessible to outsiders.

FIREWALL

Software or hardware barriers that control the flow of information to Private
networks.
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GATEWAY
A communications device/program that passes data between networks.

HACKER
A person who enjoys using computers and has a thorough understanding of
how they work, as well as the networks they run on. Often used to mean
"cracker." the correct term for someone who accesses computer systems
without authorization.

HOST

A server connected to the internet.

IETF

Internet Engineering Task Force: An open community of network designers,
vendors. etc. who resolve protocol and architectural issues for the quickly
evolving Internet.

INTERNET PRoOTOCOL (IP)

* The basic data transfer protocol used for the Internet. Information such as the
address of the sender and the recipient is inserted into an electronic “packet”
which is then transmitted.

INTRANET
A network that is internal to a company or organization.

LAN

Local area network

LAYERED SERVICE PROVIDER (LSP)

A program that is installed just below WinSock 2, allowing two-way communi-
cation between the WinSock 2-compatible application and the underlying
TCP/IP stack. An LSP can redirect and/or change data before sending the
data to the operating system’s TCP/IP stack for transport over the network.

LOG WINDOW
The window of the Logging Tool which shows alerts, messages, and warnings
generated by Aventail Connect.
PING
A utility that determines if a remote host computer is up. ping sends data
packets to the host. If the packets are not returned, the host is down.
PROTOCOL

Rules and procedures used to exchange information between networks and
computer systems.
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REDIRECTION RULES
Rules defined in the configuration file which specify how network requests are
routed to SOCKS servers.

ROUTER
A device that transmits traffic between networks

SERVER
A networked computer that shares resources with other computers. Servers
“serve up” information to clients.
SMB
Server Message Block. A message format used by DOS and Windows for
sharing files, directories, and other resources. .
SOCKS
SOCKS is a security protocol. It acts as a proxy mechanism that manages the
flow and security of data traffic to and from your local area network or intra-
net.

SSL

Security Sockets Layer. An authentication and encryption protocol.

TRACEROUTE ,
A utility that traces the routing of data over the Internet to a specific computer.
Traceroute sends a data packet and then lists the intermediate host comput-
ers that it traverses on it's way to the destination machine.

TRANSMISSION CONTROL PROTOCOL (TCP)
A means of sending data over the Internet with guaranteed delivery.

TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL (TCP/IP)
A suite of protocols the Internet uses to provide for services such as e-mail,
ftp, and telnet.

UseR DATAGRAM PRoTOCOL (UDP)
A means of sending data over the Internet without guaranteed delivery. Also
known as “connectionless” protocol, it is used for data such as RealAudio®.

UNIVERSAL NAMING CONVENTION (UNC)
A way of accessing a file or directory on another computer. For example: //
host/share/directory/file (“share” refers to the alias used to make the resource
available.)

VIRUS

A self-replicating code segment that can infect a computer or network, caus-
ing minor to major damage
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VPN

Virtual Private Network: A secure channel used to transmit data over a public
network

WINSocK

Windows Sockets. A Windows component that connects a Windows PC to
the Internet using TCP/IP.

WORKSTATION
Any computer connected to a network.

X.509

An ISO format standard for client and server certificates.
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Aventail ExtraNet Center 3.1: Security With Solid
Management.(Aventail's remote access/network security
software)(Software Review)(Evaluation)

Network Computing | June 28, 1999 | Fratto, Mike

I've always thought that Aventail Corp. had a great solution for providing secure remote access and
building extranets; it combines fine-grained access control, strong authentication support and detailed
auditing. The problem with previous versions of its Aventail ExtraNet Center (AEC) was the absence of
strong management functions.

AEC 3.1 addresses these concerns with support for remote server management, LDAP authentication,
and NT Domain and NDS user password management. Connect 3.1, Aventail's client, also provides
LDAP and client-side SSL (Secure Sockets Layer) support, remote configuration file-loading and a
customizable application setup utility.

The AEC is a Socks 5-based proxy server with several components. lts AEC Server runs on Windows
NT or Unix servers and proxies connection requests from Aventail Connect clients. Using a modular
approach, the AEC secures communications via SSL and authenticates users through existing
services, including Windows domains, Novell's NDS, RADIUS (Remote Authentication Dial-In User
Service) server and SecurlD. The AEC is managed both locally and remotely via the Aventail
Management Server using the product's Policy Console. The Aventail Connect client securely redirects
network connections from the user's desktop to the AEC server.

Network Computing conducted an exclusive test of AEC 3.1 and Connect 3.1 betas in our Real-World
Labs(R) at Syracuse University. | was impressed with the improvements in both the AEC Server and
the Connect client, though Aventail still needs to refine the new features.

Aventail presents a highly customizable pricing model based on the number of required servers and
clients, as well as the number of site or individual licenses. Starting at $10,000, AEC provides granular,
secure access contro! to internal and external network resources.

Remote Management, Finally!

Remote management is an important, long-awaited aspect of AEC 3.1. Remote AEC Servers can be
managed through Policy Console as if they were local, but you must be using NT; Policy Console will
not run on Windows 95/98. When AEC installs, three services are added to NT: AEC Server,
Management Server and Traffic Monitor Server. Only the AEC Server installs to run automatically. | set
the Management Server startup profile to automatic, so remote management was always available.

Aventail's default installation of AEC and Management Servers denies all access. | used the
Management Server Console to allow access only from my remote-management workstation, and only
if | could authenticate into my Windows NT Domain. This configuration process is simitar to configuring
the access rules on the AEC Server. | then stopped and started the Management Server with the new
rule.

Using the Policy Console from my remote workstation, | configured the AEC with my preferred
authentication methods: SSL with NT authentication, and with access rules allowing only HTTP traffic
through the extranet. Once the new configuration was created and saved, | used the Policy Console
Services window to issue a reconfigure command; according to Aventail, this reconfigures the AEC
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Server on the fly. But the command didn't work, so | had to stop and start the AEC Server. Stopping
the AEC Server remotely can take up to three minutes, and the Policy Console and the Service Applet
on the AEC Server were inaccessible while | waited for the Stop command to end. Aventail is aware of
this problem and says it has fixed it in a later beta.

I learned from my tests that a local and a remote administrator can simultaneously configure the AEC
Server and overwrite each other's changes, which easily leads to misconfigurations. For example, | ran
Policy Console remotely and locally on the AEC Server, and neither Policy Console was aware of the
other. In addition, changes made through one console were not reflected on the other console. To
alleviate this problem, don't install the Policy Console on the same server as the AEC Server.
Regardless, server management should be locked to only one manager at a time. Don't worry if you
have multiple remote managers because they can't simultaneously configure an AEC Server.

Improved Authentication

AEC 3.1 adds enhanced authentication support, which proved very useful during our tests. Configuring
the AEC to use Netscape's Directory Server for LDAP authentication was a snap. | simply entered the
addressing information for the LDAP server and assigned the appropriate field name for authentication
matching. Aventail's other authentication enhancement can request new passwords on behalf of NT or
NDS, such as when a user's password expires. This makes password management enforceable even
for remote Aventail users.

Among the more interesting features in Aventail Connect 3.1 is the ability to preconfigure the client and
on-the-fly reconfigurations. These two features greatly simplify remote management.

| first built a Connect configuration file on my management station. The Customizer wizard application
stepped me through the creation of an executable installation file. | pointed the wizard to the required
files, such as the license and server's roots file. | chose not to include client applications because |
wanted to restrict user access. | selected only one configuration file, but 1 liked having the ability to
include multiple configuration files in the distribution; in this way, | could create configuration files for
use inside or outside the local network. With previous versions of Connect, if you had to change your
configuration, it meant restarting the client. With version 3.1, you can reconfigure Connect without
restarting.

Send your comments on this article to Mike Fratto at mfratto@nwc.com.

Aventail ExtraNet Center 3.1. Available: Now. Starts at $10,000. Aventail, (206) 215-1111, (817) 283-
6824; fax (206) 215-1120. www.aventail.com
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