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First Named - Nonprovisional Application
LARSON, VICIOV Number (if known):

IIQE/I:n(E(0n_ SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION

(TRACK I) FOR THE ABOVE-IDENTIFIED APPLICATION.

1. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).

This certification and request is being filed with the utility application via EFS-Web.

OR

(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).

This certification and request is being filed with the plant application in paper. (Note: Plant

applications cannot be filed via EFS-Web.)

Note: The following are excluded from the Track I program: design applications, provisional

applications, national stage applications, PCT international applications, reissue applications, and

reexamination proceedings.

The following fees (in amounts consistent with the current fee schedule available at

httg://w\wv'.uspto.govlabout/officeslcfo/flnance/fees.isg) are filed with the application: (1) basic

filing fee; (2) search fee; (3) examination fee; (4) any required excess claims fees; (5) any required

application size fee; (6) publication fee; (7) processing fee (Track I) set forth in 37 CFR 1.17(i); and

(8) prioritized examination fee (Track I) set forth in 37 CFR 1.17(c).

An executed oath or declaration under 37 CFR 1.63 is filed with the application.

The application contains or is amended to contain no more than four independent claims and no

more than thirty total claims, and no multiple dependent claims.

mature /Toby H. Kusmer/ Date 2011-12-23

Name dToby H. Kusmer, P.C. Practitioner 26,418Print/T e Re istration Number

Note: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required in accordance with
37 CFR 1.33 and 11.18. Please see 37 CFR 1.4(d) for the form of the signature. If necessary, submit multiple forms for more than one
signature, see below*.

Fl *Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority from and is a continuation of a co-pending

U.S. Application No. 13/049,552, filed March 16, 2011, which is a continuation of U.S.

Application No. 11/840,560, filed August 17, 2007, now U.S. Patent No. 7,921,211, which is a

continuation ofU.S. Application No. 10/714,849, filed November 18, 2003, now U.S. Patent No.

7,418,504, which is a continuation of U.S. Application No. 09/558,210, filed April 26, 2000,

now abandoned, which is a continuation-in-part of U.S. Application No. 09/504,783, filed on

February 15, 2000, now U.S. Patent No. 6,502,135, issued December 31, 2002, which claims

priority from and is a continuation-in-part patent application ofpreviously-filed U.S. Application

No. 09/429,643, filed on October 29, 1999, now U.S. Patent No. 7,010,604, issued March 07,

2006. The subject matter of U.S. application serial number 09/429,643, which is bodily

incorporated herein, derives from provisional U.S. Application Nos. 60/106,261 (filed October

30, 1998) and 60/137,704 (filed June 7, 1999). The present application is also related to U.S.

application serial number 09/558,209, filed April 26, 2000, now abandoned, and which is

incorporated by reference herein. Each of the above-mentioned applications is incorporated

herein by reference in its entirety as though fi1lly set forth herein.

BACKGROUND OF THE INVENTION

[0002] A tremendous variety of methods have been proposed and implemented to

provide security and anonymity for communications over the Internet. The variety stems, in part,

from the different needs of different Internet users. A basic heuristic framework to aid in

discussing these different security techniques is illustrated in FIG. 1. Two terminals, an

originating terminal 100 and a destination terminal 110 are in communication over the Internet.

It is desired for the communications to be secure, that is, immune to eavesdropping. For

example, terminal 100 may transmit secret information to terminal 110 over the Internet 107.

Also, it may be desired to prevent an eavesdropper from discovering that terminal 100 is in

communication with terminal 110. For example, if terminal 100 is a user and terminal 110 hosts

a web site, terminal 100’s user may not want anyone in the intervening networks to know what
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web sites he is “visiting.” Anonymity would thus be an issue, for example, for companies that

want to keep their market research interests private and thus would prefer to prevent outsiders

from knowing which websites or other Internet resources they are “visiting.” These two security

issues may be called data security and anonymity, respectively.

[0003] Data security is usually tackled using some form of data encryption. An

encryption key 48 is known at both the originating and terminating terminals l00 and ll0. The

keys may be private and public at the originating and destination terminals 100 and ll0,

respectively or they may be symmetrical keys (the same key is used by both parties to encrypt

and decrypt). Many encryption methods are known and usable in this context.

[0004] To hide traffic from a local administrator or ISP, a user can employ a local

proxy server in communicating over an encrypted channel with an outside proxy such that the

local administrator or ISP only sees the encrypted traffic. Proxy servers prevent destination

servers from determining the identities of the originating clients. This system employs an

intermediate server interposed between client and destination server. The destination server sees

only the Internet Protocol (IP) address of the proxy server and not the originating client. The

target server only sees the address of the outside proxy. This scheme relies on a trusted outside

proxy server. Also, proxy schemes are vulnerable to traffic analysis methods of determining

identities of transmitters and receivers. Another important limitation of proxy servers is that the

server knows the identities of both calling and called parties. In many instances, an originating

terminal, such as terminal A, would prefer to keep its identity concealed from the proxy, for

example, if the proxy server is provided by an Internet service provider (ISP).

[0005] To defeat traffic analysis, a scheme called Chaum’s mixes employs a proxy

server that transmits and receives fixed length messages, including dummy messages. Multiple

originating terminals are connected through a mix (a server) to multiple target servers. It is

difficult to tell which of the originating terminals are communicating to which of the connected

target servers, and the dummy messages confuse eavesdroppers’ efforts to detect communicating

pairs by analyzing traffic. A drawback is that there is a risk that the mix server could be

compromised. One way to deal with this risk is to spread the trust among multiple mixes. If one

mix is compromised, the identities of the originating and target terminals may remain concealed.

-2-
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This strategy requires a number of alternative mixes so that the intermediate servers interposed

between the originating and target terminals are not determinable except by compromising more

than one mix. The strategy wraps the message with multiple layers of encrypted addresses. The

first mix in a sequence can decrypt only the outer layer of the message to reveal the next

destination mix in sequence. The second mix can decrypt the message to reveal the next mix and

so on. The target server receives the message and, optionally, a multi-layer encrypted payload

containing return information to send data back in the same fashion. The only way to defeat such

a mix scheme is to collude among mixes. If the packets are all fixed-length and intermixed with

dummy packets, there is no way to do any kind of traffic analysis.

[0006] Still another anonymity technique, called ‘crowds,’ protects the identity of the

originating terminal from the intermediate proxies by providing that originating terminals belong

to groups of proxies called crowds. The crowd proxies are interposed between originating and

target terminals. Each proxy through which the message is sent is randomly chosen by an

upstream proxy. Each intermediate proxy can send the message either to another randomly

chosen proxy in the “crowd” or to the destination. Thus, even crowd members cannot determine

if a preceding proxy is the originator of the message or if it was simply passed from another

proxy.

[0007] ZKS (Zero-Knowledge Systems) Anonymous IP Protocol allows users to

select up to any of five different pseudonyms, while desktop software encrypts outgoing traffic

and wraps it in User Datagram Protocol (UDP) packets. The first server in a 2+-hop system gets

the UDP packets, strips off one layer of encryption to add another, then sends the traffic to the

next server, which strips off yet another layer of encryption and adds a new one. The user is

permitted to control the number of hops. At the final server, traffic is decrypted with an

untraceable IP address. The technique is called onion-routing. This method can be defeated using

traffic analysis. For a simple example, bursts of packets from a user during low-duty periods can

reveal the identities of sender and receiver.

[0008] Firewalls attempt to protect LANs from unauthorized access and hostile

exploitation or damage to computers connected to the LAN. Firewalls provide a server through

which all access to the LAN must pass. Firewalls are centralized systems that require

-3-
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administrative overhead to maintain. They can be compromised by virtual-machine applications

(“applets”). They instill a false sense of security that leads to security breaches for example by

users sending sensitive information to servers outside the firewall or encouraging use of modems

to sidestep the firewall security. Firewalls are not useful for distributed systems such as business

travelers, extranets, small teams, etc.

SUMMARY OF THE INVENTION

[0009] A secure mechanism for communicating over the intemet, including a

protocol referred to as the Tunneled Agile Routing Protocol (TARP), uses a unique two-layer

encryption format and special TARP routers. TARP routers are similar in function to regular IP

routers. Each TARP router has one or more IP addresses and uses normal IP protocol to send IP

packet messages (“packets” or “datagrams”). The IP packets exchanged between TARP

terminals via TARP routers are actually encrypted packets whose true destination address is

concealed except to TARP routers and servers. The normal or “clear” or “outside” IP header

attached to TARP IP packets contains only the address of a next hop router or destination server.

That is, instead of indicating a final destination in the destination field of the IP header, the

TARP packet’s IP header always points to a next-hop in a series of TARP router hops, or to the

final destination. This means there is no overt indication from an intercepted TARP packet of the

true destination of the TARP packet since the destination could always be next-hop TARP router

as well as the final destination.

[0010] Each TARP packet’s true destination is concealed behind a layer of

encryption generated using a link key. The link key is the encryption key used for encrypted

communication between the hops intervening between an originating TARP terminal and a

destination TARP terminal. Each TARP router can remove the outer layer of encryption to reveal

the destination router for each TARP packet. To identify the link key needed to decrypt the outer

layer of encryption of a TARP packet, a receiving TARP or routing terminal may identify the

transmitting terminal by the sender/receiver IP numbers in the cleartext IP header.

[0011] Once the outer layer of encryption is removed, the TARP router determines

the final destination. Each TARP packet 140 undergoes a minimum number of hops to help foil
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traffic analysis. The hops may be chosen at random or by a fixed value. As a result, each TARP

packet may make random trips among a number of geographically disparate routers before

reaching its destination. Each trip is highly likely to be different for each packet composing a

given message because each trip is independently randomly determined. This feature is called

agile routing. The fact that different packets take different routes provides distinct advantages by

making it difficult for an interloper to obtain all the packets forming an entire multi-packet

message. The associated advantages have to do with the inner layer of encryption discussed

below. Agile routing is combined with another feature that furthers this purpose; a feature that

ensures that any message is broken into multiple packets.

[0012] The IP address of a TARP router can be changed, a feature called IP agility.

Each TARP router, independently or under direction from another TARP terminal or router, can

change its IP address. A separate, unchangeable identifier or address is also defined. This

address, called the TARP address, is known only to TARP routers and terminals and may be

correlated at any time by a TARP router or a TARP terminal using a Lookup Table (LUT). When

a TARP router or terminal changes its IP address, it updates the other TARP routers and

terminals which in turn update their respective LUTs.

[0013] The message payload is hidden behind an inner layer of encryption in the

TARP packet that can only be unlocked using a session key. The session key is not available to

any of the intervening TARP routers. The session key is used to decrypt the payloads of the

TARP packets permitting the data stream to be reconstructed.

[0014] Communication may be made private using link and session keys, which in

turn may be shared and used according to any desired method. For example, public/private keys

or symmetric keys may be used.

[0015] To transmit a data stream, a TARP originating terminal constructs a series of

TARP packets from a series of IP packets generated by a network (IP) layer process. (Note that
99 C6

the terms “network layer,” “data link layer, application layer,” etc. used in this specification

correspond to the Open Systems Interconnection (OSI) network terminology.) The payloads of

these packets are assembled into a block and chain-block encrypted using the session key. This
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assumes, of course, that all the IP packets are destined for the same TARP terminal. The block is

then interleaved and the interleaved encrypted block is broken into a series of payloads, one for

each TARP packet to be generated. Special TARP headers IPT are then added to each payload

using the IP headers from the data stream packets. The TARP headers can be identical to normal

IP headers or customized in some way. They should contain a formula or data for deinterleaving

the data at the destination TARP terminal, a time-to-live (TTL) parameter to indicate the number

of hops still to be executed, a data type identifier which indicates Whether the payload contains,

for example, TCP or UDP data, the sender’s TARP address, the destination TARP address, and

an indicator as to Whether the packet contains real or decoy data or a formula for filtering out

decoy data if decoy data is spread in some Way through the TARP payload data.

[0016] Note that although chain-block encryption is discussed here with reference to

the session key, any encryption method may be used. Preferably, as in chain block encryption, a

method should be used that makes unauthorized decryption difficult Without an entire result of

the encryption process. Thus, by separating the encrypted block among multiple packets and

making it difficult for an interloper to obtain access to all of such packets, the contents of the

communications are provided an extra layer of security.

[0017] Decoy or dummy data can be added to a stream to help foil traffic analysis by

reducing the peak-to-average network load. It may be desirable to provide the TARP process

with an ability to respond to the time of day or other criteria to generate more decoy data during

low traffic periods so that communication bursts at one point in the Internet cannot be tied to

communication bursts at another point to reveal the communicating endpoints.

[0018] Dummy data also helps to break the data into a larger number of

inconspicuously-sized packets permitting the interleave window size to be increased while

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the

first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or entirety, of a message, and that portion or entirety then interleaved into a number of separate
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packets. Considering the agile IP routing of the packets, and the attendant difficulty of

reconstructing an entire sequence of packets to form a single block-encrypted message element,

decoy packets can significantly increase the difficulty of reconstructing an entire data stream.

[0019] The above scheme may be implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Because the encryption system described above is insertable between the data link

and network layers, the processes involved in supporting the encrypted communication may be

completely transparent to processes at the IP (network) layer and above. The TARP processes

may also be completely transparent to the data link layer processes as well. Thus, no operations

at or above the Network layer, or at or below the data link layer, are affected by the insertion of

the TARP stack. This provides additional security to all processes at or above the network layer,

since the difficulty of unauthorized penetration of the network layer (by, for example, a hacker)

is increased substantially. Even newly developed servers running at the session layer leave all

processes below the session layer vulnerable to attack. Note that in this architecture, security is

distributed. That is, notebook computers used by executives on the road, for example, can

communicate over the Internet without any compromise in security.

[0020] IP address changes made by TARP terminals and routers can be done at

regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0021] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicating that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. In addition, it may create a subprocess that maintains the

original IP address and continues interacting with the attacker in some manner.

[0022] Decoy packets may be generated by each TARP terminal on some basis

determined by an algorithm. For example, the algorithm may be a random one which calls for the
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generation of a packet on a random basis when the terminal is idle. Alternatively, the algorithm

may be responsive to time of day or detection of low traffic to generate more decoy packets

during low traffic times. Note that packets are preferably generated in groups, rather than one by

one, the groups being sized to simulate real messages. In addition, so that decoy packets may be

inserted in normal TARP message streams, the background loop may have a latch that makes it

more likely to insert decoy packets when a message stream is being received. Alternatively, if a

large number of decoy packets is received along with regular TARP packets, the algorithm may

increase the rate of dropping of decoy packets rather than forwarding them. The result of

dropping and generating decoy packets in this way is to make the apparent incoming message

size different from the apparent outgoing message size to help foil traffic analysis.

[0023] In various other embodiments of the invention, a scalable version of the

system may be constructed in which a plurality of IP addresses are preassigned to each pair of

communicating nodes in the network. Each pair of nodes agrees upon an algorithm for

“hopping” between IP addresses (both sending and receiving), such that an eavesdropper sees

apparently continuously random IP address pairs (source and destination) for packets transmitted

between the pair. Overlapping or “reusable” IP addresses may be allocated to different users on

the same subnet, since each node merely verifies that a particular packet includes a valid

source/destination pair from the agreed-upon algorithm. Source/destination pairs are preferably

not reused between any two nodes during any given end-to-end session, though limited IP block

sizes or lengthy sessions might require it.

[0024] Further improvements described in this continuation-in-part application

include: (1) a load balancer that distributes packets across different transmission paths according

to transmission path quality; (2) a DNS proxy server that transparently creates a virtual private

network in response to a domain name inquiry; (3) a large-to-small link bandwidth management

feature that prevents denial-of service attacks at system chokepoints; (4) a traffic limiter that

regulates incoming packets by limiting the rate at which a transmitter can be synchronized with a

receiver; and (5) a signaling synchronizer that allows a large number of nodes to communicate

with a central node by partitioning the communication filnction between two separate entities.
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[0025] The present invention provides key technologies for implementing a secure

virtual Internet by using a new agile network protocol that is built on top of the existing Internet

protocol (IP). The secure virtual Internet works over the existing Internet infrastructure, and

interfaces with client applications the same way as the existing Internet. The key technologies

provided by the present invention that support the secure virtual Internet include a “one-click”

and “no-click” technique to become part of the secure virtual Internet, a secure domain name

service (SDNS) for the secure virtual Internet, and a new approach for interfacing specific client

applications onto the secure virtual Internet. According to the invention, the secure domain name

service interfaces with existing applications, in addition to providing a way to register and serve

domain names and addresses.

[0026] According to one aspect of the present invention, a user can conveniently

establish a VPN using a “one-click” or a “no-click” technique without being required to enter

user identification information, a password and/or an encryption key for establishing a VPN. The

advantages of the present invention are provided by a method for establishing a secure

communication link between a first computer and a second computer over a computer network,

such as the Internet. In one embodiment, a secure communication mode is enabled at a first

computer without a user entering any cryptographic information for establishing the secure

communication mode of communication, preferably by merely selecting an icon displayed on the

first computer. Alternatively, the secure communication mode of communication can be enabled

by entering a command into the first computer. Then, a secure communication link is established

between the first computer and a second computer over a computer network based on the

enabled secure communication mode of communication. According to the invention, it is

determined whether a secure communication software module is stored on the first computer in

response to the step of enabling the secure communication mode of communication. A

predetermined computer network address is then accessed for loading the secure communication

software module when the software module is not stored on the first computer. Subsequently, the

proxy software module is stored in the first computer. The secure communication link is a virtual

private network communication link over the computer network. Preferably, the virtual private

network can be based on inserting into each data packet one or more data values that vary

according to a pseudo-random sequence. Alternatively, the virtual private network can be based

-9-

Petitioner Apple Inc. — Exhibit 1002, p. 14



Petitioner Apple Inc. - Exhibit 1002, p. 15

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

on a computer network address hopping regime that is used to pseudorandomly change computer

network addresses or other data values in packets transmitted between the first computer and the

second computer, such that the second computer compares the data values in each data packet

transmitted between the first computer and the second computer to a moving window of valid

values. Yet another alternative provides that the virtual private network can be based on a

comparison between a discriminator field in each data packet to a table of valid discriminator

fields maintained for the first computer.

[0027] According to another aspect of the invention, a command is entered to define

a setup parameter associated with the secure communication link mode of communication.

Consequently, the secure communication mode is automatically established when a

communication link is established over the computer network.

[0028] The present invention also provides a computer system having a

communication link to a computer network, and a display showing a hyperlink for establishing a

virtual private network through the computer network. When the hyperlink for establishing the

virtual private network is selected, a virtual private network is established over the computer

network. A non-standard top-level domain name is then sent over the virtual private network

communication to a predetermined computer network address, such as a computer network

address for a secure domain name service (SDNS).

[0029] The present invention provides a domain name service that provides secure

computer network addresses for secure, non-standard top-level domain names. The advantages

of the present invention are provided by a secure domain name service for a computer network

that includes a portal connected to a computer network, such as the Internet, and a domain name

database connected to the computer network through the portal. According to the invention, the

portal authenticates a query for a secure computer network address, and the domain name

database stores secure computer network addresses for the computer network. Each secure

computer network address is based on a non-standard top-level domain name, such as .scom,

.sorg, .snet, .snet, .sedu, .smil and .sint.
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[0030] The present invention provides a way to encapsulate existing application

network traffic at the application layer of a client computer so that the client application can

securely communicate with a server protected by an agile network protocol. The advantages of

the present invention are provided by a method for communicating using a private

communication link between a client computer and a server computer over a computer network,

such as the Internet. According to the invention, an information packet is sent from the client

computer to the server computer over the computer network. The information packet contains

data that is inserted into the payload portion of the packet at the application layer of the client

computer and is used for forming a virtual private connection between the client computer and

the server computer. The modified information packet can be sent through a firewall before

being sent over the computer network to the server computer and by working on top of existing

protocols (i.e., UDP, ICMP and TCP), the present invention more easily penetrates the firewall.

The information packet is received at a kernel layer of an operating system on the server side. It

is then determined at the kernel layer of the operating system on the host computer whether the

information packet contains the data that is used for forming the virtual private connection. The

server side replies by sending an information packet to the client computer that has been

modified at the kernel layer to containing virtual private connection information in the payload

portion of the reply information packet. Preferably, the information packet from the client

computer and the reply information packet from the server side are each a UDP protocol

information packet. Alternative, both information packets could be a TCP/IP protocol

information packet, or an ICMP protocol information packet.

[0031] In accordance with one aspect of the invention, a network device comprises: a

storage device storing an application program for a secure communications service; and at least

one processor configured to execute the application program for the secure communications

service so as to enable the network device to (a) send a request to look up a network address of a

second network device based on an identifier associated with the second network device; (b)

receive an indication that the second network device is available for the secure communications

service, the indication including the requested network address of the second network device and

provisioning information for a virtual private network communication link; (c) connect to the

second network device, using the received network address of the second network device and the
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provisioning information for the virtual private network communication link; and (d)

communicate with the second network device using the secure communications service via the

virtual private network communication link.

[0032] In accordance with another aspect of the invention, A method executed by a

first network device for communicating with a second network device, the method comprising:

(a) sending a request to look up a network address of a second network device based on an

identifier associated with the second network device; (b) receiving an indication that the second

network device is available for a secure communications service, the indication including the

requested network address of the second network device and provisioning information for a

virtual private network communication link; (c) connecting to the second network device over

the virtual private network communication link, using the received network address of the

second network device and the provisioning information for the virtual private network

communication link; and (d) communicating with the second network device using the secure

communications service via the virtual private network communication link.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] FIG. 1 is an illustration of secure communications over the Internet according

to a prior art embodiment.

[0034] FIG. 2 is an illustration of secure communications over the Internet according

to an embodiment of the invention.

[0035] FIG. 3a is an illustration of a process of forming a tunneled IP packet

according to an embodiment of the invention.

[0036] FIG. 3b is an illustration of a process of forming a tunneled IP packet

according to another embodiment of the invention.

[0037] FIG. 4 is an illustration of an OSI layer location of processes that may be used

to implement the invention.
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[0038] FIG. 5 is a flow chart illustrating a process for routing a tunneled packet

according to an embodiment of the invention.

[0039] FIG. 6 is a flow chart illustrating a process for forming a tunneled packet

according to an embodiment of the invention.

[0040] FIG. 7 is a flow chart illustrating a process for receiving a tunneled packet

according to an embodiment of the invention.

[0041] FIG. 8 shows how a secure session is established and synchronized between a

client and a TARP router.

[0042] FIG. 9 shows an IP address hopping scheme between a client computer and

TARP router using transmit and receive tables in each computer.

[0043] FIG. 10 shows physical link redundancy among three Internet Service

Providers (ISPs) and a client computer.

[0044] FIG. 11 shows how multiple IP packets can be embedded into a single

“frame” such as an Ethernet frame, and further shows the use of a discriminator field to

camouflage true packet recipients.

[0045] FIG. 12A shows a system that employs hopped hardware addresses, hopped

IP addresses, and hopped discriminator fields.

[0046] FIG. 12B shows several different approaches for hopping hardware addresses,

IP addresses, and discriminator fields in combination.

[0047] FIG. 13 shows a technique for automatically re-establishing synchronization

between sender and receiver through the use of a partially public sync value.

[0048] FIG. 14 shows a “checkpoint” scheme for regaining synchronization between

a sender and recipient.

[0049] FIG. 15 shows further details of the checkpoint scheme of FIG. 14.
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[0050] FIG. 16 shows how two addresses can be decomposed into a plurality of

segments for comparison with presence vectors.

[0051] FIG. 17 shows a storage array for a receiver’s active addresses.

[0052] FIG. 18 shows the receiver’s storage array after receiving a sync request.

[0053] FIG. 19 shows the receiver’s storage array after new addresses have been

generated.

[0054] FIG. 20 shows a system employing distributed transmission paths.

[0055] FIG. 2l shows a plurality of link transmission tables that can be used to route

packets in the system of FIG. 20.

[0056] FIG. 22A shows a flowchart for adjusting weight value distributions

associated with a plurality of transmission links.

[0057] FIG. 22B shows a flowchart for setting a weight value to zero if a transmitter

turns off.

[0058] FIG. 23 shows a system employing distributed transmission paths with

adjusted weight value distributions for each path.

[0059] FIG. 24 shows an example using the system of FIG. 23.

[0060] FIG. 25 shows a conventional domain-name look-up service.

[0061] FIG. 26 shows a system employing a DNS proxy server with transparent VPN

creation.

[0062] FIG. 27 shows steps that can be carried out to implement transparent VPN

creation based on a DNS look-up function.

[0063] FIG. 28 shows a system including a link guard function that prevents packet

overloading on a low-bandwidth link LOW BW.
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[0064] FIG. 29 shows one embodiment of a system employing the principles of FIG.

28.

[0065] FIG. 30 shows a system that regulates packet transmission rates by throttling

the rate at which synchronizations are performed.

[0066] FIG. 31 shows a signaling server 3101 and a transport server 3102 used to

establish a VPN with a client computer.

[0067] FIG. 32 shows message flows relating to synchronization protocols of FIG.

31.

[0068] FIG. 33 shows a system block diagram of a computer network in which the

“one-click” secure communication link of the present invention is suitable for use.

[0069] FIG. 34 shows a flow diagram for installing and establishing a “one-click”

secure communication link over a computer network according to the present invention.

[0070] FIG. 35 shows a flow diagram for registering a secure domain name according

to the present invention.

[0071] FIG. 36 shows a system block diagram of a computer network in which a

private connection according to the present invention can be configured to more easily traverse a

firewall between two computer networks.

[0072] FIG. 37 shows a flow diagram for establishing a virtual private connection

that is encapsulated using an existing network protocol.

DETAILED DESCRIPTION OF THE INVENTION

[0073] Referring to FIG. 2, a secure mechanism for communicating over the intemet

employs a number of special routers or servers, called TARP routers 122-127 that are similar to

regular IP routers 128-132 in that each has one or more IP addresses and uses normal IP protocol

to send normal-looking IP packet messages, called TARP packets 140. TARP packets 140 are
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identical to normal IP packet messages that are routed by regular IP routers 128-132 because

each TARP packet 140 contains a destination address as in a normal IP packet. However, instead

of indicating a final destination in the destination field of the IP header, the TARP packet’s 140

IP header always points to a next-hop in a series of TARP router hops, or the final destination,

TARP terminal 110. Because the header of the TARP packet contains only the next-hop

destination, there is no overt indication from an intercepted TARP packet of the true destination

of the TARP packet 140 since the destination could always be the next-hop TARP router as well

as the final destination, TARP terminal 110.

[0074] Each TARP packet’s true destination is concealed behind an outer layer of

encryption generated using a link key 146. The link key 146 is the encryption key used for

encrypted communication between the end points (TARP terminals or TARP routers) of a single

link in the chain of hops connecting the originating TARP terminal 100 and the destination

TARP terminal 110. Each TARP router 122-127, using the link key 146 it uses to communicate

with the previous hop in a chain, can use the link key to reveal the true destination of a TARP

packet. To identify the link key needed to decrypt the outer layer of encryption of a TARP

packet, a receiving TARP or routing terminal may identify the transmitting terminal (which may

indicate the link key used) by the sender field of the clear IP header. Alternatively, this identity

may be hidden behind another layer of encryption in available bits in the clear IP header. Each

TARP router, upon receiving a TARP message, determines if the message is a TARP message by

using authentication data in the TARP packet. This could be recorded in available bytes in the

TARP packet’s IP header. Alternatively, TARP packets could be authenticated by attempting to

decrypt using the link key 146 and determining if the results are as expected. The former may

have computational advantages because it does not involve a decryption process.

[0075] Once the outer layer of decryption is completed by a TARP router 122-127,

the TARP router determines the final destination. The system is preferably designed to cause

each TARP packet 140 to undergo a minimum number of hops to help foil traffic analysis. The

time to live counter in the IP header of the TARP message may be used to indicate a number of

TARP router hops yet to be completed. Each TARP router then would decrement the counter and

determine from that whether it should forward the TARP packet 140 to another TARP router
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122-127 or to the destination TARP terminal 110. If the time to live counter is zero or below

zero after decrementing, for an example of usage, the TARP router receiving the TARP packet

140 may forward the TARP packet l40 to the destination TARP terminal ll0. If the time to live

counter is above zero after decrementing, for an example of usage, the TARP router receiving

the TARP packet l40 may forward the TARP packet 140 to a TARP router l22-l27 that the

current TARP terminal chooses at random. As a result, each TARP packet 140 is routed through

some minimum number of hops of TARP routers l22-l27 which are chosen at random.

[0076] Thus, each TARP packet, irrespective of the traditional factors determining

traffic in the Internet, makes random trips among a number of geographically disparate routers

before reaching its destination and each trip is highly likely to be different for each packet

composing a given message because each trip is independently randomly determined as

described above. This feature is called agile routing. For reasons that will become clear shortly,

the fact that different packets take different routes provides distinct advantages by making it

difficult for an interloper to obtain all the packets forming an entire multi-packet message. Agile

routing is combined with another feature that furthers this purpose, a feature that ensures that any

message is broken into multiple packets.

[0077] A TARP router receives a TARP packet when an IP address used by the

TARP router coincides with the IP address in the TARP packet’s IP header IPc. The IP address

of a TARP router, however, may not remain constant. To avoid and manage attacks, each TARP

router, independently or under direction from another TARP terminal or router, may change its

IP address. A separate, unchangeable identifier or address is also defined. This address, called

the TARP address, is known only to TARP routers and terminals and may be correlated at any

time by a TARP router or a TARP terminal using a Lookup Table (LUT). When a TARP router

or terminal changes its IP address, it updates the other TARP routers and terminals which in turn

update their respective LUTs. In reality, whenever a TARP router looks up the address of a

destination in the encrypted header, it must convert a TARP address to a real IP address using its

LUT.

[0078] While every TARP router receiving a TARP packet has the ability to

determine the packet’s final destination, the message payload is embedded behind an inner layer
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of encryption in the TARP packet that can only be unlocked using a session key. The session key

is not available to any of the TARP routers l22-l27 intervening between the originating 100 and

destination ll0 TARP terminals. The session key is used to decrypt the payloads of the TARP

packets 140 permitting an entire message to be reconstructed.

[0079] In one embodiment, communication may be made private using link and

session keys, which in turn may be shared and used according any desired method. For example,

a public key or symmetric keys may be communicated between link or session endpoints using a

public key method. Any of a variety of other mechanisms for securing data to ensure that only

authorized computers can have access to the private information in the TARP packets 140 may

be used as desired.

[0080] Referring to FIG. 3a, to construct a series of TARP packets, a data stream 300

of IP packets 207a, 207b, 207c, etc., such series of packets being formed by a network (IP) layer

process, is broken into a series of small sized segments. In the present example, equal-sized

segments 1-9 are defined and used to construct a set of interleaved data packets A, B, and C.

Here it is assumed that the number of interleaved packets A, B, and C formed is three and that

the number of IP packets 207a-207c used to form the three interleaved packets A, B, and C is

exactly three. Of course, the number of IP packets spread over a group of interleaved packets

may be any convenient number as may be the number of interleaved packets over which the

incoming data stream is spread. The latter, the number of interleaved packets over which the data

stream is spread, is called the interleave window.

[0081] To create a packet, the transmitting software interleaves the normal IP packets

207a et. seq, to form a new set of interleaved payload data 320. This payload data 320 is then

encrypted using a session key to form a set of session-key-encrypted payload data 330, each of

which, A, B, and C, will form the payload of a TARP packet. Using the IP header data, from the

original packets 207a-207c, new TARP headers IPT are formed. The TARP headers IPT can be

identical to normal IP headers or customized in some way. In a preferred embodiment, the TARP

headers IPT are IP headers with added data providing the following information required for

routing and reconstruction of messages, some of which data is ordinarily, or capable of being,

contained in normal IP headers:
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l. A window sequence number — an identifier that indicates where the packet

belongs in the original message sequence.

2. An interleave sequence number — an identifier that indicates the interleaving

sequence used to form the packet so that the packet can be deinterleaved along with other

packets in the interleave window.

3. A time-to-live (TTL) datum — indicates the number of TARP-router-hops to be

executed before the packet reaches its destination. Note that the TTL parameter may provide a

datum to be used in a probabilistic formula for determining whether to route the packet to the

destination or to another hop.

4. Data type identifier — indicates whether the payload contains, for example,

TCP or UDP data.

5. Sender’s address — indicates the sender’s address in the TARP network.

6. Destination address — indicates the destination terminal’s address in the TARP

network.

7. Decoy/Real — an indicator of whether the packet contains real message data or

dummy decoy data or a combination.

[0082] Obviously, the packets going into a single interleave window must include

only packets with a common destination. Thus, it is assumed in the depicted example that the IP

headers of IP packets 207a-207c all contain the same destination address or at least will be

received by the same terminal so that they can be deinterleaved. Note that dummy or decoy data

or packets can be added to form a larger interleave window than would otherwise be required by

the size of a given message. Decoy or dummy data can be added to a stream to help foil traffic

analysis by leveling the load on the network. Thus, it may be desirable to provide the TARP

process with an ability to respond to the time of day or other criteria to generate more decoy data

during low traffic periods so that communication bursts at one point in the Internet cannot be tied

to communication bursts at another point to reveal the communicating endpoints.
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[0083] Dummy data also helps to break the data into a larger number of

inconspicuously-sized packets permitting the interleave window size to be increased while

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the

first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or the entirety, of a message, and that portion or entirety then interleaved into a number of

separate packets.

[0084] Referring to FIG. 3b, in an alternative mode of TARP packet construction, a

series of IP packets are accumulated to make up a predefined interleave window. The payloads

of the packets are used to construct a single block 520 for chain block encryption using the

session key. The payloads used to form the block are presumed to be destined for the same

terminal. The block size may coincide with the interleave Window as depicted in the example

embodiment of FIG. 3b. After encryption, the encrypted block is broken into separate payloads

and segments which are interleaved as in the embodiment of Fig 3a. The resulting interleaved

packets A, B, and C, are then packaged as TARP packets with TARP headers as in the Example

of FIG. 3a. The remaining process is as shown in, and discussed with reference to, FIG. 3a.

[0085] Once the TARP packets 340 are formed, each entire TARP packet 340,

including the TARP header IPT, is encrypted using the link key for communication with the

first-hop-TARP router. The first hop TARP router is randomly chosen. A final unencrypted IP

header IPc is added to each encrypted TARP packet 340 to form a normal IP packet 360 that can

be transmitted to a TARP router. Note that the process of constructing the TARP packet 360

does not have to be done in stages as described. The above description is just a usefiil heuristic

for describing the final product, namely, the TARP packet.

[0086] Note that, TARP header IPT could be a completely custom header

configuration with no similarity to a normal IP header except that it contain the information

identified above. This is so since this header is interpreted by only TARP routers.
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[0087] The above scheme may be implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Referring to FIG. 4, a TARP transceiver 405 can be an originating terminal l00, a

destination terminal ll0, or a TARP router l22-l27. In each TARP Transceiver 405, a

transmitting process is generated to receive normal packets from the Network (IP) layer and

generate TARP packets for communication over the network. A receiving process is generated to

receive normal IP packets containing TARP packets and generate from these normal IP packets

which are “passed up” to the Network (IP) layer. Note that where the TARP Transceiver 405 is a

router, the received TARP packets 140 are not processed into a stream of IP packets 415 because

they need only be authenticated as proper TARP packets and then passed to another TARP router

or a TARP destination terminal ll0. The intervening process, a “TARP Layer” 420, could be

combined with either the data link layer 430 or the Network layer 4l0. In either case, it would

intervene between the data link layer 430 so that the process would receive regular IP packets

containing embedded TARP packets and “hand up” a series of reassembled IP packets to the

Network layer 4l0. As an example of combining the TARP layer 420 with the data link layer

430, a program may augment the normal processes running a communications card, for example,

an Ethernet card. Alternatively, the TARP layer processes may form part of a dynamically

loadable module that is loaded and executed to support communications between the network

and data link layers.

[0088] Because the encryption system described above can be inserted between the

data link and network layers, the processes involved in supporting the encrypted communication

may be completely transparent to processes at the IP (network) layer and above. The TARP

processes may also be completely transparent to the data link layer processes as well. Thus, no

operations at or above the network layer, or at or below the data link layer, are affected by the

insertion of the TARP stack. This provides additional security to all processes at or above the

network layer, since the difficulty of unauthorized penetration of the network layer (by, for

example, a hacker) is increased substantially. Even newly developed servers running at the

session layer leave all processes below the session layer vulnerable to attack. Note that in this

architecture, security is distributed. That is, notebook computers used by executives on the road,

for example, can communicate over the Internet without any compromise in security.
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[0089] Note that IP address changes made by TARP terminals and routers can be

done at regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0090] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicates that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. To accomplish this, the TARP process will construct a TARP-

formatted message, in the style of Internet Control Message Protocol (ICMP) datagrams as an

example; this message will contain the machine’s TARP address, its previous IP address, and its

new IP address. The TARP layer will transmit this packet to at least one known TARP router;

then upon receipt and validation of the message, the TARP router will update its LUT with the

new IP address for the stated TARP address. The TARP router will then format a similar

message, and broadcast it to the other TARP routers so that they may update their LUTs. Since

the total number of TARP routers on any given subnet is expected to be relatively small, this

process of updating the LUTs should be relatively fast. It may not, however, work as well when

there is a relatively large number of TARP routers and/or a relatively large number of clients;

this has motivated a refinement of this architecture to provide scalability; this refinement has led

to a second embodiment, which is discussed below.

[0091] Upon detection of an attack, the TARP process may also create a subprocess

that maintains the original IP address and continues interacting with the attacker. The latter may

provide an opportunity to trace the attacker or study the attacker’s methods (called “fishbowling”

drawing upon the analogy of a small fish in a fish bowl that “thinks” it is in the ocean but is

actually under captive observation). A history of the communication between the attacker and the

abandoned (fishbowled) IP address can be recorded or transmitted for human analysis or further

synthesized for purposes of responding in some way.

[0092] As mentioned above, decoy or dummy data or packets can be added to

outgoing data streams by TARP terminals or routers. In addition to making it convenient to

-22-

Petitioner Apple Inc. — Exhibit 1002, p. 27



Petitioner Apple Inc. - Exhibit 1002, p. 28

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

spread data over a larger number of separate packets, such decoy packets can also help to level

the load on inactive portions of the Internet to help foil traffic analysis efforts.

[0093] Decoy packets may be generated by each TARP terminal 100, ll0 or each

router l22-l27 on some basis determined by an algorithm. For example, the algorithm may be a

random one which calls for the generation of a packet on a random basis when the terminal is

idle. Alternatively, the algorithm may be responsive to time of day or detection of low traffic to

generate more decoy packets during low traffic times. Note that packets are preferably generated

in groups, rather than one by one, the groups being sized to simulate real messages. In addition,

so that decoy packets may be inserted in normal TARP message streams, the background loop

may have a latch that makes it more likely to insert decoy packets when a message stream is

being received. That is, when a series of messages are received, the decoy packet generation rate

may be increased. Alternatively, if a large number of decoy packets is received along with

regular TARP packets, the algorithm may increase the rate of dropping of decoy packets rather

than forwarding them. The result of dropping and generating decoy packets in this Way is to

make the apparent incoming message size different from the apparent outgoing message size to

help foil traffic analysis. The rate of reception of packets, decoy or otherwise, may be indicated

to the decoy packet dropping and generating processes through perishable decoy and regular

packet counters. (A perishable counter is one that resets or decrements its value in response to

time so that it contains a high value when it is incremented in rapid succession and a small value

when incremented either slowly or a small number of times in rapid succession.) Note that

destination TARP terminal ll0 may generate decoy packets equal in number and size to those

TARP packets received to make it appear it is merely routing packets and is therefore not the

destination terminal.

[0094] Referring to FIG. 5, the following particular steps may be employed in the

above- described method for routing TARP packets.

0 S0. A background loop operation is performed which applies an algorithm which determines

the generation of decoy IP packets. The loop is interrupted when an encrypted TARP packet

is received.
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S2. The TARP packet may be probed in some way to authenticate the packet before

attempting to decrypt it using the link key. That is, the router may determine that the packet

is an authentic TARP packet by performing a selected operation on some data included with

the clear IP header attached to the encrypted TARP packet contained in the payload. This

makes it possible to avoid performing decryption on packets that are not authentic TARP

packets.

S3. The TARP packet is decrypted to expose the destination TARP address and an indication

ofwhether the packet is a decoy packet or part of a real message.

S4. If the packet is a decoy packet, the perishable decoy counter is incremented.

S5. Based on the decoy generation/dropping algorithm and the perishable decoy counter

Value, if the packet is a decoy packet, the router may choose to throw it away. If the received

packet is a decoy packet and it is determined that it should be thrown away (S6), control

returns to step S0.

S7. The TTL parameter of the TARP header is decremented and it is determined if the TTL

parameter is greater than zero.

S8. If the TTL parameter is greater than zero, a TARP address is randomly chosen from a list

of TARP addresses maintained by the router and the link key and IP address corresponding

to that TARP address memorized for use in creating a new IP packet containing the TARP

packet.

S9. If the TTL parameter is zero or less, the link key and IP address corresponding to the

TARP address of the destination are memorized for use in creating the new IP packet

containing the TARP packet.

S 10. The TARP packet is encrypted using the memorized link key.

S 11. An IP header is added to the packet that contains the stored IP address, the encrypted

TARP packet wrapped with an IP header, and the completed packet transmitted to the next

hop or destination.
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[0095] Referring to FIG. 6, the following particular steps may be employed in the

above- described method for generating TARP packets.

0 S20. A background loop operation applies an algorithm that determines the generation of

decoy IP packets. The loop is interrupted when a data stream containing IP packets is

received for transmission.

- S21. The received IP packets are grouped into a set consisting of messages with a constant IP

destination address. The set is further broken down to coincide with a maximum size of an

interleave window The set is encrypted, and interleaved into a set of payloads destined to

become TARP packets.

0 S22. The TARP address corresponding to the IP address is determined from a lookup table

and stored to generate the TARP header. An initial TTL count is generated and stored in the

header. The TTL count may be random with minimum and maximum values or it may be

fixed or determined by some other parameter.

0 S23. The window sequence numbers and interleave sequence numbers are recorded in the

TARP headers of each packet.

0 S24. One TARP router address is randomly chosen for each TARP packet and the IP address

corresponding to it stored for use in the clear IP header. The link key corresponding to this

router is identified and used to encrypt TARP packets containing interleaved and encrypted

data and TARP headers.

- S25. A clear IP header with the first hop router’s real IP address is generated and added to

each of the encrypted TARP packets and the resulting packets.

[0096] Referring to FIG. 7, the following particular steps may be employed in the

above- described method for receiving TARP packets.

0 S40. A background loop operation is performed which applies an algorithm which

determines the generation of decoy IP packets. The loop is interrupted when an encrypted

TARP packet is received.

-25-

Petitioner Apple Inc. — Exhibit 1002, p. 30



Petitioner Apple Inc. - Exhibit 1002, p. 31

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

0 S42. The TARP packet may be probed to authenticate the packet before attempting to

decrypt it using the link key.

0 S43. The TARP packet is decrypted with the appropriate link key to expose the destination

TARP address and an indication of whether the packet is a decoy packet or part of a real

message.

- S44. If the packet is a decoy packet, the perishable decoy counter is incremented.

0 S45. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the receiver may choose to throw it away.

0 S46. The TARP packets are cached until all packets forming an interleave window are

received.

- S47. Once all packets of an interleave window are received, the packets are deinterleaved.

0 S48. The packets block of combined packets defining the interleave window is then

decrypted using the session key.

- S49. The decrypted block is then divided using the window sequence data and the IPT

headers are converted into normal IPC headers. The window sequence numbers are integrated

in the IPC headers.

0 S50. The packets are then handed up to the IP layer processes.

l. SCALABILITY ENHANCEMENTS

[0097] The IP agility feature described above relies on the ability to transmit IP

address changes to all TARP routers. The embodiments including this feature will be referred to

as “boutique” embodiments due to potential limitations in scaling these features up for a large

network, such as the Internet. (The “boutique” embodiments would, however, be robust for use

in smaller networks, such as small virtual private networks, for example). One problem with the

boutique embodiments is that if IP address changes are to occur frequently, the message traffic
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required to update all routers sufficiently quickly creates a serious burden on the Internet when

the TARP router and/or client population gets large. The bandwidth burden added to the

networks, for example in ICMP packets, that would be used to update all the TARP routers could

overwhelm the Internet for a large scale implementation that approached the scale of the Internet.

In other words, the boutique system’s scalability is limited.

[0098] A system can be constructed which trades some of the features of the above

embodiments to provide the benefits of IP agility without the additional messaging burden. This

is accomplished by IP address-hopping according to shared algorithms that govern IP addresses

used between links participating in communications sessions between nodes such as TARP

nodes. (Note that the IP hopping technique is also applicable to the boutique embodiment.) The

IP agility feature discussed with respect to the boutique system can be modified so that it

becomes decentralized under this scalable regime and governed by the above-described shared

algorithm. Other features of the boutique system may be combined with this new type of IP-

agility.

[0099] The new embodiment has the advantage of providing IP agility governed by a

local algorithm and set of IP addresses exchanged by each communicating pair of nodes. This

local governance is session-independent in that it may govern communications between a pair of

nodes, irrespective of the session or end points being transferred between the directly

communicating pair of nodes.

[00100] In the scalable embodiments, blocks of IP addresses are allocated to each node

in the network. (This scalability will increase in the future, when Internet Protocol addresses are

increased to 128-bit fields, vastly increasing the number of distinctly addressable nodes). Each

node can thus use any of the IP addresses assigned to that node to communicate with other nodes

in the network. Indeed, each pair of communicating nodes can use a plurality of source IP

addresses and destination IP addresses for communicating with each other.

[00101] Each communicating pair of nodes in a chain participating in any session

stores two blocks of IP addresses, called netblocks, and an algorithm and randomization seed for

selecting, from each netblock, the next pair of source/destination IP addresses that will be used to
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transmit the next message. In other words, the algorithm governs the sequential selection of IP-

address pairs, one sender and one receiver IP address, from each netblock. The combination of

algorithm, seed, and netblock (IP address block) will be called a “hopblock.” A router issues

separate transmit and receive hopblocks to its clients. The send address and the receive address

of the IP header of each outgoing packet sent by the client are filled with the send and receive IP

addresses generated by the algorithm. The algorithm is “clocked” (indexed) by a counter so that

each time a pair is used, the algorithm turns out a new transmit pair for the next packet to be sent.

[00102] The router’s receive hopblock is identical to the client’s transmit hopblock.

The router uses the receive hopblock to predict what the send and receive IP address pair for the

next expected packet from that client will be. Since packets can be received out of order, it is not

possible for the router to predict with certainty what IP address pair will be on the next

sequential packet. To account for this problem, the router generates a range of predictions

encompassing the number of possible transmitted packet send/receive addresses, of which the

next packet received could leap ahead. Thus, if there is a vanishingly small probability that a

given packet will arrive at the router ahead of 5 packets transmitted by the client before the given

packet, then the router can generate a series of 6 send/receive IP address pairs (or “hop window”)

to compare with the next received packet. When a packet is received, it is marked in the hop

window as such, so that a second packet with the same IP address pair will be discarded. If an

out-of-sequence packet does not arrive within a predetermined timeout period, it can be

requested for retransmission or simply discarded from the receive table, depending upon the

protocol in use for that communications session, or possibly by convention.

[00103] When the router receives the client’s packet, it compares the send and receive

IP addresses of the packet with the next N predicted send and receive IP address pairs and rejects

the packet if it is not a member of this set. Received packets that do not have the predicted

source/destination IP addresses falling with the window are rejected, thus thwarting possible

hackers. (With the number of possible combinations, even a fairly large window would be hard

to fall into at random.) If it is a member of this set, the router accepts the packet and processes it

further. This link-based IP-hopping strategy, referred to as “IHOP,” is a network element that

stands on its own and is not necessarily accompanied by elements of the boutique system
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described above. If the routing agility feature described in connection with the boutique

embodiment is combined with this link-based IP-hopping strategy, the router’s next step would

be to decrypt the TARP header to determine the destination TARP router for the packet and

determine what should be the next hop for the packet. The TARP router would then forward the

packet to a random TARP router or the destination TARP router with which the source TARP

router has a link-based IP hopping communication established.

[00104] Figure 8 shows how a client computer 801 and a TARP router 8ll can

establish a secure session. When client 801 seeks to establish an IHOP session with TARP router

8ll, the client 801 sends “secure synchronization” request (“SSYN”) packet 821 to the TARP

router 8ll. This SYN packet 821 contains the client’s 80l authentication token, and may be sent

to the router 8ll in an encrypted format. The source and destination IP numbers on the packet

821 are the client’s 801 current fixed IP address, and a “known” fixed IP address for the router

8ll. (For security purposes, it may be desirable to reject any packets from outside of the local

network that are destined for the router’s known fixed IP address.) Upon receipt and validation

of the client’s 801 SSYN packet 821, the router 8ll responds by sending an encrypted “secure

synchronization acknowledgment” (“SSYN ACK”) 822 to the client 801. This SSYN ACK 822

will contain the transmit and receive hopblocks that the client 801 will use when communicating

with the TARP router 8ll. The client 801 will acknowledge the TARP router’s 8ll response

packet 822 by generating an encrypted SSYN ACK ACK packet 823 which will be sent from the

client’s 80l fixed IP address and to the TARP router’s 8ll known fixed IP address. The client

801 will simultaneously generate a SSYN ACK ACK packet; this SSYN ACK packet, referred

to as the Secure Session Initiation (SSI) packet 824, will be sent with the first {sender, receiver}

IP pair in the client’s transmit table 921 (FIG. 9), as specified in the transmit hopblock provided

by the TARP router 8ll in the SSYN ACK packet 822. The TARP router 8ll will respond to the

SSI packet 824 with an SSI ACK packet 825, which will be sent with the first {sender, receiver}

IP pair in the TARP router’s transmit table 923. Once these packets have been successfully

exchanged, the secure communications session is established, and all further secure

communications between the client 801 and the TARP router 8ll will be conducted via this

secure session, as long as synchronization is maintained. If synchronization is lost, then the client
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801 and TARP router 802 may re-establish the secure session by the procedure outlined in

Figure 8 and described above.

[00105] While the secure session is active, both the client 901 and TARP router 911

(FIG. 9) will maintain their respective transmit tables 921, 923 and receive tables 922, 924, as

provided by the TARP router during session synchronization 822. It is important that the

sequence of IP pairs in the client’s transmit table 921 be identical to those in the TARP router’s

receive table 924; similarly, the sequence of IP pairs in the client’s receive table 922 must be

identical to those in the router’s transmit table 923. This is required for the session

synchronization to be maintained. The client 901 need maintain only one transmit table 921 and

one receive table 922 during the course of the secure session. Each sequential packet sent by the

client 901 will employ the next {send, receive} IP address pair in the transmit table, regardless of

TCP or UDP session. The TARP router 911 will expect each packet arriving from the client 901

to bear the next IP address pair shown in its receive table.

[00106] Since packets can arrive out of order, however, the router 911 can maintain a

“look ahead” buffer in its receive table, and will mark previously-received IP pairs as invalid for

future packets; any future packet containing an IP pair that is in the look-ahead buffer but is

marked as previously received will be discarded. Communications from the TARP router 911 to

the client 901 are maintained in an identical manner; in particular, the router 911 will select the

next IP address pair from its transmit table 923 when constructing a packet to send to the client

901, and the client 901 will maintain a look-ahead buffer of expected IP pairs on packets that it is

receiving. Each TARP router will maintain separate pairs of transmit and receive tables for each

client that is currently engaged in a secure session with or through that TARP router.

[00107] While clients receive their hopblocks from the first server linking them to the

Internet, routers exchange hopblocks. When a router establishes a link-based IP-hopping

communication regime with another router, each router of the pair exchanges its transmit

hopblock. The transmit hopblock of each router becomes the receive hopblock of the other

router. The communication between routers is governed as described by the example of a client

sending a packet to the first router.
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[00108] While the above strategy works fine in the IP milieu, many local networks that

are connected to the Internet are Ethernet systems. In Ethernet, the IP addresses of the

destination devices must be translated into hardware addresses, and vice versa, using known

processes (“address resolution protocol,” and “reverse address resolution protocol”). However, if

the link- based IP-hopping strategy is employed, the correlation process would become explosive

and burdensome. An alternative to the link-based IP hopping strategy may be employed within

an Ethernet network. The solution is to provide that the node linking the Internet to the Ethernet

(call it the border node) use the link-based IP-hopping communication regime to communicate

with nodes outside the Ethernet LAN. Within the Ethernet LAN, each TARP node would have a

single IP address which would be addressed in the conventional way. Instead of comparing the

{sender, receiver} IP address pairs to authenticate a packet, the intra-LAN TARP node would

use one of the IP header extension fields to do so. Thus, the border node uses an algorithm

shared by the intra-LAN TARP node to generate a symbol that is stored in the free field in the IP

header, and the intra-LAN TARP node generates a range of symbols based on its prediction of

the next expected packet to be received from that particular source IP address. The packet is

rejected if it does not fall into the set of predicted symbols (for example, numerical values) or is

accepted if it does. Communications from the intra-LAN TARP node to the border node are

accomplished in the same manner, though the algorithm will necessarily be different for security

reasons. Thus, each of the communicating nodes will generate transmit and receive tables in a

similar manner to that of Figure 9; the intra-LAN TARP nodes transmit table will be identical to

the border node’s receive table, and the intra-LAN TARP node’s receive table will be identical to

the border node’s transmit table.

[00109] The algorithm used for IP address-hopping can be any desired algorithm. For

example, the algorithm can be a given pseudo-random number generator that generates numbers

of the range covering the allowed IP addresses with a given seed. Alternatively, the session

participants can assume a certain type of algorithm and specify simply a parameter for applying

the algorithm. For example the assumed algorithm could be a particular pseudo-random number

generator and the session participants could simply exchange seed values.
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[00110] Note that there is no permanent physical distinction between the originating

and destination terminal nodes. Either device at either end point can initiate a synchronization of

the pair. Note also that the authentication/synchronization-request (and acknowledgment) and

hopblock-exchange may all be served by a single message so that separate message exchanges

may not be required.

[00111] As another extension to the stated architecture, multiple physical paths can be

used by a client, in order to provide link redundancy and further thwart attempts at denial of

service and traffic monitoring. As shown in Figure 10, for example, client 1001 can establish

three simultaneous sessions with each of three TARP routers provided by different ISPs 1011,

1012, 1013. As an example, the client 1001 can use three different telephone lines 1021, 1022,

1023 to connect to the ISPs, or two telephone lines and a cable modem, etc. In this scheme,

transmitted packets will be sent in a random fashion among the different physical paths. This

architecture provides a high degree of communications redundancy, with improved immunity

from denial-of- service attacks and traffic monitoring.

2. FURTHER EXTENSIONS

[00112] The following describes various extensions to the techniques, systems, and

methods described above. As described above, the security of communications occurring

between computers in a computer network (such as the Internet, an Ethernet, or others) can be

enhanced by using seemingly random source and destination Internet Protocol (IP) addresses for

data packets transmitted over the network. This feature prevents eavesdroppers from determining

which computers in the network are communicating with each other while permitting the two

communicating computers to easily recognize whether a given received data packet is legitimate

or not. In one embodiment of the above-described systems, an IP header extension field is used

to authenticate incoming packets on an Ethernet.

[00113] Various extensions to the previously described techniques described herein

include: (1) use of hopped hardware or “MAC” addresses in broadcast type network; (2) a self

synchronization technique that permits a computer to automatically regain synchronization with

a sender; (3) synchronization algorithms that allow transmitting and receiving computers to
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quickly re-establish synchronization in the event of lost packets or other events; and (4) a fast-

packet rejection mechanism for rejecting invalid packets. Any or all of these extensions can be

combined with the features described above in any of various ways.

A. Hardware Address Hopping

[00114] Internet protocol-based communications techniques on a LAN—or across any

dedicated physical medium—typically embed the IP packets within lower-level packets, often

referred to as “frames.” As shown in FIG. 11, for example, a first Ethernet frame 1150 comprises

a frame header 1101 and two embedded IP packets IPl and IP2, while a second Ethernet frame

1160 comprises a different frame header 1104 and a single IP packet IP3. Each frame header

generally includes a source hardware address ll0l A and a destination hardware address 1101 B;

other well-known fields in frame headers are omitted from FIG. 11 for clarity. Two hardware

nodes communicating over a physical communication channel insert appropriate source and

destination hardware addresses to indicate which nodes on the channel or network should receive

the frame.

[00115] It may be possible for a nefarious listener to acquire information about the

contents of a frame and/or its communicants by examining frames on a local network rather than

(or in addition to) the IP packets themselves. This is especially true in broadcast media, such as

Ethernet, where it is necessary to insert into the frame header the hardware address of the

machine that generated the frame and the hardware address of the machine to which frame is

being sent. All nodes on the network can potentially “see” all packets transmitted across the

network. This can be a problem for secure communications, especially in cases where the

communicants do not want for any third party to be able to identify who is engaging in the

information exchange. One way to address this problem is to push the address-hopping scheme

down to the hardware layer. In accordance with various embodiments of the invention, hardware

addresses are “hopped” in a manner similar to that used to change IP addresses, such that a

listener cannot determine which hardware node generated a particular message nor which node is

the intended recipient.
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[00116] FIG. l2A shows a system in which Media Access Control (“MAC”) hardware

addresses are “hopped” in order to increase security over a network such as an Ethernet. While

the description refers to the exemplary case of an Ethernet environment, the inventive principles

are equally applicable to other types of communications media. In the Ethernet case, the MAC

address of the sender and receiver are inserted into the Ethernet frame and can be observed by

anyone on the LAN who is within the broadcast range for that frame. For secure

communications, it becomes desirable to generate frames with MAC addresses that are not

attributable to any specific sender or receiver.

[00117] As shown in FIG. l2A, two computer nodes l20l and 1202 communicate

over a communication channel such as an Ethernet. Each node executes one or more application

programs 1203 and l2l8 that communicate by transmitting packets through communication

software l204 and l2l7, respectively. Examples of application programs include video

conferencing, e-mail, word processing programs, telephony, and the like. Communication

software l204 and l2l7 can comprise, for example, an OSI layered architecture or “stack” that

standardizes various services provided at different levels of functionality.

[00118] The lowest levels of communication software l204 and l2l7 communicate

with hardware components 1206 and 1214 respectively, each of which can include one or more

registers 1207 and 1215 that allow the hardware to be reconfigured or controlled in accordance

with various communication protocols. The hardware components (an Ethernet network interface

card, for example) communicate with each other over the communication medium. Each

hardware component is typically pre-assigned a fixed hardware address or MAC number that

identifies the hardware component to other nodes on the network. One or more interface drivers

control the operation of each card and can, for example, be configured to accept or reject packets

from certain hardware addresses. As will be described in more detail below, various

embodiments of the inventive principles provide for “hopping” different addresses using one or

more algorithms and one or more moving windows that track a range of valid addresses to

validate received packets. Packets transmitted according to one or more of the inventive

principles will be generally referred to as “secure” packets or “secure communications” to
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differentiate them from ordinary data packets that are transmitted in the clear using ordinary,

machine-correlated addresses.

[00119] One straightforward method of generating non-attributable MAC addresses is

an extension of the IP hopping scheme. In this scenario, two machines on the same LAN that

desire to communicate in a secure fashion exchange random-number generators and seeds, and

create sequences of quasi-random MAC addresses for synchronized hopping. The

implementation and synchronization issues are then similar to that of IP hopping.

[00120] This approach, however, runs the risk of using MAC addresses that are

currently active on the LAN—which, in turn, could interrupt communications for those

machines. Since an Ethernet MAC address is at present 48 bits in length, the chance of randomly

misusing an active MAC address is actually quite small. However, if that figure is multiplied by

a large number of nodes (as would be found on an extensive LAN), by a large number of frames

(as might be the case with packet voice or streaming video), and by a large number of concurrent

Virtual Private Networks (VPNs), then the chance that a non-secure machine’s MAC address

could be used in an address-hopped frame can become non-trivial. In short, any scheme that runs

even a small risk of interrupting communications for other machines on the LAN is bound to

receive resistance from prospective system administrators. Nevertheless, it is technically

feasible, and can be implemented without risk on a LAN on which there is a small number of

machines, or if all of the machines on the LAN are engaging in MAC-hopped communications.

[00121] Synchronized MAC address hopping may incur some overhead in the course

of session establishment, especially if there are multiple sessions or multiple nodes involved in

the communications. A simpler method of randomizing MAC addresses is to allow each node to

receive and process every incident frame on the network. Typically, each network interface

driver will check the destination MAC address in the header of every incident frame to see if it

matches that machine’s MAC address; if there is no match, then the frame is discarded. In one

embodiment, however, these checks can be disabled, and every incident packet is passed to the

TARP stack for processing. This will be referred to as “promiscuous” mode, since every incident

frame is processed. Promiscuous mode allows the sender to use completely random,

unsynchronized MAC addresses, since the destination machine is guaranteed to process the
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frame. The decision as to whether the packet was truly intended for that machine is handled by

the TARP stack, which checks the source and destination IP addresses for a match in its IP

synchronization tables. If no match is found, the packet is discarded; if there is a match, the

packet is unwrapped, the inner header is evaluated, and if the inner header indicates that the

packet is destined for that machine then the packet is forwarded to the IP stack—otherwise it is

discarded.

[00122] One disadvantage of purely-random MAC address hopping is its impact on

processing overhead; that is, since every incident frame must be processed, the machine’s CPU is

engaged considerably more often than if the network interface driver is discriminating and

rejecting packets unilaterally. A compromise approach is to select either a single fixed MAC

address or a small number of MAC addresses (e.g., one for each virtual private network on an

Ethernet) to use for MAC-hopped communications, regardless of the actual recipient for which

the message is intended. In this mode, the network interface driver can check each incident frame

against one (or a few) pre-established MAC addresses, thereby freeing the CPU from the task of

physical- layer packet discrimination. This scheme does not betray any useful information to an

interloper on the LAN; in particular, every secure packet can already be identified by a unique

packet type in the outer header. However, since all machines engaged in secure communications

would either be using the same MAC address, or be selecting from a small pool ofpredetermined

MAC addresses, the association between a specific machine and a specific MAC address is

effectively broken.

[00123] In this scheme, the CPU will be engaged more often than it would be in non-

secure communications (or in synchronized MAC address hopping), since the network interface

driver cannot always unilaterally discriminate between secure packets that are destined for that

machine, and secure packets from other VPNs. However, the non-secure traffic is easily

eliminated at the network interface, thereby reducing the amount of processing required of the

CPU. There are boundary conditions where these statements would not hold, of course—e.g., if

all of the traffic on the LAN is secure traffic, then the CPU would be engaged to the same degree

as it is in the purely-random address hopping case; alternatively, if each VPN on the LAN uses a

different MAC address, then the network interface can perfectly discriminate secure frames
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destined for the local machine from those constituting other VPNs. These are engineering

tradeoffs that might be best handled by providing administrative options for the users when

installing the software and/or establishing VPNs.

[00124] Even in this scenario, however, there still remains a slight risk of selecting

MAC addresses that are being used by one or more nodes on the LAN. One solution to this

problem is to formally assign one address or a range of addresses for use in MAC-hopped

communications. This is typically done via an assigned numbers registration authority; e.g., in

the case of Ethernet, MAC address ranges are assigned to vendors by the Institute of Electrical

and Electronics Engineers (IEEE). A forrnally-assigned range of addresses would ensure that

secure frames do not conflict with any properly-configured and properly-functioning machines

on the LAN.

[00125] Reference will now be made to FIGS. 12A and 12B in order to describe the

many combinations and features that follow the inventive principles. As explained above, two

computer nodes 1201 and 1202 are assumed to be communicating over a network or

communication medium such as an Ethernet. A communication protocol in each node (1204 and

1217, respectively) contains a modified element 1205 and 1216 that performs certain functions

that deviate from the standard communication protocols. In particular, computer node 1201

implements a first “hop” algorithm l208X that selects seemingly random source and destination

IP addresses (and, in one embodiment, seemingly random IP header discriminator fields) in order

to transmit each packet to the other computer node. For example, node 1201 maintains a transmit

table 1208 containing triplets of source (S), destination (D), and discriminator fields (DS) that

are inserted into outgoing IP packet headers. The table is generated through the use of an

appropriate algorithm (e.g., a random number generator that is seeded with an appropriate seed)

that is known to the recipient node 1202. As each new IP packet is formed, the next sequential

entry out of the sender’s transmit table 1208 is used to populate the IP source, IP destination, and

IP header extension field (e.g., discriminator field). It will be appreciated that the transmit table

need not be created in advance but could instead be created on-the-fly by executing the algorithm

when each packet is formed.
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[00126] At the receiving node 1202, the same IP hop algorithm 1222X is maintained

and used to generate a receive table 1222 that lists valid triplets of source IP address, destination

IP address, and discriminator field. This is shown by virtue of the first five entries of transmit

table 1208 matching the second five entries of receive table 1222. (The tables may be slightly

offset at any particular time due to lost packets, misordered packets, or transmission delays).

Additionally, node 1202 maintains a receive window W3 that represents a list of valid IP source,

IP destination, and discriminator fields that will be accepted when received as part of an

incoming IP packet. As packets are received, window W3 slides down the list of valid entries,

such that the possible valid entries change over time. Two packets that arrive out of order but are

nevertheless matched to entries within window W3 will be accepted; those falling outside of

window W3 will be rejected as invalid. The length of window W3 can be adjusted as necessary

to reflect network delays or other factors.

[00127] Node 1202 maintains a similar transmit table 1221 for creating IP packets and

frames destined for node 1201 using a potentially different hopping algorithm 1221 X, and node

1201 maintains a matching receive table 1209 using the same algorithm 1209X. As node 1202

transmits packets to node 1201 using seemingly random IP source, IP destination, and/or

discriminator fields, node 1201 matches the incoming packet values to those falling within

window WI maintained in its receive table. In effect, transmit table 1208 of node 1201 is

synchronized (i.e., entries are selected in the same order) to receive table 1222 of receiving node

1202. Similarly, transmit table 1221 of node 1202 is synchronized to receive table 1209 of node

1201. It will be appreciated that although a common algorithm is shown for the source,

destination and discriminator fields in FIG. 12A (using, e.g., a different seed for each of the three

fields), an entirely different algorithm could in fact be used to establish values for each of these

fields. It will also be appreciated that one or two of the fields can be “hopped” rather than all

three as illustrated.

[00128] In accordance with another aspect of the invention, hardware or “MAC”

addresses are hopped instead of or in addition to IP addresses and/or the discriminator field in

order to improve security in a local area or broadcast-type network. To that end, node 1201

further maintains a transmit table 1210 using a transmit algorithm 1210X to generate source and

-38-

PefifionmnAppblnc.—Exhflfit1002,p.43



Petitioner Apple Inc. - Exhibit 1002, p. 44

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

destination hardware addresses that are inserted into frame headers (e.g., fields 1101A and 1101

B in FIG. 11) that are synchronized to a corresponding receive table 1224 at node 1202.

Similarly, node 1202 maintains a different transmit table 1223 containing source and destination

hardware addresses that is synchronized with a corresponding receive table 1211 at node 1201.

In this manner, outgoing hardware frames appear to be originating from and going to completely

random nodes on the network, even though each recipient can determine whether a given packet

is intended for it or not. It will be appreciated that the hardware hopping feature can be

implemented at a different level in the communications protocol than the IP hopping feature

(e.g., in a card driver or in a hardware card itself to improve performance).

[00129] FIG. 12B shows three different embodiments or modes that can be employed

using the aforementioned principles. In a first mode referred to as “promiscuous” mode, a

common hardware address (e.g., a fixed address for source and another for destination) or else a

completely random hardware address is used by all nodes on the network, such that a particular

packet cannot be attributed to any one node. Each node must initially accept all packets

containing the common (or random) hardware address and inspect the IP addresses or

discriminator field to determine whether the packet is intended for that node. In this regard,

either the IP addresses or the discriminator field or both can be varied in accordance with an

algorithm as described above. As explained previously, this may increase each node’s overhead

since additional processing is involved to determine whether a given packet has valid source and

destination hardware addresses.

[00130] In a second mode referred to as “promiscuous per VPN” mode, a small set of

fixed hardware addresses are used, with a fixed source/destination hardware address used for all

nodes communicating over a virtual private network. For example, if there are six nodes on an

Ethernet, and the network is to be split up into two private virtual networks such that nodes on

one VPN can communicate with only the other two nodes on its own VPN, then two sets of

hardware addresses could be used: one set for the first VPN and a second set for the second

VPN. This would reduce the amount of overhead involved in checking for valid frames since

only packets arriving from the designated VPN would need to be checked. IP addresses and one

or more discriminator fields could still be hopped as before for secure communication within the
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VPN. Of course, this solution compromises the anonymity of the VPNs (i.e., an outsider can

easily tell what traffic belongs in which VPN, though he cannot correlate it to a specific

machine/person). It also requires the use of a discriminator field to mitigate the vulnerability to

certain types of DoS attacks, (For example, without the discriminator field, an attacker on the

LAN could stream frames containing the MAC addresses being used by the VPN; rejecting those

frames could lead to excessive processing overhead. The discriminator field would provide a

low-overhead means of rejecting the false packets.)

[00131] In a third mode referred to as “hardware hopping” mode, hardware addresses

are varied as illustrated in FIG. 12A, such that hardware source and destination addresses are

changed constantly in order to provide non-attributable addressing. Variations on these

embodiments are of course possible, and the invention is not intended to be limited in any

respect by these illustrative examples.

B. Extending the Address Space

[00132] Address hopping provides security and privacy. However, the level of

protection is limited by the number of addresses in the blocks being hopped. A hopblock denotes

a field or fields modulated on a packet-wise basis for the purpose of providing a VPN. For

instance, if two nodes communicate with IP address hopping using hopblocks of 4 addresses (2

bits) each, there would be 16 possible address-pair combinations. A window of size 16 would

result in most address pairs being accepted as valid most of the time. This limitation can be

overcome by using a discriminator field in addition to or instead of the hopped address fields.

The discriminator field would be hopped in exactly the same fashion as the address fields and it

would be used to determine whether a packet should be processed by a receiver.

[00133] Suppose that two clients, each using four-bit hopblocks, would like the same

level of protection afforded to clients communicating via IP hopping between two A blocks (24

address bits eligible for hopping). A discriminator field of 20 bits, used in conjunction with the 4

address bits eligible for hopping in the IP address field, provides this level ofprotection. A 24-bit

discriminator field would provide a similar level of protection if the address fields were not

hopped or ignored. Using a discriminator field offers the following advantages: (1) an arbitrarily
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high level of protection can be provided, and (2) address hopping is unnecessary to provide

protection. This may be important in environments where address hopping would cause routing

problems.

C. Synchronization Techniques

[00134] It is generally assumed that once a sending node and receiving node have

exchanged algorithms and seeds (or similar information sufficient to generate quasi-random

source and destination tables), subsequent communication between the two nodes will proceed

smoothly. Realistically, however, two nodes may lose synchronization due to network delays or

outages, or other problems. Consequently, it is desirable to provide means for re-establishing

synchronization between nodes in a network that have lost synchronization.

[00135] One possible technique is to require that each node provide an

acknowledgment upon successful receipt of each packet and, if no acknowledgment is received

within a certain period of time, to re-send the unacknowledged packet. This approach, however,

drives up overhead costs and may be prohibitive in high-throughput environments such as

streaming video or audio, for example.

[00136] A different approach is to employ an automatic synchronizing technique that

will be referred to herein as “self-synchronization.” In this approach, synchronization

information is embedded into each packet, thereby enabling the receiver to re-synchronize itself

upon receipt of a single packet if it determines that is has lost synchronization with the sender. (If

communications are already in progress, and the receiver determines that it is still in sync with

the sender, then there is no need to re-synchronize.) A receiver could detect that it was out of

synchronization by, for example, employing a “dead-man” timer that expires after a certain

period of time, wherein the timer is reset with each valid packet. A time stamp could be hashed

into the public sync field (see below) to preclude packet-retry attacks.

[00137] In one embodiment, a “sync field” is added to the header of each packet sent

out by the sender. This sync field could appear in the clear or as part of an encrypted portion of

the packet. Assuming that a sender and receiver have selected a random-number generator

(RNG) and seed value, this combination of RNG and seed can be used to generate a random-
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number sequence (RNS). The RNS is then used to generate a sequence of source/destination IP

pairs (and, if desired, discriminator fields and hardware source and destination addresses), as

described above. It is not necessary, however, to generate the entire sequence (or the first N-l

values) in order to generate the Nth random number in the sequence; if the sequence index N is

known, the random value corresponding to that index can be directly generated (see below).

Different RNGs (and seeds) with different fundamental periods could be used to generate the

source and destination IP sequences, but the basic concepts would still apply. For the sake of

simplicity, the following discussion will assume that IP source and destination address pairs

(only) are hopped using a single RNG sequencing mechanism.

[00138] In accordance with a “self-synchronization” feature, a sync field in each

packet header provides an index (i.e., a sequence number) into the RNS that is being used to

generate IP pairs. Plugging this index into the RNG that is being used to generate the RNS yields

a specific random number value, which in turn yields a specific IP pair. That is, an IP pair can be

generated directly from knowledge of the RNG, seed, and index number; it is not necessary, in

this scheme, to generate the entire sequence of random numbers that precede the sequence value

associated with the index number provided.

[00139] Since the communicants have presumably previously exchanged RNGs and

seeds, the only new information that must be provided in order to generate an IP pair is the

sequence number. If this number is provided by the sender in the packet header, then the receiver

need only plug this number into the RNG in order to generate an IP pair — and thus verify that

the IP pair appearing in the header of the packet is valid. In this scheme, if the sender and

receiver lose synchronization, the receiver can immediately re-synchronize upon receipt of a

single packet by simply comparing the IP pair in the packet header to the IP pair generated from

the index number. Thus, synchronized communications can be resumed upon receipt of a single

packet, making this scheme ideal for multicast communications. Taken to the extreme, it could

obviate the need for synchronization tables entirely; that is, the sender and receiver could simply

rely on the index number in the sync field to validate the IP pair on each packet, and thereby

eliminate the tables entirely.
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[00140] The aforementioned scheme may have some inherent security issues

associated with it — namely, the placement of the sync field. If the field is placed in the outer

header, then an interloper could observe the values of the field and their relationship to the IP

stream. This could potentially compromise the algorithm that is being used to generate the IP-

address sequence, which would compromise the security of the communications. If, however, the

value is placed in the inner header, then the sender must decrypt the inner header before it can

extract the sync value and validate the IP pair; this opens up the receiver to certain types of

denial-of-service (DoS) attacks, such as packet replay. That is, if the receiver must decrypt a

packet before it can validate the IP pair, then it could potentially be forced to expend a

significant amount of processing on decryption if an attacker simply retransmits previously valid

packets. Other attack methodologies are possible in this scenario.

[00141] A possible compromise between algorithm security and processing speed is to

split up the sync value between an inner (encrypted) and outer (unencrypted) header. That is, if

the sync value is sufficiently long, it could potentially be split into a rapidly-changing part that

can be viewed in the clear, and a fixed (or very slowly changing) part that must be protected. The

part that can be viewed in the clear will be called the “public sync” portion and the part that must

be protected will be called the “private sync” portion.

[00142] Both the public sync and private sync portions are needed to generate the

complete sync value. The private portion, however, can be selected such that it is fixed or will

change only occasionally. Thus, the private sync value can be stored by the recipient, thereby

obviating the need to decrypt the header in order to retrieve it. If the sender and receiver have

previously agreed upon the frequency with which the private part of the sync will change, then

the receiver can selectively decrypt a single header in order to extract the new private sync if the

communications gap that has led to lost synchronization has exceeded the lifetime of the

previous private sync. This should not represent a burdensome amount of decryption, and thus

should not open up the receiver to denial-of-service attack simply based on the need to

occasionally decrypt a single header.

[00143] One implementation of this is to use a hashing function with a one-to-one

mapping to generate the private and public sync portions from the sync value. This
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implementation is shown in FIG. 13, where (for example) a first ISP 1302 is the sender and a

second ISP 1303 is the receiver. (Other alternatives are possible from FIG. 13.) A transmitted

packet comprises a public or “outer” header 1305 that is not encrypted, and a private or “inner”

header 1306 that is encrypted using for example a link key. Outer header 1305 includes a public

sync portion while inner header 1306 contains the private sync portion. A receiving node

decrypts the inner header using a decryption filnction 1307 in order to extract the private sync

portion. This step is necessary only if the lifetime of the currently buffered private sync has

expired. (If the currently-buffered private sync is still valid, then it is simply extracted from

memory and “added” (which could be an inverse hash) to the public sync, as shown in step

1308.) The public and decrypted private sync portions are combined in function 1308 in order to

generate the combined sync 1309. The combined sync (1309) is then fed into the RNG (1310)

and compared to the IP address pair (1311) to validate or reject the packet.

[00144] An important consideration in this architecture is the concept of “future” and

“past” where the public sync values are concerned. Though the sync values, themselves, should

be random to prevent spoofing attacks, it may be important that the receiver be able to quickly

identify a sync value that has already been sent — even if the packet containing that sync value

was never actually received by the receiver. One solution is to hash a time stamp or sequence

number into the public sync portion, which could be quickly extracted, checked, and discarded,

thereby validating the public sync portion itself.

[00145] In one embodiment, packets can be checked by comparing the

source/destination IP pair generated by the sync field with the pair appearing in the packet

header. If (1) they match, (2) the time stamp is valid, and (3) the dead-man timer has expired,

then re-synchronization occurs; otherwise, the packet is rejected. If enough processing power is

available, the dead-man timer and synchronization tables can be avoided altogether, and the

receiver would simply resynchronize (e.g., validate) on every packet.

[00146] The foregoing scheme may require large-integer (e.g., 160-bit) math, which

may affect its implementation. Without such large-integer registers, processing throughput would

be affected, thus potentially affecting security from a denial-of-service standpoint. Nevertheless,
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as large integer math processing features become more prevalent, the costs of implementing such

a feature will be reduced.

D. Other Synchronization Schemes

[00147] As explained above, if W or more consecutive packets are lost between a

transmitter and receiver in a VPN (where W is the window size), the receiver’s window will not

have been updated and the transmitter will be transmitting packets not in the receiver’s window.

The sender and receiver will not recover synchronization until perhaps the random pairs in the

window are repeated by chance. Therefore, there is a need to keep a transmitter and receiver in

synchronization whenever possible and to re-establish synchronization whenever it is lost.

[00148] A “checkpoint” scheme can be used to regain synchronization between a

sender and a receiver that have fallen out of synchronization. In this scheme, a checkpoint

message comprising a random IP address pair is used for communicating synchronization

information. In one embodiment, two messages are used to communicate synchronization

information between a sender and a recipient:

l. SYNC_REQ is a message used by the sender to indicate that it wants to synchronize; and

2. SYNC_ACK is a message used by the receiver to inform the transmitter that it has been

synchronized.

[00149] According to one variation of this approach, both the transmitter and receiver

maintain three checkpoints (see FIG. 14):

l. In the transmitter, ckpt_o (“checkpoint old”) is the IP pair that was used to re-send the

last SYNC_REQ packet to the receiver. In the receiver, ckpt_o (“checkpoint old”) is the

IP pair that receives repeated SYNC_REQ packets from the transmitter.

2. In the transmitter, ckpt_n (“checkpoint new”) is the IP pair that will be used to send the

next SYNC_REQ packet to the receiver. In the receiver, ckpt_n (“checkpoint new”) is the

IP pair that receives a new SYNC_REQ packet from the transmitter and which causes the
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receiver’s window to be re-aligned, ckpt_o set to ckpt_n, a new ckpt_n to be generated

and a new ckpt_r to be generated.

3. In the transmitter, ckpt_r is the IP pair that will be used to send the next SYNC_ACK

packet to the receiver. In the receiver, ckpt_r is the IP pair that receives a new

SYNC_ACK packet from the transmitter and which causes a new ckpt_n to be generated.

Since SYNC_ACK is transmitted from the receiver ISP to the sender ISP, the transmitter

ckpt_r refers to the ckpt_r of the receiver and the receiver ckpt_r refers to the ckpt_r of

the transmitter (see FIG. 14).

When a transmitter initiates synchronization, the IP pair it will use to transmit the next data

packet is set to a predetermined value and when a receiver first receives a SYNC_REQ, the

receiver window is updated to be centered on the transmitter’s next IP pair. This is the primary

mechanism for checkpoint synchronization.

[00150] Synchronization can be initiated by a packet counter (e.g., after every N

packets transmitted, initiate a synchronization) or by a timer (every S seconds, initiate a

synchronization) or a combination of both. See FIG. 15. From the transmitter’s perspective, this

technique operates as follows: (1) Each transmitter periodically transmits a “sync request”

message to the receiver to make sure that it is in sync. (2) If the receiver is still in sync, it sends

back a “sync ack” message. (If this works, no fi1rther action is necessary). (3) If no “sync ack”

has been received within a period of time, the transmitter retransmits the sync request again. If

the transmitter reaches the next checkpoint without receiving a “sync ack” response, then

synchronization is broken, and the transmitter should stop transmitting. The transmitter will

continue to send sync_reqs until it receives a sync_ack, at which point transmission is

reestablished.

[00151] From the receiver’s perspective, the scheme operates as follows: (1) when it

receives a “sync request” request from the transmitter, it advances its window to the next

checkpoint position (even skipping pairs if necessary), and sends a “sync ack” message to the

transmitter. If sync was never lost, then the “jump ahead” really just advances to the next

available pair of addresses in the table (i.e., normal advancement).
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[00152] If an interloper intercepts the “sync request” messages and tries to interfere

with communication by sending new ones, it will be ignored if the synchronization has been

established or it will actually help to re-establish synchronization.

[00153] A window is realigned whenever a re-synchronization occurs. This

realignment entails updating the receiver’s window to straddle the address pairs used by the

packet transmitted immediately after the transmission of the SYNC_REQ packet. Normally, the

transmitter and receiver are in synchronization with one another. However, when network events

occur, the receiver’s window may have to be advanced by many steps during resynchronization.

In this case, it is desirable to move the window ahead without having to step through the

intervening random numbers sequentially. (This feature is also desirable for the auto-sync

approach discussed above).

E. Random Number Generator with a Jump-Ahead capability

[00154] An attractive method for generating randomly hopped addresses is to use

identical random number generators in the transmitter and receiver and advance them as packets

are transmitted and received. There are many random number generation algorithms that could

be used. Each one has strengths and weaknesses for address hopping applications.

[00155] Linear congruential random number generators (LCRs) are fast, simple and

well characterized random number generators that can be made to jump ahead 11 steps efficiently.

An LCR generates random numbers X1, X2, X3 Xk starting with seed X0 using a recurrence

Xi=(a Xi_1 + b) mod c, (1)

where a, b and c define a particular LCR. Another expression for Xi,

Xi=((ai(X0+b)-b)/(a-1)) mod c (2)

enables the jump-ahead capability. The factor ai can grow very large even for modest i if left

unfettered. Therefore some special properties of the modulo operation can be used to control the

size and processing time required to compute (2). (2) can be rewritten as:
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Xi=(ai(X0(a- 1 )+b)-b)/(a- 1) mod c. (3)

It can be shown that:

(ai(X0(a- 1 )+b)-b)/(a- 1) mod c =

((ai mod((a- 1 )c)(X0(a- l )+b) -b) /(a- 1)) mod c (4).

[00156] (X0(a-1)+b) can be stored as (X0(a-1)+b) mod c, b as b mod c and compute ai

mod((a-l)c) (this requires O(log(i)) steps).

[00157] A practical implementation of this algorithm would jump a fixed distance, n,

between synchronizations; this is tantamount to synchronizing every n packets. The window

would commence n IP pairs from the start of the previous window. Using Xjw, the random

number at the jth checkpoint, as X0 and n as 2', a node can store anmod((a- l)c) once per LCR and

S611

[00158] Xj+1W=Xn(]~+1)=((an mod((a-l)c) (XJW (a-1)+b)-b)/(a-l))mod c, (5)

to generate the random number for the j+l‘h synchronization. Using this construction, a node

could jump ahead an arbitrary (but fixed) distance between synchronizations in a constant

amount of time (independent of 11).

[00159] Pseudo-random number generators, in general, and LCRs, in particular, will

eventually repeat their cycles. This repetition may present vulnerability in the IP hopping

scheme. An adversary would simply have to wait for a repeat to predict future sequences. One

way of coping with this vulnerability is to create a random number generator with a known long

cycle. A random sequence can be replaced by a new random number generator before it repeats.

LCRs can be constructed with known long cycles. This is not currently true of many random

number generators.

[00160] Random number generators can be cryptographically insecure. An adversary

can derive the RNG parameters by examining the output or part of the output. This is true of
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LCGs. This Vulnerability can be mitigated by incorporating an encryptor, designed to scramble

the output as part of the random number generator. The random number generator prevents an

adversary from mounting an attack—e.g., a known plaintext attack—against the encryptor.

F. Random Number Generator Example

[00161] Consider a RNG where a=31,b=4 and c=15. For this case equation (1)

becomes:

Xi=(31 X14 + 4) mod 15. (6)

Ifone sets X0=1, equation (6) will produce the sequence 1, 5, 9, 13, 2, 6, 10, 14, 3, 7, 11,

0, 4, 8, 12. This sequence will repeat indefinitely. For a jump ahead of 3 numbers in this

sequence an: 313=29791, c*(a-1)=15*30=450 and an mod((a-1)c) =

313mod(15*30)=29791mod(450)=91. Equation (5) becomes:

((91 (Xi30+4)-4)/30)mod 15(7).

Table 1 shows the jump ahead calculations from (7) . The calculations start at 5 and jump

ahead 3.

TABLE 1

1 X1 (Xi30+4) 91 (Xi30+4)-4 ((91 (Xi30+4)-4)/30 Xi+3

1 5 154 14010 467 2

4 2 64 5820 194 14

7 14 424 38580 1286 11

10 11 334 30390 1013 8

13 8 244 22200 740 5
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G. Fast Packet Filter

[00162] Address hopping VPNs must rapidly determine Whether a packet has a valid

header and thus requires further processing, or has an invalid header (a hostile packet) and

should be immediately rejected. Such rapid determinations will be referred to as “fast packet

filtering.” This capability protects the VPN from attacks by an adversary who streams hostile

packets at the receiver at a high rate of speed in the hope of saturating the receiver’s processor (a

so-called “denial of service” attack). Fast packet filtering is an important feature for

implementing VPNs on shared media such as Ethernet.

[00163] Assuming that all participants in a VPN share an unassigned “A” block of

addresses, one possibility is to use an experimental “A” block that will never be assigned to any

machine that is not address hopping on the shared medium. “A” blocks have a 24 bits of address

that can be hopped as opposed to the 8 bits in “C” blocks. In this case a hopblock will be the “A”

block. The use of the experimental “A” block is a likely option on an Ethernet because:

1. The addresses have no validity outside of the Ethernet and will not be routed out to a

valid outside destination by a gateway.

2. There are 224 (~16 million) addresses that can be hopped Within each “A” block. This

yields >280 trillion possible address pairs making it very unlikely that an adversary

would guess a valid address. It also provides acceptably low probability of collision

between separate VPNs (all VPNs on a shared medium independently generate random

address pairs from the same “A” block).

3. The packets will not be received by someone on the Ethernet who is not on a VPN

(unless the machine is in promiscuous mode) minimizing impact on non-VPN computers.

[00164] The Ethernet example will be used to describe one implementation of fast

packet filtering. The ideal algorithm would quickly examine a packet header, determine Whether

the packet is hostile, and reject any hostile packets or determine which active IP pair the packet

header matches. The problem is a classical associative memory problem. A variety of techniques
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have been developed to solve this problem (hashing, B—trees etc). Each of these approaches has

its strengths and weaknesses. For instance, hash tables can be made to operate quite fast in a

statistical sense, but can occasionally degenerate into a much slower algorithm. This slowness

can persist for a period of time. Since there is a need to discard hostile packets quickly at all

times, hashing would be unacceptable.

H. Presence Vector Algorithm

[00165] A presence vector is a bit vector of length 2“ that can be indexed by n-bit

numbers (each ranging from 0 to 2“ -1). One can indicate the presence of k n-bit numbers (not

necessarily unique), by setting the bits in the presence vector indexed by each number to 1.

Otherwise, the bits in the presence vector are 0. An 11-bit number, x, is one of the k numbers if

and only if the xth bit of the presence vector is 1. A fast packet filter can be implemented by

indexing the presence vector and looking for a 1, which will be referred to as the “test.”

[00166] For example, suppose one wanted to represent the number 135 using a

presence vector. The 135th bit of the vector would be set. Consequently, one could very quickly

determine whether an address of 135 was valid by checking only one bit: the 135th bit. The

presence vectors could be created in advance corresponding to the table entries for the IP

addresses. In effect, the incoming addresses can be used as indices into a long vector, making

comparisons very fast. As each RNG generates a new address, the presence vector is updated to

reflect the information. As the window moves, the presence vector is updated to zero out

addresses that are no longer valid.

[00167] There is a trade-off between efficiency of the test and the amount of memory

required for storing the presence vector(s). For instance, if one were to use the 48 bits of hopping

addresses as an index, the presence vector would have to be 35 terabytes. Clearly, this is too

large for practical purposes. Instead, the 48 bits can be divided into several smaller fields. For

instance, one could subdivide the 48 bits into four 12-bit fields (see FIG. 16). This reduces the

storage requirement to 2048 bytes at the expense of occasionally having to process a hostile

packet. In effect, instead of one long presence vector, the decomposed address portions must

match all four shorter presence vectors before further processing is allowed. (If the first part of
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the address portion doesn’t match the first presence vector, there is no need to check the

remaining three presence vectors).

[00168] A presence vector will have a 1 in the yth bit if and only if one or more

addresses with a corresponding field of y are active. An address is active only if each presence

vector indexed by the appropriate sub-field of the address is 1.

[00169] Consider a window of 32 active addresses and 3 checkpoints. A hostile packet

will be rejected by the indexing of one presence vector more than 99% of the time. A hostile

packet will be rejected by the indexing of all 4 presence vectors more than 99.9999995% of the

time. On average, hostile packets will be rejected in less than 1.02 presence vector index

operations.

[00170] The small percentage of hostile packets that pass the fast packet filter will be

rejected when matching pairs are not found in the active window or are active checkpoints.

Hostile packets that serendipitously match a header will be rejected when the VPN software

attempts to decrypt the header. However, these cases will be extremely rare. There are many

other ways this method can be configured to arbitrate the space/speed tradeoffs.

1. Further Synchronization Enhancements

[00171] A slightly modified form of the synchronization techniques described above

can be employed. The basic principles of the previously described checkpoint synchronization

scheme remain unchanged. The actions resulting from the reception of the checkpoints are,

however, slightly different. In this variation, the receiver will maintain between OoO (“Out of

Order”) and 2xWINDOW_SIZE+OoO active addresses (1 S000 SWINDOW_SIZE and

WINDOW_SIZE Z1). OoO and WINDOW_SIZE are engineerable parameters, where OoO is

the minimum number of addresses needed to accommodate lost packets due to events in the

network or out of order arrivals and WINDOW_SIZE is the number of packets transmitted

before a SYNC_REQ is issued. FIG. 17 depicts a storage array for a receiver’s active addresses.

[00172] The receiver starts with the first 2xWINDOW_SIZE addresses loaded and

active (ready to receive data). As packets are received, the corresponding entries are marked as
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“used” and are no longer eligible to receive packets. The transmitter maintains a packet counter,

initially set to 0, containing the number of data packets transmitted since the last initial

transmission of a SYNC_REQ for which SYNC_ACK has been received. When the transmitter

packet counter equals WINDOW_SIZE, the transmitter generates a SYNC_REQ and does its

initial transmission. When the receiver receives a SYNC_REQ corresponding to its current

CKPT_N, it generates the next WINDOW_SIZE addresses and starts loading them in order

starting at the first location after the last active address wrapping around to the beginning of the

array after the end of the array has been reached. The receiver’s array might look like FIG. 18

when a SYNC_REQ has been received. In this case a couple of packets have been either lost or

will be received out of order when the SYNC_REQ is received.

[00173] FIG. 19 shows the receiver’s array after the new addresses have been

generated. If the transmitter does not receive a SYNC_ACK, it will re-issue the SYNC_REQ at

regular intervals. When the transmitter receives a SYNC_ACK, the packet counter is

decremented by WINDOW_SIZE. If the packet counter reaches 2xWINDOW_SIZE — OoO

then the transmitter ceases sending data packets until the appropriate SYNC_ACK is finally

received. The transmitter then resumes sending data packets. Future behavior is essentially a

repetition of this initial cycle. The advantages of this approach are:

1. There is no need for an efficient jump ahead in the random number generator,

2. No packet is ever transmitted that does not have a corresponding entry in the receiver

side

3. No timer based re-synchronization is necessary. This is a consequence of 2.

4. The receiver will always have the ability to accept data messages transmitted within OoO

messages of the most recently transmitted message.

J. Distributed Transmission Path Variant

[00174] Another embodiment incorporating various inventive principles is shown in

FIG. 20. In this embodiment, a message transmission system includes a first computer 2001 in

communication with a second computer 2002 through a network 20ll of intermediary
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computers. In one variant of this embodiment, the network includes two edge routers 2003 and

2004 each of which is linked to a plurality of Internet Service Providers (ISPs) 2005 through

2010. Each ISP is coupled to a plurality of other ISPs in an arrangement as shown in FIG. 20,

which is a representative configuration only and is not intended to be limiting. Each connection

between ISPs is labeled in FIG. 20 to indicate a specific physical transmission path (e.g., AD is a

physical path that links ISP A (element 2005) to ISP D (element 2008)). Packets arriving at each

edge router are selectively transmitted to one of the ISPs to which the router is attached on the

basis of a randomly or quasi-randomly selected basis.

[00175] As shown in FIG. 21, computer 2001 or edge router 2003 incorporates a

plurality of link transmission tables 2l00 that identify, for each potential transmission path

through the network, valid sets of IP addresses that can be used to transmit the packet. For

example, AD table 2l0l contains a plurality of IP source/destination pairs that are randomly or

quasi-randomly generated. When a packet is to be transmitted from first computer 200l to

second computer 2002, one of the link tables is randomly (or quasi-randomly) selected, and the

next valid source/destination address pair from that table is used to transmit the packet through

the network. Ifpath AD is randomly selected, for example, the next source/destination IP address

pair (which is pre-determined to transmit between ISP A (element 2005) and ISP B (element

2008)) is used to transmit the packet. If one of the transmission paths becomes degraded or

inoperative, that link table can be set to a “down” condition as shown in table 2l05, thus

preventing addresses from being selected from that table. Other transmission paths would be

unaffected by this broken link.

3. CONTINUATION-IN-PART IMPROVEMENTS

[00176] The following describes various improvements and features that can be

applied to the embodiments described above. The improvements include: (1) a load balancer that

distributes packets across different transmission paths according to transmission path quality; (2)

a DNS proxy server that transparently creates a virtual private network in response to a domain

name inquiry; (3) a large-to-small link bandwidth management feature that prevents denial-of-

service attacks at system chokepoints; (4) a traffic limiter that regulates incoming packets by

limiting the rate at which a transmitter can be synchronized with a receiver; and (5) a signaling
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synchronizer that allows a large number of nodes to communicate with a central node by

partitioning the communication function between two separate entities. Each is discussed

separately below.

A. Load Balancer

[00177] Various embodiments described above include a system in which a

transmitting node and a receiving node are coupled through a plurality of transmission paths, and

wherein successive packets are distributed quasi-randomly over the plurality of paths. See, for

example, FIGS. 20 and 21 and accompanying description. The improvement extends this basic

concept to encompass distributing packets across different paths in such a manner that the loads

on the paths are generally balanced according to transmission link quality.

[00178] In one embodiment, a system includes a transmitting node and a receiving

node that are linked via a plurality of transmission paths having potentially varying transmission

quality. Successive packets are transmitted over the paths based on a weight value distribution

filnction for each path. The rate that packets will be transmitted over a given path can be

different for each path. The relative “health” of each transmission path is monitored in order to

identify paths that have become degraded. In one embodiment, the health of each path is

monitored in the transmitter by comparing the number of packets transmitted to the number of

packet acknowledgements received. Each transmission path may comprise a physically separate

path (e.g., via dial-up phone line, computer network, router, bridge, or the like), or may comprise

logically separate paths contained within a broadband communication medium (e.g., separate

channels in an FDM, TDM, CDMA, or other type of modulated or unmodulated transmission

link).

[00179] When the transmission quality of a path falls below a predetermined threshold

and there are other paths that can transmit packets, the transmitter changes the weight value used

for that path, making it less likely that a given packet will be transmitted over that path. The

weight will preferably be set no lower than a minimum value that keeps nominal traffic on the

path. The weights of the other available paths are altered to compensate for the change in the

affected path. When the quality of a path degrades to where the transmitter is turned off by the
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synchronization filnction (i.e., no packets are arriving at the destination), the weight is set to

zero. If all transmitters are turned off, no packets are sent.

[00180] Conventional TCP/IP protocols include a “throttling” feature that reduces the

transmission rate of packets when it is determined that delays or errors are occurring in

transmission. In this respect, timers are sometimes used to determine whether packets have been

received. These conventional techniques for limiting transmission of packets, however, do not

involve multiple transmission paths between two nodes wherein transmission across a particular

path relative to the others is changed based on link quality.

[00181] According to certain embodiments, in order to damp oscillations that might

otherwise occur if weight distributions are changed drastically (e.g., according to a step

function), a linear or an exponential decay formula can be applied to gradually decrease the

weight value over time that a degrading path will be used. Similarly, if the health of a degraded

path improves, the weight value for that path is gradually increased.

[00182] Transmission link health can be evaluated by comparing the number of

packets that are acknowledged within the transmission window (see embodiments discussed

above) to the number of packets transmitted within that window and by the state of the

transmitter (i.e., on or off). In other words, rather than accumulating general transmission

statistics over time for a path, one specific implementation uses the “windowing” concepts

described above to evaluate transmission path health.

[00183] The same scheme can be used to shift virtual circuit paths from an

“unhealthy” path to a “healthy” one, and to select a path for a new virtual circuit.

[00184] FIG. 22A shows a flowchart for adjusting weight values associated with a

plurality of transmission links. It is assumed that software executing in one or more computer

nodes executes the steps shown in FIG. 22A. It is also assumed that the software can be stored on

a computer-readable medium such as a magnetic or optical disk for execution by a computer.

[00185] Beginning in step 2201, the transmission quality of a given transmission path

is measured. As described above, this measurement can be based on a comparison between the
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number of packets transmitted over a particular link to the number of packet acknowledgements

received over the link (e.g., per unit time, or in absolute terms). Alternatively, the quality can be

evaluated by comparing the number of packets that are acknowledged within the transmission

window to the number of packets that were transmitted within that window. In yet another

variation, the number of missed synchronization messages can be used to indicate link quality.

Many other variations are of course possible.

[00186] In step 2202, a check is made to determine whether more than one transmitter

(e.g., transmission path) is turned on. Ifnot, the process is terminated and resumes at step 2201.

[00187] In step 2203, the link quality is compared to a given threshold (e.g., 50%, or

any arbitrary number). If the quality falls below the threshold, then in step 2207 a check is made

to determine whether the weight is above a minimum level (e.g., 1%). If not, then in step 2209

the weight is set to the minimum level and processing resumes at step 2201. If the weight is

above the minimum level, then in step 2208 the weight is gradually decreased for the path, then

in step 2206 the weights for the remaining paths are adjusted accordingly to compensate (e.g.,

they are increased).

[00188] If in step 2203 the quality of the path was greater than or equal to the

threshold, then in step 2204 a check is made to determine whether the weight is less than a

steady-state value for that path. If so, then in step 2205 the weight is increased toward the steady-

state value, and in step 2206 the weights for the remaining paths are adjusted accordingly to

compensate (e.g., they are decreased). If in step 2204 the weight is not less than the steady-state

value, then processing resumes at step 2201 without adjusting the weights.

[00189] The weights can be adjusted incrementally according to various functions,

preferably by changing the value gradually. In one embodiment, a linearly decreasing filnction is

used to adjust the weights; according to another embodiment, an exponential decay fi1nction is

used. Gradually changing the weights helps to damp oscillators that might otherwise occur if the

probabilities were abruptly.
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[00190] Although not explicitly shown in FIG. 22A the process can be performed only

periodically (e.g., according to a time schedule), or it can be continuously run, such as in a

background mode of operation. In one embodiment, the combined weights of all potential paths

should add up to unity (e.g., when the weighting for one path is decreased, the corresponding

weights that the other paths will be selected will increase).

[00191] Adjustments to weight values for other paths can be prorated. For example, a

decrease of 10% in weight value for one path could result in an evenly distributed increase in the

weights for the remaining paths. Alternatively, weightings could be adjusted according to a

weighted formula as desired (e.g., favoring healthy paths over less healthy paths). In yet another

variation, the difference in weight value can be amortized over the remaining links in a manner

that is proportional to their traffic weighting.

[00192] FIG. 22B shows steps that can be executed to shut down transmission links

where a transmitter turns off In step 2210, a transmitter shut-down event occurs. In step 2211, a

test is made to determine whether at least one transmitter is still turned on. If not, then in step

2215 all packets are dropped until a transmitter turns on. If in step 2211 at least one transmitter is

turned on, then in step 2212 the weight for the path is set to zero, and the weights for the

remaining paths are adjusted accordingly.

[00193] FIG. 23 shows a computer node 2301 employing various principles of the

above- described embodiments. It is assumed that two computer nodes of the type shown in FIG.

23 communicate over a plurality of separate physical transmission paths. As shown in FIG. 23,

four transmission paths X1 through X4 are defined for communicating between the two nodes.

Each node includes a packet transmitter 2302 that operates in accordance with a transmit table

2308 as described above. (The packet transmitter could also operate without using the IP-

hopping features described above, but the following description assumes that some form of

hopping is employed in conjunction with the path selection mechanism.). The computer node

also includes a packet receiver 2303 that operates in accordance with a receive table 2309,

including a moving window W that moves as valid packets are received. Invalid packets having

source and destination addresses that do not fall within window W are rejected.
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[00194] As each packet is readied for transmission, source and destination IP

addresses (or other discriminator values) are selected from transmit table 2308 according to any

of the various algorithms described above, and packets containing these source/destination

address pairs, which correspond to the node to which the four transmission paths are linked, are

generated to a transmission path switch 2307. Switch 2307, which can comprise a software

filnction, selects from one of the available transmission paths according to a weight distribution

table 2306. For example, if the weight for path X1 is 0.2, then every fifth packet will be

transmitted on path Xl. A similar regime holds true for the other paths as shown. Initially, each

link’s weight value can be set such that it is proportional to its bandwidth, which will be referred

to as its “steady-state” value.

[00195] Packet receiver 2303 generates an output to a link quality measurement

function 2304 that operates as described above to determine the quality of each transmission

path. (The input to packet receiver 2303 for receiving incoming packets is omitted for clarity).

Link quality measurement function 2304 compares the link quality to a threshold for each

transmission link and, if necessary, generates an output to weight adjustment function 2305. If a

weight adjustment is required, then the weights in table 2306 are adjusted accordingly,

preferably according to a gradual (e.g., linearly or exponentially declining) function. In one

embodiment, the weight values for all available paths are initially set to the same value, and only

when paths degrade in quality are the weights changed to reflect differences.

[00196] Link quality measurement filnction 2304 can be made to operate as part of a

synchronizer function as described above. That is, if resynchronization occurs and the receiver

detects that synchronization has been lost (e.g., resulting in the synchronization window W being

advanced out of sequence), that fact can be used to drive link quality measurement function

2304. According to one embodiment, load balancing is performed using information garnered

during the normal synchronization, augmented slightly to communicate link health from the

receiver to the transmitter. The receiver maintains a count, MESS_R(W), of the messages

received in synchronization window W. When it receives a synchronization request

(SYNC_REQ) corresponding to the end of window W, the receiver includes counter MESS_R in

the resulting synchronization acknowledgement (SYNC_ACK) sent back to the transmitter. This
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allows the transmitter to compare messages sent to messages received in order to asses the health

of the link.

[00197] If synchronization is completely lost, Weight adjustment function 2305

decreases the Weight value on the affected path to zero. When synchronization is regained, the

Weight value for the affected path is gradually increased to its original value. Alternatively, link

quality can be measured by evaluating the length of time required for the receiver to

acknowledge a synchronization request. In one embodiment, separate transmit and receive tables

are used for each transmission path.

[00198] When the transmitter receives a SYNC_ACK, the MESS_R is compared with

the number of messages transmitted in a Window (MESS_T). When the transmitter receives a

SYNC_ACK, the traffic probabilities will be examined and adjusted if necessary. MESS_R is

compared with the number of messages transmitted in a window (MESS_T). There are two

possibilities:

l. If MESS_R is less than a threshold value, THRESH, then the link will be deemed

to be unhealthy. If the transmitter was turned off, the transmitter is turned on and the Weight P

for that link will be set to a minimum value MIN. This will keep a trickle of traffic on the link for

monitoring purposes until it recovers. If the transmitter was turned on, the weight P for that link

will be set to:

P’=OLx MIN +(l- 0L)xP (1)

Equation 1 will exponentially damp the traffic weight value to MIN during sustained periods of

degraded service.

2. If MESS_R for a link is greater than or equal to THRESH, the link will be

deemed healthy. If the weight P for that link is greater than or equal to the steady state value S

for that link, then P is left unaltered. If the weight P for that link is less than THRESH then P will

be set to:

P’=Bx S +(l- B)xP (2)
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where B is a parameter such that 0<=B<=1 that determines the damping rate of P.

[00199] Equation 2 will increase the traffic weight to S during sustained periods of

acceptable service in a damped exponential fashion.

[00200] A detailed example will now be provided with reference to FIG. 24. As shown

in FIG. 24, a first computer 2401 communicates with a second computer 2402 through two

routers 2403 and 2404. Each router is coupled to the other router through three transmission

links. As described above, these may be physically diverse links or logical links (including

virtual private networks).

[00201] Suppose that a first link Ll can sustain a transmission bandwidth of 100 Mb/s

and has a window size of 32; link L2 can sustain 75 Mb/s and has a window size of 24; and link

L3 can sustain 25 Mb/s and has a window size of 8. The combined links can thus sustain

200Mb/s. The steady state traffic weights are 0.5 for link L1; 0.375 for link L2, and 0.125 for

link L3. MIN=1Mb/s, THRESH =0.8 MESS_T for each link, oc=.75 and B=.5. These traffic

weights will remain stable until a link stops for synchronization or reports a number of packets

received less than its THRESH. Consider the following sequence of events:

1. Link Ll receives a SYNC_ACK containing a MESS_R of 24, indicating that only

75% of the MESS_T (32) messages transmitted in the last window were successfully received.

Link 1 would be below THRESH (0.8). Consequently, link L1’s traffic weight value would be

reduced to 0.12825, while link L2’s traffic weight value would be increased to 0.65812 and

link L3 ’s traffic weight value would be increased to 0.217938.

2. Link L2 and L3 remained healthy and link L1 stopped to synchronize. Then link

L1’s traffic weight value would be set to 0, link L2’s traffic weight value would be set to 0.75,

and link L33 ’s traffic weight value would be set to 0.25.

3. Link L1 finally received a SYNC_ACK containing a MESS_R of 0 indicating that

none of the MESS_T (32) messages transmitted in the last window were successfully received.

Link L1 would be below THRESH. Link L1’s traffic weight value would be increased to .005,
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link L2’s traffic weight value would be decreased to 0.74625, and link L3’s traffic weight

value would be decreased to 0.24875.

4. Link Ll received a SYNC_ACK containing a MESS_R of 32 indicating that 100%

of the MESS_T (32) messages transmitted in the last window were successfully received. Link

L1 would be above THRESH. Link L1’s traffic weight value would be increased to 0.2525,

while link L2’s traffic weight value would be decreased to 0.560625 and link L3’s traffic

weight value would be decreased to .186875.

5. Link Ll received a SYNC_ACK containing a MESS_R of 32 indicating that 100%

of the MESS_T (32) messages transmitted in the last window were successfully received. Link

L1 would be above THRESH. Link L1’s traffic weight value would be increased to 0.37625;

link L2’s traffic weight value would be decreased to 0.4678125, and link L3’s traffic weight

value would be decreased to 0.1559375.

6. Link Ll remains healthy and the traffic probabilities approach their steady state

traffic probabilities.

B. Use of a DNS Proxy to Transparently Create Virtual Private Networks

[00202] A second improvement concerns the automatic creation of a virtual private

network (VPN) in response to a domain-name server look-up function.

[00203] Conventional Domain Name Servers (DNSs) provide a look-up function that

returns the IP address of a requested computer or host. For example, when a computer user types

in the web name “Yahoo.com,” the user’s web browser transmits a request to a DNS, which

converts the name into a four-part IP address that is returned to the user’s browser and then used

by the browser to contact the destination web site.

[00204] This conventional scheme is shown in FIG. 25. A user’s computer 2501

includes a client application 2504 (for example, a web browser) and an IP protocol stack 2505.

When the user enters the name of a destination host, a request DNS REQ is made (through IP

protocol stack 2505) to a DNS 2502 to look up the IP address associated with the name. The

DNS returns the IP address DNS RESP to client application 2504, which is then able to use the
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IP address to communicate with the host 2503 through separate transactions such as PAGE REQ

and PAGE RESP.

[00205] In the conventional architecture shown in FIG. 25, nefarious listeners on the

Internet could intercept the DNS REQ and DNS RESP packets and thus learn what IP addresses

the user was contacting. For example, if a user wanted to set up a secure communication path

with a web site having the name “Target.com,” when the user’s browser contacted a DNS to find

the IP address for that web site, the true IP address of that web site would be revealed over the

Internet as part of the DNS inquiry. This would hamper anonymous communications on the

Internet.

[00206] One conventional scheme that provides secure virtual private networks over

the Internet provides the DNS server with the public keys of the machines that the DNS server

has the addresses for. This allows hosts to retrieve automatically the public keys of a host that the

host is to communicate with so that the host can set up a VPN without having the user enter the

public key of the destination host. One implementation of this standard is presently being

developed as part of the FreeS/WAN project(RFC 2535).

[00207] The conventional scheme suffers from certain drawbacks. For example, any

user can perform a DNS request. Moreover, DNS requests resolve to the same value for all users.

[00208] According to certain aspects of the invention, a specialized DNS server traps

DNS requests and, if the request is from a special type of user (e.g., one for which secure

communication services are defined), the server does not return the true IP address of the target

node, but instead automatically sets up a virtual private network between the target node and the

user. The VPN is preferably implemented using the IP address “hopping” features of the basic

invention described above, such that the true identity of the two nodes cannot be determined

even if packets during the communication are intercepted. For DNS requests that are determined

to not require secure services (e.g., an unregistered user), the DNS server transparently “passes

through” the request to provide a normal look-up function and return the IP address of the target

web server, provided that the requesting host has permissions to resolve unsecured sites.

Different users who make an identical DNS request could be provided with different results.

-63-

Petitioner Apple Inc. — Exhibit 1002, p. 68



Petitioner Apple Inc. - Exhibit 1002, p. 69

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

[00209] FIG. 26 shows a system employing various principles summarized above. A

user’s computer 2601 includes a conventional client (e.g., a web browser) 2605 and an IP

protocol stack 2606 that preferably operates in accordance with an IP hopping filnction 2607 as

outlined above. A modified DNS server 2602 includes a conventional DNS server function 2609

and a DNS proxy 2610. A gatekeeper server 2603 is interposed between the modified DNS

server and a secure target site 2704. An “unsecure” target site 2611 is also accessible via

conventional IP protocols.

[00210] According to one embodiment, DNS proxy 2610 intercepts all DNS lookup

functions from client 2605 and determines whether access to a secure site has been requested. If

access to a secure site has been requested (as determined, for example, by a domain name

extension, or by reference to an internal table of such sites), DNS proxy 2610 determines

whether the user has sufficient security privileges to access the site. If so, DNS proxy 2610

transmits a message to gatekeeper 2603 requesting that a virtual private network be created

between user computer 2601 and secure target site 2604. In one embodiment, gatekeeper 2603

creates “hopblocks” to be used by computer 2601 and secure target site 2604 for secure

communication. Then, gatekeeper 2603 communicates these to user computer 2601. Thereafter,

DNS proxy 2610 returns to user computer 2601 the resolved address passed to it by the

gatekeeper (this address could be different from the actual target computer) 2604, preferably

using a secure administrative VPN. The address that is returned need not be the actual address of

the destination computer.

[00211] Had the user requested lookup of a non-secure web site such as site 2611,

DNS proxy would merely pass through to conventional DNS server 2609 the look-up request,

which would be handled in a conventional manner, returning the IP address of non-secure web

site 2611. If the user had requested lookup of a secure web site but lacked credentials to create

such a connection, DNS proxy 2610 would return a “host unknown” error to the user. In this

manner, different users requesting access to the same DNS name could be provided with

different look-up results.

[00212] Gatekeeper 2603 can be implemented on a separate computer (as shown in

FIG. 26) or as a function within modified DNS server 2602. In general, it is anticipated that

-64-

Petitioner Apple Inc. — Exhibit 1002, p. 69



Petitioner Apple Inc. - Exhibit 1002, p. 70

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

gatekeeper 2703 facilitates the allocation and exchange of information needed to communicate

securely, such as using “hopped” IP addresses. Secure hosts such as site 2604 are assumed to be

equipped with a secure communication function such as an IP hopping function 2608.

[00213] It will be appreciated that the functions of DNS proxy 2610 and DNS server

2609 can be combined into a single server for convenience. Moreover, although element 2602 is

shown as combining the functions of two servers, the two servers can be made to operate

independently.

[00214] FIG. 27 shows steps that can be executed by DNS proxy server 2610 to handle

requests for DNS look-up for secure hosts. In step 2701, a DNS look-up request is received for a

target host. In step 2702, a check is made to determine whether access to a secure host was

requested. If not, then in step 2703 the DNS request is passed to conventional DNS server 2609,

which looks up the IP address of the target site and returns it to the user’s application for further

processing.

[00215] In step 2702, if access to a secure host was requested, then in step 2704 a

further check is made to determine whether the user is authorized to connect to the secure host.

Such a check can be made with reference to an internally stored list of authorized IP addresses,

or can be made by communicating with gatekeeper 2603 (e.g., over an “administrative” VPN

that is secure). It will be appreciated that different levels of security can also be provided for

different categories of hosts. For example, some sites may be designated as having a certain

security level, and the security level of the user requesting access must match that security level.

The user’s security level can also be determined by transmitting a request message back to the

user’s computer requiring that it prove that it has sufficient privileges.

[00216] If the user is not authorized to access the secure site, then a “host unknown”

message is returned (step 2705). If the user has sufficient security privileges, then in step 2706 a

secure VPN is established between the user’s computer and the secure target site. As described

above, this is preferably done by allocating a hopping regime that will be carried out between the

user’s computer and the secure target site, and is preferably performed transparently to the user

(i.e., the user need not be involved in creating the secure link). As described in various
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embodiments of this application, any of various fields can be “hopped” (e.g., IP

source/destination addresses; a field in the header; etc.) in order to communicate securely.

[00217] Some or all of the security functions can be embedded in gatekeeper 2603,

such that it handles all requests to connect to secure sites. In this embodiment, DNS proxy 2610

communicates with gatekeeper 2603 to determine (preferably over a secure administrative VPN)

whether the user has access to a particular web site. Various scenarios for implementing these

features are described by way of example below:

[00218] Scenario #1: Client has permission to access target computer, and gatekeeper

has a rule to make a VPN for the client. In this scenario, the client’s DNS request would be

received by the DNS proxy server 2610, which would forward the request to gatekeeper 2603.

The gatekeeper would establish a VPN between the client and the requested target. The

gatekeeper would provide the address of the destination to the DNS proxy, which would then

return the resolved name as a result. The resolved address can be transmitted back to the client in

a secure administrative VPN.

[00219] Scenario #2: Client does not have permission to access target computer. In

this scenario, the client’s DNS request would be received by the DNS proxy server 2610, which

would forward the request to gatekeeper 2603. The gatekeeper would reject the request,

informing DNS proxy server 2610 that it was unable to find the target computer. The DNS proxy

2610 would then return a “host unknown” error message to the client.

[00220] Scenario #3: Client has permission to connect using a normal non-VPN link,

and the gatekeeper does not have a rule to set up a VPN for the client to the target site. In this

scenario, the client’s DNS request is received by DNS proxy server 2610, which would check its

rules and determine that no VPN is needed. Gatekeeper 2603 would then inform the DNS proxy

server to forward the request to conventional DNS server 2609, which would resolve the request

and return the result to the DNS proxy server and then back to the client.

[00221] Scenario #4: Client does not have permission to establish a normal/non-VPN

link, and the gatekeeper does not have a rule to make a VPN for the client to the target site. In
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this scenario, the DNS proxy server would receive the client’s DNS request and forward it to

gatekeeper 2603. Gatekeeper 2603 would determine that no special VPN was needed, but that

the client is not authorized to communicate with non-VPN members. The gatekeeper would

reject the request, causing DNS proxy server 2610 to return an error message to the client.

C. Large Link to Small Link Bandwidth Management

[00222] One feature of the basic architecture is the ability to prevent so-called “denial

of service” attacks that can occur if a computer hacker floods a known Internet node with

packets, thus preventing the node from communicating with other nodes. Because IP addresses

or other fields are “hopped” and packets arriving with invalid addresses are quickly discarded,

Internet nodes are protected against flooding targeted at a single IP address.

[00223] In a system in which a computer is coupled through a link having a limited

bandwidth (e.g., an edge router) to a node that can support a much higher-bandwidth link (e.g.,

an Internet Service Provider), a potential weakness could be exploited by a determined hacker.

Referring to FIG. 28, suppose that a first host computer 2801 is communicating with a second

host computer 2804 using the IP address hopping principles described above. The first host

computer is coupled through an edge router 2802 to an Internet Service Provider (ISP) 2803

through a low bandwidth link (LOW BW), and is in turn coupled to second host computer 2804

through parts of the Internet through a high bandwidth link (HIGH BW). In this architecture, the

ISP is able to support a high bandwidth to the intemet, but a much lower bandwidth to the edge

router 2802.

[00224] Suppose that a computer hacker is able to transmit a large quantity of dummy

packets addressed to first host computer 2801 across high bandwidth link HIGH BW. Normally,

host computer 2801 would be able to quickly reject the packets since they would not fall within

the acceptance window permitted by the IP address hopping scheme. However, because the

packets must travel across low bandwidth link LOW BW, the packets overwhelm the lower

bandwidth link before they are received by host computer 2801. Consequently, the link to host

computer 2801 is effectively flooded before the packets can be discarded.
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[00225] According to one inventive improvement, a “link guard” filnction 2805 is

inserted into the high-bandwidth node (e.g., ISP 2803) that quickly discards packets destined for

a low- bandwidth target node if they are not valid packets. Each packet destined for a low-

bandwidth node is cryptographically authenticated to determine whether it belongs to a VPN. If

it is not a valid VPN packet, the packet is discarded at the high-bandwidth node. If the packet is

authenticated as belonging to a VPN, the packet is passed with high preference. If the packet is a

valid non-VPN packet, it is passed with a lower quality of service (e.g., lower priority).

[00226] In one embodiment, the ISP distinguishes between VPN and non-VPN

packets using the protocol of the packet. In the case of IPSEC [rfc 2401], the packets have IP

protocols 420 and 421. In the case of the TARP VPN, the packets will have an IP protocol that is

not yet defined. The ISP’s link guard, 2805, maintains a table of valid VPNs which it uses to

validate whether VPN packets are cryptographically valid. According to one embodiment,

packets that do not fall within any hop windows used by nodes on the low-bandwidth link are

rejected, or are sent with a lower quality of service. One approach for doing this is to provide a

copy of the IP hopping tables used by the low-bandwidth nodes to the high-bandwidth node,

such that both the high-bandwidth and low-bandwidth nodes track hopped packets (e.g., the

high-bandwidth node moves its hopping window as valid packets are received). In such a

scenario, the high-bandwidth node discards packets that do not fall within the hopping window

before they are transmitted over the low-bandwidth link. Thus, for example, ISP 2903 maintains

a copy 2910 of the receive table used by host computer 2901. Incoming packets that do not fall

within this receive table are discarded. According to a different embodiment, link guard 2805

validates each VPN packet using a keyed hashed message authentication code (HMAC) [rfc

2104].

[00227] According to another embodiment, separate VPNs (using, for example,

hopblocks) can be established for communicating between the low-bandwidth node and the high-

bandwidth node (i.e., packets arriving at the high-bandwidth node are converted into different

packets before being transmitted to the low-bandwidth node).

[00228] As shown in FIG. 29, for example, suppose that a first host computer 2900 is

communicating with a second host computer 2902 over the Internet, and the path includes a high

-68-

Petitioner Apple Inc. — Exhibit 1002, p. 73



Petitioner Apple Inc. - Exhibit 1002, p. 74

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

bandwidth link HIGH BW to an ISP 2901 and a low bandwidth link LOW BW through an edge

router 2904. In accordance with the basic architecture described above, first host computer 2900

and second host computer 2902 would exchange hopblocks (or a hopblock algorithm) and would

be able to create matching transmit and receive tables 2905, 2906, 2912 and 2913. Then in

accordance with the basic architecture, the two computers would transmit packets having

seemingly random IP source and destination addresses, and each would move a corresponding

hopping window in its receive table as valid packets were received.

[00229] Suppose that a nefarious computer hacker 2903 was able to deduce that

packets having a certain range of IP addresses (e.g., addresses 100 to 200 for the sake of

simplicity) are being transmitted to ISP 2901, and that these packets are being forwarded over a

low-bandwidth link. Hacker computer 2903 could thus “flood” packets having addresses falling

into the range 100 to 200, expecting that they would be forwarded along low bandwidth link

LOW BW, thus causing the low bandwidth link to become overwhelmed. The fast packet reject

mechanism in first host computer 3000 would be of little use in rejecting these packets, since the

low bandwidth link was effectively jammed before the packets could be rejected. In accordance

with one aspect of the improvement, however, VPN link guard 2911 would prevent the attack

from impacting the performance of VPN traffic because the packets would either be rejected as

invalid VPN packets or given a lower quality of service than VPN traffic over the lower

bandwidth link. A denial-of- service flood attack could, however, still disrupt non-VPN traffic.

[00230] According to one embodiment of the improvement, ISP 2901 maintains a

separate VPN with first host computer 2900, and thus translates packets arriving at the ISP into

packets having a different IP header before they are transmitted to host computer 2900. The

cryptographic keys used to authenticate VPN packets at the link guard 2911 and the

cryptographic keys used to encrypt and decrypt the VPN packets at host 2902 and host 2901 can

be different, so that link guard 2911 does not have access to the private host data; it only has the

capability to authenticate those packets.

[00231] According to yet a third embodiment, the low-bandwidth node can transmit a

special message to the high-bandwidth node instructing it to shut down all transmissions on a

particular IP address, such that only hopped packets will pass through to the low-bandwidth
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node. This embodiment would prevent a hacker from flooding packets using a single IP address.

According to yet a fourth embodiment, the high-bandwidth node can be configured to discard

packets transmitted to the low-bandwidth node if the transmission rate exceeds a certain

predetermined threshold for any given IP address; this would allow hopped packets to go

through. In this respect, link guard 29ll can be used to detect that the rate of packets on a given

IP address are exceeding a threshold rate; further packets addressed to that same IP address

would be dropped or transmitted at a lower priority (e.g., delayed).

D. Traffic Limiter

[00232] In a system in which multiple nodes are communicating using “hopping”

technology, a treasonous insider could internally flood the system with packets. In order to

prevent this possibility, one inventive improvement involves setting up “contracts” between

nodes in the system, such that a receiver can impose a bandwidth limitation on each packet

sender. One technique for doing this is to delay acceptance of a checkpoint synchronization

request from a sender until a certain time period (e.g., one minute) has elapsed. Each receiver can

effectively control the rate at which its hopping window moves by delaying “SYNC_ACK”

responses to “SYNC_REQ” messages.

[00233] A simple modification to the checkpoint synchronizer will serve to protect a

receiver from accidental or deliberate overload from an internally treasonous client. This

modification is based on the observation that a receiver will not update its tables until a

SYNC_REQ is received on hopped address CKPT_N. It is a simple matter of deferring the

generation of a new CKPT_N until an appropriate interval after previous checkpoints.

[00234] Suppose a receiver wished to restrict reception from a transmitter to 100

packets a second, and that checkpoint synchronization messages were triggered every 50 packets,

A compliant transmitter would not issue new SYNC_REQ messages more often than every 0.5

seconds. The receiver could delay a non-compliant transmitter from synchronizing by delaying

the issuance of CKPT_N for 0.5 second after the last SYNC_REQ was accepted.

[00235] In general, if M receivers need to restrict N transmitters issuing new

SYNC_REQ messages after every W messages to sending R messages a second in aggregate,
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each receiver could defer issuing a new CKPT_N until MxNxW/R seconds have elapsed since

the last SYNC_REQ has been received and accepted. If the transmitter exceeds this rate between

a pair of checkpoints, it will issue the new checkpoint before the receiver is ready to receive it,

and the SYNC_REQ will be discarded by the receiver. After this, the transmitter will re-issue the

SYNC_REQ every Tl seconds until it receives a SYNC_ACK. The receiver will eventually

update CKPT_N and the SYNC_REQ will be acknowledged. If the transmission rate greatly

exceeds the allowed rate, the transmitter will stop until it is compliant. If the transmitter exceeds

the allowed rate by a little, it will eventually stop after several rounds of delayed synchronization

until it is in compliance. Hacking the transmitter’s code to not shut off only permits the

transmitter to lose the acceptance window. In this case it can recover the window and proceed

only after it is compliant again.

[00236] Two practical issues should be considered when implementing the above

scheme:

l. The receiver rate should be slightly higher than the permitted rate in order to allow

for statistical fluctuations in traffic arrival times and non-uniform load balancing.

2. Since a transmitter will rightfiilly continue to transmit for a period after a

SYNC_REQ is transmitted, the algorithm above can artificially reduce the transmitter’s

bandwidth. If events prevent a compliant transmitter from synchronizing for a period (e. g. the

network dropping a SYNC_REQ or a SYNC_ACK) a SYNC_REQ will be accepted later than

expected. After this, the transmitter will transmit fewer than expected messages before

encountering the next checkpoint. The new checkpoint will not have been activated and the

transmitter will have to retransmit the SYNC_REQ. This will appear to the receiver as if the

transmitter is not compliant. Therefore, the next checkpoint will be accepted late from the

transmitter’s perspective. This has the effect of reducing the transmitter’s allowed packet rate

until the transmitter transmits at a packet rate below the agreed upon rate for a period of time.

[00237] To guard against this, the receiver should keep track of the times that the last

C SYNC_REQs were received and accepted and use the minimum of MxNxW/R seconds after

the last SYNC_REQ has been received and accepted, 2xMxNxW/R seconds after next to the last
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SYNC_REQ has been received and accepted, CxMxNxW/R seconds after (C-1)th to the last

SYNC_REQ has been received, as the time to activate CKPT_N. This prevents the receiver from

inappropriately limiting the transmitter’s packet rate if at least one out of the last C SYNC_REQs

was processed on the first attempt.

[00238] FIG. 30 shows a system employing the above-described principles. In FIG.

30, two computers 3000 and 3001 are assumed to be communicating over a network N in

accordance with the “hopping” principles described above (e.g., hopped IP addresses,

discriminator values, etc.). For the sake of simplicity, computer 3000 will be referred to as the

receiving computer and computer 3001 will be referred to as the transmitting computer, although

full duplex operation is of course contemplated. Moreover, although only a single transmitter is

shown, multiple transmitters can transmit to receiver 3000.

[00239] As described above, receiving computer 3000 maintains a receive table 3002

including a window W that defines valid IP address pairs that will be accepted when appearing in

incoming data packets. Transmitting computer 3001 maintains a transmit table 3003 from which

the next IP address pairs will be selected when transmitting a packet to receiving computer 3000.

(For the sake of illustration, window W is also illustrated with reference to transmit table 3003).

As transmitting computer moves through its table, it will eventually generate a SYNC_REQ

message as illustrated in function 3010. This is a request to receiver 3000 to synchronize the

receive table 3002, from which transmitter 3001 expects a response in the form of a CKPT_N

(included as part of a SYNC_ACK message). If transmitting computer 3001 transmits more

messages than its allotment, it will prematurely generate the SYNC_REQ message. (If it has

been altered to remove the SYNC_REQ message generation altogether, it will fall out of

synchronization since receiver 3000 will quickly reject packets that fall outside of window W,

and the extra packets generated by transmitter 3001 will be discarded).

[00240] In accordance with the improvements described above, receiving computer

3000 performs certain steps when a SYNC_REQ message is received, as illustrated in FIG. 30.

In step 3004, receiving computer 3000 receives the SYNC_REQ message. In step 3005, a check

is made to determine whether the request is a duplicate. If so, it is discarded in step 3006. In step

3007, a check is made to determine whether the SYNC_REQ received from transmitter 3001 was
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received at a rate that exceeds the allowable rate R (i.e., the period between the time of the last

SYNC_REQ message). The value R can be a constant, or it can be made to fluctuate as desired.

If the rate exceeds R, then in step 3008 the next activation of the next CKPT_N hopping table

entry is delayed by W/R seconds after the last SYNC_REQ has been accepted.

[00241] Otherwise, if the rate has not been exceeded, then in step 3109 the next

CKPT_N value is calculated and inserted into the receiver’s hopping table prior to the next

SYNC_REQ from the transmitter 3 l0l. Transmitter 3 l0l then processes the SYNC_REQ in the

normal manner.

E. Signaling Synchronizer

[00242] In a system in which a large number ofusers communicate with a central node

using secure hopping technology, a large amount of memory must be set aside for hopping tables

and their supporting data structures. For example, if one million subscribers to a web site

occasionally communicate with the web site, the site must maintain one million hopping tables,

thus using up valuable computer resources, even though only a small percentage of the users may

actually be using the system at any one time. A desirable solution would be a system that permits

a certain maximum number of simultaneous links to be maintained, but which would “recognize”

millions of registered users at any one time. In other words, out of a population of a million

registered users, a few thousand at a time could simultaneously communicate with a central

server, without requiring that the server maintain one million hopping tables of appreciable size.

[00243] One solution is to partition the central node into two nodes: a signaling server

that performs session initiation for user log-on and log-off (and requires only minimally sized

tables), and a transport server that contains larger hopping tables for the users. The signaling

server listens for the millions of known users and performs a fast-packet reject of other (bogus)

packets. When a packet is received from a known user, the signaling server activates a virtual

private link (VPL) between the user and the transport server, where hopping tables are allocated

and maintained. When the user logs onto the signaling server, the user’s computer is provided

with hop tables for communicating with the transport server, thus activating the VPL. The VPLs

can be torn down when they become inactive for a time period, or they can be torn down upon
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user log-out. Communication with the signaling server to allow user log-on and log-off can be

accomplished using a specialized version of the checkpoint scheme described above.

[00244] FIG. 31 shows a system employing certain of the above-described principles.

In FIG. 31, a signaling server 3101 and a transport server 3102 communicate over a link.

Signaling server 3101 contains a large number of small tables 3106 and 3107 that contain

enough information to authenticate a communication request with one or more clients 3103 and

3104. As described in more detail below, these small tables may advantageously be constructed

as a special case of the synchronizing checkpoint tables described previously. Transport server

3102, which is preferably a separate computer in communication with signaling server 3101,

contains a smaller number of larger hopping tables 3108, 3109, and 3110 that can be allocated to

create a VPN with one of the client computers.

[00245] According to one embodiment, a client that has previously registered with the

system (e.g., via a system administration function, a user registration procedure, or some other

method) transmits a request for information from a computer (e.g., a web site). In one variation,

the request is made using a “hopped” packet, such that signaling server 3101 will quickly reject

invalid packets from unauthorized computers such as hacker computer 3105. An

“administrative” VPN can be established between all of the clients and the signaling server in

order to ensure that a hacker cannot flood signaling server 3101 with bogus packets. Details of

this scheme are provided below.

[00246] Signaling server 3101 receives the request 3111 and uses it to determine that

client 3103 is a validly registered user. Next, signaling server 3101 issues a request to transport

server 3102 to allocate a hopping table (or hopping algorithm or other regime) for the purpose of

creating a VPN with client 3103. The allocated hopping parameters are returned to signaling

server 3101 (path 3113), which then supplies the hopping parameters to client 3103 via path

3114, preferably in encrypted form.

[00247] Thereafter, client 3103 communicates with transport server 3102 using the

normal hopping techniques described above. It will be appreciated that although signaling server

3101 and transport server 3102 are illustrated as being two separate computers, they could of
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course be combined into a single computer and their functions performed on the single computer.

Alternatively, it is possible to partition the functions shown in FIG. 31 differently from as shown

without departing from the inventive principles.

[00248] One advantage of the above-described architecture is that signaling server

3 l0l need only maintain a small amount of information on a large number ofpotential users, yet

it retains the capability of quickly rejecting packets from unauthorized users such as hacker

computer 3105. Larger data tables needed to perform the hopping and synchronization functions

are instead maintained in a transport server 3l02, and a smaller number of these tables are

needed since they are only allocated for “active” links. After a VPN has become inactive for a

certain time period (e. g., one hour), the VPN can be automatically torn down by transport server

3 102 or signaling server 3 l0l.

[00249] A more detailed description will now be provided regarding how a special

case of the checkpoint synchronization feature can be used to implement the signaling scheme

described above.

[00250] The signaling synchronizer may be required to support many (millions) of

standing, low bandwidth connections. It therefore should minimize per-VPL memory usage

while providing the security offered by hopping technology. In order to reduce memory usage in

the signaling server, the data hopping tables can be completely eliminated and data can be

carried as part of the SYNC_REQ message. The table used by the server side (receiver) and

client side (transmitter) is shown schematically as element 3 l06 in FIG. 3 l.

[00251] The meaning and behaviors of CKPT_N, CKPT_O and CKPT_R remain the

same from the previous description, except that CKPT_N can receive a combined data and

SYNC_REQ message or a SYNC_REQ message without the data.

[00252] The protocol is a straightforward extension of the earlier synchronizer.

Assume that a client transmitter is on and the tables are synchronized. The initial tables can be

generated “out of band.” For example, a client can log into a web server to establish an account
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over the Internet. The client will receive keys etc encrypted over the Internet. Meanwhile, the

server will set up the signaling VPN on the signaling server.

[00253] Assuming that a client application wishes to send a packet to the server on the

client’s standing signaling VPL:

l. The client sends the message marked as a data message on the inner header using

the transmitter’s CKPT_N address. It turns the transmitter off and starts a timer Tl noting

CKPT_O. Messages can be one of three types: DATA, SYNC_REQ and SYNC_ACK. In the

normal algorithm, some potential problems can be prevented by identifying each message type

as part of the encrypted inner header field. In this algorithm, it is important to distinguish a

data packet and a SYNC_REQ in the signaling synchronizer since the data and the

SYNC_REQ come in on the same address.

2. When the server receives a data message on its CKPT_N, it verifies the message and

passes it up the stack. The message can be verified by checking message type and other

information (i.e., user credentials) contained in the inner header It replaces its CKPT_O with

CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to

correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing

CKPT_O in its payload.

3. When the client side receiver receives a SYNC_ACK on its CKPT_R with a

payload matching its transmitter side CKPT_O and the transmitter is off, the transmitter is

turned on and the receiver side CKPT_R is updated. If the SYNC_ACK’s payload does not

match the transmitter side CKPT_O or the transmitter is on, the SYNC_ACK is simply

discarded.

4. Tl expires: If the transmitter is off and the client’s transmitter side CKPT_O

matches the CKPTO associated with the timer, it starts timer Tl noting CKPT_O again, and a

SYNC_REQ is sent using the transmitter’s CKPT_O address. Otherwise, no action is taken.

5. When the server receives a SYNC_REQ on its CKPT_N, it replaces its CKPT_O

with CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to
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correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing

CKPT_O in its payload.

6. When the server receives a SYNC_REQ on its CKPT_O, it updates its transmitter

side CKPT_R to correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK

containing CKPT_O in its payload.

[00254] FIG. 32 shows message flows to highlight the protocol. Reading from top to

bottom, the client sends data to the server using its transmitter side CKPT_N. The client side

transmitter is turned off and a retry timer is turned off. The transmitter will not transmit

messages as long as the transmitter is turned off. The client side transmitter then loads CKPT_N

into CKPT_O and updates CKPT_N. This message is successfully received and a passed up the

stack. It also synchronizes the receiver i.e., the server loads CKPT_N into CKPT_O and

generates a new CKPT_N, it generates a new CKPT_R in the server side transmitter and

transmits a SYNC_ACK containing the server side receiver’s CKPT_O the server. The

SYNC_ACK is successfully received at the client. The client side receiver’s CKPT_R is

updated, the transmitter is turned on and the retry timer is killed. The client side transmitter is

ready to transmit a new data message.

[00255] Next, the client sends data to the server using its transmitter side CKPT_N.

The client side transmitter is turned off and a retry timer is turned off. The transmitter will not

transmit messages as long as the transmitter is turned off. The client side transmitter then loads

CKPT_N into CKPT_O and updates CKPT_N. This message is lost. The client side timer

expires and as a result a SYNC_REQ is transmitted on the client side transmitter’s CKPT_O

(this will keep happening until the SYNC_ACK has been received at the client). The

SYNC_REQ is successfully received at the server. It synchronizes the receiver i.e., the server

loads CKPT_N into CKPT_O and generates a new CKPT_N, it generates an new CKPT_R in the

server side transmitter and transmits a SYNC_ACK containing the server side receiver’s

CKPT_O the server. The SYNC_ACK is successfully received at the client. The client side

receiver’s CKPT_R is updated, the transmitter is turned off and the retry timer is killed. The

client side transmitter is ready to transmit a new data message.

-77-

Petitioner Apple Inc. — Exhibit 1002, p. 82



Petitioner Apple Inc. - Exhibit 1002, p. 83

Attorney Docket No. 77580-151 (VRNK-1CP3CN-FT1)

[00256] There are numerous other scenarios that follow this flow. For example, the

SYNC_ACK could be lost. The transmitter would continue to re-send the SYNC_REQ until the

receiver synchronizes and responds.

[00257] The above-described procedures allow a client to be authenticated at signaling

server 3201 while maintaining the ability of signaling server 3201 to quickly reject invalid

packets, such as might be generated by hacker computer 3205. In various embodiments, the

signaling synchronizer is really a derivative of the synchronizer. It provides the same protection

as the hopping protocol, and it does so for a large number of low bandwidth connections.

F. One-Click Secure On-line Communications and Secure Domain Name Service

[00258] The present invention provides a technique for establishing a secure

communication link between a first computer and a second computer over a computer network.

Preferably, a user enables a secure communication link using a single click of a mouse, or a

corresponding minimal input from another input device, such as a keystroke entered on a

keyboard or a click entered through a trackball. Alternatively, the secure link is automatically

established as a default setting at boot-up of the computer (i.e., no click). FIG. 33 shows a system

block diagram 3300 of a computer network in which the one-click secure communication

method of the present invention is suitable. In FIG. 33, a computer terminal or client computer

3301, such as a personal computer (PC), is connected to a computer network 3302, such as the

Internet, through an ISP 3303. Alternatively, computer 3301 can be connected to computer

network 3302 through an edge router. Computer 3301 includes an input device, such as a

keyboard and/or mouse, and a display device, such as a monitor. Computer 3301 can

communicate conventionally with another computer 3304 connected to computer network 3302

over a communication link 3305 using a browser 3306 that is installed and operates on computer

3301 in a well-known manner.

[00259] Computer 3304 can be, for example, a server computer that is used for

conducting e-commerce. In the situation when computer network 3302 is the Internet, computer

3304 typically will have a standard top-level domain name such as .com, .net, .org, .edu, .mil or

. gov.
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[00260] FIG. 34 shows a flow diagram 3400 for installing and establishing a “one-

click” secure communication link over a computer network according to the present invention.

At step 3401, computer 3301 is connected to server computer 3304 over a non-VPN

communication link 3305. Web browser 3306 displays a web page associated with server 3304

in a well-known manner. According to one variation of the invention, the display of computer

3301 contains a hyperlink, or an icon representing a hyperlink, for selecting a virtual private

network (VPN) communication link (“go secure” hyperlink) through computer network 3302

between terminal 3301 and server 3304. Preferably, the “go secure” hyperlink is displayed as

part of the web page downloaded from server computer 3304, thereby indicating that the entity

providing server 3304 also provides VPN capability.

[00261] By displaying the “go secure” hyperlink, a user at computer 3301 is informed

that the current communication link between computer 3301 and server computer 3304 is a non-

secure, non-VPN communication link. At step 3402, it is determined whether a user of computer

3301 has selected the “go secure” hyperlink. If not, processing resumes using a non-secure

(conventional) communication method (not shown). If, at step 3402, it is determined that the user

has selected the “go secure” hyperlink, flow continues to step 3403 where an object associated

with the hyperlink determines whether a VPN communication software module has already been

installed on computer 3301. Alternatively, a user can enter a command into computer 3301 to

“go secure.”

[00262] If, at step 3403, the object determines that the software module has been

installed, flow continues to step 3407. If, at step 3403, the object determines that the software

module has not been installed, flow continues to step 3404 where a non-VPN communication

link 3307 is launched between computer 3301 and a website 3308 over computer network 3302

in a well- known manner. Website 3308 is accessible by all computer terminals connected to

computer network 3302 through a non-VPN communication link. Once connected to website

3308, a software module for establishing a secure communication link over computer network

3302 can be downloaded and installed. Flow continues to step 3405 where, after computer 3301

connects to website 3308, the software module for establishing a communication link is

downloaded and installed in a well-known manner on computer terminal 3301 as software
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module 3309. At step 3405, a user can optionally select parameters for the software module, such

as enabling a secure communication link mode of communication for all communication links

over computer network 3302. At step 3406, the communication link between computer 3301 and

website 3308 is then terminated in a well-known manner.

[00263] By clicking on the “go secure” hyperlink, a user at computer 3301 has enabled

a secure communication mode of communication between computer 3301 and server computer

3304. According to one variation of the invention, the user is not required to do anything more

than merely click the “go secure” hyperlink. The user does not need to enter any user

identification information, passwords or encryption keys for establishing a secure

communication link. All procedures required for establishing a secure communication link

between computer 3301 and server computer 3304 are performed transparently to a user at

computer 3301.

[00264] At step 3407, a secure VPN communications mode of operation has been

enabled and software module 3309 begins to establish a VPN communication link. In one

embodiment, software module 3309 automatically replaces the top-level domain name for server

3304 within browser 3406 with a secure top-level domain name for server computer 3304. For

example, if the top-level domain name for server 3304 is .com, software module 3309 replaces

the .com top- level domain name with a .scom top-level domain name, where the “s” stands for

secure. Alternatively, software module 3409 can replace the top-level domain name of server

3304 with any other non-standard top-level domain name.

[00265] Because the secure top-level domain name is a non-standard domain name, a

query to a standard domain name service (DNS) will return a message indicating that the

universal resource locator (URL) is unknown. According to the invention, software module 3409

contains the URL for querying a secure domain name service (SDNS) for obtaining the URL for

a secure top-level domain name. In this regard, software module 3309 accesses a secure portal

3310 that interfaces a secure network 33ll to computer network 3302. Secure network 33ll

includes an internal router 3312, a secure domain name service (SDNS) 3313, a VPN gatekeeper

33 14 and a secure proxy 3315. The secure network can include other network services, such as e-

mail 33 l6, a plurality of chatroon1s (of which only one chatroom 33 l7 is shown), and a standard
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domain name service (STD DNS) 3318. Of course, secure network 3311 can include other

resources and services that are not shown in FIG. 33.

[00266] When software module 3309 replaces the standard top-level domain name for

server 3304 with the secure top-level domain name, software module 3309 sends a query to

SDNS 3313 at step 3408 through secure portal 3310 preferably using an administrative VPN

communication link 3319. In this configuration, secure portal 3310 can only be accessed using a

VPN communication link. Preferably, such a VPN communication link can be based on a

technique of inserting a source and destination IP address pair into each data packet that is

selected according to a pseudo-random sequence; an IP address hopping regime that

pseudorandomly changes IP addresses in packets transmitted between a client computer and a

secure target computer; periodically changing at least one field in a series of data packets

according to a known sequence; an Internet Protocol (IP) address in a header of each data packet

that is compared to a table of valid IP addresses maintained in a table in the second computer;

and/or a comparison of the IP address in the header of each data packet to a moving window of

valid IP addresses, and rejecting data packets having IP addresses that do not fall within the

moving window. Other types of VPNs can alternatively be used. Secure portal 3310

authenticates the query from software module 3309 based on the particular information hopping

technique used for VPN communication link 3319.

[00267] SDNS 3313 contains a cross-reference database of secure domain names and

corresponding secure network addresses. That is, for each secure domain name, SDNS 3313

stores a computer network address corresponding to the secure domain name. An entity can

register a secure domain name in SDNS 3313 so that a user who desires a secure communication

link to the website of the entity can automatically obtain the secure computer network address

for the secure website. Moreover, an entity can register several secure domain names, with each

respective secure domain name representing a different priority level of access in a hierarchy of

access levels to a secure website. For example, a securities trading website can provide users

secure access so that a denial of service attack on the website will be ineffectual with respect to

users subscribing to the secure website service. Different levels of subscription can be arranged

based on, for example, an escalating fee, so that a user can select a desired level of guarantee for
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connecting to the secure securities trading website. When a user queries SDNS 3313 for the

secure computer network address for the securities trading website, SDNS 3313 determines the

particular secure computer network address based on the user’s identity and the user’s

subscription level.

[00268] At step 3409, SDNS 3313 accesses VPN gatekeeper 3314 for establishing a

VPN communication link between software module 3309 and secure server 3320. Server 3320

can only be accessed through a VPN communication link. VPN gatekeeper 3314 provisions

computer 3301 and secure web server computer 3320, or a secure edge router for server

computer 3320, thereby creating the VPN. Secure server computer 3320 can be a separate server

computer from server computer 3304, or can be the same server computer having both non-VPN

and VPN communication link capability, such as shown by server computer 3322. Returning to

FIG. 34, in step 3410, SDNS 3313 returns a secure URL to software module 3309 for the .scom

server address for a secure server 3320 corresponding to server 3304.

[00269] Alternatively, SDNS 3313 can be accessed through secure portal 3310 “in the

clear”, that is, without using an administrative VPN communication link. In this situation, secure

portal 3310 preferably authenticates the query using any well-known technique, such as a

cryptographic technique, before allowing the query to proceed to SDNS 3319. Because the initial

communication link in this situation is not a VPN communication link, the reply to the query can

be “in the clear.” The querying computer can use the clear reply for establishing a VPN link to

the desired domain name. Alternatively, the query to SDNS 3313 can be in the clear, and SDNS

3313 and gatekeeper 3314 can operate to establish a VPN communication link to the querying

computer for sending the reply.

[00270] At step 3411, software module 3309 accesses secure server 3320 through

VPN communication link 3321 based on the VPN resources allocated by VPN gatekeeper 3314.

At step 3412, web browser 3306 displays a secure icon indicating that the current

communication link to server 3320 is a secure VPN communication link. Further communication

between computers 3301 and 3320 occurs via the VPN, e.g., using a “hopping” regime as

discussed above. When VPN link 3321 is terminated at step 3413, flow continues to step 3414

where software module 3309 automatically replaces the secure top-level domain name with the
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corresponding non-secure top-level domain name for server 3304. Browser 3306 accesses a

standard DNS 3325 for obtaining the non-secure URL for server 3304. Browser 3306 then

connects to server 3304 in a well-known manner. At step 3415, browser 3306 displays the “go

secure” hyperlink or icon for selecting a VPN communication link between terminal 330l and

server 3304. By again displaying the “go secure” hyperlink, a user is informed that the current

communication link is a non-secure, non-VPN communication link.

[00271] When software module 3309 is being installed or when the user is off-line, the

user can optionally specify that all communication links established over computer network 3302

are secure communication links. Thus, anytime that a communication link is established, the link

is a VPN link. Consequently, software module 3309 transparently accesses SDNS 3313 for

obtaining the URL for a selected secure website. In other words, in one embodiment, the user

need not “click” on the secure option each time secure communication is to be effected.

[00272] Additionally, a user at computer 3301 can optionally select a secure

communication link through proxy computer 3315. Accordingly, computer 3301 can establish a

VPN communication link 3323 with secure server computer 3320 through proxy computer 3315.

Alternatively, computer 330l can establish a non-VPN communication link 3324 to a non-secure

website, such as non-secure server computer 3304.

[00273] FIG. 35 shows a flow diagram 3500 for registering a secure domain name

according to the present invention. At step 3501, a requester accesses website 3308 and logs into

a secure domain name registry service that is available through website 3308. At step 3502, the

requestor completes an online registration form for registering a secure domain name having a

top-level domain name, such as .com, .net, .org, .edu, .mil or .gov. Of course, other secure top-

level domain names can also be used. Preferably, the requestor must have previously registered a

non- secure domain name corresponding to the equivalent secure domain name that is being

requested. For example, a requester attempting to register secure domain name “website.scom”

must have previously registered the corresponding non-secure domain name “website.com”.

[00274] At step 3503, the secure domain name registry service at website 3308 queries

a non- secure domain name server database, such as standard DNS 3322, using, for example, a
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whois query, for determining ownership information relating to the non-secure domain name

corresponding to the requested secure domain name. At step 3504, the secure domain name

registry service at website 3308 receives a reply from standard DNS 3322 and at step 3505

determines whether there is conflicting ownership information for the corresponding non-secure

domain name. If there is no conflicting ownership information, flow continues to step 3507,

otherwise flow continues to step 3506 where the requestor is informed of the conflicting

ownership information. Flow returns to step 3502.

[00275] When there is no conflicting ownership information at step 3505, the secure

domain name registry service (website 3308) informs the requestor that there is no conflicting

ownership information and prompts the requestor to verify the information entered into the

online form and select an approved form of payment. After confirmation of the entered

information and appropriate payment information, flow continues to step 3508 where the newly

registered secure domain name sent to SDNS 3313 over communication link 3326.

[00276] If, at step 3505, the requested secure domain name does not have a

corresponding equivalent non-secure domain name, the present invention informs the requestor

of the situation and prompts the requestor for acquiring the corresponding equivalent non-secure

domain name for an increased fee. By accepting the offer, the present invention automatically

registers the corresponding equivalent non-secure domain name with standard DNS 3325 in a

well-known manner. Flow then continues to step 3508.

G. Tunneling Secure Address Hopping Protocol Through

Existing Protocol Using Web Proxy

[00277] The present invention also provides a technique for implementing the field

hopping schemes described above in an application program on the client side of a firewall

between two computer networks, and in the network stack on the server side of the firewall. The

present invention uses a new secure connectionless protocol that provides good denial of service

rejection capabilities by layering the new protocol on top of an existing IP protocol, such as the

ICMP, UDP or TCP protocols. Thus, this aspect of the present invention does not require

changes in the Internet infrastructure.
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[00278] According to the invention, communications are protected by a client-side

proxy application program that accepts unencrypted, unprotected communication packets from a

local browser application. The client-side proxy application program tunnels the unencrypted,

unprotected communication packets through a new protocol, thereby protecting the

communications from a denial of service at the server side. Of course, the unencrypted,

unprotected communication packets can be encrypted prior to tunneling.

[00279] The client-side proxy application program is not an operating system

extension and does not involve any modifications to the operating system network stack and

drivers. Consequently, the client is easier to install, remove and support in comparison to a VPN.

Moreover, the client- side proxy application can be allowed through a corporate firewall using a

much smaller “hole” in the firewall and is less of a security risk in comparison to allowing a

protocol layer VPN through a corporate firewall.

[00280] The server-side implementation of the present invention authenticates valid

field-hopped packets as valid or invalid very early in the server packet processing, similar to a

standard virtual private network, for greatly minimizing the impact of a denial of service attempt

in comparison to normal TCP/IP and HTTP communications, thereby protecting the server from

invalid communications.

[00281] FIG. 36 shows a system block diagram of a computer network 3600 in which

a virtual private connection according to the present invention can be configured to more easily

traverse a firewall between two computer networks. FIG. 37 shows a flow diagram 3700 for

establishing a virtual private connection that is encapsulated using an existing network protocol.

[00282] In FIG. 36 a local area network (LAN) 3601 is connected to another computer

network 3602, such as the Internet, through a firewall arrangement 3603. Firewall arrangement

operates in a well-known manner to interface LAN 3601 to computer network 3602 and to

protect LAN 3601 from attacks initiated outside of LAN 3601.

[00283] A client computer 3604 is connected to LAN 3601 in a well-known manner.

Client computer 3604 includes an operating system 3605 and a web browser 3606. Operating
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system 3605 provides kernel mode functions for operating client computer 3604. Browser 3606

is an application program for accessing computer network resources connected to LAN 3601 and

computer network 3602 in a well-known manner. According to the present invention, a proxy

application 3607 is also stored on client computer 3604 and operates at an application layer in

conjunction with browser 3606. Proxy application 3607 operates at the application layer within

client computer 3604 and when enabled, modifies unprotected, unencrypted message packets

generated by browser 3606 by inserting data into the message packets that are used for forming a

virtual private connection between client computer 3604 and a server computer connected to

LAN 3601 or computer network 3602. According to the invention, a virtual private connection

does not provide the same level of security to the client computer as a virtual private network. A

virtual private connection can be conveniently authenticated so that, for example, a denial of

service attack can be rapidly rejected, thereby providing different levels of service that can be

subscribed to by a user.

[00284] Proxy application 3607 is conveniently installed and uninstalled by a user

because proxy application 3607 operates at the application layer within client computer 3604. On

installation, proxy application 3607 preferably configures browser 3606 to use proxy application

for all web communications. That is, the payload portion of all message packets is modified with

the data for forming a virtual private connection between client computer 3604 and a server

computer. Preferably, the data for forming the virtual private connection contains field-hopping

data, such as described above in connection with VPNs. Also, the modified message packets

preferably conform to the UDP protocol. Alternatively, the modified message packets can

conform to the TCP/IP protocol or the ICMP protocol. Alternatively, proxy application 3606 can

be selected and enabled through, for example, an option provided by browser 3606. Additionally,

proxy application 3607 can be enabled so that only the payload portion of specially designated

message packets is modified with the data for forming a virtual private connection between client

computer 3604 and a designated host computer. Specially designated message packets can be,

for example, selected predetermined domain names.

[00285] Referring to FIG. 37, at step 370l, unprotected and unencrypted message

packets are generated by browser 3606. At step 3702, proxy application 3607 modifies the
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payload portion of all message packets by tunneling the data for forming a virtual private

connection between client computer 3604 and a destination server computer into the payload

portion. At step, 3703, the modified message packets are sent from client computer 3604 to, for

example, website (server computer) 3608 over computer network 3602.

[00286] Website 3608 includes a VPN guard portion 3609, a server proxy portion

3610 and a web server portion 3611. VPN guard portion 3609 is embedded within the kernel

layer of the operating system of website 3608 so that large bandwidth attacks on website 3608

are rapidly rejected. When client computer 3604 initiates an authenticated connection to website

3608, VPN guard portion 3609 is keyed with the hopping sequence contained in the message

packets from client computer 3604, thereby performing a strong authentication of the client

packet streams entering website 3608 at step 3704. VPN guard portion 3609 can be configured

for providing different levels of authentication and, hence, quality of service, depending upon a

subscribed level of service. That is, VPN guard portion 3609 can be configured to let all message

packets through until a denial of service attack is detected, in which case VPN guard portion

3609 would allow only client packet streams conforming to a keyed hopping sequence, such as

that of the present invention.

[00287] Server proxy portion 3610 also operates at the kernel layer within website

3608 and catches incoming message packets from client computer 3604 at the VPN level. At step

3705, server proxy portion 3610 authenticates the message packets at the kernel level within host

computer 3604 using the destination IP address, UDP ports and discriminator fields. The

authenticated message packets are then forwarded to the authenticated message packets to web

server portion 3611 as normal TCP web transactions.

[00288] At step 3705, web server portion 3611 responds to message packets received

from client computer 3604 in accordance with the particular nature of the message packets by

generating reply message packets. For example, when a client computer requests a webpage, web

server portion 3611 generates message packets corresponding to the requested webpage. At step

3706, the reply message packets pass through server proxy portion 3610, which inserts data into

the payload portion of the message packets that are used for forming the virtual private

connection between host computer 3608 and client computer 3604 over computer network 3602.
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Preferably, the data for forming the virtual private connection is contains field-hopping data,

such as described above in connection with VPNs. Server proxy portion 3610 operates at the

kernel layer within host computer 3608 to insert the virtual private connection data into the

payload portion of the reply message packets. Preferably, the modified message packets sent by

host computer 3608 to client computer 3604 conform to the UDP protocol. Alternatively, the

modified message packets can conform to the TCP/IP protocol or the ICMP protocol.

[00289] At step 3707, the modified packets are sent from host computer 3608 over

computer network 3602 and pass through firewall 3603. Once through firewall 3603, the

modified packets are directed to client computer 3604 over LAN 3601 and are received at step

3708 by proxy application 3607 at the application layer within client computer 3604. Proxy

application 3607 operates to rapidly evaluate the modified message packets for determining

whether the received packets should be accepted or dropped. If the virtual private connection

data inserted into the received information packets conforms to expected virtual private

connection data, then the received packets are accepted. Otherwise, the received packets are

dropped.

[00290] While the present invention has been described in connection with the

illustrated embodiments, it will be appreciated and understood that modifications may be made

without departing from the true spirit and scope of the invention.
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CLAIMS

What is claimed is:

1. A network device, comprising:

a storage device storing an application program for a secure communications

service; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network device to:

send a request to look up a network address of a second network device based on

an identifier associated with the second network device;

receive an indication that the second network device is available for the secure

communications service, the indication including the requested network address of the

second network device and provisioning information for a virtual private network

communication link;

connect to the second network device, using the received network address of the

second network device and the provisioning information for the virtual private network

communication link; and

communicate with the second network device using the secure communications

service via the virtual private network communication link.

2. The network device of claim 1, wherein:

the secure communications service includes an audio-video conferencing service;

and

the at least one processor is configured to execute the secure communications

service application program so as to allow the network device to communicate data using

the audio-video conferencing service.

3. The network device of claim 1, wherein the at least one processor is

configured to execute the application program so that at least one ofvideo data and audio

data can be communicated over the virtual private network communication link using the

audio-video conferencing service.
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4. The network device of claim 1, wherein the secure communications service

includes a messaging service.

5. The network device of claim 4, wherein the messaging service includes an e-

mail service.

6. The network device of claim 1, wherein the secure communications service

includes a telephony service.

7. The system of claim 6, wherein the telephony service uses modulation.

8. The network device of claim 7, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code

division multiple access (CDMA).

9. The network device of claim 1, wherein the network device is a mobile device.

10. The network device of claim 9, wherein the mobile device is a notebook

computer.

ll. The network device of claim l, wherein the identifier associated with the

second network device is a domain name.

l2. The network device of claim l, wherein the virtual private network

communication link is based on inserting into each data packet communicated over the

virtual private network communication link one or more data values that vary according

to a pseudo-random sequence.

l3. The network device of claim l, wherein the virtual private network

communication link is based on a network address hopping regime that is used to pseudo-

randomly change network addresses in packets transmitted between a first device and a

second device.
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14. The network device of claim l, wherein the indication that the second

network device is available for the secure communications service is a function of the

result of a domain name lookup.

15. A method executed by a first network device for communicating with a

second network device, the method comprising:

sending a request to look up a network address of a second network device based

on an identifier associated with the second network device;

receiving an indication that the second network device is available for a secure

communications service, the indication including the requested network address of the

second network device and provisioning information for a virtual private network

communication link; and

connecting to the second network device over the virtual private network

communication link, using the received network address of the second network device

and the provisioning information for the virtual private network communication link; and

communicating with the second network device using the secure communications

service via the virtual private network communication link.

16. The method of claim 15, wherein the secure communications service includes

a video conferencing service, and communicating includes communicating at least one of

video data and audio data using the video conferencing service.

17. The method of claim l5, further comprising encrypting at least one of the

video data and audio data over the virtual private network communication link.

18. The method of claim 15, wherein the secure communications service includes

a messaging service.

19. The method of claim l8, wherein the messaging service includes an e-mail

service.

20. The method of claim 15, wherein the secure communications service includes

a telephony service.
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21. The method of claim 20, wherein the telephony service uses modulation.

22. The method of claim 21, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code

division multiple access (CDMA).

23. The method of claim 15, wherein the network device is a mobile device.

24. The method of claim 23, wherein the mobile device is a notebook computer.

25. The method of claim 15, wherein the identifier associated with the second

network device is a domain name.

26. The method of claim l5, wherein communicating with the second network

device using the secure communications service via the virtual private network

communication link includes inserting into data packets communicated over the virtual

private network communication link one or more data values that vary according to a

pseudo-random sequence.

27. The method of claim l5, wherein communicating with the second network

device using the secure communications service via the virtual private network

communication link includes network address hopping regime that is used to

pseudorandomly change network addresses in packets transmitted between a first device

and a second device.

28. The method of claim 15, wherein the indication that the second network

device is available for a secure communications service is a function of a domain name

lookup .
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ABSTRACT

A network device comprises: a storage device storing an application program for

a secure communications service; and at least one processor configured to execute the

application program for the secure communications service so as to enable the network

device to (a) send a request to look up a network address of a second network device

based on an identifier associated with the second network device; (b) receive an

indication that the second network device is available for the secure communications

service, the indication including the requested network address of the second network

device and provisioning information for a virtual private network communication link;

(c) connect to the second network device, using the received network address of the

second network device and the provisioning information for the virtual private network

communication link; and (d) communicate with the second network device using the

secure communications service via the virtual private network communication link.
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Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

_ _ Attorney Docket Number 77580—151(VRNK—1CP3CNFT1)
Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

We °f '”"e”“°” COMMUNICATIONS USING SECURE DOMAIN NAMES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

|:| Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:

Applicant 1
Applicant Authority @|nventor | OLegal Representative under 35 U.S.C. 117 |C)Party of Interest under 35 U.S.C. 118

 
Prefix Given Name Middle Name Family Name Suffix

Victor

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Military Service

City Fairfax StateIProvince VA Country of Residencei US 

Citizenship under 37 CFR 1.41(b) i US

Mailing Address of Applicant:

Address 1 12026 Lisa Marie Court

Address 2

Applicant 2
Applicant Authority @|nventor OLegal Representative under 35 U.S.C. 117 C)Party of Interest under 35 U.S.C. 118

' '“idd'e"a"'e Fa'"i'v"ame Suffix
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Residence Information (Select One) @ US Residency O Non US Residency O Active US Military Service

StateIProvince Country ofResidencei

 

Citizenship under 37 CFR 1.41(b) i

Mailing Address of Applicant:

 

  
Address 1

Address 2
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Postal Code US

38710 Goose Creek Lane

  
A licant 3

Applicant Authority @|nventor OLegal Representative under 35 U.S.C. 117 C)Party of Interest under 35 U.S.C. 118
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 Attorney Docket Number T7580—151(VRNK—1CP3CNFT1)
Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE
COMMUNICATIONS USING SECURE DOMAIN NAMES

Citizenship under 37 CFR1.41(b)i US

Mailing Address of Applicant:

Address 1 1101 Opaca Court

Address 2

Postal code 21032 us
A |icant4

Applicant Authority @|nventor OLega| Representative under 35 U.S.C. 117 ()Party of Interest under 35 U.S.C. 118

Prefix Middle Name Family Name Suffix

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Military Service

StateIProvince Country ofResidencei
Citizenship under 37 CFR1.41(b)i

Title of Invention

    

 
  

 
Mailing Address of Applicant:

Address 1 26203 Ocala Circle

Address 2

Postal Code 20152 us
All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).

|:| An Address is being provided for the correspondence Information of this application.

 
  Customer Number

Email Address    mweipdocl-(et@mwe.com

Application Information:
. . SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T'tI° °f the I""°"t'°" COMMUNICATIONS USING SECURE DOMAIN NAMES

Attorney Docket Number 77580-151(VRNK-1CP3CNFT1) Small Entity Status Claimed |:|

Amman

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) 707 Sub Class (if any) 770

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any)

2100

Suggested Figure for Publication (if any)  
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Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

We °f '”"e”ti°” COMMUNICATIONS USING SECURE DOMAIN NAMES

Publication Information:

|:| Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request N01: 120 Publish. I hereby request that the attached application not be published under 35 U.S.

E] C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in another country, or under a multilateral international agreement, that requires publication at

eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: @ Customer Number 0 US Patent Practitioner 0 Limited Recognition (37 CFR 11.9)

Customer Number 23630

Domestic BenefitINationa| Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification.

  

 
 
 

  

 
 

  

Remove

Filing Date (YYYY-MM-DD)

2011-03-16

Prior Application Status Pending

Continuity Type Prior Application Number

Continuation of 13/049552

Patented

 Application Number

 Prior Application Status

 
 

  

  

Application . . Prior Application Filing Date |SS'-Je Date
Number Continuity Type Number (YYYY_M M_DD) Patent Number (YYYY_MM_DD)

13/049552 Continuation of 11/840560 2007-08-17 7921211 2011-04-05

Prior Application Status Patented Remove

Application . . Prior Application Filing Date |SSU€ Date
Number Continuity Type Number (YYYY_M M_DD) Patent Number (YYYY_MM_DD)

11/840560 Continuation of 10/714849 2003-11-18 7418504 2008-08-26

Prior Application Status Remove
Application Number Filing Date (YYYY-MM-DD)

Prior Application Status Remove
Application . . Prior Application Filing Date |SSUe Date

Number Continuity Type Number (YYYY_M M_DD) Patent Number (YYYY_MM_DD)

09/558210 Continuation in part of 09504783 2000-02-15 6502135 2002-12-31

Prior Application Status Patented
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Attorney Docket Number 77580—151(VRNK—1CP3CNFT1)

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE
COMMUNICATIONS USING SECURE DOMAIN NAMES

“W2?” <v~'«‘“%?’i‘?‘iM”l3'T‘Fiv»

Prior Application Status
Application Number Filing Date (YYYY-MM-DD)

Prior Application Status
Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

 
 

  
 

 
 

Application Data Sheet 37 CFR 1.76

  

Title of Invention

Add

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is

not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

!
Application Number Country I Parent Filing Date (YYYY-MM-DD) Priority Claimed

@ Yes O No

AddAdditional Foreign Priority Data may be generated within this form by selecting the
Add button.

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of palt 3 of Title 37
of the CFR to have an assignment recorded in the Office_

Assi nee 1

If the Assignee is an Organization check here.

Organization Name V|RNETx_ |Nc_

Mailing Address Information:

 

Address 1 5615 Scotts Valley Drive, Suite 110

Address 2

City Scotts Valley StateIProvince CA

Phone Number —- Fax Number --

Email Address --

Additional Assignee Data may be generated within this form by selecting the Add
button.

Add

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37

CFR 1.4(d) for the form of the signature.
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. . Attotnev Docket Number
Application Data Sheet 37 CFR 1.76 _ _

Atttttttttttott Ntmtttt D

Title of Invention SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURECOMMUNICATIONS USING SECURE DOMAIN NAMES

Signature ffoby H. Kusmerl Date (YYYY-MM-DD) 2011-12-23

First Name Toby H. Kusmer, P.C. Registration Number

 
This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form andlor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Privacy Act Statement

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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JOINT DECLARATION FOR PATENT APPLICATION

As the below named inventors, we hereby declare that:

Our residence, post ofiice address and citizenship an: as stated below next to our names;

We believe we are the original, first and joint inventors ofthe subject matter which is claimed and for which a patent is
sought on the invention entitled AN AGILE O p ROT L R COMMUNICATIONS Us (3 SECU
DOMAIN Nflfig the specification ofwhich

E is attached hereto.

E] was filed on _____as Application Serial Number
applicable);

D was filed under the Patent Cooperation Treaty (PCT) and accorded lntcmafional Application
No. filed and amended on (if any).

_____and was amended on (if

  

We hereby state that we have reviewed and understand the contents ofthe aboveddentificd specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patentability in accordance with Title 37,
Code ofFederal Regulations, §I.56(a).

Prior Foreign Application(s)
We hereby claim foreign priority benefits under Title 35, United States Code, §l 19 ofany foreign application(s) for

patent or inventor's certificate listed below and have also identified below any foreign appllcation(s) for patent or inventors
certificate having a filing date before that ofthe application on which priority is claimed:

 
Prior United States Provisional Application(s)

We heneby claim priority benefits under Title 35, Unived States Code, §l l9(e)(1) ofany U.S. provisional applicationlisted below: -

 

. . .
60/106,261 so October 1993

so/137,704 7 June 1999

Prior United States A.pplication(s) _

We hereby claim the benefit under Title 35, United States Code, §120 ofany United States application(s) listed below
and, insofar as the subject matter ofeach of the claims ofthis application is not disclosed in the prior United States application in
the manner provided by the tint paragraph ofTitle 35, United States Code, §l 12, we aclmowledge the duty to disclose material

 

information as defined in Title 37, Code ofFederal Regulations, §l.56(a) which occurred between the filing date of the prior '
application and the national or PCT international filing date of this application:

BANNER 8: WITCOFF, LTD. Rcv1.1 l0-O9~200l
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09/558,210

    

  
  

Power of Attorney
And we hereby appoint, both jointly and severally, as our attorneys with full power of substitution and revocation, to

prosecute this application and to transact all business in the Patent and Trademark Office connected herewith the practitioners at

Custonaer Number. 22907 (WDC)

Please address all correspondence and telephone commtmicatiorts I/othe addms and telephone numbe: for this OustoxnerNumber.

We hereby declare that all smemexm made herein of our own knowledge are true and that all statements made on
information and belief are believed to be true; and timber that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisomncnt, or both, under Section 1001 ofTitle 18 ofthe

United States Code and that such willful false statements may jeopardize the validity ofthe application or any patent issuing

  

thereon.

sinme me 
Full Name ofFirsthvemor 

, Family Name Fixst Given Name Second Given Name

Rfiidmu Citizenship USA
Post Office Address 12026 Lisa Mgje Cggg; mm Vitv;nia E033

Signanne Date
Full Name ofSecond Inventor I

Family Name First Given Name Second Given Name
Residence Lelbgl Vgg”inia Citizenship Q§A
Post Office Address 3_8_1l0 Goose Creek Lane, fiburg, Virginia 20175

  Signature Date

Full Name ofThirdtnmta 
Family Name First Given Nam’: Second Given Name

Rwidm CWmsW 
Post Offiec Address 110 a Cr e. land 2 3

 
First Given Name

Citizenship USA

Second Given NameFamily Name '
Residence South g§d‘;n_.g, Vim,’nig

Post Oflioe Address 26203 Ocala Circle, Song; Riding. Virginia 20l§2

 

BANNER 8: WITCOFF, LTD. Rev 1.: 1009-2001
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JOINT DECLARATION FOR PATENT APPLICATION

As the below named inventors, we hereby declare that:

Our residence, post office address and citizenship are as stated below next to our names;

We believe we are the original, fn'st and joint inventors of the subject matter which is claimed and for which a patent is
sought on the invention entitled IL F R C ATI SIN E
 ,the specification of which

E is attached hereto.

D was filed on as Application Serial Number and was amended on (if
applicable). '

E] was filed under the Patent Cooperation Treaty (PCT) and accorded International Application
No. filed and amended on (if any).
  

We hereby state that we have reviewed and understand the contents of the above—identi fied specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patentability in accordance with Title 37,
Code of Federal Regulations, §l .56(a).

Prior Foreign Application(s) '

We hereby claim foreign priority benefits under Title 35, United States Code, §l 19 of any foreign application(s) for
patent or inventor‘s certificate listed below and have also identified below any foreign application(s) for patent or inventors
certificate having a filing date before that of the application on which priority is claimed:

 
Prior United States Provisional Application(s)

We hereby claim priority benefits under Title 35, United States Code, §1l9(e)(l) ofany U.S. provisional applicationlisted below:

swan»

I in 0 October 1998I 6/106,261

60/137,704 7 June 1999 
Prior United States Application(s)

We hereby claim the benefit under Title 35, United States Code, §120 ofany United States application(s) listed below
and, insofar as the subject matter ofeach ofthe claims of this application is not disclosed in the prior United States application in
the manner provided by the first paragraph ofTitle 35, United States Code, §l 12, we acknowledge the duty to disclose material

information as defined in Title 37, Code of Federal Regulations, §l.56(a) which occurred between the filing date of the prior
application and the national or PCT international filing date of this application:

 

ANNEFI 81 WITCOFF, LTD. Rev L1 10.09.2001
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 Date of Filing Status —- Patented.

Application SeriaJ No. (Day. Month. Year) Pending. Abandoned

  
 

ow woo
as zgomow   

Power of Attorney

And we hereby appoint. both jointly and severally. as our attorneys with full power of substitution and revocation, to
prosecute this application and to transact all business in the Patent and Trademark Office connected herewith the practitioners at:

Customer Number: 22907 (WDC)

Please address all correspondence and telephone eommu nications to the address and telephone number for this Customer
Number.

We hereby declare that all statements made herein of our own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment, or both. under Section 1001 of Title 18 of the
United States Code and that such willful false statements mayjeopardize the validity of the application or any patent issuing
thereon.

 
Signature Date
Full Name of First Inventor Lagn Victor

Family Name First Given Name Second Given Name

Residence Fairfax, Virginia CiLizenship______‘___(_]_fl
Post Office Address 12026 isa MarieC u Fai fax Vir "nia 22033 

    
_ Date /7 /7 /0 2

R0 ert Dunham
First Given Name Second Given Name

Residence Leesburo Vir inia Citizenship LJSA
Post Office Address 38710 Goose Creek Lane, Leesburg, Vir;nia 2017§

Full Name of Second Inventor" o . H1
Family Name
 

Signature Date
Full Name of Third Inventor Munger Edmund Cglby

Family Name First Given Name Second Given Name

Residence Crownsville, Maryland Citizenship USA
Post Office Address 1101 Opaca Court, Crownsville, Marvland 21032

 

 
Signature Date
Full Name of Fourth Inventor l Williamggn Michael

Family Name First Given Name Second Given Name
Residence South Riding. Virginia Citizenship U§A
Post Office Address 26203 Ocala Circle, South Riding, Virginia 20152
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JOINT DECLARATION FOR PATENT APPLICATION

As the below natned inventors, we hereby declare that:

Our residence, post ofiice address and citizenship are as stated below next to our names;

We believe we are the original, first and joint inventors of the subject matter which is claimed and for which a patent is
sought on the invention entitled N AGILE NETWORK PROTO L FOR SE COMMUNICATIONS USING SECURE
DOMAIN NAMES the specification of which

’ F13 is attached hereto.

 

[:1 was filed on as Application Serial Number and was amended on (if
applicable).

was filed under the Patent Cooperation Treaty (PCT) and accorded International Application
No. filed , and amended on (if any).
 

We hereby state that we have reviewed and understand the contents of the above—identified specification, including the
claims, as amended by any amendment referred to above.

We hereby acknowledge the duty to disclose information which is material to patentability in accordance with Title 37,
Code ofFederal Regulations, §l.56(a).

Prior Foreign Application(s)

We hereby claim foreign priority benefits under Title 35, United States Code, §l19 ofany foreign application(s) for
patent or inventors certificate listed below and have also identified below any foreign application(s) for patent or inventor's
certificate having a filing date before that of the application on which priority is claimed:

Data oflssuc Under U.S.C.Date ofFiling

County Application No. (day month year) (day month year) §l 19

Prior United States Provisional Application(s)

We hereby claim priority benefits under Title 35, United States Code, §l l9(e)(l) of any U.S. provisional application
listed below: _

Date of

U.S. Provisional Application No. (day month year) Under 35 U.S.C. §l l9(c)(l)
60/106,261 30 October 1998

60/137,704 7 June 1999

' Prior United States Appllcation(s)

We hereby claim the benefit under Title 35, United States Code, §120 ofany United States applica1ion(s) listed below
and, insofar as the subject matter ofeach of the claims ofthis application is not disclosed in the prior United States application in
the manner provided by the first paragraph ofTitle 35, United States Code, §l 12, we acknowledge the duty to disclose material
infomration as defined in Title 37, Code ofFederal Regulations, §l.56(a) which occurred between the filing date of the prior
application and the national or PCT international filing date of this application:

 
 

Priority Claimed

 
 

 

   
 

   
    

———————————____._.__.________._______.__.;__,.__._________.__,__
\NNER & WITCOFF, LTD. Re, ._, .w,_m,
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   Date of Filing

Application Serial No. (Day, Month, Year) Pending, Abandoned

O9/558,210 26 April 2000 Pending

Status -—- Patented,

   

 
09/504,783 l5 February 2000 Patented

O9/429,643 29 October 1999  Pending
 

Power of Attorney

And we hereby appoint, both jointly and severally, as our attorneys with full power of substitution and revocation, to
prosecute this application and to transact all business in the Patent and Trademark Office connected herewith tl1e practitioners or:

Customer Number. 22907 (WDC)

Please address all correspondence and telephone commimications to the address and telephone number for this CixstomerNumber.

We hereby declare that all statements made herein of our own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment. or both, under Section 100] of Title 18 of the
United States Code and that such willful false statements may jeopardize the validity of the application or any patent issuingthereon.

Signature Date

Full Name of First Inventor Larson Vigtor '
Family Name First Given Name Second Given Name

Residence Faizfag Virginia Citizenship USA
Post Office Address 12026 Lisa Marie gun, Fairfg, Virginia 2203;

Signature Date..._____._.___...________________

Full Name of Second Inventor Shog, [1] gobert Dunham
Family Name First Given Name Second Given Nnme

Residence Lgesbgrg, Virginia Citizenship USA
Post Office Address 38 Z IQ _Cj<_>gse Creek Lane, Lgglgurg, Virginia 29175 '

Signature 6 an I” Zoo
Full Name of Third Inventor

 

  
 

Family Name First Given Name Second Given Name
Residence Crovmsvillc, Mggdagd Citizenship USA__._____..___..__...__...._._____._______

Post Ofiice Address l lQ1 Qpaca Court, Crownsville, _M_gyland 21032

 Signature Date
Full Name of Fourth Inventor Williamson Michael

Family Name First Given Name Second Given Name
Rcsidcncc Citizenship USA
Post Office Address 26203 Ocala Circle, South Riding, Viginia 2015;

3ANNER & WITCOFF, LTD. I Rev l.l I0-09~?.00l
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Doc Code: 077580 C PTOISB/50(01-06)
Approved tor use through 12I31r2ooa. OMB 0651-0035

4 U S. Patent and Trademark Office; U 8 DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection oi information unless it displays a valid OMB control numberi

POWER OF ATTORNEY T0 PROSECUTE APPLICATIONS BEFORE THE USPTO

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under
37 CFR 3.73(b).

I hereby appoint:

  

  
  

  

 

 

E Practitioners associated with the Customer
OR

I: Practitioner(s) named below (if more then ten practitioners are to be named. then a customer number must be used):

Number

T
j

 

  
 

as atiorneyts) or agent(s) to represent the undersigned before the United States Patent and Trademark Ofiice (USPTO) in
connection with any and all patent applications assigned oniy to the undersigned according to the USPTO assignment records or
assignment documents attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(b) to:
 

The address associated with Customer

 

 

 
  
   

  
  

  
 

 
 

 

 

 

 

  

OR __ p

E ijjgfirgligaa! N3m6 McDem1ot:t Will 8. Emery LLP
Address 28 State Street 

Telephone (617) 535-4065

 
 

Assignee Name and Address:

VIRNETX. INC.

5615 SCOTTS VALLEY DRIVE, SUlTE I10

SCOTTS VALLEY, CALIFORNIA 95066

 
 

A copy of this fonn, together with a statement under 37 CFR 3.73_(b) Form PTOISBI96 or equivalent) is
required to be filed in each application in which this form is used. The s tement under 37 CFR 3.73(b) may
be completed by one of the practitioners appointed in this form if the appointed practitioner is authorized toact on behalf of the assignee. and must identify the application in which tis Power of Attorney is to be filed.

  

 
  

SIGNATURE of Assignee of Record
The mdiv- whose signature an,0; e is s plied below is authorized to act on behalf of the assign

1'”,4, A

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to
tile (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.c. 122 and 37 CFR 1.11 and 1,141. This collection is estimated to
take 3 minutes to complete. including gathering. preparing. and submitting the completed application form to the USPTO Time will vary depending upon
the individual case, Any comments on the amount of time you require to complete this fonn andlor suggestions for reducing this burden, should be sent to
the Chief infonhation Ottlcer, US. Patent and Trademark Oifice, U S" Department of Commerce, Po. Box 1450. Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: commissioner for Patents. P.o. Box 1450, Alexandria, VA 22313-1450

 

If you need assistance In completing the fomt. call 1-B00—PTO-9 199 and select option 2.
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PTO/SB/96 (04-07)
Approved for use through 09/30/2007. OMB 0651-0031

U 8 Patent and Trademark Office; U S DEPARTMENT OF COMMERCE
Under the Pa = ulred to res and to a collection or information unless it disla s a valid OMB control number.I'WOtk Reduction Act of 1995 no - raons are re

 
  

   

STATEMENT UNDER 37 CFR 3.73§b)

ApplicantlPatent Owner: VIRNETX, INC. M

Application No./Patent No.: 11/840 560 Filed/issue Date: AUGUST 17, 2007

Entitled; AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

_g___ VIRNETX, ;_1_~Jc . a CORPORATION
(Name at Assignea) (Type otAssignae. e g . corporation. partnership‘ university. government agency, etc)

states that it is:

1. [E the assignee of the entire right, title, and interest; or

2. D an assignee of less than the entire right, title and interest
(The extent (by percentage) of its ownership interest is %)

in the patent application/patent identified above by virtue of either:

A. E] An assignment from the inventorts) of the patent applicationlpatent identified above, The assignment was recorded in the United
States Patent and Trademark Office at Real _________________ , Frame __________________ . or for which a copy thereof is attatched.

OR

B. [E A chain of title from the inventorts). of the patent application/patent identified above, to the current assignee as follows:

1. From:, T0!
The document was recorded in the United States Patent and Trademark Office at

Real Qi27;2 , Frame 9321 , or for which a copy thereof is attached.

2. From: sgigngg Appjjgmjgns rmmmmml Cgmgmfign To: yimgix ing-
The document was recorded in the United States Patent and Trademark Office at

Real 919122 , Frame 9525 , or for which a copy thereof is attached.

3. From: ____________________mA_______________ To:
The document was recorded in the United States Patent and Trademark Office at

Real , Frame , or for which a copy thereof is attached.

E Additional documents in the chain of title are listed on a supplemental sheet.

I: As required by 37 CFR 3.73(b)(1)(l), the documentary evidence of the chain of title from the original owner to the assignee was. or
concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

(NOTE: A separate copy (Le. a true copy of the original assignment document(s)) must be submitted to Assignment Division In
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. E MPEP 302.08]

The undersigned (wo ~ is supplied beio orized to ct on behalf of the assignee. A
A /. ,. /M1/_. ___.___.___.._..__._.. 5/ /9’ 3

_ . . re Date —————~——~

A_A1a/ /4r/fl./ J J? .
fl Printed or Typed Name Telephone number

I

\

€ . /‘ /J. A
Title

This collection of information is required by 37 CFR 3.7309). The information is required to obtain or retain a benefit by the public which is to file (and b the USPTO to process)
an application. Confidentiality is governed by 35 USC. 122 and 37 CFR 1.11 and 1 14. This collection is estimated to take 12 minutes to compete, including gathering.

reparinp. and submitting the completed application form to the USPTO. Time will vary dependln upon the individual case. Any comments on the amount oi time you require0 comp ate this form and/or suggestions for reducing this burden. should he sent to the Chle in ormation Officer. U.S. Patent and Trademark Office. US. De artment of
Commerce, P.O. Box 1450, Alexandria. VA 223134450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO: Commissioner fiir Patents,
P.O. Box 1450. Alexandria, VA 22313-1450.

If you need assistance In completing the fonn, call 1-B00~F‘TO-9199 and select option 2.
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Electronic Patent Application Fee Transmittal

—
—

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

T'"° °f "“’°"t'°"‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

;

Trackl Prioritized Examination - Nonprovisional Application under 35 USC 111(a) Filing Fees

Sub-Total in

USD($)

Basic Filing:

1 620 620Utility Search Fee 1111

Description Fee Code Quantity

Utility Examination Fee 1311 250 2501

1Request for Prioritized Examination 1817 4800 4800

Utility Appl Size fee per 50 sheets >100
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Sub-Total in

Description Fee Code Quantity USD($)

Miscellaneous-Filing:

Publi Fee- early’ Voluntary’ or norrnal
Processing Fee, except for Provis. apps 1808 1 130 13

Patent-AppeaIs-and-Interference:

Post-AIIowance-and-Post-Issuance:

Extension-of-Time:

Miscellaneous.

Total in USD (S) 7270
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Electronic Acknowledgement Receipt

E

—

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

mle °f "“'e"t'°"‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

I

—

Payment information:

Submitted with Payment yes—

—Auth°“zedUser  
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:

Document . . File Size(Bytes)/ Multi Pages

Transmittal of New Application 151Transmitta|.pdf 3c8fb9db48d0fbf72fafa27ec5eb688c5c5c9
a7:

Information:

134470

TrackOne Request 151PrioritizedExamApp.pdf 68e0ff56eae0dc99665a83cc46d4a00edbb

Information:

415145

151 Specification.pdf fc58a3e43fc544744af1c0ce80bd9d7ad8a4

Multipart Description/PDF files in .zip description

11897155

Drawings-only black and white line
d rawi n g s 7580b92bc45fe5d1e5ed25c4b872f77086b

ebfb1

1032709

53441 88131351 9250fdedab32d7cf547c5c39
7:797

333920

aa7ccb81a15c452ab2f6aed1b0e8c296233
2ec98

234752

Power of Attorney 151POA2.pdf e65ad607d0f9e313687ffe639634c86b302a
4395
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Information:

Fee Worksheet (SB06) fee-info.pdf 1fb8e1c084cde68026b24a37b9f82b40c96
b75b3

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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Electronic Acknowledgement Receipt

E

—

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

mle °f "“'e"t'°"‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

I

—

Payment information:

Submitted with Payment yes—

—Auth°“zedUser  
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:

Document . . File Size(Bytes)/ Multi Pages

Transmittal of New Application 151Transmitta|.pdf 3c8fb9db48d0fbf72fafa27ec5eb688c5c5c9
a7:

Information:

134470

TrackOne Request 151PrioritizedExamApp.pdf 68e0ff56eae0dc99665a83cc46d4a00edbb

Information:

415145

151 Specification.pdf fc58a3e43fc544744af1c0ce80bd9d7ad8a4

Multipart Description/PDF files in .zip description

11897155

Drawings-only black and white line
d rawi n g s 7580b92bc45fe5d1e5ed25c4b872f77086b

ebfb1

1032709

53441 88131351 9250fdedab32d7cf547c5c39
7:797

333920

aa7ccb81a15c452ab2f6aed1b0e8c296233
2ec98

234752

Power of Attorney 151POA2.pdf e65ad607d0f9e313687ffe639634c86b302a
4395
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Information:

Fee Worksheet (SB06) fee-info.pdf 1fb8e1c084cde68026b24a37b9f82b40c96
b75b3

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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Docket No.: 77580-151 (VRNK-1CP3CNFT1) PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of : Customer Number: 23630

LARSON, Victor, etal. Confirmation Number: 6217

Application No.: 13/336,790 Group Art Unit: Unknown

Filed: December 23, 2011 Examiner: Unknown

For: SYSTEM AND METHOD EMPLOYINC-5 AN AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certifythat this correspondence is being e|ectronica||y—transmitted to the United States Patent and Trademark Office on December 23, 2011

/Jessica Brownl
Jessica Brown

TRANSMITTAL OF REPLACEMENT DRAWINGS FOR TRACK I PRIORITIZED

EXAMINATION APPLICATION FILED DECEMBER 23,2011

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Forty (40) sheets of drawings, Figures 1-37, were filed on this date, December 23, 2011.

Forty (40) replacement sheets are being filed herewith, on the same date as the initial filing,

showing the page numbering on each sheet, should this be needed.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

/Toby H. Kusmer/

Toby H. Kusmer, P.C., Registration No. 26.418

600 13th Street, N.W. Please recognize our Customer No.

Washington, D.C. 20005 23630 as our correspondence address.

Phone: (617) 535-4000

Facsimile: (617)535-3800

Date: December 23, 2011

DM_US 31163021—1.077580.0151

Petitioner Apple Inc. — Exhibit 1002, p. 161



Petitioner Apple Inc. - Exhibit 1002, p. 162
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4/40
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United States Patent and Trademark Office
Address. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Vi.rgLnia 22313-1450wWw.11spto.gov

APPLICATION FILING or GRP ART
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13/336,790 12/23/2011 2447 2030 77580-151(VRNK-1CP3CNFT1) 28 2
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McDermott Will & Emery

600 ram street. Nw llllllllllllllllllllllIIIIIIIIIIIIllllllllllllllIll IlllllllllllllllllllllllllIllllllllllllooooooo5 95335
Washington, DC 20005-3096

Date Mailed: 01/13/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination

in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the

changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;

Edmond Colby Munger, Crownsville, MD;

Michael Williamson, South Riding, VA;

Assignment For Published Patent Application

VIRNETX, lNC., Scotts Valley, CA

Power of Attorney: The patent practitioners associated with Customer Number 23630

Domestic Priority data as claimed by applicant

This application is a CON of 13/049,552 03/16/2011
which is a CON of 11/840,560 08/17/2007 PAT 7921211

which is a CON of 10/714,849 11/18/2003 PAT 7418504

which is a CON of 09/558,210 04/26/2000 ABN

which is a CIP of 09/504,783 02/15/2000 PAT 6502135

which is a CIP of 09/429,643 10/29/1999 PAT 7010604

which claims benefit of 60/106,261 10/30/1998

and claims benefit of 60/137,704 06/07/1999

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the

USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 01/09/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/336,790
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Projected Publication Date: To Be Determined — pending completion of Corrected Papers

Non-Publication Request: No

Early Publication Request: No
Title

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes seIf—heIp "tooIkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the U.S. Government hotline at 1-866-999-HALT (1—866-999-4158).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related app|ications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsContro|, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SeIectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation and commercialization of new technologies. The USA offers tremendous

resources and advantages for those who invest and manufacture goods here. Through SeIectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit Se|ectUSA.gov.
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United States Patent and Trademark Office
Address. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Vi.rgLnia 22313-1450wvwszuspto .goV

APPLICATION NUMBER F ING OR 371 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

77580-151(VRNK-

 
13/336,790 12/23/2011 Victor Larson 1CP3CNFT1)

CONFIRMATION NO. 6217

23630 FORMALITIES LETTER

McDermott Will & Emery

600 13th Street, NW llllllllllllllllllllllllllfllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllooooooo5 953355
Washington, DC 20005-3096

Date Mailed: 01/13/2012

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since

it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS

from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be

obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

- A replacement abstract not exceeding 150 words in length and commencing on a separate sheet in

compliance with 37 CFR 1.72(b) and 37 CFR 1.121 is required.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required

application size fee.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.

https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or

visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/tpetros/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Vi.rgLnia 22313-1450wvWr.11spto.gov

APPLICATION NUMBER F ING OR 371 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

77580-151(VRNK-

 
13/336,790 12/23/2011 Victor Larson 1CP3CNFT1)

CONFIRMATION NO. 6217

23630 POA ACCEPTANCE LETTER

McDermott Will & Emery

600 13th Street, NW llllllllllllllllllllllllltflllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllooooooo5 90355
Washington, DC 20005-3096

Date Mailed: 01/13/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/23/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

/tchaka/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Docket No.: 775 80-15 1(VRNK-1CP3CNFT1) PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of : Customer Number: 23630

LARSON, Victor et al. Confirmation Number: 6217

Application No.: 13/336,790 Group Art Unit: 2447

Filed: December 23, 2011 Examiner: Unknown

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this correspondence is being electronically-transmitted to the United States Patent and Trademark Office on January 19, 2012

/Jessica Brown/
Jessica Brown

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

MAILED JANUARY 13, 2012

Mail Stop MISSING PARTS
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir/Madam:

In response to the Notice to File Corrected Application Papers, dated January 13, 2012

submitted herewith are the following for filing in the above-referenced application:

1. Copy ofNotice to File Corrected Application Papers; and

2. Replacement Abstract not exceeding 150 words in length and commencing on a

separate sheet.

Please charge any shortage in fees due in connection with the filing of this paper,

including extension of time fees, to Deposit Account 50-1 133 and please credit any excess fees

to such deposit account, referencing attorney docket no. 775 80- l 5 l(VRNK- l CP3CNFTl).

DM_US 3 l485848—l.077580.0l5l
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Application No. 13/336,790 Docket No. 775 80- 1 5 1(VRNK- 1 CP3CNFT1)

It is requested that an updated, corrected official filing receipt now be issued.

Respectfully submitted,
MCDERMOTT WILL & EMERY LLP

/Toby H. Kusmer/

Toby H. Kusmer, P.C., Reg. No. 26,418

600 13th Street, N.W. Please recognize our Customer No. 23630

Washington, D.C. 20005-3096 as our correspondence address.
Phone: 617.535.4065

Facsimile: 617.535.3800

Date: January 19, 2012

DM_US 31485848—1.077580.0151
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES D EPARTNT EVT OF C/ONTNTERCE
United States Patent and Trademark Office
Address. COMMISSIONE R FOR PATEN SPO Box 1450

Alexandria, Vitgmia 22313-1450WvIn2I'.uspto.goV'

APPLICATION NUMBER F ING OR 371 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

77580-151(VRNK-

 
 

13/336,790 12/23/2011 Victor Larson 1CP3CNFT1)
CONFIRMATION NO. 6217

23630 FORMALITIES LETTER

McDermott Will & Emery

600 131. Street, NW lllllllll lllllllllllllllllilllll111011111 lllll111111 lllllllllllllll lllll llllllll
Washington, DC 20005-3096

Date Mailed: 01/13/2012

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since

it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS

from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be

obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

- A replacement abstract not exceeding 150 words in length and commencing on a separate sheet in

compliance with 37 CFR 1.72(b) and 37 CFR 1.121 is required.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS—Web may alternatively submit their reply to this notice via EFS—Web.

https://sport-a|.uspto.gov/authenticate/AuthenticateUserLoca|EPF.html

For more information about EFS—Web please call the USPTO Electronic Business Center at 1-866-217-9197 or

visit our website at http://www.uspto.gov/ebc.

If you are not using EFS—Web to submit your reply, you must include a copy of this notice.

/tpetro5/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1

Petitioner Apple Inc. - Exhibit 1002, p. 213



Petitioner Apple Inc. - Exhibit 1002, p. 214

Application No. 13/336,790 Docket No. 775 80- l 5 l(VRNK- l CP3CNFTl)

REPLACEMENT ABSTRACT

A network device comprises a storage device storing an application program for

a secure communications service and at least one processor. The processor is configured

to execute the application program enabling the network device to (a) send a request to

look up a network address of a second network device based on an identifier associated

with the second network device; (b) receive an indication that the second network device

is available for the secure communications service, the indication including the requested

network address of the second network device and provisioning information for a virtual

private network communication link; (c) connect to the second network device, using the

received network address of the second network device and the provisioning information

for the virtual private network communication link; and (d) communicate with the second

network device using the secure communications service via the virtual private network

communication link.

DM_US 3 l485848—l.077580.0l5l
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Electronic Acknowledgement Receipt

11879366

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

nfle°fmVe"“°"‘ SBIRECOMMUNKAHONSUSNGSHMREDOMNNNAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer./Jessica Brown

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 77580-151(VRNK—1CP3CNFT1)

Receipt Date: 19-JAN—201 2

Filing Date: 23-DEC—2011

Time Stamp: 19:55:54

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number Message Digest Part /.zip (if appl.)

709589

151 ResponseNTFCAP.pdf 22b66c3b12d8f9d09425614ef601e03de41
ca59b
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Multipart Description/PDF files in .zip description

Applicant Response to Pre-Exam Formalities Notice

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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PATENT APPLICATION FEE DETERMINATION RECORD APP“°a“°“ 0' Dockel Number
Substitute for Form PTO-875 13/336790

APPLICATION AS FILED - PART I OTHER THAN

(column 1) (column 2) SMALL ENTITY OR SMALL ENTITY

BASICFEE

rum» 2
SEARCH EEE N/A N/A N/A 620(37 CFR 1.16(k), (i), or (m))

I3(é|EIFIII1\I’i‘IsI<I>)?I:)I),I:<>IrEE)) 2
28 22 OR
_ * 25° =

It the specitication and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size tee due is
FEE $310 ($155 tor small entity) tor each additional
(37 CFR 1.16(s)) 50 sheets or traction thereot. See 35 U.S.C.

41(a)(1)(G) and 37 CFR1.16( ).

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR ‘I.‘I6(j))

* Ifthe difference in column 1 is less than zero, enter "0" in column 2.

APPUCATKNdASAMENDED-PARTH

OTHER THAN
SMALL ENTITY

CLAIMS HIGHEST
REMAINING NUMBER ADDITIONAL

AFTER PREVIOUSLY FEE($)
AMENDMENT PAID FOR

Total
(37 CFR1.16(i))

Independent(37 CFR1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTA

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL
ADD'L FEE

CLAIMS HIGHEST
REMAINING NUMBER ADDITIONAL ADDITIONAL

AFTER PREVIOUSLY FEE($) FEE($)
AMENDMENT PAID FOR

Total
(37 CFR1.16(i))
Independent

(37 CFR1.16(h))

Application Size Fee (37 CFR 1.16(s))
AMENDMENTB

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL
ADD'L FEE ADD'L FEE

* Ifthe entry in coIumn1 is less than the entry in column 2, write "0" in column 3.
** Ifthe "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20”.

*** It the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OE COMMERCE
United States Patent and Trademark Office
Address. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Vi.rgLnia 22313-1450wWw.11spto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT F FFF REC'D ATTY.DOCKET.NO TOT CLAHVIS IND CLAIMS

28 2

 
13/336,790 12/23/2011 2447 2030 77580-151(VRNK-1CP3CNFT1)

CONFIRMATION NO. 6217

23630 UPDATED FILING RECEIPT

McDermott Will & Emery

600 ram street. Nw llllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllllllllllllllllIlllllllllllllllllooooooo522o 572
Washington, DC 20005-3096

Date Mailed: 01/27/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination

in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the

changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Victor Larson, Fairfax, VA;

Robert Dunham Short Ill, Leesburg, VA;

Edmond Colby Munger, Crownsville, MD;

Michael Williamson, South Riding, VA;

Assignment For Published Patent Application

VIRNETX, lNC., Scotts Valley, CA

Power of Attorney: The patent practitioners associated with Customer Number 23630

Domestic Priority data as claimed by applicant

This application is a CON of 13/049,552 03/16/2011
which is a CON of 11/840,560 08/17/2007 PAT 7921211

which is a CON of 10/714,849 11/18/2003 PAT 7418504

which is a CON of 09/558,210 04/26/2000 ABN

which is a CIP of 09/504,783 02/15/2000 PAT 6502135

which is a CIP of 09/429,643 10/29/1999 PAT 7010604

which claims benefit of 60/106,261 10/30/1998

and claims benefit of 60/137,704 06/07/1999

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the

USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 01/09/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/336,790
page 1 of 3
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Projected Publication Date: 05/03/2012

Non-Publication Request: No

Early Publication Request: No
Title

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes seIf—heIp "tooIkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the U.S. Government hotline at 1-866-999-HALT (1—866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related app|ications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsContro|, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SeIectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location

for business investment, innovation and commercialization of new technologies. The USA offers tremendous

resources and advantages for those who invest and manufacture goods here. Through SeIectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit Se|ectUSA.gov.

page 3 of 3

Petitioner Apple Inc. — Exhibit 1002, p. 220



Petitioner Apple Inc. - Exhibit 1002, p. 221

UNITED STATEs PATENT AND TRADEMARK OFFICE 
Ul\'I'I‘F.I) STATES I)EI’AR’I‘|\'II'Zl\"I‘ OF COMM ERCE
United States Patent and 'l‘m(h-nmrk Offici-
Addrcss: COMMISSIONER FOR I’/\'|'l’iNTS

I'D, Box I-J5!)
Alexandria. Virginia 22313-I450\vww.u,~'pln.gov

 
/\I’I’LIC/\TlON N04 FILING DATE FIRST NAMED INVIZNTOR ATTORNEY DOCKET NO. CONI-‘IRMATION NO.

62l7I3/336,790 l2/23/20ll Victor Larson 77580-15l(VRNI(-lCl’3CNl7TI)

”“° 759° °"”’2°” 'McDennott Will & Emery -
600 13th Street, NW HW/‘N0-'00N N

Washington, DC 20005-3096 _

2447

02/l3/20l2 IZLIECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, ifany, is set in the attached communication.

Notice of the Office communication was sent electronically on above—indicated "Notification Date" to the

following e-mail address(es):

mweipdocket@mwe.com

PTO L—90A (Rev. 04/07)
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I

Dloc‘ Code: TRACK1.GRANT

Decision Granting Request for .

Prioritized Examination Application No.: 13336790

(Track I or After RCE)

THE REQUEST FILED 12/23/2011 IS GRANTED.

The above—identified application has met the requirements for prioritized examination

A. xlj for an original nonprovisional application (Track I).

B. D for an application undergoing continued examination (RCE).

The above-identified application will undergo prioritized examination. The application will be

accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendment to amend the application to contain more than four independent

claims, more than thirty total claims, or a multiple dependent claim;

filing a reguest for continued examination;

filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action;

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to Mano Padmanabhan at 571-272-

4210. In his/her absence, calls may be directed to Kakali Chaki, 571-272-3719.

/Mano Padmanabhanl Supervisory Patent Examiner, AU2188

US. Patent and Trademark Office

PTO-2298 (Rev. xx-2011)
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
CONF {MATION NO.APPLICATION NO. F ING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

13/336,790 12/23/2011 Victor Larson 77580—151(VRNK—1CP3CNFT1) 6217

2”” 759°McDennottWi11&Emery —
60013th Street, NW LIM, KRISNA

Washington, DC 20005-3096 ART UNIT PAPER NUMBER

2453

NOT *ICATION DATE DELIVERY MODE

03/02/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on aboVe—indicated "Notification Date" to the

following e—mail address(es):

mweipdocket @ mWe.com

PTOL—90A (Rev. 04/07)
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Application No. App|icant(s)

13/336,790 LARSON ET AL.

Office Action Summary Examiner Art Unit

KRISNA LIM 2453

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

— If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IXl Responsive to communication(s) filed on 09 January 2012.

2a)I:I This action is FINAL. 2b)I:I This action is non—final.

3)I:l An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4)I:l Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Exparte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)IZl Claim(s)1-:28is/are pending in the application.

5a) Of the above claim(s)_ is/are withdrawn from consideration.

6)I:I Claim(s)j is/are allowed.

7)|Xl Claim(s)1-:28is/are rejected.

8)I:I Claim(s)_ is/are objected to.

9)I:l Claim(s)_ are subject to restriction and/or election requirement.

Application Papers

10)|:l The specification is objected to by the Examiner.

11)I:I The drawing(s) filed onj is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

12)I:l The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)I:l Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)I:I All b)I:I Some * c)I:I None of:

1.I:l Certified copies of the priority documents have been received.

2.I:I Certified copies of the priority documents have been received in Application No. j.

3.I:| Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IE Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) El Notice of Draftsperson‘s Patent Drawing Review (PTO-948) Paper N0(3)/Ma“ DaT9-j
3) D Information Disclosure Statement(s) (PTO/SB/08) 5) I:I NOTICQ Of Inform-3' Patent APPIICaTI0“

Paper No(s)/Mail Date . 6) D Other: .
U.S. Patent and Trademark Office

PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120223
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1. Claims 1-28 are presented for examination.’

The applicant's oath/declaration has been reviewed by the examiner and is found

to conform to the requirements prescribed in 37 C.F.R. 1.63.

2. The nonstatutory double patenting rejection is based on a judicially created

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory

obviousness-type double patenting rejection is appropriate where the conflicting claims

are not identical, but at least one examined application claim is not patentably distinct

from the reference claim(s) because the examined application claim is either anticipated

by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140

F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321 (d)

may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the conflicting application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of

activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

3. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1-17 of U.S. Patent No. 6,502,135.

Although the conflicting claims are not identical, they are not patentably distinct from
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each other because they are directed to a network device (a domain name service

system) configured to be connected to a secure communication network using the

received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation and clarification of the claim languages. For

example, the current application clearly cites the storage device for storing application

program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of

storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.

4. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1, 3-7, 13-16 and 33-40 of U.S. Patent No.

7,188,180. Although the conflicting claims are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service system) configured to be connected to a secure communication network using

the received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation and clarification of the claim languages. For

example, the current application clearly cites the storage device for storing application

program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of

storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.
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5. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1, 8, 9, 12, 13, 14, 16, 17, and 23-33 of

U.S. Patent No. 7,418,504. Although the conflicting claims are not identical, they are not

patentably distinct from each other because they are directed to a network device (a

domain name service system) configured to be connected to a secure communication

network using the received look up network address of a second network device based

on an identifier associated with the second network device and the information for a

virtual network address. The difference is a variation and clarification of the claim

languages. For example, the current application clearly cites the storage device for

storing application program for a secure communications service and a processor for

executing the application program, and using an identifier associated with the second

network device to look up for a second network device. It would have been obvious to

one of ordinary skilled in the art at the time the invention was made to recognize that

such using of storage device for storing the application program and the processor for

executing the application program are well known in the art and it is not patentably

distinguishable.

6. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1, 8-11 and 14-35 of U.S. Patent No.

7,921,211. Although the conflicting claims are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service system) configured to be connected to a secure communication network using

the received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation and clarification of the claim languages. For

example, the current application clearly cites the storage device for storing application

program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of
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storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.

7. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1-8, 10-13 and 17-18 of U.S. Patent No.

7,987,274. Although the conflicting claims are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service system) configured to be connected to a secure communication network using

the received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation and clarification of the claim languages. For

example, the current application clearly cites the storage device for storing application

program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of

storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.

8. Claims 1-28 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1-6, 8-9, and 14-22 of U.S. Patent No.

8,051,181. Although the conflicting claims are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service system) configured to be connected to a secure communication network using

the received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation and clarification of the claim languages. For

example, the current application clearly cites the storage device for storing application
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program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of

storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.

9. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 14-20 and 26-39

of copending Application No. 13/080,680. Although the conflicting claims are not

identical, they are not patentably distinct from each other because they are directed to a

network device (a domain name service system) configured to be connected to a secure

communication network using the received look up network address of a second

network device based on an identifier associated with the second network device and

the information for a virtual network address. The difference is a variation and

clarification of the claim languages. For example, the current application clearly cites

the storage device for storing application program for a secure communications service

and a processor for executing the application program, and using an identifier

associated with the second network device to look up for a second network device. It

would have been obvious to one of ordinary skilled in the art at the time the invention

was made to recognize that such using of storage device for storing the application

program and the processor for executing the application program are well known in the

art and it is not patentably distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.
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10. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness—type double patenting as being unpatentable over claims 1-25 of

copending Application No. 13/336,958. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are directed to a network

device comprising: a storage device storing an application program for a secure

communication service; and at least one processor configured to execute the

application program for the secure communications service so as to enable the network

device to: a) send a request to look up b) receive an indication c) connect to the

second network device and d) communicate via communication link. The

difference is a variation and clarification of the claim languages. For example, the

current application clearly cites that communicate with the second network device using

the virtual private network communication link while the copending application

13/336,958 does not but instead citing that at least one of video data and audio data

communicate with the second network device using only the secure communication link.

Such variation and clarification are cited in the dependent claims and thus they are

obvious and they are not patentably distinguishable.

This is a provisional obviousness—type double patenting rejection because the

conflicting claims have not in fact been patented.

11. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness—type double patenting as being unpatentable over claims 1-28 of

copending Application No. 13/337,757. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are directed to a network

device using a virtual private network communication link to communication among

network devices based a determination or indication. The difference is a variation and

written style of the claim languages. For example, the current application uses an

available indication of the second network device to communicate with while the
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copending application uses an available determination of the second network device

instead.

This is a provisional obviousness—type double patenting rejection because the

conflicting claims have not in fact been patented.

12. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness—type double patenting as being unpatentable over claims 1-28 of

copending Application No. 13/339,257. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are directed to a network

device using a communication link to communication among network devices based a

determination or indication. For example, the current application clearly cites that

communicate with the second network device using the virtual private network

communication link while the copending application does not but instead citing that at

least one of video data and audio data communicate with the second network device

using only the secure communication link. Such variation and clarification are cited in

the dependent claims and thus they are obvious and they are not patentably

distinguishable. Moreover, the difference is a variation and written style of the claim

languages. For example, the current application uses an available indication of the

second network device to communicate with while the copending application uses an

available determination of the second network device instead. In addition, the current

application clearly cites the storage device for storing application program for a secure

communications service and a processor for executing the application program, and

using an identifier associated with the second network device to look up for a second

network device. It would have been obvious to one of ordinary skilled in the art at the

time the invention was made to recognize that such using of storage device for storing

the application program and the processor for executing the application program are

well known in the art and it is not patentably distinguishable.
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This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

13. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-30 of

copending Application No. 13/342,795. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are directed to a network

device using a communication link to communication among network devices based a

determination or indication. For example, the current application clearly cites that

communicate with the second network device (target device) using the virtual private

network communication link while the copending application does not but instead citing

that at least one of video data and audio data communicate with the target device using

only the secure communication link. Such variation and clarification are cited in the

dependent claims and thus they are obvious and they are not patentably

distinguishable. Moreover, the difference is a variation and written style of the claim

languages. In addition, the current application clearly cites the storage device for

storing application program for a secure communications service and a processor for

executing the application program, and using an identifier associated with the second

network device to look up for a second network device. It would have been obvious to

one of ordinary skilled in the art at the time the invention was made to recognize that

such using of storage device for storing the application program and the processor for

executing the application program are well known in the art and it is not patentably

distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.
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14. Claims 1-28 are provisionally rejected on the ground of nonstatutory

obviousness—type double patenting as being unpatentable over claims 1-30 of

copending Application No. 13/343,465. Although the conflicting claims are not identical,

they are not patentably distinct from each other because they are directed to a network

device using a communication link to communication among network devices based a

determination or indication. For example, the current application clearly cites that

communicate with the second network device (target device) using the virtual private

network communication link while the copending application does not but instead citing

that at least one of video data and audio data communicate with the target device using

the encrypted communication channel. Such variation and clarification are cited in the

dependent claims and thus they are obvious and they are not patentably

distinguishable. Moreover, the difference is a variation and written style of the claim

languages. In addition, the current application clearly cites the storage device for

storing application program for a secure communications service and a processor for

executing the application program, and using an identifier associated with the second

network device to look up for a second network device. It would have been obvious to

one of ordinary skilled in the art at the time the invention was made to recognize that

such using of storage device for storing the application program and the processor for

executing the application program are well known in the art and it is not patentably

distinguishable.

This is a provisional obviousness—type double patenting rejection because the

conflicting claims have not in fact been patented.

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as

set forth in section 102 of this title, if the differences between the subject matter sought to be

patented and the prior art are such that the subject matter as a whole would have been obvious

at the time the invention was made to a person having ordinary skill in the art to which said

subject matter pertains. Patentability shall not be negatived by the manner in which the invention
was made.
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The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459

1966), that are applied for establishing a background for determining obviousness under

35 U.S.C. 103(a) are summarized as follows:

Determining the scope and contents of the prior art.

Ascertaining the differences between the prior art and the claims at issue.

Resolving the level of ordinary skill in the pertinent art.

Considering objective evidence present in the application indicating
obviousness or nonobviousness.

.4‘.°°!\3."

16. Claims 1-28 are rejected under 35 U.S.C. § 103(a) as being unpatentable over

VPN Overview and Aventail connect v3.1/v2.6 administrator's Guide References

(hereafter VPN Overview and/or Aventail). Applicants submitted these papers in the

parent application.

17. Aventail disclosed the invention substantially as claimed. Taking claims 1, 11,

12, 14, 15, 25, 27 and 28 as exemplary claims, the reference disclose a network device,

comprising features of:

send a request to look up a network address of a second network device based

on an identifier associated with the second network device (e.g., Window TCP/IP

network application use WinSock to gain access to networks or the Internet and the

application executes a DNS and reguests a connection see page 8 of Aventail);

connect to the second network device, using the received network address of the

second network device and communicate with the second network device using the

secure communications service via the network communication link (e.g., Aventail,

Page 77- Depending on the security policy and the Aventail ExtraNet Server

configuration, Aventail Connect will automatically proxy their allowed application traffic

into the private network. In this situation, Aventail Connect will forward traffic destined

for the private internal network to the Aventail ExtraNet Server. Then, based on the
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security policy, the Aventail ExtraNet Server will proxy mobile user traffic into the private

network but only to those resources allowed")

18. As mention above, Aventail disclosed both DNS request and VPN establish,

Aventail did not explicitly detail the VPN. Such detail VPN (e.g., see Figs. 1-3 and 9,

pages 6, 9, 11-12, 15, 22-28, etc.) is clearly taught by VPN Overview. Thus, it would

have been obvious to one of ordinary skilled in the art to combine the teaching of

Aventail with the well—known VPN (e.g., VPN Overview) so that the system with the

feature of enhanced security, effectively monitoring and directing network traffic would

be archived as suggested by Aventail (e.g., see page 1).

19. As to claims 2-10 and 16-24, those features are well known the art at the time the

invention was made.

20. As to claims 13 and 27, Aventail further disclosed the steps of: establishing an IP

address hopping scheme between the client and the target (e.g., see page 68 the

Aventail MultiProxy feature that allows Aventail Connect to traverse multiple firewalls by

making connection through successive proxy serves)

21. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

The references are cited in the Form PTO-892 for the applicant's review.

A shortened statutory period for response to this action is set to expire 3 (three)

months and 0 (zero) days from the mail date of this letter.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In

no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.

lf NO period for reply is specified above, the maximum statutory period will apply

and will expire SIX (6) MONTHS from the mailing date of this communication.
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Failure to reply within the set or extended period for reply will, by statute, cause

the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of

this communication, even if timely filed, may reduce any earned patent term adjustment.

See 37 CFR1.704(b).

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571-272-3956

The examiner can normally be reached on Tuesday to Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-

8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

Kl

February 25, 2012

/Krisna Lim/

Primary Examiner Art Unit 2453
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3:8 and (VP|\| or (virtual US—PGPUB; USPAT; §2o12/02/233
3same private same USOCR; FPRS; EPO; JPO;
network)) §DERWENT; |BM_TDB

§|9 and (domain same US—PGPUB; USPAT;
iname) USOCR; FPRS; EPO; JPO;

DERWENT; |BM_TDB

2/ 23/ 2012 9:55:18 AM
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Search NOTGS 13333790 LARSON ET AL.

Examiner Art Unit

KRISNA LIM 2453     
SEARCHED

 -§J 
223-227 02/23/2012

SEARCH NOTES

Search Notes 222%
East, Inventors 02/23/2012

INTERFERENCE SEARCH
 

U.S. Patent and Trademark Office Part of Paper No. : 20120223
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Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, V' 'nia 22313-1450
www.uspto.go

 
BIB DATA SHEET

CONFIRMATION NO. 6217

SERIAL NUMBER FIL|Ng:Ag|)_IiE 371(c) GROUP ART UNIT ATTORNE3 DOCKET
13/336790 12/23/2011 2453 775 0-151 (VRNK-—1CP3CN T1)

RULE

APPLICANTS

Victor Larson, Fairfax, VA;

Robert Dunham Short lll, Leesburg, VA;

Edmond Colby Munger, Crownsville, MD;

Michael Williamson, South Riding, VA;

** *************************

This application is a CON of 13/049,552 03/16/2011
which is a CON of 11/840,560 08/17/2007 PAT 7,921,211

which is a CON of 10/714,849 11/18/2003 PAT 7,418,504

which is a CON of 09/558,210 04/26/2000 ABN

which is a CIP of 09/504,783 02/15/2000 PAT 6,502,135

which is a CIP of 09/429,643 10/29/1999 PAT 7,010,604
which Claims benefit of 60/106,261 10/30/1998
and claims benefit of 60/137,704 06/07/1999

** *************************

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **
01/09/2012

Foreiwrioriwclaimed :|YesBNo STATE on SHEETS TOTAL INDEPENDENT

35 USC 119(a—d) conditions met :I Yes BNO D Met afterAllowance
Verified and /KRISNA LlM/

Acknowledged Examiner's Signature nitia s 2

ADDRESS

McDermott Will & Emery
600 13th Street, NW

Washington, DC 20005-3096
UNITED STATES

TITLE

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

FILING FEE FEES: Authority has been given in Paper
RECEWED No. to charge/credit DEPOSIT ACCOUNT

for following:

BIB (Rev. 05/07).
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   . . I /1Best Available Co 2-Jo /

DD

ED

77580-151(VRNK-0001CP3CNFT1.)

CERTIFICATION STATEMENT

 
 Subst. for form 1449/PTO

 

 

 
 

 

 

 

 
 

INF(5RMAT|ON DISCLOSURE STATEMENT
BY APPLICANT

(Use as many sheets as necessary)  
  

 
 

 

 

 

[X] I C.F.R. 1.98(d), copiesof all patent, publication, pending U.S. application or other information that was
previously submitted to, or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the
previously submitted references at the Examiners request. Enclosed are copies of references not previously submitted in
a priority application {C8, C19, C21, C24’, D257, D258, D261, D263, D264, D266, D292-D1111).

lication No. 13/049 552 filed March 
 

 

 

 

 
7 413 504 which is a continuation of us: A lication No: 09/553 210 filed A ril 2s zooo now abandoned which is a
contmuation-in- an of U.S. A lication No. 09/504 783 filed on Februa 15 2000 now U.S. Patent No.6 502135
issued December 31, 2002.

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(sl

[ ] Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office
action. '

    

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months prior to
the filing of the information disclosure statement; or

[ ] That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the
certification after making reasonable inquiry, no item of information contained in the information disclosure
statement was known to any individual designated in § 1.56(c) more than three months prior to the filing of the
information disclosure statement.

[X] The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or
further fees which may be due, to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may
be due, to Deposit Account 50-1 133.

 

SIGNATURE

A signat of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for
thef the si nature.

[ Date: 3/22 /2
Toby - Kusmeri Reg. N0.I26.418. a3/27/2312 IIUUONG1 aaaaaeie 501133 13335799

W'l| & LLP
3/|8cgteartr2oStIree|t Emery 01 FC:18B6 180.08 DA
Boston, MA 02109

Tel. (617) 535-4000

Fax (617) 535-3800

DM__US SZSI I456—I.0775S0.0!SI
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Privacy Act Statement 
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the princi_pa_l_purpose for which the information is used by the U.S. Patent and Trademark

' Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially-to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of

- Congress submitting a request involving an individual. to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routineuse, to a contractor of the

Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).- _

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed,. as a routine use, to the International Bureau of the

World intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
6. A record in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e.. GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CF R 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent. A ,

9. A record from this system of records may be disclosed, as a routine use, to a Federal. State,

or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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 Privacy Act Statement

with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information. the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record. .

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the

Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the lnternational.Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
6. A record in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)). .

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State.

or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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0? Docurffiaa Description: Transmittal Letter
0-, PTOISBIZ1 (07-09)

 

 

7

TRANSMITTAL

FORM

 

 
 
 

 
 

ENCLOSURES  
 

(Check all that apply)

 
 

 

After Allowance Communication to TC
FeeTransmittaiFonn

Fee Attached

 

 

 
 
 

 

 

Appeal Communication to Board
of Appeals and interferencesEl

[:1 Appeal Communication to TC

E]

El

 Licensing-related Papers

 
  
 
 

 
  

  

 

I:I Amendment/Reply Petition (Appeal Notice, Brief, Reply Brief)
'3 Petition to Convert to a . _ _After Final Provisional Application P'°F"'eI3'V I"f°""3I'°"

 
Power of Attorney, Revocation
Change of Correspondence Address SI3I"5 Lena’

Other Enciosure(s) (please identifybelow):

EI AffidavitsIdeclaration(s)

 Extension of Time Request T°""I"3I Disciaimei

 Request for Refund Express Abandonment Request

  

 
  
 

EDD CICICICIDCIEl
CD, Number of CD(s) information Disclosure Statement  

 CI Landscape Table on CD
 

  
 

 
 

El Certified Copy of Priority
Document“) 16 Boxes which include copies of references not previously submitted in a priority application

El Reply to Missing Parts] (C8, C19, C21, C24; D257_, D258, D261, D263, D264, D266, D292—D1111).incomplete Application
Reply to Missing Parts
under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

.- I I A

Uli’;S47.€(’l// 

CERTIFICATE OF TRANSMISSIONIMAILING

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on

  
  
  

  

the date shown below: 
This collection of infonnation is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete. including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form andlor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office. U.S. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/17 (09-11)
Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Otfice; U.S. DEPARTMENT OF COMMERCE
la 5 a valid OMB control number

   
 

 
 

3 Com a Iete if Known

Application Number 13/336,790

*
v9

Filing Date 12-23-2011 'FEE TRANSMITTAL A
Examiner Name

U Applicant claims small entity status. See 37 CFR 1.27 Art Unit

_TOTAL AMOUNT OF PAYMENT ($) 13o_oo

METHOD OF PAYMENT (check all that apply)

QCheck I:I Credit Card IjMoney Order aNone I:I Other (please identify): '
Deposit Account Deposit AccountNumber: Deposit Account Name: McDennott, Will and Emegy

For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)

Ch3'9e fee(s) Illdicated beI°W I: charge fee(s) indicated below, except for the filing fee
Charge any additional fee(s) or underpa ments of fee(s) -under 37 CFR 1.16 and 1.17 y D cred" any °V°'paym°"t5

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit cardIntonnatlon and authorization on PTO-2038.

  
 

 
 

 

 Victor Larson

Krisna Lim

453

77580-151 VRNK-0001CP3CNFT1

l\)

 

 

Attorney Docket No.   

 
  
  

  
FEE CALCULATION I . I A

1. BASIC FILING, SEARCH, AND EXAMINATION FEES

FILINGSFEEISE SEARCH FEES EXAMINATION FEES. t. . . _

Application Type Fee (§) —ni:aTfl15' Fee [Q  'g£1“ Fee (Q s:"::ae"e—E_n£1" Fees Paid (§)
Utility 380 I90 ' 620 310 250 125

Design 250 I25 I20 60 I60 80

Plant 250 I25 380 I90 200 I00

Reissue 380 I90 620 310 750 375

Provisional 250 125 0 0 0 0

2. EXCESS CLAIM FEES I S_rnflIE_r@
Fee Description 1 Fifi! Fee (§)
Each claim over 20 (including Reissues) 60 30

Each independent claim over 3 (including Reissues) 250 I25
Multiple dependent claims 450 225

Total Claims Extra Claims Fee (§l Fee Paid (§) Multiple Dependent Claims

_____-20orHP= _______ x_____-_=_.____ l=ie_el£l F_ee_B_fl.l£l
HP = highest number of total claims paid for, it greater than 20. '

lndep. Claims Extra Claims Fee (§) Fee Paid (§)
- 3 or HP = x =

HP = highest number of independent claims paid for, it greater than 3.

3. APPLICATION SIZE FEE _ - . _
If the specification and drawings ex_ceed I00 sheets of paper (excluding electronically filed sequence or computer

listings under 37 CFR l.52(e)), the application size fee due is $310 ($155 for small entity) for each additional 50

sheets or fi'action thereof. See 35 U.S.C. 4l a)(l)(G) and 37 CFR l.l6(s).Total Sheets Extra Sheets Num er of each additional 50 or raction thereof Fee (§) Fee Paid (§)
- 100 = /50 = _____: (round up to a whole number) x =

4. Fees Paid
Non-English Specification, $130 fee (no small entity discount)

Other (e.g., late filing s arge): |Qf_Q[m§tjgg Q§glg§li[§ giaigmeni Eiling Egg §1eo.oo

I/I/I'Il 
. "7-'* .7 " T’ ' -

Cllgifm‘2i%li2'“/225°‘ 26-418 T°'°P"9"°617-5351000
Nameimnwvvei Toby- We Marcm 2°12
This collection of information is required by 37 CFR 1.136. The intonnation is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete.
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this tonn and/or suggestions for reducing this burden, should be sent to the Chief lntonnation Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the fon'n, call 1-800-PTO-9199 and select option 2.
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n

‘ Ahppllicantz VIctorLarson. ' V Docket#. 077580-0151'(VRNK-0001CP3CNFT1
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

 

 

 
 

   

 
  

 

' Title: COMMUNICATTONS USING SECURE DOMAIN NAMES ' Sen'a|IRegJPatent No. A 13f336,790

EV643771728US
EV643771731US

V EV643771743US

Dt s : MrdI23,2012 H d ' . ' c .fM" ' . E"54377‘759”Sae ent a { C] an Cam _ D erto ailing Elixpress Mail Nos EV643771762US
EV643771776US
EV643771802US
EV643771816US
EV643771780US
EV643771793US.

E Transmittal Letter

X IDS FORM 1449 (50 pages) I] Maintenance Fee for years after grant
' 16 Boxes of cited references C8 C19 C21 C24‘ D257 D258

X D261,D263,D264,D266,D292-D1111]. D FeeAddress|ndicationFom1

E Fee Transmittal I] Tenninal Disclaimer
I] Response to Missing Parts Notice l___l Petition to Commissioner

D Copy 0! Missing Pans Notice I] Status Inquiry
Cl Re|aoementDrawin E Other POSTCA .
Check tors E El Cha e DesitAoct 50-1133_
CMS

Descrip.: - - - ' .   

THE PATENT AND TRADEMARK OFFICE DATE STAMPED HEREON IS ACKNOWLEDGEMENT THAT THE ITEMS, CHECKED ABOVE, WERE RECEWED BY THE PTO ON
THE DATE STAMPED. . , '  
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77580-151(VRNK-0001CP3CNFT1)

CERTIFICATION STATEMENT

  Subst. for form 1449/PTOV

INFORMATION DISCLOSURE STATEMENT
BY APPLICANT

(Use as many sheets as necessary)

 
 

 

 
 
 

 

 

 
 

 

  
 [X] C.F.R. 1.98(d), copies of all patent, publication, pending U.S. application or other information that was

previously submitted to, or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the
previously submitted references at the Examiner's request. Enclosed are copies of references not previously submitted in
a priority application [C8, C19, C21, C24‘, D257, D258, D261, D263, D264, D266, D292-D1111).

. . lication No. 13/049 552 filed March

lication No. 11/840 560 filed Au ust 17 2007 now U.S. Patent No.
7 921 211 which is a continuation of U.S. A lication No. 10/714 849 filed November 18 2003 now U.S. Patent No.
7 418 504 which is a continuation of U.S. A lication No. 09/558 210 filed A ril 26 2000 now abandoned which is a

continuation-in-part of U.S. Application No. 09/504,783, filed on Februag 15, 2000, now U.S. Patent No. 6,502,135,
issued December 31 2002.?_ 

Please See 37 CFR 1.97 and 1.98 to make the appropriate selectionlsl

[ ] Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office
action.

   
16 2011 which is a continuation of U.S. A

[ ]. That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months prior to
the filing of the information disclosure statement; or

[I ] That no item ofinformation contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the
certification after making reasonable inquiry, no item of information contained in the information disclosure
statement was known to any individual designated in § 1.56(c) more than three months prior to the filing of the
information disclosure statement.

[X] The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or
further fees which may be due, to Deposit Account 50-1 133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may
be due, to Deposit Account 50-1 133. ,

SIGNATURE

 

A signat of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for
thef the si nature.

/ ' Date: 3/22 /'2
Toby . Kusmeri Re9- N0-126.418 a3/27/2312 iwuoiiisi aaaaeeia 531133 13335793
McDermott Will & Emery LLP
28 State Street 01 FC:18B6 180.00 DA

Boston, MA 02109

Tel. (617) 535-4000

Fax (617) 535-3800

DM_US 325! I456-I.O77S80.0ISI
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Privacy Act Statement 
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act. please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing. of theinformation solicited is voluntary;
and (3) the princi_pa.l_purpose for which the information is used by the U.S. Patent and Trademark

‘ Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent. '

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the

Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of

- Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routineuse, to a contractor of the

Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).A _ .

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
6. A record in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.S.C. 218(c)). A ~
7. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after

either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent

pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CF R 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Privacy Act Statement 
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the

collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission. which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the

Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to 'a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed. as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the

individual has requested assistance from the Member with respect to the subject matter of the
record. - V

A record in this system of records may be disclosed, as a routine use, to a contractor of the

Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal

"agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee,,during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record fromvthis system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent

pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent. -

A record from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation. ,
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D Affidavits/dec|aration(s)
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lj Certified Copy of Priority
Documems) l6 Boxes which include copies of references not previously submitted in a priority application

E] Reply to Missing Parts/ (C8, C19, C21, C24; D257, D258, D261. D263, D264, D266, D292-D1111).incomplete Application
 

 
Reply to Missing Parts
under 37 CFR 1.52 or 1.53
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CERTIFICATE OF TRANSMISSIONIMAILING -

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below: ’

 

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benelit by the public which is to tile (and by the USPTO to
process) an application. Confidentiality is governed by 35 USC. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete. including
gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 

  
 

 

 
 
 

  

  

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Com - lete if Known

Appncauon Numberl 
Filing DateFEE TRANSMITTAL
First Named inventor

. Ev-miner~ame
.

p Art Unit 2453 ‘
(5) 180.00 . Attorney Docket No. 77580-151 VRNK—0001CP3CNFT1

METHOD or PAYMENT (check all that apply)

ECheck i:l Credit Card l:i Money Order CI None C] Other (please idcntify)Z
Deposit Account D6905"/\°¢°U"l NUmbeF1 DepositAccount Name: McDermott, Will and Emery

For the above-identified deposit account. the Director is hereby authorized to: (check all that apply)

Charge feels) indicated below lj Charge fee(s) indicated below. except for the filing fee
Charge any additional fee(s) or underpayments of fee(s) C d-tunder 37 CFR 1.16 and 1.17 D "3 ' 3"’ °"°""'y"‘°"t5

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card
information and authorization on PTO-2038.

FEE CALCULATION . I A

1. BASIC FILING, SEARCH, AND EXAMINATION FEES

  

  
  
 
  
  

  
  
  
  

 

 
 

 

  

  

  

  
  
  

  

  
  
  

  
  
  
  
  

  

  
 
 

FlLlNGsFEFhSE t SEARCH FEES EXAM|NATlON FEESma n ‘g S II E ' E ' A
Application Type Fee (§) Fee 51' Fee (§) —%a3;——t!(gr Fee (§)  'J!(gr Fees Paid (§)
Utility 380 190 620 310 250 125

Design 250 125 I20 60 l60 80

Plant 250 125 380 l90 200 100

Reissue 380 l90 620 3 l0 750 375

Provisional 250 125 0 0 0 0

2. EXCESS CLAIM FEES A V  y
Fee Description _ Fifi) Fee (5)

Each claim over 20 (including Reissues) 60 30

Each independent claim over 3 (including Reissues) 250 125

Multiple dependent claims 450 225
Total Claims Extra Claims Fee (§) Fee Paid (§) Multiple Dependent Claims

- 20 or HP = ' x = Fee (§[ Fee Paid (§[
HP = highest number of total claims paid for, if greater than 20.

lndep. Claims Extra Claims Fee (§) Fee Paid |§)
- 3 or HP = x =

HP = highest number of independent claims paid for, ifgreater than 3. p
3. APPLICATION SIZE FEE .

If the specification and drawings exceed I00 sheets of paper (excluding electronically filed sequence or computer

listings under 37 CFR |.52(e)), the application size fee due is $3 I0 ($|55 for small entity) for each additional 50

sheets or fi'action thereof. See 35 U.S.C. 4|%1)(l)(G) and 37 CFR 1. |6(s).Total Sheets Extra Sheets Num er of each additional 50 or raction thereof Fee Fee Paid (§)
- 100 = I 50 = (round up to a whole number) x =

4. OTHER FEE(S) Fees paid (£1
Non-English Specification, $130 fee (no small entity discount)

arge):m;_QEn§1*,Qfl o‘.§919§”Le ggaggmgm Eiligg Egg 3 §180.00

II/II 
urllfi '7 7/ i-— . .

@urt».-21144 '::2:::1:2.?°-

This collection of information is required by 37 CFR 1.136. The infomiation is required to obtain or retain a benefit by the public which is to tile (and by the
USPTO to process) an application. confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete.
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this fon'n and/or suggestions for reducing this burden. should be sent to the Chief Information Officer. U.S. Patent
and Trademark Office. U.S. Department of Commerce. P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the fomi, call 1-800-PTO—9199 and select option 2.

Other (e.g., late filing s
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:

Applicant: Victor Larson. _ Docket #. 077580-0151‘ IVRNK-O001CP3CNFT1
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

I Title: COMMUNICATIONS USING SECURE DOMAIN NAMES - ’ Serial/RegJPatent No. 13/336,790

 

EV643771728US
EV643771731US
EV6437717-13US
EV643771759US
EV643771752US
EV643771776US
EV643771802US
EV643771816US
EV643771780US
EV643771793US.

Date Sent: March 23, 2012 D Hand Cam’ ._\ D Electronic D Cert. oi Mailing EExpress Mail Nos.

 
D Transmittal Letter

 

X IDS FORM 1449 (50 pages) D Maintenance Fee tor ' years aftergrant
16 Boxes oi cited references C8 C19 C21 C24‘ D257 0258

X D261, D263, D264, D266, D292-D1111). D Fee Address Indication Fonn

E Fee Transmittal . D Tenninal Disclaimer

D Response to Missing Parts Notice D Petition to Commissioner

D I Copy oi Missing Parts Notice D Status Inquiry
D Relacement Drawin D Other RETURN POSTCARD

1*
CMS

Descrip.: ~ ‘ t v .

THE PATENT AND TRADEMARK OFFICE DATE STAMPED HEREON IS ACKNOWLEDGEMENT THAT THE ITEMS, CHECKED ABOVE. WERE RECEWED BY THE PTO ONTHE DATE STAMPED. 
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Subst. for form 1449IRTO

 
 
 

 

13/336,790INFORMATION DISCLOSURE STATEMENT
BY APPLICANT

(Use as many sheets as necessary}

 
 

‘Victor Larson

   
 

Krisna Lim

77580-1 51 (VRNK-0001 CP3CNFT1)
Docket Number

4 MR 23 zmt ,,
Q CERTIFICATION STATEMENT

 
 

AS I I

I.“-  
 [X] 555:‘ I C.F.R. 1.98(d), copies of all patent, publication, pending U.S. application or other information that was

previously submitted to. or cited by the USPTO in an earlier application are not required. Applicant will provide copies of the
previously submitted references at the Examiner's request. Enclosed are copies of references not previously submitted in
a priority application {C8, C19, C21, C24‘, D257, D258, D261, D263, D264, D266, D292-D1111).

endin U.S. A lication No. 13/049 552 filed March

lication No. 11/840 560 filed Au ust 17 2007 now U.S. Patent No.

7 921 211 which is a continuation of U.S. A lication No. 10/714 849 filed November 18 2003 now U.S. Patent No.
7 418 504 which is a continuation of U.S. A lication No. 09/558 210 filed A ril 26 2000 now abandoned which is a

continuation-in-part of U.S. Application No. 09/504,783, filed on February 15, 2000, now U.S. Patent No. 6,502,135,
issued December 31, 2002.

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

     
16 2011 which is a continuation of U.S. A

  

[ ] Information Disclosure Statement is being filed with the filing of the application or before the receipt of a first office
action.

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months prior to
the filing of the information disclosure statement; or

[I ] That no item of'infon'nation contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the
certification after making reasonable inquiry, no item of information contained in the information disclosure
statement was known to any individual designated in § 1.56(c) more than three months prior to the filing of the
information disclosure statement.

[X] The Commissioner is hereby authorized to charge the fee‘ pursuant to 37 CFR 1.17(P) in the amount of $180.00. or
further fees which may be due, to Deposit Account 50-1 133.

[ ] information Disclosure Statement is being filed with the Request for Continued Examination. The Commissioner is .

hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may
be due, to Deposit Account 50-1 133. 9 -

 

SIGNATURE

A sigriat of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for
the f, the si nature. _ '

[ Date: 3/22 /'2
TODY - Kusmefi Re9- N0-226.418 83/27/E812 lll/U8llG1 88888812 581133 13336798

D tt W'll & E LLP

2/I8CSIeaItreI°StreeIt mew 81 FC:1B86 188.88 DA
Boston, MA 02109

Tel. (617) 535-4000

Fax (617) 535-3800

DM_US 32SI I456-I .0775S0.0I SI
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Privacy Act Statement 
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the prin<_:_i.pal_ purpose for which the information is used by the U.S. Patent and Trademark

' Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or‘
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the

Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether

disclosure of these records is required by the Freedom of Information Act.
2. A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of

- Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine.use, to a contractor of the

Agency having need for the information in order to perform a contract. Recipients of

information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).- _ '

‘5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed,. as a routine use, to the international Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
6. A record in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
‘ purpose, and any other relevant (i.e.. GSA or Commerce) directive. Such disclosure shall not

be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent

pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent. .

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency, if the USPTO becomes aware of a violation or potential ~ _
violation of law or regulation.
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 Privacy Act Statement

 
'7

$94’ 7-MOE“ ’ > - Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act. ~

2. A record from this system of records may be disclosed, as a routine use, in the course of

presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this‘ system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record..

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of

information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m). *

5. A record related to an International Application filed under the Patent Cooperation Treaty in.
this system of records may be disclosed, as a routine use, to the International Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
6. A record in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use. to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall

be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent

pursuant to 35‘U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation. - -
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(Check all that apply)
 After Allowance Communication to TC

Fee Transmitta|Form

Fee Attached  D Appeal Communication to Boardof Appeals and interferences Licensing-related Papers

 

 
  

 
  

 
  

 
   

 

 

 

B _ _ E’ _ Appeal Communication to TCAmendment./Reply Pellllon (Appeal Notice, Brier, Reply Brief)
Petition to Convert to a _ .

B After Final Provisional Application P"°P"°I3"Y '"f°”“3I'°“
Power of Attorney, Revocation
Change of Correspondence Address 

Status Letter

Other Enclosure(s) (please Identifybelow):

D Affidavits/declaration(s)

  Extension of Time Request Teimlnai Dlscialmei

  
 

Express Abandonment Request Request l°' Refund  

 
HIZHZI CICIEICIIZIIZIDD

Information ‘Disclosure Statement CD. Number of CD(s)  
 B Landscape Table on CD 

  
 

 
 

 
 

 

 
 
 

G Certified Copy of Priority
Document“) 16 Boxes which include copies of references not previously submitted in a priority application

D Reply to Missing Parts/ (C8, C19, C21, C24; D257, D258, D261, D263, D264, D266, D292-D1111).Incomplete Application
 

 
Reply to Missing Parts
under 37 CFR 1.52 or 1.53 

  

  
 SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Name .

ii‘ ;I''/'Signature '
Printed name J 'TobyH -' smer -

CERTIFICATE OF TRANSMISSION/MAILING.

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below: ‘

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.t4. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lntorrnation Officer. U.S. Patent and
Trademark Office, U.S. Department of Commerce. P.O. Box 1450.'Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

  
 

 

  
 

 

 

 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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‘ U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
uired to res ond to a collection 01 information unless it disla s a valid OMB control number

  
  

 

 
 

Com - Iete if Known

A Application Number 13/336,790

Filing Date 12-23-2011
 

2 3 First Named inventor
.

U Applicant claims small entity status. See 37 CFR 1.27 —An Uni  
(5) 180-00 . 77580-151 VRNK-0001CP3CNFT1

METHOD OF PAYMENT (check all that apply)

ECheck I:I Credit Card I:I Money Order I:I None I:IOther (please identify):
DCPOSII ACCOUDI DeP°5"A°C0U"i NUmb9'3 Deposit Account Name: MCDGITTIOII, WIII and Emery

For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)
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METHOD OF COMMUNICATIONS AND

COMMUNICATION NETWORK INTRUSION PROTECTION METHODS AND

INTRUSION ATTEMPT DETECTION SYSTEM

This application is a continuation-in-part application ol'U.S. Serial No. 60/ I 234,547

filed May 17, I999.

B_acIs.at9and.A;J

Historically, every technology begins its evolution focusing mainly on performance

parameters, and only at a certain developmental stage does it address the security aspects of

its applications. Computer and communications networks follow this pattern in a classic

way. For instance. first priorities in development of the Internet were reliability.

survivability, optimization ofthe use ofcommunications charutels. and maximization oftheir

speed and capacity. With a notable exception ofsome government systems, communications

security was not an early high priority, if at all. Indeed, with a relatively low number of

users at initial stages of Internet development, as well as with their exclusive nature,

problems of potential cyber attacks would have been almost unnatural to address,

considering the magnitude of other technical and organizational problems to overcome at

that time. Furthermore, one of the ideas of the lntemet was “democratization" of

communications channels and ofaccess to information, which is almost contradictory to the

concept of security. Now we are faced with a situation, which requires adequate levels of

security in commtmications while preserving already achieved “democratization” of

communications channels and access to infonnation.

All the initial objectives ofthe original developers ofthe Internet were achieved with

results spectacular enough to almost certainly surpass their expectations. One of the most

remarkable results of the Internet development to date is the mentioned “democratization".

However in its unguarded way “dernocratization" apparently is either premature to a certain

percentage ofthe Internet users, or contrary to human nature, or both. The fact remains that

this very percentage of users presents a serious threat to the integrity of national critical

infrastructure, to privacy of information, and to further advance of commerce by utilization
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of the lntcmel capabilities. At this stage it seems crucial to address security issues but, as

usual, it is desirable to be done within already existing structures and technological
conventions.

Existing communications protocols, while streamlining communications, still lack

underlying entropy sufficient for security purposes. One way to increase entropy, ofcourse,

is encryption as illustrated by U.S. Patent No. 5,742,666 to Finley. Here each node in the

Internet encrypts the destination address with a code which only the next node can

unscramble.

Encryption alone has not proven to be a viable security solution for many

communications applications. Even within its core purpose, encryption still retains certain

security problems, including distribution and safeguarding ofthe keys. Besides, encryption

represents a“ballast", substantially reducing information processing speed and transfer time.

These factors discourage its use in many borderline cases.

Another way is the use of the passwords. This method has been sufficient against

humans, but it is clearly not working against computers. Any security success of the

password-based security is temporary at best. Rapid advances in computing power make

even the most sophisticated password arrangement a short-term solution. '

Recent studies clearly indicate that the firewall technology, as illustrated by U.S.

Patent No. 5,898,830 to Wesinger et al.. also does not provide a sufficient long-term solution

to the security problem. While l.lSEfI.li to some extent, it cannot alone withstand the modern

levels of intrusion cyber attacks.

On the top of everything else, none of the existing security methods, including

encryption, provides protection against denial of service attacks. Protection against denial

of service snacks has become a critical aspect of communication system security. All

existing log-on security systems, including those using encryption, are practically

defenseless against such attacks. Given a malicious intent of a potential attacker. it is

reasonable to assume that, even having failed with an intrusion attempt, the attacker is still

capable ofdoing harm by disabling the system with a denial ofservice attack. Since existing

systems by definition have to deal with every log-on attempt, legitimate or not, it is certain

that these systems cannot defend themselves against a denial of service attack.
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The deficienciesofexisting security methods for protecting communications systems

leads to the conclusion that a new generation of cyber protection technology is needed to

achieve acceptable levels of security in network communications.

§gmm_a_;1 gt’ the invention

It is a primary object of the present invention to provide a novel and improved

method of communications, and a novel and improved communication network intrusion

protection method and systems and novel and improved intrusion attempt detection method

‘ and systems, adapted for use with a wide variety of communication networks including

lntemet based computers. corporate and organizational computer networks (LANS), e-

commerce systems, wireless computer communications networks, telephone dial-up systems.

wireless dial-up systems. wireless telephone and computer communications systems, cellular

and satellite telephone systems, mobile telephone and mobile communications systems.

cable based systems and computer databases, as well as protection of network nodes such

as routers, switches, gateways, bridges, and flame relays.

Another object of the present invention is to provide a novel and improved

communication network intrusion protection method and system which provides address

agility combined with a limited allowable number of log-on attempts.

Yet another object of the present invention is to provide a novel and improved

intrusion protection method for a wide variety of communication and other devices which

may be accessed by a number. address code. and/or access code. This number, address code,

and/or access code is periodically changed and the new number, address code, or access code

is provided only to authorized users. The new number, address code, or access code may be

provided to a computer or a device for the authorized user and not be accessible to others.

This identifier causes the user’s computer to trartsmit the otherwise unlmown and

inaccessible number, address code, and/or access code.

A still further object of the present invention is to provide a novel and improved

communication‘ network intrusion protection method and system wherein a plurality of

different cybercoordinates must be correctly provided before access is granted to a protected

communications unit or a particular piece of infomtation. If all or some cyber coordinates
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are not correctly provided. access is denied. an alarm situation is instigated and the affected

cyber coordinates may be instantly changed.

For the purposes of this invention cyber coordinates are defined as a set ofstatements

determining location of an object (such as a computer) or a piece of infonnation (such as a

computer file) in cyber space. Cyber coordinates include but are not limited to private or

public protocol network addresses such as an IP address in the Internet, a computer port

number or designator. a computer or database directory, :1 file name or designator, a

telephone number . an access number and/or code, etc.

These and other objects of the present invention are achieved by providing a

communication network intrusion protection method and system where a potential intruder

must first guess where a target computer such as a host workstation is in cyber space and

to predict where the target computer such as a workstation will next be located in cyber

space. This is achieved by changing a cyber coordinate (the address) or a plurality ofcyber

coordinates for the computers such as workstations on a detennined or random time schedule g

and making an unscheduled cyber coordinates change when the system detects an intrusion

attempt. A limited number of log-on attempts may be permitted before an intrusion attempt

is confurned and the cyber coordinates are changed. A management unit is provided for

generating a random sequence ofcyber coordinates and which maintains a series of tables

containing cun'ent and the next set of addresses. These addresses are distributed to

authorized parties, usually with use of an encryption process.

The present invention further provides for a piece of information, a computer or a

database intrusion protection method and system where a potential intruder must first guess

where a target piece of information such as a corrtputer file or a directory is in cyber space

and to predict where the target piece of information will be next in cyber space. This is

achieved by changing a cyber coordinate or a plurality ofcyber coordinates for the piece of

information on a detennined or random time schedule and making an unscheduled cyber

coordinates change when the system detects an intrusion attempt. A limited number of log-

on attempts may be permitted before an intrusion attempt is confirmed and the coordinates

changed. A management unit is provided for generating a random sequence of cyber

coordinates and which maintains a series of tables containing current and the next set of

cyber coordinates.‘ These coordinates are distributed to authorized parties, usually by means
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of an encryption process.

The intrusion attempt detection methods and systems are provided to the protected

devices and pieces of information as described above by means of categorizing a log-on

attempt when all or some of the correct cyber coordinates are not present as an intrusion

attempt and by instigating an alanri situation.

Brief Description of the Drawings

Figure 1 is a block diagram of the communication network protection system ofthe

present invention;

Figure 2 is a flow diagram showing the operation of the system of Figure 1;

Figure 3 is a block diagram ofa second embodiment of the cornrnunication network

protection system of the present invention;

Figure 4 is a flow diagram showing" the operation of the system of Figure 3;

Figure 5 is a block diagram of a third embodiment of the communication network

protection system of the present invention;

Figure 6 is a flow diagram showing the operation of the system of Figure 5; and

Figure 7 is a block diagram ofa fourth embodiment of the communication network

protection system of the present invention.

Desgrjption of the Preferred Embodiments

Existing communications systems use fixed coordinates in cyber space for the

communications source and communications receiver. Commonly accepted terminology for

the Internet refers to these cyber coordinates as source and destination IP addresses. For
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purposes of an unauthorized intrusion into these communication systems. the situation of

a cyber attack might be described in military terms as shooting at a stationary target

positioned at known coordinates in cyber space. Obviously, a moving target is more secure

than the stationary one, and a moving target with coordinates unknown to the intruder is

more secure yet. The method of the present invention takes advantage of the cyber space

environment and the fact that the correlation between the physical coordinates ofcomputers

or other communication devices and their cyber coordinates is insignificant.

While it is difficult to change the physical coordinates of computers or other

communications devices, their cyber coordinates (cyber addresses) can be changed much

easier, and in accordance with the present invention, may be variable and changing over

time. In addition to varying the cyber coordinates over time. the cyber coordinates can

immediately be changed when an attempted intrusion is sensed. Furthermore, making the

current cyber coordinates available to only authorized parties makes a computer or other

communications device a moving target with cyber coordinates unknown to potential

attackers. In effect, this method creates a device which perpetually moves in cyber space.

Considering first the method of the present invention as applied to computers and

computer networks, the computer’s current cyber address may serve also as its log-on

password with a difference that this initial log—on password is variable. A user, however. has

to deal only with a corrrputer‘s permanent identifier, which is, effectively its assigned"name"

within a corresponding network. Any permanent identifier system can be used, and an

alphabetic “name” system seems to be reasonably user-friendly. One of such arrangements

would call for using a computer's alphabetic Domain Name System, as a cyber address

permanent identifier. while subjecting its numeric, or any other cyber address to a periodic

change with regular or irregular intervals. This separation will make the security system

transparent to the user, who will have to deal only with the alphabetic addresses. In effect, _
the user's computer would contain an “address book" where the alphabetic addresses are

permanait, and the corresponding variable addresses are more complex and periodically
updated by a network's management. While a user is working with other members of the

network on the name or the alphabetic address basis, the computerconducts communications

based on the conesponding variable numeric or other addresses assigned for that particular
time.

Petitioner Apple Inc. — Exhibit 1002, p. 267



Petitioner Apple Inc. - Exhibit 1002, p. 268

I0

15

20

30

wo aono-ass PCTlUSO0I082l9

A variable address system can relatively easily be made to contain virtually any level

ofentropy, and certainly enough entropy to defy most sophisticated attacks. Obviously, the

level ofprotection is directly related to the level ofentropy contained in the variable address

system and to the frequency of the cyber address change.

This scenario places a potential attacker in a very difficult situation when he has to

find the target before launching an attack. lf a restriction on a number of allowable log-on

tries is implemented. it becomes more difficult for an attacker to find the target than to

actually attack it. This task of locating the target can be made difficult if a network's cyber

address system contains sufficient entropy. This difficulty is greatly increased ifthe security

system also limits the number of allowable log-on tries. significantly raising the entropy

density.

For the purpose of this invention. cntropy density is defined as entropy per one

attempt to guess a value of a random variable.

Figure l illustrates a simple computer intrusion protection system I0 which operates

in accordance with the method of the present invention. Here. a remote user's computer 12

is connected to a protected computer I4 by a gateway router or bridge 16. A management

system 18 periodically changes the address for the computer 14 by providing a new address

from a cyber address book 20 which stores a plurality of cyber addresses. Each new cyber

address is provided by the management system 18 to the router l6 and to a user computer

address book 22. The address book 22 contains both the alphabetic destination address for

the computer 14 which is available to thepuser and the variable numeric cyber address which

is not available to the user. When the user wants to transmit a packet of information with

the alphabetic address for the computer I4, this alphabetic address is automatically

substituted for the current numerical cyber address and used in the packet.

With the reference to Figures l and 2,- when a packet is received by’ the gateway

router or bridge 16 as indicated at 24, the cyber address is checked by the gateway router or

bridge at 26, and if the destination address is correct. the packet is passed at 28 to the

computer 14. If the destination address is not correct, the packet is directed to a security

analysis section 30 which, at 32 determines if the packet is retransmitted with a correct

address within a limited number of log-in attempts. If this occurs, the security analysis

section transmits the packet to the computer I4 at 28. However, if no correct address is
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received within the allowed limited number of log-in attempts, the packet is not transmitted

to the computer l4 and the security analysis section activates an alarm section 34 at 36 which

in turn causes the management section to immediately operate at 38 to change the cyber
address.

Sophisticated cyber attacks often include intrusion through computer ports other than

the port intended for a client log-on. If a system principally described in connection with

Figures l and 2 is implemented, the port vulnerability still represents an opening for an

attack from within the network, that is if an attacker has even a low-level authorized access

to a particular computer and thus knows its current variable address.

Computer ports can be protected in a way similar to protection ofthe computer itself.

In this case port assignment for the computer becomes variable and is changed periodically

in a manner similar to that described in connection with Figures 1 and 2. Then, a current

assignment ofa particular port is communicated only to appropriate panics and is not known

to others. At the same time, similarly to methods described, a computeruser would deal

with permanent port assignments, which would serve as the ports’ permanent "names".

This arrangement in itselfmay not be sutfcient, however, to reliably protect against

a port attack using substantial computing power because of a possible insufficient entropy

density. Such a protection can be achieved by implementing an internal computer “port

router" which would serve essentially the same role for port identifiers as the common

gateway router or bridge 16 serves for computer destination addresses.

With reference to Figures 3 and 4 wherein like reference numerals are used for‘

components and operations which are the sameas those previously described in connection

with Figures 1 and 2, a port router 40 is provided prior to the protected computer 14, and this

port router is provided with a port number or designator by the management unit 18. This

port number or designator is also provided to the user address book 22 and will be changed

when the cyber address is changed, or separately. Thus, with reference to Figure 4, once the

cyber address has been cleared at 26, the pon number or designator is examined at 42. Ifthe

port number is also correct. the data packet will be passed to the computer 14 at 28. If the

port number is initially incorrect, the packet is directed to the security analysis section 30

which at 32 determines if the packet is retransmitted with the correct port number within the

limited number of log-in attempts.
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The port protcction feature can be used independently ofother features of the system.

It can effectively protect nodes of the infrastructure such as routers, gateways. bridges. and

frame relays from unauthorized access. This can protect systems from an attacker staging

a cyber attack from such nodes. i

The method and system of the present invention may be adapted to provide security

for both Internet based computer networks and private computer networks such as LANS.

Internet structure allows the creation of an Internet based Private Cyber Network

(PCN) among a number of Intemet-connected computers. The main concern for using the

Internet for this purpose as an alternative to the actual private networks with dedicated

communication channels is security of Internet-based networks.

The present invention facilitates establishment ofadequate and controllable level of

security for the PCNS. Furthermore, this new technology provides means for flexible

structure of a PCN, allowing easy and practically instant changes in its membership.

Furthermore, it allows preservation ofadequate security in an environment where a computer

could be a member of multiple PCNs with different security requirements. Utilizing the

described concept, a protected computer becomes a “moving target" for the potential

intruders where its cyber coordinates are periodically changed and the new coordinates are

communicated on a “need to know" basis only to the other members of the PCN authorized

to access this computer along with appropriate routers and gateways. This change ofcyber

coordinates can be performed either by previous arrangement or by communicating future

addresses to the authorized members prior to the change. Feasible frequency of such a

change can range from a low extreme ofa stationary system changing cyber coordinates only

upon detection of a cyber attack to an extremely high frequency such as with every packet.

The future coordinates can be transmitted either encrypted or unencrypted. Furthermore.

each change of position of each PCN member can be made random in terms of both its

current cyber coordinates and the time of the coordinates change. These parameters of a

protected PCN memba’s cyber moves are known only to the PCN management, other PCN

members with authorization to communicate with this particular member, and appropriate

gateways and routers. PCN management would implement and coordinate periodic cyber

coordinates changes for all members of the PCN. While the PCN management is the logical

party to make all the notification of the cyber coordinates changes, in certain instances it
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could be advantageous to shift a pan of this task to a PCN member computer itself. With

certain limitations, the routers and gateways with the “need to know" the current address of

the protected computer are located in cyber space in the general vicinity of the protected

computer. In such instances the protected computer could be in a better position to make the

mentioned notifications of nearby routers and gateways.

The address changes could be done simultaneously for all the members of the PCN,

or separately, particularly ifsecurity requirements for the members substantially differ. The

latter method is advantageous, for instance, if some of the computers within the PCN are

much more likely than others to be targeted by potential intruders. A retail bartking PCN

could be an example ofsuch an arrangement where the bank's computer is much more likely

to be attacked than a customer's computer. lt should be noted that, while in certain cases

some members ofthe PCN may not require any protection at all, it still is prudent to provide

it as long as the computer belongs to a protected PCN. The correct "signature"ot'the current

“retum address" would serve as additional authenticity verification. In the above example

of the retail banking, while many customers‘ computers may not require any protection,

assigning variable addresses to them would serve as an additional assurance to the bank that

every log-on is authorized. In fact, this system automatically provides two-tier security. In

order to reach a protected computer, the client computer has to know the server computer

current cyber address in the first place, Then, even ifa potential intruder against odds “hits"

the correct current address the information packet is screened for the correct “signature" or

return address. If that signature does not belong to the list of the PCN’s current addresses,

the packet is rejected. In high security instance: this should trigger an unscheduled address

change of the protected computer.

With the reference to Figures 5 and 6 which illustrate this two-tier security system,

a network management unit 44 provides different unique cyber coordinates to the address

books for each computer in the system (two computers 12 and 14 with address books 22 and

46 respectively being shown). Now when the computer l2 sends a data packet to the

computer I4, the gateway router or bridge 16, first checks for the correct current destination

address for the computer 14 at 26 in the manner previously described. If the destination

address is correct, a source address sensor 48 checks at 50 to determine if the correct source

address (i.e. return address) for the computer I 2 is also present. Ifboth correct addresses are
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present, the data packet is passed to the computer 14 at 28. but if the correct source address

is not present, the data packet is passed to the security analysis section 30 where at 32 where

it is determined ifa correct source address is received within the acceptable number of log-

on tries. If the correct return address is not received, an alarm situation is activated at 36 and

the network management system operates at 38 to change the cyber address of the computer
l4

In addition to the penetration (hacking) detection and protection, the system above

provides real-time detection of a cyber attack and protection against "flooding" denial of

service attacks. A gateway router or bridge l6 filters all the incorrectly addressed packets

thus protecting against “flooding". Further yet, since the “address book" of the protected

network contains only trusted destinations, this system also protects against instructive

viruses or wonns if such are present or introduced into the network. For the purpose ofthis

invention, an instructive virus or worm is defined as a foreign unit of sofiware introduced

into a computer system so it sends certain computer data to otherwise unauthorized parties

outside of the system.

Elements of the system described above are: a gateway router or bridge 16, a

computer protection unit. and a management unit. A gateway router or bridge represents an

element of collective defense for the network, while the source address filter and the “port

router" and filter represent a unit of individual defense For a member computer. This

individual defense unit (server unit) can be implemented either as a standalone computer, as

a card in the protected computer. as software in the protected computer, or imbedded into the

protected computer operating system. For ftmher improvement of the overall security, port

assignments can be" generated autonomously front the management unit thus creating a “two

keys" system in a cryptographic sense. This would allow for security to still be in place even

if a security breach happened at the security management level.

The method and system ofthe present invention minimize human involvement in the

system. The system can be configured in such a way that computer users deal only with

simple identifiers or names pennanently assigned to every computer in the network. All the

real (current) cyber coordinates can be stored separately and be inaccasible to the user, and

could be available to the appropriate computers only. This approach both enhances security

and makes this security system transparent to the user. The user deals only with the simple
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alphabetic side of the “address book". and is not bothered with the inner workings of the

security system. A telephone equivalent of this configuration is an electronic white pages

residing in a computerized telephone set, which is automatically updated by the telephone

company. The user just has to find a name, and push the “connect“ button while the

telephone set does the rest of the task.

A numeric cyber address system, based on the lntemet host number could be

relatively easily utilized for the discussed security purposes. however a limitation exists for

this address system in its current form represented by the lPv.4 protocol. This limitation is

posed by the fact that the address is represented by a 32-bit number. 32-bit format does not

contain sufficient entropy in the address system to enable establishment ofadequate security.

This is a particularly serious limitation in regard to securing an entire network. The

availability of the network numbers are limited to the extent that not only entropy, but a

simple permanently assigned number is becoming more and more difficult to obtain with the

rapid expansion of the Internet.

If this address system is to be used for the security purposes, than the fomtat of the

host number should be adequately expanded to create sufficient size ofthe address numbers

field in the system. If this is done. than the corresponding address in the Domain Name

System (DNS) could be conveniently used as permanent identifier for a particular computer

and the Intemet host number would be variable. creating a moving regime of a protected

computer. Currently being implemented lPv.6 (IPNG) protocol solves this problem by

providing sufficient entropy.

Another way to achieve the same goal is to use the DNS address as a variable for

security purposes. This way, the traditional Internet DNS address system would not be

affected and no change in format is required. The relevant part ofthe protected computer’s

DNS address would become a variable, utilizing more characters than the alphabet, with a

very large number of variations, also creating sufficient level of entropy.

Yet another way to implement the same method is to utilize the geographic zone-

based system. While its utilization is somewhat similar to the DNS system, it offers some

practical advantages for security use. Naturally, when a computer is protected by a security

system, it is still essential to preserve the communication redundancy of the Internet

communications. However, the redundancy may suffer if only a limited number of the
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routers and gateways are infon'ned of the protected computer current cyber address. This

effect could be particularly important with the members of a particular protected network

vastly remote in geographic terms. The necessary notification of a large number of the

routers and gateways can also become problematic, not only technically, but also because

it can decrease the level of security. In this sense a geographic zone-based system offers ‘

advantages since the variable part ofthe computer's cyberaddress could be made to involve

only certain geographic locale while initial routing of the information packet could be done

by the traditional method. After the packet has been moved to the ‘general vicinity of the

addressee computer, it would get into the area of the “informed" routers and gateways. This

scheme would simplify the notification process of the routers as well as improve security by

limiting the number of the “need to know" parties. It is important to recognize that. after

the “general" part of the cyber address caused the information packet to arrive in a cyber

vicinity of the addressee, virtually any, even private, address system can be used for the rest

ofhe the delivery. This would furtherincrease the level ofunderlying entropy in the system.

While certain specific address systems have been discussed, it is an important quality

of the present invention that it can be implemented with virtually any address system.

Corporate and organizational computer networks such as LANs or. at least those in

closed configurations. do not possess as much vulnerability to cyberattacks as Intemet-based

networks. However. even in these cases. their remote access security is a subject ofconcern.

This is especially visible when a private network (PN) contains information of different

levels ofconfidentiality with access restricted to appropriate parties. In other words; along

with other generally accessible organizational information, an organizational PN can contain

information restricted to certain limited groups. Enforcement of these restrictions requires

a remote access security system. Usually these security systems employ a password-based

scheme ofone type or another and, perhaps. a firewall. However, reliance on passwords may

not be entirely justified since the passwords can be lost or stolen, giving a malicious insider

with a low access level a reasonable chance ofaccess to information intended only for higher

levels ofaccess. Furthermore, in some cases use ofcracking techniques from such a position

is not entirely out of the question. Such an occurrence can relatively easily defeat both the

password and the firewall. This would prevent a LAN from a cyber attack launched from

within the network. D
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The present invention provides adequate security to such PCNS without reliance on

the passwords and to limit access to only appropriate computers. Then. the task of overall

infonnation access security practically would be narrowed down to control of physical

access to a particular computer, usually a less complicated feat.

Similarly to the systems described for lntemet-based networks, a “closed" LAN as

well as an lntemet-based LAN can be protected by implementation of periodic changes of

the members’ network addresses and communicating those changes to the appropriate

parties. This way, the lowest access level computers would have the lowest rate of address

change. The rate ofthe address change would increase with the level ofaccess. This system

would ensure that all the PCN computers with legitimate access to a particular computer

within the PCN would be informed of its location. Furthermore, it will ensure that the

current location ofa computer with restricted information would be unknown to the parties

without the legitimate access clearance. For instance. a superior's computer would be able

to access his subordinate's computer but not vice versa

Also similarly to the systems described for the PCNS, a PCN computerwould contain

an "address book" where the user can see and use only the permanent side of it with

identifiers of all computers accessible to him while the actual communication functions are

performed by the computer using the variable side of the “address book" periodically

updatal by the PN management. To further enhance security, in addition to the computer

address system management, the PCN Administrator can implement an automatic security

monitoring system where all wrongly addressed log—on attempts would be registered and

analyzed for security purposes.

Thus the method and system ofthe present invention would allow reliable protection

against unauthorized remote access to information from within a PN while providing a great

deal of flexibility, where the granted access can be revised easily and quickly.

A greatly enhanced intrusion protection system and method can be achieved by

combining the operating systems of Figures 1-6. Now an arriving data packet would first

be screened by a gateway router or a similar device for a correct destination address. If the

destination address is correct, the packet is passed for further processing. Ifthe destination

address is incorrect, the alarm is triggered and the packet is passed to the network security

managing unit for security analysis.
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The packet with correct destination address is then screened for a correct source

address. Ifthe source address is correct. the packet is passed to the receiver computer. If the

source address is incorrect, the alarm is triggered and the packet is passed to the network

security managing unit for security analysis.

Then, the packet with a correct destination address and a correct source address is

screened for a correct allowed port coordinate such as port number. lf the port coordinate

is correct, the packet is passed for further processing. If the port coordinate is incon'ect, the

alarm is triggered and the packet is passed to the network security managing unit for security
analysis.

Finally, the packet with a correct destination and source addresses and a correct port

designator is screened for data integrity by application of authentication check such as a

checksum. If the authentication check is passed. the packet is passed to the addressee

computer. If the authentication check is failed, the alarm is triggered and the packet is

passed to the network security managing unit for security analysis.

The security managing unit analyses all the alarms and makes decisions on necessary

unscheduled changes of addresses for appropriate network sewers. Also, it can notify law

enforcement and pass appropriate data on to it.

Figure 7 illustrates an enhanced computer intrusion protection system indicated

- generally at 52 for one or more network computers 54. A gateway router or a bridge 58

includes a destination address filter 60 which receives data packets which pass in through

a load distribution switch 62. A non-interrogatable network address book 64 stores current

network server addresses for the destination address filter 60, and the destination address

filter checks each data packet to determine if a legitimate destination address is present.

Packets with legitimate destination addresses are forwarded to a source address filter

66, while packets with illegitimate destination addresses are sent to a security analysis

section 68 in a management unit 70.

When a preset traffic load level is reached indicating that an attempt at flooding is

being made, the destination address filter causes the load distribution switch 62 to distribute

traffic to one or more parallel gateway routers or bridges which collectively forward

legitimate trafiic and dump the flooding traffic. An alternative arrangement would call for

the load distribution function to be done irrespective of the load, utilizing all the parallel
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gateways all the time. A source address table 74 stores accessible server's designators and

corresponding current addresses for all system servers which may legitimately have access

to the computer or computers 54. These addresses are accessed by the source address filter

which determines whether ornot an incoming data packet with the proper destination address

originates from a source with a legitimate source address entered in the source address table

74. It‘ the source address is determined to be legitimate, the data packet is passed to a port

address filter 76. Data packets with an illegitimate source address are directed to the security

analysis section 68. Altematively, source address screening can be done at the gateway

router or bridge 58 first prior to port filter 76.

A port protection table 78 includes the current port assignments for the computer or

computers 54, and these port assignments are accessed by the port designator filter 76 which

then determines if an incoming data packet contains legitimate port designation. if it does,

it is passed to an actual address translator 80 which forwards the data packet to the specific

computer or computers 54 which are to receive the packet. If an illegitimate port address is

found by the port address filter 76, the data packet is transmitted to the security analysis

section 68.

The management unit 70 is under the control of a security administrator 82. A

network membership master file 84 stores a master list of legitimate server’: designators

along with respective authorized access lists and corresponding current cyber coordinates.

The security administrator can update the master list by adding or removing authorized

access for every protected computer. An access authorization unit 86 distributes the

upgraded relevant portions of the master lists to the address books of the respective
authorized servers.

A random character generator 88 generates random characters for use in forming

current port designators, and provides these characters to a port designator forming block 90.

This port designator fonning block fonns the next set ofnetwork current port designator: in

conjunction with the master list and these are incorporated for transmission by a port table

block 92. Alternatively, port designators can be formed in the computer unit instead of the

management unit.

Similarly, a random character generator 94 generates random characters for use in

forming current server addresses, and provides these characters to a server address forming
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block 96. This server address forming block forms the next set of current network server

addresses. and an address table 98 assigns addresses to servers designated on the master list.

A coordinator/dispatcher block I00 coordinates scheduled move ofnetwork servers

to their next current addresses, provides the next set of network addresses for appropriate

servers and routers and coordinates unscheduled changes ofaddresses on command from the

security analysis unit 68. The coordinator/dispatcher block 100 may be connected to an

encode/decode block 102 which decodes received address book upgrades from input I04 and .

encodes new port and server destination addresses to be sent to authorized servers in the

system over output 106. Where encoding ofnew cyber coordinates is used, each authorized

computer in the network will have a similar encoding/decoding unit.

The security analysis unit 68 analyses received illegitimate data packets and detects

attack attempts. Ifneeded. the security analysis unit orders the coordinator/dispatcher block

I00 to provide an unscheduled address change and diverts the attack data packets to an

investigation unit 108. This investigation unit simulat the target server keeping a dialog

alive with the attacker to permit security personnel to engage and follow the progress of the

attacker while tracing the origin of the attack.

Providing security against intrusion for e-commerce systems presents a unique

problem. for an important peculiarity of an e-commerce system is that its address must be

publicly known. This aspect represents a contradiction to the requirement of the address

being known to authorized parties only. However, the only information intended for the

general public usually relates to a company catalog and similar material. The rest of the

information on a merchant's network is usually considered private and thus should be

protected. Using this distinction. a merchant's e—commerce site should be split into two

parts: public and private. The public pan is set up on a public “catalog" server with a fixed

IP address and should contain only inforrnati on intended for the general public. The rest of

the corporate information should be placed in a separate network and protected as described

in relation to Figures l-7.

When acustomer has completed shopping and made purchasing decisions concerning

the terms and price of the sale, pertinent for the uansaction, information is placed in a

separate register. This register is periodically swept by a server handling financial

transactions ("fina.ncial" server). which belongs to the protected corporate network. In fact,
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the “catalog" server does not know the current address of the financial transactions server.

Thus, even if an intruder penetrates the "catalog" server, the damage is limited to the

contents of the catalog and the intruder cannot get an entry to the protected corporate
network.

The financial server, having received pending transaction data, contacts the customer,

offering a shon-term temporary access for finalizing the transaction. In other words, the

customer is allowed access just long enough to communicate pertinent financial data such

as a credit card number and to receive a transaction confimiation at which point the session

is tenninaled, the customer is diverted back to the catalog server and the financial server is

moved to a new cyber address thus making obtained knowledge of its location during the
transaction obsolete.

Dial—up communications systems. in respect to their infrastructure channels

susceptibility to transmission intercept by unrelated parties, can be separated into two broad

categories: easily intereeptable, such as cellular and satellitetelephone systems and relatively

protected such as conventional land-line based telephone systems. Relatively protected

systems such as conventional land-line based telephone systems can be protected in the

following way. Phone numbers, assigned by a telephone company to a dial-up telephone-

based private network serve as the members‘ computer addresses. As described previously,

such a private network can be protected from unauthorized remote access by implementing

periodic changes in the addresses, i.e. telephone numbers assigned to the members for

transmission by the network along with other designators such as access codes and

communicating the changed numbers to the appropriate parties.

For the conventional land-line dial-up telephone systems, while the “last mile"

connection remains constant, the assigned telephone number is periodically changed, making

the corresponding computer a moving target for a potential attacker. In this case the

telephone company serves as the security system manager. It assigns the current variable

telephone numbers to the members ofa protected, private network, perfomts notification of

all the appropriate parties, and changes the members’ current numbers to a new set at an

appropriate time. The telephone company switches naturally serve in the role ofrouters, and

thus they can be programmed to perform surveillance of the system, to detect potential

intrusion attacks and to issue appropriate alarms.
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Periodically changing the current assigned numbers creates system entropy for a

potential intruder. making unauthorized access difficult. Obviously. the implementation of

this security system is dependent on availability of suflicient vacant numbers at a particular

facility of the telephone company. Furthermore, for a variety of practical reasons it is

advisable to keep a just vacated number unassigned for a certain period oftime. All this may

require additional number capacity at the telephone company facility in order to enable it to

provide remote access security to a larger number of personal networks while preserving a

comfortable level of system entropy.

Ifthe mentioned additional capacity is not available, or a still higher level ofentropy

is desired, it could be artificially increased by adding an access code to the assigned number.

This would amount to adding virtual capacity to the system, and would make a combination

of the phone number and access code an equivalent of a computer's telephone address. In

effect, this would make a dialed number larger than the conventional format. This method

makes a virtual number capacity practically unlimited and, since the process is handled by

computers without human involvement, it should not put any additional burden on a user.

With or without a virtual number capacity. utilization of this method allows the intmsion

attempts to be easily identified by their wrong number and/or code At the same time,

implementation of this system might require some changes in dialing protocols as well as

additional capabilities of the telephone switching equipment.

Entropy density can be increased by limiting-the number of allowable connection

attempts. Similarly to the method described previously, telephone company switching

equipment can be made to perform a role of an outside security barrier for the private

network. In this case wrongly addressed connection attempts should be analyzed in order

to detect possible “sweeping". If such an attempt is detected, tracing the origin of the

attempt and notifying the appropriate phone company should not present a problem even

with the existing technology.

The simplest form of private network protection under the proposed method and

system is when at apredetermined time all the members ofa particular network are switched

to the new “telephone of the network. However, in some cases required level of

security for some members of the same private network could substantially differ, or they

may face different levels of security risk. ln such cases frequency of the phone number
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change could be set individually with appropriate notification of the other members of the

network. This ditTerentiation enables the telephone company to otTer differentiated levels

of security protection to its customers even within the same private network.

A telephone company can also offer its customers protected voice private networks

which would provide a higher level ofprivacy protection than the presently used “unlisted

numbers." In this configuration the customers’ telephone sets are equipped with a

computerized dialing device with remotely upgradeable memory which would allow each

member ofa protected voice network to contain the network “telephone book" and that book

is periodically updated by the telephone company.

The telephone company would periodically change the assigned telephone numbers

of a protected network to a new set of current numbers. These new numbers would be

communicated to the members of a protected voice network through updating their

computerized dialing devices.

As a derivative of the described system, an updateable electronic telephone directory

system can be also implemented. in this case a customer's phone set would include a

computerized dialing device with electronic memory containing a conventional telephone

directory and a personal directory as well. This telephone directory can be periodically

updated on-line by the telephone company.

Easily interceptable systems such as cellular and satellite telephone systems, in

addition to the protection described above, can be protected from “cloning" when their signals

can be intercepted and the "identity" of the phone can be cloned for gaining unauthorized

access and use of the system by unauthorized parties.

Mobile telephone and mobile communications systems are protected in a manner

similar to networks or land based telephone systems. In this instance, the novel and improved

method ofchanging cyber coordinates is designed to reliably protect mobile phone systems

from unauthorized use commonly known as cloning as well as to make intercept of wireless

communications more difficult than it is at present. With this system the static wireless phone
number or other similar identifier is not used for identification and authorization. Instead, a

set of private identifiers is generated known only to the phone company and base stations

controlling mobile phone calls and used to continually update the mobile phone and base

station directories with current valid identifiers. This approach provides vastly superior

Petitioner Apple Inc. — Exhibit 1002, p. 281



Petitioner Apple Inc. - Exhibit 1002, p. 282

ID

I5

20

25

30

.21.
wo 00170458 PCTIUSOOIDSZI9

protection over current methods requiring that each call be intercepted in order to track and

keep current with changing identifiers. Immediate detection of unauthorized attempts to use

a cloned phone is realized and law enforcement may be notified in near real time for

appropriate action.

Other electronic devices using wireless communications can be protected by the

methods and systems described above.

Finally, computers often contain databases with a variety of information. That

information in a database oflcn has wide-ranging levels of sensitivity or commercial value.

This creates a situation when large computers serve multiple users with vastly different levels

ofaccess. Furthermore, even within the same level ofaccess, security considerations require

compartmentalization of information when each user has to have access to only a small

portion of the database.

The existing systems try to solve this situation by utilizing passwords and internal

firewalls. As it was mentioned earlier, password-based systems and firewalls are not

sufficient against computerized attacks. In practical terms it means that a legitimate user with

alow level ofaccess, utilizing hacking techniques from his station, potentially can break into
even the most restricted areas of the database.

This problem can be solved by using the method of the present invention. A piece of

information such as a file or a directory in a computer exists in cyber space. Accordingly, it

has its cyber address, usually expressed as a directory and/or a file name which defines its

position in a particular computer file system. in effect, represents the cyber coordinates
of that piece of information within a computer.

As described earlier, information security can be provided if a system manager

periodically changes the directories and/or file names in the system, i.e. the cyber addresses

of the information, and notifies only appropriate parties of the current file names. This

method would ensure that each user computer knows locations of only files to which it has

legitimate access. Furthermore, a user would not even know ofexistence ofthe files to which

he has no access.

To further strengthen the system and make it user-friendly, the user would have a

personal directory similar to an address book, where only permanent directory and/or file

names are accessible to him, while the variable side of the “address book” would be

Petitioner Apple Inc. — Exhibit 1002, p. 282



Petitioner Apple Inc. - Exhibit 1002, p. 283

wo oonoqsa ' 22 ' PCT/US00/08219

accessible only to the system manager and upgraded periodically. In this arrangement

variable directory and/or file names can contain any required level of entropy, funher

increasing resistance to attacks from within the system. Additionally. an internal “router" or

"filter" can also perfonn infonnation security monitoring functions, detect intrusion attempts

and issue appropriate alarms in real time.

Obviously. in order to ensure information security in such arrangement any computer-

wide search by keywords or subject should be disabled and substituted with a search within

specific clients’ “address books".

The systems and methods described above allow For creation of a feasible

infrastructure protection system such as a national or international infrastructure protection

system When detected at specific points cybcr attacks are referred to such a system for

fitrther analysis and a possible action by law enforcement authorities.
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lclaim:

1. A method for protecting a communications device which is connected to a

communications system against an unauthorized intrusion which includes:

providing the communications device with at least one identifier,

providing the at least one identifier for use in accessing the communications device

to entities authorized to access said communications device.

sensing the presence or absence of said identifier before granting access to said

communications device,

providing access to said communications device when the use of said at least one

correct identifier is sensed

denying access to said communications device and providing said communications

device with at least one new identifier when the absence of the correct at least one identifier

is sensed during an attempt to access said communications device, and providing said at least

one new identifier to entities authorized to access said communications device.

2. The method ofclaim 1 which includes periodically changing the at least one

identifier and providing the changed at least one identifier to the entities authorized to access

said communications device.

3. The method ofclaim 1 which includes providing said communications device

with a plurality of separateidentifiers,

sensing the presence or absence of all of said plurality of identifiers before granting

access to mid communications device,

providing access to said communications device when the use ofall ofsaid identifiers

is sensed, and

denying access to said communications device and providing said communications

device with a new plurality of identifiers to replace the previous plurality of identifiers when

the absence of any one of the correct identifiers is sensed.

4. The method ofclaim 3 which includes periodically changing said plurality of
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separate identifiers and providing the changed idcntifiers to the entities authorized to access

said communications device.

5. The method of claim I which includes permitting a predetermined number of

attempts to access said communications device with a correct at least one identifier afier the

absence of the correct at least one identifier is sensed before providing said communications

device with at least one new identifier,

and providing access to said communications device if the correct at least one

identifier is sensed during the predetennined number of attempts to access.

6. The method of claim 2 wherein said communications system is a telephone

system and said communications device is a telephone.

7. The method of claim I wherein said communications system is a computer

network with said entities authorized to access said communications device being authorized

computers having access to said computer network, said communications device including

at least one host computer having access to said computer network.

8. The method of claim 7 which includes periodically changing the at least one

identifier for the host computer and providing the changed at least one identifier to the

authorized computers.

9. The method of claim 7 which includes providing the authorized computers

with an unchangeable, accessible address for the host computer which is used by the

authorized computer to activate and transmit the at least one identifier for the host computer

when the authorized computer initiates access to the host computer.

l0. The method of claim 8 which includes providing each authorized computer

with an authorized computer identifier.

providing the host computer with a destination identifier,

causing mch authorized computer to access said host computer with at least a host
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computer destination identifier and the authorized computer identifier.

sensing the presence or absence of both said host computer destination identifier and

an authorized computer identifier before granting access to said host computer,

providing access to said host computer when the use ofboth a correct host computer

destination identifier and an authorized computer identifier is sensed, and

denying access to said host computer and providing said host computer with a new

host computer destination identifier when the absence of either a correct host computer.

destination identifier or a correct authorized computer identifier is sensed.

I I. The method of claim l0 which includes permitting a predetermined number

of attempts to access said host computer with both a correct host computer destination

identifier and an authorized computer identifier after the absence of a correct host computer

destination identifier or an authorized computer identifier is sensed before providing said host

computer with a new host computer destination identifier, and

providing access to said host computer if correct host computer destination and

authorized computer identifier are sensed during the predetermined number of attempts to

access the host computer.

I2. The method ofclaim 1 I which includes storing said host computer destination

identifier as an inaccessible identifier in said authorized computers. and providing said
authorized computers with an unchangeable, accessible host computer address, which will

activate and transmit the host computer destination identifier when an authorized computer

initiat access to the host computer.

13. The method of claim 8 which includes providing said host computer with a

host computer destination identifier and a host computer port identifier,

causing each authorized computer to access said host computer with at least the host

computer destination identifier and the host computer port identifier,

sensing the presence or absence ofboth said host computer destination identifier and

said host computer port identifier before granting access to said host computer,

providing access to said host computer when the use ofboth a correct host computer
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destination identifier and a correct host computer port identifier are sensed. and

denying access to said host computer and providing said host computer with a new

destination identifier and port identifier when the absence of either or both of a correct host

computer destination or post identifier is sensed.

l4. The method of claim l3 which includes permitting a predetennined number

of attempts to access said host computer with both a correct host computer destination and

port identifier when either or both an incorrect host computer destination or port identifier is

sensed before providing said host computer with a new destination and port identifier. and

providing access to said host computer ifboth correct host computer destination and

port identifiers are sensed during the predetennined number of attempts to access said host

computer.

15. The method ofclaim I4 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computers and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and transmit the host computer destination and port identifiers when an authorized

computer initiates access to said host computer.

16. An intrusion protection method for protecting a host computer connected to

acomputer communications system which includes one or more authorized computers having

access to said computer communications system which are authorized to access said host

computer which includes:

providing each authorized computer with an authorized computer identi fying address,

providing said host computer with a host computer destination identifier and a host

computer port identifier.

providing said host computer destination identifier and said host computer port

identifier to said authorized computers.

causing each authorized computer to access said host computer with the host computer

destination and port identifiers and said authorized computer identifying address,

sensing the presence or absence ofsaid host computer destination and port identifiers
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and said authorized computer identifying address before granting access to said host

computer,

providing access to said host computer when the use ofcorrect computer destination

and pon identifiers and a correct authorized computer identifying address is sensed, and

denying immediate access to said host computer when the absence ofany one or more

of the correct host computer destination and port identifiers or the authorized computer

identifying address is sensed.

17. The method of claim I6 which includes periodically changing the host

computer destination and port identifiers and providing these changes to the authorized

computers.

18. The method ofclaim I 7 which includes storing said host computer destination

and pon identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable. accessible host computer address which will

activate and transmit the host computer destination and pon identifiers when an authorized

computer initiates access to said host computer.

19. The method of claim I6 which includes changing the host computer

destination and port identifiers when access is denied to said host computer after at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

20. The method of claim l6 which includes permitting a predetermined number

of attempts to access said host computer with correct host computer destination and pan

identifiers and a correct authorized computer identifying address after the absence ofat least

a correct one of said identifiers and authorized computer identifying address is sensed by the

host computer and

providing access to said host computer if correct host computer destination and pen

identifiers and a correct authorized computer identifying address a\re sensed during the

predetermined number of attempts to access said host computer.
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2|. The method ofclaim I9 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission ofthe host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

22. The method of claim 20 which includes changing the host computer

destination and port identifiers when access is denied to said host computer after at least one

access attempt has been made and providing these changed identifiers to the authorized

computers.

23. The method ofclaim 22 which includes storing said host computer destination

and port identifiers as inaccessible identifiers in said authorized computer and providing said

authorized computers with an unchangeable, accessible host computer address which will

activate and cause transmission ofthe host computer destination and port identifiers when an

authorized computer initiates access to said host computer.

24. A method of communication. with a remote entity over a communication

system which includes

providing the remote entity with at least one remote entity cyber coordinate identifia,

providing the remote entity cyber coordinate identifier to one or more base entities

authorized to communicate with said remote entity,

periodically changing the remote entity cyber coordinate identifier to a new remote

entity cyber coordinate identifier and

providing the new remote entity cyber coordinate identifier to said one or more base

entities.

25. The method of claim 24 which includes changing the remote entity cyber

coordinate identifier to a new cyber coordinate identifier in response to an attempt to

communicate with said remote entity with an incorrect remote entity cyber coordinate

identifier and
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providing the new remote entity cyber coordinate identifier to said one or more base

entities.

Petitioner Apple Inc. — Exhibit 1002, p. 290



Petitioner Apple Inc. - Exhibit 1002, p. 291

W0 00/70458 pcr/usoo/only

SUBSTITUTE sneer muuzzm

Petitioner Apple Inc. — Exhibit 1002, p. 291



Petitioner Apple Inc. - Exhibit 1002, p. 292

W0 WI70458 ' 1 PCT/U800/082] 9

2/6

2

§§

Petitioner Apple Inc. — Exhibit 1002, p. 292



Petitioner Apple Inc. - Exhibit 1002, p. 293

W0 00/70158 PCT/US00l082l 9

3/6

INCOLIING

PACKET

CHANGE

COORDINATES

SUBSTITUTE SHEET (RULE26)

Petitioner Apple Inc. — Exhibit 1002, p. 293



Petitioner Apple Inc. - Exhibit 1002, p. 294

PCT/US00l082 I 9W0 DOI'I0458

4/6

mE.z§a8fies

mAVE
ma::5.

  EbnfiasssEms  
Petitioner Apple Inc. — Exhibit 1002, p. 294



Petitioner Apple Inc. - Exhibit 1002, p. 295

W°°°"°45I rcr/usoo/osm

5/6

SUBSTITUTE SHEET (RULE26)

Petitioner Apple Inc. — Exhibit 1002, p. 295



Petitioner Apple Inc. - Exhibit 1002, p. 296

PCTIUS00/08219WO 00170458

6/6

 1IIIIIIIIIIIIIIIIIIIIIIIIII.uuuuuuuuuuuuuuuuuuuuuuuIII..355:53..am:as:maaaaumataaamaz2._..§s:5.mnsaawageHEEE.5:E23=8zs_8883Ema.3.5..59.mafia81>.59.

____

_N.J

_-_53..83..§%_.___m_.__m.s=.3=.m;z_amazfitaammJmaéfisu
_

_I
r

 
\\2:I2:38u_... ---........-...-WJ.mamaNE.:1_2:\\Nnas2B2»_a....._.sasaa_E36:2.65:uz_8...8

n..E_.5mafia.
3.

''IIIIIIIJ
_

35....NassE58zofiasa38_2.EEmmaafi_'32....
3_up

as:_E.__.__.25.mafiamamasIIz.._._.a_aE._E2zo=:_=.na_as
 

Petitioner Apple Inc. — Exhibit 1002, p. 296



Petitioner Apple Inc. - Exhibit 1002, p. 297

INTERNATIONAL SEARCH REPORT

  
 
 
    

A. CLASSIFICATION OF SUBJECT MATTER

International application No.
PCTIUSOOIOIZI9

IPC(7) :G06F ll/00
U3 CL : IIMOI ’ '

According to lntuuliunnl Patent Cluxifiuliu (IPC) or to both national cIasn'I'na.u'on and IPC
B FIELDS SURCHED

Minimum documcamian acuchcd (clusiflcuiou nynnrn followed by clusificuion symbols)
U.S. : 7lJf10I.200.202'. 3d0Il25.Jl.l1S.J4'. IBOIUS;

  
 

 

  
 
 

 

Documentation mouthed othct dun minimum documenmicn to lho Gllflll that such documents on incluubd in III: fields searched

Electronic data has ounlultcd during the inurnuiounl uanh (um: of dam hue and. when pnclicnblo. scuch lflml used)
AP! US PATENT FILE; WEST; IPAB; EPAB: DWPI; TDBD,

C. DOCUMENTS CONSIDERED TO 88 RELEVANT

Ciudln of downnnl. with indication. when apprnprinm. of the relevant puugu
US 5,305,801 A (HOLLOWAY ET AL) 08 SEFFEMBER I998.
Entire document.

 
  

 

 
 

 

   
  

 
 

 US 5,796,942 A (ESBENSEN) I8 AUGUST I998. Entire document.

US 5.905.859 A (HOLLOWAY E!‘ AL) 18 MAY 1999. Entire
document. 

 
 

US 5.892.903 A (KLAUS) 06 APRIL 1999. Entire document. 
US 5,537,099 A (LIANG) 16 JULY 1996. Entire document.  

 US 5.278.901 A (SHIEH ET AL) 11 JANUARY I994, Entire
document.  

 
    [)3 Fuflhfi doaumnu an Iiltnfin zlleconlinuuim ol Box C. [3 See pawn! family unnex.

lam dxunnl puhlilu um: um irnenuuuul filing an or pnomydnnudaotiacunflin-ith duo q.-pliauisubmcndnuntltnwld
  Speemleuuprindeiuddcnmuau

 

    
  
  
 

‘A’ :1a:mu‘uafm§u'I'soh:::nJundzhm-ughhnumniduud ¢..,,;.g.,,4.g.mu:y unnufyln; nu innmiauO I XIBWU

. . I - - . - ~ '8' doanuul ofpulkub nhvunn; lb mind iuunun mine: at

! unluvdatsnaapuaoluludanunflxvcrnunnnunaufilugin “::a;“m"l".'.::~:'_.“-dbiwdnmmnunwvbc|nnaIuhithmnymrvvdcummwil'itych‘II(t)uI|Iiih' ' "°“'""' '9'
ciudhcuuhhhmnpubfiuimdnudnnautciudnwamz _ _ ,
.,..;.|....,.(. wggargq) ‘Y’ do@¢1oapguu£ruhuRI._I!:lI:"b"u:Lnnuv";II':I:1uu:u;'!‘I.Calldflid IIIVD I In IIVIIIV £111

'0' banana: wrung IO In on! diohocl. ua. uhihhian av uduv enamel -um onnannwoosh-nun bcuacnu. wan nonhuman
ruin bcuqabvnwwugunooiullodmdinm

or buunampnhlhhndpiuumaintuuniuulfilitgdnubutlnulbaa .‘. dam.‘ E.-bfldn-.‘-.F'-{._'»”  

 

mo amchimd

Data of the nlusl complaint of tho inn-.ruan'unaI numb Due of mailing of tho intamnnonnl much upon
20 JULY ION

Name and muluag uddnn of the ISA/US Aulhorhed offiurCommissions of Fun: and Trndnnuh
Bu PCT
wuaenpcn. me am:

Facsimile No. (703) 301-3210

  
 
 

 
NADEEM IQBAL

Telephone No. (703) 308-522!  

Petitioner Apple Inc. — Exhibit 1002, p. 297



Petitioner Apple Inc. - Exhibit 1002, p. 298

INTERNATIONAL SEARCH REPORT   

 

 
 
 

lnumniond uppliealion No.
PCTIUSOOIOBII9

C (Conlinunliul). DOCUMENTS CONSIDERED TO BE RELEVANT

 Citation of doeuacnl. with hdialiou. when Ipptuprinta. at me ulavul puugn Rclannt to clninl No.

US 5,991,881 A (CONKLIN ET AL) 23 NOVEMBER 1999.
Entire document.

Fvnu PCT/ISARIO (caauhuuiun of second sheet) (July l998)t

 
Petitioner Apple Inc. — Exhibit 1002, p. 298



Petitioner Apple Inc. - Exhibit 1002, p. 299

uz) mrrzamrromr. APPLICATION ruausrr en unnen rm: rnrzur coorerurron TREATY trcn

CORRECTED VERSION B1002

(I9) World Intellectual Property Organization

. lntcmational Bureau Illllllllllllllllllillllllllllllllllllllllllllllllllllllllllllllllllllllllllflll

(to) International Publication Number

W0 OI/016766 Al

(SI) International Patent Classification’: G065‘ I3I00 (74) Agents: ROBINSON. Douglas. W. et ai.; Banner at Wit-
cotf. Ltd.. Eleventh Floor, tail 6 Street, N.w.. WaIhing-

(2!) International Application Number: PC'l'lUS00r.z3774 ton, D_c 200014597 (us)_

(43) International Publication Date

8 March 200i (08.03.200I)
 
 

(22) International Filing Date: 3| Angust2IXX) (JI.O8.20lI)) (Bl) Deanna. smlamauaml): AL AM'AT'AU.AZ_ BA.

(25) Filing Language: English 21"’-G‘:,"’~G':3"‘~G‘:l“'~C§3~’: lg"-nE‘l’§'C;§ Sggg:
(26) Publication Language: nuns). K7. LC. LK. LR. LS. LT. LU. LV, MD. MG, MK, MN. Mw.

Mx. NO. NZ PL. PT. RO. RU. so. 53. so. st. SK. SL.
(30) Priority om: TI.'I'M.TIl. 11', uA. UG. U2. VN. YU.zw.

ti0Il5l.5li3 31 August t999(3t.oa.t999) us

(84) Designated States (regional): AIIIPO patent (OH. GM.
KE. LS. MW. MZ SD. SL. SZ. Tl. UG. ZW). Eurasian
patent (AM. AZ. BY. KG. KZ. MD. RU. 1'). TM). European
patent (AT, BE. CH, CY. DE. DK. 3. FI. FR. GB. GR. IE.

‘ . rr. LU. MC. NL. Pl‘. sa). om patent (or. BI. cr. co.

E m’ ;“|;fl°|';'::"::qY:'8;5'8' (LU‘§)”;.Vlf:‘_.'3'h;’:“'Z::"'l'j‘,"‘:°4'(;‘l”,z'I'l’1“’ :3: CI. CM. GA. on. cw. ML. MR. NE. SN. TD. to).
Fair Haven. NJ 07704 (US).

(7!) Applicant: SCIENCE APPLICATIONS INTERNA-
TIONAL CORPORATION IUSIUSI: |0260 Campus
Point Drive. San Diego. CA 92l2I (US).

{Continued on next page}
 

(54) Title: SYSTEM AND METHOD RJR INTERCONNECITNG MULTIPLE VIRTUAL PRIVATE NEIWORKS

(57) Abstract: A system and method
For interconnecting multiple VPNs (I22.
I24. I25. I32). each using multiple
service provider: (I20. 130). while
offering a minimum standard of end-toend
connection quality and reliability. The
system and method utilizes an oversea that

resolves end-to-end issues across multiple
iniertormecid virtual private networks
(I22. I24. I26. I32). When connecting
multiple virtual private networks (122. I24.
I26, I32) multiple interconnect providers
(I20. I30) are interconnected so that

the end-to-end service quality standard.
The certification of service providen.
exchange points. transit servte providers
and lPSee devices permits interoperability
for encryption. integrity and authentication
acruu the product oi‘ all IPSec vendors.
When two subscribers both use certified

IPSec equipmurt then they can provide
each other with controlled access to each
other’: networks.

 
INTERCONNECT

PROVIDER
120

 

  
 

llllllllllllllllllllllllllllllllllllllllllIllllllllllllllllllllllllllllllllllll
INTERCONNECT

PROVIDER
130  
 

W001/016766A1

Petitioner Apple Inc. — Exhibit 1002, p. 299



Petitioner Apple Inc. - Exhibit 1002, p. 300

. W0 0|/OI6766 Al |lllllllllllllllmlllfilllllllllllflflfllllllflllflllllflllflillllflllflflllflll

P||W|'l°¢= For two-leuer coda and other abbreviations. refer to (In ‘Guid-
'— WW‘ "'"¢’"°“°""’ -“'0'*v"| "PM me: New all Cast: andAbbr¢vlauoIu"app¢arfn3 at the begin-

(48) Date of publication of this corrtrtel version: “"8 alum "8"," mm O/H" PCT Gnu”
I2 Seplcrnber 2002

(Is) Intbrumlon IDOIII Correction:
sec PCI‘Gnunc No. 37/2002 of I2 Scptember?.(D2. Sec-tion I]

Petitioner Apple Inc. — Exhibit 1002, p. 300



Petitioner Apple Inc. - Exhibit 1002, p. 301

W0 lll/M6766

20

30

PCT/US00/23770

SYSTEM AND METHOD FOR INTERCONNECTING MULTIPLE VIRTUAL

PRIVATE NETWORKS

This application claims priority to the following provisional patent

applications, which are incorporated herein by reference in their entireties:

(l) Provisional Application Serial No. 60/151,563, titled "Method &

Apparatus For a Globalized Automotive Network & Exchange," filed on August 31,

1999, and having reference no. 99,532 (479.8358l).

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to virtual private networks. More particularly,

the present invention relates to virtual private networks wherein in each virtual private

network, multiple service providers can be utilized by trading partners of the

virtual private network. The end-to-end service quality of the connection within the

virtual private network is guaranteed to meet minimum requirements. The end-to-end

service quality compasses numerous factors including: network services;

interoperability; performance; reliability; disaster recovery and busin continuity;

security; customer care; and trouble handling. The system and method of the present

invention is directed to the interconnection ofmultiple virtual private networks each

having multiple service providers. Furthermore the present invention encompasses a

system and method for interconnecting multiple interconnect providers, such as

exchange points, exchange networks, direct connect or transit service providers,

between the multiple virtual private networks.’ Finally, the present invention employs

an end-to-end overseer across the multiple virtual private networks.

Description of the Related Art

Early in 1994, the automotive industry recognized the need for global network

services that would support more new demanding automotive business applications.

The purpose of this network service was to simplify complex, redundant, outdated

connection methods while minimizing costs and ensuring the management, security,

reliability, and performance essential to the automotive industry. Transport Control

Protocol/Internet Protocol (TCP/1P) was endorsed as the standard suite for electronic

data communications.
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Ultimately in 1995. the industry formed a Telecommunications Project Team

to oversee the design and development of a common global communication

infrastructure supporting automotive industry application initiatives (later called the

Automotive Network exchange (ANX) Implementation Task Force). The Task Force,

in June 1997, published the initial results of the technical design process for this new

network service, called the Automotive Network exchange (ANX), in "ANX Release

1 Draft Document Publication" (TEL-2 01.00). This reference is incorporated herein

by reference in its entirety. The TEL-2 specification undergoes constant updating and

correction.

The ANX system is a business—to-business communications infrastructure that

provides a uniform, secured link between trading partners, such as manufacturers and

suppliers, in the automotive industry. The ANX is a subscription-based network

composed of Certified Service Providers (CSP). CSPs are providers of IP network

service that have satisfied certain service end-to-end quality. CASPs are certificate

authority service providers. The Certified Exchange Point Operator (CEPO) provides

services to interconnect CSPs. CEPOs also must satisfy certain end-to-end service

quality requirements. I

Trading Partners (1?) are registered end users, or subscribers, of the ANX

system such as automotive parts manufacturers, suppliers, original equipment
manufacturers, and car manufacturers. The ANX system allows TPs to communicate,

exchange information, and transact business with other TPs over the ANX network.

The TP may utilize any TCP/[P-compliant application program to exchange

information with other TPs. The registered TP selects the TPs with which it wants to

communicate and tliereafier may gain access to and receive communications from

those selected TPs. As a result, the ANX system allows each T!’ to develop its own

virtual private network with its customers and vendors.

The ANX system significantly reduces the complexity ofconnecting to

multiple trading partners. Since there are diverse communication protocols for the

trading partners, separate links are required to access each trading partner.

By having a single private network operated under a uniform protocol,

interconnectivity between various trading partners is substantially simplified. In

addition, ANX ofiers improved end-to-end service quality. For example, if an auto

manufacturer needs to place with its parts supplier an order for car seats, the
2
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manufacturer may submit over the ANX system its confidential CAD drawings

' directly to the supplier. The manufacturer may also fill out the order form that the

supplier may have for filling orders and timely submit over the ANX syst due to its

high reliability and performance. I

The CSP and the CEPO must satisfy certain performance and security

requirements in order to be certified under the ANX. The certification process is

disclosed in ANX Release 1 Documt Publication (TEL2 02.00), which is

incorporated herein by reference in its entirety.

The ANX VPN permits the use of a plurality of difierent IPSec devices. By

virtue of the TEL-2 specification and the certification process all of the designated

IPSec device are guaranteed to communicate with one another across the ANX VPN.

While the ANX was originated out of the need to interconnect automotive

related companies, it is not limited to that industry. Any company/industry may

become 9. TP, e.g. an aerospace company, a healthcare company, etc. ANX has

become lcnown as the Advanced Network exchange.‘

With the advent of the Internet, global communication has become a reality.

While the Internet works well for non-mission critical applications, such as

transmitting and receiving e-mail and hosting websites, it has some drawbacks for

business-to-business commerce and communication that require stringent end-to—end

service quality. Quality concerns are in the area ofend-to-end service quality as

explained previously.

For example, when two companies want to communicate over the Internet, the

lag between the systems at each company will be difierent virtually every time. The

connection each has through their service provider, i.e. l4.4K, 28.8K, 56K, ISDN,

DSL. T1 , etc., plus the number ofservers through which the cormection is directed

contribute to the resulting time lag between the two companies. Depending upon the

type of information transmitted, the two parties may require a maximum acceptable

time lag. Due to the nature of the Internet, it cannot guarantee such a maximmn time

lag. Furthermore, the two companies may desire that service assistance be available

at certain times or 24 hours a day. The Internet has no such guarantees for help

availability in a multi-provider enviromnent. Such a lack of guarantwd bandwidth,

latency and reliability are major impediments to business-to-business commerce and

communication over the Internet.
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In recent years the number of electronic viruses and hacker attacks has

increased dramatically. A company considering conducting business—to-business

commerce over the Internet rims the risk ofmaking their intranet vulnerable to such

viruses and attacks with the potential related loss of data.

5 In order to address the security issue, some companies have developed virtual

private networks (VPNs). Secine VPNs permit a company to communicate with any

other entity on the network without the risk of increased vulnerability to viruses and

hackers. However. while VPNs can connect to other VPNs over the Internet by

providing authentication, access control, confidentiality and data integrity, there is

10 still no way the end-to-end quality of the connection can be guaranteed to meet a

required set of minimum standards in a multi-provider setting.

A secure VPN is a communication network that is secured with encryption and

authtication. Secrn'o_VPNs are based on multiple technologies, for example IPSec,

tunneling. certification and shared secret authentication. lPSec is the security

15 standard established by the Internet Engineering task Force (IETF). Tunneling

permits private networks to cross the Internet using unregistered IP addresses.

SUMMARY OF THE INVENTION

From the foregoing, it is desirable to provide a system and method for

interconnecting multiple V'PNs each using multiple service providers while offering a

20 minimum standard ofend-to~end service quality.

The system and method of the present invention utilizes an overseer that

defines the service quality, continually qualifies service providers as meeting that

service quality, and resolves end-to-end issues across multiple interconnected virtual

private networks, such as the ANX. When connecting multiple virtual private

25 networks according to the system and method of the present invention multiple

interconnect providers are interconnected, and the manner in which these interconnect

providers are interconnected so that the quality and reliability standards is met are

another aspect of the present invention.

Certification ofIPSec devices permits interoperability for encryption, integrity

30 and autherification across the product of all IPSec vendors. When two subscriber

companies both use certified IPSec equipment then they can provide each other with

controlled access to each other’s networks.
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Based on the foregoing, an object of the present invention is to provide a

system and method of interconnecting multiple VPNs each using multiple service

providers while offering a minimum standard of end-to-end connection quality and

reliability.

Another obj act of the present invention is to provide a system and method of

interconnecting multiple VPNs having an overseer that resolves end—to-end issues

across multiple virtual private networks.

Still another object of the present invention is to provide a system and method

ofconnecting multiple virtual private networks in which multiple interconnect

providers are interconnected so that the end-to—end service quality is met.

DETAILED DESCRIPTION OF THE DRAWINGS

The foregoing and other attributes of the present invention will he described

with respect to the following drawings in which:

Fig. 1 is a block diagram of two interconnected virtual private networks

according to the present invention;

Fig. 2 is a configuration of governance and management of separate virtual

private networks;

Fig. 3 is a configuration of governance and management of intercormected

virtual private networks according to the present invention;

Fig. 4 is an interconnection configuration for governance of multiple inter-

connected virtual private networks according to the present invention;

Fig. 5 is a flow chart showing contractual obligations according to the present

invention;

Fig. 6 is a diagram illustrating end-to-end latency in a virtual private network

having multiple service providers;
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Fig. 7 is a diagram illustrating end-to-end availability in a virtual private

network having multiple service providers;

Fig. 8 is a diagram illustrating trouble handling in a virtual private network

having multiple service providers;

Fig. 9 is a diagram illustrating an accountability model for a single virtual

private network having multiple service providers;

Fig. 10 is a diagram illustrating an accountability model for multiple virtual

private networks having multiple service providers according to the present invention;

Fig. 11 is a diagram illustrating end-to—end interconnection of two virtual

private networks according to the present invention;

Flg. 12 is a diagram illustrating a trouble escalation model for interconnection

of two virtual private networks according to the present invention;

Fig. 13 is a diagram illustrating a multiple virtual private network fee model

for interconnection of two virtual private networks according to the present invention;

is a diagram illustrating interconnection of two virtual private networks using a

multiple transit certified service providers according to the present invention;

Fig. 14 is a diagram illustrating interconnection of two virtual private

networks using a single transit certified service provider according to the present

invention;

Fig. 15 is a diagram illustrating interconnection of two virtual private

networks using a multiple transit certified service providers according to the present

invention;

Figs. 16 is a diagram illustrating interconnection ofmultiple virtual private

networks using a multiple transit certified service providers, where no single transit
6
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certified service provider connects all of the virtual private networks according to the

present invention; and

Figs. 17: - c are alternative configurations for interconnecting multiple virtual

5 private networks according to the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows a block diagram of two interconnected virtual private networks

20 and 22. The present system and method ofthe interconnecting multiple virtual

5 private networks is not intended to be limited to only these types of networks and has

applicability to a wide variety ofvirtual private networks.

Each virtual private network 20 and 22 is shown having a trading partner ('1'?)

24 and 26, respectively. While Fig. I shows only one TP 24 and 26 for each virtual

private network, there can in fact be hundred or thousands of such TPs for each virtual

10 private network. Fig. 1 is intended to define the end-to-end service quality concept,

and for such a purpose, only one TP 24 and 26 is need for each virtual private network

20 and 22.

The end-to-end service quality. provided by the present system and method of

interconnecting multiple virtual private networks, cannot be achieved by simply

15 interconnecting two virtual private networks, such as 20 and 22, with a wire. The

' end-to-end service quality incorporates a user-centric philosophy, where the user is

the T1’ or subscriber. The user is guaranteed a minimum level of service

encompassing factors that include: network services; interoperability; performance;

reliability: disaster recovery and business continuity; security; customer care; and

20 trouble handling. Simply connecting the two virtual private networks 20 and 22 with

a wire will not achieve the minirmnn satisfactory levels for these factors;

To achieve such minimum levels of satisfactory performance for these factors

the system and method must include a way to resolve disputes between the two virtual

private networks. Referring to Fig. 2, each VPN 20 and 22 is shown as having its

' 25 own governance, program management, cocpefition policy, contracts, service

assurance, and service description. While each virtual private network can operate

with a successful level of end-to-end service quality when each VPN is not

interconnected to another VPN, the governance, program management, coopetition

policy, contracts, service assurance, and service description may need to be revised

30 when interconnecting two or more VPNs in order to maintain the end-to—end service

quality. It will be appreciated that at the very least the interconnection ofat least two

VPNs adds at least one additional level ofcomplexity with regard to service between
the VPNs.
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One resolution is shown in Fig. 3, in which each VPN 20 and 22 maintain

their own governance, but the program management, coopetition policy, contracts,

service assurance, and service description for the two VPNs 20 and 22 are unified.

Such unification means that where the parameters for the program management,

5 coopetition policy, contracts, service assurance, and service description ofthe two

VPNs 20 and 22 are different, the parameter used in one of the networks is chosen as

the acceptable minimum standard or a compromise parameter diflerent from the _

parameter used in each or the VPNs is agreed upon. It is possible that the parameters

for communication within each VPN need not change, while the new parameters are

10 used only when communicating between VPNs. Fig. 3 further shows that the system

and method contemplate connecting more than two VPNs.

One configuration for governance of multiple interconnected VPNs is shown

in Fig. 4. In this scenario each VPN has its own program overseer (POVER) 30, and

a global, or multiple virtual private network, overseer 32 is provided to resolve issues

15 between the POVBRs 30. Arrows are shown between the POVERs 30 indicating that

the POVERs 30 are free to resolve their issues without requiring the GOVER 32. The

GOVER is called on when direct PQVER-to-POVER resolution fails. Each of the

POVERs 30 governs one of the regional VPNs, while the GOVER 32 oversees the

interconnection of the VPNs.

20 The GOVER is responsible for end—to-end quality assurance, and in particular

acts as an inter-VPN interconnection oertifier. The GOVER certifies interconnection

facilities, and certifies a global CASP-CASP trust model. The GOVER also is an

inter-VPN arbitrator that steps in when POVERS cannot resolve trouble between

them.

25 Since the VPNs are used to running their networks in isolation, the

interconnection ofmultiple VPNs has unique issues such as resolving trouble and

conflicts between the VPNs and maintenance of minimum end-to-end service quality

across the multiple programs. Since the system and method of the present invention

are directed to providing specific end—to-end service quality. it must be possible for

30 TPs to quantify the end-to-end savice qualitylevels, and these service quality levels

must be sumcient to allow applications to work across the multiple VPNs. Therefore,

a high level ofmehic compatibility and measurement techniques are required.
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In the ANX type VPN each TP, CSP and CEP must meet specified criteria to

become certified and to maintain that certification. The certification provides the TPs

or subscribers with confidence that the level or transport and security will meet their

business needs. The ANX type VPN utilizes multiple CSPs. On one level it is easier

to run a VPN where all TPs are required to use a single CSP. The use ofmultiple

CSPs in the ANX type VPN fosters competition between the CSP: and allows the

VPN to reach TPs that may not be serviced by a single CSP. The implementation of

multiple CSPs. however, brings with it the drawback of insuring that the CSPs can
talk to one another. Whether the connection from one TP to another TP within the

same VPN is through a single CSP of two CSPs should be invisible to the TPs. The

TPs need never know when one or more CSPs are used for any particular connection.

The certification process ensures that the 'I'Ps use one of the certified IPSec devices at

their premises, and that the CSPs will utilize certified equipment and meet certain

metrics so as to achieve the end-to-end service quality guaranteed to the TPs. In this

manner, the multiple CSPs will be able to cornrnunicate with one another. The CSPs

must meet business criteria, technical metrics, ongoing monitoring, trouble-handling

criteria, ‘routing registry criteria, and domain name registry criteria to achieve and

maintain certification. ‘

Fig. 5 shows the contractual obligations of the mbers ofan ANX-type

VPN. The TPs 40 contract with the VPN, as denoted in Fig. 5 by the arrows to the

overseer 50, and contract with one of the multiple CSPs 42. The CSPs contract with

the VPN and with the CEPO 44. The CEPO 44 contracts with the VPN. Each entity

is responsible for the services that that entity provides.

The technical metrics for achieving end-to-end service quality in the ANX-

type network include among other metrics, latency and availability. Fig. 6 illustrates

the end-to-end latency within the ANX network. The TP1 router 60 is connected to

ANX CSP. 62, which in turn is connected to ANX CBPO 64. TP2 router 66 is

connected to ANX CSP; 68. which is connected to ANX_CEPO 64. The packet

latency from each router 60 and 66 through the corresponding CSP is 125 msec. The

latency through the ANX CEPO is on the order of microseconds. The total packet

latency through the network is therefore only slightly more than 250 msec.

Fig. 7 illustrates the end-to—end availability metric. The Access network

between the TP1 router 60 and the ANX CSP; 62 is permitted to be unavailable 43.80
10
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hounvycar. The ANX CSP. 62 may only be unavailable 2.63 hrsjyear. The trunk 65

between the ANX csa. 62 and the ANX capo may only be unavailable 1.76

hrslyear. The ANX CEPO may only be unavailable 0.44 hours/year. The foregoing

availabilities yield a total of 99.895% availability or 9.22 hours per year downtime.

The outline for how trouble is handled within the ANX-type VPN is shown in

Fig. 8. There are efiectively five layers of trouble handling. At the first level trouble

between We is handled directly between the two TPs. Similarly, issues between the

We and the CSPs are handled between the two parties. CSPs and the CEPOs also

resolve their troubles between the troubled parties. A network overseer is provided to

handle troubles that cannot be handled in the foregoing scenarios. The overseer can

take complaints from the ‘FPS, the CSPs, and the CEPOs.

A key to providing predictable end-to-end service quality is that the 'l'Ps must

lrnow the level ofservice they receive. To this end four service provider

accountability levels exist. First, service providers, both interconnect providers and

CSPs, must timely fix infrequent service provider troubles. Second, there must be

end-to-end service provider cooperation to handle any troubles. Third, recourse must

be provided to resolve disputes in the event ofdisagreement between CSPs and/or

interconnect providers. Fourth, recourse must be provided to resolve continued non-

compliance with the end-to-end service quality. _

Referring to Figs. 9 and 10, charts for single VPN and interconnected VPNs

are shown, respectively. In Fig. 9, the CSPs 70, CEPOs 72 and CASPs 74 are

accountable to the POVER 76. The POVER 76 is accountable to the body 78

representing the ’I'Ps. The body 78 is accountable a regional/national arbitration body

80. Where multiple VPNs are interconnected in Fig. lo, the CSPs 70, the CEPOs 72,

and CASPS 74 are accountable to the POVERs 76. The POVER: 76 are accountable

to a GOVER 77, which in turn is accountable to the body 78. The body 78, instead of

being accountable to the regional/national arbitration body 80, is accountable to an

international arbitration body 82.

The GOVBR/POVER model is but one way to oversee ensuring of the end-to-

end service quality and metric compatibility. How the ANX-type networks are

connected will be discussed below. In this context there must be five key types of

end-to-end technology compatibility: 1 network interconnection that ensures a trading

partner on one VPN can reach any trading partner on the other VPN; 2 routing
l l

SUBSTITUTE SHEET (RULE 28)

Petitioner Apple Inc. — Exhibit 1002, p. 311



Petitioner Apple Inc. - Exhibit 1002, p. 312

W0 0|I0l6766 PCTIUSOII/237')-I

compatibility that ensures any trading partner on one VPN can logically reach nay TP

on the other VPN; 3 naming compatibility, e.g. so the web names or e-mail names of

any trading partner on one VPN can be resolved to an address that is routable over the

two VPNs; 4 IPSec compatibility; and 5 digital security certificate compatibility

5 across multiple VPNs. While Figs. 9 and lo refer to regional/national VPNS and

international arbitration, the VPNs need not be limited to a specific country or

V geographical area. Any ANX-type VPN, regardless of the location of its subscribers

could be interconnected.

While Fig. I illustrated the interconnection of two VPNs 20 and 22, a

10 significant element is missing. Fig. ll shows two VPNs, that have multiple service

providers, which are connected through an inter-program service provider. also called

an interconnect provider. The Tel-2 specification is still used as the basic guide in

determining the end-to-end service quality, however regional or particular VPN

peculiarities, referred to as deltas, must be considered when establishing the

[5 interconnected end-to-end service quality standards.

Returning to the GOVER/POVER model for overseeing interconnected VPNs;

Fig. 12 illustrates an end-to-end trouble escalation model. It is expected that CSPs

will work together to resolve trouble before contacting a POVER. Similarly, the

POVERs and/or the POVERS and the interconnect provider are expected to work

20 together to resolve trouble before contacting the GOVER

When expanding from a single VPN to interconnected VPNs the inherent

costs of running the system naturally increase. How such costs are distributed is an

important part ofthe system. As shown in Fig. 13, the POVERs 100 pay fees to the

GOVER to offset the costs of maintaining the GOVER. The VPNs having multiple

25 service providers in turn pay fees to support the POVER. FLu'thermore the

interconnect providers pay a certification fee to the GOVER for certification as a

interconnect provider between VPNs.

There are multiple methods of interconnecting multiple VPNs with

interconnect providers. As shown in Fig. 14, all the VPNs, having multiple service

30 providers, can be interconnected using a single interconnect provider. Alternatively,

all the VPNs can be interconnected by multiple interconnect providers, as shown in

Fig. 15, thereby creating competifion between the interconnect providers, just as there

is competition between the CSPs in a single xNX-type VPN. Finally, as shown in
12
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Fig. 16, where no suitable interconnect provider is available to connect all he VPNs

having multiple service providers, multiple interconnect providers are used. These

interconnect providers service different combinations of VPNs. In Fig. 16,

interconnect provider 120 interconnects VPNs having multiple service providers I22,

124, and 126. Interconnect provider 130 interconnects VPNs having multiple service

providers 132 and 126. As a result, a'I'P ofVPN 132 must connect through both

Interconnect provider 130 and Interconnect provider 120 to reach TPs ofeither VPN
122 or 124.

How the multiple VPNs interconnect will directly affect the resulting end~to-

end service quality. Figs. 17a-c illustrate potential configurations ofmultiple VPNs.

In Fig. 17s a first TP 200 connects to a first CSP 210. The CSP2l0 connects to a first

exchange point 220. The TP 200, CSP 210, and the exchange point 220 are within a

first VPN 240. A second 1? 250 connects to a second CSP 260, which connects to a

second exchange point 270. The '1? 250, CSP 260 and exchange point 270 are within

a second VPN 280. The two VPNs 240 and 280 are interconnected by an

Interconnect provider 300, which is connected to the exchange points 220 and 270.

In Fig. 17!: TP 200, CSP 210, exchange point 220 and Interconnect provider

300 are connected in theemanner shown in Fig. 17a While the second TP 250 is

connected to the CSP 260, the exchange point 270 is not provided. Instead CSP 260

is shown as connecting directly to the Interconnect provider 300. This embodiment

encompasses the situation where the Interconnect provider 300 and CSP 260 are the

same entity or are directly wired. Fig. l7c is similar to Fig. 161:, I

Except that the interconnect provider also acts as a CSP 320, and a third TP 310 is

connected directly to the Interconnect provider 300/CSP 320.

As stated previously, while the end-to-end service quality is based upon the

TEL-2 specification, the degree to which the TEL-2 specification needs to be

modified to interconnect multiple VPNs depends upon the chosen complexity of the

interconnection. An XNX-type VPN uses arnaximum of two CSPs between any two

TPS. A larger value, either three or four, is needed for multiple VPNs. The

Interconnect provider will account for one additional CSP, and for configuration set

forth in Fig. 16, two Interconnect providers are employed in addition to the two CSPs

yielding four CSPs.
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Having described several embodiments of the system and method for

interconnecting multiple virtual private networks in accordance with the present

invention, it is believed that other modifications, variations and changes will be

suggested to those skilled in the art in View of the description set fiirth above. It is

5 therefore to be understood that all such variations. modifications and changes are

believed to fall within the scope of the present invention as defined in the appended

claims.
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What is claimed is:

1. A system of interconnecting multiple virtual private networks. each of said

multiple private networks having multiple service providers. comprising:

at least one interconnect provider for connecting said multiple virtual private
networks.

said multiple virtual private networks connected through said at least one

interconnect provider having minimum standards for cross network services, virtual

private network interoperability, interbnetwork performance, inter-network reliability,

disaster recovery and business continuity, inter~network seem-ity, inter-network

customer care, and inter-network trouble handling.

2. A system as recited in claim 1. further comprising a maximum acceptable

latency between subscribers" to different ones ofsaid multiple virtual private networks.

3. A system as recited in claim 1, fin-ther comprising a maximum acceptable

number of service providers between subscribers to different ones of said multiple

virtual private networks.

4. A system as recited in claim I, further comprising a minimum acceptable

period ofunavailability of interconnected multiple virtual private networks.

5. A system as recited in claim 1, wherein each of said multiple virtual private

networks comprises a program overseer to ensure end-to-end service quality across

each ofsaid multiple virtual private networks.

6. A system as recited in claim 5, further comprising a global overseer to

ensure end-to-d service quality across multiple ones of said multiple virtual private
networks.

7. A system as recited in claim 6, wherein said global overseer resolv

disputes between ones ofsaid program overseas for said multiple virtual private

networks or said program overseers and said at least one interconnect provider.
l5
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8. A system as recited in claim 5, wherein said program overseer for each one

of said multiple virtual private networks resolves disputes between service providers

within said one of said multiple virtual private networks.

9. A system as recited in claim 6, wherein each of said program oversecrs and

said multiple interconnect providers provides financial support to run said global
OVCISRI‘.

10. A system as recited in claim 1, wherein management of said multiple

virtual private networks, contracts by between service providers and interconnect

providers, service assurance, service description and how service providers and

interconnect providers collaborate and compete are unified across said multiple virtual

private networks to ensure end—to-end service quality.

11. A system as recited in claim 1, comprising multiple interconnect

providers, wherein no one interconnect provider services all ofsaid multiple virtual

private networks.

l2. A method ofintereonnecting multiple interconnection providers between

multiple virtual private networks, each of said virtual private networks having

multiple subscribers, multiple service providers and at least one exchange point

interconnecting said multiple service providers, with guaranteed end-to—end service

quality, comprising the steps of:

providing at least one interconnect provider disposed between a first set of

said multiple service providers in one ofsaid multiple virtual private networks and a

second set of multiple service providers in a second one of said multiple virtual

private networks.

I3. A method ofinterconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 12, wherein one of said at least

one transit service providers is also one ofsaid multiple service providers within at

least one of said multiple virtual private networks.
16
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14. A method of interconnecting multiple interconnection providers between

_ multiple virtual private networks as recited in claim 12, further comprising the step of

certifying all of said multiple service providers in of said multiple virtual private

networks. said multiple transit service providers, and said exchange points to ensure

minimum end-to-end quality and security levels are maintained.

15. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim [2, comprising the further step of

providing at least one exchange point between a first set of said multiple service

providers in one of said multiple virtual private networks and said at least one

interconnect service provider.

16. A method of interconnecting multiple interconnection providers between

multiple virtual private networks as recited in claim 12. wherein a maximum number

ofservice providers between two subscribers within one of said multiple virtual

private networks is two, and the maximum mrrnber ofsaid service providers and

transit service providers between subscribers of different ones of said multiple virtual

private networks is three.

17. A method of interconnecting multiple interconnection providers between

multiple virtual private networics as recited in claim 15, further comprising the step of

providing at least one second exchange point betwe a second set ofsaid multiple

service providers in another one of said multiple virtual private networks and said at

least one transit service provider.

18. A system of interconnecting multiple virtual private networks, each of

said multiple private networks having multiple service providers, comprising:

at least one interconnect provider for connecting said multiple virtual private

networks,

each ofsaid multiple virtual private networks comprising a program overseer

to ensure end-to-end service quality across each of said multiple virtual private

networks. and
l 7
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a global overseer to ensure end-to—end service quality across multiple ones of

said multiple virtual private networks,

said multiple virtual private networks connected through said at least one

interconnect provider have: minimum standards for cross network services; virtual

private network interoperability; inter—network performance; inter-network reliability;

disastu recovery and business continuity; inter-network security; inter-network

customer care; and inter-network trouble handling.

19. A system as recited in claim 18, firrther comprising a maximum

acceptable latency between subscribers to different ones of said multiple virtual

private networks.

20. A system as recited in claim 18, further comprising a maximum

acceptable number of service providers between subscribers to different onm ofsaid

multiple virtual private networks.

21. A system as recited in claim 18, further comprising a minimum acceptable

period of unavailability of interconnected multiple virtual private networks.

22. A system as recited in claim 18, wherein said global ovuseer resolves

disputes between ones of said program overseers for said multiple virtual private

networks or said program overseers and said at least one interconnect provider.

23. A system as recited in claim 18, wherein said program overseer for each

one ofsaid multiple virtual private networks resolves disputes between service

providers within said one ofsaid multiple virtual private networks.

24. A system as recited in claim 18, wherein each of said program overseers

and said multiple interconnect providers provides financial support to rtm said global

0V€l'30Cl'.

25. A system as recited in claim 18, wherein management ofsaid multiple

virtual private networks, contracts by between service providers and interconnect
18
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providers. service assurance, service description and how service providers and

interconnect providers collaborate and compete are unified across said multiple virtual

private networks to ensure end-to-end service quality.

5 26. A system as recited in claim 18, comprising multiple intercnrmect

providers. wherein no one interconnect provider services all of said multiple virtual

private networks.
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Attorncy Docket No. 077580-0090

IN TH E UNITED STATES PATENT AND TRADEMARK OFFICE

In the Reexamination of:

Edmund Munger, et al.

U.S. Patent No.: 7,188,180

Filed: November 7, 2003

Issued: March 6, 2007

Examiner:

Andrew L. Nalven

For: METHOD FOR ESTABLISHING

SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF

VIRTUAL PRIVATE NETWORK

Group Art Unit: 3992

Reexamination Proceeding
Control No.: 95/001,270

Filed: December 8, 2009

%€i%%§%§§%%%%€%
PETITION FOR EXTENSION OF TIME UNDER 37 C.F.R. § 1.956 TO REPLY TO

OFFICE ACTION IN REEXAMINATION

Mail Stop INTER PARTES REEXAM
Central Reexamination Unit

Office of Patent Legal Administration
United States Patent & Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.956, the Patent Owner respectfully requests a two-month

extension of time to respond to the Office Action mailed January 19, 2010 (“the Office Action”).

The current deadline for response is March 19, 2010. A two-month extension would extend the

deadline to May 19, 2010.

For reasons stated more fiilly below, the extension of time requested is necessary to fiilly

and completely address the §§ 102 and 103 rejections in the Office Action. The complexity of
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the issues raised by the Office Action is exacerbated by (1) the need to investigate the inventive

activities behind any and/or all of the rejected claims and the corresponding possibility that at

least the Aventail Connect Administrator’s Guide (“Aventail”), upon which a § l02(a) rejection

is based, is not proper prior art, and (2) the consideration of whether a § 1.132 declaration from a

technical expert is appropriate and, importantly, is available under the constraints imposed by the

current period for response. Further straining the ability of the Patent Owner,to respond to the

outstanding rejections are (1) the delay in the Patent Owner’s receiving the Office Action after it

was mailed, (2) a concurrent trial involving the above-referenced patent, which has caused a

significant drain on the Patent Owner’s resources, especially the inventors who are necessary to

prepare a proper response to the Office Action, and (3) the concurrent reexamination proceedings

of a patent related to the above-referenced patent, described below, which has also caused a

significant drain on the availability of the Patent Owner’s resources. In light of these factors, as

more Fully explained below, the Patent Owner respectFul|y requests a two-month extension of

time to May 19, 2010 to respond to the outstanding Office Action.

1. Delay In Receipt of The Office Action

Prelirninarily, the Patent Owner lost several important and useful days of the period for

response. Despite having a mailing date of January 19, 2010, the Office Action was not received

by the Patent Owner until January 26. 2010. The Patent Owner filed a Power of Attorney for

U.S. Patent No. 7,188,180 (“the ‘180 patent”) on December 15, 2009, which was accepted on

December 30, 2009. Because the Patent Owner had not received a Notice ofAcceptance, it filed

another Power of Attorney on January 14, 2010, before the mailing of the Office Action. This

second Power of Attorney was not accepted until January 22, 2010. Despite the Patent Owner’s

efforts, the Office Action was mailed to its prior patent counsel, who then forwarded the Office

Action to the Patent Owner’s current counsel on January 25, 2010. For this reason, the Patent

Owner did not receive the Office Action until after a critical week of its time period For response

expired.

1]. Complexity of The Office Action

Preparing a response to the Office Aetion will involve substantial analysis requiring

significant time and resources. Claims 1, 10, 12-15, 17, 26, 28-31, and 33 of the ‘I80 patent are

t»)

Petitioner Apple Inc. — Exhibit 1002, p. 332



Petitioner Apple Inc. - Exhibit 1002, p. 333

Control Number: 95/001,270

rejected under 35 U_.S.C. §§ 102 and 103 as allegedly being anticipated by and/or rendered

obvious by combinations of Aventail, the VPN: An Overview reference, the Network Working

Group RFC: 1035 reference, the Building and Managing Virtual Private Networks reference by

Kosiuer, the Implementing IPsec reference by Kaufman, the Public Key Distribution with Secure

l)NS reference by Galvin, the Gauntlet Firewall for Windows NT Admini'strator ’s Guide

reference. the Windows NT Technical Support: Hands-0n reference, the Installing, Configuring,

and Using PPTP white paper, and the Building a Microsoft VPN reference (collectively “the

References”). Preparation of a response to the outstanding Office Action (“the Response”)

naturally requires substantive analysis of the References and comparison of them to the thirteen

rejected claims. The References describe complex systems spanning over 1500 pages. While

the Patent Owner has reviewed the References in its due diligence conducted to date, the

complexity of each of the References requires a more in depth analysis and comparison by

personnel of the Patent Owner, including one or more of the inventors, whose availability within

the two month period for response to the Office Action has been and will continue to be limited,

as discussed below.

In addition, due to the considerable ramifications of canceling or amending the rejected

claims, the Patent Owner believes it necessary to consider providing the Examiner with the

views of an independent technical expert in 21 § 1.132 declaration. To date, the Patent Owner has

actively considered the use of and investigated several candidates to serve as a technical expert

for providing such a § 1.132 declaration. It has proven extremely difficult to locate such an

expert who can provide fully informed views within such a short time-frame — several contacted

so far have expressed that there is insufficient time to tackle all of the relevant issues in the time

permitted by the current deadline for a response to the Office Action.

The Patent Owner also is necessarily investigating the relevant dates of conception and

reduction to practice, as well as diligence therebetween, of the inventions defined in one or more

ofthe rejected. claims to determine which ofthose activities predates the date of publication of

one or more of the References, including, for example, Aventuil, and, thus, whether or not one or

more of the References, including Aventail, constitutes prior art to one or more of the rejected

claims. This investigation necessarily requires significant time from the Patent Owner during a

time when its relevant personnel, including one or more of the inventors, are strained for time
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and attention as a result of their other duties in the co-pending reexamination and the concurrent

litigation.

ll. Concurrent Litigation and Trial Proceedings

Just at the time when the Patent Owner is in need of significant resources to respond to

the Office Action, many ofthose very resources are now heavily taxed by the pending litigation

proceedings involving the ‘I80 patent and others. As mentioned in the Replacement Request for

Inter Partes Reexamination of Patent, the ‘I80 patent is currently a subject of litigation in Case

No. 6:07-cv-80 in the Eastern District of Texas captioned VirnetX, Inc. v. Microsoft Corp, a

litigation in which the Requester itself is involved. As provided in the Court’s Scheduling Order

of June 30, 2009, the jury trial in this litigation is scheduled to begin on March 8, 2010

(following jury selection on March I, 2010), a mere eleven days before the response to the

Office Action is currently due. Various personnel of the Patent Owner are spending significant

time in preparing for that trial. As a result, resources and personnel of the Patent Owner required

to fully and accurately prepare a response to the Office Action are temporarily limited while the

time-consuming trial preparations are conducted as the trial in Texas nears. A

While the Patent Owner’s counsel continues to perform its due diligence for responding

to the Ofifice Action, the looming trial proceedings will make it diffieult to complete the Patent

Owner’s diligence by the current March 19 deadline for response to the Office Action.

Moreover, not only would a two month extension permit the resources to be dedicated to

responding to this Office Action, it would likely also pemiit consideration of any court

conclusions regarding the claims presently under reexamination.

ill. Concurrent Reexamination of Patent No. 6,502,135

Further straining the circumstances are the concurrent inter partcs reexamination

proceedings involving related Patent No. 6,502,135 (“the ‘I35 patent”), which is also at issue in

the above—mentioned litigation and is also initiated by the Requester who is involved in

litigation. The Office Action mailed January 15, 2010 in the re-examination of the ‘I35 patent

(“the Related Reexamination”) requires a response due March 15, 2010 — Four days before the

due date for the response to the Office Action in the present case (a petition for an extension of

time is similarly being filed in the Related Reexamination).
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Analyzing the Office Action in preparation for a response in the Related Reexamination

has already taken a significant amount of the Patent Owner’s resources and personnel, including

one or more of the inventors, and will require more of their time in the future. Accordingly,

responding to the present Office Action has taken, continues to take, and will continue to take a

large amount of the very personnel and resources that are necessary at trial and in the Related

Reexamination.

IV. Conclusion

For the reasons stated above, the Patent Owner believes that a two-month extension is

appropriate. A prompt decision granting this extension of time is respectfully requested to allow

the Patent Owner 3. fair opportunity to respond to the present Office Action.

Please charge any shortage in fees due in connection with the filing of this paper,

including the petition Fee of $200.00 set Forth in 37 C.F.R. § l.l7(g), to Deposit Account 50l I33

and please credit any excess fees to such deposit account.

Respectfully submitted,

Mc|')F.RMO'TT Wll..|. & F.MF.RY l.l,P

/Toby H. Kusmer/

Toby H. Kusmer, P.C., Reg. No. 26,418
Matthew E. Leno, Reg. No. 41,149

Hasan M. Rashid, Reg. No. 62,390

McDermott Will & Emery LLP

Attorneys for Applicant

28 State Street Please recognize our Customer No. 23630

Boston. MA 02109-1775 as our correspondence address.

Telephone: (617) 535-4000
Facsimile: (617)535-3800

tkusmer@,mwe.com

mleno@mwe.com

hrashid@mwe.com

Date: February 22, 2010

HST99 |64.l7‘)4-2.0775S0.fll770
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METHOD FOR ESTABLlSHlNG SECURE COMMUNICATION LINK BFFWEEN
COMPUTERS OF VIRTUAL PRIVATE NETWORK   Title of invention:
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I

T

Payment information:

 
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

 

  

  

 
 

 

 

 
 

  

  
 Charge any Additional Fees required under 37 C.F.R. Section 1.i7 (Patent application and reexamination processing fees) 
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File Listing:

Document Dow ‘D . t. File Size(Bytes)I Multl Pages
Number men “mp Ion Message Digest Part l.zip (ifappl.I

l2623i

Reexam Request for Extension of 1’Ime Petition_Extension_‘i 80.pdf
%'.L5bJilT77eI6ci15i.z¢2olb3c_'3iidX7i'

Warnings:

Fee Worksheet (PTO-875) fee-info.pdf

Information:

W W“ 5*“ Ii" ‘W’

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. it serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1 .54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

L;:I:_.-_,'_- ' -- A-, .;..-I I‘.

lfa timely submission to th national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCTIDOIEO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be Issued In addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP1B10l, a Notification of the international Application Number
and of the International Filing Date (Form PCTIROI1 05) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the International filing date of
the application.
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Attorney Docket No. 077580-0090

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Reexamination of:

Edmand Munger. et al.

U.S. Patent No.: 7,l88,l80
Filed: November 7. 2003
Issued: March 6. 2007

Examiner:
Andrew L. Nalven

For: METHOD FOR ESTABLISHING
SECURE COMMUNICATION LINK

BETWEEN COMPUTERS OF VIRTUAL
PRIVATE NETWORK

Group Art Unit: 3992

Reexamination Proceeding
Control No.: 95/001,270
Filed: December 8, 2009

v~é~yVyVy%v~«wr‘w4~¢4»r%Ie§I~«
QERI IEICA IE OF SERVICE

WE HEREBY CERTIFY that the Petition for Extension of Time Under 37 C.F.R. § [.956 to

Reply to Ofiice Action in Reexamination, filed with United States Patent and Trademark Office on
February 22, 2010, was served this 22nd day of February, 2010 on Requester by causing a true copy of
same to be deposited as first-class mail for delivery to:

William N. Hughel
Rothwell, Figg, Ernst & Manbeck, P.C.

1425 K Street N.W.
Suite 800

Washington, D.C. 20005

Respectfully bmitted,
McDE WILL & EMERY LLP

  HToby H. 
 

  . .C., . 26.4l8

Matthew no, Reg. No. 4|.l49
Hasan M. ashid. Reg. No. 62.390
McDennon Will & Emery LLP

Attorneys for Applicant
28 State Street Please recognize our Customer No. 23630 in

Boston, MA 02109-l 775 our correspondence address.
Telephone: (617) 535-4000
Facsimile: (617)535-3800

tkusmer@mwe.com,

mleno@mwe.com
hrashid@mwe.com
Date: February 22, 2010
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

 
if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Applicatiog under 35 U.S.C. 371
If a timely submission to enter the national stage of an International application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

“Q I! I. I! I. I. E.‘ I .l” “SE13 8 .. gm‘

Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1 810), a Notification of the international Application Number
and of the lntemational Filing Date (Form PCT/ROI105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TIRADEMARK OFFICE UNITI-'.l') STATF5 DFTPA RTM FNT OF (?(')MM'F,RCE
United Suites Patent and Tradunuk Omce
Afliifli ‘!'MMI§]UN'EE FUN }"A'|.'l£N'l'5  2:JI.Lma

95/001.270 12/03/2009 7188180 3755-12:
CONFIRMATION NO. 2128

23630 POA ACCEPTANCE LETFEFI
MCDERMOTT WILL 8. EMERY LLP

28 STATE STREET . I f I EBOSTON‘ MA 0m9_m5 llllflmlfllllmllflmllwmjijfllflIllllllllmllllll
Date Mailed: 01/22/2010

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power oi Attorney filed 01/14/2010.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/sdstcvcnsoul

Office of Data Management. Aflplication Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

pagelofl
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UNITED STATES PATENT A\lD TIRADEMARK OFFICE UNT'I'F.'T) HTATF3 DFTA RTMFINT OF C()MMFRCF'.
Unllcd States Patent and Tndcnurl Offlce
Adm-u:COMMIE§ (NEE I-UK }’A'l'l£I\"l‘5PC. Box IA

,u.annu'a.v'q;'ini: 20.11.;-use  Wwmmw

95/001,270 12/03/2009 7133130 3755-121

CONFIRMATION No.’ 2128
22907 POWEFI o1= ATTORNEY NOTICE
BANNER 81 WITCOFF. LTD.

$3203-REE-, N.W. lllllllllllllllullllllllllllgwllllgymillllllllllllll
WASHINGTON. DC 20005-4051

Date Mailed: 01/22/2010

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 01/14/2010.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of reoord(37 CFFI 1.33).

lsdstevensonl

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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U 5 Parent and Trademark Omen: US. DEPARTMENT OF COMMERCF

Under the Paperwork Reduction Act or 1993. no person: are required to respond to 3 ooflection ol intormotron onus: it displays a valid OMB cnntrol number
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REEXAMINATION - PATENT OWNER
POWER OF ATTORNEY OR

REVOCATION OF POWER OF ATTORNEY
WITH A NEW POWER OF ATTORNEY

AND

CHANGE OF CORRESPONDENCE ADDRESS

 
 

  

 

 D A Power of Attorney is submitted herewith.
OR

I hereby appoint Practitioner(s) associated with the following Customer Number as mylour
attomeyts) or agent(s) to prosecute the proceeding(s) identified above, aid to transact all

OR business in the United States Patent and Trademark Office connected therewith:

D I hereby appoint Praclitionerts) named below as mylaur attorneyts) or agentts) to prosewte the prooeecling(s)
identified above. and to transact all business it the United States Patent and Trademark Office connected therewith:

Pract.itioner(s) Name

 

  

  
  

 
Registration Number

  

 

 Please recognize or change the correspondence address for the above-identified reexamination proceedhg control numberte)
(more than one may be changed only I they are merged prowedinge) to be:

The address associated win the above-mentioned Customer Number.
OR

B The address assodated with Customer Number.

  

  
  

 
 

 3 _

 I am the:

E] inventor. having ownership 01 the patent behg reexamined.
OR

Patent owner.Statement under 37 CFR 3 7J(b) (Form PTO/SB/96) submitted herewith or filed an
SIGNATURE oi inventor or Patent Owner

Title and Com m

EDIE: signature: at all the inventors or mtent owners of the critic interest or me-r representative“) are required. Subrm multiple lama I more than onesignature is required. see below’.

  
 

 

 

 
  
  

 
 

 

  

    

 

II you need assistance in uomplellno the farm, ca/I 14100-PTO-9 199 and select option 2.
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The page size in the PDF is too large. The pages should be 8.5 x11 or A4. if this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

_ . _ 743249
Asslgnee showing of ownership per 37

CFR 3.73"’). Larson_Statement.pdf d7d8549|Id%T7H!l¢9H2%QI&)d6
MTNII

'°*=' ‘"3 5*" “" ‘W’

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.111
if a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1 .53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establishthe filing date of the application.

National Stage ofan international Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCTIDOIEOIQO3 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be Issued in addition to the Filing Receipt, In due course.

New international Application filed with the QSPTO as a Receiving Office
if a new international application is being flied and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP1B10). a Notification of the International Application Number
and of the lntemational Filing Date (Form PCTIROI105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Page I of 1

’s’:\§ UNITED STATES PATENT AND 'lhAD1-:MARx OH-‘ICE 
 

UNITED STATES DEPAIITMENT OP COMMEICE
Unllul 8:.-In Pnocnt ml Tmdcuarln om-.u

131!)-I450

lllllfllllllllllllllllmlllllflllllllllllllllll CONFIRMATION No. 2123
BID Data Sheet ‘

FILING OR 371(6)

SERIAL NUMBER °"E GROUP ART UNIT
95/001,270 12/03/2009. 3992

RULE

ATTORNEY
DOCKET NO.

3755-121

- PPLICANTS

7188180. Residence Not Provided:
VIRNETX INC.(OWNER), SCOTTSVALLEY DRIVE, CA;
MICROSOFT CORPORATION(3RD. PTY. REO.). CHEVY CHASE, MD; ‘
MICROSOFT CORPORATION(REAL PTY. IN INTEREST), CHEVY CHASE, MD;
ROTHWELL, FIGG, ERNST 8. MANBECK, P.C., WASHINGTON, DC

‘ CONTINUING DATA '

This application is a REX of 10/702,488 11/07/2003 PAT 7,188,180
which is a DIV of 09/558,209 04/26/2000 ABN
whidw is a ClP of 09/504,783 02/15/2000 PAT 8,502,135
whld1 is a CIP of 09/429,643 10/29/1999 PAT 7,010,604
which claims benefit of 60/106,261 10/30/1998
and claims benefit of 60/137,704 06/07/1999

FOREIGN APPL|CA‘l1ONS '*--******-"'*-W

l orelm Priority dalrrnd _ D yes 0 no
5 use 119 (a-d) conditions Cl ye, D "0 Cl Me, 3",, STATE OR
‘ '_ COUNTRY

ETHOD FOR ESTABLISHING SECURE COMMUNICATION LINK BETWEEN COMPUTERS OF VIRTUAL
I‘ RIVATE NETWORK ‘

D 1.16 Fees ( Flllng)

HUNG FEE FEES: Authority has been given in Paper  
RECEIVED :3: Z___ :g'cfl‘;:;gw¢ai/rgednt DEPOSIT ACCOUNT time l
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UNITED STATES PATENT AND TRADEMARK Omce
UNITED STATES DEPARTMENT OF COM M ERCI:
United Smn hunt and Trademark 0l'II:c
Adtulz COMMISSIONER I-‘OR PATENTS

P.O. Bauoso
Alunmn Virgina 22JIJ- I130wvv.:npupv

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY IXJCKET NO. CONFIRMATION NO.

95/00l,270 I2/08/2009 7l88I80 3755-l2| ZIZB '

22901 7590 0|/19/1010

aA~~mwncon=,m. .
1 I00 I3th STREET, N.W. ’ NALVEMANDREW L
SUITE I200 ‘

wAsHrNGToN.Dc2ooos4os1 J99‘!

DELI VERY MODE

0|/I9/2010 PAPER

Please find below and/or attached an Office communication concemlng this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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