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D882

D883

xhibit X9, Guttman,E. et al., IETF RFC 2504, “Users’ Security Handbook” (February 1999) Is

D870 : :
CRLProfile” (January 1999) Is accessible At: http:/Avww.ietf.org/rfc/rfc2459.bt

Conjunction with RFC 920, Reed, and Beser

D877

Exhibit C6, Claim Chart — USP 7,418,504 Relative to Beser, Alone and in Conjunction with RFC

Cisco Systems, Inc., Appice, inc, Aastra Technologies Lid., NEC Corporation, NEC Corporation of

D884

 

  
     
 

 

ccessible At: http:/Avww.ietf.org/rfc/ric2504.tt

Exhibit C3, Claim Chart — USP 7,418,504 Relative to Provino, Alone and in Conjunction with RFC

920, RFC 2401, and Reed

America and Aastra USA,Inc., Civ. Act. 6:2010cv00417 (E.D. Tex) 

  
 

Exhibit D2, Asserted Claims and Infringement Contentions by Plaintiff VirnetX Inc. against Apple Inc.
Basedon the 7,418,504

Exhibit X5, Eastlake, D., et al., IETF RFC 2538, “Storing Certificates in the Domain Name System
(DNS)” (March 1999)

Exhibit X6, Kent, S. IETF RFC 2401, “Security Architecture for the Internet Protocol,
(November1998) http:/Avww.ietf.org/rfc/ric2401.tx«t
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psas|Exhibit X8, Postel, J. et al., IETF RFC 920, “Domain Requirements” (October 1984) Is Accessible at
http:/Avww.ietf.org/rfc/rfc920. txt

psa6|Exhibit X10, Reed, M.etal. “Proxies for Anonymous Routing,” 12th Annual Computer Security
Applications Conference, San Diego, CA, Dec. 9-13, 1996.

ps87|Requestfor Inter Partes Reexamination Transmittal form P|
psag|Transmittal Letter

Dssg|Request for Inter Partes Reexamination Under 35 U.S.C. § 311

psgo|Exhibit D-7, “Thomas”: Brian Thomas, “Recipe for E-Commerce, IEEE Internet Computing, (Nov.-
Dec. 1997)

psg1|Exhibit D-9, “KentII": Stephen Kent & Randall Atkinson, “IP Encapsulating Security Payload (ESP),”
Internet Engineering Task Force, Internet Draft (Feb. 1998)

psg2|Exhibit C1, Claim Chart —- USP 7,921,211 Relative to Solana, Alone andin Conjunction with RFC
920, Reed and Beser (Camefrom Inval. Cisco dtd 11/18/11)

pgg93|Exhibit C2, Claim Chart - USP 7,921,211 Relative to Solana in View of RFC 2504 and Furtherin
Conjunction with RFC 920, Reed, and Beser

pso4|Exhibit C3, Claim Chart - USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC
920, Reed, and Beser

ps95|Exhibit C4, Claim Chart - USP 7,921,211 Relative to Provino in View of RFC 2230 and Furtherin
Conjunction with RFC 920, Reed and Beser

D896 Exhibit C5, Claim Chart - USP 7,921,211 Relative to Provino in View of RFC 2504 and in Further
Conjunction with RFC 920, Reed and Beser

Dsg7|Exhibit C6, Claim Chart - USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

psgg|Exhibit C7, Claim Chart - USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with RFC
920, Reed, and Beser

Dagg|Exhibit C8, Claim Chart - USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

p900|211 Request for Inter Partes Reexamination

201|Exhibit C1, Claim Chart — USP 7,418,504 Relative to Solana, Alone and in Conjunction with RFC920, Reed and Beser

Exhibit C2, Claim Chart — USP 7,418,504 Relative to Solana in View of RFC 2504 and Furtherin
Conjunction with RFC 920, Reed, and Beser

920, Reed, and Beser

p904|Exhibit C5, Claim Chart - USP 7,418,504 Relative to Provino in View of RFC 2504 andin Further
Conjunction with RFC 920, Reed and Beser

pO p903|Exhibit C3, Claim Chart - USP 7,418,504 Relative to Provino, Alone and in Conjunction with RFC

Exhibit C6, USP 7,418,504 Relative to Beser, Alone and in Conjunction with RFC 920, RFC 2401,
and Reed

D906|Exhibit C7, Claim Chart - USP 7,418,504 Relative to RFC 2230, Alone and in Conjunction with RFC
920, RFC 2401, Reed, and Beser
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Exhibit 232, Understanding OSF DCE1.1 for AIX and OS/2'vs. Claimsofthe ‘504 Patent?”

Exhibit 233, Understanding OSF DCE 1.1 for AIX and OS/2" vs. Claimsofthe ‘759 Patent?

p918|Exhibit 234, U.S. ‘648’ vs. Claimsof the ‘135 Patent

 
p919|Exhibit 235, U.S. ‘648' vs. Claimsof the ‘211 Patent

 
 
 

|0920|Exhibit 236, U.S. ‘648’ vs. Claimsof the ‘504 Patent?
p921|Exhibit 237, U.S. '648' vs. Claimsof the ‘135 Patent”

|D922 Exhibit 238, Gauntlet System ' vs. Claimsofthe ‘211 Patent?
p923|Exhibit 239, Gauntlet System ‘vs. Claims of the ‘504 Patent”

41 ‘

0924|Exhibit 240, Gauntlet System=vs. Claims of the ‘135 Patent?
925 Exhibit 241, U.S. ‘588 ‘vs. Claimsofthe ‘211 Patent”

Exhibit 242, U.S. ‘588 ‘vs. Claimsof the ‘504 Patent’

|SRVwGe
D930|Exhibit 246, {TU-T Standardization Activities "vs. Claimsof the ‘135 Patent” 
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Exhibit 249, Gauntlet System ' vs. Claimsofthe ‘151 Patent”

 
 

p934|Exhibit 250, ITU-T Standardization Activities ‘vs. Claims of the '151 Patent”

0935|Exhibit 251, U.S. Patent No. 5,940,393 "vs. Claims ofthe ‘151 Patent?  
 

p936|Exhibit 252, Microsoft VPN ‘vs. Claims of the ‘151 Patent”

p937|Exhibit 253, U.S. Patent No.6,324,648 "vs. Claims ofthe ‘151 Patent?

p938|Exhibit 254, U.S. Patent No.6,857,072 ‘vs. Claimsof the ‘151 Patent

D939|Exhibit A, Aventail Press Release, May 2, 1997

D940

Exhibit G, Aventail Press Release, May 26, 1999D

Exhibit H, Aventail Press Release, August 9, 1999

6

mxhibit B, InfoWorld, “Aventail Delivers Highly Secure, Flexible VPN Solution,” InfoWorld, page 64D,
1997)

xhibit C, Aventail AutoSOCKS v2.1 Administrator's Guidemim
Exhibit D, Aventail Press Release, October 12, 1998

Exhibit J, “Aventail ExtraNet Center 3.1: Security with Solid Management, Network Computing, June  28, 1999

Petition in Opposition to Patent Owner's Petition to Vacate Inter Partes ReExamination
Determination on Certain Prior Art
 

p947|Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

p94g|Exhibit B, Certificate of Service to Requestfor Inter Partes Reexamination UnderU.S.C.§ 311

pg94g|Exhibit C1, Claim Chart Aventail Connect v3.1

Exhibit C2, Claim Chart Aventail Connect v3.01

Exhibit C4, Claim Chart Wang

p953|Exhibit C5, Claim Chart Beser

|D954 Exhibit C6, Claim Chart BINGO

 
 

09st|Exhibit C3, Claim Chart Aventail AutoSOCKS

Exhibit X6, U.S. Patent 6,496,867

Exhibit X10, U.S. Patent 4,885,778

Exhibit X11, U.S. Patent 6,615,357
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Exhibit E-1, Claim Charts Applying Kiuchi to Various Claims of the ‘135 Patent

p963|Exhibit E-2, Claim Charts Applying Wesinger to Various Claimsof the ‘135 Patent

Exhibit E-3, Claim Charts Applying Solana to Various Claims of the ‘135 Patent

Ea Exhibit E-4, Claim Charts Applying Aziz to Various Claimsofthe ‘135 Patent
pgee|Requestfor Inter Partes Reexamination Transmittal Form

p967|Requestfor inter Partes Reexamination

Exhibit C1, Claim Chart Aventail Connect v3.01

Exhibit C4, Claim Chart Beser

D Request for Inter Partes Reexamination Under 35 U.S.C. § 311

D976|Exhibit B, Certificate of Service to Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

D977|Exhibit E-1, Claim Charts Applying Kiuchi, and Kiuchi and Martin to Claims of the ‘151 Patent

D978|Exhibit E-2, Claim Charts Applying Wesinger, and Wesinger and Martin to Claimsof the ‘151 Patent

D979|Exhibit E-3, Claim Charts Applying Blum to Claims of the ‘151 Patent

p9go|Exhibit E-4, Claim Charts Applying Aziz and Edwards, and Aziz, Edwards, and Martin to Claimsof

 

the ‘151 Patent

p981|Exhibit E-5, Claim Charts Applying Kiuchi and Edwards, and Kiuchi, Edwards, and Martin to Claims

D982

 of the ‘151 Patent

  
 

Exhibit E-6, Claim Charts Applying Wesinger and Edwards, and Wesinger, Edwards, and Martin to
Claims of the ‘151 Patent 
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p983|Exhibit A, U.S. Patent 6,839,759

p9s4|Exhibit C-1, U.S. Patent 6,502,135

pgas5|Exhibit E-1, Claim Charts Applying Kiuchi, as Primary Reference to the ‘759 Patent

pg9se|Exhibit E-2, Claim Charts Applying Kent as a Primary Reference to the ‘759 Patent
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D987|Exhibit E-3, Claim Charts Applying Aziz as a Primary Reference to the ‘759 Patent

D9 Exhibit E-4, Claim Charts Applying Kent in View of Caronni as a Primary Combination of References
to the ‘759 Patent

p9sg|Request for Inter Partes Reexamination Transmittal Form

pg990|Request for Inter Partes Reexamination

099|Requestfor Inter Partes Reexamination Transmittal(form 1449/PTO)
|0992|Certificate of Service to Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

Fao

p993|Requestfor Inter Partes Reexamination

D994{|Request for Inter Partes Reexamination Transmittal Form

0995|Requestfor Inter Partes Reexamination
pgg6|Request for Inter Partes Reexamination Transmittal Form  

 

 
p997|Exhibit C1, Claim Chart - USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC

920, Reed and Beser

p9gg|Exhibit C2, Claim Chart - USP 7,921,211 Relative to Solana in view of RFC 2504 and Furtherin
conjunction with RFC 920, Reed, and Beser

p999|Exhibit C3, Claim Chart - USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC
920, Reed, and Beser

Exhibit C4, Claim Chart - USP 7,921,211 Relative to Provino in view of RFC 2230 and Furtherin
Conjunction with RFC 920, Reed and Beser

  
 

Exhibit C5, Claim Chart —- USP 7,921,211 Relative to Provino in view of RFC 2504 andin Further
Conjunction with RFC 920, Reed and Beser

Exhibit C6, Claim Chart - USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

Exhibit C7, Claim Chart - USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with RFC
920, RFC 2401, Reed, and Beser

Exhibit C8, Claim Chart ~ USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

Exhibit D1, Asserted Claim and Infringement Contentions by Plaintiff VirnetX, Inc. in Virmetx, Inc. v.
Cisco Systems,Inc., Apple iInc., Aastra Technologies Ltd, NEC Corporation, NEC Corporation of
America and Aastra USA,Inc., Civ. Act 6:2010cv00417 (E.D. Tex)

Exhibit D2, Asserted Claims andInfringement Contentions byPlaintiff VirnetX, Inc. against Apple
based on 7,921,211 Patent
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D1007| Exhibit B1, File History of U.S. Patent 7,418,504  

 
  

 
 D1008} Exhibit B2, File History of U.S. Patent Application No. 09/558,210 

 
  

 Exhibit D-10, Gaspozet al., “VPN on DCE: From Reference Configuration to Implementation,”
Bringing Telecommunication Services to the People — IS&N '95, Third International Conference on

D1009

intelligence in Broadband Services and Networks, October 1995 Proceedings, Lecture Notes in
Computer Science, Vo!. 998 (Springer, 1995)

|01010 Exhibit D-11, Copyof U.S. Patent No. 6,269,099
1011 Exhibit D-11, Copyof U.S. Patent No. 6,560,634

 
  

 
 

 
  

Exhibit D-13, Pallen, “The World Wide Web,” British Medical Journal, Vol. 311 at 1554 (Dec. 1995)

D1013| Exhibit 0-14, Rivestet al., “A Method for Obtaining Digital Signatures and Public-Key
ryptosystems,” Communications of the ACM, 21:120-126 (Feb. 1978)

D1014| Exhibit 0-15, Copy of U.S. Patent No. 4,952,930

Exhibit D-17, Pfaffenberger, Netscape Navigator 3.0: Surfing the Web and Exploringthe Internet,
Academic Press (1996)

 Exhibit E-1, Copy of Catalog Listing by IBM for RS/6000 RedbooksCollection which includes a Link
to the Lendenmann reference. Thelink to the Lendenmannreference wasarchivedat archive.org
on December7, 1998 andretrieved by the Wayback Machine

D102 Exhibit E-10, copy of an Archived Version of the Lawton reference archived at archive.org on
February 19, 1999 andretrieved by the Wayback Machine

Exhibit E-11, Abstracts of the Proceedings of the Symposium on Network and Distributed System01021 or021 Security, 1996, Archived at archive.org on April 10, 1997, and retrieved by the Wayback Machine
D1022| Exhibit E-12, 1996 Symposium on Network and Distributed System Security, Website Archived by

archive.org (Apr. 10, 1997), Retrieved by the Wayback Machine at
http:/Aveb.archive.org/web/199704 101 14853/http://computer.org/cspress/catalog/proc9.htm.

D1023} Exhibit E-13, Copy of Search Results for ISBN 0-12-553153-2 (Pfaffenberger) from
www.isbnsearch.org

|1024 Exhibit F-1, Claim Charts applying Lendenmann as a Primary Reference to the ‘504 Patent.

oO

  

  
  

D1025| Exhibit F-2, Claim Charts applying Aziz as a Primary Reference to the ‘504 Patent

D1026| Exhibit F-3, Claim Charts applying Kiuchi and Pfaffenberger as Primary Referencesto the ‘504
Patent

D1027| Exhibit E-2, First Page of U.S. Patent No. 5,913,217 published June 15, 1999 andciting a portion of
the Lendenmannreference asa prior art refererice

pO D1028| Exhibit E-3, Request for Comments 2026,“The Internet Standards Process ~ Revision 3,” October P|1996
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Exhibit E-4, First Page of U.S. 5,463,735, published October 31, 1995 and citing RFC 793 as a prior
art Reference

Exhibit E-5, Copy of cataloglisting from Boston University Digital Common Website, listing the
Martin reference with an issue date of February 21, 1998

   
 
 

  
 

 

 
 

Exhibit E-6, Copy of Technical Reports Archive Listing from Boston University Computer Science
Departmentwhich includesa link to the Martin paper. Thelink to the Martin paper was archived at
archive.org on January 22, 1998 and Retrieved by the Wayback Machine

 

  

  
 
 

Exhibit E-7, Boston University Computer Science Department Technical Reports Instructions,
available at: http:/AWwww.cs.bu.edu/techreports/INSTRUCTIONS

Exhibit E-8, U. Méller, “Implementation eines Anonymisierungsverfahrens far WWW-Zugpriffe,”
Diplomarbeit, Universitat Hamburg (July 16, 1999), citing to Martin at page 77.

Exhibit E-9, First page of U.S. 5,737,423, published April 7, 1998 and citing Schneier as PriorArt
Reference

Requestfor Inter Partes ReExamination; U.S. Patent 7,418,504

Requestfor Inter Partes ReExamination Transmittal Form; U.S. Patent 7,418,504

D1037| Requestfor Inter Partes Reexamination Transmittal (Form 1449/PTO) 7,418,504

D1038| Exhibit C1, Claim Chart - USP 7,921,211 relative to Solana, alone and in conjunction with RFC 920,
Reed and Beser ‘ .

 
 Oo = Oo 
 
 

  
Exhibit C2, Claim Chart — USP 7,921,211 relative to Solana in view of RFC 2504 and furtherin
conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart - USP 7,921,211 relative to Provino, alone and in conjunction with RFC
920, Reed, and Beser

Exhibit C4, Claim Chart — USP 7,921,211 relative to Provino in view of RFC 2230 andfurtherin
conjunction with RFC 920, Reed and Beser

Exhibit C5, Claim Chart - USP 7,921,211 relative to Provino in view of RFC 2504 andin further
conjunction with RFC 920, Reed and Beser

Exhibit C6, Claim Chart —- USP 7,921,21 1relative to Beser, Alone and in conjunction with RFC 920,
RFC 2401, and Reed -

Exhibit C7, Claim Chart — USP 7,921,211 relative to RFC 2230, alone and in conjunction with RFC
2401, Reed, and Beser

Exhibit C8, Claim Chart — USP 7,921,211 relative to RFC 2538, alone and in conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

Exhibit C1, Claim Chart —- USP 7,418,504 relative to Solana, alone and in conjunction with RFC 920,
Reed and Beser

Exhibit C2, Claim Chart — USP 7,418,504 relative to Solana in view of RFC 2504 andfurtherin
conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart - USP 7,418,504 relative to Provino, alone and in conjunction with RFC
920, Reed, and Beser

Exhibit C5, Claim Chart —- USP 7,418,504 relative to Provino in view of RFC 2504 andin further
conjunction with RFC 920, Reed and Beser
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Exhibit C6, USP 7,418,504 relative to Beser, alone and in conjunction with RFC 920, RFC 2401,
and Reed

Exhibit C7, Claim Chart - USP 7,418,504 relative to RFC 2230,alone and in conjunction with RFC
920, RFC 2401, Reed, and Beser

Exhibit C8, Claim Chart — USP 7,418,504 relative to RFC 2538, alone and in conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

|1054 Request for Inter Partes Reexamination under 35 U.S.C. § 311 
 

 
Victor Larson

   
Exhibit 226, Securing Web Accesswith DCE"vs. Claimsofthe ‘135 Patent?

Exhibit 227, Securing Web Access with DCE’vs. Claimsofthe '151 Patent?

D1057|Exhibit 228, Understanding OSF DCE 1.1 for AIX and OS/2"vs. Claimsof the '135 Patent”

p1058|Exhibit 229, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claimsof the ‘151 Patent”

01089|Exhibit 230, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claimsofthe ‘180 Patent?
D1060|Exhibit 231, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claims of the '211 Patent”

Exhibit 232, Understanding OSF DCE1.1 for AIX and OS/2'vs. Claimsof the ‘504 Patent”

|1062|Exhibit 233, Understanding OSF DCE1.1 for AIX and OS/2'vs. Claimsof the ‘759 Patent?
Exhibit 234, U.S. '648' vs. Claimsof the ‘135 Patent”

Exhibit 235, U.S. ‘648' vs. Claimsof the ‘211 Patent”

01065|Exhibit 236, U.S. ‘648' vs. Claimsofthe ‘504 Patent?
Exhibit 237, U.S. ‘072' vs. Claims of the ‘135 Patent?

1067|Exhibit 238, Gauntlet System ‘ vs. Claimsofthe ‘211 Patent”  
 

D1068|Exhibit 239, Gauntlet System’ vs. Claimsofthe ‘504 Patent”

D1069|Exhibit 240, Gauntlet System ‘vs. Claimsof the ‘135 Patent”

D1070|Exhibit 241, U.S. ‘588 ' vs. Claimsof the ‘211 Patent?

D1071|Exhibit 242, U.S. ‘588 ‘ys. Claims of the ‘504 Patent’

D1072 Exhibit 243, Microsoft VPN ‘vs. Claimsof the ‘135 Patent”

D1073|Exhibit 244, Microsoft VPN' vs. Claimsofthe ‘211 Patent”

p1074|Exhibit 245, Microsoft VPN‘ vs. Claimsofthe ‘504 Patent  D1075|Exhibit 246, ITU-T Standardization Activities’ vs. Claimsof the ‘135 Patent”
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D1079|Exhibit 250, ITU-T Standardization Activities ' vs. Claims of the ‘151 Patent?”

P| b10a8|Exhibit B2, File History of U.S. Patent Application No. 10/714,849
||31088 Exhibit 84, VimetX, Inc. v. Microsoft Corp., Case No. 6:07-<v-80, Memorandum Opinion on ClaimConstruction (E.D. Tex. Jul. 30, 2009)

Patent

Counsel for Cisco Systems (June 23, 2011)

Defendants’ Responsive Claim Construction Brief; Exhibits A-P and 1-7
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Joint Claim Construction and Prehearing Statement Dated 11/08/11

Exhibit A: Agreed Upon Terms Dated 11/08/11

Exhibit B: Disputed Claim Terms Dated 11/08/11

Exhibit C: VirmetX’s Proposed Construction of Claim Terms and Supporting Evidence Dated
11/08/11

Exhibit D: Defendant's Intrinsic and Extrinsic Support Dated 11/08/11

  

 
 Declaration of Austin Curry in Support of VirnetX Inc.'s Opening Claim Construction Brief

D1107|Declaration of Mark T. Jones Opening Claims Construction Brief

D1108|VimetX Opening Claim Construction Brief

VirnetX Reply Claim Construction Brief

European Search Report from corresponding EP Application Number 11005789 (OurRef.: 077580-
0142)

European Search Report from corresponding EP Application Number 11005792 (Our Ref.: 077580-
0143)
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  CERTIFICATION STATEMENT

[X] C.F.R. 1.98(d), copiesof ail patent, publication, pending U.S. application or other information that was
previously submitted to, or cited by the USPTOin an earlier application are not required. Applicant will provide copies of the
previously submitted references at the Examiner's request. Enclosed are copies of references not previously submitted in
a priority application (C8, C19, C21, C24; D257, 0258, D261, D263, D264, D266, D292-D1111).

16, 2011, which is a continuation of U.S. Application No. 11/840,560, filed August 17, 2007, now U.S. Patent No.
7,921,211, which is a continuation of U.S. Application No. 10/714,849, filed November 18, 2003, now U.S. Patent No.

—— : 240 fi = ——7,418 504, which is a continuation of U.S. Application No. 09/558 filed April 26, 2000, now abandoned, which is a
continuation-in-part of U.S. Application No. 09/504,783,filed on February 15, 2000, now U.S. Patent No. 6,502,135,
issued December 31, 2002.

Please See_ 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] Information Disclosure Statementis beingfiled with the filing of the application or before the receiptofa first office
action.

   

  

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three monthsprior to
the filing of the information disclosure statement: or , .

{ ] Thatno item ofinformation containedin the information disclosure statement wascited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the

' certification after making reasonable inquiry, no item of information contained in the information disclosure
statement was knownto any individual designated in § 1.56(c) more than three monthsprior to thefiling of the
information disclosure statement.

{X]|The Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amountof $180.00, or
further fees which may be due, to Deposit Account 50-1133.

[ ] Information Disclosure Statementis being filed with the Request for Continued Examination. The Commissioneris
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may
be due, to Deposit Account 50-1133.

SIGNATURE

A signatyre’of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for
the f the signature.

 Date: -</22, /2
Toby H7Kusmer, Reg. No.:26,4i8 83/27/2612 HUONG! G@80G12 581133 13336790McDermott Wi me
28 State Street » 1 FC31806 180.08 DA |
Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

DM_US 32511456-1.077580.0151

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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13336790 - GAU: 2453

Privacy Act Statement 
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements of the Act, please be advisedthat: (1) the general authority for the
Collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for whichthe information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. if you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom ofInformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these recordsis required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidenceto a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof
' Congress submitting a request involving an individual, to whom the record pertains, when the

individual has requested assistance from the Memberwith respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine.use, to a contractor ofthe
Agency having needfor the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended,pursuant to 5 U.S.C. 552a(m).-

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
WorldIntellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of recordsfor this
purpose, and anyotherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboutindividuals.

8. Arecord from this system of records may bedisclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuanceof a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to thelimitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency,if the USPTO becomes awareof a violation or potential
violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L/:
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13336790 - GAU: 2453

Privacy Act Statement 
pursuantto the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed underthe
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records maybe disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to >
opposing counselin the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the

individual has requested assistance from the Member with respect to the subject matter of therecord.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having needfor the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to § U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
‘the Atomic Energy Act (42 U.S.C. 218(c)).

7. Aecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is

' referenced by either a published application, an application open to public inspection or anissued patent.
9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,

or local law enforcement agency, if the USPTO becomes awareofa violation or potential
violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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farGseqde: TRAN.LET ;0 Docurfig} Description: Transmittal Letter 1333678003 AI |: 2453
Approvedfor use through 07/31/2012. OMB 0651-0031

U.S. DEPARTMENT

 
 

 

 
 

 
 

 

TRANSMITTAL

FORM

Filing Date

First Named Inventor Victor Larson
Art Unit

 

 
  

  

ENCLOSURES

  

(Check all that apply)

 
  

  
 
 

After Allowance Communication to TC

 Fee Transmittal Form

Fee Attached

Amendment/Reply

CJ After Final
‘= . Affidavits/declaration(s)

Drawing(s)

Appeal Communication to Board
Licensing-related Papers of Appeals and Interferences

_ Appeal Communication to TC
(Appeal Notice, Brief, Reply Brief)

 
 

Petition

Petition to Convert to a

Provisional Application
Powerof Attorney, Revocation
Change of Correspondence Address

Proprietary Information

 

 
 

Status Letter

Other Enclosure(s) (please Identify
Terminal Disclaimer below):Extension of Time Request

Express Abandonment Request Requestfor Refund
HOOUOOOOOSOO

“Information Disclosure Statement CD, Numberof CD(s) 
[J Landscape Table on CD

16 Boxes which include copies of references not previously submitted in a priority application
(C8, C19, C21, C24; D257, D258, D261, 0263, D264, 0266, D292-D1111). 

  

  

 

  
  
 

Certified Copy of Priority
Document(s)

Reply to Missing Parts/
Incomplete Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53

OO

 
 SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT ,

peneneemMott, Will and Emery

OLEIPeeOAC

[ose[eanJose

. CERTIFICATE OF TRANSMISSION/MAILING

| herebycertify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage asfirst class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shownbelow: . .

a
eC
This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the-USPTO. Time will vary depending upon the individual case. Any comments on the
amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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Approvedfor use through ordederaeosteowaAU : 2453
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

uired to respond to a collection of information untess it displays a valid OMB control number

CT Applicant claims small entity status. See 37 CFR 1.27 "
2453

() 180,00 _ 77580-1651 VRNK-OOOIGPSGNETI

METHOD OF PAYMENT(checkall that apply)

[|Check L] Credit Card L] Money Order [J None L] Other(please identify):
Deposit Account Deposit Account Number:50-1133=Deposit Account Name: McDermott, Will and Emery

For the above-identified deposit account, the Director is hereby authorized to: (checkallthat apply)

[¥]charge fee(s) indicated below [| Chargefee(s) indicated below, exceptforthefiling fee
Charge any additional fee(s) or underpaymentsof fee(s) Credit any overpaymentunder 37 CFR 1.16 and 1.17" LI ¥ overpayments

WARNING: Information on this form may becomepublic. Credit card information should not be included on this form. Provide credit card
information and authorizatlon on PTO-2038. ‘

FEE CALCULATION —

4. BASIC FILING, SEARCH, AND EXAMINATION FEES

 

 
  

 

 
 

3 Wh ’ Under thé/aperwork Reduction Act of 1995 no personsare re
by

 

 
 
 

 
  

  
  
  

  
  
  
  
  
  
  
  

  
  
  

  
  
  

  
 
 

 

 
  FILINGFEES. SEARCH FEES EXAMINATION FEESmall Entity Small Enti Small Enti -Application Type Fee ($) Fee ($) Fee ($) snis) Fee ($)Smallratty($) Fees Paid ($)

Utility 380 190 , 620 310 250 125

Design 250 125 120 60 160 80

Plant 250 125 380 190 200 100

Reissue 380 190 - 620 310 750 375

Provisional 250 125 0 0 0 0

2. EXCESS CLAIM FEES .SmallEntity
Fee DescriptionFee($) Fee ($)
Each claim over 20 (including Reissues) 60 30
Each independentclaim over 3 (including Reissues) 250 125
Multiple dependent claims . _ 450 225

Total Claims Extra Claims Fee ($) Fee Paid ($) Multiple Dependent Claims
- 20 or HP = x = ' Fee ($} Fee Paid ($)

HP = highest numberoftotal claims paid for, if greater than 20.

indep. Claims Extra Claims Fee ($) Fee Paid ($)
-3orHP = x =

HP = highest numberof independentclaimspaid for, if greater than 3,

3. APPLICATION SIZE FEE
If the specification and drawings exceed 100 sheets of paper (excluding electronically filed sequence or computer

listings under 37 CFR 1.52(e)), the application size fee due is $310 ($155 for small entity) for each additional 50

sheets or fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 CFR 1. 16(s).Total Sheets Extra Sheets Numberof each additional 50 or fraction thereof Fee ($) Fee Paid ($)
- 100 = /50= _(round up toa whole number) x =

4. OTHER FEE(S) Fees Paid ($)
Non-English Specification, $130 fee (no smallentity discount)

Other(e.g., late filing s $180.00   arge): Information Disclosure StatementFiling Fee

fsuamitreDBYMPUYSTff
. WANA” 5 .
cme|OCEREane ‘(mena
Nameiniiypol Toby Klee=aar2, 2008
This collection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public whichisto file (and by the
USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any comments
on the amountoftime you require to complete this form and/or suggestions for reducing this burden, should be sent to the ChiefInformation Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

!f you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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- 13336790 - GAU: 2453

  
 

Applicant:_Victor Larson. Docket #, 077580-0151(VRNK-0001CP3CNFT1
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

Title: COMMUNICATIONS USING SECURE DOMAIN NAMES SerialReg/Patent No. 13/336,790

EV643771728US
EV643771731US
EV643771743US

Date Sent: March 23,2012 (4) Hand Carried Fax (©) Electronic C1 Cert. of Mailing [J Express Mail Nos. EV643771759US
. OPA EV643771762US

EV643771776US
EV643771802US
EV643771816US
EV643771780US
EV643771793US.

Transmittal Letter

X IDS FORM 1449(50 pages) (Maintenance Fee for years after grant
16 Boxesofcited references (C8, C19, C21, C24: D257, D258,

x 0261, 0263, D264, D266, D292-D1111). [Fee Address indication Form

& Fee Transmittal 1 TerminatDisclaimer
oO Responseto Missing Parts Notice 01 Petition to Commissioner
C1 Copy ofMissing Parts Notice C1 Status Inquiry
0 Replacement Drawing i Other RETURN POSTCARD  

 
|Seoy.orPL:|K.Jones

CMS

Descrip.: : *a

THE PATENT AND TRADEMARK OFFICE DATE STAMPEDHEREON IS ACKNOWLEDGEMENTTHAT THE ITEMS, CHECKED ABOVE, WERE RECEWEDBY THE PTO ONTHE DATE STAMPED.

 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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Subst. for form 1449/PTO

ApplicationNumber
Complete ifKnown 7

13/336,790

 

 
 

 
 
 

 
 

INFORMATION DISCLOSURE STATEMENTBY
 

 
 

APPLICANT FlingDate SOT
(Use as many sheets as necessary) : First Named Inventor

  

 
 

  
PTDocket Number 77580-151(VRNK-0001CP3CNFT1)

EXAMINER’ CITE NO. Patent Number Publication Date Nameof Patentee or Applicant Pages, Columns, Lines, Where f
S INITIALS . Relevant Passages or Relevant |ia of Cited Document Figures Appear f

U.S. PATENT APPLICATION PUBLICATIONS

EXAMINER’ Publication Date|Name of Patentee or Applicant Pages, Columns, Lines, WhereS INITIALS Relevant Passages or Relevant
of Cited Document Figures Appear

FOREIGN PATENT DOCUMENTS

EXAMINER’ Foreign Patent Document Publication Date Nameof Patentee or Pages, Columns, Lines Translation
S INITIALS CITE NO. Country Codes Number4-Kind Applicant of Cited Document Where Relevant

Codes (if known) Figures Appear

esto

OTHERART(Including Author,Title, Date, Pertinent Pages,Etc.)
include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog,etc.), date, page(s), volume-issue number(s}, publisher,
city and/or country where published.

D1215|Alexander Invalidity Expert Report did May 22, 2012 with Exhibits

D1216 Deposition of Peter Alexander dtd July 27, 2012||
D1217|Cisco ‘151 Comments by Third Party Requester dtd August 17, 2012 with Exhibits||
D1218|Cisco ‘151 Petition to Waive Page Limit Requirementfor Third Party Comments dtd August 17, |2012

D1219 Deposition of Stuart Stubblebine dtd August22, 2012||
EXAMINER DATE CONSIDERED

 

  
 
 
 

 

 

 

  

 
 

  

  
   

  
 

  
  

 
   

  

   
    
  
    

 
 
 

EXAMINER

'S INITIALS|CITE NO.     
 

  
  

 f|
   

ce with MPEP 609. Drawline through citation if not in conformance
and not considered. Include copyof this form with next communication to applicant.
1 Applicant’s unique citation designation number (optional). 2 Applicantis to place a check mark hereif English language Translationis attached.

“EXAMINER:Initial if reference considered, whetherornot citation is in conforman
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Subst. for form 1449/PTO  Complete ifKnown |
13/336,790

Victor Larson

77580-151(VRNK-0001CP3CNFT1)

 
 
 

 

 
 

 

 Application Number _
Filing Date

First Named Inventor

Art Unit

| Examiner Name

Docket Number

CERTIFICATION STATEMENT

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

INFORMATION DISCLOSURE STATEMENTBY
APPLICANT

(Use as many sheets as necessary)  
 
 
  

[ ] Information Disclosure Statementis beingfiled with the filing of the application or before the receiptofa first
office action.

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patentoffice in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement: or

[ ] That no item of information containedin the information disclosure statement wascited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three months prior to
thefiling of the information disclosure statement.

[X] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
1.4(d) for the form of the signature.

vate: & |Ot|
Hasan M. Rashid; Reg. No.:62,390
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

DM_US 3778941 1-1.077580.0151
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Electronic AcknowledgementReceipt

13592862

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer./Kerrie Jones

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 27-AUG-2012

Filing Date: 23-DEC-2011

Time Stamp: 13:32:48

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Information Disclosure Statement(IDS)
Form (SBO08) 8c3179d6c9193eea99933f477chb0092c6d

a8669

Information:
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This is not an USPTO supplied IDS fillable form

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

11161127

NonPatentLiterature D1217.pdf
15¢3902ff98d5442223a0d eb429324c4c088

740f

Information:

171392

NonPatentLiterature D1218.pdf
4de801f2c5f80805bb67088e6b5 e9cc7c3d

2340352

Non Patent Literature D1215__.pdf
8cfOf73ee68d707c4 1f500ca2993 ab3 9cefe7|

acb

Information:

253751

Non Patent Literature D1216_.pdf
2bedf1012dc0d5ca841e8957fd504aaa3c8d

Information:

300469

Non Patent Literature D1219_.pdf
88a75e44bb96dc311611481970f8b2ebfb3

d2fee

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Electronic AcknowledgementReceipt

13594950

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer./Kerrie Jones

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 27-AUG-2012

Filing Date: 23-DEC-2011

Time Stamp: 15:16:23

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

6004542

NonPatentLiterature D1215part1_.pdf
ba866805 7be34 1 2bd85bc98b35f3ffc306

3d76a

Information:
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3005505

NonPatentLiterature D1215part2.pdf
cbda41f5d61322bb782a091b07al 27acf95

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
  
  CONFIRMATIONNO.    APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

13/336,790 12/23/2011 Victor Larson 77580-151(VRNK-1CP3CNFT1) 6217

23630 7590 09/04/2012

McDermott Will & Emery EXAMINER
600 13th Street, NW LIM, KRISNA
Washington, DC 20005-3096 ART UNIT PAPER NUMBER

2453

 
NOTIFICATION DATE DELIVERY MODE   

09/04/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

mweipdocket @mwe.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

 . vas . 13/336,790 LARSON ETAL.
Applicant-initiated Interview Summary

Examiner Art Unit

KRISNA LIM 2453

All participants (applicant, applicant's representative, PTO personnel):

(1) KRISNA LIM. (3)

(2) Toby Kusmer. (4).

Date of Interview: 23 August 2012.

Type: [J Telephonic [-] Video Conference
XX] Personal [copy given to: [J applicant [CF] applicant’s representative]

Exhibit shown or demonstration conducted: [[] Yes EX] No.
If Yes, brief description:

Issues Discussed [101 [112 [102 (103 [KjOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 7.

Identification of prior art discussed: Wesinger (U.S. Patent No. 5,898,830).

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include:identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied referencesetc...)

Counsel and Examiner discussed the proposed claimed lanquage and the teaching of Wesinger; however no
agreementis reached...

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already beenfiled, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summaryform, whicheveris later, to file a statement of the substance of the
interview

Examinerrecordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should includethe items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argumentor issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcomeof the interview, to include an indication as to whether or not agreement was reached onthe issuesraised.

[J Attachment
/Krisna Lim/

Primary Examiner, Art Unit 2453

 
U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20120823
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Summaryof Recordof Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Madeof Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be madeof record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must befiled by the applicant. An interview does not removethe necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Businessto be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendanceof applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substanceof interviews.

It is the responsibility of the applicant or the attorney or agent to make the substanceof an interview of record in the applicationfile, unless
the examinerindicates he or she will do so. It is the examiner's responsibility to see that such a record is made andto correct material inaccuracies
whichbeardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxesandfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise providedfor in Section 812.01 of the Manual of Patent Examining Procedure,or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recordis required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portionofthefile, and listed on the
“Contents” section ofthe file wrapper. In a personalinterview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephoneor video-conferenceinterview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examineris not likely before an allowanceorif other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
—Nameof applicant
—Nameof examiner
— Date of interview

—Type ofinterview (telephonic, video-conference, or personal)
—Nameofparticipant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
—Anindication whetheror not an exhibit was shown or a demonstration conducted

—Anidentification of the specific prior art discussed
— An indication whether an agreement was reached andif so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreementasto allowability is tentative and does
not restrict further action by the examinerto the contrary.

—The signature of the examiner who conductedthe interview (if Form is not an attachmentto a signed Office action)

It is desirable that the examinerorally remind the applicant of his or her obligation to record the substance of the interview of each case.It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unlessit includes, or is supplemented by the applicant or the examinerto include,all of the applicable items required below concerning the
substanceofthe interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendmentsof a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a briefidentification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the argumentsis not
required. The identification of the argumentsis sufficient if the general nature or thrust of the principal arguments madeto the
examiner can be understood in the context of the applicationfile. Of course, the applicant may desire to emphasize andfully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a generalindication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeofthe interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substanceof an interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one month time period to correct the record.

Examiner to Checkfor Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statementattributed to him or her. If the record is complete and accurate, the examiner should placethe indication, “Interview Record OK” on the
paper recording the substanceof the interview along with the date and the examiner'sinitials.
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Subst. for form 1449/PTO Complete if Known
|Application Number 13/336,790
 

INFORMATION DISCLOSURE STATEMENT BY
APPLICANT

(Use as many sheets as necessary) | First Named Inventor

un
“Eraniner Nae

Fretarses|7780-18(VRNK-000TCPIGHTTT
U.S. PATENTS |

EXAMINER® CITE NO. Patent Number Publication Date Pages, Columns,Lines, Where HNameof Patentee or Applicant
S INITIALS . Relevant Passages or Relevant

of Cited Document Figures Appear

H

U.S. PATENT APPLICATION PUBLICATIONS |
CITE NO. Patent Number Publication Date Nameof Patentee or Applicant paces,Couemns,Fines,Mere

of Cited Document Figures Appear

FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns,Lines
Country Codes -Number4-Kind Applicant of Cited Document Where Relevant

Codes (if known) Figures Appear

OTHER ART(Including Author, Title, Date, Pertinent Pages, Etc.)

XAMINER Include nameof the author (in CAPITAL LETTERS), title of the article (when appropriate), title of ms item‘6 INITIALS|CiTE NO,|(book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,
city and/or country where published.

D1220|Defendants’ Motion For Reconsideration of the Construction of the Term “Secure Communication
Link,” 7 pages, June 2012

Green, “Cisco Leverages Altiga Technology for VPN’s,” 2 pages, 2000
D1221 hitp:/Avww.crn.com/news/channel-programs/18807923/cisco-leverages-altiga-technology-for-

vpns.htm

Altiga Networks Archived at
D1222|http://web.archive.org/web/20000823023437/http:/www.altiga.com/products/ 1999 and Retrieved

by the Wayback Machine

D1223|Kiuchi, “C-HTTP The Development of a Secure, Closed HTTP-Based Network onthe Internet,”
Department of Epidemiology and Biostatistics, Faculty of Medicine, University of Tokyo, Japan

DATE CONSIDERED

 

 

   
“EXAMINER:Initial if reference considered, whetheror notcitation is in conformance with MPEP 609. Drawline through citation if not in conformance
and not considered. Include copyof this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
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Subst. for form 1449/PTO Complete if Knownt _—
Application NINFORMATION DISCLOSURE STATEMENTBY pplication Number 13/336,790

APPLICANT | Filing Date
(Use as many sheets as necessary) First Named Inventor Victor Larson

Kriena Lim

|«|Docket Number 77580-151(VRNK-0001CP3CNFT1)
CERTIFICATION STATEMENT

Please See_ 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] Information Disclosure Statementis being filed with the filing of the application or before the receipt ofa first
office action.

 
{ ] That each item of information contained in the information disclosure statement wasfirst cited in any

communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement: or

[ ] That no item of information contained in the information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three monthsprior to
the filing of the information disclosure statement.

[X] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00,or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR

Lethe form of the signature.
Date: eof /J

. Kusmer; Reg. No.:26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

 

DM_US 38996721 -1.077580.015|
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Electronic AcknowledgementReceipt

13820387

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer./Kerrie Jones

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 24-SEP-2012

Filing Date: 23-DEC-2011

Time Stamp: 15:19:18

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Information Disclosure Statement(IDS)
Form (SBO08) eecb302b975¢9150b3bfb5ff7b44679 1leb4

FTea2d

Information:
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This is not an USPTO supplied IDS fillable form

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

123661

NonPatentLiterature D1220.pdf
9ce2ace217celelfbae718ael 3acl 6c56293

Ala3

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

142693

NonPatentLiterature D1221.pdf
2ebd0940ee6e4b3f4a822663b789030d32q

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

NonPatentLiterature D1222.pdf
babcedd540231da1cc3e3494f36e2cbdfb1f

f7d7

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

638867

NonPatentLiterature D1223.pdf
00410f7202c99c99c2f1 18d 5fbe6a3adb834}

61be

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.

 

Petitioner Apple Inc. - Exhibit 1002, p. 1341



Petitioner Apple Inc. - Exhibit 1002, p. 1342

 

 
 

 
 
 
 

Subst. for form 1449/PTO Complete if Known

13/336,790
12-23-2011

TTeke Number|_77580-151(VRNK-0001CPSCNFT1)
U.S. PATENTS |i

CITE NO. Patent Number Publication Date Nameof Patentee or Applicant Pages, Columns, Lines, Where i. Relevant Passagesor Relevant
of Cited Document Figures Appear

U.S. PATENT APPLICATION PUBLICATIONS

EXAMINER’|CITE NO. Patent Number Publication Date|Name of Patentee or Applicant Pages, Columns, Lines, WhereS INITIALS . Relevant Passages or Relevant
of Cited Document Figures Appear

FOREIGN PATENT DOCUMENTS

EXAMINER’ Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines Translation
S INITIALS CITE NO. Country Codes-Number4-Kind Applicant of Cited Document Where Relevant

Codes (if known) Figures Appear

poesNO

 
 
 
 

 

Application Numbe
INFORMATION DISCLOSURE STATEMENT BY 9
APPLICANT [Filing Date
(Use as many sheets as necessary) | First Named inventor

 
 

 

 

 
  
 

 
 

 
 

 

 EXAMINER’
S INITIALS  
 

|

|  
  

  
 

  
     

   
   
  

   
  
  OTHERART(Including Author, Title, Date, Pertinent Pages, Etc.)

Include nameof the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

   EXAMINER

S INITIALS|CITE NO.

 
 city and/or country where published.

D1224|Lee etal., “Uniform Resource Locators (URL),” Network Working Group, RFC 1738, , December
1994 (25 pages)

fe D1225|VPN 3000 Concentrator Series, User Guide; Release 2.5 July 2000 (489 pages)

D1227|Fratto, Altiga Concentrates on VPN Security (Hardware Review Evaluation), Network Computing,
March 22, 1999 (2 pages)

D1226|VPN 3000 Concentrator Series, Getting Started; Release 2.5 July 2000 (122 pages)f|

D1228 Response to RFP: Altiga, Network World Fusion, May 10, 1999 (7 pages)||

 
  Significant Developmentin the VPN Market, July 12, 1999 (2 pages)

4500, VPN Tunneling competitive Evaluation, 1999 (6 pages)

AigIPSecFuncionelSpeccatonRevision21.(V7page)SY  
 

Q N&
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Subst. for form 1449/PTO  
  Complete if Known

| Application Number 13/336,790

[FiingDate[TRSROTTC=
First Named Inventor

|EsDocket Number 77580-151(VRNK-0001CP3CNFT1)
| D1238|Altiga Digital Certificate Support for IPSec Client V2.1 Functional Specification, August 12, 1999

(24 pages)

, , ification,

  
 

INFORMATION DISCLOSURE STATEMENT BY
APPLICANT

(Use as many sheets as necessary)  
 
 
 

 
  

 
 

  
 

D1239 Aitiga [PSec LAN to LAN Tunnel Autodiscovery Functional Specification, (5 pages)
D1240 Altiga Split Tunneling Testplan, Revision 1.0, (8 pages)

D1241 Altiga VPN Concentrator Getting Started, Revision 1, March 1999 (116 pages)
D1242 Altiga VPN Concentrator Getting Started, Version 2, June 1999 (102 pages)
D1243 Aitiga VPN Concentrator Getting Started, Version 3, December 1999 (130 pages)
D1244 Aitiga VPN Concentrator Getting Started, Version 4, March 2000 (138 pages)

D1249 Aitiga VPN Concentrator User Guide, Version 5, March 2000 (606 pages)
D1250 Altiga VPN Ciient Installation and User Guide, Version 2, July 1999 (92 pages)

D1251|Altiga VPN Concentrator VPN Client Installation and User Guide, Version 3, December 1999 (113
pages)

01252|Altiga VPN Concentrator VPN Client installation and User Guide, Version 4, March 2000 (118
pages)

D1253|Altiga Networks VPN Concentrator and VPN Client, as weil as their Public Demonstations and

 
  

 

   
Testing, are also Described in Marketing Materials and Publications (4 pages)

EXAMINER Hl   
DATE CONSIDERED

   

“EXAMINER:Initial if reference considered, whether ornotcitation is in conformance with MPEP 609. Drawline through citation if not in conformance
and not considered. Include copy of this form with next communication to applicant.
1 Applicant's uniquecitation designation number (optional). 2 Applicant is to place a check mark hereif English language Translation is attached.
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 Subst. for form 1449/PTO  
 

 
 
 

 

Completeif Known| a
13/336,790

 
 

Application Numb
INFORMATION DISCLOSURE STATEMENT BY pplication Number
APPLICANT

(Use as many sheets as necessary) | First Named Inventor

' Art Unit

Krsna Lim

Docket Number 77580-151(VRNK-0001CP3CNFT1)
CERTIFICATION STATEMENT

Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] Information Disclosure Statementis being filed with thefiling of the application or before the receiptof a first
office action.

Victor Larson

  
   

[ ] That each item of information contained in the information disclosure statement wasfirst cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to thefiling of the information disclosure statement; or

[ ] That no item of information contained in the information disclosure statement wascited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto anyindividual designated in § 1.56(c) more than three months prior to
the filing of the information disclosure statement.

[X] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR

eeform of the signature.
Date: o/sfir

Toby H. K er; Reg. No.:26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

 
 

DM_US 39143875-1.077580.0151
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Electronic AcknowledgementReceipt

Application Number:

International Application Number:

Confirmation Number:

Title of Invention:

First Named Inventor/Applicant Name:

Customer Number:

Filer Authorized By:

Attorney Docket Number:

Receipt Date:

Filing Date:

Time Stamp:

Application Type:

Paymentinformation:

Submitted with Payment

File Listing:

13902670

13336790

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

Victor Larson

23630

Toby H. Kusmer.

77580-151(VRNK-1CP3CNFT1)

04-OCT-2012

23-DEC-2011

12:49:56

Utility under 35 USC 111(a)

 
Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Information Disclosure Statement(IDS)
Form (SBO08)

Information:

IDS.pdf
dabcbb8cd87a5cf35a78f31 9adf0a3c77b2| 
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This is not an USPTO supplied IDS fillable form

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

1385009

Non Patent Literature D1224.PDF
c0c023e 1ffceb4909f655 37ac685570ce8900

ofo

Information:

9200782

Non Patent Literature D1226.PDF
8580c9a4640bf44fb6e295 7b63f29a731 ecfd

Odf

Information:

1923180

Non Patent Literature D1227.PDF
¢3f5782b90fe6dd48d635c349d737d268f6d

Information:

4527086

Non Patent Literature D1228.PDF
38650c0ad2503042490658953 182f34c882,

385d5

Information:

1921619

Non Patent Literature D1229.PDF
8a30921b2a6d77e3745af10f4b4208a362fb|

dd58

Information:

7300485

Non Patent Literature D1230.PDF
bc94176849e003 1bdfa94581437d293ad31

e622a

Information:

6455029

Non Patent Literature D1231.PDF
1dae9c7575280f98a1b9665 ebecf8047644

e308

Information:

936879

Non Patent Literature D1232.PDF
a64¢3cc70a981e525fal c2a0856466016fec

4742

Information:
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2643873

Non Patent Literature D1233.PDF
Qad9db0a2c4d60a91 1bbea292e56064556

9beb42

Information:

1337280

Non Patent Literature D1234.PDF
26f30a98ca4b3c06dee097790ecccd22ed1q
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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[ ] Information Disclosure Statementis being filed with thefiling of the application or before the receipt of a first
office action.

[ ] That each item of information contained in the information disclosure statement wasfirst cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement: or

[ ] That no item of information contained in the information disclosure statement wascited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing
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the filing of the information disclosure statement.
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[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
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further fees which may be due, to Deposit Account 50-1133.
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1.4(d) for the form of the signature.

‘Toby H. Kusmer/ Date: October 5, 2012
Toby H. Kusmer; Reg. No.:26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800
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New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
  
  CONFIRMATIONNO.    APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

13/336,790 12/23/2011 Victor Larson 77580-151(VRNK-1CP3CNFT1) 6217

Met 8 a

MeDemott Will & Emery [vv
The McDermott Building LIM, KRISNA
500 North Capitol Street, N.W.
Washington, DC 20001 PAPER NUMBER

2453

 
  NOTIFICATION DATE DELIVERY MODE 

10/18/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

mweipdocket @mwe.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

 . vas . 13/336,790 LARSON ETAL.
Applicant-initiated Interview Summary

Examiner Art Unit

KRISNA LIM 2453

All participants (applicant, applicant's representative, PTO personnel):

(1) KRISNALIM. (3)Mr. Robert Short.

(2) Mr. Toby Kusmer (Reg. No. 26,418). (4) .

Date of Interview: 77 October 2012.

Type: [J Telephonic [-] Video Conference
XX] Personal [copy given to: [J applicant [CF] applicant’s representative]

Exhibit shown or demonstration conducted: [[] Yes EX] No.
If Yes, brief description:

Issues Discussed [101 [112 [102 103 [Others
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 7.

Identification of prior art discussed: Wesinger (U.S. Patent No. 5,898,830).

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include:identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied referencesetc...)

Mr. Short discussed the background andthe gist of the invention. Mr. Short distinghished the gist feature of the
invention in comparision to the firewall, the switch and the rounter of the prior arts. Mr. Short and Mr. Kusmer
discussed the gist features of the invention. For example, the invention is focus on the feature of “intercepting domain
name request look up and determining the request corresponding to the secure web site". .

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already beenfiled, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summaryform, whichever islater, to file a statement of the substance of the
interview

Examinerrecordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should includethe items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argumentor issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcomeof the interview, to include an indication as to whether or not agreement was reached onthe issuesraised.

[J Attachment
/Krisna Lim/

Primary Examiner, Art Unit 2453

 
U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20121011
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Summaryof Recordof Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Madeof Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be madeof record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must befiled by the applicant. An interview does not removethe necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Businessto be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendanceof applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substanceof interviews.

It is the responsibility of the applicant or the attorney or agent to make the substanceof an interview of record in the applicationfile, unless
the examinerindicates he or she will do so. It is the examiner's responsibility to see that such a record is made andto correct material inaccuracies
whichbeardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxesandfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise providedfor in Section 812.01 of the Manual of Patent Examining Procedure,or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recordis required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portionofthefile, and listed on the
“Contents” section ofthe file wrapper. In a personalinterview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephoneor video-conferenceinterview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examineris not likely before an allowanceorif other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
—Nameof applicant
—Nameof examiner
— Date of interview

—Type ofinterview (telephonic, video-conference, or personal)
—Nameofparticipant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
—Anindication whetheror not an exhibit was shown or a demonstration conducted

—Anidentification of the specific prior art discussed
— An indication whether an agreement was reached andif so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreementasto allowability is tentative and does
not restrict further action by the examinerto the contrary.

—The signature of the examiner who conductedthe interview (if Form is not an attachmentto a signed Office action)

It is desirable that the examinerorally remind the applicant of his or her obligation to record the substance of the interview of each case.It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unlessit includes, or is supplemented by the applicant or the examinerto include,all of the applicable items required below concerning the
substanceofthe interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendmentsof a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a briefidentification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the argumentsis not
required. The identification of the argumentsis sufficient if the general nature or thrust of the principal arguments madeto the
examiner can be understood in the context of the applicationfile. Of course, the applicant may desire to emphasize andfully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a generalindication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeofthe interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substanceof an interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one month time period to correct the record.

Examiner to Checkfor Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statementattributed to him or her. If the record is complete and accurate, the examiner should placethe indication, “Interview Record OK” on the
paper recording the substanceof the interview along with the date and the examiner'sinitials.

Petitioner Apple Inc. - Exhibit 1002, p. 1359



Petitioner Apple Inc. - Exhibit 1002, p. 1360

Docket No.: 77580.151 (VRNK-1CP3CNFT1) PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larsonet al.

Serial No.: 13/336,790 : Confirmation No. 6217

Filed: December 23, 2011 : Group Art Unit: 2453

Customer Number: 23630 Examiner: Lim, Krisna

For: System and Method Employing an Agile Network Protocol for Secure Communications
Using Secure Domain Names

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

REPLY “B”

Dear Commissioner:

This Reply is being filed in response to the Office Action mailed from the United States

Patent and Trademark Office on July 27, 2012.

Applicants appreciate the Examiner’s thorough examination of the subject application

and request reconsideration and further examination in view ofthe following:

Claimsbegin on page 2 of this paper.

Remarks begin on page 7 of this paper.
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Serial No. 13/336,790

IN THE CLAIMS

This listing of claims replacesall prior versions andlistings of claims in this application.

LISTING OF CLAIMS:

1. (Presently Amended) A network device, comprising:

a storage device storing an application program for a secure communicationsservice; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network deviceto:

send a request to look up a network address of a second network device based on

an identifier associated with the second network device;

receive, following interception of the request and a determination that the second

second network deviceis available for the secure communicationsservice, the-+mdieation

ieludingthe requested network address of the second network device, and provisioning

information for a virtual private network communicationlink;

connect to the second network device, using the received network addressofthe

second network device and the provisioning information for the virtual private network

communication link; and

communicate with the second network device using the secure communications

service via the virtual private network communication link.

2. (Original) The network device of claim 1, wherein:

the secure communicationsservice includes an audio-video conferencing service; and

the at least one processoris configured to execute the secure communications service

application program so asto allow the network device to communicate data using the audio-

video conferencing service.

3. (Original) The network device of claim 1, wherein the at least one processoris configured to

execute the application program so that at least one ofvideo data and audio data can be

communicated over the virtual private network communication link using the audio-video

conferencing service.
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4. (Original) The network device of claim 1, wherein the secure communications service

includes a messaging service.

5. (Original) The network device of claim 4, wherein the messaging service includes an e-mail

service.

6. (Original) The network device of claim 1, wherein the secure communications service

includes a telephony service.

7. (Original) The system of claim 6, wherein the telephony service uses modulation.

8. (Original) The network device of claim 7, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code division

multiple access (CDMA).

9. (Original) The network device of claim 1, wherein the network device is a mobile device.

10. (Original) The network device of claim 9, wherein the mobile device is a notebook computer.

11. (Original) The network device of claim 1, wherein the identifier associated with the second

network device is a domain name.

12. (Original) The network device of claim 1, wherein the virtual private network

communication link is based on inserting into each data packet communicated over the

virtual private network communication link one or more data values that vary according to a

pseudo-random sequence.

13. (Original) The network device of claim 1, wherein the virtual private network

communication link is based on a network address hopping regimethat is used to pseudo-

randomly change network addresses in packets transmitted betweena first device and a

second device.

14. (Canceled) Fhe-network-device-of-clain:-+~wherein-theindicationthatthesecondnetwork

 

domain-narneteekup:
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15.

16.

17.

18.

19.

20.

21.

(Presently Amended) A method executed by a first network device for communicating with

a second network device, the method comprising:

sending a request to look up a network address of a second network device based on an

identifier associated with the second network device;

following interception of the request and a determination that the second network device

isavailableforthesecurecommunicationservice,receiving an indication that the second

network device is available for a secure communicationsservice, the-indication-ineluding

the requested network address of the second network device, and provisioning information

for a virtual private network communication link; and

connecting to the second network device over the virtual private network communication

link, using the received network address of the second network device and the provisioning

information for the virtual private network communication link; and

communicating with the second network device using the secure communicationsservice

via the virtual private network communicationlink.

(Original) The method of claim 15, wherein the secure communications service includes a

video conferencing service, and communicating includes communicating at least one of

video data and audio data using the video conferencing service.

(Original) The method of claim 15, further comprising encrypting at least one of the video

data and audio data overthe virtual private network communicationlink.

(Original) The method of claim 15, wherein the secure communications service includes a

messaging service.

(Original) The method of claim 18, wherein the messaging service includes an e-mail

service.

(Original) The method of claim 15, wherein the secure communications service includes a

telephony service.

(Original) The method of claim 20, wherein the telephony service uses modulation.
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22.

23.

24.

25.

26.

27.

28.

(Original) The method of claim 21, wherein the modulation is based on one of frequency-

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple

access (CDMA).

(Original) The method of claim 15, wherein the network device is a mobile device.

(Original) The method of claim 23, wherein the mobile device is a notebook computer.

(Original) The method of claim 15, wherein the identifier associated with the second

network device is a domain name.

(Original) The method of claim 15, wherein communicating with the second network device

using the secure communicationsservice via the virtual private network communication link

includes inserting into data packets communicated overthe virtual private network

communication link one or more data values that vary according to a pseudo-random

sequence.

(Original) The method of claim 15, wherein communicating with the second network device

using the secure communicationsservice via the virtual private network communication link

includes network address hopping regimethat is used to pseudorandomly change network

addresses in packets transmitted between a first device and a second device.

(Canceled) 4 

avatlable-for-a-secure-communicationsserviee-is-a-finction-ofa-demain-nameleokup:

29, (New) The network device of claim 1, wherein the interception of the request consists of

receiving the request to deterrnine that the second network device is available for the secure

communication service.

the request to determine that the second network device is available for the secure

communication service.
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31.(New)Thenetworkdeviceofclaim|,whereintheinterceptionoccurswithinanother

network device that is separate from the network device.
 

32, (New) The method of claim 15, wherein the interception occurs within another network
 

device that is separate fromthe first network device.
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REMARKS

Claims 1-13, 15-27, and 29-32 are pending in the application, of which claims 1 and 15

are the only independent claims. By this Amendment, Applicants amend independent claims 1

and 15, add new dependent claims 29-32, and cancel claims 14 and 28 without prejudice or

disclaimer of the subject matter thereof.' In the Office Action mailed July 27, 2012 (“Office

Action’), claims 1-13 and 15-27 stand rejected under 35 U.S.C. § 103(a) based on U.S. Patent

No. 5,898,830 (‘“Wesinger’). The rejections are traversed and reconsideration is respectfully

requested in view ofthe following remarks.

Applicants’Summary and Clarification ofthe August 23, 2012 and

October 11, 2012 Interviews

Applicants appreciate the courtesies extended to Applicants’ undersigned representative

at the personal interview conducted in the United States Patent and Trademark Office on August

23, 2012 (“first interview”’), as well as to Applicants’ undersigned representative and inventor Dr.

Robert Short III at the personal interview on October 11, 2012 (“second interview”). The

Examiner mailed Interview Summaries on September 4, 2012 and October 18, 2012,

summarizing certain aspects of the interviews. Applicants thank the Examiner for the Interview

Summaries, and submit the following comments to address and clarify the Examiner’s summary

of those discussions.

In the first interview, Applicants’ undersigned representative provided an overview of the

claimed subject matter and discussed patentable distinctions of the claimed subject matter over

the asserted reference, Wesinger. However, no agreement was reached regarding the

allowability of the claims.

During the second interview, Applicants’ representative and Dr. Short provided an

overview of the claimed subject matter. Additionally, the Examiner, Applicants’ representative,

and Dr. Short discussed distinctions of the claimed subject matter over firewall systems such as

Wesinger’s. The Examiner suggested that an exemplary feature discussed by Applicants’
 

" Applicants disagree that the original claims submitted on December 23, 2011 are disclosed or obvious over the
prior art. However, Applicants amend the claims to expedite prosecution of this matter as explained in this response.
Applicants reserve the right to pursue patent protection for the embodimentsrecited in the original claims and
variants thereof, in one or more continuation applications.
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representative and Dr. Short while providing the overview — interception of a request to look up

a network address of a network device and a determination whether the network device is

available for a secure communications service — was distinguishable over the prior art. As such,

the Examiner suggested that Applicants amend the claims accordingly.

However, in the second Interview Summary, the Examiner summarized the discussions

of such allowable features as the “gist of the invention.” Although Applicants agree that

“receiving, following interception of the request and a determination that the second network

device is available for the secure communication service, an indication that the second network

device is available for the secure communications service, the requested network address of the

second network device, and provisioning information for a virtual private network

communication link” is one feature that distinguishes the disclosed subject matter from the cited

art, Applicants disagree with the second Interview Summaryto the extent that it suggests that the

above mentioned “intercepting” feature is the on/y novel and nonobviousaspect of Applicants’

disclosed and/or claimed embodiments. Indeed, as discussed during the interview and described

below, Applicants’ disclosed and claimed embodiments include other novel and nonobvious

aspects of the claimed subject matter. Other novel and unobviousaspects of the claimed subject

include features that are found in the currently pending claims and in the claims presented prior

to this Amendment. Thus, while Applicants have amended certain claims based on the

Examiner’s suggestion to expedite allowance of this application, Applicants submit that the

unamendedclaimsare patentably distinguished from Wesinger and othercitedpriorart.

Claim Rejections — 35 U.S.C. § 103

Claims 1-13 and 15-27 are rejected under 35 U.S.C. § 103(a) over Wesinger. As

explained below, because Wesinger does not disclose or suggest each and every limitation of

claims 1-13 and 15-27, Applicants request that the rejection be withdrawn and the claims be

allowed.

To support an obviousness rejection, “all of the claim limitations must be taught or
 

suggested by the prior art applied and that all words in a claim must be considered in judging the

patentability of that claim against the prior art.” Ex Parte Karl Burgess, Appeal 2008-2820,

2009 WL 291172 (B.P.A.I. 2009), at *3 (citing Zn re Royka, 490 F.2d 981, 984-85 (CCPA 1974),
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In re Wilson, 424 F.2d 1382, 1385 (CCPA 1970)) (emphases added). A rejection based on

obviousness “‘cannot be sustained with mere conclusory statements; instead, there must be some

articulated reasoning with some rational underpinning to support the legal conclusion of

obviousness.” KSR Int’l Co. v. Teleflex Inc., 126 S. Ct. 1727, 1741 (2007) (citing Zn re Kahn,

441 F.3d at 988). Here, the Office Action fails to demonstrate that each and every limitation of

claims 1-13 and 15-27 are disclosed or suggested by Wesinger.

Wesinger disclosesa firewall that is configured as two or moresets of virtual hosts, with

DNS mappings between the virtual hosts and respective remote hosts to be accessed through

network interfaces of the firewall. (Wesinger Abstract.) These virtual hosts and DNS mappings

enable transparent communications through the firewall. The firewall “selectively allows

‘acceptable’ computer transmissions to pass through it and disallows other non-acceptable

computer transmissions.” (/d. at 1:8-12.) In Wesinger, “[w]hen a connection request is received,

the firewall spawns a process, or execution thread, to create a virtual host VHnto handle that

connection request.” (/d. at 15:9-12.) “Each virtual host has a separate configuration sub-file

(sub-database) C1, C2, etc., that may be derived from a master configuration file, or database,

510. The configuration sub-files are text files that may be used to enable or disable different

functions for each virtual host, specify which connections and types of traffic will be allowed

and which will be denied, etc.” (Ud. at 14:46-52.) “Also as part of the configuration file of each

virtual host, an access rules database is provided governing access to and throughthe virtual host,

Le., which connections will be allowed and which connections will be denied.” (/d. at 15:24-28.)

The process in Wesinger uses the access rules database to “allow only a connection from a

specified secure client.” (/d. at 10:14-16.)

Wesinger also discusses processing of DNS requests:

Whenclient C tries to initiate a connection to host D using the name of D, DNS
operates in the usual manner to propagate a name request to successive levels of
the network until D is found. The DNSserver for D returns the network address

of D to a virtual host on the firewall 155. The virtual host returns its network

address to the virtual host on the firewall 157 from which it received the lookup
request, and so on, until a virtual host on the firewall 105 returns its network
address (instead of the network address of D) to the client C.

(Id. at 9:16-24.)
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Accordingly, when client C uses a name of D in a DNSrequest, C gets back an address

for a virtual host of firewall 105, which faces C. (See id. at Fig. 1).

Wesinger describes processes and components different than the embodiments recited in

claims 1-13 and 15-32. For instance, independent claim 1 is representative andrecites:

A network device, comprising:

a storage device storing an application program for a_ secure
communications service; and

at least one processor configured to execute the application program for
the secure communications service so as to enable the network device to:

send a request to look up a network address of a second network
device based on an identifier associated with the second network

device;

receive, following interception of the request and a determination
that the second network device is available for the secure

communication service, an indication that the second network
device is available for the secure communications service, the

requested network address of the second network device, and
provisioning information for a virtual private network
communication link;

connect to the second network device, using the received network
address of the second network device and the provisioning
information for the virtual private network communication link;
and

communicate with the second network device using the secure
communications service via the virtual private network
communication link.

Wesinger does not disclose receiving “an indication that the second network device is

available for the secure communications service, the requested network address of the second

network device, and provisioning information for a virtual private network communication link,”

as recited in claim 1. Nor does Wesinger disclose the ability to “connect to the second network

device, using the received network address of the second network device and the provisioning

information for the virtual private network communication link” and “communicate with the

second network device using the secure communications service via the virtual private network

10
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communication link,” as recited in claim 1. For these reasons alone, the rejection of claim 1 in

view of Wesinger is improper and should be withdrawn.

For example, nothing in Wesinger, including at the cited portions, teaches or suggests at

least the feature of enabling a network device to “receive . . . an indication that the second

network device is available for the secure communications service,” as recited by claim 1. The

virtual hosts and DNS mappings of Wesinger enable transparent communications through the

firewall, but provide no such indication that the second network device is available for a secure

communicationsservice.

Wesingerbriefly states that encryption may be used in combination with its firewalls, but

does not describe those firewalls as providing any indication that a second deviceis available for

the secure communications service. (See Wesinger at 4:39-42; 12:22-28.) In fact, Wesinger

explains that “[o]nce a connection has been allowed, the virtual host process invokes code that

performs .. . channel processing (encryption . . .).” (/d. at 17:1-7.) Invoking code for encryption

or the like after a connection has already been established does not teach or suggest enabling a

network device to receive an indication that the second network device is available for the secure

communications service. Wesinger invokes the code that performs channel processing and

encryption without returning any indication that the second device is available for a secure

communicationsservice.

The Office Action points to a portion of Wesinger that describes a piece of software

checking whetherthe host “requesting the connection” has a DNSentry in a database. (OAat 3

(citing Wesinger at 16:57-17:5).) However, following that check, Wesinger does not enable the

device requesting the connection to receive an indication that the second network device is

available for a secure communications service. Thus, that passage of Wesinger, does not

demonstrate the claimed features. (See Wesinger at 16:57-67.)

Moreover, Wesinger merely describes returning a network address of a virtual host. Ud.

at 9:15-25.) Wesinger makes it clear that the network address is returned alone, and not with

 

° Wesingerdefines a “remote host” as the “host requesting the connection”for the purposeofthe cited paragraphs.
(Wesinger at 16:49.)
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“provisioning information.” Consequently, Wesinger, does not teach or suggest “receiving .. .

provisioning information for a virtual private network” (emphasis added), as recited by claim 1.

Indeed, in Wesinger, after a connection request is received and allowed, the virtual host invokes

code that performs channel processing (including encryption) but does not return any

provisioning information for a virtual provide network. (/d. at 17:1-7.) Aside from the address,

nothing else is returned to the requesting device in Wesinger.

For the above reasons alone, Wesinger does not support the rejection of claim 1 under

35 U.S.C. § 103(a). Accordingly, the rejection should be withdrawn, and the claim should be

allowed.

In addition to the distinguishing features set forth above, claim 1 is further allowable over

Wesinger because the reference does not disclose the ability to receive the claimed indication

“following interception of the request and a determination that the second network device is

available for the secure communication service,” as recited in amended claim 1. This feature is

consistent with the subject matter that the Examineridentified as distinguishing overthepriorart

during the second interview. Indeed, the Examiner agreed during the second interview that

Wesinger fails to disclose or suggest intercepting a request to look up a network address of a

network device and determining that the network device is available for a secure

communicationsservice at all. For this additional reason, Wesinger does not disclose or suggest

all of the features of independent claim 1. Asaresult, the rejection of claim 1 in view of

Wesinger is improper, should be withdrawn, and claim 1 should be allowed.

Accordingly, since Wesinger does not teach or suggest at least the claimed features of

enabling a network device to “receive an indication that the second network device is available

for the secure communications service” or “provisioning information for a virtual private

network”at all, much less “following interception of the request [to look up the network address

of the second network device] and a determination that the second network device is available

for a secure communications service,” Applicants respectfully request that the rejection under

35 U.S.C. § 103 be withdrawn.

Independentclaim 15, though of different scope from independent claim 1, recites similar

features to those discussed above in connection with claim 1. Thus, for at least reasons similar to

12
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those provided above for independent claim 1, Wesinger does not teach or suggest each and

every limitation of independent claim 15. Consequently, for the same reasonsset forth above for

claim 1, Wesinger does not support the rejection of claim 15 under 35 U.S.C. § 103(a). Thus, the

rejection should be withdrawn and the claim should be allowed.

Claims 2-13, 29, and 31 depend from claim 1. Claims 16-27, 30, and 32 depend from

claim 15. Thus, for at least the same reasonsset forth above in connection with claims | and 15,

dependent claims 2-13, 16-27, and 29-32 are allowable over the cited prior art. Additionally,

dependent claims 2-13, 16-27, and 29-32 are allowable for the additional reason that each of the

claims recite additional features not disclosed or suggested by the cited prior art. Accordingly,

Applicants request the timely allowance of these claims.

CONCLUSION

Applicants respectfully submit that all of the pending claims, claims 1-13, 15-27, and 29-

32, are allowable over the cited prior art. Applicants respectfully invite the Examiner to contact

the undersigned attorney to promptly address any questions or issues regarding the allowability

of the pending claims.

Applicants’ remarksin support ofpatentability of one claim should not be imputed to any

other claim, even if similar terminology is used. Any absence ofa reply to a specific rejection,

issue, Or comment does not signify agreement with or concession of that rejection, issue, or

comment. In addition, because Applicants’ remarks are not intended to be exhaustive, as there

may be other reasons for patentability of any or all claims that have not been expressed. Finally,

nothing in this response should be construed as intent to concede any issue with regard to any

claim, and the amendment or cancellation of any claim does not necessarily signify concession

of unpatentability of the claim prior to its amendmentor cancellation. Indeed, as noted above,

Applicants disagree that the original claims submitted on December 23, 2011 are disclosed or

suggested by the cited prior art, and reserve the right to pursue protection of embodiments

covered by that scope, and other aspects of Applicants disclosed embodiments, in one or more

continuation applications.
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To the extent necessary, a petition for an extension of time under 37 C.F.R. § 1.136 is

hereby made. Please charge any shortage in fees due in connection with the filing of this paper,

including extension of time fees to Deposit Account 502203 and please credit any excess fees to

such deposit account.

Respectfully submitted,

Date: October 26, 2012
 

DM_US39458774-1.077580.0151

McDERMOTT WILL & EMERY LLP

/Toby H. Kusmer/
Toby H. Kusmer, P.C., Reg. No. 26,418
Customer No. 23630

28 State Street

Boston, MA 02109-1775

Telephone: (617) 535-4000
Facsimile : (617)535-3800
E-mail: tkusmer@mwe.com

Kenneth C. Cheney, Reg. No. 61,841
4 Park Plaza

Suite 1700

Irvine, California 92614-2559
Telphone: (949) 757-7111
Facsimile: (949) 851-9348
E-mail: kcheney@mwe.com
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For: System and Method Employing an Agile Network Protocol for Secure Communications
Using Secure Domain Names

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

SUPPLEMENTAL REPLY “C”

Dear Commissioner:

This Supplemental Reply is being filed further to Applicants’ October 26, 2012, response

to the Office Action mailed from the United States Patent and Trademark Office on July 27,

2012.

Applicants appreciate the Examiner’s thorough examination of the subject application

and request reconsideration and further examination in view ofthe following:

Claims begin on page 2 of this paper.

Remarks begin on page 7 of this paper.
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IN THE CLAIMS

This listing of claims replacesall prior versions andlistings of claims in this application.

LISTING OF CLAIMS:

1. (Presently Amended) A network device, comprising:

a storage device storing an application program for a secure communicationsservice; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network deviceto:

send a request to look up an internet protocol (IP) a-netwerk-address of a second

network device based on an-identifier-adomainnameassociated with the second network

device;

receive, following interception of the request and a determination that the second

network device is available for the secure communication service, an indication that the

second network device is available for the secure communications service, the requested

IPnetwork-address of the second network device, and provisioning information for a

virtual private network communication link;

connect to the second network device, using the received IPsetwork-address of

the second network device and the provisioning information for the virtual private

network communication link; and

communicate with the second network device using the secure communications

service via the virtual private network communication link.

2. (Original) The network device of claim 1, wherein:

the secure communicationsservice includes an audio-video conferencing service; and

the at least one processoris configured to execute the secure communications service

application program so asto allow the network device to communicate data using the audio-

video conferencing service.

3. (Original) The network device of claim 1, wherein the at least one processoris configured to

execute the application program so that at least one ofvideo data and audio data can be

communicated over the virtual private network communication link using the audio-video

conferencing service.

Petitioner Apple Inc. - Exhibit 1002, p. 1380



Petitioner Apple Inc. - Exhibit 1002, p. 1381

Serial No. 13/336,790

10

11.

12.

13.

14.

15.

(Original) The network device of claim 1, wherein the secure communications service

includes a messaging service.

(Original) The network device of claim 4, wherein the messaging service includes an e-mail

service.

(Original) The network device of claim 1, wherein the secure communications service

includes a telephony service.

(Original) The system of claim 6, wherein the telephony service uses modulation.

. (Original) The network device of claim 7, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code division

multiple access (CDMA).

(Original) The network device of claim 1, wherein the network device is a mobile device.

. (Original) The network device of claim 9, wherein the mobile device is a notebook computer.

(Canceled)

(Original) The network device of claim 1, wherein the virtual private network

communication link is based on inserting into each data packet communicated over the

virtual private network communication link one or more data values that vary according to a

pseudo-random sequence.

(Original) The network device of claim 1, wherein the virtual private network

communication link is based on a network address hopping regimethat is used to pseudo-

randomly change network addresses in packets transmitted betweena first device and a

second device.

(Canceled)

(Presently Amended) A method executed by a first network device for communicating with

a second network device, the method comprising:
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16.

17.

18.

19.

20.

21.

sending a request to look up aninternetprotocol(IP)a-netwerk-address of a second

network device based on a domain name anidentifier-associated with the second network

device;

following interception of the request and a determination that the second network device

is available for the secure communication service, receiving an indication that the second

network device is available for a secure communicationsservice, the requested networkIP

address of the second network device, and provisioning information for a virtual private

network communication link; [[and]]

connecting to the second network device over the virtual private network communication

link, using the received IPnetwerk-address of the second network device and the

provisioning information for the virtual private network communication link; and

communicating with the second network device using the secure communicationsservice

via the virtual private network communicationlink.

(Original) The method of claim 15, wherein the secure communications service includes a

video conferencing service, and communicating includes communicating at least one of

video data and audio data using the video conferencing service.

(Original) The method of claim 15, further comprising encrypting at least one of the video

data and audio data overthe virtual private network communicationlink.

(Original) The method of claim 15, wherein the secure communications service includes a

messaging service.

(Original) The method of claim 18, wherein the messaging service includes an e-mail

service.

(Original) The method of claim 15, wherein the secure communications service includes a

telephony service.

(Original) The method of claim 20, wherein the telephony service uses modulation.
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22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

(Original) The method of claim 21, wherein the modulation is based on one of frequency-

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple

access (CDMA).

(Original) The method of claim 15, wherein the network device is a mobile device.

(Original) The method of claim 23, wherein the mobile device is a notebook computer.

(Canceled)

(Original) The method of claim 15, wherein communicating with the second network device

using the secure communicationsservice via the virtual private network communication link

includes inserting into data packets communicated overthe virtual private network

communication link one or more data values that vary according to a pseudo-random

sequence.

(Original) The method of claim 15, wherein communicating with the second network device

using the secure communicationsservice via the virtual private network communication link

includes network address hopping regimethat is used to pseudorandomly change network

addresses in packets transmitted between a first device and a second device.

(Canceled)

(Previously presented) The network device of claim 1, wherein the interception of the

request consists of receiving the request to determine that the second network device is

available for the secure communicationservice.

(Previously presented) The method of claim 15, wherein the interception of the request

consists of receiving the request to determine that the second network device is available for

the secure communication service.

(Previously presented) The network device of claim 1, wherein the interception occurs

within another network device that is separate from the network device.
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32. (Previously presented) The method of claim 15, wherein the interception occurs within

another network device that is separate from the first network device.
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REMARKS

Claims 1-10, 12, 13, 15-24, 26, 27, and 29-32 are pending in the application, of which

claims 1 and 15 are the only independent claims. By this Amendment, Applicants amend

independent claims 1 and 15, and cancel claims 11 and 25 without prejudice or disclaimer of the

subject matter thereof.' The Office Action mailed July 27, 2012 (“Office Action”) rejects claims

1-10, 12, 13, 15-24, 26, and 27 under 35 U.S.C. § 103(a) based on U.S. Patent No. 5,898,830

(“Wesinger’). The rejections are traversed and reconsideration is respectfully requested in view

of the following remarks.

Summary of Telephone Interview

Applicants appreciate the courtesies extended to Applicants’ representatives during the

November 15, 2012, telephone interview. During the interview, the Examiner and Applicants’

representatives discussed potential claim amendments. The Examiner agreed that the

independent claims as they are currently amended by this supplemental amendmentare not

disclosed or suggested by the prior art of record, and that he would withdraw the rejection and

allow the pending claims if Applicants amended the claims as proposed in this supplemental

amendment.

Claim Rejections — 35 U.S.C. § 103

The July 27, 2012, Office Action rejects claims 1-10, 12, 13, 15-24, 26, and 27 under

35 U.S.C. § 103(a) over Wesinger. For at least the reasons discussed in the October 26, 2012,

response, Wesinger does not disclose or suggest the features recited in independent claims 1 and

15, which are therefore allowable over Wesinger.

Moreover, as discussed above, the Examiner agreed during the November 15, 2012,

telephone interview that he would withdraw the rejection in view of Wesinger and allow the

pending claims, provided that Applicants amend the independent claims as they are currently

amended by this supplemental amendment. Thus, while Applicants maintain that both the
 

' Applicants disagree that the original claims submitted on December 23, 2011 or the amended claims
submitted in the amendment filed on October 26, 2012 are disclosed or obvious over the prior art. However,
Applicants amend the claims to expedite prosecution of this matter as explained in this response. Applicants reserve
the right to pursue patent protection for the embodiments recited in the original and/or previously amended claims
and variants thereof, in one or more continuation applications.
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original claims presented on December 23, 2011, and the claims presented in response of

October 26, 2012 distinguish over Wesinger, and any otherprior art of record, Applicants amend

the claimsaslisted above solely to expedite prosecution of this application.

In view of the above, the rejection of independent claims 1 and 15 should be withdrawn

and the claims should be allowed. Moreover, each pending dependent claim ultimately depends

from one of independent claims 1 and 15 and is therefore allowable based on its dependency

from an allowable base claim as well as for reciting additional features. Accordingly, Applicants

respectfully request withdrawal of the § 103 rejection of the claims and the timely allowance of

all pending claims 1-10, 12, 13, 15-24, 26, 27, and 29-32.

CONCLUSION

Applicants respectfully submit that all pending claims 1-10, 12, 13, 15-24, 26, 27, and

29-32 are allowable over the cited references. Applicants respectfully invite the Examiner to

contact the undersigned attorney to promptly address any questions or issues regarding the

allowability of the pending claims.

Applicants’ remarksin support ofpatentability of one claim should not be imputed to any

other claim, even if similar terminology is used. Any absence ofa reply to a specific rejection,

issue, Or comment does not signify agreement with or concession of that rejection, issue, or

comment. In addition, because Applicants’ remarks are not intended to be exhaustive, as there

may be other reasons for patentability of any or all claims that have not been expressed. Finally,

nothing in this response should be construed as intent to concede any issue with regard to any

claim, and the amendment or cancellation of any claim does not necessarily signify concession

of unpatentability of the claim prior to its amendmentor cancellation. Indeed, as noted above,

Applicants disagree that the original claims submitted on December 23, 2011 are disclosed or

suggested by the cited prior art, and reserve the right to pursue protection of embodiments

covered by that scope, and other aspects of Applicants disclosed embodiments, in one or more

continuation applications.

To the extent necessary, a petition for an extension of time under 37 C.F.R. § 1.136 is

hereby made. Please charge any shortage in fees due in connection with the filing of this paper,
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including extension of time fees to Deposit Account 502203 and please credit any excess fees to

such deposit account.

Respectfully submitted,

McDERMOTT WILL & EMERY LLP

Date: November 15, 2012 /Toby H. Kusmer/
Toby H. Kusmer,P.C., Reg. No. 26,418
Customer No. 23630

28 State Street

Boston, MA 02109-1775

Telephone: (617) 535-4000
Facsimile : (617)535-3800
E-mail: tkusmer@mwe.com

  

DM_US39843905-1.077580.0151
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

mweipdocket @mwe.com
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Application No. Applicant(s)

 . we . 13/336,790 LARSON ETAL.
Applicant-Initiated Interview Summary _ _

Examiner Art Unit

KRISNA LIM 2453 

All participants (applicant, applicant's representative, PTO personnel):

(1) KRISNA LIM. (3) .

(2) Mr. Toby Kusmer (Reg. No. 26,478). (4) .

Date of Interview: 74 November 2012.

Type: [X Telephonic [] Video Conference
[J Personal[copy given to: [] applicant [J applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes DX] No.
If Yes, brief description:

Issues Discussed (101 (1112 (102 103 L10thers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 7.

Identification of prior art discussed: Wesinger (U.S. Patent No. 5,898,830).

Substanceof Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied referencesetc...)

Counsel and Examienr discussed the amended lanquage of claim 1 (lines 5-6). No agreement was reached..

Applicant recordation instructions: The formal written reply to the last Office action must include the substanceofthe interview. (See MPEP
section 713.04). If a reply to the last Office action has already beenfiled, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whicheveris later, to file a statement of the substance of the
interview

Examinerrecordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substanceof an interview should include the itemslisted in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argumentor issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcomeofthe interview, to include an indication as to whether or not agreement was reached on the issuesraised.

[] Attachment
/Krisna_ Lim/

Primary Examiner, Art Unit 2453

 
 

U.S. Patent and Trademark Office

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20121114
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substanceof Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be madeof record in the
application whether or not an agreement with the examiner was reachedat the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must befiled by the applicant. An interview does not removethe necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Businessto be transactedin writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that recordis itself
incomplete through the failure to record the substanceof interviews.

It is the responsibility of the applicant or the attorney or agent to make the substanceof an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which beardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for eachinterview held where a matter of substance has been discussed during the
interview by checking the appropriate boxesandfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure,or pointing
out typographicalerrors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recordis required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portionofthefile, and listed on the
“Contents” section of the file wrapper. In a personalinterview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusionofthe interview. In the case of a telephone or video-conferenceinterview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examineris not likely before an allowanceorif other
circumstancesdictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
— Application Number (Series Code and Serial Number)
—Nameofapplicant
—Nameof examiner
— Date ofinterview

— Type of interview (telephonic, video-conference, or personal)
—Nameof participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
—Anindication whetheror not an exhibit was shownor a demonstration conducted

—Anidentification of the specific prior art discussed
— An indication whether an agreement was reachedandif so, a description of the general nature of the agreement (may be by

attachmentof a copy of amendments or claims agreed as being allowable). Note: Agreementasto allowability is tentative and does
not restrict further action by the examinerto the contrary.

— The signature of the examiner who conductedtheinterview (if Form is not an attachmentto a signed Office action)

It is desirable that the examinerorally remind the applicant of his or her obligation to record the substanceofthe interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unlessit includes, or is supplemented by the applicant or the examinerto include, all of the applicable items required below concerning the
substanceofthe interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendmentsof a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the argumentsis not
required. The identification of the argumentsis sufficient if the general nature or thrust of the principal arguments madeto the
examiner can be understoodin the context of the application file. Of course, the applicant may desire to emphasize andfully
describe those arguments which heor she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeofthe interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance ofan interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one month time period to correct the record.

Examiner to Checkfor Accuracy

If the claims are allowable for other reasons of record, the examiner should sendaletter setting forth the examiner’s version of the
statementattributed to him or her. If the record is complete and accurate, the examiner should placethe indication, “Interview Record OK” on the
paper recording the substanceof the interview along with the date and the examiner'sinitials.
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'S INITIALS|CITE No.|(book, magazine, journal, serial, syrnposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

city and/or country where published.

 
aeInitial if reference considered, whetheror not citation is in conformance with MPEP 609. Drawline through citationif not in conformance
and not considered. Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
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Subst. for form 1449/PTO Complete if Known
—_ 13/336,790Application Number

INFORMATION DISCLOSURE STATEMENT BY —
APPLICANT Fling Date [OT
(Use as many sheets as necessary) First Named Inventor

“ATU ss

CERTIFICATION STATEMENT

 
Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] information Disclosure Statementis being filed with the filing of the application or before the receipt ofa first
office action.

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement; or

[x] That no item of information contained in the information disclosure statement was cited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledge of the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was known to any individuai designated in § 1.56(c) more than three monthsprior to
the filing of the information disclosure statement.

[ ] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
1.4(d) for thef of the signature.

  Date: BJO vo—
  Toby H. Kus “Reg. No.:26,418

McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

DM_US 40181450-1.077580.0151
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Electronic AcknowledgementReceipt

14433789

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer./Kerrie Jones

Filer Authorized By: Toby H. Kusmer.

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 11-DEC-2012

Filing Date: 23-DEC-2011

Time Stamp: 15:32:51

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Information Disclosure Statement(IDS)
Form (SBO08) 5e223712d28a3366d 9bfal 923 1526442b3d)

97acb

Information:
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This is not an USPTO supplied IDS fillable form

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
NOTICE OF ALLOWANCE AND FEE(S) DUE

 
   

23630 7590 01/10/2013

McDermott Will & Emery LIM, KRISNA
The McDermott Building
500 North Capitol Street, N.W.
Washington, DC 20001 2453

DATE MAILED: 01/10/2013

13/336,790 12/23/2011 Victor Larson 77580-151(VRNK-1CP3CNFT1) 6217
TITLE OF INVENTION: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

NO $0 $0nonprovisional $1770 $1770 04/10/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCEAS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLYTO THIS NOTICE:

I. Review the SMALL ENTITYstatus shown above.

If the SMALL ENTITYis shown as YES,verify your current If the SMALL ENTITYis shown as NO:
SMALL ENTITYstatus:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shownabove, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITYstatus before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITYstatus, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above,or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shownabove.

II. PART B - FEE(S) TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B isfiled, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalentof Part B.

IH. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advisedto the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for PatentsP.O. Box 1Alexandria Virginia 22313-1450

or Fax (571)-273-2885

 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address asicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.
CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any changeof address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

papers. Each additional paper, such as an assignment or formal drawing, mustave its own certificate of mailing or transmission.

 
 
   

23630 7590 01/10/2013

McDermott Will & Emery Certificate of Mailing or Transmission
The McD tt Buildi I hereby certify that this Fee(s) Transmittal is being deposited with the Unitede MicVermo uliding States Postal Service with sufficient postage for first class mail in an envelope
500 North Capitol Street, N.W. addressed to the Mail Stop ISSUE FEE address above, or being facsimile: transmitted to the USPTO (571) 273-2885, on the date indicated below.
Washington, DC 20001

(Depositor's name)

(Signature)

(ate)

13/336,790 12/23/2011 Victor Larson 77580-151(VRNK-1CP3CNFT1) 6217
TITLE OF INVENTION: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING
SECURE DOMAIN NAMES

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional $1770 $1770 04/10/2013

LIM, KRISNA 2453 709-204000

1. Change of correspondence addressor indication of "Fee Address" (37 2. For printing on the patent front page,list
CFR 1.363).

Lj Change of correspondence address (or Change of CorrespondenceAddress form PTO/SB/122) attached.

LI "Fee Address" indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

 
(1) the names of up to 3 registered patent attorneys
or agents OR,alternatively,

(2) the name ofa single firm (having as a member a 2
registered attorney or agent) and the namesof up to
2 registered patent attorneys or agents. If nonameis 43
listed, no namewill be printed.

  
  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : LV individual LJ Corporation or other private group entity [J Government

4a. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)
L] Issue Fee LIA checkis enclosed.

_] Publication Fee (No small entity discount permitted) Lj Paymentby credit card. Form PTO-2038 is attached.
LT Advance Order - # of Copies [IJ The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

LY a. Applicant claims SMALL ENTITYstatus. See 37 CFR 1.27. I b. Applicant is no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(g)(2).
  

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone otherthan the applicant; a registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature Date
 

 
Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The informationis required to obtain or retain a benefit by the public whichis to file (and by the USPTOto process)

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR Mi 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, andsubmitting the completed application form to the USPTO. Timewill v. epending uponthe individual case. Any comments on the amountof time you require to completethis form and/or suggestions for reducing this burden, should be sent to ee ief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, ‘Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

 
 
   

13/336,790 12/23/2011 Victor Larson 77580-151(VRNK-1CP3CNFT1) 6217

McDermott Will & Emery LIM, KRISNA
The McDermott Building
500 North Capitol Street, N.W.
Washington, DC 20001 2453

DATE MAILED: 01/10/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSAaspart of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedor in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware ofa violation or potential violation of law or
regulation.
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Application No. Applicant(s)

13/336,790 LARSON ETAL.
Notice of Allowability Examiner Art Unit

KRISNA LIM 2453

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85)or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. KJ This communication is responsive to the amendmentfiled 11/15/2012 and 10/26/2012.

2. 1 Anelection was madebythe applicant in responseto a restriction requirementset forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X] The allowed claim(s)is/are 1-10,12,13,15-24,26,27 and 29-32. As a result of the allowed claim(s), you may beeligible to benefit from
the Patent Prosecution Highway programat a participating intellectual property office for the corresponding application. For more
information, please see htto://www.uspto.gov/patenis/init_ events/oph/index.isp or send an inquiry to PPHieedback@uspto.qov .

4. [J] Acknowledgmentis madeofa claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)X All b)L)Some* c)[)None ofthe:

1. [] Certified copies of the priority documents have beenreceived.

2. (J Certified copies of the priority documents have been received in Application No.

3. [J Copiesof the certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE?”of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTH PERIODIS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

C1 including changes required by the attached Examiner's Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number(see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATIONaboutthe deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [J Notice of References Cited (PTO-892) 5. Examiner's Amendment/Comment

2. X] Information Disclosure Statements (PTO/SB/08), 6. KX] Examiner's Statement of Reasonsfor Allowance
Paper No./Mail Date

3. [J Examiner's Comment Regarding Requirementfor Deposit 7. OJ Other .
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date .

/Krisna_ Lim/

Primary Examiner, Art Unit 2453

 
U.S. Patent and Trademark Office

PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20121221
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Application/Control Number: 13/336,790 Page 2

Art Unit: 2453

Pursuant to 37 C.F.R 1.109 and M.P.E.P 1302.14, the following is an Examiner's

Statement of Reasonsfor Allowance:

Kiuchi discloses that the C-HTTP nameserverstores the IP address and

public key of a particular computerin a data structure that maps the nameof the

particular computerto the corresponding IP address and public key. Kiuchi discloses

that the client-side proxy sends a request to the C-HTTP, wherethe request is asking

the C-HTTPserverfor permission to establish a connection with a server-side proxy.

Wesinger describes a system in which a configurationfile is stored ona

series of firewalls. The configurationfiles store security information by domain name

and use the domain nameto determineif a particular requestis to be allowed.

Moreover, Wesingerdiscloses the following sequence: (i) a requestis received

by the firewall/DNS server,(ii) the domain namein the requestis looked up in the

configurationfile,(iii) if the connection is allowed, then the firewall/DNS server may

invoke codethat performs channelprocessing, which includes encryption.

Wesingerdiscloses that DNS propagation happensin a normal manner, but also

teaches that the DNS propagation happens through thefirewall servers, and the DNS

propagation is subject to the allow or deny connectionrules.

In Examiner's opinion, both Kiuchi and Wesinger maynotclearly disclose the

feature of "intercepting a request to look up an IP address based on a domain nameof

a secure website (i.e., the host) and determining whether or not to establish a secure

communication connection”. Moreover, in Examiner’s opinion, Examinerbelieves that

the requested is intercepted and determined before the request reached the

firewall/DNS server.

Examiner considers the applicants' claims 1-10, 12-13, 15,-24, 26-27 and 29-32 to

be allowable based on the claim interpretation and Examiner's opinion based on

Examiner's understanding during the personal interview with Inventor Robert Short on
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Application/Control Number: 13/336,790 Page 3

Art Unit: 2453

October 11, 2012. Thus, Examiner’s opinion should not be imputed to the

concessionof the prior arts and the exhaustion ofthe prior arts for determining the

patentability of anyorall claims.

Any comments considered necessary by applicant must be submitted no later than

the payment of the Issue Fee and, to avoid processing delays, should preferably

accompanythe Issue Fee. Such submissions should be clearly labeled "Comments on

Statement of Reasonsfor Allowance."

Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whosetelephone numberis 571-272-3956.

The examiner can normally be reached on Tuesdayto Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examinerby telephone are unsuccessful, the examiner's

supervisor, Krista Zele, can be reached on 571-272-7288. The fax phone number

for the organization wherethis application or proceeding is assigned is 571-273-

8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197(toll-free).

Kl

December 21, 2012

/Krisna_ Lim/

Primary Examiner, Art Unit 2453
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13336790 - GAU: 2453

Subst. for form 1449/PTO Complete if Known
|Application Number 13/336,790
 

INFORMATION DISCLOSURE STATEMENT BY
APPLICANT

(Use as many sheets as necessary) | First Named Inventor

un
“Eraniner Nae

Frcarses|7780-181(VRNK-0001CPIGHETAT
U.S. PATENTS |

EXAMINER® CITE NO. Patent Number Publication Date|Name of Patentee or Applicant Pages, Columns,Lines, Where H
S INITIALS . Relevant Passages or Relevant l

of Cited Document Figures Appear

H

U.S. PATENT APPLICATION PUBLICATIONS |
‘| CITE NO. Patent Number Publication Date|Name of Patentee or Applicant pages. egumns,Lines, wnere

of Cited Document sev anriguresAppeat

FOREIGN PATENT DOCUMENTS

Foreign Patent Document Publication Date Name of Patentee or Pages, Columns,Lines
Country Codes -Number4-Kind Applicant of Cited Document Where Relevant

Codes (if known) Figures Appear

OTHER ART(Including Author, Title, Date, Pertinent Pages, Etc.)

XAMINER Include nameof the author (in CAPITAL LETTERS), title of the article (when appropriate), title of ms item‘6 INITIALS|CiTE NO,|(book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher,

 

 

 city and/or country where published.

D1220|Defendants’ Motion For Reconsideration of the Construction of the Term “Secure Communication
Link,” 7 pages, June 2012

Green, “Cisco Leverages Altiga Technology for VPN’s,” 2 pages, 2000
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D1144 Exhibit 230A, Understanding OSF DCE1.1 for AIX and OS/2° (APP_VX0556531-804) vs. Claims
of the ‘180 Patent”

D1145|Exhibit 231A, Understanding OSF DCE 1.1 for AIX and OS/2' (APP_VX0556531-804) vs. Claims
 
   

 
of the ‘211 Patent”

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./

Petitioner Apple Inc. - Exhibit 1002, p. 1411



Petitioner Apple Inc. - Exhibit 1002, p. 1412

13336790 - GAU: 2453

  Subst. for form 1449/PTO Complete if Known  
 

  
 

INFORMATION DISCLOSURE STATEMENT BY Application Number 13/336,790
APPLICANT

  
 

 
 

 
 

 

(Use as manysheets as necessary) First Named Inventor Victor Larson

Krisna Lim

||Docket Number 77580-151(VRNK-0001CP3CNFT1)
D1146|Exhibit 232A, Understanding OSF DCE 1.1 for AIX and OS/2" (APP_VX0556531-804) vs. Claims

 
 
 

 
  
 
 

 

 
of the ‘504 Patent’

D1147|Exhibit 233A, Understanding OSF DCE 1.1 for AIX and OS/2' (APP_VX0556531-804) vs. Claims
of the ‘759 Patent®

Exhibit 255, Schuizrinne’ vs. Claimsof the ‘135 Patent’

Exhibit 256, Schulzrinne’ vs. Claims of the ‘504 Patent”

Exhibit 257, Schulzrinne’vs. Claimsof the ‘211 Patent’

Exhibit 258, Schulzrinne’vs. Claims of the ‘151 Patent*
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Exhibit 13, SSL 3.07 vs. Claimsof the ‘135 Patent

Exhibit 14, SSL 3.07 vs. Claimsofthe ‘504 Patent
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office action.

   

 
  

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to thefiling of the information disclosure statement; or

[X]|That no item of information contained in the information disclosure statement was cited in a communication
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Information Disclosure Statementis beingfiled with the filing of the application or before the receipt ofa first
office action.

That each item of information contained in the information disclosure statement wasfirst cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement; or

That no item of information contained in the information disclosure statement was cited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three monthsprior to
the filing of the information disclosure statement.

The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of
$180.00, or further fees which may be due, to Deposit Account 50-1133.

Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00,or
further fees which may be due, to Deposit Account 50-1133.

None

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR

1.4(d) forthsim of the signature.

 Toby H. Kus
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r; Reg. No.:26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
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Fax (617) 535-3800
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Information Disclosure Statementis beingfiled with the filing of the application or before the receiptofafirst
Office action.

That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patentoffice in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement: or

That no item of information contained in the information disclosure statement wascited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three months prior to
thefiling of the information disclosure statement.

The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

Information Disclosure Statement is being filed with the Request for Continued Examination. The
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D1224|Lee etal., “Uniform Resource Locators (URL),” Network Working Group, RFC 1738, , December
1994 (25 pages)

D1225|VPN 3000 Concentrator Series, User Guide; Release 2.5 July 2000 (489 pages)

D1226|VPN 3000 Concentrator Series, Getting Started; Release 2.5 July 2000 (122 pages)

D1227|Fratto, Altiga Concentrates on VPN Security (Hardware Review Evaluation), Network Computing,
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D1239 Aitiga [PSec LAN to LAN Tunnel Autodiscovery Functional Specification, (5 pages)
D1240 Altiga Split Tunneling Testplan, Revision 1.0, (8 pages)

D1241 Altiga VPN Concentrator Getting Started, Revision 1, March 1999 (116 pages)

D1246 Altiga VPN Concentrator User Guide, Revision 1.1, March 1999 (304 pages)

  
 

 
 

D1247 Aitiga VPN Concentrator User Guide, Version 3, June 1999 (478 pages)

D1248 Altiga VPN Concentrator User Guide, Version 4, December 1999 (472 pages)
D1249 Aitiga VPN Concentrator User Guide, Version 5, March 2000 (606 pages)
D1250 Altiga VPN Ciient Installation and User Guide, Version 2, July 1999 (92 pages)

D1251|Altiga VPN Concentrator VPN Client Installation and User Guide, Version 3, December 1999 (113
pages)

01252|Altiga VPN Concentrator VPN Client installation and User Guide, Version 4, March 2000 (118
pages)

D1253|Altiga Networks VPN Concentrator and VPN Client, as weil as their Public Demonstations and
Testing, are also Described in Marketing Materials and Publications (4 pages)
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Docket Number 77580-151(VRNK-0001CP3CNFT1)
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Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] Information Disclosure Statementis being filed with thefiling of the application or before the receiptof a first
office action.

Victor Larson

  
   

[ ] That each item of information contained in the information disclosure statement wasfirst cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to thefiling of the information disclosure statement; or

[ ] That no item of information contained in the information disclosure statement wascited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto anyindividual designated in § 1.56(c) more than three months prior to
the filing of the information disclosure statement.

[X] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR

eeform of the signature.
Date: o/sfir

Toby H. K er; Reg. No.:26,418
McDermott Will & Emery LLP
28 State Street

Boston, MA 02109
Tel. (617) 535-4000
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Please See 37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] information Disclosure Statementis being filed with the filing of the application or before the receipt ofa first
office action.

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement; or

[x] That no item of information contained in the information disclosure statement was cited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledge of the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was known to any individuai designated in § 1.56(c) more than three monthsprior to
the filing of the information disclosure statement.

[ ] The Commissioneris hereby authorized to charge any required fees to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
1.4(d) for thef of the signature.
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A1112|ITU-T Recommendation H.323, “Infrastructure of Audiovisual Services — Systems and Terminal
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International Teilecommunications Union, pages 1-128, February 1998   

 A1113 ITU-T Recommendation H.225.0, “infrastructure of Audiovisual Services — Transmission
Multiplexing and Synchronization. Call Signaling Protocols and Media Stream Packetization for
Packet-Based Multimedia Communication systems,” International Telecommunication Union,
pages 1-155, February 1998

  
 

 
 

 

 
 
 

A1114|ITU-T Recommendation H.235, “infrastructure of Audiovisual Services — Systems Aspects.
Security and Encryption for H-Series (H.323 and other H.245-based) Multimedia Terminals,”
International Telecommunication Union, pages 1-39, February 1998

  
 

A115|tut Recommendation H.245, “infrastructure of Audiovisual Services — Communication
Procedures. Controi Protocol for Multimedia Communication,” International Telecommunication
Union, pages 1-280, February 1998
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Transmittal Letters (Patent No.8,051,181)

Exhibit X5, Droms, R., RFC 2131, “Dynamic Host Configuration Protocol,” 1987
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“EXAMINER: initial if reference considered, whether ornotcitation is in conformance with MPEP 609. Drawline throughcitation if not in conformance and not considered.
Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number(optional). 2 Applicant is to place a check mark hereif English language Translation is attached.
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office action.
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[ ] That each item of information contained in the information disclosure statement wasfirst cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
priorto the filing of the information disclosure statement: or

[X ] That no item of information contained in the information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three months prior to
the filing of the information disclosure statement.

[ ] The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of
$180.00, or further fees which may be due,to Deposit Account 50-1133.

[ ] Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

[ ] None

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
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28 State Street

Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800
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||A1120|VirnetX Claim Construction Opinion |
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Application Number

Filing Date

First Named Inventor

  Examiner Name

__ockatNumber
CERTIFICATION STATEMENT

 

Please See_ 37 CFR 1.97 and 1.98 to makethe appropriate selection(s)

[ ]

[ ]

[X ]

[ ]

[ ]

Information Disclosure Statementis being filed with the filing of the application or before the receipt ofa first
office action.

That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three months
prior to the filing of the information disclosure statement; or

That noitem of information contained in the information disclosure statement wascited in a communication
from a foreign patentoffice in a counterpart foreign application, and, to the knowledgeof the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disclosure statement was knownto any individual designated in § 1.56(c) more than three monthsprior to
the filing of the information disclosure statement.

The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of
$180.00, or further fees which may be due,to Deposit Account 50-1133.

Information Disclosure Statement is being filed with the Request for Continued Examination. The
Commissioneris hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or
further fees which may be due, to Deposit Account 50-1133.

None

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
1.4(d) for the form of the signature.

  Toby H.

Boston,

 

    McDermott

28 State Street

u Date: Muy S, S01 a
MA 02109

Tel. (617) 535-4000
Fax (617) 535-3800
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[X] A C.F.R. 1.98(d), copies ofall patent, publication, pending U.S. application or other information that was
previously submitted to, or cited by the USPTOin an earlier application are not required. Applicant will provide copies of the
previously submitted references at the Examiner's request. Enclosed are copies of references not previously submitted in
a priority application (C8, C19, C21, C24: D257, D258, D261, D263, D264, D266, D292-D1111).

 
16, 2011, which is a continuation of U.S. Application No. 11/840,560, filed Au : ust 17, 2007 nowU.S. Patent No. 
7,921,211, which is a continuation of U.S. Application No. 10/714,849, filed November 18, 2003, now U.S. Patent No.
7,418,504, which is a continuation of U.S. Application No. 09/558,210, filed April 26, 2000, now abandoned, whichis a

continuation-in-part of U.S. Application No. 09/504,783,filed on February 15, 2000, now U.S. Patent No. 6,502,135,
issued December31, 2002.

Please See_37 CFR 1.97 and 1.98 to make the appropriate selection(s)

[ ] Information Disclosure Statementis being filed with thefiling of the application or before the receiptof a first office
action.

 
 

[ ] That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three monthsprior to
the filing of the information disclosure statement; or

[ ] That no item of information contained in the information disclosure statement wascited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the
certification after making reasonable inquiry, no item of information contained in the information disclosure
statement was knownto any individual designated in § 1.56(c) more than three months prior to the filing of the
information disclosure statement.

[X]|The Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $180.00, or
further fees which may be due, to Deposit Account 50-1133.

[ ] Information Disclosure Statementis being filed with the Request for Continued Examination. The Commissioneris
hereby authorized to charge the fee pursuant to 37 CFR 1.17(P) in the amount of $810.00, or further fees which may
be due, to Deposit Account 50-1133.

SIGNATURE

A signatyreof the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d)for
the f the signature.

 Date. ~S/22//2
ie Shingeee No0.418 83/27/2612 HVUONG1 @@BRbB12 SB1133 13336798cDermott Wi mery
28 State Street @1 FCs1886 188.89 DA
Boston, MA 02109
Tel. (617) 535-4000
Fax (617) 535-3800

OM_US 32511456-1.077580.0!51
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Privacy Act Statement 
he Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection

with your submission of the attached form related to a patent application or patent. Accordingly,
pursuantto the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and(3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records maybe disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom of information Act.

2. Arecord from this system of records may be disclosed, as a routine use,in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matterof the
record.

4. Arecord in this system of records maybe disclosed, as a routine use, to a contractorof the
Agencyhaving needforthe information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).- /

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed,as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, underauthority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of recordsfor this
purpose, and anyotherrelevant (i.e., GSA or Commerce)directive. Such disclosure shall not
be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subjectto thelimitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which applicationis
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes awareof a violation or potential
violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.L./
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Privacy Act Statement 
sFRE Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submissionof the attached form related to a patent application or patent. Accordingly,
pursuantto the requirementsof the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purposefor which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submissionrelated to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Departmentof Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use,in the course of
presenting evidenceto a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.

3. Arrecord in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respectto the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having needfor the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records maybe disclosed,as a routine use,to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposes of National Security review (35 U.S.C. 181) and for review pursuantto
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, underauthonity of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and anyotherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuantto 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which applicationis
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may bedisclosed,as a routine use,to a Federal, State,
or local law enforcement agency,if the USPTO becomesawareofa violation or potential
violation of law or regulation.
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Approved for use through 07/31/2012. OMB 0651-0031
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ENCLOSURES=(Check all that apply)

 
 
  
 

 

After Allowance Communication to TC
Fee Transmittal Form

Fee Attached
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Drawing(s)
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Petition (AppealNotice, Brief, Reply Brief)
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Provisional Application
Powerof Attorney, Revocation
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Status Letter
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Terminal Disclaimer below):Extension of Time Request

Express Abandonment Request Request for Refund
OOOOOUOO

Information Disclosure Statement CD, Numberof CD(s) NOOO
[| Landscape Table on CO

 
 
  

  
 

  
 

Certified Copy of Priority
Document(s)  16 Boxes which include copies of references not previously submitted in a priority application
Reply to Missing Parts/ (C8, C19, C21, C24; D257, D258, D261, D263, D264, D266, 0292-D11 11).
Incomplete Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53
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CERTIFICATE OF TRANSMISSION/MAILING

| hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage asfirst class mail in an envelope addressed to: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which isto file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
AODRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

  
 
 
 

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Approvedfor use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ond to a collection of information unless it displays a valid OMB control number

Complete if Known

Application Number|13/336,790

Filing Date 12-23-2011FEE TRANSMITTAL
First Named Inventor

:

($) 180.00 Attorney Docket No. |77580-151 VRNK-0001CP3CNFT1

METHOD OF PAYMENT(checkall that apply)

[]Check [] Credit Card LJ Money Order LJ None L_Jother (please identify):
Deposit Account Deposit Account Number:50-1133 Deposit Account Name: McDermott, Will and Emery

For the above-identified deposit account, the Director is hereby authorized to: (check ail that apply)

 
 
  

 
 
 
 

personsare requi

 

 
 

  
 
  

   
  
  

   
 
 

 

 
  
 
 

 
  
 Charge fee(s) indicated below [] Charge fee(s) indicated below, exceptfor thefiling fee

Charge any additional fee(s) or underpaymentsof fee(s) Credit any overpaymentseenie andt ay L y overpay
WARNING: Information on this form may becomepublic. Credit card information should not be included on this form. Provide credit card
information and authorization on PTO-2038.

FEE CALCULATION .

1. BASIC FILING, SEARCH, AND EXAMINATION FEES

 
  
  
  

  
  
  
  
  
  
  
  

  

FILINGFEES. SEARCH FEES EXAMINATION FEESmall Entity Smail Entity Small EntityApplicationType Fee($)Fee ($) Fee($) "Fee is) Fee($) tree iS)FeesPaid($)
Utility 380 190 620 310 250 125

Design 250 125 120 60 160 80

Plant 250 125 380 190 200 100

Reissue 380 190 620 310 750 375

Provisional 250 125 0 0 0 0

2. EXCESS CLAIM FEES ,SmallEntity
Fee DescriptionFee($)Fee($)
Each claim over 20 (including Reissues) 60 30
Each independentclaim over3 (including Reissues) 250 125
Multiple dependent claims 450 225  

 
Total Claims Extra Claims Fee ($) Fee Paid ($) Multiple Dependent Claims

- 20 of HP = x = Fee ($) Eee Paid ($)
HP = highest numberof total claimspaidfor, if greater than 20.

Indep. Claims Extra Claims Eee ($) Fee Paid ($)
-3orHP = x =

HP = highest numberof independentclaims paid for, if greater than 3.

3. APPLICATION SIZE FEE — . .
If the specification and drawings exceed 100 sheets of paper (excluding electronically filed sequence or computer

listings under 37 CFR 1.52(e)), the application size fee due is $310 ($155 for small entity) for each additional 50

sheets or fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 CFR 1. 16(s).

 
  

  
  
  

  
 

Total Sheets Extra Sheets Numberof each additional 50 or fraction thereof Fee ($) Fee Paid ($)
1005 CO (round uptoawholenumber) x 20=

4. OTHER FEE(S) Fees Paid ($)
 

   Non-English Specification, $130 fee (no small entity discount)

arge): Information Disclosure Statement Filing Fee $180.00

(suamiepBY|
UP” SS oT Registration No. Telephsignature|VER atomeyagen) 26-418 phone 617-535-4000

This collection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public whichis to file (and by the
USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any comments
on the amountoftime you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and selectoption 2.

 

 
 

Other(e.g., late filing s   
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PCTAAT|2,895,502|07/21/1959[|ssRoperetal.=(§“i]—“‘“C™éCO;OC*™*;*;*;*;*C‘*S
pCATCT4,761,334|osvigs8_|Sagoietal.=(|(™:~*~—“‘(‘“‘C(C;*;*C‘*@C
pCAA4,885,778|12/5/1989|Weiss,Kenneth[|CC*~CiszS
PoCASOT|4920484|a2arig90_—[CCRanade|t—“‘“(C;™;SSCOCOC*#C#C#C#C‘*z”’
PCA4,933,846|06/12/1990|ssHumphreyetal.=o|Ci“‘C;C*S
PCEA?||4,952,930|08/28/1990|sFranaszeketal.=|tCC“‘“CSC;C;*;*C*S
LCEACT|4,988,990|01/29/1901|WarioSS|—C“‘“C;OCOC*;*;*;C‘*S
PCAST|5164,988|1/i7/i992,|Matyas|C(‘“‘;é‘COC*#*#*C‘*S
pCAIO=O|5,204,961|04/20/1993[|BarlowCT—“‘“C;‘‘SCOC”CO*™C*”*;C*S
PFCTATA||5,276,735|01041994[ssBoebertetal=——(§$eMX[|)sas—SC~sSY
poAZST|5,303,302|O4iavigga[BurrowseTt—“‘“‘CSCOC*;*;*#*#C(‘*CS
PpCTAIT|5,311,593,|05/10/1994|CarmiTCC—“‘“CSCSC*C*™C™C™C™C‘*@CY
|CTAIA|CT5,329,521|721994[|Walshetal.=|C—“‘“SSC*C*zCN
poAISOT|5,341,426|08/23/1904|Barneyetal.=§$«S|C—“‘“CSOCOCCOCOC;C*‘*”S
pCAIGOT|5,367,643|11/22/1904|Changetat—|i“(™*~*~“‘CSC*C*~C™CSC*~*S
pCAITOT5,384,848|01/24/1995[Kikuchi|C~“‘CSSC;C*C‘idC
PCABT|5,511,122,|04231996[|Atkinson—|C—“‘“C;C*S*~*~*~*™
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[AasTT5,689,566|14/iet907|——SsNguyen|STTTCCCCOC™~SOSO
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|CTAGT5,790,548|08/04/1998|Sitaramanetal.=|C—“‘“*S*~*~*~*~*~*~*™
|CTABTOTCT5,796,942|08/18/1998[|Esbensen—|CC“SSCOCOC#C#C#(NUC#(#®”
|CTABTCT5,805,801||ogvos/i908[Hollowayetal.=—|CC~“—*~S*~S~SCS
|CTBGT|5,805,803,||ogos/i908[Birrelletal.=(ss|CC“‘“‘CSCOC™C*™C™C™C™C™C™C™C™C‘*S
pTAOOT5,822,434|10/13/1998|Caronnietal.|CCCC‘“‘“CS*SC*C*™*™*™*™*™C™*~C~*S
pTAATOT5,842,040[11/24/1998[|Hughesetal.=(|C—“‘“CSO™C™;C™C;™;C*
po25,845,091|1201/1998|ssDunneetal.=(ssTC—“‘“‘“CS;CSC;CO™!COCOCOC™C‘*

eTeee|oeeeeLondon

JA|5,867,650|ozoa/is0s|Osterman|C—“=‘“S*S*S*~*~*~*~*~*~*S*C~*™”
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|CCAB5,898,830[04/27/1999[|Wesinger,Jretal.=|C“‘C‘CSCCC*”S
|ATT5905,859|0s/1a/i999|Hollowayetal.=|C—C“~*~*S*~*~*~s~SCS
|CEASSOOTCT5,918,018|o6/2e/1999|Gooderumetal.|    
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|A51_||~=—5,918019~—s|o6/2gv999|sCValencia—sas|s—“‘CSCSC*C*sSC‘idz
|tt~“‘zRAS2Z|OT5,950,195|09/07/1999[|Stockwelletal.=——#$ssd]C(‘(CSC;C*;C‘*z
|t~‘“‘;AASOT|5,950,519~~|Ogviarigog[CCAnatoh—(ss|t—“(‘“‘:‘C*;™;C;*;*;™;C;C‘*C
|ti“‘é‘|ASCOTCT5,960,204|O9/28999|Yingeretal.=(|sC—“‘“CSCSC*SC‘*zr
|tt~“‘iCASSCTCT5.996016|11/30/1999|Thalheimeretal.=|CC‘CSCidzr
|t—“‘LCSASONOTOT6,006,259|12/21/1999|Adelmanetal=(|C—“‘“‘CSC*;*;*;*;*C‘*C
|C~—“‘iE:CANSZ—Cs||6,006,272|12/21999|=Aravamudanetal=[|ts—‘“‘“C;C*C*;*;C‘*”
|t—“‘“‘;ASB||6,016,318|01/18/2000[|Tomoike==——(ssti‘d;sSCtt:t—“‘“#SCOCOC*#*C#C*#C‘*z
|tt“AASOT|6016512~~|01/18/2000[ sHuitema—eT—“(‘“C;éCSCOC;*;*;*;C‘*
|CTAGO|6,041,342|03/21/2000|Yamaguchi|C—“‘“‘(‘“(#“#(N#NNNCCOC#ds
|CiCAGS||6,052,788|04/2000[~~sCWeesingeretal.=i|C—“‘“S;S™*™;S;*;*;*;*;*C‘*™S
|CECA]|,055,574|04/25/2000|~——sSmorodinskyetal.[||i
|tC‘iE:CNSBS||6,061,346|05/2000=|~=—sNordman,Mikael=|—“‘=‘“S*s*s*~*~*S*~SCSC*z”
|tst—“‘i;:C«CAGAOT|6,061,736|05/09/2000[SsRochbergeretal=|—CC~‘Cs‘CSCsCS
|ti“‘(‘LAGS~=C[«|6079,020~—s|Gv202000[|Cset|—“—‘“Cs‘“‘“‘“‘“‘(‘(CS™CSszr
|t=‘AAG||6,081,900~~|—06/2000_=|~—SSubramaniametal.=|—(i‘“‘CSCSC;™;C;C‘*
|Ct~—“‘i;CAST”OCT«|G092,200—|-07/18/2000[~—sMuniyappaetal=|—ss—“‘CS*S*‘*”
[|ti‘;AGSOTCTG101,182|=08/2000=|SsSistanizadehetal=|==—C~s—SCSY
|;tCAT|6119171|09/12/2000|Alkhatib=(|s—“(‘CSC*;*;*‘*@Y
|CTAZO||CG119,234|91272000[|Azizetal.=|—“CsSSCCsdY
|CEAZST|6,147,976|11/14/2000[ Shandetal.=(|i—“—*Cs™s™s~s~s—s~—CSCCSY

LCCCA2||6,157,957|12/05/2000[|séBerthaud—|™—“sCSCCCCSY
|CECA||158,011|12/05/2000[|—CChenetal—|t—“(‘“C:é™OSOSOCOCO;™;COCOCOC*@*
|CCCA4||168,409|01/02/2001|CareCTt—“‘“CsCs‘“‘“‘“‘“‘“‘“(C;*™SC'
|CECA,||6,173,399|01/09/2001[|—C‘CGibrech—<s|tt—(‘“‘“‘C™OCOCOC;C™*C*;*C™C*@*C
|tC‘“i;CAGV—SC||6175867||01/16/2001|Taghadoss—|—~—“—*sSs™s~s~—~SCCS
|CCA?|6,178,409|01/23/2001[|Weberetal—=—§s|tt—“—sCSsSCS
|CEAB||CG178,505||01/23/2001|~~Schneideretal=—o|—“‘“C;*™*S*C*;*;*;*™;™;™C~*
|tCtC‘C*dCAGDS||CG179,102_|01/30/2001|~—sSWeber,etal.=|—“‘“C;™C*C
|C*idE:CABDs||182,141|1/30/2001|~=SsBlumetal.=—(|—“*~s™S™~™~C~CCCCCCdC
PpCECABACT|G6199,112|03/2001|Wilson,StephenKK.|—“(‘“C:™OCSCSC™CS™C;C;C*
pCiBAN|_|202,081||03/2001_~—|=sNaudus,StanleyT.=| ™—~—“—s™SCCSCCCSsY
pTABST|6222,842|04/24/2001|Sasyanetal.=(|—“—‘CS™~™S™~*~C~C~CCCCCCSY
pCABSA||6,223,287|04/24/2001|~—s«éDouglasetal.=|™~—“—*S™*~™~™CCCCCSY
|CECBST|6226748~~]05/01/2001|(‘wséSBotsetal.=—(|r—(“(‘“C™;SCOCOWWWWC~™
|CTCAG]|226,751|05/01/2001|ssArrowetal.=|t—“—s*s™S™~™SCSCCCCCCCCdCY
|t“‘ié*dCAB?]:C||C6233,618|05/1572001|Shannon|—“‘S™S™*~*~*~C~C~CCCCCCC*zC
|)CiABBOT|G6,243,360|06/05/2001|Si(ssCéBasilico8|—“—‘“S*™*™*™*~*~*~C~CCC~*@Y
pSCidTCABS|[|6,243,749|06/05/2001|SsSitaramanetal.=|™—<“—SCS™SOCSOCCCCSd
|t~C—“‘“iTCAG«ST«TC243,754|06/05/2001[|(ssGuerinetal——(|™™~—“—*CS*s*~*~*~C~CCCCCCCCSY
|tC‘iECAQAD«ST|6,246,670||06/12/2001|SsKarlssonetal.=|—“—‘C:*S*s*S*~*~*~*~*~*~*~*~C~C~C~C~C~*™Y
|ptC(i‘iECAZS||256,671|07/03/2001|SsStrentzschetal.=|™—~—“—*S*™~™~*~C~CCCCCCCCCSY
|CECAQST|6,262,987|07/17/01_~—«|ssMogui,JeffeyC.=||
|t—“‘;CSAAAOT[6,263,445|07/17/72001[|ssBlumenau|—“‘“‘CSOSCSC*™*™*™*™*™;C~*S
)tCAS||269,099|07/31/2001|——(sBorellaetal.=sd]—(‘C;é;C;OOCO!W!WOOC~*r
|CCCASST{286,047|09/04/2001[|==Ramanathanetal=[|™~—“—s*S™~™~™CCCCCS
|t—“‘i;AQT:OTCT6208,341|10/0201=|Mannetal.=]™t—“—‘C:‘“s*s*s*s*~*~*~*~*~*~*~C~CCSY
PptC“Cs;CAGS||G6301,223,|10/9/2001_:(||si‘éWHrastaretal=——(‘as|t—<“—s~s™s™SCSCCCCCY
|CiADs||G308,213|10/23/2001[|i(ssCValencias—“(‘<;ew|™™~—“—*Cs*s*~*~*~*~*~C~C~C~CCCCCC~*™Y
|)CiC00||~~,308,274|10/23/2001|i“(eCSwit| ™~—“SSCSC™CCCCCCTTCCS
poA101|[6,311,207|10/30/2001|ssMighcolletal=(s|ti(S™~—<“—*S™s~s~s~S™SCSCCSCSY
|ti‘ANZ:«|«|6,314,463|11/2001=OAbbottetal.—|—“‘“C™‘COCOC*O*;*;COC*;C;C‘*S
PCA103|[6,324,16114/27/2000|—C‘CKircn—Si‘as;CdTt—“=‘“‘;S™S™S™C™;™~™C~CCSY
|CECAG=||6,330,562|12/11/2001|ssBodenetal.=(|rt—“‘“C‘“‘(‘i;CCC*
PoCAOS||6,332,158|12/18/2001|séMRisleyetal.=sd]—“—~*S*s~*~*~s~™CCCCCCCCCSY
|A106=||6,333,272,|12/2501[ssMcMillin,etal.=|—“—“~*S*~*~*~C~*~C™CCC~*SY

A107 : 8 01/08/02 Schneider, Eric6,338,082
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PCTAN0B||6.353.614|03/05/2002|ssBorellaetal.=|
PCTtog||6,425,003|07/23/2002|ssHerzogetal.|
PCATI|[6,430,155|08/06/2002|siDavieetal=|
PTAt6,430,610|08062002|Carter|
Potiz|T6487,508|11262002,|Valencia,|
PC13[[6,496,86712/17/2002|ssBeseretal.|
PoCAIGTT6,502,135|122002,|Mungeretal|
PCTAISTT6,505,232,|010772003|ssMighdolletal,|
PTATGTT6,510,154012t/2003|Mayesetal=|
PTANI7=|[6,549,516|04/15/2003|Albertetal=|
pTANITT6,557,037|04/2003_|ssProvino,Joseph.|
pTATITT6,560,634|05/06/2003|Broadhurst|
pTAI20ff6571,206|05/27/2002|iilSP
pTA2416,571,338|05/27/2003|SsShaioetal.|
pT22[6,581,166|7/17/2003,|Hirstetal.=|
pCA123[6,606,708|_08/12/2003|—ss—Devineetal,|
pT24TT6.615.357|922003,|~—Bodenetal.=|
pTAT25TT6618,761|09/09/2003|__—=sMungeretal.=|
pC26TT6,671,70212/30/2003|Kruglikovetal,|
pT27|6,687,551|23/2004,|Stein!SCP
pTA28|T6687,746|02/03/04|SsShuster,etal.|
pTAT29TT6,701,437|03/02/2004|Hokeetal=]
PCTAI30“|6,714,970|3/30/2004|Fiveashetal,|
Po31[|[6,717,9494/6/2004|CBodenetal.|
P32[6,751,738|06/15/2004|Wesinger,Jretal.[|
PTA133||6,752,166|06/22/04|tet|
PTA134||6,757,740|06/29/04|Parekhetal.=f
PCTA395ff6,760,766|76/2004|Sahiqvist,|
P|AIG||6.813.777|11/2004_—*|SsWeinbergeretal.=|
pTA37_||6,826,616|11/30/2004|sLarsonetal,=|
pTA398||6,839,759|1/4/2005|sarsonetal.|
|CT«A139*||6,937,597___|_-08/30/2005|—Rosenbergetal.|
pTA140||60/134,547|05/17/1999|VictorySheymov,|
pTA141||60/151,563|08/31/1999|BryanWhitles[|
pC42||7,010,604|3/72006_=—|SCMungeretal.=|
PTA143||7,039,713|05/2006__—|VanGunteretal.|
pTA144||7,072,964|07/04/2006|SsWhittleetal.fT
pTAAS||7,133,930|172006.{|Mungeretal|
|AAG|7,167,904|01/23/07_—*|SS(Devarajan,etal.|
pTA147|7,188,175|03/06/07_—|ssMcKeeth,JamesA.[|
|CT4B||7,188,180|3/6/2007||siLarsonetal.|
P|CTAAO|[7,197,563|3/27/2007[|Sheymovetal.J
[|CTSO||7,353,841|040gos_|Kono,etal.fT
|CTCAIS1||7,418,504|08/2008=|Larsonetal.=
pTA152||7.461,334[1202s[tet
pTAIS3||7,490,15102/2009|Mungeretal.
PCASA||7,493,403|oz2009|Shulletal.PT
|CTASS||7,584,500[09/2009|iillonetal.|
J|AISG||7,764,231|7/272010| Karretal.|
pTAS?||7,852,861122010.|etal
pTASB|7,921,211fToa2011|Larsonetal.PT
|CTAIS{|[|7,933,990|04/2011|Mungeretal,
|CTAGO|[8,051,1814/2011]Larsonetal, 
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Donald E. Eastlake, 3rd, "Domain Name System Security Extensions", INTERNET DRAFT,Apr.
1998, pp. 1-51.

F. Halsall, "Data Communications, Computer Networks and Open Systems", Chapter4, Protocol
Basics, 1996, pp. 198-203.

Glossary for the Linux FreeS/WANproject, printed from
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Interactive Distributed Multimedia Systems and Services European Workshopat 143 (1996).

  

  
 

  
 

 
Microsoft Corp., Microsoft Virtual Private Networking: Using Point-to-Point Tunneling Protocol for
Low-Cost, Secure, Remote Access Across the Intemet (1996)(printed from 1998 PDC DVD-ROW).
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November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES

11/12/1998). (RFC 2543 intemet Draft 10

December 1998). (ONSSEC-7

M. Handley, H. Schulzrinne, E. Schooler, Internet Engineering Task Force,Internet Draft,
12/15/1998). (RFC 2543 Internet Draft 11

Aventail Corp., “Aventail Connect 3.1/2.6 Administrator's Guide,” (1999). (Aventail Administrator
3.1, Aventail
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International Technical Support Organization (Oct. 1995).

D838|Exhibit D5, “Schneier”: Bruce Schneier, Applied Cryptography (1996)
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Exhibit C2, Claim Chart — USP 7,921,211 Relative to Solana in view of RFC 2504 and Furtherin
conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart — USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC

ose Exhibit C1, Claim Chart - USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC
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920, RFC 2401, Reed, and Beser

Cisco Systems, Inc., Apple inc., Aastra Technologies Ltd, NEC Corporation, NEC Corporation of
America and Aastra USA, Inc., Civ. Act 6:2010cv00417 (E.D. Tex)

Conjunction with RFC 920, Reed and Beser

D858

Exhibit C8, Claim Chart - USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC
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based on 7,921,211 Patent

Exhibit C6, Claim Chart —- USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC

D859889 920, RFC 2401, Reed, Beser, and RFC 2065

ps62|Exhibit X1, Solana,E.et al. “Flexible Internet Secure Transactions Based on Collaborative
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Exhibit X6, Kent, et al., IETF RFC 2401, “Security Architecture for the Internet Protocol” (November
1998) Is Accessible at: http:/Avww.ietf.org/rfc/ric2401.txt

pse6|Exhibit X7, Eastlake, D. et al., IETF RFC 2065, “Domain Name System Security Extensions”
(January 1997) Is Accessible at: http:/Avww.ietf.org/rfc/ric2065.bet

D867

D868 xhibit Y3, Braden, R., RFC 1123, “Requirements for Internet Hosts — Application and Support,”
October 1989 (“RFC1123°).

pseg|Exhibit ¥4, Atkinson,R., RFC 1825, “Security Architecture for the Internet Protocol (August 1995)Is
Accessible At: http:/Avww.ietf.org/rfc/rfc1825.txt

Exhibit Y5, Housley, R.et al., RFC 2459, “Internet X.509 Public Key infrastructure Certificate and

D872|Exhibit B, Certificate of Service to Request ForInter Partes Reexamination Under 35 U.S.C. § 311
(Patent No. 7,418,504)

D873|Exhibit C1, Claim Chart - USP 7,418,504 Relative to Solana, Alone and in Conjunction with RFC
920, Reed, and Beser

ps74|Exhibit C2, Claim Chart —- USP 7,418,504 Relative to Solanain view of RFC 2504 and Furtherin

D875
920, Reed, and Beser

ps76|Exhibit C4, Claim Chart — USP 7,418,504 Relative to Provino in View of RFC 2230 and Furtherin
Conjunction with RFC 920, Reed and Beser

Exhibit C5, Claim Chart - USP 7,418,504 Relative to Provino in View of RFC 2504 andin Further
Conjunction with RFC 920, Reed, and Beser

ps7g|Exhibit C7, Claim Chart - USP 7,418,504 Relative to RFC 2230, Alone and in Conjunction with RFC
920, RFC 2401, Reed, and Beser

paso|Exhibit C8, Claim Chart — USP 7,418,504 Relative to RFC 2538, Alone and in Conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

Dpsgi|Exhibit D1, Asserted Claims and Infringement Contentions by Plaintiff VirnetX Inc. in Vimetx, Inc. v.

D882

D883

xhibit X9, Guttman,E. et al., IETF RFC 2504, “Users’ Security Handbook” (February 1999) Is

D870 : :
CRLProfile” (January 1999) Is accessible At: http:/Avww.ietf.org/rfc/rfc2459.bt
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Cisco Systems, Inc., Appice, inc, Aastra Technologies Lid., NEC Corporation, NEC Corporation of
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ccessible At: http:/Avww.ietf.org/rfc/ric2504.tt

Exhibit C3, Claim Chart — USP 7,418,504 Relative to Provino, Alone and in Conjunction with RFC

920, RFC 2401, and Reed

America and Aastra USA,Inc., Civ. Act. 6:2010cv00417 (E.D. Tex) 

  
 

Exhibit D2, Asserted Claims and Infringement Contentions by Plaintiff VirnetX Inc. against Apple Inc.
Basedon the 7,418,504

Exhibit X5, Eastlake, D., et al., IETF RFC 2538, “Storing Certificates in the Domain Name System
(DNS)” (March 1999)

Exhibit X6, Kent, S. IETF RFC 2401, “Security Architecture for the Internet Protocol,
(November1998) http:/Avww.ietf.org/rfc/ric2401.tx«t
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psas|Exhibit X8, Postel, J. et al., IETF RFC 920, “Domain Requirements” (October 1984) Is Accessible at
http:/Avww.ietf.org/rfc/rfc920. txt

psa6|Exhibit X10, Reed, M.etal. “Proxies for Anonymous Routing,” 12th Annual Computer Security
Applications Conference, San Diego, CA, Dec. 9-13, 1996.

ps87|Requestfor Inter Partes Reexamination Transmittal form P|
psag|Transmittal Letter

Dssg|Request for Inter Partes Reexamination Under 35 U.S.C. § 311

psgo|Exhibit D-7, “Thomas”: Brian Thomas, “Recipe for E-Commerce, IEEE Internet Computing, (Nov.-
Dec. 1997)

psg1|Exhibit D-9, “KentII": Stephen Kent & Randall Atkinson, “IP Encapsulating Security Payload (ESP),”
Internet Engineering Task Force, Internet Draft (Feb. 1998)

psg2|Exhibit C1, Claim Chart —- USP 7,921,211 Relative to Solana, Alone andin Conjunction with RFC
920, Reed and Beser (Camefrom Inval. Cisco dtd 11/18/11)

pgg93|Exhibit C2, Claim Chart - USP 7,921,211 Relative to Solana in View of RFC 2504 and Furtherin
Conjunction with RFC 920, Reed, and Beser

pso4|Exhibit C3, Claim Chart - USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC
920, Reed, and Beser

ps95|Exhibit C4, Claim Chart - USP 7,921,211 Relative to Provino in View of RFC 2230 and Furtherin
Conjunction with RFC 920, Reed and Beser

D896 Exhibit C5, Claim Chart - USP 7,921,211 Relative to Provino in View of RFC 2504 and in Further
Conjunction with RFC 920, Reed and Beser

Dsg7|Exhibit C6, Claim Chart - USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

psgg|Exhibit C7, Claim Chart - USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with RFC
920, Reed, and Beser

Dagg|Exhibit C8, Claim Chart - USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

p900|211 Request for Inter Partes Reexamination

201|Exhibit C1, Claim Chart — USP 7,418,504 Relative to Solana, Alone and in Conjunction with RFC920, Reed and Beser

Exhibit C2, Claim Chart — USP 7,418,504 Relative to Solana in View of RFC 2504 and Furtherin
Conjunction with RFC 920, Reed, and Beser

920, Reed, and Beser

p904|Exhibit C5, Claim Chart - USP 7,418,504 Relative to Provino in View of RFC 2504 andin Further
Conjunction with RFC 920, Reed and Beser

pO p903|Exhibit C3, Claim Chart - USP 7,418,504 Relative to Provino, Alone and in Conjunction with RFC

Exhibit C6, USP 7,418,504 Relative to Beser, Alone and in Conjunction with RFC 920, RFC 2401,
and Reed

D906|Exhibit C7, Claim Chart - USP 7,418,504 Relative to RFC 2230, Alone and in Conjunction with RFC
920, RFC 2401, Reed, and Beser
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|D922 Exhibit 238, Gauntlet System ' vs. Claimsofthe ‘211 Patent?
p923|Exhibit 239, Gauntlet System ‘vs. Claims of the ‘504 Patent”
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0924|Exhibit 240, Gauntlet System=vs. Claims of the ‘135 Patent?
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p934|Exhibit 250, ITU-T Standardization Activities ‘vs. Claims of the '151 Patent”

0935|Exhibit 251, U.S. Patent No. 5,940,393 "vs. Claims ofthe ‘151 Patent?  
 

p936|Exhibit 252, Microsoft VPN ‘vs. Claims of the ‘151 Patent”
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D939|Exhibit A, Aventail Press Release, May 2, 1997

D940

Exhibit G, Aventail Press Release, May 26, 1999D

Exhibit H, Aventail Press Release, August 9, 1999
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mxhibit B, InfoWorld, “Aventail Delivers Highly Secure, Flexible VPN Solution,” InfoWorld, page 64D,
1997)

xhibit C, Aventail AutoSOCKS v2.1 Administrator's Guidemim
Exhibit D, Aventail Press Release, October 12, 1998
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Determination on Certain Prior Art
 

p947|Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

p94g|Exhibit B, Certificate of Service to Requestfor Inter Partes Reexamination UnderU.S.C.§ 311

pg94g|Exhibit C1, Claim Chart Aventail Connect v3.1

Exhibit C2, Claim Chart Aventail Connect v3.01

Exhibit C4, Claim Chart Wang

p953|Exhibit C5, Claim Chart Beser

|D954 Exhibit C6, Claim Chart BINGO

 
 

09st|Exhibit C3, Claim Chart Aventail AutoSOCKS
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Exhibit E-1, Claim Charts Applying Kiuchi to Various Claims of the ‘135 Patent

p963|Exhibit E-2, Claim Charts Applying Wesinger to Various Claimsof the ‘135 Patent

Exhibit E-3, Claim Charts Applying Solana to Various Claims of the ‘135 Patent

Ea Exhibit E-4, Claim Charts Applying Aziz to Various Claimsofthe ‘135 Patent
pgee|Requestfor Inter Partes Reexamination Transmittal Form

p967|Requestfor inter Partes Reexamination

Exhibit C1, Claim Chart Aventail Connect v3.01

Exhibit C4, Claim Chart Beser

D Request for Inter Partes Reexamination Under 35 U.S.C. § 311

D976|Exhibit B, Certificate of Service to Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

D977|Exhibit E-1, Claim Charts Applying Kiuchi, and Kiuchi and Martin to Claims of the ‘151 Patent

D978|Exhibit E-2, Claim Charts Applying Wesinger, and Wesinger and Martin to Claimsof the ‘151 Patent

D979|Exhibit E-3, Claim Charts Applying Blum to Claims of the ‘151 Patent

p9go|Exhibit E-4, Claim Charts Applying Aziz and Edwards, and Aziz, Edwards, and Martin to Claimsof

 

the ‘151 Patent

p981|Exhibit E-5, Claim Charts Applying Kiuchi and Edwards, and Kiuchi, Edwards, and Martin to Claims

D982

 of the ‘151 Patent

  
 

Exhibit E-6, Claim Charts Applying Wesinger and Edwards, and Wesinger, Edwards, and Martin to
Claims of the ‘151 Patent 
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D987|Exhibit E-3, Claim Charts Applying Aziz as a Primary Reference to the ‘759 Patent
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to the ‘759 Patent

p9sg|Request for Inter Partes Reexamination Transmittal Form

pg990|Request for Inter Partes Reexamination

099|Requestfor Inter Partes Reexamination Transmittal(form 1449/PTO)
|0992|Certificate of Service to Requestfor Inter Partes Reexamination Under 35 U.S.C. § 311

Fao

p993|Requestfor Inter Partes Reexamination

D994{|Request for Inter Partes Reexamination Transmittal Form

0995|Requestfor Inter Partes Reexamination
pgg6|Request for Inter Partes Reexamination Transmittal Form  

 

 
p997|Exhibit C1, Claim Chart - USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC

920, Reed and Beser

p9gg|Exhibit C2, Claim Chart - USP 7,921,211 Relative to Solana in view of RFC 2504 and Furtherin
conjunction with RFC 920, Reed, and Beser

p999|Exhibit C3, Claim Chart - USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC
920, Reed, and Beser

Exhibit C4, Claim Chart - USP 7,921,211 Relative to Provino in view of RFC 2230 and Furtherin
Conjunction with RFC 920, Reed and Beser

  
 

Exhibit C5, Claim Chart —- USP 7,921,211 Relative to Provino in view of RFC 2504 andin Further
Conjunction with RFC 920, Reed and Beser

Exhibit C6, Claim Chart - USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

Exhibit C7, Claim Chart - USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with RFC
920, RFC 2401, Reed, and Beser

Exhibit C8, Claim Chart ~ USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

Exhibit D1, Asserted Claim and Infringement Contentions by Plaintiff VirnetX, Inc. in Virmetx, Inc. v.
Cisco Systems,Inc., Apple iInc., Aastra Technologies Ltd, NEC Corporation, NEC Corporation of
America and Aastra USA,Inc., Civ. Act 6:2010cv00417 (E.D. Tex)

Exhibit D2, Asserted Claims andInfringement Contentions byPlaintiff VirnetX, Inc. against Apple
based on 7,921,211 Patent
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D1007| Exhibit B1, File History of U.S. Patent 7,418,504  

 
  

 
 D1008} Exhibit B2, File History of U.S. Patent Application No. 09/558,210 

 
  

 Exhibit D-10, Gaspozet al., “VPN on DCE: From Reference Configuration to Implementation,”
Bringing Telecommunication Services to the People — IS&N '95, Third International Conference on

D1009

intelligence in Broadband Services and Networks, October 1995 Proceedings, Lecture Notes in
Computer Science, Vo!. 998 (Springer, 1995)

|01010 Exhibit D-11, Copyof U.S. Patent No. 6,269,099
1011 Exhibit D-11, Copyof U.S. Patent No. 6,560,634

 
  

 
 

 
  

Exhibit D-13, Pallen, “The World Wide Web,” British Medical Journal, Vol. 311 at 1554 (Dec. 1995)

D1013| Exhibit 0-14, Rivestet al., “A Method for Obtaining Digital Signatures and Public-Key
ryptosystems,” Communications of the ACM, 21:120-126 (Feb. 1978)

D1014| Exhibit 0-15, Copy of U.S. Patent No. 4,952,930

Exhibit D-17, Pfaffenberger, Netscape Navigator 3.0: Surfing the Web and Exploringthe Internet,
Academic Press (1996)

 Exhibit E-1, Copy of Catalog Listing by IBM for RS/6000 RedbooksCollection which includes a Link
to the Lendenmann reference. Thelink to the Lendenmannreference wasarchivedat archive.org
on December7, 1998 andretrieved by the Wayback Machine

D102 Exhibit E-10, copy of an Archived Version of the Lawton reference archived at archive.org on
February 19, 1999 andretrieved by the Wayback Machine

Exhibit E-11, Abstracts of the Proceedings of the Symposium on Network and Distributed System01021 or021 Security, 1996, Archived at archive.org on April 10, 1997, and retrieved by the Wayback Machine
D1022| Exhibit E-12, 1996 Symposium on Network and Distributed System Security, Website Archived by

archive.org (Apr. 10, 1997), Retrieved by the Wayback Machine at
http:/Aveb.archive.org/web/199704 101 14853/http://computer.org/cspress/catalog/proc9.htm.

D1023} Exhibit E-13, Copy of Search Results for ISBN 0-12-553153-2 (Pfaffenberger) from
www.isbnsearch.org

|1024 Exhibit F-1, Claim Charts applying Lendenmann as a Primary Reference to the ‘504 Patent.
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D1025| Exhibit F-2, Claim Charts applying Aziz as a Primary Reference to the ‘504 Patent

D1026| Exhibit F-3, Claim Charts applying Kiuchi and Pfaffenberger as Primary Referencesto the ‘504
Patent

D1027| Exhibit E-2, First Page of U.S. Patent No. 5,913,217 published June 15, 1999 andciting a portion of
the Lendenmannreference asa prior art refererice

pO D1028| Exhibit E-3, Request for Comments 2026,“The Internet Standards Process ~ Revision 3,” October P|1996
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Exhibit E-4, First Page of U.S. 5,463,735, published October 31, 1995 and citing RFC 793 as a prior
art Reference

Exhibit E-5, Copy of cataloglisting from Boston University Digital Common Website, listing the
Martin reference with an issue date of February 21, 1998

   
 
 

  
 

 

 
 

Exhibit E-6, Copy of Technical Reports Archive Listing from Boston University Computer Science
Departmentwhich includesa link to the Martin paper. Thelink to the Martin paper was archived at
archive.org on January 22, 1998 and Retrieved by the Wayback Machine

 

  

  
 
 

Exhibit E-7, Boston University Computer Science Department Technical Reports Instructions,
available at: http:/AWwww.cs.bu.edu/techreports/INSTRUCTIONS

Exhibit E-8, U. Méller, “Implementation eines Anonymisierungsverfahrens far WWW-Zugpriffe,”
Diplomarbeit, Universitat Hamburg (July 16, 1999), citing to Martin at page 77.

Exhibit E-9, First page of U.S. 5,737,423, published April 7, 1998 and citing Schneier as PriorArt
Reference

Requestfor Inter Partes ReExamination; U.S. Patent 7,418,504

Requestfor Inter Partes ReExamination Transmittal Form; U.S. Patent 7,418,504

D1037| Requestfor Inter Partes Reexamination Transmittal (Form 1449/PTO) 7,418,504

D1038| Exhibit C1, Claim Chart - USP 7,921,211 relative to Solana, alone and in conjunction with RFC 920,
Reed and Beser ‘ .
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Exhibit C2, Claim Chart — USP 7,921,211 relative to Solana in view of RFC 2504 and furtherin
conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart - USP 7,921,211 relative to Provino, alone and in conjunction with RFC
920, Reed, and Beser

Exhibit C4, Claim Chart — USP 7,921,211 relative to Provino in view of RFC 2230 andfurtherin
conjunction with RFC 920, Reed and Beser

Exhibit C5, Claim Chart - USP 7,921,211 relative to Provino in view of RFC 2504 andin further
conjunction with RFC 920, Reed and Beser

Exhibit C6, Claim Chart —- USP 7,921,21 1relative to Beser, Alone and in conjunction with RFC 920,
RFC 2401, and Reed -

Exhibit C7, Claim Chart — USP 7,921,211 relative to RFC 2230, alone and in conjunction with RFC
2401, Reed, and Beser

Exhibit C8, Claim Chart — USP 7,921,211 relative to RFC 2538, alone and in conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

Exhibit C1, Claim Chart —- USP 7,418,504 relative to Solana, alone and in conjunction with RFC 920,
Reed and Beser

Exhibit C2, Claim Chart — USP 7,418,504 relative to Solana in view of RFC 2504 andfurtherin
conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart - USP 7,418,504 relative to Provino, alone and in conjunction with RFC
920, Reed, and Beser

Exhibit C5, Claim Chart —- USP 7,418,504 relative to Provino in view of RFC 2504 andin further
conjunction with RFC 920, Reed and Beser
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Exhibit C6, USP 7,418,504 relative to Beser, alone and in conjunction with RFC 920, RFC 2401,
and Reed

Exhibit C7, Claim Chart - USP 7,418,504 relative to RFC 2230,alone and in conjunction with RFC
920, RFC 2401, Reed, and Beser

Exhibit C8, Claim Chart — USP 7,418,504 relative to RFC 2538, alone and in conjunction with RFC
920, RFC 2401, Reed, Beser, and RFC 2065

|1054 Request for Inter Partes Reexamination under 35 U.S.C. § 311 
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Exhibit 226, Securing Web Accesswith DCE"vs. Claimsofthe ‘135 Patent?

Exhibit 227, Securing Web Access with DCE’vs. Claimsofthe '151 Patent?

D1057|Exhibit 228, Understanding OSF DCE 1.1 for AIX and OS/2"vs. Claimsof the '135 Patent”

p1058|Exhibit 229, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claimsof the ‘151 Patent”

01089|Exhibit 230, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claimsofthe ‘180 Patent?
D1060|Exhibit 231, Understanding OSF DCE 1.1 for AIX and OS/2'vs. Claims of the '211 Patent”

Exhibit 232, Understanding OSF DCE1.1 for AIX and OS/2'vs. Claimsof the ‘504 Patent”

|1062|Exhibit 233, Understanding OSF DCE1.1 for AIX and OS/2'vs. Claimsof the ‘759 Patent?
Exhibit 234, U.S. '648' vs. Claimsof the ‘135 Patent”

Exhibit 235, U.S. ‘648' vs. Claimsof the ‘211 Patent”

01065|Exhibit 236, U.S. ‘648' vs. Claimsofthe ‘504 Patent?
Exhibit 237, U.S. ‘072' vs. Claims of the ‘135 Patent?

1067|Exhibit 238, Gauntlet System ‘ vs. Claimsofthe ‘211 Patent”  
 

D1068|Exhibit 239, Gauntlet System’ vs. Claimsofthe ‘504 Patent”

D1069|Exhibit 240, Gauntlet System ‘vs. Claimsof the ‘135 Patent”

D1070|Exhibit 241, U.S. ‘588 ' vs. Claimsof the ‘211 Patent?

D1071|Exhibit 242, U.S. ‘588 ‘ys. Claims of the ‘504 Patent’

D1072 Exhibit 243, Microsoft VPN ‘vs. Claimsof the ‘135 Patent”

D1073|Exhibit 244, Microsoft VPN' vs. Claimsofthe ‘211 Patent”

p1074|Exhibit 245, Microsoft VPN‘ vs. Claimsofthe ‘504 Patent  D1075|Exhibit 246, ITU-T Standardization Activities’ vs. Claimsof the ‘135 Patent”
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INTER PARTES
REEXAMINATION CERTIFICATE

ISSUED UNDER 35 U.S.C, 316

THE PATENT IS HEREBY AMENDED AS
INDICATED BELOW.

Matter enclosed in heavy brackets [ ] appeared in the
patent, but has been deleted andis no longer a part of the
patents matter printed in Halics indicates additiens made
is the patent.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

The patentability of claims 4-18 and 12 is confiemed.

New claizn 18 is added and detemnined to be patentable.

Chaims 23 and 13-87 were not reexamined.

18 A method of transparen:ly creating a virtual privaie
nenwark (VPN) benween a client computer and a target
computer comprising the steps of:

2

if} generating from the client camputer a Domain Name
Service (DNS} request thar requests ant IP address cor
responding to a demain name associated with the tar-

3 get computer:
(2) determining whether the DNS request transmitied in

step (7) is requesting access to a secure web site; and

(3) ia response to determining that the DNS request in
0 step (2) is requesting access to a secure target web sife,

automatically initiating the VPN benveen the client
computer and the target compuier, wherein:

steps (2) and (3) are performed ai a DNS server separate
15 from the client computer, and step (3) comprises the step of

prior to automancally initiating the VPN between the client
computer and the target computer, determining whether the
elient computer is authorized to resolve addresses of non

gq Secure targel computers and, ifnot so authorized, returning
an errorfrom the DNS request.
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Ue, oomgenter aetwork, noutex, Gridigs, or the Eke}, or may
corprise logioaly acpamie paths contained within a broad~
band commumicatiog medium (2. separate channels in ax
PDM, TOM, OYM4, of other type ofmodulated ar
miniodainted transaission Hak).

When the imasmissinog quality of a path falis belowa
predeterasinesd threshold acd dere are other paths that ox
teadamit packels, the transexitter changes the weight valac
used for that path, making i less Hkely that » given packet
will be trarsnntied over that path. The waighi will preferably
be gt alower than a aigumum value that keeps aouninal
traffic ax the path. Phe v fhe other available paths
ars alfered fo compensate for the changes te the affected path.
When the quality of 3 paik degrades io where the ixansmiitter
is turaed off by the syachrouization fnaction (.c., 5a packets
are arriving at the destination}, the werk is set to garg. IF
ali transmitters aro turned ai} ao packets are sent.

Conventional PORIP prajocnis incinde a “Lthrattihag™
feature that reduoas the transmiscion raie of packets whee it
is determined that delays ar errots soe cecurring tn trar~
useing. Ie this reapech, timers are souetirgca used to
determine whether packets have bees recadyvedd. These can-
ventional techsiques for Halting transaniseion of packets,
however, du uot iuvolve wultiple tansmmesion paths
between two nodes wherein transmission doas a particular
path eolative © the others is changed based on Halk quality.

Ascoriig i certembodirseria, ly order to dary
oaligtions that might otherwise agcur Ho weight distritn-
fiams arc clumged drasneally fog.. aenorling Io a atep
functional, 8 Hamar or an expoueutial decay Esrmula can be
applied tc gradually decrease the weight vaine aver thas that
a daprading path will be used. Similarly, if the health af a
degraded path inmgnrves, ihe weight valae for tial path is
praduatly increased.

‘Transmission link health oan be ewshiated by comparkig
the mumaber of packets that am acknowledged within the
ravemiasion whndiny(see ambadimieats discussed abynas} to
the number of packets transmitted within that widowand
by Lhealate of the tranamitier G.e., oa ar off}. Ie other words,
rather that accummdaiing general) transmission atatistics over
finxe for a pall, ane specific inxplementation uses the “wine
dowing” caucepia deacdbed above to ovahaaic amariasion
path health.

The same sobeee oan bo sed to shift virtual aixantt pate
froman “unhealihy’ path to a “healthy” one, and to selec!
gn path fer a cose virtual olsonit.

FRE. S3A shows a Sowebart Sor adjusting weicht valecs
assumed with a plueshiy of wanandasion Unks. Tt is
assumed that sofiware executing Ia one ax more companter
godes executes the ste wwR de REG. SQA. How alse

assumed that the sofware can be shored om a sampler:
raidable medium such 33 a magmatic pr optical disk for
edema by 4 oorgputen.

Beguming in sten 2201, the transadssion quality of a
given lrausxnission path is mmasured. As described abave,
this maasuroment caa be based o8 x commpanson between thie
aumber of gaclets transmitted over a pattioular Uek to the
nuruber of packet achmiowlsdgenionis osceived aver the Hak
{e.@., Per ult Hime, or be abaslute tomas) ANermaivaly, the
quality can be evaluated by comparing the manber of
puchets that are sckriowlkulond within the transmission wit
dowjo the number of packets thet were iansnaitted withts
that whadew. ha yet aaother variating, the oumber of missed
synehronigation messages cag be uel to imteate Bake
quality. Many other variations are of oouree possitde.

fa step S202, a chook ia caade to delenniuc whether nore
thari owe transantter (e.¢., fansmdasion pathy is tamed on. TF
uot, the process is tomulnated and somunes at step SAH.
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Ta step 2283, the Emk qualiiy is compared to a piven
threshold (e.¢., S00, or any axidirary nuacier), If the quality
falls bole fie threshold, thon in step 22074 check is made
to detemiine whether the weight is above a muaixaun fevel
fea, 192) Hf aol, thon ia step BAGS the weight fe set to the
nikaljews) ad processing maumes at siep 220%. Hf the
wert is shove the raidivgum level, then by step 2288 the
weight is gradually cdeereasedd for the path, then in step 2206
the weights for the romaiming paths are adhusted accardingly
io conypouaate fo... Gey are inercasad).

if in siep 2209 the qualityof the path was xreater thar or
equal fo the threchold, then ia ater 22604 4 check js made io
determakwe whether the welght is less than = Steady-stale
value for that path. Pf sq, then is. sey 22G8 tha weight is
increased inward the steady-sints valine, wad in step 2206 the
weights for the rereaighng paths are adiusted aqouedingly te
sompermsais fe.g., they are choorcasecd. Hf by slap 22the
Weight Is aad leas than the steady-staie value, then proosas~
imag reauenes at step 2AM without adjusting: the weights.

‘The weights can be adpusted Increnwntally according fo
varkuns functions, srefersbly by changing the vahre grad.
aly. le one cxabedlimeat, a Heearky decreasing function is
used to adjust the weights; accarding to another
ethixthment, an exaponuntial decey Aamctlon is ued. Gradu-
ally changing the welgbis belgs ta daxmap oscillators that
might otherwise ooour Ef the probebilities were abraptly.

Ahough not expheily showe im FRG. 224the process
can he pextormed ouly perixticallyfew. accardiag ta a Hes
achedeie}), ar to oan he coadiriously mon, auch as i a
backgeouad moxis af operating. In one cmboxdinent, the
combina weights of all potential paths should add wp fo
paily f8.3., whee the weighting for one path is decreased, the
norreapending weights that the other paths will be selected
will increase}.

Aaliusimenia fo weight values for other paths can be
prorated. Bor oxanyple, s decrasge of LG ia weight vahucfer
ane path coh result ia ax evcely distibated increasein the
weights for the remaining paths. Alicrnatively, weighthags
emud be adfusted according iki a weighted formuly as
desired (c.g. favaring heathypaths over less healihy paths).
ta yet another variation, the differance in weight valve can
Ge annortioed aver the remaining Babs in a manner that i
propartiogal to Srew iablio ercighheag:

PIG, 22R shows sions that cat be executed to shat down

iransmiseion Hinds where a iransmitier turns off In step
2226, a trausmitter shuidews overt goons. [a siep 220%, a
isi is raade to determine whether at leagl one iransmitior 6

still turned on. Ho mot, thea ia step 2528 all packets are
chopped yati a irsasmitier tures od. Tf in step SHEE at least
ony transmilier is homed on, thea in step S252 the weiekt for
ihe path i sat ts sero, and the weighis fir the renisialag
yeahs are adjusted acoardingly.

Fics. 33 shows 2 conipiier node SSH employing various
priuciples of the above-described cavbodiments. Ff is
savanna toad tec ooaamuer aodos af the type ehcwww ie PEO.
23 commumicata over a phorslity of sapacaia physical trans-
xiissicn patis. As shown in PH23, four tramseuesiog paths
Xi through AS are defined for commundcating betwee the
two nodes. Rack unde inchides a packel transmitier 22
that operates in accomance with a tragsmkt table 2B as
desorbed above. (The packet traasmittar could elec aperate
withort using the IP-hopping festures deseshed above, bul
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{22} messages trausraliied in ube last window were
Ssacceasfully received. Disk EP weld be abeows
"THRESH. Lisk Li's iraffic welatt walie aedld be
quercased yOD529, while Hak £2's trafic weight value
would he: descr ed io OS6I6S5 aed Lok CA‘s trade

SYight wabe would be deorgsad to G.URGETS.
Seceived =voneethewwe Gndtaining 3a= POLARS cf fhe MESSTF

} mossees ceananitted anthe iast wirdow were
siresshlty reosived, Link £4. wowkd) he above
YHRESH. Eich Dos teaffie weight value wank? be
tomreased £2 GFS7ER: Hak Lats tralic weight vahae

wank! he ducressnT to QAGIRI24, aad Ank8 trate:
weight valuc waht be deorsagsd ty OLS583°35,

& TickDR reaeins healthy aad the paliic ecobessbiktios
Spproneh their steady slabs traffic prohabihiies.B. Use ada RNS Poy iy Teanuparenthy Create

Private fetworks
Aacound iaprovement concerns the sutomatio créationofa viehwd orivais newark {VPP} in oapease ip 3. domain

vane semverdouk-np fraction.

SIouvertional Doriaia Name Servers¢(PNSS) provide8aJook-w Fanatics: tet yehunas the TP adkipess

COMPACT13 heat. For exarmgin, wher &8 caneputer 8te the wee game “Yahoo.com, ihe us

transmis a quest fo a DNS, which <eaves the.BABE into
a feernpait IP address that is returned to the-usst’s browses
aed then nsed. by the browser fo comtact the Aostination web
Sis.

“This conventional scheme is shawn da PR. 28. A user's

computer 2502 inches. a cher application 2804 (or
axample, a-e¢el browsers and an. PP protec. stack: 2808.
Whea une user ¢ 3
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wears the same of a costinaiign host, «
mayest DNS REGssnade Ghrowgh iP poptcal stack28)fe 3 DONS 2582 bo Jogk ae shi IP address aseaclaied with: the
name. Fhe DNS returss the IE adkircoss TINS RESP tus cont

application S34, whieh is then able to age the IP address 2
cunummnioabe with ti Bost S58 throngeh separate feaneac
Haas sack as PAOE REO and PAGE RESE

ho the convention whitectuas shows 1s PEG, 35, netari-

ous Hsfesiers on the Eotermiet gxukd intercept tie FANS REO
and DNS RESP packetsand thas loarn whaID addresses the
Weer was Confactiong, For exranple, Ha aace wanted fo Sef ap
2 aeture commnadicaion path with a woh sits having tne
meee, "LY arget yy” whe the aser’s browser contacted 8
DONS te Bcd the RE addsoss for that wohl site, the Gnes IP
aciieass of Thai wed site would feo revasled over the Eetemed

as partor the DENS iuguiry. This woud hamper dnogyruRs
timmomnntatians on tbe itecriet.

Qe caaaniosel schumwe dyat preemies. aaows. vietasl
privaie astworks over the iniernet provides the DNS server
with fhe public keysaf the machines that the FINS scrver bas
the acddeosses fie. This sihowshosts ta matrieve antmatiogtly
the philic keys of a bust that the Bast is to counsmnricade 2with

ao. that the Rot can solu a WEN adtben baviIY Shs ser
eater she past :
tation ofthis »

the FreeiAWANproqectiRBc
The oonventional scheme sulfues down cere drawbacks.

For exgamiec, guy user oan perform a DNS reqhest.
Marcaves, BN requests resdive id tes game valine for ah
EEN.
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 ; siiig fa Sarisin aapedia af Me lavertion, 2 asctial-

isedNS server traps DNS nEReeste aud, Uo the aepacel is
fren a special type of usex Gag. ane Sor witch seouce
commmuniostion Services sry defused), the server dues aot

yet. Gie tae EP acidress of the larged aode, but instead

   

Gopy prayed by LSPYO from the PIAS ageBahar, an OiRSSeeeeRa a a me ah ke
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38

Bp R virtual private network between theiach aoxis osae weer. ‘The VEN is proferanty implemisnted newn the TP address “hopping” featares ofthe basicdrveniion desoriked above, Such Bal the lead identity: of the:
ovo -pades cannot ins deterauned oven iF packuts duriagtee
CUOLERERICRUOD are Gorespied, Por DMS ecquests that are
determined to ad mquine sects services fe.g., am naregis
tered) user}, the DNS sanvee ireusparentiy “ “& Ehyeot

the cuguest ta provide ; nomal luok-up Runctioe ead remthe IPaddooss of ths target woh server, geavided that theasquesting fost has nemmnaions ie nesnlve Rnaonred: RES.
faseURES Wtess make anidentioal DMA nequsst comid be

provided with ciffersat castlia.

PI. Sh abews. a sywtenr caypieshee Varlous pascigleswmuxeadzed shove, A user's comptey 2602 Inchades s

auiomatioalhy  
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* comventianal clout eg. s web browser? S89 and an IP
 peetuced Sia 2006 that yaulerably operate ag sccordance

with en TP hopping fonction 2607 as ontled above. A
spadified ONS server 2608 incindss =. camventous! ONS

BOE function 2609 sod 4 DNS proxy S818. 8 gatchecper
SENEr |2685 is interposed between the meadliiied DNS scever

nad 8 Sbenre tail site STM, An “ansecent” Lagnt alte 25H)
abso acteasiile via conventional HYprolacels
coming by one cxbodiment, DNS grey 3818 inter

aepis all DES fockonp faentions drom client SHSadd deter-
wives whether s ae # SOUBUS has bewaresyested: rE
QOENS Hy A SCTE ARG heen requestssi {as determined, forexarapis, by ¢ danisie name etoig, of by deference to 31
internal jable of such sites}, DNS prooty 3610 detoresines
whother te user bas suiictanl secumly privileges tr ances
the site. If se, ONS POR} ZIV Lramsrahe. & IMEESARe to
patereaper 2663 nunicaliog thai a virtial private setwork be
created bebwoen user canputer SOaed suenrefan 3
2684. ta one ernabedinent, gaickesner TONS oreates “hops
Dlecks’ fo. be used by coenpeater BRD and gocnre targelattte
04 ‘Lor accure comnrunigation, “Phen, gatcheoper 2608

Somiranicates these §2 asec oorpsatee 2881. ThessaftesINS proxy 2Srole do nser computer SOF the resolved
address passed to Roby the gatekeeper {this addnese ooadbe
dikeeent Fromthe actaxl target computor) 2604, predorably
BSGA Secure achniisiesd The adress fad cymaluraad seed nol Ge ibe acted address of the destinalicg

Songpier.
Had the user papeted

sash 88 Sle 261L, DNS proxy
souvertionn ENS. server
wendbe bandied in a cenves
address oF naresecure ach SSLR If tee user had

maypested Incdaep ad a sectuse welr gite Dat licked oredentials

bo cnoste such = conpect ion, FACS: pray BAER sooudd pshuen
a “Host achnewn”™error to Une user Incthis raancer, differend
HSRYR WEQUEANGR agoess fo the sarae OSS sane cond be
provided with diflovent laok-ap xesulis.

Gatrkeooper 2603 can be deplementicd kEE R SpasCompuler{38 ahewa by FRR. 26) oe aa a §menting: TINS server 26afo general,8 is anticigawedi“thatastekceper STfacildates the allows ange of
3 ation nended 1G cOnUBERin Wi. Such aa bsiage

e sddvesses, Secure hosis such as ste BSH4 acebo oquipped wh a scceré oormmengicaicsaumCstint &sch as an EP boosting Reaction 2688,
Bait beeeefarce thaste fanokions otDNS BeORY
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hosts. Ia step 2780, 3s DINS byedbsuge request is eecody
tarped host, In slop a8, 2 check imade fo
whether access to a seogre host waa requested, Bre

veal for a
cumine

ae, then
 

 
 

  
 
 

 

 

 
 

  
 

 
      

  
 

 
 

 

 

 
  

 
 
 

  
  

 
   

 
 
  
 

  

  

 
  

     

  

  

 
 

 
 
 
 

 

 

 
 

  

 
 

 

  

 

INS. server 2OPR, which sould anole is eaqnest£Badseturn the result 2 the DNS proxy serve a
lint.

 
 

 

   
  

 

 

 

   

 

  

   
     

 

     
 
  

 

  
 
 
 

   

  
 

  
 

 
  

 

 

i stop S783 the FINS request is passed fo couveutioral OPIS suado Cheat dees nat bave permission toestablah
server 2805, which looks np the HY address of the farget site Sa aommal/nca-VPM Eae, and the gatekcoper does uot hays aand returns if fp tho user's anghication Sic farther procesaing. rele to siake a VPA for die client te the target site. ia thie

in stey 2782,accuses to a adoure host wae reaested, then RoewaT+6, ie FNS prey server wouk! racsive fe centsig. Mep 2704 a furtber checkis made ir determare whether TNS request art forward Ho io gatekeeper 2683. Gaiskeupe
tes sex is authonant fo 4Come ta Ue Secure Bost, Sach a 2688 would detensas that oo specialVPNwas needed, |becheck cad be mead: 5 ne io an internally stored Het ip fat she shent ywfet anthonged tb caunmunivgia wil. ged
3f gutherined EE a or cag Se made by commndi- VPNxosnibers. The. gatekeeper. would reject tls oagipsl,

cating with gatekeeper 2608& g., over an “admiaisraties” causing DENS prosy server £620 ta refurn an error nieaaape
EN that ds secure} TH will be sppreciaied that dillcroni te the cheat.jevels af security can also be provided fir dient catege: i. Sarge Kink fo Saal Link. Randwikh Management

Mesut heasis, Ros caumpls, scams Sites may be designated as 2g One fsatuns of the basis acchitecokers is fe ability tebaringx seria seceenhy lowal, aud the security level of the gevER so-calicd “Henial of service” alacks that can oes
So TRE! mach thal Seourkty level. The a compar backer Hoods a Keen juiemer nade ¥

level can also he deterarined i packeis, (bus pees snting. tf fo Tron ccommntoeting we
& maent Imoswage Pek & Che user's oonypeter other anies, Secause 2 : ax mther fekls ase
# poovethat it bas sufficient privileges. xt “hopped” and pacheis ariving with invalid addresses are

ifthe nser is not anthoriged fo xecase flusecure site, then quickly discardad, Ltemset goxing are protected agaiiat

a “host uaa” tidsaage is retumed dstep BPO8). I des Beodag epeechat a ginede YP address.uasy bas sufficient accu privileges, then in step 27a ik Gyater caution 9 cesmmepusier ig opeplad though a Nnkseaure VEN is osfabhished betwen this wear's computor ard RAVI& Hariked fsmiwidihveg.. ag eles pater te a sade
the secure target site. Ag desorbed above, tis ie profersbly. 28 that cag su Ryans &@ xauch. inghomhbanhwidth bak fe. axdone by allucating a bogping segues that will be ousted ont interned Service Basher, 3 podentel aealmeass ondd be
botiecen the peeracompuier and the sechre large: sits, anid expdalted by a“diterosieed hacker. Referetieg: to ENG 28,
i preferably perlorued pansparcatlyte the aso 43 ft suppose ial 2 Brest host computer 2H is communist ge
user geeun be dawoivedd ki oralioe the SEGNEve Leak Wh a second Rost oompitter BRB sing the TF adeimssHescrited ka various embodiments of this sppvisti, anya! 30 hopping prlscipdes described sbave, The frat heal coxpuier
yaranis flelids cas he -lypped”& ry iP SORE idesiiuahar ig coupled through an edge router 2aJo an Interuet Servicegddyesses: a Redd da the header: oie} In ares io comamc+ Provider (ISP) 28S shrowath & low bomdisidth nk CLOW
cate secured, SOW), and is in turn coupled te-seaind host computer 234

Some ofl of the seSay aMACRODS Gan he sevberied 19 fyrcaark partes ag the Tatenret rough 3B. handwihht Hakgxtckuepar GGA, suchthat it handles all requests to ceamect ao (EYRE BW). Rn Ribs arcislas athe ESSis able &s SUppErt
id seepre sites, in this nsnbocdieneotis RNS RIGRY abe a high bandwithfu the Gxterned, Out s mach lower bssdd-
CUMS WHE with to the cigs router

{ THEDTY Over 2 Sem Suppress thaia computer 8: ig ablei tranemifa lange

User has-access1a partonsdy guameiy of damme packuts addressed to feat wsOEneers
beaphxsontiog (ess featerc aq QSOT aceuas Rioh banchwicith Hak HGH BW Norm ally, Best
sample below computer SE, wand be 3 i: £9) i

Reomaro 8b: Cheat tas perrtissis since they ewantd Pow aoecapheict Becomypuier, amd palokecper § is BO. a poruitied Sy the OF acidrass beg soharne. Mowever,
eicat. In. tas seanario, 1he & a USES reqest § boomed the packein must travel acnuss lowbaadeidth Halkrecebyad Gy ihe ENS. press cryear 2GR, whick veel SS LOW BAW the sackets o sain the fowwer bandhetetthtate
farwardt Hee raqmest ta gates 2688, SheQH before sey are received by host cormpater 2aM.wennld xs lisha VEN botwerSER f § Consapentlyihe: Hak ia«host ccmpnter 2RGE is eleatively:
largat. The ge Beaded bake be diadadl,

ARRHOR bo the DNS oe wok wie Aesord etio oneinventive mye, 8 “ink pHawesulyed mame. as a resnit. The recived addesss cas he 3) Daoction ESS isinascted into theeeancedaenadegs$
trannamitiod hack fo the stint bz a secuadministrative
Seer ee Chieno% does BOL have x
 wna be received :
wok? Sorwand the x

ssCoperout=
 
 

 
 
  

: DNS PHONY Berver 2H
east ®> gHiekecper SEN. The gsie~

+ eenaiog DONS prey
akeSOREREE

 

 aoral aNeS PN Taksine to Seb ap 2 VEN“bethe &©
auenarhs, Mie clext’s TENS requestISSeoiveal|oe DNSprsxy
 

  

  
  

Paoy,

 
 
 

 

quicklyISP Bsas} wat g
bwe-banchwidth barepacket dastinngd fot R sew.rand acts i oye“to

y guthkentivaied lo detcrarku: whether if belones ta
if ods Rol w vali VPW packet, the packet is

neds. UF the BSackel i
VEN, ie packet is passed

APPT

 

   

Uscanled sf whe high-bandS83BR
ugg: ka

ff the panket gs. valid non
hy of serine &s.g..

authontcated as ba

with hich preferees
packet, Hos. passed ot
dosenr pris

fa one :
ate? fomVENpackets usin:

cage Of IPSECT: aa 5ant dk. inthe oa

 

 %

wh a keer <gnal
 

  
     

 : the paskets
YAEP VEN.

 
 Xi, thexoa 

aerver BER, wichwauld check tis guies and determine that ax an TP prnoodl thatwen yal defined. Theose}okartiteed,
no VEN is needed, Gitekecener 2683 wound then iefoam ths S8GS, anaintaios 8. isthe at valid VPNs sehich H uses io
DNS prexy. server te forward the requeat to ooavedtional validate avhe ists ah oxyplogxvaphicaly valid,

 

chINDANS anne ERAAAAAAANY AAO

ogy provided by USPTO fran the PINS fmage DaupaEATShePApple Inc.-Peeereeeeeece Exhibit 1002, p. 1558



Petitioner Apple Inc. - Exhibit 1002, p. 1559 

st

 
 
 

 
SSmeeewhete bieOxyie tadsdeOkeseed ty ekewr towe-iands sahinodes ke

fe high-bawiwidih node, suck mised both drs fishSaad
asd lowshedhwidth nodes track Fores2pachtki sia8 mide mows :are SESBNa). ea

  
 
 
 
 
 

=
tektale

 ao natte
ransmibied aver f

ame, INF O83 malntses
  ooabseoan einelowe

Pantha link. “Phas, 3Sapy 2048 at the reapedise ¢Jaex 4

ihe veda “According teh g
ESOS exiiiaee28 cack we

 

we

 
 
 
 

 
Gareat oubendiresont, Rak Raypacket neing a Keod bastecd

Je2PROparate WPR:eat£Caskag

  
 

 
Naniphe,

SARE fretoroenthebandwidth: nade (7
Bods aes cco
iramamitied in dhe b

ASshown be HG.28, fore
SRERPRESoe ran is COURS

 

cating Wille & second Host <SR
syer the dan: taped the. pasi inciudeae) bighbandSantee Kok HIE | Wie an IS‘banebyradt hakLOY BM threat ar Serre28a8, ‘heaoccuchincs wih the bacic asohRecturs ed ahove, finst

dosh audaputer SIRF and second host caymapier ae weedexchange!bopbiocks for a hoapisiookalges’
able io Croats pesteing tyamsmdé aad reonive cables 2085,SoG, 20ES and 2928. Then in. accorddance eatth the basic
snohitectins, that dee SURES WHsou aesREE packerhaving Soasnugly raionEP aners iactresses, aud 2 would ioe CONTE somedisip b
whew dn HS sscive Iaiis WEES FOCEE

Seppase that a gefarSoe. 3S cuaarties hacker 2403 wax able
totduce thar packois havhiga corsio rsnge afl PP waddcacen

Be ATUTORSES 100 fo 200 for the sake ay simpfe te ‘gp 20m ~ and shar th

 o

 
 

 

 

 

 
 
 
   

   

  

 

 

 
 

keg int che ADEE ino ie20,OXuaeDe> forwarded along dew basdwdidlily Hak f

oaushyg te eeee seiti “Atak ie oesThe §
wokdbe of tatieosYee bey

 

eS
   

 

 
 
 

tingthes5 1» RES he how
bandwithRok was effectively jammed before the pacizets

amubt bo redectead. In aceSorbanse wit RLose aspect of sheieaprovement, boovever, WEN ink guard 2609 world prowenttee shack froay iepactiog the pesformauce of YPN tadic
beaiuse Lie parkeia woukl cittes be rojected ag duealid VEN
packuia ur grveu-a dower qualiiy of service than VPN waffle
ever the lower bandwidth Unk. A deslalotscesice Hood

attack: could, Boeeyen, atidisrupt gon- VPN tallic,
eS kU ORRfnbodissai af the isproverern, ISPAGRE mininiains a separaVPN with Rese host corupEtey

SOR aret thus translates ing. at Bye ISRRain
is having a drRarccad

tilled to hast commuter BIR shiuru 2 evs3 wed
ip antheaticsta VPN packets at the Te ard 2342 and the

a 4“

  

 

  

  

  
 

 
 
  

packets at host TORYok guasd EEF doce‘ Bot haveS BONS TCthexnivate nest 8sats;
Ronly bas the capainity fo autienticaie those packet

According tz pet a tindsgiexdinient, the low-bandy
node oan iransaiit a spacial

 
  

 fey

mecage io the high-handetdibh
 

Copy provided by LSPTC! trom dhe MINS image Os
peet SE ee

 

be. tS

 
 
    
 

 
 

 
 

fet ey

yt Ge

te ae

aS

Aees

abut &wRaustransmissions 08a

 

  
 
  roventB tracksxfoxnn Gooding¢packeis3using #.os Sagles

i.keewedag wD yet x Fouts auboiimert, the
dened ty dsc packets

ade iwths fransmlasicOu,Tis okeeedds a ceniars pradkte at threshold for agygiven
PS adixeas; Unis would allow hopped pacok AS BO sacs throwgh:
de Rsees. Rex guard SOUL com he mesd to detect that the
aut of packseS TRS xf "eth ir auielrass BES© exceeding a

   

 

 
SHNT,enaenities te“the ow“anet 

    

   
 
   
 
  

 

   
 

% OFS SCHRARNGNESatineRous insider coat

de order ins Beevoat

 

SESE nodes ix “hs ‘SveaSe suchthat2
mse a hancbeidth Lindtation og each packet

igus for dedag this ie todelay acceplance

hronizalion request form a sender patfd fe.9., Gne ars} bes clapseiwely control the eats at whick &

   

  

 % GESFERS
UAV ORS  
   

 

t

fommes by staging,SYNC |Se

SEX}? mressazes.

 

Avsimaleo OERORLERRte the chaukpoint synclmmizer will
awe UR protent a xeveiver fram, acc dermal of deliberate

aed Teer Set intunually RRRSOROT Stents Nail nasnchifi-
5 ewu int

 
     
 
 
 

 
  

 
  

 

 
carpe:wuattee of“defersing‘The
onl an approysiats interval

 

steal Es feslyiot feewphor emt &

ackets aOE, and that chackgoat
ue&SBSgered every 3$0 

  

 

AA caenphie 
 
 
  
  

 

 mehewsing
S second alter

 
= pied
feeaeik M receivers nowd ko resties N ivansuntessREQ: SABRESafter: : “EASEsages 

 
 

 

 

aec PES
simee the das & 3

RF ges sransenitter execods“osvate
 

 CHENcopied.
 at avairet cieckooiats, owYeas Dye mew otsscok

eeebefore te_ receiver a erady to geoekve H, aed the‘
arden beydhe remberAdler this,

the .REO every FE
. MBe neseiver seilh

° REQ 8wit be

 
 
 

 

 
Stont al if reoeives
eveohinlly updais CARPE

ackacshy: Ages Tf the Pas :allowedrate, the Wansradtier 6 FH} ateop petd itRA CORE,Rant. if
ths tongs onkis the allowed mefehy a litle, i willeverhng Se“aOgadier weversl pounds of delayed syucbroni<

 

  

 

 

  

  

    TE BRE HE § anes. Neekin the transmitter’s

eadle Bd ROHL stout cat aly peomdte the transmitter by hose the
eesceptaghoo lwApdkoss, Gn Ghds case cas recaver Mie windeor

aeak peo ianly afer itis cosupliant a
: igaueg shomid be consicened wher dps.

sole:

s yaks abernet t

 

 
babuxciag.

 
shase ors OFF
etitioner ‘pple Inc. -

 

Exhibit 1002,p. 1559
a



Petitioner Apple Inc. - Exhibit 1002, p. 1560

‘Sestnpesnsnscesnvninninnnn

 US

§

S. Since a tramemiier sell rightfully contiame to transmil

ive a perked alter a SYNC REO bs texnemilted, theag aheee cua artileially reduce the aneanier”bancbvidih. HE events prevents corailiaat irswsanuitter
from synchyanisiag for a pexiod (Cag. the aetyy
dropping a SYNC MEO ara SYNC_ACKS SAYRE.
REs wil &be aeceptedlater thaxxi Bapected After this,

  SSeart
RR 

  
 

 

 
 
 

 
 
 

sages bok
Bow She
iHOSE

noteomptia
:neste|ae “Phisived

WD,~and3against this, ierecedver- shonld|keop rack af whe
image: thai fis dest [ SYRUREDs wee mooted aod

asoepied and use the minimaai of MNNs W/E seconds after
the dast SYNED REG leas beer rooxived and anoopisd,

SeMeNxWiR ahoonds ater ment to the laai SYNC BEE
ted. CRMRMN WY orks

am  

 

  
  

 
   

 
  
 
 

 
Rs 

be Fax SYNC 
’REO bas heen moi, as

< CREP SE Tats prevents the ricedver   tations packet gate it: REDS WHE pracesacd
Senge,
QWs S SySicn cayphriag tie above-dess

PERENneiples. incites
  ribed

38, ted camapuiors 3G86 and FET are
axsurmnt to be ¢ unisCREE over 8 petwork Nie aaoor
dance with the img”? principles desorbed above fe.2.5happad IP addrecces, seesanineabr values
of siteplicay, oGeygeier SOME wifl be

 

 
 
   TUS 

 refered te ag the

receving COMPAEATcaukd commnter SOOTwill he refered ta as atOe 2S

single%. 3s

the franseniting compntier sthoueh fell duplex operat
a? camurse coneplated. Morecorer, aithoagh only
transraitier is shown, anditrausmiiters can tr:
guoeiver SRG.

Ax dosoritred abcve, roncbving coakputer FRG naintaices 2
tocene lailo HGS tuctuding a whaiddw W that dellnes valid
PP axidress paims thal will bs acaspiod whan appearing. de
incoxahag: dain packsts. “Transaviitieg computer MARxasie-
ining a tranernli isble SQHS from which ihe went TP address

pais will he selocted whom temcmitting a packet to receby
ing computer BINM, Wor the sake aif iMustration, windaw W
iy also dinstrated wiih reference io teamed: tabis 2OR3), As
iansmiliing saqpuiss moves thragh iis table, Road even
sually gonesale & SYRC URED. xeSSERES Ae ‘fh wsiraied jn
Phachoun 3G28 7 is sagSh Wsreceiver. SIRE to syn-hh trenemitter

ee Ginchuled
HE jraasuntiting Aa

os than its alkohol, 22
GE 2

  
 

 
 

 

  

 
  
 

 
 

RS part ata* OYNCgruter GHAR iramseniia snare: mies ae
ib promaturcly geugrale te SYNGREC message
kas heen altered fe removn the SYNC _BEO MHERSARY PON
eration alogefter, {i wil {3H ow of syachranizafion since
rocedver JOG wal quickly reject packets that £4owisids af
wWinduwW), aad the oxiva packsis geseraied by BRL
SOB wl be discanded}.

fe accordance WHR the Lnprovereaia described abive,
receivite computer BBO POON Cotasleps whee s
SYNEREG BAOGAKS Ia mmocived, as Hnstrated in FIO. Wh

iustes 3004.naceiving commuter BINpeceives the SYNITREC? nwasnes. hy step RH, a check ig reads fo deter:avin
whether the request 38 a dnghicaie fs R cardial ict steg
SOTe stag SER3 cheok is mandsto detannine whether the

  
   

 

 

tPA

    

 
 

 
  

 

we RAeyte et ee pee

Sore}, Forthesakes.

G5O20]

freea

pe sn

ek ot

Re

33

 

a3 th

£3

83

Sapyprovided by USPTO ham the PINS mage Daishase on 61/14/3008

a4
_ REG asectved fhon insnsciitier HEM was recefved

abs aesGaneda the allowable rate B fe. Ihe periodtie tiers of the last SYNCOREO mwssage}. Phe
darn De & cowiant, or Boat be unade tn Huctuae as

 

   
 

 
 

 
 
 

 
 

rae oxcdeds &, therm step 208 the next

dratof ihe next aeeeens Sepping table airy a6delayed by WAR seconds after SYNE
heer Xe

 sentedsack bsext SYNC.

In a System aa whicha* tange mamber. of users Sogn:
ate WHER Guntval odeushig cccuse hoyins fechaclogs, RHecunt OF peery AASheyah aside

matures. Bar oxALPS,
sibers fo x web5 site castelly Canaan

whiththe webote, Hue site paaat 2mpatatahn ane millionbindies, HWS Beg ap valuable goipuler TSeGUrEeS, SvER
though onby soreall poroestage ofthe users xaay actualiy be
RSng Le Aystenr at aay age tine. Adesivabie solubion would
be a System thet penis a cartsin oieximme: snober af
simulaneens Unks te be maintahted, bat whick sould
"woppage” adllions of registered users ab aay one Herne. by
other words, ont of s population ofamillion registered nsems,
a few thousand. at 4 toe could abuniianecusly arma
wal a coatral server, wilhoat @dniciag thei the server

tRinlaky one yelBean POPPtables of appreciate size.One solation is ta ys Bode dato be
aixias: 2 signing server thatpet S acaaive GeRahon far
user log-ped asd iag-olf (and requires oeky pMaimaihly siey
iakiced, seek a thuispoct server that co Targexr boom
inbige for the usars. The signatiag server icine fe
aniflinns of Known peers and performs a fasts“packet reieeh ayedieer (hogns} packets. When 3 packet is recolved fren ¢
haw lser, He SiQHAHRS Serves activales & viTtwal private
imk {¥PLG bebvuen the user and the iranspert server, where
heapingtables are allocalcd and mabvisiacdWhofhe uses
lugs onto the aignaling acewer, the user's campuier ds pro-
vided wiih hop fables fax comonunionting with the transpeyt
soevny, thus achiwathig the VEL. The VIPLs can be tore down
wire beybecome inactive fore ine potiod, or they oan be
ter deve ape deer ing-ent. Communication with the
Signabay cs ver ta allow: user logon arnt bed! Gan be
ROKR WBINE & Apoolalived veevon of the checkpoint
seherse desorbed sbove.

PEG, SE shows 8 syaters ample
desoribed preciplos. In PIG. 31, a signaling server SUMand
a transport server SHED somumnendaie ova 3: Hakserves SUG2 canisius a large manber of angal fables 31a6
ane DEF thal ooviann chongh information to antherROMS
aoNnenuMmicabins gequesl with oes ca whore cHoris HIS and

     
 

 

farge

aval their supperdng data stceitiven Brinn 

 
 

   

  

 

 

 

 
 

 
  

 
 
 

 

 nisias  %
 SEE

he

 
 

0

 
 

 

 
   

 

view cortain of ihe above-

 

 

   
 

 

Sie, Ac desacdbed in puore detail bobw, these amalables

may adverwiagecnsly be opasiracted 3a a special case of the
synchronising checkpoiet tables described peoviouely.
‘Trimeport server ARG, which is preferably a separaie oom-

puier.iu comununivatiog wiih siguahng surver SED, contains
asmadter meunber of Larger hopingtables STOR, SRIG, erat
ATES that cau he slincated to avesion VPN owilk ane of the

AE SENET.
“Ageecrag bo cnc. ambadiment,.a clone that has previ-

cusly registered wilh the system(oe, la x systeadmairstion Sunetiog, & user registration proaadine, Gr saneother aiethad) fumes a request for tieenation Foor 3
conpater fe. a wedr sites. Jn ons varialon, far eoquost

   
 

 

 

as 

Petitioner AppleInc.-

DENSAENONO,

Exhibit 1002, p. 1560



Petitioner Apple Inc. - Exhibit 1002, p. 1561

a5 ae%
taade using 8 “kapped” 4packet, sich ed simnaliegy server py yh
SEQ with guickly reject javalaypackess froma pemuthonined

BRPRUINTE suck as backer eouupulee He Selnginiatrs~
  

  

 

OK. fo the aareial
eau be prevented

& as part af. the
  
  

 

 
  

 
 

Y felony  
 
 

 

    

     
"VEN oan be established betveer all oftbe chisnta sxut seypied. inner heeader- Dekh In tvs algorile, ois
ignaliag acrver in onier WG erasure Niai a backer capac‘¢ jeapeatant io abstengoish a aepachet and a SYNE.3 { signaling server SEES with bs5pna packers. Dersils of REG io fe «i or Sines uae date ant

tide scheme. are prowkded bestow: ae SENC: Saxe address 
ao
Signalineserver Ais coceives: fhe ree 
  
 
 
 

meh ees a  

 

 
 
 
 

 
 

  
 
 

  

  
  

 

Rie es © that olen SSG bs a vahlel esit ap the etack, TheNext, . Server SRGE dssucs a. req 8 hee! ag messagetype andserver 3182 to alloenie a bopping U4 geet " Setainedd
cithim or other seginit) for the purpose she . O with
With qheat 318s. Phe slocank! eeZR & CREE ENS CRPT N. Houpdaiesretnened fe: Sigasbing silver SEH fpath AL43)Ys“which shen He hy oeseapemet _the
auppli ns ihe hopping parsmeiars to eHent 3203 via path << “Mente 1receiver siioe* and veanannite x ovnicao 4 a rates e PARC er AD x ~
 oryuied fora.

   

 

at4, preferably ie . . atBoooptaining CREP Ss payload,  Pherealter, ahent SIRS communicates with lransgort <7 . aren
server $182 neing the normal hoppingbxchaiques desertsod 3. WE eat sick: a SRO_ACE

 
Wouaentehs aon

above. Toad be apprecd thal although sigusling serve ‘8 TS nat. WEE BBad R aab preciatad that although sigasling serve oe Hs CEP DB. vithos peALOE and trauapert serves 3202are Mlustratedas beEAE we as CAPEAS aut theseparateoonpuiers, Hey oaidd of ooume he ooedvined tate 3} w& huraed ua and
a sings compater aud“tb ¢ Fi : Peake mic oe the WY the SYRC..

y Ha learner
transnuitter

kde CPEEi dsupdaied,
do does not mstch the

  

  
 
  

    
 
 

  singts eatnpnter, Atiernatively, i is wansmtier sade €CRPT_O ransiniicr Is an, thes
funetiens shows in PIG. SE NB SYNCACE 38 simply 

 witheat deparitng front dhe aves
awe ackran age of the abonanceacaigosting server SERE need oaby max

4. YE exposes, HP ee teees“ TWACSNEROK AugBEERY 3 csiane ot oheated “atetibe diver, i stasts ii
mation O98 4 Legs munber af potential uses, yot 2 4 " REQ ie sent using ies keansenit-retains fe capaisiity of quickly osnsjecting gackets. From ter’s“exPy.< aaidsoss. Cthenwise, wee aistion: iw Iaken,

wmauthordiged usasuch as hacker computer SIDS. Larger SyN ; B 2Baatalllessoit te perk IVER B C1 REQ on aS

   

 
 

   

  

  
 
  
  

 
  

w‘teen heServer ron  

heyy areony Sue
becomeinaikive foriho %

m2 or sigoaRE serverMOL. / SS 6 Whee the serous Pees 3 SYSET REO on ifs
ALEOTES asdescriptina willHOW be3yrds : CEPT, ff 3 laden its toaesendtier’ sich orRe wy fone 8special OR cr mosapond teat sooniver aie £ R eadSeales mix be uss AO container: Oe in ies

eseribed above.

Yhe signalug synchronieer may bes meaguhoedd oo SEPP
Gaitions)aft Stameting, lew basderklih connections. Ba& perVEL. meniocy uSBgS willsity eGverad GY hoppiag lechan

s airs

3 SYNC.  
  

 
 

 
 

 

  

 
 
 
  

 
 

 
 

 
 

A

 
  

 
 
 

PRN ding “ise xeSe
ander io wealucexe   we  

 :: aSw ahie‘Shaenisofty

  data hopping lables < plaicly climinated a x then. ke
cag be oarriad as part“of “he SYNCBEQ RESastBe Th oR. This  
tabie used. by the Server ale Grecsiverd and cligst aide
firaagasitier) is shown schematically 5 cleansed 31a 32
BEE. at.

He asaning aadiy

   

   
 
 
 
 
   
 

  

chavinws af CREP Becart O axaHom,
ad ined ast  ke the

Sage without Ressoeioed at the 6stigeat. ‘The cliew) side reauiver’s ©
ealOF BEand ue cotey imer is
yas ceady fo transnt a ee
 . — wodated,. fhe 3aOR af the earher  Ribed. The client aide cracemcite

3 iso aad the "9 gure wena:

 

synehecranisen & sgene cat 8a3  
 

 

 
 
 

 
 
  

 

 
 

tables ars aynchrontand, Tips inital taablss eanbe genertad. Plaxt. o AYE SER
“ont af band.’ Por example, a client can log inpio a see wutiey gale CREEPPO. The cleat

 
sotver te aslabhich an acesover thee ingeract “Pre cheat

will receive: k onaryped ex the Interust.
Meanwhde, the server willmet ap the signaling VPN on the 6
Signalling Server.

ASIN ngat ackgat application wishes to send
% Geo suecver car dhe cheats slancdiag Qgunchug YP

1. Yhe cliosexs the SSSRES xdarkec ag a dais x

ont and & tT i& taxped ake, *  
 

 

  

 

 raed
  eS tenes©&

ilyvanaraitiod oR Re
welBeep>

  

 
 

:
 

   
 

GR Rusbamer Roader aEES attar’s wf 85audress, itiuins the trasmities off and etaria a Sener Ree ae
natiag€CEPT.t>. Mesnages can be<une oF Lats bypes: SOx a Hew

 

RRRrenRNAARAITNeneANRANAAD EASElARENAN seerSepy provided by USPTO tram the PIRS inage Datahases on Of! G3etitioner pple Inc. - Exhibit 1002, p. 1561
  sreeaeittSAA,
 

eeereeeeeeee



Petitioner Apple Inc. - Exhibit 1002, p. 1562

US ¢

 CAAT NL AP wenietatas an ROW CRYP.& in She sorver aitieinauearies aad Llraxsrcit _ ountakaias “she
ROtvEY Side remebax’s & KET_G whe server. “The SYNC.
AG. is sucuanlelly yousived at the client, Phe ohent side
Teaver’ s “R is updated, the transsiminter 34 turperd of
aad the reSty hunar is kided. The cheat side transeiitiey ia
yingly ip foxacaxd a-aowdsta message,

‘Thens are mamerans cher sosnarios- that folloer this Gow,

Bor example, the SYNC AOoanfee Jost. The transaykt-

ter woukl continde: fo teawes f the & CREO! wank the
rcanives syachranizes aad resgeads.

“The abous-deseeyhed praoedures allow a
avihentionted st sigaalis
ahi v

 

  

  

chent ic he

server S20) while nudotaiiing ihe
ihiy of signaling sarver S200 io quickiv reject invalid

packeis, such as might be geaerated By Backerx ouEERier
SHS, To varius amhodiness, the Singaling syackeodizeris
really a chrbranive. af fie aynchromiosnEt povises theadeprotection aa the hogpime protece], and t das ao fora laren
avmber of low baacheidth cannectoas.

What ja clainaed bs

£ A mothof tesosparntiy creating « virtaal arivats
repyork (VES) between a client computer aad a. target
caa@iier, comapiieing the atoga of

Gy BENSTEENE frons the olient commer & Daxush: Maxus
Service GMA} request that requests an EP arkdross

eswesaporRdiag ti a dtumsit name associated with theeat Canaries

@.asateSUESB whe!ther the DNSsequest wanomiited i.aed
est in

3 reaquestings AoOoeSIG aA sEoUTE taqgetweb siie,
auunaloshy mdlanng the WEM issbwsen. the obent
oouipuier- aed tke larpel comypiter,

2. Phe sstheed of claim |, whereis steps (24 and CQ} are
performed. st a TINS server ssparate Sram thes client coe
PRU,

3. The neediexd of ciate 2, Resther guraprising the step of
C4) ig gesponse ta deloraxiiag that the DNS requect ic

Stage (2) bs ad reqweostianee RECHAR LY a ROCARTE target woke
Sit, cesolving tie OS addasss foe the domain nase and
xseturadng the EP address ta the cheat camputer,

4. The wisthod of clam PT, whereia tap {3} coauprises thestep ad, pricks autorantionlly qilieting the VPM betwsonthe cbeat carupater aad the larger eommgeter, Joterenininy
vhither the chien aormpaier & antthorkosd & catablist a VPN
wath the target compater and, Wat ao authorized, rehumiag
anor Soar the ONS request.

&. The meted af claie 2, wherein step £3} comprises the
steg off) pros to autcmatiocally initisting the VENbebewnen
the clint comypmier and fhe farget ccmmpuicr, datemilaing
whether the ofeut computer is aufhorissd fo rawiiive
acklresses of ning agoum Target comimters aieSTF aROf pe
authored, minraing an cror from the GES reqBest.

uethed of slain 2, wherein atep i3} cauiprises the
i estabhiehies ihe VPM toy oresting an Ef sekiress

 ss
  
 

   

 

 
  

 

 

  

 

 

onpiewr scheme betwesnthe client comumiier and the danget
SOURIS,

7. Pheawtlod of clue 2, wherein step (3) dompsians the
 step afUSER & Patekeeper CORUPUlOY that allusates VPN

yesources, for communicating batwsen the ata aompuieranh he,rarget wHEpsice,
8. Phe method of alain: T) wherein sien (2) 35

ag a TONSpraxy seever that passers themuptt the
DNS sexyver if 2 is determined in siege (3) tnat a
Heing roqpesbel te A secure Larget web site.

$. "Yio method ofcladn $, whoreie Step (3) conuprises the

siey of transniiting 2 message fo fie cleat wiper to

a performed
neaQest ozaooess bs ret

 
 
 

 

Y SR PONSSASeas,

as co

bee“"

te&

2S

333

as

20

at

Annaneet

Capy provider by USPTOfom the FINS imageUaiahase on O14 4/2008

NOU,133 Bl
aS

 
determine whether ihe cheat cammeter is authorigedd fo
establish the VPNtarget computer.

ER A system thal ftanepasendy creates a virtual private
 network (VPN) between a ohent nosigatiur and a secure
TAXES! CORRE, CONGPMSA:

a DONSproxysarver thal receives.a raqnes! from thecleat
CORIO. $9 Tooka up an TP addressfor a dorasia gan
whersth the TNS pre exvexr rataras tie EP addi
for the xyequested domain mame.i is detempiued that
acOeas feo S AGR-AccHrE web sibs hag bees hapuasied, and.
wherein. ike TANS: preasy server generis a request §>
creaia ihe VEN between the client computer and the
aeoure Irpet computer ian i determtued hal aaness ta
a BERS web. site has board requested) arid

 
  

 
 

a gatekeoper computer tlt allcostgs reantuces Bor the
VEN beftesen the olant computer acd the seers wets
anenginter In nagpormse to thocendest Gy the DNS proxygarves,

ib: The sy

CREAR nS
n of slains 2 wherein ihe gatelreaper

nestes tes VP by establishing sx 8 address
  

hopping regimes that bs used fo peendorandoany change IP
addimeases a packets iranemitied benween the client som. 

 

patter ared The secre taeet carer
a2. Yhe systent of slain FQ) wherein the gsickeeger

computer datcrig’s wither the chert computer has gut
Hciont security gevileges ty create the VPN and, if the elfent
Sortyaster lacks sufficient saonripy privileges, raiecting the
TEQHESE fo Seaais the VEN.

23: Aurethed of estahlighing commutation btwnaac
ofa plncatity oF cheat copieaes aad a central ocamputer hat
RAINS & plavably aft suiheaticatinen fables exch com:
sprmding. ke cane af the chlor’, aaeipeters, the method cam:
sing the steps off

f2) ie the contral corapater, rece
pharadity of client compmbors
coment:

 

 

  

 
 
 2

recedving froma gas af the
TOREfee OStabNal: 2

 
 

{2} rullieationting, with vebeconcstoons ofthe plurality of
antbeationhion tablus, that the DAQUEAE Riesived In Sieg
£2} is from: aa anthorivad cHunt:

(3) wapansive ta 3 detemmisation that the request is from

xe sufierived cleat, Sica PESTS 1] Eatablhish aviriwal private funk beoween Lie obnt ard a secoad
MHOwpRlEry add

(4) communicating beiween the sutbcrived cheut aad the
seouRe copier usiue the virhiad provais. Hak.

23. The method of claim 33. svherein step (5) comprises
ihe step of sammuinicating socomding, io: 3, scheme by widal
at east ene Aelkd in asecies of data packets is -perludiaally
alkBREEd asoording io a kypswn seqdence.LS. ‘Phe mathiad of clains 14, whenske step iA} comprises
the slop of comparing aw brernet Protocol GF) addins in a
header of ack data packet to a table af valid TP adhtooams
maunained dy a table in the second compater.

L&. The method of dlaum ES, where ate(4) comprises
tie elegycf comparkug the BF address in the header af eact
date puckat fog mowing window af yalid IP sdaxeaes, and
nmijecting dais gackets Having IP ackimssses that de sot fal)
within fhe moving windaw.

RF. Fue method of chee £3, 04taxed
the aidy of Uaing & chenkgaiat dais. &eyuohronization Gf op perkndioaliiy chang283iknown &tyfies ooniral oprmgntor aed the chent-¢
ainhenfiows the chent.

 

 
  

  
PUT -

ANARANNAWASeeNANAAAA

Petitioner AppleInc.-

 

Exhibit 1002, p. 1562



Petitioner Apple Inc. - Exhibit 1002, p. 1563

AA  

UNITED STATES PATENT AND TRADEMARE OFFICE

CERTIFICATE OF CORRECTION

ARRAN cava

 
 
 

 

 
 
 
 
 
 

 
 
  

  
 

nee PATENT Ne), 2: GAELS BL Page Loft 1
DATED : Desember 32, 2008
INVENTOR(S) 2 Edmaml Colby Mangeretal,

 

ibis omrtified thet error appear ivihe above-identifiad patent and that esid Letters Patant is
herebycarrected ae shown teedow:

 are,

S61], References Cited, OTHER PUBLICATIONS, insert the folleaving?

~ Search Report (dated AGO), Intemational Application Na. PCRAUISOLOG340
Search Repert (dated 6/25/02), International Agnlication No. PCTSUSGLASZGu
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Ltd. Abstract |
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i | Abstract
JP 10-27 5244 08/44/4998 Sony Corp. i English

i Abstract
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‘S INITIALS | magazine, journal, serial,| country where published.

i astiake, “Domain Name System Security Extensions,” Network Working Group, RFC: 2535 pageslot44 (March 1999}

| Press Release: VirnetX and Aastra Sign a Patent License Agreemeni, 4 pages, May 2012, Printed
| from Website: hitp://virnetx.com/vimetx-and-aastra-sign-a-patent-license-agreement/

| Press Release; VirnetX and Mitel Networks Corporation Sign a Patent Licerise Agreement, 5 pages,
i duly 20712, Printed from Website: hitp://virnetx.com/virnetx-and-mitel-networks-corporation-sign-a-
| patent-license-agqreement/

| Press Release; Virnetx and NEC Corporation and NEC Carporation of America Sign a Patent License
| Agreemeni, 5 pages, August 2012, Printed from Website: http://virnetx.com/virneb-and-nec-
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4261 | Supplemental Declaration of Angelos D. Kerorytis, Ph.D from Coritrol No.: 95001856 pp. 1-13,
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D262 VirnetX vs Apple Transcript of Trial, Afternoon Session, 12:05 p.m., dated November 5, 2072

|{21263| Certified Capy dated September 18, 2012 of U.S. Patent Number 6,502,135, 73 pages
04264 Certified Capy dated December 30, 2009 of Assignment for Patent Application Number 95/047 ,83 12

4265| Certified Copy dated March 11, 2008 of Patent Application Number 09/504,783, 1500 pages
P| D1266 Certified Copy dated March 30, 2011 of U.S. Patent Number7,418,504, 74 pages

P|D4287 Certified Copy dated October 17, 2012 of Assignment for Patent Application Nurnber: 10/7714,549, 10| pages

||b1268| Certified Copy dated April 4, 2011 of Patent Application Number 16/714,849, 1170 pages
||b1269| Certified Capy dated March 30, 20711 of U.S. Patent Number 7,490,151, 63 pages

 

D4270 Certified Capy dated Cctober 17, 2012 of Assignment for Patent Application Number 10/259,494, 19
| pages

D271 | Certified Copy dated April 4, 2074 of Application Number 10/259,454, 1359 pages

D272 | Certified Copy dated April 12, 2011 of U.S. Patent Number 7,921,211, 78 pages a
 

 
1273| Certified Copy dated October 17, 2012 of Assignment for Application Number 11/840,560, 12 pages
(01274| Certified Copy dated April 20, 2071 of Application Number 711/840,560, 3 pages 

 
(04278| iPad User Guidefor iOS 5.0 Software, 141 pages, 2011

p[1280| iPad User Guidefor iOS 4.2 Software, 181 pages, 2010
pftz8t| iPad User Guidefor iOS 4.3 Software, 198 pages, 2011

pf1283) iPod Touch User Guide for iOS 8.0 Software, 143 pages, 2074
pft284 iPod Touch User Guide, 122 pages, 2008
Pf1285| iPod Touch User Guide for iPhone OS 3.0 Software, 153 pages, 2009
Pp (1286 iPod Touch User Guide for iPhone OS 3.1 Software, 169 pages, 2009

pfte8r iPod Touch User Guide for iOS 4.3 Software, 230 pages, 2074
Pp (tR8e iPod Touch Features Guide, 98 pages, 2008
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(31296| CFHost Reference; Developer, 20 pages, 2008
(1297| CF Network Programming Guide; Developer, 60 pages, 2011
34288| CFStream Socket Additions; Developer, 22 pages, 2010
(34289| Mac OS X Devioper Library; CFHostSampie.c, 7 page
[4300| Mac OS X Developer Library; CFHastSample, 1 page, 2004
[#301| Mac OS X Developer Library; Document Revision History, 1 page, 2004

D1302 CFStream Sacket Additions; Developer, 22 pages, 2010

43

 
Apple Push Notification Service; Distribution Service, Version 1.0, 6 pages, 2009

|_|84804|ios Human Interface Guidelines; Developer, 184 pages, 2012
P| D4305 Networking & internet Starting Point, 3 pages, 2011

04906 } Server Admin. 10.5 Help: Viewing a VPN Overview, 1 page

|D41907 iOS: Supported Protocols for VPN, 2 pages, 2070
|D1308 iPhone in Business Virtual Private Networks (VPN}, 3 pages, 2010

D130 iPhone ard iPad in Business Deployment Scenarios, 26 pages, 2074

pf1310| Deploying iPhone and iPad Virtual Private Networks, 3 pages, 2011
aa D1314 Deploying iPhone and iPad; Security Overview, 6 pages, 2071
P| Di3i2 Pad in Business: “Ready for Work,” 2012, 5 pages
FB1813| iOS: Using FaceTime, 2 pages, 2011, Printed from website hitp://suppart apple. cam/kb/HT4317

01314 MobileMe: “Secure Chat’ is Unavailable in OS X Lion, 2 pages, 20712, Printed fram Website:
i hitp://supparlLapple.cam/kb/TS3902

041345 iPhane 4 and iPod Touch (4th Generation}: Using FaceTime, 2 pages, 2010, Printed fram Website:
http://supporiapple.conyvkb/HT431S

D1318 iPhone; “Picking Up Where Amazing Left Off," 11 pages, 2072, Printed from Website:
I hito:/Awww.apple. conviPhonefeatures/facetime

01317 FaceTime for Mac; “Say Hallo to FaceTime for Mac,” 4 pages, 2072, Printed from Website:
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iPad; “Your New Favorite Wayto da Just About Everything,” 8 pages, 2012, Printed from Website”

i htto:/Awww.anple.comvipad/built-in-apns/

  
 

 
 [iPod Touch; FaceTime, “Oh, | see what you're saying,” 2 pages

a = ww = {

 
 

D1320 f Apnie Press info; Apple Presents iPhone 4, Printed from Website:
i hito:/Avww.apple.com/prilibrary/anple-presents- iphone

D434 iPad Touch; FaceTime, “Oh | See What You're Saying,”, 3 pages, 2012, Printed from Website:

i| http:/www.appie.com/Podtouch/built-in-appsfacetime.him

phe to:-/Avww..apple. cam/iphona/ins4
 041322 |IOS 4, The World's Mast Advanced Mobile Operating System, 5 pages, Printed from Website:

 D1322 || Apple Press info; Apple Reinvents the Phone with iPhone, 3 pages, 2007, Printed frorn Website:
| hito:/Awww.apple.com/priibrary/2007/01/09Apple-reinvents-the-phone

Apple Press info; Aopie Announces the New iPhone 3Gs-The Fastest, Most Powerful iPhone Yat, 3
* [pages, 2009, Printed from ihe Website: hito:/Avww.apple.com/prilibrary/2009/06/G8Appie-

Announces-the-new-iphone3GS

| Apple Press info; Apple Launches iPhone 4S, ios 5 & iCloud, iPhone 4S Features Dual-Core AS
Chip, All New Camera, full 1080p HD Video Recording & Intraduces Siri, 2071, 2 pages, Printed fram

i website: hitp:/Awww.apple.com/prilibrary/201 1/10/04Appie-Launches-iPhone-4S-iOS-5-iCloud.himl

wan, | Apple Press info; Appie introduces New iPod Touch, Features Retina Display, Ad Chip, FaceTime
17326 | Video Calling, HD Video Recording & Game Center, 2 pages, 2010, Printed fram Website

) http:/Awww.apple. convpriibrary/20 10/08/01 Apple-introduces-New-iPod-touch. him!

Apple Press info; Apple Launches iPad, Magical & Revolutionary Device at an Unbelievable Price, 2 |

 
D1327 pages, 2010, Printed from Website: htie//www.applecom/priibrary/201 0/01/27Appie-Launches-

[iPad.htmi

cana Apple Press Info; Apple Launces New iPad, New iPad Features Retina Display, A5X Chip, 5
11328 | Megapixel iSight Camera & Ultrafast 4G LTE, 2012, 3 pages,Printed from the Website:

I hito://www.apple.com/prilibrary/20 12/03/07Appie-Launches-New-iPadhim!
 
 FaceTime; “Phone Calls Like You've Never Seen Sefore,” 3 pages

| Apple Press info; Apple Brings FacaTime to the Mac, 1 pages, Printed from Website
| hitps.//www.apple.conm/prilibrary/2016/1 0/20Anpie-Brings-FaceTime-to-the-Mac.himi

| iPad at Work; “Mobile Meetings Made Easy,” 4 pages, 2014
: iPad — Technical Specifications, 49 pages, Printed from Website: hitp://support. apple. com/kb/sp58C
: Surling Design, 3 pages, 2008

a Quick Guide: SSL VPN Technical Primer, 11 pages, 20710
j Silva, “Secure iPhane Access to Corporate Web Applications,” Technical Brief, 10 pages

01336 || Defendant Apple inc.’s Third Supplemental Responses ic VirnetX Inc.'s First Request for Admission
i to Appie Inc. dated, April 12, 2012, 207 pages

337 |I Apple Support Communities, 4 pagas, Printed from Website
ipht tos /discussions.appic.com/Ahread/4860967stari=0&istart=0taI VirnetX — Products; License and Service Offerings, 1 page
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P|D133 | Virnetx Contact information, 4 pages, 20474

omD1340 [ virnetX Launches Secure Domain Narne Initiative: 4G) . Security, 1 page, 2070epee Tj neceeoeEoEEEECCcece eecencecE
VirnetX Gabriel Connection; Enabling Safe Network Neighborhoods, 2 pages, 2012

D1342 | Baugher ei al, “The Secure Real-Time Transport Protocol (SRTP),” Network Working Group,
PRFCO:37171, 39 pages, 2004

D4

  
 

 

3423 Jennings et ai., “Resource Location and Discovery (Reload) Draft-Bryan-P2PSiP-Reload-04,”

i| Internet-Draft, 12/42/08, pages 1-127
D4344 f| Barnes etal, “Verification Involving PSTN Reachability: Requirements and Architecture Overview,”

| Internet Draft, 27 pages, 2012
1345 || Apri inc. Form 10-K (Annual Report} filed 12/01/05 for the Periad Ending 09/24/05, Edgar Online,

| 1400 pages, 2011
D346 || Phone, Facetime; “Be in Two Places at Once,” 3 pages, Printed from the Website

pntitp/Awww. apple. com/iosfacetime/
D4 347 || Apple Press info; Apple Presents iPhone 4, All-New Design with FaceTime Video Calling, Retina,i | Display, 55 Megapixel Camera & HD Video Recording, 33 pages, 2010
rade[vsNYSE AMEX:VAC, Cowen and Co. 39th Annual Technology Media & Telecom Conference, 36
014349|Pindyck et al., “Market Power: Monopoly and Monopsony,” Microeconornics, Sixih Edition, pages

i| 370-3774

——p[Filing Receipt dated September 23, 2011 for Application Number: 13/223,259
353 || Email Cornrnunications Regarding Apple Product Innovations, 6 pages, 2010

omMicrosoft Real-Time Communications: Protocols and Technologies, Microsoft TechNet, 22 pages,
1352

  
  
i Mathy et al., “Traversal Using Relays Around NAT (TURN): Relay Extensions to Session Traversal
| Utilities for NAT (STUN),” Internet Engineering Task Force GETF), RFC: 5766, 57 pages, 2010

| Egevang et al., “The iP Network Address Translator (NAT},” Network Working Group, RFC: 1631, 10
i pages, 1994
 
 

  

 
  
  

 3 | Srisuresh et al., “IP Network Address Translator (NAT) Terminology and Consideratians,” Network

| Working Group, RFC:2863, 30 pages, 1999

 Press Relese; Virnetx and NEC Corporation and NEC Corporation of America Sign a Patent License
| Agreement, 5 pages, August 2012, Printed from Website: http://virneix.com/virnetx-and-nec-
| corporation-and-nec-corporation-of-america-sign-a-patent-license-agreement/
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014382 PiPhone, FaceTime; “Be in Two Places at Once,” 3 pages, Printed from Website:

i| http:/Avww.apple.conviosfacetime/
07363 |L iPhone, “it Does Everything Better,"6 pages, Printed from Website:

| hitp:/Avww.apple.corm/iPhone/buitt-in-apps
D1364 |I My Appie [D, “What's an Apple 1D," 1 pages, Printed from Website: htips://appleic applecom/cai-

| bin/webobjects/myappleid.woa

  
 

D41385 || Rosenberg etal., “Session Initiation Protocal (SIP): Lacating SIP Servers,” Network Working Group,
PRFC: 3263, 17 pages, 2002

D366|[Certified Copy dated September 21, 2012 of Reexamination Certificate Number 6,502,135 issued
| June 6, 2011, 11 pages

P|1387 | Certified Copy dated September 20, 2012 of Patent Application Nurnber 95/007,269, 4999 pages

||01368 || Chataneriee etal, “Bargaining Under incomplete Information,” Operations Research, 31:835-851,
Ff1868|91368| Nash, “The Bargaining Problem,” Econometrica, 18:155-162, 1950re01370|| Nash, “Two-Person Cooperative Gamas,” Econometrica, 21:128-140, 1943

71 II Chei etal, “An Analytical Solution to Reasonable Royalty Rate Calculations,” IDEA: The Jourmal of
i Law and Technology, 13 pages, 2001

041372|The Prize in Economics 1994 - Press Release dated October 11, 1994, 4 pages, Printed fram
i Website: hitp:/Awww.nobelprize.org/nobel_prizes/econarmics/aureates/1994/presshtml

i| Negotiations,” The Licensing Journal, pages 6-15, 2004
D1374 || Scherling et al., “Rational Reasonable Royalty Damages: A Return to the Roois,” Landslide, Volume

4, 4 pages, 20714

P| 013723 [| Putnam et al, “Bargaining and the Construction of Economically Consistent Hypothetical License
poe

|| Jarosz et al., “Application of Game Theoryto intellectual Property Royalty Negotiations,” Chapter 17,
*| pages 241-265

D1S7E Goldscheider, Licensing Best Practices; Strategic, Territorial, and Technology Issues, 2 pages, 2006

D137| iPhone Configuration Utility, 19 pages, 2072

ensVPN Server Configuration for iOS Devices, 8 pages, 2012
D379 muelson et al., Economics, Fourteenth Edition, pages 258-259, 1992

|Dis60| Stigter et al., The Theory of Price, Forth Edition, pages 215-216, 1987
D4384 I Truett etal., “Joint Profit Maximization, Negotiation, and the Determinacy of Price in Bilateral

i| Monopoly,” Journal of Economic Education, pages 260-270

P|01382 || Binmoreet al., “Nonccoperative Models of Bargaining,” The Handbook of Game Theory, 1:(7)181-| 225,11992
D14382 Spindler et al., “Endogenous Bargaining Powerin Bilateral Monopoly and Bilateral Exchange,”

| Canadian Journal of Economics-Revue Canadienne D Economie, pages 464-474, 1974

P1884| Myerson, “Game Theory; Analysis or Conflict,” Harvard University Press, pagas 275-392
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4385 | Binmore, “The Nash Bargaining Sciution in Economic Modelling,” The Rand Journal of Economics,

i| 17:176-188, 1996
D41386 || Rubinstein etal, “On the Interpretation of the Nash Bargaining Solution and its Extension to Non-

| Expected Utility Preferences,” Econometrica, 60:1171-1186, 1992

 

Di387 || Greenteaf et al., “Guarantees in Auctions: The Auction House as Negotiator and Managerial Decision
| Maker,” Management Science, 39:1130-1145, 4993
| Chan, “Trade Negotiations in a Nash Bargaining Model,” Journal of International Economics, 25:253-
| 363, 1987pow Lemley et al., “Patent Holdup and Royalty Stacking,” Texas Law Review, 85:1991-2049

04390 | Cauley, “Winning the Patent Damages Case; A Litigator'’s Guide to Economic Madels and Other

-| Damage Strategies,’ Oxford Press, pages 29-30, 2044

hito/Awww. apple. com/priibrary/201 1/02/24Apple-Updates-MacBook-Pro-with-Next-Generation-
| Pracessors-Graphics-Thunderbolt-l-O-Technolagy. him

395 || Apple Press info: Apple ta Ship Mac OS X Snow Leopard on August 25, 2 pages, Printed from the
| Website: http: /www.apple.com/priibrary/2009/08/24/apple-to-ship-mac-os-x

014396 || iPad, Facetime; “Once Again, iPad gets the World Talking,” 3 pages, Printed frarn the Website:
| http:/Avww.apple.com/ipad/built-in-apps/facetime/him|
| Apple iOS: Setting up VPN, 2 pages, Printed fromm Website: http/support.apple. com/kb/HT 1424
| Apple iPhone User Guide for iOS 5.1 Software, 179 pages, 2012
Apple, Communicating with HTTP Servers, CF Networking Programming Guide, 6 pages, 2011,

~ | Printed from the Website:

| hitos://developer.appile.com/library/os/documentation/networking/conceptual/CF Network/CFHT

 Apple Press info: Apple Updates MacBook Pro with Next Ganeration Processors, Graphics &
4ag4 | Thunderbolt 1/0 Technology, 3 pages, Printed from Website:

VirnetX, Gabriel Connection Technology T™White Paper, 7 pages, 2012
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Subst. for form 1449/PTG   

 
Complete if Known

Application Number 43/336,790

Filing Date 12-23-2011

  

 

 

   
  
 

  
 

INFORMATION DISCLOSURE STATEMENT BY
APPLICANT

(Use as many sheets as necessary}

 Art Unit 2453

Examiner Name Krisna Lim

| Proceedings of The Sympasium on Network and Distribuied System Security, 7 pages, February ¢2-
P23, 1996 
 

  
 
 

  

 

| Davies, Supervisor of Translation: Tadahira Uezono, Security for Computer Networks, Japan, Nikkel-
| McGraw-Hill inc., First Edition, First Copy, p 126-129 (December 5, 1985) ~ (English Version and
| Japanese Version Submitted)

 

Comer, “Translated by Jun Murai and Hiroyuki Kusumoto, “Internetworking with TCPIP Vol. 1:
i Principles, Protocols, and Architecture, Third Edition,” Japan Kyorftsu Shuppan Co., Lid., First

 
| Edition, First Copy, p 161-193 (August 10, 1997) (English Version and Japanese Version Submitied)

Lynch et al, Supervisor of Translation: Jun Murai, “Internet Systern Handbook,” Japan Impress Co.
Lid. First Edition p 152-157 and p 345-341 (August 11, 1996) (English Version and Japanese

01408 |

| Version Submitted)

D4408 Office Action dated December 27, 2012 frarn Corresponding Canadian Patent Application Number
1 2723504

P|D446 Office Action dated December 5, 2012 fram Carresponding Japanese Patent Application Number2041-081417 D4414 Office Action dated December 13, 2012 fram Corresponding Japanese Patent Application Number
§2011-085052

EXAMINER DATE CONSIDERED

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Drawline through citation if not in conformance
and not cons ed, include copy of this farm with next cammiunication to applicart.
1 Applicants unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is atlached.
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Subst. for form 1449/PTO Complete if Known
Application Numb

INFORMATION DISCLOSURE STATEMENT BY ooneet 13/336,790
APPLICANT 13-25-2011

 

{Use as many sheets as necessary) First Named Inventor Victor Larson

Art Unit 2453

Examiner Name Krisna Lim

Docket Number 77580-1541 (VRNK-0001 CP3CNFT1)
CERTIFICATION STATEMENT

 
Pisase See 37 CER 1.97 and 1.98 to make the a riate selection(   ro s

i | Information Disclosure Statement is being fled with the fing of the application or before the receipt of a first
office action.

iX } That each item of information contained in the information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application net more than three months
prior to the filing of the information disclosure statement; or Cited reference A166 from Canadian office
action dated December 27, 2012; Cited reference C25 from Japanese office action dated 12/13/12; Cited
references C26-28; D1254, D1406-1408 from Japanese office action dated 12/05/12.

[xX | That no item of information contained in the information disclosure statement was cifed in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing
the certification after making reasonable inquiry, no item of information contained in the information
disciosure statement was known to any individual designated in § 1.56{o} more than three months prior to
the filing of the information disclosure statement.

 

i} The Commissioner is hereby authorized to charge any required fees to Deposit Account 50-1133.

i | Information Disclosure Statement is being filled with the Request for Continued Examination. The
Commissioner is hereby authorized to charge the fee pursuant to 37 CFR 1.17(P} in the amount of $816.00, or
further fees which may be due, to Deposit Account 50-1133.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR
{.4(d) for the form of the signature.

iTaby HH. Kusmer/ Date: February 15, 2013
Toby H. Kusmer; Reg. No.:26,448
McDermott Wil & Emery LLP
28 State Street

Boston, MA 02109

Tel, (617) 535-4000
Fax (617) 535-3800

DM_US 41026995-1.077580.0151
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Electronic AcknowledgementReceipt

14977672

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer.

Filer Authorized By:

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 15-FEB-2013

Filing Date: 23-DEC-2011

Time Stamp: 20:56:39

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

4010571

NonPatentLiterature D1368.pdf
66eda3aa87b35 1f7a3dcf665f7a5bb668bcf

Information:
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2056403

NonPatentLiterature D1369.pdf
b2a95f7d98d3f163cb905c472f12762148e9}

6fa8

Information:

2578314

NonPatentLiterature D1370.pdf
e2cf986767b9aa357b1 6bab04ab84b7900f|

Information:

2505462

NonPatentLiterature D1371.pdf
7bb5878fb0e7ec7d03176d54f5b8F1 8e07c3}

0e26

Information:

1853041

NonPatentLiterature D1372.pdf
757e52686 124855ffbefbecbe0e552195f95

2390

Information:

2537596

NonPatentLiterature D1373.pdf
dcQad5cf25dbb7187b146f0cc63ca4fb5f2fhy

Information:

1977415

NonPatentLiterature D1374.pdf
1ce1f630928a5023 Ibadb85c908b788d675

5966a

Information:

3710663

NonPatentLiterature D1375.pdf
917cb9a7b3bdfea3ef674d221533f4bda97g

Information:

143571

NonPatentLiterature D1376.pdf
fad0e8e3f3b9c45b31 9d5abae8e2ae4121d

Information:

777157

NonPatentLiterature D1379.pdf
afe6e775d93ba3d86e5 a5 bffofd6f203f7b41

fa5

Information:
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455413

Non Patent Literature D1380.PDF
84c6b77cffcfdbac223b73c212ad01125d30}

2b7c

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

947802

NonPatentLiterature D1381.pdf
e4c05ef39b7f2c97c1038700d9c76fd63685

e643

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2879826

NonPatentLiterature D1382.pdf
852d1ee843e763cf137a677fe9ff7278a599

b3e3

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

874110

NonPatentLiterature D1383.pdf
900b29992eaff203bd50a0c2fbdb21e18eba

Oef2

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1110254

NonPatentLiterature D1384.pdf
d2b4480d886a6f3 66fdb29a4e402361d1d2|

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1724108

NonPatentLiterature D1385.pdf
69f2e40fd55 3d3f12b73047669f74a9fdoff

88

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1633320

NonPatentLiterature D1386.pdf
53ba558f628dac2dc79f462c8be97a54d264

4e5b
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The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2282409

NonPatentLiterature D1387.pdf
¢64b1394f297fa587fd 3ca86e17 112196f1 co

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

169639

NonPatentLiterature D1377.pdf
49df2a086965 9c98b1 3aa37fb5cf678872bd|

1b75,

Information:

NonPatentLiterature D1378.pdf
41ca085d82ea2b7696453c8044626b5 980

a23d1

Information:

973157

NonPatentLiterature D1388.pdf
1b0d61a568425e353a5 19d 0f574b890e600|

65bf0

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

6081367

NonPatentLiterature D1389.pdf
b3936e9347320ec1 bad5a35984ea526a694

3105

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

338445

NonPatentLiterature D1390.pdf
4775ba7 1f03835afcde2e816a6a7 1 1ac0720)

fedb

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

292503

NonPatentLiterature D1391.pdf
a6da97593470d7a9bfdc498737d336cb118}

94a88
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The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1035769

NonPatentLiterature D1392.pdf
df0f983151570c455f870c2d09726f3<56f02|

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

9736160

NonPatentLiterature D1393.pdf
690ab3b8b45484a583e03e513fd8dfabf58

be25,

Information:

2722312

NonPatentLiterature D1398part2.pdf
4b0cbff58fdd586cd698fc3f20a45f337e52b

d97

Information:

253888

NonPatentLiterature D1401.pdf
ce6544195e609f1 f578a1f6c5 eNa8aNb80ccy

eee

Information:

958313

NonPatentLiterature D1404.pdf
7ca7fed5177010a3b42769b1 1 1b2f7558c2q

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

116396

NonPatentLiterature D1405.pdf
eaeec2361 92eecc32d9cf306d2563942aa3

5926

Information:

1483724

NonPatentLiterature D1406.pdf
8f4bd461 e0b2df6b3aa6ba4cfcdeff73b15d

aaa5S

Information:

NonPatentLiterature D1394.pdf
970ea389448b4dcOae7efc8562e425f182c8}

6889
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Information:

337068

NonPatentLiterature D1395.pdf
£616b207e367d403339d7bce73e91992588)

7cecca

Information:

658944

NonPatentLiterature D1396.pdf
441e7c81e2ca02615462fd3c26a0159a01fe

ec/5

Information:

NonPatentLiterature D1397.pdf
358af2f1b62d3f83c602d5f407fa093ec5 293

73

Information:

333444

NonPatentLiterature D1399.pdf
Jae45dff836983327845 782475b139131dd

6853

Information:

5321642

NonPatentLiterature D1403.pdf
3073b64ca748696c321 7bc2cNeab3496f5

8d686

Information:

14706584

NonPatentLiterature D1402.pdf
eda4a90563431f193cf89771b83 1b0277da

24f3f

Information:

3983385

NonPatentLiterature D1398part3.pdf
fa265306ed581 ab3c273df3c8140634112d

1cfdb

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2439641

NonPatentLiterature D1407.pdf
d88eca147829a3c5039a46b2c0e63e00d6e

fdca3

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing
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Information:

285807

NonPatentLiterature D1400.pdf
d2efb93ba545467fcaf480 1bdd81ce569bay

acad

Information:
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NonPatentLiterature D1398part1.pdf
2¢3253e124a848b7aNcc09ee1 050145 dfc0g

bb8a

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1969680

NonPatentLiterature D1408.pdf
4e9f131b17b976f751 2f0a8ff5 ec041 3c08F,

460

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

184126

NonPatentLiterature D1409.pdf
748e768d7 155321 7eaa4babee6 15a58255

8c95c

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

240704

NonPatentLiterature D1410.pdf
9b1e5bc837ef6cd09ee58bcc4efl 6be5d621

249d

Information:

1246690

NonPatentLiterature D1411.pdf
8f56d4c2bbb422<0696dd9a42<8390b833 1}

169d5

Information:
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This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Electronic AcknowledgementReceipt

14977382

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer.

Filer Authorized By:

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 15-FEB-2013

Filing Date: 23-DEC-2011

Time Stamp: 20:57:46

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)
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NonPatentLiterature D1367 part60.pdf
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6755777

NonPatentLiterature D1367 part61.pdf
d86235569ce34aab55a7ba3b1 cfh3eeedbq

5d895

Information:

6058621

NonPatentLiterature D1367 part62.pdf
fdb98d4cd4.a610bc5206ddea9b870c9c2f6|

Information:

5968372

NonPatentLiterature D1367 part63.pdf
58c23cf102e013185469ea1768el fb40df7c

07c3

Information:

5493823

NonPatentLiterature D1367 part64.pdf
76fa05ded24ff89bf3dc542c2a8eN62ff32eb|

19a

Information:

8929581

NonPatentLiterature D1367 part65.pdf
498f89623b235 dfff9 10de52<69e435a4339

a8ce

Information:

8355250

NonPatentLiterature D1367 part66.pdf
e7079681 7e7flace3a8bd94.ad48f83e06ad 3

571f

Information:

6039483

NonPatentLiterature D1367 part67.pdf
313887801f0db75273c9f1 7ebcbb4857770)

ad0fa

Information:

4701060

NonPatentLiterature D1367 part68.pdf
76¢54663b19e4cdc6de528e1d02526310d9

Information:

5677709

NonPatentLiterature D1367 part69.pdf
bf9092148071fa01 6dd283e4653d16387d2|

07e3f

Information:
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NonPatentLiterature D1367 part70.pdf
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Information:

6946216

NonPatentLiterature D1367 part7 1.pdf
83161ad44c5a2afabed818c4c84.a7478dd1

Information:

5859323

NonPatentLiterature D1367 part72.pdf
d34bd2e2f0b 1d4c25 0f9f1 e66208227fed29

6bae

Information:

6310488

NonPatentLiterature D1367 part73.pdf
acaa235876d1179a8cab197e868278103e8}

a6974

Information:

9839138

NonPatentLiterature D1367 part74.pdf
5fa9f7bce783d 1983da23c8f76aa 16150304}

Information:

11273482

NonPatentLiterature D1367 part75.pdf
d1aabce64442d 1b48834bedcdféf4fb 1 cf1 9}

5d91

Information:

7216090

NonPatentLiterature D1367 part76.pdf
93fbd52354a7f9e43d0870b497cd80fe7051

3685

Information:

5080937

NonPatentLiterature D1367 part77.pdf
c9aeb85731 1e82f677054681a14dc773def,

Information:
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NonPatentLiterature D1367 part78.pdf
708cbdfc075dbd09ceaf55 11b91b095fdd6
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Information:
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NonPatentLiterature D1367 part79.pdf
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Information:
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NonPatentLiterature D1367 part80.pdf
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Information:

5447539

NonPatentLiterature D1367 part81.pdf
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Information:
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NonPatentLiterature D1367 part82.pdf
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Information:
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NonPatentLiterature D1367 part83.pdf
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Information:
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NonPatentLiterature D1367 part84.pdf
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72Qaad

Information:
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NonPatentLiterature D1367 part85.pdf
0554 1fe9c7bafcf80862e078892d159b7 188

cacb

Information:

5082603

NonPatentLiterature D1367 part86.pdf
78d8c0955¢953525921230119d98416974.

Information:
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NonPatentLiterature D1367 part87.pdf
£2197a942a8d43c4923a1b83942 1fc2fa7caf]
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Information:
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NonPatentLiterature D1367 part88.pdf
fa379b985035 db02f7bf256f674829d66ea9}
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Information:
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NonPatentLiterature D1367 part89.pdf
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Information:

5293567

NonPatentLiterature D1367 part90.pdf
ce4708b0fab68d47<692.cf45 db 1 c80f77673
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Information:

5481870

NonPatentLiterature D1367 part91.pdf
87c4160aed537a8949c8405cad4adcafcc!

£69

Information:

6369650

NonPatentLiterature D1367 part92.pdf
5606b56694b6e467a3124540b45 7b504f7 3}

cacf

Information:

5909805

NonPatentLiterature D1367 part93.pdf
fe992b1450feal da6b9dfa7207a3528a79e6|
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Information:

5218581

NonPatentLiterature D1367 part94.pdf
55e986f3265c15475039bc763c44b88b81d

91281

Information:

5309204

NonPatentLiterature D1367 part95.pdf
43d2e3actea579cl e86eb02fa5e2 17485114

Information:

4692277

NonPatentLiterature D1367 part96.pdf
98aa5 1f250cec36e9855e6e23a70889dc343
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Information:
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NonPatentLiterature D1367 part97.pdf
1fed39d36144aff06ccel 7da34dadce3fd01

5685

Information:
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NonPatentLiterature D1367 part98.pdf
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Information:

4328217

NonPatentLiterature D1367 part99.pdf
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37d

Information:

4450138

NonPatentLiterature D1367part100.pdf
0d855ae08954 11588 106746324f490fbb24}

809

Information:

7633741

NonPatentLiterature D1367part101.pdf
dc3e7dbd30eea1d827f50181fd92e720a1 2,

Information:

6239272

NonPatentLiterature D1367part102.pdf
18fcd4clfca49854 1612e72df5cd95020d36q

Information:

6118485
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INTER PARTES (1) generating fromthe client computer a Domain Name

REEXAMINATION CERTIFICATE Service (DNS) request that requests an IP address cor-
ISSUED UNDER 35 U.S.C. 316 responding to a domain name associated with the tar-

. < gel computer;
THE PATENT IS HEREBY AMENDED AS ° :

INDICATED BELOW (2) determining whether the DNS request transmitted in
step (L) is requesting access to a secure web site; and

Matter enclosed in heavy brackets [ ] appeared in the ,
patent, but has been deleted and is no longera partof the (3) in response to determining that the DNS request in
patent; matterprinted in italics indicates additions made 10 step (2) is requesting access to a secure target web site,
to the patent. automatically initiating the VPN between the client

AS A RESULT OF REEXAMINATION, IT HAS BEEN computer and the target coniputer, wherein:
DETERMINED THAT: steps (2) and (3) are performed at a DNS server separate

15 from the client computer, and step (3) comprises the step of,
prior to automaticallyinitiating the VPN betweenthe client
computer and the target computer, determining whether the
client computer ts authorized to resolve addresses of non

Claims 11 and 13-17 were not reexamined. ag Secure large! computers and, ifnot so authorized, returning
an errorfrom the DNS request

 

The patentability of claims 1-10 and 12 is confirmed.

New claim 18 is added and determined to be patentable

18. A method oftransparently creating a virtual private
network (VPN) between a client computer and a target
computer, comprising the steps of: «KR

7 ____ ¥X00690604
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e511497cba6683792a8519d5a04.ac45bb14

61166

Information:

2675465

NonPatentLiterature D1366.pdf
faa218677b0b25f03b26af98F7elffeb868e

360

Information:

373586

NonPatentLiterature D1362.pdf
224361 dfd74c3b6fa4eea0d 570fc87e821 2}
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Information:

686232

NonPatentLiterature D1363.pdf
08fc3a5del 2cee9585 M.ad4dc03e1b8c883

c72ad

Information:

NonPatentLiterature D1364.pdf
7£8cb9e409de8c45 14fd60a5389d27355b8}

9a7d8

Information:

NonPatentLiterature D1365.pdf
5d7dc77¢413956d0fdad7ea3c1680d1777c

49e59

Information:

NonPatentLiterature D1359.pdf
9613954f4f62b572a4 119901 1e31d85da4

5bd65

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.

 
Petitioner Apple Inc. - Exhibit 1002, p. 1615



Petitioner Apple Inc. - Exhibit 1002, p. 1616

Electronic AcknowledgementReceipt

14975215

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer.

Filer Authorized By:

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 15-FEB-2013

Filing Date: 23-DEC-2011

Time Stamp: 21:02:04

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

6751957

NonPatentLiterature D1283.pdf
a6cab3d42a48f3bff347a87380784d8ddfl 
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The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2294406

NonPatentLiterature D1284.pdf
e6584bf29f6 18249854 15ecddb44e7d720|

e9cc8

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

3776611

NonPatentLiterature D1285.pdf
bd7fade laba0c2ace33109586bd370073f2

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

3271886

NonPatentLiterature D1286.pdf
f1c5c1a830edf1 e846183e073ae45 9be6404

4272

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

10963972

NonPatentLiterature D1287.pdf
3792950038841 ee39f79¢39e4344dfded64

24340

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

2677956

NonPatentLiterature D1288.pdf
90995 c694458618236a61 b0eb9ea4b225d

9063ed

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

315608

NonPatentLiterature D1289.pdf
d4bc9cad5476c3378890fe91 9d210e85c 1b}

82d08

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing
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1190467

NonPatentLiterature D1290.pdf
76 laffb639426 188885 3f2f445d4710c0ed7,

866c

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

1151230

NonPatentLiterature D1291.pdf
2da3b15e0c7/faf8f5 7601 ba92c5f57e5 2d8

83b1

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

922465

NonPatentLiterature D1292.pdf
7d¢424353d785b3335d98a14a66adcb428

636402

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

770990

NonPatentLiterature D1293.pdf
9d5 1920295 66db32fdaf39bca241c6a7ab1

ab2c3

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

3507569

NonPatentLiterature D1294.pdf
4cf13095dff5a221b23ca701ed53a58f1139

598

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2687595

NonPatentLiterature D1295.pdf
Odea30ch6abe860acd764c0el 2048643aec

87ecl

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

511028

NonPatentLiterature D1296.pdf
fe8d7387a99508be8688db792877 1991728

0f310
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The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2332363

NonPatentLiterature D1297.pdf
38a47893a308cca003d3488836163a35 92a

1c6a8

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

752172

NonPatentLiterature D1298.pdf
175f607189f50b479afdf7a5c1d50766c2e0ff

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

133438

NonPatentLiterature D1299.pdf
Jae 1b6cc7e12a7312402a8cc85 0F9084640}

bble

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

NonPatentLiterature D1300.pdf
3f906defd2803d69b023ecfdb55 1 acbf26c8

d812

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

NonPatentLiterature D1301.pdf
d2e5f60a19fbcl ceace8bd39d4fa0f7 1 ceaa5|

32d

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

784759

NonPatentLiterature D1302.pdf
78¢9d93d3cdb05b028055 33a62 1b3dbe14

711d86

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing
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216797

NonPatentLiterature D1303.pdf
Oc3e4af15c8395 140bc4e9277fbd69ab7b8a

67a2

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

14927871

NonPatentLiterature D1304.pdf
15a355991d728993517819547b2af81 fddal|

52eb1

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1639377

NonPatentLiterature D1305.pdf
3f2ee4e30b0d8277286c9589d85 7a6ed571

79850

Information:

NonPatentLiterature D1306.pdf
fcf22d37e6aacl bf540589be7139d 1 6fca80)

aéf

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

101465

NonPatentLiterature D1307.pdf
b3d16dea228f461c03f1f5436f14cfb74b314

2b5

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1713912

NonPatentLiterature D1308.pdf
5d3b52c468d964a44056235cefl 9346b43

bdfa1

Information:

4837212

NonPatentLiterature D1309.pdf
71cd505e05ee38db05e0c80e55c4291 5/07,

2254

Information:
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1726922

NonPatentLiterature D1310.pdf
f687bf9fc6f27805c1 db848b7fb02ffl 72cbe

eb1

Information:

401591

NonPatentLiterature D1311.pdf
11973635 7e29088a2eb47465 9dc28eae64|

9ela2

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

2108729

NonPatentLiterature D1312.pdf
451d 9ff1453b51f9c61d46baed 16e6fce3e7

523c

Information:

NonPatentLiterature D1313.pdf
6821b85fea6825 3b4b9cdb3204b7f32aab9}

a57d9

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1542980

NonPatentLiterature D1314.pdf
31b4f75f9eeea7ddd05 17 1 6ba894e2be65b|

2ac05

Information:

1329379

NonPatentLiterature D1315.pdf
b2ec3b27189c0fedde9d1c47 18c1df4 190ce

4120

623682

NonPatentLiterature D1316.pdf
94076e48f82f7eccae0329b5dab209050dd

2b73f

The pagesize in the PDF is too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

2160424

NonPatentLiterature D1317.pdf
e924afcfef661b92945 145fba4a6cM4bec15f|

Tad
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Information:

2036652

NonPatentLiterature D1318.pdf
2766ec5cf486 1facd5686a94d55974010394)

c648

Information:

1606014

NonPatentLiterature D1319.pdf
2ce01a101c40f94b7b8a7c81168508083e54]

1689282

NonPatentLiterature D1320.pdf
b7798cf17288dc3acb9307706c2a2a709734

184

Information:

1910327

NonPatentLiterature D1321.pdf
e76ea1 73ade25cb899279ee9aNb4afel 26a

cedd7

Information:

1626309

NonPatentLiterature D1322.pdf
514ab682b932d58d61a827a21 18ddf49698

bba89

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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Electronic AcknowledgementReceipt

14977167

Application Number: 13336790

International Application Number:

Confirmation Number:

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

Title of Invention: SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

First Named Inventor/Applicant Name: Victor Larson

Customer Number: 23630

Toby H. Kusmer.

Filer Authorized By:

Attorney Docket Number: 77580-151(VRNK-1CP3CNFT1)

Receipt Date: 15-FEB-2013

Filing Date: 23-DEC-2011

Time Stamp: 20:59:55

Application Type: Utility under 35 USC 111)

 
Paymentinformation:

Submitted with Payment

File Listing:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

15960835

NonPatentLiterature D1367part1.pdf
fedeac6ef853165892de444e6b46f9c8b294

Information:
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3171465

NonPatentLiterature D1367part2.pdf
d41604ab63c8e5aaac499ffead29d43cbeb]|

faae

Information:

3067154

NonPatentLiterature D1367part3.pdf
eb4e223c50a6efb9b76ad963ca690fc0e148

Information:

2754394

NonPatentLiterature D1367part4.pdf
27542e3bfcefa 163e8eaf027c3f59b3522719

Information:

3204769

NonPatentLiterature D1367part5.pdf
b84f42ec4c8b3735e9e 1d 10456b0a4239b6|

98cf5

Information:

3562036

NonPatentLiterature D1367part6.pdf
b5ea9c4993f34b249ce1 de35548d1a32885

Information:

3193057

NonPatentLiterature D1367part7.pdf
2f0b7e75e2d4676116207937450bd355 799

Information:

1736291

NonPatentLiterature D1367part8.pdf
5¢12f84a88ac4f0b839ca6d 18800ccaa2ed7|

70b3

Information:

2778626

NonPatentLiterature D1367part9.pdf
99766 1c418a9b95 eb9fd80feb03<6537e59

Information:

2220634

NonPatentLiterature D1367 part10.pdf
136cee2ab62a0969485 5b9e5026450al2dd

Information:
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2896543

NonPatentLiterature D1367 part] 1.pdf
ccfb4ec5c7678f0697fad 134 148b0a5 1 ef69e

5c

Information:

3275415

NonPatentLiterature D1367 part12.pdf
54a76826c8a38b1d8d69ba5ca6b12edb29

Adeee3

Information:

2574446

NonPatentLiterature D1367 part13.pdf
154030055 Oe6afb5ffabffd0b1 702c7bcc47 4

835

Information:

2870775

NonPatentLiterature D1367 part 14.pdf
33427066647a8efcl b58131ff552d2d39f6cf

66c

Information:

3533177

NonPatentLiterature D1367 part15.pdf
ce6ef0c77a5b674f2eb7a16d8c0b405f4ea9|

Information:

3786071

NonPatentLiterature D1367 part16.pdf
9784e33a377b40ed3296f46a47d2375 35a

4be0f

Information:

2829552

NonPatentLiterature D1367 part17.pdf
30217a4cf275dc8b68bc609bf783995807aI}

689f

Information:

2742291

NonPatentLiterature D1367 part18.pdf
ca4f5a259b85 36daa3 6b8b9ad409f5a 11 f0|

Information:

2846638

NonPatentLiterature D1367 part19.pdf
f69ee9b2ba78513e2b92bd0475d69e6a0fb

4abc8

Information:
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2598677

NonPatentLiterature D1367 part20.pdf
de08e1f6b55e257936f24575e7fb5b954f37|

ee49

Information:

3094007

NonPatentLiterature D1367 part21.pdf
020337954535 cbbd5c5f97f2e@ed 5f8b5aa

Information:

2473740

NonPatentLiterature D1367 part22.pdf
bb73365c8ef0c521ea22a1 145 1b039e2c73

a2672

Information:

1839430

NonPatentLiterature D1367 part23.pdf
b40eec3f85e92e6f-9a6665e9f4bbd47672e

f115

Information:

2109084

NonPatentLiterature D1367 part24.pdf
55a0beaf6a686bal cf800865faf64f51 9bafof

Information:

2066586

NonPatentLiterature D1367 part25.pdf
aaffa2f6eefa7f5c068f45a8ed0bd4 146489

10a

Information:

7803999

NonPatentLiterature D1367 part26.pdf
15026aae52ef28e0260fc2f06a4c7aa844ab

dc29

Information:

6949434

NonPatentLiterature D1367 part27.pdf
443 1b64464736425547db67 1b1f533059c4

Information:

9420516

NonPatentLiterature D1367 part28.pdf
99f1bc77d5 1a1c0e59963be6e8125f62582

b2d3b

Information:
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8622584

NonPatentLiterature D1367 part29.pdf
£52e7ff9af96e 1 be67fadbf4e4 15c6edc884d

Information:

5691420

NonPatentLiterature D1367 part30.pdf
aff2 1f5e3c4226b2942d8ea86909f27b84efe

Information:

5147177

NonPatentLiterature D1367 part31.pdf
79a3fb072f1038c5a546 19f42af13855c8d6 I]

095

Information:

4989115

NonPatentLiterature D1367 part32.pdf
ff4eec8f363c85b9e96fF09eN6005 3d2ad486)

Information:

5568352

NonPatentLiterature D1367 part33.pdf
d9e1acef97040cfe5cf0175be4737a18634cq

Information:

8490123

NonPatentLiterature D1367 part34.pdf
3dc07e6085f5 79298408aa46615485 36d76

d29a6

Information:

6798116

NonPatentLiterature D1367 part35.pdf
70eNdf0fd8749da37e86e377b2db6d4da47|

cda6f

Information:

3485165

NonPatentLiterature D1367 part36.pdf
3eced5d52de48ba1 800fel f8ca4.af5 138044

Information:

4016005

NonPatentLiterature D1367 part37.pdf
20e974b533 1b980e7d7eb529725effl 2e8f

Information:

 



Petitioner Apple Inc. - Exhibit 1002, p. 1628

3636004

NonPatentLiterature D1367 part38.pdf
fca83e506ae11779b35e45a8c9cffcicec7dfd

al

Information:

4305786

NonPatentLiterature D1367 part39.pdf
180e4c7 1fd02cc5906a2c1934 1d90b2<863

11cel

Information:

4903541

NonPatentLiterature D1367 part40.pdf
7£108e007a70731 1b614e8b6605f08c3ca9;

3ed3

Information:

7138830

NonPatentLiterature D1367 part41.pdf
72be8053f1 ae72eb1 cb9bd64705ffa64a059

el3a

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shownon this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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