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(with Status=Ox00) returned by the Host Controller after the Reject_

Connection_Request command has been issued. The reason code issued in

the Reason parameter of the Reject_Connection_Request command will also

be sent over the air. so that it is returned in a Connection Complete event on

the initiating side. Before this, the initiating side has issued a Create_

Connection command or Add_SCO_Connection command, and has received a

Command Status event (with Status=0x00).

6.16 HOST TIMEOUT (ox1o)

Note: this error code is used to indicate a reason for rejecting an incoming con-

nection. It is therefore called reason code in the following description.

Assume that a Connection Request event has been received by the Host and

that the Host does not issue the Accept_Connection_Request or Reject_

Connection_Request command before the connection accept timer expires

(the connection accept timeout is set using Wrlte_Connection_Accept_

'l”Imeout). in this case, the ‘Host Timeout‘ reason code will be sent by the Host

Controller in the Status parameter of a Connection Complete event. The rea-

son code will also be sent over the air. so that it is returned in a Connection

Complete event on the initiating side. The initiating side has before this issued

a Create_Connection or Add_SCO_Connection command and has received a

Command Status event (with Status=0x00).

6.17 UNSUPPORTED FEATURE on PARAMETER VALUE

(M11)

The ‘Unsupported Feature or Parameter Value‘ error code is returned by the

Host Controller in the Status parameter in an event when the Host Controller

has received a command where one or more parameters have values that are

not supported by the hardware (the parameters are. however, within the

allowed parameter range specified in this document). If the issued command is

a command for which a Command Complete event should be returned, the

event containing the error code is a Command Complete event. Othenivise, the

event containing the error code is a Command Status event or the event

associated with the issued command (following a Command Status event with

Status=0xO0) depending on the implementation.

6.18 INVALID HCI COMMAND PARAMETERS (0X12)

The ‘Invalid HCI Command Parameters‘ error code is returned by the Host

Controller in the Status parameter of an event when the total parameter length

(or the value of one or more parameters in a received command) does not con-

form to what is specified in this document.

The error code can also be returned if a parameter value is currently not

allowed although it is inside the allowed range for the parameter. One case is

when a command requires a Connection Handle for an ACL connection but the
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Host has given a Connection Handle for an SCO connection as a parameter

instead. Another case is when a link key. a PIN code or a reply to an incoming

connection has been requested by the Host Controller by using an event but

the Host replies using a response command with a BD_ADDR for which no

request has been made.

If the issued command is a command for which a Command Complete event

should be returned, the event containing the error code is a Command Com-

plete event. Otherwise, the event containing the error code is a Command Sta-

tus event or the event associated with the issued command (foilowing a

Command Status event with Status=0x00). depending on the implementation.

6.19 OTHER END TERMINATED CONNECTION: (OX13-OX1 5)

Note: these error codes are used to indicate a reason for disconnecting a con-

nection. They are therefore called reason codes in the following description.

When the Host issues the Disconnect command, one of these reason codes is

used as value for the reason parameter. The ‘Connection Terminated By Local

Host’ reason code will then be returned in the Reason parameter of the Discon-

nection Complete event that will follow the Command Status event (with Sta-

tus=0xD0) that is returned by the Host Controller after the Disconnect

command has been issued. The reason code issued in the Reason parameter
of the Disconnect command will also be sent over the air, so that it is returned

in the Reason parameter of a Disconnection Complete event on the remote
side.

6.20 CONNECTION TERMINATED BY LOCAL HOST (0X16)

See description in €3'.‘E‘3.*. This error code is called a reason code, since it is

returned in the Reason parameter of a Disconnection Complete event.

6.21 REPEATED ATTEMPTS (OX1?)

The ‘Repeated Attempts’ error code is returned by the Host Controller in the

Status parameter in a Connection Complete event or Authentication Complete

event when a device does not allow authentication or pairing because too little

time has elapsed since an unsuccessful authentication or pairing attempt. See

manager iiirotoooi" on page 185 for a description of how repeated

attempts work.

6.22 PAIRING NOT ALLOWED (OX18)

The ‘Pairing Not Allowed‘ error code is returned by the Host Controller in the

Status parameter in a Connection Complete event or Authentication Complete

event when a device for some reason does not allow pairing. An example may

be a PSTN adapter that only allows pairing during a certain time window after a

button has been pressed on the adapter.
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6.23 UNSUPPORTED REMOTE FEATURE (0X1A)

The ‘Unsupported Remote Feature‘ error code is returned by the Host Control-

ler in the Status parameter of the event associated with the issued command

when a remote device that has been specified in the command parameters

does not support the feature associated with the issued command. The

‘Unsupported Remote Feature‘ error code can also be used as a value for the

Reason parameter in the Disconnect command (as a reason code). The error

code will then be sent over the air so that it is returned in the Reason parame-

ter of a Disconnection Complete event on the remote side. In the Disconnec»

tion Complete event following a Command Status event (where Status=Ox00)
on the local side on which the Disconnect command has been Issued, the Rea-

son parameter will however contain the reason code ‘Connection Terminated

By Local Host‘. (The ‘Unsupported Remote Feature‘ error code is called

‘Unsupported LMP Feature’ in the LMP specification, see “i_'m:'=< i'v'i.-3l’i:':2i_'}8:’ Proto --

col“ on page

6.24 UNSPECIFIED ERROR (OX1 F)

The ‘Unspecified error’ error code is used when no other error code specified

in this document is appropriate to use.

6.25 UNSUPPORTED LMP PARAMETER VALUE (OXZO)

The ‘Unsupported LMP Parameter Value’ error code is returned by the Host

Controller in the Status parameter of the event associated with the issued com-

mand when a remote device that has been specified in the command parame-

ters sent back an LMP message containing the LMP error code 0x20.

‘Unsupported parameter values‘ (see "i.inl-t Manager Protocoi" on page 18%).

6.26 ROLE CHANGE NOT ALLOWED (OXZ1)

The ‘Role Change Not Allowed‘ error code is returned by the Host Controller in

the Status parameter in a Connection Complete event or Role Change event

when role change is not allowed. If the local Host issues the Switch_Role com-

mand and the remote device rejects the role change, the error code will be

returned in a Role Change event. If a connection fails because a device

accepts an incoming ACL connection with a request for role change and the

role change is rejected by the initiating device, the error code will be returned in

a Connection Complete event on both sides.

6.27 LMP RESPONSE TIMEOUT (OX22)

The ‘LMP Response Timeout‘ error code is returned by the Host Controller in

the Status parameter in a Command Complete event or an event associated

with the issued command following a Command Status event with Sta-

tus=0x0{). when the remote device does not respond to the LMP PDUs from
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the local device as a result of the issued command within LMP response time-

out. (See "t..§nt< Manager i7—‘roro.r:ol" on page E85)

6.28 LMP ERROR TRANSACTION COLLISION (DX23)

The ‘LMP Error Transaction Collision‘ error code is returned by the Host Con-

troller in the Status parameter of the event associated with the issued com-

mand when a remote device that has been specified in the command

parameters sends back an LMP message containing the LMP error code 0x23,

"LMP Error Transaction Collision" (see “Littler tvtanegsr P.rotoooi" on page 1235).

6.29 LMP PDU NOT ALLOWED (OX24)

The ‘LMP PDU Not Allowed’ error code is returned by the Host Controller in the

Status parameter of the event associated with the issued command when a

remote device that has been specified in the command parameters sends back

an LMP message containing the LMP error code 0x24. "PDU Not Allowed"

(see "Limit lVlaoage!' Protocol" on page ‘$85).

29 November 1999 List ofError Codes
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7 LIST OF ACRONYMS AND ABBREVIATIONS

Acronym or
abbreviation Complete name

ACL Asynchronous Connection Less

BD_ADDR Bluetooth Device Address

DH Data High rate

DIAC Dedicated Inquiry Access Code

DM Data Medium rate

Device Under Test

Data Voice

General Inquiry Access Code

Host Controller Interface

Logical Link Control and Adaptation Protocol

Logical Channel

Lower Address Part

Link Controller

Link Manager

Link Manager Protocoi

Opcode Command Field

OpCode Group Field

Radio Frequency

Received Signal Strength indication

Synchronous Connection Oriented

To Be Defined

User Asynchronous

User lsochronous

User Synchronous

Universal Serial Bus

Tabie 7.1: List of Acronyms and Abbreviations
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HG! USE Transport Layer

1 OVERVIEW

This document discusses the requirements of the Universal Serial Bus (USB)
interface for Bluetooth hardware. Readers should be familiar with USB. USB

design issues. Advanced Configuration Power interface (ACPI). the overall
Bluetooth architecture, and the basics of the radio interface.

The reader should also be familiar with the Bluetooth Host Controller Interface-

Referring to Figure 1.1 below, notice that this document discusses the imple-

mentation details of the two-way arrow labelled ‘U88 Function‘.

Baseband Controller

Dther Hofl Drivers LMP Fimmafe

Bluetoolh HCI FinnwareRF-"BD (wllh Blualooth HCI Library] Elnieloofh HCI

" T USB'F'EinT:fi6n_T 'T .3,RFU SB {USE Mlnld fiver]

Biustooth USE Firmware

Microsoft USE Stack

USB Ht Controller

Figure 1. 1: The Figure iiiustrates the reletionshtjtn between the host and the Bluetoath Radio Moduie

The USB hardware can be embodied in one of two ways:

1. As a USB dongle, and

2. Integrated onto the motherboard of a notebook PC.

29 November 1999
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Finaliy, for an overview of the connection that is established between two

Bluetooth devices, reference Figure 1.2, below-

HC! USB Transport Layer

Other Host Dm-af‘5 Sen:-1:9 II’
Furh'.:uor1 at

Other UHVIOB

BusDri\.'ar(L2CAi .

F'GHC1Librarv_
USE Furvcauan Dover BlualuuihBlueloum LM LM Ellueloolh Other Dev-nee

Furmwere Lg; Lc Drwar Driver'"”"""°°USB Host USE Demos Bluelooth Blualooth other HW olher HW
Cenmuler Controller Radio Ra-um Interlaee lnlerlaee

Figure 1.2: The figure illustrates the flow of data from one Biuetoorh device to another

29 November 1999
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2 USB ENDPOINT EXPECTATIONS

This section outlines specific USB endpoints that are required in order to func-

tion properly with the host. This section assumes a basic familiarity with USB.

The endpoint numbers (labelled ‘Suggested Endpoint Address’ below) may be

dynamically recognized upon driver initialization ~ this depends on the imple-
mentation.

2.1 DESCRIPTOR OVERVIEW

The USB device is expected to be a high-speed device.

The finnware configuration consists of two interfaces. The first interface (inter-

face zero) has no alternate settings and contains the bulk and interrupt end-

points. The second interface (interface one) provides scalable isochronous

bandwidth consumption. The second interface has four alternate settings that

provide different consumption based on the required isochronous bandwidth.

The default interface is empty so that the device is capable of scaling down to
no isochronous bandwidth.

An HCI frame - consisting of an HCI header and HCI data - shouid be con-
tained in one USB transaction. A USB transaction is defined as one or more

USB frames that contain the data from one IO request. For example. an ACL

data packet containing 256 bytes (both HCI header and HCI data) would be

sent over the bulk endpoint in one IO request. That I0 request will require four

64-byte USB frames - and forms a transaction.

The endpoints are spread across two interfaces so. when adjusting isochro-

nous bandwidth consumption (via select interface calls), any pending bulk and!
or interrupt transactions do not have to be terminated and resubmitted.

29 November 1999 USB Endpoint Expectations
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The following table outlines the required configuration

Interface
Number

Alternate

Setting
5 uggested
Endpoint Address

Endpoint
W99

Suggested Max
Packet Size

HCI Commands

DXOD Control 81' 1 SE32/B4

HCI Events

I 0x81 |nterrupt(|N) [16

Bulk (IN)

0x02 Bulk (our)

No active voice channels (for USB compliance)

lsoch (IN)

lsoch (OUT)

voice channel with 16-bit encoding

lsoch (IN)

0x03 lsoch (OUT)

Three voice channels with B-bit encoding

lsoch (IN)

01:03 lsoch (OUT)

Two voice channels with 16-bit encoding

Three voice channels with 16-bit encoding

lsoch (IN)

lsoch (OUT)

USB Endpoinl Expectations 29 November 1999
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The following two examples are used to demonstrate the flow of data given the

describe endpoints.

HCt USS Transport Layer

Number of voice

channels Duration of voice data Encoding

One 3 ms per IO Request 8-bit

USB data

(header refers to H8} header)
(Receive 8. Send from the host)

Amount
Received I

sent (ms)

Receive 0 bytes

Send 9 bytes (3 header. 6 data)

Receive 0 bytes

Send 9 bytes (9 bytes HCi data)

Receive 0 bytes

Send 9 bytes (9 bytes HCI data)

Receive 9 bytes (3 header, 6 data)

Send 9 bytes (3 header, 8 data)

Receive 9 bytes (9 bytes data)

Send 9 bytes (9 bytes HCI data)

Receive 9 bytes (9 bytes data)

Send 9 bytes (9 bytes HCI data)

Receive 9 bytes (3 header, 6 data)

Send 9 bytes (3 header, 6 data)

Receive 9 bytes (9 bytes data)

Send 9 bytes (9 bytes HCi data)

Receive 9 bytes (9 bytes data)

Send 9 bytes (9 bytes HCI data)

Receive 9 bytes (3 header, 6 data)

Send 9 bytes (3 header. 6 data)

Send 0

Receive 10

Send 0

Receive 10

Send 0

Receive 10

Send 10

Receive 10

Send 10

Receive 10

Send 10

Receive 10

Sand 10

Receive 10

Send 10

Receive 10

010

1.2510

'1.25i'0

2.50 I’ 0

2.50 J’ 0

3.75 I 0

3.75 1' 1.25

5.0 1' 1.25

5.0 1' 2.50

6.25 I 2.50

6.25 I 3.75

7.5 I 3.75

7.5 I 5.0

8.75 I 5.0

8.75 I 6.25

10.0 I 6.25

Table 2. 1:

?{-36 29 November 1999 USB Endpoint Expectations
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USB data . Amount

(header refers to HCI header} Received!
(Receive 8. Send from the host) Sent {ms}

Receive 9 bytes (9 bytes data) Send 10 10.0 I ?.5

Send 9 bytes {9 bytes HCI data)

Receive 10 11.25 .-‘?.5

11 Receive 9 bytes (9 bytes data} Send 10 11.25 i 8.75

Send 9 bytes (9 bytes HCI data)

Table 2. 1:

Convergenoe is expected because the radio is sending out an average of 8

bytes of voice data every 1 ms and USB is sending 8 bytes of voice data every
1 ms.

Number of voice

channels Duration of voice data Encoding

3 ms per IO Request E

USB data . Amount

{header refers to HCI header) Received 1
{Receive 8. Send from the host) Sent {ms}

Receive 0 bytes for Channel #1 C1- EH14 Send 0 for C1- 0.-'0

Send 1? bytes (3 header. 14 data) C2- OX0 C1 C2- OIO
for Channel #1

C1- 2D."14 Receive 20 C1- 2.530

C2- mo ‘*3’ 01 C2- DID

Receive 0 bytes for Channel #1 C1- 2DI31 . Send 0 for C1- 2.5;‘0

Send 17 bytes (17 bytes HCI data) c2- cvo 02 C2- oro
for Channel #1

C1- 2Di'31 Receive 20 C1- 2.5/0

C2- 2010 *3’ 02 C2- 2.510

Receive 0 bytes for Channel #1 C1» 2Dt28 . Send 20 C1- 2.5!2.5

Send 1? bytes (17 bytes HCI data} C2- 2010 *0’ C1 C2- 2.5ro
for Channel #1

c1- 40:23 Receive 20 C1- 5012.5

C2- 0:0 *0’ 01 C2- 2.510

USB Endpoint Expectations 29 November 1999
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USB data Queued Amount

(header refers to HCI header) data {read Air data Received 1
(Receive 8. Send from the host} iwrite} Sent {ms}

Receive 0 bytes for Channel #2 C1- 40i28 . Send 0 for C1- 5.E|!2.5

Send 17 bytes (3 header. 14 data} 02- 20314 C2 02- 2.50
for Channel #2

Receive 0 bytes for Channel #2 C1- 4028 Receive 20 C1- 5.0.12.5

Send 1? bytes (17 bytes HCI data) 02- 40:31 W C2 02- 5.010
for Channel #2

Receive 0 bytes for Channel #2 C1- 40/8 . Send 20 C1- 5.iJ!5.U

Send 17 bytes (17 bytes HCI data} 02- 40:43 f°' 01 02- 5.010
for Channel #2

C1- 5038 Receive 20 C1- 72515.0

02- 40143 f°’ 01 02- 5.020

Receive 17 bytes (3 header, 14 C1- 46a'22 . Send 20 C1- ?.5i5.D

data) for Channel C2_ fOT C2_

Send 17 bytes (3 header. 14 data}
for Channel #1

01- 46122 Receive 20 C1- 7.5-6.0

02- 60:23 f°' C2 02- 7.52.5

Receive 17 bytes (17 bytes data) C1- 29119 . Send 20 C1- 7.5f?.5

fUT Channel C2_ fOF C2_

Send 17 bytes (17 bytes HCI data}
for Channel #1

Receive 1? bytes (17 bytes data) C1- 3236 Receive 20

for Channel #1 C2_ 50,23 for C1

Send 1? bytes (17 bytes HCI data}
for Channel #1

C1- 32/36 . Send 20 C1-10.-‘?.5

02- 50:3 *0’ C3 02- 7.5150

Receive 17 bytes (3 header. 14 C1- 32/36 Receive 20 C1- 10.-7.5

data) for Channel C2_ fO|' C2_
Send 1? bytes (3 header. 14 data}
icr Channel #2

Receive '17 bytes (17 bytes data) C1- 32/16 C1- 10:10

‘W C“a”"e' *2 02- 37f39 02- 1015.0

Send 1? bytes (17 bytes HCI data}
for Channel #2

C1- 52116 Receive 20 C1-12.51110

02- 37:39 f°' 01 02- 1015.0

29 November 1999 USB Endpoint Expectations
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Amount
Received.-'

Sent (ms)

C1- 12.5110

C2- 10:75

USB data

{header refers to HCI header}
(Receive 8. Send from the host)

Receive 1? bytes (17 bytes data)
for Channel #2

Send 1? bytes (1? bytes HCI data}
for Channel #2

Table 2.2:

C1- 52."1B

C2- 20l36

2.2 CONTROL ENDPOINT EXPECTATIONS

Endpoint 0 is used to configure and control the USB device. Endpoint 0 will

also be used to allow the host to send HCI-specific commands to the host con-

troller. When the USB firmware receives a packet over this endpoint that has

the Bluetooth class code. it should treat the packet as an HCI command

packet.

2.3 BULK ENDPOINTS EXPECTATIONS

Data integrity is a critical aspect for ACL data. This, in combination with band-

width requirements, is the reason for using a bulk endpoint. Multiple 64-byte

packets can be shipped, per millisecond. across the bus.

Suggested bulk max packet size is 64 bytes. Bulk has the ability to transfer

multiple 64-byte buffers per one millisecond frame, depending on available bus
bandwidth.

Bulk has the ability to detect errors and correct them. Data flowing through this

pipe might be destined for several different slaves. In order to avoid starvation,

a flow control model similar to the shared endpoint model is recommended for
the host controller.

2.4 INTERRU PT ENDPOINT EXPECTATIONS

An interrupt endpoint is necessary to ensure that events are delivered in a pre«

dictable and timely manner. Event packets can be sent across USB with a

guaranteed latency.

The interrupt endpoint should have an interval of1 ms.

The USB software and firmware requires no intimate knowledge of the events

passed to the host controller.

USB Endpoint Expectations 29 November 1999
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2.5 ISOCHRONOUS ENDPOINTS EXPECTATIONS

These isochronous endpoints transfer SCO data to and from the host controtler
of the radio.

Time is the critical aspect for this type of data. The USB firmware should trans-
fer the contents of the data to the host controllers’ SCO FlFOs. If the FlFOs are

full. the data should be overwritten with new data.

These endpoints have a one (1) ms interval. as required by Chapter 9 of the

USB Specification. Versions 1.0 and 1.1.

The radio is capable of three (3) 64Kbi's voice channels (and can receive the

data coded in different ways — 16-bit linear audio coding is the method that

requires the most data). A suggested max packet size for this endpoint would

be at least 64 bytes. (It is recommended that max packet sizes be on power of

2 boundaries for optimum throughput.) However. if it is not necessary to sup-

port three voice channels with 16-bit coding, 32 bytes could also be considered

an acceptable max packet size.

29 November 1999 USB Endpoint Expeclations
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3 CLASS CODE

A class code will be used that is specific to all USB Bluetooth devices. This will

allow the proper driver stack to load. regardless of which vendor built the
device. It also allows HCI commands to be differentiated from USB commands

across the control endpoint.

The class code (bDeviceClass) is OXEO ~ Wireless Controller.

The Subclass code (bDeviceSubC|ass) is 0x01 — RF Controller.

The Protocol code (bDeviceProtoco|) is 0x01 — Bluetooth programming.

29 November 1999
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4 DEVICE FIRMWARE UPGRADE

Firmware upgrade capability is not a required feature. Bui if implemenied, the

firmware upgrade shall be compliant with the "Universal Serial Bus Device

Class Specification for Device Firmware Upgrade" (version 1.0 dated May 13,

1999) available on the USB Forum web site at him:frv.mvv.r_ueb.nrg.

29 November 1999 Device Firmware Upgrade
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5 LIMITATIONS

5.1 POWER SPECIFIC LIMITATIONS

Today, the host controller of USB-capable machines resides inside a chip

known as PIIX4. Unfortunately. because of errata. the USB host controller will

not receive power while the system is in S3 or $4. This means that a USB

wake-up can only occur when the system is in S1 or 32.

Another issue with the USB host controller is that. while a device is attached. it

continually snoops memory to see if there is any work that needs to be done.

The frequency that it checks memory is 1ms. This prevents the processor from

dropping into a low power state known as (33. Because the notebook processor

is not able to enter the C3 state, significant power loss will occur. This is a real

issue for business users — as a typical business user will spend almost 90% of
their time in the C3 state.

5.2 OTHER LIMITATIONS

Data corruption may occur across isochronous endpoints. Endpoints one and

two may suffer from data corruption.

USB provides 16-CRC on all data transfers. The USB has a bit error rate of

1043.

Note that when a dongte is removed from the system. the radio wiii lose power

(assuming this is a bus-powered device). This means that devices wiii iose
connection.

Limitations 29 November 1999
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1 GENERAL

The objective of the H01 RS232 Transport Layer is to make it possible to use

the Bluetooth HCI over one physical RS232 interface between the Bluetooth
Host and the Bluetooth Host Controller.

Bluetooth Bluetooth HCI Bluetooth

Host Host

Controller

HCl RS232 Transport Layer

29 November 1999
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2 OVERVIEW

There are four kinds of HCI packets that can be sent via the RS232 Transport

Layer; i.e. HCI Command Packet, HCI Event Packet. HCI ACL Data Packet

and HCI SCO Data Packet (see "Host (3-ontroiier interface Furrctiranai E:3,r_:ecifi«

catic»:1"ot-tpage £317’). HCI Command Packets can only be sent to the Bluetooth
Host Controller. HCI Event Packets can only be sent from the Bluetooth Host
Controller, and HCI ACLISCO Data Packets can be sent both to and from the
Bluetooth Host Controller.

However, HCI does not provide the ability to differentiate the four HCI packet

types. Therefore, if the HCI packets are sent via a common physical interface,

a HCI packet indicator has to be added according to the Table 3 1 below.

HCI packet type HCI packet in dicator

HCl Command Packet

HCI ACL Data Packet

HCl SCO Data Packet

HCJ Event Packet

Error Message Packet‘

Negotiation Packet’

Table 2.1: HCi RS232 Packet Header

in addition to those four HCl packet types, two additional packet types are

introduced to support dynamic negotiation and error reporting. The Error Mes-

sage Packet (0:05) is used by the receiver to report the nature of error to the
transmitting side. The Negotiation Packet (0x06) is used to negotiate the com—

munication settings and protocols.

The HCI packetindicator shall be followed by an 8-bit sequence number that is

incremented by 1 every time any of the above packets are sent, except when

the retransmission packets are sent as a part of the error recovery. The HCI

packet shall immediately follow the sequence number field. All four kinds of

HCl packets have a length field, which is used to determine how many bytes

are expected for the HCI packet. The Error Message Packet and Negotiation

Packet are fixed-length packets, although the negotiation packet can be

extended up to 7 more bytes, based on the number in the extension field.

The frame of the basic RS232 Transport Packet is shown below.

HCI Packet

or Error llflessageihlegotlation Packet payload

The least significant byte is transmitted first.

Overview 29 November 1999
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3 NEGOTIATION PROTOCOL

Before sending any bytes over the RS232 link, the baud rate, parity type, num-

ber of stop bit and protocol mode should be negotiated between the Host Con-

troller and the Host. Tdetect is the maximum time required for the transmitter to

detect the CTS state change, plus the time it takes to flush the transmit buffer if

RTSICTS is used for error indication and re-synchronization. Otherwise, Tde-

tect represents the local-side interrupt latency. Host will first send a negotiation

packet with the maximum suggested values. plus Host's Tdetect value with

Ack code = 000b at the default UART settings specified below, using protocol

mode = 0x13. At the same time, the Host Controller side also sets its UART

settings to the same initiating parameters and waits for the negotiation packet
from the Host.

If the Host Controller side can accept the suggested values from the Host. it

sends back the negotiation packet with the same UART setting values. plus
Host Controller's Tdetect value with Ack code = 0O1b. Then, the Host sends

back the negotiation packet with the same UART setting values. plus Host's

Tdetect with Ack code = 00‘lb as the final acknowledgment, and then sets its

Host's UART to the new value. After it has received the final acknowledgment

packet from the Host. the Host Controller also changes its UART setting to the
new values.

On the other hand, if the Host Controller side cannot accept the suggested

value, it should send a set of new suggested values and its own Tdetect value

with Ack code = 01Gb. Each side should continue these steps until both sides

receive the accepted Ack code value. Error detection and error recovery during

the initial negotiation are performed in the same manner as described in Sec-

tion on page ?’8S (Protocol Mode 0x13)

The negotiation phase can be initiated again by either side at any time in order

to renegotiate the new values. orjust to inform the new Tdetect time. When the

negotiation is reinitiated during the data transfer. it should use the previously

negotiated settings to exchange the new parameters rather than using the
default values.

The initiating parameters:

baud rate: 9600 bps

parity type: no parity

number of data bit: 8 (Note: Only 8-bit data length is allowed.)

number of stop bit: 1

protocol mode: 0x13 (HDLC like framing with COBSICCITT-CRC)

29 November 1999 Negotiation Protocol
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The negotiation packet format:

LSB

Packet

“'9” Baud Rate Tdetect Timeheader

mm (16 bits} (16 bits}
{B bits}

Protocol
Mode

(8 bit)

SEQ No:

This is an 8-bit number that is incremented by 1 each time a packet is transmit-

ted, excluding the retransmission packet. The unsigned Little Endian format is
used.

UART Settings and ACK Field

Parity Enable Parity Type
(1 bit) (1 bit)

Stop Bit:

0: 1 stop bit

1: 2 stop bits

Parity Enable:

0: No parity

1: Parity

Parity Type:

0: Odd Parity

1: Even Parity

Ack Code:

00%: Request

001 b: Accepted

01Gb: Not accepted with new suggested values
011b-111b: Reserved

Baud Rate:

N should be entered for baud rate where

Baud rate = 2?,648,000 I N
N=0 is invalid

Maximum possible rate is therefore 27.648Mbps

Minimum possibie rate is therefore 421.88hps

Negotiation Protocol 29 November 1999
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The unsigned Little Endian format is used. and the least significant byte should
be transmitted first.

HCI RS232 Transport Layer

Tdetect Time:

This 16-bit field should be filled with the maximum required time for the trans-

mitter to detect the CTS change. plus the time it takes to flush the transmit

FIFO if RTS and CTS are used for resynchronization. Otherwise, it should be

filled with the local interrupt latency.

The unit of time should be specified in 100 microseconds.

The unsigned Little Endian format is used. and the least significant byte should
be transmitted first.

Protocol Mode

Bit 2 Bit 5 Bit 6 Bit 7

CRC Used Delimiter RTS ICTS RTSICTS Extfl EXI1 Ext2
used Mode

CRC Used:

0: CRC-CCITT is not attached at the end of the packet.

‘l: CRC-CCl'I'l' is attached at the end of the packet. (Default)

16-bit CRC can be used with either RTSICTS or delimiters, although this spec-

ification only describes a case when it is used with delimiters.

Generator Polynomial = x15+x12+x5+1

Delimiter Used:

0: Dellmiter. 0xTE, is not used.

1: Delimiter. OXTE. is used with COBS. (Default)

RTSICTS Used:

0: RTSICTS is not used. (Default)

1: RTSICTS is used.

RTSICTS Mode:

0: RTSICTS is used for Error indication and resynchronization. (Default)

1: RTSICTS is used for hardware flow control. Please refer to "H8: i.§:‘3«RT

‘irsawspori Layer" page TFEE-Er for details.

29 November 1999 Negotiation Protocol
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Error Recovery Used:

0: Error Recovery is not supported.

Even if Error Recovery is not supported, Error Message has to be sent.

1: Error Recovery is supported. (Default)

Error Recovery retransmits the packet with error and all subsequent

packets If RTSICTS are used for synchronization. On the other hand, if

0x7E is used as a delimiter with COBS as a synchronization mechanism,

then the error recovery retransmits only the packet with error. Please

refer to following sections for details.

Ext2,Ext1.ExtD:

These three bits indicate the number of extra bytes attached to the negotiation

packet for future expansion.

Negotiation Protocol 29 November 1999
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4 PACKET TRANSFER PROTOCOL

The packet can be transferred with parity enabled or disabled, and with or with-

out CRC - depending on the environment — as a mechanism to detect the
error.

As a synchronization mechanism, one can select either RTSICTS. or delimit-

ers. Usage of RTSICTS reduces the computation time for C033 encoding. but

it requires two extra copper wires which may not be suitable in some applica-

tions. If three-wire cable must be used. or programmable RTS and CTS are not
available, delimiter, 0x?E. can be used with COBS.

However, error recovery for these two alternatives may differ slightly. If the

RTSICTS is used for resynchronization. it would be simpler to retransmit all the

packets, starting with the packet that had an error. If delimiters are used, the

transmitter should retransmit only the packet with an error. The error recovery

can be disabled. but the error message packet should still be sent to the trans-
mitter side when the receiver side detects an error.

The HCI RS232 transport layer always uses a data length of 8 bits, and this

specification assumes the Little Endian format. Furthermore, the least signifi-

cant byte should be transmitted first.

The Host Controller may choose to support only one protocol mode, but the

Host should be able to support any combination.

Two common schemes (Protocol mode = 0x13 and 0x14) are defined in the fol-

lowing sections to illustrate the usage of each mode.

29 November 1999 Packet Transfer Protocol
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5 USING DELIMITERS WITH COBS FOR

SYNCHRONIZATION

This section illustrates how delimiters with COBS are used for synchronization,

and how error recovery procedure is performed if delimiters are used as a

mechanism to synchronize. This is described using protocol mode 0x13.

5.1 USING DELIMITERS WITH COBS AND CRC, PROTOCOL

MODE OX13

In case RTSICTS are not available, or if they are hard-wired to be used as a

hardware flow control, the HDLC-like framing with the 16-bit CRC (CRO-

CCITTJ and delimiter 0><7E with COBS (Consistent Overhead Byte Stuffing) {2}

are used as a means to detect an error and to resynchronize.

The CRC-CCl'l‘l' uses the following generator polynomial for 16-bit checksum:

x‘5+x‘3+x5+1 . The 16-bit CRC should be attached to the end of the packet, but
right before the ending delimiter, OXTE. The beginning delimiter. OXTE. should

be followed by the packet type indicator field.

The Consistent Overhead Byte Stuffing is a recent proposal to PPP that yields

less than 0.5% overhead, regardless of the data pattern. It uses two steps to

escape the delimiter. 0x7E. The first step is eliminating zeros and then replac-

ing all 0x?E with 0x00 between the beginning and ending delimiters.

A simple error recovery scheme is adapted here to minimize the overhead of

supporting the error recovery. When the receiving end detects any error, it

should send the error message packet with an error type back to the transmit-

ting side. This error message packet will contain a Sequence Number with

Error field (SEQ No with Error) indicating in which packet the error was

detected. The Sequence Number field (SEQ No) that is on every packet is an

8-bit field that is incremented by 1 each time any type of packet is transmitted,

except for the retransmission packets. The retransmitted packets should con-

tain the original sequence number in the SEQ No field.

The transmitting side should retransmit only the HCI packets that had an error.

which is indicated by the SEC) No with Error field. It is the responsibility of the

receiving end to reorder the packets in the right order. If the transmitting side

doesn’t have the packet with the correct sequence number in the retransmis-

sion holding buffer. it should send the error message packet with the Error

Type equal to 0x81 and SEQ No with Error field with the missing sequence

number for the retransmission packet, so that the receiving end can detect

missing packets. In this case the full error recovery cannot be performed. How-

ever, the receiving side can at least detect the loss of packets.

The receiving side should wait at least 4 times the sum of remote Tdetect, local

Tdetect and the transmission time of the error message packet, plus the

retransmission packet, before it times out when it is waiting for the retransmis-

sion packet. When it times out, the receiver has an option of re-requesting it by

Using delirniters with COBS for synchronition 29 November 1999
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sending another error message packet with error type = 0x09, or simply drop-

ping it and reporting it to the higher layer.

HCI RS232 Transport Layer

5.2 FRAME FORMAT

BOF(0x7E). CRC-CCITF, and EOF(0x7E) are added as shown below to those

basic packets described in this document. When the CRC is transmitted. the

least significant byte should be transmitted first.

LSB MSB

SEQ No cec....P I d....
(3 bits} “'5' °° (15 bits)

5.3 ERROR MESSAGE PACKET

The error-message packet format is the following:

LS5’ M35’

Packet Type, 0x05
(B-bit field)

SEQ No with Error

(8-bit field)
Error Type
{B-bit field)

Sequence No
(8-bit field)

Error Type Description

0x00 Reserved

0x01 Overrun Error

0x02 Parity Error

0x03 Reserved

03:04 Framing Error

DX05-OX0?

0x08 CRC Error

0x09 Missing SEQ No

DXOA-UXBO

Reserved

Reserved

0x81 Missing Retransmission Packet

Ox82- UXFF Reserved

Tabie 5.1: Error Type avaiiabie

29 November 1999Using delirniters with COBS for synchronization
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5.4 CONSISTENT OVERHEAD BYTE STUFFING

Code(n}

0x00

Followed by Description

U nused.

OX0 1 -OXCF

0):D0

OXD1

0xD2

n-1 data bytes The n-1 data bytes plus Implicit trailing zero.

n-‘I data bytes The n-1 data bytes without trailing zero.

Unused.

Reserved for future.

DxD3-0xDF none A run of l"l-OXDU zeros.

OxE0-0xFE

0xFF

Tabie 5.2:

n-E0 data bytes The data bytes with two trailing zeros.

Unused.

The COBS requires two step encodes.

The first step is the zero-elimination step. This step takes place after attaching

the 16-bit CRC if CRC is enabled. but before adding the beginning and ending

delimiters. Ox7E. Each CUBS code block consists of the COBS code followed

by zero or more data bytes. Code bytes 0x00. OXD1. 0xD2 and OXFF are never

used. The COBS zero-elimination procedure searches the packet for the first

occurrence of value zero. To simplify the encoding, a zero is added temporarily

at the end of the packet. after the CRC. as a temporary place holder. The num-

ber of octets up to and including the first zero determines the code to be used.

If this number is 207 or less. then the number itself is used as a COBB code

byte. followed by the actual non-zero data bytes themselves, excluding the last

byte. which is zero. On the other hand. if the number is more than 207. then the

code byte OXDO is used. followed by the first 207 non-zero bytes. This process

is repeated until all of the bytes of the packet. including the temporary place-

holding zero at the end. have been encoded. If a pair of 0x00 is detected after

0 to 30 non-zero octets, the count of octets plus 0xE0 is used as the COBS

code. followed by the non-zero octets. excluding the pair of zeros. If a run of

three to fifteen 0x00 octets are detected. then the count of these 0x00 octets.

plus UXDO, is used as the code, followed by no other bytes.

The second step is replacing Ox7E with 0x00. The two steps can be done

together in a loop, to reduce the encoding time.

For more details and a reference code. please refer to "PPP Consistent Over-

head Byte Stuffing (COBS)" by J. Carlson et al [2}.

Using delirniters with GOES for synchronization 29 November 1999
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6 USING RTSICTS FOR SYNCHRONIZATION

This section illustrates how RTS and CTS are used to resynchronize, and how

error-recovery procedure is performed if RTS and CTS are used as a mecha-

nism to synchronize. This is described using protocol mode 0x14.

6.1 USING RTSICTS FOR SYNC WITHOUT CRC, PROTOCOL
MODE OX14

The flow of HCI packet transfer is handled by two MODEM controlistatus sig-
nals, —RTS and -CTS. -RTS and -CTS are connected in a null MODEM fashion,

meaning that the local-side -RTS should be connected to the remote-side
-CTS, and the local-side -CTS should be connected to the remote-side -RTS.

These MODEM controlistatus signals are used to notify the detection of an

error to the other side. as well as to resynchronize the beginning of the packet

after an error is detected. A very simple error-recovery scheme is adapted here

to minimize the overhead of supporting this.

The HCI packet is transmitted only while CTS bit is 1. If the CTS bit changes to

0 during the HCl packet transfer or after the last byte is transmitted, this indi-

cates that there was some error. The receiving end will deassert RTS as soon

as it detects any error, and should send the error packet with an error type back

to the transmission side. This error packet will contain a Sequence Number

with Error field that indicates in which packet the error was detected. The

sequence number field that is on every packet is an 8-bit field that is incre-

mented by 1 each time any type of packet is transmitted, except for the retrans-

mission packets. The retransmitted packets should contain the original

sequence number in the SEQ No field.

When the transmitting end detects CTS bit changing from 1 to O at any time,

the transmitting end should hold the transmission and wait until the error

packet is received before resuming the transmission. When the receiving end

is ready to receive the new data, it should assert RTS after the minimum of

Tdetect time. Tdetect time is the maximum time required for the transmit side

to detect the state change on CTS bit. plus the time it takes to flush the transmit
buffer. The Tdetect value of each side should be informed to the other side dur-

ing the negotiation phase. The Iocal Tdetect value and the remote side Tdetect

value together, along with the baud rate, can also be used to estimate the

queue length required for the retransmission holding buffer. Before the receiv-

ing side asserts RTS line again, it should flush the RX buffer.

The transmission side should retransmit all of the HCI packets from the packet

that had an error, which is indicated by SEQ No with Error field. Before it

retransmits, it should flush the transmit buffer that may hold the leftover data

from the aborted previous packet. As it retransmits the packets from the

retransmission holding buffer, it should start transmitting the packet with the

Sequence Number that matches the SEQ No with Error. If the transmitting side
doesn't have the packet with the correct sequence number in the retransmis-

sion holding buffer, the transmitter should send an error message packet with

?88 29 November 1999 Using RTSICTS for Synchronization
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error type 0x81, and it should skip to the packet with the sequence number that

is available in the buffer. In this case, the full error recovery cannot be per-

formed. However, the receiving side can, at least, detect the loss of packets.

6.2 ERROR MESSAGE PACKET

The error-message packet format is the following:

LSB

{B-bit field}

Packet header 0x05 Sequence No Error Type SEQ Na with Error
{B-bit field} (B-bit field} [8-bit field)

Error Type

0x00

0x01

0x02

0x03

0x04

0x05-OX0?

0x08

0x09

OXOA-0x80

0x81

0x82-OXFF

Description

Reserved

Overrun Error

Parity Error

Reserved

Framing Error

Reserved

CRC Error‘

Missing SEQ No

Reserved

Missing Retransmission Packet

Reserved

Table 6.1: Error Type avaiiabie

Not applicable In Mode 0x14

Using RTSICTS for Synchronization 29 November 1999
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6.3 EXAMPLE OF SIGNALLING

Retransrnittecl Packet with Seq No=5

Packet with Seq No: 5 Pafiketwith 8°: N0 = 5 CTS change detected &

Byte with an error TX abmted

,............_........................... ....... ...

_RT3 DfHOStSide J 4-........................ i-CTSof HG. Side E~m____________________________ __ : H‘ I - . .............................
Ciose to Host side Tdetect C slde Tdetect

4...........................................up

Minimum Queue length -1 (packet length)

§'$",;"s;:;;:;;:,;;";;;;"""""' Error Packet

""""""""""""""‘”'"""'""“"""""“'"""""'""'"‘"“""'""'”"'""'""""""'""“"""‘"“””""”1'311111'.21'.?fi1Z1'33‘.13T.§:‘L1Z?ZI?112T.‘111?.11.:

I -GT8 of Host side i E-:EI§_9f_t1_‘i;.§i£‘:?___..E

29 November 1999 Uslng RTSICTS for Synchronization
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6.4 CONTROL FLOW EXAMPLES

6.4.1 Case 1, Normal Recovery Process

Controller Side

0) RTS is asserted and the asserted CTS is I 0) RTS is asserted and the asserted CTS is
detected.

2) CtrliData[n] is received with an error.

3) Deasserts RTS

4a) Error message for En] is sent and Error
message for [n] is stored in the TX
retransmit holding buffer.

4b) Empties the RX FIFO and waits for
Tdetect (Host) amount of time.

5) Asserts RTS

Host Side

detected.

1} Ctrl!Data[n] is sent out and Ctr|iData[n] is
stored in the retransmission holding
buffer.

4] Detects CTS deasserted.

5a) Stops further transmission and waits
until the TX FiFO is empty {or Flush the
FIFO It it can.)

Sb} Error message for [n} is received.

7} The asserted CTS is detected.

8} Retransmits Ctr|i'Data[ ].

6.4.2 Case 2, Both sides detect an error simultaneously

Controller Side Host Side

0) RTS is asserted and the asserted CTS is
detected.

1)Ctri!Data[x] is sent and Ctr|i'Data{x] is
stored in the retransmission holding
buffer.

2) Ctrii'Data[n] is received with an error.

3) Deasserts RTS.

4) Detects CTS deasserted.

5a) Stops further transmission and waits
until the TX FiF0 is empty (or Flush the
FIFO if it can).

E 0) RTS is asserted and the asserted CTS is
detected.

1} Ctrl:‘Data[n] is sent and Ctrl!Data[n] is
stored in the retransmission holding
buffer.

2} Ctrll’Data[x] is received with an error.

3) Deasserts RTS.

4] Detects CTS deasserted.

5a) Stops further transmission and waits
until the TX FiFO is empty {or Flush the
FIFO if it can}.

Using RTSICTS for Synchronization 29 November 1999
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Controller Side

Bluetooth.

Host Side

5b) Empties the RX FIFO and waits for Tde-
tect (Host) amount of time.

6) Asserts RTS.

7) The asserted CTS is detected.

3) Error message for [n} is sent and Error
message for [n] is stored in the TX
retransmit holding buffer.

9) Error message for [x] is received.

10) Retransmits CtriiData[x1.

5b) Empties the RX FiFO and waits for
Tdetect (Controller) amount of time.

8} Asserts RTS.

7) The asserted CTS is detected.

8) Error message for [x] is sent and Error
message for [x] is stored in the TX
retransmit holding buffer.

9} Error message for [n] is received.

10) Retransmits C‘.tr|!Data[n].

6.4.3 Case 3, Error Message with an error

Controller Side Host Side

0) RTS is asserted and the asserted CTS1s
detected.

2) CtrIr‘Data[n] is received with an error.

3) Deasserts RTS.

4a) Error message for [n] (Err[n]) is sent and
Err[n] is stored in the TX retransmit hold-
ing buffer.

4b) Empties the RX FIFO and waits for Tde-
tect (Host) amount of time.

6} Asserts RTS.

7) Detects CTS deasserted.

8) Steps further transmission and waits until
the TX FiFO is empty (or Flush the FIFO if
it can.}

0) RTS is asserted and the asserted CTS is
detected.

1}Ctr1!Data[n] is sent and Ctri!Data[n] is
stored in the retransmission holding
buffer.

4} Detects CTS deasserted.

5a) Stops further transmission and waits
until the TX FIFO is empty (or Flush the
FIFO if it can.)

5b) Error message for [n] is received with an
error.

Ba} Deasserts RTS.

Eb} Empties the RX FIFO and waits for Tde-
tect (Controller) amount of time.

8} The asserted CTS detected.

29 November 1999 Using RTSICTS for Synchronization
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Controller Side

Bluetooth.

Hus! Side

10a) Error message for Err[n] is received.

10b) The asserted CTS detected.

11} Reiransmlts Error message for [n].

Ba} Error message for Err[n] is sent and
Error message for Err[n] is stored in the
retransmission holding buffer.

Qb}Asser1s RTS.

12} Error message for [n] is received.

13} Relransmit Ctr|!Data{n].

Using RTSICTS for Synchronization 29 November 1999
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1 GENERAL

The objective of this HCI UART Transport Layer is to make it possible to use
the Bluetooth HCI over a serial interface between two UARTS on the same

PCB. The HCI UART Transport Layer assumes that the UART communication

is free from line errors. See also ‘!'rar.>s;3or'i Layer“ on page ‘a"?£=.

Bluetooth Bluetooth HCI

Host

HCI UART Transport Layer

29 November 1999
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2 PROTOCOL

There are four kinds of HCI packets that can be sent via the UART Transport

Layer; i.e. HCI Command Packet, HCI Event Packet. HCI ACL Data Packet

and HCI SCO Data Packet (see “Heel. Controiier interface i=a:nstic»nai

catior1"on_:,aaga 51?). HCI Command Packets can only be sent to the Bluetooth

Host Controller, HCI Event Packets can only be sent from the Bluetooth Host
Controller. and HCI ACLISCO Data Packets can be sent both to and from the
Bluetooth Host Controller.

HCi does not provide the ability to differentiate the four HCI packet types.

Therefore, if the HCI packets are sent via a common physical interface. a HCI

packet indicator has to be added according to “table 2 ‘£1 below.

HCI packet type HCI packet indicator

HCI Command Packet 0x01

HCI ACL Data Packet 0x02

HCI SCO Data Pacl-cel 0x03

HG! Event Packet 0x04

Table 2. 1: HC! packet indicators

The HCI packet indicator shall be sent immediately before the HCI packet. All

four kinds of HCl packets have a length field. which is used to determine how

many bytes are expected for the HCI packet. When an entire HCI packet has

been received, the next HCI packet indicator is expected for the next HCI

packet. Over the UART Transport Layer, only HCI packet indicators followed by

HCI packets are allowed.

29 November 1999
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3 RS232 SETTINGS

Bluetonth.

The HCI UART Transport Layer uses the following settings for RS232:

Baud rate: man ufacturer-specific

Number of data bits: 8

Parity blt: no parity

Stop bit: 1 stop bit

Flow control: RTSICTS

Flow-off response time: 3 ms

Flow control with RTSICTS is used to prevent temporary UART buffer overrun.
It should not be used for flow control of HCI, since HCI has its own flow control

mechanisms for HCI commands, HCI events and HCI data.

If CTS is 1. then the Hosb’Host Controller is allowed to send.

If CTS is 0, then the Host!Host Controller is not allowed to send.

The flow-off response time defines the maximum time from setting RTS to 0

until the byte flow actually stops.

The RS232 signals should be connected in a null-modem fashion; i.e. the local
TXD should be connected to the remote RXD and the local RTS should be con-

nected to the remote CTS and vice versa.

29 November 1999 RS232 Settings
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4 ERROR RECOVERY

If the Host or the Host Controller lose synchronization in the communication

over RS232, then a reset is needed. A loss of synchronization means that an

incorrect HCI packet indicator has been detected. or that the length field in an

HCI packet is out of range.

If the UART synchronization is lost in the communication from Host to Host
Controller. then the Host Controller shall send a Hardware Error Event to tell

the Host about the synchronization error. The Host Controller will then expect

to receive an HCI_Reset command from the Host in order to perform a reset.

The Host Controller will also use the HC|_Reset command in the byte stream

from Host to Host Controller to re-synchronize.

If the UART synchronization is lost in the communication from Host Controller

to Host, then the Host shall send the HC|_Resetcomn1and in orderto reset the

Host Controller. The Host shall then re-synchronize by looking for the HCI

Command Complete event for the HCl_Reset command in the byte stream
from Host Controller to Host.

See "Host =C.tmtroEie:' ir:terfar:e Ftjncténnat E~.':pet:ifi{;ation" on sage 51? for HCI
commands and HCI events.

Error Recovery 29 November 1999

AFFLT0294029



Samsung Ex. 1419 p. 802

BLUETOOTH SPECIFICATION Version 1.0 B page 802 of 1082

HC! UART Transport Layer

29 November 1999 Error Recovery

AFFLT0294030



Samsung Ex. 1419 p. 803

ETOOTH TEST MODE

are a _ low-level functionality tests of

Bluaiooth d vices. The test mode includes

tra mitter ests (packets with constant bit

pa ems) d loop back tests.
3*

Thiskocum nt describes the test mode for

AFFLTO294D31



Samsung Ex. 1419 p. 804
AFFLTDZ-‘.9403?



Samsung Ex. 1419 p. 805

BLUETCJOTH SPECIFICATION Version 1.0 B

Bluetooth Test Mode

CONTENTS

page 805 of1EJ82

BIuetouth_

firiezwrai fiascriptioss .......... .......................................................... ..

‘L3 Cor3isrJ¥ ................................................................................ ..

"fest $cena:-ims

2.1

uxuvar

Transmifier Test

2.1.1 Packs-t

2.1.2 E"-*seu£iL>r'e.n:ju:13 8equenca............ .................... ...... ..

2.13 Reduced Hogmirzg Sequence

21.4 Cnzntwi crf Trarsinit Parameters

2.1.5 Power Csnéroi ............................... ........................ ..

2.1.6 Swiéch bemeen different Frequency Setisngs ........... ..

Lt:-Qpfiack Tesi

ulvtnlhnouni‘-v\nnInu\)I\l\Iu\nJV-l\luIrvn(uIrIhih ¢\riIr

2.2

fiutiine cf Propnsed EMF Messages ............................................ ..

Refersmcezs.....................................................
unaunrnnr nu -cunrunu

$86

SE36

.33?’

80?’

£63

808

.808

810

811

S1?

812

812

812

3??’

...3‘§€%

29 November 1999

AFFLT0294-033



Samsung Ex. 1419 p. 806

BLUETOOTH SPECIFICATION Version 1.0 B page 806 of 1082

Bluetuoth.
Biuetooth Test Mode

1 GENERAL DESCRIPTION

The test mode supports testing of the Bluetooth transmitter and receiver. It is

intended mainly for certificationlcompliance testing of the radio and baseband

layer. and may also be used for regulatory approval or in-production and after-

sales testing.

A device in test mode must not support normal operation. For security reasons

the test mode is designed such that it offers no benefit to the user. Therefore.

no data output or acceptance on a HW or SW interface is allowed.

1.1 TEST SETUP

The setup consists of a device under test (DUT) and a tester. Optionally. addi-

tional measurement equipment may be used.

Control commands
..—_.——.—.j.——’

Device under
Test

Local activationienabling

|r__Addition_a|_ _'
| Measurement

Eq ui ptnent

L _ _“iF’E"_""*_"’_ .1

Figure 1.1: Setup for Test Mode

Tester and DUT form a piconet where the tester acts as master and has full

control over the test procedure. The DUT acts as slave.

The control is done via the air interface using LMP commands (see Sestien 3

on page 81? and "Lint: Manager Protons!" on 185). Hardware interfaces

to the DUT may exist, but are not subject to standardization.

The test mode is a special state of the Bluetooth model. For security and type

approval reasons, a device in test mode may not support normal operation.

When the DUT leaves the test mode it enters the standby state. After power-off

the Bluetooth device must return to standby state.

29 November 1999 General Description
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1.2 ACTIVATION

The activation may be carried out locally (via a HW or SW interface). or using
the air interface.

- For activation over the air interface, entering the test mode must be locally

enabled for security and type approval reasons. The implementation of this

local enabling is not subject to standardization.

The tester sends an LMP command that forces the DUT to enter test mode.

The DUT terminates all normal operation before entering the test mode.

The DUT shall return an LMP_Accepted on reception of an activation com-

mand. Llv‘iP_Not_Accepted shall be returned if the DUT is not locally
enabled.

If the activation is performed locally using a HW or SW interface. the DUT

terminates all normal operation before entering the test mode.

Until a connection to the tester exists, the device shall perform page scan

and inquiry scan. Extended scan activity is recommended.

1.3 CONTROL

Control and configuration is performed using special LMP commands (see

Section 3 on page 81?). These commands must be rejected if the Bluetooth

device is not in test mode. In this case, an LMP_not_accepted is returned. The

DUT shall return an LMP_accepted on reception of a control command when in
test mode.

A Bluetooth device in test mode must ignore all LMP commands not related to

control of the test mode. LMP commands dealing with power control and the

request for LMP features (Llv‘lP_features_req) are allowed in test mode: the

normal procedures are also used to test the adaptive power control.

The DUT can be commanded to leave the test mode by an Llv‘lP_Detach com-

mand or by sending an LM P_test_contro| command with test scenario set to
’exit test mode‘.

General Description 29 November 1999
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2 TEST SCENARIOS

2.1 TRANSMITTER TEST

The Bluetooth device transmits a constant bit pattern. This pattern is transmit-

ted periodically with packets aligned to the slave TX timing of the piconet

formed by tester and DUT. The same test packet is repeated for each transmis-
sion.

The transmitter test is started when the master sends the first POLL packet. In

non-hopping mode agreed frequency is used for this POLL packet.

The tester transmits at his TX slots (control commands or POLL packets). The

slave starts burst transmission in the following slave TX slot. The master's poll-

ing interval is fixed and defined beforehand. The device under test may trans-

mit its burst according to the normal timing even if no packet from the tester
was received.

The burst length may exceed the length of a one siot packet. In this case the

tester may take the next free master TX slot for polling. The timing is illustrated

in Figure

Burst Length Burst Length
POLL «eh-

I

Master TX I SiaveTX l\l'|astarT)( I Slave TX Master TX I S|aveTX

Figure 2.1: Timing for Transmitter Test

2.1.1 Packet Format

The test packet is a normal Elluetooth packet. see Figim‘-; For the payload
itself see below.

29 November 1999 Test Scenarios
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ACL Packet

{with CRC)

AUX1 Packet

SCO Packet

Figure 2.2: General Format of TX Packet

During configuration the tester defines:

- the packet type to be used

- payload length

For the payload length, the restrictions from the baseband specification apply

(see “Bass'sand ESper:it:cat§ert"' on page 33.). In case of AOL packets the pay-

load structure defined in the baseband specification is preserved as well, see

§?igt:a'e 2.2.

For the transmitter test mode. only packets without FEC should be used; i.e.

HV3, DH1, DH3, DH5and AUX1 packets. Support of packet type is only manda-

tory up to the longest implemented packet type.

In transmitter test mode, the packets exchanged between tester and DUT are

not scrambled with the whitening sequence. Whitening is turned off when the

DUT has accepted to enter the transmitter test mode, and is turned on when

the DUT has accepted to exit the transmitter test mode, see Figure 2.3.1

1. Note‘. Implementations must ensure that retransmlssions of the LM P_Accepted messages
use the same whitening status.

Test Scenarios 29 November 1999
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TESTER

l__lll1P_test__crontrc|
1Enler Transmitter Test

LMP_accepied W""T9”f”9 9”

LMP_test_contro|

(Exit Transmitter Test

LMP_accepted

Whitening on

Figure 2. 3: Use of whitening in Transmitter mode

2.1.2 Pseudorandom Sequence

In case of pseuclorandom bit sequence, the same sequence of bits is used for

each transmission (i.e. the packet is repeated, see above). A PRES-9

Sequencez is used. see £5.31 and $31.

The properties of this sequence are as follows (see [3]). The sequence may be
generated in a nine-stage shift register whose 5th and 9th stage outputs are

added in a modulo-two addition stage (see Figure 2.4:), and the result is fed

back to the input of the first stage. The sequence begins with the first ONE of 9

consecutive ONE5; i.e. the shift register is initialized with nine ones.

- Number of shift register stages: 9

v Length of pseudo-random sequence: 29-1 = 511 bits

- Longest sequence of zeros: 8 (non-inverted signal)

Figure 2.4: Linear Feedback Shift Register for Generation of the PRBS sequence

2. Some uncertainties about Japanese regulatory requirements have been reported. if neces-

sary for regulatory type approval in Japan. some features might be added; eg. a longer PN
sequence.

810 29 November 1999 Test Scenarios
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2.1.3 Reduced Hopping Sequence

To support quick testing of the radio over the complete frequency range. a

reduced hopping mode is defined. implementation of this mode is optional for
Bluetooth devices and modules.

Reduced hopping uses only five frequencies, on which a sequential hopping is

done (channels 0. 23, 46, B9 and 93 are used3). see Fiiggare

Channel

CLK2,_, mod 5 =

Figure 2.5: Reduced hopping scheme

The timing is based on the Bluetooth clock of the tester. The value of CLK274

(i.e. not using CLKO. representing half slots) modulo 5 is used to determine the

transmit frequency.

2.1.4 Control of Transmit Parameters

The following parameters can be set to configure the transmitter test:

1. Bit pattern:
0 Constant zero

a Constant one

o Alternating 1010...‘

0 Alternating 1111 0000 1111 D0D0...4
- Pseudorandom bit pattem
0 Transmission off

2. Frequency selection:

0 Single frequency

- Hopping Europea’USA

o Hopping Japan

a Hopping France

0 Hopping Spain

a Reduced Hopping (implementation in Bluetooth devices and modules is

optional)

3. TX frequency

0 it =>f:= (2402 + k) MHz

3. The range is chosen to test the whole frequency range, which covers the normal 79
channels. as well as Spanish. French and Japanese hopping schemes. The frequency
assignment rule is the same as for the fixed TX frequency: f= (2402 + K) MHZ.

4. It is recommended that the sequence starts with a one‘. but. as this is irrelevant for measure-
ments, It is also allowed to start with a zero.

Test Scenarios 29 November 1999
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4. Default poll period in TDD frames (n " 1.25 ms)

5. Packet Type

6. Length of Test Sequence (user data of packet definition in ifiesebem Speci-

r'iceti-on" on page

2.1.5 Power Control

If adaptive power control is tested, the normal LIVIP commands will be used.

The DUT starts to transmit at the maximum power and reducesilncreases its

power by one step on every command received.

2.1.6 Switch between different Frequency Settings

A change in the frequency selection becomes effective when the LMP proce-

dure is completed:

The tester switches to a new frequency or hopping pattern after the

LMP_Accepteci message has been received.

The DUT switches after the LMP_accepted message has been sent.

Note: Loss of the LMP_Accepted packet wiii eventuaiiy lead to a rose of

frequency synchronization that cannot be recovered. Simiiar probierns occur in

normal operation. when the hopping pattern changes.

2.2 LOOPBACK TEST

The device under test receives normal baseband packets. The received pack-

ets are decoded in the DUT, and the payload is sent back using the same

packet type. The return packet is sent back in either the TX slot directly follow-

ing the transmission of the tester, or it is delayed and sent back in the slot after

the next transmission ofthe tester (see Figaire 2.?’ to i-"ig=..=re 2.9 on page 8'15).

Alternatively. it is possible to implement a delayed loopback instead. Then the

return packet is delayed to the following TX slot. There is no signalling to deter-

mine or control the mode. The device behavior must be fixed or adjusted by

other means, but must not change randomly.

The tester can select, whether whitening is on or off. This setting holds for both

up- and downlink. For switching the whitening status, the same rules as in Sec-

tion "$2.1 on page (Figure 53.3) apply.

The following rules apply (for itlustration see Figure 2 on page 3314):

- Clearly, if the synch word was not detected, there will be no reply.

- If the header error check (HEC) fails, the DUT replies with a NULL packet

with the ARON bit set to NAK. It is not mandatory to return a NULL packet in

this case; the DUT may send nothing.

29 November 1999 Test Scenarios
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If the packet contains an LMP message relating to the control of the test

mode this command is executed and the packet is not returned, though ACK

or NAK is still returned as usual procedure. Other LMP commands are

ignored and no packet is returned.

The payload FEC is decoded and the payload is coded again for transmis-

sion. This allows testing of the FEC handling. If the pure bit error rate shall

be determined the tester chooses a packet type without FEC.

The CRC is evaluated. In case of a failure, the payload is returned with

ARQN = NAK. The CRC for the return packet is calculated for the returned

payload.

If the CRC fails the number of bytes as indicated in the (possibly erroneous)

payload header shall be looped back.

Test Scenarios 29 November 1999

AFFLTlJ294D41



Samsung Ex. 1419 p. 814

BLUETOOTH SPECIFICATION Version 1.0 B page 314 of 1082

Brueroorh Test Made

Receive Path: Synch found

Decode Header

Builld NULL
+ ARON = NAK

Packet type
without CRC

ARON = W

LMP message

Execute LMP

Command

Transmit Path:

Eluild Packet

(incl. ARCIN}

Figure 2.5: DUT Packet Handflng in Loop Back Test
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The timing for normal and delayed loopback is illustrated in Fi{_}'t.:re 32.? to :”—‘t_:}ure
2.9:

Payload

Master TX ' Slave TX Master TX ' Slave TX

Master TX ' Slave TX Master TX ' Slave TX Master TX | Slave TX

Master TX . Slave TX

Figure 2.9: Paytoad :2 ARON handting In delayed toopback - end.

The whitening is performed in the same way as it is used in normal active
mode.

The following parameters can be set to configure the loop back test:

1. Packet C|ess5
- ACL Packets

- SCO Packets

0 ACL Packets without whitening

- SCO Packets without whitening

5. This is included because, in the future, the packet type numbering may not remain
unambiguous.

Test Scenarios 29 November 1999
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2. Frequency Selection

- Single frequency (independent for RX and TX)

- Hopping EuropeiUSA

- Hopping Japan

0 Hopping France

- Hopping Spain

- Hopping reduced (optional)

Hopping reduced uses oniy rive frequencies on which a sequentiai hopping is

done on (channel: 0. 23, 46. 69 and 93 is used).

3. Power level: (To be used according radio specification requirements)

- power control or fixed TX power

The switch of the frequency setting is done exactly as for the transmitter test

(see Section 2.1.5:‘. on page (-312).

29 November 1999 Test Scenarios
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3 OUTLINE OF PROPOSED LMP MESSAGES

"fame 3.1. lists all LMP messages used for test mode (see Link Manager Proto-

col. Section 8 or‘: page 23?’).

PDU Position

"""° PD” number in Payload

LM P_test_actixrate

LM P_test_contro| test scenario
hopping mode
TX frequency
RX frequency
power control mode
poll period
packet type
length of test data

:‘.DOD"-sIO'>U‘I-I5-(JI\J
LM P_detach

LM P_accepted

LM P_not_accepted

Test scenario ' D Pause {TX off}
1 Transmitter test — 0 pattern
2 Transmitter test — 1 pattern
3 Transmitter test — 1010 pattern
4 Pseudcrandom bit sequence
5 Closed Loop Back — ACI. packets
6 Closed Loop Back H SCO packets
7 AOL Packets without whitening
8 SCO Packets without whitening
9 Transmitter test — 1111 0000 pattern
10-254 reserved
255 Exit Test Mode

Hopping mode ' 0 RXITX on single frequency
1 Hopping EurcpeiUSA
2 Hopping Japan
3 Hopping France
4 Hopping Spain
5 Reduced Hopping {optional}
6-255 reserved

TX frequency (for DUT) ' t‘: [2402 + k] MHZ

Table 3.2: Parameters used in i.MP_ Test_Controi PDU

Outline of Proposed LMP Messages 29 November 1999
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Name Detailed

RX frequency (for DUT) ’ f = [2402 + k] MHZ

Power control mode ' 0 fixed TX output power
1 adaptive power control

Poll period

Packet type ‘ numbering as in packet header.
see Baser,-and Specification

length of test sequence unsigned binary number
(=ler1gth of user data in

. la:-éaanrzi $pel::ifir.:a--

Table 3.2: Parameters used in i_MP_ Test_Contro.l PDU

The control PDU is used for both transmitter and loop back tests. The following

restrictions apply for the parameter settings:

Restrictions Restrictions

Parameter I Transmitter Test Loopback Test
TX frequency 0 5 k 5 93 0 5 k 5 93

RX frequency same as TX frequency 0 5 k 5 93

Poll period not applicable (set to 0)

Length of test sequence depends on packet type: not applicable {set to 0)

DH1: 5 23 byte

DH3:5181 byte

DH5: 5 339 byte

AUX1: 5 29 Byte

HV3: = 30 byte

Table 3.3: Restrictions for Parameters used in i_MP_ Test_ Control PDU

29 November 1999 Outline of Proposed LMP Messages
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1 SCOPE

The Bluetooth Promoters and the Bluetooth Adopters have signed the Promot-

ers‘ Agreement and the Adopters‘ Agreement respectively. These agreements

grant Promoters and Adopters a Bluetooth license for “products which comply

with the Specification".

This document specifies the requirements which must be met by a Promoter or

Adopter to demonstrate that a particular product does “comply with the Specifi-

cation". thereby qualifying that particular product to be subject to the rights

extended by the Promoters‘ and Adapters‘ Agreements respectively.

The Bluetooth Qualification Program is the process by which a Promoter or an

Adopter demonstrates that a particular product meets the requirements speci-

fied herein. This document provides an overview of the requirements and the

Bluetooth Qualification Program. Further details are available through the
Elluetooth Web site.

Regulatory requirements and governmental type approval requirements are

outside the scope of this document.

29 November 1 999
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2 TERMS USED

Biuetootn Trademark- As defined in the Promoters’ Agreement and the

Adopters' Agreement.

Biuetooth Brand— Covers all the brand elements specified in the “The Blue-

tooth Brand Book". Equal to the Bluetooth Trademark.

Bluetooth Logo or Logo-the brand element referred to as the ‘figure mark’ in
the ‘The Bluetooth Brand Book’.

Bluetooth i_icense— all the rights, defined in the Promoters‘ and Adopters'

Agreements respectively. that are granted by compliance with the specification,
i.e. the Bluetooth Patent License and the Bluetooth Brand License.

Biuetootn Patent License - the applicable parts of the Bluetooth license con-

sisting of patent rights or parts thereof as defined in the Promoters‘ and

Adopters‘ Agreements respectively.

Biuetootn Brand i.icense — the applicable parts of the Bluetooth license con-

sisting of trademark rights as defined in the Promoters’ and Adopters' Agree-

ments respectively.

Protocoi specification — defines the communication between two peer devices

at a certain layer.

Profiie specification — defines the usage of (parts of) the protocol stack for a

certain Bluetooth usage model.

Biuetooth quaiirication process — the rules and procedures by which the manu-

facturer demonstrates compliance to the Bluetooth specification.

Biuetootn quaiification program — the implementation of the Bluetooth qualifica-

tion process.

Biuetootn Qualification Review Board (BORB)— responsible for managing,

reviewing and improving the Bluetooth qualification program. The original

Bluetooth SIG companies will appoint BQRB initial members.

Biuetootn Ouaiification Test Faciiiiy (BOTF)— a test facility that is officially

authorized by BQRB to test Bluetooth products.

Biuetootn Quaiification Body (BOB)— a specific person authorized by the

BQRB to be responsible for checking declarations and documents against

requirements. reviewing product test reports, and listing products on the official

database of Bluetooth qualified products.

Bluetooth Ouaiiiication Administrator (BOA) — a person responsible for admin-

istering the Bluetooth Qualification Program on behalf of BQRB.

29 November 1999
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Implementation Conformance Statement (lCS)- a document that the manufac-

turer attaches to the product when submitting it for qualification. It specifies all

the implemented Bluetooth capabilities in detail.

Bluetooth Feflow Adoprer— equal to Bluetooth Promoters + Bluetooth Adopt-
ers.

Terms used 29 November 1999
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3 LEGAL ASPECTS

Bluetuoth.

Rules and guidelines on how to use the Bluetooth Brand elements are stated in
the document “The Biustosth Brand Book" which is available on the Bluetooth

Web site.

The Bluetooth Specification has been created. according to our best knowl-

edge, to meet regulatory requirements worldwide. Regulatory certification as

such is not a part of the Bluetooth qualification requirements, yet it is a require-

ment in all markets. It is the sole responsibility of each manufacturer to ensure

that their products have all necessary regulatory approvals for the markets

where their product(s) are intended to be sold or used.

A product must complete Bluetooth Qualification to meet the requirements for

“complying with the Specification". The Bluetooth license granted by the Pro-

moters‘ and Adopters‘ Agreements respectively is valid only for qualified prod-

ucts and is not transferable to other products.

In this document, the ‘Bluetooth license‘ is sometimes divided into the ‘Blue-

tooth patent license’ and the ‘Biuetooth brand license‘ for practical reasons.

These terms correspond, respectively, to the terms ‘necessary claims’ and

‘trademark’ in the Promoters‘ and Adopters’ Agreements respectively.

Sanctions will be invoked against any company responsible for producing or

trading (a) products containing elements of the Bluetooth interface. as defined

in the Bluetooth Promoters’ Agreement and Adopters’ Agreement respectively,

that do not comply with the Specification, or (13) products containing elements

of the Bluetooth interface that have not completed Bluetooth Qualification.

The Bluetooth SIG reserves the right to define a process for adding new Blue-

tooth profiles after the release of the Specification 1.0.

A Bluetooth brand license is granted by Ericsson to all Fellow Adopters for the

use of the trademark in connection with products complying with the Specifica-
tion.

Ericsson further provides Fellow Adopters a limited indemnity for costs and

expenses incurred by the Fellow Adopter based upon the use of the trade mark

within countries where Ericsson has registered the trademark. Ericsson does

not take upon itself any liability regarding product, whether such liability is

based on damages caused by the product for persons or property, or defects in

the product itself.

29 November 1999 Legal aspects
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4 THE VALUE OF THE BLUETOOTH BRAND

The purpose of this document is to define the requirements for Bluetooth com-

pliance This has been done while bearing the basic Biuetooth philosophy in
mind:

“Wireless Connections Made Easy"

Examples of important end-user experiences are:

- Reliable high-quality radio links,

- lnteroparabiiity between products of any brands,

- Easily understood product capabilities.

A reliable radio link experience depends upon all products demonstrating com-

pliance with the Bluetooth radio link performance specifications. Interoperability

is achieved by protocol and profile implementation conformance. Ease of use

depends upon clear, consistent documentation of Bluetooth capabilities in

product literature. All these elements are addressed in the requirements for

Bluetooth compliance.

The value of the Biuetooth Brand 29 November 1999
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5 THE BLUETOOTH QUALIFICATION PROGRAM

This paragraph specifies the framework of the Bluetooth qualification program

that a Bluetooth qualification applicant must perform. When completed. the full

Bluetooth qualification program will be published at the Bluetooth web site.

The Bluetooth qualification program (‘Program’) establishes the rules and pro-

cedures by which the manufacturer demonstrates compliance to the Bluetooth

specifications, and the process by which the Bluetooth license may be used by

product manufacturers and distributors.

The Program defines the following entities:

v Bluetooth Qualification Review Board (BQRB) — responsible for managing,

reviewing and improving the Bluetooth qualification program. The original

Bluetooth SIG companies will appoint BQRB initial members.

Bluetooth Qualification Administrator (BOA) — responsible for administering

the Bluetooth Qualification Program on behalf of BQRB.

Bluetooth Qualification Test Facility (BQTF) — a test facility that is officially

authorized by BQRB to test Bluetooth products.

Bluetooth Qualification Body (BOB) — a specific person authorized by the

BQRB to be responsible for checking declarations and documents against

requirements, reviewing product test reports, and listing products on the offi-

cial database of Bluetooth qualified products.

Functions and relationships are illustrated in Figure 5.1.

Fellow Adopter _
(Manufacturer)

BOTF and B08 Test report Qualification
may be in-house checked by Programfunctions BOB Documents

BQTF and BOB
may be affilialed

Figure 5.1: Bluetooth Qualification Process

29 November 1999 The Bluetooth qualification program
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Summary of the Qualification process:

1. The Fellow Adopter submits the product for Bluetooth qualification to a

BQTF. The manufacturer must add temporary interfaces andior functionality

so that all implemented Bluetooth capabilities can be tested. The BQTF is

not responsible for providing any secondary systems such as a LAN, PSTN

or GSM network to facilitate the testing. Necessary documentation shall be

provided; e.g. product description, user's manual and the Implementation

Conformance Statement (a template for this document will be available at

the Bluetooth web site). The BQTF tests each Bluetooth feature declared in

the Implementation Conformance Statement according to the current Test

Specification and BQRB policies and prepares a test report.

2. The test results and product documentation are then sent to the BQB. The

Fellow Adopter sends an application to the B08 requesting that the product

be listed as ‘Bluetooth Qualified‘. The application shall contain —

a) Precise product description, and

b) Declaration of Compliance with the Bluetooth Specification

(including this entire document) and the Bluetooth Brand Book.

signed by a duly authorized official of the Fellow Adopter.

3. When the application is complete. the BQB issues a Qualified Product notice

and (with the applicants permission) lists the product on the official Blue-

tooth Qualified products databases which can be viewed by all Fellow

Adopters.

The BQTF may either be a third-party test house or an internal function of the

applying Fellow Adopter. Also the B03 can be either internal or external. Both

the BQTF and the BOB must always be authorized by the BQRB.

It is the responsibility of the manufacturer to establish any necessary non-

disclosure agreements with BQTF, BOB and (if required) BQA. in the event the
BOB cannot determine compliance the BOB may. with the applicant's permis-

sion, submit information to the BOA for a ruling. In the event the BQRB must be

consulted. the applicant will be requested to prepare a submission according to

BQRB guidelines.

The Fellow Adopter will be invoiced directly from BQTF and BOB for their

respective services and expenses. The BQRB will also charge a fee to finance

the administration associated with the Qualification program. Initially. this fee

will be $3000 per listed product. It will subsequently be adjusted once per year,
to reflect the actual cost.

The Bluetooth qualification program 29Novernbar1999
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6 BLUETOOTH LICENSE REQUIREMENTS FOR

PRODUCTS

Biuerooth Compliance Requirements

This section summarizes the product requirements that must be met to com-

plete a B-luetooth Qualification.

The product requirements are divided into:

- Bluetooth radio link requirements

v Bluetooth protocol requirements

- Bluetooth profile requirements

- Bluetooth information requirements

6.1 BLUETOOTH RADIO LINK REQUIREMENTS

6.1.1 Requirement description

The Bluetooth radio link shall meet certain minimum requirements, which are

documented in the Test Specification. This is to establish and maintain the

Bluetooth technology as the preferred choice for wireless short-range links.

The Test Specification for the Bluetooth radio link requirements will be based

on the Bluetooth specification Part A (Radio specification).

6.1.2 Qualification

The BORE will issue a list of BQTFs that are allowed to qualify products

against the Bluetooth performance requirements.

6.2 BLUETOOTH PROTOCOL REQUIREMENTS

The implementation of the lower layers of the Bluetooth protocol stack shall

meet certain minimum requirements. which are documented in the Test Speci-

fication. In order to verify that these requirements are met, individual testing of

these protocols will be performed. The verification will be done by accessing

the upper interface of these protocois through the Bluetooth Test Control Inter-

face, TCI. How this test control interface will be used during verification is

described in the Test Specification.

The Test Specification for the Bluetooth protocol requirements will be based on

the Bluetooth specification Part B. C, D and H (Base band. Link Manager, Log-
ical Link Control and Adaptation and, if applicable. the Host Controller Inter-

face).

29 November 1999 Bluetooth license requirements for products
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6.2.1 Qualification

The BQRB will issue a list of BQTFS that are allowed to qualify products

against the Bluetooth protocol requirements.

The manufacturer is allowed to modify both the HW and SW of the product, to

make it possible to perform the protocol tests. If this is done, the manufacturer

must guarantee that an identical implementation of Bluetooth specification Part

B, C, D and H (Base band, Link Manager, Logical Link Control and Adaptation

and. if applicable. the Host Controller Interface) is used in the real product.

6.3 BLUETOOTH PROFILE REQUIREMENTS

6.3.1 Requirement description

The Bluetooth products shall meet certain minimum Bluetooth profile require-

ments which, for each profile, is defined in the Test Specification. This is to

ensure that the end user can benefit from interoperability between different

products and brands. The Test Specification for the Bluetooth profile require-

ments will be based on the Bluetooth specification Part K (Profile specifica-

tions).

The following general Bluetooth profile requirements must always be met:

- The "Generic Access" profile must be complied with.

- All implemented Bluetooth services must be described in the "lmp|ementa-
tion Conformance Statement".

All Bluetooth profiles declared in the "Implementation Conformance State-

ment" must be implemented according to each profile specification.

All mandatory features of a Bluetooth profile role shall be implemented. All

implemented optional Bluetooth features of a profile role shall be imple-

mented according to the profile specification.

If a service, for which there exists a Bluetooth profile, shall be implemented.

it must be done according to that profile. It is permitted to make improve-

ments or add features to a profile. as long as interoperability is maintained

with other products that have implemented the standard profile as described

in the previous paragraph. Improvements or new features can only be acti-

vated after proper negotiation between two Bluetooth devices.

Notification: A Fellow Adopter that wants to implement a new service, for which

there is no sufficient standardized Bluetooth profile specification available, is

allowed to do so. However. this new service must never be referred to in a way

that it could mistakenly be interpreted as being a standard Bluetooth profile and

part of the Bluetooth specification. The manufacturer must inform the

market as well as the end user in a clear and consistent way about these limita-

tions in general interoperability.

Bluetooth license requirements for products 29 November 1999
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6.3.2 Qualification

The BQRB will issue a list of BQTF that are allowed to qualify products against

the Bluetooth profile requirements.

6.4 BLUETOOTH INFORMATION REQUIREMENTS

6.4.1 Requirement description

The manufacturer shall inform the market and end users in a clear and consis-

tent way about the implemented Bluetooth capabilities.

6.4.2 Qualification

The product will be qualified against the Bluetooth information requirements.

6.5 REQUIREMENTS ON BLUETOOTH ACCESSORY

PRODUCTS

6.5.1 Definition of ‘Bluetooth accessory products’

A Bluetooth accessory product is defined as "A product marketed to the end

user, containing at least the hardware for the Bluetooth radio and baseband.

yet not being a stand-alone Bluetooth product. After being installed in a host

system, the product acts like a complete Bluetooth product." Examples of Blue-

tooth accessory products: PC-Cards, serial port dongles, USB dongles.

Bluetooth accessory products must also pass through the complete Bluetooth

qualification process. To facilitate testing, the Bluetooth accessory product and

the provided Bluetooth SW will be installed in a host device that is provided by
the manufacturer.

6.5.2 Qualification

Same as in Section 6.‘: - Section 5.4. above.

6.6 REQUIREMENTS ON BLUETOOTH COMPONENTS

6.6.1 Definition of “Bluetooth components"

A Bluetooth component is defined as “A component product designed and mar-

keted for the enabling of a complete Bluetooth product. which component prod-

uct containing at least a subset of an existing Bluetooth Profile (see Section 6.3

on page 833), yet not being able to function as a complete Bluetooth product".

For example. a Bluetooth component might be a complete module designed for

integration on a PC board, or an integrated circuit implementing all Bluetooth

baseband and protocol functions.

834 29 November 1999 Bluetooth license requirements for products
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A Bluetooth component is typically purchased and integrated by an original

equipment manufacturer (OEM) into a product designed for sale to an end
usen

A Bluetooth component manufacturer will typically obtain a limited Bluetooth

License enabling the manufacturer to identify the component's Bluetooth capa-

bilities. A component manufacturer may also wish to minimize their OEM cus-

tomers qualification testing requirements through one-time qualification testing

of a reference design based on the component. Qualifying a component is not

necessary as long as the final product is qualified. The possibility has been cre-

ated only to ease the marketing of Bluetooth components.

6.6.2 Requirement description

Bluetooth components must pass through the complete Bluetooth qualification

process in a reference design configuration documented in an application note.

Bluetooth products Incorporating a limitedly licensed Bluetooth component

must also pass through the complete Bluetooth qualification process. However.

certain tests may be waived if so indicated in the limited Bluetooth License

valid for the component.

A components limited Bluetooth License identifies specific qualification tests

that may be considered pre-qualified by an OEM manufacturer using the com-

ponent in an end-user product. Those specific qualification tests are identified

by the BQTF, which performs qualification testing of the Bluetooth component

in its reference design. BQTF identifies those tests based on the unique design

characteristics of the component in consultation with the manufacturer.

6.6.3 Qualification

A product which includes an integrated Bluetooth component must be qualified

as described in (Section 8.1 - Section 6 4 above, possibly with some of the tests

waived If so indicated in the limited Bluetooth License valid for the component.

Bluetooth license requirements for products 29 November 1999
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7 BLUETOOTH LICENSE PROVISIONS FOR EARLY

PRODUCTS

The process and conditions for qualifying early products (that may contain rea-

sonable deviations from the Bluetooth specification) will be defined and pub-
lished on the Bluetooth web site.

29 November 1999 Blueloolh license provisions for early producis
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8 BLUETOOTH BRAND LICENSE PROVISIONS FOR

SPECIAL PRODUCTS & MARKETING

This section defines the requirements for using the Bluetooth Brand elements

for special products and marketing.

8.1 BLUETOOTH DEVELOPMENT TOOLS AND DEMOS

8.1.1 Definition of ‘Bluetooth Development tools and demos’

Bluetooth Development tools and demos are products intended either for

developing commercial Bluetooth products or for demonstrating the Bluetooth

technology in a certain application. Neither one may be sold to ordinary con-
sumers.

8.1.2 Requirement description

The manufacturer andior seller of these products shall clearly inform the

targeted audiencelcustomer that the products are for development andior dem-

onstration purpose only, and that they have not been qualified to the Bluetooth

specification.

8.1.3 Qualification

Qualification testing by a BQTF is not required. Qualification is based upon the

applicant's declaration of compliance with the Specification and Brand Book.

8.2 MARKETING

The Bluetooth Brand elements may be used for general marketing and product
announcements. The rules of the Bluetooth Brand Book must be followed.

it the Bluetooth Brand is used on a give-away item, where it is not obvious to

everyone that the product doesn't contain a Bluetooth radio, then a clear dis—

claimer has to be displayed on the product (e.g. a giveaway calculator with the
Bluetooth brand must have a visible disclaimer since the idea of calculators

with in-built Bluetooth actually makes sense).

Bluetooth Brand License provisions for special products & marketlngzs November 1999
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9 RECOMMENDATIONS CONCERNING INFORMATION

ABOUT A PRODUCT’S BLUETOOTH CAPABILITIES

Biuetooth Compliance Requirements

In addition to the requirements set forth in the Brand Book. it is recommended

that at least the following pieces of infonnation are provided for the market and
the end-user:

- The Bluetooth capabilities of the product should be stated. at least in brief.

on the product box.

The user's manual (or corresponding information) should contain a section

where all the Bluetooth capabilities are described. A list of qualified standard

profiles using the profile names listed in Appendix B should be contained. If

applicable, revision numbers of the implemented profiles shall be included.

For early products a list of interoperable products instead of profiles should
be contained.

Important places for end-user information are user's manuals (user guides),
leaflets, boxes and other advertisement material.

An example of information in a user's manual can be found in Appendix A on

page 84-9.

It is important that new profiles. not sanctioned by the Bluetooth SIG. cannot be

mistaken for profiles contained in the Bluetooth specification. In case of new

profiles it is important that the manufacturer inform the market and the end user

about what other products that interoperability can be expected with.

29 November ‘I999 Recommendations concerning information

AFFLT0294066



Samsung Ex. 1419 p. 839

BLUETDOTH SPECIFICATION Version 1.0 B page 839 of 1082

Biuetooth Compiiance Requirements

10 QUALITY MANAGEMENT, CONFIGURATION

MANAGEMENT AND VERSION CONTROL

Each manufacturer is responsible for keeping a high quality level when mass-

producing an approved product. Products that are put on the market shall meet

the requirements for which the product has been qualified.

A Bluetooth Qualification covers specific product hardware and software ver-

sions. The products manufacturer is responsible for ensuring that all produc-

tion units perform identically to the qualified version. by maintaining appropriate

quality management and configuration management programs.

Major hardware or software modifications related to the Bluetooth part of a

qualified product, shall be documented and submitted to the BOB for review.

Based on the manufacturers representations, the BQB may certify that the

product requires no further testing and allow the license to be updated to

include the new version. In other cases. the BOB may identify a limited subset

of tests that must be performed by a BQTF to qualify the new version.

Addition of Bluetooth capabilities requires a new qualification of the product.

Quality management, configuration management and version control.'29 November 1999
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11 APPENDIX A - EXAMPLE OF A "BLUETOOTH

CAPABILITY STATEMENT"

This is an example of a Bluetooth Capability Statement in a User's Manual.

Bluetooth Capability Statement

This product is manufactured to meet the Bluetooth

Specification 1.0. The following Bluetooth functions are supported:

- Service Discovery

- Cordless Telephony

- Local Telephony

- Headset

The profiles normally use roles. In most cases it is obvious which role a certain

product has implemented. Where doubt or misunderstanding could arise. the

implemented role shall be explicitly stated after the profile name.

29 November 1999 Appendix A — Example of a ”B|uetooiJ1
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12 APPENDIX B - MARKETING NAMES OF

BLU ETOOTH PROFILES

Bluetooth.

Bluetooth uses profiles to ensure interoperability between products and

brands. The profile specifications are technical documents. In the marketing

communication it is strongly recommended to use the names listed in Taste
‘i2.‘:.

Profile name Marketing name Comments

Generic Access

Service Discovery

Cordless Telephony

Intercom

Headset

Speaker phone

Dial-up networking

Fax

LAN Access

Conferencing

Serial port

Generic Object Exchange

Object Push

File Transfer and Browsing

Synchronization

Generic Access

Service Discovery

Cordless Telephony

Local Telephony

Headset

Speakerphone

Modem

Fax

Network access point

Conferencing

Serial port

Object Exchange

Object push

Data sharing

Synchronization

Mandatory

Tabte 12.1: Marketing names for Biuetooth profiles

Appendix B - Marketing names at Bluelooth profi|es29 November 1999
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1 INTRODUCTION

1.1 TERMS USED

IUT = Implementation Under Test: An implementation of one or more 08! pro-

tocols in an adjacent usertprovider relationship. being that part of a real open

system which is to be studied by testing.

This term will be used when describing the test concept for Bluetooth acces-

sory products and Bluetooth components. The definition of Bluetooth acces-

sory products and Bluetooth components can be found in Part 2‘ Section

53.5.1 or: page 83:: and in !:2 I Eiection 6.6.‘? on page 8134.

SUT = System Under Test: The real open system in which the IUT resides.

This term will be used when describing the test concept for Bluetooth products.

TCI = Test Control Interface: The interface and protocol used by the tester to

send and receive commands and messages to and from the upper interface of
the SUTIIUT.

1.2 THE NEEDS FOR A UNIFIED TEST INTERFACE

For all Bluetooth accessory products, Bluetooth components and Bluetooth

products. protocol testing will be used to verify the implemented functionality in

the lowest layers; i.e. conformance testing.

For this type of testing. an upper tester (UT) will be required to completely test
the implementation.

In order to shield the tester from having to adopt to each and every implemen-

tation of lUTs or SUTs, the use of a standardized control interface is mandated.

This concept puts some extra burden upon the manufacturer of the IUTISUT.
The manufacturer must:

- adopt the implementation-dependent interface to the TCI

- supply, with the IUT. the adapter needed (can be HW. SW or FW)

Introduction 29 November 1999
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1.3 USAGE OF THE INTERFACE

The Bluetooth Test Control Interface, TCI, will be used when verifying the Blue-

tooth protocol requirements for a Bluetooth accessory product, Bluetooth com-

ponent or a Bluetooth product. More specifically, the TCI will be used when

verifying implemented functionality of the:

- Baseband layer. BB (the protoco|—re|ated part)

- Link Manager Protocol, LMP

- Logical Link Control and Adaptation Protocol, LIZCAF’

and, if support of the HCI is claimed by the manufacturer:

- Host Control Interface, HCI

29 November 1999 Introduction
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2 GENERAL DESCRIPTION

The interface used between the tester and the SUTIIUT will be either of two

types:

1. TCI-HCI

This interface is semantically and syntactically Identical to the HCI interface

described in "Part let. 1'' cat page St "2.

2. TCl-LZCAP

This interface is based on the HCI interface. and will be used during verifica-

tion of the L2CAF' layer of the SUTIIUT.

The proposed physical bearer is one of the transport layers specified for the

HCl: USB. RS232 or UART, see "‘F*s-rt i~-ir2” on page YES, “Par; t-t:3“ an

page ??:'S or "Part i-<2:<=t~" on page 1%. However, alternatives do exist. More

details will be given in the following sections.

2.1 BASEBAND AND LINK MANAGEMENT VERIFICATION

For the verification of the link control part of the Baseband layer and for the

Link Manager layer, the TCI-HCI interface will be used as the interface

between the test system and the upper interface of the SUTIIUT. The test sys-

tem accesses the upper interface of the SUTIIUT by sending HCI commands

and receiving HCI events from the SUTIIUT as described in the “Host {3=entrc§~

ter interface 3?5=.mctieeaE -‘$pet:sttcatacn“ en page 5.1.3. The supported functionality

on the TCI-HCI interface depends on the implemented functionality of the BB

and LM layers.

The transport bearer used between the tester and the SUTIIUT can be of either

of two types:

1. A physical bearer of one of the types USB. RS232 or UART. as defined in

Part i-‘tr.’-2, ‘Part H3 or Part H24. It is recommended to use one of these three

physical bearers as transport bearer between the SUTIIUT and the test sys-
tem.

. A ‘software’ transfer bearer; i.e. there is no physical connection between the
tester and the SUTIIUT. In this case, the manufacturer of the SUTKIUT must

supply. when sending in the device for testing, a test software that can be

operated by a test operator. The operator will receive instructions from the

tester and will execute them on the SUTIIUT. The software must support the

same functionality as if using the TCI-HCI with a physical bearer. Use of the

‘software’ interface must be agreed upon between the manufacturer of the

SUTJIUT and the test facility that will perform the verification. The test facili-

ties can themselves specify requirements placed on such an interface.

A schematic example is shown in F=‘ig=..=re 2.? of a possible test configuration for

BB and LM verification of Bluetooth products which do not support HCI, and

which use a physical transport bearer for the TCI-HCI interface. In this figure.

General Descwiplion 29 November 1999
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the TC (Test Control) Software represents what the manufacturer has to supply

with the SUTHUT when sending it in for verification. The functionality of the TC

software is to adapt the implementation-dependent interface to the TCI-HCI
interface.

BLUETOOTH SPECIFICATION Version 1.0 B

Test Control interface

HCI Driver

Physical Bus

Test Suite

Executor

Air

Interface

Figure 2. 1: Base-band and LM verification without HCI — physics.‘ transport bearer

Figure 2.2 shows a schematic example of the test configuration for the same

Bluetooth product using a 'software‘ transfer bearer for the TCI-HCI interface-

Here, the role of the TC Software is to represent the application that can be

controlled by the test operator.

29 November 1999 General Description
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Test Controt interfaoe

Test

Operator
Interface with

MMI

|_E_=secLfle.Cm.11mat-d. _ _ITest

Application ._ I_ Report Evefi _

Test Suite

_ Executor
Air

Interface

Figure 2.2.‘ Baseband and LM verification without HCI — software transport bearer

2.2 HCI VERIFICATION

The TC|—HCl interface may also be used for HCI signalling verification. The

HCI signalling wiil only be verified if support of the HCI functionality is ciairned

by the manufacturer.

The transport bearer between the tester and the SUTIIUT shall be one of the

types USB, RS232. or UART. as defined in Part i~—::2‘, Par: i-1:3 or Part Hit.
A

A schematic example is shown in ifiiggure 4.3 of one possible test configuration

for HCI verification of Bluetooth products, using a physical transport bearer for

the TCI-HCI Interface. As can be seen from the figure, no extra test control

software is needed. Instead. the implemented HCI will be used as the interface
to the tester.

General Description 29 November 1999
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Physical Bus
USBRS232 or UART

' Physical Bus

HCI Driver

Test Suite

Executor

Figure 2.3; HCi verification

2.3 LZCAP VERIFICATION

The TCl-LZCAP interface is based on the HCl and will be used during verifica-

tion of the L2CAP layer of the SUTIIUT. It uses the general event and com-

mand syntax as specified in Part i--i."l, and the mapping to transport layers is

also identical to the ones defined in Fart i-l;2, inert H:?: or Part H:»=§. Commands

and events are defined according to the specified L2CAP service interface.

See Part D I 53 ctiorr '3’ an page 2%.

The defined service primitives in the Logical Link and Control Layer specifica-

tion, Pat": {J I Sectaeri ‘Z on page 235. will be used as reference. However. the

primitives for LZCAP events and commands must be converted into messages

of the same format as used for the HCI events and commands. The mapping of
the LZCAP events and commands to HCI format is described in Se-ction 4 of

this document.

A schematic example is shown in $4'ig;L:ra 2.4. of how the test configuration can

look for LZCAP verification of Bluetooth products, using a physical transport

bearer for the TCI-LZCAP interface. In this figure, the TC (Test Control) Soft-

ware represents what the manufacturer has to supply with the SUTIIUT when

sending it in for verification. The functionality of the TC software is to adapt the

imp|ementation—dependent interface to the TCl-L2CAP interface.

29 November 1999 General Description

AFFLT0294080



Samsung Ex. 1419 p. 853

BLUETOOTH SPECIFICATION Version 1.0 B page 853 of 1082

Test Contrai interface

TCI—L2CAP

Firmware

Adapter Physical Bus

Figure 2.4.’ LECAP verification

Air

Interface

Bluetouth-

TCI-L2CAF'

Driver

Physical Bus

Test Suite

Executor
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3 TEST CONFIGURATIONS

This section describes the test configurations that will be used when verifying

the different Biuetooth requirements.

3.1 BLUETOOTH RF LINK REQUIREMENTS

For the verification of the Bluetooth RF Link requirements, the defined test

mode will be used, see “Part I:'‘:’' on page SEES.

The Test Specification for the Bluetooth radio link requirements will be based

on the Bluetooth specification Parts A and B, and will contain the reievant test
instructions that Should be carried out on the SUTIIUT.

3.1.1 Required |nterface(s)

For this type of verification. only the air interface is required. See Fiigure

As stated in Pam 3:1 3‘ Section -1.2 on page SE}-7, for security reasons. the test

mode must be locally enabled. The implementation of this local enabling is not

subject to standardization.

Local activationfenabling

Used for test mode

signalling

Air

Interlface

Figure 3. 1: Test Configuration for RF rink requirement verification

3.2 BLUETOOTH PROTOCOL REQUIREMENTS

Dependent on which Biuetooth layers BB. LM, HCI or LZCAP are implemented

in the product sent in for verification. the amount of testing needed to verify the

Bluetooth protocol requirements will differ. Also, the TCI used during the verifi-

cation may be different.

29 November 1999 Test Configurations
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The Test Specification for the Bluetooth protocol requirements will be based on

the Bluetooth specification Part A to Part D and Part H, if applicable, and will
contain the relevant test instructions that should be carried out on the SUTIIUT.

3.2.1 Required lnterface(s)

For this type of verification, both the air interface of the SUTIIUT and the test

control interface are required. The latter will be one of the types described in
section 2.

3.3 BLUETOOTH PROFILE REQUIREMENTS

For each profile the Bluetooth product claims to conform to, profile testing will

be performed to verify the Bluetooth profile requirements in order to ensure

interoperability between products; i.e. interoperability testing.

The Test Specification for the Bluetooth profile requirements will be based on

the Bluetooth specification Part K Volume 2, and will contain the relevant test
instructions that should be carried out on the SUT.

3.3.1 Required lnterface(s)

For this type of verification. both the air interface of the SUT and the supported

MMI, as described in the profile. will be used during verification. see t-Tigure 3.2.

Test Operator:
Executes commands on
SUT and feedbacks . . .~

results to test system T631; Qperaggr
' Interface

with MM! Application

Application

Bluetooth
Protocol Stack

Figure 3.2: Test Configuration for Profiie requirement verification

Test Configurations 29 November 1999
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4 TCI-L2CAP SPECIFICATION

Note: This specification maps the L2CAP service interface to an appropriate

TCI. This section is based on the 0.95!) version of the LZCAP specification.

4.1 EVENTS

In the L2CAP service interface, indications are mapped to callback functions-

The corresponding response parameters are submitted in the return parameter

of these functions. For the TCI, the indications are mapped to events and the

responses to commands.

A single event code is reserved for testing purposes: OXFE. To distinguish the

L2CAP events. a parameter 'Event_lD' is submitted as first parameter. This

parameter is a single octet, resulting in 256 possible events. The assignment is

given in Tabie 4.1.

Event_ID L2CAP event

0x00 Reserved

Ox-31 L2CA_Connecl| nd

0x02 L2CA_Conflg Ind

0x03 L2CA_Discon necllnd

0x04 L2CA_QoSViolationlnd

0x05 — UXFF Reserved

Table 4. 1: Assignment of event I135

The events in this test interface follow the HCI syntax as defined in Fair: 5-I11 I

Sestieri t3.t$.2 ea page 535.

4.1.1 Connect Indication

Event Code Event Parameters
L2CA_Connectlnd Evenl_|D. BD_ADDR, CID. PSM. identifier

For more details and the event parameter, see Part D I Sectior: ?.1 on page
295.

29 November 1999 TCI-LZGAP Specification
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4.1.2 Configuration Indication

Event Event Code Event Parameters

L2CA_Config1nd 0xFE Event_|D. CID, OutMTU, InFlow. F|ushTO

For more details and the event parameter. see Star‘: E) 1 Section '?.i on page 2953.

4.1.3 Disconnect Indication

Event Code Event Parameters

L2CA_Disconnect|nd Event_|D, CID

For more details and the event parameter, see Pan E? I ffieetion E1‘; on page 295.

4.1.4 Violation Indication

Event Event Code Event Parameters

L2CA_QoS\fio|ationind UXFE Event__lD. BDWAD DR

If‘ .-. ».

For more details and the event parameter, see Part E} I ..~m-.,t':an 7.‘: on page

4.2 COMMANDS

The commands in this test interface follow the HCI syntax as defined in Part

1*-M {Section 4.6M on page 53.2. The return parameters are sent back using a

Command Complete event, see Part Hit J'Seci.ecn 5.2.14 on gage ‘£23 and

Part 4:? {Samara »1.a‘.i.‘i on page 532.

To distinguish the commands used for L2CAP testing from HCI commands, a

single subgroup is reserved for the L2CAP test interface. Figure 4.1 shows how

to code and decode the Opcode field in the HCI command packet used for

testing.

LSB MSB

0 4 B 12 1

IIIIIIIIIIIIII
DXDOD1 - DXDSFF 0x3E

OCF range for testing purposes Subgroup for testing

OpCode field in H01 command packet

Figure 4.1: H03 Opcode field values used for resting

TCI-LBCAP Specification 29 November 1999
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The assignment of the OpCode Command Fieid, OCF, for the LZCAP com-

mands is summarized in "fatuie 4.2. It is also detailed following the table, in a

format similar to the HCI specification, see I-12?" can saga 51?’.

LZCAP command

OXOUUCI Reserved

UXOUO1 L2CA_ConneclReq

0x00D2 L2CA_DI'sconnectReq

UXOOU3 L2CA_ConfigReq

OXOOD4 L2CA_Disab|eC LT

0x00D5 L2CA_EnabIeCLT

OXOOOB L2CA_GroupCreate

0x000? L2CA_GroupC|ose

0x0008 L2CA_Grou pAdd Member

OXOUUQ L2CA_GroupRemoveMember

Ox-SODA L2CA_GroupMemebership

OXUUUB L2CA_WriteDala

DXOOUC L2CA_ReadData

OXOUUD L2CA_Ping

UXUUUE L2CA_Get|nfo

UXOOUF Reserved

0x0010 Reserved

UXOUI1 L2CA_ConnectRsp

Ox0O12 Reserved

UXU013 L2CA_ConfigRsp

UXU014 — Ux03FF Reserved

Table 4.2: Assignment of Opcode Command Field values

4.2.1 Connection Establishment

ECommand Parameters Return Parameters
L2CA_ConnectReq PSM. BD_ADDR LCID. Result. Status

29 November 1999 TCI-LEGAP Specification
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Description:

Requests the creation of a channel representing a logical connection to a phys-

ical address (for more details and inputioutput parameter definition see Part D!

Section 75.2 2963).

4.2.2 Connect Response

0 Command Parameters Return ParametersCF

L2CA_ConnectRsp lJx0011 BD_ADDR. Identifier, Result
LCID. Response. Status

Description:

Issues a response to a connection request event indication (for more details

and inputfoutput parameters definition see Rad I Sectien E3 or pagge ié‘E%?.3)

4.2.3 Connection Release (Disconnect)

Command Parameters Return Parameters

L2CA_DisoonnectReq

Description:

Requests the disconnection of the channel. Input parameter is the CED repre-

senting the local channel endpoint (for more details and inputloutput parameter

definition see Part {E I Section ?.8 on page 362).

4.2.4 Configuration

awRetumvarameters
L2CA_ConfigReq UXOU03 CID. |nMTU. 0utF|ow. Result. |r1MTU. Out-

F|ushTO. Linl<TO Flow, F|ushTO

Description:

Requests the initial or new configuration of a channel to a new set of channel

parameters (for more details and inputioutput parameter definition see Part D!

Zia-zztiaan ?'.4 on page 29%).

TCI-L2CAP Specification 29 November 1999
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4.2.5 Configure Response

Command Parameters Return Parameters

CID. OLHMTU. |nF|ow Result

Command

L2CA_Config Rsp

Description:

Issues a response to a configuration request event indication (for more details

and inputfoutput parameter definition see Part E) I £3e:.-tion ?.5 on page ram).

4.2.6 Disable Connectionless Traffic

Command Command Parameters Return Parameters

L2CA_DisableCLT N. List of PSMS Result

Description:

For details and inputioutput parameter definition see Part E} I Section 7 ‘if: on

page 311.

4.2.7 Enable Connectionless Traffic

Command Command Parameters Return Parameters

L2CA_EnableCLT N. List of PSMs Result

Description:

For details and inputfoutput parameter definition see .P*ar? D I Section "F. E ?’ on

page 312.

4.2.8 Group Create

Command Parameters Return Parameters

L2CA_GroupCreale Dx0006 PSM CID

29 November 1999 TCI-LZGAP Specification
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Description:

Request the creation of a channel identifier to represent a iogical connection to

multiple devices. On creation, the group is empty (for more details and input!

output parameter definition see Part D 1 Section ?.9 on page i3s€Z=:“;).

4.2.9 Group Close

Command Parameters Return Parameters

L2CA_GroupCiose

Description:

This command closes down a Group (for more details and inputioutput param-

eter definition see Part 3 I .‘3"==.=3s§.ion fit; on 3%).

4.2.10 Group Add Member

OCF Command Parameters Return Parameters

L2CA_GroupAddMember uxoooa CID, BD_ADDR  

Description:

This command adds a member to the group (for more details and input/output

parameter definition see Part D I Sectiori 7531 or page 3:36).

TCI-LBCAP Specification 29 November 1999
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4.2.11 Group Remove Member

Command Command Parameters Return Parameters

L2CA_GroupRemoveMember UXUUU9 C|D.BD_ADDR ‘Result

Description:

Remove a member from the group (for more details and inputloutput parame-

ter definition see Part E} I Semen ?.‘i2»T. on page 30?).

4.2.12 Group Membership

Command Command Parameters Return Parameters

L2C'.A_GroupMembership CID Result, N.
BD_ADDR_Lst

Description:

Get report of the members of the group (for more details and inputioutput

parameter definition see Far: 8! Sfieotéon ?.13 page 308).

4.2.13 Ping

Command Parameters Return Parameters

BD__ADDFI'.. ECHO_DATA Result. ECHO_DATA

Description:

For more details and inputioutput parameter definition see .33‘arl D I Section

7.1'€ on page 309.

29 November 1999 TCI-LZGAP Specification
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4.2.1 4 Get Info

Command Command Parameters Return Parameters

L2CA_GetInfo BD_ADDR. |nfoType Result. lnfoData

Description:

For more details and input/output parameter definition see $3art Di Se.r.‘.sion

Yr’. 1 5 on page 310.

4.3 DATA TRANSFER

Data transfer is modelled with read and write functions. Handling is like an
L2CAP command.

To be able to send the amount of data that is needed to verify how the LZCAP

implementation handles large chunks of data (i.e. segmentation and reassem-

bly), and since it is not possible to use HCI Command packets as well as HCI

Event packets to send the data, the use of HCI ACL Data packets will be used.

The procedurefsignalling used on the TCI-LECAP interface to transfer data

packets will be described with MSCs.

4.3.1 Write

L2CA_WriteDala UXDOOB CID. Length. OutBuffer Size. Result

Description:

Parameters are the CID, the length of the data and the data itself. The data will

be sent in a HCI ACL data packets as described in Figure 4.5-3. For more details

and inputfoutput parameter definition see Part D X Secaéen 37.?‘ en page 393.

TCI-LBCAP Specification 29 November 1999
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Taster

L2CA_Wn'teDataiG|Ei. Lenglhi HQ 6 d P am
Dl'T'||T'|BH B

I with CID and Length as para:rr1eters

L2C A_Dala{Ou1Bu Her]
. ‘Em Data Packet
‘ wil h Length as Data Total Lengthand Uulflufler as Data

L2“-W"leDamSizE' Te5"_m _' HCI Command Curnplate Eventwith Size and Result as R-eturn__ParameteIs

Figure 4.2.’ MSG showing how to write data to .L2CAP

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The Tester will use Connection Handle UXOOO1

for the data and will set the Flags-field to 0x02. The Data Total Length field will

contain the length of the OutBuffer.

After the lUT has received the data, it shall send back an HCI Command Com-

plete Event (named L2CAP_WriteData in the figure) with the N parameter set

to 0x01. the OpCode parameter set to the corresponding OCF and subgroup

(that is OCF = OXDDDB and the subgroup = 0x3E). The Size and Result are

sent in the Return_Parameters field of the HCI ACL Data packet.

4.3.2 Read

0 Command Parameters Return ParametersCF

L2CA_ReadData oxouoc CID, Length, inBuffer

Description:

Input parameter is the CID. length and the |nBuffer. Output parameters are the

result. The data will be sent in HCI ACL data packets as described in §7EQure

4.3. For more details and inputfoutput parameter definition see Part D 2‘ Seati-an

?.8 or: page 304).
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Bluetooth-
Test Controt triterfaoe

TE!‘-_5l$l'

HCI Command Packet

with CID and Length as parameters

L2CA_ReadDalal ClD_Lengi hl

"2°A—Da“"l'"B”fi°'l ' ‘HCI ACL Dara Packet
I ' with Length as Data Total Length

l and lnfiufier as DateI

L2CA__RaadData{Resu|t} -I ‘HCI CommfdComma” Eur
wilh Result as Return_Peremeters

Figure 4.3.’ M50 showing how to read data from LECAP

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The IUT shall use Connection Handle OXODO1

for the data and shall set the Flags-field to 03:02. The Data Total Length field

shall contain the length of the |nBuffer.

After the IUT has sent the data. it shall send back an HCI Command Complete

Event (named L2CAP_ReadData in the figure) with the N parameter set to

0x01. the OpCode parameter set to the corresponding OCF and subgroup (that

is OCF = OXOOOC and the subgroup = 0x3E). The Size and Result are sent in

the Return_Parameters field of the HCI ACL Data packet.

TCI-LBCAP Specification 29 November 1999
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Test Control Interface

5 ABBREVIATIONS

Basefland (see LC)

Firmware

Host Controller Interface

Hardware

implementation Under Test

Logical Link Control And Management part of the Bluetcoth protocol
stack

Logical Link Control And Management Protocol

Link Controller (or baseband) part of the Biuetooth protocol stack

Link Control Protocol

Link Manager part of the Bluetooth Protocol Slack

Link Management Protocol

Man-Machine Interface

Opcode Command Field

Radio part of the Bluetooth protocol stack

System Under Test

Software

Test Control layer for the test interface

Test Control Interface

Universal Asynchronous receiver Transmitter

Universal Serial Bus

Upper Tester

29 November 1999 Abbreviations
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Revision History

Part A I Radio Specification

Rev Date comments

System ambient temperature range

Power control step size

Transmit Spectrum mask

Frequency drift in a packet

New paragraph "Receiver susceptibility to frequency drift"

Adjacent interference levels

Measurement frequency for intermodulaticn test
Maximum useable level defined

New paragraph "Reference Interference-Signal Definition“

I Apr“ Eye-diagram added
30th Out-of band blocking included
1999 RSSI included

July Appendix A and B added. (extreme conditions definition and test condi-
szh tions)

1999 Tolerances of the Eye-diagram added'1"‘—'

Dec Revised from a linguistic point of view.

1.DB 151 Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.

1.0
draft

Part B i Baseband Specification

Minor changes in chapter 1-9.

"Link Monitoring" chapter removed (chapter 12 in v0.6}.

Most parts of chapter 10 - 14 re-written.

Some editorial changes in chapter 1-13.

Chapter 14 revised and partly re-written.

Please see revision bars in document.

Revised from a linguistic point of view.

Errata items previously published on the web has been Included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part C it Link Manager Protocol

EEE address =» BD_ADDR (or BD address)

M_ADDR =9 Alvl_ADDR

response nbr =s PM_ADDR
Added section 31.4

Added section 3.4 "Change the current link key"

Changed section 3.5 "Encryption". Added negotiation for encryption mode
and encryption key size.
3.14 "Sniff mode“. Removed author's note in italic. It is now decided how to
determine the tirst sniff slot.

3.15 "Park mode". This section is totally changed.

3.18 "Quality of Service". Added a parameter NBC in one of the LMP mes-
sages.
3.19 "SCO links". Removed author's note in italic. It is now decided how to
determine the tirst SCO slot.

Added section 4 "Connection establishment"

5.1 "Description of parameters" The length, type and unit of many parame-
ters changed. Especially. all time-parameters are now measured in slots.
Added section 6 ‘Test modes"

general: Changed "PDU nbr" to OpCode throughout the document. Two
errors found in 0.80 were corrected. Tab|e5.1: It says that the length of
LMP_SCO_iink_req is 7. This should be 8. Table 5.2: It says that the length
of ho|d_time is 1. This should be 2.

2. Added transactlonlfl in hit!) of the byte in the payload where we have the
Opcode.

3.1 Removed LMP_acoeptedinot_accepted after receiving LMP_sres (3.1).

3.1.2 Removed the last sentence ''It the claimant is O initiate pairing, see
3.2.1"

3.2 Major change since the initiator of the pairing procedure does not have
to be the master.

3.2.3 Minor clarification.

3.3 Clearified that if the unit key is changed. the units must go through the
initialisation procedure in order to change the link key.

3.5.3 Modified the calculation of Kc according to changes in chapter 14 of
the Baseband Specification.

3.10 Switch can now be done anytime during the connection and it can be
initiated by both master and slave.

3.15 Clearilied that the broadcast scan window is only valid for the current
beacon.

3.19.5 Added description that the PDU includes a reason parameter with
information about why the SCO link is removed.

3.21 This section was removed. Instead error handling is described in a
separate chapter (CH. 7}

4. Added LMP_host_oonnection_req and removed the LMP_acoepted or
LlvlF’_not__accepted that the slave sends after the paging procedure.

5.1 Added reason "invalid parameters"

6. Added sequences. The slave can return LMP_not_accepted if not
allowed to enter test or if not in test mode. Changed Opcodes for the two
test mode PDU

29 November 1999
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Name request procedure: Coding of the characters was changed from
ASCII to UTF-8. The length of the name parameter was increased from 1 6
bytes to 248 bytes.

The detach reason and the reason parameter were merged into one
parameter {reason}. The coding of this parameter was changed and is now
the same as in HCI.

Sniff procedure: Sniff interval and snifi offset parameters were changed
from one byte to two bytes. Two parameters, sniff ofiset and shift timeout,
were also added.

The PDU LMP_slot_ofl'set was added.

The PDU LMP_page_mode_req was added.

The PDU LMP_page_scan_mode_req was added.

Caption text was added to all figures. tables and sequences where such
text was missing.

A maximum reply time was defined for response messages in LMP proce-
dures.

The pairing procedure was modified to allow a claimantwith fixed PIN to
request to become verifier.

Changed some parameters in LMP_test_contro| to match the latest revi-
sion of "Bluetooth test modes“.

The PDU LMP_supervision__timeout was added.

The parameter user data rate was removed from the PDU LMP_SCO_link
request.

The length of the parameters Compld and SubVersNr included in the PDU
LMP_version_reqi'res was increased to two bytes.

Some editorial changes and clarifications were made here and there.

Added figure 3 explaining sequence diagram conventions (Section 3).

Modified procedure to negotiate encryption key size to match changes in
the Baseband specification (Section 3.6.2).

Added further description about the parameters in the version request
{Section 3.10).

Clearified name request procedure and changed parameter name from
“name" to "name fragment" (Section 3.13].

Added description that test mode can also be ended by sending
LMP_gtesLcontro| (Section 6.1).
Some ed itorial comments.

Decoupled RSSI and power control In the features parameter. Changed
parameter "TED" to "for future use”.
Rewrote Section 3.20.

Correction of Table 5.3:

Byte 1iBit 1 "and power control" deleted
Byte 2iBit 2 "power control" added

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part D

Logical Link Control and Adaptation Protocol Specification

Changes include the addition of an operational overview section, increas-
ing CID lengths to 16 bits and removing the source CID from normal data
flow. Moved all connection. termination. and configuration commands to a
separate "CID". Changed the name of the "Connection lD" to the "Channel
ID".

Added the state machine

Re-defined the timers to more clearly indicate their responsibilities. New
Flags field in Configuration Request packet defined.
Several minor editorial corrections.

Replaced all references to "termination" with "disconnection". KTX timer
removed - link loss results in channel loss. OSI naming terms applied to
state machine. State machine table revised to remove superfluous states.
Added some message sequence charts for clarification. Service interface
defined in more detail and no longer specified as a guideline - this interface
still needs work to complete.

Service interface revised corrections to state machine added. and security
key management removed from service interface.

Editorial cleanup of various sections with the majority of the edits being in
the state machine and service interface.

Added L2CA_Response service primitives. Clean up of state machined.
closed outstanding issues dealing with MTU.

Implements major editorial changes to the configuration process [section
6.3). replacing SClD and DCID with RCID and LCID. removal offlush slg~
nalllng PDU. and editorial comments from reviewers.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part E I Service Discovery Protocol (SDP)

Removed the lcon‘l0 attribute and the icon data element type. Re-
assigned the |oonURL attribute ID to be UXUUUC. Updated Example 3.
Removed "notes to reviewers". Removed the list of TBD items, since it is

empty.

A few corrections to example 3. Modified the BIuetoothProfileList attribute
to become the BluetoothProfl|eDescrlptorList attribute, which contains a
version numberfor each profile as well as the protile's UUID

Added a description of the protocol version number included in the Blue-
toothProfileDescriptorList attribute. No change to the ‘phonebook' and ‘cal-
endar’ data store indicators as the values in example 3 already match those
of the synchronization profile. Replaced the browse hierarchy diagram in
2.8.1 because the previous version triggered a bug in MS-Word.

Revised from a linguistic point of view.

Errata items previously published on the web has been Included.
These corrections and clarifications are marked with correction bars.

Comments

Table 2.1 corrected.

Revised section 2.3.

Revised chapter 3.
Revised section 5.2, 5.3.

Clarifications added to Figure 5.1.

Changed title and contents of section 5.4 (old section 5.4 not needed any
more).
Text removed from section 5.5 and 5.6.

Added text on Service Discovery in section ?.3.

Lots of editorial changes and clarifitions.

Added statement on baud rate settings vs. RFCOMM throughput in chapter
2

Removed section ?.2 on flow control (information duplicated in T8 07.10).

Added DLC parameter negotiation command support (section 4.3. 5.7)

Added clarifications on session closure handling in section 5.2.

Major update regarding SDP; section 7.2.

Added section 7.3 on lower layer dependencies.

Editorial changes and clarifications in chapters 5 and 7.

Removed sections implying possibility to have more than one RFCOMM
entity in a device.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part F:2 I lrDA Interoperability

Many linguistical changes made. Bluetooth OBEX related specifications
chapter added, Separate Application profile chapters gathered Into one
chapter. OBB< operation requirements moved into the profile specifica-
tions. Refers to COMM-ports removed.

Service Records moved into the profile specifications, and added clarifica-
tion for the use of connection-oriented OBEX

Changed reference to new version of |rOBE>( specification. corrected
wrong TCP port number. reference list updated

Updated Chapter 3.2

Revised from a linguistic point ofview.

Part F:3 I Telephony Control Specification (TCS)

Rev Date Comments

July - Version for 1.0 Release, only editorial changes since 0.9
5th
1999

1 .0
draft

Dec Revised from a linguistic point of vrew.
1st Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.

Figure A and Figure B in Appendix are replaced.

Part F:4

Interoperability Requirements for Bluetooth as a WAP Bearer

29 November 1999
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Part H:1

Bluetooth Host Controller Interface Functional Specification

Flow control for data changed.

Format of HCl Data Packet header changed.

Command Pending Event replaced by Command Status Event and func-
tionality regarding which event should be returned when a command
involving LMP actions can not start to execute due to an error changed.
Some commands and events have been renamed.

Changed parameters. descriptions and functionality for many commands
and events.

Many new commands have been added.

HCI_Store__Clocl<_0ffset command has been removed. This information is
now provided at connection set up or name request as a parameter
together with other new baseband related parameters.
Some new events have been added.

Descriptions of error codes added.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

I
Comments

Jan Added info about 64 byte isochronous endpoints.

Added a section detailing one of the mail messages - that discussed how
SCO traffic would travel across the interface

i April Updated revision it 8. HCI Header sizes

I.

Updated endpoint information. interface information relating to isoch, and
Device Firmware Upgrade Requirements

Tidied up table describing interfaceiendpointialtemate setting information

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part H:3 i HCI RS232 Transport Layer

Assumption about error free link has been removed.

A simple error recovery. negotiation scheme and a resynchronisationierror
indication scheme using RTSICTS were added as proposed by IBM.
New document outline.

Added synchronisation using delimiters with CUBS.

Added a support for CCITT-CRC.

Available Baud Rate Changed.

Only 8 bit data length is valid.

HCI Event packet type is added.

Available error type has been modified.

Editorial changes.

Assumption about error free link has been removed.

A simple error recovery. negotiation scheme and a resynchronisationierror
indication scheme using RTSICTS were added .
New document outline.

Added synchronisation using delimiters with COBS.

Added a support for CCITT-CRC

Available Baud Rate Changed.

Only 8 bit data length is valid.

HCI Event packet type is added.

Available error type has been modified.

Editorial changes.

Revised from a linguistic point of view.

Part H:4

HCI UART Transport Layer

Comments

was not a part of 0.8

First revision. Based on HCI RS232 Transport Layer 0.80.

Added Default Settings. HW flow control and Error Recovery.

Improved description of RTSICTS

Changed HCI packet indicatorfor HCI event packet

No changes since 0.9

Revised from a linguistic point of view.

29 November 1999
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Part l:1 iTest Mode

Transmitter Test: added pseudorandom bit sequence

Corresponding changes for LMP messages

Editorial Changes:
Explanatory paragraph and figure added to the test packet format of the
transmitter test

Proposal 01 a loopback alternative that has less demanding time con-
straints.

Reduced Hopping Sequence added

Modificationiclearificatlon of TX packet format

Editorial changes

Statement in introduction that test mode may be used also for regulatory
approval.

Description of delayed loopback added

proposed timing for reduced hopping scheme from Ericsson

timing for reduced hopping scheme refined

Loopback: transmission of NULL packet on failed HEC is not mandatory.

Added AUX1 packet explicitely to Figure 3
Included AUX1 to Table 3

Mentioned delayed Ioopback in first paragraph of Section 2.2
Features request command is allowed. while in test mode.

Added codes for LMP packets according to LMP V0.9 review document
Changed maximum packet length in Table 3

FH timing: clearify that clock oi tester is used

editorial changes

Clearifications about Whitening for both TX and Loopback mode
Clearification that RX and TX in the control command refer to the DUT.

Cleariiication in Table 3: For ACL packets a maximum length is given, for
HV3 the exact length is given.

Editorial Changes

Description over use of whitening in transmitter test mode.
Added an exit command in the test mode control.

Editorial changes to whitening in transmitter test.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

The text in Section 6.6.1 "Definition of Bluetooth components" first para-
graph has been revised.

Revised from a linguistic point of view.

29 November 1999
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Part I:3 Test Control Interface

Revised from a linguistic point of view.

Appendix IV i Sample Data

Comments

Revised from a linguistic point of view.

Appendix Vi Bluetooth Audio

Date

Dec
1 st
1999

Rev comments

Revised from a linguistic point of view.
1.0B

Appendix VI I Baseband Timers

Comments

Revised from a linguistic point ofview.

Errata items previously published on the Web has been included.
These corrections and clarifications are marked with correction bars.

Rev

1 DB

Appendix VII {Optional Paging Scheme

Renamed some of the service class mnernonics. Added a bit to indicate if a

node is in Limited Discoverable Mode {useful in a reply to GIAC}.

Updated after review. Added the IAC LAP codes.

Minor editorai and clarifications. including section “Universally Unique Iden-
tlfler {UUID} short forms".

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November ‘T999
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Appendix lXi Message Sequence Charts

Command and Parameter updated; Chapter 7 added: Local- and Remote
Hold-Mode removed: Chapter 8 clarified: No HC'.I-Num-Completed-Paolo
etc-Event in ACL- and SCO-Connection creation: LMP~feature-reqi-rec
added in ACL-Connection-Setup; LMP-feature-reqi-res removed in SCO-
Connection-Setup

MSG "onetime-inquiry” and “Penodic-Inquiry" clarified with additional ID-
Packet‘.

MSC "Local Loopback-Mode“ exited with HCl_Write_Loopback_Mode
instead with HCl_Reset;

MSC "Remote Loopback-Mode" exited with HCl_Wn'te_Loopback_Mode
instead with HCl_Rc-set‘.

MSC "Switch Role" updated with LMP_c|l<ofiset_reqi-res and
LMP_slot_ofiset:

Editorial changes;

MSC "Switch Role”: subscenario 2 added: Modified as Toru‘s proposal;

MSG "ACL-Connection Request“: slot-ofiset and clock-offset exchange
suhscenario3:

Figure 4: no Ioopback to PageiPage-Res in case of Role-Switch‘,

LMP_features_reqi-res: added in MSG "Pairing" and MSG "Authentica-
tion". removed in MSG "Encryption and Setup Cornpiete";

MSG "Local Lo-opbaclc Mode": two additional SCO-Connections added;

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

The following figures are modified: 3.2, 3.3. 4.3 and 4.9

29 November 1999
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Bluetooth

List of Acronyms and Abbreviations

Acronym or
abbreviation

ACK

ACL link

ACO

AIVLADDR

AR_ADDR

ARQ

a

BB

BCH

BD__ADDR

BER

BT

BT

C

Writing out in full

Acknowledge

Asynchronous Con nection-Less
link

Authenticated Ciphering Offset

Active Member Address

Access Request Address

Automatic Repeat refluest

BaseBand

Bose. Chaudhuri & Hocquenghem

Bluetooth Device Address

Bit Error Rate

Bandwidth Time

Biuetooth

Channel Access Code

Call Control

Connectionless

COder DECoder

Ciphering Offset

Cyclic Redundancy Check

Continuous Variable Slope Delta
Modulation

Device Access Code

Data Communication Equipment

Which means

Provides a packet-switched con-
nection.(Master to any slave]

Type of code

The persons who discovered these
codes in 1959 (H) and 1980 (B&C)

28 November ‘T999
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Acronym or
abbreviation

DCE

Writing out in full

Data Circuit-Terminating Equip-
merit

Default Check Initialization

Data-High Rate

Dedicated Inquiry Access Code

Data - Medium Rate

Data Terminal Equipment

Dual Tone Multiple
Frequency

Device Under Test

Data Voice

European Telecommunications
Standards institute

Federal Communications
Commission

Fonivard Error Correction code

Frequency Hopping

Frequency Hop Synchronization

First In First Out

Frequency Shift Keying

Firmware

Generic Object Exchange Profile

Gaussian Frequency Shift Keying

General Inquiry Access Code

Group Management

Bluetooth.

Which means

In serial communications. DCE
refers to a device between the

communication endpoints whose
sole task is to facilitate the commu-

nicatlons process; typically a
modem

Data packet type for high rate data

Data packet type for medium rate
data

In serial communications. DTE

refers to a device at the endpoint
of the communications path; typi-
cally a computer or terminal.

Data packet type for data and
voice

type of modulation

28 November 1999
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Acronym or
abbreviation

§'€

HA

HCI

Writing out in full

Host Application

Host Controller interface

Header-Error-Check

Human Interface Device

High quality Voice

Hardware

Inquiry Access Code

Institute of Electronic and Electrical

Engineering

Internet Engineering Task Force

Internet Protocol

Infra-red Data Association

Ir Mobile Communications

Integrated Services Digital Net-
works

Industrial, Scientific, Medical

lm piementation U rider Tes

Logical Channel

Logical Link Control and Adaption

Logical Link Control and Adaption
Protocol

Lower Address Part

Link Controller

Link Control Protocol

Link Controller Service Signalling

Linear Feedback Shift Register

Link Manager

Bluetooth

Which means

SW using Bluetooth

e.g. HV1 packet

Logical Link Control And Manage-
ment part of the Bluetooth protocol
stack

Link Controller (or baseband) part
of the Bluetooth protocol stack

Low level Basebancl protocol han-
dler

28 November 1999

AFFLT0294121



Samsung Ex. 1419 p. 894

BLUETOOTH SPECIFICATION Version 1.0 B page 894 of 1082

Appendix ill - Acronyms

Acronym or
abbreviation Writing out in full Which means

LMP Link Manager Protocol 5;: I'M peer to peer comm“nica'

LSB Least Significant Bit

M

M Master or Mandatory

Medium Access Control Address

Medium Access Control

Messaging Application Procedure
I mariace

Man Machine Interface

Mobile Station

Multiplexing sublayer

Most Significant Bit

Message Sequence Chart

Maximum Transmission Unit

Multiplexing Sublayer a sublayer of the LZCAP layer

Negative Acknowledge

Non-significant Address Part

Optional

OBject Exchange protocol

Opcode Command Field

Pulse Coded Modulation

Personal Computer Memory Card
International Association

Protocol Data Unit a message

Personal identification Number

Parked Member Address

Pseudo-random Noise

Plug and Play

Plain Old Telephone system

28 November 1999
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Acronym or
abbreviation Writing out in full Which means

PPM Part Per Million

PPP Point-to-Point Protocol

PRBS Pseudo Random Bit Sequence

PRNG Pseudo Random Noise Generation

Public Switched Telephone Nel-PSTN
work

53

Quality of Service

Random number

RF Radio Frequency

RFC Request For Comments

RFCOMM Serial cable emulation protocol
based on ETSI TS 07.10

RSSI Received Signal Strength Indica-
lion

RX Receiver

3

S Slave

Service Access Points

Segmentation and Reassembly

Synchronous Connection-Ori- Supports time-bounded informa-
ented link tion like voice.

(Master to single slave)

Service Discovery

Service Discovery Database

Service Discovery Protocol

Sequential Numbering scheme

Signed Response

Supplementary Services

Signal Strength Indication

System Under Test

Software

28 November ‘T999
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Acronym or
abbreviation Writing out in full Which means

3'

Terminal Adapter Equipment

To Be Defined

Test Control Test Control layer for the test inter-
face

Test Control Interface

Transport Control Protoco|llnter-
net Protocol

Telephony Control protocol
Specification

Time-Division Duplex

Tiny Transport Protocol between
OBEX and UDP [TED]

Transmit

User Asynchronous Asynchronous user data

Upper Address Part

Universial Asynchronous receiver
Transmitte

User Control

User Datagram Protocolilnternet
Protocol

User lsochronous lsochronous user data

Unlimited Inquiry Access Code

User Synchronous Synchronous user data

Universal Serial Bus

Upper Tester

Wireless Application Prtocol

Wireless User Group

28 November 1999
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Definitions

Baseband. The Bluetooth baseband specifies the medium access and physi-

cal layers procedures to support the exchange of real-time voice and data

information streams and ad-hoc networking between Bluetccth units.

Coverage area . The area where two Bluetooth units can exchange mes-

sages with acceptable quality and performance.

Host Terminal interface. Host terminal interface is the interface between

Biuetooth Host and Bluetooth Unit.

Inquiry. A Bluetccth unit transmits inquiry messages in order to discover the

other Bluetooth units that are active within the coverage area. The Bluetooth

units that capture inquiry messages may send a response to the inquiring

Biuetooth unit. The response contains information about the Bluetooth unit
itself and its Bluetooth Host.

Isochronous user channel . Channel used for time bounded information like

i.e. compressed audio (ACL link).

Logical Channel. The different types of channels on a Physical Link.

Bluetooth Host. Biuetooth Host is a computing device, peripheral. celiular

telephone, access point to PSTN network, etc. A Bluetooth Host attached to a

Biuetooth unit may communicate with other Biuetooth Hosts attached to their

Bluetooth units as well. The communication channel through the Bluetooth

units provides almost wire-like transparency.

Bluetooth Unit. Bluetccth Unit is a voiceidata circuit equipment for a short-

range wireless communication link. it allows voice and data communications
between Bluetooth Hosts.

Bluetooth. Bluetooth is a wireless communication link, operating in the unli-

censed ISM band at 2,4 GHz using a frequency hopping tranceiver. it allows
real-time voice and data communications between Bluetooth Hosts. The link

protocol is based on time siots.

Packet. Format of aggregated bits that can be transmitted in 1. 3, or 5 time
slots.

Paging. An Bluetooth unit transmits paging messages in order to set up a
communication link to another Bluetooth unit who is active within the cover-

age area.

28 November 1999
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Physical Channel. Synchronized RF hopping sequence in a piconet

Physical Link. Connection between devices.

Piconet. in the Bluetooth system, the channel is shared among several Blue-

tooth units. The units sharing a common channel constitute a piconet.

RFCOMM Client. An RFCOMM client is an application that requests a con-

nection to another application (RFCOMM server).

RFCOMM initiator. The device initiating the RFCOMM session, i.e.setting up

RFCOMM channel on L2CAP and starting RFCOMM multiplexing with the

SABM command on DLCI 0 (zero).

RFCONIM Server. An RFCOMM server is an application that awaits a con-

nection from an RFCOMM client on another device. What happens after such

a connection is established is out of scope of this definition.

RFCOMM Server Channel. This is a subfield of the TS 07-10 DLCI number.

This abstraction is used to allow both server and client applications to reside
on both sides of an RFCOMM session.

Service Discovery. The ability to discover the capability of connecting
devices or hosts

Scatternet. Two or more piconets co-located in the same area (with or witout

inter-piccnet communication).

Time Slot. The Physical Channel is divided into 625 ps long time slots.

28 November 1999
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SAMPLE DATA

This ppen -5 contains sample data for
vari _ 5 part of the Bluetooth baseband spec-
ificatl on. All 2'‘. ample data are provided for

refer nce p _:=;§ pose only; they are intended as a
com lemento the definitions provided else-

wh e in th specification. They can be used
to _ heck thpb behavior of an implementation

:55 avoi _ isunderstandings. Fulfilling these
ta is a necessary but not sufficient
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CONTENTS

Ezscryptien $amp5e Sam ............................................................ ......%2

1.1 Ganeratmg Kc’ frtsm

1.2 Farsi Set of E-'$am_nie Data ...._.{-.365

‘L3 i3er:::nd Sat :3? Sarnpia Data ................................................. ..‘I~3’i3

‘L4 Third Set 01" Saznpies ............................................................. .323

1.5 e'3r.>urth Set affiampiea

$re€§&3£!3’3<:y Hnppizsg 3-ampie flata---flianfiatmy ficheme ........ ......93?

2.1 ‘We ‘F9-hogs: Sysiterra Sampie .......... ............................. .93?
2.1.?

2.1.3 Tifirdset .................... ........................................... .842

The 23-hag: System Sfiarnpii-:

2.32.2

2.2.3 Thérd set .................................................................... ..9~'§8

Access Cmfia Sampie Data......................................... ......... ..§5fi.'.‘é

REC am! Facket Header Sampie £33123 .......................................... .353

$RC fiample

Ccsmpiete Sammie $~"ac§u*~:t5.,....................,.......,.... ............95fi

51 Example :'JfDH1 Pac!<et......._._..,.. ..

$5.2 iixampie of BM?

Wftitanfirzg Sequemze Sampie fiata .. .95?‘

FEC; fiampée .. "863

Encrypticn Key Sampfie flata
9.“! 5”-‘Qua’ Tests :5? E1

9.2 F:3urTest<.=. ........... .............. ..................... .. .

$3.4 Tests of E22 \:“Jii£": Pin Augmenting...........................................
9.5 .¥=ourTea;ts of

29 November 1999

AFFLT0294129



Samsung Ex. 1419 p. 902

BLUETOOTH SPECIFICATION Version 1.0 B page 902 of 1082

Bluetuuth.
Appendix iv - Sarnpie Data

1 ENCRYPTION SAMPLE DATA

This part consist of four sets of sample data for the encryption process.

With respect to the functional description of the encryption engine in the Blue-

tooth baseband specification, the contents of registers and resulting concurrent

values are listed as well. This by no means exciudes different implementations

(as far as they produce the same encryption stream) but is intended to
describe the functional behavior.

In case of misunderstandings or inconsistencies, these sample data form the
normative reference.

1.1 GENERATING KC’ FROM KC,

where Kc'(x) = g2(x)(Kc(x) mod g1( )).

Note: All polynomials are in hexadecimal notation.

‘L’ is the effective key length in bytes.

The notation ‘p: [m]‘ implies that degipixli = m.

MSB

00000000 00000000 00000000 0000011d

00e2T5d0 abdilfidé Cf92Bb9b bf6Cb0Bf
a2b230a4 93f231bb 6la85bB2 a9d4a3De
00000000 00000000 00000000 0O00009f

?aa16f39 59836ba3 22049a7b B7fldEa5

00000000 00000000 00000000 0001003f

0001e3f5 3d7fi59b3 YEIBCRSB cfffiefef
64e?df78 bh?ccaa4 61433123 5b3222ad
00000000 00000000 00000000 00001fE0

1d2057bb 0bCeaC4C 5Ebdl43e 1e710a50

00000000 00000000 00000000 010000db

0000D1be f66C6C3fi bl030a5a 19l9308b
57595156 ba6B5dc& 1l212+ac edb2clT9

00000000 00000000 00000000 00BddbCB
d55dDadb B216cb3B 7fe3c591 1ff95613

00000000 00000000 00000001 000000af
00000001 6abBS969 dE1?d67f d3736ad9

89l7b4fC 403b6db2 15960850 lcbsadab
00000000 00000000 00000000 aa1e7Baa

9l9l0l33 b0E2f5Ed a132a0!a af3d8cda

29 November 1999 Encryption Sample Data
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00000000 00000000 00000100 00000039

00000000 01630632 9lda50ec 55715247
TB5c9l5b dd25b9C6 0102ab00 b6cd2a5B

Kc mod gl; 00000000 00000000 000000?E 13d44436

gzflfic mod g1]: 6fb5651c cb30cBdT ealeesfid flecfidflz

00000000 00000000 00010000 00000291

g2: 00000000 00002c93 52aa6CCO 54469311
KC: Se77dl9f 55CCd7d5 TQBESEES 3b83ESdB

Kc mod g1: 00000000 00000000 0000B2eh Qaflified

g3<Kc mod g1]: ifinflfibcb afcffldef ld226a1b 4d3f9a3d

Encrypliun Sample Data 29 November 1999
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L = T

g1:
g2:
KC:

Kc mod g1:

g2EKc mod gl}:

Kc mod gl:
g2!Kc mod 91};

92:
Kc:

Kc mod 91:

g2lKc mod g1):

g2;
Kc;

Kc mod gl:
g2iKE mod g1}:

g2:
KC:

Kc mod g1:

g2tKc mod 91::

g1:

g2:
KC:

Kc mod gl:

g2lKc mod g1}:

00000000
00000000

05454203
00000000

50f9c0d4

00000000

00000000

7cE149fc
00000000

532C36d4

00000000

00000000
5eeff?ca

DQ000000

016313E5

00000000

00000000

Tb13846e
00000000

uouunuuo
00000000

bciasdesc
00000000

02250339

00000001
00000000

e64B3b1c
00000000

030d752b

00000100
00000000

d79d28ld

00D0001d
03f1113B

00000000

00000Ob3
3ddcfbe3
00000000

e3178da9

00000001

00000000

E4b33ad7
00000000

5d0S54e0

00000100

00000000

3dEc2?32
00000003

0d3771cf

00010000

00000000

B8beb4de

ononbéde
54300299

01000000

00000000

EE?d?57E
007d?57e

3aa51d3d

00000000
00000000

2Cdb1040

2Cdh104D
216Ee29b

00000000
00000000

a3266847

a22G6B4T

5cebf919

01000000

E7Effce2

ed024b2d
0095hflad

4aD9feOd

00000000

alabfllsb

2a5dBa4l
BE60fl0Ec

B229B9b6

00000000

0002c§80
9c05l726

5BccbTd0
7fBe4bbS

00000000

0000053E

34971605
34171767

f798dcfb

00000000

0000000C

3dEe2d49
Edfeflflaa

2f53fflTB

00000000
00000000

9a658f97
9a65BEd7

b380275c

00000000

00000000

6b223C46

6b223c4S
00bS380B

29 November 1999

00000095

T9E3au73

92b?ES4c
Bebslfida

34f57bOe

0000001b
cTec5025

eb15ba31
lafifideec

B26fTBdc

00000603

11dBbD4d
3df6f35e

b9§d3:T1
4aa5B27d

00000215

24f9a4bb
fd44dc65

f369B1C3
6l8baS8d

00000l3b

57602407

93131193
2fcee3T1

85cc1f6?

000000dd
1c9c26b9

ciefdflod

Sbssaeél
d7e§f6f9

0000049d
D025d3e3

dcflabfiee

elfcsfafi
4ac15Baa

Bluetnuth.

Encryption Sample Data
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00010000 00000000 00000000 0000014f

00000000 00000000 00000000 0000437?
Kc: cadsafisb Sfcalcld a2320fc£ Tciaeiae

Kc mod g1: ooooaash Sfcalcld a2320EcE ?cb6a9D9

g2flKc mad gll: 284840fd fl305f3c 52955703

01000000 00000000 00000000 D00000é7

g2: 00000000 00000000 00000000 00000089
KC: 31f0cc31 049b71E3 d375E9el 06029809

Kc mod g1: 00E0cc31 049b?l63 d3T5e9e1 06023409
g2{KC mod 91]: 7f10b53b 5dfB4h54 f22e566a 37543372

00000001 00000000 00000000 00000000 00000000

00000000 00000000 00000000 0000000I

Kc: 35ac3fc3 d50ccd32 5f2fd907 bde206de

Kc mad g1: 35ec3Ec3 d50ccd32 5f2fd907 bdezofide
g2tKc mod g1]: 35ecaEc3 d5Ucod32 5f2fd9D1

1.2 FIRST SET OF SAMPLE DATA

Initial values for the key, pan address and clock

K‘aL[0I K'ci[1} K‘c1[2] K'clE3I
K’cLI4l K'c1[S} K'c1lél E‘cL[H
ruc.-112] rc'=;Ll9} x*c1[1o1 K‘:-].E!.lI
l:w:1[12l K'='1Il3l K‘c1[14l K‘c1I15l

J\ddrJ.[Di . oo Add.zJ.[J.] - on man [21 . on
Mauls] = on Mdxlidlu = on m-1:155] - on

C1}:l.[U] sou Clklill . c11:J.[2] .

asemailI:na=ztxnn1k-htQAnni:kid:tzncuatlas:tutuI-ta:kttafinzxinstealII125123222211:nzgaxrkcaaztn

Pill LFSRS with initial data

LFSRI LFBE2 LFSR4 X1 X2 X3 K4 2 C[t+1] Cit] Clt—U

aouoanon ganuounuw uounoouuno nnnooonnoao
unuoaooi 000000010 oannooounw 00000000010
0000000‘ 00000002‘ 000000000‘ 0000000003‘
0000000’ 00000004‘ 000000000* 000000000?‘
ooauuooa anemones‘ uouuuuaaut nuooooouoE-
Uuuo0uo- ooouoolo‘ ouuuouaonv noauoDunLC'
0D00000* 00000030* 000000000‘ 0000000038‘

Encrypliun Sample Dala 29 November 1999
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37
35
39 35

0000000‘
0000000-
00000000
0000000’
0000000‘
0000000:
0000000-
0000000‘
0000000‘
00000000
00000000
0000000‘
0000000‘
0000000‘
0000000‘
0000000‘
00000000
0000000‘
0000000’
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000

00000040‘
00000030-
00000100‘
00000200’
000004000
000000000
00001000-
00002000‘
00004000‘
000030000
000100000
00020000’
00040000’
00030000‘
00100000‘
00200000‘
00400000‘
00800000‘
01000000‘
02000000’
04000000‘
080000000
10000000*
20000000‘
400000000
00000001
00000002
00000004
00000000
00000010
00000020
00000040
00000080

000000000‘
009000000’
000000000‘
000000000’
000000000‘
OUUDD0lJl'.|D"‘
000000000‘
000000000*
000000000‘
0000000000
0000000000
000000000*
000000000‘
000000000‘
000000000*
000000000‘
000000000‘
000000000‘
000000000‘
000000000*
000000000‘
000000000‘
000000000‘
0000000000
000000000‘
000000000*
000000000*
ODDDDUDDD

000000000
000000000
000000000
000000000
000000000

00000000700
00000000000
0000000100‘
0000000380’
0000000?00*
00000000000
0000001000‘
0000003300*
00000070000
00000000000
000001C000'
00000380000
00000700000
0000000000‘
0000100000‘
0000300000’
0000700000‘
0000E000000
0001600000‘
0003000000‘
0007000000‘
00050000000
001C000000*
00300000000
00?0000000'
0030000000‘
0lC0000000*
03300000000

0700000000‘
0E00000000*
1C00000000'
3000000000‘
7000000000‘

0
I}

0
0
D
0
0
0
0
0
0
0
0
0

D
0
0
0
0
0
0
0
0
I)
I)
0
0
0
0
0
D
0
O

OODDDDDDGEDOOODHDODDODOUOODODDEDO OOODUC|OOOOQOOOOQOOflODDUDUDE!-DOOOOQ OflfiflflI-0|-D-‘QOflfififlfififififlbfiflfllfiflflfiflfififlflfi QfifififlHI-0}-'ODOfiQOO|"QObOOflDDOfiDUflfiflfifi
00
00

00
00
00

00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
on
00
00
00
00
00
00
00
on
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

Bluetnnth.
00
O0

00
00
00
00
D0
00
00
00
O0
00
00
00
00
00
00
00
00
00
00
00
00
D1}
D0
00
00
0|}
00
00
00
00
00

1:1:taneIxIx:xxintun:anIn1:atI:2|:nuuxxnlnnznanItinaxIn:1:‘aux:AAin:-II1an1|::-‘annularunsung-nhnxxnnnxnningnnlnu

Start clocking Summation Gnmhiner
==-= :2 2 m. an a u n H: - . x ==:u=-==.u -x-x g . u-x up n x u. xx nan . .= --x .- .=.usn. .1- 2 . .==- =u- .=;x: as 24:: -1: an .= n. nu- -- u an:

40
41
4:
43
an
as
as
4?
as
49
50
51
53
53
54
55
56
57
50
59
so

906

0000000
0000000
0000000
0000000
DIJDDODD
0000000
0000000
0000000
DDDDOCID
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

00000100
00000200
00000400
00000800
00001001
00002002
00004004
00000000
00010011
00020022
00040044
00000030
00100110
00200220
00400440
00800330
01001100
02002200
04004400
08008000
10011000

000000000
000000000
000000000
000000000
EIDDCIIJDDOD
000000000
000000000
000000000
CHJDOUODOO
000000000
000000000
000000000

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

6000000001
4000000003
0000000001
000000000E
0000000010
0000000033
0000000077
0000000000

D

0000000100
0000000333
0000000777
0000000800
0000001DDD
0000003333
0000007???
000000EEEE
000001DDDD
0000033333
0000077???
00000EEEEE
00001DDDDD

DUDODODODDODDDDDOOOO
29 November 1099

DDOODD-ODUDOOODDDDDDDCI
O

OOOOODOODDfiOGUOQOOflfi OfiOODQOO|D|DOOD-Dflfiflflfifl
O

OOOOOI-OOD|:}OO|DDflfl|:lOOfl
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
no
00
00
00
00

00
00
00
00
DO
00
00
00
DD
00
00
D0
D0
00
00
00
00
00
[ID
00
00

Encryption Sample Data
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Samsung Ex. 1419 p. 907

BLUETOOTH SPECIFICATION Version 1.0 B page QDT of ‘I082

Appendix IV - Sample Data

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000

Encrypliun Sample Dala

20022000
40014000
00030001
00110003
00220006
004€000C
00830018
01100031
02200062
041000c4
00800180
11000311
22000622
d&000C44
03001838
10003111
20005222
40000404
00018388
00031110
00062220
00004440
00138330
00311100
00522200
00044400
01338301
03111003
06222006
0C44é00C
13838018
31110030
62220060
41400001
03830133
11100307
22200502
44400010
03301333
11003070
22005000
44000100
03013330
10030701
20050002
400C1C05
00133303
00307015
0060E02A
00C1C05E
018380AA
03070154
0fi0E02A8
0C1C0550
10300230
30701541
60E02A82

000000000
000000000
000000000
000000000
000000000
000000000

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

0000333553
0000777777 En
0000233335
0001000300
0003333333
0007777777
000002039:
001DDDDDDO
0033333333
0077777770
DDREEEEEED
01DDDDDDC1
0333333333
0777777707
DEEEEEEEDE
1DDODDDC1U
333333333
7777777077
E3EEEEEOEP
5DDDDDC1DE
EBEBBEBSBC
7777770779
SEEEEEOEFZ
SDDEDCLDES
3300003000
7777707797
6EEE303F2F
5DDhC1DE5E
BHEEEBBCBC

7777077079
EEEEUEFZFE
5DDC1DE535
3333330303
7770779797
GEEOEFBFZF
5DC1DE5E5F
3B33BCBCBF
7707797973
6EOEF2F2PC
EELDESESFE
303BcECEF0
7077979730
60EP2F2FC1
41DE5E5F02
0300300004
0779797309
0EP2F2PC12
LDESESFBZS
3BCBCEF04B
7797972097
6P2F2FC12F
5353538255
3CBOBF04BC
7979730373
72F2FC12F3
E§E5F325E5
4BCBF04BOE

DDDGU0aODDOODD0DDaUnaODDG0BODDDDDDGBO0DDU0DD0DDDDOaDDOE F0n00aPFGGOODG00a0P0n0HDDDF0DGFFnDaaon0Dna000DHaOOFD00D
na0aa0Dn
D
0
0
0

0
0
0
0
0
0
0
0
0
U

0
0
0
0
0

U
0
0
0
0
0
0
0
0
0
U

DDuGnua0DGD0nuoDD

1-IUOODCIDDD

—

nHFaH—u0UaaaF— FFFFDFFD5FFFOFDHFF0DDFDD0FDFFDF0F5oFFFDFDaFFF0OUaOFDDDuD0
Bluetooth.

00
on

00
00

00
on

00
00
00
00
00
00
01
on
11
10
01
01
11
01
10
00
01
01

11
10
01
01
11
10
01
00
10
11
00
10
00
01
on
11
01
11
01
11
10
01
01
10
00
01
00
10
11
11
11
on
10

29 November 1999

AFFLT02941 35



Samsung Ex. 1419 p. 908

BLUETOOTH SPECIFICATION Version 1.0 B page 908 of 1082

Appendix IV - Sampfe Data

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

41005505
03803103
07015415
0B03AB2A
1C0550S4
38030000
70154151
60208233
40550546
00010030
0150151A
02A82A34
05505460
OAAGREDD
154151Al
2R03A342
55054684
ZADABDOQ
54151312
2S2A3424
50546840
20ABD090
41510120
02i342d0
05460401
OABDOS03
15131206
23342400
54634010
38009030
51A12060
23424000
45840130
0D090301
1A120B02
34240004
68431009
50903012
21206024
42400040
04010090
09030120
12060240
24000030
aa1B0900
10301200
20502400
40004000
01309001
03012002
06024004
00048008
18090011
30120022
50240044
40430089
00900113

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

000000000
000000000

000000000
000000000
000000000
000000000
000000000
000000000
000000000

1797009790
2P2PCl3F2C
5ESPB25E5§
3CBP04BCB2
7975097964
72FCl2F2CS
E5F825E593
4BF04BCB26
1750979640
2FC12F2C95
5332505932
3P04BCB264
7009795409
7012020992
7025059324
704BCB2$48
6097964691
d11F3C9923
0250593246
04BCE2£40D
0979fi4C51fl
12F2C99235
25B593246A
4BCB264ED5
1796409103
2F209923S7
5ES93246AE
3CB2S4ED5C
?964C31ABO
72C9923571
659324EAE2

4326480505
1S4C91ABOA
2099235714
593346AE2B
3264005651
64C9lAB9A2
4992357144

1334$AE2BE
2E4BD5C5Ll
4C91fiBBR23
1923571445
3245AE288D
6400585113
4910300237
123571446F
246AE208DP
40D5C511BE
1103802370
Z3571446Fh
46AE2S8DF5
0D5C511BEA
1000123105
3571445PAA
EAEZEEDFSS
55C511BEAA
2380237054

oalaooaooaaoaoaonacan-acaocooancocoaan:-aoaoaaooooacoacooooaan
29 November 1099

I-‘ODDODDHI-I-
Cl
l
0
1
0

l
D
0
0
0
0
L
0
1
0
l
0
O

0
1
l
0
1
0
0
0
0
I.
0
El

IFDOODOODHHOOODDDH
DDOOQOOfiDDflODUfififififlflflflfififlfifififiC|OOOOflO-DOOOOOflOODU|DDfiCIOOOOOfi HHHOFQI-OHHOODO-OOPDOHI-OOHOOHI-OI-flOI"i-‘D-I-OI-ODD-IQODOQHHD-WI-HOFOOP FOOOOFOOHDOODI-'OO|:lOI-Pki-DD!‘-OI-'I-QDOD-‘Oi-‘I-'D"Qi"P-'P-I-I-I-DOOOHD-fi|DDflfiHOfi

00
11
01
11
10
01
01
11
10
01
01
11
10
01
01
10
00
01
01
10
00
01
00
11
01
10
00
01
00
11
01
10
00
01
00
L1
10
01
01
10
00
00
00
00
00
00
00
00
01
00
11
01
11
10
01
01
11

Bluetnuth.
11
no

11
01
11
10
01
01
11
10
01
01
11
10
01
01
10
00
01
01
L0
00
01
00
11
01
10
00
01
00
11
01
10
00
01
00
11
:0
01
01
10
00
00
00
00
00
00
00
00
01
00
11
01
11
10
01
01

Encryption Sample Data
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Samsung Ex. 1419 p. 909

BLUETOOTH SPECIFICATION Version 1.0 B page 909 of 1082

Appendix IV - Sample Dara
10 11
01 10
00 D1
11 00
01 11
L1 01
10 11
01 10
00 01
11 00

0000000 01200227 000000000 571446FAA9

an0000000 02400-1.-IE 000000000 35'-IEEDFE50
0000000 04B0009C 000000000 5C5llBEAAO
0000000 09001138 000000000 3833370540
0000000 12002270 000000000 71d46FRA81
0000000 20004430 000000000 623013175503

D-Di-'0-‘D
0

0000000 48000900 000000000 05llBKAROE
0000000 10011331 000000000 0R237D540D
0000000 20022702 000000000 144EFMAB1fl
0000000 40044304 000000000 2000055035

5OD0DaoH EIDQCIEDDEI DD!-G
0000000 00089008 000000000 §l1BEAAOER
0000000 00113010 000000000 2237054005
0000000 00227021 000000000 446FAAS1AA
0000000 00440042 000000000 0BDF55035S
0000000 00890085 000000000 1lBEAA06RA
0000000 01138101 000000000 237D540D5i

01 11
11 01
01 11
11 01
10 11
10 10
10 10
10 L0
10 10
01 10
01 01
11 01

ODD!-I-I-'
0000000 02270215 000000000 4SFfiAB1AA9
0000000 0d4E042A 000000000 0DF5503553
0000000 08900854 000000000 LBEAADEAA7
0000000 11331038 000000000 3705400560
0000000 22702150 000000000 GFRABLMRQD
0000000 4dE042A0 000000000 5F5503553A

0000000 09008540 000000000 3EflA06MA75
monsoon laalonau ounnouona 7054005081
nnuounu 27021500 uuononnnn 7AnB1AA9D5
0000000 4E042A00 000000000 75502553AB
0000000 10085400 000000000 GAADSAATES
unaouuo 3B1nAnua 000000000 554DD54EAc
oonoouo ¢o215ooo uoouoouua ZABIAASDSB
0000000 E042R00l 000000000 SSUJSSIABU
0000000 40854002 000000000 2A06AA75B1
0000000 01038004 000000000 5400540323

10 11

noaaaucrcaclunaaa
10 10

10 10
10 10
10 10
10 10

:-

ar-c:II-v-ooa::I:-r—n-
10 10
10 10
10 10
10 10
10 10
10 10

0000000 02150009 000000000 2i1AA9D55G
0000000 042A0013 000000000 503553hBOC
0000000 03510024 000000000 206AA75E18
0000000 10380040 000000000 d0D543lC30
0000000 21500091 000000000 0lAR9D5B61
0000000 42A0012E 000000000 0355335003

10 10
10 10
01 10
D1 01
11 01
10 11
D1 10
01 01
10 01
00 10
D1 D0
00 01
11 00
10 11

0000000 05400244 000000000 0503756185
0000000 01800038 000000000 0D5dElC30D
0000000 15000911 000000000 13\A9D5E6lM.
0000000 20001223 000000000 3553ABOC35

DBDDDDDGDDCIODDDD
0000000 54002445 000000000 SMA7561B6n

an—o|-a-9:-o—::aacIo::: ar-b-c:n-oDaoDaaar-cIa-
nooooao zaooéaafl onuouuoon 554EAC3oD5
oonnooo 5oon911B anouououn ZABDSBELRA
0000000 20012236 000000000 5533300355
0000000 40024460 000000000 2A7561!6AA
nouoaou onuqaans onunounna 54EAc3uns4
0000000 00051132 000000000 29D58E1AAB

Gannon-an a-I-ooh- 01 10
01 01
11 01
01 11
10 01
00 10
D1 00
01 01
11 01

0000000 00122364 000000000 5303003550
0000000 0024fl6CS 000000000 2755136030
0000000 00488090 000000000 4EAC30D540
0000000 00911320 000000000 1058510381
0000000 01223€40 000000000 3iBOC35502
0000000 0211.4-ECBO 000000000 '756l35.RA05
0000000 04830901 000000000 6AC30D5d0B
0000000 09113203 000000000 553613331?

cannoncanDDc:0D130DDcaUnaonnaanoaannnclanclannannlaclclonnclcaDonn ca>-Anor—Dn0ac:0noC:Doc:o—Ac>-cat-ctacauzar-1::cacsoolzlv-I->-caclp-‘Ducal-cxooci
Duncanuann Db-n-n-r-Du-Dar->-on

Encrypliun Sample Dala 29 November 1999
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Samsung Ex. 1419 p. 910

BLUETCJOTH SPECIFICATION Version 1.0 B page 910 of1082

Appendix IV - Sarnpre Data
0000000 12236407 000000000 2BOC15502F
0000000 2'l~1§CSOE 000000000 551851005?

10 L1
01 10

0000000 JEEDBOIC 000000000 223005403?
0000000 11132039 000000000 SSSLAASITE

00 01
ll 00
L0 11
01 10
Ol 01
11 01

0000000 21364073 000000000 30C35S02FD
0000000 a46ca0Ea 000000000 61B6nao5FB
0000000 oanaoica 000000000 430D5é0BFs
0000000 L1B2039L 000000000 OSAAASLTEC

OCIDODQDQ u—|—'ODI'JJ—-no DCIOOOOOQ Oflfihfiflflfl GOO?)-HI-fl
zxm
am
zial
zlil
EIH
2151
:16]
zlfl
me:
2:91
311.0]
zlul
zuzl
zlul
ziui
zus]

--.----.——....—-..—-...—-—.u....——...-—-...—--u-.--.-.-........—-u...-..---...——...--....-..—--

Reload this pattern into the LFERB
Hbld content oE Summation Combine: rags and calculate new C{c+1] and Z vaiugs

--=--------=..=--.-.--.----.---==---..--=-.----a---=.----.----.---..---=.---..---=.--.¢----=.-=

LFSRI 0435830
LPER2 IOBELBCL
LPSRS 063CL42F0
LPSRd 0F7A3A¢2BB

c{t»1] 10

Generating 125 key symbols tancryptionfdecrypticn sequence!

300 1 0iB5B3D 200ElECl 063Cl43F0 0F7fi2R42BB 0 I-‘ O O O 10 ll 01
201. 2 0953071 -ILICZUEZ 0C.'7Bflfl5E1 1EF~l5-H5577 L0 10 11
202 LZDGOF4 02387504 l8F050B03 SDEEASDAEF 01 10 10

01 DL 10
00 01 DL

24) 05AClE9 0dTOPE09 LIEOALTBG TBDLEZISDP
204 0358302 00E1EC13 03C142FOC 773200203?
245 1630705 l1C3DB27 075285313’ 617-i5485?7E ll 00 01

00 ll 00
L1 00 11
01 11 00

206 DDSDFJB 3387304? 0P05DBC30 SESAEDAEPD
347 LACXEQT 4TOF609E LEORL73S0 EDLSZLEDFA can-‘|—'n—'I'.‘In:: I-‘I-PDDDHQ-'
245 1583020 DELECLBD 1C14EFOC0 ?A2A42BBF4

2&9 0307350 LC3DB£?B 102350181 ?454057TE9
160P4EE 387B0dP7 L050BC302 SSAQOAEFDE

1.0 01 11
00 10 01
00 00 10
01 00 00
00 01 00
L0 00 0L
11 £0 00
00 11 10
ll 00 ll

OCLESTS 70F609EE ODALTSSDS 5152l5DFR5
103D2ED S1EC13DD 014230000 22A42EBF43
IDTASDA 43DB27BA OZSSELBL? 4540577597
00F4BE4 0TB04FT1 050BC302P OEEDREFDEE
0139759 OFEDQEEE 0RlTBS05E 152l5DFR5C
0302003 LEC13DDO l42FOCOBD EAJEBBFGBS

DQDOOHI-‘GHQ!-I-vfll-NODIF‘ I-Ir-a|—>—>-:-an I-DPUOCIOOI-I D-Ififilv-D?-‘flu-IODOD-Di-It-I?-I-' POI-ODD-O0-HOOD’!-'DOOi-'
OTASDA7 3D827BAO 085318170 5455770902

29 November 1099 Encryption Sample Dala
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Samsung Ex. 1419 p. 911

BLUETOOTH SPECIFICATION Version 1.0 B page 911 of 1082

Appendix IV - Sample Data

0F4BB4F
139759?
1D2ED3F
1A5DA7E
1433438
09755?!
12ED3F2
05DA7E5
DBEJPCR
l7E9F§5
nED3r2B
1DA7E5S
LB4FCAD
1693953
ODJFZB7
LA7E56F
IQFCRDF
0939533
13F2B7C
07E5EF9
nFChDFE
LFQSBEE
LF2B7CR
1:55:94
ICRDFZE
1953353
L2E7CAS
056F942
0ADF399
153E532

0B7CAE4
16F9¢C!
0DF2993
1335327
17CAG4E
0F9dC9C
1P29939
1E53272

LCA£435
19¢C9CB
1299397
053273?
0A&435E
l4C9CBD
0993973
13272F4
064E530
UCECBD1
1939733
1272F4E
04E5EBC
09CBD19
1397k32
072F465
UEEESCR
1CBD19d
197A329

Encrypliun Sample Dela

7E04F7d0
7snaEEan
fiCl3DD0l
5B27BA03
30437407
EOQEEEOE
413DD01C
ozvsnosa
04974071
09338033
13DD01CE
QTBAOSBD
4F74D71B
13330337
JDDOLESE
TEAUSBDC
77407159
63003373
SDDICGE7
BAOEBDCE
7d07lB9C
53033730
501C§371
znzaucxz
4n71B9c4
00337339
01C6E713
URBDCEZE
071B9C4D
0E373E9R
1CE37135
3BDCE26A
71B§C4D4
6373B9A9
46371353
0DCE2€AS
LBQCGDID
37339A9A
53713534
SCEZSESQ
39c4nan3
73S9R9AE
67135343
4E36RG99
1caD4D32
3B9A9A6E
713534CS
s25ns597
4iD4D32E
OSAQASSD
l3554CBA
2EA69975
48433233
LASASSD7
3534033?
£A69975E
EIDBZEEC

10BC302FG
OLTBSOEED
a2PncuEDA
053181734
DBCEDZFSS
178505302
OFOCDEDAJ
131017349
1C302F693
lBsu5ED27
IOCDBDRJF
018l7E49F
0302P€933
0ED5ED27D
OCOBDAIFB
1E17B49F6
l02F593ED
005302703
OUEDAAFBG
017B49F6C
02175933
05ED27D50
OEDAJPESU
1?B49F6Cn
OFSSEEDED
13D27DB01
1DA4FE602
1B49FEC04
IGBBEDBOB
0D27DE011
1A4PBE022
149P5C044
OSBEDBOB9
127030112
045360224
09P6C044B
LSEDSOBQU
070301121
035502242
IFECOQJES
lEDBOE90fi
1DB011214
13502242!
lecaadasn
unaunguan
130112141
160224283
0C044B507
1BOB90AD3
l0112141D
0022d2B3R
004485075
00090k0EA
0112141D5
02342B3RA
044850755
039030333

290fl3FD2E5
5215DFA5Ci
2d2BBF4B§4
4057739729
10M3FD2E55 |—-or—1—-1—-I-
BISDFKSCA7
123334394?
0577E9729F
ULEFDZEESF
15DFA5CA7F
2BBF4E94P3
577E9729FD

nu-tat!
ZEFDZBSSFB
5DFR5Cfl7F7
3BF4B94FEF
77E9729FUE

DI-1-H
6FD2E53FBD
5FA5CR7F7B
3F4E9lF3F7
7E9729FDEE
TDZESBFBDD
TASCATFTBA
74E94F3P74
GETEQFDEEB

I-‘I-‘I-I-OD|—Ul-H
53353FBDD1
25CA7F7EflJ
4B94FEP747
1729rne3as
2E53FEDD1C
5CA7F7BA3B
3949337471

DDl'—)-‘

725FDBEB32
653FEDD1C4
lA7F7EA58B
1933374710
ZQFDEEBE21
53FBDDlC42
27F7BA3BS4
4F3F747100
1PDEEBE2l0
3FBDn1C42u
7F7BA3S340
7EP7d7l081
7BEEEE2102
1BDm1ca2o5
77EA3BS4DE
6F71710517
5333321023

|-‘ClO|-‘Cll'—K3DI-'i-‘t-I—l-I3}-'I—Or-‘O|—-
3DD1Cl305C
TBASSBQDBB
7717108171
6EBE2102E3
5D1C4205E7
3R3BE40B8F
747103171?
6333102333
51C4205C7D

r—b-I—-cIn1—-cIO1—-
29 November 1999

Hflnkab-‘OI-I-‘CICID-DCIDD-‘I-‘I-‘BCII-I-I-‘Ci!-I-‘DIDDI-I‘-‘D-‘ElElOClC3ClK3r—OI—|-r-DI-I-'0-‘I-OGHODD
I-‘DCSODEPCII-‘I-DDDD1-‘P-‘D-I-‘Ell-DD
:2:
I-

r-ucacanuanrd|-or-‘I-G>-I-1--n->-I:.-c:a-DD|-D|-:-|:ra-4I-r-
-

u-n—o—

a-1-0-1-Io—>—c-I-:-—

DCID-I-DD!-CIEID-r-DDDUI-b-GOD-I-i-‘DD
1
1
0
1
0
D

u-Do-b-I-0:-ca
a

DISIDD-DCIOI-I-‘I-‘OI-I-'0-‘DUDE!

Bluetooth.
on
11
D1
10
on
01
an
10
no
01
11
11
10
10
01
01
on
01
an
10
11
on
10
11
c1
10
11
91
01
11
1o
10
01
01
on
11
01
01
on
1n
on
11
on
11
on
10
on
an
on
01
11
1a
01
10
on
01
no

AFFLT02941 39
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Appendix IV - Sarnpre Data

13E4653
ussacas
DBDLDJD
1TA325A
0F46535
IEBCEER
1D194D5
1A3E9AA
1465355
Gacnsfifi
1194D56
0329AAD
0653555
0CA6flB4
194D569
IZBALD3
0535536
DAGABJD
1¢D559B
DQARDJ7
1355362
06AB4DC
ODSSSBE
lannzvo
155AsBu
DABJDCD
1569381
OfiD3?D3
15a6Eo7
DBJDCUF
1593519
0D3703P
1A6E07E
14DCOFD
GBBBLFB
13?03F6
D6R0?EC
DDCDFDS
1BB1FB1
1703F62
flEn7EE¢
LCOPDEB
181F511
103F622
uo?scns
OOPDSSB
01FB11T
D3F622F
DTECAEF
DFDSSBP

29A65DT9
E34CBRF2
2E9975E5
dD32EBCB
1A65D797
3fiCBRF2F
699?5E5F
5323303!‘
265D79TP
JCBRFJFF
LE?SE5FF
SZEECBFP
65D?9??F
4BAB2FPF
1?5E5FFF
ZEBCBFPF
5D797?P?
ZAFZFFFE
7SESPFFD
EBCBFFFR
579TPFF4
EFZPPFES
SBSFPFDO
3cBBFFA1
7s7FFFd3
72PFFEST
ESFPPDOE
GBFFFRIC
L?FFF43B

EFFFEBTO
SFFFDOEI
3FFFA1C3
7PFF4336
7FFSB7flC
?FFDOE19
7PFA1CJ3
7FPI3867
7FEB?0CF
7FDOE19E
7Ph1C33D
75435573
7E8TOC?6
7DOB19ED
7A1C33DA
?i3B51B5
63?0CP6B
50E19'.|"
21C33DAE
4]B67B§C
0TOCP6B9

11214lD56
uzdaaznan
048507555
OQOAOEABG
121l1D56D
o4:33AaDn
935075581
LOAOEABGB
0141D56D1
DZBBARDAE
050755345
OADEABSSR
141D56D14
OEIRRDAZB
107553450
OOEABSEA1
01D56D142
OJAADAEBS
0T5SB4SOA
OEEBEBA15
1D56D142R
LAADAZSSJ
155B450nB
DAB6flR153
L55D142a7
0ADh2B54S
153450390
onsaalsza
16D142A?6
ODRIESQEC
1B450A9DB
165815330
0D1-I 211761
1A23S4EC2
LJSBAQDBI
0SA153BD9
11d2A7612
OESSQECES
0SOA9DS4B
031533096
162375126
0854EC259
10A3D84B3
o153Bn957
o2A?612CE
054802596
0A9DE4B33
153aa95?1
0A?613CE3
14EC259CI

23BS40B8FA
n71oa171P4
DE2103E3E§
1C42050?D2
38Si0B3FA5
7lDBl?lFdB
63102E3E97
4d205CTD2F
DEJOBSFASE
1o3171F¢BC
21D2E3E97§
4205CTD2P3
040BSPA5ET
0B1?lF4BCF
1D2E3E9?9E
105C7D2F3C
40BBF35E7E
0l11P4BCP1
02E3E979E2
05C7D2F3C6
flESFl5E?E8
171P4BC?11
EEJESTQEZ2
5C7D2F3C¢s
SBFESETBED
?1F4BCF115
63B979E236
47D2F3Ci6C
OFASEYBBDE
1F4BCFl1B0
iE979E2360
?D2P3C46C1
TASETEBDBB
?4BCP11B07
E9?9E23EOE
52P3C45C1C
ESBYESDBSE
4BCF11B071
179E23EOE3
2F3C45c1C7
savaauazsa
3EF11E0?1C
79E2)60E38
?3C4sC1C?1
s7BBna3sE3
{P11307106
1E2360E33C
3c4sc1c?1n

TBBDESBEEU
7113071061

0
I}

1
D
1
1
1
L
0
1
D
D
0
1
1
D
0
1
0
1
D
0
1
1
D
1
0
1
0
1
0
1
1
0
1.
0
0
1
1
I)
l
1
1
I]
0
D
D
II
D
1

29 November 1999

I-|—'b—CInnot-I:lJ—'h-*>-:-o-HI-|—u—I-'I—-I-I—'u—r—a»—IDOv-‘I-‘I-I-DI-DHn—-:-caI-cIn|—'n-DD!-Ear-
O

OHBlvflfiOfii-‘Oi-‘fllfioi-OI-'I-0!-'I-UFD!-U0-‘OD-I-FOOOOOP-‘OI-UDOD!-Ofllvfiflfi OHGOO!-‘O-|—'P-QB!-HI-II-QHOOI-'DI-'I-II-ID-II-IOfifir-I-I-DI-IfiODOflfiHOO|:'OP'DDDP O0!-‘OP!-OI'P'OOOP"l-'l'I-'DI-I-DI-I-'l-‘Q!-‘HDfififli-‘ODD-OOFOOI-‘D|'flDO-‘fififll-P
01
01
10

11
00
11
D1
D1
11
D1
OIL
10
11

00
11
01
10
O0
00
D1
11
11
11
11
10
01
10
ll
01
10
11
D1
10
ll
01
10
11
D0
11
D0
11
D1
01
11
10
01
D0
10
11

01

Bluetnuth.
10
01
01
10
11
O0
11
01
01
11
D1
01
10
11
DD
11
01
10
00
O0
01
11
11
11
11
10
O1
10
11
D1
10
11
01
10
11
01
L0
11
DD
11
00
11
D1
01
11
10
01
D0
10
11

Encryption Sample Data
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Appendix IV - Sampre Data

1.3 SECOND SET OF SAMPLE DATA

Initial values for the key, BD_RDDR and clock

K'c2[0J K'c2[1} K'c2[2] K'c2l3]
R'c2[4] K'c2[5} K‘c2[6] K‘c3[7]
ran: [:1 E‘ :2 [91 11* c2 [10] K‘ ca [11]
K'c2[12] K'r:.'![13] K‘c2[1-1] K'c2[}.5]

Rddr2[0] = 00 Addr2[l} = 00 flddr3[2] - 00
Addr2[3] e 00 Addr2[4] n 00 fiddr2[E] 2 00

c1k2[0l =00 c:Lk.:{1.J -00 cuczlzl —

onnnuouuunuqqnoon---cu-----n--cuupno-unno-nu---unnu-nonon-uncu--cannon»:nonouusoonnooquuuuqnnoo

Fill LFSRH with initial data

I: clkh xx x2 1:: an 2 cinxl clcl C[I:—l.]

0000000‘ 00000000‘ 000000000‘ 0000000000‘
0000001‘ 00000001‘ 000000001‘ 0000000001‘
0000002‘ 00000002‘ 000000002’ 0000000003‘
0000004‘ 00000004‘ 000000004‘ 000000000?‘
0000003‘ 00000000‘ 000000003‘ 0000000003‘
0000010‘ 00000010‘ 000000010‘ 0000000010‘
0000020‘ 00000020‘ 000000020‘ 0000000030‘
00000401 #0000040‘ 000000010‘ 0000000070‘
0000030‘ 00000030‘ 000000000‘ 0000000000‘
0000100‘ 00000100‘ 000000100‘ 0000000100‘

DCIQDBODG no00B0n0
0000200‘ 00000200‘ 000000200‘ 0000000330‘
0000400‘ 00000400‘ 000000400‘ DODO0DOT00'
0u0oa0o- 000UOB0o- 000000300‘ 0000000300‘

nDDn n000
0001000‘ 00001000‘ 000001000‘ 0000001000‘

0002000‘ 00002000‘ 000002000‘ 0000003300‘ EOGD Daaa
u0Oa0DDG0OaDDDaa

0004000‘ 00004000‘ 000004000‘ 0000007000-
0uua000I 0000a00u- 00o00s000- 0000000000-
0010000‘ 00010000‘ 000010000‘ 000001C000'
0020000‘ 00020000‘ 000020000‘ 0000030000‘
0040000‘ 90040000‘ 000040000‘ 0000070000‘
0000000‘ 00000000‘ 000000000‘ 0000020000‘
0100000‘ 00100000‘ 000100000‘ 00001C0000‘
0200000‘ 00200000‘ 000200000‘ 0000330000‘
0400000‘ 00400000‘ 000400000‘ 0000700000‘
0000000‘ 00800000‘ 000000000‘ 0000300000‘
1000000‘ 01000000‘ 001000000‘ 000lC00000’
0000001 02000000‘ 002000000‘ 0003600000‘
0000002 04000000‘ 004000000‘ 0007000000‘
0000004 03000000‘ 003000000‘ 0000000000‘

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
D
0
0
D
0
0
0
0
0
0
0
0
0
0

aa0aDHDGaDn00n
0000000 10000000‘ 010000000‘ 001C000D00‘
0000010 20000000‘ 020000000‘ 0030000000‘
0000020 40000000‘ 040000000‘ 0010000000‘

h950000040 00000001 030000000‘ 00E0000000'
0000030 00000002 100000000‘ Dlcoaounou‘

GDDDHUCBOOHDOODUDOH
D000n

Pw00a5D0aDDu00D0DD5
0000101 00000004 000000001 0330000000‘

Encrypliun Sample Dela 29 November 1999

AFFLT0294141
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Appendix IV - Sampfe Data Bluetnnth
35 35 0000202 00000008 000000002 0700000000‘ 00 00 00
35 35 0000404 00000010 900000004 08000000000 00 00 00
37 37 0000808 00000020 000000000 1C00000000' 00 00 00
38 38 0001011 00000040 000000011 3800000000’ 00 00 00
39 39 0002022 00000080 000000022 7000000000* 0 0 0 0 0 00 00 00

Start clocking summation Cnmhiner
...............................................................................................

40 1 0004044 00000100 000000044 6000000001
41 0000088 00000200 000000088 4000000003
$2 0010111 00000400 000000111 0000000007
4! 0020222 00000800 000000222 0000000008
44 0040444 00001001 000000444 0000000018
45 0080888 00002002 000000888 0000000038
46 0101111 00004004 000001111 0000000077
47 0202222 00000008 000002222 0000000088

0 O b O Q 90 00 00
00 00 00
DD 00 D0
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 D0
00 00 00
00 00 00
00 00 00
O0 00 00
00 00 00
00 00 00
00 00 00

48 0404444 00010011 000004444 00000001DD
49 0808888 00020022 000008888 0000000388
50 1011110 00040044 000011111 0000000777
51 0022221 00080088 000022222 0000000288
52 0044442 00100110 000044444 0000001000
53 0088884 00200220 000088888 0000003888
54 0111109 00400440 000111111 0000007777
55 0222212 00000000 000222222 000000EEEE
55 0444424 01001100 00040444: 0000010000
57 0888848 02002200 000888888 0000038888
58 1111090 04004400 001111110 0000077777
59 0222120 08008800 002222220 DODDOEEEEE
60 0444240 10011000 004444440 00001DflDDB
61 0888480 20022000 008888880 0000388893
62 1110900 40044000 011111100 0000777777

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
01 00 00
01 01 00
11 01 01
01 11 01
10 01 11
00 10 01
00 00 10
00 00 00
01 00 00
00 01 00
11 00 01

53 0221200 00088001 022222200 0000888888
64 0442400 00110003 044444400 0001DDDDDD
65 0884800 00220006 088888800 0003888888
66 1109000 00440000 111111000 0007777777
67 0212001 00880010 022222001 0008888888
68 0424002 01100031 044444002 ODIDDDDDDC
69 0848004 02200062 088888004 0038888888

70 1090008 044000C4 111110008 0077777770
11 0120010 08800138 022220010 DOEEEBEEEE
72 0210020 11000311 044440020 0100000001
73 0480040 22000822 088880040 038888888)
74 0900081 44000044 111100080 0777777707
75 1200103 09001000 022200101 OEEEEEEEDE
vs 040020? 10003111 044400202 1DODODDC10
77 0800408 20006222 088800404 3888883838
78 1000810 40002444 111000808 7777777077
79 0001038 00018888 022001010 6888888080

01 11 00
01 01 11
10 01 01
DD 10 D1

80 0002070 00031110 044002020 SDDDDDCLDE
81 0004080 00062220 088004040 3BB8BB838C
82 00081C1 000C4440 110008081 7777770778

8! 0010383 00188880 020010103 68EEEEOEF2
84 0020707 00311100 040020206 5DDDDC1DE5
85 0040EOE 00522200 08D04040C 3B3BB83BCB
35 CIOQICID IJDC-04400 1000811819 7777707797

01 00 10
00 01 00
11 00 D1
01 11 00
10 01 11
11 10 01
00 11 10
11 00 11
01 11 00

87 010383A 01888801 000101033 6EEE80EF2F
88 0207075 03111003 000202064 SDDDCIDESE

DflflflflfiflflaGOD-vfi|3P"DDflGD-‘OOH!-‘COOHDDOP"O€3fifiOODP"OOOOOOUD DP“!-‘GDDODUD005DDDD4-‘OODI-DDOODDDDODDHDDOODODODDODOD DDOI-OOOI-Dfifll-ODOPOODI-‘OODI-'flOOOU~C|ODOOOOOOOOOOflODDUO HI-OI-I-'P-‘DU-HI-‘Oh-4-'4-OP-I-‘I-OflflflfifififlfiflflOfififilflflfififlfififififlbfiflfllfl OOClOOflO0-HI-‘HOD!-'OOi-‘OOI-‘I-OI-'DOOQI-fiDO|-‘O1-‘OfiQOO|"QOOOOflUD
29 November 1899 Encryption Sample Data

AFFLT0294142
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0405080
0B1C1DE
1333333
0070755
0050803
0lC1D55
0333002
0707565
0EOEOC0
1C1D394
1030320
1075650
0050001
01D5943
0309206
0756500
050C018
1D59430
1052861
15G50C3
00C0lB6
1594300
0328018
1550C30
0001060
19430C0
1286180
n5uc3u1
0010502

1430C04
0061000
1003011
0186022
0300045
0618080
0C30115
1860220
10C0455
0130800
0301155
0602200
0004555
1808000
1011555
0022013
0045556
0080000
0115559
uzznnnz
0455564
0800008
1155591
0200022
0555644
onnacas
1555911
0003222

Encrypliun Sample Dela

06222005
ac44n0nc
10008010
31110030
62220060
444400Cl
03330133
11100307
22200605
444uac1c
08001030
11003070
22006080
d400C1C0
08010380
10030701
20060202
400C1C05
00103800
00307015
00600020
00C1C055
01838000
o3u7o154
uenaoznn
0C1C0550
13380000
3n7n13¢i
60902002
41005505
03000000
07015415
03020820
1C055054
38000008
70154151
60200203
40550546
00000080
01541510
02082034
05505462
00000800
15415101
20020342
55054684
20008009
54151012
28203424
50546848
20080090
41510120

02034240
05468481
008D0903
15101200
20342400

00D4040C0
nnuaos191
001010323
002020845
004040C8C
anaua1919
010103232
020206454
04040C8C8
uana19191
101032323
002064647
004008085
000191910
010323230
020646475
040CEC8E0
081919104
103232309
006464752
00CBCBR04
019191D48
032323090
064647520
acncaEA4n
191910480
123230900
046475201
oacaenauz
119100804
032309008
064752011
0C8E04022
191048044
123090008
047520111
085040222
110400444
030900888
075201111
oEA4o2222
1D4804445
109008880
152011115
004022223
148044457
090088805
12011115D
040222230
080444575
100888050
001111505
002222000
004445755
008880300
011115355
022228000

BEEBESBCBE
7777077979
GBEEOEPZFZ
5DDO1DE5E5
ZSBSSBCBCB
7770779797
GEEOEFEFEF
5DC1DB5E5F
3B83ECBC3F
7707797578
6EOEF2F2FC
5C1DE5E5F8
38lBC3CEFO
7077979700
60EF2F2FE1
41DE5B5F52
03BCECBFOi
0779797309
0EF2F2FC12
1DE5E5F825
3BCBCBF04B
7797975097
6F2F2FC12F
SESESFBESE
BCBCEFOQEC
7979720979

HHOEJDDDIJJ-B

72P2FC12P2
G5E5FB25E5
€BCBF04EEB
1797509796
2F2FC12P2C

DCII-'1-‘CHE!-O|—I—I-‘ODDOCIH
5550825359
3CEF04BCB2
7979097964
72FC12F2C0
65F825E593
iRF04BCE26
1750979640
2FC12F2C99
5F025K5532
3F0dBCB2E4
7509796409
7C12F2C992
7325255324
704BCB2fi48
6097964C91
412F2C9923
0253593246

aqacazsasn
0979640910
12F2C99235
2535932460
4BCB2648D5
L7864C5105
2F2C992357
5859324603
3CB2648D5C

r—DI—'CIDOl—0DDClGDfll|—|v-‘DElUDt—!—-DDClClr-‘CI|—-
29 November 1999

c:c|o1—I::aon—-
l
0
0
0
0
0
0
0
0
0
0
1
1
0
D
0
0
0
1
1

|:IcIn-cal-0:-OGCIOOHcir-ca:-can-cnnactcicauzar-I

I-noaaaul-—DaDuaanv-aaanaun

ouacanuao-DDI-aI-‘a>-I-1--:::nI3n-ao|--|-1:I|:.-cIr-:::a>-

-
-

uao-—.—.-»—o.-
:-

u-n—o—>—an—c|oI—

r-I-an-'0
0

5-ODDDDUOG

r-I-5:-aw-on-ar-on-Hor-I::Io-1-at-I:IuI::r-on-cacIa-aI::II-aa-|-o|-n-I:.-r—c:r-

Bluetooth.
11
01
1a
00
00
00
an
00
01
on
1a
00
00
06
00
00
00
00
01
00
La
11
00
11
01
11
11
11
11
11
10
10
01
00
10
11
00
11
00
10
on
01
00
10
on
01
00
11
01
11
10
01
10
00
an
00
01

AFFLT0294143
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1556445
oancass
1559117
005322?
156445?
OECSEBF
159117?
0B222PE
16445PD
UCBBBFA
19117F5
1222FEA
0445ED5
OBBBFAA
1117F55
OZZPEAA
045PD54
DBEPAAS
117F553
DZFEAA7
05FD54F
DBFAARF
17F553E
0FERA7E
1FD54FC
LFAAQFS
1F55)P2
1EAR7E4
1D64Fc9
1RR9F93
1553526
0AA7E4C
154F098
0A3F9]1
153F362
0h7E4C5
14FC98B
0939316
13F2G2D
0734C5k
oFC9aB¢
1593169
1P262D2
1E4C5A4
1c93B4a
1931691
1262D22
04C5A44
0933438
1316910
0620220
0CSA440
1804830
1189100
0202201
05A4403
034880?

54634818
28009010
51312060
234240C0
46848130
00090301
10120602
34240C04
68431809
50903012
21206024
4240C048
04818090
09030120
12060240
240C04B0
48130900
10301200
20602400
d0C04000
01809001
03012002
06024004
nconauan
13090011
30120022
60240044
40480009
00900113

01200227
0240044E
04800890
09001138
12002270
24004450
48005900
10011331
20022702
40044504
000E9COB
uo113a1n
00227021
00445042
uoa9CuB5
01133103
02270215
044B042A
DSSCDBS4
113B10AB
22702150
44E042A0
09006540
13810050
27021500
4E042ifl0
1COB5400
J310AB00

044457555
nannazanfi
111150555
022280335
044575557
08flREfiRiE
111505550
022BAAA3A
045755574
uaaE§AAEB
115055501
02BAfiABR2
057555744
OAEAAAEES
15D555D11
OBAAABRZE
175557444
OEAAAEBBQ
1D55SD113
1AAABR227
l5557444F
OAAAEESQB
1555D113D
01300327:
155744455
0AAB889EE
155D113DW
oasazzvaz
157444F5D
OREEEEEBA
15D113D75
0BA227REA
17i44F5D4
0E!BB9A9
1D113D753
132270337
1444F5D4F
OBSQEBABE
1113D753D
022733370
naarsudns
OSQBBASEB
113D753D7
027361730
a4F50aF5c
OQEBABEBB
13D753D71
o7A£A7AE2
0F5D4F5Cd
LEBAQEBSQ
1D753D7L2
1AEA7AE25
150435040
0BA3EB397
l751D712E
0EA7AE25C
1D4F5C4B8

7964C31AB8
72C9923571
5593245322
4B2$48D5C5
164C91AB8A
2c992a5?1a
5932460225
3264805051
54C91AB3A2
4992357144
1324630250
2648050511
4C91AB8A23
1923571440
3246AE2B8D
S48D5C51LE
4910383237
123571446?
246052830?
48D5C5l1BE
1lAB8a237D
23571446FA
46AE288DF5
oD5C511BEA
1nBBA23?D5
3571446PAA
6AB288DF55
55C511BERR
2BBR237D54
5714463008
2E200DFS50
SCSLIBEAAU

I-vb-'P-HHOPOOHFODOHDDHHOFCUHOWOFO
38A237U540
?1445FAA81
62BBDF5503
4511BElA0fi
0023705400
1446FAA81A
28BDFS5035
5l1BERA06fi
2237054005
4463008103
08DF550355
llflflnauaaa
2370540054
46FAAS1AA5
0DP5503553
1BERA06AA7

3705400545
SPAABIERQD
5P550355!A
3EAA06nA75
?D540D54EA
7nA8lRA9D5
7550355!hB
6MA06AA75B
5540D54BAE

D-flDO|—D-‘flOHBOI—I—<I—«>-P-‘I-‘ODD-I3!-DI-‘OI—O|-H
29 November 1099

Dotaar-tr-:-anHanan-can::nncIt::n:Inn—ocII-DnoCInlzclv-:-Bataan:--no!-cIcII:Icap—oJ-0-0
I-IDDCIIHOOOI-‘fl
D
0
0
1
0
1
0
1
1
1
0
1
0
1
0
1
0
1

0
1
0
1
0
1

I-I-‘OI-OI-I—I-I-IDflI'OUOl-‘DOD?-‘OI-I-' DHOFDI-“Q!-HI-‘I-I-DI-b-‘Q9DD-ODOI-IDiv-Ofilblv-I-I-OHDI-Or-I-'ODfi|-QDII-IQOHI-OI?!’-Ofifihfl DOhOOI-I-‘I-‘DI-‘OFF!-‘D-P'OOOP"l'OODI-O6!-I-'HOQHDlvfifli-'ODOO|:l|"I"flODfil'-DUPDHFP
11
01
91
11
10
01
10
00
01
no
01
00
11
01
10

00
00
00
01
00
10
00
00
no
01
00
10
on
no
01
00
11
00
10
no
00
01
01
11
10
01
01
11
10
10
10
01
01
11

11
11
11
10
10
01
00
10

Bluetnuth.
01
11
01
01
11
10
01
10
00
01
DO
01
D0
11
01
10
00
00
00
01
00
10
00
01}
DD
01
D0
10
00
00
D1
00
L1
00
10
00
00
01
01
11
10
01
01
11
10
10
10
O].
01
ll
11
11
11
10
I0
01
00

Encryption Sample Data
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169100? 10215000 IABEBSQ11 ZABIAASDEB
0022019 Snd2A00l l53D1l2E3 5503553050
LA1d03C 40054003 OATAEZSCG 2ROEfiR7551
1438019 010AB004 LJFECIBSD 540U54EAC3
09100F2 02150009 095389113 2E1flA9D5S6
1220135 042n0012 l3UT12E}1 503553nBOC
04d03CR 03560024 01kE25CEE 206AJ1561E
0830195 10AE004l 0F5C4BBDD 40D54EAC30
1100P2A 21500091 1KBB911BA DLAAQDSES1
uaulasq 42Auo122 lD712E374 u3553ABnc3
U403CA9 05400244 1AE25C6E9 nBnR1561a6
0001952 0AE004B8 150438003 0D54EAC30D
100F2A5 15000911 0B89T1BA6 1AA9D5861l
001E5lA 20001223 111203146 3553AEOC3S
005C094 54002446 022506290 6AA1561E5h
0019528 28004830 1CdBEUD31 554EAC30D5
00F2150 50009113 lB91lEAE2 2A9D5BS1AA
01ES4A0 20012236 1L2E31iC4 553ABOC355
03CA940 40024460 02§CSE983 2A15é1B6AA
0195230 000dBED9 0{BBDD310 5dERC30D5¢
nF2R500 00051132 0911BAfi20 29D5Bfi1RAE
1a54nou 00122364 12E)14C40 5333003550
LCAQQUO 0014d6Ca 05C6E9380 21561B§AAO
1952300 ouaaanau 0BEDD3101 ¢Efic3DDS4a
1235009 nu911H2u 17LHA£2u2 1D5as1nABL
054A000 01223640 033140404 3ABOC35502
0A94000 034i6C30 1C6E93BOB 156106AA05
1523001 04339901 1snD31a11 aAc3ufls4an
0k5DO03 99113203 118352023 55BE1fiAB11
1dA0006 12236401 0314C40d1 2BOC35502F
094000C 24460300 UEESESDSE 5E1EGfiA05F
1200015 4B8D901C 0DU31011D 2C30D540BF
0500030 11132039 1Bné2033A 5861Al311E
0300060 22364012 114C40475 30C3S502FD
14000C0 44$C80E4 OEQBEDBEA GIBEAADEFB
0000130 0BD§01C8 103101105 €!0D540BF6
1000301 11320391 1A€2023flE 0E1AAB11EC

10
DEI

00
00
01
D1
11
01>->-c:::b-|:no-

b-1-n-'0

11uni-cIDP—a1—-:-n
:-

cu-5-acsbcna
11
11
11
11
11
11
00
11
01
10
00
01
00
10
00
01
11
10
10

01
10
11
11
11
11

av-ano-u-u—|—aD:|UI:‘IDI3%'.‘lI—G DOOODDDODOBDHDHOPGDODH r-aao-aI:I:rn-I->-u|-aa- n-|Clh—Ga-IclI—n-o-IDDn-DIu-:- DI-OI-ODD!-DD!-D-I-I-i-‘I-D-I-O-‘F
{I
0
0
U
0
1r-I-I:-CID:-4|-r-a

:-

11
L1
11

can-:3}-cacnr-‘cli- I-I—-c:c:c:I-noc:I-c:o|—- DI- ODD-‘I-‘OI-D
2101
an]
Z12]
2:31
an}

us]
2161
.111]
ms]
z[9]
211:1]
zlul
z[J.2l
M131
zuu
z[J.5]

vannnnlnuulalIt:-clinician: nluultllllulnnniulzcnDum-nullhtcnnttinnkntslnnnnnlt1unInm:=|uII-ttslnm-1|-ulna:-nculunn

Reload this pattern into the LFSRs

Encrypliun Sample Dala 29 November 1999
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Appendix IV - Sampfe Data
Hold content of Summation Combine: raga and calculate new CicoL] and E values

LFSRI 1C45F25
LFSR2 TFF8C245
LFSR3 . 1E93R2DEB
LFSR4 IRDZFIESSS

CIt+l] L0

-......sua-uca.-sq..-.....¢u...s.u..sq....-.........u..;.....s.u.=;........=......;........-u.»

Generating 135 key symbols tencryptiunrdecryptian sequence:
-=---==..--==---..=,==1--==.-..=...=..-=-=..-_=..--=----..--=...--_.--=-.----=,=-;=.-=.=-==.--=

240 1 1Cd5P25 7PFBC245 LE93A206B Lflfl2P1E555
21L LSBBEJR 7?P184SB l1274d0DT 3405E3CAAB
242 1L1?C9S 7FE30917 0242881}? 6fi0BC?9S57
243 022F923 7FC6122F 049010353 501?BF2AAF
164 045P25? 7FSC245E 093A20SSD 203P1E555E

F O H L0 10 ll
01 10 10
01 01 10
11 01 01
10 ll Di
Dl ID 11
01 OL 10

|—ODO
315 0EBE1AE 7PlBiEBC l27J10D7R IDSEBCIABC
2&5 1LTC95C 7E309l?8 0§EBBlAF4 00BC7955?9
24? 02F92BS 7C6132F0 O9D1035E8 OITBFERAF2
243 05F25?0 7SC2i5E1 l3h20EBDO 02FlE555E5
249 DBE4fiEl 71B43BC2 074i0U7R0 DSBJCRRBCA
250 1?C95C3 63031734 OESSLAFJD 0BC7955795

11 01 01
10 ll 01
L0 10 Ll
01 10 L0
L0 01 10
11 10 01
on 11 1o
11 00 11
01 11 on
10 D1 11
11 10 01

01 11 10
11 01 11
01 11 D1
01 01 11
1a 01 01

OFSEBBT 46L22F09 lDl035E80 17BF2AAF2B
1F2570F DC2¢5E12 LA206BDD1 IFIESSSESG
1EIRE1F La4BBC2S 144037303 sezcaaficac
LCBSCBE 3091TB¢A OSBLAFGD? 3CT955795B
192B8?D SIZZPOS4 L1035E80F 78F2AAP2B1
125?0FA 4245E120 020630018 TIESSSESBE
o4AE1F4 oiaaczsu 0d0D7A03D 63caABcAc5
09SC3EB 09i7E4E0 03lRF40?R 4795ST955R
123S7D1 122F09d1 1035EEOFd DFEAAFZBLG
05TOFA3 24581233 006BD01E9 1E555E562B

DDP—CIflDDl-‘l-BOCII-|—l-‘I-I-
0A31F46 49BC2505 00D?A03D2 SCARBCACSO

Div-OUI-PI-II-Iflflfll-r*l'-‘I-'OP'fiflODO
1SC3E8C l1?3éAOC 01AF40?AS ?9S5795BAO
0EB7D1B 22F09419 035BBOF4A ?2AAF2E140
170PR30 d5E12832 OGBDOLEQ4 6555256200
0E1Fd60 OBC25065 0D7R03D2B iflABCRC50l
LCSEBCD LTSQAOCB LAP407A50 155?958A03

11 10 01
00 ll L0
00 00 ll
01 00 00
00 01 00
ll 00 01
D1 11 00
10 01 ll
11 10 01
Di ll 10
Oi Oi 11
O0 01 01
L0 00 DL
DU 10 D0

ISTDISL ZFOQQLBE lSEBOF4R0 2AAF2B1¢06
IOFRBO2 5El2B32C DBDOLE941 555E5E2EOC
0LF¢50d ICZEDSSB LTADSDIBI ZRECRCSDIB
0338009 7B4AOCBO 0Fd0?A506 SSTQEBAOJ3
07DLB12 70941960 LE80F4AOC 2AF2B1406S
oFA3o24 612B32Cl 1Do1E94l9 SSESEZEDCU
1F46049 42505533 1ao:n2a32 2HCAE5o19a
LEBCOQ3 DGAOCBO? L40TA5065 57958A0335
LDIELZT 0941960? OSDPIRDCB 2P2BL40S6B

L
l
0

D
D

1
0
D
0
I
0
L
l
I
L
L
O
O
1
0
D
L
0
1
0
L
1
l
U I-‘On-nflr-DDDDI-I-I-'l‘DI—Ol!>Dl"

133020? LZEEZCIF lGlE94196 SESEZBOCD7

1¢6043F ZSOESSSE D03U2332C SCRCSOIBAE
DSCDPJE QRDCBOTD 007A50658 795EAD335D

D1 D0 10
00 Ol 00
L1 00 01
L0 11 00

1LBl27C l4l96DFR ODFJROCBD ?2BL4066BA
0303458 303?ClF4 01E941961 6562EOCD?4
06049F1 50658339 OBDQBSZCQ 4AC5019AE9
0C093E2 EOCBDTDE 070505555 1583033503

01 L0 11
L0 01 L0
11 10 01
00 11 10
10 00 ll

1S127C5 JIQSDFRE 0F4hDCBOB 3511056337
103iF3A OJECLFJB 159419616 S62BOCDT4F
00l9F15 06583E97 LD2B32C2C 2C50l9RE9F

DDI—|—OfiDI-Ifll-‘I-I—|-I-‘DOG OD!-FDDOOE
I-I-'I-'DDCIOODQ|vD|-ll-‘I-POO-‘DI-I-OOOflOD|-‘C3DOD-U0-‘I-I-OOI-OOl'fiOO Dfifil-u-Q!-OI-‘O0!-I-‘i-I>—'D|"O>'OI-IO?-I D'Oi-OI-'|-I-‘OHDOOIDOPOOI-‘I-VPOQI-'|-‘OI-|-'Dfi|D|-|-'ODOOl-‘l-'OD|-

29 November 1999 Encryption Sample Data
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UOSJERB
nlzvcss
n2iFEflD
049F15k
0935235
l27C5EB
U4PEnD7
DSFLEAF
1332555
u7C56HD
UFBAD7A
LPLSMFQ
LE2B5E9
ICSGBDZ
LBADTRS
LL5LF4B
0235295
OEEBDZD
OADTASB
LSRFGBS
DBSEQED
LSBDZDE
0D7A537
lkF4B6F
1§E9£DF
DBDEDBF
L7A5B7F
DF4H5FF
LESEDFF
1D?DBFE
LA5B7FD
LQBSFFR
OQSDFFJ
12DBFEB
USBTFDO
0BEFFAl
1SDFF42
UDBFEBS
LBTFDUB
l6FFl1S
nnrFa2D
IBFEESB
LTFDOE7
nfiralfir
1FP4EDF
LFESSEF
1PDDB7F
IFRISFF
LFQZDFF
LESSBFP
lDOB7FE
1Al6FFC
142DFF9
0B5BFF3
IDETFES
ULEFFCC
DZDFFSB

Encrypliun Sample Dala

OCB07D2F
19finFn5E
32ClFdBC
6583E97B
4E07D2FD
lEflFA5Eu
2ClF4RCl
53359783
3D7D2P06
snfinsflnn
41F4BC1B
03E97836
0?D2P06C
OFASEODE
lF4BC1Bfl
32973361
7D2FOEC2
7A5EODB5
74BC1BflA
69733515
52F05C2B
25503857
4BClB0hF
1733515?
ZFGSCZEF
550E857?
SCIEOAFE
7E3615FB
706C2BFB
EUDG57F6

4lBUAF3C
03615FDE
OGCIBFBL
DDBETPGZ
IBDAFECE
BGLSFDBC
EC2BFB18
5B57FG31
JDAPECEZ
ELSFDECE
42BFBlBE
05795317
0APEC62E
LSFDECSC
2BFB1BE9
57F63172
ZFECEEEA
srnacsca
3FB1BR93
7F63l727
7ECE2E4?
7D5C5G9F

7319393?
7631727?
acs2E4FP
EBCSCSFE
3lBE93FC

135055359
143005032
094195154
12s3:c2ca
050558591
DABCBOBEZ
ldlsslaés
0B32C2C5R
105585915
aucnonzzn
019616457
032C2CBMF
065359153
OCBUBZZBC
196164573
l2C2C8lFU
05859l5E0
0EOB22ECl
161645733
0C2CEAF07
13591523?
IDBJEECLF
D1éd57B3F
n2CBAFo7r
OSQLSEDFF
DB22BCLPE
16457a3PD
0CBflFD7FA
1915EOFF5
LZEECIFEB

U45TB3FD7
08AFD7FAE
LLSEOFFSD
U2EC1FEBB
US7B3FD77
0A?07FAEF
LSEOFFSDE
UBCIFEBBD
lTE3PD77A
0Ffl7FlE?5
lEGFF5DEA
1E1FEBBD5
lS3PD77AA
ln7FAEF55
OUFFSDKRR
OLFEBBDSS
03FD?7flA1
u7FnEF5S5
0?F5DEAAA
LFEEBDSE4
lFD77AAAS
1FAEF5553
LFSDEAAAT
l3BBD554E
lD77hfiA!C
1AEF5553fl
ISDEAAATD

5SAO335D3E
3l|llJE6ER7U an
62EoCD74Ffl
l5Ul9AE9F6
OADZSSDEED
LQUEEBATDA
2EnCD?4FB5
5019AS9F6R
30335D3ED5
4n5sHn3DnA
DDCD7§FB54
OLQAEQPGAB
0335DlED52
DGGBATDAA4
DCD74FB549

HI-I—r-I:IaI—cIDr—nn
L9AE9F6i§2
335D3ED524
6SBA7DAh49
lDT4PB5493
lflE9F61926
i5D3ED524C
GBA7DAA499
574F554933 |-'I-‘BI—O|—E|UD|-
ZESFERQEEG
5D3ED524cC
3A7DAA4993
74PB5¢933L
GSPSRSZEEZ
53ED524cc4
27DRld99EB
4FES49331O

I]
1
0
1
1
1

LP6A926630
3ED524CC40
7DRA499BBl
TB549331D3
TSAQEGEZDS
6D524CC4DC
5AA4993Bl9
3549331035
5152662057
5524CC«lOCE
2149938190
5493310339

szaccdocfis
2499331903
4933103394
1265206728

I-‘I—I-‘I-'0-‘Ob-‘I-ED-‘I-El!-IJUI-OI-‘
24CCiDCE51
4998S1SCA3
L33l033947
3662057253
4CC40CE51D
L55Bl9CA3E
3310339077
6620&T23EE
4C4DC351DC

CIDDI-BI-I—l—|-‘
29 November 1999

r->-AI::c:ar-0-OH|—-|->-|—-J—->—-|:nJ—-c:|-ana|::r-'I-I::r-I-c:csooI:I+-I->-I-or-'D¢:II—cIr-r-n-r-+-cIOaDar-n—'I:I>-
a:::oan-4o-D|—DcIv-I-4aaa:::aI-¢::n-I:I|:no-

El}-O-‘I-D"?-I--O-P‘GOOD¢fl>-F‘!-'0-DD-C30-DD(]r‘DGr-I-‘DP

unannounc-
DOI-

u—u-l|—DCla-lC|I—n—n-ID
I-

-

ClBl3n—r—l:lC|o—

FOOD!-
D

-r-at-or-orr—aoar-0|-Ha-I-anon:-rDal-csol-or
Ia

r-I:2n-cu)-Dal-non-can-r-I::In-'

Bluetooth.
00
10
D0
D1
11
10
D1
01

10
11
11
L1
L0
10
01
L0
11
D0
10
D0
D0
01
11
10
10
01
O0
10
11
01
D1
00
10
11
D1
10
00
00
00
01
DE]
10
00
D0
D1
00
10
D0
D0
01
11
ll
10
10
01
10
D0

AFFLT0294147



Samsung Ex. 1419 p. 920

BLUETCJOTH SPECIFICATION Version 1.0 B page 920 of 1082

Appendix IV - Sarnpre Data

DSBFFIL
usvvasz
16FFCC5
DDPPQSA
LBFF315
17FE62R
OFFCCSI
LFFQSAS
LFFSISO
1FE62RD
1Fec541
IFQEABR
1F315Dfl
1E62AD9
LCCS412
19SA824
13L50l9
06lA093
OCSGLR?
15A324E
1L5049C
DZADQZE

63L127PE
JEZEJFFI
OCSCQFEZ
LBBQJPC4
31737?S8
EEEGFFII
45c9FE22
05933244
L?21F8S9
2B4FFl12
SCSFEEZS
393PC4¢B
727F839?
GGFFLLQF

JBFEEESE
l3FC44BC
2TFBB9?9
4FF112F3
LFEEESES
3PC44BCD
7FEB9?9A
7Fl12F35

OBBDSSJEL
LT7AAA9C2
uEF5553B¢
LDEAAATDQ
LBD554EL3
17nAa9C2¢
nF5s53349
LEABA7093
lD554El2T
1AAn9C24F
155535493
OAAA7D93C
155421279
DAASCEJF2
LS53B49fi¢
ORATOESCD
154212???
0A9C34F24
lS3B49E4B
OR7fi93C91
142127922
O9C24F244

IBBLQCASBS
31D339e772
E!DS73BEE¢
44OCESLDC9
0819QA3B93
1o339d7?2s
3oa72aEEac
JDCEEIDCQQ
OLQCAJBQS3
D3394?7261
DET2BEE4CF
DCESLDCBQF
IQCIBBQESE
339¢7?26?D
6?29EE4CFB
GESLDCBQPT
J.{33B933E.'E
394?72&TDC
?2BEE4CFBB
SEIDCSQFTL
4A3B933EE2
LJTTESTDCS

flam--b—~O¢3I-I»-I—'n—-n—|--+-u-on-n-I:r—r-vnn—O

29 November 1999

O!-‘D-'l‘|—I-I—|—l-‘ODD-‘GOD-I-‘G-DP-GEJO D-On-IQIVOIVOI-OI-OI-vhoh-I-OI-I-1-‘OP u-Ir-I-ODD-P-D-D0009!" P"|:lOP-'DOIvI-Oi-I—OOI'l'DODOHl:Ifi
D0
D1
00
ll
00
ll
01
D1
D0
10
D0
DD
01
DO
01

O9
10
00
00
D1
11
10

Bluetnnth.
DO
00

O1
O0
11
00
11
DL
01
O0
10
00
O0
O1
O0
Di
O0
10
DD
00
0L
1.].

Encryption Sample Dala
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1.4 THIRD SET OF SAMPLES

Initial values for the key, pan addrass and clock

K'c3[0} K'c3[1} K‘c3[2] K'c3l3]
R':3[4] H':3[5} K‘c3[6] K‘c3[7]
K'c3[Bl E1'r.'3[9] 11* c3[1I‘.‘I] FI'c3[11]
K'c3[12] H'c3[13] K‘c3[1-1] l'1'c3[1§]

RddT3[0] = FF Addxilll = FF flddr3[2] - FF
Addr3[3] c F? Addr3[4} n FF fiddr3[E] n FF

C1k3[lIl =1=r r_‘1k3[l] -av C1k3-[2] -

onnnuouuunuqnnoonunusu---u-on-annus.-nu-onnu-unusua-nonon-uncu--cannon»:nonouusoon-one-uooqnnoo

Fill LFSRH with initial data

I: clkte an x2 1:: an 3 C[:+1.] clcl C[I:—l.]

0000000‘ 00000000‘ 000000000‘ 0000000000‘
000000L‘ 0000000L‘ 000000001‘ 000000000l'
0000003‘ 00000002‘ 000000003’ 0000000003‘
0000007‘ 00000004' 00000000T* 0000000007‘
0000005‘ 00000009‘ 00000000?‘ 000000000F'
000001?‘ 00000013‘ 0000000lF‘ 00000000lF'
000003?‘ 00000027‘ 00000003?‘ 000000003?‘
000007?‘ 0000004P* 00000007?’ 000000007?‘
DDUDOFF‘ 0000009?‘ G000000FF‘ 00000000PF'
0000LFF‘ 00000i3F* 0000001FF' 00000001FF*

D000B0na nnauDn0D
ooooznfl oouat-211=r ooonoaarr ouooooo31=P-
ouuo'::rF- nnouowra uuuoocwrrw DODOODOTFF‘
UDUDFFF‘ oouuosrrw 0000001???‘ cocoons???-
0001.!-?FF* 000UJ.3FF* 00O00J.FFF* 0000001.???-

n00D
0003PFF* 00002???‘ 000003???’ 0000003FFF‘ na0aaDDn aDDDD0OGDC90D0DD uDOa0DDu0GaDDD0a
nuL‘n|=n=v onunmnt onnuowfirv nunoon7r1=|=-
CIDDFFFF0 DUDDQFFFI OCIOISIOFFFF‘ nunuunrnfirv
0OLFFFP* 00013PFF* 0000lPFFP‘ 000001PFFP'
OOSFFFF‘ 00027FFP* 00003FFFF* 000003FPPF'
oovwrxe gou4£~’tm=- uuuu‘?l=‘IrFP* nu:1uu’?l='1-‘FIN
00FFFFF' 0009FFFF' 000DFFFPF* 0ODO0FPFFF'
DLFFPFF‘ 0013PFFF* 0001FFFFF* 00001FFFFF‘
OEFFFFF‘ 002TFFF?' 0003FFFFF' 00003FPFFF'
OTFFFFF‘ OD4FFFFF* O007FFFFF* DO007FFFFF'
0FFFFFF' O09FFFFF* 000FFFFPF' OOUOFFFFFFF
LFFFFFF‘ DLBFFFFP‘ 00lFFFFPF‘ DOOIFFFPFF‘
LFFFFFF 027FFFFF* ODBPFFFFP‘ DOOSFFFFFF‘
AFFFFFF 0dFFFFFF* 007FFFPFF* 0O01FFFFFF'
IFFPFFF 09FFFFFF* 00FFPFFFF* 0OUFFFFFEF*
IFFFFFF l3YFFFFF' UIFFFFFFF' 001FFFFFFF'
1?FFFFF 2'-'FFFPFl"' O3FF'FF‘FFF' Dl‘.|3FFFFFFF'
LFFFFFF 4FFFFFFP* 0?PFFFFFF* 007FFFPPFF'

G
0
0
0
0
0
0
0
U
0
0
D
D
0
0
U
0
0
0
0
0
0
0
0
i
1
L
1
1
l

nn0DaDaGUDDDaa
LFPFFFF LFFFFFFP 0FFFFFFFF* 00PPFFFFFF'
lFFFFFF BFFFFFFE LFFFFFFFF‘ DIFFFFFFFFO
LFFFYFF 7FFFFFFC IFFFFFFFF D3FFFFFFFF' HHHHH

HHHHHHHHaDHDGOOnDDUDana
PMHDa

u-Io-II:-DQJDCIDDDDUEICIDDDOCI Da00D500HHDu00D0DaD
Encrypliun Sample Dela 29 November 1999
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Appendix IV - Sampie Data
35 LFFPFFF 7FFFPFP9 lPFFPFFFF 07FPFFFFFF* 10 00 00

35 36 LFFFFFF TFFFFFF3 IFFPFFFFF oFPFFFFF?F- 1n no no
37 3? 1FFFFFF 7FFFFFE7 LPFFFFFEF 1FPFFFFPFF' 1U 00 00
38 38 LFPPFFF 7FFPPPCF LFFFPFFFF 3FFPFPFPFF' 10 00 00
39 39 JFFFPFF TPFFFFQF LFFFPFFFF 7FPPPPFPPF* L 1 0 L0 00 00

Start clocking summation Cnmhiner
..............................................................................-................

40 1 LPPPPPF 7PFFPF3F lFPFPFPPP TPFFFPPFPF
41 - IFFFFFF ?FFFFETF IFFFFFFFF TFFFFFFFEF
%2 1PFFFFF 1FFFPCFF 1FFFFFFFF TFFPFFFFFP
43 IPPPPPP 7PFPP9FP LPFFPFFFF 7FPFFPFPPP
14 IPPPFPP 7PPPP3FF LPFPFFPFF 7FPFFPFPFF
45 1FFFFFF ?FFFE7FE ;FFFFFFFF ?FFFFFFFFF
46 LFFFFFF 7FFFCFFC lFFFFFFFF ?FFFFFFFFF

47 IPPFFPF TFPPQFPQ LPFPPPFPF TFFFFFFFPF
is lPPFP?? 7P?F3?P3 LPFPFFPFP TFFFFPFFPF
49 1FFPFFF ?FFE7FE6 lFFFFFFFF TFFFFFFPFF
50 IFFPFFE 7FFCPFCC IFFFPFFFB ?FPFFFFFFF
51 IPFFFFC 7PF9FF99 lFFFFFFFC TFFFFFFFFF
52 IFFFFFB 7FF3FF33 LFFFFFFFS 7FFFFFFFFF
53 LFFPPPO 7FE?PE67 LFFFPFFFO TFFPFPFFFF

SI LPFPFBD 7PCFFCCE LFPFPFPEI TPFFFPFFFF
55 IFFFFCD 7B9FF99F LFFFFFFCJ 4FFFFFFFFF
55 IFFPFEO ?E3FP33E 1FFFF?Fa7 ?FFFFFFFFE

I-o >- I- D- O 01 L0 00
L0 01 10
ll] 10 D1
00 10 10
ll 00 10
00 ll 00
00 00 L1
L0 00 00
Dl L0 00
10 OL 10
10 10 01
00 10 10
ll 00 L0
00 L1 00
00 00 11
ll} 00 OCI

I“!-'I‘|“|-' PI-lnvlvlr-‘I-I-II-‘I-'
0U 10 DO
00 00 10
L0 00 00
01 10 0|}

5? LFFPP00 7E7FE€7C LFFFPPPDF TFFPFFFPPC
58 IFPPEDL 7CPPCC?8 lF?PPPElE TFFPFPPPPE
59 1FFFcu3 79FF9BFn 1FFFFFc3C ?FFFFFFFFu
B0 IFFFBD7 73FF33E0 1FFFFF878 ?FFFFFFFE1
EL 1FFFO0F E7FE67C0 lFFFPFOF0 TFFFFFFFC3
62 1FFEO1E GFFCCFED IFFFFEIEJ YFFFPFFFBT
$3 LPFCOJC LFF99P00 LPPFPCSCS TFFPFFFPDP
64 IFPEOTS 5FF33E01 LFFPFSTST 7FFPFFFElE
ES IFFDOFO 7FE6?C02 IFFFFOFOF ?FFPFFFC3C

I-vP-'P—Hi-‘I-‘P-‘HI-I-r-I-‘I-|r‘|—'I-|—|—<I-‘
10 01 10
L0 10 01

DO 10 1!]
ll 00 L0
00 Ll 00
00 00 11|—-n-I—|—-I—vr-

66 1FE0lE1 ?FCCFS05 1FFFElE1E ?FF?FFFB?B
67 1FC03C3 7P99FO0A LFFPCSCBC YPFPPFFOFO
SE IFBO737 7F33EO15 lFFPE787B 7F?FFFE1El
69 LFDOFDF 7E6?C02A LPFFDFDFD ?FFFFFC3C3
70 1E01E1E TCCF8054 lFFElE1E1 TFFPFPBTST
11 1C03C3C TQQFDDR9 IFFCSCSCJ TFEFFFOPDF
?2 1an7n?a 73350152 132373737 ¢FFFFE1E1z
T3 100F030 567C02A5 lFFOPOPOF 7FFPFC3C3C
74 001ElE0 4CPB05dE lPE1E1ElF 7FFPF87S7B
75 Do3C3C1 l9Fnon35 1FC3C3C3F YFFFFDFDFO
?s oo?a7a3 ]3ED152C 1Fa?a7a?F 7FFFE1E1E1
77 00FOF0? STCDZASQ LFDPDFOFP TFFPCSCSCB

L0 00 00
01 10 00
L0 01 L0
11 10 01
01 IL 10
O1 01 11
on 01 01
10 00 01
00 10 00
no on L0
01 no no
11 01 00
L1 11 DL
11 11 11

I-‘I-PO-‘l-‘Pl-I-U-I-'|-|I-Iv|-'|-*|—I-I-|-|-'O-'P-'D'l'I-'r-
TE DLEIEOE 4PE054B3 LEIBIEIFP TPPPETETBT

cID—I-‘I-‘I-‘P-DD!-‘V-‘Citat-‘I-‘I-‘I—I—|-‘I-‘I-‘i-‘IHDEIJ-‘D-I-I-‘l"P"l—I-'I-I-
I-I-I-1-T5 03C]C1C LFDDREEE lC3C3C3FF TFFFUFDFOF

80 0?B7B3B 3E0152CC 137370??? TFFELEIELE
81 0POP070 7C02R598 LDFOPOFFP 7FFC3C3C3C
S2 LEIEOBD 78054330 01E1ElFFF 7PFB797878
B3 1C3ClC0 700A9660 OJCBCZFFE TFFDFOFOFO
84 1878330 &0152CCO 078?87FEC 7FELE1fl1E0
35 10F0700 60215530 UFOPOFFFB TFC3C3C3C0
B5 OLEDEGO fl05%B300 IEIELFFFD TFB7E7B?flD
87 0391800 00A36601 LC3C3FFEO ?FOFOFOP00
38 0733800 0152CC03 L87S?FFCO ?E1E1ElB01

11 11 11
ll Ll 11
Li IL 11
11 L1 11
ll 11 11
ll ll ll
11 ll ll
11 11 11
ll 11 ll

DODO|v-|r-'I-Ii-IBDOOD|DDDlr-‘I-'I—D-I—I-|- OHDODDOOE I-I-‘I-II-UOOOI-I
O6!-Iv-I-I-I—t-HI-I"?-I-‘i-|>'P-HI-D-P‘!-II-|-P-‘I-Iv-I-'I-Iul-‘I-D-‘I-‘i-II-Iv‘!-‘I-ID-P-I-I|—|-I-II-II-‘I-‘H CUP!-I-‘I-I-I-‘I-I-'I-‘OOH!-‘POO!-‘I-P-'OODOI-ODOI-'OQ|-HDO|"QOOP'6ODHflflUH

29 November 1999 Encryption Sample Data
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BLUETOOTH SPECIFICATION Version 1.0 B page 923 of 1082

Appendix IV - Sample Data
0F07000 02A5900E 10FOFPFSO TCSCZCSCOE L1 11

L1 11
ll 11
10 ll
10 10
01 L0
10 Ol
00 10
00 D0
DU 0!]

car-IEEIEGUD l}5flE3(}UD CIIEIFFFOD 7573737307
1ClC001 OASESOLA UBCBFFEG1 ?0FOFD?0OF
1338003 l52CC035 0TBTFFC03 SLELELEUIE
1070007 JAESSOGB OFOPFFBDT l3C3C3C03C
ODEDOOF 54B3DODT IRIFFFDOF D?B7B7B0?B
0lCO01F 296ED1fiE ICZFFEUIF DFDFUFODFL
033003? 52CCD35C LBTFFCDBP LE1E1E01E2
070007? 25980638 LOFFFB07F 3C3C3C03C4
UEUIJOFE‘. 433001371 DIFFFCIDFE TE7H7BU7BE
ICEIOIFD LIEECIIAE O3PFElO1l"'D ‘TOFDPDUFICI
LEDDSFA ZCCOSSCS 0?FFC03FE 61E1EOLE2l
10007F4 59806385 0FFP807FT 43C3C03C43
UDODFEE 33003717 1FFFDOFEE 0737807307
0D0lFDO ESOLREZF 1FFED1FDC DFDFODFIOE
0D03F1D 4C035C5P LFFCOBFBE 1E1EOLE2lU
0D07F4O LBBSBBHE IFFB07F70 3C3C03C43E
0DOFEB1 300D71TC IFPDOFEEI TBTBOTBB77

|—'OClE!DDl'—I-I-I- c:I-u-4::1-aon—'I:I>- :::aI-1-i-b-Dc:
|-I

DDDD

UK! 0!]
01 00
ll 01
11 11
11 11caacxr-n-ca
11 L1
L1 11
11 11

I-—n-I->-MI-an
ODIFD02 EDLAEZFB 1FE0lFDC2 70FO0F10EP
0O3FR05 4035C5F0 lFC03FB34 6lEDl32lDE
007F303 00638530 LF807FTOB d3CD3Cfl3BC
0OFEB1$ 00D7L1C0 LFDOFEEII 07B01B3T7U

1}. 11
ll 11
L1 11
L1 11>-o-n-r-

OLFDOZC OLABZFBL LEOLFDCEE DFUOFIOEFI
ozrkoss uascsroz 1cn3FBBd7 1En1E21DE3
n7F4uB3 OGBEBEDE 1Bfl7F7DEF 3Cu3ca3Hc7
DFESLSS 0D7i7COB LDOFEEILE 130703718?

I- 1.0 1.1can->-ocaona
:-

flC|I—n—|-I—DOODt—I—I—
10 10

:- 10 10
01 10
O1 O1

11 01
LG 11

LFDDZCD LAEZFB17 00LFDE23D TDOFLOEPIF
lFflD59B BSCSFDZF 005FBBd7fl GDIEZLUEZF
1F4DB37 EBEBEUSE UO7F?OBFd 403C43BC7F
1EBlEGE STl7COBD 00FEE11E9 00TflBT7BFP
LDOECDC 2E2PB11A UIFDCZZDE DOPIUEFIFE

Dona

1
1
0
D
0
0
D
0
0
O
0
0
0
U
0
1
l
1
1
1 10 10

I3!-DFD-till}!-‘DO!-O-I-'DCIDDI-ODD!-‘I-OI-'
10 10
01 L0
01 O1
11 01

LAUBQEE 5C5FD2F5 03FB847R6 0lE21DE3FU
1403373 iBBE05EB 0TF70EF4C OBCJJBCTPE
0816627 T17COBD7 DFEE1lE9B DTBETTSFFT

I--caonclnaaa
102CDCF 62FBl7AE lFDC23D31 0F1DEF1FEF
ODSQEQF i5F02F5C lFBB4?A63 LEQLDEBFDE
0DB373E UBEOSEBS lF708F4CT 3Ci3BC7FBC
0166313 LTCOBDTE 1EE1lE9EF 1EB71BFF78

11 11
11 L1
L1 11
Ll 11

DICDEFB 2FB1?AE5 lDC!3D31P TIOEFLFEFL
OEQBSF7 SFOZFSCR lB347fl63F GZIDESFDEQ
033733? 3EC|5EH5-I l':"E|BFwl.C7F 'l43BCTFBC<l

L0 11
10 L0
10 10
10 10
10 L0
B1 10
10 D1
D0 10
O1 00
DD 01

c:I->-o-u—-|—Ac:|-a|:|c:r-|-r--o|—-
::n-—r->-n--n-r-

IQGETDF 1coan12a 0E11E93PF UETTSFPTSE
DCDCFBE 73l7AE50 LCBEDSLFF LOEFIFEFLO
19B9F1B ?u2P5EA1 1347As3FE 21DE3FDE21
1373EFB 50533542 1uar4c7rc i3BC1FBCa3
06E7DF7 40BD72B5 OLLEQBFPB 0T78FFTB86
DDCFSEP 017AEEOL 023D3lFFO 0EP1FEF1DD
1B9F7DF U2F§CA15 nl7A53FE1 1DE3FDE21A

I-or-cacaonca Eocnn-->-—I-
|-In-CII-lv—h—OClDclI-C)OC'.||-In—|-h—|‘:IU I-‘I-I-|‘Dr-I-'0-'0-‘DD!-O-I-‘DI-F

173EFBF O5EB942B 0BF4C7FC3 3BC?FfiC434
0ETDF7F 0ED7285E lLE98FFE? T7BPF?8BS9
XCFEEFF LTREEUAC OSDBLVVOF 6FlFEFl0D3
19F7DFE 2F5CAl59 OTBESFEIE SEBFDEZIA7
ISEFBFC 53394233 OF4C7FC3C 3C7FBC434F
07DF7F8 3D72B56E LEQBFFBTB TEFFTBESDF

DPBEFFD 1RE5DACD lD31PFOPD 7lFEP1DD3E
IFTDFE1 15CAlE9B IAEEFEIEI 63FDE21A7D
LEFBFCE 63942536 LiC7FC3C3 d1F3Cd3§FE

- 10 DD
00 10
O0 00
D1 D0
O0 01
L0 00
00 10
11 00
00 11

I-Ho-CIBI-n—I—-DI-I—CIDo-r—oI—-ao|:|aOI3I—-c:|—I—I
r->-o-c:r—c|I-u-n—- Dr-H:-Macaw r-I-c:aaA:Io-H

Encrypliun Sample Dela 29 November 1999
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Appendix IV - Sarnpfe Data

LDF7F86
LBEFPOC
17DFE19
0333033
1373366
IEPFOCC
1DFE199
1330313
1738666
DFFDCCC
1331999
1PC3332
IFBSSSJ
1FOCCC3
1319991
1033323
1866507
10CCC3F
0199913
0333230
0666478
OCCCSPD
1999131
13323C]
5554755
DCCSFDD
1991E1A
1323235
o54?55A
OCBFDDS

1913133
1232354
0173639
0330053
1131AA&
03C354C
0736399
0FOD533
131Afl66
ICJSJCC
186R99E
1005331
0LAA663
0354CC5
0609980
0D53315
LAASSZA
154C054
0399308
1533151
0066233
14CC547
0993333
133151D
0662133
OCES477
LQSABEF

57235663
2E50ACDB
56315935
3942336D
72856693
ESDACDBE
41159350
L42336DB
28566086
SDRCDBED
2159B6DA
42336335
05S6DB6B
OACDEGDE
15936000
23360358
SGEDBSBO
3CD36D60
S936DACO
336DB5B0
56056301
4D36D603
LBSDACO7
35DB5aoE
ED355512
53636039
36030073
BDESEOE5
5BEB01Ch
36DG039B

6DRC0737
53530362
56B01CDC
ED603933
§AC07370
35802530
SBDICDCD
56039381
25073703
53036305
3o1CDcoc
60393818
40737031
00050053
o1cncoC5
039331SC
07370318
03630530
1CDCOC60
asssxaco
73703130
66306301
4DCOC602
lBB1BC05
37031003
53063017
5COC603F

093333706
131PFoFoc
063FElEl9
0C7FC3C32
18FF87E65
11FFoFoCB
n3FE1E196
07PC3C32C
0FPB7!659
IFFOFDCBE
1F31E195E
lFC3C32CC
lF8736599
1FOFOC333
1B1E19666
lC3C32CCE
187365999
103003333
013195656
03C32CCCD
uvaasssaa
030633334
131966669
1c32cccu3
155599937
l0C33334F
019666698
032CCCD3C
065995378
OC33334F0
196666931
13CCCD3C3
0599 9117 87
033334303
16666931D
0CCCD3C3A
1999A7975
133343033
066693136
0CCD3C3R£
199a7n?59
1334P0332
066931065
oC03C3aCB
195797595
l3iPOE32C
069B1D659
onacaacnz

1A7B7S967
LIFOEBECB
09E1DE59D
LJCJACBBA
078759675
UFOEBECEB
1ElD659D6
LCZACBJAC
187596759

0337986937
1FBP1oD3EP
3FDE21A7DF
7330434333
TFJSBSSFTE
7EF1oD3EFC
7DE2lR7DF9
7504349333
7733693736
EFIODIEFCC
5E21A7DF99
3C431PBP33
78BS9F7E67
710D3EFCCE
621A7DF99D
i434FBF33E
0E69?7EE76
10D33FCCEC
31A7DF99D9
434FBF33B}
055F7E6766
DDBEFCCBCD
1A7DF99D93
34FBF33B37
59F7E6765F
533PCCECDF
Z7DP99D9BP
4FBF33B3?E
1F7E6766FC

JEFCCBCDFQ
7DF99D93F3
7BF33B37E7
77E6756FCE
6360300398
5399093333
3F33B37E70
?E6766FCEl
-mcscnrsca
799D9BF385
7333372703
5575sFcE17
JCECDFSCZF
l9D9BF355E
33E37E7DBD
6766FCE17B
¢ECDF9C2F6
IDQBPJESED
3337370303
766FCE17B6
SCDP9C2PSC
59BP3858DB
337E70BDBO
66FCE1736l
4D?9C2P6C2
JBFJESEDBS
3737030303
6FCE173617

FHDOHOI-‘OHOI-D-vflDDO|r-‘i-'I—D-QCSQI-‘OOHI-DDP-‘PU€3I"D"OOOOI-‘PP-‘HI-|—Hi-‘fiI‘l"l"FWGFh
29 November 1999

0
I]

l
0
L
0
0
0

U
1
0
l
O
1
1
0
E}
1
1
D
l
1
0
1
1
0
1
l
U
1
l
0
1
0
1
L
0
0
0
El

ODQI-‘I-‘D-O|—|-‘CID!-‘I-‘I-‘ODD
PHfihflblnfll-II-‘flfll-'I-‘DO!-‘PDQ!-I-OI-Iflfil-'I-‘UDOD!-'0-‘PD-'OOODi-llvl-P-‘I-I-II-II-II-DCIOPPOOP Hhhhrfil-II-IOU!-D-DI-It-IF-QB»-r‘l3O|v-II-II-I—|-'I-DI-II-ID-II-Ii-‘flfir-OI-P-Oflfllbl-Iflfllfll-r-I-‘Iv-QFHHh 9OPOO|-I-0-HI-‘OI-DDOP-i-‘I-‘I-VOI-‘OP-'DOD-vfil-Q!-‘I-'fi|-‘I-‘I-‘D"flOP-'P'OI-I-OI-II-II-‘DflfiDUOOHOO

L1
00
11
01
01
00
10
00
00
01
11
10
10
01
10
11
00
11
01
10
no
00
01
no
10
00
00
D1
00
11
no
00
00
01
11
10
10
10
01
01
ll
10
01
01
00
10
00
00
00
al
00
10
11
01
01
11
11

Bluetnuth.
00
£1
00
ll
01
01
no
10
00
00
01
11
10
10
01
10
11
00
11
01
Lo
00
00
91
on
10
00
on
01

00
11
00
00
D0
01
11
L0
10
10
01

D1
11
10
al
01
00
10
on
00
00
01
00
10
11
01
01
11

Encryption Sample Data
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Appendix IV - Sample Dara

1315135
OSZASBC
ncsa779
LBASEP2
1L51DRd
n2fl3EC5
U5¢7793
DABEF27
L5lDE4E
uA3Bc9c
1477938
DEEF2?O
LlDE4E1
USBCBCI
0779397
UEP270F
LDEJELF
LBCQCBF
179381?
DF27OFF
lE4ELF?
LCSCJFE
LQZBTFD
131092:
uaalrrs
D9C3FEB
1387PD7
n7aFFAE
OE1FF5C

1C3FEE9
18TFD?5
LDPPRB6
OLFPSCC
OJFEBSB
U7FD73l
DFFAE63
1FF5CC5

Encrypliun Sample Dela

JBLBCOBF
7a31auEF
6D6JOlTE
40C602FD
DLSCOSFA
o31aoEF5
05301733
OCSUZFDG
1BCU5FBD
31BnBF5A
63B1?EEE
4éO2FD6A
DCOSFADE
LEOBFSAR
30L7EB55
SOEFDSAA
EOSFRDSQ
OUBFSAAS
01733552
DEPDSAAS
OEFADSGR
OEFSAAQ4
LTEE5529
zrnsaasz
5FAD54A7
JFSAASIE
13355290
?DsAA53a
1fiD54A70
15319431
EBBSZSCJ
56335386

2D54R7DC
SAASIEIQ
35529633
EAAEBBGE
554A70CD

IDEEECEBQ
OLDESQDSE
OBACBBACB
DT59$759T
OEBZCEBEF
IDESSDGSE
LACBBACBC
l5§67591E
UB3CEE2Fl
IESBDESE3
OCBBACBCE
l9ET59?ED
l3CEB2F1A
059365314
OBEACECEE
lS1597BDU
UCEBZFLAI
l9DE5E342
ISACBEGEI
O?597EDO9
0EB2FlAl2
lD65E3d25
laCEC6B4E
15§7anU9s
ufiarlnxzc
l65E3425B
DCBCSSIEI
197350962
12F1A12Cd

U5E342588
o3caa431n
l?EDO9621
0FlRi2C13
133425337
1C6B4B10F
lBDO9$21F
l1Ai2C43F

SFQCZFSCIF
SFBESEDBEE
1ETOHDBDBU
TCEL7B517E
79C2F6C2F7
TSBEEDEEEE
svnanaonnc
4El7B6lTB9
1C2F5C2F73
EBSEDBSEE6
1uBDBOBDEC
6173617599
42F6C2P733
DSEDESERET
UBDBOBDCCF
175617399?
2F6C2F733F
5ED85EEE7F
BDBDBDCCFE
TBGl7B99FC
?SC2F?33F9
GDBSEESTFZ
SBDBDCCFE4
3a17H99Fc9
6CZP713F93
5fi5EE67P27
BOBDCCPEQF
6l?B99FC9E
42F?33F93D
D5EEG7F37R
UBDEEFEAF4
LTBQQFCEEB

l-‘I—-aDI—anu-A»-1-1-D|—|-I—DI3OI—ni—'aI—cIDor—1—-an
3FT33F93D0
SEESTFZTA1
3DCCFE4F42
TBSQFCQEE4
T733F93DD9

|—o—-DDc:ar-

29 November 1999

DOBDDEIHI-O43DD—r-D
U
L
O
l
L
1
1
1
1
O
l
0
1
l
O
1
0
1.
U
1
U

u

u-:::I-r-n-4aI:I|—|-ab-nan-9--cal-an-n-r-I:I:::
or-cine-4|-I:I I-DID!-'0-I-I-OI-J-‘D-CIHDI-OI-Di-'O!-l-DOI-Dl-'UClr-G!-'r-Di-'!-'|-

Bluetooth.
ll
1U
D1
DO
11
OD
ll
01

13
[ID
DU
01
00
1O
11
GD
11
Di
ID
LO
1U
Dl
10
la
O1
O1
11
lfl
10
10
01
L0
ll
00
10
00
D0
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Appendix IV - Sampfe Data Bluetnnth
................. ........ ..........................................-................

Reload this pattern into the LPSRH
Hold content of Summation combiner rag: and calculate uew C[t+1] and 2 values

...............................................................................................

LFBR1 cl 1521359
LFSR2 <2 SZBFTBBB
LFERE <= DRCEEBBEF
LFSR4 4FEAB9B70?

Cltvl} 00

==as-===x=-==--;x.====gx.:=;n=x=nng=ggn2ggnang=a:=agangggn:u=g;a:==aana:nn-saga=ggga==gg==:g:ns

Generating 125 key symbols {encryptionfdecryption sequence!
--..---.---,.----.-.-=.----.----.----.--..=---.=---..---..--...=---=.--..-...---...=--.----.---

240 1 1521359 52fiF?O3B ORCEEQBEF 4FEfiE9B?07 0 1 1 1 1 D0 10 O0
241 00 D0 10

D1 00 00
DO 01 00
10 O0 01
D0 10 O0
00 00 10
D0 00 00
00 DO 00
O0 00 D0
D1 D0 01}

DAAESB3 JSLEEOTE 15BTD3?DE 1FD573EEOF
118iD6? 4R3DCOED OBOPASPBD 3F1AE6DCIE
0909A£? l47BBlDR lSlFiDF?A TFESCDBBJD
111359E 13570305 OCZEBBEFS ?EAB9B?07B

342
2!!
244 lvalvfi
245 0426B3E 51EED76B ISTDJTDEB TDSTSGEDFE

DSJDSTQ ZSDCOEDS l0FA6FBDT 7RAEfiDC1EC
IDQRCFE 4?BBlDRC ULFJDFYAF TSSCDBSJDE
0135954 OF703BS9 OIEQBEFSB GAEQBTOTBL
026B3CE LEEDTSB3 O?D3?DEBD §5?36EOF63
0405791 3DCOED67 DPA6FBD7R EEEEDCIEC7
usacvza 7EE1DREF 1E4DF7nF4 55CDBa3DaF

ZQE
287 wm4mmawM
243
2&9 D- O

H H
"Ll CI]. 00
10 ll 01
01 10 11
01 D1 10
ll 01 D1
10 11 D1

CS 13S9Ed1 7?03B59E LESBEFSEB 239370731?
0653538 SBO?6B3C 1D37DEBDD 573SEOF63P
0D6?911 5CDED6?8 lREFBU7fil 2EEDC1EC7E
1RCF223 ]BlDRCFD 1dDF?BF42 SCDBBEDBFU
159E436 703E59E0 GQBEFSEES BQBTOTBIFR
DBBCBBC 6D?6B3CD l37DEBDDh TBEEOFEJFA
16T9118 40ED67SO 06FBD7R15 SEDCIECTEB

H b
L?»
H 0"
H *--I
H W 01 10 11

01 01 10
O0 01 01
10 00 01

r w
M O 0CP2231 OIDRCPOD ODPTAFfl2R 4DB83DBPDl
N H 1984463 DEESBEOI IEEFSESSG 1H707B1FA3

ISCBBCS O?6E3C03 LTDEBDOAB SEEDFGIF47
07911SC DEDGYBD7 OFBD7A152 6DClEC7E5E
0F22318 lDRCPO0E lF7RFd2fifi 5BS3DBFDlD
LEGJSJD 3E59E01C 1BFSE85dB 370?B1FA3B
LCBBCEL 76B3CO39 LDEBDOAQ1 6EOFE3F4?1
1911EC3 ED678073 lBD?R1523 ECIECTEBEF

11 10 D0
01 Ll L0
01 01 ll
11 01 01
11 11 D1
11 11 11
ll 11 ll
11 11 11
10 11 11
L0 10 11
G1 10 18
D1 01 10
D0 01 01
10 on O1

0
0
D
1
1
L
1
O
1
l
l
0
0
0

0
O
G
1
1
l
O
1
l
0
1
0

1223137 SACPDDEE L?aF42an5 3naDaED1DE
044630E 359BOlCC OF5B8§43D 70?BLPRJBD
0889512 SB3C0399 LEBDDASLA 6DF63P4T7B
1l1BC39 56730733 lD7nL523d 41Ec7EaEFs
o231a?2 2CFouE67 1AFa2A4sB D3D8FDlDEC
0463025 SQEOLCCE l5EB548D1 07ElFA3BD8
DECSLCB 33C0599D OBDOASIAS 0F65F41TBl
113C395 5?an733a 1?A1s23:7 1EC7EaEF63

I-‘I-I-‘I-‘GDP‘!-
G31B72D 4FO0EE?4 0F42A46BE 3DGFD1DEC7
0630E5R LEOICCES LE854BDLD TBIFRIBDSE
DCELCBS 3C0399D0 lD0h9lR3B 7S3F177B1C
10C396R 7BD?33AD 1Al52347? 6C?S8EF639
118?2D5 ?00E6T41 142346853 BEFDIDECTZ

on 10 no
01 00 L0
00 01 DO
10 DD 01
ll 10 D0
00 11 10
la 00 ll
00 10 00
00 D0 10

0302533 SDLCCES3 OSSIBUIDP 31FR3BD3E5
051C557 40399UD7 10331133? 63Fd7?B1CE
0C396AF D0?33AOF O15234T7E 47EBEP6396

D-Ir‘I3ODD-Ir-*flGGI-fiflflb-‘DD!-II—>-I-‘DH!-‘I-‘OHDI-ll-vOOH€3DfiOl-‘DD!-‘DD"
IFOQODDODE

DOG!-OI-I—I-I-'Dlvfil-ll-‘I-D-‘Oi-‘HP!-U-DI-Ilvfifil-UI-D-D-I-'0-‘OOOOF D-II-0|-I-I-QOOHI-'OD-O-'I-I>—'DODO6|-Ii-IPDI-I—OP'|"'fiflD-II-‘HQ!’-OI-fli-OI-lw Pfii-HI-DPHDDOFHDOPOHOHPOHHI-‘I-I-‘I-I-‘l-‘I-'|-‘I-‘I-‘I-‘P"l'i"O|"OOD
1872D5F DOE6T41F ORAJEBEFD 0PD1DEC?2C

29 November 1999 Encryption Sample Data
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Appendix IV - Sample Dara

LOESABE
ULCBETC
OESSAFQ
072D5P3
DESABRT
1CB57CE
1§6hF9U
LJDSFSB
OSABET7
oB57CEE
lsnksnc
DDEPSBS
LA3E71l
L570!!!
DAFQDCS
L5F3EBB
0BE771S
l7CEE2D
OFSDCSB
LFSBEBS
1E7?l6n
ICEEZDB
LQDCEB7
13EEB6F
u771sDF
0EE2D3F
LDCSETF
LBBBEF?
171EDFF
OEEDBFF
1CSE7FE
LBBEFFC
LLSDFFS
UZDBFFL
USBTFEJ
DBEFFC7
LSDFFBE
ODBFFLC
LBTPEZS
16FFC7D
UDFFEEL
IBFFICI
LTFESB7
nfircvofl
1FFflElF
LFFLCBP
1PE387F
IFETOFF
LFBEIFF
LFlC3FP
1E387FE
LCTDFFC
LBELFFQ
LLCBFFQ
0337534
UTDFFCQ
DELFFSE

Encrypliun Sample Dala

01CCEa3F
aaaanovr
0733AOFE
0RS74LPD
LCCEBSFA
399DD7F4
133AuFE9
6614LFD2
4CEB3PfiA
15nu7F45
31AOFE5E
ST41FD25
4ES3FA4E
lDO1F49G
3AOFES2D
T4LFD25R
6B3FAiBfl
507F¢96fi
20FE92D0
41FD25AO
D3FA4E40
0TF49630
OFESZDUO
1FD25ADO
3FAlBaDfl
7F496800
1E92D000
7D25AuD1
1A4B4002
74968005
EQZDOOOB
52530017
2430002?
4963005?
IZDDODBF
25R0O1?F
4Bd0O2FF
l68OOSFF
JDOODBFF
51001???
34nn2FFr
GBDOSFFF
SOOOBFFE
200l7FFD
4D02FFF3
ODOSFFPT
DDOBPFEE
0n17FPDC
OUZFFFBE
005FFF?0
OOBFPEEO
uL?FFDc1
ORFFFBBZ
05PFP705
OEFFEEDR
LTFPDCLE
2FFFBfl2B

054EDlDFA
0A91A3EP4
l5234T7E9
0Ad&8EFD2
143DLD?k1
u91A3BF49
123¢71E92
04SBEFD2S
0SD1DPAdB
1LA3RF495
03477E92C
OGBEFDQSQ
0DlDFA4E3
LASEFAQET
l47TE52CE
0BEFD25§C
ILDFRHEBQ
03BF49672
0T7E92CE4
UEPDRSQCQ
LDFAABJSE
lEP496T21
LTE92CE4E
OFDZESCQC
1FA4B393a
lF4967271
lE92CEdE2
1D259c5c4
1fi4B393B9
149672113
092CH4E26
l359C9C4D
043393393
095721136
12CE4E26C
OSSCQCJDB
033938931
157271363
0CE4E26CT
l9C9C4DBF
l3§3E§ElE
07211363D
034326075
lE9C4DBFa
193a9E1ED
L271363DE
04E2EC7B6
09C4D8F6D
IBBSBIEDA
OTLSSBDBI
0326C7B6B
lC4D8F6D1
LBQEIEDAE
lL363DB45
02SC7BG!B
UdDBF6D16
DQELEDAQC

LFRBBDSEEB
3F'ul.'3'?BlCBC| an
1EBEF639s1
TDIDRCTZCS
7A3BDSE587
7a77B1CBoF
533353551:
5lDEC?2C3C
23ED8E5ET9
477BlCBOE2

I-‘COO-I-‘I—DEl
DEF'539E}.E-I.
LDEC73C3C9
SBDSESSTQ3
7TB1CEOF2E
6F6396lE4D

DI-|—n
5EC72C3C9E
3DBE5B793?
TBICBUFZSE
1E3961E4DC
6C?2C3C9B9
58E5E?9373
3lCBOF26EG
G396lE4DCD
472C3C9B9n
DESB753735
LCBDFZEEGB
39ELE4DCDd
72c3C9B9n9
6537937352

QBOFEGEERS
1s1E4DCD4B
2C3C9B9A96
5B?93T352C
BDFZGEEASE
e1a4ncn4a1
€3C9B9l953
0?B3T352C6
DFIGESASBC
1E4DED4E1B
3C9B9R§63l
7937352c52
726E6A53Ed
64DCD4E1B0
i9BBn9E3ll
13?352Ca23
26ESA58C46
4DCD4BlB!C
1a9A56311a

|"I-I-‘I-'0-‘Ob-‘I-‘ElHI-EDI-BBC!I-I-‘I-‘Di-‘I-I—D{Ji-‘I-I-1-D—E|I-‘OH
37352CE23l
6E6R5BC462
5CD4B188C5
3933631183
7252CE2315
6SR5EC¢62E
4DiB1B8C55
LAQGZIIBRD
3S2C623l5R

r—cIDc:I—-L-n—I—-H
29 November 1999

r->-Ao-|—r—oo-ocnaaaoaon:::<::c:>-cat-I-c:|—u::|:||—-our-oo-4-I—>—I-0-D-'DCI::|:ucxr-o|-‘+-I—O-l::v->—cnc:n—>- >-ucacar-49-o--an|--au|‘o-I>-—D::n-r-I3n-aD|--c:1:I|-cII-a-I-r-v-r-or-n-do-ocrcal-Dun--an:::I-ca:-'I:I>-can--0 -

Di-Do-l:||u—n—DG|-II-u—Clo—r—DCla—I'3DI—o—

not-I-n-I:-on-I-b-I-0:-Dun->-a-n-b-Dc-n-'0
D
0
1
0
I.
O
1

u-r-ouor-n-|-
Ia

DI-‘DI-DDDDI-‘I-‘DI-Ol‘Dl-‘Cl

Bluetooth.
on
on

B1
on
11
01
la
11
no
1a

on
on
01
00
c1
an
11
01
1a
an
O0
01
11
11
1a
10
Ol
1a
11
01
1a
ll
00
1a
11
on
11
on
11
01
1a
11
on
10
on
on
01
on
1a
00
01
on
01
11
11
11
11
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Appendix IV - Sarnpre Data

LCSFFJJ
Lavfizaa
1DFFC90
0l?P92D
03FF2i0
o7FE4BL
OFFCQB2
1FF920d
LPPEJOE
IFEIEID
1Fc9oa1
1F92042
1F240Si
1EJ8L08
LC9021i
1920422
1240845
0481081
0902114
1204223
040345;
081D8A2
IDELLJJ
0042239

SFFFTOST
BPFEEDRE
7FFDC15C
TFFBBZBQ
TPPTOSTB
7FEEonE5
7FDC15CD
7FBB2B9A
TFTOBTBE
7EEOhE6B
7DC15CD5
TBBZBQAD
7T05T3SA
EEDAEGBS
ECISCDGR
332B9AD5
70573533
60AE6B55
415CDSAB
02593356
05735339
OAEGBSSB
LSCDSRBS
EBSADSEC

l3E3DBd5B
nscvasaso
ODBFSDIEI
LBLBDA2C2
LESDEJSB4
0C7B5aBoB
lBF6Dl6i0
LLEDAECED
035345841
DTBEBBDBZ
OPSDLEJDS
lEDfi2C2DB
lDB453d16
LBBBBOBZC
i6D16l059
ODA2C20B3
lB45Ei1ET
LEBBOEECF
ODISLOSBE
LQECEOBBD
145341673
O8BOE2CFT
11610592?
ozeznflsnfi

SASSCGSJE4
54BlEEC‘5§9
2963l1ElD3
53C523lSA5
258Cd§2BdE
-$B1EEC§69E
1E3llBRD2D
2CS2315A5B
ESCJEZBGBE
SIBBCSEQBC

r-I-l3ODfl!—i—
E3 IILERDZDB
4é23l5A5BO
DCJEZBHBSL
18BC5696C3
3l1BAD2DBG
S2!l5R5BOU
4i62EiB61R OOI-I»-I—'n—-n—H+-I-
OSCSEQECJ4
LIEADEDSES
2315R5BOD2
462E4BE1R6
0CS696C34E
LEADZDBSQO
315A5EuD2u

€30!-Qfilv-I

29 November 1999

:-
1-
v-

|—->-u—ar-n|—DODDon—-»—-n—-n>—|—In-h—l»- u—Dl-llvfir-‘I-I—l-‘DOD!-I-‘DIV!-'Ofi DI-OOOI-P-fiflfil-‘GOO!-II-ODOD-D-‘B!-Q I-‘QOI-‘ODD!-OODOI—l-‘I-‘POI-‘fiflibi-‘I-‘O
LO
£0
01
DL
00
10
00
00
01
D0
10
DD
00
01
L1
10
10
10
01
10
ll
L1
L0
10

Bluetnnth.
L1
in
10
D1
D1
D0
10
O0
O0
O1
00
10
O0
O0
01
ll
10
10
10
01
L0
L1
11
10

Encryption Sample Dala

AFFLT02941 56
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Appendix IV - Sample Data

1.5 FOURTH SET OF SAMPLES

Initial values for the key, pan Address and clock

K'c4[0l K':4Il} K'c4[2] K'c4l3]
R'c4[4] K'c4[5} K‘ci[6] K'c4[7]
K'c'»1[B! E1‘:-H9} K‘:-:[1I‘J] }‘I'c4.[!.1]
K’:-4[J.2] 1:-c4[13] K‘c:1[l.-1] 1'1‘:-i.[1§]

Rddr4[0] = 2C Addrdlil - 7F flddr4[2] - 9%
Addr4[3I 2 56 Addr4[4] : 0F flddr4[E] n 13

c11:4[nJ =5? clkull -m c11:4[2l —

-onnnuuoumn:-u-apron:--cu-upu-on-munpoo-nu-can--u----an-non.-u IlnoclnIosnnsuoollonounliuoonlnvo-cnohoonlnnoo

Fill LFSRH with initial data

I: clkh an 3:2 1:3 in 2 C[:+1.] clcl C[I:—l.]

0000000‘ 00000000‘ 000000000‘ 0000000000‘
0000000‘ 0000000L‘ 000000001‘ 0000000001‘
0000001‘ 00000002‘ 000000002’ 0000000003‘
0000002‘ 00000004‘ 000000004‘ 0000000001‘
0000004‘ 00000009‘ 000000003‘ 000000000F'
0000005‘ 00000013‘ 000000010‘ 00000000LE'
00000L0‘ 00000027‘ 000000021‘ 0000000030‘ DCIQODODG
0000031‘ 0000004?‘ 0000000d3‘ 0000000070‘
0000043‘ 0000009?‘ 00000000?‘ 0000000094‘
0000034‘ 00000l2F‘ 0000O010F' 0000000159’
0000108‘ 0000021?‘ 00000021?‘ 0000000302‘

nocncaaooaaona
0000311‘ nnouo4FE* 000000433‘ DODO0D0?k5'
UDUDa22‘ Qouuugvcr 0DoaOaa7C* D0uonnuF4n'
0OO0B45* 000UL3P8* 0000010FB* 0000001294‘

000L083‘ 000U21F0‘ 0000021F1* 00UO003D29°

0 0
0 0
0 0
0 0
0 0

0 0
0 0
0 0
0 0
0 D
0 0
0 0
0 0
0 0

0 0
0 00002117‘ 0000~lF'El' 00000-l3E3.‘ 0000007J‘Il52'

0UUl22E" 00D09'FC2‘ 00000B7C6" 000000Fl.i\d'
0008450‘ 00013FBd‘ 0000l0F8C‘ 000001E943'
00108BA‘ 00027F08* 00002lFlB* 0000030290‘
002L114‘ 0004FE1D‘ 000043330‘ 00000TA520'
0042228‘ 0009FC2l‘ 0000B7C61‘ 00000FdA41‘
00S45D1‘ 0013PB42‘ 00010FBC3' 0000139482‘
0108313‘ 002TFOB¢‘ 0002LF186‘ 0000302905‘
0211747‘ 004FE109‘ 00043E30C' 0000735203‘
0d22E3F' 009FC213V 000B7C6l9‘ 0000F4A4l7'
0S45DlE‘ 0l3F342fi‘ D0l0FflC32* 000lE94B2F‘
1083130 027F004D‘ 002lFlBE4’ 0003D2905E‘
0LL74TE 04FEl09B* 0043E30C9* 00O7A520BC‘
022EBF$ 09FC213$‘ 003TC6192* 000F4A41T9'

acnoacancacacanooaca
045DlEC l3FB426C‘ OIDFBCEEE‘ 00lES4B2F2'
0BHA3D§‘ 2'-'FOEODS‘ 02117136-IE‘ 003D2905E5'
lLT4TB3 4FEl09B0‘ 013E30C9T* 00TAS20EOA‘

I-0502E8F€7 lFC2l3S0 087C6l92B* 00P4A1l795'
USUIECF 3Fa42ficl lDFBC325cv D1E9dB2F2H'
oBA3D9F 7FOB4DB2 oLF1a54Ha D3D2QD5R56'

I-ODD!-'UCBCII-DEIOODODCIDDOGEIDDDD DJ-r->—|—-o—II->-c:1::r-Dclaclnuzaocltzacncnca DOD-i-Di-‘I-D-O!-I-‘DQ000005
Encrypliun Sample Dela 29 November 1999
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Samsung Ex. 1419 p. 930
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Appendix IV - Sarnpfe Data
35 35 174733! 72109504 03E30C970 01A520BCAC+ 00 00 00
35 35 C|EBF'6'I'C' 7C31]ED5 fl'?'C5'L9?E1 0?I§4-.1795!’ EJEI DO 00
37 3? LDIECFB 7E426C1l QFECZZSCJ 1E9fiB2F2El‘ 01 D0 00
38 35 LAJDQFD 708dDB22 1F1864B86 3D2905E5E3* 01 00 00
39 39 1473331 51035044 LEBOCQTDC 7A520BCACE' 0 0 1 0 00 00 00

Start clocking summation Cnmhiner

40 1 08F6TC2 12135088 lC5192E13 TJAILTSSED u-o O r- 01 00 00
-ll - IIRCFE4 D~I26C.'l1l l3C32 51330 694 BZFZBIB 0!] D1 00
42 DBDBFOE D34DB222 118643861 529053563?
43 0TB3E10 10930444 030597023 ZEZDBCRESE

11 D0 0].
01 ll 00
10 01 ll
11 10 01
01 11 10
10 01 11
D0 10 01
00 00 10
01 00 00
00 01 00
ll 00 01
01 11 00
10 01 11
11 10 01
D1 11 10
L0 01 ll
00 10 01
01 00 10
00 01 00

10 00 01
00 10 00
01 00 L0
00 01 O0
11 00 01
10 11 00
10 10 L1
01 10 L0
01 01 10
11 01 01
11 11 01
11 ll 11
10 11 11
10 10 ll
01 10 10
D0 01 10
10 00 01
00 L0 00
ll 00 IO

14 DFSTCZL 21360889 061923186 iAfiL7958DC
45 1ECFB4J 426C1l12 0C325C30C 14B2F2E1Ba
46 1D9F086 0dD62225 186638619 2905ES63?0
£7 1B3El0D 09301463 l0C9?OC3E SEOBCRCSEL
is 1675213 13608397 0192El855 Ei17B5EDC3
49 0CFB436 2691112? OEZSCZOCB 481F2B1BB7
50 19FOB6D 4D82325E 064386197 105E§63?0F
5L 13B10DB lB04i4BC OC9?0C32F 20BCRCEE1P
52 07C2lB7 360B89?9 192218652 4l?953DC3F
5! 0PB436E 6CL112F2 12SC30CBD 02F2B1B87F
54 LPDSSDD 58232534 045861973 05B56370FF
55 IELUDBA 304£iBC§ D970C32FT 0BCAC6E1FF
55 1C21B?5 sunB9793 L2E1a6sEE 1795anc3FF
57 1843533 41112F27 OSCBDCBDD ZFEBLESTPF
50 10B6DD4 01225EdE OBSSLSTBR SEBSETDFFP
59 olonnna o44JBC9n 1Toc32F7d 3cAcsE1FFF
60 0213750 DBB5?93R QEIBESEEB 79SBDC3FFF
61 0436ERO 1112F2?4 LCEOCBDDQ 72E1BS?FFE
B2 D86DDd0 2225E4E§ 136197331 65637DFFFC
$3 10DBA81 444BC9D3 LOC32P743 4AC6E1FPPE
64 0187502 08979337 DLSSSEESS 15SDC3?PFl
ES GBEEAOS 112E37dE 030CBDDOD 2B1BB7FFE3

DOD!-‘flDOOQ|"|—DI-‘I-09!-DD
66 USDDJOB 225E4E9C 06191BA1A 5E370FFFCS
S7 DDBASI7 d4BC9D39 0C32F7J34 2C6E1FFPEU
68 lB7502E 09793A?2 l855EE86B EEDCEFFFLB
69 LGEAOSD 12F3?4E5 l0CBDDOD0 !1B87FFE3E
70 DDDQOBA JSEJESCB O19?Bfl1A1 SSTDFPFCSD
11 1BlBlT4 QECBDSET fl32P7d3fl3 JSELFFFBDA
?3 1750228 17933725 u65BEa5n7 DEEEFPFLBJ
T3 DEADEDD ZFZTQESE OCBDDODDF LBBTFFEESS
74 IDQDBAD 5E4B9CBD 197BA1AJF 370PFPC6D2
T5 1AB1741 3C9D39TB l2F?d343F EEIFFFEDRS
15 1502282 ?93n?2F5 05EB3597F 5c3FFF1a4B
77 0A05D05 7274E5ED OBDDDDOFF 3S?PFE3696
70 1403303 SGEBCBDA 1TBA1AJFP TOFPFCSD2C
?9 0817415 49D39?B4 DF7¢343FE E1FFF8Dm5S

1
1
D
0
0
1
1
0
0
0
0
1
1
0
0
1
0
0
1
0
1
1
1
0
0
0
0
1
1
0
0
O
D
1
1
D
D
1
0
J.

|—'OI-vfll-D—'P-‘D6-I—fiI—I-'DDClOHODUOP-‘I-‘HI-‘D"OO|-|—'OI-‘Ir-‘|—D-‘O53 |-‘I—ODl—'DDJ—-l-'r-‘>-OI-DC|I-ODD|-
80 IDEEBEC l3RT3FE9 1EEBBE?FD ¢3FFF1B¢B3
81 005D05E 274B5ED2 LDDODOPPR 07?PE3696E

on 11 no
11 00 ll
00 ll 00
10 00 11
00 L0 00

00 00 L0
10 00 on
00 10 00
00 00 10

82 0031030 4E9CBDR5 LBRLRIFFS 0FFFC6D2CD
83 0171160 1D39?B¢A lT434§FEA 1FFF8DA59E
64 0258250 5A72F$95 OEBSSTFUQ 3FFF1B4BZ7
35 05DO580 74E5EDEB LDODDPPAS TFFE36966E
85 GBROBDO E9CBDk55 LRLRIFFSE TFFCSDZCDC
87 1741500 §39TB4AC 143d3FEfl6 TFFBDAEBBB D—'fiI—OOfiODD DP‘l-‘I-'DDl-'D|—- POI-II-I-OI-I-I-I

HI-|—Iv-I-I-I—t-I-II-'P'OD-DO!-I-‘I-DH!-Ofifil-I—fir-DI-‘OD!-‘FD-I’-OI-Ofififlfil-'OflP‘OF POO!-OI-OOD|:}OOP*OfiO'l-‘Or-Piki-I-'OI-‘I-GD!-'|"‘I-Oflhi-‘I-'P"l'i"ODOIvOFOD|-‘O
SB 0EB3C0l 2?2F6959 0ESS7FD4D ?PF1BdB3?0

29 November 1999 Encryption Sample Data
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Appendix IV - Sample Data

LD05802
Lnusnnq
ld1E009
082C013
i0SE026
OOBDOJD
0160053
02C0137

053036?
oauodny
160093?
0COL31F
LSOZGFE
lD04DFC
UDOQBFS
00137?!
UDQSFES
0D4DFCA
OOSBFQ4
0l37F29
02EFE53
04DFCA7
09EF94F
13?F29E
nsresac
DDPCATQ
LBF94F2
17F29E5
OFESBCR
1FCR7Q4
1F§4F29
LP29E53
LE53CA6
1CA?94D
1943293
129E535
USSCAEC
0AT94D9
L4F29E3
n9E536S
1]C16CD
0?94D9B
0P29E37
lE53fi6F
ICRECDF
L94D9EE
LISBJTD
nszssra
UAGCDFS
LQDSBER
0933734
1366FA£
U6CDF5l
ODSBEAE
LB37U45
IEEFABA
DCDFEIE

Encrypliun Sample Dela

43553233
lCBDi56E
397B4ACC
72FE9599
GSEDZSZ3
dfinnsssv
l1B4AEcE
ZFSESQSD
SEDQBSSB
BDRSSET7
TEQRCCEF
TSSEQQDP
6D2E33EE
SASGETTD
34ACCEFE
SQSEQDF7
52E33EEP
25EG77DF
4ACCEFBE
l599DP?C
QBEEBEFQ
56§7?DF2
2CCEF5E4
E9§DF7C9
333BEF53
6677DF2E
4CEPBEdD
l9nP?fl9R
33BEF934
ET7DF2G9
4RFBE4D2
lDF7C9A5
3BEF934B
77DF2£3E
EFBE4D2C
5F7C9l59
3EF934B3
TDFZESG7
7EE4D2CF
77C9R59F
sraadaav
5F369G1P
3£4D2CFE
1c9n5BFD
1934B3FB
?2E96TFE
G4D2CFED
4§AS9PDA
134B3FB4
269E7P69
4D2CFED2
IASQFDAS
BJBJFBJA
69S?F695
SQCFEDZR
ZSQFDAS4
4E3FE4A9

IODOFFASA
uLA1FF535
0343FEA$B
0687FDdDT
DDDFFASAF
ll1FF535E
143FEn£BD
081FD4D73
LOFPASAPS
OIPFSBSED
OBPEAGEH
0?FDID?ET
OFFAQMFEE
lFF5353DD
IFEAEBDBB
lFD4D7E76
IFRQAFSEC
IFEZSEDDE
LEAGEDBBD
1D4D7BT60
LABAFEECO
LSSSEDDSI
OASEDEEOS
l4D7BTEflT
GQAFSECDE
ISSEDDELD
06EDEE03B
0D7B7EU7T
1Ar5EcoEF
LSEDDBLDF
UEDEEUBBE
lTE?60?7D
DFSECOEPB
IEDDBIDFE
IDBBDBEED
lB76DT?DA
LSECOEFB4
ODDSLDFGQ
l3EU3BED3
17su17nns
ozcunrann
lD31DP69A
LBOEEEDJS
l&u17DAsB
acuzfiadne
lBlDP69aD
LDSEEDSSE
un17nAaE7
0UEFB4DEE
OLDFSQRDD
OSBEDSSBB
U7TDA6E7T
0EFE4D6EF
LDPGSRDDF
lEED35BBF
lTDnEBT7E
0FElDGKFC

TFE36966EU I-
I-7FC5D2CDCO

?FBDi59BEO
TFlE4B3TDl
TEBSSGSEDS nar—:::7CGD2CDCD£
7BDA59BBoD
7LEdE3701A
63696SEU34
46D2CDCnsE

onnssnannn
L3iE3?0LAl
3696630342
EDZEDCOGEA
SASSBBODOS
34B370Li¢2
SSGEEDBI24
52CDCU6B4B
ZSSBSUDDQI
{B3101A123
1562034246
2CDC06348D
59E80DU9lB
3370131235
662034246:
JDCDSBQBDB
LB3OD091BL
37nLA123s3
fiEU3424GEE
SCUBBQSDEC
38UD091B19

nu-QCIODCIUODDI-|—c1i—'ac|n
701Al33633
6D34245C66 r-I-I—|—A|—-I-av-I-5
40EB4BD3CD
UDDOSLBISB
DlAl23S33T
03624fiC65E
DGBQBDSCDD
DDUQIELQBB
LRl236337T
3-12d6CEGEF
GSIBDSCDDP
SOSLBISEBE
2l23fi3377C
42d6C6EE?9
04ED8CDDP2
0913193525
L3353377CR

Clc|>-A|—-o-r—:3::II—-I'Jt-cIOb-
24fiCGfiEF95
4ED8CDDF2B
LIBLSBEESS
23633?7CAE
QSCSGEFQES
ODECUDFZBE
LBl9EEE5E4
3E337TCACS r—:3o—-I—Dnn—O»—-
SCGSEFSESL

29 November 1999

09-0-or—onu-Gr-|-aon-0DI-HI->-n-caI-r-'I-I-r-or-I-r-0I39-I-no-->-Ann-1:1»-cxon-:::+-I-0:-I->—r-:22:-O
I-at-n-r-I-—n-II-r-r-4|-aazzaal-oi-‘b-0:2:
:2:

>-an--n-r-uaalzaGor-o-a>-—r-v--:::r->-c:r-r-n--|-I::r-'cII-a-4aI:II-
-

n-IDDOGDU-Dt—I—|-Ell-u—DD
--cac-

DCll3I—r—DI—o—ClDOIu—GDt—QCiIDl.'.l
r-I-to-v-at-OOHnon-Hnot-o-t->-on--Duo:-Oar-n-r-I-I-It-I-on-n-I:-ac:canon-or-Un-—o-n-Duncan

Bluetooth.
00
DEI

D1
11
10
10
01
01
ll
1!]

01
L0
00
00
O1
00
10
D0
00
O1
11
10
01
01
{ID
L1
Ol
10
11
00
11
Oi
O1
11
11
10
ll
00
10
01
D1
11
L0
B1
ID
11
O0
11
D1
10
O0
00
O1
01
on
10
D0
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1955323
1370457
DSFRERF
DDPSISF
1BSA2BF
17D45?F
erasure
LFSLSPD
LEAZBPA
1Dd57F4
IABAEEB
1515PDO
0A2BFA1
145?F42
OSAFESJ
115PD09
UZBFRJI
051F424
OAFEBJB
15FDO90
0BFAl2l
L?F42&3
OPBSJS6
IFDOQBC
1FA1219
1F¢2432
1EEi865
1Dn9oCB
1n12195
142432C
0848659
1090CB2
012196d
02¢32C9
0436593
0900325
1219S4D
0d32C9B
0865936
1DCB26D
DLQSJDR
032C934
0659368
OCBEEDD
1954030
LZCSBJL
0593683
GBZBDGE
IEIDAGD
0C9B41R
1935835
L26D06R
04DAOD5
OQBJLAA
1368354
06D06A9
0DAOD52

l6?F6952
2CFED2R5
SQFDASJA
33FBdA95
STFGSEZA
AFEDZRSS
1FDa54aB
3FB4A957
7P6952AF
?EnQR§SF
7DAS4&BF
7B1A9§?F
76952RPE
BDJASSFD
SASJABFB
34195???
EQSERFE?
SEASSFDF
254RBFBF
GRQSTFTE
LSEAFEFD
ZASSPDFA
SJRBPBP4
3957F7Ba
SZAFEFD1
255PDFA2
4flBFBP44
15?F?Ean
2AFEBD11
SSFDFBEJ
JBFBFQJE
57F7EB8C
EPEPDLLE
SPDEA2]0
JPBFQQEL
7P7B8SC3
7EFDLlS?
7DFA230E
7BF4461C
TTEEBCSB
SFD11E7D
SFAJSDEI
3P4461C2
7EflBC3B4
?D11a7o9
7A230E12
74i61C2d
EBBC3EdB
51137051
2230E123
4d61C2J7
0BC284BE
118T091C
23021230
4E1C2d70
OCSBGBEI
18709153

LFEQADDFS
lBD35BBF1
lDA5B7?EE
LB4D6EFC4
L69ADDP8S
OD35BBFlD
lAsB?7E2n
LJDGEFCJD
OQADDFSSO
135BBF1oo
0EBT7E200
ODSEPCQDI
LADDPBSDS
15333100?

0E7TE200F
16EFC401F
0DDFBBO3E
LBBPL00?D
1T7B200?A
OEFCIDLFS
1DFB803Eh
lBF100TDl
LTEEDOPAB
nPcao1F51
1Faao3BR3
lPL007D4T
LEZOOPABF
lC¢01F5lE
iaB03ER3C
l1007D9?9
0200Fn8F2
0401P51E¢
0S03EA3CB
l00?D4?91
DDDFAEFEJ
001F5lE4?
ODJBASCSF
00?D419LE
00PAEF23C
u1P5LEa79
n3Ea3caE2
0TDfl?91EJ
0FABP23C9
1F51E4793
lEa3CBF21
1DdT91EdB
1A8FE3C9C
151Efi793B
0R3CBF2?1
Ll79LE4E3
0EF23C9C6
L1E4?9389
OJCBFETIB
07912423?
OFEBCQCSF
1E4T938DP
LC8F271BB

S8CDDF2B22
319BBE5S45
E3377CRCBB
d66EF9591E
0CDDF2B22C
1933256459
33??CRCBB3
66SP959166
4DDP2B22CC
1BBE§6459a
371CACBB31
6EF9591663
5DF2E22CC7
3BE564S98E
?7CAC8B3LC
EF9591S639

I-I-l3P—HflDI—

5F2B22Cf73
3E56459BE7
7CACSB31CF
7959l6E39E
?2B22CC73C
6564593E7E
4AC8B31CFO
15915539El
1B22cc73C2
56¢593ET85
2C8B31CFOB
5916639817
322CC?3C2E
6&598E?E5C
4BB31CFOBS
1l6639EL73
22CC73C3E6
4S9BE?85CD
UBBLCFOBQB
1563921735
2CC73C2ESC
S93E785CDS
331CFOB9B0
6639517361
dc73c2E6C2
1837850084
31CFOE9B09
E39El736l2
473c2E6C2a
0E785CDB4B
1CPOB9B09L
3931735123

HOD!-I-<DflflOI-Q13!-DDOOHDI-‘I-vb-‘P-I-'1-‘I"fiI-IO|"‘OOD|v-DD-‘OI-‘iv-‘I-I
TICEEECQ47
§7B5CD84EF
4FOB9BD9LE
1E1?36L23C
3C2E6C247B
TSSCHSSBF1
TOBQBOQIE3
EITJEIZSCE
42E6C24?8D

D—'DDI—ODI-It-IQ
29 November 1999

Dace»->-can|—'cICInn—'I:‘Ir-*0-J—'h-‘b-:-or-‘I-I—>—I-'I—-I—-D-to1-nn—oat-B|—DI-non-ni-I-Cnb—I—'i-b—|»-I-0-0
I-59!-fil-I-‘DIV!-'1-‘h

I-I-‘I-‘O66!-OI-'DI-I-I-II-‘D-OOOD$0OODI-O0D—|-D-D-HO“O|-I-HOD-HOD-Oh FfihODQOI-HI-'P"ODi-|>'P-'OOOP'I-GO?-II-OP‘DODI-OQ1-II-OP-OI-D6!-I-u-II-II-IOHD-P-IDHPUDFV PPPOPflflODI-I'i-|3DOOHOOr"l'i-DO!-I-6|-Q!-‘I-'|-‘UDI-‘QOOP-'P'I-I-I-I-OI—ODI'I-DOOPQHP
00
10
D0
00
01
ll
ll
LO
10
D1
10
ll
00
00
00
01
00
11
01
10
11
01
10
11
D].
01
ll
11
11
10
01
10
00
00
01
00
ll
01
10
11
00
10
00
00
10
00
01
00
10
00
DD
01
00
ll
01
10
00

Bluetnnth.
01
O0

10
00
DO
01
ll
L1
10
10
D].
10
11
O0
00
D0
01
00
ll
01
L0
L1
01
10
11
01
01
ll
11
11
10
01
10
00
00
O1
00
11
01
10
11
00
10
O0
00
10
00
01
D0
10
DO
00

01
00
£1
01
10

Encryption Sample Data
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1541314
1533549
UDUSRSE
LAOD524
1415549
0835692
106x925
DDD524R
0155495
03§492A
usaszss
DD524A5
1534957
1549235
DA9255E
1524A3D
0569573
1491355
O9255EC
L24ARD§
B49573!
DQJAFSG
13S5ECD
naflBD9B
0357837
1235665
OSSECDE
DRBDQBC
1575379
DAFGEFI

15ECDEE
OBD9ECC
1753795
0566533

1ECDE67
LDSBCCF
lB3799E

Encrypliun Sample Dela

ZDELBBB7
G1c247n9
43E4BE1E
OTOSLCSC
03123579
lC247OF3
3B4aE1Es
TDSLCSCD
61235795
43470F36
nlBE1E6C
OQICBCDS
12397931
24705363
45E1E6C7
LLCECDBP
2367931?
4705363?
0515667?
lC3CDEFF
3B79BlFE
TDFEGSFD
ELEECTFA
aacnarrs
n79B1FEA
OFZSJFD4
lE€C7PA9
BCDEFFS3
79B1FEA7
73635545
EECTFABD
dDBFP53A
lBlFEA75
BEZFDGER
6C7FA9DS
SBFFSBIB
3lFEA75E

191EdE37C
l33C9C6F§
O4793EDF3
DBF2715E7
l1E4E37C?
u3c9CEF9F
G7§JEDF3F
052713375
1E4E37CFD
ICRCSFBFB
193BDF3P6
l271BE7EC
04E37CFD8
USCEFQFBO
l35DF3F61
UTlEE7EC3
UESTCFDB7
ICSFQFBOE
1BDF3F6lD
lLBE7EC3A
G37CFDE74
USFBFEDEB
0DF)FG1D3
1EE7Ec3A7
17crDa74E
DFSFEORSC
lF3PSlD39
lE7EC3A73
1CPDB7dE6
LQFEDEQCD
13Ffi1D39A
o7:c3n735
DFDEYJESA
IFHDEBCDE
156193935
lEC3R7354
lD674E6AB

DSCDBJSFIA
059309133}
1736l23C5E
2E6C2478D1
5CD84BFiA2
39Bo91E345
73e123cEaH
é6C247SD16
4DB48F1A2D
LEn91E345a
36123CEEB7

::IacI£:II—-or—1—'nI-
6C2478D16E
58d8P152DD
3091E3455n
6123665575
4247881625
D6BFlh2DD6
D91E3455AD
1233655755
2d7ED1EEB6
QEFIABDDSD
11a345snn5
ZSCSSBTSB7
47aD16EBsE
nfilhznann
1E3455ADBB
3C6S57557S
7BD16EBGEE
71A2DD6DE9

E3d55flDHB2
&6BB?SB?E5
ODLSEESECA
LAZUDSDDQ4

CI
1
l
9
l
O
1
D
l
O
U
1.
O
U
1
D
O
1
0
1
O
1
U
1345BLDB52fi

6857557650
SISEBGECRO
22DD6DD9lU

29 November 1999

o-I-ctcacal-r-c:+—|-Dol-i-1-»-c:c:oDn—-I-9-cxoon-‘::c|u-4::|::acnn—-n—>-
>-
u

I-‘D-‘D-(RUDD-El

r-‘DClDP‘l-l"Cll3I-4DD|-
:-

I--n-out-r-n-4|-r-a

-

u-3-006):-DDu—DOUGl—|u-DU-Ir-DUI-I I-t-CIIDOCSI-I-I-J-‘D-DI}!-‘I-D-G530!-FD-D-OI-I-Di-‘I-OGODDDDD
Bluetooth.

on
on
1a
00
on
01
an
10
11
01
1a
00
on
00
on
01
on
11
an
10
on
01
no
1n
on
no
01
on
11
on
11
0;
La
11
on
11
no
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Appendix IV - Sampfe Data
tnnnnutcntntunnio an Ittun aan:-can-age:n-gnu..-nunnoon-annununauuunn_nn¢nununnu-can-u

Reload this pattern into the LPSRE
Hold content OE Summation Combine: rags and calculate nzw C[t+1] and E values

...................-...-.........-u........-u...--...--....u...-.........--.......-...-........

LPBRL cs UEEZFZF
LFSR3 <2 &Cfld}5Bl
LFER3 <2 1lE131Es7
LFER4 AI SLETDTBBDZ

Cltvll an 00

==as-==a-=-==--;x.====gx.:=;n=x=n‘gag:n:ggnan==a:=agangg;n:u=g;a:==aa=:ga::g;aa=ggan===g==:ga:s

Generating 125 key symbols lencryptionfdecryption sequence!
--..---.---..---..---.-----.----.----.-.-..----=--...----.---..=--.=.--..--..---...-.-.----.---

240 1 0E62F3F SCSIRGEI 11Ed3lFET 61E707B9D2 1 1 0 1 0 00 ii 00
24L LCCSETF 5909¢D63 OSCSSSECE 43CEOF73A5 11 00 L1
343 LQSBCPF 32l39flC5 0790C7D9D 0T9C1EET4l Dl ll 00

10 01 11
00 10 01
11 00 10
00 ll 00
L0 00 ll
11 10 00
00 IL 10
ll 00 11
ll] 1]. DO
01 10 ll
10 01 10
10 10 O1
01 10 10

01 01 L0
10 D1 D1
11 10 01
Ol 11 10
D1 0]. 1].

343 ISLTBPE 6425358C 0P31BFB3R 0F3E3DCE9¢
244 OEZPSFD 43435319 lE431F67S LETDTBQDEB
245 OCSETFB L094DS32 lC862ECEB 3CEOF73A50
24$ IEBCFF7 2129RC64 l90C7D9D? 79CLEE7iAl
247 1l79FEE 425358CB LZLBFESER 73B3DCE942
24! 02F3FDD 04A£B190 0431FS75D 6707390985
249 DSBVFBB 09406320 OSEEECEBB JEOPTJRSOE
250 oBCFP?? Lzsncseo 1Dc7D9D17 1C1EE?4RlE
251 179FEBE 2535BCfiU n1aFB3REE 3B3DCE§¢2C
252 DFJPDDC 43631900 03LF675DD 7073902859
253 IETPBBS L4063200 OSZBCEBBA SOP73A50B3

1CFF7?l 29AC64DL DC7D9D?7d ilEE74R167
IDFEEEZ SESSCED3 L3FB3flEE9 O3DCE942CE
LBFDDC4 26319007 llF675DDQ 07B9D2fi59C
0733388 4D632ODE OEECEBBAJ DF?3A50B3E
0PF771£ lRCE401D 070907713 1EE74Rl670

HI-vr-'P—Of"DfiOI-'|—DOI—|r‘
LFBEEZS 358CE03B DPBSREEQI SDCEHIECEL HHFOQIFDDC47 EB1900?6 IFGTSUDE3 7B9D2B59C2
IFEBBQF 56320039 lEEEBBA47 773A50B3B5
1F7?l1E 2C540lDB lD9D77d8P 6E?4AJ670R
lEBE23D §flCB03B6 lB3REE9lE 5C8942CEl5
LDDC47h 3190076C l67SDD23D 39D2859C2B
IBEBEP4 E3200ED9 0CEBBA47A 73A50E3356
1771123 4E40lDB2 l9D774EF5 67lAl67DRD
C|EE23DlJ C|C'ED3HE4 1332391514“ vlE9II2C.'E15B

11 01 01
L0 Ll 01
ll 10 ll
01 11 10
01 01 11
ll 01 01
ll 11 01
11 11 ll
11 LL 11
ll ll 11
ll 11 11
11 ll 11
L1 11 11
DD 11 Ill

0
0
0
0
L
0
0
L
0
1
0
0
1
l
U
l
O
L
L
0
0
O
l
I.
0
El

1DC47A0 lS0076C8 075DD23D4 IDGSEQCEB7
IBBSFGL 3200ED90 0EEBA4?n9 3R50B3855E
1711533 suolufizo 1D7?4aF53 74A157oADc
oE23Do7 48033541 1nEE91EA? 6942CEl5BB

|3P"P"|-‘DI—D-Iv-I-‘I-‘ 9000-
1C47AOP 10076CB2 15DD23DdF 52B59C2E7l
LSSFJLE 200BD905 0BBA47A9B 250B3356E3
111EB3C 40lDB20R l?74BFS3D ¢h16703DC7
0230078 00336414 0EE9lEA1A 143CE15BBE
047R0?0 00760518 LDDGBDIPS ZSSQCEBTLC
DSFQLBL O0ED90S0 LBAJTRSER 5033855239
LLSBBCZ OLDBEOAD l748F53D6 2l67ORDC72
03D0735 03564141 0E91EA7AA 42CEl5B3E4
OTAOFDR 076C82S3 LD23D4F5I 059C2B7lCB
DFIIEIJ OEDQDED7 lR47R9Eh§ OBISEEESQD
1E83C29 LDBROAOF l48FS3D52 1570ADC72O
LDDTBSS 3B64l4LE 09LEA7AB5 2CEl5B8B4O

D0On
10 00 11
Ll 10 00
01 IL 10
10 01 11
ll 10 01
00 ll 10
11 00 ll
01 11 00
Oi 01 ll

D—'|r-‘I-OOQI-IDGUD-‘I-vl-I OHPaHPFDn
I-OI-II-I-flI—I-I-'DI—D|-ll-‘D-Oat-'HfiI-U-I-'I-Ilvfififil-liODOOI-O-GI-‘I-I-I-IQO I--fifilv-I-'QI—O|3DO!-DI-‘OOHDD"!-‘I-GO?-II-I—fiP'|"'|-‘I-D9BOO?-I-|-DO!-In IDPO-I-‘I-U!-I-HI-h—D-IHIHIVOOOOOOI-‘PHOI-‘I-I-II-I-‘DO!-‘I-‘DOD-‘I-‘OOPOI-9

29 November 1999 Encryption Sample Data
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LAOFOA$
1d1El4C
na3c299
1018533
00FOA67
01E14CE
03C?99C
0795339
DFURS73
1E14CE6
1C299CD
1853393
1036736
0140960
0!99CD9
0533933
0167366
14CE6CC
099CD99
1339333
0673666
DCEGCEC
19CD999
1395332
073666:
DEGCECB
1CD9990
1993320
1366640
06CCCBl
0D99903
1333205
166610D
UCCCEIB
1999036
1!3206C
0E640D9
0CC81B3
1990366
13206CC
0540D9E
0C31B30
1903660
12a5cc1
o¢uD9a3
0013305
1036600
no5ec15
00D9E33
0133066
03660CU
0600193
0098336
1B3066D
ISEOCDB
0CC19E7
199336?

Encrypliun Sample Dela

76C32fi3C
6D905079
5B20AOF2
36414134
scszasca
59050751
32onoF23
64141347
48263083
1050791:
20AOF239
41d1E472
02832034
050791C9
030F239}
14134726
2B3CBE4C
50791C9B
20F23930
41247260
03CEEdC0
0791C9B0
0F239301
1E4726n3
BCBEQCD6
791C980C
72293019
64725033
4BE4C067
11C9BOCF
23930199
47160330
0E4C057B
1C900CF6
39301920
736033D9
6dC057B3
49300566
13019ECC
26033D9E
4CDfi7E3l
130CF662
30L9ECC5
ED33D9BR
40678315
00CF663A
019ECC55
u33n9aAB
06733156
OCF662hC
19ECC559
33D98AB2
67331565
4F662AC1
1ECC5594
3D9BAB29
73315653

123345543
047193391
0BF53D52F
l1RA7nA5E
03D4P543C
07A9ER97B
GF53Ds2F1
1EA7AA5E2
1D4F543C4
1ASEA97Ea
153D52F10
0A7AA5E20
14P54BCd1
09EA97B02
13D52F104
07nA5E20B
0F54BC411
131913322
1D52F1045
1AR5E208E
154HC4117
0A979B22E
153P10J5C
015320939
1§BC4l172
097392235
12P10d5C3
05920355?
0BC4l172F
17B822E5E
0F10i5CBC
132083975
1C41113P2
138225535
11045CBCA
030839794
u{1172F29
032255253
1045C3Cfl£
00BB9794D
011723293
022353537
04503096?
u3B9?94DE
117232930
03E5E537A
05CBCA6F4
0B9794DE8
173F29EDO
0E5E537A0
LCBCREF41
19794DE03
12F29BD06
oazssvnoc
0ECA6F419
179405331
0F29BDO$2

59C2ET1CB1
3335633902
GTUADCTZU4
IE1533E40E
1c2311ca11
3E56E39022
70fiDC72045
6153834081
42B71C8115
0563390229
OJ\DC72|'.“15S
LEEEEJOBRC
23T1CB1158
5633902230
2DC72045E1
5B6E403AC3
3715311587
6339022305

|—-HcIcIDnn1—-nI-

5C720456lE
3flEd0BRC3U
71C8115B7A
6390223095
4720456153
0E403AC3DE
1C3115a73D
39022BOF5R
7204561334
adnancznss
4311537033

1022EOF5RE
2045E1EB4C
406AC3D699
0115B7AD33
022HOF5A66

1
1
0
0
0
0
1
0
1
0
0
1
1
CI
0
1
1
1
0
0
1
1
0
1

0d561EEdCD
DSACBDEBQB
115E7AD337
22BOF5A£6F
4561E34CDF
0RC3D699EE
15a7nD337c
230F5AE6F9
5E1334CDF3
2C3Ds99BE6
5aTAD337CC
30F5A66F90
61E34CDF31
d3D699BE62
07nD337CC5
0F5A66P983
1EB4CDF317
3D699BE62F
7flD337CC5F
75A66F96BP
§E4CDF317E
5699BE62PC

r—|v-‘DI—I-‘DCIOIJDCII-‘D£l|'—|v-‘DCII-‘t-EIOI-‘
2D337CC5F9

29 November 1999

or-Ao-c:r—>-A|-r-c1:::|—>—oao|:nc:<::o>-|-ac:r-'c:I::r-|—-+-ooo|—-c:a>-I—-n-p-*Da1::acxr-o|-‘::cIOaD>—cnc:o->-
a|--ar-ao-r-|—|-cIuI-c:I-—av--I-I-n-::aI:Io-

D-I3!-‘CID?-I--§-DPJDODI-JDDEIIJBD-CSODPJI-r‘F‘Cll-{BOP

:-
:-

|4ClCII—n—o-IDOD

u-c:a—|:'.-can-ocau-Doc Dczcaaal-on-DaoO|-o-r-I::Io-'n-ooI:IDor-n-|-c:I:Ia-can-Pnot-I-tau:-r—c:::>-or-can-1-u-an-alsloucao
Bluetooth.

01
B1
on
10
on
01
an
11
01
1a
11
no
11
on
1n
on
01
on
1a
11
01
D1
11
11
11
11
11
11
11
11
11
11
10
1o
10
O1
01
11
10
11
on
1a
11
no
10
11
11
1n
1a
01
01
11
11
11
10
10
D1
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Appendix IV - Sarnpre Data

LSOGGDE
usncnae
DCIBBTB
LSJJSP1
1DG6DE2
nocnacs
0193798
D336P1S
OSSDEED
OCDBCSB
1937536
ISSPLSE
D6DE2D9
OHECSBZ
1BTBB64
l6?16C8
DUEEDQI
1BCSB23
178354?
DFIBCSE
1E2D91C
1653235
IEBSJTL
IIGCBEE

76G2ACA7
ECCSSEGF
5983339?
JELSGSBF
ESRACATE
SCSSRQFD
ISLBEQFR
315S53F4

SZACATEE
JSSBAFDI
DRBEBFAZ
L5553Fi5
EACATESB
5594FD16
2B29FA2C
5S53P458
ZCRTEEBO
59dFDlE1
329FA2C2
E53F45E4
4R7E3BDQ
L4PD1E13

EQPAECQT
53F¢5E4E

LE53?ADC5
lCl6P41EB
l94DEE3IT
LZ9BDO62B
OSSTADCSC
OAEF4l8B9
l4DEE3172
fl9BDD62ES
l37ADC5CA
DEFd13B95

oDE33112B
LBDO62E5?
l?AOCECAE
OF418E95fl
lEB3l72EB
lDO62E57T
LROCSCREP
LALBBBSDF
08317235?
10622577?
UDCSCREFE
OLSBQSDFC
OJLTEBBPQ
UEZESTTFI

SAGSFQSBFE
3lCDF3l7E4
s99BE62Fcn
533?CC5E92
1G6F98BP25
4CDP31724B
1§BE62FC96
331CCSF92C
SSFSSBFESS
ADF31?EiBl
13Es2Fc952
37CC5P92C5
GFQEEFZSSB
5F3l7E4ElE
3E62FC962C
?CC5F92C5B
TQBBFESBBL
7317E4B163
662PC962C7
4C5F92C5fiE
LflBF25EBlC
3115431639
62FC962C72
J5P92C5BE4

€3I-‘I-I-II-‘Oh-II-‘DI’-*|—'flQl-if-‘OOCPIDOF-Ii-‘DO

29 November 1999

I-D-D-OOHCII-'05!-‘I-‘OI-‘flu—DI-‘EDD!-1-Q r-DI-llvl-I-OI-I-'|30h-OI-‘DO!-'l-‘h i-II-Q?-Ofibt-It-ODD-II-‘I-‘Hi-OI-II-'Ofii-I1-fl I-‘OI-‘OOOOI-OI-‘DO!-I-‘fllvfiflfl-‘fll-HI-‘Q
L1
00
11
DD
10
11
D0
11
D1
10
1].
D1
10
1].
O1
10
Ll
OL
10
ll
00
L1
01
G1

Bluetnnth.
LO
ii
an
11
00
10
ll
00
ll
01
Ill)
11
O1
10
11
UL
10
ll
01
10
ll
05
11
O1

Encryption Sample Dala
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Appendix iv - Sample Dara

2 FREQUENCY HOPPING SAMPLE DATA-

MANDATORY SCHEME

These sets of sample data show the mandatory frequency hopping scheme for

three different combinations of addresses and initial clock values. The first part

is for the 79-hop system, the second is for the 23-hop system.

2.1 THE 79-HOP SYSTEM SAMPLE DATA

Frequency Hopping Sample Data—-Mandatory Scheme29 November 1999

AFFLT02941 E5
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Appendix IV - Sarnpfe Data

2.1.1 First set

79 HO? SYSTEM====z==_-u-=::==::n:::J::::=::z:2::::=z::z22:22;-32:23:32I:1.:=2::z==::=:|:=I::::::=::=:::|:z:::z

Hop sequence {k} far PAGE SCAN/INQUIRY scamCLKN start: oxoaoonoo
UIJLP: oxnooonoon

#tic:kE: noon | mac 1 2000 | 41:00 | 5000 f 6000 | 7090 |
DXOODDUOD:
0x00DS000: 15 13 20 25 23 30
0x001000D: 32 34 36 42 44 46
0x0D18000: 48 50 52 58 60 52
Ox002000O: 0 2 4 10 12 14
0x002B000: 16 13 20 26 23 30
0x003000O: 32 34 36 42 44 46
0X003300D: 48 S0 52 ' SS 60 62

Hop sequence {k} for PAGE STATE/INQUIRY STATE:CLKE start: 0xOOUOO0D
ULAP: 0x00000000
#tick5:

UXOUDODUD:
0X0000010:
OXDOUDDZO:
030000030:

OXOUDIUUD:
0x0001010:
0xODD1020:
0x0001030:

UXDDDEDUD:
0x0002010:
030002020:
0x0002030:

DXODDBOOO:
0XO0D3010:
0x0003020:
DXDDDBOBD:

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:CLKN* = UXUUOUOIU
ULAP: 0x00000000
#ticks:

Ux0000012:
Ox00DO032:
0x00D0O52: 29
DKDOUDDTZ:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value: 24
CLKE' = DXOOOODIZ
ULAP: 0x00000000
#ti¢ks:

0XO0DD014:
0x00000]4:
UXOUDOOS4:
0X00O0074:

29 November 1999 Frequency Hopping Sample Data-—-Mandalory
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Appendix IV - Sample Data

Hop sequence {k} for CONNECTION STATE:CLK start: OXUOOUOIU
ULAP: UXUOCOGDOO
fiticks:

OXOODOOID:
DXOOUDUEO:
UXDUOOOSD:
Ux0DDDD?G:
UXDOOODSO:
oxounoobu=
UxDOODOdD:
OKUUOOOIO:
DXOOODILO:
0XOUUD130:
OXOUODISO:
UXUOODITD:
DXODOOISD:
UxUUODlbO:
UxDGOD1dD:
Ox0OOOlfO:
DXDOUOZIO:
UxO0UO230:
OxDOUD25G:
UXUUUOQTU:
UXDDODZSD:
UXUUOD2bO:
0xDO0G2dO:
OXOODOEEO:
DxDDOD310:
Ox00UO330:
OXDOODBSO:
UXOUUOSTO:
UXODOOBSO:
OxOUUO3b0:
0xD0003dO:
OxDO0D3fD:

Frequency Hopping Sample Data-—-Mandatory S::hame29 November 1999
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Appendix IV - Sarnpfe Data

2.1.2 Second set

Set mode:
Set clock:
Set ULAP:
==:=_-2::=:I==:=::K=====:==J:==I:=:J:::u:::==:.1:====:=:l:.a=.1:=z=z:|=:==::===I=====:=====I:==:=

79 HO? SYSTEM

Hop sequence {It} for PAGE SCAN/INQUIRY SCAN:CLKN start: oxoononoo
amp: Ox2a96ef2S

#ticke: new | 1000 1 200:: | 3000 400:1 | 5000 | some i 7000 |
OXDDDOOUD:
OXDDDBODD: 21 25 31 74 78 29
OXOOLOOOO: 76 l 39 3 7 37
UXOUIBUUD: 5 9 47 11 15 45
DXODZOOOO: 13 17 55 19 23 53
UXOUZBUOD: 21 25 31 74 TB 29
OXDOZODDO: 76 1 39 3 7 37
DXODBBOOO: 5 9 47 11 15 45

Hop sequence { k} for PAGE‘. S'I'3lTE/ mourn! srnre:cmce start: oxooouooo
ULAB: 0x2a96e£2S
#ticks:

OXOODOOOO:
OKOUDDOID:
OxOO0DU2D:
0xDOD0O30:

UXDUDLOOO:
DXDDDl01D:
030001020:
DxOOD103D:

UXDUOEDOD:
0XO0D20lO: 24
OXUOUZOZD: ' ' 15
0xD0O2030: 24

OXOUDBOUD: 63
OXOODSOID: 71
OXOODBOZO: 63
UXUUD3U30: 71

I-lop sequence {k} for SLAVE PAGE RESPONSE STATE:CLKN* = OXUDOUDIO
ULAP: Dx2a56ef25
#tick5:

DXODDOOIE:
OXDDDODZZ:
DXDDDOD52:
GXOODDQTZ:

I-lop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value: 24
CL1(E* - oxoooocuz
ULAP: Dx2a9Sef2S
#ticke:

OXDOODOI4:
OXDOOOO34:
UXOODODS4:
DKOODOOT4:

29 November 1999 Frequency Hopping Sample Data-—-Mandalory
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Appendix IV - Sample Data

Hop sequence {k} for CONNECTION STATE:CLK start: OXUOUOOIU
ULQP: Gx2a96ef25
fiticks:

OXOODOOID:
DXOOUDUEO:
UXDUOOOED:
UxODDDD?G:
UXDOOODSO:
oxounoobu=
UxOO0D0dD:
OKUUOOOIO:
DXOOODIIO:
0XOUUD13fl:
OXOUODISO:
UXUOOUITD:
DXODOOISO:
UxUUODlbO:
UxDGOD1dD:
Ux0OOOlfO:
DXDOOOZIO:
UKOUUOZBO:
OxDOUD25G:
UXUOUDQTU:
UXDUODZSD:
UXUUODZDU:
0xD00O2dO:
GXOODOEEO:
DxDDOD310:
0xO0OO330:
OXDDODBSO:
Ux0U0O370:
UXODOOESO:
0KOOUO3b0:
UxUO003dO:
OXDOUDBED:

Frequency Hopping Sample Data-—-Mandatory S::hame29 November 1999
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Appendix IV - Sarnpfe Data

2.1.3 Third set

Set mode:
Se: clock:

79 HOP SYSTEM:32:::==':I.=::==zz:::I::::I:=::5==:K=:=.=::22:22::=:::_z:I=.1:zz:r.z::zz=::=z:Iz::z:z=::==z:::z:

Hop sequence {Ix} for PAGE SCAN/INQUIRY scam:CLKN start:
ULAP:
#tickE:

0x0000000

0x0000U00:
OXOOOBOOD:
0x0010000:
0x0018000:
0x0020000:
0x002B000:
0X0030000: 24
0X003B000:

ox65a7cha9

0000 | 1.000 1 2000 | 3000

57
73
49
65
57
73
49

59
T5
51
E7
59
75
51

12
2B

4
20

i0 12
26 25

2 4

Hop sequence {R} for ease STATE/INQUIRY sure:CDKE start:
ULAP:
#ticke:

uxooooaoo
ux55s7cha

0X0000000:
0x0000010:
0x0000020:
010000030:

0x0001000:
0xO001010:
0x0001020:
OxDDD1U30:

010002000:
0x0002010:
030002020:
0XO0D2030:

Dx0003000:
OxO0D3010:
0x0003020:
0XO0D3030:

9

Hop sequence {R} for SLAVE PAGE RESPONSE STATE:CLKN* =
ULAP:
flticks:

Dx0DODD1O
ox65s7eJaa

no | :12 o
OXOUODOI2:
0x00D0032:
0x000005Z:
0x0000072:

9
4

Hop sequence {k} for MASTER PAGE RESPONSE.‘ STATE:Offset Value: 24
CLKE* = 0x0O00O12
ULAP: 0x658TCba
#ticks:

0X0000014:
0x00D0034:
Ux0UDOU54:
DXDUDUUT4:

3

69
45
61
53
69
45

T1
47
63
55
71
47
63

Bluetnuth.

won I 500:: f soon | ‘mac |

29 November 1999 Frequency Hopping Sample Dale-—-Mendalory

AFFLT02941 70



Samsung Ex. 1419 p. 943

BLUETOOTH SPEC|F|CAT|0N Version 1.0 B page 943 of ‘I082

Appendix IV - Sample Dara

Hop seq'uer1r:e {k} for counzcrron STATE:ELK start: oxooooolo
ULAP: Dx65B7cha9
#ticks:

UXDUODOID:
Ux00U0030:
UXODUDOSD:
0x000O070:
OXODODDSO:
0x00000bO:
0x000DOdD:
0x0000Uf0:
UXOUUGIIO:
OXUUODIBG:
UXDUODISO:
Ox0U0O17D:
0x00001901
0XOU001b0:
UxD0001dD:
Ux0000lfG:
UXOUDOZID:
UxOU0O230:
0x000D25D:
OXODOOBTD:
Dx0O00290:
0x00002b0:
UxD0002dO:
0x00002ffl:
0x00003101
0x0U0O330:
OXDUOOESO:
UX000D37D:
0x00003902
0x000D3b0:
0X000D3dO:
0x000D3fDx

2.2 THE 23-HOP SYSTEM SAMPLE DATA

2.2.1 First set

Frequency Hopping Sample Data-—-Mandatory Schame29 November 1999
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Appendix IV - Sampfe Data
Bluetnnth.

Set mode:
Set clock:
Set ULAP:
H2I:2=J::':n:zz:xJ:x::n=::J::z:::::K:|=z z=z=:.z.u :n::l:::r.:I:=:'I::lz1::n::z::::nl =:::=a:::::::=n:=n:=z=

23 HOP SYSTEM

I-lop aequenae {k} for PAGE SCAN/INQUIRY SCAN:CLICN start: oxcloonnno
ULAP: oxoooonoon

#ticl-:2: 0000 | 1000 1 200:: | 3000 4000 L 5000 t soon | ‘moo |
0x0000000:
0x00DBOD0:
Ox00l0000:
0X0013000: 16 20
0X0020000: -
0X0023000: 16 13 20
Ox0U30D00: 0 2 4
OXOUBBOOD: 16 18 20

I-fml-‘WI-‘III-‘ED
Hop sequence {k} for PAGE STATE/INQUIRY STATE:CLKE start: 0x0000000
ULAP: 0x00000000
#tiCkS:

0x0000000:
0x0000010:
0x0000020:
OXOUDOOBD:

0X000l000:
010001010:
0x000102D:
Ox0001030:

0x0002000:
Ox0002010:
0X0002020:
0X0002030:

0XO0U3000:
0x00D301D:
0x0003020:
0X0003030:

Hop sequence {k} for SLAVE PAGE RESPONEE STATE:CLKN* = DXUDOUDIU
ULAP: oxuooouuon
#ticks:

0x00D0012: 21
0KDU00032: 22 14
0X0000052: 06 21
0X0000072: 22 14

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value: 24
CLKB* 2 OXUOOOOIE
ULAP: DXOOOOGDOD

#ticks: no 02 | 0-: as t as mi | 0.: me | 10
OXDODOOI4: D2 17 04 13 fifi 21 03 11 L0
DXDODUO34: 16 10 20 06 22 14 01 04 03

29 November 1999 Frequency Hopping Sample Data-—-Mandalory
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Appendix IV - Sample Dara

DXDDOUDSA: 02 17 04 I3 06 E1 08 11
OXDOOOD74: 18 10 20 D5 22 14 01 D4

Hop sequence {In} for CONNECTION STATE:CLK start: Dxflouoolfl
uLm=: oxotmoonun
#ticks:

030000010:
UXODOOUBO:
DKDUODUSO:
OXOOOOOTO:
OxO00OO90:
0xDOOODb0:
UKOOUOUGD:
0x000DOfD:
Ux0D00l10:
DXODOOIEO:
UXOUUDIEO:
OXDUDDITO:
UXUDUDISD:
Dxflflfifllbo:
DxD0001d0:
0xDOOD1f0:
UXDUO021D:
OXDDOOZED:
OXDUODZEO:
DXDUODZTO:
DXOODOBBO:
OxO00O2bG:
0xDUUO2dO:
0x000D2fO:
GXOODDBID:
DXDOUOBBD:
OKOUUOBEO:
GxO00D370:
UXOUU039D:
0xUDOfl3bO:
nxDU003dD:
UXDO0D3fD:

Frequency Hopping Sample Data-—-Mandatory S::hame29 November 1999
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Appendix IV - Sarnpfe Data

2.2.2 Second set

Set mode:
Set clock:

Hop sequence { 1:} for PAGE SCAN/INQUIRY SCAN:CLKN start: oxooonooo
ULAP: Ox2a96ef2S

hicks: noon | 1.000 1 2000 |
0x00D0000:
0X0008000:
OXDUIODUD:
0x001BOD0:
OXOOZOUOO:
UXOUESUUO:
Ux0030000:
0X003BOU0:

20
13
20
18
E0
13
20

14
16
14
16
14
15
14

kn-J1-D-JLO-JL£l-J UvwmmMumm mthmina-mama
Hop saquence {k} for PAGE STATEI INQUIRY swan:CLKE start: DKOOUUUUD
ULAP: Dx2a96ef2S
#tiCkS:

0X0000000:
0X0O00010:
DXOOUOOZO:
0XO0D0030:

OXUUDIDUU:
0x0U01010:
OXOUDIOZD:
010001030:

OXOODZUOD:
DXOODZOIO: 15
UXDUDEDZU: 11
0x0002030: 15

0x00030D0: ' 13
UXOU03010: 17
0X0003020: " 13
0x0O03030: ' 17

I-lop sequence {k} for snava E-AGE RESPONSE STATE:CLKN* = Dx0DO0DlO
ULAP: uxzaaserzs
#ticks:

0X0000012:
UXODDDOBZ:
OXODDOOSZ:
010000072:

Hop sequence {K} for MASTER E-AGE RESPONSE STATE:Offset value: 24
CLK.E* = OXUOOOULZ
ULAP: Dx2a96ef25

#tic:ks: on 02 | 04 06 1 03 ca | no one | 10
UXOUDOOIQ: 13 19 D3 21 03 DB 16 10 04
0x0DO0U3d: 20 00 05 D2 06 04 14 G6 02

l\}II=-!\.|.lb!\.Ifl=6l‘J-to
10
12
10
12
10
12
10

Bluetnuth.

4000 | 5000 j soon | 7000 |

29 November 1999 Frequency Hopping Sample Data-—-Mandalory
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.Ln__s'J_1:a- LAL
UXDOUDOSQ: 13 19 03 21 U3 08 15 10
OXDODOO74: 20 D0 D5 02 06 04 14 DE

Hop sequence {k} for CONNECTION STATE:cm-z start: DxC|U0O010
umw; Ox2a.96ef25
#ticks:

OXODDDDIO:
UXDOOOOSO:
DXDOUOOSO:
UXOUUDOTD:
UXDUODUSD:
DxDO0DDb0:
0xUUU00d0:
OXDUOOOED:
0XO0D0l1D:
OXOOOOIBD:
DXDUODISD:
OKOOGOITD:
OXODOOISD:
Oxoflflfllbfl:
OxOOUO1dO:
0x00D01fO:
UKOOOOZID:
0x00002301
UXUUODZSO:
0x0UOD27D:
OXDDODZQD:
DxO00O2bO:
DxDO0D2dO:
0XO0UO2fO:
OxO0DO310:
OXOOOOBED:
UXOUODBEO:
DXOOODSTO:
Dx000039U:
0xD00O3bO:
0xDO0D3dD:
OxDOU03f0:

Frequency Hopping Sample Data-—-Mandatory S::hame29 November 1999
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2.2.3 Third set

Be: mode =
Set cl ock :

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN:CLKN start: oxoooonoo
ULAP: oxs5s':cba9

#ticks: 0000 | mac 1 200:: | 300::
OKOODOODD:
OXOODSOOO:
UXOUIDUUD:
DXOOIBODO: 15
OXOUZOUOD:
OXOOEBOOO: 15
BXOOBOOOO: D 10 12
OXDOBEOUO: 15 4

I-‘

I-'I-' GJO‘\I:fl0'nClE!‘-l:DU\
Hop sequence {k} for PAGE STATE/INQUIRY STATE:CLKE start: oxoaoooou
ULAP: Dx65B‘J'cba9
#tick5:

UXDUDDUUD:
OXODDOOIO:
OXODUDOZD:
OXOUDODBD:

UXDODIDUD:
OXOODIOIO:
030001020:
OXDUDLOSO:

DxO0D2000:
OXUUDBOIO:
0xDOO2G20:
OXODDQOBD:

DXDODSOGD:
DxO0D3010:
UXUODSUZO: G3
DXOOOBDBD: 16

Hop sequence {K} for SLAVE PAGE RESPONSE STATE:CLKN* = DXUOOUOIO
ULAP: OxE5B7cha9
#tick5:

OKOODDQIZ:
0XODDOO32:
OXOOOOOEE:
OXOODOOTZ:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:offset value: M
cmcet = oxoonoolz
ULAP: Dx653‘?r:.ba9

#1:ic:k£s: no 02 | 04 as f 03 as. | Clc me | 1::
OXDODUOIJ: DD 12 17 16 U2
OxOU0OO34: 19 04 13 05 21

21
13
21
13
21
13
21

19
11
19
ll
15
11
19

Bluetnuth.

4900 [ soon | 5000 | ‘man |

29 November 1999 Frequency Hopping Sample Data-—-Mandalory
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...; ..- -.... n...-.....

Ux000flO54: 10 15 14 00 12 17- T5 02 09
0xO000D?4: O2 11 D6 19 04 13 O8 21 17

Hop sequence {I-'.} for CONNECTION STATE :CLK start: 0x00000l0
UL.‘-‘LP : Dxb‘ 53 '.Fcba9
#1: icks : 0 0 02

flX0000010:
Dx000O030:
030000050:
0x000D0?O:
030000090:
0xOO000bO:
0x00000d0:
0K00000f0:
0x0000110:
0xO000130:
030000150:
0x00D0170:
Ux0OOO150=
0xOO0O1b0:
0x00001d0:
0x000D1f0:
0x0000210:
0xDODO230:
Dx0000250:
030000270:
0K0000290:
0x00002bO:
0x00002d0:
0xD0O02f0:
0x0000310:
OXODOOSBO:
0x0000350:
0xOOOO3T0:
0x0000390:
0xD0003b0:
0x00003d0:
0x00003f0:

Frequency Hopping Sample Data-—-Mandatory S::hame29 November 1999
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3 ACCESS CODE SAMPLE DATA

Different access codes (GIAC, DIACS, others...)
LAP with LEE as rightmost bit.

transmit order on air
. . . . . . . . . . . . . . . . . . . . . . . . . . . . _ _ . ..,

Preamble: - Trailer:

OGODGO 7eTD41e3 4000OODd
ffffff e753bS22 7EEEEff2

9eBb33 475cS8cc 73345eT2

9eBh34 2Sed3c34 cb345aT2
9e8b36 6233?bfi4 1h345E72

9eBb39 c05747bS e734Se7E

7UB4eab0 2f34Se?3
64CB6d2b 90b45ET2

9eBb3d

9e3b42
9e8b48

§e8b4E
9e8b57

9e8b6O
Sesbéa

9E8b7S
9eSh3l

e3c3?25e G4b4Se73

3C7216a5 bCb45e72
b2El6c30 fab45e72

57bd3b22 Clb45e?2
d0b6245T 55b45a72

51343335 abb45eT3
Dca96&B1 aU745a72

aecdfiasc 1c745eT1

l7453£bf ce145e72

f2096Ead f5745e?3

Qesbae

9eBb9c
Qeflbah
Qeabbb

Qeflbcc
Qeabde
Qesbfl

D15f4a1e f7?45e72

dBcG9SaO Dcf45e72
614efD43 def45e72

baSlddc7 a3f45a?2
Sescufi 64a?dc4f 6a0c5eT2

9e8cla 35955221 96Uc5e72
9e8c3D

HWWWWHflNWEQmWH9m
cbssccod 830c5e?2

9e8c4T l2aCl3b3 73855572 W

9e8c5E 2c2f6925 3e8c5e72

NW9e8C7E 3a35lC54 078c5e?2

7396dOf3 124C5ET2

5bDfdfc4 €d4c5e72

aeaieblfl e4cc5e?2

SBBCBZ

WMMWMDWmWWWWNU!WmUWWWNWWmU
9eBcad
Qeaccfl

9e8ce6 T55dc6bc 99cc5e72

9e8dD4
§e8d23
9eBd43

9e8d64

5aBdB6

214cf934 BBZCSETZ
37568695 bl2c5e73
72231560 f0ac5eTRUIU1U1U1U1DI
64326D¢1 c9ac5eT3

so-1-1f—1 93 936c5e7:‘.
3b8hd9J7 e56cSe72

ce26EdEb ECECSETZ

9e3da9

Qefidcd
9eBdf2 asbfezdc 13ecSe?2

QEBEIE 32dcdé3d c61C5e72WWWWmN WflWWWWWWH
aesaaf 94c6ab9c ff1c5e?2

950 29 November 1999 Access Code Sampie Data
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9e6e67 969059a6 TBSCSETZ

c4dfccef 425c5eT2
3a7fc2c3 5?5c5e72

5eBe9D

Seaeba

57985401 69dc5e72
uae2a363 623c5eT2

d12d8eeT 1f3cSeT2

547fl63a8 Ddbc5e72

Seaees

Seflfll

Seafie

Seaffic
9eBf9b

Saflfcb
Beaffc
9E9U2E
9e9061

UIUTWU'|U'U'|Win W

053ffEe1 367c5e72 W

csbcacfe f4fc5e72 N

Zcfoobec cffc5e72

3EC5U52f 5dU35e72
l074b15E 61B25e12

9d59ede6 2a425e73
fDbeTb24 14C25e?2

loelflddfl C0225e72
fsadsacz £b225e12

fTfba8f8 7da25e12
2E49Ua5b c5625e?2

999055
9e90ca

999100

Se9137
9e916f
9a91aa

mIWWHWWWWN WHWNWHN
9e91e2

9e921d
9e92S9

94919332 91325572

26cda478 2e125e72

9WN aacbaldd 26925e72
929296

9e92d4
9E9313
Elficec

hEac7f5b da525e72W

c9aTbDa7 cad25e72

c1d2bddE 32325e72

S86a491f Odcdalad
37db3de7 hscdalad
?dD56ab1 65cdal9d

df6l566a Sscdalsd

5fb2fb63 Slcdalfid
472bE454 2ecda1Bd

cD2Deb3l hacdalad

atslafcisi ozcd-a1ad
9112f54f 44cda18d

-1BElb2afJ. bf-ldalad
CEBOBSB4 2b4da18d
Sabzzbea dsidalad

a49cb5OS Seddalad
fl6fBE9d4 624dalBd

bETOec37 bG4dal8d

2d3f197e sbadalad

516ceb
616ce9

616ce6

616ce2

Blscdd

616cdT

Elacdn
616ccB

Slficbf
616cb5
Blacaa

Elficse

615C91
616583
SIGCT4

mN9mNWWWWWNWwWWWWflH
lefisfibcd asadaiad

fbfififlcdf bzadalfid
42ad693c saadalad

516c&4

S15E53

WH616C4l

516C2e a5b7cCl4 ddndaladN

616c1a Sf9952f7 ssudalad

Hw616C05 ceabacfia Sflfldaled

616bef d403ddde fdfsalfid

616bd8 314fBacc cfiffialad
616bcD Ofccfflsa Bnffialad

Elfiba? 25030d5T T9T5a1Bd

616bSd dba303?b 6c75a18d
§16bT2 4439celT 13bSa13d

wmmmwmmmmmmmmmmmmmmmmmmmmmmmNHWmmNWn
Access Code Sample Data 29 November 1999
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6l5b56

5l6b39
filfiblb

filfiafc

Bd4l?247 5ab5a18d

6a5bd?6f e735a18d
59238156 b635al8d

28609d46 Cfd5alBd
Slcbaclf 4ed5a18d

7bO4T1l2 b755a1Bd

4B?l2?lb e655a1Sd
2¢bdCSC4 9b9Sa18d
edc57494 d295a1Bd

E989f3Df 6d15a18d

D729fd23 7B15a13d
Bbf0ba4f B1e5a1Bd

89a6é87S 0755alBd

6cea1E6T 3c65a18d

2549d310 29a5al8d
4Sae45d2 1725a13d

7280db3l 5c25a18d
ce1b5E34 slcsalad

4b46T27b T345a1Bd
aeoazsas 4a45a1Bd

616adc

Slfiabb

515699

6l6a76
615352

5l6a2d
E16aD7
616960

6l69b8
6l69Bf
516965
61693a

91U‘U‘IIIU1UIUIU1N

616909
616851

ElfiBb3
516534

616354

616823
5l6?fl

6lE7be
615785

ea5fcS31 4a85a1Bd
33c61a3f blusalad

C49fbBc5 63f9alEd

sazeocb-: 5f79aJ.8d
60009257 1{79a18d

36314262 aab9a1Sd
3defd9bb be39a18d

bfE7eT25 csdsalsd

bda115l2 43S9a13d
5513b3b1 fb99a1Bd

decdnéfia af19al8d

E5542b5f dD19a13d

dC44b49b dBe9al8d

42f5ODea e469al8d
bf3885el 34a9a18d
ec4c69b5 4c29a18d

E16755

5l67lf
616666

El66bD
516577

616536
616603
516566

515539

51654b
6l650C

||J9.|U'|B|D|D|U1fl|UIU1D|U1U1fl|lJ'|UI-IUIFI-IU1U|U'iIJ'|9Pfl|U1il| mMWU!mmmmmmmmmmmmwmwWWmmwWmmmUmmwWmmm
29 November 1999 Access Code Sampie Data
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4 HEC AND PACKET HEADER SAMPLE DATA

Test vectors for HEC and header. Note that UAP, Data, and HEC are in hexa-

decimal notation, while the header is in Octal notation. The header is transmit-

ted from left to right over air.

770007 007070 000777
770007 007007 700000

007007 007007 007700
007007 007070 707077

707007 007007 077070

707007 007070 777707
077007 007007 000777
077007 007070 700000

777007 007007 070007
777007 007070 770770

770770 007007 777007
770770 007070 077770

007770 007070 770070

007770 007007 D70707
707770 007070 700700

707770 007007 000077
077770 007070 777007

077770 007007 077770

777770 007070 707777
777770 007007 007000

HEC and Packet Header Sample Data 29 November 1999
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5 CRC SAMPLE DATA

sample CRC generation

data 11!

datalli
dat.a13]

datalil
dataI5!

datalel
dal.'.aI'."}

da:5]BI

data[9!

URP = CDC} 7

==a CRC = Ed d2

Codewcrd [hexadecimal notation):

43 D1 02 O3 04 05 05 0? D8 D9 Ed d2

HE: Over air each byte in the codeword
is sent with the LS3 first.

29 November 1999 CRC Samp1a Data
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6 COMPLETE SAMPLE PACKETS

6.1 EXAMPLE OF DH‘! PACKET

Packet header: tMSB...LSE:

Al-!_A.DDIR = 011
TYPE = 0100 (DB1!
FLOP-‘ 0

Mon 1
SEQN 0

Payload: ¢MSB...L5EJ

payload length: 5 bytes
logical channel = 10 um/I, start L2r_‘nP message:
flow = 1

data byte 00000001

data byte - 00000010
data byte 00000011

data byte 00000100
data byte 00000101

HEC and CFC initialization: iMSB...LSB}

uap = 01000111

NO WHITENING USED

HIE DATA tLSE...MSBl

Packet header {incl HECI:

111111000
000000111000

000111000

00Dl1ll1l0UOD00000000000

Payload {incl payload header and CRC}:

01110100
10000000

01000000
11000000

00100000

10100000
1110110000110110

Cornplale Sample Packets 29 November 1999
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6.2 EXAMPLE OF DM1 PACKET

Packet header: fiMSB...LSB}

M‘J_ADDR = 011
TYPE 0011 [DM1]
1-“Low tn

ARON 1
SEQN D

Payload:

payload length: 5 bytes

logical channel = 10 :UAfI, Start LSCAP messagai
flow = 1

data byte 00000001
data byte 00000010

data byte oauouon

data byte 00000100
data byte 00000101

HEC and CRC initialization: tMSB...LSBI

H0 WHITENING USED

AIR DATA [LSB...MSB1

Packet header flincl HECJ:

111111000
111111000000

000111000
11100000O111111111l11000

Payload lincl payload header. FEC23. CRC and 6 padded zerosl:

0111010010

0000000100
0000110000
0000100000

1010000011

1011000011

0110000000

29 November 1999 Carnpieia Sample Packets
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7 WHITENING SEQUENCE SAMPLE DATA

Whitening sequence generator.

Whitening Whitening
Sequence LFSR

1111111

1101111
1001111

0001111
0011110

0111100
1111000
1100001

1010011

0110111
1101110

1001101
0001011

0010110

0101100
1011000

0100001
1000010

001010]
0101010

1010100

0111001
1110010

1110101
1111011

1100111
1011111

0101111
1011110

0101101
1011010

0100101

1001010
0000101

0001010
0010100

0101000
1010000

0110001
1100010

1010101
0111011

1110110

1

1
1
0

0

0
1
1

1
D

1

1
0

U

U
1

0
1

0
0

1
0

1

1
1

1
1

0
1

0
1

0

1
0
0

0

0
1

0
1

Whitening Sequence Sample Dale 29 November 1999
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1111101

1101011
1000111

0011111
0111110

1111100
1101001

1000011
0010111

0101110

1011100
0101001

1010010
0110101

1101010
1000101

0011011
0110110

1101100
1001001

0000011
0000110

0001100

0011000
0110000

1100000
1010001

0110011

1100110
1011101

0101011
1010110

0111101

1111010
1100101
1011011

0100111

1001110
0001101
0011010

0110100

1101000
1000001

0010011
0100110

1001100

0001001
0010010
0100100

1001000
0000001

1

1
1

0
0

1
1

1
D

0

1
0

1
0

1
1

0
0

1
1

0
0

0
0

0
1

1

0
1

1

0
1

0

1
1
1

0
1

0
0

0

1
1
0

0

1
0

0
0

1
0

0 0000010

29 November 1999 Whitening Sequence Sample Dala
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0000100

0001000
0010000

0100000
1000000

0010001

0100010
1000100
0011001

0110010

1100100
1011001

0100011
1000110

0011101
0111010

1110100
1111001

1100011
1010111

0111111
1111110

1101101

1001011
0000111
0001110

0011100

0111000

1110000
1110001

1110011

1110111
1111111

1

0
0

1
0

0

1
1

0
1

0
0

1
1

1
1

0
1

1

1
0

0
0

0

1
1

1
1

1

Whitening Sequence Sample Data 29 November 1999
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8 FEC SAMPLE DATA

Rate 2/3 FEC -- 115.103 Shortened Hamming Code

Data is in hexadecimal notation, the codewords are in binary notation. The codeword bits
are sent from left to right over the air interface. The space in the codeword indicates
the start of parity bits.

Data: codeword:

1000000000 11010
0100000000 01101

0010000000 11100
0001000000 01110

0000100000 00111
0000010000 11001

0000001000 10110
0000000100 01011

0000000010 11111

0000000001 .1010].

29 November 1999 FEC Sample Dala
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9 ENCRYPTION KEY SAMPLE DATA

Explanation:

Key [ I]: denotes the ith sub-key in Ar or A'r;

round r: denotes the input to the rth round;

added ->: denotes the input to round 3 in

A'r after adding original input (of round 1).

9.1 FOUR TESTS OF E1

rand :U0000000000OUOODOGDOODDOODDDOOOU

address :DDDO0ODUDOD0

key :00000DODOOUODDDDOOOOOOGOODOODOOD
round 1:oooooooooooooooooooooooooooooooo

Key [ 1]:00000000OOOOOOOODODOOOOODOOODODD
Key [ 2]:4697b1baa3b71D0ac537b3c9Sa2Bac64
round 2:7Sdl9E9307d2476a533ec?aBa026042a

Key [ 3}:ecabaacfi67955BOdfB9af6fie66d:O53d

Key [ 4]:8a¢3dSB96ae9364943bfebd4969b68aD
round 3:60026524T668dda0eB1CO7bbb30ed503

Key [ 5] :Sd5‘i'S21Ed5‘.P15i::bb22c1be‘!bbc9S635-1

Key [ 5]:2a6lhB343219fdEb1?iOe651ld41iJBf
round 4:d?552efTccsdhda568d30c2215bc427?

Key [ 1]:ddoa80dee?31d6T£D1a2f?39da6f23ca
Key I 31 :3ad02Lcd.1303e.l2a1cdDfeDa8afB2592c
round 5:fbD6baf32b52ab8f2a4E2baeE7f6dUcd

Key [ 9}:7dadb2efc2B7ce75D6130290§f2e?232
Key [10I:COSdcfafl81e2c4272f6c?a9f52E1153B
round 6:b46b711ehb3cf69ea4Ta75EflabaS4bdd

Key [111 :EC!D-LECTOBE-L03555eBi:l-L'?66Dffdfd7

Key [12]:Eaobz10013E9a6b9eS9e624cdB915Dd2
round 7:c5B5f3oaff194oq29qEo6b2922973994

Key [13]:1ab407aqea5ba4c8uecb4sfi9&b4e9c35
Key [14]:454dS4e5253c0c4aBh3Ecca7db6baef4
round 3:2Ssfifadbllacf952bf?4b%ab12264b9E

Key [151r2df37c6d9db52674f293S3bUfD11ed83

Key [15]:b6G316733ble8eTObd861b477e2456fl

Key [17]:B8469Tb]baa3b71ODac537b3c95a2&ac
round 1:158fEe43352D85e8a5ec7aaBe1ff2baE

Key [ 1]:efleSdfclbza79583e9e5dfclb3a1S583
Kay [ 2|:7595bE57eD632c59E435c16697d4C8E4
round 2:Db5ccT5febcdf7B27ca29ecu901b5b5b

may [ 3| :e31b96afcc:75d2BSef0aa25Ti::bbcU5b'.I‘

Key [ 4]:Dd2a2?b4?1hco1U8c6263afE9d9h3b6h
round 3:24273526C34292l1f7f2fOo1532uaaf4

added -;:Elbfi3365Edfi21?f952de6a39a31Ed95c

Key I 5] :98d1-E1357”.-"3cf59d'?5d3bl?b3bz:3'i‘c1§1

Key [ El:Ed2h792s24oeddd4eaoaa7511133336E
round 4zdfl3D4adl833?fB504D145d2?aa5c8153

Key [ Tl:33122T755638a41d57b0fTeDT1ee2a9H

Encryption Key Sample Data 29 November 1999
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Key [ a]:aaoddaccfiab4D6533dDf1d64aabacf20
round 5:84db§O9d213bbU172bBb5aaf?1bf1472

Key I 9]:663291bD?52e63fB06fce76E10e119c8

Key [10]:efabddaEbe3eeO27Te9bTBadef1ecl54
round E:f335E5292le9D3d£a?62E1dE5ahd?E95

Kay [11]:f39D2ebO6dc{09cfd7E3B4524964bf51
Key [12]:?d72?02b2lE97934a?21c99bG49S239d
round 7:aeécflbqbbfl9f25c6a5d9?B3a31b60Sd1

Key [13]:53ZasuhceafsuzcszansczczB3ac£a32

Key [14] =151':15e515:etb2a6412965ac:5d 9dd4
round 3x744aE235bB6ccObB53cc9f74f6b65311

Key I15]:8301701434342d4290e961S78790f451

Key [15]:26D3533f365604646ff65BU3795cCce5
Key [11]:E82fTc9OTb565ea5Bdae1c928aOdcf41
sres :D56cOfe6

:48afcdd4bdJ0fef76693h1l3

:be3E306B964?cSd7c5aG3caB0a91eceb
address :Tca89b233c2d

key :159dd9EJ3fc3d32aeEbaucdSaB61fa5?
round 1:hc3f3058964Tc8d7c5a03caE0n91eceb

Key [ 1]:159dd9f43Er:2ld3.25aEbaGcclaa361fa5‘7
Key I 2]:326S58b3Cl55Sl399a9779De55ff665E
round 2x3295Dedf19?fi1563Bccl9cDSf3fedc9b

Key I 3]=62e879b65b9f53bbfbdO2OC62Ib1d682
Key [ 4]:73415f3nbacflab61f410adc9442992db
round 3:6aT640791cb53667B936c5ecd4ae5aT3

Key { 5]:5G53cfa1d31clcdEacdT6dEO3flea3c31
Key [ E]:Ob-1acc:2b3f1f694fc’.I"bd91f4a7Df3DD9
round 4:fcazcnznafi7?e2fEb2aaGD7535693ac?

Key I 7"]:2c:a43fx:817947804eI':ff14Bd5l'JdEf6-:6
Key [ al :3fc:d‘I352:1b533euub7E1a25bea2n4ua<L
round 5:e3TfBea4ed1a6f4a36ffc179dc5bbS63

Key I 9]xscs7bec7saaacecc-1d2a9fs94asdasus

Key [10]:95ed95eeBcb97e61dT5B48464bEfb37§
round E:38hDT261d7340dU2B749del7T3a41Sc7

Key [11]:ff565:1fc6b9da9ac50251455Df3e9d2
Kay I12]:ab5ce3ESeaB?dD£45b37aDd3Bue12Eé?
round 7:5B241f1aed7c1c3e04Td72433la0b7T4

Key [131:azcabfiE95eac7d555dbeada6cd4c47fE

Kay [11]:f5cafE8Safoa£8c42a20b5hbd2c3h4fiu
ruund B:3d1aaeff53c0910deE3b973Bbl3c490f

Key [15]:1as099c1131cf97D01e2E36fda415025
Key [15]=aOebbB2S76hc75eB375h1B9eff3f6b1d

Key [17]xc£5b34saaae27ae332b4f1hfa1u239a6
round 1:2e4b417b9a2a9cfd7d541?d9a6a556eb

Rey [ 1]:.fe'IBb335f25-16BabD69fd3B§1bC|B6fda

Key I 3]:D9Sc5a51:6fa6d3ac1d5?fa19aa3B2bd
round 2:bahcaaldfibb45af9d92beadd930fifSad

Key [ 3]:laf866df81'?fd3f4ecD0bc70-1.lszcffc
Key I -1] :E4asaclsBelt575fo75E5Ebb24bf1s550
round 3:35laa1Edec2c3a4187OBO245ed323aaa
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Appendix IV - Sample Dara
added -2:lb55e2167656d6bafa8c199D4bd79445

Key I 5] :8c9d1Bd9'3565955-ld3=l1b42B6e8-Bealf
Key [ 5]:5c558d3T01U2c9BS1bf753e69c7da025
round i:2ce8£eE47dda6a5beeT43T2e33e478a2

Kay [ 7]:7eh2935c3697429fbeflda33¢bh51f?95

Key [ B]:af900f¢b63a1l3Be2B74bfbTc628b?bB
round 5:572737E563e1543c:1::a52b7555s37fl:-L

Key [ 9}:834C358Bddsf3d4E311l?a4BB43Dd69b
Kay [10]:bczbsbslcl5d9asu252E3f4Beso45395
round 5:15b4968c5dO2853c3a43aa4cdb5fi26ac

KEY [ll]:f086D3C9E39ad3147cba6l337919c95S

Key [12]:Edi13ldecféEa3a§59OB4T14a3e85c11
round T210e4120c7cccef9dd4ba4e6da8571bO1

Key [13]:c934fd319c4a2b5361fa8eeEDSae95?2
Key [141:4504Cl?aa4T56Be404T1DOTCde3a3TcD
round 8:E9081772498fed4lhfiffd72b7lfcfEc5

Key [15]:ea5e2E687eS7fa3f8334DlcB£e5D53ef
Key [16]r1158f58252c4ec£ccafbdb3aEB5?b9f2

Key [l1I:b3440f69ef95lbTBb5cbd68662T5301b
ares :Ed52o5c5

:3ed75df4abd9afE38dl44e94

:DBBlcaeeufi3fSdal8D9S?7ff94ccdcfb

address :c62f19fscE93

key :45298dO6e4fibaC3l§21ddfbed94cD32b
round 1zoaslcaeeos3fSda1ao9S?7fE94ccdcfb

Key [ 1]:4S29Bd06e46bac2l42lddfbed94cD32b

Key [ 2]:BEO3a1e1Ee1c191cad35aB97hc4GD551
round 3:lcficafllléBDa5B5c1b2fleD317f?167E1

Key I 3|:4f2ca3aO92ddeE54ef495ca126a6BaBe

Key [ 4]=95Bcaee2ac5d70DBcU7283daec6?f2f3
round 3:Dsbé915Efifcclfcs51a53D4flfOafaa26

Key [ SI:abDd5c31E94259a6bf5See2d22edf56c

Kay 1 6|:dfb'3'-15555001?-See?3:101”.-"bB4bfd5Da92
round 4:D?Ta92bO40a:c86e6eOa8T7db197a16T

Key [ 7]:BE888952662b3dbDGd4e904e?ea53b5d

Key [ 8]:5e18bfccDT799bO132dbB8cd6fl42f599
round 5:?2G4Ba1Eb3oD914B25Edca63aEceadf3

Key [ 9]:bfoas1ad9hd3d1aDEc532b1d55ladddf
Key [10|:aB3bc477e3fa1d5a59h5e&cE7S3c7a41
round 6:27D3113lda6cea2d741deb4E7551d3aa

Key [llI :facfbadacaaeaaaaaaef95af3a2a2?67

Key [121:??beb9U670c530Db03aa2b2232d3d4Uc
round 7Lfcacladd9149h1ceadB6f96e44aDnnGE

Kay [13]:b57a3?365oaE36au6e19Ee335dT2ed32
Key [14I:6bCEe918C?d0d24dfdf4223?fCf99dE3
round B:n4ef5f5a?ddfB4EcdauaD?7B2fc23366

KEY [15]:3SSE158241eb3e079f45dTb964908793
Key [16]:lbcEbe93ecde2add52aaE3ea79Eb9l1a
Key [17]:ee8bC03eC08722bc2bOT5452873374af
round 1:d5B9d7a4Dcde7D32d1?h52EB117b69d5

Key [ 1]:2ecc6cc797cc41a2abD2007f6af396ae
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Appendix IV - Sarnpfe Data
Key [ 2]:a¢fae£75D9c12567d531ae1cf9dc2198
round 2:8eT6eb9a29b2ad5eea790db9?aee37c1

Key I 3]:G79c8EE9b73d428dfB799D6aGb8?a6cB

Hey I 4]:19f2Tl0bai403a494193d201E3a8c439
round 3:346bb7c35b25396763?5aafe3af69OS9

added ->:edf4Be675T03a955b2f0fc062b11E95c

Key 1 5]:dfi23a6493f91Scb2cBD02?G524?b2f5a

Key I 5]:SD01D9093313bc3D1OBb3d9434a?7a?2
round -1=fafbficlE3ebbd24.7'Tbe2da-l9dd923fE9

Key I 7] :e28e2eeSe'l'2e7f-1e5b5c11f10d2D-1228
Key I B]:SE45Scdllf8b90‘?3a2dfa5-l13c:7a-1bt:5
round 5:7c72230df588U60a3cf920f9b0aOBfD6

Key I 9]:28afb26e2cTa6423Bc4lcefc16c53eT4
Key [10]:dO8dcafC2D56395baOd2ddddOe%TlE4d
round 5:55951df99ldb26ff0ODT3a12baa3031d

Key I11]:fci£dcc3ad3EaaeDS1a1OS5b934fB7c1

Key I12]:f8dfD32d?7060252cO2d91e55bd6a7dfi
round ?:TDec5S2EfB64375f63701fa%E6he53T7

Key [13]:hef37DEe523d708eBa4414TdT5OBbc35
Key [14]:3e98ab2B3ca2422d56eS5cESbD6caeb3
round a;17z£12ec93adasssogbaaascsoiaioea

Key [15]xa7ad9fi2Sdo5fid5d2259add5efB11ea2c
Key I16]:Bbdldbficcfllfifi0D9e5da90877el3336f

Key I17]:OETQ531d3l3a335lac7D39b343c41b§2
ares xUO5D?eSE

:2a5f19fbf6D9D7e69f39ca9f

:0ecd6l7B2b4128430cD5dC45542b1b8c

address :f428fDe52db3

key :3594Sas14225fabad91995d226de1d92
round 1=OeCdE17B2b4128&B0cDSdC45542blb3c

Key l 1]=355-a3a91-1225fabacI91995d22ade1d92
Key [ 2]:ea6b3dcccc8ee5dBBde3&9fa50lO4D4f
round 2xB93Se2e263fbc4b9302cabdfc06bce1e

Key I 3]:920f3aU£2S43ce535d4e?f25adBD54Ba
Key [ 4]:add7227ed£9c68T4e80ba30ebb95d2C9
round 3:b4c8b37B6T5f184a0c72f3dab51fi8fO5

Key I 5]:slasa1ca?2U2bSe3H4aeBfa493ecac3d

Key I 6]:hcde152Dbee3E60eS6Ce2f0£b7BhSl57
round 4:1?ced9f2Ec42bdd5c5312bB1£c23T1c5

Key [ T]:c8eee?423d7c6efa75ecec0d2cd969d3
Key I B]:510b3fB3BaO2ed-1-!1fbeB63aU2b-laldfl
round 5:fezseausef3nD§d6Ubh2U?e52ab39c£2

Key 1 9]:56es47c1eB55ehn7B34B962aeo7n972d

Key [10]xB33955da?7ca5B12da104e2hE4uaecod
round 6:1f2ba92259d9e83lO151Bfl45a33B%Df

Key [11] :61d-lcbve-1E3353a2a3327Bu5a9bdad-$d

Key I12]=9f57de3a3ff3lDe21dC1e69ECe0EO304
round ?:ccSb5dD21Bd29037eaS475152ebebb2f

Key [13]:Taa1dBadclaeedT127eE9a18f6eb2dBe
Key [14]:h4dbBda3bf865912acdl4904c7E77S5d
round 8:h04d352bedc02682e4a1£59d7cda1dha
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Samsung Ex. 1419 p. 965

BLUETOOTH SPECIFICATION Version 1.0 B page 965 uf1l'J82

Appendix IV - Sample Data
Key [15]:a13dT141ef1f6c?d8fi7e3d1T5fl6?331b
Key [161:D8b2bcO5Ee50d5141cdd566a3U7e1acc

Key [17]:D5?b2bJh4be5dcDac4§e5D4B9b8005c§
round 1:Scfacc?T3bae995cdTflb31e7c5ecTd£

Kay I ll:lE71?95DfS82SE393DEa4a939S858B15

Key [ 2]:d1E23369b733d9Bbbc894f75366c544c
round 2 :d5’?1Efa21d9daa‘i'3?bJ_aOa3C9EiBfcfi-1::

Key [ 3]:4ab£27664aa364ccSa7eSbcfBB214cc4
Kay [ 4]:2aaedda3dc4933dd5aeafée5cud5ada2
round 3:e17c5eé98aDDf125bf6S4c938c23f36d

added —::bd755a3eblaeBa796B56D4Hdf0c1bab3

KEY [ S]:bc7f8ab2dB6000f47b194Ecc8d7a7a2h

Key [ El:6b28544Ub13EC6cSd9B470df3Cf9UObT
round 4:a9?2?c26E2fO6bd992DeS3cB6D5dcdTE

Key [ 7] :113984136910'?f2c9S2‘5f66bb1Bf5464a.l.

Key [ E]:6ldsfblaazfOc2b26fb2a3d6de8c17Tc
round 5:aeffT51El16eab7e4626b2e2c9e2fb39

Key [ 9|:adabfc82570c5&Ba2331?3D99E23E4c2

Key [10]:b7df6b55ad265¢Df1ffT4S21Dlf59101
round 6:cE412b95E454d5135e67ca671E92e5bd

Key [11]:3eD&a7282a2950dcbaea28f3Dfle22de3
Key [121r21352:-:114433e23bda3e~1d51faa3hoc:f
round T:16165722Ee4e07ef8Bf8056b17d89567

KEY [13]:71OCBfd5bb3cbb5f132a7061de51Bbd9

Key [14]10T91deT334£4c872S58U93d3f3efid3bd
round 8:28854cd6ad4a3c572b1S49Dd4bfllhclf

Key [15]:4E4?fUe5629a6T4bfcdl3?TOeb3a3bd9

Key [16]:58a6d9a16a234cc0aead2126c796DBa1
Key [NI :a564GB2aOa98399f—£3f535fd5::eEad34
ares :a0a5529c

aco zafife4dcde3924$11d3cc6ba1

9.2 FOUR TESTS OF E21

rand :DODDUDDDDODODDOODOGUOODOBBOUOOOD
address :00ODU00O00DO

round 1:DDDOD0000000060000OOUDDDDDDDOGDD

Key [ ll:DODGEDOUDDUDODDODDODUGDDUDDUDDOE
KEY [ 2]:4697b1baa3b?1DOac53?b3C95a23dc54
round 2:98611307ab76bbde9a86af1ce3cad412

Key [ 3]:ecabaacfi67955BUdf89af66e665d863d

Kev [ 4}:8ac3d8896ae9364943bEebd4a2a768aD
round 3:B20999ad2e661Bf4bST89T4beeedf9e7
added ->:8209993626651Bf4b57E9?4heeedf9e7

Key [ S]:5d57921fd5715cbb22clbedb1C9S639d
Key [ 6] :2a51133343;'.19EdEb17-10235-11d-114-13E
round 4:acd6edecB7581ac22dbdc64ea4ced3a2

Kay [ 7|:ddfiiB0dea731d6TfD1hauE39daaf23ca

Key [ SI:3ad01cd13u3e12a1adcfeDaaaE32592c
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Samsung Ex. 1419 p. 966

BLUETCJOTH SPECIFICATION Version 1.0 B page 968 of 1082

Appendix IV - Sarnpre Data
round 5:1:773B732En9fbfe25795a4a2fbc93c2

Key I 9]:TdadhzefczBTce7b0c13029D4f2e?233
Key [10]:cfladcEa931e2E4572f6c7a9ES2e11538
round 6:cDSbBBb56aa70e9c40c7Sbhslcdsllbd

Key [11]:fc204ZCTUB553a555a8c14756DfEdfd?

Key [12]:faohl1002605a6b9e89e524cd99150d2
round 7':abaccub-1ales-1c7$5d1hdE3d52E7e2u

Key [13]:1ab4D7a44a5ba4cE0ecb43694h4e9c35
Kay [14]z454d57ea253cuc4aab3fcca7db6baeE4
round B:e520491183aeB5cf19edb2c86215b7D0

Key [15]I2dDb946d9db52574f29353bDfO11EdB3

Key [16]:76:316T33b1e8e70bd861b477e2456f1

Key 111] :8e-169'}-'b1baa3b71DlJac53?b3t:95a28ac
:dlicaoz8545ec252cee1DDe39b5c39ee

:2dd9a5SO3431313D+O13b2dTel189dU9
address :cac43643D3b6
round 1:cacé364303b5cac4364303b6cac43643

Key [ 1]:2dd9a5503431913040l3b2dTellB9dOf
Key I 2]:1454335b2C§391DC5dCC71dS1a14242b
round 2:e169f?BBead45a9011fl1db52?0hl2T7

Key [ 3]:55hfb712cba1fi8dla43f6e14cd9E43E3
Key [ 4]:3a2b3aacca695caef2521bDfb48cc253
round 3:54Df9cT6652e92c4i9B7cElTG35D37bf
added ->:9ed3d23566e45cDD7E:ac9alc9146dfc

Key I 5|=aoéaabezdsazaT3B4G4297Eb4b6bD0es
Key I 6]:c229dO§4bbT2e8eb23De6dcdb32d16b7
round 4:E3659a41675f11?1ea579uSdc5aT9ah4

Key I 7]:23c4Bl2ab19DSddfT7dedaEfl41D5649a

Key I a]:4uds?z273a7al554ae2as5e3sBacdfsz
round 5xGb93Badoedéf2focdbb59dDdb7b13ua4

Key 1 9]:bdc064c6a3E£6bB4fe4Ddb359f62a3¢4
Key [lo]:5B228dbB4lce3ceeB83aa?21f36aa1bB
round 6xc6Ebdaflf3f439?92fD9C163563236Clf

Key I11]:a8lSbacdfifaT47aDd4f52B83ac63eheT
Key [12]:a3ce513b3aeanosclalacaaeficfldufa

round 7:T5a8abaDTe69c9065bcd831c4D115l;6
Kay I131:3635e074752d412213Da5ba24a52cd6D

Key [14]:Sllbdbfi1bb28deT2a5d794bffbf4B7df
round B:5?a6e279dcb764cfTdd6a?4Sdd6Dc73E

Key [15]:a32E5E21041b674db6d913b13cdh4cOa
Key [éL6] : 57:21:-baeef231496-ataczaasculeszfa

Key [l?]:80737056DadTe8a13aD54a65aD3b1049
xEEREBbacfifl9139b3999aEdbc9d223fl42

:dab3cEfeBd5?39dlb7bf4a667ae5ee24

address :O.'!f8fd-!cd651

round 1:D2f8fdécdfiS102f8fd4cdE6103fBfd4c

Key [ 1]:dah3c£fe9d5?39d1b7bf&a65Tae5ee32

may I 2] :e31Saaafi5d809ec‘5'c239e63t:899fbdcc
round 2:efasffuB1h87DB4D5al9f3e2?5cec7dc

Key I 3]:df6a119hbSD945fC8a3394e72l644Bf3
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BLUETOOTH SPECIFICATION Version 1.0 B page 967 uf1{J82

Appendix IV - Sample Data
Key [ 4]:8Tfeafifhfld5Bb5ddD£b3bfib1dab51d07
round 3:aa25c21bf5?Td92dd97361e3e5edccS4

-3:a81dbf5723d3dhd524bf5?a2ehe5c9l8

5]:3SE625355066002lc9lfac9d8Cd69e9O

6]:dfifdaflofl13e3D3BU9h7E?dT8a1a2bOa
4:9e69ce9b53:aec399OB94d2baed4leOd

7]:c14b5edal0cabf16bc2a2ba4a3aale4O
B]:74:6131afcSdce7e11bU3b1ea361Dc15

round 5:a545flEaScedca45a14fdo22u9eu1E02e

Key [ 9]:346cfc553c6cbc9T13edb55f4dcbc96c

KEY [ID]:bddfflfiTcbD59d58fD5D9f8S63e9bdEC6
round 6:92b33E11eadcacc5a43ddOSf13d334dd

Key [11]L3eb9eO40c36c4cOb4a7fd3dd354d53c4

Key [12]:csffecddsel35b2D8T9b9dfa4b34bf5l
round 7:£bO541aa5e5df1a61c51aef606eb5a41

Key [131:bflzf5a6ba08dfc4fda4bdfc6Bc397dS

Key [14]:3TC46S6b9215f3C959ea68Bfb64ad33T
round fl:Eobbd2b94aa3T4346T30531fc7Ta3c9a

Key [15]:eBTbbDda6bf431ea4fT79a8eee3aa66c
Key [16I:faa471eB34fd415ae4c0113ac7Efla5ad

Key [17]:952D4a80b84D0e49db7cf6fd2fd40d9a
:ha376dna9h33ac2el33c32h59cha1ah3

:l3eCadUSadB3c37fEa54dc56EE2f4dC1
address :9846c5ead4d9

round 1:9B46C5Bad4d9934Ec5Ead4d99846c5Ea

Key [ 1]:1iecadoaads3c3?f8a54dc56e82f4dcT

Key [ 2]:adfi4£l2?bed50b5e67ld651Dd392eaed
round 3:9731-1e1a::ddoa5f7a5aa-19d1aca75ca4

Key [ 3|:S7ad159a57?4fa222f2f3039b3cd51D1

Key [ 4]:9a1e9e1063fedE02ef9D496e25fd3e79
round 3:9dd32aG373add9d5f4e774a26baBfd2d
added —3:0519ebe9a?c6T19331d148Sbf3cec2cT

Kay 1 SI:3?Bd::e16?db62S2DhOb392f”.u"cfr:a316e

Key [ 6]:dh4277795687286faee6c9e9a6bTla93
round A:4Dec6563450299acle120dSSE725Dddfi

Key [ 7]:ecfl1aa2f5aBa193b36clbba55d25438D
Key [ 3] :2szlaa6cfa5bf1'aan-535-12-156-Laauesa
round 5:5T2S7bbb041bd6a56c2bd931ed410cd4

Key [ 9} r07013245aah6lb3r::3'!26ea3d57d.bfl5f5
Key [10]:62T3BlfDEa4c02b0c?d3e?dEbffc3333
round 5:6Saffasfiafidcdlfie36bf5c3f1c5a276e

Kay [ll]:33b57c925bd5551939f716e13Eefhe79
Key [131 :a6d<:‘?E9aa95b::c92d.3aebdl26(J£UE651a
round 7:45Ge651a4fd3c12c5?ad5cdecb236?43

Key [13]:a5a6dbO0fd8c72a28ea57ea542f6e1U2

Key [14I:dcf337Tdaeb2E2dE61fDad662DS5lClf
round 8:e5eb15Db5l9a4e673f31b7c4f45?3f3d

Key [15]:621240b9506b462aTfa25Dda41B44626

Key [161:ae29T510f01f43dc35TS6cd119ee73d6
Key [17I:hS593356535Dlad3894f8bEf1fq25?f9
Ka :5b61aE3ad04d23e9d1:698B51fa3D447
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9.3 THREE TESTS OF E22

(for K_master and overlay generation)

rand ;OD1de15924BB50245a5f?cC?fDdEd633
PIN :d5a51OB3aO4al9T1f1B649ea8hT9311a

round 1:Oflldel692!8850245a5f7ccTfDd6d623

Key [ 1]:d5a5lO83afl4al9Tlf1B649ea8bT93l1a
Key I 21:73l7cdbEf5Tf9b99f93lOa2525b1?cCT
round 2:5foficli33d?b59acae3ch002db23a3Df

Key [ 3]:f03bd25Badf1d4ae4a54d3Ccb2522Db2

Key [ 4]:9104Ecbbicccd3db1Sd6dd36ca7313eb
round 3:c3f3e33D0541a25b6ac5a3flc3105f3c4

added -s:caloci5921c9E2?E302d2dcbc1dbc3e7

Key [ 5]:s7fb2335E4d9fn69da5ad1lc32ffibdsfi

Key I 6]:4fedTD2c75bd72c0d3daE35707134550
round 4:bd5eDc3a97fa55b91a3bbbf306ebb97B

Key [ T]:-11:219-1.‘ffBflcdafl-IE-1c'5DaaS907IJaf31-1c:

Key I 3]:Saoeecfasdafi1c1109c9a5cb1f26dT5
round 5:21c1a7fi3c3cc33e?5cea9?6a?3933u37

Key I 9]:6e33fbd54dO0ffBf?2eBa7a0d2cebc«I:

Key I10]:f4d726054c5bSd8add99Eabb5T33ddc3
round 6:S6dOdf4B4345532fEb5T4a449ba15Seb

Key [11]:éedazézS545a24cac790E49ef2453b53

Key [121xcfzzns24ed151o-4nsasaaeonmnadf
round T:120cf9363fe9ff22993f?fdf96DOd9bB

Key I13]:dO4b1a2Sbflbfifec946dSecfa5:6d04c9

Key I14]:O1e56l1bOEOe1iObdh6458Sfd3ae525§
round E:a633740oadacbdTfefb91332f5cb2113

Key [15]:E15b2dc433f534f6lbfT13770a3698b1
Key I15]:f990dO2T3d8ea2b9eDb4591TaT81cT2O

Key ll?!:falh3cc13d43D1291bb6bdfcb3eSa1dd
:539e4f2732e5ae2de1e04D1fD313bd0d

;67ed56bfGf99B25fOC6b34S3E9da30ab

:73B5b515eB§b1faa2cc499975E1?25ce
round 1:67ed56bfcf99B25f0UGb349369da30bb

Key 1 1]=131351351Eea=1b1Eu32cc=19997af17a5ce
Key I 2]:72445901fdaf506bebD36f4&12512248
round 2:SblSflbfiSalf6c26c1f3432f463ef5aa1

Key I 3]:59fOe49B2e9T633e5e7£d133af8f2:5b
Hey I 4]:b494EecT7a41bf7c739d19ie33d45Bab
round 3:3£22046c9E4c3e5:a2a26ec9a7Ea9f6?

added —a;5BEE5ad359e5cOD3aeOda25ace44cfdc

Key I 5]:ebflba33E97bdf534l8321067B520bbeE

Key I 6]:effObc4a§4e5c8b2n2d24d§f5903le19
round 4:a?aa61EcflffEae744c195249b9a33632

Key I 7] :5924301‘?14dBf93db95dd691a.fU-é5‘.I"?6d

Key 1 3]:3bS5b1U4222bf445a6a2EfSE65247695
round 5:Badcf592a854226c4dCd94e1ecf1bc?5
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Appendix IV - Sample Data
Key [ 9|:a9714b86319ef343a2BbS7456415bd52

Key [1D|:e559Bb2435Db3a0bf2982?4T993bUd?8
round 6:deeodl3a52e96bcf7c72Disazlaosfcfi

Key [11]:62051d8c51973D73hEf959bD32c5e1e2
Kay [12|:29e94E4abT3296c453ca33a217a1a35b
round T:08433005761e6c?c4dhb2D3ae453fe3a

Key [13] :fleas59?ub3a2fc235f59Ec5acb1cea::a

Key [14]:dodfbba361Eee6d4Efe45babf1cd1abE
round 8zuda1e39bddde1a?D55316c47574fabHf

Key [15]:c12eee4eb38b7a171fDET36D0377¢b4D

KEY [I5]:BfB52523f1COabd9aD3Ta0dfbl164363

KEY [17]:24he1c66cf8b022E13Elfbicfiflcfizfdl
:D4435771eU3a5daCeb3bb1a493ee9bd8

:40a9450923B664f244ff8e3d13b119d3

:lce44839badde30395dO3c4c36f23D05
round 1:40394509238664f2%4ff8e3d13b1l9c3

Key I ll:lca44B39hadde30396dD3c4c36E230fl6

Key [ 2]:6dd9TaBfSld62Bbe%blB157af1a9dcba
round 2:uaacszBBu5?d9947a24eabc1?44c45a2

KEY [ 3]:fef9533d5f55fd4107adB32aT25dbT44
Key [ 4|AfC3SS3507D16d7Cldb2bdD34fl23DaOfi9
round 3:60b424f1DB2bDCc3bd6lbe7b4cO1S5fD

added —::2D5d69fB2bb1703lf9G04C465fb26e33

Key [ S]:0834604f3e7elf7f85f0c1db685abi15
Key [ E]:18523Q'I|'f3a3'a"23169058eS‘h62bb368.2b
round 4:Zcsbfifiad9d66af6566675aEdd6fa7d7d

Key [ 1]:6c10da21d762aa4ac1ba22a96d5Gfl?hd
Key [ 3| :saas:355Bb9o47oa7sd6as3-mbBa9bu-27
round 5:a2cS37B99665113a42f1ac24?73bdc31

Key [ 9]=13?dee3bf879fe7bdO3fe6dB3Be34f1E
Kay [10]zdsfieilfialsslf47duf93hcEB27cE3d5a
round 6:e2698253DdT9b21ed3e2DfBC3eT1ha96

KEY [Ill:Ob!30f83l455bh5C9?9E6224d7f?9f7c

Key [13]:92T706602EBede82T810dTO7aO9T7d73
round 7:eTb05364e2e311DhE9hTel631cT62dd5

Key [13]:1be30ae4961c£24ca17625aT7bbTa9f8
Key [14]:ba65574a33ae3Ga6e82dhd2826d3cc1a
round 8:7a363e3Tb2c2e7Eb48§cEe40a2c£00e5

Key [15]:edDba7dd30d60a5a69225EUa33o11e5h

Key [16]:765:990E4i45e52b39e6ed6105adlc4E
KEY llTI:5252?hfBE35d94f3Ud5bOTEf159DladC
Ka -.ScdenlbscE9b5B51ed9dfBDB58hac6E7f
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Appendix IV - Sampre Data

9.4 TESTS OF E22 WITH PIN AUGMENTING

for PIN lengths 1....,16 bytes

rand :24blD1fd56117d42CD545a424735TU48

PIN length =16 octets
PIN :fd3S7c7f5C1f93TCdfB2dBB16cc377e2
round 1:AdblD1Ed56117d42c0545a4247357058

Key I 1]:£d39Tc?f5c1E93?cd£a2d8816cc377e2
Key I 2]:of7aac9c9h53E3D3d9fdbf2c?Be3c3De
round 2:833ed£e1225266953cCba83T9d8731D7

Key I 3]:0baac1ad4bb44fad2efa115e43S45abc

Key I -1.] z8s':h1sbn62aasbfa-1a9'n3:25b+56312
round 3:Scdacszaa12DabaB9a1f9d635dd4£e3f
added —>zaflfilcadifi73128ea5ad3f?2115096e6?

Key I 5]:32-lficbefidz99e9d3eBfd35a9117Bf65b

Key I 5]:b92af523T385bd3lf8Eb57fb1bdd324e
round 4:2648d9cE1Ba622blDefBDc4dbafSflh99

Key [ 1]:2bf5EfeB4a3TBT8ede2d4c30befioaflab

Hey I al:cacbscecsucbaasfzsbasfcfaeue-mf
round 5:b5aTd3e9&E6Bb14ccebf361de3914dDf

Key I 9]:5c2f8a?0294a:5575b1O3b0cce8a91c6
Key [10]:d453db0c9f5ddbdl1e355d9a34d9bl1b
round E:632aO91e7eefe1336B5Tddafd1££3265

Rey [11]:32a05db?e59e5ad4acabf3ad27e3fece
Key [121 =Ede:-Ia3eedfa3a13beD9c1aBaDD89Dfd7
round 7:04353le9fd3efa9591D540l50f8bl3Tb

Key [13]:defD7eb23f3a3T8E059039a2124bc4c2

Key [14]:26OBc5Bf23dBdafl9b9ce55e5caac1ah4
round B:461814ecT439d412dO732f0aaf799a5a

Key [15]:Ua7edl6431a623e56ee14d2fEa74f331
Key [16]:12add59acaod19532f1s1a919954e3s9

Key [17]:dfl43d02d39Efd6a386a4b93b4acEeb23
:a5f2adf32Se4e6a2b42f19cEb?4ha3B4

:321964UE1ac49a435fSfb9B24ac63fBb

PIN length =15 octets
PIN :adss5ds8b6baaS7a2oac12G2d617a6

address :O314c06425i3
ruund 1:)21964051ac49a436f9fb9824ac63f9b

Key I 1]:adss5d5sh5baa57a2oac1252d61?a5n3

may I 2]:f2a1736£5ae3d3Db2ac1c61f125dc41s
round 2;1c4a4acels936a1£4bafd3u932sb777o

Key I 3]c43:157:4csbssosavcazabssofiscsaas
Key [ 4]:3a]a49545a29a£6do76c19219c4?c3ch
round 3:as72booTaabdfafsbdszaassbcefaaib

added —>:a48bl40122B194bad23l616756357550

Key I 51;cae2eaa5d73b7de1s£322aab21?3bc59
Key I E]x8623f444BB222e66a291§T7cf30bf3bb
round 4xSh}024Taadlbfl33TJ2dD34b46d21cEB

Hey I 7]:£3esoosozfba31c1bsbaesue£3oe434a-1

Key I 8]:49d4b1l3Tc18E4752dd9955a5a8d2f43
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Appendix IV - Sample Data
round 5:4&92c25EdaD80fi3aTEBb4bS58E966b23

Key I 9|:9d59c4E1989e74?B5ccD97eda7e42abB

Key [10]:251de25f3917dcd99c186461D7a641fh
round 5:21ae34663ST14d26230¢1f2&99T8:OeE

Key [11]:a0baf?8cb1a4Sec0c3a32a23ae6DfddE

Key [12]:bebB4E4d2Da501e4a24ecfbde4819G2b
round 7 : 3b56a'3dC!f8932520-C.‘Ga7'?'a223S1-ifbflo

Key [13]:B52571b44f35fd9d9336d3c1d25D6656
Kay [141:doaodaluEboaba?6e59b3ee3ebc1b725
round S:6cd8492b2fd3la66975bcdf644ebDBa8

KEY [l5]:C7ffd523f32a87dEd4a9343fla25976dE

KEY [I6]:l6cdcb25eE2364B76d951fdCcUTO3Gd3
Key [11]:def32cDe12596f3S82e5e3c53b303f52

:cOec1a5594e2b4Bd54297911e6c9abBf

:d4ae2Dc8DOS4517d?flS1931bScc2aBd6

PIN length =14 octets
PIN :e1232a2c5E3bB33h33D9DB8a87b6

address :fabec:5Be6D9

round 1:déaezflcauo94E47d7fl51331b5cc2a8c6

Key [ ll:el232e2e5f3bS33b33D9083a87b6fabe
Key [ 2|:Sf0312b4?cd3e9a3ud77o7a5ufE£a1f2
round 2:1f45f16beB9794bef33e4S47C9c0S16a

Key 1 3] :7irbsals-1-H532-Mf£a3cd71b24ab79b5

Key [ 4]192814290204f485958ce5Bc9133e2be6
round 3zhlfldzf4ac94lO35263cea3552d774d2f
added -s:65bb4E82c9d55T2f13lf?64e7139f5e9

Key [ 5]:52Gacad208fl1dc639a2c5d66d3b795T6
Key [ 6] :<;-7:125‘:-ncdbs1d:12ba”r2bd45330dd25ba5
round 4:aadqdc3420?b6ea721c621fi6e1S5aaad

Key [ 7]=ebfD4cn2DT5bf459ec9c3ecDé62?d347

Kay [ 3|;a1353dd2312eeauaa4491coc?4o?4493
round 5:ESQ?944E3015e20586d81d?f326aae9d

Kay l 9! :b0b6ba?9-1S3dCB33d?f4£E5be'i'I:IBdadb6

Key [10]:D8cd33e53Eb9b9b53eB5ebOD4cba3111
round 6:EEféSDE4302a2b35T1eS405e14S346da

Key [11]:fec223T4c6537dcd26111f4d2edfada3
Key [12|:flE1a8ef5979c6Sff44E62Dc2eflD?b5e4
round 7:de55877958339Tf3402a90eeTac3E9£1

Key [13]:9o1Eb65Eu779d5aadocnfba1Ees12ch5

Key [14]:aD¢ab3cdJ5cd23&03adc8d4l74efb239
round B:b2dfOaaOc9fD7fbbaaD2f5lua29cf540

Key [15]:1sedc3f4295dd5E1daa13f7c143117a1
Key [151 LBd3d52d‘2-'DCIa3'I9d'?2dedE|16B7E'i|'5-|Er.:'I

Key [111:5927badfe6u2£29345£s4obb53e1dea5
:d7b39he13e3692c65b4a9e17a9c55el7

:2?2b73a2e40db52a6a61c6S20549794a

PIN length =13 octets
PIN :549f2694f353f51457T2d8ae1e

address :2u4B7ES1eb9E

round 1:2?2bT3a2e40db52a6a61c6S20549795a
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Appendix IV - Sarnpfe Data
1]:549f2694f353f5145TT2d8ae1e204aTfi

2]:42C855593d66bUc458fd23b95b5a5fbf
2:d727EdcBD13f?6?7c3lfB55bde95D1e2

3]:?5dOa69ae43s2da92e45Td7678T9df52

4]:h3aaTe14929?1afaaUfh2b64e2711Ddf
3:71aae5D3831133di9bc452da4dOe4fl9b

— > : 56¢-ls 5E|a.16'.|'1ae8 fhf 12 5135 a-;a5?bsc1

5]:ScacflfiU1a9Be9a5D3c342e272de5cE5

5]:d35bc2df6ba554Da2?6421a&471D57d9
4:E41a?0Sc89eaBO4B1aa3d2b9b2a9f8ca

Key I T]:h454dda?4aeb4eff22Tba4Ba53077S99

Key I 8]:hcbafiaecofiO11Eaa9b7cEa9bT314d796
round 5:20fdda20f4a26b1hd3Beb7f355a?beB7

Key [ 9]:d4lf8a9deUa716ebT161a1b6e321c526
Key [10]:5353445952247?82d168ab43f17bc4dB
round 6:aTDe31E997aeed49a5a9ef9ba5e313b5

Key I11]:32cbc§cf1aB1e36a4515397234?ce4ac
Key [12]:5?41E19006cEdeEB34c149f2c4b9Eeb6
round ?:e66f231T5825f589fT&b47b6aa6e?3fb

Key [13]:f3b6BbabeUaD3d2a5?Da?dc3acc3c3c2

Key [14]:55?1Bf9a¢fUb1f9d84e8c6b1B6adla4b
round B:EEGBES4D440a9T93eO?47?6D19EGdadfl

Key I15]:%ecc25be1b4d78433f6aa30db974a7fb

Key [15] : 34 'IEJaD6 6ffbDDccla'2-'bDB 0535 99: 919:5

Key [IT]=f39336d74e9SDa051e1ca9BbT7T84Bf4
z9ac64309537025c3b4aS84fcG02al618

:TedbfiSE01a2fd5a2bc9h24fb339066Te

PIN length =12 octets
PIN :2a5a4279?55855?b2344?caS
address :U4f0d273?fD2

round 1;7edb65fo1a2f45a2bc9b24Eh]39o665e

Key I 1]:225342797955557b2344?CaB04f0d2T3

Key [ 2]I18a9?CB56S51eb23e?laf3E9elbe4T99
round 2;3436e12dbEf£dc12E5cb5aB6da2fedDb

Key [ 3]:7:09Dadcbc?3201e1Tc4E?aa1abSaeca

Key [ 4]:Tcb588336D2fhe4l94cTcc7STceBc454
round 3:caed5aE4226E61e4ad191462DED3eE2a

added -s:b4c8cf043E5eac4611b43B993b935S44

Key [ 5]:E4dce7dED1b5234562d0éhb226TbDSb3

Key [ 6]:5E0bT5c5545751fdBEaS5fa4346e654h
ruund 4:eeG7cB7d6f?4bb?5db9afEBbf£0192c1

may I “II :3221ocefciadaes-12-1caf91f143‘!aDaaf
Key I sl=:934&4504sb.:3nrb3be3a5f3E7b1asz7
round 5:132393dcbebBd10bdhn7ae3cB19e943c

Key I 9]1aDfl:a'e9'?CE'l"?a0e{-lac-1J.5cd2c3a'?ca8B

Key [10] :62TU1-1c:9CI£I‘:-'B5f5¢:aD3eBc6a1da3bfl3
round 6:eT78b6eDo3e8e?edf90861c?9l6d9?a8

Key [11]:1b4ad303hccOb2eDf41c?2d4T654bd9E

Key [12]:Gbl302a5DO46D26d5c9054fc8387965a
round 7:1Ee£ddc?efa5fD4c1dec1869d3£2d3bh

Key [13]:53:334bh543d4Qecasfizcdbeazaoeflfc
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Key [14]:bdb60d383c692dO6&T6bT6646cBdec48
round B:2d7c326dD74bd5aa222eaO5DEfl4a3c7f

Key [15]:7860162SD6beOb5953e8403cDlD2Ef93

Key [16]:2ddTdbbeB34dbd7b67£57fcf0d33d6DE
Kay [17]:2eTflflf3331c0f65S5eS7b2£7l5alB7e

:d3af4c81e3f4fl2f062999dee7&B2n73b

:26a9235B294dce97b1d79ec32a6Tea1a

PIN length =11 octets
PIN :O5fbad03f52fa9324fT732

address :b9acO7lf9d?G
round 1:26a92358294dce97b1d19ec32a6?e8Da

Key [ 1]:Q5fbadfl3f52fa9324f7732b9acUTif9d

Key [ 2]:2504c969lcD4a1B480c8BD2e92209BcD
round 2:Obe30e3dT6B5Be5Tb5bfTTf97a8714fb

Key [ 3}:5?5b2791d1212baa84082l2f2d43E77e

Key [ 4]:9Dae36dcce8724adh6l8f912d1b2729T
round 3:19E9567OG0764d53257d906b7e53bd5b

added -3:3E12892849c312c494542eaB54bfa55l

Key [ 5|:bc492c42c9a37E56ec31af54?4e3226e

Key [ S]:cl}Sdldbedjzds519acfb4l59f3e1a1O
round 4:ac4n4205118fE7?1e54aa&f392dal153

Key [ 7]:B3cCbdbbaf1?889b7dlfl£54dc9252fal

Key I BI :BC|b3DaJ.‘?6”J'd3f2E|-18U3CI802”J'64e2l'?11
round 5:41T95989ae3a0cf716ffeceT6f47fd7a

Key [ 9]Lcc24e4a8fi28eed129118fd3d5223a1dc

Key [10]:?b1e9cOeb9dabOB3574be7b7015a62c9
round 6:29ca992E3Tca0D37Gef16335fl5bfba4b

Key [11] :B8SesdaBcf-1beb9G5:‘:f‘7d-1E32b596baa

Key [12| :6:16-12f32-551DbDbEi43a-1:-ldaazcf5eec0
round 7:Blfc891c3cEfd99acc00D2Ba3B?e2366

Kay [131:ezzafasdazabaaazaezaaauaaenlzlasa
Key [ll]:cfldczzaaa?39e2cbB5d5aOcO8226c?dO
round 8:E3Db53TETEODDE3d2424a9cOfU4u4O42

Key [15]:a969aa81Bc6b324bae391bedcddSd335
Key [16]:697ib6fzf0Te4c55E2ccD435c45bebd1

Key [17]:l34bB25ebdSBe6b93c14aee5B2Dfizfcb
:beB7b¢4dD79d4SaGSa71d1S2DEc5cb5U

:UadefuslzTeahfizszéaufzlfcslcesaz

PIN length :10 octets
PIN :321De47390f3f43c32b3

address :':a3c:dEe37".rd1
round 1LDedefflfi327eab536243DE21ffl91Cefi92

Kay [ 11:3210247190f:f45c32b3?a3cdfe317d1
Key [ 2] :cfibed.c3e-125e'J'49b630a9-I-c7T9e33a'Te
raund 2:D?ca3c7a7a6bcbc31d79a355d9cffcUa

Key [ 3]:258?cec2a4b8e4f996a9ed664350d5dd
Key [ 4]:TfleébfT2E34d9d3dbb7eb2c23921EdcD
round 3:T92ad2ac4e4559d14E3T14d2fl61bEf4

added —a:TTDBCZEf592EOef76267D6cd3S7d9c66

Key [ 5]:6E96e1e7E8ac03Te1fff3598fDc164e2
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Key [ 5]:zadbfieadobsalbaaoBfbcef25e&9b6da
round 4:Td8c7la9d7fhdcbdB51bdf0T4S5DblDD

Key I 71:ho3643acdO21550edee904islaczfflflc

Hey I 8]:cbl69220b?33BeBEoT7730na4bED6baa
round 5:bfiEcaa45064fEd55Te4b7b3ucfbb33e0

Key [ 9]:af602c2ba16ad54649951274c2be6527
Key [10] : 5:35 0bDaT'acI 9:152-11-ueca 13ad6 aobcsc
round 6:b3d16d391aOc25c55Sa43debdO6Dle9e

Key [11]zsazE3SbEe553d9f562c5f09a5c3c02S3

Key [12]:T2caeBeebd7fabd9b1B4B333c2aaba35
round 7:abaébé9adscz6ea97bBfd27d7fB13913

KEY [13]:15f27ea11e83a51645d4fiTb813?1dTdc

Key [14]:36083C8566§47eG3d33B4EEdf444eb12
round S:EO32104338a945ba044d102eabda3b22

Key [15]:Ga33397?dd45f3b6C166B57BbefaddD2

Key I16]:fflfihfifi75d?8caOBe5hlT51bdcdab5l6d

Key I17]::bc8a7952d33aa0¢9Ef1ea2dO539Db23
2bE01O6dT6ac3b11cca724b311hE71ff5

:S629De2B92f27BEf6c3fh917bD20576a

PIN length = 9 octets
PIN :3dcdffcEdua68D2107
address :T9la6a2c5cc3

round 1:8629092392f27Bff5c3fh9l7bD2D5T65

Key I 1]=Bdcdffcfdflflfiaflll0T791a6a2c5cc33d
Key [ 2] :b4sszfwdvbbl9429an':oa2a3ca59521
round 3:lecfi9ffd3065f199S1872a7863bDefOZ

Key I 3]:ebsadefiT37ddl96bTa34D1a5562bE28c
Key [ -1]:296-le5flaa<:f'?2S‘?d1'?l‘Ia3Sb1DC|aE23b
round 3:E8174DEE1-123Ec-2:e33e251526’?BeaaE
added ->:T24U4e4?561574d0Bf?dde0296934lca

Key [ 5]=sahfgaa14snsfdaleeasafaaeavscafsa
Key I E]:6dal48h'J'ee.26321lri5219nl2cbb2'i"-1376
round Qxe9c2a3fac22bBc?cfDc619e2b3fB9Ued

Key I T]:dfBB9cc34fdaB5fD1096d52d116e620d
Key [ 8]:5ehU4h14?dc39d197405a761aeTb?3£c
round 5:444aBaacDefee1c02£Bd38f8274b?b28

Key I 91:B426cc59eee3S1b2bd5ocEBE1aEefBh3

Key [10]:8b5d220a£300ade418da?91dda151941
round 5:9135E9B3db150b1bccahlesclzehfiaal

Key [11]:fi2ba4ddefa33E6a4d1SbO?aa0llf279a
Key [l2]:ce63d9B?54EB2054E?3d035Sdad35ec4
round '3‘:Sad-2:1266BE5915dEdG36cD9a37902Ba6

Key [13] =d.a‘!943S7652eaDc:7DadBbn'i|‘15dbe33d6

Key [14]:1]2eE2cDc322ub31f3B2oc375e2?bb29
round B:fl3a529lb4acbbaOO9a55b?dd5aB34b3b

Key [15] :3ca75a61d-1h465b7oc95d7ccd5799633

Key [161:5df9bd2c3a1?a84flcdaafb76c1?ldbTc
Key [17]:3fa364bO39T33d9D2hccbOcd3386846f

:cdbflccfiBfEf6Ebd70b46552de3ef3ffb
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Appendix IV - Sampre Data
PIN length = B octets
PIN :dOfb9b6B3Bd464dB

address :25aS6adh91ab

round 1:3ab52a65bb3b24a08eb6cd28&bdb9d45

Kay [ 1]:dUfb9b683Bd454d325aS63db9labd0fb

Key [ 2]:25?3f4Th49dad6330a7a9l55bTae3ba1
round 2:ad2EEdff4O3fcEabé494101559199251

Key [ 3}:d2c5bafb30cba137129U5a5B9adaee71
Kay [ 4|:5a33a151lb33a719Eae24275BdeaDs97
round 3:2ddc17e570d?931a2b1d13f6ace92Ea5

added —::17914180cb12b7baa5d3e0d2e?34c5E0

Key [ S]:e0a&d8ac27fbe2783b7bcb3a36a6224d

Key [ 6]=94S334c6364deac3eca8e324853e11c3
round 4:62c1db5cf3159Dd331ec40ad6S2eadf5

Key [ “:1:6.95714eoaaao1.c2d449195'.'cc9ddc-naa

Key [ 3}:557431daabTO8?bb4c03Ea27328f6DCE
round 5:9c8S33b=3E1f4bde4dlbda2b5fBbb235

Key [ 9|:a2551aca5332Se70ade3Ed2bbT564597

Key [10]:D5d0ad35de6Ba3E4b54b56e213873Bfe
round 5:915sdb34135aaoa655bf23aD5beD596a

Key [ll]:l616aEb13ce2f2895c722eE43S18l52O
Key [12I:h12e?Ea1l14B47bDlf6éd2f5al429a23
round 7:64dcc252ed836c1c2d523f2aBS9a2ad5

KEY [13]:315a1%436453633l544E95afdBaD26bb

Key [14]:1ab55lb8Bd39d9TeaTa9fe136dbfe2e1
round B:fl7bdcacB7ad?77a77f4eccfD42cfeeSe

Key [15]:TOe21abO8c23:154452&b64492b25cc9

Key [16]:3SET}0f2ae2b95fla49a1bf5cEb9EB366
Key [l7|:2f1592-ic22d.b3bT-1-eaeadflba-lebd37c

:38321311aca9aa97s92e312d86dd5516

ra5dc¢47fEDBd4b36sff9§e6cf2D?e179

PIN length = 7 octets
PIN :9c5TelOb4766cc
address :s4ebds32acb5
round 1:a6dc447ffoBd4b366EE95e6cf2G7e17&

Key [ ll:9c5Te10b4766cc54ebd5328cbE9c5Te1
Key [ 2|:u0a5usf4d61dh26993cs177e3ee2bbas
round 2:led2Eb96a306dTDl4f4e5cSee523bT3d

Key [ 3]z64ad7h5E9aaa5233s4hda3s53b542T64
Key [ 4]:ao51ad2212c0e9ad5c2c24aissacalae
round 3:a53E526db18e3d7dS3EdhfC9711041Ed

added —a:G31b9612411bES4b3ce62da5a31?22§9

‘Key [ 5] :dlhd5e6d.93ne'J'fB38dI-1a3399-145;ldE’.}::Z2

Key [ 6!:5dc7a2291e32435565ebd6S5Gbec3414
round 4:943Bbe3059:5}f35c560e2796f4eD5S9

my I 7| :1055215-15afS3bDfl5a2919ab37f64fE‘?

KEY [ Bl:C14d5717:114a58b0S207392ebe311fB
round S:b79aTb14385D66d339f799c4D4T9:b3d

Key [ SI:6BBfielTb7B2325568eaf59T15aT5d3ff

Key [lol:321633Sefi59ccI35b133_‘6B3f'.l'8::1-1Tbda
round 6:ef232462228aa15643Bd10:34e1T424b

Encryplinn Key Sampie Data 29 November 1999
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Appendix IV - Sarnpfe Data
Key [11]:£843eEeedd5c2bTc3304d6aTf932f4d1
Key [12]:13785aaeddD5dEE7abb4ffll872392TB§
round 7:02d133Ee40d15f1D73513b36bba35abd

Key [13]:83TdT:a2T22419e6be3fae359ODc3958
Key [14]:93fS4429?3e?Eccf2e7232d1dD5?c73a
round B:2755G6a3d08cE4e94cc58ed600545059

Key I15]:Sa7a9adEfa3c52918bc6a45£S7d91f5d

Key [16]:£214a95d?77f763c56109S32c4h52cB4
Key [1?]:1Ge2ees2cSealddc5ebu1De5551Dc4n3

:9cd655Dead86323eB?ca£blff516d1e0

:3348470aTea6cc6eb8lb4D472133262:

PIN length = 5 octets
PIN :fcad1§9d7295

address :43Dd572f8B42

round 1:3348470a7ea6cc6eb8lb404?21332629

Key I 1]:fcad169dT295430d5T3f8a42Ecad169d
Key [ 2]:bid79d4d4Ed178c43e?hc5bDc7dS9B3c
round 2:af9TSdafla25066d553e1Dab955e6fc32

Key I 3]:71l2462h37dB2dd31a2a35d9eh43ch?c

Key I 4]:c5aTD30f34S79i5ac7b84EDOdld16lfb
round 3xdo3E32aebdsfianbd759lc19a39ed9bde

added —::e3d7c964c3fb6cd3cdac01dda820c1fe

Key I 5]:a4buc5ef4a53e4dff19b1f546dss3d£5

Key I 6]=f4D23edfc95d1e?9ed4bb4de9b1T4f5d
round 4:scdfi537B563Ddfc7cf5leea62Se42c5c

Key [ 7]:ea?8dd9aO93ac935S91B532c9Dc?9993
Key [ B]:dbba0le278ddc?63SD727fSd?135a7de
round 5:93573b29715154959?B264bBBf33Df?f

Key I 9]:d4dc3a31be34e41231Dfafa6ecaGD1T5

Key [10]=33d1e19Dee52bDff16d92aBbe58d2faD
round Exb3fD1d5e7fa1ce6da7b4SdBC]B9haffi7

Key [11]:lebO8l328d4bCf94C91l7b12C5cf22ac

Key [12]ITEDQ7C!C553f9f14l4d34fi775fabfB3O
round T:Obfli3bfE6106d5bae033b4ce5af5a924

Key [13]:e?Be5a5d9h2a?e29eTf2alsdlhcaaabd

Key [14]:1b582372a3121T1Bc4096d2d8602f215
round B:23deDbbdc7Da5Da78D3f4f1Uc63b2cOf

Key [15]:8569636D530d9c3ddBaO8TOdac33f676
Key [16]:6966b52BEdd1dc222521D52cBf6cf5a6

Key [17]:a34244cT57154c53l?1c663bOh5Ed5c2
:5Bfl543abéd37bd5ef5296fh5E3d3a21

:of5bbl5Db437lae4e5?a5293d22bTbnc

PIN length = 5 octets
PIN :h1oda6abca

address :h44775199£29

round 1:0f5bbl5Db4371ae4e5TBS293d22bTbD7

Key [ 1]:b1odosabcab447751s9f29b1udnaabca

Key I 2]:aecTDdlO4Ef1bbd2c1EO4D318a8402ad
rouna 2 :3-;2d;-‘b79d1£b7cc3:I.1a3197-12b9s42c?9

Key I 3]:6dad5:£338f25ef4§20639ef4aBe4fa9

29 November 1999 Encryplion Key Sample Data
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Appendix IV - Sampre Data
Key [ 4]:a1584117541b759ba6d§fTeb2bedcbba
round 3:94079393581060}921bf81cfd562T?Oa

added -3:3b5299b35c477addc437d35c0E8dE2Dd

Key [ 5]:OSQZDETSG66aeed6f22l762T4eb433f4
Key [ 6]:B4D4?2cUO1add5B11a054he5f5c?4?54
round 4:9a3ba9S3225aT8E2cOa843ed3d0b2E79

may I 1'] :Eadsaaiscabfiua972fc:d9bffne3?51f5

Key [ B}:eSf30ff666dfd212263416496Ef3b2c2
round 5:2c5?Jbséauaszaavsdf34b2aa5c44505

Key [ 9]:BfidcdbaDef8d593f2fc40f§Sdaf6267a

KEY [l0]:bcd65c1lbl3ela70bcd§aafba8B64fE1
round 6:2lbocce95880c5311d24deeD194e6e§e

Key [11]r4EBc8548ea9E53Cla1DdfE28BddO3Cld

Key [12]:5d252d1Taf4b09d3f4b5f7b5677bB2ll
round 7:e5d6bdCd63eld3Td9B53543baB63§2Ed

Key [13]:E814bf3D7cTET42BcE7T93dda2df95c7

Key [14]:4812b97SEdC29fDffO99Ef61673a42cc
round H:a3dde7ce6bdTdaa34599aa04d6a76Dah

Key [15]:5b1e2D33dlcdS49fc4bD23146eb5b3b7
Key [16|:uf2a4c14Eh8Ea?D6a5343a3aa35af7b1

Key [17]:b1f7a4b?q56d6h577fded6dcTa6T2e37
:c55D?0b72bC9B2adh972edU5dlaTdddh

:l48662a4baaT3cfadb55489159647631

PIN length = 4 octets
PIN :fb2Dfl77
address :a683bdOblB96

round 1:14B66234baa73cEadb55489159e476eb

KEY [ l]:fb2DflT7a6B3bdOb1396fb2Dfl77a6B3

Key L 2| :-17255cefbfa-16sca7916h-15s155dca25
round 3:3a943Eb6271c3f4e433833a5d3fcbd2T

Key [ 3]:6BB853a6d65?5eb2f£a2?24bDEbcl33b
Key [ 4]:T81DdfO4BO19634083a2d9219d0b5feO
round 1:96335b98aU53701COB379435967BD?69
added -::B80Sbdaciaoaace6d3dcdca4cf5c7d82

Key [ 5|:cT8f6dcE56dalbbd413828b33f5865b3

Key [ 6]:eb3f3d407d160df3d293a76d1a513c4a
round 4:7e6ac4bafao2ua4a59h5al96B1D5hab5

Key [ 7]:d33Deb}BdEbl9d5c9bbOd?285a36fl064
Key [ al :9bd3ee5D3r1‘J‘r.:0:]753:d165faced1‘D2d9c
round 5:227bad0cf0838bdh15h3b3ST2c24E592

Key 1 9| :.95-43adOfh3fe74fB3EDe22BJ.c5d4f5f0

Key [10] :7-L5cdI;|333r::1TaCIaaOa6do95aEI7fdu290
round 6:e025e98c7112laDcb739ef6E59e14d26

Key [111:fazsbeaéblcé175366DB£11Ed05ea1dd
Key [121:3aeeOf4d21S3SdfBcb3caf5354a750ff
round 7:cdEa6dB137d5514UU46fB9§1da1£a4Ua

KEY [131:3?2b71bc6d1aa5eT853580¢4fbcfD5f4
Key [J4]:0OaU150122&cGaDSdeDDaa2ce7b6abuA
round E:52cd725Tfe8d0c?B2c2S9bcbEc5fS942

Key [15] :c’!D15cs:21d?::o3neoua9?f1o4auo5d-1a

Key [161:260aS577790c62eD74e71el9id2894df

Encryption Key Sampie Data 29 November 1999
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Appendix IV - Sarnpfe Data
Key [17]:and1b7a331493acd15ddcdaee9&h9f5Z

:?ec864df2f163Tc?e&1f231Sae8£46T1

:193a1bB4376cB88B2c8d3b4ee93baBd5

PIN length = 3 octets
PIN :a123b9

addresa :4éS9a1461Uf6

round 1:193a1ba4376caS8E2cBd3b4ee93baadc

Kay I 1]:a123b94459a4461Df5a123b94459a446

Key I 2] :5f64d3Bdrcfiefl90c:1d25080eb24-ldde9b
round Ex3badbdSBf1DDB31d7B1ddd3ccedefd3f

Key I 3]:Sabcflfleffa9S1575cOD807c¢8£6dbea5

Key I 4] :J.27521.1.53ad6798fb6-l'.|'9dJ.d2268abe6
round 3:Db5307Sa49c6bf2df2421C65Sfdedféfl

added ->:128d22deTe324?a5deCf5?2bb6l9B7b4

Key I 5]:£2a1f62D448bBe56665508dE2ah39S2f

Key I 5]:Tc3+cOafO2aad91dc392o9c4edd22Ub1
round 4:T93E44E4fb592e?e7B7S6fd4662E990d

Key [ T]:E6445b64T317eTe493bb92bf66S5342f
Key I S]:3caeSD356?c63d35S5ab1auce60a34cD
round 5:9e46a3df92S316a342f299a83D6220aD

Key [ 9]:134ed5aa06eD12bbecb4254993a?1679
Key [10]:cda59ccb4b0Tf65e3cB547c11cOE47bS
round 6:Sbf5c'dB2c9e1be-13fc58Ea.eC|b.936c"?5a

Key [11]:C4BeS31d3175c2bd2Efa25cc8§90e394
Key [l2I:Ed93d34Qaficfie9ff5b26149565h13d15
round 7:e96a9BT14T1240fl98811d4b8311e9a6

Key [13]:5:49516355T5d663S26092cd4cbdb66?
Key [14]:f19f775Bf5Cde86c3?9lEfaf563b3fd0
round B:e34ca67d3721d5fb0BeeO651913D1a46

Key [15]xbf0c1Tf3259b3?d984aC93Bh769dd394
Key [16] :Tedf-iad?72a6bBD4B5SBfEI7be25bde1c
Key [17]:6ee?ba6afefe5b561abbd5d6B29e8l50

:acfldaabf17732f632e34$fl93653bf5d

:1453db4d05T554eaeb62d7d62ac3603c

PIN length = 2 octets
PIN :3eaf
address :411fbbb51d1e

round 1:1453dh4d0STfi54eaeb62d?d62ec36usd

Key I 1]:3eaE411fbbb51d1e3eaf411fbbb51d1e
Key I 2]:<136.1.61991"5D£|fDOfh-13-!.laba5G'T1O9c6-1
round 2:ob7a275c1eba65?07d35c9c5fa13?2hd

Key [ 3]:3c729333ae1ce7fB48file4dbad63D5cc

Key I 4]xc33a43c3a66595cba1365Eued29heJfE
round 3:33f3EOES441563d4c202ceeDe5cb2335

added —3»:3'?‘-1Eczbbb-11Bbh73::2964a536cbBe33b1

Key I 5]:J8b263UObB6b7DacddlC8f5cbc?c5da8
Key [ 6]:D4efc75Sosbsacdaf1ce£5513c18e41e
round 4:C61afa90d3c14bdE5BB32De857afdcUD

Key I ?l:51?c7E9cecadcu55751aE73193?43fb3

Key I 8}:fd9T11f913b5cB449ODfaT9dd765dOe2

29 November 1999 Encryplion Key Sample Data
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Appendix IV - Sampfe Data Bluetoothi
round 5:aBaOeD2ceb556af6b£a32l789aO11B3a

Key I 9|:bhficfl0eTd3ceb93U6S1bld16&e92?SD

Key [10]:3d97c7362ecab4272De984972fBefd28
round 6:0b5Se922438d224dh34b6BfcaSa5ea12

Key [lll:4CeT3U344E6b09e449dcdb64cd466E66

Key [12]:3882Bc3a56E9221B6adcd9bT13cdcc3l
round 7:bsossacéaczaaabqbbzsdabacsffcsfz

Key [13]:d30fda65ea3e9adcffa6a33a2c319649
Kay [14]x1fdhs3e54413acd96a195ab6fa4z4eB3
round B:6934de3D6T81?cefda1labc5?36c1EEb

KEY [J.5l : a16b'?c.655bba:‘I2u5 2cEI.D7r:ba EIae1S69”.|'1

Key [161:T9U3dd68630105266D4Se23ca60?cda1
KEY [17]:88344Gf2d95e6c2d2BD3e6f4eB15ddc9

:l6Téf9dc2063cc2bE3d3efBba692ebef

:1313f7115a9db8d2icedc4h1DD38b48d

PIN length = 1 octets
PIN :fid

address :0D8aa9be62d5

round 1:1313f7115a9dba42fcedc4h1uus3h4aa

Key [ ll:6d0U8aa9be62d56dOO8aaQhefi2d56dUU
Key [ 2|:4sebfeaEb6657hDa19B4aBdc0B93accf
round 2:839b23bB3b5701abO55bafd162ecDac?

Key l 3I:3e15595EdcfD5Baf524SSeE3cldc6fl9fl

Key [ 4]:dd4D9c3444e94h9ccDB396ae96T542afl
round 3:c0a2010uc44f2139427fO93f4f9Taa68
added -a:d3b5fE1d9eecd97bbe6ccd8e4f1f62e£

Key [ 5]:48?daEf5d519f6a64&1a9d7b925E63Sc
Key [ 6]:5b4b5e34?7ed5c2co1f6eGu7d341a963
round 4:1a5517aDafad35?5931d8ea3beaBbdfl7

Key [ 7]:34b93UD88d2b5fdEb6a2aceeda99c9c+

Kay [ 3|:e7dO6d0ED78acc4ecdbcSdaBDflbT307B
round S:d3celfdfe716d?2c1075ff3?aBa2fl93E

Kay 1 sl:7d31r5bad2-15c3h?573aon21afaeed-we

Key [10]:14dac4bc2f4dc4929a6cceeci7f4c3a3
round 6:47e9Ucb55ba6e8ddDE583fi23c2f2257b

Key [11]:66cfda3c63e464b05e3eTe25fBT43adT
Key [12|:77cfccdalad3BDb9Edf1df1D845b5De7
round 7:f866ae6624ETabdda4E5bd24bOAbEdi3

Key [13]:3e11dds4c031a:?0aBhasec5214e44cE

Key [14]:.E0354Shdblcfil1eea70b65ddbb03253
round B:D2eBe17cfBbe{B37c9c4DT05b613dfaB

Key [55];e2E331229ddEcc5e7beauahn1ah1e7oc
Key [16]:hsboc313Bc5365bc17331bs8b3fba3ab

Kay [171:f5b3973b636119eS7?c5c15ca7bcfd19
Ka :3BecD258134ec3f0Bd6laeSc32896351

Encrypliun Key Sampie Data 29 November 1999
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Appendix IV - Sarnpfe Data

9.5 FOUR TESTS OF E3

rand :cannonnoaunounonnoaoonnoooaoouoo

ace x43afcdd4hfi4DEeE76593b1l3

key :OODOOOOOOODDGOODO0000000000D0000
round 1:DODDDDDOODDODUODDODOODDOODDD0000

Key I 1]:DGOODOOODOOODDODOODOODU000000000
Key [ 2]:469Tb1baa3b710Gac53Tblcssazsacsa
round 2:73dl9f93D7d34T5a523ec7a8a026042a

Key I 3|:acabaaesfi79558DdfB9aE66e66dc053d

Key I 4]:8a:3d8896ae9364943bfebd4Qfiflbfiaafl
round 3x600265247668ddaDe81cO?hbb3DedSD3

Key [ 5]:5d5T921Ed5T15cbb22clbe7bbc996394
Key I 9]:zas1ha343219EdEb174ues511d414¢Bf
round 4:d3552ef7cc9dbde56Bda0c2215bci2??

Key [ 7]xddouaodee?31d57fn1a2E?39da5f23ca

Key I 8]xSadolcdl303e12a1cdDfeDaaafs2592c
round 5:fbO6bef32b52abBf2a4f3b6ef7f6dDcd

Key [ 5]:?dadb2efc2BTC€T505l302904f2e7233

Key I10]xcoadcfa9a1e3:G373f6c?a9f52e11538
round 5:b46hT11ebb3cf69eB47a75£DahB34bdd

Key [11]:EC2U42C7DBe4U9555e5c14?660ffdfdT
Key [12]:EaDb21UD1af9a6b9e89e624cd99150d:
round T:CSESE3OBff134D4294EO5b292e9T8994

Key [13]:1Shea734aa5ha1c30ech43594b¢e9c35

Key [14]:454d54e52S3cDcia8b3fcca7db6baeE4
round 3:2565fadbl3acf952bf7qh4ab12264h9f

Key [15]:2df3?C6d9db52674f39353b0fDl1edB3

Key I16]:b6D316T33b1e3e7DbdB61b477e2456f1

Key [17]=88469Tb1baa3b71DOac53?b3c95a2Bac
round 1:5d3ecb1Tf260a3df0hTf2b9b29ae£a7c

Kay [ 1]:e9e5dfx:1b3a79SB3e9e5dfc:1b3a79533

Key I 2]:1595b£57eU632c59f43SC16637d4cE64
raunfl 2xde6feB5C5B27233fe22S14a1Ef32lbd3

Key [ 3]:e31b3fiafcc75d286eEnae251chbc05b?
Key I 4]:0d2aZTb47lbCD10Bc5263aff9dSb3b6b
round 3:7cd335b5Gd09d139eaG702623af35adb

added ->=2111D0a2ffE954e6e1e62df913a6S6aT

Key I 5|zQfldlebfiT73cf59d7Sd3h1?h3bc3Tc191

Key [ 6]:fd2bT92B24OBddd4eaDaa?511l33336f
round 4x99ldccb32fl1bSb1c4cefE65a37llelefi

Key I T]:33l22?T56638a41dS7bOf7eOT1ee2a98

Key I E]:aaoddflccfiBb405533d0f1d64aabacf2O
round 5:1876857354B1a805fe4c6ecaeaa38599

Key [ 9];559291h07S2e63f305fca76f1De119c3

Kay [10]:efabddé6be8eaD277e9h?Badef1ecJ54
round Exa2f9aa127a7263zaf43d1a17e7bd3ao9

Key [11]:E39D2ebO6dc4DScEd7338d624954hf51
Key [12]:7d72702b21f97984a?21C93bO498239d
round 7:1543d7a70bf3dsd6eEab3cbE52dca9?d

Key I13]=532e60bceaf9D2c52aD6c2c263ecfa32

KEY [14]£16lT15e5J92Efb2a54l29fi6Bcf5d9dd4
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round a:eee3eB?44a5fi8896de95831eda37f£d5

Key [15]:B301?cl434342d4250eS6lST8150f4S1

Key [161:3603S32E3656046l6if&5303795ccce5

Key [17]:8B2E?c907b56Sea58dae1c928aOd:f41
:ccs02aecc73122B5912a90af6a1e115d

:950e6D4a655aa33uUfa3eb4a2aS1BDB?
:B8f4EI72b5536ac58SOf5f74

:3438691562Dc485D9Da697793lf96df5
1:§Sfle6D¢e655ea3SDOfe3eb%a2691BO87

ll:34E86915d20C435fl§Da6977931f96df5
2]:Ede?595003f9928efaf37e5229935bdb
3:d46f5aD4c957f55B4OE83dlCdb5f9afc

3]:4sfo5ec979a91cb6ddf842eccl59cD4a

4}:béE8fD19DaOa837B3521deae5lTBdO7l
3:e1Eededescbfi297f32e1203e442a:T3a

5]:Ba1TI624dedbd552356D94daaadcf13a

6]:3035eO1c85e4b99313E5e0c837b5f8l9
4:BD5144e55e1eCe9E6B3d23366Ec7d24b

TI:fe45c21B4515saa6bs79b2D9?d147715
8]:44e2fDc35E64E14e8becE6cSdC24b3ad

5:adhaf??afD?Dhd22é93D43SB411D42f1

9]:Dd53496553BD3b6sf447eaf964007e7b

ml :£54sea3250-1:1:-39edob3c54zreausvba
round E:Ddablaéoadfiaefobfisbléfia812aT3bSO

Key [ll]:E1TeBeQ5E36lc4E298eE592a6311E3fb
Key '12]:ec6d14daD5d60eBabaC80764693171lE
round T:1e7793cacTE55a8ab4Bbd33bc9c649eO

Key [13]:2b53dc1e3-dB9e325eSff8DEled5CI5'?D6ae

Key 14i:41n34a5c3Ebuc0d4fd45fDcf23be79bu
round S:3T23768baa7Bb5a23ade035d9H54D4da

may [15] :e2ca31-'3dd.c|5a‘.Fahf22b-13-1E2E.a5fd3-l”.I'
Key .15]I74&0909053CUEBf1C59U2dlb7U537C3U

Key lT|:76Ta7flaCf?5c35B5a55dd4a42Bb2ll9
round 1:39809afb7T3efd1b7510cd4cbTc49f34

Key [ ll:ldGd4Bd4&Sahddd3T93bAB3a82aDfS7B

Key [ 2]:aed957eEO0a5aed52179B4dd5fef6fd8
round 2:6436ddbaba92655c87a7dDc12ae5e5f6

Key [ 3]:feeD0bbOde39bSefOa2Bsfiflfiadfaaaaé

Key [ 4!:33ce2f4411db4dd9b?c42cc5s6h8a3ha
round 3:cec690E?eOaa5E0630fi23D1e049a5cc5
added -::f7453iUG9?e55c1d4572fd52b35eEbf1

Key [ 5] :b511sE5-caczaeose-1ach4du2a-15a331s
Key [ GI :ff4£a1EOE".-zdzaacs7bc22smab.:7.sa£s
round 4:dcdEe942e9£D153fc24a471a344b417d

KEY [ T]:545365030319e0O1e4B33lad0E9D76E0

Key [ HI:b-iffBdda'?":|'BE'.26c0dcEUB3-i9bB1l:D9a1
round 5:265a16b!f756afae393e?a98o1B9fda9

Key [ 9]:f638fa29442?c6e6343DflfdS23b3ldlD
Key [10]:lccfaDbd8Ea9a?9b1Td¢bc45Te3eO3dE
round 6:62B576b5291d53d1aba611c852uaB63e

Key [11]:Oeaee2eE4602ac9ca19e4§dT4aT5d335
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Key [12]:6310E2f1Da15aOd318476da3943B42e9
round ?:d?b9c2e5b2d5&a5c2TD19324caeS82b3

Key [13]:40be360bdl2c7J4c5h23024683e554b9

Key [14]:95:99D2cb3c23Db£idl4ba9D973Dd21l
round 8:Sfifhfiufi54983a5e47ab3dE6e2ca439dd

Key [15]:10d4b6e1d1d679flaaDfiaa2951e32dS8d
Key [15] :1:56-lbfll4-}.4hE|3ea57B00-LabS875ba6D5

Key [17]:1563a4f58e2363eddd3ec2fbD3dccaa4
:c1haafea5e717e3Dqcfnhd77aabnasea

:Saaebcf5e6e471505be68d5eb3a32flDc
:E5Bd79la9554b77c0b2f7b§f

key :35cf?7b333c29467ld426faT9993ai33
round 1:Saaebcf5e6e4715D5be68d5ebBa3200c

may I 1]:ascf?'rb3a3c25I»z51:Ld42sfa799saa133

Key I 2]:c£524e53b95b4bf2d7b2fD95f6354SEd
round 2:ade94ecS8Sdb0d21e1T4T4b58l92cB?a

Key [ 3]:c991?fi1sacsesf9dd3a35c52cea8dJBa

Key [ 4]:E1295db23E23ba2792f212lTfcD1d23i
round 3:daadclaloz41ef5e6aG6926Tcd2c6E2E

Key I 5]:Soazdbfl5a6955215bbfad8aeeEec5fDb
Key [ 6]:Sbabshcz53dDdGc1afll07feab72flEfEB
round 4:e666SeaO?72ceecbc21222ff?beOT4f6

Key I 7] :3faJ.f4E”J'a4t:f3Ccd8'?6ec30d19-$::flB6

Key I 8]=267364be24T1E4d533TS86a19df8bf84
round 5=aES7a9326t9a99OBf53fEe511c5f4242

Hey I 9]:9aef21965b1a6fa83948d10TO26134c7

Key [10]:d20S0c7Sldeffidcodsaaa53cabfTb9T3
round 6:667874Ba1b5f21acO5cf1bl1?a7c342f

Key [11]:d7u9a3abTUbud5a251550n4z1D24bB1a

Key [12]=+93&4843505flO53dEDSCBd1035fSa5&
round 7:TEEaseEe9c45uhb2ae]9ecOled35fT25

Key [la]:bled:1b?1daeaO3E49fe?4b2c1lfcO2b

Key [l4]IDelded7ebf23cT2324aU165a698c65cT
round B:395e0ff7b2b9b7a3b35c98108B2c7596

Key [15]:b3hE4341dc92E44flfde5ED24E9ceBhe9

Key [16]:JCS9bc6c2994f4c84fT2beBfEb1BB963
Kay [l?]:hb?b662B6dd675a471e27922?Of3bb4d
round 1:45654f2f255496?528?20Df07cb10ec9

Key [ 1];1e2a5672es5529e4f427hn6s2a3a34h6

Kay [ 2]:9?494iflceflfl3Tb1febcE6la2bc96la2
ruund 2:59Dcd5690534e7fied4f4af7b3bfbc6c3

may I 3]:814‘?53lfblc-a95d62-lb-18Df<‘."?3S9f6c:-1
Key [ 4] =sesmazdba3d2a4aa13135f3co32aa4E»1
round 3xcabs52fB75aa6b94eB1S2bE9B9ah£S75
added —>:Bblbb1d753feD1elcO5b2ba5f55cO7bc

Kay [ 5]:cbad246d34e3674lC46%O1E63B7aD5f9

may I 5]:dcf52aaecS'J'13110345a413-l2c566fc8
round 4:d4enODbe5deTac0E56£f21BE3c1df61b

Key I T]:819'?53'l'aa9d2.'.Fe6‘.l'd1'.Fc16b182c8ec65
Key I 8]:dfifieflfle?3d835927a3D7a3ed?9dD3Sd3
round 5:9a4603bdeE954c£aade2U52604hed4e4
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Key [ 9|:7ldflfi25Teccl022bcd3l2ce6cl14dT5c

Key [10]:E91212E5523379fi51fbd2c12850C5eSf
round E:09aUEd197abBleb933eece2fefl132dbh

Key [11]:2Biases515§1fadce821hO2fb§4918l4
Kay [121:ca5E9S663?BSe2Dd94S22fl52b5a3920
round 1:494f45Sa2eTa5db361eceB15d4e363e4

may [13] :ha5’?-1aef663c‘*l s:ad3 5399efb9 Esdue-so

Key [14]:6257afC83i513?B3fef160l55SfeO62S
round 8:37aa19f91:33sDfb7aHue64oas9ca947

Key [15]:fdcd9be54SOeefDfB737e6B38cd35e2b

KEY [ls]:Bcfbdflb3D56C6a1C&222b92b9431§b3B

KEY [17]:iffiéclOT2c891c3§eebS5e633l84G290
:a3D32b4df1ccebaBadcla04427224299

:SeCdEd?5db322CT5b6afbd759Cb1Bfi6fi

:63f701c?D13238bbESa714ee

:b9EBOCS3206792bl826E3Bb43SbB7d4d
1:5acd6d75db322c75b6aEbd799Cb1BE6a

1]:b9f50c53205792b1826838b43SbB7d4d
I 2|:l5f74bbbda4h3d1EU3fS5B721E131a69

2:72abbE5Ec80cl5ec2bDOd?2BT3ef9ad4

Key [ 3]:efTfh29EobDlfB270£:1439cc52£2dah
Key [ 4]:30fl3a6aecdee06b9ac295cce3fldcdb93
round 3:2f1Dbab93aGf737431B3c6BfTl2dfa24

Key [ S]:SfCdbb3afdf7df06T54c964fc63402S4
Key I 5] :c'.Idaa9c|'J‘5EE3551'95'i'3feEI.ca1f93d4a3fi
round 4:I83b1453l2fd99d5adD8e7ca4a52fD4e

Key [ 1]:21ca3a1Ea?U3aa61ffid7791fc19f7n4a
KEY [ El:7D2029dBc6E4295fl762317e73flec5d1B
round 5:cbad52d3an2Eb2e3Sb9ae6fefffeco32

Key [ S]IfflseaaSE73f4bc2a6ccEb9ca24ed9c5
Key [10] a034$?-152-l60d2é2cE|:3bfla39531l:El9c5
round 6:ce5f1Ssdflalacaacdsfbd64327303357

Kay [1lI:fladdfiff5673731c3dc3fe57e35a34b??

Key [121:63TS92fab43a19ac0O44a2lafef455a2
round 7:Saé9424a10oObaa5aba52dbbfEcbcces

Key [13]:6b3fde58f4f643B843cdbe92fi6T622b8
Key [14]:a1DbEa35013a12f39bf2157E1c3fca4e
round 8:f5e12daDe93e25a535025lE97ecDb917

Key [15]z222Bfe53B4e513E4flEdd13ha9lf1bf5T

Key [16]:5f1T4db2bc88S25cDfhc5b54BSbafcfla
KEY [lT|:2BffBnbdudcaleazbbé79feb7dBfe029
round 1:oc?5aed2b54c1cfb9Efszzdaefsieddd

Kay [ :L] 1a21&:eh-92d3cCI2'}'325b-1de‘I'i‘Sfifififefldu

Key [ 2!:26E6455sa9£Da1652f765efd546f32uB
round 2:4Sd537ac20Sa6aaD7bTOODDO16c602eB

KEY [ 3|:E64f9ef53U2l32Eflf1f79745aU1D2aE5

Key I Q]:af6a59d?cebfdO1B2dcca9a537c4add8
round 3:8b6d5lTacE93T43a&Dlb3fbT9l1b64El

added ~a:8Te23fa87ddEBDc1df10616dTeaf51ac

Key [ S]:9a6304423b45da12aab64c88D5c32452

Key [ 6!:Bafédlesda0cb?3ec6b44eSbfie4E3968

Encryption Key Sampie Data 29 November 1999
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round 4:Sf0S12250a2E7a506Tefc35bf17D6S31

Key [ T]:7Scczdl386UEfOfca+eS+9c34a1e6d19

Key I 8]:803dc5cddeDeEdbee?a13i2b2cd4d3d4
round 5:OcfdTB5Eedfafac51f29eB6365de6f5T

Key [ 9]:e3fa59644Eefib6455ab51e7be101325a

Key [10]:2accTadd?b29uacb444cd933f0e74ec9
round 6:2f1fa34bf352dc?7co3B3aD1eab7d622

Key [11]:f57de3Sea}132efd6S36bB6a90c86hb1
Kay [12] :64J.Bdfdlhb-22abfJ_bEC3D9cd27E5266:‘:
round 7:eeaE7&53849b€73aT4T065d35E3752b1

Key [13]:SDa99591338565B63TD854db6E047Ub3

Key I14]:ficlbczf764a0193T49f5fcU9011a1ae
round Bx8fec6f7249?60ebf69e3?Oe9a4b80a92

Key [15]:do3Gcef?Od6470c3f52f1b5d25bDc25d
Key [15]:d0956af6b870fl88BalCcBBfO7ad226dC

Key [17]:lce8b3Hc4c7677373c3OB49a3eeOB7B4
kc :ea53DcEc546bODeb7c3a6cea3e:b39ed

29 November 1999 Encryplion Key Sample Dela
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BLUETOOTH AUDIO

_

This ecomxendation outlines some general
guid _ lines f r voice transmission over the

Blue: oth aifi interface. The recommendation
is fo ed 5 h that a smooth audio interface

of a lueto "h tenninal to other audio, elec-

tro_ c devi s and cellular terminal equipment
ca .
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Bluetooth.
Appendix V - Biuetooth Audio

1 GENERAL AUDIO RECOMMENDATIONS

1.1 MAXIMUM SOUND PRESSURE

It is the sole responsibility of each manufacturer to design their audio products

in a safe way with regards to injury to the human ear. Biuetooth doesn't specify

maximum sound pressure from an audio device.

1.2 OTHER TELEPHONY NETWORK REQUIREMENTS

it is the sole responsibility of each manufacturer to design the Bluetooth audio

product so that it meets the regulatory requirements of all telephony networks

that it may be connected to.

1.3 AUDIO LEVELS FOR BLUETOOTH

Audio levels shall be calculated as Send Loudness Rating, SLR. and Receive

Loudness Rating. RLR. The calculation methods are specified in lTU-T
Recommendation R79.

The physical test set-up for Handsets and Headsets is described in ITU-T
Recommendation R51 and R5?

The physical test set-up for speakerphones and "Vehicie handsfree systems" is

specified in ITU-T Recommendation R34.

A general equation for computation of loudness rating (LR) for telephone sets

is given by ITU-T recommendations R79 and is given by

u'f].- ill
JV:

mi .\'I

Z 10
,' = _\.'l

[0

LR = — log,.,[in

m is a constant (~ 0.2).

w,- = weighting coefficient (different for the various LRs).

S; = the sensitivity at frequency F,-, of the electro-acoustic path

N1,N2, consecutive filter bank numbers (Art. Index: 200-4000 Hz)

(EC: 1) is used for calculating the (SLR) according to Figasre 1.1:, and (RLR)

according to Figure 3.2:. When calculating LRs one must only include those

parts of the frequency band where an actual signal transmission can occur in

order to ensure that the additive property of LRs is retained. Therefore lTU-T

P.?9 uses only the frequency band 200-4000 Hz in LR computations.

General Audio Recommendations 29 November 1999
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1.4 MICROPHONE PATH

1.4.1 SLR measurement model

gap-

Figure 1.1: SLR’ measurement set-up.

1.5 LOUDSPEAKER PATH

1.5.1 RLR measurement model

Figure 1.2: RLR measurement set-up.

1.6 BLUETOOTH VOICE INTERFACE

The specification for the Bluetooth voice interface should follow in the first

place the i TU-T Recommendations F-279. which specifies the loudness ratings

for telephone sets. These recommendations give general guidelines and spe-

cific algorithms used for calculating the loudness ratings of the audio signal

with respect to Ear Reference Point (ERP).

For Bluetooth voice interface to the different cellular system terminals, loud-

ness and frequency recommendations based on the cellular standards should

be used. For example, GSM 03.50 gives recommendation for both the loud-

ness ratings and frequency mask for a GSM terminal interconnection with
Bluetooth.

1- The output of the CVSD decoder are 16-bit linear PCM digital samples. at a

sampling frequency of 8 ksampleisecond. Bluetooth also supports 8-bit log

PCM samples of A-law and 1.1-law type. The sound pressure at the ear refer-

ence point for a given 16-bit CVSD sample. should follow the sound pressure

level given in the cellular standard specification.

2- A maximum sound pressure which can be represented by a 16-bit linear

PCM sample at the output of the CVSD decoder should be specified according

990 29 November 1999 General Audio Recommendations
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Bluetouth-

to the loudness rating. in ITU P.?9 and at PGA value of 0 dB. Programmable

Gain Amplifiers (PGAS) are used to control the audio level at the terminals by

the user. For conversion between various PCM representations: A-law. y.L-law

and linear PCM, ITU-T (3.711. G.712, G.?14 give guidelines and PCM value

relationships. Zero-code suppression based on ITU-T (3.?11 is also recom-
mended to avoid network mismatches.

General Audio Reoommendafions 29 November 1999
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Bluetooth.

1.7 FREQUENCY MASK

For interfacing a Bluetooth terminal to a digital cellular mobile terminal, a com-

pliance of the CVSD decoder signal to the frequency mask given in the cellular

standard, is recommended to guarantee correct function of the speech coders.

A recommendation for a frequency mask is given in ‘fable 1.1. §5'ig=..=re 1.3:

shows a plot of the frequency mask for Bluetooth (solid line). The GSM fre-

quency mask (dotted line} is shown in 3~':'gL:re 1.3: for comparison.

Bluetooth

GSMrnask -——--

Ill ||l| Im;[01 0.2 0.3 1.0 2.0 3.0 3.4 4.0
0.5

Figure 1.3.’ Plot of recommended frequency mask for Bluetooth. The GSM send frequency
mask is given for comparison (dotted line)

Frequency Upper Llmit Lower Llrnit
{Hz} {dB} {dB}

Table 1.1: Recommended Frequency Mask for Bluetooth

29 November 1999 General Audio Recommendations
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1 BASEBAND TIMERS

This appendix contains a list of all timers defined in this specification. Defini-
tions and default values of the timers are listed below.

All timer values are given in siots.

1.1 LIST OF TIMERS

1.1.1 inquiryTO

The inquiryTO defines the number of slots the inquiry substate will last. Its

value is determined by an HCI command.

1.1.2 pageT0

The pageTO defines the number of slots the page substate can last before a

response is received. its value is determined by an HCI command.

1 .1.3 pagerespTO

In the slave, it defines the number of slots the slave awaits the masters

response, FHS packet, after sending the page acknowledgment ID packet. In

the master. pagerespTO defines the number of slots the master should wait for

the FHS packet acknowledgment before returning to page substate. Both mas-
ter and slave units should use the same value for this timeout. to ensure com-

mon pageiscan intervals after reaching pagerespTO.

The pagerespTO default value is 8 slots.

1.1.4 inqrespTO

In the inquiry scan substate, when a device triggers on an inquiry, it waits a

RAND random number of slots and returns to inquiry scan. The r'nqRespTO

defines the number of slots the device will stay in the inquiry scan substate

without triggering on an inquiry after the RAND wait period. The timeout value

should preferably be in multiples of an inquiry train period. Upon reaching the

i'nqrespTO. the device returns to CONNECTION or STANDBY state.

The inqrespTO default value is 128 slots.

1.1.5 rIewconnectionTO

Every time a new connection is started through paging. scanning. master-slave

switch or unparking, the master Sends a POLL packet as the first packet in the

new connection. Transmission and acknowledgment of this POLL packet is

used to confirm the new connection. If the POLL packet is not received by the

995 29 November 1999 Basaband '|'|mers
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slave or the response packet is not received by the master for newconnecti-

on T0 number of slots, both the master and the slave will return to the previous
substate.

newconnectionTO default value is 32 slots.

1.1.6 supervisionTO

The supervisionTO is used by both the master and slave to monitor link loss. If

a device does not receive any packets that pass the HEC check and have the

proper AM_ADDR for a period of supervisionTO. it will reset the link supervisi-

on T0 will work through hold and sniff periods.

The supervisionTO value is determined by an HCI command. At the baseband

level a default value that is equivalent to 20 seconds will be used.

Baseband ‘firners 29 November 1999
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1 GENERAL

For the access procedure, several paging schemes may be used. There is one

mandatory paging scheme which has to be supported by all Bluetooth devices.

This scheme has been described in Eaeaoareci :?.peoifioatiort Seotsor: 10.6 on

page 99 In addition to the mandatory scheme. a Biuetooth unit may support

one or more optional paging schemes. The method used for page scan is indi-

cated in the FHS payload, see Baeeoanci S.‘~.;>ecificatéo:'s Section 4.4? ft .4 on page

58. Three additional optional paging schemes are possibie; only optional pag-

ing scheme I has been defined yet.

29 November 1999
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2 OPTIONAL PAGING SCHEME I

In this section the first optional paging scheme is described which may be used

according to the rules specified in Esasepand Specification Section 10 on

$35 and L!v‘si=> Sspeciticatipn Section 3.23 on page 233. The paging code for

optional scheme 1' is 1 (0 is used for the mandatory scheme), see also

band Specificetéon Secticn 4.4.1.4 so page 56

The main difference between the first optional paging scheme and the manda-

tory scheme is the construction of the page train sent by the pager. In addition

to transmission in the even master slots, the master is transmitting In the odd
master slots as well. This allows the slave unit to reduce the scan window.

2.1 PAGE

The same 32 frequencies that are used for transmitting |D—packets In the man-

datory paging scheme are used in the optional paging scheme I (for the con-

struction of page trains, see Besepand Speciifiataiaorl Section "$1.1-t..2 on page

The 32 frequencies are also split into an A-train and B train. In contrast

to the mandatory scheme, the same 32 frequencies that are used for transmit-

ting are also used for reception trials, to catch the response from the
addressed device.

The construction of the page train in optional page scheme I differs from the

page train in the mandatory scheme in two ways:

- the page train consists of 10 slots. or 6.25 ms

- the first 8 slots of the train are used to transmit the ID packets, the 9th slot is

used to send a marker packet, and the 10th slot is used for the return of a

slave response

The marker packets precede the return slot, indicating the position where the

slave can respond. and with which frequency. For the marker codes M_lD, bit-

inverted page access codes are used- If a marker code is received at Tm with

frequency fk, a return is expected at nominally Tm+625ps at frequency fk.

Note: The bit-inverted code M_lD to be used as marker code is beneficial for

the implementation of the correlators. because the sign of the correlation peak

can be used to identify the mark code during page scanning. Still. the transmit-

ting party is uniquely identified, since inverted ID packets are not identical to

the ID packets for the device with bit-wise inverted LAP.

The frequency ordering in the train and the frequencies used for the marker and

receive slots change after every train. After 8 trains. all of which have a different

appearance. the entire procedure is repeated. It is. therefore. more appropriate

to talk about subtrains, each with length 6.25ms. Eight subtrains form a super-

train, which is repeated. An example of a supertrain with the eight subtrains is

29 November 1999 Optional Paging Scheme I
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illustrated in Figwe 2.1. The supertrain length is 50ms. In this example, the A-

train is assumed with an estimated frequency of f3; as a consequence, the fre-

quencies selected for the train range from f0 to f15. The marker codes M_iD are

indicated as M; the receive (half) slots are indicated as R.

Appendix Vii - Optional Paging Schemes

5.25 ms
 

MMRR

wmwfllllllfllflflfllflflllfllflr
wmmlflllfllflflllllflflflllfl ,

wmmlaalnnalaaaaallllaafi
wmmalnamlaalanlalllalii
wmmaamlaaaanlaallulanafl
wmmalalaanlannaaluaalflfl

wmmaElaallananIunalal:;
sur-trains I I I I I I I I I I I I I I I I I I ,

E

Figure 2.1.’ Exampie of train configuration for optional‘ page scheme i.

Corresponding to the paging modes R0, R1 and R2 of the mandatory scheme,

the optional scheme supports the same three modes as described for the man-

datory scheme in Basebend Specification Section 10.6.2 on gas-‘.339 '39

Since the subtrain length is now 10 slots. the 1.285 interval does not cover a

multiple of (sub)trains any longer. Therefore, in contrast to the mandatory

scheme, the exchange from A-train to B-train and vice verse is not based on

the 1.283 interval, but instead on a multiple number of supertrains. For the R1

and R2 modes, the repetition of a supertrain Nsup is indicated in Tetaie 2.1
below.

R1

One SCO llnk {HV3)

N5up=52

NS“-p=103

Two SCO links (HV3)

NSup=?7

NSUp=154

N5up=2s

N5Up=52

Table 2.1.‘ Reiaiion between repetition duration ofA- and B-trains and paging modes R1 and
R2 when S00 iinirs are present

Optional Paging Scheme I 29 November 1999
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In accordance with the phase input to the hop selection scheme Xp in {EC} 4} on

page $35 in the Baseband Specification (Section ‘it $5.2), the phase input Xp_opr

in the optional mode is determined by:

_X}a_rJ;JF[k_wm_Uw + ST(¢“m]] mod 32 {HQ AI )

where kofi«5e,_op, is determined by the NB selection and the clock estimation of
the recipient:

k“_,J!r}_'“.y ‘op; = CI..Kl—'.15_]3 4' /\—tl"din
C'LKEm_11 + 8 B-train (HQ A3")

and ST is a function determining the structure of the sub- and supertrain:

S'l'(t.'nfl = { cm‘ mod 160 - 3“l'l\"l‘[ ((L'nr mod I60} 4- Ifiiilfl ] l mod I6 (EQ A3)

kc,,=;5e,_op,is determined once at the beginning of the repetition period.
The CLKE value as is found at the beginning of the repetition interval is taken

(the repetition interval being the interval in which the same supertrain is

repeated all the time). As long as no train change takes place, kofier_ op, is not
updated. cm‘ is a counter which is reset to zero at the beginning of the repeti-

tion interval and is incremented at the half-slot rate (3200 cyclesis)

The first two ID-packets of a train are transmitted in an even numbered slot.

2.2 PAGE SCAN

The basic page scanning is identical to the mandatory scheme except that a
scan duration of 9.5 v 0.625 = 5.9375 ms is sufflcient at the slave side.

If a device wants to scan concurrently for the mandatory and optional mode

(e.g. after an inquiry response was sent), the device shall try to identify whether

the paging party uses the optional scheme after an ID packet was caught. This

can be done by train tracing; i.e. the device can detennine whether transmis-

sion takes place in consecutive slots (optional paging scheme 1) or in every

over slot (mandatory paging scheme), andfor whether mark codes are sent.

2.3 PAGE RESPONSE PROCEDURES

The page response procedures at the master and slave sides are almost iden-

tical to the procedures described in the mandatory mode (see Basebend Spec-

ificatien Section t%.Ei.»‘i en page 104). There are two differences:

- The page response routine starts after the transmission and reception of the

marker code M_|D

- The ID packet sent by recipient is identical to the frequency in which the
marker code was received

For the page response timing, see Figure and Figure 2.3.

29 November 1999 Optional Paging Scheme I
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Master slot 2p
M M

‘I ma} f[k+1 I 1
MASTER

f(k) f‘(n1)

:RESPD1‘~|SE: IREsPoNsE: , TRAFFICI I I I

page hopping sequence ‘ channel hopping sequence
Figure 2.2: Messaging when marker code is received in iirst naifsiot of even master sic:

Master slot

M

'f{k} f{kI-1} : :t{k+2) ‘run;

I

.- I

' I I |““ ”I‘ll I
I PAGE t FHS ITRAFFK3

l
E l I ll
{Response} .REsI=oNsE. , TRAFFIC II I I l I

2p 2p+-42p+1

R

2p+2 2p+3 2p+5
R

I-
I
l
l
I

'f(k+2) 'l‘{rn)

page hopping sequence channel hopping sequence

Figure 2.3: Messaging when marker code is received in second half sic! ofeven master siot

2.4 TRAIN TRACING

This section outlines how a slave may search for the mark code although the

current partitioning into A- and B-trains at the master side is not known. Train

tracing means that the slave tries to receive as many page access codes from

the train as possible. to catch a mark code as soon as possible. When search-

ing for the mark codes, or trying to distinguish between the mandatory paging

mode and the optional paging mode. a unit shall set up a hopping pattern for

train tracing after the reception of the first access code. The hopping pattern

Optional Paging Scheme I 29 November 1999 ‘I00?

Bluetooth.
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shall ensure that the transmission and reception is performed with a 50%

probability on the same frequency regardless of the actual frequency set

(16 frequencies) used for paging.

29 November 1999 Optional Paging Scheme I
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1 BLUETOOTH BASEBAND

1.1 THE GENERAL- AND DEVICE-SPECIFIC INQUIRY

ACCESS CODES (DIACS)

The Inquiry Access Code is the first level of filtering when finding Bluetooth

devices and services. The main purpose of defining multiple |ACs is to limit the

number of responses that are received when scanning devices within range.

LAP value Usage

Ux9E8B33 Genera|iUn|lmited Inquiry Access Code (GIACJ

Elx9EBBOU Limited Dedicated Inquiry Access Code [L|AC}

[Jx9E8B01—0x9E8B32. RESERVED FOR FUTURE USE
l'Jx9E8B34-DXQEBBSF

Table 1.1.‘ The inquiry Access Codes

The Limited inquiry Access Code (LIAC) is only intended to be used for limited

time periods in scenarios where both sides have been explicitly caused to enter

this state, usually by user action. For further explanation of the use of the LIAC,

please refer to the Generic Access Profile iii}.

In contrast it is allowed to be continuously scanning for the General Inquiry

Access Code (GIAC) and respond whenever inquired.

1.2 THE CLASS OF DEVICEISERVICE FIELD

The Class of Deviceiservice (CoD) field has a variable format. The format is

indicated using the ‘Format Type field‘ within the CoD. The length ofthe Format

Type field is variable and ends with two bits different from '11‘. The version field

starts at the least significant bit of the CoD and may extend upwards.

24 bits
I

[H17-'°
Formal type field

Figure 1.1: General format of Class ofoevice/Service

In the ‘format #1‘ of the CoD (Format Type field = 00). 11 bits are assigned as a

bit-mask (multiple bits can be set) each bit corresponding to a high level

generic category of service class. Currently 7 categories are defined. These

1012 29 November 1999 Bluetooth Baseband
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are primarily ofa ‘public service’ nature. The remaining 11 bits are used to indi-

cate device type category and other device—specific characteristics.

Any reserved but otherwise unassigned bits, such as in the Major Service
Class field. should be set to O.

23 ‘I6 15 8 7 D bittransmission order

. octet 3 _ . -oc_:tet.2- octetj octet transmission order
11 blls -- 5 bits " 6 bits

\ . . . . . I when interpreted as a
Reserved for Service Classes Mayor device class We endian word

1- Networking -—— Format type
— Rendering

Capturing

Object Transfer
- Audio

- Telephony
'-- Information

Figure 1.2: The Grass of Device/Service fieid {format type 1). Note the order in which the
octets are sent on the air and stored in memory:

1.2.1 Major Service Classes

Major Service class

Limited Discoverable Mode‘

(reserved)

(reserved)

(reserved)

Networking (LAN. Adhoc, ...)

Rendering (Printing, Speaker, ...)

Capturing (Scanner. Microphone. ...)

Object Transfer (v-lnbox. v-Folder, ...)

Audio (Speaker. Microphone. Headset service. ...)

Telephony {Cordless telephony, Modem, Headset service, ...)

Information {WEB-server. WAP-server. ...)

Tebie 1.2: Major Service Ciasses

1. As defined in

Bluelooih Eiaseband 29 November 1999
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1.2.2 Major Device Classes

The Major Class segment is the highest level of granularity for defining a Blue-

tooth Device. The main function of a device is used to determine the major

class grouping. There are 32 different possible major classes. The assignment

of this Major Class field is defined in Table 3.3.

Code (bits) Major Device Class

bit no of COD

Miscellaneous‘

Computer (desktop, notebook, PDA, organizers, ...)

Phone (cellular. cordless. payphone. modem, ...)

LAN Access Point

Audio (headset, speaker. stereo. ...)

Peripheral (mouse, joystick. keyboards, ...)

Range 03:06 to 0x1E reserved

Unclassified. specific device code not assigned

Table 1' .3: Major Device Classes

1. Used where a more specific Major Device Class code is not suited (but only as speci-
fied in this document. Devices that do not have a major class code assigned can use
the all-1 code until ‘classified')

1.2.3 The Minor Device Class field

The ‘Minor Device Class field’ (bits ?' to 1 in the COD). are to be interpreted only

in the context of the Major Device Class (but independent of the Service Class

field). Thus the meaning of the bits may change. depending on the value of the

‘Major Device Class field’. When the Minor Device Class field indicates a

device class. then the primary device class should be reported, eg. a cellular

phone that can also work as a cordless handset should use ‘Cellular’ in the
minor device class field.

29 November 1999 Bluatooth Basabancl
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1.2.4 Minor Device Class field - Computer Major Class

Code {bits} Minor Device Class

6 bit no of COD

Unclassified. code for device not assigned

Desktop workstation

Server-ciass computer

Laptop

Handheid PCIPDA (clam shell)

0

0

0

0

0

0 Palm sized PCJPDA

x Range 0x06-0x7F reserved

Table 1.4: Sub Device Class fieid for the ‘Computer’ Major Cress

1.2.5 Minor Device Class field - Phone Major Class

Code (bits) Minor Device Class

bit no of COD

Unclassified. code not assigned

Ceilular

Cordiess

Smart phone

Wired modem or voice gateway

Range 0x05—0x7F reserved

Tebie 1.5: Sub Device Classes for the ‘Phone’ Major Cress

Bluelooih Eieseband 29 November 1999
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1.2.6 Minor Device Class field - LAN Access Point Major Class

Code (bits) Minor Device Class

bit no of CoD

Fully available

1-17°/o utilized

1? - 33% utilized

33 - 50% utilized

50 - 67% utilized

6? - 83% utilized

83 - 99% utilized

No Service Available‘

Table 1.6: The LAN Access Point Load Factor field

1. "Device is fully utilized and cannot accept additional connections at this time. please
retry Iater"

The exact loading formula is not standardized. It is up to each LAN Access

Point implementation to determine what internal conditions to report as a utili-

zation percentage. The only requirement is that the number reflects an ever-

increasing utilization of communication resources within the box. As a recom-

mendation, a client that locates multiple LAN Access Points should attempt to

connect to the one reporting the lowest load.

Code (bits) Minor Device Class

hit no of CoD

Unclassified (use this value if no other apply)

range UXU1-UXUF reserved

Table 1'. 7: Reserved sub-field for the LAN Access Point

29 November 1999 Bluetoolh Baseband
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1.2.7 Minor Device Class field - Audio Major Class

Code {bits} Minor Device Class

bit no of COD

Unclassified. code not assigned

Device conforms to the Headset profile E9}

Range 0x02-OXTF reserved

Table 1.8: Sub Device Classes forrhe ‘Audio’ Major Ciess

Biuelooth Eiaseband 29 November 1999
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2 LINK MANAGER PROTOCOL (LMP)

2.1 THE LINK MANGER VERSION PARAMETER

Parameter name Assigned values

Bluetooth LMP 1.0. :21

(reserved)

Tabie 2.1: The LMP Version Parameter Values

2.2 THE LMP__COMPID PARAMETER CODES

This is the parameter used in the LMP Version procedure.

Company

Ericsson Mobile Communications

Nokia Mobile Phones

iniel Corp.

IBM Corp.

Toshiba Corp.

(reserved)

Unassigned. For use in internal and interoperability tests before a Company
ID has been assigned. May not be used in products.

Table 2.2: The i_MP_Co.-ripid parameter codes

29 November 1999 Link Manager Protocol (LMP)
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3 LOGICAL LINK CONTROL AND ADAPTATION

PROTOCOL (LZCAP)

Please see Sestior: 4.3 for assigned PSM values.

3.1 CHANNEL IDENTIFIERS

Destination CID Protocoliusage Reference

UXOUUU Illegal. should not be used

0x0001 L2CAP signalling channel

OXOOO2 LZCA connection less data

0x0003 - 014003? (reserved)

Tabie 3.1: Pre-defined i_2CAP Channel identifiers

3.2 PROTOCOL AND SERVICE MULTIPLEXOR (PSM)

SD P

RFCOMM

TCS-BIN

TCS-Bl N -CORDLESS

Tabie 3.2: Assigned Protocoi and Service Muiiipiexor vaiues (PSM)

Logical Link Control and Adaptation Protoooi :[L2CAP]29 November 1999
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4 SERVICE DISCOVERY PROTOCOL (SDP)

4.1 UNNERSALLY UNIQUE IDENTIFIER (UUID) SHORT
FORMS

The Bluetooth Service Discovery Protocol (SDP) specification defines a way to

represent a range of UU|Ds (which are nominally 128—bits) in a shorter form. A

reserved range of 232 values can be represented using 32-bits (denoted

uuid32). Of these, a sub-range of 216 values can be represented using only 16-

bits (denoted uuidifi). Any value in the 232 range that is not assigned in this
document is reserved pending future revisions of this document. In other

words, no value in this range may be used except as specified in this or future

revisions of this document. UUID values outside of this range can be allocated

as described in {iii} for any purpose the allocater desires.

4.2 BASE UNIVERSALLY UNIQUE IDENTIFIER (UUID)

The Base UUID is used for calculating 128-hit ULllDs from ‘short UU|Ds'

(uuid16 and uuid32) as described in the SDP Specification £4}.

BASE_UU ID 00000000-GOOD-1DOD-BDDU-00-305FQB34FEt

29 November 1999 Service Discovery Protocol (SDP)
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4.3 PROTOCOLS

Tobie 4.1: Protocoi Universaiiy Unique identifiers and Names
1. ‘Short UUiD'

Service Discovery Protoool (SDPJ 29 November ‘T999
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4.4 SERVICE CLASSES

[mnemonic UUID Abstracthlame
ServiceDisooveryserverserviceclasslD . uuid16: 0x1000

BrowseGroupDescriptorServiceClass|D uuid1B: 0x1001

Pub|icBrowseGroup uuid16: 0x1002

SerialPort uuid‘l6'. 0x1101

LANAccessUsingPPP uuid‘l5: 0x1102

Dia|upNetworking uuid16: 0x1103

|rMCSync uuid15: 0.21104

OBEXObjectPush uuid16: 0x1105

Ol3EXFi|e'l'ransfer uuid16: 0x1106

|rMCSyncCommancl uuict16: 0x110?’

Headset uuid16: 0.21108

Cord|essTelephony uuid16: 0x1109

Intercom uuid16: 0x1110

Fax uuid16: 0x1111

HeadsetAudioGateway uuid"l6: 0x1112

PnPlnformatic-n uuid16: 0x1200

GenericNetworking uuid16.' 0x120?

GenericFi|eTransfer uuid15: 0x1202 nla

GenericAudio uuid16: 0.21203 nla

GenericTelephony uuid1B: 0x1204 nra

Table 4.2: Service Class identifiers and Names

1. If the specified Service Class directly and exactly implies a certain Profile. the Profile is
indicated here (Le. for concrete Service Classes). Leave empty for abstract Service
Classes.

The Profile column in "E‘s'cir-2 4.2 indicates which Service Class identifiers that

also directly corresponds to a Bluetooth Profile. It is not allowed to use the Ser-

vice Class UUID unless the service complies with the specified Profile. These

UU|Ds might also appear as Profile Identifiers in the

BluetoothProfi|eDescriptorList attribute.

29 November 1999 Service Discovery Protocol (SDP)
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4.5 ATTRIBUTE IDENTIFIER CODES

Mnemonic Attribute ID Reference

ServiceRecordHand|e OXOOUU Biuetoorh Service Discovery
Protocoi (SUP), B luetooth SIG

ServiceC|asslDLisI 0x0001

ServiceRecordStaIe 0x00O2

Servicel D (}x0003

Protoco|DescriptorList GXOOO4

BrowseGroupList 0x0005

La ng uageBaseAnributelDList 0x0005

Serv1'ceInfoTimeToLive 0x000?

Se-rviceAva i lability 0x0008

BlL:etoothProfileDescrIptorLis! 0x00O9

DocumentationURL OXOOOA

C|iemExecutab|eURL OXOOUB

Icon10 0xO00C

IconURL 0x000D

Reserved 0x000E-
OXO1 FF

ServIceName M0000 ... b1

ServiceDescription DXOOU1 4- b

Providerhiame C-x0002 + b

Ver$ionNumberL1st 0x020-SJ

ServiceDatabaseS1ate 0x02-31

GrouplD 0x0200

Remote audio volume control M03022

External network 0x030‘!

Servioe Version Ox0300

Supported Data Stores List 0140301

Supported Formais List

Table 4.3: Attribute Identifiers

Service Discovery Protocol (SDPJ 29 November 1999
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Mnemonic Attribute ID Reference

Fax Class 1 Support 0xO302 {'12}

Fax Class 2.0 Support 0xCl303

Fax Class 2 Support 0x03D4

Audio Feedback Support Ox(]305

Ta tale 4. 3: Attribute identifiers

1. ’b’ in this table represents a base offset as given by the LanguageBaseAttributelDList
attribute. For the primary language, ‘b‘ must be equal to 0x010tJ as described in the
SDP specification.

2. Items in itatrcare tentative values in this version of the document.

4.6 PROTOCOL PARAMETERS

Parameter mnemonic

LBCAP

TCP or UDP

RFCOMM

Table 4.4: Protocol Parameters

4.7 HOST OPERATING ENVIRONMENT IDENTIFIERS

4.7.1 ClientExecutableURL substitution strings

The operating environment identifier strings have the following format‘:

<cpu_type>-<manufacturer>-[<kerneI>-]<os>[<version>][-<object_format>]

The general rule is that is that a new identifier should only be defined as

required to differentiate incompatible operating environments concerning an

executable file image. That is, for example difierent <version>-tags should not

be used for compatible versions of the same operating system.

1. It is based on a format used by the GNU Autoconfig tools

1024 29 November 1999 Service Discovery Protocol (SDP)
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Currently defined tags:

CPU-Type ID ‘ Description
alpha Digital Alpha‘ oompatible

arm ARM‘ core or compatible

i86 Any Intel‘ 80x86-family oompatible CPU

I960 Intel‘ I960 compatible

jvm Java Virtual Machine’

mips MIPS MIPS‘ compatible

ppc lBMlMotoroIa PowerPC* compatible

3113 Hitachi SH-3" compatible

sh4 Hitachi SH-4" compatible

sparc Sun Spare’ oompatible 

Kernel ID Description

chorus, linux. javaos, os9. qnx. vxworks

<os> An '08 identifier’ as listed below. might appear in the <kernel> field
when the requested 08 platform is Java based. 

OS+Version—ldentifiers

amigaos. beos4.5. ejava, epocc, epoce. epocq. epocs, gnu,jre1.1. jre1.2. maoos, macosx.
os2. os9. paimos. pjava. pjava1.1, photon. pIan9, qnx. rtjava, win95. win98. win2lJ0lJ. wince.
winnt4I 

Object Format Identifiers‘

aout. bout. cofi, elf, jar ;

Manufacturer Identifiers 4

amiga*, apple*. be‘. ericsson*. ibm*, inte|*, lucenl*, microsoft*. microware*. n'IotoroIa".

nokla", palm". psion". qnx". sun‘, symbian'. toshiba". unknown2

1. Only applicable when the object format is not otherwise uniquely implied by the
identifier string.

2. Use when no other applies.

Service Discovery Protocol (SDPJ 29 November ‘I999
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For Linux, the ‘manufacturer’ field may be used to indicate Linux distribution if

so required (in which case <version> indicates the version of the distribution).
Otherwise use ‘unknown’.

Linux Distribution identifiers

caldera. debian. dlx. doslinux, Iinuxpro. Iinuxware, mandrake, mklinux, redhat, slackware,

stampede. suse. turbolinux. yggdrasit

Example Operating Environment Identifier Strings

I86-microsofl-win95

1'36-microsoft-win98

i86-microseft-winnl4

al pha-microsoft-win n14

i86-microsofl-win2000

a I pha-microsoft-win2000

i86-be-beos4 .5

ppc-be-be-054.5

a rm-syrnbian-epoc3

I36-unknown-iinux-gnu

sh3-microsofl-wince

Larm-microsoft-wince

ppc-a pple-rnacos

rn68k-a ppie-maoos

ppc-apple-macosx

i86-appie—macosx

m68i<-amiga»amigaos

ppc—a m iga-amigaos

jvm-sun-jre1.2

jvm-sun-pjavai .1

jvm-sun-ejava

m68k-paim-palmos-ooff

ppc-i bm-vxworks-pjava1 .2

sparc-sun-javaos-jre1 .2.1...

i86-redhat-Iinux-gnufi

ppc-rnkiinux-linux-gnu

29 November 1999 Service Discovery Protoool (SDP)
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4.7.2 |conURL substitution strings

The lconURL operating environment identifier strings have the following

general format:

shorizonta|_pixels>x<vertical_pixeis>x<co|or_depth>[m}.<fiie_format>

The optional tag ‘n1’ indicates monochrome or grayscale. The host is free to try

to matchirequest any graphics file format as indicated by a <file_format> tag,

however at a minimum files conforming to the Portable Network Graphic stan-

dard it 83 should be made available at the resulting URL (indicated by

<fi|e__format>=png)2.

File format tag Description

Portable Network Graphics _E‘:'E-1

Graphics Interchange File format

Windows bitmap

Currently defined lconURL Icon format identifier strings:

Example Icon format Identifier Strings

32x32x8.png 256 color 32 by 32 icon (or 255 colors + transparent}

16x16x8.png

16x16x1m.png Black and white [or monochrome + transparent)

10x10x2m.png 4 gray-scales

2. The use of PNG. and whether a subset of PNG should be required. is currently pending fur-
ther investigation.

Service Discovery Protocol {SDPJ 29 November ‘T999
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6 TERMS AND ABBREVIATIONS

LMP Link Management Protocol

L2CA Logical Link Control and Adaptation. protocol multiplexer layer for
Bluetooth

MTU Maximum Transmission Unit

SAP Service Access Points

Baseband Baseband Protocol

Service Discovery The ability to discover the capability of connecting devices or hosts.

PnP Plug and Play

SAR Segmentation and Reassembly

IP Internet Protocol

Infra Red Data Association

Point-to-Point Protocol

Internet Engineering Task Force

Request For Comments
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1 INTRODUCTION

The goal of this document is to show the interworkings of HCI-Commands and

LM-PDUs. It focuses on the message sequence charts for the procedures

specified in £3"; "Bluetooth Host Controller Interface Functional Specification"

with regard to LM Procedures from §2} "Link Manager Protocol".

We illustrate here the most useful scenarios. but we do not cover all possible

alternatives. Furthermore, the message sequence charts do not consider the

transfer error over Air Interface or Host Interface. In all message sequence
charts it is assumed that all events are not masked, so the Host Controller will

not filter out any events.

Notation used in the message sequence charts:

Box:

- Replaces a group of transactions

- Indicates the start of a procedure or a sub-scenario

Note: in a message sequence chart where several sub-scenarios exist, the

sub-scenarios can be executed optionally. consequently, exclusively or inde-

pendently from each other.

Hexagon:

- Indicates a condition that is needed to start the transaction below this

hexagon

Arrow:

- Represents a message. signal or transaction

Comment:

- “!* '7" indicates editor comments

Introduction 29 November 1999
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2 SERVICES WITHOUT CONNECTION REQUEST

Message Sequence Charts

2.1 REMOTE NAME REQUEST

The service Remote Name Request is used to find out the name of the remote

BT Device without an explicit ACL Connection request.

Sending an I-iCl_Remote_Name_Request (BD_ADDR. Page-_Scan_

Repetition_Mode. Page_Scan_Mode. C|ock_Offset), the Host expects that its
local BT Device will automatically try to connect to the remote BT Device (with

the specified BD_ADDR). Then the local BT Device should try to get the name,

to disconnect. and finally to return the name of the remote BT Device back to

the Host (see Ftg;:_a':'e 2.1 Remote Name Request: sub-scenario 1).

Note: if an ACL Connection already exists (see Fi-gore 33.1 Remote Name

Request: sub-scenario 2), the Remote Name Request procedure will be

executed like an optional service. No Paging and no ACL Detachment need to
be done.

29 November 1999 Services without connection request
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HCILM-B

HCI Re-mole Name Reue-at
(E1D_t-KDDFL .}

HCL Command Status event
(Status. Nurn_CI'nd.

Cn1d_OpCode}

Sub-scenario 1: No ACL Connection existed =5 create a temporary AOL Connection
"Pa e"{1D-Pad-Let

"Pas Res - rise" ID-Packet

FHS {BD ADDR. COD. .}
"FH S-Atlt" ID-Packet

t‘ LMP_nan1e_req.t—res can |_Mp name ,9 "gage;

'°° repmd s'°"°'a' "masdependent on the name ‘-MP "M13 '95
|eng1h ‘I tuttset, nan1e_Iangt.n. name_otl'sell

LMP detach reason

HCI Ramble Name Request Complete event
tstalus. BD_ADDR.
Remote_Nan1e}

Sub-scenario 2: AOL Connection already" exists => No temporary AC-L Connection needed

F‘ LMF'_name-rer:t—res LMP name ra offset

°‘‘” ‘*3 '°”‘”“°" “"““" —llmes depenclenton the ‘MP "Ema "33
name length ‘i tofiset. namr:__|erIg1h_ narna_on'se+}

HCI Remote Name Request Complete event
(Status. BD_ADDR.

Ften1ole_Nan1e:

Figure 2.1; Remote Name Request

2.2 ONE-TIME INQUIRY

inquiry is used to detect and collect nearby BT Devices. When receiving the

command HCl_|nqulry (LAP, lnquiry_Length, Num_Responses), HC will start

the baseband inquiry procedure with an Inquiry Access Code (derived from the

specified LAP) and Inquiry Length. When Inquiry Responses are received, HC
will filter out and then return the information related to the found BT Devices

using one or several Inquiry Result events (Num_Responses. BD_ADDR[l].

Page_Scan_Repetition_Mode[i], Page_Scan_Period_Mode[i].

Page*Scan_Mode[i], C|ass_Of_Device[i]. C|ook_Offset[i]) to the Host.

Services without connection request 29 November 1999
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The filtering of found BT Devices is specified in HCl_Set_Event_Fi|ter

(Fi|ter_Type, FI|ter_Condition_Type, Condition) with the Filter_Type = Inquiry

Result. When the Inquiry procedure is completed. Inquiry Complete event

(Status. Num_Responses) must be returned to the Host. Othenivise. the com-

mand HCI_lnquiry_CanceI( ) will be used to directly stop the inquiry procedure.

HCILM-A

HCI lnulr
(LAP. Inq_Lengln. Num_F€esi

HCI Command Status event
(Status. Nurn_Ci-nd.

Gmd_OpCode}

Sub-scenario 1: Collection oft-31' Devices during Inquiry Procedure
"lnui "(ID-Packet

J‘ Random Access
0-10 3 'r

I‘ Random Access

"Inquiry" ID-Packet] ‘H923 '

FHS [BD ADDR. COD. ..]

"|nuiryV'{|D ackel)

Fl-IS {BU ADDR. COD ..

Hill In ul ‘Result event
(N un1_ Res, EtD_ADDR{l]. .J

Sub-scenario 2: explicit stopusing HC|_|nqi.Iiry_Cancel ii

HCI Inulrv Cancel P stop Inquiry 'i

HG! Command Complete euenl
(Num_C|nd. Cmd_0pUode

Status)

Sub-scenario 3: stop when Inq_Length expired or Num_Ras reached
I-lCl lnulr Comiete euenl

(Status. Num_Res}

r (1 - n limes '.-'

Figure 2.2.‘ One-Time inquiry

2.3 PERIODIC INQUIRY

Periodic inquiry is needed when the inquiry procedure is to be repeated

periodically. Receipt of the command HCl_Periodic_lnquiry_Mode

(Max_Period_Length. Min_Period_Length, LAP, Inquiry_Length,

Num_Responses) HC will start the periodic Inquiry Mode with the specified

1040 29 November 1999 Services without connection request
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parameters l'v1ax_Period_Length, Min_Period_Length. |nquiry_Access_code

(derived from LAP) and Inquiry_Length. As in the one-time Inquiry procedure,

only BT Devices that are specified in the HC|_Set_Event_Fiiter (Fi|ter_Type,

Fiiter_Condition_Type, Condition) with the Fiiter_Type = Inquiry Result will not

be filtered out. Therefore, in the inquiry cycle. one or several Inquiry Result

events (Num_Respohses. BD_ADDR[i], Page_Scen_Repetition_

Mode[i]. Pege_Scan_Period_Mode[i]. Page_Scan_Mode{i]. Ciass_Of_

Device[i], Ciock_Offset[i]) and Inquiry Complete event (Status.

Num_Responses) will be retumed to the Host with one, or a list of. found BT

Devices. The periodic Inquiry can be stopped using HCl_Exit_Periodic_

inquiry_Mode( ).

HCILM-A

% %
HCi_F'eriodic_ir1q uin,-_Mcvde
{Ma :¢_Period. Min_Period. .}

HCI Conimand Cornpiete evenl
(N un1_CrI‘ii:I. (3n1d__DpCode.

Status)

Sub-scenario 1: Collection of BT Devices during an inquiry Period

I’ Random Access

I" Random Access

"in uir |D-F‘ackeli 04023 ‘F

FHS Eli] ADDRCDD. .

"|i1qu|ry‘ iD- ' oicati

Fl-ES BD ADDR. Cali). II

HCI inui Result event Ir‘ 0 _ n “mes 1[Nur‘i'i_Re5. BD_ADDR[|1. ..J

Sub-scenario 2; explicit exit Periodic inquiry Mode using HC|_Exil_inquir'y_iv1ode [i

HcI_E>ii1 Perio:1ic_InqLiiryMoi:ie(i Pslcip periodic
inquiry ‘F

HCI Command Complete event
(N urn _Gn1d. Cmd _OpCod a.

Status)

Sub-scenario 3; when inq_i.ength _ei<pired or Nurn__Ftes reached => exit this Inquiry Period
HCi inui Compiete event

(Status. Nun1_FIes)

Figure 2.3: Periodic inquiry

Services without connection request 29 November 1999
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3 ACL CONNECTION ESTABLISHMENT AND

DETACHMENT

The overview of the ACL Connection establishment and detachment is shown

in i-'lg=.sre 352 Overview of ACL Connection establishment and detachment.

ACL-Connection-Request

PageJ'PageRes

Role Change

|
Encryption

Setup-Com plete

Optional
Activities

ACL-Disconnection

Figure 3.1: Overview ofAC1. Connection esfabtishment and detachment

29 November 1999 AOL connection emablishmentand detachment
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3.1 ACL CONNECTION REQUEST PHASE

The ACL Connection Request phase is identified between the

HCl_Create_Connection (BD_ADDR, Packet_Type.

Page_Scan_Repetition_Mode. Page_Scan_Mode, C|ock_Offset,

A||ow_Role_Switch) from the master side and the response from the slave side

with rejection or acceptation on the LM level. Three alternative sub-scenarios

are shown in Figtire "F\*C‘.i._ Cortnection Request phase,” on page 10:34.

§utJ-scenario 1: Slave rejects ACL Connection Request

if the ACL Connection request is rejected by slave. a Connection Complete

event (Status. Connection_Hand|e, BD_ADDR, Link_Type. Encryption_Mode)

will be then returned to Host, whereby the Status will be

copied from the Reason parameter of the command HCl_Reject_Connection_

Request (Reason. BD_ADDR). The parameters Connection_Hand|e and

Encryption_lvlode will be meaningless.

§ub-§cenario 2: Slave accepts ACL Connection Request

When the slave responds with Llvl P_accepted ( ) correspondent to LM P_host_

connection_req ( ), the ACL Connection Request is accepted. The master will

continue with the ACL Connection Setup. where pairing, authentication or

encryption will be executed.

§utJ-scenario 3: Slave accepts ACL Connection Request with Role Change

This case is identified when the slave sends an Llv1P_switch_req ( )to Initiate

Role Change. If the master accepts, the baseband Master-Slave Switch will be

executed. Thereafter, the ACL Connection Setup will continue.

Note: on the slave side, an incoming connection request can be automatically

accepted by using HC|_Set_Event_Fi|ter (Filter_Type, Filter_Condition_Type,

Condition) with the FiIter_Type = 0x02 !*Connection_Setup*;‘.

ACL connection establishment and detachment 29 November 1999
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HCI_Creat5 Cunnaction
iBD_AD|JR. Pat:J\el._Type. ..]

HCI Comm and Status a-«ant
Ifitatus. Nurn_CrrId.

cmd_0p::uuep

I’ Master-Role ‘r Page and Page Response. r‘ Slave-Rule ‘I

HCI Conneclnun Reuuest event
EBD_ADDFt. COD.
Lrnk_T',rpe=ACL}

Sub-scenario 1: Host-B rejects the AOL Connection Request
HC|_R&]E|2I__CDf11'IBGT|On__REE||.IE5l
[StalL:s=Host Ragected. BDJXDD
HCI Command Status E||'fi!'|l

(Slams. Nurn_Cmd.
Cn:u_0s=~'-Zoual

LMP not accepted
tuilcude. reason]

LMF detauhueasm}

F‘ ARO-Rd: ‘f
HCI Cunnacluun Comlele avenl

HCI Command Status event
ESE-Hus. Nun-:_Cmd.

Grr:u_Onflua2J
LMP accaptafl lupcuda]

Sub—sc:_enario 3'; Host.-B accepts the ACL_Co.nnectiun Requesrbui requiresa Role Change before

:ED_ADR. Ruler-Mstar}
HCI Command Status event

tslarus, Nu ril_CI11d.
l.'.'rnd_ClpCadaJLMP slut offset

{sIat_n!fsoL, E!D_ADDFlI

LMF‘_5wiI:|:h_lB¢l n

' If ¢AIIow_Ro|e_éwiu:h := 1 1'
=> accept Role Change

LMP accepted [opcma]

MasIeri_'S'lave $w1'tch .
P for details 4.9 Switch Role ‘J

H‘ Slave-Roha ‘II’ .I" Master-Rule ‘E

opm\1a=LMP_husl_mnnem'nn_raq:
HCI Flcne Chane event HCI Rule Cnarle event

{BD_ADDR, Na'w_fiota= Slave] {BD_ADDFl,
New_Ro|e=Ma51aII

Figure 3.2: AC}. Connection Request phase

29 November 1999 AOL conrrectlon esiablishmeniand detach men!
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3.2 ACL CONNECTION SETUP PHASE

If the ACL Connection Request phase was successful, the ACL Connection

Setup phase will start, with the goal of executing security procedures like pair-

ing. authentication and encryption. The ACL Connection Setup phase is suc-

cessfully finished when L|'v1P_setup_comp|ete ( ) is exchanged and the

Connection Complete event (Status=0xOU, Connection_Hand|e. BD_ADDR.

Link_Type, Encryption_Mode) is sent to the Host.

3.2.1 Pairing

If authentication is required and the BT Devices to be connected don't have a

common link key. the pairing procedure on LM Level will be executed using the

PIN input from Host. During the pairing, the authentlcation- and link key cre-

ation procedures will be done. Note: the created Link Key can be stored either
in the BT Device or in the Host.

ACL connection establishment and detachment 29 November 1999
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HCILMA HCILM-B
Master Slave

.__‘°.‘F_3‘_- T3°"’?¥39‘_"°_'.‘._"‘**4 ‘?2~’-‘_‘.’15‘a“'f?'T3" .
LMP features reoifeatuxesi

13:'¢'.i.¢ir_+':'_i:rié'bi¢:'='=i }A}ub{'L;ha- KEJ
' missed} '=> Link" Key. required

; Request an-enl
lBD_ADDF!}

HC{__ Lifl k_Kay_Haq Lna-5!._Nagamra_Reply

[Nurn_Cn'Id. Crnd_D1)Coda. Status!__T_________|_

If no Link.Key from H051
=3‘ PIN required

|:1Cl PIN Code Request auantI3D__fiDDR|
HCI PIN Code R uusi Re
EBCLADDR. F'|N_LefigTJ‘1. PIN!

HG! Command Cum late even:
lNurn_Cn1r.1. Crnr.1_DuCn:le.

HCI PIN Code: Reuueut Even:
[BrJ_AI:II:!R:

HC‘.|_PlN_Code_F\‘equasl_Rep|y
rBD_ADDR. F'|H_Lengt11. mu}

HCI Command Cnmprate I.-«rent

LMP am; red u nude! [””“‘—C”‘“":”‘d—°”C°'J""'Status}

LMP an randiranu m!
I’ Mutualhutherlk-uahun LMP sras [amh ras

based on the Inlt-Key '.r W", 3“ [and “and H”
LMP fires iaurh res

LMP_cumD_I-my [rand_nr]
LMP comb key [rand nr]

LMP au randmanu nn

based on NI: new LM ‘fires [a”m—rm']
cnmbanatnon key ‘.1 LMP au ranuir.-andr.rI

LM F'_5|1-:3 [a ui11_Ia5l
HCI Lunk Key Nufifiaatnun event Hcl Lznk Key Nnlifitiflllufl event

tElEI_ADDR. Lmk_Ke)'1 {BD_ADDR. L:nk_H.s-yj

Figure 3.3.’ AOL Connection setup with par'n'ng

29 November 1999 AOL conrrectlon efiablishmaniand detach men!
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3.2.2 Authentication

if a common link key already exists between the ET Devices. pairing is not

needed. Note: a Link Key created during pairing can be stored either in the BT

Device or in the Host. If the parameter Authentication_Enab|e is set. the

authentication procedure has to be executed. Here, the MSC only shows the

case when Authentication_Enab|e is set on both sides.

HC.-'LM-A HCILM-B
Master Slave

1'‘ ALili'I_Enabie = 1 ‘F 1" Auti1_EnauIe = 1 ‘F

__ __..&9L:¢¢rne=3!_9nrBs9.99s! finishes __ .
LMP feelures :u (features

LMP TEIBTLJ-|'6$ T35 TEBIUFBS

ar"i'A{5iii;E}i'ai5né§i'jAi&iti(Lii1'i;- __ _____ ____ __ _ __ _
missed) =* Link Key required if (Au1h__EnabIe==1')ANDiL|nk Key

Hci Link Ke Reuest errant missed) => Link Key required _
(ED-ADDW HG! Link Ka R uast event

HC|_Link_i<e'_r_Reo_uest_Rep|y (3fJ_,AD|JR}

[BD—‘“DDR' L"'“‘—K°'i” Hci Link Ke Reuest Rel
HCI Command Corniete event {SD-ADDR '-'“k—KE5')

[N.um_Cmd. Cmd_OpGocle. HCC ndf“ -
Stains] I ornma .vU|'TTifl15EVfint{Nurn__l'.ZrI1d_ i'.L‘rr1d_0pCode.

Status}

Auihenficaiion

LMP_au_rand {ranr.i_nr)
LMP ares eulh res"

LMF’ so rand [rand nr
LMP ares auth res)

Figure 3.4: ACL Connection setup with authentication

3.3 ENCRYPTION AND CONNECTION SETUP COMPLETE

Once the pairingfauthentication procedure is successful. the encryption proce-

dure wili be started. Here. the MSC only shows how to set up an encrypted

point-to-point connection (Encryption_Mode = 1 Fpoint-to-pointi). Note: an
encrypted connection requires an established common link key.

ACL connection establishment and detachment 29 November 1999
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HCILM-A HCILM-B

E
t‘ Encr_Mode=Pornt~to-Point ‘t I’ Encr_Mode=F’uint—to~Poinl ‘J

I t

...... ._ P""i’.“".§i".‘_"“.‘.-9"'E?"'iF"*.‘.9.‘.".‘_3". fi“i.5h.?"_.. ..

. Encryption
Lit.-‘IF’ en tlon n-rode re

{encr_n1odeJ
LMF‘ aboeted ooode

LMP_encrypIIon Key_sI2e_req
[I<ey_sIze]

LMP accepted a node]

LMP start an - on :-
{rand_nri

!.MF' attested anode

ACL Setup Compieta

LMP setup complete J

LMP setup comlete [

HCI CD|"l|"|BClI0|"| Corn lete euenl HCI Connection Cum
{Slatu5=D.1<CtEl. t.';onHand|e. EID_ADDR. ..) tS‘Iatu5=DttU0. ConHandie. E|.D_ADUR_ 1

_i__l._

Figure 3.5: Encn/ption and Setup complete

3.4 ACL DISCONNECTION

At any time, an established ACL Connection can be detached by an

HC|_Disconnect (Connection#Hand|e, Reason). If one or several SCO

Connections exist. they must first be detached before the ACL Connection can
be released.

Note: the disconnection procedure is one-sided and doesn't need an explicit

acknowledgment from the remote LM. So the ARC) Acknowledgment from the

LC is needed, to ensure that the remote LM has received the LMP_detach

(reason).

29 November 1999 AOL connection eaablishment and detachment
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@

_”£‘?_L_?_°fl"F_°‘f°“ 95%.-h'Eéhed.
HCI Dnsconnarl

(CanHandIe. Reason]

HCI Command Slalus Evant
(Slams. Nun1_Cmd.

Cn1d__0pCode.,'I
LMP detach {raason}

I‘ ARC!-Ack "I
HCI Disconnection Complale ave-nl HC1 Discunnadiun Complete evenl

(5Ialu5=DxDD (3onH:-Jndle. Reason] (SlaIus=DxflCI. Con!-I andls‘. Reason}

._I_

Figure 3.5: ACL Disconnection

ACL connection establishment and deiachrnent 29 November 1999

AFFLT0294-277



Samsung Ex. 1419 p. 1050

BLUETOOTH SPECIFICATION Version 1.0 B page 1050 of 1082

Message Sequence Charts
Bluetuoth.

4 OPTIONAL ACTIVITIES AFTER ACL CONNECTION

ESTABLISHMENT

4.1 AUTHENTICATION REQUESTED

Authentication can be explicitly executed at anytime after an ACL Connection

has been established. if the Link Key was missed in HCILM, the Link Key will

be required from the Host, as in the authentication procedure (see

Note: if the HCILM and the Host don't have the Link Key a PIN Code Request

event will be sent to the Host to request a PIN Code for pairing. A procedure

identical to AOL Connection Setup with Pairing (see J will be used.

m
2301. _C}<_)_r:_nee_tion__estatgl_ist1e_c_t

i'SIalus. Nu n1_C rnd
Cn'ld_DpCocIe}i

|f_Link Key rnissed
=> Link Key request to Host

HCI Link Ke Reuestevenl
[BD_ADDRl

HCI Link KB Ruest Rel
{ElD_ADDF-E, Link_Ke1_.-')

HCI Command Com u Ieta event
[Nun1_Crnd. CnId__0pCode.

' HG|_Authen1icalion:T{aquested I
{ConHencIIe}

HCI Command Status event

Status}!
LMP_au_raI1t1 {rand_nr]

If Link Key rhissed
=> Link Key request to Host

HCI Link K Re uesl event

{B|I|_.ADDR. Ln'Ik_Key]

[BD_ADDR)

HC|_Llnk_|<ey_ReqLiest_RepIy

HCi Command Con-ilale event
{l~.ium_i:‘.rnd. C|‘|'1EI_0|JCDdfi:

LMP sres {auIh_res} Slams}
HCI Authentication Cornutate evarrl

{Sl.atus=DxClCi. CI:rnHand|e}

Figure 4.1: Authentication Requested

29 November 1999 Optional activities after AOL Connection
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4.2 SET CONNECTION ENCRYPTION

Using the command HC|_Set_Connection_Encryption (Connection_Hand|e.

Encryption_Enab|e), the Host is able to switch the encryption of a connection

with the specified Connection_Hand|e to ONIDFF. This command can be

applied on both the master- and slave sides (only the master side is shown in

Figure 4.2 Set Connection Encryption). If this command occurs on the slave

side, the only difference is that Ll\rlP_encryption_mode_req (encryption_mode)

will be sent from the HCILM Slave. LMP_encryption_key_size_req (key_size)

and LMP_start_encryption_req (rand_nr) will still be requested from the HCILM
master.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-B
Slave

Adz. cpnnec_iiori'é{§{apI1éhea

Sutrscenana 1: Set Connection Encryption to ON.
HCI Set Connection Encr lion
(Cont-Iandle. Encr_Enat)1a=ON}

HCF Command flatus event
(Slams. Num_Cmd.

Grnd_O9Co:Iei
LMP_anu:ryplir.In n'Ioda_req

(encr_nInde]
LMF acceted 0 one)

LMP uni: ntmn ke size re
iitesgslzel

LMP accepted 0 one

LMP start an: 1:011 re
{rancl_nri

LMP accepted (anode

lion Chane event
(S lalLIs=DxDfl. Con Handle.

E|'1Cl‘_Et'IEIlZI|E=0N]
{5lalu5=L'ntD0. CranHaI1d1e.

Enc:r_EnaI:|u =ON]

Sub-scenario 2: Set Connection Encryption ta OFF
HCI Set Conneclion Encr ion
[CorIi-iendle Encr_Enah!e=OFF:

Hcr Command Status event
(Stains. Num_Cmd.

C:r:n1_DpCode; LMP enc lion mode -.u
(encr_n1ode)

LMPaccepted 0 one

LMP stop encr lion re

LMP accepted {opcuciei

Hci Enarwtuon Change avenl
iSta1us=Dt:D0. CcinHandIe.

Encr_E nabie =OFF)

HCI Encryplian Chane event
iSIalu5=0><fl0. CanHandIe.

Enc.r_Enab|e =OFF}

Figure 4.2: 8.9! Connection Encryption

4.3 CHANGE CONNECTION LINK KEY

Using the command HC|_Chenge_C0nnectic-n_Link_Key

(Connection_Hand|e). the Host can explicitly change the common link key
shared between the BT Devices.

29 November 1999 Optional activities after AOL Connection
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Note: if the connection encryption was enabled and the temporary link key was

used. it is the task of the BT Master to automatically restart the encryption (first

stop and then restart) after the link key is successfully changed.

ACL Connection esliablished __

(Con Handle}
HCl Command Status even!

i5'a‘“5' N“"‘—Cm"' LMP comb Ke ram-J nrCmr|_OpCoc| )
2 LM P_comb_ir.ey [rand _nr)

LMP 8U rand rand fir)

i‘ Mutual Authentication LMP Ems am” “asbased on the new
combination key ‘I LMP an rand rand nr

LMP era auth res
HCI Link Ke Notification evsnl HCI Link Ke Notification eyanl

{BD_ADDR. Lini-t_Key] [BD_ADDR. Lini<_Key]

- 1?(eH&r_éH;bia£éoNj'iiNo"(tam-.5"
Key :_;ser1)=> restart encryption‘ _ --

LMP u enor non rot)

LMP aooepted o do

LMP start eni: lion re
{rand_rir}

LMP accented opcode

HCI Chance Connection Link Ke Complete event
{Status=DxU0. GonHarIdie}

Figure 4.3: Change Connection Link Key

4.4 MASTER LINK KEY

The Pagers 4.4 Master Link Key shows how the Host can explicitly switch

between the temporary Link Key and the semi-permanent Link Key. Since this

command can only be used for the BT Master, the Link Key switch will affect all
connections.

Note: if encryption was enabled. it is the task of the BT Master to restart the

encryption separately for each slave.

Optional activities after ACL Connection establishment 29 November 1999
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Subnséenario 1: Switch from Semi-parm:ar1ent'Link Key to Master Link Key
HCI Master L||'1K K9

{Key_FIag=DxU1J'Masler-LK'fl
HCL Command Status Ewen‘!

(Slams. Num_C md
CmLl_0pCnde}

LMP_1em p_rand {rand _nr
LMP tam H15 rand |1I'

if {Ehcr_Enab1e==ON]
=> reslarrencryplion

LMP slot: ancr Hon re
LMP accepted :1 ode

LMPsIarI an at ptnon re .
{rand_r:r)

LMP ncceted :3 da)

HC|MaslerLInk Ke Corn HC|MaslerL|n|-1 Ke Com
(SIalus=U)t.0O. I1'.‘orIHarId|e. Keyjlag] (SlaIus=U:r.Dfl. GonHandle. Key_Flag]

Sub_-sc_enari:::- 2: Switch from Master Link Key l__o" Semi-p_ermanen_l Link Key
HCI_Master_LInK_Key

1jKey__FIag=UxDEH‘SemI—Fermanenl—L K'i}
HCI Command Status event

(Slams. Num_Cn1d.
Cmd_OpCode} LMP I158 Sam: --

If (én}:}'_'i~i}1at3':eé—-"ON:
=2 restart encryption (see above‘,-

HCI Master Lank Ke Cnmplele e enl HCI Masler Llnk Ke Com late event
(SlaIu5=UxDl’J. CnnHandIe. Key_F1-ag] {Stalus=I'J:n00. Cor1H{andie. Ke~,r_FIag]

_|__|_

Figure 4.4: Master Link Key

29 November 1999 Optional activities after AOL Connection
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4.5 READ REMOTE SUPPORTED FEATURES

Using the command HC|__Read_Ren1oteflSupported_Features

(Connection_Hand|e) the supported LMP Features of a remote BT Device can

be read. These features contain supported packet types, supported modes.

supported audio coding modes, etc.

Note: if the LMP Features was exchanged during ACL Connection Setup. the

HCILM A may return the Read Remote Supported Features Complete event

(Status, Connection_Handle, LMP_Features) without exchange of LMP PDUs.

 HCJLM-A HCILM-B

KOL_Co_nnectio_n established____'_ _ ____ _
HCI_Read Remote Suorted Features

[Con Handle":

HCI Command Status event
(Status. Num_Cmd.

l‘.‘rnd_OpCode] LMP features re features

LMF’ features res (features)

HCI Read Remote Su n u u rted Features Complete event
{StstLts=0x0C|. C-onHand|e LMF'_ ealures}

_|_

Figure 4.5.’ Read Remote Supported Features

4.6 READ CLOCK OFFSET

Using the command HC|_Read_C|ock_Offset (Connection_Hand|e) the BT
Master can read the Clock Offset of the BT Slaves. The Clock Offset can be

used to speed up the paging procedure in a later connection attempt. If the

command is requested from the slave device, the HCILM Slave will directly

return a Command Status event and an Read Clock Offset Complete event

without exchange of LMP PDUs.

Optional activities after ACL Connection establishment 29 November ‘[999
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HCILM-A HCILM-B
Master Slave

_ _ AC1. Co_nner:t_ion_esta1f_J_lish_e5|_ '
HCI Read Cinch Offset

tcunhandle}

HCI Command Stalus event
(Status. NLIrn_Cn1d.

Cn1d_0pC-me} LMP clkoffsel -

LMP_cJtcoffs«el_res
{clad-:_affs.et]

I-ICI Head Clock Offsel Comlete event
(S'ta'rus=C|xOD, ConHancI1e_ CIod<_OITseI}

_|_

Ffgure 4.6: Read Clock Offset

4.7 READ REMOTE VERSION INFORMATION

Using HCI_Read_Remote_Version_lnforn1etion (Connecti0n_Hand|e) the ver-

sion information consisting of LM P_Version. Manufacturer_Name and

LM P_Subversion from the remote BT Device can be read.

_ _ IACL Connection established _
H(2I_R-ad Remote Version Inlbrmalunn

[Cu r1HandIe]

HCI Command Stains evenl
(Slams. NLIm_Cmd.

Cn1d_O|:-Crude]
LMP_vers1en_req

(\a'ersNr Cnmpld. SuL‘:\.I'ersNr}

LMP version res
(\I'P.rsNr Cnrnplcl Sut-Verswrj

HCI Read Remote VEFSMH Inhnrmatlun Cnrnplele euenl

[SIBlus=D:r.flO. Con1-Ienclle. LMP_[ersiun. .]
Figure 4. 7.’ Read Remote Version Infannaffon

29 November 1999 Optional activities after AC1. Connection
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4.8 005 SETUP

To set up the Quality of Service, the command HCl_QoS_Setup

(Connection_Hand|e, Flags, Se-rvice_Type. Token_Rate. Peak_Bandwidlh,

Latency, Delay_Variation) is used.

HC.-‘LM-A HCILM-B

' ecu. cor_1_n_t=._cticgn;e§1§_b_Iis1-lea:
H _ I-SCI‘ 005 Sale;

(cmhandle. Flags. Senr1ce_Ty1:ne .3
HCI Command Slalus even!

(Status. Nurn_CrrId.
Cmd_DpCode}

(pol|_Intarvaf, N_bo]

LMP accepted 1: code

HCI 005 Setup Com - Iela evenl HCI I.'.‘loS Selup Com - late evenl
Sla1us=0xOU', CI:-nHar1drB. Fhags, .. S1atus=flxD0. Con!-iandle. Frags, .

Figure 4.8.‘ 008 Setup

4.9 SWITCH ROLE

The command HC|_Switch_Ro|e (BD_ADDR. Role) can be used to explicitly

switch the current role of the local ET Device for a pafiicular connection with

the specified BT Device (BD_ADDR). The local HCILM has to check whether

the switch is performed or not.

Optional actlviiies after ACL Ccnneciion esiablishment 29 November ‘I999

AFFLT02942B5



Samsung Ex. 1419 p. 1058

BLUETCIOTH SPECIFICATION Version 1.0 B page 1058 of10B2

Message Sequence Charis

_ "AC; Ctnnheclion a§!5t§[jst]§c_!

Subescenarlo 1: Master raquifes the
Masterfsfave Switch

HCI Swucn Rule

HCI Command Status event
(Slams. Num_CmcI.

Cmd__0:3CocIe}
LMP switch re )

LMP slr.-I nffsei
(§I01_Dfl'5ueT. EID_P.DDR}
LMP accepted topcoda}

Subiscenario 2: Stave-requires the Master!
Stave -Switch

HCI Swuch Role
(BD_ADDR. Fit:-|e=Maslar:

I-ICI Command Slalus event
(Status. Num_Cm1:l.

LMP slol affsel Cn1cI_OpC.ocIa‘,:
(s|ul_oHse1. E-D_ADDR}

LMP awltch re

LMP_accenteti (opcodej

Mastefislave Switch

{mmmon for sub-scenarija 1 and 2]

FH5 (ED ADDR. C00. .1
'FH S-Ad-I” |D—F‘ackel

Use new r:hanne1 arnelers ..
P Slave-Role ‘.-' P Master-Role '.f

E‘ master-Role ‘F !‘ Stava-Rore ‘f

." Master—R:JIe ‘E

HCI Rule Change ave-nl HCI Rule Change event
[3talus=Ox00 BD_ADDR. Naw_Roie=SIava) (SIalus=O::0D. BD_ADDR. Naw_Ro1a=MasIar]

_|__l_

Figure 4.9: Switch Rate

29 November 1999 Optional activities after AOL Connection
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5 SCO CONNECTION ESTABLISHMENT AND

DETACHMENT

5.1 SCO CONNECTION SETUP

SCO Connection setup requires an established ACL Connection. It is the task
of the Host to create an ACL Connection first and then the SCO Link.

Note: On the slave side. an incoming connection request can be automatically

accepted by using HCl_Set_Event_Filter (Fi|ter_Type. Fi|ter_Condition_Type.

Condition) with the Filter_Type = 0x02 !*Connection_Setup*f. Furthermore. for

each SCO Link to a BT Device. a separate SCO Connection Handle is needed.

5.1.1 Master activates the SCO Connection setup

To set up an SCO Connection, the HCl_Add_SCO_Connection

(Connection__Hand|e, Packet_Type) command is used. The specified
Connection_Handle is related to the ACL Connection that must have been cre-

ated before the HCl_Add_SCO_Connection is issued.

HCJLM-A HCILM-B
Master Slave

HCI Add SCD Connection
(ACL_ConHandle, P3cket_Type)

HCI Command Slalus event
(Status. Num_Cmd

CrncI_0pCode]

HCI Con necllon Request event
ED_ADDFl. COD. Lnnk_Type=SCO

HCI Accel Conneuaon Ruest
[ED__.F\DDF-l. Role)

HCI com mand Status event
(Status. Nun1_Cn1d.

Cmd_GpCodejLMF’ acceted anode

HCI Connectrun Com - lele event HCI Connection Com - Iete even!

SIatIJ5=0x00. SCO_ConHarrdle. ..J (sta1us=oxn0. SCO_I.'JonHand|e. ..}

Figure 5.1: SCCJ Connection setup (activated from master)

S00 Connection establishment and detachment 29 November 1999
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5.1.2 Slave activates the SCO Connection setup

The same command HC|_Add_SCO_Connection (Connection_i-tandle,

Packet_Type) can he used to create an SCO Link when the local BT Device is

a BT Slave. Here the specified Connection_Hand|e belongs to the established

ACL Connection between the BT Devices. Compared to %.":.'i.‘:, the only differ-

ence is that the HCILM Slave starts the SCO Setup with LMP_sco_linl<_req
first.

HCILM-A HCILM-B
Master Slave

*_‘‘‘3_‘: c_""‘_‘T'9‘.’_“‘*"_'.‘.§_~°.""=‘.‘_‘?"§t“°-_"_3i_ ._ _. .. _. __ ._ _. _ __
HCI Add SCO Connection

{ACL_ConHandIa' Pact-:el_Type}

HCI Command Stelus evenl
[Status NurrI_Cr'nd.

Cmd_DpCode)LMP soc link :0

HCI Connection Reuest evenl
{BD_ADDR. Cot). I_:nk_Type=SCO_

HCI Aooe Connecuon Ruesl
(BD_ADDR. Role)

HCI Command Stalus event

(Status. Num__Cn1d.
Crnd_OoCode:

Figure 5.2: SCO Connection setup (activated from stave)

5.2 SCO DISCONNECTION

An established SCO Connection can be detached at any time. Since several
SCO Connections can exist between a BT Master and a BT Slave, an SCO

Disconnection only removes the SCO Link with the specified SCO Connection
Handle. The other SCO Connections will still exist.

29 November 1999 SCO Connection establishment and
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_ J_‘\_C1:___C_§_i'_Jn_"_r'1£_:_tj:tion established
HCI Dtsconnecl

(Status. Num_Cmd.
Cmcl_O_urCode}

HCt Dlsmnnecflofi C0411 .
(313'U5=UK‘3'U. ‘V [L 0“t'|3|'|d‘e. - StatLI5=flxtJU. SCD_CunHar:tI|e. .._1

Figure 5.3: SCO Disconnection

SCO Connection establishment and detachment 29 November 1999
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6 SPECIAL MODES: SNIFF, HOLD, PARK

Entry into sniff, hold or park mode requires an established ACL Connection.

The following table summarizes the modes and the BT Role that can request,

force. activate or exit the modes.

Masterfslave Masterfslave Masterrs Iave

Master Masterfslave Master

Activation Master Masterfslave Master

Release Masterfslave Automatic Masterfslave

Table 6.1: Summary ofmodas (Sniff? Hold, Park)

6.1 SNIFF MODE

Sniff Mode is used when a slave shall participate in the piconet only in a sniff

interval. For the Sniff Mode negotiation. the Host specifies the

Sniff_Max_lnterva! and the Sni1f_Min_|nterva| so that HCJLM will be able to

choose the one sniff interval in this range. The used command is

HC|_Sniff_Mode (Connection_HandIe, Sniff_Max_lnterva|, Snif‘f_Min_lnterva|,

Snifi_Attempt. Sniff_'l'|meout).

Since Sniff Mode is a periodic mode, the command HC|_Exit_Sniff_Mode

(Connection_Handle) is needed to return to Active Mode.

29 November 1999 Special modes: sniff. hold. park
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HG.-'LM-A HCILM-B

ACL Connection established
HCI Sniff Mode

(ConHa.ndle.SnrlT_l\."la1t_lrlterval. .)
HCI Command Slalus even!

(Status. Num_Crnd.
Crnr:l_Or:Coda]

P Mmaslef _} Su_b~sc'enario' 1: Master forces SlavainSniff Mode
LMP sniff

{lIrn|ng_oonlroI_flags D sniff

l’ A=Masler Sub—scenario'?2: Master or Slave r B=Sleve

or Slave ‘l requests 5|-“ff Made or Master ‘l

{liming ccnnlml l'lags,D_smfl'_ .

LMF'_ar.cep|.ad to code}

Sniff Mode slartea

HCI Mada Chane event

[Slalus=Oxl:|C|. ConHandle Current Mode=SnrI’l, .1 Ha Mode Chane aver“
(Stalus=0nD0. ConHanuI|e. Curr'enI_Mode=$niff .)

Sub-scenario 3: Exit Sniff Mode

HCl_ExIl_5nIff Mode
(Cont-landlel

HCl Command Stalus event
(Status. Num_Gn1d.

CrI1d_0pCode) L MP :1 n sniff =

LMF’ accepted 1: code

_ HCI Mode Chane event

(S!a1us=I'.JxUI'J. ConHancI|e. Current MocIe=Ai:IIve. .) HCI Mada Chane mam

‘ (Sl.aIus=0:a')D_ Cu-nHandIe. Currenl_ll.I'|ot:le=Ad Ne. ..

Figure 6.1: Sniff Mode

6.2 HOLD MODE

Hold Mode is useful when a BT Device doesn't want to participate in the

connection for a Hold Mode Length. Using the command HC|_Ho|d_Mode

(Connection_Hand|e, Hold_Max_Length. Ho|d_Min_Length), the Host speci-

fies the Hold_Max_Length and Ho|d_Min_Length. The HCILM will then be able

to negotiate a Hold Mode Length in this range. When the hold mode is started

Special modes: sniff, hold. park 29 November 1999 1063
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or complete, Mode Change event (Status. Connection_

Handle, Current_Mode, Interval) will be used to inform the Host about the
actual mode.

Note: the Hold Mode is exited when the Hold Mode Length has expired. so it is

no guarantee that the remote BT Device is immediately active.

AC—L_‘C_tonnet:_tion-estaolished
HC! HDJCI MDUH

(ConHand|e Ho|d_Mude_Max_InIervaI. ..}
HCL Ccmlmand Status even!

(Status, Num_Cmd.
CrrId_OpCode:I

P A=Ma5ler ‘F

_ _H9'd Mefiiartfl _
HCI Mode Chan u e event

(3‘talu5=0xCiD. ConHand|e. Currerll_Mode=Ho|d. ..} Hm Mme Chan e “am

I {Status =CJx'D0. ConHant||e. Current__ Modo=HodcI. .;
Hold Mode complete

HCI Mode Chan e event
(Stalus=0:dIHJ. CI‘J¢1HaIlCI|B. Curr1anI_lvIode=AdNe. J HCI Mode Chan a even!

‘ {Slalus=Dx0O.ConHanuIa.Gun-ent_Mode=Aot:ve. .3

Figure 6.2: Hold Mode

29 November 1999 Special modes: sniff. hold. park
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6.3 PARK MODE

Park Mode is used to render the slaves inactive but still synchronized to the

master using the beacon interval. In park mode. broadcast is performed.

6.3.1 Enter park mode

Using the command HCI_ParI<_Mode (Conneclion_Hand|e.

Beacon_Max_|nterva|, Beacon_Min_|ntervai) the Host specifies the

Beacon_Max_lnterva| and Beacon_Min_lnterva| so that HCILM can set up a

Beacon-Interval in this range for the BT Slaves. in Park Mode, the BT Slave

gives up its ANLADDR.

Special modes: sniff. hold. park 29 November 1999
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HC!LM—A

. 5'-‘Gt. Cennecfion eS*a?9*.isLé<_* .

{CnnHendIa. Beauon_Max_|nlerua!. ..
HCI Gonlmand Status even!

(Slams, Nut-n_Crnd.
Crnd_OoCooeJ

Sutvscenario 1: Master forces Slave into Park Mode
LMP I . rk

{limIr1g_r:on|roI_fiags. D_b. .3

4‘ A=Master ‘F "Sub-scenario 2:-Master requests Stave into Park Mode
LMP rk re (

LMP acoated ooodfi

LMP | . |'K
u|i"|'1|i1g_CDI'IlFI'.'ri_f-lags. J

-“' A=S|ave '4' Sub:scenari.o 3: Slave requestato be put into Perk Mode 3' B=Ma5l'*=' ‘F .

(liming_cor1tro|_fiag5.D_b_ }

. F_’ar.*<"£'?999_§§r1ed
HCI Mode Chane evenl

fSla1I.1s=UJ:fl(J. ConHar1d|e Currenl_MocI|=.'=Park. .} Hm Mode change even‘

r- A=Masler ‘I Optional LM Actions during Park Mode

ttnrning_con1mI flags D in J
LMF'n1od' beacon

thm:ng_conlruI_fIags. D_b. .3

Figure 5.3.’ Enter Park Mode

6.3.2 Exit Park Mode

Since Park Mode is a periodic mode, the command HC|_Exit_Park_Mode

(Connection_Hand|e) will be used to return to Active Mode. A parked BT Slave

can send an Access_Request_Message to request to leave the Park Mode.

It is the task of master HCILM to use LMP_unpark_PM_ADDR_req (..) or

Lfv1P__unpark_BD__ADDR__req (..) to unpark a BT Slave.

1056 29 November 1999 Special modes: sniff. hold, park
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 HCILM-A HCILM-B

. ______ ____ ___ ________ _A_0_L_ !§_51?1_'r1E_~_t;='_t'i_r_=_'r_*_-_=;'si'a*J|ishfed i
HCI Elm Park Mode

fCcmHand|e)

HCI Corn ma ncl Slaius event
(Slams. Nurr!_Crnd.

Cm d_DpCodL=.]

I‘ A=MasIer '.f

Sub—Scenar’n:I 2: Master unparks Slave
using F'M_ADDR

LMP_unpark_PM_ADDR_ra ,. to all slaves .1,
{IIrr1In_c1::nlr0|_flags. D_I:I. Bl.‘J_ADDR. .]

I’ A=Mas1ar ‘I I‘ B$Iava ‘I

LMP accepted to I‘ only from Inns slave hr

Sub—scenario 3: Slave unparks inlsalf r E=Masler -a

"Access Ruesi - e ID-Pautet

rk BD ADDWPM ADDF-Lreq
:lIrnIng_r:anlrn|_f|ags. D_b. .}
LMF’ acmtad ococle

HCI Mode Chane event

(S1alus=D>cDD. CunHandIa. Curran! Mude=Adrve. .3 HC, Mada Ghana mm
fS{atus=0xfl0. ConHandle. CLInanl_Mode=A::lrva . ‘r

_|_

Figure 6.4.’ Exit Park Mode

Special modes: sniff. hold. park 29 November 1999
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7 BUFFER MANAGEMENT, FLOW CONTROL

The HC Data buffers are configured by the HC and managed by the Host. On

initialization. the Host will issue HCI_Read_Buffer_Size. This specifies the

maximum allowed length of HCI data packets sent from the Host to the HC.

and the maximum number of AOL and SCO data packets that the HC can store

in its bufier. After a connection is created, HC will frequently inform the Host

about the number of sent packets using Number Of Completed Packets event

(Number_of_Handles, Connection_Handle[l}, HC_Num_Of_

Cornp|eted_F-‘aokets[i]) (see §5Egt.ié‘E-E 1'3? Host-to-HC flow control).

HCILM-A HCILM-B

initialisation

HCI Command Ctlffllfiifi E\I'B|'1l
Stats, A.CL_DaIa_Pat:kel_Lenglh. ..

Baseoand data act-tats

HCI-AOL or HCI-SCO date diets
HCI Number Of Dom bated Packets averfl
{Nurn_of__Hand|es.CorIHandlem .)

Figure 7.1’: Host to H0 flow control

Accordingly the HC to Host flow control can be applied in the same way so that

during initialization the Host configures the Buffer Size and later the Host Con-

troller will manage the Host Buffers.

Using HCl_SetflHostWController_To_Host_F|ow__Control

(F|ow_Control_Enable) the Host can decide to apply the HC to Host flow

control or not. For flow control itself HCl_Host__Buffer_Size

(H ost_ACL_Data_Packet_Length. Host_SCO_Data_Packet_Length,

Host_Tota|_Num_ACL_Data_Pacl<ets, Host_Tota|_Num_SCO_Data_Packets)

and HCl_Host_Number_Of_Comp|eted_Paokets (Number_of_Handles,

Connection_Hand|e[I]. Host_Num_Of_Completed_Pacl<ets[I]) will be used (for

details see Figure-3 ’i‘ .2‘ HC to Host Flow Control).

29 November 1999 Butter management, flow control
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HCILM-A HCILM-B  

Initiaiiisatibn
HC1 Seal Hos! Cmlrclhar To Hus: F|cm Cmtml

[Frow_CunIroI EnanIe=DN)
HC1CommancI Corn late evanl

{NLI'Tl_C!TI2L Cmd _0DCu1e. Slauas)

HCI Ho-st Bn.n“ferSize
{Hnsl A(‘.L_DaIa Paaeel Len31n...!

HC.‘ICDn1n1and Gurnfele even!

AC_1L§ndJ_or _SC—0 Cgrjqecfiofl Hs1a_bhshe_d _HCI-ACL Dr HCI-SEO dafa

Basebana dala uackels

HCI-ACLU! HCI-ECO CH3 DBCMBE

Nurn cal Handies. CanHand|e[I]. ..

Figure 7.2: HG to Host Flow Control

Buffer management. flow control 29 November 1999
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8 LOOPBACK MODE

8.1 LOCAL LOOPBACK MODE

The local Loopback Mode is used to loopback received HCI Commands. and

HCI ACL and HCI SCO packets sent from the Host.

The HC will send four Connection Complete events (one for ACL, three for

SCO Connections) so that the Host can use the Connection_l-landles to re-

send HCZI AOL and HCI SCO Packet to HC. To exit the local Loopbaok Mode.

HCI_Write_Loopback_Mode (Loopback_Mode=Dx0O) or HC|_Reset ( J will be
used.

Bluetunth.

29 November 1999 Loopbacit Mode
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Enter Local Loopback Mode
HCI Write Loopback Mode

(Loopback_Mode=Ioca| loopbackl

HCI Connection Com lete event

Status. ACL_C.on Handle. BD_ADDR. Link_Tvpe=ACL. Encr_MoUeJ

HCI Connection Complete Event
(Status, SCO_ConHand|e1. E!D_ADDR, Lint\_Type=SCO. Encr_Mode}

HCI Connection Comlete event

(Status, SCD_ConHannIe2. EtD_ADDR. Link_Tvpe=SCD, Encr_Mode}

HCI Connection Complete event
(Status. SCO__ConHartd|e3. BD_ADDR. Linlr._Type=SCD. Encr_|'v'|ode}

HCI Command Complete event
(Num_Cmd, Cmd_OpCocte=HCl_Write_Loopbaok. Status)

Sub-scenefie-'1: loopback HC1-ACL and HCI-SCO packets
HCI-AOL. Hcl-SCO actiets ..

J‘ Ioopback alt received
HCI-ACL and HCI-5CD

HCI-ACL. HCI-SCU packets . packets '.I'

' S'ub-scenario 2;‘ Ioopback HCI: Command packets
HG!-Commend - ackets ..

E‘ Special commands like
HC|_Bufier_Size ._ will not

HCI Loopback Command event be moped back '.t
{HC|__Comrnand_Paoket]

Exit Locat Loepbaok Mode
HC|_WrIte_Loopbac:k_Mocte

(Loopback_Mode=no loopback)

HCI Disconnection Complete event
(Stetus=0x0D, SCO_I3onHand|e1. Reason}

HCI Disoonneotion Complete event
{Status=0x00. SCD_ConHandle2, Reason)

HCI Disconnection Complete event
(Status=DxDO, SCD_ConHand|e3. Reason)

HCI Disconnection Complete event
(Status=Du0O. ACL_ConHenc|te. Reason)

HCI Command Complete event
(Num_Cmt:t. Cmo_OpCode=HC|_Wt'ite_Loopbeck__Mode. Status)

Figure 8.1: Locat Loopback Mode

Loopback Mode 29 November 1999
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3.2 REMOTE LOOPBACK MODE

The remote Loopback Mode is used to Ioopback all received Baseband AOL

and SCO Date received from a remote BT Device. During remote Loopback

Mode, ACL and SCO Connection can be created. The remote Loopback Mode

can be released with the command HCI_Write_LooptJack_Mode

(Loopback_Mode=0xOO).

HCILM-A HCILM-B

Enter Remote Loopback Mode

(Lnept-adI._ Mode=ramoie loopbadd
HCI Commalad Com Iale event

[Nut-n_Cmd. CmcI_D:_1Code_
Status]

Create ACL Connection

Create SCO Connections
HCI-AC1... HCI-SC.‘-CI ackels ..

Eeseband F\CL- ECO-Packets ..

Easeband .F\CL-. SEO-Packets

 HCI-ACLI Hclsco packets -
Exit Remote Loophack Mode

Remove SCO Connections

Remove AOL Connection

HCI_W::Ia_Loopback_Mnda
(LoopIJar_‘.k_h"bocIe=no roopoadt)

HCI Command Com Iele evenl
[Num_Cmd. Cmd_OpCode.

Status:

Figure 8.2: Remote Loopback Mode

29 November 1999 Loopback Mode
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9 LIST OF ACRONYMS AND ABBREVIATIONS

Bluetooth

Host Controller

Host Controtler Interface

Lower Address Pan

Link Controiier

Link Manager

Link Manager Protoool

Message Sequence Chart

Protocol Data Unit

List of Acronyms and Abbreviations 29 November ‘T999
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0x7E gs-2.;-s; re:

A

Abort- is 2; 420
ACCESS RIGHTS ACCEPT{?r-';3§ <25;

ACCESS RIGHTS REJECT {F235 45:‘.-

ACCESS RIGHTS REQUEST {R-'5‘; 455

Ack Code EH.-3] ‘E81

Ack code {Hit} ran

Acknowledgement Timer (T1 ) §F: if 4€.==.“.-
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Pr-ofiies of the Biuerooth System Bluetuuth.
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Q ERIC ACCESS PROFILE

This 3- rofile efines the generic procedures
relatg to di covery of Bluetooth devices

(idle ode p ocedures) and link management

aspe ts of c_ nnecting to Bluetooth devices

(congecting mode procedures). It also defines
progedures related to use of different security

levels. In a dition, this profile includes com-
‘ n formfit requirements for parameters

sfifccessigfe on the user interface level.~ cg
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‘$0.2

1!,‘-.3 Service

Féefereszces....................... . .. . .. .. .. .. ..

‘I December 1999

AFFLT0294-328



Samsung Ex. 1419 p. 1101

BLUETOOTH SPECIFICATION Version 1.0 B page 19 of 440

Generic Access Profile

F0 REWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabilities) from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.

1 December 1999

AFFLTD294329



Samsung Ex. 1419 p. 1102



Samsung Ex. 1419 p. 1103



Samsung Ex. 1419 p. 1104



Samsung Ex. 1419 p. 1105



Samsung Ex. 1419 p. 1106



Samsung Ex. 1419 p. 1107



Samsung Ex. 1419 p. 1108



Samsung Ex. 1419 p. 1109



Samsung Ex. 1419 p. 1110



Samsung Ex. 1419 p. 1111



Samsung Ex. 1419 p. 1112



Samsung Ex. 1419 p. 1113



Samsung Ex. 1419 p. 1114



Samsung Ex. 1419 p. 1115



Samsung Ex. 1419 p. 1116



Samsung Ex. 1419 p. 1117



Samsung Ex. 1419 p. 1118



Samsung Ex. 1419 p. 1119



Samsung Ex. 1419 p. 1120



Samsung Ex. 1419 p. 1121



Samsung Ex. 1419 p. 1122



Samsung Ex. 1419 p. 1123



Samsung Ex. 1419 p. 1124



Samsung Ex. 1419 p. 1125


