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6.5.3.2 Dedicated bonding

initiate bonding make airable

Delete link key to
paged device

l=_'aging_

LMP=name reg_ _ _ _

-_-_ I-MP;.'."'i'T'$'£§ _ ._

Li'v'|F’_host_connection_re

LMP acce ted

Authentication

LMP detach

Figure 6. ?: Bonding as perfonned when the purpose of the procedure is only to create and
exchange a link key between two Bluetocth devices.

6.5.4 Conditions

Before bonding can be initiated. the initiating device (A) must know the Device

Access Code of the device to pair with. This is normally done by first perform-

ing device discovery. A Bluetooth Device that can initiate bonding (A) should

use limited inquiry. and a Bluetooth Device that accepts bonding (B) should

support the limited discoverable mode.

Bonding is in principle the same as link establishment with the conditions:

- The paged device (B) shall be set into pairable mode. The paging device (A)

is assumed to allow pairing since it has initiated the bonding procedure.

The paging device (the initiator of the bonding procedure, A) shall initiate
authentication.

Before initiating the authentication part of the bonding procedure, the paging

device should delete any link key corresponding to a previous bonding with

the paged device.

If the paging device does not intend to initiate any higher layer initialization

during bonding, it need not send LlvlP_host_request before initiating
authentication.
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7 ESTABLISHMENT PROCEDURES

-I
1 Link establishment

2 Channel establishment

Connection establishment

Table 7.1: Establishment‘ procedures

The establishment procedures defined here do not include any discovery part.

Before establishment procedures are initiated. the information provided during

device discovery (in the FHS packet of the inquiry response or in the response

to a name request) has to be available in the initiating device. This information
Is:

- The Bluetooth Device Address (BD_ADDR) from which the Device Access

Code is generated:

' The system clock of the remote device;

- The page scan mode used by the remote device.

Additional information provided during device discovery that is useful for mak-

ing the decision to initiate an establishment procedure is:

- The Class of device;

- The Device name.

7.1 LINK ESTABLISHMENT

7.1.1 Purpose

The purpose of the link establishment procedure is to establish a physical link

(of ACL type) between two Bluetooth devices using procedures from {*3} and

till.

7.1.2 Term on Ul level

'B|L.Ietooth link establishment‘

Establishment procedures 1 December 1999
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?.1.3 Description

In this sub-section, the paging device (A) is in security mode 3. The paging

device cannot during link establishment distinguish if the paged device (B) is in

security mode 1 or 2.

7.1.3.‘! B Q] secgritg mode 1 gr2

make connectabie

switch negotiation H

Link setulp H

LMP hosl connection re

LMP acoe ed

.3iuih_entic_af|i3n_ _

-E-ricryipiion negotietion U

Link selup complete

Figure ?.1.' Link esrabiishment procedure when the paging device (A) is in security mode 3 and
the paged device (3) is in security mode 1 or 2.
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7.1.3.2 Bin security: mode 3

make connectable

Paging

“Switch negotiation I I

I Link setup

LMP hcst_ccnne-ction re

LMF'_accepted

Authentication

Authentication

‘Encryption negotiation

Link setup complete

Figure 7.2: Link estabiisirment procedure when both the paging device (A) and the paged
device (B) are in security mode 3.

7.1.4 Conditions

The paging procedure shall be according to it} and the paging device should

use the Device access code and page mode received through a previous

inquiry. When paging is completed. a physical link between the two Bluetooth
devices is established.

If role switching is needed (normally it is the paged device that has an interest

in changing the masterislave roles) it should be done as early as possible after

the physical link is established. If the paging device does not accept the switch.

the paged device has to consider whether to keep the physical link or not.

Both devices may perform link setup (using LMP procedures that require no

interaction with the host on the remote side). Optional LMP features can be

used after having confirmed (using LMP_feature_req) that the other device

supports the feature.

Establishment procedures 1 December 1999

Bluetooth.

AFFLT0294357



Samsung Ex. 1316 p. 1130

BLUETOOTH SPECWICATION Version 1.0 B page 48 of44D

Bluetuoth.

When the paging device needs to go beyond the link setup phase, it issues a

request to be connected to the host of the remote device. if the paged device is

in security mode 3, this is the trigger for initiating authentication.

Generic Access Profile

The paging device shall send LMP_host_connection_req during link establish-

ment (i.e. before channel establishment) and may initiate authentication only

after having sent LMP_host_connection_request.

After an authentication has been performed, any of the devices can initiate

encryption.

Further link configuration may take place after the Ll'v1P_host_connection_req.

When both devices are satisfied. they send LlvlP_setup__complete.

Link establishment is completed when both devices have sent

LMP_setup_cornp|ete.

7.2 CHANNEL ESTABLISHMENT

7.2.1 Purpose

The purpose of the channel establishment procedure is to establish a Blue-

tooth channel (a logical link) between two Bluetooth devices using {:3}.

T.2.2 Term on Ul level

'Bluetooth channel establishment’.

7.2.3 Description

In this sub-section. the initiator (A) is in security mode 3. During channel

establishment, the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.

‘I December 1999 Establishment procedures

AFFLT029435B



Samsung Ex. 1316 p. 1131

BLUETOOTH SPECIFICATION Version 1.0 B page 49 of 440

Generic Access Profile

7.2.3.1 B in security: mode 2

established link

L2CAP_Con neclF2eq

Authentication

Encryption negotiation

L2CAP ConnectRsp(+)

Figure 7.3: Channei estabiishment procedure when the initiator (A) is in security mode 3 and
the acceptor (B) is in security mode 2.

7.2.3.2 Bin security mode 1' or 3

__ established link

L2CAP_Con nectReq

LZCAP ConnectRs(+)

Figure 7.4: Channel estabiishment procedure when the initiator (A) is in security mode 3 and
the acceptor (B) is in security mode 1 or 3.

7.2.4 Conditions

Channel establishment starts after link establishment is completed when the

initiator sends a channel establishment request (L2CAF’_ConnectReq).

Depending on security mode. security procedures may take place after the
channel establishment has been initiated.

Channel establishment is completed when the acceptor responds to the chan-

nel establishment request (with a positive L2CAP_ConnectRsp).

Establishment procedures 1 December 1999

AFFLT0294359



Samsung Ex. 1316 p. 1132

BLUETOOTH SPECHFICATION Version 1.0 B page 50 of 440

Bluetuoth.
Generic Access Profile

7.3 CONNECTION ESTABLISHMENT

7.3.1 Purpose

The purpose of the connection establishment procedure is to establish a con-

nection between applications on two Bluetooth devices.

?.3.2 Term on UI level

'Bluetooth connection establishment’

7.3.3 Description

In this sub-section, the initiator (A) is in security mode 3. During connection

establishment. the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.

7’. 3. 3.1 B in security mode 2

connecl_est_req

Authentication

Encryption negotiation

connecl_est_acc

Figure 7'. 5: Connection establishment procedure when the initiator (A) is in security mode 3
and the acceptor (B) is in security mode 2.
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7.3.3.2 Bin security: mode 1 or3

established channel

connect BS1 re 0

connect__est_acc

Figure 7.6: Connection estabiishment procedure when the initiator (A) is in security mode 3
and the acceptor (B) is in security mode 1 or 3.

7.3.4 Conditions

Connection establishment starts after channel establishment is completed,

when the initiator sends a connection establishment request ('connect_est_req'

is application protoco|—dependent). This request may be a TCS SETUP mes-

sage {5} in the case of a Bluetooth telephony application Cmdiess Teiephony

?scfiie. or initialization of RFCOMM and establishment of DLC 36%] in the case of

a serial port-based application Eieriaé Port Profits (although neither TCS or

RFCOMM use the term ‘connection’ for this).

Connection establishment is completed when the acceptor accepts the

connection establishment request ('connect_est_acc' is application protocol

dependent).

7.4 ESTABLISHMENT OF ADDITIONAL CONNECTION

When a Bluetooth device has established one connection with another

Bluetooth device. it may be available for establishment of“.

- A second connection on the same channel. andior

- A second channel on the same link, andior

- A second physical link.

If the new establishment procedure is to be towards the same device. the secu-

rity part of the establishment depends on the security modes used. If the new

establishment procedure is to be towards a new remote device, the device

should behave according to active modes independent of the fact that it

already has another physical link established (unless allowed co-incident radio

and baseband events have to be handled).

Establishment procedures 1 December 1999
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8 DEFINITIONS

In the following, terms written with capital letters refer to states.

8.1 GENERAL DEFINITIONS

Mode A set of directives that defines how a device will respond to certain
events.

ldle As seen from a remote device, a Bluetooth device is idle, or is in idle

mode. when there is no link established between them.

Bond A relation between two Bluetooth devices defined by creating. exchang-

ing and storing a common link key. The bond is created through the bonding or

LMP-pairing procedures.

8.2 CON NECTION-RELATED DEFINITIONS

Physical channel A synchronized Bluetooth baseband-compliant RF hopping
sequence.

Piconet A set of Bluetooth devices sharing the same physical channel defined

by the master parameters (clock and BD_ADDR).

Physical link A Baseband-level connection" between two devices established
using paging. A physical link comprises a sequence of transmission slots on a

physical channel alternating between master and slave transmission slots.

ACL link An asynchronous (packet-switched) connection‘ between two
devices created on LMP level. Traffic on an ACL link uses AC1. packets to be
transmitted.

SE30 link A synchronous (circuit-switched) connection‘ for reserved bandwidth
communications; e.g. voice between two devices, created on the LMP level by

reserving slots periodically on a physical channel. Traffic on an SCO link uses

SCO packets to be transmitted. SCO links can be established only after an
ACL link has first been established.

Link shorthand for an ACL link.

PAGE A baseband state where a device transmits page trains, and processes

any eventual responses to the page trains.

PAGE_SCAN A baseband state where a device listens for page trains.

1. The term 'connection‘ used here is not identical to the definition below. It is used in the
absence of a more concise term.

'1 December 1999 Definitions
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Page The transmission by a device of page trains containing the Device

Access Code of the device to which the physical link is requested.

Page scan The listening by a device for page trains containing its own Device
Access Code.

Channel A logical connection on L2CAP level between two devices serving a

single application or higher layer protocol.

Connection A connection between two peer applications or higher layer

protocols mapped onto a channel.

Connecting A phase in the communication between devices when a connec-

tion between them is being established. (Connecting phase follows after the

link establishment phase is completed.)

Connect (to service) The establishment of a connection to a service. if not

already done, this includes establishment ofa physical link. link and channel as
well.

8.3 DEV|CE—RELATED DEFINITIONS

Discoverable device A Bluetooth device in range that will respond to an

inquiry (normally in addition to responding to page).

Silent device A Bluetooth device appears as silent to a remote device if it does

not respond to inquiries made by the remote device. A device may be silent

due to being non-discoverable or due to baseband congestion while being
discoverable.

Connectable device A Bluetooth device in range that will respond to a page.

Trusted device A paired device that is explicitly marked as trusted.

Paired device A Bluetooth device with which a link key has been exchanged

(either before connection establishment was requested or during connecting

phase).

Pre-paired device A Bluetooth device with which a link key was exchanged,

and the link key is stored, before link establishment.

Un-paired device A Bluetooth device for which there was no exchanged link

key available before connection establishment was request.

Known device A Bluetooth device for which at least the BD_ADDR is stored.

Un-known device A Bluetooth device for which no information (BD_ADDR.

link key or other) is stored.

Definitions 1 December 1999
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Authenticated device A Bluetooth device whose identity has been verified

during the lifetime of the current link, based on the authentication procedure.

8.4 PROCEDURE—RELATED DEFINITIONS

Paging A procedure for establishing a physical link of ACL type on baseband

level, consisting of a page action of the initiator and a page scan action of the

responding device.

Link establishment A procedure for establishing a link on LMP level. A link is

established when both devices have agreed that LMP setup is completed.

Channel establishment A procedure for establishing a channel on L2CAP
level.

Connection establishment A procedure for creating a connection mapped
onto a channel.

Creation of a trusted relationship A procedure where the remote device is

marked as a trusted device. This includes storing a common link key for future

authentication and pairing (if the link key is not available).

Creation of a secure connection. A procedure of establishing a connection,

including authentication and encryption.

Device discovery A procedure for retrieving the Bluetooth device address.

clock. class-of-device field and used page scan mode from discoverable
devices.

Name discovery A procedure for retrieving the user-friendly name (the Blue-

tooth device name) of a connectable device.

Service discovery Procedures for querying and browsing for services offered

by or through another Bluetooth device.

8.5 SECURITY-RELATED DEFINITIONS

Authentication A generic procedure based on LMP-authentication if a link key

exists or on LMP-pairing if no link key exists.

LMP-authentication An LMP level procedure for verifying the identity of a

remote device. The procedure is based on a challenge-response mechanism

using a random number, a secret key and the BD_ADDR of the non-initiating

device. The secret key used can be a previously exchanged link key or an ini-

tialization key created based on a PIN (as used when pairing).

Authorization A procedure where a user of a Bluetooth device grants a

specific (remote) Bluetooth device access to a specific service. Authorization

'1 December 1999 Definitions
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implies that the identity of the remote device can be verified through authenti-
cation.

Authorize The act of granting a specific Bluetooth device access to a specific

service. It may be based upon user confirmation, or given the existence of a

trusted relationship.

LMP-pairing A procedure that authenticates two devices, based on a PIN, and

subsequently creates a common link key that can be used as a basis for a

trusted relationship or a (single) secure connection. The procedure consists of

the steps: creation of an initialization key (based on a random number and a

PIN), L|'v|P-authentication based on the initialization key and creation of a com-
mon link key.

Bonding A dedicated procedure for performing the first authentication, where

a common link key is created and stored for future use.

Trusting The marking of a paired device as trusted. Trust marking can be done

by the user. or automatically by the device (e.g. when in pairable mode) after a

successful pairing.

Definitions 1 December 1999
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9 ANNEX A (NORMATIVE): TIMERS AND CONSTANTS

The following timers are required by this profile.

Timer Recommended . .

Normal time span that a
Bluetooth device performs
inquiry.

Minimum time in

lNQUIRY_SCAN.

Maximum time between

repeated iNQUlRY_SCAN
enterlngs.

A Bluetooth device shall
not be in a discoverable

mode less than TGAp(103}.

A Bluetooth device should
not be in limited discover-

able mode more than

TGAp{104).

Used during inquiry and
device discovery.

A discoverable Biuetooth
device enters

INQU lRYflSCAN for at least

TGAp{101) EVETY

Maximum value of the

inquiry scan interval,

Tinquiry scan-

Minimum time to be
discoverable.

Recommended upper limit.

Tabie 9.1: Defined GAP tirners
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10 ANNEX B (INFORMATIVE): INFORMATION FLOWS
OF RELATED PROCEDURES
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10.1 LMP-AUTH ENTICATION

The specification of authentication on link level is found in

Verifier .

( initiator)
init_aulhenticatiori

secret ke

{link key or Kinit) {link key or Kinit)

Generate
random number

|mp_au_rand

Calculate Calculate

challenge response

Figure 10.1: Lrl/iP—a-urhenticarron as defined by 524?.

The secret key used here may be either an already exchanged link key or an

initialization key created in the LM P-pairing procedure.
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10.2 LMP-PAIRING

The specification of pairing on link level is found in E2}.

Verifier .

i'"i“a‘°'>

Generate
random number

LMP_in_rand

LMP_a-coepted

Calculate Kinit Calculate Kinit

Imp-authentication-

create link key

Figure 10. 2: LMP-pairing as defined in ,*'2_:‘.

The PIN used here is PNBB.

The create link key procedure is described in section 3.3.4 of [2] and section

14.2.2 of [1]. In case the link key is based on a combination key. a mutual

authentication takes place and shall be performed irrespective of current secu-

rity mode.

10.3 SERVICE DISCOVERY

The Service Discovery Protocol {F5} Specifies what PDUs are used over-the-air

to inquire about services and service attributes. The procedures for discovery

of supported services and capabilities using the Service Discovery Protocol are

described in the S£§f‘»’ECE? Discovery Appiication i-‘rattle. This is just an example.

1 December 1999 Annex El {informative}: Information flows of
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initiate service discovery make cannectable

_ Link estab|isl:Imen_r_

C hannel establishment

_ service discovery session '

Channel release

LMP_detach

Figure 10.3: Service discovery procedure.
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FOREWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and

procedures (generally termed capabilities) from the Bluetooth SIG specifica-
tions, and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

It is expected that the number of services that can be provided over Bluetooth

links will increase in an undetermined (and possibly uncontrolled) manner.

Therefore, procedures need to be established to aid a user of a Bluetooth-

enabled device to sort the ever-increasing variety of services that will become

available to himiher. While many of the Bluetooth-enabled services that may be

encountered are currently unknown, a standardized procedure can still be put

into place on how to locate and identify them.

The Bluetooth protocol stack contains a Service Discovery Protocol (SDP)

BT_SDP_spec:{7] that is used to locate services that are available on or via

devices in the vicinity of a Bluetooth enabled device. Having located what

services are available In a device, a user may then select to use one or more of

them. Selecting, accessing, and using a service is outside the scope of this

document. Yet, even though SDP is not directly involved in accessing services,

information retrieved via SDP facilitates service access by using it to properly
condition the local Bluetooth stack to access the desired service.

The service discovery profile defines the protocols and procedures that shall

be used by a service discovery application on a device to locate services in

other Bluetooth-enabled devices using the Bluetooth Service Discovery Proto-

col (SDP). With regard to this profile. the service discovery application is a spe-
cific user-initiated application. In this aspect, this profile is in contrast to other

profiles where service discovery interactions between two SDP entities in two

Bluetooth-enabled devices result from the need to enable a particular transport

service (e.g. RFCOMM, etc.}, or a particular usage scenario (e.g. file transfer,

cordless telephony, LAN AP, etc.) over these two devices. Service discovery

interactions of the latter kind can be found within the appropriate Bluetooth

usage scenario profile documents.

The service discovery in the other profile documents has a very narrow scope;

e.g. learning about the protocols and related protocol parameters needed for

accessing a particular service. Nevertheless, the fundamentals of the service

discovery procedures covered in this profile document, and the use of the

Bluetooth protocols in support of these procedures can be replicated in other

profile documents as well. The only difference is that for the other profiles

these procedures are initiated by application-level actions within the applica-

tions described by the corresponding profiles, as opposed to user-level actions

for this profile.

‘I December 1999 introduction
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SDP provides direct support for the following set of service inquiries:

- Search for services by service class:

- Search for services by service attributes; and

- Service browsing.

The generic service discovery application considered for this profile also

covers the above service inquiry scenarios.

The former two cases represent searching for known and specific services.

They provide answers to user questions like: "Is service A, or is service A with

characteristics B and C, available?'' The latter case represents a general

service search and provides answers to questions like: "What services are

available?" or "What services of type A are available?"

The above service inquiry scenarios can be realized two-fold:

- By performing the service searches on a particular device that a user ‘con-

scious|y' has already connected to, andior

By performing the service searches by ‘unconsciously connecting to

devices discovered in a device's vicinity.

Both of the above approaches require that devices need first to be discovered.

then linked with, and then inquired about the services they support.

1.2 SYMBOLS AND CONVENTIONS

This profile uses the symbols and conventions specified in Section 1.2 of the

Generic: Access Profile
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2 PROFILE OVERVIEW

Bluetuuth.

2.1 PROFILE STACK

Figure 2.1 shows the Bluetooth protocols and supporting entities involved in

this profile.

SrvDscApp

SDP (server:

LZCA layer

Baseband

Figure 2.1’: The Bruetooth protocol stack for the service discovery profits

The service discovery user application (SrvDscApp) in a local device (LocDev)

interfaces with the Bluetooth SDP client to send service inquiries and receive

service inquiry responses from the SDP servers of remote devices (RemDevs)

BT_SDP_spec:[?}. SDP uses the connection-oriented (CO) transport service in

L2CAP. which in turn uses the baseband asynchronous oonnectionless (ACL)

links to ultimately carry the SDP PDUS over the air.

Service discovery is tightly related to discovering devices. and discovering

devices is tightly related to performing inquiries and pages. Thus. the SrvD-

scApp interfaces with the baseband via the BT_moclule_Cntrl entity that

instructs the Bluetooth module when to enter various search modes of opera-

tion.1

1. The BT_mor:lu|e_Cntrl may be part ofa Bluetooth stack implementation (and thus he shared
by many Bluetooth-aware applications) or a ‘lower part‘ of the SrvDscApp. Since. no
assumptions about any particular stack or SrvDscApp implementations are made. the
BT__moduIe_Cntrl entity represents a logiwi entity separate from the SrvDscApp. which may
or may not be part ofthe SrvDscApp itself. a stack component. or any other appropriate
piece of code.
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The service records database (DB) shown in F'igure 2.? next to an SDP server

is a logical entity that serves as a repository of service discovery-related infor-

mation. The ‘physical form’ of this database is an implementation issue outside

the scope of this profile.

2.2 CONFIGURATIONS AND ROLES

The following roles are defined in this profile:

- Local device (LocDev): A LocDev is the device that initiates the service

discovery procedure. A LocDev must contain at least the client portion of the

Bluetooth SDP architecture BT_SDP_spec:{‘i‘;. A LocDev contains the ser-

vice discovery application (SrvDscApp) used by a user to initiate discoveries

and display the results of these discoveries.

Remote Device(s) (RemDev(s)): A RemDev is any device that participates

in the service discovery process by responding to the senrice inquiries gen-

erated by a LocDev. A RemDev must contain at least the server portion of

the Bluetooth SDP architecture BT_SDP_spec:§‘i}. A RemDev contains a

service records database. which the server portion of SDP consults to

create responses to service discovery requests.

The LocDev or RemDev role assigned to a device is neither permanent nor

exclusive. A RemDev may also have a SrvDscApp installed into it as well as an

SDP client. and a LocDev may also have an SDP server. In conjuction with

which device has an SrvDscApp installed, an SDP-client installed, and an

SDP-server installed. the assignment of devices to the above roles is relative to

each individual SDP (and related) transaction and which device initiates the

transaction. Thus. a device could be a LocDev for a particular SDP transaction.

while at the very same time be a RemDev for another SDP transaction.

With respect to this profile, a device without a Ul (directly or indirectly available)

for entering user input and returning the results of service searches is not con-
sidered as a candidate for a LocDev. Nevertheless. even if such a device is not

considered as a candidate for a LocDev, the procedures presented in the fol-

lowing sections can still apply if applications running in such a device need to

execute a service discovery transaction.
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£57.)

Eel 111 La: phone
that carrier: brldgei

-1555':printer

Figure 2.2: A typical service discovery scenario

The figure above shows a local device (the notebook) inquiring for services
among a plethora of remote devices.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

- Search for services by service ciass.

- Search for services by service attributes. and

- Service browsing.

The first two cases represent searching for known and specific services. as

part of the user question "Is service A, or is service A with characteristics B and

C, available?" The latter case represents a general service search that is a

response to the user question "What services are available?"

This profile implies the presence of a Biuetooth-aware. user-level application.

the SrvDscApp. in a LocDev that interfaces with the SDP protocol for locating

services. in this aspect, this profile is unique as compared to other profiles. It is

a profile that describes an application that interfaces to a specific Bluetooth

protocol to take full advantage of it for the direct benefit of an end-user.
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2.4 PROFILE FUNDAMENTALS

Before any two Bluetooth-equipped devices can communicate with each other

the following may be needed:

- The devices need to be powered-on and initialized. Initialization may require

providing a PIN for the creation of a link key, for device authorization and

data encryption.

A Bluetooth link has to be created, which may require the discovery of the

other device's BD_ADDR via an inquiry process, and the paging of the other
device.

While it may be seem natural to consider a LocDev serving as a Bluetooth

master and the RemDev(s) serving as Bluetooth slaveis). there is no such

requirement imposed on the devices participating in this profile. Service discov-

ery as presented in this document can be initiated by either a master or a slave

device at any point for which these devices are members of the same piconet.

Also, a slave in a piconet may possibly initiate service discovery in a new pico-

net, provided that it notifies the master of the original piconet that it will be

unavailable (possibly entering the hold operational mode) for a given amount of

time.2

The profile does not require the use of authentication andior encryption. If any

of these procedures are used by any of the devices involved, service discovery

will be performed only on the subset of devices that pass the authentication

and encryption security 'roadblocks' that may impose to each other. In other

words, any security restrictions for SDP transactions are dictated by the secu-

rity restrictions already in place (if any) on the Bluetooth link.

2.5 CON FORMANCE

If conformance to this profile is claimed. all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process-mandatory).

This also applies to all optional and conditional capabilities for which support is

indicated. All mandatory capabilities. and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the

Bluetooth certification program.

2. Recall that a master of a piconet cannot initiate a new piconet. Since a piconet is ultimately
identified by the BD_ADDR and the Bluetooth clock of its master, the latter piconet will be
identical to and indistinguishable from the former.
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3 USER INTERFACE ASPECTS

3.1 PAIRING

No particular requirements regarding pairing are imposed by this profile. Pair-

ing may or may not be performed. Whenever a LocDev performs service dis-

covery against as yet ‘unconnected’ RemDev(s), it shall be the responsibility of

the SrvDscApp to allow pairing prior to connection. or to by-pass any devices

that may require pairing first. This profile is focused on only performing service

discovery whenever the Loclilev can establish a legitimate and useful base-

band link3 with RemDev(s).

3.2 MODE SELECTION

This profile assumes that, under the guidance of the SrvDscApp, the LocDev

shall be able to enter the inquiry andfor page states. It is also assumed that a

RemDev with services that it wants to make available to other devices (e.g.

printer, a LAN DAP, a PSTN gateway, etc.) shall be able to enter the inquiry

scan andior page scan states. For more information about the inquiry and page
related states see Se-ctiorz 8.

Since the SrvDscApp may also perform service inquiries against already con-

nected RemDevs, it is not mandatory according to the profile that a LocDev

always be the master of a connection with a RemDev. Similarly, a RemDev

may not always be the slave of a connection with a LocDev.

3. A legitimate and useful baseband link is a Bluetooth baseband link that is properly authenti-

cated and encrypted (if so desired], whenever any of these options are activated by any of
the devices participating in this profile.
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4 APPLICATION LAYER

4.1 THE SERVICE DISCOVERY APPLICATION

in this subsection. the operational framework of the SrvDscApp is presented.‘
§~‘igLire 4.1 shows aitemative possibilities for a SrvDscApp.

5rvDscApp_C5rvDacApp_A SrvDscApp_B

Figure 4.1: Three possible SrvDscApps

The SrvDscApp alternatives shown in Figure 4.1, which are not exhaustive by

any means. achieve the same objectives but they follow different paths for

achieving them. in the first alternative (SrvDscApp_A), the SrvDscApp on a

LocDev inquires its user to provide information for the desired service search.

Following this, the SrvDscApp searches for devices. via the Bluetooth inquiry

procedure. For each device found, the LocDev will connect to it, perform any

necessary link set-up, see related procedures in Generic Access Profile {$3.

and then inquire it for the desired services. In the second alternative

(SrvDscApp_ B), the inquiry of devices is done prior to collecting user input for

the service search.5

4. This profile does not dictate any particular implementation for a SevDisApp. it only presents
the procedures needed to achieve its objectives.

5. Device inquiries may even occur by means outside the scope of a particular SrvDscApp
implementation. But. since such other means are notguaranteed to exist. it is recommended
that the SrvDscApp activates device inquiries too.
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In the first two alternatives. page, link creation. and service discovery are done

sequentially on a per RemDev basis; Ie. the LocDev does not page any new

RemDev prior to completing the service search with a previous RemDev and (if

necessary) disconnecting from it. In the last alternative (SrvDscApp_C), the

LocDev. under the control of the SrvDscApp. will first page all RemDevs, then

will create links with all of these devices (up to a maximum of 7 at a time), and

then inquire all the connected devices for the desired services.

Service Discovery Application Pnoiiie

Just as an example. we focus on a SrvDscApp similar to the one represented

by the SrvDscApp_A in i~'igtii‘e -<1 1. In summary. SrvDscApp (for ease of nota-

tion, the suffix '_A‘ has been dropped) has the following features:

- The SrvDscApp activates Bluetooth inquiries following a user request for a
service search,

For any new RemDev found following an inquiry, the SrvDscApp will finish

service discovery and terminate its link against this device prior to attempt-

ing to connect to the next RemDev,

For any RemDev already connected, the LocDev does not disconnect fol-

lowing service discovery. and

The user of the SrvDscApp has the option of a trusted and untrusted mode

of operation, whereby the SrvDscApp permits connections -

a) only with trusted RemDev. or

b) with any of the devices above plus any newly discovered

Remnevs that require nothing more beyond possibly pairing with
the default all-zero PIN, or

c) with any of the devices above, plus any additional RemDev for
which the user explicitly enters a non-zero PIN.

The above options have to do with the degree of user involvement in configur-

ing and interacting with the SrvDscApp and setting the security levels that the

user is willing to accept for the service searches. When selecting options (a) or

(b), then for the devices with which no legitimate connections can be estab-

lished, it is assumed that the SrvDscApp ignores them without any cue to its

user (however, this too is an implementation issue).

When a LocDev performs a service discovery search. it does so against three

different types of RemDevs:

1. trusted devices: These are devices that are currently not connected with the

LocDev but the LocDev device has already an established trusted relation
with-

. unknown (new) devices.‘ These are untrusted devices that are currently not
connected with the LocDev.

. connected devices: These are devices that are already connected to the
LocDev.
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To discover type ‘i or 2 RemDevs, the SrvDscApp needs to activate the

Bluetooth inquiry andior page processes. For type 3 RemDevs, the latter pro-

cesses are needed. To perform its task, SrvDscApp needs to have access to

the BD_ADDR of the devices in the vicinity of a LocDev, no matter whether

these devices have been located via a Bluetooth inquiry process or are already

connected to the LocDev. Thus, BT_module_Cntr in a LocDev shall maintain

the list of devices in the vicinity of the LocDev and shall avail this list to the

SrVDSCApp.

4.2 SERVICE PRIMITIVES ABSTRACTIONS

This section briefly describes the functionality of a SrvDscApp. This functional-

ity is presented in the form of service primitive abstractions that provide a for-

mal framework for describing the user expectations from a SrvDscApp. It is

assumed that the underlying Bluetooth stack can meet the objectives of these

service primitive abstractions directly or indirectly.5 The exact syntax and
semantics of the service primitive abstractions (or simply "service primitives")

may be platform-dependent (e.g. an operating system. a hardware platform,

like a PDA, a notebook computer, a cellular phone, etc.) and are beyond the

scope of this profile. However, the functionality of these primitives is expected

to be available to the SrvDscApp to accomplish its task.

"ietzie 4.? contains a minimum set of enabling service primitives to support a

SrvDscApp. Low-level primitives like openSearch(.) or cIoseSearch(-) are not

shown and are assumed to be part of the implementation of the primitives

shown whenever necessary. Different implementations of the Biuetooth stack

shall (at a minimum) enable the functions that these service primitives provide.

For example, the serviceSaarch(.) service primitive permits multiple identical
operations to be handled at once. A stack implementation that requires an

application to accomplish this function by iterating through the multiple identical

operations one—at-a-time will be considered as enabling the function of this ser-

vice primitive.7 The service primitives shown next relate only to service primi-
tives whose invocation result or relate to an over-the-air data exchange using

the Bluetooth protocols. Additional service primitives can be envisioned relat-

ing to purely local operations like service registration, but these primitives are

outside the scope of this profile.

. These service primitive abstractions do not represent programming interfaces, even though
they may be related to them. The word ‘directly’ is used to describe the possibility that the
described function is the result ofa single appropriate call of the underlying Bluetooth stack
implementation. The word indirectly‘ is used to describe the possibility that the described
function can be achieved by combining the results from multiple appropriate calls of the
underlying Bluetooth stack implementation.

. Even though the service primitives presented in this profile are assumed to act upon a local
device for accessing physicaiiy remote devices. they are general enough to apply in cases
where the ‘remote device‘ characterization is only a logical concept; i.e. inquired service
records and service providers are located within the same device that invokes these primi-
tives. This general situation is outside the scope of this profile.

Application layer 1 December 1999

AFFLTlJ2943B5



Samsung Ex. 1316 p. 1158

BLUETOOTH SPECFFICATION Version 1.0 B page 76 of440

Service Discovery Appiication Profile
Bluetooth.

service Pnmmve resulted actionabstraction

serviceBrowse

{L|ST( RemDev)
LIST( RernDevRelation 1

LIST( browseGroup )
getRemDevName
stopRule}

servlcesearch

{L|ST( Remflev J
L|ST( Rembevfieiation )
L|ST( searchPattem.

attrfbuteijst )
gratRemDevName
stopRule}

en umerateRemDev

(L|ST( ciassOfDevi’ce )
stopfiulel

termInatePrimitive

(prim.r'{iveHandle
returnResults)

a search for services {service browsing) that belong to the
list of browseGroup services in the devices in the list of
Remlitevs: the search may be further qualified with a list of
F:‘ernDevReietion parameters, whereby a user specifies
the trust and connection relation of the devices to be

searched; e.g. search only the devices that are in the Rem-
Dev list for which there is a trust relation already estab-
lished: when the ggtRemDevName parameter is set to
"yes," the names of the devices supporting the requested
services are also returned; the search continues until the

stopping rule stopRule is satisfied

a search whether the devices listed in the list of Remljevs

support services in the requested list of services; each ser-
vice in the list must have a service search pattern that is a
supersel of the searchPattem: for each such service the
values of the attributes contained in the corresponding
attributet.-‘st are also retrieved: the search may be further
qualified with a list of Remflevfielation parameters,
whereby a user specifies the trust and connection relation
of the devices to be searched {e.g. search only the devices
thatare in the RemDevlist for which there is a trust relation

already established): when the getRernDevNarne parame-
ter is set to "yes," the names of the devices supporting the

requested services are also returned; the search continues
until the stopping rule stopRule is satisfied

a search for RemDev in the vicinity of a LocDev; RemDev
searches may optionally be filtered using the list of cias-
sOfDevice (e.g. LAN APs); the search continues until the
stopping rule stopRule is satisfied

a termination the actions executed as a result of invoking

the services primitive identified by the primitive!-iandlef
optionally. this service primitive may return any partially
accumulated results related to the terminated service

primitive

Tabie 4.1: Service primitives in support of SnrDscApp

*. It is assumed that each invocation of a service primitive can be identified by a primi-
tiveHandie, the realization of which is implementation-dependent.

The stopRuie parameter is used to guarantee a graceful termination of a ser-

vice search. It could represent the number of search items found, or the dura-

tion of search. or both. A Bluetooth stack implementation may not expose this

parameter, in which case it shouid provide guarantees that all searches termi-

nete within a reasonable amount of time, for example, say, 120sec.
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The enumerateRemDev(.) service primitive is directly related to the inquiry

mode of operation for the baseband. It also relates to the collection of RemDev

that a LocDev is currently connected with. This service is exported to the SrvD-

scApp via the BT_modu|e_Cntr, see Figure 2.1. The interface between

BT_module_Cntr and baseband is for activating Bluetooth inquiries and col-

lecting the results of these inquiries. The interface between the

BT_module_Cntrl and (an) LZCAP (implementation) is for keeping track of the

RemDev that currently are connected to the LocDev.

The result of the enumerateRemDev(.) service primitive can be used with the

serviceSearch(.) to search for desired services in the devices found. Once

again, based on the implementation of the Bluetooth stack, this service primi-

tive may not be provided explicitly, but its service may be provided within other

service primitives; e.g. the serviceSearch(.).

Missing primitive parameters shall be interpreted (whenever appropriate) as a

general service search on the remaining parameters. For example. if the

LIST( RemDev ) parameter is missing from the serviceSearch{.), it means that

the search shall be performed against any device found in the vicinity of a

LocDev. In this case, the first two service primitives may be combined to a

single one.

The above service primitives return the requested information, whenever

found. Based on the way that these service primitives are supported by a Blue-

tooth stack implementation, the results of a search may directly return by the

corresponding calling function, or a pointer to a data structure may be returned

that contains all the relevant information. Alternatively. a Bluetooth stack imple-

mentation may have altogether different means for providing the results of a
search.

4.3 MESSAGE SEQUENCE CHARTS (MSCS)

This profile is concerned with three distinct Bluetooth procedures. Device dis-

covery. device name discovery, service discovery. Note that each one of these

procedures does not preclude any other; e.g. to connect to a RemDev, a

LocDev may have to first discover it, and it may also ask for its name. The

M505 relating to the first two procedures (i.e., device and name discovery) are

provided in section 2 of L|WHCl_MSCs:{tS]. Sections 3, 4.1 and 4.2 of

LMiHC|_MSCs:§j€i,i provide the MSCS relating to the third procedure (i.e., ser-
vice discovery). See also section 4 of BT_LM_spec:{4§. The first two proce-

dures do not require host intervention. while the third does.

aT:gure -11.2 summarizes the key message exchange ‘phases encountered dur-

ing the execution of this profile. Not all procedures are present at all times, and

not all devices need to go through these procedures all the time. For example,

if authentication is not required, the authentication phase in the figure will not

be executed. if the SrvDsvApp needs to inquire for services on a specific

RemDev with which the LocDev is currently connected, inquiries and pages
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may not be executed. In the figure, the conditions under which particular

phases are executed or not are also provided.

m=.—.d._».i rrJ.|y mm.-J
frvqu ' r1 H9 pg.-an-6|’.nan .-..m..r.- Ll.-If .1'n|-1' -. I-‘J

:.h‘.r‘ rum u:-.-: rmr-(14:41 .Jnl}' wry.“j_...-..._._.-._...__...p rte us -I.'- r‘:'1er.n‘J- n_mu-
LN? r.:n:= r-_-_» a L ’ L4-------———j—j or I I:'.1v!r..'u is rv.-qulxnzd

' net.-do-1' nrI_| }- wlicn

on-|y wl'|r>rI sm,-1,: i4_;.- rngquujrx-:nu-r:r_a.
._A an -Ln. Lndc; p.u'r.'r;_x_:.

.mI:.f: r. n" .'.1l. fr-4. it. nVII_“')'£J| [cm .2: r..~:-.t..-d'

I1-md..-id nn1_|- |~‘fir.'.': E.-5.‘ .':_--n-_' t.'-4.1:‘ n=L_-'nr-a-'
». m.-gr_ur:'.u .'.-ms mic: l.?.:-_:.- rn.-n ..-in:-mu.‘

.'.2CM' :n'n:a.-1.-.--..-rn-m In-r u'.-an
nu .-_il’II.' c!1-7.'II .mu)

.r.-a 3111' .-<¢‘-rv.>r

: emu" an I: a any
-‘1 I:.1':.1:1E.-"lsnks
as fr':‘Ed|:‘d

Figure 4.2: Bluetooih processes in support of this profiie

In addition to the MSC in figure 4.2, Annex A shows what Bluetooth proce-

dures and PDUS are needed to support the service primitives presented in
Section 9-1.2.
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5 SERVICE DISCOVERY

The service discovery application does not make use of SDP as a means of

accessing a service. but rather as a means of informing the user of a LocDev

about the services that are available to hisiher device by (and possibly via)

RemDev(s). BT-aware applications running in a local device can also use the

procedures described in this and the following sections to retrieve any pertinent

information that will facilitate the application in accessing a desired service in a
remote device.

Tataie 5.1 shows the SDP feature requirements in a LocDev and in a RemDev.

I
SDP client

Tabie 5.1: SDP feature requirements

Table 5.2 shows the SDP PDUs can be exchanged between devices following

this profile.

Ability to Send Ability to Receive

LocDev Remtiev Loclllev Remflev

SEJP_ErrorResponce C1 M M 01

SDP_ServiceSearchRequest M C1 C1 M

SDP_ServioeSearchResponse C1 M M C1

SDP_ServioeAttributeRequesi M C1 C1 M

SD P_ServiceAttributeResponse C1 M M C1

SDP_ServioeSearchAttributeRequest M C1 C1 M

SDP_ServioeSearchAttributeResponse C1 M M C1

Comments:

{C1}: With regard to this current profile. these PDU transmissions will not occur. Neverthe-
less, since a device could act as a LccDev on some occasions and as a Remljev on others.

these PDU transmission may still take place between these devices.

Tabie 5.2: Aiiowed SDP PDUS
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5.1 AN SDP PDU EXCHANGE EXAMPLE

Figure 5.1 shows two examples of SDP PDU exchanges. In particular, it shows

PDU exchange sequences for the inquiry and retrieval of any information perti-

nent to a particular Eiluetooth profile.

" '. L-«rat.-. n J.':rlII.-|'JL or .".-'.'.-. 'r.‘ 1 I.-.-' ...r.urn :‘5.'H'

EDP norvicdsqa rchflagr. '

_=e:'\- ! -.-.:J"¢--.~.:rI'i.'ia:.'n1_| :.-f
-: L-‘L -_ :.j1-.?!1_~
i

EDP_ narvlcusuarchflnpi -

A\.1"'J ‘L-.«_-2.-. .. : ;m...-.u .I .-{

BDP aarvicajlttrlhulckeqi I3-Lit “ml Eh!

Figure 5.1: SDP PDU exchange exampies for retrieving protocoiDescripi.‘OrLisl‘s

For each PDU sent, the figure shows which device sends it (shown on the

starting side of an arrow) and any relative information that this PDU carries

(shown on the ending side ofan arrow). Note that the LocDev sends request

PDUs, while the RemDev sends back response PDUs.

Two alternatives are shown utilizing different SDP PDUs to ultimately retrieve

the same information — the protocoibescriptortist attribute from devices that

support a specific Bluetooth profile. With the first alternative, the desired infor-

mation is derived in two steps.

- The LocDev sends an SDP_sen/iceSearchReq PDU which contains a ser-

vice search pattern composed of the UUID associated with the desired pro-

file; see section 4.3 of BT_ASN:{2i. The desired profile (profile 'XYZ') is

identified by its UUID. denoted in the figure as ‘profiIe_XYZ_UU|D.‘ In its

response PDU. the SDP server returns one or more 32-bit service record

handles whose corresponding service records contain the

'profile_XYZ_UU|D' UUID. In the figure, only one such handle is shown,

denoted as 'prHnd|'.

The LocDev then enters prHnd| in an SDF’_serviceAttribute PDU together

with one or more attribute IDs. in this example, the attribute of interest is the
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protocoiDescripton'_ist. whose attribute ID is OXGUO4. The SDP server then,

in its response, returns the requested protocol list.

In the event that no service record containing the desired service search pat-

tern is found in the SDP server. the SDP_serviceSearchResp PDU will contain

an empty serviceRecordHandiel_i'st and a totaiServiceRecordCount parameter

set to its minimum value: see section 4.5.2 of BT_SDP_spec:§:‘f}.

If the desired attributes do not exist in the SDP server, the

SDP_serviceAttributeResp PDU will contain an empty attributeLisr and an

attributeListByteCount parameter set to its minimum value, see section 4.6.2 of

BT_SDP_spec:{?_t.

With the second alternative, the desired attributes are retrieved in one step:

- The LocDev sends an SDP_servic:eSearchAttribureReq PDU where both

the desired profile is included (service search pattern: profile_XYZ_UUlD)

and the desired attribute(s) is provided (attribute ID: 0xO0D4). in its response

the SDP server will provide the requested attribute(s) from the service

record(s) that matches the service search pattern.

In case no service record containing the desired service search pattern andior

the desired attribute(s) is found in the SDP server, the

SDP_serviceSearchArtribureResp PDU will contain an empty attributeijsts and

an attn'butei_istsByteCount parameter set to its minimum value. see section

4.?.2 of BT_SDP_spec:E?‘].

While, in the example in 2‘-"figure 5.1, only very few service attributes are shown

retrieved by the SDP client, additional information could and should be

requested. Particularly in cases where service information is to be cached for

future use, an SDP client should also request any pertinent information that

can aid in assessing whether cached information has become stale.

The service attributes serviceDatabase5‘tate. serviceF<‘ecoro'State, and

serviceinfofimeToi_ive have been defined for this purpose in

BT_SDP_spec:{?’}; see sections 5.2.4. 5.1.3 and 5.1.8 respectively.

Service Discovery 1 December 1999
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6 LZCAP

The following text, together with the associated subclauses. defines the man-

datory requirements with regard to this profile.

LZCAP procedure Support in LocDev Support in RemDev

Channel types

Connection-oriented channel

Connectionless channel

Signalling

Connection Establishment

Configuration

Connection Termination

Echo

Command Rejection

Configuration Parameter Options

Maximum Transmission Unit

Flush Time-out

Quality of Service

Comments:

[X1]: This feature is not used in this profile. but its use by other appiications running
simultaneously with this profile is not excluded.

[C1]: An SUP server shall not (and cannot) initiate an L2CAP connection for SDP
transactions. Nevertheless. the device that the SDP server resides in may also have an
SDP client that may initiate an L2CAP connection for SUP transactions. Such action does
not contradict the execution of this profile. In any case. a RemDev shall be able to process
incoming requests for connection establishment.

[C2] Under normal operation. an SDP server shall not initiate the process of terminating an
LZCAP connection for SDP. However. exceptional cases. such as when a RemDev shuts
down during the execution on an SDP transaction, cannot be excluded. In such a case, prior
to the final power—off, the RemDev may gracefully (or not!) terminate all its active L2CAP
connections by sending connection termination PDUs. in any case. a RemDev shall always
be able to process incoming requests for connection termination.

Tabie 6.1: i_2CAP procedures
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6.1 CHANNEL TYPES

in this profile, only connection-oriented channels shall be used. In particular, no
L2CAP broadcasts are to be used for this profile.

6.2 SIGNALLING

For the purpose of retrieving SDP-related information, only a LocDev can

initiate an LZCAP connection request and issue an LZCAP connection request

PDU; for exceptions. see comments C1 and G2 on Table 6. 1. Likewise with the

corresponding LZCAP connection terminations. and the same exceptional

comments C1 and C2 on ‘table 5.1 apply. Other than that, SDAP does not

impose any additional restrictions or requirements on LZCAP signalling.

in the PSM field of the Connection Request packet, the value OXOOO1 (see sec-

tion 5.2 of BT_L2CAP_spec:[5j) shall be used to indicate the request for

creation of an L2CAP connection for accessing the SDP layer.

6.3 CONFIGURATION OPTIONS

This section describes the usage of configuration options in the service

discovery profile.

6.3.1 Maximum Transmission Unit (MTU)

This profile does not impose any additional restrictions to MTU beyond the

ones stated in section 6.1 of BT_L2CAP_spec:{t'S}. If no MTU negotiation takes

place, the default MTU value in section 6.1 of BT_L2CAP_spec:{5l shall be
used.

For efficlent use of the communication resources, the MTU shall be selected as

large as possible, while respecting any physical constraints imposed by the

devices involved, and the need that these devices continue honoring any

already agreed upon Q03 contracts with other devices andlor applications. It is

expected that during the lifetime of an L2CAl'-’ connection for SDP transactions

(also referred to as the ‘SDP session’, see :'3er;ti-on 6.4) between two devices,

any one of these devices may become engaged in an LZCAP connection with

another device andior application. If this new connection has ‘non-default’ Q08

requirements, the MTU for the aforementioned SDP session is allowed to be

re-negotiated during the lifetime of this SDP session, to accommodate the Q08
constraints of the new L2CAP connection.

6.3.2 Flush Time-out

The SDP transactions are carried over an L2CAP reliable channel. The flush

time-out value (see section 6.2 of BT_L2CAP_spec:{E-ii) shall be set to its
default value OXFFFF.

1 December 1999
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6.3.3 Quality of Service

The use of Quality of Service ((108) and Q03 negotiation is optional. if Q03 is

to be negotiated, the default settings in section 6.4 of BT_L2CAP_spec:§j5}

shall be used. in particular, SDP traffic shall be treated as a best-effort service

type traffic.

6.4 SDP TRANSACTIONS AND L2CAP CONNECTION

LIFETIME

While. in general. SDP transactions comprise a sequence of service request-

and-response PDU exchanges, SDP itself constitutes a connectionless

datagram service in that no SDP-level connections are formed prior to any

SDP PDU exchange. SDP delegates the creation of connections on its behalf

to the L2CAP layer. It is thus the responsibility of SDP — or, more correctly, of

the SDP layer — to request the LZCAP layer to ‘tear down’ these connections
on its behalf as well.

Since SDP servers are considered stateless. ‘tearing down’ an L2CAP connec-

tion after a service request PDU is sent (as a true connectionless service may

imply) will be detrimental to the SDP transaction. Moreover, significant perfor-

mance penalty will have to be paid if, for each SDP PDU transmission. a new
LZCAP connection is to be created. Thus. LZCAP connections for SDP trans-

actions shall last more than the transmission of a single SDP PDU.

An SDP session between an SDP client and an SDP server represents the
time interval that the client and the server have the same LZCAP connection

continuously present. A minimai SDP transaction will represent a single

exchange of an SDP request PDU transmission from an SDP client to an SDP

server, and the transmission of a corresponding SDP response PDU from the

SDP server back to the SDP client. With respect to this profile. under normal

operational conditions, the minimum duration of an SDP session shall be the
duration of a minimal SDP transaction.

An SDP session may last less than the minimum required in the event of unre-

coverable (processing or link) errors in layers below SDP in the LocDev and

RemDev, or In the SDP layer and the service records database in the RemDev.

An SDP session may also be interrupted by user intervention that may termi-

nate the SDP session prior to the completion of an SDP transaction.

The above minimum duration of an SDP session guarantees smooth execution

of the SDP transactions. For improved performance, implementers may allow

SDP sessions to last longer than the minimum duration of an SDP session. As

a general implementation guideline, an SDP session shall be maintained for as

long as there is a need to interact with a specific device. Since the latter time is

in general unpredictable. SDP implementations may maintain timers used to

time periods of SDP transaction inactivity over a specific SDP session.

'1 December 1999
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SDP implementations may also rely on explicit input received from a higher

layer (probably initiated from the SrvDscApp itself) to open and close an SDP

session with a particular device using low levei primitives; e.g. openSearch(.)

and c|oseSearch(.). Finally, an implementation may permit users to interrupt

an SDP session at any time. see the terminatePrimitive(.) service primitive in
’:3e::tion 4.2.

Normally, an SDP session shall not terminate by a RemDev. Yet, such an event

can indeed occur, either having the RemDev gracefully terminating the SDP

session. using the LZCAP connection termination PDU, or abnormally termi-

nating the SDP by stopping responding to SDP requests or L2CAP signalling

commands. Such an event may be an indication of an exceptional condition

that SDP clientiserver implementers should consider addressing for the

smooth execution of this profile. if a termination event initiates from a RemDev.

an SDP client may want to consider clearing any information obtained by this

RernDev. Such an exceptional event may imply that the SDP server has (or is

about to) shut-down. in which case any service information retrieved from this
server should automatically become stale.

1 December 1999
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7 LINK MANAGER

7.1 CAPABILITY OVERVIEW

In this section. the LMP layer is discussed. In the table below, all LMP features

are listed. The table shows which LMP features are mandatory to support with

respect to this service discovery profile, which are optional and which are

excluded. The reason for excluding features is that they may degrade opera-
tion of devices in this use case. Therefore, these features shall never be acti-

vated by a unit active in this use case.

If any of the rules stated below are violated, the units shall behave as defined
in Setziiora 7:12.

Traffic generated during service discovery interactions has no particular Q03

requirements. As such, no particular provision of the Bluetooth link is required

to support this Profile.

LM Procedure

—|. Authentication

Pairing

Change link key

Change the current link key

Encryption

Clock offset request

Timing accuracy information request

LMP version

S Li pporled features

93.0"-‘?“*~'F”.°":"‘:i-“.0-"!\7
Switch of master slave role

—k 5:’ Name request

—|. —l Detach

Hold mode

Sniff mode

Park mode

—L E‘?

—L 9’

1|. :‘-“

3

OOOEZZOZZOZOEEEZ
Power control

Tabie 7.1: LMP procedures
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Support
LM Procedure in

Channel quality driven DIWDH

Quality of service

SCD links

Control of multi-slot packets

Concluding parameter negotiation

Host connection

Comments:

[C1] No authentication or encryption is required specifically by this profile. This profile will.
however. not attempt to change the existing operational settings for these procedures.
Nevertheless. when this profile is executed all by itself. the default operational settings are:
- authentication: no active

- encryption: no active
In the latter case, a LocDev will always comply with the security requirements imposed by a
RemDev. if it cannot comply, it will bypass the RemDev.

[X1]: This feature is not used in this profile, but its use by other applications running simulta-
neously with this profile is not excluded.

Table 7.1: LMP procedures

7.2 ERROR BEHAVIOR

lfa unit tries to use a mandatory feature. and the other unit replies that it is not

supported, the initiating unit shall send an LMP_detach PDU with detach rea-

son "unsupported LMP feature."

A unit shall always be able to handle the rejection of the request for an optional
feature.

7.3 LINK POLICY

There are no fixed master-slave roles for the execution of this profile.

This profile does not state any requirements on which low-power modes to use.

or when to use them. It is up to the Link Manager of each device to decide and

request special link features as seen appropriate.

Bluetooth

Link Manager 1 December 1999
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8 LIN K CONTROL

8.1 CAPABILITY OVERVIEW

The following table lists all features on the LC level

Support in
Procedure baseband

—|. Inquiry

Inquiry scan

Paging

Page scan

Type R0

Type R‘!

Type R2

Packet types

ID packet

NULL packet

POLL packet

FHS packet

DM1 packet

D!-I1 packet

DM3 packet

2.

3.

4.

A

B

C

5.

A

B

C

I3

E

F

G

H DH3 packet

DM5 packet

DH5 packet

AUX packet

HV1 packet

HV2 packet

HV3 packet

DV packet
.°"OZ§"7<'- OEOOEEOOOOEEEEEZ

|nter—piconet capabilities

.“*' Voice coder:

Table 8.1: LC features
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Support in
baseband

Support in
Procedure Remnev

Comments:

[C1]: This mandatory LC feature will be activated under the control of the SrvDscApp.

[C2]: This mandatory LC feature is a settable device policy {outside the scope of this profile)
that is activated whenever a device is to operate in a discoverable (public) mode.

[C3] This mandatory LC feature is a settable device policy {outside the scope of this profile]
that is activated whenever a device is to operate in a discoverable or connectable {private}
mode.

[X1]: These features are not used in this profile. but their use by other applications running
simultaneously with this profile is not excluded.

Table 8.1: LC features

For the next four subsections, it is assumed that a LocDev is to perform service

searches with originally unconnected RemDevs. It thus needs to inquire for

and page (or only page) these RemDevs. None of the following four subsec-

tions apply whenever a LocDev performs service searches with RemDevs to

which it is already connected.

8.2 INQUIRY

Whenever instructed by the SrvDscApp. the LocDev shall advise its baseband

to enter the inquiry state. Entry into this state may or may not be immediate.

however. depending on Q03 requirements of any already existing and ongoing
connections.

The user of the SrvDscApp shall be able to set the criteria for the duration of an

inquiry, see stopRuie service primitive parameter in Section 4.2. Nevertheless.

the actual residence time in the inquiry state must comply with the recommen-

dation given in section 10.7.3 of Bluetooth Baseband Specification it}.

When inquiry is invoked in a LocDev. the general inquiry procedure shall be

used using a GIAC as described in Ifiection 8.1 of Bluetooth GAP_profile:i_3}.

instead of a GIAC. an appropriate DIAC can be used to narrow down the scope

of the inquiry. Since the only defined DIAC (referred to as the LIAC) does not

reflect any specific device or service categories. the use of DlACs is of limited

(but non-zero) benefit in this profile. In particular. the profile does not exclude

(but neither does it encourage) performing inquiries according to the timited

inquiry procedure described in $ecréoh (3.2 of GAP_profile:i'3§.The information

contained in the Class of Device field in the FHS packet returned by the

‘inquired devices’ can be used as a filter to limit the number of devices to page

and connect to for subsequent SDP transactions.

1 December 1999
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8.3 INQUIRY SCAN

Inquiry scans are device-dependent policies outside the scope of this profile.

Devices that operate in a discoverable mode of operation, see Section 4.1 of

GAP_profi|e:i3}, could be discovered by inquiries sent by other devices.

To be discovered by an inquiry resulting from a SrvDscApp action, a RemDev

must enter inquiry scans using the GIAC; see general discoverable mode in

:§r3ctior': 4.1.3 of GAP_profi|e:[f%:}. A DIAC can be used instead of a GIAC. As

previously mentioned, the use of DIACS are of limited (but non-zero) benefit in

this profile. In particular, performing inquiry scans according to the limited

discoverable procedure described in Section 8.2 of GAP_profi|e:[3_i is not

excluded, but is not encouraged either.

8.4 PAGING

Whenever the SrvDscApp needs to connect to a specific RemDev for inquiring

about its service records, the LocDev will advise its baseband to enter the page

state. Entry into this state may or may not be immediate, however. depending

on Q08 requirements of any already existing and ongoing connections.

Depending on the paging class (R0. R1, or R2) indicated by a RemDev device,

the LocDev shall page accordingly. The total residence time in the page state

must comply with the recommendation given in section 10.6.3 of

BT_BB_spec:if”i]. For the pages, the 48-bit BD_ADDR of the RemDev must be
used.

8.5 PAGE SCAN

Just like inquiry scans, page scans are device-dependent policies outside the

scope of this profile. Devices that operate in a connectable mode of operation,

see Section of GAP_profiie:i3}, could establish Bluetooth links with other

devices from pages sent by these other devices. To establish a link with a

RemDev, a LocDev must send a page that results from a SrvDscApp action

using the Ren1Dev's 48-bit BD_ADDR.

8.6 ERROR BEHAVIOR

Since most features on the LC level have to be activated by LMP procedures.

errors will usually be caught at ihat layer. However, there are some LC proce-

dures that are independent of the LMP layer, such as inquiry or paging. Misuse

of such features is difficult or sometimes impossible to detect. There is no

mechanism defined to detect or prevent such improper use.

‘I December 1999 Link control
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10 DEFINITIONS

Term Definition

conscious {usually referred to) a process that requires the explicit intervention of
a user to be accomplished

known (with respect to a specific device) opposite to unknown: a known
devices is not necessarily a paired device

new (Rernflev) (with regard to this profile} an additional remote device (RernDev} that
is discovered during a Bluetooth inquiry, and that is not already
connected to local device (LccDev)

private a mode of operation whereby a device can only be found via Bluetcoth
baseband pages; is. it only enters page scans

public a mode of operation whereby a device can be found via Bluetooth
baseband inquiries; i.e. it enters into inquiry scans. A public device
also enters into page scans (contrast this with private)

unconscious opposite to conscious

unknown {with respect to a specific device) any other device that a specific
device has no record of

1 December 1999 Definitions
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11 APPENDIX A (INFORMATIVE): SERVICE
PRIMITIVES AND THE BLUETOOTH PDUS

in this Annex, we relate the service primitives shown in section 4.2 with the var-

ious Bluetooth PDUs which support these primitives. The table below only

shows the actions taken at the higher involved Bluetooth layer. Thus, unless

specifically stated. the low-level inquiries and pages needed to discover and
connect to Bluetooth devices are not discussed in detail.

service primitive {highest layer} Bluetooth PDUs involvedn_
‘I

senricefirowse For the subset of R‘emi.’Jev that satisfy the RemDevF?eiation_
(L|ST( Remflevi this service primitive will cause the LocDev to send:

'-'5” R9mDe”Re’a“°“ ) an SDP ServiceSearchRe-quest PDU and receives a
US“ b’°W3eG’°“i°) corresponding response PDU. see section 4.5 in
gI9fRe”7D9'd"Naa"T.'9 P_Spec:|-‘f1:I R i
5 0p U 9) an SDP_ServiceAttribtiteRequest PDU and receives a

corresponding response PDU. see section 4.6 in
BT_SDP_spec:[}’_}.

The first transaction above identifies the SDP servers that

contain pertinent service records. while the second transac-
tion retrieves the desired information:

Alternatively. the two transactions above are combined to
one:

LocDev sends an SDP_ServiceSearchAitributefiequest
PDU and receives a corresponding response PDU. see
section 4.7 in BT_SDP_spec:['r'i

in either of the above cases. the corresponding SDP trans-
action may last a number of request and response PDU
exchanges. due to the LECAP MTU limitation.

If the getRemDevName parameter is set to ‘yes‘, then for
each RemDev involved in the execution of this service primi-
tive, the service prlmitive will cause a sequence of
i_MP_nams_request() LM level PDUs to be sent by the

LocEJev.' The corresponding RemDev responds with a
i.MP_name_response() LM level PDU containing the
requested user-friendly device name.

servicesearch same as above

(LlST( RernDev J
L|ST{ RemDevRaiation )
LIST( searchPattem.

aitrib.'.iteList )
getRen1DevName
sfopRuie)

Tabie 11.1: Biuetooth PDUs reiated to the service primitives in Section 4.2
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service primitive {highest layer) Bluetooth PDUs involved

en LimerateRemDev

{L|ST( ciasso.-‘Device )
siopRuie}

This service primitive will cause a Bluetooth baseband

inquiry process. The inquiry will 'Indiscriminateiyi‘ find
devices residing in the vicinity of the LocDev. Prior to retum-
ing the results of this inquiry the LocDev may filter them
using the clas-sOfDevice qualifier.

terminatePrimitive

ipriniifivei-iandie
returnfiesuits}

This service primitive will cause the termination of any out-
standing operation caused by the invocation of the service
primitive identified by the primitiveHandie parameter. This
may cause an L2CAP connection termination request PDU
to be sent from the LocDev to the RemDev. and the subse-

quent transmission of an LZCAF’ termination response PDU.
It the LocDev is connecting to the RemDev only for the pur-
poses of an SDP transaction, the baseband link will also be
severed by the transmission of an LMP_detach LM level
PDU.

Tabie 11.1.‘ Biuerooth F’DiJs reiated to the service primitives in £~?ec.*ior:r =:3.2

". If the information requested is already stored (cached) in the LocDev. this service
primitive may not have to cause the described LM level PDU transaction.

1'. The Inquiries considered here use the GIAC. No CoD-specific D|ACs have been
defined. Nevertheless. the use of appropriate DlACs whenever possible is not
excluded and is not outside the scope of this profile.
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1 INTRODUCTION

1.1 SCOPE

The Cordless Telephony profile defines the protocols and procedures that shall

be used by devices implementing the use case called '3-in-1 phone’.

The '3-in-1 phone‘ is a solution for providing an extra mode of operation to cel-

lular phones, using Bluetooth as a short-range bearer for accessing fixed net-

work telephony services via a base station. However, the 3-in-1 phone use

case can also be applied generally for wireless telephony in a residential or

small office environment, for example for cordless-only telephony or cordless

telephony services in a PC - hence the profile name ‘Cordless Telephony‘.

This use case includes making calls via the base station, making direct inter-

com calls between two terminals, and accessing supplementary Services pro-

vided by the external network.

1.2 PROFILE DEPENDENCIES

In ‘:'-"figure 1.1, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure. A profile has dependencies on the profi|e(s) In which it is con-

tained — directly and indirectly. As indicated in the figure, the Cordless Tele-

phony profile is dependent only upon the Generic access profile. The

terminology, user interface and security aspects, modes and procedures as

defined in the Generic access profile are applicable to this profile, unless

explicitly stated otherwise.
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Service Discovery I C0Fd'|3?-S I.
profile Telephony Profile I

;r':;' Ir;‘r_$;'. -. -t-.-. «- ":'.'.'r I--Imp:

Headset Profile

LAN Access Profile Synch romzation
Profile

Figure 1.1: Bluetoofh Profiles

1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

in this document, the following symbols are used:

‘M' for mandatory to support (used for capabilities that shall be used in the pro-

file):

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a cer-

tain other capability is supported);

'X‘ for excluded (used for capabilities that may be supported by the unit, but

which shall never be used in the profile);

'NfA‘ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that. according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

introduction 1 December 1999
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1.3.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures:

PROC1

PROC2

as

PROC3

4 

(PROC4)

(PROC5)
‘I

MSG1

as

MSG2

-T-p

{MSG3}

gs

(MSG4)

T;

In the table above, the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROCZ is a sub-procedure initiated by A. PROC3 is a sub-

procedure where the initiating side is undefined (may be both A and B).

PROC4 indicates an optional sub-procedure initiated by A, and PROC5 indi-

cates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates an

optional message from B to A.

1.3.3 Notation for timers and counters

Timers and counters may be introduced specific to this profile. To distinguish

them from timers (counters) used in the Bluetooth protocol specifications and

other profiles. these timers (counters) are named in the following fonnat: ‘TC-I-p_

nnn‘ (‘NCTpnnn').
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AFFLT029441 2



Samsung Ex. 1316 p. 1185

BLUETOOTH SPECIFICATION Version 1.0 B page 103 of 440

Bluetouth.
Cordless Telephony Profile

2 PROFILE OVERVIEW

2.1 PROFILE STACK

§~"::_:,2L2;'e=. 2.1 below shows the protocols as used within this profile:

Telephony Application

'Q_aI _

l Speech
synchronisation

Control

Protocol I
Discrimination _

TCS Binary ' l
= i

L; co" H c‘L—
i L2cAP

t d on

BaseBand

Figure 2.1: Protocol model

This profile will define the requirements for each of the layers in the model

above for the Cordless Telephony profile.
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In the profile, the interfaces in i”-‘ig=.ar‘e 2.1 above are used for the following
purposes:

Cordless Telephony Profile

A) The Call Control entity uses this interface to the speech synchronization

control to connect and disconnect the internal speech paths.

B) This interface is used by the GW to send and by the TL to receive

broadcast TCS-Binary messages.

C)This interface is used to deliver all TCS messages that are sent on a

connection-oriented (point-to-point) LZCAP channel.

D)This interface is used by the Call Control entity to control the Link Manager

directly for the purpose of establishing and releasing SCO links.

E) This interface is used by the Group Management to control Link Manager

functions when initializing and for key handling purposes.

F) This interface is not within the scope of this profile.

G)This interface is used by the Group Management entity to control the LC!

Baseband directly to enable inquiry. paging, inquiry scan and page scan.

2.2 CONFIGURATIONS AND ROLES

The following two roles are defined for this profile;

Gateway (GW) — The GW acts as a terminal endpoint from the external net-

work point of view and handles all intennrorking towards that network. The GW

is the central point with respect to external calls. which means that it handles all

call set-up requests tolfrom the external network. Examples of devices that can

act as a gateway include a PSTN home base station, an ISDN home base sta-

tion. a GSM getaway. a satellite gateway and an H.323 gateway.

With respect to this profile, the gateway may have the functionality to support

multiple terminals being active at once. or be ofa simple kind where only one

terminal may be active. The simple gateway will not support multiple ringing

terminals. multiple active calls or services involving more than one terminal

simultaneously.

Terminal (TL) — The TL is the wireless user terminal, which may for example

be a cordless telephone, a dual-mode cellularicordless phone or a PC. Note

that the scope of this profile with respect to a dual-mode cellularicordless

phone acting as TL is only the cordless mode.

‘I December 1999 Profile overview
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The Cordless Telephony profile supports a topology of one gateway (GW) and

a small number (37) of terminals (TLs)i. F-"igere 2.2 below shows an example of
the considered architecture:

Cordless Telephony Profile

C " I h 1" llulti-media Pl’:3 u er p one an

Blnetonth speech wfl'hhB|u°t°°“1“filuetooth onty" new
5 peeoln P Fe

Figure 2.2: System configuration example

2.3 USER REQUIREMENTS AND SCENARIO5

The following scenarios are covered by this profile:

1. Connecting to the gateway so that incoming calls can be routed to the TL

and outgoing calls can be originated.

. Making a call from a TL to a user on the network that the gateway is
connected to.

. Receiving a call from the network that the gateway is connected to.

4. Making direct calls between two terminals.

. Using supplementary services provided by the external network by means of

DTMF signalling and register recall (hook flash).

1. Optionally, more terminals may be supported.

Profile overview 1 December 1999
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2.4 PROFILE FUNDAMENTALS

The GW is normally the master of the piconet in the Cordless Telephony pro-

file. As master. the GW will control the power mode of the TLs and may broad-
cast information to the TLs.

A TL that is out of range of a GW searches for it by periodically trying to page it.

A GW shall devote as much of its free capacity as possible (considering power

limitations and ongoing signalling) to page scanning in order to allow roaming

TLs that enter the range of the GW to find it as quickly as possible. This

scheme minimizes ‘air pollution‘ and gives reasonable access time when com-

ing into range of the GW. When a TL has successfully paged a GW. a master-

slave switch shall be performed since the GW shall be the master. A

connection-oriented LZCAP channel and. possibly, a LZCAP connectionless

channel are established to be used for all TCS signalling during that Cordless

Telephony session.

A TL that is within range of a GW shall normally be in park mode when it is not

engaged in calls. This mode is power-efficient, allows for reasonable call set»

up times and allows broadcasting to the attached TLs.

Upon arrival of an incoming call. or when a TL wants to make an outgoing call,

the GW shall be put in active mode. The L2CAP channels (see above) are

used for all TCS control signalling. Voice is transported using SCO links.

For security purposes. authentication of TLs and GW is used. and all user data

is encrypted. To facilitate secure communication between cordless units, the

WUG concept (see TCS Binary. Section 3) is used. The GW always acts as
WUG master.

2.5 FEATURE DEFINITIONS

Calling line identification presentation (CLIP) — The ability to provide the

calling party number to the called party before accepting the call.

Call information — The ability to provide additional information during the

active phase of a call.

Connection Management — The ability to accept and (TLs only) request con-

nections for the purposes of TCS-Bin procedures.

DTMF signalling - The ability. in external calls, to send a DTMF signal over

the external network to the other party.

Incoming external call — A call originating from the external network con-
nected to the GW.

Initialization - The infrequent process whereby a TL receives access rights to
a certain GW.
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intercom call — A call originating from a TL towards another TL.

Multi-terminal support —

1. In the GW. the ability to handle multiple active terminals being registered at

the same time?

2. In the TL, the support for a Wireless User Group (WUG)

On hook - The ability to indicate the action of going on-hook (e.g. to terminate

a call). and release of all radio resources related to that call.

Outgoing external call - A call originated by a TL towards the external
network connected to the GW.

Post-dialling - The ability to send dialling information after the outgoing call

request set-up message is sent.

Register recall — The ability of the TL to request ‘register recall’. and of the

GW to transmit the request to the local network. Register recall means to seize

a register (with dial tone) to permit input of further digits or other actions. In

some markets, this is referred to as ‘hook flash‘.

2.6 CON FORMANCE

If conformance to this profile is claimed. all capabilities indicated as mandatory

for this profile shall be supported in the specified manner (process-mandatory).

This also applies to all optional and conditional capabilities for which support is

indicated. All mandatory capabilities. and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the

Bluetooth certification program.

Note that the intercom Profits is used for intercom calls. This means that a TL

claiming conformance to the Cordless Telephony profile must conform to tntes‘~
com Profits.

2. Note that a GW may support multiple active terminals but not a Wireless User Group
(woe).

Profile overview 1 December 1999
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3 APPLICATION LAYER

The following text, together with the associated sub-clauses, defines the fea-

ture requirements with regard to this profile.

'i'at:+ie shows the feature requirements made by this profile.

item no. Support in TL Support in GW

_:. Connection Management

Outgoing external call

Incoming external call

Intercom call

On hook

Post-dialling

Multi-terminal support

Call Information
5°9°I‘*'F”.‘~":‘*"F~°F-"

Calling line identification presentation
(CLIP)

—L F’ DTMF signalling

.5 _\ Register recall

Table 3. 1: Application layer features

Table 3.2 maps each feature to the procedures used for that feature, and

shows if the procedure is optional, mandatory or conditional for that feature.

The procedures are described in the referenced section.

Feature Procedu re

1. Connection Management Connecting to a GW

Connecting to a TL

2. Outgoing external call Call request

Overlap sending

Call proceeding

Call confirmation

Call connection

In-band tones and

announcements

Table 3. 2: Application layer feature to procedure mapping

1 December 1999 Application layer
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Feature Procedure

3. Inooming external call Call request

Call confirmation

Call connection

Non-selected user

clea ring

In-band tones and
announcements

4. Intercom call NOTE 1

5. On hook Cali clearing

S. Post-dialling Overlap sending

Cali proceeding

7. Muiti-terminal support Obtain access rights

Configuration distri-
bution

Fast inter-member
access

Periodic key update

8. Call information Call information

9. Calling line identification Calling line identity
presentation (CLIP)

10. DTMF signalling DTMF signalling

11. Register recall Register recall

C2: IF feature 5 THEN M else NIA

Table 3.2: Application layer feature to procedure mapping

Note 1: For intercom calls. the intercom profile is used. Before initiating the

intercom call, the TL which is initiating the call may optionally use the fast

inter-member access procedure to speed up the call set-up.

Application layer 1 December 1999
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4 TCS-BIN PROCEDURES

Bluetuoth.

The following text together with the associated sub-clauses defines mandatory

requirements with regard to this profile.

When describing TCS-BIN procedures, this section provides additional infor-

mation concerning lower layer handling. The normative reference for TCS-BIN

procedures is TCS Binary.

Annex A contains signalling flows that illustrate the procedures in this section.

4.1 CONNECTION MANAGEMENT

4.1.1 Connecting to a GW

When a TL connects to the GW. the link is configured and the L2CAP connec—

tion that is used for further signalling during that TCS—BlN session is set up and

configured. The TL which is connecting is responsible for setting up the con-
nection-oriented LZCAP channel.

Only trusted TLs are allowed to connect to the GW.

Note that, in order to avoid the paging delay at call set-up and to enable broad-

casted messages, the TL establishes a L2CAP connection to the GW when it

comes into range, and not before every call. This LZCAP connection remains

until the radio link is lost or the TL stops being active in this profile. This means

that the LZCAP connections used may be idle (i.e. not used to transfer data) for

long periods of time.

A GW supporting feature 7, 'Multi-terminal support‘, uses a connectionless

LZCAP channel for TCS-BIN broadcasted messages. A TL is added to the

connectionless group when it connects to the GW.

4.1.2 Connecting to another TL

In the case of an intercom call, the TL which initiates the call establishes a

direct link to the other TL. See the intercom Protlés: for a description of these

procedures.

If the TL has the capability to participate in two piconets at the same time, the

TL may remain a member of the GW piconet and participate in signalling

towards the GW during the intercom call.

If the TL does not have the capability to participate in two piconets at the same
time, it must detach from the GW while the intercom call is active. After the

intercom call is finished, the TL must re-establish the connection to the GW.

1 December 1999 TCS-BIN procedures

AFFLTiJ29442D



Samsung Ex. 1316 p. 1193

BLUETOOTH SPECIFICATION Version 1.0 B page 111 of 440

Cordless Teiephony Profiie

4.2 CALL CONTROL PROCEDURES

4.2.1 Sides

This section describes which sides shall be assumed for the purpose of read-

ing TCS Binary.

In an outgoing external call, the TL is the outgoing side and the GW is the

incoming side. In an incoming external call, the TL which terminates the call is

the incoming side and the GW is the outgoing side.

Refer to the interccrs 2’-‘r‘cfi%a_e for the sides assumed in intercom calls.

4.2.2 Call class

This section describes the usage of call classes in the Cordless Telephony

profile.

An external call is a call between a TL and a third party connected via an exter-

nal network (PSTN, ISDN, GSM or other). The call class used in SETUP mes-

sages for external calls (outgoing and incoming) is ‘external call’.

An intercom call is a call between two TLs. which may be setup with GW sup-

port if the two TLs are members of the same WUG. Refer to tntei"r.'.'orn Profile

for call class usage in intercom calls.

4.2.3 Call request

This procedure shall be performed as defined in TCS Binary.

4.2.4 Overlap sending

This procedure shall be performed as defined In TCS Binary.

4.2.5 Call proceeding

This procedure shall be performed as defined in TCS Binary.

4.2.6 Call confirmation

This procedure shall be performed as defined in TCS Binary.

if the call is an incoming external call, and the SETUP message was delivered

on a connection-oriented channel. the incoming side must acknowledge the

SETUP message by performing the call confirmation procedure.

TCS-BIN procedures 1 December 1999
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4.2.? Call connection

This procedure shall be performed as defined in TCS Binary. The following text

defines the mandatory requirements with regard to this profile.

If the bearer capability for this call is ‘Synchronous Connection-Oriented‘, the

SCO link establishment sub-procedure (see LMP, Section 3.21) shall be initi-

ated before sending a CONNECT.

If the bearer capability for this call is ‘Synchronous Connection-Oriented‘, the

audio path shall be connected to by a unit when it receives a CONNECT or
CONNECT ACKNOWLEDGE.

4.2.8 Non-selected user clearing

This procedure shall be performed as defined in TCS Binary. Additionally, the

text in 4.2.1’: defines the mandatory requirements with regard to this profile

concerning call clearing.

4.2.9 In-band tones and announcements

This procedure shall be performed as defined in TCS Binary. The following text

defines the mandatory requirements with regard to this profile.

Only the GW may provide in-band tones and announcements. The SCO link

establishment sub-procedure (see Link Manager Protocol, Section 3.21) is initi-

ated before sending a Progress indicator information element #8, "ln—band

information or appropriate pattern is now available".

The audio path shall be connected to by a TL when it receives a Progress Indi-

cator information element #8, “In-band information or appropriate pattern is
now available".

4.2.10 Failure of call establishment

This procedure shall be performed as defined in TCS Binary. Additionally, the

text in rt.2.1‘i defines the mandatory requirements with regard to this profile

concerning call clearing.

4.2.11 Call clearing

All call clearing and call collision procedures as defined in TCS Binary shall be

supported by both GW and TL. For a specification of the complete behavior.

see TCS Binary. This section describes how the lower layers are used to

release circuit switched (SCO) connections.

A unit shall release the SCO link by invoking the appropriate LMP sub-

procedure (see Link Manager Protocol, Section 3.21) when a unit has received

a RELEASE message.
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A unit shall release the SCO link (if not already released) by invoking the

appropriate LMP sub-procedure (see Link Manager Protocol, Section 3.21)

when it has received a RELEASE COMPLETE message.

4.2.12 Call information

This procedure shall be performed as defined in TCS Binary.

4.3 SUPPLEMENTARY SERVICES

Supplementary services can be either internal services within the WUG. or

external services provided by the network the GW is connected to.

The exact set of external supplementary services is not defined in this profile

and is dependent on the network the GW is connected to. This profile provides

the means for accessing them; for example through the use of DTMF signalling

and register recall.

The required support for internal services and DTMF signalling is defined in the

following sub-clauses.

4.3.1 DTMF signalling

The capability to request DTMF signalling towards the external network is man-

datory for the TL. The capability to accept DTMF signalling requests is manda-

tory for the GW.

Depending on the network the GW is connected to, it shall translate the DTMF

messages to the appropriate in-band or out-of-band signalling. If the network

has no DTMF signalling capability. or if the GW for some reason is unable to

perform DTMF signalling towards the external network. the GW shall reject the

request for DTMF signalling as described below. In the START DTMF REJECT

message, the GW shall use Cause #29, "Facilities rejected".

4.3.2 Calling line identity

This procedure shall be performed as defined in TCS Binary.

it is recommended that all GWS that are connected to networks that provide

calling line identity have the capability to provide this information to the user.

4.3.3 Register recall

This procedure shall be performed as defined in TCS Binary.

TBS-BIN procedures 1 December 1999
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4.4 GROUP MANAGEMENT PROCEDURES

4.4.1 Obtain Access Rights

This procedure shall be performed as defined in TCS Binary.

A TL which wants to become member of a WUG may initiate this procedure

towards a GW. The GW may accept or reject the request depending, for

example, on configuration, or if the user has physical access to the base.

A GW which accepts the access rights request shall add the TL to the WUG

and Initiate the Configuration distribution procedure.

4.4.2 Configuration distribution

This procedure shall be performed as defined in TCS Binary.

Because of the security implications of this procedure. a TL is not forced to

store the key information received during this procedure. in addition. GW may

always reject the ACCESS RIGHTS REQUEST from a TL because of

implementation-dependent reasons. For example, the user may be required to

press a button on the GW before being granted access to the group.

Note that for intercom calls. two TLs that are members of the WUG do not need

to perform the initialization procedure described in the Intercom profile (see

inter{:om Firoiiie) if they use the keys distributed in the Configuration distribu-

tion procedure.

A TL which stores link keys during the Configuration Distribution procedure

shall never overwrite existing link keys to other WUG members. Only if there

was previously no link key to a specific device shall the key obtained during the

Configuration Distribution procedure be used.

In addition to the link-loss handling described in Section 4.8, Section 4.4.2.1

applies for this procedure.

4.4.2.1 Link loss detection by GW

If the GW detects loss of link before receiving the INFO ACCEPT message, it

shall consider the WUG update to be terminated unsuccessfully and consider

the TL detached. If the GW detects loss of link after receiving the INFO

ACCEPT message, it shall consider the WUG update to be terminated

successfully.
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4.4.3 Periodic key update

The Kmaster to be used during a GW—TL connection is issued to the TL when

connecting to a GW. The Kmaster is intended to be a key valid for a single

session only, but since the GW pioonet is operational all the time, this would

mean that the same Kmaste, would always be used. in order to increase the

security level, the Kmaster is changed periodically.

Timer TC-I-P400 determines the interval between key changes. When TC1-P400

expires. the GW tries to do a periodic key update on all TLs. However. some

TLs may be out of range or powered off, or the procedure may fail for some

other reason. The new key in these cases is given to the TL when it attaches

the next time. After there has been an attempt to update all TLs. TCTP-400 is
FBSBT.

The periodic key update for one TL is performed as follows. First, if the TL was

parked. it is unparked. Then, the new link key is issued. After this, the new link

key is activated by turning encryption off and back on. Finally, the TL may be

parked.

If any of the sub-procedures fails, further sub-procedures will not be performed

on that TL. The GW shall proceed with updating the next TL.

4.4.4 Fast inter-member access

The Fast inter—member access procedure is used when two TLs that are mem-

bers of the same WUG need to establish a piconet of their own. This may be

needed when an intercom call shall be established. Refer to TCS Binary for a

definition of the procedure.

The TLT may detach from the GW after having sent the LISTEN ACCEPT mes-

sage by terminating the LZCAP channel to the (SW and sending a

LM P_detach.

The TL. may detach from the GW after having received the LISTEN ACCEPT

message by terminating the L2CAP channel to the GW and sending a

LMP_detach.

4.5 CON NECTION LESS PROCEDURES

TCS-BIN Connectionless (CL) messaging is not within the scope of the Cord-
less Telephony profile.

TBS-BIN procedures 1 December 1999
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4.6 TCS-BIN MESSAGE OVERVIEW

Bluetooth.

This section defines the allowed TCS-BIN messages in the Cordless Tele-

Ability to Send Ability to Receive

phony profile.

Message

Access rights accept

Access rights reject

Access rights request

Alerting

Call Proceeding

Connect

Connect Acknowledge

Disconnect

Info suggest

Info accept

Information

Listen request

Listen suggest

Listen accept

Listen reject

Progress

Release

Release Complete

Setup

Setup Acknowledge

Start DTMF

Start DTMF Acknowledge

Start DTMF Reject

Stop DTMF

Stop DTMF Acknowledge

C1: IF feature 7 THEN M else NIA

C2: lF feature 6 THEN M else NIA

Table 4.1: TCS-BlN messages

1 December 1999 TCS-EllN procedures
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4.7 INFORMATION ELEMENT OVERVIEW

This section together with the associated sub-clauses defines the allowed

information elements used in TCS-BIN messages in the Cordless Telephony

profile.

lnformaflon Element Ability to Send Ability to Receive

Message type

Audio control

Bearer capability

Call class

Called party number

Calling party number

Cause

Clock offset

Company-specific

Configuration data

Destination CID

Keypad facility

Progress indicator

SCO handle

Sending complete

Signal

C1: IF feature 7 THEN M else NIA

C2: IF feature 9 THEN M else NIA

Table 4.2: TCS-BIN information elements

The following subsections define restrictions that apply to the contents of the

TCS-BIN information elements in the Cordless Telephony profile. Note that in

the tables. only fields where restrictions apply are shown. If a field is not shown

in a table, it means that all values defined in TCS Binary for that field are
allowed.

For those information elements not listed below, no restrictions apply.

TCS-BIN procedures 1 December 1999
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4.7.1 Bearer capability

The following restrictions apply to the contents of the Bearer capability informa-
tion element:

Values allowed

SCO. None

Tabie 4. 3: Restrictions to contents of Bearer capability information element

4.7.2 Called party number

Maximum information element length is 2? octets, thus allowing a maximum of

24 number digits.

4.7.3 Calling party number

Maximum information element length is 28 octets, thus allowing a maximum of

24 number digits.

‘I December 1999 TCS-BIN procedures
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4.7.4 Cause

The following restrictions apply to the contents of the Cause information
element:

Field Values allowed

Cause value #1 — "Unassigned {unallocated number)"
#3 — “No route to destination"

#16 — "Normal call clearing"

#17 — "User busy"

#18 — "No user responding"

#19 — "No answer from user (user alerted)"

#21 - "Call rejected by user"

#22 — "Number changed"

#26 — "Non-selected user clearing"

#23 —— "|nvalid number format (incomplete numbed’

#29 — "Facilities rejected"
#34 — "No clrcuitlchannel available"

#41 — "Temporary failure"

#44 — "Requested clrcuitlchannel not available"

#58 — "Bearer capability not presently available"

#65 — "Bearer capability not implemented"

#69 r "Requested facility not implemented"

#102 — "Recovery on timer expiry"

Table 4.4: Restnfctlons to contents of Cause information element

4.8 LINK LOSS

If a unit in a CC. state other than Null detects loss of link. it shall immediately go

to the Null state. Release procedures shall in this case not be performed.

A unit in any GM state which detects loss of link shall consider itself to be in the

null state. Any ongoing GM procedure shall immediately be aborted and con-

sidered to be terminated unsuccessfully.

TBS-BIN procedures 1 December 1999
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5 SERVICE DISCOVERY PROCEDURES

‘iabie below lists all entries in the SDP database of the GW defined by this

profile. The ‘Status’ column indicates whether the presence of this field is

mandatory or optional.

The codes assigned to the mnemonic‘s used in the ‘Value’ column, and the

codes assigned to the attribute identifiers, can be found in the Bluetooth

Assigned Numbers.

Service Class ID List

Service Class #0 Generic Telephony

Service Class #1 Cordless Tele-

phony

Protocol Descriptor List

Protocol #0 L2CAP

Protocol #1 TCS-B|N-CORD-
LESS

Service Name Service-provider
defined

External Network 0x01=PSTN
0x(J2=ISDN
0x03=GSM
0x04=CDMA

0><05=Analogue
cellular
0x06=Packet-
switched
0x0?=0lher

B IuetoothProfl le-

Descriptorust

Profile #0 Cordless Tele-

phony

Pa rameter for M0100‘
Profile #0

Table 5.1: SDP entry for GW serviceat

. Indicating version 1.0

1 December 1999 Service Discovery procedures
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6 LZCAP PROCEDURES

The following text, together with the associated sub-clauses, define the manda-

tory requirements with regard to this profile.

5.1 CHANNEL TYPES

In this profile, both connection-oriented channels and connectionless channels
are used.

Connectionless channels are used to broadcast information from the GW to the

TLs. Only the GW shall use connectionless channels for sending. Refer to the

Bluetooth Security Architecture White paper for information on the security

implications of using LZCAP connectionless traffic.

In this profile, only the TL may initiate the establishment of connection-oriented

channels. When connecting to the GW. the TL shall use the value 0x000?

(TCS-BIN-CORDLESS) in the PSM field of the Connection Request packet.

For PSM usage in intercom cells. see intercom Pr-ofaie.

6.2 CONFIGURATION OPTIONS

This section describes the usage of configuration options in the Cordless Tele-

phony Profile.

6.2.1 Maximum Transmission unit

The minimum MTU that a L2CAP implementation used for this profile should

support is 171 octets. This means that the maximum number of TLs supported

by this profile is ?.

6.2.2 Flush timeout option

The flush timeout value used for both the GW and the TL shall be the default

value of ClxFFFF.

6.2.3 Quality of Service

| Negotiation of Quality of Service is optional.

LZCAP procedures 1 December 1999
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7 LMP PROCEDURES OVERVIEW

In this section the LMP layer is discussed. In the table below, all LMP features

are listed. In the table it is shown what LMP features are mandatory to support

with respect to the Cordless Telephony profile. which are optional and which

are excluded. The reason for excluding features is that they may degrade oper-

ation of devices in this profile. Therefore, these features shall never be acti-

vated by a unit active in this profile.

Support in

Authentication_|.

Pairing

Change link key

Change the current link key

Encryption

Clock offset request

Slot offset information

Timing accuracy information request

2.

3.

4.

5.

5.

7.

8.

9. LMP version

—\ .0 Supported features

Switch of master slave role

Name request

Detach

Hold mode

Sniff mode

Park mode

Power control

Channel-quality driven DMIDH

Quality of service

SCO links

Control of multi-slot packets

Paging scheme

Link supervision

EZOOOZOOOOOEZOZEOOEOEZEZ
Connection establishment

C1: lF feature ? THEN M else MA

Table 7.1: LMP procedures

122 1 December 1999 LMP procedures overview
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7.1 MASTER-SLAVE SWITCH

A GW supporting feature 7, ‘Mu|ti-terminal support‘, must always be the master

of the piconet. Such a GW will request a master-slave switch when a TL con-

nects. lf the TL rejects the request, the GW may detach it. Thus, a TI. which

does not accept master-slave switch requests can not be guaranteed service

by all G‘-Ns.

7.2 LINK POLICY

The GW shall be as conservative as possible when deciding what power mode

to put the TLs in. This means that when a TL is not engaged in signalling, the

GW shell out it in a low-power mode. The recommended low-power mode to

use is the park mode.

The low-power mode parameters shall be chosen such that the TL can always
return to the active state within 300 ms.

if the GW can save power during a call. it may use the sniff mode. A TL may

request to be put in the sniff mode.

LMP procedures overview 1 December 1999
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8 LC FEATURES

The foilowing table lists all features on the LC level.

- Procedure Supporlin TL Supportln GW
1. Inquiry

inquiry scan

Paging

Page scan

Type R0

Type R1

Type R2

Packet types

ID packet

NULL packet

POLL packet

F!-IS packet

DM1 packet

DH1 packet

DM3 packet

2.

3.

4.

A

B

C

5.

A

B

C

D

E

F

G

H DH3 packet

DM5 packet

DH5 packet

AUX packet

HV1 packet

HV2 packet

HV3 packet

DV packet

inter-piconet capabilities

Voice coder:

A-law

u-law

CVSD

C1: 1F feature 7 THEN M else 0

Table 8.1: LC features

OU3>_"~|_03OZ§f‘7l‘—
1 December 1999 LC features
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8.1 INQUIRY SCAN

A device which is active in the GW role of the Cordless Telephony profile shall.
in the Class of Device field:

1. Set the Telephony‘ bit in the Service Class field

2. Indicate ‘Phone‘ as Major Device class

This may be used by an inquiring device to filter the inquiry responses.

8.2 INTER-PICONET CAPABILITIES

inter-piconet capability is the capability, as master, to keep the synchronization

of a piconet while page scanning in free slots and allowing for new members to

join the piconet. While a new unit is joining the piconet (until the master-slave

switch has been performed), operation may temporarily be degraded for the
other members.

A GW which supports feature 7. ‘Multiple tem1ina| support‘. shall have inter-

piconet capabilities. The TL may have inter-piconet capabilities.

LC features 1 December 1999
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9 GENERAL ACCESS PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the Generic lac-.c:ess l"ro’r'ila.

This section defines the support requirements with regards to procedures and

capabilities defined in Gsrzeric mcsss ?roftie.

9.1 MODES

The table shows the support status for Modes within this profile.

Procedure

Discoverability modes

Nomdisocverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectable mode

Pairing modes

Non-pairable mode

Pairable mode

Table 9.1: Modes

9.2 SECURITY ASPECTS

The table shows the support status for Security aspects within this profile.

Procedure Support In TL Support In GW

Authentication M M

Security modes

Security mode 1

Security mode 2

Security mode 3

C1: Support for at least one of the security modes 2 and 3 is mandatory.

Table 9.2: Security aspects

‘I December 1999 General Access Profile Interoperability
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9.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile.

2suvvomnrt @
1 General inquiry NRA

Limlted inquiry NIA

Name discovery NRA

Device discovery NJA

Bonding M

Table 9.3: idle mode procedures

9.3.1 Bonding

it is mandatory for the TL to support initiation of bonding, and for the GW to

accept bonding.

General Access Profile Interoperability Requirements 1 December 1999
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10 ANNEX A (INFORMATIVE): SIGNALLING FLOWS

This annex contains signalling diagrams that are used to clarify the interwork-

ing between units. This annex is informative only. The diagrams do not repre-

sent all possible signalling flows as defined by this profile.

10.1 OUTGOING EXTERNAL CALL WITHOUT POST-DIALLING

The following sequence shows the successful case when the TL does not use

overlap sending:

(CALL PROCEEDING)
‘(========================

(ALERT|NG}
(========================

SCO LINK ESTABLISHMENT
<-—------——-——-——----—:

CONNECT
(Z:':=======:=:=:==:'::=:=:

CONNECT ACKNOWLEDGE
========= ==.== ===========}

Figure 10.1: TL-originated caii when overlap sending is not used

‘I December 1999 Annex A {Informative}: Signalling flows
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The following sequence shows the successful case when post-dialling is used.

SETUP ACKNOWLEDGE
<..........:___________.—:____..—.

This message is INFORMATION
repeated until the GW
has enough dialling
information

========================)

(CALL PROCEEDING) When the GW has suffi-

plete the cali. CALL
PRDCEEDING. ALERT-
ING or CONNECT is
sent.

(ALERTING)
<========================

SCO LINK ESTABLISHMENT
-C—————————— ——————-———-—-—-————-—————

CONNECT
<=======:================

CONNECT ACKNOWLEDGE
=====================.===}

Figure 10. 2: Outgoing exremai cat! with post-diaiiing

Annex A (Informative): Signalling flows 1 December 1999
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10.3 INCOMING EXTERNAL CALL, SETUP DELIVERED ON

CONNECTIONLESS CHANNEL

The figure below shows the ailowed signalling flow in the successful case:

TL

(U N PARK)
..............-._.................._.._...:-

SCO LINK ESTABLISHMENT
...........................................................—._)

CONNECT
========================}

CONNECT ACKNOWLEDGE
<========================

Figure 10.3: incoming extemai caii, SETUP deiivered on connectioniess channei

10.4 INCOMING EXTERNAL CALL, SETUP DELIVERED ON
CONNECTION-ORIENTED CHANNEL

The figure below shows the allowed signalling flew in the successful case:

TL

(UNPARK)
...................... ................_____..._..)

ALERTING
========================}

SCO LINK ESTABLISHMENT
-.._..___---___-.._.-.__._--.__--.__)

CONNECT
Z‘ >

CONNECT ACKNOWLEDGE
4 _.._ _ _._. ._..._._...

Figure 10.4: incoming externai caii. SETUP deiivered on connection-oriented cnannei

‘I December 1999 Annex A (Informative): Signalling flows
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10.5 CALL CLEARING

The figure below shows the allowed signalling flow in the successful case when

the TL initiates call clearing:

TL GW

DISCONNECT
:2::2Z::2:2:I::2:2:2:=22}

RELEASE
(========================

SCO LINK RELEASE
<————n—u———————un——u———

RELEASE COMPLETE
__4__mH___-_______---__#>

Figure 10. 5: Call Clearing signalling flow, successful case

10.6 DTMF SIGNALLING

The figure below shows the allowed signalling flow in the successful case:

TL GW

START DTMF
========================)

START DTMF ACKNOWLEDGE
<========================

STOP DTMF
=3ZZZZZZZZZZZZZEZZZZZZZZ}

STOP DTMF ACKNOWLEDGE
<========================

Figure 10.6: DTMF signalling, successful case

10.? DTMF SIGNALLING FAILURE

The figure below shows the allowed signalling flow in the unsuccessful case:

TL GW

START DTM F
==2==2======:==:=.=======§

START DTMF REJECT
<::".:::'.::::::::::::::-:2-:.'::

Figure 10. 7: DTMF signalling, unsuccessful case

Annex A llnlonnativel: Signalling flows 1 December 1999
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10.8 ACCESS RIGHTS REQUEST

The figure below shows the allowed signaliing flow in the successful case:

ACCESS RIGHTS REQUEST
__________-2:-.--..-__-.-._-_--.--—_)

ACCESS RIGHTS ACCEPT
<________.._:___________.....

Figure 10.8: Signaiiing diagram for Access Rights Request

10.9 CONFIGURATION DISTRIBUTION

The figure below shows the ailowed signalling flow in the successful case:

{UNPARK)
<............._. ..............................

LMP_USE__SEMl__PERMANENT_KEY For additional security.

<______________,_____H_____________ GW uses a point-to-point Key
to distribute WUG info.

START ENCRYPTION
<—————— ————— ————————————————--

INFO SUGGEST
<=======================

INFO ACCEPT
I ">

CHANGE CURRENT LINK KEY GW switches back to a

<__________________________________ temporary key

START ENCRYPTION

Figure 10.9: Signaiiing diagram for Configuration distribution

‘I December 1999 Annex A (Informative): Signalling flows
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10.10 PERIODIC KEY UPDATE

The figure below shows the allowed signalling flow in the successful case:

{UNPARIQ
<—.—..-#4....-.—...-4..-.-.......-...-.-.....—.......-———..

CHANGE THE CURRENT LINK KEY
<......-...........—....................

TURN OFF ENCRYPTION
<—-—————-——-——————- ———————————— ——

TURN ON ENCRYPTION

Figure 10.10: Signaiiing diagram for periodic key update

10.11 FAST INTER-MEMBER ACCESS

The figure below shows the allowed signalling flow in the successful case:

(UNPARK)
--_._____._._.._._-:-_.__._._bv

LISTEN REQUEST

LISTEN ACCEPT
(:::::::::::::::::::::::

(LZCAP CHANNEL RELEASE)
-._..__.__._.__._.._._...._._.._-._.__}

(DETACI-I}
-....__...........--...._-._--._.-._...b

Figure 10. 1'1: Signaiiing diagram for Fast inter-member access. originating side

Annex A (Informative): Signalling flows 1 December 1999
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The figure below shows the vaiid sub-procedure sequence between the TLT
and GW:

(UNPARK)
<—-——-— ——-——------——-——-

LISTEN SUGGEST
<====:======:====='_':=:==

(as soon as possible LISTEN ACCEPT

:::::::::=:::::'_"'_':‘::"_‘::>
TEN ACCEPT. the TLT

starts page scanning)

(LZCAP CHANNEL RELEASE}
_______..._.._______.._...___}

{DETACH)
._._._._--._._..__.....__........_..._)

Figure 10.12: Signaiiing diagram for Fast inter-member access. terminating side

1 December 1999 Annex A (|n{ormatiue]: Signalling flows

AFFLT0294444



Samsung Ex. 1316 p. 1217

BLUETOOTH SPECIFICATION Version 1.0 B page 135 of 440

Cordless Telephony Profile

11 TIMERS AND COUNTERS

Timer Proposed . . 
Tc-H3400 1 week Time between periodic key updates, depend-

ing en the required security level

Table 11.1: Defined timers

Timers and counters 1 December 1999
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1 INTRODUCTION

1.1 SCOPE

This Intercom profile defines the protocols and procedures that shall be used

by devices implementing the intercom part of the usage model called ‘3-in—1

phone‘. More popularly, this is often referred to as the ‘walkie-talkie‘ usage of
Bluetooth.

1.2 PROFILE DEPENDENCIES

In :“~‘i{.}ure 1.1. the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile. by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profi|e(s) in which it is con-

tained — directly and indirectly. As indicated in the figure, the Intercom profile is

dependent only upon the Generic Access Profile — details are provided in
Section E.

-:-<;:; ’_

Fax Profile

Headset Prone _. Object Push Profile
-.\\

:r5~':re-'-6°. . . . .. =-a+:=- : S h _ t,
LAN Access Profile P¥§f?,e'°"'za '°"

Figure 1.1: Bluetooth Profiles
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1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

In this document, the following symbols are used:

- ‘M‘ for mandatory to support

- ‘O’ for optional to support

v ‘X’ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the use case)

‘C’ for conditional to support

‘NfA' for not applicable (in the given context it is impossible to use this

capability)

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices in this use case. Therefore, these features shall never be

activated while a unit is operating as a unit within this use case.

1.3.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures:

\-1.-Ludatnry -.n_:u:|l sent by .-1

llpuuml signal sent by N
+-------------------- --

'\«1'.uidiilnr_v ['.|rlIL?!.'l.iun' lnirtmcii I13 I!

M:mdnirIry fIll'l|.‘fdlll':.' initkilcd by l.’|l]!t‘[ .-'\ at 15

Figure 1.2: Armws used in signalling diagrams

'1 December 1999 introduction
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

E~":gure 2.1 below shows the protocols as used within this profile:

Telephony Application

Speech
Synchronisation

Control

'i5rc$E»cdI’
Discrimination

Binary

BaseBand

Figure 2. T .‘ intercom Profile Stack

This profile will define the requirements for each of the layers in the model
above.

Profile Overview 1 December 1999
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In the profile, the interfaces in .5”-‘ig=.:re 2.‘, above are used for the following
purposes:

A) The Call Control entity uses this interface to the speech synchronization

control to connect and disconnect the internal speech paths;

B) Used to deliver TCS messages on the connection-oriented (point-to-point)

L2CAP channel;

C) Used by the Call Control entity to control the Link Manager directly for the

purpose of establishing and releasing SCO links;

Note that, for initialization purposes. it is additionally required to control the

LClBaseband directly, to enable inquiry, paging. inquiry scan, page scan.

2.2 CONFIGURATION AND ROLES

The figure below shows a typical configuration of devices for which the Inter-

com profile is applicable:

ellular phone 9'5‘-liif I3*'I|?|'|P

Figure 2.2: intercom profile. axarnpie

As the intercom usage is completely symmetrical. there are no specific roles

defined. A device supporting the Intercom profile will generally be denoted as

Terminal (TL).

2.3 USER REQUIREMENTS AND SCENARIOS

The Intercom profile defines the protocols and procedures that shall be used by

devices implementing the intercom part of the use case called '3-in-1 phone‘.

The scenarios targeted by this use case are typically those where a direct

speech link is required between two devices (phone, computer, ...). estab-

Iished using telephony-based signalling.

A typical scenario is the following:

- Two (cellular) phone users engaged in a speech call, on a direct phone-to-

phone connection using Bluetooth only.

'1 December 1999 Profile Overview
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2.4 PROFILE FUNDAMENTALS

Here is a brief summary of the interactions that take place when a terminal

wants to establish an intercom call towards another terminal. In the description

below. the term initiator (A-party) and acceptor (B-party) will be used to desig-
nate the direction of the call.

1. If the initiator of the intercom call does not have the Bluetooth Address of the

acceptor. it has to obtain this: e.g. using the Device discovery procedure —

see Seciéon 5.4 of Generic Access profile.

. The profile does not mandate a particular security mode. If users of either

device (lnitiatorlacceptor) want to enforce security in the execution of this

profile, the authentication procedure (see :“38C‘I§(}i'? of Generic Access

profile) has to be performed to create a secure connection.

. The initiator establishes the link and channel as indicated in Sectaon ’? of the

Generic Access profile- Based on the security requirements enforced by

users of either device, authentication may be performed and encryption may
be enabled.

4. The intercom call is established.

. After the intercom call has been cleared, the channel and link will be
released as well.

2.5 FEATURE DEFINITIONS

Call information - The ability to provide additional information during the active

phase of a call.

intercom call — A speech call between two terminals.

On hook - The ability to indicate the action of going on-hook (e.g. to terminate

a call) and release of all radio resources related to that call.

2.6 CON FORMANCE

When conformance to this profile is claimed. all capabilities indicated manda-

tory for this profile shall be supported in the specified manner (process-

mandatory). This also applies for all optional and conditional capabilities for

which support is indicated. All mandatory capabilities. and optional and condi-

tional capabilities. for which support is indicated are subject to verification as

part of the Bluetooth certification program.

Profile Overview 1 December 1999

AFFLT0294457



Samsung Ex. 1316 p. 1230

page 148 of440BLUETOOTH SPEClFICAT|ON Version 1.0 B

lntercom Profile
Bluetonth.

3 APPLICATION LAYER

The following text together with the associated sub-clauses defines the feature

requirements with regard to this profile.

Table below shows the feature requirements made by this profile.

Intercom call

On hook

Cali information

Table 3.1: Apptlcatlon layer features

Table 3.2 below maps each feature to the TCS Binary procedures used for that

feature and shows whether the procedure is optional, mandatory or conditional
for that feature.

Featu re Procedure

Intercom call Call request

Call confirmation

Call connection

On hook Call clearing

Call information Call information

Table 3.2: Apptlcation layer feature to procedure mapping

‘I December 1999 Applicalion layer
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4 TCS BINARY

The following text together with the associated sub-clauses defines the manda-

tory requirements with regard to this profile.

When describing TCS Binary procedures. this chapter provides additional

information concerning lower layer handling. The normative reference for TCS

Binary procedures is TCS Binary.

Annex A contains signalling flows that illustrate the procedures in this chapter.

4.1 CALL CONTROL PROCEDURES

4.1.1 Call request

This procedure shall be performed as defined in Section 2.2.1 of TCS Binary.

in addition, the following applies: before a call request can be made, a connec-
tion-oriented L2CAP channel needs to be established between the two

devices, using the procedures as indicated in Sestier: When the L2CAP

channel has been established. the terminating side will start timer T,-C(100).

When, at expiry of timer T,c(100), the terminating side has not received the

SETUP message initiating the call request. it may terminate the L2CAP chan-

nel. Receiving the SETUP message before expiry of T;C(100) will cancel the
timer.

4.1.2 Call confirmation

This procedure shall be performed as defined in Section 2.2.5 of TCS Binary.

4.1.3 Call connection

This procedure shall be performed as defined in Section 2.2.6 of TCS Binary.

The following text defines the mandatory requirements with regard to this pro-
file.

The SCO link establishment sub-procedure (see LMP. Section 3.21) shall be

initiated before sending a CONNECT.

The speech path shall be connected by a unit when it receives a CONNECT or
CONNECT ACKNOWLEDGE.

4.1.4 Failure of call establishment

This procedure shall be performed as defined in Section 2.2.10 of TCS Binary.

Additionally. the text in Sestieri ='1-31.5 defines the mandatory requirements with

regard to this profile concerning call clearing.

TCS Binary 1 December 1999
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4.1.5 Call clearing

All ca||—c|earing and call-collision procedures as defined in Section 2.3 of TCS

Binary shall be supported by the TL.

In addition, the following applies: after the last call-clearing message has been
sent, a unit shall:

- release the SCO link by invoking the appropriate LMP sub-procedure (see

LMP, Section 3.21.5), if not already released.

- terminate the LZCAP channel used for TCS Call-control signalling (if not

already terminated) and detach the other unit.

4.1.6 Call information

This procedure shall be performed as defined in Section 2.2.7 of TCS Binary.

4.2 TCS BINARY MESSAGE OVERVIEW

This section defines the allowed TCS Binary messages in the Intercom profile.

Messages not mentioned are not applicable.

%
Alerting

Connect

Connect Acknowledge

Disconnect

Information

Release

Release Complete
EEEOZZZZ

Setup

Tabie 4.1: TCS Binary messages

‘I December 1999 T03 Binary
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4.3 INFORMATION ELEMENT OVERVIEW

This section together with the associated sub-clauses defines the allowed

information elements used in TCS Binary messages in the Cordless Telephony

profile.

information element

Message type

Audio control

Bearer capability

Call class

Called party number

Calling party number

Cause

Clock offset

Company-specific

Configuration data

Destination CID

Keypad facility

Progress indicator

SCO handle

Sending complete

Signal

Table 4.2: TCS Binary information elements

The following subsections define restrictions that apply to the contents of the

TCS Binary information elements in the Intercom profile. Note that, in the

tables. only fields where restrictions apply are shown. If a field is not shown in a

table, it means that all values defined in Section 7 of TCS Binary for that field
are allowed.

For those information elements not listed below, no restrictions apply.

TCS Binary 1 December 1999
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4.3.1 Bearer capability

The following restrictions apply to the contents of the Bearer capability informa-
tion element:

Field Values allowed

Link type SCO, None

User information layer‘! CVSD

Tabie 4.3: Restrictions to contents of Bearer capability information element

4.3.2 Call class

The following restrictions apply to the contents of the Call class information
element:

Values allowed

Intercom call

Tabie 4.4: Restrictions to contents of Cat.‘ ciass information eiemont

Call class

4.3.3 Cause

The following restrictions apply to the contents of the Cause Information
element:

Values allowed

Cause value #16 - "Normal call clearing"

#17 - "User busy",

#13 — “No user responding".

#19 — "No answer from user {user alerted)".

#21 —"Call rejected by user"

#34 — "No circuitichannel available",

#41 — "Temporary failure".

#44 — "Requested circuitichannel not available".

#53 — “Bearer capability not presently available".

#65 — "Bearer capability not implemented",

#59 — “Requested facility not implemented".

#102 — "Recovery on timer expiry"

Tabie 4.5: Restrictions to contents of Cause information eiement

4.4 LINK LOSS

If a unit in a CC state other than Nuii detects loss of link, it shall immediately go

to the Null state. Call clearing procedures shall in this case not be performed.

1 December 1999 T03 Binary
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5 SDP INTEROPERABILITY REQUIREMENTS

"table 5.1 lists all intercom-related entries in the SDP database. For each field.

the Status column indicates whether the presence of this field is mandatory or

optional.

The codes assigned to the mnemonic‘s used in the Value column as well as the

codes assigned to the attribute identifiers (if not specifically mentioned in the

AttrlD column) can be found in the Bluetooth Assigned Numbers section.

Deflnltlon AttrlD Status

ServiceC|ass|DList

Se rviceC|ass0 Generic

Telephony

Se rviceClass1 Intercom

Protoool Descriptor List

Protocolt)

Protoco|1

BIuetoothProfileDe-

scriptorList

Profileo

Paramfi oxo1oo'

Service Name Service-

provider
defined

Table 5.1: Service Record

*. Indicating version 1.0

SDP Interoperability Requirements 1 December 1999
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The foliowing text together with the associated sub-clauses define the manda-

tory requirements with regard to this profile.

6.1 CHANNEL TYPES

In this profile, only connection-oriented channels are used. In the PSM fietd of

the Connection Request packet, the default value for TCS-BIN, 0x0005 {see

Section 3.2 of Assigned Numbers) shall be used.

6.2 CONFIGURATION OPTIONS

This section describes the usage of configuration options.

6.2.1 Maximum Transmission unit

The minimum MTU that a L2CAP implementation used for this profile should

support is 3 octets.

6.2.2 Flush timeout option

The flush timeout value used for both the GW and the TL shall be the default

value of 0xFFFF.

6.2.3 Quality of Service

Negotiation of Quality of Service is optional.

Bluetuoth.

6 L2cAP INTEROPERABILITY REQUIREMENTS
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7 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

7.1 CAPABILITY OVERVIEW

in the table below, all LM capabilities are listed. In the table it is shown what LMPfea—

| tures are mandatory to support with respect to this profile and which are optional.

Authentication_\

Pairing

Change link key

Change the current link key

Encryption

Clock offset request

Slot offset information

Timing accuracy information request

2.

3.

4.

5.

6.

7.

8.

9. LMP version

—|. P Su pported features

—|. —|. Switch of master slave role

1|. N Name request

—I. 5*’ Detach

—L 5-“- Hold mode

—|. 9" Sniff mode

A .07‘ Park mode

—I. 7*‘ Power control

—I. 9° Channel quality driven DMIDH

—L $9 Quality of service

SCO links

Control of multi-slot packets

N1.0

N3 —|.

|\J!'° Paging scheme

NI9-" Link supervision

3

ZZOOOZOOOOOZZOZZOOZOZZZZ
Connection establishment

Tabie 7.1: LMP procedures

Link Manager (LM) Interoperability Requirements 1 December 1999
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8 LINK CONTROL (LC) INTEROPERABILITY

REQUIREMENTS

8.1 CAPABILITY OVERVIEW

The following table lists all capabilities on the LC level.

Capabilities

—|. Inquiry

Inquiry scan

Paging

Page scan

Type R0

Type R1

Type R2

Packet types

ID packet

NULL packet

POLL packet

FHS packet

DM1 packet

DH1 packet

DM3 packet

2.

3.

4.

A

B

C

5.

A

B

C

D

E

F

G

H DH3 packet

DM5 packet

DH5 packet

AUX packet

HV1 packet

HV2 packet

HV3 packet

DV packet

Inter-piconet capabilities

Tabie 8.1: Baseband/LC capabiiiifes

‘I December 1999 Link Central (LC) Interoperability Requirements
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Capabilities

Voice coder;7

A A-law

B }l-law

C CVSD

Table 8.1: Baseband/LC capabilities

8.2 CLASS OF DEVICE

The Class of Device field shall be set to the following:

1. Set the ‘Generic Telephony‘ bit in the Service Class field

2. Indicate ‘Phone‘ as Major Device class

Link Central (LC) Interoperability Requirements 1 December 1999
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9 GENERIC ACCESS PROFILE

Bluetooth.

This section defines the support requirements for the capabilities as defined in
Generic .c‘-\r_:c:z=_=ss Profiir-3.

9.1 MODES

The table shows the support status for Modes within this profite.

Procedure Support

Discoverability modes

Non-discoverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-oonnectable mode

Connectable mode

Pairing modes

Non-pairable mode

Pairable mode

C3: lfthe bonding procedure is supported. support for pairable mode is mandatory, other-
wise optional

Tabie 9.1: Modes

9.2 SECURITY ASPECTS

No changes to the requirements as stated in the Generic Access Profile.

9.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile.

P rocedure

General inquiry

Limited inquiry

Name discovery

Device discovery

Bonding

Table 9.2: idle mode procedures

1 December 1999 Generic Access Profile
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This annex contains signalling diagrams that are used to clarify the interwork-

ing between units. This annex is informative only. The diagrams do not repre-

sent all possible signalling flows as defined by this profile.

10.1 CALL ESTABLISHMENT

The figure below shows the allowed signalling flow in the successful case:

TL

CONNECTION ESTABUS HMENT

SETAUF

ALERTING

CONNECT

CONNECT ACKNOWLEDGE
 b

Figure 10.1: Call establishment

Annex A (lnlorn1ative}: Signalling flows 1 December 1999
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10.2 CALL CLEARING

The figure below shows the ailowed signalling flow for the call clearing:

|TL

DISCONNECT .

RELEASE

RELEASE COMPLETE
_ 

CONNECTION RELEASE

Figure 10.2: Cat! Ciearmg signalling flow, successful case

1 December 1999 Annex A Unformative]: Signalling flows
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11 TIMERS AND COUNTERS

Timer Proposed .

T|c(1DD) 105 Time between L2CAP connection
establishment and call request
initiation

‘fimers and counters 1 December 1999
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F0 REWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and

procedures (generally termed capabilities) from the Bluetooth SIG specifica-
tions, and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that if a feature Is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.

1 December 1999
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1 INTRODUCTION

1.1 SCOPE

The Serial Port Profile defines the protocols and procedures that shall be used

by devices using Bluetooth for RS232 (or simitar) serial cable emulation.

The scenario covered by this profile deals with legacy applications using

Bluetooth as a cable replacement, through a virtual serial port abstraction

(which in itself is operating system-dependent).

1.2 BLUETOOTH PROFILE STRUCTURE

In Figure 1 '3, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profile(s) in which it is

contained r directly and indirectly.

«..:.

3 Service Discover)! ;' Cordless Intercom Profile - '3
Profile Telephony Profile _ "

Serial Port Profile

Dial-up Networking
Profile

_ File Transfer _
Fax Profile Profile

Headset Profile Object Push Profile

S h ' t‘
LAN Access Profile Pigfileromza Ion '

. . \>.\

Figure 1.1’: Bluetcoth Profiles

1.3 SYMBOLS AND CONVENTIONS

This profile uses the symbols and conventions specified in Section of the

Generic Access Profile 2'9}.

1 December 1999 introduction
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application A

(Serial port
emulation or other

RFCOMM sop

Application B

(Serial port
emulation or other

API)

RFCOMM SUP

Figure 2. 1': Protocol mode.‘

The Baseband if‘:-'], LMF’ {:2} and L2CAP {3} are the OSI layer 1 and 2 Bluetooth

protocols. RFCOMM {4} is the Bluetooth adaptation of GSM TS 07.10 1'5}, pro-

viding a transport protocol for serial port emulation. SDP is the Bluetooth Ser-

vice Discovery Protocol {6}.

The port emulation layer shown in Figure 2.1 is the entity emulating the serial

port, or providing an API to applications.

The applications on both sides are typically legacy applications. able and want-

ing to communicate over a serial cable (which in this case is emulated). But

legacy applications cannot know about Bluetooth procedures for setting up

emulated serial cables, which is why they need help from some sort of

Bluetooth-aware helper application on both sides. (These issues are not explic-

itly addressed in this profile; the major concern here is for Bluetooth interopera-

bility.)

Profile overview 1 December 1999
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2.2 CONFIGURATIONS AND ROLES

The figure below shows one possible configuration of devices for this profile:

Figure 2. 2: Serial Port profile, example with two notebooks.

The following roles are defined for this profile:

Device A (DevA) — This is the device that takes initiative to form a connection

to another device (DevA is the initiator according to Section 2.2 in GAP {9}}.

Device B (DevB) - This is the device that waits for another device to take ini-

tiative to connect. (DevB is the Acceptor according to Section 2.53 in GAP {‘':'3}).

Note that the order of connection (from DevA to DevB) does not necessarily

have to have anything to do with the order in which the legacy applications are

started on each side respectively.

Informational note: For purposes of mapping the Serial Port profile to the con»

ventional serial port architecture. both DevA and DevB can be either a Data

Circuit Endpoint (DCE) or a Data Terminal Endpoint (DTE). (The RFCOMM

protocol is designed to be Independent of DTE-DCE or DTE-DTE relation-

ships.)

2.3 USER REQUIREMENTS AND SCENARIOS

The scenario covered by this profile is the following:

- Setting up virtual serial ports (or equivalent) on two devices (e.g. PCS) and

connecting these with Bluetooth, to emulate a serial cable between the two

devices. Any legacy application may be run on either device, using the

virtual serial port as if there were a real serial cable connecting the two

devices (with RS232 control signalling).

This profile requires support for one-slot packets only. This means that this

profile ensures that data rates up to 128 kbps can be used. Support for higher

rates is optional.

1 December 1999 Profile overview
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Only one connection at a time is dealt with in this profile. Consequently, only

point-to-point configurations are considered. However, this should not be con-

strued as imposing any limitation on concurrence; multiple executions of this

profile should be able to run concurrently in the same device. This also

includes taking on the two different roles (as DevA and DevB) concurrently.

2.4 PROFILE FUNDAMENTALS

For the execution of this profile, use of security features such as authorization,

authentication and encryption is optional. Support for authentication and

encryption is mandatory. such that the device can take part in the correspond-

ing procedures if requested from a peer device. If use of security features is

desired, the two devices are paired during the connection establishment phase

(if not earlier), see GAP, Section ?’.

Bonding is not explicitly used in this profile. and thus, support for bonding is

optional.

Link establishment is initiated by DevA. Service discovery procedures have to

be performed to set up an emulated serial cable connection.

There are no fixed master slave roles.

RFCOMM is used to transport the user data, modem control signals and

configuration commands.

2.5 CON FORMANCE

When conformance to this profile is claimed, all capabilities indicated manda-

tory for this profile shall be supported in the specified manner (process-

mandatory). This also applies for all optional and conditional capabilities for

which support is indicated. All mandatory capabilities and optional and condi-

tional capabilities. for which support is indicated, are subject to verification as

part of the Bluetooth certification program.

Profile overview 1 December 1999
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3 APPLICATION LAYER

Bluetunth.

This section describes the feature requirements on units complying with the

Serial Port profile.

This profile is built upon the Generic Access ‘r"r'ofiie_=. {E3}.

- When reading is}, the A-party (the connection initiator) is equivalent to DevA

and the B-party is equivalent to the DevB.

All the mandatory requirements defined in {{4} are mandatory for this profile.

Unless othenivise stated below. all the optional requirements defined in {$3}

are optional for this profile.

3.1 PROCEDURE OVERVIEW

Table 3.1 shows the required procedures:

Procedure

Establish link and set up virtual serial connec-
tion.

Accept link and establish virtual serial connec-
tion.

3. Register Service record for application in local X
SDP database.

Table 3.1: Appilcation layer procedures

3.1.1 Establish link and set up virtual serial connection

This procedure refers to performing the steps necessary to establish a connec-

tion to an emulated serial port (or equivalent) in a remote device. The steps in

this procedure are:

1. Submit a query using SDP to find out the RFCOMM Server channel number

of the desired application in the remote device.

This might include a browsing capability to let the user select among avail-

able ports (or services) in the peer device. Or. if it is known exactly which

service to contact, it is sufficient look up the necessary parameters using the
Service Class ID associated with the desired service.

. Optionally, require authentication of the remote device to be performed. Also

optionally, require encryption to be turned on.

3. Request a new LECAF’ channel to the remote RFCOMM entity.

4. Initiate an RFCOMM session on the LZCAF’ channel.

1 December 1999 Application layer
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5. Start a new data link connection on the RFCOMM session. using the afore-
mentioned server channel number.

After step 5, the virtual serial cable connection is ready to be used for commu-

nication between applications on both sides.

Note: If there already exists an RFCOMM session between the devices when

setting up a new data link connection, the new connection must be established

on the existing RFCOMM session. (This is equivalent to skipping over steps 3

and 4 above.)

Note: The order between steps 1 and 2 is not critical (may be the other way

round).

3.1.2 Accept link and establish virtual serial connection

This procedure refers to taking part in the following steps:

1. If requested by the remote device. take part in authentication procedure and.

upon further request. turn on encryption.

2. Accept a new channel establishment indication from L2CAP.

3. Accept an RFCOMM session establishment on that channel.

4. Accept a new data link connection on the RFCOMM session. This may trig-

ger a local request to authenticate the remote device and turn on encryption.

If the user has required that for the emulated serial port being connected to

(and authenticationiencryption procedures have not already been carried

out).

Note: steps 1 and 4 may be experienced as isolated events when there already
exists an RFCOMM session to the remote device.

3.1.3 Register Service record in local SDP database

This procedure refers to registration of a service record for an emulated serial

port (or equivalent) in the SDP database. This implies the existence of a Ser-

vice Database, and the ability to respond to SDP queries.

All servicesfappiications reachable through RFCOMM need to provide an SDP

service record that includes the parameters necessary to reach the corre-

sponding servicerapplication, see Section =2~3.‘i. In order to support legacy appli-

cations running on virtual serial ports, the service registration must be done by

some helper-application, which is aiding the user in setting up the port.

3.2 POWER MODE AND LINK LOSS HANDLING

Since the power requirements may be quite different for units active in the

Serial Port profile. it is not required to use any of the power-saving modes.

However, requests to use a low-power mode shall, if possible, not be denied.

Application layer 1 December 1999
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lf sniff, park, or hold mode is used. neither RFCOMM DLCs nor the L2CAP
channel are released.

If a unit detects the loss of link, RFCOMM shall be considered having been

shut down. The disconnect DLC and shutdown RFCOMM procedures refer-

enced in Efaecticn it shall not be performed. Before communication on higher

layers can be resumed. the Initialize RFCOMM session procedure has to be

performed.

‘I December 1999 Applilion layer
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4 RFCOMM INTEROPERABILITY REQUIREMENTS

This section describes the requirements on RFCOMM in units complying with

the Serial Port profile.

Ability to Initiate Ability to respond
Procedu re

Initialize RFCOMM session

Shutdown RFCOMM session

Establish DLC

Disconnect DLC

RS232 control signals

Transfer information

Test command

Aggregate flow control

Remote Line Status indication

DLC parameter negotiation

Remote port negotiation

Table 4.1: RFCOMM capabiiities

M1: The ability to have more than one RFCOMM session operational concur-

rently is optional in the RFCOMM protocol. Although support of concurrence is

encouraged where it makes sense, this profile does not mandate support of
concurrent RFCOMM sessions in either Dex/A or DevB.

X1: Within the execution of the roles defined in this profile, these abilities will
not be used.

NKA1: Information transfer is unacknowledged in the RFCONIM protocol.

C1: Which flow control mechanism to use (per-DLC, aggregate. or both) is an

implementation issue. But, if an implementation cannot guarantee that there

will always be buffers available for data received, the ability to send either per-

DLC flow control or aggregate flow control is mandatory.

Some of the procedures are further commented in subsections below.

RFCOMM Interoperability Requirements 1 December 1999
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4.1 RS232 CONTROL SIGNALS

According to TS 07.10 {S}. section 5.4.6.3}, all devices are required to send

information on all changes in RS232 control signals with the Modern Status
Command.

However. since RFCOMM can be used with an adaptation layer implementing

any kind of API (not only virtual serial ports). it is optional to use all RS232 con-

trol signals except flow control (the RTR signal in T8 07.10 E51). This signal can

be mapped on RTSICTS or XONIXOFF or other API mechanisms. which is an

implementation issue.

Informative note: To provide interoperability between devices actually using all

RS232 control signals. and devices not using them, the former type of imple-

mentation must set the states of the appropriate signals in AP|s!connectors to

suitable default values depending on RFCOMM DLC state. The implementa-

tion must not rely on receiving any RS232 control information from peer

devices. The dependency on RFCOMM DLC state may mean that DSRIDTR

as well as DCD are set to high level when an RFCOMM DLC has been estab~

lished, and that the same signals are set to low level if the corresponding DLC

is closed for any reason.

4.2 REMOTE LINE STATUS INDICATION

It is required to inform the other device of any changes in RS232 line status

with the Remote Line Status indication command. see {it}. section 5.4.6.3.10, if

the local device relays information from a physical serial port (or equivalent)

where overrun-. parity- or framing-errors may occur.

4.3 REMOTE PORT NEGOTIATION

DevA may inform DevB of RS232 port settings with the Remote Port Negotia-

tion Command. directly before DLC establishment. See it-3, section 5.4.63.9.

There is a requirement to do so if the API to the RFCOMM adaptation layer

exposes those settings (e.g. baud rate, parity).

DevB is allowed to send the Remote Port Negotiation command.

Informative note: the information conveyed in the remote port negotiation pro-

cedure is expected to be useful only in type II devices (with physical serial port)

according to section 1.2 in RFCOMM iati, or if data pacing is done at an emu-

lated serial port interface for any reason. RFCOMM as such will not artificially
limit the throughput based on baud rate settings, see RFCOMM [43,

chapter 2.

‘I December 1999 RFCOMM Interoperability Requirements
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5 LZCAP INTEROPERABILITY REQUIREMENTS

The following text together with the associated sub-clauses defines the manda-

tory requirements with regard to this profile.

Procedure Support In DevAiDevB

Channel types

Connection-oriented channel

Conneclionless channel

Signalling

Connection Establishment

Configuration

Connection Termination

Echo

Command Rejection

Configuration Parameter Options

Maximum Transmission Unit

Flush Timeout

Quality of Service

Tabie 5.1: L2CAP procedures

X1: Connectionless channel is not used within the execution of this profile. but

concurrent use by other profilesfapplications is not excluded.

5.1 CHANNEL TYPES

in this profile. only connection-oriented channels shall be used. This implies

that broadcasts will not be used in this profile.

in the PSM field of the Connection Request packet, the value for RFCOMM

defined in the Assigned Numbers document {8}. section 3.2 must be used.

5.2 SIGNALLING

Only DevA may issue an LZCAF’ Connection Request within the execution of

this profile. Other than that, the Serial Port Profile does not impose any addi-

tional restrictions or requirements on LZCAP signalling.

LZCAP Interoperability Requirements 1 December 1999
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5.3 CONFIGURATION OPTIONS

This section describes the usage of configuration options in the Serial Port
Profile.

5.3.1 Maximum Transmission unit

This profile does not impose any restrictions on MTU sizes over the restrictions

stated in L2CAP [3], section 6.1.

5.3.2 Flush Timeout

Serial Port data is carried over a reliable L2CAP channel. The flush timeout

value shall be set to its default value Oxffif.

5.3.3 Quality of Service

Negotiation of Quality of Service is optional in this profile.

Recommendation: Implementations should try to keep an upper limit of 500

milliseconds on the latency incurred when going back from a low power mode
to active mode.

‘I December 1999 LZCAP Interoperability Requirements
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6 SDP INTEROPERABILITY REQUIREMENTS

6.1 SDP SERVICE RECORDS FOR SERIAL PORT PROFILE

There are no SDP Service Records related to the Serial Port Profile in DevA.

The following table is a description of the Serial Port related entries in the SDP
database of DevB. It is allowed to add further attributes to this service record.

item Definition Typei'Size Attributeln..._... ..

-_ServiceC|ass|DList UXUUG1

Serviceclassfl Seria|F’orti UU|Di'32-bit
Note3

Protocol DescriptorList

Proiocol0 L2CAP UU I D!32-bit L2CAP

;‘Note1

ProtocoI1 RFCOMM UUID-I32-bit RFCOMM

lNote1

ProtocoiSpecificPararneter0 Server Uinia N = server

Channel channel #

ServiceName Displayable DaiaEIementi "COM5"i

text name String N034
Table 6.1: SDP Service Record

Notes:

1. Defined in the Assigned Numbers document £8}.

2. For national language support for all "dispiayable" text string attributes, an

offset has to be added to the LanguageBaseAttributelDList value for the

selected language (see the SDP Specification {ii}, section 5.1.14 for details).

. The 'Seria|Port' class of service is the most generic type of service. Addition

of other, more specific services classes are not excluded by this profile.

. The ServiceName attribute value suggested here is merely an example: a

helper application setting up a serial port may give the port a more descrip-
tive name.

SDP Interoperability Requirements 1 December 1999
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6.2 SDP PROCEDURES

To retrieve the service records in support of this profile, the SDP client entity in

DevA connects and interacts with the SDP server entity in DevB via the SDP

and L2CAP procedures presented in sections 5 and 6 of SDAP [Y]. In acoor-

dance to SDAP. DevA plays the role of the LocDev. while DevB plays the role
of the RemDev.

1 December 1999 SDP Interoperability Requirements
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7 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

7.1 CAPABILITY OVERVIEW

In addition to the requirements on supported procedures stated in the Link

Manager specification itself (see Section 3 in the Link Manager Protocol ). this

profile also requires support for Encryption both in DevA and DevB.

7.2 ERROR BEHAVIOR

lfa unit tries to use a mandatory feature. and the other unit replies that it is not

supported, the initiating unit shall send an LMF'_detach with detach reason

"unsupported LMP feature."

A unit shall always be able to handle the rejection of the request for an optional
feature.

7.3 LINK POLICY

There are no fixed master~slave roles for the execution of this profile.

This profile does not state any requirements on which low-power modes to use.

or when to use them. That is up to the Link Manager of each device to decide

and request as seen appropriate. Within the limitations of the latency require-I\
ment stated in Sealer‘:

Link Manager (LM) Interoperability Requirements 1 December 1999
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8 LINK CONTROL (LC) INTEROPERABILITY

REQUIREMENTS

8.1 CAPABILITY OVERVIEW

The following table lists all capabilities on the LC level, and the extra require-

ments added to the ones in the baseband specification by this profile.

Support

I In DevA
Capabilities

_\ Inquiry

Inquiry scan X1

Paging

Page scan

Type R0

Type R1

Type R2

Packet types

ID packet

NULL packet

POLL packet

FHS packet

DM1 packet

DH1 packet

DM3 packet

IG3'|1|'|'|U(")UJJ>_U1(')U3J>;i=-Sa3!\3
DH3 packet

DM5 packet

DH5 packet

AUX packet

HV1 packet

HV2 packet

HV3 packet

DV packet

OZ§""7<"—
Inter-plconet capabilities

Tabie 8.1: Baseband/LC capabilities

184 ‘I December 1999 Link Control (LC) Interoperability Requirements
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Capabilities

Voice codec

Table 8.1: BaselJandfl.C capabilities

X1: These capabilities are not used within the execution of this profile, but coh-

current use by other profileslapplications is not excluded.

8.2 INQUIRY

When inquiry is invoked in DevA. it shall use the General Inquiry procedure,

see GAP [E33, $E3Gi4:C=¥‘l 831.

Only DevA may inquire within the execution of this profile.

8.3 INQUIRY SCAN

For inquiry scan. (at least) the GIAC shall be used. according to one of the dis-
coverable modes defines in GAP {$51. E‘:e.r:r.:on 4.‘! and Siecution ii-.’§.3. That is,

it is allowed to only use the Limited discoverable mode, if appropriate for the

app|ication(s) residing in DevB.

in the DevB INQUIRY RESPONSE messages, the Class of Device field will not

contain any hint as to whether DevEl is engaged in the execution of the Serial

Port Profile or not. (This is due to the fact the generalized Serial Port service for

legacy applications delivered by this profile does not fit within any of the major

Service Class bits in the Class Of Device field definition.)

8.4 PAGING

Only DevA may page within the execution of this profile. The paging step will

be skipped in DevA when execution of this profile begins when there already is

a baseband connection between DevA and DevB. (In such a case the connec-

tion may have been set up as a result of previous paging by DevB.)

8.5 ERROR BEHAVIOR

Since most features on the LC level have to be activated by LMP procedures,

errors will mostly be caught at that layer. However, there are some LC proce-

dures that are independent of the LMP layer. e.g. inquiry or paging. Misuse of

such features is difficult or sometimes impossible to detect. There is no mecha-

nism defined to detect or prevent such improper use.

Link Control (LC) Interoperability Requirements 1 December 1999
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1 INTRODUCTION

1.1 SCOPE

This Headset profile defines the protocols and procedures that shall be used by

devices implementing the usage model called ‘Ultimate Headset’. The most

common examples of such devices are headsets. personal computers. and

cellular phones.

The headset can be wirelessly connected for the purposes of acting as the

device's audio input and output mechanism. providing full duplex audio. The

headset increases the user's mobility while maintaining call privacy.

1.2 PROFILE DEPENDENCIES

In Figiire 'i.’i, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile. by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profi|e(s) in which it is con»

tained — directly and indirectly.

Service Discovery c°"'3"°55 _
Application Profle _ Telephony Profile __

‘-so". ears s.»

Dial-up Networking
Profile

_ File Transfer
Fax Profile Profile

, 1 Object Push ProfileHeadset Profile

-1 1 s h ' t‘
LAN Access Profile P::;i;|er°mza '0"

Figure 1.1: Biuetoom Profiles

As indicated in the figure. the Headset profile is dependent upon both the

Serial Port Profile and the Generic access profile - details are provided in

introduction 1 December 1999
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Sectiort Es, “i3eriai Port F't'rofiie,"' or page 210 and Section 53, “G-ape-ric Access

iitrofiiie." on page 2'14.

1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

In this document, the following symbols are used:

- *M' for mandatory to support

- ‘O‘ for optional to support

- 'X‘ for excluded (used for capabilities that may be supported by the unit but

shail never be used in this use case)

'C' for conditional to support

'N!A' for not applicable (in the given context it is impossible to use this

capabiiity)

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices in this use case. Therefore, these features shall never be

activated white a unit is operating as a unit within this use case.

‘I December 1999 introduction
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1.4 SIGNALLING DIAGRAM CONVENTIONS

The following arrows are used in diagrams describing procedures:

Mandatory signal sent by A

Opiiunal signai -sen! by B
+ ———————————————————— ~-

Optionai procedure initialed by A|. . _ _ . _ . . — — — — _ . — _ .— .. ..
L &

-.
ff \

‘..__ Uptinnal procedure initialed by eulher A or 3,3‘'''‘s. r r

Figure 1.2: Arrows used in sfgnaiiing diagrams

irtiruduciion 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application Application

(Audio port emulation) (Audio driver)

eadset Control -- - -

RFCOMM SDP

Headset Control

RFCOMM 'Sl'JP

Audio Gateway side Headset side

Figure 2. 1: Protocoi modei

The Baseband. LMP and LZCAP are the OSI |ayer1 and 2 Bluetooth protocols.

RFCOMM is the Bluetooth adaptation of GSM TS 07.10 [5]. SDP is the Blue-

tooth Service Discovery Protocol. Headset Control is the entity responsible for

headset specific control signalling; this signalling is AT command based.

Note: although not shown in the model above, it is assumed by this profile that

Headset Control has access to some lower layer procedures (for example SCO
link establishment).

The audio port emulation layer shown in Figure 2.’! is the entity emulating the

audio port on the cellular phone or PC. and the audio driver is the driver soft-
ware in the headset.

For the shaded protocolsfentities in Fégore 2.1, the éfienei Fort Firoiela is used

as base standard. For these protocols. all requirements stated in the serisi

Port P:-ofiig apply except in those cases where this profile explicitly states devi-
ations.

‘I December 1999 Profile Dvenriew
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2.2 CONFIGURATION AND ROLES

The figures below show two typical configurations of devices for which the

Headset profile is applicable:

cellular phone

Figure 2.2: Headset profiie. example with ceiiuiar phone

Laptop or PC

Figure 2.3: Headsetproiiie. exampie with persona! computer

The following roles are defined for this profile:

Audio Gateway (AG) — This is the device that is the gateway of the audio, both

for input and output. Typical devices acting as Audio Gateways are cellular

phones and personal computer.

Headset (HS) - This is the device acting as the Audio Gateways remote audio

input and output mechanism.

These terms are in the rest of this document only used to designate these
roles.

Profile Overview 1 December 1999
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2.3 USER REQUIREMENTS AND SCENARIOS

The Headset profile defines the protocols and procedures that shall be used by

devices implementing the use case called ‘Ultimate Headset‘.

The following restrictions apply to this profile:

a) For this profile, it is assumed that the ultimate headset use case is

the only use case active between the two devices;

b) The profile mandates the usage of CVSD fortransmission of audio

(for the Bluetooth part). The resulting audio is monophonic, with a

quality that — under normal circumstances — will not have

perceived audio degradation.

C) Between headset and audio gateway, only one audio connection

at a time is supported;

d) The audio gateway controls the SCO link establishment and

release. The headset directly connects (disconnects) the internal

audio streams upon SCO link establishment (release). Valid

speech exists on the SCO link in both directions, once established:

e) The profile offers only basic interoperability — for example,

handling of multiple calls at the audio gateway is not included;

f) The only assumption on the headsets user interface is the

possibility to detect a user initiated action (eg. pressing a button).

2.4 PROFILE FUNDAMENTALS

A headset may be able to use the services of audio gateway without the cre-

ation of a secure connection. It is up to the user, if helshe wants to enforce

security on devices that support authentication andlor encryption in the execu-

tion of this profile. If baseband authentication andlor encryption is desired. the

two devices have to create a secure connection, using the GAP authentication

procedure as described in Section 55.1 of the Generic Access profile. This pro-

cedure may then include entering a PIN code, and will include creation of link

keys. In most cases, the headset will be a device with a limited user interface,

so the (fixed) pin code of the headset will be used during the GAP authentica-

tion procedure.

A link has to be established when a call is initiated or received. Normally, this

requires paging of the other device but, optionally, it may require unparking.

There are no fixed masterlslave roles.

The audio gateway and headset provide serial port emulation. For the serial

port emulation, RFCOMM is used. The serial port emulation is used to trans-

port the user data including modern control signals and AT commands from the

headset to the audio gateway. AT commands are parsed by the audio gateway

and responses are sent to the headset.

'1 December 1999 Profile Overview
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2.5 CON FORMANCE

If conformance to this profile is claimed, all capabilities indicated as mandatory

for this profile shall be supported in the specified manner (process-mandatory).

This also applies for all optional and conditional capabilities for which support is

indicated. All mandatory capabilities. and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the

Bluetooth certification program.

Profile Overview 1 December 1999

Bluetooth.
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3 APPLICATION LAYER

Bluetooth.

This section describes the feature requirements on units complying with the

Headset profile.

Tobie shows the feature requirements made by this profile.

1. M MIncoming audio connection

Outgoing audio connection

Audio connection transfer

Remote audio volume control

Table 3.1: Appiicetion iayer procedures

In the table above. incoming and outgoing shall be interpreted from the head-

set (HS) point of view.

Table maps each feature to the procedures used for that feature. All proce-

dures are mandatory if the feature is supported.

Feature Procedure

Incoming audio connection Incoming audio connection establishment

Audio connection release

Outgoing audio connection Outgoing audio connection establishment

Audio connection release

Audio connection transfer Audio connection transfer

Remote audio volume control Remote audio volume control

Tabie 3. 2: Application layer feature to procedure mapping

‘I December 1999 Application layer
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4 HEADSET CONTROL INTEROPERABILITY

REQUIREMENTS

4.1 INTRODUCTION

The interoperability requirements for the Headset Control entity are completely

contained in this chapter. Eéectissi 4.2 until -A-*1-.6 specify the requirements for the
procedures directly relating to the application layer features.

Sectien 43.?” specifies the AT commands and results codes used for signalling
purposes.

Settles’: r-iii specifies how the layers beneath the Headset Control entity are
used to establish and release a connection.

4.2 INCOMING AUDIO CONNECTION

Upon an internal or user generated event, the AG will initiate connection estab-

lishment (see Sectier: 4.8), and once the connection is established, will send

an unsolicited result code RING to alert the user. The RING may be repeated

for as long as the connection establishment is pending.

Optionally. the AG may provide an in—band ringing tone‘. In this case. first SCO
link establishment takes place.

1. The in-band ringing tone is used to alert the user in the headset earpiece when the user is
wearing the headset on his head.

Headset Control Interoperability Requirements 1 December 1999
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i.'.<:‘l' lllll|JIlL‘ii Ilclum

-‘.1 —i.'KP[)

Figure 4.1: incoming audio connection establishment

The user accepts the incoming audio connection by pressing the button on the

headset. By doing this, the HS will send the AT+Cl-(PD command (see Seiliiiilfi

at .?) to the AG, whereupon the AG establishes the SCO link (if not already

established).

4.3 OUTGOING AUDIO CONNECTION

An outgoing audio connection is initiated on the HS by pushing the button. The

HS wiil initiate connection establishment (see Section 11.8). and will send the

AT+CKPD command to the AG. Further internal actions may be needed on the

AG to internally establish andior route an audio stream to the H82.

The AG is responsible for establishing the SCO link.

2. For a cellular phone a cellular call may need to be established. eg. using last dialled num-

ber. pre-programmed number. Fora personal computer this e.g. relates to playing a wav file,
or audio CD.

'1 December 1999 HeadsetControllnteroperehillly Requirements
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I «er l|§IIhih:;| ucllnli

CU|‘.|‘£CI]i.'J|J c_=.l;;bLisl1n1m1I. |

Figure 4.2: Outgoing audio connection esiabiishment

4.4 AUDIO CONNECTION RELEASE

A call can be terminated either on the H5 or on the AG. On the HS based upon

the button being pushed. on the AG based upon internal actions or user inter-
vention.

HS

L'!H'l' ID'|[IdII.‘d ~'I|;IJU[]

T} .v\'r-(‘urn

Figure 4.3: Audio connection reiease — HS initiated

Headset Control Inleroperabiiity Requirements 1 December 1999
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lnl::rnnI i:\-uni 'usur lJ1'|I'||'|lL'I.ll1i.'IIni|

Figure 4.4: Audio connection reiease - AG initiated

Irrespective of the initiating side, the AG is responsible for releasing the con-

nection (see Se-::t§on 4.8).

4.5 AUDIO CONNECTION TRANSFER

An audio connection can be transferred from AG to H8 or from HS to AG. The

connection is transferred to the device initiating the transfer.

4.5.1 Audio connection transfer from A6 to H8

The audio connection transfer from AG to H8 is initiated by a user action on the

HS side. which results in an AT+CKi3'D command being sent to the AG.

L :«i:r iniluntcd :u.'ur.I1:

Figure 4. 5: Audio connection transfer from AG to H8

1 December 1999 Headset Control interoperability Requirements
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4.5.2 Audio connection transfer from HS to AG

The audio connection transfer from HS to AG is initiated by a user action on the
AG.

1, E:l.‘l.' Jlllllflicd EIJIIDIJ

Figure 4.5: Audio connection transfer from HS to AG

4.6 REMOTE AUDIO VOLUME CONTROL

The AG can control the gain of the microphone and speaker of the HS by send-

ing unsolicited result codes +VGM and +\/GS respectively. There is no limit to

the amount and order of result codes. as long as there is an active audio con-

nection ongoing. When supporting the remote audio volume control, an imple-
mentation is not mandated to support both the control of the microphone

volume and speaker volume.

51! |'Il]I:ffl]'Ji'll|l'|l.‘ ELHU

sct speaker Emu

Figure 4. 7: Audio volume controi - example How

Headset Control Interoperability Requirements 1 December 1999
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Both the speaker and microphone gain are represented as parameter to the
+VGS and +\/GM. on a scale from 0 to 15. The values are absolute values.

relating to a particular (implementation-dependent) volume level controlled by
the H8.

The HS may store the VGS and VGM settings at connection release, to restore
the volume levels at the next connection establishment. At connection estab-

lishment, the HS shall inform the AG of the (restored) volume levels using the
AT commands +VGS and +VGM. In case local means are implemented on the

HS to control the volume levels, the HS shall also use the AT commands +\./GS

and +\/GM to inform the AG of any changes in the volume levels.

-\'r« YUM :5

local L|.L'IILIl1TO till:
rprulcr -miurn:

Figure 4.8: Volume level synchronization — example flow

‘I December 1999 Headset Control interoperability Requirements

AFFLT029451 6



Samsung Ex. 1316 p. 1289

BLUETOOTH SPECIFICATION Version 1.0 B page 207 of 440

Bluetooth.
Headset Prof.-'ie

4.? AT COMMANDS AND RESULT CODES

4.7.1 General

For the exchange of the commands and unsolicited results codes, the format,

syntax and procedures of V.250 it i apply, with the exception that only one com-

mand (or unsolicited result code) per command line needs to be expected.

The headset profile uses a subset of AT commands and result codes from

existing standards. These are listed in Sectiori 4."i‘..f»?.. For those AT commands

and result codes where no existing commands applied. Siection 4.7.3 defines
additional ones.

4.7.2 AT capabilities re-used from V250 and GSM 07.07

The mandatory set of AT commands and unsolicited result codes are indicated
in Tobie it-.1 below.

AT capability Description

The Incoming call indication of V250 it:-. Section 6.3.4.

The keypad control command of GSM TS 07.07 {E}, Section 8.7. For
<i<eys>. the value of 200 indicates the Button on the headset being
pushed. The <iime> and <pause> parameters have no meaning in the
headset profile.

Tabie 4.1: Mandatory AT capabiiities

4.7.3 Bluetooth-defined AT capabilities

Optionally, the AT capabilities as indicated in Tabie 43.2 may be supported.

AT capability Syntax Description Values

Microphone +VGlvl=<gein Unsolicited result code issued by the AG <gain>: D-15
gain > to set the microphone gain of the HS.

<gain> is an unsigned octet. relating to a
particular (implementation-dependent)
volume level controlled by the HS.

Speaker gain +VGS=-<gain> Unsolicited result code issued by the AG <gain>: 0-15
to set the speaker gain of the HS. <gain>
is an unsigned octet, relating to a particu-
lar (implementation-dependent) volume
level controlled by the HS.

Tabie 4.2: Optional AT capabiiities

Headsel Control Interoperability Requirements 1 December 1999
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AT capability Description

Microphone +VGM=<gain Command issued by the HS to report the <gain>: U-15
gain level > current microphone gain level setting to
report the AG. <gain> is an unsigned octet,

relating to a particular (implementation-
dependent) volume level controlled by the
HS.

Speaker gain +VGS=<galn> Command Issued by the HS to report the <gain=-: U-15
level indlca- current speaker gain level setting to the
tlon report AG. <gain> is an unsigned octet, relating

to a particular {implementation-depem
dent) volume level controlled by the HS.

Table 4.2: Optionai AT capabiiities

4.8 LOWER LAYER HANDLING

This section describes how the layers below the Headset Control entity are
used to establish and release a connection.;'%ei:tit3r=. 4.8.1 describes how con-

nections are handled when the PARK mode is not supported. E3 .-ctit:-n 4.8-2

describes how connections are handled when the PARK mode is supported-

4.8.1 Connection handling without PARK mode

4.8. 1. 1 Connection estabiishment

Both the HS and the AG can initiate connection establishment. if there is no

RFCOMM session between the AG and the HS, the initiating device shall first

initialize RFCOMM. Connection establishment shall be performed as described
in i'§er;tion ‘F 3 of GAP and EI~?ectir.an 3 of SPP.

4.8.1.2 Connection release

When the audio connection is released, the connection may be released as

well. The AG always initiates connection release.

4.8.2 Connection handling with PARK mode

4.8. 2.‘! Connection estabiishment

If the PARK mode is suppotted. the connection is established once (e.g. on the

first request for an audio connection). Later, when an audio connection is

required, the parked device is unparked. In this section, for correct interpreta-

tion of the flows given in Section «$.22 to 4.6. the connection establishment is

referred to as initiai connection establishment, whereas the unparking is
referred to as connection establishment.

Bluetunth.
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lnitfat connection establishment shall be performed as described in Section ?.3

of GAP and Section 3 of SPF‘. Both sides may initiate the initial connection

establishment. After initial connection establishment. the park mode is acti-
vated.

in i-“w§.}t.:re 4.9 the behavior is described In case an audio connection needs to

be established - the parked device will be unparked. The unpark can be initi-

ated from either side, depending where the request for an audio connection

originated. If the PARK mode is used, neither RFCOMM DLCs nor the L2CAP
channel is released.

| Hs(_AG) _ ' AG(Hs) l

Figure 4. 9; Connection estabttsnment — Unparking a parked device

4. 8.2. 2 Connection retease

When the audio connection is released, the connection is parked again, as

indicated in i'—'a'gare -*-Ht).

HS(AG) l

Figure 4.10.‘ Connection retease — Parking

When the audio connection is released. the complete connection may alterna-

tively be released. The AG always initiates connection release.

Headset Control Interoperability Requirements 1 December 1999
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5 SERIAL PORT PROFILE

This profile requires compliance with the 3i-zrsei Poe Profits. The following text

together with the associated sub-clauses defines the requirements with regard

to this profile, in addition to the requirements as defined in the Seriei Psa-
file.

As with the headset profile, both the AG and the HS can initiate connection

establishment. For the purposes of reading the Serial Port Pm-tile, both the AG
and the HS can assume the role of Device A and B.

5.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For the RFCOMM layer, no additions to the requirements as stated in the Serial

Port Profile Sectlers -1 shall apply.

5.2 LZCAP INTEROPERABILITY REQUIREMENTS

For the LZCAP layer. no additions to the requirements as stated in the Serial

Port Profile Sestieri 5 shall apply.

‘I December 1999 Serial Port Profile
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5.3 SDP INTEROPERABILITY REQUIREMENTS

This profile defines following service records for the headset and the audio

gateway respectively.

The codes assigned to the mnemonics used in the Value column as well as the

codes assigned to the attribute identifiers (if not specifically mentioned in the

AttrlD column) can be found in the Bluetooth Assigned Numbers section.

Ser\rlceClasS|DLisl

Seryiceclassfl Headset

ServiceClass1 Generic
Audio

ProtooolDescriptorList

Protocolo LZCAP

Protocol1 RFCOM M

Protocol ‘ N=server

Specific channel #
Parameterfl

BluetoothProfile

DescriptorList

Profileo Headset

Pafamo uxmoo‘

ServiceName Service-

provider
defined

Remote audio True.-‘False
volume control

Table 5.1: Service Record for Headset

*. Indicating version 1.0

Serial Port Profile 1 December 1999
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% 
ServiceC|asslDLlsl M

ServiceClass0 UUID Headset M

ServiceC|ass1 UUID Generic
Audio

ProlooolDes::rlptorList

Protocolfl L2CAP

Proloco|1 . RFCOM M

Protocol ' N=server

Specific channel #
Paramelerfl

B lueloothProfile

Desoriplorust

Profllefl Supported UUID Headset
Profile

Paramlfl Profile Ulnt16 0,9100‘
Version

ServiceN ame DispIay- String Service-
able Text provider
name defined

Table 5.2: Service Record for the Audio Gateway

*. Indicating version 1.0

5.4 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

In addition to the requirements for the Link Manager as stated in the “ES-s:'§:al

Port .?—‘rm“:Ee" on page 165, this profile mandates support for SCO links, in both
the HS and AG.

‘I December 1999 Serial Port Profile
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5.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

in the table below, changes to the support status as listed in the Serial Port

| Profile. Section 8, '3‘:-tbie 8.1 on ‘:84: are listed.

i

Capability

Inquiry

Inquiry scan

Paging

Page scan

Type R0

Type R1

Type R2

Voice codec

CVSD

Tabie 5.3: LC capabiiifies

5.5.1 Class of Device

A device which is active in the HS role shall, in the Class of Device field:

1. Set the bit ‘Audio’ in the Service Class fieid

2. Indicate ‘Audio’ as Major Device ciass

3. Indicate "Headset" as the Minor Device class

An inquiring AG may use this to filterthe inquiry responses.

Serial Port Profile 1 December 1999
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6 GENERIC ACCESS PROFILE

This section defines the support requirements for the capabilities as defined in
Generic .£‘tc;c;ess Profile.

6.1 MODES

The table shows the support status for Modes within this profile.

1 Discoverability modes

Non-discoverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectable mode

Pairing modes

Non-pairable mode

Pal rable mode

Table 6.1: Modes

6.2 SECURITY ASPECTS

No changes to the requirements as stated in the Generic Access Profile.

6.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile.

Support in AGProcedure Support in HS

General inquiry NJA

Limited inquiry NJA

Name discovery NJA

Device discovery NIA

Bonding M (Note 1) M {Note 1}

Note 1: Mandatory for the AG to support initiation of bonding. and for the HS to accept bond-
ing.

Table 6.2: idle mode procedures

214 1 December 1999 Generic Access Profile
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1 INTRODUCTION

1.1 SCOPE

The Dial-up Networking Profile defines the protocols and procedures that shall

be used by devices implementing the usage model called ‘Internet Bridge’ (see

Bluetooth SIG MRD). The most common examples of such devices are

modems and cellular phones.

The scenarios covered by this profile are the following:

- Usage of a cellular phone or modern by a computer as a wireless modem for

connecting to a dial-up internet access server. or using other dial-up ser-
vices

Usage of a cellular phone or modern by a computer to receive data cells

1.2 BLUETOOTH PROFILE STRUCTURE

ln .'»"§gu2'e 3.1, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profile(s) in which it is

contained — directly and indirectly.

Dial-upNetworkmg §:;;;g=°bI*=°*E*°"a"9°

" “ " ' ' File Transfer

= Fax Profile profile

__ Ob_ect Push Profile

I I. I: : " S nchr n‘ at'o
. LAN Access Profile Pilofileo '1 I n

=. %3<2>sasr.-

Figure 1.1: Bluetooth Profiles
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1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the

profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that will be used in case a

certain other capability is supported);

‘X’ for excluded (used for capabilities that may be supported by the unit but

which shall never be used in the profile);

‘MIA’ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that. according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

‘I December 1999 introduction
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1.3.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures:

(PROC4)

.fDD|"\|""R\

A

{Mesa}
as

."l\i1RGA‘u

Ty

Table 1.1: Arrows used in signaiiing diagrams

in the table above, the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub—

procedure where the initiating side is undefined (may be both A and B).

PROC4 indicates an optional sub-procedure initiated by A, and PROC5 indi-

cates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG-2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates an

optional message from B to A.

1.3.3 Notation for timers and counters

'I"Imers and counters may be introduced specific to this profile. To distinguish

them from timers (counters) used in the Bluetooth protocol specifications and

other profiles, these timers (counters) are named in the following format:

‘TDNFHHHI CNDNFNHN‘).

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application

(Modem emulation)

_ _ _ Application
<| {> (Modem driver)

Dialling and control <] T .D Dialling and control

<1 TD

Q - l>

<1-TD

Gateway side Data terminal side

Figure 2.1: Protocol mode!

The Baseband. LMP and LZCAP are the OSI layeri and 2 Bluetooth protocols.

RFCOMM is the Bluetooth adaptation of GSM TS 0?.10 [51, used for providing

serial port emulation. SDP is the Biuetooth Service Discovery Protocol. Dialling

and control (see Section 4) is the commands and procedures used for auto-

matic dialling and control over the asynchronous serial link provided by the

lower layers.

The modem emulation layer shown in Fi-gore 7.1 is the entity emulating the
modem. and the modem driver is the driver software in the data terminal.

For the shaded protocolsientities in Figure 2-1, The Serial Port Profiie is used

as base standard. For these protocols. all requirements stated in Serial Port

Profile apply. except in those cases where this profile explicitly states devia-
tlons.

Note: Although not shown in the model above. it is assumed by this profile that

the appiication layer has access to some lower layer procedures (for example

SCO link establishment).

1 December 1999 Profile overview
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2.2 CONFIGURATIONS AND ROLES

The figures below show two typical configurations of devices for this profile:

Cellular phone

Frgure 2. 2: Dial-up Networking profile, example with cellular phone

Figure 2.3: Dial-up Networking profile, exampie with modem

The following roles are defined for this profile:

Gateway (G-W] — This is the device that provides access to the public network.

Typical devices acting as gateways are cellular phones and modems.

Data Terminal (DT) — This is the device that uses the dial-up services of the

gateway. Typical devices acting as data terminals are laptops and desktop
PCs.

in the rest of this document, these terms are only used to designate these
roles.

For purposes of mapping the Dial-up Networking profile to the conventional

modern system architecture. the GW is considered Data Circuit Endpoint

(DCE), and the DT is considered Data Terminal Endpoint (DTE).

Profile overview 1 December 1999
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2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

- Usage of a GW by a DT as a wireless modern for connecting to a dia|~up

internet access server or using other dial-up services

- Usage of a GW by a DT to receive data calls

The following restrictions apply to this profile:

a) The modem is not required to be able to report andior discriminate
between different call types for incoming calls.

ti) This profile requires support for one-slot packets only. This means

that this profile ensures that data rates up to 128 kbps can be

used. Support for higher rates are optional.

c) Only one call at a time is supported.

d) The profile only supports point-to-point configurations.

e) There is no way defined in this profile to discriminate between two

SCO channels originating from the same device. It is therefore

manufacturer-specific as to how to deal with the situation where

there are multiple applications requiring the use of multiple SCO

channels originating from the same device.

f) Before a cellphone or modern can be used with a PCi’Laptop for

the first time, an initialization procedure must be performed. This

typically involves manually activating initialization support, and

entering a PIN code on the F’CiLaptop keyboard (see Generic:

r’5.cr;es:-1 Profiie for more details). This procedure may have to be

repeated under certain circumstances.

g) This profile does not support multiple instances of its

implementation in the same device.

Security is ensured by authenticating the other party upon connection estab-

lishment. and by encrypting all user data. The baseband and LMP mechanisms

for authentication and encryption are used.

‘I December 1999 Profile overview
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2.4 PROFILE FUNDAMENTALS

Before a DT can use the services of a GW for the first time, the two devices

have to initialize. Initialization includes exchanging a PIN code, creation of link

keys and service discovery.

A link has to he established before calls can be initiated or received. This

requires paging of the other device. Link establishment is always initiated by
the DT.

There are no fixed rnasterislave roles.

The GW and DT provide serial port emulation. For the serial port emulation, the

serial port profile (see Saris: Port Profile) is used. The serial port emulation is

used to transport the user data. modem control signals and AT commands

between the GW and the DT. AT-commands are parsed by the GW and

responses are sent to the DT.

An 5500 link is used to transport audio.

For security purposes. authentication is used, and all user data is encrypted.

For this, the basebandiLMP mechanisms are used.

2.5 CON FORMANCE

If conformance to this profile is claimed, all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process-mandatory).

This also applies for all optional and conditional capabilities for which support is

indicated. All mandatory capabilities, and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the Blue-

tooth certification program.

Profile overview 1 December 1999
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3 APPLICATION LAYER

This section describes the service requirements on units active in the Dial-up

Networking profile.

3.1 SERVICE OVERVIEW

Table shows the required services:

Support in DT Support in GW

Data call without audio feedback

Data call with audio feedback

Fax services without audio feedback

Fax services with audio feedback

Voice call

Table 3.1: Application layer procedures

3.2 DATA CALLS

The support of data calls is mandatory for both GWS and DTs. Optionally. audio

feedback may be provided (see Section 4.2).

The GW shall emulate a modem connected via a serial port. The Serial 390:1

Prcfiie is used for RS-232 emulation, and a modem emulation entity running on

top of the serial port profile provides the modern emulation.

3.3 FAX SERVICE

The support of tax is not covered by this profile. Refer to Fax; Profile.

3.4 VOICE CALLS

The support of voice calls is not covered by this profile.

‘I December 1999 Applicaljon layer
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4 DIALLING AND CONTROL lNTEROPERABlLlTY

REQUIREMENTS

4.1 AT COMMAND SET USED

To guarantee that basic functionality can always be provided, it is required that

a GW device supports the commands and responses as defined in the follow-

ing sub-clauses.

The commands are based on ITU-T \/.250 and GSM 07.07.

4.1.1 Command syntax

For the exchange of the commands, responses and unsolicited results codes,

the format, syntax and procedures of ITU-T \/.250 {6} apply.

4.1.2 Commands

The table below lists all commands that shall be supported by the GW.

Name | Description Reference
&C Circuit 109 {Received line signal Shall be supported as def'ned in

detector} Behavior

84) Circuit 108 (Data terminal ready) Shall be supported as defned in :6}.
Behavior

&F Set to Factory-defined Configura- Shall be supported as def'ned in
tion

Request Complete Capabilities List Shall be supported as def'ned in

Request Manufacturer identification Shall be supported as def'ned in

Request Model Identification Shall be supported as defined in

Request Revision identification Shall be supported as def'ned in iii}.

Answer Shall be supported as defined in :6}.

Dial Shall be supported either as defined in
i6] or as defined in 'g'3{:}.

Command Echo Shall be supported as defined in

Hook Control Shall be supported as defined in

Monitor Speaker Loudness Shall be supported as defined in {ESL

M Monitor Speaker Mode Shall be supported as defined in 35:.

Table 4.1: Required commands

Dialling and Control Interoperability Requirements 1 December 1999
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Description

Return to Online Data State

Select Pulse Dialling

Result Code Suppression

Automatic Answer

Automatic Disconnect Delay

Command Line Termination Char-
acter

Response Formatting Character

Command Line Editing Character

Pause Before Blind Dialling

Connection Completion Timeout

Comma Dial Modifier Time

Select Tone Dialling

DCE Response Format

Result Code Selection and Call

Progress Monitoring Control

Reset To Default Configuration

Table 4.1: Required commands

Reference

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in

The setting of this parameter may be
ignored. If not ignored, it shall be sup-
ported as defined in {$1.

Shall be supported as defined in

Shall be supported as defined in

Shall be supported as defined in i6}.

Shall be supported as defined in

Shall be supported as defined in

1 December 1999 Dialling and Control Interoperability
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4.1.3 Result codes

The table below lists all result codes that shall be supported by the GW.

Description L Reference
OK Acknowledges execution of a Shall be supported as

command. defined ‘n

CONNECT Connection has been established. Shall be supported as
defined ‘n

RING The DCE has detected an incoming Shall be supported as
call signal from the network. defined ‘n

NO CARRIER The connection has been termi— Shall be supported as
nated. or the attempt to establish a defined ‘n {B}.
connection failed.

ERROR Error. Shall be supported as
defined 'n ifs}.

NO DIALTONE No dial-tone detected. Shall be supported as
defined 'n

BUSY Busy signal detected. Shall be supported as

defined 'n{fi§.

Table 4.2: Required result codes

4.2 CALL PROGRESS AUDIO FEEDBACK

The GW or DT may optionally be able to provide audio feedback during call

establishment. This clause applies only to gatewaysldata terminals that are

able to provide audio feedback.

SCO links are used to transport the digitized audio over the Bluetooth link. The

GW shall take all initiatives for SCO link establishment. The setting of the M

parameter (see {6}, Section 5.3.14) controls whether audio feedback is

provided by the GW.

If a GW provides audio feedback for a call, the GW shall use the initiate SCO

link procedure (see Link Manager protocol) to establish the audio link when the

DCE goes off-hook.

Depending on the setting of the M parameter. the GW releases the audio link

when the DOE has detected a carrier or when the DCE goes on-hook. The

remove SCO link procedure (see [Link Manager protocol]) shall be used for
audio link release.

If SCO link establishment fails, the call establishment shall proceed without the
audio feedback.

Dialling and Control Interoperability Requirements 1 December 1999
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This profile assumes that the DT is not active in any other profile which uses

SCO links while it is operating in the Dial-up Networking profile. Therefore, the

behavior in a situation where multiple SCO links are established simulta-

neously is undefined.

4.3 ESCAPE SEQUENCE

It is recommended that the GW supports an escape sequence (i.e. a sequence

of characters which causes the GW to leave the online data state and go to the

online command state). This profile does not mandate a particular escape

sequence - it is up to the implementer of the profile if and how returning to

command mode is supported.

‘I December 1999 Dialling and Control Interoperability
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5 SERIAL PORT PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the Seriai Port Profits. For the purposes of

reading the Serial Port Profile, the GW shall always be considered to be Device

B and the DT shall always be considered to be Device A.

The following text together with the associated sub—c|auses define the require-

ments with regards to this profile, in addition to the requirements defined in
Saris! Port Profits.

5.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For RFCOMM, no additions to the requirements stated in Ssriat Port. Profits

apply.

5.2 LZCAP INTEROPERABILITY REQUIREMENTS

For the L2CAP layer, no additions to the requirements stated in Seriai Port ‘:‘>ro~-

apply.

5.3 SDP INTEROPERABILITY REQUIREMENTS

"§'at)ie 55.’: lists all entries in the SDP database of the GW defined by this profile.

The ‘Status’ column indicates whether the presence of this field is mandatory

or optional.

The codes assigned to the mnernonics used in the 'Va|ue' column, and the

Codes assigned to the attribute identifiers. can be found in the Bluetooth

Assigned Numbers section.

Service Class ID List

Service Class #0 Generic Net-

working

Service Class #1 Dial-up Net-
working

Protocol Descriptor List

Protocol #0 L2CAP

Protocol #1 RFCOMM

Table 5.1: Service Database Entries

Serial Port Profile Interoperability Requirements 1 December 1999
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Status Default

Parameter for Protocol #1 Sewer 1.2.3.....3U
Channel

Service Name Displayable Service-pro-
Text name vider defined

Audio Feedback Support True!False

B|uetoothProfiIe-

DescriptorList

Profile #0

Parameter for Profile #0 Version

Table 5. f: Service Database Entries

*. Indicating version 1.0

5.4 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

In addition to the requirements for the Link Manager as stated in the

Port Profile" on page ’i£S:'5, this profile requires support for ‘.300 links, in both

the GW and DT. The support is conditional upon the ability to provide audio
feedback."

‘I December 1999 SerialPorl Profile Interoperability Requirements
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5.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

in the table below, all LC capabilities required by this profile are listed.

Support in
Capabilities baseband

Packet types

HV3 packet |o |c1 |c2
Voice coder:

ovso | o | C1
C1: The support for this capability is mandatory for gateways that are able to provide audio
feedback to the DT.

C2: The support for this capability is mandatory for data terminals that are able to provide
audio feedback to the user.

|c2

Table 5.2: Baseband/LC oapabiiiries

5.5.1 Class of Device usage

A device which is active in the GW role of the Dial-up Networking profile shall,
in the Class of Device field:

1. Set the bits ‘Telephony’ and 'Networking' in the Service Class field (see

Bluetooth Assigned Numbers)

2. Indicate ‘Phone’ as Major Device class (see Bluetooth Assigned

Numbers)

This may be used by an inquiring device to filter the inquiry responses.

Serial Port Profile Interoperability Requirements 1 December 1999
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6 GENERIC ACCESS PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the Generic J’{“sC'<C'-E‘-35 l"ro’r'i§e.

This section defines the support requirements with regards to procedures and

capabilities defined in Generic Access Profile.

6.1 MODES

The table shows the support status for Modes within this profile.

Discoverability modes

Nor1—discoverabIe mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectable mode

Pairing modes

Non-pairable mode

Pairable mode

Tabie 6.1: Modes

6.2 SECURITY ASPECTS

The table shows the support status for Security aspects within this profile

Procedu re

Authentication

Security modes

Security mode ‘I

Security mode 2

Security mode 3

C1: Support for at least one of the security modes 2 and 3 is mandatory.

Tabie 6.2: Security aspects

1 December 1999 Generic Access Profile Interoperability
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6.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile

W
General inquiry

Support in GW

Limited inquiry

Name discovery

Device discovery

Bonding M (Note 1)

Note 1: See section 6.3.1

Table 6.3: idie mode procedures

6.3.1 Bonding

it is mandatory for the DT to support initiation of bonding, and for the GW to

accept bonding.

Generic Access Profile Interoperability Requirements 1 December 1999
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1 INTRODUCTION

1.1 SCOPE

The Fax profile defines the protocols and procedures that shall be used by
devices implementing the fax part of the usage model called ‘Data Access

Points, Wide Area Networks‘ (see Bluetooth SIG MRD).

A Bluetooth cellular phone or modem may be by a computer as a wireless fax

modem to send or receive a fax message.

1.2 PROFILE DEPENDENCIES

In Figute 1 1. the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profi|e(s) in which it is con-
tained - directly and indirectly.

Intercom Profile

we» as e‘

G ‘ Ob‘

Dial-up Networking P332: lEctEmhange
Profile

Q, , File Transfer
«E Fax Profile Profile

Headset Frame Object Push Prof'le

- - _ - Synchronization
LAN Access Profile Profile

Figure 1.1: Bluetooth Picfiies

As indicated in the figure. the Fax profile is dependent upon both the Serial

Port Profile and the Generic access profile — details are provided in Section 5

Seeel Port i'»‘roi'ile on page 255 and E$er:.t'icn 6 Generic Access Prefsle ie'tei'oper»

ability Reqiiirernerits. on page

1 December 1999 introduction
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1.3 SYMBOLS AND CONVENTIONS

1.3.1 Requirement status symbols

in this document, the following symbols are used:

‘M’ for mandatory to support

‘O’ for optional to support

‘X' for excluded (used for capabiiities that may be supported by the unit but

which shall never be used in the use case)

‘C' for conditional to support

'NiA' for not applicable (in the given context it is impossible to use this

capability}

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification. are mandatory. These are features that may degrade

operation of devices in this use case. Therefore, these features shall never be

activated while a unit is operating as a unit within this use case.

Within the scope of this Fax profile, the expression ‘Fax class" is used as a

shortcut to ‘facsimile service class“ as defined by [21, {1}}, id} and {at}. This is not
to be confused with Bluetooth service class.

introduction 1 December 1999
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1.3.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures:

wu1d.u1nr_\.- !hIgJ'|11|.|a:l1HL1) A

Dplannai nmccdllrc Ifllihlltli I15 .-’\_ _ - - - .,
I-’

Figure 1-2 Arrows used In sfgnaiifng diagrams
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application

(Modem driver)

Application

(Modem emulation)
<1-—--|>

Dialling and control QT |> Dialling and control

GT --|>

<l-- - -|>

<]Tl>

Gateway side Data terminal side

Figure 2.1: Protocol model

The Baseband, LMP and L2CAP are the OSI layer 1 and 2 Biuetooth protocols.

RFCOMM is the Bluetooth adaptation of GSM TS 0?.10 {'1}, used for providing

serial port emulation. SDP is the Bluetooth Service Discovery Protocol. Dialling

and control (see Section 4) defines the commands and procedures used for

automatic dialling and control over the asynchronous serial link provided by the

lower layers.

The modem emulation layer shown in Figure‘-z 2.‘? is the entity emulating the
modem, and the modem driver is the driver software in the data terminal.

For the shaded protocolslentities in éiigtxre 2.3, The 5Se:":ai Port Firofiie is used

as base standard. For these protocols, all requirements stated in Serial Port

Profile apply, except in those cases where this profile explicitly states devia-
tions.

Note: Although not shown in the model above, it is assumed by this profile that

the application layer has access to some lower layer procedures (for example

SCO link establishment).

Profile overview 1 December 1999
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2.2 CONFIGURATIONS AND ROLES

The figures below show two typical configurations of devices for this profile:

Cellular phone

PC

Figure 2. 2: Fax profile, axampie with celiuiar phone

Figure 2.3: Fax profiie. exampie with modern

The foliowing roles are defined for this profile:

Gateway (GW) — This is the device that provides facsimile services. Typical
devices acting as gateway are cellular phones and modems.

Data Terminal (DT) — This is the device that uses the facsimile services of the

gateway. Typical devices acting as data terminals are laptops and desktop
PCs.

In the rest of this document. these terms are only used to designate these
roles.

For purposes of mapping the Fax profile to the conventional modem system

architecture, the GW is considered Data Circuit Endpoint (DOE). and the DT is

considered Data Terminal Endpoint (DTE).

‘I December 1999 Profile overview
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2.3 USER REQUIREMENTS AND SCENARIOS

The Fax profile defines the usage of a GW by a DT as a wireless modem to

send or receive fax messages

The following restrictions apply to this profile:

a) The GW (cellphone or modem) is not required to be able to report

andfor discriminate between different call types for incoming calls.

b) This profile requires support for one-slot packets only. This means

that this profile ensures that data rates up to 128 kbps can be

used. Support for higher rates are optional.

c) Only one call at a time is supported.

d) The profile only supports point-to-point configurations.

e) Since in this profile there is no way defined to discriminate

between 2 SCO channels originating from the same device, it is

manufacturer specific as to deal with the situation where there are

multiple applications requiring the use of multiple SCO channels

originating from the same device.

f) This profile does not support multiple instances of its

implementation in the same device.

2.4 PROFILE FUNDAMENTALS

Here is a brief summary of the interactions that take place when a DT wants to
use the facsimile services of a GW.

1. If the DT does not have the Bluetooth Address of the GW. the DT has to

obtain the address; e.g. using the Device discovery procedure. see Sectroz'e

8.43 of Generic Access profile.

. The Fax profile mandates the use of a secure connection through the

authentication procedure (see Section 5.1 of Generic Access profile), and

encryption of all user data through the baseband I LMP encryption mecha-

nisms (see Section 8 of the Generic Access profile).

. Link establishment is always initiated by the DT.

. There are no fixed master 2' slave roles.

. The fax call is established.

. The GW and DT provide serial port emulation. For the serial port emulation.

the serial port profile (see Serial Port Fircfiie) is used. The serial port emula-

tion is used to transport the user data, modem control signals and AT com-

mands between the GW and the DT. AT-commands are parsed by the (SW

and responses are sent to the DT.

7. An optional SCO link may be used to transport fax audio feedback.

. After the fax call has been cleared, the channel and link will be released as
well.

Profile overview 1 December 1999
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2.5 CONFORMANCE

When conformance to this profile is claimed. all capabilities indicated manda-

tory for this profile shall be supported in the specified manner (process

mandatory). This also applies for all optional and conditional capabilities for

which support is indicated. All mandatory capabilities. and optional and condi-

tional capabilities. for which support is indicated. are subject to verification as

part of the Bluetooth certification program.
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3 APPLICATION LAYER

This section describes the service requirements on units active in the Fax

profile.

3.1 SERVICE OVERVIEW

Teiaie 25.’! shows the required services:

—%

CC
C

NIA NIA

Table 3.1: Application layer procedures

3.2 DATA CALLS

The support of data calls is not covered by this profile.

Refer to i3iai~=.;p f\§etwori<.ing Rrofiie.

3.3 FAX SERVICE

At least one of the following fax classes of service is mandatory for both the

GW and the paired DT (see Section 41.1.2):

Fax Class 1 TlA-578-A {:2} and ITU T.31 {4}

Fax Class 2.0 TIA-592 ifiiand ITU T.32 {5}

Fax Service Class 2 - No industry standard exists (manufacturer specific).

Optionally, audio feedback may be provided (see Sec.-tion 4.2).

The GW shall emulate a modem connected via a serial port. The Serial i'»‘ort

S?-*rof:§e is used for RS-232 emulation. and RFCOMM running on top of the

serial port profile provides the modem emulation.

3.4 VOICE CALLS

The support of voice calls is not covered by this profile. Refer to Cc:-rdiess Teien

phony iii:-ofils.

Application layer 1 December 1999
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4 DIALLING AND CONTROL INTEROPERABILITY

REQUIREMENTS

4.1 AT COMMAND SET USED

To guarantee that basic functionality can always be provided, it is required that

a GW device supports the commands and responses as defined in the sup-

ported fax class of service(s):

Fax Class 1 TIA-578-A {2} and ITU T31 :43

Fax Class 2.0 TIA-592 {Ti} ] and ITU T.32 {{5}

Fax Service Class 2 — No industry standard exists (manufacturer specific).

4.1.1 Command syntax, Protocols and Result Codes

Refer to each specific Implemented fax service class document for a descrip-

tion of the required commands, protocols and result codes.

4.1.2 Fax Service Class selection procedure

This profile does not require a specific service class of fax. This profile

supports 2 standards-based fax ‘classes’ — fax class 1 I2], [tit and fax class 2.0

{'31, — and a third manufacturer—specifIc pseudo-standard, fax class 2 (no

industry reference standard exists).

The DT shall check the GW SDP or perionn an ‘AT+FCLASS" command to dis-

cover the fax class of service(s) supported by the GW.

Bluetooth devices implementing this profile must support a minimum of one fax

service class. but may support any or all fax services classes.

‘I December 1999 Dialling and Control Interoperability
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4.2 CALL PROGRESS AUDIO FEEDBACK

The GW or DT may optionally be able to provide audio feedback during call

establishment. This clause applies only to gatewaysldata terminals that are

able to provide audio feedback.

SCO links are used to transport the digitized audio over the Bluetooth link. The

GW shall take all initiatives for SCO link establishment. The setting of the M

parameter (see {E3}, Section 6.3.14) controls whether the GW provides audio
feedback.

lfa GW provides audio feedback for a call, the GW shall use the ‘initiate S00

link’ procedure (see Link Manager protocol) to establish the audio link when the

DCE goes ofi-hook.

Depending on the setting of the M parameter. the GW releases the audio link

when the DCE has detected a carrier or when the DCE goes on-hook. The

‘remove SCO link’ procedure (see [Link Manager protoco|]) shall be used for
audio link release.

if SCO link establishment fails, the call establishment shall proceed without the
audio feedback.

This profile assumes that the DT is not active in any other profile that uses

SCO links while it is operating in the Fax profile. Therefore. behavior is

not defined for a situation where multiple SCO links are established simulta-

neously.

Dialling and Control Interoperability Requirements 1 December 1999
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5 SERIAL PORT PROFILE

This profile requires compliance to the Eieriai Port Profits. For the purposes of

reading the Serial Port Profile. the GW shall always be considered to be Device

B and the DT shall always be considered to be Device A.

The foliowing text together with the associated sub-clauses define the require-

ments with regards to this profile in addition to the requirements defined in the
Serial Port Profile.

5.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For RFCOMM, no additions to the requirements stated in Berta! Port F>§‘o.E“'a'_ .

apply.

5.2 LZCAP INTEROPERABILITY REQUIREMENTS

For the LZCAP layer. no additions to the requirements stated in Serial Port Pro-

file apply.

5.3 SDP INTEROPERABILITY REQUIREMENTS

‘taste 5.": lists all entries in the SDP database of the GW defined by this profile.

The ‘Status’ column indicates whether the presence of this field is mandatory

or optional.

The codes assigned to the mnemonics used in the ‘Va|ue' column and the

codes assigned to the attribute identifiers can be found in Bluetooth Assigned
Numbers.

Item

Service Class ID List

Service Class #0

Service Class #1

Protocol Descriptor List

Protocol #0 L2CAP

Protocol #1 RFCOMM

N = server
channel #

Parameter for Protocol #1

Table 5. ‘i : Service Database Entries
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Item Definition:

Service Name Displayabie Service-provider
Text name defined

Audio Feedback Support TruefFalse

Fax Class 1 Support TruelFal5e

Fax Class 2.0 Support TrL:efFalse

Fax Class 2 Support Truel‘Fa!se

B|ueloothProfile Descrip-
lorLis1

Profile #0

Parameter for Profile #0

Table 5.1: Service Database Entries

*. Indicating version 1.0

5.4 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

in addition to the requirements for the Link Manager as stated in the "Serial

3"->0rt ?—‘:efiie" on page ‘E653, this profile requires support for SCO links. in both

the (SW and DT. The support is conditional upon the ability to provide audio
feedback."

Serial Port Profile 1 December 1999
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5.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

In the table below, all LC capabilities required by this profile are listed.

Support in
base-band GW DT

2

Packet types

HV3 packet C1 C

Voice coder:

CVSD

Capabilities

C1: The support for this capability is mandatory for gateways that are able to provide audio
feed back to the DT.

C2: The support for this capability is mandatory for data terminals that are able to provide
audio feedback to the user.

Table 5.2: Baseband/LC capabilities

5.5.1 Class of Device usage

A device which is active in the GW role of the Fax profiie shall, in the Class of
Device field:

1. Set the ‘Telephony’ bit in the Service Class field (see Bluetooth Assigned

Numbers)

2. Indicate 'Phone‘ as Major Device class (see Bluetooth Assigned

Numbers)

This may be used by an inquiring device to filter the inquiry responses.

‘I December 1999 Serial Port Profile
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6 GENERIC ACCESS PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the Generic }{‘3C'-C-€555 Profits.

This section defines the support requirements with regards to procedures and

capabilities defined in Generic Access Profile.

6.1 MODES

The table shows the support status for Modes within this profile.

Procedu re

Discoverabiiity modes

Non-discoverable mode

Limited discoverabie mode

General discoverahie mode

Connectability modes

Non-connectabie mode

Connectable mode

Pairing modes

Non-pairable mode

Pairable mode

Tabie 6.1: Modes

Generic Access Profile Interoperability Requirements 1 December 1999
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6.2 SECURITY ASPECTS

The table shows the support status for Security aspects within this profile.

Support in Support in
Procedure D1. GW

Authentication M M

Security modes

Security mode 1

Security mode 2

Security mode 3

C1: Support for at least one of the security modes 2 and 3 is mandatory

Tabie 6. 2: Security aspects

3.3 IDLE MODE PROCEDURES

The table shows the support status for Idle mode procedures within this profile.

Procedure Support in DT Support in GW

General inquiry NIA

Limited inquiry NIA

Name discovery NIA

Device discovery NIA

Bonding M (Note 1}

Note 1: See section 6.3.1

Tabie 6.3: idle mode procedures

6.3.1 Bonding

It is mandatory for the DT to support initiation of bonding, and for the GW to

accept bonding.
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1 INTRODUCTION

1.1 SCOPE

This profile defines LAN Access using PPP over RFCOMM. There may be
other means of LAN Access in the future.

- PPP is a widely deployed means of allowing access to networks.

PPP provides authentication. encryption. data compression and multi-

protocol facilities. PPP over RFCOMM has been chosen as a means of pro-

viding LAN Access for Bluetooth devices because of the large installed base

of devices equipped with PPP software.

It is recognized that PPP is capable of supporting various networking proto-

cols (e.g. IP, IPX. etc.). This profile does not mandate the use of any particu-

lar protocol. However. since IP is recognized as the most important protocol

used in today's networks, additional IP-related information is provided In an

appendix. The use of these other PPP protocols is not discussed.

This profile does not deal with conferencing. LAN emulation, ad-hoc net-

working or any other means of providing LAN Access. These functions are.

or may be, dealt with in other Bluetooth profiles.

This profile defines how PPP networking is supported in the following situa-
tions.

a) LAN Access for a single Bluetooth device.

b) LAN Access for multiple Bluetooth devices.

c) PC to PC (using PPP networking over serial cable emulation).

introduction 1 December 1999
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1.2 PROFILE DEPENDENCIES

In Pigtzre 1.1, the Bluetooth profile structure and the dependencies of the

profiles are depicted. A profile does have dependencies — direct and indirect —

on the profilets) within which it is contained. as illustrated in the figure.

In particular, this LAN Access profile is dependent on the Serial Port and

Generic Access profiles.

=- Ge.n_eric'.Accessj e-=- :'

- =3 '_IT;_S-.BlN-bas'ed -Profile -

Service Discovery ":2: Cordless Telephony Intercom Profile
2- _ Profile Profile __ ;

 er: 

Dial-up Networking "
' Profile _ _ _ _

_ FaX Prflfile --

Headsetpmfile . " 0b]ectPus|1 Profile .;

Hi" _ Synchronization I I :2
'- " ' " LAN Access Profile - Profile 1;

Figure 1.1: Bluetoorh Profiles

1.3 SYMBOLS AND CONVENTIONS

This profile uses the symbols and conventions specified in Se-::t':r:.n 1 2 of the

| Generic Access Profile {$3}.

1 December 1999 introduction
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2 PROFILE OVERVIEW

2.1 PROTOCOL STACK

The figure below shows the protocols and entities used in this profile.

Data Terminal LAN Access Point

Figure 2.1: Protocol Stack

PPP is the IETF Point-to-Point Protocol {3}. PPP-Networking is the means of

taking IP packets tolfrom the PPP layer and placing them onto the LAN. This

mechanism is not defined by this profile but is a well-understood feature of

Remote Access Server products.

The Baseband ltl, LMP {:23 and L2CAP [33 are the OSI layer 1 and 2 Bluetooth

protocols. RFCOMIVI E-it} is the Bluetooth adaptation of GSM TS 07.10 :5}. SDP

is the Bluetooth Service Discovery Protocol {E3}.

ME is the Management Entity which coordinates procedures during initializa-

tion, configuration and connection management.

2.2 CONFIGURATIONS AND ROLES

The following roles are defined for this profile.

LAN Access Point (LAP) — This is the Bluetooth device that provides access to

a LAN (e.g. Ethernet, Token Ring. Fiber Channel. Cabte Modem, Firewire,

USE, Home Networking). The LAP provides the services of a PPP Server. The
PPP connection is carried over RFCOMM. RFCOMM is used to transport the

PPP packets and it can also be used for flow control of the PPP data stream.

Profile overview 1 December 1999
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Data Terminal (DT) — This is the device that uses the services of the LAP. Typi-

cal devices acting as data terminals are laptops, notebooks, desktop PCs and
PDAS. The DT is a PPP client. It forms a PPP connection with a LAP in order to

gain access to a LAN.

This profile assumes that the LAP and the DT each have a single Bluetooth

radio.‘

2.3 USER REQUIREMENTS AND SCENARIOS

The foliowing scenarios are covered by this profile.

1. A single DT uses a LAP as a wireless means for connecting to a Local Area

Network (LAN). Once connected, the DT will operate as if it were connected

to the LAN via dial-up networking. The DT can access all of the services pro-

vided by the LAN.

LAN Access Point

Data Terminal

Figure 2.2: LAN Access by a single DT.

1. Products with multiple radios can still conform to this profile. The LAP and DT roles can be
adopted independently by each radio.

2?? 1 December 1999 Profile overview
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2. Multiple DTs use a LAP as a wireless means for connecting to a Local Area

Network (LAN). Once connected, the DTs will operate as if they were con-

nected to the LAN via dial-up networking. The DTs can access all of the ser-

vices provided by the LAN. The DTs can also communicate with each other

via the LAP?

LAN Access Point

Data Terminal B

ta Terminal A

Figure 2.3: LAN Access by multiple DTs.

3. PC to PC connection. This is where two Bluetooth devices can form a single
connection with each other. This scenario is similar to a direct cable connec-

tion commonly used to connect two PCs. In this scenario, one of the devices

will take the role of a LAP. the other will be a DT. See Appendix 13.1 for

more details of how this can be configured.

Figure 2.4: PC to PC connection.

Some LAP products may have an internal LAN or use the PSTN to access the

Internet or corporate networks. The dial-up mechanisms to achieve the Internet

connection are specific to the LAP. The DTs are totally unaware of these activi-

ties — except maybe in the event of longer connection times and traffic delays.

2. The DTs will be able to communicate with each other only if the required services (e.g. DNS)
are available on the LAN.

Profile overview 1 December 1999
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2.4 PROFILE FUNDAMENTALS

Here is a brief summary of the interactions between a DT and a LAP. Subse-

quent sections in this profile provide more detail for each of the following steps.

1. The first step is to find a LAP that is within radio range and is providing a

PPPIRFCOMMILZCAP service. For example, the DT user could use some

application to find and select a suitable LAP.

. If there is no existing baseband physical link. then the DT requests a base-

band physical link with the selected LAP. At some point after the physical

link establishment, the devices perform mutual authentication. Each device

insists that encryption is used on the link — see Section 3.1.

. The DT establishes a PPPIRFCOM Mi‘L2CAP connection.

. Optionally, the LAP may use some appropriate PPP authentication mecha-

nism (e.g. CHAP $211). For example. the LAP may challenge the DT's user

to authenticate himself or herself; the DT must then supply a username and

password. If these mechanisms are used and the DT fails to authenticate

itself. then the PPP link will be dropped.

. Using the appropriate PPP mechanisms. a suitable IP address is negotiated
between the LAP and the D1’.

6. IP traffic can now flow across the PPP connection.

7. At any time the DT or the LAP may terminate the PPP connection.

2.5 CONFORMANCE

If conformance to this profile is claimed. all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process—mandatory).

This also applies to all optional and conditional capabilities for which support is

indicated. All mandatory capabilities. and optional and conditional capabilities

for which support is indicated. are subject to verification as part of the

Bluetooth certification program.

‘I December 1999 Profile overview
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3 USER INTERFACE ASPECTS

This profile is built upon the Generic Access Profit-:9.

- When reading Céeneric Access Profits, DevA (the connection initiator) is

equivalent to DT. and DevB is equivalent to the LAP.

- All the mandatory requirements defined in Gerzeric Access F‘§‘<)fil¥3 are man-

datory for this profile.

Unless othenivise stated below, all the optional requirements defined in

Genariz; Access Profile are optional for this profile.

3.1 SECURITY

It is recognized that security in a wireless environment is of paramount impor-
tance.

Both the LAP and the DT must enforce that encryption is operating on the

baseband physical link while any PPP traffic is being sent or received. The LAP

and the DT will refuse any request to disable encryption. Therefore. Bluetooth

pairing must occur as a means of authenticating the users. A PIN or link key

must be supplied, even if the default PIN is used. The default PIN for LAN

access is a zero length PIN. Failure to complete the pairing process will pre-
vent access to the LAN Access service.

A more sophisticated product may require further authentication, encryption
andfor authorization.

User interface aspects 1 December 1999
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3.2 GENERIC MODES

| The following modes are defined in Section ii of Generic Access Profile {t3}.
This profile requires the following support.

—supports" up su====-or"-«Dr
Dlscoverabillty modes

Non-discoverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectable mode

Pairing modes

Non-pairable mode

Pairable mode

Table 3.1: Generic Mode requirements table

Notes

1. A typical use for the Nomdiscoverabie mode is where the LAP is intended

for personal use only. The DT would remember the identity of the LAP and

never need to use the Bluetooth inquiry mechanism.

2. A typical use for the General discoverable mode is where the LAP is

intended for general use. The DT would not be expected to remember the

identity of all the LAPs that it uses. The DT is expected to use the Bluetooth

inquiry mechanism to discover the LAPs in range.

‘I December 1999 User interface aspects
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3.3 ADDITIONAL PARAMETERS

The following parameter is mandatory for the LAP. Optionally it may be config-

urable by the LAP administrator.

Maximum number of users. Different products have different capabilities and

resource limitations that will limit the number of simultaneous users that they

can support. The administrator of the LAP may choose to further limit the num-

ber of simultaneous users.3

- Single-user mode is when the maximum number of users is configured to

allow only a single user. In this mode, either the DT or the LAP may be the

master of the piconet. Single-user mode means that a single DT has exclu-

sive access to a LAP.‘

Multi-user mode is when the maximum number of users is configured to

allow more than one user. In this mode. the LAP must always become the

master of the piconet. If the DT refuses to allow the LAP to become master.

than the DT cannot gain access to the LAN.

3. The fewer simultaneous users there are using a Bluetooth radio. the more bandwidth will be
available to each. A LAP can be restricted to a single user.

4. There are situations where a DT may wish to connect to a LAP and still remain the master of
an existing pioonet. For example. a PC is the master of a piconet with oonnections to a
Bluetooth mouse and a Bluetooth video projector. The PC then requires a connection to the
LAP, but must remain master of the existing piconet. If. for some reason. the PC can only be
a member of one piconet. then the LAP must be a pioonet slave. This situation is only possi-

ble ifthe LAP's ‘maximum number of users‘ parameter has been configured to 1; Le. single-
user mode.

User interface aspects 1 December 1999
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4 APPLICATION LAYER

4.1 Initialization of LAN Access service M X

4.2 Shutdown of LAN Access service M

4.3 Establish LAN Connection G1

4.4 Lost LAN Connection X

45 Disconnect LAN Connection M

Tabie 4.1: Appiication-layer requirements table

C1: Currently the LAP is not required to initiate a LAN connection establish-

ment. ln the future, a LAP may initiate a connection (eg. as part of some form

of LAP-initiated hand-off).

4.1 INITIALIZATION OF LAN ACCESS POINT SERVICE

This procedure initiates the configuration of the device as a LAP. This operation

involves setting the following parameters:

- All the configurable parameters defined in I-'.'iect'io_n (For example, maxi-

mum number of users. discoverability mode, etc.)

The required Bluetooth PINS andior link keys.

Any appropriate PPP configuration options (e.g. authentication. compres-

sion) can be configured. In order to ensure interoperability, a LAP shall not

require connecting DTS to perform any PPP authentication, until the LAP

administrator has configured PPP authentication.

When initialization is complete. the device wiil be able to accept PPP connec-
tions.

For products whose main role is that of a LAP. this initialization procedure is

typically run automatically when the device is powered up.

For other products (e.g. PCs. Notebooks. etc.), this initialization procedure

allows the user to configure the product as an access point. so that a DT can
connect to it.

‘I December 1999 Application layer
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4.2 SHUTDOWN OF LAN ACCESS POINT SERVICE

This procedure stops the device from acting as a LAP.

- The PPP Server is shutdown — as defined in Section

- Optionally, a product may take steps to prevent un-authorized Biuetooth

access at a later time by deleting some of the stored link keys.

4.3 ESTABLISH LAN CONNECTION

Normally the DT will Initiate the establishment of a connection to the LAN.

1. The first step is to select a LAP and a suitable PPPIRFCOMM service that it

provides. This selection may be done in one of the following ways:

The DT user is presented with a list of LAPs that are within radio range. and

the services that they provide. The user can then select a LAP;'service from

the list provided.

The DT user is presented with a list of services that are being provided by

the LAPs that are within radio range. Where the same service is provided by

multiple LAPs (i.e. identical Serviceclass-lDs), the application may choose

to show the service only once. The user can then select a service from the

list provided. The DT will automatically select a suitable LAP that provides
the selected service.

The DT user enters the name of the service that is required, e.g. ‘network',

or ‘Meeting #1‘ (see Section '?.'l for more information on service names).

The DT will automatically select a suitable LAP that provides the required
service.

Some application on the DT automatically searches for and selects a suit»
able LAPi‘service.

Whatever means is used, the result of the selection process must be a LAP

that is within radio range and a PPPIRFCOMM service that it provides.

In all cases, the Bluetooth Service Discovery mechanisms are used to retrieve

service information. This service information provides all the information

required to create the RFCOMM connection in step 4.

2. Optionally. the DT user (or application) is allowed to enter a Bluetooth

Authentication PIN or link key supplied by the application. If no PIN is

entered. then a zero-length PIN is used.

3. Optionally. the DT user (or application) is allowed to enter a username and

password for PPP authentication. if some PPP authentication mechanism is

used and the user does not initially supply the username and password,

then helshe may be prompted for them later in the connection establish-
merit.

Application layer 1 December 1999
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4. When the user (or application} activates the connection, then a PPP applica-

tion is started, to attempt to establish a connection to the selected access

pointlservioe using the procedures in 12.1.

More complex situations (e.g. hand-off of a DT between LAPs) may require the

LAP to initiate the establishment of a connection. These situations are possi-

ble. but are outside the scope of this document.

4.4 LOST LAN CONNECTION

If the LAN connection is lost for any reason. then the DT user (or application)
must be notified of connection failure.

Optionally, the application may allow re-establishment of the connection to the

same (or similar) LAP!service. The application could remember the previous

LAP. service, PIN, link key, usemame and password and use them to allow

speedy or automatic re-establishment of the LAN connection. The procedures
described in Esection 5.1 will be used.

4.5 DISCONNECT LAN CONNECTION

Either the LAP or the DT may terminate the LAN Connection at any time —

using the procedures in Ser.';iien 5.4.

‘I December 1999 Applllion layer
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5 PPP

PPPIRFCOMM operation in this profile is sirniiar to PPP operation in normal

dial-up networking, except that this profile omits the use of AT commands; PPP

starts as soon as the RFCOMM link is established. By contrast, in dial-up net-

working, AT commands are used to establish the link, then PPP starts commu-

nicating.

The LAP exports a PPP Server interface {Es}. This specification does not require

any particular means of achieving the ‘appearance’ of a PPP Server. One

implementation of a LAP could contain a PPP Server. Alternatively, the LAP

could be some kind of PPP proxy, where PPP packets are transferred toifrom a
PPP server somewhere else on the network.

The following text, together with the associated sub-clauses, defines the man-

datory requirements with regard to this profile.

Procedure Support in LAP Support in DT

Initialize PPP

Shutdown PPP

Establish PPP Connection

Disconnect PPP Connection

PPP Authentication Protocols

Tabie 5.1: PPP capabiiifies

5.1 INITIALIZE PPP

On the LAP. the existence of a PPP Sewer shall be registered in the Service

Discovery Database. The service attributes are defined in ":11.

A device in the DT role does not register PPP in the Service Discovery Data-

base. However, it is possible for a device to be both a LAP and a DT; therefore

the device could register PPP in the Service Discovery Database as defined
above.

PPP is a packet-oriented protocol, whereas RFCOMM expects serial data

streams. Therefore, the PPP layer must use the serialization mechanisms

described in {E11}.

1 December 1999
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5.2 SHUTDOWN PPP

All existing PPP connections are disconnected.

The PPP layer disables or removes the PPP service entry from the Service

Discovery Database.

5.3 ESTABLISH PPP CONNECTION

If there is no existing RFCOMM session between the LAP and the DT. then the

device initiating the PPP connection shall first initialize RFCOMM (see Bastien

£3). The device obtains the RFCOMM Server channel to use from the service
information it discovered earlier.

Using the Link Control Protocol (LCP) [8]. the LAP and DT negotiate a PPP
link.

Part of the LCP is the negotiation of the Maximum Transmission Unit (MTU) to

be used on the PPP link — see {8} for details. This profile places no require-

ments on the negotiated MTU.5

Depending upon its capabilities and configuration (see 3.2), a LAP may have

multiple PPP sessions in operation simultaneously.

5.4 DISCONNECT PPP CONNECTION

The following reasons will cause PPP to terminate the connection:

1. User intervention.

2. Failure of the RFCOM |WL2CAP connection. The RFCOMMILZCAP connec-

tion may fail for several reasons. For example, when the radio link has failed

or the device has been out of range for an excessive amount of time; see

. Termination by the LAP. if the access point can no longer provide the appro-

priate service. The reasons that would cause this are very dependent on the

implementation of the LAP, but they could include (a) detection of duplicate

IP addresses. (b) loss of connection to the LAN. (c) loss of connectivity to

the PPP Server. or (d) loss of connection to the required IP subnet.

. Some implementation-specific policy decision made by an application that is

running on the LAP or the DT.

PPP handles each of the above situations differently. Reasons 1, 3 and 4

above result in a controlled disconnection at each protocol layer. Reason 2

above requires different processing.

5. Some products may use the LCP negotiation process to insist on specific values for the
MTU. For example. a simple LAP with an Ethernet connection may wish to have a suitable

MTU. so that IP packets do not require fragmentation when transmitted from Eiluetooth to
Ethernet.

'1 December 1999
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When the PPP connection is terminated. either by user intervention or auto-

matically by the LAP, then the PPP layer takes the following steps:

1. Gracefully terminate the IPCP connections (as defined in (Bag). This will
cause the IP interface to be disabled.

2. Gracefully terminate the LCP connections (as defined in {8}},

3. Disconnect the RFCOMM connection (as defined in Sersai Port Profile)

When the RFCOMEWLZCAP connection suddenly terminates, then the PPP

layer takes the following steps:

1. Terminate the IPCP connections (as defined in (231). This will cause the IP
interface to be disabled.

2. Terminate the LCP connections (as defined in (83).

5.5 PPP AUTHENTICATION PROTOCOLS

Optionally. a LAP may be configured to use one or more of the PPP authentica-

tion protocols. These protocols allow a network administrator to control access

to the network. The use of these PPP protocols does not form part of this pro-

file. They are mentioned here for information only.

PPP supports a number of authentication protocols including the following:

- PPP Challenge Handshake Authentication Protocol (CHAP) (21)

- Microsoft PPP CHAP Extensions E22}

- PPP Authentication E23}

- PPP Extensible Authentication Protocol (EAP)

Typically, the user needs to supply a username and password in order to gain

authorization to use the PPP connection. If the authentication fails, then the

PPP connection is normally dropped.

The PPP authentication protocols are independent of the Bluetooth authentica-

tion mechanisms. A network administrator may choose to use any combination
of the PPP and Bluetooth mechanisms.
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6 RFCOM M

This section describes the requirements on RFCOMM in units complying with
the LAN Access Profile.

This profile is built upon the Serial Port Profile $10}. The requirements defined

in the Serial Port Profile 3E.‘(';‘iii'.3f'I 4. "T?.%“-'C}€3ivti\.ri ¥r:ter0;’3ea“«;'béiity Rec;tsirer'nents,"

on page 1??, apply to this profile.

- When reading EEG}. DevA (the connection initiator) is equivalent to DT and

DevB is equivalent to the LAP.

All the mandatory requirements defined in the Serial Port Profile Seciatm 4

on page 1'3’? are mandatory for this profile.

All the optional requirements defined in the Serial Port Profile fieetien 4 or-.

page 1?? are optional for this profile.

In addition:

1. In order to maximize packet throughput. It is recommended that RFCOMM

should make use of the 3 and 5 slot baseband packets.

| 2. A5 defined in {ii} section 2, the speed of RFCOMM connections is not config-
urable by the user. RFCOMM will transfer the data as fast as it can. The

actual transfer rate will vary. depending upon the other Bluetooth trafiic on

the baseband link. In particular, the connection speed will Lt be artificially

held at some typical serial port value: eg. 19200.

‘I December 1999 FIFCOMM
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7 SERVICE DISCOVERY

A LAP will be capable of providing one or more services for connecting to a

LAN. For example. different services could provide access to different IP sub-
nets on the LAN. The DT‘s user must be able to choose which of the LAN

access services he or she requires.

7.1 SDP SERVICE RECORDS

Each LAP will provide one Service Class for PPPIRFCOMM services. A LAP

may contain multiple instances of this Service Class; e.g. access to multiple

subnets. Where the access point provides more than one PPPIRFCOMM ser-
vice, the service selection is based on service attributes. These services are

made public via the SDP.

The Service record will have the following attributes. The syntax and usage of

these attributes is defined in

Bluetooth.

ServiceCIassIDList

Servioeclassfl

Protoco|DescriptorLisl

Prolooolfl

Protocol 1

Parametero

ProfileDesoriptorList

Profile #0

Parametertl

Serv:'oeName

Se-rvioeDesoription

Servicemrailability

lpsubnel

UUID for "LAN Acoess

using PPP"

UUID for L2CAP

protocol

UUID for RFCOMM
protocol

Server channel

Uuid for "LAN Access

using PPP”

Version "1.00"

Displayable
name

Displayable
Information

Load Factor

Displayable
Information

see[‘:‘z§

UxCr1U0

Configurable

Configurable

Dynamic

Configurable

see {11}

DXDTOD

‘LAN Acoess

using PPP'

‘LAN Aooess

using PPP'

Dynamic

Configurable

Service Discovery 1 December 1999
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The actual vaiues of universai attribute IDs are defined in the Assigned Num-

bers specification {'11} section 4. Values that are of the type UUID are defined In

the Assigned Numbers specification fit; section 4.

LAN Access Profile

- The ServiceName attribute is a short user-friendly name for the service;

e.g- ‘Corporate Network‘, 'Conference#‘i'. etc.

The 5erviceDescription attribute is a longer description of the service. For

example. "This network is provided for our guests. It provides free Internet

Access and printing services. No username or password are required.“

The ServiceAvaiIabi|ity attribute may be used in conjunction with the Load-

Factor field of the COD defined for LAN Access Points — see ii 13 section
1.2.6.

- The |pSubnet attributelD is (0xU200). This attribute is a displayabie string

containing subnet definition of the network, e.g. "191 .34.12.0!24". The first 4
numbers define the IP subnet in dotted-decimal notation. The fifth number,

after the "I" character, is the number of subnet bits to use in the subnet

mask; e.g. 24 means a subnet mask of 255.255.255.0.

‘I December 1999 Service Discovery
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8 LZCAP

This section describes the requirements on LZCAP in units complying with the
LAN Access Profile.

This profile is built upon the Serial Port Profile {to}. The requirements defined

in the Serial Port Profile Section 5. “t-2-CAP lraterr.:perabiiit.y R.er.;ui:'emersts."‘ on

page t?$3 apply to this profile.

- When reading {$0}. DevA (the connection initiator) is equivalent to DT and

DevB is equivalent to the LAP.

- All the mandatory requirements defined in the Serial Port Profile sectsen 5

on page WE? are mandatory for this profile.

- All the optional requirements defined in the Serial Port Profile E‘:e::tim'a 5 er!

page 173 are optional for this profile.

In addition:

'1. The MTU used at the L2CAP layer is determined by the RFCOMM parame-

| ter ‘maximum frame size‘ — see Eiectaor: {S or: page 1-3851.

1 December 1999
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9 LINK MANAGER

This section describes the requirements on Link Manager in units complying
with the LAN Access Profile.

This profile is built upon the Serial Port Profile gift}. The requirements defined

in the Serial Port Profile :”3e<'.'tien ?. “t..iniv. tuiansgez‘ {Liv}; Er:ter<'3pera‘ciiity

Requirements." on page ‘£83 apply to this profile.

- When reading {iii}, DevA (the connection initiator) is equivalent to DT and

DevB is equivalent to the LAP.

- All the mandatory requirements defined in the Serial Port Profile 33?-3Ci50$"a '?

on page 183 are mandatory for this profile.

- The following optional requirements defined in the Serial Port Profile Se:.:i.ipn

7 on page 183 are mandatory for this profile.

swwmr suvnamn Di
Authentication M

Pairing M

Encryption M

Request masterislave switch X

Perform masterislave switch M

Tabie 9.1: LMP procedures

- All the remaining optional requirements defined in the Serial Port Profile

E3e?{?i.i{}.*'E 2? on page ‘:83 are optional for this profile.

In addition:

- For bandwidth reasons, it is advisable but not mandatory for both devices to

use multi-slot packets.

When the LAP is configured in single-user mode (Le. maximum number of

users is 1), then the LAP may be either the master or the slave of the picc-
net.

When the LAP is configured in multi-user mode (is. maximum number of

users is more than 1), then the LAP must be the master of the piconet.

1 December 1999 Link Manager
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9.1 PROFILE ERRORS

The LAP must deny access to the PPP service if the DT fails to comply with the

requirements of this profile, as follows:

1.

2.

Failure to complete the pairing process.

Failure to comply with a request to enable encryption on the baseband con-
nection.

. Failure by the DT to comply with a request to perform a masterislave switch.

The LAP only requests a masterfslave switch when it is configured in multi-

user mode. In this mode the LAP must be the master of the piconet.

The LAP must reject all attempts by the DT to perform the following operations

(see {2} section 5.1 .2 for the appropriate LMP rejection reasons):

4. Requesting that encryption be disabled. The error code "Host Rejected due

to security reasons" is used.

. Requesting that the LAP switch to be a slave when the LAP is configured to

be in multi-user mode. The error code “Unspecified Error" is used.

. Requesting that a new connection be made when the LAP already has its

configured maximum number of users. The error code “Other End Termi-
nated Connection: Low Resources" is used.

Link Manager 1 December 1999
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10 LINK CONTROL

This section describes the requirements on Link Control in units complying with
the LAN Access Profile.

This profile is built upon the Serial Port Profile ittii. The requirements defined

in the Serial Port Profile, Section 5., “'L.inE< Ciontroi {t.C.",a inie='operebi1ity Reame-

merats."' on page ‘E84, apply to this profile.

- When reading EEG}. DevA (the connection initiator) is equivalent to DT and

DevB is equivalent to the LAP.

All the mandatory requirements defined in the Serial Port Profile, Section E‘:

on page 184. are mandatory for this profile.

All the optional requirements defined in the Serial Port Profile, Section 3 on

page “£84. are optional for this profile.

The timer definitions defined in the Serial Port Profile, Siection 8 on page

184. are_rlo_t used in this profile.

In addition:

1. The Non-discoverable and General Discoverable Modes of the LAP (i.e.

how lnquiryscan is used) are defined in the Generic Access Profile {£32.

Section 4 on page 2.-.’.i.

2. In order to discover the nearby LAPS, a DT must use the General Inquiry

procedure defined in the Generic Access Profile {'13}, fziection ti on page 3?.

‘I December 1999 Link control
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11 MANAGEMENT ENTITY PROCEDURES

The following text together with the associated sub-clauses defines the manda-

tory requirements with regard to this profile.

Procedure Support in LAP Support in DT

11.1 Link Establishment M

11.2 Singletlviulti-user mode NIA

Table 11.1: Management Entity Procedures

11.1 LINK ESTABLISHMENT

Link Establishment is required for communication between a LAP and a DT.

The Link Establishment procedure is started as a direct consequence of the

user operations described in "Establish LAN Cennecticr-n" E3:-ectaon 4.3.

1. The DT first performs a General Inquiry to discover what LAPs are within

radio range, see Generic Access Profile. Sectierz 6 on 3?. Having per-

formed the inquiry, the DT will have gathered a list of responses from nearby
LAPs.

. The DT sorts the list according to some product-specific criteria. The LAN

Access Point CoD contains a field called ‘Load Factor‘, see {11} section

1.2.6. it is recommended (but not mandated) that this field is used to sort the
list.

. The DT shall start with the LAP at the top ofthe list and try to establish a link

with it, see Generic Access Profile, Sectien 17.1 on page 45. Any error or

failure to establish a link shall cause the DT to skip this LAP. The DT will

attempt to establish a link the next LAP in the list.

4. If there are no more LAPs in the list, the DT shall not proceed with further

link establishment procedures. Link establishment has to be re-initiated.

The following subsections apply.

11.1.1 No responses to inquiry

lfthe DT did not get any response during inquiry, the DT shall not proceed with

further link establishment procedures. Link establishment has to be re-initiated

by the user or an application.

Management Entity Procedures 1 December 1999
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11.1.2 No response to paging

If a LAP does not respond to paging attempts. the DT shall skip this LAP.

11.1.3 Pairing

During link establishment. the LAP and DT are paired, which means that the

DT and LAP build a security wall towards other devices.

11.1.4 Errors

If any LM procedure or Service Discovery procedure fails. or if link is lost at any

time during link establishment. then the DT shall skip this LAP.

11.2 MAXIMUM NUMBER OF USERS

When the LAP is configured to allow multiple users, then the LAP must be the

master of the piconet, see 3.2. in this mode, the Management Entity on the

LAP ensures that the LAP remains the master of the Bluetooth piconet.

While in multi-user mode, the LAP shall request that it become the master of

any new baseband physical link. If, for any reason, the LAP cannot remain the

master. then the baseband physical link shall fail. The LMP {2} allows a device

to (a) request a masterislave switch, and also (b) to refuse to comply with a

request to perform a rnasterfslave switch. see {1} section 10.9.3.

‘I December 1999 Management Entity Procedures
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12 APPENDIX A (NORMATIVE): TIMERS AND
COUNTERS

No specific timers are required by this profile.

Recommended value Description  

Tebte 12.1: Defined timers

No specific counters are required by this profile.

Table 1' 2.2: Defined Counters

The following parameters are required by this profile.

Parameter Description

Discoverability mode Controls whether the DT can discover the LAP.

Connectability mode Controls whether the DT can be connected to the LAP.

Pairing mode Controls whether the DT can be pair with the LAP.

Maximum users The maximum the number of simuftaneous userstconnections.

Table 12.3: Defined parameters

APPENDIX A (Normative): Where and counters 1 December 1999
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13 APPENDIX B (NORMATIVE): MICROSOFT
WINDOWS

This section contains various bits of information relating to Microsoft Windows

and how it can be used in this profile.

13.1 PC-2-PC CONFIGURATION

This section contains information for configuring two PCs to form a connection.

This configuration is independent of Bluetooth. This configuration is the same
whether a serial cable or Bluetooth is used to make the connection.

- It is known that Windows '98 comes with a PPP server and that this PPP

Server can be used to achieve the PC-to-PC feature. Detailed configuration

information is available at the following Web sites.

lvlicrosofi Direct Cable Connection & Dial-up networking:

http:fi'supportmicrosoft.comfsupportlwindowsfservicewarei‘

Win95i’33EiKKC22.ASP

http:!!vWvw.wown.com!

http:iiwww.tecno.demon.co.uiddcc.html

http:flwvvw.cs.purdue.edufhomesfkimefdirectcc!directcc95.hIn1

This application requires some exchange of text strings before the PPP

connection will become operational. The client PC sends the string ‘CLIENT’

and the server must reply with ‘CLIENTSERVER’.

The tools provided by Windows '98 configure one PC as the server and the

other as the client. The PC configured as the server can share its resources
with the client, but not vice verse.

‘I December 1999 APPENDIX B {Normative}: Microsoft Windows
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14 APPENDIX c (INFORMATIVE): INTERNET

PROTOCOL up)

The use of IF’ in this profile is optional. This section is provided for information

only.

This section contains various bits of IP information that relate to various parts

of this profile.

14.1 IP INTERFACES

14.1.1 Interface Enabled

The PPP layer in the DT will enable an IP interface when the IPCP link has

been established and a suitable IP address has been negotiated. Typically, the

DT will only have one PPP session in operation and only need one IP interface.

The DT may also need to configure its default gateway - WINS, DNS, etc. This

profile does not define how this configuration is achieved. Mechanisms exist

within PPP for supplying this information, see E243. Other mechanisms may be

used as appropriate.

in the event a DT has multiple IP interfaces, we rely on the IF’ protocol layer

within the DT to select the correct interface to use for transmitting packets.

14.1.2 Interface Disabled

When the PPP connection is terminated or aborted, then the IP interface is dis-

abled. The IF-‘ protocol stack will then remove that IP address from its routing
tables.

14.2 THE |PCP PROTOCOL

Optionally. a LAP may be configured to support the IF’ protocol. The use of this

PPP protocol does not form part ofthis profile. it is mentioned here for informa-

tion only.

If supported, the IPCP protocol must be fully supported as defined in

The following sub-sections concerning IPCP are informational only. They

briefly describe certain aspects of IPCP. See i224} for full details.

APPENDIX C Unforrnative}; lnternet Protocol (IP} 1 December 1999
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14.2.1 IPCP Connection

IPCP only starts to operate after (a) the PPP connection has been established

using LCP and optionally (b) the user has been authenticated.

The IPCP protocol negotiates certain parameters between the LAP and the DT.

Once the IPCP connection is established. and a suitable IP address has been

negotiated, then IF’ interface is enabled.

14.2.2 IP Address Allocation

The DT will require an IP address in order to operate on the LAN. Current PPP

implementations allow only three possibilities:

1. The IPCP option is used to specify a pre-configured IP address. if this IP
address is not suitable on the LAN. then the IPCP iink will not be estab-
lished.

. The IPCP option is used to request a suitable IP configuration from a PPP
Server.

. The IPCP Mobile-lP options are used to request a specified IP configuration.

When moving between access points on the same LAN, it may be advanta-

geous for the DT to continue using the same IP configuration.

14.2.3 DNS and NBNS addresses

Optionally. the LAP support could include the IPCP extensions defined in

RFC187? (defined by Microsoft). These extensions define the negotiation of

primary and secondary Domain Name System (DNS) and NetBlOS Name
Server (NBNS) addresses.

14.2.4 NetBIOS over IP

The NetBIOS protocol is used by Microsoft Windows to implement many of its

networking features. The NetBlOS protocol can be carried over [P packets as

defined in {E393} and [39].

‘I December 1999 APPENDIX C {Informative}: Internet Protocol
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FOREWORD

The purpose of this document is to work as a generic profile document for all

application profiles using the OBEX protocol.

Interoperability between devices from different manufacturers is provided for a

specific service and usage model if the devices conform to a Bluetooth SIG

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabiiifies} from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified ser-

vice(s) and usage modelts).

All defined features are process-mandatory. This means that if a feature is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The Generic Object Exchange profile defines the protocols and procedures

that shall be used by the applications providing the usage models which need

the object exchange capabilities. The usage model can be, for example, Syn-

chronization, File Transfer, or Object Push model. The most common devices

using these usage models can be notebook PCs, PDAs, smart phones, and

mobile phones.

1.2 BLUETOOTH PROFILE STRUCTURE

‘I

In Figure : '3, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profile(s) in which it is con-

tained — directly and indirectly. For example, the Object Push profile is depen-

dent on Generic Object Exchange. Serial Port. and Generic Access profiles.

 :s :='F?§?=ri+=fi=‘t-?'*°¢*-es??'5i‘ts~;:.

'7 5 _rtt._{tia's}ed...Piot-..ieré - _ _
CDITNBSS Z." intercom Profile " "Z.
Telephony Profile "' "

Generic Object Exchange
Profile

File Transfer
Profile

Object Push Profile

Synchronization
Profile

Figure 1.1’: Bluetooth Profiles
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1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and

applications using it.

1. Bluetooth IrDA interoperability Specification {ti

- Defines how the applications can function over both Bluetooth and |rDA.

- Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth Generic Object Exchange Profile Specification (This

specification)

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.

Baseband and LMP) for the application profiles.

. Bluetooth Synctironization Profile Specification {:23

Application Profile for the Synchronization applications.

Defines the interoperability requirements for the applications within the Syn-

chronization application profile.

Does not define the requirements for the Baseband, LMP, L2CAP. or
RFCOMM.

. Bluetooth Fiis ‘i‘rees'Fer Profits Specification {3}

Application Profile for the File Transfer applications.

Defines the interoperability requirements for the applications within the File

Transfer application profile.

Does not define the requirements for the Baseband, LM P, LZCAP, or
RFCOMM.

. Bluetooth filbgect Push Profits Specification {4}

Application Profile for the Object Push applications.

Defines the interoperability requirements for the applications within the

Object Push application profile.

Does not define the requirements for the Baseband, LM P. LZCAP, or
RFCOM M.

introduction 1 December 1999
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1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols

In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the

profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a cer-

tain other capability is supported);

‘X’ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘NRA’ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that. according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

Bluetuuth.
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1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

PROC1

PROC2

 p

PROC3

4-—e:————j——p.

(PROC4)

(PROC5)
- 

MSG1

 

MSG2

 

(Mess)

 

{MSG4)

 

Tabie 1.1: Arrows used in signaiing diagrams

in the table above. the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-

procedure where the initiating side is undefined (may be both A and B).

PROC4 indicates an optional sub-procedure initiated by A, and PROC5

indicates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates an

optional message from B to A.

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application

Server

Application

Client

Client side Sewer side

Figure 2. 1: Protocol model

The Baseband E5}. LMP {6} and LZCAP [T1 are the OSI layer 1 and 2 Bluetooth

protocols. RFCOMM {8} is the Bluetooth adaptation of GSM TS 07.10 [9]. SDP

is the Bluetooth Service Discovery Protocol OBEX {3} is the Bluetooth

adaptation of lr0BEX{'§1;{.

The Application Client layer shown in FEQUFB 2.1 is the entity sending and

retrieving data object from the Server using the OBEX operations. The applica-

tion Server is the data storage to and from which the data object can be sent or
retrieved.

2.2 CONFIGURATIONS AND ROLES

The following roles are defined for this profile:

Server — This is the device that provides an object exchange server to and

from which data objects can be pushed and pulled, respectively.

Client ~ This is the device that can push criand pull data object(s) to and from
the Server.

‘I December 1999 Profile overview
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2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

- Usage of a Server by a Client to push data object(s)

- Usage of a Server by a Client to pull data object(s)

The following restrictions apply to this profile:

a) For the device containing the Server, it is assumed that the user

may have to put it into the discoverable and connectable modes

when the inquiry and link establishment procedures. respectively,

are processed in the Client (see Generic Access Prefile).

b) The profile only supports point-to-point configurations. As a result.

the Server is assumed to offer services only for one Client at a

time. However, the implementation may offer a possibility for

multiple Clients at a time but this is not a requirement.

2.4 PROFILE FUNDAMENTALS

The profile fundamentals, with which all application profiles must comply, are

the following:

1. Before a Server is used with a Client for the first time. a bonding procedure

including the pairing may be performed (see Section ?.Ei.t). This procedure

must be supported. but its usage is dependent on the application profiles.

The bonding typically involves manually activating bonding support and

entering a Bluetooth PIN code (see Section 173.1 ) on the keyboards of the

Client and Server devices. This procedure may have to be repeated under

certain circumstances: for example. ifa common link key (as a bonding
result) is removed on the device involved in the object exchange.

. In addition to the link level bonding. an OBEX initialization procedure may be

performed (see Eserztion 5.3) before the Client can use the Server for the first

time. The application profiles using GOEP must specify whether this proce-

dure must be supported to provide the required security level.

. Security can be provided by authenticating the other party upon connection

establishment, and by encrypting all user data on the link level. The authen-

tication and encryption must be supported by the devices; but whether they

are used depends on the application profile using GOEP.

. Link and channel establishments must be done according to the procedures

defined in GAP (see Section '?‘.‘i-?.;-3 in it 4}). Link and channel establishment

procedures in addition to the procedures in GAP must not defined by the

application profiles using GOEP.

. There are no fixed masterislave roles.

6. This profile does not require any lower power mode to be used.

Profile overview 1 December 1999
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3 USER INTERFACE ASPECTS

User interface aspects are not defined in this profile.They are instead defined

in the application profiles, where necessary.

1 December 1999 User interface aspects
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4 APPLICATION LAYER

This section describes the service capabilities which can be utilized by the

application profiles using GOEP.

4.1 FEATURE OVERVIEW

Tents 4.’! shows the features which the Generic Object Exchange profile pro-

vides for the application profiles. The usage of other features {e.g. setting the

current directory) must be defined by the applications profiles needing them.

Establishing an Object Exchange session

Pushing a data object

Pulling adata object

Tabie 4.1‘: Features provided by GOEP

4.2 ESTABLISHING AN OBJECT EXCHANGE SESSION

This feature is used to establish the object exchange session between the Cli-

ent and Server. Before a session is established, payload data cannot be

exchanged between the Client and the Server. The usage of the OBEX opera-

tions for establishing an OBEX session is described in f.~Te:';tion 5.4.

4.3 PUSHING A DATA OBJECT

If data needs to be transferred from the Client to the Server, then this feature is

used. The usage of the OBEX operations for pushing the data object(s) is
described in $‘3Ci.tOi'i 5.5.

4.4 PULLING A DATA OBJECT

If data need to be transferred from the Server to the Client, then this feature is

used. The usage of the OBEX operations for pulling the data object(s) is
described in Section 5&3.

Application layer 1 December 1999

AFFLT0294623



Samsung Ex. 1316 p. 1396

BLUETOOTH SPEClF|CAT|ON Version 1.0 B page 314 of440

Bluetouth.
Generic Object Exchange Profile

5 OBEX INTEROPERABILITY REQUIREMENTS

5.1 OBEX OPERATIONS USED

Table shows the OBEX operations which are specified by the OBEX proto-

col. The application profiles using GOEP must specify which operations must

be supported to provide the functionality defined in the application profiles.

Operation no. OBEX Operation

Table 5.1: OBEX Operations

The IrOBEX specification does not define how long a client should wait for a

response to an OBEX request. However, implementations which do not provide

a user interface for canceling an OBEX operation should wait a reasonable

period between a request and response before automatically canceling the

operation. A reasonable time period is 30 seconds or more.

5.2 OBEX HEADERS

Table shows the specified OBEX headers.

Header no. OBEX Headers

Count

Name

Type

Length

Time

Description

Target

HTTP

Tabie 5.2: OBEX Headers

314 1 December 1999 OBEX Interoperability Requirements
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OBEX Headers

Body

End of Body

Who

Header no.

9

10

11

12

13

14

Connection ID

Authenticate Challenge

Authenticate Response

1 5

18

Table 5.2: OBEX Headers

Application Parameters

Object Class

Applications profiles dedicated to specific usage models must specify which of

these headers must be supported.

5.3 INITIALIZATION OF OBEX

If the OBEX authentication is supported and used by the Server and the Client,

the initialization for this authentication (see also Sestiorr 5.-'i.2) must be done
before the first OBEX connection can be established. The initialization can be

done at any time before the first OBEX connection. The initialization of the

OE-EX authentication requires user intervention on both the Client device and
the Server device.

Authentication is done using an OBEX password, which may be the same as a
Bluetooth PIN code on the link level. Even if the user uses the same code for

link authentication and OBEX authentication, the user must enter these codes

separately. After entering the OBEX password in both the Client and Server,

the OBEX password is stored in the Client and the Server, and it can be used in

the future for authenticating the Client and the Sewer. When an OBEX connec-
tion is established, the devices must authenticate each other if the OBEX
authentication is enabled.

5.4 ESTABLISHMENT OF OBEX SESSION

For the Object Exchange, the OBEX connection can be made with or without
OBEX authentication. In the next two subsections, both of these cases are

explained. All application profiles using GOEP must support an OBEX session
without authentication.

OBEX Interoperability Requirements 1 December 1999
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5.4.1 OBEX Session without Authentication

F-"ig=.:.re 5.‘? depicts how an OBEX session is established using the CONNECT

operation.

Devices have established an
RFCOMM connection.

r OBEX session is established if
the response includes the UXAO
(Success. final bit set} response

Figure 5.1.’ Establishment of OBEX Session withoutAuthent.fcation

The CONNECT request indicates a need for connection and may also indicate

which service is used. The fields in the CONNECT request are listed below:

Explanation

Opcode for CONNECT

Connect Packet Length

OE‘-EX Version Number

Flags

Max OBEX Packet Length

Target Used to indicate the specific
Service.

Table 5.3: Fields and Headers in CONNECT Request

C1: The use of the Target header is mandatory for some application profiles.

The application profiles define explicitly whether they use it or not. For the Tar-

get header. the example value oould be '|R|VlC-SYNC’ to indicate the |rMC syn-

chronization service. The target header is placed after the Maximum OBEX

Packet Length field in the CONNECT request.

‘I December 1999 OBEX Interoperability Ftequirernents
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Response code for CON-
NECT request

Connect Response Packet
Length

OBEX Version Number

Flags

Max OBEX Packet Length

Connection|D

Table 5.4: Fields and Headers in CONNECT Response

Bluetooth.

The response to the CONNECT request includes the fields listed below:

Explanation

OXAD {or success

The header value specifies the
current connection to the spe
cific service.

The header value matches the

Target header value.

C2: The Who and Connection ID headers must be used if the Target header is

used in the Connect request. These headers are placed after the Maximum

OBEX Packet Length field in the response to the CONNECT request.

OBEX Interoperability Requirements 1 December 1999
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5.4.2 OBEX Session with Authentication

The OBEX authentication scheme is based on the HTTP scheme but does not

have all the features and options. In GOEP, OBEX authentication is used to

authenticate the Client and the Server. Figure 5.2 depicts establishment of an
OBEX session with authentication.

De\rices have established an
RFCOMM connection.

CONNECT request including
TARGET header (See Table 6)

CONNECT response including
Unauthonzed—Respon5e (node and

Authenticate-Challenge header (See
Table T)

CONN ECT request including Target.
Authenticate-Challenge, and

Authenticate-Response Headers (See
Table 8)

CONNECT response including
Authenticate-Response. Who. and

Ccnnecticn|D headers (See Table 9)

OBEX session is established if
the response includes the UKAU
(Success. final bit set} response
code from the server and the
authentication response from the
server is acceptable.

Figure 5.2: Estabiishment of OBEX Session with Authentication

The first CONNECT request indicates a need for connection and which service

is used. The fields and the header in the CONNECT request are listed below:

Opcode for CONNECT

Connect Packet Length

OBEX Version Number

Tabie 5. 5: Fields and Headers in CONNECT Request when Authentication Used

'1 December 1999 OBEX Interoperability Ftequirernents

AFFLT0294-628



Samsung Ex. 1316 p. 1401

BLUETOOTH SPECIFICATION Version 1.0 B page 319 of 440

Generic Object Exchange Profile
Bluetouth

Field}
Header

Field

Field

Name

Flags

Max OBEX Packet Length

Header Target

Value

Varies

Varies

Varies

Status Explanation

M

M _

C1 Used to indicate the specific
Service

Table 5.5: Fields and Headers in CONNECT Request when Authentication Used

C1: The usage of the Target header is dependent on the application profile

utilizing GOEP. The example value for the Target header can be ‘IRMC-SYNC‘

to indicate the |rMC synchronization service.

The first response to the CONNECT request from the Server, which authenti-

cates the Client, includes the following fields and headers:

Name Explanation

Response code for CON-
NECT request

Connect Response Packet
Length

OBEX Version Number

Flags

Max OBEX Packet Length

Authenticate Challenge

0x41 for Unauthorized. because
OBEX authentication is used.

Carries the digest-challenge
string.

Table 5. 6: Fields and Headers in First CONNECT Response when Aurhenticating

The second CONNECT request has the following fields and headers in this
order:

Name Explanation

Opcode for CONNECT

Connect Packet Length

OBEX Version Number

Flags

Max OBEX Packet Length

Table 5. 7: Fields and Headers in Second CONNECT Request when Authentication Used

OBEX Interoperability Requirements 1 December 1999
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Name Explanation

Target -

Authenticate Challenge Carries the digest-challenge
string.

Authenticate Response Carries the digest-response
string. This is the response to
the challenge from the Server.

Tabie 5. 7: Fields and Headers in Second CONNECT Request when Authentication Used

C1: see "table

The second response to the CONNECT request has the following fields and
headers:

Response code for 0xA0 for success
CONNECT request

Connect Response Packet
Length

OBEX Version Number

Flags

Max OBEX Packet Length

Connectionllj The header value specifies the
current connection to the spe-
ciflc service.

Who The header value matches the

Target header value.

Authenticate Response Carries the digest-response
string. This is the response to
the challenge irom the Client.

Tabie 5.8: Fieids and Headers in Second CONNECT Response when Authenticating

If the response code from the Server is successful, and the Client accepts the

authentication response from the Server, the session is established and
authenticated.

1 December 1999 OBEX Interoperability Requirements
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5.5 PUSHING DATA T0 SERVER

The data object(s) is pushed to the Server using the PUT operation of the

OBEX protocol. The data can be sent in one or more OBEX packets.

The PUT request must include the following fields and headers:

Name Explanation

Opoode for PUT

Packet Length -

ConnectionlD The header value specifies the current
connection to the specific service.

Name The header value is the name of a sin-

gle object, object store, or log informa-
tion.

Body;‘End of Body End of Body identifies the last chunk of
the object body.

Table 5.9: Fields and Headers in PUT Request

C1: The Connection|D header is mandatory if the Target header is used when

establishing the OBEX session.

Other headers, which can be optionally used, are specified in {it}.

The response packet for the PUT request has the following fields and headers:

am$5
Field Response code 0x90 for continue or EJXAO for success

for PUT

Field Packet Length

Table 5.10: Fields and Headers in PUT Response

Other headers, which can be optionally used, are specified in {H}.

OBEX Interoperability Requirements 1 December 1999
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5.6 PULLING DATA FROM SERVER

The data object(s) is pulled from the Server using the GET operation of the

OBEX protocol. The data can be sent in one or more OBEX packets. The first

GET request includes the following fields and headers.

Field!
Header

Field 'OpcodeforG|:Tl‘ r0x03 M -
Field Packet Length Varies M -

Name Value Explanation

Header ConnectionlD Varies C1 The header value specifies the current

connection to the specific service.

Indicates the type of the object to be
pulled.

Header Type Varies C2

The header value is the name of a

single object. object store. or log

J information.

Header Name Varies C2

Table 5.11‘: Fields and Headers in GET Request

C1: The Connection|D header is mandatory if the Target header is used when

establishing the OBEX session.

C2: Either the Type header or the Name header must be included in the GET

request when it is sent to the server.

Other headers, which can be optionally used, are specified in {H}.

‘I December 1999 OBEX Interoperability Requirements
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The response packet for the GET request has the following fieids and headers:

Explanation

Response code for Get 01:90 or 0xA0 if the packet is the
last the object

Packet Length -

Name The header value is the name

of a single object, object store.
or log informaiion.

Body!End of Body End of Body identifies the last
chunk of the object body.

Tabie 5.12: Fields and Headers in GET Response

Other headers. which can be optionally used. are specified in {'31}.

5.7 DISCONNECTION

see Chapter 2.2.2 in E1}.

OBEX Interoperability Requirements 1 December 1999

AFFLT0294633



Samsung Ex. 1316 p. 1406

BLUETOOTH SF'EClF|CAT|ON Version 1.0 B page 324 of-L140

Generic Object Exchange Profile
Bluetuoth.

6 SERIAL PORT PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the protocol requirements of the Serial Ftert

Profits (SeP) 1:12}. For the purposes of reading the SeP {'12}, the Server shall

always be considered to be Device B and the Client shall always be considered
to be Device A.

The following text. together with the associated sub-clauses, defines the

requirements with regards to this profile — in addition to the requirements

defined in

6.1 RFCOMM INTEROPERABILITY REQUIREMENTS

For the RFCOMM layer. no additions to the requirements stated in Efiectien 4 of

Starlet .5‘-‘art Proiiie apply.

6.2 LZCAP INTEROPERABILITY REQUIREMENTS

For the L2CAP layer, no additions to the requirements stated in 3t‘&C‘i§f.‘.»=“: 5 of

SSe:'ial Part apply.

6.3 SDP INTEROPERABILITY REQUIREMENTS

These requirements are defined by the application profiles. Thus, none of the

requirements defined in the SeP profile (Sectiera E3 in {1;":‘.i) apply to this profile.

6.4 LINK MANAGER (LM) INTEROPERABILITY
REQUIREMENTS

For the LM layer, no additions to the requirements stated in Section ‘F of Serial

Port Frczflie apply.

6.5 LINK CONTROL (LC) INTEROPERABILITY
REQUIREMENTS

In the table below, LC capabilities differing from the capabilities required by the

SeP profile (.":‘.er_=tiee .53 in i“i2}) are listed.

. . . Support in
Capabilities baseband

Packet types
“W packet M

Table 6.1: Baseb-and/LC capabiiirles

Support in Server

1 December 1999 SerialPori Profile interoperability Requirements
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Support in
haseband

O

O

M

Support in
Client

X

X

X

Capabilities Support in Server

HV2 packet

HV3 packet

DV packet

Voice codec

O

it-law O

C CVSD O

Tabie 6.1: Baseband/LC capabiiities

A-law

M

N

O

7

A

B

6.5.1 Inquiry and Inquiry Scan

For this profile, the Limited discoverable mode (see Saacticn 7.1) should be

used; but. if the Server device for some reason (e.g. lack of a sufficient user

interface) wants to be visible at all times, the General discoverable mode (see

Efieclzicn ‘?.t) can be used instead. The client device must support the General

inquiry procedure (see Section '23). and should also support the Limited

inquiry procedure.

If the Limited inquiry procedure is supported. it should be used primarily. When

this procedure is initiated in the Client. the client must perform this procedure

for at least TGAp(100) (see S-:-zctien u’:3.;3.4 in GAP itriij. After the execution of

the Limited inquiry procedure, the device may fall back to perform the General

inquiry procedure. The device must support this fall-back functionality if the

Limited inquiry procedure is supported. The fall-back procedure may or may

not require user intervention. When general inquiry is initiated by the Client

after limited inquiry, it shall be in this General limited procedure state for at

least TGAp(100) (see Eiection 5.2.4 in GAP £143).

For the inquiry. the returned CoD in the FHS packet must indicate that Object

Transfer service is supported (see {’:3}). The major and minor device classes

depend on the device supporting this profile. Therefore, usage of them is not

defined in this profile.

The Limited Inquiry, Device Discovery and Name Discovery procedures are

described in Section $2-8.-6. in the Generic Access profile rm}.
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7 GENERIC ACCESS PROFILE INTEROPERABILITY

REQUIREMENTS

This profile requires compliance to the Generic ;5\c:cess t5’ro’r'i!e. This section

defines the support requirements with regards to procedures and capabilities
defined in GAP.

7.1 MODES

Table ‘?.’a shows the support status for Modes within this profile.

Support inProcedure
Server

Discoverability modes

Nomdiscoverable mode

Limited discoverable mode

General discoverable mode

Conriectability modes

Non-cormectable mode

Con riectable mode

Pairing modes

Non-pairable mode

Pairable mode

Table 7.1: Modes

C1: The Limited discoverable mode should be used, but if the Server device for

some reason (e.g. lack of a sufficient user interface) wants to be visible at all
times. the General discoverable mode can be used instead.

7.2 SECURITY ASPECTS

‘‘.’‘at3ie ‘? .2 shows the support status for Security aspects within this profile.

Procedure Support In Support inClient Server

1 M MAuthentication

Security modes

Tabie 7.2: Security aspects
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Support in
Client

Support inProcedu re
Server

Security modes 1

Security modes 2

Security modes 3

Table 7.2: Security aspects

C1: Support for at least one of the security modes 2 and 3 is mandatory.

7.3 IDLE MODE PROCEDURES

3’-abte .?'.3a shows the support status for Idle mode procedures within this profile.

Support in

General inquiry

Support in
Server

Limited inquiry

Name discovery

Device discovery

Bonding

Note 1: see section 7.3.1

Table 7.3: idle mode procedures

7.3.1 Bonding

it is mandatory for the Client and Server to support bonding. Bonding may be

required before permitting communication between a Client and a Server.

During bonding, the Client and Server are paired, which means that the Client

and Server establish a security association (.9 common link key). This requires
that an identical Bluetooth PIN code be entered on both the Client and Server

devices.

The usage of bonding is optional for both Client and Server. The bonding

procedures are defined in Section in GAP {M}.

Generic Access Profile Interoperability Requirements 1 December 1999

Bluetooth.

AFFLT0294637



Samsung Ex. 1316 p. 1410

BLUETOOTH SPECiF|CAT|ON Version 1.0 B page 328 of440

Generic Object Exchange Profile

8 REFERENCES

8.1 NORMATIVE REFERENCES

[1] Bluetooth Special Interest Group, |rDA Interoperability

[2] Bluetooth Special Interest Group, Synchronization Profile

[3] Bluetooth Special Interest Group, File Transfer Profile

[4] Bluetooth Special Interest Group, Object Push Profile

[51 Bluetooth Special Interest Group, Baseband Specification

[5] Bluetooth Special Interest Group, LMP Specification

[T] Bluetooth Special Interest Group, L2CAP Specification

[8] Bluetooth Special Interest Group, RFCOMIUI with TS 07.10", Specification

of the Bluetooth System

[9] ETSI, TS 07.10. Version 6.3.0

[10] Bluetooth Special Interest Group, SDP Specification

[11] Infrared Data Association, lrDA Object Exchange Protocol (lrOBEX) with

Published Errata, Version 1.2, April 1999

[12] Bluetooth Special Interest Group, Serial Port Profile

[13] Internet Assigned Numbers Authority, IANA Protoco|iNumber Assign-

ments Directory (http:i‘!www.iana.orginumbers.htm|), May 1999.

[14] Bluetooth Special Interest Group, Generic Access Profile

1 December 1999 References

AFFLT029463B



Samsung Ex. 1316 p. 1411

mod I. The quirements are expressed in

te '-user services, and by defining
the_feature_ and procedures that are required

3 2:3/2‘nterop rability between Bluetooth devicesI .33*‘ he 0b'_ ct Push usage model.

'?

e.s“"”
.«»**°’“° E .5

.«*“’9°

AFFLTU294639



Samsung Ex. 1316 p. 1412

BLUETOOTH SPECWICATION Version 1.0 B page 330 of44D

Object Push Profiie

1 December 1999

AFFLTD294640



Samsung Ex. 1316 p. 1413

BLUETOOTH SPECIFICATION Version 1.0 B page 331 of 440

Object Push Pmfiie

CONTENTS

!n$r€>s:iuc:€§£3rs ................................................................................

1.1
‘L2 Blueiooth Profiie

‘L3 Biueinoth C3{3E}<~ReEa€:e:.‘. 8pecifi<:a€.ions

1.4 Symbols and

1.4.‘? Raqtsiremaawtsiatasssyn':m!$........................................335

1.4.2 Signaiing diagram conventions

Pmfiie cwewiaw.............................................................................. .. '

2.1 F’;o:F;!e stack

2.2 Configurations and roies

2.3 User require-:n*:c-ants and scenarias.................

24$ Prmfiie fundamentais

User interface aspects ................................................................... ..

3.’: Mania seiecticm. mash Servers

3.2 Functiizn Seiecrtisn. Push Ciienis .......................................... ..

3.3 App1icat§o;1 Usage Evants.........

3-3.1 Object

3.3.2 Ezjsinesa {Bard

3.3.3 Business Card

Agcsgiicafiian iayer ............................................................................. ..3e=E~4
4 .'¥ Feature overview .................................................................... .. 3414

4.2 Qb,='e::iPu.<3h Feature. ............................................................ ..3»:E4
4.233 Ctmient

4.2.2 Appiicatic-nPracedtzre........._...-...................................345

Buairtess Card F‘-‘uél E‘-‘eaiure

#3.‘? Ciwnefss Easiness

4.,”-5.2 ;~'kpp§ic:atinn §'~‘roca=.ci:.:t'e BLISEHQSS Cara‘ Pu!E...... ........... .346

Busimass Card Exchange Feattzre
4.4.1 ()v.zn=.er‘s Busimass

4.4.2 Appiicaticn Procedure Business Card Exczhangs-3........I34f5

1 December 1999

AFFLT0294-841



Samsung Ex. 1316 p. 1414

BLUETOOTH SPECIFICATION Version 1.0 B

Object Push Profiie

*5

page 332 of44EJ

Bluetooth.

GEEK ............................................................................................... ,. 348

5.‘!

5.2:’.

5.3

535

5.5

5.6

5.‘?

GEEK Operaiiorus Used ...................... ................................ ..3r-‘#8

OESEEX Headeis ..

5.2.? OBE-IX Headers for the {Db}:-mt Push F-seature

5.2.2 GEEK Headers for the Business Card Pu” and Exchange
Featuresisds

irzitiaiézatéori of OBEX ...L....'35{}

Estabiishnaeni {.1fC3f5§EX seszaien

Pushing Data ..

Biscenneciisn

Service Discovery .........................................................................."351
5.1

6.2’.

SD Service Records

EEDP F-"r'c:toc;oi Beta Units .....352

fiefere;‘:ce:~2...... .................................... ................... ........... ..... I!3§3

?.1 -Normative references 353

‘I December 1999

AFFLT0294642



Samsung Ex. 1316 p. 1415

BLUETOOTH SPECIFICATION Version 1.0 B page 333 of 440

Object Push Profile

F0 REWORD

This document, together with the Generic Object Exchange profile and the

Generic Access profile. forms the Object Push usage model.

Interoperability between devices from different manufacturers is provided for a

specific service and usage model if the devices conform to a Bluetooth SIG

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabiiities} from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified ser-

vice(s) and usage modelts).

All defined features are process-mandatory. This means that if a feature is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.

1 December 1999
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1 INTRODUCTION

Bluetuuth.

1.1 SCOPE

The Object Push profile defines the requirements for the protocols and proce-

dures that shall be used by the applications providing the Object Push usage

model. This profile makes use of the Gearaerw, Object Exciieztge F’a'oi‘“sie (GOEP)

{'10} to define the interoperability requirements for the protocols needed by

applications. The most common devices using these usage models can be

notebook PCs, PDAS. and mobile phones.

The scenarios covered by this profile are the following:

- Usage of a Bluetooth device, e.g. a mobile phone to push an object to the

inbox of another Bluetooth device. The object can for example be a busi-

ness card or an appointment.

Usage of a Bluetooth device; e.g. a mobile phone to pull a business card
from another Bluetooth device.

Usage of a Bluetooth device; eg. a mobile phone to exchange business

cards with another Bluetooth device. Exchange defined as a push of a busi-

ness card followed by a pull of a business card.

1.2 BLUETOOTH PROFILE STRUCTURE

In i‘3;'g;:.i:'e 1 1 Bluetooth Profiles. the Bluetooth profile structure and the depen-

dencies of the profiles are depicted. A profile is dependent upon another profile

if it re-uses parts of that profile. by implicitly or explicitly referencing it. Depen-

dency is illustrated in the figure: a profile has dependencies on the profi|e(s) in

which it is contained — directly and indirectly. For example, the Object Push

profile is dependent on Generic Object Exchange. Serial Port. and Generic

Access profiles.

‘I December 1999 introduction
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-.; Service Discovery Cordless
. 3 Appl. Profile Telephony Profile .-

Object Push Profile

_ 1~}1EER?.i_,5a1LE53é9a3i€>I-€°3i‘é?ié$)i:§83é$2‘C'5*ii3i::>3iC S nchronization
LAN Access Profile 3 pgofile

Figure 1.1: Biuetooth Profiles

1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and

applications using OBEX.

1. Biuetooth IrDA interoperability Specification ii].

- Defines how the applications can function over both Bluetooth and |rDA.

Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Biuetooth I3eneri::. Gbgisci. Excriartge 2'3‘rcfiie Specification {'20}

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.

Baseband and LMP) for the application profiles.

3. Biuetooth :'$ya'ar.:ttr'oswizstiors Profile. Specification it

- Application Profile for Synchronization applications.

- Defines the interoperability requirements for the applications within the

Synchronization application profile.

- Does n_ot define the requirements for the Baseband, LMP. LZCAP. or
RFCOM M.

introduction 1 December 1999
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4. Bluetooth Fiée ‘transfer Prcifiée Specification §_"i<i)

- Application Profile for File Transfer applications.

- Defines the interoperability requirements for the applications within the File

Transfer application profile.

Does n_cit define the requirements for the Baseband. LMP. L2CAP, or
RFCOM M.

. Bluetooth Object Push Profile Specification (this specification)

Application Profile for Object Push applications.

Defines the interoperability requirements for the applications within the

Object Push application profile.

Does Lt define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols

In this document, the following symbols are used:

'M' for mandatory to support (used for capabilities that shall be used in the

profile);

'0‘ for optional to support (used for capabilities that can be used in the profile);

'C‘ for conditional support (used for capabilities that shall be used in case a

certain other capability is supported);

‘X' for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘MIA’ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

‘I December 1999 introduction

AFFLTO294646



Samsung Ex. 1316 p. 1419

BLUETOOTH SPECIFICATION Version 1.0 B page 337 of 440

Object Push Pnofiie

1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

PROC1

« 

PROC2

 p

PROC3

D-

(PROC4)
— 

(PROC5)
-1

MSG1

as

MSG2

 

{MSG3)

 

{MSG-‘-T»)

 

Tabie 1.1: Arrows used in signaiing diagrams

in the table above. the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-

procedure where the initiating side is undefined (may be both A and B).

PROC4 indicates an optional sub-procedure initiated by A, and PROC5

indicates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates an

optional message from B to A.

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

Application Application

Push Client Push Server

Push Client side Push Server side

Figure 2. 1: Protocoi modei

The Baseband {'1}. LMP {2} and LZCAP [31 are the OSI layer 1 and 2 Bluetooth

protocols. RFCOMM {4} is the Bluetooth adaptation of GSM TS 07.10 [5]. SDP

is the Biuetooth Service Discovery Protocol E6}. OBEX 3?} is the Bluetooth

adaptation of lr0BEX {Si

The RFCOM M, L2CAP, LMP and Baseband interoperability requirements are

defined in Section 8 in GOEP {NJ}.

2.2 CONFIGURATIONS AND ROLES

Gbiects Being
Pulled

Pu sh Client Push Server

Figure 2.2: Push and Pull Example between two Mobiie Phones

‘I December 1999 Profile overview
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The following roles are defined for this profile:

Push Server — This is the server device that provides an object exchange

server. In addition to the interoperability requirements defined in this profile, the

Push Server must comply with the interoperability requirements for the server

of the GOEP if not defined in the contrary.

Push Client — This is the client device that pushes and pulls objects to and

from the Push Server. In addition to the interoperability requirements defined in

this profile, the Push client must also comply with the interoperability require-

ments for the client of the GOEP, if not defined to the contrary.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are:

- Usage of a Push Client to push an object to a Push Server. The object can,

for example, be a business card or an appointment-

- Usage of a Push Client to pull a business card from a Push Server.

- Usage of a Push Client to exchange business cards with a Push Server.

The restrictions applying to this profile are the same as in the GOEP.

The push operation described in this profile pushes objects from the Push Cli-
ent to the inbox of the Push Server.

2.4 PROFILE FUNDAMENTALS

The profile fundamentals are the same as defined in the GOEP.

Link level authentication and encryption are mandatory to support and optional
to use.

Bonding is mandatory to support and optional to use.

OBEX authentication is not used.

This profile does not mandate the server or client to enter any discoverable or

connectable modes automatically, even if they are able to do so. On the Push

Client side, end-user interaction is always needed to initiate the object push,

business card pull or business card exchange.

Profile overview 1 December 1999
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3 USER INTERFACE ASPECTS

3.1 MODE SELECTION, PUSH SERVERS

Object Exchange mode affects the Push Server. It enables Push Clients to

push and pull objects to and from the Push Server. The Push Clients can also

try to pull objects from the Push Server in this mode. The Push Server does not

have to support the pulling feature. but it must be able to respond with an

appropriate error message.

When entering this mode. Push Servers should:

set the device in Limited Discoverable Mode (see Generic Access i3roi":te},

must ensure that the Object Transfer bit is set in the CoD (see jifij),

and must ensure that a service record is registered in the SDDB (see Section E71).

Public devices, devices that want to be visible at all times, or devices that can

not supply a user interface to enable Object Exchange mode shall use General

Discoverable Mode (see £133) instead of Limited Discoverable Mode.

It is recommended that this mode be set and unset by user interaction.

3.2 FUNCTION SELECTION, PUSH CLIENTS

- There are three different functions associated with the Object Push profile:

- Object Push function

- Business Card Pull function

- Business Card Exchange function

The Object Push function initiates the function that pushes one or more

objects to a Push Server.

The Business Card Pull function initiates the function that pulls the business
card from a Push Server.

The Business Card Exchange function initiates the function that exchanges
business cards with a Push Server.

The three functions should be activated by the user. They should not be

performed automatically without user interaction.

When the user selects one of these functions, an inquiry procedure will be

performed to produce a list of available devices in the vicinity. Requirements on

inquiry procedures are discussed in 3i‘3C-’i.l(‘:E‘; of the GOEP §'tG_§.

‘I December 1999 User interface aspects
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3.3 APPLICATION USAGE EVENTS

In the following sections (3.3.‘i-3.3.3). the presented scenarios work as exam-

p|es.Variations in the actual implementations are possible and allowed.

3.3.1 Object Push

When a Push Client wants to push an object to a Push Server, the following

scenario can be followed. If authentication is used the user might have to enter

a Bluetooth PIN at some point.

Push Client Push Server

The user sets the device into Object
Exchange mode.

The user of the Push Client selects the

Object Push function on the device.

A list of Push Servers that may support the
Object Push service is displayed to the user.

The user selects a Push Sewer to push the
object to.

If the selected device does not support the
Object Push service. the user is prompted to
select another device.

When an object is received in the Push
Server. it is recommended that the user of

the Push Server be asked to acceptor reject
the object.

It is recommended that the user is notified of

the result of the operation.

3.3.2 Business Card Pull

When a Push Client wants to pull the business card from a Push Server the

following user interaction can be followed.

it authentication is used. the user might have to enter a Elluetooth PIN at some

point.

User interface aspects 1 December 1999
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Push Client

The user of the Push Client selects the
Business Card Pull function on the
device.

A list of Push Sewers that may support the
Object Push service is displayed to the user.

The user selects a Push Server to pull the
business card from.

If the selected device does not support the
Object Push service, the user is prompted to
select another device.

It is recommended that the user is notified of

the result of the operation.

Bluetonth.

Push Server

The user sets the device into Object
Exchange mode.

Some devices mightask the user whether or
not to accept the request to pull the business
card from his device.

3.3.3 Business Card Exchange

When a Push Client wants to exchange business cards with a Push Server, the

following user interaction can be followed.

lfauthentication is used, the user might have to enter a Bluetooth PIN at some

point.

Push Client

The user of the Push Client selects the

Business Card Exchange function on the
device.

A list of Push Servers that may support the
Object Push service is displayed to the user.

The user selects a Push Server to exchange
business cards with.

If the selected device does not support the
Object Push service, the user is prompted to
select another device.

Push Server

The user sets the device into Object
Exchange mode.

1 December 1999 User interface aspects
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Push Client

It is recommended that the user is notified of

the result of the operation.

Push Sewer

When a Push Client tries to exchange busi-
ness cards with the Push Server. it is recom-
mended that the user of the Push Server is

asked to accept or reject the business card
offered by the Push Client. Some devices
might also ask the user whether or not to
accept the request to puli the business card
from his device.

User interface aspects 1 December 1999
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4 APPLICATION LAYER

This section describes the feature requirements on units active in the Object

Push, Business Card Pull and Business Card Exchange use cases.

4.1 FEATURE OVERVIEW

Table 4;‘: shows the features covered by the Object Push profile.

Support inSupport In

1.

Objecl Push
Table 4.1: Application layer features

Business Card Pull

*. Optional, but the server must be able to respond with an error code on a pull request.
even if it doesn't support this feature

Business Card Exchange

4.2 OBJECT PUSH FEATURE

This feature lets a Push Client send one or more objects to a Push Server.

4.2.1 Content Formats

To achieve application level interoperability. content formats are defined for

Object Push. For some applications content formats have been specified.

- Phone Book applications must support data exchange using the vCard 2.1

content format specified in {'31}. The properties that are mandatory to sup-

port are listed in Chapter 7 of {Q}. If a phone book application supports

another content format it must still support the vCard 2.1 content format. If a

device does not have a phone book application it does not have to support
the vCard 2.1 content format.

Calendar applications must support data exchange using the vcalendar 1.0

content format specified in ji2}. The properties that are mandatory to sup-

port are listed in Chapter 8 of {Q}. If a calendar application supports another

content format it must still support the vcalendar 1.0 content format. If a

device does not have a calendar application it does not have to support the
vCa|endar 1.0 content format.

Messaging applications must support data exchange using the vMessage

content format specified in Chapter 9 of jet. If a messaging application sup-

ports another content format it must still support the vlvlessage content for-

‘I December 1999 Appllljon layer
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met as specified in Chapter 9 of 19}. If a device does not have a messaging

application it does not have to support the vlvlessage content format.

Notes applications must support data exchange using the vNote content for-

mat speclfied in Chapter 10 of 59}. if a notes application supports another

content format it must still support the vNote content format as specified in

Chapter 10 of [9]. If a device does not have a notes application it does not

have to support the vNote content format.

it is highly recommended that a Push Client does not try to send objects of a

format that the Push Server does not support. See Section {:3 for information on

how to find out which formats the Push Server supports.

The content formats supported by a Push Server must be identified in the
SDDB.

4.2.2 Application Procedure

It is mandatory for Push Servers to be able to receive multiple objects within an

OBEX connection. It is not mandatory for Push Clients to be able to send multi-

ple objects during an OBEX connection. The Push Ctient uses one PUT opera-

tion for each object it wants to send. It is not mandatory to support sending or

receiving of multiple objects within a single PUT operation.

Tabie 43.2.’. shows the application procedure required by the Push Client to push

one or more objects to a Push Server.

Push Client

OBEX CONNECT.

Details

Target Header must not be used.

One or more OBEX PUTS for sending one or
more objects.

OBEX DISCONNECT

Table 4. 2: Application layer procedure for Object Push

For a detailed description of OBEX operations see Section 5.

4.3 BUSINESS CARD PULL FEATURE

A Push Client can optionally supply the functionality needed to pull a business
card from a Push Server.

it is optional for the Push Server to support the business card pull feature.

However. it must be able to respond to pull requests with an error message,
see Section

Application layer 1 December 1999
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4.3.1 Owner's Business Card

Devices that support the business card pull and business card exchange

services must store the owner's business card in the OBEX Default Get Object.

Some devices (eg. public devices) might hold information in the owner's busi-
ness card that is relevant to the device rather than to the owner of the device.

The Default Get Object does not have a name; instead it is identified by its

type. To achieve the ultimate application level interoperability, both the Push

Client and the Push Server must support the vCard 2.1 content format speci-

fied in {it}.

See {3} for a discussion on the Default Get Object.

4.3.2 Application Procedure Business Card Pull

Tobie -2.3 shows the application procedure required by the Push Client to per-
form a Business Card Pull from a Push Server.

Push Client Details

OBEX CONNECT. Target Header must not be used.

OBEX GET vcard of server's business card Type Header must be set to "text.’x-vcard".

idefaufl 93‘ °bj"°t)' Name Header must not be used.

OBEX DISCONNECT.

Tab.-‘e 4.3: Application layer procedure for Business Card Pull

For a detailed description of OBEX operations see Ssctior: 5.

4.4 BUSINESS CARD EXCHANGE FEATURE

A Push Client can optionally supply the functionality needed to exchange busi-
ness cards with a Push Server.

It is optional for the Push Server to support the business card exchange fea-

ture. It must, however, be able to respond to exchange requests with an error

message, see Cfsction

4.4.1 Owner's Business Card

See Business Card Puil feature.

4.4.2 Application Procedure Business Card Exchange

Table 4.4 shows the application procedure required by the Push Client to per-

form a Business Card Exchange with a Push Server.

346 ‘I December 1999 Appllljcn layer
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Push Client Details

OBEX CONNECT. Target Header must not be used.

OBEX PUT vCard with client's business
card.

OBEX GET vCard of server's business card Type Header must be set to "textfx-vrzard".

(defam get objecu Name Header must not be used.

OBEX DISCONNECT.

Tabie 4.4: Appifcation layer procedure for Business Card Exchange

For a detailed description of OBEX operations see E3:-:t:iier: 5.

Application layer 1 December 1999
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5 OBEX

5.1 OBEX OPERATIONS USED

Tabie shows the OBEX operations. which are required in the Object Push

profile.

1 Connect

Disconnect

Put

Get

Tabie 5.1: OBEX Operations

5.2 OBEX HEADERS

5.2.1 OBEX Headers for the Object Push Feature

Tabie 5.2 shows the specified OBEX headers which are required in the Object

Push profile for the Object Push feature.

OBEX Headers

_L Cou nt

Name

Type

Length

Time

Description

Ta rget

HTTP
EOXOOEOEXEOED"'~lU){.}'I-53-O.‘l|\3

Body

10 End of Body M

Tabie 5. 2: OBEX Headers used for the Object Push feature

EEOXOOEIOZX
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Header
110. OBEX Headers Push Client Push Server

11

12

13

14

15

16

Who

Connection [D

Authenticate Challenge

Authenticate Response

Application Parameters

Object Class X

Table 5.2: OBEX Headers used for the Object Push feature

5.2.2 OBEX Headers for the Business Card Pull and Exchange Features

“table 5.3 shows the specified OBEX headers which are required in the Object

Push profile for the Business Card Pull and Exchange features.

110. OBEX Headers Push Client Push Sewer

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

Count

Name

Type

Length

Time

Description

Target

HTTP

Body

End of Body

Who

Connection ID

Authenticate Challenge

Authenticate Response

Application Parameters

Object Class

><><><><><><§ZO><OO§§§><- ><><><><><Z§O><OOZ§Z><
X

Tabie 5.3: OBEX Headers used for the business card put! and business card exchange
features
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5.3 INITIALIZATION OF OBEX

Since OBEX authentication is not used by this profile, OBEX initialization is not

applicable.

5.4 ESTABLISHMENT OF OBEX SESSION

See Sectrorr 5.4.1. in GOEP for a description of OBEX connection establish-
ment without authentication.

The Push Client does not use the target header when establishing an OBEX
connection.

5.5 PUSHING DATA

It is highly recommended that the Push Client use the Type Header when

pushing objects to the Push Server.

See -Section in GOEP.

5.6 PULLING DATA

In the Object Push Profile, the Push Client only pulls data from the Push Server

when it is getting the Default Get Object (owner's business card).

If there is no Default Get Object. the Push Server must respond with the error

response code "NOT FOUND" {S5}. The Push Client must be able to understand

this error response code.

The Push Client must use the Type Header when getting the Default Get

Object from the Push Server.

The Name Header is not used when getting the Default Get Object from the

Push Server. If the Push Client sends a non-empty Name header, the Push

Server should respond with the response code "FORB|DDEN"[83.

See Section 5.6 in GOEP.

5.7 DISCONNECTION

See Section ._ 7’ in GOEP.
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6 SERVICE DISCOVERY

6.1 SD SERVICE RECORDS

The SD service record for the Object Push service is defined in ‘Estate r’3.’i.

A Push Client does not provide any SD service records.

Definition

Service Class ID List

Service Class #0 0BEXObjectPush

Protocol Descriptor
List

Protocol ID #0

Protocol ID #1

l Param #0
| Protocol ID #2

Service Name

Bluetooth Profile De-

scn'ptorLEst

Profile ID #0 Supported OBEXObjectPush
profile

Version #0 Profile ver— uint16 Varies
sion

Supported Formats Supported Data Eie- Formats:
List Formals ment 0:01 = vcard 2.1

List Sequence 0102 = vCard 3.0
of U'rnt8 0x03 = vCal 10

0x04 = iCa| 2.0

0:05 = \«'Note (as
defined in [9])
0:06 = vMessage
(as defined in [9]}
0xFF = any type of
obiecl.

Table 6.1: Object Push Service Record

*. Values that are of the type UUID are defined in the Assigned Numbers specification {ti-ii.

Service Discovery 1 December 1999
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6.2 SDP PROTOCOL DATA UNITS

Tame 3.2 shows the specified SDP PDUS (Protocol Data Units), which are

required in the Object Push profile.

1 M MSdpErrorResponse

SdpservicesearchmtributeReq uest

SdpServiceSearchAttribL:teResponse

Table 6.2: SDP PDUS
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F0 REWORD

This document. together with the Generic Object Exchange profile and the

Generic Access profile form the File Transfer usage model.

Interoperability between devices from different manufacturers is provided for a

specific service and usage model if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and

procedures (generally termed capabilities) from the Bluetooth SIG specifica-

tions, and gives an unambiguous description of the air interface for specified

service(s) and usage mode|(s).

All defined features are process-mandatory. This means that if a feature is

used, it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The File Transfer profile defines the requirements for the protocols and proce-

dures that shall be used by the applications providing the File Transfer usage

model. This profile uses the Generic Object Exchange profile (GOEP) as a

base profile to define the interoperability requirements for the protocols needed

by the applications. The most common devices using these usage models can

be (but are not limited to) PCs, notebooks, and PDAs.

The scenarios covered by this profile are the following:

- Usage of a Bluetooth device (e.g. a notebook PC) to browse an object store

(file system) of another Bluetooth device. Browsing involves viewing objects

(files and folders) and navigating the folder hierarchy of another Bluetooth

device. For example, one PC browsing the file system of another PC.

- A second usage is to transfer objects (files and folders) between two

Bluetooth devices. For example. copying files from one PC to another PC.

- A third usage is for a Bluetooth device to manipulate objects (files and fold-

ers) on another Bluetooth device. This includes deleting objects, and

creating new folders.

1.2 BLUETOOTH PROFILE STRUCTURE

In Figure 1 ‘t, the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profile(s) in which it is con-
tained ~ directly and indirectly.
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°$*3'i"'-'..;'.'l;;;t'-"-'.*.""'*..=*‘!-‘~’-‘ii I
_ H Cordless _. intercom Profile I
" _ Telephony Profile ;

‘-

Dial-up Networki
Profile

._....--, I F.‘ P _
Fax Frame ie Transfer rofile

- -1-._~ -. Q1-'~. o'«- ~:re5f‘~- Ob_ P h P fl

:- -‘Ir-n -;

Figure 1.1: Bluetooth Profiles

1.3 BLUETOOTH OBEX-RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and

applications using OBEX.

1. Bluetooth lrDA interoperability Specification iii.

- Defines how the applications can function over both Bluetooth and IrDA.

Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth t"-jenerio ffibgect Excitartgga i~'>rofiie Specification 12';

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.

Baseband and LMP) for the application profiles.

. Bluetooth f$ynciir'oniz.a=.t:en Ptpfiie Specification £3;

Application Profile for Synchronization applications.

Defines the interoperability requirements for the applications within the

Synchronization application profile.

Does n_ot define the requirements for the Baseband. LM P. LZCAP, or
RFCOM M.

introduction 1 December 1999
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4. Bluetooth File Transfer Profile Specification (This Specification)

Flie Transfer Profile

- Application Profile for File Transfer applications.

- Defines the interoperability requirements for the applications within the File

Transfer application profile.

Does n_rJt define the requirements for the Baseband. LMP. L2CAP, or
RFCOMM.

. Bluetooth =.T.‘=t‘:;£ect Push Profile Specification {.4}

Application Profile for Object Push applications.

Defines the interoperability requirements for the applications within the

Object Push application profile.

Does Lt define the requirements for the Baseband, LMP, L2CAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols

In this document (especially in the profile requirements tables in Annex A), the

following symbols are used:

‘M’ for mandatory to support {used for capabilities that shall be used in the

profile);

‘O’ for optional to support (used for capabilities that can be used in the profile);

‘C‘ for conditional support (used for capabilities that shall be used in case a

certain other capability is supported);

‘X‘ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘NiA' for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that. according to the relevant

Bluetooth specification. are mandatory. These are features that may degrade

operation of devices following this profile. Therefore, these features shall never

be activated while a unit is operating as a unit within this profile.

‘I December 1999 introduction
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1.4.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures:

PROC1

< 

PROC2

:—e——:——p-

PROC3

4 D-

(PROC4)
 -

(PROC5)

MSG1

 

MSG2

T»

{MSG3)

«T

(MSG-4)

Ty

Tabie 1.1: Arrows used in signaiing diagrams

in the table above, the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-

procedure where the initiating side is undefined (may be both A and B).

PROC4 indicates an optional sub-procedure initiated by A, and PROC5 indi-

cates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates an

optional message from B to A.

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

The figure below shows the protocols and entities used in this profile.

' Application
File Transfer Client

Application
Fi|eTransfer Server

File Transfer Client side File Transfer Server side

Figure 2.1: Protocol model

The Baseband {S}, Ll‘v1F'[6] and LZCAP {?j are the OSI layer 1 and 2 Bluetooth

protocols. RFCOMM {8} is the Bluetooth adaptation of GSM TS 07.10 [9]. SDP

is the Bluetooth Service Discovery Protocol EEG}. OBEX {'1} is the Bluetooth

adaptation of lrOBE)( {it}.

The RFCOMM, L2CAP, LMP, and Baseband interoperability requirements are
defined in GOEP.

2.2 CONFIGURATIONS AND ROLES

Objects Being Pushed

my

4-T
Dhiects Being

Pulled

Figure 2.2.‘ Bi’-directional‘ File Transfer Example between two Personal Computers
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The following roles are defined for this profile:

Client — The Client device initiates the operation, which pushes and pulls

objects to and from the Server. in addition to the interoperability requirements

defined in this profile. the Client must also comply with the interoperability

requirements for the Client of the GOEP if not defined in the contrary. The

Client must be able to interpret the OBEX Folder Listing format and may

display this information for the user.

Server — The Server device is the target remote Bluetooth device that provides

an object exchange server and folder browsing capability using the OBEX

Folder Listing format. In addition to the interoperability requirements defined in

this profile. the Server must comply with the interoperability requirements for

the Server of the GOEP if not defined in the contrary.

2.3 USER REQUIREMENTS AND SCENARIOS

The scenarios covered by this profile are the following:

- Usage of the Client to browse the object store of the Server. Clients are

required to pull and understand Folder Listing Objects. Servers are required

to respond to requests for Folder Listing Objects. Sewers are required to

have a root folder. Servers are not required to have a folder hierarchy below
the root folder.

Usage of the Client to transfer objects to and from the Server. The transfer

of objects includes folders and files. Clients must support the ability to push

or pull files from the Server. Clients are not required to push or pull folders.

Servers are required to support file push, pull. or both. Servers are allowed

to have read-only folders and files. which means they can restrict object

pushes. Thus. Servers are not required to support folder push or pull.

Usage of the Client to create folders and delete objects (folders and files) on

the Server. Clients are not required to support folderifile deletion or folder

creation. Servers are allowed to support read-only folders and files, which

means they can restrict folclerifile deletion and creation.

A device adhering to this profile must support Client capability, Server

capability or both. The restrictions applying to this profile are the same as in the
GOEP.

2.4 PROFILE FUNDAMENTALS

The profile fundamentals are the same as defined in Section 2.1-? in GOEP £2].

Support for link level authentication and encryption is required but their use is

optional.

Support for OBEX authentication is required but its use is optional.

This profile does not mandate the server or client to enter any discoverable or

Profile overview 1 December 1999
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connectable modes automatically, even if they are able to do so.

On the Client side. end-user intervention is aiways needed to initiate file

transfer (see C-§“:E3_i'}¥«".‘.i‘ .

Support of bonding is required but its use is optional.
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3 USER INTERFACE ASPECTS

3.1 FILE TRANSFER MODE SELECTION, SERVERS

Servers must be placed in File Transfer mode. This mode enables a Client to

perform file transfer operations with the Server. When entering this mode. File

Transfer Sewers should set the device in Limited Discoverabie mode (see

<3e.neric Access l‘~‘aotile), ensure that the Object Transfer Bit is set in the CoD

(see itfii), and register a service record in the SDDB (see section =8 on page

383).

It is recommended that this mode be set and unset by user interaction. when

possible. Public devices, devices that want to be visible at all times, or devices

that can not supply a user interface to enable File Transfer mode shall use

Genera! Discoverabie mode (see iiéeneric Access Prrifiie} instead of Limited
Discoverabfe mode.

3.2 FUNCTION SELECTION, CLIENTS

Clients provide file transfer functions to the user via a user interface. An exam-

ple of a file transfer user interface is a file—tree viewer to browse folders and

files. Using such a system fi|e—tree viewer. the user can browse and manipulate

files on another PC, which appears in the network view.

File Transfer Applications provide the following functions.

Select Server Selecting the Server from a list of possible Servers, and
setting up a connection to it.

Navigate Folders Displaying the Server‘s folder hierarchy, including the files
in the folders. and moving through the Server's folder hier-
archy to select the current folder. The current folder is
where items are pulled andior pushed.

Pull Object

Push Object

Delete Object

Create Folder

Copying a file or a folderfrom the Server to the Client.

Copying a file or folderfrom the Client to the Server.

Deleting a file or folder on the Server.

Creating a new folder on the Server.

When the user selects the Select Server function, an inquiry procedure will be

performed to produce a list of available devices in the vicinity. Requirements on

inquiry procedures are discussed in ESec..i:ior:» of the GOEP{1?.}.

User interface aspects 1 December 1999
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3.3 APPLICATION USAGE

In this section, the presented scenarios work as examples. Variations in the

actual implementations are possible and allowed.

When the Client wants to select a Server the following user interaction can be
followed:

Server

The user sets the device into File Transfer

mode. A Server typically does not need to
provide any other user interaction.

The user of the Client selects the File

Transfer Application on the device.

A list of Servers that may support the File
Transfer service is displayed to the user.

The user selects a Server in which to con- lfthe Client requires authentication of the
nect. The connection may require the user Server. then the Server will need to prompt
to enter a password for authentication. If the userfor a password. If both link level
both link ievei authentication and OBEX authentication and OBEX authentication are

autnentication is required, then the user will required. then the user will need to he
need to be prompted for two passwords. prompted for two passwords.

After the connection is complete. including
any authentication. the contents of the
Server's root folder are displayed.

‘I December 1999 User interface aspects
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The following user interaction shows how the user of the Client performs file

transfer functions. The operations assume a Server has already been selected
as described above.

Client

The user is presented with the folder

hierarchy of the Server. The first presenta-
tion has the root folder selected as the
current folder.

The user chooses a folder to be the current
folder. The contents of this folder are dis-

played.

To push a file from the Client to the Server.
the user selects a file on the Client and acti-

vates the Push Object function. The object
is transferred to the current folder on the
Server.

To pull a file from the Server, the user
selects a file in the current folder of the

Server and activates the Pull Object func-
tion. The user is notified of the result of the

operation.

To delete a file on the Server, the user
selects the file in the Server’s current folder

and activates the Delete Object function.
The user is notified of the result of the oper-
ation.

To create a new folder on the Server. the
user activates the Create Folder function.

This function requests a name from the user
for the folder. When com plate. a new folder
is created in the Server’s current folder.

User interface aspects 1 December 1999
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4 APPLICATION LAYER

This section describes the feature requirements on units active in the File
Transfer use case.

4.1 FEATURE OVERVIEW

The File Transfer application is divided into three main features, as shown in
the Taste -4.1 below.

Support in Support in
File Transfer File Transfer
Client Server

Featu res

Folder Browsing M M

Object Transfer:
File Transfer M M

Folder Transfer 0 3'

Object Manipulation i
Table 4.1: Application layer procedures

". Optional. but the server must be able to respond with an appropriate error code, even if
it doesn't support these capabilities.

4.2 FOLDER BROWSING

A file transfer session begins with the Client connecting to the Server and pull-

ing the contents of the Servers root folder. When an OBEX connection is
made, the Server starts out with its current folder set to the root folder. The

contents of folders must be transferred in the Folder Listing format specified in

{'11}.

Taloie 4.3 shows the application procedure required by the Client to connect to

the Server and pull the contents of the root folder.

‘I December 1999 Application layer
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Client

OBEX CONNECT.

Pull the contents of the Server's

root folder using GET.

Bluetooth.

Details

Target Header must be set to the Folder Browsing
UUID:

FQECYBC4-953C-‘I1D2-934-E-5254UUDC9ElJ9.

This UUID is sent in binary (16 bytes) with most
significant byte sent first {DXFQ is sent first).

The Type Header must be set to the MlME-type of
the Folder Listing Object {x-obexlfolder-listing).
The Connect ID header must be set to the value

returned in the Connect operation. A Name
header is not used.

Table 4. 2: Application layer procedure for File Transfer Connect

Browsing an object store involves displaying folder contents and setting the
‘current folder‘. The OBEX SETPATH command is used to set the current

folder. To display a folder hierarchy starting with the root folder. the Client must

read the root folder contents using GET. It must then retrieve the contents of all

sub-folders using GET. If the sub-folders contain folders. then the Client must
retrieve the contents of these folders and so on. To retrieve the contents of a

folder, the Client must set the current folder to the sub-folder using SETPATH,

then pull the sub-folder contents using GET. Table 4.3 shows the application

procedure required for retrieving the contents of a sub-folder.

Client

Set the current folder to the sub-

folder using OBEX SETPATH.

Pull the contents of the sub-folder

using GET.

Set the current folder back to the

root folder using OBEX SETPATH.

If the parent of the sub-folder is not
the root folder, then set the current

folder to the parent folder using
SETPATH.

Details

Name header is set to the name of the sub-folder.

Connect ID header is required.

No Name is sent, since the sub-folder is the current

folder. The Type Header must be set to the MIME-
type of the Folder Listing Object {x-obexlfo|der-Iist-
lng}. Connect ID header is required.

Name header is empty. Connect ID header is
required.

The Backup flag is set and no Name header is sent.
Connect ID header is required.

Table 4.3: Application layer procedure for Folder Browsing
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4.3 OBJECT TRANSFER

Objects are transferred from the Client to the Server using OBEX PUT, and

objects are transferred from the Server to the Client using OBEX GET.

Transferring files requires a single PUT or GET operation per file. Transferring

folders requires transferring all the items stored in a folder, including other

folders. The process of transferring a folder may require that new folders be
created. The SETPATH command is used to create folders.

Table 4.4 shows the application procedure for transferring a folderfrom the Cli-
ent to the Server. If the folder contains other folders. then these other folders

are transferred using the same method. The folder is transferred to the current
folder on the Server.

Client Details

Create a new folder (if it does not Name header is set to the name of the new folder.
already exist) in the Server's current Connect ID header is required.
folder using SETPATH. The current
folder is changed to this new folder.

Push all files to the new folder using The Name header is set to the name of the file. Con-
a PUT command for each file. nect ID header is required.

Folders are created using SET- Name header is set to folder name. This application
PATH. procedure is applied recursively to each folder. Con-

nect ID header is required.

Set the current folder back to the

parent folder using SETPATH.
The Backup flag is set and no Name header is sent.
Connect iD header is required.

Table 4.4: Application layer procedure for Pushing a Folder

‘fable =-3.5 shows the application procedure for transferring a folder from the
Server to the Client.

Client Details

The Name header is set to the name of the folder.

Connect ID header is required.

Set the current folder to the folder

which is to be transferred using
SETPATH.

Pull the contents of the folder using A Name header is not sent. and the Type Header
GET. must be set to the MIME-type of the Folder Listing

Object (x-obexlfolder-listing}.

Pull all files to the new folder using a The Name header is set to the name of the tile. Con-
GET command for each file. neci ID header is required.

Pull all Folders to the new folder

using this application procedure.
This application procedure is applied recursively to
each folder.

Set the current folder back to the

parent folder. using SETPATH.
The Backup flag is set and no Name header is sent.
Connect ID header is required.

Table 4.5: Application layer procedure for Pulling a Folder
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4.4 OBJECT MANIPU LATION

A Client can delete folders and files on a Server. It can also create new folders

on a Server. A brief summary of these functions is shown below.

- A file is deleted by using a PUT command with the name of the file in a

Name header and no Body header.

An empty folder is deleted by using a PUT command with the name of the

folder in a Name header and no Body header.

A non-empty folder can be deleted in the same way as an empty folder but

Servers may not allow this operation. If a Server refuses to delete a non-

empty folder it must return the "Precondition Fai|ed" (UXCC) response code.
This response code tells the Client that it must first delete all the elements of

the folder individually before deleting the folder.

A new folder is created in the Server's current folder by using the SETPATH
command with the name of the folder in a Name header. lfa folder with that

name already exists, then a new folder is not created. In both cases the cur-
rent folder is set to the new folder.

Application layer 1 December 1999
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5 OBEX

5.1 OBEX OPERATIONS USED

Tabie shows the OBEX operations. which are required in the File Transfer

profile.

°"°"‘“°" OBEX Operationno.

Tabie 5.1: OBEX Operations
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5.2 OBEX HEADERS

Table shows the specified OBEX headers, which are required in the File

Transfer profile.

Header no. OBEX Headers

Count_L

Name

Type

Length

Time

Description

Ta rget

HTTP
E0022‘-».|O'J|I.!‘|-I‘-‘h0i3|'\J

Body

_l 3 End of Body

Who

Connection ID

Authenticate Challenge

Authenticate Response

Application Parameters

Object Glass

Table 5.2: OBEX Headers

XXEEZEZEOEOOEEEO XXEZZZZZOEOOEZEO
5.3 INITIALIZATION OF OBEX

Devices implementing the File Transfer profile can optionally use OBEX authen-

tication. The initialization procedure is defined in Section 3.3 of GOEP {:2}.

5.4 ESTABLISHMENT OF OBEX SESSION

The OBEX connection must use a Target header set to the File Browsing
UUID, F9EC7BC4—953C—11D2-984E-525400DC9E09. This UUID is sent in

binary (16 bytes) with 0xF9 sent first. OBEX authentication can optionatiy be

used. This profile follows the procedures described in Sar:t§r.>h 5.4 of GOEP {2}

with the Target, Connection ID, and Who headers being mandatory.
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5.5 BROWSING FOLDERS

Browsing folders involves pulling Folder Listing objects and setting the current

folder. Navigating a folder hierarchy requires moving fonivard and backward by

changing the current folder. Upon completion of the OBEX Connect operation
the Server's current folder is the root folder.

5.5.1 Pulling a Folder Listing Object

Pulling a Folder Listing object uses a GET operation and follows the procedure

described in Efiectéon 5.6 of GOEP {.2}. The Connection ID and Type headers

are mandatory. A Name header containing the name of the folder is used to

pull the listing of a folder. Sending the GET command without a name header is

used to pull the contents of the current folder. Typically. a folder browsing appli-

cation will pull the contents of the current folder, so a Name header is not used.

The Type header must be set to ‘x-obexlfolder-listing’.

5.5.2 Setting the Current Folder (Forward)

Setting the current folder requires the SETPATH operation. The SETPATH

request must include the following fields and headers:

Field!

Header Value Status Explanation
. M _Opcode for

SETPATH

Packet Length -

Flags ‘Backup level‘ flag is set to U and ‘Don't
Create‘ flag is set to 1.

Constants Constants are not used, and the field
must be set to 0.

Connection ID is set to the value

returned by the Server during the
OBEX Connect operation. This must
be the first header.

Connection ID

Name of the folder.

Table 5. 3: Fields and Headers in SETPATH Request for Setting Current‘ Folder (Forward)
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The response packet for the SETPATH request has the following fields and
headers:

Name Explanation

Response code 0xA0 for success or UXC4 it the foider
for SETPATH does not exist.

Packet Length -

Table 5.4: Fieids and Headers in SETPATH Response for Setting Current Foider (Forward)

Other headers such as Description can optionally be used.

5.5.3 Setting the Current Folder (Backward)

Setting the current folder back to the parent folder requires the SETPATH oper-

ation. The SETPATH request must include the following fields and headers

(note that a Name header is not used):

Name Explanation

Opcode for SET-
PATH

Packet Length -

Flags ‘Backup level‘ flag is set to 1 and ‘Don't
Create‘ flag is set to 1.

Constants Constants are not used. and the field
must be set to 0.

Connection ID Connection ID is set to the value

returned by the Server during the
OBEX Connect operation. This must
be the first header.

Tabie 5.5: Fields and Headers in SETPATH Request for Setting Current Folder (Backward)
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The response packet for the SETPATH request has the fotiowing fields and
headers:

Name Explanation

Response code EJXAO for success, or UXC4 if the current
for SETPATH folder is the root.

Packet Length -

Tabie 5.6: Fields and Headers in SETPATH Response for Setting Current Folder (Backward)

Other headers, such as Description, can optionally be used.

5.5.4 Setting the Current Folder (Root)

Setting the current folder to the root requires the SETPATH operation. The

SETPATH request must include the following fields and headers:

Field!

 Value Status Explanation
. M _Opcode for SET-

PATH

Packet Length -

Flags ‘Backup level‘ flag is set to 0 and ‘Don't
Create‘ flag is set to 1.

Constants Constants are not used. and the field
must be set to 0.

Connection ID Connection ID is set to the value

returned by the Server during the
OBEX Connect operation. This must
be the first header.

Name header is empty.

Table 5. 7: Fields and Headers in SETPATH Request for Setting Current Folder (Root)

‘I December 1999

AFFLT02946BB



Samsung Ex. 1316 p. 1461

BLUETDOTH SPECIFICATION Version 1.0 B page 379 of 440

File Transfer Profile

The response packet for the SETPATH request has the following fields and
headers:

Name Explanation

Response code DXAO for success.
for SETPATH

Packet Length

Table 5.8: Fieids and Headers in SETPATH Response for Setting Current Folder (Roof)

Other headers, such as Description, can optionally be used.

5.6 PUSHING OBJECTS

Pushing object involves pushing files and folders.

5.6.1 Pushing Files

Pushing files follows the procedure described in Ifieotion of GOEP £2}. The

Connection ID header is mandatory.

5.6.2 Pushing Folders

Pushing folders involves creating new folders and pushing files. It may also

involve navigating through the folder hierarchy. Navigation is described in Sec»

iiora 5.5 on 3%. Pushing files is described in Section 5.6.1 on

1 December 1999
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5. 6. 2.1 Creating New Folders

Creating a new folder requires the SETPATH operation. The SETPATH request

must include the following fields and headers:

Name Explanation

Opcode for SET-
PATH

Packet Length -

Flags ‘Backup level‘ flag is set to U and ‘Don't
Create‘ flag is set to 0.

Constants Constants are not used. and the field
must be set to 0.

Connection ID Connection ID is set to the value

returned by the Server during the
OBEX Connect operation. This must
be the first header.

Name of the folder.

Table 5.9: Fields and Headers in SETPATH Request for Creating a Foider.

The response packet for the SETPATH request has the fotlowing fields and
headers:

Explanation

Response code 0xA0 for success or UXC1 if the current
for SETPATH folder is read only and creation of a new

folder is unauthorized.

Packet Length -

Table 5.10: Fields and Headers in SETPATH Response for Creating a Foider

Other headers such as Description can optionally be used.
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5.7 PU LLING OBJECTS

Pulling objects involves pulling files and folders.

5.7.1 Pulling Files

Pulling files follows the procedure described in Section 5.6 of GOEP E2}. The

Connect ID header is mandatory.

5.7.2 Pulling Folders

Pulling folders involves navigating the folder hierarchy, pulling folder listing

objects and pulling files. Navigating the folder hierarchy and pulling folder list-

ing-objects is described in Sectien 53.5» on page Pulling files is described in

Section f;'=.'?.i on page 381.

5.8 MANIPULATING OBJECTS

Manipulating objects includes deleting objects and creating new folders. Creat-

ing new folders is described in Eéectéon 5.5.2.? on page 33.8%, Creating New

Folders. Deleting objects involves deleting files and folders.

5.8.1 Deleting Files

Deleting a file requires the PUT operation. The PUT request must include the

following fields and headers (note that no Body or End Body headers are sent):

Dpcode for PUT

Packet Length

Connection|D Connection ID is set to the value

returned by the Server during the
OBEX Connect operation. This must
be the first header.

The header value is the name of the

object to delete.

Table 5.11: Fields and Headers in PUT Request for Delete

1 December 1999

Bluetouth.

AFFLT0294691



Samsung Ex. 1316 p. 1464

BLUETOOTH SPEClF|CAT|ON Version 1.0 B page 382 of44D

Bluetonth.

The response packet for the PUT request has the following fields and headers:

File Transfer Profile

Field; Ex lanation
Header P

Field Response code UXAU for success. UXC1 for unautho—
for PUT rized {e.g. read only} or 02:04 if the file

does not exist.

Packet Length

Table 5.12: Fields and Headers in PUT Response for Delete

Other headers such as Description can optionally be used.

5.8.2 Deleting Folders

A folder can be deleted using the same procedure used to delete a file (see

Section 5.8.? on page 1331). Deleting a non-empty folder will delete all its con-

tents, including other folders. Some Servers may not allow this operation and

will return the "Precondition Failed" (OXCC) response code. indicating that the

folder is not empty. In this case the Client will need to delete the contents

before deleting the folder.

5.9 DISCONNECTION

See Section 5.‘? in GOEP [2].
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6 SERVICE DISCOVERY

Bluetooth.

6.1 SD SERVICE RECORDS

The service belonging to the File Transfer profiie is a server, which enables

bi-directional generic file transfer. OBEX is used as a session protocol for this

service. The following service records must be put into the SDDB.

Item

Service Class ID Lisl

Service Class #0

Protocol Descriptor list

Proloool ID #0

Protocol lD #1

Param
#0

Protocol ll) #2

Service name

BlueloothProfile De-

scriptorust

Profile lD #0

Table 6.1: Fire Transfer Service Record

* UUID values are defined in the Assigned Numbers document.

CHANNEL

Supported

profile

Profile ver«
sion

See [15]

Service Discovery 1 December 1999
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6.2 SDP PROTOCOL DATA UNITS

Table 19 shows the specified SDP PDUS (Proiocol Data Units) which are
required in the File Transfer profile.

SdpErrorResponee

Sdpservicesearch
AllributeRequest

Sdpservicesearch
A!lributeResponse

Tabie 6.2: SDP PDUS Minimal Requirements
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F0 REWORD

This document, together with the Generic Object Exchange profile and the

Generic Access profile forms the Synchronization usage model.

Interoperability between devices from different manufacturers is provided for a

specific service and usage model if the devices conform to a Bluetooth-SIG

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabiiities} from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified ser-

vice(s) and usage modelts).

All defined features are process-mandatory. This means that if a feature is

used. it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.

1 December 1999

AFFLTD294701



Samsung Ex. 1316 p. 1474

BLUETOOTH SPEClF|CAT|ON Version 1.0 B page 392 of44D

Bluetunth.
Synchronization Profile

1 INTRODUCTION

1.1 SCOPE

The Synchronization profile defines the requirements for the protocols and pro-

cedures that shall be used by the applications providing the Synchronization

usage model. This profile makes use of the Generic Object Exchange profile

(GOEP) to define the interoperability requirements for the protocols needed by

applications. The most common devices using these usage models might be

notebook PCs, PDAS, and mobile phones.

The scenarios covered by this profile are:

- Usage of a mobile phone or PDA by a computer to exchange Pllvi (Personal

Information Management) data, including a necessary log information to

ensure that the data contained within their respective Object Stores is made

identical. Types of the PIM data are, for example. phonebook and calendar
items.

Use of a computer by a mobile phone or PDA to initiate the previous

scenario (Sync Command Feature).

Use of a mobile phone or PDA by a computer to automatically start

synchronization when a mobile phone or PDA enters the RF proximity of the
computer

1.2 BLUETOOTH PROFILE STRUCTURE

In Figure ‘it. the Bluetooth profile structure and the dependencies of the pro-

files are depicted. A profile is dependent upon another profile if it re-uses parts

of that profile, by implicitly or explicitly referencing it. Dependency is illustrated

in the figure: a profile has dependencies on the profi|e(s) in which it is con-

tained - directly and indirectly.
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SBWIE‘-9 Dis‘-=0VEW ' - Intercom Profile I. '
' Application Profle _ :_-._.-... ..._-1

Dial-up Networking
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WeTi .. .. ... .. ._
Fax Profile pmfiie

.§s~:~=
' Ob‘ t P I

Headset Profile lac "sh Pmfi e
‘il§3E®3LE£L93£3-35$‘,-'JéE°3'

-' _ Synchronization
LAN Access Profile profne

Figure 1.1: Biuetooth Profiles

1.3 BLUETOOTH OBEX RELATED SPECIFICATIONS

Bluetooth Specification includes five separate specifications for OBEX and

applications using OBEX.

1. Bluetooth IrDA interoperability Specification ii].

- Defines how the applications can function over both Bluetooth and |rDA.

- Specifies how OBEX is mapped over RFCOMM and TCP.

Defines the application profiles using OBEX over Bluetooth.

. Bluetooth Generirr. Gbiect t":xci‘:ertge i3‘rt'.'-file Specification

Generic interoperability specification for the application profiles using OBEX.

Defines the interoperability requirements of the lower protocol layers (e.g.

Baseband and LMP) for the application profiles

3. Bluetooth Synchronization Profile Specification (This Specification]

- Application Profile for Synchronization applications.

- Defines the interoperability requirements for the applications within the

Synchronization application profile.

- Does n_ot define the requirements for the Baseband, LMP. LZCAP. or
RFCOM M.

introduction 1 December 1999
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4. Bluetooth Fits 't'ransfar Profits Specification iii}

- Application Profile for File Transfer applications.

- Defines the interoperability requirements for the applications within the File

Transfer application profile.

Does not define the requirements for the Baseband. LMP, L2CAP. or
RFCOMM.

. Bluetooth tT.‘=tt;£s:;t Push Prot‘.=ie Specification {rt}

Application Profile for Object Push applications.

Defines the interoperability requirements for the applications within the

Object Push application profile.

Does not define the requirements for the Baseband_ LMP, LZCAP, or
RFCOMM.

1.4 SYMBOLS AND CONVENTIONS

1.4.1 Requirement status symbols

In this document, the following symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the

profile);

'0' for optional to support (used for capabilities that can be used in the profile);

‘C‘ for conditional support (used for capabilities that shall be used in case a

certain other capability is supported);

‘X’ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘NiA' for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that. according to the relevant

Bluetooth specification. are mandatory. These are features that may degrade

operation of devices following this profile. Therefore, these features shall never

be activated while a unit is operating as a unit within this profile.
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