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CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this correspondence is being
electronically transmitted to the United States Patent and
Trademark Office on June 6, 2013
/Jessica Brown/
Jessica Brown

Commissioner for Patents

Mail Stop PATENT APPLICATION
PO. Box 1450

Alexandria, VA 22313-1450

Re: US. Continuation Patent Application

Attorney Docket No. 77580-196(VRNK1CP3 CNFT10)
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL

FOR SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

Subject: Transmitting Patent Application for Track I Prioritized Examination

Dear Sir/Madam:

 

We enclose for filing the patent application for Track I Prioritized Examination of:

Inventors: Victor Larson (Fairfax, VA); Robert Dunham Short III (Lexington, VA);

Edmond Colby Munger (Tarpon Springs, FL); Michael Williamson (South

Riding, VA)

Applicant: VIRNETX, INC.

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK

PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE

DOMAIN NAMES

This patent application is a continuation ofUS. Application No. 13/903,788, filed May

28, 2013, which is a continuation ofUS. Application 13/336,790, filed December 23, 2011,

issuing on June 4, 2013 as US. Patent No. 8,458,341, which is a continuation ofU.S.

Application No. 13/049,552, filed March 16, 2011, now US. Patent No. 8,458,341, which is a

continuation ofUS. Application No. 11/840,560, filed August 17, 2007, now US. Patent No.

7,921,211, issued April 5, 2011, which is a continuation ofU.S. Application No. 10/714,849,

filed November 18, 2003, now US. Patent No. 7,418,504, issued August 26, 2008, which is a

continuation ofUS. Application No. 09/558,210, filed April 26, 2000, now abandoned, which is

a continuation-in—part ofUS. Application No. 09/504,783, filed on February 15, 2000, now US.

Patent No. 6,502,135, issued December 31, 2002, which is a continuation-in—part ofUS.

Application No. 09/429,643, filed October 29, 1999, now US. Patent No. 7,010,604, issued

March 07, 2006, which derives from US. Provisional Application Nos. 60/106,261, filed

U.S. practice conducted through McDermott Will & Emery LLP.

28 State Street Boston Massachusetts 02109-1775 Telephone: +1 617 535 4000 Facsimile: +1 617 535 3800 www.mwe.com

DMiUS 43089361—1.077580.0196
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October 30, 1998, and 60/137,704, filed June 7, 1999, and includes:

0 Certification and Request for Prioritized Examination (Track I)

Ninety-three (93) pages of specification, claims, and abstract;

Forty (40) sheets of drawings (Figs. 1-37);

Application Data Sheet (8 pages);

Declaration (37 CFR 1.63)

Power ofAttorney and Statement under 37 CFR 3.73(b)

The filing fee has been calculated as shown below:
  

  
     
 

 

 

 

 

 

 

 

 

NO. OF EXTRA UN-

CLAIMS CLAIMS DISCOUNTED AMOUNT
RATE

Total Claims 25 -20 5 $80 $400

Independent Claims 2 -3 0 $400 $0

Multiple Dependent C1aim(s) $0

Basic Filing Fee $280

Search Fee $600

Examination Fee $720

Utility Application Size Fee for 50 additional sheets that exceed 100 sheets $0

Publication Fee $300

Prioritized Examination Fee (Track I) under 37 C.F.R. 1.17(c) $4000

Processing Fee 37 C.F.R. 1.17(i) $130

Total of Above Calculations $6430  

      
  

E Please charge my Deposit Account No. 501133 in the amount of $6430.00. Please

reference attorney docket no. 775 80-196(VRNK1CP3CNFT10).

The Commissioner is hereby authorized to charge payment of the following fees

associated with this communication or credit any overpayment to Deposit Account
No. 501 133.

IXI Any additional filing fees required under 37 CFR 1.16.
IXI The Commissioner is hereby authorized to charge payment of the following fees during

the pendency of this application or credit any overpayment to Deposit Account
No. 501 133.

IXI Any patent application processing fees under 37 CFR 1.17.
IXI Any filing fees under 37 CFR 1.16 for presentation of extra claims.

E

DMiUS 43089361—1.077580.0196
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Please return the Official Filing Receipt to the undersigned.

Respectfully submitted,
McDERMOTT WILL & EMERY LLP

CUSTOMER NUMBER 23630

/Toby H. Kusrner/

Toby H. Kusmer, P.C., Reg. No. 26,418

 

The McDermott Building

500 North Capitol Street, NW.

Washington, DC 20001

Telephone: (617) 535-4000

Facsimile: (617) 535-3800

Date: June 6, 2013

DMiUS 43089361—10775800196
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request

PTO/AIA/424 (03-13)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION

UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named - Nonprovisional Application Number (if - -

$32.1...

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1), the prioritized examination fee set forth in

37 CFR 1.17(c), and if not already paid, the publication fee set forth in 37 CFR 1.18(d) have

been filed with the request. The basic filing fee, search fee, examination fee, and any required

excess claims and application size fees are filed with the request or have been already been

paid.

2. The application contains or is amended to contain no more than four independent claims and no

more than thirty total claims, and no multiple dependent claims.

3. The applicable box is checked below:

Ori inal Ao olication Track One - Prioritized Examination under ~ 1.102 e 1

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).

This certification and request is being filed with the utility application via EFS—Web.
---OR---

(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).

This certification and request is being filed with the plant application in paper.

ii. The executed inventor’s oath or declaration is filed with the application. (37 CFR 1.63 and 1.64)

II. I I Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

A request for continued examination has been filed with, or prior to, this form.

. If the application is a utility application, this certification and request is being filed via EFS—Web.

The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), or is

a national stage entry under 35 U.S.C. 371.

' . This certification and request is being filed prior to the mailing of a first Office action responsive

to the request for continued examination.

No prior request for continued examination has been granted prioritized examination status

under 37 CFR1.102(e)(2).

Sinature/Toby H. Kusmer/ Date June 6, 2013

“Pigs, ed Toby H.Kusmer, P.C. Practitioner 26418Re istration Number

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required. *

 
*Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
US. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the US. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(0)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

Page 2
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PTO/AIN14 (03-13)
Approved for use through 01(311'2014. OMB 0651-0032

US. Patent and Trademark Office; US DEPARTMENT OF COMMERCE

Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
 

_ _ Attorney Docket Number 77580-196(VRNK1CP3CNFT10)
Application Data Sheet 37 CFR 1.76

 

Application Number   
SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e 0f Invent'on COMMUNICATIONS USING SECURE DOMAIN NAMES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

  
Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to

El 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name

 

 

Prefix Given Name Middle Name Family Name Suffix

 
Residence Information (Select One) (9 US Residency 0 Non US Residency 0 Active US Military Service

Mailing Address of Inventor:

Address 1 12026 Lisa Marie Court

Address 2

Postal Code 22033 US

Inventor 2

Legal Name

 

 
 

Prefix Given Name Middle Name Suffix

Robert Dunham Short |||

Residence Information (Select One) (9 US Residency 0 Non US Residency 0 Active US Military Service

City Lexington StatelProvince VA Country of Residence i US
 
 

Mailing Address of Inventor:

Address 1 1172 Still House Drive

Address 2

Postal Code 24450 US

Inventor 3

Legal Name

Prefix Given Name Middle Name Family Name Suffix 

Edmund Colby Munger

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Military Service
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PTO/AIN14 (03-13)
Approved for use through 0161/2014. OMB 0651-0032

US. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

 

  

  
 

 Attorney Docket Number 77580-196(VRNK1CP3CNFT10)
Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e °f Invent'on COMMUNICATIONS USING SECURE DOMAIN NAMES

City Tarpon Springs ‘ StatelProvince | FL | Country of Residencel US 

Mailing Address of Inventor:

Address 1 1447 Meyer Lane

Address 2

City Tarpon Springs StatelProvince FL

Postal Code 34688 US

Inventor 4

Legal Name
 

Prefix Given Name Middle Name Family Name Suffix

Residence Information (Select One) (9 US Residency 0 Non US Residency 0 Active US Military Service

City South Riding StatelProvince VA Country of Residence i US

  
 
Mailing Address of Inventor:

Address 1 26203 Ocala Circle

Address 2

City South Riding StatefProvince VA

Postal Code 20152 US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).
 

|:| An Address is being provided for the correspondence Information of this application. 

 

 

  
 

Customer Number 23630

Email Address mweipdocket@mwe.com

Email Address bostonipdocket@mwe.com M

Application Information:
. . SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e °f the Inventm" COMMUNICATIONS USING SECURE DOMAIN NAMES

Attorney DocketNumber— Small Entity Status Claimed |:|

 
Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) Suggested Figure for Publication (if any)-

EFS Web 2.2.6 Petitioner Apple Inc. — EX. 1004, p. 7
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PTO/AIA/14 (03-13)
Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; US DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

 

  

  
 

 Attorney Docket Number 77580-196(VRNK1CP3CNFT1D)
Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e °f Invent'on COMMUNICATIONS USING SECURE DOMAIN NAMES

Publication Information: 

|:| Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request N01: to PUinSh. I hereby request that the attached application not be published under
35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the

subject of an application filed in another country, or under a multilateral international agreement, that requires

publication at eighteen months after filing.

  
 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.
 

Please Select One: @ Customer Number 0 us Patent Practitioner 0 Limited Recognition (37 CFR 11.9)

 Customer Number 23630

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(9), 120, 121, or 365(c) or indicate

National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the

specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

 
Prior Application Status Pending

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Continuation of 13/903788 2013-05-28

Prior Application Status Pending

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

13/903788 Continuation of 13/336790 2011-12-23   
Prior Application Status Patented

' ' ' ' ' " Issue Date
Application Continuity Type Prior Application Filing DateNumberNumber (YYYY-MM-DD) Patent Number (YYYY-MM-DD)

Continuation of 13/04955213/336790 2011-03-16

Prior Application Status Patented

 

 
 
 

 

 
 

 
 

 
 

 
 
 

  
 

 

 

  
 

  

 
   

   

 
Application . . Prior Application Filing Date ISSUE Date

Number ContinUIty Type Number (YYYY-M M-DD) Patent Number (YYYY-MM-DD)
13/049552 Continuation of 11/840560 2007-08-17 7921211 2011-04-05

Prior Application Status Patented 

 
  

EFS Web 2.2.6 Petitioner Apple Inc. — EX. 1004, p. 8
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PTO/AIN14 (03-13)
Approved for use through 0161/2014. OMB 0651-0032

US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number 77580-196(VRNK1CP3CNFT10) 

 

 

 
  

Application Data Sheet 37 CFR 1.76 _ _
Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE
COMMUNICATIONS USING SECURE DOMAIN NAMES

tire my

Prior Application Status

Application Number Filing Date (YYYY-MM-DD)

Prior Application Status _emoveApplication Prior Application Filing Date -|SSUB Date
Number Continuity Type (YYYY-MM-DD) Patent Number (YYYY-MM-DD)

09/558210 ContinuationIn part of 09504783 2000-02-15 6502135 2002-12-31

Prior Application Status Patented _emove

Alibi w

Prior Application Status

Application Number Filing Date (YYYY-MM-DD)

Prior Application Status

Application Number Filing Date (YYYY-MM-DD)

Additional Domestic BenefitiNational Stage Data may be generated within this form

by selecting the Add button.

Title of Invention

Add

  
 

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55_(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) 'the information will be used by the Office to

automatically attempt retrieval pursuant to 37 CFR 1.55(h)(1) and (2). Under the PBX program, applicant bears the ultimate

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

_

Application Number Country I Filing Date (YYYY-MM-DD) Access Code| (if applicable)

 
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add
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PTO/AIN14 (03-13)
Approved for use through 011311'2014. OMB 0651-0032

US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

_ _ Attorney Docket Number 77580-196(VRNK1CP3CNFT1D)
Appllcatlon Data Sheet 37 CFR 1.76 _ _

 Title of Invention SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURECOMMUNICATIONS USING SECURE DOMAIN NAMES

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

This application (1} claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

|:| contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
16, 2013. 

Authorization to Permit Access:

|:| Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application
is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect
to: 1) the instant patent application-as—filed; 2) any foreign application to which the instant patent application
claims priority under 35 U.S.C. 119(a)—(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any US. application-as-filed from which benefit is

sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

  
Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person

who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

@ Assignee 0 Legal Representative under 35 U.S.C. 117 0 Joint Inventor 
  
0 Person to whom the inventor is obligated to assign. ‘0 Person who shows sufficient proprietary interest 

EFS Web 2.2.6 Petitioner Apple Inc. — EX. 1004, p. 10
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PTO/AIN14 (03-13)
Approved for use through 0161/2014. OMB 0651-0032

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

 

  
 

   

 Attorney Docket Number 77580-196(VRNK1CP3CNFT1D)
Application Data Sheet 37 CFR 1.76 _ _

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e °f Invent'on COMMUNICATIONS USING SECURE DOMAIN NAMES

If applicant is the legal representative. indicate the authority to file the patent application, the inventor is:

:: 

Name of the Deceased or Legally lncapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name VIRNETX, INC.

Mailing Address Information:

Address 1 PO. Box 439

Address 2

City Zephyr Cove StateIProvince NV

Phone Number Fax Number ---

Email Address

 

 

Additional Applicant Data may be generated within this form by selecting the Add button. Add

  
Non-Applicant Assignee Information:

 

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office. 

Assignee 1
 
Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in
accordance with 37 CFR 1.215(b). Do not include in this section an applicant under 37 CFR 1.46 (assignee, person to whom the
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

Remove
 

If the Assignee is an Organization Check here. |:|

Prefix mMiddle Name Family Name
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PTO/AIN14 (03-13)
Approved for use through 011311'2014. OMB 0651-0032

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 

 

  
 

   

 Attorney Docket Number 77580-196(VRNK1CP3CNFT10)
Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

T't'e °f Invent'on COMMUNICATIONS USING SECURE DOMAIN NAMES

Mailing Address Information:

Address 1

Address 2

 
 

City StatelProvince

Additional Assrgnee Data may be generated wrthrn this form by selecting the Add button. m

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications 

 

 

Signature ffoby H. Kusmerl Date (YYYY-MM-DD) 2013-06-06

First Name Toby H. Last Name Kusmer, P.C. Registration Number 26418

Additional Signature may be generated within this form by selecting the Add button.

  
 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This

collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.6 Petitioner Apple Inc. — EX. 1004, p. 12
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The Privacy Act of 1974 (PL. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Privacy Act Statement

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AW01 (06-12)
Approved for use through 01/31/2014. OMB 0851 -0032

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are mquired to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

SECURE COMMUNICATIONS USING SECURE DOMAIN NAMESInvention

As the below named inventor, I hereby declare that:

This declaration - -
is directed to: E The attached appllcatron, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an applimtion. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Victor Larson 5"Inventor: Date (Optional) : (282 212] 3
Signature:

Note: An application data sheet (PTO/SBI14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIAI01 form for each additional inventor.

 
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete. induding gathering, preparing, and submitting the completed applimfion form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US.
Patent and Trademark Office, US. Department of Commerce, PO Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1—800-PTU~9199 and select option 2.
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PTO/AlA/01 (0612)
Approved for use through 01/31/2014, OMB 0651‘0032

US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information uniess it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR

INVEHtIO" SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

As the below named inventor. I hereby declare that:

This declaration Lilis directed to: The attached application. or

D United States application or PCT international application number
filed on

The above—identified application was made or authorized to be made by me.

I believe that i am the original inventor or an original joint inventor of a claimed invention in the application.

l hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers. bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore. the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO~2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF iNVENTOR

Inventor: Robert Dunham Short iii Date (Optional). 3“,!" 9, SW «Bu/3!}

Signature:  

Note: An application data sheet (PTO/SB/14 or equivalent). including naming the entire inventive entity. must accompany this form or must have
been previously filed. Use an additional PTO/AiA/O1 form for each additional inventor.

 
This collection of information is required by 35 U,S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering. preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer. US.
Patent and Trademark Office, US. Department of Commerce. PO. Box 1450. Alexandria. VA 223134450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents. PO. Box 1450. Alexandria. VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 amiss/sci option 2.
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PTO/AlA/01 (06-12)
Approved for use through 01/31/2014. OMB 0651—0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless i1 displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

 
Title of SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR
'"Vention SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

As the below named inventor, I hereby declare that:

This declaration - .
is directed to: E] The attached application, or

E] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

I believe that l am the original inventor or an original joint inventor of a claimed invention in the application.

1 hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Edmund COIby Munger Date (Optional) :

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AlA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, US Department of Commerce, P.O. Box 1450, Alexandn'a, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AlA/01 (06—12)
Approved for use through 01/31/2014. OMB 0651—0032

US. Patent and Trademark Office; US, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

““9 °f SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES
Invention

 
As the below named inventor, I hereby declare that:

This declaration . -
is directed to: Iii The attached application, or 

I: United States application or PCT international application number
filed on

’ The above—identified application was made or authorized to be made by me.

l believe that l am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers

(other than a check or credit card authorization form PTO—2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. lfthis type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the

application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Michael Williamson
Date (Optional) : 2%/2alfilnventor:

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity. must accompany this form or must have
been previously filed. Use an additional PTO/AlA/O‘l form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US.
Patent and Trademark Office. US. Department of Commerce. PO. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THlS ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450, Alexandria, VA 223134450.

Ifyou need assistance in completing the form, call 1-800—PTo-9199 and select option 2.
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Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority from US. Application No. 13/903,788, filed

May 28, 2013, which claims priority from and is a continuation of co-pending US. Application

No. 13/336,790, filed December 23, 2011, now US. Patent No. 8,458,341, which claims priority

from and is a continuation of co-pending US. Application No. l3/049,552, filed March 16,

2011, which is a continuation of US. Application No. 11/840,560, filed August 17, 2007, now

US. Patent No. 7,921,211, which is a continuation of US. Application No. 10/714,849, filed

November 18, 2003, now US. Patent No. 7,418,504, which is a continuation ofUS. Application

No. 09/558,210, filed April 26, 2000, now abandoned, which is a continuation-in-part of US.

Application No. 09/504,783, filed on February 15, 2000, now US. Patent No. 6,502,135, issued

December 31, 2002, which claims priority from and is a continuation-in-part patent application

ofpreviously-filed US. Application No. 09/429,643, filed on October 29, 1999, now US. Patent

No. 7,010,604, issued March 07, 2006. The subject matter of US. application serial number

09/429,643, which is bodily incorporated herein, derives from provisional US. Application Nos.

60/106,261 (filed October 30, 1998) and 60/137,704 (filed June 7, 1999). The present application

is also related to US. application serial number 09/558,209, filed April 26, 2000, now

abandoned, and which is incorporated by reference herein. Each of the above-mentioned

applications is incorporated herein by reference in its entirety as though fully set forth herein.

BACKGROUND OF THE INVENTION

[0002] A tremendous variety of methods have been proposed and implemented to

provide security and anonymity for communications over the Internet. The variety stems, in part,

from the different needs of different Internet users. A basic heuristic framework to aid in

discussing these different security techniques is illustrated in FIG. 1. Two terminals, an

originating terminal 100 and a destination terminal 110 are in communication over the Internet.

It is desired for the communications to be secure, that is, immune to eavesdropping. For

example, terminal 100 may transmit secret information to terminal 110 over the Internet 107.

Also, it may be desired to prevent an eavesdropper from discovering that terminal 100 is in
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communication with terminal 110. For example, if terminal 100 is a user and terminal 110 hosts

a web site, terminal 100’s user may not want anyone in the intervening networks to know what

web sites he is “visiting.” Anonymity would thus be an issue, for example, for companies that

want to keep their market research interests private and thus would prefer to prevent outsiders

from knowing which websites or other Internet resources they are “visiting.” These two security

issues may be called data security and anonymity, respectively.

[0003] Data security is usually tackled using some form of data encryption. An

encryption key 48 is known at both the originating and terminating terminals 100 and 110. The

keys may be private and public at the originating and destination terminals 100 and 110,

respectively or they may be symmetrical keys (the same key is used by both parties to encrypt

and decrypt). Many encryption methods are known and usable in this context.

[0004] To hide traffic from a local administrator or ISP, a user can employ a local

proxy server in communicating over an encrypted channel with an outside proxy such that the

local administrator or ISP only sees the encrypted traffic. Proxy servers prevent destination

servers from determining the identities of the originating clients. This system employs an

intermediate server interposed between client and destination server. The destination server sees

only the Internet Protocol (IP) address of the proxy server and not the originating client. The

target server only sees the address of the outside proxy. This scheme relies on a trusted outside

proxy server. Also, proxy schemes are vulnerable to traffic analysis methods of determining

identities of transmitters and receivers. Another important limitation of proxy servers is that the

server knows the identities of both calling and called parties. In many instances, an originating

terminal, such as terminal A, would prefer to keep its identity concealed from the proxy, for

example, if the proxy server is provided by an Internet service provider (ISP).

[0005] To defeat traffic analysis, a scheme called Chaum’s mixes employs a proxy

server that transmits and receives fixed length messages, including dummy messages. Multiple

originating terminals are connected through a mix (a server) to multiple target servers. It is

difficult to tell which of the originating terminals are communicating to which of the connected

target servers, and the dummy messages confuse eavesdroppers’ efforts to detect communicating

pairs by analyzing traffic. A drawback is that there is a risk that the mix server could be

-2-

Petitioner Apple Inc. — Ex. 1004, p. 19



Petitioner Apple Inc. - Ex. 1004, p. 20

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

compromised. One way to deal with this risk is to spread the trust among multiple mixes. If one

mix is compromised, the identities of the originating and target terminals may remain concealed.

This strategy requires a number of alternative mixes so that the intermediate servers interposed

between the originating and target terminals are not determinable except by compromising more

than one mix. The strategy wraps the message with multiple layers of encrypted addresses. The

first mix in a sequence can decrypt only the outer layer of the message to reveal the next

destination mix in sequence. The second mix can decrypt the message to reveal the next mix and

so on. The target server receives the message and, optionally, a multi-layer encrypted payload

containing return information to send data back in the same fashion. The only way to defeat such

a mix scheme is to collude among mixes. If the packets are all fixed-length and intermixed with

dummy packets, there is no way to do any kind of traffic analysis.

[0006] Still another anonymity technique, called ‘crowds,’ protects the identity of the

originating terminal from the intermediate proxies by providing that originating terminals belong

to groups of proxies called crowds. The crowd proxies are interposed between originating and

target terminals. Each proxy through which the message is sent is randomly chosen by an

upstream proxy. Each intermediate proxy can send the message either to another randomly

chosen proxy in the “crowd” or to the destination. Thus, even crowd members cannot determine

if a preceding proxy is the originator of the message or if it was simply passed from another

proxy.

[0007] ZKS (Zero-Knowledge Systems) Anonymous IP Protocol allows users to

select up to any of five different pseudonyms, while desktop software encrypts outgoing traffic

and wraps it in User Datagram Protocol (UDP) packets. The first server in a 2+-hop system gets

the UDP packets, strips off one layer of encryption to add another, then sends the traffic to the

next server, which strips off yet another layer of encryption and adds a new one. The user is

permitted to control the number of hops. At the final server, traffic is decrypted with an

untraceable IP address. The technique is called onion-routing. This method can be defeated using

traffic analysis. For a simple example, bursts of packets from a user during low-duty periods can

reveal the identities of sender and receiver.

Petitioner Apple Inc. — Ex. 1004, p. 20



Petitioner Apple Inc. - Ex. 1004, p. 21

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

[0008] Firewalls attempt to protect LANs from unauthorized access and hostile

exploitation or damage to computers connected to the LAN. Firewalls provide a server through

which all access to the LAN must pass. Firewalls are centralized systems that require

administrative overhead to maintain. They can be compromised by virtual-machine applications

(“applets”). They instill a false sense of security that leads to security breaches for example by

users sending sensitive information to servers outside the firewall or encouraging use of modems

to sidestep the firewall security. Firewalls are not useful for distributed systems such as business

travelers, extranets, small teams, etc.

SUMMARY OF THE INVENTION

[0009] A secure mechanism for communicating over the intemet, including a

protocol referred to as the Tunneled Agile Routing Protocol (TARP), uses a unique two-layer

encryption format and special TARP routers. TARP routers are similar in function to regular IP

routers. Each TARP router has one or more IP addresses and uses normal IP protocol to send IP

packet messages (“packets” or “datagrams”). The IP packets exchanged between TARP

terminals via TARP routers are actually encrypted packets whose true destination address is

concealed except to TARP routers and servers. The normal or “clear” or “outside” IP header

attached to TARP IP packets contains only the address of a next hop router or destination server.

That is, instead of indicating a final destination in the destination field of the IP header, the

TARP packet’s IP header always points to a next-hop in a series of TARP router hops, or to the

final destination. This means there is no overt indication from an intercepted TARP packet of the

true destination of the TARP packet since the destination could always be next-hop TARP router

as well as the final destination.

[0010] Each TARP packet’s true destination is concealed behind a layer of

encryption generated using a link key. The link key is the encryption key used for encrypted

communication between the hops intervening between an originating TARP terminal and a

destination TARP terminal. Each TARP router can remove the outer layer of encryption to reveal

the destination router for each TARP packet. To identify the link key needed to decrypt the outer

layer of encryption of a TARP packet, a receiving TARP or routing terminal may identify the

transmitting terminal by the sender/receiver IP numbers in the cleartext IP header.

-4-
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[0011] Once the outer layer of encryption is removed, the TARP router determines

the final destination. Each TARP packet 140 undergoes a minimum number of hops to help foil

traffic analysis. The hops may be chosen at random or by a fixed value. As a result, each TARP

packet may make random trips among a number of geographically disparate routers before

reaching its destination. Each trip is highly likely to be different for each packet composing a

given message because each trip is independently randomly determined. This feature is called

agile routing. The fact that different packets take different routes provides distinct advantages by

making it difficult for an interloper to obtain all the packets forming an entire multi-packet

message. The associated advantages have to do with the inner layer of encryption discussed

below. Agile routing is combined with another feature that furthers this purpose; a feature that

ensures that any message is broken into multiple packets.

[0012] The IP address of a TARP router can be changed, a feature called IP agility.

Each TARP router, independently or under direction from another TARP terminal or router, can

change its IP address. A separate, unchangeable identifier or address is also defined. This

address, called the TARP address, is known only to TARP routers and terminals and may be

correlated at any time by a TARP router or a TARP terminal using a Lookup Table (LUT). When

a TARP router or terminal changes its IP address, it updates the other TARP routers and

terminals which in turn update their respective LUTs.

[0013] The message payload is hidden behind an inner layer of encryption in the

TARP packet that can only be unlocked using a session key. The session key is not available to

any of the intervening TARP routers. The session key is used to decrypt the payloads of the

TARP packets permitting the data stream to be reconstructed.

[0014] Communication may be made private using link and session keys, which in

turn may be shared and used according to any desired method. For example, public/private keys

or symmetric keys may be used.

[0015] To transmit a data stream, a TARP originating terminal constructs a series of

TARP packets from a series of IP packets generated by a network (IP) layer process. (Note that
3, (C

the terms “network layer,” “data link layer, application layer,” etc. used in this specification
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correspond to the Open Systems Interconnection (OSI) network terminology.) The payloads of

these packets are assembled into a block and chain-block encrypted using the session key. This

assumes, of course, that all the IP packets are destined for the same TARP terminal. The block is

then interleaved and the interleaved encrypted block is broken into a series of payloads, one for

each TARP packet to be generated. Special TARP headers IPT are then added to each payload

using the IP headers from the data stream packets. The TARP headers can be identical to normal

IP headers or customized in some way. They should contain a formula or data for deinterleaving

the data at the destination TARP terminal, a time-to-live (TTL) parameter to indicate the number

of hops still to be executed, a data type identifier which indicates whether the payload contains,

for example, TCP or UDP data, the sender’s TARP address, the destination TARP address, and

an indicator as to whether the packet contains real or decoy data or a formula for filtering out

decoy data if decoy data is spread in some way through the TARP payload data.

[0016] Note that although chain-block encryption is discussed here with reference to

the session key, any encryption method may be used. Preferably, as in chain block encryption, a

method should be used that makes unauthorized decryption difficult without an entire result of

the encryption process. Thus, by separating the encrypted block among multiple packets and

making it difficult for an interloper to obtain access to all of such packets, the contents of the

communications are provided an extra layer of security.

[0017] Decoy or dummy data can be added to a stream to help foil traffic analysis by

reducing the peak-to-average network load. It may be desirable to provide the TARP process

with an ability to respond to the time of day or other criteria to generate more decoy data during

low traffic periods so that communication bursts at one point in the Internet cannot be tied to

communication bursts at another point to reveal the communicating endpoints.

[0018] Dummy data also helps to break the data into a larger number of

inconspicuously-sized packets permitting the interleave window size to be increased while

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the
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first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or entirety, of a message, and that portion or entirety then interleaved into a number of separate

packets. Considering the agile IP routing of the packets, and the attendant difficulty of

reconstructing an entire sequence of packets to form a single block-encrypted message element,

decoy packets can significantly increase the difficulty of reconstructing an entire data stream.

[0019] The above scheme may be implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Because the encryption system described above is insertable between the data link

and network layers, the processes involved in supporting the encrypted communication may be

completely transparent to processes at the IP (network) layer and above. The TARP processes

may also be completely transparent to the data link layer processes as well. Thus, no operations

at or above the Network layer, or at or below the data link layer, are affected by the insertion of

the TARP stack. This provides additional security to all processes at or above the network layer,

since the difficulty of unauthorized penetration of the network layer (by, for example, a hacker)

is increased substantially. Even newly developed servers running at the session layer leave all

processes below the session layer vulnerable to attack. Note that in this architecture, security is

distributed. That is, notebook computers used by executives on the road, for example, can

communicate over the Internet without any compromise in security.

[0020] IP address changes made by TARP terminals and routers can be done at

regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0021] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicating that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. In addition, it may create a subprocess that maintains the

original IP address and continues interacting with the attacker in some manner.
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[0022] Decoy packets may be generated by each TARP terminal on some basis

determined by an algorithm. For example, the algorithm may be a random one which calls for the

generation of a packet on a random basis when the terminal is idle. Alternatively, the algorithm

may be responsive to time of day or detection of low traffic to generate more decoy packets

during low traffic times. Note that packets are preferably generated in groups, rather than one by

one, the groups being sized to simulate real messages. In addition, so that decoy packets may be

inserted in normal TARP message streams, the background loop may have a latch that makes it

more likely to insert decoy packets when a message stream is being received. Alternatively, if a

large number of decoy packets is received along with regular TARP packets, the algorithm may

increase the rate of dropping of decoy packets rather than forwarding them. The result of

dropping and generating decoy packets in this way is to make the apparent incoming message

size different from the apparent outgoing message size to help foil traffic analysis.

[0023] In various other embodiments of the invention, a scalable version of the

system may be constructed in which a plurality of IP addresses are preassigned to each pair of

communicating nodes in the network. Each pair of nodes agrees upon an algorithm for

“hopping” between IP addresses (both sending and receiving), such that an eavesdropper sees

apparently continuously random IP address pairs (source and destination) for packets transmitted

between the pair. Overlapping or “reusable” IP addresses may be allocated to different users on

the same subnet, since each node merely verifies that a particular packet includes a valid

source/destination pair from the agreed-upon algorithm. Source/destination pairs are preferably

not reused between any two nodes during any given end-to-end session, though limited IP block

sizes or lengthy sessions might require it.

[0024] Further improvements described in this continuation-in-part application

include: (I) a load balancer that distributes packets across different transmission paths according

to transmission path quality; (2) a DNS proxy server that transparently creates a virtual private

network in response to a domain name inquiry; (3) a large-to-small link bandwidth management

feature that prevents denial-of service attacks at system chokepoints; (4) a traffic limiter that

regulates incoming packets by limiting the rate at which a transmitter can be synchronized with a
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receiver; and (5) a signaling synchronizer that allows a large number of nodes to communicate

with a central node by partitioning the communication function between two separate entities.

[0025] The present invention provides key technologies for implementing a secure

virtual Internet by using a new agile network protocol that is built on top of the existing Internet

protocol (IP). The secure virtual Internet works over the existing Internet infrastructure, and

interfaces with client applications the same way as the existing Internet. The key technologies

provided by the present invention that support the secure virtual Internet include a “one-click”

and “no-click” technique to become part of the secure virtual Internet, a secure domain name

service (SDNS) for the secure virtual Internet, and a new approach for interfacing specific client

applications onto the secure virtual Internet. According to the invention, the secure domain name

service interfaces with existing applications, in addition to providing a way to register and serve

domain names and addresses.

[0026] According to one aspect of the present invention, a user can conveniently

establish a VPN using a “one-click” or a “no-click” technique without being required to enter

user identification information, a password and/or an encryption key for establishing a VPN. The

advantages of the present invention are provided by a method for establishing a secure

communication link between a first computer and a second computer over a computer network,

such as the Internet. In one embodiment, a secure communication mode is enabled at a first

computer without a user entering any cryptographic information for establishing the secure

communication mode of communication, preferably by merely selecting an icon displayed on the

first computer. Alternatively, the secure communication mode of communication can be enabled

by entering a command into the first computer. Then, a secure communication link is established

between the first computer and a second computer over a computer network based on the

enabled secure communication mode of communication. According to the invention, it is

determined whether a secure communication software module is stored on the first computer in

response to the step of enabling the secure communication mode of communication. A

predetermined computer network address is then accessed for loading the secure communication

software module when the software module is not stored on the first computer. Subsequently, the

proxy software module is stored in the first computer. The secure communication link is a virtual
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private network communication link over the computer network. Preferably, the virtual private

network can be based on inserting into each data packet one or more data values that vary

according to a pseudo-random sequence. Alternatively, the virtual private network can be based

on a computer network address hopping regime that is used to pseudorandomly change computer

network addresses or other data values in packets transmitted between the first computer and the

second computer, such that the second computer compares the data values in each data packet

transmitted between the first computer and the second computer to a moving window of valid

values. Yet another alternative provides that the virtual private network can be based on a

comparison between a discriminator field in each data packet to a table of valid discriminator

fields maintained for the first computer.

[0027] According to another aspect of the invention, a command is entered to define

a setup parameter associated with the secure communication link mode of communication.

Consequently, the secure communication mode is automatically established when a

communication link is established over the computer network.

[0028] The present invention also provides a computer system having a

communication link to a computer network, and a display showing a hyperlink for establishing a

virtual private network through the computer network. When the hyperlink for establishing the

virtual private network is selected, a virtual private network is established over the computer

network. A non-standard top-level domain name is then sent over the virtual private network

communication to a predetermined computer network address, such as a computer network

address for a secure domain name service (SDNS).

[0029] The present invention provides a domain name service that provides secure

computer network addresses for secure, non-standard top-level domain names. The advantages

of the present invention are provided by a secure domain name service for a computer network

that includes a portal connected to a computer network, such as the Internet, and a domain name

database connected to the computer network through the portal. According to the invention, the

portal authenticates a query for a secure computer network address, and the domain name

database stores secure computer network addresses for the computer network. Each secure
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computer network address is based on a non-standard top-level domain name, such as .scom,

.sorg, .snet, .snet, .sedu, .smil and .sint.

[0030] The present invention provides a way to encapsulate existing application

network traffic at the application layer of a client computer so that the client application can

securely communicate with a server protected by an agile network protocol. The advantages of

the present invention are provided by a method for communicating using a private

communication link between a client computer and a server computer over a computer network,

such as the Internet. According to the invention, an information packet is sent from the client

computer to the server computer over the computer network. The information packet contains

data that is inserted into the payload portion of the packet at the application layer of the client

computer and is used for forming a virtual private connection between the client computer and

the server computer. The modified information packet can be sent through a firewall before

being sent over the computer network to the server computer and by working on top of existing

protocols (i.e., UDP, ICMP and TCP), the present invention more easily penetrates the firewall.

The information packet is received at a kernel layer of an operating system on the server side. It

is then determined at the kernel layer of the operating system on the host computer whether the

information packet contains the data that is used for forming the virtual private connection. The

server side replies by sending an information packet to the client computer that has been

modified at the kernel layer to containing virtual private connection information in the payload

portion of the reply information packet. Preferably, the information packet from the client

computer and the reply information packet from the server side are each a UDP protocol

information packet. Alternative, both information packets could be a TCP/IP protocol

information packet, or an ICMP protocol information packet.

[0031] In accordance with one aspect of the invention, a network device comprises a

storage device storing an application program for a secure communications service; and at least

one processor configured to execute the application program for the secure communications

service so as to enable the network device to: (a) send a request to look up a network address of a

second network device based on an identifier associated with the second network device; (b)

receive an indication that the second network device is available for the secure communications
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service, the indication including the requested network address of the second network device and

provisioning information for a secure communication link; (c) connect to the second network

device over the secure communication link, using the received network address of the second

network device and the provisioning information for the secure communication link; and (d)

communicate at least one of video data and audio data with the second network device using the

secure communications service via the secure communication link.

In accordance with another aspect of the invention, a method executed by a first network

device for communicating with a second network device. The method comprises: (a) sending a

request to look up a network address of a second network device based on an identifier

associated with the second network device; (b) receiving an indication that the second network

device is available for a secure communications service, the indication including the requested

network address of the second network device and provisioning information for a secure

communication link; (c) connecting to the second network device over the secure communication

link, using the received network address of the second network device and the provisioning

information for the secure communication link; and (d) communicating at least one ofvideo data

and audio data with the second network device using the secure communications service via the

secure communication link.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] FIG. 1 is an illustration of secure communications over the Internet according

to a prior art embodiment.

[0033] FIG. 2 is an illustration of secure communications over the Internet according

to an embodiment of the invention.

[0034] FIG. 3a is an illustration of a process of forming a tunneled IP packet

according to an embodiment of the invention.

[0035] FIG. 3b is an illustration of a process of forming a tunneled IP packet

according to another embodiment of the invention.
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[0036] FIG. 4 is an illustration of an OSI layer location of processes that may be used

to implement the invention.

[0037] FIG. 5 is a flow chart illustrating a process for routing a tunneled packet

according to an embodiment of the invention.

[0038] FIG. 6 is a flow chart illustrating a process for forming a tunneled packet

according to an embodiment of the invention.

[0039] FIG. 7 is a flow chart illustrating a process for receiving a tunneled packet

according to an embodiment of the invention.

[0040] FIG. 8 shows how a secure session is established and synchronized between a

client and a TARP router.

[0041] FIG. 9 shows an IP address hopping scheme between a client computer and

TARP router using transmit and receive tables in each computer.

[0042] FIG. 10 shows physical link redundancy among three Internet Service

Providers (ISPs) and a client computer.

[0043] FIG. ll shows how multiple IP packets can be embedded into a single

“frame” such as an Ethernet frame, and further shows the use of a discriminator field to

camouflage true packet recipients.

[0044] FIG. 12A shows a system that employs hopped hardware addresses, hopped

IP addresses, and hopped discriminator fields.

[0045] FIG. 12B shows several different approaches for hopping hardware addresses,

IP addresses, and discriminator fields in combination.

[0046] FIG. 13 shows a technique for automatically re-establishing synchronization

between sender and receiver through the use of a partially public sync value.
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[0047] FIG. 14 shows a “checkpoint” scheme for regaining synchronization between

a sender and recipient.

[0048] FIG. 15 shows further details of the checkpoint scheme of FIG. 14.

[0049] FIG. 16 shows how two addresses can be decomposed into a plurality of

segments for comparison with presence vectors.

[0050] FIG. 17 shows a storage array for a receiver’s active addresses.

[0051] FIG. 18 shows the receiver’s storage array after receiving a sync request.

[0052] FIG. 19 shows the receiver’s storage array after new addresses have been

generated.

[0053] FIG. 20 shows a system employing distributed transmission paths.

[0054] FIG. 21 shows a plurality of link transmission tables that can be used to route

packets in the system of FIG. 20.

[0055] FIG. 22A shows a flowchart for adjusting weight value distributions

associated with a plurality of transmission links.

[0056] FIG. 22B shows a flowchart for setting a weight value to zero if a transmitter

turns off.

[0057] FIG. 23 shows a system employing distributed transmission paths with

adjusted weight value distributions for each path.

[0058] FIG. 24 shows an example using the system of FIG. 23.

[0059] FIG. 25 shows a conventional domain-name look-up service.

[0060] FIG. 26 shows a system employing a DNS proxy server with transparent VPN

creation.
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[0061] FIG. 27 shows steps that can be carried out to implement transparent VPN

creation based on a DNS look-up function.

[0062] FIG. 28 shows a system including a link guard function that prevents packet

overloading on a low-bandwidth link LOW BW.

[0063] FIG. 29 shows one embodiment of a system employing the principles of FIG.

28.

[0064] FIG. 30 shows a system that regulates packet transmission rates by throttling

the rate at which synchronizations are performed.

[0065] FIG. 31 shows a signaling server 3101 and a transport server 3102 used to

establish a VPN with a client computer.

[0066] FIG. 32 shows message flows relating to synchronization protocols of FIG.

31.

[0067] FIG. 33 shows a system block diagram of a computer network in which the

“one-click” secure communication link of the present invention is suitable for use.

[0068] FIG. 34 shows a flow diagram for installing and establishing a “one-click”

secure communication link over a computer network according to the present invention.

[0069] FIG. 35 shows a flow diagram for registering a secure domain name according

to the present invention.

[0070] FIG. 36 shows a system block diagram of a computer network in which a

private connection according to the present invention can be configured to more easily traverse a

firewall between two computer networks.

[0071] FIG. 37 shows a flow diagram for establishing a virtual private connection

that is encapsulated using an existing network protocol.

DETAILED DESCRIPTION OF THE INVENTION
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[0072] Referring to FIG. 2, a secure mechanism for communicating over the intemet

employs a number of special routers or servers, called TARP routers 122-127 that are similar to

regular IP routers 128-132 in that each has one or more IP addresses and uses normal IP protocol

to send normal-looking IP packet messages, called TARP packets l40. TARP packets 140 are

identical to normal IP packet messages that are routed by regular IP routers 128-132 because

each TARP packet 140 contains a destination address as in a normal IP packet. However, instead

of indicating a final destination in the destination field of the IP header, the TARP packet’s 140

IP header always points to a next-hop in a series of TARP router hops, or the final destination,

TARP terminal 110. Because the header of the TARP packet contains only the next-hop

destination, there is no overt indication from an intercepted TARP packet of the true destination

of the TARP packet 140 since the destination could always be the next-hop TARP router as well

as the final destination, TARP terminal 110.

[0073] Each TARP packet’s true destination is concealed behind an outer layer of

encryption generated using a link key 146. The link key 146 is the encryption key used for

encrypted communication between the end points (TARP terminals or TARP routers) of a single

link in the chain of hops connecting the originating TARP terminal 100 and the destination

TARP terminal 110. Each TARP router 122-127, using the link key 146 it uses to communicate

with the previous hop in a chain, can use the link key to reveal the true destination of a TARP

packet. To identify the link key needed to decrypt the outer layer of encryption of a TARP

packet, a receiving TARP or routing terminal may identify the transmitting terminal (which may

indicate the link key used) by the sender field of the clear IP header. Alternatively, this identity

may be hidden behind another layer of encryption in available bits in the clear IP header. Each

TARP router, upon receiving a TARP message, determines if the message is a TARP message by

using authentication data in the TARP packet. This could be recorded in available bytes in the

TARP packet’s IP header. Alternatively, TARP packets could be authenticated by attempting to

decrypt using the link key 146 and determining if the results are as expected. The former may

have computational advantages because it does not involve a decryption process.

[0074] Once the outer layer of decryption is completed by a TARP router 122-127,

the TARP router determines the final destination. The system is preferably designed to cause
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each TARP packet 140 to undergo a minimum number of hops to help foil traffic analysis. The

time to live counter in the IP header of the TARP message may be used to indicate a number of

TARP router hops yet to be completed. Each TARP router then would decrement the counter and

determine from that whether it should forward the TARP packet 140 to another TARP router

122-127 or to the destination TARP terminal 110. If the time to live counter is zero or below

zero after decrementing, for an example of usage, the TARP router receiving the TARP packet

140 may forward the TARP packet 140 to the destination TARP terminal 110. If the time to live

counter is above zero after decrementing, for an example of usage, the TARP router receiving

the TARP packet 140 may forward the TARP packet 140 to a TARP router 122-127 that the

current TARP terminal chooses at random. As a result, each TARP packet 140 is routed through

some minimum number of hops of TARP routers 122-127 which are chosen at random.

[0075] Thus, each TARP packet, irrespective of the traditional factors determining

traffic in the Internet, makes random trips among a number of geographically disparate routers

before reaching its destination and each trip is highly likely to be different for each packet

composing a given message because each trip is independently randomly determined as

described above. This feature is called agile routing. For reasons that will become clear shortly,

the fact that different packets take different routes provides distinct advantages by making it

difficult for an interloper to obtain all the packets forming an entire multi-packet message. Agile

routing is combined with another feature that furthers this purpose, a feature that ensures that any

message is broken into multiple packets.

[0076] A TARP router receives a TARP packet when an IP address used by the

TARP router coincides with the IP address in the TARP packet’s IP header IPc. The IP address

of a TARP router, however, may not remain constant. To avoid and manage attacks, each TARP

router, independently or under direction from another TARP terminal or router, may change its

IP address. A separate, unchangeable identifier or address is also defined. This address, called

the TARP address, is known only to TARP routers and terminals and may be correlated at any

time by a TARP router or a TARP terminal using a Lookup Table (LUT). When a TARP router

or terminal changes its IP address, it updates the other TARP routers and terminals which in turn

update their respective LUTs. In reality, whenever a TARP router looks up the address of a

-17-

Petitioner Apple Inc. — EX. 1004, p. 34



Petitioner Apple Inc. - Ex. 1004, p. 35

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

destination in the encrypted header, it must convert a TARP address to a real IP address using its

LUT .

[0077] While every TARP router receiving a TARP packet has the ability to

determine the packet’s final destination, the message payload is embedded behind an inner layer

of encryption in the TARP packet that can only be unlocked using a session key. The session key

is not available to any of the TARP routers 122-127 intervening between the originating 100 and

destination llO TARP terminals. The session key is used to decrypt the payloads of the TARP

packets 140 permitting an entire message to be reconstructed.

[0078] In one embodiment, communication may be made private using link and

session keys, which in turn may be shared and used according any desired method. For example,

a public key or symmetric keys may be communicated between link or session endpoints using a

public key method. Any of a variety of other mechanisms for securing data to ensure that only

authorized computers can have access to the private information in the TARP packets 140 may

be used as desired.

[0079] Referring to FIG. 3a, to construct a series of TARP packets, a data stream 300

of IP packets 207a, 207b, 207C, etc., such series of packets being formed by a network (IP) layer

process, is broken into a series of small sized segments. In the present example, equal-sized

segments 1-9 are defined and used to construct a set of interleaved data packets A, B, and C.

Here it is assumed that the number of interleaved packets A, B, and C formed is three and that

the number of IP packets 207a-207C used to form the three interleaved packets A, B, and C is

exactly three. Of course, the number of IP packets spread over a group of interleaved packets

may be any convenient number as may be the number of interleaved packets over which the

incoming data stream is spread. The latter, the number of interleaved packets over which the data

stream is spread, is called the interleave window.

[0080] To create a packet, the transmitting software interleaves the normal IP packets

207a et. seq, to form a new set of interleaved payload data 320. This payload data 320 is then

encrypted using a session key to form a set of session-key-encrypted payload data 330, each of

which, A, B, and C, will form the payload of a TARP packet. Using the IP header data, from the
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original packets 207a-207c, new TARP headers IPT are formed. The TARP headers IPT can be

identical to normal IP headers or customized in some way. In a preferred embodiment, the TARP

headers IPT are IP headers with added data providing the following information required for

routing and reconstruction of messages, some of which data is ordinarily, or capable of being,

contained in normal IP headers:

l. A window sequence number — an identifier that indicates where the packet

belongs in the original message sequence.

2. An interleave sequence number — an identifier that indicates the interleaving

sequence used to form the packet so that the packet can be deinterleaved along with other

packets in the interleave window.

3. A time-to-live (TTL) datum — indicates the number of TARP-router-hops to be

executed before the packet reaches its destination. Note that the TTL parameter may provide a

datum to be used in a probabilistic formula for determining whether to route the packet to the

destination or to another hop.

4. Data type identifier — indicates whether the payload contains, for example,

TCP or UDP data.

5. Sender’s address — indicates the sender’s address in the TARP network.

6. Destination address — indicates the destination terminal’s address in the TARP

network.

7. Decoy/Real — an indicator of whether the packet contains real message data or

dummy decoy data or a combination.

[0081] Obviously, the packets going into a single interleave window must include

only packets with a common destination. Thus, it is assumed in the depicted example that the IP

headers of IP packets 207a-207c all contain the same destination address or at least will be

received by the same terminal so that they can be deinterleaved. Note that dummy or decoy data

or packets can be added to form a larger interleave window than would otherwise be required by
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the size of a given message. Decoy or dummy data can be added to a stream to help foil traffic

analysis by leveling the load on the network. Thus, it may be desirable to provide the TARP

process With an ability to respond to the time of day or other criteria to generate more decoy data

during low traffic periods so that communication bursts at one point in the Internet cannot be tied

to communication bursts at another point to reveal the communicating endpoints.

[0082] Dummy data also helps to break the data into a larger number of

inconspicuously-sized packets permitting the interleave Window size to be increased While

maintaining a reasonable size for each packet. (The packet size can be a single standard size or

selected from a fixed range of sizes.) One primary reason for desiring for each message to be

broken into multiple packets is apparent if a chain block encryption scheme is used to form the

first encryption layer prior to interleaving. A single block encryption may be applied to a portion,

or the entirety, of a message, and that portion or entirety then interleaved into a number of

separate packets.

[0083] Referring to FIG. 3b, in an alternative mode of TARP packet construction, a

series of IP packets are accumulated to make up a predefined interleave Window. The payloads

of the packets are used to construct a single block 520 for chain block encryption using the

session key. The payloads used to form the block are presumed to be destined for the same

terminal. The block size may coincide With the interleave Window as depicted in the example

embodiment of FIG. 3b. After encryption, the encrypted block is broken into separate payloads

and segments Which are interleaved as in the embodiment of Fig 3a. The resulting interleaved

packets A, B, and C, are then packaged as TARP packets With TARP headers as in the Example

of FIG. 3a. The remaining process is as shown in, and discussed With reference to, FIG. 3a.

[0084] Once the TARP packets 340 are formed, each entire TARP packet 340,

including the TARP header IPT, is encrypted using the link key for communication With the

first-hop-TARP router. The first hop TARP router is randomly chosen. A final unencrypted IP

header IPc is added to each encrypted TARP packet 340 to form a normal IP packet 360 that can

be transmitted to a TARP router. Note that the process of constructing the TARP packet 360

does not have to be done in stages as described. The above description is just a useful heuristic

for describing the final product, namely, the TARP packet.
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[0085] Note that, TARP header IPT could be a completely custom header

configuration with no similarity to a normal IP header except that it contain the information

identified above. This is so since this header is interpreted by only TARP routers.

[0086] The above scheme may be implemented entirely by processes operating

between the data link layer and the network layer of each server or terminal participating in the

TARP system. Referring to FIG. 4, a TARP transceiver 405 can be an originating terminal 100, a

destination terminal 110, or a TARP router 122-127. In each TARP Transceiver 405, a

transmitting process is generated to receive normal packets from the Network (IP) layer and

generate TARP packets for communication over the network. A receiving process is generated to

receive normal IP packets containing TARP packets and generate from these normal IP packets

which are “passed up” to the Network (IP) layer. Note that where the TARP Transceiver 405 is a

router, the received TARP packets 140 are not processed into a stream of IP packets 415 because

they need only be authenticated as proper TARP packets and then passed to another TARP router

or a TARP destination terminal 110. The intervening process, a “TARP Layer” 420, could be

combined with either the data link layer 430 or the Network layer 410. In either case, it would

intervene between the data link layer 430 so that the process would receive regular IP packets

containing embedded TARP packets and “hand up” a series of reassembled IP packets to the

Network layer 410. As an example of combining the TARP layer 420 with the data link layer

430, a program may augment the normal processes running a communications card, for example,

an Ethernet card. Alternatively, the TARP layer processes may form part of a dynamically

loadable module that is loaded and executed to support communications between the network

and data link layers.

[0087] Because the encryption system described above can be inserted between the

data link and network layers, the processes involved in supporting the encrypted communication

may be completely transparent to processes at the IP (network) layer and above. The TARP

processes may also be completely transparent to the data link layer processes as well. Thus, no

operations at or above the network layer, or at or below the data link layer, are affected by the

insertion of the TARP stack. This provides additional security to all processes at or above the

network layer, since the difficulty of unauthorized penetration of the network layer (by, for

-21-

Petitioner Apple Inc. — Ex. 1004, p. 38



Petitioner Apple Inc. - Ex. 1004, p. 39

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

example, a hacker) is increased substantially. Even newly developed servers running at the

session layer leave all processes below the session layer vulnerable to attack. Note that in this

architecture, security is distributed. That is, notebook computers used by executives on the road,

for example, can communicate over the Internet without any compromise in security.

[0088] Note that IP address changes made by TARP terminals and routers can be

done at regular intervals, at random intervals, or upon detection of “attacks.” The variation of IP

addresses hinders traffic analysis that might reveal which computers are communicating, and

also provides a degree of immunity from attack. The level of immunity from attack is roughly

proportional to the rate at which the IP address of the host is changing.

[0089] As mentioned, IP addresses may be changed in response to attacks. An attack

may be revealed, for example, by a regular series of messages indicates that a router is being

probed in some way. Upon detection of an attack, the TARP layer process may respond to this

event by changing its IP address. To accomplish this, the TARP process will construct a TARP-

formatted message, in the style of Internet Control Message Protocol (ICMP) datagrams as an

example; this message will contain the machine’s TARP address, its previous IP address, and its

new IP address. The TARP layer will transmit this packet to at least one known TARP router;

then upon receipt and validation of the message, the TARP router will update its LUT with the

new IP address for the stated TARP address. The TARP router will then format a similar

message, and broadcast it to the other TARP routers so that they may update their LUTs. Since

the total number of TARP routers on any given subnet is expected to be relatively small, this

process of updating the LUTs should be relatively fast. It may not, however, work as well when

there is a relatively large number of TARP routers and/or a relatively large number of clients;

this has motivated a refinement of this architecture to provide scalability; this refinement has led

to a second embodiment, which is discussed below.

[0090] Upon detection of an attack, the TARP process may also create a subprocess

that maintains the original IP address and continues interacting with the attacker. The latter may

provide an opportunity to trace the attacker or study the attacker’s methods (called “fishbowling”

drawing upon the analogy of a small fish in a fish bowl that “thinks” it is in the ocean but is

actually under captive observation). A history of the communication between the attacker and the
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abandoned (fishbowled) IP address can be recorded or transmitted for human analysis or further

synthesized for purposes of responding in some way.

[0091] As mentioned above, decoy or dummy data or packets can be added to

outgoing data streams by TARP terminals or routers. In addition to making it convenient to

spread data over a larger number of separate packets, such decoy packets can also help to level

the load on inactive portions of the Internet to help foil traffic analysis efforts.

[0092] Decoy packets may be generated by each TARP terminal 100, 110 or each

router 122-127 on some basis determined by an algorithm. For example, the algorithm may be a

random one which calls for the generation of a packet on a random basis when the terminal is

idle. Alternatively, the algorithm may be responsive to time of day or detection of low traffic to

generate more decoy packets during low traffic times. Note that packets are preferably generated

in groups, rather than one by one, the groups being sized to simulate real messages. In addition,

so that decoy packets may be inserted in normal TARP message streams, the background loop

may have a latch that makes it more likely to insert decoy packets when a message stream is

being received. That is, when a series of messages are received, the decoy packet generation rate

may be increased. Alternatively, if a large number of decoy packets is received along with

regular TARP packets, the algorithm may increase the rate of dropping of decoy packets rather

than forwarding them. The result of dropping and generating decoy packets in this way is to

make the apparent incoming message size different from the apparent outgoing message size to

help foil traffic analysis. The rate of reception of packets, decoy or otherwise, may be indicated

to the decoy packet dropping and generating processes through perishable decoy and regular

packet counters. (A perishable counter is one that resets or decrements its value in response to

time so that it contains a high value when it is incremented in rapid succession and a small value

when incremented either slowly or a small number of times in rapid succession.) Note that

destination TARP terminal 110 may generate decoy packets equal in number and size to those

TARP packets received to make it appear it is merely routing packets and is therefore not the

destination terminal.

[0093] Referring to FIG. 5, the following particular steps may be employed in the

above- described method for routing TARP packets.
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0 SO. A background loop operation is performed which applies an algorithm which determines

the generation of decoy IP packets. The loop is interrupted when an encrypted TARP packet

is received.

0 S2. The TARP packet may be probed in some way to authenticate the packet before

attempting to decrypt it using the link key. That is, the router may determine that the packet

is an authentic TARP packet by performing a selected operation on some data included with

the clear IP header attached to the encrypted TARP packet contained in the payload. This

makes it possible to avoid performing decryption on packets that are not authentic TARP

packets.

0 S3. The TARP packet is decrypted to expose the destination TARP address and an indication

ofwhether the packet is a decoy packet or part of a real message.

0 S4. If the packet is a decoy packet, the perishable decoy counter is incremented.

- S5. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the router may choose to throw it away. If the received

packet is a decoy packet and it is determined that it should be thrown away (S6), control

returns to step S0.

0 S7. The TTL parameter of the TARP header is decremented and it is determined if the TTL

parameter is greater than zero.

0 S8. If the TTL parameter is greater than zero, a TARP address is randomly chosen from a list

of TARP addresses maintained by the router and the link key and IP address corresponding

to that TARP address memorized for use in creating a new IP packet containing the TARP

packet.

- S9. If the TTL parameter is zero or less, the link key and IP address corresponding to the

TARP address of the destination are memorized for use in creating the new IP packet

containing the TARP packet.

- S 10. The TARP packet is encrypted using the memorized link key.
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- S 11. An IP header is added to the packet that contains the stored IP address, the encrypted

TARP packet wrapped with an IP header, and the completed packet transmitted to the next

hop or destination.

[0094] Referring to FIG. 6, the following particular steps may be employed in the

above- described method for generating TARP packets.

0 SZO. A background loop operation applies an algorithm that determines the generation of

decoy IP packets. The loop is interrupted when a data stream containing IP packets is

received for transmission.

- 821. The received IP packets are grouped into a set consisting of messages with a constant IP

destination address. The set is further broken down to coincide with a maximum size of an

interleave window The set is encrypted, and interleaved into a set of payloads destined to

become TARP packets.

- 822. The TARP address corresponding to the IP address is determined from a lookup table

and stored to generate the TARP header. An initial TTL count is generated and stored in the

header. The TTL count may be random with minimum and maximum values or it may be

fixed or determined by some other parameter.

0 823. The window sequence numbers and interleave sequence numbers are recorded in the

TARP headers of each packet.

0 824. One TARP router address is randomly chosen for each TARP packet and the IP address

corresponding to it stored for use in the clear IP header. The link key corresponding to this

router is identified and used to encrypt TARP packets containing interleaved and encrypted

data and TARP headers.

- 825. A clear IP header with the first hop router’s real IP address is generated and added to

each of the encrypted TARP packets and the resulting packets.

[0095] Referring to FIG. 7, the following particular steps may be employed in the

above- described method for receiving TARP packets.
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0 S40. A background loop operation is performed which applies an algorithm which

determines the generation of decoy IP packets. The loop is interrupted when an encrypted

TARP packet is received.

0 S42. The TARP packet may be probed to authenticate the packet before attempting to

decrypt it using the link key.

0 S43. The TARP packet is decrypted with the appropriate link key to expose the destination

TARP address and an indication of whether the packet is a decoy packet or part of a real

message.

0 S44. If the packet is a decoy packet, the perishable decoy counter is incremented.

- S45. Based on the decoy generation/dropping algorithm and the perishable decoy counter

value, if the packet is a decoy packet, the receiver may choose to throw it away.

0 S46. The TARP packets are cached until all packets forming an interleave window are

received.

0 S47. Once all packets of an interleave window are received, the packets are deinterleaved.

- S48. The packets block of combined packets defining the interleave window is then

decrypted using the session key.

0 S49. The decrypted block is then divided using the window sequence data and the IPT

headers are converted into normal IPC headers. The window sequence numbers are integrated

in the IPC headers.

- S50. The packets are then handed up to the IP layer processes.

1. SCALABILITY ENHANCEMENTS
 

[0096] The IP agility feature described above relies on the ability to transmit IP

address changes to all TARP routers. The embodiments including this feature will be referred to

as “boutique” embodiments due to potential limitations in scaling these features up for a large
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network, such as the Internet. (The “boutique” embodiments would, however, be robust for use

in smaller networks, such as small virtual private networks, for example). One problem with the

boutique embodiments is that if IP address changes are to occur frequently, the message traffic

required to update all routers sufficiently quickly creates a serious burden on the Internet when

the TARP router and/or client population gets large. The bandwidth burden added to the

networks, for example in ICMP packets, that would be used to update all the TARP routers could

overwhelm the Internet for a large scale implementation that approached the scale of the Internet.

In other words, the boutique system’s scalability is limited.

[0097] A system can be constructed which trades some of the features of the above

embodiments to provide the benefits of IP agility without the additional messaging burden. This

is accomplished by IP address-hopping according to shared algorithms that govern IP addresses

used between links participating in communications sessions between nodes such as TARP

nodes. (Note that the IP hopping technique is also applicable to the boutique embodiment.) The

IP agility feature discussed with respect to the boutique system can be modified so that it

becomes decentralized under this scalable regime and governed by the above-described shared

algorithm. Other features of the boutique system may be combined with this new type of IP-

agility.

[0098] The new embodiment has the advantage of providing IP agility governed by a

local algorithm and set of IP addresses exchanged by each communicating pair of nodes. This

local governance is session-independent in that it may govern communications between a pair of

nodes, irrespective of the session or end points being transferred between the directly

communicating pair of nodes.

[0099] In the scalable embodiments, blocks of IP addresses are allocated to each node

in the network. (This scalability will increase in the future, when Internet Protocol addresses are

increased to 128-bit fields, vastly increasing the number of distinctly addressable nodes). Each

node can thus use any of the IP addresses assigned to that node to communicate with other nodes

in the network. Indeed, each pair of communicating nodes can use a plurality of source IP

addresses and destination IP addresses for communicating with each other.
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[00100] Each communicating pair of nodes in a chain participating in any session

stores two blocks of IP addresses, called netblocks, and an algorithm and randomization seed for

selecting, from each netblock, the next pair of source/destination IP addresses that will be used to

transmit the next message. In other words, the algorithm governs the sequential selection of IP-

address pairs, one sender and one receiver IP address, from each netblock. The combination of

algorithm, seed, and netblock (IP address block) will be called a “hopblock.” A router issues

separate transmit and receive hopblocks to its clients. The send address and the receive address

of the IP header of each outgoing packet sent by the client are filled with the send and receive IP

addresses generated by the algorithm. The algorithm is “clocked” (indexed) by a counter so that

each time a pair is used, the algorithm turns out a new transmit pair for the next packet to be sent.

[00101] The router’s receive hopblock is identical to the client’s transmit hopblock.

The router uses the receive hopblock to predict what the send and receive IP address pair for the

next expected packet from that client will be. Since packets can be received out of order, it is not

possible for the router to predict with certainty what IP address pair will be on the next

sequential packet. To account for this problem, the router generates a range of predictions

encompassing the number of possible transmitted packet send/receive addresses, of which the

next packet received could leap ahead. Thus, if there is a vanishingly small probability that a

given packet will arrive at the router ahead of 5 packets transmitted by the client before the given

packet, then the router can generate a series of 6 send/receive IP address pairs (or “hop window”)

to compare with the next received packet. When a packet is received, it is marked in the hop

window as such, so that a second packet with the same IP address pair will be discarded. If an

out-of—sequence packet does not arrive within a predetermined timeout period, it can be

requested for retransmission or simply discarded from the receive table, depending upon the

protocol in use for that communications session, or possibly by convention.

[00102] When the router receives the client’s packet, it compares the send and receive

IP addresses of the packet with the next N predicted send and receive IP address pairs and rejects

the packet if it is not a member of this set. Received packets that do not have the predicted

source/destination IP addresses falling with the window are rejected, thus thwarting possible

hackers. (With the number of possible combinations, even a fairly large window would be hard
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to fall into at random.) If it is a member of this set, the router accepts the packet and processes it

filrther. This link-based IP-hopping strategy, referred to as “IHOP,” is a network element that

stands on its own and is not necessarily accompanied by elements of the boutique system

described above. If the routing agility feature described in connection with the boutique

embodiment is combined with this link-based IP-hopping strategy, the router’s next step would

be to decrypt the TARP header to determine the destination TARP router for the packet and

determine what should be the next hop for the packet. The TARP router would then forward the

packet to a random TARP router or the destination TARP router with which the source TARP

router has a link-based IP hopping communication established.

[00103] Figure 8 shows how a client computer 801 and a TARP router 811 can

establish a secure session. When client 801 seeks to establish an IHOP session with TARP router

811, the client 801 sends “secure synchronization” request (“SSYN”) packet 821 to the TARP

router 811. This SYN packet 821 contains the client’s 80l authentication token, and may be sent

to the router 811 in an encrypted format. The source and destination IP numbers on the packet

821 are the client’s 801 current fixed IP address, and a “known” fixed IP address for the router

811. (For security purposes, it may be desirable to reject any packets from outside of the local

network that are destined for the router’s known fixed IP address.) Upon receipt and validation

of the client’s 801 SSYN packet 821, the router 811 responds by sending an encrypted “secure

synchronization acknowledgment” (“SSYN ACK”) 822 to the client 801. This SSYN ACK 822

will contain the transmit and receive hopblocks that the client 801 will use when communicating

with the TARP router 811. The client 801 will acknowledge the TARP router’s 811 response

packet 822 by generating an encrypted SSYN ACK ACK packet 823 which will be sent from the

client’s 80l fixed IP address and to the TARP router’s 811 known fixed IP address. The client

801 will simultaneously generate a SSYN ACK ACK packet; this SSYN ACK packet, referred

to as the Secure Session Initiation (SSI) packet 824, will be sent with the first {sender, receiver}

IP pair in the client’s transmit table 921 (FIG. 9), as specified in the transmit hopblock provided

by the TARP router 811 in the SSYN ACK packet 822. The TARP router 811 will respond to the

SSI packet 824 with an SSI ACK packet 825, which will be sent with the first {sender, receiver}

IP pair in the TARP router’s transmit table 923. Once these packets have been successfully

exchanged, the secure communications session is established, and all further secure
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communications between the client 801 and the TARP router 811 will be conducted via this

secure session, as long as synchronization is maintained. If synchronization is lost, then the client

801 and TARP router 802 may re-establish the secure session by the procedure outlined in

Figure 8 and described above.

[00104] While the secure session is active, both the client 901 and TARP router 911

(FIG. 9) will maintain their respective transmit tables 921, 923 and receive tables 922, 924, as

provided by the TARP router during session synchronization 822. It is important that the

sequence of IP pairs in the client’s transmit table 921 be identical to those in the TARP router’s

receive table 924; similarly, the sequence of IP pairs in the client’s receive table 922 must be

identical to those in the router’s transmit table 923. This is required for the session

synchronization to be maintained. The client 901 need maintain only one transmit table 921 and

one receive table 922 during the course of the secure session. Each sequential packet sent by the

client 901 will employ the next {send, receive} IP address pair in the transmit table, regardless of

TCP or UDP session. The TARP router 911 will expect each packet arriving from the client 901

to bear the next IP address pair shown in its receive table.

[00105] Since packets can arrive out of order, however, the router 911 can maintain a

“look ahead” buffer in its receive table, and will mark previously-received IP pairs as invalid for

future packets; any future packet containing an IP pair that is in the look-ahead buffer but is

marked as previously received will be discarded. Communications from the TARP router 911 to

the client 901 are maintained in an identical manner; in particular, the router 911 will select the

next IP address pair from its transmit table 923 when constructing a packet to send to the client

901, and the client 901 will maintain a look-ahead buffer of expected IP pairs on packets that it is

receiving. Each TARP router will maintain separate pairs of transmit and receive tables for each

client that is currently engaged in a secure session with or through that TARP router.

[00106] While clients receive their hopblocks from the first server linking them to the

Internet, routers exchange hopblocks. When a router establishes a link-based IP-hopping

communication regime with another router, each router of the pair exchanges its transmit

hopblock. The transmit hopblock of each router becomes the receive hopblock of the other
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router. The communication between routers is governed as described by the example of a client

sending a packet to the first router.

[00107] While the above strategy works fine in the IP milieu, many local networks that

are connected to the Internet are Ethernet systems. In Ethernet, the IP addresses of the

destination devices must be translated into hardware addresses, and vice versa, using known

processes (“address resolution protocol,” and “reverse address resolution protocol”). However, if

the link- based IP-hopping strategy is employed, the correlation process would become explosive

and burdensome. An alternative to the link-based IP hopping strategy may be employed within

an Ethernet network. The solution is to provide that the node linking the Internet to the Ethernet

(call it the border node) use the link-based IP-hopping communication regime to communicate

with nodes outside the Ethernet LAN. Within the Ethernet LAN, each TARP node would have a

single IP address which would be addressed in the conventional way. Instead of comparing the

{sender, receiver} IP address pairs to authenticate a packet, the intra-LAN TARP node would

use one of the IP header extension fields to do so. Thus, the border node uses an algorithm

shared by the intra-LAN TARP node to generate a symbol that is stored in the free field in the IP

header, and the intra-LAN TARP node generates a range of symbols based on its prediction of

the next expected packet to be received from that particular source IP address. The packet is

rejected if it does not fall into the set of predicted symbols (for example, numerical values) or is

accepted if it does. Communications from the intra-LAN TARP node to the border node are

accomplished in the same manner, though the algorithm will necessarily be different for security

reasons. Thus, each of the communicating nodes will generate transmit and receive tables in a

similar manner to that of Figure 9; the intra-LAN TARP nodes transmit table will be identical to

the border node’s receive table, and the intra-LAN TARP node’s receive table will be identical to

the border node’s transmit table.

[00108] The algorithm used for IP address-hopping can be any desired algorithm. For

example, the algorithm can be a given pseudo-random number generator that generates numbers

of the range covering the allowed IP addresses with a given seed. Alternatively, the session

participants can assume a certain type of algorithm and specify simply a parameter for applying
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the algorithm. For example the assumed algorithm could be a particular pseudo-random number

generator and the session participants could simply exchange seed values.

[00109] Note that there is no permanent physical distinction between the originating

and destination terminal nodes. Either device at either end point can initiate a synchronization of

the pair. Note also that the authentication/synchronization—request (and acknowledgment) and

hopblock-exchange may all be served by a single message so that separate message exchanges

may not be required.

[00110] As another extension to the stated architecture, multiple physical paths can be

used by a client, in order to provide link redundancy and further thwart attempts at denial of

service and traffic monitoring. As shown in Figure 10, for example, client 1001 can establish

three simultaneous sessions with each of three TARP routers provided by different ISPs 1011,

1012, 1013. As an example, the client 1001 can use three different telephone lines 1021, 1022,

1023 to connect to the ISPs, or two telephone lines and a cable modem, etc. In this scheme,

transmitted packets will be sent in a random fashion among the different physical paths. This

architecture provides a high degree of communications redundancy, with improved immunity

from denial-of- service attacks and traffic monitoring.

2. FURTHER EXTENSIONS
 

[00111] The following describes various extensions to the techniques, systems, and

methods described above. As described above, the security of communications occurring

between computers in a computer network (such as the Internet, an Ethernet, or others) can be

enhanced by using seemingly random source and destination Internet Protocol (IP) addresses for

data packets transmitted over the network. This feature prevents eavesdroppers from determining

which computers in the network are communicating with each other while permitting the two

communicating computers to easily recognize whether a given received data packet is legitimate

or not. In one embodiment of the above-described systems, an IP header extension field is used

to authenticate incoming packets on an Ethernet.

[00112] Various extensions to the previously described techniques described herein

include: (1) use of hopped hardware or “MAC” addresses in broadcast type network; (2) a self
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synchronization technique that permits a computer to automatically regain synchronization with

a sender; (3) synchronization algorithms that allow transmitting and receiving computers to

quickly re-establish synchronization in the event of lost packets or other events; and (4) a fast-

packet rejection mechanism for rejecting invalid packets. Any or all of these extensions can be

combined with the features described above in any of various ways.

A. Hardware Address Hopping
 

[00113] Internet protocol-based communications techniques on a LAN—or across any

dedicated physical medium—typically embed the IP packets within lower-level packets, often

referred to as “frames.” As shown in FIG. 11, for example, a first Ethernet frame 1150 comprises

a frame header 1101 and two embedded IP packets IP1 and 1P2, while a second Ethernet frame

1160 comprises a different frame header 1104 and a single IP packet 1P3. Each frame header

generally includes a source hardware address 1101 A and a destination hardware address 1101 B;

other well-known fields in frame headers are omitted from FIG. 11 for clarity. Two hardware

nodes communicating over a physical communication channel insert appropriate source and

destination hardware addresses to indicate which nodes on the channel or network should receive

the frame.

[00114] It may be possible for a nefarious listener to acquire information about the

contents of a frame and/or its communicants by examining frames on a local network rather than

(or in addition to) the IP packets themselves. This is especially true in broadcast media, such as

Ethernet, where it is necessary to insert into the frame header the hardware address of the

machine that generated the frame and the hardware address of the machine to which frame is

being sent. All nodes on the network can potentially “see” all packets transmitted across the

network. This can be a problem for secure communications, especially in cases where the

communicants do not want for any third party to be able to identify who is engaging in the

information exchange. One way to address this problem is to push the address-hopping scheme

down to the hardware layer. In accordance with various embodiments of the invention, hardware

addresses are “hopped” in a manner similar to that used to change IP addresses, such that a

listener cannot determine which hardware node generated a particular message nor which node is

the intended recipient.
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[00115] FIG. 12A shows a system in which Media Access Control (“MAC”) hardware

addresses are “hopped” in order to increase security over a network such as an Ethernet. While

the description refers to the exemplary case of an Ethernet environment, the inventive principles

are equally applicable to other types of communications media. In the Ethernet case, the MAC

address of the sender and receiver are inserted into the Ethernet frame and can be observed by

anyone on the LAN who is within the broadcast range for that frame. For secure

communications, it becomes desirable to generate frames with MAC addresses that are not

attributable to any specific sender or receiver.

[00116] As shown in FIG. 12A, two computer nodes 1201 and 1202 communicate

over a communication channel such as an Ethernet. Each node executes one or more application

programs 1203 and 1218 that communicate by transmitting packets through communication

software 1204 and 1217, respectively. Examples of application programs include video

conferencing, e-mail, word processing programs, telephony, and the like. Communication

software 1204 and 1217 can comprise, for example, an OSI layered architecture or “stack” that

standardizes various services provided at different levels of functionality.

[00117] The lowest levels of communication software 1204 and 1217 communicate

with hardware components 1206 and 1214 respectively, each of which can include one or more

registers 1207 and 1215 that allow the hardware to be reconfigured or controlled in accordance

with various communication protocols. The hardware components (an Ethernet network interface

card, for example) communicate with each other over the communication medium. Each

hardware component is typically pre-assigned a fixed hardware address or MAC number that

identifies the hardware component to other nodes on the network. One or more interface drivers

control the operation of each card and can, for example, be configured to accept or reject packets

from certain hardware addresses. As will be described in more detail below, various

embodiments of the inventive principles provide for “hopping” different addresses using one or

more algorithms and one or more moving windows that track a range of valid addresses to

validate received packets. Packets transmitted according to one or more of the inventive

principles will be generally referred to as “secure” packets or “secure communications” to
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differentiate them from ordinary data packets that are transmitted in the clear using ordinary,

machine-correlated addresses.

[00118] One straightforward method of generating non-attributable MAC addresses is

an extension of the IP hopping scheme. In this scenario, two machines on the same LAN that

desire to communicate in a secure fashion exchange random-number generators and seeds, and

create sequences of quasi-random MAC addresses for synchronized hopping. The

implementation and synchronization issues are then similar to that of IP hopping.

[00119] This approach, however, runs the risk of using MAC addresses that are

currently active on the LAN—which, in turn, could interrupt communications for those

machines. Since an Ethernet MAC address is at present 48 bits in length, the chance of randomly

misusing an active MAC address is actually quite small. However, if that figure is multiplied by

a large number of nodes (as would be found on an extensive LAN), by a large number of frames

(as might be the case with packet voice or streaming video), and by a large number of concurrent

Virtual Private Networks (VPNs), then the chance that a non-secure machine’s MAC address

could be used in an address-hopped frame can become non-trivial. In short, any scheme that runs

even a small risk of interrupting communications for other machines on the LAN is bound to

receive resistance from prospective system administrators. Nevertheless, it is technically

feasible, and can be implemented without risk on a LAN on which there is a small number of

machines, or if all of the machines on the LAN are engaging in MAC-hopped communications.

[00120] Synchronized MAC address hopping may incur some overhead in the course

of session establishment, especially if there are multiple sessions or multiple nodes involved in

the communications. A simpler method of randomizing MAC addresses is to allow each node to

receive and process every incident frame on the network. Typically, each network interface

driver will check the destination MAC address in the header of every incident frame to see if it

matches that machine’s MAC address; if there is no match, then the frame is discarded. In one

embodiment, however, these checks can be disabled, and every incident packet is passed to the

TARP stack for processing. This will be referred to as “promiscuous” mode, since every incident

frame is processed. Promiscuous mode allows the sender to use completely random,

unsynchronized MAC addresses, since the destination machine is guaranteed to process the
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frame. The decision as to whether the packet was truly intended for that machine is handled by

the TARP stack, which checks the source and destination IP addresses for a match in its IP

synchronization tables. If no match is found, the packet is discarded; if there is a match, the

packet is unwrapped, the inner header is evaluated, and if the inner header indicates that the

packet is destined for that machine then the packet is forwarded to the IP stack—otherwise it is

discarded.

[00121] One disadvantage of purely-random MAC address hopping is its impact on

processing overhead; that is, since every incident frame must be processed, the machine’s CPU is

engaged considerably more often than if the network interface driver is discriminating and

rejecting packets unilaterally. A compromise approach is to select either a single fixed MAC

address or a small number of MAC addresses (e.g., one for each virtual private network on an

Ethernet) to use for MAC-hopped communications, regardless of the actual recipient for which

the message is intended. In this mode, the network interface driver can check each incident frame

against one (or a few) pre-established MAC addresses, thereby freeing the CPU from the task of

physical- layer packet discrimination. This scheme does not betray any useful information to an

interloper on the LAN; in particular, every secure packet can already be identified by a unique

packet type in the outer header. However, since all machines engaged in secure communications

would either be using the same MAC address, or be selecting from a small pool ofpredetermined

MAC addresses, the association between a specific machine and a specific MAC address is

effectively broken.

[00122] In this scheme, the CPU will be engaged more often than it would be in non-

secure communications (or in synchronized MAC address hopping), since the network interface

driver cannot always unilaterally discriminate between secure packets that are destined for that

machine, and secure packets from other VPNs. However, the non-secure traffic is easily

eliminated at the network interface, thereby reducing the amount of processing required of the

CPU. There are boundary conditions where these statements would not hold, of course—e.g., if

all of the traffic on the LAN is secure traffic, then the CPU would be engaged to the same degree

as it is in the purely-random address hopping case; alternatively, if each VPN on the LAN uses a

different MAC address, then the network interface can perfectly discriminate secure frames
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destined for the local machine from those constituting other VPNs. These are engineering

tradeoffs that might be best handled by providing administrative options for the users when

installing the software and/or establishing VPNs.

[00123] Even in this scenario, however, there still remains a slight risk of selecting

MAC addresses that are being used by one or more nodes on the LAN. One solution to this

problem is to formally assign one address or a range of addresses for use in MAC-hopped

communications. This is typically done via an assigned numbers registration authority; e.g., in

the case of Ethernet, MAC address ranges are assigned to vendors by the Institute of Electrical

and Electronics Engineers (IEEE). A formally-assigned range of addresses would ensure that

secure frames do not conflict with any properly-configured and properly-functioning machines

on the LAN.

[00124] Reference will now be made to FIGS. 12A and 12B in order to describe the

many combinations and features that follow the inventive principles. As explained above, two

computer nodes 1201 and 1202 are assumed to be communicating over a network or

communication medium such as an Ethernet. A communication protocol in each node (1204 and

1217, respectively) contains a modified element 1205 and 1216 that performs certain functions

that deviate from the standard communication protocols. In particular, computer node 1201

implements a first “hop” algorithm 1208X that selects seemingly random source and destination

IP addresses (and, in one embodiment, seemingly random IP header discriminator fields) in order

to transmit each packet to the other computer node. For example, node 1201 maintains a transmit

table 1208 containing triplets of source (S), destination (D), and discriminator fields (DS) that

are inserted into outgoing IP packet headers. The table is generated through the use of an

appropriate algorithm (e. g., a random number generator that is seeded with an appropriate seed)

that is known to the recipient node 1202. As each new IP packet is formed, the next sequential

entry out of the sender’s transmit table 1208 is used to populate the IP source, IP destination, and

IP header extension field (e. g., discriminator field). It will be appreciated that the transmit table

need not be created in advance but could instead be created on-the-fly by executing the algorithm

when each packet is formed.
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[00125] At the receiving node 1202, the same IP hop algorithm 1222X is maintained

and used to generate a receive table 1222 that lists valid triplets of source IP address, destination

IP address, and discriminator field. This is shown by virtue of the first five entries of transmit

table 1208 matching the second five entries of receive table 1222. (The tables may be slightly

offset at any particular time due to lost packets, misordered packets, or transmission delays).

Additionally, node 1202 maintains a receive window W3 that represents a list of valid IP source,

IP destination, and discriminator fields that will be accepted when received as part of an

incoming IP packet. As packets are received, window W3 slides down the list of valid entries,

such that the possible valid entries change over time. Two packets that arrive out of order but are

nevertheless matched to entries within window W3 will be accepted; those falling outside of

window W3 will be rejected as invalid. The length of window W3 can be adjusted as necessary

to reflect network delays or other factors.

[00126] Node 1202 maintains a similar transmit table 1221 for creating IP packets and

frames destined for node 1201 using a potentially different hopping algorithm 1221 X, and node

1201 maintains a matching receive table 1209 using the same algorithm 1209X. As node 1202

transmits packets to node 1201 using seemingly random IP source, IP destination, and/or

discriminator fields, node 1201 matches the incoming packet values to those falling within

window WI maintained in its receive table. In effect, transmit table 1208 of node 1201 is

synchronized (i.e., entries are selected in the same order) to receive table 1222 of receiving node

1202. Similarly, transmit table 1221 of node 1202 is synchronized to receive table 1209 of node

1201. It will be appreciated that although a common algorithm is shown for the source,

destination and discriminator fields in FIG. 12A (using, e. g., a different seed for each of the three

fields), an entirely different algorithm could in fact be used to establish values for each of these

fields. It will also be appreciated that one or two of the fields can be “hopped” rather than all

three as illustrated.

[00127] In accordance with another aspect of the invention, hardware or “MAC”

addresses are hopped instead of or in addition to IP addresses and/or the discriminator field in

order to improve security in a local area or broadcast-type network. To that end, node 1201

further maintains a transmit table 1210 using a transmit algorithm 1210X to generate source and
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destination hardware addresses that are inserted into frame headers (e. g., fields 1101A and 1101

B in FIG. 11) that are synchronized to a corresponding receive table 1224 at node 1202.

Similarly, node 1202 maintains a different transmit table 1223 containing source and destination

hardware addresses that is synchronized with a corresponding receive table 1211 at node 1201.

In this manner, outgoing hardware frames appear to be originating from and going to completely

random nodes on the network, even though each recipient can determine whether a given packet

is intended for it or not. It will be appreciated that the hardware hopping feature can be

implemented at a different level in the communications protocol than the IP hopping feature

(e.g., in a card driver or in a hardware card itself to improve performance).

[00128] FIG. 12B shows three different embodiments or modes that can be employed

using the aforementioned principles. In a first mode referred to as “promiscuous” mode, a

common hardware address (e.g., a fixed address for source and another for destination) or else a

completely random hardware address is used by all nodes on the network, such that a particular

packet cannot be attributed to any one node. Each node must initially accept all packets

containing the common (or random) hardware address and inspect the IP addresses or

discriminator field to determine whether the packet is intended for that node. In this regard,

either the IP addresses or the discriminator field or both can be varied in accordance with an

algorithm as described above. As explained previously, this may increase each node’s overhead

since additional processing is involved to determine whether a given packet has valid source and

destination hardware addresses.

[00129] In a second mode referred to as “promiscuous per VPN” mode, a small set of

fixed hardware addresses are used, with a fixed source/destination hardware address used for all

nodes communicating over a virtual private network. For example, if there are six nodes on an

Ethernet, and the network is to be split up into two private virtual networks such that nodes on

one VPN can communicate with only the other two nodes on its own VPN, then two sets of

hardware addresses could be used: one set for the first VPN and a second set for the second

VPN. This would reduce the amount of overhead involved in checking for valid frames since

only packets arriving from the designated VPN would need to be checked. IP addresses and one

or more discriminator fields could still be hopped as before for secure communication within the
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VPN. Of course, this solution compromises the anonymity of the VPNs (i.e., an outsider can

easily tell what traffic belongs in which VPN, though he cannot correlate it to a specific

machine/person). It also requires the use of a discriminator field to mitigate the vulnerability to

certain types of DoS attacks, (For example, without the discriminator field, an attacker on the

LAN could stream frames containing the MAC addresses being used by the VPN; rejecting those

frames could lead to excessive processing overhead. The discriminator field would provide a

low-overhead means of rejecting the false packets.)

[00130] In a third mode referred to as “hardware hopping” mode, hardware addresses

are varied as illustrated in FIG. 12A, such that hardware source and destination addresses are

changed constantly in order to provide non-attributable addressing. Variations on these

embodiments are of course possible, and the invention is not intended to be limited in any

respect by these illustrative examples.

B. Extending the Address Space
 

[00131] Address hopping provides security and privacy. However, the level of

protection is limited by the number of addresses in the blocks being hopped. A hopblock denotes

a field or fields modulated on a packet-wise basis for the purpose of providing a VPN. For

instance, if two nodes communicate with IP address hopping using hopblocks of 4 addresses (2

bits) each, there would be 16 possible address-pair combinations. A window of size 16 would

result in most address pairs being accepted as valid most of the time. This limitation can be

overcome by using a discriminator field in addition to or instead of the hopped address fields.

The discriminator field would be hopped in exactly the same fashion as the address fields and it

would be used to determine whether a packet should be processed by a receiver.

[00132] Suppose that two clients, each using four-bit hopblocks, would like the same

level of protection afforded to clients communicating via IP hopping between two A blocks (24

address bits eligible for hopping). A discriminator field of 20 bits, used in conjunction with the 4

address bits eligible for hopping in the IP address field, provides this level ofprotection. A 24-bit

discriminator field would provide a similar level of protection if the address fields were not

hopped or ignored. Using a discriminator field offers the following advantages: (1) an arbitrarily
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high level of protection can be provided, and (2) address hopping is unnecessary to provide

protection. This may be important in environments where address hopping would cause routing

problems.

 
C. Synchronization Techniques

[00133] It is generally assumed that once a sending node and receiving node have

exchanged algorithms and seeds (or similar information sufficient to generate quasi-random

source and destination tables), subsequent communication between the two nodes will proceed

smoothly. Realistically, however, two nodes may lose synchronization due to network delays or

outages, or other problems. Consequently, it is desirable to provide means for re-establishing

synchronization between nodes in a network that have lost synchronization.

[00134] One possible technique is to require that each node provide an

acknowledgment upon successful receipt of each packet and, if no acknowledgment is received

within a certain period of time, to re-send the unacknowledged packet. This approach, however,

drives up overhead costs and may be prohibitive in high-throughput environments such as

streaming video or audio, for example.

[00135] A different approach is to employ an automatic synchronizing technique that

will be referred to herein as “self-synchronization.” In this approach, synchronization

information is embedded into each packet, thereby enabling the receiver to re-synchronize itself

upon receipt of a single packet if it determines that is has lost synchronization with the sender. (If

communications are already in progress, and the receiver determines that it is still in sync with

the sender, then there is no need to re-synchronize.) A receiver could detect that it was out of

synchronization by, for example, employing a “dead-man” timer that expires after a certain

period of time, wherein the timer is reset with each valid packet. A time stamp could be hashed

into the public sync field (see below) to preclude packet-retry attacks.

[00136] In one embodiment, a “sync field” is added to the header of each packet sent

out by the sender. This sync field could appear in the clear or as part of an encrypted portion of

the packet. Assuming that a sender and receiver have selected a random-number generator

(RNG) and seed value, this combination of RNG and seed can be used to generate a random-
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number sequence (RNS). The RNS is then used to generate a sequence of source/destination IP

pairs (and, if desired, discriminator fields and hardware source and destination addresses), as

described above. It is not necessary, however, to generate the entire sequence (or the first N—l

values) in order to generate the Nth random number in the sequence; if the sequence index N is

known, the random value corresponding to that index can be directly generated (see below).

Different RNGs (and seeds) with different fundamental periods could be used to generate the

source and destination IP sequences, but the basic concepts would still apply. For the sake of

simplicity, the following discussion will assume that IP source and destination address pairs

(only) are hopped using a single RNG sequencing mechanism.

[00137] In accordance with a “self-synchronization” feature, a sync field in each

packet header provides an index (i.e., a sequence number) into the RNS that is being used to

generate IP pairs. Plugging this index into the RNG that is being used to generate the RNS yields

a specific random number value, which in turn yields a specific IP pair. That is, an IP pair can be

generated directly from knowledge of the RNG, seed, and index number; it is not necessary, in

this scheme, to generate the entire sequence of random numbers that precede the sequence value

associated with the index number provided.

[00138] Since the communicants have presumably previously exchanged RNGs and

seeds, the only new information that must be provided in order to generate an IP pair is the

sequence number. If this number is provided by the sender in the packet header, then the receiver

need only plug this number into the RNG in order to generate an IP pair — and thus verify that

the IP pair appearing in the header of the packet is valid. In this scheme, if the sender and

receiver lose synchronization, the receiver can immediately re-synchronize upon receipt of a

single packet by simply comparing the IP pair in the packet header to the IP pair generated from

the index number. Thus, synchronized communications can be resumed upon receipt of a single

packet, making this scheme ideal for multicast communications. Taken to the extreme, it could

obviate the need for synchronization tables entirely; that is, the sender and receiver could simply

rely on the index number in the sync field to validate the IP pair on each packet, and thereby

eliminate the tables entirely.
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[00139] The aforementioned scheme may have some inherent security issues

associated with it — namely, the placement of the sync field. If the field is placed in the outer

header, then an interloper could observe the values of the field and their relationship to the IP

stream. This could potentially compromise the algorithm that is being used to generate the IP-

address sequence, which would compromise the security of the communications. If, however, the

value is placed in the inner header, then the sender must decrypt the inner header before it can

extract the sync value and validate the IP pair; this opens up the receiver to certain types of

denial-of-service (DoS) attacks, such as packet replay. That is, if the receiver must decrypt a

packet before it can validate the IP pair, then it could potentially be forced to expend a

significant amount of processing on decryption if an attacker simply retransmits previously valid

packets. Other attack methodologies are possible in this scenario.

[00140] A possible compromise between algorithm security and processing speed is to

split up the sync value between an inner (encrypted) and outer (unencrypted) header. That is, if

the sync value is sufficiently long, it could potentially be split into a rapidly-changing part that

can be viewed in the clear, and a fixed (or very slowly changing) part that must be protected. The

part that can be viewed in the clear will be called the “public sync” portion and the part that must

be protected will be called the “private sync” portion.

[00141] Both the public sync and private sync portions are needed to generate the

complete sync value. The private portion, however, can be selected such that it is fixed or will

change only occasionally. Thus, the private sync value can be stored by the recipient, thereby

obviating the need to decrypt the header in order to retrieve it. If the sender and receiver have

previously agreed upon the frequency with which the private part of the sync will change, then

the receiver can selectively decrypt a single header in order to extract the new private sync if the

communications gap that has led to lost synchronization has exceeded the lifetime of the

previous private sync. This should not represent a burdensome amount of decryption, and thus

should not open up the receiver to denial-of-service attack simply based on the need to

occasionally decrypt a single header.

[00142] One implementation of this is to use a hashing function with a one-to-one

mapping to generate the private and public sync portions from the sync value. This

-43-

Petitioner Apple Inc. — Ex. 1004, p. 60



Petitioner Apple Inc. - Ex. 1004, p. 61

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

implementation is shown in FIG. 13, where (for example) a first ISP 1302 is the sender and a

second ISP 1303 is the receiver. (Other alternatives are possible from FIG. 13.) A transmitted

packet comprises a public or “outer” header 1305 that is not encrypted, and a private or “inner”

header 1306 that is encrypted using for example a link key. Outer header 1305 includes a public

sync portion while inner header 1306 contains the private sync portion. A receiving node

decrypts the inner header using a decryption function 1307 in order to extract the private sync

portion. This step is necessary only if the lifetime of the currently buffered private sync has

expired. (If the currently-buffered private sync is still valid, then it is simply extracted from

memory and “added” (which could be an inverse hash) to the public sync, as shown in step

1308.) The public and decrypted private sync portions are combined in function 1308 in order to

generate the combined sync 1309. The combined sync (1309) is then fed into the RNG (1310)

and compared to the IP address pair (1311) to validate or reject the packet.

[00143] An important consideration in this architecture is the concept of “future” and

“past” where the public sync values are concerned. Though the sync values, themselves, should

be random to prevent spoofing attacks, it may be important that the receiver be able to quickly

identify a sync value that has already been sent — even if the packet containing that sync value

was never actually received by the receiver. One solution is to hash a time stamp or sequence

number into the public sync portion, which could be quickly extracted, checked, and discarded,

thereby validating the public sync portion itself

[00144] In one embodiment, packets can be checked by comparing the

source/destination IP pair generated by the sync field with the pair appearing in the packet

header. If (1) they match, (2) the time stamp is valid, and (3) the dead-man timer has expired,

then re-synchronization occurs; otherwise, the packet is rejected. If enough processing power is

available, the dead-man timer and synchronization tables can be avoided altogether, and the

receiver would simply resynchronize (e.g., validate) on every packet.

[00145] The foregoing scheme may require large-integer (e.g., 160-bit) math, which

may affect its implementation. Without such large-integer registers, processing throughput would

be affected, thus potentially affecting security from a denial-of—service standpoint. Nevertheless,
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as large integer math processing features become more prevalent, the costs of implementing such

a feature will be reduced.

 
D. Other Synchronization Schemes

[00146] As explained above, if W or more consecutive packets are lost between a

transmitter and receiver in a VPN (where W is the window size), the receiver’s window will not

have been updated and the transmitter will be transmitting packets not in the receiver’s window.

The sender and receiver will not recover synchronization until perhaps the random pairs in the

window are repeated by chance. Therefore, there is a need to keep a transmitter and receiver in

synchronization whenever possible and to re-establish synchronization whenever it is lost.

[00147] A “checkpoint” scheme can be used to regain synchronization between a

sender and a receiver that have fallen out of synchronization. In this scheme, a checkpoint

message comprising a random IP address pair is used for communicating synchronization

information. In one embodiment, two messages are used to communicate synchronization

information between a sender and a recipient:

l. SYNC_REQ is a message used by the sender to indicate that it wants to synchronize; and

2. SYNC_ACK is a message used by the receiver to inform the transmitter that it has been

synchronized.

[00148] According to one variation of this approach, both the transmitter and receiver

maintain three checkpoints (see FIG. 14):

1. In the transmitter, ckpt_o (“checkpoint old”) is the IP pair that was used to re-send the

last SYNC_REQ packet to the receiver. In the receiver, ckpt_o (“checkpoint old”) is the

IP pair that receives repeated SYNC_REQ packets from the transmitter.

2. In the transmitter, ckpt_n (“checkpoint new”) is the IP pair that will be used to send the

next SYNC_REQ packet to the receiver. In the receiver, ckpt_n (“checkpoint new”) is the

IP pair that receives a new SYNC_REQ packet from the transmitter and which causes the
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receiver’s window to be re-aligned, ckpt_o set to ckpt_n, a new ckpt_n to be generated

and a new ckpt_r to be generated.

3. In the transmitter, ckpt_r is the IP pair that will be used to send the next SYNC_ACK

packet to the receiver. In the receiver, ckpt_r is the IP pair that receives a new

SYNC_ACK packet from the transmitter and which causes a new ckpt_n to be generated.

Since SYNC_ACK is transmitted from the receiver ISP to the sender ISP, the transmitter

ckpt_r refers to the ckpt_r of the receiver and the receiver ckpt_r refers to the ckpt_r of

the transmitter (see FIG. 14).

When a transmitter initiates synchronization, the IP pair it will use to transmit the next data

packet is set to a predetermined value and when a receiver first receives a SYNC_REQ, the

receiver window is updated to be centered on the transmitter’s next IP pair. This is the primary

mechanism for checkpoint synchronization.

[00149] Synchronization can be initiated by a packet counter (e.g., after every N

packets transmitted, initiate a synchronization) or by a timer (every S seconds, initiate a

synchronization) or a combination of both. See FIG. 15. From the transmitter’s perspective, this

technique operates as follows: (1) Each transmitter periodically transmits a “sync request”

message to the receiver to make sure that it is in sync. (2) If the receiver is still in sync, it sends

back a “sync ack” message. (If this works, no further action is necessary). (3) If no “sync ack”

has been received within a period of time, the transmitter retransmits the sync request again. If

the transmitter reaches the next checkpoint without receiving a “sync ack” response, then

synchronization is broken, and the transmitter should stop transmitting. The transmitter will

continue to send sync_reqs until it receives a sync_ack, at which point transmission is

reestablished.

[00150] From the receiver’s perspective, the scheme operates as follows: (1) when it

receives a “sync request” request from the transmitter, it advances its window to the next

checkpoint position (even skipping pairs if necessary), and sends a “sync ack” message to the

transmitter. If sync was never lost, then the “jump ahead” really just advances to the next

available pair of addresses in the table (i.e., normal advancement).
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[00151] If an interloper intercepts the “sync request” messages and tries to interfere

with communication by sending new ones, it will be ignored if the synchronization has been

established or it will actually help to re-establish synchronization.

[00152] A window is realigned whenever a re-synchronization occurs. This

realignment entails updating the receiver’s window to straddle the address pairs used by the

packet transmitted immediately after the transmission of the SYNC_REQ packet. Normally, the

transmitter and receiver are in synchronization with one another. However, when network events

occur, the receiver’s window may have to be advanced by many steps during resynchronization.

In this case, it is desirable to move the window ahead without having to step through the

intervening random numbers sequentially. (This feature is also desirable for the auto-sync

approach discussed above).

E. Random Number Generator with a Jump-Ahead capability
 

[00153] An attractive method for generating randomly hopped addresses is to use

identical random number generators in the transmitter and receiver and advance them as packets

are transmitted and received. There are many random number generation algorithms that could

be used. Each one has strengths and weaknesses for address hopping applications.

[00154] Linear congruential random number generators (LCRs) are fast, simple and

well characterized random number generators that can be made to jump ahead 11 steps efficiently.

An LCR generates random numbers X1, X2, X3 Xk starting with seed X0 using a recurrence

Xi=(a Xi-l + b) mod 0, (l)

where a, b and c define a particular LCR. Another expression for Xi,

Xi=((ai(X0+b)-b)/(a-l)) mod c (2)

enables the jump-ahead capability. The factor ai can grow very large even for modest i if left

unfettered. Therefore some special properties of the modulo operation can be used to control the

size and processing time required to compute (2). (2) can be rewritten as:
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Xi=(ai(X0(a-1)+b)-b)/(a-l) mod c. (3)

It can be shown that:

(ai(X0(a-1)+b)-b)/(a-l) mod c =

((a1 mod((a- l )c)(X0(a- l )+b) -b) /(a- l )) mod c (4).

[00155] (X0(a-1)+b) can be stored as (X0(a-1)+b) mod c, b as b mod c and compute a1

mod((a-1)c) (this requires O(log(i)) steps).

[00156] A practical implementation of this algorithm would jump a fixed distance, 11,

between synchronizations; this is tantamount to synchronizing every n packets. The window

would commence n 1P pairs from the start of the previous window. Using XjW, the random

number at the jth checkpoint, as X0 and n as 2', a node can store anmod((a- l)c) once per LCR and

set

[00157] xj+1W=an+1)=((an mod((a-l)c) (ij (a-1)+b)—b)/(a-l))mod c, (5)

to generate the random number for the j+lth synchronization. Using this construction, a node

could jump ahead an arbitrary (but fixed) distance between synchronizations in a constant

amount of time (independent of 11).

[00158] Pseudo-random number generators, in general, and LCRs, in particular, will

eventually repeat their cycles. This repetition may present vulnerability in the IP hopping

scheme. An adversary would simply have to wait for a repeat to predict future sequences. One

way of coping with this vulnerability is to create a random number generator with a known long

cycle. A random sequence can be replaced by a new random number generator before it repeats.

LCRs can be constructed with known long cycles. This is not currently true of many random

number generators.

[00159] Random number generators can be cryptographically insecure. An adversary

can derive the RNG parameters by examining the output or part of the output. This is true of
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LCGs. This vulnerability can be mitigated by incorporating an encryptor, designed to scramble

the output as part of the random number generator. The random number generator prevents an

adversary from mounting an attack—e.g., a known plaintext attack—against the encryptor.

F. Random Number Generator Example
 

[00160] Consider a RNG Where a=3l,b=4 and c=15. For this case equation (1)

becomes:

Xi=(3l X14 + 4) mod 15. (6)

Ifone sets X0=l, equation (6) Will produce the sequence 1, 5, 9, l3, 2, 6, 10, 14, 3, 7, ll,

0, 4, 8, 12. This sequence Will repeat indefinitely. For a jump ahead of 3 numbers in this

sequence an: 3l3=2979l, c*(a-l)=15*30=450 and ar1 mod((a-l)c) =

3 l3mod(l5*30)=2979lmod(450)=9l. Equation (5) becomes:

((91 (Xi30+4)-4)/30)mod 15 (7).

Table 1 shows the jump ahead calculations from (7) . The calculations start at 5 and jump

ahead 3.

 

 

 

 

 

        
 

TABLE 1

1 X1 (X130+4) 91 (X,30+4)—4 ((91 (X130+4)—4)/30 Xi+3

1 5 154 14010 467 2

4 2 64 5820 194 14

7 14 424 38580 1286 11

10 11 334 30390 1013 8

13 8 244 22200 740 5
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G. Fast Packet Filter

[00161] Address hopping VPNs must rapidly determine whether a packet has a valid

header and thus requires further processing, or has an invalid header (a hostile packet) and

should be immediately rejected. Such rapid determinations will be referred to as “fast packet

filtering.” This capability protects the VPN from attacks by an adversary who streams hostile

packets at the receiver at a high rate of speed in the hope of saturating the receiver’s processor (a

so-called “denial of service” attack). Fast packet filtering is an important feature for

implementing VPNs on shared media such as Ethernet.

[00162] Assuming that all participants in a VPN share an unassigned “A” block of

addresses, one possibility is to use an experimental “A” block that will never be assigned to any

machine that is not address hopping on the shared medium. “A” blocks have a 24 bits of address

that can be hopped as opposed to the 8 bits in “C” blocks. In this case a hopblock will be the “A”

block. The use of the experimental “A” block is a likely option on an Ethernet because:

1. The addresses have no validity outside of the Ethernet and will not be routed out to a

valid outside destination by a gateway.

2. There are 224 (~16 million) addresses that can be hopped within each “A” block. This

yields >280 trillion possible address pairs making it very unlikely that an adversary

would guess a valid address. It also provides acceptably low probability of collision

between separate VPNs (all VPNs on a shared medium independently generate random

address pairs from the same “A” block).

3. The packets will not be received by someone on the Ethernet who is not on a VPN

(unless the machine is in promiscuous mode) minimizing impact on non-VPN computers.

[00163] The Ethernet example will be used to describe one implementation of fast

packet filtering. The ideal algorithm would quickly examine a packet header, determine whether

the packet is hostile, and reject any hostile packets or determine which active IP pair the packet

header matches. The problem is a classical associative memory problem. A variety of techniques
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have been developed to solve this problem (hashing, B—trees etc). Each of these approaches has

its strengths and weaknesses. For instance, hash tables can be made to operate quite fast in a

statistical sense, but can occasionally degenerate into a much slower algorithm. This slowness

can persist for a period of time. Since there is a need to discard hostile packets quickly at all

times, hashing would be unacceptable.

H. Presence Vector Algorithm
 

[00164] A presence vector is a bit vector of length 211 that can be indexed by n-bit

numbers (each ranging from 0 to 211 -l). One can indicate the presence of k n-bit numbers (not

necessarily unique), by setting the bits in the presence vector indexed by each number to 1.

Otherwise, the bits in the presence vector are 0. An 11-bit number, x, is one of the k numbers if

and only if the xth bit of the presence vector is l. A fast packet filter can be implemented by

indexing the presence vector and looking for a l, which will be referred to as the “test.”

[00165] For example, suppose one wanted to represent the number 135 using a

presence vector. The 135th bit of the vector would be set. Consequently, one could very quickly

determine whether an address of 135 was valid by checking only one bit: the 135th bit. The

presence vectors could be created in advance corresponding to the table entries for the IP

addresses. In effect, the incoming addresses can be used as indices into a long vector, making

comparisons very fast. As each RNG generates a new address, the presence vector is updated to

reflect the information. As the window moves, the presence vector is updated to zero out

addresses that are no longer valid.

[00166] There is a trade-off between efficiency of the test and the amount of memory

required for storing the presence vector(s). For instance, if one were to use the 48 bits of hopping

addresses as an index, the presence vector would have to be 35 terabytes. Clearly, this is too

large for practical purposes. Instead, the 48 bits can be divided into several smaller fields. For

instance, one could subdivide the 48 bits into four 12-bit fields (see FIG. 16). This reduces the

storage requirement to 2048 bytes at the expense of occasionally having to process a hostile

packet. In effect, instead of one long presence vector, the decomposed address portions must

match all four shorter presence vectors before further processing is allowed. (If the first part of
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the address portion doesn’t match the first presence vector, there is no need to check the

remaining three presence vectors).

[00167] A presence vector will have a l in the yth bit if and only if one or more

addresses with a corresponding field of y are active. An address is active only if each presence

vector indexed by the appropriate sub-field of the address is 1.

[00168] Consider a window of 32 active addresses and 3 checkpoints. A hostile packet

will be rejected by the indexing of one presence vector more than 99% of the time. A hostile

packet will be rejected by the indexing of all 4 presence vectors more than 99.9999995% of the

time. On average, hostile packets will be rejected in less than 1.02 presence vector index

operations.

[00169] The small percentage of hostile packets that pass the fast packet filter will be

rejected when matching pairs are not found in the active window or are active checkpoints.

Hostile packets that serendipitously match a header will be rejected when the VPN software

attempts to decrypt the header. However, these cases will be extremely rare. There are many

other ways this method can be configured to arbitrate the space/speed tradeoffs.

I. Further Synchronization Enhancements
 

[00170] A slightly modified form of the synchronization techniques described above

can be employed. The basic principles of the previously described checkpoint synchronization

scheme remain unchanged. The actions resulting from the reception of the checkpoints are,

however, slightly different. In this variation, the receiver will maintain between 000 (“Out of

Order”) and 2xWINDOW_SIZE+OoO active addresses (l 3000 SWINDOW_SIZE and

WINDOW_SIZE 21). 000 and WINDOW_SIZE are engineerable parameters, where 000 is

the minimum number of addresses needed to accommodate lost packets due to events in the

network or out of order arrivals and WINDOW_SIZE is the number of packets transmitted

before a SYNC_REQ is issued. FIG. 17 depicts a storage array for a receiver’s active addresses.

[00171] The receiver starts with the first 2xWINDOW_SIZE addresses loaded and

active (ready to receive data). As packets are received, the corresponding entries are marked as
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“used” and are no longer eligible to receive packets. The transmitter maintains a packet counter,

initially set to 0, containing the number of data packets transmitted since the last initial

transmission of a SYNC_REQ for which SYNC_ACK has been received. When the transmitter

packet counter equals WINDOW_SIZE, the transmitter generates a SYNC_REQ and does its

initial transmission. When the receiver receives a SYNC_REQ corresponding to its current

CKPT_N, it generates the next WINDOW_SIZE addresses and starts loading them in order

starting at the first location after the last active address wrapping around to the beginning of the

array after the end of the array has been reached. The receiver’s array might look like FIG. 18

when a SYNC_REQ has been received. In this case a couple of packets have been either lost or

will be received out of order when the SYNC_REQ is received.

[00172] FIG. 19 shows the receiver’s array after the new addresses have been

generated. If the transmitter does not receive a SYNC_ACK, it will re-issue the SYNC_REQ at

regular intervals. When the transmitter receives a SYNC_ACK, the packet counter is

decremented by WINDOW_SIZE. If the packet counter reaches 2XWINDOW_SIZE — 000

then the transmitter ceases sending data packets until the appropriate SYNC_ACK is finally

received. The transmitter then resumes sending data packets. Future behavior is essentially a

repetition of this initial cycle. The advantages of this approach are:

1. There is no need for an efficient jump ahead in the random number generator,

2. No packet is ever transmitted that does not have a corresponding entry in the receiver

side

3. No timer based re-synchronization is necessary. This is a consequence of 2.

4. The receiver will always have the ability to accept data messages transmitted within 000

messages of the most recently transmitted message.

I. Distributed Transmission Path Variant
 

[00173] Another embodiment incorporating various inventive principles is shown in

FIG. 20. In this embodiment, a message transmission system includes a first computer 2001 in

communication with a second computer 2002 through a network 2011 of intermediary
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computers. In one variant of this embodiment, the network includes two edge routers 2003 and

2004 each of which is linked to a plurality of Internet Service Providers (ISPs) 2005 through

2010. Each ISP is coupled to a plurality of other ISPs in an arrangement as shown in FIG. 20,

which is a representative configuration only and is not intended to be limiting. Each connection

between ISPs is labeled in FIG. 20 to indicate a specific physical transmission path (e. g., AD is a

physical path that links ISP A (element 2005) to ISP D (element 2008)). Packets arriving at each

edge router are selectively transmitted to one of the ISPs to which the router is attached on the

basis of a randomly or quasi-randomly selected basis.

[00174] As shown in FIG. 21, computer 2001 or edge router 2003 incorporates a

plurality of link transmission tables 2100 that identify, for each potential transmission path

through the network, valid sets of IP addresses that can be used to transmit the packet. For

example, AD table 2101 contains a plurality of IP source/destination pairs that are randomly or

quasi-randomly generated. When a packet is to be transmitted from first computer 2001 to

second computer 2002, one of the link tables is randomly (or quasi-randomly) selected, and the

next valid source/destination address pair from that table is used to transmit the packet through

the network. Ifpath AD is randomly selected, for example, the next source/destination IP address

pair (which is pre-determined to transmit between ISP A (element 2005) and ISP B (element

2008)) is used to transmit the packet. If one of the transmission paths becomes degraded or

inoperative, that link table can be set to a “down” condition as shown in table 2105, thus

preventing addresses from being selected from that table. Other transmission paths would be

unaffected by this broken link.

3. CONTINUATION-IN—PART IMPROVEMENTS
 

[00175] The following describes various improvements and features that can be

applied to the embodiments described above. The improvements include: (1) a load balancer that

distributes packets across different transmission paths according to transmission path quality; (2)

a DNS proxy server that transparently creates a virtual private network in response to a domain

name inquiry; (3) a large-to-small link bandwidth management feature that prevents denial-of-

service attacks at system chokepoints; (4) a traffic limiter that regulates incoming packets by

limiting the rate at which a transmitter can be synchronized with a receiver; and (5) a signaling
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synchronizer that allows a large number of nodes to communicate with a central node by

partitioning the communication function between two separate entities. Each is discussed

separately below.

A. Load Balancer

[00176] Various embodiments described above include a system in which a

transmitting node and a receiving node are coupled through a plurality of transmission paths, and

wherein successive packets are distributed quasi-randomly over the plurality of paths. See, for

example, FIGS. 20 and 21 and accompanying description. The improvement extends this basic

concept to encompass distributing packets across different paths in such a manner that the loads

on the paths are generally balanced according to transmission link quality.

[00177] In one embodiment, a system includes a transmitting node and a receiving

node that are linked via a plurality of transmission paths having potentially varying transmission

quality. Successive packets are transmitted over the paths based on a weight value distribution

function for each path. The rate that packets will be transmitted over a given path can be

different for each path. The relative “health” of each transmission path is monitored in order to

identify paths that have become degraded. In one embodiment, the health of each path is

monitored in the transmitter by comparing the number of packets transmitted to the number of

packet acknowledgements received. Each transmission path may comprise a physically separate

path (e. g., via dial-up phone line, computer network, router, bridge, or the like), or may comprise

logically separate paths contained within a broadband communication medium (e.g., separate

channels in an FDM, TDM, CDMA, or other type of modulated or unmodulated transmission

link).

[00178] When the transmission quality of a path falls below a predetermined threshold

and there are other paths that can transmit packets, the transmitter changes the weight value used

for that path, making it less likely that a given packet will be transmitted over that path. The

weight will preferably be set no lower than a minimum value that keeps nominal traffic on the

path. The weights of the other available paths are altered to compensate for the change in the

affected path. When the quality of a path degrades to where the transmitter is turned off by the
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synchronization function (i.e., no packets are arriving at the destination), the weight is set to

zero. If all transmitters are turned off, no packets are sent.

[00179] Conventional TCP/IP protocols include a “throttling” feature that reduces the

transmission rate of packets when it is determined that delays or errors are occurring in

transmission. In this respect, timers are sometimes used to determine whether packets have been

received. These conventional techniques for limiting transmission of packets, however, do not

involve multiple transmission paths between two nodes wherein transmission across a particular

path relative to the others is changed based on link quality.

[00180] According to certain embodiments, in order to damp oscillations that might

otherwise occur if weight distributions are changed drastically (e.g., according to a step

function), a linear or an exponential decay formula can be applied to gradually decrease the

weight value over time that a degrading path will be used. Similarly, if the health of a degraded

path improves, the weight value for that path is gradually increased.

[00181] Transmission link health can be evaluated by comparing the number of

packets that are acknowledged within the transmission window (see embodiments discussed

above) to the number of packets transmitted within that window and by the state of the

transmitter (i.e., on or off). In other words, rather than accumulating general transmission

statistics over time for a path, one specific implementation uses the “windowing” concepts

described above to evaluate transmission path health.

[00182] The same scheme can be used to shift virtual circuit paths from an

“unhealthy” path to a “healthy” one, and to select a path for a new virtual circuit.

[00183] FIG. 22A shows a flowchart for adjusting weight values associated with a

plurality of transmission links. It is assumed that software executing in one or more computer

nodes executes the steps shown in FIG. 22A. It is also assumed that the software can be stored on

a computer-readable medium such as a magnetic or optical disk for execution by a computer.

[00184] Beginning in step 2201, the transmission quality of a given transmission path

is measured. As described above, this measurement can be based on a comparison between the
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number of packets transmitted over a particular link to the number of packet acknowledgements

received over the link (e. g., per unit time, or in absolute terms). Alternatively, the quality can be

evaluated by comparing the number of packets that are acknowledged within the transmission

window to the number of packets that were transmitted within that window. In yet another

variation, the number of missed synchronization messages can be used to indicate link quality.

Many other variations are of course possible.

[00185] In step 2202, a check is made to determine whether more than one transmitter

(e. g., transmission path) is turned on. Ifnot, the process is terminated and resumes at step 2201.

[00186] In step 2203, the link quality is compared to a given threshold (e.g., 50%, or

any arbitrary number). If the quality falls below the threshold, then in step 2207 a check is made

to determine whether the weight is above a minimum level (e.g., 1%). If not, then in step 2209

the weight is set to the minimum level and processing resumes at step 2201. If the weight is

above the minimum level, then in step 2208 the weight is gradually decreased for the path, then

in step 2206 the weights for the remaining paths are adjusted accordingly to compensate (e.g.,

they are increased).

[00187] If in step 2203 the quality of the path was greater than or equal to the

threshold, then in step 2204 a check is made to determine whether the weight is less than a

steady-state value for that path. If so, then in step 2205 the weight is increased toward the steady-

state value, and in step 2206 the weights for the remaining paths are adjusted accordingly to

compensate (e.g., they are decreased). If in step 2204 the weight is not less than the steady-state

value, then processing resumes at step 2201 without adjusting the weights.

[00188] The weights can be adjusted incrementally according to various functions,

preferably by changing the value gradually. In one embodiment, a linearly decreasing function is

used to adjust the weights; according to another embodiment, an exponential decay function is

used. Gradually changing the weights helps to damp oscillators that might otherwise occur if the

probabilities were abruptly.
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[00189] Although not explicitly shown in FIG. 22A the process can be performed only

periodically (e.g., according to a time schedule), or it can be continuously run, such as in a

background mode of operation. In one embodiment, the combined weights of all potential paths

should add up to unity (e.g., when the weighting for one path is decreased, the corresponding

weights that the other paths will be selected will increase).

[00190] Adjustments to weight values for other paths can be prorated. For example, a

decrease of 10% in weight value for one path could result in an evenly distributed increase in the

weights for the remaining paths. Alternatively, weightings could be adjusted according to a

weighted formula as desired (e.g., favoring healthy paths over less healthy paths). In yet another

variation, the difference in weight value can be amortized over the remaining links in a manner

that is proportional to their traffic weighting.

[00191] FIG. 22B shows steps that can be executed to shut down transmission links

where a transmitter turns off In step 2210, a transmitter shut-down event occurs. In step 2211, a

test is made to determine whether at least one transmitter is still turned on. If not, then in step

2215 all packets are dropped until a transmitter turns on. If in step 2211 at least one transmitter is

turned on, then in step 2212 the weight for the path is set to zero, and the weights for the

remaining paths are adjusted accordingly.

[00192] FIG. 23 shows a computer node 2301 employing various principles of the

above- described embodiments. It is assumed that two computer nodes of the type shown in FIG.

23 communicate over a plurality of separate physical transmission paths. As shown in FIG. 23,

four transmission paths X1 through X4 are defined for communicating between the two nodes.

Each node includes a packet transmitter 2302 that operates in accordance with a transmit table

2308 as described above. (The packet transmitter could also operate without using the IP-

hopping features described above, but the following description assumes that some form of

hopping is employed in conjunction with the path selection mechanism.). The computer node

also includes a packet receiver 2303 that operates in accordance with a receive table 2309,

including a moving window W that moves as valid packets are received. Invalid packets having

source and destination addresses that do not fall within window W are rejected.
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[00193] As each packet is readied for transmission, source and destination IP

addresses (or other discriminator values) are selected from transmit table 2308 according to any

of the various algorithms described above, and packets containing these source/destination

address pairs, which correspond to the node to which the four transmission paths are linked, are

generated to a transmission path switch 2307. Switch 2307, which can comprise a software

function, selects from one of the available transmission paths according to a weight distribution

table 2306. For example, if the weight for path X1 is 0.2, then every fifth packet will be

transmitted on path Xl. A similar regime holds true for the other paths as shown. Initially, each

link’s weight value can be set such that it is proportional to its bandwidth, which will be referred

to as its “steady-state” value.

[00194] Packet receiver 2303 generates an output to a link quality measurement

function 2304 that operates as described above to determine the quality of each transmission

path. (The input to packet receiver 2303 for receiving incoming packets is omitted for clarity).

Link quality measurement function 2304 compares the link quality to a threshold for each

transmission link and, if necessary, generates an output to weight adjustment function 2305. If a

weight adjustment is required, then the weights in table 2306 are adjusted accordingly,

preferably according to a gradual (e.g., linearly or exponentially declining) function. In one

embodiment, the weight values for all available paths are initially set to the same value, and only

when paths degrade in quality are the weights changed to reflect differences.

[00195] Link quality measurement function 2304 can be made to operate as part of a

synchronizer function as described above. That is, if resynchronization occurs and the receiver

detects that synchronization has been lost (e. g., resulting in the synchronization window W being

advanced out of sequence), that fact can be used to drive link quality measurement function

2304. According to one embodiment, load balancing is performed using information garnered

during the normal synchronization, augmented slightly to communicate link health from the

receiver to the transmitter. The receiver maintains a count, MESS_R(W), of the messages

received in synchronization window W. When it receives a synchronization request

(SYNC_REQ) corresponding to the end of window W, the receiver includes counter MESS_R in

the resulting synchronization acknowledgement (SYNC_ACK) sent back to the transmitter. This
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allows the transmitter to compare messages sent to messages received in order to asses the health

of the link.

[00196] If synchronization is completely lost, weight adjustment function 2305

decreases the weight value on the affected path to zero. When synchronization is regained, the

weight value for the affected path is gradually increased to its original value. Alternatively, link

quality can be measured by evaluating the length of time required for the receiver to

acknowledge a synchronization request. In one embodiment, separate transmit and receive tables

are used for each transmission path.

[00197] When the transmitter receives a SYNC_ACK, the MESS_R is compared with

the number of messages transmitted in a window (MESS_T). When the transmitter receives a

SYNC_ACK, the traffic probabilities will be examined and adjusted if necessary. MESS_R is

compared with the number of messages transmitted in a window (MESS_T). There are two

possibilities:

1. If MESS_R is less than a threshold value, THRESH, then the link will be deemed

to be unhealthy. If the transmitter was turned off, the transmitter is turned on and the weight P

for that link will be set to a minimum value MIN. This will keep a trickle of traffic on the link for

monitoring purposes until it recovers. If the transmitter was turned on, the weight P for that link

will be set to:

P’=0Lx MIN +(1— 0c)xP (1)

Equation 1 will exponentially damp the traffic weight value to MIN during sustained periods of

degraded service.

2. If MESS_R for a link is greater than or equal to THRESH, the link will be

deemed healthy. If the weight P for that link is greater than or equal to the steady state value S

for that link, then P is left unaltered. If the weight P for that link is less than THRESH then P will

be set to:

P’=BX S +(l- B)XP (2)
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where B is a parameter such that 0<=B<=l that determines the damping rate of P.

[00198] Equation 2 will increase the traffic weight to S during sustained periods of

acceptable service in a damped exponential fashion.

[00199] A detailed example will now be provided with reference to FIG. 24. As shown

in FIG. 24, a first computer 2401 communicates with a second computer 2402 through two

routers 2403 and 2404. Each router is coupled to the other router through three transmission

links. As described above, these may be physically diverse links or logical links (including

virtual private networks).

[00200] Suppose that a first link Ll can sustain a transmission bandwidth of 100 Mb/s

and has a window size of 32; link L2 can sustain 75 Mb/s and has a window size of 24; and link

L3 can sustain 25 Mb/s and has a window size of 8. The combined links can thus sustain

200Mb/s. The steady state traffic weights are 0.5 for link Ll; 0.375 for link L2, and 0.125 for

link L3. MIN=1Mb/s, THRESH =0.8 MESS_T for each link, oc=.75 and B=.5. These traffic

weights will remain stable until a link stops for synchronization or reports a number of packets

received less than its THRESH. Consider the following sequence of events:

1. Link Ll receives a SYNC_ACK containing a MESS_R of 24, indicating that only

75% of the MESS_T (32) messages transmitted in the last window were successfully received.

Link 1 would be below THRESH (0.8). Consequently, link L1 ’s traffic weight value would be

reduced to 0.12825, while link L2’s traffic weight value would be increased to 0.65812 and

link L3 ’s traffic weight value would be increased to 0.217938.

2. Link L2 and L3 remained healthy and link Ll stopped to synchronize. Then link

L1 ’s traffic weight value would be set to 0, link L2’s traffic weight value would be set to 0.75,

and link L33 ’s traffic weight value would be set to 0.25.

3. Link Ll finally received a SYNC_ACK containing a MESS_R of 0 indicating that

none of the MESS_T (32) messages transmitted in the last window were successfully received.

Link L1 would be below THRESH. Link L1 ’s traffic weight value would be increased to .005,
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link L2’s traffic weight value would be decreased to 0.74625, and link L3’s traffic weight

value would be decreased to 0.24875.

4. Link Ll received a SYNC_ACK containing a MESS_R of 32 indicating that 100%

of the MESS_T (32) messages transmitted in the last window were successfully received. Link

L1 would be above THRESH. Link Ll’s traffic weight value would be increased to 0.2525,

while link L2’s traffic weight value would be decreased to 0.560625 and link L3’s traffic

weight value would be decreased to .186875.

5. Link L1 received a SYNC_ACK containing a MESS_R of 32 indicating that 100%

of the MESS_T (32) messages transmitted in the last window were successfully received. Link

L1 would be above THRESH. Link L1 ’s traffic weight value would be increased to 0.37625;

link L2’s traffic weight value would be decreased to 0.4678125, and link L3’s traffic weight

value would be decreased to 0.1559375.

6. Link L1 remains healthy and the traffic probabilities approach their steady state

traffic probabilities.

B. Use of a DNS Proxy to Transparently Create Virtual Private Networks
 

[00201] A second improvement concerns the automatic creation of a virtual private

network (VPN) in response to a domain-name server look-up function.

[00202] Conventional Domain Name Servers (DNSs) provide a look-up function that

returns the IP address of a requested computer or host. For example, when a computer user types

in the web name “Yahoo.com,” the user’s web browser transmits a request to a DNS, which

converts the name into a four-part IP address that is returned to the user’s browser and then used

by the browser to contact the destination web site.

[00203] This conventional scheme is shown in FIG. 25. A user’s computer 2501

includes a client application 2504 (for example, a web browser) and an IP protocol stack 2505.

When the user enters the name of a destination host, a request DNS REQ is made (through IP

protocol stack 2505) to a DNS 2502 to look up the IP address associated with the name. The

DNS returns the IP address DNS RESP to client application 2504, which is then able to use the
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IP address to communicate with the host 2503 through separate transactions such as PAGE REQ

and PAGE RESP.

[00204] In the conventional architecture shown in FIG. 25, nefarious listeners on the

Internet could intercept the DNS REQ and DNS RESP packets and thus learn what IP addresses

the user was contacting. For example, if a user wanted to set up a secure communication path

with a web site having the name “Target.com,” when the user’s browser contacted a DNS to find

the IP address for that web site, the true IP address of that web site would be revealed over the

Internet as part of the DNS inquiry. This would hamper anonymous communications on the

Internet.

[00205] One conventional scheme that provides secure virtual private networks over

the Internet provides the DNS server with the public keys of the machines that the DNS server

has the addresses for. This allows hosts to retrieve automatically the public keys of a host that the

host is to communicate with so that the host can set up a VPN without having the user enter the

public key of the destination host. One implementation of this standard is presently being

developed as part of the FreeS/WAN project(RFC 2535).

[00206] The conventional scheme suffers from certain drawbacks. For example, any

user can perform a DNS request. Moreover, DNS requests resolve to the same value for all users.

[00207] According to certain aspects of the invention, a specialized DNS server traps

DNS requests and, if the request is from a special type of user (e.g., one for which secure

communication services are defined), the server does not return the true IP address of the target

node, but instead automatically sets up a virtual private network between the target node and the

user. The VPN is preferably implemented using the IP address “hopping” features of the basic

invention described above, such that the true identity of the two nodes cannot be determined

even if packets during the communication are intercepted. For DNS requests that are determined

to not require secure services (e.g., an unregistered user), the DNS server transparently “passes

through” the request to provide a normal look-up function and return the IP address of the target

web server, provided that the requesting host has permissions to resolve unsecured sites.

Different users who make an identical DNS request could be provided with different results.
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[00208] FIG. 26 shows a system employing various principles summarized above. A

user’s computer 2601 includes a conventional client (e.g., a web browser) 2605 and an IP

protocol stack 2606 that preferably operates in accordance with an IP hopping function 2607 as

outlined above. A modified DNS server 2602 includes a conventional DNS server function 2609

and a DNS proxy 2610. A gatekeeper server 2603 is interposed between the modified DNS

server and a secure target site 2704. An “unsecure” target site 2611 is also accessible via

conventional IP protocols.

[00209] According to one embodiment, DNS proxy 2610 intercepts all DNS lookup

functions from client 2605 and determines whether access to a secure site has been requested. If

access to a secure site has been requested (as determined, for example, by a domain name

extension, or by reference to an internal table of such sites), DNS proxy 2610 determines

whether the user has sufficient security privileges to access the site. If so, DNS proxy 2610

transmits a message to gatekeeper 2603 requesting that a virtual private network be created

between user computer 2601 and secure target site 2604. In one embodiment, gatekeeper 2603

creates “hopblocks” to be used by computer 2601 and secure target site 2604 for secure

communication. Then, gatekeeper 2603 communicates these to user computer 2601. Thereafter,

DNS proxy 2610 returns to user computer 2601 the resolved address passed to it by the

gatekeeper (this address could be different from the actual target computer) 2604, preferably

using a secure administrative VPN. The address that is returned need not be the actual address of

the destination computer.

[00210] Had the user requested lookup of a non-secure web site such as site 2611,

DNS proxy would merely pass through to conventional DNS server 2609 the look-up request,

which would be handled in a conventional manner, returning the IP address of non-secure web

site 2611. If the user had requested lookup of a secure web site but lacked credentials to create

such a connection, DNS proxy 2610 would return a “host unknown” error to the user. In this

manner, different users requesting access to the same DNS name could be provided with

different look-up results.

[00211] Gatekeeper 2603 can be implemented on a separate computer (as shown in

FIG. 26) or as a function within modified DNS server 2602. In general, it is anticipated that
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gatekeeper 2703 facilitates the allocation and exchange of information needed to communicate

securely, such as using “hopped” IP addresses. Secure hosts such as site 2604 are assumed to be

equipped with a secure communication function such as an IP hopping function 2608.

[00212] It will be appreciated that the functions of DNS proxy 2610 and DNS server

2609 can be combined into a single server for convenience. Moreover, although element 2602 is

shown as combining the functions of two servers, the two servers can be made to operate

independently.

[00213] FIG. 27 shows steps that can be executed by DNS proxy server 2610 to handle

requests for DNS look-up for secure hosts. In step 2701, a DNS look-up request is received for a

target host. In step 2702, a check is made to determine whether access to a secure host was

requested. If not, then in step 2703 the DNS request is passed to conventional DNS server 2609,

which looks up the IP address of the target site and returns it to the user’s application for further

processing.

[00214] In step 2702, if access to a secure host was requested, then in step 2704 a

further check is made to determine whether the user is authorized to connect to the secure host.

Such a check can be made with reference to an internally stored list of authorized IP addresses,

or can be made by communicating with gatekeeper 2603 (e.g., over an “administrative” VPN

that is secure). It will be appreciated that different levels of security can also be provided for

different categories of hosts. For example, some sites may be designated as having a certain

security level, and the security level of the user requesting access must match that security level.

The user’s security level can also be determined by transmitting a request message back to the

user’s computer requiring that it prove that it has sufficient privileges.

[00215] If the user is not authorized to access the secure site, then a “host unknown”

message is returned (step 2705). If the user has sufficient security privileges, then in step 2706 a

secure VPN is established between the user’s computer and the secure target site. As described

above, this is preferably done by allocating a hopping regime that will be carried out between the

user’s computer and the secure target site, and is preferably performed transparently to the user

(i.e., the user need not be involved in creating the secure link). As described in various
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embodiments of this application, any of various fields can be “hopped” (e.g., IP

source/destination addresses; a field in the header; etc.) in order to communicate securely.

[00216] Some or all of the security functions can be embedded in gatekeeper 2603,

such that it handles all requests to connect to secure sites. In this embodiment, DNS proxy 2610

communicates with gatekeeper 2603 to determine (preferably over a secure administrative VPN)

whether the user has access to a particular web site. Various scenarios for implementing these

features are described by way of example below:

[00217] Scenario #1: Client has permission to access target computer, and gatekeeper

has a rule to make a VPN for the client. In this scenario, the client’s DNS request would be

received by the DNS proxy server 2610, which would forward the request to gatekeeper 2603.

The gatekeeper would establish a VPN between the client and the requested target. The

gatekeeper would provide the address of the destination to the DNS proxy, which would then

return the resolved name as a result. The resolved address can be transmitted back to the client in

a secure administrative VPN.

[00218] Scenario #2: Client does not have permission to access target computer. In

this scenario, the client’s DNS request would be received by the DNS proxy server 2610, which

would forward the request to gatekeeper 2603. The gatekeeper would reject the request,

informing DNS proxy server 2610 that it was unable to find the target computer. The DNS proxy

2610 would then return a “host unknown” error message to the client.

[00219] Scenario #3: Client has permission to connect using a normal non-VPN link,

and the gatekeeper does not have a rule to set up a VPN for the client to the target site. In this

scenario, the client’s DNS request is received by DNS proxy server 2610, which would check its

rules and determine that no VPN is needed. Gatekeeper 2603 would then inform the DNS proxy

server to forward the request to conventional DNS server 2609, which would resolve the request

and return the result to the DNS proxy server and then back to the client.

[00220] Scenario #4: Client does not have permission to establish a normal/non-VPN

link, and the gatekeeper does not have a rule to make a VPN for the client to the target site. In
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this scenario, the DNS proxy server would receive the client’s DNS request and forward it to

gatekeeper 2603. Gatekeeper 2603 would determine that no special VPN was needed, but that

the client is not authorized to communicate with non-VPN members. The gatekeeper would

reject the request, causing DNS proxy server 2610 to return an error message to the client.

C. Large Link to Small Link Bandwidth Management
 

[00221] One feature of the basic architecture is the ability to prevent so-called “denial

of service” attacks that can occur if a computer hacker floods a known Internet node with

packets, thus preventing the node from communicating with other nodes. Because IP addresses

or other fields are “hopped” and packets arriving with invalid addresses are quickly discarded,

Internet nodes are protected against flooding targeted at a single IP address.

[00222] In a system in which a computer is coupled through a link having a limited

bandwidth (e.g., an edge router) to a node that can support a much higher-bandwidth link (e.g.,

an Internet Service Provider), a potential weakness could be exploited by a determined hacker.

Referring to FIG. 28, suppose that a first host computer 2801 is communicating with a second

host computer 2804 using the IP address hopping principles described above. The first host

computer is coupled through an edge router 2802 to an Internet Service Provider (ISP) 2803

through a low bandwidth link (LOW BW), and is in turn coupled to second host computer 2804

through parts of the Internet through a high bandwidth link (HIGH BW). In this architecture, the

ISP is able to support a high bandwidth to the intemet, but a much lower bandwidth to the edge

router 2802.

[00223] Suppose that a computer hacker is able to transmit a large quantity of dummy

packets addressed to first host computer 2801 across high bandwidth link HIGH BW. Normally,

host computer 2801 would be able to quickly reject the packets since they would not fall within

the acceptance window permitted by the IP address hopping scheme. However, because the

packets must travel across low bandwidth link LOW BW, the packets overwhelm the lower

bandwidth link before they are received by host computer 2801. Consequently, the link to host

computer 2801 is effectively flooded before the packets can be discarded.
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[00224] According to one inventive improvement, a “link guard” function 2805 is

inserted into the high-bandwidth node (e. g., ISP 2803) that quickly discards packets destined for

a low- bandwidth target node if they are not valid packets. Each packet destined for a low-

bandwidth node is cryptographically authenticated to determine whether it belongs to a VPN. If

it is not a valid VPN packet, the packet is discarded at the high-bandwidth node. If the packet is

authenticated as belonging to a VPN, the packet is passed with high preference. If the packet is a

valid non-VPN packet, it is passed with a lower quality of service (e.g., lower priority).

[00225] In one embodiment, the ISP distinguishes between VPN and non-VPN

packets using the protocol of the packet. In the case of IPSEC [rfc 2401], the packets have IP

protocols 420 and 421. In the case of the TARP VPN, the packets will have an IP protocol that is

not yet defined. The ISP’s link guard, 2805, maintains a table of valid VPNs which it uses to

validate whether VPN packets are cryptographically valid. According to one embodiment,

packets that do not fall within any hop windows used by nodes on the low-bandwidth link are

rejected, or are sent with a lower quality of service. One approach for doing this is to provide a

copy of the IP hopping tables used by the low-bandwidth nodes to the high-bandwidth node,

such that both the high-bandwidth and low-bandwidth nodes track hopped packets (e.g., the

high-bandwidth node moves its hopping window as valid packets are received). In such a

scenario, the high-bandwidth node discards packets that do not fall within the hopping window

before they are transmitted over the low-bandwidth link. Thus, for example, ISP 2903 maintains

a copy 2910 of the receive table used by host computer 2901. Incoming packets that do not fall

within this receive table are discarded. According to a different embodiment, link guard 2805

validates each VPN packet using a keyed hashed message authentication code (HMAC) [rfc

2104].

[00226] According to another embodiment, separate VPNs (using, for example,

hopblocks) can be established for communicating between the low-bandwidth node and the high-

bandwidth node (i.e., packets arriving at the high-bandwidth node are converted into different

packets before being transmitted to the low-bandwidth node).

[00227] As shown in FIG. 29, for example, suppose that a first host computer 2900 is

communicating with a second host computer 2902 over the Internet, and the path includes a high
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bandwidth link HIGH BW to an ISP 2901 and a low bandwidth link LOW BW through an edge

router 2904. In accordance with the basic architecture described above, first host computer 2900

and second host computer 2902 would exchange hopblocks (or a hopblock algorithm) and would

be able to create matching transmit and receive tables 2905, 2906, 2912 and 2913. Then in

accordance with the basic architecture, the two computers would transmit packets having

seemingly random IP source and destination addresses, and each would move a corresponding

hopping window in its receive table as valid packets were received.

[00228] Suppose that a nefarious computer hacker 2903 was able to deduce that

packets having a certain range of IP addresses (e.g., addresses 100 to 200 for the sake of

simplicity) are being transmitted to ISP 2901, and that these packets are being forwarded over a

low-bandwidth link. Hacker computer 2903 could thus “flood” packets having addresses falling

into the range 100 to 200, expecting that they would be forwarded along low bandwidth link

LOW BW, thus causing the low bandwidth link to become overwhelmed. The fast packet reject

mechanism in first host computer 3000 would be of little use in rejecting these packets, since the

low bandwidth link was effectively jammed before the packets could be rejected. In accordance

with one aspect of the improvement, however, VPN link guard 2911 would prevent the attack

from impacting the performance of VPN traffic because the packets would either be rejected as

invalid VPN packets or given a lower quality of service than VPN traffic over the lower

bandwidth link. A denial-of— service flood attack could, however, still disrupt non-VPN traffic.

[00229] According to one embodiment of the improvement, ISP 2901 maintains a

separate VPN with first host computer 2900, and thus translates packets arriving at the ISP into

packets having a different IP header before they are transmitted to host computer 2900. The

cryptographic keys used to authenticate VPN packets at the link guard 2911 and the

cryptographic keys used to encrypt and decrypt the VPN packets at host 2902 and host 2901 can

be different, so that link guard 2911 does not have access to the private host data; it only has the

capability to authenticate those packets.

[00230] According to yet a third embodiment, the low-bandwidth node can transmit a

special message to the high-bandwidth node instructing it to shut down all transmissions on a

particular IP address, such that only hopped packets will pass through to the low-bandwidth
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node. This embodiment would prevent a hacker from flooding packets using a single IP address.

According to yet a fourth embodiment, the high-bandwidth node can be configured to discard

packets transmitted to the low-bandwidth node if the transmission rate exceeds a certain

predetermined threshold for any given IP address; this would allow hopped packets to go

through. In this respect, link guard 2911 can be used to detect that the rate of packets on a given

IP address are exceeding a threshold rate; further packets addressed to that same IP address

would be dropped or transmitted at a lower priority (e.g., delayed).

D. Traffic Limiter

[00231] In a system in which multiple nodes are communicating using “hopping”

technology, a treasonous insider could internally flood the system with packets. In order to

prevent this possibility, one inventive improvement involves setting up “contracts” between

nodes in the system, such that a receiver can impose a bandwidth limitation on each packet

sender. One technique for doing this is to delay acceptance of a checkpoint synchronization

request from a sender until a certain time period (e. g., one minute) has elapsed. Each receiver can

effectively control the rate at which its hopping window moves by delaying “SYNC_ACK”

responses to “SYNC_REQ” messages.

[00232] A simple modification to the checkpoint synchronizer will serve to protect a

receiver from accidental or deliberate overload from an internally treasonous client. This

modification is based on the observation that a receiver will not update its tables until a

SYNC_REQ is received on hopped address CKPT_N. It is a simple matter of deferring the

generation of a new CKPT_N until an appropriate interval after previous checkpoints.

[00233] Suppose a receiver wished to restrict reception from a transmitter to 100

packets a second, and that checkpoint synchronization messages were triggered every 50 packets,

A compliant transmitter would not issue new SYNC_REQ messages more often than every 0.5

seconds. The receiver could delay a non-compliant transmitter from synchronizing by delaying

the issuance of CKPT_N for 0.5 second after the last SYNC_REQ was accepted.

[00234] In general, if M receivers need to restrict N transmitters issuing new

SYNC_REQ messages after every W messages to sending R messages a second in aggregate,
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each receiver could defer issuing a new CKPT_N until MxNxW/R seconds have elapsed since

the last SYNC_REQ has been received and accepted. If the transmitter exceeds this rate between

a pair of checkpoints, it will issue the new checkpoint before the receiver is ready to receive it,

and the SYNC_REQ will be discarded by the receiver. After this, the transmitter will re-issue the

SYNC_REQ every Tl seconds until it receives a SYNC_ACK. The receiver will eventually

update CKPT_N and the SYNC_REQ will be acknowledged. If the transmission rate greatly

exceeds the allowed rate, the transmitter will stop until it is compliant. If the transmitter exceeds

the allowed rate by a little, it will eventually stop after several rounds of delayed synchronization

until it is in compliance. Hacking the transmitter’s code to not shut off only permits the

transmitter to lose the acceptance window. In this case it can recover the window and proceed

only after it is compliant again.

[00235] Two practical issues should be considered when implementing the above

scheme:

1. The receiver rate should be slightly higher than the permitted rate in order to allow

for statistical fluctuations in traffic arrival times and non-uniform load balancing.

2. Since a transmitter will rightfully continue to transmit for a period after a

SYNC_REQ is transmitted, the algorithm above can artificially reduce the transmitter’s

bandwidth. If events prevent a compliant transmitter from synchronizing for a period (e. g. the

network dropping a SYNC_REQ or a SYNC_ACK) a SYNC_REQ will be accepted later than

expected. After this, the transmitter will transmit fewer than expected messages before

encountering the next checkpoint. The new checkpoint will not have been activated and the

transmitter will have to retransmit the SYNC_REQ. This will appear to the receiver as if the

transmitter is not compliant. Therefore, the next checkpoint will be accepted late from the

transmitter’s perspective. This has the effect of reducing the transmitter’s allowed packet rate

until the transmitter transmits at a packet rate below the agreed upon rate for a period of time.

[00236] To guard against this, the receiver should keep track of the times that the last

C SYNC_REQs were received and accepted and use the minimum of MxNxW/R seconds after

the last SYNC_REQ has been received and accepted, 2xMxNxW/R seconds after next to the last
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SYNC_REQ has been received and accepted, CxMxNxW/R seconds after (C-1)th to the last

SYNC_REQ has been received, as the time to activate CKPT_N. This prevents the receiver from

inappropriately limiting the transmitter’s packet rate if at least one out of the last C SYNC_REQs

was processed on the first attempt.

[00237] FIG. 30 shows a system employing the above-described principles. In FIG.

30, two computers 3000 and 3001 are assumed to be communicating over a network N in

accordance with the “hopping” principles described above (e.g., hopped IP addresses,

discriminator values, etc.). For the sake of simplicity, computer 3000 will be referred to as the

receiving computer and computer 3001 will be referred to as the transmitting computer, although

full duplex operation is of course contemplated. Moreover, although only a single transmitter is

shown, multiple transmitters can transmit to receiver 3000.

[00238] As described above, receiving computer 3000 maintains a receive table 3002

including a window W that defines valid IP address pairs that will be accepted when appearing in

incoming data packets. Transmitting computer 3001 maintains a transmit table 3003 from which

the next IP address pairs will be selected when transmitting a packet to receiving computer 3000.

(For the sake of illustration, window W is also illustrated with reference to transmit table 3003).

As transmitting computer moves through its table, it will eventually generate a SYNC_REQ

message as illustrated in function 3010. This is a request to receiver 3000 to synchronize the

receive table 3002, from which transmitter 3001 expects a response in the form of a CKPT_N

(included as part of a SYNC_ACK message). If transmitting computer 3001 transmits more

messages than its allotment, it will prematurely generate the SYNC_REQ message. (If it has

been altered to remove the SYNC_REQ message generation altogether, it will fall out of

synchronization since receiver 3000 will quickly reject packets that fall outside of window W,

and the extra packets generated by transmitter 3001 will be discarded).

[00239] In accordance with the improvements described above, receiving computer

3000 performs certain steps when a SYNC_REQ message is received, as illustrated in FIG. 30.

In step 3004, receiving computer 3000 receives the SYNC_REQ message. In step 3005, a check

is made to determine whether the request is a duplicate. If so, it is discarded in step 3006. In step

3007, a check is made to determine whether the SYNC_REQ received from transmitter 3001 was
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received at a rate that exceeds the allowable rate R (i.e., the period between the time of the last

SYNC_REQ message). The value R can be a constant, or it can be made to fluctuate as desired.

If the rate exceeds R, then in step 3008 the next activation of the next CKPT_N hopping table

entry is delayed by W/R seconds after the last SYNC_REQ has been accepted.

[00240] Otherwise, if the rate has not been exceeded, then in step 3109 the next

CKPT_N value is calculated and inserted into the receiver’s hopping table prior to the next

SYNC_REQ from the transmitter 3101. Transmitter 3101 then processes the SYNC_REQ in the

normal manner.

E. Signaling Synchronizer
 

[00241] In a system in which a large number ofusers communicate with a central node

using secure hopping technology, a large amount of memory must be set aside for hopping tables

and their supporting data structures. For example, if one million subscribers to a web site

occasionally communicate with the web site, the site must maintain one million hopping tables,

thus using up valuable computer resources, even though only a small percentage of the users may

actually be using the system at any one time. A desirable solution would be a system that permits

a certain maximum number of simultaneous links to be maintained, but which would “recognize”

millions of registered users at any one time. In other words, out of a population of a million

registered users, a few thousand at a time could simultaneously communicate with a central

server, without requiring that the server maintain one million hopping tables of appreciable size.

[00242] One solution is to partition the central node into two nodes: a signaling server

that performs session initiation for user log-on and log-off (and requires only minimally sized

tables), and a transport server that contains larger hopping tables for the users. The signaling

server listens for the millions of known users and performs a fast-packet reject of other (bogus)

packets. When a packet is received from a known user, the signaling server activates a virtual

private link (VPL) between the user and the transport server, where hopping tables are allocated

and maintained. When the user logs onto the signaling server, the user’s computer is provided

with hop tables for communicating with the transport server, thus activating the VPL. The VPLs

can be torn down when they become inactive for a time period, or they can be torn down upon
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user log-out. Communication with the signaling server to allow user log-on and log-off can be

accomplished using a specialized version of the checkpoint scheme described above.

[00243] FIG. 31 shows a system employing certain of the above-described principles.

In FIG. 31, a signaling server 3101 and a transport server 3102 communicate over a link.

Signaling server 3101 contains a large number of small tables 3106 and 3107 that contain

enough information to authenticate a communication request with one or more clients 3103 and

3104. As described in more detail below, these small tables may advantageously be constructed

as a special case of the synchronizing checkpoint tables described previously. Transport server

3102, which is preferably a separate computer in communication with signaling server 3101,

contains a smaller number of larger hopping tables 3108, 3109, and 3110 that can be allocated to

create a VPN with one of the client computers.

[00244] According to one embodiment, a client that has previously registered with the

system (e.g., via a system administration function, a user registration procedure, or some other

method) transmits a request for information from a computer (e. g., a web site). In one variation,

the request is made using a “hopped” packet, such that signaling server 3101 will quickly reject

invalid packets from unauthorized computers such as hacker computer 3105. An

“administrative” VPN can be established between all of the clients and the signaling server in

order to ensure that a hacker cannot flood signaling server 3101 with bogus packets. Details of

this scheme are provided below.

[00245] Signaling server 3101 receives the request 3111 and uses it to determine that

client 3103 is a validly registered user. Next, signaling server 3101 issues a request to transport

server 3102 to allocate a hopping table (or hopping algorithm or other regime) for the purpose of

creating a VPN with client 3103. The allocated hopping parameters are returned to signaling

server 3101 (path 3113), which then supplies the hopping parameters to client 3103 via path

3114, preferably in encrypted form.

[00246] Thereafter, client 3103 communicates with transport server 3102 using the

normal hopping techniques described above. It will be appreciated that although signaling server

3101 and transport server 3102 are illustrated as being two separate computers, they could of
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course be combined into a single computer and their functions performed on the single computer.

Alternatively, it is possible to partition the functions shown in FIG. 31 differently from as shown

without departing from the inventive principles.

[00247] One advantage of the above-described architecture is that signaling server

3101 need only maintain a small amount of information on a large number ofpotential users, yet

it retains the capability of quickly rejecting packets from unauthorized users such as hacker

computer 3105. Larger data tables needed to perform the hopping and synchronization functions

are instead maintained in a transport server 3102, and a smaller number of these tables are

needed since they are only allocated for “active” links. After a VPN has become inactive for a

certain time period (e. g., one hour), the VPN can be automatically torn down by transport server

3102 or signaling server 3101.

[00248] A more detailed description will now be provided regarding how a special

case of the checkpoint synchronization feature can be used to implement the signaling scheme

described above.

[00249] The signaling synchronizer may be required to support many (millions) of

standing, low bandwidth connections. It therefore should minimize per-VPL memory usage

while providing the security offered by hopping technology. In order to reduce memory usage in

the signaling server, the data hopping tables can be completely eliminated and data can be

carried as part of the SYNC_REQ message. The table used by the server side (receiver) and

client side (transmitter) is shown schematically as element 3106 in FIG. 31.

[00250] The meaning and behaviors of CKPT_N, CKPT_O and CKPT_R remain the

same from the previous description, except that CKPT_N can receive a combined data and

SYNC_REQ message or a SYNC_REQ message without the data.

[00251] The protocol is a straightforward extension of the earlier synchronizer.

Assume that a client transmitter is on and the tables are synchronized. The initial tables can be

generated “out of band.” For example, a client can log into a web server to establish an account
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over the Internet. The client will receive keys etc encrypted over the Internet. Meanwhile, the

server will set up the signaling VPN on the signaling server.

[00252] Assuming that a client application wishes to send a packet to the server on the

client’s standing signaling VPL:

l. The client sends the message marked as a data message on the inner header using

the transmitter’s CKPT_N address. It turns the transmitter off and starts a timer Tl noting

CKPT_O. Messages can be one of three types: DATA, SYNC_REQ and SYNC_ACK. In the

normal algorithm, some potential problems can be prevented by identifying each message type

as part of the encrypted inner header field. In this algorithm, it is important to distinguish a

data packet and a SYNC_REQ in the signaling synchronizer since the data and the

SYNC_REQ come in on the same address.

2. When the server receives a data message on its CKPT_N, it verifies the message and

passes it up the stack. The message can be verified by checking message type and other

information (i.e., user credentials) contained in the inner header It replaces its CKPT_O with

CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to

correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing

CKPT_O in its payload.

3. When the client side receiver receives a SYNC_ACK on its CKPT_R with a

payload matching its transmitter side CKPT_O and the transmitter is off, the transmitter is

turned on and the receiver side CKPT_R is updated. If the SYNC_ACK’s payload does not

match the transmitter side CKPT_O or the transmitter is on, the SYNC_ACK is simply

discarded.

4. T1 expires: If the transmitter is off and the client’s transmitter side CKPT_O

matches the CKPTO associated with the timer, it starts timer Tl noting CKPT_O again, and a

SYNC_REQ is sent using the transmitter’s CKPT_O address. Otherwise, no action is taken.

5. When the server receives a SYNC_REQ on its CKPT_N, it replaces its CKPT_O

with CKPT_N and generates the next CKPT_N. It updates its transmitter side CKPT_R to
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correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK containing

CKPT_O in its payload.

6. When the server receives a SYNC_REQ on its CKPT_O, it updates its transmitter

side CKPT_R to correspond to the client’s receiver side CKPT_R and transmits a SYNC_ACK

containing CKPT_O in its payload.

[00253] FIG. 32 shows message flows to highlight the protocol. Reading from top to

bottom, the client sends data to the server using its transmitter side CKPT_N. The client side

transmitter is turned off and a retry timer is turned off. The transmitter will not transmit

messages as long as the transmitter is turned off. The client side transmitter then loads CKPT_N

into CKPT_O and updates CKPT_N. This message is successfully received and a passed up the

stack. It also synchronizes the receiver i.e., the server loads CKPT_N into CKPT_O and

generates a new CKPT_N, it generates a new CKPT_R in the server side transmitter and

transmits a SYNC_ACK containing the server side receiver’s CKPT_O the server. The

SYNC_ACK is successfully received at the client. The client side receiver’s CKPT_R is

updated, the transmitter is turned on and the retry timer is killed. The client side transmitter is

ready to transmit a new data message.

[00254] Next, the client sends data to the server using its transmitter side CKPT_N.

The client side transmitter is turned off and a retry timer is turned off. The transmitter will not

transmit messages as long as the transmitter is turned off. The client side transmitter then loads

CKPT_N into CKPT_O and updates CKPT_N. This message is lost. The client side timer

expires and as a result a SYNC_REQ is transmitted on the client side transmitter’s CKPT_O

(this will keep happening until the SYNC_ACK has been received at the client). The

SYNC_REQ is successfully received at the server. It synchronizes the receiver i.e., the server

loads CKPT_N into CKPT_O and generates a new CKPT_N, it generates an new CKPT_R in the

server side transmitter and transmits a SYNC_ACK containing the server side receiver’s

CKPT_O the server. The SYNC_ACK is successfully received at the client. The client side

receiver’s CKPT_R is updated, the transmitter is turned off and the retry timer is killed. The

client side transmitter is ready to transmit a new data message.

-77-

Petitioner Apple Inc. — EX. 1004, p. 94



Petitioner Apple Inc. - Ex. 1004, p. 95

Attorney Docket No. 77580-196(VRNK1CP3CNFT10)

[00255] There are numerous other scenarios that follow this flow. For example, the

SYNC_ACK could be lost. The transmitter would continue to re-send the SYNC_REQ until the

receiver synchronizes and responds.

[00256] The above-described procedures allow a client to be authenticated at signaling

server 3201 while maintaining the ability of signaling server 3201 to quickly reject invalid

packets, such as might be generated by hacker computer 3205. In various embodiments, the

signaling synchronizer is really a derivative of the synchronizer. It provides the same protection

as the hopping protocol, and it does so for a large number of low bandwidth connections.

F. One-Click Secure On—line Communications and Secure Domain Name Service

[00257] The present invention provides a technique for establishing a secure

communication link between a first computer and a second computer over a computer network.

Preferably, a user enables a secure communication link using a single click of a mouse, or a

corresponding minimal input from another input device, such as a keystroke entered on a

keyboard or a click entered through a trackball. Alternatively, the secure link is automatically

established as a default setting at boot-up of the computer (i.e., no click). FIG. 33 shows a system

block diagram 3300 of a computer network in which the one-click secure communication

method of the present invention is suitable. In FIG. 33, a computer terminal or client computer

3301, such as a personal computer (PC), is connected to a computer network 3302, such as the

Internet, through an ISP 3303. Alternatively, computer 3301 can be connected to computer

network 3302 through an edge router. Computer 3301 includes an input device, such as a

keyboard and/or mouse, and a display device, such as a monitor. Computer 3301 can

communicate conventionally with another computer 3304 connected to computer network 3302

over a communication link 3305 using a browser 3306 that is installed and operates on computer

3301 in a well-known manner.

[00258] Computer 3304 can be, for example, a server computer that is used for

conducting e-commerce. In the situation when computer network 3302 is the Internet, computer

3304 typically will have a standard top-level domain name such as .com, .net, .org, .edu, .mil or

. gov.
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[00259] FIG. 34 shows a flow diagram 3400 for installing and establishing a “one-

click” secure communication link over a computer network according to the present invention.

At step 3401, computer 3301 is connected to server computer 3304 over a non-VPN

communication link 3305. Web browser 3306 displays a web page associated with server 3304

in a well-known manner. According to one variation of the invention, the display of computer

3301 contains a hyperlink, or an icon representing a hyperlink, for selecting a virtual private

network (VPN) communication link (“go secure” hyperlink) through computer network 3302

between terminal 3301 and server 3304. Preferably, the “go secure” hyperlink is displayed as

part of the web page downloaded from server computer 3304, thereby indicating that the entity

providing server 3304 also provides VPN capability.

[00260] By displaying the “go secure” hyperlink, a user at computer 3301 is informed

that the current communication link between computer 3301 and server computer 3304 is a non-

secure, non-VPN communication link. At step 3402, it is determined whether a user of computer

3301 has selected the “go secure” hyperlink. If not, processing resumes using a non-secure

(conventional) communication method (not shown). If, at step 3402, it is determined that the user

has selected the “go secure” hyperlink, flow continues to step 3403 where an object associated

with the hyperlink determines whether a VPN communication software module has already been

installed on computer 3301. Alternatively, a user can enter a command into computer 3301 to

“go secure.”

[00261] If, at step 3403, the object determines that the software module has been

installed, flow continues to step 3407. If, at step 3403, the object determines that the software

module has not been installed, flow continues to step 3404 where a non-VPN communication

link 3307 is launched between computer 3301 and a website 3308 over computer network 3302

in a well— known manner. Website 3308 is accessible by all computer terminals connected to

computer network 3302 through a non-VPN communication link. Once connected to website

3308, a software module for establishing a secure communication link over computer network

3302 can be downloaded and installed. Flow continues to step 3405 where, after computer 3301

connects to website 3308, the software module for establishing a communication link is

downloaded and installed in a well-known manner on computer terminal 3301 as software
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module 3309. At step 3405, a user can optionally select parameters for the software module, such

as enabling a secure communication link mode of communication for all communication links

over computer network 3302. At step 3406, the communication link between computer 3301 and

website 3308 is then terminated in a well-known manner.

[00262] By clicking on the “go secure” hyperlink, a user at computer 3301 has enabled

a secure communication mode of communication between computer 3301 and server computer

3304. According to one variation of the invention, the user is not required to do anything more

than merely click the “go secure” hyperlink. The user does not need to enter any user

identification information, passwords or encryption keys for establishing a secure

communication link. All procedures required for establishing a secure communication link

between computer 3301 and server computer 3304 are performed transparently to a user at

computer 3301.

[00263] At step 3407, a secure VPN communications mode of operation has been

enabled and software module 3309 begins to establish a VPN communication link. In one

embodiment, software module 3309 automatically replaces the top-level domain name for server

3304 within browser 3406 with a secure top-level domain name for server computer 3304. For

example, if the top-level domain name for server 3304 is .com, software module 3309 replaces

the .com top- level domain name with a .scom top-level domain name, where the “s” stands for

secure. Alternatively, software module 3409 can replace the top-level domain name of server

3304 with any other non-standard top-level domain name.

[00264] Because the secure top-level domain name is a non-standard domain name, a

query to a standard domain name service (DNS) will return a message indicating that the

universal resource locator (URL) is unknown. According to the invention, software module 3409

contains the URL for querying a secure domain name service (SDNS) for obtaining the URL for

a secure top-level domain name. In this regard, software module 3309 accesses a secure portal

3310 that interfaces a secure network 3311 to computer network 3302. Secure network 3311

includes an internal router 3312, a secure domain name service (SDNS) 3313, a VPN gatekeeper

3314 and a secure proxy 3315. The secure network can include other network services, such as e-

mail 3316, a plurality of chatrooms (of which only one chatroom 3317 is shown), and a standard
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domain name service (STD DNS) 3318. Of course, secure network 3311 can include other

resources and services that are not shown in FIG. 33.

[00265] When software module 3309 replaces the standard top-level domain name for

server 3304 with the secure top-level domain name, software module 3309 sends a query to

SDNS 3313 at step 3408 through secure portal 3310 preferably using an administrative VPN

communication link 3319. In this configuration, secure portal 3310 can only be accessed using a

VPN communication link. Preferably, such a VPN communication link can be based on a

technique of inserting a source and destination IP address pair into each data packet that is

selected according to a pseudo-random sequence; an IP address hopping regime that

pseudorandomly changes IP addresses in packets transmitted between a client computer and a

secure target computer; periodically changing at least one field in a series of data packets

according to a known sequence; an Internet Protocol (IP) address in a header of each data packet

that is compared to a table of valid IP addresses maintained in a table in the second computer;

and/or a comparison of the IP address in the header of each data packet to a moving window of

valid IP addresses, and rejecting data packets having IP addresses that do not fall within the

moving window. Other types of VPNs can alternatively be used. Secure portal 3310

authenticates the query from software module 3309 based on the particular information hopping

technique used for VPN communication link 3319.

[00266] SDNS 3313 contains a cross-reference database of secure domain names and

corresponding secure network addresses. That is, for each secure domain name, SDNS 3313

stores a computer network address corresponding to the secure domain name. An entity can

register a secure domain name in SDNS 3313 so that a user who desires a secure communication

link to the website of the entity can automatically obtain the secure computer network address

for the secure website. Moreover, an entity can register several secure domain names, with each

respective secure domain name representing a different priority level of access in a hierarchy of

access levels to a secure website. For example, a securities trading website can provide users

secure access so that a denial of service attack on the website will be ineffectual with respect to

users subscribing to the secure website service. Different levels of subscription can be arranged

based on, for example, an escalating fee, so that a user can select a desired level of guarantee for
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connecting to the secure securities trading website. When a user queries SDNS 3313 for the

secure computer network address for the securities trading website, SDNS 3313 determines the

particular secure computer network address based on the user’s identity and the user’s

subscription level.

[00267] At step 3409, SDNS 3313 accesses VPN gatekeeper 3314 for establishing a

VPN communication link between software module 3309 and secure server 3320. Server 3320

can only be accessed through a VPN communication link. VPN gatekeeper 3314 provisions

computer 3301 and secure web server computer 3320, or a secure edge router for server

computer 3320, thereby creating the VPN. Secure server computer 3320 can be a separate server

computer from server computer 3304, or can be the same server computer having both non-VPN

and VPN communication link capability, such as shown by server computer 3322. Returning to

FIG. 34, in step 3410, SDNS 3313 returns a secure URL to software module 3309 for the .scom

server address for a secure server 3320 corresponding to server 3304.

[00268] Alternatively, SDNS 3313 can be accessed through secure portal 3310 “in the

clear”, that is, without using an administrative VPN communication link. In this situation, secure

portal 3310 preferably authenticates the query using any well-known technique, such as a

cryptographic technique, before allowing the query to proceed to SDNS 3319. Because the initial

communication link in this situation is not a VPN communication link, the reply to the query can

be “in the clear.” The querying computer can use the clear reply for establishing a VPN link to

the desired domain name. Alternatively, the query to SDNS 3313 can be in the clear, and SDNS

3313 and gatekeeper 3314 can operate to establish a VPN communication link to the querying

computer for sending the reply.

[00269] At step 3411, software module 3309 accesses secure server 3320 through

VPN communication link 3321 based on the VPN resources allocated by VPN gatekeeper 3314.

At step 3412, web browser 3306 displays a secure icon indicating that the current

communication link to server 3320 is a secure VPN communication link. Further communication

between computers 3301 and 3320 occurs via the VPN, e.g., using a “hopping” regime as

discussed above. When VPN link 3321 is terminated at step 3413, flow continues to step 3414

where software module 3309 automatically replaces the secure top-level domain name with the
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corresponding non-secure top-level domain name for server 3304. Browser 3306 accesses a

standard DNS 3325 for obtaining the non-secure URL for server 3304. Browser 3306 then

connects to server 3304 in a well-known manner. At step 3415, browser 3306 displays the “go

secure” hyperlink or icon for selecting a VPN communication link between terminal 3301 and

server 3304. By again displaying the “go secure” hyperlink, a user is informed that the current

communication link is a non-secure, non-VPN communication link.

[00270] When software module 3309 is being installed or when the user is off-line, the

user can optionally specify that all communication links established over computer network 3302

are secure communication links. Thus, anytime that a communication link is established, the link

is a VPN link. Consequently, software module 3309 transparently accesses SDNS 3313 for

obtaining the URL for a selected secure website. In other words, in one embodiment, the user

need not “click” on the secure option each time secure communication is to be effected.

[00271] Additionally, a user at computer 3301 can optionally select a secure

communication link through proxy computer 3315. Accordingly, computer 3301 can establish a

VPN communication link 3323 with secure server computer 3320 through proxy computer 3315.

Alternatively, computer 3301 can establish a non-VPN communication link 3324 to a non-secure

website, such as non-secure server computer 3304.

[00272] FIG. 35 shows a flow diagram 3500 for registering a secure domain name

according to the present invention. At step 3501, a requester accesses website 3308 and logs into

a secure domain name registry service that is available through website 3308. At step 3502, the

requestor completes an online registration form for registering a secure domain name having a

top-level domain name, such as .com, .net, .org, .edu, .mil or .gov. Of course, other secure top-

level domain names can also be used. Preferably, the requestor must have previously registered a

non- secure domain name corresponding to the equivalent secure domain name that is being

requested. For example, a requester attempting to register secure domain name “website.scom”

must have previously registered the corresponding non-secure domain name “website.com”.

[00273] At step 3503, the secure domain name registry service at website 3308 queries

a non- secure domain name server database, such as standard DNS 3322, using, for example, a
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whois query, for determining ownership information relating to the non-secure domain name

corresponding to the requested secure domain name. At step 3504, the secure domain name

registry service at website 3308 receives a reply from standard DNS 3322 and at step 3505

determines whether there is conflicting ownership information for the corresponding non-secure

domain name. If there is no conflicting ownership information, flow continues to step 3507,

otherwise flow continues to step 3506 where the requestor is informed of the conflicting

ownership information. Flow returns to step 3502.

[00274] When there is no conflicting ownership information at step 3505, the secure

domain name registry service (website 3308) informs the requestor that there is no conflicting

ownership information and prompts the requestor to verify the information entered into the

online form and select an approved form of payment. After confirmation of the entered

information and appropriate payment information, flow continues to step 3508 where the newly

registered secure domain name sent to SDNS 3313 over communication link 3326.

[00275] If, at step 3505, the requested secure domain name does not have a

corresponding equivalent non-secure domain name, the present invention informs the requestor

of the situation and prompts the requestor for acquiring the corresponding equivalent non-secure

domain name for an increased fee. By accepting the offer, the present invention automatically

registers the corresponding equivalent non-secure domain name with standard DNS 3325 in a

well-known manner. Flow then continues to step 3508.

G. Tunneling Secure Address Hopping Protocol Through

Existing Protocol Using Web Proxy

 

 

[00276] The present invention also provides a technique for implementing the field

hopping schemes described above in an application program on the client side of a firewall

between two computer networks, and in the network stack on the server side of the firewall. The

present invention uses a new secure connectionless protocol that provides good denial of service

rejection capabilities by layering the new protocol on top of an existing IP protocol, such as the

ICMP, UDP or TCP protocols. Thus, this aspect of the present invention does not require

changes in the Internet infrastructure.
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[00277] According to the invention, communications are protected by a client-side

proxy application program that accepts unencrypted, unprotected communication packets from a

local browser application. The client-side proxy application program tunnels the unencrypted,

unprotected communication packets through a new protocol, thereby protecting the

communications from a denial of service at the server side. Of course, the unencrypted,

unprotected communication packets can be encrypted prior to tunneling.

[00278] The client-side proxy application program is not an operating system

extension and does not involve any modifications to the operating system network stack and

drivers. Consequently, the client is easier to install, remove and support in comparison to a VPN.

Moreover, the client- side proxy application can be allowed through a corporate firewall using a

much smaller “hole” in the firewall and is less of a security risk in comparison to allowing a

protocol layer VPN through a corporate firewall.

[00279] The server-side implementation of the present invention authenticates valid

field-hopped packets as valid or invalid very early in the server packet processing, similar to a

standard virtual private network, for greatly minimizing the impact of a denial of service attempt

in comparison to normal TCP/IP and HTTP communications, thereby protecting the server from

invalid communications.

[00280] FIG. 36 shows a system block diagram of a computer network 3600 in which

a virtual private connection according to the present invention can be configured to more easily

traverse a firewall between two computer networks. FIG. 37 shows a flow diagram 3700 for

establishing a virtual private connection that is encapsulated using an existing network protocol.

[00281] In FIG. 36 a local area network (LAN) 3601 is connected to another computer

network 3602, such as the Internet, through a firewall arrangement 3603. Firewall arrangement

operates in a well-known manner to interface LAN 3601 to computer network 3602 and to

protect LAN 3601 from attacks initiated outside of LAN 3601.

[00282] A client computer 3604 is connected to LAN 3601 in a well-known manner.

Client computer 3604 includes an operating system 3605 and a web browser 3606. Operating
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system 3605 provides kernel mode functions for operating client computer 3604. Browser 3606

is an application program for accessing computer network resources connected to LAN 3601 and

computer network 3602 in a well-known manner. According to the present invention, a proxy

application 3607 is also stored on client computer 3604 and operates at an application layer in

conjunction with browser 3606. Proxy application 3607 operates at the application layer within

client computer 3604 and when enabled, modifies unprotected, unencrypted message packets

generated by browser 3606 by inserting data into the message packets that are used for forming a

virtual private connection between client computer 3604 and a server computer connected to

LAN 3601 or computer network 3602. According to the invention, a virtual private connection

does not provide the same level of security to the client computer as a virtual private network. A

virtual private connection can be conveniently authenticated so that, for example, a denial of

service attack can be rapidly rejected, thereby providing different levels of service that can be

subscribed to by a user.

[00283] Proxy application 3607 is conveniently installed and uninstalled by a user

because proxy application 3607 operates at the application layer within client computer 3604. On

installation, proxy application 3607 preferably configures browser 3606 to use proxy application

for all web communications. That is, the payload portion of all message packets is modified with

the data for forming a virtual private connection between client computer 3604 and a server

computer. Preferably, the data for forming the virtual private connection contains field-hopping

data, such as described above in connection with VPNs. Also, the modified message packets

preferably conform to the UDP protocol. Alternatively, the modified message packets can

conform to the TCP/IP protocol or the ICMP protocol. Alternatively, proxy application 3606 can

be selected and enabled through, for example, an option provided by browser 3606. Additionally,

proxy application 3607 can be enabled so that only the payload portion of specially designated

message packets is modified with the data for forming a virtual private connection between client

computer 3604 and a designated host computer. Specially designated message packets can be,

for example, selected predetermined domain names.

[00284] Referring to FIG. 37, at step 3701, unprotected and unencrypted message

packets are generated by browser 3606. At step 3702, proxy application 3607 modifies the
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payload portion of all message packets by tunneling the data for forming a virtual private

connection between client computer 3604 and a destination server computer into the payload

portion. At step, 3703, the modified message packets are sent from client computer 3604 to, for

example, website (server computer) 3608 over computer network 3602.

[00285] Website 3608 includes a VPN guard portion 3609, a server proxy portion

3610 and a web server portion 3611. VPN guard portion 3609 is embedded within the kernel

layer of the operating system of website 3608 so that large bandwidth attacks on website 3608

are rapidly rejected. When client computer 3604 initiates an authenticated connection to website

3608, VPN guard portion 3609 is keyed with the hopping sequence contained in the message

packets from client computer 3604, thereby performing a strong authentication of the client

packet streams entering website 3608 at step 3704. VPN guard portion 3609 can be configured

for providing different levels of authentication and, hence, quality of service, depending upon a

subscribed level of service. That is, VPN guard portion 3609 can be configured to let all message

packets through until a denial of service attack is detected, in which case VPN guard portion

3609 would allow only client packet streams conforming to a keyed hopping sequence, such as

that of the present invention.

[00286] Server proxy portion 3610 also operates at the kernel layer within website

3608 and catches incoming message packets from client computer 3604 at the VPN level. At step

3705, server proxy portion 3610 authenticates the message packets at the kernel level within host

computer 3604 using the destination IP address, UDP ports and discriminator fields. The

authenticated message packets are then forwarded to the authenticated message packets to web

server portion 3611 as normal TCP web transactions.

[00287] At step 3705, web server portion 3611 responds to message packets received

from client computer 3604 in accordance with the particular nature of the message packets by

generating reply message packets. For example, when a client computer requests a webpage, web

server portion 3611 generates message packets corresponding to the requested webpage. At step

3706, the reply message packets pass through server proxy portion 3610, which inserts data into

the payload portion of the message packets that are used for forming the virtual private

connection between host computer 3608 and client computer 3604 over computer network 3602.
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Preferably, the data for forming the virtual private connection is contains field-hopping data,

such as described above in connection with VPNs. Server proxy portion 3610 operates at the

kernel layer within host computer 3608 to insert the virtual private connection data into the

payload portion of the reply message packets. Preferably, the modified message packets sent by

host computer 3608 to client computer 3604 conform to the UDP protocol. Alternatively, the

modified message packets can conform to the TCP/IP protocol or the ICMP protocol.

[00288] At step 3707, the modified packets are sent from host computer 3608 over

computer network 3602 and pass through firewall 3603. Once through firewall 3603, the

modified packets are directed to client computer 3604 over LAN 3601 and are received at step

3708 by proxy application 3607 at the application layer within client computer 3604. Proxy

application 3607 operates to rapidly evaluate the modified message packets for determining

whether the received packets should be accepted or dropped. If the virtual private connection

data inserted into the received information packets conforms to expected virtual private

connection data, then the received packets are accepted. Otherwise, the received packets are

dropped.

[00289] While the present invention has been described in connection with the

illustrated embodiments, it will be appreciated and understood that modifications may be made

without departing from the true spirit and scope of the invention.
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CLAIMS

What is claimed is:

l. A network device, comprising:

a storage device storing an application program for a secure communications service; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network device to:

send a request to look up a network address of a second network device based on an

identifier associated with the second network device;

receive an indication that the second network device is available for the secure

communications service, the indication including the requested network address of the second

network device and provisioning information for a secure communication link;

connect to the second network device over the secure communication link, using the

received network address of the second network device and the provisioning information for the

secure communication link; and

communicate at least one ofvideo data and audio data with the second network device

using the secure communications service via the secure communication link.

2. The network device of claim 1, wherein the secure communications service includes

an audio-video conferencing service.

3. The network device of claim 2, wherein the at least one processor is configured to

execute the application program so as to encrypt at least one of the video data and the audio data

transmitted over the secure communication link.

4. The network device of claim 1, wherein the secure communications service includes a

telephony service.

5. The system of claim 4, wherein the telephony service uses modulation.

6. The network device of claim 5, wherein the modulation is based on one of frequency-

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple

access (CDMA).
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7. The network device of claim 1, wherein the network device is a mobile device.

8. The network device of claim 7, wherein the mobile device is a notebook computer.

9. The network device of claim 1, wherein the identifier associated with the second

network device is a domain name.

10, The network device of claim 1, wherein the secure communication link is a virtual

private network link.

ll. The network device of claim 1, wherein the secure communication link is based on

inserting into each data packet communicated over the secure communication link one or more

data values that vary according to a pseudo-random sequence.

12. The network device of claim 1, wherein the secure communication link is based on a

network address hopping regime that is used to pseudo-randomly change network addresses in

packets transmitted between the network device and the second network device.

13. The network device of claim 1, wherein the indication that the second network

device is available for the secure communications service is a function of the result of a domain

name lookup.

14. A method executed by a first network device for communicating with a second

network device, the method comprising:

sending a request to look up a network address of a second network device based on an

identifier associated with the second network device;

receiving an indication that the second network device is available for a secure

communications service, the indication including the requested network address of the second

network device and provisioning information for a secure communication link; connecting to

the second network device over the secure communication link, using the received network

address of the second network device and the provisioning information for the secure

communication link; and
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communicating at least one ofvideo data and audio data with the second network device

using the secure communications service via the secure communication link.

15. The method of claim 14, wherein the secure communications service includes a

video conferencing service.

16. The method of claim 14, further comprising encrypting at least one of the video data

and the audio data over the secure communication link.

17. The method of claim 14, wherein the secure communications service includes a

telephony service.

18. The method of claim 17, wherein the telephony service uses modulation.

19. The method of claim 18, wherein the modulation is based on one of frequency-

division multiplexing (FDM), time-division multiplexing (TDM), or code division multiple

access (CDMA).

20. The method of claim 19, wherein the network device is a mobile device.

21. The method of claim 20, wherein the mobile device is a notebook computer.

22. The method of claim 14, wherein the identifier associated with the second network

device is a domain name.

23. The method of claim 14, wherein communicating with the second network device

using the secure communications service via the secure communication link includes inserting

into data packets communicated over the secure communication link one or more data values that

vary according to a pseudo-random sequence.

24. The method of claim 14, wherein communicating with the second network device

using the secure communications service via the secure communication link includes a network

address hopping regime that is used to pseudo-randomly change network addresses in packets

transmitted between the first network device and the second network device.
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25. The method of claim 14, wherein the indication that the second network device is

available for a secure communications serVice is a function of a domain name lookup.
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ABSTRACT

A network device comprises a storage device storing an application program for a secure

communications service; and at least one processor configured to execute the application

program enabling the network device to: (a) send a request to look up a network address of a

second network device based on an identifier; (b) receive an indication that the second network

device is available for the secure communications service, the indication including the requested

network address of the second network device and provisioning information for a secure

communication link; (c) connect to the second network device over the secure communication

link, using the received network address of the second network device and the provisioning

information for the secure communication link; and (d) communicate at least one of video data

and audio data with the second network device using the secure communications service via the

secure communication link..

DMiUS 43089355—2.077580.0196
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PTO/AlA/BO (07-12)
Approved for use through 11/30/2014. OMB 0651-0035

US. Patent and Trademark Office; US DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

I hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3.73 c .

I hereby appoint:

IE :a:itioners associated with Customer Number: 23630
I: Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

  

  

  
  

Registration

 
  As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with

any and all patent applications assigned o_nlvto the undersigned according to the USPTO assignment records or assignments documents
attached to this form in accordance with 37 CFR 3.73(c).  
 

 
 

 

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(c) to:

IE The address associated with Customer Number: 23630
OR

Firm or
Individual Name

—-_——
W—_Z'p

Assignee Name and Address: Virnetx’ Inc.

PO. Box 439, Zephyr Cove, NV 89448

   

  
 

  
 
 
 

  A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AlA/96 or equivalent) is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

IGNA URE of Assignee of Record
I: is supplied below'Is authorized to act on behalf of the assignee

milltllli‘ufl_
-Z_Sameer Mathur Telephone ___

-VV-6L<o Web, «WWW
This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain . etain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
US. Patent and Trademark Office, U.S. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

  
 
 

 
 

  
  

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AlA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Pa-erwork Reduction Act of 1995, no uersons are re-uired to res-0nd to a collection of information unless it dis-la s a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

VirnetX, Inc. ‘

Application No./Patent No.: Filed herewith Filed/Issue Date: Filed herewith

Titled: System and Method Employing an Agile Network Protocol for Secure Communications Using Secure Domain Names

VirnetX, Inc. a corporation

 
 Applicant/Patent Owner:

 

 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose _on_e of options 1, 2, 3 or 4 below):

1. [Z The assignee of the entire right, title, and interest.

 
2. I: An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

[:I There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. [:I The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. I: The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose o_ne_ of options A or B below):

A. [Z An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached. 

B. I: A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

 

Reel , Frame , or for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO—9199 and select option 2.
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PTO/AlA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Underthe Pa-erwork Reduction Act of 1995, no oersons are re-uired to resoond to a collection of information unless it dis-la s a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73mi

 
To:

The document was recorded in the United States Patent and Trademark Office at
 

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

 

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

E] Additional documents in the chain of title are listed on a supplemental sheet( ).

D As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Toby H. Kusmer/ June 6, 2013

Signature Date

Toby H. Kusmer 26,418
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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ATTORNEY DOCKET: 77580-195 (VRNK—l CP3CNFT7)

ASSIGNMENT OF PATENT RIGHTS

We, Victor Larson, residing at 12026 Lisa Maria Court, Fairfax, VA 22033, Robert Dunham

Short residing at 1 172 Still House Drive, Lexington, VA 24450, Edmund Colby Munger residing
at 1447 Meyer Lane, Tarpon Springs, FL 34688, and Michael Williamson, residing at 26203 Ocala
Circle, South Riding, VA 20152, having invented improvements in SYSTEM AND METHOD
EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS

USING SECURE DOMAIN NAMES, and having filed a patent application in the United States

Patent and Trademark Office describing the same and based thereon, Serial No. 13/903,788 , filed
May 28, 2013, (and we hereby authorize our attorney(s), authorized to prosecute said application, to
insert the serial number and filing date of said application, when known), for good and valuable

consideration, receipt ofwhich is hereby acknowledged from VirnetX, Inc., a Delaware corporation

having its principal place of business at PO. Box 439, Zephyr Cove, NV 89448 (and hereinafter
called the Assignee, which term shall include its successors and assigns), do hereby sell, assign and
transfer unto the Assignee, our entire right, title, and interest, in and throughout the United States of
America (including its territories and dependencies) and all countries foreign thereto, in and to and
under said application (which term shall include hereinafter where the context so admits all
divisional, continuing, reissue and other patent applications based thereon) and the inventions (which
term shall include each and every such invention, or part thereof) therein described, and any and all

patents and like rights of exclusion (including extensions thereof) of any country which may be
granted on or for said inventions or on said application;

And for the same consideration we do also hereby sell, assign and transfer unto the Assignee all our

rights under the International Convention for the Protection of Industrial Property, the Patent
Cooperation Treaty and all other treaties of like purpose in respect of said inventions and said
application, and do hereby authorize the Assignee to apply in our name or in their own name (in a
manner to be agreed upon by the Assignee) or their designee, for patents and like rights of exclusion
on or for said inventions in all countries, claiming (if the Assignee so desires) the priority of the

filing date of said application under the provisions of said Convention, Treaty or any such other
Convention or Treaty;

And for the same consideration we do hereby agree for ourselves and for our respective heirs,

executors and administrators, promptly upon request ofthe Assignee, to execute and deliver without

further compensation any power ofattorney, assignment, original, divisional, continuing, reissue or
other application or applications for patent or patents or like rights of exclusion of any country, or
other lawful documents and any further assurances that may be deemed necessary or desirable by the
Assignee fully to secure to it said right, title, and interest as aforesaid in and to said inventions,
application, and said several patents and like rights of exclusion, or any ofthem, all, however, at the
expense of the Assignee;

And we do hereby authorize and request the Commissioner of Patents and Trademarks ofthe United
States of America and the corresponding Official of each country foreign thereto to issue to the

Assignee any and all patents and like rights of exclusion which may be granted in any country upon
said application or on or for said inventions;
And we do hereby covenant for ourselves and for our respective legal representatives and agree with

DM_US 4279562010775800195 page 1 of 3
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the Assignee that we have granted no right or license to make, use or sell said inventions to anyone

except the Assignee, that prior to the execution ofthis deed my right, title and interest in and to said

inventions has not been otherwise encumbered by us, and that WE have not executed and will not

execute any instrument in conflict herewith.

IN WITNESS WHEREOF, we hereunto set our hands and seal on the day and year hereinafter noted.

”.5
Victor Larson

State of V3 i 5‘ (:‘ L )
Countyof f,- C Q ‘ ) 55.

Before me this 23 day of M c. \[ , year of gfllfi , personally appeared
Victor Larson, who is to me personally known, and acknowledged the foregoing instrument to be his
free act and deed.

fie ~ ,, ,
Notary P blic

Seal

 
Robert Dunham Short III

State of )

County of ) ss.

 Before me this day of year of , personally appeared

Robert Dunham Short III, who is to me personally known, and acknowledged the foregoing
instrument to be his free act and deed.

Notary Public

Seal

h” IIQ A770<K7fL1 n77<nn {110‘ h- _ _
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the Assignee that we have granted no right or license to make, use or sell said inventions to anyone

except the A'ssignee, that prior to the execution of this deed my right, title and interest in and to said

inventions has not been otherwise encumbered by us, and that WE have not executed and will not

execute any instrument in conflict herewith.

IN WITNESS WHEREOF, we hereunto set our hands and seal on the day and year hereinafter noted.

Victor Larson

State of )

County of ) 35.

Before me this day of , year of , personally appeared

Victor Larson, who is to me personally known, and acknowledged the foregoing instrument to be his
free act and deed.

Notary Public

Seal

Robert Dunham Short [11

State of if“ mi‘A )

County of _' L n. e ) 55.

K . ,
Before me this 2‘5 day of MGM , year of 10 l 3 , personally appeared

Robert Dunham Short III, who is to me personally known, and acknowledged the foregoing
instrument to be his free act and deed.

 

 
Seal
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  Edmund Colby

Stateof ELOK‘DA )

Countyof PINE” 3; )ss.

Before me this Zqflday of M Pd , year of 20 i 3 personally appeared
Edmund Colby Munger, who is to me personally known, and acknowledged the foregoing
instrument to be his free act and deed.

No%ry Public I é
e l

S a « JANINE M. USS ‘
Notary Public - State 01 Florida

  

y Comm. Expires Nov 28. 2014
Commission 3 EE 45315 

Michael Williamson

State of i

County of ) ss.

Before me this day of , year of personally appeared

Michael Williamson, who is to me personally known, and acknowledged the foregoing instrument to
be his free act and deed.

  

Notary Public

Seal

DM_US 42795620—1.077580.0195 Page 3 of3
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Edmund Col-by Munger

State of )

County of )- s-s.

Before me this day of , year of , personally appeared

Edmund Colby Manger, who is to me personally known, and acknowledged the foregoing
instrument to be his free act and deed.

 

 

Notary Public

Seal

 
State of V/Ké/m ’4’ ' )
County of [OM boa fl l ss.

Before me: thiscfiday of MI? , year of $25 ’j , personally appeared
Michael Williamson, who is to me perso ally known, and acknowledged the foregoing instrument to

be his free act andrdeed.

“WNW"“"llum’ Notafi Public\ '. '

Seal

DM__US 42795620-l 0775800195 Page 3 Of 3
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Electronic Patent Application Fee Transmittal

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

T't'e °f Inventwn‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

Attorney Docket Number: 77480-196(VRNK1CP3CNFT10)

Filed as Large Entity

Trackl Prioritized Examination - Nonprovisional Application under 35 USC 111(a) Filing Fees

Sub-Total in

USD($)

Request for Prioritized Examination 1817 1 4000 4000

Claims:

Miscellaneous-Filing:

Description Fee Code Quantity 
Petitioner Apple Inc. — EX. 1004, p. 159
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Sub-Total in
Descri tion Fee Code uantit

PUbI. Fee- Early, VOIuntary’ or Normal 1504

OTHER PUBLICATION PROCESSING FEE 1808 1 130 130

Patent-Appeals and Interference

Post-AI|owance-and-Post-lssuance:

Extension-of—Time:

Miscellaneous:

Total in USD (5)
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Electronic Acknowledgement Receipt

“—

——

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

T't'e °f Inventwn‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

——

——

Payment information:

 
Submitted with Payment yes—

—
The Director of the USPTO is hereby authorized to Charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C. F. R. Section 1. 21 (Miscellaneous fees and charges)

File Listing:

Document . . File Size(Bytes)/ Multi Pages

Transmittal of New Application 196Transmittal.pdf
4d9cd3af608e4c53012b8a577ec4f1379066

7003

Information:

153359

TrackOne Request 196_FastTrackRequest.pdf
09794233ba351acfbf56b803112d72007a6

ee038

Information:

1509099

Application Data Sheet 196ADS.pdf
86b0c6ec27alcfc56004af180ba6ed8cd0be

3357

4eb98abc3e00a20a79b3d857714c05b712|

549454

Drawings-only black and white line
drawings 196DraWIngs.pdf 0789633596fbal aOaf0d72901 I 0eefd1f66e

330b

Information:
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Power of Attorney 196POA.pdf cd4fl39454e6bc4fl d9706293b2l 3554“ d8 =
3314

Information:

. . . 145883
Assrgnee showrng of ownershlp per 37

CFR3.73. 196AssrgneeShowmg.pdf Oa7f3f94b04c821cb15d7f41706530cce8 ‘
b26

Information:

Fee Worksheet (SB06) fee-info.pdf 7793Iaf60ca5ec866d56bc91aaded8410b5
002:2

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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PATENT APPLICATION FEE DETERMINATION RECORD Application of Docket Number
Substitute for Form PTO-875 13/91 1,792

APPLICATION AS FILED - PART I OTHER THAN

Column 1 (Column 2) SMALL ENTITY SMALL ENTITY

BASIC FEE
(37 CFR1.16(a) (b) or (0))
SEARCH FEE
(37 CFR1.16(k) (i) or(m))

EXAMINATION) FOEE»(37 CFR1. 16(0

If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional
(37 CFR1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.

41 (a)(1)(G) and 37 CFR1.16(s).

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))

* lfthe difference in column 1 is less than zero, enter ”0” in column 2.

APPLICATION AS AMENDED - PART II

OTHER THAN

(Column 2) (Column 3) SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE($) FEE($)

AMENDMENT PAID FOR
Total

(37 CFR1.16(i))

Independent(37 CFR1. 16(h))

Application Size Fee (37 CFR1.16(s))
AMENDMENTA

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL
ADD'L FEE

(Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE($) FEE($)

AMENDMENT PAID FOR
Total

(37 CFR1. 16(i))
Independent

(37 CFR1. 16(h))

Application Size Fee (37 CFR1.16(s))
AMENDMENTB

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR1.16(j))

TOTAL
ADD'L FEE ADD'L FEE

* lfthe entry in column 1 is less than the entry in column 2, write ”0” in column 3.
** lfthe ”Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter ”20”.

*** If the ”Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter ”3”.
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addless. COMMISSIONER FOR PATENTSPO Box 1450

Alexandria, Virginia 22313-1450wwwusptogov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT F FFF REC'D ATTY.DOCKET.NO TOT CLAHVIS IND CLAIMS

 
 
   

13/911,792 06/06/2013 2447 2300 77580-196(VRNK1CP3CNFT10) 25 2
CONFIRMATION NO. 7953

23630 FILING RECEIPT

McDermott Will & Emery

The McDermott Building llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll000000062259336
500 North Capitol Street, NW.

Washington, DC 20001

Date Mailed: 07/05/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination

in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the

application must include the following identification information: the US. APPLICATION NUMBER, FILING DATE,

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please

submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the

changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit

any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Victor Larson, Fairfax, VA;

Robert Dunham Short |||, Lexington, VA;

Edmund Colby Munger, Tarpon Springs, FL;

Michael Williamson, South Riding, VA;

Applicant(s)

VIRNETX, INC., Zephyr Cove, NV

Power of Attorney: The patent practitioners associated with Customer Number 23630

Domestic Priority data as claimed by applicant

This application is a CON of 13/903,788 05/28/2013
which is a CON of 13/336,790 12/23/2011 PAT 8458341

which is a CON of 13/049,552 03/16/2011

which is a CON of 11/840,560 08/17/2007 PAT 7921211

which is a CON of 10/714,849 11/18/2003 PAT 7418504

which is a CON of 09/558,210 04/26/2000 ABN

which is a CIP of 09/504,783 02/15/2000 PAT 6502135

which is a CIP of 09/429,643 10/29/1999 PAT 7010604

which claims benefit of 60/106,261 10/30/1998

and claims benefit of 60/137,704 06/07/1999

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution

Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to

foreign priority. See 37 CFR 1.55 and 1.76.
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If Required, Foreign Filing License Granted: 06/27/2013

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/911,792

Projected Publication Date: 10/10/2013

Non-Publication Request: No

Early Publication Request: No
Title

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE

COMMUNICATIONS USING SECURE DOMAIN NAMES

Preliminary Class

709

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a US. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international

application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent

protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific

foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must

issue a license before applicants can apply for a patent in a foreign country. The filing of a US. patent application

serves as a request for a foreign filing license. The application's filing receipt contains further information and

guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign

patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it

can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the US. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific

countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may

call the US. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of

Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for

business investment, innovation, and commercialization of new technologies. The US. offers tremendous resources

and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to

promote and facilitate business investment. SelectUSA provides information assistance to the international investor

community; serves as an ombudsman for existing and potential investors; advocates on behalf of US. cities, states,

and regions competing for global investment; and counsels US. economic development organizations on investment

attraction best practices. To learn more about why the United States is the best country in the world to develop

technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1 -202-482—6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address. COMMISSIONER FOR PATENTSPO Box 1450 

Alexandria, Virginia 22313-1450wvwmlspto .gov
[IF

APPLICATION NUMBER F ING OR 371 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE
 

   

77580-

13/91 1,792 06/06/2013 Victor Larson 196(VRNK1CP3CNFT10)
CONFIRMATION NO. 7953

23630 POA ACCEPTANCE LETTER

McDermott Will & Emery

The McDermott Building llllllllllllllllllllllllllillllillillilllllllllMillilllllllllllllllllllllll
500 North Capitol Street, NW.

Washington, DC 20001
Date Mailed: 07/05/2013

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 06/06/2013.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

/gde 1a vega/
 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
United States Patent and Trademark Office

PO. Box 1450
Alexandria, VA 22313-1450

vwvw.uspio.gov

OFFICE OF PETITIONS

 

MAHLE
JUL 11 2013

MCDERMOTT WILL 8: EMERY

THE MCDERMOTT BUILDING

500 NORTH CAPITOL STREET, N.W.

WASHINGTON DC 20001

 
 

   
 

Doc Code: TRACK1.GRANT

Decision Granting Request for

Prioritized Examination Application No.: 13/911,792

THE REQUEST FILED June 06 2013 IS GRANTED.

The above-identified application has met the requirements for prioritized examination

A. ; for an original nonprovisional application (Track I).

B. [:1 for an application undergoing continued examination (RCE).

The above-identified application will undergo prioritized examination. The application will be

accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendment to amend the application to contain more than four independent

claims, more than thiml total claims, or a multiple dependent claim;

filing a reguest for continued examination;

filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing ofa final Office action;

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to Michelle R. Eason at (571) 272-4231.

In his/her absence, calls may be directed to Brian W. Brown at (571) 272—5338.

/Miche|le R. Eason/ Paralegal Specialist, Office of Petitions
(Signature) (Title)

 
U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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-—-Docket Number 77580196 (VRNK-0001CPSCNFT9)
U .S. PATENTS

EXAM£ CITE Patent N0mber Pubiécatéon/Pat Name of Patentee 0r App/team of Pages, 80100103, Lines, Where Relevani
NER'S NO. 901 Date Cited Document Passages or Reievant Figures AppearINtTIA

LS

  
   

 
 

  

  

  

  

 
 

 

 
  
 
 

 
 

 
 
 

  

 

 
 
 

 

 
 
 
 
 
  

 
 
 
 
 

   
 

 
 

   
  

 

 

 

 

  

 

  

 

 

 
 

 

 
 

 
 

09/399,753 09/22/1998 Miner et at. E
60/151,583 1 08/31/1999 9% Whittfes ' “E
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T A8 4,933,848 Woe/1 2/1990 Humphrey et at,
A9 4,952,930 08/28/1990 Franaszek et al.
A10 4,988,990 01/29/1991 Warrior

A11 5,184,988 ”4“”11/17/1992 J Matyas
A12 5,204,961 04/20/1993 Banow

A13 5276,735 L 01/04/1994 Boebert etal ,
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1 A15 5,,311593 05/10/1994 Carmi
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i 1
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L (08/07/1998). (RFC 2543 Internet Draft 8)
D87 Microsoft Corp, Company Focuses on Quality and Customer Feedback (August 18, 1998). (Focus,

Microsoft Prior Art VPN Technoiogy)

D88 M. HandIey, H. SchuIzrinne, E. SchooIer, Internet Engineering Task Force, Internet Draft,

“(09/18/1998). (RFC 2543 Internet Draft 9)
D89 Atkinson, et aI. “Security Architecture for the Internet Protocol,” Network Working Group, RFC 2401

E (November 1998). (RFC 2401, UNDERLYING SECURITY TECHNOLOGIES)
D90 M. Handiey, H. SchuIzrinne, E. SchooIer, Internet Engineering Task Force, Internet Draft,

(11/12/1998). (RFC 2543 Internet Draft 10) ~E~D91 Donaid Eastiake, Domain Name System Security Extensions, IETF DNS Security Working Group I EI
(December 1998) (DNSSEC7)

E D92 M. Handiey, H SchuiIzrinne E SchooiIer internet Engineering Task Force Internet Draft
, (12/15/1998} (RFC 2543 Internet Draft 11)

E D93 E Aventaii Corp, “Aventail Connect 3.1/2.6 Administrator’s Guide,” (1999). (Aventaii AdministratorI * 3.1, Aventail)
’ 94 Aventaii Corp, "Aventaii Connect 3.1/2.6 User’s Guide," (1999). (Aventaii User 3.1, Aventaii)

   
  

  

   
  
  
 

 
 

 
 

 

 
  
 Aventaii Corp. “Aventaii ExtraWeb Server v3.2 Administrator’s Guide," (1999). (Aventaii ExtraWeb

32, Aventaii)

E Kaufman et at, “tmpiementing iPsec.” (Copyright 1999). (Imptementing IPSEC, VPN
3 REFERENCES)

: Network Solutions Inc “Enabiing SSL,” NSI Registry (1999). (Enabting SSL, UNDERLYING

I

I
i

ESECURITY TECHNOLOGIES} I gi .
I Check Point Software Technoiogtes Ltd {1999} (Check Point Checkpoint FW)

, Arnt Guibrandsen 8- Paui Vixie A DNS RR for specifying the location of services (DNS SRV) <draft—
I ,ietfdnsindfrc2052bis02. txt> (January 1999) (Guibrandsen 99 DNS SRV) E

, DIOO C. Scott et aI. Virtue! Private Networks 0ReiitIy and Associates, Inc. 2nd ed (Jan 1999). Scott .
I VPNs) , E
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E E D101 E M. Handley, H. Schuizrinne, E. Schooier, lntemet Engineering Task Force, tnternet Draft,
E E I (01/15/1999). {RFC 2543 internet Draft 12)rmwswww

i ? D102 E Goidschlag, et at, “Onion Routing for Anonymous and Private tnternet Connections,” NavaiE

t I

i

ss
Ei

i

l i
i

 

Research Laboratory, Center for High Assurance Computer Systems (January 28, 1999). I

t
 i {Goidscniag Ill, Onion Routing)

> D103 E H. Schutzrinne, “Internet Telephony: architecture and protocols - an EETF perspective," Computer
, ‘ Networks, Vol. 31, No. 3 (February 1999). (Telephony, Schulzrinne)

D104 E M. Handley, et al. “SiP: Session Initiation Protocol," Network Working Group, RFC 2543 and
Ii

 Internet Drafts (12I96»3l99). (Handiey, RFC 2543)

E D105 FreeS/WAN Project, Linux FreeS/WAN Compatibility Guide (March 4, 1999). (FreeS/WAN- WW1»

TD106
Compatibitity Guide, FreeSrWAN)

Telcordia Technologies, “ANX Release 1 Document Corrections,” AIAG (May 11, 1999). (Telcordia,
ANX)

WWWIW
 

 

 

 

 

 

 

 

 

 

 

 
 

  
 

  
 4 Assured Digital Products. (Assured Digital)

l i D120 Aventait Corp, “Aventaii AutoSOCKS the Client Key to Network Security," Aventail Corporation
L E E White Paper. (Network Security, Aventail)

i D121 1‘ Cindy Moran, “DISN Data Networks: Secret Internet Protocol Router Network (SlPRNet).” (Moran,i I
i l I SIPRNET) t ,

i ‘ 0122 W‘, Data Fellows F-Secure VPN+ (F-Secure VPN+)

i I D123 1 “interim Operational Systems Doctrine for the Remote Access Security Program (RASP) Secret

3Z
iI ,

l
i

 
I 0125

: I Dial-In Solution. (RASP, SIPRNET}

. E D124 Onion Routing. “Investigation of Route Selection Algorithms,” available at http://wwwcnion-
i ; router.net/Archives/Route/index.html. {Route Setection, Onion Routing)

 

7 D107“E Ken Hornstein & Jeffrey Altman, Distributing Kerberos KDC and Realm Information with DNS
, , ”Lidraft-eitf—cat~krb-dns-locate-oo.txt> (June 21, 1999). (Hornstein, DNS SRV)

D108 Bhattacharya, et al., “An LDAP Schema for Configuration and Administration of lPSec Based VirtualE Private Networks (VPNs)”, lETF lntemet Draft (October 1999). (Bhattcharya LDAP VPN)
( D109 B. Patel, et al. “DHCP Configuration of IPSEC Tunnel Mode,” IPSEC Working Group, Internet Draft B2202 (10/15/1999). (Patel)

J D110 Goncalves, et at. Check Point FireWaII-1 Administration Guide, McGrawHill Companies (2000).(Goncalves, Checkpoint FW)

I D111 “Building a Microsoft VPN: A Comprehensive Collection of Microsoft Resources,” FirstVPN, (Jan2000). (FirstVPN Microsoft)

I D112 Gulbrandsen, Vixie, & Esibov, A DNS RR for specifying the location of services (DNS SRV), lETF
, RFC 2782 (February 2000). (RFC 2782, DNS SRW

E E D113 i MITRE Organization, “Technical Description," Collaborative Operations in Joint Expeditionary Force fl
. 1 Experiment (JEFX) 99 (February 2000). (MITRE, SIPRNET)

E 1 D114 H. Schulzrinne, et al. “Application—Layer Mobility Using SIP,” Mobile Computing and
Communications Review, Vol. 4, No. 3. pp. 47-57 (July 2000). (Application, SIP)

D115 Kindred et al, “Dynamic VPN Communities: Implementation and Experience,” DARPA Information

+ Survivability Conference and Exposition Il (June 2001). (DARPA, VPN SYSTEMS)
D116 ANX 101: Basic ANX Service Outline. (Outline, ANX)

D117 ANX 201: Advanced ANX Service. (Advanced, ANX)

D118 r Appendix A: Certificate Profile for ANX IPsec Certificates. (Appendix, ANX)
D119

 
H

  

Secure Computing, “Butlet—Proofing an Army Net," Washington Technotogy, (Secure, StPRNET)

 
 

    

i i0126i SPARTA “Dynamic Virtual Private Network.” (Sparta, VPN SYSTEMS), l Wm

 

 

 

i D128
l

g 3 Guide .. Unix, Firewall Products)

E Standard Operation Procedure for Using the 1910 Secure Modems. (Standard, SlPRNET)t
l
. Pubiicaliy avaitabie emaiis relating to FreeSNVAN (MSFTVX00018833—MSFTVX00019206).

(FreeSlWAN emails, FreeSlWAN)

Kaufman et at, “Implementing lPsec,” (Copyright 1999) (Impiementing IPsec)

Network Associates Gauntlet Firewall For Unix User’s Guide Version 5.0 (1.999). IGauntlet User’s
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I

 E

i Network Associates Gauntlet Firewall For Wz’ndows NT Getting Started Guide Version 5.0 (1999)
(Gauntlet Getting Started Guide » NT1 Firewall Products)

f Network Associates Gauntlet Firewall For Unix Getting Started Guide Version 5.0 (1999) (Gauntlet
' Unix Getting Started Guide, Firewail Products)

1 Network Associates Release Notes Gauntlet Firewall for Unix 5.0 (March 19, 1999) (Gauntlet Unix
1 1 Reiease Notes, Firewall Products)

1

1
1

_ 1

1 D134 E Network Associates Gauntlet Firewall For Windows NT Administratofs Guide Version 5.0 (1999) 1 H:
1

 

 

 
 
  

U ——\. Q)N

  

 

 

 

 

1_ g (Gauntlet NT Administrator's Guide, Firewall Products), 15135 Trusted information Systems, Inc. Gauntlet lntemet Firewall Firewall«to~Firewall Encryption Guide
L 4 Version 311 (1996) (Gauntlet Firewa11~to—F1rewa11, Firewall Products) ”A”
1 D136 Network Associates Gauntlet Firewall Global Virtual Private Network User’s Guide for Windows NT

Version 5.0 (1999) (Gauntlet NT GVPN, GVPN) ~¥
D137 Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User‘s Guide

Version 50 (1999) (Gauntlet Unix GVPN, GVPN)

#0138 Dan Sterne Dynamic Virtual Private Networks (May 23, 2000) (Sterne DVPN, DVPN) W
D139 r Darrell Kindred Dynamic Virtual Private Networks (DVPN) (December 21, 1999) (Kindred DVPN,

DVPN) 

D140 Dan Sterne et al. TlS Dynamic Security Perimeter Research Project Demonstration (March 9, 1998)
(Dynamic Security Perimeter, DVPN)

D141 Darrell Kindred Dynamic Virtual Private Networks Capability Description (January 5, 2000) (Kindred
DVPN Capability, DVPN) 11

D142 October 7, and 28 1997 email from Domenic J. Turchi Jr. (SPARTAOOOO1712—1714, 1808-1811)
(Turchi DVPN email, DVPN)

D143 James Just 8 Dan Sterne Security Quickslart Task Update (February 5, 1997) (Security Quickstart,
DVPN)

D144 Virtual Private Network Demonstration dated March 21, 1998 (SPARTAOOOO1844—54) (DVPN

1 Demonstration, DVPN)
| D145 , GTE internetworking 8. BEN Technologies DARPA Information Assurance Program integrated

Feasibi/it Demonstration (IFD) 1.1 Plan (March 10, 1998) (lFD 1.1, DVPN)

1 ' D146 Microsoft Corp. Windows NT Server Product Documentation: Administration Guide - Connection
' Point Services, available at

http://www.microsoftcom/technet/archEve/winntas/proddocs/inetconctservice/cpsops.mspx
(Connection Point Services) (Although undated, this reference refers to the operation of prior art
versions of Microsoft Windows. Accordingly, upon information and belief, this reference is prior art
to the patents-insult.)

1 D147 Microsoft Corp. Windows NT Server Product Documentation: Administration Kit Guide - Connection ”1
1 Manager, available at 1
1 1
1 1
1 1
1 1

l1

11

1

i

+

 

 

 

     
1

 
1 http:l/www.microsoftcomltechnet/archlve/winntas/proddocs/inetconctservice/cmak.mspx
1 (Connection Manager) (Although undated, this reference refers to the operation of prior art versions
1 of Microsoft Windows such as Windows NT 40 Accordingly, upon information and belief, this

1 reference is prior art to the patents—in-suit.) 4
1

1 1
1

 
  

D148 Microsoft Corp. Autodial Heuristics, available at http:/lsupportmicrosoftcomlkbn64249 (Autodia1
Heuristics) (Although undated. this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 40 Accordingly, upon information and beléef this
referencers prior art to the patentsin“suit )

1 D149 Microsoft Corp Carip10: Distributed Component Object Modet (1996) available at
l

’ 1 http: llmsdnzmicrosoftcomlenusll1braryims899332(prlnter).aspx (Carip1o l) 1
11

  
  

:
lr
1

   
  

1 D150 Marc Levy, COM lnternet Services (Apr. 23, 1999), available at http://msdn2.microsoft.com/en*
1 _ usllibrany/ms8093021prénter).aspx (Levy) __
E D1511Markus Horstmann and Mary K1rtland1 DCOM Architecture (July 231 1997), available at 1 i

http:/lmsdn2.microsoftcom/enousltibrarylm3809311(printer).aspx (Horstmann)

E 1 D152 Microsoft Corp. DCOM: A Business Overview (Apr. 1997) available at 1
i 5 1‘ http:/lrnsdn2m1crosoftcorn/enusliibranylms809320(pr1nter)aspx {DOOM Business Overnew l) 1 1

‘ D153 1 Microsoft Corp, DCOM Technlcal Overview (Nov. 1996) available at 1
http://msdn2microsoftcomlenus/library/m5809340(printer).aspx (DCOM Technical Overview 1) 1
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1
1
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i Microsoft Corp, DCOM Architecture White Paper (1998) available in PDC DVD—ROM (DOOM
i Architecture)

i

i

Microsoft Corp, DCOM - The Distributed Component Object Modei, A Business Overview White ;
Paper (Microsoft 199?) available in PDC DVD~ROM (DOOM Business Overview ii} i

i Microsoft Corp, DCOM - Caripto Home Banking Over The internet White Paper Microsoft 1996)
f available in PDC DVD~ROM (Cariplo it)

i Microsoft Corp, DCOM Solutions in Action White Paper (Microsoft 1996) available in PDC DVD-
1 ROM (DOOM Sotutions in Action)

Microsoft Corp, DCOM Technical Overview White Paper (Microsoft 1996) available 12 in PDC J

 

 

A.
i

DVD«ROM (DOOM Technical Overview ll)

125. Scott Suhy & Glenn Wood, DNS and Microsoft Windows NT 4.0, (1996) available at i

l http://msdn2.microsoftcom/en—us/librarylms810277(printer).aspx (Suhy) A
126. Aaron Skonnard, Essential l/l/rnlnet 313~423 (Addison Wesley Longman 1998) (Essentiai
Winlnet)

Microsoft Corp. installing, Configuring, and Using PPTP with Microsoft Clients and Sewers, (1998)
available at http://msdnz.microsoft.com/enus/library/m381 1078(prtnter).aspx (Using PPTP)

Microsoft Corp., lnternet Connection Services for MS RAS, Standard Edition,
http://www.microsofticomltechneUarchive/winntas/proddocsfinetconctservice/bcgstart.mspx
(lnternet Connection Services I)

i

 

Microsoft Corp., internet Connection Services for RAS, Commercial Edition, available at
http://www.microsoft.com/technet/archive/winntas/proddocs/inetconctservice/bcgstrtc.mspx
(lnternet Connection Services ll) 

Microsoft Corp., lnternet Explorer 5 Corporate Deployment Guide — Appendix B: Enabling
Connections with the Connection Manager Administration Kit, available at

http://www.microsoft.com/technet/prodtechnol/ie/deploy/deploy5/appendb.mspx (IE5 Corporate
Development) 

Mark Minasi, Masten'ng Windows NT Server4 1359—1442 (6th ed., January 15, 1999) (Mastering
Windows NT Server) 

Hands On, Self-Paced Training for Supporting Version 40 371-473 (Microsoft Press 1998) (Hands
On) 

 

WWTMWW,_N.w,.w._”WWWWW
WWWW"-W- .five2 O)(D

 

D171
3
i
i
ii
i 

g D172i

, D173

  

  

Microsoft Corp., MS Point-to-Point Tunneling Protocol (Windows NT 4.0), available at
http://www.microsoft.com/technet/archive/winntas/maintain/featusability/pptpwp3.mspx (MS PPTP)

Kenneth Gregg, et al., Microsoft Windows NT Server Administrator’s Bible 173—206, 883-911, 974-
1076 (IDG Books Worldwide 1999) (Gregg)

Microsoft Corp, Remote Access (Windows). available at

http://msdn2,microsoft.comlenus/Iibrarylbb545687(VS.85.printer),aspx (Remote Access)

Microsoft Corp, Understanding PPTP (Windows NT 4.0), available at i
l http://www.microsoftcom/technet/archive/winntas/plan/pptpudstmspx (Understanding PPTP NT 4) l
1 (Although undated, this reference refers to the operation of prior art versions of Microsoft Windows i

such as Windows NT 4.0. Accordingly, upon information and belief, this reference is prior art to the )

  
  

 
 

 
 
  
 

 
patents‘invsuit.) I

; Microsoft Corp, Windows NT 4.0: Virtual Private Networking, available at i

i http://www‘microsoft.com/technet/archive/winntas/deptoy/confeat/vpntwkimspx (NT4 VPN) E i
i 
 

 

(Aithough undated, this reference refers to the operation of prior art versions of Microsoft Windows
such as Windows NT 4.0. Accordingiy, upon information and belief, this reference is prior art to the

i patents~in~suit>

E Anthony Northrup, NT Network Plumbing: Routers, Proxies, and Web Services 299399 (lDG
Books Worldwide 1998) (Network Plumbing)

Microsoft Corp, Chapter 1 ~ introduction to Windows NT Routing with Routing and Remote Access
”‘i

E Service, available at
i http://www,microsoftcom/technet/archive/winntas/proddocs/rras40/rrasch0l.mspx (intro to RRAS)i
i
§

i

  
 

(Although undated, this reference refers to the operation of prior art versions of Microsoft Windows
f such as Windows NT 40. Accordingly, upon information and beiief, this reference is prior art to the

patents—insult.) 13
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Configurations, available at

l

E E D174 2 Microsoft Corp, Windows NT Server Product Documentation: Chapter 5 - Planning for Large-Scaie5’ E
a E >

E E E httpzi/www.microsoft,com/technetjarchive/winntas/proddocs/rras40/rrasch05.mspx (LargeScaie% li , Configurations) (Atthough undated, this reference refers to the operation of prior art versions of
Microsoft Windows such as Windows NT 4.0. Accordingtys upon information and belief, this

E ' reference is prior art to the patentswidsuét.)
D175 F-Secure, F-Secure NameSurfertMay 1999) (from FSECURE 00000003) (NameSurfer 3)

D176 E FvSecure, F-Secure VPN Administrator’s Guide (May 1999) (from FSECU RE 00000003) F-SecureVPN 3)

E D177 1 F-Secure, F~Secure SSH User’s & Administrator’s Guide (May 1999) (from FSECU RE 00000003)
i (SSH Guide 3} E

, D178 F»Secure, F-Secure SSH2.0 for Windows NT and 95 (May 1999) (from FSECURE 00000003) (SSH
20 Guide 3) l

D179 FaSecure, F-Secure VPN+ Administrator’s Guide (May 1999) (from FSECU RE 00000003) (VPN+
Guide 3)

D180 F-Secure, F-Secure VPN+ 4.1 (1999) (from FSECURE 00000006) (VPN+ 4.1 Guide 6)

D181 F-Secure, F-Secure SSH (1996) (from FSECURE 00000006) (F—Secure SSH 6)

D182 F—Secure, F~Secure SSH 2.0 for Windows NT and 95 (1998) (from FSECURE 00000006) (F—
Secure SSH 2.0 Guide 6)

D183 ‘ F-Secure, F—Secure SSH Users & Administrator’s Guide (Sept. 1998) (from FSECURE 00000009)
(SSH Guide 9)

D184 fl F-Secure, F-Secure SSH 2.0 for Windows NT and 95 (Sept. 1998) (from FSECURE 00000009) (F-

+ Secure SSH 2.0 Guide 9)
ED185 F-Secure‘ F-Secure VPN+ (Sept. 1998) (from FSECURE 00000009) (VPN+ Guide 9)

D186 T F—Secure, F—Secure Management Tools, Administrator’s Guide (1999) (from FSECURE 00000003)
(F-Secure Management Tools)

D187 F~Secure, F-Secure Desktop, User’s Guide (1997) (from FSECURE 00000009) (FSecure Desktop
User’s Guide)

D188 SafeNet, lnc, VPN Policy Manager (January 2000) (VPN Policy Manager)

D189 F-Secure, F—Secure VPN+ for Windows NT 4.0 (1998) (from FSECURE 00000009) (FSecure
VPN+)

D190 lRE, Inc, SafeNet/Security Center Technical Reference Addendum (June 22, 1999) (Safenet

E E Addendum)
l
i

  

 
 
 

W

i
i
E

 

l

 

 

 

     
‘ D191 lRE, lnc., System Description for VPN Policy Manager and SafeNet/SoftPK (March 30, 2000) (VPN
‘ Policy Manager System Description) E
i
l

a E D192 E IRE, inc, About SafeNet/ VPN Policy Manager(1999) (About Safenet VPN Policy Manager) E
[Tm E D193 E Trusted information Systems, inc, Gauntlet Internet Firewall. Firewall Product Functional Summary

; July 22. 1996) (Gauntlet Functional Summary) A E
i ; D194 Trusted information Systems, inc, Running the Gauntlet lntemet Firewall, An Administrator’s Guide l E

 

 
   

E E to Gauntlet Version 3.0 (May 31, 1995) (Running the Gauntlet lnternet Firewalt) E

E ' D195 E Ted Harwood‘ Windows NT Terminal Server and Citrix Metaframe (New Riders 1999) (Windows NT
l

E E Harwood) 79 E ‘
, Todd W. Mathers and Shawn P. Genoway, Windows NT Thing Client Solutions: ImplementingE D196 E gi E E

g

 

  

E Terminal Server and Citrix MetaFrame (Macmitlan Technical Publishing 1999) (Windows NT

1
i
i

Elll  

 
  

t M i Mathers)
i 0197 i Bernard Aboba et at, Securing L2TP using IPSEC (February 2, 1999) E

E % D1_9§%156. Finding Your Way Throogh the VPN Maze (1999) (“PGP”) E E
i ) D199 é Linux FreeSNVAN Overview (1999) (Linux FreeS/WAN Overview) ‘ EWWW

E * D200 E TimeStep, The Business Case for Secure VPNs (1998) (“TimeStep”)

E 0201 i WatchGuard Technologies, inc) WatchGuard LiveSecurity for MSS Powemoint (Feb 14 2000) E
 iI

WatchGuard Technologies, Inc, MSS Version 2.5, Add'On for WatchGuard SOHO Releaset Notes 2l i
E (July 21, 2000) g

i D203 ‘ WatchGuard Technoiogies, inc, MSS Firewall Specifications (1999) i
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  E D204 WatchGuard Technologies: Inc, Request for Information, Security Services (2000)  

 

 

 

E

E E D205 WatchGuard Technoiogées, Inc, Protecting the Internet Distributed Enterprise, White Paper
E E (February 2000) E
E ED206 Air Force Research Laboratory, Statement of Work for Information Assurance System Architecture E E
i E and integration, PR No. N~8~6106 (Contract No, F30602~98—C~0012) (January 29, 1998) E E

E___ E D207 Technotogies, inc, WatchGuard Firebox System Powerpoint (2000)
IDI

E

E

DO28 EGTE Internetworking & BBN Technologies DARPA Information Assurance Program Integrated
E BBN Information Assurance Contract TIS Labs Monthly Status Report (March 16-Aprit 30, 1998)

I Feasibility Demonstration 1FD 1.2 Report, Rev. 10 {September 21, 1998)
D209
 

  

 

 

 

D210 DARPA Dynamic Virtual Private Network (VPN) Powerpoint

E D211 GTE Internetworking, Contractors Program Progress Report (March 16April 30 1998) AE-
D2124 DarrellIKindred Dynamic Virtual Private Networks (DVPN) Countermeasure Charactenzation

(January 30 2001) E

E“ D213 Virtual Private Networking Countermeasure Characterization (March 30, 2000) ~I
D214 Virtual Private Network Demonstration (March 21, 1998)

E‘D215 Information Assurance/NAI Labs, Dynamic Virtual Private Networks (VPNs) and Integrated Security E
 

 

 

Management (2000)

D216 Information Assurance/NAI Labs, Create/Add DVPN Enclave (2000)

D217 E’NAI Labs, IFE 3.1 Integration Demo (2000) E 
D218 Information Assurance, Science FairAgenda (2000)

D219 Darrell Kindred et aI., Proposed Threads for IFE3. 1 (January 13, 2000)

D220 IFE 3.1 Technology Dependencies (2000)

0221 ' IFE 3.1 Topology (February 9, 2000)
D222 Information Assurance, Information Assurance Integration: IFE 3.1, Hypothesis & Thread

E L Development January 10-11, 2000)
D223 Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation (2000)

D224 4 Information Assurance/NA] Labs, Dynamic Virtual Private Networks Presentation v.2 (2000)
D225 Information Assurance/NAI Labs, Dynamic Virtual Private Networks Presentation V3 (2000)

D226 T. Braun et aI., Virtual Pn'vate Network Architecture, Charging and Accounting Technology for the
Internet (August 1, 1999) (VPNA)

D227 Network Associates Products - PGP Total Network Security Suite, Dynamic Virtual Private
Networks (1999)

D228 Microsoft Corporation, Microsoft Proxy Server 2.0 (1997) (Proxy Server 2.0, Microsoft Prior Art VPN
‘ Technology)

D229 David Johnson et. at, A Guide To Microsoft Proxy Server 2.0 (1999) (Johnson, Microsoft Prior Art E El VPN Technology) '

D230 Microsoft Corporation, Setting Server Parameters (1997 (copied from Proxy Server 2.0 CD IabeIed I
IMSFTVX00157288) (Setting Sewer Parameters, Microsoft Prior Art VPN Technoiogy) E

D231 Kevin Schuler Microsoft Proxy Server 2 (1998) (Scholar Microsoft Prior Art VPN Technology)

5 , D232 Erik Rozeil et aI. MCSE Proxy Server2 Study Guide (1998) (Rozeli, Microsoft Prior 15 Art VPN
L E TechnolIogy) E
E
E
il
I

l
E

 

 

l

 

 

     
 

 
 

 
  

I
IE 0233i M Shane Stigter & Mark A Linsenbardt IIS 4 and Proxy Server 2 (1999) (StigEer, Microsoft Prior Artg .

EVPN Technology)

D234 David G Schaer MCSE Test Success: Proxy Server 2(1998) (Schaer Microsoft Prior Art VPN
Technology} E
 

II
i  

E

E

E D235I John SaviEL The Wnclows NT and Windows 2000 Answer Book (1999) (Saviil, Microsoft Prior Art E  
 
 

I
i

EVPN Technology)

E ED236 Network Associates Gauntlet Firewall Global Virtual Private Network Usefs Guide for Windows NT l
i E E Version 5 0 {1999) (Gauntiet NT GVPN GVPN} E

E D237 E Network Associates Gauntlet Firewall For UNIX Global Virtual Private Network User’s Guide E .
I

  

 
I

I E Version 5 0 {1999) (Gauntiet Unix GVPN overs ‘ E

I EED238 Fite History for US Appiication Serial No 09/653201 Applicant(s): Whittle Bryan et aI, Filing Ei E Date 08/31/2000 J
Page 15 of 49 !

 

Petitioner Apple Inc. — EX. 1004, p. 184



Petitioner Apple Inc. - Ex. 1004, p. 185

  

 
 

 
 

Subsi. for form 14493910 Complete if Known

“fifiiéizon Number ” 13/911,792 
 

 
 
 

  
 
 

  

 
 

  

 
INFORMATION DISCLOSURE . Mamas
STATEMENT BY APPLICANT First Named inventor Victor Larson 
(Use as many sheets as necessary)

2495

Oianrewaju J. Bucknor

775804 96 (VRNK-OOO1CP38NFT9)

Art Unit

Examiner Name

Docket Number

  

  
 

 

    
E 0239 E AutoSOCKS v2, 1, Datasheet,

E E E httpdfwebarchiveorglwebl19970212013409/wwwaventail .dcom/prod/autosks.htmiE
E D240 Ran Atkinson Use of DNS to Distribute Keys 7 Sept 1993,
E E http:!r’ops ietiorgfilstemamedroppers/nameoropper, 1 99xlm3900946htmi

E D241 FirstVPN Enterprise Networks, Overview E
 

g D242 E Chapter1: Introduction to Firewall Technoiogy, Administration Guide; 12/19/07 E E

Ehttp:/lwwwbooksZ4x7com/book/id 762/viewerrasp?bookid=762&chunkedz41065062 E E
D243 The TLS Protocol Version 1.0; January 1999; page 65 of 71 ,

I z D244 Elizabeth D. Zwioky, et al., Buiaiding Internet Firewalls, 2nd Ed. “TE
D245 Virtual Private Networks - Assured Digital Incorporated - ADI 4500;

http://web.archiveorg/web/19990224050035/www.assured»

E digital.oom/products/prodvpnladia4500.htm
D246 Accessware - The Third Wave in Network Security, Conclave from Internet Dynamics;

http://web.archive.org/webl1 1980210013830/interdyn,com/Accessware.html

E D247 Extended System Press Release, Sept. 2, 1997; Extended VPN Uses The Internet to Create Virtual
Private Networks, www.extendedsystems.com

D248 Socks Version 5; Executive Summary;

E http://webarchive.org/webl199970620031945/www.aventail.com/educatthitepaper/sockswp.html

D249 internet Dynamics First to Ship integrated Security Solutions for Enterprise Intranets and Extranets;
Sept. 15, 1997; http://web.archive.org/web/19980210014150/interdyn.com

D250 Emails from various individuals to Linux IPsec re: DNS-LDAP Splicing

D251 Fasbender, A., et ai., Variable and Scalable Security: Protection of Location Information In Mobile
IP, IEEE WS, 46th, 1996, 5 pp.

D252 David Kosiur, “Building and Managing Virtual Private Networks” (1998)

D253 Request for Inter Partes Reexamination of Patent No. 6,502,135, dated Nov. 25, 2009.

D254 Request for Inter Partes Reexamination of Patent No. 7,188,180, dated Nov. 25, 2009.

D255 Yuan Dong Feng, “A novel scheme combining interleaving technique with cipher in Rayleigh fading
channels,” Proceedings of the International Conference on Communication technology, 2:847-02—1—
847024 (1998)

D256 Davies and Price, edited by Tadahiro Uezono, “Network Security”, Japan, Nikkei McGraw—Hill,
December 5, 1958, First Edition, first copy, p. 102408

Eal
l
i
I

E D257 Davies et al., “An introduction to Data Security in Teleprocessing and Electronic Funds Transfer,"

 

 
  E

E...

 

 

 

 

 

 

 
7...”.
 

Security for Computer Networks, Second Edition, pp. 98-101 (1989)

D258 Baumgartner et al, “Differentiated Services: A New Approach for Quality of Service in the Internet,"
Internationai Conference on High Performance Networking, 255273 (1998)

  
  

 
 

 
 

 

 Daviia et aI., “implementation of Virtual Private Networks at the Transport Layer,” M. Mambo, Y.
Zheng (Eds), Information Security (Second internationai) Workshop, iSW’ 99. Lecture Notes in
Computer Science (LNCS), Vol. 1729; 85102 (1999)

D261 De Raadt et at, “Cryptography in OpenBSD,” 9 pages (1999)

D262 E Eastiake, “Domain Name System Security Extensions," lnternet Citation, Retrieved from the i E
E Enternet: URL:flp:f/ftp.inet.no/pobfietf/intemet-draftsr’draft-ietf~dnssec—secext2-05.txt (1998)

i Gunter et at, “An Architecture for Managing I(Ems-Enabled VRNs Over the tnternet,” Proceedings 2 E
E 24th Conference on Local Computer Networks. LCN’ 99 IEEE Comput. Soc Los Aiamitos, CA, i EE
E
E

pages 122 131 (1999) ' g
WM“ .

Shimizu “Speciai Feature: Mastering the internet with Windows 2000”Internet Magazme, E
D264

@ . 63:295307 (2000) E

E D265lStaliings Cryptography and Network Security,” Principals and Practice, 2nd Edition, pages 399- E E
440 (1999) E

Takata “.US Vendors Take Serious Action to Act Against Crackers - A Tracking Tool and a Highiy

S_a_fe DNS Software are Reieased‘ Nikkei Communications 257: 87(1997)

 

 

  

 

 

D266
   

E
E

E. - WM2:.L.
E WéEls Email (Lancasterb1be@maii msncom) Subject: “Securitylcon" (1998) 

Page 16 of 49

Petitioner Apple Inc. — EX. 1004, p. 185



Petitioner Apple Inc. - Ex. 1004, p. 186

 

Subst. for form 1449mm :' Compiete if Known

WW ”WWW"""""""""""""
INFORMATION DISCLOSURE Fiiing gage (35.95.2131 3
STATEMENT BY APPLTCANT Named
(Use as many sheets as necessary) ‘ ,

Examiner Name Oianrewaju J. Bucknor

Docket Number 77580-196 {VRNK-OOO‘I CP3CNFT9) 

0268 Microsoft Corporation’s Fifth Amended invaiidity Contentions dated September 18, 2009, Vimetx

' E inc and Science Appiications international Corp. v. Microsoft Corporation and invaiidity claim
l

E 1 charts for US. Patent Nos. 7,188,180 and 6,839,759
E D269 The iPSEC Protocot as described in Atkinson, et at, “Security Architecture for the internet
  

i Protocoi," Network Working Group, RFC 2401 (November 1998) (“RFC 2401”);

Ei

E
E

E
E E http://webarchive.org/web/19991007070353/http11/www.imibmedtu-

dresdende/imib/lnternetlLiteraturiipsec—doco_engVhtmf

 http://web.archiveorg/web/19991007070353/http2/lwww.imibmed.tu—
 
 

  

i

E

E MiD271 E Ct Madson and R. Gienn. “The Use of HMAC—MDS-QG within ESP and AH," RFC 2403 (November

5 dresden.de/imib/lntemet/Literatur/ipsec—docu_ehg.htmt

E E 1998); http:l/web.archive.org/Web/19991007070353/httpzllwww.imibmedtu—‘ dresden.deflmib/lnternet/Literatur/ipsec—docu_eng.html L2,».

D272 C. Madson and R. Glenn, "The Use HMAC—SHA-1-96 within ESP and AH,” RFC 2404 (November
1998); http://web.archive‘org/web/19991007070353/http21/wwwimib,medtu-
dresden.de/imib/lnternet/Literatur/ipsec—docu_eng.htmt

D273 C. Madson and N. Doraswamy, “The ESP DES-CBC Cipher Algorithm With Explicit IV", RFC 2405
(November 1998); http://web.archive.org/web/19991007070353/http://www.imiblmed.tu—
dresden.de/imib/lnternet/Literatur/ipsec-docu_eng.htmt

D274 8. Kent and R. Atkinson, “1P Encapsulating Security Payload (ESP),” RFC 2406 (November 1998);

E http://web.archive.org/web/19991007070353/http://www.imib.med,tu-
dresden.de/imib/lnternet/Literatur/ipsec-docu__eng.html

D275 Derrell Piper, “The lntemet lP Security Domain of lnterpretation for lSAKMP,” RFC 2407
(November 1998); http://web.archive.org/web/19991007070353/http://www.imib.med.tu-
dresden.de/imib/lnternet/Literatur/ipsec-docu_eng.html

D276 Douglas Maughan, et al, “lntemet Security Association and Key Management Protocol (lSAKMP),”
RFC 2408 (November 1998); http://web.archive.org/web/19991007070353/http://www.imib.med.tu*
dresden.de/imib/lntemet/Literatur/ipsec»docu_eng.html

D277 E D. Harkins and D. Carrell, “The lntemet Key Exchange (lKE)," RFC 2409 (November 1998);
http://web.archive.org/web/19991007070353/http://www.imib.mediu—

dresden.de/imib/lnternet/Literatur/ipsec—docu_eng.html D
D278 R. Glenn and S. Kent, “The NULL Encryption Algorithm and lts Use With lPsec.” RFC 2410

(November 1998); http://web.archive.org/web/19991007070353/http://wwwrimib.med.tu~
. dresden.de/imib/lnternet/Literatur/ipsecndocu_eng.html

E l D279 R. Thayer, et al., “IP Security Document Roadmap,” RFC 2411 (November 1998);
E http://web.archive.org/web/19991007070353/http://www.imib.med.tu-

dresden.de/imib/tnternet/Literatur/ipsec-docu_eng,html

Hilarie K. Ormant “The OAKLEY Key Determination Protocol,” RFC 2412 (November 1998) in
combination with Jim. Gatvin, “Public Key Distribution with Secure DNS,” Proceedings of the SixthE E

E USENIX UNiX Security Symposium, San Jose California (July 1996) (“Galvin”)
E , D281 . DNS—related correspondence dated September 7, 1993 to September 20, 1993, (Pre KX! KX

E Records) E
f

 

 

 

 

    
  

 

 
 
 

 

 

 

 

Aventaii Corp, “AutoSOCKS vi 2,1 Datasheet,” available at

http://www.archive.org/web/19970212013409/www.aventaiioom/prod/autosksthtml (1997)
(AutoSOCKS, Aveotaél)

Aventail Corp” “Socks Version 5:" Aventaii Whitepaper‘ available at
http://web.archive.org/web/19970620030312/www‘aventail.com/educate/whitepaper/soc kswphtmi
{1997). (Socksg Aventaii)

 

  

 
 

D284

 

  
E D287 F-Secure, F-Secure Evaluation Kit (Sept. 1998) (FSECURE 00030009} (Evaiuation Kit_9)
 

5 t. E lL‘,..__‘_,-PWMWMWWWWM WDMWMW _w#. ,____

E E D288 E lRE, the, SafeNet/Soft—PK Version 4 (March 28, 2000) (SoftPK Version 4) E E
E D289 lRE/SafeNet lnc., VPN Technologies Overview (March 28, 2000) (Safenet VPN Overview) E t 

Page 17 of 49

Petitioner Apple Inc. — EX. 1004, p. 186



Petitioner Apple Inc. - Ex. 1004, p. 187

 

Substi‘orform1449/PTO I Compiete if Known
é

I Application Number 13!911,7§2
INFORMATION DISCLOSURE 3 nging Date 06-05-2013
STATEMENT BY APPUCANT First Named Inventor Victor Larson
(Use as many sheets as necessary) T ,

Art Unit 2495

Examiner Name Olanrewaju 3. Buckner

Docket Number 77580-196 (VRNKvOGGiCPiSCNFTQ)

0290 E ERE, inc, SafeNeWPN Policy Manager Quick Start Guide Version 1 (1999) (SafeNet VPN Poiicy E i
Manager} 1 i

Information Assurance/MAI Labs. Dynamic Virtue! Private Networks Presentation v.3 {2900) i i
PCT international Search Report for related PCT Application No: PCT/USOt/13261, 8 pages. 3

 

 Ls
Et
l
 
 

  

 

 

  D292
E
s l

is. i
L ’ 0293 PCT International Search Report for related PCT Application No: PCT/U899/25323, 3 pages.
i 3 D294 PCT International Search Report for related PCT Appiication No: PCT/U899/25325, 3 pages.

D295 Deposition Transcript for Gary Tomiinson dated February 27, 2009

-D296 Trial Transcript, VirnetX vs, Microsoft Corporation dated March 8, 2010, 8:45 AM —
- 0297 Triai Transcript, VirnetX vs. Microsoft Corporation dated March 8, 2010. 1:30 PM —
-D298 Trial Transcript, VirnetX vs. Microsoft Corporation dated March 9, 2010, 9:00 AM -

 

E

i
l

Ti 
 
 

 

 
 

  

  
  

 -_—
_—

Trial Transcript, VirnetX vs. Microsoft Corporation dated March 10, 2010, 1:00 PM -
_—
_-
_—

  

  
   D305 Trial Transcript, VirnetX vs Microsoft Corporation dated March 12, 2010 1 15 PM

D306 Trial Transcript, VirnetX vs Microsoft Corporation dated March 15, 2010 9 00 AM

I g D308 European Search Report dated January 24, 2011 from corresponding European Application

i i I Number10011949.4

  

 

D309 1 European Search Report dated March 17, 2011 from corresponding European Application Number101845022

D310 Hollenbeck et 3]., “Registry Registrar Protocol (RRP) Version 1.1.0; Internet Engineering Task
Force, 34 pages (1999)

+D311 Tannenbaum, “Computer Networks," pages 202—219 (1996)

 

 

 

  
 

  D312 " Defendants Preliminary Joint Invalidity Contentions dated July 1, 2011 fl

1 D313 Appendix B: DNS References to Defendants’ Preliminary Joint Invalidity Contentions dated July 1,2011
i i 4

D314 } Appendix A to Defendants’ Preliminary Joint Invalidity Contentions dated July 1, 2011
, Exhib‘t 1, lETF RFC 2065: Domain Name System Security Extensions; Published January 1997 vs.
g Claims of the ‘211 Patent

‘ Exh’b’t 2, iETF RFC 2065: Domain Name System Security Extensions; Pubiished January 1997 vs.
Claims ofthe ‘504 Patent

i 0317 i Exh'b't 3. RFC 2543 vs. Ciaims of the ‘135 Patent
l I D318 J.FExhib‘t 4, RFC 2543 vs. Claims ofthe ‘211 Patent
' D319 i Exh' ’15. RFC 2543 vs. Ciaims of the ‘504 Patent E
i 1 't 6, SP Draft v.2 vs. Ctaims of the ‘135 Patent

3 ‘ i5 D321 g Exh' t7. SiP Draft v.2vs. Claims ofthe ‘211 Patent l
f D322 Exh t8. SlP Draft v.2 vs. Ctaims of the 504 Patent

b

b

, b

E i b .

I or 9. H.323 vs. Ciaims ofthe “135 Patent _ l
b .

o

b

o

 

  
  

 
 

 

 
  

  

  

  

 

 

g i D323 l Exh
FTTW‘NW E
g g D324 ; Exh t10, H.323 vs. Claims ofthe ’211 Patent

, ‘t 11, H.323 vs. Claims of the 1504 Patent E
' "t 12, SSL 3.0 vs. Claims of the ‘135 Patent. 1

. i D327 ; Exh' ‘t 13, SSL 3.0 vs. Ciaims of the ‘211 Patent .......H_..,,,,. a.“ __.
i D328 5 Exh‘b't 14, SSL 3.0 vs. Claims ofthe ‘504 Patent

E D329 Exh'b't 15, RFC 2487 vs. Claims ofthe ‘135 Patent

  

  
  

 

 

 

 

 

 
 

 

 

  
  

  
 

Page 18 of 49

Petitioner Apple Inc. — EX. 1004, p. 187



Petitioner Apple Inc. - Ex. 1004, p. 188

 

Subst. fer form 1449/PTO
EWWEEW

EApp:ication Number

Complete if Known

13l91 1 ,792

  
  
  

 

'NFORMAT'ON D'SCLOSURE Mg

STATEMENT BY APPLICANT First Named inventor Victor Larson
(Use as many sheets as necessary) : ,

Art Unit 2495 

Examiner Name

Docket Number

E : D330i Exhibit 16, RFC 2487 vs. Cairns of the ‘211 Patent
i

i 0331 i Exhibit 17, RFC 2487 vs. Ciaims of the ‘504 Patent
i

:

Olanrewaju J. Buckner

77580-196 (VRRKfiGmCPBCiQFTQ) 

 
  

 

  

  
 

 

, D332 Exhibit 18 RFC 2595 vs C aims of the ‘135 Patent
D333 Exhibit 19 RFC 2595 vs C aims of the 211 Patent

D334: Exhibit 20, RFC 2595 vs. Ciaims of the‘ 504 Patent g

D335 , Exhibit 21 :Pass vs. Ciaims of the135 Patent

 

 

 

 

 

 

 

 
  

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

    
 
 

  

 

 

 

 

 
 

 
  

    

i; D336 Exhibit 22 iPASS vs Cllaims of the ‘211 Patent
i D337 Exhibit 23, iPASS vs. Claims of the 504 Patent L.“
‘M 0333 Exhibit 24, “us ‘034"vs. Claims of the ‘135 Patent :4k D339 E Exhibit 25, US Patent No. 6,453,034 (“US ‘034")vs. Claims of the ‘211 Patent

D340 i Exhibit 26, US Patent No. 6,453,034 (“US 034") vs. Claims of the ‘504 Patent j
D341 Exhibit 27, US ‘287 vs. Claims of the ‘135 Patent l
D342 Exhibit 28, US ‘287 vs. Claims of the ‘211 Patent

D343 Exhibit 29, US ‘287 vs. Claims of the ‘504 Patent

D344 Exhibit 30, Overview of Access VPNs vs. Claims of the ‘135 Patent 4
E D345 Exhibit 31, Overview of Access VPNs vs. Claims of the ‘211 Patent 4

D346 Exhibit 32, Overview of Access VPNs vs. Claims of the ‘504 Patent

D347 Exhibit 34, RFC 1928 vs. Claims of the ‘135 Patent

l D348 ' Exhibit 35, RFC 1928 vs. Claims of the ‘211 Patent
1 D349 fiExhibit 36, RFC 1928 vs. Claims of the ‘504 Patent

D350 Exhibit 37, RFC 2661 vs. Claims of the ‘135 Patent

D351 Exhibit 38, RFC 2661 vs. Claims ofthe ‘211 Patent

D352 7 Exhibit 39, RFC 2661 vs. Claims of the ‘504 Patent

{ l D353 Exhibit 40, SecureConnectvs. Claims of the ‘135 Patent
i 1 D354 1 Exhibit 41, SecureConnect vs. Claims ofthe ‘211 Patent
il TD355 4 Exhibit 42,8ecureConnectvs. Claims of the ‘504 Patent i
3 l D356 4 Exhibit 43, SFS—HTTP vs. Claims of the ‘135 Patent

D357 E Exhibit 44, SFS—HTTP vs. Claims of the ‘211 Patent
D358 Exhibit 45, SFS—HTTP vs. Claims of the ‘504 Patent I
D359 * Exhibit 45, us ‘883 vs. Claims of the ‘135 Patent

.4. D360; Exhibit 47 US ‘883 vs. Claims of the ‘211 Patent .2
; D3614Exhibit 48 US 8‘83vs. Claims of the 504 Patent
! l D362 1 Exhibit 49 US 132 vs. Claims of the 135 Patent

D363Exh'bit 50, US ‘132 vs. Claims of the ‘211 Patent ,

D364 i Exh'bit 51, US ‘132vs. Ciaims of the ‘504 Patent f !
PiDSGE) 7L.Exh‘bit 52, US ‘213vs. Claims of the ‘135 Patent ,va7LD366FSj‘Exh‘bit 53, US ‘213vs. Claims of the ‘211 Patent
i siD367 Exh‘bit 54, US ‘213vs. Claims of the ‘504 Patent . i E
E D368 Exhib't 55. 88M VPNs vs. Ciaims of the ‘135 Patent 1

i l D369 1 Exh'b't 56, 88M VPNs vs. Ciaims of the ‘211 Patent .W ‘
i i D370 2 Exhib’157. 88M VPNs vs. Claims of the ‘504 Patent

: i D371 Exh'b't 58, BorderManagews. Ciaims of the ‘135 Patent g ‘
g ’ 0372 Exh‘b't 59, BerderManageivs. Ctaims ofthe ‘211 Patent : a
i 0373 ‘ Exh‘b'160, BorderManagervs. Ciaims ofthe ‘504 Patent :

_ D374 i Exh'b'161, Prestige 128 Plus vs. Claims of the ‘135 Patent
: . 9375 ‘ Exhi

 
   

 
ED377 i Exhb

‘t 62, Prestige 128 Plus vs. Claims of the ‘211 Patent

,Exhibit 63, Piesiige 128 Pius vs. Claims of the ‘504 Patent i
‘t 64, RFC 2401 vs. Claims of the ‘135 Patent 

  

  

lD378Exhib

 
165, RFC 2401 vs. Claims of the ‘211 Patent 

Page 19 of 49

Petitioner Apple Inc. — EX. 1004, p. 188



Petitioner Apple Inc. - Ex. 1004, p. 189

 

Subst. for form 1449/PTO Complete if Known

1 3191 1 ,792

Filing Date 06-06-2013

Art Unit 2495

Examiner Name Olanrewaju J. Buckner

Docket Number 77580-196 (VRNK»0001CP3CNFT9}

Application Slumber
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Use as many sheets as necessary)
 

 
 

 

 

 

  

  
  

"bit 69, RFC 2486 vs. Claims of the ‘504 Patent

“bit 70, Understanding lPSec vs. Ciaims of the ‘135 Patent

i 3 D384 Exhibit 71. Understanding lPSec vs. Claims of the ‘211 Patent

3 E D385 Exh’bit 72. Understanding lPSec vs. Claims of the ‘504 Patent

i D386 3 Exh'bit 73, us ‘820vs. Claims ofthe‘135 Patent

r D387WETixh'bit 74, us ‘820vs. Claims ofthe ‘211 Patent
D388 Exh'bit 75, US ‘820 vs. Claims of the ‘504 Patent

l D389 Exhibit 76, US ‘019vs. Claims of the ‘211 Patent

MD390 Exh‘bit 77, US ‘019 vs. Claims of the ‘504 Patent
D391 Exhibit 78, US ‘049 vs. Claims of the ‘135 Patent

+ D392 Exhibit 79, US ‘049 vs. Claims of the ‘211 Patent
E3393 Exhibit 80, US ‘049 vs. Claims of the ‘504 Patent

D394 Exhibit 81, US ‘748 vs. Claims of the ‘135 Patent

Exhibit 82, US ‘261 vs. Claims of the ‘135 Patent

Exhibit 83, US ‘261 vs. Claims of the ‘211 Patent

 
 

 
D395

D396

l

 .t

 

 

 

 

 

 

 
 

 
 

 

D397 Exhibit 84, US ‘261 vs. Claims of the ‘504 Patent

D398 Y Exhibit 85, US ‘900 vs. Claims of the ‘135 Patent

D399 4 Exhibit 86, US ‘900 Vs. Claims of the ‘211 Patent

D400 Exhibit 87, US ‘900 vs. Claims of the ‘504 Patent 1
D401 ' Exhibit 88, US ‘671 vs. Claims of the ‘135 Patent

D402 Exhibit 89, US ‘671 vs. Claims of the ‘211 Patent L
D403 Exhibit 90, US ‘671 vs. Claims of the ‘504 Patent

D404 1 Exhibit 91, JP ‘704 vs. Claims of the ‘135 Patent 1
D405 Exhibit 92, JP ‘704 vs. Claims of the ‘211 Patent

E D406 _% Exhibit 93, JP ‘704 vs. Claims of the ‘504 Patent E 
Exhibit 94, GB ‘841 vs. Claims of the ‘135 Patent

Exhibit 95, GB ‘841 vs. Claims of the ‘211 Patent.

flibit 96, GB ‘841 vs. Claims of the ‘504 Patent
Exhibit 97, US ‘318vs. Claims of the ‘135 Patent

'b't 98, US ‘318vs. Claims of the ‘211 Patent

bf 99, US ‘318vs. Claims of the ‘504 Patent

‘bit 100, VPNNLAN vs. Claims of the ‘135 Patent

'b't 101, Nikkei vs. Claims of the ‘135 Patent
b

b

   
  

 
 

 

E D414 Exh

D415 g Exh"Em...“ it 102, NlKKEl vs. Claims of the ‘211 Patent

’t 103, NlKKEl vs. Claims of the ‘504 Patent

't 104, Specie: Anthoiegy vs. Claims of the ‘135 Patent

 
E
ll
ll

r—“tM’ _.
D416 3 Exh'

  
 

 

 

    
 

 

  
  

  

 

  
   

Ed“ b't 105. Omron vs. Claims of the ‘135 Patent
E 'b't 106, Gauntlet System vs. Claims of the ‘135 Patent
E 'b‘t 107, Gauntlet System vs. Claims of the ‘151 Patent

E D421 E Exh‘b‘t 108, Gauntiet System vs. Ciaims of the ‘180 Patent l E

E D422 E Exh'b’t 109, Gauntiet System vs. Ciaims of the i211 Patent E i
g i D423 g Exh'b't 110, Gauntlet System vs. Claims of the ‘504 Patent l E
E : 'b't 111, Gauntlet System vs. Claims of the ‘759 Patent

_‘ ; D425 Exhibit 112, lntraPort System vs. Claims ofthe ‘135 Patent
l D426 i Exh'

i D427 Exh"
  
b

b
 

 
 ”t 113, lntranrt System vs. Claims of the ‘151 Patent

‘t 114. intraPort System vs. Claims of the ‘180 Patent

  

 
 

 

Page 20 of 49

Petitioner Apple Inc. — EX. 1004, p. 189



Petitioner Apple Inc. - Ex. 1004, p. 190

 

Subst, for form 1449mm Complete if Known
   

Application Number 13/911,792
'“FORMAT'O” D'SCLOSURE

STATEMENT BY APPLICANT E First Named Inventor Victor Larson Use as man Sheets as "969533 i .
( y ’y’ Art Unit 2495

E Examiner Name Olanrewaju J. Buckner
Docket Number 775804 96 (VRNKaOOO1CP3CNFT9)

D428 Exhibit 115, intraPort System vs. Claims of the ‘211 Patent

2 D429 Exhibit 116, intraPort System vs. Claims of the ‘504 Patent

D430 3 Exhibit 117, intraPort System vs. Ciaims of the ‘759 Patent
3 E

i D431 Tammi 118, Atiiga VPN System vs. Claims of the ‘135 Patent _‘ 7

i D432 Exhibit 119, Aitiga VPN System vs. Claims of the ‘151 Patent X .2;
i D433 E Exhibit 120, Aitiga VPN System vs. Ciaims of the ‘180 Patent E

  
 

   
 

 
 

    
  

 
 

 

 

 

E D434 5 Exhibit 121, Aitiga VPN System vs, Claims of the ‘211 Patent
, D435 . Exhibit 122, Aitiga VPN System vs. Claims of the ‘504 Patent

5 E D436 Exhibit 123, Altiga VPN System vs, Claims of the ‘759 Patent

3 ; D437 TExhibit 124 Kiuchivs. Claims of the ‘135 Patent. i .

; i D438 Exhibit 125, Kiuchivs. Ciaims of the ‘151 Patent 1
I £9439 éxhibit 126, Kiuchivs. Claims of the ‘180 Patent

E D440 Exhibit 127, Kiuchivs. Claims ofthe ‘211 Patent

D441“ Exhibit 128, Kiuchivs. Claims of the ‘504 Patent
D442 Exhibit 129, Kiuchivs, Claims of the ‘759 Patent

D443 Exhibit 130, Overview of Access VPNs and Tunneling Technologies (“Overview”) vs, Claims of the

  

  

 

 

 

 

 

 

‘135 Patent

D444 Exhibit 131, Overview of Access VPNs and Tunneling Technologies (“Overview”) vs. Claims of the 4
L2 ‘151 Patent

D445 Exhibit 132, Overview of Access VPNs and Tunneling Technologies (“Overview”)vs, Claims of the

‘180 Patent t
D446 r Exhibit 133, Overview of Access VPNs and Tunneling Technologies (“Overview") vs. Claims of the

‘211 Patent

D447 * Exhibit 134, Overview of Access VPNs and Tunneling Technologies (“Overview”)vs. Claims of the
‘504 Patent ‘ 

D448 Exhibit 135, Overviewvs. Claims of the ‘759 Patentj

D449fi Exhibit 136, RFC 2401 vs. Claims of the ‘759 Patent A
D450 Exhibit 137, Schulzrinnevs. Claims of the ‘135 Patent

D451 Exhibit 138, Schulzrinne vs. Claims ofthe ‘151 Patent

D452 Exhibit 139, Schulzrinne vs. Claims of the ‘180 Patent

D453 + Exhibit 140, Schulzrinne vs. Claims of the ‘211 Patent e

D4544 Exhibit 141, Schulzrinne vs, Claims ofthe ‘504 Patent
i E D455 i Exhibit 142, Schulzrinne vs. Claims ofthe ‘759 Patent
l i D456 ' Exh'bit 143, Solana vs. Cla‘ms of the ‘135 Patent

D457 i Exh'b't 144, Solana vs. Claims of the ‘151 Patent

't 145, Solana vs. Cla'ms of the ‘180 Patent

' ‘t 146, Soiana vs. Ciaims of the ‘211 Patent

D460 Exhibit 147, Solana vs. Cla'ms of the ‘504 Patent

‘ "t 148, Solana vs. Cla'ms of the ‘759 Patent

9 D462 E Exhibit 149, Atkinson vs. C aims of the ‘135 Patent EE

g D463 i Exh bit 150, Atkinson vs. C aims of the 151 Patent E i

i D464 i Exh‘b‘t 151, Atkinson vs. aims of the ‘180 Patent 5 iC

‘ 't 152, Atkinson vs. C aims of the ‘211 Patent i iW
C .

CE g 0466 , Exh‘b‘t 153, Atkinson vs. aims of the ‘504 Patent WWWaims of the ‘759 Patent ; .L D467 : Exh’b‘t 154, Atkinson vs.
i D468 E Exh'b't 155, Merino vs, Cla’ms of the ‘135 Patent WW
; E D469 Exh'b't 156, Marine vs, Cla’ms of the ‘151 Patent i

i D470 E Exhibit 157, Marine ‘v‘s. Ciaims ofthe ‘180 Patent
, Exh’b‘t 158, Marine vs. Cia'ms of the ‘211 Patent E

72 Exh'b‘t159, Marinovs. Cla‘ms of the ‘504 Patent r

Page 21 of 49

 
.2

~EN 

   
,.___T

ilE.

  
  
 
 

 

 

  

 

 

 
 

 
 

 

 

    

 

 

 
 
 

 

  

 

 

 

 

 

  
 

   
 

Petitioner Apple Inc. — EX. 1004, p. 190



Petitioner Apple Inc. - Ex. 1004, p. 191

 
Subst. fei' form 1449/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Use as many sheets

Complete if Known

13191 1,792

 

I AppiicatISdNumber

 

Fiiing Date 06-06-2013

First Named Inventor Victor Larson

as necessary} ; Art Unit 2495
Examiner Name

Docket Number
Olanrewaju J. Buckner

775804 96 (VRNK-vflfifii CP3CNFT9) 
i

D474 II
I

I

D473:‘ Exhibit 160, Marine vs. Ciaims of the ‘759 Patent

Exhibit 161, Aziz C648) vs. Ciaims of the ‘759 Patent

I D475 Exhibit 162. Wesihgervs. Ctaims of he ‘135 Patent
Exhibit 153, Wesingews.

I D477 Exhibit 164, Wesingervs.

 
I
I
E

Claims of the ‘151 Patent

Ciaims of the “180 Patent

 

 
Claims of the ‘211 Patent * I D478 ' Exhibit165,Wesingervs.

D479 I Exhibit 166, Wesingervs.
g g D480 Exhibit 167, Wesingervs

Ciaims of the ‘504 Patent

. Claims of the ‘759 Patent
"I”
 

' D481 I

I
Exhibit 168, Aziz C234) vs. Ciaims of the ‘135 Patent

Exhibit 169, Aziz (‘234)vs. Ciaims of the ‘151 Patent

Exhibit 170, Aziz (234) vs.

Exhibit 171, Aziz (234) vs. Ciaims of the ‘211 Patent

I Exhibit 172, Aziz (234) vs.

Claims of the ‘180 Patent

rum—e
Claims of the ‘504 Patent   

‘ Exhibit 173, Aziz (234) vs. Claims of the ‘759 Patent 
Exhibit 174, Schneidervs. Claims ofthe ‘759 Patent 
Exhibit 175, Valencia vs. Claims of the ‘135 Patent 
Exhibit 176, Valencia vs. Claims of the ‘151 Patent 
Exhibit 177, Valencia vs. Claims of the ‘180 Patent 

* Exhibit 178, Valencia vs. Claims of the ‘211 Patent
Exhibit 179, Valencia vs. Claims of the ‘504 Patent 

 
I Exhibi

“Tm—«1“ Exhibit 181, Davison vs. Claims of the ‘135 Patent

Exhibit 182, Davison vs. Claims ofthe ‘151 Patent

t 180, RFC 2401 in Combination with US. Patent No. 6,496,867 vs. Claims ofthe ‘180 Patent

 
Exhibit 183, Davison vs.

IExhibit 184, Davison vs. Claims ofthe ‘211 Patent
Exhibit 185, Davison vs.

Claims of the ‘180 Patent

Claims of the ‘504 Patent    
.40

D503 Exhib

Exhibit 186, Davison vs.

Exhibit 187, AutoSOCKS v2.1 vs. Claims ofthe ‘135 Patent

Exhibit 188, AutoSOCKS v2.1 vs. Claims of the ‘151 Patent

Exhibit 189 AutoSOCKS v2.1 Administrator’s Guide vs Claims ofthe ‘180 Patent

't 190 AutoSOCKS vs Claims ofthe ‘759 Patent

Claims of the ‘759 Patent it

 

D504 I Exhibit 191, Aventail Connect 301/2 51 vs Claims of the 135 Patent

  
 

i 0505 _ Exhib

i 0505 Exhib

; 0507 ‘ Exhib

 

 
i ; D508 i Exhib

0509 Exhib

D510 IExhib‘
Exhibi

D512 g Exhib‘
I i Paten

D513 Exhib
ItPaten

 
 

 
 

 
 

 

  
i

Ig

iI

Exhib

Exhib’
Paten

D517 Exhib'

ID515
D516
 

 
 

 

‘t 192, Aventaii Connect v3.01/2.51 vs. Claims ofthe 151 Patent

't 193. Aventaii Connect 301/251 vs. Ciaims of the ‘180 Patent

‘1 194, Aventaii Connect 3.01/251 vs, Ciaims of the ‘759 Patent

‘t 195, Aventaii Connect 3.1/2.6 Administrator’s Guide vs. Ciaims of the ‘135 Patent

't 196, Aventaii Connect 3.1/2.6 Administrator’s Guide vs. Claims ofthe ‘151 Patent

 
 

t

‘t 200 BinGO? User’s User’s Guide/Extended Features Reference vs Ciaims of the 135

D514 Exhibt201 BINGOI vs Claims ofthe 180 Patent

 
t

 

 
 
 
 

 

 

 

 

t 197, Aventaii Connect 31/26 vs. Ciaims of the ‘180 Patent

1‘ 198, Aventaii Connect 3.1/2.6 vs, Claims of the ‘759 Patent

t 1993 BinGO? User’s User’s Guide/Extended Features Reference vs. Claims of the ‘151

 

  

 

 

  

 
 

 

I
I

I

t 202 BinGOi vs Ciaims of the 759 Patent

t 203, Broadband Forum Technical Report TR-O251(issue 1.0/5.0) vs. CEaims of the 13

 

5

 

 
t204, Domain Name System (DNS) Security vs. Ciaims of the ‘211 Patent

 
 
g I D519 ’ Exhibi

g D518 Exhib't 205; Domain Name System (DNS) Security vs. Ciaims of the ‘504 Patent

 t 206, RFC 2230, Key Exchange Deiegation Record for the DNS vs. Claims ofthe ‘211 Patent

Page 22 of 49

 

Petitioner Apple Inc. — EX. 1004, p. 191



Petitioner Apple Inc. - Ex. 1004, p. 192

 
 
 
 

 
Subst. for form i4493PTO

 
  

13/911,792

06-06401 3

Victor Larson

2495

Olanrewaju J. Buckner

77580-196 (VRNK-0001CP3CNFT9)

D520 Exhibit 207, RFC 2230, Key Exchange Delegation Record for the DNS vs. Ciaims of the “504 Patent

D521 I Exhibit 208, RFC 2538, Storing Certificates in the Domain Name System (DNS) vs, Ciaims of the i
‘ ‘211 Patent ’

D522 . Exhibit 209, RFC 2538, Storing Certificates in the Domain Name System (DNS) vs. Ciaims of the
. ‘504 Patent

D523 , Exhibit 210, lETF RFC 2065: Domain Name System Security Extensions; Pubiisheci January 1997
E vs. Ciaims of the ‘504 Patenti

§ E D524 i Exhibit 21 1, iETF RFC 2065: Domain Name System Security Extensions; Pubiished January 1997 Il E vs, Claims ofthe ‘211 Patent

Exhibit 212, RFC 2486, RFC 2661, RFC 2401, and internet-Draft, “Secure Remote Access with 3 }T L2TP" vs. Claims ofthe ‘135 Patent
D526 l Exhibit 213, US. Patent No. 7,100,195 in Combination with RFC 2401 and US. Patent No.

6,496,867 vs. Claims ofthe ‘135 Patent

D527 Exhibit 214, US. Patent No. 7,100,195 in Combination with RFC 2401 and US. Patent No. I

‘% 6,496,867 vs. Claims of the ‘151 Patent
£528 Exhibit 215, US. Patent No. 6,643,701 vs. Claims of the ‘135 Patent

D529 Exhibit 216, US. Patent No. 6,643,701 vs. Claims of the ‘151 Patent

“j D530 Exhibit 217, US. Patent No. 6,496,867 in Combination with RFC 2401 vs. Claims of the ‘151 Patent
D531 Exhibit 218, US. Patent No, 6,496,867 in Combination with RFC 2401 vs. Claims of the ‘135 Patent

D532 r Exhibit 219, US. Patent No. 6,496,867 vs. Claims of the ‘211 Patent

D533 L Exhibit 220, US. Patent No. 6,496,867 vs. Claims of the ‘504 Patent
D534 Exhibit 221, RFC 2486, RFC 2661, RFC 2401, and lnternet-Draft, “Secure Remote Access with

L2TP”vs. Claims ofthe ‘151 Patent

D535 Exhibit 222, US. Patent No. 6,557,037 vs, Claims ofthe ‘211 Patent

D536 Exhibit 223, US. Patent No. 6,557,037 vs. Claims ofthe ‘504 Patent

D537 Exhibit 24, RFC 2230, Key Exchange Delegation Record for the DNS vs. Claims of the ‘135 Patent

D538 1 Exhibit 225, RFC 2230, Key Exchange Delegation Record for the DNS vs. Claims of the ‘151 Patent

1 D539 1 Exhibit Cisco—1, Cisco’s Prior Art Systems vs. Claims of the ‘135 Patent
D540 Exhibit Cisco—Z, Cisco’s Prior Art Systems vs, Claims of the ‘151 Patent

D541 Exhibit Cisco—3, Cisco’s Prior Art Systems vs. Claims of the ‘180 Patent

D542 Exhibit Cisco~4, Cisco’s Prior Art Systems vs. Claims of the ‘211 Patent

D543 Exhibit Cisco~5, Cisco’s Prior Art Systems vs. Claims ofthe ‘504 Patent

D544 Exhibit Cisco—6, Cisco’s Prior Art Systems vs. Claims of the “759 Patent

I D545 Exhibit Cisco-7, Cisco’s Prior Art PlX System vs. Claims of the ‘759 Patent fl
D546 , Exh'bit A: Copy of US. Patent No. 6,502,135 ,

D547 1 Exh‘bit A: Copy of US, Patent No. 7,490,151 5

D548 Exh'bit B: Certificate of Service to Request For inter Partes Reexamination Under 35 U.S.C, § 311 i i
i (Patent No. 5,502,135) r ,

D549 i Exh'bit B: Certificate of Service to Request For inter Partes Reexamination Under 35 U.S.C. § 311

 
 l iNFORMATiON DISCLOSURE

l STATEMENT BY APPLICANT(Use as many sheets as necessary}

Fiiing Date

First Named inventor

Art Unit

Examiner Name

/ Docket Number

  
 

  

  
 

 

 
 

 

  
    

 
 

 

 

 

  
 

Er
tzz
 

T- D525

 

 

 

 

 

 

 

 
 

-“.12.—
 

 

    
  

   
 

  
  

 

 

 
 

; § (Patent No. 7,490,151)
E i 0550 i Exhib't B~1: Fiie History of US, Patent 6,502,135 j

i“ g D551 g Exh‘b’tB-Z: Reexamination Record No. 95/001,269 E
E D552 7 Exh'b’t C1: Ciaim Chart~Aventaél Connect v3.1 {Patent No.6,502,135) i 3

EL D553 ‘ Exh‘b'tCZ: Claim Chart Aventaii Connect V3.01 {Patent No. 6,502,135) i E
i g 0554 ; Exh'b‘t C-1: Copy orbs, Patent No. 7,010,604 r

E 0555 ‘ Exh’bvt C2: Ciaim Chart AventaiiAutosocits{PatentNo 7,490,151} i
D556 ; Exh’b't C1: Claim Chart Aventaii Connect v3.01 (Patent No, 7,490,151) ; i    

  
, D557 l Exh‘b'tC-Z; ProvisionaiApbiicetion 60/106,261

t g 558 2 ExhibitCB. Ciaim Chart AventariAutoSOCKS {Patent No. 6,502,135) i ,D

E i D559 Exh‘b't C3: Ciaim Chart BinGO (Patent No. 7,490,151) ’ ,
5 t D560 Exh‘b't C-3: Provisional Application 60/137,704 %

Page 23 of 49

 

  
Petitioner Apple Inc. — EX. 1004, p. 192



Petitioner Apple Inc. - Ex. 1004, p. 193

 
Subst. for form 1449mm Complete if Known

. Appigation Number “MW 1 3l91 1:792
'"FORMAT'ON D'SCLOSURE Date

STATEMENT BY APPLICANT First Named inventor Victor Larson
(Use as many sheets as necessary)

  
  

 

 

 
 

 

 

 

Art Unit 2495

Examiner Name Olanrewaju J. Buckner

Docket Number 77580-196 (VRNK—0001CP3CNFT9)
 
 
 
 

Exhibit C4: Ctaim Chart Waite {Fatent No. 8,502,135)

t D562 t Exhibit C4: Ciaim Chart Beser(Patent No. 7,490,151} . t
i D563 Exhibit CS: Ctaim Chart Beser(PatentNo. 6,502,135) i

g i D564 Exhibit C5: Claim Chart Wang (Patent No. 7,490,151)

i D565 E Exhibit C6: Claim Chart BinGOijPatentNo,6,502,135) i

   
 
 

 

  
Exhibit D~1t Takahiro Kiuchi and Shigekoto Kaihara, “C—HTTP —~ The Devetopment of a Secure,
Ctosed HPPT~Based Network on the Internet,” Pubiished in the Proceedings of SNDSS 1996.
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1 D850 Exhib't A; US. Patent 7,921,211 with Terminal Disclaimer
Exhib't B, Certificate of Service to Request For Inter Panes Reexamination Under 35 USC. § 311
(Patent No. 7,921 ,21 1)

7 D8521Exhibt C1, Claim Chart — USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC
11920 Reed and Beser

5

1 1 D853 Exhib't C2, Claim Chart —— USP 7,921,211 Relative to Soiana in view of RFC 2504 and Further int
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 W1m,W
1 conjunction with RFC 920, Reed, and Beser

Exhib‘t C3, Claim Chart *— USP 7,921,211 Relative to Provino, Atone and in Conjunction with RFC
920, Reed, and Beser)

1‘ ET D855 Exhib't C4, Claim Chart .. USP 7,921,211 Relative to Provino in view of RFC 2230 and Further in
Conjunction with RFC 920, Reed and Beser

D856 Exhib't C5, Claim Chart — USP 7,921,211 Relative to Provino in view of RFC 2504 and in Further

Conjunction with RFC 920, Reed and Beser

D857 Exhibit CB, Claim Chart — USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

D858 Exhibit C7, Claim Chart — USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with

.1 1 RFC 920, RFC 2401, Reed, and Beser
D859 Exhibit C8, Claim Chart — USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with

RFC 920, RFC 2401, Reed, Beser, and RFC 2065

D860 Exhibit D1, Asserted Claim and Infringement Contentions by Plaintiff VirnetX, Inc. in VirnetX, Inc. v.
Cisco Systems, Inc., Apple Inc., Aastra Technologies Ltd, NEC Corporation, NEC Corporation of
America and Aastra USA, Inc., Civ. Act 6:20100v00417 (E.D. Tex)

D861 Exhibit D2, Asserted Claims and Infringement Contentions by Plaintiff VirnetX, Inc. against Apple

. based on 7,921,211 Patent
D862 Exhibit X1, SoIana, E. et aI, “Flexible Internet Secure Transactions Based on Collaborative

Domains”

D863 Exhibit X2, US Patent 6,557,037

1 D864 Exhibit X4, Atkinson, R., IETF RFC 2230, “Key Exchange Delegation Record for the DNS"
(November 1997)

D865 Exhibit X6, Kent, et at, iETF RFC 2401, “Security Architecture for the Internet Protocol” (November

1998) Is Accessible at: http://www.ietf.org/rfc/rfc2401.txt

D866 Exhibit X7, Eastlake, D. et al., IETF RFC 2065, “Domain Name System Security Extensions"
(January 1997) Is Accessible at: http://www.ietf.org/rfc/rfc2065.b<t“.4.

D867 Exhibit X9, Guttman, E. et aI., IETF RFC 2504, “Users’ Security Handbook” (February 1999) Is

1‘ Accessible At: http://www.ietf.org/rfC/rfc2504.txt
Exh'bit Y3, Braden, R., RFC 1123, “Requirements for internet Hosts ~Appiication and Support,”
October 1989 (“RFC1123”).

xh'bit Y4, Atkinson, R,, RFC 1825, “Security Architecture for the internet Protocol (August 1995) Is 1
ccessible At: http://wwwietf orgfrfc/rtm 825txt l

1 xh’bit Y5, Housley R et al., RFC 2459 ‘lnternet X509 Public Key infrastructure Certificate and 1M 1g CRL Profite” (January 1999)ls accessible At: http: liwww: ietforg/rfc/rf02459txt 1
1 11Exhibit A, US. Patent 7,418,504
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1 Exh‘bit C1, Claim Chart— USP 7418504 Reiative to Setana, Alone and in Conjunction with RFC 1
1 920, Reed, and Beser 1

1. .1 . ' -—i- . 1 ’5. .7 ,, L7 , . 1

Conjunction with RFC 920, Reed, and Beser i
Exhibit C3, Claim Chart -— USP 7,418,504 Relative to Provino, Aione and in Conjunction with RFC
920 Reed, and Beser

Exhibit C4, Ctaim Chart USP 7,418504 Relative to Provinoin View of RFC 2230 and FurtherinAnn

Conjunction witn RFC 920 Reed and Beser

Exhibit C5, Ciaim Chart- USP 7,418,504 Relative to Provino in View of RFC 2504 and En Further 1
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D886 Exhibit X10, Reed, M. et al. “Proxies for Anonymous Routing,” 12th Annual Computer Security
Applications Conference San Diego, CA, Dec. 9—13, 1996.

D887 Request for Inter Partes Reexamination Transmittal form

D888 Transmittal Letter .

, D889 Request for Inter Partes Reexamination Under 35 U.S.C. § 311 I
D890 Exhibit D-7, “Thomas”: Brian Thomas, “Recipe for E-Commerce, lEEE Internet Computing, (Nov.-

Dec. 1997)

D891 Exhibit D~9, “Kent l1”: Stephen Kent 8 Randall Atkinson, “lP Encapsulating Security Payload (ESP),”
Internet Engineering Task Force, Internet Draft (Feb. 1998)

D892 Exhibit C1, Claim ChaIt — USP 7,921,211 Relative to Solana, Alone and in Conjunction with RFC
920, Reed and Beser (Came from lnval. Cisco dtd 11/18/11)

D893 Exhibit C2, Claim Chart — USP 7,921,211 Relative to Solana in View of RFC 2504 and Further In

Conjunction with RFC 920, Reed, and Beser

Exhibit C3, Claim Chart- USP 7,921,211 Relative to Provino, Alone and in Conjunction with RFC
920, Reed, and Beser

I D895 I Exhibit C4, Claim Chart- USP 7,921,211 Relative to Provino in View of RFC 2230 and Further in
Conjunction with RFC 920, Reed and Beser

T Exhibit C5, Claim Chart ~— USP 7,921,211 Relative to Provino in View of RFC 2504 and in Further
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i 0915 l Exhibit 231, Understanding 08F DCE 1.1 for AlX and 08/2 vs. Claims of the ‘211 Patent
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l 0917 l«Exhibit 233, Understanding 08F DCE 1.1 for AlX and 03/2 vs. Claims ofthe ‘759 Patent

0918 Exhibit 234, US. ‘648 vs. Claims of the ‘135 Patent

D919 . Exhibit 235, US. ‘648 vs. Claims of the ‘211 Patent
0920 Exhibit 236, US. ‘648 vs. Claims ofthe ‘504 Patent 4'
0921 Exhibit 237, US. ‘648 vs. Claims of the ‘135 Patent

D922 Exhibit 238, Gauntlet System vs. Claims of the ‘211 Patent

0923 Exhibit 239, Gauntlet System vs. Claims of the ‘504 Patent
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Victor Larson, et al.

Application No.: 13/91 1,792 : Confirmation No. 7953

Filed: June 6, 2013 : Group Art Unit: 2495

Customer Number: 23630 : Examiner: To Be Assigned

For: SYSTEM AND METHOD EMPLOYINO AN AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Commissioner:

Prior to examination on the merits, please amend the above-identified patent application

as follows:

Amendments to the Claims are reflected in the listing of claims in this paper, beginning

on page 2.

Remarks follow the claim amendments section.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the

application.

1-25. (Canceled)

26. (New) A network device, comprising:

a storage device storing an application program for a secure communications service; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network device to:

send a domain name service (DNS) request to look up a network address of a second

network device based on an identifier associated with the second network device;

receive, following interception of the DNS request and a determination that the second

network device is available for the secure communications service: (1) an indication that the

second network device is available for the secure communications service, (2) the requested

network address of the second network device, and (3) provisioning information for an encrypted

communication link;

connect to the second network device over the encrypted communication link, using the

received network address of the second network device and the provisioning information for the

encrypted communication link; and

communicate data with the second network device using the secure communications

service via the encrypted communication link,

the network device being a device at which a user uses the secure communications

service to access the encrypted communication link.

27. (New) The network device of claim 26, wherein the secure communications service

includes an audio-video conferencing service, and the at least one processor is configured to

execute the application program to communicate at least one of encrypted video data and audio

data with the second network device via the encrypted communication link using the secure

communications service.

DMiUS 44307538—1.077580.0196 2
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28. (New) The network device of claim 26, wherein the secure communications service

includes a telephony service.

29. (New) The system of claim 28, wherein the telephony service uses modulation.

30. (New) The network device of claim 29, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code division

multiple access (CDMA).

31. (New) The network device of claim 26, wherein the network device is a mobile

device.

32. (New) The network device of claim 26, wherein the identifier associated with the

second network device is a domain name.

33. (New) The network device of claim 26, wherein the encrypted communication link is

part of a virtual private network communication link.

34. (New) The network device of claim 33, wherein the virtual private network

communication link is based on inserting into each data packet communicated over the virtual

private network communication link one or more data values that vary according to a pseudo-

random sequence.

35. (New) The network device of claim 26, wherein the indication that the second

network device is available for the secure communications service is a function of the result of a

domain name lookup.

36. (New) The network device of claim 26, wherein the encrypted communication link is

an end-to-end link extending from the network device to the second network device.

37. (New) The network device of claim 26, wherein the interception of the DNS request

consists of receiving the DNS request to determine that the second network device is available

for the secure communications service.

DMiUS 44307538—1.077580.0196 3
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38. (New) The network device of claim 26, wherein the interception of the DNS request

occurs at another network device that is separate from the network device.

39. (New) A method executed by a first network device for communicating with a

second network device, the method comprising:

sending a domain name service (DNS) request to look up a network address of a second

network device based on an identifier associated with the second network device;

receiving, following interception of the DNS request and a determination that the second

network device is available for a secure communications service: (1) an indication that the

second network device is available for the secure communications service, (2) the requested

network address of the second network device, and (3) provisioning information for an encrypted

communication link;

connecting to the second network device over the encrypted communication link, using

the received network address of the second network device and the provisioning information for

the encrypted communication link; and

communicating data with the second network device using the secure communications

service via the encrypted communication link,

the first network device being a device at which a user uses the secure communications

service to access the encrypted communication link.

40. (New) The method of claim 39, wherein the secure communications service includes

a video conferencing service, and communicating includes communicating at least one of

encrypted video data and audio data with the second network device via the encrypted

communication link using the secure communications service.

41. (New) The method of claim 39, wherein the secure communications service includes

a telephony service.

42. (New) The method of claim 39, wherein the telephony service uses modulation.

43. (New) The method of claim 42, wherein the modulation is based on one of

frequency-division multiplexing (FDM), time-division multiplexing (TDM), or code division

multiple access (CDMA).

DMiUS 44307538—1.077580.0196 4

Petitioner Apple Inc. — Ex. 1004, p. 224



Petitioner Apple Inc. - Ex. 1004, p. 225

Application No. 13/91 1,792

Docket No.: 77580-196 (VRNKlCP3CNFT10)

44. (New) The method of claim 39, wherein the network device is a mobile device.

45. (New) The method of claim 39, wherein the identifier associated with the second

network device is a domain name.

46. (New) The method of claim 39, wherein the encrypted communication link is part of

a virtual private network communication link, and communicating with the second network

device using the secure communications service includes inserting into data packets

communicated over the virtual private network communication link one or more data values that

vary according to a pseudo-random sequence.

47. (New) The method of claim 39, wherein the indication that the second network

device is available for a secure communications service is a function of a domain name lookup.

48. (New) The method of claim 39, wherein the encrypted communication link is an end-

to-end link extending from the first network device to the second network device.

49. (New) The method of claim 39, wherein the intercepting the DNS request consists of

receiving the DNS request to determine that the second network device is available for the secure

communications service.

50. (New) The method of claim 39, wherein the intercepting the DNS request occurs at

another network device that is separate from the first network device.

DMiUS 44307538—1.077580.0196 5
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REMARKS

By the above amendments, Applicants cancel claims 1-25 without prejudice or disclaimer

of subject matter, and add new claims 26-50. Thus, upon entry of the above amendments claims

26-50 will be pending in the application. Claims 26 and 39 are the only independent claims.

Applicants respectfully request a prompt and favorable action on the merits, and invite the

Examiner to contact Applicants’ undersigned representative to address any issues required to

place the application in condition for allowance.

Please grant any extensions of time required to enter this paper and charge any shortage

in fees due in connection with the filing of this paper, including extension of time fees, to

Deposit Account 501133. Please also credit any excess fees to such deposit account.

Respectfully submitted,

McDERMOTT WILL & EMERY LLP

Date: August 14, 2013 /Toby H. Kusmer/

Toby H. Kusmer, P.C., Reg. No. 26,418
Customer No. 23 63 0

28 State Street

Boston, MA 02109-1775

Telephone: (617) 53 5-4000

Facsimile: (617)53 5-3 800
E-mail: tkusmer (meecom
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Application No. Applicant(s)

 13/911,792 LARSON ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventorto File)

KRISNA LIM 2453 its“ 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event however may a reply be timely filed
after SIX () MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IXI Responsive to communication(s) filed on 08/14/2013.

[I A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

a)I:I This action is FINAL. 2b)IXI This action is non-final.

3)I:I An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4)|:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under EX parte Quay/e, 1935 CD. 11, 453 O.G. 213.

 

Disposition of Claims

5)IX| Claim(s) L50 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.

6)I:I Claim(s)_ is/are allowed.

7)IXI Claim(s) L50 is/are rejected.

8)I:I Claim(s)_ is/are objected to.

9)I:I Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

 

participating intellectual property office for the corresponding application. For more information, please see

htt ://\wvw.usoto. ov/ atents/init events/ h/index.‘s , orsend an inquiry to PPeredback-{cfiusptoeov.    

Application Papers

10)I:I The specification is objected to by the Examiner.

11)|:I The drawing(s) filed on_ is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. §119(a)-(d) or (f).

Certified copies:

a)I:I All b)I:I Some * c)I:I None of the:

1.I:I Certified copies of the priority documents have been received.

2.|:I Certified copies of the priority documents have been received in Application No.

3.|:I Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZI Notice of References Cited (PTO-892) 3) I] Interview Summary (PTO-413)

2 IZI I f t' D' I St t t PTO/SB/08 Paper NOISIIMa” Date —
) n orma Ion Isc osure a emen (s)( ) 4) I:I Other:

 
Paper No(s)/Mai| Date 
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1. The present application is being examined under the pre-AlA first to invent

provisions.

2. Claims 26-50 are pending for examination. Claims 1-25 were canceled.

This action is in response to the original application filed 06/06/2013.

3. The nonstatutory double patenting rejection is based on a judicially created

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory double

patenting rejection is appropriate where the claims at issue are not identical, but at least

one examined application claim is not patentably distinct from the reference claim(s)

because the examined application claim is either anticipated by, or would have been

obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d

1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.

1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,

686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619

(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321(d)

may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the reference application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of

activities undertaken within the scope of a joint research agreement. A terminal

disclaimer must be signed in compliance with 37 CFR 1.321 (b).

The USPTO internet Web site contains terminal disclaimer forms which may be

used. Please visit http://www.uspto.gov/forms/. The filing date of the application will

determine what form should be used. A web-based eTerminal Disclaimer may be filled

out completely online using web-screens. An eTerminal Disclaimer that meets all

requirements is auto-processed and approved immediately upon submission. For more
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information about eTerminal Disclaimers, refer to

http://www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l .jsp.

4. Claims 26-50 are provisionally rejected on the ground of nonstatutory

double patenting as being unpatentable over claims 29-56 of copending Application No.

13/903, 788. Although the claims at issue are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service (DNS) system) configured to be connected to a secure communication network

using the received look up network address of a second network device based on an

identifier associated with the second network device and the information for a virtual

network address. The difference is the current application clearly claimed that the

request is a domain name service jDNS) reguest while the copending application just

calls a request. And another difference is the current application just calls the network

address while the copending application calls an internet protocol ij) address. Another

difference is the current application clearly states the connection to the second network

 

device is over the encrypted communication link while the copending application does

not. It would have been obvious to one of ordinary skilled in the art at the time the

invention was made to recognize that such variation and clarification of the claimed

language would not be patentably distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

5. Claims 26-50 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 14-20 and 27-47

of copending Application No. 13/O80,680.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service

(DNS) system) configured to be connected to a secure communication network using
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the received look up network address of a second network device based on an identifier

associated with the second network device and the information for a virtual network

address. The difference is a variation of calling: For example, the current application

calls “a domain name service (DNS) request to look up a network address of a second

network device”, the copending application calls “a query, generated by the client

device, for a network address associated with the target device”. Another difference is

the current application clearly calls "the encrypted communication link" while the

copending application calls "a secure communication link". It would have been obvious

of one of ordinary skill in the art at the time the invention was made to recognize that

such difference would have been a matter of calling.

In addition, the current application clearly cites the storage device for storing application

program for a secure communications service and a processor for executing the

application program, and using an identifier associated with the second network device

to look up for a second network device. It would have been obvious to one of ordinary

skilled in the art at the time the invention was made to recognize that such using of

storage device for storing the application program and the processor for executing the

application program are well known in the art and it is not patentably distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

6. Claims 26-50 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 15-25, 27-40 and

68 of copending Application No. 13/049,552.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service

(DNS) system) configured to be connected to a secure communication network (an

encrypted communication link) using the received look up network address of a second

network device based on an identifier associated with the second network device and

Petitioner Apple Inc. — EX. 1004, p. 234



Petitioner Apple Inc. - Ex. 1004, p. 235

Application/Control Number: 13/911,792 Page 5

Art Unit: 2453

the information for a virtual network address. The difference is a variation of calling:

For example, the current application calls “a domain name service (DNS) request” while

the copending application calls "a domain name service (DNS) request". Another

example, the current application calls first and second network devices while the

copending application calls "registers devices having a first device and second device

and wherein the register devices is provided with application for performing audio video

communication. It would have been obvious of one of ordinary skill in the art at the time

the invention was made to recognize that such difference would have been a matter of

calling and having an application to support audio video communications is well known

in the art at the time the invention was made.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

7. Claims 26-50 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-4, 6-8 and 10-

15 of copending Application No. 13/342,795. Although the conflicting claims are not

identical, they are not patentably distinct from each other because they are directed to a

network device using a communication link to communication among network devices

based a determination or indication. For instance, the current application clearly cites

that communicate with the second network device using the virtual private network

communication link while the copending application does not but instead citing that at

least one of video-audio data communicate with the target device using only the secure

communication link. Such variation and clarification are cited in the dependent claims

and thus they are obvious and they are not patentably distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

Petitioner Apple Inc. — EX. 1004, p. 235



Petitioner Apple Inc. - Ex. 1004, p. 236

Application/Control Number: 13/911,792 Page 6

Art Unit: 2453

8. Claims 26-50 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-22 of

copending Application No. 13/617,446, claims 1-42 of copending application

13/181,041, claims 1-3 of copending application 13/618,966, claims 1-13 of copending

application 13/474,397, claims 1-30 of copending application 13/075,081, claims 1-38,

4-42 and 43-52 of copending application 13/075,081.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service

(DNS) system) configured to be connected to a secure communication network (an

encrypted communication link, a virtual communication link) using the received look up

network address (an Internet Protocol (IP) address) of a second network device (a

target device) based on an identifier associated with the second network device and the

information for a virtual network address. The difference is a variation of calling and

clarification of the claimed language similarly as in paragraphs 4-7 above.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

9. Claims 26-50 are rejected on the ground of nonstatutory double patenting as

being unpatentable over 1-17 claims of U.S. Patent No.6,502,135, claims 1-41 of U.S

Patent No. 7,188,180, claims 1-60 of U.S Patent No. 7,418,504, claims 1-16 of U.S

Patent No. 7,490,150, claims 1-60 of U.S Patent No. 7,921,211, claims 1-18 of U.S

Patent No. 7,933,990, claims 1-13 of U.S Patent No. 7,945,654, claims 1-18 of U.S

Patent No. 7,987,274, claims 1-29 of U.S Patent No. 8,051,181, claims 1-28 of U.S

Patent No. 8,458,341, claims 1-30 of U.S Patent No.8,504,696, claims 1-30 of U.S

Patent No. 8,804,697, claims 1-19 of U.S Patent No. 8,516,117, claims1-27 of U.S

Patent No. 8,516,131.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service

(DNS) system) configured to be connected to a secure communication network (an
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encrypted communication link, a virtual communication link) using the received look up

network address (an Internet Protocol (IP) address) of a second network device (a

target device) based on an identifier associated with the second network device and the

information for a virtual network address. The difference is a variation of calling and

clarification of the claimed language similarly as in paragraphs 4-7 above.

Kiuchi discloses that the C-HTTP name server stores the IP address and

public key of a particular computer in a data structure that maps the name of the

particular computer to the corresponding IP address and public key. Kiuchi discloses

that the client-side proxy sends a request to the C-HTTP, where the request is asking

the C-HTTP server for permission to establish a connection with a server-side proxy.

Wesinger describes a system in which a configuration file is stored on a

series of firewalls. The configuration files store security information by domain name

and use the domain name to determine if a particular request is to be allowed.

Moreover, Wesinger discloses the following sequence: (i) a request is received

by the firewall/DNS server, (ii) the domain name in the request is looked up in the

configuration file, (iii) if the connection is allowed, then the firewall/DNS server may

invoke code that performs channel processing, which includes encryption.

Wesinger discloses that DNS propagation happens in a normal manner, but also

teaches that the DNS propagation happens through the firewall servers, and the DNS

propagation is subject to allow or deny connection rules.

In Examiner's opinion, both Kiuchi and Wesinger may not clearly disclose the

feature of "intercepting a domain name service (DNS) request to look up a network

address of a second network device based on an identifier associated with the second

network device and determining whether or not to establish a secure

communication connection over the encrypted communication link". Moreover, both
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Kiuchi and Wesinger may not clearly disclose “send a domain name service (DNS)

request to look up a network address of a second network device based on an identifier

associated with the second network device; receive, following interception of the DNS

request and a determination that the second network device is available for the secure

communications service: (1) an indication that the second network device is available

for the secure communications service, (2) the requested network address of the

second network device, and (3) provisioning information for an encrypted

communication link”.

Moreover, in Examiner's opinion, Examiner believes that the requested is

intercepted and determined before the request reached the firewall/DNS server.

The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

The references are cited in the Form PTO-892 for the applicant's review.

A shortened statutory period for response to this action is set to expire 3 (three)

months and 0 (zero) days from the mail date of this letter.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In

no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.

lf NO period for reply is specified above, the maximum statutory period will apply

and will expire SIX (6) MONTHS from the mailing date of this communication.

Failure to reply within the set or extended period for reply will, by statute, cause

the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of

this communication, even if timely filed, may reduce any earned patent term adjustment.

See 37 CFR 1.704(b).
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Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Krisna Lim whose telephone number is 571 -272-3956

The examiner can normally be reached on Tuesday to Friday from 7:10 AM to 5:40 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Krista Zele, can be reached on 571-272—7288. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-

8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free) If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (In USA or Canada) or 571-272—100.

KI

August 25, 2013

/Krisna Lim/

Primary Examiner Art Unit 2453
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D625 i Request for inter Panes Reexamination Transmittal Form (PTOISB/SB) {Patent No. 6,502,135) 3 ii
i

l{ Request for inter Partes Reexamination Transmittai Form (PTOISB/58) (Patent No. 7,490,151) ; E’ * II I n \ g g
Wf Request for inter Partes Reexamination under 35 USC. § 311 Patent No. 6,502,135)

' Request for inter Panes Reexamination Under 35 U.S.C. § 311 (Patent No. 7,490,151) ; ,
i

g i D629 ; Transmittai Letter(Patent No 6502135) ‘ 5

l itoeso,Transmittal Letter (Patent No 7490151) i ;
D631 5 Joint"iiaim Construction and .Prehearing Statement

Ew‘ D632 i Exhibit A. Agreed Upon Terms; P. R. 43 Joint Ciaims Construction and Prehearing Statement
D633 l Exhibit B: Disputed Ciaim Terms; P. R 43 Joint Ciaim Construction and Prehearing Statement

ALL REFERENCES CONS%%EEQEXCEPT WHERE LiNED THRQUGH /K L/
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  'bit C; Virnetx3 Proposed Construction of Ctaaim Terms and Supporting Evidence

E Exh'bit D; Defendants Intrinsic and Extriinsic Support; PR. 4-3 Joint Ciiaim Construction and E E
E Prehearing Statement :

0636 U8. Patent 6,839,759

E0637 T“Exhbit 64; VirnetX lnc v Microsoft Corp Case No. 6:07~cv80 Microsoft’s Motion for Partial
- E Summary Judgment ofinvairdsty of U8 Patent No. 6839759 (E D Tex Dec 18 2609)

. 0638 Exh”bit 0-2; Kent et ai., “Security Architecture for the internet Protocot, internet Engineering Task
Force internet Draft, (Feb. 1998)

 

   

 

i

ME 0639 Exhbit 0-3; Aziz et at, US Patent 5,548,646 to Aziz et at, “System for Signatureiess
E Transmission and Reception of Data Packets Between Computer Networks," Filed Sept. 15, 1994

i

l

__E_ and issued Aug. 20, 1996
0640 i Exh‘blt 0.4; Yinger; US Patent 5,960,204 to Yinger et al., “System and Method for installing

1

 

Applications on a Computer on an as needed basis, Filed on October 28, 1996 and Issued
September 28, 1999E0641 TExh'bit 0~8; Barlow; US. Patent 5,204,961 to Barlow, “Computer Network Operating with Multilevel
Hierarchical Security with Selectable Common Trust Realms and Corresponding Security

1 Protocols,” Filed on June 25, 1990 and issued April 20, 1993
0642 Exhibit 0-12; RFC 1122, Braden, “Requirements for Internet Hosts -— Communication Layers,” RFC

1122 (Oct. 1989)

0643 Exhibit 0-13; RFC 791; information Sciences institute, “internet Protocol,” DARPA internet Program
Specification RFC 791 (Sept. 1981)

D644 Exhibit 0—14; Caronni et ai., “SKIP -— Securing the internet,” 5th international Workshops on
Enabling Technologies: infrastructure for Collaborative Enterprises (WET iCE ’96) (June 19-21,
1996)

D645 Exhibit 0-15; Maughan et al., “internet Security Association and Key Management Protocol
(ISAKMP), ” iPSEC Work Group Draft (July 26, 1997)

0646 Exhibit E-1; Claim Charts Applying Kiuchi as a Primary Reference to the ‘759 Patent.

D647 Exhibit E~2; Claim Charts Applying Kent as a Primary Reference to the ‘759 Patent

D648 Exhibit E-3; Claim Charts Applying Aziz as a Primary Reference to the ‘759 Patent

D649 Exhibit E~4; Claim Charts Applying Kent in view of Caronni as a Primary Combination of
References to the ‘759 Patent

D650 Exhibit 0-5; Edwards et at. ,“High Security Web Servers and Gateways,” Computer Networks and
iSDN System 29, pages 927-938 (Sept 1997)

I“0651“a Exhibit 040; Lee et al., “Hypertext Transfer Protocol —— HTTP/1.0,” RFC 1945 (May 1996)
‘ D652 E Exhibit 53; Claim Charts Applying Bium to Claims of the ‘151 Patent E-

E Exh'bit B1 File History of US. Patent 7,490,151
5 ~ . .
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> 0656 E Exhbit E—4, Claim Charts Applying Aziz and Edwards, and Aziz, Edwards, and Martin to Claims of

l

E E the 151 Patent I

E wMEWDEES’I' E Exh'bit E~6, Ciaim Charts Applying Wesinger and Edwards, and Wesinger, Edwards. and Martin to
E l Claims of the ‘151 Patent i

’ E 0658 E VirnetX inc, V. Mitet Networks Corp; Defendants Joint lnyaiidity Contentions

. E 0659 Exh'bit 37, RFC 2661 vs. Ciaims of the ‘135 Patent ,

E E 0660 Exh'bit 38, RFC 2661 vs, Claims of the ‘211 Patent i ‘

E g0661 E32553 39, RFC 2661 vs. Claims of the ‘504 Patent E g
2 ,§0662 Exh'bit 40, SecureConnect vs. Claims of the ‘135 Patent i ,
s . Wi t 0663 Exhbit 41, SecureConnectvs. Claims of the ‘211 Patent 5

E l 0664 Exh'bét 42, SecureConnect vs. Ciaims of the ‘504 Patent , ri
0665 E Exh 51143, SFS—HTTva. Claims of the‘135 Patent W

‘ 0666 Exh'bit 44, SFS—HTTP vs. Claims of the ‘211 Patent i E

‘bit 45 SFS-HTTP vs Claims of the ‘504 Patent E

.5345 us 883vs. Claims of the 135 Patent K
’: ~~~~~~~~~ .. QEWXCEWWHEWLENE . /K.L./
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 D669 Exhibit 47* US ‘88388. Ciaims of the ‘211 Patent

D670 E Exhibit 48, US ‘883 vs. Ciaims of the ‘504 Patent
 

  
 

i

g

E D671 E Exhibit 49. Chuah vs. Ciaims of the ‘135 Patent

g i 0672 5 Exhibit 50, Chuah vs. Claims of the ‘211 Patent

0673 Exhibit 51s Chuah vs. Claims of the ‘504 Patent

i D674 E Exhibit 52‘ US. ‘648 vs. Ciaims of the ‘135 Patent

i D675 Exhibit 53, US. ‘648 vs. Claims of the ‘211 Patent

 

   
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

  
 

 

 
 

  

 
 

  

i

“—ii E i
E #DNG Exhibit 57, B&M VPNs vs. Claims of the ‘504 Patent MI
E DS77__E Exhibit 58, BorderManagervs. Claims of the E135 PatentD678 Exhibit 59, BorderManagervs. Claims of the ‘211 Patent

E 4D679 1 Exhibit 60, BorderManagervs. Claims of the ‘504 Patent ED680 Exhibit 61, Prestige 128 Plus vs. Claims of the ‘135 Patent

E £681 * Exhibit 62, Prestige 128 Plus vs. Claims of the ‘211 Patent
LMJ D682 Exhibit 63, Prestige 128 Plus vs. Claims of the ‘504 Patent W
l i D683 Exhibit 64, RFC 2401 vs. Claims of the ‘135 Patent

E D684 Exhibit 65, RFC 2401 vs. Claims of the ‘211 Patent
L D685 Exhibit 66, RFC 2401 vs. Claims of the ‘504 Patent

D686 Exhibit 67, US ‘072 vs. Claims of the ‘135 Patent

D687 4 Exhibit 68, RFC 2486 vs. Claims of the ‘211 Patent 4

D688 * Exhibit 69, RFC 2486 vs. Claims of the ‘504 Patent

D689 L Exhibit 70 Understanding lPSec vs. Claims ofthe ‘135 Patent
D690 Exhibit 71, Understanding lPSec vs. Claims ofthe ‘211 Patent

D691 Exhibit 72, Understanding lPSec vs. Claims ofthe ‘504 Patent
D692 Exhibit 73, US ‘820 vs. Claims of the ‘135 Patent

D693 1 Exhibit 74, US ‘820 vs. Claims of the ‘211 Patent

4 D694 Exhibit 75, US “820 vs. Claims of the ‘504 Patent
3 D695 Exhibit 76, US ‘019vs. Claims of the ‘211 Patent

D696 7 Exhibit 77, US ‘019vs. Claims of the ‘504 Patent

D697* Exhibit 78, US ‘049vs. Claims of the ‘135 Patent 7
D698 Exhibit 79, US ‘049 vs. Claims of the ‘211 Patent

i E’DGQQ Exhibit 80, US ‘049vs. Claims of the ‘504 Patent
D700 Exhib‘t 81, US ‘748 vs. C aims of the ‘135 Patent Ei D701 E Exh'bit 82, US ‘261 vs. Claims of the ‘135 Patent .

E D702 Exh‘b‘t 83, US ‘261 vs. C aims of the ‘211 Patent i
s E D703+Exh‘b‘t 84, US ‘261 vs. Claims of the ‘504 Patent

D704 1 Exh‘b’t 85. US ‘900 vs. C aims of the ‘135 Patent

1 i D705 E Exh‘b‘t 86, US ‘900 vs. Ciaims of the ‘211 Patent .
'b‘t 87, US ‘900 vs. C aims of the ‘504 Patent W

 
;x i

. D710 ‘ Exh‘b't 91, JP‘704vs. Ciaims ofthe‘135 Patent

i D711 E Exhib’t92, JP‘704vs. Claims of the ‘211 Patent

E ‘ D713 E Exhib‘t 94; GB ‘841 VS. Ciaéms of the ‘135 Patent E

15 E Exhibit 96, GB ‘841 vs. ‘

i E D716 E Exh'bit 97, US ‘318vs.

 

 

i

 
 188, US ‘671 vs. l

I i D708 5 Exh‘b‘t 89, US ‘671 vs. C aims of the ‘211 Patent

i i D709 . Exh'b't 90, us ‘671 vs. Cairns of the .504 Patent

Ciaims of the ‘135 Patent   
   
    
 

  
 

Ciaims of the ‘504 Patent 

Ciaims of the ‘135 PatentW
i D717 Exhibit 98, US ‘318 vs. Claims of the ‘211 Patent 

ALL REFERENCES CONSEQEEBEDQ EXCEPT WHERE LENED TH RQUGH. /K.L./
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  D7181EExh'b't 99, US ‘318vs. Claims of the ‘504 Patent

1E EED719 Exh' it 100, VPNNLAN vs. Ciaims of the ‘135 Patent 7 1
E D720 E Exh’ 't 101 Nikkei vs Ciaims of the ‘135 Patent E 1

b

b

E D721 Exhint 102 Nikkeévs Ciaa'ms ofthe 211 Patent
b

b

 

   
 

 

E D722 Exh' 't 103, Nikket vs. Claims of the ‘504 Patent , 

  
  

 

E D723 Exh’ 't 104, Specie! Anthology vs. Claims of the ‘135 Patent j
E a D724 1 Exh‘bit 106A, Gauntlet System vs. Claims of the ‘135 Patent 1

E E D725 Exhibt 109-A, Gauntiet System vs. Ciaims of the ‘211 Patent L J
D726 Exhib’t 110 A Gaunt et System vs Ciaims of the ‘504 Patent E 

 
 

1 ‘ 1 1 -

1 D727 1 Exh‘bit 112, lntraPort System vs. Ciaims of the ‘135 Patent
D728 Exhibt 115, lntraPort System vs. Claims of the ‘211 Patent

D729 Exhibit 116, lntraPort System vs. Claims of the ‘504 Patent

L D730 Exhibit 118, Altiga VPN System vs. Claims of the ‘135 Patent
”.4. t ..

D731 1 Exhibit 121, Altiga VPN System vs. Claims of the ‘211 Patent
D732 Exhibit 122, Altiga VPN System vs. Claims of the ‘504 Patent

D733 Exhibit 124, Kiuchivs. Claims of the “135 Patent

D734 Exhibit 127, Kiuchivs. Claims ofthe ‘211 Patent

1 D735 Exhibit 128, Kiuchivs. Claims of the ‘504 Patent
1 D736 Exhibit 137, Schulzrinne vs. Claims of the ‘135 Patent

D737 Exhibit 137, Schulzrinne vs. Claims ofthe “135 (Final) Patent
D738 Exhibit 140, Schulzrinne vs. Claims ofthe ‘211 Patent

D739 Exhibit 141, Schulzrinne vs. Claims of the ‘504 Patent

D740 fl Exhibit 143, Solana vs. Claims of the ‘135 Patent

D741 E Exhibit 146, Solana vs, Claims ofthe ‘211 Patent
D742 Exhibit 147, Solana vs. Claims ofthe ‘504 Patent

L D743 Exhibit 155, Marine vs. Claims ofthe ‘135 Patent

3 D744 r Exhibit 158, Marinovs. Claims of the ‘211 PatentlD745 Exhibit 159, Marino vs. Claims ofthe ‘504 Patent

3D746 3 Exhibit 168, Aziz vs. Claims of the ‘135 Patent
1 , . .

 
 

 

 

 

 

 

 

  
 

D747 ' Exhibit 171, US. ‘234 vs. Claims ofthe ‘211 Patent

D748 1 Exhibit 172, Aziz vs. Claims ofthe ‘504 Patent
D749 Exhibit 175, Valencia vs. Claims of the ‘135 Patent

1 D750 Exh'bit 178, Valencia vs. Claims of the ‘211 Patent 1
‘ g D751 Exh'bit 179 Vaiencia vs Claims of the ‘504 Patent

1 D752 Exhibit 181 Davison vs. Claaims ofthe 135 Patent E

E ' D753 Exhbit 184 Davison vs. Claims of the 211 Patent 1

E D754 1 Exhbit 185, Davison vs. Ciaims of the 504 Patent

3 D3755 Exhibt 200, BinGOi User’s Guide/Extended Features Reference vs. Ciaims of the ‘135 Patent

E , D756;EExh’bit 203, Broadband Forum Technical Report TR«025 (issue 1.01’5.0‘)vs, Claims of the ‘135 E E

 

  
 

 
 

 

 

 
  

  

 

 

 

 
 

i Exh'b’t 206, RFC 2230, Key Exchange Deiegation Record for the DNS vs. Claims of the “211 Patent E

g D758 5 Exh b t 207, RFC 2230, Key Exchange Deiegatien Record for the DNS vs. Claims of the 504 Patent .
, ” , 2 , ’ i r‘ ’ 1 h i ‘ fl * ' . l ’

 

 
1 i

 
 

‘ t209, RFC 2538, Storing Certificates in the Domain Name System (DNS) vs. Claims of the
Patent1

1 3 ' ‘t 212, RFC 2486, RFC 2661, RFC 2401 and internet~Draft, “Secure Remote Access with
l E i L2TP’vs. Claims of the ‘135 Patent3 .l

l 
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5 D764 Exhibit 20, US. Patent No. 6,496,867 vs. Claims of the ‘504 Patent 2

 

 

3 D765 Exhibit 22 U8 Patent No 6,557037 vs Claims of the ‘211 Patent
 

 
E E30766 Exhibit 223 U8. Patent No. 6,557037 vs. Claims of the 504 Patent
E D767 E Exhibit 224 RFC 2230 Key Exchange Deiegation Record for the DNS vs Claims of the135 Patent E
E D768 Exhibit 28, US. 588vs. Claims of the 211 Patent (Einai) g ,

1 D769 Exhib1t229 US 588 vs. Claims of the ‘504 Patent (Final) E

E_ E D770 Exhibit 230, Microsoft VPN vs Claims of the 135 Patent (Final)
D771 Exhibit 231, Microsoft VPN vs. Claims of the ‘211 Patent (Final)

 

 

 

 

D772 Exhibit XX, Microsoft VPN vs Claims of the ‘504 Patent 

 

 
  

. D773 Exhibit Ciscoa1, Cisoo5 Prior Art System vs. Claims of the 135 Patent E
P E D774 E Exhibit Cisco~4, Cisco5 Prior Art System vs. Claims of the ‘211 Patent

Ew D775—Exhibit CEsco—5, Cisco's Prior Art System vs. Claims of the ‘504 Patent E E
; D776 Exhibit 225, US ‘037 vs. Claims of the ‘135 Patent E

E D777WLExhibit 226, lTU-T Standardization Activities vs. Claims of the ‘135 Patent
D778 Exhibit 227, US ‘393 vs. Claims of the ‘135 Patent

TwD779 Exhibit 233, The Miller Application vs. Claim 13 of the ‘135 Patent
D780 Exhibit 234, Aventail Connect 3.1/2.6 Administrator’s Guide (“Aventail Connect”) vs. Claims of the

‘504 Patent

‘ D781 Exhibit 235, Microsoft VPN vs. Claims of the ‘504 Patent

D782 Exhibit 1, lETF RFC 2065: Domain Name System Security Extensions; published January 1997 vs.
Claims ofthe ‘211 Patent

D783 Exhibit 2, lETF RFC 2065: Domain Name System Security Extensions; published January 1997 vs.
Claims ofthe ‘504 Patent

D784 E Exhibit 3, RFC 2543 vs. Claims of the ‘135 Patent
D785 Exhibit 4, RFC 2543 vs. Claims of the ‘211 Patent

% D786 V Exhibit 5, RFC 2543 vs. Claims of the ‘504 Patent *
D787 Exhibit 6, SIP Draft v.2 vs. Claims of the ‘135 Patent

D788 Exhibit 7, SIP Draft v.2 vs. Claims of the ‘211 Patent
D789 Exhibit 8 SlP Draft v.2 vs. Claims of the ‘504 Patent

D790E " ' ‘ 4

 

 

 

 

 

Exh1b1t9, H323vs. Claims of the 135 Patent

D791 Exhibit 10 H.323 vs Claims ofthe ‘211 Patent

D7927 Exhibit 11 H323 vs Cllaims ofthe ‘504 Patent

1 ED793: Exhibit 12 SSL 3. 0vs Claims of the 135 Patent

‘ D7941 Exhibit 13, SSL 3.0 vs. Claims of the ‘211 Patent

 

    
 

 
 

 D795 1 Exh'bit 14, SSL 3.0 vs. Claims of the ‘504 Patent

' D796 Exh'bit 15, RFC 2487 vs. Claims of the ‘135 Patent E

E , D797 E Exhb't 16, RFC 2487 vs. Claims of the ‘211 Patent
D798 E Exhibit 17, RFC 2487 vs. CEaims of the ‘504 Patent

 

 

E D799 Exh‘bt 18, RFC 2595 vs. Claims of the “135 Patent

‘ E 'bt 21, iF’ass vs. Claims ofthe ‘135 Patent

’b't 22, Pass vs. Ctaims of the ‘211 Patent

' 1t 23, iPass vs. Ciaims of the ‘504 Patent

1 ' 't 24. US. Patent No. 6,453,034 (‘034 Patent”) vs. Claims of the 135 Patent , E
' D804 Exh' t25, US. Patent No. 6,453,034 {‘034 Patent”) vs, Claims of the 211 Patent . gi

b

b

b

‘bt 26, US. Patent No. 6,453,034 {‘034 Patent”) vs. CEaims of the 504 Patent
b

b

b

 
 

 
  

  

 

 

  
 

 

  ' 't 27, US. Patent No. 6,223,287 (“287 Patent") vs. Claims of the 135 Patent
Lee ,

.B§97_E_E_XhyyyyyyyyyyyyyyyyyyyyyyE 't 28 U.8 Patent No 6,223, 287 (“287 Patent”) vs. Claims of the 211 Patent E
E E D808 EExh t 29, U.S Patent No.6223287 (“287 Patent”) vs Claims of the 504 Patent

E D809 EExh bit 35 RFC 1928vs. Ciaims of the 211 Patent

t36 RFC1928vs Claims of the 504 Patent .. . .

   
  
 

E D810 Exhb 
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I Exhibit 130, Overview of Access VPNs and Tunneiing Technoiogies (“Oven/iew”)vs. Ciaims of the
g I ‘135 Patent
g D815 'iExhbit 133, Overview of Access VPNs and Tunneiing Technoiogiies (“ Overview")vs Ciaaims of the
i 211 Patent

Exhibit 134, Overview of Access VPNs and Tunneiing Technoiogies (“Overview”) vs. Claims of the
‘504 Patent

D817 Exhibit 149, Atkinson vs. Ciaims of the ‘135 Patent

I I D818 Exhibit 152, Atkinson vs. Ciaims of the 2211 Patent

L If D819 Exhibit 153, Atkinson vs. Ciaims of the ‘504 Patentr , .

' D814    

   
 
  

r “I D823 Exhibit 187, AutoSOCKS v2.1 vs. Claims of the ‘135 Patent
D824 Exhibit 191, Aventaii Connect 30112.51 (“Aventaii Connect")vs. Claims of the ‘135 Patent

D825 Exhibit 195, Aventaii Connect 3.1/2.6 Administrator's Guide (“Aventai| Connect”) vs. Claims of the
‘135 Patent

D826 Exhibit 204, Domain Name System (DNS) Security vs. Claims of the ‘211 Patent

D827 Exhibit 205, Domain Name System (DNS) Security (“DNS Security”) vs. Claims of the ‘504 Patent

D828 L Exhibit 210, Lendenmann vs. Claims ofthe ‘211 Patent
D829 Exhibit 211, Lendenmann vs. Claims of the ‘504 Patent

D830 r Exhibit 213, US. Patent No. 7,100,195 in combination with RFC 2401 and US Patent No.
6,496,867 vs. Claims of the ‘135 Patent

D831 I Exhibit 215, Aziz vs. Claims ofthe ‘135 Patent

D832 Cisco ‘180, Efiling Acknowledgment

D833 Exhibit A, US. Patent 7,188,180

D834 Exhibit B1, File History ofU.S. Patent 7,188,180

D835 Exhibit B2, File History of US. Patent Application No. 09/588,209

D836 Exhibit B3, File History of Reexamination Control No. 95/001,270, Reexamination of US. 7,188,180
requested by Microsoft Corp

: D837 Exhibit D1, “Lendenmann": Roif Lendenman, Understanding OSF DCE 1.1 For AIX and 0812, IBM

I international Technical Support Organization (Oct, 1995).
‘bit D5, “Schneier”: Bruce Schneier, Applied Cryptography (1996)

i Exhibit D6, RFC 793; information Sciences Institute, “Transmission Controi Protocoi," DARPA
i ‘ internet Program Specification RFC 793 (Sept. 1981)

i D840 5 Exh’bit D7, “Schimpf’; Brian C. Schimpf, “Securing Web Access with DCE," Presented at Network

I I and Distributed System Security (Feb 10-11 1997) i

 

 

 

 

 

 

  
 

   
 
 

 
 

 

  
 
  

D841 1 Exhbit D8 “’;‘Rosenberry Ward Rosenberry David Kenney, and Gerry Fisher Understanding DCE

 

E
E

Exh'bit D9, Masys: DanielIR Masys 8: Dixie B Baker Protecting Ci‘in!ice! Data on Web Ciient I i
Computers: The PCASSO Approach, ” Proceedings of the AMIA 98 Annuai Symposium Oriando i

I

I

I : I
I ‘ Fiorda (Nov 711,1998) ;

i D843 2 Exh'bit E1 Cttaim Charts Appiying Lendenmann.as a Primary Reference to the ‘180 Patent. . i
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f D850 Exhib't A; US. Patent 7,921,211 with Terminal Disciaimer

E D852

 

 
 

 

 

5

j E D853 Exhib't C2, Ciaim Chart —— USP 7,921,211 Relative to Selena in view of RFC 2504 and Further int

l

 Exhib't B, Certificate of Service to Request For Inter Panes Reexamination Under 35 USC. § 311
(Patent No. 7,921,211)

Exhibt C1. Claim Chart — USP 7,921,211 Relative to Soiana, Aione and in Conjunction with RFC
E920 Reed and Beser

 

 WET-.._.,
j conjunction with RFC 920, Reed, and Beser
 

 

 

 
 

  
 

 

 

 

 

 

 

 

 

   
  

Exhib‘t C3, Claim Chart *— USP 7,921,211 Relative to Provino, Aione and in Conjunction with RFC
920, Reed, and Beser)

E‘ E D855 Exhib't C4, Claim Chart .. USP 7,921,211 Relative to Provino in view of RFC 2230 and Further in
Conjunction with RFC 920, Reed and Beser

D856 Exhib't C5, Claim Chart — USP 7,921,211 Relative to Provino in view of RFC 2504 and in Further

Conjunction with RFC 920, Reed and Beser

D857 Exhibit CB, Claim Chart — USP 7,921,211 Relative to Beser, Alone and in Conjunction with RFC
920, RFC 2401, and Reed

EE D858 Exhibit C7, Claim Chart — USP 7,921,211 Relative to RFC 2230, Alone and in Conjunction with

E— .1 1 RFC 920, RFC 2401, Reed, and Beser
j D859 Exhibit C8, Claim Chart — USP 7,921,211 Relative to RFC 2538, Alone and in Conjunction with
j RFC 920, RFC 2401, Reed, Beser, and RFC 2065

E D860 Exhibit D1, Asserted Claim and Infringement Contentions by Plaintiff VirnetX, Inc. in VirnetX, Inc. v.
Cisco Systems, Inc., Apple Inc., Aastra Technologies Ltd, NEC Corporation, NEC Corporation of
America and Aastra USA, Inc., Civ. Act 6:20100v00417 (E.D. Tex)

D861 Exhibit D2, Asserted Claims and Infringement Contentions by Plaintiff VirnetX, Inc. against Apple

. based on 7,921,211 Patent
D862 Exhibit X1, Solana, E. et al, “Flexible Internet Secure Transactions Based on Collaborative

Domains”

D863 Exhibit X2, US. Patent 6,557,037

E D864 Exhibit X4, Atkinson, R., lETF RFC 2230, “Key Exchange Delegation Record for the DNS"
(November 1997)

D865 Exhibit X6, Kent, et at, lETF RFC 2401, “Security Architecture for the Internet Protocol” (November E
L 1998) Is Accessible at: http:/lwww.ietforg/rfc/rfc2401.txt

D866 Exhibit X7, Eastlake, D. et al., lETF RFC 2065, “Domain Name System Security Extensions"

”#(January 1997) Is Accessible at: http:/lwww.ietf.org/rfc/rfc2065.b<t
D867 Exhibit X9, Guttman, E. et al., lETF RFC 2504, “Users’ Security Handbook” (February 1999) Is

E2 Accessible At: http://www.ietf.org/rfC/rfc2504.txt
D868 Exh'bit Y3, Braden, R., RFC 1123, “Requirements for internet Hosts ~Appiication and Support,”

 
DE872

 

 

  

 

  
i

(Patent No 7418,504) WFLWWWj

 

 

  

 

 
October 1989 (“RFC1123”).

xh'bit Y4, Atkinson, R,, RFC 1825, “Security Architecture for the Internet Protocol (August 1995) Is E
ccessible At: http:/lwwwietforgiric/rtct 825txt i

g xh’bit Y5, Housley R et al., RFC 2459 ‘lnternet X509 Pubiic Key Infrastructure Certificate and EM ig CRL Profit13” (January 1999)is accessibie At: http: liwww:ietforg/rfc/rf02459txt ;
j EIExhibit A. US Patent 7,418,504 "WWW

 
 

 
 
 

 
 

é Exhbit B Certificate of Service to Request For Inter Partes Reexamination Under 35 USC. § 311

  
Exh‘bit C1, Ciaim Chart— USP 7418504 Reiative to Setana, Alone and in Conjunction with RFC E
920, Reed and Beser E

5." . ' -—i- . ‘ ’,,_ .7 ,, E , . ,

Conjunction with RFC 920, Reed, and Beser E
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Please See 37 CFR 1.97 and 1.98 to make the appropriate selectiongs)

[X] Information Disclosure Statement is being filed with the filing of the application or before the receipt ofa first office
action.

[ 1 That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
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IN THE UNITED STATES PATENT AND TRADER/IARK OFFICE

In re Application of: Victor Larson, et a].

Application No.: 13/91 1,792 : Confirmation No. 7953

Filed: June 6, 2013 : Group Art Unit: 2453

Customer Number: 23630 : Examiner: Krisna Liin

For: SYSTEM AND METHOD EMPLOYING“ AN AGILE NETWORK PROTOCOL FOR
SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

Mail Stop Amendment
Commissioner for Patents

PO. Box 1450

Alexandria, VA 22313—1450

AMENDMENT

Commissioner:

In response to the Office Action dated August 30, 2013, please enter and consider the

following:

A Listing of the Claims is provided on page 2 of this paper.

Remarks begin on page 7 of this paper.
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Reply to Office Action ofAugust 30, 2013

IN THE CLAIMS

This listing of claims is provided for the sole convenience of the Examiner. No claims

have been amended herein.

LISTING OF CLAIMS:

1-25. (Canceled)

26. (Previously Presented) A network device, comprising:

a storage device storing an application program for a secure communications service; and

at least one processor configured to execute the application program for the secure

communications service so as to enable the network device to:

send a domain name service (DNS) request to look up a network address of a

second network device based on an identifier associated with the second network device;

receive, following interception of the DNS request and a determination that the

second network device is available for the secure communications service: (1) an

indication that the second network device is available for the secure communications

service, (2) the requested network address of the second network device, and (3)

provisioning information for an encrypted communication link;

connect to the second network device over the encrypted communication link,

using the received network address of the second network device and the provisioning

information for the encrypted communication link; and

communicate data with the second network device using the secure

communications service via the encrypted communication link:

the network device being a device at which a user uses the secure communications

service to access the encrypted communication link.

27. (Previously Presented) The network device of claim 26, wherein the secure

communications service includes an audio-video conferencing service, and the at least one

processor is configured to execute the application program to communicate at least one of
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encrypted video data and audio data with the second network device via the encrypted

communication link using the secure communications service.

28. (Previously Presented) The network device of claim 26, wherein the secure

communications service includes a telephony service.

29. (Previously Presented) The system of claim 28, wherein the telephony service

uses modulation.

30. (Previously Presented) The network device of claim 29, wherein the modulation

is based on one of frequency-division multiplexing (PDM), time-division multiplexing (TDM),

or code division multiple access (CDMA).

3 l. (Previously Presented) The network device of claim 26, wherein the network

device is a mobile device.

32. (Previously Presented) The network device of claim 26, wherein the identifier

associated with the second network device is a domain name.

33. (Previously Presented) The network device of claim 26, wherein the encrypted

communication link is part of a virtual private network communication link

34. (Previously Presented) The network device of claim 33, wherein the virtual

private network communication link is based on inserting into each data packet communicated

over the virtual private network communication link one or more data values that vary according

to a pseudo-random sequence.

35. (Previously Presented) The network device of claim 26, wherein the indication

that the second network device is available for the secure communications service is a function

of the result of a domain name lookup.
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36. (Previously Presented) The network device of claim 26, wherein the encrypted

communication link is an end-to-end link extending from the network device to the second

network device.

37. (Previously Presented) The network device of claim 26, wherein the interception

of the DNS request consists of receiving the DNS request to determine that the second network

device is available for the secure communications service.

38. (Previously Presented) The network device of claim 26, wherein the interception

of the DNS request occurs at another network device that is separate from the network device.

39. (Previously Presented) A method executed by a first network device for

communicating with a second network device, the method comprising:

sending a domain name service (DNS) request to look up a network address of a

second network device based on an identifier associated with the second network device;

receiving, following interception of the DNS request and a determination that the

second network device is available for a secure communications service: (1) an

indication that the second network device is available for the secure communications

service, (2) the requested network address of the second network device, and (3)

provisioning information for an encrypted communication link;

connecting to the second network device over the encrypted communication link,

using the received network address of the second network device and the provisioning

information for the encrypted communication link; and

communicating data with the second network device using the secure

communications service via the encrypted communication link,

the first network device being a device at which a user uses the secure communications

service to access the encrypted communication link.

40. (Previously Presented) The method of claim 39, wherein the secure

connnunications service includes a video conferencing service, and communicating includes
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communicating at least one of encrypted video data and audio data with the second network

device via the encrypted communication link using the secure communications service.

41. (Previously Presented) The method of claim 39, wherein the secure

communications service includes a telephony service.

42. (Previously Presented) The method of claim 39, wherein the telephony service

uses modulation.

43. (Previously Presented) The method of claim 42, wherein the modulation is based

on one of frequency—division multiplexing (FDM), time-division multiplexing (TDM), or code

division multiple access (CDMA).

44. (Previously Presented) The method of claim 39, wherein the network device is a

mobile device.

45. (Previously Presented) The method of claim 39, wherein the identifier associated

with the second network device is a domain name.

46. (Previously Presented) The method of claim 39, wherein the encrypted

communication link is part of a virtual private network communication link, and communicating

with the second network device using the secure communications service includes inserting into

data packets communicated over the virtual private network communication link one or more

data values that vary according to a pseudo-random sequence.

47. (Previously Presented) The method of claim 39, wherein the indication that the

second network device is available for a secure communications service is a function of a

domain name lookup.
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48. (Previously Presented) The method of claim 39, wherein the encrypted

communication link is an end-to-end link extending from the first network device to the second

network device.

49. (Previously Presented) The method of claim 39, wherein the intercepting the

DNS request consists of receiving the DNS request to determine that the second network device

is available for the secure communications service.

50. (Previously Presented) The method of claim 39, wherein the intercepting the

DNS request occurs at another network device that is separate from the first network device.
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REAlARKS

After entry of the foregoing amendments, claims 26-50 are pending, with claims 26 and

39 being the independent claims. No art-based rejections were made by the Office Action. No

claims are amended herein. Favorable reconsideration and allowance of the subject application

is respectfully requested.

Double Patenting Rejections

Claims 26-50 are provisionally rejected on the ground of nonstatutory double patenting as

being unpatentable over claims 29-56 of copending Application No. 13/903,788. Claims 26-50

are provisionally rejected on the ground of nonstatutory obviousness-type double patenting as

being unpatentable over claims 14-20 and 27-47 of copending Application No. 13/080,680.

Claims 26-50 are provisionally rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 15-25, 27-40, and 68 of copending Application No.

13/049,552 (now US. Patent No. 8,572,247, issued October 29, 2013). Claims 26-50 are

provisionally rejected on the ground of nonstatutory obviousness—type double patenting as being

unpatentable over claims 1-4, 6-8, and 10-15 of copending Application No. 13/342,795 (now

US. Patent No. 8,560,705, issued October 15, 2013). Claims 26-50 are provisionally rejected on

the ground of nonstatutory obviousness-type double patenting as being unpatentable over claims

1-22 of copending Application No. 13/617,446, claims 1-42 of copending Application No.

13/181,041, claims 1-3 of copending Application No. 13/618,966, claims 1—13 of copending

Application No. 13/474,397 (now US. Patent No. 8,554,899, issued October 8, 2013), claims

1-30 of copending Application No. 13/075,081 (now abandoned), and claims 1-38, 4-42, and 43-

52 of copending Application No. 13/075,081 (now abandoned).

Claims 26-50 are rejected on the ground of nonstatutory double patenting as being

unpatentable over claims 1-17 of US. Patent No. 6,502,135, claims 1-41 of US. Patent No.

7,188,180, claims 1-60 of US. Patent No. 7,418,504, claims 1-16 of US. Patent No, 7,490,150,

claims 1-60 ofU.S. Patent No. 7,921,211, claims 1-18 ofU.S. Patent No. 7,933,990, claims 1-13

of US. Patent No. 7,945,654, claims 1-18 of US. Patent No. 7,987,274, claims 1-29 of US.

Patent No. 8,051,181, claims 1-28 of US. Patent No. 8,458,341, claims 1-30 of US. Patent No.
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8,504,696, claims 1-30 of US. Patent No. 8,804,697, claims 1—19 of US. Patent No. 8,516,117,

claims 1-27 0fU.S. Patent No. 8,516,131.

Claims 1-13 of Application No. 13/474,397 (now US. Patent No. 8,554,899, issued

October 8, 2013) are generally directed to registering a secure domain name, and are seen as

patentably distinct from claims 26-50 of the present application. Accordingly, Applicants

respectfully submit that a terminal disclaimer is not required with regard to Application No.

13/474,397. Further, the Office Action lacks an explanation of how the claims of the present

application and the claims of US. Patent No. 8,554,899 are allegedly patentably indistinct.

Applicants respectfully request the double patenting rejection be substantiated should the

rejection is maintained.

US. Application No. 13/075,081 is abandoned, rendering the double patenting rejections

moot as to that application. Accordingly, Applicants respectfully submit that a terminal

disclaimer is not required with regard to US. Application No, 13/075,081.

Claims 1-13 of US. Patent No. 7,945,654 are generally directed to registering a secure

domain name, and are seen as patentably distinct from claims 26-50 of the present application.

Accordingly, Applicants respectfully submit that a terminal disclaimer is not required with

regard to US. Patent No. 7,945,654. Further, the Office Action lacks an explanation of how the

claims of the present application and the claims of US. Patent No. 7,945,654 are allegedly

patentably indistinct. Applicants respectfully request the double patenting rejection be

substantiated should the rejection be maintained.

US. Patent No. 7,490,150 is assigned to Hitachi, LTD (See Reel 017013, Frame 0817)

and does not have a common inventor with the present application. Accordingly, Applicants

respectfully request withdrawal of the rejection based on US. Patent No. 7,490,150.

Applicants have conducted a search for and have been unable to locate US. Patent

8,804,697. Applicants respectfully request confirmation that US. Patent No. 8,804,697 is

correctly identified as being an issued patent that is the subject of the current rejection, or

withdrawal of the double patenting rejection.
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Without addressing the merits or conceding the correctness of the double patenting

rejections, terminal disclaimers with respect to Application Nos. 13/903,788, 13/080,680,

13/617,446, 13/181,041, and 13/618,966 are being filed concurrently with this response.

Without addressing the merits or conceding the correctness of the double patenting rejections,

terminal disclaimers with respect to US. Patent Nos. 8,572,247, 8,560,705, 6,502,135,

7,418,504, 7,921,211, 7,933,990, 7,987,274, 8,051,181, 8,458,341, 8,504,696, 8,516,117,

7,188,180, 8,516,131 are being filed concurrently with this response.

Accordingly, reconsideration and Withdrawal of the double patenting rejections are

respectfully requested.

Appiicants note that the filing of a terminal disclaimer to obviate a rejection based on

nonstatutory double patenting is not an admission of the propriety of the rejection. M.P.E.P.

§ 804.02, citing Quad Eni/iz'ronmental Technologies Corp. v. Union Salli/any District, 946 F.2d

870, 20 USPQ2d 1392 (Fed. Cir. 1991).

Applicants thank the Examiner for his thoughtful examination of claims 26-50 in View of

Kine/Ii, “C-HTTP The Development of a Secure, Closed HTTP-Based Network on the Internet,”

Department of Epidemioiogy and Biostatistics, Faculty of Medicine, University of Tokyo, Japan

(submitted as citation N0. D1223 in the Information Disclosure Statement of August 1, 2013,

and marked as considered by the Examiner on August 30, 2013), and in View of US. Patent No.

5,898,830 to Wesinger, J7”. e! (1]. (submitted as citation N0. A50 in the same Information

Disclosure Statement). (566 0A at 7-8.) While Appiicants agree with the Office Action that

Kine/11? and Wes/Iiger do not disclose the subject matter of the claims (see id), Applicants

disagree with the Office Action’s specific characterizations of Kine/2i, Wesz'ngez-‘ and the claims,

(id), and assert that the claims are allowable because Kit/chi and/0r Wessiirzgezr‘ do not disclose or

suggest the combinations of elements recited in the claims.

Since the double patenting rejections are the only remaining issues in the Office Action,

the application is believed to be in condition for allowance, and such action is respectfully

requested.
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CONCLUSION

Applicants respectfully submit that all of the pending claims are in condition for

allowance. Applicants respectfully invite the Examiner to contact the undersigned attorney to

promptly address any questions or issues regarding the allowability of the pending claims.

Any absence of a reply to a specific rejection, issue, or comment does not signify

agreement with or concession of that rejection, issue, or comment. In addition, because

Applicants’ remarks are not intended to be exhaustive, as there may be other reasons for

patentability of any or all claims that have not been expressed. Moreover, nothing in this

response should be construed as an intent to concede any issue with regard to any claim.

To the extent necessary, a petition for an extension of time under 37 CPR. 1.136 is

hereby made. Please charge any shortage in fees due in connection with the filing of this paper,

including extension of time fees, to Deposit Account 501103 and please credit any excess fees to

such deposit account.

Respectfully submitted,

MCDERMOTT WILL & EMERY LLP

Date: November 18 2013 /Toby H. Kusmer/

Toby H. Kusmer, P.C., Reg. No. 26,418
Customer No. 23630

28 State Street

Boston, MA 02109-1775

Telephone: (617) 5 3 5—4000

Facsimile: (617) 535-3 800

E-mail: tkusmer@niwe.com
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TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 572.247 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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Signature Date
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Typed or printed name

g617) 535-4000
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Terminai disclaimer fee under 37 CFR 1.20(d) included.
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on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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statements mayjeopardize the validity of the application or any patent issued thereon.
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Petitioner Apple Inc. — EX. 1004, p. 322



Petitioner Apple Inc. - Ex. 1004, p. 323

PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)
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by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK1CP3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 7 921.211 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 7 987.274 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 051.181 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 458.341 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 504.696 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 516.117 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optiona‘)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 7 188.180 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK10P3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 560.705 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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PTOISB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING DOCKEI Number (Optional)

REJECTION OVER A “PRIOR” PATENT 77580495(VRNK1CP3CNFT10)

in re Application of: Victor Larson, et at.

Application No_: 13/911,792

Filed: June 6, 2013

For: SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VirnetX Inc. _, of 399 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant apptication which would extend beyond
the expiration date of the fuil statutory term of prior patent No. 8 516.131 _ as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant appiication shaii be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant appiication
and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patent later:

expires for failure to pay a maintenance fee;
is hetd unenforceable;
is found invalid by a court of competentjurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all ciaims canceied by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expiration of its fuii statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that ail statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that wiilful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 26,418

ITOby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

g617) 535-4000
Teiephone Number

Terminai disclaimer fee under 37 CFR 1.20(d) included.

WARNING: information on this form may become public. Credit card information shouid not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to fits (and by the USPTO
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time wiIl vary depending upon the individual case. Any comments
on the amount oftime you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, US. Patent
and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form. calI 1—800—PTO-9199 and select option 2.
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Electronic Patent Application Fee Transmittal

Filing Date: 06-Jun-2013

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

T't'e °f Inventwn‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

_—
77580-196(VRNKICP3CNFTIO)

Utility under 35 USC 1 1 1 (a) Filing Fees

Sub-Total in

USD($)

BaSIc Filing:

Description Fee Code Quantity

Miscellaneous Filing

Post-Allowance-and-Post Issuance

Extension-of—Time:

Patent Appeals and Interference:
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Miscellaneous:

Statutory or Terminal Disclaimer 1814 2880

Total in USD (5) 
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Electronic Acknowledgement Receipt

“—

——

SYSTEM AND METHOD EMPLOYING AN AGILE NETWORK PROTOCOL FOR

T't'e °f Inventwn‘ SECURE COMMUNICATIONS USING SECURE DOMAIN NAMES

——

Payment information:

 
Submitted with Payment yes—

—
The Director of the USPTO is hereby authorized to Charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document Document Descri tion File Size(Bytes)/ Multi Pages
Number P Message Digest Part /.zip (if appl.)

9592408

077580-0196_Amendment.pdf a81dce8fe385422f9b5f2f40553f4982e9de3
8b9

Multipart Description/PDF files in .zip description

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed

Terminal Disclaimer Filed
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Information:

502075
O77580-0196_Amendment_pt

Terminal Disclaimer Filed 2.pdf 4fb67cd(09342752f7759babbbde8fc00d7‘
f473

Information:

Fee Worksheet (SB06) fee-info.pdf e2f3e9d93c85961aecf22d2f67ba58970e0f.
e35

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

lfa timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

lfa new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number

and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of

the application.
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PTO/SB/25 (OB-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER T0 OBVIATE A PROVISIONAL DOUBLE PATENTING DOCKEt Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 77580—196(VRNK10PSCNFT10)

in re Application of: Victor Larson, et at.

Application No.: 13/911,792

Filed: June 6,2013

For: SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VimetX, inc. , of 100 percent interest in the instant application hereby disclaims,
except aspromof any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 13/903,788 , filed
Ma 28, 2013 , as the term of any patent granted on said reference application may be shortened By any terminal disclaimer filed

prior to the grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,”
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent iurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may ieopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

§617l 535-4000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20m) is included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/QB ma be used for makin- this statement. See MPEP 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
If you need assistance in completing the form, call 1—800-PTO—9199 and select option 2.
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PTO/SB/25 (08-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER T0 OBVIATE A PROVISIONAL DOUBLE PATENTING DOCKEt Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 77580—196(VRNK10PSCNFT10)

in re Application of: Victor Larson, et at.

Application No.: 13/911,792

Filed: June 6,2013

For: SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VimetX, inc. , of 100 percent interest in the instant application hereby disclaims,
except aspromof any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 13/080,680 , filed

April 6, 2011 , as the term of any patent granted on said reference application may be shortened By any terminal disclaimer filed
prior 0 t e gran 0 any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,”
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent iurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any mannerterminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may ieopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

§617l 535-4000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20m) is included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/QB ma be used for makin- this statement. See MPEP 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
If you need assistance in completing the form, call 1—800-PTO—9199 and select option 2.
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PTO/SB/25 (OB-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER T0 OBVIATE A PROVISIONAL DOUBLE PATENTING DOCkel Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 77580—196(VRNK10PSCNFT10)

in re Application of: Victor Larson, et at.

Application No.: 13/911,792

Filed: June 6,2013

For: SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VimetX, inc. , of 100 percent interest in the instant application hereby disclaims,
except aspromof any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 13/617,446 , filed

September 14, 2012 , as the term of any patent granted on said reference application may be shortened By any terminal disclaimer filed
prior 0 t e gran 0 any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,”
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent iurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any mannerterminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may ieopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

§617l 535-4000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20m) is included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 ma be used for makin- this statement. See MPEP 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
If you need assistance in completing the form, call 1—800-PTO—9199 and select option 2.
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PTO/SB/25 (OB-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER T0 OBVIATE A PROVISIONAL DOUBLE PATENTING DOCKEt Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 77580—196(VRNK10PSCNFT10)

in re Application of: Victor Larson, et at.

Application No.: 13/911,792

Filed: June 6,2013

For: SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VimetX, inc. , of 100 percent interest in the instant application hereby disclaims,
except aspromof any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 13/181,041 , filed
Jul 12, 2011 , as the term of any patent granted on said reference application may be shortened By any terminal disclaimer filed
prior to the grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,”
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent iurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may ieopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

§617l 535-4000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20m) is included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/QB ma be used for makin- this statement. See MPEP 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
If you need assistance in completing the form, call 1—800-PTO—9199 and select option 2.
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PTO/SB/25 (OB-11)
Approved for use through 07/31/2012. OMB 0651—0031

US. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER T0 OBVIATE A PROVISIONAL DOUBLE PATENTING DOCkel Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 77580—196(VRNK10PSCNFT10)

in re Application of: Victor Larson, et at.

Application No.: 13/911,792

Filed: June 6,2013

For: SYSTEM AND METHOD EMPLOYING AN AGlLE NETWORK PROTOCOL FOR SECURE COMMUNICATIONS USING SECURE
DOMAIN NAMES

The owner*, VimetX, inc. , of 100 percent interest in the instant application hereby disclaims,
except aspromof any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number 13/618,966 , filed

September 14, 2012 , as the term of any patent granted on said reference application may be shortened By any terminal disclaimer filed
prior 0 t e gran 0 any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would extend
to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on said
reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application,”
in the event that: any such patent: granted on the pending reference application: expires for failure to pay a maintenance fee, is held
unenforceable, is found invalid by a court of competent iurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR
1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any mannerterminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. El For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

l hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may ieopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record. Reg. No. 26,418

/Toby H. Kusmer/ November 18, 2013
Signature Date

Toby H. Kusmer
Typed or printed name

§617l 535-4000
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20m) is included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 ma be used for makin- this statement. See MPEP 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief Information Officer, US. Patent and
Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313—1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
If you need assistance in completing the form, call 1—800-PTO—9199 and select option 2.
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Application/Control No. Applicant(s)/Patent under
Reexamination  
 

Application Number

Document Code - DISQ Internal Document — DO NOT MAIL

TERMINAL

DISCLAIMER I:I APPROVED IE DISAPPROVED

 
 

 

13/911,792 LARSON ET AL.                              

This patent is subject
Date Filed : 11/18/13 to a Terminal

Disclaimer 
Approved/Disapproved by:

ANDRE ROBINSON

  13 TDS WEREN'T APPRVD.:

[X] PLEASE USE PTO A|A26 (4-13) FORM FOR TERMINAL DISCLAIMERS FILED

AFTER SEPTEMBER 16, 2012

US. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent under
Reexamination  
 

Application Number

Document Code - DISQ Internal Document — DO NOT MAIL

TERMINAL

DISCLAIMER I:I APPROVED IE DISAPPROVED

 
 

 

13/911,792 LARSON ET AL.                              

This patent is subject
Date Filed : 11/18/13 to a Terminal

Disclaimer 
Approved/Disapproved by:

ANDRE ROBINSON 5 TDS WEREN'T APPRVD.

  [X] PLEASE USE PTO A|A25 (4-13) FORM FOR TERMINAL DISCLAIMERS FILED

AFTER SEPTEMBER 16, 2012

* NO ADDITIONAL FEES REQUIRED

US. Patent and Trademark Office

Petitioner Apple Inc. — EX. 1004, p. 344



Petitioner Apple Inc. - Ex. 1004, p. 345

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313- 1450
www.uspto.gov

 
  
  CONF {MATION NO.    APPLICATION NO. F ING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

13/911,792 06/06/2013 Victor Larson 77580—196(VRNK1CP3CNFT10) 7953

23630 7590 W20”

Mcnemonwummery —
The McDermott Building LIM, KRISNA
500 North Capitol Street, NW.

Washington, DC 20001 PAPER NUMBER2453

 
  NOT *ICATION DATE DELIVERY MODE 

01/17/2014 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above—indicated "Notification Date" to the

following e—mail address(es):

mweipdocket @ mwe.com

PTOL—90A (Rev. 04/07)
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Application No. Applicant(s)

 13/911,792 LARSON ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)

KRISNA LIM 2453 its“ 
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE g MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1 .704(b).

Status

1)IZI Responsive to communication(s) filed on 11/18/2013.

El A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2a)|Z| This action is FINAL. 2b)|:| This action is non-final.

3)I:I An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4)|:| Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Exparte Quay/e, 1935 CD. 11, 453 O.G. 213.

 

Disposition of Claims*

5)IZI C|aim(s) fl is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.

6 El Claim s) is/are allowed.

s M is/are rejected.

is/are objected to.

9)|:l C|aim(s are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

)

)_

)
 

participating intellectual property office for the corresponding application. For more information, please see

htt :i/wwwusoto. ov/ atents/init events/ h/index.‘s orsend an inquiry to PPI-ifeedback-{cBusgtocov.     

Application Papers

10)|:l The specification is objected to by the Examiner.

11)|:l The drawing(s) filed on is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

Priority under 35 U.S.C. § 119

12)|:| Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a)|:l All b)|:l Some** c)|:l None of the:

1.I:I Certified copies of the priority documents have been received.

2.|:l Certified copies of the priority documents have been received in Application No.

3.|:l Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) D Notice of References Cited (PTO-892) 3) D Interview Summary (PTO-413)
. . Paper No(s)/Mai| Date.

2) D Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) I:I Other'

 
Paper No(s)/Mai| Date . 

US. Patent and Trademark Office
PTOL—326 (Rev. 11-13) Office Action Summary Part of Paper No./Mai| Date 20140108
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Application/Control Number: 13/911,792 Page 2

Art Unit: 2453

1. The present application is being examined under the pre-AlA first to invent

provisions.

2. Claims 26-50 are pending for examination. Claims 1-25 were canceled.

This action is in response to the original application filed 06/06/2013.

3. The nonstatutory double patenting rejection is based on a judicially created

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the

unjustified or improper timewise extension of the “right to exclude” granted by a patent

and to prevent possible harassment by multiple assignees. A nonstatutory double

patenting rejection is appropriate where the claims at issue are not identical, but at least

one examined application claim is not patentably distinct from the reference claim(s)

because the examined application claim is either anticipated by, or would have been

obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d

1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.

1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,

686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619

(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321(d)

may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the reference application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of

activities undertaken within the scope of a joint research agreement. A terminal

disclaimer must be signed in compliance with 37 CFR 1.321 (b).

The USPTO internet Web site contains terminal disclaimer forms which may be

used. Please visit http://www.uspto.gov/forms/. The filing date of the application will

determine what form should be used. A web-based eTerminal Disclaimer may be filled

out completely online using web-screens. An eTerminal Disclaimer that meets all

requirements is auto-processed and approved immediately upon submission. For more
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Application/Control Number: 13/911,792 Page 3

Art Unit: 2453

information about eTerminal Disclaimers, refer to

http://www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

4. Claims 26-50 are provisionally rejected on the ground of nonstatutory

double patenting as being unpatentable over claims 29-56 of copending Application No.

13/903, 788. Although the claims at issue are not identical, they are not patentably

distinct from each other because they are directed to a network device (a domain name

service (DNS) system) configured to be connected to a secure communication network

using the received look up network address of a second network device based on an

identifier associated with the second network device and the information for a virtual

network address. The difference is the current application clearly claimed that the

request is a domain name service jDNS) reguest while the copending application just

calls a request. And another difference is the current application just calls the network

address while the copending application calls an internet protocol ij) address. Another

difference is the current application clearly states the connection to the second network

device is over the encrypted communication link while the copending application does

not. It would have been obvious to one of ordinary skilled in the art at the time the

invention was made to recognize that such variation and clarification of the claimed

language would not be patentably distinguishable.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

5. Claims 26-50 are provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-3 of copending

application 13/618,966.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service
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Application/Control Number: 13/911,792 Page 4

Art Unit: 2453

(DNS) system) configured to be connected to a secure communication network (an

encrypted communication link, a virtual communication link) using the received look up

network address (an Internet Protocol (IP) address) of a second network device (a

target device) based on an identifier associated with the second network device and the

information for a virtual network address. The difference is a variation of calling and

clarification of the claimed language similarly as in paragraphs 4-7 above.

This is a provisional obviousness-type double patenting rejection because the

conflicting claims have not in fact been patented.

6. Claims 26-50 are rejected on the ground of nonstatutory double patenting as

being unpatentable over, claims 1-41 of U.S Patent No. 7,188,180, claims 1-18 of U.S

Patent No. 7,933,990, and claims 1-29 of U.S Patent No. 8,051,181.

Although the claims at issue are not identical, they are not patentably distinct

from each other because they are directed to a network device (a domain name service

(DNS) system) configured to be connected to a secure communication network (an

encrypted communication link, a virtual communication link) using the received look up

network address (an Internet Protocol (IP) address) of a second network device (a

target device) based on an identifier associated with the second network device and the

information for a virtual network address. The difference is a variation of calling and

clarification of the claimed language similarly as in paragraphs 4-7 above.

Kiuchi discloses that the C-HTTP name server stores the IP address and

public key of a particular computer in a data structure that maps the name of the

particular computer to the corresponding IP address and public key. Kiuchi discloses

that the client-side proxy sends a request to the C-HTTP, where the request is asking

the C-HTTP server for permission to establish a connection with a server-side proxy.
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Application/Control Number: 13/911,792 Page 5

Art Unit: 2453

Wesinger describes a system in which a configuration file is stored on a

series of firewalls. The configuration files store security information by domain name

and use the domain name to determine if a particular request is to be allowed.

Moreover, Wesinger discloses the following sequence: (i) a request is received

by the firewall/DNS server, (ii) the domain name in the request is looked up in the

configuration file, (iii) if the connection is allowed, then the firewall/DNS server may

invoke code that performs channel processing, which includes encryption.

Wesinger discloses that DNS propagation happens in a normal manner, but also

teaches that the DNS propagation happens through the firewall servers, and the DNS

propagation is subject to allow or deny connection rules.

In Examiner‘s opinion, both Kiuchi and Wesinger may not clearly disclose the

feature of "intercepting a domain name service (DNS) request to look up a network

address of a second network device based on an identifier associated with the second

network device and determining whether or not to establish a secure

communication connection over the encrypted communication link". Moreover, both

Kiuchi and Wesinger may not clearly disclose “send a domain name service (DNS)

request to look up a network address of a second network device based on an identifier

associated with the second network device; receive, following interception of the DNS

request and a determination that the second network device is available for the secure

communications service: (1) an indication that the second network device is available

for the secure communications service, (2) the requested network address of the

second network device, and (3) provisioning information for an encrypted

communication link”.

Moreover, in Examiner's opinion, Examiner believes that the requested is

intercepted and determined before the request reached the firewall/DNS server.
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Application/Control Number: 13/911,792 Page 6

Art Unit: 2453

7. In response to the above rejection, applicants have submitted Terminal

Disclaimers; however those Terminal Disclaimers have not been approved because

wrong forms were used. Applicants are once again requested to submit the TD.

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

A shortened statutory period for response to this action is set to expire 3 (three)

months and 0 (zero) days from the mail date of this letter.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In

no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.

If NO period for reply is specified above, the maximum statutory period will apply

and will expire SIX (6) MONTHS from the mailing date of this communication.

Failure to reply within the set or extended period for reply will, by statute, cause

the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of

Petitioner Apple Inc. — EX. 1004, p. 351



Petitioner Apple Inc. - Ex. 1004, p. 352



Petitioner Apple Inc. - Ex. 1004, p. 353



Petitioner Apple Inc. - Ex. 1004, p. 354



Petitioner Apple Inc. - Ex. 1004, p. 355



Petitioner Apple Inc. - Ex. 1004, p. 356



Petitioner Apple Inc. - Ex. 1004, p. 357



Petitioner Apple Inc. - Ex. 1004, p. 358



Petitioner Apple Inc. - Ex. 1004, p. 359



Petitioner Apple Inc. - Ex. 1004, p. 360



Petitioner Apple Inc. - Ex. 1004, p. 361



Petitioner Apple Inc. - Ex. 1004, p. 362



Petitioner Apple Inc. - Ex. 1004, p. 363



Petitioner Apple Inc. - Ex. 1004, p. 364



Petitioner Apple Inc. - Ex. 1004, p. 365



Petitioner Apple Inc. - Ex. 1004, p. 366



Petitioner Apple Inc. - Ex. 1004, p. 367



Petitioner Apple Inc. - Ex. 1004, p. 368



Petitioner Apple Inc. - Ex. 1004, p. 369



Petitioner Apple Inc. - Ex. 1004, p. 370



Petitioner Apple Inc. - Ex. 1004, p. 371



Petitioner Apple Inc. - Ex. 1004, p. 372



Petitioner Apple Inc. - Ex. 1004, p. 373



Petitioner Apple Inc. - Ex. 1004, p. 374



Petitioner Apple Inc. - Ex. 1004, p. 375



Petitioner Apple Inc. - Ex. 1004, p. 376



Petitioner Apple Inc. - Ex. 1004, p. 377



Petitioner Apple Inc. - Ex. 1004, p. 378



Petitioner Apple Inc. - Ex. 1004, p. 379



Petitioner Apple Inc. - Ex. 1004, p. 380



Petitioner Apple Inc. - Ex. 1004, p. 381



Petitioner Apple Inc. - Ex. 1004, p. 382



Petitioner Apple Inc. - Ex. 1004, p. 383



Petitioner Apple Inc. - Ex. 1004, p. 384



Petitioner Apple Inc. - Ex. 1004, p. 385



Petitioner Apple Inc. - Ex. 1004, p. 386



Petitioner Apple Inc. - Ex. 1004, p. 387



Petitioner Apple Inc. - Ex. 1004, p. 388



Petitioner Apple Inc. - Ex. 1004, p. 389



Petitioner Apple Inc. - Ex. 1004, p. 390



Petitioner Apple Inc. - Ex. 1004, p. 391



Petitioner Apple Inc. - Ex. 1004, p. 392



Petitioner Apple Inc. - Ex. 1004, p. 393



Petitioner Apple Inc. - Ex. 1004, p. 394



Petitioner Apple Inc. - Ex. 1004, p. 395



Petitioner Apple Inc. - Ex. 1004, p. 396



Petitioner Apple Inc. - Ex. 1004, p. 397



Petitioner Apple Inc. - Ex. 1004, p. 398



Petitioner Apple Inc. - Ex. 1004, p. 399



Petitioner Apple Inc. - Ex. 1004, p. 400



Petitioner Apple Inc. - Ex. 1004, p. 401



Petitioner Apple Inc. - Ex. 1004, p. 402



Petitioner Apple Inc. - Ex. 1004, p. 403



Petitioner Apple Inc. - Ex. 1004, p. 404



Petitioner Apple Inc. - Ex. 1004, p. 405



Petitioner Apple Inc. - Ex. 1004, p. 406



Petitioner Apple Inc. - Ex. 1004, p. 407



Petitioner Apple Inc. - Ex. 1004, p. 408



Petitioner Apple Inc. - Ex. 1004, p. 409



Petitioner Apple Inc. - Ex. 1004, p. 410



Petitioner Apple Inc. - Ex. 1004, p. 411



Petitioner Apple Inc. - Ex. 1004, p. 412



Petitioner Apple Inc. - Ex. 1004, p. 413



Petitioner Apple Inc. - Ex. 1004, p. 414



Petitioner Apple Inc. - Ex. 1004, p. 415



Petitioner Apple Inc. - Ex. 1004, p. 416



Petitioner Apple Inc. - Ex. 1004, p. 417



Petitioner Apple Inc. - Ex. 1004, p. 418



Petitioner Apple Inc. - Ex. 1004, p. 419



Petitioner Apple Inc. - Ex. 1004, p. 420



Petitioner Apple Inc. - Ex. 1004, p. 421



Petitioner Apple Inc. - Ex. 1004, p. 422



Petitioner Apple Inc. - Ex. 1004, p. 423



Petitioner Apple Inc. - Ex. 1004, p. 424



Petitioner Apple Inc. - Ex. 1004, p. 425



Petitioner Apple Inc. - Ex. 1004, p. 426



Petitioner Apple Inc. - Ex. 1004, p. 427



Petitioner Apple Inc. - Ex. 1004, p. 428



Petitioner Apple Inc. - Ex. 1004, p. 429



Petitioner Apple Inc. - Ex. 1004, p. 430



Petitioner Apple Inc. - Ex. 1004, p. 431



Petitioner Apple Inc. - Ex. 1004, p. 432



Petitioner Apple Inc. - Ex. 1004, p. 433



Petitioner Apple Inc. - Ex. 1004, p. 434



Petitioner Apple Inc. - Ex. 1004, p. 435



Petitioner Apple Inc. - Ex. 1004, p. 436



Petitioner Apple Inc. - Ex. 1004, p. 437



Petitioner Apple Inc. - Ex. 1004, p. 438



Petitioner Apple Inc. - Ex. 1004, p. 439



Petitioner Apple Inc. - Ex. 1004, p. 440



Petitioner Apple Inc. - Ex. 1004, p. 441



Petitioner Apple Inc. - Ex. 1004, p. 442



Petitioner Apple Inc. - Ex. 1004, p. 443



Petitioner Apple Inc. - Ex. 1004, p. 444



Petitioner Apple Inc. - Ex. 1004, p. 445



Petitioner Apple Inc. - Ex. 1004, p. 446



Petitioner Apple Inc. - Ex. 1004, p. 447



Petitioner Apple Inc. - Ex. 1004, p. 448



Petitioner Apple Inc. - Ex. 1004, p. 449



Petitioner Apple Inc. - Ex. 1004, p. 450



Petitioner Apple Inc. - Ex. 1004, p. 451



Petitioner Apple Inc. - Ex. 1004, p. 452



Petitioner Apple Inc. - Ex. 1004, p. 453



Petitioner Apple Inc. - Ex. 1004, p. 454



Petitioner Apple Inc. - Ex. 1004, p. 455



Petitioner Apple Inc. - Ex. 1004, p. 456



Petitioner Apple Inc. - Ex. 1004, p. 457



Petitioner Apple Inc. - Ex. 1004, p. 458



Petitioner Apple Inc. - Ex. 1004, p. 459



Petitioner Apple Inc. - Ex. 1004, p. 460



Petitioner Apple Inc. - Ex. 1004, p. 461



Petitioner Apple Inc. - Ex. 1004, p. 462



Petitioner Apple Inc. - Ex. 1004, p. 463



Petitioner Apple Inc. - Ex. 1004, p. 464



Petitioner Apple Inc. - Ex. 1004, p. 465



Petitioner Apple Inc. - Ex. 1004, p. 466



Petitioner Apple Inc. - Ex. 1004, p. 467



Petitioner Apple Inc. - Ex. 1004, p. 468



Petitioner Apple Inc. - Ex. 1004, p. 469



Petitioner Apple Inc. - Ex. 1004, p. 470



Petitioner Apple Inc. - Ex. 1004, p. 471



Petitioner Apple Inc. - Ex. 1004, p. 472



Petitioner Apple Inc. - Ex. 1004, p. 473



Petitioner Apple Inc. - Ex. 1004, p. 474



Petitioner Apple Inc. - Ex. 1004, p. 475



Petitioner Apple Inc. - Ex. 1004, p. 476



Petitioner Apple Inc. - Ex. 1004, p. 477



Petitioner Apple Inc. - Ex. 1004, p. 478



Petitioner Apple Inc. - Ex. 1004, p. 479



Petitioner Apple Inc. - Ex. 1004, p. 480



Petitioner Apple Inc. - Ex. 1004, p. 481



Petitioner Apple Inc. - Ex. 1004, p. 482



Petitioner Apple Inc. - Ex. 1004, p. 483



Petitioner Apple Inc. - Ex. 1004, p. 484



Petitioner Apple Inc. - Ex. 1004, p. 485



Petitioner Apple Inc. - Ex. 1004, p. 486



Petitioner Apple Inc. - Ex. 1004, p. 487



Petitioner Apple Inc. - Ex. 1004, p. 488



Petitioner Apple Inc. - Ex. 1004, p. 489



Petitioner Apple Inc. - Ex. 1004, p. 490



Petitioner Apple Inc. - Ex. 1004, p. 491



Petitioner Apple Inc. - Ex. 1004, p. 492



Petitioner Apple Inc. - Ex. 1004, p. 493



Petitioner Apple Inc. - Ex. 1004, p. 494



Petitioner Apple Inc. - Ex. 1004, p. 495



Petitioner Apple Inc. - Ex. 1004, p. 496



Petitioner Apple Inc. - Ex. 1004, p. 497



Petitioner Apple Inc. - Ex. 1004, p. 498



Petitioner Apple Inc. - Ex. 1004, p. 499



Petitioner Apple Inc. - Ex. 1004, p. 500



Petitioner Apple Inc. - Ex. 1004, p. 501



Petitioner Apple Inc. - Ex. 1004, p. 502



Petitioner Apple Inc. - Ex. 1004, p. 503



Petitioner Apple Inc. - Ex. 1004, p. 504



Petitioner Apple Inc. - Ex. 1004, p. 505



Petitioner Apple Inc. - Ex. 1004, p. 506



Petitioner Apple Inc. - Ex. 1004, p. 507



Petitioner Apple Inc. - Ex. 1004, p. 508



Petitioner Apple Inc. - Ex. 1004, p. 509



Petitioner Apple Inc. - Ex. 1004, p. 510



Petitioner Apple Inc. - Ex. 1004, p. 511



Petitioner Apple Inc. - Ex. 1004, p. 512



Petitioner Apple Inc. - Ex. 1004, p. 513



Petitioner Apple Inc. - Ex. 1004, p. 514



Petitioner Apple Inc. - Ex. 1004, p. 515



Petitioner Apple Inc. - Ex. 1004, p. 516



Petitioner Apple Inc. - Ex. 1004, p. 517



Petitioner Apple Inc. - Ex. 1004, p. 518



Petitioner Apple Inc. - Ex. 1004, p. 519



Petitioner Apple Inc. - Ex. 1004, p. 520



Petitioner Apple Inc. - Ex. 1004, p. 521



Petitioner Apple Inc. - Ex. 1004, p. 522



Petitioner Apple Inc. - Ex. 1004, p. 523



Petitioner Apple Inc. - Ex. 1004, p. 524



Petitioner Apple Inc. - Ex. 1004, p. 525



Petitioner Apple Inc. - Ex. 1004, p. 526



Petitioner Apple Inc. - Ex. 1004, p. 527



Petitioner Apple Inc. - Ex. 1004, p. 528



Petitioner Apple Inc. - Ex. 1004, p. 529



Petitioner Apple Inc. - Ex. 1004, p. 530



Petitioner Apple Inc. - Ex. 1004, p. 531



Petitioner Apple Inc. - Ex. 1004, p. 532



Petitioner Apple Inc. - Ex. 1004, p. 533



Petitioner Apple Inc. - Ex. 1004, p. 534



Petitioner Apple Inc. - Ex. 1004, p. 535



Petitioner Apple Inc. - Ex. 1004, p. 536



Petitioner Apple Inc. - Ex. 1004, p. 537



Petitioner Apple Inc. - Ex. 1004, p. 538



Petitioner Apple Inc. - Ex. 1004, p. 539



Petitioner Apple Inc. - Ex. 1004, p. 540



Petitioner Apple Inc. - Ex. 1004, p. 541



Petitioner Apple Inc. - Ex. 1004, p. 542



Petitioner Apple Inc. - Ex. 1004, p. 543



Petitioner Apple Inc. - Ex. 1004, p. 544



Petitioner Apple Inc. - Ex. 1004, p. 545



Petitioner Apple Inc. - Ex. 1004, p. 546



Petitioner Apple Inc. - Ex. 1004, p. 547



Petitioner Apple Inc. - Ex. 1004, p. 548



Petitioner Apple Inc. - Ex. 1004, p. 549



Petitioner Apple Inc. - Ex. 1004, p. 550



Petitioner Apple Inc. - Ex. 1004, p. 551



Petitioner Apple Inc. - Ex. 1004, p. 552



Petitioner Apple Inc. - Ex. 1004, p. 553



Petitioner Apple Inc. - Ex. 1004, p. 554



Petitioner Apple Inc. - Ex. 1004, p. 555



Petitioner Apple Inc. - Ex. 1004, p. 556



Petitioner Apple Inc. - Ex. 1004, p. 557



Petitioner Apple Inc. - Ex. 1004, p. 558



Petitioner Apple Inc. - Ex. 1004, p. 559



Petitioner Apple Inc. - Ex. 1004, p. 560



Petitioner Apple Inc. - Ex. 1004, p. 561



Petitioner Apple Inc. - Ex. 1004, p. 562



Petitioner Apple Inc. - Ex. 1004, p. 563



Petitioner Apple Inc. - Ex. 1004, p. 564



Petitioner Apple Inc. - Ex. 1004, p. 565



Petitioner Apple Inc. - Ex. 1004, p. 566



Petitioner Apple Inc. - Ex. 1004, p. 567



Petitioner Apple Inc. - Ex. 1004, p. 568



Petitioner Apple Inc. - Ex. 1004, p. 569



Petitioner Apple Inc. - Ex. 1004, p. 570



Petitioner Apple Inc. - Ex. 1004, p. 571



Petitioner Apple Inc. - Ex. 1004, p. 572



Petitioner Apple Inc. - Ex. 1004, p. 573



Petitioner Apple Inc. - Ex. 1004, p. 574



Petitioner Apple Inc. - Ex. 1004, p. 575



Petitioner Apple Inc. - Ex. 1004, p. 576



Petitioner Apple Inc. - Ex. 1004, p. 577



Petitioner Apple Inc. - Ex. 1004, p. 578



Petitioner Apple Inc. - Ex. 1004, p. 579



Petitioner Apple Inc. - Ex. 1004, p. 580



Petitioner Apple Inc. - Ex. 1004, p. 581



Petitioner Apple Inc. - Ex. 1004, p. 582



Petitioner Apple Inc. - Ex. 1004, p. 583



Petitioner Apple Inc. - Ex. 1004, p. 584



Petitioner Apple Inc. - Ex. 1004, p. 585



Petitioner Apple Inc. - Ex. 1004, p. 586



Petitioner Apple Inc. - Ex. 1004, p. 587



Petitioner Apple Inc. - Ex. 1004, p. 588



Petitioner Apple Inc. - Ex. 1004, p. 589



Petitioner Apple Inc. - Ex. 1004, p. 590



Petitioner Apple Inc. - Ex. 1004, p. 591



Petitioner Apple Inc. - Ex. 1004, p. 592



Petitioner Apple Inc. - Ex. 1004, p. 593



Petitioner Apple Inc. - Ex. 1004, p. 594



Petitioner Apple Inc. - Ex. 1004, p. 595



Petitioner Apple Inc. - Ex. 1004, p. 596



Petitioner Apple Inc. - Ex. 1004, p. 597



Petitioner Apple Inc. - Ex. 1004, p. 598



Petitioner Apple Inc. - Ex. 1004, p. 599



Petitioner Apple Inc. - Ex. 1004, p. 600



Petitioner Apple Inc. - Ex. 1004, p. 601



Petitioner Apple Inc. - Ex. 1004, p. 602



Petitioner Apple Inc. - Ex. 1004, p. 603



Petitioner Apple Inc. - Ex. 1004, p. 604



Petitioner Apple Inc. - Ex. 1004, p. 605



Petitioner Apple Inc. - Ex. 1004, p. 606



Petitioner Apple Inc. - Ex. 1004, p. 607



Petitioner Apple Inc. - Ex. 1004, p. 608



Petitioner Apple Inc. - Ex. 1004, p. 609



Petitioner Apple Inc. - Ex. 1004, p. 610



Petitioner Apple Inc. - Ex. 1004, p. 611



Petitioner Apple Inc. - Ex. 1004, p. 612



Petitioner Apple Inc. - Ex. 1004, p. 613



Petitioner Apple Inc. - Ex. 1004, p. 614



Petitioner Apple Inc. - Ex. 1004, p. 615



Petitioner Apple Inc. - Ex. 1004, p. 616



Petitioner Apple Inc. - Ex. 1004, p. 617



Petitioner Apple Inc. - Ex. 1004, p. 618



Petitioner Apple Inc. - Ex. 1004, p. 619



Petitioner Apple Inc. - Ex. 1004, p. 620



Petitioner Apple Inc. - Ex. 1004, p. 621



Petitioner Apple Inc. - Ex. 1004, p. 622



Petitioner Apple Inc. - Ex. 1004, p. 623



Petitioner Apple Inc. - Ex. 1004, p. 624



Petitioner Apple Inc. - Ex. 1004, p. 625



Petitioner Apple Inc. - Ex. 1004, p. 626



Petitioner Apple Inc. - Ex. 1004, p. 627



Petitioner Apple Inc. - Ex. 1004, p. 628



Petitioner Apple Inc. - Ex. 1004, p. 629



Petitioner Apple Inc. - Ex. 1004, p. 630



Petitioner Apple Inc. - Ex. 1004, p. 631



Petitioner Apple Inc. - Ex. 1004, p. 632



Petitioner Apple Inc. - Ex. 1004, p. 633



Petitioner Apple Inc. - Ex. 1004, p. 634



Petitioner Apple Inc. - Ex. 1004, p. 635



Petitioner Apple Inc. - Ex. 1004, p. 636



Petitioner Apple Inc. - Ex. 1004, p. 637



Petitioner Apple Inc. - Ex. 1004, p. 638



Petitioner Apple Inc. - Ex. 1004, p. 639



Petitioner Apple Inc. - Ex. 1004, p. 640



Petitioner Apple Inc. - Ex. 1004, p. 641



Petitioner Apple Inc. - Ex. 1004, p. 642



Petitioner Apple Inc. - Ex. 1004, p. 643



Petitioner Apple Inc. - Ex. 1004, p. 644



Petitioner Apple Inc. - Ex. 1004, p. 645



Petitioner Apple Inc. - Ex. 1004, p. 646



Petitioner Apple Inc. - Ex. 1004, p. 647



Petitioner Apple Inc. - Ex. 1004, p. 648



Petitioner Apple Inc. - Ex. 1004, p. 649



Petitioner Apple Inc. - Ex. 1004, p. 650



Petitioner Apple Inc. - Ex. 1004, p. 651



Petitioner Apple Inc. - Ex. 1004, p. 652



Petitioner Apple Inc. - Ex. 1004, p. 653



Petitioner Apple Inc. - Ex. 1004, p. 654



Petitioner Apple Inc. - Ex. 1004, p. 655



Petitioner Apple Inc. - Ex. 1004, p. 656



Petitioner Apple Inc. - Ex. 1004, p. 657



Petitioner Apple Inc. - Ex. 1004, p. 658



Petitioner Apple Inc. - Ex. 1004, p. 659



Petitioner Apple Inc. - Ex. 1004, p. 660



Petitioner Apple Inc. - Ex. 1004, p. 661



Petitioner Apple Inc. - Ex. 1004, p. 662



Petitioner Apple Inc. - Ex. 1004, p. 663



Petitioner Apple Inc. - Ex. 1004, p. 664



Petitioner Apple Inc. - Ex. 1004, p. 665



Petitioner Apple Inc. - Ex. 1004, p. 666



Petitioner Apple Inc. - Ex. 1004, p. 667



Petitioner Apple Inc. - Ex. 1004, p. 668



Petitioner Apple Inc. - Ex. 1004, p. 669



Petitioner Apple Inc. - Ex. 1004, p. 670



Petitioner Apple Inc. - Ex. 1004, p. 671



Petitioner Apple Inc. - Ex. 1004, p. 672



Petitioner Apple Inc. - Ex. 1004, p. 673



Petitioner Apple Inc. - Ex. 1004, p. 674



Petitioner Apple Inc. - Ex. 1004, p. 675



Petitioner Apple Inc. - Ex. 1004, p. 676



Petitioner Apple Inc. - Ex. 1004, p. 677



Petitioner Apple Inc. - Ex. 1004, p. 678



Petitioner Apple Inc. - Ex. 1004, p. 679



Petitioner Apple Inc. - Ex. 1004, p. 680



Petitioner Apple Inc. - Ex. 1004, p. 681



Petitioner Apple Inc. - Ex. 1004, p. 682



Petitioner Apple Inc. - Ex. 1004, p. 683



Petitioner Apple Inc. - Ex. 1004, p. 684



Petitioner Apple Inc. - Ex. 1004, p. 685



Petitioner Apple Inc. - Ex. 1004, p. 686



Petitioner Apple Inc. - Ex. 1004, p. 687



Petitioner Apple Inc. - Ex. 1004, p. 688



Petitioner Apple Inc. - Ex. 1004, p. 689



Petitioner Apple Inc. - Ex. 1004, p. 690



Petitioner Apple Inc. - Ex. 1004, p. 691



Petitioner Apple Inc. - Ex. 1004, p. 692



Petitioner Apple Inc. - Ex. 1004, p. 693



Petitioner Apple Inc. - Ex. 1004, p. 694



Petitioner Apple Inc. - Ex. 1004, p. 695



Petitioner Apple Inc. - Ex. 1004, p. 696



Petitioner Apple Inc. - Ex. 1004, p. 697



Petitioner Apple Inc. - Ex. 1004, p. 698


