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‘ength of keys would you like to generate?

or length directly impacts the strenath of encryption
rger the key size the stronger the encryption.
Jhaer enciyption requires more processing power.

12 bits, low
B8 bits, medium
024 bits, high
e —
< Back Cancel |

e request and keys for v are now ready to be sent to
1 authority for processing. Your certificate authority
(@b for additional information if heeded.

e request has been saved in:
40 FILESNAVENTAIL\WPMCLIENT\S ocks501.req

ceive pour new certificate, use this wizard again to
ng with the newly created key file, Socksh01 . keys.
uce the certificate file. The wizard will detect any
ests and guide you through the procedure.
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Introduction

Introduction

Welcome to the Aventail Connect 3.1/2.6 secure Windows client for 16- and 32-
bit Windows applications. The client component of the Aventail ExtraNet Center,
Aventail Connect is a secure proxy client based on SOCKS 5, the IETF standard
for authenticated firewall traversal. Aventail Connect delivers enhanced security
and simplifies SOCKS deployment for users and network managers.

Aventail Connect redirects WinSock calls and reroutes them based upon a set of
routing directives (rules) assigned when Aventail Connect is configured. (For
more information about WinSock, TCP/IP, and general network communications,
see "Getting Started.”)

On larger networks, Aventail Connect can address multiple SOCKS 5 servers
based on end destination and type of service. This feature enables network
administrators to effectively monitor and direct network traffic.

Aventail Connect is a proxy client, but when used with SSL it provides the ability
to encrypt inbound or outbound information.

Features of Aventail Connect:
» Aventail Connect supports X.509 client certificates for strong authenti-
cation with SSL (when encryption is enabled)

+ Automated Customizer utility simplifies client configuration, distribution,
and installation

» SSL compression detects low bandwidth connections and compresses
encrypted data (when encryption is enabled)

» Secure Extranet Explorer (via Extranet Neighborhood icon on desk-
top) allows users to securely access Windows or SMB hosts over an
extranet connection (Windows 85, Windows 98, and Windows NT 4.0
only)

+ Supports WinSock 2 (LSP) applications in Windows 98, and Windows
NT 4.0, and WinSock 1.1 and WinSock 2 applications in Windows 95

« Supports WinSock 1.1 applications in Windows 3.1, Windows for Work-
groups 3.11, and Windows NT 3.51

»  MultiProxy feature allows you to use a SOCKS serveér or an HTTP
proxy to control outbound access

+ Allows the use of port ranges for redirection rules
+ Provides integration with SoftiD™ and SecurlD™ tokens
» Provides automated installation and uninstallation

+ Credential cache timeout feature allows administrators to specify when
credentials expire

» Provides optional password protection for configuration files

+ Supports both SOCKS v4 and SOCKS v5 (RFC 1928 and RFC 1929)
standards

Aventail Connect 3.1/2.6 Administrator's Guide » 1
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+ Enables network redirection through successive extranet (SOCKS)
servers

* Includes a logging utility to troubleshoot problems with network connec-
tions

* Includes a Configuration wizard for simplified step-by-step creation of
configuration files '

+ Allows internal network connections to pass through without interfer-
ence

+ Supports multiple authentication methods including SOCKS v4 identifi-
cation, username/password, CHAP, CRAM, HTTP Basic (username/
password), and SSL 3.0

S NOTE: Not all versions of Aventail Connect have encryption
= enabled.

Aventail Connect 3.1/2.6 Administrator's Guide * 2

Petitioner Apple Inc. - Exhibit 1022, p. 224



Introduction

ABOUT THIS DOCUMENT

This Administrator's Guide provides basic information about Aventail Connect. It
includes entry-level data for non-technical users, plus installation, setup, and
configuration information for network administrators. This information is also
available via Aventail Connect Help and the Aventail Web site at
http://lwww.aventail.com/content/products/docs/.

DOCUMENT ORGANIZATION

This document is divided into three main sections: Administrator's Guide, Utili-
ties Reference Guide, and Troubleshooting.

The Administrator’'s Guide describes procedures for setting up, installing, and
configuring Aventail Connect for individual and multiple networked workstations.
Italso describes how to create a customized Aventail Connect package for distri-
bution to multiple users.

The Utilities Reference Guide describes the Aventail Connect system menu
commands and utility programs. It contains detailed information about using the
S5 Ping utility and the Logging Tool, and documents the authentication/encryp-
tion modules and settings.

The document concludes with Troubleshooting and the Glossary.

You can also use the Quick Start Card, a short document designed to help you
install Aventail Connect to an individual workstation, and the Aventail Connect
flowchart, at :
http:/lwww.aventail.com/contents/solutions/presentations/quickstart/
vpnclient.pdf.

Aventail Connect 3.1/2.6 Administrator's Guide » 3
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DOCUMENT CONVENTIONS

The following typographic conventions are used in this document. Exceptions
may be made for online material; for instance, italics may be difficult to read
online.

§ R
Courier font Filenames, extensions, directory names,
keynames, and pathnames.

Command-line commands, options, and portions
of syntax that must be typed exactly as shown.

Bold Dialog box controls (Edit... buttons), e-mail
addresses (support@aventail.com), URLs,
(www.aventail.com), and IP addresses
(165.121.6.26).

Italic Placeholders that represent information the user
must insert.

@ SEE ALSO: A reference to additional useful information.

NOTE: Information the user should be aware of to increase
understanding andfor efficiency of the software.

CAUTION: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a MINOR securty flaw.

WARNING: An operational item that the user should be aware of to
avoid a network policy/software conflict, or lapse, which
may create a SERIOUS security flaw.

Aventail Connect 3.1/2.6 Administrator's Guide + 4
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AVENTAIL TECHNICAL SUPPORT

Contact Aventail Technical Support if you have questions about installation, con-
figuration, or general usage of Aventail Connect. Refer to the Aventail Support
Web site, at http://www.aventail.com/index.phtmi/support/
online_support.phtml, or the Aventail Knowledge Base, at
http://lwww.aventail.com/index.phtml?page_id=03110000, for the latest tech-
nical notes and information. Refer to the readme . t xt documentation for addi-
tional information not included in the Administrator's Guide.

Aventail Technical Support:

Web site: http://www.aventail.com/index.phtml/support/index.phtml
E-mail: support@aventail.com

Phone; 206.215.0078

Fax: 206.215.1120

ABOUT AVENTAIL CORPORATION

Aventail Corporation is the leading vendor of extranet software. Its extranet solu-
tions allow organizations to secure their networked communications and man-
age their employees’ access to the Internet. Building an extranet gives
organizations the ability to dynamically create a private communication or data
channel over the Internet. Aventail’s adherence to open security standards sim-
plifies extranet deployment, enables interoperability, and leverages corporations’
existing network investments. Its extranet solutions allow companies to extend
the reach of their corporate extranets to customers, partners, remote offices, and
worldwide employees.

Aventail Corporation

808 Howeli Street, Second Floor
Seattle, WA 98101
Phone:206.215.1111
Fax:206.215.1120
http://Iwww.aventail.com/
info@aventail.com

A

Aventail
An aventail is a piece of chainmail armor wom around the neck area. In the 14
century, knights wore an aventail to protect themselves while in combat. Today,

Aventail continues the tradition of protection by allowing organizations to
securely communicate over the Internet.

Aventail Connect 3.1/2.6 Administrator's Guide + 5
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' Administrator’s Guide

._

This section includes procedural and background information on installing Aven-
tail Connect on both single and networked workstations. It includes:

+ "Getting Started," with brief explanations of network security and com-
munications

+ Definitions of SOCKS and Aventail Connect

» Aventail Connect platform and installation requirements, with an intro-
duction to WinSock 2 and LSP architecture

+ "Installing Aventail Connect," which includes network diagrams of
Aventail ExtraNet Center and SOCKS v4-based server configurations

+ Directions on how to create and edit configuration files, and an intro-
duction to the Aventail Customizer

NOTE: Aventail understands the importance of a flexible, easy-to-use
installation process. If you have feedback regarding the Aventail
Connect installation procedures, or if there are additional features
you want to see implemented, please e-mail comments to
support@aventail.com. Yourinput is appreciated.

GETTING STARTED

If you are new to Aventail Connect technology, the following section will help you
understand what Aventail Connect is and does, and its relationship to network
security in general.

NETWORK SECURITY IN A NUTSHELL

Escalating security threats are forcing companies to seek ways to safeguard
their corporate networks and the information they exchange. The first response
to these concerns has been the development of security firewalls—software bar-
riers that control the flow of information. But firewalls are not designed to handle
complex security issues, such as monitoring network usage, providing private
communication over public networks, and enabling remote users to gain secure
access to internal network resources.

Enter SOCKS v5, an Internet Engineering Task Force (IETF)-approved security
protocol targeted at securely traversing corporate firewalls. SOCKS was origi-
nally developed in 1990, and is now maintained by NEC. SOCKS acts as a cir-
cuit-level proxy mechanism that manages the flow and security of data traffic to
and from your local area network (LAN) or extranet. An application whose traffic
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is proxied by SOCKS is considered “socksified.” SOCKS is more than a stan-
dard security firewall. Other features:

+ Client Authentication: (SOCKS v5 only) Authentication allows network
managers to provide selected user access to internal and external
areas of a network.

« Traffic Encryption: (SOCKS v5 only) Encryption ensures that network
traffic is private and secure.

* UDP Support: (SOCKS v5 only) User Datagram Protocol (UDP) traffic
has traditionally been difficult to proxy, with the exception of SOCKS v5.

+ Aventail Connect supports X.509 client certificates within SSL.

* Cross-Platform Support: Unlike many other security solutions, SOCKS
can be used on various platforms, such as Windows NT, Windows 95,
Windows 98, and various forms of UNIX.

NOTE: Not all versions of Aventail Connect include the SSL module for
encryption.

WHAT IS AVENTAIL CONNECT?

Aventail Connect is the client component of the Aventail ExtraNet Center. Aven-
tail Connect works with the Aventail ExtraNet Server, the SOCKS 5 server com-
ponent of the Aventail ExtraNet Center. You can use Aventail Connect as a
simple proxy client for managed outbound access, and for secure inbound
access.

Aventail Connect automates the “socksification” of Transmission Control Proto-
col/internet Protocol (TCP/IP) client applications, making it simple for worksta-
tions to take advantage of the SOCKS v5 protocol. When you run Aventail
Connect on your system, it automatically routes appropriate network traffic from
a WinSock (Windows sockets) application to an extranet (SOCKS) server, or
through successive servers. (WinSock is a Windows component that connects a
Windows PC to the Internet using TCP/P.) The SOCKS server then sends the
traffic to the Internet or the external network. Network administrators can define
a set of rules that route this traffic.

Aventail Connect is designed to run transparently on each workstation, without
adding overhead to the user’s desktop. In most cases, users will interact with
Aventail Connect only when it prompts them to enter authentication credentials
for a connection to a secure extranet (SOCKS) server. Users may also occasion-
ally need to start and exit Aventail Connect, although network administrators
often configure it to run automatically at startup. Aventail Connect does not
require administrators to manually establish an encrypted tunnel; Aventail Con-
nect can establish an encrypted tunnel automatically.

To understand Aventail Connect, you first need to understand a few basics of
TCP/IP communications.

Aventail Connect 3.1/2.6 Administrator's Guide » 7
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TCPI/IP COMMUNICATIONS

Windows TCP/IP networking applications (such as telnet, e-mail, Web browsers,
and ftp) use WinSock to gain access to networks or the Internet. WinSock is the
core component of TCP/IP under Windows, and is the interface that most Win-
dows applications use to communicate to TCP/IP.

WINSOCK CONNECTION TO A REMOTE HOST

Via WinSock, an application goes through the following steps to connect to a
remote host on the Internet or corporate extranet:

1. The application executes a Domain Name System (DNS) lookup to convert
the hostname into an Internet Protocol (IP) address or, in rare cases, it will do
a reverse DNS lookup to convert the IP address into a hostname. If the appli-
cation already knows the IP address, this step is skipped.

2. The application requests a connection to the specified remote host. This
causes the underlying stack to begin the TCP handshake, when two comput-
ers initiate communication with each other. When the handshake is complete,
the application is notified that the connection is established, and data can then
be transmitted and received.

3. The application sends and receives data.

Aventail Connect 3.1/2.6 Administrator's Guide + 8
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WHAT DOES AVENTAIL CONNECT DO?

Aventail Connect slips in between WinSock and the underlying TCP/IP stack.

(See diagram below.) As an appllcatlon that sits between WinSock and the TCP!

IP_stack, Aventail Connect 3.1 is a Layered Service Provider (LSP). Aventail

Connect can change data (compressing it or encrypting it, for example) before -

routing it to the TCP/IP stack for transport over the network The routing is deter-
mined by the rules described in the configuration file.

Windows TCPAP application
(uses either WinSock 1.1 or

WinSock 2)
WinSact 1.1
(cameens calls
' inSact 2) WinSock 2

Aventail Connect | [uMiieLSPs can

i be installed at this
(Layered Service Provider) level

r

TCPAP stack

Physical network

Windows TCP/IP applications and Aventail Connect have no direct contact with

one another; instead, each of them communicates through WinSock. Multiple
LLSP applications can be installed at the LSP level.
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NOTE: Aventail Connect does not alter or replace WinSock or any other
core TCF/IP components (files) provided by the operating system.

When the Aventail Connect LSP receives a connection request, it determines
whether or not the connection needs to be redirected (to an Aventail ExtraNet
Server) and/or encrypted (in SSL). When redirection and encryption are not nec-.
essary, Aventail Connect simply passes the connection request, and any subse-
quent transmitted data, to the TCP/IP stack.

The two most popular versions of WinSock are versions 1.1 and 2. Aventail Con-
nect 3.1, like all LSPs, requires WinSock 2; WinSock 1.1 does not support LSPs.
WinSock 2 includes backward-compatibility with all WinSock 1.1 applications.
Not every platform supports WinSock 2 and its LSP structure.

* Windows 98 and Windows NT 4.0 support WinSock 2 natively. (Win-
dows NT 4.0 requires Service Pack 3 or above, available from
Microsoft.)

*+  Windows 95 supports WinSock 1.1. Windows 95 can also support Win-
Sock 2, but you must install a patch (available from Microsoft) to add
support for WinSock 2.

+ Windows 3.1, Windows for Workgroups 3.11, and Windows NT 3.51 do _
not support WinSock 2; they support only WinSock 1.1.

For those platforms that do not support WinSock 2 and LSP applications, Aven-
tail includes Aventail Connect 2.6 on the Aventail Connect 3.1/2.6 CD. Aventail
Connect 2.6 was designed for operating systems that support only WinSock 1.1.
On Windows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 operating
systems, setup will install Aventail Connect 2.6. If you are working on a Windows
95 operating system, setup will detect whether you have installed the Microsoft
Windows 95 WinSock 2 Update. If setup detects the Microsoft update, which
upgrades Windows 95 to support WinSock 2, setup will install Aventail Connect
3.1. If setup does not detect the Microsoft update, it will install Aventail Connect
2.6.

The Aventail Connect 2.8 user interface is identical to that of Aventail Connect
3.1; however, Aventail Connect 3.1 includes MultiProxy functionality (see “Multi-
ple Firewall Traversal”). Aventail Connect 2.6 does not include MultiProxy.

In the future, more Windows applications may require WinSock 2.

During installation, setup determines which version of Aventail Connect to install.
On WinSock 2 platforms, Aventail Connect 3.1 is installed. On WinSock 1.1 plat-
forms, Aventail Connect 2.6 is installed. The following table shows how setup
determines which version of Aventail Connect to install.
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T

FW’mdows 96:.

WinSock 2 E-—Avemail Connect31

Windows NT 4.0
Windows 95 With Microsoft Aventail Connect 3.1

patch: WinSock 2

Without Microsoft Aventail Connect 2.6
patch: WinSock 1.1

Windows 3.1, WinSock 1.1 | Aventail Connect 2.6
Windows for Workgroups 3.11,
Windows NT 3.51

1

You can create custom packages that include one or both versions of Aventail
Connect (3.1 and 2.6). Setup will determine which version to install on each
workstation. (For more information, see “Customizer.”)

WINDOWS 95 AND WINSOCK

The Microsoft Windows 95 WinSock 2 Update upgrades WinSock 1.1 to Win-
Sock 2 in Windows 85. This patch (filename w95ws2setup.exe) is available
from the Microsoft Web site, at http://www.microsoft.com/Windows95/down-
loads/contents/wuadmintools/s_wunetworkingtools/W95Sockets 2/
default.asp. Unless you need specific Aventail Connect 3.1 features, Aventail
recommends that you do not upgrade from WinSock 1.1 to WinSock 2. If you do
not upgrade to WinSock 2, Aventail Connect 2.6 will be installed on Windows 95
systems.

If you do need to install the Microsoft Windows 85 WinSock 2 Update, follow the
Instructions provided by Microsoft. Reboot your computer after upgrading, prior
to installing Aventail Connect.

How DOES AVENTAIL CONNECT WORK?

The following three steps are identical to standard WinSock communications
steps described above; however, nested inside them are additional actions and
options introduced by Aventail Connect.

1. The application does a DNS lookup to convert the hostname to an IP address
or, in rare cases, it will do a reverse DNS lookup to convert the IP address to a
hostname. If the application already knows the IP address, this entire step is
skipped. Otherwise, Aventail Connect does the following:

+ Ifthe hostname matches a local domain string or does not match a redi-
rection rule, Aventail Connect passes the name resolution query -
through to the TCP/IP stack on the local workstation. The TCP/IP stack
performs the lookup as if Aventail Connect were not running.
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+ Ifthe destination hostname matches a redirection rule domain name
(i.e., the host is part of a domain we are proxying traffic to) then Aventail
Connect creates a false DNS entry (HOSTENT) that it can recognize
during the connection request. Aventail Connect will forward the host-
name to the extranet (SOCKS) server in step 2 and the SOCKS server
performs the hostname resolution.

+ Ifthe DNS proxy option is enabled and the domain cannot be looked up
directly, Aventail Connect creates a false DNS entry that it can recog-
nize later, and returns this to the calling application. The false entry tells
Aventail Connect that the DNS lookup must be proxied, and that it must
send the fully qualified hostname to the SOCKS server with the SOCKS
connection request,

delays, causing Aventail Connect to behave unpredict-
ably. Aventail recommends that you do not enable this

option unless you specifically require the Reverse DNS
functionality.

(@- CAUTION:  The reverse DNS process can create unexpected

2. The application requests a connection to the remote host. This causes the
underlying stack to begin the TCP handshake. When the handshake is com-
plete, the application is notified that the connection is established and that
data may now be transmitted and received. Aventail Connect does the
following:

a. Aventail Connect checks the connection request.

+ Ifthe request contains a false DNS entry (from step 1), it will be
proxied.

* Ifthe request contains a routable IP address, and the rules in the
configuration file say it must be proxied, Aventail Connect will call
WinSock to begin the TCP handshake with the server designated
in the configuration file.

+ Ifthe request contains a real IP address and the configuration file
rule says that it does not need to be proxied, the request will be
passed to WinSock and processing jumps to step 3 as if Aventail
Connect were not running.

b. When the connection is completed, Aventail Connect begins the

SOCKS negotiation.

* It sends the list of authentication methods enabled in the configu-
ration file.

+ Once the server selects an authentication method, Aventail Con-
nect executes the specified authentication processing.

* Itthen sends the proxy request to the extranet (SOCKS) server.
This includes either the IP address provided by the application or
the DNS entry (hostname) provided in step 1.

c. When the SOCKS negotiation is completed, Aventail Connect notifies
the application. From the application’s point of view, the entire SOCKS
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negotiation, including the authentication negotiation, is merely the TCP
handshaking.

3. The application transmits and receives data.

If an encryption module is enabled and selected by the SOCKS server, Aven-
tail Connect encrypts the data on its way to the server on behalf of the appli-
cation. if data is being returned, Aventail Connect decrypts it so that the
application sees cleartext data.

AVENTAIL CONNECT PLATFORM REQUIREMENTS

The following table lists the minimum system requirements for each of the plat-
forms that Aventail Connect supports.

Eaiils b

| Windows 98; xBB-based or 16 MB | Network-accessible
Windows NT 4.0 Pentium personal SOCKS v4 or v5 compliant
(requires computer server

Microsoft Service
Pack 3 or above)

Windows 95; x86-based or 8 MB Network-accessible
Windows NT 3.51 | Pentium personal SOCKS v4 or v5 compliant
computer server
Windows 3.1; x86-based or 4 MB Network-accessible
Windows for Pentium personal | SOCKS v4 or v5 compliant
:l Workgroups 3.11 computer | server

Aventail Connect 3.1 runs on the following operating systems:

* Windows 98

* Windows NT 4.0 (with Service Pack 3 or above, available from
Microsoft)

+  Windows 95, with the Microsoft WinSock 2 update (To install Aventail
Connect 3.1, you must upgrade Windows 95 with the Microsoft Win-
Sock 2 update prior to Aventail Connect installation and setup. i you do
not install the Microsoft patch, Aventail Connect 2.6 will be installed.
For more information, see “What Does Aventail Connect Do?".)

Aventail Connect 2.6 runs on the following operating systems:
*+ Windows 3.1
*  Windows for Workgroups 3.11
* Windows NT 3.51

+  Windows 95, without the Microsoft WinSock 2 update (If you do not
upgrade Windows 95 with the Microsoft WinSock 2 update, Aventail
Connect 2.6 will be installed. For more information, see “What Does
Aventail Connect Do?")
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NOTE: A WinSock-compatible 16- or 32-bit TCP/IP application must be
installed and configured prior to running Aventail Connect. This
can be the Microsoft-provided TCP/IP stack or a third-party TCP/
IP stack.

INTERFACE FEATURES

The following table lists the interface features for each platform. Each of these
features is discussed in greater detail later in the Administrator's Guide.

|
Windows 95, | Stat\Programs | Right-click Double-click In system Not
Windows 98, | \Aventail Aventail Extranet tray available
Windows NT | Connect menu | Connect Neighborhood
4.0 icon in icon on

system tray desktop
Windows 3.1, | Aventail Click Not available Minimized Configure
Windows for | Connect icon Aventail on desktop | during
Workgroups in Aventail Connect setup
3.11, Connect icon in
Windows NT | program group | Aventail
3.51 window Connect

program

group

window

INSTALLATION SOURCE MEDIA

Regardless of platform, Aventail Connect can be delivered on CD or as a net-
work-delivered, self-extracting archive file.

+ CD: The CD contains the Aventail Connect setup program,
setup.exe. The setup program allows for an administrative setup. It
alsa contains the Administrator's Guide and the User's Guide in the

\docs directory, formatted for Adobe® Acrobat Reader.

* Network-delivered Source Media: The network-delivered source
media is a self-extracting archive containing the required disk/directory
structure within the archive file. The executable automatically extracts
the Aventail Connect installation files and initiates setup. The archive
filename will be similar to as31s.exe. This archive, or package, will
also be available on the CD (located in the Utilities directory) to be
used with the Customizer application. For more information, see the
“Customizer” section.
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INSTALLING AVENTAIL CONNECT

After your Aventail ExtraNet Server is set up, Aventail Connect can be installed
to a single workstation or to multiple networked workstations. In either case, you
must perform an initial installation of the software and create one or more config-
uration (.cfg) files. This procedure is described under “Individual Installation.”
Once the initial installation is complete, you can then install to a series of net-
worked computers using the instructions and information described under “Net-
work Instailation.”

NOTE: To install or uninstall Aventail Connect on Windows NT
machines, you must have administrative privileges on the
machine (but not necessarily on the domain).

If you are upgrading from an earlier version of Aventail Connect (Aventail VPN
Client or Aventail AutoSOCKS), the following message may appear on your
screen if you install a custom setup package using Aventail Customizer. This is
not an error message. If this message appears, click OK and reboot your com-
puter.

fnformstion

CONFIGURATION FILES

Integral to the initial installation of Aventail Connect is deciding how SOCKS traf-
fic will be redirected through the network. Network redirection rules (used to
determine if and how SOCKS redirection will occur) are defined in the Aventail
Connect configuration (.c£g) file. Configuration files are initially created at the
end of the installation process; however, you can add, edit, and remove configu-
ration files at any time using the Config Tool (in Windows 95, Windows 98, or
Windows NT 4.0 via the Aventail icon in the system tray on the taskbar: in Win-
dows 3.1, Windows for Workgroups 3.11, or Windows NT 3.51 via the Aventail
Program Group). The process of creating one or more configuration files is
described under “Configuring Aventail Connect.”

If you are installing Aventail Connect on multiple networked workstations, refer
to “Network Installation” to determine the best method for maintaining and dis-
tributing configuration files. You can then proceed through the initial installation.
The Installation Wizard will guide you through the steps, culminating with the
option to create a configuration file.
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CusTomIZED CONFIGURATION AND DISTRIBUTION

The Aventail Customizer is a utility that allows network administrators to custom-
ize Aventail Connect installation packages for distribution to multiple client work-
stations. Giving network administrators control over how setup packages are
configured eliminates the need for end users to make installation and setup deci-
sions at their workstations. The installation package is a self-extracting execut-
able file. You can customize this file by adding license file, configuration file, or
setup information for different authentication and encryption policies to meet var-
ious client-access needs of individuals or workgroups. You can customize con-
figurations for multiple users and then distribute the package, providing easy
access, download, and installation for users. You can reconfigure the Aventail
Connect installation package anytime your network topology or security profiles
change.

For more information about the Aventail Customizer, see the “Customizer” sec-
tion.

INDIVIDUAL INSTALLATION
Before running setup, close all open Windows applications.

Toinstall Aventail Connect B
1. Installation procedures vary slightly, depending on which media source you
use:

= If you are installing directly from CD-ROM, run setup.exe from the
Aventail Connect directory.

* Ifyou are installing from a network-delivered self-extracting archive,
simply execute the archive file. This will extract the installation files and
automatically launch the setup program.

The Aventail Connect Installation Wizard then guides you through the process
of installing the Aventail Connect application.

NOTE: You will be asked during the installation procedure if you would
like Aventail Connect to be run automatically during startup. In
mast cases, you will select yes. Exceptions to this can be deter-
mined by the network administrator.

2. At the end of the setup program, you can select Yes, | want to view the
README file in the Setup Complete dialog box. This opens the
readme . txt file, which contains the latest information on Aventail Connect. -

-OR-

Simply click Finish in the Setup Complete dialog box to complete the setup
program
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Setup Complete

. The setup program will then ask you if you want to restart your machine now
or later.

o

Reboot Required
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4. After restarting your PC, Aventail Connect will launch automatically if, during
installation, you selected Yes when asked if Aventail Connect should be
added to your startup directory. (If, during installation, you specified that Aven-
tail Connect not be added to the startup directory, start Aventail Connect from
the Programs menu.)

5. Aventail Connect will ask you if you want to run the configuration wizard.

If you click Yes, then the configuration wizard will launch to help you create a
new configuration file.

If you click No, then Aventail Connect will ask you to select a configuration
file.

6. After creating or selecting a configuration file, Aventail Connect will finish its
installation procedure.

To uninstall Aventail Connect

The procedure to uninstall (remove) Aventail Connect varies depending on
whether you are running a 16- or 32-bit Windows operating system.

*+ To uninstall Aventail Connect from Windows 95, Windows 98, and Win-
dows NT 4.0, double-click Add/Remove Programs in the Control
Panel window, click Aventail Connect on the list of programs on the
Install/Uninstall tab, and then click Add/Remove.

+ Touninstall Aventail Connect on Windows 3.1, Windows for Work-
groups 3.11, or Windows NT 3.51, use the Uninstall icon in the Aven-
tail Connect program group.

NETWORK INSTALLATION

In general, the process of installing Aventail Connect to multiple networked
workstations involves selecting a file server to use, creating a staging area for
the Aventail Connect software, and placing the Aventail Connect package in a
shared network directory or other publicly accessible location. Additional options
include adding a default configuration file, license file, certificate and roots files,
and SEEHosts files. You must place Aventail Connect files on a network drive
that can be accessed as a mapped drive or, for Microsoft networks, via a UNC
path name (\\computer name\share name\Connect).

An executable archive file (with a filename similar to as31s. exe) automatically
extracts the Aventail Connect installation files and initiates setup. This archive,
or package, is located in the Utilities directory of the CD and can be used in con-
junction with the Customizer application. (For more information, see “Custom-
izer.") The package can also be manually configured to suit your network
specifications. The default package includes all of the core Aventail Connect
files, but does not include the custom network information.

NETWORKED CONFIGURATION FILE SETUP

There are a number of ways to set up networked client configuration files. These
are the most common:

Aventail Connect 3.1/2.6 Administrator's Guide » 18

Petitioner Apple Inc. - Exhibit 1022, p. 240



Adrministrator's Guide

* Remote UNC: Remote client configuration file on a Windows share
using UNC path and filename (e.g., \\internal\common\a. cfqg)

+ Local Configuration File: Local client configuration file common for all
users, but distributed via a locally stored Aventail Connect package

* Remote Web Server: Remote configuration files stored on a Web
server using URL (e.g., http://internal/a.cfg)

Configuration

setup package

P LT IRt g
Configuratio
file setyp:
methady: et e _
Remote UNC Windows share = Configuration file ca * File server must be on
using UNC path be centrally maintained. | local network. If file
and filename * No local caching server is unavailable,
required. Aventail Connect will
not function.
Local Locally stored * Does not require * Configuration files

network connection;

cannot be centrally

File configuration file is maintained.

always available.

» Configuration file can
be centrally maintained.
» Connection to Web
server can be made
across the Internet, and
can traverse proxies.

* Supports
authentication and
encryption.

= If Web server is
unavailable, locally
cached copy can be
used.

' » Requires Web server.
* Requires network
connection for updates.

Web server
Server

ADMINISTRATOR-MAINTAINED SHARED CONFIGURATION FILES

This is the most desirable configuration method—multiple workstations sharing
one or more administrator-maintained configuration files located in a common
directory. The network administrator maintains the configuration file, and the
administrator can quickly adapt any changes to network topology through a sin-
gle configuration file. For example:

* A single networked (usually read-only) configuration file is shared by
more than one client workstation. This method is appropriate when mul-
tiple workstations share identical traffic routing rules.

*+ Multiple configuration files are shared by multiple workstations. This
option is useful when you have workstations organized into functional
groups (engineering, marketing, accounting, etc.) with group-specific
redirection rules.

Aventail Connect 3.1/2.6 Administrator's Guide » 19

Petitioner Apple Inc. - Exhibit 1022, p. 241



Administrator's Guide

SHARED CONFIGURATION FILE DISTRIBUTION

Shared configuration files can be easily distributed and, if necessary, updated
via the network or a Web server. Aventail recommends that you test all configu-
ration files before distribution.

You can distribute shared configuration files with the Aventail Customizer This
automated wizard allows you to create custom setup packages for multiple users
and then store the packages in a networked directory, providing easy access,
download, and installation for users. You can include multiple local and/or
remote configuration files. For more information, refer to the “Customizer” sec-
tion.

To distribute a shared configurationfile

There are three methods for distributing shared configuration files.

+ Remote UNC: Copy the file to a Microsoft or Novell network drive
accessible by all users, or to a Microsoft Windows workstation support-
ing UNC-sharing for file resources. (Both the 16- and 32-bit versions of
Aventail Connect support specification of the configuration file using the
Microsoft UNCs.) If you copy the file to a network drive, make sure that
users configure Aventail Connect to load the configuration file located
on the mapped drive. You can preconfigure this information for users
from a package install.

-OR-

* Local Configuration File: Create a shared configuration file to be
installed on workstations during the standard Aventail Connect installa-
tion/upgrade process. Whenever Aventail Connect is installed or
updated, it will automatically copy the shared configuration file to the
user's workstation and set Aventail Connect to use it.

-OR-

+ Web Server: Copy the file to a Web server. The Web server can be
directly accessible to the workstation, or it can be behind a proxy
server. To keep configuration files secure, you can redirect the configu-
ration file connection, authenticated and encrypted, across firewalls.

Storing Remote Configuration Files on a Web Server
When you specify the remote configuration file in Aventail Connect,
include the entire URL (e.g., http://aventail.com/server1/config.cfg). You
can specify this URL in the Aventail Connect Configuration File dia-
log box, or with Customizer.

Aventail Connect keeps a temporary local copy of the remote configura-
tion file in its program directory, with the filename _ashttpX.cfg, where X
is @ number between 0 and 9. Keeping a local copy of the remote con-
figuration file allows the connection to the Web server to be proxied
(with authentication and encryption) if necessary. Whenever the remote
configuration file needs to be downloaded, Aventail Connect will check
the cached copy of the configuration file to determine whether redirec-
tion is necessary.
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Aventail Connect can download remote configuration files either every
time Aventail Connect starts or on a scheduled basis. You can config-
ure this setting in the Aventail Connect Configuration File dialog box,
or when adding a remote configuration file to a custom installation
package with Customizer. When you add a remote configuration file
with Customizer, a cached copy of the file can automatically be added
to the package.

To store remote configuration files on a Web server

1. Place an Aventail Connect configuration file on a Web server.

2. If redirection through a proxy server is required to reach the Web server, con-
figure Aventail Connect to use a configuration file that can access the Web
server. If redirection is not required, skip this step.

3. With Aventail Connect running, select Configuration File from the system
tray menu.

The Aventail Connect Configuration File dialog box will open.

4. Enter the URL and filename of the configuration file, e.g., http://lweb-
server.company.com/cfg_files/sample.cfg. Click OK.

Aventad Connpct Configuiatian File

5. Under "HTTP Config File Updating,” specify how often Aventail Connect will
download the configuration file. Click OK.

The configuration file will automatically be downicaded, and Aventail Connect
will begin using it immediately. A local copy of the configuration file will be
cached in the Aventail Connect program directory.

ADMINISTRATIVE SETUP

There are two ways to install Aventail Connect: from the setup program
(setup.exe), or from a setup package that you create using the Aventail Cus-
tomizer. The setup program (setup.exe) allows you to manually install Aventail
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Connect. With the Aventail Connect setup package, you can select options that
will customize setup based on your unique network environment. You can cus-
tomize the setup package through the Customizer Editor or the Customizer Wiz-
ard. The Customizer Editor is a dialog box that allows you to manually enter or
medify information about your custom installation package. The Customizer Wiz-
ard walks you through each step of creating a custom installation package.
Aside from the user-interface differences, the Customizer Wizard and the Cus-
tomizer Editor are identical. You can use both the Customizer Wizard and the
Customizer Editor to create or modify a setup package. For example, you can
create a package using the Customizer Wizard, then modify it with the Custom-
izer Editor.

CUSTOMIZER

The Aventail Customizer simplifies and customizes the installation and setup
process. Network administrators can reconfigure the self-extracting executable
installation package (included in the Customizer directory of the distribution CD)
to meet the various client-access needs of individuals or workgroups. Custom-
izer offers a centralized approach to network configuration; network administra-
tors can select the unattended setup mode, which eliminates the need for
individual users to answer any setup configuration questions. Specifying unat-
tended mode will cause the setup program to automatically install using default
values for any options not explicitly specified.

The setup program (setup.exe) allows users to select any available setup
options during installation of Aventail Connect. Customizer modifies the setup
control file of a custom package; this file controls all of the settings within the
setup package, before users receive the setup package. With a customized
package, users will receive an installation package based on the administrator's
defined settings. (For more information, see “Network Installation.”)

As Customizer allows you to select various options to suit your setup and instal-
lation needs, the size of the setup package will vary, depending on which options
you select. If size of the setup package is a concern, select setup options care-

fully to keep the package size manageable.

The Aventail Connect CD includes both versions of Aventail Connect (3.1 and
2.6). You can create custom packages that include one or both versions of Aven-
tail Connect; setup will determine which version to install on each workstation.
(For more information, see “What Does Aventail Connect Do?")

Aventail Connect requires a valid Aventail license file (aventail.al f) and cne
or more configuration (.c£q) files in order to function properly. Before installing
Aventail Connect, make sure that users have these files. If users do not have a
valid license file and/or configuration file(s), Aventail recommends that you
include them in the installation package.

RUNNING CUSTOMIZER

The Customizer and the Aventail Connect installation package are included in
the Customizer directory on the Aventail Connect CD. Before running Custom-
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izer, you must copy Customizer from the Aventail Connect CD to the local drive.
You must also modify the Customizer attributes so it is not read-only.

To run Customizer, double-click the Customizer icon in the Customizer direc-
tory. To run Customizer from your hard drive, copy the Customizer and Aventail
Connect directories into a common folder on the hard drive.

When you run Customizer, you will be prompted to select either the Customizer
Wizard or the Customizer Editor.

+ Customizer Wizard: This automated wizard walks you through the
process of creating a new installation package or modifying an existing
package. If you are unsure about which method to use, Aventail recom-
mends that you use the Customizer Wizard.

* Customizer Editor: The Customizer Editor is a dialog box that allows
you to manually enter information about the package you are creating
or modifying.
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CusTOMIZER WIZARD

If you are using the Customizer Wizard to create a new setup package or modify
an existing package, the Customizer Wizard will display a Welcome... screen,
and will prompt you to enter the pathname of the package that you will be creat-
ing or modifying.

Welcome to the Avental Customizes Wizard

CHTEST RS 245

After you have specified the pathname of the package, the Customizer Wizard
will prompt you to:

+ Specify which platform(s) to support

*+ Add a license file, or leave an existing license file in the package

* Add or remove configuration files

« Select X.509 certificate files

+ Select an extranet hosts (SEEHosts) file

+ Specify a custom destination directory

+ Specify whether or not to put program icons in a custom folder

» Enter command-line switches

+ Specify whether or not to run setup in unattended mode

+ Specify whether or not to add Aventail Connect to the startup directory

+ Select any, all, or none of the following Aventail Connect components:

* Extranet Neighborhood (Secure Extranet Explorer)

+ Configuration Tools (Config Tool and Configuration File command)
+ Diagnostic Tools (Logging Tool and S5 Ping)
» Certificate Tools
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+ Install 32-bit support only (on Windows NT 3.51)

+ Select any, all, or none of the following authentication modules:
» SSL (Secure Sockets Layer)

+ CRAM (Challenge Response Authentication Method)
CHAP (Challenge Handshake Authentication Protocol)
UNPW (Username/Password)

» SOCKS 4

HTTP Basic (username/password)

+ Specify whether or not to run a command after setup
All of the features listed above are optional.

After entering or modifying the package information, the Finished Installation
Package dialog box appears.

wshed Installation Pack.

Clicking Finish saves your specifications and closes the Customizer Wizard.
Clicking Customize Further allows you to view the Customizer Editor dialog
box, where you can manually edit any of the information about your custom
installation package.
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CusTOMIZER EDITOR

If you select the Customizer Editor as your tool to create a new setup package or
modify an existing package, the Customizer Editor dialog box will appear. In
this dialog box, you can manually enter or modify information about your custom
installation package.

NOTE: To view a list of tips on creating custom setup packages, click
Tips on the Help menu in the Customizer Editor dialog box.

After entering or editing your setup package information in the Customizer Edi-
tor, click Save (or Save As) on the File menu to save your changes. To close the
Customizer Editor window, click Exit on the File menu.
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The options in the Customizer Editor are identical to the options in the Custom-
izer Wizard. These options are explained in the following paragraphs and tables.

Pathname | Enter pathname None
License file Enter name ofAventall Ilcense file None )
|| (must use aventail .alf)
Trusted roots file Enter name of trusted roots file None
Client certificate file Enter name of file that contains None
certificate
Extranet (SEE) Hosts Enter name of extranet (SEE) hosts None
L File file
Destination d|rectory | Enter name of destmatlon dlrectory None
Program folder Enter name of program fo!der None
Run cornmand aﬂer _. { Enter command to be run aﬂer setup None
setup
Command line switches | Enter command line switches None
Configuration Files Enter name(s) of local and/or remote None
configuration file(s) that Aventail
Connect will use
Authentication Modules | SSL, CRAM, CHAP, UNPW, S4, or All
HTTP Basic
Toals Configuration iools, Certificate tools, All
Diagnostic tools, or Extranet
Neighborhood
32-bit support only, on Yes/No Yes
Windows NT 3.51
Unattended setup Yes/No No
mode/automated
installation
| Add to St_artup Directory | Yes/No Yes
Install SEE help Yes/No Yes
Install help Yesto Yes
Select platform Windows NT 4.0, Windows 98, All
' Windows 95 with WinSock 2 upgrade,
Windows 95 without WinSock 2
upgrade, Windows NT 3.51, Windows
i E 3.1, or Windows for Workgroups 3.11

L

The setup package options are discussed below.
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