“CROSSROADS

8101 West Courtywd Drive
Buidng 1, Sule 225

Austn, TX 787X
Prone: 512.345.000 ‘
Fax 512.348.0004

Ta ApTHOMY P57 e mAH  From (LESFFAEY MSé
 Clg 322 TEST 250t 3 of<oviR
Phoos =222 2449 we 3/29/97

Compesyt BAkuaJ Be?ls rRe  PhoVIS 1o’ A STordSE (ZOTEL

_Dﬁm«n "@rofw (] rtesse Comment DMM. [] Preass Recycie

» Commeats:

“Hoesre -

Botaruy

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

e

Network storage device with routing and security controls

Abstract

High speed serial interconnects provide the capability to attach a large purnber of high speed
devices to a common storage transport medium over large distances. Existing storage transport mediums
provide for a relatively small pumber of devices to be attached over selatively short distances. A storage
router serves to interconnect these medivms, providing devices on either medium global, transparent access
to devices on the other medium, routing requests from specific devices on one medium (o specific devices
on the other medium.

Existing computer workstations access storage cither locally or through network interconnects.
Local storage typically consists of a disk drive contained within, or locally connected to, the workstation,
Access to local storage is though low level, block protocols mapping directly to the mechanisms used by the
storage device, and consist of data requests with no specific structure. Security controls are not provided.
MNetwork interconnects provide access for a large number of workstations to storage on a remote server,
which provides file system structurs, access control, and other miscellaneous capabilities. Access to the
data on the server is through protocols that map to the file system constructs implemented by the server.

The invention provides for a large number of computer workstations to be interconnected on a
COmMINON storage transport, accessing 2 common data store through low level, block protocols. Access
controls and routing are implemented such that each workstation has access to a specific subset of the data
store, which has the appearance and characteristics of local storage, Methods are provided that allow for
configuration and modification of the storage 2llocated to each workstation attached.
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Drawing [. Typical Network. Access to data storage is through server, which implements file
system on disk and transfers data 1o workstadors via high level file system protocols.
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Drawing 2. Storage Network with global access and routing. Any worksmton can access any storage
device through low level bleck protocals.
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Drawing 3, Network storage device with routing and security controls. Workstations access storage through

low-level protocols, with the appearance and methods of local storage access. Access control is combined

with routing in the storage router, such that cach workstation has controlled access only to specified storage

devices or section thersof,
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