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I, Michael T. Goodrich, Ph.D., declare as follows:

1. I have been asked by Symantec Corporation (“Petitioner”) to provide

this supplemental declaration with my expert opinions in support of the above-

captioned inter partes review of U.S. Patent No. 8,074,115 (the “’115 patent”).

2. The purpose of this declaration is to clarify my opinions related to is-

sues raised in my deposition for the above-captioned IPR, and to respond to issues

raised by the Patent Owner.

3. In addition to the documents mentioned in my earlier declaration, I

reviewed the follow documents:

a.

DOCKET

Columbia’s Patent Owner Response for the above-captioned
inter partes review of the 115 patent (“Response”);
Declaration of George Cybenko, Ph.D. In Support of Colum-
bia’s Patent Owner Response (Ex. 2030);

Declaration of Scott M. Lewandowski (Ex. 2031);

Transcript of Deposition of Scott M. Lewandowski, December
4,2015 (Ex. 1013);

Transcript of Expert Deposition of George Cybenko, Ph.D.,
December 10, 2015 (Ex. 1014); and

Galen Hunt, et al., “Detours: Binary Interception of Win32

Functions,” Proceedings of the 3" USENIX Windows NT
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Symposium, Seattle, WA, July 1999 (Ex. 1016).

4. I currently hold the opinions set forth in this declaration.

5. I understand that the Patent Owner in its Response for IPR2015-
00375, and through its expert, Dr. Cybenko, states that a person of ordinary skill in
the art (POSITA) at the time of the invention of the 115 patent would have at least
an undergraduate degree in computer science or mathematics and one to two years
of experience in the field of computer security. Response at 4; Ex. 2030 at 9] 24-
28. Patent Owner contrasts this level of skill with my previously stated opinion
that the level of ordinary skill in the art of the *115 patent at the time of the effec-
tive filing date is a person with a Master’s degree in computer science or a related
field with two to three years of experience in the field of software security systems.
See Ex. 1003 at 9 20.

6. The primary distinction between Dr. Cybenko and my stated opinions
is whether the person of ordinary skill has a Master’s degree or an undergraduate
degree. See Ex. 1014 at 25:1-9. A typical Master’s degree in computer science or
a related field requires one to two years of study. Thus, the difference in the levels
of ordinary skill opined by me and Dr. Cybenko is as little as one to two years of
schooling or experience in the field.

7. In my opinion, this one to two year difference is not material to the

understanding of the technologies and concepts expressed in the *115 patent and its
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claims. Accordingly, the opinions I previously expressed using the higher level of
skill in the art still hold if Dr. Cybenko’s asserted lower level of ordinary skill in
the art is used. Hence, my opinions with respect to the claims of the *115 patent do
not change if Patent Owner’s asserted level of ordinary skill in the art is adopted by
the Board. See Ex. 2029 at 312:15-22 (“all of my conclusions still hold with [Pa-
tent Owner’s] definition of a person of ordinary skill”).

8. Khazan discloses a model of typical computer system usage. Khazan
in its Background section recognizes that “[aJnomaly detection approaches use a
model or definition of what is expected or normal with respect to a particular
application and then look for deviations from this model.” Ex. 1010 at q 8. Here,
Khazan is using “expected or normal with respect to a particular application” to re-
fer to “typical computer system usage.” Khazan then uses consistent terminology
when describing its own model. Specifically, Khazan says that the model pro-
duced by its static analyzer comprises “the identified calls, their locations within
the program, and other call related information.” Ex. 1010 at 9 114. The model is
used to “distinguish between normal or expected behavior of code and the behavior
produced by MC [malicious code]...If the run time behavior deviates from the ap-
plication model, it is determined that the application executable has executed MC.”
Id. at 9 65. Khazan’s application model thus describes “normal or expected behav-

ior of the code,” which is the behavior one would expect the code to follow during
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typical computer system usage. See id. at § 67 (“Normal behavior, or non-MC be-
havior, is associated with particular target function calls identified by the static an-
alyzer 104.”). Because the model describes “normal or expected behavior of the
code” (i.e., typical computer system usage), Khazan is able to use the model to de-
termine that the application executable has executed malicious code ““[1]f the run
time behavior deviates from the application model” Ex. 1010 at 9 65.

0. Khazan discloses “executing at least part of a program in an emula-
tor,” where the “emulator” permits both monitoring and selective execution of cer-
tain parts, or all, of the program. As I discussed in my earlier declaration, Khazan
discloses that the dynamic analysis may be emulated or simulated. Ex. 1003 at q
66; Ex. 1010 at 99 110-112 (“An execution of the application may also be emulated
or simulated.”). The emulation described in Khazan is performed by an emulator.
This emulator permits both monitoring and selective execution of certain parts, or
all, of the program.

10. I understand that Patent Owner argues, and Dr. Cybenko testifies, that
the “emulated” execution in Khazan would not permit monitoring and selective ex-
ecution. Response at 18-20; Ex. 2030 at 99 131-53. Dr. Cybenko states that “one
possible meaning of the term ‘emulate’ in general computing...is ‘to imitate the
functions of (another computer system) by means of software.”” Ex. 2030 atq 138

(quoting Ex. 2042 at 3). While I generally agree with this definition, the conclu-
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